
With digital payment options gaining in popularity, cyber criminals 
are taking notice. The cost of online fraud soared to $32 billion 
last year and that number is expected to grow exponentially 
as more transactions go mobile. The fact that nearly one in 
three victims of identity fraud avoid certain merchants after an 
occurrence has caused one leading global payment provider to 
make fraud detection, intervention, and prevention a top priority.

But keeping all queries and transactions accurate, speedy, and 
responsive, while mitigating provider risk, is no easy matter. With 
customer profiles more complex and the volume of transactions 
massive, it was time to implement faster, more accurate 
fraud-fighting capabilities rather than risk the inevitable loss of 
customers, revenues, and reputation.

How One Global Digital Payment Provider 
Improved Fraud Detection, User Satisfaction,  
and Avoided Revenue Loss

U S E C A S E



BACKGROUND

Today, cyber thieves are getting 
away with billions due to the 
inability of traditional database 
solutions to reliably manage the 
ever-growing volume of disparate 
data points. 

Consequently, legitimate 
transactions are denied, leaving 
customers dissatisfied and 
disenfranchised. Equally as 
disturbing, fraudulent purchases 
are approved, causing the 
provider to bear the high cost 
of repayment, as frustrated 
customers jump through hoops 
to recoup their cash. This has 
resulted in lost revenue and a 
higher incidence of customer 
defection.

 
 

Leveraging a faster decision engine to enable a higher 
number of valid approval and denial responses

CHALLENGE

Creating a faster and more accurate fraud prevention and detection solution 
required factoring in complications unique to the payment provider’s business 
model. The solution had to consider a myriad of realities, which included:

• The company’s payments, rewards, and purchase protection programs.  
Each has different rules and data-processing requirements.

• Tracking programs its 150 million customers are enrolled in, their payment and 
invoicing preferences, and profile data, including user ID, IP address, device and 
location data. 

• Frequent movement between devices, channels, and locations and the 
payments application server, which enabled criminals to target mobile and 
“cross border” transactions.

• A lack of visibility into payment histories and behavior patterns to determine 
legitimate versus fraudulent activity. 

• Slow and inflexible RDBMS and caching strategies unable to handle 
sophisticated new data-processing workloads and applications. 

• Database processes that resulted in stale data, rendering its current fraud 
prevention tactics useless.

After evaluating potential technology partners, the team decided that Aerospike 
was the only company that was up to the challenge. Aerospike’s high-performance 
NoSQL database on SSDs with non-volatile memory (NVMe), key-value store, 
flexible schema structure, and open-source database connectors and tools were 
deemed far superior in comparison to the technology of its competitors. SSDs on 
NVMe outperformed competitors because of its superior latency characteristics 
relative to SATA or SAS-based SSDs.

Fulfilling a rigorous list of complex technical requirements
The solution required defining a new set of database requirements that could 
support massive, real-time payments workloads. To achieve the payment 
provider’s goals, Aerospike needed to:

• Meet 750 ms SLA for every transaction, which may be made up of hundreds of 
individual database operations

• Seamlessly increase capacity to terabytes of data and billions of objects   
• Improve query performance and data consistency
• Maintain high availability in a 24x7 digital payments environment (>99.99% uptime)
• Scale up and out, avoiding a costly rip-and-replace scenario
• Greatly reduce data load times, while providing reliable access to fresh data

The backbone of the solution was built on Aerospike’s high-performance NoSQL 
database on NVMe flash storage due to its superior speed, horizontal scalability, 
reliability, and lower TCO. 



THE RESULT

This unparalleled combination of benefits met and exceeded this payment provider’s 
expectations by helping the company maintain an exceptional customer churn, stem 
customer defection and the loss of revenue by increasing the accuracy of transaction 
approvals and denials. 

Aerospike delivers speed at scale
• Increased operational database capacity to handle 60 TB of data and 30 B 

objects, supporting advanced algorithms for fraud detection
• Processed hundreds to thousands of database reads and writes per financial 

transaction in a single NoSQL database with consistently high throughput and  
low latency

• Accelerated load speeds to > 1 M writes/second (limited by application design;  
> 8 M writes/second possible), with new support for stream loading, while 
reading from the same database

• Scaled horizontally simply by adding nodes, with automated cluster management 
(three clusters, with data replicated 2x per cluster); loaded data in 1–1.5 hours, 
minimizing projected data lag to seconds and making data from the most recent 
activity available to fraud detection algorithms

• Provided flexible schema (schema-less data model) to store unstructured data 
efficiently; handle complex, ever-changing business rules; and enhance the  
application-database interaction 

• Consistently met 750 ms SLA for fraud prevention for every financial transaction

Predictable performance 
• Improved application read latency to ~250 microseconds
• Reduced total query time (at 200 DB queries per transaction) to ~75 milliseconds,  

a fraction of the SLA, leaving more time to detect emerging fraud scenarios

Higher reliability 
• Provided instant access to historical and recent activity to differentiate legitimate 

and fraudulent patterns for improved decision-making
• Ensured built-in redundancy and automatic failover
• Enabled record-by-record data writes into the database and simultaneous reads, 

delivering the most recent activity to fraud detection algorithms

Lower TCO
• Eliminated expensive caching and associated data inconsistencies

More satisfactory outcomes promote customer 
loyalty and prevent revenue losses
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Aerospike is the high-performance NoSQL database that delivers  
Speed at Scale. Aerospike is purpose-built for the real-time transactional 
workloads that support mission-critical applications. These workloads have 
the mandate to deliver informed and immediate decisions for verticals like 
Financial Services, AdTech, and eCommerce. The unique combination of 
speed, scale, and reliability can deliver up to 10x performance or 1/10th  
the cost compared to most other databases.

Credit Card Processing System

Fraud Detection & Protection App

Account Behavior Account
Statistics

Historical Data

Static Data

Rules
Rule 1
Rule 2
Rule 3

Rule 1-Passed
Rule 2-Passed
Rule 3-Failed


