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Public Safety and Criminal Justice 

Six Steps to Enabling  
the Mobile Clinican

Quickly respond to citizens in need and improve security and  
operational effectiveness with advanced technology. Citrix solutions 
deliver secure access to applications and data on any device, so 
first responders can receive critical information in the field,  
dispatchers can accurately direct emergency teams, corrections 
staff can offer electronic resources to inmates, and judges and  
attorneys can share case files. Choose Citrix to  

Modernize, Mobilize 
& Secure Data Access 
for Public Safety and 

Criminal Justice 
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Balancing speed and security is a tough  
challenge for public safety and criminal justice 
organizations. On one hand, your citizens 
expect a fast, effective response to their 
needs, whether it’s an emergency situation or 
a court case. On the other, they are worried 
about the risk of security breaches and hacks 
involving publicly held personally identifiable 
information (PII). This is a growing concern 
as new initiatives are explored such as body 
worn cameras, drone surveillance, real-time 
crime centers, and predictive analytics, which 
will increase the volume of data that must  
be managed.

Further complicating the balancing act, public 
safety and criminal justice organizations are 
tasked with diverse responsibilities – from 
fire and rescue to animal control in the first 

case, and from corrections to crime  
laboratories in the second. Each area has 
its own unique requirements for information 
access and security that create ongoing  
challenges for IT departments.

Choosing the right IT systems to support your 
public safety and criminal justice operations 
can help solve this dilemma – and deliver 
additional benefits such as cost reduction 
and greater efficiency. Citrix virtualization, 
mobility management, and file sharing solu-
tions combine strong security controls with 
the freedom of mobile and remote access, 
and easily adapt to support different require-
ments. Using Citrix technology, your agency 

can cost-effectively deliver, share, manage 
and support critical applications  
and data with the speed and security that 
citizens demand.    

Delivering Reliable Mobile Access to  
Applications and Data

Public safety and mobile information access 
go hand in hand. With lives on the line, police, 
fire and emergency medical services per-
sonnel need instant access to applications – 
such as computer-aided dispatch and criminal 
look-up systems – from their mobile devices 
and vehicles in the field. At the other end,  
911 dispatchers and call center staff rely 
on fast, dependable access to geographic 
information systems (GIS) to quickly and 
accurately direct resources to the scene and 
supply critical information to those who need 
it while en route.

In the criminal justice arena, busy judges, 
prosecutors and defense attorneys require 
remote and mobile access to case files  
and case management applications from 
anywhere. Meanwhile, the corrections system 
is being asked – or required by law – to 
provide inmates with electronic resources, 
such as legal materials, GED preparation and 
testing, and assistance with job searches. 

Citrix virtualization and file sharing solutions 
give your staff fast, on-demand access to 
data on any device – whether it’s a laptop, 
toughbook or tablet in the field, or a  
workstation in a prison computer lab. XenApp 
and XenDesktop deliver apps and desktops 
over the network with high performance and 
a consistent user experience. ShareFile makes 
it easy to send, share and synchronize files 
and documents. 

Strengthening Data Security to  
Combat Threats

With a mission to protect citizens, public 
safety departments store massive amounts 
of confidential PII data. Today’s sophisticated 
cyber threats, new regulatory requirements, 
and growing public concern about breaches 
are pressuring agencies to strengthen data 
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security measures – particularly in mobile 
computing environments. Adding to the 
urgency, emergency communications systems 
are an increasingly attractive target for 
terrorists and criminals looking to hack  
PII data.

Criminal justice functions are also focused 
on stronger data security, as Corrections 
departments must thwart inmates’ malicious 
efforts to circumvent controls and gain 
access to restricted networks and resources. 
Just as attorneys and judges are sworn to 
safeguard confidential information about 
clients and cases, external agencies, labs 

and individuals are also expected to 
keep information secured when 

involved in a court case. 

Citrix solutions are  
“secure by design,” 

with controls built  
into the architecture 
and technology.  
For example:

• Citrix virtualization 
keeps applications 
and data protected 
in the cloud instead 

of exposed to loss or 
theft on the device.  

The small amount of data  
(keystrokes, mouse clicks) 

sent over the network is  
encrypted – now with FIPS 

140-2-compliant encryption. 

• XenApp and XenDesktop can block  
access to external Internet sites and lock 
down the user environment with security 
policies to minimize attacks in a prison  
environment. 

• ShareFile encrypts data both in transit and 
at rest, giving IT administrators access control 
and auditing capabilities. XenMobile offers 
comprehensive security solutions for mobility 
management with strong, centralized  
controls for mobile devices, applications and 
data, such as remote wiping/locking of  
compromised devices.  

Improving Services While Controlling Costs

Legacy IT systems, such as distributed PCs 
with locally installed applications, are often 
costly and complex for public safety and 
criminal justice departments to operate and 
maintain. They can also prompt frustrated 
users to adopt unapproved products, such  
as insecure public file-sharing services.  
A more streamlined approach is to adopt IT 
modernization plans, which can improve  
service delivery and user satisfaction, and 
boost efficiency to reduce costs.  

• Citrix virtualization solutions increase 
efficiency and reduce costs by delivering a 
secure set of applications to laptops, tablets, 
mobile devices and thin client workstations. 

• Corrections organizations can now replace 
expensive physical libraries with controlled, 
online access to electronic law libraries and 
other resources, and quickly swap out devices 
which will help reduce the impact of inmate 
vandalism. 

• Mobile workers in the field can securely 
access applications and data from the cloud, 
which avoids the need to travel to complete 
paperwork. 

• For IT teams, centralized management, 
oversight and control eliminate hours spent 
performing software updates and fixes on 
individual PCs. 

Supporting the Mission

Citrix solutions can help your public safety 
or criminal justice organization improve 
services, even in the face of expanding 
workloads, greater security concerns, and 
budget restrictions.

• Easier access. Flexible information access 
– independent of location, device or Internet 
connection – is a huge advantage for your 
staff members who work in the field or travel 
among multiple offices. Benefits include faster 
response times and better-informed decisions. 

• Closer collaboration. The ability to  
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securely share and work on files and  
documents can help law enforcement and  
judicial staff expedite their cases. For  
example, ShareFile RightSignature can be 
used to send documents to judges for  
electronic signature.

• Stronger security. The centralized  
architecture and security features of Citrix 
solutions help strengthen your organization’s 
regulatory compliance, help prevent malicious 
activity by inmates and external threat actors, 
and give citizens greater confidence about 
protection of their PII.  

Learn more about the advantages of Citrix 
solutions for public safety and criminal justice 
by visiting www.citrix.com/government 
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Linn County’s Story
Deputies with the Sheriff’s Office in Linn County, Oregon, had trouble accessing and 
uploading records from satellite offices across their 2,300-square-mile jurisdiction. 
These files were saved to stand-alone desktop computers, so deputies often had to 
spend valuable time driving back to their offices to resume working on a report or 
to grab a needed file. However, a limited pilot of virtual desktop infrastructure (VDI) 
revealed the need for a more robust application and supporting infrastructure. Linn 
County also needed WAN optimization technology because personnel were encountering 
long transmission times as they tried to stream graphics, video or audio files from 
thumb drives or CDs to folders in the datacenter.

Linn County has implemented a modern VDI and WAN optimization solution from Citrix 
that improves access to essential resources and helps deputies focus on serving the 
community instead of managing their data. The solution includes XenDesktop as  
the desktop virtualization component and NetScaler SD-WAN for optimizing WAN  
connectivity between multiple locations.

“When I go to court, everything I need is right there with me,” says Sgt. Dave Lawler, a 
deputy who is often on patrol and frequents satellite offices. “I don’t have to go to  
Records to burn a copy of a CD with photographs and other information. And the District 
Attorney’s Office is able to see everything we have on file, thanks to the new system.”


