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Introduction:
Cybersecurity is not just an IT problem. To be effective, it needs statewide 
executive support. Elected and appointed officials should have a key role in this 
process by better understanding cyber threats, supporting agency leaders, 
educating citizens and championing funding for state CIOs and CISOs. 
In a recent survey of 103 state legislators and staff, the Governing Institute 
sought to learn more about legislators’ roles in cybersecurity. The survey 
responses indicate that while legislators know the risks are high, many are not as 
involved as they could be and cybersecurity gaps remain. 

Methodology:
The Governing Institute surveyed a total of 103 respondents — 74 state elected 
and appointed officials and 29 legislative staff members. Responses were 
gathered from members of the Governing Exchange and members of the 
National Conference of State Legislatures (NCSL). An online survey was fielded 
in October and November 2015. Cybersecurity was defined to relate specifically 
to all state networks, state data centers, etc.
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Over half of respondents  
are familiar or extremely 
familiar with cybersecurity. 47%  

3%  
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Extremely familiar 

Neither familiar  or unfamiliar

Unfamiliar

Do not know 27%  
15%  

8%  
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When asked about their level of agreement 
with the statement, “creating a safer, more 
secure and trusted state network is a critical 
priority,” a majority of respondents 
agreed or strongly agreed.
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Disagree 

37%  
Agree 

46%  
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Neither agree

or disagree  
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Sixty percent of respondents said their state is doing an 
average job in its approach to cybersecurity compared to 
other states. The remaining respondents said their state is 
doing:
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Nearly 1/3 of respondents  
said their state’s current level 
of cyber risk is high.
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Respondents were asked to rate their level of 
agreement with the following cybersecurity 
awareness statements.

We have good policies 
in place, but understand 
it’s a matter of when, not 

if, we will be attacked.

We’re one step ahead — 
our sensitive data isn’t  

all in one place.

Hackers are getting 
smarter, which means 

our state could be 
compromised.

Strongly agree Somewhat agree Neither agree or disagree Somewhat disagree Strongly disagree

1% 6% 

26% 

53% 

14% 

2%   
6% 

54% 

23% 15% 

1%  3% 2%  

63% 

31% 
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Respondents were asked to rate their level of 
agreement with the following cybersecurity 
awareness statements.

We’re outnumbered by 
hackers and expect to 

always be under attack.

Budgets are tight and 
resources for cybersecurity 

are limited.

I sleep well at night; our 
state’s sensitive data is 

heavily protected.

1% 

44% 

29% 

15% 11% 

47% 

26%  18%  

9%  

6% 
3%  

39% 

38%

14% 

Strongly agree Somewhat agree Neither agree or disagree Somewhat disagree Strongly disagree
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1-2% on 
cybersecurity

3-5% on 
cybersecurity 

Greater than 10% 
on cybersecurity

Nothing on 
cybersecurity 

Sixty-three percent of respondents 
don’t know how much of their 
state’s overall IT budget is spent 
on cybersecurity. The remaining 
respondents said their state spends:

63% 
don’t know how 
much is spent

19%  11%  4%  3%  
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When it comes to 
cybersecurity staffing levels, 
respondents said their state has:
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Respondents identified cybersecurity staff training and retention as 
challenges. They were asked to rate their level of agreement with the 
following statements.

We provide adequate 
ongoing staff training.

We have gaps in expertise. We have challenges  
in attracting and  
retaining talent.

3%  
15% 

2% 3% 

25% 50%  

Strongly agree Somewhat agree Neither agree  
or disagree

Somewhat disagree Strongly disagree Do not know

32% 

25%  19%  

21% 50% 
20%  

18%  9% 
8% 
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Media reports (39%) were the 
most commonly cited sources for 
cybersecurity information.  
Other sources included:
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A majority of respondents do 
not currently sit on a committee 
that has cybersecurity as part of 
its mandate.

A majority of respondents do 
not know if their state has a cyber 
emergency incident plan in place.
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Do not know 
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Over 1/3 of respondents do not know who is responsible for 
developing their state’s enterprise cybersecurity strategy.  
Other respondents identified the following as being responsible:
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Twenty-two percent of respondents 
never receive information security briefings. 

Other respondents receive them:

17%  
Upon request

16%  
Do not know
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Annually
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Monthly

32%  
On a situational 
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22% 
don’t receive security 

briefings
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The top 3 cybersecurity threats that pose the greatest risk are:

Other threats identified include:

Criminal 
organizations 
within the U.S.

54%  

Political 
hacktivists 54%  Criminal 

organizations 
outside the U.S. 

70%  

Nation states’ 
espionage 40%  Inside 

employees 39%  

Inside 
contractors 27%  
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The increasing sophistication of threats (46%) 
was identified as the top barrier to appropriately 
protecting states from cyber threats. 

Other barriers include:
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Insufficient

 funding 

43%  
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about risks and 

incidents
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Respondents said they would like to learn more about the 
following cybersecurity topics.

 0 10 20 30 40 50 

44% Biggest cyber threats facing state government   

42%  Best cybersecurity methods for helping to protect state networks   

38%  Top causes of data breaches

36%  Protection for mobile devices   

32%  Data breach response

30%  Network security 101 for non-techies

26%  Public Wi-Fi security issues and safety measures

24%  Social engineering and phishing
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Respondents said they would like to learn more about the 
following cybersecurity topics. (continued)

 0 10 20 30 40 50 

21%  Resources available to constituents

20%  Employee cybersecurity education

20%  Keeping families safe online

16%  Using social media safely and more securely

12%  Federal guidelines and resources for cybersecurity

12%  Passwords and two-factor authentication

3%  Online reputation management
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