
Opportunities Exist Education is Key  

PERSONNEL

Legislators should be involved in cybersecurity for an  
effective statewide strategy. The first step is education.  

The top 5 topics legislators say they want to learn more about are:

Respondents highlighted cybersecurity gaps around:

43%  
say there is  

insufficient funding  
at the state level.

43%  
say there is a lack  

of understanding about  
risks and incidents.

50%  
say their state has an  

inadequate number of  
cybersecurity personnel.

BUDGET KNOWLEDGE

Threat Level: High  

2/3 
of respondents reported  
their state’s current level  
of cyber risk is moderate  

TO HIGH.

Criminal organizations  
outside the U.S.

Political 
hacktivists

Criminal organizations 
within the U.S.

Respondents said their  
TOP 3 THREATS ARE:

A majority of legislators understand cyber  
threats are evolving and pose a risk to their state.

67%  
know it’s a matter   
OF WHEN,   
not if, the state will  

be attacked.

Involvement: Low  

Only 18% of  
respondents currently 

SIT ON A  
COMMITTEE  
with cybersecurity as  
part of its mandate.

Despite understanding the risk, legislators are not as  
immersed in state cybersecurity efforts as they could be.

80%  
of respondents    

DO NOT KNOW   
if their state has a  

cyber-emergency incident  
plan in place.

?

The most reported source for  
cybersecurity information  
IS THE MEDIA.

Conducted by:

1. The Governing Institute surveyed members of the Governing Exchange and the National Conference of State Legislatures (NCSL) in October and November 2015. Seventy-four state elected and appointed officials and 29 legislative staff members responded.
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Biggest cyber 
threats facing 

state government

Protection for 
mobile devices

Data breach 
response

Best cybersecurity 
methods for helping to 
protect state networks

Top causes  
of data  

breaches

What legislators NEED
TO KNOW
about cybersecurity

Cybersecurity is not just an IT problem.  
To be effective, it needs statewide executive support. Elected 
and appointed officials should have a key role in this process by 
better understanding cyber threats, supporting agency leaders, 
educating citizens and championing funding for state CIOs and 
CISOs. But as the Governing Institute recently discovered in its 
survey of 103 state legislators and staff,1 although legislators know 
the risks are high, many are not as involved as they could be and 
cybersecurity gaps remain.  


