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1. ‘Trust Me’ Story





2. AI Context

World Bank

AI market in 2030 will be .07 to .58 
times today’s US GDP



What is AI?

• What is AI?
• Artificial Intelligence (AI) is the ability of a machine or system to mimic 

human intelligence to do tasks and can repeatedly improve itself based on 
data it collects. 

• Why does AI matter to YOU?

• Today, the amount of data that is generated, by both humans and machines, 
far outpaces humans' ability to absorb, interpret, and make complex decisions 
based on that data.  Artificial intelligence forms the basis for all computer 
learning and is the future of all complex decision making.  

• Source: NetApp, 2022



What Is AI Risk Assurance?
• “AI risk assurance is a process of evaluating and verifying the trustworthiness of 

AI systems. It aims to provide confidence that AI systems are developed, 
deployed, and operated in a responsible and ethical manner, minimizing potential 
harms and maximizing societal benefits.” (Bard AI)

• “AI risk assurance refers to the practices and processes put in place to ensure 
that AI systems operate safely, ethically, and effectively, while minimizing risks 
associated with their deployment and use. This includes evaluating and managing 
potential risks related to privacy, security, compliance, ethical concerns, and 
operational integrity.” (ChatGPT 4)



3. AI Decision Making – Social Context

•AI problem solving & decision making is every where

• It is often black box decision making & can be 
unexplainable

•Bias gets baked in algorithmic decision making

•Rules of human & machine engagement are not defined

•Rules of engagement involve trust, fairness, explainability, 
and assurance



AI Risk < = > Trust < = > Assurance 

• Public policy: AI is running ahead of policy makers.
• Workers: AI is already impacting employment, housing, and 

other decisions.
• Professions: AI is impacting the Future of Work from 

surveillance, product development, auditing, legal. 
• Companies: AI is developed in many products.  Development will 

require internal risk protocols.
• Future issues: Risk statutes, regulations, definitions, assurance, 

accountability & implementation are evolving



Autonomous Decision Making Risks

Discriminatory
• Healthcare access
• Tenant screening
• Criminal justice
• Facial recognition
• Employment screening
• Marketing

Discriminatory
• Incarceration

• Homelessness

• Job loss

• Equity-stripping

• Debilitating health



Medical Decision Making



Military Decision Making



US AI Bill of Rights 

AI Statutes/Legislation/EO

AI regs, rules, and guidelines (FTC)

Enterprise Risk Management (OMB)

AI specific domains (safety, power)

4. AI Rule Making for Autonomous 
Decision Making



US AI Regulation Example (AI Reg)



California Privacy Protection Agency



5. AI Assurance & Accountability

Assuring these AI questions is the future for CQI and its quality 
professionals:

1. What are the standards to assure AI compliance and 

adherence?
2. How will AI assurance and accountability be audited?

3. Who will conduct AI audits and assessments including their 

qualifications?



US: ‘What’ Principles

USA: AI Bill of Rights Principles



US: ‘What’ Standard

NIST AI-RMF ‘What’ Standard:

1.Framework applies to automated 
risk based, decision-making 
systems.

2.Is part of US Presidential executive 
order for US Federal agencies

Source: NIST RMF, 2022



EU: ‘What’ Regulation

• EU AI Act risk based system for AI assurance & accountability

• 4 levels of AI risk:

1. Unacceptable risk.  Threats to safety and people

2. High risk.  Infrastructure; enforcement; employment

3. Limited risk.  Generative, Chatbots, etc.

4. Limited risk.  Video games, spam filters



EU 8 Areas Requiring Risk 
Assessment
1. Biometric identification and categorisation of natural persons

2. Management and operation of critical infrastructure
3. Education and vocational training

4. Employment, worker management and access to self-employment

5. Access to and enjoyment of essential private services and public 
services and benefits

6. Law enforcement
7. Migration, asylum and border control management

8. Assistance in legal interpretation and application of the law



Canada: ‘What’

• AI Data Act (AIDA)

• ISO 42001 (FDIS)

• Context

• Performance evaluation

• AI risk assessment

• AI risk treatment



How to Develop Trust: Product 
Certification



Year is 1987 – ISO Management 
Systems



EU: ‘How’
• Conformity Assessment

• Process of determining whether a 
product, service, or system meets the 
requirements of a particular regulation or 
standard.

• CE product marking
• Product water marking 



EU: ‘How’ Conformity Assessment
• Management system assessment

• First Party: Self declare compliance

• Second party assessment 

• Third party certification - ISO 42001 AI certification

• EU AI Act

• ISO 9001 – Quality Management System - Article 17

• Pay attention to above: May 10x # of ISO 9001 certifications



6. ’What’ ISO 42001 - 10X Question
• Context of the organization

• Leadership

• Planning
• AI risk assessment

• AI risk treatment

• AI impact assessment

• Support

• Operation

• Performance evaluation

• Improvement



Key ISO 42001 Definitions

• Objective: ”Result to be achieved”

• Risk: “Effect on uncertainty”

• Control: “Measure that maintains and/or modifies risk”

• Assess/Assure/Audit



ISO 42001 AI Product Life Cycle

Key aspects of AI risk assurance include:

1. Identifying and assessing AI risks

2. Establishing risk management strategies 

3. Ensuring compliance with regulations 

4. Promoting transparency and accountability

5. Continuous monitoring and improvement



ISO 42001 ‘Shalls’

“The organization shall establish and maintain AI risk criteria 
that enable:

• Distinguishing acceptable from non acceptable risks

• Performing AI risk assessments

• Conducting AI risk treatment

• Assessing AI risks impacts”

(Source: ISO 42001 DIS 2023)



ISO 42001 Objective – Risk – Control – 
Assess Implementation
• Objective:  “To assess system impacts to interested parties of 

the AI system throughout its life cycle”

• Risk: “AI system impact assessment process”

• Control:  “The organization shall assess the potential 
consequences for individuals and societies that would result 
from the development or use of AI systems”

• Assess/Assure:  Monitor/Improve

(Source: ISO 42001 DIS 2023)



7. Your Future in AI





What You Should Do Now?

• Add risk to your job title

• Understand new AI laws, regs, 
standards, guidelines.

• Take course ‘AI for Everyone’

• Read ‘How to Build Your Career in AI’

• Learn/do risk management

• Learn/do risk assurance & auditing



OpenAI Story Is About ‘Doomers’ and 
‘Boomers’



Are You Going to be an AI ‘Doomer’ or 
‘Boomer’?


