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System Reliability Modelling

The term system reliability is usually used to separate ‘overall product or process’ reliability from
the component reliability of its individual elements. We typically first study and understand
component reliability to understand system reliability.

A good understanding of system reliability can really help decision-making. For example, we
can use system reliability to determine the optimal warranty period for a product we are
manufacturing. We don't want too many failures within the warranty period (this will cost us money
and erode profit). We don't want too few failures within the warranty period (this means we
missed an opportunity to advertise a longer warranty period to increase market share).

Reliability is one way of characterizing the uncertainty of the failure process. But just because
failure is random, doesn't mean it is unpredictable and cannot be used to help decisions (such as
the warranty period decision in the previous paragraph).

what is RANDOM?

Something that is random (at least to us) is a process that gives different outputs or results for
(seemingly) identical inputs. These inputs could be using lots of (seemingly) identical ball
bearings. A ball bearing supports a rotating shaft with minimal friction. Many machines (cars,
smart locks, kitchen appliances and lots more) rely on rotating shafts, meaning they also rely on
ball bearings. A ball bearing is made up of an inner race (the ring that attaches to the shaft), an
outer race (that is held in place) with several steel balls rolling between the two and minimizing
friction. But because failure is a random process ...

.. 50 seen;i\inqlq . B will F-AlL at
identical BEARINGs ™~ diffevent TIMEs

But although these ball bearings are indistinguishable, they are not exactly the same.
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A dislocation involves neighboring rows of metal atoms that don't line up perfectly. Both
impurities and dislocations are invisible microscopic defects that create lots of tiny structural
weaknesses that differ between ball bearings that look identical to us. So ball bearings will fail in

slightly different ways at perhaps very different times.

There are lots of factors that drive how each ball bearing fails that we will represent below with
our random hand of failure.
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Experience has shown that manufacturing defects (like impurities and dislocations) play a small

role in how long each ball bearing lasts. How we treat our ball bearings (lubrication, maintenance,
correct alignment and so on) is much more important.

We usually use the phrase Time to Failure (TTF) fo describe how long it takes for something to
fail. TTF is not always calendar time and is better seen as a measure of the age of a product. The
TTF of ball bearings is measured in terms of cycles or revolutions. This means that a two-year-old
ball bearing that has been barely used might be effectively younger than a week-old ball bearing
that has been heavily used.
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Let's represent the TTFs of 100 ball bearings we test with a blue ball ...
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But this is not reality. In practice, ball bearings will fail at different times. But just because something
is random, doesn't mean its unpredictable.

For example, we can see patterns in ‘real-world’ blue dofs ...
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We often try to look for patterns in random outcomes. But it is difficult for us to 'see’ patterns in

simple representations of data points on an arrow. We need another way of looking at data ...
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But the histogram above is not particularly smooth, even with 100 data points or blue dots (which
is a LOT of data in the world of reliability engineering).
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One way of getting a 'smoother” histogram that better represents the underlying random process

is to get more data. So if we test 10 000 ball bearings ...
A

S ———— >
TIME TO FAILURE (TTF)

It we test an INCREDIBLE number of ball bearings, we would get a histogram with the bars are so

small that they create a smooth shape (perhaps called the ultimate histogram). The curve on top

of this shape has a special name ...

A
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what is the MEAN?

The mean is a term that is used in the field of probability, stafistics, and reliability engineering

(often incorrectly). But what is it actually?

MEAN TIME TO
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The symbol ‘u’" is a Greek lowercase letter that is pronounce ‘mu.’ Because the mean is just the
balance point of the ultimate histogram shape, it has no physical meaning. But the mean, Mean
Time to Failure (MTTF), or Mean Time between Failure (MTBF) if our product is repairable is
often used to ‘represent’ reliability. The mean is NOT reliability.

Let's look at the failure of a small satellite, which is often no bigger than a shoebox. Small satellites
are not mass produced and are often riddled with defects that mass produced products don't
have. So the probability density curve and its ultimate histogram shape that describes the TTF
of small satellites has a particular shape (below) which is not what we ‘think’ random things look

like.
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Products with lots of defects that wear out have ultimate histogram shapes that hug the vertical

axis as shown above. And these defects include the seemingly ever-present manufacturing
problems, assembly or installation error, interface issues (between components), damage
during transit or launch, and software bugs. This weird shape has an ‘interesting’ mean or balance
point.
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So even though the weird ultimate histogram shape above is perfectly balanced on the mean
(MTTF), 80 % of its area is on the left. This is because the remaining 20 % on the right extends so
far out that it creates more ‘leverage’ to create this perfect balance even though this only accounts
for a small fraction of this area.



But this is not how it works for every product. The TTF for a rubber tire behaves very differently ...
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CURVE
This is how our human brains prefer visualizing randomness. We expect half of all fires to fail by

the mean (MTTF). And just to confirm, the balance points for the small satellite (on the previous
page) and the rubber tire ultimate histogram shapes are in exactly the same place.

The reason the ultimate histogram shape above looks like this is that rubber tires wear out, which
means they accumulate damage. Llots of different things accumulate damage through
mechanisms like diffusion (where atoms move across the silicon crystal of an electronic
component), creep (where solids slowly deform over time under load), fatigue (where cracks grow
slowly over time after being repeatedly stressed), wear (involving solid matter being abraded
away when it comes into contact with something else), lubricant contamination, oxidation (where
substances react with oxygen to turn info something else) and corrosion (oxidation that only
applies to metals).

If the ultimate histogram shape of a components TTF has a peak (as shown below), it tells us that
the component is accumulating damage and wearing out.

PROBABILITY
DENSITY Tz
CURVE &

has a ‘peak’
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how can | use the area under a PROBABILITY DENSITY CURVE?

The probability density curve summarizes everything we know about a random process (like
failure). We often want to use the probability density curve to us make better reliability
engineering decisions. We do this using the area, which allows us to (for example) work out when
we expect the first 10 % of our ball bearings to fail.

lO (1] /0 .. we expect

of the total avea lO 0/ o
undev the of our BEARINGS to
PROBABILITY
DENSITY FA| |_

U RVE by this time

@) TIME TO FAILURE (TTF)

We are almost always only interested in understanding when the first ‘small fraction” of products
or components will fail. We typically want to replace most things before they fail, as failure is much
more expensive (and potentially damaging) then a scheduled replacement.

We often use what we call the 'Ly’ life, which is the time by which we expect 10 % of our products
to fail. The bearing industry uses the ‘B’ life where ‘B’ represents ball bearing life.

@) TIME TO FAILURE (TTF)

Most (90 %) of the area under the probability density curve is to the right of the 'Ly, or ‘B;¢’
life. This represents the fraction of ball bearings that are still working at the 'Ly, or ‘B’ life.
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so what is a RELIABILITY CURVE?

The probability density curve summarizes the random nature of failure. But trying to measure

areas under curves is difficult. We can represent the same random process with a reliability curve,

like the one below for the ball bearing with the ‘B’ life occurring when the reliability curve drops
to 90 %.

RELIABILITY
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RELIABILITY

(TTF)

" hee we have
15 %
DEAD ON ARRIVAL

(DOA)
FAILURES

FAILURE (TTF)

This is a common problem for products, machines and systems that deploy in arduous conditions.

And ‘arduous’ conditions can include product mishandling by delivery truck drivers. So if 15 % of

products (like small satellites) suffer DOA failures, then their reliability curves need to start at

85 % instead of 100 %.

But most reliability curves start at 100 % when TTF is equal to zero. This represents the premise

(or assumption?) that everything works when we first use it. If this is not the case, we need to adjust

our reliability curve.
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The reliability curve can then tell us the probability that our product (like a ball bearing) is still
working at any point in time.

.. we have
50 %

~ EAILURE )

RELIABILITY
®:

We call the time when a product has 50 % reliability (or when we expect half our products to have
failed) the 'Lg' life or ‘Bg' life if the component is a ball bearing. And all reliability curves ‘head’

in the same direction as products get older.
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But we are typically ONLY interested in the first part of the reliability curve ...
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so how do RELIABILITY and PROBABILITY DENSITY CURVEs

Every probability density curve has a specitic reliability curve, and vice versa.

avea undey the
PROBABILITY

For example ...

TIME TO FAILURE(TTF)

N

| of the aveaunder the
PROBABILITY DENSITY/
N CURVE '

¥ |

TIME TO FAILURE(TTF)

L 4

... relate?

The probability density curve aligns with how our brains like visualize randomness. The height of
the probability density curve at a particular TTF represents how likely it is for our product to fail

at that TTF.

The reliability curve makes it easier to work out how likely it is for something to still be working at
specific points in time but are not how our brains like visualizing randomness.
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so what is RELIABILITY?

RELIABILITY

.. is the probability that an item will not fail for a
designated period under specified conditions.

There are four key parts to this definition.

We need to define failure. We often think this is obvious, but it is not. There are lots of different
ways things can fail, and some are much worse than others. And failure is all about what customers

believe failure to be.

We need to then specify conditions. Many engineers think specified conditions are a ‘get out of
jail free card’ in that we can specify ‘perfect’ conditions for the ‘perfect’ user or customer, using our
product in the ‘perfect” way, without having to worry about accidental misuse, or use in different
ways. This thinking is not helpful and has been the root cause of many bankruptcies. Specified
conditions need to be a genuine attempt to describe how customers and users will really use our

product or component.

We now need to define a designated period. And this simply means that reliability has a curve
(which we just looked at). The curve represents how reliability changes over time, so we can't just
talk about reliability without specifying a time (or designate period).

And finally, we need to define probability. Reliability is always a probability. It won't tell us exactly
when things will fail. But it does allow us to have a pretty good idea of how many will have failed
by that designated period.

... and the MEAN (MTTF) is NOT RELIABILITY

Many people thing reliability is the MTTF. It is not. The probability density curves for small
satellites and rubber tires are very different even if they have the same MTTF. So this means that

their reliabilities will be very different at different times, again, even when they have the same
MTTF.

The MTTF is not a failure free period.

It is not even a largely failure free period.

The MTTF or mean is the time by which 50 - 80 % of your products have failed, depending on
how they fail. And it is all because the mean is the balance point of the area underneath a
probability density curve, which has no physical meaning.
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the simplest, dumbest and most overused probability distribution

.. is the exponential distribution. It appears in many textbooks. It is written into many standards.
There are thousands of throwaway statements like ...

.. reliability is commonly assumed to be modelled by
the exponential distribution

We will hopefully convince you how wrong this is (very few things have a TTF that is modelled with
an exponential distribution) and how damaging it can be to assume it to be true. An example
PDF curve for the exponential distribution is illustrated below.

.. voltage

spik-es

Nl N

&

envionmem

Examples of what cause something to fail in an exponential way are illustrated above. They are all
examples of things that occur in a random way ... but are in no way connected with the age of a
product or item. Tsunamis will destroy a one day old house, or a 100 year old house.

This is what happens when things fail at a constant hazard rate, where nothing wears in (or has
pre-existing damage) or wears out (where damage doesn't accumulate over time).

Let's remember this for later ...
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the MTBF of a parallel system

Let's say that we have a parallel system that is made up of two, identical pumps. Each blue dot
below represents the time to failure of one of these pumps after we tested an incredible number
of systems.

Now what makes this a parallel system? A parallel system fails when the last component fails. So
let's look at the green data points (and histogram) for the time to failure of our system below, with
the pump times to failure data points (and histogram) now gray.

You can see the balance point has moved to the right, and the green histogram showing the
system time to failure is also (in general) further to the right than those of the pumps.

Page | 17



But look at what happens when the variation in pump times to failure is reduced, look at what
happens ...

You can see that the system mean (balance point) is now a lot closer to that for the individual
pumps. So reducing variation in pump time to failure minimized the benefit of having a parallel
system.

And this means that the system MTBF depends on the shape of the underlying probability density
curves.

the MTBF of a series system

Let's do the things above ... but this time for a series system ...
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And what is a series system? One that fails when the first component fails. So the green data points

representing system time to failure (and histogram) are to the left of the gray data points (and

histogram) for the individual pumps.

As is the MTBF (balance point).

And if we reduce the variation in pump time to failure ...

And you can see that the MTBF is now much closer to the MTBF or balance points of the individual

pumps.

... why did we talk about the exponential distribution?

Many textbooks will give the following equations for the MTTF or MTBF of series, parallel and 'k’

out of 'n" systems.
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But what is the problem with this? We have just learned that the MTBF or MTTF or series and
parallel systems change based on the shape of the component time to failure probability density
curves ... even if their individual MTBFs stay the same.

And that is because they are all based on the exponential distribution. But this is rarely mentioned
in said textbooks.

So the main takeaway? ... hopefully a good deal about reliability. But also about what the MTBF is
(and is not). And how it needs to be based on a deeper understanding of how things fail.
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