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Voicing Concerns Over A New Rising Fraud
by Steve Brown Topics: risk management, technology, cyber risk

Summary: The rate of voice fraud has risen more than 350% from
2013 to 2017 with no signs of abating. What can you do to protect
your bank from this new threat?
The human voice is interesting. For instance, singing is believed to be right hemisphere
dominant, while speaking is from the left. Further, conversational speech is about 60 decibels,
but the loudest scream ever recorded reached 129 decibels. Finally, the English language has
about 40 distinct sounds.
Speaking of voices, you may also ﬁnd it interesting that the rate of voice fraud has risen more
than 350% from 2013 to 2017, according to an annual fraud report by Pindrop (voice security and
authentication firm).
Banks in particular have seen voice fraud rise swiftly. Consider that from 2016 to 2017, the fraud
rate in the phone channel within banks rose by 20%, and it jumped by 269% from 2014 to 2017.
Notably, fraudsters today have more cutting-edge tools at their disposal, made possible by rapid
advances in machine learning and artiﬁcial intelligence. As such, fraudsters are successfully
leveraging techniques like imitation, replay attack, voice modiﬁcation software and voice
synthesis.
While voice technology has numerous advantages for customers, it can also increase risk related
to bank security. This ups the ante for banks to work even harder to keep customers and their
data of all sorts safe.
Voice biometrics has already proven to be eﬀective in stopping fraud attempts and preventing
future fraud. This technology can validate a caller's identity by detecting voice patterns using
more than 100 physical and behavioral factors. These include such things as pronunciation,
emphasis, speed and accent. Using biometrics, a customer's identity can be verified quickly.
Because nothing is full-proof, it's a good idea to use voice biometrics alongside other means of
customer authentication. For instance, one-time passwords sent to a customer's cell phone or
email can be a good second veriﬁcation method. This extra veriﬁcation helps reduce risks and
improve security.
Banks should also routinely analyze the characteristics of calls received, rather than just
analyzing who the caller is. For instance, a call from an elderly customer seeking to
uncharacteristically wire thousands of dollars overseas should immediately raise red ﬂags for lots
of reasons. Sure, this one is a simple example, but it also highlights the fact that banks need to
have a process whereby suspicious calls of various types are routed to specially trained staﬀ with
experience in these matters. In this way, customer facing teams are better prepared to handle
issues and escalate them further, as the situation warrants.
Banks should also stay current with the diﬀerent ways fraudsters are gaming the system. This
helps bank teams expand their own knowledge, so you can alert customers to schemes. One
pattern that's becoming more prominent is where fraudsters phone individuals at random and
bait them with yes-or-no questions such as "can you hear me" or "is this so-and-so?" The crooks
then record their voices and use the recordings to perpetrate financial fraud.
Combatting fraud often means staying one step ahead of the bad guys and that is a never-ending
task. This ﬁght requires vigilance by banks and customers alike, as incidences of fraud increase.
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Voice fraud is just the latest one to add to your list.
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ECONOMY & RATES
MARKET RATES
Sorry, market rates are currently not available for this issue.

BANK NEWS
Fewer Transactions
Wells Fargo reports teller and ATM transactions have declined 6% from the same period last year
as customer behaviors continue to shift toward digital channels.

More Digital
US Bank reports 50% of its customers now use the bank's digital apps and online services. The
bank said it spends about 10% of its revenue on technology.

Settlement
Online student lending platform Social Finance Inc. (SoFi) has agreed to settle charges brought by
the FTC that claimed the company had deceptively advertised inﬂated ﬁgures about how much
money student loan borrowers had saved or would save by refinancing their loans with SoFi.

Mixed Messages
JPMorgan research indicates the positives in bank stocks still outweigh the negatives over the
near term. Positives include strong capital returns and attractive valuations, while negatives
include reaching a peak in net interest margin, credit, eﬃciency ratios and softening loan growth.

CHECK IMAGING FOR CANADIAN CASH LETTERS
PCBB's enhanced cash letter service for Canadian checks can help your bank minimize its credit
exposure, increase operational eﬃciency and deliver faster fraud notiﬁcation. Learn more about
our check imaging for Canadian cash letters.
Copyright 2018 PCBB. Information contained herein is based on sources we believe to be reliable, but its accuracy is not
guaranteed. Customers should rely on their own outside counsel or accounting firm to address specific circumstances. This
document cannot be reproduced or redistributed outside of your institution without the written consent of PCBB.
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