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Exercising Cybersecurity
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Summary: Cisco reports that many small and medium-sized businesses can go
out of business due to a cyberattack. How to help keep your business customers
safe.
The Bureau of Labor Statistics (BLS) reports the average percentage of the US population 15Ys and older that
is engaged in sports or exercise each day is about 19% overall. That has been roughly about the same over the
past decade. In case you were wondering, the most popular sports or exercises people do in order are: walking
(30%); weightlifting (13%); using cardiovascular equipment (13%); swimming, surfing or water skiing (8%);
running (7%); basketball (5%); golfing (4%). Enjoy this info no matter your exercise of choice.
Speaking of information to share, community bankers do great business with both small and midsized
businesses (SMBs). Given so much usage of technology, this adds risk to the community bank business
model, so we wanted to alert you to some areas of specific interest perhaps.
We begin with research by Cisco, whose report is based on findings from SMBs responding to its 2018 Security
Capabilities Benchmark Study. It notes that SMBs can be put out of business by a massive cyberattack, as
more than 50% of all cyberattacks can run up a tab of $500k or more. This includes lost revenue, customers,
opportunities and out-of-pocket costs.
Cisco cited a Better Business Bureau survey, which asked small business owners how long their business
could remain profitable if it permanently lost access to critical data. It wasn't long: about 67% said only 3
months and more than 50% said less than 1 month. It is critical community banks not only keep SMB
customers informed, but also help out where possible.
SMBs said they are most concerned about phishing and other kinds of targeted attacks against employees,
advanced malware and other new threats, and ransomware. Further, SMBs are more likely to just pay the
ransom so they can get back to business right away. They worry the downtime and the inability to get to their
data could kill their business.
Cisco also notes that companies should be concerned about "cryptomining," growing in popularity because the
loot can't be traced, and hackers may not face as much criminal liability. Additionally, SMBs must protect
themselves against employees stealing intellectual property as well as sensitive financial and client data on the
company's cloud-based online platforms.
Businesses told Cisco that if they had adequate staffing, they would be more inclined to invest in better
technology. Specifically, they focused on adding more advanced malware protection and endpoint detection and
response solutions; enhanced online application security; and better intrusion prevention systems.
Many SMBs turn to cloud-based security solutions. But, as we know by now, due diligence on vendor systems
is a must. Additionally, it should be remembered SMBs need to also prepare for potential cyberattacks on their
on-premises software. Many SMBs outsource their security processes, but they should still train employees on
how to conduct threat intelligence and incident response in-house, of course.
Community banks may want to take some of the advice from Cisco's report, as well as pass it on to your SMB
customers. By working together on this, your bank and your customers will not only strengthen relationships,
but keep everyone safe.

(888) 399-1930

|

www.pcbb.com

ECONOMY & RATES
Rates As Of: 12/06/2018 12:31PM (PST)
Treasury

Yields

MTD Chg

YTD Chg

3M

2.40

0.06

1.03

6M

2.55

0.03

1.02

1Y

2.70

0.02

0.97

2Y

2.75

-0.03

0.87

5Y

2.74

-0.07

0.54

10Y

2.87

-0.12

0.47

30Y

3.13

-0.16

0.39

FF Market

FF Target

Fed Disc

2.20

2.25

2.75

SOFR

Prime

Unemp

2.27

5.25

3.70

More Market Rates

BANK NEWS
Cyber Warning
The SEC is warning public companies they are easy targets of cyber scams and could be in violation of rules
that call for firms to safeguard assets. Public companies mistakenly wired nearly $100mm to hackers who
impersonated corporate executives or vendors using business email compromise fraud this year alone; $5B has
been lost to this type of cyber fraud since 2013. Warn all of your customers to be alert and to follow all
procedures.

Less M&A
JPMorgan research projects M&A activity could slow due to more increased regulatory scrutiny than before.

Farm Bankruptcies
Fed Minneapolis research finds 84 farms filed for bankruptcy in the 12 months that ended in June or about 2x
the amount over the same period in 2013 and 2014. Primary causes include farmers becoming too efficient and
demand not keeping up with supply. Some fear that more bankruptcies are coming, as more agricultural
borrowers fall behind on their payments.
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Our international services are designed for community banks to help you capture more customers and fees.
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