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Summary: A recent Accenture report describes how various threats
could evolve in the future. We give you the highlights.
Digital transformation is all the rage right now as ﬁnancial institutions work to retool themselves
to meet ﬁntech and other competitors head on. The goal is to maximize/better leverage human
resources, as you streamline/automate basic processes and enhance the customer experience
along the way.
As your team works to do that very thing at your bank,a recent Accenture report serves as a
good reminder to also keep a close eye on digital security too. The report discusses how various
threats could evolve in the future, so understanding where ﬁnancial institutions are most
vulnerable is a good starting point.
Threat No. 1: Credential and identity theft. Incidents of stolen system credentials and consumer
data are becoming more frequent, sophisticated and larger-scale. The possibility of thieves using
compromised credentials to simultaneously attack multiple entities is becoming a more potent
threat, according to the report.
Threat No. 2: Data manipulation. Many banks today are on guard against data theft, a
nettlesome problem in which cyber criminals delete or disrupt access to data. But banks also
need to guard against data manipulation. The latter is much harder to detect--often because
changes are slight enough to go unnoticed, but large enough to wreak havoc. Countermeasures
aimed at early detection are becoming increasingly more important. Financial institutions that
keep careful track of their data from the origin and throughout its life cycle will be better situated
to certify and recertify the authenticity of their data.
Threat No. 3: Malware. In recent years, ﬁnancial services organizations have been among the
most targeted in ransomware attacks. The attacks have been and continue to be more
sophisticated, and some will even ﬁght back after they are detected. This raises the stakes. Data
manipulation and theft, followed by ransomware or a wiper malware, makes it all the more
diﬃcult to perform forensics, halt attacks, and purge interlopers from systems. Accordingly, stay
on alert against destructive network attacks that seek to destroy and corrupt.
Threat No. 4: Emerging technologies. As ﬁnancial institutions dabble with new technologies,
they need to remain vigilant against emerging threats. Accenture notes a rising number of
attacks seeking to exploit machine learning models. Blockchain has become a target for cyber
thieves and more opportunities may surface, as banks continue to explore applications of newer
technologies.
Threat No. 5: Disinformation. Troll farms, Twitter bots and fake news are all areas of growing
concern. In January 2019, a ﬁrm was targeted by an intricate hoax involving a spoofed letter in
the CEO's name. Complete with a fake webpage and mass distribution techniques, the incident
serves as a stark warning of how easy it is to launch an eﬀective disinformation campaign.
Central banks around the globe are attempting to batten down the hatches against such attacks,
but the threat remains potent.
Only by understanding these rising threats, collaborating with third parties, investing in people,
security, processes, and strengthening defenses, can ﬁnancial institutions help make these types
of devastating attacks less likely.
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ECONOMY & RATES
Rates As Of: 08/19/2019 01:40PM (PDT)
Treasury

Yields

MTD Chg

YTD Chg

3M

1.90

-0.16

-0.46

6M

1.88

-0.19

-0.60

1Y

1.74

-0.24

-0.86

2Y

1.55

-0.32

-0.94

5Y

1.48

-0.35

-1.03

10Y

1.60

-0.41

-1.08

30Y

2.08

-0.44

-0.93

FF Market

FF Target

Fed Disc

2.13

2.25

2.75

SOFR

Prime

Unemp

2.13

5.25

3.70

More Market Rates

BANK NEWS
CEO Age
A Bank Director survey ﬁnds 70% of bank CEO respondents are age 55 to 73Ys old with a median
age of 58Ys.

M&A
1) OceanFirst Bank ($8.1B, NJ) will acquire Two River Community Bank ($1.1B, NJ) for $182.8mm
in cash (25%) and stock (75%) or 1.74x tangible book. 2) OceanFirst Bank ($8.1B, NJ) will also
acquire Country Bank ($762mm, NY) for $102.2mm in stock (100%) or 1.51x tangible book. 3)
Opportunity Bank of Montana ($970mm, MT) will acquire Western Bank of Wolf Point ($95mm,
MT) for %13mm in cash (50%) and stock (50%) or 1.18x tangible book. 4) Happy State Bank
($3.5B, TX) will acquire First State Bank of Mobeetie ($78mm, TX) for an undisclosed sum. 5)
Investment banking ﬁrm Stifel Financial Corp ($24.3B, MO) will acquire the municipal
underwriting business of George K. Baum & Co. (MO) for an undisclosed sum.

Digital Currency
China's central bank has announced that the country will soon launch a central bank digital
currency it has been working on for 5Ys. The currency will use a two tier structure that includes
the central bank and commercial banks.

AUTOMATED INTERNATIONAL SERVICES FOR YOU
Community banking teams can automatically send international wires using existing domestic
platforms. Learn more by contacting us today.
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