LAB EXERCISE: RedHat OpenShift with Contrail 5.0

Author
Savithru Lokanath <slokanath@juniper.net>, v1.4
Prerequisites

e An AWS account with permissions to CRUD Compute, Storage & Network resources

e CentOS 7 subscription

e GitHub account & please fork https://github.com/savithruml/django-ex

Installation

Follow this guide to bring up the cluster on AWS

NOTE: This installer provisions 1 Master (Control) & 1 Minion (Compute)

Architecture

Starting with release 5.0, all Contrail services are containerized & are orchestrated by OpenShift Container Platform.

OpenShift Container Platform leverages the Kubernetes concept of a pod, which is one or more containers deployed together
on one host, and the smallest compute unit that can be defined, deployed, and managed.

The inner structure of Contrail pods is as below
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https://github.com/savithruml/django-ex
https://github.com/Juniper/openshift-ansible/wiki/Single-click-installation-of-RedHat-OpenShift-with-Contrail-SDN-(on-AWS)
https://docs.openshift.com/container-platform/3.6/architecture/core_concepts/containers_and_images.html#containers

LAB: RedHat OpensShift with Contrail SDN

Use Case -1

Build/test/deploy highly scalable applications using OpenShift

1. Login to the OpenShift dashboard & create a new project

re | bitps //ec2-13-56-80-B4.us-west-1.compute.amazonaws.com

OPENSHIFT ORIGIN

My Projects
Browse Catalog DéployWage *import YAML/JSON  Select from Project Create Project
Languages  Middleware * Name

demo-build
Filter v 8 Items

Display Name
demo-build
NET / nede

Description
NET Core Builder Images Apache HTTP Server
(httpd)

e o

Node.js

Recently Viewed

2. Launch a python application in the new project you just created

OpensShift Dashboard > Browse Catalog > Python

<« C | A Not Secure | hitps://ec2-13-56-80-84.us-west-1.compute.amazonaws.com. 54

o ne R
Python 3.5

Information Configuration Results

ﬂ Python 3.5

Build and run Python 3.5 applications on Cent0S 7. For m

uilder image, including OpenShift
considerations, see https://github.com/sclorg/s2i-¢

thon-c E.rv

Sample Repository: http

Cancel
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LAB: RedHat OpensShift with Contrail SDN

Configuration:

Add to Project: Choose the new project

Version: 3.5

Application Name: <user-defined-name>

Git Repository: https://github.com/<your-github-username>/django-ex.qit

Hit Create once you have configured the parameters

Python 3.5

Information Configuration Results

2]

* Add to Project

demo-build

Version
35

* Application Name
my-first-app

* Git Repository
https://github,com/savithruml/djange-exgit

Try Sample Repository

f you have a private Git repositary or need to change application defaults, view advanced aptions.

Cancel

3. Monitor the build process

OpenShift Dashboard > Projects > Overview

OPENSHIFT ORIGIN

Listby  Application ~
my-first-app http://my-first-app-demo-build.router.default.svc.cluster.local
v

my-first-app

No deployments

A new deployment wil start automatically when an image is pushed to demo-build/my-first-app:latest.
Networking

my-first-app http://my-first-app-de

8080/TCP (8080-tcp) — 8080 Route my-first-app, tar

Builds

my-first-app O Build #1 is running.« «
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https://github.com/%3cyour-github-username%3e/django-ex.git

LAB: RedHat OpensShift with Contrail SDN

The build process will

Clone the source repository (from GitHub)

Download the prerequisites required to run the application
Build the image & store it in the local docker registry
Deploy the image to the application pod

Host the application & expose the route/service

To check the build details, navigate to OpenShift Dashboard > Builds > Builds

OPENSHIFT OR

= demo-build Add to Project »

Notifications

Builds  tesm moe

demo-build
Unreod
@ Build Completed — Build my-first. %
Name Last Build Status Duration Created app-1
Builds 42618 | 1141:18 AM

first-app # v Complete 57 seconds a minute ago
(@ Deployment Created — Deployment %
Config my-first-app
42618 | 1AL AM

(@ Build Started — Build my-first-app-1 3
426n8 1:40:33 AM

Mark All Read X Clear Al

There are containers which come & go. They are responsible for deploying the app containers
& terminate after finishing their task

To view running pods, navigate to OpenShift Dashboard > Applications > Pods

OPENSHIFT

demo-build

Applications

Status Container Restarts

Containers Ready

Age

rst-app-1-jrk7d & Running n 0 a few seconds

o-1-build v Completed o 0 aminute
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To view the service (logical load balancer) routing traffic to backend pods, navigate to
OpenShift Dashboard > Applications > Services

OPENSHIFT ORIGIN

demo-build

Services

5 Appiications.

Name Cluster IP External IP Ports Selector Age
Builds

deploymentconfigamy
1044126 none 8080/TC :

Navigate to Contrail Dashboard > Configure > Networking > Ports to view all the
IP address’s assigned to the pods & services

() ) OPENCONTRAIL a & admin ¥
nfigure = . . . de jin= » demo-bulld = 3

+ 0 &
e
v my-first.app-1.jrk7d 3Jee 4981-11eB-baac global:kBs suc=my-first-app kiis-default-pod-nerwork (default-do 10.47.255.232 o
-02bdidedb33ba | -4981-11e8-baac-02b global:deploymentcar first-ap main-defauk)
ddedbadba) P

globak:app=my-first-app
Physical Devices space=deme-build

Kas-defa o
domain:default)

KESLOADBALANCE &
R

Netwark . my-first-app-1-build_4672d064-4981-11eB-baac globalnamespace=demo-build kis-default-pod-network (default-do  10.47.255.234 - £
“D2bddedb33ba (46720064 4981-11eB-baac02b global-openshift.in/buildname=my-fi main:default)
ddedh3aba) Fst-app-1

Policies :

To view services (load balancers), Contrail Dashboard > Configure > Networking > Load Balancing

()) OPENCONTRAIL
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Once the application is built & exposed, verify that you can access the application

Get the minion’s public DNS from AWS dashboard. With this, we will create an SSH tunnel to our

localhost

(localhost)# ssh -L localhost:10101:<service-IP-address>:8080 root@<minion-public-DNS>

Services ~  Resource Groups ~ %

-
.

Tags 0|, search: demo

EC2 Dashboard

Events

Reports
Mame Instance ID -

Limits

master-demo-stack H0ad373676a10230.

@ minion-demo-stack H0a8022135ce0eb8de

Instances

Launch Templates
Spot Requests
Reserved Instances

Dedicated Hosts

AMis

Bundle Tasks

Volumes

Security Groups
Elastic IPs Instance ID  -0a8022135ce06bBde
Placement Groups .

Instance state  running
Key P
e Instance type 2 2xlarge
Network Interfaces Elastic IPs

2 2xarge us-west-1a @ running @ 2/2 checks None
12.2xlarge us-west-1a @ running @ 22checks .. None

Description  Status Ghecks  Monitoring  Tags  Usage Instructions:

Instance Type - Availability Zone - Instance State - Siatus Checks - Alarm Status Public DNS (1P

Y 6021366808
Y  6c2-13-66241

Snapshots Instance: | (i K} Public DNS: 8c2-13-56-241-07.us-west-1.compute.amazonaws.com _J Q=]

Copy to clipboard
Public DNS (IPv4)  602-13-56-241-97.us-west

1.compute.amazonaws.com €
IPv4 Public P 13.56.241.87
IPVEIPs -
Private DNS  ip-10-10-10-11.us-west-1.compute.internal

Once done, the application should be available at localhost: 10101

< C | @ localhost:10001

How to use this example application

For instructions on how to use this application with OpenShift, start by reading the
Developer Guide.

Deploying code changes

The source code for this application is available to be forked from the OpenShift GitHub
repository. You can configure a webhook in your repository to make OpenShift
automatically start a build whenever you push your code:

From the Web Console homepage, navigate to your project

Click on Browse > Builds

Click the link with your BuildConfig name

Click the Configuration tab

Click the *Gopy to clipboand” icon to the right of the *GitHub webhook URL" field

. Navigate 1o your repository on GitHub and click on repository settings >
webhooks > Add webhook
Paste your webhook URL provided by OpanShift

8. Leave the defaults for the remaining fislds — that's it!

- I ST

After you save your webhook, if you refresh your settings page you can see the status of
the ping that Github sent to OpenShift to verify it can reach the sarver.

Note: adding a webhook requires your OpenShift server to be reachable from GitHub.
Working in your local Git repasitory

If you forked the application from the OpenShift GitHub example, you'll need to manually
clone the repositary to your local system. Copy the application's source code Git URL

* L

Hello world, welcome to your Django application on OpenShift

Managing your application
Documentation on how to manage your application from the Web Console or Command
Line is avallable at the Developer Guide.

Web Console
You can use the Web Consale to view the state of your application companents and
launch new builds.

Command Line
With the OpenShift command line imerface (CLI), you can create applications and
manage projects from a terminal.

Development Resources

OpenShift Documentation

Openshift Origin GitHub

Sourcs To Image GitHub

Getting Started with Python on OpanShift
Stack Overflow questions for OpenShift
Git documentation

App-1-pod

Request information

Server hostname: my-first-app-1-jrk7d
Database server: SQLite (/opt/app-root/src/db.sqlite3)
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LAB: RedHat OpensShift with Contrail SDN

5. Add a webhook trigger to OpenShift
OpenShift supports GitHub webhook triggers to launch create new build

Let us add a webhook trigger to the existing application, so that OpenShift will start a new build & host
the application whenever we make a change to the code in our GitHub repository

Copy the GitHub webhook URL from Builds > Builds > my-first-app > Configuration

OPENSHIFT ORIGIN

= demo-build

my-first-app

w

my-first-app Start Build | | Actions v
app

Histary Configuration Environment Events

Details Triggers Learm More

Build Strategy: Source Config Change For: Build config my-first-app

Source Repa: ttps:i/github.com/savithrumi/django-ex.git New Image For: openshift/python:3.5

Source Ref: master Generic Webhook URL: https:/fec2-13-56-80-84.us-west-1.compute | Iy

Builder Image: openshift/pythen:3.5

Output To: dem 'my-first-app:latest GltHub Webhook URL: [GERERERTRN  Copy to Clipboard [ &)

Run Policy: al ®

Manual (CLI): oc start-build my-first-app -n demo-build | I

Show Annatations

Navigate to https://www.github.com/<username>/django-ex/settings/hooks & paste the URL

Configuration:

Payload URL: Paste the URL from previous step
Content type: application/json

Disable SSL Verification & click on Add Webhook

O This repository Pull requests Issues Marketplace Explore A +- P
§§Y|Shrun?! / fi!'ang‘o-ex @Wstch> 0 % Star 0 YFork 772
Code Pull requests 0 Projects 0 Insights £ Settings
Options Webhooks / Add webhook

Collaborators

Branches

Webhooks

Payload URL *

Integrations & services
9 5 https://ec2-13-56-80-84.us-west-1.compute.amazonaws.com:€
Deploy keys
Content type

application/json s
Secret
B By defauh, we verify SSL certificates when delivering payloads. Disable SSL verification
A Warning: SSL verification is not enabled for this hook Enable SSL verification

Which events would you like to trigger this webhook?

© Just the push event
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LAB: RedHat OpenShift with Contrail SDN

6. Verify webhook is successfully added

You should see a green tick against the URL if the webhook was successfully added

Pull requests Issues Marketplace Expk

savithruml / djange-ex
forked fram sclorg/django-ex

Code Pull requests 0 Projects 0 Insights £3 Settings
Options Webhooks

Collaborators
Branches gnd a POST request to each of the URLS you

Webhooks
Integrations & services

Deploy keys

© 2018 GitHub, Inc.  Terms  Privacy Security Status Help

Webhooks allow external services to be notified when certain events happen. When the specified events

/0c2-13-56-80-B4.us-wast-1.compute.amazonaws.com:B8443 oapi/vl/namespaces/demo-b.

lore

@ Watch~ | 0 *Sar 0  YFork 772

Add webhook

provide. Learn more in our Webhooks Guide.

{push)

Edit  Delete

Contact GitHub APl Training Shop Blog  About

7. Make a code change to one of the files of the repository
Change line #214 (banner) in django-ex/welco
For example, my change looks like this

Previous (line #214):

me/templates/index.html to something else

<h1>Hello world, welcome to your Django application on OpenShift</hl>

Current (line #214):

<hl>Welcome to your Django application on OpenShift</hil>

t ) This repository

savithruml / django-ex

wed from sclorgidjango

<> Code Pull requests 0 Projects 0 insights Settings

django-ex [ welcome | templates / welcome [ index.html !

¢ Editfle @ Praview changes
pre {
display: block;
padding: 13.333px 20px;
margin: @ @ 26px;
font-size: 13px;
line-height: 1.4;
background-colars #fff;
barder-left: 2px solid rgba(120,120,120,0.35);
white-space: pre;
white-space: pre-wrap;
word-break: normal;
word-wrap: break-word;
overflow: auto;
font-tanily: Me

0, “Liberation Mono",C 15, MoNOSpace ! LAgorta;
¥

warning { color: orange }
</style>

</head>
<body=

<section class='container's

Pull requests Issues Marketplace Explore

@Wstch~ 0  #Star 0  YFork 772

or cancel

Spaces & 2 & HMowap %

t

8
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LAB: RedHat OpensShift with Contrail SDN

Give a meaningful commit message & confirm (commit) the change

</divs
<footer>
<divsBuilt on</div>
<div class="logo"><a href="https://wa.openshift. con/ ></as</div>
</footers
</section=

</body>
</himl>

ﬁ Commit changes

removing hello world from banner

© < Commit directly to the raster branch

Il Create a new branch for this commit and start a pull request. Learn more about pull requests.

© 2018 GitHub, Inc. Terms  Privacy Security Status Help Contact GitHub ~ AP1 Training  Shop  Blog  About

8. Once you have made the change, go back to OpenShift dashboard
GitHub sends a payload to OpenShift build URL, notifying the change made to index.html
Hence, you should now see a new build (#2) triggered due to the change made in the previous step

NOTE: STEP-3 is repeated against the new source code (change to index.html)

OPENSHIFT ORIGIN

= demo-build

my-first-app-2 Cancel Bulld | | Actions ~

app buildconfig openshift.io/build-config.name More labels.
Details  Environment  Logs  Events
Status
Status: €2 Running
Started: a few seconds ago - Apr 26, 2018 11:46:46 AM
Buratien: running for 41 seconds
Triggered By: GitHub webhook: removing hello world from banner #2838 authored by Savithru Lokanath, Show Obfuscated Secret

Configuration

Build Strategy: Source

Builder Image: centos/python-35-centos7@sha256:46e6a2d341 572e8fad45048eeded] Gecif24143681b59401523456685219b96d
Source Type: Git

Source Repo: hetps://github.comisavithrumi/django-ex.git

Source Ref: master

Source Commit: removing hello world from banner 72832 authored by Savithru Lokanath

Output Image: demo-t pp-latest

Push Secret: builder-dockercfg-9rdnd

Show Annotations
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9. Once build #2 has completed, verify that the new application is live
Navigate to Application > Pods & verify you can see the new application pod

NOTE: The pods holding the old application (#1) is deleted once the new application (#2) is live

NOTE: OpenShift still holds the old application’s build pod. If the administrator wants to rollback
to an older release, then he can just launch an application pod & need not go through the
whole build procedure

OPENSHIFT ORIGIN £ ®. LZadmne

demo-build ~ Add to Project v

Applications

Status Containers Ready Container Restarts Age
my-first-app-2-k2kbq £ Runining ” 0 a few seconds
my-first-app-2-build v Completed o 0 a minute

v Completed o 0 8 minutes

10. Now, if you have the web browser open for viewing the old application, hit the refresh button. You should see
the new application

NOTE: Although the backend pods changed, the service load-balancer did not. Hence, the
IP address used to access the application remains the same

&« @ localhost 1 * e

Welcome to your Django application on OpenShift

How to use this example application Managing your application
For instructions on how to use this application with OpenShift, start by reading the Documentation on how to manage your application from the Web Consocle or Command
Developer Guide. Line is available at the Developer Guide.
5 Web Console
Deploying code changes You can use the Web Console to view the state of your application components and

The source code for this application is available to be forked from the OpenShift GitHub launch new builds.
repository. You can configure a webhook in your repository to make OpenShift
automatically start a build whenever you push your code:

Command Line
With the OpenShift command line interface (CLI), you can create applications and

1. From th le , a 4 R
rom the Web Console homepage, navigate 1o your project manage projects from a terminal.

2. Click on Browse > Builds

3, Glick the link with your BuildGonfig name

4, Click the Configuration tab

5. Click the *Copy to clipboard" icon ta the right of the *GitHub webhook URL" field Development Resources

6. Navigate to your repository on GitHub and click on repository settings > + OpenShift Documentation
webhooks > Add webhook - Openshift Origin GitHub

7. Paste your webhook URL provided by OpenShift « Source To Image GitHub

8. Leave the defauits for the remaining fieids — that's it + Getting Started with Python on OpenShift
- Stack Overflow questions for OpenShift App-2-pod
After you save your webhook, if you refresh your settings page you can see the status of D e e pp p
the ping that Github sent to OpenShift to verify it can reach the server.

Mote: adding a webhook requires your OpenShift server to be reachable from GitHub. Reqguest information

Server hostname: my-first-app-2-k2kbg
Working in your local Git repository Database server: SQLite (/opt/app-root/src/db.sqlite3)

If you forked the application from the OpenShift GitHub example, you'll need to manually
clone the repositary to your local system. Copy the application's source code Git URL
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