LAB EXERCISE: RedHat OpenShift with Contrail 5.0

Author

Savithru Lokanath <slokanath@juniper.net>, v1.4
Prerequisites

e An AWS account with permissions to CRUD Compute, Storage & Network resources

e CentOS 7 subscription

Installation

Follow this guide to bring up the cluster on AWS

NOTE: This installer provisions 1 Master (Control) & 1 Minion (Compute)

Architecture

Starting with release 5.0, all Contrail services are containerized & are orchestrated by OpenShift Container Platform.

OpenShift Container Platform leverages the Kubernetes concept of a pod, which is one or more containers deployed together
on one host, and the smallest compute unit that can be defined, deployed, and managed.

The inner structure of Contrail pods is as below
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https://github.com/Juniper/openshift-ansible/wiki/Single-click-installation-of-RedHat-OpenShift-with-Contrail-SDN-(on-AWS)
https://docs.openshift.com/container-platform/3.6/architecture/core_concepts/containers_and_images.html#containers

LAB: RedHat OpensShift with Contrail SDN

Use Case - 2
e Expose highly scalable applications using OpenShift

1. Login to the OpenShift dashboard & create a new project

OPENSHIFT ORIGIN

My Projects
Browse Catak)g Deploy Image  Import YAML/JSON  Select from Project Create Project
Languages  Middleware *Name

demo-ingress
Filter v 8 Items

Display Name

NET / nede o
NET Core Builder Images Apache HTTP Server
(httpd)

= L]

Node.js

WildFly
Recently Viewed

2. Launch the pods in the new project you just created

OpenShift Dashboard > Add to Project > Import YAML/JSON

NOTE: All pod specs are located here. Copy paste the pod YAMLSs into the OpenShift window &
hit Create

OPENSHIFT ORIGIN

=S demo-ingress

talog

Image

Get started with your project. YAML / JSON
ct from Project
Use your source or an example repository to build an application image, or add components

like databases and message queues,

Browse Catalog
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https://github.com/savithruml/cloud-ops/tree/master/aws/cloudformation/openshift/labs/usecase-2-ingress-controllers

LAB: RedHat OpenShift with Contrail SDN

Create two different pods: “web-app-dev-pod” & “web-app-ga-pod”

This will create 3 replicas of each pod, so a total of 6.

Import YAML / JSON

YAML/ JSON Results

o

Create or replace resources from their YAML or JSON definitions. If adding a template, you'll have the option to process the
template.

Browse...

licetionController

web-cpp-dev.
e:

eb-opp-dev

web-opp-dev

: web-app-dev
imcge: savwythru/web-app-dev

Navigate to OpenShift Dashboard > Applications > Pods & verify pods came up fine

OPENSHIFT OR

= demo-ingress

Add
Applications

Name Status Containers Ready Container Restarts Age

web-app-ga-bjsak & Running " 0 4minutes
web-app-ga-jgeck £ Running " 0 4 minutes
web-app-ga-mB5rz £ Running " 0 4minutes
web-app-dev-pgx7h & Running " 0 € minutes
web-app-dev-qwsy £ Running " 0 6 minutes
web-app-dev-6kSiF & Running n 0 6 minutes

3. Similarly, launch the services in the new project you just created
OpenShift Dashboard > Add to Project > Import YAML/JSON
NOTE: Services, by definition are logical entities that load balance (L4) the input requests to the backend
pods

NOTE: All service specs are located here. Copy paste the service YAMLSs into the OpenShift window &
hit Create
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https://github.com/savithruml/cloud-ops/tree/master/aws/cloudformation/openshift/labs/usecase-2-ingress-controllers

LAB: RedHat OpenShift with Contrail SDN

Create two different services: “web-app-dev-svc” & “web-app-ga-svc”

DEV POD
al

DEV POD
2

DEV POD
3

Navigate to OpenShift Dashboard > Applications > Services & verify services came up fine

OPENSHIFT ORIGIN

Services ieummone

Name Cluster IP External IP Ports. Selector
10.99.237.244 none 80TCP app=web-app-qa

web-app-dev 10.110.233.85 nane 80/TCP app=web-app-dev 4 minutes

4. Similarly, launch the ingress controllers in the new project you just created

OpenShift Dashboard > Add to Project > Import YAML/JSON

NOTE: Ingress, by definition are logical entities that load balance (L7) the input requests to the backend
services

NOTE: All ingress specs are located here. Copy paste the ingress YAMLSs into the OpenShift window &
hit Create
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https://github.com/savithruml/cloud-ops/tree/master/aws/cloudformation/openshift/labs/usecase-2-ingress-controllers

LAB: RedHat OpensShift with Contrail SDN

Create two different ingress controllers: “fanout-ingress” & “name-based-ingress”

SIMPLE FANOUT INGRESS

NAME BASED VIRTUAL HOSTING

Navigate to OpenShift Dashboard > Resources > Other Resources & verify ingress controllers came up fine

OPENSHIFT ORIGIN

= demo-ingress

Other Resources
Ingress "
Name Created Labels
name-based-ing 4 minutes age nane Actlons v

fanout-ing 4 minutes ago none Actions ~

Manitoring
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LAB: RedHat OpenShift with Contrail SDN

5. Once the ingress controllers are setup, verify that you can access the application using the ingress IP address

Get the ingress’s IP address from the Contrail dashboard (10.47.255.X)

Contrail Dashboard > Configure > Networking > Load Balancing (demo-ingress namespace)

(Cd) OPENCONTRAIL

Configure
3 infrastructure
Security

Tags

ne o

Physical Devices

Networking

—

Load Balancing

Networks

Parts
Palicies
Security Groups
Routers

1P Address

Management
Floating IP Pacls
Floating IPs

Routing

Qos

SLO

Load Balancers

Name
demo-ingress_web-a -
pp-dev
demo-ingress_web-a -
ppqa
demo-ingress_fanout.
ng
demo-ingress_name-
based-ing

Description

dema-ingress

Subnet Fixed IPs

undefined/undefined 10.110.233.85

undefinediundefined 10.99.237.244

undefined/undefined 10.47.255.242

undefined/undefined  10.47.255,241

Floating IPs

Listener Operating Status
® Online
® Online

2 ® Online

2 ® Online

Admin State

Yes o

Yes o

Yes o

Yes L]
- o

Get the minion’s public DNS from AWS dashboard. With this, we will create an SSH tunnel to localhost

(localhost)# ssh -L localhost:10101:<fanout-ingress-IP-address>:80 root@<minion-public-DNS>

Once done, the application should be available at localhost: 10101

Services ~

Resource Groups ~

savithru @ contraiimiror ~

N. California ~

Support ~

EC2 Dashboard
Events

Tags

Reponts

Limits

Instances
Launch Templates
Spot Requests
Reserved Instances

Dedicated Hosts

AMis

Bundle Tasks

Volumes

Snapshots

Security Groups
Elastic IPs
Placement Groups
Key Pairs

Network Interfaces

Q) search: demo

Mame

master-demo-stack

@  minon-demo-stack

-
'

- Instance ID ~  instance Type -
0ad373675a16230...  2.2xarge
H0a9022f35celebBde 12 2xlarge

Instance: | |
Description Status Checks Monitoring Tags Usage Instructions
Instance 1D i-0a0022135ce0ebade
Instance state  running
Instance type  t2.2xlarge

Elastic IPs

Availability Zone -

us-west-1a

us-west-1a

L- R - ]

@ 1to20f2
Instance State - Status Checks - Alarm Status Public DNS (P
@ running © 272 chocks None %%  6c2-13-56-80-8¢
@ running & 2/2checks .. None % ec2-13-56-241-¢

Public DNS: ec2-13-56-241-97.us-west-1.compute.amazonaws.com

Public DNS (IPv4)

1.compute.amazonaws.com &
IPvd Public P 19.56.241.97
IPvBIPs -

Private DNS

Copy to clipboard
c2-13-56-241-07.us-wast

4

ip-10-10-10-11.us-west-1.compute.internal
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LAB: RedHat OpenShift with Contrail SDN

NOTE: The fanout/name-based ingress controllers are URL based HAProxy loadbalancers

Navigate to localhost:10101/dev to be served by “web-app-dev” services/pods
Navigate to localhost:10101/ga to be served by “web-app-ga” services/pods

€« C  © localhost % P B

Hello

This page is served by a nginx pod in DEV namespace

IP address = 10.47.255.246
Hostname = web-app-dev-qw5vj

<« C @ localhost w e B

Hello

This page is served by a nginx pod in QA namespace

IP address = 10.47.255.243
Hostname = web-app-qa-jgeck

For name-based ingress type, pass the configured hostname in the HTTP request

NOTE: You will need to install a plugin for Chrome which allows you to modify the HTTP header
Add-to-Chrome

(localhost)# ssh -L localhost:10102:<name-based-ingress-IP-address>:80 root@<minion-public-DNS>

Once done, the application should be available at localhost:10102
Pass the host info into the HTTP header

¢ € |@ ocaiost Y GoneR
= Profile 1 n +
Name value
This page is served b Fequest Heasers
Hast qa.com X
[x (1] | Elements Console Sources Network Performance Memory  Applicatic Pox
® O W YT Vew == = Group by frame Preserve log Disable cache
Filter Hide data URLS. XHR JS CSS Img Media Font Doc
Name 4 X Headers Preview
<] localhost ¥ Respanse Headers
= Connection: kee
Content-Length:
Content-Type: t
Date: Tue, 81 M
Server: Werkzeu
v Request Headers
GET / HTTP/1.1
Host: ga.com
Connection: keep-alive
Cache-Control: max-ages=d
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 0S X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/6
6.08,3350.139 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp, image/apng,=/+;q=0.8
Accept-Encoding: gzip, deflate, br
1 requests | 509 B transferred | Finish: 60 ms_| DOMContentLoaded: 86... Accept-Language: en-US,en;:g=0.9

Similarly, pass host=ga.com in the HTTP header & verify that the application is
served by QA service
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https://chrome.google.com/webstore/detail/modheader/idgpnmonknjnojddfkpgkljpfnnfcklj

LAB: RedHat OpensShift with Contrail SDN

6. Scale up/down the backend pods & verify ECMP load balancing works

Navigate to OpenShift Dashboard > Applications > Replication Controllers (demo-ingress)

OPENSHIFT ORIGIN

= dem

Deployments
Applications

Bulkdo Other Replication Controllers
Name Replicas Created

3 replicas 5 minutes ago

Choose a replication-controller & click on the arrows to scale up/down. Verify the ECMP
load balancing is now across the scaled-up pods (Eg. 7 as opposed to 3 before)

web-app-dev

web-app-dev PR
Applications app
e Details  Environment  Events
Selectors: app=web-app-dev
7 A
pods.
Template

(@) Container web-app-dev does not have health checks to ensure your application is
running correctly. Add Health Checks

Containers
CONTAINER: WEB-APP-DE
= image: sawythru/web-app-dev
Perts: BO/TCP
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