LAB EXERCISE: RedHat OpenShift with Contrail 5.0

Author
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Prerequisites

e An AWS account with permissions to CRUD Compute, Storage & Network resources

e CentOS 7 subscription

Installation

Follow this quide to bring up the cluster on AWS

NOTE: This installer provisions 1 Master (Control) & 1 Minion (Compute)

Architecture

Starting with release 5.0, all Contrail services are containerized & are orchestrated by OpenShift Container Platform.

OpenShift Container Platform leverages the Kubernetes concept of a pod, which is one or more containers deployed together
on one host, and the smallest compute unit that can be defined, deployed, and managed.

The inner structure of Contrail pods is as below
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https://github.com/Juniper/openshift-ansible/wiki/Single-click-installation-of-RedHat-OpenShift-with-Contrail-SDN-(on-AWS)
https://docs.openshift.com/container-platform/3.6/architecture/core_concepts/containers_and_images.html#containers
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Use Case - 3

e Secure highly scalable applications at microservices level using OpenShift

1. Login to the OpenShift dashboard & create a new project

OPENSHIFT ORIGIN

Browse Catalog Deployimage  Import YAML/JSON  Select from Project

Languages  Middleware
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2. Login to the Contrail dashboard & create two new Virtual Networks in the above created project

Contrail Dashboard > Configure > Networking > Networks (demo-policy) > (+)

() OPENCONTRAIL 'y & admin

m gure= > Networking= works = > default-domain™ > demo-poliey ¥
Configur Netw

B2 Physical De

3. From OpenShift dashboard, launch two pods in the above project
OpenShift Dashboard > Add to Project > Import YAML/JSON
There are two pods used for this demo

e backend-pod launched in “backend-network” with label “tier=database”
e frontend-pod launched in “frontend-network” with label “tier=web”

NOTE: All pod specs are located here. Copy paste the pod YAMLs into the OpenShift window &
hit Create

Let’s create the frontend & backend pods
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https://github.com/savithruml/cloud-ops/tree/master/aws/cloudformation/openshift/labs/usecase-3-network-policy
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OPENSHIFT OR

demo-ingress v Add to Project v

Browse Catalog

Overview g
ploy Image
t started with your project Lol TSt

Select from Project

Use your source or an example repository to build an application image, or add components

like databases and message queues

Monitoring

Navigate to OpenShift Dashboard > Applications > Pods & verify pods came up fine

Pods » frontend-pod

Verify IP address is from “frontend-network” CIDR

frontend-pod Actions v
tier
Details Environment Logs minal Events
Status Template
Status: Containers
1P: CONTAINER: FRCNTEND-POD
Node: ip-10-10-10-11 us-west-1.compute.internal (10.10,10.11) & )
Image: sawythrufweb-app-ga
Restart Policy: Always

Ports: BU/TCP

£ Mount: default-token-j6njn — /varirun/secretsikubernetes.io/serviceaccount

Container frentend-pod

state: Running since May 1, 2018 4:51:17 PM Vi

mes
By frue default-token-j6njn
Restart Count: 0

Type: secret

Secret: default-token-jénjn

OPENSHIFT ORIGIN

demo-policy

backend-pod

backend-pod Verify IP address is from “backend-network” CIDR Actions ~

Applications tier

Environment Events

Logs

Status Template

Status: (] Containers

g 2223 CONTAINEI ND-POD
Node: -10-10-11.us-west-1.compute.internal (10.10.10.11)

= Image: ubuntu-upstart

Restart Policy:

Mount: -token-jénjn — NVar/run/secrets/kubernetes.io/serviceaccount
ontainer backend-pod
« P Volumes

: g since May 1, 2018 4:551:12 PW e
state: Running since May 1, 2018 4:51:12 PM default-token-j6njn
Ready: true
Restart Count: 0 Type:

Secret: n-njn
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4. Login to the “backend-pod”, initiate ping & wget towards the “frontend-pod”

OPENSHIFT

» backend pod

backend-pod acions

w 230
Details Enwironment Logs Terminal Events
© When you nunagate away from this pod, any open terminal connections will be dosed. This wil kil any foreground processes you started from the terminal  Open Fullscreen Termina

Container: backend-pod

NOTE: Since Virtual Networks are isolated by default, the “frontend-pod” & “backend-pod”
will not be able to talk to each other

5. Create a Contrail Network Policy & attach them to the two Virtual Networks, in order to leak routes between
the them

Contrail Dashboard > Configure > Networking > Policies (demo-policy) > (+)
Contrail Dashboard > Configure > Networking > Networks (demo-policy) > Edit (attach)

Create

Policy Tags  Permissions

Policy Name:

backend-to-frantend

Policy Rulets)

Action Protocol Source Ports Destination Ports Log Services Mirror QoS+

PASS w  ANY i backend-network v ANY frontend-network = ANY

b Subnets

Host Route{s)

Route Target(s)

0
0
0
v
0

Export Route Targetis)
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6. Repeat STEP 4

Verify from the “backend-pod” that you can ping & get content from “frontend-pod”

OPENSHIFT ORIGIN

demo-palicy
backend-pod

backend-pod Actians ~

Applications ther

Bt Details ~ Environment Logs  Terminal  Events

@ When you navigate away from this pad, any open terminal connections will be closed. This will kll any foreground processes you started from the terminal. Open

Container: backend-pod

.1
23 , Bwaiting res
S extinemt] o o
+index. htal !

7. Now, let’s define a more granular network-policy which will allow “frontend-pod” to accept traffic only on port
80 & from “backend-pod”

NOTE: We accomplish this using the native Kubernetes construct called as labels

The policy definition creates a Contrail Security firewall rule that will allow traffic to
workloads with label (tier=web) from workloads with label (tier=database) only on port 80

NOTE: All network-policy specs are located here. Copy paste the web-to-db YAMLSs into the
OpenShift window & hit Create

Navigate to OpenShift Dashboard > Add to Project > Import YAML/JSON
YAML / JSON Results

o JSON definitions. If adding a template, you'll have the option to process the

Brawse.
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https://github.com/savithruml/cloud-ops/tree/master/aws/cloudformation/openshift/labs/usecase-3-network-policy
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8. Verify that the OpenShift Network Policy & Contrail Security Firewall Rule are successfully created

Navigate to OpenShift Dashboard > Resources > Other Resources & verify
OpenShift Network Policy was successfully created

OPENSHIFT ORIGIN

demo-policy

Other Resources

Metwork Po

Name Created Labels

open-port-80-only

Navigate to Contrail Dashboard > Resources > Other Resources & verify
Contrail Security Firewall Rule was successfully created

(Cy) OPENCONTRAIL a & admin *
L | £
{! » l‘:‘ . -]
» kiis o
» lis-Ing kés 4 01 May 2018 L]
® T2 kés 2 01 May 2018 L]
& Networking
% e
@ o
& Aarm
Click on the Rules tab to find the specific ACL rule
(Y) OPENCONTRAIL a & sdevin =
Project Scoped ’ pass tep:80 tier=database && > tier=web & -3

Policie: namespace=demo-policy namespace=demo-policy
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9. Repeat STEP 4

Login to the “backend-pod”, initiate ping & wget towards the “frontend-pod”

Since Contrail Security Firewall Rule is enforced on “frontend-pod” to allow only
TCP protocol on port 80 from “backend-pod”, ping (ICMP) & all other traffic is blocked

& only wget (TCP) is allowed

OPENSHIFT ORIGIN

= demo-policy

backend-pod

backend-pod

tier

Container

*
H 3

# ping 1.1.1.3 3

PR 1113 11110 1.3) s6(84) bytes of data.

— 1.1.1.3 ping statistics —
3 packets transmitted, @ received, 100% packet loss, time 1999ms

#

Monitoring

# woet 1.1.1.3
2 2816-05-02 00:47:50— http://1.1.1.3/
0 1.1.1.3:80... connects

2018-05-02 00:47:50 (62.5 MB/s) — 'index.html.1' saved [319/319]

*
i |

eground processes you st

arted from the terminal.

Actions v

—.K/s in@s

NOTE: The “frontend-pod” allows incoming TCP connections from “backend-pod” on port 80

& drops all other traffic

NOTE: Contrail dashboard provides visualization & rich analytics such as packet counters,

ACL hits counter, etc., to explain the same

Navigate to Contrail dashboard > Monitor > Security > Traffic Groups (demo-policy)

({Cy) OPENCONTRAIL

Palicy: demo-policy-open-port

permit

Service

deny
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