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Three Examples of HIPAA Violations 
 

This is an introduction to the white paper “A Gold Standard HIPAA Compliance 
Program.”  These examples are from the imaginary practice Memphis Family Medicine  
which is owned by two doctors.  The white paper will refer back to these examples. 

 
Example: Laptop 

 
Paul, a Physician Assistant at Memphis Family Medicine, wants to get home to have 
dinner with his family. Rushing out of the practice with his laptop, he stops at the 
grocery store on the way home. While in the store, a junkie breaks the car window and 
steals his bag including the laptop. The laptop password is written on a Post-It note 
taped to the screen. The unencrypted laptop contains a spreadsheet with all of the 
patient names, addresses, insurance, etc. The stolen laptop is a HIPAA violation. 
 
Example: Facebook & Gossip 

 
Rhonda is the receptionist for Memphis Family Medicine. The mayor of Memphis came 
into the practice for an appointment. After greeting the mayor and checking him in on 
the practice management system, Rhonda asked the mayor to have a seat in the 
waiting area. During lunch, Rhonda updated her Facebook page saying that she had 
just met the mayor at work. After work at happy hour, she told some friends about how 
cool it was to meet the mayor. The Facebook post and the happy hour gossip are 
HIPAA violations. 

 
Example: Fax Machine 

 
In the middle of the night, some bad guys break into Memphis Family Medicine and 
steal stuff including the fax machine. Modern fax machines are like computers in that 
they have memory chips.  Most fax machines store the last 20 (or more) faxes in 
memory. At Memphis Family Medicine, prescriptions and other patient data are being 
faxed all day long. Data related to 20 patients was in the memory of the stolen fax 
machine. Just the exposure of the data is a breach of patient data (PHI). In terms of 
HIPAA, it is irrelevant whether the bad guys do anything with the fax machine's patient 
data (PHI). The stolen fax machine is a HIPAA violation. 

 
These three examples are drawn from real life situations. Stolen computers are the #1 
cause of HIPAA fines.  
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Do They Have A Compliance Program?  
 

If Memphis Family Medicine is ignoring HIPAA, then these examples would likely lead to 
a two year HHS investigation, three years of HIPAA probation, a big fine ($25,000 - 
$100,000), legal fees, lost customers, lost employees and gossip around town.  
 
Paul and Rhonda will not pay the fine.  The practice owners will pay the fine.  The two 
doctors that own Memphis Family Medicine will be listed on all legal documents and will 
be financially responsible for the HIPAA fine.  Practice owners bear all of the risk. 
 
If Memphis Family Medicine were following the gold standard HIPAA compliance 
program (described below), then there would likely be no investigation, no fine, no 
probation, no legal fees, no public embarrassment or gossip.  
 
Rhonda the receptionist should have been given training (Activity 3) so that she new not 
to talk about any patient at happy hour or post about it on Facebook. During the risk 
assessment (Activity 1), the practice owners should have considered whether the doors 
and locks were reasonable safeguards to prevent bad guys from breaking into the 
practice in the middle of the night and stealing the fax machine. Paul the physician 
assistant should have been trained (Activity 3) and monitored (Activity 4) to know that 
his password cannot be taped to the laptop screen. The practice should have a policy & 
procedure (Activity 3) that all computer hard drives must be encrypted. 
 
Following the gold standard activities will drastically reduce the chance that 
Memphis Family Medicine will get in trouble in the above three examples. 
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A Gold Standard HIPAA Compliance Program 
 

There is a lack of compliance information that is written specifically for a small and 
medium sized healthcare practices. This is a description of a gold standard HIPAA 
compliance program for small and medium sized healthcare practices. After a high level 
introduction, each topic is expanded. This is not legal advice. These are the 
perspectives and opinions of the company ClinicNerds and founder Bert Ryan. 

 

 
 

Overview 
 
Prerequisite 1: Privacy Officer 

 
The practice leaders designate one person to be the privacy officer.  There must be a 
privacy officer for each practice location. The designation of the privacy officer is 
reconfirmed yearly. 

 
Prerequisite 2: HIPAA Notebook 

 
Everything must be documented in a HIPAA Notebook. The documentation can be on 
paper or online. Each practice location must have its own HIPAA Notebook. 

 
Language Note: Protected Health Information (PHI) is a loaded phrase. There are a lot 
of rules that explain what is and is not PHI. This white paper uses the phrase "patient 
data (PHI)" to remind the reader that the simplest explanation of PHI is that it is patient 
data, but also use the acronym to suggest that there is this complex legal definition of 
PHI. 

 
The following four activities are led by the privacy officer with input from everybody in 
the practice. There is significant effort performing these activities for the first time. After 
the initial effort, each activity is updated monthly and becomes easier for the privacy 
officer to complete. 
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Activity 1: Risk Assessment 
 

What is being assessed? The precious commodity - the risk asset - is patient data 
(PHI). A risk assessment is a process that identifies the people, places and things 
containing patient data (PHI). This list of people, places and things containing patient 
data (PHI) is nicknamed the PHI Hotspots.  Every practice has a couple dozen PHI 
Hotspots that are discovered and inventoried during the risk assessment.  
 
Paul and Rhonda are examples of people that are PHI Hotspots.  The fax machine and 
the laptop are examples of things that are PHI Hotspots.  The room containing the fax 
machine is an example of a place that is a PHI Hotspot. 

 
Activity 2: Policies & Procedures 

 
Develop policies and procedures that show how to:  

● safeguard each type of PHI Hotspot 
● respond to patient right requests  

               (e.g. a patient has the right to receive a copy of their medical record) 
 

Activity 3: Training 
 

Train the staff to follow the policies & procedures. Annually, each worker verifies that 
they understand and will follow the policies & procedures. New workers are trained on 
day 1 before they get anywhere near patient data (PHI). At staff meetings, the privacy 
officer always gives reminders and solicits feedback on the policies & procedures. 

 
Activity 4: Monitoring & Breach Notification 

 
The privacy officer is frequently monitoring the PHI Hotspots and ensuring that the 
policies & procedures are being followed. When a PHI Hotspot is unprotected, they call 
it a breach.  
 
Heaven forbid there is a breach, the practice leadership does everything possible to 
stop or mitigate the breach.  The privacy officer, working with practice leadership, 
determines the size and severity of the breach.  Depending on the size and scope of the 
breach, there are three groups that needs to be notified:  the patients affected, the 
press, and HHS.  
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These two prerequisites and four activities are an overview of the gold standard for 
HIPAA compliance in a small or medium sized healthcare practice. A practice may call 
itself HIPAA compliant if it has designated a privacy officer who is doing monthly 
updates in the HIPAA Notebook of the four activities.  
 
Though this white paper is backed by research, please remember that this white paper 
is not legal advice and is the opinion of the ClinicNerds. 

 
Having given a high level description, let's dig into the details of this gold standard 
compliance program. 
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General Things 
 

Documentation 
 

This point cannot be emphasized enough: Everything must be documented in the 
HIPAA Notebook. If it is not documented, it did not happen. If it has been more than a 
month since the HIPAA Notebook was updated, then it can be seen as a sign that the 
practice is slipping out of compliance. A good litmus test of HIPAA compliance is the 
presence of a HIPAA Notebook. A good indicator of a de-risked practice is a HIPAA 
Notebook that is updated monthly. 

 
Small & Medium Sized Practices 

 
This gold standard is specifically for small & medium sized practices. Big healthcare 
organizations, like hospitals, have full time legal, HR, and I/T departments that develop 
their HIPAA compliance program. Small & medium practices do not need or have those 
full time legal and technical resources. Most HIPAA training material is written with the 
expectation that the healthcare organization has a full time lawyer. This description of a 
gold standard compliance program assumes that an office manager, with support from 
owners/clinicians, will be responsible for the HIPAA compliance program. 

 
Instructions 

 
Other guides explain HIPAA by using a framework that has to be translated, interpreted 
and applied. This approach is to use simple steps and instructions. 

 
Plain Spoken 

 
HIPAA rules are clogged with legal jargon. This approach is to translate the legal jargon 
into plain spoken words. Sometimes a memorable phrase is invented - like PHI 
Hotspots. 

 
Risk Reduction 

 
The term "HIPAA Compliant" is not accurate. There is no organization that officially 
certifies that a practice or product is HIPAA Compliant. It would be better to describe it 
as: 

 
● reduces the risk of a breach of patient data 
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● patient data risk management program  
● low probability of exposing patient data 

 
While those statements are more accurate, they are not easy to say. So we are left with 
the shorthand term "HIPAA Compliant." 

 
Patient Rights 

 
Broadly speaking, HIPAA has two components:  

1. Protected Health Information (PHI) 
2. Patient Rights 

 
PHI gets more attention because most HIPAA fines have been for breaches of patient 
data (PHI). Therefore, the gold standard approach is to give priority to PHI, while 
remembering to implement workflow support for Patient Rights. 
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Details 

 

 
 

Privacy Officer 
 

Here are some thoughts about choosing a privacy officer for a practice location. Each 
location must have a person designated to be the privacy officer. The office manager is 
a good choice but not the only choice.  Somebody looking for more responsibility is also 
a good choice.  The practice leaders designate one person to be the privacy officer. 
There must be a privacy officer for each practice location. The privacy officer, with input 
from practice leaders, completes the four activities. 
 

 
 

HIPAA Notebook 
 

What kind of notebook?  Will the HIPAA Notebook be kept in hard copy or online? Old 
school practices will opt for a three ring binder with divider tabs. Cutting edge, high tech 
practices will create an online notebook. 
 
Page 1 of the HIPAA Notebook is the form designating the privacy officer. 
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Risk Assessment 
 
The purpose of this risk assessment is to look around the practice and identify the 
people, places and things containing patient data (PHI). The people, places and things 
containing patient data (PHI) are called PHI Hotspots.  Every practice has a couple 
dozen PHI Hotspots. 
 
Risk Assessment - Physical 

 
Items to survey, inspect, inventory and document: 

● Rooms, areas, spaces, closets, hallways, nooks 
● Doors, door locks, gates, ingress/egress  
● Windows, window locks 

 
Survey all of the practice's physical spaces including shared spaces (closets, hallways, 
bathrooms) and outdoor spaces (garbage dumpster).  Give a unique name to each 
door, window, room and space. For each door and window, note the type of lock, and 
ingress/egress features.  Create a floor plan diagram. 

 
Identify Physical PHI Hotspots. Put an asterisk next to rooms which hold or house 
patient data (PHI). For example, a room with patient medical records. 

 
Use a cellphone to take photos of everything. Document everything in the HIPAA 
Notebook. 

 
Risk Assessment - Digital 

 
Items to survey, inspect, inventory and document: 

● Network providers (phone, internet, satellite)  
● Software applications 
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Start by listing the companies providing phone and internet service. Inventory all of the 
software apps like EMR, practice management, spreadsheet, accounting, billing, 
inventory management, eFax, ePrescription, etc. Create a network diagram. 

 
Identify Digital PHI Hotspots. Put an asterisk next software that has patient data (PHI). 
For example, an EMR software app. HHS has recently established that network 
providers are "mere conduits" and not PHI Hotspots. 

 
Use a cellphone to take photos of everything. Document everything in the HIPAA 
Notebook. 

 
Risk Assessment - Equipment 

 
Items to survey, inspect, inventory and document: 

 
● Business equipment 
● Medical equipment 
● Computer and network equipment 
● Equipment owned by the business/practice 
● Equipment owned by the workforce (e.g. clinician's personal laptop) 

 
Inventory all of the business owned equipment such as computers, network devices 
(modem, WiFi router), medical equipment, business equipment. Remember to include 
things like security cameras and portable devices. For each piece of equipment, note 
the manufacturer, model, date purchased and security configurations. For computers, 
note the operating system. 

 
If the workforce can use their personal equipment, include it in the inventory. For 
example, use of a personal laptop to access patient data. It is their laptop, but it is the 
practice's patient data (PHI). If their laptop is stolen, so is the practice's patient data 
(PHI). A stolen laptop costs a couple thousand dollars, but stolen patient data (PHI) will 
cost the practice hundreds of thousands of dollars. 

 
Identify Equipment PHI Hotspots. Put an asterisk next to each piece of equipment that 
has patient data (PHI). Rule of thumb: every computer, cellphone, tablet and electronic 
device is a PHI Hotspot. For example, modern fax machines have memory caches that 
remember the last 20+ faxes sent. CT scanners store patient data (PHI) and are a PHI 
Hotspot too. 
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Use a cellphone to take photos of everything. Document everything in the HIPAA 
Notebook. 

 
Risk Assessment - Workforce 

 
Items to survey, inspect, inventory and document: 

● Full time workers 
● Part time workers 
● Clinical staff 
● Administrative staff  
● Maintenance staff  
● Residents, interns, students, volunteers 
● note each person’s access to PHI Hotspots 

 
Maintain a list of the practice's workforce including employees, volunteers, students, 
interns, consultants, etc. The people with access to your PHI is much larger than just 
the people on your payroll. For each person, note their access to PHI Hotspots like 
email, voicemail, EMR, practice management etc. 

 
Identify People PHI Hotspots. Put an asterisk next to each person that has exposure to 
patient data (PHI). Rule of thumb: most people in a practice are PHI Hotspots. All 
clinicians and most administrative staff are PHI Hotspots. Maintenance (e.g cleaning) 
staff are probably not PHI Hotspots. 

 
Use a cellphone to take photos of everything. Document everything in the HIPAA 
Notebook. 

 
Risk Assessment - Business Partners 

 
Items to survey, inspect, inventory and document: 

● Business partners  
● Consultants 

 
Make a list of the practice's business partners noting the service provided.  For each 
business partner, note the primary contact’s name, title, phone, and address. 
 
Under HIPAA, some of the practice's business partners are considered Business 
Associates, which require a legal document called a Business Associate Agreement. 
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Business Associates also have to follow the HIPAA rules. In the practice's HIPAA 
Notebook, keep a copy of each Business Associate Agreement. 

 
In the HIPAA Notebook, create separate sections for business partners (e.g. cleaning 
company, inventory supplier) and Business Associates (e.g. accountant, lawyer, third 
party coding & billing). 

 
Identify Business Associates / PHI Hotspots. Put an asterisk next to each business 
partner that has exposure to patient data (PHI). For example, if the practice uses a third 
party accountant, then the accountant is both a Business Associate and a PHI Hotspot. 
Rule of thumb: all Business Associates are PHI Hotspots. 

 
Use a cellphone to take photos of the Business Associate Agreements.  Document 
everything in the HIPAA Notebook. 

 
Risk Assessment - PHI Hotspots 

 
Go back through the prior steps, and create a list of all the PHI Hotspots.  Every 
practice has a couple dozen PHI Hotspots.  The PHI Hotspot Report will be the crucial 
input for creating policies & procedures - the next step in the gold standard HIPAA 
compliance program. 
 
This concludes the description of the risk assessment activity. 

 
 

HIPAA Notebook 
 
Let’s check in on updates to the HIPAA Notebook.  The HIPAA Notebook should now 
have these sections completed. 
 
Page 1:   Form designating the privacy officer  
 
Page 2:   PHI Hotspots  
 
Section:  Risk Assessment  
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Activity 2: Policies & Procedures 

 
Let's go back to the examples of Rhonda, Paul and the bad guys that stole the fax 
machine.  Memphis Family Medicine should have policies and procedures to anticipate 
and handle each of those situations. 
 
There should be a "no gossip" policy that prevents people from revealing patient data at 
happy hour. There should be a "password" policy that prevented Paul from from leaving 
his password written on a Post-It note attached to the laptop screen. There should be a 
"mobile device" policy and procedure that prevented Paul from leaving his laptop bag 
visible in the backseat as opposed to the trunk where it was not visible. 
 
There should be a "close the clinic" procedure that would have made it difficult for the 
bad guys to break in. "Alarm & security camera" policy & procedures would have helped 
identify the bad guys or scared them off. A "yearly locksmith" policy & procedure would 
have gotten a security expert's opinion on the practice's vulnerability to break ins. There 
should be a "fax machine" procedure to wipe the memory cache of the fax. 
 
It is the job of the privacy officer to imagine, discover, create and write down the policies 
& procedures. The policies & procedures do not have to be perfect on day one. They 
can evolve. The privacy officer should create an outline and a draft of the policies & 
procedures. Enough to give readers the gist. Then distribute the policies & procedures 
document to the whole staff. Get their feedback and incorporate the changes. 

 
There is one more important policy & procedure to discuss. To meet the gold standard, 
there must be a policy & procedure that addresses punishments for not following the 
policies & procedures. The workforce must understand that there are consequences for 
not following (complying) with the policies & procedures. A graduated scale of 
punishments is recommended. First offense, the mistake is noted. Second offence, the 
person is required to discuss their mistake at the next staff meeting. Third offense is a ... 
and so on. Mobile computer devices (laptops, iPhones) are the biggest threat so they 
should have correspondingly serious punishments. 
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The mistake in this activity is to rely on verbal policies & procedures. No matter how 
small or insignificant, write it down. If it is not documented, it didn't happen. Of course, 
the policies & procedures are stored in the practice's HIPAA Notebook. 

 
Computers 
The “computer” policy & procedures deserve special attention because computers are 
the #1 cause of HIPAA fines. The gold standard recommended policy for securing all 
computers is that they have these configurations: 

 
● Automatic software updates 
● Automatic screen locks after 3 minutes of inactivity  
● Separate user accounts for each person 
● Strong, sentence based passwords 
● Encrypted disk drive or hard drive storage 

 
The ClinicNerds call this policy “NerdSecured” as in: Is this laptop NerdSecured? 

 
Remember Paul the physician assistant who had the laptop stolen from his car? If his 
laptop had been using these NerdSecured settings, HHS-OCR probably would not have 
fined Memphis Family Medicine. Rule of thumb is that if the practice can prove that the 
laptop was encrypted and used a strong password, then HHS-OCR does not 
investigate. Everytime they fine an organization for a stolen laptop, HHS-OCR goes out 
of its way to say: "If only this laptop had been encrypted and used a strong password, 
this would not have happened." 
 
See Appendix B for an outline of possible policies & procedures. 
 
This concludes the description of policies & procedures activity. 
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HIPAA Notebook 

 
Let’s check in on updates to the HIPAA Notebook.  The HIPAA Notebook should now 
have these sections completed. 
 
Page 1:   Form designating the privacy officer  
 
Page 2:   PHI Hotspots  
 
Section:  Risk Assessment  
 
Section:  Policies & Procedures  
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Activity 3: Training 

 
On her first day, Rhonda the receptionist should have been trained in the "gossip" and 
"social media" policies. When issued the laptop, Paul the physician attendant should 
have been trained in the "laptop security" policies and procedures. 

 
The privacy officer will hold a yearly training session for the workforce.  Mandatory 
attendance by everybody!   At the end of the training session, each person will sign and 
date a form that says they have been trained in the policies & procedures, understand 
them, and will follow them. All of these signed forms go in a "training" section of the 
HIPAA Notebook. 

 
At every staff meeting - at least monthly - the privacy officer will discuss a HIPAA topic. 
This could be a reminder, an incident, or a case study of a recent HIPAA violation at 
another practice. The privacy officer will make notes about these reminders and put the 
notes in the HIPAA Notebook. 
 
Before a new employee starts working at the practice, the privacy officer will give them 
a copy of the policies & procedures. On the first day in the practice, the privacy officer 
will give the training to the new employee. This employee will sign and date a form 
stating that they understand and will follow the policies & procedures. 

 
When a worker takes a new job and is leaving the practice, they will be reminded of the 
policies & procedures.  According to the “farewell” policy & procedure, departing user 
IDs and authorizations will be revoked before they have cleaned out their desk. 
 
Everyday, every patient encounter, every workflow observed is a chance for the privacy 
officer to evaluate and discreetly remind workers about the policies & procedures. 
HIPAA compliance is a journey, not a destination. The practice changes every day. The 
policies & procedures are real time, living documents. They should be updated to reflect 
real life workflows and conditions.  During staff meetings, discuss changes to the 
policies & procedures.  
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There is a thin line, a gray area, between this training activity and the next activity, 
monitoring. 
 
This concludes the description of the training activity. 

 
 
 

HIPAA Notebook 
 
Let’s check in on updates to the HIPAA Notebook.  The HIPAA Notebook should now 
have these sections completed. 
 
Page 1:   Form designating the privacy officer  
 
Page 2:   PHI Hotspots  
 
Section:  Risk Assessment  
 
Section:  Policies & Procedures  
 
Section:  Training  
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Activity 4: Monitoring & Breach Notification 

 
Once a month, the privacy officer should run some reports to determine if a worker has 
been unnecessarily accessing - snooping - in patient data (PHI). 

 
This monthly monitoring depends on the type of practice. Old school practices, with 
paper medical records and few electronic gadgets, will have one way to monitor for 
abuses of patient data (PHI). Cutting edge practices, with EMRs and lots of computers, 
will have another way (automated logs and computer reports) to monitor for abuses of 
patient data (PHI). 
 
The Privacy Officer should always be aware of (monitoring) whether colleagues are 
following the practice's policies & procedures 
 
What should the privacy officer be monitoring? Paul the physician assistant needed to 
be monitored. The privacy officer should have noticed the Post-It note with the 
password stuck to the screen. The privacy officer needs to look out for these sort of 
obvious mistakes and correct them on the spot. 

 
Should the privacy officer have monitored Rhonda's Facebook page? It is probably 
going a bit too far to monitor every worker's Facebook page. 

 
The privacy officer should occasionally walk the halls on the lookout for changes in PHI 
Hotspots or noticing changes in physical aspects of the practice such as a broken door 
lock or open window.  Outdoor spaces such as garbage dumpsters have been the 
source of several HIPAA violations. 

 
Once a year, the privacy officer will send a report to HHS-OCR detailing the minor 
breaches that have occurred in the practice. For example, faxing a prescription to the 
wrong number is a breach of patient data (PHI). Is this mandatory?  No.  Then why is it 
part of the gold standard?  Because HHS-OCR is much less likely to investigate a 
practice that has gone above and beyond the minimum and self-reported. 
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A similar situation is when the police are looking to solve a crime, they never bother with 
the people who volunteer information. It is the people who are avoiding the police that 
committed the crime. Sending a report to HHS-OCR is, in essence, sending a message 
that this practice cares about protecting patient privacy (HIPAA). 

 
Heaven forbid there is a major breach (greater than 500 patients affected), it should be 
reported right away. 
 
The privacy officer has worked hard to develop the policies & procedures, has worked 
hard to train the workforce. Now is where the theory meets the reality, where the rubber 
meets the road. The privacy officer must honestly assess how each member of the 
workforce has absorbed the training and is implementing the policies & procedures 
during stressful workflows where many things are occuring. 

 
Discretion and judgement are advised. The privacy officer should use judgement to 
decide whether certain workflows allow for work arounds. The privacy officer should use 
discretion in determining whether surprise or random "inspections" are necessary. In 
these cases, document the workflow situation and update the policies & procedures. 

 
 

This concludes the description of the training activity.  
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HIPAA Notebook 
 
Let’s check in on updates to the HIPAA Notebook.  The HIPAA Notebook should now 
have these sections completed. 
 
Page 1:   Form designating the privacy officer  
 
Page 2:   PHI Hotspots  
 
Section:  Risk Assessment  
 
Section:  Policies & Procedures  
 
Section:  Training  
 
Section:  Monitoring 
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Miscellaneous Considerations 
 
Rhonda and Paul will not pay the fine.  The practice owners will pay the fine. 
Regardless of who triggers a HIPAA violation, the practice owners are responsible.  
Read those sentences again - they are important. 
 
Colleagues will grumble and complain about some policies & procedures. Work hard to 
listen to their complaints and find creative ways take their advice and be compliant. 
Listen to workers, but remember that the privacy officer has a fiduciary duty to protect 
the practice. Workers will not directly get in trouble for a HIPAA violation. The practice 
will pay the price. 

 
An unpunished violation is just as bad as not having a compliance program at all.  A 
practice must enforce penalties for violating policies & procedures.  Several HIPAA fines 
explicitly state this mistake.  Repeated violations must be met with increasingly severe 
penalties. 
 
Some people think they are above the law. If the boss/owner/doctor/manager is ignoring 
or willfully violating HIPAA, start looking for a new job. HIPAA violations are a stain on 
the careers of everybody who works in the practice, regardless of who triggered the 
event. 

 
HIPAA is a federal law that is vigorously enforced by federal agents. These agents have 
investigated and given multi-million dollar fines to Fortune 500 companies and their top 
law firms.  Taking the HIPAA Police lightly is a great risk to the practice and to the 
careers of everybody working at the practice. 
 
HIPAA is a federal law that is a "floor" for patient data (PHI) protections in all 50 United 
States. States may have more stringent rules than HIPAA, but not less. Check with your 
attorney for legal advice on state privacy laws. 

 
If you work in a practice that has multiple locations, do not assume that the head office 
has covered HIPAA. Remember the litmus test: if your practice location does not have a 
HIPAA notebook, it is not HIPAA compliant. 
 
It is a big mistake to think that HHS-OCR is ignoring HIPAA violations in small practices. 
On the HHS website, there are many examples of small practices paying big HIPAA 
fines. 
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Using healthcare products that say they are HIPAA compliant, does not make the 
practice HIPAA compliant. For example, using a HIPAA compliant EMR does not make 
the practice compliant. The four activities, discussed above, are essential to being 
compliant. 

 
 

 
This is a working white paper. Your feedback is encouraged at clinicnerds@gmail.com 
or via Twitter/Facebook @ClinicNerds 
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Appendix A 
 
There is no recommended list of policies & procedures because every practice is 
different.  This is an outline of categories, topics, and subjects that that might be 
considered for policies & procedures.   The ClinicNerds divide HIPAA up into PHI and 
Patient Rights.  This list reflects that division. 
 

 
Protected Health Information (PHI) - Ideas for Policies & Procedures 

 
Paper Medical Records  
  Medical Record Checkout  
  Taking Medical Records Outside the Practice  
      Home visits  
      Taking work home or to cafe  
 
Business Equipment  
  Fax Machine 
  Copier 
  Multi function print/copy/scan/fax  
  Cash Register 
  Security Cameras  
  Security Alarms  
  Telephone (landline)  
  Voicemail  
 
Computer Equipment  
  Network equipment (modem, Wifi router, server computer) 
  Computer peripheral devices  (external storage devices, backup drives/tapes) 
  NerdSecured 
     Automatic software updates, automatic screen locks, separate user accounts, 
     strong sentence based passwords, encrypted hard drive storage  
  
Medical Equipment  
 
Personal Equipment (laptops, cellphones, etc)  
  
Social Media (Facebook, Twitter, Reddit, etc) 
  The practice's social media social media accounts  
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  Worker use of personal social media social media accounts  
 
Software  
  Practice Management  
  EMR 
  e-Prescribing  
  PACS system (picture archiving communication software)  
  Spreadsheets  
 
Business Associates  
  Communicating (patient data) with Business Associates  
 
Appointment Reminders  
  Phone calls  
  Postcards  
  
Patient Check In / Out  
  Greeting Patients in Reception / Waiting Room 
  Medical Procedures Requiring Special Discretion  
 
PHI Disposal / Destruction  
 
Nightly closing of the practice  
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Patient Rights - Ideas for Policies & Procedures 

 
HIPAA grants eight (8) patient rights.  Each practice must go through its workflows and 
figure out how to support these patient rights.  A couple of these patient rights are an 
administrative nightmare.  (e.g. #5 accounting of disclosures)  
  
  1. Get a copy of the medical record 
  2. Request a correction to the medical record 
  3. Request confidential communications  
  4. Request to limit what is shared  
  5. List of those with whom medical record has been shared  
  6. Get a copy of the practice's Notice of Privacy Practices  
  7. Designate a healthcare agent - i.e. choose someone to act for you 
  8. File a HIPAA compliant  
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Appendix B Sample Forms  
 
 

Official Designation of the Privacy Officer 
 
 
On this date __________________ the owner(s) of the  
 
clinic _______________________________________________________________ 
 
located at ___________________________________________________________ 
 
officially declare ______________________________________________________ 
 
to be the Privacy Officer.  The owner(s) promise their full support of the Privacy Officer’s 
 
efforts to train the entire staff on patient privacy rules, perform audits of systems, handle  
 
patient complaints, and perform breach notifications.  The Privacy Officer will document  
 
all activities in the clinic’s Privacy Notebook.  
 
(print name then sign) 
 
Clinic Owner  ________________________________   _____________________________ 
 
Clinic Owner  ________________________________   _____________________________ 
 
Clinic Owner  ________________________________   _____________________________ 
 
Clinic Owner  ________________________________   _____________________________ 
 
Clinic Owner  ________________________________   _____________________________ 
 
By signing below, the person agrees to assume the duties and responsibilities of the Privacy 
Officer. 
 
Privacy Officer ______________________________  _______________________________ 
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End of document.  
 

 
This is not legal advice. 
 
All material copyright ClinicNerds LLC and may not be copied, used, or printed with 
permission. 
 
PHI Hotspots is a Trademark of ClinicNerds LLC  
NerdSecured is a Trademark of ClinicNerds LLC  
 
ClinicNerds LLC is incorporated in Nevada and headquartered in Reno, Nevada  
Bert Ryan is the owner & founder 
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