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Not all HIPAA violations are the same, 
but here is a typical example.

This is based on the press releases, 
resolution agreements and corrective action plans

which anybody can find on the HHS website.

As of late 2017, there are about 40 of these
major HIPAA violations.  This does not cover

the thousands of minor violations.

 
Bert Ryan of ClinicNerds

Presents

Overview of a HIPAA Violation



Precipitating Event
e.g. Laptop is stolen from employee car

Preliminary Investigation

Official Investigation

Resolution Agreement

HIPAA Probation Begins

HIPAA Probation Ends

3 Years

~ 1-2 Years

We use the term "HIPAA Probation" but 
it is legally called a "Corrective Action Plan" (CAP)

Timeline



Kim the Office Manager
Memphis Family Clinic is a hypothetical small 
doctor office in Memphis, Tennessee.  Two 
doctors own the clinic.  Nine people work at 
Memphis Family including a couple nurses, 
receptionist, back office and the office manager 
Kim.  Kim is the main character in all of 
ClinicNerds examples and documents. 

HIPAA Police
We use the nickname HIPAA Police 
because it it too hard to say the 
Department of Health & Human 
Services' Office of Civil Rights.  These 
are the federal agents that enforce the 
HIPAA rules.  The HIPAA Police have 
ten regional offices.  HHS Region 4 in 
Atlanta covers Tennessee and thus 
Memphis Family Clinic.

The characters in the story

Picture of Doc's Stolen Laptop

Precipitating Event
Laptop is stolen from the doctor's car
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Kim the Office Manager
As required by law, Kim self-reports the stolen 
laptop to the HIPAA Police.  Kim learns that she 
is also supposed to notify the patients affected 
and the press because of the number of patient 
records that were on the stolen laptop.

Preliminary Investigation

HIPAA Police
Receive notice of the doctor's stolen 
laptop and open a preliminary 
investigation.

Patients Affected

Press 
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Precipitating Event
Laptop is stolen from the doctor's car



Preliminary Investigation

HIPAA Police
The preliminary investigation is fact 
finding.  The HIPAA Police are trying 
to determine if they need to open a full 
investigation.  They request that 
Memphis Family send them several 
types of documents.  Policies & 
procedures related to Memphis 
Family's risk-assessment.

Kim the Office Manager
Kim and the clinic owners start to scramble and 
worry.  They contact their lawyer.

HIPAA Risk 
Assessment 

HIPAA Policies 
& Procedures

Proof of HIPAA 
Training 

Documents Requested
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Kim the Office Manager
Kim and the clinic owners work late for the next 
two weeks to put together the requested 
documents.   They send them to the HIPAA 
Police.  Kim has no idea if the documents are 
going to be good enough.  Memphis Family has 
not conducted HIPAA training so they do not 
have that documented.

HIPAA Risk 
Assessment 

HIPAA Policies 
& Procedures

Documents Returned

HIPAA Police
The documents have all the signs of 
trying to play catch-up.   Memphis 
Family has given lip-service to HIPAA. 
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.. weeks elapse ..

Kim the Office Manager
Everybody is concerned.  Weeks go by with no 
response.  Some stories have appeared in the 
press.



HIPAA Police
Memphis Family's documents are 
reviewed.  It is obvious that they have 
thought and done very little about 
HIPAA.   The HIPAA Police decide to 
open an investigation.  Via certified 
mail, they send the legal notification to 
Memphis Family.

Notification of 
HIPAA 

Investigation 

Via Certified Mail

Kim the Office Manager
Kim signs for the certified mail delivery.  
Memphis Family is officially being investigated 
by the HIPAA Police.  

Official Investigation
The Atlanta office of the HIPAA Police have 
opened an official investigation of Memphis 

Family Clinic
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Note
 On average, HIPAA 
investigations last 
one to two years

Risk-Assessment 

Who is the designated "HIPAA Privacy Official'?

Please provide a copy of the clinic's risk-assessment.

Who conducted the risk-assessment?

How was the risk-assessment documented?

Was the stolen laptop documented in the risk-assessment?

HIPAA Police
A sample of the likely topics and 
questions that will come up during the 
investigations & interviews.
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Disclaimer: We have not participated in these discussions.
These topics & questions are conjecture based on 
various HHS documents.



Policies & Procedures
Please provide copies of all policies & procedures.

Who developed the HIPAA policies & procedures?

Where are the HIPAA policies & procedures documented?

Who trained the staff on the HIPAA policies & procedures?

When was staff training conducted?  How often?

What is the password policy?  How is it verified?

Is there a policy about encrypting computer devices?

Was the stolen laptop encrypted?   

Are any computer devices encrypted?

How often is computer software updated?

Please list the user accounts on all computers.

Do computers automatically lock when not used 
for 3 minutes?

Did each person attending training sign and date a document
saying that they understood and will follow the HIPAA 
policies & procedures?  Please provide copies.

What happens to a person that does not follow the HIPAA 
policies & procedures?
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Various Topics
Please list all of your business partners.

Do you have any signed Business Associate Agreements?
If yes, with who?

Have any employees left or been fired recently?

When an employee leaves, is there an exit interview?

Does anybody run reports to monitor use of PHI?
If yes, please provide copies of these reports.

How often is the risk-assessment updated?

How often are the HIPAA policies & procedures updated?

HIPAA Police
Memphis Family's responses to the 
interviews will likely come up short.  
So the HIPAA Police will offer a 
Resolution Agreement including a fine 
and probation.

Kim the Office Manager
While continuing to run the clinic, Kim and the 
owners of Memphis Family have to respond to 
these questions and requests. 
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Usual Terms of the Agreement

Fines have ranged from $25,000 to several million dollars.  

Three year Corrective Action Plan or "HIPAA Probation"

A press release announcing the Resolution Agreement.

The HIPAA Police put the agreement and press release on the 
main HHS website.

Each side pays it's own legal fees

Kim the Office Manager
Kim and the owners of Memphis Family sign 
the agreement with the HIPAA Police.   The fine 
can be paid in three installments. 

HIPAA Police
The region 4 manager in Atlanta signs 
the agreement. 

 ©  ClinicNerds 

Resolution Agreement
Memphis Family Clinic does not admit any wrong 
doing but pays a significant fine and agrees to a 

three year Corrective Action Plan



"HIPAA Probation" Begins
A Corrective Action Plan is a legal way of saying that 

Memphis Family Clinic is on HIPAA Probation for 
three years. 

Kim the Office Manager
Kim and the owners of Memphis Family have 
a strict timetable for completing actions.  
Everything is sent via certified mail to the 
HIPAA Police for review.  Within 90 days they 
must have a new risk-assessment.

HIPAA Police
Review, comment, correct, approve 
and respond.  

New 
Risk-Assessment
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New HIPAA 
policies and 
procedures 

Kim the Office Manager
Kim and the owners of Memphis Family 
integrate the changes requested by the HIPAA 
Police.  They then have 60 days to redo their 
HIPAA policies & procedures.

HIPAA Police
Review, comment, correct, approve 
and respond.    

Kim the Office Manager
Kim and the owners of Memphis Family 
integrate the suggestions.  They then have 30 
days to provide training on the new HIPAA 
policies and procedures.  Every employee 
signs document stating that they understand 
the new policies. 

Signed document 
from each 
employee 

HIPAA Police
Review, comment, correct, approve 
and respond.  
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Kim the Office Manager

Kim and the owners of Memphis Family create 
a monthly and annual plan for maintaining and 
monitoring the risk-assessment, policies & 
procedures, PHI, etc. 

New HIPAA 
Maintenance and 
Monitoring Plan

HIPAA Police
Review, comment, correct, approve 
and respond.  

Kim the Office Manager

For the next 2 years, Kim and the owners of 
Memphis Family continue to provide quarterly 
and yearly updates to the HIPAA Police. 

Quarterly & 
Yearly Updates
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HIPAA Police
Review, comment, correct, approve 
and respond.  



"HIPAA Probation" Ends

HIPAA Police
Review, comment, correct, approve 
and respond.  

Kim the Office Manager

Employee morale starts to recover... 

Note
 From the stolen laptop (the Precipitating Event) to the end 
of HIPAA Probation, five years have elapsed.  

The stolen laptop was just the event that triggered the 
deeper investigation.  

Memphis Family Clinic got the fine because they lacked a 
decent risk assessment, risk management policies & 
procedures, training, and monitoring.  



HIPAA Lifeguard App
Do-It-Yourself Risk Assessment

ClinicNerds have developed theses apps 
to prevent this 5 year nightmare

CCC App 
( Clinic Collaboration Community )

Open Source Policies, Procedures, Checklists, etc 

The End
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