Metascan Portable USB Creation Step-by-
step Guide

What you need to start:

e The ZIP file containing this PDF and our customized Make_PE3
e |P address / hosthame of Metascan Server

o  Windows 7 32-bit install disk

e OPTIONAL: Any drivers you wish to add



1> Unzip folder to hard drive

v Local Disk (C:) » MetascanBootableUSE »
- eeee——

brary = Share with = Burn Mew folder

Mame B Date modified Type Size

. addsgtti 71272012 6:42 AM  File folder

1. AIK_Tools 71272012 6:42 AM  File folder

L. GetWaikTools 3/19/201312:16 AM  File folder

1. Help_Info 11/25/201310:14 ... File folder

.. IME_support 1/12/2012 6:42 AM File folder

. ImgBurn_2580 11/25/201311:51 ...  File folder

. makebt 11/26/2013 1:24 AM File folder

o MULTI 8/8/201211:55 PM  File folder

Lo MULTLISO 7A2/2012 6:42 AM  File folder

}. Packages 171272012 6:42 AM File folder

.. PE3_mod 7/12/2012 6:42 AM File folder

. ShutdownPE 3/19/2013 2:56 AM  File folder

. TestMF20 7/12/2012 6:41 AM  File folder

1. WContiglls 11/25/201310:24 ... File folder

L. winTpe_amdBd 1/12/2012 6:41 AM File folder

L owinTpe_iabd 771272012 6:41 AM File folder

L winfpe_xBb 71272012 6:41 AM  File folder

@ BOOT_IMG.exe 11/26/2013 5:06 AM  Application 763 KB
@ imdiskinst.exe 10/31/2013 6:21 AM  Application 338 KE
Make_PULTI_ISO.crnd 27272012 1:29 AM Windows Comma... 4 KB
Make_PE3.cmd 117262013 2:24 AM  Windows Comma... 185 KB
@ Make_PE3.exe 11/26/2013 2:21 AM  Application 817 KB

2> Navigate to PE3_mod/PE3_add/x86/Program Files/MetascanClient



b Local Disk (C:) » MetascanBootableUSE » PES_mod » PE3_add » x86 » Programn Files » MetascanClient
 —————————— |

brary = Share with - Burn Mew folder

-~

Mame Date modified Type Size

w4 MetascanClient.exe 11/18/2013 5:27 PM  Application 2542 KB
i | MetascanClientConf.ini 12/10/20131:24 PM  Configuration sett... 2KE
MetascanConnectorContextMenu.bat 1271072013 2:39 PM Windows Batch File 1KE
# | omsClientConfig.ini 12/10/20131:25 PM  Configuration sett... 1KB
/%) omsRemote.dll 12/10/20131:22 PM  Application extens... 210 KB
= gmsRemoteCLU, exe 12/10/20131:22 PM Application 454 KB

|%| omsRemoteCOM.dII 12/10/20131:22 PM Application extens... 99 KB



3> Set the Metascan IP address in “MetascanClientConf.ini” and “omsClientConfig.ini”.
OPTIONAL: You may wish to set Metascan Client’s options within
“MetascanClientConf.ini”

File Edit Format View Help

[remote client]
T =3, 200, XX, XX
port=8008

j MetascanClientConf.ini - Notepad

File Edit Format View Help

[metascanclient]
;URL To Metascan REST server. For more details, refer to "Using REST server' guide.
server=xx.xXx}.Xx.Xx: 8008,/ metascan_rest

;Server response timeout in seconds
timeout=300

;Max file size threshold for calculating hashes.
too_big_file_if_kilobytes=102400

;add URL image path for displaying customized image (dimensions 620 x 20).
banner_image<|

;performance tuning parameter
thread_count=10
batch_size=100

;skip file if it has bigger size than the following value (in Bytes).
maximum_file_size_bytes=5242880

;valid folder/drive path. uUse "ALL" to scan all fixed drives,
i e.g., scan_location=c:'Windows, scan_location=c:"
scan_location=ALL

;set full path to log file
; log_file=C:'MetascanClient. log

; disable logging by setting uncommenting the following, skipped files will not be Togged.
; log_enable=0

;0: allow custom scan

:1: allow fast scan

;2: allow deep process scan

;3: allow fu]? scan (if you are using demo version, this will be ignored)
allowed_scan_levels=3,0

auto_start=0

OPTIONAL: If you wish to add drivers, drag and drop their folders into
\PE3_mod\WIN7_drivers\x86. Additional customization options can be found
in \PE3_mod\Customize_Info.txt



4> Save and return to the root folder of the project. Run “Make_PE3.cmd”. If UAC is
enabled, run as Administrator

5> You should see this screen. Press a key

-

& Administrator: Make_PE3.cmd - V 48 - Portable Windows 7 PE - 150 Boot Image for HDD or USB ... 2|0 e

Make_PE3.cmd — Create Portahle Windows 7 PE — Date = Wed 121172013 15:21:83

In Windows 7 0% use R—mouse menu to RBun Make_PE3.cmd as Administrator
Uzer Account Control OFF is useful to prevent ERRORS with Windows 7 05

Continue to Aunto Collect Tools as Dism and Imagex — Or Close to STOP

Press any kevw to continue




6> Insert a Windows 7 32-bit installation disk. Select option 1

i Administrator: Make_PE3.cmd - V 4.8 - Portable Windows 7 PE - ISO Boot Image for HDD or USB ... [:=|- ]|

Make_PE3.cmd — Create Portable Windows 7 PE — Date = Wed 12112813 15:21:33

?pe_amdbd IS0 Win? Recovery IS0 with Windows 7 GUI C - CDh [HO1
ped_amded IS0 AIK Windows PE 3.8 with Windows 7 GUI Adobe [YES 1

Drop driver folder in WINY _driverssamdbd4 and Select 2 HetFrame [HO1
T — AIK Toolsz = G:“Program Filesz“Windowsz AIK“Tools-AMDG4
— Sustem Locale = en-US Arch = amdb4 E — Uersion =
Windows 7 Source = [C:1]
Windows 7 Files — without AIK M - MHake “pe_amdb4 IS0
Collected Win? Files without AIK to Remake 7Ppe_amdtd IS0
Windows 7 Files and wuse AIK to Make ped_amd64 IS0
Collected Win? Files and use AIK to Remake peld_amdod ISO

Quit pred folder = C:iswinped_amdbd P - Optimize

your choice: 1




7> Select the drive containing the Windows 7 disk

Browse For Folder

=

Select a Folder:

M Computer
&, Local Disk (C)
ea DVD RW Drive (D)
4 BD-ROM Drive (F:) GSPIRMCENVOL_EM_DVD
# OPSWAT Resource Share (R:)

BD-ROM Drive (F:) GSP1IRMCENVOL_EM_DVD

Folder

[ oK Cance

8> Select option 2. On future runs, option 3 can be selected. This step may take some
time to complete

F

&8 Administrator: Make_PE3.cmd - V 4.8 - Portable Windows 7 PE - ISO Boot Image for HDD or USB .. (=) e

Make_PE3.cmd — Create Portable Windows 7 PE — Date

TYpe_x86 IS0
ped_x86 IS0

= Wed 12112813 15:25:84

? GUI L[HO1
? GUI [YES1

[HO1

G — CD
Adobe

Win? Recovery IS0 with Windows
AIK UWindows PE 3.8 with Windows

Drop driver folder in WIN? _drivers xB6 and Select 2 MetFrame

AIK Tools = G:“Program Files“Windows AIK~Tools“AMDG4

Sustem Locale en—-US Arch »*B6 E - Uersion

Windows ? Source = [F:1

7 Files ALK HM — Make

ALK to

Windouws — without 7pe_x86 IS0
Ppe_x86 IS0
ped_x86 IS0

ped_x86 IS0

Collected Win? Files without
? Files

Remake

Windows and use AIK to Make

Collected Win? Filez and use ALK to Hemake

Quit ped folder = G:iwwinped_x86 P — Optimi=ze

vour choice: 2




9> Eventually you will reach this screen. The window will tell you where the ISO was
created

Bl Administrator Make_PE3.cmd - V 4.8 - Portable Windows 7 PE - ISC Boot Image for HDD or USE .. | =NNC ﬁ

After optimization, image file 1is £8M231736 bytes "

Ppe_xB6_E.iso Boot Image wasz made in
Workfolder “MetascanBootahlelSBwwin?pe_x86
- BOOT_IMG.exe can Install Vpe_xB6_E.iszso in GRUB4DOSE Menu on HDD oy USEB
UEFI_HMULTI .exe can make USB-Drive hootable with Ype_xB6_E.iszo

= WinContig.exe can make Vpe_xB6_E.iso contiguous and bootahle

Reboot computer and Select Ppe_x86_E.iso from GRUB4DOS Boot Menu HDD -~ USE

- 0 Uze ImgBurn to Write image 7pe_xB86_E.isze to disc
Reboot computer and Boot from CD » DUD

Wed 12-11-2813 15:41:53

10> At this point, the ISO is ready to be burned onto a disk or can
be placed onto a flash drive

a. There are many tools which can accomplish this. An easy one
to use is EasyBCD, which allows the product to run in-
memory so the USB can be removed after boot

b. Instructions on using EasyBCD to set up the ISO are included
below


https://neosmart.net/EasyBCD/

11> Copy the ISO onto the root of your USB drive

————————— .
r METASCAN (E:)
=, e 000000000

- Burn Mew folder
Marne Date modified Type Size
|®| Tpe x86_E.iso 12/11/2013 3:41 PM  Virtual CloneDrive 273,664 KB
12> Open EasyBCD

File  Tecls Help

EasyBLCD Toolbox Display Mode

@ Overview () Detailed (Debug Mode] ] 1 WordWrap
! View Settings

There is one entry in the Windows bootloader. #

= .
% Edit Boot Menu Default: Windows 7

Timeout: 30 seconds
EasyBCD Boot Device: C

“ g Add New Entry
: Entry #1

Mame: Windows 7

@ Advanced Settings BCD 1D {current}

Drive: CY,

Bootloader Path: \Windows\system 321win|uad.exe|

E‘:: BCD Backup/Repair

".;;:" Bootloader Setup

—
S Useful Litilities




13> Click “Bootloader Setup”, then select the flash drive from the “Partition” drop-
down menu. Click “Install BCD”

File Tools Help

EasyBCD Toolbox

H |

View Settings

5
7 Edit Boot Menu

* 3 Add New Entry

@ Advanced Settings

i:: BCD Backup/Repair

t.:;" Bootloader Setup

u—
§  Useful Litilities

= S

Create Bootable External Media

EasyBCD can automate the process of creating bootable media.
Select a partition below to begin.

Partition: [ Partition 1 (E: as NTFS - 29 GiB) -

MER Cenfiguration Options

i@ Install the Windows Vista/7 bootloader to the MER

(71 Install the Windows XP bootloader to the MER

‘OtheMER ‘ 1




POSSIBLE: You may encounter an error if the first partition is not flagged properly. If you
encounter this error, open an elevated command prompt and use the “MbrFix.exe” tool
found in \PE3_mod\PE3_add\x86\Windows\System32 and use the “clean” command. This
will erase reset the USB device’s partition table

Operation Not Allowed! - - i

Please either select a different drive or convert the selected partition to
primary first, then try again.

hisz command deletes all partitions.

ou are about to Delete partitions.
re you sure YoHX?7 Y

POSSIBLE CONTINUATION: Remove and re-insert the USB drive. Format it and copy the ISO
back onto the drive. Proceed with step 13



14> This screen should appear. Click “Yes”

fEoctabie Dk Croated |

l__

@ EasyBCD has successfully converted the selected disk into a bootable

WY drive. In order to configure the boot menu entries on the selected
partition, you must use 'File | Select BCD Store’ and choose the
‘boot\BCD file on the partition you just prepped.

Would you like to automatically load the newly-created BCD store in

EasyBCD now?
|
Yes Mo
15> Go to “Add New Entry”, then “ISO Boot”. Choose the path to the ISO and choose
“Load from Memory”. Click “Add Entry”
%, EasyBCD 2.0.2 - NeoSmart Technalogies = =] %= |

File Tools Help

EasyBCD Toolbox Operating Systerns

£ windows Hl Linmu'Esnl B Mac | g’ NeoGrub

! View Settings

Type: [Windu-ws Vista/7 A ]

-
ot e
% Edit Boot Menu Mame: Microsoft Windows 7

Drrive:

* = Add New Entry

') Add Entry

@ Advanced Settings
| : Portable/External Media
£ BCD Backup/Repair () WiInPE | /=) Virtual Disk | BIOS Extender |
".-:}: Bootloader Setup Name: |Mietascan USB I
Mode: [luad from Memory T]
rTH_'_ Useful Liilities Path: G'\7pe_x36_E.iso

[] Force portable entry
o Add Entry




16> Go to “Edit Boot Menu”, then check “Skip the boot menu” and click “Save
Settings”

i, |'\

¥ EasyBCD 2.0.2 - NeoSmart Technologies = @] =

File Tools Help

EasyBCD Toolbox Modify Menu Entries
P— Y Ja
! View Settings T Up ‘ - Down @ Rename ‘@ Delete
5 Ent Default
. Edit Boot Menu v

Metascan USE Yes

*  Add New Entry

@ Advanced Settings

- BCD Backup/Repair

‘ _;' Bootloader Setup

Timeout COptions
=" Skip the boot menu
v Useful Utilities _

L) Boot default OS after seconds

The USB drive is now bootable and ready for deployment.
Congratulations!



