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In   October   of   2016,   Orange   partnered   with   the 
White   House,   the   City   of   San   Francisco,   and 
private   sector   and   academic   partners   to   explore 
how   companies   in   Silicon   Valley   might 
accelerate   data   sharing   for   commercial   and 
social   benefit.   The   initiative   began   with   a 
workshop   to   explore   models   for   data   sharing 
and   identify   challenges   and   opportunities.   From 
this   meeting   and   follow-on   conversations,   a 
consensus   emerged   that   a   Silicon   Valley-led 
coalition   with   White   House   support   would   be 
valuable.   As   the   new   Administration   continues 
to   develop   its   priorities,   we   are   calling   on 
partners   in   the   Valley   to   collaborate   with   us   to 
turn   these   insights   into   tangible   tools   and 
capabilities. 
 
At   Orange,   data   is   essential   to   serving   our 
customers.      Data   is   “the   new   oil”,   a   foundational 
fuel   for   the   insights,   technologies,   products,   and 
services   that   will   drive   value   creation   for 
businesses   and   societies.      The   amount   of   data 
is   growing   rapidly   –   the   rate   at   which   new   data 
is   created   is   doubling   every   two   years   –   and   its 
importance   is   growing   as   well.      It   is   the   lifeblood 
of   the   new   giants   of   industry.      The   five   most 
valuable   firms   in   the   world   now,   Apple, 
Alphabet,   Microsoft,   Facebook   and   Amazon   can 
be   considered   data   companies. 
 
As   Orange   and   other   companies   move   into 
adjacent   spaces   such   as   Smart   Cities   and   the 
Internet   of   Things   (IoT),   component 
technologies   such   as   artificial   intelligence   (AI) 
that   rely   on   data   as   inputs   will   be   critical   areas 
of   investment.      Thus,   data   sharing   will   become 
even   more   pivotal,   both   supporting   the 
development   of   algorithms   that   drive   intelligent 
decision   making   and   creating   value   from   vast 
amounts   of   IoT-related   data. 
 
Along   with   data’s   rising   importance   comes   a   set 
of   challenges   to   making   the   most   of   it.      Risks 
abound,   ranging   from   the   reputational   risk   of 
losing   customers’   trust   to   competitive   risks   of 

sharing   too   much   with   others   in   the   same 
space.   Institutional   inertia   and   misaligned 
incentives,   coupled   with   silos   between   and 
within   organizations   and   the   necessity   of 
marshalling   new   resources   to   maximize   the 
value   obtained   from   that   data,   are   significant 
barriers.   Data   often   languishes   unseen   or 
unused,   insights   are   never   developed,   and   value 
never   created   because   of   walls   between 
organizations,   opaque   data   formats,   and   the 
difficulty   of   discovering,   accessing,   and 
analyzing   new   data. 
 
However,   there   are   rising   opportunities   and   a 
new   focus   on   discovering   and   building   ways   to 
share   data.      Doing   so   will   require   the 
development   and   deployment   of   new 
technologies,   but   more   importantly,   will   also 
require   attitudes   and   practices   to   change   as 
well.      The   realization   that   more   value   can   be 
unlocked   from   data   when   organizations   partner 
with   each   other   is   not   a   new   one,   but   now   is   an 
exciting   time   when   new   approaches   are   being 
taken   to   enable   those   partnerships. 
 
We   started   this   conversation   to   help   develop   a 
shared   understanding   in   Silicon   Valley   of   the 
challenges   we   face   in   sharing   data,   and   the 
successes   that   result   when   this   is   done   well. 
We   hope   this   will   be   the   first   step   in   accelerating 
partnerships   to   unlock   more   of   the   business 
value   and   social   value   from   the   massive 
amounts   of   new   data   being   generated.   In   this, 
we’re   better   together. 
 

 
Georges   Nahon 
CEO,   Orange   Silicon   Valley 
   



   
 

 

 

 
 

 
 
 
 
 
 

Creating   business   and   social   value   from   data   all 
too   often   requires   the   data,   the   problem   experts, 
and   the   solution   providers   all   to   reside   in   the 
same   organization.      By   enabling   better   data 
sharing   between   organizations,   we   grow   the 
number   of   problems   that   can   be   solved   and 
increase   the   value   created   from   our   data.   
   



What   happened   at   the   workshop? 
 
Key   outcome :   A   general   consensus   that   a   Silicon   Valley-led   initiative   with   support   from   the   White 
House   would   accelerate   private   sector   data   sharing   within   the   domains   of   Smart   Cities   and   the 
Internet   of   Things   as   well   as   for   applications   well   beyond   those   areas. 
 
The   idea   that   motivated   the   workshop   was   simple:   Orange,   a   global   telco   with   269   million   customers   in 
29   countries   and   enterprise   services   in   220,   is   on   a   data   sharing   journey   like   many   other   companies.      We 
wanted   to   get   to   know   some   individuals   from   other   organizations   with   whom   we   might   compare   notes 
and   share   best   practices   in   a   trusted,   off-the-record   way. 
 
Our   experience   tells   us   that   data   sharing   is   hard .   How   can   we   be   better   at   it?   Individuals   in   many 
other   organizations   must   have   been   addressing   some   of   these   same   challenges.  
 
Our   expected   outcomes   were   not   to   identify   all   of   the   best   practices,   business   models,   risk   mitigation 
strategies,   technical   solutions,   legal   concerns,   standards   needed,   etc.,   in   a   one-day   workshop,   but   to 
start   building   a   community   that   might   be   able   to   do   so   in   the   future. 
 
To   that   end,   Orange   hosted   56   individuals   representing   38   organizations   for   a   full-day   workshop, 
Chatham   House   rules   style,   not   for   attribution.   The   idea   was   to   create   a   safe   space   for   participants   to   get 
to   know   each   other   and   share   some   off-the-record   insights   about   where   their   organizations   were   on   their 
data   sharing   journeys. 
 
 
 

Who   participated? 
 
In   addition   to   Orange,   the   White   House,   and   the   City   and   County   of   San   Francisco,   participants   included 
representatives   from   a   wide   range   of   private,   public   and   academic   sector   organizations: 
 
 

Arizona   State   University 
Bayes   Impact 
City   of   San   Francisco 
City   of   San   Leandro 
CivicMakers 
Comet   Labs 
Data   Science  
DLA   Piper 
EDF 
Flow   Labs 
GSMA 
IBM 
IEEE 
 
 

Immuta 
Intertrust   Technologies 
Joint   Venture   Silicon   Valley 
Kaggle 
Loom  
LotaData 
Maricopa   Association   of 
Governments 
Mastercard   Advisors 
MIT   Media   Lab 
National   Science   Foundation, 
Big   Data   Innovation   Hub   West 
Orange 
 

OSlsoft 
Planet 
Quantified   Planet 
San   Francisco   Public   Library 
Splunk 
Stealth   Mode   Startup 
TechSoup 
UC   Berkeley,   Institute   of 
Transportation   Studies 
Verizon 
Visa 
White   House  
World   Bank   Group 
 

 
 
 
 
 

 
 
 

 
 
 



     

What   was   discussed? 
 
Welcome   and   Introductory   Remarks ,   Orange 
  
 
National   Vision,   Opportunities   and   Next   Steps ,   White   House 
  
 
Improving   Residents’   Lives   through   Data   Sharing ,   City   of   San   Francisco 
  
 
Orange’s   Data   Sharing   Journey ,   Orange 
  
 
Breakout:   Sharing   our   Data   Sharing   Journeys 
  
 
Small   group   discussions    of   experiences,   challenges,   successes,   and   lessons   learned 
  
 
Report   Back   and   Group   Synthesis 
  
 
Panel:   How   We   Might   Share   Data   –   Technical   Considerations   and   Solutions 
 
Panel   discussion   with   solution   providers   –   what   technical   platforms   need   to   include   and   how   close   the 
state   of   the   art   is   to   delivering   such   platforms 
  
 
Panel:   How   We   Might   Share   Data   –   Social,   Business,   Political   and   Organizational   Considerations 
 
Panel   discussion   with   practitioners   –   what   approaches   to   data   governance   and   internal   incentive 
structures   are   most   effective 
  
 
Breakout:   De�ning   Partnership   Opportunities:   MVPs/Pilots   and   Initiative   Action   Items 
 
In   small   groups,   identify   partnership   opportunities   to:   develop   specific   use   cases,   MVPs/pilots,   and 
community-led   initiative   actions   that   can   drive   value   creation   for   attendees 
  
 
Group   Discussion,   Participant   Commitments,   Closing   Remarks 
   



 
 

 

Through   the   panel   and   breakout   discussions,   participants 
acknowledged   a   few   critical   challenges: 
 
Risks ,   including   legal,   reputational,   and   competitive   risks,   are   inherent   in   sharing   data   and   are   often 
enough   for   internal   stakeholders   (legal   teams,   data   owners,   or   approvers)   to   err   on   the   side   of 
under-sharing   rather   than   over-sharing   data. 
 

● Legal   risks   include   both   violating   agreements   with   customers   about   which   of   their   data   is 
collected   or   how   it   is   used,   and   damage   to   customers   or   others   that   comes   from   the   exposure 
or   use   of   the   data.      As   legal   and   regulatory   regimes   vary   with   time   and   between   geographies,   as 
well   as   with   the   type   of   data,   staying   aware   of   and   implementing   required   policies   and 
reasonable   practices   is   challenging.   

● Breaches   leading   to   loss   of   records   (e.g.   Yahoo’s   loss   of   more   than   500   million   usernames   and 
passwords)   and   public   opprobrium   in   response   to   data   that   is   collected   and   used   during   the 
normal   course   of   business   (e.g.   in   response   to   revelations   that   Target   could   know   whether   a 
teenager   is   pregnant   before   her   family   does)   both   can   create   problems   for   a   company’s 
reputation. 

● Competitive   risks   stem   not   only   from   the   possibility   of   unintentionally   sharing   large   amounts   of 
data   with   the   wrong   player,   but   also   from   failures   to   understand   what   competitive   insights   might 
be   derived   from   shared   data. 

 
All   of   these   risks   are   increased   by   an   inherent   aspect   of   data   sharing,   namely   that   sharing   data 
increases   the   number   of   points   at   which   the   data   is   vulnerable   to   security   breaches,   exposure,   or 
misuse.      Data   sharing   is   also   often   used   to   bring   multiple   data   sets   together,   which   can   increase   the 
power   of   the   insights   developed   from   them,   but   which   also   means   that   misuse   can   be   more   damaging. 

 
Organizational     challenges    such   as   internal   power   dynamics,   misaligned   incentives,   and   institutional 
inertia   can   keep   valuable   data   locked   up.   Further,   lack   of   dedicated   funding   or   human   capacity   can   make 
it   difficult   both   to   release   data   and   to   analyze   shared   data   in   ways   that   pay   off. 
  
One   common   challenge   within   organizations   is   a   tension   between   the   roles   of   the   legal   and   information 
technology   (IT)   functions,   and   those   of   other   business   units.    Legal   and   IT   departments   that 
fundamentally   see   their   functions   as   risk   reduction    and   mitigation   will   necessarily   oppose   others 
whose   success   depends   at   least   in   part   on   their   ability   to   develop   new   applications   for   data   and   new, 
untested   ways   of   doing   business. 



  

Better   knowledge   sharing   and   alignment   of   efforts    to   advance   our   individual   and   collective   work   in 
several   areas   would   be   helpful: 

●     Best   practices :      A   shared   understanding   of   common   use   cases   and   models   of   successful   (or 
failed)   data   sharing   between   organizations   can   provide   invaluable   tools   for   each   organization   to 
adapt   for   its   own   needs.  

● Policies :   The   EU’s   GDPR   (General   Data   Protection   Regulation),   for   example,   will   soon   take 
effect   and   governs   how   data   on   European   citizens   may   be   shared.      Standards   bodies   as   well   as 
cities   and   companies   have   a   role   to   play   in   developing   effective   and   defensible   policies   for 
balancing   data   sharing   risks   and   opportunities.  

● Initiatives :      We   need   action.      Policies   and   best   practices   have   impact   only   when   tested   and 
scaled   up.      When   data   sharing   is   only   done   bilaterally,   organizations   duplicate   efforts   to   develop 
effective   tools   and   approaches.      Public-private   partnerships   and   regional   efforts   to   enable   data 
sharing   between   governments   and   the   private   sector   can   test   out   new   policies   on   broader   scales 
and   serve   as   a   platform   to   disseminate   best   practices. 

 
 

Resources   to   overcome   challenges 
 
Additionally,     there     was     broad     agreement     on     some 
resources     that     would     help     overcome     these 
challenges: 
 

● Better   sharing   of   use   cases   and   models   of   data 
sharing   that   could   show   potential   value   and   be 
borrowed   from   one   organization   or   industry   and 
applied   to   others 

● An   agreed-upon   set   of   best   practices   that   can 
reduce   risks   and   provide   both   guidance   and 
cover   to   those   who   would   share   data.   These 
could   be   developed   through   an   industry-led   or 
broader   working   group,   or   through   the 
leadership   and   endorsement   of   a   trusted   third   party,   which   could   be   either   industry-specific 
(e.g.,   GSMA   for   telecommunications   data)   or   more   general   in   its   remit   (e.g.,   IEEE). 

 
A   working   hypothesis   that    a   clear   industry   perspective   on   best   practices   for   data   sharing   would   be 
valuable   to   government   and   industry    stakeholders   was   supported. 
  



Guidelines   and   best   practices 
 

We   are   all   aware   that   having   generally 
agreed   upon   guidelines   or   best   practices 
would   be   useful.    Best   practices   would 
serve   as   guard   rails    for   how   to   share 
data   so   that   people   do   not   do   it   in   ways 
that   are   directly   threatening   to   privacy   or 
to   the   strategic   imperatives   of   those 
organizations   collecting   the   data. 
  
Tradeoffs   between   privacy   and   data   use 
are   often   controversial.      Guidelines   and 
best   practices   are   an   efficient   way   to 
integrate   applied   ethical   dimensions   in 
data   sharing.   Our   challenges   are   to 
identify   who   are   the   key   partners   available   to   help   us   in   such   an   initiative   while   also   searching   for   any 
standardized   success   metrics   for   these   guidelines   and   best   practices. 
 

 
Need   for   mechanisms   to   share   experiences 
 
One   point   emphasized   by   multiple   people   across   the   different   breakout   sessions   was   that   mechanisms 
for   sharing   knowledge   --    whether   those   are   models   of   data   sharing,   sets   of   cases,   successes,   and 
failures,   or   other   resources   for   being   able   to   do   this   more   effectively   --   would   be   helpful. 
  
Although   competition   for   resources   is   fierce   in   most   organizations,   cities   in   particular   face   an   uphill   battle 
in   being   able   to   invest   staff   time   and   budget   in   new   operating   models   and   resources   to   enable   data 
sharing.      The   need   for    trusted   privacy   protocols   and   trusted   third-party   intermediaries   can 
therefore   be   a   critical   enabler   for   cities    to   begin   tapping   into   external   data   sets   and   sharing   their   own. 
In   this   context,   even   case   studies   that   showcase   successful   approaches   are   valuable   tools   for   local 
governments.      We   believe   the   same   is   true   for   private   sector   enterprises   as   well. 
   



Share   with   us 
 
Data   is   the   critical   infrastructure   of   the   21st   century,   underpinning   business   innovation   and   public 
services.    It   empowers   business,   governments,   and   individuals   to   create   new   and   better   products, 
services   and   experiences   for   customers   and   communities.   Fundamentally,    we   believe   its   value   is 
increased   when   responsibly   shared. 
  
We   propose   to   create   a    Silicon   Valley-led   coalition    with   support   from   the   White   House   to   accelerate 
value   creation   from   private-sector   data:    business   value,   economic   growth,   public   bene�t   and   job 
creation .  
  
The   aims   of   this   coalition   would   be   to   support   practical   projects   towards   real   business   solutions,   and   to 
support   a   network   of   doers/practitioners   for   mutual   benefit.   Developing   business   models   and 
requirements,   and   advancing   proofs-of-concept   that   demonstrate   scalable   value   can   help   us   all   move 
forward.   We   welcome   your   ideas   and   partnership.      Connect   with   us   at    hello@orangesv.com . 
 
 
 
 
 
 

 
 

 
Will   Barkis,   PhD,   leads   the   Smart   Cities   portfolio   at   Orange   Silicon   Valley,   the 
Silicon   Valley   innovation   lab   for   the   global   telco   Orange   with   269M   customers 
in   29   countries.   He   currently   serves   as   Volunteer   Technology   Advisor   to   the 
SF   Mayor’s   Office   of   Civic   Innovation   where   he   is   driving   the   process   to 
create   a   Strategic   Plan   for   Smart   Cities   and   the   Internet   of   Things   for   SF.   He 
formerly   served   as   Director   of   Mozilla’s   Gigabit   Community   Fund   and   has 
worked   at   the   National   Science   Foundation   where   he   collaborated   with   the 
White   House   to   launch   the   US   Ignite   next-generation   apps   initiative. 
 
 
 

 
 
Mark   Peterson,   PhD,   works   on   strategy,   innovation,   and   technology   at 
Orange   Silicon   Valley.      His   portfolio   focuses   on   improving   data   discovery   and 
management   within   Orange   and   building   tools   and   processes   to   improve 
B2B   (business-to-business)   data   sharing.      Previously,   he   founded   and   led   the 
Data   and   Analytics   team   at   the   US   Agency   for   International   Development 
(USAID).         Prior   to   joining   USAID,   Mark   was   a   consultant   with   the   Boston 
Consulting   Group   (BCG),   shaping   strategy   and   operations   in   global   health, 
pharmaceuticals,   and   education.   He   received   his   B.S.   in   Electrical 
Engineering   from   Stanford   University   and   his   PhD   in   Computational   Biology 
from   the   University   of   California,   San   Francisco. 
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