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1. Purpose

This Information Security Policy aims to protect Noble’s critical business information, ensure the
confidentiality, integrity, and availability of its data, and safeguard the company’s technology
infrastructure against unauthorized access, data breaches, and other security threats. By
implementing this policy, Noble seeks to foster a security-conscious culture and align with
industry best practices and legal obligations.

2. Scope

This policy applies to all employees, contractors, partners, and any other parties who have
access to Noble’s systems, networks, applications, and data. It covers the protection of sensitive
information related to customers, employees, and the company itself.

3. Key Objectives

Safeguard the confidentiality, integrity, and availability of Noble’s information assets.
Ensure compliance with relevant laws, regulations, and industry standards.

Provide guidelines for secure access to, and usage of, information systems.
Establish processes for monitoring, detecting, and responding to security incidents.
Reduce the risk of data breaches and minimize the potential impact on the business.

4. Responsibilities
4.1 Executive Management

Noble’s executive management is responsible for ensuring that adequate resources are
available to implement this policy and for fostering a culture of security awareness across the
organization.

4.2 IT Department



The IT Department is responsible for implementing, maintaining, and monitoring the technical
security measures outlined in this policy. This includes overseeing access controls, network
security, and incident response protocols.

4.3 Employees

All employees must adhere to this policy, participate in regular security training, and report any
security incidents or breaches promptly. All new hires must complete security training as part of
their onboarding process.

5. Information Classification
All data at Noble is classified into the following categories:

e Confidential: Includes customer data, proprietary business data, employee records, and
intellectual property.
Internal Use: Business information that is not public but not deemed highly sensitive.
Public: Information available for external communication, including marketing materials
and public reports.

Access to information is restricted based on classification levels, with the principle of least
privilege applied.

6. Access Control

Access to Noble’s systems and data is granted based on role-based access control (RBAC).
Employees and contractors are only provided access to the resources necessary for their role.
Regular audits will be conducted to review and adjust access rights.

6.1 Authentication

Multi-factor authentication (MFA) is required for all access to sensitive systems, including email,
cloud services, and databases.

6.2 Password Policy
Employees must create strong passwords that meet the following criteria:

e Minimum length of 10 characters
e Includes a combination of upper and lowercase letters, numbers, and special characters
e Passwords must be changed every 90 days

7. Network Security

Noble employs the following network security measures:



Firewalls: All inbound and outbound traffic is monitored and controlled via firewalls.
Encryption: Sensitive data must be encrypted both at rest and in transit using
industry-standard encryption methods.

e Virtual Private Networks (VPNs): Employees accessing the network remotely must use
company-approved VPNs (or be placed on an IP allowlist defaulting to disallow) to
ensure secure communication.

8. Incident Response

Noble maintains a documented Incident Response Plan (IRP) to handle security incidents
promptly. The IRP includes the following phases:

e Detection and Identification: Monitoring tools are used to detect suspicious activities,
and employees are encouraged to report potential security incidents.
Containment: Steps are taken to isolate affected systems to prevent further damage.
Eradication: Malicious code or unauthorized access is removed from systems.
Recovery: Systems are restored to normal operation, and security patches or fixes are
applied.

e Post-Incident Review: A detailed analysis of the incident is conducted to identify
lessons learned and improve security controls.

9. Data Protection and Privacy

Noble complies with applicable data protection and privacy regulations, including but not limited
to the GDPR and CCPA. Data minimization principles are applied, and personal data is only
collected and processed as necessary for legitimate business purposes. Data subject rights,
such as the right to access, correct, or delete personal data, are respected and fulfilled.

10. Security Awareness and Training

All employees and contractors undergo regular security awareness training, covering topics
such as phishing, social engineering, password security, and incident reporting procedures. All
new hires are required to complete security training as part of their onboarding process.

11. Third-Party Risk Management

Third parties, including vendors and contractors, must adhere to Noble’s security requirements.
Contracts with third-party vendors must include security clauses that address data protection,
incident reporting, and compliance with regulatory requirements.

12. Compliance and Audits

Noble adheres to ISO27001 and OWASP frameworks, aligning its security practices with
industry standards. SOC2 certification is on Noble's roadmap for 2025. Semi-annual internal
audits will be conducted to ensure compliance with this policy and identify areas for



improvement. Noble also performs semi-annual internal vulnerability scans and annual
third-party penetration tests to assess and address security risks. The company works with
external auditors as necessary to evaluate the effectiveness of its security controls.

13. Policy Review

This Information Security Policy will be reviewed annually or after significant changes to the
organization, technology, or regulatory environment to ensure it remains current and effective.

14. Technical Security Measures
Cloud Data Storage and Redundancy

Noble stores its data using a public cloud provider with built-in geographic redundancy to ensure
high availability and minimize downtime. In the event of a data center failure, data remains
accessible via redundant systems located in other geographic regions, supporting business
continuity.

Data Encryption

e In Transit: All data transmitted over the network is secured using industry-standard
Transport Layer Security (TLS) protocols, specifically TLS1.2, to protect against
unauthorized access during transmission.

e At Rest: Sensitive data stored on our systems is encrypted using AES-256 encryption to
prevent data exposure in the event of unauthorized access to storage systems.

Database Backup and Recovery

e Nightly Backups: All company databases are backed up nightly to ensure the integrity
and availability of critical data.

e Disaster Recovery: Noble performs annual disaster recovery testing to ensure that
systems can be restored efficiently in the event of a major incident. We maintain a
Recovery Point Objective (RPO) of 24 hours, meaning no more than 24 hours of data
loss in the event of failure. Our Recovery Time Objective (RTO) is 20 minutes, ensuring
that services can be restored within this timeframe.

15. Enforcement

Violations of this policy may result in disciplinary action, up to and including termination of
employment or contract. Legal action may also be taken where applicable.
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