BN re vt WMol va sk b b Arabee M b Mty

. U.8. Patent and Trademark Office; U8, DEPARTMENT OF COMMERCE
¢ "de: 1he Pape 'ork Reduckion Act of 1995 no permns arp requm for résponﬂ io'a conectmn of Information.untess it displays & vahd OMB control nimber.

 PATENT 'PQWER OF ATTORNEY Patent Numbor 8061598 N
‘ OR : _}igggapate . N_o_vember-?g, 2011
' REVOCATION OF POWER OF ATTORNEY | Frstamed inventor _| a2, PATick
WITH A NEW P@%Eg OF ATTORNEY Title , Data Storagé and Access Systems
‘\\HANGE OF cemesmwasmce ADDRESS ,Au'omey Doicket Number|

1 hereby revoke all prewous powars of attomey given in the above—identif ed patent

' D A Pow;ar of’Attomey-ss subritted herewith,
OR

A hereby appolnt Prachhoner(s) associated with 1he folléwing Customer Number as my/our v
[)}] ) aitomey(s) or agent(s) Wwith respect lo the patent identifled above, and to transact all busingssin 42624
5R7 the Unlted States Patent and Trademark Office sonnected therewith:

D [ hereby apipoint Pracimener(s) riamed. balow as my/our attormey(s) or agent{s) with respact to the-patent klentified
above, and to trangact all business in the Umied States Patent and Trademark Office connected therewith;

Practmoner(s) Name v o Registration Number

[7] thie address assoclated with Customer-Number:

OR N
Ej ':zrm or .

: Individual Name

Address

c:_i'ts{f‘\- : e o , ‘ o [v State | [Zp].
Colmfy ~ IR T N
Telephone: ‘ o _ ' : | Emat” |

I am ther
D tnventor having. ownershup of the patent,

OR .
Patentownar, :
Statemnnt under 37°CFR 3. 73(b) {Ferm PTO/SBAIG) sybmitted herewith of fi Ied o

/ / SISNATURE <_>,f nvéntor or Patent Owner

sagn‘a‘eure o

Date April 2 ] 2014
1 Name . . "Feiephcme .
“Title &nd Comgany

HD_TV' Szgnaturas of alt e mventors oF. palert owners of tha enbre an(eres( or thele represemaﬁve(s) are required. Subm«t rrumple forrs if more than one
: srgnature is requsred ‘sée below®::

D ‘T o!ai cf

This collaction of imormatfon -3 tequu’ed by 37 CFR1,31, 1:32 and 1.33.The mfotmation is required to obtal in ot re!em a benefi{ by the public wh!ch is {0 fite {and by the
USPTO to process) an apphcatlcn Confidentiafity:ls govamed by'35 5.6, 122 and 87 CFR 111 and 1,14 Thls dollettion is estimated to {ake 3 minutes lo romplete,
ingluding gathgring;: prepanng, ‘and submitiing tte comple eff application form jo {hie USPTO. Timé wﬂi vary depending.upon he makwdua. case, Ay comyments on
the aimeunt of Ymé.youi réguire o coniptéte this form andlor sufgestions for reducing. this burden, should ba seiit to the Chief Informaion Officer, U.S. Patent and
Trademirk Office, (1.5, Depattment of oommeroe‘ P.0. -Box 1450, Alexandria, VA. 223131450, DO NOT SEND FEES OR COMPLETED FORMS 7O THIS
ADDRESS SEND TO: Commilssiones for Patents, PO, Box 1450, Alexandrlz, VA 223131480,

If you heed assistarios in comptelmg the form, cal 1-800-PTO-0198 dnd-sefect aption 2,

forms are subrmtted

1 SAMSUNG-1002




PTOSRGE (07-08)

Approvec {0( yse hmuga O7/31/2012. ORMB 0651-0051
4""‘&'1“ OF COMMERCE
2 QB control number,

U5, Patent any
Under tha Paperwork Reduciion Act of 1885, no persons ars required 0 vespond to a coliection of

STATEMENT UNDER 37 CFR 3.73(b)

Applicant/Patent Gwner; Smartfiash LLC
Application No./Patent No.: 8061508 Filed/issue Date: November 22, 2011
Titled:
Datla Storage and Access Sysiems
Smartflash LLC ,a Corporation
{Name of Assignes) {Type of Assignes, e.q., corporaticn, parinership, universily, government age

states that it is

>

]}( the assignes of the entire right, title, and interest in;

2. { ..... j an assignee of less than the entive right, title, and interest in
T ({The extent {by percentage) of its cwnership interest is %) or

joint inventors was made)

the assignae of an undivided interest in the entirely of {a compiete dsssgnm

apphcation/patent ic ad ahove, by virtus of either:

An assignment from the Inventor(s) of the patent application/patent identified above. The assignment was recorded in
the U ited States Patent and Trademark Office at Ree . Frame , or forwhich a
copy tharefore is attached.

2 A chain of title from the inventor(s), of the patent application/patent idantified shove, to the current assignge as follows:

1. From: Herman-ard Hulst To: Smariflash Limited

o

The document was recorded in the United States Patent and Trademark Office a

s R el » - a1 A . . £
Rest 013583 Framatood , orfor which a copy thereof is atfached,

[

2, Fromr: Smantflash Limited Yo: Patrick Racz

The document was recorded in the United States Patent and Trademark Office at

Reel 024710 . Fram - 0790 . orfor which & copy thareof is attached.
3. From: Patrick Racz To: Smarifiash Technologies Limited

The document was recorded in the United States Patent and Trademark Office at

¥
o

N7 N
Y T Framest o o 6T WhiCh 5 copy thersol T aiash

!}( Adgitional documants In the chain of title are listed on a supplemental sheei(s).
1}{ As required by 37 CFR 3.73(b)}1){i), the documentary evidence of the chain of fitle from the original cwner o the assignes was,
or concurrently is t:r*-‘“o ubmxfts.c‘ for recordation pursuant to 37 CFR 3,11,

INOTE: A separate copy (f.e., a true copy of the original assignment document(s}) must be submitted to Assignment Division in
i pa DY ( G
accordance with 37 CFR Pent 3, o n coa the %»igmweri ity the records of the JSP§ Q. Ses MPEP 302.08]

The undersignaed (whose iitls is supplied bejow) is authorized o act on behalf of the assigree.

{ Michael R. Casey / 4-15-2014

Signatura Fista
Michiast R. Casey Attornay of Record
Printed or Typad Name Title

§t by the public which is ko file {aid by the USPTO o
estimated io iake 12 minutes o complates, including

% commeants on the amount of time
:ef § fcrmdivm Officer, nd Trademark Office, .S,

-TED FORMS TO TH.S ADDRESS, SEND TO: Conwpissioner

uired by 37 CFR 3.75(b).
lity is governsd by 3% U,S,(L
Titting the completed applicat
you redquie o < ndfor suggestions for reduc
Caparbnent of Commea: F’O Zox 1450, Alexandiia, VA 22
for Patents, P.O. Box 1%0, Afexandria, VA 22313-1450.

¥ vou need assistancs in completing the form, call 1-80G-PT0-3188 and sefect oplion 2.

2



Continuation Sheet for Statement under 37 CFR 3.73(b) for U.S. Patent No. 8061598
4. From: Smartflash Technologies Limited To: Smartflash LLC

The document was recorded in the United States Patent and Trademark Office at Reel: 030522 Frame:
0877.




Electronic Acknowledgement Receipt

EFSID: 18301703
Application Number: 13012541
International Application Number:
Confirmation Number: 6997

Title of invention:

DATA STORAGE AND ACCESS SYSTEMS

First Named Inventor/Applicant Name:

Patrick Sandor Racz

Customer Number:

20350

Filer:

Michael R. Casey

Filer Authorized By:

Attorney Docket Number:

87790-798069 (000140US)

Receipt Date: 18-APR-2014
Filing Date: 24-JAN-2011
Time Stamp: 12:10:06

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document — , File Size{Bytes)/ Multi Pages
| . .
Number Document Description File Name Message Digest | Part/zip| (ifappl)
172779
1 Power of Attorney 598 _POA.pdf no 1
1675daf481606d8eebbq52620db5 df0f3Bie]
3621
Warnings:
information:




. . . . . 98864
Assignee showing of ownership per 37 | 598 _patent_AssigneeShowing

2 CFR3.73. With2nd.pdf ne 2
925 76d21d85d7326<3 7803985 /e 738kS
83c)a
Warnings:
Information:
Total Files Size (in bytes):i 271643

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similarto a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary compenents for a filing date (see 37 CFR
1.53(b)-{d} and MPEP 506}, a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an international Application under 35 U.5.C, 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EQ/903 indicating acceptance of the applicationasa
national stage submission under 35 U.5.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.




Case 6:13-cv-00448-MHS-JDL  Document &  Filed 05/29/13 Page 1 of 1 PagelD #: 36

AO 120 (Rev. 08/10)

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 223131450 TRADEMARK

TO:

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. Distriet Court Eastern District of Texas Tyler Division on the following

[J Trademarks or [ Patents. ( [[] the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT
6:13-cv-448 5/28/2013 Eastern District of Texas Tyler Division
PLAINTIFF DEFENDANT

Samsung Electronics Co., Ltd., Samsung Electronics America,
Inc., Samsung Telecommunications America, LLC, HTC
Corporation, HTC America, Inc., Exedea, Inc. and Game Circus

Smartilash LLC and Smartflash Technologies Limited

LLC
PATENT OR DATE OF PATENT .
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 7,334,720 2/26/2008 Smariflash LLC
2 7,942,317 5/17/2011 Smartflash LLC
3 8,033,458 10/11/2011 Smartflash LLC
4 8,061,598 11/22/2011 Smartflash LLC
5 8,118,221 212142012 Smartflash LLC
In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
7 Amendment [ Answer 1 Other Pleading
PATENT OR DATE OF PATENT .
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

V8,336,772

2

i

in the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) BEPUTY CLERK DATE

Copy 1—Upoen initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy



Case 6:13-cv-00447-MHS-JDL Document 3 Filed 05/29/13 Page 1 of 1 PagelD #: 230

AO 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
’ Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 youare hereby advised that a court action has béen
filed in the U.S. District Court Eastern District of Texas Tyler Division on the following
[7] Trademarks or [ Patents.  { [ the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
6:13-cv-447 5/29/2013 Eastern District of Texas Tyler Division
PLAINTIFF DEFENDANT

Apple Inc., Robot Entertainment, Inc., Kingsisle Entertainment,

Smartflash LLC and Smartflash Technofogies Limited
Inc. and Game Circus LLC

TRX‘SQ;?ATRQRN o %’:{Tf}gl}{;ﬁ@é HOLDER OF PATENT OR TRADEMARK
I 7,334,720 2/26/2008 Smartflash LLC
2 7,942,317 51712011 Smartflash LLC
3 8,033,458 10/11/2011 Smartfiash LLC
4 8,061,598 1172212011 Smartflash LLC
5 8,118,221 2/21/2012 Smartflash LLC

In the above—entitled case, the following patent{sY trademark(s) have been included:

DATE INCLUDED

INCLUDED BY

7 Amendment

1 Answer

[[1 Other Pleading

PATENT OR
TRADEMARK NO.

DATE OF PATENT
OR TRADEMARK

HOLDER OF PATENT OR TRADEMARK

AR EEN

o

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy t—Upon initiation of action, mail this copy to Director  Copy-3—Upon termination of action, mail this copy te Director
Copy 2—1Upon filing document adding patent(s), mail this copy to Director  Copy 4—Case file copy



UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1430

Alexabdria, Virginia 22313-1450

WWW . BspLC. 20V

i APPLICATION NG. [SSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO. l
13/012,541 112212011 8061598 87790-768064 (000140U%) 6997
20330 7590 11/02/2011

KILPATRICK TOWNSEND & STOCKTON LLP
TWO EMBARCADFERO CENTER

EIGHTH FLOOR

SANFRANCISCO, CA94111-3834

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 0 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200,

APPLICANT(s) (Please see PAIR WEB site http:/pair.uspto.gov for additional applicants):

Patrick Sandor Racz, Saint Heller, JERSEY;
Hermen-ard Hulst, Amsterdam, NETHERLANDS:;

IR103 (Rev. 10/09)



Receipt date: 05/20/2011 13012541 - GAU: 2887

FTO/SBAGSA&B (07-09)

Substitute for form 1448/PT0 Complete if Known
. Application Number 13/012,541
INFORMATION DISCLOSURE Filing Date January 24, 2011
STATEMENT BY APPLICANT First Named Inventor | Hermen-ard HULST et al
Art Unit 2887
(Use as many sheets as necessary) Examiner Name Le, Thien Minh
Shest | 1 K Attorney Docket Number| 080379-000140US
U.S. PATENT DOCUMENTS
miner | Gi ; biicati Name of Palent Fages, Columns, Lines, Where
Frieiee | N Document Number frosees Aplicantof Ched Dosument Relovan Passages or felevant
Number Kind Code? @ Figures Appear
Change{s} a phed 1| US-6747930 B1 §-18-2004
us- .
1o document = ch&on , et al.
s s
9/28/2011 us-
us-
Us-
us-
us-
FOREIGN PATENT DOCUMENTS
Examiner | Cite | Foreign Patent Document Fublication Name of Patentee or Pagas, Columns, Lines,
Initiats* | No.! Date Applicant of Cited Document | Where Relevant Passages
MM-DD-YYYY or Relavant Figures Appear | T°
Country Code® Number” Kind Code® (if known) _
NON PATENT LITERATURE DOCUMENTS
Examiner | Cite | Include name of the author {in CAPITAL LETTERS), fitte of the article (when appropriate), title of
Initials * | No.' | the item {book, magazine, joumal, serial, symposium, catalog, etc.), date, page(s), volume-issue T8
number(s), publisher, city andfor country where published.

Examiner e Date
Signature {Thien Le/ Considered 0810112011

"EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and
not considered. Include copy of this form with next communication to ag)pﬁcant. " Applicant's unigue citation designation number {optional). ? See Kind
Codes of U.S. Patent Documenis at www.uspto.gov or MPEP 901.04. ° Enter Office that issued the document, by the two-letter code (WIPO Standard
ST.3). “ For Japanese patent documnents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. s
Kind of document by the approprats symbols as indicated on the document under WIPQ Standard 8T. 18 if possible, S Applicant is to place a check mark
here if English language Transtation is attached.

863335478 vi

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /T.L/

9



UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent aud Trademark Office
Address; COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313- 1450

WWW.USPLO.gOv

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR f ATTORNEY DOCKET NO. CONFIRMATION NO. !
13/012,541 01/24/2011 Patrick Sandor Racz 87790-798069 (000 140US) 6997
20350 7590 1071972011 EYAMINET
KILPATRICK TOWNSEND & STOCKTON LLP f EXAMINER |
TWO EMBARCADERG CENTER LE, TREEN MINE
EIGHTH FLOOR :
SAN FRANCISCO, CA 94111-3834 ! ARTUNIT | paemroovpx |

2887

l NOTIFICATION DATE l DELIVERY MODE I

10/19/201 1 ELECTRONIC
Please find below and/or attached an Office communication concerning this application or proceeding,
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date” to the
following e-mail address(es):

Docket @kilpatricktownsend.com

ipefiling @kilpatricktownsend.com

Jjlhice @kilpatrick.foundationip.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s}

L 13/012,541 RACZ ET AL
Response to Rule 312 Communication , -
Examiner Art Unit
THIEN M. LE 2887

-~ The MAILING DATE of this communication appears on the cover sheet with the correspondence address —

1. Xl The amendmient filed on 8/20/2011 under 37 CFR 1.312 has been considered, and has been:
a) [ entered.

b) entered as directed to matters of form not affecting the scope of the invention.

c} 1 disapproved because the amendment was filed after the payment of the issue fee.
Any amendment filed after the date the issue fee is paid must be accompanied by a petition under 37 CFR 1.313(c){(1)

and the required fee to withdraw the application from issue.
d) [] disapproved. See explanation below.

e)[1 entered in part. See explanation below.

/THIEN M LE/
Primary Examiner, Art Unit 2887

U.5. Patent and Tradamark Office
PTOL-271 (Rev. 04-01) Reponse to RBule 312 Communication Part of Paper No. 20111011

11



t hereby certify that this correspondence is being filed via PATENT

S:S—ch .fifh the,United States Patent E Trademark Office Attorney Docket No.: 87790-798069 (000140US)
Client Ref. No.: PN739544USB

— & .

KILP{%TR l’( TOWNSEND & LTON LLP
By: { Aodi—2, ((\ L&
Rl A iy i~
(

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of: Confirmation No. 6997

Patrick Sandor RACZ, et al. Examiner: Le, Thien Minh
Application No.: 13/012,541 Technology Center/Art Unit: 2887
Filed: January 24, 2011 AMENDMENT AFTER ALLOWANCE

UNDER 37 CFR § 1.312

For: DATA STORAGE AND ACCESS
SYSTEMS

Customer No.: 20350

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450
Ok to enter
™™

10/11 ;M&nﬁssioner:

In response to the Notice of Allowance mailed September 12, 2011, please amend

G S C oy

the above-identified ap?hc ation-as-follows:

Amendments to the Claims are reflected in the listing of claims which begins on page 2 of this
paper.

Remarks/Arguments begin on page 9 of this paper.

Page 1 of 9

12



I hereby certify that this correspondence is being filed via PATENT

S:S—ch yith the v('}j_ited States Paierji‘iﬁgi'ra?cmark O;icc ’ Attorney Docket No.: 87790-798069 (000140US)
B '; 5 o o Client Ref. No.: PN759544USB

KILPATR SK TOWNSEND &

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of: Confirmation No. 6997

Patrick Sandor RACZ, et al. Examiner: Le, Thien Minh
Application No.: 13/012,541 Technology Center/Art Unit: 2887
Filed: January 24, 2011 AMENDMENT AFTER ALLOWANCE

UNDER 37 CFR § 1.312

For: DATA STORAGE AND ACCESS
SYSTEMS ’

Customer No.: 20350

Mail Stop Amendment
Commissioner for Patents
P.0O. Box 1450
Alexandria, VA 22313-1450
Ok to enter .
LT
10711/ Enminissioner:

In response to the Notice of Allowance mailed September 12, 2011, please amend

the above-identified application as follows:

Amendments to the Claims are reflected in the listing of claims which begins on page 2 of this
paper.

Remarks/Arguments begin on page 9 of this paper.

Page 1 of 9

13



PART B - FEE(S) TRANSMITYAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Pateats
P.O. Box 1459
Alexandria, Virgioia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (f required). Blocks 1 through 5 should be completed where

appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed fo the cument comespondence address as

indicated unless comected below or dirested otherwise in Block 1, by (2) specifying a new comrespondence address; aod/or (b) indicating a separate "FEE ADDRESS” for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Noie: Yse Block | for zay ehronge of addreud) Note; A certificate of mailing can only be used for demestic mailings of the

Feefs) Transmittal. This certilicate cannot be used for any other accompanylng

Kapers. Each additonal paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or fransmission.

20350 7590 0571272011
KILPATRICK TOWNSEND & STOCKTON LLP Certilicate of Mailing or Transmission
1 hereby cectify that this Pee{s) Transmittal is being deposited with the Ugited
TWO EMBARCADERO CENTER States Postal Service with suft)icicm postage for first clgss mail in an envelope
EIGHTH FLOOR addressed to the Mail Sig ISSUE’;FEE address above, or being facsimile
SAN FRANCISCO, CA 94111-3834 transmitted 1o the USPTO (571) 273-2885, oo the dale indicated below,
Heather Armstrong (Depasitor's name)
IHeather Armstrong/ (Sigoature)
Via EFS-Web - Septernber 20, 2011 Dagc)
1 APPLICATION NO. ‘ FILING DATE l FIRST NAMED INVENTOR ATTORNEY DOCKET NG. l CONFIRMATION NO. }
13/012,541 B24/2011 K Patrick Sandor Racz, 87790-798069 (000140US) 6997
TITLE OF INVENTION: DATA STORAGE AND ACCESS SYSTEMS
[ APBLN. TYPE I SMALL ENTITY I ISSUE FEE DUE ] PUBLICATION FEE DUE ] PREV. PAIDISSUE FEE | TOTAL FEE(S) DUE I DATE DUE I
sonprovisional YES 3755 $300 30 $1055 21202011
[ EXAMINER ! ART UNIT ] CLASS-SUBCLASS }
[LE, THIEN MINH 2887 235-380000
}Z'F(I:{hi\%gé c):f comrespoidence address or indication of "Fee Address” (37 2, For printing on the patent front page, list
. . 1

{1) the names of up to 3 registered patent attomeys
L Change of corespondence address (or Change of Correspondence or agenis OR, elternatively,
it .

Address form PTO/SB/122) attached. (2) the name of 2 single firm (having as a momber & 2 Kilpatrick Townsend &

[ 1 "Fee Address™ indication {or "Fee Address® Indication form registered attorney or agent) and the names of up to
PTOMSB/AT; Rev 03-02 or more recent) altached. Use of a Costomer 2 registered patent attorneys or agents. If nomame is 3 Stockion LLP
Number is reqaired. listed, no name will be printed. —

3. ASSIGNEE NAME AND RESIDENCE DATA TQ BE PRINTED ON THE PATENT (prinl or type)

PLEASE NOTE: Unless an assigaze is identified below, no assignee data will appear on the patent. I an assignee is ideniified below, the docurnent has been Slad {or
recordation as set forth in 37 CFR 3.11, Completion of this form is NOT a substitute for filing an assignment.

(4) NAME OF ASSIGNEE (B} RESIDENCE: (CITY and STATE OR COUNTRY)
Smartflash Technologies Limited Tortola, British Virgin Islands

Please check the appropriate assignee category or categories {will not be printed on the patent) < 3 Individual & Corporation or other private group entity X Government

4a. The following fee(s) are submited: 46; Paynient of Fec(s): (Please Drst reapply a0y previonsly paid ssoe [ee shawn above)
[ 1550 Fee L A check is enclosed.
X1 publication Fee. (No small entity discount permitted) Y Payment by crodit capd. Form PT(O-2038 is attached,

¥ Advance Order - # of Copies — R The Director is hereby anthorized to charge the ﬁuimd feegs)i any deficiency, or credit any

overpayment, to Depdsit Account Number - __{enclose an extra copy of this form).

5. Chadge in Entity Status {from ftatus lndicated above)
[Xa Applicant claims SMALL ENTITY status. See 37 CFR 1.27. O Applicant Is po Jonger claiming SMALL ENTITY status. See 37 CFR 1.27{g)2).

NOTE: The Issue Fee and Poblication Fee (GF required) will not be scoepted from anyone other than the applicant; 2 registered attorney or ageats or the assignee of other party in
interest as shown by the recordgef the UnitedfStatps Patent and Trademark Office,
7 3 1 ¢

3

Date _September 20, 2011

Authorized Signature ___} ﬁ;’}'ji
A 7
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In re application of: Confirmation No. 6997

Patrick Sandor RACZ, et al. Examiner: Le, Thien Minh
Application No.: 13/012,541 Technology Center/Art Unit: 2887
Filed: January 24, 2011 AMENDMENT-AFTER ALLOWANCE

UNDER 37 CFR § 1.312

For: DATA STORAGE AND ACCESS
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Customer No.: 20350

Mail Stop Amendment
Commissioner for Patents
P.0. Box 1450

Alexandria, VA 22313-1450

Commissioner:
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Appl. No. 13/012,541 PATENT
Amdt. dated September 20, 2011
Response to Notice of Allowance September 12, 2011

Amendment to the Claims:

This listing of claims will replace all prior versions, and listings of claims in the application:

Listing of Claims:

1. (Originaly A portableb data carrier comprising:

an interface for reading and writing data from and to the portable data carrier;

content data memory, coupled to the interface, for storing one or more content
data items on the carrier;

use rule memory to store one or more use rules for said one or more content data
items;

a program store storing code implementable by a processor; and a processor
coupled to the content data memory, the use rule memory, the interface and to the program store
for implementing code in the program store,

wherein the code comprises code for storing at least one content data item in the

content data memory and at least one use rule in the use rule memory.

2. (Original) A portable data carrier as claimed in claim 1, wherein the code
further comprises code to provide access to the at least one content data item in accordance with

the at least one use rule.

3. (Original) A portable data carrier as claimed in claim 2, further

carrier, and
wherein the code to provide access to the content data item permits access to the

content data item in accordance with the use rule and the use status.

4, (Original) A portable data carrier as claimed in claim 3, wherein the status

memory comprises non-volatile status memory.

5. (Original) A portable data carrier as claimed in claim 1, wherein the code
further comprises code to provide access to the at least one content data item and code to provide

access o the usc rule.
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Appl. Ne. 13/012,541 PATENT
Amdt. dated September 20, 2011
Response to Notice of Allowance September 12, 2011

6. (Original) A portable data carrier as claimed in claim 5, further
comprising non-volatile status memory defining a use status of the at least one content data item
stored on the data carrier, and

wherein the code further comprises code to provide access to the use status of the

at least one content data item stored on the data carrier.

7. (Original) A portable data carrier as claimed in claim 1, further
comprising payment data memory to store payment data and code to provide the payment data to

a payment validation system.

8. (Original) A portable data carrier as claimed in claim 7, wherein code to
provide payment to the payment validation system comprises code to provide the identification

data identifying the user of the portable data carrier to the payment validation system.

9. (Original) A portable data carrier as claimed in claim 8, further
comprising a subscriber identity module (SIM) portion storing the identification data identifying

the user of the portable data.

10.  (Original) A portable data carrier as claimed in claim 9, wherein the

identifying the user comprises identifying the user to a network operator.

11.  (Original) A portable data carrier as claimed in claim 7, wherein the

payment data comprises credit card data.

12. (Original) A portable data carrier as claimed in claim 10, wherein the
code to provide payment to the payment validation system comprises code to provide the

payment data and/or identification data to the network operator.

13.  (Original) A portable data carrier as claimed in claim 1 further comprising

content location data defining a pointer to an external content provider.

14.  (Original) A portable data carrier as claimed in claim 13 wherein the

pointer comprises 2 URL for the external content provider.
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Appl. No. 13/012,541 PATENT
Amdt. dated September 20, 2011
Response to Notice of Allowance September 12, 2011

15. (Original} A portable data carrier as claimed in claim 1, further
comprising a content access PIN memof}f store to store a PIN number for controlling access to

the content data memory.

16. (Original) A portable data carrier as claimed in claim 1, wherein the code’
further comprises code for encrypting the at least one content data item before storing the least

one content data itern in the content data memory.

17. (Original) A portable data carrier as claimed in claim 7, further
comprising payment PIN memory store to store a PIN number for controlling access to the

payment data memory.

18.  (Previously Presented) A portable data carrier comprising a mobile
communications device subscriber identity module (SIM) card device, wherein the SIM card
device provides network access to a mobile communications network for the mobile
communications device and includes:

an interface for reading and writing data from and to the portable data carrier;

content data memory, coupled to the interface, for storing content data items on
the carrier;

use rule memory to store use rules for said content data items.

19.  (Original) A portable data carrier comprising a mobile communications

device SIM card device as claimed in claim 18, configured to store an address for downloading

said content data items from a data supplier over said mobile corumunications network.

20. (Original) A portable data carrier comprising a mobile communications
device SIM card device as claimed in claim 18, further comprising status memory to store for

storing a use status of the content data item stored on the data carrier.

21.  (Original) A portable data carrier comprising:
use rule memory to store one or more use rules for a content data item;
an interface for reading and writing the one or more use rules from and to the

portable data carrier;
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Appl. No. 13/012,541 PATENT
Amdt. dated September 20, 2011
Response to Notice of Allowance September 12, 2011

a program store storing code implementable by a processor; and

a processor coupled to the the use rule memory, the interface and to the program
stere for implementing code in the program store,

wherein the code comprises code for storing and accessing the one or more use

rules in the use rule memory.

22, (Omginal)} A portable data carrier as claimed in claim 21, further
comprising status memory to store a use status of the content data item; and

wherein the code further comprises code for storing and accessing the use

23. (Original) A portable data carrier as claimed in claim 21, further
comprising a subscriber identity module (SIM) portion for storing identification data to identify a

user of said portable data carrier.

24.  (Original) A portable data carrier as claimed in claim 23, wherein the use

rule is associated with the identification data.

25.  (Original) A portable data carrier as claimed in claim 23, wherein the
identification data identifies the user of the portable data carrier to a data supplier and/or

payment validation system.

26. (Currently Amended) A portable data carrier comprising:

an interface for sending and receiving data from and 16 the carrier;

memoryecoupled-to-the-interface-for stormgdutaonthe carrier:
a processor for controlling access to data; and
and a subscriber identity module (8IM) portion storing identification data to

identify a user of said portable data carrier to a network operator. [[;]]

27. {(Original) A portable data carrier comprising:

an interface for reading and writing data from and to the portable data carrier;

content data memory, coupled to the interface, for storing content data items on
the carrier;

use rule memory to store use rules for said content data items; and
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Amdt. dated September 20, 2011
Response to Notice of Allowance September 12, 2011

a subscriber identity module (SIM) portion storing identification data to identify a

user of said portable data carrier to a network operator.

28.  (Original) A portable data carrier as claimed in claim 27, wherein said

access to said data is dependent on said use rules in combination with said identification data.

29, (Currently Amended) A portable data carrier comprising a mobile
communications device subscriber identity module (SIM) card device, wherein the SIM card
device provides network access to a mobile communications network for the mobile
communications device and includes:

use rule memory to store use rules for content data items; and

an interface for reading and writing the rules from and to the portable data carrier;

30. (Previously Presented) A portable data carrier comprising a mobile
communications device subscriber identity module (SIM) card device as claimed in claim 29,

further comprising status memory defining a use status of the content data items;
and

wherein the interface is further suitable for reading and writing the use status data

from and to the portable data carrier.

31. (Original) A method of controlling access to content data, the method
comprising:
receiving a data access request from a user for a content data item,

reading the use status data and one or more use rules from paranieter memory that

pertain to use of the requested content data item;
' evaluating the use status data using the one or more use rules to determine
whether access to the content data item is permitted; and
enabling access to the content data item responsive to a determination that access

to the content data item is permitted.

32. (Previously Presented) A method as claimed in claim 31, wherein the
method is implemented on a mobile communications device subscriber identity module (SIM)

card device.
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Amdt. dated September 20, 2011
Response to Notice of Allowance September 12, 2011

33.  (Original) A method as claimed in claim 32, wherein the mobile

communications device SIM card device comprises the parameter memory.

34. (Original) A method as claimed in claim 31, further comprising a data
acces$ terminal, wherein the data access terminal comprises content data memory for storing the
content data item, and wherein enabling access to the content data item comprises enabling

access to the content data item stored in the content data memory.

35, (Original) A method of controlling access to content data using a data
carrier,

the data carrier comprising:

use rule memory to store one or more use rules for a content data item and use
status data;

the method comprising:

receiving a data access request from a user for the content data item,

reading the use status data and one or more use rules from the data carrier that
pertain to use of the requested content data item; ‘

evaluating the use status data using the one or more use rules to determine
whether access to the content data item is permitted;

and cnabling access to the content data item responsive to a determination that

access to the content data item is permitted.

36. (Original)-A-method-as-claimedin-claim-35,wherein the content-data-is

stored on the data carrier.

37. (Original} A method as claimed in claim 35, wherein the content data is

stored on the data access terminal.

38. (Previously Presented) A method as claimed in claim 35, wherein the data
carrier further comprises a mobile communications device subscriber identity module (SIM) card
device, the method further comprising retrieving the one or more use rules via a mobile

communications network before storing the one or more use rules on the data carrier.
Page 7 of §
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39.  (Original) A data access terminal for retrieving content data from a data
supplier and retrieving use rules for the content data, wherein the data access terminal is
integrated with a mobile communication device, a personal computer, and/or an audio/video
player; and

comprising the portable data carrier of claim 1.

40. (Original) A data access terminal for retrieving content data from a data
supplier and retrieving use rules for the content data, wherein the data access terminal 1s
integrated with a mobile communication device, a personal computer, and/or an audio/video
player; and

comprising the portable data carrier of claim 18.

41. (Criginal) A data access terminal for retrieving content data from a data
supplier and retrieving use rules for the content data, wherein the data access terminal is
integrated with a mobile communication device, a personal computer, and/or an audio/video
player; and

comprising the portable data carrier of claim 21.
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Appl. No. 13/012,541 PATENT
Amdt. dated September 20, 2011
Response to Notice of Allowance September 12, 2011

REMARKS/ARGUMENTS
This Amendment is in response to the Notice of Allowance mailed September 12, 2011.

Claims 1-41 are sllowed. This Amendment amends claims 26 and 29 to correct for inadvertent

typographical errors. Entrance of the amendment is respectfully requested.

I. Allowed Claims

Claims 1-41 are allowed.

1L Amendment to the Claims

Claim 26 is amended to correct the inadvertent typographical errors of reciting a
semicolon instead of a period at the end of the claim, and improperly formatting the claim such
that the word “and” inadvertently appeared at the beginning of the last element instead of at the
end of the prior element. Claim 29 is amended to correct the inadvertent typographical error of
failing to recite the word “and” between the last to clements to formally tie the elements
together. It is respectfully submitted that such changes to correct punctuation and claim format
do not alter the scope of the claims or affect the material substance of the claims. The
amendments are supported by the specification and do not add new matter. Applicants request

entrance of the amendments to the claims.

CONCLUSION
Entry of this amendment is respectfully urged since it merely cures a formal

defect in one of the claims and does not touch the merits.

i

i

J a§‘§>n D. Leh‘r
Reg. No. 48,163

%spectfully ,j{"st}bmitted,

KILPATRICK TOWNSEND & STOCKTON LLP
Two Embarcadero Center, Eighth Floor

San Francisco, California 94111-3834

Tel: 925-472-5000

Fax: 415-576-0300

Attachments

JDL:hsa

83726917 v1
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WWW.BSPLO. oV

r APPLICATION NO. I FILING DATE l FIRST NAMED INVENTOR l ATTORNEY DOCKETNO. | CONFIRMATION NO. l
13/012,541 01/24/2011 Patrick Sandor Racz 87790-798069 (0001400S) 6997
20350 7590 51122011 l EXAMINER !
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TWO EMBARCADERO CENTER
BIGHTH FLOOR [ ART UNIT PAPER NUMBER i
SAN FRANCISCO, CA 94111-3834 2387

DATE MAILED: 09/12/2011

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 0 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 23 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 0 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form reldted to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

03

The information on this form will be treated confidentially to the extent allowed under the Preedom
of Information Act (5 11.5.C. 552) and the Privacy Act (58 UU.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

. A record from this system of records may be disclosed, as a routine use, in the course of presenting

evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

. A record in this system of records may be disclosed, as a routine use, to a Member of Congress

submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency

having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to §
U.S.C. 552a(m).

. A record related to an International Application filed under the Patent Cooperation Treaty in this

system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

. A record in this system of records may be disclosed, as a routine use, to another federal agency for

purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 US.C. 218(c)).

¥ O CEES O r

STE N S "

Sy 3 S 1 a;—as FOutin Y :
General Services, or his/her designee, during an inspection of records conducted by GSA as part of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2504 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

. A record from this system of records may be disclosed, as a routine use, to the public after either

publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandoned or in
which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local

law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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Application No. Applicant(s)

. . 13/012,541 RACZ ET AL.
Notice of Alfowability Examiner Art Unit
THIEN M. LE 2887

-~ The MAILING DATE of this communication appears on the cover sheet with the correspondence address—
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. if not included
herewith (or previously mailed}, a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [X] This communication is responsive o 8/16/2011.

2. [[] An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. X The allowed claim(s) is/are 1-41.

4. X Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
ay[d Al by[]somer c¢)[X] None of the:
1. X Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.

3. [] Copies of the certified copies of the priority documients have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).
* Certified coples not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to fimely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. ] A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

6. [] CORRECTED DRAWINGS ( as “replacement sheets™) must be submitted.
(8) [ including changes required by the Notice of Draftsperson’s Patent Drawing Review { PTO-248) attached
1) [ hereto or 2) ] to Paper No./Mail Date _____.
by [ including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date ___ .

Identitying indicia such as the application number (see 37 CFR 1.84(c)) should be writien on the drawings in the front {not the back) of
each sheetl. Replacement sheel(s) should be labeled as such in the header according 1o 37 CFR 1.121(d).

7. [ DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BICLOGICAL MATERIAL.

Attachment(s)
1. [] Notice of References Cited (PTO-892) 5. '] Notice of Informal Patent Application
2. [[] Notice of Draftperson's Patent Drawing Review (PTO-948) 6. [ Interview Summary (PTO-413),
Paper No./Mail Date .
3. [ Information Disclosure Statements (PTO/SB/08), 7. [1 Examiner's Amendment/Comment
Paper No./Mail Date
4. [[] Examiner's Comment Regarding Requirement for Deposit 8. X Examiner's Statement of Reasons for Allowance
of Biological Material
a. [ other .
U.S. Patent and Trademark Office
PTOL-37 (Rev. 03-11) Notice of Allowability Part of Paper No./Mail Date 20110901
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Application/Control Number: 13/012,541 Page 2
Art Unit: 2887

DETAILED ACTION
The TD and amendment filed on 8/16/2011 have been entered. Claims 1-41 are

presented for examination.

Allowable Subject Matter

Claims 1-41 are sllowed.

The following is a statement of reasons for the indication of allowable subject
matter: The prior art fails to disclose a portable data carrier comprising: (i) an interface
for reading and writing data; (ii) a content data memory; (iii) a use rule memory; (iv) a
program stbre; and having the functions and characteristics as recited in claim 1. The

prior art also fails to disclose the limitations of claims 18, 21, 26, 27, 29, 31 and 3b.

Conclusion
Any inquiry concerning this communication or earlier communications from the

hould-be-directed-to- THIEN M. LE whose telephone number is (§71)272-

fad
LA e A 3

2396. The examiner can normally be reached on Monday - Friday from 7:30am -
4:00pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Steve S. Paik can be reached on (571) 272-2404. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.
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Application/Control Number: 13/012,541 Page 3
Art Unit: 2887

information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see htip:/pair-direct.uspto.gov. Should
you have questions on access o the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information
system, call 800-786-9199 (IN USA OR CANADA) or 571-272—1000.

JTHIEN M LE/
Primary Examiner, Art Unit 2887
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Application/Control No. Applicant({s)/Patent Under Reexamination
Issue Classification | ;o10541 RACZ ET AL
THIEN M LE 2887
ORIGINAL INTERNATIONAL CLASSIFICATION
CLASS SUBCLASS CLAIMED NON-CLAIMED
235 380 G|l o| s} K 5 £ 00 {2006.01.01}
CROSS REFERENCE(S)
CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)
235 382
5 Claims renumbered in the same order as presented by applicant i} CPA 1 71D [0 BR1t147
Final Qriginal Final Originat Final Criginal Final Criginal Final Original Final Original Final Original Final Original
NONE
Total Claims Allowed:
41
(Assistant Examiner) (Date)
/THIEN M LE/
Primary Examiner.Art Unit 2887 g/1/2011 Q.G. Print Claim{s) O.G. Print Figure
(Primary Examiner) (Date) ! 1A

1.8, Patent and Trademark Office

35

Part of Paper No. 20110901



UnrTteED STATES PATENT AND TRADEMARK OFFICE

Page 1 of 1

P.0. Box 1459

WWW.uEpto. 4oV

BiB DATA SHEET

UNITED STATES DEPARTMENT OF COMMERCE
TUnited States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

Alexandria, Virginia 22313-1450

CONFIRMATION NO. 6997

SERIAL NUMBER
13/012,541

CLASS
235

GROUP ART UNIT
2887

FILING or 371(c)
DATE
01/24/2011
RULE

ATTORNEY DOCKET
NO

87790-798069
(000140US)

APPLICANTS
Patrick Sandor Racz, Saint Heller, JERSEY;
Hermen-ard Hulst, Amsterdam, NETHERLANDS;

* CONTINUING DATA
This application is a CON of 12/014,558 01/15/2008 PAT 7,942,317
which is a CON of 11/336,758 01/19/2006 PAT 7,334,720
which is a CON of 10/111,716 09/17/2002 ABN

** FOREIGN APPLICATIONS “**
UNITED KINGDOM 9925227 .2 10/25/1999
UNITED KINGDCOM PCT/GB00/04110 10/25/2000

** [F REQUIRED, FOREIGN FILING LICENSE GRANTED **** SMALL ENTITY **
02/04/2011

LA A2 Ty ek

QYes D No

35 USC 119{a-d) conditions met L ves QNO

Verified and /ThienM. Le/
Acknowladged Examiner's Signature

Forsign Priorty claimed

STATE OR
COUNTRY

JERSEY

SHEETS
DRAWINGS

17

TOTAL
CLAIMS

41

Met after
u Allowance

inftials

INDEPENDENT
CLAIMS

8

ADDRESS

KILPATRICK TOWNSEND & STOCKTON LLP
TWGO EMBARCADERO CENTER

EIGHTH FLOOR

SAN FRANCISCO, CA 94111-3834

UNITED STATES

TITLE
DATA STORAGE AND ACCESS SYSTEMS

[T Al Fees

{1 1.16 Fees (Filing)

FEES: Authority has been given in Paper

FILING FEE . -
RECEIVED |No. to charge/credit DEPOSIT AGCOUNT || 31:17 Fees (Processing Ext. of time)
1558 No. for following: lD 1.18 Fees (lssug)
O Other
I Credit

BIB (Rev. 05/07).

36




Application/Control No. Applicant(s)/Patent Under
Reexamination
Index of Claims 13012541 HULST ET AL.
T
THIEN M LE 2887
v Rejected - Cancelled N | Non-Elected A Appeal
= Allowed - Restricted i Interference O Objected
Claims renumbered in the same arder as presented by applicant 7 cpra a T.D. [0 BR.1.47
CLAIM DATE
Final Original  |04/06/2011 |08/01/2011]09/01/2011

1 v v -

2 v v =

3 ¥ 4 =

4 v v =

5 v v =

6 v v =

7 v v =

8 v v =

9 v v =

10 c o =

11 v v =

12 o o =

13 o} o =

14 o] o =

15 v v =

i6 v v =

17 v ' =

i8 v v =

19 o] 0 =

20 o) o =

o} v v =

22 v v =

23 v v =

o4 v =

25 v v =

26 v v =

27 v 4 =

28 v v =

29 v v =

30 v v =

31 v v =

32 v v =

33 's v =

34 v v =

35 v v =

36 v v =

4.8, Patent and Trademark Cffice

37

Pari of Paper No, ;- 20110901




Application/Control No. Applicant(s)/Patent Under
Reexamination
Index of Claims 13012541 HULST ET AL.
’ ‘ Examiner Art Unit
THIEN M LE 2887
v Rejected - Cancelied N | Non-Elected A Appeal
= Allowed + Restricted i | Interference o Objected
[ Claims renumbered in the same order as presented by applicant [0 cpa 1 7.n. I R147
CLAIM DATE
Final Original  |04/06/2011|08/01/2011]09/01/2011
37 v v =
38 'd 14 =
39 v =
40 v =
41 v v =

U.8. Patent and Trademark Office

38

Part of Paper No. :

20110901




EAST Search History

EAST Search History

EAST Search History (Prior Art)

‘Ref iSearch Query  DBs Default ‘Plurals :iTime Stamp
| | Operator |

card same {US-PGPUB; OR 1OFF  12011/09/01
(content adj2 JUSPAT; ; 110:28
imemory) {UBOCR; EPO; ?
: JPO;
ADERWENT;
iIBM_TDB

o |('73347207).PN.  USPGPUB;  OR OFF 12011/09/01
' 1USPAT i i 110:28 :
1151 1972 ‘icard same US-PGPUB, H0OR HOFF 12011/03/23
(content adj2 {USPAT; E % 109:52
imemory) 1USOCR; EPO; 5 :
PO,
DERWENT;

: {IBM_TDB

52 1 {("7334720").PN.  \US-PGPUB; OR HOFF  {2011/03/23
: | useAT 4 b 09:%8

EAST Search History (I nterference)

L3 15 \card same {USPAT,  (OR HOFF 12011/09/01 10:28 |
(content$1 adj2 {UPAD ' f : :
imemory) same

Hrule$l - neard
{Fuie--hedl

imemory

e 239 icard$1 and AUSPAT; {OR {OFF 12011/09/01 10:28
: Wcontent$1 adj2 {UPAD 1 3 :
smemory) and
Hrule$1 near4
imemory) . E ;
L5 150651 iprocessor and  {USPAT; 1CR LOFF 12011/09/01 10:28 .
: Hprogram neard {UPAD : » ‘
istor$4) :

fﬂe:///Ci/Documents%20311&1%2OSetLings/TLe—'LfMy%ZDDocu...54IIEASTSearchHistory.13012541~Accessiblc\7 ersion.htra (1 of 4)9/1/2011 10:30:12 AM
39




EAST Search History

L6

icard$i and
A((content$1
{adj2 memory)
inear20 items)
fand (rule$d :
ineard memory)

{USPAT;
{UPAD

OR

{OFF

12011/09/01

10:28

7

fcarrier and
H{content$1
1adj2 memory)
inear20 items)
1and (rule$t

{USPAT
{UPAD

OR

HOFF

£2011/09/01

10:28

Jcarrier and
H(content$1
fadj2 memory)
inear20 item$1) .
{and (rule$t j
ineard memory)

9

17

icarrier and
(memory
inear20 data :
inear20 item$1)
tand (rule$t ?
‘neard memory) -

UsPAT;
{UPAD

OR

"IOFF

12011/09/01

10128

L0

i{memory

near20 data

USPAT;
{UPAD
_near20 item$1)

1011/09701

10:28 |

Hrule$1 neard
imemory)

USPAT;

fOFF

12011/09/01

1008

L2

iportable nearb
scarrier

TUSPAT;
{UPAD

12011/09/01

10-28

10 and L11
fand L12

Lo, .
\wPAD

" 2011/09/01

10:28

546798

processor

USPAT,

~12011/09/01

10:28

1198

iL10 and L11
and L14

12011/09/01

10:28

iL10 and L12
_jand 14

10:28

iL11 and L12
“land L14

"OR

@2011/09/01

10:28"

file:///Ci/Documents%20and %20S etiings/ TLed/My %20Docw... 54 /EAS TSearchHistory.13012541_AccessibleVersion htm (2 of 4)0/1/2011 10:30:12 AM

10

16 or L17

1OR

40

12011/09/01

10:28‘2




EAST Search History

14

icard same

Fcontent$1 adj2
imemory) same
Y(rule$t neard
_memory)

SUSPAT;
{UPAD

EOR

OFF

2011/03/23 09:52

230

{card$1 and
i(content$1 adj2
imemory) and
(rule$1 neard |
memory)

HUSPAT;
i UPAD

12011/03/23 09:53 |

142014

processor and

i(program neard
_stordd)

? USij‘-ii —
JUPAD

OR

5201 1/03/23 09:53 !

&

‘card$1 and
i((content$1
1adj2 memory)
inear20 items)
tand (rule$t :
ineard memory)

USPAT;
{UPAD

HO

OFF

12011/03/23 09:54

dcarrier and

{(content$1
1adj2 memory)
inear20 items)

and (rule$t

near4 memory)

OR

carrier and

({content$1
1adj2 memory)
inear20 item$1)
fand (rule$t
inear4d memory) .

“OR

OFF

" 12011/03/23 09:55

S10

carrier and

(memory

inear20 data

2011/03/23 09-55 -

inear20 item$1) ;
1and (rule$t :
inear4 memory)

10667

A(memory

near20 data

inear20 item$1)

5219

i(rule$1 neard
jmemory)

12055

iportable neard
icarrier

USPAT;
uPAD

OR

HOFF

| 1811 and 812 .
; and S13

{USPAT,
{UPAD

OR

LOFF

12011/03/23 09:56 -

file:///C/Documents 7%620and %20Settings/TLe4/My %20Docu... 54 /EAS TSearchHistory. 13012541 _AccessibleVersion.htra (3 of 4)9/1/2011 10:30:12 AM

41




EAST Search History

§515

1523693

processor

USPAT,
fUPAD

{OFF

12011/03/23 09:56

Si6

180

1511 and S12
iand S15

USPAT; :
JUPAD

{OFF

12011/03/23 09:56

1811 and St
@andsts

iUsPaT;
UPAD

" 12011/03/23 09:56

1512 and 513

{USPAT;
_JUPAD

" 12011/03/23 09:56

Tist7orsis

{USPAT;
{UPAD

9/1/2011 10:30:03 AM
C:\ Documents and Settings\ TLe4\ My Documents\ EAST\ Workspaces\ 13012541.wsp

file:/#/CY Documents % 20and %20S ettings/TLed/My %20Docw... 54 /EAS TSearchHistory. 1301254 1_AccessibleVersion.htm (4 of 4)9/1/2011 10:30:12 AM

42




Search Notes

Application/Contirol No.

Applicant(s)/Patent Under
Reexamination

13012541 HULST ET AL.
Examiner Art Unit
THIEN M LE 2887
SEARCHED
Class Subclass Date Examiner
235 380, 382, 492, 451 3/17/2011 LTM
updated same as above 8/1/2011 LTM
updated same as above 9/1/2011 LTM
SEARCH NOTES
Search Notes Date Examiner
EAST; review parent application for double patenting 3/17/2011 LTM
updated 9/1/2011 LTM
INTERFERENCE SEARCH
Class Subclass Date Examiner
235 380, 382 9/1/2011 LTM

U.8. Patent and Trademark Office

43

Part of Paper No. " 20110901




[ hereby certify that this correspondence is being filed via ' AMENDMENT UNDER 37 CFR 1.116

E:S-Web ith th)e Unitftd Stalcs'P?n:nt ifi] Trademark Office EXPEDITED PROCEDURE —
7 ”‘ ' ' EXAMINING GROUP 2887

KILPATRIC OWNS 5}’ Q P
f 2;, y ; PATENT
By: ’v’,Z - a/ Attorney Docket No.: 87790-798069

Client Ref. No.: PN759544USB

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of: Confirmation No. 6997

Hermen-ard HULST, et al. Examiner: Le, Thien Minh
Application No.: 13/012,541 Technology Center/Art Unit: 2887
Filed: January 24, 2011 AMENDMENT UNDER 37 CFR 1.116

EXPEDITED PROCEDURE EXAMINING
For: DATA STORAGE AND ACCESS | GROUP 2887
SYSTEMS

Customer No.: 20350

Mail Stop AF-
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450
Ok to enter

LT
8/31 /20Chmmissioner:

In response to the Final Office Action mailed August 5, 2011, on the above-

referenced application, please enter the following amendments and remarks:

Amendments to the Claims are reflected in the listing of claims which begins on page 2 of this
paper.

Remarks/Arguments begin on page 9 of this paper.

Page 1 of 10
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Applicani(s)/Patent under

App[icaﬁan Number Application/Control No. Applicani(s)/Pz
e
Document Code - DISQ Internal Document — DO NOT MAIL
TERMINAL
DISCLAIMER APPROVED [] DISAPPROVED

Date Filed : 08/16/2011

This patent is subject
to a Terminal

Disclaimer

Approved/Disapproved by:

Dorethea Lawrence

.8, Patent and Trademark Office
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Unitep Stares PATENT AND TRADEMARK OFFICE

TUNTTED STATES DEPARTMENT OT COMMERCE
United States Patent and Trademark Glfice
NER FOR PATENTS

Viginia 22313-1450

WSO Z0Y

[ APPLICATIONNUMBER | FILING OR 37:{C) DATE | TIRSTNAMED AFPLICANT | ATIY.DOCKETNO/ITLE |
13/012,541 01/24/2011 Patrick Sandor Racz 87750-798069
CONFIRMATION NO. 6997
20350 POA ACCEPTANCE LETTER
KILPATRICK TOWNSEND & STOCKTON LLP 0
i EMAROADERG CENTER A

EIGHTH FLOOR
SAN FRANCISCQO, CA 94111-3834
Date Mailed: 08/16/2011

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in rasponse to the Power of Attorney filed 08/05/2011.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33. |

/ddinh/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1of 1
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{: trigﬁ'y gen_igt:mtgh_its ;O;,r;:po;difcf isdb;ini ﬁlcd:’icﬂ)ﬁ AMENDMENT UNDER 37 CFR 1.116
O-We 4] & LinIe CS’ aren! ragemark 1CC E)G)EDITED PROCEDURE _

n 2 [Zz ; ﬁ orf —

° - - EXAMINING GROUP 2887

KILPATRICKATOWNS B0 O P
p ; PATENT
By: - A/ Attorney Docket No.: 87790-798069

Client Ref. No.: PN759344USB

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of: Confirmation No. 6997

Hermen-ard HULST, et al. Examiner: Le, Thien Minh
Application No.: 13/012,541 Technology Center/Art Unit: 2887
Filed: January 24, 2011 AMENDMENT UNDER 37 CFR 1.116

EXPEDITED PROCEDURE EXAMINING
For: DATA STORAGE AND ACCESS | GROUP 2887 '
SYSTEMS

Customer No.: 20350

Mail Stop AF
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Commmssioner:

3 2

referenced application, please enter the following amendments and remarks:

Amendments to the Claims are reflected in the listing of claims which begins on page 2 of this
paper.

Remarks/Arguments begin on page 9 of this paper.

Page 1 0f 10
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Appl. No. 13/012,541 PATENT
Amdt. dated August 16, 2011

Amendment under 37 CFR 1.116 Expedited Procedure

Examining Group 2887

Amendments {o the Claims:

This listing of claims will replace all prior versions, and listings, of claims in the application:

Listing of Claims:

1. {Original) A portable data carrier comprising:

an interface for reading and writing data from and to the portable data carrier;

content data memory, coupled to the interface, for storing one or more confent
data items on the carrier;

use rule memory to store one or more use rules for said one or more content data
items;

a program store storing code implementable by a processor; and a processor
coupled to the content data memory, the use rule memory, the interface and to the program store
for implementing code in the program store,

wherein the code comprises code for storing at least one content data item in the

content data memory and at least one use rule in the use rule memory.

2. (Original) A portable data carrier as claimed in claim 1, wherein the code
further comprises code to provide access to the at least one content data item in accordance with

the at least one use rule.

3, (Original) A portable data carrier as claimed in claim 2, further

comprising status memory defining a use status of the content data item stored on the data
carrier, and
wherein the code to provide access to the content data item permits access to the

content data item in accordance with the use rule and the use status.

4. (Original) A portable data carrier as claimed in claim 3, wherein the status

mermory comprises non-volatile status memory.
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5. (Original) A portable data carrier as claimed in claim 1, wherein the code
further comprises code to provide access to the at least one content data item and code to provide

access to the use rule.

6. (Original) A portable data carrier as claimed in claim 5, further
comprising non-volatile status memory defining a use status of the at least one content data item
stored on the data carrier, and _

wherein the code further comprises code to provide access to the use status of the

at least one content data item stored on the data carrier.

7. (Original) A portable data carrier as claimed in claim 1, further
comprising payment data memory to store payment data and code to provide the payment data to

a payment validation system.

3. (Original) A portable data carrier as claimed in claim 7, wherein code to
provide payment to the payment validation system comprises code to provide the identification

data identifying the user of the portable data carrier to the payment validation system.

9. (Original) A portable data carrier as claimed in claim 8, further
comprising a subscriber identity module (SIM) portion storing the identification data identifying

the user of the portable data.

identifying the user comprises identifying the user to a network operator.

11.  (Original) A portable data carrier as claimed in claim 7, wherein the

payment data comprises credit card data.

12. (Original) A portable data carrier as claimed in claim 10, wherein the
code to provide payment to the payment validation system comprises code to provide the

payment data and/or identification data to the network operator.

Page 3 of 10

49



Appl. No. 13/012,541 PATENT
Amdt. dated August 16, 2011

Amendment under 37 CFR 1.116 Expedited Procedure

Examining Group 2887

13.  (Original) A portable data carrier as claimed in claim 1 further comprising

content location data defining a pointer to an external content provider.

14.  (Original) A portable data carricr as claimed in claim 13 wherein the

pointer comprises a URL for the external content provider.

15.  (Original) A portable data carrier as claimed in claim 1, further
comprising a content access PIN memory store to store a PIN number for controlling access to

the content data memory.

16.  (Original) A portable data carrier as claimed in claim 1, wherein the code
further comprises code for encrypting the at least one content data item before storing the least

one content data item in the content data memory.

17.  (Original) A portable data carrier as claimed in claim 7, further
comprising payment PIN memory store to store a PIN number for controlling access to the

payment data memory.

18,  (Previously Presented) A portable data carrier comprising a mobile
communications device subscriber identity module (SIM) card device, wherein the SIM card
device provides network access to a mobile communications network for the mobile

communications device and includes:

s o . o
sipterface forreading and-writin

an-interface ing and writing data from and to the portable data carrier;
content data memory, coupled to the interface, for storing content data items on
the carrier;

use rule memory to store use rules for said content data items.

19.  (Original) A portable data carrier comprising a mobile communications
device SIM card device as claimed in claim 18, configured to store an address for downloading

said content data items from a data supplier over said mobile communications network.
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20. (Original) A portable data carrier comprising a mobile communications
deviee SIM card device as claimed in claim 18, further comprising status memory to store for

storing a use status of the content data item stored on the data carrier.

21. (Original) A portable data carrier comprising:

use rule memory to store one or more use rules for a content data item;

an interface for reading and writing the one or more use rules from and to the
portable data carrier;

a program store storing code implementable by a processor; and

a processor coupled to the the use rule memory, the interface and to the program
store for implementing code in the program store,

wherein the code comprises code for storing and accessing the one or more use

rules in the use rule memory.

22, (Original) A portable data carrier as claimed in claim 21, further
comprising status memory to store a use status of the content data item; and
wherein the code further comprises code for storing and accessing the use

status.

23. (Original) A portable data carrier as claimed in claim 21, further
comprising a subscriber identity module (SIM) portion for storing identification data to identify a

user of said portable data carrier.

24.  (Original) A portable data carrier as claimed in claim 23, wherein the use

rule is associated with the identification data.

25. (Original) A portable data carrier as claimed in claim 23, wherein the
identification data identifies the user of the portable data carrier to a data supplier and/or

payment validation system.

26. (Original) A portable data carrier comprising:
an interface for sending and receiving data from and to the carrier;
memory, coupled to the interface, for storing data on the carrier;
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a processor for controlling access to data;
and a subscriber identity module (SIM) portion storing identification data to

identify a user of said portable data carrier to a network operator;

27. {Original) A portable data carrier comprising:

an interface for reading and writing data from and to the portable data carrier;

content data memory, coupled to the interface, for storing content data items on
the carrier; "

use rule memory to store use rules for said content data items; 'and

a subscriber identity module (SIM) poﬁion storing identification data to identify a

user of said portable data carrier to a network operator.

28.  (Original) A portable data carrier as claimed in claim 27, wherein said

access to said data is dependent on said use rules in combination with said identification data.

29.  (Previously Presented) A portable data carrier comprising a mobile
commumnications device subscriber identity module (SIM) card device, wherein the SIM card
device provides network access to a mobile communications network for the mobile
communications device and includes:

use rule memory to store use rules for content data items;

an interface for reading and writing the rules from and to the portable data carrier;

2

30. (Previously Presented) A portable data carrier comprising a mobile

communications device subscriber identity module (SIM) card device as claimed in claim 29,
further comprising status memory defining a use status of the content data iterns;
and
wherein the interface is further suitable for reading and writing the use status data

from and to the portable data carrier.

31.  (Original} A method of controlling access to content data, the method
comprising:

receiving a data access request from a user for a content data item,
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reading the use status data and one or more use rules from parameter memory that
pertain to use of the requested content data item;

evaluating the use status data using the one or more use rules to determine
whether access to the content data item is permitted; and

enabling access to the content data item respousive to a determination that access

to the content data item is permitted.

32.  (Previously Presented) A method as claimed in claim 31, wherein the
method is implemented on a mobile communications device subscriber identity module (SIM)

card device.

33.  (Original) A method as claimed in claim 32, wherein the mobile

communications device SIM card device comprises the parameter memory.

34.  (Original) A method as claimed in claim 31, further comprising a data
access terminal, wherein the data access terminal comprises content data memory for storing the
content data item, and wherein enabling access to the content data item comprises eénabling

access to the content data itemn stored in the content data memory.

35. (Original) A method of controlling access to content data using a data
carrier,
the data carrier comprising:

use rule memory to store one or more use rules for a content data item and use

status data;

the method comprising:

receiving a data access request from a user for the content data item,

reading the use status data and one or more use rules from the data carrier that
pertain to use of the requested content data item;

evaluating the use status data using the one or more use rules to determine
whether access to the content data item is permitted;

and enabling access to the content data item responsive to a determination that

access to the content data item is permitted.
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36.  (Original) A method as claimed in claim 35, wherein the content data is

stored on the data carrier.

37.  (Original) A method as claimed in claim 35, wherein the content data is

stored on the data access terminal.

38. (Previously Presented) A method as claimed in claim 35, wherein the data
carrier further comprises a mobile communications device subscriber identity module (SIM) card
device, the method further comprising retrieving the one or more use rules via a mobile

communications network before storing the one or more use rules on the data carrier.

39.  (Original) A data access terminal for retrieving content data from a data
supplier and retrieving use rules for the content data, wherein the data access terminal 18
integrated with a mobile communication device, a personal computer, and/or an audio/video
player; and

comprising the portable data carrier of claim 1.

40. (Original) A data access terminal for retrieving content data from a data
supplier and retrieving use rules for the content data, wherein the data access terminal is
integrated with a mobile communication device, a personal computer, and/or an audio/video
player; and

comprising the portable data carrier of claim 18.

41. (Original) A data access terminal for retrieving content data from a data
supplier and retrieving use rules for the content data, wherein the data access terminal is
integrated with a mobile communication device, a personal computer, and/or an audio/video
player; and

comprising the portable data carrier of claim 21.
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REMARKS/ARGUMENTS
This Amendment is in response to the Office Action mailed August 5, 2011.

Claims 1-41 were pending in the present application. This Amendment does not add, amend, or
cancel any claims, leaving pending in the application claims 1-41. Reconsideration of the

rejected claims is respectfully requested.

L Double Patenting Rejection

Claims 1-8, 21-22, and 31-37 are rejected under the judicially created doctrine of double
patenting. Although Applicants do not necessarily agree with the rejection, a timely filed
terminal disclaimer in compliance with 37 CFR 1.321(b) accompanies this Amendment, in order

to expedite issuance of the pending claims. A Power of Attorney and a Statement under 37 CFR

3.73(b) were filed on August 5, 201 1. in the present case to clearly set forfh that the undersigned

attorney is an attornev of record in the present case and able to sign the terminal disclaimer while

acting in a representative capacity. As such, Applicants respectfully submit that the
accompanying terminal disclaimer overcomes the rejection and request that the rejection with

respect to claims 1-8, 21-22, and 31-37 be withdrawn and the claims allowed.

1L Objections to the Claims
Claims 10, 12-14, and 19-20 are objected to as being dependent upor a rejected base

claim. It is respectfully submitted that the timely filed terminal disclaimer places the
independent claims, from which these claims depend, in condition for allowance, such that these
claims are also in condition for allowance. Applicants therefore respectfully request that all

claims pending herein be allowed.

CONCLUSION
In view of the foregoing, Applicants believe all claims now pending in this

Application are in condition for allowance and an action to that end is respectfully requested.
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If the Examiner believes a telephone conference would expedite prosecution of

this application, please telephone the undersigned at 925-472-5000.

Respectfully submitted,

Jgson Dy Lohr |
Reg. No\48,163

KILPATRICK TOWNSEND & STOCKTON LLP
2175 North California Boulevard

Suite 600

Walnut Creek, California 94596

Tel: 925-472-5000

Fax: 415-576-0300

Attachments

JDL:hsa
63657189 v1
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-- The MAILING DATE of this conmmunication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHFCHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.138(z). In no svent, however, may a reply be timely filed

after SIX {6) MONTHS from the maliling date of this communication.
- 1 NO period for reply is specified above, the maxirnum statutory period will apply and will expire SiX {8) MONTHS from the malling date of this communication.
- Failure io reply within the set or extended period for reply will, by statute, cause the application 1o become ABANDONED (35 U.S.C. § 133).

Any reply received by the Cfifice later than three months afler the malling date of this communication, even il timely filed, may reduce any

earned patent term adjusiment. See 37 CFR 1.704(b).

Status

1] Responsive to communication{s) filedon ____

a)lXl This action is FINAL. 2p)[] This action is non-final.

3)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4K Claim(s) 1-41 isfare pending in the application.
4a) Of the above claim(s) is/are withdrawn from consideration.
5[] Claim{s) _____is/are allowed.
8 Claim(s) 1-9, 11, 15-18, 21--41 is/are rejected.
7)) Claim(s) 10,12-14,19 and 20 is/are objected to.
) |

8] Claim(s are subject to restriction and/or election requirement.

Application Papers

9)[_] The specification is objected to by the Examiner.
104 The drawing(s) filed on 24 January 2011 is/are: a)[X] accepted or b)[] objected to by the Exarniner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required Iif the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[_] The cath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.5.C. § 118

12)[ ] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 118(a}-(d) or (f).
aj(JAll p[]Some * ¢)[ ] None of:
1.[7] Certified copies of the priority documents have been recelved.
2. Certified copies of the priority documents have been received in Application No. |
3.[7] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached dstailed Office action for a list of the certified copies not received.

Altachmenti(s)
1y [[] Notice of References Cited (PTO-892) 4[] tnterview Summary (PTO-413)
2) [ Notice of Draftsperson’s Patent Drawing Review (PTO-348) Paper No(s)Mail Date. __
3) X] Information Disclosure Statement(s) (PTCQ/SB/08) 5) ] Notice of Informat Patent Application
Paper No(syMail Date 7/14/2011; 5/20/2011. 8) |:| Other:
U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-06) Office Action Summary. Part of Paper No./Mail Date 20110801
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DETAILED ACTION
The information disclosure statements filed on 7/14/2011 and 5/20/2011 have

been entered. Claims 1-41 are presented for examination.

As a preliminary matter, the TD filed on 5/20/2011 has been disapproved for the

following reasons:

An attorney or agent, not of record, is not authorized to sign a terminal disclaimer
in the capacily as an attorney or agent acting in a representative capacity as provided

by 37 CFR 1.34 (a). See 37 CFR 1.321(b) and/or (c).

Double Patenting
The nonstatutory double patenting rejection is based on a judicially created
doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the

unjustified or improper timewise extension of the “right to exclude” granted by a patent

and to prevent possible harassment by multiple assignees. A nonstatutory
obviousness-type double patenting rejection is appropriate where the conflicting claims
are not identical, but at least one examined application claim is not patentably distinct
from the reference claim(s) because the examined application claim is either anticipated
by, or would have been obvious over, the reference claim(s). See, e.g., In re Berg, 140
F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29

USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ €45 (Fed. Cir.
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1985); In re Van Omum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422
F.2d 438, 164 USPQ 619 (CCPA 1870); and In re Thorington, 418 F.2d 528, 163
USPQ 644 (CCPA 1369).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d)
may be used to overcome an actual or provisional rejection based on a nonstatutory
double patenting ground provided the conflicting application or patent either is shown to
be commonly owned with this application, or claims an invention made as a resuit of
activities undertaken within the scope of a joint research agreement.

Effective January 1, 1994, a registered attorney or agent of record may sign a
terminal disclaimer. A terminal disclaimer signed by the assignee must fully comply with
37 CFR 3.73(b).

Claims 1-8, 21-22, 31-37 are rejected on the ground of nonstatutory
obviousness-type double patenting as being unpatentable over claims of U.S. Patent
No. 7,334,720. Although the conflicting claims are not identical, they are not patentably

distinct from each other because they essentially reciting the same limitations.

Claims1,-21,-31-37-are rejected-in view of claims 1 and 3 of the 720 patent in

LR ¥i~2

that they collectively reciting all essential elements of this claims:
(i) an interface for reading and writing data (see claim 3 of the '720 patent)
(ii) content data memory (claim 1)
(iii) use rule memory to store one or more rules (claim 1)

(iv) a program store storing code (claim 3);
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As can be seen, the patent protections have been provided to the earlier filed
patent application. Claims 1 and 3 of the ‘720 patent is herein provided for further

reviews:

1. A method of controlling access to content data on a data carrier, the
data carrier comprising non-volatile data memory storing content memory and
non-volatile parameter memory storing use status data and use rules, the method
comprising: receiving a data access reguest from a user for at least one
content item of the content data stored in the non-volatile data memory;
reading the use status data and use rules from the parameter memory that
pertain to use of the at least one requested content item; evaluating the use
status data using the use rules to determine whether access to the at least one
requested content item stored in the content memory is permitted; and
displaying to the user whether access is permitted for each of the at least one
requested content item stored in the non-volatile data memory.

3. A data access terminal for retrieving data from a data supplier and
providing the retrieved data 1o a data carrier, the terminal comprising: a
first interface for communicating with the data supplier; a data carrier
interface for interfacing with the data carrier; a program store storing code;
and a processor coupled to the first interface, the data carrier interface, and
the program store for implementing the stored code, the code comprising: code
to read payment data from the data carrier and to forward the payment data to a
payment validation system; code to receive payment validation data from the
payment validation system; code responsive to the payment validation data to
retrieve data from the data supplier and to write the retrieved data into the
data carrier; and code responsive to the payment validation data to receive at
least one access rule from the data supplier and to write the at least one
dccess rule into the data carrier, the at least one access rule specifying at
least one condition for accessing the retrieved data written into the data
carrier, the at least one condition being dependent upon the amount of payment
associated with the payment data forwarded to the payment validation system.

Regarding claim 2, see claim 3 of the 720 patent in that it recites:

“

; and code fesponsive 1o the payment validation data to receive at

least one access rule from the data supplier and to write the at least one

access rule into the data carrier, the at least one access rule specifying at

least one condition for accessing the retrieved data written into the data

carrier, the at least one condition being dependent upon the amount of payment
associated with the payment data forwarded to the payment validation system”

Regarding claims 3-4, 6, 22 see the claim 1 of the ‘720 patent in that it recites:
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« . .
non-volatite parameter memory storing use status data and use rules”;

“reading the use status data and use rules from the parameter memory that pertain to use of the
at least one requested content item; evaluating the use status data using the use rules to
determine whether access to the at least one requested content item stored in the content
memory is permitted”.

Regarding claim 5, see claim 3 of the 720 patent.
Regarding claim 7, see c¢laim 2 of the '720 patent.

Regarding claim 8, see the discussions of claim 7 and claim 3 of the 720

patent.

The entire claim set of the ‘720 patent is herein included for further reviews:

1. A méthod of controlling access to content data on a data carrier, the
data carrier comprising non-volatile data memory storing content memory and
non-volatile parameter memory storing use status data and use rules, the method
comprising: receiving a data access request from a user for at least one
content item of the content data stored in the non-volatile data memory;
reading the use status data and use rules from the parameter memory that
pertain to use of the at least one requested content item; evaluating the use
status data using the use rules to determine whether access {o the at least one
requested content item stored in the content memory is permitted; and

displaying to the user whether access is permitted for each of the atleast one
requested content item stored in the non-volatile data memory.

2. A method as claimed in claim 1 wherein said parameter memory further
stores payment data and further comprising selecting one of said use rules
dependent upon said payment data.

3. Adata access terminal for retrieving data from a data supplier and
providing the retrieved data to a data carrier, the terminal comprising: a
first interface for communicating with the data supplier; a data carrier
interface for interfacing with the data carrier; a program store storing code;
and a processor coupled to the first interface, the data carrier interface, and
the program store for implementing the stored code, the code comprising: code
to read payment data from the data carrier and to forward the payment datato a
payment validation system; code to receive payment validation data from the
payment validation system; code responsive o the payment validation data to
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retrieve data from the data supplier and to write the retrieved data into the

data carrier; and code responsive to the payment validation data to receive at
least one access rule from the data supplier and to write the at least one
access rule into the data carrier, the at least one access rule specifying at

least one condition for accessing the retrieved data written into the data

carrier, the at least one condition being dependent upon the amount of payment
associated with the payment data forwarded to the payment validation system.

4. A data access terminal as claimed in claim 3 further comprising code to
transmit at least a portion of the payment validation data to the data supplier
or 10 a destination received from the data supplier.

5. Adata access terminal as claimed in claim 3 further comprising code to
retrieve from the data supplier and output to a user stored data identifier
data and associated value data and use rule data for a data item available from
the data supplier.

6. A data access terminal as claimed in claim 5 further comprising code to
write use rule data for a data item into the data carrier with the associated
data item.

7. A data access terminal as claimed in claim 5 further comprising code to
read a stored value from the data carrier, code fo compare said stored value
with said value data, and code 1o provide a modified output to a user of one or
more of said stored data identifier data, said value data and said use rule
data, in response to a result of the comparison.

8. A data access terminal according to claim 3 further comprising code for
user input of access control data, code to output the access control data to
the data carrier, and code 10 receive access permission data and output data to
the user in response {o the received access permission data.

9. A data access terminal as claimed in claim 8 further comprising code to
output a data erasure warning in response {o the received access permission
data.

10. A data access terminal according o claim 3 further comprising code to

read reward data from the data carrier and to write modified reward data to the
data carrier in response to said retrieval of data from the data supplier.

11. A data access terminal according to claim 3 further comprising: code
to read identity data from the data carrier; code to transmit the identity
data to the data supplier; code to receive user characterizing data from the
data supplier; code to retrieve supplementary data in response to said
characterizing data; and code to output the supplementary data.

12. A data access terminal according to claim 3 further comprising a cash
input device coupled to the processor, to provide cash input value data; and
code to update payment data in the data carrier, in accordance with the cash
input value data.

13. A data access terminal according to claim 3 integrated with a mobile
communication device, a personal computer; an audio/video player, and/or a
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cable or satellite television interface device.

14. A method of providing data from a data supplier to a data carrier, the
method comprising: reading payment data from the data carrier; forwarding the
payment data to a payment validation system; retrieving data from the data
supplier; writing the retrieved data into the data carrier; receiving at
least one access rule from the data supplier; and writing the at least one
access rule into the data carrier, the at least one access rule specifying at
least one condition for accessing the retrieved data written into the data
carrier, the at least one condition being dependent upon the amount of payment
associated with the payment data forwarded to the payment validation system.

15. A method of providing data from a data supplier according to claim 14
further comprising: receiving payment validation data from the payment
validation system; and transmitting at least a portion of the payment
validation data to the data supplier.

16. A method of providing data as claimed in claim 15, wherein the payment
validation system comprises a payment processor at the data supplier.

17. A method of providing data as claimed in claim 18, further comprising:
reading a stored value from the data carrier; comparing the stored value with
said value data; and outputting to a user information indicating the result of
said comparing.

18. A method of providing data as claimed in claim 14, further comprising:
retrieving from the data supplier a stored data item identifier and associated
value data; andwriting the stored second data item identifier and associated
value data for the data item into the data carrier.

Claim 9, 11, 15-17, 18, 23-30, 38-41 are rejected on the ground of nonstatutory

obviousness-type double patenting as being unpatentable over claim of U.S. Patent No.
U.S. Patent No. 7,334,720 in view of Stademann (Stademann — 6,415,156).

Regarding claims 9, 18, 23-30, 38-41, see the discussions regarding claim 1.
The claim differs in calling for the SIM module. However, this claimed limitation is not
new. Reference to Stademann is cited an evident for using a SIM card and a mobile
phone unit as a payment transaction device. In light of Stademann's teachings, it

would have been obvious to implement the features of the portable device as taught in
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claim 1 of the '720 patent in a SIM module. The modification merely extends the
applications of '720 patent invention to other environments wherein a SIM module is

required; and thus also improve versatility of the mobile device.

Regarding claim 11, see the discussions regarding claim 9 above. Further, see
Stademann’s summary of invention wherein the mabile phone and the SIM module are

used for credit card transactions.

Regarding claim 15-17, see the discussions regarding claims 1 and 7 above.
Further, Stademann teaches the use of PIN, encryption for protecting the credit

transactions (see Stademann - summary of invention, description of figure 1).

Allowable Subject Matter
Claims 10, 12-14, 19-20 are objected to as being dependent upon a rejected

base claim, but would be allowable if rewritten in independent form including all of the

and - anvintarvaenina-claims
T AT AT l, OGO IS AT

The following is a statement of reasons for the indication of allowable subject
matter: The prior art fails to disclose a portable data carrier comprising a rule memory,
a status memory, content data memory and further comprising the features of claims

10, 12-14, and 19-20.
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Remarks
The TD filed on 5/20/2011 has been disapproved. For this reason, the examiner
respectfully maintains the obvious double patent rejections. This Office Action has

been made Final.

Conclusion

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time
policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory pericd for reply expire later

than SIX MONTHS from the mailing date of this final action.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to THIEN M. LE whose telephone number is (571)272-
2396. The examiner can normally be reached on Monday - Friday from 7:30am -

4:00pm.
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If a‘itempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Steve S. Paik can be reached on (571) 272-2404. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/Thien M. Le/
Primary Examiner, Art Unit 2887
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Under the Paperwork Reduction Act of 1995, no persons are required fo respond to a coliaction of information unless it displays 2 valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(b)

Applicant/Patent Owner  SMartflash Technologies Limited

Application No./Patent No.: 13/012,541 Filed/lssue Date: January 24, 2011
Titled:

DATA STORAGE AND ACCESS SYSTEMS

Smartflash Technologies Limited

(Name of Assignee}

,a corporation

(Type of Assignee, ¢.g., corporation, parinership, university, government agancy, ete:

states that it is:

1. |Z: the assignee of the entire right, title, and interest in;

2. D an assignee of less than the entire right, title, and interest in
{The extent (by percentage} of its ownership interest is %); or

3. D the assignee of an undivided interest in the entirety of (a complate assignment from one of the joint inventors was made)

the patent application/patent identified above, by virtue of either:

A. An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recerded in
the United States Patent and Trademark Office at Reel 013583 , Frame 0554 , or for which a

copy therefore is attached.
OR

B. D A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows!

1. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or far which a copy thereof is attached,
2. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame . or for which a copy thereof is attached.
3. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel . Frame . or for which a copy thereof is attached.

D Additional documents in the chain of title are listed on a supplemental sheet(s).
As required by 37 CFR 3.73(b)(1)(i), the documentary evidence of the chain of titie from the original owner to the assignee was,
or concurrently is being, submitted for recordation pursuant fo 37 CFR 3.11.

[NOTE: A separate copy (i.e., a frue copy of the original assignment document(s)) must be submitted to Assighment Division in
accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

August 5, 2011
Date

i

Jason D. L‘hr, Reg, b]o. 48,163 Attorney Representing Client
Printed or Typed Name Title

This caliection of information is required by 37 CFR 3.73(b). The information is required 1o obtain or retain a benefit by the public which is to file {and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complets, inciuding
gathering, preparing, and submitting the completed application form to the USPTO. Time wili vary depending upon the individual case. Any comments on the amount of time
you require to compieie this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
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for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTQ-9199 and select option 2.
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I hereby certify that this correspondence is being filed via PATENT

EES—W@}} }f’il }}e//[tjnited States Patent and Trademark Office Attorn ey Docket No.: 97790-7980 50
KA ’ (000140U8)
KILPATRICK TOWNSEND & STOCKTON LLP Client Reference No.: PN759544USB

By: g,'m /yl_//%:’ Zé‘//é&"ﬁ*

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of: Confirmation No.; 6997

Hermen-ard HULST, et al. Examiner: Le, Thien Minh
Application No.: 13/012,541 Art Unit: 2887
Filed: January 24, 2011 © | SUPPLEMENTAL INFORMATION

DISCLOSURE STATEMENT UNDER
For: DATA STORAGE AND ACCESS | 37 CFR §1.97 and §1.98
SYSTEMS : v

Customer No.: 20350

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Cormunissioner:

The references cited on attached form PTO/SB/08A and PTO/SB/08B are being

called fo the affention of the Examiner, Copies of theteferences-are not-enclosed:

It is respectfully requested that the cited references be expressly considered
during the prosecution of this application, and the references be made of record therein and
appear among the “references cited” on any patent to issue therefrom.

The references cited in this IDS were cited in Office Actions mailed on April 29,

2011 and January 13, 2011 in related U.S. Patent Application No. 12/943,847. Copies of the
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Hermen-ard HULST, et al. PATENT
Application No.: 13/012,541
Page 2

Office Actions in U.S. Patent Application No. 12/943,847 are available on PAIR and are
believed to be readily accessible to the Examiner.

As provided for by 37 CFR §1.97(g) and (h), no inference should be made that the
information and references cited are prior art merely because they are in this statement and no
representation is being made that a search has been conducted or that this statement encompasses
all the possible relevant information.

This TDS is being filed before the mailing date of the final Office Action or
Notice of Allowance.

Please charge the IDS fee of $180 to Deposit Account No. 20-1430. Please

deduct any additional fees from, or credit any overpayment to, the above-noted Deposit Account.

Res pectﬁ!lll { submitted,

KILPATRICK TOWNSEND & STOCKTON LLP
Two Embarcadero Center, Eighth Floor
San Francisco, California 94111-3834
Tel: 925-472-5000
Fax: 925-472-8895
DL

63584016 w1
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UNITED STATES PATENT AND TRADEMARK OFFICE

Cormmissioner for Patents

United States Patent and Trademark Office
P.O. Box 1450

Alexandria, VA 22313-1450

WWwW.Lspio.gov

KILPATRICK TOWNSEND & STOCKTON LLP
TWO EMBARCADERC CENTER

EIGHTH FLOCR

SAN FRANCISCO CA 94111-3834

MAILED

JUN 219 2011
In re Application of : OFHCEOFPEU“ONS
Hulst, et al. :
Application No. 13/012,541 : ON PETITION

Filed: January 24, 2011
Attorney Docket No. 87790-738069

This is in response to the petition under 37 CFR 1.182 to change -
the order of inventor names, filed June 8, 2011.

The petition is GRANTED.

Office records have been changed to reflect the change in the
order of the inventors’ names (1 - Patrick S. Racz, 2 - Hermen-

ard Hulst). .

The application is being forwarded to Group Art Unit 2887 for
consideration of the Amendment, filed May 20, 2011.

Telephone inquiries regarding this decision should be directed to
the undersigned at (571)272-3207.

Cliff Congo

Petitions Attorney
Office of Petitions
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EFS-peb with the Unfled Stes Patentind Trademaric Office Attorney Docket No.: 87790-798069 (000140US)
y ! Client Ref. No.: PN759544USB

TOWNSEND and TOWNSEND and CREW LLP

I 7.
By: P 4 ézﬂk//' 52,5?“/

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of: Confirmation No.: 6997
Hermen-ard HULST, et al. Examiner: Le, Thien Minh
Application No.: 13/012,541 Art Unit: 2887

Filed: January 24, 2011
For: DATA STORAGE AND ACCESS | PETITION TO CHANGE ORDER OF

SYSTEMS NAMES OF JOINT INVENTORS IN
THE HEADING OF THE PATENT

Customer No.: 20350 APPLICATION UNDER 37 CFR 1.182

Mail Stop Petition

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Commissioner:

Applicants respectfully request that the order of the inventors names be

listed on the most recent filing receipt and, based on the pending claims, should be listed
as inventors in the present application. Only the order of the inventors should be

changed. The corrected order of inventor names is listed below:

Patrick S. Racz, a citizen of the United Kingdom, residing at
19 Royal Street

Saint Heller, JE1 4WA Jersey

Hermen-ard Hulst, a citizen of Netherlands, residing at

Van Tuyll van Serooskerweg 75hs

Amsterdam, 1076 JG Netherlands
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Hermen-ard HULST, et al. PATENT
Application No.: 13/012,541 .
Page 2

It is respectfully requested that this change be reflected on all subsequent
correspondence from the United States Patent and Trademark Office directed to this
application and that any patent issuing from this application, or a continuation thereof,
names the inventors in the order listed above.

A copy of the initial Application Data Sheet, filed January 24, 2011,

'showing the correct order of inventor names for inventors Patrick Racz and Hermen-ard
Hulst is attached.

The Commissioner is hereby authorized to deduct the required fee of $400
pursuant to 37 CFR 1.17(f) from the undersigned’s Deposit Account No. 20-1430.
Pleased deduct any additional fees from, or credit any overpayment to, the above-noted
deposit account.

If it is believed that a telephone conference would be helpful, please

telephone the undersigned at 925-472-5000.

Respectfully submitted,

KILPATRICK TOWNSEND & STOCKTON LLP

Two Embarcadero Center, Eighth Floor
San Francisco, California 94111-3834
Tel: 925-472-5000

Fax: 415-576-0300

Attachment

JDL:131
63399467 v1
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Application Data Sheet

Application Information

Application number::
Filing Date::

Application Type::
Subject Matter:

Title::

Aﬁbmey Docket Number::

Not Yet Assigned

112472011

Regular

Utility

DATA STORAGE AND ACCESS SYSTEMS
080379-000140US

Request for Early Publication:: No

Request for Non-Publication:: No

Suggested Drawing Figure::

Total Drawing Sheets:: 17

Small Entity?:: Yes

Petition included?:; No

Secrecy Order in Parent Appl.:: No

Appilicant Information

Applicant Authority Type:: Inventor
Primary Citizenship Country:: United Kingdom
Status:: Full Capacity
Given Name: Patrick

Middle Name::

Family Name:: RACZ

Name Suffix:;

City of Residence:: Saint Heller
State or Province of Residence::

Country of Residence:: Jersey

Street of Mailing Address:: 19 Royal Street
City of Mailing Address:: Saint Heller

Page 1

Initial 1/24/11
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State or Province of mailing address::

Country of mailing address::

Postal or Zip Code of mailing address::

Applicant Authority Type::
Primary Citizenship Country::
Status::

Given Name::

Middle Name::

Family Name::

Name Suffix:

City of Residence::

State or Province of Residence::
Country of Residence::

Street of Maiiing Address::

Jersey
JE1 4WA

Inventor
Netherlands
Full Capacity
Hermen-ard
Hulst

Amsterdam

Netherlands

Van Tuyll van Serooskerweg 75hs

City of Mailing Address:: Amsterdam
State or Province of mailing address::

Country of mailing address:: Netherlands
Postal or Zip Code of mailing address:: 1076 JG
Correspondence Information

Correspondence Customer Number:: 20350
Representativé Information

Representative Customer Number:: 20350

Domestic Priority Information

Application:: Contihuity Type:
This Application Continuation of
12/014,558 Continuation of
11/336,758 Caontinuation of
Page 2

Parent Application::

12/014,558
11/336,758
10/111,716
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Parent Filing Date::

01/15/08
01/19/06
09/17102
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Foreign Priority Information

Country:: Application number:: Filing Date::
PCT GB00104110 10/25/00
United Kingdom 9925227.2 10/25/99

Assignee Information

Assignee Name:: Smartflash Technologies Limited
Street of mailing address:: 1070908 Palm Grove House, P.O. Box 438
City of mailing address:: o Wickhams' Cay, Road Town

State or Province of mailing address::  Torlola
Country of mailing address:: British Virgin Islands

Postal or Zip Code of mailing address::

Page 3 Initial 1/24/11
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This Acknowledgemerit Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similarte a
Post Card, as described in MPEP 503.

New Applications Under 35 U.5.C. 111

if a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

MNational Stage of an International Application under 35 U.S.C. 371

if a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.5.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the applicationas a
national stage submission under 35 U.5.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the Tnternational Filing Date PCT/ROTO i i induece e; je escripti i
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

r 11 . W e e G i e S srdlels ohcelning

100



1 hereby certify that this correspondence is being filed via PATENT

f:S-WeWth the Un%tftcsiaten; Td Trademark Office ' Attorney Docket No.: 87790-798069
J ) Client Ref. No.: PN759544USB

KILP‘W & STOCKTON LLP
By: /

Evel‘y{ Gomez O \é

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of: Confirmation No. 6997

Patrick RACZ, et al. Examiner: Le, Thien Minh
Application No.: 13/012,541 Technology Center/Art Unit: 2887
Filed: January 24, 2011 AMENDMENT

For: DATA STORAGE AND ACCESS
SYSTEMS

Customer No.: 20350

Mail Stop Amendment
Coramissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Commissioner:

In response to the Office Action mailed April 14, 2011, please enter the following

amendments and remarks:

Amendments to the Claims are reflected in the listing of claims which begins on page 2 of this
paper.

Remarks/Arguments begin on page 9 of this paper.

Page 1 of 10
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Appl. No. 13/012,541 PATENT
Amdt, dated May 20, 2011
Reply to Office Action of April 14, 2011

Amendments to the Claims:

This listing of claims will replace all prior versions, and listings of claims in the application:

Listing of Claims:

1. (Original) A portable data carrier comprising:

an interface for reading and writing data from and to the portable data carrier;

content data memory, coupled to the interface, for storing one or more content
data items on the carrier;

use rule memory to store one or more use rules for said one or more content data
items;

a program store storing code implementable by a processor; and a processor
coupled to the content data memory, the use rule memory, the interface and to the program store
for implementing code in the prog;"am store,

wherein the code comprises code for storing at least one content data item in the

content data memory and at least one use rule in the use rule memory.

2. (Criginal) A portable data carrier as claimed in claim 1, wherein the code
further comprises code to provide access to the at least one content data item in accordance with

the at least one use rule.

3. (Original) A portable data carrier as claimed in claim 2, further

comprising status memory defining a use status of the content data item stored on the data
carrier, and
wherein the code to provide access to the content data item permits access to the

content data iten_l in accordance with the use rule and the use status.

4. (Original) A portable data carrier as claimed in claim 3, wherein the status

memory comprises non-volatile status memory.

5. (Original) A portable data carrier as claimed in claim 1, wherein the code
further comprises code to provide access to the at least one content data item and code to provide
access to the use rule.

Page 2 of 10
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Appl. No. 13/012,541 * PATENT
Amdt. dated May 20, 2011 :
Reply to Office Action of April 14, 2011

6. (Original) A portable data carrier as claimed in claim 5, further
comprising non-volatile status memory defining a use status of the at least one content data item
stored on the data carrier, and

wherein the code further comprises code to provide access to the use status of the

at least one content data item stored on the data carrier.

7. (Original) A portable data carrier as claimed in claim 1, further
comprising payment data memory to store payment data and code to provide the payment data to

a payment validation system.

8. (Original) A portable data carrier as claimed in claim 7, wherein code to
provide payment to the payment validation system comprises code to provide the identification

data identifying the user of the portable data carrier to the payment validation system.

9. (Original) A portable data carrier as claimed in claim 8, further
comprising a subscriber identity module (SIM) portion storing the identification data identifying
the user of the portable data.

10.  (Original) A portable data carrier as claimed in claim 9, wherein the

identifying the user comprises identifying the user to a network operator.

11.  (Original) A portable data carrier as claimed in claim 7, wherein the

payment data comprises credit card data.

12.  (Original) A portable data carrier as claimed in claim 10, wherein the
code to provide payment to the payment validation system comprises code to provide the

payment data and/or identification data to the network operator.

13.  (Original) A portable data carrier as claimed in claim 1 further comprising

content location data defining a pointer to an external content provider.

14, (Original) A portable data cartier as claimed in claim 13 wherein the

pointer comprises a URL for the external content provider.

Page30f 10
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Appl. No. 13/012,541 PATENT
Amdt, dated May 20, 2011
Reply to Office Action of April 14, 2011

15. (Original) A portable data carrier as claimed in claim 1, further
comprising a content access PIN memory store to store a PIN number for controlling access to

the content data memory.

16.  (Original) A portable data carrier as claimed in claim 1, wherein the code
further comprises code for encrypting the at least one content data item before storing the least

one content data item in the content data memory.

17.  (Original) A portable data carrier as claimed in claim 7, further
comprising payment PIN memory store to store a PIN number for controlling access to the

payment data memory.

18.  (Previously Presented) A portable data carrier comprising a mobile
commmunications device subscriber identity module (SIM) card device, wherein the STM card
device provides network access to a mobile communications network for the mobile
communications device and includes:

an interface for reading and writing data from and to the portable data carrier;
content data memory, coupled to the interface, for storing content data items on
the carrier;

use rule memory to store use rules for said content data items.

19.  (Original) A portable data carrier comprising a mobile communications

said content data items from a data supplier over said mobile communications network.

20.  (Original) A portable data carrier comprising a mobile communications
device SIM card device as claimed in claim 18, further comprising status memory to store for

storing a use status of the content data item stored on the data carrier.

21.  (Original) A portable data carrier comprising:
use rule memory to store one or more use rules for a content data item;
an interface for reading and writing the one or more use rules from and to the

portable data carrier;
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a program store storing code implementable by a processor; and

a processor coupled to the the use rule memory, the interface and to the program
store for implementing code in the program store,

wherein the code comprises code for storing and accessing the one or more use

rules in the use rule memory.

22, (Original) A portable data carrier as claimed in claim 21, further
comprising status memory to store a use status of the content data item; and
wherein the code further comprises code for storing and accessing the use

status.

23.  (Original) A portable data carrier as claimed in claim 21, further
comprising a subscriber identity module (SIM) portion for storing identification data to identify a

user of said portable data carrier.

24.  (Original) A portable data carrier as claimed in claim 23, wherein the use

rule is associated with the identification data.

25, (Original) A portable data carrier as claimed in claim 23, wherein the
identification data identifies the user of the portable data carrier to a data supplier and/or

payment validation system.

26, (Original) A portable data carrier comprising:

an interface for sending and receiving data fromrand to the-carrier;

memory, coupled to the interface, for storing data on the carrier;

a processor for controlling access 1o data;

and a subscriber identity module (SIM) portion storing identification data to

identify a user of said portable data carrier to a network operator;

27.  (Original) A portable data carrier comprising:

an interface for reading and writing data from and to the portable data carrier;

content data memory, coupled to the interface, for storing content data items on
the carrier;

use rule memory to store use rules for said content data items; and
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a subscriber identity module (SIM) portion storing identification data to identify a

user of said portable data carrier to a network operator.

28.  (Original) A portable data carrier as claimed in claim 27, wherein said

access to said data is dependent on said use rules in combination with said identification data.

29.  (Previously Presented) A portable data carrier comprising a mobile
_ communications device subscriber identity module (SIM) card device, wherein the SIM card
device provides nefwork access to a mobile communications network for the mobile
communications device and includes:
use rule memory to store use rules for content data items;

an interface for reading and writing the rules from and to the portable data carrier;

30.  (Previously Presented) A portable data carrier comprising a mobile
communications device subscriber identity module (SIM) card device as claimed in claim 29,

further comprising status memory defining a use status of the content data items;
and

wherein the interface is further suitable for reading and writing the use status data

from and to the portable data carrier.

31.  (Original) A method of conirolling access to content data, the method
comprising:

receiving a data access request from a user for a content data item,

reading the use status data and one or more use rules from parameter memory that
pertain to use of the requested content data item;

evaluating the use status data using the one or more use rules to determine
whether access to the content data item is permitted; and

enabling access to the content data item responsive to a determination that access

to the content data item is permitted.

32.  (Previously Presented) A method as claimed in claim 31, wherein the
method is implemented on a mobile communications device subscriber identity module (SIM)

card device.
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33.  (Original) A method as claimed in claim 32, wherein the mobile

communications device SIM card device comprises the parameter memory.

34.  (Original) A method as claimed in claim 31, further comprising a data
access terminal, wherein the data access terminal comprises content data memory for storing the
content data item, and wherein enabling access to the content data item comprises enabling

access to the content data item stored in the content data memory.

35, (Original) A method of controlling access to content data using a data
carrier,

the data carrier comprising:

use rule memory to store one or more use rules for a content data item and use
status data;

the method comprising:

receiving a data access request from a user for the content data item,

reading the use status data and one or more use rules from the data carrier that
pertain to use of the requested content data item;

evaluating the use status data using the one or more use rules to determine
whether access to the content data item is permitted;

and enabling access to the content data itemn responsive to a determination that

access to the content data item is permitted.

36,  (Original) A method as claimed in claim 35, wherein the content data is

stored on the data carrier.

37, (Original) A method as claimed in claim 35, wherein the content data is

stored on the data access terminal.

38.  (Previously Presented) A method as claimed in claim 35, wherein the data
carrier further comprises a mobile communications device subscriber identity module (SIM) card
device, the method further comprising retrieving the one or more use rules via a mobile

communications network before storing the one or more use rules on the data carrier.
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39,  (Original) A data access terminal for retrieving content data from a data
supplier and retrieving use rules for the content data, wherein the data access terminal is
integrated with a mobile communication device, a pefsonal computer, and/or an audio/video
player; and

comprising the portable data carrier of claim 1.

40.  (Original) A data access terminal for retrieving content data from a data
supplier and retrieving use rules for the content data, wherein the data access terminal is
integrated with a mobile communication device, a personal computer, and/or an audio/video
player; and

comprising the portable data carrier of claim 18.

41.  (Original) A data access terminal for retrieving content data from a data
supplier and retrieving use rules for the content data, wherein the data access terminal is
integrated with a mobile communication device, a personal computer, and/or an audio/video
player; and

comprising the portable data carrier of claim 21.
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REMARKS/ARGUMENTS
This Amendment is in response to the Office Action mailed April 14, 2011, Claims 1-41

were pending in the present application. This Amendment does not add, amend, or cancel any
claims, leaving pending in the application claims 1-41. Allowance of all claims is respectfully

requested.

. Double Patenting Rejection

Claims 1-8, 21-22, and 31-37 are rejected under the judicially created doctrine of double
patenting as being obvious over claims of U.S. Patent No. 7,334,720, Claims 9, 11, 15-17, 18,
23-30, and 38-41 are rejected under the judicially created doctrine of double patenting as being
obvious over claims of U.S. Patent No. 7,334,720 in view of Stademann (US 6,415,156).
Although Applicénts do not necessarily agree with the rejection, a timely filed terminal
disclaimer in compliance with 37 CFR 1.321(b) accompanies this Amendment, in order to
expedite issuance of the pending claims. As such, Applicants respectfully request that the

rejection with respect to claims 1-9, 11, 15-18, and 21-41 be withdrawn.

1i. Allowable Subject Matter
Claims 10, 12-14, and 19-20 are objected to as depending upon a rejected base claim. It

is respectfully submitted that the terminal disclaimer puts the respective base claims in condition

Applicants therefore respectfully request that the objections to these claims be withdrawn and all

claims pending herein allowed.

CONCLUSION
In view of the foregoing, Applicants believe all claims now pending in this

Application are in condition for allowance. The issuance of a formal Notice of Allowance at an
early date is respectfully requested.
If the Examiner belicves a telephone conference would expedite prosecution of

this application, please telephone the undersigned at 925-472-5000.
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KILPATRICK TOWNSEND & STOCKTON LLP
Two Embarcadero Center, Eighth Floor

San Francisco, California 94111-3834

Tel: 925-472-5000

Fax: 415-576-0300

Attachments
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TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING Docket Number (Optional)
REJECTION OVER A “PRIOR” PATENT 87790-798069

In re Application of. Patrick Racz, et al.

Application No.: 13/012,541

Filed: January 24, 2011

For: DATA STORAGE AND ACCESS SYSTEMS

The owner*, _Smartflash Technologies, Limited, of _100% percent interest in the instant application hereby disclaims, except as provided below,
the teminal part of the statutory term of any patent granted on the instant application, which would extend beyond
the expiration date of the full statutory term prior patent No. 7,334,720 as the term of said prior patent is defined in 35 U.5.C. 154
and 173, and as the term of said prior patent is presently shortened by anysterminal disclaimer. The owner hereby agrees that any patent so
granted on the instant application shall be enforceable only for and during such period that it and the prior patent are commonly owned. This
agreement runs with any patent granted on the instant application and is binding upon the grantee, its successors or assigns.

in making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on the instant application that
would extend to the expiration date of the full statutory term as defined in 35 U.S.C. 154 and 173 of the prior patent, "as the term of said prior
patent is presently shortened by any temminal disclaimer,” in the event that said prior patent later:

expires for failure to pay a maintenance fee;

is held unenforceable;

is found invalid by a court of competent jurisdiction;

is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;

has all claims canceled by a reexamination cerificate;

is reissued; or

is in any manner terminated prior to the expiration of its full statutory term as presently shortened by any terminal disclaimer.

Check either box 1 or 2 below, if appropriate.

1. D For subrnissions on behalf of 3 business/organization (e.g., corporation, parinership, university, government agency,
etc.}, the undersigned is empowered to act on behalf of the businessforganization.

- hereby declare that all staternents made herein of my own knowledge are true and that all statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that wiliful false statements and the like so
made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful false
statements may jeopardize the validity of the application or any patent issued thereon.

2. The undersigned is an attorney or agent of record. Reg. No. 48,183

AV
MN@ K}P/\/\ May 20, 2011

k“‘-’“"“’ \ Signature Date
Jason D. Lohr

~ Typed or printed name

926-472-5000
Telephone Number

Terminal disclaimer fee under 37 CFR 1.20(d) is included.

WARNING: Information on this form may become public. Credit card information should not
be included on this form. Provide credit card information and authorization on PTO-2038,

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by thé assignee (owner),
Form PTO/SB/96 may be used for making this certification. See MPEP § 324.
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EES Vot e s Syt Tdenak Oce Attorney Docket No.: 080379-000140US

Client Reference No.: PN759544USB
KILPATRICK TOWNSERD & STOCKTON LLP

TR e

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of: Confirmation No.: 6997
Hermen—ard HULST, et al. Examiner: Le, Thien Minh
" Application No.: 13/012,541 Art Unit: 2887
Filed: January 24, 2011 SUPPLEMENTAL INFORMATION

DISCLOSURE STATEMENT UNDER
For: DATA STORAGE AND ACCESS |37 CFR §1.97 and §1.98
SYSTEMS

Customer No.: 20350

Mail Stop Amendment
Commissioner for Patents
P.0O. Box 1450

Alexandria, VA 22313-1450

Commissioner:

The references cited on attached form PTO/SB/08A and PTO/SB/0SB are being

called to the aftention of the Examiner, Copies of the references-are not enclosed

It is respectfully requested that the cited references be expressly considered
during the prosecution of this application, and the references be made of record therein and
appear among the “references cited” on any patent to issue therefrom.

As provided for by 37 CFR §1.97(g) and (h), no inference should be made that the

information and references cited are prior art merely because they are in this statement and no

112



Hermen-ard HULST, et al. PATENT
Application No.: 13/012,541
Page 2

representation is being made that a search has been conducted or that this statement encompasses
all the possible relevant information.

This TDS is being filed before the mailing date of the final Office Action or
Notice of Allowance.

Please charge the IDS fee of $180 to Deposit Account No. 20-1430. Please

deduct any additional fees from, or credit any overpayment to, the above-noted Deposit Account.

Respectfully submitted,

I\

KILPATRICK TOWNSEND & STOCKTON LLP
Two Embarcadero Center, Eighth Floor

San Francisco, California 94111-3834

Tel: 925-472-5000

Fax: 925-472-8895
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5[] Claim(s) is/are allowed.
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8)[J Claim(s) are subject to restriction and/or election requirement.

Application Papers
9)[1 The specification is abjected to by the Examiner.
0)IX The drawing(s) filed on 1/24/2011 is/are: a)[X] accepted or by objected 1o by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
131 The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[7] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 118(a)-(d) or (f).
a)[JAIl b)[1Some * ¢)[] None of:
1.[] Certified copies of the priority documents have been received.
2] Certified copies of the priority documents have been received in Application No. ____
3.[0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the international Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment{s}
1) @ Notice of References Cited {PTO-892) 4) D Interview Summary (PTO-413)
2) [_] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mait Date. ____
3) B Information Disclosurs Statement(s) (PTO/SB/08) 5) ] Notice of Informal Patent Application
Paper No(s)/Mail Date 1/24/2011. 8) I:] Other:
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DETAILED ACTION
The information disclosure statement filed on 1/24/2011 has been entered.

Claims 1-41 are presented for examination.

Double Patenting

The nonstatutory double patenting rejection is based on a judicially created
doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the
unjustified or improper timewise extension of the “right to exclude” granted by a patent
and to prevent possible harassment by multiple assignees. A nonstatutory
obviousness-type double patenting rejection is appropriate where the conflicting claims
are not identical, but at least one examined application claim is not patentably distinct
from the reference claim(s) because the examined application claim is either anticipated
by, or would have been obvious over, the reference claim(s). See, e.g., In re Berg, 140
F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29
USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir.

1985);-In-re- Van Ornum, 686.F.2d 937,214 USPQ 761 (CCPA 1982); In re Vogel, 422

F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 FF.2d 528, 163
USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d)
may be used to overcome an actual or provisional rejection based on a nonstatutory

double patenting ground provided the conflicting application or patent either is shown to
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be commonly owned with this application, or claims an invention made as a result of
activities undertaken within the scope of a joint research agreement.

Effective January 1, 1994, a registered attorney or agent of record may sign a
terminal disclaimer. A terminal disclaimer signed by the assignee must fully comply with
37 CFR 3.73(b).

Claims 1-8, 21-22, 31-37 are rejected an the ground of nonstatutory
obviousness-type double patenting as being unpatentable over claims of U.S. Patent
No. 7,334,720. Although the conflicting claims are not identical, they are not patentably
distinct from each other because they essentially reciting the same limitations.

Claims 1, 21, 31-37 are rejected in view of claims 1 and 3 of the 720 patent in
that they collectively reciting all essential elements of this claims:

(i) an interface for reading and writing data (see claim 3 of the 720 patent)

(i) content data memory (claim 1)

(iii} use rule memory fo store one or more rules (claim 1)

(iv} a program store storing code (claim 3);

As can be seen, the patent protections have been provided to the earlier filed

patent application. Claims 1 and 3 of the ‘720 patent is herein provided for further
reviews:

1. A method of controlling access tc content data on g data carrier, the
data carrier comprising non-volatile data memory storing content memory and
non-volatile parameter memory storing use status data and use rules, the method
comprising: receiving a data access request from a user for at least one
content item of the content data stored in the non-volatile data memory;
reading the use status data and use rules from the parameter memory that
pertain to use of the at least one requested content item; evaluating the use
status data using the use rules to determine whether access to the at least one
requested content item stored in the content memory is permitted; and
displaying to the user whether access is permitted for each of the at least one
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requested content item stored in the non-volatile data memory.

3. A data access terminal for refrieving data from a data supplier and
providing the retrieved data to a data carrier, the terminal comprising: a
first interface for communicating with the data supplier; a data carrier
interface for interfacing with the data carrier; a program store storing code;
and a processor coupled to the first interface, the data carrier interface, and
the program store for implementing the stored code, the code comprising: code
to read payment data from the data carrier and to forward the payment dataio a
payment validation system; code fo receive payment validation data from the
payment validation system; code responsive to the payment validation data to
retrieve data from the data supplier and to write the retrieved data into the
data carrier; and code responsive to the payment validation data to receive at
least one access rule from the data supplier and to write the at least one
access rule into the data carrier, the at least one access rule specifying at
least one condition for accessing the retrieved data written into the data
carrier, the at least one condition being dependent upon the amount of payment
associated with the payment data forwarded to the payment validation system.

Regarding claim 2, see claim 3 of the ‘720 patent in that it recites:

ke
3

least one access rule from the data supplier and to write the at least one

access rule into the data carrier, the at least one access rule specifying at

least one condition for accessing the retrieved data written info the data

carrier, the at least one condition being dependent upon the amount of payment
associated with the payment data forwarded to the payment validation system”

; and code responsive to the payment validation data to receive at

Regarding claims 3-4, 6, 22 see the claim 1 of the 720 patent in that it recites:

“non-volatile parameter memory storing use status data and use rules”;

“reading the use status data and use rules from the parameter memory that pertain to use of the
at least one requested content item; evaluating the use status data using the use rules to
determine whether access to the at least one requested content item stored in the content
memory is permitted”.

Regarding claim 5, see claim 3 of the '720 patent.

Regarding claim 7, see claim 2 of the '720 patent.
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Regarding claim 8, see the discussions of claim 7 and claim 3 of the '720

patent.

The entire claim set of the ‘720 patent is herein included for further reviews:

1. A method of controlling access to content data on a data carrier, the
data carrier comprising non-volatile data memory storing content memory and
non-volatile parameter memory storing use status data and use rules, the method
comprising: receiving a datd access request from & user for at least one
content item of the content data stored in the non-volatile data memory;
reading the use status data and use rules from the parameter memory that
pertain to use of the at least one requested content item; evaluating the use
status data using the use rules to determine whether access to the at least one
requésted content item stored in the content memory is permitted; and
displaying to the user whether access is permitted for each of the at least one
requested content item stored in the non-volatile data memory.

2. A method as claimed in claim 1 wherein said parameter memory further
stores payment data and further comprising selecting one of said use rules
dependent upon said payment data.

3. Adata access terminal for retrieving data from a data supplier and
providing the retrieved data to a data carrier, the terminal comprising: a
first interface for communicating with the data supplier; a data carvier
interface for interfacing with the data carrier; a program store storing code;
and a processor coupled to the first interface, the data carrier interface, and
the program store for implementing the stored code, the code comprising: code
to read payment data from the data carrier and to forward the payment data to a
payment validation system; code to receive payment validation data from the
payment validation system; code respornisive fo the payment validation data to

retrieve data from the data supplier and to write the retrieved data into the

data carrier; and code responsive to the payment validation data to receive at
least ona access rule from the data supplier and to write the at least one
access rule into the data carrier, the at least one access rule specifying at

least one condition for accessing the retrieved data written into the data

carrier, the at least one condition being dependent upon the amount of payment
associated with the payment data forwarded 1o the payment validation system.

4. A data access terminal as claimed in claim 3 further comprising code to
transmit at least a portion of the payment validation data to the data supplier
or to a destination received from the data supplier.

5. Adata access terminal as claiméd in claim 3 further comprising code to
retrieve from the data supplier and output to a user stored data identifier
data and associated value data and use rule data for a data item available from
the data supplier.
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6. A data access terminal as claimed in claim 5 further comprising code to
write use rule data for a data item into the data carrier with the associated
data item.

7. A data access terminal as claimed in claim 5 further comprising code to
read a stored value from the data carrier, code to compare said stored value
with said value data, and code to provide a modified cutput to a user of one or
more of said stored data identifier data, said value data and said use rule
data, in response 1o a result of the comparison.

8. A data access terminal according to claim 3 further comprising code for
user input of access control data, code to output the access control data to
the data carrier, and code to receive access permission data and output data to
the user in response to the received access permission data.

9. A data access terminal as claimed in claim 8 further comprising code to
output a data erasure warning in response to the received access permission
data.

10. A data access terminal according to claim 3 further comprising code to
read reward data from the data carrier and to write modified reward data to the
data carrier in response 1o said retrieval of data from the data supplier.

11. A data access terminal according to claim 3 further comprising: code
to read identity data from the data carrier; code fo transmit the identity
data to the data supplier; code to receive user characterizing data from the
data supplier; code to retrieve supplementary data in response 1o said
characterizing data; and code to output the supplementary data.

12. A data access terminal according to claim 3 further comprising a cash
input device coupled to the processcer, to provide cash input value data; and
code 1o update payment data in the data carrier, in accordance with the cash
input value data.

13. A data access terminal according o claim 3 integrated with a mobile
communication device, a personal computer, an audio/video player, and/or a

cable or satellite felevision interface device.

14. A method of providing data from a data supplier to a data carrier, the
method comprising: reading payment data from the data carrier; forwarding the
payment data to a payment validation system; retrieving data from the data
supplier; writing the retrieved data into the data carrier; receiving at
least one access rule from the data supplier; and writing the at least one
access rule into the data carrier, the at least one access rule specifying at
least one condition for accessing the retrieved data written into the data
carrier, the at least one condition being dependent upon the amount of payment
associated with the payment data forwarded to the payment validation system.

15. A method of providing data from a data supplier according to claim 14
further comprising: receiving payment validation data from the payment
validation system; and transmitting at least a portion of the payment
validation data to the data supplier.
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16. A methad of providing data as claimed in claim 15, wherein the payment
validation system comprises a payment processor at the data supplier.

17. A method of providing data as claimed in claim 186, further comprising:
reading a stored value from the data carrier; comparing the stored value with
said value data; and outputting to a user information indicating the result of
said comparing.

18. A method of providing data as claimed in claim 14, further comprising:
retrieving from the data supplier a stored data item identifier and associated
value data; and writing the stored second data item identifier and associated
value data for the data item into the data carrier.

Claim 8, 11, 15-17, 18, 23-30, 38-41 are rejected on the ground of nonstatutory
obviousness-type double patenting as being unpatentable over claim of U.S. Patent No.
U.S. Palent No. 7,334,720 in view of Stademann (Stademann — 6,415,156).

Regarding claims 9, 18, 23-30, 38-41, see the discussions regarding claim 1.
The claim differs in calling for the SIM module. However, this claimed limitation is not
new. Reference to Stademann is cited an evident for using a SIM card and a mobile
phone unit as a payment transaction device. In light of Stademann's teachings, it

would have been obvious to implement the features of the portable device as taught in

claim 1 of the '720 patent in a SIM module. The modification merely extends the
applications of 720 patent invention to other environments wherein a SIM module is

required; and thus also improve versatility of the mobile device.
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Regarding claim 11, see the discussions regarding claim 9 above. Further, see
Stademann's summary of invention wherein the mobile phone and the SIM module are

used for credit card transactions.

Regarding claim 15-17, see the discussions regarding claims 1 and 7 above.
Further, Stademann teaches the use of PIN, encryption for protecting the credit

transactions (see Stademann - summary of invention, description of figure 1).

Allowable Subject Matter
Claims 10, 12-14, 19-20 are objected to as being dependent upon a rejected
base claim, but would be allowable if rewritten in independent form including all of the

limitations of the base claim and any intervening claims.

The following is a statement of reasons for the indication of allowable subject
matter: The prior art fails to disclose a portable data carrier comprising a rule memory,

a status memory, content data memory and further comprising the features of claims

10, 12-14, and 19-20.

Conclusion
Any inquiry concerning this communication or earlier communications from the

examiner should be directed to THIEN M. LE whose telephone number is (571)272-

130



Application/Control Number: 13/012,541 Page 9
Art Unit: 2887

2396. The examiner can normally be reached on Monday - Friday from 7:30am -
4:00pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's
supervisor, Steve S. Paik can be reached on (571) 272-2404. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtainéd from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-3199 (IN USA OR CANADA) or 571-272-1000.

/Thien M. Le/

Doy
mHmary 1=
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For: DATA STORAGE AND ACCESS
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Alexandria, VA 22313-1450
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Prior to examination of the above-referenced application, please enter the

following amendments and remarks:

Amendments to the Claims are reflected in the listing of claims which begins on page 2 of this
paper.
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Appl. No. 13/012,541 PATENT
Amdt. dated February 24, 2011
Preliminary Amendment

Amendments to the Claims:

This listing of claims will replace all prior versions, and listings of claims i the application:

1 1. (Original) A portable data carrier comprising:
2 an interface for reading and writing data from and to the portable data carrier;
3 content data memory, coupled to the interface, for storing one or more content
4 data items on the carrier;
5 use rule memory to store one or more use rules for said one or more content data
6  items;
7 a program store storing code implementable by a processor; and a processor
8  coupled to the content data memory, the use rule memory, the interface and to the program store
9  for implementing code in the program store,

10 wherein the code comprises code for storing at least one content data item in the

11 content data memory and at least one use rule in the use rule memory.
1 2. (Original) A portable data carrier as claimed in claim 1, wherein the code
2 further comprises code to provide access to the at least one content data item in accordance with
3 the at least one use rule.
1 3. (Original) A portable data carrier as claimed in claim 2, further
2 comprising status memory defining a use status of the content data item stored on the data
3 carrier, and
4 wherein the code to provide access to the content data item permits access to the
5  content data item in accordance with the use rule and the use status.
1 4. (Original) A portable data carrier as claimed in claim 3, wherein the status
2 memory comprises non-volatile status memory.
1 5. (Original) A portable data carrier as claimed in claim 1, wherein the code
2 further comprises code to provide access to the at least one content data item and code to provide

(5]

access to the use rule.
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Appl. No. 13/012,541 ’ PATENT
Amdt. dated February 24, 2011
Preliminary Amendment

1 6. (Original) A portable data carrier as claimed in claim 5, further

2 comprising non-volatile status memory defining a use status of the at least one content data item
3 stored on the data carrier, and

4 wherein the code further comprises code to provide access to the use status of the
5  atleast one content data item stored on the data carrier.

1 7. (Original) A portable data carrier as claimed in claim 1, further

2 comprising payment data memory to store payment data and code to provide the payment data to
3 apayment validation system.

1 8. (Original) A portable data carrier as claimed in claim 7, wherein code to
2 provide payment to the payment validation system comprises code to provide the identification
3 data identifying the user of the portable data carrier to the payment validation system.

1 9. (Original) A portable data carrier as claimed in claim 8, further

2 comprising a subscriber identity module (SIM) portion storing the identification data identifying
3 the user of the portable data.

i 10. (Original) A portable data carrier as claimed in claim 9, wherein the

2 identifying the user comprises identifying the user to a network operator.

1 11.  (Original) A portable data carrier as claimed in claim 7, wherein the

2 payment data comprises credit card data.

1 12.  (Original) A portable data carrier as claimed in claim 10, wherein the

2 code to provide payment to the payment validation system comprises code to provide the

3 payment data and/or identification data to the network operator.

1 13.  (Original) A portable data carrier as claimed in claim 1 further comprising
2 content location data defining a pointer to an external content provider.

1 14.  (Original) A portable data carrier as claimed in claim 13 wherein the

2 pointer comprises a URL for the external content provider.
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Appl. No. 13/012,541 PATENT
Amdt. dated February 24, 2011
Preliminary Amendment

15. (Original) A portable data carrier as claimed in claim 1, further
comprising a content access PIN memory store to store a PIN number for controlling aceess.to

the content data memory,

16.  (Original) A portable data carrier as claimed in claim 1, wherein the code
further comprises code for encrypting the at least one content data item before storing the least

one content data item in the content data memory.

17.  (Original) A portable data carrier as claimed in claim 7, further
comprising payment PIN memory store to store a PIN number for controlling access to the

payment data memory.

18. (Currently amended) A portable data carrier comprising a mobile

" communications device subscriber identity sebile-module (SIM) card device, wherein the SIM

card device provides network access to a mobile communications network for the mobile
communications device and includes:
an interface for reading and writing data from and to the portable data carrier;
content data memory, coupled to the interface, for storing content data items on
the carrier;

use rule memory to store use rules for said content data iterns.

19. (Original) A portable data carrier comprising a mobile communications

device SIM.card device as claimed in claim 18, configured to store an address for downloading

S

S8

2w

said content data items from a data supplier over said mobile communications network.

20.  (Original) A portable data carrier comprising a mobile communications
device SIM card device as claimed in claim 18, further comprising status memory to store for

storing a use status of the content data item stored on the data carrier.

21. (Original) A portable data carrier comprising:
use rule memory to store one or more use rules for a content data item;
an interface for reading and writing the one or more use rules from and to the |

portable data carrier;

Page 4 of 9

145



Appl. No. 13/012,541 PATENT
Amdt. dated February 24, 2611
Preliminary Amendment

5 a program store storing code implementable by a processor; and
6 a processor coupled to the the use rule memory, the interface and to the program
7  store for implementing code in the program store,
8 wherein the code comprises code for storing and accessing the one or more use
9 rules in the use rule memory.
1 22.  (Original) A portable data carrier as claimed in claim 21, further
2 comprising status memory to store a use status of the content data item; and
3 wherein the code further comprises code for storing and accessing the use
4  status.
1 23.  (Original) A portable data carrier as claimed in claim 21, further
2 comprising a subscriber identity module (SIM) portion for storing identification data to identify a
3 user of said portable data carrier.
24.  (Original) A portable data carrier as claimed in claim 23, wherein the use
2 rule is associated with the identification data.
25.  (Original) A portable data carrier as claimed in claim 23, wherein the
2 identification data identifies the user of the portable data carrier fo a data supplier and/or
3 payment validation system.
1 26.  (Original) A portable data carrier comprising:
2 an interface for sending and receiving data from and to the carrier;
3 memory, coupled to the interface, for storing data on the carrier;
4 a processor for controlling access fo data;
5 and a subseriber identity module (SIM) portion storing identification data to
6  identify a user of said portable data carrier to a network operator;
1 27.  (Original) A portable data carrier comprising:
2 an interface for reading and writing data from and to the portable data carrier;
3 content data memory, coupled to the interface, for storing content data items on
4 the carner;
5 use rule memory to store use rules for said content data items; and
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Amdt. dated February 24, 2011
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6 a subscriber identity module (SIM) portion storing identification data to identify a
.7 user of said portable data carrier to a network operator.
1 28. (Original) A portable data carrier as claimed in claim 27, wherein said
2 access to said data is dependent on said use rules in combination with said identification data.
1 29. (Currently amended) A portable data carrier comprising a mobile
2 communications device subscriber identity mebile-module (SIM) card device, wherein the SIM
3 card device provides network access to a mobile communications network for the mobile
4 communications device and includes:
S use rule memory to store use rules for content data items;
an interface for reading and writing the rules from and to the portable data carrier;
1 30. (Currently amended) A portable data carrier comprising a mobile
7 communications device subscriber identity mebile-module (SIM) card device as claimed in claim
3029,
4 further comprising status memory defining a use status of the content data items;
5 and
6 wherein the interface is further suitable for reading and writing the use status data
7  from and to the portable data carrier.
1 31. (Original) A method of controlling access to content data, the method
2 comprising:
3 receiving a data access request from a user for a content data item,
4 reading the use status data and one or more use rules from parameter memory that
5 pertain to use of the requested content data item,
6 evaluating the use status data using the one or more use rules to determine
7 whether access to the content data item is permitted; and
8 enabling access to the content data item responsive to a determination that access
9 to the content data item is permitted.
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Amdt. dated February 24, 2011
Preliminary Amendment

32. (Currently amended) A method as claimed in claim 31, wherein the
method is implemented on a mobile communications device subscriber identity mebile-module

(SIM) card device.

33. (Original) A method as claimed in claim 32, wherein the mobile

commniunications device SIM card device comprises the parameter memory.

34.  (Original) A method as claimed in claim 31, further comprising a data
access terminal, wherein the data access terminal comprises content data memory for storing the
content data item, and wherein enabling access to the content data item comprises enabling

access to the content data item stored in the content data memory.

35. (Original) A-method of controlling access to content data using a data
carrier,

the data carrier comprising:

use rule memory to store one or more use rules for a content data item and use
status data;

the method comprising:

receiving a data access request from a user for the content data item,

reading the use status data and one or more use rules from the data carrier that
pertain to use of the requested content data item;

evaluating the use status data using the one or more use rules to determine

and enabling access to the content data item responsive to a determination that

access to the content data item is permitted.

36. (Original) A method as claimed in claim 35, wherein the content data is

stored on the data carrier.

37.  (Original) A method as claimed in claim 35, wherein the content data is

stored on the data access terminal.
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Appl. No. 13/012,541 PATENT
Amdt, dated Febroary 24, 2011
Preluninary Amendment

38. {Currently amended) A method as claimed in claim 35, wherein the data
carrier further comprises a mobile conmimunications device subscriber identity mebile-module
{SIM) card device, the method further comprising retrieving the one or more use rules via a

mobile communications network before storing the one or more use rules on the data carrier.

39, {Original) A data access terminal for retrieving content data from a data
supplier and retrieving use rules for the content data, wherein the data access terminal is
integrated with a mobile communication device, a personal computer, and/or an audio/video
player; and

comprising the portable data carrier of claim 1.

40. (Original) A data access terminal for retrieving content data from a data
supplier and retrieving use rules for the content data, wherein the data access terminal is
integrated with a mobile communication device, a personal computer, and/or an audio/video
player; and

comprising the portable data carrier of claim 18.

41. (Original) A data access terminal for retrieving content data from a data
supplier and retrieving use rules for the content data, wherein the data access terminal is
integrated with a mobile communication device, a personal computer, and/or an audio/video
player; and

comprising the portable data carrier of claim 21.
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Appl. No. 13/012,541 PATENT
Axndt. dated February 24, 2011
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REMARKS/ARGUMENTS
Claims 1-41 were pending in this application. Claims 18, 29, 30, 32, and 38 have

been amended herein in order to correct a minor typographical error. Support for these
amendments can be found at least in the specification at paragraphs 17 and 30. It is respectfully
submitted that no new matter is added hereby. Applicants respectfully request that the

amendment be entered and considered.

CONCLUSIGN
In view of the foregoing, Applicants believe all claims now pending in this

Application are in condition for allowance. The issuance of a formal Notice of Allowance at an
early date is respectfully requested.
If the Examiner believes a telephone conference would expedite prosecution of

this application, please telephone the undersigned at 925-472-5000.
espectfully submitted,

)
nD Léhr

2. NoM$,163

KILPATRICK TOWNSEND & STOCKTON LLP
Two Embarcadero Center, Eighth Floor

San Francisco, California 94111-3834

Tel: 925-472-5000

Fax: 415-576-0300
Attachments
JDL:sep
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is US 13/012,541
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Projected Publication Date: 05/19/2011
Non-Publication Request: No

Early Publication Request: No
* SMALL ENTITY **
Title

DATA STORAGE AND ACCESS SYSTEMS
Preliminary Class
235

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Caoperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application’s filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

0 by

section entitied "Treatiss and Foreign Patents"y for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at hitp//www.uspto.goviweb/offices/pac/doc/general/index.iitml.

For information on preventing theft of your intellectual property {patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual praperty in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

page 2 of 3
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Seclion 184
Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) uniess an earlier
ficense has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or5.14.

This license is to be refained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This ficense is automatically transferred to any related applications(s) fited under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury {31 CFR Parts 500+} and the Department of Energy.

NOT GBANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. if 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

page 3 of 3
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PATENT APPLICATION FEE DETERMINATION RECORD

Appiication or Docket Number

Substitute for Form PTO-875 13/012,541
APPLICATION AS FILED - PART | OTHER THAN
{Column' 1) {Column 2} SMALL ENTITY CR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE(S) FEE($) RATE($) FEE(S)
BASIC FEE s
(37 GFR 1, 15{a), (b), or (<)} N/A N7A N/A 82 N/A
SEARGCH FEE ; ;
(37 CER1.16(K), (i, o (m)) N/A N7A N/A 270 N/A
EXAMINATION FEE ;
37 CER 116(0), (ph, o () N/A N/A N/A 110 N/A
TOTAL CLAIMS . * .
(37 GFR 1.16(i}) 41 minus 20= 21 x 26 = 546 OR
INDEPENDENT CLAIMS . *
(37 GER 1L1B()) 8 minus 3 = 5 x 110 - 550
if the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $270 ($135 forsmall entity) for each additional 0.00
(37 CFR 1.18{s})} 50 sheets or fraction thereof. See 35 US.C.
41{a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j}) 0.00
~ If the difference in column 1 is less than zero, enter "0" in colurn 2. TOTAL 1558 TOTAL
APPLICATION AS AMENDED - PART il
OTHER THAN
{Column 1) (Column 2) {Column 3) SMALL ENTITY OR SMALL ENTITY
GLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL . ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATES) FEE(S) RATE(S) FEE(S)
!—2": AMENDMENT PAID FCR
] Total - - =
= 7 CF; ?.is(n‘; M x = OR =
% Independent * Minus § Y =
1] erorRLish) x = OR =
2 Application Size Fee (37 GFR 1.16(s}}
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1,16} CR
TOTAL oR TOTAL
ADD'LFEE ADD'LFEE
{Column 1} (Column 2} {Column 2)
CLAMS HIGHEST
REMAINING NUMBER PRESENT o ADDITIONAL . ADDITIONAL
i AFTER PREVIOUSLY EXTRA RATE(S) FEE(S) RATES) FEE(S)
E AMENDMENT PAID FCOR
1 Total * Minus A = X =
= (a7 cLZa 161 OR =
% independent M Minus | " = B ~ OR -
il (37 GFR 1.18() ) - -
3 Application Size Fee {37 CFR 1.16(s}}
; OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 GFR 1:18())
TOTAL OR TOTAL
ADD'LFEE ADD'L FEE

- if the entry in column 1 is less than the entry in column 2, write "0" i eolumn 3.
* if the "Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter "20".
= Hthe " est Number Previously Paid For” IN THIS SPACE is less than 3, enter "3”.
The “Highest Number Previcusly Paid For® {Tetal or Indspendent) is the highest found in the apprepriate box in column 1.
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UNITED STATES PATENT AND TRADEMARK OFFICE

U\I TED 8" Fﬁ\'l TS BEPARTMENT OF COMMEROE
d Trademark Office
CR. PATENTS

in, \’i:g;rud 22313-1450

[ APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT ] ATTY. DOCKET NOJ/TITLE |

13/012,541 01/24/2011 Hermen-ard Hulst 080379-000140US
CONFIRMATION NO. 6997

20350 IMPROPER CPOA LETTER
KILPATRICK TOWNSEND & STOCKTON LLP "
TWO EMBARCADERO GENTER A RERETE A DR

EIGHTH FLOOR
SAN FRANCISCO, CA 94111-3834

Date Mailed: 02/11/2011

NOTICE REGARDING POWER OF ATTORNEY

This is in response fo the Power of Attorney filed 01/24/2011. The Power of Attorney in this application is not
accepted for the reason(s) listed below:

» The Power of Attorney is from an assignee and the Certificate required by 37 CFR 3.73(b} has not been
received.

feayele/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of
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PTOISB/OS (08-08)

UTILITY
PATENT APPLICATION
TRANSMITTAL

{Qnly for new nonprovisional appliications under 37 CFR 1.53(b}}

Attorney Docket No. 080379-000140US

First inventor RACZ, Patrick

DATA STORAGE AND ACCESS
Title SYSTEMS
Express Maif Label No. | VIA EFS

APPLICATION ELEMENTS

See MPER chapter 600 concerning utiiity patent application confents.

Commissioner for Patents
P.C. Box 1450
Alexandria, VA 22313-1450

ADDRESS TO:

1. D Fee Transmittal Form {e.g., PTO/SB/17)

2. @ Applicant claims small entify status.
See 37 CFR 1.27.
3. fz_ﬂ Specification {Total Pages _44 ]

Both the claims and abstract must stert on a new page
(For information on the preferred arrangement, see MPEP 608.01(a})

4 X Drawing{s) (35 U.8.C.713) [Total Sheets __17 i

5, Oath or Declaration {Total Sheets _2 ]
a. D Newly exscuted (original or copy}
b. A copy from a prior application {37 CFR 1.63 (d}}
{for a continuation/divisional with Box 18 compieted)
i. ] DELETION OF INVENTOR(S)
Signed statement attached deleting inventor(s)

named in the prior application, see 37 CFR
1.63(d)(2) and 1.33(b).

6. @ Agpplication Data Sheet See 37 CFR 1.76

7.[_] CD-ROM or CD-R in duplicate, large table or
Computer Program {Appendix)
Landscape Table on CD
8. Nucleotide andfor Amino Acid Sequence Submission
(if applicable, jtems a. - ¢. are required)}
a. D Computer Readable Form (CRF)
b. Specification Sequence Listing on:
i D CD-ROM or CD-R (2 copies); or
it D Paper

c. D Statements verifying identity of above copies

ACCOMPANYING APPLICATION PARTS

g. E[ Assignment Papers (cover sheet & document(s))

Name of Assignee

Power of
Attorney

10. [:] 37 CFR 3.73({b) Statement
{when thers is an assignee)

11. D English Translation Document (if applicabie)

12. BJ information Disclosure Statement (PTO/SBI08 or PTO-1449)
D Copies of citations attached

13. L__] Preliminary Amendment

14, ] Return Receipt Postcard (MPEP 503)
(Should be specifically itemized)

18. i:l Certified Copy of Priority Document{s}
(if foreign priority is claited)

16. D Nenpublication Request under 35 U.S.C. 122 (bY{2){B){).
Applicant must attach form PTO/SB/35 or equivalent

17. Other: Communication

Continuation

B Divisional

18. If a CONTINUING APPLICATION, check appropriate box, and supply the requisite information below and in the first sentence of the
specification following the title, or in an Application Dafa Sheet under 37 CFR 1.76:

[ continuation-in-part (C1P)

of prior application No: _12/014,558

Prior application information: Examiner THEIN MIN LE

Art Unit _2887

19. CORRESPONDENCE ADDRESS

A% . N
The address associated with Customer Number!

20350

OR D Correspondence address below

Name

Address

City | State

Zip Code

Country

ﬁ} ;gelephone

Email

(Signature

N

Date
January 24, 2011

Name Jasolp. Loty |
\_(Print/Type) asoryl). Lofy i

Registration No.
(Attorney/Agent)

48,163

53115123 v1 N
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EEG i ST e nios Snes ot ot PATENT
-~ YW ED Wi e Unite tates Patent an ragernari 1C8 ~ T, . »

- Tniary. 24, 20l ) Docket No.: 08037? 00014008
7 Client Ref. No.: PN759544USE

KILPATRICK TOWNSEND & STOCKTON LLP

By: £
4
IN THE UNITED STATES PATENT AND TRADEMARX OFFICE
In re application of: Confirmation No.: Not Yet Assigned
Patrick RACZ, et al. Examiner: Not Yet Assigned
Application No.: Not Yet Assigned Art Unit: Not Yet Assigned
Filed: January 24,2011 COMMUNICATION

For: DATA STORAGE AND ACCESS
SYSTEMS

Customer No.: 20350

Commissioner for Patents
P.0O. Box 1450
Alexandria, VA 22313-1450

Commissioner:

In accordance with the accompanying continuation application, please

enter the following remarks:

Remarks/Arguments begin on page 2 of this paper.
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Patrick RACZ, ¢t al. PATENT
Application No.: Not Yet Assigned
Page 2

REMARKS/ARGUMENTS
This contimuation application presents claims that are substantially similar

in scope to claims originally presented in parent case 11/336,758, and in some cases
presented again in parent case 12/014,558. While in many cases these claims were
canceled or not elected in these parent cases, Applicants respectfully submit that the
Examiner should be aware that claims presented herein may be similar to at least some of
the claims prosecuted in the parent cases, and the Examiner might want to consider art
cited in the parent for relevance. The art cited in these parent cases will be cited in an
Information Disclosure Statement, but in order to comply with the duty of disclosure
Applicants submit that the Examiner might also want to look to the Office Actions in the

parent cases.

CONCILUSION
If the Examiner believes a telephone conference would expedite

prosecution of this application, please telephone the undersigned at 925-472-5000.

Wy

KILPATRICK TOWNSEND & STOCKTON LLP

I'wo Embarcadero Center, Eighth Floor
San Francisco, California 94111-3834
Tel: (415) 576-0200

Fax: (415) 576-0300

JDL:sep

63115158 v1
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1 hereby ceriify that this correspondence is being filed via PATENT

EFS-Web with the United States Patent and Trademark Office T
N s AP Attorney Docket No.: 080379-000140US
° sty 29 7l : Client Reference No.: PN759544USE

KILPATRICK TOWNSEND & STOCKTON LLP

By: // /)
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In re application of: Confirmation No.: Not Yet Assigned
Patrick RACZ, et al, ' Examiner: Not Yet Assigned
Application No.: Not Yet Assigned Art Unit: Not Yet Assigned
Filed: January 24,2011 INFORMATION DISCLOSURE

STATEMENT UNDER 37 CFR §1.97 and
For: DATA STORAGE ANbD ACCESS | §1.98

SYSTEMS

Customer No.: 20350

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Cormmissioner:

The references cited on attached form PTO/SB/08A and PTO/SB/08B are being
catled to the attention of the Examiner. In accordance with 37 CFR §1.98(d), copies of the

references can be found in Application No. 12/014,558, filed January 15, 2008 (Attorney Docket
No. 080379-000110US) and Application No. 11/336,758, filed January 19, 2006 (Attorney
Docket No. 080379-000100US). It is respectfully requested that the cited references be
expressly considered during the prosecution of this application, and the references be made of

record therein and appear among the “references cited” on any patent to issue therefrom.

Some of the references cited in this IDS were cited in an Office Action mailed on
September 1, 2010 in related U.S. Patent Application No. 12/014,558. Copies of the Office
Actions in 12/014,558 are available on PAIR and are believed to be readily accessible to the

Examiner.

163



Patrick RACZ, et al. PATENT
Application No.: Not Yet Assigned
Page 2

Some of the references cited in this IDS were cited in an Office Action mailed on
November 6, 2006, in related U.S. Patent Application No. 11/336,758. Copies of the Office
Actions in U.S. Patent Application No. 11/336,758 are available on PAIR and are believed to be

readily accessible to the Examiner.

Some of the references cited in this IDS were cited in Office Actions mailed on
July 19, 2005 and February 28, 2004, in related U.S. Patent Application No. 10/111,716. Copies
of the Office Actions in U.S. Patent Application No. 10/111,716 are available on PAIR and are

believed to be readily accessible to the Examiner.

As provided for by 37 CFR §1.97(g) and (h), no inference should be made that the
information and references cited are prior art merely because they are in this statement and no
representation is being made that a search has been conducted or that this statement encompasses

all the possible relevant information.

Applicant believes that no fee is required for submission of this statement.

However, if a fee is required, the Commissioner is authorized to deduct such fee from the
undersigned’s Deposit Account No. 20-1430. Please deduct any additional fees from, or credit

any overpayment to, the above-noted Deposit Account.

Regpectfully submitted,

KILPATRICK TOWNSEND & STOCKTON LLP
Two Embarcadero Center, Eighth Floor

San Francisco, California 94111-3834

Tel: 925-472-5000

Fax: 925-472-8895

JDL:sep

63115150 v1
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PTO/SB/08a (07-09)

Substitute for form 1449/PTO

Compleie if Known

Application Number

Filing Date
INFORMATION DISCLOSURE First Named Inventor ok
STATEMENT BY APPLICANT e e
{Use as many sheets as necessary) Examiner Name
Sheet k 1 ! of ' 3 Attorney Docket Number | 080379-000130US

U.S. PATENT DOCUMENTS

Examiner Cite Document Number Pubiication Date Name of Patentee or Pages, Columns, Lines, Where
Initials* No,' MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant
Number Kind Code® 7o Figures Appear
AA US 4,341,951 07-1982 Benton
AB US 5,226,145 07-06-1993 Koronaga et al.
AC | US5367,150 11-22-1594 Kitta et al.
AD US 5,408,618 04-11-1886 Akhteruzzaman et al.
AE US 5,457,746 10-10-1995 Dolphin
AF US 5,532,468 07-02-1986 Konno et al.
AG U3 5,588,146 12-24-1996 Leroux
AH | USsBE77,953 10-14-1997 Dolphin
Al US 8,703,851 12-30-1987 Dolphin
AJ US 5,740,369 04-14-1998 Yokozawa ef al.”
AK US 5,744,787 04-28-1998 Teicher
AL US 5,754,654 05-18-1998 Hiroya et al.
AM | US5794,202 08-11-1998 Kim
AN US 5,809,241 08-15-1888 Hanel et al.
AO | US 5845281 A 12-01-1968 Benson et al,
AP US 5,847,372 12-08-1588 Kreft
AQ | US 5,889,860 03-30-198% Elter et al.
AR | US5901,330 05-04-199% Sun etal
AS US 5,918,213 06-29-1999 Bemard et al.
AT 1 LUS5923,884 07-13-1299 Peyretetal
AU | US 5933488 A 08-03-1998 Schneck et al.
AV | US 5,938,220 08-10-1999 Hoshine et al.
AW | US6,012,634 01-11-2000 Brogan et al.
AL TUSE U8 T720A U1=25-2000 Fujimuoto Corresponds todP-11-5318%
AY US 6,078,917 06-20-2000 Pauisen etal.
AZ US 6,119,845 09-19-2000 Muller et al.
BA US 6,142,368 11-2000 Jonstromer
BB US 8,202,086 03-13-2001 MNuttall
BC US 6,385,731 056-07-2002 Ananda
BD US 6,424,975 07-23-2002 Walter et al.
BE US 6,442,570 08-27-2002 Wu
BF US 6,473,826 10-29-2002 Dahman et al.
BG Us 6,510,236 01-21-2003 Crane et al.
BH US 6,553,413 04-22-2003 Leighton et al.
BI US 6,554,192 04-28-2003 Ting!
Examiner Date
Signature Considerad

"EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance
and niot considered. Include copy of this form with next communication to applicant. ' Applicant's unique citation designation number (optional). * See
Kind Codes of 1.8, Patent Documents at www.uspte.gov or MPEP 901.04, * Enter Office that issued the document, by the two-letter code (WIPO
Standard ST.3). * For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial nurnber of the patent
document. ® Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST. 16 if possible. © Applicant is to
place a check mark here if English language Transiation is attached.

63115150 v1




PTO/SB/8a (07-09)

Substitute for form 1449/PTO Complete if Known
Application Number
Filing Date
INFORMATION DISCLOSURE Firet Namad Tneantor RACZ. Patrick
STATEMENT BY APPLICANT ATURE
(Use as many sheets as necessary) Examiner Name
Sheet E 2 | of I 3 Attorney Docket Number 080379-000130US
U.S. PATENT DOCUMENTS
Examiner Cite Document Number Publication Date Name of Patentes or Pages, Coiumns, Lines, Where
initials® No.* MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant
Number Kind Code? e Figures Appoar
BJ | US 6,574,643 06-03-2003 Waiter et al.
BK 11S 6,658,568 B1 12-02-2003 Ginter et al.
BL US 6,993,507 01-31-2008 Meyer et al.
BM US 6,999,936 02-14-2008 Sehr
BN US 7,044,362 05-16-2006 Yu
BO US 7,083,081 08-01-2006 McGee st al.
BP US 7,334,720 02-26-2008 Hulst et al.
BQ US 7,677,446 3-16-2010 Wise
BR US-2006/0249570 11-09-2006 Seifert ef al.
BS US-2008/0041938 02-21-2008 Wise
BY | US4,341,951 07-1982 Benton
BU | US 5,226,145 07-06-1983 Moronaga et al.
FOREIGN PATENT DOCUMENTS
Examiner | Cite | Foreign Patent Document Publication Name of Patentee or Pages, Columns, Lines,
initals* | No.* Date Applicant of Cited Document | Where Relevant Passages R
MM-DD-YYYY or Relevant Figures Appear | T°
Country Code® Number® Kind Code® (f known)
8y EP G 195 088 10-03-1880 FPBC, Inc.
BW EP 0542 298 04-22-1998 Hitachi, Ltd.
BX EP 0713198 A2 05-22-1996 Nederland PTT
BY EP 0523694 Al 02-11-1998 Citibank NA
BZ EP 0 843 448 A2 05-07-1998 Sunhawk Corp. Inc.
BAA EP 0914 001 Al 05-08-1999 Canal Plus SA
CA i 10-269291 A 10-05-7958 Sony Corp.
CB JP 11-212785 A 08-06-1999 Casio Comput. Co. Lid,
CC JP 11-213010 A 08-06-189¢ Planet Computer:KK
CD JP 11-272762 A 10-08-1689 Hitachi Ltd.
" Corresponds to US
CE JP 11-53184 A 02-26-1999 Seta:kKK 6,018,720
cF | wo 98/19257 A1 05.07-1508 | Sohulumberger Technologies,
CG WO 98/33343 07-30-1998 Sonera OY et al.
CH wo 98/37526 08-27-1968 Mondex Int. Lid,
Examiner Date
Signature Considered

"EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance
and not considered, Include copy of this form with next communication to appiicant. * Applicant's unique citation designation number (optional), ? See
Kind Codes of U.S. Patent Documents al www.usplo.qov or MPEP 901.04. * Enter Office that issued the document, by the two-letter code (WIPO
Standard ST.3). * For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent
document. ¥ Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST. 16 if possible, ® Applicant is to
place a check mark here if English language Translation is attached.

63115150 v1
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PTO/SB/08L (07-09)

Substitute for forrn 1449/FTO Complete if Known
Application Number

INFORMATION DISCLOSURE Filing Date
STATEMENT BY APPLICANT First Named Inventor RACZ, Patrick

Art Unit
{Use as many sheets as necessary) Examiner Name
sheet | 3 | o |3 Atiorney Docket Number| 080379-000120US

NON PATENT LITERATURE DOCUMENTS

Examiner | Gite | [nclude name of the author {in CAPITAL LETTERS), file of the article (when appropriate), title of R
Initials > No.' | theitem (book, magazine, joumal, serial, symposium, catalog, efc.), date, page(s), volume-issue | T~
number(s), publisher, city and/or country where published.

Date

Examiner
Considered

Signature

"EXAMINER: Initial if reference considered, whether of not citation is in conformance with MPEP 809. Draw line through citation if not int conformance and

not considered, Include copy of tais form with next communication to applicant.
" Applicant's unique citation designation number (aptional). 2 ppplicant is to place a check mark here if English language Transiation is attached.
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Application Data Sheet

Application Information

Application number:: Not Yet Assigned
Filing Date:: 1/24/2011
Application Type:: Regular

Subject Matter: Utility

Title:: DATA STORAGE AND ACCESS SYSTEMS
Atfomey Docket Number:: 080379-000140US
Request for Early Publication:: No

Request for Nen-Publication:: No

Suggested Drawing Figure::

Total Drawing Sheets:: 17

Small Entity?:: Yes

Petition included?:: No

Secrecy Order in Parent Appl.:: No

Applicant Information

Applicant Authority Type:: inventor

Primary Citizenship Country:: United Kingdom
Status:: Full Capacity
Given Name:: Patrick

Middle Name::

Family Name:: RACZ

Name Suffix::

City of Residence:: Saint Heller
State or Province of Residence::

Country of Residence:: Jersey

Street of Mailing Address:: 19 Royal Street
City of Mailing Address:: Saint Heller

Page 1

Initial 1/24/11
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State or Province of mailing address::

Country of mailing address::

Postal or Zip Code of mailing address::

Applicant Authority Type::
Primary Citizenship Couniry::
Status::

Given Name::

Middle Name::

Family Name::

Name Suffix:

City of Residence::

State or Province of Residence::
Country of Residence::

Street of Mailing Address::

City of Mailing Address::

State or Province of mailing address::

Country of mailing address::

Postal or Zip Code of mailing address::

Correspondence Information

Jersey
JET4WA

Inventor
Netherlands
Full Capacity
Hermen-ard
Hulst

Amsterdam

Netherlands

Van Tuyll van Serooskerweg 75hs

Amsterdam

Netherlands
1076 JG

Correspondence Customer Number::

Representative Information

Representative Customer Number:

Domestic Priority Information

Application:: Continuity Type::
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PATENT
Attorney Docket No.: 080379-000140US
Client Reference No.: PN759544USE

DATA STORAGE AND ACCESS SYSTEMS

CROSS-REFERENCES TO RELATED APPLICATIONS
[0001] This application is a continuation of U.S. Patent Application No. 12/014,558, filed on
January 15, 2008, which is a continuation of U.S. Patent Application No. 11/336,758, filed on
January 19, 2006, now issued U.S. Patent Number 7,334,720; which is a continuation of U.S.
Patent Application No. 10/111,716, filed on September 17, 2002, which application is a national
stage application under 35 U.S.C. 371, claiming the priority of international PCT Application v
No. GB00104110, filed on October 25, 2000; which claims priority to UK Application No.
9925227.2, filed on October 25, 1999, each of which is incorporated by reference in its enfirety

for all purposes.

BACKGROUND OF THE INVENTION
[0002] This invention is generally concerned with data storage and access systems. More
particularly, it relates to a portable data carrier for storing and paying for data and to computer
systems for providing access to data to be stored. The invention also includes corresponding
methods and computer programs. The invention is particularly useful for managing stored audio
and video daia, but may also be applied to storage and access of text and software, including

games, as well as other types of data.

[6003] One problem associated with the increasingly wide use of the internet is the growing

25

prevalence of so-called data pirates. Such pirates obtain data either by unauthorized or
legitimate means and then make this data available essentially world-wide over the internet
without authorization. Data can be a very valuable commodity, but once it has been published
on the internet it is difficult to police access to and use of it by internet users who may not even
realize that it is pirated. This is a particular problem with audio recordings, and, once the

bandwidth becomes available, is also likely to be evident with video.

[0004] Over the past three or four years compressed audio sources have become increasingly
widely available on web pages. One widely used audio data compression format is MP3 (MPEG

- Audio Layer 3 of the MPEG1 compression algorithm), which is an internationally defined
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standard including a definition of compressed audio information such as speech or music. It
relies on psycho-acoustic properties of human hearing to achicve very large data compression
factors, 1t is thus feasible to download usefully fong passages of music in a practically
convenient short time. Pirate data suppliers have not been slow to realize the potential of this,
and many unauthorized websites have sprung up offering popular music, including recent
releases by world-famous bands. This has caused the recording industry considerable concern

and there is an urgent need to find a way to address the problem of data piracy.

SUMMARY OF THE INVENTION
[0005] According to the present invention there is therefore provided a method of providing
portable data comprising providing a portable data storage device comprising downloaded data
storage means and payment validation means; providing a terminal for internet access; coupling
the portable data storage device to the terminal; reading payment information from the payment
validation means using the terminal; validating the payment information; and downloading data

into the portable storage device from a data supplier.

[0006] Another aspect of the invention provides a corresponding mobile data retrieval device

for retrieving and outputting data such as stored music and/or noise from the data storage device.

[0007] The payment validation means is, for example, means to validate payment with an
external authotity such as a bank or building society. The combination of the payment validation
means with the data storage means allows the access to the downloaded data which is to be
stored by the data storage means, to be made conditional upon checked and validated payment

being made for the data. Binding the data access and payment together allows the legitimate

er the internet without fear of loss of

revenue, thus undermining the position of data pirates.

[0008] A further advantage of the system is that it allows users under the age of 18 to make
internet purchases. Currently internet users pay for goods and/or services by credit card. Since
credit cards cannot legitimately be used by persons under the age of 18 (at least in the UK), a
significant fraction of adventurous internet users are excluded from e-commerce, one of the most
significant predicted uses of the internet. In oné embodiment of the invention, however, the
payment validation means comprises e-cash; that i3, the payment validation means stores
transaction value information on a cash value of transactions validatable by the data storage

means. In simple terms, the data storage means can be a card which is charged up to a desired

2
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cash value (if necessary limited to a maximum value) at a suitable terminal. This might be an
internet access terminal but could, more simply, be a device to accept the data storage card and
to receive and count money deposited by the user to charge the card, writing update cash value
information onto the card. More sophisticated ways of updating the cash value on the card are
also possible, such as direct bank transfer. Since, with this type of embodiment, the data storage
means is, essentially, precharged with cash rather than acting as a credit card, it can be used by

young people without the risk of their incurring large debts.

[0009] In one embodiment the data storage means is powered by the retrieval device when it is
connected to the device and retains a memory of the downloaded data when it is unpowered.
This can be achieved by the use of Flash RAM or, more generally, any form of programmable
read-only memory. Alternatively the data storage means may incorporate a rechargeable cell or

capacitor and store information in battery backed-up static RAM.

[0010] The downloaded data may be entered into the data storage device by means of an
interface such as a magnetically or capacitatively coupled connection or an optical connection,
but preferably the interface comprises contacts for direct electrical connection to the storage
means. The payment validation means may likewise have one of a variety of interfaces but again
preferably comprises a st of electrical contacts. The payment validation means could, however,
comprise a magnetic or holographic data-strip such as is known for use with credit cards and
phone cards. The interface to receive the downloaded data may be separate from the interface to
the payment validation means, to facilitate separate and simultaneous access to both these
systems. In other embodiments a single interface may serve for both data storage and payment.

Advantageously the payment validation means includes memory storing information to identify

the person who is paying for the downloaded data.

[0011] For additional security the downloaded data may be encrypted. In this case data
decryption may be necessary at some stage, either in the data storage means or in the retrieval
device or in an information delivering apparatus such as a data access terminal. Alternatively the
data decryption function can be shared amongst one or more of these devices. The skilled person
will be aware of a range of suitable encryption/decryption techniques, including Pretty Good
Privacy (Registered Trade Mark) and PKI (Public Key Infrastructure). Normally, when the

downloaded data is encrypted, a decryption key must be supplied. This can be generated
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automatically by the data access terminal or data access service provider or it can be entered by

the user into the data access terminal or into the mobile data retricval device.

[0012] The data storage means and/or the retricval device can be provided with access control
means to prevent unauthorized access to the downloaded data. Additionally or alternatively, use
control means can be provided to stop or provide only limited access of the user to the
downloaded data in accordance with the amount paid. These access and use control functions
may in some embodiments be combined, permitted use controlling access or permitted access
controlling use. Thus, for example, a complete set of data information relating to a particular
topic, a particular music track, or a particular software package might be downloaded, although
access to part of the data set might thereafter be controlled by payments made by a user at a later
stage. In this way, a user could pay to enable an extra level on a game or to enable further tracks

of an album.

[0013] In embodiments where the access or use control means is responsive to the payment
validation means, access or use control information may be stored with the downloaded data or
in a separate storage area, for example in the payment validation means. The user’s access to the
downloaded data could advantageously be responsive to the payment validation means, for
example, by means of a control line coupling the payment validation means with a memory

access or decryption control element.

[0014] In one embodiment the data storage means comprises an electronic memory card or
smart card and the mobile data retrieval device 1s provided with a slot to receive the card.
Preferably the card is a push-fit within the retrieval device, and retention of the card may be

effected by pressure from electrical interface connections and/or resilience of the housing, or by

25
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using a resilient retaining means. In a preferred embodiment the retrieval device includes an
andio output and a display, to play a downloaded track and to show information about the track

and/or an accompanying video.

[0015] To download data onto the data storage means the user can employ a data access
terminal coupled to the internet. The terminal can directly validate payment; for example in the
case of a smart card charged with electronic cash it can deduct a cash value from the card.
Alternatively it can communicate with a bank or other financial services provider to control
payment. In a preferred embodiment, however, the terminal connects to a data access service

provider which provides a portal to other sites and which validates payment and then forwards

4
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data from a data supplier to the user’s local access terminal. The data access setvice provider
may alternatively forward payment validation information and/or information from the payment
validation authority to the data supplier for control by the supplier of the data supp tied. Thus,
access to the payment validation system and/or data for downloading may be entirely controlled

by the data supplier.

[0016] Dataheld on the data storage means may advantageously include data relating to the
user’s or payer’s usage of the system. This information may include, for example, information
on a user’s spending pattern, information on data suppliers used and information on the
downloaded data. This information may be accessed by the data supplier and/or data access
service provider and can be used for targeted marketing or loyalty-based incentive schemes such

as air miles or the like.

[0017] The data access terminal may be a conventional computer or, alternatively,it may be a -
mobile phone. Wireless Application Protocol (WAP) and i-mode allow mobile phones to
efficiently access the internet and this allows a mobile phone to be used to download data to the
data storage means, advantageously, directly. The data storage means can, if desired, incorporate
the functionality of a mobile phone SIM (Subscriber Identity Module) card, which cards already

include a user identification means, to allow user billing through the phone network operator.

[0018] In apreferred embodiment the downloaded data is MP3 or other encoded audio data,
but the system finds more general application for other data types. For example, download data
can include software, and particularly games, share price information, current news information,

transport timetable information, weather information and catalog shopping information. The

downloadsd information Taay also inctude compressed video data—The-storage-capacity ofthe
data storage means is adaptable to suit the type of data intended to be downloaded; for example,
32 megabytes is sufficient for CD quality music, but for video it is preferable that the data

storage means has a capacity of 128 megabytes or greater.

[0019] In another aspect, the invention provides a portable data carrier comprising an interface
for reading and writing data from and to the carrier; non-volatile data memory, coupled to the
interface, for storing data on the carrier; non-volatile payment data memory, coupled to the

interface, for providing payment data to an external device.
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[0020] These features allow the data carrier to store both payment data and content data, thus
providing the advantages outlined above. Depending upon the payment system used, the
payment data memory may also store code for validating or confirming a payment to an external
payment system. The payment data will normally be linked to a card or card holder
identification data for payment by the card holder. The non-volatile memory ensures that stored
content and payment data is retained in the data carrier when the data carrier is not receiving
power from an external source. Thus "non-volatile" encompasses, for example, low-power
memory whose contents are retained by a battery back-up system. In one embodiment the
payment data memory comprises EEPROM and the content data memory comprises Flash
memory, but other types of content data memory, such as optical, for example, holographic, data
memory can also be used. The data carrier may also be integrated into other apparatus, such as a

mobile communications device.

[0021] Prcferably, the portable data carrier further comprises a program store for storing code
implementable by a processor; and a processor, coupled to the content data memory, the payment
data memory, the interface and to the program store for implementing code in the program store,
wherein the code comprises code to output payment data from the payment data memory to the

interface and code to provide external access to the data memory.

[0022] Normally, the (content) data memory allows both write and read access for both storing
and retrieving data, but in some embodiments the content data memory may be read-only
memory (ROM). In such embodiments, content may be pre-loaded onto the carrier and payment

may then be made for permission to access the pre-loaded data.

[0023] Preferably, the data carrier also stores a record of access made to the content data and

]
L

30

updates this in response to external access, preferably read access, made to the data memory.

The carrier may also store content use rules pertaining to allowed use of stored data items. These
use rules may be linked to payments made from the card to provide payment options such as
access to buy content data outright; rental access to content data for a time period or fora
specified number of access events; and/or rental/purchase, for example where rental use is
provided together with an option to purchase content data at the reduced price after rental access

has expired.

[0024] Thus where the data carrier stores, for example, music, the purchase outright option

may be equivalent to the purchase of a compact disc (CD), preferably with some form of content

6
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copy protection such as digital watermarking. In this example, the rental or subscription
payment option may bé a pay-per-play option, and with this option payment may either be before
or after access to the stored data so that the carrier may operate in either a debit or credit

payment mode.

[0025] The portability of the data carrier potentially allows it to be used to access content or, in
the example, play music without the need to be linked to 2 communications system or to be on-
line to the interet. By providing a use record memory on the data carrier, use of the stored data
can be tracked while off-line and then any neccssary payment can be made when the data carrier
is next coupled to a communication system. This allows the data carrier to operate in a credit
mode. In a debit mode, the additional storage of use rules facilitates the regulation of access to
content data stored on the carrier without the need for further exchange of payment/use data with

an external system to validate the use.

[0026] By combining digital rights management with content data storage using a single
carrier, the stored content data becomes mobile and can be accessed aniywhere while retaining
control over the stored data for the data content provider or data copyright owner. Preferably,
the data carrier also stores access control data, such as a user ID and a password, as the stored
data may be valuable. The access control data may be combined with access control to the
payment data, which is typically by means of a PIN (Personal Identification Number) to simplify

access to valued content stored on the carrier.

[0027] In one embodiment the stored content data is encrypted and a unique password or PIN

and/or biometric data is required for decryption. The data carrier may be arranged so that the

alternatively, a permanently stored flag may be set and/or a hardware modification (such as a
fusable link) may be made to prevent the data carrier from functioning for further data
storage/retrieval. Preferably, however, access to any stored value/payment data is nevertheless

retained.

[0028] Supplementary data may also be stored on the carrier in association with stored content
data. This supplementary data may comprise customer reward management data and/or
advertising data. The supplementary data may comprise a pointer to an external data source

from which data is downloaded either to the data carrier or to a data access device or content
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player, so that advertising or other data can be displayed when reviewing or accessing the stored

content.

[0029] Additional data security and/or a mechanism for rewarding operators at different levels
in the data supply chain may be provided using a content synthesis function. The content
synthesis function combines partial content information from two or more sources to provide
content data items for storage and/or output. Thus, for example, a first percentage of a content
data item could be provided by a content retailer, while a remaining percentage could be
provided by an on-line data supplier. This would provide an incentive for a user to register with
a content retailer or distributor as well as with an on-line system owner and so could encourage
the use of existing retailers and could provide a mechanism for paying commission to such
retailers. The two portions of data combined to provide a content data item could comprise
encryption data and a key but preferably comprise separate parts of a complete data item, for
example, least significant bits and most significant bits or high frequencies and low frequencies

(for audio). This arrangement also facilitates customer reward and loyalty management.

[0030] In one embodiment the data carrier further comprises memory for storing data for
accessing a mobile communications network, for example to receive content data over the
network. For such an embodiment, the data carrier may replace a SIM (Subscriber Identity
Module) card in a mobile communications device, thus providing a single card for both network
access and valued content retrieval and storage. Additionally or alternatively the card may also

store the web address of a data supplier from whom data may be downloaded onto the carrier.

[0031] The data memory for storing content data may be optic, magnetic or semiconductor

capacity for storing large data files such as compressed video data. Preferably, the data memory

is partitioned for lock access, that is, for read and/or write access to blocks of, for example, 1K,
4K, 16K or 64K databytes for faster data access, particularly where the stored content data will
normally be accessed serially, as is normally the case with audio and video data. Preferably the
card is configured as an IC card or smart card and has a credit card-type format, although other
formats such as the "memory stick” format may also be used. This provides a small and

convenient portable format and facilitates removable interfacing with a variety of devices.

[0032] The invention also provides a related method of controlling access to data on a data

carrier, the data carrier comprising non-volatile data memory and non-volatile parameter

8
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memory storing use status data and use rules, the method comprising receiving a data access
request; reading the use status data and use rules from memory; and evaluating the use status

data using the use rules to determine whether access to the stored data is permitted.

[0033] According to another aspect of the invention, there is provided a computer system for
providing data to a data requester, the system comprising a communication interface; a data
access data store for storing records of data items available from the system, each record
comprising a data item description and a pointer to a data provider for the data item; a program
store storing code implementable by a processor; a processor coupled to the communications
interface, to the data access data store, and to the program store for implementing the stored
code, the code comprising code to receive a request for a data item from the requester; code to
receive from the communications interface payment data comprising data relating to payment for
the requested data item; code responsive to the request and to the received payment data, to read
data for the requested data item from a content provider; and code to transmit the read data to the

requester over the communications interface.

[0034] The computer system is operated by a data supplier or data supply "system owner" for
providing content data to the data carrier described above. The payment data received may
either be data relating to an actual payment made to the data suppliér, or it may be arecord of a
payment made to an e-payment system relating either to a payment to the data supplier, or to a
payment to a third party. The data from the content provider, preferably without permanent
(local) storage of the forwarded data, improves data security as the content provider retains
control over a content data item, and the data supplier, a copy of a data item, is unable to supply

data for the item without the content provider's assistance. The computer system may provide

temporary storage for a requested data item, for example using a disk cache, but preferably the

computer system does not store a corplete data item, even temporarily.

[0035] Preferably, the computer system includes payment distribution information so that
when payment is made for a data item, the payment can be distributed for reimbursing royalties
and making other payments. Typically a large fraction of the payment for a data item will be
transferred to a copyright owner or "content provider" for the item while smaller payments will
go to the artist and/or publisher and/or retailer/distributor. Payment may be made directly by the
computer system to the computer systems of other relevant parties using, for example, a

signature-transporting type e-payment system. Alternatively, the computer system can issue
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appropriate instructions to a third party e-payment system for making the transfers. The
computer system allows automatic distribution of payments either before, during or after content
data download, or after content data access by a user. Instructions for distributing the payments
may be issued substantially simultaneously, thereby avoiding long delays in the payment of some
parties; for example, it can presently take a year or more for an artist generating content to be

paid by conventional methods.

[0036] Preferably, the computer system also stores content data item access rule data, for
downloading in association with a content data item. The rule data may be stored by a content
provider but is preferably held by the computer system, and links a content identifier with an
access rule, typically based upon a required payment value, as outlined above in the context of
the data carrier. Normally, each content data item will have an associated access rule, but a
single rule may apply to a large number of data items. The computer system also, preferably,
stores requester reward data for customer reward/loyalty management. This data may again
comprise one or more rules linking a payment value and/or content data item type to a specified
reward, such as a number of air miles or retailer value points. The computer system preferably
also keeps a record of an identified user's or data's carriers content item downleads and payments

for market research purposes.

[0037] The computer system, in one embodiment, also stores access control data, such as an
access request identity and password which can be employed, for example, to create an extranet
of system users, which again can be linked to stored access record data for marketing purposes.
When further linked to content item type data, such an arrangement can be used to construct a

club of users of cortent data items of a particular type, for example country and western or rock

and roll music. As described in connection with the portable data carrier, the computer system
may also comprise content synthesis code for additional data sccurity and for more secure

management of payment distributions.

[8038] The invention also provides a related method of providing data to a data requester
comprising receiving a request for a data item from the requester; receiving payment data from
the requester relating to payment for the requested data; reading the requested data from a
content provider responsive to the received payment data; and transmitting the read data to the

requester.

10
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[0039] According to a further aspect of the present invention, there is provided a data access
terminal for retrieving data from a data supplier and providing the retrieved data to a data carrier,
the terminal comprising a first interface for communicating with the data supplier; a data carrier
interface for interfacing with the data carrier; a program store storing code implementable by a
processor; and a processor, coupled to the first interface, to the data carrier inferface and to the
program store for implementing the stored code, the code comprising: code to read payment data
from the data carrier and to forward the payment data to a payment validation system; code to
receive payment validation data from the payment validation system; code responsive to the
payment validation data to retrieve data from the data supplier and to write the retrieved data into

the data carrier.

[0040] This terminal can be used for retrieving data from the above-described computer
system and for downloading the retrieved data to the above-described portable data carrier. As
with the data supply computer system, it is preferable that there is no (focal) storage of content
itern data forwarded from the data supplier to the data carrier. The data access terminal is not
restricted to use with the above-described status supplier and could, for cxample, retrieve data for
downloading to the data carrier from a local data source, such as a CD (Compact Disc) or DVD

(Digital Versatile Disc), or from a third party such as a cable TV company.

[0041] The terminal reads payment data from the data carrier and transmits this to a payrment
validation system for validating the data and authorizing the payment. This may be part of the
data supplier's computer system or it may be a separate system such as an e-payment system.
Thus, the terminal operates with a data carrier storing payment (validation) data and, in some

embodiments. additional payment validation code for validating payment to the payment

30

validation system. Again, the terminal is preferably configured to provide a data item use rule to
the carrier in conjunction with a data item. As before, the data item use rule will normally be
dependent upon payment value information embodied in the payment data read from the data
carrier. The terminal is preferably also configured for user input of access control data. This
access control data may be forwarded to the data carrier for access permission verification and/or
it may be passed to the data supplier computer system for a similar purpose. The terminal may
be configured to warn a user of content access or data carrier function inhibition after a
predetermined number of access requests have been refused. The terminal may also incorporate

content synthesis code as described above.
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[0042] The terminal may comprise code to output supplementary data when downloading data
to the data carrier. Identity data on the data carrier can be used to retrieve the supplementary
data, or a pointer to the supplementary data, from the data supplier computer system, or the
supplementary data or a pointer thereto can be retrieved directly from the data carrier.
Preferably, however, identification data on the card is used to retrieve characterizing data such as
card user preference data from the data supplier computer system, and this characterizing data is
then used by the terminal to retrieve and output supplementary data to a terminal user. When the
terminal is associated with a contact distributor or retailer, the supplementary data may be
retrieved over a network associated with the retailer/distributor such as a local area network

(LAN), wide area network (WAN) or extranet.

[0043] The invention also provides a method of providing data from a data supplier to a data
carrier, the method comprising reading payment data from the data carrier; forwarding the
payment data to a payment validation system; retrieving data from the data supplicr; and writing

the retrieved data into the date carrier.

[6044] The payment validation system may be part of the data supplier's computer systems or
it may be a separate e-payment system. In one embodiment the method further comprises
receiving payment validation data from the payment validation system; and transmitting at least
a portion of the payment validation data to the data supplier. Alternatively the payment
validation system may comprise a payment processor at the data supplier or at a destination
retrieved from the data supplier. The payment processor may also provide payment distribution

data for distributing a payment represented by the payment data.

from a data carrier, the device comprising a user interface; a data carrier interface; a program

store storing code implementable by a processor; and a processor coupled to the user interface, to
the data carrier interface and to the program store for implementing the stored code, the code
comprising code to retrieve use status data indicating a use status of data stored on the carrier,
and use rules data indicating permissible use of data stored on the carrier; code to evaluate the
use status data using the use rules data to determine whether access is permitted to the stored

data; and code to access the stored data when access is permitted.

[0046] The data access device uses the use status data and use rules to determine what access

is permitted to data stored on the data carrier. As described above, the use rules will normally be
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dependent upon payments made for data stored on the data carrier, but may also comprise access
control employing a user identification and password. Since a single data carrier may have more
than one user, the use status and use rules may be selected dependent upon a user identity. The
data access device may also be configured to present supplementary data when presenting the
content data, retrieved as described above, from the card, from a remote computer system or

from some other source such as a cable TV network or off-air.

[0047] The invention also provides a related method of controlling access to data from a data
carrier, comprising retrieving use status data from the data carrier indicating past use of the
stored data; retrieving use rules from the data carrier; evaluating the use status data using the use
rules to determine whether access to data stored on the carrier is permitted; and permitting access

to the data on the data carrier dependent on the result of said evaluating.

[0048] According to a further aspect of the invention there is provided a data access system
comprising a data supply computer system for forwarding data from a data provider to a data
access terminal; an electronic payment system for confirming an electronic payment; a data
access terminal for communicating with the data supply system to write data from the data
supply system onto a data carrier; and a data carrier for storing data from the data supply system
and payment data; wherein data is forwarded from the data provider to the data carrier on

validation of payment data provided from the data carrier to the electronic payment system.

[0049] In a further aspect of the invention, there is provided a portable data carrier comprising
an interface for sending and receiving data from and to the carrier; non-volatile data memory,

coupled to the interface, for storing data on the carrier; and a digital rights management

25
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o 1 " o ctarad dats
processor forcontrotling-aceess-to-the stored-data:

[0050] Ina further aspect of the invention, there is provided a portable data carrier comprising
an interface for sending and receiving data from and to the carrier; non-volatile data memory,
coupled to the interface, for storing data on the carrier; and an access control processor; wherein
the data memory is partitioned as data blocks and the access control processor controls external

access to the data blocks.

[0051] In a further aspect of the invention, there is provided a computer system for providing
data to a data requester, the system comprising a communication interface; a data access data

store for storing records of data items available from the system, each record comprising a data
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item description and a resource locator; a data provider for the data item; a program store storing
code implementable by a processor; a processor coupled to the communications interface, to the
data access data store, and to the program store for implementing the stored code, the code
comprising code to receive a request for a data item from the requester to receive from the
comrunications interface payment data comprising data relating to payment for the requested
data item; code, responsive to the request and to the received payment data, to output the item
data to the requester over the communication interface; wherein said data access data store
further comprises payment distribution information indicating to whom payments should be
made for a data item; and further comprising code to output payment data for a data item for

making payments for the item when the item is supplied to a requester.

[0052] In a further aspect of the invention, there is provided a computer system for providing
data to a data requester, the system comprising a communication interface; a data access data
store for storing records of data items available from the system, each record comprising a data
item description and a printer location data identifying an electronic address for a provider for
the data item; a program store storing code implementable by a processor; a processor coupled to
the communications interface, to the data access data store, and to the program store for
implementing the stored code, the code comprising code to receive a request for a data item from
the requester to receive from the communications interface payment data comprising data
relating to payment for the requested data item; code responsive to the request and to the
received payment data to output the item data to the requester over the communication interface;
wherein the data access data store further comprises data item access rule data for output to the

requester with a data item; and further comprising code to select access rule data for output with

a data itent in response o the payinent data:

[0053] In a yet further aspect of the invention, there is provided a method of providing data to
a data requester comprising receiving a request for a data item from the requester; receiving
payment data from the requester relating to payment for the requested data; transmitting the
requested data to the requester; reading payment distribution information from a data store; and

outputting payment data to a payment system for distributing the payment for the requested data.

[0054] In a still further aspect of the invention, there is provided a method of providing data to
a data requester comprising receiving a request for a data item from the requester; receiving

payment data from the requester relating to payment for the requested data; transmitting the
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requested data to the requester; and transmitting data access rule data to the requester with the

read data.

[0055] These and other aspects of the invention will now be further described, by way of

example only, with reference to the accompanying figures.

5 BRIEF DESCRIPTION OF THE DRAWINGS
[0056] Figure 1 shows a data access device a) from the top; b) from the front; and ¢) from the
side;
[0057] Figure 2 shows, conceptually, a portable data carrier,
[0058] Figures 3a and b show exemplary data access terminals;

10 [0059] Figures 4a and b show, respectively, a logical signal path between clements of a
conceptual data access system; and a physical representation of a conceptual data access system;
[0060] Figure 5 shows a content provision system;

[0061] Figure 6 shows a data supply computer system;
[0062] Figure 7 shows a variety of data access terminals;
15 [0063] Figure 8 shows a schematic diagram of components of a data access terminal;
[0064] Figure 9 shows a schematic diagram of components of a data carrier;
[0065] Figure 10 shows a schematic diagram of components of a data access device;
[0066] Figures 11a and 11b are flow diagrams of a data carrier registration process;
[0067] Figures 12a-c and 12d-e show, respectively, a flow diagram of data access using a data

20  access terminal; and a flow diagram of data supply using a data supply computer system; and

[0068] Figure 13 shows a flow diagram of data retrieval using a data access device.
DETAILED DESCRIPTION
[0069] Referring to Figure 1, this shows a data access device for playing MP3 audio (10) with
operator controls (12) and LCD display (14). The outline of a smart card data storage device is

25  shown at (16). The operator controls allow a user to select and play tracks, while track

information and still or video images are provided on display (14). A slot (18) is provided in the
front of the device to receive a smart card-type data storage means. This smart card occupies
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space (20) and interfaces with resilient contacts (24); it is held in the data retrieval device against

the contacts, by resilient housing element (22).

[06070] Referring now to Figure 2, this shows a portable data carrier (30) suitable for use with
the device of Figure 1. The data storage means is based on a standard smart card; it is plastic,
about the size of a standard credit card, and has some flexibility. On the card (30) are two sets of
contacts, contacts (32) for interfacing with the payment validation means and contacts (34) for
interfacing with the memory for storing downloaded data (although in other embodiments, a
single set of contacts may be used for both). The surface of the card can be embellished with

suitable graphics.

[6071] In one embodiment the smart card retains all its useable functionality as specified for
standard Electronics Point of Sale Systems (EPOSS) and, if desired, the memory for storing the
downloaded data can be electrically separate from this. Howcever, it may be preferable to
provide interaction between the standard smart card device and the data memory in order to

accomplish the access control/decryption functions described above.

[6072] Referring now to Figure 3, an example of a data access terminal is shown at (40). This
has a screen (42) and a slot (44) to receive the data carrier (30). Alternatively the data carrier
may interface to the terminal via the data access device (10) and an interface (46) to the terminal
(40). In Figure 3b a dedicated terminal (50) has a slot (52) to receive the data carrier, a display
(54 and controls (56). Coins can be inserted into the terminal at (58) and notes at (60) to charge

the data carrier with cash.

[0073] Referring now to Figure 4a, this illustrates conceptually the logical connections and

25

data Tlow between data processing systems imvolved i paynicit vatidation, and data download o
the carrier (30). A user connects the data carrier (30) to terminal (40) and logs on to a data web
page of data supply service provider (60). Either terminal (40 ) or service provider (60) then
communicates via data paths (62) with a payment validation authority (70) to check and
authorize the user’s or payer’s payment. In the case of electronic cash the terminal (40) may
immediately validate the payment information, updating the service provider and/or payment
validation authority (70) at a later stage. The logical connection (64) between the terminal and

the service provider is preferably made over the internet.
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[0074] The service provider may provide a direct portal to data providers (80) or may collect
information from data suppliers (80) and provide a “front end” to present data from the suppliers
to the terminal user. Alternatively, data supply service provider (60) may regulate direct access
between terminal (40) and data providers (80), as shown by links (66), by communicating with
the terminal and the data providers to provide communication regulation information to, for
example, instruct data suppliers about what information the user of terminal (40) should have

access fo.

[00675] In a preferred embodiment, service provider (60) pays royaltics at an agreed rate - for'
example, 10 pence per track or 10 penc‘é per minute - to a computer system owned by a company |
or entity in the recording indusiry, such as a content provider or copyright owner; a content
publisher or a content creator, and the user of terminal (40) effectively pays the service provider.

Billing can also be regulated by bandwidth and/or data download time.

[0076] Preferably the service provider (60) monitors the user’s access to the system and either
stores or forwards to data providers (80), or downloads to the data carrier (30), usage
information. In a preferred embodiment the service provider sends information via terminal (40)
to data carrier (30) which can be used to determine incentives to be provided to users of the

System.

[0077] Figure 4b shows a conceptual physical configuration of the system of Figure 4a in
which a plurality of terminals (40), a plurality of service providers (60) and a plurality of data
providers (80) all interact via the internet. The physical embodiment of the system is not critical
and a skilled person will understand that the terminals, data processing systems and the like can

all take a variety of forms

25

30

[0078] Referring now to Figure 5, this shows a conceptual illustration of a content provision
system 100. Content creators 104a, b generate or receive content data from artist terminals 102a-
d and store content data in databases 106a, b. The content data stored in databases 106a, b may
comprise audio data, such as music, video data, such as films or TV prograrus, text, such as
literary works, software, such as games software, or other data. Content creators 104a, b are
coupled to communications network 101 for communicating created content data over the
network. Also coupled to communications network 101 are content publishers 110a and 110b,
cach of which is coupled to an associated stored content database, 112a and 112b respectively.

The content publishers make their stored content available for controlled access using
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communications network 101. In some instances, for example where the content data comprises
computer games, the functions of content creator and content publisher may be provided by a
single entity. Also although conceptually illustrated as blocks in Figure 5, the content creator

and content publisher typically cach comprise a client server computer network.

[0079] The communications network 101 is typically a private communications network, such
as an extranet, with security controlled access to entities connected to the network. Physically
the network may comprise an internet protocol network or it may comprise, or consist of,
dedicated point-to-point links. Thus, for example, a content creator 104 may be directly linked
to a content publisher 110 and/or to other entities shown in Figure 5 such as a content provider or

content distributor:

[6080] The content provision system includes a plurality of content providers 108a-e, each
coupled to the communications network 101. Tn the illustrated system, the content providers
own copyright in stored content data accessible over communications network 101 and may, in
practice, also perform a content publication function. Five content providers own the copyright
in over 80% of all world-wide music sales. The content providers are coupled to stored content

databases 106 and 112 via communications network 101, for supplying stored content data.

[0081] A gateway server 114 is also coupled to communications network 101 to link the
communications network to other networks such as the internet and/or mobile communications
networks. Gateway server 114 provides security and access control functions and firewalls. A
second gateway, content distributor WAN gateway 116, is also shown attached to

communications network 101. This provides similar security and firewall functions and coupled

logical access to one or more of a content creator, content publisher and content provider for

accessing stored content data. Content distributor gateway 116 may be owned by a chain of
record stores and provide content access terminals 118, coupled to WAN 117, in separate retail
outlets. Content access terminals 118 have access, via gateway 116, to stored content accessible

over communications network 101.

[0082] Referring now to Figure 6, this shows a data supply computer system 120. In this
embodiment, three content access terminals 118a-c, e-payment systems 121a, b, and content
access web server 124 are all coupled to internet 142, Data supply system 120 is coupled to the

content provision system 100 illustrated in Figure 5. Where communications network 101 of
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Figure 5 is an extranet, this exiranet physically operates over internet 142; where
communications network 101 does not partly operate via internet 142, a connection to internct
142 is established via gateway server 114 as shown in Figure 5. In this way content access
terminals 118a-c are provided with controlled access to the stored content data of content

provision system 100.

[0083] E-payment systems 121a and 121b are coupled to banks 122a, b and ¢, d respectively.
These provide an e-payment system according to, for example, MONDEX, Proton, and/or Visa
cash compliant standards. Preferably at least one of e-payment systems 121a, b operates a so-
called "open purse” system in which the value is stored as a publicly verifiable digital signature
issued by the e-payment system. In such a signature-transporting arrangement, payment data
may be validated using public keys and thus payment authentication need not be performed by
the e-payment system but may instead be performed by, for example, a data access terminal or
data supply system computer, using payment management code. The authenticated signatures,
which in effect perform a similar role to checks, are submitted to the relevant e-payment system
after authentication for verification and reimbursement or transfer of monetary value. With such
a system payments may be made anonymously and thus payer identification is not essential.
Data carriers, such as data cards, may be issued with stored value or without value, in which
latter case value (that is, a publicly verifiable digital sighature) may be written onto the card

during an on-line transaction.

[6084] In alternative embodiments, a data carrier such as the smart Flash card described below
may be used to create value bearing digital signatures as is well-known to those familiar with e-

money.

[6085] Content access web server 124 13 also coupled to internet 142 for providing content
access terminals 118a-c with access to content data. Content access web server 124 is typically
owned by a content data supply "system owner" who acts as an intermediary between a content
access terminal user and a content provider, forwarding content data provided (directly or
indirectly) by a content provider to a content access terminal and then to a stored content data
carrier. Web server 124 is coupled to web server code storage 126 storing Java code for
generating web pages for interpretation by web browsers on content access terminals 111a-c.
The web pages provide the content download, value add, CRM (customer reward management)

value check/spend and website link functions described below.
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[0086] Web server 124 is coupled to payment processor 128, Digital Rights Management
(DRM) processor 130, access control processor 132, and content distribution processor 134.
Payment processor 128 includes payment management code storage 128a and is coupled to
payment record data store 136. Access control processor 132 includes access control code
storage 132a and is coupled to access control data store 138. DRM processor 130 includes DRM
code storage 130a and is coupled to content access and DRM data store 140. Content
distribution processor 134 includes CRM (customer reward management) and payment
distribution management code storage 134a and is also coupled to content access and DRM data

store 140. As shown in Figure 6, processors 128-134 are all in communication with one another.

[0087] Processors 128, 130, 132 and 134 may comprise separate application programs or a
single computer program and may operate on a single physical computer, on which web server
124 may also be provided, or may operate on separate computers. Likewise data stores 136, 138
and 140 may comprise a single physical data store or may be distributed over a plurality of
physical devices and may even be at locations physically remote from processors 128-134 and

coupled to these processors via internet 142.

[0088] Web server 124 communicates with processors 128-134 by means of a CGI (common
gateway interface) script and the code associated with processors 128-134 may be written in any
conventional computer language such as C, C++, or Perl. However, in other embodiments one
or more of the processors may be coupled to web server 124 via internet 142 and owned and
operated by a separate entity, such as a financial institution. In this case conventional secure
web-based communications may be operated between web server 124 and the relevant processor.

In particular, payment processor 128 may be operated by one of the e-payment system providers

-]
Ch

30

128a, b.

[0089] Payment management code 128a issues and authenticates payment data and stores an
audit record in payment record data store 136. Access control code 132a stores identification
data (of a user or card) together with registration data provided by a user when registering with
the system owner. This data comprises a user password for accessing stored content and/or
payment data; user characterizing data, for example characterizing user preferences, for
marketing purposes; data indicating an e-payment system to use; and in some embodiments,
further general user related data such as card level data for identifying the provision of "gold"

level services to selected users. A copy of the password is stored with the content data on the
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portable data carrier, as described further below. Alternatively, one or both of the access control

data store and portable data carrier may simply store data for verifying a user-entered password.

[0090] Content access and DRM data store 140 stores data related to content access and
content use, but does not itself store content data items; these are instead provided via content
provision system 100 described above. Data store 140 stores a plurality of records each
comprising a data item identifier, a data item description, a data item type or genre, and location
data comprising one or more pointers to a location or locations from where the data item can be
downloaded. Associated with a data item is also a table of use rule data comprising a list of
values (i.e. content data item prices) and corresponding levels of permitted usage. Thus a value
of £1 might permit ten plays of a music track, while the value of £10 might permit an unlimited

number of plays of the track and copying of the track for personal use.

[0091] Also associated with a data item is a table of payment distribution data comprising a list
of recipients and corresponding fractions of the data item value each is to receive. Typically, the
main recipient will be the copyright owner of the data item and other recipients will be selected
from the content creator, the artist or artists, the system owner, the content publisher, and the
retailer/distributor. The payment distribution proportions may be dependent upon the payment
value, in which case a plurality of sets of payment distribution figures may be associated with
each data item, each set of distribution figures corresponding to a payment value range. The

payment data and distribution data is here termed DRM (Digital Rights Management) data.

[6092] Further associated with a data item is a table of CRM (Customer Reward Management)
data, linked to the user rule data, comprising CRM rules to specify, for one or more data item use

levels, a quantity of reward points and one or more recipients for the reward points (the

25

recipients may include the card user and the retailer/distributor).

[0093] The CRM and payment distribution code 134a operates with content access and DRM
data store 140 to inform a gystem user of the description and value of a data item, to access and
download a data item from the content provider system to a content access terminal, to provide
content use rules with the data item, and to provide instructions either to payment processor 128
or to e-payment system 121 to distribute payments for the data item to the recipients identified

by the data store 140 and to distribute CRM reward points.
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[0094] The access control data store 138 holds a secure key, such as a secret "public” key ina
public key cryptography system, for the system owner to authenticate its identity to a content
provider. This data is held securely with other sensitive data in the access control data store 138.
As is described in more detail below, when data supply system 120 receives a request for a
content data item from a content access terminal 118, it looks up a location from which the data
item is available using content access and DRM data store 140 and then determines the identity
of the corresponding content provider. This identity is either stored in content access and DRM
data store 140 or, as there are relatively few content providers, it may be hard written in DRM
code 130a. DRM code 130 then requests access control processor 132 to provide the secure
system owner identifier from access control data store 138 to the relevant content provider and
sets up a trusted connection between the content provider and content access web server 124 for

downloading the data item to a content access terminal 118 and then to a portable data carrier.

[6095] Referring now to Figure 7, this shows a variety of content access terminals for
accessing data supply computer system 120 over internet 142. The terminals are provided with
an interface to a portable data carrier or "smart Flash card" (SFC) as generally described with
reference to Figure 2 and as described in more detail below. In most embodiments of the
terminal the SFC interface allows the smart Flash card data carrier to be inserted into and
removed from the terminal, but in some embodiments the data carrier may be integral with the

terminal.

[6096] Referring now to the specific embodiments illustrated in Figure 7, a simple content
access terminal may coniprise a home personal computer 144 with SFC interface 144a. In

another embodiment, a mobile communications device 152 is provided with a smart Flash card

30

interface 1522 and is coupled to internet 142 via radio tower 150, mobile communications

system 148 and mobile communications internct gateway 146.

[0097] In another embodiment, a smart Flash card interface is provided to a so-called "set top
box" (STB) 154. The set top box is, in effect, a receiver for television programs received on.
video input 154b, which may comprise a satellite TV signal, a cable TV signal or an off-air TV
signal, The video signal is provided from the set top box to television 156 or to some other home
entertainment device such as a personal computer (not shown). In another embodiment, content
access terminals 166 and 168 each with respective SFC interfaces 166a and 168a are coupled to a

retailer local area network (LAN) 160 connected to internet 142 via retailer LAN server 158.
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DVD player 164 is also coupled to LAN 160. In a further embodiment a smart Flash card
interface 170a is provided for a CD/DVD player 170.

[0098] In these latter three embodiments, content data for storage on the smart Flash card may
be retrieved from broadcast video and/or a CD or DVD. In this case, the computer data supply
system 120 illustrated in Figure 6 may be used to provide use rule data for the content data stored
on the smart Flash card, and to pay for data downloaded ento the card; the content data may be
captured before or after the data supply system 120 is accessed to enable use of the stored data,
but in a preferred embodiment content data written fo the card from a supplier other than the
content data supply computer system is not accessible to a user until corresponding use rule data
has been downloaded from computer system 120, which will normally be after receiving

payment for the downloaded data.

[0099] Referring now to Figure 8, this shows a schematic diagram of one embodiment of a
data access terminal 170. The terminal comprises a general purpose computer including an
audio/visual interface 184, a keyboard 186 and a pointing device 188 for providing an interface
to the user. The terminal has an internet interface 176, for example a modem, and optionally a
LAN/WAN interface 174 for connecting the terminal to a retailer or distributor LAN or WAN.
The terminal also has an optional video input 178 for receiving broadcast video data and a media
input device 180, such as a CD or DVD drive. Further communications /O ports 182 may also
be provided. A portable data carrier or smart Flash card interface 190 is provided for interfacing
to a smart Flash card. Optionally, a cash input and verification system 192, such as is
conventionally used in an automatic teller machine (ATM), may also be incorporated within the

content access terminal. The terminal has working memory 194 such as RAM and program

30

memory 196 which can comprise any conventional storage device such as RAM, ROM or a disk
drive. Program code in program memory 196 may also be stored on removable disk 198. A
processor 200 loads and implements program code stored in program memory 196. All the

components of the terminal are linked by a data and communications bus 172.

[0100] More specifically, processor 200 loads and implements cash payment management
code 200a for managing cash input data from cash input and verification system 192, for adding
value to a smart Flash card. Processor 200 also implements a web browser 200b for accessing
system owner web pages and data exchange interface 200¢ for exchanging data between a smart

Flash card interface to the terminal and data supply system 120.
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[0101] Processor 200 also implements off-line contents retrieval code 200d for retrieving data
for storage on a smart Flash card from media input device 180 and/or video input 178 and/or
LAN/WAN interface 174. The processor implements a content sampler 200¢e for outputting
small extracts of content data items to a user via audio/visual interface 184. Such data item
samples may be stored with the content description data in content access data store 140. The
processor also implements a smart Flash card interface driver 200f, user interface code 200g and
additional communication drivers 200h for driving LAN/WAN interface 174 and/or comms I/O

ports 182.

[6102] Refelﬁng now to Figure 9, this shows a schematic diagram of components of a portable
data carrier 202, in the embodiment showﬁ a so-called "smart Flash card". In this context, “"smart
Flash card" refers to an IC card similar in size to a plastic payment card incorporating a
processor and Flash data memory, preferably of large capacity. For further details on smart
cards, reference may be made to the ISO (International Standards Organization) series of
standards, including ISO 7810, ISO 7811, ISO 7812, ISO 7813, IS0 7816, ISO 9992 and ISO

10102, which are hereby incorporated by reference.

[0103] Referring in more detail to Figure 9, a data and communications bus 204 links
components of the card which include a processor 210, working memory 212, timing and control
logic 208 and an external interface which may have contacts (ISO 7816) or be contactless (1SO
10536) for providing external access to a bus 204 for reading data from and writing data to the
card 202. Also coupled to bus 204 are permanent program memory 216, non-volatile data
memory 218 and non-volatile (Flash) content data memory 214. Non-volatile data memory 218

may comprise EEPROM and permanent program memory 216 may comprise ROM, for

o
(¥4

example, mask-programmed ROM. All the components of Figure 9 are mounted on a single

substrate, in a preferred embodiment bearing contacts for external interface 206.

[6104] Processor 200 loads and implements program code from permanent program memory
216. This code comprises operating system code for providing the card with a basic operating
system for at least external communications; payment management code for supplying payment
data from non-volatile data memory 218 to pay for downloaded content; DRM (Digital Rights
Management) and security code, including code to implement content data use rules and code for

password controlled access to data and program functions; CRM code for implementing CRM-
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related rules; and content synthesis code for combining stored content data with additional data

provided via external interface 206 for synthesizing complete content item data.

[0165] Non-volatile data memory 218 stores data including card identity data, access control
data, including password data for validating a user password, access record data for storing a
record of access attempts and their outcomes, and content supply data such as system owner

website addresses and retailer/distributor website addresses.

[0106] Data memory 218 further stores card value data comprising e-money such as publicly
verifiable digital signatures, and payment data for storing a payment audit trail including
payment amounts and data on to whom payments have been made. The memory 218 also stores
RFM (Recency Frequency Monetary) data to provide a record of transactions for market research
and customer reward purposes, and CRM data storing customer reward points. Data memory
218 also stores an index of content data items stored in Flash memory 214 and associated content
use rules, as well as DRM and royalty data for maintaining an audit trail of use history for rights
management tracking. Optionally, data memory 218 may also store supply chain data specifying
a supply chain route through which data has been obtained from a content provider, which may
be used for rewarding supply chain intermediaries, for example on a commission or reward

points basis.

[6107] Content data memory 214 preferably comprises at least 100 MB of data storage,
partitioned as data blocks of a size selected to match the stored content type. For storing video
data, Flash memory 214 preferably comprises > 1 GB data storage and the data blocks into

which the data memory is partitioned are larger.

220, such as a portable audio/video player. The data access device 220 comprises a conventional

dedicated computer system including a processor 238, permanent program memory 236, such as
ROM, working memory 234, such as RAM, and timing and control logic 226 all coupled by a
data and communications bus 222. Also coupled to the bus are an audio interface 228, a display
230 and user controls 232, for providing a user interface. A smart Flash card interface 224 is
coupled to bus 222 for interfacing with a smart Flash card for retrieving and playing stored

content data.
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[0109] Permanent program memory 236 stores program code for implementation by processor
238; this code may also be provided on & data carrier such as a ROM chip or disk 240. Processor
238 implements an SFC interface 238a, a user interface 238b, a content player 238d for
retrieving stored content data from a smart Flash card interfaced to the device and for outputting
audio and/or video data derived from the retrieved content data (which may comprise

compressed audio and/or video data) to a user of the device.

[0110] Processor 238 also implements use control 238¢ for controlling access to and use of
contents stored on the smart Flash card by the content access device user. Use control routine
238c and/or DRM and security code in permanent memory 216 on the smart Flash card may also
implement digital watermarking and other Secure Digita]. Music Initiative (SDMI) content
protection code as specified in the SDMI portable device specification, part one, version 1.0 (see

www.sdmi.org) which is hereby incorporated by reference.

[0111] Figures 11a and 11b show a flow diagram of a process for registering a data carrier or
smart Flash card with a data supplier or system owner operating a data supply system as
illustraied in Figure 6. A smart Flash card may be issued entirely blank, that is, with no
prestored content or value, with prestored value but no prestored content, with prestored content
but no prestored value (the content being provided free) or with both prestored value and
prestored content. Thus, for example, a user may purchase a card with stored value but no stored
content over the counter at a retailer. The process of Figures 11a and 11b illustrates the
registration of a card with neither prestored content nor prestored value. As illustrated the
registration process records user registration data in the access control data store 138 of Figure 6

and writes value data onto the blank card.

30

[0112] Atstep S10 a smart Flash card is inserted into a content access terminal smart Flash
card mterface. The systemn owner web page is then loaded onto the content access terminal and
displayed to the user (step S11). User registration data is then entered into the content access
terminal {step S12) and transmitted to the system owner (S13). The user registration data may
include a user identity, a preferred e-payment system to use and, optionally, 4 content access PIN
or password, and a service level (for example bronze, silver or gold). The optional password
may be a password required by the e-payment system for validation of a payment by the user
with the card or it may be a password to protect unauthorized access to content on a smart Flash

card to protect stored data in the event, for example, of the card being stolen. A single password
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may serve both these functions. The content access terminal web browser is configured so that
all sensitive data passing between the terminal and the system owner is securely transmitted, for

example by using a conventional encryption system such as PKI (Public Key Infrastructure).

[0113] Atstep S14 a payment request is received from the system owner at the content access
terminal and displayed to the user. At step S15 the uscer enters payment data into the content
access terminal and this payment data is transmitted to the system owner, for adding value to the
card. This may, for example, be a credit card transaction as is conventionally used for purchase
over the internet. Card value data and a card value access code is then received by the content
access terminal from the system owner at step S16. The card value corresponds to the payment
made by the user and the value access code may be a password entered by the user at step S12 or
may comprise a password or PIN created by payment processor 128 or e-payment system 121 as
illustrated in Figure 6. In a preferred embodiment, the user pays the system owner and the
system owner then directly provides digital signature data representing value to the content

access terminal for writing onto the smart Flash card.

[0114] Atstep S17, card registration data is received from the system owner by the content
access terminal and written onto the smart Flash card. This card registration data comprises user
identity data, access control data, paymient systen specifying data, system owner access data,
such as a system owner web page address and other dial-up information. At this stage other data
may be entered by the user and written onto the card, including, for example, user preference
data, retail outlet and CRM data (alternatively user preference data may be captured at step S12).
At step S18 the card value data and card value access code received at step S16 is written onto

the card and output to the user visually and, optionally, as a printed record. The card is then

available for use, at step S19.

[0115] Figure 11b shows the corresponding registration steps performed by the system owner's
data supply system 120. At step S20, a request for a smart card registration web page is received
from a content access device and, at step S21, transmitted to the device. User registration data is
then received, at step S22, from the content access terminal and stored in content access control
data store 138. The system owner's computer system then transmits, at step S23, a payment
request to the content access terminal and receives, at step S24, payment data in reply, this
payment is then authenticated, at step S25, with an e-payment system such as payment system

121 a or b illustrated in Pigure 6, and after verification the payment processor 128 of the

27

200



10

15

20

computer system transmits, at step S26, value data and a value access code to the content access
terminal, for writing onto the smart Flash card. The payment processor then updates the
payment record data store 136 with data relating to the transaction (step S27) and, at step S28,
retrieves card registration data previously written into the access control data store and transmits

this registration data to the content access terminal. At step S29 the transaction s then complete.

[0116] Referring now to Figures 12a-c, these illustrate a flow chart for downloading data to a
smart Flash card using a data access terminal. At step S30 the smart Flash card is inserted into
the content access terminal and the user then enters, at step S31, their password for gaining
access to the functionality of the smart Flagh card. At step S32, the content access terminal
transmits the password fo the smart card for verification and the terminal checks, at step 533,
whether access is permitted. If access is not permitted, a warning is displayed by the terminal, at
step S34, and an access denied count is implemented. A threshold count is then read from the
card together with a count of the total number of times access to the card has been denied (step
S35). At step S36 the terminal checks whether the total number of denied accesses is within
three of the card threshold, and if it is not, rcturns to step S31, while if it is, it proceeds to step
537 where the terminal displays a warning that a further denied access is likely to result in
erasure of content stored on the card. At step S38 the terminal then checks whether its count of
denied accesses is greater than its threshold value, returning to step S31 if not, and displaying an
access refused message at step S39 if the total number of permitted accesses has been exceeded.
The system then waits at step S39 for removal of the smart Flash card from the content access

terminal.

[0117] Ifaccess is permitted at step 833, the terminal loads outline CRM data from the card

[
U

(step S40) and loads retail data, such as targeted advertising, from the retailer LAN/WAN (step
S471). At step S42, the terminal then displays a menu of options, retail data such as advertising or
CRM-related data and outline CRM data, such as a total number of reward points earned, on the
content access terminal. Many options include download content (from a system owner), add
monetary value (to the card), check/spend CRM value stored on the card, follow website links,
and exit. At step S43, the user inputs a menu option which, in the illustrated flow chart, is the
download option. The system thus passes to step S44 and loads the system ownet's content

access web page onto the content access terminal and displays this to the user.
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[0118] At step S45, the user enters a content search request, which is transmitted to the system
owner content distributor processor 134. Content search results are received back from the
content distribution processor, including a content identifier, a brief description, and content cost
data for at least one payment option, and these results are displayed on the user on the content
access terminal. The user then selects one or more content items at step S47 and the selection is
transmitted to the content distribution processor 134 where further content cost data and
purchase option data is retrieved from data store 140. At step S48, this content cost-and purchase
data (including use rule data) is received from the system owner and displayed to the terminal
user. The user then selects, at step S49, a purchase option and confirms a purchase request or,
alternatively, selects "exit" to return to the menu display of step S42. After one or more content
items have been selected, together with a purchase option, hard valuc and CRM data is read from
the smart Flash card at step S50, and at step S51 a check is made to determine whether the
monetary and/or CRM (reward points) value stored on the smart Flash card 1s sufficient to
purchase the selected purchase data items. If the card value is insufficient, a warning is
displayed at step S52 and the system returns to the menu display at step S42. If the card value is
sufficient, at step S53 the content access terminal transmits a payment request to the smart Flash

card.

[0119] Payment for the data item or items requested may either be made directly to the system
owner or may be made to an e-payment system such as e-payment systems 121a and 121b of
Figure 6, with these systems then forwarding payment confirmation data to the system owner
computer system. Alternatively, the content access terminal may transmit data to the card to set

up a transaction directly with a content provider who, being the copyright owner, would

S
A

30

normatty receive the majority of the payment:

[0120] At step S54, payment data for making a payment to the system owner is received from

the smart Flash card by the content access terminal and forwarded to an e-payment system such
as e-payment system 121 in Figure 6. Payment record data, validating payment by the card to
the system owner, is then received back from the e-payment system at step S55 by the content
access terminal and forwarded to the card for updating payment data on the card. In alternative
embodiments, payment data from the card may be provided directly to the system owner's data
supply computer for authentication and, optionally, further validation with an e-payment system

by the system owner's computer.
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[6121] Distribution of the payment received by the system owner from the card is performed
by the system owner's computer system, as described elsewhere. Such payment distribution will
normally provide a small percentage of the total payment to a "owner" or operator of the content

access terminal, such as a retailer, distributor, or in other embodiments, mobile communications

N

network operator or cable TV network operator.

[0122] In the presently described embodiment, payment record data received in step S55 s
transmitted to the system owner to confirm payment by the card and thus it is the content access
terminal, in the described embodiment, which authenticates a payment before confirming that the

payment has been made to the system owner.

10 [0123] Instep S56, together with the payment record data, purchase request and card
registration data is transmitted to the system owner to identify one or more content data items for
purchase and to identify the purchaser. Then, at step S57, the content access terminal sets up a
transaction between the system owner data supply computer and the smart Flash card for
download of the identified content items requested from the data supplier to the smart Flash card.

15  The download is preferably arranged so that there is no permanent storage of downloaded data
on the content access terminal (although temporary storage in a disk cache may be permissible),
and there is further preferably no temporary storage on the content access terminal of complete
data for a content data item. This provides data security and reassurance to the content

providers.

20 [0124] In the same way as with card registration described with regard to Figure 11, a secure
and trusted link is set up between the content access terminal and/or the smart Flash card and the
W@mmmmmﬁﬁﬁmwﬁ%mwiﬁh%f—um
example, using public key data encryption). The data transaction may be set up directly between

the smart Flash card and the data supply computer, in which case the content access terminal has

2
¥4

no access to unencrypted content data, or it may be set up between the content access terminal
and the data supply computer, in which case unencrypted data is written by the content access
terminal to the smart Flash card. Standard transmission protocols are used to ensure complete
transmission of a content data item, for example by re-transmitting blocks of data which are not

correctly received.

30 [0125] Also at step S57, one or more content access rules are received from the system owner

data supply computer and written to the smart Flash card so that cach content data item has an
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associated use rule to specify under what conditions a user of the smart Flash card is allowed

access to the content data item.

[0126] At step S58 the content access terminal receives CRM data from the content
distribution processor 134 of the system owner, for example specifying a number of reward
points earned by downloading the selected content items. This CRM data will normally be
written to the smart Flash card (step S59), but may additionally or alternatively be stored in the
content access terminal or in a data store of the content access terminal owner so that the reward
points are held by the distributor/retailer/cable TV operator. Finally, also at step S59, a complete
record of details of the transactions between the smart Flash card and the content access terminal,
the smart Flash card and the system owner, the smart Flash card and the e-payment system, and
the content access terminal and the e-payment system and/or data supply computer is recorded
on the smart Flash card to provide an audit trail. The system then returns to the menu display at

step S42,

[0127] The add monetary value menu option provided by the menu operates in a similar
manner to that described with regard to steps S15 and S16 of Figure 11a and steps S24 to S27 of
Figure 11b. In embodiments of the system in which the smart Flash card operates either in a
debit (pre-pay) or credit mode, operating mode data may be loaded from the card together with
outlying CRM data at step S40. If the card is operating in a credit mode then, at step S41, the
content access terminal reads content use data records from the card and proceeds
correspondingly to steps S47 and S48 to determine the value of the content accessed and then
proceeds according to steps S15 and S16 of Figure 11a and steps S24 to S27 of Figure 11b to

retrieve payment for the accessed content from the card owner. Where enhanced access control

2
W

30

features are provided, access control data read from the smart Flash card or entered into the
content access terminal at step S31 is used, in step S44, to access the system owner content
access webpage and, in some embodiments, to set up a secure connection between the content

access terminal and system owner data supply computer at step 544,

[0128] Referring now to Figures 12d and 12e, these show steps in a process implemented on
the system owner's data supply computer for providing content data to a content access terminal
and thence to a data carrier such as a smart Flash card. At step S60 the system owner's content
access web page is requested by a content access terminal and transmitted to the requesting

terminal. A search request for searching for a content data item is received, at step S61, from the
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content access terminal, and at step S62 content distribution processor 134 of the content supply
system scarches content access and DRM data store 140 and transmits the search results to the
content access terminal. The sedrch results will normally comprise a content item identifier, a
content item description, optionally a content item sample, and at least one content item price,
for example for a default payment option. The search results may comprise a set of content data
iterns, either selected by type or artist or comprising some predetermined selection in a similar

manner to a cormpilation of tracks on a CD.

[0129] At step S63 content item selection data identifying one or more content items is
retrieved from the content access terminal, and at step S64 content item purchase data for the
selected content items is retrieved from content access and DRM data store 140. This purchase
data will normally include, for each selected content item, one or more prices and purchase
options. Purchase option data may simply comprise one of a set of standard options, for example
"1" to purchase outright, "2" to rent for a period of time, "3" to rent for a number of plays, and
"4" to rent with a final purchase option. The purchase option data may also indicate when a

content item is available free.

[0130] At step S65 the content purchase data is transmitted to the content access terminal, and
at step S66 payment record data, indicating a payment made from the smart Flash card to the
system owner, purchase request data, card registration data and, optionally, access control data,
is received from the content access terminal. The payment record data confirms a payment for
the requested data items, the purchase request data specifies the payment option selected for the
selected content items, and the card registration data provides data for keeping records of the

transaction and providing reward points; the access control data may be required for additional

30

data security. At step S67 the payment record data, 1 the described embodxmenf ol the system,
is validated with an ¢-payment system such as c-payment system 121 of Figure 6. As illustrated
in the flow chart, the data supply system computer checks with the e-payment system that a
payment has in fact been made to the system owner. In other embodiments of the system,
payment may be made directly to the system owner, and either concurrently with the content
access and download process, or, at some later stage, payment data received from the smart Flash

card may be verified with the e-payment system for reimbursement of the system owner.

[0131] At step S68, payment distribution data is read from the content access data store 140,

This data will indicate how payment made by the card for the data is to be distributed among

[
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recipients. In one embodiment, recipient's payment fractions are specified in general terms in the
content access data store, for example copyright owner 0.90, system owner 0.01,
retailer/distributor 0.02, publisher 0.02, creator 0.05. Identification of who is the relevant
copyright owner is stored in the data store together with the content item identifier, but may be
selected from more than one possible content provider for the data item, and identification of
who is the relevant retailer/distributor may be determined from, for example, content access
identity information received from the content access terminal when the system owner content
access web page is accessed at step S60. At step S69, payments are then distributed in
accordance with the payment distribution data, cither by direct distribution of value-bearing
digital signatures to the relevant parties, or by issuing a payment distribution instruction to e-
payment system 121. Preferably the data supply system stores records of individual card
payments and, at intervals, combines the payment distribution data for a plurality of individual
records to output payment data for distributing the total payment received by the data supply

system from a batch of individual payments.

[0132] At step S70, content access rules for the purchased level of service are read from the
content access data store. These rules could, for example, specify that only a predetermined
number of accesses to the content are permitted, for example 10 plays. Alternatively, the rules
could provide access for, say, one month from the download date. Other rules may provide
unlimited plays but only on specified players, for example set top boxes owned by a particular
cable TV network (as determined by content access device identification data provided to a smart
Flash card from a content access device). A content provider identification for the requested

content data is also read from the content access data store at step S70 together with CRM data

2
(91
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[0133] Atstep S71, content access rules for the requested content data items are retrieved from
data store 140 and transmitted to the content access terminal. Then, at step §72, DRM processor
130 of the data supply system transmits a transaction request and authentication data to the
content provider identified in step S70. This request identifics the system owner data supply
Systern to the content provider in a secure manner, either by means of physical security, such as a
dedicated connection from the system owner data supply system to the content provider, or by
means of an electronically secure connection such as an encryption connection. Then, at step
S73, the content access web server 124 receives protected content from the content provider,

comprising the data items requested by the content access terminal, and transmits this protected
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content to the content access terminal. The content is preferably protected by data encryption but
may be protected in other ways, for example, by digital watermarking or simply by the large
number of other transactions taking place at any one time over the internet. The data supply
system computer, at this point, essentially acts as a transparent data forwarder, forwarding data
from the content provider to the content access terminal, which itself is preferably effectively
transparent, using data exchange interface 200c to transmit the protected content data directly to
thé smart Flash card. As described with regard to Figure 12d, the content download protocol
includes error protection and transmission retry protocols to ensure substantially error-free data

transmission.

[0134] Once content has been downloaded to the content access terminal (and, hence, to the
smart Flash card) at step S74 a record of the purchase data and content accessed is written to
payment record data store 136, to provide an audit trail. Then, at step S75, updated CRM data is
written to the content access data store 140, using rules stored in the content access data store, in
conjunction with a record of the downloaded data items, to calculate the CRM data (i.e. reward
points). The updated CRM data is then also transmitted to the content access terminal, where it

can be forwarded to the smart Flash card. Then, at step S76, the process ends.

[0135] Referring now to Figure 13, this shows a flow chart for user access of stored data on a
smart Flash card using a data access device such as the MP3 player of Figure 1. At step S77 the
smart Flash card is inserted into the player and, at step S$78, the user enters a password into the
player, which is transmitted to the smart Flash card for validation (this step is optional). 1f
access to stored data on the card is permitted, the process proceeds to step S79 where an index of

content data items stored on the card is loaded from the card and displayed together with a menu.

o
A

The menu provides options including access content, check value (stored on the card), check
CRM data (such as reward points) stored on the card, and play options (such as no video, repeat
play, random play, and the like). If the user wishes to access content data items stored on the
smart Flash card, a user selection of such items is entered into the player at step S80, for example
using cursor keys or a pointer; additionally or alternatively a default play option may be provided

to, for example, play the most recently downloaded data.

[0136] At step S&1 content use status data for the selected content items is loaded from the
smart Flash card together with associated content use rules. Then, at step S82, the use rules and

present use status for each selected content item are compared and the result is displayed
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together with a content play menu. The content play menu may comprise a simple list of the
sclected content items with items not available for access highlighted in, for example, red.
Alternatively, more detailed content access permission data may be displayed such as the
purchased contents use for a content data item, the actual use of the data item made so far, and
the available remaining use. Then, at step S83, the player determines whether content use is
permitted. If use is not permitted, the process returns to step S79 to re-display the meny; if

content use is permitted the system proceeds to step S84.

[0137] At step S84 the selected content data items whose use is permitted are retrieved
sequentiaily from the card, decoded as necessary, and the decoded audio and/or video data is
made available to the user, for example, by providing audio output at a headphone socket on the
player and displaying video output on the player display. Preferably, the player also retrieves
supplementary data stored in association with a content data item, such as advertising data, or for
a web-enabled player, hot links to web sites for sale of goods or services, particularly those
related to the accessed content data item or those identified to appeal to users accessing the data
item (such as pop group merchandizing or Harley Davidson (trade mark) motor bikes for rock

music/video).

[0138] Preferably, the player is provided with "pause" and "continue" functions and
corresponding user controls. When "pause” is selected the process passes to step S85 and writes
a record to the smart Flash card comprising data specifying how much use has been made of the
accessed content data item. In the case of music or video data, this may comprise start and end
time markers or simply a play duration time (the start time being predetermined, for example at

the start of the data item). In the case of a game the partial use data may comprise an elapsed

]
(4]

play time or a number of lives left. In the case of a data item providing a service such as access
to stock and share prices, or weather information, or a share dealing service, the partial use
information may comprise a status record indicating the status of an interrupted transaction.

When the "continue" function is selected on the player the process returns to step S84.

[0139] To allow for the smart Flash card being removed from the player between pause and
continue events, a check may be made at step S78, by reading a partial use status data from the
card, to determine whether a content data item was left in a pause state when the card was last

used. If such a pause state is determined to exist for a content data item, the process may then
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jump directly to step S85 to allow a user to resume or continue with the content data item and

proceed directly to step S84.

[0140] Once play is complete the process moves to step S85 where updated content use data 1s
written to the smart Flash card. This updated use data provides a record of the use of a content
made in step S84. This record can then be used in steps S81 to S83 to determine, on a
subsequent occasion, whether further use of the content data item is permitted. Finally, at step
S86, customer reward management reward rules are loaded from the smart Flash card together
with CRM data stored on the card. The CRM data is then updated, using the CRM reward rules,
to reflect the use of content data items made in step S84 and the updated data is written back to

the smart Flash card.

[0141] In one embodiment the CRM reward rules are determined by the content access
terminal owner (retailer/distributor/cable or mobile network operator) and are written onto the
card when registering the card. The updated CRM data may then be accessed by a content
access terminal for spending or other use when the smart Flash card is next inserted into a
content access terminal. Once the CRM data has been updated, the process returns to step S79 to

display the content index and menu.

[0142] The specific embodiments of the invention described above use communication over
the internet and web-based technology but this is not essential, and the invention may be
implemented using any electronic conumunications network, such as a wide area network, local
area network, wireless network, or conventional land line network. Likewise, the invention is

applicable to the internet, intranets, extranets, and other internet protocol networks.

|
(94

[0143] The skilled person will understand that many variants to the system are possible and the
invention is not limited to the described embodiments but encompasses modifications which lie

within the spirit and scope of the present invention.
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WHAT IS CLAIMED IS:

1 1. A portable data catrier comprising:
2 an interface for reading and writing data from and to the portable data carrier;
3 content data memory, coupled to the interface, for storing one or more content
4 data items on the carrier;
5 use rule memory to store one or more use rules for said one or more content data
6 iterns;
7 a program store storing code implementable by a processor; and a processor
8  coupled to the content data memory, the use rule memory, the interface and to the program store
9  for implementing code in the program store,
10 wherein the code comprises code for storing at least one content data item in the
11 content data memory and at least one use rule in the use rule memory.
1 2. A portable data carrier as claimed in claim 1, wherein the code further
2 comprises code to provide access to the at least one content data item in accordance with the at
3 least one use rule.
1 3. A ﬁortabie data carrier as claimed in claim 2, further comprising status
2 memory defining a use status of the content data item stored on the data carrier, and
3 wherein the code to provide access to the content data item permits access to the
4 content data itern in accardance with the use rule and the use status.
1 4, A portable data carrier as claimed in claim 3, wherein the status mermory
2 comprises non-volatile status memory
1 5. A portable data carrier as claimed in claim 1, wherein the code further
2 comprises code to provide access to the at least one content data item and code to provide access
3 tothe use rule.
1 6. A portable data carrier as claimed in claim 5, further comprising non-
2 volatile status memory defining a use status of the at least one content data item stored on the
3 data carrier, and
4 wherein the code further comprises code to provide access to the use status of the
5  atleast one content data item stored on the data carrier.
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1 7. A portable data carrier as claimed in claim 1, further comprising payment
2 data memory to storec payment data and code to provide the payment data to a payment validation
3 system.

1 8. A portable data carrier as claimed in claim 7, wherein code to provide

2 payment to the payment validation system comprises code to provide the identification data

3 identifyving the user of the portable data carrier to the payment validation system.

1 9. A portable data carrier as claimed in claim 8, further comprising a

2 subscriber identity module (STM) portion storing the identification data identifying the user of

3 the portable data.

1 10. A portable data carrier as claimed in claim 9, wherein the identifying the
2 user comprises identifying the user to a network operator.

1 11. A portable data carrier as claimed in claim 7, wherein the payment data

2 comprises credit card data,

1 12. A portable data carrier as claimed in claim 10, wherein the code to provide
2 payment to the payment validation system comprises code to provide the payment data and/or

3 identification data o the network operator.

1 13. A portable data carrier as claimed in claim 1 further comprising content

2 location data defining a pointer to an external content provider.

1 14, A portable data carrier as claimed in claim 13 wherein the pointer

2 comprises a URL for the external content provider.

1 15. A portable data carrier as claimed in claim 1, further comprising a content
2 access PIN memory store to store a PIN number for controlling access to the content data

3  memory.

1 16. A portable data carrier as claimed in claim 1, wherein the code further

2 comprises code for encrypting the at least one content data item before storing the least one

3 content data item in the content data memory.
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1 17. A portable data carrier as claimed in claim 7, further compriging payment
2 PIN momory store to store a PIN number for controlling access to the payment data memory.

1 18. A portable data carrier comprising a mobile commmunications device

2 subscriber identity mobile (SIM) card device, wherein the SIM card device provides network

3 access to a mobile communications network for the mobile commimications device and includes:
4 an interface for reading and writing data from and to the portable data carrier;

5 content data memory, coupled to the interface, for storing content data items on

6 the carrier;

7 use rule memory to store use rules for said content data items.

1 19. A portable data carrier comprising a mobile communications device SIM
2 card device as claimed in claim 18, configured to store an address for downloading said content
3 data items from a data supplier over said mobile communications network.

1 20. A portable data carrier comprising a mobile communications device SIM
2 card device as claimed in claim 18, further comprising status memory to store for storing a use
3 status of the content data item stored on the data carrier, |
1 21. A portable data carrier comprising:

2 use rule memory to store one or more use rules for a content data item;

3 an interface for reading and writing the one or more use rules from and to the

4 portable data carrier;

5 a program store storing code implementable by a processor; and

6 a processor coupled to the the use rule memory, the interface and to the program
7 store for implementing code in the program store,

8 wherein the code comprises code for storing and accessing the one or more use

9 rules in the use rule memory.

1 22, A portable data carrier as claimed in claim 21, further comprising status

2 memory to store a use status of the content data item; and

3 wherein the code further comprises code for storing and accessing the use
4 status.
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1 23. A portable data carrier ag claimed in claim 21, further comprising a

2 subscriber identity module (SIM) portion for storing identification data to identify a user of said

3 portable data carrier.

1 24, A portable data carrier as claimed in claim 23, wherein the use rule is

2 associated with the identification data.

1 25. A portable data carrier as claimed in claim 23, wherein the identification

2 data identifies the user of the portable data carrier to a data supplier and/or payment validation 1
3 system. !
1 26. A portable data carrier comprising:

2 an interface for sending and receiving data from and to the carrier; |
3 memory, coupled to the interface, for storing datd on the carrier; !
4 a processor for controlling access to data;

5 and a subscriber identity module {SIM) portion storing identification data to
6 identify a user of said portable data carrier to a network operator;

1 27. A portable data carrier comprising:

2 an interface for reading and writing data from and to the portable data carrier;

3 content data memory, coupled to the interface, for storing content data items on

4 the carrier;

5 use rule memory to store use rules for said content data items; and

6 a subscriber identity module (SIM) portion storing identification data to identify a

7 user of said portable data Carticr to @ NetWork Operator.

1 28. A portable data carrier as claimed in claim 27, wherein said access to said

2 datais dependent on said usc rules in combination with said identification data.

1 29. A portable data carrier comprising a mobile communications device

2 subscriber identity mobile (SIM) card device, wherein the SIM card device provides network

3 access to a mobile communications network for the mobile communications device and includes:

4 use rule memory to store use rules for content data items;

5 an interface for reading and writing the rules from and to the portable data carrier;
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1 30. A portable data carrier comprising a mobile communications device

2 subscriber identity mobile (SIM) card device as claimed in claim 29,

3 further comprising status memory defining a use status of the content data items;
4  and

5 wherein the interface is further suitable for reading and writing the use status data
6  from and to the portable data carrier.

1 31. A method of controlling access fo content data, the method comprising:

2 receiving a data access request from a user for a content data item,

3 reading the use status data and one or more use rules from parameter memory that
4 pertain to use of the requested content data itemn,

5 evaluating the use status data using the one or more use rules to determine

6  whether access to the content data item is permitted; and

7 enabling access to the content data item responsive to a determination that access
8  to the content data item is permitted.

1 32. A method as claimed in claim 31, wherein the method is implemented on a
2 mobile communications device subscriber identity mobile (SIM) card device.

1 33. A method as claimed in ¢laim 32, wherein the mobile communications

2 device SIM card device comprises the parameter memory.

I 34. A method as claimed in claim 31, further comprising a data access

2 terminal_wherein the data access terminal comprises content data memory for storing the content
3 data item, and wherein enabling access to the content data item comprises enabling access to the
4 content data item stored in the content data memory.

1 35. A method of controlling access to content data using a data carrier,

2 the data carrier comprising;

3 use rule memory to store one or more use rules for a content data item and use

4 status data;

5 the method comprising:

6 receiving a data access request from a user for the content data item,
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7 reading the use status data and one or more use rules from the data carrier that
&  pertain to use of the requested content data item;
9 evaluating the use status data using the one or more use rules to determine
10 whether access to the content data item is permitted;
11 and enabling access to the content data item responsive to a determination that
12 access to the content data item is permitted.
1 36. A method as claimed in claim 35, wherein the content data is stored on the
2 data carrier.
i 37. A method as claimed in claim 35, wherein the content data is stored on the
2 data access terminal.
1 38, A method as claimed in claim 35, wherein the data carrier further
2 comprises a mobile communications device subscriber identity mobile (SIM) card device, the
3 method further comprising retrieving the one or more use rules via a mobile communications
4 network before storing the one or more use rules on the data carrier.
1 39. A data access terminal for retrieving content data from a data supplier and
2 retrieving use rules for the content data, wherein the data access terminal is integrated with a
3 mobile communication device, a personal computer, and/or an audio/video player; and
4 comprising the portable data carrier of claim 1.
1 40. A data access terminal for retrieving content data from a data supplier and
2 retrieving use rules for the content data, wherein the data access terminal is integrated with a
3 mobile communication device, a personal computer, and/or an audio/video player; and
comprising the portable data carrier of claim 18.
1 41. A data access terminal for retrieving content data from a data supplier and
2 retrieving use rules for the content data, wherein the data access terminal is integrated with a
3 mobile communication device, a personal computer, and/or an audio/video player; and
4 comprising the portable data carrier of claim 21.
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PATENT

Attorney Docket No.: 080379-000140US
Client Reference No.: PN759544USE

ABSTRACT OF THE DISCLOSURE

Data storage and access systems enable downloading and paying for data such as
audio and video data, text, software, games and other types of data. A portable data carrier has
an interface for sending and receiving data, data memory for storing received content data, arid
payment validation memory for providing payment validation data to an external device. The
carrier may also store a record of access made to the stored content, and content use rules for
controlling access to the stored content. Embodiments store further access control data and
supplementary data such as hot links to web sites and/or advertising data. A complementary data
access terminal, data supply computer system, and data access device are also described. The
combination of payment data and stored content data and use rule data helps reduce the risk of
unauthorized access to data such as compressed music and video data, especially over the

Internet.
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and of the International Filing Date (Ferm PCT/RO/105) will be issued in due course, subjectto prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similarto a
Post Card, as described in MPEP 503.

MNew Applications Under 35 U.5.C. 111

if a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d} and MPEP 506}, a Filing Receipt {37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application,
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If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.5.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the applicationas a
national stage submission under 35 U.5.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application indudes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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