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DATA STORAGE AND ACCESS SYSTEMS

This invention is generally concerned with data siorage and sccess systerns. hMore '
particularly, it relates to & portable data carrier for storing and paying for data and to
computer systems for providing access to data to be stored. The invention also includes
corresponding methods and computer programs. The invention is particularly useful for
managing stored audio and video data, but may also be applied to storage and aceess of
text qnd sofiware, including games, as well as other types of data.

Once probles: associated with the increasingly wide use of the internet is the growing -
prevalence of so-called data pirates. Such pirates obtain data either by unauthorised or
legitimate means and then make this data available essentially world-wide over the
internet without authorisation. Data can be a very valuable commaodity, but once it has
been published on the Internet it is difficult to police access to and use of it by Internet

< users who may not even realise that it is pirated. This is a particular problem with audio
recordings, and, once the bandwidth becomes available, is alse likely to be evident with

video,

Over the past three or four years compressed zudio sources have become increasingly
widely available on web pages. One wideE); used sndio data compression format is MP3
(MPEG3) which is an internationally defined standerd including & definition of
compressed audio information such as speech or music. It relies on psycho-acoustic

. propenties of human hearing to achieve very large data compression factors. It is thus
feasible to download usefully long passages of music ina practicaiiy convenient short
time. Pirate data suppliers have not been slow to realise the potential of this and many
unsuthorised websites have sprung up c;ffering popular music including recent releases
by world famous bands. This has caused the recording industry considerable concem 7

and there is an urgent need to find a way 10 address the problem of data piracy.

SUBSTITUTE SHEET (RULE 28}

’ BEST AVAILABLE COPY
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The invention described below addresses this and related problems.

According to the present invention there is therefore provided a method of providing
portable data comprising providing a portable data storage device comprising
downloaded data storage means and payment validation means; providing a terminal for
internet access; coupling the portable data storage device to the teriminal; reading .
payment information from the payment validation means using the terminal; validating
the payment information; and downloading data into the portable storage device from a
datas supplier.

Another aspect of the invention provides a corresponding mobile data retrieval device
for retrieving and ouiputting data such as stored inusic and/or noise from the data

storage device.

The paymernt velidation means is, for example, means 16 validate payment with an
exlernal authority such as 8 bank or building society. The combination of the p'ayiﬁent
validation means with the data storage means allows the access to the dﬁwnio'aded data
which is to be stored by the data storage means, to be made conditional upon checked
and validated peyment being made for the data. Binding the data access and payment
together allows the legitimate owners of the data to make the data availzble themselves
over the internet withoui fear of loss of revenue, thus undermining the position of data

pirates.

A further advantage of the system is that it allows users under the age of 18 to make
internet purchases. Currently internet users pay for goods and/or services by credit card.
Since credit cards cannot be legitimately be used by persons under the ege of 18 (at least
in the UK), a significant fraction of adventurous internet users are excluded from e- -
conumerce, one of the most significant predicted uses of the intemnet. Inone
embodiment of the invention however, the payment validation means comprises e-cash ~

that is the payment validation means stores transaction value information on a cash
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value of transactions validatable by the data storage means. In sirple terms, the data

' storage means can be & card which is charged up to » desired cash value (if necessary
himited {0 a maximum value) at & suitable terminal. This might be an internet access
terminal but could, more simply, be a device to accept the data storage card and to
receive and count money deposited by the user to charge the card, writing update cash
value information onto the card. More sophisticated ways of updating the cash value on
the card are elso possible, such as direct bank transfer, Since, with this type of
embodiment, ther data storage means is, esséntia}!y, precharged with cash rather than
acting asa credit card it can be used by young people without the risk of their incurring
large debts. )

In one embodiment the data storage means is powered by the retrieval device when it is

connected 10 the device and retains a memory of the downloaded data when it is

unpowered. This can be achieved by the use of Fiash RAM or, more generaily, any

form of programimable read-only memory. Ahemmweiy the data storage means may

incorporate a rechargeable cell or capacitor and store information in battery backed-up
“static RAM,

The downloaded data maybe entered into the data siorage device by means-of an
interface such as a magnetically or capacitatively coupled connection or an optical
connection, but preferably the interface comprises contacts for direct electrical
_connection to the storage means. The payment validstion means may likewise have one
of 2 vaniety of interfaces but again preferably comprises a set of electrical contacts. The
payment validation means could, however comprise 8 magnetic or holographic data-
strip such as is known for use with credit cards and phone cards. The interface to
receive the downloaded data may be separate from the interface to the payment
validation means, to facilitate separate and simultaneous avcess to both these systems.
In other embodiments a single interface may serve for both data storagé and payment.
Advaniageously the payment validation means includes & memory storing information
zs:; identify the person who is paying for the downloaded data.
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For additional security the domiaéded data may be encrypted. In this case dats
decryption may be necessary at some stage, either in the data storage means or in the
retrieval device or in an information delivering apparatus such as a data access terminal,
Alternatively the data decryption function can be shared amongst one or more of these
devices. The skilled person will be aware of a range of sui%abie encryption/decryption
techniques including Pretty Good Privacy (Registered Trade Mark) and PK1 (Public Key
Infrastructure). Normelly when the downloaded date is encrypted e-decryption key must
be supplied. This can be generated automatically by the dats sccess terminal or data
access service provider or it can be entered by the user into the data access terminal or

into the mobile data retrieval device,

The data storage means andfor the retrieval device can be provided with access control
means to preven! unauthorised access 1o the downloaded data, Additionally or
alternatively, use control means can be provided to stop or provide only limited access
of the user to the downloaded data in accordance with the amount paid. These access
and use control functions may in some embodiments be combined, permitied use
controlling access or permitted access controlling use. Thus, for example, a complete
set of dats information relating to a particular topic, a particular music track, or a
particular software package might be downloaded, although access to part of the data set
might thereafier be controlled by payments made by 2 user st a later stage. In this way, a
user could pav to enable an extra level on 2 game or to enable further tracks of an

album.

In embodiments where the access arruse conirol means is responsive 10 the payment
validation rrgeans, sccess or use control information may be stored with the downloaded
data or in & separate storage area, for example in the payment validation means. The
user’s access to the downloaded data could advantageously be responsive 1o the
payment validation means, for example, by means of a control line coupling the

payment validation means with 8 memory access or decryption control element.
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In one embodiment the data storage means comprises an electronic memory card or
smart card and the mobile data retrieval device is provided with a slot to receive the
card. Preferably the card is & push-fit within the retrieval device, and retention of the
card may be effected by pressure from electrical interface connections and/or resilience
. of the housing, or by using 8 resilient retaining means. In a preferred embodiment the
retrieval device includes an audio ouiput and & display, to play a downloaded track and

to show informetion about the track and/or an accompanying video,

To download data onto the data storage means the user can employ a data access
terminal coupled to the internet. The terminal can directly validate payment - for
example in the case of & smart card charged with electronic cash it can deduct a cash
value from the card. Ahematiﬁely it can communicate with & bank or other financial
services provider to control payment. In a preferred embodiment, however, the terminal
connects to & data access service provider which provides a portal to other sites and
which validates payment and then forwards data from a data supplier to the uses’s local
access terminal. The date access service provider may altematively forward payment
validation information and/or information from the paymeﬁt validation aufhority to the
dats sﬁppiier for control by the supplier of the data supplied, Thus, access to the
payment validation system and/or dats for downloading may be entirely controlled by
the data supplier.

Data held on the data storage means may advantageously include data reiaﬁng to the
user’s or payer's usage of the system, This information may include, for example,
information on & user's spending pattern, information on data suppliers used and
information on the downloaded data. This information may be accessed by the data
supplier and/or data access service provider and can be used for targeted marketing or

loyalty-based incentive schemes such as air miles or the like. |

The data access terminal may be 8 conventional computer or, alternatively, it may be s
mobile phone. Wireless Application Protacol (WAF) and i-mode allow mobile phones

1o efficiently access the internet and this sllows a mobile phone t0 be used to download
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data to the data storage means, advantageously, directly. The deta storage means can, if
desired, incorporate the functionality of a mobile phone SIM (Subscriber Identity
Module) card, which cards already include s user identification means, to allow user

billing through the phone network operator.

In preferred embodiment the downloaded data is MP3 or other encoded audio data, but
the system finds more general application for other data types. For example, download
data can include software, and particularly games, share price information, current news
" information, transport timetable information, weather information and caialogue
shopping information. The downloaded information may also include comipressed
video data. The storage capacity of the data storage means is adaptable to suit the type
of data intended to be downloaded - for example, 32 megabytes is sufficient for CD-
quality music, but for video it is preferable that the data storage means has a capacity of

128 megabytes or greater.

In another aspect, the invention provides s portable data carrier comprising an interface
for reading and writing data from and 10 the carrier; non-volatile data memory, coupled
to the inierface, for storing data on the casrier; non-volatile payment data memory,

coupled 10 the interface, for providing payment data 1o an external Gevice.

These features aliow the data cerrier to siore both payment data and content data thus
| providing the advantages outlined above, Depending upon the payment system used,

" the payment data memory may also store code for valideting or confirming a payment to
an exlernal payment system. The payment date will normally be linked to card or card
holder identification data for payment by the card holder. The non-volatile memory
ensures that stored conient end payment data is retained in the data carrier when the data
carrier is not receiving power from an extemnal source. Thus "non-volatile”
encompasses, for example, low-power memory whose contents are retained by & battery
back-up system. In one embodiment the payment data memory comprises EEFROM
and the content dats memory comprises Flash memory, but other types of content data
memory, such as optical, for example, holographic, dats memory can also be used. The

10
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data carrier may also be integrated into other apparatus, such &5 a mobile

communications device.

Preferably, the portable data carrier further comprises a program store storing code
implementable by a processor; and a processor, coupled to the content data memory, the
payment data memory, the interface anﬁ 10.the program store for implementing code in
the program store, wherein the code comprises code to ouiput payment data from the
payment data memory to the interface and code to provide external access to the data

Memory.

Normally, the (content) data memory allows both write and read access for both storing
and retrieving data, but in some embodiments the content data memory may be read-
oniy memory. In such embodiments, content may be pre-loaded onto the carrier and

payment may then be made for permission to access the pre-loaded data.

- Preferably, the dats carrier also stores a record of access made to the content data and
.updates this in response 1o external access, preferably read aceess, made to the data
memory. The carrier may also siore content.use rules pertaining to allowed use of
stored data items. These use rules may be linked o payments made from the card to-
provide payment options such as sccess to buy content data outright; rental access to

content data for a time period or for a specified number of access events; and/or
rental/purchase, for example where rental use is provided together with an option to

purchase content data gt the reduced price after rental access hes expired.

Thus where the data carrier stores, for example, music the purchase autright.o;;ction may
be equivalent to the purchase of a compact disc (CD), preferably with some form of

| content copy protection such as digital watermarking. In this exaﬁipic, the rental or -+
subscription payment option may be 2 pay-per-play option, and with this option payment
may either be before or after access 1o the stored data so that the carrier may operate in

gither & debit or credit payment mode.

11



WO 01731599 PCT/GBOOGA110

g
The portability of the data carrier potentially allows it 1o be used to access content o7, in
the example, play music without the need to be linked to a communications system orto
be on-line to the internet. By providing a use record memory on the data carrier, use of
the stored data can be tracked whilst off-line and then any necessary payment can be
made when the dats carrier is next coupled io a communication sysiem. This allows the
" data carrier to operate in a credit mode. In & debit mode, the additional storage of use
rules facilitates the regulation of access to content deia stored on the carrier without the
need for further exchange of payment/use data with an external system to validate the

use.,

By combining digital rights management with content data storage using a single carrier
the stored content data becormnes mobile and can be accessed anywhere whilst retaining
conitrol over the stored data for the data content provider or data copyright owner.
Preferablsr, the data carrier also stores access control data, suchasauser ID and a
password, as the stored data may be valuable. The access control data may be combined
with access control to the payment dats, which is typically by means of a PIN (Personal

Identification Number) 1o simplify access to valued content stored on the carrier.

In one embodiment the stored coment data is encrypted and & unique password or PIN
and/or biometric daa is required for decryprion. The data carrier may be amanged so
that the content is erased afier a predeteémined number of incorrect access attempts.
Additionally or alternatively, s permanently stored flag may be set and/or & hardware
modification (such as a fusable link) may be made to prevent the data carner from
functioning for further data storage/retrievel. Preferably, however, access to any stored
value/payment data is nevertheless retained.

Supplementary data may also be stored on the carrier in association with stored cantent
data. This supplementary data may comprise customer reward management data and/or
advertising data. The supplementary dats may comprise & pointer to an external data

source from which deta is downloaded either 1o the data carrier or to & data access

12
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device or content player, so that advertising or other data can be displayed when

reviewing or accessing the stored content.

Additionsl data security and/or 2 mechanism for rewarding operators at different fevels
in the data supply chain may be provided using a content synthesis function. The
content synthesis function combines partial contert information from two or more
sources 10 provide content data items for storage and/or output. Thus, for éxamplc, a
first percentage of a content data item could be provided by a content retailer whilsi &
remaining percentage could be provided by an on-line data supplier. This would
provide an incentive for s user {o register with & content retailer or distributor as well as
with an on-line scheme owner and so could encourage the use of existing retailers and
could provide a mechanism for paying commission to such retailers, The two portians
of data combined o provide a content data item could comprise encryption data and a
key but preferably comprise separate parts of a complete data item, for example, least .
significant bits and most significant bits or high frequencies and low frequencies (for

audio). This arrangement also facilitates cistomer reward and loyalty management.

In one embodiment the data carrier further comprises memoty for storing data for
accessing a mabile communications network, for example to receive content data over
the nerwork; For such an embodiment; the data carrier may replace a SIM (Subscriber
Jdentity Module) card in a mobile communications dévice, thus providing a single card
for both network access and valued content retrieval and storage. Additionally or
alternatively the card may also store the web address of a dats supplier from whom data

may be downloaded onto the carrier.

The data memory for storing content data may be optic, magpetic or semiconductor
“memory, but preferably comprises Flash memory. Preferably, the date memory has 8
large capacity for storing large data files such as compressed video data. Preferably, the
data memory is partitioned for lock access, that is for read and/or write access to blocks
of, for example, 1K, 4K, 16K or 64K databyies for faster data access, particularly where

the stared content data will normally be accessed serially, a3 is normally the case with
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audic and video data. Preferably thie card is configured s an IC card or smart card snd
has a credit card-type format, although other formats such as the "memory stick” format
may also be used. This provides a small and convenient portable format and facilitates

removable interfacing with a variety of devices.

The invention also provides a related method of controiling access to data on a data
carrier, the data cwrier comprising non-volatile data memory and non-volatile parameter
mémory storing use status data and use rules, the method comprising receiving a data
access request; reading the use status data and use rules from memory; and evaluating
the use status data using the use rules to determine whether sccess to the stored data is

permitted.

According to ancther aspect of the invention, there is provided a computer system for
providing daia to a data requester, (he sysiem comprising & communication interface; a
data access data store for storing records of data items available from the system, each
record comprising & data item description and 2 pointer fo a data provider for the data
itern; a program store storing code implementable by a processor; & processor coupled to
the communications interface, o the data access data store, and te the program store for
implementing the stored code, the code comprising code to receive a request for a data
ilem from the requester; code o receive from the communications interface payment
data comprising daia relating to payment for the requested data item; code responsive to
the request and (o the received payment dats, to read data for the requested data item
from a content provider; and code to ransmit the read data to the requester over the

comununications interface,

The compuier systemn is operated by a data supplier or data supply "scheme owner” for
prcwidin'g content data to the data carrier described shove. The payment data received
may either be data relating 1o an actual payment made to the data supplier, or it may be a
record of a payment made to an e-payment system relating either to & payment 10 the
data supplier, or to e payment to a third party. The data from the content provider,
preferably without permanent (local) storage of the forwarded data. This improves data
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security as the content provider retains control over a content data item and the data
supplier, a copy of a data item, is unable to supply data for the jtemn without the content
provider's assistance. The computer system may provide temporary storage fora
requesied déia item, for example, using a disk cache, but preferably the computer system

does not store & complete data item, even temporarily.

Preferably, the computer system .includes payment distribution information so that when
payment is made for a data item, the payment can be distributed for reimbursing
royalties and making other payments. Typically » large fraction of the payment for a
data itern will be transferred to & copyright owner or "content pw?ider" for the item
whilst smaller payments will go to the artist and/or publisher and/or retailer/distributor.
Payment may be made directly by the computer system to the computer systems of other
relevant parties using, for example, a signature-transporting type E-payment system.
Alternatively, the computer system can issue appropriate instructions to & third party E-
payment system for making the transfers, The computer system allows automatic
 distribution of paymenis either before, during or afier content data &ov&nlaad, or after
content data sccess by 4 user. Instructions for distributing the payments may be issued
substantially simultaneously, thereby avoiding long delays in the payment of some
parties - for example, it can presently take a year or more for an artist generating content

to be paid by conventional methods.

Preferably, the computer system also stores content data itern access rule data, for
downloading in association with a conlent data item. The rule data may be stored by a
content provider but is preferably held by the computer system, and links & content
identifier with an sccess rule, typically based upon & required payment value, as outlined
above in the context of the data carrier. Normally, esch content data item will have an
associated access rule, but a single rule may apﬁ!y 1o & large number of dais items. The
computer sysiem also, prefersbly, stores requester reward data for customer
reward/loyalty manapement. This data may again comprise one or more rules linking a
payment value and/or content data item type to a specified reward, suchasa number of

air miles or retailer value points, The computer system preferably also keeps a record of
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en identified user's or date's curiers content item downloads and payments for market

research purposes.

The compuier system, in one embodiment, also stores access control dats, such asan -
access request identity and password which can be employed, for example, to create an
extranet of system users, which again can be linked to stored access record data for -
marketing puiposes. When further linked 1o content item type daty, such an
arrangement can be used o construct a club of users of content data items of a particular
type, for example, country and westem or rock and roll music. As described in
connection with the postable data carrier, the computer system mmy also comprise
conient synthesis code for additional data security and for more secure management of

payment distributions.

The invention also provides a related method of providing data to a dats requester
comprising receiving a request for a date item from the requester; receiving payment
data from the reguester relating to payment for the requested data; reading the requested
data from a content provider responsive to the recgived payment data; and transmitting

the read data to the requester.

According to a further aspect of the present im)ention, there is provided 2 data access
terminal for retrieving data from 2 date supplier and providing the retrieved data fe a
data carrier, the terminal comprising a frst interface for communicating with the data
supplier; & data carrier interface for interfacing with the data carrier; 8 programi store
ston’ﬁg code implementable by = processor; and & processor, coupled to the first
interface, the data carier interface and to the program store for implementing the stored
code, the code comprising: code to read payment data from the data carrier and to’
forward the payment data to & payment validation system; code to receive payment
validation dats from the payment validation system; code responsive to the payment
validation data to retrieve data from the data supplier and to write the retrieved data into
the duta carrier.
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This terminal can be used for retrieving data from the above described computer sysiem
and for downloading the retrieved data to the above described portable dats carrier. As
with the data supply computer system, it is preferable that there is o {local) storage of
content item data forwarded from the data supplier to the data carrier. The data access
ierminal is not restricted 1o use with the above described status supplier and could, for
example, retrieve dsta for downloading to the data carrier from a local data source, such
as a CD (Compaet Dise) or DVD (Digital Versatile Disc), or from a third party suchas a ‘
cable TV company. |

The terminal reads payment data from the data carrier and transmits this to' a payment
validation system for validating the daia and auihorising,ﬁie peyment, . This may be part
of the datz supplier's computer system or it may be a separaté system such as an e~
payment systern, Thus, the terminal operates with a data carmier storing payment
{validation)} data and, in some embodiments, additional payment validation code for
validating payment 1o the payment validation system. Again, the terminal is preferably
configured to provide a data ilem use rule to the carrier in conjunction with 2 data jtem.
As before, the data item use rule will normally be dependent upon payment value.. .
infonnati&n embodied in the payroent dats read from the data carrier. The terminel is
preferably alsc configured for user input of access control data. This access control data
may be forwarded 1o the daia cammier for access permission verification and/or it may be
passed 1o the data supplier computer éystem for a similar purpose. The termingl may be
configured to warn a user of confent access or data carrier function inhibition after &
predetermined number of access reguests have been refused, The terminal may also

incorporate content synthesis code es described above,

The terminal may caniprisc code to output supplemnentary data when downloading data
to the data carrier. Identity data on the data carrier can be used to retrieve the
supplementary data, or a pointer to the supplementary dats, from the data supplier
computer sysiem, or the supplementary data or & pointer thereto can be retrieved directly
from the data carrier. Preferably, however, identification deta on the card is used to

retrieve characterising data such as card user preference data from the data supplier
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compuier system, and this characierising data is then used by the terminal to retrieve and
output supplementary datato & terminal user. When the terminal is essociated with a
contact distributor or retailer, the supp}emenmfy data may be retrieved over a network
associated with the retsiler/distzibuior such as a local area network (LAN), wide arca
network (WAN) or extranet,

The invention also provides a method of providing data from a data supplier to a data
carmier, the method comprising reading payment data from the data carrier; forwarding
the payment data to 8 payment validation sysiem; retrieving data from the data supplier;
and writing the retrieved data into the date carvier, |

The payment validation system may be part of the data supplier's computer systems or it
may be a separate e-payment system. In one embodiment the method further comprises
receiving payment velidation data from the psyment validation systemn; and transmitting
at least a portion of the payment validation data to the data supplier. Alternatively the
payment validation system may comprise a payment processor at the data supplier or at
a destination retrieved from the data supplier. The payment processor'may also provide
payment distribution data for distributing a payment represented by the payment data.

In a further aspect, the invention provides a data access device for retrieving stored data
from a data carrier, the device comprising & user interface; a data carnier interface; a
program store storing code implementable by a processor; and 8 processor coupled to
the user interface, to the data carrier interface and to the program store for implementing
the stored code, the code comprising code to retrieve use status data indicating & use
status of data stored on the carrier, and use rules data indicating permissible use of daia
stored on the carrier; code to evaluate the use status data using the use rules datato
determine whether access is permitted to the stored data; and code to access the stored

data when access is permitted,

The data access device uses the use status data and use rules to determine what aceess is

permitted to data stored on the data carrier. As described above, the use rules will
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normally be dependent upon paymt;nis made for data stored onthe data carrier, but may
also comyprise access control employing a user identification and passwcrd.l Since a
single data carrier may have more than one user, the use status and use rules may be
selected dependent upon & user identity. The data access device may also be configured
{0 present supplemeniary déta when presenting the content data, retrieved as deseribed
above, from the card, from a remote computer system of from some other source such as’
a cable TV network or off-air,

The invention also provides & related method of controlling access to data from 2 data
carrier, comprising retrieving use status data from the date carrier indicating past use of
the stored data; retrieving use rules from the data carrier; evsjuating the use stawus data
using the use mules 10 determine whether access to data stored on the carrier is permitted;
and permiiting access to ihe daia on the data carrier dependeét on the result of said

evaluaiing.

According to a further aspect of the invention there is provided a data access system
comprising a data supply computer system for forwarding data from a data provider to a
data access terminsl; a electronic payment system for confirming an electronic payment;
4 data access terminal for communicating with the data supply system 1o write data from
the data supply system onto a data carrier; and a data carrier for storing data from the
data supply sysiemn and payment data; wherein data is forwerded from the data provider
10 the data carrier on validation of payment data provided from the data carrier to the

electronic payment sysiem.

In a further aspect of the invention, there is provided & poriable data carrier comprising -
an interface for sending and receiving data from and to the carrier; non-volatile data
memory, coupled to the interface, for storing data on the carrier; and & digital rights

mansgement processor for controlling access to the stored data,

In a Rrther aspect of the invention, there is provided a portable data carrier comprising

an interface for sending and receiving deta from and 1o the carvier; non-volatile data
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memory, coupled to the interface, for storing data on the carrier; and an access control
processor; wherein the data mernory is partitioned 85 data blocks and the access control

processor controls external access to the data blocks.

In & further aspect of the invention, there is provided a computer system for providing
data to a data requesté:r, the system comprising a communication interface; 2 dais access
date store for storing records of data items available from the system, each record
comprising a data itemn description and a resource locator a data provider for the data
item; a progrem store storing code implementable by a processor; 8 processor coupled (o |
the communications interface, to the data access data store, and to the progréxn store for
implementing the siored code, the code comprising code 1o receive a request for a data
item frorn the requester to receive from the communications interface payment data -
comprising data relating lo payment for the requested data item; code, responsive to the|
request and 1o the received payment data to output the Hem data to the requester over the
commaunication interface; wherein said data access data store further coraprises payment
distribution information indicating to whom payments should be made for a data item;
and further comprising code to cutput payment data for 2 data item for making payments

for the dtem when the item is supplied 10 & said requester,

1n a further aspect of the invention, there is provided a computer system for providing
data to & data requester, the system comprising a communication interface, a data access
dats store for storing records of data items available fom the systen, each record
comprising & data Hem description and 2 printer location data identifiing an electronic
address for a provider for the data item; & program store storing code implementable by
& proaeésor; a processor coupled to the communications interface, to the data access data
store, and to the program store for implementing the stored code, the code comprising

. code to receive a request for a dats item from the requester to receive from the
communications interface payment data comprising data relating {o payment for the
requested dats item; code responsive to the request and to the received payment data to
output the item date 1o the requester over the communication interface; wherein seid

data access date store further comprises data item access rule data for output to the
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requester with & said data item; and further comprising code to select access rule data for

cutput with a data item in response to said payment dats,

In a yet further aspect of the invention, there is provided a method of providing data to a
data requéster comprising receiving a request for a data item from the requester;
receiving payment data from .the requester relating 1o payment for the requesied data;
transmitting the requested daa to the requester; reading payment distribution
information from a data store; and outputting payment data to a payment system for
distributing the payment for the requested data.

In a still further aspect of the invention, there is provided a method of providing datz 10
a data requester comprising receiving a request for a data item from the requester;
receiving peyment data from the requester relating to payment for the requested data;
yransmitting the reguested data to the requester; and tra'nsnﬁning dats ageess rule data to

requester with the read data.

These and other aspects of the invention will now be further éescribed, by way of

example, only, with reference to the accompanying ﬂ'gures in which:-

Figure 1 shows a data access device g) from the top; b) from the front; and ¢) from the

side; -

Figure 2 shows, conceptually, a portable data carmier;

Figures 3a end b show exemplary data acce§s terminals,

Figure 4a and b show, respectively, a Iogi;z:a] signal path between elements of 2
conceptua! data acccs§ systern; and 2 physical representation of a concepual data access

system;

Figure 5 shows a content provision system;
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Figure 6 shows a data supply compuler system;
Figure 7 shows a variety of data access terminals;
Figure 8 shows a schematic diagram of components of a data access terminal;
Figure 9 shows a schematic diagram of components of a data carrier;
Figure 10 shows a schematic diagram of components of a data access devieg;
Figures 11a and 11b show a flow disgrams of a data carier regisu;atién process;’
Figures 12a-c and 12d-e show, respectively, a flow diagram of data access using a data
access terminal; and a flow diagram of data supply using a data supply computer
systern; and
Figure i3 shows a flow diagram of data retrieval using a data access device,
Referring to Figure 1, this shows a data access device for playing MP3 avdio (10) with
operator controls (12) and LCD display (14). The outline of a smart card data storage
device is shown at (16). The operator controls allow a user 1o select and play tracks,
whilst track information and stil] or video images are provided on display {(14). A slot
{18) is provided in the fromt of the device to receive a smart card-type data storage
means, This smart card occupies space (20) and interfaces with resilient contacts (24},
it is held in the data retrieval device against the contacts, by resilient housing element
(22).
Referring now to Figure 2, this shows a portable data carrier (30) suitable for use with

the device of Figure 1. The data storage means is based on a standard smart card; itis
plastic, about the size of a stendard credit card, and has some flexibility. On the card
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{30) are two sets of contacts, contacts (32) for interfacing with the payment validation
means and contacts {34) for interfacing with the memory for storing downloaded data
- {eithough in other embodiments, & single set of contacts may be used for both). The
surface of the card can be embellished with suitable graphics.

In one embodiment the smart card retains 2l its useable functionality as specified for

standard Electronics Point of Sale Systems (EPOSS) and, if desired, the memory for

storing the downloaded data can be electrically separate from this. However, it may be
. prefersble to provide interaction between the standard smart card device and the data

‘miemory in order to accomplish the access control/decryption functions described above.

Referring now to Figure 3, an example of 2 data access teyminal is shown at (40). This
has a screen (42) and a slot (44) to receive the data carrier (30}, Aliernatively the data
carrier may interface to the terminal via the data access device.(10) and an interface (46)
to the 1erminal (40). In Figure 3b 8 dedicated terminal (50} has a slot (52} to receive the
data carrier, a display (34) and controls (56). Coins can be inserted into the terminal at
(58) and notes at (60) to charge the data carrier with ¢ash.

Referring now to Figure 4a, this ilfustrates conceptually the logical connections and data
flow between data processing sys!em's involved in payment validation, and data
download to the carrier BG). A wser connects the data carrier (30) 1o terminal {40) and
logs on to & data web page of data supply service provider (60). Either terminal (40 ) or
service provider (60) then communicates via data paths (62) with a payment validation
suthority (70) 1o check and authorise the user's or payer’s payment. In the case of
electronic cash the terminal (40) may immediately validate the payment information,
updating the service provider and/or payment validation authority (70) al @ Jater stage,

"~ The logicaE connection {64) between the terminal and the service provider is preferably

made over the internet.

The service provider may provide a direct portal to dala providers {80} or may coliect

information from data suppliers (80) and provide a “front end” to present data from the
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suppliers 10 the terminal user. Alternatively data supp!:é service provider (60} may
regulate direct access between terrninal (40) and data providers (80), as shown by links
{66, by communicating with the terminal and the dats bmﬁders to provide
communication regulation information to, for example, instruct data suppliers about

what information the user of terminal (40} should have access to.

" In 8 preferred embodiment service provider (60) pays royalties at an sgreéd rate - for
example, 10 pence per track or 10 pence per minute - to a computer system owned by a
company or entity in the recording industry, such as a content provider or copyright
owner, a content publisher or 2 content creator, and the user of terminal (40) effectively
pays the service provider. Billing can also be regulated by bandwidth and/or data

download time.

Preferably the service provider (60) monitors the user's access fo the system and either
" stores or forwards to data providers (80), or downloads to the data carrder (30), usage.

information. In a2 preferred embodiment the service provider sends information via

terminal {40) 10 dats carrier (30) which can be used to determine incentives to be

* provided to users of the system.

Figure 4b shows a conceptual physical configuration of the system of Figure 4a in which
a plurality of terminals (40), a plurality of service providers (60) and a plurality of data
providers (80) all interact via the internet. The physical embodiment of the system is
not critical and a skilled person will understand that the terminals, data processing

systerns and the like can all take a variety of forms,

Referring now to Figure 5, this shows a conceptual iliustration of a content provision
systern 100. Comtent creators 104s, b generste or receive content data from artist
terminels 102a-d and store content data in datsbases 106, b, The content data stored in
daiabases 106a, b may comprise audio data, such as music, video data, such as films or
TV programs, text, such as Hterary works, soMe, such s games software, or other

date. Content crestors 104, b are coupled to communications network 101 for
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communicating created content data over the network. Also coupled 1o communications
network 101 are content publishers 110s and 110b, each of which is coupled to an
associated Stored content databsse, 112aand 112b respéctiveiy,_ The content publishers
make their stored content available for controlled aceess using communications network
101, In some instances, for example where the content data comprises compuler games,
the functions of content creator and content pub!isher may be provided by a single
entity. ' Also although conceptually illustrated as blocks in Figure 5, the content creator
and content publisher typically each comprise a client server computer network,

The communications network 101 is typicaily a private communications network, such
as an extranet, with security controlled access (o entities connected o the network,
Physically the network may comprise an internet protocol network or it may comprise,
or consist of, dedicated paint_—to;poini links. Thus, for exampie, a content creator 104
may be directly linked to a content publisher |10 and/or to other entities shown in

Figure Ssuchas a content provider or content distributor,

The contlent provision system includes a plurality of content providers 108s-¢, each
coupled to the communicetions network 101. In the illustrated system, the content
providers own copyright in stored content data accessible over comununications netwaork
101 and may, in practice, also perform & content publication function. Five content
providers own the copyright in over B0% of sll world-wide music sales. The content
providers are coupled o stored content databases 106 and 112 via communications

network 101, for supplying stored content data.

A galewsy server 1 f4 is also coupled to communications network 101 to link the
comrunicstions network to other networks such as the internet and/or mobile
communications networks. Gateway server | 14 provides security and access control
functions and firewalls, A spcnnd gateway, content distributor WAN gatewsy 116 is
also shown attached to communications network 101. This provides similar security
and firewall functions end coupled commumications network 101 to distributor WAN

{wide area network) 117, Gatewsy 1186 has logical access to one or more of a content
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creator, content publisher and content provider for aceessing stored content data.
Content distributor gateway 116 may be owned by a chain of record stores and provide
content access terminals 118, coupled to WAN 117, in separgte reteil outlets. Content
gccess terminals 118 have access, via gateway 116, 1o stored content accessible over

communications netwark 101,

Referring now to Figure 6, this shows s data supply computer system 120, In this
embodiment, three content access terminals | 18a-¢, e-payment systems 121a, b, and
conient access web server 124 are all coupled 1o internet 142, Dats supply system 120
is coupled to the content provision system 100 iliustrated in Figure 5. Where
Communications network 101 of Figure 5 i5 an extranet, this extranet physically
operates over internet 142; where communications network 101 does not partly operate
via internet 142, a connection to intemnet 142 is established via gateway server 114 as
shown in Figure 5. In this way content access terminals 118a-c are provided with

controlled access to the siored content dita of content provision system 100.

E-payment systems 121a and 121b are coupled to banks 122a, b and ¢, d respectively.
These pro{ride an e-payment system sccording to, for exemple, MONDEX, Proton,
and/or Visa cash comphant standards, Preferably at least one of c-payﬁ‘:em systems
121a, b operates a so-called "open purse” system in which the value is stored as a
publiéky verifizble digiial signature issued by the e-payment system. Insucha
signature-transporting arrangement payment data may be validated using public keys
and thus payment authentication need not be performed by the e-payment system but
may instead be performed by, for example, a dats scoess terminal or data supply system
computer, using payment management code. The authenticated signatures, which in
effect perform a similar role to cheques, are submitted to the relevant e-payment system
sfier avthentication for verification and reimbursement or transfer of monetary value,
With such 2 systern payments may be made anonymously and thus payer identification
is not essential. Data casriers, such as data cards, may be issued with stored value or .
without value, in which latter case vaine (that is a publicly verifiable digital signature)

msy be writien onto the card during an on-line transaction.
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In alterative embodiments, 2 date carrier such as the smart flash card described below
may be used 10 cresie value besring digital signati:res as is well-known to those familiar
with e-monzy. )

Content secess web ssrvér 124 is also coupled to internet 142 for providing content
acoess terminals 11 8a-¢ with aecess to content dats. Content access web server 124 is
typically owned by a content data supply "scheme owner” who acts as an intermediary
betweeﬁ 8 content access terminal user and a content provider, forwarding content data
provided (directly or indirectly) by & conteni provider to a contert access terminal and
thence 1o 4 stored content data carrier, Web server 124 is coupled to web server code
storage 126 storing Java code for generating web pages for interpretation by web
browsers on content access terminals 111a-¢c. The web pages provide the content
download, value add, CRM (customer reward management) value cheque/spend and

welbsite link functions described below.

Web server 124 is coupled to payment processor 128, Digital Rights Management
{DRM) processor 130, aceess control processor 132, and content distribution progessor
134, Payment processor 128 includes payment management code storage 128s and is
coupled 16 pavment record data store.}36. Access control processor 132 includes access
control code storage 132a and is coupled 1o 2ccess control data store 138, DRM
processor 130 includes DRM code storage 130a and is coupled to content access and
DRM data store 140. Content distribution processor 134 includes CRM (customer
reward management) and peyment distribution management code storage 134a and is
also coupled to content access and DRM data store 140. As shown in Figure 6,

processors 128-134 are all in communication with one another.

Processors 128, 130, 132 and 134 may comprise separste application programs or a
single computer program and may operate on a single physical computer, on which web
server 124 may also be provided, or may operaie on separate computers. Likewise data

stores 136, 138 and 140 may comprise & single physical data store or may be distributed
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over a plurality of physical devices end may even be st physically remote locations from

processors 128-134 and coupled to these processors via intemet 142,

Web server 124 communicates with processors 128-134 by means of 2 CGI (common
gateway interface) script and the code associated with procegsors 128~134 may be
writien in any conventional computer language such as C, C4+, or Perl. However, in
other emboditments one or more of the processors may be coupled to web server 124 via
internet 142 and owned and operated by a separste entity, such as a financial instiretion.
In this case conventional secure web-based communications may be operated between
web server 124 and the relevant processer. In particular, payment processor 128 may be

operated by one of the e-payment system providers 128a, b

Payment management code 128a issues and suthenticates payment data and stores an
audit record in payment record data store 136, Access control code 132a stores
identification data {of # user or card) together with registration data provided by user
when registering with the scheme owner. This data comprises a user password for
accessing stored content and/or payment data; user characterising data, for example
characterising user preferences, for marketing pmpdses; data indicating an e-payment
system to use; and in some embodiments, further general user related data such as card
level data for identifying the provision of "gold” level services to selected users. A copy
of the password is stored with the content data on the poriable data carrier, as described
further below, Alternatively, one of both of the access control data store and portable

data carrier may simply store data for verifying a user-entered password.

Content eccess and DRM data store 140 stores data related to content access and content
use, but does not itself store content data items; these are instead provided vis content
provision system 100 described above. Data store 140 stores a plurality of records each
comprising & dats item jdentifier, a data item description, & dala item type or genre, and
location date comprising one or mare pointers to a location or locations from where the
data item can be downloaded. Associated with a data ifem is also a table of use rule

data comprising # list of values {i.e. content data item prices} and corresponding levels
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of permitted usage. Thus a value of £]1 might permit ten pleys of a music track, whilst
the value of £10 might permit en uniimited number of plays of the track and copying of
the track for personal use. :

Also associated with a data item is & table of peyment distribution &ata comprising a list
of recipients and corresponding fractions of the data item value each is to receive.
Typically, the main recipient will be the copyright owner of the dsta itern and other
recipients will be selected from the content creator, the artist or artists, the scheme
pwner, the content publisher, and the retailer/distributor. The payment distribution
proportions may be dependent upen the payment value in which case a plurality of sets
of payment distribution figures may be associated with each data item, each set of
distribution figures corresponding 1o a payment value range. The payment data and |
distribution data is here termed DRM {Digital Rights Management) data.

. Further associated with a data item is a table of CRM (Customer Reward Management)
data, linked to the user rule data, comprising CRM rules to specify, for one or more data
itemn use levels, a guantity of reward points and one or more recipients for the reward

points (the recipients may include the card user and the retailer/distributor).

The CRM and payment distribution code 134a operates with content access and DRM
dala store 140 to inform a system user of the description and value of & dats item, to
access and dewnload 2 data item from the content provider system to & content access
terminal, to provide content use rules with the data item, and to provide instructions
either to pavment proeessor 128 or to E-payment system 121 to distribute payments for
the data item to the recipients identified by the data store 140 and to distribute CRM

reward points,

The access contro] data store 138 holds a secure key, such as & secret "public” key in s
public key cryptography system, for the scheme owner to authenticate its identity to &
content provider.. This data is held securely with other sensitive data in the access
contrel data store 138. As is described in more detai] below, when data supply system
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120 receives a request for a content data item from a content access terminal 118, it
looks up & location from which the data item is available using content access and DRM
data store 140 and then determines the identity of the corresponding content provider.
This identity is either stored in content access and DRM data store 140 or, as there are
relatively few content providers, it may be hard written in DRM code 130a. DRM code
130 then requests access control processor 132 to provide the secure scheme owner
identifier from sccess control deta siore 138 to the-relevani content provider and sets up
a trusted connection between the content provider and content access web server 124 for
downloading the data itemn 1o & content access terminal 118 and thence (o & portable data

carrier.

Referring now to Figure 7, this shows a variety of content access terminals for accessing
data supply computer system 120 over internet 142. The terminals are provided with an
interface 1o a poriable data carrier or "smart Flash card” (SFC) a5 generally described
with reference to Figure 2 and as described in more detail below. In most embodiments
of the terminal the SFC interface allows the smart Flash card data carvier to be inserted
into and removed from the terminal, but in some embodiments the data carrier may be
integral with the terminal.

Referring now to the specific embodiments illustrated in Figure 7, a simple content

access terminal may comprise a home personal computer 144 with SFC interface 144a.

In another embodiment, a mobile communications device 152 is proviﬁed with & smart
-Flash card interface 152a and is coupled to internet 142 via mdio tower 150, mobile

comununications system 148 and mobile communications internet gateway 146.

In another embodiment, a smart Flash cand interface is provided to a so-called "set wp
box" (STB) 154, The set top box is, in effect, a receiver for television programmes
received on video input 154b, which may comprise a satellite TV signal, a cable TV
signal or an off-air TV signal. The video signal is provided from the set top bbx to
television 156 or to some other home entertainment device such as s personal computer

(not shown}. In another embodiment content access terminals 166 and 168 esch with
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respective SFC interfaces 166a and 168a are coupled to a retailer Tocal area network
(LAN) 160 connected 1o internet 142 via retailer LAN server 158. DVD player 164 is
aiso coupled to LAN 160. In a further emnbodiment a smart Flash cerd interface 170a is
provided for a CD/DVD player 170. ' '

In these latier three embodiments, content data for storage on the smart Flash card may
be retrieved from broadcast vidéo andfor a CD-or DVD. In this case, the computer datp
supply system 120 illustrated in Figure 6 may be used 1o provide use rule data for the
content data stored on the smart Flash card, and to pay for data downloaded onto the
card; the content data may be captured before or after the data supply system 120 s
rceessed to ensble use of the stored deata, but in a preferred embodiment content data
writien to the card from a supplier other than the content data supply computer system 1s
not accessible 10 a user untif corresponding use rule data has been downloaded from
computer systern 120, which,will normally be after receiving payment for the '
downlosded data. o

Referring now to Figure 8, this shows a schematic disgram of one embodiment of a data
access terminal 170, The terminal comprises a general purpose computer including an
audio/visual interface 184, a keyboard 186 and a pointing device 188 for providing an
interface to the user. The terminal has an interdet interface 176, for example & modem,
and optionally a LAN/WAN interface 174 for connecting the terminal to a retailer or
distributor LAN or WAN. The terminal also has an optional video input 178 for
receiving broadeast video dats and a medis input device 180, suchasa CD or BVD
drive. Further communications IO ports 182 may alse be provided. A portable data
carrier or smart Flash card interface 190 is provided for interfbcing to a smart Flash
card. Optionally, & cash input and verification sysiem 192, such as is conventionaliy
used in an automatic teller machine (ATM) may also be incorporated within the content
mccess fenminal. The termins] has working memory 194 such as RAM and propram
memory 196 which can comprise any conventional storage device such as RAM, ROM
or & disk drive, Program code in program memory 196 may also be stored on removable
disk 198. A processor 200 loads and implements program code stored in program -
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memory 196. All the components of the terminal are linked by a data and

cornumunications bus 172,

More specifically, processor 200 loads and implements cash payment management code
200a for managing cash input data from cash input and verification system 192, for

sdding value o a smart Flash card. -Processor 200 also implements a web browser 200b
for accessing scheme owner web pages and data exchange interface 200¢ far exchanging

data between a smart Flash card interface to the terminal and data supply systers 120.

Processor 200 also implements off-line contents retrieval code 2004 for retrieving data
for storage on a smart Flash card from media input device 180 and/or videq input 178
and/or LAN/WAN interface 174. The processor implements a content sampler 200e for
outputting small extracts of content data items to & user via audio/visual inierface 184.
Such data item samples may be stored with the content description data in content -
access data store 140. The processor also implements a smart Flash card interface driver
2001, user interface code 200g and additional communication drivers 200h for driving
LAN/WAN interface 174 and/or comms VO ports 182,

Referring now to Figure 9, this shows a schematic diagrar of components of & portable
data carrier 202, in the embodiment shown a so-called “smart Fiash card”. Inthis
context, "smart Flash card® refers to an IC cerd similar in size to 2 plastic payment card
incorporating 8 processor and Flash data memory, preferably of large capacity. For
further detsils on smart cards reference may be made to the 150 (International Standards
Organisation) series of standards including 180 7810, ISO 7811, 180 7812, ISO 7813,
1SO 7816, ISO 6992 and 1SO 10102, which are hereby incorporated by reference.

Referring in more detail 1o Figure $, & data and communications bus 204 links
components of the card which include a processor 210, working memeory 212, timing
and control logic 208 and an external interface which may have contacts {IS0 7816)or
be contactless (150 10536) for providing external access 1o & bus 204 for reading data
from and writing data to the card 202, Also coupled to bus 204 are permanent program
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memary 216, non-velatile data memory 218 and nan;voiatile {Flash) content data
memory 214. Non-volatile data memory 218 may comprise EEPROM and permanent
program memory 216 may comprise ROM, fo.r example, mask-programmed ROM. All
the components of Figure 9 are mounted on a single substrste, in a preferred
embodiment bcaﬁng cortacts for external interface 206. '

Processor 200 loads and implements program code from permanent program memory
216. This code comprises operating system code for providing the card with a basic

- operating system for at least external communications, peyment management code for
supplying payment data from non-volatile daa memory 218 to pay for downloaded
content; DRM (Digital Rights Management) and security code including code to
implement content data use rules and code for password controlled access to data and
program functions; CRM code for impiemeﬁting CRM-related rules; and content
synthesis code for combining stored content data with additiana}‘ data provided via

external imerface 206 for synthesising complete content item data,

Non-volatile data memory 218 stores data including card identity data, access control
data, including password data for validating a user password, access record data for
storing & record of aceess attempis and their outcornes, and content supply data such as

scheme owner website addresses and retiler/distributor website addresses.

Data memory 218 further stores card value data comprising E-money such as publicly
verifiable digital signatures, and payment data for storing a payment sudit trail including
payment amounts and data on to whom payments have been made. The memory 218
ajsé stores RFM (Recency Freguency Monetary) data to provide a record of transactions
for market research and customer reward purposes, and CRM data storing customer
reward points. Data memory 218 also stores an index of content data items stored'in
Flesh memory 214 snd associated content use rules, as well as DRM and royalty data for
maimainihg an audit trail of use history for rights management tracking. Optionally,
dets memory 218 may also store supply chain duta specifying & supply chain route
through which data has been obtained from a content provider, which may be used fér
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rewarding supply chain intermediaries, for example ona commission or reward points

basts.

Content data memory 214 preferably comprises at Jeast 100 MB of data storage,
partitioned as data blocks of a size selected 10 match the stored content type. For storing
video data Flash memory 214 preferably comprises > 1 GB data storage and the data
blocks into which the data memory is partitioned are larger.

Referring now to Figure 10, this shows a schematic diagram of u data access device 220,
such as a portable audiofvideo player. The data access device 220 comprises a
conventional dedicated éomputer system including a processor 238, permanent program
memory 236, such as ROM, working memory 234, such as RAM, and timing and
control logic 226 all coupled by a data and communications bus 222. Also coupled to
the bus are an audio interface 228, a display 230 and user controls 232, for providing a
user interface. A smart Flagh card interface 224 is coupled to bus 222 for interfacing
with a smart Flash card for retrieving and p}ayin'g stored content data.

Permanent program memory 236 stores program code for implementation by processor
238; this code may also be provided on a date carrier such as a ROM chip or disk 240,
Processor 218 implements an SFC interface 238, a user interface 2385, & content player
2384 for retrieving stored content data from a smart Flash card interfaced to the device
and for outputting audio and/or video data derived from the retrieved content data

(which may comprise compressed audio and/or video data) to a user of the device,

Processor 238 also implements use control 238c for controlling access to and use of
contents stored on the smart Flash card by the content access device user. Use control
routine 238¢ and/or DRM and security code in permanent memory 216 on the smart
Flash card may _afiso implement digital watermarking and other Secure Digital Music

. Izﬁ,tiati;e'{SDMl) content ﬁﬁtccﬁon code as spfcciﬁad‘in the SDMI pbnab!e device
specification, part one, version 1.0 (sec www.sdmi.ong) which is hereby incorporated by

reference.
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Figures 1 la and 11b show a flow diagram of & process for registering a data carrier or
smart Flash card with 2 deta supplier or scheme owner operating & data supply system as
iflustrated in Figure 6. A smart Flash card may be issued entirely blank, that is, with no
prestored content or value, with prestored value but no prestored content, with prestored
content but not prestored value (the content being provided free) or with both prestored
value and prestored content. Thus, for examiple, a user may purchase a card with stored
value but no stored content over the counter at a retailer. The process of Figures 11a
and 11b illustrates the regisiration of 2 card with neither prestored content nor prestored
value. As illustrated the registration process records user registration data in the access
control data store 138 of Figuréé and writes value data onto the blank card. ‘

At siep S10 a swiart Flash card is inserted into a content access terminal smsui Flash card
interface. The scheme owner web page is then loaded onte the content access terminal
and displayed to the user (step 811). User registration data is then entered into the
content access terminal {étep $12) and transmitted 1o the scheme owner (S13), the user
registration data may include a user identity, a preferred e-payment system to use and,
optionally, & content access PIN or pessword, and a service level (for example bronze,
silver or gold). The optional password may be a password required by the e-payment
system for validation of a payment by the user with the card or it may be a password 1o
protect unauthorised eceess 1o content on & smart Flash card 1o protect stored data in the
event, for example, of the card being stolen. A single password may serve both these
functions. The content aceess terminal web browser is configured so that sll sensitive
data passing between the terminal end the scheme owner is securely ransmitted, for
example by using a conventional encryption system such as PK] (Public Key
Infrastructore}.

At step S14 s payment request is received from the scherne owner a1 the content access
terrninal and displayed to the user, At step 815 the user enters payment data into the
content access terminal and this payment dats is ansmitted to the scheme owner, for

adding vaiue to the card. This may, for example, be a credit card trensaction as is
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conventionatly used for purchase over the internet. Card value data and a card value
access code is then received by the content scoess terminal from the scheme owner at
step 816. The card valve corresponds to the payment made by the user and the value
access code may be & password entered by the user at step 312 or may comprise a’
password for PIN created by payment processor 128 or e-payment system 12] as
itlustrated in Figure 6. In a preferred embodimen, the user pays the scheme owner and
the scheme owner then directly provides digital signatuze data representing value to the

content access terminal for writing onto the smart Flash card,

At step 817, card registration data is received from the scheme owner by the conteni '
access termingl and written onto the smart Flash card. This card régistmtian data
comprises user identity data, access control data, payment system specifying data,
scheme owner access data, such as a scheme owner web page address and other dial-up
information. At this stage other data may be entered by the user and writien onto the
card including, for example, user preference data, retail outlet and CRM data ‘
{alternatively user preference data may be capiured at step 512). At step Si8 the card
value data and card value access code received at step S16 is written onto the card and
output to the user visually and, optionally, as a printed record. The card is then

available for use, at step S19.

Figure 11b shows the corresponding registration steps performed by the scheme owner's
data supply system 120. At step $20, & request for a smart card registration web page is
received from a content access device and, af step 521, transmitted to the device. User
registration data is then received, at step S22, from the content access terminal and
stored in content adeess control data store 138, The schemne owner's computer sysiem
then wansmits, st step 323, s payment reéuest to the content access terminal and
receives, at step 824, payment dats in reply, this payment is then authenticated, at step
525, with an E-payment system such as peyment system 121 g or b ilustrated in Figure
6, and after verification the payment processor 128 of the computer system transmits, at
step S26, value data and 2 value access code 1o the content access terminal, for writing

onto the smart Flesh card. The payment processor then updates the payment record date
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store 136 with data relating to the transaction (step 827) and, at step 528, retrieves card
registration data previously written into the access control data store and transmits this
repistration data 1o the content sccess terminal, At step 529 the transpction is then

complete.

Referring now to Figures 12a to ¢, these illustrate 2 flow chart for downloading datatoa
smart Flash card using a data access terminal. At step $30 the smert Flash card is
inserted into the content access terming] and ﬁhe user then enters, at step $21, their
password for gaining access to the functionality of the smart Flash card. At step 532,
the content access terminal fransmits the password to the stnart card for verification and
the terminal éhecks, at step 533, whether access is permitied. If access isnot permitted
a warning is displayed by the terminal, at step 534, and an access denied count is
implemented. A threshold count is then read from the card together with a count of the
iotal number of times access to the card has been denied (step 535). At step 836 the
terminal checks whether the total number of denied nocesses is within three of the card
threshold, and if it is not, retums 1o step 831 whilst if it is, It proeeeds to step 837 where
the terminal displays & waming that a further denied access is likely to result in erasure
- of content stored on the card, At step 538 the terminal then checks whether it's count of -

denied accesses is greater than its threshold value, returning to step 831 ifnot, and

| displaving an access refused message 8t step 839 if the total number of permitted
accesses has been exceeded. The system then waits at step 832 for removal of the smant

Flash card from the content access terminal.

If access is permitted at step 533, the terminal loads outline CRM data from the card
(step 840) and loads retail data, such as targeted advertising, from the reteiler
LAN/WAN (step S41). At step séz, the terminal then displays a menu of options, retail
dats such as advertising or CRM-related data and o'ntline CRM data, such as a total
number of reward points eaned, on the content access terminal. Many options include
download content (from a scheme owner), add monetary value (to the card)},
check/spend CRM value stoved on the cerd, follow wehsite links, and exit. Al step 543,
the user inputs a menu option which, in the illustrated flow chart, is the download
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option. The sysiem thus passes to step $44 and loads the scheme owner's content aceess

web page onto the conteint access terminal and displays-this to the user.

Al step 8435, the user enters a content search request, \Sf}ﬁch is transmitted to the scheme
owner content distributor preccsﬁor 134, Content search results are received back from
the content distribution processor, including a content identifier, a brief desceription, and
content cost data for at least one payment option, and these results are displayed on the
user on the content access terminal. The user then selects one or more content items at
step S47 and the selection is transmitted to the content distribution processor 134 where
further content cost date and purchase option data is retrieved from data store 140. At
step S48, this conient cost and purchase data (including use rule data) is received from
the scheme owner and displayed to the terminal user. The user then selects, at step 849,
a purchase option and confirms a purchase request or, alternatively, selects "exit” to
return to the menu display of step $42. Afier one or more content items have been
selected, together with a purchase option, hard value and CRM dats is read from the
smart Flash eard at step 550 and at step 851 a check is made to determine whether the
monetary and/or CRM (reward points) value stored on the smart Flash card is sufficient
to purchase the selected purchase data items. If the card value is insufficient, 8 warning
is displayed at step 852 and the system retums to the menu display at step 542, If the
card value is sufficient, at step 853 the content access ierminal transmits 2 payment
request to the smart Flash card.

Payment for the data item or items requested may either be made directly to the scheme -
owner of may be made to an e-payment system such as e-payment sysiems 121a and
121b of Figure 6, with these systems then forwarding payment confirmation data to the
scheme owner computer system. Altematively, the content access terminal may

transmit data to the card 1o set up a wransaction directly with a content provider wha,

being the copyright owner, would normally receive the majority of the payment.

At step 854, payment data for making a payment to the scheme owner is received from ‘
the smart Flash card by the content access tetminal and forwarded 1o an e-payment
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system such as E-payment system 121 in Figure 6. Payment record data, va!idaﬁng
payment by the card to the scheme owner is then received back from the e-payment
system af step S55 by the content access terminal and forwarded to the card for updating
payment data on the card. In alternative embodiments, psyment data from the card mey
be prcvided directly to the scheme owner's data supply computer for authentication and,
optionally, further validation with an e-payment system by the scheme owner's

computer.

Distribution of the payment received by the scheme owner from the card is performed
by the scheme owner's computer sysiem, as described elsewhere, Such payment
distribution will normally provide a small percentage of the total payment to a “gwner”
or operator of the conient access terminal, such as a retailer, distributor, or in other . .

embodiments, mobile communications network operator or cable TV network operator.

In the presently described embodiment payment record data received in step 855 is
transmitied 1o the scheme owner 10 confirm payment by the card and thus it is the
comtent aceess terminal, in the described embodiment, which authenticates a payment

before confirming that the payment has been made 10 the scheme owner.

In step $36, together with the payment record data, purchase request and card
registration data is trensmifted to the scheme owner to identify one or more content data
items for purchase and to identify the purchaser. Then, at step S57, the content access
terminal sets up a transaction between the scheme owner data supply computer and the
smart Flash card for downioad of the identified content items requested from the data
supplier to the smart Flash card. The download is preferably arranged so that there is no
permanent storage of downloaded data on the content access terminal (although
temporary storage in a disk cache may be permissible), and there is funther preferably no
temporary storage on the content access terminal of complete date for & content data
iterm. 'I"his‘prm*ides dote security and reassurance to the content providers.
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In the same way a5 with card registration described with regard to Figure 11, a secure
and trusted link is set up between the content sccess terminal andfor the smart Flash
card and the data supply computer in a conventional manner as is well known to those
skilled in the art {for example, using public key data en:ryptian}: The dats transaction
may be set up directly between the smart Flash card and the data supply computer, in -
which case the content access terminal has no access to unencrypled content dats, or it
may be set up between the content access terminal and the dats supply computer, in.
which case unencrypied data is written by the content access terminal to the smart Flash
card. Standard transmission protocols are used to ensure complete transmission of
content-data item, for example by re-transmitting blocks of data which are not correctly

received.

Also at step $57, one or more content access rules is received from the scheme owner
data supply computer and written to the smart Flash card 5o that each content data item
has an associated use rule to specify under what conditions a user of the smart Flash

card is allowed access to the content data item.

At step S58 the content access terminal recsives CRM data from the content distribution
processor 134 of the scheme owner, for example specifying a number of reward points
earned by downloading the selected content itemss. This CRM data will normaily be
written to the smart Fiash card (step 559), but may #dditionally or altematively be stored
in the content access terminal or in a data store of the content access terminal owner so
that the reward points are held by the distributor/retailer/cable TV operater. Finally,
also at siep §359, & complete record of detsils of the uﬁ:sacticns between the smart Flash
card and the comtent access terminal, the smart Flash card end the scheme owner, the
smart Flash card and the e-payment system, and the content access terminal and the e-
payment system and/or data supply computer is recorded on the smart Flash card to

* provide an sudit trigl. The system then returns to the menu display af step 542.

The add monetary value menu option provided by the menu operates in a similar

manner to that described with regard to steps S15 and 816 of Figure 112 and steps 824
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to 527 of Figure 11b. In embodiments of the system in which the smart Flash card
operates either in a debit (pre-pay) or credit mode, operating mode data may be loaded
from the card together with outlying CRM data at step S40. 1f the card is operating in a
eredit mode then, at step 841, the content gocess termiﬁ&l reads conient use data records
from the card and proceeds correspondingly to steps 547 and S48 1o determine the value
of the content accessed and then proceeds according to steps 8§15 and S16 of Figure 11a
and steps 524 to 527 of Figure 115 to reineve payment for the accessed content from
the card owner. Where enhanced access control features are provided, access control
data read from the smart Flash card or entered into the content access terminal at step
531 is used, in step 844, {o access the scheme owner Content acce'ss w;?bpage end, In
some embodiments, to set up & securs cqnnectian between the content access terminal

and scheme owner data supply computer &t step 544,

Referring now to Figures 12d and 12e, these show steps in & process implemented on
the scheme owner's data supply computer, for providing content data 1o a content access
terminal and thence to & data casrier such as a smart Flash card. At step S60 the scheme
owner's content access web page is requested by a content access terminal and
wansmitted to the requesting terminal. A search request for searching for & content duta
item is recetved, at step S61, from the content sccess terminal and at step 862 content
distribution processor 134 of the content supply system searches content access and
DRM data store 140 and transmits the search results to the content access terrninal. The
search results wili normally comprisc 2 content item identifier, & content item
description, optionally a content item sample, and st l2ast one content jtem price, for
exarnple, for  default pavment option. The search results may comprise a set of content
data items, either selected by type or artist or comprising some predetermined selection

in a similar manner {0 a compilation of tracks on a CDn

At step S63 content item selection data identifying one of more content items is
retrieved from the content access terminal and 8t step 864 content item purchase data for
the selected content items is retrieved From content access and DRM data store 140,

This purchase data will normally include, for each selected content item, one or more
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prices and purchase options. Purchase option data may simply comprise one of a set of
standard options, for example, "1" to purchase outright, "2" to rent for a period of time,
"3* to rent for 2 numnber of plays, and "4" to rent with a final purchase option. The

- purchase option data may also indicate when a content item is available free.

At step S65 the content purchase data is transmitted to the content access terminal, and
21 step S66 payment record data, indicating a payment made from the smart Flash card
to the scheme owner, purchase réquest data, card registration data and, optionaily,
HOCEES cmitra! date is received from the content access terminal. The payment record
data confirms a payment for the requested data items, the pﬁrchase request data specifies
the payment option selected for the selected content items, and the card registration data
provides data for kee;ﬁng records of the transaction and providing reward points; the
access control data imay be required for additional data security. At step S67 the
payment record datz, in the described embodiment of the system, is validated with an e-
payment system such as E-payment system 121 of Figure 6. As illustrated in the flow
chart, the data supply system computer checks with the e-payment system thet a
payment has in fact been made to the scheme owner. In other embediments of the
system, payment may be made directly to the scheme owner and either concurrently
with the content access and download process, or at some later stage, payment data
received from the smart Flash card may be verified with the e-payment system for

reimbursemment of the scheme owner,

At step $68, payment distribution data is read from the content access data store 140, .
This data will indicate how payment made by the card for the data is to be distributed
among recipients. In one embodiment, recipients' payment fractions are specified in
general terms in the content access data store, for example, copyright owner 0.9G,
scheme owner (.01, retailer/distributor 0.02, publisher 0.02, creator 0.035. Identification
of who is the relevant copyright owner is stored in the data store together with the
content itern identifier, but may be selected from more than one possible contem
providers for the data item, and identification of who is the relevant retailer/distributor

may be determined from, for example, content access identity information received fom
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the content access terminal when the scheme owner content access web page is accessed
at step S60. At stép $69, payments are then ;iisaibuted in accordance with the payment
distribution dats, either by direct distribution of value-bearing digital signatures o the
relevant parties, or by issuing & peyment dis;:ibutiﬁn instruction to e-payment -system
121. Preferably the data supply system stores records of individual card payments and,
at intervals, combines the payment distribution data for a plurality of individual records
to output payment data for distributing the total psyment received by the data supply
system from a basch of individual payments.

At step 570, content secess rules for the purchased level of service are read from the
content access data store. These rules could, for example, specify that only a
predetermined nuraber of accesses to the content are permitted, for example 10 plays.
Alternatively, the rules could provide access for, say, one month from the download
date. Other rules may provide unlimited plays but only on specified piayers, for
example, set top boxes owned by a particular cable TV netweik (as determined by
content aceess device identification data provided to a smart Flash cerd from 2 content
access device). A content provider identification for the requested content data is also
read from the comtent access data store #t step 570 together with CRM data for issuing

reward points,

At step S71, coment access rules for the requested content data items are retrieved from
data store 140 and transmitied 10 the contens access terminal. Then, at step 872, DRM
processor 130 of the data supply sysiem transmits a transaction request and
authentication data to the content provider identified in step §70. This request identifies
the scheme owner data supply system 1o the content provider in a secure manner, either
by means of physicel security, such as a dedicated connection from the scheme owner
data supply system 1o the content provider, or by means of an electronically secure
connection such as en encryption connectien. Then, &t step 873, the content access web
server 124 receives protected content from the content provider, comprising the data
items requested by the content access terminal, and transwmits this protecied content o

the content access terminal. The content is prefersbly protected by data encryption but
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rnay be protected in other ways, for example, by digital watermarking or simply by the
_ iarge number of other transactions taking place et any one time over the internet. The

data supply system computer, at this point, essentially acts as a transparent data

forwarder, forwarding data from the content provider to the content access terminal,

which itsel{ is preferably effectively transparent, using data exchange interface 200c to

transmit the protected content data directly to the smart Flash card. As described with

regard to Figure 12d, the content download protocol includes error protection and ™

transmission retry protocols to ensure subsiantially error free data transmission.

Onece content has been downloaded to the content access terminal (and, hence, 1o the
smart Flash card) at step §74 a record of the purchase data and content accessed is
written 1o payment record data store 1386, to provide an audit trafl. Then, at step 875,
updated CRM data is written to the content access data store 140, using rules stored in
the content access data store, in conjunction with a record of the downloaded data items,
1o calculate the CRM data (i.e. reward points). The updated CRM data is then also
transmoitted to the content access terminal, where it can be forwarded to the smart Flash

card. Then, &t stép.S?é, the process ends.

Referring now to Figare 13, this shows a flow chart for user access of stored datz on 2
smart Flash card using a data access device such 2s the MP3 player of Figure 1. Atstep
577 the smart Flash card is inserted into the player and, at step S78, the user enters a
password into the player, which is transmitied to the smart Flash card for validation (this
step is optionai). If access to stored data on the card is permitied, the process procesds
10 step S';"9 where an index of content data items stored on the cerd is loaded from the
card and displayed together with 2 menu. The menu provides options including access
conient, check value (stored on the card), check CRM data (such as reward points)
stored on the card, and play options (such as no video, repeat play, random play, and the
fike). If the user wishes to access content dats items stored on the smart Flash card, a
user selection of such items is entered into the player at step 580, for example using
cursor Keys or a pointer; additionally or alternatively a default play option may be
provided to, for example, play the most recently downloaded dats.
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At step 881 content use status data for the selecled content jtems is loaded from the
smart Flash card together with associated content use rules. Then, at step S82, the use
rules and present use status for each selected content item are cémpamd and the result is
displayed together with 2 content play menu. The contert play menu may comprise g
simple list of the selected content tems with items not availeble for access highlighted
in, for example, red. Alternatively, more detalled content acosss permission data may

“be displayed such as the purchased contents use for s content data item, the actual use of
the data item made so far, and the available remaining use. Then, at step S83, the iayer
determines whether content use is permitted, 1 use is not permittied, the process returns
1o step §79 10 re-display the menuy; if content use is permitied the system proceeds to
step S84.

- At step 584 the selected content data items whose use is permitied are retrieved
sequentially from the card, decoded as necessary, and thé decoded audic and/or video
date is made available to the user, for example, by providing audio cutput at a
headphone socket on the player and displaying video output on the player display.
Preferebly, the player also retrieves supplementary data stored in association with a
comtem data item, such as advertising data, or fora web-enabled player, hot links to web
sites for sale of goods or services, particularly those related to the acceés&d content data
item or those identified 1o appeal 10 users accessing the dats item (such as pop group

mechandising or Harley Davidson (trade mark) motor bikes for rock music/video).

Preferably, the player is provided with "pause” and "continue” functions and
corresponding user controls, When "pause” is selected the process passes to siep 585
and writes a record to the smart Flash card comprising date specifying how much use

‘ has been made of the accessed content data Hem. In the case of music or video data, this
may comprise start and end time markers oz simply a pley duration time (the start time
being predetermined, for example at the start of the data itemi). In the case of a game the
partisl use data may wmprisc en eiapsed play time or a number of lives left. In the case

of & data item providing a service such es access to stock and share prices, or weather
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information, or a share dealing service, the partial use information may comprise a
status record indicating the status of an interrupted transaction. When the "continue”

function is selected on the player the process retirns 1o step 584,

Ta sllow for the smart Flash card being removed from the player hetween pause and
continue events, a check may be made at step S78, by reading a partial use status data
from the caxd, to determine whether a content data item was left in a pause state when
the card was lost used. If such a paused state is determined to exist for s content data
jtem, the process may then jumyp directly to step S85 to allow a user to resume or

continue with the content data item and proceed directly to step §84.

Onee play is complete the process moves to step S85 where updated content use data is
written to the smart Flash card. This updated use data provides a record of the use of a
content made in siep S84. This record can then be used in steps 581 to 583 to
determine, on a subsequent occasion, whether further use of the content data item is
pcnnitted_! F §néEIy, at step 986, customer reward management reward rules are loaded
from the smart Flash card together with CRM data stored on the card. The CRM data is
then updated, using the CRM reward rules, to reflect the use of content data items made

in step S84 and the updated data is written back to the smani Flash card.

In onie embodiment the CRM reward rules are determined by the content access tenmninal
owner (retailer/distributor/cable or mobile network operator) and are written onto the
card when registering the card. The updated CRM data may then be accessed by a
content access terminal for spending or other use when the smart Flash card is next
inserted into a content access terminal, Once the CRM data has been updated, the

process returns to step 879 to display the content index and menu.

The specific embodiments of the invention described above use communication over the
internet and web-based technology but this is not essential, and the invention may be
implemented using any electronic communications netwark, such as a wide area

network, local area network, wireless network, or conventional land iine network.
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Likewise, the invention is appliceble to the Internet, intranets, extranets, and other

interngt protocol networks,
The skilled person will understand that many variants to the system are possible and the

invention is not limited to the described embodiments bt encompasses modifications

which Jie within the spirit and scope of the present invention.
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Further aspects of the invention are set owt in the following clauses:

1. A mobile data retrieval device comprising:

a removable dats storape means;

data sccess neens, to access downloaded data on the data storage means;

storage inferface means adapted to couple the data storage and ciata access
means; and ‘

data output means to provide the downloaded data, in & useful form, to a user of
the device; _ '

wherein the data storage means further comprises payment validation means to
validate paymeni for the dovwnloaded data.

2. A mobile data retrieval device as in clause 1 wherein the data storage means
receives power from the retrieval device when cormected to the device and retains

storage by the downloaded data when unpowered.

3. A mobile deta retrieval devies as in clause 1 or 2 wherein the data storage means
comprises external data interface means to receive data downloaded from an external
source onto the card for storage and wherein the payment validation means comprises

means to validate payment to the external source.

4, A mobile data retrieval device according to any preceding clavse wherein the
payment validation means comprises memory means {0 store transaction value

information on a cash value of transactions validatable by the data storage means,
5. A mobile data retrieval device according to eny preceding clause wherein the

payment validation means comprises memory means to store information to identify a

paver for the downloaded data.
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6. A mobile data retrieval device according to any preceding clause wherein one of
the data storage means and the retrievai device further comprises data description means
to at least partially decrypt downloaded data.

7. A mobile data reirieval device according to any preceding clause wherein one of
the dats storage means and the retrieval device comprises access control means to

prevent unauthorised access to the downloaded data,

8. A mobile dats retrieval device according to clause 7 wherein the access control

means is responsive to the payment validation means.

9. A mobile data retrieval device sccording to Any one of clauses 3 to 8 wherein the
payment validation means comprises a payment validation means interface operable

simultancously with the extemnal data interface means. .

“10. A mobile data retrieval device according (o any preceding clause wherein the

data storage means comprises an electronic memory card or smart card.

11. A mobile data retrieval device according to clause 10 having a housing with a

giot therein to receive the data stomge means.

12. A mobile data retrieval device according to clause 11 further comprising local
storage means and means 1o copy data from the data storage means into the local storage

Means.
13. A mobile data retrievel device according to clause 11 or 12 wherein the retrieval

device is portable and, in two directions, is not substantially larger than the data storage

means.
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14, A mobile data retrieval device according o any preceding clause wherein the
storage interface means is adapted for repeated removal and reconnection of the data

storage means to the retrieval device.

15. A mobile data retrieval device according to any preceding clause further
comprising display means to display information derived from the downloaded data 1o

the user.

16. A mobile data retrieval device according to any preceding clause further
comprising audio output means to provide an audio output corresponding to the

downioaded data o the user.

17. A mobile data retrieval device according 1o any preceding clavse comprising a
first set of contacts for the storage interface means and & second set of contacts for

interfacing to the payment validation means.

18. A data providing system comprising & mobile date retrieval device as in any
przceding clause, and

. a data access terminal to interface with the data storage means to download data
and 10 co-operaie with the payment validation means fo validate payment for the

downloaded data.

18. A data providing system as in clause 18 wherein the data access terminal is
couplable to the internet and co-operates with the payment validation means to validate
payment with a payment validation authority and is operable to downjoad data to the

data storage means from & data supplier on the intemet,

20, A data providing system as in clause 19 wherein the date access terminsl
operates through a data access service provider, the data access service provider being
configured to communicaie with the payment validation authority and to control access

of data access terminal to data from the data supplier.
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.21 A data storage means for use with the device or system of any preceding clause. —

22. A data storage means comprising an external data interface means 1o receive
data downloaded from an external source onto the card for storage; and payment -

) ﬁatidation means comprising means 16 vaiidase payment o the external source, and/or to
a payment validation authaﬁtjr.

23. A data storage means 8 in clause 22 further comprising data decryption means
to at Jeast partially decrypt the downloaded data,

24, A datia storsge means as in clause 22 or 23 further comprising access conral |

means to prevent unauthorised access to the downloaded data.

25, A date storage means as in ¢lause 24 wherein the access control means is

respansive to the payment validation means.
26. A data storage means according to any one of clauses 22 10 25 wherein the
payment validation means comprises a payment validation means interface operable

simultaneously with the external data interface means.

27. A data storage means according 1o any one of clauses 22 10 26 wherein the data

storage means comprises an clectronic memory card or smart card,
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CLAIRMS:

| A method of providing poriable data comprising:

providing a portable dats storage device comprising downloaded data storage
means and payment velidation means;

providing a terminal for intemnet access;

coupling the portable data siorage device to the terminal;

reading payment information from the payment validation means using the
terminal;

vahdating the payment information; and

downloading data into the portable storage device fr@m a daia supplier.

2, A method as claimed in claim 1 further comprising

writing updated payment information imto the paymnent validation means,

3 A method as claimed in claim 1 or 2 further comprising communicating & result

of the payment information validating to the data suppliér.

4. A method as claimed in any one of claims 1 to 3 further comprising controlling
access by the terminal to dat from the data supplier using a control data processing

system coupled 1o the intermet,

5 A method as claimed in claim 4 wherein the control data processing system

performs said validating of the payment information.

6. A method as claimed according to any one of claims | to 5 wherein said
coupling is performed by a mobile data remrieval device comprising:
a removable data storags means; )
data access means, {¢ access Jownloaded data on the data storege means;
storage interface means adapted to couple the data storage and data access

means; end
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data cutput means to output data derived from the downloaded data, to a user of

the device,

7. A method as claimed in claims 1 to 6 further comprising

iwiiing into the data storage device data relating (o pest use made of the
downloaded data including data identifying downloaded data items; and/or data
identifyving daia suppliers used; and/or data characterising & user spending patiern,

8. A method as claimed in claims 1 to 7 wherein said portable data storage device

conprises an electronic memory card or smart card,

9. A method s claimed in any one of claims 1 to 8 wherein the downloaded data

comprises compressed audio and/or video data.

10. A portable data carrier comprising:
an interface for reading and writing data from and to the carrier;
non-volatile data memory, coupled to the interface, for storing data on the
CEITIET; ‘ _
non-volatile payment data memory, coupled to the interface, for providing

-payment datz 10 an extemnal device.

11, A portable data carrier s claimed in claim 10, further comprising 2 program
store storing code implementable by s processor; and
8 processor, coupled to the content data memory, the pavinent data memory, the
‘ interface and to the program store for implementing code in the program store,
wherein the code comprises code to output payment data from the payment data

memory to the interface and code to provide external access to the dats memory.

12. A portable data carrier as claimed i claim 11, further comprising non-volatile

use record memory, coupled to the processor, for storing & record of access made to the
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data memory and code to updaie the use record memoty in response to external aceess

made 1o the dats memory.

i3. A portable data carrier as claimed in claim 12, further comprising non-volatile
use rule memory, coupled to the processor for storing data use rules, and wherein i&e
code further comprises code for storing at least one data item in the data memofy and af
least one corresponding use rule in the use rule memory and code to provide external

access 10 the data item in accordance with the use rule.

14, A portable data carrier as claimed in claim 11, 12 or 13, further comprising &
non-volatile access control memory coupled to the processor, for storing access control
data ahd wherein said code to provide external sccess to the data memory includes code
1o receive access request data from the interface, code to determine access permission
using the stored access control data and code to provide external access to the data

memory in response to the result of the determination.”

15. A portable datg carrier as claimed in claim 14, further comprising non-velatile
access record data memory, coupled to the processor, for storing a record of requests for '
external access 1o the data memory and wherein said code further comprises code to
compare said access record data and said access request data and to erase stored content

data in response 1o a result of said comparison.

16. A poriable data carrier a5 claimed in any one of claims 11 to 135, configured for
storing supplementary data in said data memory and fusther comprising code to output
" the supplementary data from the interface in addition to the stored dats, in response to

an external request to read the data memozy.

17. A portsble data carrier as claimed in any one of claims 11 to 16 further
comprising data synthesis code to receive a first portion of dats from the interface and to
combine the first portion with a second portion of data stored in the data memory and to

store the result in the dats memory,
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8. A portable data carrier as claimed in any one of claims 10 to 17, further
comprising non-volatile communications parameter memory for séoﬁng data for
accessing & communications network to receive data from the communicsiions network

for storage in the dats memory.

19. A portable data carrier as claimed in any one of claims 10 to 18, wherein the data
memory is partiioned for access on a block-by-block basis, each block comprising 2
phurality of data bytes read or written as a set.

20. A portsble data cayrier as claimed in any one of claims 10 to 9 wherein said
dats memory has a capacity of greater than I MByte, more preferably > 100 MBytes,
and most preferably > 1 GByte.

21. A portable data carrier as claimed in any cne of claims 10 to 20 substantiaily
configured as an IC card or smart card,

22.  Amethod of controlling access to data on & dats carrier, the date camier
comprising non-voletile data memory and non-volatile parameter memory storing use
status data and use rules, the x_nethod comprising: '

receiving a data 8CCESS request;

reading the use siatus dets and use rules from memory; and

evaluating the use status data using the use rules to-determine whether aceess to
the stored data is permitted.

23. A method as claimed in claim 22 wherein said parameter memory further stores
payment data and further comprising selecting a said use rule dependent upon said
peyment data,

4 A compuiér system for providing data to a dats requester, the system

comprising:

56



WO 61/3159% PCT/GBAG/G4ETD

52

& communication interface;

& data access data store for storing records of data items available from the
systerm, each record comprising a data item description and a pointer to a data provider
for the data item:;

a program store storing code implementable by a processor;

a processor coupled to the communications interface, to the data access data
store, and to the program store for implementing the stored code, the code comprising:

code to receive a request for a data item from the requester; '

code to receive from the communications interface payment data comprising
data relating to payment for the requested data item;

code respongive 1o the request and to the received payment data, 1o read data for
the requested data jtem from a content provider; and

code to transmit the rc&é data to the requester over the communications

interface.

25. A computer system as claimed in claim 24, wherein said data access data store
further comprises payment distribution information indicating to whom payments
should be made for & dats item; and further comprising code to culput payment data for
a data item for making payments for the itemn when the item is supplied to a said

requester.

26. A computer system as claimed in.claim 24 or 25, wherein said data access data
store further comprises data item access rule data for output to the requester with said

data Hem.

27, A compuier system as claimed in claim 26, further comprising code to select

access rule data for output with g dats item in response to said payment data.
28. A computer system as claimed in claim 27, wherein said date access data store

further comprises requester reward data associated with a said data item, and said code
further comprises code 1o update said reward data in response to said payment data,
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2%. A computer system as claimed in any one of claims 24 to 28, further comprising
an sccess control data store coupled to said processor for storing access control data
comprising a reguester identifier, corresponding requester system access data and -

paymen! system data for identifying e payment system for use by the requester.

30. A computer system as claimed in any one of claims 24 to 29, further comprising
content synthesis code to generate substantially complete item data from partial item

data provided from fwo or more sources.

31. A method of providing data to 2 data requester comprising:

receiving a request for a data itern from the reguester;

receiving payment data from the reguester relating to payment for the requested
data;

reading the requested data from a content provider responsive to the received
payment datz; and '

transmitting the read data 1o the requester.

32. A method of providing data to a data requester as claimed in claim 31 further
comprising: A , '
reading payment distribution information from & data store; and
puiputting payment data (o & payment system for distributing the payment for the
requesied data,

33. A method of providing dala 10 & data requester es claimed in claim 3} or 32
further comprising:

transmitting dats access nle datato requester with the read data.
34. A method of providing data to a data requester as claimed in claim 33 further

comprising:

selecting said access rule data dependent upon said payment data.
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35. A data sccess terminal for retrieving data from a data supplier and providing the
retrieved data to a data carrigr, the terminal comprising:

a fust interface for communicating with the data supplier;

a data carrier interface f'orvinterfacing with the dats carvier;

& program store storing code implementable by & processor; and

& processor, coupled to the first interface, the data carrier interface and to the
program stere for implementing the stored code, the code comprising:

code to read payment data from the data carrier and to forward the payment data
to a payment validation system; '

code to receive payment validation data from the payment validation system;

code responsive to the payment validation data to retrieve data from the data |
supplier end to write the retrieved data into the data carrier.

36. A dala access terminal as claimed in claim 35 further comprising code to
transmit et least a portion of the paymen! validation data to the data supplier or 1o 2
' destination received from the deta supplier. ‘

37. A daa sccess terminal as claimed in claim 35 or 36 further comprising code 10
retrieve from the data supphier and cutput 10 8 user stored data identifier ddta and
associated value data and use rule daia for a dats item available from the data supplier,

38, A deta access terming] as olaimed in elgim 37 further comprising code to write
use rule daia for a data item inte the date carrier with the associated dats item,

39. A dats access terminal as claimed in claim 37 or 38 further comprising code to

' read s stored value from the data carrier, code to compare said stored value with said
value date; and code to provide 2 modified output to a user of one or more of said stored
data identifier data, said value data and said use rule dats, in response to a result of the

comparison.
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40. A data access terminal according to any one of claims 35 trs 39 further
comprising code for user input of access control data, code to gutput the access control
.dats o the data camier, code to receive access permission dats from the card, and cods

fo output data to the user in response to the received access permission data.

41, A data access terminal as claimed in claim 40 further comprising code to cutput

a datz erasure warming in response 1o the received access permission data,

42. A data access terrninal according 1o any one of claims 35 to 41 further
comprising code 1o read reward dats from the data carrier and to write modified reward

dsta to the data carrier in response 1o said retrieval of data from the data supplier.

43. A data sccess terminal according to any one of claims 35 to 42 further
comprising: »
.code to read identity data from the data carrier,
cade fo transmit the identity data fo the data supplier;
code 1o receive user characterising data from the data supplier;
code 10 retrieve supplementary data in response to said characterising data; and
eode to output the supplementary data,

44, A dats secess terminal according to any one of claims 35 1o 43 further
comprising & cash input device coupled to the processor, to pravide cash input value
data; and code to update payment data in the data carrier, in accordance with the cash’
input value dats.

45, A data access terminal eccording to any oneof claims 35 to 44 integrated with &
mobile communication device, a personal computer, an gudiofviden player, and/or a

ceble or saieflite television interface device.

48, A method of providing data from a data supplier to s data carrier, the method

comprising:
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reading payment data from the data carrier;
forwarding the payment data to a payment validation sysiem;
retrieving data from the data supplier; and

writing the retrieved data into the date carrier.

47. A method of providing data from & data supplier according 1o claim 46 further
comprising:
receiving payment validation data from the payment validation system; and
transmitting &t least a portion of the payment validation data to the data supplier.

48. A method of providing data s claimed in claimn 47, wherein the payment

validation system é;ompﬁses a peyment processor ot the date suppkier.

49, A method of providing data as claimed in claim 46, 47 or 48, further comprising:
retrieving from the data supplier a stored data item identifier and associated
value data and use rule data; and

writing use rule data for the data item info the data carrier.

50, A method of providing data as claimed in claim 48 or 49, further comprising:
reading 2 stored value from the data carrier;
comparing the stored value with said value data; and

outputting to a user information indicating the result of said comparing.

51. A data sccess device for retrieving stored data from a data carmier, the device
comprising:

a user interface;

& data carrier interface;

& program store storing cods implementahie by & processor; and

a processor coupled to the user interfacs, 1o the data carrier interface and to the

nrogram store for implernenting the stored code, the code comprising:
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code to retrieve use status detz indicating a use status of data stored on the
carrier, and use rules dats indicaling permissible use of data stored on the carrier;
code 1o evaluate the use status data using the use rules data to determine whether
access is permitied to the stored date; and
code 1o access the stored data when access is permitted,

52, A data access device according to claim 51, further comprising code to write
updated use status data to the carrier sfter user access to the stored data.

53. A data access device as claimed in claim 51 or 52, Auther comprising user
access control code to input user aceess data, to transmit the user access data to the

carrier, and 1o receive from the carrier user access permission data.

54. A dsla access device according to claim 53, further comprising code to selcct the

use status and use rules data using the user socess data

55. A data sccess device as claimned in claim 53 or 54, further comprising code 1o

retrieve and output supplementary data to the user.

56, A data access device according to any one of claims 51 10 55 wherein said use
rules permit partial use of a dat itesn stored on the carrier and further comprising code
to write partial use status data to the data carrier when only part of a stored daté itern has
been accessed.

57. A data access device according to any one of claims 51 to 56 wherein the device '
is poriable and the data carrier interface is configured for interfacing with a removable

data carrier.

58 A data ncoess device according to claim 57 configured to interface with the data

carrier of any one of cleims 10 10 21.
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59, A method of contrelling sceess to dats from & data carvier, comyprising:

retrieving use status data from the data carrier indicating past use of the stored
data; .

retrieving use rules from the data carrier;

evaluating the use siatus data wsing the use rules to determine whether access to
data stored on the carrier i5 permitied; and

permitting access to the data on the dsia carrier dependent on the result of said

evaluating.

60. A method of controlling access according to claim 59, further comprising:
writing updated use status dats to the carrier after an sccess attempt.

61. . A method of controlling access according 1o claim 60, wherein said use rules
permit partial access to a data item and wherein said writing writes a record of what part

of the data item has been accessed when only part of the data itern has been accessed.

62. A method of controlling access according to any one of claims 59 to 61, further
comprising: '
inputting & user access data;

selecting the use rules dependent upon the user access data,

63. A data sccess system comprising a data supply computer system for forwarding
data from a data provider to a daia access terminal; a electronic payment system for
confirming an electronic payment; a data access teeminal for communicating with the
data supply system to write data from the data supply system onto a data carrier; and a

" data carrier for storing data from the data supply system and payment data; wherein data
is forwarded from the data provider to the data carrier on validation of payment data
provided from the deta carrer t0 the electronic payment system.

64, A dats access system according to claim 63 further comprising a payment
distribution store and wherein the electronic payment systemn makes payments according

63
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10 data in the payment distribution store associated with the forwarded data on
confinmation of the payment and/or provision of the forwarded data to the card.

65, A data aocess system according to claim 63 or 64 further comprising a data use
rule data store and wherein dats use rule date is provided to the data carrier with the
forwarded data for controlling user access to the forwarded dats.

66. A dete access system according to claim 65 wherein the data use rule data is

selected dependent upon the payment data.

67, A porigble data carrier comprising:
an interface for sending and receiving data from and to the carrier;
non-volatile data memory, coupled fo the interface, for storing data on the
carnier; and

a digital rights management processor for controlling access to the stored data.

68 Aportable data carrier comprising:
an interface for sending and receiving data from and 1o the carrier;
non-volatile data memory, boupied to the interface, for storing data on the
carrier; and
an access control processor;
wherein the data memory is partitioned as data blocks and the sccess control

processor controls external access to the data blocks.

69. A computer system for providing deta 1o & data requesier, the system
comprising:
& communication interface;
~ adata access data store for storing records of data items available from the
system, each record comprising & data item description and a resource locator & data
provider for the data ftem; ,
a program store storing code implementable by & pm«.:essur;
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a processor coupled (o the conunumications interface, 1o the data access data
store, and to the program store for implementing the stored code, the code comprising:

code to receive a request for @ data item from the requester to receive from the
communicaticns interface payment data comprising dets relating to payment for the
requested duta item;

code, respoasive 10 the reguest and to the received peyment data to output the
item data to the requester over the communication interfiace; wherein '

said data access data store further comprises payment distribution information-
indicating to whom payments should be made for & data item; and

further comprising code to output paymeﬁt data for a data item for making

payments for the item when the item is supplied to a said requester.

70. A computer system for pmv'iding data 1o & data requester, the system
comprising: ' '

a comumunication interface;

2 data access data store for sioring records of data items available from the '
system, each record comprising a data item description and location data identifying an
electronic address for a provider for the data item;

& program store storing code implementable by a processor;

a processor coupled io the communications interface, to the date access data
store, and to the program store for implementing the stored code, the code comprising:

code to receive a request for a data item from the requester to receive from the
communications interface payment data comprising data re]atihg to payment for the

_requested data iem; .

code responsive 10 the request and to the received payment data to output the
itern data to the requester over the communication interface; wherein

said data access data store further comprises data item sccess rule data for output
to the requester with a said data itern; and

further comprising code to select access rule data for output with a data item in

response to said payment data,
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data;

61
A method of providing data to & date requester comprising:
receiving a reguest for a dats item from the requester;
receiving payment data from the requester relating to payment for the requested

transmitting the requested data to the requester;
reading paymeni distribution information from a data store; and
outputting payment data to a payment system for distributing the payment for the

requested data.

72,

data;

A method of providing data to a data requester comprising:
receiving & request for a data item from the requester;

receiving payment date from the requester relating to payment for the requesied

transmitting the requested data to the requester; and

transmitting dats access rule data to réquesicr with the read date.

A computer program to, when running, carry out the method of any preceding

73,
method claim,
74. A computer readable medium carrying the computer program of claim 73.
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ABSTRACT

Data storage and access systems are described for downloading and paying for
data such as audio and video data, text, software, games and other types of data. A portable data
carrier has an interface for sending and receiving data, non-volatile data memory for storing
received content data and non-volatile payment validation memory for providing payment
validation data to an external device. The carrig:r may also store a record of access made to the
stored content, and content use rules for controlling access to the stored content. Preferred
embodiments store further access control data and supplementary data such as hot links to web
sites and/or advertising data. A complementary data access terminal, data supply computer
system and data access device are also described. The combination of payment data and stored
content data and, in preferred embodiments, use rule data, helps reduce the risk of unauthorized

access to data such as compressed music and video data, especially over the Internet.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re U.8. National Phase of!
PCT/GB/004110

HULST HERMEN-ARD
PRELIMINARY AMENDMENT

Application No.: Not yet assigned
Filed: Herewith

For: DATA STORAGE AND ACCESS SYSTEMS

San Francisco, CA 94111
Apnl 25, 2002

Assistant Commissioner for Patents
Washington, D.C. 20231

Sir:

Prior to the examination of the above-referenced application, please enter the
following amendments and remarks.

PLEASE NOTE: The clauses numbered 1-27 begmmng at page 44 are not to-

aims but as sub}ec:t mattcr. The claims at issue begin on page 48 and are
— ' An et

R
IN THE CLAIMS:

Please substitute the following amenfied, clean versions of the indicated claims (a

marked-up version of the changes to the claims is attached to this Amendment):

3. {amended) A method as claimed in claim 1 further compnsmg

communicating a result of the payment information validating to the data supplier.

4, {amended) A method as claimed in claim 1 ﬁlrther.complising
controlling access by the terminal to data from the data supplier using a control data processing

system coupled to the Internet.
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6. {amended) A method as claimed according to claim | wherein said
coupling is performed by a mobile data retrieval device comprising:

a removable data storage means;

data access means, 1o access downloaded data on the data storage means;

storage interface means adaptad to couple the data storage and data access means;

and data output means to output data derived from the downloaded data, to a user of the device.

7. {amended) A method as claimed in claim 1 further comprising writing
into the data storage device data relating to past use made of the downloaded data including data
identifying downloaded data iteins; and/or data identifying data suppliers used; and/or data

characterizing a user spending pattern.

8. (amended) A method as claimed in claim [ wherein said portable data

storage device comprises an electronic memory card or smart card. -

9. (amended) A method as claimed in claim | wherein the downloaded

data comprises compressed audio and/or video data.

14.  (amended) A portable data carrier as claimed in claim 11, further
comprising a non-velatile access control memory coupled to the processor, for storing access
control data and wherein said code to provide external access to the data memory includes code
to receive access reguest data from the interface, code to determine access permission using the
stored access control data and code to provide external access to the data memory in response to

the result of the determination.

16. (amended) A portable data carrier as claimed in claim 11, configured
for storing supplementary data in said data memory and further comprising code to output the
supplementary data from the interface in addition to the stored data, in response to an external

request to read the data memory.

17. {(amended) A poriable data carrier as claimed in claim 11 further

compﬁsing data synthesis code to receive a first portion of data from the interface and to
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combine the first portion with 2 second portion of data stored in the data memory and to store the

result in the data memory.

18. (amended) A portable data carrier as claimed in claim 10, further
comnprising non-volatile communications parameter memory for storing data for accessing a
communications network to receive data from the communications network for storage in the

data memory.

19.  (amended) A portable data carrier as claimed in claim 10, wherein the
data memory is partitioned for access on a block-by-block basis, each block comprising a

plurality of data bytes read or written as a set.

20, (amended) A portable data camier as claimed in claim 10 wherein said
data memory has a capacity of greater than 1 MByte, more preferably > 100 MBytes, and most
preferably > 1 GByte.

21.  (amended) A portable data carrier as claimed in claim 10 substantially

configured as an IC card or smart card.

26.  {(amended) A computer system as claimed in claim 24, wherein said
data access data store further comprises data item access rule data for output to the requester with

said data item,

29. (amended) A computer system as claimed in claim 24, further
comprising an access control data store coupled to said processor for storing access control data
comprising a requester identifier, corresponding requester system access data and payment

system data for identifying' a payment system for use by the requester.

30. (amended) A computer system as claimed in claim 24, further
comprising content synthesis code to generate substantially complete item data from partial item

data provided from two Or more sources.

33. (amended) A method of providing data to a data requester as claimed

in claim 32 further comprising:
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transmitting data access rule data to requester with the read data.

37. (amended) A data access terminal as claimed in claim 35 further
comprising code o retrieve from the data supplier and output to a user stored data identifier data

and associated value data and use rule data for a data item available from the data supplier.

39.  (amended) A data access terminal as claimed in claim 37 further
comprising code to vead a stored value from the data carrier, code to compare said stored value
with said value data; and code to provide a modified output to a user of one or more of said
stored data identifier data, said value data and said use rule data, in response to a result of the

COmMparison.

44. {amended) A data access terminal according to claim 35 further
.comprising code for user input of access control data, code to oufput the access control data {o
the data carrier, code o receive access permission data from the card, and code to output data to

the user in response to the received access permission data.

42,  (amended) A data access terminal according to claim 35 further
comprising code to read reward data from the data carrier and to write modified reward data to

the data cartier in responsé to said retrieval of data from the data supplier.

43.  (amended) A dataaccess terminal a;cerding to claim 35 further
COmpnsing:

code to read identity data from the data carrier;

code to transmit the identity data to the data supplier;

code to receive user characterizing data from the data supplier;

code to retrieve supplc:ﬁentary data in response {o said characterizing data; and

code to cutput the supplementary data.

44,  {amended) A data access terminal according to claim 35 further
comprising a cash input device coupled to the processor, to provide cash input value data; and

code to update payment data in the data carrier, in accordance with the cash input value data.
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45.  (amended) A data access terminal according to claim 35 integrated
with a mobile communication device, a personal ccmpuier, an audio/video player, and/or a cable

or satellite television interface device.

- 49.  (amended) A method of providing data as claimed in claim 46, further
COmMprising:
retrieving from the data supplier a stored data item identifier and associated value
data and use rule data; and

writing use rule data for the data item into the data carrier.

50, {(amended} A method of pfoviding data as claimed in claim 48, further
comprising:

reading a stored value from the data carrier; |

comparing the stored value with said value data; and

outputting to a user information indiéating the result of said comparing.

53. (amended) A data access device as claimed in claim 51, further
comprising user access control code to input user access data, to transmit the user access data to

the carrier, and to receive from the carrier user access permission data.

55, (a.niended) A data access device as claimed in claim 53, further

comprising code to retrieve and output supplementary data to the user.

56. (amended) A dataaccess device according to claim 51 wherein said
use rules permit partial use of a data item stored on the carrier and further comprising code to
write partial use status data to the data carrier when éhly part of a stored data item has been

accessed.

57. (amended) A dataaccess device according to claim 51 whérein the
device is portable and the data carrier interface is configured for interfacing with a removable

data carrier.
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58.  {amended) A data access device according to claim 57 configured to

interface with the data carrier of claim 10.

62.  (amended) A method of controlling access according to claim 59,
further comprising:
inputting a user access data;

selecting the use rules dependent upon the user access data.

65. (amended) A data access system according to claim 63 further
comprising a data use rule data store and wherein data use rule data is provided to the data carmer

with the forwarded data for controlling user access o the forwarded data.

73.  (amended) A computer program to, when running, carry out the

method of ¢claim 1.
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REMARKS:

Claims I-74 are pending.
Amendment is made to climinate all multiple dependencies from the claims,
thereby avoiding the need to pay the multiple dependent surcharge.

Also attached on a separate page is an Abstract of the Disclosure.

“TOWNSEND and TOWNSEND and CREW LLP
Two Embarcadero Center, 8" Floor

San Francisce, California 94111-3834

Tel:  (415)576-0200

Fax: (415) 576-0300

KTL/BNY/dxm

SF 1350288 v1
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MARKED-UP VERSION OF THE CHANGES TO THE CLAIMS

3. {amended) A method as claimed in [claim 1 or 2] claim ] further

comprising communicating a result of the payment information validating t6 the data supplier.

. 4. {amended) A method as claimed in {any one of claims 1 to 3] claim |
further comprising controlling access by the terminal to data from the data supplier using a

control data processing system coupled to the Intemet.

6.  (amended} A method as claimed according to [any one of claims 1 to
5] claim 1 wherein said coupling is performed by a mobile data retrieval devicé comprising:

a removable data storage means;

data access means, to access downloaded data on tfxe data storage means;

storage interface means adapted to couple the data storage and data access means;

and data output means to output data derived from the downloaded data, to a user of the device.

7. ’(amencied) A method as clairned in {claims 1 to 6] ¢laim 1 further
comprising writing into the data storage device data relating to past use made of the downloaded
data including data identifying downloaded data items; and/or data identifying data suppliers

used; and/or data characterizing a user spending pattern.

8. (afnended) A method as claimed in [claims 1 to 7] claim 1 wherein

said portable data storage device comprises an electronic memery card or smart card.

9. (amended) A method as claimed in [any one of claims 1 to 8] claim 1

wherein the downloaded data comprises compressed audio and/or video data.

14.  {(amended) A portable data carrier as claimed in [claim 11, 12 or 13]
claim 11, further comprising a nen-volatile access control memory coupled to the processor, for
storing access control data and wherein said code to provide external access to the data memory

includes code to receive access request data from the interface, code to determine access
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permission using the stored access control data and code to provide external access to the data

memory in response to the resuli of the determination.

16, (amended) A portable data carrier as claimed in [any one of claims 11
to 15] claim 11, configured for storing supplementary data in said data memory and further
comprising code to output the supplementary data from the interface in addition to the stored

data, in response (o an external request to read the data memory,

17.  (amended) A portable data carrier as claimed in [any one of claims 11

to 16] claim 11 further comprising data synthesis code to receive a first portion of data from the

interface and to combine the first portion with a second portion of data stored in the data memory

and to store the result in the data memory.

18.  (amended) A portable data carrier as claimed in [any one of claims 10

to 17) ¢laim 10, further comprising non-volatile communications parameter memory for storing

data for accessing a communications network to receive data from the communications network

for storage in the data memory.

19.  (amended) A portable data carrier as claimed in [any one of claims 10
to 18] claim 10, wherein the data memory is partitioned for access on a block-by-block basis,

each block comprising a plurality of data bytes read or written as a set.

20.  (amended) A portable data carrier as claimed in {any one of claims 10
to 19] claim 10 wherein said data memory has a capacity of greater than | MByte, more '

preferably > 100 MBytes, and most preferably > 1 GByte.

21.  {amended} A portable data carrier as claimed in [any one of claims 10

to 20] claim 10 substantially configured as an IC card or smart card.

26. (amended) A computer system as claimed in [claim 24 or 25] claim 24,
wherein said data access data store further comprises data item access rule data for output fo the

requester with said data item.
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29.  (amended) A computer system as claimed in [any one of claims 24 to

28] claim 24, further comprising an access control data store coupled to said processor for

storing access control data comprising a requester identifier, corresponding requester system

access data and payment system data for identifying a payment system for use by the requester.

30, (amendéd) A computer system as claimed in [any one of claims 24 to
29] claim 24, further comprising content synthesis code to generate substantially complete item

data from partial ifem data provided from two or more sources.

33.  {(amended) A method of providing data to a data requester as claimed
in [claim 31 or 32] claim 32 further comprising:

transmitting data access rule data to requester with the read data.

‘ 37.  {amended) A data access terminal as claimed in [claim 35 or 36] claim
33 further comprising code to retrieve from the data supplier and output to a user stored data
identifier data and associated value data and usc rule data for a data item available from the data

supplier.

39.  {(amended) A dataaccess terminal as claimed in [claim 37 or 38] claim
37 further comprising code to read a stored value from the data carrier, code o compare said
stored value with said value data, and code o provide a modified output to a user of one or rmore
of said stored data identifier data, said value data and said use rule data, in response to.a result of

the comparison.

40. (amended) A data access terminal according to{any one of claims 35 to
39] claim 35 further comprising coede for user input of access control data, code to output the
access contro} data to the data carrier, code to receive access permission data from the card, and

code to output data to the user in response to the received access permission data.

42.  (amended) A data access terminal according to {any one of claims 35
to 41] claim 35 further comprising code to read reward data from the data carrier and to write
modified reward data to the data carrier in response o said retrieval of data from the data

supplier.
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43.  (amended} A data access terminal according to [any one of claims 35

to 427 claim 335 further compnsing:

code to read identity data from the data carrier;

code to tranismit the identity data to the data supplier;

code to réceéve user characterizing data from the data supplier;

code to retrieve supplementary data in response to said characterizing data; and

code to output the supplementary data.

44,  {amended) A data access terminal according to [any one of claims 35
to 43] claim 35 further comprising a cash input device coupled to the processor, to provide cash
input value data; and code to update payment data in the data carrier, in accordance with the cash

input valtue data.

45.  (amended) A data access terminal according to [any one of claims 35

to 44] claim 35 integrated with a mobile communication device, a personal computer, an

audio/video player, and/or a cable or satellite television interface device.

49,  (amended) A method of providing data as claimed in {claim 46, 47 or
© 48] claim 46, further comprising: ‘

retrieving from the data supplier a stored data item identifier and associated value

data and use rule data; and

writing use rule data for the data item into the data carrier,

50. {amended} A method of providing data as claimed in {claim 48 or 49]
claim 48, further comprising: ‘

reading a stored value from the data carrier; '

comparing the stored value with said value data; and

outputting to a user information indicating the result of said comparing. .

53.  (amended) A data access device as claimed in [claim 51 or 52] claim
51, further comprising user access control code to input user access data, to transmit the user

access data to the carrier, and to receive from the carrier user access permission data.
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55. (amended) A data access device as claimed in {claim 33 or 54] claim

53, further comprising code to retrieve and output supplementary data to the user.

56. {amended} A data access device accordihg to [any one of claims 51 to
55] claim 51 wherein said use rules permit partial use of a data item stored on the carrier and
further comprising code to write partial use status data to the data carrier when only partof a

stored data item has heen accessed.

57. (amended) A data access device according to [any one of claims 51 to
56] claim 51 wherein the device is portable and the data carmrier interface is configured for

interfacing with a removable data carrier.

58.  {(amended) A data access device according to claim 57 configured to

interface with the data carrier of [any one of claims 10 to 21] ¢laim 10.

62. {(amended) A method of controlling access according to {any one of
claims 59 to 61] claim 59, further comprising:
inputting a user access data;

selecting the use rules dependent upon the user access data.

65. (amended) A data access system according to [claim 63 or 64] claim
63 further comprising & data use rule data store and wherein data use rule data is provided to the

data carrier with the forwarded data for controlling user access to the forwarded data.

73. {(amended) A computer program to, when nmning, carry ouf the

method of [any preceding method claim] claim 1.
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USPTO fo process) an application. Confidentiaiity is governed by 35 1.8.C, 122 and 37 CFR 1.14. This collection is esfimated fo take 12 minutes to compiate,
including gathering, preparing, and submitting the completed appiication farm o the LSPTO. Time will vary depending upon the individual case. Any comments
on the amount of time you require to complsie this form and/or suggestions for redycing this burden, should be sent io the Chief information Offcer, U.S, Patent
and Trademark Office, U.8. Department of Commerce, P.O, Box 1450, Alexantria, VA 22313-1450, DO ROT BENG FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Camnmissioner for Patonts, P.O. Box 1450, Alexandris, VA 22313-1450.

if you need assistance in complating the form, cail 1-800-FT0-3189 and! select oplion 2.

120




BEST AVAILAB
T U pATENT APPLICATION SERIAL NO.

LE COPY

W l%%‘ 6153 )

1.5 DEPARTMENT OF COMMERCE
PATENT AND TRADEMARK OFFICE
. 'EEE RECORD SHEET .

3/25/2006 WHDLDSEL GOOOG0RS 201430 11336758

M ELsg0il 130,00 &
32 FLapi] 250.00 DA
13 FCa2dt 109,00 B8
¥ FLa2o0l 110008 &
15 F(:E002 $350.08 08

93/02/2006. CVOILL  ORO0000L 201430 11336700
£1 FLr2e0l 200.00 B

. PT0-155¢
- {387} .

VS Qo Py Glne; 200 — SH0-207 MY
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