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METHOD FOR SECURING INFORMATION 
RELEVANT TO A TRANSAcrtON 

This is a coatiooatlon of application Ser. No. 081446369. 
filed May 22,1995, which Ia nn Is a division of application s 
Ser. No. 081122,071, filedSep. 14, 1993, now U.S. PaL No. 
5.524.073. which In tum Is a division of appllcatioo s~. No. 
rT7m7385, filed Nov. 17, 1992. now U.S. PaL No. S.267, 
314. 

2 
uatil the p-eoent Javeotloa, It bas not beeD possible to verify 
the identity llld to secure the latereot& of all parties to 
multi-party transactions ud. Ia particular, abaca! parties to 
1 traosactJoa. 

SUMMARY OPTim INVENTION 

This appUcation Is related to applicotion Ser. No. 08/44S, 
447. filed May 22. 1995. and appUcatloo Ser. No. 081445. 
612. DOW U.S. Par. No. 5.646.998 fi.led May 22. 1995, now 
U.S. PaL No. 5.555303. 

FIELD OF TH!l.INVENriON 

Bridly. the presentlnveotlon Is directed to a traosactioo. 
document processing. oc record access sy~tem which avoids 
lhe •boc1roml"8• of ltllown systems of tills type. Ia ac:cor-

10 dance with u embodiment of the p-esentlaveotioa, whea a 
transaction. documeat or thing need! to be lll!thelllicated. 
lofonnatioo associated with at !cut one of the ponies 
Involved (e.g •. 10 originator and/or a recipient) II coded to 
produoe ajol.at code. This joint code is then utlllzed to code 

13 loformatioa relevant to the tran1adion. d0<:11111eDI err reccrd.. 
The present lnventlop relates geoerally to secure traosac- in onb: to produce a variable autheotlcation number (VAN) 

tioo systems and. more particululy, coa0010s a method lDd oc code at the laltlation of the lrall$acllon. Thb VAN Is 
appratus for autheoticating documents. record! llJid objects thereafter associated with the transactlon and Is recorded on 
as weU as the lndlviclllals wbo are iavolved with them or the documi:nt oc thiag, al011g with the criJiaal illformatlon 
rcspooslble for them. 20 that was coded. Duriog subsequeotstapofthetransaction. 

only parties capable of reCOilstructina the jolat code will be 
BACKGROUND OF THB INVENTION able to uooode the VAN p-operly II order to re-derive the 

There are maoy limes ill our daUy lives when the need Information. Thus, the jolat oode serves to authCI!tieate the 
arises for highly secure transaclioll$. For example, IDstru- parties, and the comparison . of the re-derlved lafocmatloa 
meats of commerce. such as checks, stock catiJicates. and 25 against the laformation recorded oothe documeat serves to 
bonds are subject to theft ud forgery. From the time 1 authenticate tbe accuracy of..tbat illfcnnat!on. Alternatively. 
document Is Issued, lhe loformatloa contained on IL oc the the illformatioo coold be authenticated by t"'!Cneratlag a 
na.meoftherecipientcouldbechanged.Simllarly.panports. VAN from the recorded illfocmatloa aDd comparillathe 
pay checks. motor vehicle regiJirllioas. diploiiUU, food 

30 
regeneratod VAN with the recorded VAN. 

•tamps. wall~ recelpls, medic.t prescriptions, oc birth cer- In accordance with ao embodiment of the present 
tilicates and other ollicial documents are subject to forgery, invention. at the time of enrolling as a user of the system. 
fraudulent modl!lcatioo or use by lD naiDteaded redplent. each user selects a personal ideatillcation number (PIN), 
As a result, spedal form~. olllcW s1arnpo1 and seals, ud which is sccreL does not exist Ia an unooded farm. and 
special authentication proceclllres have been ut.Ulzed to 3, cannot be recovered from olh~ laformalion uywhere In the 
assure the authenticity of such documeats. Medic.t. leaal system. Durlag or after eorollment, a non-seaet ldentiflca. 
and personnel records. and aB types of lnformatioo in tion code and a seaet oode are also stored in 1 user's fi.le at 
st()fa£e media are also subject to uoauthorized aocess. Pass- the user associated computer facility. When a user partlcl-
words and coding of such records have been used to thwart pates iD 1 transaction. the us~ Is required to utilize his or her 
unauthorized access. However. there have always been .., PIN. which after being ooded is used to derive a coded 
ingenious Individuals wlw have somehow managed to clr- arbitrary number. Subsequently, this arbitrary code is com-
cumvent or evade aU such systems of security. pared to aoolher such code which is generated from a 

With the lntroductlon of computers and comput~ oom- reconstitu~d versloo of the coded PIN. in order to authen-
munications into business tnn<actions and document tlcate lhe user's ldCI!tlty. One of the embodiments creates a 
processing. a certain degree of security was gained. In that •s comput~ file with I secret address to authenticate a user's 
it is now possible to verify documents and transactions much Identity, and to secure sensitive recocds. The address Is 
more quickly. thereby avoidi.ag many frauds which previ- prefenbly not stored anywhere l.n the system. but Is gener-
ously went unnoticed until it was too late. However. with the ated when needed from laformat.ion supplied by the user. In 
elimiDttioo of the human factor. verification of the identify some .cmbodl:ments of the present inveotioo. when a jolat 
of parties also became more difficult. A presslaa need still 50 code IS created as described above. one participating us~ 
exists for business transaction. document prooessing and (e.K .• ,Ihe origlutor) mu~ ~vide his or ha: PIN. The other 
record aocess systems which can assure the Identity of the party s non-secret ldcntificatioa code lDd the PIN are uti-
parties and the accuracy of the Information Involved In the llzed in creating the jolat code. In other embodiments, the 
traosaction, As used herelo. the term 'iuord acoess sys- joint oode Is created from the coded PIN's of the partici-
tems" includes systems which aocess media which cootalns ss pants. 
data. messages. text. FAX. wdio, video, drawlags, images, 
photo. electronic and physic.t mall. safe boxes, and the like. BRIBF DBSCRJFTJON OP nm DRAWINGS 

As used herein the term "busiDess transaction system" will The foregoiDg brief desaiptioa as weU as further objects. 
be intended as a generic term to describe aU such features. IUld advutages of the present loveotlon will be 
transaction. document processing and record access fiJ understood moce completely from the foUowlag detailed 
systems. including ones not related to business use. such~ description of the presently preferred, but nonetheless 
passpat authentication systems. illustratlve, ernbodimellts of the iDventlon. with reference 

The security problems described above have been boodled · bein11 had to the accorupauylng drawlags, in which: 
with some d"'ltee of success in systems IDvolvlag a siugle FIGS. 1-5 illustrate the symbols utilized In the present 
party transaction where lhe piUty Is preoen~ For example. 65 application to repreoent conventloaal building blocb used to 
during the use of an automatic teller machine. the customtt form the inveatlon, lhese bulldinll blockll being respectively. 
is the sole party involved and is present in person. However. a coder. an uncoder. a linka:, a mixer, and a sorter; 
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FIGS. 6-3 are functional block diagrams IUustratlug a time phasCI of operation. In tbe first phase. Illustrated in 
check transaction system in accordance with a ftrstembodl- FIG. 6. a user of the oystem must enroll in c.der to be 
men! of the present lovenlion, with FIG. 6 ltlustratlug user recogllizcd by the system. Each user enrolls at his c. her 
enrollment. FIG. 71Uustraling how an crialn•tor generates a bank. or II another cotlvenlcat location. such as a pbce of 
check. and FIGS. SA and 8B IUullntins the authentication 3 employment, Ia the preoence of an officer. who appropriately 
troccss when the cbed: is prucnted to be cashed; verllles .the user's Identity alld obta!Ds the typical ill!onna-

tlon from him. locludlq his taxpayer ldentllication number 
FIGS. ll-12 IU"e functlonlli block diagrams lllustratlug a (T1N) ed telephone number. An accoontls then opened for 

aedcllllal lnulng and autbentlcatlon system in acccrdance the user and 1 rue Is aeated f..: him cr her in the bomk's 
with a secotld embodlmeal of the present Invention. with · ber 
FIG. !I Wustratlng the enrollment of an ofli.cial, flG. 10 to computer. and the bank uslgns a person accouat num 
Wustralillg the enrollment of a user, FIG. U Illustrating the (PAN) to the user's accounL If a bomk card Is issued to the 
Issuance of the credenlilll. and FIO. 1l Wustrating the ~:,!. u~u:. eotltllns the PAN and a bollk ldentllica!IOII 

authentication of an Issued credenlilll; Whlle operating a terminal.the user is requested to seled 
FIGS. 13A-13E. when arr~aed u Wustrated in flO. 14. 13 a personlli identification number (PIN) and 10 eater that PIN 

collectively represc~t a functioaal block dlagrii"D of a check into the terminal. 1bc: user complies and such entry occun 
transaction system slmllar to that of FIOS. 6-8. but includ- at block lt of FIG. ' with the typical tranuctlon 
ing the bulc trocc•sinl nca;SNI')' to clear and pay a check information. including lhe user's TIN or PAN. being entered 
electronically; at block u. The PIN Is applied directly 10 an lneverdble 

FJGS. 15A-l.5C are fuDCtional block diagrams.« a =· 20 coder 12. where it is processed to trodnce a coded PIN 
dential issuing and autbentication system IICttll'dlng to an (CPN). Coder u may be any type of conventional oodlng 
altemlle embodiment of the present Invention; and device which cu trocess the PIN so lhal the codlna is 

FIG. 16 is a functional block diagram of a system for me\'cnible (i.e .. lhe PIN c1011ot be recovered frotn the 
authenticalillg a party and for autb<rizlng access to a scaet CPN), At the same time. a randotn number generator 14 
llle associated with the party according to 111 alternate 43 produces a l'llldom number (RN). which Is applied to a 
embodiment of the present Invention. mixer " along wltb the CPN. Altemat.cly. the user may be 

DBTAD..ED DESCRlFI'ION OF THE permitted to select 111 arbitrary number for RN. 
PRE.FERRBD EMBODIMENTS The slgiiAI traduced by mixer 16 is then traasmiUed to lhe 

bailie's computer. where it Is applied to a sorter 11. II Is 
FJOS. l-5 Illustrate the functional bulldlng blocks uti- 30 assnmed lhat this transmission preferably occurs over a 

llzed in the trcferrcd emboditnents. All of these components secure line. such u one p-ot.ccted by a tandetn coder and 
ll"e c~ventional building blocks for COIIIpii!U or commu- uncoder which can utllhe a joiDt terminal·bank ltey. The 
llication systems. Monoover. lhose sltltl~d to the art wm sorter recovers the c:riginal CPN and RN. 11vlns RN in lhe 
appreciate that the blocks can be rcaliud as hardware us..-' 5 file at block 22. 11 should be noted thlt In savins RN, 
components. ct they can be n:al.lzed as functional blocks In 33 the user' 1 filets accessed by using his TIN as an Index. The 
an overall colnpllter program. received CPN is appUed as the data inJlUt to a coder 211. 

The coder Illustrated In FIG. 1 and the uncoder Wustrated which rea:lves RN as Its la:y lnpuL producing a revi11ble 
in FIG. l may be any form of such device utilizing altnown owner code (ROC) which is saved in lhe user's file in lhe 
algorithm. such as lhe Data Encryptloa Standard (DES). A same IIWIIIer uRN. Vll"ioos additional infctmation is saved 
coder. as illustr•ed in FIO. I. has at least one data input. al 40 In the user's file. sucb as his p..-sonal account number 
which it rea:lves clear data. It also has one or more (PAN). name. phone number (PUN). account bal.once. and 
additional inputs for receiving keys K1• K,. which are otberrelevantlnfcrmation. Theuser'sTIN.PANccPHNcan 
utilized lo code the clear data Into a form iD which it could be used as an l!ldex to access the user's file. CPN n:p~esents 
not be easily recogbl7,ed or uncoded without lhe use of the coded authenticotlon Information since it is a coded form of 
la:ys, A variable which Is used as a Ja:y may be padded to 45 the PIN, and ~ce It is used In other parts of the system to 
obtain lhe desired seauity. An uncoder (FlO. 1) reverses the authenticate the user and the transaction. The system pref-
processofthccodcr.Basically.ltrcceivesthecodcddablaad erably malntalns RN as a seact number (although In the 
utllhes the same Ja:ys to reconstruct lhe ciCIU" data. present embodiment the user file is not secret since It Is 

A Hilker (FlO. 3) receives a plurality of data inputs and accessed using a non-secret index) and ROC b maintained 
concatenates them Into a longer code word (0 1, 0 2 , •• ON), 30 as a non-secret number. As explained in detAil below, CPN 
Similarly. a mixer (FlO. 4) receives a plurality of data inputs Is derivable from ROC and RN. 
(D 1• and D2 through D N) and mixes their digits or binary FIO. 1 Illustrates how tbe crlginator generates a cbeclc in 
bits. A simple example of a mixer would be a conventional accordance with the present invention. Tbis proceu trcfer· 
time division multiplexer which Is used to interleave plural ably takes place at the originator's tennlnal or computer. II 
data inJlUis. However, Ia many applications. It will be ss is asswned that the originllor would be generating a check 
tref..-able to utilize a more sopblsticated mixer, such as one in the usual manner and would Include on It aU of the 
that utilizes arithmetic and losical combinations of digits cr information usually found on a check. as well u the lnfor-
blts. A sorter (FIG. 5) n:v..-se& lhe process of a Unkcr or a mation normally reccrded or Imprinted on dled:fomu, such 
mixer. that ls,lt receives a concatenated or mixed code word as the rcdpient' • Dlllll' and TIN (Kl'lN), and the originator's 
and reproduces the original compollCIIt words. A time divi· 60 personal account nwnber and bank ldentllicatlon number. 
sion demultiplexer could serve u a sorter for • mixed signal Preferably. the terminal includes a check reader ud printer 
c:riginatly generated by a multiplexer. which can read necessary lnfonnation from the originator's 

FIGS. 6, 1. 8A and 8B constitute a functional block check form and print Information on the form. although this 
diagram illustrating the present Invention In a check trans- could also be done manually by the originator. 1bc: origl· 
action system. The system illustrated iD FIGS. 6. 7, 8A and 65 nator and the redplenl can be the ume person. for example, 
88 are well suited for use In generating and processiDg where a person is cashing a personal check crlginated by lhe 
employee paychecks. for example. The system Involves penon. In the cue of m.ulti-party checb, the check li 
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aigina!ed by a JliW'IIl ~(i.e .• the orlpnator) In favor of a coder 44. A rllldom number generator produceJ a random 
a.a absent party (recipient). numlxr (i.e.. an arbltnry number) RNX which Is applied as 

The aiglllator eri!ers his or her PIN at a terminal or the data Input to coder 44. Coder 44 then Jroduces a coded 
..... _ gh • bl --~- 1• th origl • random numlxr (I.e .. a coded orbitnu:y number). CRNX. 

computer, .. uvu 111'CVersl e ~vuoor • e natar s whidds -''cd to mixer 48 aloa• with RNX. The ou""~ of 
PIN Is converted to a coded PIN (CI'NO). which Is applied ' • ..,..... • ..-~· 

as the tey Input to coder 28. The data input to coder 28 is =~ !o='f'~s!~!:-:!!o":, ~ ~ 
the recipient's TIN (RllN). which has been read from the be dl ed fr th sJ al CRNX 
check. or accessed from the computer memory. or en!ercd by ~ ~entlca:::U lnf~o~ .:".,.;,se It ~s""!""C::~ 
the orisJDIIor. The data output of coder 28 is a joint key (JK), representation of CPNR. aDd because It Js used by the 
which is applied as the tey input to a coder 3•. Generally. 10 system to authentlca!e the recipient and the transaction. 
the JK Is generated using Information associated with Ill The rolxer siiJIIal. aloag with the Information entered in 
least one of the parties Involved In the transaction (in thls block 41 and the lnformalion read from the check an: 
case. the originat~r and redplent). As will be shown JDOte transroltted to the computer at the recipient's bank (i.e .. 
fully ~ow. the JO~~ tey (or code) is used to ~ and u remote bank CPU) over preferably an uosecwed line (the 
authenticate the onpnator and redp!ent. The data 1nput to use of u unsecured line Is possible because CRNX ud 
the coder 30 is the information (INFO) to be authenticated RNX. not CPNR are transmitted from the mixer 48 to the 
(that Is, information lelevant to the traDSoction, such as sorter 62). The sYstem first autheatlcates the Identify of the 
check numba'. amounL etc.). check bolder Ill the recipient's bank. Next. the information 

The data output of the eoder 3t is a variable autheatlea- on the check. u well as the criglllator and redpleDI, an: 
lion number (VAN). which codes the infomwioo to be 20 authentlcated .at tbe originator's bank. 
authenticated. based Opotl information related to the recipi- AI the recipient's bank. the output of mixer 481s received 
cot and information related to the criglllator. Note that the In a 1~ 62. which soparatca CRNX and RNX. with CRNX 
VAN is altcraatively generated directly from INFO and being applied to a comparison block 64 and RNX being 
Information associated with II least oue of the parties, 

25 
applied u the data input to a coder 66. Based upon the 

without the Intermediate step of generating the JK. The VAN reclplent's TIN. RI'IN. his bank's oomputer is able to access 
and at least a pcrtlon of the lnfotmAtlon relevant to the his ftlc at block 611 and to extract his ROC (a non-secret 
transaction are written or lmpinted upon the check 32. nwnber) and RN (a sea-et number). ROCR and RNR there-
thereby beoomiag a perma11ent part of IL Altcrallely. the from. ROCR and RNR are applied u the data and key 
check may represeat an electronic truster of funds or some 

30 
Inputs, respectively. to an uncoder 70. which geaerates the 

other t:ype of electr~c trusac;t~on. Ill thls case. the VAN redpleat's CPN. CPNR. which Is applied as the tey input to 
and at least a p<rton of the Information relevant to tile c~ 66. Coder 66. therefore. reproduces the recipleat's 
transsction are included with the electrical signals associated coded random aumber. CRNX (In the same manner u coder 
with the electronic transaction. 44), which is applled as the secoad Input to c....,.,.;son 

Jt Is contemplated that in creating the VAN. all infonoa- 35 block 64. It should be appreciated lhlll!le CPNR output of 
tioa would not aecesssrily be coded In the same m.anner. For unooder 7• Is the true CPNR dt:rivcd frora the bank's 
example, the amount of the cheek lllight be considered records. Accordingly. the CRNX produced by coder 66 Is the 
important enough so as to be recoverable completely, ud it true CRNX. Therefore, should the comparioon at block 64 
would be coded into the VAN in a manner that would permit fa!!. the authentication of the redplent has failed and it is 
complete I'I'COVery. Other infonnatlon. such as the dille and 40 presumed that recipient ill not the party presenting the check. 
check control number rolght be considered less important The transaction Is therefore aborted. On the other hand. if the 
and would be coded into the VAN in such a manner as to recipient's Identity is authenticated. the transaction can 
perrolt detection of chuges (e.g .. error detection cDdlng). proceed. The recipient's bank then communicates with the 
but without oomplete recovery of the original Information. Of;giaator's bank, conveying all the loformalioa about the 

As noted above. <llher predetermined infocmatlon which 45 transaction aad requesting authorization to pay (block 71). 
Is known jointly by the originator and recipient. ud which As shown in FlO. SB. at the orlllinlllor's bank. using 
does not appear on the cbeck. can also be used to dt:rive the C1fiN (or the originata-' sPAN) as an Index. !he origioator' s 
VAN. For example. when a check Is drawn to multiple ROCO and random number. RNO. arc extracted from the 
recipients, e.g .. husband and wife, each redpient's TIN orlgiDator's Jile at block 5•. ROCO is applied as the data 
(which does n<ll appear on the check) may be used to derive .so Input to an unooder 52. and RNO Is applied as the key Input 
the joint code aad VAN. This mates It more difficult to to uncoder 52. Uncod<r 52 therefore reverses the operation 
frauduleody generate the VAN since the predetermined performed by cDdcr z• (FlO. 6) when the originator 
information not appearing on the check would not be enroUed. producing the originator's CPN. CPNO. CPNO Is 
geocrally known. then applied as the la:y Input to a c!ldcr 56, which =elves 

FIGS. SA and 8B illustrate the authentication process at a '' the recipient's TIN. RTIN, as the data input. 
terroloal when the recipient presents the criginator's cheek In accordance with the embodiment just descn'bed. it is 
to be cashed. The tcrminal comnwnicates via a network of contemplated that secority considerations may warrant 
the banks involved In the transaclion. Preferably, the !errol· revising the ROC from time to time independent of any 
naJ incllldes a device which can read lofonoadoa ditectly transacUoo. Toward this cod. CPN could be reconstituted 
from the check 32. Nternately, the termin.al operator caa 60 from the C1DT<!ot ROC and RN as in block 52. NexL a new 
manually key lnfcnnadoo into the terminal. based UpOn RN Is used with CPN to generate a revbed ROC. making use 
Information appeariag on lhe face of the check 32. At block of a coder in the same manner as c!lder lO of FIG. 6. The 
40, the recipient Inserts his or her PIN. and at block 41. user's new RN and ROC are stored and accessed. and CPN 
identifies his bank aad en!ers !tis TtN (RI1N) ud all need only be reproduced at the bank where the user main-
iofonnation required by the terrolaal to Initiate the transsc- M lalns an ac:coo DL 
lion. An Irreversible coder 42 processes the PIN to prDduce In the same mann<r as coder 28 of PIG. 7, coder 56 
the coded PIN, CPNR. which is "''!'Hed as the key input to therefore produces the joint la:y JK. JK Is appHed as the tey 
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Input to an unroder 58, which receives the VAN from check present Invention, an antl-dupllc.atloa variable authentic•· 
3Z ..., Its data lnpuL Unroder 58 therefore reverses the lion number (ADVAN) II generated at the rcdp!CIIt'a ter· 
rodlng operatioo pirlormcd by roder 30 ol FIG. 7. If the millal by roding II least a transmlssloo date and time with 
Information oa the check has been unmodified. the roc:ter 58 the CPNR by a coder (not shown). The ADVAN Is then 
should therefore reproduce the information INFO from the s mixed with the rnNX and the RNX by the mixer 48 and 
check which wu sought to be authenticat.ecl. In block fit, a sent to the remote bank CPU over the u.secured Hlle to the 
onmparlson Is made between the output of unroder 58 and sorter 6Z. AI the remote bank CPU, the CPNJl wbldl l.s 
the infOC'Jilatlon appearing on the check. Pallw-e of this generated by the unroder 7tls used to uncode the ADVAN 
romparloon h 111 l:ndlc.atlon that the check may have been to regenerate the trammi&Sion date ud time. Tbe signal 
modified after being issued, IJid the originator' 5 bank noll- 10 received o- the unseaJTed Une Is then authenticated by 
lies the recipient's bank that the meet. wiD not be honored. comparing the re1encrated trammlssion date and time to a 
Altematively, the joint tey JK from the coder 56 can be used reception dale and time (that is. the date ud time II which 
to code the infa'lllJillon (INFO) from the chcct. to generate the signal was ~ec;elved at the remote bank CPU). In lhll 
1 new VAN. which can then be compared '\Vith the VAN from manner. the reopen! 1111d transaction .. further authentl· 
the check to authenticate the clleclt. IS catecl. 

Should the comparison be favorable, this Is an Indication According to another embodiment of the present 
that the check Is autbealic and anmodlfled, and the origin•· Invention. RNX Is generated at both the recipient terminal 
tor's bank accesses the orlg!Dator's account (block 61) to and the remote biUit. CPU. To generate the ~ at the 
determin If th litis In der and has sullicl 1 funds remote bank CPU. a random Dllliiber aeacrator,. located at 

. e e acccu or CD 
20 

the remote bank CPU. wbercln the random Dumber ~tnera· 
or credit to pay the chec:t. The dat<o of the dlcct. Is deter· tor at the remote bank CPU IJ slml.lar to ud synchronized 
mined to be acc~le. !f the chect. OOD~I number does not with the random aumber aenerator 46 located at the rcclpi· 
appear in the orf81nator 1 IUe 11 1 preVJ~sly csshed check. ent' s terminal. Jn"stead of traDsfczrlng the RNX 111d the 
thea the current check control aumber u saved to prevent rnNX nJ th CRNX Ia transf: d th u d 
fraudulent check rewe. The originator's bank generates a • 0 Y •. . , crrc over e DSecurc 
rcde mcd ed ......... VAN(RV.A"" in cod 54 In 11 25 llae from the reaptent s tt:mllnalto the mnote bank CPU. 

e orr e • ...,..oa ~,, er ·us. g s At the remote bank CPU, the CPNR generated by the 
~ lcey,and the original VAN. RVAN Is saved tn the unroder?Oiscodcdbythecoder66withtheRNXgenerated 
onginat<>< s file (block 55) and is recorded on the check 1 the mole bank CPU to te the CRNX Th 8 (b~~k 57/· The originator's. accoont Is then, debited. The ~ated ~ Is then co~:: the COIIIJl8R~ ~ ~tb 
onll'nator s bank then aathonzes the rulplent s bank to pay the CRNX transferred from the rulplenl's terminal to the 
the check. On the other haad,lf originator's bank finds .atty 30 • • 
irregularity in the cbcck or in the originator's accoaat.lt will remote bank CPU to authentic;ote the r~ient and the SJgnal 

notify the recipient's bank that the check Is dishonored. ~';:~';' tr<;:'n~:::u.:::.:':~~e'!':cs'::.ncr, the rcdpl-

The RVAN (and other RVAN's from other traasactioas) Accordiag to another embodiment of the present 
can be ac~ssed !'om .orlginaton' Illes by banb and other 3, invention, CRNX is never 10nerated. Jnnead, the CPNR 
financiAl mstltutions mvolved with p-ocess!"g checks. to generated by the l.treverslble coder 42 is sent to the remote 
detennine the status of checks. Thus, by creating and 51onng bank CPU over a secured line rather than over an unsecured 
the RVANs In the originators' lUes. f:taudulcnt reuse. of line. The CPNR generated 'by the unroder: 70 Js then 
checks Is avoided. · · · compared by • comp-or (not shown) with the CPNR sent 

At block 7l (FlO. SA). the recipient's bank receives Uie o40 from the rcc~J>,~ent's terminal to the remote bank CPU to 
originator's bank's Instructions. U will then notify the recipi· authenti~e the redplenL In this alternate embodiment. the 
ent if the check has been dishonored. If the check has been random number generator 46. coder 44. mixer 41. oorter 6Z. 
honored. the recipient's account may be credited as in a and roc:ter 66 are not required although a secure Une is 
deposit. Altentately. the recipient csn receive payment required. ' 
immediately if he is at an appropriate te:nninal. sud! as an 45 FIGS. !I-ll constitute a functional block dla(U&ID illus-
automatlc teller machine. trating the present Invention in a credential issulnll and 

EssentlaUy, the check has cleared automatically. on-line. authentication system. The synem involves the same three 
without further check handling or processing. phases of operation as the check transaction system ofFJGS. 

In a transaction where the user cashes his own personal 6. 7. SA and liB. However. all users are enrolled by an 
meet.. the originator and recipient are one and the same. A lO authorized oll!ciAl who must be enrolled first. Accordingly. 
VAN is a-eated from a joint code which combines l:nforma- there are two enrollment proceues which are somewhat 
lion associated with the user. such as the user's identification dilrerenL The first one II enrollment of the otlldal. and the 
number (TIN or PAN) anclthe user's CPN. which is gener· second one is enrollment of a user pior to or at the time of 
ated directly from a PIN en!<-Led by the user. When the VAN issuing his credentials. It is contemplated that this syotem 
is authenticated. the joint rode is derived by combining the jJ would be useful for all types of cxcdentials and records; for 
user's Identification number fi1N or PAN). and the us<-L's example, motor vehicle registrations, social security cards, 
trae CPN, which Is generated from the RN 1111d ROC passport.s. birth certificates and all types of ideatificatlon 
retrieved from the user's file. with the TIN (or PAN) serving cards or personal stor&~e mediL 'Th.is synem would also be 
as a file index. useful in protecting agal:nst unauthorized access to all types 

As noted above. In FJG. lA II is possible to use an 60 of records. as p-evlously indicated. 
unsecured lint. between the mixer 48 and the sorler 62 FIG. !I illustrates enroUmeot of the o!licial. 11ds can be 
because CRNX and RNX, not CPNR. arc trannnitted from accomplished at a terminal or computer which Is in rom-
the mixer 48 to the sorter 6:Z. However. a security problem munication with a remote computer over a link which is 
still exists in usins an unsecured line between the mixer 48 assumed to be secure. The remote computer may. for 
and the sorter U because the signal can be recorded and then 6l example. be the central computer II the a10ncy Issuing the 
played back later to altempllo fraudulently authenticate a credential. At the remote computer. number acnerator 1M 
fraudulent transaction. In an alternate embodintent of the generates a random number which. at bioclc ttl. Is wm-
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only is secret information Ullavallable to a persoo who does 
Dol know the related PK and PIN. but that person Is even 
unable to determine the location of lhe file coolalnlnc the 
Information. and is unable to unoode the lnformal.lon con-

s !lined thaeln. 

pared to a cmrent Ust of aU wfaned pa-sonal teys. Jf the 
random number does not cm-espond to an uslgned personal 
key. then the random number Is assignod as the personal key, 
PKO, of the official belns enrolled. Altemalively. PKO can 
be selected at raaclom. from a Ust of unused PK0'1, and the 
Ust of avaUable PKO's would thaeby be dhnillished. In yet 
another alternative. PKO could be tccessed from a counter. 1'10. If Wwtrates user emoUment. The user Is emolled by 
such as a pseudorandom or an ordlnuy sequential counter a previously e11t0Ued official. who verllles the user's 
the output of which may be coded with a secret key The identity. based on acceptable docwnentati011. Before the user 
size. or length. ofPKO can be such as to provide 1 rulllizc can be enrolled. the official's identity and authority are 
memory address or an offset or an index extension, to limit 10 preferably authenticated. The otllclal cperates the termlaal. 
or enlarge the memory space wherein coaoealed rues are where he enters his PIN. and his TIN. OTIN. and the name 
stCI"ed. PKO is then transmitted over the sec:ure Unk to the code u•ed durlnl hls enrollment. which was stCI"Cd in his 
enrollment terminal. "File 1". OI1N Is transmitted to the remote computer. where 

AI the tenniJl4L the otllcial enters his PIN and name and It is used u an index to access Cl'KO from the official's File 
various other information requ'lrecl by the system. The name 15 No. 1. and Cl'KO Is relllnled to the terminal. The official's 
can be nllJDeJ"ically coded by using. telephone type key pad. PIN is awned to the lrrtvet'$1ble coder 1&4. which prodQceS 
The PIN Is appUed to an lm:verslble coder 114, which CPNO. CPNO Is appUed as tbe key lllputto an uncoder 114, 
produces his coded PIN CPNO. CPNO is appUed as the key whicb receives Cl'KO as 1 data input over the secure link 
Input to a coder lt6, which receives PKO as the data input. from the remote computer. It will be appreciated that 
The data output of coder t06ls the official's coded persotlai 20 unooder 114 sbq)ly reverses the process of coder 116 of 
key. Cl'KO. which Is applied as an iaplll to mixer tt'T. The 1'10. 9, therefore producing PKO. PKO Is applied to a mixer 
otllclal's name code and TIN. C711N, are also appUed u 118. dte other. input to which Is the official's name code. The 
inputs to mixer tt'T. Cl'KO represeots a coded addreuli~~ce output of IDlJier 1111 Is lben transmi~d to tbe remote 
it Is • coded n:pn:sentation ol PKO. computer. 

The output of mixer 1 t'Tis transmi~d back to the remot.: 
15 

AI the rcroote computer. the slsnal transmitted from mixer 
computer over the secure Unk:. At the remote computer, 118 Is received In a sorter 124. which sepant.:s out PKO. 
sorter 109 sepant.:s the received signal into Its compoo.enl and the name code. The extracted PKO Is ulillzcd as an 
parts: <l'KO. the oOidal's name code. and ()TIN, At block. Index to address the official's "Plle l" whereby 0.0 is read. 
108. Cl'KO and the official's name code are dten srved (I.e.. 

30 
The 0.0 read from l'llc No. lis compared against the 0.0 

wri~n) illlo File No. 1 assigned 10 the oCiicial with the gene:rated by coder 1lG. which bas as Its data Input PKO 
official's TIN. anN. servins as a F'J!e No. I index. n is whlcblsextractedbyaCI"terl24andasitsla:ylnputlsCl'KO 
assumed that clurlng the official's enrollment varioua other read from "F'Lie 1". Should dtls comparison fall. the Identity 
information will be provided by the officiai over the secure of the oftlcial is not authenticated al>llthe elltOilment of the 
Une IDd may be stored in his File No. t. It should be JIOted 

3
, user is aborted. Assuming thllthc c:omparlson Is successful. 

that O'l1N Is not secret aad, therefore. tbe locatlou of File COIIIJ*IIor 131ls then enabled. AI bloclr.13f. the name cl>llc 
No. 1 and the contents of File No. 1 (lnclucllng CPKO) are whicb Is extracted from aCI"ter 124 is CO!Dplfed agaisostthe 
not sec:rc~ name code read from the official's ''F'Ile 1" (using O'l1N as 

At block 112. PKO is used as aa Index for File No. 2. Index). Should dtls comparison fall, the eDrollment of the 
which is also a.llocated to the e11t0lling otliciai. The location user is abol1ed. Should dte comparison be successful. the 
of F'Lie No. 2 (and thus. lbe colltents of Pile No. 2) is 

40 
official bas been fully authenticated and the user's enroU-

conceaied. since PKO Is secret and not stored anywhere In menl may JYooeed. 
the system. The information or recCI"ds which are stored in At the remote computer. n~~mber generator tOO acnerat.:s 
Flle No. 2 can be coded or unooded. The memory space a unJque random number, whicb is usigned to the user u a 
when:in concealed files are stCI"ed may be previously filled 45 persooal ad<R&s key. PKU. Alternately, PKU can be gen-
(or pre-loaded) wUh dummy or false information to make erated &om a counter u prevloosly described. As discussed 
the contents IUid locations ol autbentic allocated files undls- below, PKU represents a predetermined secret address of a 
linguishable from the dummy files. The conc:ellled File No. File No. 2 auoclated with lbe user. PKU is transmitted over 
2 can also be used to stCI"e the ROC 1Dd RN (or store only the secure link to the cDrollment terminal, where it is applied 
RN, since only RN is secret-ROC could be stored In a ~ to the data input of coder 113. 
non-secret file. such as Official's FUe No. 1). as previously The user operates the terminal and selects a PIN which be 
described in I'IOS. '· 7, lA and lB. to reconstitute a user's enters along with his TIN. UI'IN. The user's PIN is applied 
coded PIN. CPN. The conoealed File No.l can also be used to the irreversible coder 114. which produces the user's 
to stCI"e other secret information (not shown) associated ')lith coded PIN, Cl'NU. CPNU is awlled as a key input to coders 
the official. AD ollldai's coded number. O.O.ls generated 5, 113 IUid 115. The output of coder 113 is the wer's coded 
at the output of coder 110, IUid Is saved in File No. lat block personll key. ,r;:FKU (which represents a coded address of 
112. The key Input to coder lltls CPKO and the data Input the user's Pile'No. 2), whlcb is applied as a data input to 
to coder 110 Is PKO or an arbltrl%}' predetermined number coder 115. The output of oodcr 115 is the user's coded 
(APN). 0.0 represent! coded authentication information number, CNU: which il applied to the input of mixer lUI. 
because Ills a coded representation ol CI'KO, and because 60 The user's TIN. lJ11N and CPKU are also appUed as inputs 
it is used by the system to authenticate the otllcill. to mixer 116. The output o1 mixer II' is transmitted back to 

At coder UO, CPKO and PKO can be interchanged as the the remote computer over the secure link. CNU represenu 
key and data inputs. However. the arrangement selected coded authentication information because It is a coded 
mustthenbeusedconsistentlyilleachpbaseoftheoperation representation of <l'KU. and because it Is used by the 
of the system. 6, system to authenticate the user. 

Those skilled ln the art will awreciatc that dte present At the remote computer. sorter 119 separates the received 
embodiment offers an addltiooallevel of security in that. not stsnal IIIIo Its component pills: CPKU. CNU and UI'IN. AI 
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block 118. CPKU and CNU are saved (te., written) Into File whereby codci: ISZ codes the INFO to produce a VAN, 
No. I assigned to the usor, with the user's 'IlN. IJl1N whichbrecordedonthea-cdeatiai.AftorrccordiDgtheVAN 
serving as a FUe No. I index. It should be noted that CPKU on the a-cdential. the joint k.ey, JKU. may be erucd from the 
and CNU may be recorded on the user's credential when official's File l. where It was stared (or held in escrow tr in 
they are gen<"Sated at the terminal. It should also be nolt!d 5 trust), until the credential was Issued. Altmutely. the 
that IJl1N is Dol sem:t. and th<'1'Cfore, the location and authentic JKU may be replaced with a false or dwnmy JK 
contents of the usor's File No. 1 •e not secret It should for security pwposcs. This completes the lssuaac:e of the 
further be Doled that the official's CNO is 1tored in the a-cdcntlal 145. It should be noled that the joint k.ey JKU 
official's secret File No, Z (FIG, 9) while the user's CNU is stored in the official's File No. Z can only be used In a 
stared Ill the user's non-sccrct File No. 1 (FlO. ItA). even 10 tnnsactl()Jiif a party exlsts with bowled&e of the oftidal's 
though both CNO and CNU 111e used to authentic.alt! the PIN, slllc:e this PIN Is required to access the o!lidal's File 
official and the user. respectively. These two dilf=nt ways No. l (at block 146). Thus. a person who does not have 
for sltrillg CNO aad CNU (as shown in FIGS. 9 aad lOA) bowledae of the ollidal's PIN (such as ID unscrupulous 
illustrate two embodlmeats of the present Invention. persoa lrying to issue a fl'oudulent acdential) cannot lcaki-

The user's PK. PKU (or an ad>ltnry predetcrrnined num- 15 matcly issue a a-cdential. 
her APN). Is appHed as the dati input to a coder 13Z. which The VAN which is generated from lnfonn.otlon (JNFO) 
receives the official's C!l'KO as a key Input Coder 13Z recorded oa the a'Cdential. or fl'om lnfonn.otlon wbk:b Is 
produoes a joint key, JKU. which It will be appreciated. Is olbelwise stared by the system. can Include (coded) persow 
determined by information related to the user and informa- deiCI'iptlve .deWIJ to further Identify the user (in addition to 
tionrelatedtotheofficlai.UsingPKUaunaddress.tbejolnt 20 the user's PIN and 'IlN) in order to limit the use rl the 
k.eyiswrillt!nintotheuser's "FileT at block Ill', and using credeatlalto the sole individual to whom It was Issued (01: 
PKO aod trnN as address indices, the joint key JKU is sold), Thus, Items such as bank cards, tickets, gi'CCD cards, 
written Into the official's "File l" 11 block 134 (FlO. JOB). food stampa. ballots. travel checks. FAX messages, etc .• can 
These writes are enabled as a result of the success of the be protected and DJed solely by the Individuals to whom they 
comparison oca.urlng at block UO. ACCQ"dlniiJy. the usor's lS were issued. Also, the usc of the credential may be enlarged 
''File T wUI contain a joint key, aad the official's ''File 2" lo include a group. ouch as a family, by coding such 
will co..Wn a jolat key fa- each oaer the official enrolls. informatioa Into the VAN. 
Slnc:e the user's file Z Is addressed by PKU (which is secret), FlO. llillustralcl the authentication of •• Issued credea-
the location aDd conlt!nll of the usor's file 2 are secret At l1aL This Is preferably perl"ormed ala tamiJial provided for 
coder 13:1. when the joint key JKU Is generated. CPK and 30 that pmpose. The lermlnallncludes 1 readlna device fer the 
PK can be int<"Schanged as key aad dalllnpuls, or as to user crodential145 and an input device. such as a keypad for the 
and official inputs. However, the arrangement selected must user. The information could. however. be read fl'om the 
then be used consistently. credential and keyed In by hand. The tormlnal communicates 

FlO. 11 Ulustrates lssuaoc:e r1 the credential. This is with the remote proteSS(lf via a Jnferably secun: IJnlc. 
shown separate from the user enrollment process of FIG. 10,, 35 As part of the credential authentication process. the lden-
llowevor, In many instances, II would occur at the sami: tlty of the user is authenticated. This requkes thu the user 
time. In the preferred embodiment this process Is shown as enter cCfUln infcnn.ation II the t..-mlnal. including a PIN 
occurring at the agency's computer, although it may be aad user's TIN, IJI'IN, which Is transmitted to the remote 
perl"onned by the official from 1 terminal where he may computer, whiCh returns CPKU and CNU (box 171) via a 
communicate with the computer. It is assumed that the <I! serure data link. Altenlatlvely, CPKU and CNU could have 
official has a credential printer or recorder which contains beearoeordedonthecredential(oronsomeotherltcminthe 
credential f<nnS oa which infonn.atlon Is printed a- reca-ded possession of the user. such as • card having a magnetic 
to produce the actual credential. However. it is Ill so possible stripe for storing data) and inputted directly into the termi-
to create the credential by inserting infonnatlon manually or nal. The PIN is applied to the lrrevenlble coder 17t which 
on a typewriter. provided the necessary information derived 45 produces CPNU. CPNU Is aJ>Piled as the key Input to coder 
by the system can be entered. The olllcial eat~• the usual 171 and uncoder 174. Codor 17l receives CPKU as 1 data 
Information (INFO) normally contained on a particular input It should be noted that coder 172 perl"orms in the same 
credentiall45. The user's 'IlN may also be recorded on the manner lS coder 115, which produced CNU at its output 
credentiaL Altornately. the user's CPKU and CNU may be during the user's earollment. The output of coder 17l is 
recorded on the credential, after being extracted from the lO applied as an Input to the COI1IJ'II"Ior at block 182. which 
us~'• Fde No. 1. with l1l1N serving as a file ladex. If also has as an input the CNU cxtrocted fl'orn the us~'• Fde 
CPKU and CNU are reca-ded on the a'Cdential,lhey may be No. I (or Inputted from the user's credential). 
erased fl'om the user's File No. 1. Altenlatively. only CNU Should thh COJilParison fail. the identJty olthe user Is not 
may be recorded on the credential, with CPKU remaining In authenticated. and the cred.ential authentication is aborted. 
File No. 1. or vice versa. 55 Assuming the comparison Is successful. the user Is 

The issuing process cootlones with the official entering identified. and the crodentlalouthentlcltlon, with access to 
his PIN, which Is applied to an in'everslble coder 140 to the hidden File No. l, ensues. The favorable output fl'om 
produoc his CPNO. which Is applied as a key Input to an comparator 182 enables unooder 174. The dati input to 
uncodcr 14Z. At block 144. the official's 'IlN. OTlN Is unoodor 174 Is the user's CPKU. The k.ey input to uncoder 
utilized as an index to access the official's "File 1". so that 60 174 Is the user's CPNU, as already expla!Ded. It will be 
CPKO may be read therefrom and applied as the input to awredaJed that uncoder 174 simply reverses the proc:ess of 
uncoder 142.. Uncoder 142 therefore perl"orms the same coder 113 of FlO. It, therefore producing PKU. PKU is 
processasunooder114ofF10.18toproducePKO.Atblock applied to a mixer 176 which also receives the VAN aDd 
146. PKO and lTl'1N m utilized a.1 address Indices to access INFO of the aedential. 1be output of mixer 176 is then 
the official's "File 2" and JKU Is read therefrom. The 65 transmitted to the remote computer over the secure 1lnk. 
lnfonnation INFO on the credential is applied as the data AI the remote computer. lTl'1N is utilized 05 an Index lo 
input to a oodet 152. and JKU is appHed as the key Input. acc:ess the user's "File 1" at block 178. This pormits reading 
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of O'KU and CNU from the file. whereby O'KU and CNU The check L! examlaed to determine If It contaias a redemp-
were transmitted back to the user's t!mlinal. At the remote lion VAN from a previous transaction. The JnSence or a 
computer. the signal transmitted from mixer 176 Is recelved redemption VAN is an lndicotion thai the check was used 
In sorter 18t. which separates out PKU. VAN and INFO. previously. and it will not be honored. If a redemption VAN 
The extracted PKU Is utilized to address the user's "File No. ~ Js aot preseat.lhea the transaction can proa:ed.Itls aosumed 
z• at block 1114 whereby 1KU Is read. It will be appreciated tiW the redeemer's bank Identification number (RDBIN). 
that the user's File No. Z has been aceeued by an authorized and TIN are stored in tbe terminal. otherwise the redeemer 
user wilhoutrderence to. c:r use of.lnfc:rmlllon sta-ed ia the keys In his balllt's ILIJDe and TIN. and the recipient keys Ia 
Ill e. The VAN extrscted from sorter ~It Js lll'f~ed as a data his TIN. PIN and bank' 1 name. A bank directory Is addressed 
Input to an uncoder, 16%. which rece1ves the JOlllt key JKU 10 at block 2t3 10 produce the recipient balllt's ldentiflcotioa 
extr~d from the user's ''FUe 2" at block 184. h will be number (RCPBIN). The recipient's PIN Is applied to 10 
apprectated that uncoder 161 therefore reverses the process Irreversible coder 42. which produces his CPNR. Jrrevers-
perfonned "! ~ 152 of FIG. 11. Ass~~g the VAN ?n ible coder 42. coder 44. randont number generllor 46, and 
the credential u the same one as ong111ally recorded. mixer 48 are the same components illustrated in PIO. IIA and 
uncoder 162 will have produe<;d the recovered INFO which 1 ~ cooperate ia !he same manner to produce RNX. CRNX. In 
should be the same as the actual INFO recorded on the 1 mixed roon 11 the output of mixer 48. 

cr~;~~ ltlf th INFO from 111 cred tW is d The termlnal has available to it the tedeemer's bank key 
• e e en corq>are (RDBK). which is applied to the key Input of a coder »t. 

to the INFO recovered from ~ocoder 162. Should the the data input to which Is the lennlnal JD (TID), which Is 
comparisoa fall. this Is an Indication that INFO oa the 20 senerated by the t!mlinal. Coder * then produces 1 joint 
credentlal has been modified. and the credential Is indicated terminal bank key (Tri!K), which Is applied aslhe key input 
as not being authentic. Should the comparison be successful. 10 a coder ZG6. the data input to which Is the output of mixer 
this is an indiclllon ~~~~ INFO is accurate. and die authen- 48. The mixer output Is lherefa-e coded with a joint key 
tiel~ of the credentla!IS confirmed. ~~atively. '!'e ere- TrBK which bas been generated on the basis or Information 
denlial information from tbe credcnlial ts coded u:nng the 25 related to the redeemer' 1 hank identity and the terminal 
JKU from the user's File No. 2 to generlle a new VAN, ldentil)' 

:u~'!~~=r.::.:~ the VAN from the credential 
10 

The ~urput of coder ll6 ond the information from input 

1n order to enhance the ·security of this system. 11 would means l,t2. and die recipient's TIN, RCYilN. and. the 
be desirable to mate unassigned areas of memoty indisti11- :10 redplent ' bank ID number. R~IN. are !hen !rsnsiUllfr;d 
guishable from those utilized to store information fa- the to the computer lithe redeelnC% s bank. At the redeemer s 
"File 1" and "File 2" information. This Is accomplished by bank (l'IO. 13B). all of the received Information is placed In 
pre-st<:ring pseudo-information in unused me1110ry allocaled lel'lljlOOII')' sta-"ll;e (block 2tll). • 
as hidden memory space. This pseudo-infOI'Jtl,lltion constl- The redeemer I TIN. RDTIN. {on&!nally stored In the 
tutes random information arranged in the same fonnat as 35 terminal. or keyed In by the redeemer), n then ulllized as an 
actual Illes. This prevents an Intruder from searching Index to access his account file. at bloclr llt. 
memory for structures that look lite actual information files The check control number (CCN) of !he presenl check is 
and using the uncovered information to wort backwards to then compared to the CCN's stored in the redeemer's file 
breach security. during previous transactions (block :Ul). and the trsnsactlon 

FIGS. 13A-13E. when arranged as shown In FIG. 14 • ., istermlnatedifthepreseniCCNmatchesthatofapre.viously 
constitute a fuoctlooal block diagram ruustrating further processed check:. If the C~N of the present check IS not a 
aspects of the cheek transaction system of PIGS. 6. 7. 8Aand duplicate. processing continues. 
88. SpeciJically, these figures Wuslnte a three-party check RDBIN, and RO'BIN are utilized as indices to access a 
trsnsaction. with each of the participants and the fidelity of boat key table (block :U3). which produces the redeemer's 
the infonnatloo on the check beillg authenticated. the check ~5 bank key RDBK. and the recipient's bank key RCBK. which 
being automatically cleared, and tbe funds of the particl- are applied as the data and key Inputs. respectively. to a 
pants being immedisteiy credited or debited. all of lheS<O coder 214. The coder 214 thea produces a joillt bank key 
processes being pedotmed on-line. The partidpallog parties JBK. which is derived from Information rclllled to the 
inlbls trsnsactloo are the check ori&lnator, whose account is identity of the redeemer's bank and the Identity of the 
to be debited; the tbeet recipient to whom !he check, is ~ recipient's bank. 
drawn; and the checkredeemer. who is cashing the cbeck for The tciminai., identification (fJD) Js input to a coder ll6. 
the recipient a- accepting it ill payment for goods or whltb hilS as a key Input RDBK. ln the same manner as 
services. and whose account is to be credited. ln addition. coder »t. cOder lUi therefore produces ITBK. which is 
the banks for each or these participants will also be partici- applied as a key Input to an uncoder 118. The data Input to 
paling In the transaction, and the messages generated by 55 uncoder 218 is the information in tempcrary &torage 208 
these banks will be authenticated. n Is assumed thai any which was origioally recei~~ed from coder 206. Coder 218 
individual or bank participating in the system will have therdc:rc "'verses the process pedc:rmed by coder 206. 
enroUed as illustrated in PIG. 6. ln addition, II Is assumed yicldiog the output of mixer 411. which is appUed as a data 
that a check used In the system is generated in die manner input to a coder lz.t. The key input to coder :Z211s JBK. so 
illustrated in FIG. 7. 150 thai tbe output of mixer 48 is now coded with the joint bank 

Referring first to PIG. 13A. the recipient of !he origlna- key JBK. The output of coder 220 is dlen transmitted ia a 
tor's check has presealed the check to the redeemer (block message to the redpient's bank. along with R<YI'IN. 
leO). The "'dpient and the redeemer are at a terminal which RDBIN. and RCPBIN. 
includes appropriate inputlllCAIIs 212. Preferably, the input At the redpient's bank. the received infonnallon is saved 
means iociudes a check reader and a keypad for each of 65 in temporary storage Z3t. RCPBIN and RDBIN are then 
them. However. In the absence of a check reader, it b also applied to a bank key table (block %32). to yield RCBK and 
possible to key in infotnJAiion from the face of the check:. RDBK. which are applied as the key and data Inputs. 
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respectively, to a coder 234. In the same roaMer u coder o data input. The output of coder 1'71 is the joint key JK. 
114. coder 234 therefore yields the jolllt bank key JBK. whlch Is applled as the key input to a coder 174. which 
which is applied u a key 1aput to uncode.r :236. The data receives the check Information as a data lllput. n will be 
i.Dput to this uncodcr Z36 Is the coded oomblnlllon of RNX oppreciated that coders 1'72 and 274 regenerate the origlul 
and CRNX produced by coder 221. Uncode.r Z36 therefore ' VAN. OVAN. from the check In the same manner as coders 
reverses the process of coder 120. yielding the mixture of 2S and3tofl'tG. 7. This regenerated VANls then compared 
RNX and CRNX as an outplll. This mlxt1JJ:e Is applied as an to the eJttracted VAN at block 266. If thls complrison falls. 
input to a sorter 238. to recover RNX and CRNX. It is an Indication tbat tbe check Information may have been 

. , tampered with and the orlglnata''s bank laforms the redeem-
The reapleat s TIN. RO"l''N.is utlliud u an Index to 

0 
er's baak that the check wW be dishoamd. On the other 

access the recipient's file at block l40 and ~ad therefr?m 1 hand. If the comparison succeeds. the process cootlnues. 
the random number. RNR. and his ROC. which ue applied The originator's bank thea performs a series of 
as the key and data Inputs. respec:tlvely. to an uncoder 142. computations. including determining whether the CCN of 
In the same '?""ner as uncodcr 7• ot.FIO. 8A. uneodct 142 the check is proper (Le.. has not been used before) and 
therefore denves the true CPNR. which Is applied as a key whether the originator has a sulllcient balance In hls acx:ount 
input to a coder 144. which receives RNX as a data iupuL 15 (or ctedll) to ccver the chedc. and whether the date of the 
The data output of ~ 144 is therefore the true CRNX. check is acceptable. In the case of any defects. the checkwiU 

At bloclc 146. this true CRNX is compared to the CRNX be dishonored and the process will termiD.ate. Assuming that 
derived from scrter 238. Jfthls complrisoa Is favorable. the everylhlng Is In ceder, modlficatioo of the originator's 
redpieat's Identity Is confirmed. and processing may pro- account is approved, and a record of the check created at 
ceed. Otherwise, processing is tc:nnlnated. with the origin•-

20 
block 271, with the new lnfonnalion being added to !em-

tor's check belnJ dishonored, because the recipient has not porary storage at block 113. Coden 175 and 27' .-e then 
been properly authenticated. Thcm:ipleat's bat then trans- utilized to encode the original VAN. OVAN, into an orlgl-
mlts a message to the redeemer's bank.lnformi.Dg it whether nator's hank VAN OBVAN. Various lnform.tt!oo about the 
or not the recipient hu been alllheoticated. II the recipient transaction. and authorization to ctedlt the redeemer's 
has not been alllhent!cated. the redeemer's lermi.Dal Is 25 accounlue thea transmitted is a message to the redeemer's 
ooti11ed. and processins will tennlnate. bank. 

Assumi.Dg that the recipient has been authelllicated. the At the redeemer's bank. all of the received lnf011111t!oo Is 
recipient's bank message Includes various Information stored in t.em.,orary stcnge at block 178. At block 1St. 
which Is temporarily stored by the n:deemct's bank (block 30 coder 232 and uncoder 284. steps are performed to extrad 
2!10 of FIO. 13C). At block l52. the originator's bank OVAN from OBVAN Ia a maoner which Is olmllar to that 
identification number ORBIN. which wu read from the whlch wu done In block ut. coder 162 and IIDcoder 264. 
check. and the redeemer's bank Identification number This extracted QVAN Is thea applied to a comparator 286 of 
RDBIN are applied H lndlces to a bank key table to reoover F1G. 131!. which receives as an additloaal input the 5tored 
bank keys fcc these banks, OBK ud RDBK. respectively. lS OVAN from the check presented by the reclpleaL rt thls 
These keys are applied to a coder 254 to produce a joint bank compar:isa. falls. the process has not been authenticated, and 
key JBK'. which is therefore dependent upun inform.Woo the originator's bank will be notified. On the Olher hand. if 
related to the orialllator's bank and the Information related the co~q~lrisoa succeeds. this Is an lndiclllon that fuli 
to the redeemer's bank. JBK' is applied to the key input of authenlicatloo of the entire process and all parties has 
a coder 2S6. whlch receives the original VAN. OVAN. (from 40 occurred and that the message received from the oripnator's 
the check) as a data laput. The output of coder l56 Is a bank is authentic. 
redeemer's bank RDBVAN. whlch is traasmitted to the Processing then continues by accessing the redeemer's 
originator's bank. along with various transaction informa- account at block 188. computing a new balance at block 291 
lion and the information from the cbect. RDBVAN serves to and updating the redeemer's account The redeemer's baak 
authenticate the comrnuniclllon between the banks. 45 then transmits a mes&age back to the originator's bank. 

At the originator's hank. the received Information is lnfonnlogit that the redeemer's account has been aedlted. 
tempor.-ily stored at block l58. ORBIN and RDBIN are This information Is saved at the originator's baak in !em-
then ut!Uzed to refereoce a bank key table at block 260. porary storage at block 2!11. The oripaator's bani< then 
whereby OBK and RDBK ue extracted in the same manner accesses the originator's acccunt file using his personal 
as lD block 252. The joint key JBK' is then generated by 50 account Dumber OROPAN as an index. and updates his 
means of a coder 26lin the same manner as coder 254. JBK' account with the Information that was placed In temporary 
is then applied as the key input to an uncoder 264. which storage at block 113 (FIG. 130). 
receives RDBVAN as a data input. This uncodu 264 there- The redeemer's bank also communicates with the tcrmi-
fore reverses the process perfonned by coder l56 and nal at which the check was presented (block 2!'4 of FIG. 
produces an extracted OVAN. whlch Is applied to a com- ss 130). and informs It that the transactioa hu been satlsfac-
puator 266 (as shown In FIG. 130). torily completed and that the recipient may receive payment 

The originator's persoaal account number ORGPAN in the form of cash. goods or services (block 2!16). The 
which origloally appeued oa the check Is utilized as an terminal prints the redemption VAN (RDBVAN} on the 
Index to access the originator'• account file at block 268 of check. 
FIG. l3C. This provides access to vlriouslnformation about 60 Although various embodiments of the present invention 
the originator's account including the balance and a list of have been described herein as useful for particular types of 
prior check control nwnbers (CCN's). l!ld in addition. trBJisactions. those skilled in the art will appreciate that they 
provides access to his revisable owner code ROCO and actually have universal utility. For example. the last embodl-
t1lndom number RNO. which ue applied u the data and key meat (depleted in FIGS. 13A-l3E) was described os useful 
inputs to an uncoder. to produce the originator's coded pin 65 In a check transaction system. but it wiD be appreciated that 
CPNO. CPNO is then appUed as the key lnputto a coder rT2 it would also be useful in a biD payment system as weU as 
(FIG. 130) which receives the recipient's TIN. RCPJ'IN. as a paperless/cashless system (as further desa-ibed below). 
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F1GS. ISA, 15B and ISC are funttloaal bloclt dlagruns of to fnevenlble coder 1St2 which prodooes the user's coded 
a credential lssulneud authentication system acoordlng to PIN, CPNU. CPNU is appUed as alcey Input to coder 1514. 
u llltcmate embodlmelll o::l the present invention. wherein The output of the ooder 1S04 is the user's coded predeter-
lhe llltemale embodiment includes many of the features of mined address or key. CPKU. CPKU may be stored In a user 
the embodlmenu depleted In flGS. ~ ud F1GS. J-12. Por , record (at block 1510). A mixer ISH mixes CPNU and 
eurnple, the alternate embodiment of flOS. 15A-ISC CPKU ud transmits the mixed signal to the remote CPU. 
include steps for enrolling an oflicilll. enrolllng a lJ!i<:r. 5 2 !!suing a eredenlllll. and autbentieatiniJ the aedential.lj'IQ. At the remote eo~ter. somr 1 1 separates the 
15Aillustrates user enroUment. FlO. 15B Illustrates issuance received dgnal into its component parts CPKU ud CPN. At 
of 1. aedentinl.ud F1G.15C Dlustratesthe aulhclllication of the remote computer. a random number RN II generated (as 
u i55ucd credential. 111 the alternate embodiment of F10S. to discussed above) and appUed as a lcey input to coder 1511. 
1SA-1SC. enrollment of the official Is the same as shown in The coder 1518 also receives O'N as a.n input and thereby 
FlO. J ud. therefore, shall aot be discussed further. generates a revisable owner code (ROC). ROC Is stored in 

Referring to PIO. 15A, 1 user Is enroUed by a p-eviously the user's Pile No. l (at block lS2t), wherein the user's Pile 
enroUed oDicial who verlftes the user's Identity. based on No. 1 Is accessed (or addressed) using IJJ'IN. CPKU Is lllso 
acceptable doeumentalloa. Befbrc the user can be enrolled. IS stored in the user's Pile No. I (Ill block lS:zt). 
the official's Identity o,nd authority must be authenticated. PKU Is applied u an Index or address to the user's File 
The oOidal operates a terminal. where he caters his PIN ed No. lin order to store RN (at block lSll). PKU II sead In 
his TIN. c::rnN. and the name oode used during his the system 1111d. therefore. the location and eontellls of the 
enrollment. which was stored In his Pile No. t. c::rnN Is user'• PUe No. 2 (Including RN) Is seaet. Addltlonal 
transmitted to the remote computer. where it is used as an 20 Information may be ooded In a coder 1524 us1n1 CPKU 1s 

In~ or address to aa:ess the oDidlll: s Pile No. 1 and a key Input to generate coded laformallon which Is also 
rebieve CPKO (block 1~. CPKO ts returned to the stored in the user's Pile No. 2. The lnforrnallon which is 
~1141mdal' PIN 1 Ued in' lbl oodr:r 1531 coded using CPKU In the coder 1524 may Include the seaet 

wbl; ;ooucC: CPNd. dto i:~"':s ~key Input u; , information RN. 
an unroder 1532, which receives CPKO as a data input from PKU Is appUed u 111 Input to ooder 1521. which lllso 
the remote computer ed which unoodes CPKO to generate receives CPKO as a key Input. The coder 1521 &eaerstes a 
PKO. CPKO I• also ~pplled as alcey laput to a ooder 1534. user jointlcey (JKU) which Is stored in the user's Pile No. 
wblch recelves PKO as an inpuL The coder 1534 codes PKO 2. JKU Is also stored In the ollicllll's Pile No. 2 (at block 
using CPKO as the key Input to geoenle a coded number for 30 IS52). 
the olficW (CNO). wblch represenb coded authentication II should be noted that the &torage and handUne ofRN and 
informal! on. Another coder 1538 oodes the oftldal' s na.me ROC In the embodiment shown In PIG. 15Ais clitferent from 
code using CNO as 1 key input to generate a coded na.me the storage and hedllng of RN and ROC shown In flG. 6. 
rode. A mixer 1536 mixes the coded name code, PKO. a.nd Ill flO. 6, the ftle In which RN and ROC are st«ed Is 
CNO and transmits the mixed signal to the sorter 1540 at the " generally 110n-secn:t because it is ibdexed (or addressed) by 
remote computer over p-efera.bly a secure Un.k. generally non-secn:t user information (such as the user's 

AI the re:m«e computer. the signal transmitted from mixer TIN), However. in the eDlbodiment shown in PIG. ISA. the 
IS36 Is recelved by the somr 154t. wblcb separates out non-seaet ROC Is stored in the user's Pile No. I. whicb Is 
PKO. CNO. and the coded name code. PKO Is appUed u an non-secret. a.nd the seaet RN Is stored Ill the user's File No. 
index (or address) to access the official's P'lle No. 2 and to 40 2, which Is secret (since itls accessed or addRssed uslnethe 
thereby retrieve CNO. which was previously stored In the seaet PKU). Therefore. the embodiment of 1SA Includes an 
oflicW's P'tle No.2 during the enroll.mel>t of the oftldal (see additional level of security and protection over the embodl-
flO. 9). The CNO transmitted from the tcnninal and the ment shown in FlO. 6. 
CNO retrieved from File No. l a.re thcn oompared l~. a FIG. ISB illustrates Issuance of a credential acoordlna to 
compa.rator 1542. 1f the oomparlson falls, the Identify of: !4i: 4s the alternate embodiment of the present lnvcnllon. The 
oDicial is not authenticated and the enrollment of the user.ls Issuance of credential In the alternate embodiment is esseo-
aborU:d. Assuming thai the comparison Is successful. die tiaUy the. sa.me'ls the Issuance of credentials in the previous 
comparator 1542 is enabled a.nd sends a signal to an unooder embodiment shown In PIG. 11. N<>te, however. thll It Is 
1544. The unroder 1544 then Ulleodes the coded name code possible to record the ROC retrieved from the user File No. 
using the CNO retrieved from the o16dal's File No. 2 to 50 1 on the credential ~ since the ROC Is public (although 
regenerate the name rode. The name code is also accessed the ROC cculd also have been recorded on the aedenllalln 
from Pile No. 1 and then compared at 1550. If the compari· the previous embodiment). 
son falls. the ldenllfy of the oDicW is not authenticated and PIO. ISC illustrates the authentication of an Issued ere-
the enroUment of the user is aborted. ~suming that the dential. This Is preferably perfonned at a terminal provided 
comparison Is successfuL the compantor 1550 sends an S$ for that purpose. The terminal Includes a reading device for 
authentication signal ("okay to enroll user") a.nd user enroll- the credential 1564 and an input device, such as a keypad, 
ment hegins. 11 should be noted that the "okay to enroll user" for the user. The Information from the aedentiall$64 could. 
signal is applied as a write enabled to the oflicllll's Plle No. however, be keyed in by halld. The terminal communicates 
l at l552to save a joint key JKU therein (described below). with the remote processor via a prefera.bly secured l.inlc. As 

At the remote oomputer, number general« 1516 generates 60 part of the credential authentication process. the Identity of 
a unique random number (as discussed above), which is the user is authenlleated. Specifically, the user enters his PIN 
assigned to the user as a secret predetermined address or lcey. which is oppUed as an Input to ln:eversible coder 1578, 
PKU. PKU Is transmitted over a secured link to the enroll· which generates a coded PIN (CPNU). The us..- also eaters 
mentlenninal. wbere it iJ applied to the data Input of a coder his TIN (UTIN), which is used to access the user Pile No. I 
1$04. 6S (at block 1511) ed retrieve CPKU, whlcb Is transmitted 

The user operates a lermioal and selects a PIN which he from the remote CPU to the terminal. CPKU Is applied as an 
enters alone with bls TIN. UTIN. The user's PIN Is applied Input to coder 1574. which also receives CPNU as 1 lcey 
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input. The coder 1574 Fnerlles a coded number CNU. If the comparl!on Is succenful. the lnfonnllloo lrlllsmltted 
which represents coded authendcation InformAtion. CPKU over lhe twumlsaloo medium between lbe mixer 1576 and 
Is also oppUed as an· Input to uocod.,. 1571. which also dte sorter 1!78is aulheolicaled. 1n this manaer,lheuser and 
receives CPNU as a key Input The uncoder 1572 uncodes ..-edellllAI are further IUihenticated. 
O'KU to reseoerate PKU. Both CNU aod PKU are mixed 5 Alternatively. a semi-random number (aot shown) Is 
by mixer 1576 and sent to lhesi'I'W 1571 at the remote CPU. aerx::rllled 111 the terminal using a coooter or other random 

At the remote CPU. the sorter 1!71 separates the signal number generata- (DOt shown). The seml-rudom IIIIJ'IIber Is 
Into its component parts PKU and CNU. PKU Is applied as coded using the CPNU to generate a coded semi-random 
an Index Into the user's P'dc No. 2 In ttder to retrieve the number. The coded semi-random number is then trusmittcd 
sec:.-et ioformatloo RN. UT1N is applied as an Index to the 10 aloog with CNU and PKU to !be remote CPU over an 
user's File No. I to retrieve the non-secret revisable ownci unsecured medium. At the remote CPU. the coded semi-
code (ROC). ROC Is appUed as ID input to uncoder 1584, rll!dom number ls uncoded using RO'N to reaeoerlle the 
and the seaet laformatloo RN is appUed as a key .Input to semi-J'Illdom number. A seoolld seml-nndom IIUI1Iber is 
Wlcoder 1514. The uncoder 1514 thtttby Wlcodes ROC thea aenerated at the remote CPU udog aaother counter or 
uslna RN in order to relflnerate CPNU u RCPN. which Is 15 rll!dom number generator (aot shown) whlcll II aeoerally 
opplled u a key Input at coder '1511. CPKU. which Is read synehrollized with the counter (not shown) at the terminal. 
from lhe c:redeotial 1564. Is apP.Ied as an Input to coder The oommunlcatlon medium between lhe mix..- 1!76 and 
1581. The coder !sal codes CPKU using RO'N as a key lhe si'I'W 1!78 is then 111thentlcated by comparing at the 
Input In order to geo..-lle a coded number CNU. The remote O'U the regenerated semi-random number to the 
generated coded number CNU Is compared at the OOI1lJIIB'•· 1/J seoond semi-random number which was generated II the 
tor 1580 to the coded number CNU received from lhe remote CPU. If the comparlsoo Is socceuful. then the 
terminal. If the comparison falls, autbentlcatloo of the user IDformation. ln.osmitted over !be communkatioa medium 
aborts. However, If the compari.soals successful. lhe user is between the mixer 1!7' and the sorter 1S711s authenticated. 
authenticated and the p-ocess ooatillues by authenticating In this manner, the user and credeotilll are further autheoll-
the aedeDiial 1564. 25 csted. 

The aedeotial1564 Is authenticaled by reading the olfi- As desalbed above. lhe p-edetcrmioed sec:ret address 
dill's ID number OTIN from lhe c:redential and using OI1N PKU Is coded to gellel'1lte lhe coded setret addreu O'KU. 
as an Index in order to access the o!Bcl&l's FOe No. 1 and According to an llltemate embodiment, PKU oo.mprises one 
read CPKO (block 1599). CPKO is applied as an Input to or more c<>rnponeots which .-e combinable to fo:rrn the 
coder 15!111 which also recelves PKU u a ltey lnpuL The 30 predetermined secret address PKU. In this altcmative 
cod..- 15PI codes CPKO using PKU In crder to regenerate etobodimeol. only ooe of the components of lhe PKU Is 
the user joint key JKU. JKU 11 also read from the user's File transmitted from the remote O'U to lhe terminal. The cod..-
No. l using PKU as an ladex and then applied to a 15M (FIG. 15A) codes this one component of lhe PKU to 
comparator 15!16. The comparllltt 15!16 compares lhe JKU geDetlle CPKU. Therefore. In this altcroaiC embodiment. 
which was retrieved from the user's F'tle No. 2 aDd the JKU 35 CPKU rep-eseDis a coded portion of lhe PKU. Then. to 
which was genented by lhe coder 1591. If the comparison access the user's P'tle No. 2. the Cl'KU Is uocoded as 
fails. lhen authentication of !be aedeotial abort!:. However. described above to regenerate !be portion of the PKU. Thl• 
if the comparison Is successful. lhe comparator 15!16 Is PKU portion Is combined with the other portions of !be PKU 
enabled and sends an okay signal to a comparator lSH. to regenerate the PKU. which Is lheo used to aa:eu the 

The JKU retrieved from !be user's File No. 1 at 1516 is 40 us..-'s File No. 2. The 0111..- portion• of the PKU may be 
applied to an uncoder 1592, which also receives aa an input stoced throughout the syst..-o. such as in the operl.lillg 
the VAN which was read from the c:redential 1564. The system. in the executive p-ogram. in file•. etc. 
uncoder1591uncodestheVANioonlertoregen..-ateiNFO. FIG. 16 b a functional block diagram of a system for 
The regenerated INFO is applied as an input to the com~ autheoticlling the Identity of a party and for auth«izzng 
pan tor 15!14. which also receives the INFO read from the 45 IC(t:SS to a party's hidden (or sec:ret) llle according to an 
aedentia11564. The compontor ISH compares lhe reg~n.- altOI'nate embodiment of the present inventioa. The party's 
crated INFO and the INFO from the aedenti.al and if II!• hidden rue (such as hidden memay rue 162.2) may coatalo 
comparison Is successful. the credential is authenticated. coded or uncoc!,ed secret iDfa-matioo. In lhe cmbodiment of 
Otherwise. the credential is not authenticated. FIG. 16. ,the plrty is in possession of a portable storage 

As noted above. in FIG. 15C, the transmission link j() media, sud! .,. • card 16tl having a magnetic stripe for 
between the mixer 1576 and the sorter 1!71 Is prefenbly recordlng lDformalioo thereo~~. The card 16021s issued by an 
secured since using an unsecured link would present a agency. or a bank. dwio11 enrollment of the party. lnforma-
poteotialaecurity problem. For example, the sltp~al fromlhe tioo recorded on the card 1601 includes the p.ty's revisable 
mixer 1576 could be recorded and then traasmitled to lhe owner code (ROC). a ooded address (O'K) of the hiddeo rue 
sorter 1578 at a later date in order to attempt to &audulelltly ss 162.2. an agency identification number (AID or Agency U>). 
authenticate a user aDd a credential. 1n accordance with an and a b'aosactlon sequence number (TSN). The pll'ly's ROC 
altcmate embodlmeot of the p-esent Invention. an anti- Is generated as desaibcd above (see F1G. 6). The coded 
dupUcati011 variable autheatlcation number (ADVAN) Is addren CPK of lhe hidden memory file 162.2 may either 
gen..-lled at the tennlnal by coding at least a b'ansmissloo represent the entire address of the hidden memory file 1621 
date and a time with the CPNU. The ADVAN Is then mixed 60 or only a portion of the address of !be hidden memory file 
With the CNU 111d the PKU at the mixer 1576 and sent to lhe 1611. as desaibed above. 
sorter 1578 at !be n:mote CPU over an WJsecured llDk. At the The party to be authenticated enters a personal ldentlll-
remote CPU. the received ADVAN Is uocodcd using the cation number (PIN) at a terminal. The P1N is Input to an 
derived R<PN to n:generate the transmission date and the laeverslble coder 16M to produce a coded p..-sonlllldentl-
time. The regenerated traosml.sslon date and time are !ben 6s llcatlon numb..- (CPN). The Information recorded on the 
compared to a reception date aDd time (that is. the date and party's card 160:1 Is read from the card 1602 using an 
time 11 which lhe sfsnal was received at the sorter 1578) md appropiate reader (not shown). The CPK read from the card 
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lliOlls applied as an Input to an uncodcr 1612, whlcll also 
receives the CPN as al:ey input. The uncodu l6ll uncodes 
CPK using CPN as a key Input to gen<nte PK. which 
represents either the total address of the hldden memory !lie 
16ll or a portion of the address of the hidden memory file 
Uill (as noted above). 

The transaction sequence number (l'SN) reJid from the 
card ltSflls Input to amixerlMS and then to a coder lfilO. 
The coder 16lt also receives the CPN as a key input. The 
coder 16111 codes the TSN using the CPN u 1 key Input to 
generate an anti-duplication VAN (ADVAN). The ADVAN. 
PK. ROC. and AID are Input to 1 mixer 1614 and the 
resulting mixed oignal Is sent 10 the remote CPU over a 
preferably unsecured eommunlcatlon link. 

22 
ll should be noted that an unsecured COIDJIIUilication 1lnlc 

between the mixer 1614 and the sol1er 16161s utlllzed If the 
hidden memory ftle 16:U Is remole from the location where 
the party's PIN Is entered (that is. the terminal). It should • 
also be noted that the transaction sequence number (l'SN). ' 
In conjunction with the ADVAN. serves to poteet the 
autbeatlclty of the transaction and !he user's cw qalnst 
fraudulent duplication of tbe trausaction infOil"llation (that Is. 
by recording the output of the mixer 1614 and retransmitting 

10 it later to the sorter 1616). 
A number of additional applications f<X the present inven­

tion Will DOW be described. 
The Invention could be utilized in a pay telephoae system 

In which calls could be made without the use of money. The 
15 call originator uses a telephone In !he usual way to enter the 

telephone number of the party to be called (I.e., to the call 
recipieot). The call orlglnatcr also enters his own telephone 

The user's hidden mema.-y file 162lls part of a meJUOIY 
which Is used to store such tiles 11 the remote CPU. The 
sorte< 161' separates• the received mixed slgaal Into lu 
colllpunenl part. ROC. PK. AID. and ADVAN. Where the 
PK generated by the uncodcr 1'llls oaly 1 portion of the number and PIN. The system then authenticates !he Identity 
address to the hidden memory file lli:U. !he AID Is used 15 20 

of !he originator u desalbed above (by using. for example. 
an lnda 10 a memo~Y table 1618 to retrieve oth17 address the embodiment depicted In PIGS. 6-3 cr In PIGS. '-ll).ID 
colllpunents for the hidden memory ftle t62l. Thus. !he the first ~mbodlment (I.e .. PIGS. 6. 7. 8A ud BB). the 
address components In the memory table 1618 applicable in orlglnotor • PIN II coded. and used to derive an orbltr.-y 
uy given trusactioe depends on the partlcullr AID. The PK number. whldl Is subsequently co111p1red to another such 
Is combi11ed with the olhl7 address componenu at a com· 

15 
number which u gt~~crated from a reconstituted V17slon of 

biner 162t to !hereby form the composite address of the the coded PIN. The reconstituted coded PIN Is fcrmed from 
hidden memory file 16:U. The AID could also ldentjfy .a an RN and ROC whlcb are accessed from the orl&lnatcr's 
predetermined procedure f<X combinillg the appUcable acoouat file. ~ith the originator's .tdepboue number serving 
address components. The composite address is used to •• a file Index. If the compllrison Is unf~vcrable, the call is 
access the hidden memory llle 162l to retrieve 1 secret abcrted; otherwise. call processlag continues. 
random number RN (which Is generated acccrding to the 

30 
In the second embodlmeat. !he originator's telephone 

method described above with respect to PIG. 6). RN Is input aumber Is used as an ladex to ftle no. J to access an 
as a key to a coder 16l4. The codl7 16l4 ll.so receives the orlglnaror"s O'KO and true CNO. The oripnator"s coded 
ROC from the sorter 1616 and thereby ge~~erates CPN. PIN, CPNO. Is then combined with the originattc"'s CPKO 

A transadion sequence number (TSN) is also retrieved 
3

, to generate a CNO (as In PIG. ll). The originator's Identify 
from the blddea memory llle 1':U and is Input to a cod<>: Is !hen wthentlcated by co~g the true CNO with the 
163l. The coder 163l also receives CPN as a gy Input and derived CNO. If the comparison ts unfavorable. the call Is 
thl7eby gen<a:ates an ADVAN. The ADVAN generated by abcrted; otherwise. processing continues. The originator can 
the coder 1632 is compared with the ADVAN output from use a mac111ne readable card, or the like which has CPKO 
the sorter 1616 at a coroparator 163t. If a favorable com- aad CNO previously recorded thereon. 1D this e"Y£at. access 
parison is obtained. then cod17 UU is enoblcd. If the 

40 
to file no. I is unnecessary. · 

comparison is oot favorable, then the user is not authenti- In either embodlment. if the ldeotity coniparison h 
cated and doe.t not gain access to the memory file Ifill. favorable. then the originator's credit balallt:e is extracted 

Coderl6Ure<:elvesPKasaniaputandCPNa51 teyand from the originator's file to determibe whelher the caU 
th<a:eby generates CPK. The CPK geaerated by the codl7 4, should be allowed. If the credit baluce is favoroble. thea the 
1621 is received by an uacoder 1616 as a key lapuL The telephone connection h extended to lhe call recipient. and 
uncoder 16lli also receives as input coded lnfcrmation the recipient's telephone II rung. 
which is retrieved from the bidden memory ftle 16:U. The At the t11d of the call. the oripnator's credit balance b 
uncoder 1U6 uncodes the coded lnfonn.alion from the diminished by the cost of the call. and the new balance is 
hidden memory file 1611 using the CPK as a key input to so computed and rewritten 10 the originat<X"s file. The <rigi-
thercby produce clear lnfcnnation. The clear !nfonnation is nator may then be advised of the cost or the call When the 
then provided to the authenticated u•er. recipient's tclephobe rings and the call is answered. the 

As a result of the favorable comparison of the ADVANs system can require that the Identity of the person uswering 
at lhe comparator 163t. a new (or revised) transaction the phone be authenticated. as in a person to person call. 1D 
sequence number (l'SN) Is generated and stored in the , this event. the recipient Is asked to eater a PIN. and the 
hidden meJUOIY llle J6l1. Also. a coder 1634is enabled. The recipient's Identity is authenticated using either of the two 
coder U34 receives the CPN as an input and al&o receive& embodiments mentioned above. 
a revised RN as a key input The output of codl7 1634 is a Alternatively. a first joint code could be generated when 
new ROC. which is combined wilh the new TSN in mixer the call is Initiated. e.g .. from the origlnatcr's CPN. and the 
1635. The mixer 1635 output is scot back to the terminal ro recipient" s reconstituted CPN. When the call is answered. 
where the sorter 16t4 separates the new TSN and ROC. the recipient cntcn his PIN. which Is ronverted to a CPN and 
whlcll are then reccrded on the user's card (In order to combined with the originator's reconstituted CPN to form a 
tyepare for the next transaction by the user). Note also that second joint code. A comparison then ensues between the 
a new CPK may be generated as well by revising a mcl!iory first and second joint codes. 
address component. sucll as the address displacer~~ent. In litis 65 Another application of the invention Is a system which 
event. the new CPK would also be returned to the terminal USC$ a bill u the means of (or vehicle ftc") payment. The bill 
to be recorded on tbe user• s c.-d. , contains the Usual payment information. and a VAN is ll.so 
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recorded on lhe bUt when tile bill is generated. The VAN is physician can automalically audlorize the prcscriptioo of an 
derived from tile pAyment lnfcrmalion (INFO) and identl- originating physician (on-line). after lhe original prescrip-
ftcatlon lnfonnalion usociated wid! the criginator of the bill lion Is aulheatlcatecl 
(e.g .• slmllar to the bank ldentiJicatloo Uno of information The invention also finds utlUty in a paperless/cashless 
which appears at the bottom of an orlg!Jtator' s cheek) or the s transacti<ln sysl!Om. 1o which "funds transfCI" tnosaclioos. 
crigloator's TIN and BIN. The bill may also contain tlte such as purdiases. occur without d)e use of money. or 
recipient's TIN and BIN. Preferably. the above information chects. lD this system. d!e pAyment originator uses a pay-
Is coded In a standard fonnaL at a flxed location on the bill ment recipient's terminal which start.! information to Ideo-
itself. The bill is then used in an appropriate document tify the precise location of the recipient's account. 
reader to provide the lransaclion pllyment loformatlon to the 10 Alternatively, an originator PIN. loformatlon Identifying an 
sy!ilem. The pmy paying tile bill (i.e., the payor) enters his orlg!Jtator occount and a recipient account. and funds trans-
PIN and the payor Is dlen aulhendcated usln11the PIN. Also. fer information (INFO) wbJcb locludts a payment amount 
the VAN is authenticated (using one of the methods are entered directly Into a terminal of !Ids system by lhe 
described above). If the payor and the VAN are authentic. payment originator. The system initially generates a VAN. 
the bill Is paid. A redemptioa VAN Is generated (using ts (OVAN). by uslns tile payment Information (INFO) in 
lofonnation associated with the payee party) aad printed on conjunction with the identification lofa-matlon IUodated 
tho bill. when it has bebn paid. with tbo payment cri&lnator and payment reclpienL The 

Alternatively, the payor cou~d simply key ill the lnf~- payment oripnat<r is authentlcllled using the crigluator PIN 
lion from the face of the bill. When the lransaction u uslos a method described above. The system dlen approves 
completed. a redemption VAN is displayed to the pay<r. lO or disapproves the payment based upon an authenticotion of 
which he rec<rds on tltc bill (or tlte VAN could be aut<>- the VAN, and the "jolnr identiJication informatioo ass.oci-
matieally recorded on the bill). ated with the participanu, and the availability of funds. or 

rn acccrdance wid! a further appliclltloo of the embodi- credit. Such transactions are curled on entirely 
menu of this Invention. a medical ~scription form which eleclronlcally, tile participnt's bank acxounts are credited 
has been ori&lnated and issued by a doctor to 1 patient (a 2

' and debited automatically. allowing commercial transac-
redpient), can be authenticated to pennlt dispensiq of the lions to be completed ''instaataneously". An RVAN may be 
desigl!llted modlclne, or drug. In 1 processing jurisdiction. generated using tbo INFO Olld printed on a receipt which Is 
along with automated paymenL Automoted payment niay dispensed to lhe origll!lllar. 
Include a third party such as an Insurance provider. This 30 Although prefcored embodiments of the invention have 
system is particularly useful for a patient who is In desperate been disclosed for IUuslrotive purposes. diose skilled In the 
need()( medicine. and is In a retDote or strnnge environment. art will appreciate that llWIY additions. modifications. and 
where the prescription cannot be easily authenticated. <r an substitudons are possible without departing from the scope 
available phannacy cannot be found. or spirit of the invention as defined In the aeeompanying 

The prescription form contains ldtntiJication Information 35 claims. 
associated with lhe doctor and the patient. and tlte usual 1 claim: 
loformadon whl<:h appears on a prescription. such as the t. A method far coding and storing infonnatlon. compris-
type of medicine. strength. quandty. application. date. refills. in& Jnfoonatlon associated wilh a party and other sensitive 
generic. and a control nun>ber. The preseription form also infonn.otloo. said ioformatlon associated with a party being 
contains a VAN. which is the result of coding tlte medical 40 subsequelllly used to authenticate the party and authorize 
and identiJication information. Preferably. the lnformadon access. the rnelhod comprising: 
and the VAN are recorded oa the prescription form so dial 1 • • ~- at ide tiJi ti' mber 
it Is readable by an individual. and It also includes co&d previou; Y :ecOJ~lllg 1 •u~t person n ea 00 nu 
symbols or characters representing the same lofcnnalion !n <PIN ) .~ e pmy. , 
machine readable form. 

45 
previollsly dmvin1 or accessiq lint coded autheotica· 

When tlte prescription fonn is utilized by the recipient to lion information by usiog the first PIN I; 
obtain tbo medicine from a proce.~slns entity (such as a drug previously generatin.ll at least IW? numbers .using the first 
store). the information on the form is read automatically by coded authendcation inC~ lion. wherem at least one 
a terminal of the system. or it is entered via a keyboard. The of the at least two numbers JS an arbitrary number; 
recipient also enters his PIN. and the system authenticates 50 previously stcring each of the at least two numbers In one 
tile prescripdon form. tbo doctor. and tbo recipient in accor- or mon: Slorage means; 
dance with the embedlments described previously. An lodi- retrieving each of the at least two numben previously 
catlonofthecosloftheprescribedmedidne,andlhemethod stoted 1o the one or more storage means; 
of payment is provided to tile reclpienl The recipient may receiving a second perSOIIsi identification number (PIN2) 
elect to pay by using one of the methods described herein. 55 from 1 party to be authenticated; 

Note thai '!'e proces~ing entity may. also ?'elude 1 ceo- deriving oc accessing secoad coded authentication inf<r· 
traUzed cleannghouse 1n commu~ca~on wtth ~"J"'DSing mation by using tile second PJN2; 
outlets (!.e .. drug stores) for authenticoting prescnptions. An 
RVAN may be generated from the VAN and information combining each of the at least two nu~retrieved from 
associated with lhe processing entity. and then associated 60 the one. oc .more storage means to denve third coded 
with the transaclion to thereby document the processing audlenticalioD loformatlon; 
entity's involvement 1o the transaction. co~aring the second coded audl~nticalion lof~on 

If a patient attempts to use a prescription 1o a state where w1th the third coded authentication lofonnatlon, and 
the arlgioadng physician is not licensed. such as out of state. autboodcadns the party and audlorlzlng access if the 
the orig!Jtal prescription may not be usable. lD Ibis situation. 65 second coded autbontlcation information and third 
a directory sy!ilem of predetermined licensed "com:spon· coded audlentlcalion lnfarmadon correspond to each 
dent" physicians may be estabUshed. and a oorrcspoodeot odler. 
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2. The method of claim 1 lilrthcr c:omprislng: previously generatillg a joint key using the luformatloo 
coding said other sensitive Information with sald ftnl cr associated with the ftnt party. aa<j. the luformatlon 

second or third coded autbenticatioa information to associated with the second p.ty: md 
derive coded seosltive lufom>Ation. re141ulng In the storage means. In trust. at least the joiut 

3. The method of claim 1 furthet comprising: key. 
uncoding said coded sensitive luformalion with said sec· 11. Tbe method of cWm 10 when:ID the second p.uty Is 

ond or third coded authentication Jnfonnatlon to an agent. or an agency. or an omclal of lll agency. or an 
recover the other sensitive lufcnnatlon. authority, or an admluistrator, or an eDtlty eotruJted with 

4. The method of claim 1 furthet c:omprlslllfl: issuing the aedeatlal. 
revislog each of the at least two awnbcn at an arbitrary to 12. A method for enrolling and Juuing 1 credential to a 

time; and first porty by a second J)lrty. and subsequently granting the 
replacing each of the previous at least two oumb<rs ID the first porty access to a lint storage means. wherein the first 

one <r more storage meus with each of the revised at party bas a first pers011alldentlficati011 nliiDber (PINt). and 
less! two ntDDbcn. the second party is previously granted authority to Issue a 

5. The method of claim 1 wlicreilllleutaflntofthe one 15 credeatlal to the first party. the first storage means. beiDg 
cr mO<e storage means Js located at a first site. and a secoad accessible only to a p.uty with knowledge of the first PINt. 
of the one or m<re storage means is located at a second site. the method of enroUmeat and issulug a credential compril· 

6. Tbe method of claim 1 wllerclo at least one of each of lng: 
the at least two nll.tnbers is seaet, and at least another of rcceivinS lufonnalion associated with the lint party; 
eam of the at le.uttwo numbers is non-scc:rct. 20 receiving luformation associated with the second party; 

7. A method for c:odlng first informatioa, the method storiDg In escrow aod 1o trust the infmuation associated 
comprising: with the first p.uty 111d the lufonnation associated wllh 

coding the first lufonnation using second IDfamation. and the second porty 1a a second storage means. whereiD at 
then coding the result uslq ~d luformation, at lea~ 25 least a portion of the Information retrieved from the 
one of lhe secood ud thlrd information belns assoct· s..,.;nd sttr11e means Is used in enrolling the first puty 
ated with 11 least 011e entity. the entity comprising a and Jssulnathe ercdentW· and 
~on or a computer program. wheTein 1 <redential subsequently grantiue lhe ~ party access to the first 
hovtng non-secret lufonnation stored lberelo Is previ· storaae means by using the PINt or the ttedential. 
ously Issue~ to at least one entity by a trusted entity, the 30 13. 1be method of claim u wherciD the second storll!e 
?~o-oecr;t luformation IDcludlng the second <r third means is accessible for storing lufmnation therein only by 

8 'tn onna ~· party Ira sacti 
11 

st lhod f a plrty wilh knowledge of a second PIN (P!Nl) known to at 
· a mu · 0 0 sy e~n; 1 me or least the second p.uty. sum that If no party exists with 

securing i~oonation relev111t to a transaction. the method knowledge of the second (PIN2). then information canuoc be 
c:omprisins. . . . . 35 stored in the second storage meaor. · 

coding the luf~uon rclevan! to the transaction uSing 14. A method for enrolling a first party by a second party. 
first information associated With a party to geuerate first and subseqUently granting the first party access to 1 first 
c~ lrallsadion lufonnatlon; . . storage means. wherein lhe first party bas a first personal 

codlng.lhe first.coded transaction lufonnatlon uung sec- idenliftcation number (PINt), and the second p.uty has • 
ond tnformalion associated wllh m~ th~ one party to 40 second personalldenliftcation number (PIN2). the first stor-
gener~te second .coded transaction ••.format!?•· age means, belog accessible only to 1 perty with knowledge 
wheretn a credential having non-secret tnfcnnalion of the first PIN I or with knowledge of the second PIN2. the 
stored therein is previously issued to at least one of the method of enrollmeat compising: 
parties by a trusted party. the non-secret lnfamatlon teeei . lnf tl • ted 'th th first party· 
Including the first or second iaformalion. 45 vmg • orma on assoc~ ~ e • • 

!1. The method of claim t1 further comprising recovering rcceivina IDformatioa asSOCiated With the second party, 
lufomution relevant to the trauaction by: coding the lufonnadon associated with the lint party and 

uncodiog the second coded transaction information using the luformallon assodllled with the second party to 
the second information associated with the m<re than sencrate a jolot c:ode; 
one party to recover the first coded transaction infor- 50 storiDg the joint code and the luformatlon associated with 
m.atlon; and the second party in a second storage means; and 

uncoding the first coded tronsaction information using subsequently receiving and using PINt or PIN2. and 
thlrd information associated with the party to recover retrieving and using the joiot code and the luformation 
the infonnalion relevant to the transaction. associated with the second p.uty in granting the first 

tt. A method for sccwincln escrow 111d in trust. a joint s' p.uty access 1o the first storage means. 
lu:y associated with a ftnt party and a second party and IS. 1be method of claim 14 wherein the SCCOild storll!e 
stored In a storage means associated with the second party. means is accessible f<Y storing lufonnatlon therein only by 
wherein esa-owed or entrusted luformation was previously a party with knowledge of the second PIN (PIN:l). such that 
used for generating a variable authentication number (VAN). If no party exists with knowledge of the second (PINl) then 
the joint lu:y belog derivable from information anoclated 60 information cannot be stored in the second storage melDS. 
with the first party and lnlonnation associated wllh ·the 16. A method fcr granting a first party access to a first 
second party. the VAN being subsequently used in authen- storage melDS, subsequent to being enrolled by a second 
tlcating the first party, the first p.uty belog enrolled by the party, wherein ,the first party has a personal identification 
second party and being Issued a credential, the VAN belog number (PIN). and wherelo lufcrmation associated with the 
stored in the credential. the method comprising: 65 second party was previously stored during enrollment In a 

previou!ly receiving lnf<nnation associated with the first second stocage means, and a first jolot code was previous!~ 
party and !aformation associated with the second party; generated and stored durlog enrollment in the second storage 
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means, wherein the joint code was previously generated by 
using first coded authentication Information derived or 
accessed from the pctsooal Identification number (PJN) of 
the first party and information associated wilh the second 
party. the method comprUing: 

receiving a pcrsonalldentificatlon number (PIN) from the 
first party ud geoctatlng or accesslna secoad coded 
authentJcatlon infonnalion using the PIN; 

retrieving from the second storage means the Information 
associaled with the second party. and the first joint to 
code; 

28 
rebievlng the fourth Information associated with the sec­

ond party,; 
uncodlng the third jolut code using the fourth Information 

to recover the third information; 

comparing the eeneratcd third inf0111U1lion aad the ru:t:SV· 
ercd third lnformatloa: and 

authenticating the second party if the generated third 
infonnatloa corresponds to the recovered third lnfor. 
matioa. 

19. The method of cWm 18 whc.-eio a cndential JlfeVi· 
ously Issued to the second party by 1 trusted party{$ used by 

coding the second coded autheatlcotlon Information and the first party to verify that the four1h i.aformation Is secured 
the information associated with the second party to to the second party. 
generate • second joint code; lO. The method of cWm IS wherein the first Information 

comparing the first joint code IDd the second joint code; 
15 

assodaed with the second party, and the lhlrd information 
ud assoclaled wllh the first party each comprue a random 

arantlng tbe first party access to the first st«aee means. if number. 
tbe first joint code corresponds to the second joiut code. 21. The method of cllim II wherein the third lnfOI'IIIalion 

17. A method for autheotlcatlng a first party at lint site tiy 20 associated with the second party. and the fourth Information 
a second party at a second she and arantlng the first party assocllled with the first party. eadl comprise a random 
Jl(:cess to a first storage mcus at a second site. the second number. 
party being a penon or a computer pl'Of!ml1. wherein the :Zl. In 1 computer system comprlslna a memory coallin-
ftrst party has a personal idcntiJicatlon number (PIN), and ing ooq>ut..-lnformatioa or a first computer proeram stored 
wherein first Information associated with the second party is 25 in a controUed memory area to which aa:ess Is granted only 
generated and st<f'ed In a secoad stonae means associated upon proper authentication of an auth~cd user of the 
with the second party at the second site, and wherein first computer system. the user Including a person or a se0011d 
coded lnfonnatioa previously derived or aa:essed by using computcr program. the memory further includlns a stored 
the PJN of the first party was previously stared in lhe secood concrol JlfOgrlm for Interacting wllh the user and f« making 
storage means. the method co~g: 30 a dctenninatlon u to whetbcr the user Is u authorized user. 

generating the first information. and storing the first the memory further Including a ~~ area 1101 re~dily acces-
lnformatioa in the second stctage means; sible to a user. the first area cootaimng a firstrevts.able code. 

receiving the PJN frorn the first party and deriving or and a second are~ containing a second ~eylsable code. a 
accessing second coded Information by using the PJN: , method of lllldlenlication of a user compnstng: 

retrieving from the second storage means the first J5 receiving in the co":'''ut ... systern ldenlfficatloo informa· 
lnfonnatlon. the first information being previously Uoo associated Wtth the user; 
derived or accessed by usins the PIN; generating or accessing first coded authenticotloo lnfor· 

coding the first coded information previously derived or I'IUitio.n u~ing the received ldentitlcatlon Information 
accessed by using the PIN and the first lnfcnnation as'!O!'latcd with the user; 
associated with Ute second party to generate a firstjolot 40 rcbieving the first revisable code from !he first memory 
code: area and the secood revisable code from the second 

coding the second coded Information derived or accessed memory area and deriving lherefrom second coded 
by using the PIN IDd Ute first lnfonnatioo associated authentication Information; 
with dle second party to generate a second joint code; comparing the first coded authenticotion Information with 

comparing the first joint code and the second joint cod<:; 45 the second coded authentication Information; 
and authenticating the user. and granting access to the corn-

authenticoting Ute first party by the second party. and puler Information or a first coq>uter program stored In 
gr10ting the first party access to the first storage means. the controUed memory areo to the user only if the first 
if the first joint code corresponds to the second joint lO and second coded authentication information compare 
code. favorably. 

18. The method of claim 17 wherein the second party is 23. The method as recited in claim :Z:Z further compislng 
authenticated by the first party. wherein third information revising and storing the first and second revisable codes In 
associated with the first party is generated and stored in a the original respective memory areas only if the first and 
third storage means at lhe first site, and fourth information 

55 
second coded autheoticatioo Information compare favor-

associated wllh the second party was previously stored in the ably. 
third storage muns. and fifth information assocMtcd wilh .'24. The method as recited in cWm 23 wherein computer 
the second party was pn:viously stared In a fourth storage lnfonnation stoced In the memory of the computer system 
mans at a second site, the method fwth12' comprising: may be reproduced. tbe method fur1h..- comprising: 

generating the third Information associated with the first 6Q previously recording the second revisable code wilh the 
party; computer Information to be reproduced; 

storing the third Information in the third storage means; pcrmlttlng the computer lnfOilllAtion to be rqmxluced 
retrieving the third Information associawt with the first ooly if the access has been granted to the user; and 

party, and lhe ftfth information associated with the theresftcr retrieving the second revisable code rebieved 
second party; 63 from the reproduced information and using the second 

coding the fifth information and lhe third infonnation to revisable code to aulhenticate the user if the reproduced 
generate a third joint code; inforrn&tion II used or accessed. 
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25. In a computer system comprising a memory conta!D- authenticating the first party if the iaeYa"sibly coded 
lng computer Information or a first computes program stored numbtt derived from at least a p<ll1lon of the olher 
In a controlled memory an:a to wbldl access Is granted only non-secret credential infOI'liiAtion retrieved from the 
upon proper authentication of an authorized user of the credential cmesponds to the Irreversibly coded DUm-
computer system. the user lucludlng 1 persoo or a second , ber uncoded from the VAN. 
corq>uter program. the memory further IDcludlng a stored 29. The method of clahn :za wherein the first lnfllmlllion 
control pr"''IID for interacting with a user and f<r maldng associated with the second party comprises 1 secret key, and 
a determination as to whether the uses is an authorized user. the secood IDformation associated with the SCCOIId puty 
the mem<ry further including a first area not readily acces- comprises a non-secret key. 
slble to a user. the first area containing a first revisable codes 10 3t. The melhod of cblm :za wherein the at least a portion 
and a second area containing a second revisable code. a of the othes non-secret credential Information comprises a 
method of authentication of a user comprising: non-secret key associated with the first party. 

receiving in the computer system identification IDfonM· 31. A method f<r issuiDg a credential to a first party by a 
lion associated with the user; secood party, the method comprising: 

generating or accessing first coded authentication infor- 15 the second party ~lving non-secret lnform.ll.lon as..,.. 
matlon using the recelvi>cl identllicatlon inf011lllition elated with the first party; 
associated with tbe user; the oeeond party authenticating at least a p<ll1lon of the 

retrieving the first revisable code from the first memo.y received ,i non-secret IDfonnation associated 'IIIith the 
area and the secObd revisable code from the second first party; 

d;v~;'; :;'j revisable code using the retrieved first 20 deayiaalssuaocc of the aedential Jlat least a pcnion of 
revisable code and the first coded authentication infor- the received non-secret lnfonnallon associated with the 
mation; fir&! party if determined not to be authentic: 

comparing the retrieved secoad revisable code with the coding at least a portion of the received non-secrt:t 
derived third revisable code; infonn.ation associated with the first party with first 

authentieatins the user and gJ."antins access 10 the com- 25 infonnatlon associated with the second party to derive 
puler InformAtion or first computer program stored in a variable audlentication number (VAN); 
the controlled mem<ry area to the user only if the lloring in the credential the VAN and at least a portion of 
second and third revisable codes compare favorably. !he received non-secret Information associated with the 

U. The method as recited In claim l5 further comprising first party. and olher lnf011111dloo associated With the 
revising and storing the first and second revisable codes In 30 ' second party; and 
the original respective memory areas only If the second and Issuing the credential to the first party. 
third revisable codes compare favorably. 31111c method of claim 31 wb.,..cln at least a portion of 

27. The method as reciU:d in claim l5 wh<rein computer the non--secret iof<nnation associated with the first party 
information stored in the rnem<ry of the compul!:r system comprises a non-secret key associated with the first party. 
may be reproduced. the method further comprising: 35 33. A method for authenticating a first party by using 

previously reca-dlng the second revisable code with the inf<rrMtioo stored in a credentlal. the credentlal being 
compu!CO' information 10 be reproduced; previously issued to the first party by a second party. 

permitting the computer Information to be reproduced whereill information previously stored in the credential 
only if the access has been granred to the user; and comprises at least a non-secret variable authentication num-

thcrcafter retrieving the second revisable code retrieved 40 ber (VAN) and other non-secret credential iDf<rmadon. the 
from the reproduced information and using the second method comprising: 
revisable code to authenticate the user If the reproduced previously generating • first error detection code (EDCI) 
information is used or accessed. by using at least a portion the other non-secret creden-

:za. A method for authenticating 1 first party by using tlal informatioa; 
Information stored in a credential. the credential being 45 previously coding the first cnor detection code (EDCI) 
previously issued to the first party by 1 second party, with first information associated with the secorwl party 
wherein information previously stored in the credential to derive a variable authentication number (VAN); 
comprises at least a 110n-seaet variable authentication own- previously st<rlng the VAN arwl the other non-secret 
ber (VAN) and other non-secret credeotlallnformatioo, lhe so credentiallnformati011 in the credential; 
method comprising: retrieving the VAN and the other non-secret credential 

previously iaeverslbly coding at least a p<rtion of lhe ioformation stored in the credential; 
other non-secret credential information to derive, an deriving a second error detection code (EI>Cl) by using 
iaeversibly coded number. and further coding the irre- at least a portion of the retrieved other non-secret 
vcniblr coded numbtt with firs~ inf~tion associ- 55 ~deatiaflnformation; 
ated wtth the second party to d<nve a vanable authen- retrieving second information associated with the second 
tication number (VAN); party previously stored in a stor"lle means associated 

previously storing the VAN aod the other non-secret with at least one of the parties: 
credential information in the credential; uncodlng the VAN using the seroad information associ· 

retrieving the VAN and the other non-secret credential liJ ated with the oecond party to derive a third error 
information stored in the credential; detection code (EDC3); and 

retrieving second information associated with the second authenticating the first party and at least a pcrtlon of the 
party previously stored iD a storage means associated non-secret informatJon stc.l'td in the credential if the 
with at least one of the parties; secood error detection code (EDCZ) corresponds to the 

uncoding the VAN using the second information associ- 6S third error detection code (EDC3). 
ated with the second party to derive the irreversibly 34. The method of claim 33 whesein the first inf<rrMtion 
coded number; and associated with the serond party comprises 1 secrel key. and 
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!he second information associated wllh the second party oodlug !he first random number (RNl) and the first coded 
comprises a non-secret key. authentication infonnation to generate a second aatl-

35, The method of dalm33 wherein the at least a portion duplication variable authentication number 
of the other non-seaet credential Information comprises a (ADVANl); 
non-secret key associated wl1h the lint party. compariag the lint anti-duplicallon variable authentlca-

36. A method for issuing a aedentialto a lint party by 1 tlon number (ADVANl) and the second anti-
second party. the method compri&lne: duplication variable authentication number 

lhe second party receiving noa-seaee infmnatlon asso- (ADVANl); and 
elated with the first party; authenticating the first party by lhe second party lf the first 

the second party autheaticating at least a pa1ion of the to anti-duplication variable authentication number 
rccclved non-secret lnfonnatioo associated with the (ADVANl) and the second anti-dupllcallon v.Uble 
first party; authentication number (ADVANl) oorrespoad. 

denying Issuance of the credential If at leost a pcrtion of 41. Tbe method of claim 39 wbcno:iD after outhenticallon 
the received non-seeset information associated with the occurs, !he first party Is authorized acccu to illfocmation or 
llrst party Is determined n01 to be authentic; 15 prDgrllll& stoted II the """?"d site. 

generating u error detection code (EDC) by uslns at least 41. A method for authenticating the transfer of fubds from 
a p<xtioo lhe received non-secret Information o.ssoci- a first account. usodlled with a llrst party to a second 
ated with the first party; ~ccount assoc:Wed with a seco11d party, the lint account 

storing in the aedential the EDC and Ill least 1 portion the ·tnformatioli being stored in 1 lint storage means, and the 
received non-secree Information associated with lhe 2D second aa:ount lnfomw.lo? ~Ins stored in a second storqe 
llrst porty. and other infmnatlon associated with the meau. the method compnnng: 
second party; and receiving funds tranafer lnfotmlllon from the lint party. 

lssulng the credential to the first party. including II least Information for ldentifylnJ the first 
37. The method of claim 36 wherein at least a portion of l.'l ~unt of the llrst party. and information for ldentlfy-

the non-secret information associated with the llrst party tng the second account of the second party, and a 
comprises a non-secret key 1uoclated with lbe lint party. transfer amount: 

38. The method of claim 36 ftn1ber colllpising: genesaliDg a variable outhelllicatloo number (VAN) uoing 
coding the enor detection code (EDC) by using first at least I portion of the received funds transfer Infer· 

Information associated with the second porty to derive JQ•· motion; 
a variable authentication number (VAN) and a third party for determining whelher the at least a portion 

storing the VAN in the credential. ' of the rcccived funds transfer Information is aulheotlc 
3!1. A method for authenticating a first party at a lint site by using the VAN; and 

by a second party at a second site. the second party being a transferring funds from the first account of the first puty 
penon or a computer program. by using a persoiUII idellli- 3s to the seco•d account of the second porty if the at least 
licatlon number (PlN) supplied by the ftrst puty at the first a portion c# the recci~ed funds transfer !nf""""tioo and 
site. and flutber u!ing a first random number (RNl) gener- the VAN are determined to be authentic. 
ated by the second party at the seCODd site. the PlN being 4:Z. The method of claim 41 ~er c~s~g: . . 
p<evlously used to derive or access llrst coded authentication receiving from the first party Information foe 1dentifymg 
Information, the first coded authentication lnf<mru~tlon being .u the first puty; 
p<eviously stored in a stoo-age means usociated with the determlnlng whether the first p.ty is authentic by using 
second party at the second site, the method comprising: the lnfortnati011 for identifying the first party; 

receiving a PIN at the first site from a first party to be determining whether the at leo.st a pcrtion of the received 
authenticated; funds transfer lnformallon is authentic by using the 

generating or accessing second coded outhentlcation 4S VAN; and 
information using the received PIN; debiting the first account of the first party and crediting 

generating a first random number (RNI) at a second site the second occount of the second party with the funds 
by the second party; transfer amount if the at least a portion of the received 

storing the first random number (RNI) in the second funds transfer Information is determined to be authen-
storage means at the second site; 30 tic. . 

transmitting the ftrst random number (RNl) from the 43. !f1e method of cl:um 41 WhOI'clo the fuods traMfcr 
second site to the lint site; compnses a payment made by the first party to the second 

receiving the first random oumber (RNl) at the first site p~ Tb method f laim 43 h • • to 1 
b~ the llrst ~: . : 55 being rna~ to .the s~co~d party. :e or,;;::.:; Is :==~ 

coding the receiVed first ran~om. number. (RNI) ·~ the with the second party's invoice. and after the payment is 
second ~oded au'!'entlca~on inform~on .'o denve a made to secood party, the accounts receivable associated 
first anli-dupUcalioo vanable authentication number with the secDlid party. and the accounts payable associated 
(ADVANl); with the first party arc updated. 

tr~smitting the first anti-duplication variable authcntica- 60 45. The method of clAim 41 wherein the VAN is wed to 
u.on number(ADVANl)from the first site to the second confirm, substantiate, ockuowledge, autborlzc. reference. 
stte; validate or verify the transfer of funds. 

receiving the first anti-duplication vnrlable authentication 44), Tbe method of claim 41 wherein the VAN Is generated 
number (ADVANI) at the second site by the second by using ao error detectioo code derived by using at least a 
party; 6S portion of the funds transfer information. 

retrieving the first coded authentication Information from 47. Tbe method of claim 41 for further securing lbe 
the stcsage means at the second site; transftt of funds. at least one party beins previously issued 
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a credential by a tnlsted party. the credential Information 57.Amethodfco-authenticatingthetransferofftmdsfrom 
Including lnfmnation associated wilh the at least one party, an account assodated with a first party to an account 
111d a second variable authentication numb<r (VANl). the assoc.ioted wilh a second party. at least a put of the transfer 
VANl being used to secure at least a portion of the credential being cllried out by a third party, comprislas: 
Information to the at least oae pM1y, authentication ud the 5 recelvlna l\lndJ transfer infcnnation. lncludina at least 
transfer of funds bclns dellied to the at least one party If the Information for Identifying the account of the first 
at least a portion of the credential information cannot be party,ud information for Identifying the account of the 
secured to the at least one party by using the VANl. second party, and Information for Identifying the 

48. The method of claim 41 wherein the first party and the account of the third party. a.nd a truster amoubl; 
second party 111: the same party. 10 gcnetadttg a lint vlriable authentication nlllllbes (VANl) 

4!1. The method of claim 48 wherein the second st<:rage using 11 least a portion of the received funds traufa 
means colllprises 1 credcntla1. st. The method of claim 41 wherein the first st<:ragc lnformatioo. the VANl being associated with the tra.ns-
means comprla<:s a credcntla1. and the second storage lllCAns fer of l\lndJ from the account of the third party tn the 
comprises 1 credcntla1. 15 account of the secoad party: 

St. A method f<:r authenticating the transfer of funds from ddamlnlns wbetha the at least a pco-tlon of the received 
an account assoc.iotcd with a lint party to .., accoune funds transfer Information Is authentic by using VANI: 
associated with a second party. a credcatial being previoosly transferrinl the funds from the account of the third pUty 
Issued to at least one of the parties by a tnlstcd party. the to the account of the second party If the at least a 
Information stored In the credential being non·secrcL the 20 portion of the received funds tra.nsfer infcnnatioo and 
method comprlsina: the VANl ase determined to be authentic; 

receiving fuads transfer lnformatl011, Including at least generating 1 ·second variable authentleation number 
information teo- lclentlfy!ng llle account of the first (VANl) using at !cut 1 portion of the received funds 
party. and information fiX iru:ntlfying the account of the traosfer Information. the V ANl being associated with 
second party. and a transfer ll'IIOunt; 25 the traosfcr of funds from the account of the ftnt party 

scneratlng a variable a~thehllcatlon number (VAN) usins to the account of the third party; 
at lea.st a pco-tloo of the received funds traasfer lnfor- determining whether tbe at least a pco-tlon of the received 
motion; funds transfer information is authentic by usinc VANl; 

determining whether the at least a portion of the received and 
funds transfer information Is authentic by using the 30 transfcn:lng the funds from tbe account of the first party 
VAN and the credential information; and to the account of the third party If the II least a pooion 

transfcning funds from the accoont of tbe lint party to the of the received funds transfer Information and the 
account of the second party if the at least a portion of VANl arc detennined to be llllthcntic. 

~~ ::~!'~:S be~!~n:~~tioo and the VAN 35 =~=og"::.: ~:!';; ':'.:...C::'r~~~~ntifylng 
Sl. The method of claim 51 r..ther comprising: the lint party; 
n:ceiviug from the lint party information fco- identifying detennlnlng whether the first party is authentic by using 

the first party: the information for identifying the first party; 
determining whether the first party is authentic by using .a detamlnlng whether the at !cost a pco-ti011 of the received 

the information for !deotifying the first party; funds lransfer information is authentic by uslug the 
determining whether the at least a port1011 of the received VAN2; and 

funds transfer information is authentic by using the debiting the account of the first puty and crediting the 
VAN; and account of the third party with the funds transfer 

debiting the account of the first party, and crediting the 45 amount if the at least a portion of the received funds 
account of the second party with the l\lods transfer traMfct infannatioo and the VANl U'e delermiued to be 
amount If the at least a portion of the received funds authentic. 
transfer Information is determined to be authentic. Sll. The method of claim S7 wherein the funds transfer 

53. The method of claim Sl wherein the funds transfer comprises a payment made by the first party or the third 
comprises a payment made by the first party to the second 50 party tn the second party. 
party. "· The method of claim 57 wherein the VANl or the 

54. The method of claim 51 wherein the VAN Is used to VAN2 are used ro confirm. substantiate. aclalowledgc. 
confirm. substantlate. acknowledge, authorize, refl%cncc. authorize, reference, validate or verify the traasfct of funds. 
validste or verify the transf..- of funds. fil. The method of clAim 57 wherein the VANl or the 

55. The method of claim 51 wherein the VAN is generated ss VAN2 are each generated by using an error detection code 
by using an error detection code derived by uslug It least a derived by usin1 at least a portion of the !\lads tra.nsfer 
portion of the funds tra.nsfer information. Information. 

56. The method of claim 51 for further securing the 62. The method of cWm 57 for further sccuriDg the 
transfer of funds. It least one party being previously Issued transfer of funds, at least one party being previously Issued 
a credential by a tnlsted party. the credential lnf011Wltion 60 a credential by a trusted p111y, the credentla1 information 
including Information associated with tbe at least one par1Y. including information associated with the at least one party. 
and a second variable authentication numbes (VANI). the and a variable authentication numbes (VAN3). the VAN3 
VANl beingusedtosecureatleastaportionofthccredendal being used to secure at least a pco-tlon of the credcatial 
information tn the at least one party. authentlcalion and the information to the at least one party, authentication and the 
transfer of funds being denied tn the at lea.sl one party if the 65 transfer o,f funds being denied to the at least one party If the 
at least a portion of the credential Information cann<ll be at least' a pco-tloo of the credential Information cannot be 
secured to the at least one party by using the VAN!. secured to the at least one party by using the VAN3. · 
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63. A method for authentlcatiDg and securing the Integrity the second party transmitting a &econd message compris-
ol'relevut lnfOI1tl.lltiOD transmitted from a lint party at a first lng at least the second credential lnfarmation from the 
site to a second paity II a second site by using firSt second site to the first site. and the second message 
Information associated with the first party. the lint lnforma- being ~\led at the first slte; 
tlon comprising a secret first lcey. a non-secret second lcey. 5 the first Pl'tY extracting the second credentiallnf<nnatlon 
and first credeotial lnformatioo. the first Information being from the reoelved second message; 

J:v:;·~o:~~J~:"~==:~'!~~itt~;.,~~ retrieving the fourth lcey from the first storage means at 
rnation for securing the secood key to the first party, the first the tint site; 
c:redeutial information Including a third error detection code 

10 
determining If the second party Is secured 10 the fourth 

(EI)C3) bei.llg poevlously sta:cd in the first credential by a key by using the second aedentlallnf<nnatlon and the 
thJrd pariy during prior luua•ce of the first credential to the fonrth emr detection code (EDC4); 
first party, and the second key associated wlth the first party reject1ng the second message If the second party Is 
being previously stOl'ed in a second stOl'age means at the determined not to be secured to the fourth tey; 
second site. and the first key be,i.llg used by the first party to 15 n.celving Ill' generating seositive lnfcnnatlon; 
generate a first variable authcnt.icatlon number (VANl). the coding tbe sensitive Information with the fourth key to 
VAN I ud lbe second by beins used by the suond party to generate secure coded sensitive lnfonnation; 
autheutlcatc the first party and the Integrity of the relevant transmitting the secure coded sensitive Information &om 
Information received from the first party, the method com- the ftril site to the second site, and receiving the secure 
prislng: 20 coded scasl1ive lnfonnation at the second site; 

n.ceiving relevant Information &om the first party; the second party relrievlns the thlrd lcey from the second 
deriving a first emr deteetlon code (l!tlCl) by using the stonge means; and 

relevant Information; uncodlng the •~ coded sensitive lnf<nnatlon using the 
retrieving the lint lnformlllon previously stored In the third tey to recover the sensitive Information. 

first storage means; 25 65. The method of clalm 63 wherein the ll.rst party is 
codlnsthe EDCl with the relrieved first lcey to generate granted access to the first key In the tint stonge meau oaly 

the first vlriable authentication number (VANI); if the Identity o( the first party Js authenticated by uslq a 
forming a first message including Ill least the VANl. the penooal identification number (PIN) belonging to the first 

first credential Information, and the relevant lnforma- party. 

tlon; 30 U. The method of claim 63 wherein 1 second variable 
transmitting the first message from the firot party at the authentication number (VAN2) Is stored In the first crcden-

first site to the second party at the second site. and t1aJ clurlng prior Issuance of the first credeotlal. the VANl 
receiving the first message at the second site; belnlseaerated by coding the EDC3 with a third secret lcey 

extracting the VANl. the first credential infonnstion. and assadllled with the third party. ud wherein 1 fourth non-
the relevant Information from the ll.rot message at the ll seaet lcey associated with the third party lsp-eviously stored 
second site; ln the second stOl'agc means at the seoood site. the fourth lcey 

retrieving the second key from the second storage means being used by the second party to authenticate the first 
at the second site; credentiallnfOIJIIation. and following tbe step of relrieving 

determining if the first party is secured to the second key the second lcey from the suond storage means lithe second 
by using the first a-edential Information and the thiid 00 site. the method further comprising: 
error detection code (BDC3); retrievi:ng t1l.C fourth key from the second storage means 

rejecting the first message If the first party is determined at the second site; 
not to be secwed to the second key; extracting the EDC3 and the VAN:Z from the first creden-

uncodlng the VAN! using the second key to recover the 4l tia1 infonnation In the received first message; 
first errOl' detection code (EDCI); uncodlng the VAN2 using the fourth lcey to n.cover the 

deriving a secood err<r detection code (EDC2) by using third error detection code (EDC3); 
the relevant information; detennlnlng If the extracted EDC3 and the recovered 

comparing the lint err a- detection code (EDCl) with the EDC3 coaespond; 
second error detection code (EDC2); and :50 n.jecting the first message If the extracted BDC3 and the 

authenticating the lint party and the integrity of the recoven.d l!tlC3 do not coaespond. 
relevant information if the first error detection code 67. The method of claim 64 wherein the sensitive lnfor-
(EDCI) and the second errOl' detection code (EDCl) motion compises a session key being subsequently used by 
correspcnd. the first and second piiJiies to code and uncode Information 

64. The method of claim 63 wherein suond inf<Xlllltion ss IIansfcne,d between the first and second sites. 
associated with the second party Is previously stOl'ed ln the 68. The method of claim 64 wherein lbe first party Is 
second storage means, the second Information comprising a granted access to the first lcey ln the first stongc meaos only 
secret third lcey and a non-secret fourth key and second If the identity o( the first party Is authenticated by usiq a 
aedentW Information, the suond credential lnf<ll'mltion penoaal identification number (PIN) beloaglag to the first 
Including a fourth error detection code (EDCA) being pre- 150 party, and lbe second party 1.< granted access to the third lcey 
viously stored in the second credential by a third party in the second storage means only if the identity or the sccolld 
during prior issuance of the second credential to the second party is authenticated. 
party, and the non-secret fourth lcey beiog previously stored 69. The method of claim 64 wherein a third variable 
in the first storage means 11 the first site. the method furthtt authentication number (VAN3) is stored in the sec:ond ere-
comprising: 65 dential during prior Issuance of the second aedentlal. lhe 

the second party retrieving the second aedential infor- VAN3 being generated by coding the BDC4 with a thJrd 
matioa from the second storage means; seaet key associated with the third party, and a fourth 
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non-secret key associated with the thin! porty being previ- denyillg issuance of the credenlial If at least a p<l111on of 
ously stored in the first storage means at the first site. the the information for ldentifyias the first party Is deter-
fourth key beiag used by the first porty to authenticate the mined not to be authentic; 
second credential information, and followiag the step of rebicvilog the secret key associated with lbe second party 
rebieving the four1h key from the first storage means at the ~ from the tbJrd storage means at the second site; 
first site, the method further C<llllJrlsing: generating a first variable authentication number VANl 

retrieving the fourth key from the first stonge means at by coding the second variable authentlcatlon number 
the first site; VANl wltb lhe secret key associated with the second 

. extncting the EDC4 and the VAN3 from the second party; 
credential lnfobnation in the received second message; 10 storiag Ia the credential at least the VANI, the EDCI. the 

uncodlag the VAN3 using the fourth key to recover the non-secret key assodatcd with the first party. and 
fourth err« detection code (EDC4); infonnation for Identifying the second party; 

detorndnl.na If the extracted EDC4 and the recovered Issuing the credential to the first party; wherein the 
EDC4 C<llTcspond; • 13 method for authenticating the first pllty and the ere-

rejecting the second message if the extracted EDC4 and dential during at least one stage of a subsequent 
the recovered EDC4 do not correspond. transaction. compises: 

7t. A method of Issuing a credential to a .first party at 1 retrieviag lbe lnfOITilAtion previously stored in the 
ftrst site. by a second pllty at a second site. wherein the ftrst ercdcatial; 
party Is authenticated during at least one stage of a subse- 20 receiving or retrieving the non-secret key associated 
quenl transaction by using the credential. wheteia the lnfor- wlth the first party and the non-secret key associated 
mation stored In the credential compiscs at least a flrlt with the second party; 
variable authentication number VANI. informallon for !den- on coding .the first variable audtentlcatlon number 
tifying the ftrst party. a non-seaet key usocilltcd with the .VAN I using the non-secret key associated with the 
first party. and information for identifyln& the second party, z second party to recover the Second variable authen-
and first and second storage means at the first site. the ftrst tication aumbcs VAN2; 
storage means being used to st..-e a secre1 key associated uncodl.ng the second varlsble authentication number 
wilb the first party, the secret key bciJtg accessible to a p.-ty VANl using the non-secret key associated with the 
with knowledge ol a pre-detorndned personal ident!Jication first party to recover the EDCI; 
numba' (FtN), the second stcrage IDCU$ being used to store 30 autltenticating the credential. and the first party who 
the non-secret key associated with the first party, and third was Issued the credential. If the BDCI retrieved from 
and fourth storage means at the second site. the third stcrage the credential ccrresponds to the BDCI recovered 
mcans beia& used to store a seact key associated with the from the second variable authentication number 
second party. the secret key being accessible to an auth<>- V AN2. 
rized party. the fourth storage means being used to store a 3~ 71. 1lx: method of ctalm 7t wherein the non-secret key 
non-secret key associated with the second party, the method associated with the second party is retrieved from fourth 
comprising: storage means and stored in the credential, prior to issuing 

receiving information for identifying the ftrst party. and a the aedelllial. • . . 
pre-determined personal ident!Jication aumbet (PIN) 72. The method of claim 70 wherein pncr to denytng 
from the first party; «J issu~ce of the credential If at least a portion of the infor-

retrieving the secret tey associated with the first party matioa ~or idenllfylog the first party ~· detorndned oot to be 
from the first storage means. only If the personal authentic. the method further .compnsl.ng: . 
identification number (PIN) Is determined 10 be authen- uncodlng the second vanable authentication number 

· tic; VAN2 by using the non-secret key associated with the 
codiag at least a portion of the infOITilAtion for identifying •~ first p.-1)' to recover tbe BDCl; 

the ftrst party to derive a first error detection code comparing the recovered EDCI with the BDCI extracted 
(EDCI); from the received message; and 

generating a second variable authentication numba' denying Issuance of the credential if the extracted BDCl 
VAN2 by coding the BOCl witlt the secret key ass<>- and the recovered BDCI do not match. 

ciated with the first porty; 
50 caJ~~ ~~=::roc~=~ :~::.":~fa~ 

retrieving lhe non-secret key associated with the first 
party from the second storage means· (FXI) and In second transaction iu!'ormatlon (SXI), !'t• FXI 

. • ' being originated by a second enbty at a second stte. and 
fomung a message mdudlng ~t least the VANl. the being transmitted to a first entity at a first site. the first entity 

non-secret key ~soda~ w•th !he ~'! party. the H and the second entity being a person, or a c:oiDplllerpr"'P'am. 
EDCl. and \be l.nfonnatlon fer tdentifymg the first and the SXI being origlllllted at the first lite and being 
party; combined with the FX1 to form first combiaed transaction 

tr ... smittl.ng the message from the first.party at the _fb"st information (FCX) at the first site, lll1 anti-duplication vari-
•••e to the second party at the second stte. and recei'(i~g able audtentlcatlon number (ADVANI) being derived from 
the message at tbe second site; w the FCX ,and first information (FKI) associated with the first 

extracting the VAN2. the non-secret key associated with entity, the FK:1 beiag previously stored in a first storage 
the first party. the EOCI. and the infOllllJition for means at the first site and being solely accessible to the first 
identifyiag the first party from the message at the entity. the ADVANl. and the SXI being tnnsmltted frorn the 
second site; first site to the second the FXI and the SXI being autheoti-

uslog at least a portion of the Information for Identifying M catcd a1 lbe second site. by usiag lbe ADVANI. FXI. SXI. 
the first party to authenticate the identity of tlte first and second infonnation (FlO) associated with the first 
party; entity. the FlO bcl.ng previously stored in a second stonge 
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means at the second site, a lint transaction record stonge the second entity (1) authenticating the first entity 111d 
means (FXR) being used at the lint site. and a second determining that no unauthorized duplication cr alter-
transaction rcccrd storage meaas (SXR) being used at the ation occurred In first tr111sactlon lllformatloa (FXJ) If 
second site, the PXR and SXR being used to store at least the the recovered EDCl and the derived EDC2 curespond; 
FXI and the SXL the method cOfll!lrlsing: or (2) denying authcntie.ation to the lint entity or 

generating or receiving first transaction information (FXJ) ::""~~ :_~n::=~ ~:: ~crlf 
at the second site. and storilla the PXl In the second the recovered BDCl and the derived EDC2 do not 
transaction reccrd (SXR) storage means at the second correspond. 

site; 10 "· The method <A clabn 73 wherei.D the first entity is 
transmitting the PXl from the second site to the first site. authenticated by the second entity, aad wherein the FXI 

and receiving the PXlat the lint site; comprises 1 first random number (RNl), and the SXI 
storing the FXI in the first transaction record (PXR) comprises a second random number (RN2). 

storage means at the first site; 77. The mdhod <A claim 73 wherciu FXl and SXI are both 

ge(~":t :e r:.~::: ~d transaction Information 15 pr;,0~e method of claim 73 for further determiniug if an 

storing the SXI in the FXR. storage means at the first site; unauthorized dupllCIIlon or alteration occmred In the SXL 
s firs bin d and for fwtbcr authenticating the second entity by the first 

combining the PXI and the XI .to form 1 com c entity. by using a second anti-duplication variable ldent!A-
tran~actioo inf~lion (FCX}, cation number (ADVAN:Z) derived by the second entity. the 

rctrievmg the first iufonn.alion (PK.l) usoclated with the 20 ADVAN:Z being derived at the second site from the BDCl 
first entity from the 1\rst storage means, the FKl being and 1blrd Information (SK3) associated with the second 
accessible only to the first emlty; enlity, the SK3 beiDa previously stored 1n a thJrd storage 

coding the FCX with the retrieved PKl to derive a first mea115 at the seroad site, the SXland the second entity being 
anti-duplication variable authentication number authenticated by the first entity by usinatbe ADVAN2. the 
(ADVANl); 

25 
SXI. the FXI. and fourth information (SK4) associated with 

transmitting the first anti-duplication variable authentlca- the second entity, the SK4 being previ011sty stored In a 
tlon number (ADVANl) and the SXL from the llrsl site fourth storqc mean• at the ftrst site. the method further 
to the second site. and rcc:elvlna the ADVANI and the comprising: 
SXI at the second site; rctrievin.s the IICCOIId eaor detection code (EDC2) from 

storing the received ADVANl and the SXl in the SXR 
30 

the SXR st.nae means: 
storage means at the second site; and retrieving the third information (SK3) assodated wldt the 

the second entity subsequently using the ADVANt. the second entity from the third storage me111s II the 
PXJ, the SXI. and sec011d lofonnation (FK2) assodated second site; 
with the first entity to determine if an unauthorized 35 eodlng the EDC:Z with the SK3 to derive a second 
duplication or alteration occurred In the first transaclipo anti-duplication variable authentication number 
Information (FXI) or in the second transaction infor- (ADVANl); 

matlon (SXl). transmitting lhe ADVAN:Z from the second site to the fil'st 
74. The method of claim 73 ~cin coding the FCX to site. aod J;CCeivillg the ADVANl at the first site; 

derive the ADVANI further comp-~ses: . 40 storing the ADVAN2 in the PXR storage means: 
irreversibly coding the FCX to derive a first crroc detec- retrieving fourth information (SK4) associated with the 

lion code (EDCl): second entity from the fourth storage means at the first 
storing the EDCl in the FXR storage means; and site; 
coding the EDCI with the first information (FK.l) asso- retrieving lhe ADVAN2 from the FXR storage means; 

ciated with the first entity to derive the first anti- 45 uocodlng the ADVANl by using the SK4 to recover the 
duplication autheoticatioa number (ADVANl). second m:or dcteclioo code (EDCZ); 

75. The method of claim 74 for further authenticating the retrieving the FXJ, and the SXl from the PXR st<l'age 
integrity of lhe FXI. and for further authenticating the first means; 
entity by the second entity. the method further comprising: combining the retrieved FXJ and the retrieved SXI to 

retrieving the FXL the SXI. alld the ADVANl from the 30 form a third combined transaclion information (TCX); 
SXR storage means at the second site; irreversibly coding the TCX to derive a third err<~' detec-

retrleving the second information (FK2) associated with tlon code (BDC3); 
the liJ'st entity from the second storage means; storing the third error detection code (EDC3) In PXR 

uncodlng the ADVANl by using the FK2 to reeovcr the " storage means; 
first error detection code (EDCl); comparing the derived third error deteclion code (BDC3) 

combining the retrieved PXl and the retrieved SXI to and the recovered second error detection code (EDCl); 
form a second comhioed transaction Information and 
(SCX); the first entity (I) authenticating the second entity 111d 

irreversibly coding the second combined transaction 60 detennlning that no unauthorized dupUcation, or 
infonnatiuo (SCX) to derive a second error deteclion alteration. occurred in the second transaction informa-
code (EDC2); lion (SXI) if the derived BDC3 and the recovered 

storin11 !he second error deteclion code (BDC2) in the EDC2 c<nespood. or (2) denying authentication to the 
SXR storage means at the second site; second coli!}' or determining that an unauthorized 

comparing the recovered fi.rst error detection code 6S dupllcatloo, or altention. occurred in the second trans-
(EDCl) and the derived second error detection code action information (SXI) if the derived EDC3 and the 
(BDCZ); 111d rccoVtted EDCl do nat correspond. 
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79. The method of clalm 73 far fUrther securing the first retrieving the fifth lnformatJon associated with the first 
and sewDd lnfarmatloa associated wilh the first eatlty to the entity from the fifth otorqe meant It the lint site; 
first entity by uslDg I aedentlal previously issued to the first retrieving the XN from the FXR storaee means; 
entity by a ttusted entity, the Information stored In the wmbining the XN oad the fifth infarmatlon to formallrst 
aedentW lncludllla ot least the lint or second information 5 Jnfosmatloo group (101); 
associated with the firot entity. and o first variable outheo- mvn:slbly coding 101 to derive a fomth error detection 
tlcatlon number (VANl). the VANJ being used to suure !he code (EDC4); 
first or secood lnformatJon to the first entity, 111thenticatlon retrievln• the second Information associated with the third 
being denied If the first or second lnfOIJIIIIion associated a 
with the lint entity cannot be secured 10 the lint eatlty by 10 entity from the sixth storage means at the first site; 
using VANl. coding the JlDC4 with the sewnd lnfomlllioa utoclated 

80. The method c1 claim 73 for further securing the 1hird with the third entity to derive • third antl-<luplieation 
and fourth lnfcrmatlon associated wltb the second entity to autbeollcalion aumber (ADVAN3); 
the secoad eatlty by uslag 1 aedentW P"'viously issued 10 transmitting the ADVAN3 and the XN from the lint site 
the second eatlty by a ttusted ellllty. the Information stored u to the third site. aDd rea:ivlag tbe ADVAN3 a!ld the XN 
in the aedcntlal lllcludJug 11 least the third or fOUI1h at the third site; 
inrormatloo associated 'with the second entity. and a sec011d retrievlag the lint informatl011 usoclated with the third 
variable authentication 1111mbes' (VANl). the VAN% being eatity from the eighth storage means at the third site; 
used to seam: the third «fourth infarmation 10 the second uocodlng tbe ADVAN3 by uslilg the first lnformatlo• 
entity, autbeatlcallon being dealed If the third or fourth 20 usocilted with the third eallty to recover the E.DC4; 
Information associated wldl the aecond eatlty cannot be retrieving the fifth infonnation from the seventh storage 
secured to the SCCOIId entity by udng VANl. means at the third site; 

81. The mcthod of claim 73 wherein the first entity has a comblai~~& the received XN and the fifth Information to 
personalldeatlliclllon number (PIN). the PIN being used to form a second ioformation poup (101); 
access the FKlloformatlon stored lD the llrst storage means. 2$ lrrevttsibly eodlas the 102to derive a fifth e:rror detection 
the method funher comprising: code (BDC5); 

rei:eiYing a pa'Sonalidentllication number (PIN) supplied compuing BDC4 ud BDC5; alld 
by the first entity al the first site; aud authenticating the particlpallon of the lint entity in the 

retrievina the first Information usodated with the first transaction lf the IIDC4 and EDC5 match. or ddermln-
entlty from the first stosage :muns oeJy If the PIN of the 30 log !hit the entity did not pouticipate in the transaction 
first entity is determined 10 be authentic. If the EDC4 and BDC5 do tull match. 

8l. The method of claim 73 wherelD a transaction number 87. The method of claim 73 wbcrcin the FXI b made 
(XN) is used In coajundlo• with the FXI or the SXI to seCIIIe in tran$lldttlog the FXI from the second site 10 the 
Identify and retrieve transaction lnf011111.tion from a st~Xage first site by coding the FXI with third Information usoclated 
means associated with an eatlty pouticipant in a transaction, 35 with the first entity to derive coded PXI •. the third lnfomu-
the method flll1ber eomprislog: lion associated with the first entity belDJ P"'viously stored 

genentlng an XN at one of the first or second sites. and Ia a nlath storage means at the second site. aud by uncodlng 
transmitting the XN to the other of the first ,.. sec011d the coded FXI by oslaa fourth ioformation usociated with 
sites; the first entity. the fourth lnform.atloa associated widt Ute 

storing the XN lD the FXR st~Xage means and SXR 
40 

tirst entity beille previously st«cd lD a tenth storage means 
storage mellls associated with the transaction; at the first site. the method fwther t:<>l!¥ising: 

using the XN to identify the traasactlon. and as an index retrievins the third Information ossodated with the first 
in retrieving relevant transaction information. entity from the ninth stonge means at the second site: 

83. The method of claim 73 wherein ooc of the first llld 45 coding the FXI with the third Information usociated with 
second infonnalloa mociated with the first entity Is secret. the first entity to derive a coded PXI at the second site; 
and the other of the first and second Information associated transmitting the coded PXI from the SCCOIId site to the llrst 
with the lint entity Is non-secn:L site, ted receiving the coded PXI at the first site; 

14. The mc:thod of claim 73 wbes'ein one of the third and retrieving the fourth Information associated with the first 
fourth Information associated with the second eatlty is 50 entity from the tenth storage means at the first site: and 
secret. and the other of the third and fori infonnatlon uncoding the coded FXI by using fomth lofortllllllon 
associated with the second entity Is non-secn:L associated with the first entity to recover the PXI at the 

115. The method of claim 73 wherein the same key. or first site. 
either one of RNJ or RNl. Is u&ed subsequent to 88. A method f{J( authenticating a first party It a first site 
authentication, by each of the lint and second entitiei' to ss by a second party at 1 second site. the second party being a 
code and uncode Information tnn$lldtled between the sites, person .?f_ a co,IJlllUier program, by using a personal identi-

86. The method of claim 73 for funher authenticating the ficatlon'nu~ (PIN) supplied by the first party It the llrst 
participation of the first entity in a transaetlon by a third site. and fmth~ using a first random number (RNl) gencr-
eatlty at a third site. wherein the FXI comprises the XN and atcd by the second party at the second slte. the PIN being 
fifth iofonnation associated with the first entity. the fifth <50 previouslyusedtoderivecS'lccessfirsteodedautheotlcatlon 
information beiag previously stored in a fifth storage means information. the lint coded authentlcalloa Information being 
at the first site and also in a seventh storage means at the previously stored in a storage means associated with the 
third site. and second Information associated with the third second party at the second site, the method comprising: 
entity being previously stored In sixth storage means at the receiving a PlN at the lint site from a first party to be 
first site. and l\rst Information associated with the third entity 65 authenticated; 
being previously stored Ia an eighth staage means at the generating or accessing second coded autheatlcatlon 
third site. the method fmthcr comprisi1g: Information usillg the received PIN; 
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generating a first random nUIIIbcr (RNl} at a second site 89. In a check or payment Instrument transaction system. 
by the second party; 1 method for !&1111111 a check <r payment iastrument by an 

storing the first random number (RNl) In the sec011d originator to a recipient. lnfonnatloo usoclated with the 
storage me1111s at the second site; check <r payment lastrument cOO!pfislog (I) lof<rllllllon 

tnmsmltllng the first random number (RNI) from the s associated with the originator. (2) lllformadon associated 
second site to the first site; with the recipient. IJid (3) otber lnfonnalion wbicb Includes 

at least an 1111011111 of tile check or payment ioslrllment, the 
recelviAg the first random number (RNl) at the first site method compisloa: 

by the lint party; receiving the infonnation associated with the originator 
codlll11 the received first random number (RNl} and the 10 and the reclptent. and the other information llldudlllg at 

second coded authentlcation lofomuotlon to derive a least the amouol; 
first and-duplication vlriable aulhenticatioo number 
(ADVANl), the first anti-<luplication vlriable aulhen- clcrivlllg a variable authentication nUitlbcr (VAN) using at 
t!clltloa uUitlbcr (ADVANl) furthor being clcrived by least a portloD of the received Information; 
irreversibly oodillg the r~ved first random aumber u associating the received lnfonnatioa IJid the VAN with 
(RNl) to derive a first crrQf detection code (IIDCl). and the cbcek or paymcntlllstrument; and 
coding tho first - detectio• code (BDCl) with tbe lssulllg the cbeel< Cl' payment instrumenL 
sec:o~~d coded authentication illfomuotlon to thereby H. Tbc method of c!&im U whereiD the cbeek <r payment 
clcrive the first utl-<lupllcation voriable authentication instrument Is authenticated by usiDa at least 1 portl011 of the 
number (ADVANl}; 20 Information associated with the checl< or payment lnstru-

transmltting the firs! aati-<luptication vlriable authentlca- ment llld the VAN. 
tion number (ADVANl) from the first site to the second 91. A method f<lf sceurlng In ea<:row 1.11d In trust. a portlon 
site; of lnformalion used to clcrive a joiDt key. the jolllt key beiDg 

receiving the first anti-wptication variable authentication associated with a first party an~ a second party and belllg 
number (ADVANl) at the second site by the second 25 stafed In a stora&e means asSOCiated with the second party, 

art • wbcrelll escrowed or entrusted IDfonnatlon wu fl'OYiously 
p Y' • used for generating a variable authentlcallon number (VAN), 

relrievlng the first coded aulbenllcatioo ibtormatioo from the joint key belllg derivable from fnformatloa associated 
the stcrage me1.11s at the secood site; with the first party and information associated with the 

uncodiDg the received lint anti-duplication variable 30 second party. the VAN being subsequently used in authen-
authentleatlon number (ADVANl) by using the first ticatlng the first party. the first party being enrolled by the 
coded authentication information to recover the first second party and helng issued a credentilll, the VAN being 
error detection code (BDCl); stored In the credential. the method comprislng: 

retrieving the first r1111dcm number (RNI) from the storage previously receiving information associated with the first 
means at lhe second site; 3$ party A!ld Information associated with the second party; 

Irreversibly oodlllg the relrieved first random .numb<r previously generating a joint key using the information 
(RNl) to clcrive a second errcr detection code (BDCl); associaled with the first party. and lhe Information 

COft1larlng the first error detection code (EDCl} and lhe assodoted with the second party; and 
second error detectioo code (EDC2); and retaining In the storage means. in trust. at least a portion 

authenticating lhe first party by the second party if the first -w of infomudlon used to derive the joiDt lrcy. 
error detedlon code (EDCl) and the second error 
detec:tion code (BDC:l) etttespond. • • • • • 
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SECURE TRANSACTION SYSTEM 
AND METHOD UTILIZED THEREIN 

Abstract of the Disclosure 

i . 

I 

\. 
'·· 

A transaction system ~ wherein, 

:.•r ,, 

5 when a transaction, document or thing needs to be l 
authenticated, information associated with one or more 
of the parties involved is coded together to produce a 

joint code. This joint code is then utilized to code 
information relevant to the transaction, document or 

10 record, in order to produce a variable authentication 
number (VAN) at the initiation of the transaction. This 
VAN is thereafter associated with the transaction and is 

recorded on the document or thing, along with the 
original information that was coded. During subsequent 

15 stages of the transaction, only parties capable of 
reconstructing the joint code will be able to uncode the 
VAN properly in order to re-derive the information. The 
joint code serves to authenticate the parties, and the 
comparison of the re-derived information against ~he 

20 information recorded on the document serves to 
authenticate the accuracy of that information. 

' i 
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SBeURB T~I!OR 1014! 

Field of the Invention 

The present invention relates generally 
1
to 

5 secure transaction systems and, more particularly, 
concerns a method and apparatus for authenticating 
documents, records and objects as well as the 
individuals who are involved with them or responsible 
for them. 

10 Background of the Invention 

There are many times in our daily lives when 
the need arises for highly secure transactions. For 
example, instruments of commerce, such as checks, stock 
certificates, and bonds are subject to theft and 

15 forgery. From the time a document is issued, the 
information contained on it, or the name of the 
recipient could be changed. Similarly, passports, pay 
checks, motor vehicle registrations, diplomas, food 

stamps, wager receipts'·' medical p"rescriptions, or birth 
20 certificates and other official documents are subject to 

forgery, fraudulent modification or use .by an unintended 
recipient. As a result, special forms, official stamps 
and seals, and special authentication procedures have 
been utilized to assure the authenticity of such 

25 documents. Medical, legal and personnel records, and 
all types of information in storage media are also 
subject to unauthorized access. Passwords and co~ing of 
such records have been used to thwart unauthorized 

access. However, there have always been ingenious 

30 individuals who have somehow managed to circumvent or 

evade all such systems of security. 
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With the introduction of computers and 
computer communications into business transactions and 
document processing, a certain degree of security .was 
gained, in that it is now possible to verify documents . 

5 and transactions much more quickly, thereby avoid~ng 
many frauds which previously went unnoticed until .it was 
too late. However, with the elimination of the human 
factor, verification of the identify of parties also 
became more difficult. A pressing need still exists for 

10 business transaction, document processing and record 
access systems which can'assure the identity of the 
parties and the accuracy of the information involved in 
the transaction. As used herein, the term "record 
access systems" includes systems which access media 

15 which contains data, messages, text, FAX, audio, video, 
drawings, images, photo, electronic and physical mail, 
safe boxes, and the like. As used herein the term 

"business transaction system" will be intended as a 
generic term to describe all such transaction, document 

20 processing and record access systems, including ones not 
related to business use, such as passport authentication 
systems. 

The security problems described above have 

been handled with some degree of success in systems 
25 involving a single party transaction where the party is 

present. For example, during the use of an automatic 
teller machine, the customer is the sole party involved 
and is present in person. However, until the present 
invention, it has not b.een possib~e to verify the 

30 identity and to secure the interests of all partiJs to 
multi-party transactions and, in particular, absent 
parties to a transaction. 
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summary of the Invention 
Briefly, the present invention is directed to 

a transaction, document processing, or record access 
system which avoids the shortcomings of known systems of 

5 this type. In accordance with an embodiment of the 
present invention, when a transaction, document or thing 
needs to be authenticated, information associated with 
at least one of the parties involved (e.g., an 

originator andjor a recipient) is coded to produce a 
10 joint code. This joint code is then utilized to code 

information relevant to the transaction, document qr 
record, in order to produce a variable authentication 
number (VAN) or code at the initiation of the 
transaction. This VAN is thereafter associated with the 

15 transaction and is recorded on the document or thi~g, 

along with the original information that was coded. 

During subsequent stages of the transaction, only 

parties capable of reconstructing the joint code will be 
able to uncode the VAN properly i~ order to re-derive 

2 0 the information. Thus, t.he joint' code serves to 
authenticate the parties, and the comparison of the re­
derived information against the information recorded on 
the document serves to authenticate the accuracy of that 
information. Alternatively, the information could be 

25 authenticated by regenerating a VAN from the recorded 
information and comparing the regenerated VAN with the 

recorded VAN. 
In accordance with an embodiment of the 

present invention, at the time of enrolling as a user of 
30 the system, each user selects a personal identification 

number (PIN), which is secret, does not exist in an 

uncoded form, and cannot be recovered from other 

information anywhere in the system. During or after 

enrollment, a non-secret identification code and a 
35 secret code are also stored in a user's file at the user 

associated computer facility. When a user participates 
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in a transaction, the user is required to utilize his or 
her PIN, which after being coded is used to derive a 
coded arbitrary number. Subsequently, this arbitr~ry 
code is compared to another such code which is generated 

5 from a reconstituted version of the coded PIN, in .brder 
to auth~nticate the user's identity. One of the 
embodiments creates a computer file with a secret 
address to authenticate a user's identity, and to secure 

sensitive records. The address is preferably not stored 

10 anywhere in the system, but is generated when needed 

from information supplied by the user. In some 
embodiments of the present invention, when a joint code 
is created as described above, one participating user 
(e.g., the originator) must provide his or her PIN. The 

15 other party's non-secret identification code and the PIN 
are utilized in creating the joint code. In other 
embodiments, the joint code is created from the coded 
PIN's of the participants. 

20 

Brief Description of the Drawings 

The foregoing brief description as well as 
further objects, features, and advantages of the present 
invention will be understood more completely from the 
following detailed description of the presently 
preferred, but nonetheless illustrative, embodiments of 

25 the invention, with reference being had to the 

accompanying draw~s,~n·which: 1 

Figs. ~-5 illustrate the symbols utilized in 
the present application to represent conventional 
building blocks used to form the invention, thesei 

30 building blocks bein~ respectively, a coder, an uncoder, 
a linker, a mixer,~nd ~~sorter; 

Figs. ~8 ~functional block diagrams 
illustrating a check transaction system in accordance 

with a first embodiment of the present invention, with 
35 Fig. 6 illustrating user enrollment, Fig. 7 illustrating 
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how an originator generates a check, and Figs. SA and SB 
illustrating the authentication process when the check 
is presented to be?shed ~ . 

. Figs. ~12 a~nctional block diagrams, 
s illustrating a credential issuing and authentication 

system 'in accordance with a second embodiment of t~e 
present invention, with Fig. 9 illustrating the 
enrollment of an official, Fig. 10 illustrating the 
enrollment of a user, Fig. 11 illustrating the issuance 

10 of the credential, and Fig. 12 illustrating the 
authentication of a~ssued credential~ 

. Figs. ~-13E~~~ arranged as illustrated in 

15 

20 

Fig. 14, collectively represent a functional block 
diagram of a check transaction system similar to tnat of 
Figs. 6-8, but including the basic processing nece~sary 

I 
to clear and pay a cbeck electronically: 

/' ,,/ ; 
Figs. 15A-15C are functional block diagrams of 

a credential issuing and authentication system according 
to an alternate e~ment of the present invention; and 

Fig. 16·1s a functional block diagram of' a 
system for authenticating a party and for authorizing 
access to a secret file associated with the party 
according to an alternate embodiment of the present 
invention. 

25 Detailed Description of the Preferred Embodiments 

Figs. 1-5 illustrate the functional building 
blocks utilized in the preferred embodiments. All of 
these,components are.conventional building blocks ~for 
computer or communication systems. Moreover, those 

30 skilled in the art will appreciate that the blocks can 
be realized as hardware components, or they can be 
realized as functional blocks in an overall computer 
program. 

(. 
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The coder illustrated in Fig. 1 and th~ 
uncoder illustrated in Fig. 2 may be any form of such 
device utilizing a known algorithm, such as the Oata 
Encryption Standard (DES). A coder, as illustrated in 

5 Fig. 1, has at least one data input, at which it 'j 
receives clear data. It also has one or more additional 
inputs for receiving keys K1 , K2 , which are utilized to 
code the clear data into a form in which it could not be 
easily recognized or uncoded without the use of the 

10 keys. A variable which is used as a key may be padded 
to obtain the desired security. An uncoder (Fig. 2) 
reverses the process of the coder. Basically, it 
receives the coded data and utilizes the same keys to 
reconstruct the clear data. 

15 A linker (Fig. 3) receives a plurality of data 
inputs and concatenates them into a longer code word 
(01 , o2 ••• DN). Similarly, a mixer (Fig. 4) receives a 
plurality of data inputs (01 , and o2 through ON) and 
mixes their digits or binary bits. A simple example of 

20 a mixer would be a conventional time division 
multiplexer which is used to interleave plural data 
inputs. However, in many applications, it will be 
preferable to utilize .a more sophisticated mixer, such 
as one that utilizes arithmetic and logical combinations 

25 of digits or bits. A sorter (Fig. 5) reverses the 
process of a linker or .a mixer, that is, it receives a 
concatenated or mixed code word and reproduces the 
original component words. A time division de­
multiplexer could serve as a sorter for a mixed fignal 

30 originally generated by a multiplexer. 
Figs. 6, 7 1 SA and SB constitute a functional 

block diagram illustrating the present invention in a 
check transaction system. The system illustrated in 
Figs. 6, 7, SA and SB are well suited for use in 

35 generating and processing employee paychecks, for 
example. The system involves three phases of operation . 

. } 
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In the first phase, illustrated in Fig. 6, a user of the 
system must enroll in order to be recognized by the 
system. Each user enrolls at his or her bank, or at 
another convenient location, such as a place of 

5 employme.nt, in· the presence of an officer, who 

appropriately verifies the user's identity and obt~ins 

the typical information from him, including his ta7Payer 
identification number (TIN) and telephone number. An 

account is then opened for the user and a file is 
10 created for him or her in the bank's computer, and the 

bank assigns a person account number (PAN) to the ~ser's 
account. If a bank card is issued to the user, it 
usually contains the PAN and a bank identification 
number (BIN) • 

15 While operating a terminal, the user is 
requested to select a personal identification numb~~ 

f 

(PIN) and to enter that PIN into the terminal. The user 
complies and such entry occurs at block 10 of Fig. 6 
with the typical transaction information, including the 

20 user's TIN or PAN, being entered at block 11. The PIN 
is applied directly to an irreversible coder 12, where 
it is processed to produce a coded PIN (CPN). Coder 12 
may be any type of conventional coding device which can 

process the PIN so that the coding is irreversible 
25 (i.e., the PIN cannot be recovered from the CPN). At 

the same time, a random number generator 14 produces a 
random number (RN), which is applied to a mixer 16 along 
with the CPN. Alternately, the user may be permitted to 
select an arbitrary number for RN. 

30 The signal produced by mixer 16 is then 
transmitted to the bank's computer, where it is applied 
to a sorter 18. It is assumed that this transmission 
preferably occurs over a secure line, such as one 

protected by a tandem coder and uncoder which can 
35 utilize a joint terminal-bank key. The.sorter recovers 

the original CPN and RN, saving RN in the user's file at 
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block 22. It should be noted that in saving RN, the 
user's file is accessed by using his TIN as an index. 
The rece.ived CPN is applied as the data input to a 

coder 20, which receives RN as its key input, producing 
5 a revisable owner code (ROC) which is saved in the 1 

user's file in the same manner as RN. Various 

additional information is saved in the user's file, such 
as his personal account number (PAN), name, phone number 
(PHN), account balance, and other relevant information. 

10 The user's TIN, PAN or PHN can be used as an index to 
access the user's file. CPN represents coded 
authentication information since it is a coded form of 
the PIN, and since it is used in other parts of the 
system to authenticate the user and the transaction. 

15 The system preferably maintains RN as a secret number 
(although in the present embodiment the user file .·is not 
secret since it is accessed using a non-secret index) 
and ROC is maintained as a non-secret number. As 

1 
explained in detail below, CPN is derivable from ~oc and 

20 RN. 
Fig. 7 illustrates how the originator 

generates a check in accordance with the present 
invention. This process preferably takes place at the 

originator's terminal or computer. It is assumed that 
25 the originator would be g.enerating a check in the usual 

manner and would fnclude on it all of the information 
usually found on a check, as well as the information 
normally recorded or imprinted on check forms, such as 
the rec~pient's name and TIN (RTIN), and the 

30 

35 

originator's personal account number and bank 
identification number. Preferably, the terminal 

I 

includes a check reader and printer which can read 

necessary information from the originator's check form 
and print information on the form, although this could 
also be done manually by the originator. The originator 
and the recipient can be the same person, for example, 
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where a person is cashing a personal check originated by 
the person. In the case of multi-party checks, the 
check is originated by a present party (i.e., the 
originator) in favor of an absent party (recipient). 

5 The originator enters his or her PIN at ~ 
terminal or computer. Through irreversible coder 10, 

the originator's PIN is converted to a coded PIN {CPNO), 
which is applied as the key input to coder 28. The data 
input to coder 28 is the recipient's TIN (RTIN), which 

10 has been read from the check, or accessed from the 
computer memory, or entered by the originator. The data 

output of coder 28 is a, joint key (JK), which is applied 
as the key input to a coder 30. Generally, the JK is 
generated using information associated with at least one 

15 of the parties involved in the transaction (in this 
case, the originator and recipient). As will be shown 
more fully below, the joint key (or code) is used to 
protect and authenticate the originator and recipi~nt. 

I 
The data input to the coder 30 is the infonnation (INFO) 

20 to be authenticated (that is, information relevant to 
the transaction, such as check number, amount, etc.). 

The data output of the coder 30 is a variable 
authentication number (VAN), which codes the information 
to be authenticated, based upon information related to 

25 the recipient and information related to the originator. 
Note that the VAN is alternatively generated directly 
from INFO and information associated with at least one 
of the parties, without the intermediate step of 
generating the JK. The VAN and at least a portion of 

30 the information relevant to the transaction are wri~ten 
or imprinted upon the ctl,eck 3 2 , thereby becoming a, 
permanent part of it. Alternately, the check may 
represent an electronic transfer of funds or some other 
type of electronic transaction. In this case, the VAN 
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and at least a portionof the information relevant to 
the transaction are included with,the electrical signals 
associated with 

It is 
all information 

the electronic transaction. 
contemplated that in creating the yAN, 
would not necessarily be coded in the 

same manner. For example, the amount of the check might 
be considered important enough so as to be recoverable 
completely, and it would be coded into the VAN in a 
manner that would permit complete recovery. Other 

10 information, such as the date and check control number 
might be considered less important and would be coded 
into the VAN in such a manner as to permit detection of 

changes (e.g., error detection coding), but without 
complete recovery of the original information. 

15 As noted above, other predetermined 
information which is known jointly by the originat~r and 
recipient, and which does not appear on the check, can 

'I 
also be used to derive the VAN. For example, when a 
check is drawn to multiple recipients, e.g., husba~d and 

20 wife, each recipient's TIN (which does not appear on the 
check) 'may be used to derive the ,joint code and VAN. 
This makes it more diffic.ult to fraudulent}y generate 
the VAN since the predetermined information not 
appearing on the check would not be generally known. 

25 Figs. SA and BB illustrate the authentication 
process at a terminal when the recipient presents the 
originator's check to be cashed. The terminal 
communicates via a network of the banks involved in the 
transaction. Preferably, the terminal includes a~evice 

30 which can read information directly from the check 3~. 
Alternately, the terminal operator can manually key 
information into the terminal, based upon information 
appearing on the face of the check 32. At block 40, the 
recipient inserts his or her PIN, and at block 41, 

35 identifies his bank and enters his TIN (RTIN) and all 
information required by the terminal to initiate the 
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transaction. An irreversible coder 42 processes the PIN 
to produce the coded PIN, CPNR, which is applied as the 

key inp~t to a coder 44. A random number generator 
produces a random number (i.e., an arbitrary number) RNX 

5 which is, applied as the data input to coder 44. 
Coder 4 4 then produces a coded random number ( i. e. , 1

; a 
coded ar~itrary number), CRNX, which is applied to 
mixer 48 along with RNX. The output of the mixer is, 
therefore, a signal which contains CRNX and RNX in a 

10 converted form, so that neither number nor CPNR may 
readily be discerned from the signal. CRNX represents 
coded authentication information because it is a coded 
representation of CPNR, and because it is used by the 
system to authenticate the recipient and the 

15 transaction. 
The mixer signal, along with the information 

entered in block 41 and the information read from the 
check are transmitted to the computer at the recipient's 
bank (i.e., remote bank CPU) over preferably an 

20 unsecured line (the use of an unsecured line is possible 
because CRNX and RNX, not CPNR, are transmitted from the 
mixer 48 to the sorter 62) . The system first 
authenticates the identify of the check holder at the 
recipient's bank. Next, the information on the check, 

25 as well as the originator and recipient, are 
authenticated at the originator's bank. 

At the recipient's bank, the output of 
mixer 48 is received in a sorter 62, which separates 

CRNX and RNX, with CRNX being applied to a comparison 
30 block 64 and RNX being applied as the data input to a 

[; 
coder 66. Based upon tha, recipient's TIN, RTIN, his 
bank's computer is able t:d,access his file at block 68 
and to extract his ROC (a non-secret number) and RN (a 
secret number), ROCR and RNR therefrom. ROCR and RNR 

35 are applied as the data and key inputs, respectively, to 
an uncoder 70, which generates the recipient's CPN, 
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CPNR, which is applied as thekey input to coder 66. 

Coder 66, therefor.e, reproduces the recipient's coded 
random number, CRNx (in the same manner as coder 44), 

which is applied as the second input to comparison 
5 block 64. It should be appreciated that the CPNR output 

of uncoder 70 is the true CPNR derived from the bank's 
records. Accordingly, the CRNX produced by coder 66 is 
the true CRNX. Therefore, should the comparison at 

block 64 fail, the authentication of the recipient has 
10 failed and it is presumed that recipient is not the 

party presenting the check. The transaction is 
therefore aborted. on the other hand, if the 
recipient's identity is authenticated, the transaction 
can proceed. The recipient's bank then communica.tes 

15 with the originator's bank, conveying all the 
information about the transaction and requesting 
authorization to pay (block 71). 

As shown in Fig. SB, at the originator's bank, 
using OTIN (or the originator's PAN) as an index, the 

20 originator's ROCO and random number, RNO, are extracted 
from the originator's file at block so. ROCO is applied 
as the data input to an uncoder 52, and RNO is applied 
as the key input to uncoder 52. Uncoder 52 therefore 
reverses the operation performed by coder 20 (Fig. 6) 

25 when the originator enrolled, producing the originator's 
CPN, CPNO. CPNO is then applied as the key input to a 
coder 56, which receives the recipient's TIN, RTIN, as 
the data input. 

In accordance with the embodiment just 
30 described, it is contemplated that security 

considerations may warrant revising the ROC from time to 
time independent of any transaction. Toward this end, 

CPN could be reconstituted from the current ROC and RN 

as in block 52. Next, a new RN is used with CPN to 
35 generate a revised ROC, making use of a coder in the 

same manner as coder 20 of Fig. 6. The user's new RN 
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and ROC are stored and accessed, and CPN need only be 
reproduced at the bank where the user maintains an 

account. 
In the same manner as coder 28 of Fig. 7, 

5 coder 56 therefore produces the joint key JK. JK is 
applied as the key input to an uncoder 58, which 
receives the VAN from check 32 as its data input. 
Uncoder 58 therefore reverses the coding operation 
performed by coder 30 of Fig. 7. If the information on 

10 the check has been unmodified, the coder 58 should 
therefore reproduce the information INFO from the check 

which was sought to be authenticated. In block 60, a 
comparison is made between the output of uncoder 58 and 
the information appearing on the check. Failure of this 

15 comparison is an indication that the check may have been 
modified after being issued, and the originator'stbank 
notifies the recipient's bank that the check will not be 

honored. Alternatively, the joint key JK from the 

coder 56 can be used to code the information (INF~) from 
20 the check to generate a new VAN, which can then be 

compared with the VAN from the check to authenticate the 
check. 

Should the comparison be favorable, this is an 
indication that the check is authentic and unmodified, 

25 and the originator's bank accesses the originator's 
account (block 61) to determine if the account is in 
order and has sufficient funds or credit to pay the 

check. The date of the check is determined to be 
acceptable. If the check control number does notiappear 

30 in the originator's file as a previously cashed check, 

then the current check control number is saved to 

prevent fraudulent check reuse. The originator's bank 

generates a redeemed or redemption VAN (RVAN) in 
coder 54, using its bank key and the original VAN~ RVAN 

35 is saved in the originator's file (block 55) and is 
recorded on the check (block 57). The originator's 

fii 
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account is then debited. : The originator's bank then 
authorizes the recipient's bank to pay the check. On 
the other hand, if originator's bank finds any 
irregularity in the check or in the originator's 

5 account, it will notify the recipient's bank that ~he 
check is dishonored. 

The RVAN (and other RVAN's from other 
transactions) can be accessed from originators' files by 
banks and other financial institutions involved with 

10 processing checks to determine the status of checks. 
Thus, by creating and storing the RVANs in the 
originators' files, fraudulent reuse of checks is 
avoided. 

At block 72 (Fig. SA), the recipient's bank 
15 receives the originator's bank's instructions. It will 

then notify the recipient if the check has been 
dishonored. If the check has been honored, the 
recipient's account may,be credited as in a deposit. 
Alternately, the recipient can receive payment 

20 immediately if he is at an appropriate terminal, s'!lch as 
an automatic teller machine. 

25 

Essentially, the check has cleared 
automatically, on-line, without further check handling 
or processing. 

In a transaction where the user cashes his own 
personal check, the originator and recipient are one and 
the same. A VAN is created from a joint code which 
combines information associated with the user, such as 
the user's identification number (TIN or PAN) and the 

30 user's CPN, which is generated directly from a PIN 
entered by the user. When the VAN is authenticated, the 
joint code is derived by combining the user's 
identification number (TIN or PAN), and the user's true 
CPN, which is generated from the RN and ROC retrieved 

35 from the user's file, with the TIN (or PAN) serving as a 
file index. r- ) 
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As noted above, in Fig. 8A it is possible to 
use an unsecured link between the mixer 48 and the 
sorter 62 because CRNX and RNX, not CPNR, are 

transmitted from the mixer 48 to the sorter 62. 
5 However,, a security problem still exists in using an 

unsecured line between the mixer 48 and the sorter 62 
because the signal can be recorded and then played back 

later to attempt to fraudulently authenticate a 

fraudulent transaction. In an alternate embodiment of 
10 the present invention, an anti-duplication variable 

authentication number (ADVAN) is generated at the 
recipient's terminal by coding at least a transmission 
date and time with the CPNR by a coder (not shown). The 
ADVAN is then mixed with the CRNX and the RNX by the 

15 mixer 48 and sent to the remote bank CPU over the 
unsecured line to the sorter 62. At the remote bank 

CPU, the CPNR which is generated by the uncoder 70 .is 
used to uncode the ADVAN to regenerate the transmission 
date and time. The signal received over the unsecured 

20 line is then authenticated by comparing the regenerated 
transmission date and time to a reception date and time 
(that is, the date and time at which the signal was 
received at the remote bank CPU). In this manner, th~ 
recipient and transaction are further authenticated. 

25 According to another embodiment of the present 

invention, RNX is generated at both the recipient 
terminal and the remote bank CPU. To generate the RNX 
at the remote bank CPU, a random number generator is 
located at the remote bank CPU, wherein the random: 

30 number generator at the remote bank CPU is similar~to 
and synchronized with the random number generator 46 
located at the recipient's terminal. Instead of 

transferring the RNX and the CRNX, only the CRNX is 
transferred over the unsecured line from the recipient's 

35 terminal to the remote bank CPU. At the remote bank 
CPU, the CPNR generated by the uncoder 70 is coded by 

;0 
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the coder 66 with the RNX generated at the remote bank 

CPU to generate the CRNX. The generated CRNX is then 

pompared by the comparator 64 with the CRNX transferred 
from the recipient's terminal to the remote bank C,PU to 

5 authenticate the recipient and the signal receiveJ over 

the unsecured line. In this manner, the recipient and 

transaction are further authenticated. 
According to another embodiment of the present 

invention, CRNX is never generated. Instead, the CPNR 

10 generated by the irreversible coder 42 is sent to the 

remote bank CPU over a secured line, rather than over an 
unsecured line. The CPNR generated by the uncoder 70 is 
then compared by a comparator (not shown) with the CPNR 
sent from the recipient's terminal to the remote bank 

15 CPU to authenticate the recipient. In this alternate 

embodiment, the random number generator 46, coder 44, 
mixer 48, sorter 62, and coder 66 are not required, 
although a secure line is required. 

20 

Figs. 9-12 constitute a functional blocX 
l diagram illustrating the present invention in a 

credential issuing and authentication system. The 

system involves the same three phases of operation as 
the check transaction system of Figs. 6, 7, SA and SB. 
However, all users are enrolled by an authorized 

25 official who must be enrolled first. Accordingly, there 
are two enrollment processes which are somewhat 

different. The first one is enrollment of the official, 

and the second one is enrollment of a user prior to or 

30 

at the time of issuing his credentials. It is j 
contemplated that this system would be useful for all 
types of credentials and records; for example, motor 

vehicle registrations, social security cards, passports, 

birth certificates and all types of identification cards 

or personal storage media. This system would also be 

35 useful in protecting against unauthorized access to all 

types of records, as previously indicated. 

(l 
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Fig. 9 illustrates enrollment of the official. 
This can be accomplished at a terminal or computer which 
is in communication with a remote computer over a link 

which is assumed to be secure. The remote computer may, 
5 for example, be the central computer at the agency 

issuing the credential. At the remote computer, number 
generator 100 generates a random number which, at , 
block 102, is compared to a current list of all as~igned 
personal keys. If the random number does not correspond 

10 to an assigned personal key, then the random number is 
assigned as the personal key, PKO, of the official being 
enrolled. Alternatively, PKO can be selected at random, 
from a list of unused PKO's, and the list of available 
PKO's would thereby be diminished. In yet another 

15 alternative, PKO could be accessed from a counter, such 
as a pseudorandom or an ordinary sequential counter the 
output of which may be coded with a secret key. The 
size, or length, of PKO can be such as to provide a full 
size memory address or an offset or an index extension, 

20 to limit or enlarge the memory space wherein concealed 

files are stored. PKO is then transmitted over the 
secure link to the enrollment terminal, 

At the terminal, the official enters his PIN 
and name and various other information required by the 

25 system. The name can be numerically coded by using a 
telephone type key pad. The PIN is applied to an 
irreversible coder 104, which produces his coded PIN 

CPNO. CPNO is applied as the key input to a coder 106, 

which receives PKO as the data input. The data o~tput 
30 of coder 106 is the official's coded personal key, CPKO, 

which is applied as an input to mixer 107. The 

official's name code and TIN, OTIN, are also applied as 

inputs to mixer 107. CPKO represents a coded address 
since it is a coded representation of PKO. 
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The output of mixer 107 is transmitted b~ck to 
the remote computer over the secure link. At the remote 

computer, sorter 109 separates the received signal into 

its component parts: CPKO, the official's name code, 
5 and OTIN. At block 108, CPKO and the official's name 

code are then saved (i.e., written) into File No. 1 
assigned to the official with the official's TIN, OTIN, 
serving as a File No. 1 index. It is assumed that 
during the official's enrollment various other 

10 information will be provided by the official over the 
secure line and may be stored in his File No. 1. It 
should be noted that OTIN is not secret and, therefore, 
the location of File No. 1 and the contents of File 
No. 1 (including CPKO) are not secret. 

15 At block 112, PKO is used as an index for File 

No. 2, which is also allocated to the enrolling 
official. The location of File No. 2 (and thus, the 
contents of File No. 2) is concealed, since PKO is 
secret and not stored anywhere in the system. The 

20 information or records which are stored in File No. 2 

can be coded or uncoded. The memory space wherein 
concealed files are stored may be previously filled (or 
pre-loaded) with dummy or false information to make the 
contents and locations of authentic allocated files 

25 undistinguishable from the dummy files. The concealed 
File No. 2 can also be used to store the ROC and RN (or 
store only RN, since only RN is secret -- ROC could be 
stored in a non-secret file, such as Official's File 
No. 1), as previously described in Figs. 6, 7, SA and 

30 BB, to reconstitute a user's coded PIN, CPN. Thet 

concealed File No. 2 can also be used to store other 
secret information (not shown). associated with the 
official. An official's coded number, CNO, is generated 
at the output of coder 110, and is saved in File No. 2 

35 at block 112. The key input to coder 110 is CPKO and 
the data input to coder 110 is PKO or an arbitrary 

/ /I 
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predetermined number (APN). CNO represents coded 
authe~tication information because it is a coded 
representation of CPKO, and because it is used by the 

syste~ to authenticate the official. 

At coder 110, CPKO and PKO can be interchanged 
as the key and data inputs. However, the arrangement 
selected must then be used consistently in each phase of 
the operation of the system. 

Those skilled in the art will appreciate that 
10 the p~esent embodiment offers an additional level of 

security in that, not only is secret information 
unavailable to a person who does not know the related PK 
and PIN, but that person is even unable to determine the 
location of the file containing the information, and is 

15 unable to uncode the information contained therein. 
Fig. 10 illustrates user enrollment. The user 

is enrolled by a previously enrolled official, who 
verifies the user's identity, based on acceptable 
documentation. Before the user can be enrolled, the 

20 official's identity and authority are preferably 
authenticated. The official operates the terminal, 
where he enters his PIN, and his TIN, OTIN, and the name 

code used during his enrollment,- which was stored in his 

"File 1". OTIN is transmitted to the remote computer, 
25 where it is used as an index to access CPKO from the 

official's File No. 1, and CPKO is returned to the 
terminal. ·The official's PIN is applied to the 
irreversible coder 104, which produces CPNO. CPNO is 

applied as the key input to an uncoder 114, which 

30 receives CPKO as a data input over the secure link from 

the remote computer. It will be appreciated that 
uncoder 114 simply reverses the process of coder 106 of 
Fig. 9, therefore producing PKO. PKO is applied to a 
mixer 118, the other input to which is the official's 

35 name code. The output of mixer 118 is then transmitted 
to the remote computer. 
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At the remote computer, the signal transmitted 

from mixer 118 is received in a sorter 124, which 
separates out PKO, and the name code. The extracted PKO 

is utilized as an index to address the official's 
5 "File 211 whereby CNO is read. The CNO read from File 

No. 2 is compared against the CNO generated by 
coder 120, which has as its data input PKO which is 

extracted by sorter 124 and as its key input is CPKO 

read from "File 1". Should this comparison fail, the 
10 identity of the official is not authenticated and the 

enrollment of the user is aborted. Assuming that the 
comparison is successful, comparator 130 is then 
enabled. At block 130, the name code which is extracted 

from sorter 124 is compared against the name code read 

15 from the official's "File 1 11 (using OTIN as index). 
Should this comparison fail, the enrollment of the user 
is aborted. Should the comparison be successful, the 
official has been fully authenticated and the user's 
enrollment may proceed. 

20 At the remote computer, number generator 100 
generates a unique random number, which is assigned to 
the user as a personal address key, PKU. Alternately, 
PKU can be generated from a counter as previously 
described. As discussed below, PKU represents a 

25 predetermined secret address of a File No. 2 associated 
with the user. PKU is transmitted over the secure link 
to the enrollment terminal, where it is applied to the 
data input of coder 113 .• 

The user operates the terminal and selects a 
30 PIN which he enters along with his TIN, UTIN. The 

user's PIN is applied to the irreversible coder 104, 
which produces the user's coded PIN, CPNU. CPNU is 

applied as a key input to coders 113 and 115. The 
output of coder 113 is the user's coded personal key, 

35 CPKU (which represents a coded address of the user's 
File No. 2), which is appli~d as a data input to 
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coder 115. The output of coder 115 is the user's coded 

number, CNU, which is applied to the input of mixer 116. 
The user's TIN, UTIN and CPKU are also applied as inputs 
to mixer 116. The output of mixer 116 is transmitted 

5 back to the remote computer over the secure link. CNU 

represents coded authentication information becau~e it 
is a coded representation of CPKU, and because it.is 
used by the system to authenticate the user. 

At the remote computer, sorter 119 sepa~ates 

10 the received signal into its component parts: CPKU, CNU 

and UTIN. At block 108, CPKU and CNU are saved (i.e., 
written) into File No. 1 assigned to the user, with the 
user's TIN, UTIN serving as a File No. 1 index. It 
should be noted that CPKU and CNU may be recorded on the 

15 user's credential when they are generated at the 
terminal. It should also be noted that UTIN is not 
secret, and therefore, the location and contents of the 
user's File No. 1 are.not secret. It should further be 

noted that the official's CNO· is stored in the 
20 official's secret File No. 2 (Fig. 9) while the user's 

CNU is stored in the user's non-secret File No. 1 
(Fig. lOA), even though both CNO and CNU are used to 
authenticate the official and the user, respectively. 
These two different ways for storing CNO and CNU (as 

25 shown in Figs. 9 and lOA) illustrate two embodiments of 

the present invention. 
The user's PK, PKU (or an arbitrary 

predetermined number APN), is applied as the data input 
to a coder 132, which receives th~ official's CPK9 as a 

30 key input. Coder 132 produces a joint key, JKU, Which 
it will be appreciated, is determined by information 

related to the user and information related to the 

official. Using PKU as an address, the joint key is 
written into the user's "File 2 11 at block 112', and 

35 using PKO and UTIN as address indices, the joint key JKU 

is written into the official's "File 211 at block 134 
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(Fig. lOB). These writes are enabled as a result of the 
success of the comparison occurring at block 130. 

Accordingly, the user's "File 211 will contain a joint 

key, and the official's "File 211 will contain a jo::l.nt 
5 key for each user the official enrolls. Since the 

user's file 2 is addressed by PRU (which is secret), the 
location and contents of the user's file 2 are secret. 
At coder 132, when thejoint key JKU is generated, CPK 

and PK can be interchanged as key and data inputs, or as 

10 to user and official inputs. However, the arrangement 

selected must then be used consistently. 

Fig. 11 illustrates issuance of the 
cred.ential. This is shown separate from the user 
enrollment process of Fig. 10. However, in many 

15 instances, it would occur at the same time. In the 
preferred embodiment, this process is shown as occ~rring 
at the agency's computer, although it may be performed 

by the official from a terminal where he may communicate 

with the computer. It is assumed that the official has 

20 a credential printer or recorder which contains 
credential forms on which information is printed or 
recorded to produce the actual credential. However, it 
is also possible to create the credential by inserting 

information manually or on a typewriter, provided the 
25 necessary information derived by the system can be 

entered. The official enters the usual information 
(INFO) normally contained on a particular 
credential 145. The user's TIN may also be recorded on 

the credential. Alternately, the user's CPRU and ~NU 

30 may be recorded on the credential, after being extracted 
from the user's File No. 1, with UTIN serving as a file 
index. If CPKU and CNU are recorded on the credential, 
they may be erased from the user's File No. 1. 

Alternatively, only CNU may be recorded on the 

35 credential, with CPKU remaining in File No. 1, or vice 
versa. 
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The issuing process continues with the 

official entering his PIN, which is applied to an 
irreversible coder 140 to produce his CPNO, which is 
applied as a key input to an uncoder 142. At blo9k 144, 

5 the official's TIN, OTIN is utilized as an index ~ 
access the official's "File 111 , so that CPKO may be read 
therefrom and applied as the input to uncoder 142. 1 

Uncoder 142 therefore performs the same process as 
uncoder 114 of Fig. 10 to produce PKO. At block 146, 

10 PKO and UTIN are utilized as address indices to access 
the official's 11File 211 and JKU is read therefrom.' The 

information INFO on the credential is applied as the 
data input to a coder 152 and JKU is applied as the key 
input, whereby coder 152 codes the INFO to produce a 

15 VAN, which is recorded on the credential. After 
recording the VAN on the credential, the joint key, JKU, 
may be erased from the official's File 2, where it was. 
stored (or held in escrow or in trust), until the 

credential was issued. Alternately, the authentic.
1 

JKU 
20 may be replaced with a false or dummy JK for securlty 

purposes. This completes the issuance of the 
credential 145. It should be noted that the joint key 
JKU stored in the official's File No. 2 can only be used 
in a transaction if a party exists with knowledge of the 

25 official's PIN, since this PIN is required to access the 
official's File No. 2 (at block 146). Thus, a person 
who does not have knowledge of the official's PIN (such 

as an unscrupulous person trying to issue a fraudulent 
credential) cannot legitimately issue a credentia~ 

30 The VAN which is generated from information 
(INFO) recorded on the credential, or from information 

which is otherwise stored by the system, can include 
(coded) personal descriptive details to further identify 
the user (in addition to the user's PIN and TIN) in 

35 order to limit the use o.f the credential to the so?-e 
individual to whom it was, issued (or sold). Thus,,, items 

. -";I 



-- 71 --
MasterCard, Exh. 1011, p. 71

- 24 -

such as bank cards, tickets, green cards, food stamps, 
ballots, travel checks, FAX messages, etc., can be 
protected and used solely by the individuals to whom 
they were issued. Also, the use of the credential may 

5 be enlarged to include a group, such as a family,'by 
coding such information into the VAN. 

Fig. 12 illustrates the authentication of an 
issued credential. This is preferably performed at a 
terminal provided for that purpose. The terminal 

10 includes a reading device for the credential 145 and an 
input device, such as a keypad for the user. The 
information could, however, be read from the credential 
and keyed in by hand. The terminal communicates with 
the remote processor via a preferably secure link. 

15 As part of the credential authentication 

20 

process, the identity of the user is authenticat~d. 
This ~equires that the user enter certain inform~tion at 
the t~rminal, including a PIN and user's TIN, UTIN, 
which is transmitted to the remote computer, which 
returns CPKU and CNU (box 178) via a secure data /link. 
Alternatively, CPKU and CNU could have been recorded on 
the credential (or on some other item in the possession 
of the user, such as a card having a magnetic stripe for 
storinq data) and inputted directly into the terminal. 

25 The PIN is applied to the irreversible coder 170 which 
produces CPNU. CPNU is applied as the key input to 
coder 172 and uncoder 174. Coder 172 receives CPKU as a 
data input. It should be noted that coder 172 performs 
in the same manner as coder 115, which produced CNU at 

30 its output during the user's enrollment. The ourput of 
coder 172 is applied as an input to the comparator at 
biock 182, which also has as an input the CNU extracted 
from the user's File No. 1 (or inputted from the user's 
credential). 
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Should this comparison fail, the identity of 
the use~ is not authenticated, and the credential 
authentication is aborted. Assuming the comparison is 
successful, the user is identified, and the credential 

authentication, with access to the hidden File No. 1

2, 

ensues. The favorable output from comparator 182 
enables uncoder 174. The data input to uncoder 17~ is 
the user's CPKU. The key input to uncoder 174 is t;he 
user's CPNU, as already explained. It will be 

10 appreciated that uncoder 174 simply reverses the process 
of coder 113 of Fig. 10, therefore producing PKU. PKU 
is applied to a mixer 176 which also receives the VAN 

and INFO of the credential. The output of mixer 176 is 

then transmitted to the remote computer over the secure 
15 link. 

At the remote comput~r, UTIN is utilized as an 
index to access the user's "File 111 at block 178. This 
permits reading of CPKU and CNU from the file, whereby 

CPKU and CNU were transmitted back to the user's 
20 terminal. At the remote computer, the signal· 

transmi~ted from mixer 176 is received in sorter 180, 
which separates out PKU, VAN and INFO. The extracted 

PKU is utilized to address the user's "File No. 2" at 
block 184 whereby JKU is read. It will be appreciated 

25 that the user's File No. 2 has been accessed by an 

authorized user without reference to, or use of, 

information stored in the file. The VAN extracted from 
sorter 180 is applied as a data input to an uncoder 162, 
which r~ceives the joint key JKU extracted from th' 

30 user's "File 2 11 at block 184. It will be appreciated 

that uncoder 162 therefore reverses the process 

performed by coder 152 of Fig. 11. Assuming the VAN on 

the credential is the same one as originally recorded, 
uncoder 162 will have produced the recovered INFO which 

35 should be the same as the actual INFO recorded on the 

credential. ~~ · 
/.() 
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At block 169, the INFO from the credential is 
compared to the INFO recovered from uncoder 162. Should 

the comparison fail, this is an indication that INFO on 
the credential has been modified, and the credential is 

5 indicated as not being authentic. Should the comparison 
be successful, this is.an indication that INFO is 

accurate, and the authenticity of the credential is 
confirmed. Alternatively, the credential information 
from the credential is coded using the JKU from the 

10 user's File No. 2 to generate a new VAN, which is 
compared with the VAN from the credential to 
authenticate the credential. 

In order to enhance the security of this 
system, it would be desirable to make unassigned areas 

15 of memory indistinguishable from those utilized to store 
information for the 11 File 1 11 and 11 File 211 information. 
This is accomplished by pre-storing pseudo-information 
in unused memory allocated as hidden memory space. This 
pseudo-information constitutes random information 

20 arranged in the same format as actual files. This1 
prevents an intruder from searching memory for 
structures that look like actual information files and 

25 

using the uncovered information to work backwards to 

breach security. 

Figs. 13A-13E,. when arranged as shown in 

Fig. 14, constitute a functional block diagram 
illustrating further aspects of the check transaction 
system of Figs. 6, 7, SA and aa. Specifically, these 
figures illustrate a three-party check transaction, with 

30 each of the participants and the fidelity of the 

information on the check being authenticated, the check 
being automatically cleared, and the funds of the 
participants being immediately credited or debited, all 

of these processes being performed on-line. The 
35 participating parties in this transaction are the check 

originator, whose account is to be debited~ the check 
. --? 7 
: .. · - I 
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recipient to whom the check is drawn; and the check 
redeemer, who is cashing the check for the recipient or 
accept~ng it in payment for goods or services, and whose 
account is to be credited. In addition, the banks for 

I 

5 each of these participants will also be participating in 
the transaction, and the messages generated by these 
banks will be authenticated. It is assumed that any 

individual or bank participating in the system will have 

enrolled as illustrated in Fig. 6. In addition, it is 
10 assumed that a check used in the system is generated in 

the manner illustrated in Fig. 7. 
Referring first to Fig. 13A, the recipient of 

the originator's check has presented the check to the 
redeemer (block 200). The re9ipient and the redeemer 

15 are at a terminal which includes appropriate input 
means 202. Preferably, the input means inclu~es a check 
reader and a keypad for each of them. However, in the 

absence of a check reader, it is also possible to key in 

information from the face of the check. The check is 
20 examin,d to determine if it contains a redemption :vAN 

from a previous transaction. The presence of a 
redempt~on VAN is an indication that the check was used 
previously, and it will not be honored. If a redemption 
VAN is not present, then the transaction can proceed. 

25 It is assumed that the redeemer's bank identification 
number (ROBIN), and TIN are stored in the terminal, 
otherwise the redeemer keys in his bank's name and TIN, 

and the recipient keys in his TIN, PIN and bank's name. 

A bank directory is addressed at block 203 to produce 
I 

30 the recipient bank's identification number (RCPBIN). 
The recipient's PIN is applied to an irreversible 
coder 42, which produces his CPNR. Irreversible 
coder 42, coder 44, random number generator 46, and 
mixer 48 are the same components illustrated in Fig. BA 

35 and cooperate in the same manner to produce RNX, CRNX, 

in a mixed form at the outp~t_?! mixer 48. 

/ ~<) 
L ...... 
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.The terminal has available to it the 
redeemer's bank key (RDBK}, which is applied to the key 
input of a coder 204, the dat~ input to which is the 
terminal ID (TID), which is generated by the termifal. 

5 Coder 204 then produces a joint terminal bank key 'I 

(JTBK), which is applied as the key input to a 
coder 2.06, the data input to which is the output of 
mixer 48. The mixer output is therefore coded with a 
joint key JTBK which has been generated on the bas~s of 

10 information related to the redeemer's bank identity and 

the terminal identity. 
The output of coder 206 and the information 

from input means 202, and the recipient's TIN, RCPTIN, 
and the recipient's bank ID number, RCPBIN, are then 

15 transmitted to the computer at the redeemer's bank. At 
the redeemer's bank (Fig. 13B), all of the received 
informa~ion is placed in temporary storage (block 208). 

The redeemer's TIN, RDTIN, (originally stored 
in the terminal, or keyed in by the redeemer), is then 

20 utilized as an index to access his account file, at 
block 210. 

The check control number (CCN) of the present 
check is then compared to the CCN's stored in the 
redeemer's file during previous transactions (block 

25 212), and the transaction is terminated if the present 
CCN matches that of a previously processed check. If 
the CCN of the present check is not a duplicate, 
processing continues. 

30 
ROBIN, and RCPBIN are utilized as indica~ to 

i 
access a bank key table (block 213), which produces the 
redeemer's bank key RDBK, and the recipient's bank key 
RCBK, which are applied as the data and key inputs, 
respectively, to a coder 214. The coder 214 then 
produces a joint bank key JBK, which is derived from 

35 information related to the identity of the redeemer's 
bank and the identity of the recipient's bank • 

..... _., 
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The terminal identification (TID) is input to 
a coder 216, which has as a key input RDBK. In th~ same 
manner as coder 204, coder 216 therefore produces JTBK, 
which is applied as a key input to an uncoder 218. The 

I 
5 data input to uncoder 218 is the information in ' 

temporary storage 208 which was originally received from 
coder 206. coder 218 therefore reverses the process 
performed by coder 206, yielding the output of mixer 48, 

which is applied as a data input to a coder 220. The 
10 key input to coder 220 is JBK, so that the output of 

mixer 48 is now coded with the joint bank key JBK. The 
output of coder 220 is then transmitted in a message to 
the recipient's bank, along with 5RCPTIN, ROBIN, and 
RCPBIN. 

15 At the recipient's bank, the received 
information is saved in temporary storage 230. RCPBIN 
and ROBIN are then applied to a bank key table 
(block 232), to yield RCBK and RDBK, which are applied 

as the key and data inputs, respectively, to a 
20 coder 234. In the same manner as coder 214, coder 234 

therefore yields the joint bank key JBK, which is 
applied as a key input to uncoder 236. The data input 
to this uncoder 236 is the coded combination of RNX and 
CRNX produced by coder 220. uncoder 236 therefore 

25 reverses the process of coder 220, yielding the mixture 
of RNX and CRNX as an output. This mixture is applied 
as an input to a sorter 238, to recover RNX and CRNX. 

The recipient's TIN, RCPTIN, is utilized as an 
index to access the recipient's file at block 240 rnd 

30 read therefrom the random nUmber, RNR, and his ROC, 
which are applied as the .key and data inputs, 
respectively, to an uncoder 242. In the same manner as 
uncoder 70 of Fig. SA, uncoder 242 therefore derives the 
true CPNR, which is applied as a key input to a 

35 coder 244, which receives RNX as a data input. The data 
output of coder 244 is therefore the true CRNX. 



-- 77 --
MasterCard, Exh. 1011, p. 77

- 30 -

At block 246 1 this true ,CRNX is compared to 
the CRNX derived from sorter 238. If this comparison is 
favorable, the recipient's identity is confirmed, ~nd 
processing may proceed. Otherwise, processing is 

5 terminated, with the originator's check being 
dishono,red, because the recipient has not been properly 
authenticated. The recipient's bank then transmi~s a 
message to the redeemer's bank, informing it whether or 
not the recipient has been authenticated. If thef 

10 recipi~nt has not been authenticated, the redeeme~'s 
terminal is notified, and processing will terminate. 

Assuming that the recipient has been 
authenticated, the recipient's bank message includes 
various information which is temporarily stored by the 

15 redeemer's bank (block 250 of Fig. 13C). At block 252, 
the originator's bank identification number ORBIN, which 
was read from the check, and the redeemer's bank I 
identification number ROBIN are applied as indices to a 
bank key table to recover bank keys for these banks, OBK 

20 and RDBK, respectively. These keys are applied to a 
coder 254 to produce a joint bank key JBK', which is 
therefore dependent upon information related to the 
originator's bank and the information related to the 
redeemer's bank. JBK' is applied to the key input of a 

25 coder 256, which receives the original VAN, OVAN, (from 
the check) as a data input. The output of coder 256 is 
a redeemer's bank RDBVAN, which is transmitted to the 
originator's bank, along with various transaction 
information and the information from the check. RDBVAN 

30 serves to authenticate the communication between'the 
banks. 

At the originator's bank, the received 
information is temporarily stored at block 258. ORBIN 
and ROBIN are then utilized to reference a bank key 

35 table at block 260, whereby OBK and RDBK are extracted 
in the same manner as in block 252. The joint key JBK' 

. .---, 
, ~) / 



-- 78 --
MasterCard, Exh. 1011, p. 78

- 3l -

is then generated by means of a coder 262 in the same 
manner as coder 254. JBK' is then applied as the.key 
input to an uncoder 264, which receives RDBVAN as a data 
input •. This uncoder 264 therefore reverses the process 

5 performed by coder 256 and produces an extracted ~VAN, 

which is applied to a comparator 266 (as shown in 

Fig. 130). 
The originator's personal account number 

ORGPAN which originally appeared on the check is 
10 utilized as an index to access the originator's account 

file at block 268 of Fig. 13C. This provides access to 
various information about the originator's account 
including the balance and a list of prior check control 
numbers (CCN's), and in addition, provides access to his 

15 revisable owner code ROCO and random number RNO, which· 
are applied as the data and key inputs to an uncoder, to 
produce the originator's coded pin CPNO. CPNO is .then 
applied as the key input to a coder 272 (Fig. 130) which 
receives the recipient's TIN, RCPTIN, as a data il}put. 

20 The output of coder 272 is the joint key JK, which is 
applied as the key input to a coder 274, which receives 
the check information as a data input. It will be 
appreciated that coders 272 and 274 regenerate the: 
original VAN, OVAN, from the check in the same manner as 

25 coders 28 and 30 of Fig. 7. This regenerated VAN is 
then compared to the extracted VAN at block 266. If 
this comparison fails, it is an indication that the 
check information may have been tampered with and the 
originator's bank informs the redeemer's bank that the 

'· 
30 check will be dishonored. on the other hand, if the 

comparison succeeds, the process continues. 

The originator's bank then performs a series 
of computations, including determining whether the CCN 
of the check is proper (i.e., has not been used before) 

35 and whether the originator has a sufficient balance in 
his account (or credit) to cover the check, and whether 

.--:; 7 
'1 
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the date of the check is acceptable.. In the case of any 
defects, the check will be dishonored and the process 
will terminate. Assuming that everything is in order, 
modification of the originator's account is approved, 

5 and a record of the check created at block 271, wit~ the 
new information being added to temporary storage at, 
block 273. Coders 275 and 276 are then utilized to 
encode the original VAN, OVAN, into an originator's,bank 
VAN OBVAN. Various information about the transaction, 

10 and authorization to credit the redeemer's account are 
then transmitted is a message to the redeemer's bank. 

At the redeemer's bank, all of the receiv~d 
information is stored in temporary storage at block 278. 
At block 280, coder 282 and uncoder 284, steps are 

15 performed to extract OVAN from OBVAN in a manner which 
is similar to that which was done in block 260, 
coder 262 and uncoder 264. This extracted OVAN is then 
applied to a comparator 286 of Fig. 13E, which rece~ves 
as an additional input the stored OVAN from-the check 

20 presented by the recipient. If this comparison fails, 
the process has not been authenticated, and the 

originator's bank will be notified. On the other hand, 
if the comparison succeeds, this is an indication that 
full authentication of the entire process and all 

25 parties has occurred and that the message received from 
the originator's bank is authentic. 

Processing then continues by accessing the 

redeemer's account at block 288, computing a new balance 
at block 290 and updating the redeemer's account. The 

30 redeemer's bank then transmits a message back to the 
originator's bank, informing it that the redeemer's 

account has been credited. This information is saved at 

the originator's bank in temporary storage at block 291. 
The originator's bank then accesses the originator's 

35 account file using his personal account number ORGPAN as 

.. ;--r-' 
')' ) 
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an index,-and updates his account with the informat,ion 
that was placed in temporary storage at block 273 
(Fig. 130). 

The redeeroer's bank also communicates with the 
5 terminal at which the check was presented (block 294 of 

Fig. 130), and informs it that the transaction has been 
satisfactorily completed and that the recipient may 
receive payment in the .form of cash, goods or services 
(block 296). The terminal prints the redemption V~ 

10 (ROBVAN) on the check. 
Although various embodiments of the present 

invention have been described herein as useful for 
particular types of transactions, those skilled in the 
art will appreciate that they actually have universal 

15 utility. For example, the last embodiment (depicted in 
Figs. 13A-13E) was described as useful in a check 
transaction system, but it will be appreciated that it 
would also be useful in a bill payment system as ~ell as 
a paperless/cashless system (as further described' 

20 below). 

Figs, lSA, l5B and 15C are functional block 
diagrams of a credential issuing and authentication 
system according to an alternate embodiment of the 
present invention, wherein the alternate embodiment 

25 · includes many of the features of the embodiments 
depicted in Figs. 6-S and Figs. 9-12. For example, the 
alternate embodiment of.Figs. lSA-lSC include steps for 
enrolling an official, enrolling a user, issuing a 
credential, and authenticating the credential. Fig. l5A 

30 illustrates user enrollment, Fig. 15B illustrates· 
issuance of a credential, and Fig. 15C illustrat,s the 
authentication of an issued credential. In the · 
alternate embodiment of Figs. 15A-15C, enrollment of the 
official is the same as shown in Fig. 9 and, therefore, 

35 shall not be discussed further. 
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Referring to Fig. lSA, a user is enrolled by a 

previously enrolled official who verifies the user's 
identity, based on acceptable documentation. Before the 
user can be enrolled, the official's identity anq 

5 authority must be authenticated. The official operates 

a term,inal, where he enters his PIN and ~is TIN, !OTIN, 
and the name code used during his enrollment, which was 
stored in his File No. 1. OTIN is transmitted t~ the 
remote computer, where it is used as an index or address 

10 to access the official's File No. 1 and retrieve CPKO 

(block 1546). CPKO is returned to the terminal. 
The official's PIN is applied to irreversible 

coder 1530, which produces CPNO. CPNO is applied as the 
key input to an uncoder 1532, which receives CPKO as a 

15 data input from the remote computer, and which uncodes 
CPKO to'generate PKO. CPKO is also applied as a key 
input to a coder 1534, which receives PKO as an input. 
The coder 1534 codes PKO using CPKO as the key input to 

generate a coded number for the official (CNO), wpich 
20 represents coded authentication information. Another 

coder 1538 codes the official's name code using CNO as a 
key input to generate a coded name code. A mixer 1536 
mixes the coded name code, PKO, and CNO and transmits 
the mixed signal to the sorter 1540 at the remote 

25 computer over preferably a secure link. 
At the remote computer, the signal transmitted 

from mixer 1536 is received by the sorter 1540, which 
separates out PKO, CNO, and the coded name code. 'PKO is 

applied as an index (or address) to access the 
30 official's File No. 2 and to thereby retrieve CNO, which 

was previously stored in the official's File No. 2 
during the enrollment of the official (see Fig. 9). The 

CNO transmitted from the terminal and the CNO retrieved 
from File No. 2 are then compared in a comparator 1542. 

35 If the comparison fails,- the 'identify of the official is 
not authenticated and the enrollment of the user is 
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aborted. Assuming that the comparison is .successful, 
the comparator 1542 is enabled and sends a signal to an 
uncoder 1544. The uncoder 1544 then uncodes the coded 

name code using the CNO retrieved from the official's 

5 File No. 2 to regenerate the name code. The name 9ode 
is also accessed from File No. 1 and then compared4.at 
1550. If the comparison fails, the identify of the 
official is not authenticated and the enrollment of the 
user is aborted. Assuming that the comparison is 

10 successful, the comparator 1550 sends an authentication 
signal ("okay to enroll user") and user enrollment 
begins. It should be noted that the "okay to enroll 
user" signal is applied as a write enabled to the 
official's File No. 2 at 1552 to save a joint key JKU 

15 therein (described below). 
At the remote computer, number generator 1516 

generates a unique random number (as discussed abo~e), 
which is assigned to the user as a secret predetermined 
address or key, PKU. PKU is transmitted over a secured 

20 link to the enrollment terminal, where .it is appli~d to 
the data input of a coder 1504. 

1 

The user operates a terminal and selects. a PIN 
which he enters along with his TIN, UTIN. The user's 
PIN is applied to irreversible coder 1502 which produces 

25 the user's coded PIN, CPNU. CPNU is applied as a key 
input to coder 1504. The output of the coder 1504 is 
the user's coded predetermined address or key, CPKU. 
CPKU may be stored in a user record (at block 1510). A 
mixer 1506 mixes CPNU and CPKU and transmits the mixed 

30 signal to the remote CPU. 
At the remote computer, sorter 1512 separates 

the received signal into its component parts CPKU and 
CPN. At the remote computer, a random number RN is 
generated (as discussed above) and applied as a key 

35 input to coder 1518. The coder 1518 also receives CPN 
as an input and thereby generates a revisable owner code 

~ -)f 
. ') l~ ~ 
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(ROC). ROC is stored in the user's File No. 1 (at block 
1520), wherein the user's File No. 1 is accessed (or 
addressed) using UTIN. CPKU is also stored in the 
user's File No. 1 (at block 1520). 

5 PKU is applied as an index or address to the 
user's File No. 2 in order to store RN (at block 1522). 
PKU is secret in the system and, therefore, the losation 
and contents of the user's File No. 2 (including RN) is 
secret. Additional information may be coded in a , 

10 coder 1524 using CPKU as a key input to generate coded 
information which is also stored in the user's File No. 
2. The information which is coded using CPKU in the 
coder 1524 may include the secret information RN. 

PKU is applied as an input to coder 1528, 
15 which afso receives CPKO as a key input. The coder 1528 

generates a user joint key (JKU) which is stored ih the 
user's File No. 2. JKU is also stored in the official's 
File No.2 (at block 1552). 

It should be noted that the storage and 
20 handling of RN and ROC in the embodiment shown in 

Fig. 15A is different from the storage and handli~g of 
RN and ROC shown in Fig. 6. In Fig. 6, the file in 
which RN and ROC are stored is generally non-secret 
because it is indexed (or addressed) by generally non-

25 secret user information (such as the user's TIN). 
However, in the embodiment shown in Fig. 15A, the ·non­

secret ROC is stored in the user's File No. 1, which is 
non-secret, and the secret RN is stored in the user's 
File No. 2, which is secret (since it is accessed or 

30 addressed using the secret PKU). Therefore, the,, 
embodiment of 15A includes an additional level of 
security and protection over the embodiment shown in 

Fig. 6. 
Fig. 15B illustrates issuance of a credential 

35 according to the alternate embodiment of the present 
invention. The issuance of credential in the alternate 

--:). -~ 
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embodiment is essentially the same as the issuance. of 
credentials in the previous embodiment shown in Fig. 11. 
Note, however, that it is possible to record the Rpc 
retrieved from the user File No. 1 on the 

5 credential 1564 since the ROC is public (although :.the 
ROC could also have been recorded on the credential in 
the previous embodiment). 

Fig. 15C illustrates the authentication of an 
issued credential. This is preferably performed at a 

.10 terminal 'provided for that purpose. The terminal 

includes a reading device for the credential 1564 and an 
input device, such as a keypad, for the user. The 
information from the credential 1564 could, however, be 
keyed in by hand. The terminal communicates with the 

15 remote processor via a preferably secured link. As part 
of the credential authentication process, the identity 
of the user is authenticated. Specifically, the user 
enters his PIN which is applied as an input to 
irreversible coder 1570 1 which generates a coded PIN 

I 
20 (CPNU). The user also enters his TIN (UTIN), whidh is 

used to access the user File No. 1 (at block 1588) and 
retrieve CPKU, which is transmitted from the remote CPU 
to the terminal. CPKU is applied as an input to 
coder 1574, which also receives CPNU as a key input. 

25 The coder 1574 generates a coded number CNU, which 
represents coded authentication information. CPKU is 
also applied as an input to uncoder 1572, which also 
receives CPNU as a key input. The uncoder 1572 uncodes 

CPKU to regenerate PKU. Both CNU and PKU are mix~d by 
30 mixer 1576 and sent to the sorter 1578 at the rembte 

CPU. 
At the remote CPU, the sorter 1578 separates 

the signal into its component parts PKU and CNU. PKU is 

applied as an index into the user's File No. 2 in order 
35 to retrieve the secret information RN. UTIN is applied 

as an index to the user's File No. 1 to retrieve the 
·,! 
') ' ) 
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non-secret revisable owner code (ROC). ROC is applied 
as an input to uncoder 1584, and the secret information 
RN is applied as a key input to uncoder 1584. The 
uncoder!1584 thereby uncodes ROC using RN in order to 

5 regenerate CPNU as RCPN, which is applied as a key .. input 
at coder 1582. CPKU, which is read from the 
credential 1564, is applied as an input to coder 1582. 
The coder 1582 codes CPKU using RCPN as a key input in 
order to generate a coded number CNU. The generated 

10 coded number CNU is compared at the comparator 1580 to 
the coded number CNU received from the terminal. If the 
comparison fails, authentication of the user aborts. 
However, if the comparison is successful, the user is 
authenticated and the process continues by 

15 authenticating the credential 1564. 

The credential 1564 is authenticated by 

reading the official's ID number OTIN from the 
credential and using OTIN as an index in order to access 
the official's File No. 1 and read CPKO (block 1599). 

20 CPKO is applied as an input to coder 1598. which al~o 
receives PKU as a key input. The coder 1598 codes CPKO 
using PKU in order to regenerate the user joint key JKU. 
JKU is also read from the user's File No. 2 using PKU as 
an index and then applied to a comparator 1596. The 

25 comparator 1596 compares the JKU which was retrieved 

from the user's File No. 2 and the JKU which was 
generated by the coder 1598. If the comparison fails, 
then authentication of the credential aborts. However, 
if the comparison is successful, the comparator 1596 is 

30 enabled and sends an okay signal to a comparator 1594. 
The JKU retrieved from the user's File No. 2 

at 1586 is applied to an uncoder 1592, which also 
receives as an input the VAN which was read from the 
credential 1564. The uncoder 1592 uncodes the VAN in 

35 order to regenerate INFO. The regenerated INFO is 
applied as an input to the comparator 1594, which also 

/~ /•' 
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receives the INFO read from the credential 1564. The 
comparator 1594 comparc:is the regenerated INFO and the 
INFO from the credential. and if the comparison is 
success~ul, the credential is authenticated. Otherwise, 

5 the credential is not authenticated. 
As noted above, in Fig.15C, the transmis~ion 

link between the mixer 1576 and the sorter 1578 is 
preferably secured since using an unsecured link would 
present a potential security problem. For example! the 

10 signal from the mixer 1576 could be recorded and then 

transmitted to the sorter 1578 at a later date in order 

to attempt to fraudulently authenticate a user and a 
credential. In accordance with an alternate embodiment 
of the present invention, an anti-duplication variable 

15 authentication number (ADVAN) is generated at the 
terminal by coding at least a transmission date and a 
time wi-th the CPNU. The ADVAN is then mixed with the 
CNU and the PKU at the mixer 1576 and sent to the 
sorter 1578 at the remote CPU over an unsecured link. 

20 At the remote CPU, the received ADVAN is uncoded using 
the derived RCPN to regenerate the transmission da~e and 
the time. The regenerated transmission date and time 
are then compared to a reception date and time (that is, 
the date and time at which the signal was received at 

25 the sorter 1578) and if the comparison is successful, 
the information transmitted over the transmission medium 
between the mixer 1576 and the sorter 1578 is 

authenticated. In this manner, the user and credential 
are further authenticated. 

30 Alternatively, a semi-random number (noti 
shown) is generated at the terminal using a countJr or 
other random number generator (not shown). The semi­

random number is coded using the CPNU to generate a 

coded semi-random number. The coded semi-random number 
35 is then transmitted along with CNU and PKU to the remote 

CPU over an unsecured medium. At the remote CPU, the 
(_/ (;/ ., 
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coded semi-random number is uncoded using RCPN to 
regenerate the semi-random number. A second semi-random 
number is then generated at the remote CPU using another 
counter or random number generator (not shown) wh~h is 

5 genera~ly synchronized with the counter (not shown) at 
the terminal. The communication medium between t~e 
mixer 1576 and the sorter 1578 is then authenticated by 
comparing at the remote cPU the regenerated semi-random 
number to the second semi-random number which was 

10 generated at the remote CPU. If the comparison is 
successful, then the information transmitted over the 
communication medium between the mixer 1576 and the 
sorter 1578 is authenticated. In this manner, the user 

and credential are further authenticated. 

15 As described above, the predetermined s~cret 
address PKU is coded to generate the coded secret 
address CPKU. According to an alternate embodiment, PKU 
comprises one or more components which are combinable to 
form.the predetermined secret address PKU. In this 

20 alternative embodiment, only one of the components of 
the PKU is transmitted from the remote CPU to the 
terminal. The coder 1504 (Fig. 15A) codes this one 
component of the PKU to generate CPKU. Therefore, in 
this alternate embodiment, CPKU represents a coded 

25 portion of the PKU. Then, to access the user's File 
No. 2, the CPKU is uncoded as described above to 
regenerate the portion of the PKU. This PKU portion is 
combined with the other portions of the PKU to 
regenerate t~e PKU, which is then used to access ~he 

30 user's File No. 2. The other portions of the PKU may be 
stored throughout the system, such as in the operating 
system, in the executive program, in files, etc. 

Fig. 16 is a functional block diagram of a 
system for authenticating the identity of a party and 

35 for authorizing access to a party's hidden (or secret) 
file according to an alternate embodiment of the present 

lj· 
I -' I 
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invention. The party's hidden file (such as hidden 
memory file 1622) may contain coded or uncoded secret 
information. In the embodiment of Fig. 16, the party is 
in possession of a portable storage media, such as 1a 

5 card 1602 having a magnetic stripe for recording 
information thereon. The card 1602 is issued by an 
agency, or a bank, during enrollment of the party. 
Information recorded on the card 1602 includes the. 
party's revisable owner code (ROC), a coded address 

10 (CPK) of the hidden file 1622, an agency identification 
number (AID or Agency ID), and a transaction sequence 
number (TSN).. The party's ROC is generated as described 
above (see Fig. 6). The coded address CPK of the hidden 
memory file 1622 may either represent the entire address 

15 of the hidden memory file 1622 or only a portion of the 
address of the hidden memory file 1622, as describ~d 
above. 

The party to be authenticated enters a 
personal identification number (PIN) at a terminal. The 

20 PIN is input to an irreversible coder 1606 to prod~ce a 

coded personal identification number (CPN). The 

information recorded on the party's card 1602 is read 
from the card 1602 using an appropriate reader (not 
shown). The CPK read from the card 1602 is applied as 

25 an input to an uncoder 1612, which also receives the CPN 
as a key input. The uncoder 1612 uncodes CPK using CPN 
as a key input to generate PK, which represents either 
the total address of the hidden memory file 1622 or a 
portion of the address of the hidden memory file 1~22 

30 (as noted above). 

35 

The transaction sequence number (TSN) read 
from the card 1602 is input to a mixer 1608 and then to 
a coder 1610. The coder 1610 also receives the CPN as a 
key input. The coder 1610 codes the TSN using the CPN 
as a key 
(ADVAN). 

input to generate an anti-duplication VAN 
The ADVAN, PK, R~C, and AID are input to a 

r I ·: c: / 
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mixer 1614 and the resulting mixed signal is sent to the 
remote CPU over a preferably unsecured communication 
link. 

The user's hidden memory file 1622 is part of 

5 a memory which is used to store such files at the remote 
CPU. The sorter 1616 separates the received mixed 
signal into its component parts ROC, PK, AID, and ~DVAN. 
Where the PK generated by the uncoder 1612 is only a 
portion of the address to the hidden memory file 1622, 

10 the AID is used as an index to a memory table 1618 to 
retrieve other address components for the hidden memory 
file 1622. Thus, the address components in the memory 
table 1618 applicable in any given transaction depends 
on the particular AID. The PK is combined with the 

15 other address components at a combiner 1620 to thereby 
form the composite address of the hidden memory 
file 1622. The AID could also identify a predetermined 
procedure for combining the applicable address 
components. The composite address is used to access the 

20 hidden memory file 1622 to retrieve a secret random 
number RN (which is generated according to the method 
described above with respect to Fig. 6). RN is input as 

a key to a coder 1624. The coder 1624 also receives the 

ROC from the sorter 1616 and thereby generates CPN. 
25 

30 

A transaction sequence number (TSN) is also 
retrieved from the hidden:. memory file 1622 and is input 
to a coder 1632. The coder 1632 also receives CPN as a 
key input and thereby generates an ADVAN. The ADVAN 
generated by the coder 1632 is compared with the 4DVAN 
output from the sorter 1616 at a comparator 163o.f If a 
favorable comparison is obtained, then coder 1628 is 
enabled. If the comparison is not favorable, then the 

user is not authenticated and does not gain access to 

the memory file 1622. 

/';· 
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Coder 1628 receives PK as an input and CPN as 
a key and thereby generates CPK. The CPK generated by 
the coder 1628 is received by an uncoder 1626 as a key 
input. The uncoder 1626 also receives as input coded 

5 information which is retrieved from the hidden memory 
file 1622. The uncoder 1626 uncodes the coded 

information from the hidden memory file 1622 using the 
CPK as a key input to thereby produce clear information. 
The clear information is then provided to the 

10 authenticated user. 
As a result of the favorable comparison of the 

ADVANs at the comparator 1630, a new (or revised) 

transaction sequence number (TSN) is generated and 
stored in the hidden memory file 1622. Also, a 

15 coder 1634 is enabled. The coder 1634 receives the CPN 
as an input and also receives a revised RN as a key 
input. The output of coder 1634 is a new ROC, wh.fch is 
combined with the riew TSN in mixer 1635. The mix~r 1635 
output is sent back to the terminal where the 

20 sorter 1604 separates the new TSN and ROC, which ~re 
then recorded on the user's card (in order to prepare 

for the next transaction by the user). Note also that a 

new CPK may be generated as well by revising a memory 

address component, such as the address displacement. In 
25 this event, the new CPK would also be returned to the 

terminal to be recorded on the user's card. 
It should be noted that an unsecured 

communication link between the mixer 1614 and the 
sorter 1616 is utilized if the hidden memory file 1622 

30 is remote from the location where the party's PIN: is 
entered (that is, the terminal). It should also be 

noted that the transaction sequence number (TSN), in 
conjunction with the ADVAN, serves to protect the 
authenticity of the transaction and the user's card 

35 against fraudulent duplication of the transaction 

/ 
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information (that is, by recording the output of th~ 
mixer 1614 and retransmitting it later to the 
sorter 1616). 

A number of additional applications for-~he 
present ~nvention will now be described. { 

The invention_ could be utilized in a pay!; 
telephone system in which calls could be made without 
the use of money. The call originator uses a telephone 
in the usual way to enter the telephone number of ~he 
party to be called (i.e., to the call recipient). The 
call originator also enters his own telephone number and 
PIN. The ~ystem then authenticates the identity of the 
originator as described above (by using, for example, 
the embodiment depicted in Figs. 6-8 or in Figs. 9-12). 

15 In the first embodiment (i.e., Figs. 6, 7, SA and SB), 
the originator's PIN is coded, and used to derive an 
arbitrary number, which is subsequently compared to 
another such number which is generated from a 
reconstituted version of the coded PIN. The 

20 reconstituted coded PIN is formed from an RN and ROC 
which are accessed from the originator's account file, 
with the originator's telephone number serving as a file 
index. If the comparison is unfavorable, the call is 
aborted; otherwise, call processing continues. 

25 In the secondembodiment, the originator's 
telephone number is used~as an index to file no. 1 to 

access an originator's CPKO and true CNO. The 
originator's coded PIN, CPNO, is then combined with the 
originator's CPKO to generate a CNO (as in Fig. 12) . 

30 The originator's identify is then authenticated ~ 
comparing the true CNO with the derived CNO. Iflthe 
comparison is unfavorable, the call is aborted; 
otherwise, processing continues. The originator·can use 
a machine readable card, or the like which has CPKO and 

35 CNO previously recorded thereon. In this event, access 

to file no. 1 is unnecessary • 
. I -- -
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In either embodiment, if the identity 
comparison is favorable, then the originator's credit 
balance is extracted from the originator's file to 

1 

determine whether the call should be allowed. If the 
5 credit balance is favorable, then the telephone 

connection is extended to the call recipient, and the 
recipient's telephone is rung. 

At the end of the call, the originator's 
credit balance is diminished by the cost of the call, 

10 and the new balance is computed and rewritten to the 
originator's file. The originator may then be advised 
of the cost of the call. When the recipient's telephone 
rings and the call is answered, the system can require 
that the identity of the person answering the phone be 

15 authenticated, as in a person to person call. In this 
event, the recipient is asked to enter a PIN, and the 
recipient's identity is authenticated using either

1

of 
the twQ embodiments mentioned above. 

20 

Alternatively, a first joint code could be 
generated when the call is initiated, e.g., from tF.e 
originator's CPN, and the recipient's reconstituted CPN. 
When the call is answered, the recipient enters his PIN, 
which is converted to a CPN and combined with the 
originator's reconstituted CPN to form a second joint 

25 code. A comparison then ensues between the first and 
second joint codes. 

Another application of the invention is a 
system which uses a bill as the means of (or vehicle 
for) payment. The bill contains the usual payment 

30 information, and a VAN is also recorded on the bi~l when 
·I 

the bill is generated. The VAN is derived from the 
payment information {INFO) and identification 
information associated w.ith the originator of the bill 
(e.g., similar to the bank identification line of 

35 information which appears at the bottom of an 
originator's check) or the originator's TIN and BIN. 

;'-//' 
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The bill may also contain the recipient's TIN and BIN. 
Preferably, the above information is coded in a standard 
format, at a fixed location on the bill itself. The 
bill is then used in an appropriate docum~nt reader to 

5 provide the transaction payment information to the 
system. The party paying the bill (i.e., the payqr) 
enters his PIN and the payor is then authenticated using 
the PIN. Also, the VAN is authenticated (using one of 
the methods described above). If the payor and the VAN 

10 are authentic, the bill is paid. A redemption VAN is 
generated (using information associated with the payee 
party) and printed on the bill, when it has been paid. 

Alternatively, the payor could simply key in 
the information from the face of the bill. When the 

15 transaction is completed, a redemption VAN is displayed 
to the payor, which he records on the bill (or the VAN 
could be automatically recorded on the bill). 

In accordance with a further application of 
the embodiments of this invention, a medical 

20 prescription form which has been originated and issued 
by a doctor to a patient (a recipient), can be 
authenticated to permit' dispensing of the designated 
medicine, or drug, in a processing jurisdiction, along 
with automated payment. Automated payment may include a 

25 third party such as an insurance provider. This system 
is particularly useful for a patient who is in desperate 

need of medicine, and is in a remote or strange 
environment, where the prescription cannot be easily 
authenticated, or an available pharmacy cannot be found. 

30 The prescription form contains identifi•cation 
information associated with the doctor and the patient, 
and the usual information which appears on a 
prescription, such as the type of medicine, strength, 
quantity, application, date, refills, generic, and a 

35 control number. The prescription form also contains a 
VAN, which is the result of coding the medical and 

" ' - 7 
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identification information. Preferably, the information 
and the VAN are recorded on the prescription form so 
that it is readable by an individual, and it also 
includes coded symbols or characters representing the 

5 same information in machine readable form. 
When the prescription form is utilized by the 

recipient to obtain the medicine from a processing 
entity (such as a drug store), the information on the 
form is read automatically by a terminal of the system, 

10 or it is entered via a keyboard. The recipient also 
enters his PIN, and the system authenticates the 
prescription form, the doctor, and the recipient in 
accordance with the embodiments described previously. 
An indication of the cost of the prescribed medicine, 

15 and the method of payment is provided to the recipient. 
I 

The recipient may elect to pay by using one of the 
methods described herein. 

Note that the processing entity may also 
include a centralized clearinghouse in communicatiqn 

20 with dispensing outlets (i.e., drug stores) for 
authenticating prescriptions. An RVAN may be generated 
from the VAN and information associated with the 
process~ng entity, and then associated with the 
transaction, to thereby document the processing entity's 

25 involvement in the transaction. 
If a patient attempts to use a prescription in 

a state where the originating physician is not licensed, 
such as out of state, the original prescription may not 
be usable. In this situation, a directory system of 

30 predetermined licensed "correspondent" physicians may be 

established, and a correspondent physician can 
automatically authorize the prescription of an 
originating physician (on-line), after the original 
prescription is authenticated. 
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The invention also finds utility in a 
paperlessjcashless transaction system, in which "funds 
transfer" transactions, such as purchases, occur without 
the use of money, or checks. In this system, the 

5 payment originator uses a payment recipient's te~inal 
which stores information to identify the precise . 
location of the recipient's account. Alternatively, an 
originator PIN, information identifying an originator 
account and a recipient account, and funds transfer 

10 information (INFO) which includes a payment amount are 
entered directly into a terminal of this system by the 
payment originator. The system initially generates a 
VAN, {OVAN), by using the payment information {INFO) in 
conjunction with the identification information 

15 associated with the payment originator and payment 
recipient. The payment originator is authenticated 
using .the originator PIN using a method described above. 
The system then approves or disapproves the payment 
based upon an authentication of the VAN, and the "joint" 

20 identification information associated with the 
participants, and the availability of funds, or credit. 
Such transactions are carried on entirely 
electronically, the participant's bank accounts are 
credited and debited automatically, allowing commercial 

25 transactions to be completed "instantaneously". An RVAN 
may be generated using the INFO and printed on a receipt 
which is dispensed to the originator. 

Although preferred embodiments of the 
invention have been disclosed for illustrative purposes, 

30 those skilled in the art will appreciate that many 
additions, modifications, and substitutions ara possible 
without departing from the scope or spirit of the 

invention as defined in the accompanying claims. 
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.X CLAIM-t: 

1. In a system comprising a storage means 
ad essable using a predetermined address and party 
info ation associated with a party and stored in the 

5 storag means, the party information comprising first 
coded au hentication information previously generated by 

10 

sonal identification number (PIN) associated 
with th.e pa t.y, a method for authenticating the party 
comprising th steps of: 

eceiving a PIN from the party to be 
authenticated; 

add essing the storage means using the 
predetermined addres the party information 

and to retrieve the f 
15 information; 

authentication 

generating 
information using the recer e 

comparing at 
first coded authentication 

20 of the generated second cod 
information; and 

authenticati 
part of the retrieved first 
information corresponds to 

authentication 

of the retrieved 
part 

least 

25 generated second coded authentication in rmation. 
2. The method of claim 1, wher in the 

predetermined address c:omprises non-secret r formation 
associated with the party, such that the loca of the 
storage means and the first coded authenticatio 

30 information stored in the storage means are non-s cret. 
3. The method of claim 1, wherein the rst 

coded authentication information is extracted from a 
storage means which is in the possession of the party. 
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4 The method of claim 1, wherein the 
locat f•the storage means is secret, and wherein the 
step dressing the storage means comprises the steps 
of: 

5 accessing a second storage means u~ing a 
ermined address to locate and to retrieve a 

reviously stored in the second storage 
means, the code address having been previously 
generated by cod ng the first predetermined addres.s of 

10 the first storage eans using the PIN~ 
unco ing the coded address using the 

received PIN the first predetermined 
address~ and 

storage means using 
15 the generated ermined address to retrieve 

the first coded authentica ion !~ormation. 
5. The met~.od o c ai , wherein the first 

storage means is a part of a 
to use of the memory, pseudo 

2 0 the memory, thereby making u ·memory 
indistinguishable from the f 

6. The method of party 
information also comprises se 
with the party. 

25 7. In a transaction system, a method for 
authenticating a transaction and at leas 
the transaction comprising the steps of: 

coding information relevant o a 
transaction with information associated with at least 

30 one party to generate a variable authenticati 
{VAN), wherein the information associated with 
least one party comprises coded authentication 
information derivable from a predetermined secret 
and a predetermined non-secret code, and wherein th 

35 coded authentication information was previously 

\ 
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gene~ated by coding a personal identification number 
(PIN)\ the PIN being unrecoverable within the 
transa system; 

associating the VAN with the transaction; 
deriving the coded authentication 

using the predetermined secret and non-
and 
authenticating the VAN associated with 

derived coded authentication 

10 information. 
s. of claim 7, wherein the 

information relevan to the transaction comprises at 
least one information group which is coded so as to 
enable detection of a hange in its content or 

15 structure. 
9. The method of claim 7, wherein the 

transaction involves an el trical signal, the VAN being 

included in the electrical s g a together with at least 

a portion of the information el to the 
20 transaction. 

10. 
transaction 
wherein the step of associat 

the 

transaction comprises the step of re ording the VAN and 
25 at least a portion of the. information 

transaction on the instrument. 
to the 

11. The method of claim 10, w the 
information relevant to the transaction co prises a 
combination of predetermined information re orded on the 

30 instrument and predetermined information not on 
the instrument, such that prevention of fraudu 
regeneration of the VAN is enhanced. 

12. The method of claim 7, 
of authenticating the VAN comprises the steps of: 

35 uncodinq the VAN using at least the 
derived coded authentication information; 
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comparing the uncoded VAN to the 

relevant to the transaction; and 
authenticating the VAN and the 

associated with the VAN if the uncoded VAN 
the information relevant to the 

method of claim 7, wherein the ~tep 
comprises the steps of: 
information relevant to the 

10 transaction usin at least the derived coded 
authentication inf rmation to generate a second VAN; 

comp ing the first VAN associated with 
the transaction to th second VAN; and 

authent ating the first VAN and the 
15 transaction associated fi VAN if the first 

VAN corresponds to the 
14. 

transaction comprises origin 
medical prescription form and 

20 comprises an originating phys c 
presenting the medical prescr'p 

in a processing jurisdiction, he 
information being associated with 

·wherein the 
processing a 

physician and with the patient, and w erein the step of 
25 associating the VAN with the 

30 

step of recording the VAN on 

form. 
15. The method of 

comprising the steps of: 
authenticating the patient; and 
dispensing medicine as indicated 

medical prescription form to the patient if the 
the patient are authenticated. 

\ 
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16. The method of claim 15, wherein the VAN 
is auth nticated by a processing entity associated with 

sing jurisdiction, further comprising the 

5 if the originating physician is not 
licensed to actice in the processing jurisdiction, 
then obtaining uthorization for processing the medical 

in the processing jurisdiction from a 

correspondent phy 'cian licensed in the processing 
10 jurisdiction; 

gener ting a redemption VAN from the VAN 
and information associ ted with the processing entity; 

and 
associatin emption VAN with the 

15 medical prescription form, u 
entity is accountable for t~ 
prescription form. 

processing 
the medical 

20 

25 

17. 
method for authenticating a 

transaction with at least informatio 

system, a 
parties to 

with at 
least two parties to generate a variab e authentication 
number (VAN); and 

associating the VAN 
18. The method of claim 

one of the parties is present, and 

of the parties is absent. 

transaction. 

one 

19. The method of claim 17, wherein 
30 coding step comprises the steps of: 

coding the information 
said at least two parties to generate 

coding the information 

transaction with the joint code to generate the VAN. 

\ 



-- 101 --
MasterCard, Exh. 1011, p. 101

- 54 -

20. In a system wherein a party has a 
perso identification number from which first coded 
authent cation information is generated, the first coded 
authenti tion information being derivable from a 

5 predetermi ed secret number and a predetermined non­
secret numb r which have been previously stored in a 

\ ' storage means a method for authenticating the party 
comprising the teps of: 

a first site a personal 
10 identification er from the party; 

gene ating second coded authentication 
information by using 
identification 

transmit 'ng at least the second coded 
15 authentication informatio first site to a 

second site; 

retrieving second site the secret 
and non-secret numbers from tH means; 

generating at th 
20 authentication secret 

25 

and non-secret numbers; 
comparing 

coded authentication information 

authentication information; and 
authenticating the 

coded authentication information correspon 
third coded authentication information. 

21. The method of claim 20, where 

I' 

second 

transmitting step comprises the step of transm the 
30 second coded authentication information from the f~rst 

site to the second site over a secured cornmunicat on 
medium, and wherein the step of generating the thi 

coded authentication information comprises the step 
deriving the first coded authentication information 

35 the retrieved secret and non-secret numbers. 

\ 
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The method of claim 20, wherein the step 
the second coded authentication 

n comprises the steps of coding the received 

personal i entification number to generate a coded 
tification number and coding an arbitrary 
he coded personal identification number to 

generate a fir t coded arbitrary number. 
23. ~e method of claim 22, further 

comprising the s p of generating at the first site an 
10 anti-duplication v riable authentication number (ADVAN) 

by coding at least transmission date and time with the 
first coded authenti tion information, wherein the 
transmitting step comp ises the step of transmitting the 
ADVAN, the first coded rbitrary number and the 

15 arbitrary number from th first site to the second site 
over an unsecured communic tio~edium. 

24. The method o ciakm 23, further 
comprising the steps of: 

20 coded authentication informa 
secret and non-secret number 

site the first 
the retrieved 

uncoding the t the second site 
using the derived first coded authe tication information 

25 
to regenerate the transmission date 

further authenticating 
d time1 and 
he party if the 

regenerated transmission date and time orrespond to a 
reception date and time. 

25. The method of-claim 22, whe ein the 
arbitrary number is generated at both the f rst s;te and 

30 the second site, and wherein the transmittin step 

comprises the step of transmitting the first ded 

arbitrary number from the first site to the sec nd site 
over an unsecured communication medium. 

26. The method of claim 25, wherein the 
35 of generating the third coded authentication inform 

comprises the steps of deriving the first coded 

\ 
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a thentication information from the retrieved secret and 
non secret numbers and coding the arbitrary number 

ted at the second site using the derived first 

uthentication information to generate a second 
itrary number. 

27. The method of claim 26, wherein the 
ep comprises the step of comparing at the 

e first coded arbitrary number transmitted 
from the first: site to' the second site and the second 

10 coded arbitrary umber, and wherein the authentication 
step comprises th step of authenticating the party if 
the first coded ar 
second coded arbitra 

28. In a t nsaction system, a method for 
15 enrolling a party, wher 'n the party is authenticated 

20 

25 

during at least one stage of 
the method comprising the 

number (PIN) from the 
coding 

(CPN); 
coding the 

arbitrary number to produce a 
(ROC); and 

ubsequent transaction, 

number and the ROC in a storage means at 
associated with the party, wherein the CPN 
from the predetermined arbitrary number and ROC. 

29. The method! of claim 28, furthe 
30 comprising the step of modifying the predetermi ed 

arbitrary number and the ROC such that the CPN r ains 

derivable from the revised arbitrary number and th 

revised ROC, thereby further 
derivation of the CPN. 
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In a transaction system wherein a party 
t personal identification number (PIN) and an 

a second PIN, a method for enrolling the 
ing the steps of: 

coding information associated with the 
associated with the official to 

code, the joint code being subsequently 

with a transaction; and 
sto ng the joint code in a first storage 

10 means, the first sto age means being accessible only to 
a party with knowledg of the first PIN, such that if no 
party exists with knowl dge of the first PIN, the joint 
code rom the first storage means 

and, therefore, cannot be ssociated with a transaction. 
15 31. The method o 30 1 further 

20 

comprising the steps of: 
coding informat'o 

transaction with the join~ code 
authentication number (VAij) 1 

recording the V 

associated with the transaction 
issuing the cred 

32. 

comprising the steps of: 

the 
variable 

25 storing the joint code in second 
storage means, the second storage means bei g accessible 
only to a party having knowledge of the d 

receiving the second PIN 
officiaL; 

30 using the received second PIN 
the.second storage means and to retrieve the 

c~s 

code; 

coding information relevant to the 

transaction with the joint code to generate a variable 
authentication number (VAN) 1 

\ 
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recording the VAN on a credential 
with the transaction; and 

issuing the credential, wherein a P,arty 
without kn wledge of the second PIN cannot access the 

5 second stora e means or the joint code stored therein 
and, therefor , cannot legitimately issue the 
credential. 

33. 

method for 
10 of: 

a multi-party transaction system, a 
transactions comprising the steps 

15 

transaction 
one party to 

(VAN); 

the 

information relevant to a · 
ation associated with at least 

authentication number 

with the transaction; 
a recipient party and 

transaction are authentic, th 
20 transaction. l. 

•j 

34. The method of c 
the steps of: 

further comprising 

coding information ciated with at 
least one party with the VAN to genera a redemption 

25 VAN (RVAN) ; 

associating 
transaction, such that the 
fraudulently presented for 

storing the RVAN in a storage 
30 associated with at least one party, such that 

transaction is cleared in 

manner. 

35. The method of claim 34, wherein the 
transaction involves an electrical signal, the RVAN 

35 being included in the electrical signal. 
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36. A method for enrolling and authenticating 
a p comprising the steps of: 

receiving a personal identification 
numb IN) from the party; 

5 '\ generating coded authentication 
informatio~using the received PIN; 

-~generating first and second numbers such 
that the coded~uthentication information is derivable 

from the first a~d second numbers, the first number 
10 being secret and e second number being non-secret; 

stor ng information comprising the secret 
number in a first st age means addressable using a 
predetermined a dress; 

a coded secret address using 
15 at least part and 

the received PIN; and 

storing 
non-secret number in a 

and the 
addressable 

20 

using a predetermined non-seer 
37. The method of cl 

of storing the information com 
in the first storage means com 

coding the information 

the step 

secret number using non-secret informati n associated 
25 with the party to generate coded informat 

storing the coded informatio 

first storage means. 

38. The method of claim 37, wherein 
secret information associated with the 

30 coded secret address. 
39. The method of claim 36, further 

comprising the steps of: 

receiving a second PIN from a party to 
authenticated; \ 
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generating at a first site second coded 
information using the received second 

addressing the second storage means using 
5 ermined non-secret address to locate and 

retrieve coded secret address and the non-secret 
number; 

generating at the first site a first 
coded number us ng the second coded authentication 

10 information and e coded secret address; 
gen rating the predetermined secret 

address using at lea t the received second PIN and the 
retrieved coded secre address; 

transmi~ ing at least the first coded 
15 number and the ed secret address from the 

first site to a second si~ ; 

the generated and 
retrieve the secret number; 

20 deriving at th 
II 

the first 
coded authentication informat o 
non-secret number and the 

generating at the sec 
coded number using the derived 

retrieved 
number; 

25 authentication 
and 

30 

35 

authenticating the party 

authenticated if the first coded number 

the second coded number. 
40. The method of claim 39, further c 

to 

the step of generating at the first site an anti 
duplication variable authentication number (ADVAN) by 

coding at least a transmission date and time with t 

second coded authentication information, the 
transmitting step comprising the step of transmitting 

\ 
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e first coded number, the predetermined secret 
ess,,and the ADVAN from the first site to the second 

an unsecured communication medium. 
41. The method of claim 40, further comprising 

uncoding the ADVAN at the second si~e 
erived first coded authentication information 

the transmission date and time; and 
further authenticating the party to be 

10 authenticated i the regenerated transmission date and 
a reception date and time. 

ethod of claim 39, wherein a first 

semi-random number i generated at the first site using 
a first counter, and rther comprising the step of 

15 coding the first semi-r ndom number to generate a coded 
first semi-random number, and h ein the transmitting 

20 

25 

step comprises transmittin coded number, the 
oded first semi-

random number from the firs 
an unsecured communication 

43. The method further comprising 
the steps of: 

semi-random 
number at the second site to the first semi-
random number; 

generating at the second s'te a second 
semi-random number using a second counter 
generally synchronized with the first counte ; and 

t~ be 
30 authenticated if the regenerated first semi-ran 

35 

number corresponds to the second semi-random numb r. 
44. The method of claim 39, wherein the 

predetermined .secret address comprises one or more' 
components combinable to form the predetermined secret 

address, the step of generating the coded secret addres~ 
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mprising the step of coding one of the components of 
th predetermined secret address using the received 
firs PIN to generate.the coded secret address. 

45. The method of claim 44, wherein the step 
5 of·gene ting the predetermined secret address comprises 

the steps of: 
uncoding the retrieved coded secret 

the received second PIN to generate said 
onents of the predetermined secret 

10 address; and 

components with the 
predetermined secret 

15 46. 

instantaneously 
associated with 
associated with 
the steps of: 

20 receiving from 
personal identification numbe 
originator party, information 

secret 

one.of the 
the 

an account 
method comprising 

ori nator part¥ a 
associated w1th the 

the originator 
party account and the recipie account, and 
information comprising a payment amoun and specifying a 

25 funds transfer; 
generating a variable authe tication 

number (VAN) using the originator party PIN, the 
recipient party account identifying informati n, and the 
fund transfer information; 

30 determining whether the 
is authentic by using the PIN; 

determining whether 

authentic by using the VAN; 
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if the originator party and the funds 
tran fer are authentic, then transferring authenticated 
funds to the recipient party account from the ori~inator 
party account; 

generating a redemption variable 
number (RVAN) using at least the fbnds 

rmation; and 
associating the RVAN with the fund , 

transfer, such 
10 by the RVAN. 

47. 

of associating 

is substantiated 

wherein the step 
transfer 

comprises the step of recording the RVAN on a receipt, 
the receipt being dispe sed to the originator party. 

15 48. processing an invoice 
comprising the steps of: 

generating a le authenticati6n 
number (VAN) using at least tion associated with 
an invoice, the information c a ed with the invoice 

20 including information identify! 
and payment information compri in 

recording the V 

associated with the invoice on 
receiving the v 

25 identification number (PIN) from a 
determining whether the pa 

the VAN are authentic by using the informat on 
associated with the invoice and the received IN; 

receiving the payee party accou t 
30 identifying information and 

the invoice; and 

and 

if the payor party and the VAN are 

authentic, then crediting the payment amount to the 
payee party account from funds associated with the pa 

35 party. 
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49. The method of claim 48, further 
steps of:; 

generating a redemption VAN (RVAN) by 
coding associatef with 

5 rty; and 
associating the RVAN with the invoice 

such that 
RVAN. 

of the invoice is substantiated by the 

50. T e method of claim 49 1 wherein the step 
10 of receiving the comprises the steps of: 

15 

party; and 

reading the VAN from the received 
invoice. 

51. A method f r 
for authorizing access to 
with the party, the storag 
using a secret predetermin 
comprising the steps of: 

and 
r ge means associat~d 

ng addressable 

20 receiving a 
number (PIN) from a party 

generating coded aut 
information using the PIN, the coded 
information being t number 

25 previously stored storage means a d a non-secret 

number previously stored in a storage med um.in 
possession of the party; 

retrieving from the storage m 
least a coded address and 

30 coded address having been 
at least a portion of the secret predetermined a 
using the coded authentication information; 

generating said at least a portion o 
secret predetermined address by uncoding the coded 

35 address using the coded authentication information; 

\ 
'· ' 
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transmitting at least the generated said 

a portion of the secret predetermined address 
etrieved non-secret number from a first s~te to 

over a communication link; 

5 generating at the second site the secret 
address using the transmitted said at 

of the secret predetermined address; 
ddressing the storage means using the 

redetermined address to retrieve the 

10 secret number; 
deri ing the coded authentication 

information using th retrieved secret number and the 

transmitted 

15 further access to the st age means by using at least 
the derived coded authentf a ~ information. 

52. The method o 

comprising the steps of: 

retrieving 
20 first transaction sequence n 

stored therein; 

25 

generating a rst nti-duplication 
variable authentication number (ADV ) by coding the 
first TSN with the coded authenticatf n information; 

transmitting the first 

first site to the second site 
link; 

addressing the 
generated secret predetermined address to're rieve a 

• . i I 30 second TSN prev1ously stored there n; 

generating a second ADVAN by co the 
second TSN with the derived coded 
information; and 

authenticating the 
35 further access to the storage means 

corresponds to the first ADVAN; 

\ 
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wherein the first and second TSNs a!e 
each transaction, such that fraudul~nt 

nd use of messages over the communication link 
and fraud ent duplication of the storage medium are 

The method of claim 51, further 
steps of retrieving agency identification 

information fro the storage medium and transmitting the 
agency identifica ion information from the first site to 

10 the second site ov the communication link, wherein the 
step of generating a secret 

predetermined address 
agency identification 
portions of the secret p 

the steps of using the 
n to retrieve other 
ined address and 

15 combining the transmitted 
secret predetermined addr s 
form the secret predeterm 

54. The method 
comprising the 

20 number, and/or 
55. The 

communication link is unsecured. 
wherein the 

of the 
to 

56. A multi-party 
authenticating a transaction and partie 

system for 
the 

25 transaction comprising: 

30 

means for coding informatio relevant to 
a transaction with at least information asso 
at least two parties to generate a variable 
authentication number (VAN); and 

means for associating the VAN 
transaction. 

57. A transaction system for enrolling a 

party wherein the enrolled party is authenticated 
at least one stage of a subsequent transaction, the 

35 system comprising: 
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means for receiving a personal 

number (PIN) from the party; 

means for coding the PIN to produc~ a 

means for coding the CPN using a 
arbitrary number to produce a revisable 

storing the predetermined 
ROC in a storage means at a 
the party, wherein the CPN is 

redetermined arbitrary number and 

party, wherein 
identification number (P 

system for enrolling a 
has a first personal 

an official has a second 

PIN, the system comprising 

with 
official to generate a joint c 

20 subsequently 

only to 

a party with 

storage means, such that if no party e 
25 knowledge of the first PIN, the joint co e 

accessed from the storage means and, ther 

be associated with a t:r::ansacti.on. 
59. 

processing transactions comprising: 

in the 

cannot 

for 

30 means for coding information rel Yant to 
a transaction with information associated with a~ 

one party to generate a variable authentication n 
(VAN): 

means for associating the VAN with the 
35 transaction; \ 
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means for determining whether a recipient 
party d the transaction are authentic: and 

means for authorizing redemption of the 
transact! n if the recipient party and the transaction 

60 A system for authenticating a party 
are authen?\. 

comprising: 
eans for receiving a personal 

identification n mber (PIN) from the party: 
me ns for generating coded authentication 

information using e received PIN; 
means for generating first and second 

numbers such that the authentication information 
is derivable from rst and second numbers, the 
first number and the second number being 
non-secret: 

means for.s 
first storage means 
secret address; 

the secret number in a 
predetermined 

20 means for 

address using at least a 
secret address and the reo 

means for s 
address and the non-secret number in a 

secret 

25 means addressable using a predetermin non-secret 

address. 
61. The system of claim 60, w 

second storage means is a 
possession of the party. 

30 62. In a system 
addressable using a secret a 
first coded number previously stored in the sto age 

means and derivable from the secret predetermine 
address and a coded address generated by coding tli 

35 secret predetermined address with first coded. 

\ 
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a~thentication information associated with a party to be 

authenticated, a method for authenticating the pa~ty 
steps of: 
receiving a PIN from the party to be 

generating second coded authentication 
using the received PIN; 

deriving the secret predetermined address 
by uncoding coded address using the second coded 

10 authentication 

coding the derived 
coded address; 

a second coded number by 
cret predetermined address with the 

15 address to access the st 

predetermined 

retrieve the 
first coded 

first coded number 
coded number. 

if the retrieved 

20 63. In a system 
party information associate 
on the credential, the party informa ion comprising 
first coded authentication information reviously 
generated by using a personal identifica ion number 

25 (PIN) associated with the party, a method 
authenticating the party comprising the 

receiving a PIN from the 

30 

35 

authenticated; 
retrieving the first coded authen ication 

information from the credential; 
generating second coded authenticati n 

information using the received PIN; 

comparing at least part of the retrieve\ 
first coded authentication information to at least part 
of the generated second coded authentication 
information; and 
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part of the 
information corresponds to said 
generated second coded authent'ca 
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081'(#·!4~ -.· 74 t ( ... -:#lf 
RESS MAIL" Mailing Label No. EM131838914US ~~" 

PATENT J!6' ~ 
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Patent Application of 
Leon Stambler 

Group Art Unit: 

Applic. No. : Examiner: 

Filed: 

For: 

Herewith 

SECURE TRANSACTION 
SYSTEM AND METHOD 
UTLIZED THEREIN 

Attorney Docket 
No. 6074-1US 

SUBMISSION OF PROPOSED DRAWING AMENDMENT 
FOR A?PROVAL BY EXAMINER (37 CFR 1.123) 

Attached please find a copy of the original informal 

sheets of drawings with red ink markings, showing the proposed 

changes to the drawings in this application, for which the 

approval of the Examiner is requested. The proposed drawing 

changes are as follows: 

1. Fig. 11: In the line connecting the block labeled 
I 

"142" to the block labeled as "146 11 , add an arrow pointing to the 

block labeled "146". 

2. Fig. 12A: The block labeled as 11 132" should be 

changed to read "182". 

3. Fig. 13B: 

a. The signal line from the output of block 208 to 

the input of block 213 should be relabeled as "RCPBIN". 

b. An additional signal line should be added from 

the output of block 208 to the input of block 213, and should be 

labeled as "ROBIN". 

PSJN2/624l7 .l 
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c. The RDTIN signal line output from block 208 to 

the input of block 213 should be deleted. 

A detailed explanation of the corrections is provided 

immediately below: 

1. Correction to Fig. 11: The PKO INDEX signal should 

be shown as being output from the uncoder 142 and received by the 

second Access Official's File 146 to be consistent with page 23, 

lines 1-11 of the specification. 

2. Correction to Fig. 12A: The block labeled as "132 11 

should have read "182" to be consistent with page 24, line 32 of 

the specification. 

3. Correction to Fig. 13B: The signal line from the 

output of block 208 to the input of block 213 should have been 

labeled as "RCPBIN". An additional signal line should have been 

included from the output of block 208 to the input of block 213, 

and should have been labeled as "RDBIN". The RDTIN signal line 

output from block 208 to the input of block 213 should be 

deleted. These corrections conform the figure to the 

corresponding text on page 28, lines 12-21 and 29-36 of the 

specification. 

The above-identified corrections are fully supported by 

the original specification and thus do not constitute ri'ew matter. 

Correction is thus believed to be permitted. 

-2-
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Respectfully submitted, 

LEON STAMBLER 

Jvov g /OfOt6 ~{; fl/1 
----~~--~(D_a_t+~~)~--~~ BY:Leslie L. Kasten, Jr.~ 

Enclosures 

Registration No. 28,959 
PANITCH SCHWARZE JACOBS & NADEL, P.C. 
1601 Market Street, 36th Floor 
Philadelphia, PA 19103 
Telephone: (215) 567-2020 
Facsimile: (215) 567-2991 
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tv~fi~~"'"" """"r'" "'" "'"'"• L•bel" ~ ~ ~ Number EM131B3B914US 
• CJ rnAICf. ~ f Deposit Noveml?er 12 r 1996 

I hereby certify that this paper or fee is being deposited with the United 
States Postal Service "Express Mail Post Office to Addressee" service under 37 
CFR 1.10 on the date indicated above and is addressed to the Assistant 

:;:::inn~ .Wfe;:;c '"" PATENT 

Attorney Docket No. 6074-1 US 
BOX PATENT APPLICATION 

IN TBE UNITED STATES PATENT AND TRADEMARK OFFICE 

Assistant Commissioner for Patents 
Washington, D.C. 20231 

Sir: 

This is a request under 37 C.F.R. §1.60 for filing a 

[X] Continuation application (Group Art Unit 2202) 

[ ] Divisional application. Anticipated classification 
Class ______ , Subclass ______ , 

of pending prior Application No. 08/446.369 , filed 

on May 22. 1995 of Leon Stambler 
inventor{s) 

for SECQRE TRANSACTION SYSTEM AND METHOD UTILIZED THEREIN 

(title of invention) 

[X] Enclosed is a copy of the prior·application as originally 
filed including: 

[X] 

[X] ~ sheets of drawings (informal) 

[X] a properly executed Declaration and Power of 
Attorney. 

I hereby verify that the attached papers are a true copy of 
the prior application identified above as originally filed. 

PSJN2/62441.1 
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'· [ ] Applicant (s·) hereby claim the right of foreign priority 
under 35 U.S.C. §119(a)-(d) based on the following 
application(s): 

Country: Application No.: P'iling Date: 

[ ] A certified copy of the priority document(s) is of record in 
the prior application or application S.N. 

filed ---------------------

[X] Applicant(s) hereby claim the right of priority under 35 
u.s.c. §120 based on the following U.S. application: 

[X] 

[X] 

[X] 

[X] 

[X] 

Appln. No.: 
08/446.369 
08/122.071 
07/977.385 

P'iling Date: 
May 22. 1995 
September 14. 1993 
November 17. 1992 

Status: 
pending 
issued 
issued 

Cancel claims ----~-~6~3L--------------------------------------

on No. 446,369, 
filed,,,May 22, 1995, which in turn is a division of 
Applibation No. 08/122,071, filed September 14, 1993, now 
u.s. Patent No. 5,524,073, which in turn is a division of 
Application No. 07/977,385, filed November 17, 1992, now 
u.s. Patent No. 5,267,314. 

"'"' '-'7 P~ ... ~ S~.t'-'"A'\'fl 
This \application is related to Application No. 

08/445,477k filed May 22, 1995, and Application No. 
08/445,612, filed May 22, 1995, now U.S. Patent No. 
5,555,303.--

A preliminary amendment is enclosed. 

An Information Disclosure Statement is enclosed. 

A proposed drawing amendment is enclosed. 

New formal drawings are enclosed for replacing the 
informal drawings filed in the prior application. The new 
formal drawings incorporate the changes requested in the 
proposed drawing amendment. 

The power of attorney inothe present application is to the 
attorneys and agents in the firm of Panitch Schwarze Jacobs 
& Nadel as listed in: 

[ l A new Declaration and Power of Attorney is enclosed. 

[X] The power appears in the prior application, as filed. 
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[ ] The prior application is assigned to ----------------------­

[X] Address all future communications'to the undersigned 
at the address and telephone number set forth below. 

[X] A Verified Statement Claiming Small Entity Status: 

[X] was filed with the original application No. 07/977,385, 
and such status is still proper and desired (37 
C.F.R. §1.28 (a)). 

[ ] is enclosed herewith. 

The filing fee is calculated below: 

SMALL ENTITY LARGE ENTITY 
BASIC BASIC 

CLA.IMS INO FILED NO. EXTRA FEE ~382 OR Fll!E 

TOTAL 44-20= 24 x11= S264 OR x22,... 

INDEPENDENT 13-3 - 10 lx40- S400 OR x80= 

IMQLTIP~E DEPE~EHI CLA.IM§! PRESENT x130= s OR x260= 

TOTAL ~ OR TOTAL 

[X] The Commissioner is hereby authorized to charge any of the 
following fees which may be. required, or credit any over­
payment, to Deposit Account 'No. 16-0235. One additional 
copy of this request is enclosed for accounting purposes. 

[X] The above calculated filing fee -"'$ __ 1=-. 0,._4~9:<-L:. 0...,0"-----

[X] Any additional fees required under 37 C.F.R. §1.16 or 
§1.17. 

[X] If the filing of any paper during the prosecution of 
this application requires an extension of time in order 
for the paper to be timely filed, applicant(s) hereby 
petition(s) for the appropriate extension of time 
pursuant to 37 C.F.R. §1.136(a). 

(Date) 

LLK:amh 
Enclosures 

Respectfully submitted, 

BY• .:t:!~t~fl:t 
Registration No. 28.959 
JlANITCH .... Ji.CHWARZE JAC@S &: NAPEL 
1601 Market Street - 36th Floe~ 
Philadel2hia PA 19103-2398 
Telephone: 215-567-2020 
Telecopier: 215-567-2991 
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'7'47174 p~~ 
"EXPRESS MAIL" Mailing Lab7l No. EM131838914US 

ft- ;-/c)fl 

PATENT 

IN THE VNITED SlATES PATENT AND TRADEMARK OFFICE 

Appln. No.: 

Filed: 

For: 

Patent Application of 
Leon Starnbler 

Herewith 

METHOD FOR SECURING 
INFORMATION RELEVANT TO A 
TRANSACTION (as amended) 

Group Art Unit: 

Examiner: 

Attorney Docket 
No. 6074-lUS 

PRELIMINARY AMENDMENT 

This preliminary amendment is being filed before 

receipt of a first Office Action. Please enter this preliminary 

amendment before examination of the application. 

Charge any fee associated with this response and credit 

any overcharge to Deposit Account No. 16-0235. 

Please amend the above-identified application as 

follows, without prejudice: 

In the Title z 

~ete the original title and re lace it with the 

following new title: --METHOD FOR SECURING INFORMATION RELEVANT 

13 \ TO A TRANSACTION--, 

In the Claims t 

~new claims 64-107 as follows: 

PS.JN2/62457.1 

' \ 
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4. A method for coding and storing informatio 

associated with a party and 

sensitive information, said information associated 

being subsequently used to authenticate the 

access, the method comprising the steps of: 

previously receiving a first 

\)~7identification number (PIN) from the party; 

previously deriving first 

information by using the first PIN; 

previously generating at 

0 

the first coded authentication on, wherein at least one 

previously storing ach of the at least two 

numbers in one or more first st age means; 

previously sto ing each of the at least two 
I 

numbers in one storage means; 

of the at least two numbers 

previously stored in one or more storage means; 

of the at least two numbers 

previously second one or more storage means; 

each of the at least two numbers 

one or more storage means with each of 

retrieved from the second one or more 

and 

authorizing access if each of the at least two 

retrieved from the first one or more storage means and 
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each of the at least two 

more 

65. The method of claim 64 further comprising t 

steps of: 

receiving a second personal 

(PIN) from a party to be 

deriving second 

by using the second PIN; 

combining 

retrieved from the first 

derive third coded 

or more storage means to 

information third coded authentication information; and 

66. 

access if the second coded 

information and third coded authentication 

other. 

The method of claim 65 further comprising the~ 

first or second or third coded information to 

comprising the step 
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uncoding said coded sensitive 

said second or recover 

the other 

68. The method of claim 64 further 

steps of: 

combining each of the 

retrieved from the first 

second coded 

two numbers 

retrieved from storage means to derive 

third coded 

camp authentication 

information wit information; and 

authorizing access if the second coded 

au the information and third coded authentication 

other. 

The method of claim 64 further 

revising each of the ast two numbers at an 

arbitrary time; and 

replaci previous at least two 

second one or more storage means with 

-4-
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70. The method of claim 64 wherein at 

second one or more storage means are 

and second respective sites. 

,:;<. 'The method of claim fA' therein at least one of 

each of the at least two numbers is secret, and at least another 

of each of the at least two numbers is non-secret. 

A method for coding first information, the me~ 

step of: 

coding the 

information and then 

second 

~~sult using third information, 

wherein the 

and 

information was previously generated 

an enrollment process, and wherein the second 

are not derivable from each other. 

73. In a multi-party transaction system, a method~ 

information relevant to a 

comprising the steps of: 

----ormation relevant to the transaction 

using first with a party to gen~rate first 

coded information; 

-5-
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File History Report 

D Paper number ___ is missing from the United States Patent and Trademark 

Office's original copy of the file history. No additional information is available. 

D The following page(s) .§. of paper number§. is/are missing from the United States 

Patent and Trademark Office's original copy of the file history. No additional 

information is available 

Additional comments: 
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associated with each of a group of one or more parties, or e h 

of the other of the at least two information iously 

stored in one or more storage means; 

previously storing the 

storage medium; 

coding the sensitive information y using the 

predetermined first key to derive the coded s nsitive 

information; 

subsequently 

1S r the storage medium; 

~J receiving 

information groups from 

or retrieving the other 

from the one 

the predetermined arbitra 

t e arbitrary number from 

at least two 

of one or more parties, 

two information groups 

joint key by combining 

the other of the at least 

two information groups; 

the c~ded sensitive information by using 

the predetermined j key to recover the sensitive information. 

76. e method of claim 75 wherein the predetermined 

arbitrary r is derived by combining the predetermined joint 

key with other of the at least two information groups, such 

c mbination of the predetermined arbitrary nu~er and 

least two information group results in the 

key. 

-7-
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77. The method of claim 75 wherein at least 

information group associated is 

derived from a personal identification number 

78. The method of claim 75 wherein e predetermined 

joint key is unrecoverable within the system 

79. w erein the location for 

retrieving the other of wo information groups from 

from identification the one or more storage 

information of a party as with the predetermined first 

key. 

80. the integrity of first 

transaction information, a second information 

associated with an ori inat f party, by using an anti duplication 

variable authenticat' n numb~r (ADVAN), the first transaction 

information 

transaction info 

transaction sequence number and other 

the transaction sequence number being 

transaction, 

second inf 

in a storage means and being revised for each 

e method comprising the steps of: 

the first transaction information using the 

derive a first ADVANl; 

coding the second information using the 

sequence number to derive third information; 

-8-
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appending the third information to the fi t 

ADVANl to derive integrated information; 

retrieving the transaction er from 

the storage means; 

extracting the third information 

integrated information; 

uncoding the third informati n using the retrieved 

transaction sequence number to recover t second information; 

information; 

e~tracting the first ADV­

uncoding the first~VANl 
from the integrated 

using the recovered 

second information to recover transaction information; 

number from 

the recovered 

racted transaction sequence 

number with ction sequence number; and 

the first 

transaction the second information if the 

extracted number compares favorably with the 

retrieved transac ion sequence number. 

steps of: 

means, 

origi 

The method of claim 80 further comprising the 

retrieving fourth information from the storage 

information being associated with the 

party; 

-9-
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~~ 

deriving an ADVAN3 by coding 

transaction sequence number with the fourth 

transmitting the ADVAN3 from 

the first site; and 

to 

receiving the ADVAN3 at the firs site, and 

uncoding the ADVAN3 by using fifth informatio to recover the 

revised transaction sequence number, the fi information being 

associated with the originator party. 

82. The method of claim 81 herein the revised 

transaction sequence number is ed s a key to code information 

during the current or during a sub equent transaction. 

~ 81 wherein the fourth 

le by using the PIN of the 

83. and 

fifth information 

originator party. 

84. comprising the 

steps of: 

information from 

the recovered transaction information; 

transaction information with 

the retrieved sequence number to derive second 

transaction i 
I 

coding the second transaction information using 

second information to derive a second ADVAN2; 

-10-
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comparing the ADVANl and 

authenticate the integrity of the other transaction 

if the ADVANl and the ADVAN2 compare favorably. 

r 

85. The method of claim 80 further co the 

steps of: 

revising the transaction se nee number and 

storing the revised transaction sequj?ce umber in the storage 

means for use during a subsequent ;ra~ ction. 

86. The method of 80 wherein the ADVANl and 

third information are a first site and are transmitted 

to a second 

information 

second site 

the storage 

algorithm 

info 

site, the the first transaction 

being authenticated at the 

after sequence number from 

means 

of claim 80 wherein more than one 

and uncode said information. 

The method of claim 80 wherein at least selected 

first transaction information are coded to derive 

detection code, and wherein the compact error 

is further coded with at least the seco~ 

derive a compact ADVAN which is used to detect 

-11-
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changes in 

the second 

at least th~nsaction 
information. 

89. 

sequence 

n 

90. A method for authenticating a credential 

first party who was issued the credential, 

associated with issuing the credential, the method co 

steps of: 

retrieving information previou y stored in the 

credential; 

using of the retrieved 

information credential to further 

retrieve information previou tored in a storage means 

joint key; 

the 

associated with one 

of the information associated with the other 

party; 
~-~:._a:;--

coding the~r~ information associated with one 

secret information associated Jith the 

a second joint key; 

-12-
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extracting the previously stored first joint ke 

from the information retrieved from the storage means; 

authenticating the credential, and party 

who was issued the credential, and the second 

with issuing the credential, if the joint key .. 
corresponds to the generated 

91. The method of 90 wherein the secret 

information associated with 

information derived in 

92. e method of claim 90 wherein the second party is 

agency, or an official of an agency, or an 

, or an administrator, or an entity entrusted with 

is a credential. 

93. A method for securing in escrow, and in 

associated with a second party, wherein at 

escrowed information may be used for joint key, 

wherein the joint key is derivable m information associated 

with the first party and info~on associated with a second 

party, the first party be' g enrolled by the second party and 

issued a credential, he method comprising the steps df: 

the 

eviously receiving information associated with 

the first P- and information associated with the second party; 

-13-
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previously generating a joint key 

information associated with the first 

associated 

means, in trust, at least 

the the first party and thj 

with the second party which was.previously 

authority, or an administrator, or an entity 

issuing a credential. 

96. A method for enrolling a first arty by a second 

party, and subsequently granting the firs party access to a 

first storage means, or other thing, erein the first party has 

a first personal identification ffiber (PINl) , and the second 

party has a second personal · entification number (PIN2), the 

first storage means, or her thing, being accessible only to a 

party with knowledg of the first PINl or with knowledge of the 

second PIN2, th method of enrollment comprising the stkps of: 

receiving information associated with the first 

party; 

-14-
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receiving information associated with the seco 

party; and 

storing the .information associated with 

party and the information associated with the in a 

second storage means, wherein the information 

subsequently from the second storage means is us 

access to the first storage means, or other t ng. 

~ d" 97. The method of claim 96 wh rein the second storage 
_;j.; -; 

~·· means is accessible for storing infor tion therein only by a 

party with knowledge of the second IN (PIN2}, such that if no 

party exists with knowledge of t e second (PIN2} then information 

cannot be stored in the secon storage means. 

I 
98. A method r enrolling a first party by a second 

party, and subsequent! granting the first party access to a 

first storage means, or other thing, wherein the first party has 

party 

entification number (PINl}, and the second 

personal identification number (PIN2}, the 

first storage means, or other thing, being accessible only to a 

party nowledge of the first PINl or with knowledge of the 

the method of enrollment comprising the steps of: 

receiving information associated with the first 

part 

receiving information associated with the second 

arty; 

-15-
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coding the information associated with 

party and the information associated 

generate a joint code; and 

storing 

with the 

joint 

storage means, where.in the 
I 

with the second party 

from the second storage means are used in 

~-granting access to the first storage means, or other thing. 

))}-­
';£/ 

t)r- means 

,iJ'!!'.
1
S:he method of . claim ~~ierein the second storage 

is accessible for storing information therein only by a 

party with knowledge of the second PIN (PIN2), such that if no 

party exists with knowledge of the second (PIN2) then information 

cannot be stored in the second storage means. 

100. A method for granting a first party access t~ 

subsequent to 

by a second party, wherein the first party 

identification number 

with the second party was previously 

a second 

generated and stored 

during enrollment in 

code was previously 

the second storage 

means, wherein the · int code was previously generated by using 

entication information derived from th~ personal 

number (PIN) of the first party and information 

-16-
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associated with the second party, the metho? comprising the ste 

of: 

receiving a personal identification 

from the first party and generating second coded 

information using the PIN; 

retrieving from the 

information associated with the second party, a joint 

code; 

coding the second coded aut entication information 

~-? and the information associated with the econd party to generate 

a second joint code; 

comparing the first oint code and the second 

joint code; and 

granting the fi st party access to the first 

storage means, or other , if the first joint code 

corresponds to 

101. A met od for granting a first party access to a 

first storage mean , or other thing, subsequent to being enrolled 

by a second part , wherein the first party has a personal 

(PIN), and wherein information associated 

with the was previously stored during enrollment in 

a second means, and wherein first information previously 

derive by using the PIN of the first party was previoJsly stored 

duri enrollment in the second storage means, the method 

co prising the steps of: 

-17-
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receiving the PIN from the first 

deriving second information by using the PIN; 

retrieving from 

information associated with the second party, an 

information previously derived by using the PI ; 

;first 

. 1 ~ d . coding the first information rev1ous y er1ved by 

using the PIN and the information associat with the second 

party to generate a first joint code; 

coding the ation derived by using the 

PIN and the information associated h the second party to 

generate a second joint code; 

comparing the fir joint code and the second 

joint code; and 

granting party access to the first 

storage means, or other the first joint code 

corresponds to 

102. In a c mputer system comprising a memory 

information stored in a controlled memory 

only upon proper authentication 

user of the computer system, the memory further 

including a ored control program for interacting with a user 

and for rna determination as to whether the user is an 

user, the memory further including a first 1rea, not 

readi accessible to a user, the first memory area containing a 

fir revisable code and a second area containing a second 

-18-
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revisable code, a method of authentication of a user comprisin 

the steps of: 

receiving in the computer 

information associated with the user; 

generating first coded authentica 

using the received identification information ssociad~d with the 

user; 

retrieving the first rev' able code from the first 

~)v memory area and the second revisable ode from the second memory 

? ? area and deriving therefrom secon coded authentication 

information; 

comparing the first coded authentication 

information with the seco · coded authentication information; 

grantin access to the computer information stored 

in the controlled me ory area to the user only if the first and 

second tication information compare favorably. 

The method as recited in claim 102 further 

comprisin step of revising and storing the first and second 

revisa e codes in the original respective memory areas only if 

the irst and second coded authentication information compare 

f orably. 

104. The method as recited in claim 103 wheriin 

computer information stored in the memory of the computer system 

further comprising the steps of: 

-19-
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previously recording 

with the computer information to be 

permitting the 

reproduced only if the access 

retrieved 

to be 

user; and 

to authenticate the user if the reproduced 

is used or accessed. 

In a computer system comprising 

information stored in 

area to which access is granted only upon pro r authentication 

of an authorized user of the computer sys m, the memory further 

including a stored control program 

and for making a determination as 

nteracting with a user 

is an 

authorized user, the memory fur er including a first area, not 

readily accessible to a use , the first memory area containing a 

first revisable code an a second area containing a second 

revisable code, a me ad of authentication of ~omprising 
the steps of: 

receiving in the computer system identification 

the user; 

generating first coded authentication information 

usi the received identification information associated with the 

ser; 

-20-
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retrieving the first revisable code 

memory area and the second revisable code from the 

area; 

~ deriving a third 

V first revisable code/ and 

information; 

the derived 

retrieved second revisable code with 

the computer information stored 

to the user only if the second and 

codes compare favorably. 

The method as recited in claim 105 furthe 

step of revising and storing the firs and second 

revisable codes in the original respective memor areas only if 

the second and third revisable codes compare avorably. 

107. The method as recite ~n claim 105 wherein 

computer information stored in t memory of the computer system 

may be reproduced, the metho further comprising the steps of: 

previousl recording the second revisable code 

computer information to be 

has been granted to the ~ser; and 

thereafter retrieving the second revisable code 

retri ed from the reproduced information and using the second 

-21-
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revisable code 

REMARKS 

Claims 64-107 are pending in this application. Claims 

1-63 were canceled because they are directed to the subject 

matter in parent applications related hereto. Prompt examination 

of the present application is requested. 

LLK:rdm 

Respectfully submitted, 

LEON STAMBLER 

BY' Les~ti !.11 
Registration No. 28,959 
PANITCH SCHWARZE JACOBS & NADEL, P.C. 
1601 Market Street, 36th Floor 
Philadelphia, PA 19103 
Telephone: (215) 567-2020 
Facsimile: (215) 567-2991 
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PATEN'!' 

IN THB VNITED ~TATES PATENT AND TRADEMARK OlFXCB 

In re: Patent Application of 
Leon St.am.bler 

Group Art Unit: 2211 

Appln. No.: 08/747,174 Examiner: B. Zimmerman 

Filed: 

For: 

November 12, 1996 

METHOD FOR SECURING 
INFORMATION RELEVANT TO A 
TRANSACTION (as amended) 

Attorney Docket 
No. 6074-ltJ'S 

SYPPI.!MENTAL PRELIMINARY NQNPMEN'l' 

This supplemental preliminary a.mendment is be:ing filed 

before receipt of a fir~t Office Action. Please enter this 

pr~liminary amendment before examination of. the application. 

Charge any fee associated with this response and credit 

any overcharge to Deposit Account No. 16-0235. 

Please amend the above-identified application as 

follows, without prejudice: 

In the Claim&! / 
Claim 88, line 6: delete "firs'' and replace it with 

·-first--. I I 
Claim 90, lines 13 and 16: delete "secret" an.d replace 

both occurrences with --non-~ecret--. 

PiJN~/~0~30.1 

TAA~ I QC ClT1. t,O. zz:gt L6/tl/CO 
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~-user--. 

--code--. 

I 
Claim 105, line 10: delete •suer" and replace it with 

/ 
line 20: after "revisable", insert --code--. 

/ 
line ;u{ delete "codes" and replace it with 

RE!MARKS 

Claims 64-107 are pending in this application. Claims 

88, 90 and 105 are amended to correct errors in the original aet 

of claims. Prompt examination of the present application is 

requested. 

Respectfully submitted, 

LEOl<i STAMBLER 

~3/-L...fTY/ ____ '1/_ BY:_'?f:~_-t_J!}--1---
(Date) 

LLK:lcd 

r.ooli'l 

Leslie L. Kasten, Jr. 
Registration No. 28,959 
PANrTCH SCHWARZE JACOBS & NADEL, P.C. 
1601 Market Street, 36th Floor 
Philadelphia, PA 19103 
Telephone: (215) 567-2020 
Facsimile: (215) 567-2991 

'!:>ll!11Vd T66~ L9S !:H T&", ;:;::gT L6/tTICO 
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UNITED STATEb ilEPARTMENT OF COMMERCE 
Patent and Trademark Office 
Address: COMMISSIONER OF PATENTS AND TRADEMARKS 

Washington, D.C. 20231 

I SERIAL NUMBER I FlUNG DATE FIRST NAMED INVENTOR I ATTORNEY DOCKET NO. I 
I.·,.' 

: · • 1 ; ,. ~ L . 

. ! !, l'; !. i ': :'!.tt I'':'\ J ·. : ;,, ' 

This Is a communication fnom the examiner In charge of your application. 
COMMISSIONER OF PATENTS AND TRADEMARKS 

EXAMINER 

ART UNIT i PAPER NUMBER 

..... 

DATE MAILED: 

0 This application has been examined 0 Responsive to communlcallon flied on. ______ _ 0 This action Is made final. 

A shortened statutory period for response to this action Is set to expire !llon'h(s), 30 days from the date of this letter. 
Failure to respond within tha'perlod for response will cause the application to become abandoned. 35 U.S.C. 133 

Part I THE FOLLOWING ATTACHMENT($) ARE PART OF THIS ACTION: 

1. 0 Notice of References Cited by Examiner, PTQ-892. 

3. 0 Notice of Art Cited by Applicant, PT0-1449. 

5. D lnformaUon on How to Effect Drawing Changes, PT0-1474. 

Part II SUMMARY OF ACTION 

1. [2{"Cialms lot\~ 103: 

2. D Notice of Draftsman's Patent Drawing Review, PT0-948. 

4. D Notice of Informal Patent Appllcatlon, PT0-152. 

6. 0 -----------· 

are pending In the application. 

Of the above, clalms _______________________ are withdrawn from consideration. 

2. 0 Claims. _____________________________ have been cancelled. 

3. 0 Clalms _____________________________ areaUowed. 

4. 0 Clalms _____________________________ arerejected. 

5. 0 Clalms _____________________________ are objected to. 

6. £1 Claims (I Y - I ()';\- are subject to restrlcllon or elecllon requirement. 

7. 0 This appllcetlon has been flied with Informal drawings under 37 C.F.R. 1.85 which are acceptable for examlnetlon purposes. 

8. 0 Formal drawings are required In response to this Office action. 

9. 0 The correcled or substitute drawings have been received on ___ . , Under 37 C.F.R. 1.84 these drawings 
are D acceptable; D not ncceptnblo (soo oxplnnnllon or Nollco ol Drnllsmnn's Patent Drnwlng Review, PT0-948). 

10. 0 The proposed addnlonal or substllute sheet( a) ol drawings, flied on------· has (have) been 0 approved by the 
examiner; 0 disapproved by the examiner (see explanation). 

11. 0 The proposed drawing correcllon, flied _______ ~ has been Oapproved; 0 disapproved (see explanation). 

12. 0 Acknowledgement Is made ol the claim lor priority under 35 U.S. C. 119. The certified copy has 0 been received 0 not been received 
0 been flied In parent application, serial no. ; Iliad on--------

13. D Since this application apppears to be In condiUon lor allowance except for formal matters, prosecution as to the merits Is closed In 
accordance with the pracllce under Ex parte Quayle, 1935 C. D. 11; 453 O.G. 213. 

14.0 Other 

EXAMINER'S ACTION 

PTOL-326 (Rev, 21113) 
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Serial Number: 08/717714 

Art Unit: 2211 

-2-

Restriction to one of the following inventions is required 

under 35 U.S.C. 121: 

Group I. Claims 64-74,90-107, drawn to an authorization 

system, classified in Class 340, subclass 825.34. 

Group II. Claims 75-89, drawn to an encryption system, 

classified in Class 380, subclass 20. 

The inventions are distinct, each from the other because of 

the following reasons: 

1. Inventions I and II are related as subcombinations disclosed 

as usable together in a single combination. The subcombinations 

are distinct from each other if they are shown to be separately 

usable. In the instant case, invention II has separa.te utility 

such as for use in exchanging computer programs. See M.P.E.P. 

§ 806. OS (d) . 

2. Because these inventions are distinct for the reasons given 

above and have acquired a separate status in the art as shown by 

their different classification, restriction for examination 

purposes as indicated is proper. 

3. Because these inventions are distinct for the reasons given 

above and the search required for Group I is not required for 
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Serial Number: 08/717714 

Art Unit: 2211 

Group II, restriction for examination purposes as indicated is 

proper. 

-3-

4. Because these inventions are distinct for the reasons given 

above and have acquired a separate status in the art because of 

their recognized divergent subject matter, restriction for 

examination purposes as indicated is proper. 

Applicant is advised that the response to this requirement 

to be complete must include an election of the invention to be 

examined even though the requirement be traversed. 

5. Any inquiry concerning this communication or earlier 
communications from the examiner should be directed to Brian 
Zimmerman whose telephone number is (703) 305-4796. 

BZ 
April 8, 1997 

~r 
BRIANZ1MMERMAN 
PRIMARY EXAMINER 

GROUP2200 
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I HEREBY CEit'i'IFY THAT THIS CORRESPONDENCE IS BEING DEPOSITED WITH l·f"'\f'I{"'.L{JL~JJ 
STATES POSTAL SERVICE AS FIRST CLASS MAIL !N AN ~NVELOPE ADDRESSED TO AS 
COMMISSIONER FOR PATENTS, WASHINGTON, D.C. 20231, ON THE DATE INDICA D 

In re: 

PAT 

IN THE 'UNITED STATES PATENT AND TRADEMARK OFFICE 

Patent Application of 
Leon Stambler 

Group Art Unit: 2211 

Appln. No.: 08/747,174 Examiner: B. Zimmerman 

Filed: 

For: 

Nove~er 12, 1996 

METHOD FOR SECURING 
INFORMATION RELEVANT TO A 
TRANSACTION (as amended) 

Attorney Docket 
No. 6074/:j)17. 

.(~•'y ····: :.:·: '; . 

SECOND SUPPLEMENTAL PRELIMINARY AMEND~· .. / .•. 
· '' l)rh 

AND RESPONSE TO RESTRICTION REQUIREMENT'' · . ~/ 

This correspondence is in response to an Office Action 

setting forth a written restriction requirement, mailed April 9, 

1997 (Paper no. 8), and is being timely filed within the 

shortened statutory period s~t for response in the Office Action. 

Charge any fee asso~iated with this response and credit 

any overcharge to Deposit Account No. 16-0235. 

Applicant elects Group I, claims 64-74 and 90~107 for 

examination. The election is without trayerse. 

PSJN2/98793 .l -1-
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Please amend the above-identified application as 

follows, without prejudice: 

In the Claims; // 
Cancel claims 75-89 without prejudice to filing a 

divisional application on such claims. 

Add new claims 108-143 as follows: 

--108. A method for authenticating a first party by 

stored in a credential, the 

previously issued to the first party by a second party 

\ information previously stored in the credential c prises at 

least a variable authentication number (VAN) nd other credential 

~ information, the method comprising the eps of: 

previously coding at le a portion of the other 

credential information with f' st information associated with the 

second party to derive a ariable authentication number (VAN); 

previousl storing the VAN and the other credential 

information in e credential; 

and the other credential i'nformation 

stored n the credential; 

' -2-
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retrieving second information associated with t 

second party previously stored in a storage means a with 

at least one of the parties; 

uncoding the VAN using the se nd information 

associated with the second party t derive the at least a portion 

\ of the other credential infer ation; and 

authenticatin the first party if the at least a 

portion of the oth credential information retrieved from the 

credential co esponds to the at least a portion of the other 

credent' information uncoded from the VAN. 

The method of claim ~erein the first 

information associated with the second party comprises a secret 

key, and the second information associated with the second party 

comprises a non-secret key.· 

110. The method of claim 108 wherein the 

of the other credential 

and a non-secret key associated with 

111. for issuing a credential to a first 

party by a seco party, the method comprising the steps of: 

-3-



-- 197 --
MasterCard, Exh. 1011, p. 197

the second party receiving information associated wi 

the first party; 

the second party authenticating at least 

the received information associated with the first p ty; 

denying issuance of the credential if least a 

portion of the received information associate with the first 

party is determined not to be authentic; 

coding at least a portion of he received information 

associated with the first party wit first information associated 

with the second party to derive ~~ariable authentication number 

(VAN) ; ~ 
storing the VAN nd at least a portion the received 

information associated ith the first party, and other 

information associat a with the second party, in the credential; 

and 

issu g the credential to the first party. 

12. The method of claim 111 wherein at least a 

portio of the information associated with the first party 

comp ises the name and a non-secret key associated with. the first 

p rty. 

-4-
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113. A method for authenticating a first party b 

using information stored in a credential, the credential 

previously issued to the first party by a second party, 

information previously stored in the at 

least a variable authentication number (VAN} er credential 

information, the method comprising the steps 

previously generating a first err code 

(EDC1} by using at least a portion the o er credential 

information: 

previously coding the fir t error detection code (EDC1} 

with first information associatld with the second party to derive 

a variable authentication nu~r (VAN) : 

previously stori g the VAN and the other credential 

information in the cred ntial; 

retrieving he VAN and the other credential information 

stored in the ere ntial; 

deriv. ng a second error detection code (EDC2) by using 

at least a p rtion of the retrieved other credential information; 

retrieving second information associated with the 

second arty previously stored in a storage means associated with 

at ast one of the parties; 

-5-



-- 199 --
MasterCard, Exh. 1011, p. 199

\ 

uncoding the VAN using the second 

associated with the second party error 

detection code (EDC3); and 

of the information 

first party and at least a portion 

the credential if the second error 

error detection 

The method of claim~herein the first 

information associated with the second party comprises a secret 

key, and the second information associated with the second party 

comprises a non-secret key. 

The method of claim 113 wherein the at le 

other credential information 

and a non-secret 

116. A method fo ssuing a credential to a first 

party by a second party, e method comprising the steps of: 

receiving information associated with 

the first 

-6-
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the second party authenticating at least 

the received information associated with the first party; 

denying issuance of the credential if at lea a 

party is determined not to be authentic; 

generating an error detection code (EDC) by using at 

least a portion the received information ssociated with the 

first party; 

coding the error detectio code (EDC) by using 

information associated with the econd party to derive a variable 

authentication number (VAN); 

storing the VAN d at least a portion the received 

information associated w th the first party, and other 

information associate with the second party, in the credential; 

and 

issuin the credential to the first party. 

7. The method of claim 116 wherein at least a 

portion f the information associated with the first party 

compr ses the name and a non-secret key associated with the first 

pa ty. 

-7-
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A method for authenticating a first party 

by a second party at a second site by using a 

personal identification number (PIN) or a password (PW) supplied 

by the first party at the first site, and further u ing a first 

random number (RNl) generated by the second par at the second 

site, the PIN or password (PW) being previou y used to derive 

first coded authentication information, t e first coded 

authentication information being previ usly stored in a storage 

means associated with the second pa ty at the second site, the 

method comprising the steps of:/ 

PIN o~password (PW) at the first site receiving a 

from a first party to be a thenticated; 

generating se ond coded authentication information 

using the received P or password (PW); 

generat'ng a first random number (RNl) at a second site 

by the 

the first random number (RNl) from the 

second e to the first site; 

receiving the first random number (RNl) at the first 

sit by the first party; 

-8-
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coding the received first random number 

second coded authentication information to derive a first 

duplication variable authentication number (ADVANl); 

transmitting the first anti-duplication var'able 

authentication number (ADVANl) from the first site to the second 

site; 

receiving n variable 

authentication site by the second 

party; 

retrieving the first coded authentication information 

~ from the storage means at the sec d site; 

coding the first ran m number (RNl) and the first 

coded authentication informa ion to generate a second anti-

duplication variable auth ntication number (ADVAN2); 

comparing th first anti-duplication variable 

authentication numb (ADVANl) and the second anti-duplication 

variable authenti ation number (ADVAN2); and 

ticating the first party by the second party if 

i-duplication variable authentication number 

(ADVANl) nd the second anti-duplication variable authentication 

number (ADVAN2) correspond. 

-9-
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to 

120. A method for authenticating a first party 

a first site by a second party at a second site, wherein 

information associated with the first party stored 

in a first storage means at the first site, 

associated with the second party is previously s 

storage means at the first site, third info tion associated 

with the in a third storage 

means at the second site, an formation associated with 

the first party is previous in a fourth storage means at 

the second site, the 

generating 

site; 

first party from t e 

gene ting a 

steps of; 

(RNl) at the second 

e fourth in1ormation associated with the 

urth stor~e means at the second site; 

first a~i~duplication variable 

authenticat' n number (ADVANl) by coding the first random number 

(RNl) wi the fourth information retrieved from the fourth 

stora e means; 

-10-
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transmitting the first anti-duplication variab 

authentication number (ADVAN1} from the second site first 

site, and receiving the ADVAN1 at the first site; 

receiving a personal 

password (Pw) supplied by the first party at the first site; 

retrieving the first information ociated with the 

first party from the first storage means o if the PIN or the 

password of the first party is determine to be authentic; 

first information ecovered random number 

(RRN1} ; 

retrieving the the 

second 

ti-duplication variable 

authentication number coding the first recovered 

random number (RRN1} information retrieved from 

the 

variable 

authentication from the first site to the second 

site, and at the second site; 

information associated with the 

storage means; 

-11-
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uncoding the received ADVAN2 by using the retriev 

third information to derive a second recovered random nu er 

(RRN2); and 

authenticating the first party if the fir t random 

number (RN1) corresponds to the second recovered random number 

(RRN2) . 

121. The method of claim 20 wherein the first 

information stored in the means is secret, and the 

second information stored rage means is non-

secret, and the third the third storage 

means is secret, stored in the fourth 

storage means is 

122. A a second party at 

a second site by a fi a first site, wherein first 

information associ ed with the first party is previously stored 

site, third information associated 

s cond party is previously stored in a third storage 

the second site, and fourth information associated with 

-12-
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the first party is previously stored in a fourth storage means 

the second site, the method comprising the steps of; 

generating a first random number (RNl) at the fi st 

site; 

retrieving the second information associat d with the 

second party from the second storage means at the first site; 

generating a first anti-duplication ariable 

authentication number (ADVANl) by coding th first random number 

(RNl) with the second information retrie ed from the second 

storage means; 

transmitting i-duplication variable 

site, and 

second 

third information 

(RRNl); 

first party 

f om t/.first site to the second 

VAN~at the second site; 

ormation associated with the 

at the third site; 
I 

ec ived ADVANl by using the retrieved 

to deri e a fi~t recovered random number 

the fourth information associated with the 

fourth storage means; 

enerating a second anti-duplication variable 

authent' ation number (ADVAN2) by coding the first recovered 

-13-
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random number (RRN1) with the fourth information retrieved fro 

the fourth storage means; 

transmitting the second anti-duplication vari 

authentication number (ADVAN2) from the second the first 

site, and receiving the ADVAN2 at the first site; 

retrieving the first information ass iated with the 

first party from the first storage means; 

uncoding the received ADVAN2 using the retrieved 

first information number 

(RRN2); and 

authenticating first random 

number (RN1) corresponds random number 

(RRN2) . 

123. 122 wherein the first 

information stored first storage means is secret, and the 

second informat" n stored in the second storage means is non-

e third information stored in the third storage 

storage eans is non-secret. 

-14-
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\ 

~ 

A method for authenticating the transfer~ 

an account associated with a first party to an a count 

associated with a second party, comprising the steps of: 

receiving funds transfer information from t first 

party, including at least information for identify' g the account 

of the first party, and information for identify'ng the account 

of the second party, and a transfer amount; 

generating a variable authentica on number (VAN) using 

at least a portion of the received funds transfer information; 

determining whether the fun s transfer information is 

authentic by using the VAN; and 

transferring funds :z:ro the account of the first party 

to the account of the second rty if the funds transfer 
I 

information and the VAN are~etermined to be authentic. 

125. T method of claim 124 further comprising: 

receiving from the first party a personal 

identification er (PIN) ' .. or a password; 

ating the. VAN by using the PIN or the password, 

and at a portion of the funds transfer information; 

the first party is authentic by 

using e PIN or the password; 

-15-
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~ 

( 
determining whether the funds transfer informatio 

authentic by using the VAN; and 

) debiting the 

\ the account 

i 
·~·the information is determined to be authentic. 

The method of claim~~wherein the funds 

transfer comprises a payment made by the first party to the 

second party. 

The method of .­
l.S 

if 

reference 

The methods of claim 124 wherein 

an error detection at 

least a portion of the funds transfer 

129. A method r authenticating the transfer of 

funds from with a first party to an account 

associated with second party, the transfer being controlled by 

a third p y, comprising the steps of receiving funds transfer 

-16-
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\ 

~ 
I 

information, including at least information for identifying t e 

account of the first party, and information for the 

account of the second party, and a transfer first 

party, and other funds transfer information 

generating a variable authentication 

at least a portion of the received funds trans r information; 

determining whether the 

authentic by using the VAN; and 

transferring funds from the ccount of the first party 

to the account of the second party, nder the control of the 

third party, if the funds tra7sfe 

determined to be authentic. 

information and the VAN are 

receiving fr the first party a personal 

identification numbe (PIN).: or a password; 

the VAN .by using the PIN or the password, 

de rmining whether the first party is authentic by 

using the IN or the password; 

determining whether the funds transfer information is 

authe tic by using the VAN; and 

-17-
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debiting the account of the 

the account of the amount if 

the is determined to be authentic. 

The method of claim~herein the funds 

transfer comprises a payment made by the first party to the 

second party. 

substantiate, acknowledge, 

or verify the transfer of funds. 

133. claim 129 wherein the VAN is 

error detection code derived by using at 

of the funds transfer information. 

A method for authenticating the 

from an account associated 

associated with a second party, the tran carried out by 

----a third party, comprising the_~teps of: 

receiving f including at 

identifying the account of the first party, 
I 
j-
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and information for identifying the account of 

and information for identifying the account of 

and a transfer amount; 

generating a first variable 

(VANl) using at least a portion of the received nds transfer 

information, the VANl being associated with t e transfer of funds 

from the account of the third party to the account of the second 

party; 

determining whether the f ds transfer information is 

authentic by using VANl; 

transferring the fu s from the account of the third 

party to the account of the second party if the funds transfer 

information and the VANl are determined to be authentic; 

generating second variable authentication number 

(VAN2) using at le st a portion of the received funds transfer 

information, th VAN2 being associated with the transfer of funds 

from the ace nt of the first party to the account of the third 

party; 

determining whether the funds transfer information is 

auth ntic by using VAN2; and 

-19-
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transferring the funds from the account of the 

party to party if the funds transfer 

determined to be authentic. 

The method of claim 134 further 

receiving from the first party a personal 

generating the VAN by using the N or the password, 

and at least a portion of the funds ansfer information; 

determining whether e first party is authentic by 

using the PIN or the 

determinin funds transfer information is 

authentic usi g the VAN; and 

the account of the first party and crediting 

the unds transfer information is determined to be authentic. 

-20-
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f~o__137. The methods of claim 134 wherein 

~are used to confirm, substantiate, 

authorize, reference 

138. of claim 134 wherein the VAN1 or 

at least a portion of the funds transfer information. w 
{11/f/V/r-7 

A method for authenticating and securing t 

information transmitted from a first arty 

at a first site to a second party at a second site by sing first 

information associated with the first party, the rat 

information comprising a secret first key, a n-secret second 

key, and credential information, the fir information being 

previously stored in a first storage~s at the first site, and 
/ 

the credential information incluftfng information for 
/~ 

authenticating the identity 6f the first party, and information 

for securing the secon~to the first party, the credential 

/ 
information being eviously generated by a third party by using 

a secret third ey during prior issuance of a credential to the 

first part , and a fourth non-secret key associated with the 

third arty being previously stored in a second storage means at 

-21-
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the second site, and the first key being used by the first part 

to generate a variable authentication number (VAN) , the the 

second key and the fourth key being used by the second to 

authenticate the first party and the integrity of th 

information received from the first party, the comprising 

the steps of: 

receiving relevant information fr the first party; 

deriving a first error detecti code (EDCl) by using 

the relevant information; 

retrieving the first info mation previously stored in 

the first storage means; 

coding the EDCl wit~the retrieved first key to 

generate the variable authe tication number (VAN) ; 

forming a mess e including at least the VAN, the 

second key, the crede ial information, and the relevant 

information; 

ting the message from the first party at the 

first site to second party at the second site, and receiving 

the message at the second site; 

extracting the VAN, the second key, the credential 

inform tion, and the relevant information from the message at the 

sec d site; 

-22-
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retrieving the fourth key from the aecond storage mea 

at the second site; 

determining if the identity of the first party · 

secured to the second key by using the credential info mation, 

the second key, and the fourth key; 

rejecting the message if the identity f the first 

party is determined not to be secured to the econd key; 

uncoding the VAN using the secon key to recover the 

first error detection code (EDC1); 

deriving a second error de ction code (EDC2) by using 

the relevant information; I 
I 

comparing the first e ror detection code (EDC1) with 

the second error detection c e (EDC2); and 

authenticating t e first party and the integrity of the 

relevant information if he first error detection code (EDC1) and 

the second error det tion code (EDC2) correspond. 

140. The method of claim 139 wherein the relevant 

information d the second information associated with the second 

party are reviously stored in the second storage means, the 

second 'nformation comprising a secret fifth key and a non-secret 

sixt key and credential information, the credential information 

-23-
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being previously generated by a third party by using the seer 

third key during prior issuance of a credential to the 

party, and a fourth non-secret key associated with the 

party being previously stored in the first storage at the 

first site, the method comprising the additional 

the second party retrieving the 

sixth key from the second storage means; 

the s.econd party transmitting a essage comprising at 

least the credential information and the sixth key from the 

second site to the first site, and the message being received at 

the first site; 

the first party extract ng the credential and the sixth 

key from the received message; 

retrieving the four h key from the first storage means 

at the first site; 

party is not to be secured to the sixth key; 

or generating the sensitive information; 

-24-



-- 218 --
MasterCard, Exh. 1011, p. 218

coding the sensitive information with 

generate secure coded sensitive information; 

transmitting the secure coded 

from the first site to the second the secure 

coded site; 

\ 
retrieving the fifth key from the 

second 

~ 
coded sensitive information using 

the ifth key to recover the sensitive information. 

The method of claim~'~erein the sensitive 

information comprises a session key being subsequently used by 

the first and second parties to code and uncode information 

transferred between the first and second sites. 

yel42. The method of claim 140 wherein 

granted access to the first key in 

means only if the identity by 

using a personal identificatio~mber (PIN) or a password (PW) 

belonging to the second party is granted 

access to in the second storage means only if the 

-25-
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identity of the second party is authenticated by using a person 

identification number (PIN) or a password (PW) belonging t the 

second party. 

143. The method of claim 139 erein the first 

\ 

~ 
party is granted access to the first ke in the first storage 

means only if the identity of the rst party is authenticated by 

using a personal identificati number (PIN) or a password (PW) 

belonging to the first p ty, and the second party is granted 

access to the fifth ey in the second storage means only if the 

identity of th second party is authenticated by using a personal 

identific ion number (PIN) or a password (PW) belonging to the 

party.--

REMARKS 

Claims 64-74 and 90-143 are pending in this 

application. Claims 75-89 were canceled. New claims 108-143 

were added to further define the invention. These new claims are 

believed to be drawn to the subject matter of Group I and thus 

should be examined with the e1ectP.d invention. 
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Please amend the above-identified application as 

follows, without prejudice: 

In the Claims: 

Amend the claims as follows: 

(Amended) A method for coding first information, 

comprising the step of: 

information and then coding the 

[wherein] the second or third 

generated [and stored) during an process, [and) 

wherein the second or third inf ation are not derivable from 

// 
Cancel claims 90-92. 

lOS. JTwioe Amended) 
/L1'1:£..--I-~--· 

-2-
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memory area to which access is granted only upon prope 

authentication of an authorized user of the computer system, the 

memory further including a stored control program for interacting 

with a user and for making a determination as whether the user 

is an authorized user, the memory further in luding a first area, 

not readily accessible to a user, the fir memory area 

containing a first revisable code and a second area containing a 

second revisable code, a method of a hentication of a user 

comprising the steps of: 

receiving in the omputer system identification 

~ information associated with t e user; 

coded authentication information 

using the received iden fication information associated with the 

user; 

retr eving the first revisable code from the first 

memory area revisable code from the second memory 

area 

information· 

deriving a third revisable code using the 

retrie ed first revisable code and the first coded authentication 

info mation; 

-3-
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comparing the retrieved 

t
~ the derived third revisable code; 

fo ~:; granting 

'I ::i::e 

information stored 

user only if the second and 

favorably. 

f ~ 108. (Amended) A method for authenticating 

~ by using information stored in a credential, the 

being previously issued to the first 

wherein information previously stored in the 

at least a variable authentication number 

f ~ credential information, the method 

0 
of: 

previously coding at t a portion of the other ~ 

~ credential information first information associated 

with the rive a variable authentication number 

(VAN); 

previous storing the VAN and the other non-secret 

credential ation in the credential; 

trieving the VAN and the other non-secret credential 

inform ion stored in the credential; 

-4-
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retrieving second information associated with t 

second party previously stored with 

~ at least one of the parties;· 

G 
uncoding the VAN using the 

~associated with the second the at least a portion 

~ of the other non-secret crede information; and 

fl authenticating e first party if the at least a 

portion of the othe non-secret credential information retrieved 

credential information uncoded from the VAN. 

(Amended} The method of claim 108 wherein the 

portion of the other non-secret credential 

comprises a name and a non~secret key associated w the first 

party. 

111. (Amended} A met d for issuing a credential to a 

first party by y, the method comprising the steps 

of: 

the s ond party receiving non-secret information 

the first party; 

-5-



-- 229 --
MasterCard, Exh. 1011, p. 229

the second party authenticating at least a portion o 

the received non-secret information associated with the fi 

party; 

denying issuance of the credential if at 

portion of the received non-secret information a with 

the first party is determined not to be authe 

information associated with the first p ty with first 

information associated with the seco party to derive a variable 

authentication number (VAN); 

storing the VAN and a least a portion the received 

information associated with t e first party, and other 

information associated wit the second party, in the credential; 

and 

issuing the credential to the first party. 

112. The method of claim 111 wherein at 

least the non-secret information associated with the 

first the name and a non-secret key associated 

irst party. 

-6-
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113. (Amended) A method for authenticating 

party by using information stored in a credential, the 

being previously issued to the first party by a second 

wherein information previously stored in the creden al comprises 

at least a variable authentication number other rum.:. 

~ credential information, the method 

of: 

previously generating a firs error detection code 

(EDCl) by using at least a portion e other non-secret 

credential information[:]~ 

previously coding (EDCl) 

with first second party to derive 

a variable (VAN)[:]~ 

VAN and the other non-secret 

ion in the credential; 

retr' ving the VAN and the other non-secret credential 

in the credential; 

a second error detection code (EDC2) by using 

of the retrieved other non-secret credential 

inf rmation; 

-7-
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retrieving second information associated 

second party previously stored with 

at least one of the parties; 

uncoding the VAN using th second information 

associated with the second pa y to derive a third error 

detection code (EDC3); d 

the first party and at least a portion 

of the information stored in the credential if the 

secon error detection code (EDC2) corresponds to the third error 

{EDC3). 

{Amended) The method of claim 113 wherein 

portion of the other non-secret credential 

comprises a name and a first 

party. 

116. {Amended) A met for issuing a credential to a 

first party by method comprising the steps 

of: 

the s ond party receiving non-secret information 

associated ith the first party; 

-8-
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the second party authenticating at least a portion f 

the received non-secret information associated with the fi st 

party; 

denying issuance of the credential if at 1 ast a 

portion of the received non-secret information with 

the first party is determined not to be 

~ generating an error detection by using at 

~ least a portion the received non-secret ' formation aasociated 

jl with the first party; 

~·~~ coding the error detectio code (EDC) by using 

~ information associated with the s coed party to derive a variable 

authentication number (VAN); 

storing the VAN an~ at least a portion the received 

non-secret information the first party, and other 

information associated party, in the credential; 

and 

issuing t e credential to the first party. 

The method of claim 116 wherein at 

least of the non-secret information associated with the 

first comprises the name and a non-secret key associated 

first party. 

-9-
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~- {Amended) The method of claim wherein after 

authentication occurs, the first party is authorized access to 

information or programs stored at the second site. 

J-rl jfP {Amended) 
..At. .'/11 

The method[s] of claim,c~~ wherein the 

VAN is generated by using an error detection code derived by 

using at least a portion of the funds transfer information. 

{Amended) A method for authenticating t 

account associated with a party 

to an account associated with a second party, t 

controlled by a third party, the method com ising the steps of~ 

receiving funds transfer info ation, including at 

least information for identifying t account of the first party, 

and information for identifying he account of the second party, 

and a transfer amount from e first party, and other funds 

transfer information 

generatin a variable authentication number (VAN) using 

d ermining whether the funds transfer information is 

authent' by using the VAN; and 

-10-
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transferring funds from the account of the first part 

to the account of the second party, under the control of 

third party, if the funds transfer 

determined to be authentic. 

130. (Amended) The method of c im 129 further 

comprising the steps of: 

receiving from the first arty a personal 

identification number (PIN}' or password; 

generating the V by using the PIN or the password, 

and at least a portion o the funds transfer information; 

determinin whether the first party is authentic by 

using the PIN or e password; 

ining whether the funds transfer information is 

authentic the VAN; and 

debiting the account of the first party, and crediting 

the a count of the second party with the funds transfer amount if 

information is determined to be authentic. 

confirm, subs Htrate, acknowledge, authorize, 

transfer of funds. 

-11-
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~ ~ (Amended) The method [s] of claim .Pwherein the 

'~VAN is generated by using an error detection code derived by ( w 
using at least a portion of the funds transfer information. 

'----

The method of claim 134 further 

receiving from the first party a personal 

identification number (PIN) or a password; 

generating the (VAN] YAN4 by us· g the PIN or the 

password, and at least a portion of e funds transfer 

information; 

determining the first party is authentic by 

using the PIN or the p 

determi ng whether.the funds transfer information is 

authentic by sing the [VAN] YANa; and 

debiting the account of the first party and crediting 

th account of the second party with the funds transfer amount if 

information is determined to be authentic. 

(Amended) The 

the transfer of funds. 

-12-
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138. (Amended) The method(s] of 

the VAN2 are generated code 

the funds transfer 

claims 144-146 as follows: 

A method of issuing a credential to a first 

site, by a second party at a second site, 

wherein the first party is authenticated during at 

stage of a subsequent transaction by using the 

wherein the information stored in the credent' at 

least a first variable authentication nu r VAN1, information 

for identifying the first party, a no secret key associated with 

the first party, and information r identifying the second 

party, and first and second at the first site, the 

first storage means being to store a secret key associated 

with the first party, e secret key being accessible only to a 

a pre-determined personal identification 

the second. storage means being used to 

store associated with the first party, and 

third a a fourth storage means at the second site, the third 

sto ge means being used to store a secret key associated with 

-13-
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the second party, the secret key being accessible only to a 

authorized party, the fourth storage means being used to 

non-secret key associated with the second party, 

comprising the steps of: 

receiving information for identifying party, 

and a pre-determined personal identification n (PIN) or 

password, from the first party; 

retrieving the secret key asso iated with the first 

party from the first storage means, o ly if the personal 

identification number (PIN) or pas word, is determined to be 

authentic; 

generating a secon variable authentication number VAN2 

by coding at least a port'on of the information for identifying 

the first party with t e secret key associated with the first 

party; 

retrie ng the non-secret key associated with the first 

party from th second storage means; 

rming a message including at least the VAN2, the non-

secret y associated with the first party, and the information 

for 'dentifying the first party; 

-14-
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transmitting the message from the first party at 

first site to the second party at the second site, and re 

the message at the second site; 

extracting the VAN2, the non-secret key as ociated with 

the first party, and the information for identify'ng the first 

party from the message at the second site; 

using at least a portion of the 

identifying the first party to authentic e the identity of the 

first party; 

. ~JY denying issuance of the c dential if at least a 

(J ~portion of the information for id ntifying the first party is 

\.._ 
determined not to be authentic· 

by coding the second ariable authentication number VAN2 with the 

secret key associa ed with the second party; 

in the credential at least the VANl, the non-

a portion of 

the identifying the first party, and information 

for second party; 

-15-
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r 
issuing the credential to the first partY, 

wherein the method for authenticating the and the 

credential during at least one state of a 

comprising the steps of: 

retrieving the in the 

credential; 

receiving ey associated with the first 

party and the non-secret key ass ciated with the second party; 

uncoding the first v riable authentication number VANl 

using the non-secret key as ociated with the second party to 

generate a second variab authentication number VAN2; 

uncoding the second variable authentication number VAN2 

using the key associated with the first party to 

recover for identifying the first party; 

ticating the credential, and the first party who 

was e credential, if the information for identifying the 

retrieved from the credential corresponds to the 

for identifying the first party recovered from the 

sec variable authentication number VAN2. 

~~~ The method of claim .).4t~herein the non-secret 

key associated with the second party is retrieved from the fourth 

( -16-
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storage means and stored in the credential, prior to issuing the 

credential. 

issuance of the credential if at 

of the information for identifying the first 

not to be authentic, the method comprising 

of: 

uncoding the second authentication number VAN2 

recover the at least a rtion of the information for identifying 

the first party; a 

the recovered at least a portion of the 

informatio identifying the first party with the at least a 

porti of the information for identifying the first party 

e racted from the received message.--

REMARKS 

Claims 64-74 and 93-146 are pending in this 

application. Claims 72, 105, 108, 110-113, 115-117, 119, 128-

130, 132, 133, 135, 137 and 138 were amended to further define 

the invention and/or to improve their form. Claims 90-92 were 
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canceled and their subject matter was incorporated into new 

claims 144-146. 
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Office Action Summary 
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Application Papers 
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0 The specification Is objected to by the Examiner. 

0 The oath or declaration is objected to by the Examiner. 

Priority under 35 U.S.C. § 119 
I I Acknowledgement Is made of a claim for foreign priority under 35 U.S.C. § 119(aJ-(d). 

0 All D Some* D None of the CERTIFIED copies of the priority documents have been 

0 received. 

0 received in Application No. (Series Code/Serial Number) --------

0 received in this national stage application from the International Bureau (PCT Rule 17.2(al). 

*Certified copies not received:-----------------------------
0 Acknowledgement is made of a claim for domestic priority under 35 U.S. C. § 119(e}. 
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DOUBLE PATENTING REJECTION 

2 

1 . The non-statutory double patenting rejection, whether of the obviousness-type or 
non-obviousness-type, is based on a judicially created doctrine groundeq in public 
policy (a policy reflected in the statute) so as to prevent the unjustified or;improper 

5 timewise extension of the "right to exclude" granted by a patent. In re Thorington, 418 
F.2d 528, 163 USPQ 644 (CCPA 1969); In re Vogel, 422 F.2d 438, 164 USPQ 619 
(CCPA 1970); In re VanOrnum, 686 F.2d 937, 214 USPQ 761 {CCPA 1982); In re 
Longi, 759 F.2d 887,225 USPQ 645 (Fed. Cir. 1985); and In re Goodman, 29 
USPQ2d 2010 {Fed. Cir. 1993). 

10 

15 

20 

A timely filed terminal disclaimer in compliance with 37 CFR 1.321 {b) and ©may 
be used to overcome an actual or provisional rejection based on a non-statutory double 
patenting ground provided the conflicting application or patent is shown to be 
commonly owned with this application. See 37 CFR 1. 78( d). 

Effective January 1, 1994, a registered attorney or agent of record may sign a 
terminal disclaimer. A terminal disclaimer signed by the assignee must fully comply 
with 37 CFR 3.73{b). 

2. Claims 64-74,93-146 are rejected under the judicially created doctrine of double 

patenting over claims 1-19 of U.S. Patent No. 5524073 or alternatively claims 1-22 of 

U. S. Patent No. 5267314, since the claims, if allowed, would improperly extend the 

"right to exclude" already granted in the patent. 

The subject matter claimed in the instant application is fully disclosed in the 

25 patent and is covered by the patent since the patent and the application are claiming 

common subject matter, as follows: secure authorization technique. 

Furthermore, there is no apparent reason why applicant was prevented from 

presenting claims corresponding to those of the instant application during prosecution 

of the application which matured into a patent. In re Schneller, 397 F.2d 350, 158 
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USPQ 210 (CCPA 1968). See 

3 

ART REJECTION 

3. The following is a quotation of 35 U.S. C. 103(a) which forms the b~sis for all 

obviousness rejections set forth in .this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
PatentabOity shall not be negatived by the manner in which the Invention was made. 

4. Claims 64-74,93-146 are rejected under 35 U.S. C. 103(a) as being unpatentable 

over Hellman. Hellman shows the multi-party secure transaction system as is 

claimed. See the abstract, figure 1, and col. 2 lines 53+. Hellman shows the secure 

method of transmitting information which is to be sent between the commiJnicating 

15 parties. It is verily well known to send coded information or noncoded information 

(digital or analog) between stations in an encrypted manner, and here by claiming 

both, the applicant has effectively shown that this is not essential to the operation of the 

claimed device. Therefore, it would have been obvious to one of ordinary skill in the 

art at the time of the invention to hav·e send coded or noncoded information over the 

20 Hellman system since this information t~ verily eommon in the art at the time of the 

invention. 

5. Claims 64-74,93-146 are rejected under 35 U.S.C. 103(a) as being unpatentable 

over Maurer. Maurer clearly shows the multi-party secure transaction system which 
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4 

is claimed. Maurer shows the secure method of transmitting information which is to be 

sent between the communicating parties. It is verily well known to send coded 

information or noncoded information (digital or analog) between stations in an 

encrypted manner, and here by claiming both, the applicant has effectively shown that 

5 this is not essential to the operation of the claimed device. Therefore, it would have 

been obvious to one of ordinary skill in the art at the time of the invention to have send 

coded or noncoded information over the Maurer system since this information is verily 

common in the art at the time of the invention. 

It is noted that Maurer states also, the invention ~ applied in any situation 

10 in which two parties have store a string of related digits. This, taken in context with the 

description of the prior art (by Maurer) suggests that Maurer was implying that his 

invention can also be used when the string of digits stored in the stations was related. 

The implication offered by Maurer is that the invention can be used if the strings (S,, 

Sb) are related or are unrelated. Maurer discusses the strings as digits "selected" from 

15 a finite alphabet col. 5 line 40 , the suggestion of the relationship discussed on col. 5 

20 

lines 20+ is merely exemplary, not necessary. Therefore, it would have been obvious 

to one of ordinary skill in the art at the time of the invention to have the strings (S., Sb) 

be unrelated to each other since it is known that un-related encryption codes increase 

the secure nature of the coded information. 
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OTHER PRIOR ART CITED 

5 

The prior art made of record and not relied upon is considered pertinent 

to applicant's disclosure. 

CONTACT INFORMATION 

Any inquiry concerning this communication or earlier communications 
from the examiner should be directed to Brian Zimmerman whose telephone number is 
(703) 305-4796. 

Any inquiry of a general nature or relating to the status of this application should 
10 be directed to the Group receptionist whose telephone number is (703) 305-4900. 

15 

703-305-4796 
August 11, 1997 
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Attachment /2.-

li 

The drawings submitted with this application 
were declared informal by the applicant. 
Accordingly they have not beeu reviewed by a 
draftsperson at this time. When formal drawings 
an~ :;ubmitted, the draftsperson will perform a 
review. 

Direct any inquires concerning drawing review to 
the Drawing Review Branch (703) 305-8404. 

I 
'I 
It 

Substitul•, PT0-948 

? . i II 

'· -. 
\ 
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1601 MARKET STREET 
:36TH FLOOR 
PHILADELPHIA PA 19103-2398 

L 

(''\ UN .. D STATES DEPARTMI!NI' DF CD ..... IICE 

\ I Patent and Trademark Office 
.,_,.. d Address: COMMISSIONER OF PA"TENTS AND TRADEMARKS 

B2M1/1027 
NADEL 

_j 

WashingtOn, D.C. 20231 
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I~ 
DATE MAILED: 10/27/97 

Please find below a communication from the EXAMINER In charge of this application. 

Commissioner of Patents 

PTOL·90 (Rov. 6184) 
1 ·PATENT APPLICATION FILE COPY 
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Interview Summary 

Application No. 

081747,174 

Examiner 

Brian Zimmerman 

All participants (applicant applicant's representative, PTO personnel}: 

(1) Brian Zimmerman 

(2) Clark Jabalon 
(3) ----------:------­

(4) ----------------

Date of Interview ____ __,O:..:c"-'t_,2=-4:.L,_,1:..::9:.:9:..:c7 ____ _ 

Type: lXI Telephonic 0 Personal (copy is given to 0 applicant 0 applicant's representativ!'l· 

Exhibit shown or demonstration conducted: 0 Yes lXI No. If yes, brief description: 

Agreement 0 was reached. 0 was not reached. 

Claim(s) discussed:------------------------------------

Identification of prior art discussed: 

Description of the general nature of what was agreed to if an agreement was reached, or any other comments: 

The IDS filed 6116/97 has been considered however it does not effect the merit of the rejection in the Office Action dated 
8/12/97. 

(A fuller description, if necessary, and a copy of the amendments, if available, which the examiner agreed would render 
the claims allowable must be attached. Also, where no copy of the amendents which would render the claims allowable 
is available, a summary thereof must be attached.) 

1. 0 It is not necessary for applicant to provide a separate record of the substance of the interview. 

Unless the paragraph above has been checked to indicate to the contrary, A FORMAL WRITIEN RESPONSE TO THE 
LAST OFFICE ACTION IS NOT WAIVED AND MUST INCLUDE THE SUBSTANCE OF THE INTERVIEW. (See MPEP 
Section 713.04). If a response to the last Office action has already been filed, APPLICANT IS GIVEN ONE MONTH 
FROM THIS INTERVIEW DATE TO FILE A STATEMENT OF THE SUBSTANCE OF THE INTERVIEW. 

2. D Since the Examiner's Interview summary above (Including any attachments) reflects a complete response to 
each of the objections, rejections and requirements that may be present in the last Office action, and since the 
claims are now allowable, this completed form is considered to fulfill the response requlreme of t e last 
Office action. Applicant is not relieved from providing a separate record of the Interview b above 
is also checked. 

Examiner Note: You must sign and stamp this form unless It Is an attachment to a signed Office action. 

:. Patent and Trademark Office 
0-413 (Rev. 1 0-95) Interview Summary PaperNo.~ 
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I HEREBY CERTIFY THAT TillS CORRESPONDENCE IS BEING DEPOSITED WITH THE UNITED } I 111 
POSTAL SERVICE AS FIRST CLASS MAIL IN AN ENVELOPE ADDRESSED TO: ASSIST MIT R 
OF PATENTS, WASHINGTON, DC 20231, ON THE DATE INDICATED BELOW. ,. 

DATE: __ _u~~~--~f-~+ft~+/ 

\~ 
In re: Patent Application of 

Leon Stambler 
: Group Art Unit 2211 

Serial No.: 08/747,174 : Examiner: B. Zimmennan 

Filed: November 12, 1996 

For: METHODFORSECuruNG 
INFORMATION RELEVANT TO A 
TRANSACTION (as amended) 

: Attorney Docket 
: No. 6074-lUS 

NOTICE OF CHANGE OF ADDRESS 

Please change the correspondence address of the attorneys of record in the 

above-identified patent application as follows: 

Panitch Scinrarze Jacobs & Nadel, P.C. 
One Commerce Square 

2005 Market Street - 22nd Floor 
Philadelphia, PA 19103-7086 

The corresponding attorney and the telephone number are as indicated below. 

November 7. 1997 
(Date) 

CAJ:eam 

Respectfully submitted, 

By:~~ 
CLARK A. JABLON 
Registration No. 35,039 
PANITCH SCHWARZE JACOBS & NADEL, P.C 
One Commerce Square 
2005 Market Street - 22nd Floor 
Philadelphia, PA 19103-7086 
Telephone: 215-965-1293 
Facsimile: 215-567-2991 
E-Mail: psjn@psjn.com 

' I~. 
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I HEREBY CERTIFY THAT THIS CORRESPONDENCE IS BEING DEPOSITED WITH THE UNITED STA 
POSTAL SERVICE AS FIRST CLASS MAIL IN AN ENVELOPE ADDRESSED TO: ASSIST MMISSI 
FORPATENTS, WASHINGTON,D.C.2023l,ONTHEDATEINDICATEDBELOW. 

a. 
THE QNITEp STATES PATENT 

Patent Application of 
Leon Stambler 

Appln. No.: 08/747,174 

Filed: 

For: 

November 12, 1996 

METHOD FOR SECURING 
INFORMATION RELEVANT TO A 
TRANSACTION (as amended) 

AMENDMENT 

./ 
Examiner: B. Zimmerman 

Attorney Docket 
No. 6074-lUS 

This amendment is in response to the Office Action 

mailed August 12, 1997, and is being timely filed within the 

three (3) month shortened statutory period set for response 

therein. 

Charge any fee associated with this response and credit 

any overcharge to Deposit Account No. 16-0235. 

Please amend the above-identified application as 

follows, without prejudice: 

In the Claims; //j// 
Cancel claims 65, 68, 94 and 120-123. 

UIH/1997 - 11111101 ••HOell 01747174 
01 FC.ate · &ltCII 
02 FC12U I!ILOIIJ 

PSJN2/l29397 .l -1-/ ;/ 
< • ~--
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~. 

Amend claims 64, 66, 67, 69, 70, 72-74, 93, 95-98, 100-

108, 110-113, 115-118, 124-125, 127, 129-130, 132-140, 142-144 

and 146 as follows: 

(Amended) A method for coding and storing 

information, comprising information associated with a party and 

other sensitive information, said information associated with a 

party being subsequently used to authenticate the party and 

authorize access, the method comprising [the steps of] : 

previously receiving a first personal 

identification number {PIN~) from the party; 

previously deriving or accessing first coded 

authentication information by using the first PIN~; 

previously generating at least two numbers using 

the first coded authentication information, wherein at least one 

of the at least two numbers is an arbitrary number; 

previously storing each of the at least two 

numbers in one or more [first] storage means; 

[previously storing each of the at least two 

numbers in one or more second storage means;] 

retrieving each of the at least two numbers 

previously stored in the [first] one or more storage means; 

[retrieving each of the at least two numbers 

previously stored in the second one or more storage means; 

comparing each of the at least two numbers 

retrieved from the first one or more storage means with each of 

the at least two numbers retrieved from the second onetor more 

storage means; and 

-2-

.'-) 

~) 
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authorizing access if each of the at least two 

numbers retrieved from the first one or more storage means and 

each of the at least two numbers retrieved from the second one or 

more storage means correspond to each other] 

rece]ying a second personal identification nuroher 

(PIN2) from a party to be authenticated: 

deriying or acpessjng second coded authentication 

information by using the seqond PIN2; 

combjning each of the at least two numbers 

retrieyed from the one or more storage means to derjye third 

coded authentiqation information• 

comparing the seqond coded authentication 

information with the third qoded authentjcatjon jnformatjon· and 

authent]catjng the party and authorizing acqess if 

the second coded authentication information and third coded 

a11thentiqatjon information correspond to eaqh other. 

~(Amended) The method of claim [6S]~Ifurther 
comprising [the step of] : 

coding said other sensitive information with said 

first or second or third coded authentication information to 

derive coded sensitive info:rmation. 

y!J (Amended) 

comprising [the step of) : 

. .. ' 
The. method of claim [6s]_....g further 

uncoding said coded sensitive information with 

said second or third coded authentication information to recover 

the other sensitive information. 

/ 
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;J.f (Amended) The method of claim y further 

comprising [the steps of] : 

revising each of the at least two numbers at an 

arbitrary time; and 

(}_ /numbers 

r J each of 

replacing each of the previous at least two 

in the [first and second] one or more storage means with 

the revised at least two numbers. 

~ (Amended) The method of claim ~therein at least 

[one of each of the at least two numbers is stored in the first] 

a first of the one or more storage means [and at least another of 

each of the at least two numbers is stored in the second one or 

more storage means, wherein ·the first and second one or more 

storage means are located at first and second respective sites] 

is located at a first sjte. and a second of the one or more 

storage means is located at a second site. 

~1 (Twice Amended) A method for coding first 

information, the method comprising [the step of] : 

coding the first information using second 

information and then coding the result using third information, 

[the second or third information being previously generated 

during an enrollment process, wherein the second or third 

information are not derivable from each other, the second 

information being previously stored in a first storage means, the 

third information being previously stored in a second storage 

means, and the second or third information being retrie1ed solely 

by at least one predetermined party from the first or second 

storage means] at least one of the second and third information 

-4-
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... 

being associated with at least one entit·r. the entity comprising 

0 ; 
~ (Amended) In a multi-party transaction system, a 

method for securing information relevant to a transaction, the 

method comprising [the steps of] : 

coding the information relevant to the transaction 

using first information associated with a party to generate first 

coded transaction information; 

coding the first coded transaction information 

using second information associated with more than one party to 

generate second coded transaction information, wherein [the first 

information associated with a party and the second information 

associated with more than one party are not derivable from each 

other] a credential haying non-secret information stored therein 

is previously jssued to at least one of the partjes by a trusted 

party. the non-secret jnformatjon jncludjng the first or second 

information. 

~' (Amended) The method of claim ~~wherein the] 

further comprising recoyering information relevant to the 

transaction [is recovered comprising the steps of] hy: 

uncoding the second coded transaction information 

using the second information associated with the,more ~han one 

party to recover the first coded transaction informati~n; and 
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uncoding the first coded transaction inf.ormation 

~using third information associated with [a] ~party to recover 

the information relevant to the transaction. 

~J'l> (Amended) A method for securing in escrow [, ] and 
I 

in trust, [information] a joint key associated with a first party 

and a second party and stored in a storage means associ~ted with 

[a] ~ second party, wherein [at least a portion of the] 

escrowed or entrysted information [may be] was preyiously used 

for generating a [joint key,. wherein] variable authentication 

number IVANl the joint key [is) ~ derivable from information 

associated with the first party and information associated with 

[a] .the. second party, the VAN being subsequently used in 

authenticating the first party. the first party being enrolled by 

the second party and~ issued a credential, the VAN being 

stored in the credential the method comprising [the steps of) : 

previously receiving information associated with 

the first party and information associated with the second party; 

previously generating a joint key using.the 

information associated with the first party, and the information 

associated with the second party; and 

retaining in the storage means, in trust, at least 

the [information associated with the first party and the 

information associated with the second party which was previously 

used to generate the] joint key. 

~~\ (Amended) The .method of claimfi~erein the 

second party is an agent, or an agency, or an official of an 

-6-
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agency, or an authority, or an administrator, or an entity 

entrusted with issuing [a] ~credential. 

tv':' 
~ (Amended) A method for enrolling and issuing a 

credentjal to a first party by a second party, and subsequently 

granting the first party access to a first storage means., [or 

other thing,] wherein the first party has a first personal 

identification number (PINl), and the second party [has a second 

personal identification number (PIN2) ,] is previously granted 

authority to issue a credential to the first party. the first 

1 
storage means, [or other thing,] being accessible only to a party 

with knowledge of the first PINl [or with knowledge of the second 

~~ PIN2] , the method of enrollment and issuing a credential 

/ ' / comprising [the steps of] : 

f 
_/ 

receiving information associated with the first 

party; 

receiving information associated with the second 

party; [and] 

storing in esqrow and in trust the information 

associated with the first party and the information associated 

with the second party in a second storage means, wherein at least 

a portion gf the information retrieved [subsequently] from the 

second storage means is used in enrolling the first party and 

issuing the credential· and 

subsequently granting the first party access to 

the first storage means[, or other thing] by using the PINl or 

the credential. 

-7-
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~ 

' ' 

\~ ,Yf: (Amended) The method of claim ~~ere in the 

second storage means is accessible for storing information 

therein only by a party with knowledge of [the] a second PIN 

(PIN2) knqwn to at least the second party, such that if no party 

exists with knowledge of the second (PIN2). then information 

cannot be stored in the second storage means. 

A method for enrolling a first party by 

~ 
a second party, and subsequently granting the first party access 

to a first storage means, [or other thing,] wherein the first 

~~party has a first personal identification number (PINl), and the 

)/second party has a second personal identification number (PIN2), 

l/~' the first storage means, [or other thing,] being accessible only 

~ to a party with knowledge of the first PINl or with knowledge of 

"-., __ / the second PIN2, the method of enrollment comprising [the steps 

of]: 

receiving information associated with the first 

party; 

receiving information associated with the second 

party; 

coding the information associated with the first 

party and the information associated with the second party to 

generate a joint code; [and] 

storing the ~ code and the information 

associated with the second party in a second storage means[, 

wherein]~ 

subsequently receiving and using PINl or 1 PIN2. and 

retrieying and using the joint code and the information 

associated with the second party [retrieved subsequently from the 

-8-. '. . / 
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storage means are used] in granting the first party access 

first storage means[, or other thing]. 

\~ 
~· (Amended) A method for granting a first party 

access to a first storage means, [or other thing,] subsequent to 

being enrolled by a second party, wherein the first party has a 

personal identification number (PIN), and wherein information 

associated with the second party was previously stored during 

enrollment in a second storage means, and a first joint code was 

previously generated and stored during enrollment in the second 

storage means, wherein the joint code was previously generated by 

using first coded authentication information derived gr accessed 

from the personal identification number (PIN) of the first party 

and information associated with the second party, the method 

comprising [the steps of] : 

receiving a personal identification number (PIN) 

from the first party and generating or accessing second coded 

authentication information using the PIN; 

retrieving from the second storage means the 

information associated with the second party, and the first joint 

code; 

coding the second coded authentication information 

and the information associated with the second party to generate 

a second joint code; 

comparing the first joint code and the second 

joint code; and 

granting the first party access to the first 

storage means, [or other thing,) if the first joint code 

corresponds to the second joint code. 

-9-

/ I 
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)A'i. (f (Amended) A method for authenticating a first 

party at first site by a second party at a second site and 

granting [a] tha first party access to a first storage means at_a 

second site, [or other thing, subsequent to being enrol~ed by a 

second party ,.J the second party being a person or a computer 

program. wherein the first party has a personal identification 

number {PIN), and wherein~ information asso9iated with the 

second party [was previously] is generated and stored [during 

enrollment] in a second storage means associated with the second 

party at the second site, and wherein first ~ information 

previously derived gr accessed by using the PIN of the first 

party was previously stored [during enrollment] in the second 

storage means, the method comprising [the steps of] : 

generating the first information and storing the 

first information in the second storage means; 

receiving the PIN from the first party and 

deriving gr accessing second ~ information by using the PIN; 

retrieving from the second storage means the ~ 

information [associated with the second party] , [and] the first 

information ~ previously derived or accessed by using the 

PIN; 

coding the first ~ information previously 

derived or accessed by using the PIN and the ~ information 

associated with the second party to generate a first joint code; 

coding the second ~ information derived ~ 

accessed by using the PIN and the ~ information associated 

with the second party to generate a second joint code; 

comparing the first joint code and the second 

joint code; and 

-10-
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authentiqating the first party by the seqond 

party. and granting the first party access to the first storage 

means, [or other thing,] if the first joint code corresponds to 

the second joint code. 

~ 
~ (Amended) In a computer system comprising a 

memory containing computer information or a first qomputer 

program stored in a controlled memory area to which access is 

granted only upon proper authentication of an authorized user of 

the computer system, the user including a person or a seqond 

computer program the memory further including a stored control 

program for interacting with [a] ~ user and for making a 

determination as to whether the user is an authorized user, the 

memory further including a first area[,] not readily accessible 

to a user, the first [memory] area containing a first revisable 

code. and a second area containing a second revisable code, a 

method of authentication of a user comprising [the steps of] : 

receiving in the computer system identification 

information associated with the user; 

generating or acqessing first coded authentication 

information using the received identification information 

associated with the user; 

retrieving the first revisable code from the first 

memory area and the second revisable code from the second memory 

area and deriving therefrom second coded authentication 

information; 

comparing the first coded authentication 

information with the second coded authentication information; 

-11-
l 
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authenticating the user and granting access to 

the computer information or a first computer program stored in 

the controlled memory area to the user only if the first and 

se9ond.coded authentication information compare favorably. 

~~1 (Amended) The method as recited in claim~''­
further comprising [the step of) revising and storing tbe first 

and second revisable codes in the original respective memory 

areas only if the first and second coded authentication 

information compare favorably. 

-" p~ {.bie'nded) ·'· The method as recited in claim .J..G-3' '13 

wherein computer information stored in the memory of the computer 

system may be reproduced, the method further comprising [the 

steps of] : 
' previously recording the second revisable code 

with the computer information to be reproduced; 

permitting the computer information to be 

reproduced only if the access has been granted to the user; and 

thereafter retrieving the second revisable code 

retrieved from the reproduced information and using the second 

revisable code to -authenticate the user if the reproduced 

information is used or accessed. 

~~(Three Times Amended) In a computer system 

comprising a memory containing computer information or a first 

qomputer program stored in a controlled memory area to which 

access is granted only upon proper authentication of arr 

authorized user of the computer system, the user jnqluding a 

-,12-

I 
I 

) 



-- 264 --
MasterCard, Exh. 1011, p. 264

.. 

person or a second computer program the memory further including 

a stored control program for interacting with a user and for 

making a determination as to whether the user is an authorized 

user, the memory further including a first area[,) not readily 

accessible to a user, the first [memory] area containing a first 

~ 
revisable code~ and a second area containing a second revisable 

code, a method of authentication of a user comprising [the steps 

of]: 

Y receiving in the computer system identification .\ '.0 information associated with the user; 

~ generating or accessing first coded authentication 

' 
information using the received identification information 

associated with the user; 

retrieving the first revisable code from the first 

memory area and the second revisable code from the second memory 

area [and deriving therefrom second coded authentication 

information]; 

deriving a third revisable code using the 

retrieved first revisable code and the first coded authentication 

information; 

comparing the retrieved second revisable code with 

the derived third revisable code; 

authenticating the user and granting access to the 

computer information or first computer program stored in the 

controlled memory area to the user only if the second and third 

revisable codes compare favorably. 

~(Amended) Th~ method as recited in claim~~ 
further comprising [the step of) revising and storing the first 

-13-
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and second revisable codes in the original respective ~emory 

areas only if the second and third revisable codes compare 

favorably. 

'2.1-
J,Iil"f': {Amended) The method as recited in claim~ 

zs-" 

wherein computer information stored in the memory of the computer 

system may be reproduced, the method further comprising [the 

steps of] : 

previously recording the second revisable code 

computer information to be reproduced; 

permitting the computer information to be 

reproduced only if the access has been granted to the user; and 

thereafter retrieving the second revisable code 

retrieved from the reproduced information and us.~ng the second 

revisable code to authenticate the user if the reproduced 

information is used or accessed. 

~ ~g (Three Times Amended) . A method for 

authenticating a first party by using information stored in a 

credential, the credential being previously issued to the first 

party by a second party, wherein information previously stored in 

the credential comprises at least a non-secret variable 

authentication number (VAN) and other non-secret credential 

information, the method comprising [the steps of] : 

previously irreyersjbly coding at least a portion of 

the other non-secret credential information to derive an 

hreyersibly coded mimber. and further coding the jrreyersibly 

coded·number with first information associated with the second 

party to derive a variable authentication number (VAN) ; 
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previously storing the VAN and the other non-secret 

credential information in the credential; 

retrieving the VAN and the other non-secret credential 

information stored in the credential; 

retrieving second information associated with the 

second party previously stored in a storage means associated with 

at least one of the parties; 

uncoding the VAN using the second information 

associated with the second party to derive the [at least a 

portion of the other non-secret credential information] 

irreyersibly coded number; and 

authenticating the first party if the irreyersibly 

coded number derlyed from at least a portion of the other non­

secret credential information retrieved from the credential 

corresponds to the [at least a portion of the other non-secret 

credential information] irreyerslbly coded number uncoded from 

the VAN. 

~~ (Twice Amended) 
7-.fJ 

The method of claim ,.J.9'e wherein 

the at least a portion of the other non-secret credential 

information comprises [a name and] a non-secret key associated 

with the first party. 

~ ~t (Twice Amended) A method for issuing a 

credential to a first party by a second party, the method 

comprising [the steps of] : 

the second party receiving non-secret information 

associated with the first party; 

-15-
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the second party authenticating at least a portion of 

the received non-secret infor.mation associated with the first 

party; 

denying ~ssuance of the credential if at least a 

portion of the received non-secret information associated with 

the first party is determined not to be authentic; 

coding at least a portion of the received non-secret 

information associated with the first party with first 

information associated with the second party to derive a variable 

authentication number (VAN) ; 

storing in the credentjal the VAN and at least a 

portion 2! the received non-secret information associated with 

the first party, and other information associated with the second 

party[, in the credential); and 

issuing the credential to the first party. 

~~(Twice Amended) The method of claim~Jherein 
at least a portion of the non'~secret information associated with 

the first party comprises [the name and] a non-secret key 

associated with the first party. 

~.?3(Twice Amended) A method for authenticating a 

first party by using information stored in a credential, the 

credential being previously issued to the first party by a second 

party, wherein information previously stored in the credential 

comprises at least a non-secret variable authentication number 

(VAN) and other non-secret credential information, the method 

comprising [the steps of] : 
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\v 

previously generating a first error detection code 

(EDCl) by using at least a portion the other non-secret 

credential information; 

previously coding the first error detection code (EDCl) 

with first information associated with the second party to derive 

a variable authentication number (VAN); 

previously storing the VAN and the other non-secret 

credential information in the credential; 

retrieving the VAN and the other non-secret credential 

information stored in the credential; 

.7' deriving a second error detection code (EDC2) by using 

~.J at least a portion of the retrieved other non-secret credential 
/ 

_:__/ 

retrieving second information associated with the 

second party previously stored in a storage means associated with 

at least one of the parties; 

uncoding the VAN using the second information 

associated with the second party to derive a third error 

detection code (EDC3); and 

authenticating the first party and at least a portion 

of the non-secret information stored in the credential if the 

second error detection code (EDC2) corresponds to the third error 

detection code (EDC3). 

~(Twice Amended) The method of claim~herein 
the at least a portion of the other non-secret credential 

information comprises [a name and] a non-secret key ass~ciated 

with the first party. 

-17-
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~~Twice Amended) A method for issuing a credential 

to a first party by a second party, the method comprising [the 

steps of]: 

the second party receiving non-secret information 

associated with the first party; 

the second party authenticating at least a portion of 

the received non-secret information associated with the first 

party; 

denying issuance of the credential if at least a 

portion of the received non-secret information associated with 

first party is determined not to be authentic; 

generating an error detection code {EDC) by using at 

a portion the received non-secret information associated 

with the first party; 

[coding the error detection code {EDC) by using 

information associated with the second party to derive a variable 

authentication number {VAN) ; J 

storing in the credential the [VAN] ~ and at least a 

portion the received non-secret information associated with the 

first party, and other information associated with the second 

party[, in the credential]; and 

issuing the credential to the first party. 

~1(Twice Amended) h h d f 1 . 1 "lJ/£'3'h . T e met o o c a1m~v w ere1n 

at least a portion of the non-secret information associated with 

the first party comprises [the name and] a non-secret key 

associated with the first party. 

~/ -~,8- '' 
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. (Amended) A method for authenticating a first 

party at a first site by a second party at a second site~ 

second party being a person or a computer program by using a 

personal identification number (PIN) [or a password (PW)) 

supplied by the first party at the first site, and further using 

a first random number (RNl) generated by the second pa~ty at the 

second site, the PIN [or password (PW)] being previously used to 

derive or access first coded authentication information, the 

first coded authentication information being previously stored in 

a storage means associated with the second party at the second 

site, the method comprising [the steps of] : 

receiving a PIN [or a password (PW)] at the first site 

from a first party to be authenticated; 

generating or accessing second coded authentication 

information using the received PIN (or password (PW)]; 

generating a first random number (RNl) at a second site 

by the second party; 

storing the first random number (ENll in the second 

storage means at the second site· 

transmitting the ':Hrst random number (RNl) from the 

second site to the first site1 

receiving the first random number (RNl) at the first 

site by the first party; 

coding the received first random number (RNl) and the 

second coded authentication information to derive a first anti­

duplication variable authentication number (ADVANl); 
I 

transmitting the first anti-duplication variable 

authentication number (ADVANl) from the first site to the second 

site; 

-19- • 
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\~ 

receiving the first anti-duplication variable 

authentication number (ADVANl) at the second site by the second 

party; 

retrieving the first coded authentication information 

from the storage means at the second site; 

coding the first random number (RNl) and the first 

coded authentication information to generate a second anti­

duplication variable authentication number (ADVAN2) ; 

comparing the first anti-duplication variable 

authentication number (ADVANl) and the second anti-duplication 

variable authentication number (ADVAN2); and 

authenticating the first party by the second party if 

the first anti-duplication variable authentication number 

(ADVANl) and the second anti-duplication variable authentication 

number (ADVAN2) correspond. 

A method for authenticating fhe 

transfer of fUnds from [an] a first account associated with a 

first party to [an] a second account associated with a· second 

party, the first aqqount information being stored in a first 

storage means. and the second account information being stored in 

a second storage means the method comprising [the steps of] : 

receiving funds transfer information from the first 

party, including at least information for identifying the ~ 

account of the first party, and information for identifying the 

~ account of the second party, and a transfer amount; 

generating a variable authentication number '(VAN) using 

at least a portion of the received funds transfer information; 
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a third party for determining whether the at least a 

portion of the receiyed funds transfer information is authentic 

by using the VAN; and 

transferring funds from the ~ account of the first 

party to the ~ account of the second party if the at least a 

portion of the recelyed funds transfer information and the VAN 

are determined to be authentic. 

!.f''V" 
~. (Amended) The method of claim ~~rther 

comprising [the steps of) : 

receiving from the first party [a personal 

identification number (PIN) or a password;) infqrmation fqr 

~ 
identifying the first party; 

[generating the VAN by using the PIN or the password, 

, i[l and at leadsettearmp~nr~niognwohefthtehre funds transfer information;] 
~ r;; ~ ~ the first party is authentic by 

bj ~- using the [PIN or the passwo~d;] information for identifying the 

J first party; 

determining whether the at least a portion of the 

receiyed funds transfer information is authentic by using the 

VAN; and 

debiting the ~ account of the first party and 

crediting the ~ account of the second party with the funds 

transfer amount if the at least a pqrtiqn qf the receiyed funds 

transfer information is determined to be authentic. 

~I? 
~· (Amended) 

~I i 
The method of claim _J..a"4. wherein the VAN 

is used to confirm, substantiate, acknowledge, authorize, 

reference. yalidate or verify the transfer of funds. 

-21- . I 
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~~~ (Twice Amended} A method for authenticating the 

transfer of funds from an account associated with a first party 

to an account associated with a second party, [the transfer being 

controlled by a third party), a credential being preyioysJy 

issued to at least one of the parties by a trusted party the 

informatipn stpred in the credential being npn-secret. the method 

comprising [the steps of) : 

receiving funds transfer information, including at 

least information for identifying the account of the first party, 

and information for identifying the account of the second party, 

and a transfer amount [from the first party, and other funds 

transfer information from the third party); 

generating a variable authentication number (VAN) using 

at least a portion of the received funds transfer information; 

determining whether the at least a pprtion pf the 

receiyed funds transfer information is authentic by using the VAN 

and the credential infprmation; and 

transferring funds from the account of the first party 

to the account of the second party [, under the control of the 

third party,) if the at least a portipn of the receiyed funds 

transfer information and the VAN are determined to be authentic. 

~~~(Twice Amended} The method of claim ~further 
comprising [the steps of) : 

receiving from the. first party [a personal 

identification number (PIN) or a password) infprroatipn fpr 

identifying the first party; 

(generating the VAN by using the PIN or the password, 

and at least a portion of the funds transfer information;] 
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determining whether the first party is authentic by 

using the [PIN or the password] information for jdentjfying the 

first party; 

determining whether the at least a portion of the 

receiyed funds transfer information is authentic by us~ng the 

VAN; and 

debiting the account of the first party, and crediting 

the account of the second party with the funds transfer amount if 

the at least a portion of the receiyed funds transfer information 

is determined to be authentic. 

~5f¥' (Twice Amended) The method of claim ~~herein 
the VAN is used to confirm, substantiate, acknowledge, authorize, 

reference yalidate or verify the transfer of funds . 

. ')7 ~Amended) A method for authenticating the 

transfer of funds from an account associated with a first party 

to an account associated with a second party, at least a part of 

the transfer being carried out by a third party, comprising [the 

steps of] : 

receiving funds transfer information, including at 

least information for identifying the account of the first party, 

and information for identifying the account of the second party, 

and information for identifying the account of the third party, 

and a transfer amount; 

generating a first variable authentication number 

(VANl) using at least a portion of the received funds transfer 

information, the VANl being associated with the transfer of funds 

-23-



-- 275 --
MasterCard, Exh. 1011, p. 275

from the account of the third party to the account of the second 

party; 

determining whether the at least a portion of-the 

receiyed funds transfer information is authentic by using VANl; 

transferring the funds from the account of the third 

party to the account of the second party if the at least a 

portion of the recejyed funds transfer information and .the VANl 

are determined to be authentic; 

generating a second variable authentication number 

~ 
(VAN2) using at least a portion of the received funds transfer 

~
information, the VAN2 being associated with the transfer of funds 

~ from the account of the first party to the account of the third 

\
,.'JJ, party; 
~ 

1 

determining whether the at least a portion of the 

~ receiyed funds transfer information is authentic by using VAN2; 

and 

transferring the funds from the account of the first 

party to the account of the third party if the at least a portion 

of the received funds transfer information and the VAN2 are 

determined to be authentic. 

)iA"S~ (Amended) The method of claim ~kurther 
comprising: 

receiving from the first party (a personal 

identification number (PIN) or a password] information for 

identifying the first party; 

[generating the VAN2 by using the PIN or the password, 

and at least a portion of the funds transfer information;] 

-24-
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determining whether the first party is authentic by 

using the [PIN or the password] jnformation for identifying the 

first party; 

determining whether the at least a portion of the 

receiyed funds transfer information is authentic by using the 

VAN2; and 

debiting the account of the first party and crediting 

the account of the [second] ~ party with the funds transfer 

amount if the at least a portion of the receiyed funds transfer 

information [is] and the VAN2 are determined to be authentic. 

~· (Amended) The method of claim~erein the 

funds transfer comprises a payment made by the first party ~ 

third party to the second party. 

«> .>a'f. (Amended) The method of claim~S1herein the 

VANl or the VAN2 are used to confirm, substantiate, acknowledge, 

authorize, reference. yalidate or verify the transfer of funds. 

_;.<r'd~/ (Amended) The method of claim ).l"f ~erein the 

VANl or the VAN2 are ~ generated by using an error detection 

code derived by using at least a portion of the funds transfer 

information . 

.,.gf.~ (Amended) A method for authenticating and 

securing the integrity of relevant information transmitted from a 

first party at a first site to a second party at a seco~d site by 

using first information associated with the first party, the 

first information comprising a secret first key, a non-secret 

-25- ·' 
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second key, and ~ credential information, the first 

information being previously stored in a first storage means at 

the first site, and the ~ credential information [including] 

comprising non-secret information [for authenticating the 

identity of the first party, and information] for securing the 

second key to the first party, the ~ credential info~mation 

including a third error detection code !EPC3) being previously 

[generated] stored in the first credential by a third party [by 

using a secret third key] during prior issuance of [a] the first 

credential to the first party, [and a fourth non-secret key 

associated with the third] and the second key associated with the 

~ party being previously stored in a second storage means at 

the second site, and the first key being used by the first party 

to generate a~ variable authentication number (VAN~), the 

VANl[,] ~the second key [and the fourth key] being used by the 

second party to authenticate the first party and the integrity of 

~ the relevant information received from the first party, the 

method comprising [the steps of) : 

receiving relevant information from the first party; 

deriving a first error detection code (EDCl) by using 

the relevant information; 

retrieving the first information previously stored in 

the first storage means; 

coding the EDCl with the retrieved first key to 

generate the~ variable authentication number (VAN~); 

forming a ~ message including at least t~e VAN~, 

[the second key,] the~ credential information, and the 

relevant information; 

-26-7 
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transmitting the ~ message from the first party at 

the first site to the second party at the second site, and 

receiving the ~ message at the second site; 

extracting the VANl, [the second key,] the~ 

credential information, and the relevant information from the 

~message at the second site; 

retrieving the [fourth] ~ key from the second 

storage means at the second site; 

determining if [the identity of] the first party is 

secured to the second key by using the ~ credential 

information[, the second key, and the fourth key] and the thlrd 

error detection code (EPC3l; 

rejecting the ~ message if the [identity of the] 

first party is determined not to be secured to the second key; 

uncoding the VANl using the second key to recover the 

first error detection code (EDCl); 

deriving a second error detection code (EDC2) by using 

the relevant information; 

comparing the first error detection code {EDCl) with 

the second error detection code {EDC2); and 

authenticating the first party and the integrity of the 

relevant information if the first error detection code {EDCl) and 

the second error detection code (EDC2) correspond. 

~~~(Amended) The method of claim~herein [the 

relevant information and the] second information associated with 

the second party [are] ia previously stored in the seco~d storage 

means, the second information comprising a secret [fifth] ~ 

key and a non-secret [sixth] ~ key and ~ credential 

-27-
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information, the ~ credential information including a fourth 

error detection code (EDC4) being previously [generated] ~ 

in the second credential by a third party [by using the secret 

third key] during prior issuance of [a] the second credential to 

the second party, [and a fourth non-secret key associated with 

the third party] and the non-secret fourth key being previously 

stored in the first storage means at the first site, the method 

further comprising [the additional steps of] : 

the second party retrieving the ~ credential [and 

the sixth key] information from the second storage means; 

the second party transmitting a ~ message 

comprising at least the ~ credential information [and the 

sixth key] from the second site to the first site, and the ~ 

message being received at the first site; 

the first party extracting the ~ credential [and 

the sixth key] information from the received ~ message; 

retrieving the [sixth] ~ key from the first 

storage means at the first .site; 

determining if [the. identity of] the second party is 

secured to the [sixth] ~:key by using the ~ credential 

information and [the sixth key and the fourth key] the fourth 

error detection code IEDC4); 

rejecting the ~ message if the [identity of the] 

second party is determined not to be secured to the [sixth) 

~ key; 

receiving or generating [the] sensitive info~ation; 

coding the sensitive information with the [sixth) 

~ key to generate secure coded sensitive information; 

-28-
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transmitting the secure coded sensitive information 

~ from the first site to the second site, and receiving the secure 

. coded sensitive information at the second site; 

• ;t) the second party retrieving the [fifth] ~. key from 

~~the second storage means; and 

uncoding the secure coded sensitive information using 

~ the [fifth] ~ key to recover the sensitive information. 

~- Amended) The method erein the 

first party is granted access to the first key in the first 

storage means only if the identity of the first party is 

authenticated by using a personal identification number {PIN) [or 

a password {PW)] belonging to the first party, and the second 

party is granted access to the [fifth] ~ key in the second 

storage means only if the identity of the second party is 

authenticated [by using a personal identification number (PIN) or 

a password (PW) belonging to the second party] . 

. ..JA-3'~Amended) The method of claim ~lwherein the 

first party is granted access to the first key in the first 

storage means only if the identity of the first party is 

authenticated by using a personal identification number (PIN) [or 

a password (PW)] belonging to the first party[, and the second 

party is granted access to the fifth key in the second storage 

means only if the identity of the second party is authenticated 

by using a personal identification number (PIN) or a password 

(PW) belonging to the second party] . 

-29-
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~(Amended) A :method of issuing a ;..:redential to a 

first party at a first site, by a second party at a second site, 

wherein the first party is authenticated during at least one 

stage of a subsequent transaction by using the credential, 

wherein the information stored in the credential comprises at 

least a first variable authentication number VANl, information 

for identifying the first party, a non-secret key associated with 

the first party, and information for identifying the second 

party, and first and second storage means at the first site, the 

first storage means being used to store a secret key associated 

with the first party, the secret key being accessible [only] to a 

arty with knowledge of a pre-determined personal identification 

umber (PIN) or pilli'li'''TOrQ., the second storage means being used to 

store the non-secret key associated with the first party, and 

third and fourth storage means at the second site, the third 

storage means being used to store a secret key associated with 

the second party, the secret key being'accessible [only] to [a 

pre-] .an authorized party, the fourth storage means being used to 

store a non-secret key associated with the second party, the 

method comprising [the steps of] : 

receiving information for identifying the first party, 

and a pre-determined personal identification number (PIN) [or 

password,] from the first party; 

retrieving the secret key associated with the first 

party from the first storage means, only if the personal 

identification number (PIN) [or password,] is determined to be 

authentic; 
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coding at least a portion of the information for 

identifying the first party to deriye a first error detection 

code IEDCl) · 

generating a second variable authentication number VAN2 

by coding [at least a portion of the information for identifying 

the first party] the EDCl with the secret key associated with the 

first party; 

retrieving the non-secret key associated with the first 

party from the second storage means; 

forming a message including at least the VAN2, the non­

secret key associated with the first party, the EDCl and the 

information for identifying the first party; 

transmitting the message from the first party at the 

first site to the second party at the second site, and receiving 

the message at the second site; 

extracting the VAN2, the non-secret key associated with 

the first party, the EDCl. and the information for identifying 

the first party from the message at the second site; 

using at least a portion of the information for 

identifying the first party to authenticate the identity of the 

first party; 

denying issuance o.f the credential if at least a 

portion of the information for identifying the first party is 

determined not to be authentic'; 

retrieving the secret key associated with the second 

party from the third storage means at the second site; 1 

generating a first variable authentication number VANl 

by coding the second variable authentication number VAN2 with the 

secret key associated with the second party; 
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J 

storing in the credential at least the VANl, the EDC1. 

the non-secret key associated with the first party, [at least a 

portion of the information for identifying the first party,] and 

information for identifying the second party; 

issuing the credential to the first party; 
I 

wherein the method for authenticating the first party ~nd the 

credential during at least one [state] ~ of a subsequent 

. transaction, [comprising] cqmprjses [the steps of]: 

retrieving the information previously stored in the 

credential; 

receiving or retrjeying the non-secret key associated 

with the first party and the non-secret key associated with the 

second party; 

uncoding the first variable authentication number VANl 

using the non-secret key associated with the second party to 

[generate a) recoyer the second variable authentication number 

V~2; 

uncoding the second variable authentication number VAN2 

using the non-secret key associated with the first party to 

recover [information for identifying the first party] the EPCl; 

authenticating the credential, and the first party who 

was issued the credential, if the [information for identifying 

the first party) ~ retrieved from the credential corresponds 

to the [information for identifying the first party] ~ 

recovered from the second variable authentication number VAN2. 

~711Amended) The method of claim 144 wherein prior 

to (the step of] denying issuance of the credential if at least a 

portion of the information for identifying the first party is 

/ 
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determined not to be authentic, the method further comprising 

[the additional steps of] : 

uncoding the second variable authentication number VAN2 

by using the non-secret key associated with the first p~rty to 

recover the [at least a portion of the information for 

identifying the first party] Ellel; [and] 

comparing the recovered [at least a portion of the 

information for identifying the first party] ~ with the [at 

least a portion of the information for identifying the first 

party] ~ extracted from the received message~ 

denying issuance of the credential if the extracted 

EDCl and the recoyered EPCl do not match, 

Add new claims 147-179 as follows: 

--~1] A method for determining if an unauthorized 

duplication or alteration occurred in first transaction 

information (FXI) and in second transaction information (SXI), 

the FXI being originated by a second entity at a second site, and 

being transmitted to a first entity at a first site, the first 

entity and the second entity being a person, or a computer 

program, and the SXI being originated at the first site and being 

combined with the FXI to form,first combined transaction 

information {FCX) at the first site, an anti-duplication variable 

authentication number (ADVANl) being derived from the FCX and 

first information (FKl) associated with the first entity, the FKl 

being previously stored in a first storage means at the first 

site and being solely accessible to the first entlty, the ADVANl, 

and the SXI being transmitted from the first site to the second !' 
~ ~_Ehe FXI and the SXI being authenticated at the second site, 
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by using the ADVANl, FXI, SXI, and second information (FK2) 

associated with the first entity, the FK2 being previously stored 

in a second storage means at the second site, a first transaction 

record storage means (FXR) being used at the first site, and a 

second transaction record storage means (SXR) being used at the 

second site, the FXR and SXR being used to store at least the FXI 

and the SXI, the method comprising: 

generating or receiving first transaction 

information (FXI) at the second site, and storing the FXI in the 

second transaction record (SXR) storage means at the second site; 

transmitting the FXI from the second site to the 

first site, and receiving the FXI at the first site; 

storing the FXI. in the first transaction record 

(FXR) storage means at the first site; 

generating or receiving second transaction 

information (SXI) at the first site; 

storing the SXI in the FXR storage means at the 

first site; 

combining the FXI and the SXI to form first 

combined transaction information (FCX) ; 

retrieving the first information (FKl) associated 

with the first entity from the first storage means, the FKl being 

accessible only to the first entity; 

coding the FCX with the retrieved FKl to derive a 
first anti-duplication variable authentication number (ADVANl); 

transmitting the first anti-duplication variable 

authentication number (ADVANl) and the SXI, from the ffrst site 

to the second site, and receiving the ADVANl and the SXI at the 

second site; 
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storing the received ADVANl and the SXI in the SXR 

storage means at the second site; and 

the second entity subsequently using the ADVANl, 

the FXI, the SXI, and second information (FK2) a$sociated with 

the first entity to determine if an unauthorized duplication or 

alteration occurred in the first transaction information (FXI) or 

in the second transaction information (SXI) . 

..,...ra ~if' The method of claim ..J:6 't-ie rein coding the FCX 

to derive the ADVANl further comprises: 

irreversibly coding the FCX to derive a first 

error detection code (EDCl); 

storing the EDCl in the FXR storage means; and 
~ 

coding the EDCl with the first information (FKl) 

associated with the first entity to derive the first ant.i­

duplication authentication number (ADVANl) . 

7(, . ~ :1-!J 
~L~The method of claim~ wherein the first 

entity is authenticated by the second entity, and wherein the FXI 

comprises a ~umber' (RNl), and the SXI comprises a 

~ second rando~xxable (RN2) . 

"41(· ~ 
~0. The method of claim~ wherein FXI and SXI are 

both present . 

.)!it"t1t:he method of claim~tor further 

authenticating the integrity of the FXI, and for further 

authenticating the first entity by the second entity, the method 

further comprising: 
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retrieving the FXI, the SXI, and the ADVANl from 

the SXR storage means at the second site; 

retrieving the second information (FK2} associated 

with the first entity from the second storage means; 

uncoding the ADVANl by using the FK2 to recover 

the first error detection code (EDCl); 

combining the retrieved FXI and the retrieved SXI 

~~ to form a second combined transaction information (SCX}; 

,G; irreversibly coding the second combined 

~transaction information (SCX) to derive a second error detection 

~)code (EDC2}; 

storing the second error detection code (EDC2) in 

the SXR storage means at the second site; 

comparing the recovered first error detection code 

(EDCl} and the derived second error detection code (EDC2); and 

the second entity (1) authenticating the first 

entity and determining that no unauthorized duplication or 

alteration occurred in first transaction information (FXI) if the 

recovered EDCl and the derived EDC2 correspond; or (2) denying 

authentication to the first entity or determining that an 

unauthorized duplication or alteration occurred in first 

transaction information (FXI) if the recovered EDCl and the 

derived EDC2 do not correspond. 

~ The method of claim~9ior further determining 

if an unauthorized duplication or alteration occurred in the SXI, 

and for further authenticating the second entity by the first 

entity, by using a second anti-duplication variable 

identification number (ADVAN2) derived by the second entity, the 
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ADVAN2 being derived at the second site from the EDC2 and third 

information (SK3) associated with the second entity, the SK3 

being previously stored in a third storage means at the second 

site, the SXI and the second entity being authenticated by the 

first entity by using the ADVAN2, the SXI, the FXI, an~ fourth 

information (SK4) associated with the second entity, t~e SK4 

being previously stored in a fourth storage means at the first 

site, the method further comprising: 

retrieving the second error detection code (EDC2) 

from the SXR storage means; 

retrieving the third information (SK3) associated 

with the second entity from the third storage means at the second 

site; 

coding the EDC2 with the SK3 to derive ~ second 

anti-duplication variable authentication number (ADVAN2); 

transmitting the ADVAN2 from the second site to 

the first site, and receiving the ADVAN2 at the first site; 

storing the ADVAN2 in the FXR storage me,ans; 

retrieving fourth information (SK4) associated 

with the second entity from the fourth storage means at the first 

site; 

retrieving the ADVAN2 from the FXR storage means; 

uncoding the ADVAN2 by using the SK4 to recover 

the second error detection code (EDC2); 

retrieving the FXI, and the SXI from the FXR 

storage means; 

combining the retrieved FXI and the retrieved SXI 

to form a third combined transaction information (TCX); 
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irreversibly coding the TCX to derive a third 

error detection code (EDC3); 

storing the third error detection code (EDC3) in 

FXR storage means; 

comparing the derived third error detection code 

(EDC3) and the recovered second error detection code (EDC2); and 
~ 

the first entity {1) authenticating the second 

entity and determining~~rized duplicationSXlr 

alteration, occurred i~transaction information (~~if 

the derived EDC3 and the recovered EDC2 correspond, or (2) 

denying authentication to the second entity or dete~n~ 

an unauthorized duplication, or alteration, occurre~~ 
SXI 

transaction information (~~if the derived EDC3 and the 

recovered EDC2 do not correspond. 

~ The method of claim ~~or further securing 

the first and second information associated with the first entity 

to the first entity by using a credential previously issued to 

the first entity by a trusted entity, the information stored in 

the credential including at least the first or second information 

associated with the first entity, and a first variable 

authentication number (VANl), the VANl being used to secure the 

first or second information to the first entity, authentication 

being denied if the first or second:information associated with 

the first entity cannot be secured to the first entity by using 

VANl. 

~~The method of claim~~or further securing 

the third and fourth information associated with the second 

( 
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entity to the second entity by using a credential previously 

issued to the second entity by a trusted entity, the information 

stored in the credential including at least the third or fourth 

information associated with the second entity, and a second 

variable authentication number (VAN2), the VAN2 being used to 

secure the third or fourth information to the second en,tity, 

authentication being denied if the third or fourth information 

associated with the second entity cannot be secured to the second 

entity by using VAN2. 

~~ The method of claim~13wherein the first 

entity has a personal identification number (PIN), the PIN being 

used to access the FKl information stored in the first storage 

means, the method further comprising: 

receiving a personal identification number (PIN) 

supplied by the first entity at the first site; and 

retrieving the first information associated with 

the first entity from the first storage means only if the PIN of 

the first entity is determined to be authentic. 

~~~ The method of claim~wherein a transaction 

number (XN) is used in conjunction with the FXI or the SXI to 

identify and retrieve transaction information from a storage 

means associated with an entity participant in a transaction, the 

method further comprising: 

generating an XN at one of the first or second 

sites, and transmitting the XN to the other of the first or 

second sites; 
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storing the XN in the FXR storage means and SXR 

storage means associated with the transaction; 

using the XN to identify the transaction, and as 

an index in retrieving relevant transaction information . 

.,L;-~~ ~ 
/""7. The method of claim.,..)A"'T wherein one of the 

first and second information associated with the first entity is 

secret, and the other of the first and second information 

associated with the first entity is non-secret. 

~~t The method of claim~3wherein one of the 

third and fourth information associated with the second entity is 

secret, and the other of the third and fourth information 

associated with the second entity is non-secret. 

~~The method of claim~wherein the same key, 

or either one of RNl or RN2, is used subsequent to 

authentication, by each of the first and second entities to code 

and uncode information transmitted between the sites. 

~The method of claim~13for further 

authenticating the participation .of .the first entity in a 

transaction by a third entity at a third site, wherein the FXI 

comprises the XN and fifth information associated with the first 

entity, the fifth information being previously stored in a fifth 

storage means at the first site and also in a seventh storage 

means at the third site, and second information assoc{·ated with 

the third entity being previously stored in sixth storage means 

at the first site, and first information associated with the 
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third entity being previously stored in an eighth storage means 

at the third site, the method further comprising: 

retrieving the fifth information associated with 

the first entity from the fifth storage means at the first site; 

retrieving the XN from the FXR storage means; 

combining the XN and the fifth information to form 

a first information group (IGl); 

irreversibly coding IGl to derive a fourth error 

detection code (EDC4); 

retrieving the second information associated with 

the third entity from the sixth storage means at the first site; 

coding the EDC4 with the second information 

~ associated with the third entity to derive a third anti­

duplication authentication number (ADVAN3); 

transmitting the ADVAN3 and the XN from the first 

site to the third site, and receiving the ADVAN3 and the XN at 

the third site; 
I 

retrieving the first information associated with 

the third entity from the eighth storage means at the third site; 

uncoding the ADVAN3 by using the first information 

associated with the third entity to recover the EDC4; 

retrieving the fifth information from the seventh 

storage means at the third site; 

combining the received XN and the fifth 

information to form a second information group (IG2}; 

irreversibly coding the IG2 to derive a fifth 

error detection code (EDCS) ;., 

comparing EDC4 :.and EDCS.; and 
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authenticating the participation of the first 

entity in the transaction if the EDC4 and EDCS match, or 

determining that the entity did not participate in the 

transaction if the EDC4 and EDCS do not match. 

~i~ The method of claim~herein the F~I is made 

secure in transmitting the FXI from the second site to the first 

site by coding the FXI with third information associated with the 

first entity to derive coded FXI, the third information 

associated with the first entity being previously stored in a 

ninth storage means at the second site, and by uncoding the coded 

FXI by using fourth information associated with the first entity, 

the fourth information associated with the first entity being 

previously stored in a tenth storage means at the first site, the 

method further comprising: 

retrieving the third information associated with 

the first entity from the ninth storage means at the second site; 

coding the FXI with the third information 

associated with the first entity to derive a coded FXI at the 

second site; 

transmitting the coded FXI from the second site to 

the first site, and receiving the coded FXI at the first site; 

retrieving the fourth information associated with 

the first entity from the tenth storage means at the first site; 

and 

uncoding the coded FXI by using fourth information 

associated with the first entity to recover the FXI at the first 

site. 
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\~ ~1 ~· The method of claim~l wherein the second 

party is authenticated by the first party, wherein third 

information associated with the first party is generated and 

stored in a third storage means at the first site, and fourth 

information associated with the second party was previously 

stored in the third storage means, and fifth information 

associated with the second party was previously stored in a 

fourth storage means at a second site, the method further 

comprising: 

generating the third information associated with 

the first party; 

storing the third information in the third storage 

(/ means; 

retrieving the third information associated with 

the first party, and the fifth information associated with the 

second party; 

coding the fifth information and the third 

information to generate a third joint code; 

retrieving the fourth information associated with 

the second party; 

uncoding the third joint code using the fourth 

information to recover the third information; 

comparing the generated third information and the 

recovered third information; and 

authenticating the second party if the generated 

third information corresponds to the recovered third information. 

~~ 
The method of claim~ wherein a credential 

previously issued to the second party by a trusted party is used 
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by the first party to verify that the fourth information is 

secured to the second party. 

1/J 
claim ~Swherein JIA· The method of the first 

information associated with the second party, and the third 

information associated with the first party each comprise a 

random number. 

The method of 

coding the error 

claim ;-J ~further comprising: 

detection code (EDC} by using 

first information associated with the second party to derive a 

variable authentication number (VAN), and 

storing the VAN in the credential. 

~ A method for authenticating a first party at a 

first site by a second party at a second site, the second party 

being a person or a computer/program, ):)Y using a personal 

identification number (PIN) supplied by the first party at the 

first site, and further using a first random number (RNl) 

generated by the second party at the second site, the PIN being 

previously used to derive or access first coded authentication 

information, the first coded authentication information being 

previously stored in a storage means associated with the second 

party at the second site, the method comprising: 

receiving a PIN at the first site from a first 

party to be authenticated; 

generating or accessing second coded 

authentication information using the received PIN; 

-4:4- ' //" 

i I <-; 
\.. 



-- 296 --
MasterCard, Exh. 1011, p. 296

generating a first random number (RNl) at a second 

site by the second party; 

storing the first random number (RNl) in the 

second storage means at the second site; 

transmitting the first random number (RNl) from 

the second site to the first site; 

receiving the first random number (RNl) at the 

first site by the first party; 

coding the received first random number (RNl) and 

the second coded authentication information to derive a first 

anti-duplication variable authentication number (ADVANl), the 

first anti-duplication variable authentication number (ADVANl) 

further being derived by irreversibly coding the received first 

random number (RNl) to derive a first error detection code 

(EDCl), and coding the first error detection code (EDCl) with the 

second coded authentication information to thereby derive the 

first anti-duplication variable authentication number (ADVANl); 

transmitting the first anti-duplication variable 

authentication number (ADVANl) from the first site to the second 

site; 

receiving the first anti-duplication variable 

authentication number (ADVANl) at the second site by the second 

party; 

retrieving the first coded authentication 

information from the storage means at :the second site; 

uncoding the received first anti-duplication 

variable authentication number (ADVANl) by using the first coded 

authentication information to recover the first error detection 

code (EDCl); 
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retrieving the first random number (RNl) from the 

storage means at the second site; 

irreversibly coding the retrieved first random 

number (RNl) to derive a second error detection code (EDC2); 

comparing the first error detection code, (EDCl) 

and the second error detection code (EDC2); and 

authenticating the first party by the second party 

if the first error detection code (EDCl) and the second error 

detection code (EDC2) correspond. 

;d'7~ The method of claim~ Lt'Jor further securing 

the transfer of funds, at least one party being previously issued 

a credential by a trusted party, the credential information 

in;~~~i~g jnf~rmation associated 

~thentication n~mber 
secure at least a portion of .~he 

with the at least one party, and 

'VAN», the VANibeing used to 

credential information to the at 

least one party, authentication and the transfer of funds being 

denied to the at least one party if the at least a portion of the 

credential information cannot be secured to the at least one 

fj party by using the VANl. 

~' ~ ~· The method of claim~ wherein a second 

variable authentication number (VAN2) is stored in the first 

credential during prior issuance of the first credential, the 

VAN2 being generated by coding the EDC3 with a third secret key 

associated with the third party, and wherein a fourth non-secret 

key associated with the third party is previously store& in the 

second storage means at the second site, the fou7th key being 

used by the second party to authenticate the first credential 
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information, and following the step of retrieving the second key 

from the second storage means at the second site, the method 

further comprising: 

retrieving the fourth key from the second storage 

means at the second site; 

extracting the EDC3 and the VAN2 from the first 

credential information in the received first message; 

uncoding the VAN2 using the fourth key to recover 

the third error detection code (EDC3); 

determining if the extracted EDC3 and the 

recovered EDC3 correspond; 

rejecting the first message if the extracted EDC3 

and the recovered EDC3 do not correspond. 

~~~The method of claim~O~~herein a third 

variable authentication number (VAN3) is stored in the second 

credential during prior issuance of the second credential, the 

VAN3 being generated by coding the EDC4 with a third secret key 

associated with the third party, and a fourth non-secret key 

associated with the third party being previously stored in the 

first storage means at the first site, the fourth key being used 

by the first party to authenticate the second credential 

information, and following the step of retrieving the fourth key 

from the first storage means at the first site, the method 

further comprising: 

retrieving the fourth key from the first storage 

means at the first site; 

extracting the EDC4 and the VAN3 from the second 

credential information in the received second message; 
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uncoding the VAN3 using the fourth key to recover 

the fourth error detection code (EDC4); 

determining if the extracted EDC4 and the 

recovered EDC4 correspond; 

rejecting the second message if the extracted EDC4 

and the recovered EDC4 do not correspond. 

~~The method of claim ~4therein the first party 

and the second party are the same party. 

~~The method of claim~~herein the second 

storage means comprises a credential. 

~The method of claim ~therein the first 

storage means comprises a credential, and the second storage 

means comprises a credential. 

~~The method of claim~herein prior to 

payment being made to the second party, the first party is 

presented with the second party's invoice, and after the payment 

is made to second party, the accounts receivable associated with 

the second party, and the accounts payable associated with the 

first party are updated. 

~~\ The method of 

information associated with the 

18 
claim ~wherein the third 

second party, and the fourth 

information associated with the first party, each comprise a 

random number. 
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~The method of claim~'or further securing the 

transfer of funds, at least one party being previously issued a 

credential by a trusted party, the credential information 

i~rmation associated with the at least one party, and 

~riaole authentication number (V~, the VANibeing used to 

secure at least a portion of the credential information to the at 

least one party, authentication and the transfer of funds being 

denied to the at least one party if the at least a portion of the 

credential information cannot be secured to the at least one 

party by using the VAW. 

~~he method of claim~Slror further securing 

the transfer of funds, at least one party being previously issued 

a credential by a trusted party, the credential information 

including information associated with the at least one party, and 

~a variable authentication number (VAJU, the VAN3being used to 

secure at least a portion of the credential information to the at 

least one party, authentication and the transfer of funds being 

denied to the at least one party if the at least a portion of the 

credential information cannot be secured to the at least one 

party by using the v~ 

~.ef In a check or payment instrument transaction 

system, a method for issuing a check or payment instrument by an 

originator to a recipient, information associated with the check 

or payment instrument comprising (1) information associated with 

the originator, (2) information associated with the recipient, 

and (3) other information which includes at least an amount of 

the check or payment instrument, the method comprising: 
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receiving the information associated with the 

originator and the recipient, and the other information including 

at least the amount; 

deriving a variable authentication number (VAN) using 

at least a portion of the received information; 

associating the received information and the VAN with 

the check or payment instrument; and 

issuing the check or payment instrument. 

~The method of claim~herein the check or 

payment instrument is authenticated by using at least a portion 

of the information associated with the check or payment 

instrument and the VAN. 

~i( A method for securing in escrow and in trust, a 

portion of information used to derive a joint key, the joint key 

being associated with a first party and a second party and being 

stored in a storage means associated with the second party, 

wherein escrowed or entrusted information was previously used for 

generating a variable authentication number (VAN) , the joint key 

being derivable from information associated with the first party 

and information associated with the second party~ the VAN being 

subseq~ently used in authenticating the first party, the first 

party being enrolled by the second party and being issued a 

credential, the VAN being stored in the credential, the method 

comprising: 

previously receiving information associated with 

the first party and information associated with the second party; 
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, previously generating a joint key using the 

~~ ainformation associated with the first party, and the information 

associated with the second party; and 

retaining in the storage means, in trust, at least 

portion of information used to derive the joint key.--

REMARKS 

Claims 64, 66, 67, 69, 93, 95-119 and 124-179 are 

pending in this application. Claims 64-69, 70, 72-74, 93, 95-98, 

100-108, 110-113, 115-118, 124-125, 127, 129-130, 132-140, 142-

144 and 146 were amended to improve their form. Furthermore, 

claims 72, 73, 93, 96, 98, 124 and 129 were amended to more 

particularly point out, and distinctly claim the invention. 

Claims 65, 68, 94 and 120-123 were canceled, Claim 64 was 

further amended to incorporate the limitations of claim 65 

therein. New claims 147-179 are presented to further define the 

invention. Withdrawal of all pending rejections is respectfully 

requested for the reasons set forth below. 

Status or Application Drawings 

The Examiner is requested to review the Submission of 

Proposed Drawing Amendment filed on November 12, 1997, and to 

forward the formal drawings filed on November 12, 1997 for review 

by the Draftsperson. The outstanding'Office Action does not 

indicate that either of these papers were received or reviewed. 

Double patenting rejection 
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(2) PINS - The present invention also includes the feature of 

using a personal identification number (PIN) to execute 

transactions. As described in part on page 3, line 28 through 

page 4, line 3, each user selects a PIN upon enrollment in the 

system. The PIN is secret, does not exist in an uncoded form, 

and cannot be recovered from other information anywhere in the 

system. During or after enrollment, a non-secret identification 

code and a secret code are also stored in a user's file at the 

user associated computer facility. When a user participates in a 

transaction, the user is required to utilize his or her PIN, 

which after being coded is used to derive a coded arbitrary 

number. Subsequently, this arbitrary code is compared to another 

such code which is generated from a reconstituted version of the 

coded PIN, in order to authenticate the user's identity. The PIN 

is another important feature of the present invention which 

minimizes the vulnerability of the system to imposters and the 

like. 

The use of a PIN is recited in independent claims 64, 

96, 98, 100, 101, 118, 144 and 166. 

(3) multiple revisable owner codes - Fig. 6 discloses the 

generation of a revisable owner code (ROC) . To generate an ROC, 

a PIN is received from a party. The PIN is coded to produce a 

coded PIN (CPN) . The CPN is then coded using a predetermined 

arbitrary number to produce the ROC. The predetermined arbitrary 

number and the ROC are stored in a storage means at a location 

associated with the party, wherein the CPN is derivable from the 

predetermined arbitrary number and the ROC. 

As discussed in part on page 12, line 29 through page 

13, line 3, security considerations may warrant revising the ROC 
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from time to time independent of any transaction. To accomplish 

this task (i.e., to create multiple revisable codes), the CPN 

could be reconstituted from the current ROC and RN as in block 52 

of Fig. SB. Next, a new RN is used with the CPN to generate a 

revised ROC, making use of a coder in the same manner as coder 20 

of Fig. 6. The user's new RN and ROC are stored and accessed, 

and CPN need only be reproduced at the bank where the user 

maintains an account. 

The use of multiple revisable codes to authenticate a 

user is recited in independent claims 102 and 105. 

(4) Use of a third party to authenticate a VAN and transfer of funds, 

and use of originator, recipient and payment information to derive a 

VAN. 

When a transaction, document or thing needs to be 

authenticated, information associated with at least one of the 

parties involved (e.g., an originator and/or a recipient) is 

coded to produce a joint code. This joint code is then
1
utilized 

to code information relevant to the transaction, document or 

record, in order to produce a variable authentication number 

(VAN) or code at the initiation of the transaction. This VAN is 

thereafter associated with the transaction and is recorded on the 

document or thing, along with the original information that was 

coded. During subsequent stages of the transaction, only parties 

capable of reconstructing the joint code will be able to uncode 

the VAN properly in order to re-derive the information. 

As described in part on page 48, lines 1-27, the 

present invention may be used as paperless/cashless transaction 

system, in which 11 funds transfer 11 transactions, such as 

purchases, occur without the use of money, or checks. In this 
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system, the payment originator uses a payment recipient's 

terminal which stores information to identify the precise 

location of the recipient's account. Alternatively, an 

originator PIN, information identifying an originator account and 

a recipient account, and funds transfer information (INFO) which 

includes a payment amount are entered directly into a terminal of 

this system by the payment originator. The system initially 

generates a VAN, (OVAN), by using the payment information (INFO) 

in conjunction with the identification information associated 

with the payment originator and payment recipient. The payment 

originator is authenticated using the originator PIN using a 

method described above. The system then approves or disapproves 

the payment based upon an authentication of the VAN, and the 

"joint" identification information associated with the 

participants, and the availability of funds, or credit. Such 

transactions are carried on entirely electronically, the 

participant's bank accounts.' are credited and debited 

automatically ... " 

In this scheme, the·payment originator is a first 

party, the recipient is a second party, and the system which 

approves or disapproves the payment is a third party. 

The use of a third party to authenticate a VAN and 

transfer of funds is recited in claim 124. The use of 

originator, recipient and payment information to derive a VAN is 

recited in claim 177. 

(5) Securing a joint key, or a portion of information used to 

derive the joint key, in escrow or in trust -
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This feature is related to the credential issuance process 

described in Fig. 11 and is described in part on page 23, lines 

1-26, as follows: 

The issuing process continues with the official entering his PIN, which is applied 
to an irreversible coder 140 to produce his CPNO, which is applied as a key input 
to an uncoder 142. At block 144, the official's TIN, OTIN is utilized as an index 
to access the official's "File 1 ",so that CPKO may be read therefrom and applied 
as the input to uncoder 142. Uncoder 142 therefore performs the same process as 
uncoder 114 of Fig. 10 to produce PKO. At block 146, PKO and UTIN are 
utilized as address indices to access the official's "File 2" and JKU is read 
therefrom. The information INFO on the credential is applied as the data input to 
a coder 152 and JKU is applied as the key input, whereby coder 152 codes the 
INFO to produce a VAN, which is recorded on the credential. After recording the 
VAN on the credential, the joint key, JKU, may be erased from the official's File 
2, where it was stored (or held in escrow or in trust), until the credential was 
issued. Alternately, the authentic JKU may be replaced with a false or dummy JK 
for security purposes. This completes the issuance of the credential145. It 
should be noted that the joint key JKU stored in the official's File No. 2 can only 
be used in a transaction if a party exists with knowledge of the official's PIN, 
since this PIN is required to access the official's File No.2 (at block 146). Thus, a 
person who does not have knowledge of the official's PIN (such as an 
unscrupulous person trying to issue a fraudulent credential) cannot legitimately 
issue a credential. (bolding and italics added for emphasis) 

The feature of securing a joint key in escrow or.in trust is 

recited in claim 93. The feature of securing a portion of 

information used to derive the joint key is recited in claim 179. 

With respect to claim 179, one example of securing a portion of 

information used to derive the joint key is shown in Figs. lOA, 

lOB and 11, wherein CPKO which is used to derive the joint key is 

stored in element 144. 

(6) Two-stage funds transfer - Figs. 13A-13E and corresponding 

text on page 26, line 25 through page 27, line 11 disclose a 

three party check transaction scheme. The participating parties 
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in this transaction are the check originator whose account is to 

be debited, the check recipient to whom the check is drawn, and 

the check redeemer who is cashing the check for the recipient or 

accepting it in payment for goods or services, and whose account 

is to be credited. In this manner, the check recipient does not 

have to deposit the check in his or her bank as is typically 

done. Instead, the check recipient uses the check itself by 

presenting it to a merchant (who replaces the check recipient's 

bank as the check redeemer) to pay for goods or services. 

This feature is recited in claim 134 wherein the check 

originator is the first party, the check recipient is the third 

party, and the check redeemer is the second party. Also, in 

claim 134, VAN2 corresponds to OVAN in Figs. 13A-13E, and VANl 

corresponds to RDBVAN in Fig. l3C and to OBVAN in Fig. 130. VAN1 

is associated with the transfer of funds from the check recipient 

(third party) to the check redeemer (second party). 

In the first stage of the process, the funds are 

transferred from the account of the check recipient (third party) 

to the account of the check redeemer (second party) . In the 

second stage of the process, the funds are transferred from the 

account of the check originator (first party) to the account of 

the check recipient (third party) . 

(7) Anti-duplication transaction number to authenticate a party-

Referring to Fig. SA, as described on page 15, line 25 

through page 16, line 16, it is possible to use an unsecured link 

between the mixer 48 and the sorter 62 because CRNX and RNX, not 

CPNR, are transmitted from the mixer 48 to the sorter 62. 

However, a security problem still exists in using an unsecured 

line between the mixer 48 and the sorter 62 because the signal 
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can be recorded and then played back later to attempt to 

fraudulently authenticate a fraudulent transaction. In an 

alternate embodiment of the present invention, an 

anti-duplication variable authentication number (ADVAN) is 

generated at the recipient's terminal by coding at least a 

transmission date and time with the CPNR by a coder. The ADVAN 

is then mixed with the CRNX and the RNX by the mixer 48 and sent 

to the remote bank CPU over the unsecured line to the sorter 62. 

At the remote bank CPU, the CPNR which is generated by the 

uncoder 70 is used to uncode the ADVAN to regenerate the 

transmission date and time. The signal received over the 

unsecured line is then authenticated by comparing the regenerated 

transmission date and time to a reception date and time (that is, 

the date and time at which the signal was received at the remote 

bank CPU). In this manner, the recipient and transaction are 

further authenticated. 

Alternately, as described in part on page 41, lines 33-

36, an anti-duplication VAN (ADVAN) is generated from a 

transaction sequence number (TSN) using coder 1610 of Fig. 16. 

The use of the ADVAN to authenticate a party is recited 

in claim 147. 

Hellman 

Hellman discloses a system for allowing authorized 

parties to a conversation (conversers) to converse privately even 

though an unauthorized party (eavesdropper) intercepts all of 

their communications, and for allowing conversers on an insecure 

channel to authenticate each other's identity (column 2, lines 

7-13). In Hellman's system, the first converser or first party 
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receives a public key (i.e., transformed signal Y1 or Y~) from a 

second converser or second party (column 2, lines 35-68 and 

column 4, lines 1-50). The second converser transmits the public 

key to the first party over an unsecured data communications 

channel, or the first party obtains the public key from a public 

directory. The second converser places the transformed second 

signal in a public directory as the second converser's means of 

identification (column 2, lines 58-61). 

Hellman's system does not disclose or suggest any of 

the seven features described above. Each independent claim 

includes at least one of the seven features. Thus, Hellman 

cannot render obvious any of the pending independent claims, or 

any of the dependent claims which incorporate the respective 

features therein. 

Maurer discloses a method of generating a shared cipher 

key which is subsequently used for encrypting and decrypting 

information to be sent between two communicating stations A and B 

over an error-free public communications channel. A common 

(broadcast) transmitting source sends an identical data string to 

the stations A and B. The cipher key is generated based upon a 

difference in the information content of data strings Sa and Sb 

respectively received by the two stations A and B. The 

information difference is caused by different noise levels in the 

channels associated with the common transmitting source and the 

receivers of the two stations A and B. (If there is no noise 

anywhere in the system, there :would bema information difference 

since both stations A and B receive the same data string.) 
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To generate the cipher key, station A generates an 

error-control information string C from the data string s., and 

transmits the string C to the station B over a public channel. 

Station B generates string 'o and a decision bit F which is based 

on a predetermined reliability function of string (Sb, C, D). If 

the reliability function is greater than a predetermined 

threshold, then decision bit F is assigned a value of "1". 

Otherwise it is assigned a value of "0". Bit F is then sent from 

station B to station A over the public channel. Strings s. and 

Sb are tagged acceptable when F is 1. These steps are repeated a 

number of times resulting in a corresponding number of tagged 

strings. The tagged strings are concatenated to form the shared 

cipher key. Maurer does not teach or suggest the concept of 

authentication of a party. At best, Maurer is concerned with 

authenticating data passing from one station to another without 

regard to authentication of an individual party who may be 

involved in generating or passing the data. 

Maurer's system does not disclose or suggest any of the 

seven features described above. Each independent claim includes 

at least one of the seven features. Thus, Maurer cannot render 

obvious any of the pending inqependentc claims, or any of the 

dependent claims which incorporate the respective features 

therein. 

For at least the reasons set forth above, withdrawal of 

the§ 103(a) rejections over Hellman and Maurer is respectfully 

requested. 
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Conclusion 

Insofar as the Examiner's rejections have been fully 

addressed, the instant application is in condition for allowance. 

A Notice of Allowability of all pending claims is therefore 

earnestly solicited. 

(Date) 

CAJ:eam 

Respectfully submitted, 

LEON STAMBLER 

BY'cLM,~, 
Registration No. 35,039 
PANITCH SCHWARZE JACOBS & NADEL, P.C. 
One Commerce Square 
2005 Market Street, 22nd Floor 
Philadelphia, PA 19103-7086 
Telephone: (215) 567-2020 
Facsimile: (215) 567-2991 
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I HEREBY CERTIFY THAT THIS CORRESPONDENCE IS BEING DEPOSITED WITH THE UNITED STATES POSTAL 
SERVICE AS FIRST CLASS MAIL IN AN IDNELOPE ADDRESSED TO: ASSISTANT COMMISSIONER FOR 
PATENTS, WASHINGTON,D.C.20231,0NTHEDATEINDICATEDBELOW. 

DATE: Npycmbcr 7. 1297 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

InRe.: Patent application of 
Leon Stambler 

Appln. No.: osn47,174 

: Group Art Unit 2211 

PATENI 

: Examiner: B. Zimmerman 
Filed: November 12, 1996 

For: METHODFORSECuruNG 
INFORMATION RELEVANT TO A 
TRANSACTION (as amended) 

: Attorney Docket 
: No. 6074-lUS 

AMENDMENT COVER SUEET 

Transmitted herewith is an Amendmentin the above identified application. 
i !\: 

[X] A verified statement to establish srriatl entity' statw under 37 CFR 1.9 and 1.27 is 

[X] already on file; 

[ ] enclosed. 

[ ] No additional fee is required. 

( ] An Information Disclosure Statement with one copy of each of the cited patents is also 
attached. 

The fee has been calculated as shown below: 
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[ ] The applicant(s) hereby petition(s) for any extension of time which may be required in 
connection with the filing of the enclosed paper(s). (Petition and Fee for __ _ 
month(s) extension is enclosed.) 

[X] The Assistant Commissioner is hereby authorized to charge payment of the following 
fees associated with this communication or credit any overpayment to Deposit Account 
No. 16-0235. One additional copy of this sheet is attached for accounting purposes. 

[X] The above calculated additional claim fees $209.00. 

[X] Any additional fees under 3 7 CFR 1.16 or 1.17. 

Noyember 7. 1997 
(Date) 

CAJ:eam 
Enclosures 

PSJN2/lllS90.1 

Respectfully submitted, 

LEON STAMBLER 

By:c&~L~ 
Registration No. 35,039 
PANITCH SCHWARZE JACOBS & NADEL, P.C. 
ofiehCommerce Square 
2005 Market Street - 22nd Floor 
Philadelphia, PA 19103-7086 
Telephone: (215) 965-1293 
Facsimile: (215) 567-2991 
E-Mail: psjn@psjn.com 
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I HEREBY CERTIFY THAT TinS CORRESPONDENCE IS BEING DEPOSITED WITH Tim UNITED STATES 
POSTAL SERVICE AS FIRST CLASS MAIL IN AN ENVELOPE ADDRESSED TO: BOX AF, ASSIST ANT 
COMMISSIONER FOR PATENTS, WASHINGTON, D.C. 20231, ON THE DATE INDICATED BELOW. 

November 7. 1997 

PATENT 

In re: 

m T!lll lllllnm a=s ~= AND T!!AI1EHA!t!: arrtcz # J ,b 
Patent Application of Group Art Unit: 2211 
Leon Stambler 

Appln. No.: 08/747,174 Examiner: B. Zimmerman 

Filed: 

For: 

November 12, 1996 

METHOD FOR SECURING 
INFORMATION RELEVANT TO A 
TRANSACTION (as amended) 

Attorney Docket 
No. 6074-lUS 

TERMINAL DISCLAIMER TO OBVIATE A 
DQQBLE PATENIING REJECTION (37 CFR 1.321(q} 

IDENTIFICATION OF PERSON MAKING THIS DISCLAI¥ER 

I, Leslie L. Kasten, Jr. represent that I am a 

representative authorized to sign on behalf of Leon Stambler, who 

is the owner of the above-identified unassigned application. 

EXTENT OF DISCLAIMANT'S INTEREST 

The extent of the interest in this invention that the 

disclaimant owns is in the whole of this invention. 

11/2111msMlMIJkAM!QOOII07 Wa1601!35 01747174 
01 FCI246 15;00 at 
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DISCLAIMER 

The owner of the above-identified application hereby 

disclaims, except as provided below, the terminal part of the 

statutory term of any patent granted on the present application 

which would extend beyond the expiration date of the full 

statutory term def 5 u.s.c. § 154 to § 156 and§ 173 of 

U.S. Patent Nos. and 5,524,073. The owner of the 

above-identified application hereby agrees that any patent so 

granted on the present application shall be enforceable only for 

and during such period that it and U.S. Patent Nos. 5,267,314 and 

5,524,073 are commonly owned. This agreement runs with any 

patent granted on the present application and is binding upon the 

grantee, its successors or assigns. 

In making the above disclaimer, the owner of the above­

identified application does not disclaim any terminal part of any 

patent granted on the present application that would extend to 

the expiration date of the full statutory term defined in 35 

U.S.C. § 154 to§ 156 and§ 173 of the prior patent, in the event 

that it later: expires for failure to pay a maintenance fee, is 

held unenforceable or is found invalid by a court of competent 

jurisdiction, is statutorily disclaimed in whole or is terminally 

disclaimed under 37 C.F.R. § 1.321, has all claims canceled by a 

re-examination certificate, or is in any manner terminated prior 

to the expiration of its full statutory term. 
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P'EE STATUS AND PAYMENT 
(37 CFR 1, 20 (d)) 

This application is entitled to Small Entity status. A 

verified statement was previously filed in original Application 

No. 07/977,385 and such status is still proper and desired. 

Charge Deposit Account No. 16-0235 in the sum of ~. 

Also, charge Deposit Account No. 16-0235 for any fee 

deficiency. 

A duplicate of this disclaimer is attached. 

Respectfully submitted, 

LEON STAMBLER 

__ 11_._/_7,_(q....._D?_...te-) __ BY• ~.~.1.4:/1 

LLK: CAJ: earn 

Registration No. 28,959 
PANITCH SCHWARZE JACOBS & NADEL, P.C. 
One Commerce Square 
2005 Market Street - 22nd Floor 
Philadelphia, PA 19103-7086 
Telephone: (215) 567-2020 
Facsimile: (215) 567-2991 
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UNITED STATES 'DEPARTMENT OF COMMERCE 
Patent and Trademark Office 
Adclreaa: COMMISSIONER OF PATENTS AND TRADEMARKS 

Washington, D.C. 20231 

LM32/0102 1 
PANITCH SCHWARZE JACOBS & NADEL 

EXAMINER 
ZIMM£RMAN,s 

ONE COMMERCE SQUARE 
2005 MARKET STREET 22ND FLOOR 
PHILADELPHIA PA 19103-7086 

ARTUNIT I 
2735 

DATE MAILED: 

PAPER NUMBER I 
-:# 11 

01/02/98 

Please find below and/or attached an Office communication concerning thla application or 
proceeding. 

Commluloner of Patenta and Tredemarb 

PT0·80C (Aov. mtl) 1· FlloCopy 
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Notice of Al/owability 

Application No. 
08/747,174 

Examiner 
Brian Zlmmennen 

All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance and Issue Fee Due or other appropriate communication will be 
mailed in due course. 

!XI This communication is responsive to ..::B::..:m;_,e:.:.;n:.::d.:.:.m:.::e::..:n.,_t.:.:.f!."'re:.::d_1:...:1"-/-'-1Q,V_,9:.!.7 ________________ _ 

!XI The allowed clalm(s) is/are 64, 66, 67, 69-74,93, 95·119, and 124·179 

0 The drawings filed on-------- are acceptable. 

0 Acknowledgement is made of a claim for foreign priority under 35 U.S. C. § 119(a)·(d). 

0 All 0 Some* 0 None of the CERTIFIED copies of the priority documents have been 

0 received. 

[I received in Application No. (Series Code/Serial Number) --------

0 received in this national stage application from the International Bureau (PCT Rule 17.2(a)). 

*Certified copies not received:-----------------------------
0 Acknowledgement is made of a claim for domestic priority under 35 U.S. C. § 119{e). 

A SHORTENED STATUTORY PERIOD FOR RESPONSE to comply with the requirements noted below is set to EXPIRE 
THREE MONTHS FROM THE "DATE MAILED" of this Office action. Failure to timely comply will result in 
ABANDONMENT of this application. Extensions of time may be obtained under the provisions of 37 CFR 1.136{a). 

1-l Note the attached EXAMINER'S AMENDMENT or NOTICE OF INFORMAL APPLICATION, PT0-152, which discloses 
that the oath or declaration Is deficient. A SUBSTITUTE OATH OR DECLARATION IS REQUIRED. 

!XI Applicant MUST submit NEW FORMAL DRAWINGS 

0 because the originally filed drawings were declared by applicant to be Informal. 

!XI including changes required by the Notice of Draftsperson's Patent Drawing Review, PT0-948, attached hereto or 
to Paper No. __!L . 

!XI including changes required by the proposed drawing correction filed on Nov 12, 1996 , which has been 
approved by the examiner. 

0 including changes required by the attached Examiner's Amendment/Comment. 

Identifying indicia suches the application number (see 37 CFR 1.84(c)) should be written on the reverse side of the 
drawings. The drawings should be flied as a separate paper with a transmittal lettter addressed to the Official 
Draftsperson. 

[_] Note the attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Any response to this letter should Include, in the upper right hand corner, the APPLICATION NUMBER (SERIES 
CODE/SERIAL NUMBER). If applicant has received a ·Notice of Allowance and Issue Fee Due, the ISSUE BATCH NUMBER 
and DATE of the NOTICE OF ALLOWANCE should also be included. 

Attachment(s) 
0 Notice of References Cited, PT0-892 
0 Information Disclosure Statement(s), PT0-1449, Paper No(s). ___ _ 

0 Notice of Draftsperson's Patent Drawing Review, PT0-948 

0 Notice of Informal Patent Application, PT0-152 

0 Interview Summary, PT0-413 

0 Examiner's Amendment/Comment 

0 Examiner's Comment Re·garding Requirement for Deposit of Biological Material 

0 Examiner's Statement of Reasons for Allowance 

J. S. Patent and Trademark Off!ee 

PT0-37 (Rev. 9-95) Notice of Allowability Part of Paper No. ~ 
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<1' I 

1 ·, i ·i· l11 : • 

0 Note ""ached communication !rom the Examiner 

UNITED STATE!; DEPARTMENT OF COMMERCE 
Patent and Trademark Office 

Address: Box ISSUE FEE 
COMMISSIONER OF PATENTS AND TRADEMARKS 
Washington, D.C. 20231 

NOTICE OF ALLOWANCE 
AND ISSUE FEE DUE 

0 This notice Ia Issued In view of applicanh communication filed-------

SERIES CODE/SERIAL NO. I FILING DATE I TOTAL CLAIMS I 

First Named 
Applicant 

TITLE OF 
INVENTION 

. i i 

I. 

A TiY'S DOCKET NO. 

EXAMINER AND GROUP ART UNIT I DATE MAILED 

DATE DUE 

THE APPLICATION IDENTIFIES ABOVE HAS BEEN EXJIMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PRO$ECUTION ON THE MERITS IS CLQSED. 

THE ISSUE FEE MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING DATE OF THIS NOTICE OR THIS 
APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD CANNOT BE EXTENDED. 

HOW TO RESPOND TO THIS NOTICE: 
I. Review the SMALL ENTITY Status shown above. 

If the SMALL ENTITY is shown as YES, verify your 
current SMALL ENTITY status: 

A. If the status is changed, pay twice the amount of the 
FEE DUE shown above and notify the patent and 
Trademark Office of the change in status, or 

B. If the Status is the same, pay the FEE DUE shown 
above. 

If the SMALL ENTITY is shown as NO: 
A. Pay FEE DUE shown above, or 
B. File verified statement of Small Entity Status before, or with, 

pay of 1/2 the FEE DUE shown above. 

II. Part B of this notice should be completed and returned to the Patent and Trademark Office (PTO) with your ISSUE FEE. 
Even if the ISSUE FEE has already been paid by charge to deposit account, Part B should be completed and returned. 
If you are charging the ISSUE FEE to your deposit account, Part C of this notice should also be completed and returned. 

Ill. All communications regarding this application must give series code (or filing date), serial number and batch number. 
Please direct all communication prior to issuance to Box ISSUE FEE unless advised to contrary. 

IMPORTANT REMINDER: Patents Issuing on applications filed on or after Dec. 12, 1980 may require payment of 
maintenance fees. It Is patentee's responsibility to ensure timely payment of maintenance 
fees when due. 

'TOL·85 (REV. 12·93) (065t·0033) 4. PATIENT ANr\ TRADfMAAI< OFFICE COPY 
{ 
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Appln. No.: osn47,174 : Examiner: B. Zimmerman 

Filed: November 12, 1996 

For: METHODFORSECuruNG 
INFORMATION RELEVANT TO A 
TRANSACTION (as amended) 

: Attorney Docket 
: No. 6074-IUS 

SECOND SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT 

1. The Second Supplemental Information Disclosure Statement (IDS) transmitted 

herewith is being filed after the mailing date of the ftrst Office Action on the merits, but before 

the mailing date of either a ftnal action under § 1.113 or a notice of allowance under § 1.311. 

2. Accompanying this transmittal is a certification as specified in 37 CFR 1.97(e). 

Certjficatiop Upder 37 C.F.R. § 1.97(c) 

I hereby certify that no item of information in the Second Supplemental IDS ftled 
herewith was cited in a communication from a foreign patent office in a counterpart 
foreign application or, to my knowledge after making reasonable inquiry, was 
known to any individual designated in 37 CPR 1.56(c) more than three months 
prior to the filing of this Second Supplemental IDS. 3 7 CFR 1. 97 ( e )(2). 

3. It is requested that the enclosed references listed on the attached Second 

Supplemental IDS Form PT0-1449 be considered by the Patent Examiner in connection 

with the above-identified application and be made of record therein. 

PSJN2/137476.1 -1-
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These references are being made of record because Applicant recently 

became aware of U.S. Patent No. 5,677,955 (Doggett et al.) and the references cited therein. 

With respect to the publications cited in the patent, only the publications having publication 

dates ~the effective filing date of the present application (which is November 17, 

1992) are cited. Furthermore, Applicant was not able to obtain copies of two of the articles 

cited in the publication section which predate the effective filing date of the present 

application, namely, the articles entitled "Industry Players Discuss ... Dec. 20, 1990" and 

"New, Practical ACH ... Apr. 26, 1990." Nor is Applicant aware of the contents of such 

articles. Accordingly, neither of these articles are cited either. 

Independent consideration and acknowledgment of the enclosed references 

are respectfully requested. 

(Date) 

CAJ:eam 
Enclosure 

Respectfully submitted, 

LEON STAMBLER 

By:c~~~ 
Registration No. 35,039 
PANITCH SCHWARZE JACOBS & NADEL, P.C. 
One Commerce Square 
2005 Market Street- 22nd Floor 
Philadelphia, PA 19103-7086 
Telephone: (215) 965-1923 
Facsimile; (215) 567-2991 
E-Mail: psjn@psjn.com 
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Sheet I of 

Fonn 1'1'0-1449 

(REV.II-83) 

U.S. DEPARTMENT OF COMMERCE ATTORNEY DOCKET NO.: APPLICATION NO.: 
PATENTANDTRADEMARKOFFICE 6074-lUS 08n47,174 

~--------------------~--~~----~1 

SECONDSUPPLEMENTALHa~OF~~~ 
DISCLOSURE CITATION 

,1SJN21137S98.1 
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2 of 

U.S. DEPARTMENT OF COMMERCE ATIORNEY DOCKET NO.: 

PATENT AND TRADEMARK OFFICE l-60_7_4-_l_U_5 __________ -:---L--------il 

APPLICANT: 
Leon Stambler 

*EXAMINER: Initial if citation considered, whether or not citation Is in conformance with MPEP 609; 
citation if not in conformance and not considered. Include of this form with next communication 

t'SJN2/137S98.J 
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In re: 

Appln. No.: 

Filed: 

For: 

Patent Applicatiqq of, 
Leon Stambler t16C6JV6d 

08/747,174 MAR 1 & 1998 

November 12, 19 ~roup 2700 ; 

METHOD FOR SECURING 
INFORMATION RELEVANT TO A 
TRANSACTION (as amended) 

C(J 

' iQ 

rfl'?ffd" 

Group Art Unit : 

Examiner: B. Zimmerman 

Batch No. V91 
Allowed: January 

Attorney Docket 
No. 6074-lUS 

2, 1997 

HAND-DELIVERED TO 
EXAMINING GROUP ART UNIT 2735 

COMMUNICATION 

This communication is being submitted to facilitate 

three outstanding issues in the above-identified matter. 

Applicant's undersigned repre13entative:has attempted to address 

the issues through numerous telephone calls with the Examiner 
i· 

since receipt of the Notice of Allowability. However, the 

Examiner did not have access to the application file to assist in 

resolving the issue. The Examiner suggested that this 

correspondence be filed to more quickly resolve the outstanding 

issues. Applicant requests that all issues be resolved before 

the due date of the Issue Fee, which is April 2. 1998. 

The outstanding issues are as follows: 

(1) A Second Supplemental Information Disclosure 

Statement (IDS) was filed on December 23, 1997 and was apparently 

PSJN2/155229 .1 
-1-
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not yet matched up with the application file when the Examiner 

issued the Notice of Allowability on January 2, 1998. Applicant 

requests that the Second Supplemental IDS be formally considered 

and that a signed copy of the PT0-1449s be provided to the 

Applicant before the due date of the Issue Fee. 

Enclosed herewith are the following items related to 

the Second Supplemental IDS: 

(a) Copy of Second Supplemental IDS and PT0-1449s 

as filed. Due to the large number of cited references, 

additional copies are not enclosed. Copies will be provided upon 

request if the PTO cannot locate the originally filed papers. 

(b) Postcard receipt for such papers bearing a 

PTO mailroom stamp of December 29, 1997. 

(2) The formal drawings filed with the application on 

November 12, 1996 (which incorporates the changes in the proposed 

drawing amendment filed concurrently therewith and approved by 

the Examiner) were either accidentally overlooked by the Examiner 

or are missing from the file. Receipt of the formal drawings was 

not acknowledged in the Examiner's Office Action of October 27, 

1997 or in the Notice of Allowability dated January 2, 1998. 

Review of the formal drawings was requested upon filing of the 

application and during prosecution of the application. See page 

51 of the Amendment filed November 7, 1997. However, the Notice 

of Allowability states that formal' drawings are required. 

Applicant requests that the formal drawings be formally 

reviewed by the Draftsperson and that the result of the review be 

provided to the Applicant before the due date of the formal 

drawings, which is April 2, 1998. 

-2-
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Enclosed herewith are the following items related to 

the formal drawings: 

(a} Copy of "Transmittal of Formal Drawings Prior 

to Notice of Allowance" filed November 12, 1996" and copy of 

enclosed drawings. 

(b) Postcard receipt for such papers bearing a 

PTO mailroom stamp of November 12, 1996. 

(3} Small Entity status was requested for this 

application in the filing transmittal letter, and an additional 

request was made to correct the status after receipt of the 

filing receipt. Neither request appears to have been processed, 

and the Notice of the Allowance states that the application has a 

large entity status. Applicant requests that the small entity 

status be granted before the due date of the issue fee, which is 

April 2, 1998. 

Enclosed herewith are the following items related to 

the small entity status: 

(a} Copy of application transmittal letter 

requesting the small entity status. 

(b) Copy of "Request for Corrected Filing 

Receipt" to correct the status. 

(c) Postcard receipt for item (b) bearing a PTO 

mailroom stamp of May 22, 1997. 

Also enclosed concurrently with this paper is an 

Amendment After Allowance to correct formal matters. Please 

consider this paper prior to the issue fee deadline of April 2, 

1998. 

-3-
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Please telephone Applicant's undersigned attorney if 

additional information or materials are needed to resolve any of 

the outstanding issues. 

~\8.\918 
(Date) 

CAJ:eam 

Respectfully submitted, 

LEON STAMBLER 

"''~~ Clark A. Jablo 
Registration No. 35,039 
PANITCH SCHWARZE JACOBS & NADEL, P.C. 
One Commerce Square 
2005 Market Street, 22nd Floor 
.Philadelphia, PA 19103-7086 
Telephone: (215) 965-1293 
Facsimile: (215) 567-2991 

-4-
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Sheet I of ' -.. 
..... ,rrQ.U49 li.S. J)F.PARTMF.NT OF cm1m:RCt: ATrORNf.\' POCKET NO.: Al'l'l.ICATIO:"i MJ.: 

(RF.Y.3-AJ) PATENT AND TRADEMARK On'IC.t: 6074-IUS osn47,174 

Al'l'l.ICANT: 

SECOND SUPPLEMENTAL INFORMATION Leon Starn bier 

DISCLOSURE CITATION 

(Fonn PT0-1449 Modifl<d lm) FILING DATE: GROUP ART UNIT: 
(Us< stvtralsheels If neemory) November 12,1996 2211 

<,: U.S. PATENT DOCUMENTS 

EX. DOCU- SUD- Fli.INGD,\Tt: 
I NIT MENT DOCUMENT NUMBER D,\TE NAME CLASS CLASS IF APPROl'RlATt: 

4,264,808 04/1981 Owens eta/. 

4,423,287 12/1983 Zeidler 

4,823,264 04/1989 D~ming 

5,187,351 02/1993 Clary 

5,191,613 03/1993 Graziano ct a/. 

5,218,637 06/1993 Angcbaud eta/. 

5,224,162 06/1993 Okamoto eta/. 

5,283,829 02/1994 Anderson 

5,297,202 03/!99•1 Kapp cl a/. 

5,321,751 06/!994 Ray e/ a/. 

5,326,959 07/!994 Pcrazza 

5,453,601 09/1995 Rosen 

5,455,407 10/1995 Rosen 

5,465,299 11/1995 Matsumoto el al. 

5,473,690 12/1995 Grimonprcz e/ a/. 

5,530,755 06/1996 l'aillcs eta/. 

FOREIGN I'ATENT DOCUMENTS 

t:x. DOCU- SUD- TRANSLATION 
I NIT ~I!:NT I>OCUMt:NT NUMIIER I>An: COUNTRY Cl.ASS CLASS \'ES NO 

I 
I 

OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, Etc.) 

Shipley C., "llhrcw away my checkbook'', I'C-Computing, vol. 3, No. II, pp. 112, 114-115,' 118-120, Nov. 1990, 

DiamondS., "Check Processing Takes a New Turn", Computers in Banking, vol. 5, No.3, pp. 50·55, March 1988. 

EXAMINER DATE CONSIDERED 

•EXAMINER: Iullial if citation consldorcd, whether or not citation Is In conformance with MPEI' 609; Dr•w line through dtation If not In conformRIICC and nut 
considered. Include copy ofthh form with nut commnnicalion to RpplicRnl. 

SJN1Jil759S I 
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Sheet 2 of 

Fol'nt M'O.I-t49 U.S. DEPARTMEI'IT OF CO~IMF.RCE ATTOR:'>F.\" DOCh:ET NO.: APPLICATIO:-.' :\0.: 

(R~\'.S.U) PATENT AND TRADEMARK OFFICE 6074-IUS 081747,174 

APPLICANT: 
SECOND SUPPLEMENTAL INFORMATION Leon Stamblcr 

DISCLOSURE CITATION 

(Fonn PT0-1449 ModiOed 5/'ll) FILING DATE: GROUP ART UNIT: 
<C 

(Usc several sheets If necessary) November 12, 1996 2211 

U.S. PATENT DOCUMENTS 

EX. DOCU· sun. FILING DATI: 
I NIT MF.NT DOCUMENT NUMDF.R DATE NAME CI.ASS CLASS IF Al•rROl'lliATI: 

5,677,955 I 0/1997 Doggett e/ a/. 

FOREIGN PATENT DOCUMENTS 

E~. DOCll· sun. TRANSLATION 
I NIT ~lENT DOCIJMF.NT NtiMDF.R DATE CO UNTil\' CI.ASS CI.ASS YES NO 

OTHER DOCUMENTS (Including Aulhor, Tille, I>ntc, l'crtincnt J>agcs, Etc.) 

lid a J ., "Electronic Presentment Due for N.Y. Test", American 13ankcr, vol. 157, No. 143, p. 3, July 27, 1992. 

Torrez A., "Banking Industry Looks nt Changing Check Gunrnntecs", The Business Journal-Phoenix & The Valley of 

! 

the Sun, vol. 9, No. 29, pp. 13-14, May 29, 1989. 

Sullivan D., "13nnk Technology Trick or Trent?", llnnkt•rs Monthly, vol. I 09, No. II, pp. 10, 12·14, 18, 20, Novcnthcr 
1992. 

Seidenberg, "Bell Companies Now Testing Smart Card Offering Increased Feature Functionality", Card News, vol. 5, 
No. I 0, pp. 5-6, May 21, 1990. 

"General Magnnplate Corporation Issues Three-Month Report to Stockholders", PR Ncwswire, I page, November II, 
1992. 

Byles T., "More Companies Arc Paying Bills Electronically", Journal of Commerce, p. 2B, May 5, 1988. 

Carreker J.D., "Strides in Electronic Checking Transfonning Payment System", vol. 68, No.3, pp. 18-19,22,24,26, 
28,30, March 1992. 

EXAMINER DATE CONSIDERED 

*EXAMINER: Initial if citation considered, whether or hOI citation is in conformance with MPEP 609; Draw line through 
citation if not In conformance and not considered. Include copy of this form with next communication to applicant. 
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IN THE QNITEP STATES PATENT AND TRADEMARK OFFICE 

In re: Patent Applicat~ef~ed 
Leon Stambler 

Appln. No.: 08/747,174 MAR 1 & 199n 

Filed: 

For: 

Group2700 
November 12, 1996 

METHOD FOR SECURING 
INFORMATION RELEVANT TO A 
TRANSACTION (as amended) 

Group Art Unit: 2735 

Examiner: B. Zimmerman 

Batch No. V91 
Allowed: January 2, 1997 

Attorney Docket 
No. 6074-lUS 

HAND-DELIVERED TO 
EXAMINING GROUP ART UNIT 2735 

u.s. Patent & Trademark Office 
Office of Publications 
Query and Correspondence Branch 
Crystal Plaza 2 - Room 6C30 
Washington, DC 20231 

AMENDMENT AFTER ALLowANCE (37 CFR 1.312(a)) 

1. Please make the following~mendment to the application: 

In the Claims / 

Claim 144, line 13: delete "or password". 

Claim 147, line 1/~fter •site• (first occurrence), I 
insert 

PSJN2/l55260 .1 -1-
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Claim 149, line 4 ~te "variable" and insert 

therefor --number--. 

Claim 152, line 
/ 

"first" and insert therefor 

--the second--. 

42,ete 
line 42: delete II (FXI) and insert therefor 

--(SXI)--. 

line "first" and insert therefor 

--the second--. 
47.lete 

line 4 : delete II (FXI) II and insert therefor 

--(SXI)--. 

I 
Claim 167, line 5; ~er "a", insert --second--. 

line 5 /delete " (VAN) , the VAN" and insert 

therefor --(VAN1), the VAN1--. ~ 
line 10:/delete "VAN" and insert therefor 

--VAN1--. 

I 
Claim 175, line 5: ~ter "a", insert --second--. 

line 5 /l.deel te "(VAN), the VAN" and insert 

therefor --(VAN1), the VAN1--. 

line 10· delete "VAN" and insert therefor 

--VAN1--. 

Claim 176, line 

line 

/ 
5: Jfter "a", insert --third--. 

s/ delete " (VAN) , the VAN" and insert 

therefor --(VAN3), the VAN3-~ 

line 10: delete "VAN" and insert therefor 

--VAN3--. 

-2-
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2. The type of amendment submitted herewith is a correction of 

formal matters. These corrections are needed for proper 

disclosure or protection of the invention and requires no 

substantial amount of additional work on the part of the USPTO to 

process. No additional search or examination is required to 

process this amendment. 

The amendment to claim 144 is being submitted to 

correct an obvious oversight in deleting the "password" from this 

portion of the claim. 

The amendment to claim 147 is being submitted to 

improve the form of the claim. 

The amendment to claim 149 is being submitted to 

correct an obvious grammatical error. 

The amendment to claim 152 is being submitted to 

correct an obvious mislabeling of a claimed element. 

The amendments to claims 167, 175 and 176 are being 

submitted to correct an obvious oversight in distinguishing a 

newly recited VAN from a previously recited VAN or VANs. 

3. The issue fee has~ been paid. 

-3-
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4. No fee is believed to be due. However, please charge Deposit 

Account No. 16-0235 for any fees that may be required by the 

filing of this paper. 

~ \8:) \998 
(Date) 

CAJ:eam 

Respectfully submitted, 

LEON STAMBLER 

BY: Cl~&¥+.b~ 
Registration No. 35,039 
PANITCH SCHWARZE JACOBS & NADEL, P.C. 
One Commerce Square 
2005 Market Street, 22nd Floor 
Philadelphia, PA 19103-7086 
Telephone: (215) 567-2020 
Facsimile: (215) 567-2991 

-4-
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PATENT 

BOX ISSUE FEE 

I HEREBY CERTIFY TIIAT TinS CORRESPONDENCE IS BEING DEPOSITED WITH THE UNITED STATES POSTAL SERVICE AS 
FIRST CLASS MAIL IN AN ENVELOPE ADDRESSED TO: ASSISTANT COMMISSIONER FOR PATENTS, WASIDNGTON, D.C. 

2023l,~W. 
BY: Jt.M..~ DATE: ~ ~01 J'7 9 f 

Inre: 

IN TUE UNITED STATES PABNT AND TRADEMARK OFFICE 

Patent Applic~,t\\J€ :ATTN: OFFICIAL DRAFTSPERSON 
Leon Stambler\"" '-·- ~?,10 

-- 1\ '(J I : 

Appln.No.: 08/747,174 . ~\()\) 
. & • 

November 12, 1~@ ; Batch No. V91 
Y"""' ?. \?>?>CO :Allowed: January 2, 1997 

METHOD FOR SECURINQo~ 1.) ~0~ 
INFORMATION RELEVA~ T~~ Q\~~0v.~orney Docket 
TRANSACTION (as amend~X\~\~eO : No. 6074-lUS 

CP~9) 

Filed: 

For: 

COMMUNICATION REGARDING FORMAL DRAWINGS 

No formal drawings are believed to be due for the above-identified patent 

application. The Notice of Allowability stating that formal drawings are required is an error, as 

explained below. 

On March 18, 1998 a "Communication" was hand-delivered to the Examiner in 

charge of the above-identified application regarding the formal drawings in this case. In that 

Communication, Applicants undersigned representative responded to the Notice of Allowability 

as follows: 

PSJN2/l57535 .l 

The formal drawings filed with the application on November 12, 
1996 (which incorporates the changes in the proposed drawing 
amendment filed concurrently therewith and approved by the 
Examiner) were either accidentally overlooked by the Examiner or 
are missing from the file. Receipt of the formal drawings was not 
acknowledged in the Examiner's Office Action of October 27, 
1997 or in the Notice of Allowability dated January 2, 1998. 
Review of the formal drawings was requested upon filing of the 
application and during prosecution of the application. See page 51 
of the Amendment filed November 7, 1997. However, the Notice 
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of Allowability states that formal drawings are required. Applicant 
re~uests that the formal drawings be formally reviewed by the 
Draftsperson ahd that,the result of the review be provided to the 
Applicant before the due date of the formal drawings, which is 
April2, 1998. 

Please telephone Applicant's undersigned attorney if additional information or 

materials are needed to resolve any of the outstanding issues. 

., {Date) 

CAJ:lcd 

Respectfully submitted, 

LEON ST AMBLER 

Registration No. 35,0 9 
PANITCH SCHWARZE JACOBS & NADEL, P.C. 
One.Commerce Square 
2005 Market Street, 22nd Floor 
Philadelphia, PA 19103-7086 
Telephone: (215) 965-1293 
Facsimile: (215) 5.67-2991 

-2-
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r 

UNITED STATES DEPARTMENT OF COMMERCE 
Patent and Trademark Office 
Address: COMMISSIONER OF PATENTS AND TRADEMARKS 

Waahinaton. DC 20231 

U•J:32/ 040:3 
F'ANITCH SCHWARZE JACOBS & NADEL 

EXAMINER 
Z 1 IYIMI::.f<Mf.\N. Et 

01\IE COMMERCE SQUARE 
2005 MARKET STREET 22ND FLOOR 
PHILADELPHIA PA 19103-70::l6 

ART UNIT I PAPER NUMBER 
L/.35 

DATE MAILED: 

Please find below and/or attached an Office communication concerning this application or 
proceeding. 

Commissioner of Patents and Trademarks 

f'TO·toC tJWOV. 2/86) 1·FiNI Copy 
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Response to Rule 312 
Communication 

0 The petition filed on under 37 CFR 1.312(b) is granted. The paper has been forwarded to the 
examiner for consideration on the merits. 

lXI The amendment flied on 

0 entered. 

Msr 18, 1998 under 37 CFR 1.312 has been considered, and has been: 

lXI entered as directed to matters of form not affecting the scope of the invention (Order 3311 ), 

0 disapproved. See explanation below. 

0 entered In part. See explanation below. 

S. Patont and Trademarit OWce 
r0-271 (Rev. 5-95) Response to Rule 312 Communication Part of Paper No. 21 
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The formal drawing filed 3/18/98 have been reviewed .. No copy of previously filed formal 

drawings could be found in the file. Enclosed, find attached Draftsman's Review PTO 948. 

The Small Entity Status of the application has been corrected. A new Notice of 

Allowance and Issue Fee Due has been mailed. 

Please find enclosed, a copy of the 2 sheets of IDS filed by the applicant on 12/29/97. 

Any inquiry of a general nature or relating to the status of this application should 

be directed to the Group receptionist whose telephone number is (703) 305-3900. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Brian Zimmerman whose telephone number is (703) 
305-4796. 

703-305-4796 
April 02, 1998 

~ 
Patent Examiner 
Art Unit 2735 
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FORM PJ0 948 (REV. 11-97) U.S. DEPARJ;MENT OF COMMERCE-Patent and Trademark Office 

NOTICE OF DRAFfPERSON'S 
PATENT DRAWING REVIEW 

AwlicationNo. <::5§/Jc/ 71~ 
I I 

The drawing filied(insertdate) ~~ 
A. not objected ro by the Draftperson under 37 CFR 1.84 or 1.152. 

B. ....kJ objected to by the Dtaftperson under 37 CFR 1.84 or I. 152 as indicated below. The Examiner will require submission of new, corrected 
drawings whe necessary Corrected drawings must be submitted ae<:ording to the insttuctions on the back of this notice. 

I. DRAWINGS. 37 CFR 1.84(a): Acceptable categories of drawings: 7. SECflONAL VIEWS. 37 CFR 1.84(h)(3) 
Black ink. Color. __ Hatching not indicated for sectional portions of an object. 
__ Color drawing are not acceptable_ until petition is granted. Fig.(s) 

Fig.(s) ___ Sectional designation should be noted with Arabic or 
__ Pencil and non black ink is not permitted. Fig(s) Roman numbers. Fig.(s) 

2. PHOTOGRAPHS. 37 CFR 1.84(b) 
8. ARRANGEMENTOFYIEWS. 37CFR 1.84(i) 

__ Photographs are not acceptable until petition is granted, 
---Words do not appear on a horizontal, left-to-right fashion when 

__ 3 full-tone sets are required. Fig(s) 
page is either upright or turned, so that the top becomes the right 

__ Photographs not properly mounted (must brystol board or side, except for graphs. Fig.(s) 
photographic double-weight paper). Fig(s) __ Views not on the same plane on drawing sheet. Fig.(s\ 

__ Poor quailty (half-tone). Fig(s\ 
9. SCALE. 37 CFR 1.84(k) 

3. TYPE OF PAPER. 37 CPR 1.84(e) __ Scale notlatge enough to show mechansim without crowding 
__ Paper not flexible, strong, while and durable. when drawing is reduced in size to two-thirds in reproduction. 

Fig.(s) Fig.(s) 
__ Erasures, alterations, overwritings, interlincations, 

I 0. CHARACTER OF LINES, NUMBERS, & LETTERS. 37 CFR 1.84(1) 
folds, copy rriachine moo not acceptable. (ioo thin) 

~Lines. numbers & leners not unifonnly thick and wcU defined, 
__ Mylar, veUum paper is not acceptable (too thin). 

c~ean, ~bird black (poor line quality). 
Fig(s) 

4. SIZE OF PAPER. 37 CFR 1.84{F): Acceptable sizes: 
F1g.(s)~ 

__ 21.0 em by 29.7 em (till\i size A4) 
II. SHADING. 37 CFR 1.84(m) 

___ Solid black areas pale. Fig.(s) 
__ 21.6 em by 27.9 em (8 112 x II inches) \ c---·Solid black shading not permitted. Fig.(s) 
__ All drawings sheets not the same size. . --Shade lines, pale, rough and blurred. Fig.(s) 

Sheet(s) 12. NUMBERS, LETTERS, & REFERENCE CHARACfERS. 
5. MARGINS. 37 CPR 18.4(g): Acceptable margins: 31 CFR 1.48(p) 

Top 2.5 em Left 2.5 em Right 1.5 em Bottom 1.0 em 4Num~·~rd reference characters not plain and legible. 
SIZE: A4 Size 

Top 2.5 em Left 2.5 ctn Right 1.5 em Bottom 1.0 em 
F1g.(s) 

·--Figure legends are poor. Fig.(s) 
~SIZE:81/2xll ~ __ Numbers and reference characters not orientrd in the same Margins not acceptable. Fig(s I C)S.....{ j 2;!..., 

direction as the view. 37 CPR 1.84(p)(3) Fig.(sl 
__):::::_Top (T) -- Left (L) I - { ~'-'1 ~ ~ 
__ Right(R)--Bottom(B) ~~~ \~VJ (o 

____ Engligh alphahet not used. 37 CFR 1.84(p)(3) Fig.(s) 

·--Numbers, letters and reference characters must be at least 
6. VIEWS. CFR 1.84(h) 

.32 em (118 inch) in height. 37 C'PR 1.84(p)(3) Fig.(s\ REMINDER: Specification may require revision to 
correspond to drawing changes. 13. LEAD LINES. 37 CFR 1.84(q) 

__ Views connected by projection lines or lead lines. __ Lead lines cross each other. Fig.(sL 

Fig.(s __ Lead lines missing. Fig.(s\ 

Partial views. 37 CPR 1.84(h)(2) 14 NUMBERING OF SHEETS OF DRAWINGS. 37 CFR 1.48(1} 
__ Bracket~ needed to show figure as one entily. ---Sheets not numbered consecutively, and in Abahic numerals 

Fig.(s) beginning with number I. Fig.(s) 
__ Views not labeled separately or properly. IS. NUMBERING OF VIEWS. 37 CFR 1.84(u) 

Fig.(s) __ Views not numbered consecutively, and in Abrabic numerals, 
__ Enlarged view not labeled separately or properly. beginning with number I. Fig.(s) 

Fig.(s) 16. CORREC"nONS. 37 CPR 1.84/w) 

__ Corrections not made from PT0-948 dated 

17 DESI<lNORAWINGS. ~7CFR 1.1~2 
____ Surface shauiug shown nut appropriate. Fig.(s) ______ 

---Solid black shading not used for color contra.<!. 

Fig.(s) 

-
COMMENTS ·--

~s 
·r 

REVffiWER DATE r TELEPHONE NO. 

ATTACHMENT TO PAPER NO .. _-='l..=\..___ __ _ 
PTOCOPY 
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f I HEREBY CERTIFY THAT THIS CORRESPONDENCE IS BEING DEPOSITED WITII TIIE ~ 
STA~ POSTAL SERVICE AS FIRST CLASS MAIL IN AN ENVELOPE ADDRESSED TO: A~li log OiVIStt. 
coMtrlss 0 FOR PATENTS, WASHINGTON, DC20231, ONTIIEDATEINDICATEDBEW . Wed Files,, 

Inre: 

Appl..No.: 

Filed: 

For: 

D/,TE: ____ F...,ei.l.tb._.ruLBJarvLJ:,...&.l.a..l ..a..12z.z9:ll..8 ____ _ 

BOX ISSUE FEE 
PATENT 

IN THE UNITED SIATES PATENT AND TRADEMARK OEFICE 

Patent Application of 
Leon Stambler 

081747,174 

: Office of Publications 

~c€.\\J~Q : Batch No. V91 

~ ~ \C?!C?!'O : 
~'{ 'l. ~Allowed January 2, 19~ ~ 

November 12, 1996 ~ ·(\QQ\'oi\"'~\.t\'\"t g ::::o 
\}'1:l'i's'r-~ ~e~ ~\\0: "'0 ~ 

METIIOD FOR SECURINQ~~- : ~ u:~ 
ATION RELEVANT TO A 'fRANS- : Attorney Docket g a> 
ACTION : No. 6074-lUS 

TRANSMJTTAL J,EJTER 

Although it is Applicant's opinion that the claims filed by way of amendment are 

substantially embraced in the statement of invention or in the claims originally filed, Applicant 

herewith files a Supplemental Declaration for precautionary purposes under 37 CFR 1.67. 

CAJ/wj 
Enclosure 

(Date) 

Respectfully submitted, 

By'~~ 
CLARK A. JABLON 
Registration No. 35,039 
p ANITCH SCHWARZE JACOBS & NADEL, P.C. 
One Commerce Square 
2005 Market Street - 22nd Floor 
Philadelphia, PA 19103-7086 
Telephone: (215) 567-2020 
Facsimile: (215) 567-2991 
E-Mail: psjn@psjn.com 
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name. 

PSJ&NFileNo. 6074-lUS 

SUPPLEMENTAL DECLARATION 
(Related Application) 

As a below named inventor, I hereby declare that: 

My residence, post office address and citizenship are as stated below next to my 

I believe I am the original, first and sole inventor (if only one name is listed 

below) or an original, first and joint inventor (ifpluralnames are listed below) of the subject 

matter which is claimed, as amended by any and all amendments entered during the prosecution 

of the patent application identified herein, and for which a patent is sought on the invention 

entitled Method For Securing Information Relevant To A Transaction the specification of 

which was filed on November 12, 1996 as Application No. 081747,174. 

I hereby state that I have reviewed and understand the contents of the 

above-identified specification, including the claims, as amended by any and all amendments 

entered during the prosecution of the application identified herein and during the prosecution of 

the related patent applications identified belQw. 

I acknowledge the duty to disclose information which is material to patentability 

in accordance with Title 37, Code of Federal Regulations, Section 1.56. 
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I hereby claim the benefit under Title 35, United States Code, Section 120 of any 

United States application(s) listed below and, insofar as the subject matter of each of the claims 

of this application is not disclosed in the prior United States application(s) in the manner 

provided by the first paragraph of Title 35, United States Code, Section 112, I acknowledge the 

duty to disclose information material to patentability as defined in Title 37, Code of Federal 

Regulations, Section 1.56 which occurred between the filing date of the prior application and the 

national or PCT international filing date of this application: 

Q8{:H2 3!i2 Max 22 1225 Al!aodQD~d 
(Application No.) (Filing Date) (Status-patented, 

pending, abandoned) 

QB/l22,QZl S~!2t~<m.b!<r l :l 1223 fatmt!<d 
(Application No.) (Filing Date) (Status-patented, 

pending, abandoned) 

011911 38~ NOY!<IllQQ[ I z !<29Z Pnl~.<nt~.<d 
(Application No.) (Filing Date) (Status-patented, 

pending, abandoned) 

I hereby declare that all statements made herein of my own knowledge are true 

and that all statements made on information and belief are believed to be true; and further that 

these statements were made with the knowledge that willful false statements and the like so made 

are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United 

States Code and that such willful false statements may jeopardize the validity of the application 

or any patent issues thereon. 

2 
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Full name of sole or 
first inventor _____ _,I"",e""o""nuS....,t.,..a . ......,."""-----------------

Inventor's Signature ___ -'~,.,..,"'""'"1'-'-1f--:-<!!l..>~-1J;;;;<U<~-..,;:::Jd::::.__·-""'"::J..i..-/<-----------
/ 

Date _______ -'"'o~z---t,/0~..:;3~/r......t'f"-X:....__ ____________ _ 

Residence. _______ .._P,.ar..,k...,law.n~dt..J..F.~.~lo""r.~.~id~a~...-_____________ _ 

Citizenship ______ _...'"""".u..-------------------

Post Office 7803 Boulder Lane 
Address. ____ __,Pur ..... •r..,kl ... a.,.m...._..lr_..11o""r'-"idwa.....,.3..,_30,.,6"-'7'------------

PSJNl/142041, 1 3 
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PATENT 

BOX ISSUE FEE 

I HEREBY CERTIFY TIIAT TillS CORRESPONDENCE IS BEING DEPOSITEt> WITH THE UNITED STATES POSTAL SERVICE AS 
FIRST CLASS MAIL IN AN ENVELOPE ADDRESSED TO: ASSISTANT COMMISSIONER FOR PATENTS, W ASillNGTON, D.C. 7f z 2 
2023l,ON~;~ICA~ (iA,~L 
BY: '"ru+.:~ DATE: rJ(_~ /99S U 

Inre: 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Patent Application of 
Leon Stambler 

:ATTN: OFFICIAL DRAFTSPERSON 

Appln. No.: 081747,174 

Filed: 

For: 

November 12, 1996 

METHODFORSECURfNG 
INFORMATION RELEVANT TO A 
TRANSACTION (as amended) 

: Batch No. V91 
: Allowed: January 2, 1997 -;;.1l'-;."f> '"" . .n:.c .. · o\"'" 
• "' ... 'S-\~ ~<0 
: Attorney Docket ?u'O~f> · ~ \~ 
: No. 6074-lUS ~~ \\ 

mANSMJTTAL OF FORMAL DRAWINGS ""' 
In accordance with the Notice of Allowability accompanying the Notice of 

Allowance mailed January 2, 1998, and the Communication mailed April3, 1998 stating that the 

originally filed fonnal drawings are missing from the application file, enclosed are fifteen (15) 

sheets offonnal drawings, Figs. 1 through 16, concerning the above-identified application. 

It is respectfully submitted that the enclosed copies of fonnal drawings place this 

application in condition to be issued, the issue fee having already been paid. 

Respectfully submitted, 

LEON ST AMBLER 

_--"?Lf;.__b_(;-+i;-'-9"""-g'_BY:CIM~~J.r-, 
Registration No. 35~ 

CAJ:lcd 

PSJN2/l63221.1 

PANITCH SCHWARZE JACOBS & NADEL, P.C. 
One Commerce Square 
2005 Market Street, 22nd Floor 
Philadelphia, PA 19103-7086 
Telephone: (215) 965-1293 
Facsimile: (215) 567-2991 
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PART B-ISSUE FEE TRANSMnT AL 

iTRUCOONS: ~is loon should be use... .M transmitting the ISSUE FE~. Blocks 2 through 6 should be completed where appropriate. 
. • rther cl:.nespondence I~ the la&ue Fee Receip~ tha Peta'nt, advance orders and notifiCation of maintenance fees will be mailed to addressee 
lie red In Block 1 unless you &rect otherwise, by: (a) specifying a naw correspondence address ln Block 3 below; or (b) providing the PTO with a separate 
'EE ADDRESS" for maintenance fae nollflcatlons with the payment of Issue Fee or thereafter. See revarsa for Certificate of Mailing. 

I. CORRESPONDENCE ADDRESS 2. INVENT'OR(S) ADDRESS CHANGE {C<xnplote only II there Is a chllllll8) 

RECEIVED INVEUTOR'S NAME 

Pub\lshln·'} Dl'Jislon 
Stroot-

City, S<ato ond ZIP Codo APR 0 1 1998 
Lt<l:32/0102 

1 ~·AN ITCH SCHWARZE .JACOBS' & NADEL CO-INVEUTOR'S NAME 

NE COMMERCE SQUARE Street Address 

2005 MARKET STREET 22ND FLOOR I 

PHILADELPHIA PA ··~~7096 
City, Stole and ZJP Codo 

0 Check W addltlonal changes are on reverse side 

SERIES CODE/SERIAL NO. I Fl.lNG DATE y I TOTAL CLAIMS I EXAMINER AND GROUP ART UNIT I DATE MAILED 

OS/747,174 11/12/96 091 ZIMMERMAN. B 2735 01/02/~n 

Flrs!Namod 0 ' LI::LII\1 

Applicant 

rLEOF METHOD FOR HE lJR :NG •liON IT TO A I KHN>::>HCTION 
lENTION (AS AMENDED) 

A TTY'S DOCKET NO. 

2 6074-1-U5 

1/03/1998 CllSHBY 00000047 I>A1:160235 
L FC:24Z 660.00 CH · 

08747174 

! FCI561 30.00 CH 
Correapondence address change (~ 0/ltf llhere Is a change) 4. For printing on the patent !TOni 

page, list the names or not mon~ lhan 
3 reglalared patent attorneys or agents 
OR, anornallvely, the name of a firm 
having as a member a registered 
attorney or agent. II no name IB llstad, 
no name win be printed. 

2 5chtUa~ ze.. 
s:faai;st t?JM4 t1 c 

DO HOT USE THIS SPACE 

'-SSIGNMEUT DATA TO BE PRINTED ONll£ PATENl' (point or typo) 
·).NAME OF ASSiGNEE: 

:.-,) ADD=;;::AE;:;SS;;:::-;:{CITY=c;&-;:ST;;/Ii;:;TE=OA;;-COONTRI')===-.,;_;,_; _____________ --flla. ;-,:;:'-""'o":Ofdor. I oiCoploo -----

---------------------161>, Tho.,_ngleeuho<JidbochllliOdto: // ~ /f7 .2. ~ 
DEPOSIT ACCOUUT NUMBER __ ,_(,. /t,/11'--"'(L_'-'~',?(<J_c.:-/=.;,0S,~-

J This appllce.tlon II NOT~ 
J Aub1mentpmotousJo(-to .__ondT-Oitlce. 

J Aulgnmenlll being·-----· ~ ohouldbo 
dlreote<llo Bole ASSIGNMEHl'S. 

PLEASE NOTf:V... on..q,_ll-ln- 5, nooulg!Mo dllbt wta_.r on lha patonL 
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Certificate of Mailing 
•<: ..... 

I hereby certify that this correspondence is being deposited with the United States Postal 
Service with sufficient postage as first class mail in an envelope addressed to: 

Box ISSUE FEE 
Commissioner of Patents al)d-Trademarks·· · . ,·:. 

. Washington, D.C. 20231 < .. . :' 
,,, .. ' 
I 

1:· ... 

. J I ~. r :...\ .. . ,, . 

on Harch30 1998 
I 

(Date) 

~·JJona YoS:t ~"ii-iriaq 

(Date) 

, , ·• 1 •• ! i). • .~ ~ •, , , • '• , . , • •: • , •' • , ' ( • 

Note: If this certifleflte of mailing is used, it can only be used to transmit the Issue Fee. 
This certificate cannot be used for any other accompanying papers. Each ~dditional 
paper, such as an assignment or formal drawing, must.have its own certificate of mailing. 

•\.'• 

Burden Hour Statement: This form is estimated to take .2 hours to complete. Time will 
vary depending upon the needs of the individual case. Any comments on the amount of 
time you are required to complete this form should be sent to the Office of Information 
Systems, Patent and Trademark Office, Washington, D.C. 20231, and to the Office of 
Information and Regulatory Affairs, Office of Management and Budget, (Project 0651· 
0033), Washington, D.C. 20503. DO NOT SEND FEES OR COMPLETED FORMS TO 
THIS ADDRESS. SEND TO: Commissioner of Patents and Trademarks, Box Issue Fee, 
Washington, DC 20231. 

·'·· 

IEVERSE PTOL-858 (REV. 12-93X0661-0033). 
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--------_'(RIGHT INSIDE) 

PTO lmUTY GRANT 
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new and useful invention. '17r4 titk and ck· 
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United States Patent 
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vent/on throughout the United States of 
America or importing the Invention Into the 
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be/Qw, subject to the payment of maintenance 
fees as provided by /o.w, 

If this application was' fikd prior to JUM 8, 
1995, the term ofthi.s patem i.s the longer of 
ttventeen years from the date of gran' ,.,-.u.. 
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tlve U.S. filing date of the applJcotion, sub­
ject to any statutory tx!en.rion. 
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-· r. <tt ~7??,3C) 1;· 
'i., I J .. -1 <j PATENT 

BOX ISSUE FEE 

In re: Patent Application of 
Leon Stambler 

:ATTN: OFFICIAL DRAFTSPERSON 

Appln. No.: 08/747,174 

Filed: November 12, 1996 

For: METHOD FOR SECURING 
INFORMATION RELEVANT TO A 
TRANSACTION (as amended) 

: Batch No. V91 
:Allowed: January 2, 1997 

: Attorney Docket 
: No. 6074-lUS 

Applicant in the above-identified application hereby petitions for a one-month 

extension oftime to and including May 2, 1998 for responding to the Notice of Allowability 

mailed January 2, 1998. A Transmittal of Formal Drawings accompanies this Petition. 

Please charge the extension fee of~and any additional fees, or credit any 

overpayment, to the account ofPanitch Schwarze Jacobs & Nadel, P.C., Deposit Account No. 

16-0235. One additional copy of this document is enclosed for accounting purposes. 

Respectfully submitted, 

5/0711998 CllSIIBY 000000'54 160235 0&747174 
LEON STAMBLER 

1 FCs215 ~.OOCII 

___._'f;.,__/d-.~~ /--!.....:c;g::....__BY: t4M .. ~ MJ+.,_ 
(Dafe) Clark A. Jablon ~ 

Registration No. 35,039 

MGB:CAJ:lcd 
Enclosures 

PS!N2/163223.1 

PANITCH SCHWARZE JACOBS & NADEL, P.C. 
One Commerce Square 
2005 Market Street, 22nd Floor 
Philadelphia, PA 19103-'7086 · 
Te\ephone: (215) 965-1293 
Facsimile: (215) 567-2991 
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I HEREBY CERTIFY THAT THIS CORRESPONDENCE IS BEING DEPOSITED WITH THE UNITED 
STATES POSTAL SERVICE AS FIRST CLASS MAIL IN AN ENVELOPE ADDRESSED TO: ASSISTANT 
COMMISSIONER OF PATENTS, WASHINGTON, D.C. 20231, ON THE DATE INDICATED BELOW. 

IN THE QNITED StATES PATENT AND TRADEMARK OFFICE 

In re: U.S. Patent No. 
5,793,302 

Group Art Unit: 2735 

Issued: August 11, 1998 Examiner: B. Zimmerman 

For: METHOD FOR SECURING 
INFORMATION RELEVANT 
TO A TRANSACTION 

Attorney Docket 
No. 6074-1U5 

Attention: Decision and Certificate of Correction 
Branch of the Patent Issue Division 

REQUEST FOR CERTIFICATE OF CORRECTION 
Ol PATENT FOR PTO MISIAKE (37 CFR 1.322Call 

~·· 
/ 

1. Attached, in duplicate, is Form PT0-1050, with at least one 

copy being suitable for printing. 

2. The exact page and line number where the error is shown 

correctly in the application file is: 

PSJN2/204 802.1 -1-
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Correction to column 38, line 64: see page 33, line 28 

(first word) of the Amendment mailed November 7, 1997 (filed by 

the USPTO on November 10, 1997). 

3. Please send the Certificate to: 

Clark A. Jablon, Esq. 
PANITCH SCHWARZE JACOBS & NADEL, P.C. 
One Commerce Square 
2005 Market Street, 22nd Floor 
Philadelphia, PA 19103-7086 

Respectfully submitted, 

LEON STAMBLER 

(Date) 

CAJ:eam 

Reg. No. 35,039 
PANITCH SCHWARZE JACOBS & NADEL, P.C. 
One Commerce Square 
2005 Market Street, 22nd Floor 
Philadelphia, PA 19103-7086 
Telephone: (215) 567-2020 
Facsimile: (215) 567-2991 

-2-
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PATENT 

I HEREBY CERTIFY THAT THIS CORRESPONDENCE IS BEING DEPOSITED WITH THE UNITED 
STATES POSTAL SERVICE AS FIRST CLASS MAIL IN AN ENVELOPE ADDRESSE~ TO: ASSISTANT 
COMMISSIONER OF PATENTS, WASHINGTON, D.C. 20231, ON THE DATE INDICATED BELOW. 

In re: 

Issued: 

For: 

IN TRE VNITED STATES PATENT AND TRADEMARK OFFICE 

u.s. Patent No. 
5,793,302 

August 11, 1998 

METHOD FOR SECURING 
INFORMATION RELEVANT 
TO A TRANSACTION 

Group Art Unit: 2735 

Examiner: B. Zimmerman 

Attorney Docket 
No. 6074-lUS 

Attention: Decision and Certificate of Correction 
Branch of the Patent Issue Division 

REQUEST FOR CERTIFICATE OF CORRECTION 
OF PATENT FOR APPLICANT'S MISTAKE (37 CFR 1.323) 

1. It is noted that errors appear in this patent of a minor 

nature or character, as more fully described below. The errors 

occurred in good faith. Correction thereof does not involve such 

changes in the patent as would constitute new matter or would 

require reexamination. A certificate of correction is requested. 

PSJN2/204804 .1 -1-

APPROVED 

,_,MAR I )~ /2 ~~ 
~~~(1~~ 
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2. Attached hereto, in duplicate, is Form PT0-1050, with at 

least one copy being suitable for printing. 

3. The exact location in the specification and drawings where 

the errors occur in the application file are listed below, along 

with the associated page and line numbers in the application file 

and patent: 

Correction to column 38, line 64: see page 33, line 28 

of the Amendment mailed November 7, 1997 (filed by the USPTO on 

November 10, 1997).. The missing comma between the first 

occurrences of "site" and "the" was an obvious grammatical 

mistake. The addition of the comma does not change the meaning 

or scope of the claim. 

Correction to Fig. 9: The reference to a "Remote PIN" 

should have read "Remote Computer" to be consistent with column 

8, lines 61-66 of the patent (page 17, lines 1-6 of the 

application) . 

Correction to Fig. lOB: The coder should be labeled as 

block "132" to be consistent with column 11, lines 15-20 of the 

patent (page 21, lines 27-33 of the application) . 

The above-identified corrections are fully supported by 

the original specification and thus do not constitute new matter. 

Correction is thus believed to be permitted. 

Also attached hereto for theExaminer's convenience are 

copies of the above- noted dr;1w:\ ng nheets showing the corrections 

in red. 

-2-
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4. Please send the Certificate to: 

Clark A. Jablon, Esq. 
PANITCH SCHWARZE JACOBS & NADEL, P.C. 
One Commerce Square 
2005 Market Street, 22nd Floor 
Philadelphia, PA 19103-7086 

5. Please pay the fee of $100.00, as required by 37 CFR 1.20(a), 

as follows: 

Charge Deposit Account No. 16-0235 the sum of $100.00. 

A duplicate of this request is attached. 

CAJ:eam 

Respectfully submitted, 

LEON STAMBLER 

Reg. No. 35,039 
PANITCH SCHWARZE JACOBS & NADEL, P.C. 
One Commerce Square 
2005 Market Street, 22nd Floor 
Philadelphia, PA 19103-7086 
Telephone: (215) 567-2020 
Facsimile: (215) 567-2991 

-3-
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Slaplo 
Here 
Only I 

UNITED STATES PATENT AND TRADEMARK OFFICE 

CERTIFICATE OF CORRECTION 

PATENT NO. S,793,302 
DATED August 11, 1998 
INVENTOR(S) Leon Stambler 

Ills certified that error appears In the above-lndentllled patent and that said Letters Patent is hereby 
corrected as shown below: 

Column 38, line 64: after "second", insert --site--. 

MAILING ADDRESS OF SENDER: 

Clark A. Jablon 
PANITCH SCHWARZE JACOBS & NADEL, P.C. 
One Commerce S~uare 
2005 Market Stree 22nd Floor 
Philadelphia, PA 1 103-7086 

FORM PTO 1050 (Rev. 2-93) 

PSJN2/204B4l..1 

PATENTNO .. 
-<iS..lj, 'l~~q.-:3 •43A'62"""No-. o-f -ad-d'l-co-pio-s 

@ 50¢ per page 
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Staple 
Here 
Only I 

UNITED STATES PATENT AND TRADEMARK OFFICE 

CERTIFICATE OF CORRECTION 

PATENT NO. :5,793,302 

DATED :August 11, 1998 
INVENTOR(S) : Leon Starnbler 

It is certified that error appears In the above-lndentlfied patent and that said Letters Patent Is hereby 
corrected as shown below: 

tYic 
Column 38, line 64: before "the" (second occurrence), insert--,-!. ()._'fiV([/. JJ/ Ce 
Sheet 2, Fig. 9: Change "REMOTE PIN" to --REMOTE COMPJITER--1 a.s 11,? Jv•n cfi .fkt;-
Sheet 5, Fig. 1 OB: Add a label "132" to the coder blockJ q <. ~ ~c,wJ\ 

011 
::jfM f,~ ~ P r:'J{ · . 

MAILING ADDRESS OF SENDER: 

Cfark A. Jablon 
P ANITCH SCHWARZE JACOBS & NADEL, P .C. 
One Commerce S~uare 
2005 Market Stree 22nd Floor 
Philadelphia, P A 1 103-7086 

FORM PTO 1050 (Rev. 2·93) 

PSJN2/204BS7 .1 

"TI')~ qf-fllCI.tJ PQ!f I 

PATENT NO.·!-~~ri,7~9~J,~Jg;()Jlr---­
No. ol add'l copies 

@ 50¢ per page 

¢>---

tl 
'.1 
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NOTICE. RE: CERTIFICATES OF CORRECTION 

DATE J_..,r..qq 
TO Supervisor, Art Unit ..t;:,).t...L•1_>L1fL.L------------------
SUBJECf : Certificate of Correction Request in Patent No . ...o.jt-~../...1..L~.J..,~ ... J!..l.Q!>1.2_"'j:__ ________ _ 

A response to the following question(s) is requested with respect to the accompanying request for a certificate of correction. 

~ 1. Would the change(s) requested under 37 CFR 1.323 constitute new matter or require reexamination of the application? 

~ 2. Would the change(s) requested under 37 CFR 1.323 materially affect the scope or meaning of the claims allowed by 
the examiner in the patent? 

0 3. Applicant disagrees with change(s) initialed and dated by Examiner in lieu of an Examiner's Amendment. Should 
the change request be granted? 

0 4. With respect to the change(s) requested, correcting Office errors, should the patent read as .shown in the certificate 
of correction? 

0 5. If the amendment filed----------- had been considered by the Examiner, would the 
amendment have been entered? 

PLEASE RESPOND WITHIN 7 DAYS AND RETURN THE FILE TO 
ROOM 899, PKI 

,.t01 

r---·---------------------------------~------------------, 
I TO: CERTIFICATES OF CORRE-cTION BRANCH DATE: 

The decision regarding the ch:mge(s) requested in the certificate of correction is shown below. 

I.OYES 

2. 0 YES 

3. 0 YES 

4. 0 YES 

5. 0 YES 

~NO 
~0 
0 NO 

0 NO 

0 NO 

0 Comments below 

0 Comments below 

0 Comments below 

0 Comments below 

0 Comments below 

[] Comments ______________________________ _ 

MICHAFt. HORABIK 
SUPERVISOr· · ·~TENT EXAMINER 

PTOL-306(REV.10187) 

ilrlUnit 

U.S. DEPARTMENT Of COMMERCE Patsnt and Trademark Office 
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o "t'"f:: ·-s;· .. , 
·:0\ 

MAY 2 6 1!199 ~~~ 
-; ~I 
~ $-":! 

PATENT 

I HERE ~~f~~.'~'HAT THIS CORRESPONDENCE IS BEING DEPOSITED WITH THE UNITED 
STATES PO '!'~· ·sli:RVICE AS FIRST CLASS MAIL IN AN ENVELOPE ADDRESSED TO: ASSISTANT 
COMMISSIONER OF PATENTS, WASHINGTON, D.C. 20231, ON THE DATE INDICATED BELOW. 

In re: 

Issued: 

For: 

IN THE UNITED STATES PATENT AND TRAPEMARX OFFICE 

U;S. Patent No. 
5,793,302 

August 11, 1998 

METHOD FOR SECURING 
INFORMATION RELEVANT 
TO A TRANSACTION 

Group Art Unit: 2735 

Examiner: B. Zimmerman 

Attorney Docket 
: · ·· No. 6Q74-1U5 

~.~.:: ,~ t ~ ~ ,· .: . .~!_..~ jL··~ 

JUiJ - 9 1993 
Attention! Decision and Certificate of, Correction,, 

Branch of the Patent IssutJJi:'lia.:l..oJ:l:';L~:.~ 

STATUS REQUEST LETTER FOR PREVIOUSLY FILED 
CERTIFICATE OF CORRECTION OF PATENT FOR PTO MISTAKE 

On December 14, 1998, Applicant filed a "Request 

for Certificate of Correction of Patent for PTO Mistake" and a 

"Request for Certificate of Correction of Patent for Applicant's 

Mistake." 

On March 30, 1999, a Certificate of Correction was 

issued for the corrections set forth in the "Request for 

Certificate of Correction of Patent for Applicant's Mistake. 

However, the Certificate_ of Correction did not include 'the 

correct\~n. s s~.~ .~~rt.~ .~n the ··"R~quest for Certificate of 

v~.~t· ~ ~~to 
PSJN2/232035 .1 

... - \.. 
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Correction of Patent for PTO Mistake," nor was a second 

Certificate of Correction for the mistake set forth in that 

request. 

Please review this matter and let us know the 

processing status of the "Request for Certificate of Correction 

of Patent for PTO Mjstake." A copy of the following documents 

are enclosed to assist in this matter: 

1. Copy of "Request for Certificate of Correction of 

Patent for PTO Mistake." 

2. Copy of stamped postcard receipt showing a receipt 

date of December 15, 1998 by the Certificate of Correction 

Branch. 

CAJ:eam 

PSJN:l/232035 .1 

Respectfully submitted, 

LEON STAMBLER 

Reg. No. 35,039 
PANITCH SCHWARZE JACOBS & NADEL, P.C. 
One Commerce Square 
2005 Market Street, 22nd Floor 
Philadelphia, PA 19103-7086 
Telephone: (215) 567-2020 
Facsimile: (215) 567-2991 

-2-
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I 

\n~•·fED STATES PATENT AND TRADEJ\it,,'{K OFFICE 

CERTIFICATE OF CORRECTION 

PATENT NO. :5,793,302 Page 1 of 3 
DATED =August 11, 1998 
INVENTOR(S) : Leon Stambler 

I 
It Is certified that error appears in the above-indentified patent and that said Letters Parentis hereby 
corrected as shown below: 

Column 38, line 64: before "the" (second occurrence), insert-,--. 

Sheet 2, Fig. 9: Change "REMOTE PIN" to --REMOTE COMPUTER-. 

Sheet 5, Fig. lOB: Add a label "132" to the coder block. 

All<•st: 

AtTesting Officer 

Signed and Sealed this 

Thirtieth Day of March, 1999 

¥-~ 
Q. TODD DICKINSON 

At·rill,q ("(lmmi.rsianc•r 11/ Pah'lll.\' 1111tl Trwlt'nwrl..\ 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

CERTIFICATE OF CORRECTION 

PATENT NO. S.?93,302 
DATED August 11, 1998 
INVENTOR(S) Leon Stambler 

Ills certilled that error appears In the above-indentified patent and that said Letters Patent js hereby 
corrected as shown below: 

Column 38, line 64: after "second", insert --site--. 

Attest: 

Attesting Officer 

Signed and Sealed this 

Twenty-first Day of September, 1999 

~~ 
Q. TODD DICKINSON 

Ac·ting Commintonu of Pattnl.t and Trudemurks 
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L. .. !TED STATES PATENT AND TRADE'UARK OFFIC:E 

CERTIFICATE OF CORRECTION· 

PATENT NO. S,793,302 
DATED August 11, 1998 
INVENTOR(S) Leon Stambler 

It Is certified that error appears In the above-indentifled patent and that said Letters .Patent Is hereby 
corrected as shown below: 

Column 38, line 64: after "second", insert --site--.. 

MAIUNG ADDRESS OF SENDER: 

Clark A. Jablon 
PANITCH SCHWARZE JACOBS & NADEL, P.C. 
One Commerce~uare 2005 Market S 22nd Floor 
Philadelphia, PA 1 103-7086 

. FORM PTO 1050(Rov.M3) 

P&lll2/20484l.l 

PATENT NO. --5i-""fJ'l"~.:>~<>ifi"'"~--­
,Sij ,J v:ZNo. ol add'l copies 

@ 50¢ per page 

<>---
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May•OHOOS 14:36 From-PATTON BOGGS .LLP T-021 P 001/006 F-717 

u.s. Patent No. 5,7,3,302 
Issued: ~ugust 11, 19~9 

IN TUE UNITED STATES PA1ENT AND TRADEMARK OFFICB 

In Re Application: Leon Stambler 

Patent No. : 5,7Sl3,30:2 

Issued; ·August 11, 19 98 

RECEIVED 

MAY 1 3 2008 

OfFICE OF PETIT!O~S 

!!'or: Method for Secu:dng Information Relevant to 
a Transaction 

u.s. Patent and Trademark Office
1 P.O. Box 979070 

St. Louis, MO 63197-9000 

05/12/200& DALLEH 00000008 5793JOI! 

01 FCI1559 11!10,00 OP 

RBQUBST FOR ACCEPTANCE OF PAYMENT OF DEFrC!ENCY OWRD 

Dear Sir~ 

With regard to the referenced patent, inventor, Leon 

stambler (hereinafter "Stambler") , hereby notifies the Patent 

and Trademark Office that small entity status is no long 

appropriate pursuant to 37 c.F.R. § l.27(g) (2) and that the 

claim for small entity status is hereby withdrawn. 

Without deceptive intent, on August 11 1 2005, an sth year 

maintenance fee in the amount of $1, lSO. oo was paid for the 

referenced patent. As Stambler was not entitled to small entity 

status on that date for the referenced patent, the ~ayment 

submitted for the 8th year maintenance fee was deficient. The 

current 8th year maintenance fee pursuant to 37 CFR l.20(f) is 

$2,36"0.00. In addition, it is believed that a surcharge of 

$130.00 is also required. The following is an itemization of 

the deficient payment: 

47sm 

PAGE 216' RCVD AT 51712008 3:l0:24 PM [Eastern Oaylighl Time)' SVR:USPTO·EFXRF·6122' ONJS:2736500 1 CSIO:+ 1 DURATION (mm·ss):01·36 
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May-07·2006 14:38 From-PATTON BOGGS, LLP 

Pee Type: 

Fee Actually Paid; 

Maintenance Fee Deficiency: 

S-urcharge De;ficiency: 

Total Deficiency: 

T-021 P 003/006 HIT 

u.s. Patent No. 5,793,302 
:Cssu~·d1 August ll, 1998 

8th Year Maintenance Pee 

$1,150.00 

$1,210.00 

$130.00 

$1,340.00 

Submitted herewith is ,:.Form l?T0,-2038 authorizing pa:yment of 

the deficiency amount of $1 1 340.00. It is believe that no 

additional fees are due with the filing of this Request. 

However, if any additional fees are due or any overpayments have 

been made, please charge or credit Patton Boggs• Deposit Account 

No. 50-2816. 

In view of thti forgoing, the USPTO ia respectfully 

requested to accept payment of the deficiency owect, The USPTO 

is requested to call the undersigned with any questions relating 

to this payment. 

Dated this 7th day of May, '2008. 

475313 

R. Youst 
Reg. 38,795 
Patton Boggs, LLP 
2001 Ross Avenue, Suite 3000 
Dallas, Texas 75201 
Tel 214.758.3414 
Fax 214.758.1550 

2 

PAGE 316 1 RCVD AT 51712D08 3:40:24 PM !Easlern Oayllghl Time]~ SVR:USPTO·EFXRF·61n' ONIS:2736500' CSIO:+ 1 DURATION (mm·ss):01·36 
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May-07-200S 14:37, From-PATTON BOGGS ,llP T-021 P.001/00B F-m 

RECEIVED 

MAY 1 a zooa 
Apprevttd lor usethiQugh OQ/30/200;rg~f!~!!JJi OF PETITIONS 

U.S Paillnt n•~ 'l'rodomar'< OffiCII; UIS, D~PARTMENT OF COMMiii!iCI! 
Under tho P!JEO_rwo"< RO<iuC11onAotoi1B9~ no .. ""'"" am Jooured to10~ nd tc • co!eC11onoflnJom\oUonunlesaltdlsol>v> a lllllfd OMB CDf\trnlmJmbor 

u.s. Palont Numb&r 5,793,302 

TRANSMITTAl I&&Ue<l August 11, ·1998 

FORM V.$. Patent App, No. 06/747,174 
lnventor Lee>n stamb1er 

Tole I Numb"' of Pages In Thi• S~I'I11Uion j 4 Attorney Docket NumP<tr TBD 

ENCLOSURES Check all that apply) 

0 Fee Tranomlttol For'm 0 Orawlng(s) 0 Aft~r AIJowMca Oommunlc•llon 
tDTC 

0 f'e$ Attached 0 Lleensing·related Paparo 0 Appeal Communlentlon 10 6010r~ of 
AppeBI$ and lnl~rfe"'noa& 

0 AmendmonVReply OPeUUon D Appesl Communlostlon to TC 
(M~O<II Notlot, Brlef, Roply enoQ 

0Merl'inal o PoUUon lo Convert to a 
Provisional AppUC<ltion 

0 Roqu'"i for Aocaptsnoo of P4tMOnt of 
Deflcluncy Owoef ... M.litltammce Poe 

0 Affidav~s/declpratlon(s) 0 Powtlr of Momoy, Rovocatlon 
Chango of Corrospondonco [!]·Fee Addreas lndlcatl~n Form 

0 !'<x!Gn$lon of Time ReqiJ~!it 
AddN>n 0 TeiTTllnal Diocloimer ~Other Er'lelocure(s) (please 

IdentifY bolow)· 

0 Express Abandonment Roqueil 0 Requeot lor J'lefund Credit Card Payment Form 

0 lnfoiTTlolion Dl~elosure Statement 0 CD, Number of CD(o) ---0 Certified Copy of Priority 
Document(•) 

0 Landteape Table on CD 

o Reply lo Mi"ln~ F'arto/ 
Incomplete App leaUon I Remarks I 
o Reply to Mi .. ing Part• under 

31 CFR 1.~2 or 1.53 

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT 
Firm Name 

Signaturo 

Printed nBme,.:; 

Date 

475360 

PATTON~_GS L.L~ 

~ x;..--
Lawrence-R. Yo~st 

May 7, 2008 I Reg. No. j38, 795 

Confficsto ofTral'rlllji&s~n l,lndar 3! C F.R. § 18 

I hel'(!by Qer'Jfy that thil; ooll'O!pcn~enco Is baing .. nimlttod by focorrnlit tc tho Unltod Sti\IC6 ?fjC""" ~.sooo ..,..,..y,.~ooe. 
Elaino Slli"'''C# 

PAGE 116 1 RCVO AT 51712008 3:40:24 PM ~astern Daylight Tlmej 1 SVR:USPTO·EFXRF·6/22 1 ONIS:2736500' CSIO:+' DURATION (mm·SS):01·36 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

LAWRENCE R. YOUST 
2001 ROSS AVENUE 
SUITE 3000 
DALLAS TX 75201 

In re Patent No. 5,793,302 
Issue Date: August II, 1998 
Application No. 081747,174 
Filed: November 12, 1996 
Attorney Docket No. 6074-1-US 

UNITED 8TATE:B PATENT ANI:) TRAOEMARf< CJF'FIO!: 

P,O, Box 1450 
Al..i;:)(ANCJ.11A, VA 223l3·14!SO 

www ulplo.gov 

Paper No. 28 

COPY MAILED 

AUG 0 8 2008 

NOTICE 

This is a notice regarding your request for acceptance of a fee deficiency submission under 
37 CFR 1.28. 

The Office no longer investigates or rejects original or reissue applications under 37 CFR 1.56. 
1098 Off. Gaz. Pat. Office 502 (January 3, 1989). Therefore, nothing in this Notice is intended 
to imply that an investigation was done. 

Your fee deficiency submission under 37·CFR 1.28 is hereby ACCEPTED. 

Petitioner authorized payment of the deficiency amount of $1 ,340.00. However, there is no 
surcharge required for late payment of maintenance fee when notifying the office the change of 
entity. Therefore, the $130.00 surcharge will not be charged. 

This application is no longer entitled to small entity status. Accordingly, all future fees paid in 
this application must be paid at the large entity rate. 

Inquiries related to this communication should be directed to the undersigned at (571) 272-3213. 

~)Jj_6~ 
Cheryl Gibson-Baylor 
Petitions Examiner 
Office of Petitions 

~_#J 
Irvin Dingle 
Petitions Examiner 
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J_·.···· i· 

RATE 

X$11• 

X-40•' 

+130= 

TOTAL 
AOOIT.FEE 

ADOI-
TIONAL 

FEE 

' ·~\ 

- ,, 

/ 

.f ,. 

or Docket Number 

ORI---f---'I..Jollo""--1 

OR 
1---1----1 

Patent and Tradllm8lk Oftlce, U.S. DEPARTMENT OF COMMERCE 

.1:-tt:fiJtt·; -.j; ' ~ l . (1\ 



-- 383 --
MasterCard, Exh. 1011, p. 383

PATEN"t APPLICATION F, .• _ OETERMlNATION RECORD 
Effective December 16, 1991 

(Colvmn3) 
SMALL ENTITY 

PRESENT RATE 
EXTRA 

PRESENT RATE 
EXTRA 

X $10 • 
OR 

b-----~--------4-----4---------4-------4 r----~----,OR~--~~--~ 
Minus 

~------~------~----~----------~----~ ~----r----40R~--~~--~ 
PRE:SENT!mcm OF MULTIPLE DEPENDENT CLAIM 

(Column 3) 

PRESENT 
EXTRA 

RATE 

X $10 • 

X 36 • 

+ 110. 

TOTAL 
ADDIT. FEE 

ADD I· 
TIONAL 

FEE 

OR 

OR 

ADD I­
RATE TIONAL 

FEE 

X $20 • 

X72• 
OR 1----.J----l 

OR + 220 • 

OR TOTAL 
ADDIT. FEE L..---i 

box in column 1. 

l'olrnl ''"' 'J',.,trnutk CWkr: II.S. nlii'ARThlliNi OJI COMM~RC!i 
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PACE DATA ENTRY CODING SHEET 
u.s.DePARTMeNToFcoMMER~e l1sTEXAMINER ':)f.cnm..s I DATE /.::>{/I/ Patent and Trademark Office ),_ t · _ . 

APPLICATION NUMBER 
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Table of Contents 

MPI Family Report (Family Bibliographic and Legal Status) 

In the MPI Family report, all publication stages are collapsed into a single record, based on identical application 
data. The bibliographic information displayed in the collapsed record is taken from the latest publication. 

Report Created Date: 2008-08-19 

Name of Report: 

Number of Families: 

Comments: 

Table of Contents 

1. US5793302A 19980811 STAMBLER; LEON US 
Method for securing information relevant to a transaction ................................................................................. 4 

~ MicroPatent Patent Index- an enhanced INPADOC databqse 
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Family Bibliographic and Legal Status 

Family! 

7 records in the family. 

US5524073A 19960604 [ no drawing available] 

(ENG) Secure transaction system and method utilized therein 

Inventor(s): ST AMBLER LEON US 

Application No: US 12207193 A 

Filing Date: 19930914 

Issue/Publication Date: 19960604 

Abstract: (ENG) A transaction system is disclosed wherein, when a transaction, document or thing needs to be 
authenticated, information associated with one or more of the parties involved is coded together to 
produce a joint code. This joint code is then utilized to code information relevant to the transaction, 
document or record, in order to produce a variable authentication number (VAN) at the initiation of the 
transaction. This VAN is thereafter associated with the transaction and is recorded on the document or 
thing, along with the original information that was coded. During subsequent stages of the transaction, 
only parties capable of reconstructing the joint code will be able to uncode the VAN properly in order 
to re-derive the information. The joint code serves to authenticate the parties, and the comparison of the 
re-derived information against the information recorded on the document serves to authenticate the 
accuracy of that information. 

Priority Data: US 12207193 19930914 AN; US 97738592 19921117 A 3 Y; 

Related Application(s): 07/977385 19921117 5267314 GRANTED 

IPC (International Class): G07F00712; G07F00710; H04L00932 

ECLA (European Class): G07F00710E; G07F00708E4; G07F00710C6; H04L00932R 

US Class: 705075; 705002; 713176 

Agent(s): Panitch Schwarze Jacobs & Nadel 

Examiner Primary: Cangialosi, Salvatore 

US Post Issuance: 
--US Expiration Date: 20040604 20040803 DUE TO FAILURE TO PAY MAINTENANCE FEES 
--US Certificate of Correction: 19960910 a Certificate of Correction was issued for 
this Patent 

Legal Status: 
Date 
19960910 
20040803 

Code 
cc 
FP 

Description 
CERTIFICATE OF CORRECTION 
EXPIRED DUE TO FAILURE TO PAY MAINTENANCE FEE 
Effective date: 20040604; 

~ MicroPatent Patent Index- an enhanced INPADOC database 
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Family Bibliographic and Legal Status 

US5646998A 19970708 

(ENG) Secure transaction system and method utilized therein 

Inventor(s): STAMBLER LEON US 

Application No: US 44547795 A 

Filing Date: 19950522 

Issue/Publication Date: 19970708 

Abstract: (ENG) A transaction system is disclosed wherein, when a transaction, document or thing needs to be 
authenticated, information associated with one or more of the parties involved is coded together to 
produce a joint code. This joint code is then utilized to code information relevant to the transaction, 
document or record, in order to produce a variable authentication number (VAN) at the initiation of the 
transaction. This VAN is thereafter associated with the transaction and is recorded on the document or 
thing, along with the original information that was coded. During subsequent stages of the transaction, 
only parties capable of reconstructing the joint code will be able to uncode the VAN properly in order 
to re-derive the information. The joint code serves to authenticate the parties, and the comparison of the 
re-derived information against the information recorded on the document serves to authenticate the 
accuracy of that information. 

Priority Data: US 44547795 19950522 AN; US 12207193 19930914 A 3 Y; US 97738592 19921117 A 3 Y; 

Related Application(s): 08/122071 19930914 5524073 GRANTED07/977385 19921117 5267314 

IPC (International Class): G07F00712; G07F00710; H04L00932 

ECLA (European Class): G07F00708E4; G07F00710C6; G07F00710E; H04L00932; H04L00932R2 

US Class: 705076; 713185 

Agent(s): Panitch Schwarze Jacobs & Nadel, P 

Examiner Primary: Cangialosi, Salvatore 

US Post Issuance: 
--US Expiration Date: 20050708 20050906 DUE TO FAILURE TO PAY MAINTENANCE FEES 

Legal Status: 
Date 
20050906 

+/­
(··1 

Code 
FP 

Description 
EXPIRED DUE TO FAILURE TO PAY MAINTENANCE FEE 
Effective date: 20050708; 
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USSSSS303A 19960910 

(ENG) Secure transaction system and method utilized therein 

Inventor(s): STAMBLER LEON US 

Application No: US 44561295 A 

Filing Date: 19950522 

Issue/Publication Date: 19960910 

[no drawing available] 

Abstract: (ENG) A transaction system is disclosed wherein, when a transaction, document or thing needs to be 
authenticated, information associated with one or more of the parties involved is coded together to 
produce a joint code. This joint code is then utilized to code information relevant to the transaction, 
document or record, in order to produce a variable authentication number (VAN) at the initiation of the 
transaction. This VAN is thereafter associated with the transaction and is recorded on the document or 
thing, along with the original information that was coded. During subsequent stages of the transaction, 
only parties capable of reconstructing the joint code will be able to uncode the VAN properly in order 
tore-derive the information. The joint code serves to authenticate the parties, and the comparison of the 
re-derived information against the information recorded on the document serves to authenticate the 
accuracy ofthat information. 

Priority Data: US 44561295 19950522 AN; US 12207193 19930914 A 3 Y; US 97738592 19921117 A 3 Y; 

RelatedApplication(s): 08/122071 19930914 PENDING07/977385 19921117 5267314 

IPC (International Class): G07F00712; G07F00710; H04L00932 

ECLA (European Class): G07F00708E4; G07F00710C6; G07F00710E; H04L00932; H04L00932R2 

US Class: 705075; 713176; 713193 

Agent(s): Panitch Schwarze Jacobs & Nadel, P 

Examiner Primary: Cangialosi, Salvatore 

US Post Issuance: 
--US Expiration Date: 20040910 20041109 DUE TO FAILURE TO PAY MAINTENANCE FEES 

Legal Status: 
Date 
20041109 

+I-

l! 
Code 
FP 

Description 
EXPIRED DUE TO FAILURE TO PAY MAINTENANCE FEE 
Effective date: 2004091 0; 
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US5793302A 19980811 

(ENG) Method for securing information relevant to a transaction 

Assignee: ST AMBLER; LEON US 

Inventor(s): STAMBLER LEON US 

Application No: US 74717496 A 

Filing Date: 19961112 

Issue/Publication Date: 19980811 

OfflClAt.:S 
PIN 

Abstract: (ENG) A transaction system wherein, when a transaction, document or thing needs to be authenticated, 
information associated with one or more of the parties involved is coded together to produce a joint 
code. This joint code is then utilized to code information relevant to the transaction, document or 
record, in order to produce a variable authentication number (VAN) at the initiation of the transaction. 
This VAN is thereafter associated with the transaction and is recorded on the document or thing, along 
with the original information that was coded. During subsequent stages of the transaction, only parties 
capable of reconstructing the joint code will be able to uncode the VAN properly in order to re-derive 
the information. The joint code serves to authenticate the parties, and the comparison of the re-derived 
information against the information recorded on the document serves to authenticate the accuracy of 
that information. 

Priority Data: US 12207193 19930914 A A; US 44636995 19950522 A I; US 74717496 19961112 A I; US 
97738592 19921117 A A; 

Related Application(s): 01 01; 01 01 

IPC (International Class): G07F00712; G07F00710; H04L00932 

ECLA (European Class): G07F00708E4; G07F00710C6; G07F00710E 

US Class: 34000586; 34000541; 380043; 380045 

Publication Language: ENG 

Filing Language: ENG 

Agent(s): Panitch Schwarze Jacobs & Nadel, P 

Examiner Primary: Zimmerman, Brian 

US Post Issuance: 
--US Certificate of Correction: 19990330 a Certificate of Correction was issued for 
this patent; 19990921 a Certificate of Correction was issued for 
this patent 
--US Litigations: Leon Stambler Leon Stambler 20010202 Delaware 
0 1-065-SLR Final judgment is entered in favor of defendants and 
against plaintiff on all his claims of infringement under the '148 
patent, the '541 patent, and the '302 patent. Defendant's motion for 
dismissal is granted in part, and defendants' invalidity counterclaims 
with respect to claims I, 16 and 35 of the '148 patent and claim 12 of 
the '302 patent are dismissed without waiver and without prejudice as 
moot. Final judgment is entered against defendants and in favor of 

G) MkroPatent Patent Index- an enhanced INPADOC database 
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plaintiff on defendants' invalidity counterclaims and affirmative 
defenses with respect to claim 27 of the '541 patent and claim 34 of the 
'302 patent. Defendants' motion for judgment as a matter of law of 
non-infringement of claim 27 of the '541 patent under the doctrine of 
equivalents is granted, and judgment is entered in favor of defendants 
and against plaintiff on his claim of infringement of claim 27 ofthe 
'541 patent. Verisign's motion for summary judgment of non-infringement 
of claim 12 of the '302 patent under the doctrine of equivalents (D.!. 
274) is granted, and judgment is entered in favor ofVerisign and against 
plaintiff on his claim of infringement of claim 12 of the '302 patent. So 
ordered this 17th day of April 2003 in Wilmington, Delaware. At 
Wilmington this 14th day of November, 2003, consistent with the 
memorandum opinion issued this same day; It is ordered that plaintiff 
Leon Stambler's motion for judgment as a matter of law, or in the 
alternative, for a new trial is denied. (D.!. 460), Sue L. Robinson, 
United States District Judge; Stambler Stambler 20080512 E.D. Texas 2:08cv204 

Legal Status: 
Date 
19990330 
19990921 

+/­
() 
() 

USS974148A 19991026 

Code 
cc 
cc 

Description 
CERTIFICATE OF CORRECTION 
CERTIFICATE OF CORRECTION 

(ENG) Method for securing information relevant to a transaction 

Assignee: STAMBLER; LEON US 

Inventor(s): STAMBLER LEON US 

Application No: US 85556197 A 

Filing Date: 19970513 

Issue/Publication Date: 19991026 

Abstract: (ENG) A transaction system is disclose.(! wherein, when a transaction, document or thing needs to be 
authenticated, information associated wi1h one or more of the parties involved is coded together to 
produce a joint code. This joint code is then utilized to code information relevant to the transaction, 
document or record, in order to produce a variable authentication number (VAN) at the initiation of the 
transaction. This VAN is thereafter associated with the transaction and is recorded on the document or 
thing, along with the original information that was coded. During subsequent stages of the transaction, 
only parties capable of reconstructing the joint code will be able to uncode the VAN properly in order 
to re-derive the information. The joint code serves to authenticate the parties, and the comparison of the 
re-derived information against the information recorded on the document serves to authenticate the 
accuracy of that information. 

Priority Data: US 12207193 19930914 A R; US 44636995 19950522 A R; US 74717496 19961112 A R; US 
85556197 19970513 A I; US 97738592 19921117 A R; 

Related Application(s): 01 01; 01 01; 01 01 

IPC (International Class): G07F00712; G07F00710 

ECLA (European Class): G07F00710E; G07F00708E4; G07F00710C6 
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US Class: 705075; 705076 

Publication Language: ENG 

Filing Language: ENG 

Agent(s): Akin, Gump, Strauss, Hauer & Feld, LP. 

Examiner Primary: Cangialosi, Salvatore 

US Post Issuance: 
--US Expiration Date: 20071026 20071218 DUE TO FAILURE TO PAY MAINTENANCE FEES 
--US Litigations: Leon Stambler Leon Stambler 20010202 Delaware 
0 1-065-SLR Final judgment is entered in favor of defendants and 
against plaintiff on all his claims of infringement under the '148 
patent, the '541 patent, and the '302 patent. Defendant's motion for 
dismissal is granted in part, and defendants' invalidity counterclaims 
with respect to claims I, 16 and 35 of the '148 patent and claim 12 of 
the '302 patent are dismissed without waiver and without prejudice as 
moot. Final judgment is entered against defendants and in favor of 
plaintiff on defendants' invalidity counterclaims and affirmative 
defenses with respect to claim 27 of the '54! patent and claim 34 of the 
'302 patent. Defendants' motion for judgment as a matter of law of 
non-infringement of claim 27 of the '541 patent under the doctrine of 
equivalents is granted, and judgment is entered in favor of defendants 
and against plaintiff on his claim of infringement of claim 27 of the 
'541 patent. Verisign's motion for summary judgment of non-infringement 
of claim 12 of the '302 patent under the doctrine of equivalents (D.!. 
274) is granted, and judgment is entered in favor ofVerisign and against 
plaintiff on his claim of infringement of claim 12 of the '302 patent. So 
ordered this 17th day of April 2003 in Wilmington, Delaware. At 
Wilmington this 14th day of November, 2003, consistent with the 
memorandum opinion issued this same day; It is ordered that plaintiff 
Leon Stambler's motion for judgment as a matter of law, or in the 
alternative, for a new trial is denied. (D.!. 460), Sue L. Robinson, 
United States District Judge 

Legal Status: 
Date 
20071218 

+/- Code 
FP 

Description 
EXPIRED DUE TO F AlLURE TO PAY MAINTENANCE FEE 
Effective date: 20071 026; 
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US5936541A 19990810 

(ENG) Method for securing information relevant to a transaction 

Assignee: ST AMBLER; LEON US 

Inventor(s): STAMBLER LEON US 

Application No: US 87211697 A 

Filing Date: 19970610 

Issue/Publication Date: 19990810 

Abstract: (ENG) <p>A transaction system is disclosed wherein, when a transaction, document or thing needs to 
be authenticated, information associated with one or more of the parties involved is coded together to 
produce a joint code. This joint code is then utilized to code information relevant to the transaction, 
document or record, in order to produce a variable authentication number (VAN) at the initiation of the 
transaction. This VAN is thereafter associated with the transaction and is recorded on the document or 
thing, along with the original information that was coded. During subsequent stages of the transaction, 
only parties capable of reconstructing the joint code will be able to uncode the VAN properly in order 
to re-derive the information. The joint code serves to authenticate the parties, and the comparison of the 
re-derived information against the information recorded on the document serves to authenticate the 
accuracy of that information.</p> 

Priority Data: US 12207193 19930914 A A; US 44636995 19950522 A A; US 87211697 19970610 A A; US 
97738592 19921117 A A; 

Related Application(s): 08/122071 19930914 5524073 GRANTED 07/977385 19921117 5267314 GRANTED; 
08/446369 19950222 ABANDONED 

IPC (International Class): H04KOOIOO 

ECLA (European Class): G07F00708E4; G07F00710C6; G07F00710E; H04L00932 

US Class: 34000522; 380045; 705075; 705076 

Agent(s): Panitch, Schwarze, Jacobs & Nadel, P 

Examiner Primary: Zimmerman, Brian 

US Post Issuance: 
--US Litigations: Leon Stambler RSA Security, Inc., et al 20010202 Delaware 
0 1-065-SLR Final judgment is entered in favor of defendants and 
against plaintiff on all his claims of infringement under the '148 patent, the 
'541 patent, and the '302 patent. Defendant's motion for dismissal is granted 
in part, and defendants' invalidity counterclaims with respect to claims I, 16 
and 35 of the '148 patent and claim 12 of the '302 patent are dismissed without 
waiver and without prejudice as moot. Final judgment is entered against 
defendants and in favor of plaintiff on defendants' invalidity counterclaims 
and affirmative defenses with respect to claim 27 of the '541 patent and claim 
34 of the '302 patent. Defendants' motion for judgment as a matter oflaw of 
non-infringement of claim 27 of the '541 patent under the doctrine of 
equivalents is granted, and judgment is entered in favor of defendants and 
against plaintiff on his claim of infringement of claim 27 of the '541 patent. 
Verisign's motion for summary judgment of non- infringement of claim 12 of the 
'302 patent under the doctrine of equivalents (D.!. 274) is granted, and 
judgment is entered in favor of Verisign and against plaintiff on his claim of 
infringement of claim 12 of the '302 patent. So ordered this 17th day of April 

e MicroPatent Patent index- an enhanced INPADOC database 



-- 393 --
MasterCard, Exh. 1011, p. 393

Family Bibliographic and Legal Status 

2003 in Wilmington, Delaware. At Wilmington this 14th day ofNovember, 2003, 
consistent with the memorandum opinion issued this same day; It is ordered that 
plaintiff Leon Stambler's motion for judgment as a matter of law, or in the 
alternative, for a new trial is denied. (D.!. 460), Sue L. Robinson, United 
States District Judge 

Legal Status: There is no Legal Status infonnation available for this patent 

US5267314A 19931130 
'"" ': '" ... --­

(ENG) Secure transaction system and method utilized therein 

Assignee: ST AMBLER LEON US 

Inventor(s): STAMBLER LEON US 

Application No: US 97738592 A 

Filing Date: 19921117 

Issue/Publication Date: 19931130 

. 
m . 

. 
i"'IN 

Abstract: (ENG) A transaction system is disclosed wherein, when a transaction, document or thing needs to be 
authenticated, infonnation associated with one or more of the parties involved is coded together to 
produce a joint code. This joint code is then utilized to code infonnation relevant to the transaction, 
document or record, in order to produce a variable authentication number (VAN) at the initiation of the 
transaction. This VAN is thereafter associated with the transaction and is recorded on the document or 
thing, along with the original infonnation that was coded. During subsequent stages of the transaction, 
only parties capable of reconstructing the joint code will be able to uncode the VAN properly in order 
tore-derive the information. The joint code serves to authenticate the parties, and the comparison of the 
re-derived infonnation against the infonnation recorded on the document serves to authenticate the 
accuracy of that infonnation. 

Priority Data: US 97738592 19921117 A Y; 

IPC (International Class): G07F00712; G07F00710; H04L00932 

ECLA (European Class): G07F00710E; G07F00708E4; G07F00710C6; H04L00932R 

US Class: 713176; 705075; 713178; 713193 

Agent(s): Panitch Schwarze Jacobs & Nadel 

Examiner Primary: Cangialosi, Salvatore 

US Post Issuance: 
--US Expiration Date: 20051130 20060124 DUE TO FAILURE TO PAY MAINTENANCE FEES 

Legal Status: 
Date 
20060124 
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! .. i 

Code 
FP 

Description 
EXPIRED DUE TO FAILURE TO PAY MAINTENANCE FEE 
Effective date: 20051130; 
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