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METHOD FOR SECURING INFORMATION
RELEVANT TO A TRANSACTION

This Is a continuation of application Ser. No. 08/446.369.
filed May 22, 1995, which in turn is a division of application
Ser, No. 08/122,071, filed Sep. 14, 1993, now U.S. Pat. No.
5.524.073. which in turn is a division of application Ser. No.
07/977,385, filed Nov. 17, 1992. now U.S. Pat. No. 5,267,
314,

This apy is related to application Ser, No. 08/445,
447, filed May 22. 1995, and application Ser. No, 08/445,
612. now U.S. Pat. No. 5.646.998 filed May 22, 1995, now
U.S. Pat. No. 5.555303.

FIELD OF THE INVENTION

The present invention relates generally to secure transac-

tion systeras u\cL more pamwlnly. concerns a method and

for records and objects

as well as the individuals who are involved with them o
responsible for them.

BACKGROUND OF THE INVENTION

There are many times in our daily lives when the need
arises for highly secure transactions. For example, instru-
ments of commerce., such as checks, stock certificates. and

10

2

bonds are subject to theft and forgery. From the time & -

document is issued, the information cootained on it. or the
same of the ient could be ch ) Slmﬂuly.,

P

2
uati] the present invention, it has not been possibie to verify
the identity and to secure the interests of all parties to
multi-party transactions and. in particular, absent parties to
a transaction. )

SUMMARY OF THE INVENTION

Briefly, the present is di dtoa
document processing. or record access system which svoids
the shostcomings of known systems of this type. In accor-
dance with an embodiment of the present invention, when a
transaction. docunent or thing needs to be authenticated,
lnfctmﬂon assoclated with at least one of the pactics

involved (c.g.. an orl and/or a recipient) is coded to
produeeajointcodc'!‘hujointoodehﬂwn\lﬂlludtocode

or record,
ip order to p lvuinblc thentication number (VAN)

or code at the initiation of the tnnsnﬂon. This VAN is
thereafter clated with and is ded on
the document or mug. ulong with the original information
that was coded. During subsequent stages of the transaction.
only parties capable of reconstructing the joint code will be
able to uncode the VAN propetly in order to re-derive the
inforraation. Thus, the joint code serves to authenticate the
partics, and the nomplr{son of the re-derived information
agaiul the inf d on the d serves to

the of: that inf jon, Al 1y,
the information could be mm:nﬁuted by regenen\ung ]
VAN from the ded Inf and g the
d VAN with the recorded VAN.

pay checks, motor vehicle food

4 %
stamps. wager receipts, medical presmpuons. or birth cer-

tificates and other official documents are subject to forgery,
fraudulent modification or use by an unintended recipient.
As a result, special forms, official stamps and seals, and
special nmhenticnuon procedures have been utilized to
assure the ticity of such d Medical, legnl
and personnel records. and all types of information in
storage media are also subject to unauthorized access, Pass-
words and coding of such recards have been used to thwart
unauthorized access. However. there have always been
ingenious individuals who have somchow managed to cir-
cumvent or evade all such systers of security.
With the Introd of and comp oom-
ications imto busi i and d t
processing. a cemin dcgmc of secuﬂly was galned. in that
it is now possit erify d much
maore quickly !hu'aby avoiding many fmuds which previ-
ously went unnoticed until it was too late. However, with the
climination of the human factor, verification of the identify
of partics also became rore d.tﬂicnll A pressing need stilt
exists for busi g and
record access systems which car assure the ldeumy of the
parties and the accuracy of the information involved in the
transaction, As used herein. the term “record access sys-
tems” includes systems which access media which contains
data. messages. text, FAX, audio, video, drawings, images.,
photo, clectronic and physical mail, safe boxes, and the like.
As used herein the term “business transaction system™ will
be intended s a generic term to describe all such
¢ pr g and record access
systems, including ones not related to business use, such as
passport authentication systems,

TP

55

]

The security problems described above have been handled .

with some degree of success in systems involving a smgjc

In accordance with an embodiment of the present
iovention, at the ime of enrolling as a user of the system,
each user selects a personal identification number (PIN).
which s socret, does not exist in an uncoded form. and
cannot be recovered from other information anywhere in the
system. During or after enrollment. a non-secret identifica-
tion code and a secret code are also stored in a user’s file &t
the user associsted computer facility. When a user partici-
pates in a transaction, the user {s required to utilize his or her
PIN. which after being coded is used to derive a coded
arbitrary number. Subsequently, this arbitrary code is com-
parcd to another such code which is generated from a
reconstituted version of the coded PIN, in order to authen-
ticate the user's identity, One of the embodiments creates 2
computer file with a secret address to authenticate 2 user’s
idcndty. and to secure sensitive records. The address is

ly not stored anywhere in the system. but is genu‘-
ated when needed from information supplied by the user. In
some embodiments of the present invention. when a joint
code is created as described above, one participating user
{c-g.. the originator) must provide his or her PIN. The other
pasty's non-secret identification code and the PIN are uti-
lized in creating the joint code. In other embodiments, the
joint code is created from the coded PIN's of the partici-
pants.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing brief description as well as further objects.
features. and advantages of the present invention will be
understood mese p y from the following detailed
description of the presently preferred, but nonetheless
it i bodi of the i jon, with ref

"being had to the accompanying drawings, io which:

FIGS 1-S itlustrate the symbols utilized in the present

party transaction where the pnty is present, For
during the use of an hine, the
is the sole party involved snd is precent in person. However.

to conventional building blocks used to
form the invention, these building blocks being respectively,
a coder, ap uncoder, a linker, a mixer, and & sorter;

- 23 -
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1 block di

FIGS. 6-8 arc functi il i
check ion system in with a first embodI
mcul of the present lnvennon. with FIG. 6 ﬂlustﬂﬁng user

FIG. 7 ith g how an ¢ iglh a

B
thantionth

4

three phases of operation. In the first phase. illustrated in
FIG. 6. a user of the system must enroll in order to be
recognized by the system. Each user enrolls at his o her
bank. or at another convenicat location. such as a place of

check. and FIGS. 8A and 8B il the
process when the check Is presented to bc cashed;

FIGS. 9-12 are functional block diagrams illustrating a
credential fasuing and authentication system in d:
with a second embodiment of the present invention, with
FIG. 9 illustrating the enrollment of an official, FIG. 10
illustrating the earollment of a user, FIG. 1Y illustrating the
issuance of the credential, and PIG 12 ilustrating the

hentication of an issued
FIGS. 13A-13E, when arranged as illustrated in FIG. 14,
collectively rep a functional block di. of & check

transaction system similar to that of FIGS. 6-38. but includ-
ing the basic processing necossary to clear and pay a check
electronically;

FIGS. 15A-~15C are iuncuonnl block diagums of a cre-
dential issuing and auth system g to an
alternate embodiment of the present inveation; md

FIG. 16 is & functional block diagram of a system for
authenticating a party and for authorizing access to a secret
file associated with the party according to an alternate
embodiment of the present invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

FIGS. 1-§ Ullustrate the functional building blocks uti-
tized in the preferred cmbodi
are 1 buildi
nication systems. Moreover, those lk:l].led in me art will
appreciate that the blocks can be realized as hardware
components. of they can be realized as functional blocks in
an overall computer program.

The coder lllustrated in FIG. 1 and the uncoder illustrated
in FIG. 2 may be any form of such device utilizing a known
algorithm. such as the Data Encryption Standard (DES). A
coder, as illustrated in FIG. 1. has at least one data input, at
which it receives clear data. It also has onc or more
additional inputs for receiving keys K,. K;. which are
utilized to code the clear data into a form in which it could
not be easily recognized or uncoded without the use of the
keys, A variable which is used as a key may be padded to
obtain the desired security. An uncoder (FIG. 2) reverses the
process of the coder. Basically, it receives the coded data and
utilizes the same keys to reconstruct the clear data,

A Enker (FIG. 3) receives & plurality of data inputs and
concatenates them into & longer code word (Dy. D, .. . Dy).
Similarly. a mixer (FIG. 4) receives a plurality of data inputs
(D,. and D, through D) and mixes their digits or binary
bits. A simple example of a mixer would be a conventional
tiroe division multiplexer which Is used to interleave plural
data inputs, . in many applications. it will be
preferable to utilize a more sophisticated mixer, such as one
that utilizes arithmetic and logical combinations of digits or
bits. A sorter (FIG. S) reverses the process of a linker or a
mixer, that is, it receives a concatenated or mixed code word

and rep the original words. A time divi-
sion demultiplexer could serve as a soster for a mixed signal
originally generated by a multiplexer.

FIGS. 6. 7. 8A and 8B constitutc a functional block
diagram illustrating the present invention in a check trans-
action systerm. The system illustrated in FIGS. 6. 7. 3A and
8B are well suited for use in generating and processing
employee paychecks, for example. The system involves

up
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in the p of an officer, who appropristely
verifies the user's idendty and obtains the typical informa-
tion from him. including his taxpayer identification number
(TIN) and telephone pumber. An account is then opened for
the user and a file is created for him or her in the bank's
computer, and the bank assigis a person account number
(PAN) to the user’s account. K a bank card is Issued to the
user, it usually contains the PAN and a bank {dentification
number (BIN).

‘While operating a terminal, the user Is requested to select
a personal identification number (PIN) and to enter that PIN
into the terminal. The user complies and such entry occurs
at block 18 of FIG. & with the typical transaction
information. including the user’s TIN or PAN. being entered
at block 11. The PIN is applied directly to an imreversible
coder 12. where it is processed to produce a coded PIN
{CPN). Coder 12 may be any type of conventional coding
device which can process the PIN so that the coding is
imreversible (i.c.. the PIN cannot be recovered from the
CPN). At the same time. 2 random number generator 14
produces & random number (RN). which Is applied to &
mixer 16 along with the CPN, Alternately. the user may be
permitted to select an u!:llnxy sumber for RN,

The signal produced by mixer 16 is then transmitied to the
bank's computer. where it is appliad to a sorter 18 1tis

d that this occurs over &
secure line. such as one pou:ued by a tandem coder and
uncoder which can utilize 2 joint terminal-bank key. The
sorter recovers the original CPN and RN. saving RN in the
user's file at block 22. It should be poted that in saving RN,
the user's file is accessed by using his TIN as an index. The
received CPN is applied as the data input to a coder 20,
which reccives RN as its key {nput. producing a revisable
owner code (ROC) which is saved in the user's file in the
same manner as RN, Various additional information is saved
in the user's file, such as his personal account sumber
(PAN). name. phone number (PHN). account balance, and
other relevant information. The user’s TIN. PAN or PHN can
be used as an index to access the user’s file. CPN represents
coded authentication information since it is a coded form of
the PIN, and since it is used in other parts of the system to
authenticate the user and the transaction. The system pref-
crably malotains RN as a secret number (although in the
present embodiment the user file is not secret since it is
accessed using a non-secret index) and ROC is maintained
as 8 non-secret number. As explained in detail below, CPN
is derivable from ROC and RN,

FIG. 7 illustrates how the originator generates a check in
accordance with the present invention. This process prefer-
ably takes place at the originatar's terminal or computer. It
is assumed that the originator would be gencrating a check
in the usual manner and would include on it all of the
information usually found on a check, as well as the infor-
mation normally recorded oc imprinted on check forms, such
as the recipient’s name and TIN (RTIN), and the originator’s
pcmonﬂ account number and bank identification number.
Pr y. the { includes a check reader and printer
which can re.id ion from the origi 's
check farm and print mfotmaﬁon on the form. although this
could also be done manually by the originator. The origi-
nalor and the recipicnt can be the same person. for cxample,
where a person is cashing a personal check originated by the
person. In the case of multi-party checks, the check is

—-24 -

MasterCard, Exh. 1011, p. 24



5,793,302

5
ariginsted by a present party (i.c.. the originator) in favor of
an absent party (recipicnt).

The cnginator enters his or her PIN at a terminal or

s ible coder 10, the originator’s
PIN is eonverted to & coded PIN (CPNO), which is tppl!ed
as the key input to coder 28. The data input to coder 28 is
the recipient’s TIN (RTIN), which has been read from the
check. or d from the computer memory. of entered by
the on;huux The data output of coder 28 is a joint key (JK),
which is applicd as lhc key mput toa coder 39. Generally,
the JK is p d using i {ated with st
Jeast one of the parties involved in the transaction (in this
case, the originator and recipient). As will be shown more
fully below, the jolnt key (or code) is used to protect and
suthenticste the originatar and recipient. The data input to
the coder 30 is the information (INFO) to be authenticated
(that is, information felevant to the transsction, such as
check number. amount, etc.).

The data output of the coder 30 is & variable authentica-
tion pumber (VAN), which codes the information to be
authenticated. based upor information related to the recipi-
ent and information related to the originator. Note that the
VAN is alternatively generated directly from INFO and
information associated with at least one of the parties,
without the intermediate step of generating the JK. The VAN
and at lcast & portion of the information relevant to the
transaction are written or imprinted upon the check 32
thereby beocoming & permanent part of it. Alternately, the
check may represent an electronic transfer of funds or some
other type of clectromic transaction, In this case. the VAN
and at Icm a poruon of the information relevant to the

are included with the electrical signals iated
with the electronic transaction.

Tt is contemplated that in creating the VAN, all informa-
tion would not necessarily be coded in the same roanner. For
example, the amount of the check might be considered
important enough so as to be recoverable completely, and it
would be coded into the VAN in a manner that would permit
complete recovery. Other information, such as the date and
check control number might be idered less imp

3

6

a coder 44. A random number generator produces a random
pumber (i.¢.. an arbitrary suraber) RNX which is applied as
the data iuput to coder 44, Coder 44 then produces a coded
random number (l.e.. a coded arbitrary number), CRNX,
which is applicd (0 mixer 48 along with RNX. The output of
the mixer is, therefore, a signal which contains CRNX and
RNX {p & converted form, so that ncither number nor CPNR
mly read.lly bc dlmed from tl-e :.(gn-l CRNX represents
it is & coded
rq:lesenmiun of CFNR lnd becau:: it is used by the
system 1o auth the and the tr

The mixer signal, along with the information entered in
block 41 and the information read from the check are
transmitted to the computer at the reciplent’s bank (ie..
remote bank CPU) over preferably an unsecured line (the
use of an d line is ible b CRNX and
RNX. not CPNR, are transmitted from the mixer 48 to the
sarter 62), The system first anthenticates the identify of the
check holder at the recipient's bank. Next. the information

2 on the dzu:k. as well as the originatos and recipient, are

jcated at the origl! s bank.

At the recipient’s bank, the output of mixer 48 is received
in a sorter 62, which separates CRNX and RNX. with CRNX
being applicd to 8 comparison block 64 and RNX being
applied as the data input to a coder 66. Based upon the
reciplent's TEN. RTIN, his bank's conputer is able to access
his file ot block 68 and to extract his ROC (s non-secret
number) and RN (a secret number), ROCR and RNR there-
from. ROCR and RNR are applied as the data and key
inputs, respectively, to an uncoder 70, which geucrates the
recipicat's CPN, CPN'R which is lpphed as the key mpm lo
coder 66. Coder 66. th the !
coded random nuraber, CRNX (in the same manner as codu'
44), which Is applied as the second input to comparison
block 64. It should be appreciated that the CPNR output of
uncoder 78 Is the true CPNR derived from the bank’s
records. Accordingly. the CRNX produced by coder 66 is the
true CRNX. Therefare, should the ison at block 64
fail, the authentication of the recipient has failed and it is
presumed that recipient is not the party presenting the check.

and would be coded into the VAN in such a manner as to
permit detection of changes (¢.g.. error detection coding).
but without complete recovery of the original information.

As noted above, other predetermined information which
is known jointly by the originator and recipient. and which
docs not appear on the check. can also be used to derive the
VAN, For example. when a check is drawn to muitiplc
recipients, e.g.. husband and wife, each recipient’s TIN
(which does not appear on the check) may be used to derive
the joint code and VAN, This makes it more dificult to
fraudulently generate the VAN since the predetermined
information not appearing on the check would not be
generally known.

FIGS. 8A and 8B illustrate the lu!.hcntu:atiun process ata
terminal wheb the recipi the *s check
to be cashed. The tesminal commumicates via a network of
the banks involved in the transaction. Preferably, the termii-
pal includes a device which can read information directly
from the check 32, Alternately, the terminal operator can
manually key information into the terminal. based upon
information appearing on the face of the check 32. At block
40, the recipient inserts his or her PIN, and at block 41,
identifies his bank and enlers his TIN (RTIN) and afl
information required by the terminal to initiate the transac-
tion. Ap Irreversible coder 42 processes the PIN to produce
the coded PIN, CPNR, which is applied as the key input to

30
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The jon is therefore aborted. On the other hand. if the
's identity is suthenticated. the tr iop can
proceed. The recipient’s bank then with the
ongmalor s bank, oonveying :1! me information about the
and ion to pay (block 71).

As shown in FIG. $B. at the originator's bank. using
OTIN (or the originator’s PAN) 25 an index. the originator's
ROCO and randorn sumber. RNO, are extracted from the
originator's file at block 5¢. ROCO is applied as the data
inpurt to an uncoder $2. and RNO is applied as the key input
to uncoder 52, Uncoder 32 theref
performed by coder 2¢ (FIG. 6) when the onpnator
enrolled. producing the originator's CPN. CPNO. CPNO is
then applicd as the key input to 8 coder 6, which receives
the recipient's TIN. RTIN, as the data input.

In accordance with the embodiment just described. it is
contemplated that security considerations may warrant
revising the ROC from time to time independent of any
transaction. Toward this end. CFN could be reconstituted
from the current ROC and RN as in block 52. Next. a new
RN is used with CPN to generate arevised ROC. making use
of a coder in the same manner as coder 20 of FIG. 6. The
user's new RN and ROC are stored and accessed, and CPN
need only be reproduced at the bank where the user main-
tains an account.

In the same manner as coder 28 of FIG. 7, coder 56
therefore produces the joint key JK. JK is applicd as the key

A
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input to an uncoder 88, which receives the VAN from check
32 as its data input Uncoder S8 thercfore reverses the
coding operation performed by coder 30 of FIG. 7. If the
information on the check has been unmodified, the coder 58
should therefore reproduce the information INFO from the
check which was sought to be authenticated, In block 68, a
comparison is made between the output of uncoder 58 and
the information appeering on the check. Failure of this
comparison 1s an indication that the check may have been
modified after being issued, and the originator’s bank noti-
fics the recipient’s bank that the check will not be honored.
Alicrmatively, the joint key JK from the coder 86 can be used
to code the information (INFO) from the check to generate
anew VAN, which can then be compared with the VAN from
the check to authenticate the check.

Should the ison be fi le, this is an indicati
that the check Is authentic and unmodified, and the origina-
tor's bank accesses the originator's account (block €1) to
determine if the account is in order and has sufficient funds
or credit to pay the check. The date of the check is deter-
mined to be acceptable. If the check control number does not
appear in the i "8 file as a pr ly cashed check.
then the current check control aumber is saved to prevent
frandulent check reuse. The originator’s bank generates a
redeemed or redemption VAN (RVAN) in coder 84, using its
bank key and the original VAN, RVAN is saved in the
originator’s file (block 55) and Is recorded on the check
(block 57). The originator's account is then debited. The
originator’s bank then authorizes the recipient’s bank to pay
the check. On the other hand, if originator’s bank finds any
irregularity in the check or in the originator’s accouat. it will
notify the recipient’s bank that the check is dishonored.

The RVAN (and other RVAN's from other transactions)
can bc acocssed fmm otig.m!(xs' files by banks and other

i g checks to
determine the status of checks. Thus, by uunng and storing
the RVANSs in the originators’ files. fraudulent reuse of
checks is avoided.

At block 72 (FIG. BA). the recipient's bank teceives the
originator's bank's instructions. It will then notify the recipi-
ent if the check has been dishonored. If the check has been
honored, the recipient's account may be credited as in a
deposit. Alternately, the recipient can seceive payment
immediately if he is at an appropriate terminal, such as an
automatic teller machine.

Essentially, the check has cleared automatically. on-line,
without further check handling or processing.

In a transaction where the user cashes his own personal
check, the originator and recipicnt are one and the same, A
VAN is created from a joint code which combines informa-
tion associated with the user, such as the user's identification
aumber (TIN or PAN) and the user's CPN. which is gener-
ated directly from a PIN entered by the user. When the VAN
is authenticated, the joint code is derived by combining the
user's Identification number (TIN or PAN). and the user's
true CPN, which is generated from the RN and ROC
retrieved from the user’s file. with the TIN (or PAN) serving
as a file index.

As noted above. in FIG. 8A it is possible to use an
unsecured link between the mixer 48 and the sorter 62

H

8

present inv . an anti-dupli varisble
tion number (ADVAN) is gcm:rnzd at the recipient’s tor-
minal by codihg at least a transmission date and time with
the CPNR by.a coder (not shown), The ADVAN is then
mixed with the CRNX and the RNX by the mixer 48 and
sent to the remote bank CPU over the unsecured Hoe to the
sorter 62. At the remote bank CPU, the CPNR which is
generated by the uncoder 79 is used to uncode the ADVAN
to regenerate the transmission date and time. The signal
received over the unsecured ling Is then authenticated by
comparing the regenerated transmission date and time to a
reception date and time (that is, the date and time at which
the signal was received at the remote bank CPU). In this
mapna. the recipient and transaction are further authenti-
cated,

According to another embodiment of the present
invention, RNX is g d at both the recij
and the remote bank CPU. To genenale the RNX at the
remote bank CPU. a random number generator is located at
the remote bank CPU, whereln the random number genera-
tor at the remote bank CPU is similar to and synchronized
with the random number generator 46 located at the recipi-
ent's terminal. Instead of mmfar!ng the RNX and lhe
CRNXon]ymaCRNXIs* sferred over the
tine from the recipient’s terminal to the remote bank CPU.
At the remote bank CPU, the CPNR geaersted by the
uncoder 76 is coded by the coder 66 with the RNX generated
st the remote bank CPU to generate the CRNX, The gen-
erated CRNX is then compa.redhylheoompunmr“wllh
the CRNX ferred from the inal to the
remote bank CPU to authenticate the wdpienl and the signal
received over the unsecured line. In this nunnr.r, the recipi-
ent and ction sre further authenti

According to another embodiment of the present
invention, CRNX is never generated, Insiead, the CPNR
generated by the iireversible coder 42 is sent to the remote
bank CPU over a secured line, rather than oves an unsecured
line, The CPNR generated by the uncoder 70 is then
compared by s comparator (not shown) with the CPNR sent

) PPAPRY

40 from the recipient’s terminal to the remote bank CPU to

authenticate the recipient. In this alternate ermbodiment, the
random pumber generator 46. coder 44, mixer 48. sorter 62.

“ and coder 66 are not required, although a secure line is

45

50
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required.

FIGS, 9-12 constitutz a functional block diagram illus-
trating the present invention in a credential issuing and
authentication system. The system involves the same three
phases of operation as the check transaction system of FIGS.
6. 7. 8A and 8B. However. all users are cnrolled by an
authorized official wha must be enrolled first, Accordingly,
there are two ensollment processes which are somcwhat
different. The first one is enroltment of the official. and the
second one is earollment of a user prior to or at the time of
issuing his credentials. It is contemplated that this system
would be useful for all types of credentials and records; for
example, motor vehicle registrations, social security cards,
passports, birth certificates and all types of identification
cards or personal storage media. This system would also be
useful in p g against horized access to all types
of records, as previously indicated.

FIG. 9 llustrates enmllmcnl of the official. This can be

because CRNX and RNX, not CPNR, are d from
the mixer 48 to the sorter 62. However, a security problem
still exists in using an unsecured line between the mixer 48
and the sorter 62 because the signal can be recorded and then
played back later to atteropt to frandulently suthenticate &
frandulent transaction. In an alternate embodiment of the

63

ished at a inal which is in com-
munication with & remote computer over a link which is
assumed to be secure. The remote computer may. for
example. be the central computer at the agency issuing the
credential, At the remote computer, number gencrator 180
generates a random number which. at block 182, is com-

80
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pared to a current lst of all u:igned pcrsonal t:ys b3 the
random sumber does not s
key, then the random pumber is asslgned asthe pmonal key,
PKO, of the official being enrolled. Alternatively, PKO can
be selected at random. from a list of unused PKO's, and the
tist of available PKO's would thereby be diminished. In yet
another alternative, PKO could be accessed from a counter,
such as a pseudorandom or an ordinary sequential counter
the output of which may be coded with a secret key, The
size. or length., of PKO can be such as to provide & full size
memory address or an offset or an index extension, to Hmit
or enlarge the memory space wherein concealed flles arc
stored. PKO 15 then transmitted over the secure link to the
enrollment terminal,

At the terminal. the official enters his PIN and name and
various other information teq by the system. The name
can be numerically coded by using & telephone type key pad.
The PIN is applicd to an imeversible coder 184, which
produces his coded PIN CPNO, CPNO is applied a5 the key
input to a coder 106, which receives PKO as the data input.
The data output of coder 106 is the official’s coded personal
key. CPKO. which is applicd as an input to mixer 107, The
official’s name code and TIN, OTIN, are also applied as
inputs to mixer 1¢7. CPKO represents a coded address since
it is a coded representation of PKO,

The cutput of mixer 107 is transmitted back to the remote
computer over the secure link. At the remote computer,
sorter 109 separates the received signal into its component
parts: CPKO, the official's name code. and OTIN. At block
108. CPKO and the official’s name code are then saved (i.c.,
written) into File No. 1 assigned to the official with the
official's TIN, OTIN, scrving as a File No. 1 index. It is
assumed that during the officlal’s eorollment various other
information will be provided by the official over the secure
line and may be stored in his File No, 1. It should be noted
that OTIN is not sccyet and, therefore. the location of File
No. 1 and the contents of File No. 1 (including CPKO) are
not secretl.

At block 112, PKO is used as an index for File No. 2,
which is also allocated to the carolling official. The location
of File No. 2 (and thus. the contents of File No. 2) is
concealed. since PKO is secret and not stored anywhere in
the system. The information or records which are stored in
File No. 2 can be coded or uncoded. The memory space
wherein concealed files are stared may be previously filled
(or pre-loaded) with dummy or falsc lnm-m.nloo to make

the and | of files undis-
tinguishable from the dummy files. The concealed File No.
2 can also be used to store the ROC and RN (or store only
RN, since only RN is secret—ROC could be stored in a
non-secret file, such as Official’s File No. 1). as previously
described in FIGS. 6, 7, 8A and 8B. to reconstitute a user's
coded PIN. CPN, The concealed File No. 2 can also be used
to store other secret information (not shown) associated with
the official. An official’s coded number, CNO. is generated
at the output of coder 110, and is saved in File No. 2 at block
112, The key input to coder 119 is CPKO and the data input
1o coder 110 is PKO or an ubitmry ptedctamiucd numbet
(APN). CNO rep coded
because it is & coded representation of CPKO, and because
it is used by the system to authenticate the official.

At coder 110, CPKO and PKO can be interchanged as the
key and data inputs, However, the arrangement selected
must then be used consistently in each phase of the operation
of the system.

Those skilled in the art will appreciate that the present
embodiment offers an additional level of security in that, not
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only is secret information unavailable to a person who does
not know the related PK and PIN, but that person is even
unable to the of the file ining the
Information, and {3 unable to uncode the information con-
tained therein.

FIG. 16 illustrates user enroliment. The user is earolled by
8 previously enrolled official. who verifies the user's
identity, based on acceptable documentation. Before the user
can be enrolicd, the official’s identity and authority are
preferably authenticated, The official operates the terminal,
where he enters his PIN, and his TIN, OTIN. and the name
code used during his enroliment. which was stored in his
“File 1". OTIN is transmitted to the remote computer. where
it Is used as an index to access CPKO from the officia)’s Flle
No. 1, and CPKO is retumed to the terminal. The official’s
PIN is applied to the irreversible coder 104, which produces
CPNO. CPNO is applicd as the key input to an uncoder 114,
which receives CPKO as a data input over the secure link
from the remole computer. It will be appreciated that
uncoder 114 simply reverses the process of coder 106 of
FIG. 9, thercfore producing PKO. PKO is applied to a mixer
118, the other input to which is the official's name code, The
output of mixer 118 is then transmitted to the remote
computer.

At the remote comp the signal jtted from mixer
118 is received in a sorter 124. which separates out PKO,
and the name code. The extracted PKO is utilized as an
Index to address the official’s “Flle 2" whezeby CNO is read.
The CNO read from File No. 2 is compared against the CNO
generated by coder 120, which has as its data Input PKO
which is extracted by sorter 124 and as its key input is CPKO
read from *File 17, Should this comparison fail, the identity
of the official is not authent d and the 1L of the
user is aborted. A ng that the camparison is ful
comparator 138 is then enabled. At block 130, the name code
which is extracted from sorter 124 is compared against the
name code read from the officiat’s *File 1™ (using OTIN as
index). Should this comparison fail, the enroliment of the
user is aborted. Should the comparison be successful. the
official has been fully authenticated and the user's enroll-
ment may proceed.

At the remote number g 100 g
& unique random number, which is assigned to the user as a
personal address key, PKU. M!ernately PKU can be gen-
erated from a counter as previously d. As d
below, PKU represents prede(almncd secred address of a
File No. 2 associated with the user. PKU is transmitted over
the secure link to the enrollmeat terminal, where it is applied
to the data input of coder 113.

The user operates the terminal and selects a PIN which he
enters along with his TIN, UTIN. The user's PIN is applied
to the imeversible coder 104, which produces the user's
coded PIN, CPNU, CPNU is applied ss a key input to coders
113 and 115. The output of coder 113 is the user’s coded
personal key, CPKU (which represents a coded address of
the user's File'No, 2), which is applied as a data input to
coder 115. The output of coder 118 is the user's coded
sumber, CNU, which is applied to the input of mixer 116.
The user's TIN, UTIN and CPKU are also applied as inputs
to mixer 116. The output of mixer 116 is transmitted back to
the rcmotc computa' over the secure link. CNU represents
code! inforruation t it is a coded
representation of CPKU, and because it is used by the
system to authenticate the user.

At the remole computer, sorter 119 separates the received
signal into its component parts: CPKU, CNU and UTIN. At
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block 188, CPKU and CNU are saved (i.c., written) into File
No. 1 assigned to the user, with the user's TIN, UTIN
serving as a File No. 1 index. It should be noted that CPKU
and CNU may be recorded on the vser's credential when
they are generated at the terminal. It should also be noted
that UTIN is not secret, and therefore, the location and
contents of the uses’s File No. 1 are not secret. It should
further be notod that the officlal's CNO is stored in the
official’s secret File No. 2 (FIG. 9) while the user's CNU is
stared in the user’s non-secret File No. 1 (FIG. 10A), even
though both CNO and CNU are used to avthenticate the
official and the user. respectively. These two different ways
for storing CNO and CNU (as shown in FIGS. 9 and 10A)
illustrate two embodiments of the present invention.

The user's PK, PKU (or an azbitrary ined num-
ber APN), is applied as the data input to a coder 132. which
receives the officlal’s CPKO as a key input. Coder 132
produces a joint key, JKU. which it will be appreciated. is
deteymined by information related to the user and informa-
tion related to the official. Using PKU as an address, the joint
key is written into the user's “File 27 at block 112/, and using
PKO and UTIN as address indices, the joint key JKU is
written (nto the official's “File 2" at block 134 (FIG. 10B).
These writes are enabled as a result of the success of the
comparison occurring at block 130. Accordingly. the vser’s
“Flle 2" will contain a joint key, and the official's “File 2"
will contain a joint key for each user the official enrolis.
Since the user's file 2 {5 addressed by PKU (which is secret),
the location and contents of the user’s file 2 are secret. At
coder 132, when the joint key JKU is generated, CPK and
PK can be interchanged as key and data inputs, or as (o user
and official inputs. However, the arrangement selected must
then be used consistently.

FIG. 11 illustrates issuance of the credential. This - is
shown from the user 1l process of FIG. 10,

3

0

However, in many instances, # would occur at the same -

time. In the preferred embodiment, this process is shown as
occurring at the agency's computer, although it may be
pafonncd by the official from a terminal where-he may
with lhe 1t is d that the
official has a cred | printer or der which 1
credential forms on which information is printed of recorded
to produce the actual credential, However, it is also possible
to create the credential by inserting information manually or
on a typewriter, provided the necessary information derived
by the system can be entered. The official enters the usual
information (INFO) normally coptained on a particular
credential 145, The user's TIN may also be recorded on the
credential Alternately. the user’'s CPKU and CNU may be
recorded on the credential, after being extracted from the
user’s File No. 1. with UTIN serving as a file index, If
CPKU and CNU are recorded on the credential, they may be
erased from the user's File No. 1. Alternatively, only CNU
may be recorded on the credential, with CPKU in

45

0

12

whmby coder 152 codes the lNPO to prodnee a VAN,
which is ded on the cred After g the VAN
on the credential, the joint key, JKU, may be erased from the
official’s File 2. where it was stored (or held in escrow or in
trust), until the credential was lssued. Alternately. the
authentic JKU may be replaced with a false or dummy JK
for security This the i of the
credential ufs It should be noted that the joint key JKU
stored in the official's File No. 2 can only be used in a
transaction if a party exists with knowledge of the official’s
PIN, since this PIN s required to sccess the official’s File
No. 2 (at block 146). Thus. a person who does not have
knowledge of the officlal’s PIN (such as an unscrupulous
person trying to issue a frandulent credential) cannot legiti-
mately issue a credential,

The VAN which is generated from information (INFO)
recorded on the credential. or from information which is
otherwise stared by the system. can include (coded) pessonal
descriptive details to further identify the user (in addition to
the user’s PIN and TIN) in order to limit the use of the

deatial to the sole individual to whom it was issued (or
sold). Thus, items such as bank cards, tickets, green cards,
food stamps. ballots, travel checks, FAX messages. elc.. can
be protected and used solely by the Individuals 1o whom they
were issued. Also, the use of the credential may be enlarged
1o include a group. such as s family, by coding such
information into the VAN,

F1G. 12 lllustﬂ!u the amhemiclﬂon of am issued creden-
tal. This Is pr ly p data inal provided for
that p '!'he i areading device for the
crodential 145 and an input device, such as a keypad for the
usex. The information could. however. be read from the
crodential and keyed in by hand. The terminal communicates
with the remote processor via  preferably secure link.

As part of the aredential authentication process. the iden-
tity of the user is authenticated. This requires that the user
enter certain information st the terminal. including a PIN
and user’s TIN, UTIN, which is trapsmitted to the remote
computer, which returns CPKU and CNU (box 178) via a
secure data link. Alternatively, CPKU and CNU could have
been recarded on the credential (or on some other item in the
possession of the user. such as a card having a magnetic
stripe for storing data) and inputted directly into the termi-
pal. The PIN is applied to the hireversible coder 176 which
produces CPNU. CPNU is applied as the key input to coder
172 and uncoder 174, Coder 172 recelves CPKU as a data
input. It should be noted that coder 172 performs in the same
manner a5 coder 118, which produced CNU at its output
during the user’s enrollment. The output of coder 172 is
applied as an input to the comparator at block 182, which
also has as xn input the CNU extracted from the user’s File
No. 1 (or inputted from the user’s credential).

Should this comparison faﬂ !he i.dentlty of the user is not

icated, and the ion is aborted.

T

File No. 1, or vice versa.

The issuing process continues with the official entering
his PIN, which is applied to an irreversible coder 140 to
produce his CPNO. which is applied as a key input to an
uncoder 142. At block 144, the official's TIN. OTIN is
utilized as an index to access the official’s “File 1", so that
CPKO may be read therefrom and applied as the input to
uncoder 142. Uncoder 142 therefore performs the same
process as uncoder 114 of FIG. 10 to produce PKO. At block
146. PKO and UTIN are utilized as address indices to access
the official's “File 2" and JKU is read thercfr The

0

Assuming the comparison Is successful. the user is
identificd. and the credential avthentication, with access to
the hidden File No. 2, ensues. The favorable output from
comparatar 182 enables uncoder 174, The data input to
uncoder 174 {s the user’s CPKU. The key input to uncoder
174 is the user’s CPNU, as already explained. It will be
appreciated that uncoder 174 simply reverses the process of
coder 113 of FIG. 18, therefore producing PKU. PKU is
applicd to a mixer 176 which also receives the VAN and
INFO of the credential. The output of mixer 176 is then

information INFO on the credential is applicd as the data
input to a coder 152 and JKU is applied as the key input.

d to the remote computer over the secure link.
At the remote computer, UTIN is utilized as an index to
access the user’s “File 1™ at block 178. This permits reading
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of CPKU and CNU from the file. whereby CPKU and CNU

were transmitted back to the user's terminal, At the remote

computer, the signal transmitted from mixer 176 is received
in sorter 180, which separates out PKU, VAN and INFO.

The extracted PKU is utilized to address the user's “File No.

2" at block 184 whereby JKU is read. It will be appreciated

that the user’s File No, 2 has been accessed by an authorized

user without reference to, or use of, information stored in the
file. The VAN extracted from sorter 189 is applied as a data

* input to an uncoder 162, which receives the joiat key JKU
extracted from the user's “File 27 at block 184. }t will be
appreciated that uncoder 162 therefore reverses the process
performed by coder 152 of FIG. 11. Assuming the VAN on
the credential is the same one as originally recorded.
uncoder 162 will have produced the recovered INFO which
should be the same as the actual INFO recorded on the
credential, '

At block 169, the INFO from the credential is c d
to the INFO recovered from uncoder 162. Should the
comparison fail. this is an indication that INFO on the
credential has been modified. and the aedcndnl is indiawd
as not being authentic, Should the comp be
this Is an indication that INFO Is accurate. and the lulhen—
ticity of the credential is confirmed. Altesnatively, the cre-
dential inf from the ial is coded using the
JKU from the user’s File No. 2 to generate & new VAN,
which is cornpared with the VAN from the credential to
authenticate the credential.

In order to cnhance the security of this system, it would
be desirable to make unassigned areas of memory indistin-
guishable from those utilized to store information for the
“File 1" and "File 2" infc ion, This is lished by
pre-storing pseudo-information in unused mzmoyy allocated

as hidden memory space. This pseudo-information consti-
tutes random information arranged in the samc format as
actual files. This prevents an intruder from searching
memory for structures that look like actual information files
and using the uncovered information to work backwards to
breach security.

FIGS. 13A-13E. when arranged as shown in FIG. 14,
constitute a functional block diagram flustrating further
aspects of the check transaction system of FIGS. 6. 7. 8A and
8B. Specifically, these figures illustrate a three-party check
transaction, with each of the participants and the fidelity of
the information on the check being suthenticated. the check
being automatically cleared, and the funds of the partici-
pants being immediately credited or debited. all of these
processes being paformed on-live. The participating parties
in this transaction are the check otiginator, whose account is
to be debited; the check recipient to whom the check:is
drawn; and the check redeemer, who is cashing the check for
the recipient or accepting it in payment for goods. or
services. and whose account is to be credited, In addition,
the banks for each of these pmidpanu will also be partici-
pating in the tr ion, and ted by
these banks will be unﬂ\endculed It is assumed that any
individual or bank participating in the system will have
cnrolled as illustrated in FIG. 6. In addition, it is assumed
that a check used in the system is generated in the manner
lustrated in FIG. 7.

Referring first to FIG. 13A. the recipient of the origina-
tor's check has presented the check to the red (block

14
The check is ined to d ifie a redemp-
uonVAmeml,. i jon. The p of a
fon VAN is an indi that the check was used

pccviously. and it wilf not be honored. i a redempdon VAN
is pot prescnt, the the tr: jon can p d. Itjs
that the redeemer's bank ldenﬁﬂcaﬁon rumber (RDBIN).
and TIN are stored in the terminal, otherwisc the redeemer
keys in his bank's name and TIN, and the recipicnt keys in
his TIN. PIN and bank's name. A bank directory is addressed
at block 203 to produce the recipient bank’s identification
number (RCPBIN). The reciplent’s PIN is applied to a
irreversible coder 42. which produces his CPNR. Irrevers-
ible coder 42. coder 44, random number generator 46, and
mixer 48 are the same components illustrated in FIG. 8A and
cooperate in the same manner to produce RNX. CRNX. in
a ruixed form' at the output of mixer 48.

The 1 has available to it the red *s bank key
(RDBK). which is applied to the key input of & coder 204,
the data input to which is the terminal ID (TID), which Is

20 generated by the terminal. Coder 284 then produces » joint

40

50

35

terminal bank key (JTBK). which is applied as the key input
10 a coder 206, the data input to which is the output of mixer
48. The mixer output is therefore coded with & joint key
JTBK which has been generated on the basis of information
rclated to the redeemer’s bank identity and the terminal
identity.

‘The output of coder 266 and the information from input
means 202, and the recipient’s TIN, RCPTIN, and the
recipient’s bank ID number. RCPBIN. are then transmitted
to the computer at the redeemer’s bank. At the redeemer’s
bank (FIG. 13B). all of the received information is placed in
temporary storage (block 248)

The redecmer’s TIN. RDTIN, (originally stored In the
terminal, or keyed in by the redeemer). is then utilized as an
index to access his account file, at block 214,

The check control number (CCN) of the present check is
then compared to the CCN’s stored in the redeemer’s file
during previous transactions (block 212). and the transaction
is terminated if the present CCN matches that of a previously
processed check. If the CCN of the present check is not a

P pr 4

RDBIN, and RCPBIN are utilized as indices to access a
bank key table (block 213), which produces the redeemer's
bank key RDBK. and the recipient’s bank key RCBK. which
are applied as the data and key inputs, respectively, to a
coder 214, The coder 214 thew produces a joint bank key
JBK. which is derived from information rclated to the
identity of the redeemer's bank and the identity of the
recipient’s bank,

The terminal, identification (TID) is input to a coder 216,
which has as @ key input RDBK. In the same manner as
coder 264, coder 216 therefore produces JTBK. which is
applied as a key input to an uncoder 218. The data input to
uncoder 218 is the information in temparary storage 208
which was originally rcceived from coder 206. Coder 218
therefore reverses the process pesformed by coder 206,
yielding the output of mixer 48, which is applied as a data
input to a coder 228. The key input to coder 228 is JBK. so
that the output of mixer 48 is now coded with the joint bank
key JBK. The output of coder 220 is then transmitied in a

280). The recipient and the redcemer are at a terminal which
includes appropriate input means 242, Preferably, the input
means includes a check reader and a keypad for each of
thera. However, in the absence of a check reader, it is also
possible 10 key in information from the face of the check.

65

to the 's bank. along with RCPTIN.
RDBIN. and RCPBIN.

At the recipient's bank, the reccived informoation is saved
in temporary storage 239. RCPBIN and RDBIN are then
applied to a bank key table (block 232). to yield RCBK and
RDBK. which are applied as the key and data inputs.
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respectively, to 8 coder 234, In the same manner as coder
214, coder 234 therefore yields the joint bank key JBK.
which is applicd as a key imput to uncoder 236. The data
input to this uncoder 236 is the coded combination of RNX
and CRNX produced by coder 228, Uncoder 236 therefore
reverses the process of coder 220, yielding the noixture of
RNX and CRNX as an output. This mixture is applied as an
input to a sorter 238, to recover RNX and CRNX,

The recipient’s TIN, RCPTIN, is utilized as an index to
access the recipient’s file at block 240 and read therefrom
the random number, RNR. and his ROC, which are applicd
as the key and data inputs. respectively. to an uncoder 242.
In the same manner as uncodes 70 of FIG, 8A, uncoder 242
therefore derives the true CPNR. which is applied a5 2 key
input to a coder 244, which receives RNX as & data input.
Thedauo\npmnfeodawnmerefmdlemm

At block 246, this trie CRNX is compared to the CRNX
derived from sorter 238, If this comparisos is favorable, the
recipient’s identity is confirmed. and processing may pro-

3

16

a data input. The output of codex 272 is the joint key JK.,
which Is applicd as the key input to a coder 274, which
receives the check information as a data input, It will be
appreciated that coders 272 and 274 regenerale the ariginal
VAN. OVAN. from the check in the same manner as coders
28 and 38 of FIG. 7. This regenerated VAN is then compared
to the extracted VAN at block 266, If this comparison fails.
it is an indication that the check Inf ion may have been
tampered with and the originator’s bank informs the redeem-
er's bank that the check will be dishonored. On the other
hxnd. if the ds, the process i

The onginalor’s bank lhen perfonns a series of
g whether the CCN of
the check is proper (ie.. has not been used befare) and
whether the originator has a sufficient balance in his account
(or credit) to cover the check, and whether the date of the
check is acceptable. In the case of any defects, the check will
be dishonored and the process will terminate, Assuming that
everything Is in order, modification of the osiginator’s
account is approved, and a record of the check created st

;«l gﬂxme« processing is terminated, wﬂft the o;xm; ™ block 271, with the new information being added to tem-
's check being dish p 5 o porary storage at block 273. Coders 275 and 276 are then
beenpropalyuuu\emca‘ted.‘rh_erecipiemks bagk thentrans-  ptilized to encode the original VAN, OVAN, into an origi-
mits a ge to the s bank, gitwhether  pator's bank VAN OBVAN. Various Information about the
;no!t:wbe ipl t bas been (hL ticated. If the recip M and ml.ho:iution to credit the redeemer’s
s not been e red ’s inal are then itted is a to the red: 'y
notified. and processing will terminate. bank. "
Assuming that the recip hn been authenticated, the At the redeemer’s bank. all of the received information is
pient's bank inciudes varlous information  stored in temparary storage at block 278. At block 280,

which is temporarily stored by the redeemer’s bank (block
250 of FIG. 13C). At block 252, the originator's bank
identification number ORBIN, which was read from the
check, and the redeemer's bank idestification sumber
RDBIN are applicd as indices to a bank key table to recover
bank keys for these banks. OBK and RDBK. respectively.
These keys are applied to a coder 254 to produce a joint bank
key JBK'. which is therefore dependent upon information
related to the originatar’s bank and the information related
1o the redeemcer’s bank. JBK is applied to the key input of
a coder 256, which receives the original VAN, OVAN. (from
the check) as a data Input. The output of coder 256 is a
redeemer’s bank RDBVAN. which is 'nnsrnlncd lo the

w
@

coder 282 and uncoder 284, steps are performed to extract
OVAN from OBVAN ip a manner which is similar to that
which was dooe in block 269, coder 262 and uncoder 264.
This extracted OVAN is then applied to a comparator 286 of
FIG. 13E. which receives as an additional input the stored
OVAN from the check presented by the recipient. If this
comparisom fails, the process has not been authenticaled, and
the originator’s bank will be notfied, On the other hand. if
the comparison succecds. this is an indication that full
authentication of the cotire process and all parties has

d and that the ag: d from the origi 's
bank is llnhenhc
Pri g then i by the red: 's

originator’s bank. along with various
tion and the information from the check. RDBVAN serves to
henticate the Ication b the banks,

43

at block 288, computing a new bnhnce at block 290
and updating the redeemer's account. The redeemer’s bank
then transmilts 2 message back to the originator's bank.

At the origi ’s bank, the inf is

temporarily stored at block 258, ORBIN and RDBIN are
then utilized to reference a bank key table at block 260,
whereby OBK and RDBK are extracted in the same manner
as in block 252, The joint key JBK' is then generated by
meaps of a coder 262 in the same manner as coder 254, JBK'
is then applied as the key input to an uncoder 264, which
receives RDBVAN as a data input. This uncoder 264 there-
fore reverses the process performed by coder 256 and
produces an extracted OVAN. which is applied to a com-
parator 266 (as shown in FIG. 13D).

The originator's personal account number ORGPAN
which originally appearcd on the check is utilized as an
index to access the originator’s account file at block 268 of
FIG. 13C. This provides access to various information about
the originator’s account including the balance and a kst of
prior check control numbers (CCN's), and in addition.
provides access to his revisable owner code ROCO and
random number RNO, which are applicd as the data and key
inputs to an uncoder, to produce the originatar’s coded pin
CPNO. CPNO is then applied as the key input to & coder 272
(FIG. 13D) which receives the recipient's TIN, RCPTIN, as

50

35

60

65

informing it that the 's account has been credited.
This information is saved at the originator’s bank in tem-
porary storage at block 291. The originator's bank then
accesses the originator’s account file using his personal
account number ORGPAN as an index, and updates his
account with the information that was placed in temporary
storage at block 273 (FIG. 13D).

The redeemer’s bank also communicates with the termi-
nal at which the check was presented (block 294 of FIG.
13D), and informs it that the transaction has been satisfac-
torily completed and that the recipient may receive payment
in the form of cash. goods or services (block 296). The
terminal prints the redemption VAN (RDBVAN) on the
check.

Although various embodiments of the present invention
have been described herein as useful for particular types of
transactions. those skilled in the art will appreciate that they
actually have universal utility. For example, the last embodi-
rent (depicted in FIGS. 13A-13E) was described as useful
in a check transaction system, but it will be appreciated that
it would also be useful in a bill payment system as well as
a paperless/cashless system (as further described below).
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FIGS. 15A. 15B and 15C are functional block dj

18

of

i

a credential issuing and authentication system
an alternate embodiment of the present invention, whmin
the alternate embodiment includes many of the features of
the embodilnenm depicwdln FlGS Mlnd FIGS. 9-12. For

the of FIGS. 15A-15C
include steps for enrolllng an oﬂidal. mromng t user.
issuing a creds

to fs ible coder 1562 which produces the user’s coded
PIN, CPNU. CPNU is applicd as a key Input to coder 1564,
The output of the coder 1504 is the user’s coded predeter-
mined address or key. CPKU. CPKU may be stored in a user
record (at block 1510). A mixer 1566 mixes CPNU and
CPKU and tranemits the mixed signal to the remote CPU.

At the remote computer, sorter 1512 separates the

ISAﬂlustntas user cmllmmt. FIG. 15B lllumus usunnce
of a credential, l.nd FIG lSC illumu:l the mthelﬂcnhon of
an issued of FIGS.
15A-15C, entoll.mcnt cf the official Is the same as shown in
FIG. 9 and, therefore, shall not be di d further.
Referring to FIG. 15A, a user is enrolledby a previously
enrolled official who verifies the user's identity, based on
acceptable documentation. Before the user can be unrolled.
the official’s identity and suthority must be
The official operates a terminal. where he enters his PIN and
his TIN, OTIN. and the name code used during his
enrollment, which was stored 1a his File No. 1. OTIN is
transmitted to the remote computer, where it is used as an
index or address to access the official's File No. 1 and
retrieve CPKO (block 1546). CPKO is returned to the
terminal.

The official's PIN is applied to irreversible coder 1538,
which produces CPNO, CPNO is applicd as the key input to
an uncoder 1532, which receives CPKO as a data input from
the remote comp and which des CPKO to g
PKO, CPKO Is also applied as a key input to a coder 1534,
which receives PKO as an input. The coder 1534 codes PKO
using CPKO as the key input to generste a coded number for
the official (CNO). which represents coded authentication
information. Another coder 1538 codes the official’s name
code using CNO as a key input to generate a coded name
code. A mixer 1536 mixes the coded name code, PKO, and
CNO and transmits the mixed signal to the sorter 1540 af the
remote computer over preferably a secure link.

At the remote comp the signal itted from mixes
1536 is reccived by the sorter 1548, which scparates out
PKO. CNO. and the coded name code. PKO is applied as an
index (or address) to access the official’s File No, 2 and to
thereby retricve CNO. which was previously stored in the
official’s File No. 2 during the enroliment of the official (sec
FIG. 9). The CNO transmiited from the terminal and the
CNO retrieved from File No. 2 are then compared in a

mp Hthe ison fails, the identify of the

11,

official is not d and the of the useriis
aborted. Assuming that the comparison is successful. the

15

2

as

40

comparator 1542 is enabled and sends a signal to an uncoder

1544. The uncoder 1544 then uncodes the coded name code
using the CNO retrieved from the official’s File No. 2 to
regenerate the name code, The name code is also accessed
from File No. 1 and then compared at 1559. If the compari-
son fails, the identify of the official is not authenticated and
the enrollment of the user is aborted. Assuming that the
i is sful, the comp 1550 sends an

authentication signal (“okay to enroll user™) and user enroll-
ment begins. It should be noted that the “okay to enroll user”
signal is applied as a writc enabled to the official’s File No.
2 at 1552 to save a joint key JKU therein (described below).

At the remote comp number g 1516 g
a unique random number (as discussed above), which is
assigned to the user as a secret predetermined address or key.
PKU. PKU is transmitted over a secured link to the enroll-
ment terminal, where it is applied to the data input of a coder
1504.

The user operates a terminal and selects a PIN which he
entess along with his TIN. UTIN. The user's PIN is applied

50
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]

ived signal into its component parts CPKU and CPN. At
the remote compater, a random number RN is generated (as
discussed above) and applied as a key input to coder 1518,
The coder 1518 also seceives CPN as an input and thereby
generates & revisable owner code (ROC). ROC s stored in
the user’s File No. 1 (at block 1526), wherein the user's File
No. 1is accessed (or addressed) using UTIN, CPKU is also
stored in the user’s File No. 1 (at block 1526).

PKU is applicd as an index or address to the user’s File
No. 2 in arder to store RN (at block 1522). PKU Is secret in
the system and, therefore, the location and contents of the
user’s File No. 2 (including RN) is secret. Additional
information may be coded in a coder 1524 using CPKU as
a key input to generate coded information which Is also
stored in the user’s File No. 2. The information which is
coded using CPKU in the coder 1524 may include the secret
information RN.

PKU is applied as an input to coder 1528, which also
receives CPKO as a key inpit, The coder 1528 generates a
user joint key (JKU) which is stored in the user’s File No.
2, JKU Is also stored in the officlal’s File No, 2 (at block
1852).

1t should be noted that the storage and handling of RN and
ROC in the embodiment shown in FIG. 15A s different from
the storage and handling of RN and ROC shown in FIG. 6.
In FIG. 6, the file in which RN and ROC are stored is
generally son-secret because it is indexed (or addressed) by
generally non-secret user information (such as the user's
TIN). However, in the embodiment shown in FIG. I5A. the
non-secret ROC is stored in the user's File No. 1, which is
nou-secret, and the secret RN is stored in the user’s File No.
2, which is secret (since it Is :ccusedor addressed using the
secret PKU). Therefore, the diment of 15A includes an
additional level of security and protection over the embodi-
ment shown in FIG. 6.

FIG. 15B ilk i of a credential ding to
the alternate embodiment of the prescnl invention. The
of credential in the di is essen-

tially the same’as the i of credentials in the previ:

embodittient shown in FIG. 11, Note, however. that it is
possible to record the ROC retricved from the user File No.
1 on the credential 1564 since the ROC is public (although
the ROC could also have been recorded on the credential in
the previous embodiment).

FIG. 15C illustrates the wthenhcauon of an issuad ae-
dential. This is preferably p data i
for that purpose. The terminal includes a reading device for
the credential 1564 and an input device, such as a keypad,
for the user. The information from the credential 1564 could.
however, be keyed in by hand. The terminal communicates
with the remote processor vin a preferably secured link. As
part of the credential authentication process. the identity of
the user is authenticated. Specifically, the user enters his PIN
which is applied as an input to irreversible coder 1570,
which generates 8 coded PIN (CPNU). The user slso eaters
his TIN (UTIN), which is used to access the user File No, 1
(at block 1588) and retrieve CPKU, which is transmitted
from the remote CPU to the terminal, CPKU is applied a5 an
input to coder 1874, which also receives CPNU a5 » key
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input. The coder 1574 generates a coded number CNU,
which coded authentication Inf ion. CPKU

is also applied as an' Input to uncoder 1572, which also
recelves CPNU as a key input. The uncoder 1572 d

2

Firt tnf, 'y

if the ison is transmitted

over the transmission medium between the mixer 1576 and

the sorter 1578 is lu(hcnﬂcaled In this manner, the user and
d ) are further auth

CPKU to regenerate PKU, Both CNU and PKU are mixed
by mixer 1576 and sent to the sorter 1578 at the remote CPU.

At the remote CPU. the sorter 1578 separates the signal
into its component parts PKU and CNU, PKU is lppl.icd as
an index into the user's File No. 2 in order to retricve the
secret informatioa RN. UTIN is applied as an index to the
user's File No. 1 to retrieve the non-secret revisable owner
code (ROC). ROC is applicd as an input to uncoder 1584,
and the secret information RN is applied as & key input to
uncoder 1584, The uncoder 1584 thereby uncodes ROC
using RN in order to regenerate CPNU as RCPN, which is
applied as & key input at coder 1882, CPKU. which is read
from the credential 1564. is applied as an input to coder
1582, The coder 1582 codes CPKU using RCPN as 2 key
input in order to generate a coded number CNU. The
generated coded pumber CNU is compared at the compara-
tor 1580 to the coded mumber CNU received from the
terminal, i the comparison fails, suthentication of the user
aborts, However, if the comparison is successful. the user is
authenticated and the process continues by authenticating
the credential 1564.

The credential 1864 js auth d by reading the offi-
cial’s ID nurber OTIN from the credential and using OTIN
as an Index in order to access the official’s File No. 1 and
read CPKO (block 1599), CPKO is applied as an input to
coder 1598 which also receives PKU as a key input. The
coder 1598 codes CPKO using PKU in order to regenerate
the user joint key JKU. JKU is also read from the user's File
No. 2 using PKU as an index and then applicd to a
comparator 1596. The comparstar 1586 compares the JKU
which was retricved from the user's File No. 2 and the JKU
which was generated by the coder 1598, If the comparison
fails. then authentication of the credential aborts. However,
if the parison is sful, the 1p 1596 is
cnabled and sends an okay signal to a comparator 1594,

The JKU retrieved from the user’s File No, 2 at 1586 is
applied 10 an uncoder 1592, which also receives as an input
the VAN which was read from the credential 1564, The
uncoder 1592 uncodes the VAN in order to regenerate INFO.
The regenerated INFO is applied 2s an ipput to the com-
parator 1594, which also receives the INFO read from the

dential 1564. The comp 1594 the regén-
crated INFO and the INFO from the credential and if thc
comparigon is ful. the credential is
Otherwise, the credential is not authenticated.

As noted above. in FIG. 15C, the transmission lmk
between the mixer 1576 and the sorter 1578 is pref

5

18

20

30

3s

40

45

Altanatively. a semi-random number (aot shown) is
generated at the termainal using a counter or other random
number generator (not shown), The seral-random number is
coded using the CPNU to generate a coded serui-random
number, The coded semi-random number is then transmitted
along with CNU and PKU to the remote CPU over an
unsecured medium. At the remote CPU, the coded semi-
random atmber is uncoded using RCPN to regenerate the
semi-randore number. A second semi-random sumber is
then gencrated at the remote CPU using another counter or
random number generator (not shown) which Is generally
synchmnlzed wilh the counta (not shown) at the terminal.
the mixer 1576 and
mc sorter 1578 is then authenticmed by comparing at the
remote CPU the regenerated semi-random number to the
second semi-random number which was generated at the
remote CPU, If the comparison is successful, then the
inf : . P ”

over the
between the mixer 1576 and the sorter 1578 is authenticated.
In this manner, the user and credential are further authenti-
cated.

As described sbove, the predetermined secret address
PKU is coded to generate the coded secret address CPKU,
According to an alternate embodiment, PKU comprises one
or more comp which are binable to form the
predetermined secret address PKU. In this alternative
embodiment, only one of the components of the PKU is
transmitted from the remote CPU to the terminal. The coder
1564 (FIG. 15A) codes this onc component of mc PKU to
geoerate CPKU. Therefore, in this all
CPKU represents a coded poruon of the PKU. Then, to
access the user’s File No. 2. the CPKU is uncoded as
described above to regenerate the postion of the PKU. This
PKU portion is combined with the other postions of the PKU
to regenerate the PKU, which is then used to access the
user's File No. 2. The other portions of the PKU may be
stored throughout the system. such as in the operating
system, in the executive program. in files, etc.

FIG. 16 Is a functional block diagram of a system for
authenticating the identity of a party and for authorizing
access 1o a party's hidden (or secret) file according to an
alternate embodiment of the present invention. The party’s
hidden file (such as hidden mcmory file 1622) may contain
coded or uncoded secret i ion. In the exnbodi of
FIG. 16, the party is in possession of a portable storage
modu such as a card 1682 having a magnetic stripe for

scmrad sincc using an unsecured link would prmem a
1 se blem. For pic. the signal from the

mixer 1576 could be recorded and then transmitted to the
sorter 1578 at a later date in order to attempt to fraudulently
authenticate a user and a credential. In accordance with an
nllmme embodiment of the ptese.nl invention. an anti-
lication variable authestd umber (ADVAN) Is
genc.nled at the terminal by coding n! least a transmission
date and a time with the CPNU. The ADVAN s then mixed
with the CNU and the PKU at the mixer 1576 and sent to the
sorter 1578 at the remote CPU over an unsecured link. At the
remote CPU. the reccived ADVAN is uncoded using the
derived RCPN to regenerste the transmission date and the
time. The regenerated transmission date and time are then
comparcd to a reception date and time (that is, the date and
time at which the signat was reccived at the sorter 1578) and

35
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thereon. The card 1602 is issucd by an
agency. or 2 bank, during enrollment of the party, Informa-
tion recorded on the card 1602 includes the party's revisable
ownex code (ROC). & coded address (CPK) of the hidden file
1622, an agency identification number (AID or Agency ID).
and a transaction sequence number (TSN). The party’s ROC
is generated as described above (see FIG. 6). The coded
address CPK of the hidden memory file 1622 may either
represent the entire address of the hidden memory file 1622
ar only u portion of the address of the hidden memory file
1622, as described above.,

The party to be anthenticated enters a personal jdentifi-
cation pumber (PIN) at a terminal. The PIN is input to an
irreversible coder 1686 to produce a coded personal identi-
fication number (CPN). The information recorded on the
party’s card 1602 is read from the card 1602 using an
appropriate reader (not shown). The CPK read from the card

-32 -

MasterCard, Exh. 1011, p. 32



5,793,302

21
1602 is applied as an input to an uncoder 1612, which also
receives the CPN as a key input. The uncoder 1612 uncodes
CPK using CPN as a key input to generate PK. which
represents cither the total address of the hiddep memory file
1622 or a portion of the address of the hidden memory file
1622 (as noted above),

The transaction sequence number (TSN) read from the
card 1602 is input to 2 mixer 1608 and then to & coder 1610.
The coder 161¢ also receives the CPN as a key input. The
coder 1610 codes the TSN using the CPN as a key input to
generate an anti-duplication VAN (ADVAN), The ADVAN,
PK. ROC. and AID are input to a mixer 1614 and the
resulting mixed signal is sent to the remote CPU over a

forah 4 feation link.

» 24

The user's hidden memory file 1622 is part of a memory
which Is used to store such files at the remote CPU, The
sorter 1616 separates: the received mixed signal {uto its
component paris ROC. PK. AID. and ADVAN. Where the
PK genersted by the uncoder 1612 is only a portion of the
address to the hidden memory file 1622, the AID is used as
an index to a memory table 1618 to retrieve other address
components for the hidden memory file 1622, Thus, the
address coraponents (n the memory table 1618 applicable in
any given ds on the particular AID. The PK
is combined with the other address componcnts at & com-
biner 1628 to thereby form the coraposite address of the
hidden memory file 1622. The AID coujd also identify.a
pred ined procedure for bining the applicabl
address components. The composite address is used to
access the hidden memory file 1622 to retrieve a secret
random number RN (which is generated according to the
racthod described above with respeet to FIG, 6). RN is input
as a key to a coder 1624, The coder 1624 also reccives the
ROC from the sorter 1616 and thereby generates CPN.

A transaction sequence number (TSN) is also retrieved
from the hidden memory file 1622 and is input to a coder
1632. The coder 1632 also receives CPN as a key input and
thereby generates an ADVAN. The ADVAN penerated by
the coder 1632 is compared with the ADVAN output from
the sorter 1616 at a comparator 1639. If 2 favorable com-
parison is obtained. then coder 1628 is cnabled If the
comparison is not favorable, then the vser is not authenti-
cated and docs not gain access to the memory file 1622.

Coder 1628 receives PK as an input and CPN as a key and
thereby generates CPK. The CPK generated by the coder
1628 is received by an uncoder 1626 as a key input. The

s
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1t should be noted that an unsecured communication link
between the mixer 1614 and the sorter 1616 is utilized if the
hidden memory file 1622 is remote from the location where

the party’s PIN is entered (that is. the terminal). It should -

also be noted that the transaction sequence number (TSN),
in conjunction with the ADVAN, serves to protect the
mhenddfy of the transaction and the user's card against

Jent duplication of the ion information (that {s.
by recording the output of the mixer 1614 and retransmijtting
it later to the sorter 1616).

A number of additional applications for the present inven-

tion will now be described.

‘The invention could be utilized in a pay telephone system
in which calls could be made without the use of money. The
call originator uses a telephone in the usual way to enter the
telephone number of the party to be called (i.c., to the call
recipient). The call originator also eaters his own telephone
number and PIN. The system then suthenticates the identity
of the originator as described above (by using. for exanple,
the embodiment depicted in FIGS. 6-8 or in F1GS. 9-12). In
the first embodiment (l.e.. FIGS. 6, 7. 8A and 8B). the
originator's PIN is coded. and used to derive an arbitrary

pumber, which Is subsequently compared to another such

number which is generated from a reconstituted version of

25 the coded PIN, The reconstituted coded PIN is formed from

an RN and ROC which are accessed from the originator's
account file, with the originator's telephone number serving
a5 a file Index: If the comparison is unfavorable, the call is
aborted; otherwise, call processing connnnes

In the second embodi the *s teleph
number is uscd as an index to file no. 1 to access an
originator's CPKO and true CNO. The originator’s coded
PIN, CPNO, is then combined with the originator’s CPKO
to generate a CNO (as fn FIG. 12). The originator’s identify
is then anthenticated by comprlng the true CNO with the
derived CNO. ¥ the oamplrhon is unfavorablc, the call is
aborted; otherwise, p The origi! can
use » machine readable card, or the like which has CPKO
and CNO previously recorded thereon. In this evnnt access
to file no. 1 is uanecessary.

In either embodiment. if the {dentity coruparison is
favorable, then the originator’s credit balance is extracted
from the originator’s file to determine whether the call
should be allowed, If the credit balance is favorable, then the
teleph {on Is ded to the call recipient. and
the red) s teleph is rung.

uncoder 1626 also receives as input coded infe

which is retrieved from the hidden memory file 1622. The
uncoder 1626 uncodes the coded information from the
hidden memory file 1622 using the CPK as a key input to
thereby produce clear inf jon. The clear inf ion Is

then provided to the suthenticated user.

As a result of the favorable comparison of the ADVANSs
at the comparator 1638, a new (or revised) transaction
sequence number (TSN) is generated and stored in the
hidden memory file 1622. Also, a coder 1634 is enabled. The
coder 1634 receives the CPN as an input and also receives
a revised RN as a key input. The output of coder 1634 is a
new ROC, which is combined with the new TSN in mixer
1635. The mixer 1635 output is sent back to the terminal
where the sorter 1604 separates the new TSN and ROC.
which are then recorded on the user's card (in order to
prepare for the next transaction by the user), Note also that
anew CPK may be generated as well by revising a memory
address component. such as the address displacement, In this
event, the new CPK would also be returned to the terminal
to be recorded on the user's card,

50
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At !be end of the call, the originator’s credit balance is
diminished by the cost of the call. and the new balance is
computed and rewrilten to the originator’s file. The origi-
nator may then be advised of the cost of the call. When the
recipient's tclephone rings and the call is answered. the
system can require that the identity of the person answering
the phone be authenticated. as in a person to person call. In
this event, the recipient is asked to enter a PIN, and the
recipient's identity is authenticated using either of the two
embodiments mentioned above.

Alternatively. a first joint code could be generated when
the call is initiated. ¢.g.. from the originator’s CPN. and the
recipient’s reconstituted CPN, When the call is answered.
the recipicnt enters his PIN, which is converted to a CPN and
combined with the originator’s reconstituted CPN to form a
second joint code. A comparison then ensues between the
first and second joint codes.

Another application of the invention is a system which
uses a bill as the means of (or vehicle for) payment. The bill

ins the dsual p inf and a VAN is also
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recorded on the bill when the bill is generated. The VAN is
derived from the payment Information (INFO) and identi-
fication information associated with the originator of the bill
(e.g.. similar to the bank identification line of information
which appears at the bottom of an originator’s check) or'the
originator’s TIN and BIN. The bill may also contain the
recipient’s TIN and BIN. Preferably. the above information
Is coded in a standard format. at a fixed location on the bill
itself, The bill is then used in an npproprixlc document
reader to provide the tr: jon to the
system. The party paying the bill (i ¢., the payor) caters his
PIN and the payor is then authenticated using the PIN. Also,
the VAN is suthenticated (using one of the methods
described above). If the payor and the VAN are authentl

A
physician can automatically authorize the prescription of an
originating physician (on-linc). after the original prescrip-
tion is autheaticated.

The invention also finds utitity in a papericss/cashless
transaction system. in which “funds transfes” transactions.
such as purchases, occur without the use of money. or
checks, In this system. the payment originator uses a pay-
ment recipicat’s terminal which stores information to iden-
nfy the precise K of the recipient’s

ively, an origi PIN. | ion Identifying an
ungumm- account and a recipient account. and funds trans-
fer information (INFO) which includes a payment amount
are enmed directly into a terminal of this system by the

the bill is paid. A redemption VAN Is g d (using
information associated with the payee party) and printed on
the bill, when it has beén paid.

Alternatively, the payor could simply key in the informa-
tion from the face of the bill. When the transaction is
completed, a redemption VAN is displayed to the payor.
which he secords on the bill (or the VAN could be auto-
matically recorded on the bill).

In accordance with a further application of the embodi-
ments of this fnvention, a medical prescription form which
has been originated and issued by a doctor to a pnlicnt (a
ipient). can be authenti ‘lopumi!" ohhc
deslgn-wd modicine, or drug. ln a

igil . The system initially generates a VAN,

(OVAN) by using the payment information (INFO) in
conjunction with the identificarion lnfmmﬂon associated
with the payment igh and i The
is using the PIN

usi.ng u method described above, The system then approves
or disapproves the psyment based upon an authentication of
the VAN, and the “joint” identification information associ-
ated with the participants, and the availability of funds, or
credit, Such transactions are carried on entirely
elcctronically, the participast’s bank accounts are credited
and debited automatically, allowing commercial transac-
tions to be completed “instantaneously”. An RVAN may be

b amti, ok

g f
q

[ d using the INFO and printed on a seccipt which is

along with may
{nclude & third sud: as an lnsurlncc p«mdef This
system is particulasly usefut for a patient who is in d

disp d to the origf
Although prefered emb

A

of the i have

peed of medicine, and is in u remnole or strange environment.
where the preseription cannot be easily

available pharmacy cannot be found.

The prescription form contains identification information
associated with the doctor and the patient, and the usual
information which appears on a prescription. such as the
type of medici gth. quantity. application, date. refills,
generic. and a control number. The prescription form also

3s

contains a VAN, which is the result of coding the medical

been disclosed for il purp those skilled in the
MEE covirot lrt wul app iate that many addid modlﬁmﬂolu and
oran ible without d g from the scope

or spirit of the invention as defined in the accompanying
claims.

I claim:

1. A method for coding and storing information. compris-
ing information associated with a party and other sensitive
information, said information associated with a party being

and identification information. Preferably. the inf¢

and the VAN are recorded on the prescription form so that

it is mdabl: by an mdmdull lnd it also includes coded
or g the same infarnutlon m

nuchme readable fonn.

‘Whea the prescription form is utilized by the recipient to
obtain the medicine from a processing entity (such as a drug
store), the information on the form is read avtomatically by
2 terminal of the system, or it is entered via a keyboard. The
recipient also enters his PIN, and the system avthenticates
the prescription form. the docwr and lhc reclpient in accor-
dance with the embodi ! . An indi-
cation of the cost of the prescribed medicine, and the method
of payment is provided to the recipient. The recipient may
elect to pay by using one of the methods described herein,

Note that the procusing entity may also inclnde a cen-
tralized clearingt in with d
outlets (i.c., d.r\lg stores) for authenticating pmmpuous An
RVAN may be generated trom the VAN and information

jated with the g cntity, and then assoﬂaled

43
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used to autt the party and authorize
acceu the method comprising:

previously recciving a first personal identification number
(PINT) from the party:

previously ﬂ&rivinu or accessing first coded authentica-
tion information by using the first PINI;

previously ing ot least two bers using the first
coded authentication information, wherein at least one
of the at least two numbers is an arbitrary number:

previously storing each of the at least two surnbers in one
or more storage mecans;

retrieving each of the at least two numbers previously
stored in the one or more storage means;

recelving & second personal identification number (PIN2)
from a party to be authenticated;

deriving oc accessing second coded authentication infor-
mation by using the second PIN2;

combining each of the at Ieast two numbers retricved from
the one or more storage means to derive third coded

with the tnnucﬂon to lhaeby di the pr
entity’s invol in the i
If a patient attempts to use a prem‘ipuon in & state where
phy {s not d. such as out of state,
onginal prescription may not be usable, In this situation.
a directory system of predetermined licensed "cotrespon-
dent” physiclans may be established, and P

68

comparing the second coded authentication information
with the third coded authentication information; and

authenticating the party and authorizing access if the
second coded authentication information and third
coded authentication information correspond to each
other.
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2. The method of claim 1 further comprising:
coding said other sensitive lnfmnllion wlt.h said first or
second or third coded authent tion to

26
previcusly generating a joint key using the information
associated with the first party, and the information
{ated with the sccond party: and

derive coded sensitive information.

3. The method of claim 1 further comprising:

uncoding said coded sensitive information with sald sec-
ond or third coded authcntication information to
recover the other sensitive information.

4. The method of claim 1 further comprising:

revising each of the at least two sumbers at an arbitrary

5 an
replacing each of the previous at least two numbers in the
one or more storage means with each of the revised at
least two numbess.

5. The method of claim 1 whircin at least a first of the one
of more storage means.is located at a first site, and a second
of the one or more storage means is located at & second site,

6. The method of claim 1 wherein at feast one of each of
the at least two numbers is secret, and at least another of
each of the at least two pumbers is non-sccret.

7. A method for coding first information, the method
comprising:

coding the first information using second information; and

then coding the result using third information, at least

15

one of the sccond and third infarmation being associ- »

ated with at least one catity, the entity comprising 8
person of a computer program. wherein a credential
having non-secret informnation stored therein is previ-
ously issued to at least one entity by & trusted entity, the
non-secret information including the second or third
information.

8. In a multi- pmy lranudion system, a method for

the method
uompﬁsing

coding the inf to the & using

first inforration associated with a party to generate first
coded transaction information;

coding the first coded transaction information using sec-

ond information associated with more than one party to
generate second coded tramsaction information.
wherein a credential having son-secret information
stored therein is previously issued to at feast one of the
pasties by 2 trusted party, the non-secret information
including the first or second information.

9. The method of claim 8 further comprising recovering
information relevant to the transaction by:

uncoding the second coded transaction information using

the second information associsted with the more than
one party to recover the first coded transaction infor-
mation; and

uncoding the first coded transaction information using

third information associated with the party 10 recover
the information relevant to the transaction,

19. A method for securing in escrow and in trust. a joint
key associated with a first party and a second party and
stored In a storage means associated with the second party.
wherein escrowed or entrusted information was previously
used for generating a variabic suthentication number (VAN),
the joint key being derivable from information associated
with the first party and information associated with :the
second party, the VAN being subsequently used in authen-
ticating the first party, the first party being enrolled by the
second party and being Issued a cﬂ:dcnﬁul. thc VAN being
stored in the credential, the method

g information iated with the first
pmy and lnfomnﬂon associated with the second party;

by

45
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malning in the storage means, In trust, at least the joint

n 'nne racthod of claim 10 wherein the second party Is
lnlgent.orlntgency orlnomcldofmagency or an
h or ap entity d with
issuing ﬂze credcndal
12. A method for enrolling and issuing a credential to a
first party by & second party. and subscquently granting the
first party access to a first starage means, whercin the first
party has » first personal identification number (PIN1), and
the second party is previously granted authority to issuc &
credential to the first party, the first storage means, being
accessible only to a party with knowledge of the first PIN1,
the method of enroliment and issuing a credential compris-
ing:

iving L 1

d with the first party;
reedving Information associated with the second party;
storing in escrow and in trust the information associated

with the first party and the information associated with
the second party ia a second storage means. wherein at
least a portion of the information retricved from the
second storage means is used in enrolling the first party
and issuing the credential; and

subsequently granting the first party access to the first

storage means by using the PIN1 or the credential.

13. The method of claim 12 wherein the second storage
means is ible for st therein only by
a party with knowledge of a secoad PIN (PIN2) known to at
least the second party, such that if no party exists with
knowledge of the second (PIN2), then information cannot be
stored in the second storage means.

14. A method for enrolling a first party by a second party.
and subsequently granting the first party access to a first
storage means, wherein the first party has a first personal
identification aumber (PIN1), and the second party has a
second personal identification number (PIN2), the first stor-
age means, being accessible only to a party with knowledge
of the first PIN1 or with knowledge of the second PIN2, the
method of enrollmen( comprising:

d with the first party;
iving information d with the second party;
coding the information associated with the first party and
the information associsted with the second party to
genenate a joint code;
storing the joint code and the inforration associated with
the second party in a second storage means; and

subsequently receiving and using PIN1 or PIN2, and
yetrieving and using the joint code and the information
associated with the second puty in granting the first
party access Lo the first storage means,

15. The method of claim 14 wherein the second storage
means is accessible for storing information therein only by
a party with knowledge of the second PIN (PIN2), such that
if no party exists with knowledge of the second (PIN2) then
information cannot be stored in the second storage means.

16. A method for granting a first party acoess to a first
storage means, subsequent to being enrolled by a second
party, wherein the first party has a personal identification
number (PIN), and wherein inforination associated with the
second party was previously stored during earoliment in a
second storage means, and a first joint code was previously
generated and stored during enrollment in the second storage
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means, wherein the joint code was previ d b

28

using first coded authentication fnformation derived of
accessed from the personal identification bumber (PIN) of
the first party and information associated with the second
party. the method comprising:

g a personal identifi number (PIN) from the
first party and generating or accessing second coded
sutheatication information using the PIN;

retrieving from the second storage means the information
associated with the second party, and the first joint
code;

coding the second coded authentication joformation and
the information associated with the second party to
generate & second joint code;

comparing the first joint code and the second joint code;
and [

H,

granting the first party sccess (o the first storage means. if
the first joint code cormesponds to the second joint code.
17. Amethod for authenticating a first party at first site by
a second party at a second site and granting the first
access to a first storage means at 2 second site, the second
party being a person or a comptter program, wherein the
first party has a personal identification nurober (PIN), and
wherein first information associated with the second party is
generated and stored in a second storage means associated
with the second party at the second site, and wherein first
coded information previously derived or accessed by using
the PIN of the first party was previously stored in the second
storage rucans, the method comprising:
generating the first information, and storing the first
information in the second storage means;
receiving the PIN from the first party and deriving or

accessing second coded information by using the PIN: |

retrieving from the second storsge means the ﬁrsl
inf ion, the first jon being previ
derived or accessed by using the PIN;

coding the first coded information prevmsly dmved or

20

ieving the fourth inf i £
ond party;
uncoding the third joint code using the fourth information
to recover the third information;
uparing the g d third inf
ered third information; and
uuthenﬁcaung the second party if the guurlted third
ds to the d third {nfor-

d with the sec-

and the recov-

mation.

19. The method of claim 18 wherein a credential previ-
ously issued to the second party by a trusted party is used by
the first party to verify that the fourth information is secured
to the sccond party.

20. The method of claim X8 wherein the first information
associated with the second party, and the third information
assoclated with the first party each comprise a random
number.

21. The method of claim 18 wherein the third information
associsted with the second party. and the fourth information
assoclated with the first party, each comprise a random
number,

22.Ina

system a memary contai
ing ion or a first gram stored
in a controlled memory area to which access is granted only
upon proper authentication of an authorized user of the
computer system. the user including a person or & second
computer program, the memory further including a stored
control program for interacting with the user and for making

mp
P

30 & determination as to whether the user is an authorized user,

the memory further including a first arca not readily acces-
sible to a user. the first area containing a first revmblc code,
and a second area ining a second code, a
method of auth of a user s
receiving in the computer system Id:nhﬁcaﬂon informa-
tion associated with the user;
genenating or accessing first coded authentication infor-
mation using the received identification information

accessed by using the PIN and the first i
associated with the second party to generate a first joint
code:

coding the second coded information derived or wcessed

4

iated with the user;
rctncvmg thc first revisable code from the first memory
arex and the second revisable code from the second
memory arca and deriving therefrom second coded

by using the PIN and the first infe

with the second party to generate a second joint code;
comparing the first joint code and the second joint code;
an
authenticating the first party by the second party, and
granting the first party access to the first storage means,

a
&

if the first joint code corresponds to the second joint 5

code.

18. The method of claim 17 wherein the second party is
authenticated by the first party, wheredn third information
associated with the first party is generated and stored in a
third storage means at the first site, and fourth infarmation
associated with the second party was previously stored in the
third storage means. and fifthy information associated with
the sccond party was previously stored in a fourth storage
means at a second site, the method further comprising:

generating the third information associated with the first

party;

storing the third information in the third storage means;

retrieving the third information associated with the first

party, and the fifth information associated with the
second party;

comparing the first coded authentication information with
the second coded authentication information;
au!hcnﬂcaﬂng the user, and pranting access to the com-
first

puter i ora gram stored {n
the controlled memory arca to !he usa on.ly if the first
and second coded mp
favorably.

23. The method as recited in claim 22 further comprising
revising and storing the first and second revisable codes in
the original mspceﬁvc memory arcas unly if the first and
second coded auth favor-
ably,

24. The method as recited in claim 23 wherein computex
information stored in the memory of the computer system
may bc mpmduccd (hc method further comprising:

1 g the second revisable code with the
computer mfammon to be reproduced;

permitting the corputer information to be reproduced

only if the access has been granted to the user; and
hereaft: leving the second revisable code retrieved
from the reproduced information and using the second

coding the fifth information and the third infi i
generate a third joint code;

to

isable code to authenticate the user if the reproduced
information is used or accessed.
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25.Ina computer sysmm compduing a memory contain-
stored

ing
in a controlted memory ml lo which access I gnnmd only
upon proper authentication of an authorized user of the
computer system. the user including a person or a second
computer program. the memory further including a stored
control program for interacting with a user and for making
a determination as to whether the user is an authorized user,
the memory further including a first arcs not readily acces-
sible to a user. the first area containing a first revisable codes
and a second area containing 2 second uviuble code. a
method of ion of & user ¥

receiving in the computer system ldcnuﬁmnon informa-

tion lssodl!ed wnh the user;

g first coded infor-
~ mation using the receivéd identification information
associated with the user;

retrieving the first revisable code from the first meraory
area and the second revisable code from the seconid
memory area;

deriving a third revisable code using the retricved first
revisable code and the first coded authentication infor-
m.lu'on;

thantirat,

g the 4 second code with the
dtnved third revisable code;

nuthcnﬂlming the user and granting access to the com-

puter i or first stared in
the controlied memory arca  to the user only if the
second and thind revisable codes compare favorably,

26. The method as recited in claim 25 further comprising
revising and storing the first and second revisable codes in
the original respective memory areas only if the second and
third revisable codes compare favorably.

27. The method as recited in claim 28 wherein computer
information stored in the memory of the computer system
may be reproduced, the method further comprising:

previously recording the second revisable code with the

computer information to be reproduced;

permitting the computer infarmation to be reproduced
only if the acc(ss has been granted to the user; and

g the second revisable code ieved
from the !cptoduccd information and using the sccond

30

h

30
authenticating the first party if the imreversibly coded
number derived from at least a postion of the other
non-secret credential information retrieved from the
credential corresponds to the imreversibly coded oum-
‘ber uncoded from the VAN,

29. The method of claim 28 wherein the first information
associated with the second party comprises a secret key, and
the second information associated with the sccond party
comprises a non-secyet key,

38. The method of clAIm 28 wherein the lt lcasta po:twn
of the other
non-secret key ussoclated with uae ﬂm party,

31. A method far issuing a credential to s first party by &
second party, the method comprising:

the second party receiving non-secret information asso-

ciated with the first party;

the s:eond party avthenticating at feast & pcrﬁon of the

fved i non-secret § d with the
first party;

denying issuance of the credential If at least a portion of

the received non-secret inlonnulon modated with the
first party is d ined not to be

coding at least a portion of the recelved pon-secret

information associated with the first party with first
information associated with the second party to derive
a varisble authentication number (VAN);
storing in the credential the VAN and at least a portion of
the recelved non-secret Information associated with the
first party. and other information associatzd with the
' second party; and

issuing the credential to the first party.

32. The method of claim 31 wherein at least a partion of
the nou-secret infarmation associated with the first party
comprises a non-secret key associated with the first party.

33. A method for authenticating a first party by using
information stored in a credential. the credential being
previously issued to the first party by a second party.
whereln information previously stored in the credential
comprises at least a pon-secret variable authentication num-
ber (VAN) and other non-secret credential information. the
method comprlslng'

P

revisnbleeodeto heaticate the user if the reproduced

jon is used or d

28, A racthod for authenticating a first party by using
information stored in 2 credential. the credential being
prcvmusly jssucd to the ﬁrs( party by a second party,
ly stored in the crcdcnﬂal

g a first error detection code (EDCY)
by uslng atleasta pmion the other non-secret creden-
tial information;

previously coding the first exvor detection code (EDCY)
with first information associated with the second party
to de'lve a variable authentication number (VAN);

comprises at least a ncn -secret variable authenti num-
ber (VAN) and other non-secret credentlal information, the
method comprising:
previonsly irreversibly coding at least a partion of the
other non-secret credential information to derive:an
imreversibly coded pumber, and further coding the irre-
versibly coded number with first information associ-
ated with the second party to derive a variable authen-
tication nuraber (VAN),
previously storing (he VAN and the other non-scuﬁ
credential information in the credential;
retrieving the VAN and the other non-searct credential
information stored in the credential;
retrieving second information associated with the second
party previously stored in a storage means associated
with at least one of the parties;
uncoding the VAN using the sccond information associ- 65
ated with the sccond party to derive the itreversibly
coded pumber; and

60
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jously storing the VAN and the other non-secret
cmdcnual information in the credential;
mrlevlng the VAN and the other non-seuet credential
jion stored in the cred:
deriving a second error detection code (EDC2) by using
at least 2 portion of the retrieved other non-secret
mdcnuaf ‘information;
rettievlng second information associated with the second
party previously stored in a storage means associated
with at lcast one of the parties;
uncoding the VAN using the scoond information associ-
sted with the second party to derive a third error
detection code (EDC3); and
authenticating the first party and at least a portion of the
non-secret information stored in the credential if the
second error detection code (EDC2) cotresponds to the
third error detection code (EDC3).
34. The method of claim 33 wherein the first information
nssociated with the second party comprises a searet key, and
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the sccond information associated with the second party
comprises a non-secret key.

35, The method of claim 33 whercin the at least a portion
of the other non-secret credential information coraprises &
non-secret key associated with the first party.

36. A maethod for issuing a credential to a first party by 2
second party. the method comprising:

the second party receiving non-secret information asso-

clated with the first party;

the second party authonuuﬂng at least 2 pcrﬂon of the

d nom-secret i d with the
first party;

denying issuance of the credential if at least a portion of

the received non-secyet information associated with the .

first party is determined 1ndt to be authentic;

generating an error de(ewon code (EDC) by using at least
a portion the ived non-secret lon assocl-
ated with the first party;

storing in the credential the EDC and ot least a portion the

received non-tecret information associsted with the
first party. and other information associated with the
second party; and

issuing the credential to the first party.

37. The method of claim 36 wherein at least a portion of
the non-secret information associated with the first party
comprises a non-secret key assoclated with the first pasty.

38. The method of claim 36 further comprdsing:

coding the error detection code (EDC) by using first

information associated with the second party to derive
a variable authentication nuraber (VAN), and

storing the VAN in the credential.

39. A rocthod for authenticating a first party at a first site
by a second party at a sccond site, the second party being a
person or a computer program, by using a personal identi-
fication number (PIN) supplied by the first party at the first
site. and fusther using a first random number (RN1) gener-
ated by the second party at the second site, the PIN being
previously vsed 1o derive or access first coded anthentication
information, the first coded authentication infarmation being
previously stored in a storage means associated with the
second party at the second sile. the method comprising:

receiving a PIN at the first site from a first party to be

authenticated;

gcncnung or accessing second codcd authentication

using the ived

generating a first randorn number (RN]) at a second site

by the second party;

storing the first random number (RN1) in the second

storage means at the second site;

transmitting the first random number (RN1) from the

second site to the first site;

receiving the first random number (RN1) at the first sm:

by the first party;

s
coding the received first random number (RN1) and the

second coded authentication information to derive a

(ADVANL1);

transmitting the first anti-duplication variable authentica-
tion number (ADVAN1) from the first site to the second
site;

receiving the first anti-dup variable authenticat]
number (ADVAN1) at the second site by the second

party;
retrieving the first coded authentication information from
the storage means at the second site;

I

.. made to second party, the
first anti-duplication variable authentication number

i

32
eodlng thc ﬂrs! random number (RN1) and the first coded
to a second anti-
duplication variable authentication number
(ADVAN2);
comparing the first anti-duplication variable authenti
tion number (ADVAN1) and the second anti-
duplicstion variable authentication number
(ADVAN2); and
authenticating the first party by the second party if the first
anti-duplication variable authentication number
(ADVANT1) and the second anti-duplication varlable
authentication number (ADVAN2) correspond.
48, The method of claim 39 wherein after anthentication
occurs, the first party is authorized access to information or
stored at the second site,
41. A method for authenticating the wansfer of funds from
a first sccount associated with a first paty to a second
account associited with a second party, the first account

‘informationt being stored ip a first stosage means, and the

second account information being stored in a second storage
means, the method comprising:
receiving fands transfer information from the first party,
including ot least information for identifying the first
account of the first party, and information for identify~
ing the second account of the second party, and a
lnnsfa amount;

2 abal, y 1
a

number (VAN) using
at least & portion of the recelved funds transfer {nfor-
mation;

a third party for determining whether the at least a portion
of the received funds transfer information is authentic
by using the VAN; and

transferring funds from the first account of the first party
to the secomd account of the second party if the at least
a portion of the received funds transfer information and
the VAN are determined to be authentic.

42, The mcthod of claim 41 further comprising:

receiving from the first party information for identifying
the first party;

determining whether the first party is authentic by using
the information for identifying the first party;

determining whether the at Jeast a portion of the received
funds transfer information is authentic by using the
VAN; and

debiting the first account of the first party and crediting
the sccond account of the second party with the funds
transfer amount if the at lcast a portion of the received
funds transfer information is determined to be authen-
tie,

43. The method of claim 41 wherein the funds transfer

cnmpnses a payment made by the first party to the second
part

44. The method of claim 43 wherein prior to peyment
being made to the sccond party, the first party is prcscn'.od
with the secotd party’s inveice, and after v)\e payment u

with the sccond party, and the accounts payabie associated
with the first party are updated,

45, The method of claim 41 wherein the VAN is used to
confirm, substantiate, acknowledge, authorize. reference.
validate or verify the transfer of funds.

46, The method of claim 41 wherein the VAN Is generated
by using an error detection code derived by using at least 3
portion of the funds transfer information.

47, The method of claim 41 for further securing the
transfer of funds, at least one party beiag previously issued
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s ued:nlh! by 8 trusted party. the credential information
d with the at least one party,
and 2 second variable sutheatication number (VAN1), the
VANT1 being used to secure at least 8 portion of the credential
information to the at least one party, authentication and the
transfer of funds being denicd to the at least ope party if the
at least 2 portion of the credential information cannot be
secured to the at least one party by using the VANL.

48. The method of claim 41 wherein the first party and the
second party are the same 3

49. The method of claim 48 wherein the second storage
means comprises a credential,

$¢. The method of claim 41 wherein the first storage
means comprises a credential, and the second storage means
compriscs a credential. -

$1. A method for authenticating the transfer of funds from
an account associsted with a first party to an lcoount
associated with & second party. & credcatial being p

M
57. A method for authenticating the transfer of funds from
sn account associated with a first party to an sccount
associated with a second party. at least a part of the transfer
being cumied out by a third party, comprising:
recelving funds transfer infarmation, including at lcast
information for identifying the sccount of the first
pasty, and information for ideatifying the account of the
second party, and information for identifying the
account of the third party, and a transfer amount;
ing & first variabl: hentication aumber (VAN1)
using at least & portion of the received funds transfer
information. the VAN1 being associated with the trans-
fer of funds from the account of the third puty to the
account of the second party:
determining whether the at least a portion of the received
funds transfer information is authentic by using VAN1;
transferring the funds from the account of the third party

issued to at least one of the parties by s trusted party, the
information stored in the credential being non-secret. the
method comprising:

receiving funds transfer information, including at least
information for identifying the account of the first
party. and information for identifying the account of the
second party. and a transfer amount;

g ing & variable authentication number (VAN) nslng
at least a partion of the received funds tramsfer infor-
mation;

determining whether the at least a portion of the received
funds transfer information is anthentic by using the
VAN and the credential information; and

transferring funds from the account of the first party to the
account of the second party if the at least a portion of
the reccived funds transfer information and the VAN
are determined to be authentic.

52. The method of claim 51 further comprising:

receiving from the first party information for identifying
the first party;

determining whether the first party is authentic by using
the information for identifying the first party;

determining whether the at least a portion of the received
funds transfer information is authentic by using the
VAN; and

debiting the account of the first party, and crediting the
account of the second party with the funds transfer
amount if the at least a portion of the received funds
transfer information is determined to be authentic.

53. The method of claim 51 wherein the funds transfer

comprises a payment made by the first party to the second

party.
54. The method of claim $1 wherein the VAN is used to
confirm. substantiate. acknowledge, authorize, sefi

3

as

45

50

to the account of the sccond party if the at least a
portion of the received funds transfer information and
the VAN1 are determined to be suthentic;

generating » “second variable authentication number

(VAN2) using st least a portion of the received funds
transfer information, the VAN2 being associated with
the transfer of funds from the account of the first party
to the account of the third party;

determining Whether the at least a portion of the received

funds transfer information is authentic by using VAN2;
and

transferring the funds from the account of the first party

to the account of the third party if the at least a portion
of the received funds transfer information and the
VAN2 are determined to be authentic.

£8. The method of claim 57 further comprising:

recelving from the first party information for identifying

the first party;
determining whether the first party is authentic by using
the information for identifying the first party;

determining whether the at least a portion of the received
funds transfer information is authentic by using the
VANZ; and

debiting the account of the first party and crediting the
account of the third party with the funds transfer
amount if the at least a portion of the received funds
transfer information and the VAN2 are determined to be
autheatic.

59. The method of claim 57 wherein the funds transfer
comprises & payment made by the first party or the third
party to the second party,

60, The method of claim 57 whercin the VAN or the
VAN2 are used to confirm, substantiate. acknowledge.

validate or verify the transfer of funds,

55, The method of claim 81 wherein the VAN is generated
by using an error detection code derived by using at least a
portion of the funds transfer information.

56. The method of claim 51 for further securing the
transfer of funds, at least one party being previously issued
a credential by a trusted party, the credential information
including information associated with the at least one party,
and a second variable authestication number (VANE). the
VANI1 being used to secure at least a portion of the credential

55

60

validate or verify the transfer of funds.

61. The method of ciaim 57 wherein the VAN or the
VAN?2 are cach genenated by using an crvor detection code
derived by using at least a portios of the funds transfer
information,

62, The method of claim 87 for fusther securing the
transfer of funds, at least one party being previously issued
a credential by a trusted party, the credential information
{ncluding information associated with the at least one party.
and a variable authentication number (VAN3). the VAN3
belng used to sccurc at least a partion of the credential

information to the at least one party, anthenti and the
transfer of funds being denied to the at least one party if the
at least a portion of the credential information cannot be
secured to the at least ope party by using the VANL.

65

to the at least one party, authentication and the
transfer: of funds being denied to the at least one party if the
at least' a partion of the credential information cannot be
secured to the at least one party by using the VAN3.
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63 A mthod for lum:nﬂutlng and securing the integrity
of from & first party ata first
site to a second paty at a scoond site by using first
information associated with the first party. the first informa-
tion comprising a secret ﬁm key. a no-secret secoud key.
and first creds the first | being
previously stored in a first storage means at the first site, and
the first credential information comprising non-secret infor-
mation for sccuring the second key to the first party, the first
ial inf ion including a third aror deteetion code

36

the second party tr itting a second
ing at least the second credential information from the
second site to the first site. and the second message
belng recéived at the first site;

the first party extracting the sccond credeatial information
from the received second message;

retrieving the fourth key from the first storage means at
the first

site;

(EDC3) being previously stored in the first credential by a
third party during prior issuance of the first credential to the
first party, and the second key associated with the first party
being previously stored in a second storage means at the
second site. and the first key being used by the first pasty to
generate 2 first variable authentication sumber (VANT), the
VANI1 and the second key being used by the second party to
authenticate the first party and the Integrity of the relevant
information received from the first party, the method com-
;tislng:

from the first party;
du'iving a first error detection code (EDC1) by using the
relevant information;

retrieving the first information previously stored in the

first storage means;

coding the EDC1 with the retrieved first key to generate

the first variable avthentication number (VAN1);
forming & first message including st least the VANI. the
g.m credential information, and the relevant informa-
on;
transmitting the first message from the first party at the
first sitc to the second party at the second site. and
receiving the first message at the second site;

extracting the VAN, the first credential information. and
the relevant information from the first message at the
second site;

retrieving the second key from the sccond storage means

at the second site;

determining if the first party is secured to the second ey

by using the first credential information and the third
error detection code (EDC3);

rejecting the first message if the first party is dcwmnned

not to be secured to the sccond key:

uncoding the VAN1 using the second key (o recover the

first error detection code (EDC1);

deriving a second error detection cods (EDC2) by using

the relevant information;
comparing the first emror detection code (EDC1) with the
second error detection code (EDC2); and

authenticating the first party and the integrity of the
relevant information if the first emror detection code
(EDC1) and the second error detection code (EDC2)
cotrespond.

64. The method of claim 63 wherein second information
associated with the second party is previousty stored in the
second storage means, the second information comprising a
secret third key and a non-secret fourth key and second

dential inf: jon, the second credentlal inforrmation
Including a fourth eror detection code (BDCA) being pre-
viously stored in the second credential by a third party
during prior issuance of the second credential to the second
party, and the non-secret fourth key being previously stored
in the first storage means at the first site, the method further
comprising:

the second party retrieving the second credential infor-

mation from the second storage means;

0
o

45

55

©

d ining if the second party is secured to the fourth
key by using the second credential information and the
fourth emr detection code (EDCA);

ing the second ge if the second pasty is
demminednuwbemedlomefmnhksy.
iving or g sensitive inf i

coding the scnlmve information with the fourth key to
generate secure coded sensitive information;

transmitting the sccure coded sensitive information from
the first site to the scoond site, and recelving the secure
coded sensitive information at the second site;

the second party retrieving the third key from the second
storage means; and

uncoding the secure coded sensitive information using the
third key to recover the sensitive information,

65, The method of claim 63 wherein the first party is
granted access to the first key in the first storage means only
if the identity of the first party is authenticated by using a
personal identification number (PIN) belonging to the first

party.

66, The method of claim 63 wherein a second variable
autheptication number (VAN2) is stored in the first creden-
tin] during peior issuance of the first credential. the VAN2
being geacrated by coding the BDC3 with a third secret key
associstcd with the third party, and wherein 2 fourth non-
secret key associated with the third party is previously stored
{n the second storage means at the seoond site, the fourth key
being used by the second party to suthenticate the first
credentia) information. and following the step of retricving
the second key from the second storage means & the second
site, the method further comprising:

retreving the fourth key from the sccond storage means

at the second site;

extracting the EDC3 and the VAN2 from the first creden-

tial information in the received first message;
uncoding the VAN2 using the fourth key to recover the
third emror detection code (BEDC3);

determining if the extracted EDC3 and the recovered

EDC3 correspond;
jecting the first ge if the
recovered EDC3 do not correspond.

67. The method of claim 64 wherein the sensitive infor-
mation comprises a session key being subsequently used by
the first and second partics to code and uncode information
transferred between the first and second sites.

68. The method of claim 64 wherein the first party is
granted access to the first key in the first storage means only
if the identity of the first party is authenticated by usiag 2
personal identification pumber (PIN) belonging to the first
party, and the second party is granted access to the third key
in the second storage means oaly if the identity of the second
party is authenticated.

69. The method of claim 64 wherein a third variable
authentication number (VAN3) is stored in the second cre-
dential during prior issuance of the second credential. the
VAN3 being generated by coding the EDC4 with a third
secret key associated with the third party, and a fourth

d EDC3 and the
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non-secret key associated with the third party being previ-
ously stored in the first storage means at the first site, the
fourth key bclng used by ﬂbc first party to aulhenucatc the
second cred and following the step of
retricving the fousth key from the first nouge means at the
first site, the method further comprising:
retrieving the fourth key from the first storage means at
the first site;
-extracting the EDC4 and the VAN3 from the second
credential information in the received second message;
uncoding the VANJ using the fourth key o recover the
fourth exror detection code (EDCA);
determuining if the extracted EDC4 and the recovered
EDC4 correspond; .
j g the second ge if the
the recovered EDCA do not correspond,
70. A method of Issuing a credential to a first party at a
first site, by a second party at a second site, wherein the first
party is authenticated during at least one stage of a subse-
quent transaction by using the credential. wherein the infor-
mation stored in the credential comprises at least a first
variable suthentication number VAN1, information for iden-
tifying the first party. a non-secret key associated with the
first party, and information for identifying the second party,
and first and second storage means at the fiest site, the first
storage means being used to store a secret key associated
with the first party, the secret key being accessible to a party
with knowledge of a pre-determined personal identification
number (PIN), the second starage means being used to store
the non-secret key associated with the first party, and third
and fourth storage means at the second site, the third storage
means being used to store a secret key associated with the
second party, the secret key being accessible to an autho-
rized party, the fourth storage means being used to store a
non-secret key associated with the second party, the method
comprising:
recelving information for identifying the first party. and a
pre-determined personal identification wumber (PIN)
from the first party:
retrieving the secret key associated with the first party
from the first storage means. only if the personal
identification number (PIN) is determined to be authen-
" tics
coding at lcast 2 portion of the information for identifying

d EDCA and

-
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denying issuance of the credential if at least a portion of
the information for identifying the first party is deter-
mined not to be authentic;
retrieving the secret key associated with the second party
from the third storage means at the second site;
generating a first variable authentication number VAN1
by coding the second variable authentication number
VAN2 with the secret key associsted with the second
party;
storing in the credeatial at least the VAN, the EDCL. the
non-secret key assoclated with the first paty, and
information for identifying the second party;
issuing the credential to the first party; whercin the
method for authenticating the first party and the cre-
dential during at least one stage of a subscquent
transaction. comyxises:
retrieving the inforration previously stored in the
credential;
recelving or retrieving the non-secret key assoclated
with the first party and the non-secret key associated
with the second party;
ding ;the first variablé authentication number
VANT1 using the non-secret key associated with the
seoond party to recover the second variable authen-
tication number VAN2;
uncoding the second variable authentication number
VAN2 using the non-secret key associated with the
first party to recover the EDC1;
authenticating the credential. and the first party who
was issued the credential. if the EDC1 retricved from
the credential corresponds to the EDCI recovered
from the second variable authentication number
VAN2.
71. The method of claim 7@ wherein the non-secret key

associated with the second party is retrieved from fourth
storage means and stored in the credential, prior to issuing
the credential.

72 The m;—'lhod of claim 70 wherein prior to denying

4« lssuance of the credential if st least a portion of the infor-

43

mation for identifying the first party is determined pot to be
authentic, the method further comprising:

uncoding the second variable authentication number

VAN2 by using the non-secret key associated with the
first party to recover the EDCI;

ing the d EDC1 with the EDC1} cxtracted

the first party to derive a first error detection code
(EDCI);

generating a3 second variable authentication number
VAN2 by coding the EDC1 with the secret key asso-
ciated with the first party:

retricving the mon-secret key associated with the first
party from the second storage means;

forming a message incuding at feast the VAN2, the
non-secret key associated with the first party. the
EDCL. and the information for identifying the first
party:

transmitting the message from the first party at the first
site to the second party at the second site, and receivin
the message at the second site; ;

extracting the VAN2. the non-secret key associated wnh

&

the first party. the EDCL. and the information for .
identifying the first party from the message at the -

second site;

using at least a portion of the information for identifying
the first party to authenticate the identity of the first
party:

&5

catiop or
(FXT) and in second transaction information (SXI), the FXI
being originated by a second cntity at & second site. and
being transmitted to a first entity at a first site, the first entity
and the second entity being a person, or a computer program.,
and the SXI being originated at the first site and being
combined with the FXX to form first combined transaction
information (FCX) at the first site, an anti-duplication vari-
able authentication number (ADVANTL) being derived from
the FCX and first information (FK1) associated with the first
entity, the FK1 being previously stored in a first storage
means at the first site and being solely accessible to the first
entity, the ADVAN]L, and the SXI being transmitted from the
first site to the second the FX1 and the SX1 being authenti-
cated at the scooml slte by using the ADVANI, FX1. SXI.
and second i (FK2)

entity, the FK2 being previously stored in a second storage

fmm the received message; and
denying | of the credential if the

and the recovered EDC1 do not match.
73 A m:thod for wmmng if an unauthorized dupli-
I d in first tr ion information

d EDC1

lated with the first
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means at the sccond site, a first transaction record stonge:

means (FXR) being used st the first site. and a second
transaction record storage means (SXR) being used at the
second site, the FXR and SXR being used to store at least the
FXI and the SX1. me method comgprising:

{on information (FX)
at the seeond site. lnd storing the FXI io the second
transaction record (SXR) storage means at the second
site;

transmitting the FXI from the second site to the first site.

and recciving the FXIT at the fisst site;

storing the FXI in the first transaction record (FXR)

storage means at the first site;

generating or recciving second transaction information

(SXD) at the first site;

storing the SXT in the FXR storage means at the first site;

combining the FXI and the SXI to form first combined

transaction infoarmation (PCX);

retrieving the first information (FK1) associated with the

first entity from the first storage means, the FK1 being
accessible ouly to the first entity;

coding the FCX with the retrieved FK1 to desive a first

anti-duplication varizble authentication sumber
(ADVAN]).

g the first anti-duplicstion variable authenti
tion nurmber {ADVANL1) and the SX1, from the first site
to the sccond site, and receiving the ADVAN] and the
SXI at the second site;

storing the received ADVAN1 and the SXI in the SXR

storage means at the second site; and

the second entity subsequently using the ADVANI, the

FX1, the SXI. and second information (FK2) associated
with the first cntity to determaine if an unauthorized
duplication or alteration occurred in the first transaction
information (FXY) or in the second transaction infor-
mation (SXI).

74. The method of claim 73 wherein coding the FCX to
derive the ADVANI further comprises:

ireversibly coding the FCX to derive a first error detec-

tion code (EDCI):

storing the EDCL in the FXR storage means; and

coding the EDC1 with the first information (FK1) asso-

ciated with the first entity to derive the first anti-
duplication avthentication number (ADVAN1),

75, The method of claim 74 for further authenticating the
integrity of the FX1. and for further authenticating the first
cntity by the second entity. the method further comprising:

retricving the FXL the SX1. and the ADVAN1 from the

SXR storage means at the second site;
retricving the second information (FK2) associated with
the first entity from the second storage means;
uncoding the ADVAN1 by using the FK2 to recover the
first error detection code (EDC1);

combining the retrieved FXI and the mneved SXI o

form a second

(SCX);
irreversibly coding the second corbined tnnucdnn

information (SCX) to desive a second emor d

10

2

Y

S

4]

5,793,302

40

the second entity (1) authenticating the first entity and
determining that no unauthorized duplication or akter-
ation occurred in first transaction information (FXT) if
the recovered EDC1 and the derived EDC2 carrespond;
or (2) denying authentication to the first entity or
determining that an unnuthmzed duplludon or alter-
ation d in firs (FXT) if
the recovered BDC] and the derived EDC2 do not
correspond.

76. The method of claim 73 wherein the first entity is
nuthenticated by the second entty, and wherein the FXI
comprises a first random vumber (RN1), and the SXI
comprises 8 second random number (RN2).

T7. The method of claim 73 wherein FX1 and SXT are both
present.

. 'Ihc md.hod of dnlm 73 for fuﬂher determining if an
d in the SXL
and for further auﬂnenﬂcndng the second entity by the first
entity. by using a second anti-duplication variable identifi-
cation number (ADVAN2) derived by the second entity. the
ADVAN2 belng derived at the sccond site from the EDC2
and third information (SK3) associated with the second
cotity, the SK3 being previously stored in a third storage
means at the second site, the SX1 and the second entity being
authenticated by the first entity by using the ADVAN2, the
SXI. the FXL, and fourth information (SK4) associated with
the second entity, the SK4 being previously stored in 2
fourth storage mcans at the first site. the method further
compesing:

retrieving the second error detection code (EDC2) from

the SXR storage means;

g the third inf (SK3) clated with the
secopd entity from the third storage means at the
second site;

coding the EDC2 with the SK3 to derive a second
anti-duplication variable hentication sumber
(ADVAN2);

transmitting the ADVAN2 from the second site to the furst
site, and receiving the ADVAN2 at the first site;

storing the ADVAN2Z in the FXR storage means:

retrieving fourth information (SK4) associated with the
second entity from the fourth storage means at the first
site;

retrieving the ADVAN2 from the FXR storage means;

uncoding the ADVAN2 by using the SK4 to recover the
second cror detection code (EDC2);

retrieving the FXI, and the SXT from the FXR storage
means;

combining the retrieved FXI and the retrieved SX1 to
form a third combined transaction information (TCX);

irreversibly coding the TCX to derive a third esror detec-
tion code (EDC3);

storing the third ervor detection code (EDC3) in FXR
storage means;

comparing the derived third error detection code (EDC3)
and the d second error d ion code (EDC2);
and

the first entity (1) authenticating the second entity and
dcu:nninlng that no unauthorized dupualmn or

code (EDC2);

storing the second error detection code (EDC2) in the
SXR storage means at the second site;

comparing the recovered first error detection code
(EDC1) and the derived second ermror detection code
(EDC2); and

65

d in the second transaction informa-
tion (SXI) if the derived EDC3 and Ihe recovered
EDC2 pond. or (2) denying auth ion to the
socond cnmy or demmming that an unauthorized
d in the second trans-
sction mfonnnﬁon (SXY) if the derived EDC3 and the
recovered EDC2 do not correspond.
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79. The method of claim 73 for further securing the first
and second infarmation associated with the first entity to the
first entity by using a credential previously issued to the first
eotity by a trusted entity, the information stomd in the
credential including at least the first or second i

42
retrieving the fifth information associated with the first
entity from the fifth storage means st the first site;
retrieving the XN from the FXR storage means;
ccmbinhaguwXN and the fifth information to form a first

associated with the first entity, and a first variable authen-
tication number (VANT), the VAN1 being used to secure the
first or second information to the first entity, suthentication
being denied if the first or second information associsted
with the first entity cannot be secured to the first entity by
using VAN1,

80. The method of claim 73 for further securing the third
and fourth information associated with the second entity to
the second entity by using a credential previously issued to
the second entity by a trusted entity, the information stored
in the cedential lndudlng at least the third or fourth
information associated ‘'with the second entity. and a second
variable authentication wuraber (VAN2), the VAN2 being
used to secure the third or fourth jnformation to the second
entity, authentication being denied if the third or fourth
information associated with the second entity cannot be
secured to the second entity by using VAN2,

81, The method of claim 73 wherein the first entity has a
personal identification number (PIN), the PIN being used to
access the FK1 information stored in the first storage means.
the muhod fm}m comprising:

153 A ate

nurber (PIN) supplied
by the ﬁm entity at the first site: and

retricving the first information associated with the first

entity from the first storage means only if the PIN of the
first entity is determined to be authentic.

82. The method of ciaim 73 wherein a transaction number
(XN) is used in conjunctios with the FXI or the SXI to
{identify and retrieve transaction information from a storage
means associated with an entity participant in a transaction,
the method further comprising:

generating an XN at one of the first or second sites, and

transmitting the XN to the other of the first or second
sites;

storing the XN in the FXR slorage muns and SXR

storage means iated with the

using !hc )m 1o identify the mnsu:ﬁou und a5 an index

inr

83. The me!hod of claim 73 wherein one of the first and
second information associated with the first cnmy is lccn:l.

0

30

w
@

ioa group (IG1);
irreversibly coding IG1 to derive a fourth error detection
code H

retrieving the second information associated with the third
entity from the sixth storage means at the first site;

coding the EDC4 with the second information associated
with the third entity to derive a third anti-duplication
authentication mumber (ADVAN3J);

tansmitting the ADVAN3 and the XN from the first site

to the third site, and recelving the ADVAN3S and the XN
at the third site;

retrieving the finst information associated with the third

entity from the eighth storage means at the third site;
uncoding the ADVAN3 by using the first information
associated with the third eatity to recover the EDC4;
retrieving the fifth information from the seventh storage
means at the third site;

combining the received XN and the fifth information to

form a second information group (IG2);

kreversibly coding the IG2 to derive a fifth error detection

code (EDCS);

conpatlng ﬂ)Cl and EDCS and

h ipation of the first entity in the
mn.uminniﬂthDCdandEDGmnwh or determin-
ing that the entity did not participate in the transaction
if the EDC4 and EDCS do not match.

87. The method of claim 73 wherein the FXI is made
secure in transmitting the FXI from the second site to the
first site by coding the FXI with third information associated
with the first cntity to derive coded FXI. the third informa-
tion associated with the first entity being previously stored
in » ninth storage means at the second site. and by uncoding
the coded FXI by unsing fourth information associated with
the first entity. the fourth infarmation associated with the
first entity being previously stored in a tenth storage means
at the first site, the method further comprising:

retrieving the third information nssociated with the first

entity from the ninth storage means at the second site;
coding the FXI with the third information associated with
the first entity to derive a coded FXI at the second site;

the coded FXI from the second site to the first

and the other of the first and second §
with the first entity is non-secret.

84. The method of claim 73 wherein one of the third and
fourth information associated with the second entity is
secret, and the other of the third and fourth infarmation
associated with the second entity is non-secret.

85. The method of claim 73 wherein the same key, or
cither one of RN1 or RN2. is used snbmqucm to
authentication, by each of the first and second entities tn
code and uncode information transmitted between the sites,

86. The method of claim 73 for further authenticating the
participation of the first entity in a transaction by a third
entity at a third site, wherein the FXT comprises the XN and
fifth information associated with the first entity, the fifth
information being previously stored in a fifth storage means
at the first site and also in & seventh storage means at the
third site, and second information associated with the third
entity being previously stored in sixth storage means at the
first site, and first information associated with the third entity
being previously stored in an eighth storage means at the
third site, the method further comprising:

5.

a

site, and receiving the coded FXI at the first site;
retrieving the fourth Information associated with the first
entity from the tenth storage means at the first site; and
uncoding the coded FXI by using fourth information
associated with the first entity to recover the FXT at the
first site.

88. A method for authenticating a first party at a first site
by a second party at & second site, the second party being a
person of a computer program, by using a personal identi-
fication’ number (PIN) supplied by the first party at the first

" site, and further using a first random number (RN1) gener-

&

&5

ated by the sccond party at the second site. the PIN being
previously used to derive or access first coded authentication
information, the first coded authentication infarmation being
previously stored in & storage means associated with the
second party at the second site, the method comprising:
receiving a PIN at the first sitc from a first party to be
authenticated;
generating or accessing second coded authentication
information using the received PIN;
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generating a first random number (RN1) at a second site
by the second party;

storing the first rahdom number (RN1) in the second
storage means at the second site;

transmitting the first random nurber (RN1) from the
second site to the first site;

receiving the first random number (RIN1) at the first site
by the first party;

coding the received first randoa number (RN1) and the
second coded muthentication information to derive a
first anti ication variable auth jon number
(ADVAN1), the first anti-duplication variable authen-
tication number (ADVANT1) further being derived by
irreversibly coding the received first random number
(RN1) to derive a first error detection code (EDC1), and
coding the first ervor detection code (EDC1) with the
sccond coded authentication inforrnation to 'hucby

13

s

44
89.In a check or system.
a method for lunlng a check or pnymenl instrument by an
originator to a rec{pient. lnfonmdon moch(ed wlth 'he
check or pay 1y &

{ated with the
with the recipicnt. and (3) other information which includes
at least an amount of the check or payment instrument, the
method comprising:

2) inf 1 ttod

receiving the inf i jated with the origi
and the recipient, and the other inft ion including at
least the amount;

deriving a variable autt number (VAN) using at

least 1 portion of the reccived information;
associating the received information and the VAN with
the check or payment instrument; and
issuing the check or payment instrument.
90. The method of claim 8% wherein the check or paymeat

is d by using at least a portion of the
information associated with the check or payment instru-

derive the first anti-dupli variable auth thentd
numba {ADVANL); 20
r the first anti-duplication variable auth ment and the VAN,

tion n\lmbq (ADVANT1) from the first site to the second
site;

PRy

91. A method for securing in escrow and in trust, a portion
of lnfomutlon used to derive a joint key. the joint key being
ised with & first party and a second party and being

ring the first variable suth
number (ADVANT1) at the second site by the second
party;
retrieving the first coded authentication information from
the stuugc means at the second site;
the Ived first variable
authentication number {(ADVAN®) by using the first
coded authentication information to recover the first
error detection code (EDCH);
retrieving the first random number (RN1) from the slungc
means at the second site;
irreversibly coding the retrieved first random pumber
(RN1) to derive a second error detection code (EDC2):
cornparing the first error detection code (EDCL) and the
second error detection code (EDC2); and
authenticating the first party by the second party if the first
error detection code (EDC1) and the second ciror
detection code (EDC2) corespond.

PRPRER TR

41 danls

2

30

3s
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smred ina stongc means usocmed with the second party,

o f jon was previously
used for ing a variable number (VAN),
the joint key being derivable from information associated
with the first party and information associated with the
sccond party, the VAN being subscquently used in authen-
ticating the first party. the first party being enrolled by the
second party and being issucd a credential, the VAN being
atoredinme dential, the method

. ing inf

ion d with the first
pmy u\d infomudon associated with the second party;

previously genersting a joint key using the information
associsted with the first party. and the information
associated with the second party; and

retaining {o the storage means, in trust. at least a portion
of information used to derive the joint key,
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S8ECURE TRANSACTION SYSTEM \\ Co v
AND METHOD UTILIZED TEEREIN

Abstract of the Disclosure

A transaction system $e—d+sCIbsed wherein,
when a transaction, document or thing needs to be]
authenticated, information associated with one or more
of the parties involved is coded together to produce a
joint code. This joint code is then utilized to code
information relevant to the transaction, document or
record, in order to produce a variable authentication
number (VAN) at the initiation of the transaction. This
VAN is thereafter associated with the transaction and is
recorded on the documéhp or thing, along with the
original information that was coded. During subsequent
stages of the transaction, only parties capable of
reconstructing the joint code will be able to uncode the
VAN properly in order to re-derive the information. The
joint code serves to authenticate the parties, and the
comparison of the re-derived information against the
information recorded on the document serves to
authenticate the accuracy of that information.
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Field of the Invention

The present invention relates generally‘to
5 secure transaction systems and, more particularly,
concerns a method and apparatus for authenticating
documents, records and objects as well as the
individuals who are involved with them or responsible
for them,

10 Background of the Invention
There are many times in our daily lives when

the need arises for highly secure transactions. For
example, instruments of commerce, such as checks, stock
certificates, and bonds are subject to theft and

15 forgery. From the time a document is issued, the
information contained on it, or the name of the \
recipient could be changed. Similarly, passports, pay
checks, motor vehicle registrations, diplomas, food

stamps, wager receipts,. medical prescriptions, or birth

20 certificates and other official documents are subject to
forgery, fraudulent modification or use by an unintended
recipient. As a result, special forms, official stamps
and seals, and special authentication procedures have
been utilized to assure the authenticity of such

25 documents. Medical, legal and personnel records, and
all types of information in storage media are also
subject to unauthorized access. Passwords and coding of
such records have been used to thwart unauthorized
access. However, there have always been ingenious

30 individuals who have somehow managed to circumvent or
evade all such systems of security.
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With the introduction of computers and
computer communications into business transactions and
document processing, a certain degree of security was
gained, in that it is now possible to verify documents
and transactions much more quickly, thereby avoiding
many frauds which previously went unnoticed until it was
too late. However, with the elimination of the human
factor, verification of the identify of parties also
became more difficult. A pressing need still exists for
business transaction, document processing and recoxrd
access systems which can'assure the identity of the
parties and the accuracy of the information involved in
the transaction. As used herein, the term "record
access systems" includes systems which access media
which contains data, messages, text, FAX, audio, video,
drawings, images, photo, electronic and physical mail,
safe boxes, and the like. As used herein the term
"pbusiness transaction system” will be intended as a
generic term to describe all such transaction, document
processing and record access systems, including ones not
related to business use, such as passport authentication
systems.

The security problems described above have
been handled with some degree of success in systems
involving a single party transaction where the party is
present. For example, during the use of an automatic
teller machine, the customer is the sole party inQolved
and is present in person. However, until the present
invention, it has not been possible to verify the
identity and to secure the interests of all parties to
multi-party transactions and, in particular, absent
parties to a transaction.

- 49 --
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summary~o£ the In;antion

Briefly, the present invention is directed to
a transaction, document processing, or record access
system which avoids the shortcomings of known systems of
this type. In accordance with an embodiment of the
present invention, when a transaction, document or thing
needs to be authenticated, information associated with
at least one of the parties involved (e.g., an ,
originator and/or a recipient) is coded to produce a
joint code. This joint code is then utilized to code
information relevant to the transaction, document or
record, in order to produce a variable authentication
number (VAN) or code at the initiation of the
transaction. This VAN is thereafter associated with the
transaction and is recorded on the document or thing,
along with the original information that was coded.
During subsequent stages of the transaction, only -
parties capable of reconstructing the joint code will be
able to uncode the VAN properly in order to re-derive
the information. Thus, the joint: code serves to
authenticate the parties, and the comparison of the re-
derived information against the information recorded on
the document serves to authenticate the accuracy of that
information. Alternatively, the information could be
authenticated by regenerating a VAN from the recorded
information and comparing the regenerated VAN with the
recorded VAN.

In accordance with an embodiment of the
present invention, at the time of enrolling as a uyser of
the system, each user selects a personal identification
number (PIN), which is secret, does not exist in an
uncoded form, and cannot be recovered from other
information anywhere in the system. During or after
enrollment, a non-secret identification code and a
secret code are also stored in a user’s file at the user
associated computer facility. When a user participates

- 50 --
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in a transaction, the user is required to utilize his or
her PIN, which after being coded is used to derive a
coded arbitrary number. Subsequently, this arbitrary
code is compared to another such code which is generated
from a reconstituted version of the coded PIN, in prder
to authenticate the user’s identity. One of the '
embodiments creates a computer file with a secret
address to authenticate a user’s identity, and to secure
sensitive records. The address is preferably not stored
anywhere in the system, but is generated when needed
from information supplied by the user. 1In some
embodiments of the present invention, when a joint code
is created as described above, one participating user
(e.g., the originator) must provide his or her PIN. The
other party’s non-secret identification code and the PIN
are utilized in creating the joint code. In other
embodiments, the joint code is created from the coded
PIN’s of the participants.

Brief Description of the Drawings

The foregoing brief description as well as
further objects, features, and advantages of the present
invention will be understood more completely from the
following detailed description of the presently
preferred, but nonetheless illustrative, embodiments of
the invention, with reference being had to the
accompanying dra:ipgs,);n'which:v

Figs. 4-5 illustrate the symbols utilized in
the present application to represent conventional
building blocks used to form the invention, these
building blocks being respectively, a coder, an uncoder,
a linker, a mixezy/éﬁd a-sorter;

Figs. 6-8 e functional block diagrams
illustrating a check transaction system in accordance
with a first embodiment of the present invention, with
Fig. 6 illustrating user enrollment, Fig. 7 illustrating

51 --
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how an originator generates a check, and Figs. 8A and 8B
illustrating the authentication process when the check
is presented to be cashed;

Figs. 9-12 aré/;;nctional block diagrams,
illustrating a credential issuing and authentlcation
system'in accordance with a second embodiment of the
present invention, with Fig. 9 illustrating the ‘
enrollment of an official, Fig. 10 illustrating the
enrollment of a user, Fig. 11 illustrating the issuance
of the credential, and Fig. 12 illustrating the
authentication oig/pldssued credential;

Figs. A-13E,~Vhen arranged as illustrated in
Fig., 14, collectively represent a functional block
diagram of a check transaction system similar to that of
Figs. 6-8, but including the basic processing necegsary
to clear and pay a check electronically,

Figs. 15X-15C are functional block diaqrams of
a credential issuing and authentication system according
to an alternate embogiment of the present invention; and

Fig. 167is a fﬁnctional block diagram of a
system for authenticating a party and for authorizing
access to a secret file associated with the party
according to an alternate embodiment of the present
invention.

Detailed Description of the Preferred Embodiments
Figs. 1~5 illustrate the functional building

blocks utilized in the preferred embodiments. All of
these ,components are .conventional building blocks ifor
computer or communication systems. Moreover, those
skilled in the art will appreciate that the blocks can
be realized as hardware components, or they can be
realized as functional blocks in an overall computer
program,
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The coder illustrated in Fig. 1 and the
uncoder illustrated in Fig. 2 may be any form of such
device utilizing a known algorithm, such as the Data
Encryption Standard (DES). A coder, as illustrated in
Fig. 1, has at least. one data input, at which it
receives clear data. . It also has one or more additional
inputs for receiving keys Kl; Kz’ which are utilized to
code the clear data into a form in which it could not be
easily recognized or uncoded without the use of the
keys. A variable which is used as a Key may be padded
to obtain the desired security. An uncoder (Fig. 2)
reverses the process of the coder. Basically, it
receives the coded data and utilizes the same keys to
reconstruct the clear data.

A linker (Fig. 3) receives a plurality of data
inputs and concatenates them into a longer code word
(Dl’ Dyeee N Similarly, a mixer (Flg. 4) receives a
plurality of data inputs (Dl, and D2 through DN) and
mixes their digits or binary bits. A simple example of
a mixer would be a conventional time division
multiplexer which is used to interleave plural data
inputs. However, in many applications, it will be
preferable to utilize :a more sophisticated mixer, such
as one that utilizes arithmetic and logical combinations
of digits or bits. A sorter (Fig. 5) reverses the
process of a linker or .a mixer,:!that is, it receives a
concatenated or mixed code word and reproduces the
original component words. A time division de-
multiplexer could serve as a sorter for a mixed Fignal
originally generated by a multiplexer.

Figs. 6, 7, 8A and 8B constitute a functional
block dlagram illustrating the present invention in a
check transaction system. The system illustrated in
Figs. 6, 7, 8A and 8B are well suited for use in
generating and processing employee paychecks, for
example. The system involves three phases of operation.

&
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In the first phase, illustrated in Fig. 6, a user of the
system must enroll in order to be recognized by the
system. Each user enrolls at his or her bank, or at
another convenient location, such as a place of
employment, in the presence of an officer, who b
appropriately verifies the user’s identity and obtains
the typical information from him, including his taxpayer
identification number (TIN) and telephone number. An
account is then opened for the user and a file is
created for him or her in the bank’s computer, and the
bank assigns a person account number (PAN) to the user’s
account. If a bank card is issued to the user, it
usually contains the PAN and a bank identification
number (BIN).

While operating a terminal, the user is
requested to select a personal identification numbexr
(PIN) and to enter that PIN into the terminal. Thé user
complies and such entry occurs at block 10 of Fig. 6
with the typical transaction information, including the
user’s TIN or PAN, being entered at block 11. The PIN
is applied directly to an irreversible coder 12, where
it is processed to produce a coded PIN (CPN). Coder 12
may be any type of conventional coding device which can
process the PIN so that the coding is irreversible
(i.e., the PIN cannot be recovered from the CPN). At
the same time, a random number generator 14 produces a
random number (RN), which is applied to a mixer 16 along
with the CPN. Alternately, the user may be permitted to
select an arbitrary number for RN. :

The signal produced by mixer 16 is then !
transmitted to the bank’s computer, where it is applied
to a sorter 18. It is assumed that this transmission
preferably occurs over a secure line, such as one
protected by a tandem coder and uncoder which can
utilize a joint terminal~bank key. The,K sorter recovers
the original CPN and RN, saving RN’ in the user’s file at

3
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block 22. It should be noted that in saving RN, the
user’s file is accessed by using his TIN as an index.
The received CPN is applied as the data input to a
coder 20, which receives RN as its key input, producing
a revisable owner code (ROC) which is saved in the
user’s file in the same manner as RN. Various
additional information is saved in the user’s file, such
as his personal account number (PAN), name, phone number
(PHN), account balance, and other relevant information.
The user’s TIN, PAN or PHN can be used as an index to
access the user’s file. CPN represents coded
authentication information since it is a coded form of
the PIN, and since it is used in other parts of the
system to authenticate the user and the transaction.

The system preferably maintains RN as a secret number
(although in the present embodiment the user file :is not
sacret since it is accessed using a non-secret index)
and ROC is maintained as a non-secret number. Asl
explained in detail below, CPN is derivable from ROC and
RN.

Fig. 7 illustrates how the originator
generates a check in accordance with the present
invention. This process preferably takes place at the
originator’s terminal or computer. It is assumed that
the originator would be generating a check in the usual
manner and would include on it all of the information
usually found on a check, as well as the information
normally recorded or imprinted on check forms, such as
the recipient’s name and TIN (RTIN), and the
originafor’s personal account number and bank {
identification number. Preferably, the terminal
includes a check reader and printer which can read
necessary information from the originator’s check form
and print information on the form, although this could
also be done manually by the originator. The originator
and the recipient can be the same person, for example,

'
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where a person is cashing a personal check originated by
the person. In the case of multi-party checks, the
check is originated by a present party (i.e., the
originator) in favor of an absent party (recipient).

The originator enters his or her PIN at 3
terminal or computer. Through irreversible coder 10,
the originator’s PIN is converted to a coded PIN (CPNO),
which is applied as the key input to coder 28. The data
input to coder 28 is the recipient’s TIN (RTIN), which
has been read from the check, or accessed from the
computer memory, or entered by the originator. The data
output of coder 28 is a joint key (JK), which is applied
as the key input to a coder 30. Generally, the JK is
generated using information associated with at least one
of the parties involved in the transaction (in this
case, the originator and recipient). As will be shown
more fully below, the joint key (or code) is used to
protect and authenticate the originator and recipient.
The data input to the coder 30 is the information (IN%O)
to be authenticated (that is, information relevant to
the transaction, such as check number, amount, etc.).

The data output of the coder 30 is a variable
authentication number (VAN), which codes the information
to be authenticated, based upon information related to
the recipient and information related to the originator.
Note that the VAN is alternatively generated directly
from INFO and information associated with at least one
of the parties, without the intermediate step of
generating the JK. The VAN and at least a portion of
the information relevant to the transaction are wrﬁtten
or imprinted upon the check 32, thereby becoming a
permanent part of it. Alternately; the check may
represent an electronic transfer of funds or some other
type of electronic transaction. 1In this case, the VAN
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and at least a portion.of the information relevant to
the transaction are indlqded with the electrical signals
associated with the electronic transaction. .

It is contemplated that in creating the ‘AN,
all information would not necessarily be coded in Ihe
same manner. For example, the amount of the check might
be considered important enough so as to be recoverable
completely, and it would be coded into the VAN in a
manner that would permit complete recovery. Other
information, such as the date and check control number
might be considered less important and would be coded
into the VAN in such a manner as to permit detection of
changes (e.g., error detection coding), but without
complete recovery of the original information.

As noted above, other predetermined
information which is known jointly by the originator and
recipient, and which does not appear on the check, can
also be used to derive the VAN, For example, whenwa
check is drawn to multiple recipients, e.g., husband and
wife, each recipient’s TIN (which does not appear én the
check)'may be used to deérive the joint code and VAN.
This makes it more difficult to fraudulently generate
the VAN since the predetermined information not
appearing on the check would not be generally known.

Figs. 8A and 8B illustrate the authentication
process at a terminal when the recipient presents the
originator’s check to be cashed. The terminal
communicates via a network of the banks involved in the
transaction. Preferably, the terminal includes aydevice
which can read information directly from the check 32.
Alternately, the terminal operator can manually key
information into the terminal, based upon information
appearing on the face of the check 32. At block 40, the
recipient inserts his or her PIN, and at block 41,
identifies his bank and enters his TIN (RTIN) and all
information required by the terminal to initiate the

I
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transaction. An irreversible coder 42 processes the PIN
to produce the coded PIN, CPNR, which is applied as the
key input to a coder 44. A random number generator
produces a random number (i.e., an arbitrary number) RNX
which is applied as the data input to coder 44. )
Coder 4{ then produces a coded random number (i.e.,’a
coded arbitrary number), CRNX, which is applied to
mixer 48 along with RNX. The output of the mixer is,
therefore, a signal which contains CRNX and RNX in a
converted form, so that neither number nor CPNR may
readily be discerned from the signal. CRNX represents
coded authentication information because it is a coded
representation of CPNR, and because it is used by the .
system to authenticate the recipient and the
transaction.

The mixer signal, along with the information
entered in block 41 and the information read from the
check are transmitted to the computer at the recipient’s
bank (i.e., remote bank CPU) over preferably an
unsecured line (the use of an unsecured line is possible
because CRNX and RNX, not CPNR, are transmitted from the
mixer 48 to the sorter 62). The system first
authenticates the identify of the check holder at the
recipient’s bank. Next, the information on the check,
as well as the originator and recipient, are
authenticated at the originator’s bank.

At the recipient’s bank, the output of
nixer 48 is received in a sorter 62, which separates
CRNX and RNX, with CRNX being applied to a comparison
block 64 and RNX being applied as the data input tﬂ‘a
coder 66. Based upon the recipient’s TIN, RTIN, his
bank’s computer is able to; access his file at block 68
and to extract his ROC (a nhon-secret number) and RN (a
secret number), ROCR and RNR therefrom. ROCR and RNR
are applied as the data and key inputs, respectively, to
an uncoder 70, which generates the recipient’s CPN,

I
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CPNR, which is applied és the”ke§'input to coder 66.
Coder 66, therefore, reproduces the recipient’s coded
random number, CRNX (in the same manner as coder 44),
which is applied as the second input to comparison
block 64. It should be appreciated that the CPNR butput
of uncoder 70 is the true CPNR derived from the bank’s
records. Accordingly, the CRNX produced by coder 66 is
the true CRNX. Therefore, should the comparison at
block 64 fail, the authentication of the recipient has
failed and it is presumed that recipient is not the
party presenting the check. The transaction is
therefore aborted. On the other hand, if the
recipient’s identity is authenticated, the transaction
can proceed. The recipient’s bank then communicates
with the originator’s bank, conveying all the
information about the transaction and requesting
authorization to pay (block 71).

As shown in Fig. 8B, at the originator’s bank,
using OTIN (or the oriéinator’s PAN) as an index, the
originator’s ROC@ and random humbér, RNO, are extracted
from the originator’s file at block 50. ROCO is applied
as the data input to an uncoder 52, and RNO is applied
as the key input to uncoder 52. Uncoder 52 therefore
reverses the operation performed by coder 20 (Fig. 6)
when the originator enrclled, producing the originator’s
CPN, CPNO. CPNO is then applied as the key input to a
coder 56, which receives the recipient’s TIN, RTIN, as
the data input.

In accordance with the embodiment just
described, it is contemplated that security
considerations may warrant revising the ROC from time to
time independent of any transaction. Toward this end,
CPN could be reconstituted from the current ROC and RN
as in block 52. Next, a new RN is used with CPN to
generate a revised ROC, making use of a coder in the
same manner as coder 20 of Fig. 6. The user’s new RN

N
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and ROC are stored and accessed, and CPN need only be
reproduced at the bank where the user maintains an
account.

In the same manner as coder 28 of Fig. 7,
coder 56 therefore produces the joint key JK. JK‘is
applied as the key input to an uncoder 58, which
receives the VAN from check 32 as its data input.
Uncoder 58 therefore reverses the coding operation
performed by coder 30 of Fig. 7. If the information on
the check has been unmodified, the coder 58 should
therefore reproduce the information INFO from the check
which was sought to be authenticated. In block 60, a
comparison is made between the output of uncoder 58 and
the information appearing on the check. Failure of this
comparison is an indication that the check may have been
modified after being issued, and the originator's;bank
notifies the recipient’s bank that the check will not be
honored. Alternatively, the joint key JK from the
coder 56 can be used to code the information (INFO) from
the check to generate a new VAN, which can then be
compared with the VAN from the check to authenticate the
check.

Should the comparison be favorable, this is an
indication that the check is authentic and unmodified,
and the originator’s bank accesses the originator’s
account (block 61) to determine if the account is in
order and has sufficient funds or credit to pay the
check. The date of the check is determined to be
acceptable. If the check control number does notappear
in the originator’s file as a previously cashed check,
then the current check control number is saved to
prevent fraudulent check reuse. The originator’s bank
generates a redeemed or redemption VAN (RVAN) in
coder 54, using its bank key and the original VAN. RVAN
is saved in the originator’s file (block 55) and is
recorded on the check (block 57). The originator’s

(]
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account is then debited.: The originator’s bank then
authorizes the recipient’s bank to pay the check. On
the other hand, if originator’s bank finds any
irregqularity in the check or in the originator’s
account, it will notify the recipient’s bank that ?he
check is dishonored. '

The RVAN (and other RVAN’s from other
transactions) can be accessed from originators’ files by
banks and other financial institutions involved with
processing checks to determine the status of checks.
Thus, by creating and storing the RVANs in the
originators’ files, fraudulent reuse of checks is
avoided.

At block 72 (Fig. 8A), the recipient’s bank
receives the originator’s bank’s instructions. It will
then notify the recipient if the check has been
dishonored. If the check has been honored, the i
recipient’s account may be credited as in a deposit.
Alternétely, the recipient can receive payment
immediately if he is at an appropriate terminal, such as
an automatic teller machine.

Essentially, the check has cleared
automatically, on-line, without further check handling
or processing.

In a transaction where the user cashes his own
personal check, the originator and recipient are one and
the same. A VAN is created from a joint code which
combines information associated with the user, such as
the user’s identification number (TIN or PAN) and the
user’s CPN, which is generated directly from a PIN
entered by the user. When the VAN is authenticated, the
joint code is derived by combining the user’s
identification number (TIN or PAN), and the user’s true
cpn; which is generated from the RN and ROC retrieved
from the user’s file, with the TIN (or PAN) serving as a
file index. . '

j - |
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~ As noted above, in Fig. 8A it is possible to
use an unsecured link between the mixer 48 and the
sorter 62 because CRNX and RNX, not CPNR, are
transmitted from the mixer 48 to the sorter 62.
However, a security problem still exists in using an
unsecured line between the mixer 48 and the sorter 62
because the signal can be recorded and then played back
later to attempt to fraudulently authenticate a
fraudulent transaction. In an alternate embodiment of
the present invention, an anti-duplication variable
authentication number (ADVAN) is generated at the
recipient’s terminal by coding at least a transmission
date and time with the CPNR by a coder (not shown). The
ADVAN is then mixed with the CRNX and the RNX by the
mixer 48 and sent to the remote bank CPU over the
unsecured line to the sorter 62. At the remote bank
CPU, the CPNR which is generated by the uncoder 70 is
used to uncode the ADVAN to regenerate the transmission
date and time. The signal received over the unsecured
line is then authenticated by comparing the regenerated
transmission date and time to a reception date and time
(that is, the date and time at which the signal was
received at the remote bank CPU). In this manner, the
recipient and transaction are further authenticated.

According to another embodiment of the present

invention, RNX is generated at both the recipient
terminal and the remote bank CPU. To generate the RNX
at the remote bank CPU, a random number geﬁerator is
located at the remote bank CPU, wherein the random|
number generator at the remote bank CPU is similar to
and synchronized with the random number generator 46
located at the recipient’s terminal. Instead of
transferring the RNX and the CRNX, only the CRNX is
transferred over the unsecured line from the recipient’s
terminal to the remote bank CPU. At the remote bank
CPU, the CPNR generated by the uncoder 70 is coded by

i
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the coder 66 with the RNX generated at the remote bank
CPU to generate the CRNX. The generated CRNX is then
compared by the comparator 64 with the CRNX transferred
from the recipient’s terminal to the remote bank CPU to
authenticate the recipient and the signal received’over
the unsecured line. In this manner, the recipient and
transaction are further authenticated.

According to another embodiment of the present
invention, CRNX is never generated. Instead, the CPNR
generated by the irreversible coder 42 is sent to the
remote bank CPU over a secured line, rather than over an
unsecured line. The CPNR generated by the uncoder 70 is
then compared by a comparator (not shown) with the CPNR
sent from the recipient’s terminal to the remote bank
CPU to authenticate the recipient. 1In this alternate
embodiment, the random number generator 46, coder 44,
mixer 48, sorter 62, and coder 66 are not required,
although a secure line is required. j

Figs. 9-12 constitute a functional block
diagram illustrating the present invention in a
credential issuing and authentication system. The
system involves the same three phases of operation as
the check transaction system of Figs. 6, 7, 8A and 8B.
However, all users are enrolled by an authorized
official who must be enrolled first. Accordingly, there
are two enrollment processes which are somewhat
different. The first one is enrollment of the official,
and the second one is enrollment of a user prior to or
at the time of issuing his credentials. It is
contemplated that this system would be useful for ‘all
types of credentials and records; for example, motor
vehicle registrations, :social security cards, passports,
birth certificates and all types of identification cards
or personal storage media. This system would also be
useful in protecting against unauthorized access to all
types of records, as previously indicated.

17
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Fig. 9 illustrates enrollment of the official.
This can be accomplished at a terminal or computer which
is in communication with a remote computer over a link
which is assumed to be secure. The remote computef nay,
for example, be the central computer at the agency
issuing the credential. At the remote computer, number
generator 100 generates a random number which, at .
block 102, is compared to a current list of all assigned
personal keys. If the random number does not correspond
to an assigned personal key, then the random number is
assigned as the personal key, PKO, of the official being
enrolled. Alternatively, PKO can be selected at random,
from a list of unused PKO'’s, and the list of available
PKO’s would thereby be diminished. 1In yet another
alternative, PKO could be accessed from a counter, such
as a pseudorandom or an ordinary sequential counter the
output of which may be coded with a secret key. The
size, or length, of PKO can be such as to provide a full
size memory address or an offset or an index extension,
to limit or enlarge the memory space wherein concealed
files are stored. PKO is then transmitted over the
secure link to the enrollment terminal,

At the terminal, the official enters his PIN
and name and various other information required by the
system. The name can be numerically coded by using a
telephone type key pad. The PIN is applied to an
irreversible coder 104, which produces his coded PIN
CPNO. CPNO is applied as the key input to a coder 106,
which receives PKO as the data input. The data oytput
of coder 106 1is the official’s coded personal key, CPKO,
which is applied as an input to mixer 107. The
official’s name code and TIN, OTIN, are also applied as
inputs to mixer 107. CPKO represents a coded address
since it is a coded representation of PKO.
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The output of mixer 107 is transmitted back to
the remote computer over the secure link. At the remote
computer, sorter 109 separates the received signal into
its component parts: CPKO, the official’s name code,
and OTIN, At block 108, CPKO and the official’s name
code are then saved (i.e., written) into File No. 1
assigned to the official with the official’s TIN, OTIN,
serving as a File No. 1 index. It is assumed that
during the official’s enrollment various other
information will be provided by the official over the
secure line and may be stored in his File No. 1. It
should be noted that OTIN is not secret and, therefore,
the location of File No. 1 and the contents of File
No. 1 (including CPKO) are not secret.

At block 112, PKO is used as an index for File
No. 2, which is also allocated to the enrolling
official. The location of File No. 2 (and thus, the
contents of File No. 2) is concealed, since PKO is
secret and not stored anywhere in the system. The
information or records which are stored in File No. 2
can be coded or uncoded. The memory space wherein
concealed files are stored may be previously filled (or
pre~loaded) with dummy or false information to make the
contents and locations of authentic allocated files
undistinguishable from the dummy files. The concealed
File No. 2 can also be used to store the ROC and RN (or
store only RN, since only RN is secret -- ROC could be
stored in a non-secret file, such as Official’s File
No. 1), as previously described in Figs. 6, 7, 8A and
8B, to reconstitute a user’s coded PIN, CPN. The
concealed File No. 2 can also be used to store other
secret information (not shown) associated with the
official. An official’s coded number, CNO, is generated
at the output of coder 110, and is saved in File No. 2
at block 112. The key input to coder 110 is CPKO and
the data input to coder 110 is PKO or an arbitrary

’
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pfedetermined number (APN)., CNO represents coded
authentication information because it is a coded
representation of CPKO, and because it is used by the
system to authenticate the official.

At coder 110, CPKO and PKO can be interchanged
as the key and data inputs. However, the arrangement
selected must then be used consistently in each phase of
the operation of the system.

Those skilled in the art will appreciate that
the present embodiment offers an additional level of
security in that, not only is secret information
unavailable to a person who does not know the related PX
and PIN, but that person is even unable to determine the
location of the file containing the information, and is
unable to uncode the information contained therein.

Fig. 10 illustrates user enrollment. The user
is enrolled by a previously enrolled official, who
verifies the user’s identity, based on acceptable
documentation. Before the user can be enrolled, the
official’s identity and authority are preferably
authenticated. The official operates the terminal,
where he enters his PIN, and his TIN, OTIN, and the name
code used during his enrollment,”which was stored in his
"File 1". OTIN is transmitted to the remote computer,
where it is used as an index to access CPKO from the
official’s File No. 1, and CPKO is returned to the
terminal. The official’s PIN is applied to the
irreversible coder 104, which produces CPNO. CPNO is
applied as the key input to an unceder 114, which
receives CPKO as a data input over the secure link from
the remote computer. It will be appreciated that
uncoder 114 simply reverses the process of coder 106 of
Fig. 9, therefore producing PKO. PKO is applied to a
mixer 118, the other input to which is the official’s
name code. The output of mixer 118 is then transmitted
to the remote computer.
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At the remote computer, the signal transmitted
from mixer 118 is recelved in a sorter 124, which
separates out PKO, and the name code. The extracted PKO
is utilized as an index to address the official’s
"File 2" whereby CNO is read. The CNO read from File
No. 2 is compared against the CNO generated by
coder 120, which has as its data input PKO which is
extracted by sorter 124 and as its key input is CPKo
read from "File 1". Should this comparison fail, the
identity of the official is not authenticated and the
enrollment of the user is aborted. Assuming that the
comparison is successful, comparator 130 is then
enabled. At block 130, the name code which is extracted
from sorter 124 is compared against the name code read
from the official’s "File 1" (using OTIN as index).
Should this comparison fail, the enrollment of the user
is aborted. Should the comparison be successful, the
official has been fully authenticated and the user’s
enrollment may proceed. i

At the remote computer, number generator 100
generates a unique random number, which is assigned to
the user as a personal address key, PKU. Alternately,
PKU can be generated from a counter as previously
described. As discussed below, PKU represents a
predetermined secret address of a File No. 2 associated
with the user. PKU is transmitted over the secure link
to the enrollment terminal, where it is applied to the
data input of coder 113.

The user operates the terminal and selects a
PIN which he enters along with his TIN, UTIN. The
user’s PIN is applied to the irreversible coder 104,
which produces the user’s coded PIN, CPNU. CPNU is
applied as a key input to coders 113 and 115. The
output of coder 113 is the user’s coded personal key,
CPKU (which represents a coded address of the user’s
File No. 2), which is appligg as a data input to

-
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coder 115. The output of coder 115 is the user’s coded
number, CNU, which is applied to the input of mixer 11s.
The user’s TIN, UTIN and CPKU are also applied as inputs
to mixer 116. The output of mixer 116 is transmitted
back to the remote computer over the secure link.; CNU
represents coded authentication information because it
is a coded representation of CPKU, and because ittis
used by the system to authenticate the user.

At the remote computer, sorter 119 separates
the received signal into its component parts: CPKU, CNU
and UTIN. At block 108, CPKU and CNU are saved (i.e.,
written) into File No. 1 assigned to the user, with the
user’s TIN, UTIN serving as a File No. 1 index. It
should be noted that CPKU and CNU may be recorded on the
user’s credential when they are generated at the
terminal. It should also be noted that UTIN is not
secret, and therefore, the location and contents of the
user’s File No. 1 are not secret. It should further be
noted that the official’s CNO' is-stored in. the
official’s secret File No. 2 (Fig. 9) while the user’s
CNU is stored in the user’s non-secret File No. 1
(Fig. 10A), even though both CNO and CNU are used to
authenticate the official and the user, respectively.
These two different ways for storing CNO and CNU (as
shown in Figs. 9 and 10A) illustrate two embodiments of
the present invention.

The user’s PK, PKU (or an arbitrary
predetermined number APN), is applied as the data input
to a coder 132, which receives the official’s CPKO as a
key input., Coder 132 produces a joint key, JKU, which
it will be appreciated, is determined by information
related to the user and information related to the
official. Using PKU as an address, the joint key is
written into the user’s "File 2" at block 112/, and
using PKO and UTIN as address indices, the joint key JKU
is written into the official’s "File 2" at block 134

)
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(Fig. 10B). These writes are enabled as a result of the
success of the comparison occurring at block 130.
Accordingly, the user’s "File 2" will contain a joint
key, and the official’s "File 2" will contain a joint
key for each user the official enrolls. Since the
user’s file 2 is addressed by PRU (which is secret), the
location and contents of the user’s file 2 are secret.
At coder 132, when the joint key JKU is generated, CPK
and PK can be interchanged as key and data inputs, or as
to user and official inputs. However, the arrangement
selected must then be used consistently.

Fig. 11 illustrates issuance of the
credential. This is shown separate from the user
enrollment process of Fig. 10. However, in many
instances, it would occur at the same time. In the
preferred embodiment, this process is shown as occprring
at the agency’s computer, although it may be performed
by the official from a terminal where he may commuhicate
with the computer. It is assumed that the official has
a credential printer or recorder which contains
credential forms on which information is printed or
recorded to produce the actual credential. However, it
is also possible to create the credential by inserting
information manually or on a typewriter, provided the
necessary information derived by the system can be
entered. The official enters the usual information
(INFO) normally contained on a particular
credential 145. The user’s TIN may also be recorded on
the credential. Alternately, the user’s CPKU and CNU
may be recorded on the credential, after being extracted
from the user’s File No. 1, with UTIN serving as a file
index. 1If CPKU and CNU are recorded on the credential,
they may be erased from the user’s File No. 1. ‘
Alternatively, only CNU may be recorded on the
credential, with CPKU remaining in File No. 1, or vice
versa. 9 -5

)
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The issuing process continues with the
official entering his PIN, which is applied to an
irreversible coder 140 to produce his CPNO, which is
applied as a key input to an uncoder 142. At bloﬁk 144,
the official’s TIN, OTIN is utilized as an index to
access the official’s "File 1", so that CPKO may be read
therefrom and applied as the input to uncoder 142.,
Uncoder 142 therefore performs the same process as
uncoder 114 of Fig. 10 to produce PKO. At block 146,
PKO and UTIN are utilized as address indices to access
the official’s "File 2" and JKU is read therefrom. The
information INFO on the credential is applied as the
data input to a coder 152 and JKU is applied as the key
input, whereby coder 152 codes the INFO to produce a
VAN, which is recorded on the credential. After
recording the VAN on the credential, the joint key, JKU,
may be erased from the official's File 2, where it was
stored (or held in escrow or in trust), until the
credential was issued. Alternately, the authentic, JKU
may be replaced with a false or dummy JK for securﬁty
purposes. This completes the issuance of the
credential 145. It should be noted that the joint key
JKU stored in the official’s File No. 2 can only be used
in a transaction if a party exists with knowledge of the
official’s PIN, since this PIN is required to access the
official’s File No. 2 (at block 146). Thus, a person
who ' does not have knowledge of the official’s PIN (such
as an unscrupulous person trying to issue a fraudulent
credential) cannot legitimately issue a credentia%&

The VAN which is generated from information
(INFO) recorded on the credential, or from information
which is otherwise stored by the system, can include
(coded) personal descriptive details to further identify
the user (in addition to the user’s PIN and TIN) in
order to limit the use .of the credential to the sole
individual to whom it was: issued (or sold). Thus,:items

,fq/‘
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such as bank cards, tickets, green cards, food stamps,
ballots, travel checks, FAX nmessages, etc., can be
protected and used solely by the individuals to whom
they were issued. Also, the use of the credential may
be enlarged to include a group, such as a family,'by
coding such information into the VAN,

Fig. 12 1llustrates the authentication of an
issued credential. This is preferably performed at a
terminal provided for that purpose. The terminal
includes a reading device for the credential 145 and an
input device, such as a keypad for the user. The
information could, however, be read from the credential
and keyed in by hand. The terminal communicates with
the remote processor via a preferably secure link.

As part of the credential authentication
process, the identity of the user is authenticat d.
This requires that the user enter certain information at
the terminal, including a PIN and user’s TIN, UTIN,
which is transmitted to the remote computer, which
returns CPKU and CNU (box 178) via a secure data link.
Alternatively, CPKU and CNU could have been recorded on
the credential (or on some other item in the possession
of the user, such as a card having a magnetic stripe for
storing data) and inputted directly into the terminal.
The PIN is applied to the irreversible coder 170 which
produces CPNU. CPNU is applied as the key input to
coder 172 and uncoder 174. Coder 172 receives CPKU as a
data input. It should be noted that coder 172 performs
in the same manner as coder 115, which produced CNU at
its oﬁtput during the user’s enrollment. The ouyput of
coder 172 is applied as an input to the comparator at
block 182, which also has as an input the CNU extracted
from the user’s File No. 1 (or inputted from the user’s
credential).

LS
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Should this comparison fail, the identity of
the user is not authenticated, and the credential
authentication is aborted. Assuming the comparison is
successful, the user is identified, and the credential
authentication, with access to the hidden File No. .2,
ensues. The favorable output from comparator 182
enables uncoder 174. The data input to uncoder 174 is
the user’s CPKU. The key input to uncoder 174 is the
user’s CPNU, as already explained. It will be ,
appreciated that uncoder 174 simply reverses the process
of coder 113 of Fig. 10, therefore producing PKU. PKU
is applied to a mixer 176 which also receives the VAN
and INFO of the credential. The output of mixer 176 is
then transmitted to the remote computer over the secure
link. .

At the remote computer, UTIN is utilized as an
index to access the user’s “Fiie 1" at block 178. This
permits reading of CPKU and CNU from the file, whereby
CPKU and CNU were transmitted back to the user’s
terminal. At the remote computer, the signal-
transmitted from mixer 176 is received in sorter 180,
which separates out PkU, VAN and INFO. The extracted
PKU is utilized to address the user’s "File No. 2" at
block 184 whereby JKU is read. It will be appreciated
that the user’s File No. 2 has been accessed by an
authorized user without reference to, or use of,
information stored in the file. The VAN extracted from
sorter 180 is applied as a data input to an uncoder 162,
which receives the joint key JKU extracted from th
user’s "File 2" at block 184. It will be appreciated
that uncoder 162 therefore reverses the process
performed by coder 152 of Fig. 11. Assuming the VAN on
the credential is the same one as originally recorded,
uncoder 162 will have produced the recovered INFO which
should be the same as the:actual INFO recorded on the

\

/

credential. ‘ ),
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At block 169, the INFO from the credential is
compared to the INFO recovered from uncoder 162. Should
the comparison fail, this is an indication that INFO on
the credential has been modified, and the credential is
indicated as not being authentic. Should the comparison
be successful, this is .an indication that INFO is
accurate, and the authenticity: of the credential is
confirmed. Alternatively, the credential information
from the credential is coded using the JKU from the
user’s File No. 2 to generate a new VAN, which is
compared with the VAN from the credential to
authenticate the credential.

In order to enhance the security of this
system, it would be desirable to make unassigned areas
of memory indistinguishable from those utilized to store
information for the "File 1" and "File 2" information.
This is accomplished by pre-storing pseudo-information
in unused memory allocated as hidden memory space. This
pseudo-information constitutes random information
arranged in the same format as actual files. This
prevents an intruder from searching memory for
structures that look like actual information files and
using the uncovered information to work backwards to
breach security.

Figs. 13A-13E; when arranged as shown in
Fig. 14, constitute a furictional block diagram
illustrating further aspects of the check transaction
system of Figs. 6, 7, 8A and 8B. Specifically, these
figures illustrate a three-party check transaction, with
each of the participants and the fidelity of the
information on the check being authenticated, the check
being automatically cleared, and the funds of the
participants being immediately credited or debited, all
of these processes being performed on-line. The
participating parties in this transaction are the check
originator, whose account is to be debited; the check

o7
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recipient to whom the check is drawn; and the check
redeemer, who is cashing the check for the recipient or
accepting it in payment for goods or services, and whose
account is to be credited. 1In addition, the banks for
each of these participants will also be participaﬁing in
the transaction, and the messages generated by these
banks will be authenticated. It is assumed that any
individual or bank participating in the system will have
enrolled as illustrated in Fig. 6. 1In addition, it is
assumed that a check used in the system is generated in
the manner illustrated in Fig. 7.

Referring first to Fig. 13A, the recipient of
the originator’s check has presented the check to the
redeemer (block 200). The recipient and the redeemer
are at a terminal which includes appropriate input
means 202. Preferably, the input means includes a check
reader and a keypad for each of them. However, in the
absence of a check reader, it is also possible to key in
information from the face of the check. The check is
examined to determine if it contains a redemption 'VAN
from a previous transaction. The presence of a
redemption VAN is an indication that the check was used
previously, and it will not be honored. If a redemption
VAN is not present, then the transaction can proceed.

It is assumed that the redeemer’s bank identification
number (RDBIN), and TIN are stored in the terminal,
otherwise the redeemer keys in his bank’s name and TIN,
and the recipient keys in his TIN, PIN and bank’s name.
A bank directory is addressed at block 203 to produce
the recipient bank’s identification number (RCPBIﬁ).
The recipient’s PIN is applied to an irreversible
coder 42, which produces his CPNR. Irreversible

coder 42, coder 44, random number generator 46, and
mixer 48 are the same components illustrated in Fig. 8A
and cooperate in the same manner to produce RNX, CRNX,
in a mixed form at the outpgt/yﬁ mixer 48.

s
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.The terminal has available to it the
redeemer’s bank key (RDBK), which is applied to the key
input of a coder 204, the data input to which is the
terminal ID (TID), which is generated by the termipal.
Coder 204 then produces a joint terminal bank key !
(JTBK), which is applied as the key input to a
coder 206, the data input to which is the output of
mixer 48. The mixer output is therefore coded with a
joint key JTBK which has been generated on the basis of
information related to the redeemer’s bank identity and
the terminal identity.

The output of coder 206 and the information
from input means 202, and the recipient’s TIN, RCPTIN,
and the recipient’s bank ID number, RCPBIN, are then
transmitted to the computer at the redeemer’s bank. At
the redeemer’s bank (Fig. 13B), all of the received
information is placed in temporary storage (block 208).

! The redeemer’s TIN, RDTIN, (originally stored
in the terminal, or keyed in by the redeemer), is then
utilized as an index to access his account file, at
block 210. o .

The check control number (CCN) of the present
check is then compared to the CCN’s stored in the
redeemer’s file during previous transactions (block
212), and the transaction is terminated if the present
CCN matches that of a previously processed check. If
the CCN of the present check is not a duplicate,
processing continues.

RDBIN, and RCPBIN are utilized as indices to
access a bank key table (block 213), which produces the
redeemer’s bank key RDBK, and the recipient’s bank key
RCBK, which are applied as the data and key inputs,
respectively, to a coder 214. The coder 214 then
produces a joint bank key JBK, which is derived from
information related to the identity of the redeemer’s
bank and the identity of the recipient’s bank.

Ty e
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The terminal identification (TID) is input to
a coder 216, which has as a key input RDBK. 1In the same
manner as coder 204, coder 216 therefore produces JTBK,
which is applied as a key input to an uncoder 218.I The
data input to uncoder 218 is the information in
temporary storage 208 which was originally received from
coder 206. Coder 218 therefore reverses the process
performed by coder 206, yielding the output of mixér 48,
which is applied as a data input to a coder 220, The
key input to coder 220 is JBK, so that the output of
mixer 48 is now coded with the joint bank key JBK. The
output of coder 220 is then transmitted in a message to
the recipient’s bank, along with 'RCPTIN, RDBIN, and
RCPBIN.

At the recipient’s bank, the received
information is saved in temporary storage 230. RCPBIN
and RDBIN are then applied to a bank key table
(block 232), to yield RCBK and RDBK, which are applied
as the key and data inputs, respectively, to a
coder 234. 1In the same manner as coder 214, coder 234
therefore yields the joint bank key JBK, which is
applied as a key input to uncoder 236. The data input
to this uncoder 236 is the coded combination of RNX and
CRNX produced by coder 220. Uncoder 236 therefore
reverses the process of coder 220, yielding the mixture
of RNX and CRNX as an output. This mixture is applied
as an input to a sorter 238, to recover RNX and CRNX.

The recipient’s TIN, RCPTIN, is utilized as an
index to access the recipient’s file at block 240 Fnd
read therefrom the random number, RNR, and his ROC,
which are applied as the key and data inputs,
respectively, to an uncoder 242. ' In the same manner as
uncodexr 70 of Fig. 8A, uncoder 242 therefore derives the
true CPNR, which is applied as a key input to a
coder 244, which receives RNX as a data input. The data
output of coder 244 is therefore the true CRNX.

s
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At block 246; -this true CRNX is compared to
the CRNX derived from sorter 238. If this comparison is
favorable, the recipient’s identity is confirmed, and
processing may proceed. Otherwise, processing is
terminated, with the originator’s check being
dishono;ed, because the recipient has not been properly
authenticated. The recipient’s bank then transmips a
message to the redeemer’s bank, informing it whether or
not the recipient has been authenticated. If the,
recipignt has not been authenticated, the redeemer’s
terminal is notified, and processing will terminate.

' Assuming that the recipient has been '
authenticated, the recipient’s bank message includes
various information which is temporarily stored by the
redeemer’s bank (block 250 of Fig. 13C). At block 252,
the originator’s bank identification number ORBIN, which
was read from the check, and the redeemer’s bank
identification number RDBIN are applied as indiceL to a
bank key table to recover bank keys for these banks, OBK
and RDBK, respectively. ' These keys are applied to a
coder 254 to produce a joint bank key JBK’, which is
therefore dependent upon information related to the
originator’s bank and the information related to the
redeemer’s bank. JBK’ is applied to the key input of a
coder 2856, which receives the original VAN, OVAN, (from
the check) as a data input. The output of coder 256 is
a redeemer’s bank RDBVAN, which is transmitted to the
originator’s bank, along with various transaction
information and the information from the check. RDBVAN
serves to authenticate the communication between' the
banks.

At the originator’s bank, the received -
information is temporarily stored at block 258. ORBIN
and RDBIN are then utilized to reference a bank key
table at block 260, whereby OBK and RDBK are extracted
in the same manner as in_g}ock 252, The joint key JBK’
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is then generated by means of a coder 262 in the same
manner as coder 254. JBK’ is then applied as the key
input to an uncoder 264, which receives RDBVAN as a data
input. . This uncoder 264 therefore reverses the process
performed by coder 256 and produces an extracted OVAN,
which is applied to a comparator 266 (as shown in

Fig. 13D).

The originator’s personal account number
ORGPAN which originally appeared on the check is
utilized as an index to access the originator’s account
file at block 268 of Fig. 13C. This provides access to
various information about the originator’s account
including the balance and a list of prior check control
numbers (CCN’s), and in addition, provides access to his
revisable owner code ROCO and random number RNO, which-
are applied as the data and key inputs to an uncoder, to
produce the originator’s coded pin CPNO. CPNO is then
applied as the key input to a coder 272 (Fig. 13D) which
receives the recipient’s TIN, RCPTIN, as a data iqput.
The output of coder 272 is the joint key JK, which is
applied as the key input to a coder 274, which receives
the check information as a data input. It will be
appreciated that coders 272 and 274 regenerate the
original VAN, OVAN, from the check in the same manner as
coders 28 and 30 of Fig. 7. This regenerated VAN is
then compared to the extracted VAN at block 266. If
this comparison fails, it is an indication that the
check information may have been tampered with and the
originator’s bank informs the~redéemer's bank thaﬁ the
check will be dishonored. On the other hand, if the
comparison succeeds, the process continues.

The originator’s bank then performs a series
of computations, including determining whether the CCN
of the check is proper (i.e., has not been used before)
and whether the originator has a sufficient balance in
his account (or credit) to cover the check, and whether

N
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the date of the check is acceptable.. In the case of any
defects, the check will be dishonored and the process
will terminate. Assuming that everything is in order,
modification of the originator’s account is approved,
and a record of the check created at block 271, with the
new information being added to temporary storage at,
block 273. Coders 275 and 276 are then utilized to,
encode the original VAN, OVAN, into an originator’s bank
VAN OBVAN. Various information about the transaction,
and authorization to credit the redeemer’s account are
then transmitted is a message to the redeemer’s bank.

At the redeemer’s bank, all of the received
information is stored in temporary storage at block 278.
At block 280, coder 282 and uncoder 284, steps are
performed to extract OVAN from OBVAN in a manner which
is simlilar to that which was done in block 260,
coder 262 and uncoder 264. This extracted OVAN is then
applied to a comparator 286 of Fig. 13E, which recelives
as an additional input the stored OVAN from. the check
presented by the recipient. If this comparison fails,
the process has not been authenticated, and the
originator’s bank will be notified. On the other hand,
if the comparison succeeds, this is an indication that
full authentication of the entire process and all
parties has occurred and that the message received from
the originator’s bank is authentic.

Processing then continues by accessing the
redeemer’s account at block 288, computing a new balance
at block 290 and updating the redeemer’s account. The
redeemer’s bank then transmits a message back to the
originator’s bank, informing it that the redeemer’s
account has been credited. This information is saved at
the originator’s bank in temporary storage at block 291.
The originator’s bank then accesses the originator’s
account file using his personal account number ORGPAN as

i,__),.« ) . . )
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f
an index,- and updates his account with the information
that was placed in temporary storage at block 273
(Fig. 13D). )
The redeemer’s bank also communicates with the
terminal at which the check was presented (block 294 of
Fig. 13D), and informs it that the transaction has been
satisfactorily completed and that the recipient may
receive payment in the .form of cash, goods or services
(block 296). The terminal prints the redemption VAN
(RDBVAN) on the check.

Although various embodiments of the present
invention have been described herein as useful for
particular types of transactions, those skilled in the
art will appreciate that they actually have universal
utility. For example, the last embodiment (depicted in
Figs. 13A-13E) was described as useful in a check
transaction system, but it will be appreciated that it
would also be useful in a bill payment system as well as
a paperless/cashless system (as further described
below) .
Figs., 15A, 15B and 15C are functional block
diagrams of a credential issuing and authentication
system according to an alternate embodiment of the
present invention, wherein the alternate embodiment

"includes many of the features of the embodiments

depicted in Figs. 6-8 and Figs. 9-12. For example, the
alternate embodiment of Figs. 15A~15C include steps for
enrolling an official, enrolling :a user, issuing a
credential, and authenticating the credential. Fig. 15a
illustrates user enrollment, Fig. 15B illustrates
issuance of a credential, and Fig. 15C illustratis the
authentication of an issued credential. In the
alternate embodiment of Figs. 15A-15C, enrollment of the
official is the same as shown in Fig. 9 and, therefore,
shall not be discussed further.

“
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Referring to Fig. 15A, a user is enrolled by a
previously enrolled official who verifies the user’s
identity, based on acceptable documentation. Before the
user can be enrolled, the official’s identity and
authority must be authenticated. The official oﬁerates
a termﬁnal, where he enters his PIN and his TIN, 0TIN,
and the name code used during his enrollment, which was
stored in his File No. 1. OTIN is transmitted to the
remote computer, where it is used as an index or address
to access the official’s File No. 1 and retrieve CPKO
(block 1546). CPKO is returned to the terminal.

The official’s PIN is applied to irreversible
coder 1530, which produces CPNO. CPNO is applied as the
key input to an uncoder 1532, which receives CPKO as a
data input from the remote computer, and which uncodes
CPKO to'generate PKO. .CPKO is also applied as a key
input to a coder 1534, which receives PKO as an input.
The coder 1534 codes PKO using CPKO as the key input to
generate a coded number for the official (CNO), which
represents coded authentication information. Another
coder 1538 codes the official’s name code using CNO as a
key input to generate a coded name code. A mixer 1536
mixes the coded name code, PKO, and CNO and transmits
the mixed signal to the sorter 1540 at the remote
computer over preferably a secure link.

At the remote computer, the signal transmitted
from mixer 1536 is received by the sorter 1540, which
separates out PKO, CNO, and the coded name code. 'PKO is
applied as an index (or address) to access the f
official’s File No. 2 and to thereby retrieve CNO, which
was previously stored in the official’s File No. 2
during the enrollment of the official (see Fig. 9). The
CNO transmitted from the terminal and the CNO retrieved
from File No. 2 are then compared in a comparator 1542.
If the comparison fails,. the didentify of the official is
not authenticated and the enrollment of the user is

o
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aborted. Assuming that the comparison is,successfﬁl,
the comparator 1542 is enabled and sends a signal to an
uncoder 1544. The uncoder 1544 then uncodes the coded
name code using the CNO retrieved from the official’s
File No. 2 to regenerate the name code. The name code
is also accessed from File No. ' 1 and then comparedfat
1550. If the comparison 'fails, the identify of the
official is not authenticated and the enrollment of the
user is aborted. Assuming that the comparison is
successful, the comparator 1550 sends an authentication
signal ("okay to enroll user") and user enrollment
begins. It should be noted that the "okay to enroll
user" signal is applied as a write enabled to the
official’s File No. 2 at 1552 to save a joint key JKU
therein (described below).

At the remote computer, number generator 1516
generates a unique random number (as discussed above),
which is assigned to the user as a secret predeterﬁined
address or key, PKU, PKU is transmitted over a secured
link to the enrollment terminal, where .it is applied to
the data input of a coder 1504. \

The user operates a terminal and selects a PIN
which he enters along with his TIN, UTIN. The user’s
PIN is applied to irreversible coder 1502 which produces
the user’s coded PIN, CPNU. CPNU'is applied as a key
input to coder 1504.° The output of the coder 1504 is
the user’s coded predetermined address or key, CPKU. )
CPKU may be stored in a user record (at block 1510). A
mixer 1506 mixes CPNU and CPKU and transmits the mixed
signal to the remote CPU. I

At the remote computer, sorter 1512 separates
the received signal into its component parts CPKU and
CPN. At the remote computer, a random number RN is
generated (as discussed above) and applied as a key
input to coder 1518. The coder 1518 also receives CPN
as an input and thereby generates a revisable owner code

/‘)/
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(ROC). ROC is stored in the user’s Flle No. 1 (at block
1520), wherein the user’s File No. 1 is accessed (or
addressed) using UTIN. CPKU is also stored in the
user’s File No. 1 (at block 1520). ,

PRU is applied as an index or address to the
user’s File No. 2 in order to store RN (at block 1522).
PKU is secret in the system and, therefore, the logation
and contents of the user’s File No. 2 (including RN) is
secret. Additional information may be coded in a |
coder 1524 using CPKU as a key input to generate coded
information which is also stored in the user’s File No.
2. The information which is coded using CPKU in the
coder 1524 may include the secret information RN.

PKU is applied as an input to coder 1528,
which also receives CPKO as a key input. The coder 1528
generates a user joint key (JKU) which is stored ih the
user’s File No., 2. JKU is also stored in the official’s
File No. 2 (at block 1552). )

It should be noted that the storage and
handling of RN and ROC in the embodiment shown in
Fig. 15A is different from the storage and handliﬁg of
RN and ROC shown in Fig. 6. In Fig. 6, the file in
which RN and ROC are stored is generally non-secret
because it is indexed (or addressed) by generally non-
secret user information (such as the user’s TIN).
However, in the embodiment shown in Fig. 157, the non-
secret ROC is stored in the user’s File No. 1, which is
non-secret, and the secret RN is stored in the user’s
File No. 2, which is secret (since it is accessed or
addressed using the secret PKU). Therefore, the,
embodiment of 15A includes an additional level of
security and protection over the embodiment shown in
Fig. 6. i '

Fig. 15B illustrates jssuance of a credential
according to the alternate embodiment of the present
invention. The issuance of credential in the alternate
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embodiment is essentially the same as the issuance of
credentials in the previous embodiment shown in Fig. 11.
Note, however, that it is possible to record the Rpc
retrieved from the user File No. 1 on the )
credential 1564 since the ROC is public (although the
ROC could also have been recorded on the credential in
the previous embodiment). ]

Fig. 15C illustrates the authentication of an
issued credential. This is preferably performed at a
terminal provided for that purpose. The terminal
includes a reading device for the credential 1564 and an
input device, such as a keypad, for the user. The
information from the credential 1564 could, however, be
keyed in by hand. The terminal communicates with the
remote processor via a preferably secured link. As part
of the credential authentication process, the identity
of the user is authenticated. Specifically, the user
enters his PIN which is applied as an input to
irreversible coder 1570, which generates a coded PIN
(CPNU). The user also enters his TIN (UTIN), which is
used to access the user; File No. 1 (at block 1588) and
retrieve CPRU, which is transmitted from the remote CPU
to the terminal. CPRU is applied as an input to
coder 1574, which also receives CPNU as a key input.

The coder 1574 generates a coded number CNU, which
represents coded authentication information. CPKU is
also applied as an input to uncoder 1572, which also
receives CPNU as a key input. The uncoder 1572 uncodes
CPKU to regenerate PKU. Both CNU and PKU are mixed by
mixer 1576 and sent to the sorter 1578 at the rembte
CPU.

At the remote CPU, the sorter 1578 separates
the signal into its component parts PKU and CNU. PKU is
applied as an index into the user’s File No. 2 in order
to retrieve the secret information RN. UTIN is applied
as an index to the user’s File No. 1 to retrieve the

¢
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non-secret revisable owner code (ROC). ROC is applied
as an input to uncoder 1584, and the secret information
RN is applied as a key input to uncoder 1584. The
uncoder 1584 thereby uncodes ROC using RN in order to
regeneréte CPNU as RCPN, which is applied as a key@input
at coder 1582. CPKU, which is read from the \
credential 1564, is applied as an input to coder 1582.
The coder 1582 codes CPKU using RCPN as a key input in
order to generate a coded number CNU., The generated
coded number CNU is compared at the comparator 1580 to
the coded number CNU received from the terminal. If the
comparison fails, authentication of the user aborts.
However, if the comparison is successful, the user is
authenticated and the process continues by
authenticating the credential 1564.

The credential 1564 is authenticated by
reading the official’s ID number OTIN from the
credential and using OTIN as an index in order to access
the official’s File No. 1 and read CPKO (block 1599).
CPKO is applied as an input to coder 1598 which algo
receives PKU as a key input. The coder 1598 codes CPKO
using PKU in order to regenerate the user joint key JKU.
JKU is also read from the user’s File No. 2 using PKU as
an index and then applied to a comparator 1596. The
comparator 1596 compares the JKU which was retrieved
from the user’s File No. 2 and the JKU which was
generated by the coder 1598. If the comparison fails,
then authentication of the credential aborts. However,
if the comparison is successful, the comparator 1596 is
enabled and sends an okay signal to a comparator 1594.

) The JKU retrieved from the user’s File No. 2
at 1586 is applied to an uncoder 1592, which also
receives as an input the VAN which was read from the
credential 1564, The uncoder 1592 uncodes the VAN in
order to regenerate INFO. The regenerated INFO is

applied as an input to the comparator 1594, which also
P
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receives the INFO read from the credential 1564. The
comparator 1594 compaféélthe regenerated INFO and the
INFO from the credentiaiiand if the comparison is
successful, the credential is authenticated. Otherwise,
the credential is not authenticated. i

As noted above, in Fig.15C, the transmis§ion
link between the mixer 1576 and the sorter 1578 is
preferably secured since using an unsecured link would
present a potential security problem. For example, the
signal from the mixer 1576 could be recorded and then
transmitted to the sorter 1578 at a later date in order
to attempt to fraudulently authenticate a user and a
credential. In accordance with an alternate embodiment
of the present invention, an anti~duplication variable
authentication number (ADVAN) is generated at the
terminal by coding at least a transmission date and a
time with the CPNU. The ADVAN is then mixed with the
CNU and the PKU at the mixer 1576 and sent to the
sorter 1578 at the remote CPU over an unsecured link.
At the remote CPU, the received ADVAN is uncoded using
the derived RCPN to redénerate the transmission date and
the time. The regenerated transmission date and time
are then compared to a reception date and time (that is,
the date and time at which the signal was received at
the sorter 1578) and if the comparison is successful,
the information transmitted over the transmission medium
between the mixer 1576 and the sorter 1578 is
authenticated. In this manner, the user and credential
are further authenticated.

Alternatively, a semi-random number (noﬂ
shown) is generated at the terminal using a counter or
other random number generator (not shown). The semi-
random number is coded using the CPNU to generate a
coded semi-random number. The coded semi-random number
is then transmitted along with CNU and PKU to the remote
CPU over an unsecured medium. At the remote CPU, the
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coded semi-random number is uncoded using RCPN to
regenerate the semi-random number. A second semi-random
nunber is then génerated at the remote CPU using another
counter or random number generator (not shown) whigh is
generally synchronized with the counter (not shown) at
the terminal. The communication medium between the
mixer 1576 and the sorter 1578 is then authenticated by
comparing at the remote CPU the regenerated semi-random
number to the second semi-random number which was
generated at the remote CPU. If the comparison is
successful, then the information transmitted over the
communication medium between the mixer 1576 and the
sorter 1578 is authenticated. 1In this manner, the user
and credential are further authenticated.

As described above, the predetermined secret
address PKU is coded to generate the coded secret
address CPKU. According to an alternate embodiment, PKU
comprises one or more components which are combinable to
form the predetermined secret address PKU. In this
alternative embodiment, only one of the components of
the PKU is transmitted from the remote CPU to the
terminal. The coder 1504 (Fig. 15A) codes this one
component of the PKU to generate CPKU. Therefore, in
this alternate embodiment, CPKU represents a coded
portion of the PKU. Then, to access the user’s File
No. 2, the CPKU is unccded as described above to
regenerate the portion of the PKU. This PKU portion is
combined with the other portions of the PRU to
regenerate the PKU, which is then used to access‘khe
user’s File No. 2. The other portions of the PKU may be
stored throughout the system, such as in the operating
system, in the executive program, in files, etc.

Fig. 16 is a functional block diagram of a
system for authenticating the identity of a party and
for authorizing access to a party’s hidden (or secret)
file according to an alternate embodiment of the present
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invention. The party’s hidden file (such as hidden
memory file 1622) may contain coded or uncoded secret
information. 'In the embodiment of Fig. 16, the party is
in possession of a portable storage media, such as,a
card 1602 having a magnetic stripe for recording
information thereon. The card 1602 is issued by an
agency, or a bank, during enrollment of the party.
Information recorded on the card 1602 includes the,
party’s revisable owner code (ROC), a coded address
(CPK) of the hidden file 1622, an agency identification
number (AID or Agency ID), and a transaction sequence
number (TSN). The party’s ROC is generated as described
above (see Fig. 6). The coded address CPK of the hidden
memory file 1622 may either represent the entire address
of the hidden memory file 1622 or only a portion of the
address of the hidden memory file 1622, as described
above. : . ;

The party to be authenticated enters a ‘
personal identification number (PIN) at a terminal. The
PIN is input to an irreversible coder 1606 to produce a
coded personal identification number (CPN). The
information recorded on the party’s card 1602 is read
from the card 1602 using an appropriate reader (not
shown). The CPK read from the card 1602 is applied as
an input to an uncoder 1612, which also receives the CPN
as a key input. The uncoder 1612 uncodes CPK using CPN
as a key input to generate PK, which represents either
the total address of the hidden memory file 1622 or a
portion of the address of the hidden memory file 1522
(as noted above). i

The transaction sequence number (TSN) read
from the card 1602 is input to a mixer 1608 and then to
a coder 1610. The coder 1610 also receives the CPN as a
key input. The coder 1610 codes the TSN using the CPN
as a key input to generate an anti-duplication VAN
(ADVAN). The ADVAN, PK, ROC, and AID are input to a

Lo/
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mixer 1614 and the resulting mixed signal is sent to the
remote CPU over a preferably unsecured communicatiqn
link. .

The user’s hidden memory file 1622 is part of
a memory which is used to store such files at the remote
CPU. The sorter 1616 separates the received mixed
signal into its component parts ROC, PK, AID, and ADVAN.
Where the PK generated by the uncoder 1612 is only a
portion of the address to the hidden memory file 1622,
the AID is used as an index to a memory table 1618 to
retrieve other address components for the hidden memory
file 1622. Thus, the address components in the memory
table 1618 applicable in any given transaction depends
on the particular AID. The PK is combined with the
other address components at a combiner 1620 to thereby
form the composite address of the hidden memory
file 1622. The AID could also identify a predetermined
procedure for combining the applicable address
components. The composite address is used to access the
hidden memory file 1622 to retrieve a secret random
number RN (which is generated according to the method
described above with respect to Fig. 6). RN is input as
a key to a coder 1624. The coder 1624 also receives the
ROC from the sorter 1616 and thereby generates CPN.

A transaction sequence number (TSN) is also
retrieved from the hidden memory file 1622 and is input
to a coder 1632. The coder 1632 also receives CPN as a
key input and thereby generates an ADVAN. The ADVAN
generated by the coder 1632 is compared with the ?DVAN
output from the sorter 1616 at a comparator 1630." If a
favorable comparison is obtained, then coder 1628 is
enabled. If the comparison is not favorable, then the
user is not authenticated and does not gain access to
the memory file 1622.
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Coder 1628 receives PK as an input and CPN as
a key and thereby generates CPK. The CPK generated by
the coder 1628 is received by an uncoder 1626 as a key
input. The uncoder 1626 also receives as input coded
information which is retrieved from the hidden memory
file 1622. The uncoder 1626 uncodes the coded
information from the hidden memory file 1622 using the
CPK as a key input to thereby produce clear information.
The clear information is then provided to the
authenticated user.

As a result of the favorable comparison of the
ADVANs at the comparator 1630, a new (or revised)
transaction sequence number (TSN) is generated and
stored in the hidden memory file 1622. Also, a
coder 1634 is enabled. The coder 1634 receives the CPN
as an input and also receives a revised RN as a key
input. The output of coder 1634 is a new ROC, which is
combined with the new TSN in mixXer 1635. The mixer 1635
output is sent back to the terminal where the
sorter 1604 separates the new TSN and ROC, which Pre
then recorded on the user’s card (in order to prebare
for the next transaction by the user). Note also that a
new CPK may be generated as well by revising a memory
address component, such as the address displacement. In
this event, the new CPK would also be returned to' the
terminal to be recorded on the user’s card.

It should be noted that an unsecured
communication link between the mixer 1614 and the
sorter 1616 is utilized if the hidden memory file 1622
is remote from the location where the party’s PIN)is
entered (that is, the terminal). It should also be
noted that the transaction sequence number (TSN), in
conjunction with the ADVAN, serves to protect the
authenticity of the transaction and the user’s card
against fraudulent duplication of the transaction

I
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information (that is, by recording the output of the
mixer 1614 and retransmitting it later to the

sorter 1616).

A number of additional applications for ‘the
present invention will now be described. :

' The invention could be utilized in a payj
telephone system in which calls could be made without
the use of money. The call originator uses a telephone
in the usual way to enter the telephone number of the
party to be called (i.e., to the call recipient). The
call originator also enters his own telephone number and
PIN. The system then authenticates the identity of the
originator'as described above (by using, for example,
the embodiment depicted in Figs. 6-8 or in Figs. 9-12).
In the first embodiment (i.e., Figs. 6, 7, 8A and 8B),
the originator’s PIN is coded, and used to derive an
arbitraxry number, which is subseguently compared to
another such number which is generated from a ‘
reconstituted version of the coded PIN. The
raeconstituted coded PIN is formed from an RN and ROC
which are accessed from the originator’s account file,
with the originator’s telephone number sexrving as a file
index. 1If the comparison is unfavorable, the call is
aborted; otherwise, call processing continues.

In the second: embodiment, the originator’s
telephone number is used ias an.index to file no. 1 to
access an originator’s CPKO and true CNO. The
originator’s coded PIN, CPNO, is then combined with the
originator’s CPKO to generate a CNO (as in Fig. 12).
The originator’s identify is then authenticated
comparing the true CNO with the derived CNO. If’the
comparison is unfavorable, the call is aborted;
otherwise, processing continues. The originator can use
a machine readable card, or the like which has CPKO and
CNO previously recorded thereon. In this event, access
to file no. 1 is unnecessary.

/V/\;ﬂ
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In either embodiment, if the identity
comparison is favorable, then the originator’s credit
balance is extracted from the originator’s file to]
determine whether the call should be allowed. If the
credit balance is favorable, then the telephone
connection is extended to the call recipient, and the
recipient’s telephone is rung.

At the end of the call, the originator’s
credit balance is diminished by the cost of the call,
and the new balance is computed and rewritten to the
originator’s file. The originator may then be advised
of the cost of the call. When the recipient’s telephone
rings and the call is answered, the system can require
that the identity of the person answering the phone be
authenticated, as in a peréon to person call. In this
event, the recipient is asked to enter a PIN, and the
recipient’s identity is authenticated using either'of
the two embodiments mentioned above.

Alternatively, a first joint code could be
generated when the call is initiated, e.g., from the
originator’s CPN, and the recipient’s reconstituted CPN.
When the call is answered, the recipient enters his PIN,
which 1s converted to a CPN and combined with the
originator’s reconstituted CPN to form a second joint
code. A comparison then ensues between the first and
second joint codes.

Another application of the invention is a
system which uses a bill as the means of (or vehicle
for) payment. The bill contains the usual payment
information, and a VAN is also recorded on the bill when
the bill is generated. The VAN is derived from tﬁe
payment information (INFO) and identification
information associated with the originator of the bill
(e.g., similar to the bank identification line of
information which appears at the bottom of an
originator’s check) or the originator‘’s TIN and BIN,

/ /7 |
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The bill may also contain the recipient’s TIN and BIN.
Preferably, the above information is coded in a standard
format, at a fixed location on the bill itself. The
bill is then used in an appropriate document reader to
provide the transaction payment information to the
system. The party paying the bill (i.e., the payér)
enters his PIN and the payor is then authenticated using
the PIN. Also, the VAN is authenticated (using one of
the methods described above). If the payor and the VAN
are authentic, the bill is paid. A redemption VAN is
generatéd (using information associated with the payee
party) and printed on the bill, when it has been paid.

Alternatively, the payor could simply key in
the information from the face of the bill. When the
transaction is completed, a redemption VAN is displayed
to the payor, which he records on the bill (or the VAN
could be automatically recorded on the bill).

In accordance with a further application of
the embodiments of this invention, a medical
prescription form which has been originated and issued
by a doctor to a patient (a recipient), can be
authenticated to permit dispensing of the designated
medicine, or drug, in a processing jurisdiction, along
with automated payment. Automated payment may include a
third party such as an insurance provider. This system
is particularly useful for a patient who is in desperate
need of medicine, and is in a remote or strange
environment, where the prescription cannot be easily
authenticated, or an available pharmacy cannot be -found.

The prescription form contains identification
information associated with the doctor and the patient,
and the usual information which appears on a }
prescription, such as the type of medicine, strength,
quantity, application, date, refills, generic, and a
control number. The prescription form alsco contains a
VAN, which is the result of coding the medical and
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identification information. Preferably, the information
and the VAN are recorded on the prescription form sé
that it is readable by an individual, and it also
includes coded symbols or characters representing the
same information in machine readable form.

When the prescription form is utilized by the
recipient to obtain the medicine from a processing
entity (such as a drug store), the information on the
form is read automatically by a terminal of the system,
or it is entered via a keyboard. The recipient also
enters his PIN, and the system authenticates the
prescription form, the doctor, and the recipient in
accordance with the embodiments described previously.

An indication of the cost of the prescribed medicine,
and the method of payment is provided to the recipignt.
The recipient may elect to pay by using one of the
methods described herein. .

Note that the processing entity may also
include a centralized clearinghouse in communicati&n
with dispensing outlets (i.e., drug stores) for
authenticating prescriptions. An RVAN may be generated
from the VAN and information associated with the
processing entity, and then associated with the
transaction, to thereby document the processing entity’s
involvement in the transaction.

If a patient attempts to use a prescription in
a state where the originating physician is not licensed,
such as out of state, the original prescription may not
be usable. In this situation, a directory system of
predetermined licensed "correspondent" physicians may be
established, and a correspondent physician can
automatically authorize the prescription of an
originating physician (on-line), after the original
prescription is authenticated.

()=
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The invention alsc finds utility in a
paperless/cashless transaction system, in which "funds
transfer" transactions, such as purchases, occur without
the use of money, or checks. In this system, the
payment‘originator uses a payment recipient’s terminal
which stores information to identify the precise
location of the recipient’s account. Alternatively, an
originator PIN, information identifying an originator
account and a recipient account, and funds transfer
information (INFO) which includes a payment amount are
entered directly into a terminal of this system by the
payment originator. The system initially generates a
VAN, (OVAN), by using the payment information (INFO) in
conjunction with the identification information
assoclated with the payment originator and payment
recipient. The payment originator is authenticated
using the originator PIN using a method described above.
The system then approves or disapproves the payment
based upon an authentication of the VAN, and the "joint"
identification information associated with the
participants, and the availability of funds, or credit.
Such transactions are carried on entirely
electronically, the participant’s bank accounts are
credited and debited automatically, allowing commercial
transactions to be completed "instantaneously". An RVAN
may be generated using the INFO and printed on a receipt
which is dispensed to the originator.

Although preferred embodiments of the
invention have been disclosed for illustrative purposes,
those skilled in the art will appreciate that many
additions, modifications, and substitutions are possible
without departing from the scope or spirit of the
invention as defined in the accompanying claims.

(o
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1. In a system comprising a storage means
addressable using a predetermined address and party

with the pakxty, a method for authenticating the party

comprising thy® steps of:

ecelving a PIN from the party to be

authenticated;
addkessing the storage means using the

to locate the party information

st coded authentication

predetermined addres
and to retrieve the £
information;
generating\second-toded authentication
information using the receivyed
comparing at part of the retrieved
first coded authentication ption to at least part

of the generated second coded au¥ ieation

v
2

part of the
generated second coded authentication inXormation.

2, The method of claim 1, wherain the
predetermined address comprises non-secret ixformation
associated with the party, such that the loca®jon of the
storage means and the first coded authenticatio
information stored in the storage means are non-skcret.

3. The method of claim 1, wherein the
coded authentication information is extracted from a
storage means which is in the possession of the party.

._/,;._\( ,
I

pNrst
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4. The method of claim 1, wherein the
locati of the storage means is secret, and wherein the
step of addressing the storage means comprises the steps
of: ) X
accessing a second storage means using a
second predetermined address to locate and to retrieve a
coded address\previously stored in the second storage
means, the codeq address having been previously"
generated by coding the first predetermined address of
the first storage Ypeans using the PIN;
uncoling the coded address using the
received PIN to geneXate the first predetermined
address; and

) accessing the first storage means using
the generated first predetermined address to retrieve
the first coded authenticaXion in$ormation.

5. The method of c}ai , wherein the first
and wherein, prior
ation is stored in
ortjdns of the memory

storage means is a part of a
to use of the memory, pseudo
the memory, thereby making urus
indistinguishable from the first age means.

6. The method of |clghm 4, wherein the party
information also comprises secret information associated
with the party.

7. In a transaction system,

a method for
authenticating a transaction and at leask one party to
the transaction comprising the steps of:

coding information relevant
transaction with information associated with\at least
one party to generate a variable authenticati number
(VAN), wherein the information associated with kaid at
least one party comprises coded authentication
information derivable from a predetermined secret
and a predetermined non-secret code, and wherein th

coded authentication information was pre&iously

ode
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gene‘:ted by coding a personal identification number
(PIN)) the PIN being unrecoverable within the

transa

ion system; ‘
associating the VAN with the transaction;
deriving the coded authentication
information\using the predetermined secret and non-
and
authenticating the VAN associated with
the transaction\using the derived coded authentication
information.
8. The\method of claim 7, wherein the
information relevant to the transaction comprises at
least one information\group which is coded so as to
enable detection of a &hange in its content or

secret codes

structure.
9. The method\of claim 7, wherein the

transaction involves an eléctrical signal, the VAN being
included in the electrical sigpal] together with at least
a portion of the information el

transaction.
10. The method of [claim 7,/wharein the

transaction includes originati instrument and
wherein the step of associatimng the\VAN with the
transaction comprises the step of redording the VAN and
elevant to the

at least a portion of the: information
transaction on the instrument.

11. The method of claim 10, wherein the
information relevant to the transaction cohprises a
combination of predetermined information redporded on the
instrument and predetermined information not xecorded on
the instrument, such that prevention of fraudulent
regeneration of the VAN is enhanced.

12. The method of claim 7, wherein the\step
of authenticating the VAN comprises the steps of:

uncoding the VAN using at least the
derived coded authentication information;
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comparing the uncoded VAN to the .
gation relevant to the transaction; and
authenticating the VAN and the
transaction associated with the VAN if the uncoded VAN
to the information relevant to the

corresponqg
transaction

13)
of authenticaty

The method of claim 7, wherein the step
ng the VAN comprises the steps of:
Xoding the information relevant to the
transaction using\ at least the derived coded
authentication infyrmation to generate a second VaN;
compaying the first VAN associated with
the transaction to th& second VAN; and
authentidgating the first VAN and the

transaction associated with the first VAN if the first
VAN corresponds to the secdpnd Vil

14. The method o
transaction comprises origina
medical prescription form and/¥§ Xeast one party
comprises an originating physficlan afd a patient
presenting the medical prescriiptign form for processing
in a processing jurisdiction,| fhe &poded authentication
information being associated with thk{ originating
physician and with the patient, and wherein the step of
associating the VAN with the transaction comprises the
step of recording the VAN on the medical

7, wherein the
and processing a

¢

prescription
form.
15. The method of claim 14, furtker
comprising the steps of:
authenticating the patient; and
. dispensing medicine as indicated
medical prescription form to the patient if the
the patient are authenticated.
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16. The method of claim 15, wherein the VAN
is auth®nticated by a processing entity associated with
the proceégssing jurisdiction, further comprising the
steps of: . .
if the originating physician is not
licensed to pxactice in the processing jurisdiction,
then obtaining\authorization for processing the medical
prescription fo in the processing jurisdiction from a
correspondent physician licensed in the processing
jurisdiction;
generating a redemption VAN from the VAN
and information associyted with the processing entity;
and
emption VAN with the
at the processing

associatinyg the

medical prescription form,
entity is accountable for the/pr
prescription form.
17. In a multi-paxgt action system, a

essing of the medical

coding information ralevant to a
transaction with at least information\ associated with at
least two parties to generate a variable authentication
number (VAN); and

associating the VAN with the transaction.

18. The method of claim 17, wherein at least

one of the parties is present, and wherein a¥ least one
of the parties is absent.
19. The method of claim 17, wherein khe
coding step comprises the steps of:
coding the information associated with
said at least two parties to generate a joint code;
coding the information relevant to the

transaction with the joint code to generate the VAN.
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i

20. In a system wherein a party has a
persomal identification number from which first coded
authentication information is generated, the first coded
authentication information being derivable from a
predetermiked secret number and a predetermined non-
secret numbeér which have been previously stored in a
storage means) a method for authenticating the party
comprising the ‘steps of:

riceiving at a first site a personaf

identification nunber from the party;
genekating second coded authentication
information by using Xthe received personal
identification number;
transmit
authentication informatio

second sgite;

ng atbleast the second coded
from the first site to a

retrieving at\the second site the secret
: ge means;

nd site third coded
the retrieved secret

and non-secret numbers from th

generating at th
authentication information by us|
and non-secret numbers; "

comparing at the
coded authentication information”and ¥he third coded
authentication information; and

authenticating the party if the second
coded authentication information corresponds to the
third coded authentication information.

21. The method of claim 20, whereiy the

transmitting step comprises the step of transmitting the
second coded authentication information from the\ first
site to the second site.over a secured communicatdon
medium, and wherein the step of generating the thi
coded authentication information comprises the step
deriving the first coded authentication information friqm
the retrieved secret and non-secret numbers.

site the second
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.22. The method of claim 20, wherein the step
of genekating the second coded authentication
informatien comprises the steps of coding the received
persconal ifentification number to generate a coded
personal idéntification number and coding an arbitrary
riumber using the coded personal identification number to
generate a firgt coded arbitrary number.

23. e method of claim 22, further
conmprising the step of generating at the first site an
anti-duplication variable authentication number (ADVAN)
by coding at least 3 transmission date and time with the
first coded authentidation information, wherein the
transmitting step compYises the step of transmitting the
ADVAN, the first coded Arbitrary number and the
arbitrary number from the\ first site to the second site
over an unsecured communicytio edium.

24. The method o czr?m 23,
comprising the steps of:

deriving‘at th
coded authentication informa from the retrieved
secret and non-secret number
uncoding the APVAN ‘t the second site

further

regenerated transmission date and time &orrespond to a
reception date and time.

25. The method of claim 22, wheXein the
arbitrary number is generated at both the first site and
the second site, and wherein the transmitting, step
comprises the step of transmitting the first ogded
arbitrary number from the first site to the sechnd site
over an unsecured communication medium.

26. The method of claim 25, wherein the\step
of generating the third coded authentication informition
comprises the steps of deriving the first coded

\

- 102 --

MasterCard, Exh. 1011, p. 102



10

15

20

25

30

- 56 =

27. The method of claim 26, wherein the
comparing sStep comprises the step of comparing at the

second site

28,
enrolling a party, wherdin the party is authenticated
during at least one stage\of a—subsequent transaction,

receiving a pXrsbnal identification
number (PIN) from the party:

coding the PI pfoduce a coded PIN

(CPN) ; '
coding the CPN|ysing
arbitrary number to produce a revisal

(ROC) ; and

a predetermined
le owner code

arbitrary
location
s derivable

storing the predetermined
number and the ROC in a storage means at g
assoclated with the party, wherein the CPN
from the predetermined ‘arbitrary number and the ROC.
29. The method: of claim 28, furthe :
comprising the step of modifying the predetermiked
arbitrary number and the ROC such that the CPN r
derivable from the revised arbitrary number and tha
revised ROC, thereby further preventing unauthorizeq
derivation of the CPN,
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30. In a transaction system wherein a party
has a firgt personal identification number (PIN) and an
official has a second PIN, a method for enrolling the
party comprising the steps of:
) coding information associated with the
party with infdrmation associated with the official to
generate a joint\ code, the joint code being subsequently
associable with a\transaction; and

stoning the joint code in a first storage
means, the first stoXxage means being accessible only to
a party with knowledga of the first PIN, such that if no
party exists with knowledge of the first PIN, the joint
code cannot be accessed Erom the first storage means
ssociated with a transaction.
claim 30, further

and, therefore, cannot be
31. The method o
comprising the steps of:
coding informatjo levant to the
transaction with the joint code |generate a variable
authentication number (VaN):
recording the V. a/credential
associated with the transaction

32. The method of clainm 30,
comprising the steps of:
storing the joint code in

the .second storage means and to retrieve the joint\code;

coding information relevant to the
transaction with the joint code to generate a variable
authentication number (VAN):

i
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recording the VAN on a credential

-associlated with the transaction; and

issuing the credential, wherein a party
without knawledge of the second PIN cannot access the
second storage means or the joint code stored therein
and, thereforg, cannot legitimately issue the
credential.
33.
method for proces
of:

a multi-party transaction system, a
ing transactions comprising the steps

codinY information relevant to a
transaction with infoxyation associated with at least
one party to generate a\variable authentication number
(VAN) ;

associating\ the VAN with the transaction;

determining WhetMe#] a recipient party and
the transaction are authenti
if the recipie
transaction are authentic, the
transaction.
34. The method of c
the steps of:

transaction is cleared in a substantially instan
manner.

aneous
35. The method of claim 34, wherein the

transaction involves an electrical signal, the RVAN
being included in the electrical signal.
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36. A method for enrolling and authenticating

a party, comprising the steps of:

receiving a personal identification
numbexr (PIN) from the party:

generating coded authentication
information\using the received PIN;

generating first and second numbers such
that the coded\authentication information is derivable
from the first\éqg second numbers, the first number
being secret and the second number being non-secret;

stor\ng information comprising the secret

generatiny a coded secret address using
at least part of the predétermined secret address and
the received PIN; and

non~-secret number in a second 2
using a predetermined non-secrg

in the first storage means comp he steps of:

storing the coded informatio
first storage means.

38. The method of claim 37, wherein the non-
secret information associated with the party is the
coded secret address. \

39. The method of claim 36, further
comprising the steps of:

receiving a second PIN from a party to Be
authenticated;
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generating at a first site second coded
authentication information using the received second
PIN;

addressing the second storage means using
the predetfermined non-secret address to locate and

retrieved coded secrel address;
transmitting at least the first coded

addressing the f storage means using
the generated predetermined address to locate and
retrieve the secret number:;

deriving at the
coded authentication informatj
non-secret number and the retrieved\secret number;

generating at the secdpd site a second
coded number using the derived first ogded
authentication information and the coded secret address;

deoy@ site the fikst
ing the retrieved

and

authenticating the party to

authenticated if the first coded number corrksponds to

the second coded number.

40. The method of claim 39, further c

the step of generating at the first site an anti

duplication variable authentication number (ADVAN)\by

coding at least a transmission date and time with the
second coded authentication information, the

transmitting step comprising the step of transmitting \\\\

ymprising
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e first coded number, the predetermined secret
adiress, and the ADVAN from the first site to the second
site\via an unsecured communication medium.

41. The method of claim 40, further comprising
the steigs of:

uncoding the ADVAN at the second site
erived first coded authentication information
the transmission date and time:; and
further authenticating the party to be
authenticated i¥ the regenerated transmission date and
a reception date and time.
ethod of claim 39, wherein a first
seni-random number i generated at the first site using
a first counter, and Murther comprising the step of
coding the first semi~-random number to generate a coded
ein the transmitting
rst coded number, the
the goded first semi-
to £he second site via

using the
to regenera

time correspond
42. The

random number from the firs
an unsecured communication
43. The method of |cl 42, further comprising
the steps of:
"uncoding the coded fikxst semi-random
number at the second site to regenera the first semi-
random number;
generating at the second s\te a second
semi-random number using a second counter
generally synchronized with the first counte
further authenticating the party to be
authenticated if the regenerated first semi-ran m
number corresponds to the second semi~random numbgr,
44. The method of claim 39, wherein the
predetermined secret address comprises one or more
components combinable to form the predetermined secret
address, the step of generating the coded secret addres
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Quprising the step of coding one of the components of

PIN to generate the coded secret address.

45. The method of claim 44, wherein the step
ating the predetérminéd secret address conmprises
the steps\of: ‘ . ‘
uncoding the retrieved coded secret

the received second PIN to generate said
onents of the predetermined secret

address using
one of the com
address; and
geherating the predetermined secret
address by combininyg the generated said one of the

components with the other components of the
46. A method Xor automatically and

associated with an originatir pe to an account
associated with a recipient p the method comprising
the steps of: o
receiving from k/originator parﬁ a
assoclated with the
entifying the originator
party\account, and

originator party, information
party account and the reqipiEt
information comprising a payment amount\ and specifying a
funds transfer;
tication

the

yn, and the

generating a variable authey
number (VAN) using the originator party PIN,
recipient party account identifying informati
fund transfer information;

determining whether the originatox party
is authentic by using the PIN; ‘

determining whether the funds transfe
authentic by using the VAN;

is
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if the originator party and the funds

trangfer are authentic, then transferring authenticated
funds \to the recipient party account from the originator
party agcount;
generating a redemption variable
authenticakion number (RVAN) using at least the fénds
ormation; and
associating the RVAN with the fund,
transfer, such that the funds transfer is substantiated
by the RVAN.

47. The\method of claim 46, wherein the step
of associating the RYAN with the funds transfer
comprises the step of reéordiﬁg fhe RVAN on a receipt,

transfer int

the receipt being dispegysed to the originator party.
48. A method
comprising the steps of:
generating a\yari

for processing an invoice

|
l

Ble authenticatién
tion associated with
ed with the invoice
including information identifying payee party account
and payment information compri J
recording the VA
associated with the invoice on inyoice;
receiving the VA

identifying information and the payment informatyjjon from
the invoice; and o ‘ ]

if the payor party and the VAN are
authentic, then crediting the payment amount to the
payee party account from funds associated with the payQr
party.
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49. The method of claim 48, further

‘%qompri ing the steps of::
. generating a redemption VAN (RVAN) by

coding thg VAN with at least information associateg with
rty; and

associating the RVAN with the invoice

ent of the invoice is substantiated by the

the payee

stuch that pa
RVAN.

50. The method of claim 49, wherein the step
of receiving the comprises the steps of:

recelving the invoice from the payor

party; and
' reading\the VAN from the received
invoice.

51. A method f&r/ authenticating a party and
for authorizing access to stgrage means associatgd
with the party, the storag ang bedng addressable
using a secret predetermined é¢ regs, the method

comprising the steps of:
recelving a
number (PIN) from a party to be authenticated;
generating coded autBentication
information using the PIN, the coded Rjuthentication
information being derivable from a secdet number
previously stored in the storage means axd a non-secret
number previously stored in a storage medlum in
possession of the party:;
retrieving from the storage madium at
least a coded address and the non-secret numb
coded address having been previously generated
at least a portion of the secret predetermined address
using the coded authentication information;
generating said at least a portion ofp the
secret predetermined address by uncoding the coded
address using the coded authentication information;
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transmitting at least the generated said
at least a portion of the secret predetermined address
and the xetrieved non-secret number from a first site to
a second Aite over a communication link;

‘ generating at the second site the secret
address using the transmitted sald at

of the secret predetermined address;
addressing the storage means using the
predetermined address to retrieve the

predetermined
least a portio

generated secret

secret number; ‘
‘ deriking the coded authentication

information using théa retrieved secret number and the

the derived coded authentiygat information.
52. The method o im 51, further
comprising the steps of:
retrieving fx
first transaction sequence n
stored therein;
generating a

the gtorage medium a
(TSN) previously:

rst Anti-duplication
variable authentication number (ADVAN) by coding the
first TSN with the coded authenticatiyn information;
transmitting the first ADVAN from the
first site to the second site over the communication
link;
addressing the storage means using the
generated secret predetermined address to retrieve a
second TSN previously stored therein; !
generating a second ADVAN by cod
second TSN with the derived coded authentication
information; and
authenticating the party and authoriging
further access to the storage means if the second ADVAN
corresponds to the first ADVAN;
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wherein the first and second TSNs are
after each transaction, such that fraudulent
receipt Wnd use of messages over the communication link
and fraudidlent duplication of the storage medium are
prevented.

The method of claim 51, further
comprising the\steps of retrieving agency identification
information from the storage medium and transmitting the
agency identificatXion information from the first site to
the second site over the communication link, wherein the
step of generating at the second site the secret

s the steps of using the
fbn to retrieve other
1ined address and

predetermined address \comprisas

54. The method]
comprising the step of ré
number, and/or the coded

55. The method

n 51, further
he TSN, the secret

transaction comprising:

means for coding information\ relevant to
a transaction with at least information assogiated with
at least two parties to generate a variable
authentication number (VAN); and

means for associating the VAN witd the
transaction.

57. A transaction system for enrolling a

party wherein the enrolled party is authenticated during
at least one stage of a subseguent transaction, the
system comprising:
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means for receiving a personal
identification number (PIN) from the party;

means for coding the PIN to produce a
coded PIN (CPN):

means for coding the CPN using a
predetermingd arbitrary number to produce a revisable

the ROC.

58,
party, wherein the part¥ has a first personal
identification number (P an official has a second
PIN, the system comprising

means for co nformation associated

storage means, such that if no party e
knowledge of the first PIN, the joint code cannot be
accessed from the storage means and, therdfore, cannot
be associated with a transaction.
59. A multi-party transaction system for
processing transactions comprising:
means for coding information reléyvant to
a transaction with information associated with at\ least
one party to generate a variable authentication numper
(VAN) ;
means for associating the VAN with the
transaction;
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means for determining whether a recipient
party and the transaction are authentic; and .

means for authorizing redemption of the
transactign if the recipient party and the transaction
are authentic.

60\ A system for authenticating a party

comprising:
eans for receiving a personal
identification n\ymber (PIN) from the party:

means for generating coded authentication
information using the received PIN;

means\ for generating first and second
numbers such that the\coded authentication information
is derivable from the f\irst and second numbers, the
first number being secret and the second number being
non-secret;

ing the secret number in a
predetermined

means for.s
first storage means address
secret address;
ing”’a coded secret
he predetermined

means for gdner
address using at least a part
secret address and the recdiyed P and

means addressable using a predetermined non-secret
address.

61, The system of claim 60, wherein the
second storage means is a storage medium
possession of the party.

62. In a system comprising a stor
addressable using a secret predetermined addreg¢s and a
first coded number previously stored in the stoxage
means and derivable from the secret predetermine
address and a coded address generated by coding th
secret predetermined address with first coded

v
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atithentication information associated with a party to be
a:éhenticated, a method for authentica%ing the party
sing the steps of: }
receiving a PIN from the party to be

authentigated;
generating second coded authentication
information\using the received PIN;
deriving the secret predetermined address
by uncoding the, coded address using the second coded
authentication ihformation;
genkrating a second coded number by
coding the derived secret predetermined address with the
coded address;
using the derived secret predetermined
address to access the st
first coded number; and
authenticat the party if the retrieved

coded number.
63. In a systen ing a credential and
party information associate party and recorded

authenticating the party comprising the steRs of:
receiving a PIN from the party to be
authenticated;
retrieving the first coded authentication
information from the credential;
generating second coded authenticatifyn
information using the received PIN;
comparing at least part of the retrieve
first coded authentication information to at least part
of the generated second coded authentication
information; and
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enticating the party if said at least
part of the retrieved afithentication
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DECLARATION AND POWER OF ATTORNEY
(Original Application)

As a below named inventor, I hereby declare that:

My residence, post office address and citizenship are as
stated below next to my name.

I believe I am the original, first and sole inventor (if only
one name is listed below) or an original, first and joint inventor
(if plural names are listed below) of the subject matter which is
claimed and for which a patent is sought on the invention entitled

SECURE TRANSACTION SYSTEM AND METHOD UTILIZED THEREIN

the specification of which (check one)

[X] is attached hereto.

[ ] was filed on

as Application Serial No.

I hereby state that I have reviewed and understand the
contents of the above-identified specification, including the
claims, as amended by any amendm nt’féferred to herein.

I acknowledge the duty,té/;i;close information which is
material to patentability in accordance with Title 37, Code of
Federal Regulations, Section 1.56.

I hereby claim foreign priority benefits under Title 35,
United sStates Code, Section i;i},ef’gg} foreign application(s) for
patent or inventor’s certificdte listed below and have also
identified below any foreign application for patent or inventor’s
certificate having a filing date before that of the application on
which priority is claimed:
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FOREIGN PRIORITY APPLICATION(S)

Priority
Claimed

N/A [ ] Yes [ ] No
(Number) (Country) (Day/month/ .
year filed)

[ ] Yes [ ] No

{Number) (Countxy) (Day/month
year filed)

And I hereby appoint Ronald L. Panitch, Registration
No. 22,825; William W. Schwaize, Registration No. 25,918; Alan S.
Nadel, Registration No. 27,363; Leslie L. Kasten, Jr.,
Registration No. 28,959; Joel S. Goldhammer, Registration No.
22,130; Wallace D. Newcomb, Registration No. 14,823; John
Jamieson, Jr., Registration No. 29,546; Martin G. Belisario,
Registration No. 32,886; Kirk Baumeister, Registration No. 33,833;
Michele L. Simons, Registration No. 34,962, a Patent Agent; and
Michael Q. Lee, Registration No. 35,239, a Patent Agent; as my
attorneys or agents with full power of substitution and
revocation, to prosecute this application and to transact all
business in the Patent and Trademark Office connected therewith.

Address all correspondence to PANITCH SCHWARZE JACOBS & NADEL,
1601 Market Street, 36th Floor, Philadelphia, Pennsylvania 19103.
Please direct all communications and telephone calls to

Michael Q. Lee at 215-567-2020.

I hereby declare that all statements made herein of my own
knowledge are true and that all statements made on information and
belief are believed to be true; and further that these statements
were made with the knowledge :that willful false statements and the
like so made are punishable by fine or imprisonment, or both,
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under Section 1001 of Title 18 of the United States Code an xﬁé&%@yﬁ\
such willful false statements may jeopardize the validity'ff thi

N
2h 5.

".«‘. o’ .‘,‘}

application or any patent issued thereon. 3 u:f .

e,

/——CJC)
Full name of sole
or first inventor Leon Stambler
Inventor’s Signature
Date ulief2:
’ [ /
Residence m Florﬁa 7 "/"’/q?-—
Citizenship U.S.A.
Post Office Address 7803 Boulder Lane

Wlam £l
ﬁ:rrk—mnd, Florida 33067 =2 ufief7

Full name of second joint
inventor, if any

Inventor’s signature

Date

Resildence

citizenship |

Post Office Address

Full name of third joint
inventor, if any

Inventor’s Signature

Date

Residence

Citizenship

Post Office Address
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Fe : Patent Application of : Group Art Unit: 2 73§
Leon Stambler :
Applic. No.: : Examiner: |
Filed: Herewith i o
For: SECURE TRANSACTION A§g?rgg¥4?§ggeﬂ&;('i&f\j»\;:;:;

SYSTEM AND METHOD )
UTLIZED THEREIN ; MAR 12 1999

Gro i 2702
() I DISCLO E A

It is requested that the references listed on the
attached Information Disclosure Citation Form PTO'-1449 be
considered by the Patent Examiner in connection with the
above-identified application and be made of record therein.

All of the references cited herein were previously
cited and either submitted by Applicant or made of record by the

¥ Examiner in related Application Nos. 08/446,369 filed May 22,

1995 (pending); 08/445,612 filed May 22, 1995 (now U.S. Patent
No. 5,555,303); 08/445,477 filed May 22, 1995 (allowed);
08/122,071 filed September 14, 1993 (now U.S. Patent No.
5,524,073); or 07/977,385 filed November 17, 1992 (now U.S.
Patent No. 5,267,314), and thus are not enclosed.

The present application is a continuation of |
Application No. 08/446,369, filed May 22, 1995, which in turn is
a division of Application No. 08/122,071, filed September 14,

1993, now U.S. Patent No. 5,524,073, which in turn is a division

PSJIN2/62466.1
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of Application No. 07/977,385, filed November 17, 1992, now U.S.

Patent No. 5,267,314.
Independent consideration and acknowledgment of the
listed references are respectfully requested.
Respectfully submitted,

LEON STAMBLER

o 8, 1916 v e DY

(Date) Leslie L. Kasten, Jr. (
: Registration No. 28,959
PANITCH SCHWARZE JACOBS & NADEL, P.C.
1601 Market Street, 36th Floor
Philadelphia, PA 19103
Telephone: (215) 567-2020
Facsimile: (215) 567-2991

Enclosure (PT0-1449 - three sheets)
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IN THE ITED STATES PATENT AND TRADEMARK OFFICE

Patent Application of : Group Art Unit:

Leon Stambler :

Applic. No.: v, : Examiner:

Filed: Herewith . ' :

: Attorney Docket

For: SECURE TRANSACTION : No. 6074-1U5
SYSTEM AND METHOD :

UTLIZED THEREIN

SUBMISSION OF PROPOSED DRAWING AMENDMENT
ROV. BY EXAMINE 7 CF 2

Attached please find a copy of the original informal
sheets of drawings with red ink markings, showing the proposed
changes to the drawings in this application, for which the
approval of the Examiner is requested. The proposed drawing
changes are as follows:

1. Fig. 1i: In the line connecting the bl?ck labeled
"142" to the block labeled as "146", add an arrow pointing to the
block labeled "146",

2. Fig. 12A: The block labeled as "132" should be
changed to read "182". '

3. Fig. 13B:

a. The signal line from the output of block 208 to
the input of block 213 should be relabeled as "RCPBIN".

b. An additional signal line should be added from
the output of block 208 to the input of block 213, and should be

labeled as "RDBIN".

PSJN2/62417.1
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c. The RDTIN signal line output from block 208 to

the input of block 213 should be deleted.

A detailed explanation of the corrections is\provided
jmmediately below: .

1. Correction to Fig. 11: The PKO INDEX signal should
be shown as being output from the uncoder 142 and received by the
second Access Official’s File 146 to be consistent with page 23,
lines 1-11 of the specification.

2. Correction to Fig. 12A: The block labeled as "132"
should have read "182" to be consistent with page 24, line 32 of
the specification.

3. Correction to Fig. 13B: The signal line from the
output of block 208 to the input of block 213 should have been
labeled as "RCPBIN". An additional signal line should have been
included from the output of block 208 to the input of block 213,
and should have been labeled as "RDBIN"., The RDTIN signal line
output from block 208 to the input of block 213 should be
deleted. These corrections conform the figure to the
corresponding text on page 28, lines 12-21 and 29-36 of the

specification.

The above-identified corrections are fully supported by
the original specification and thus do not constitute new matter.

Correction is thus believed to be permitted.

i
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Respectfully submitted,

LEON STAMBLER

oo 8 /94h . Codt ALY

(Datle) Leslie L. Kasten, Jr./
Registration No. 28,959
PANITCH SCHWARZE JACOBS & NADEL, P.C.
1601 Market Street, 36th Floor
Philadelphia, PA 19103
Telephone: (215) 567-2020
Facgimile: (215) 567-2991

Enclosures
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P Auta
f "Express Mail Mailing Label® /%“ PAY /259

Number _EM131838914US ‘

I hereby certify that this paper or fee is being deposited with the United
States Postal Service "Express Mail Post Office to Addressee" gervice under 37
CFR 1.10 on the date indicated above and is addressed to the Assgistant
Commissioner for Patents, Washington, D.C. 20231

Name: W <z
Signed: yial ¢>\:L¢.~”/
{ L4 PATENT
Attorney Docket No. 6074-1 U5
BOX PATENT APPLICATION
N IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Assistant Commissioner for Patents
Washington, D.C. 20231

Sir:
This is a request under 37 C.F.R. §1.60 for filing a
[X] Continuation application (Group Art Unit 2202)

[ 1 Divisional application. BAnticipated classification
Class , Subclass P

of pending prior Application No._ 08/446,369 , filed

on May 22, 1995 of Leon Stambler
inventor(s)

for SECURE TRANSACTION SYSTEM AND METHOD UTILIZED THEREIN

(title of invention)

[X] Enclosed is a copy of the prior -application as originally
filed including: i

[X] _15 sheets of drawings (informal)

[X] a properly executed Declaration and Power of
Attorney.

[X] I hereby verify that the attached papers are a true copy of
the prior application identified above as originally filed.

PSIN2/62441.1 -1-1
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[X]

4

X]

Applicant (s) hereby claim the right of foreign priority
under 35 U.S.C. §119(a)-(d) based on the following
application(s):

Country: Application No.: Filing Date:

A certified copy of the priority document (s) is of record in
the prior application or application S.N. ;
filed .

Applicant (8) hereby claim the right of priority under 35
U.S.C. §120 based on the following U.S. application:

Appln. No.: Filling Date: Status:
08/446,369 May 22, 1995 _pending
08/122,071 Septembexr 14, 1993 igsued
07/977,385 November 17, 1992 issgued
Cancel claims 1-63

Amend the specification by inserting before the first line:

--Thig 18 a continuation of Application No. 08/446,369,
filed May 22, 1995, which in turn is a division of
Applitation No. 08/122,071, filed September 14, 1993, now
U.S. Patent No. 5,524,073, which in turn is a division of
Application No. 07/977,385, filed November 17, 1992, now
U.S. Patent No. 5,267,314,
how U9 BudenX  Sotudag

This lapplication is related to Application No.
08/445,477), filed May 22, 1995, and Application No.
08/445,612, filed May 22, 1995, now U,S. Patent No.
5,555,303.--

[x]
[x]
[x]

[x]

[Xx]

A preliminary amendment is enclosed.

An Information Disclosure Statement is enclosed.

A proposed drawing amendment is enclosed.

New formal drawings are enclosed for replacing the
informal drawings filed in the prior application. The new
formal drawings incorporate the changes requested in the
proposed drawing amendment.

The power of attorney in.the ?fesent application is to the
attorneys and agents in the firm of Panitch Schwarze Jacobs
& Nadel as listed in:

[ 1 A new Declaration and Power of Attorney is enclosed.

[X] The power appears in the prior application, as filed.

Sof
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[ 1 The prior application‘is assigned to

[X] Address all future communications’'to the undersigned
at the address and telephone number set forth below.

[X] A Verified Statement Claiming Small Entity Status:
[X] was filed with the original application No. 07/977,385,
and such status is still proper and desired (37
C.F.R. §1.28(a)).

[ 1 is enclosed herewith.

The filing fee is calculated below:

SMALL ENTITY ~LARGE ENTITY

BASIC BASIC
CLAIMS NO, FILED | NO. EXTRA FEE _$385 OR |_FEE $770
TOTAL 44-20= 24 x1l= 8264 OR |_x22=1$
INDEPENDENT 13-3 = 10 x40= 8400 OR |_x80=|$

LTIPLE DEPENDE CLAIMS PRESENT x130=1$5 OR [x260=!3%

TOTAL 1,04 OR TOTAL |§

[X] The Commissioner is hereby authorized to charge any of the
following fees which may be required, or credit any over-
payment, to Deposit Account ‘No. 16-0235. One additional
copy of this request is enclosed for accounting purposes.

[X] The above calculated filing fee _$ 1,049.00 .

[X] Any additional fees required under 37 C.F.R. §1.16 or
§1.17.

[X] If the filing of any paper during the prosecution of
this application requires an extension of time in order
for the paper to be timely filed, applicant(s) hereby
petition(s) for the appropriate extension of time
pursuant to 37 C.F.R. §1.136(a).

Respectfully submitted,

Mou 41996 o, Tt AL

(Date) LESLIE L. KASTEN, J @)
Registration No._28,959
PANITCH SCHWARZE JACOBS & NADEL.
1601 Market S =
Philadelphia, PA 19103-2398
Telephone: 215-567-2020
LLK:amh Telecopier: 215-567-2991
Enclosures
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o 0. '747174 25,

el
"EXPRESS MAIL" Mailing Label No. EM131838914US
PATENT
TES PAT FFICE

In xe: Patent Application of : Group Art Unit:
Leon Stambler :

Appln. No.: : Examiner:

Filed: Herewith :
For: METHOD FOR SECURING :
INFORMATION RELEVANT TO A : Attorney Docket
TRANSACTION (as amended) : No, 6074-1U5
R TN

This preliminary amendment is being filed before
receipt of a first Office Action. Please enter this preliminary
amendment before examination of the application.

Charge any fee associated with this response and credit
any overcharge to Deposit Account No, 16-0235.

Please amend the above-identified application as

follows, without prejudice:

n e Title

LA&;;ete the original title and replace it with the _

following new title: |--METHOD FOR SECURING INFORMATION RELEVANT

B\ TO A TRANSACTION--.

In the Claimg:

dd new claims 64-107 as follows:

PSION2/62457.1 ;
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comprising information associated with a party and other

sensitive information, said information associated with & party

access, the method comprising the steps of:
previously receiving a first perso
Y;;}/7identification number (PIN) from the party; \
previously deriving first codéliﬁﬁthéntiéation o
information by using the first PIN;
previously generating at ast two numbers using
the first coded authentication information, wherein at least one
of the at least two numbers is an ar; itr5¥§ number;

previously storing gach of the at least two

numbers in one or more first stofage means;
previously stoying each of the at least two
numbers in one or more secofd storage means;
retrieving/each of the at least two numbers
previously stored in t first one or more storage means;
retrigving each of ﬁhe at least two numbers
previously stored ¥n the second one or more storage means;
cgmparing each of the at least two numbers
retrieved from/the first one or more storage means with each of
the at least/two numbers retrieved from the second one or more
storage mgans; and
authorizing access if each of the at least two

numbers retrieved from the first one or more storage means and
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each of the at least two numbers retrie om the second one or

more storage means ¢ ond to each other.

65. The method of claim 64 further comprising thg

steps of:
receiving a second personal identifj aion numbex
(PIN) from a party to be authenticat .
- deriving second code /‘,- tication information
(4 by using the second PIN; ! '
W'N combining each o least two numbers

retrieved from the first or _gé€comd ohe or more storage means to

informatio he third coded authentication information; and

authorizing access if the second coded

- 168 --
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the other information.

68. The method of claim 64 further comprisipg t

steps of: I
combining each of the at least twe“numbers

retrieved from the first one or mgre stora means to derive

%9/7 second coded authentication inf

comp /econd coded authentication
information with”“the ird-¢oded authentication information; and
authorizing accesg if the second coded

cation information and third coded authentication

ormation correspond to each other.

69. The method of claim 64 further comprising

eps of:

revising each of the at st two numbers at an

arbitrary time; and _—

each of the previous at least two

replaci
numbers in the st and second one or more storage means with

each of reviged at least two numbers.
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70. The method of claim 64 wherein at least o

each of the at least two numbers is stored i first one or

more storage means and at least a €r of each of the at least

two numbers is stored e second one or more storage means,

wherein the t and second one or more storage means are

at first and second respective sites.

/J{f The method of claim‘§4‘aherein at least one of
each of the at least two numbers is secret, and at least another

of each of the at least two numbers is non-secret.

A method for coding first information, the method

mprising the step of:

coding the first info

information and then codin ﬁé/;;sult using third information,

wherein the secon third information was previously generated

and store ring an enrollment process, and wherein the second

ird information are not derivable from each other.

73. In a multi-party transaction system, a method,fer/

gsecuring information relevant to a transactio € method

comprising the steps of:

coding the ormation relevant to the transaction
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File History Report

Paper number is missing from the United States Patent and Trademark

Office’s original copy of the file history. No additional information is available.

The following page(s) 6 of paper number 6 is/are missing from the United States

Patent and Trademark Office’s original copy of the file history. No additional

information is available

Additional comments:
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194

associated with each of a group of one or more parties, or e
of the other of the at least two information groups is pr
gtored in one or more storage means;
previously storing the arbitrary numb
storage medium;
coding the sensitive information by using the
predetermined first key to derive the coded sgnsitive

information;

subsequently retrig¥ing the arbitr&ry number from

the storage medium;

receiving the’ other of the at least two
information groups from ea of thé group of one or more parties,
or retrieving the other of least two information groups
from the one or more stora s;
deriving the)predetermined joint key by combining
the predetermined arbitra mbeJ with the other of the at least
two information groups;
the ;Lded sensitive information by using

the predetermined joint key to recover the sensitive information.
76. e method of claim 75 wherein the predetermined
arbitrary nu r is derived by combining the predetermined joint
key with the/other of the at least two information groups, such
that the cémbination of the predetermined arbitrary numpber and

the othef of the at least two information group results in the

predetgrmined joint key. ‘i o l
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77. The method of claim 75 wherein at least ope

information group associated with at least one of the rties is

derived from a personal identification number (PIN).
78. The method of claim 75 wherein tHe predetermined

joint key is unrecoverable within the system

79. The method of /claim 75 wierein the location for
retrieving the other of the at least fwo information groups from
the one or more storage mgans is defrived from identification
information of a party as

key.

80. A method foY securing the integrity of first

transaction information, e integrity of second information

associated with an originat party, by using an anti duplication
variable authenticatibn numbgr (ADVAN) , the first transaction
information comprising a transaction sequence number and other
transaction inforpation, the transaction sequence number being
previously store¢d in a storage means and being revised for each
transaction, e method comprising the steps of:

coding the first transaction information using the
second infgrmation to derive a first ADVAN1;

coding the second information using thef

transacfion sequence number to derive third information;
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ADVAN1 to derive integrated information;

retrieving the transaction sequence nymber from
the storage means;

extracting the third information from the
integrated information;

uncoding the third informatigh using the retrieved
transaction sequence number to recover t second information;

extracting the ‘first ADVAN1 from the integrated
information;<

uncoding the first VANl using the recovered

extracted transactifn sequence number compares favorably with the

retrieved transacfion sequence number.

81./ The method 9f claim 80 further comprising the
steps of: )
retrieving foﬁrth information from the storage
means, the fourth information being associated with the

originAtor party;
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deriving an ADVAN3 by coding the revise
transaction sequence number with the fourth informatign;

transmitting the ADVAN3 from the secohd site to
the first site; and

recelving the ADVAN3 at the first/site, and
uncoding the ADVAN3 by using fifth informatior/ to recovér the
revised transaction sequence number, the fiffh information being

agsociated with the originator party.

82. The method of claim 81 wherein the revised

steps of:
extragting the other transaction information from

the recovered first/ transaction information;

combining the other transaction information with

the retrieved tyansaction sequence number to derive second

ormation; i

coding the second transaction information using

transaction i

the recoveyed second information to derive a second ADVAN2;

-10-
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comparing the ADVAN1 and the ADVAN2 to furt

authenticate the integrity of the other transaction infoyfnation

if the ADVAN1l and the ADVAN2 compare favorably.

85. The method of claim 80 further comprising the
; 3

steps of:
revising the transactidn se nce number and

storing the revised transaction sequence pumber in the storage
means for use during a subsequent tyansglction.
86. The method of cl 80 wherein the ADVAN1 and
third information are deriv, a first site and are transmitted
to a second site, the integiitfy\of the first transaction
information and the second Anformation being authenticated at the
second site after retrie the |transaction sequence number from

the storage means at t

87. The/method of claim 80 wherein more than one

algorithm is used to code and uncode said information.

88 The method of claim 80 wherein at least selected
portions of the first transacgion information are coded to derive
a compacy error detection code, and wherein the compact error
detectjon code is further coded with at least the secongd

infoymation to derive a compact ADVAN which is used to detect

-11-~
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changes in at least they/firs transaction information and a ast

the second information.

89, The meth im 80 wherein the first

transaction i ation comprises solely the transactipn sequence

90. A method for authenticating a credential and

first party who was issued the credential, and a second pafty
associated with issuing the credential, the method comprising the
steps of:

retrieving information previougly stored in the
credential;

using at leas‘/ portiop/of the retrieved
information previously stored [in yhe credential to further
retrieve information previou tored in a storage means
aggociated with at least one A the parties, wherein the

information retrieved fro i ge means includes a first

infarmation associated with one

of the parties, And secret information associated with the other

party;

Fepr ALk ) _

coding the:seeree information associated with one
i

of the farties, and the secret information associated Jith the

othef party to generate a second joint key;

-12~-
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extracting the previously stored first joint ke

from the information retrieved from the storage means; an
authenticating the credential, and the £irst party

who wase issued the credentiél, and the second pari¥ associated
with issuing the credential, if the retrieve irst jq}nt key
corregponds to the generated se
91. The method of ¢ 90 wherein the secret

TS;P information associated with ne of the parties comprises

93. A method for securing in escrow, and in trusiy

party, the first party beifig enrolled by the second party and

issued a credential, fhe method comprising the steps of:
eviously receiving information associated with

the first pafty and information associated with the second party;

-13-
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previously generating a joint key usin

information associated with the first party, a e information

associated with the second party; and .

retaining in t Btorage means, in trust, at least
the information asso ed with the first party and th?
information Bciated with the second party which waa‘previously

used generate the joint key.

?;;P 94, The method of clai i e escrowed

7

information compri

s

95. The method of claim 93 wherein the second party i

an agent, or an agency, or an official of an agency, or an

authority, or an administrator, or an entity entrusted wi

issuing a credential.

96. A method for enrolling a first pgarty by'a second
party, and subsequently granting the firsp/party access to a
first storage means, or other thing, erein the first party has
a first personal identification mber (PIN1), and the second
party has a second personal jidentification number (PIN2), the
first storage means, or her thing, being accessible only to a
party with knowledgeof the first PIN1 or with knowledge of the
second PIN2, the”method of enrollment comprising the stéps of:

[

receiving information associated with the first

party;

-14-
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receiving information associated with the seco

party; and
storing the information associated with t first

party and the information associated with the second party in a

97. The method of claim 96 whgrein the second storage
means is accessible for storing informition therein only by a
party with knowledge of the second PIN (PIN2), such that if no
party exists with knowledge of the second (PIN2) then information
cannot be stored in the second’/storage means.

98. A method f£6r enrolling a first party by a second
party, and subsequently granting the first party access to a
first storage means,/or other thing, wherein the first party has
a first personal jflentification number (PIN1), and the second
party has a secghd personal identification number (PIN2), the
first storage/means, or other thing, being accessible only to a
party with Xnowledge of the first PIN1 or with knowledge of the
second PIN2, the method of enrollment comprising the steps of:
receiving information associated with the first

N

receiving information associated with the second

~15~
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coding the information associated with the fi

party and the information associated with the seco
generate a joint code; and
storing the cod d the information associated
with the second part
\ joint code

ret

a second storage means, wherein the

]
the information associated with the second party
ved subsequently from the second storage means are used in

i\granting access to the first storage means, or other thing.

Ys%/ )Hﬁ‘ The method of claim;yfﬁterein the second storage

Uvﬁo 7'means is accessible for storing information therein only by a
party with knowledge of the second PIN (PIN2), such that if no
party exists with knowledge of the second (PIN2) then information

cannot be stored in the second storage means.

100. A method for granting a first party access ?S/g/

first storage means, or other thing, subsequent to bein

by a second party, wherein the first party has a sonal
! identification number (PIN), and wherein i Tmation associated
. with the second party was previously ored during enrollment in

a second storage means, and a f£i¥st joint code was previously

generated and stored dur enrollment in the second storage
means, wherein the

first coded a

- 181 -
MasterCard, Exh. 1011, p. 181



5o
w%?

- e

associated with the second party, the method comprising the ste
i . 14

of:
receiving a personal identification number APIN)

from the first party and generating second coded authenfication

information using the PIN;
retrieving from the second storage

information associated with the second party, the first joint

code;
coding the second coded autientication information

and the information associated with the decond party to generate

a second joint code;

comparing the first joint code and the second
joint code; and

granting the fiyst party access to the first
storage means, or other thing, if ;hg first joint code

corresponds to the second Aoint code.

101. A method for granting a first party access to a
first storage meansg;, or other thing, subsequent to being enrolled
by a second party, wherein the first party has a personal
identification/number (PIN), and wherein information associated
with the segdnd party was previously stored during enrollment in
a second gtorage means, and wherein first information previously
y using the PIN of the first party was previodsly stored
enrollment in the second storage means, the metﬁod

copprising the steps of:

-17-
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deriving second information by using the PIN;
retrieving from the second storage
information associated with the second party, ang/the first
information previously derived by using the PI
coding the firgt information previously derived by
using the PIN and the inforﬁation agsociated with the second
party to generate a first joint code;

coding the second inforpation derived by using the

PIN and the information associated wjth the second party to
generate a second joint code;
comparing the firgt joint code and the second
joint code; and
granting the rst party access to the first
storage means, or other thifg, if the first joint code

nt code.

-

o

.

corresponds to the secon

102. In a cpmputer system comprising a memory
containing computer/information stored in a controlled memory
area to which accéss is granted only upon proper authentication

{
of an authoriz ugser of the computer system, the memory further
including a ored control program'for interacting with a user
and for making a determinatidn as to whether the user is an
authorizgd user, the memory further including a first ﬁrea, not
readi accessible to a user, the first memory area containing a

fir revisable code and a second area containing a second

-18-
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revisable code, a method of authentication of a user comprisin

the steps of:

receiving in the computer system identif}
information associated with the user;

generating first coded authentica on information
using the received identification information ssociag@d with the
user;

retrieving the first revjfable code from the first

@;;V’ memory area and the second revisable £ode from the second memory

&Jj;z area and deriving therefrom second/coded authentication
information;
comparing the /first coded authentication
information with the secopfi’' coded authentication information;
granting/access to the computer information stored
in the controlled meglory area to the user only if the first and
second coded authghtication information compare favorably.
103/ The method as recited in claim 102 further

comprising’the step of revising and storing the first and second

104. The method as recited in claim 103 wherTin

computer information stored in the memory of the computer system

& method further comprising the steps of:

-19-
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previously recording the second revisable co

with the computer information to be reproduced;
permitting the computer in ation to be

reproduced only if the access has en granted to the user; and

105. In a computer system comprising a memo

area to which access is granted only upon prop€r authentication
of an authorized user of the computer system, the memory further
including a stored control program for Anteracting with a user
and for making a determination as whether the user is an
authorized user, the memory furrher including a first area, not
readily accessible to a use the first memory area containing a
first revisable code andg”a second area containing a second
o~ revisable code, a merhod o;kauthentication of 3(’/ comprising
the steps of: ,

receiving in gﬁe computer system identification
informatior associated with the user;

generating first coded authentication information

the received identification information associated with the

-20-
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retrieving the first revisable code from the fi

memory area and the second revisable code from the secon emory
area;
deriving a third revisablgtggl the retrieved

authentication

NAN

first revisable codg{ and the first co
information;

comparing t retrieved second revisable code with
the derived third reyiBable code;
anting access to the computer information stored
in the contYolled memory aréa to the user only if the second and

revigable codes compare favorably.

. R
‘%\y

The method as recited in claim 105 furthe
omprising the step of revising and storing the firsg”and second
revisable codes in the original respective memory” areas only if

the second and third revisable codes comparefavorably.

107. The method as reciteddn claim 105 wherein
computer information stored in ti€ memory of the computer system
may be reproduced, the methogd”further comprising the steps of:

previously recording the second revisable code
with the computer infdrmation to be reproduced;

P itting the computer information to be
reproduced on, if the access has been granted to the yser; and

thereafter retrieving the second revisable code
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revigable code to authenticate the use € reproduced

information is use Tcessed. -~

. REMARKS .
Claims 64-107 are pending in this application. Claims
1-63 were canceled because they are directed to the subject
matter in parent applications related hereto. Prompt examination

of the present application is requested.

Respectfully submitted,

LEON STAMBLER

Nou $, 1976 oAt ///4

(Date) Leslle L. Kasten, Jr.
Registration No. 28, 959
PANITCH SCHWARZE JACOBS & NADEL, P.C.
1601 Market Street, 36th Floor
Philadelphia, PA 19103
Telephone: (215) 567-2020
Facsimile: (215) 567-2991

LLK:rdm

-22-

- 187 -
MasterCard, Exh. 1011, p. 187



T T ——— - -_— == fbaeal Yanw tAn RTY T

X1

PANITCH SCHWARZE JACOBS & NADEL, P.C.
INTELLECTUAL PROPERTY ATTORNEYS
1601 Market Street - 36th Floor - Philadelphia, PA 19103.-2398
TELEPHONE: (215) 567-2020 - FACSIMILE: (215) 567-2991 - E-MAIL: psjn@psjn.com

CERTIFICATION OF FACSIMILE TRANSMISSION

I hereby certify that this paper is being facsimile transmitted
to the U.S. Patent and Trademark Office on the date shown below

LOUISA DRAIN : <5
Type or print name of person signing certification % %
M % -2
- -
Signature Date < % %
PACSIMILE, COVER SHEET ‘% -
305~ 7382

Examiner: B. Zimmerman FAX No.: 1(703)30s350
Group Art Unit: 2211 Date: March 14, 1997
From: Leslie L. Kasten, Jr. FAX Operator: Louisa Drain

Re:  U.S, Patent Application No. 08/747,174 Filed 11/12/96 for "METHOD FOR SECURING

INFORMATION RELEVANT TO A TRANSACTION"

Title of Paper sent via Facsimile: SUPPLEMENTAL PRELIMINARY AMENDMENT
o2

Timc?_{éﬁ” . PSJ&N File No: 6074-1US Page 1 uf ____ pages

IF YOU DO NOT RECEIVE ALL THE PAGES, PLEASE CONTACT
LOUISA DRAIN AT 215-567-2020

THIS FACSIMILE MESSAGE 1S CONFIDENTIAL AND MAY CONTAIN ATTORNEY PRTVILEGLD
INFORMATION INTENDED ONLY FOR THE USE OF THE INDIVIDUAL OR COMPANY NAMED ABOVE.

:

I you are niot the intended recipient, or the employee or agent responsible ro deliver it o the § ip 2y di Ination, distribution or copying of this
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PATENT
In re: Patent Application of : Group Art Unit: 2211
Leon Stambler :
Appln. No.: 08/747,174 : Examiner: B. Zimmerman
Filed: November 12, 1996 s %
: %
For : METHOD FOR SECURING : S 7, 2
INFORMATION RELEVANT TO A : Attorney Docket (o4 6\0
% @
TRANSACTION (as amended) : 0

No. 6074-1US %)

This supplemental preliminary smendment is being filed

before receipt of a first Office Action. Please enter this
preliminary amendment before examination of the application.
Charge any fee associated with this response and credit

any overcharge to Deposit Account No. 16-0235, :
Please amend the above-identified application as

follows, without prejudice:

osas Stz /

Claim 88, line 6: delete "firs" and replace it with

--first--. / /

Claim 90, lines 13 and 16: delete “secret" and replace

both occurrences with --non-secret--.

PSIN2/90720.1

AT sy TRR? 1qe CT7 TXY 22:91 L8/v1/¢€0
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/

Claim 105, line 10: delete "suer' and replace it with

~-user=--, ,
/

line 20: after "revisable", insert --code--.

line zr{ delete "codes" and replace it with

--code--. .

REMARRS
Claims 64-107 are pending in this application. Claims
88, 90 and 105 are amended to correct errore in the original set
of claims. Prompt examination of the present application is

requested.

Respectfully submitted,

LEON STAMBLER

3)1w)1 o LA L)

(Date) Leslie L. Kasten, Jr.
Registration No. 28,959
PANITCH SCHWARZE JACOBS & NADEL, P.C.
1601 Market Street, 36th Floor
Philadelphia, PA 19103
Telephone: (215) 567-2020
Pacsimile: (215) S567-2991

LLK:1lcd

T~ YOLINYd 1667 198 §TZ T& LT L6/VI/LO
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UNITED STATES DEPARTMENT OF COMMERCE

Patent and Trademark Office

Address: COMMISSIONER OF PATENTS AND TRADEMARKS
Washington, D,C. 20231

[[SERIALNUMBER | _ FILNG DATE _ | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |

YIZA 80 L., i [

| EXAMINER ]

hen &g b AT gl e

[ ARTUNIT | _PAPERNUMBER ]

DATEMAILED: ¢ -«

This Is a communication from the examiner In charge of your application,
COMMISSIONER OF PATENTS AND TRADEMARKS

D This application has been examined D Hesponslvé to communication filed on, D This action Is made final.

A shortened statutory period for response to this action Is set to expire hs) 3@ days from the date of this letter,
Failure to respond within the parlod for response will cause the application to become abandoned. 35 U.S.C. 133

Part] THE FOLLOWING ATTACHMENT(S) ARE PART OF THIS ACTION:

1. D Notice of References Cited by Examiner, PTO-892. 2. D Notlce of Draftsman's Patent Drawing Review, PTO-948.
3 D Notice of Art Cited by Applicant, PTO-1449. 4. D Notice of Informal Patent Appilcation, PTO-152.
5. E] Information on How to Effect Drawing Changes, PTO-1474. 6. —
Partll SUMMARY OF ACTION
1. [jcmlms sl O:}‘ are pending in the application.
Of the above, clalms are withdrawn from consideration.
2.[7] ciaims have been cancelled.
3. D Claims are afiowed.
4, D Claims are rejected
5. D Claims are objected to.
6. [Z(CIaJms (_lq ~1 o are subject to restriction or election reqt

7. D This application has been filed with informal drawings under 37 C.F.R. 1.85 which are acceptable for examination purposes.

8. D Formal drawings are required in response to this Office action,

8. [:] The corrected or substitute drawings have been recelved on ___ . Under 37 C.F.R. 1.84 these drawings
are []acceptabie; [J not acceptable {soe explanation or Natlce of Dralisman's Patent Drawing Review, PTO-848).

10. D The proposed additional or substitute sheet(s) of drawings, filed on . has (have) been [Japproved by the
examiner; [J disapproved by the examiner (see explanation).

11.DThe,. posed drawing ction, flled , has been [Japproved; [J disapproved (see explanation).

12, E] Acknowledgement Is made of the claim for priority under 35 U.S.C. 119. The certifled copy has [J been recelved [ not been received
0 been filed in parent application, serial no.  flled on

13, D Since this application apppears to be In condition for allowance except for formal matters, prosecution as {o the merits is closed in
accordance with the practice under Ex parte Quayle, 1935 C.D. 11; 453 O.G. 213,

14. (] other

EXAMINER'S ACTION
PTOL-326 (Rev. 2/93)
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Serial Number: 08/717714 -2~

Art Unit: 2211

Restriction to one of the following inventions is required
under 35 U.S.C. 121:

Group I. Claims 64-74,90-107, drawn to an authorization
system, classified in Class 340, subclass 825.34.

Group II. Claims 75-89, drawn to an encryption system,

classified in Class 380, subclass 20.

The inventions are distinct, each from the other because of

the following reasons:

1. Inventions I and II are related as subcombinations disclosed
as usable together in a single combination. The subcombinations
are distinct from each other if they are shown to be separately
usable. 1In the instant case, invention II has separate utility
such as for use in exchanging computer programs. See M.P.E.P.

§ 806.05(4).

2. Because these inventions are distinct for the reasons given
above and have acquired a separate status in the art as shown by
their different classification, restriction for examination

purposes asg indicated is proper.

3. Because these inventions are distinct for the reasons given

above and the search required for Group I is not required for
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Serial Number: 08/717714 : -3-

Art Unit: 2211

Group II, restriction for examination purposes as indicated is

proper.

4. Because these inventions are distinct for the reasons given
above and have acquired a separate status in the art because of
their recognized divergent subject matter, restriction for

examination purposes as indicated is proper.

Applicant is advised that the response to this requirement
to be complete must include an election of the invention to be
examined even though the requirement be traversed.

5. Any inquiry concerning this communication or earlier

communications from the examiner should be directed to Brian
Zimmerman whose telephone number is (703) 305-4796.

BZ
April 8, 1997
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I HEREBY CEﬁTIFY THAT THIS CORRESPONDENCE IS BEING DEPOSITED WITH
STATES POSTAL SERVICE AS FIRST CLASS MAIL TN AN ENVELOPE ADDRESSED TOy AS
COMMISSIONER FOR PATENTS, WASHINGTON, D.C. 20231, ON THE DATE INDICATED

BY, p ATE }% fod
/7

In re: Patent Application of .t Group Art Unit: 2211
Leon Stambler :

PAT;

Appln. No.: 08/747,174 : Examiner: B, Zimmerman
Filed: November 12, 1996
For: METHOD FOR SECURING

INFORMATION RELEVANT TO A : Attorney Dgcket
TRANSACTION (as amended) : No. 60744105
o

/Qp '";3;3

SECOND SUPPLEMENTAL PRELIMINARY AMENDMENT.

This correspondence is in response to an Office Action
setting forth a written restriction requirement, mailed April 9,
1997 (Paper no. 8), and is being timely filed within the
shortened sgtatutory period éét for response in the Office Action.

Charge any fee assééiated with this response and credit
any overcharge to Deposit Account No. 16-0235.

Applicant elects Group I, claims 64-74 and 90-107 for
e

examination. The election is without traverse.

PSIN2/968793.1

e
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Pleage amend the above-identified application as

follows, without prejudice:

/
Cancel claims 75-89 without prejudice to filing a
divisional application on such claims.

-/ Add new claims 108-143 as follows: y

7
?%/——108. A method for authenticating a first party by

information, the method comprising the
previously coding at le a portion of the other
credential information with f£i¥st information associated with the

second party to derive a ariable authentication number (VAN);
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retrieving second information associated with t

second party previously stored in a storage means agsociated with

at least one of the parties;
uncoding the VAN using the segend information

associated with the second party to”derive the at least a portion

of the other credential information; and

authenticating the first party if the at least a

portion of the oth credential information retrieved from the

A,

information associated with the second party comprises a secret

The method of claim }aﬁzwherein the first

key, and the second information associated with the second party

comprises a non-secret key. .

110. The method of claim 108 wherein the at lea
rtion of the other credential information compxr

and a non-secret key associated with the

111. od for issuing a credential to a first

party by a second party, the method comprising the steps of:

-3~

- 196 --

MasterCard, Exh. 1011, p. 196



the second party receiving information associated wi

the first party;
the second party authenticating at least a po
the received information associated with the first pgkty:
denying issuance of the credential if least a
portion of the received information associated/with the first
\\ party is determined not to be authentic;
coding at least a portion of fhe received information
first information associated

associated with the first party wit

with the second party to derive variable authentication number

Y
Jf (VAN) ;

storing the VAN #nd at least a portion the received
information associated with the first party, and other

information associated with the second party, in the credential;

and

issuifig the credential to the first party.

The method of claim 111 wherein at least a
portioryof the information associated with the first party

compZises the name and a non-secret key associated with the first
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113. A method for authenticating a first party b

using information stored iﬁ a credential, the credential bei
previously issued to the first party by a second party, erein
information previously stored in the credential comprises at
least a variable authentication number (VAN) and ofher credential
information, the method comprising the steps o
previously generating a first errgf detection code
(EDC1) by using at least a portion the otMer credential
information:
previously coding the firét error detection code (EDC1)

with first information assoc1at9d/w1th the second party to derive

a variable authentication numb/er (VAN) :

previously storiy¥g the VAN and the other credential
information in the credgntial;

retrieving /the VAN and the other credential information
stored in the credéntial;

deriving a second error detection code (EDC2) by using
at least a pgrtion of the retrieved other credential information;
retrieving second information associated with the

second farty previously stored in a storage means associated with

at ast one of the parties;

- 198 --
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uncoding the VAN using the second infor
agssociated with the second party to deriwv third error
detection code (EDC3); and

authenticating t first party and at least a portion

of the information ored in the credential if the second error

detection cg (EDC2) corresponds to the third error detection

C3) .

}'étf/ The method of claimxﬂzéherein the first

information associated with the second party comprises a secret

key, and the second information associated with the second party

comprises a non-secret key.

ssuing a credential to a first

116. A method fo

party by a second party, e method comprising the steps of:

party receiving information associated with

- 199 --
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the second party authenticating at least a portion
the received information associated with the first party;

denying issuance of the credential if at leagt a
portion of the received information associated with/the first

party is determined not to be authentic;

[

generating an error detection code/(EDC) by using at
; least a portion the received information Associated with the
first party;
coding the error detectiord code (EDC) by using

information associated with the gecond party to derive a variable

(=

authentication number (VAN);

storing the VAN 3Ad at least a portion the received
information associated with the first party, and other
information associated with the second party, in the credential;
and

issuing the credential to the first party.

The method of claim 116 wherein at least a
portion 4f the information associated with the first party

comprdises the name and a non-secret key associated with the first

-- 200 -
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ﬂrf . A method for authenticating a first party

a first site by a second party at a second site by using a
personal identification number (PIN) or a password (PW)/supplied
by the first party at the first site, and further uging a first
random number (RN1) generated by the second par at the second
site, the PIN or password (PW) being previougly used to derive
first coded authentication information, the first coded
authentication information being previgusly stored in a storage
means associated with the second payty at the second site, the
method comprising the steps of:

receiving a PIN or password (PW) at the first site

from a first party to be apthenticated;

generating segond coded authentication information
using the received P or password (PW);
generating a first random number (RN1) at a second site
by the second party;
nsmitting the first random number (RN1) from the
second sife to the first site;

receiving the first random number (RN1) at the first

sitg by the first party;

- 201 --

MasterCard, Exh. 1011, p. 201



coding the received first random number (RN1) and th

second coded authentication information to derive a first a
duplication variable authentication number (ADVAN1) ;
transmitting the first anti-duplication var'aple
authentication number (ADVAN1l) from the first site/to the second
site;
receiving the first anti-duplicatigh variable
authentication number (ADVAN1) at the secghd site by the second
party;

retrieving the first coded/authentication information

\ “;%E;§§E§§f —

from the storage means at the sec
coding the first randgém number (RN1) and the first
coded authentication informafion to generate a second anti-
duplication variable authgntication number (ADVAN2);
comparing the/ first anti-duplication variable
authentication numb (ADVAN1) and the second anti-duplication
variable authentigZation number (ADVAN2); and
authefiticating the first party by the second party if
the first anfi-duplication variable authentication number
nd the second anti-duplication variable authentication

(ADVAN1)

number /(ADVAN2) correspond.
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119. The method of claim 118 wherein aft

authentication occurs, the first parxt authorized access to

information stored a second site.

120. A method for authenticating a first party

a first site by a second party at a second site, wherein fixst
information associated with the first party is previous stored
in a first storage means at the first site, second formation
associated with the second party is previously sired in a second
storage means at the first site, third info tion associated
with the second party is previpusly stored’in a third storage

means at the second site, and/ fourth formation associated with

the first party is previous

the second site, the method/c rii}pé/;he steps of;

generating a firs

site;

storage means;

-10-
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transmitting the first anti-duplication variab

authentication number (ADVAN1l) from the second site to fhe first
site, and receiving the ADVAN1l at the first site;
| receiving a personal identification numbgr (PIN) or a

password (Pw) supplied by the first party at the/first site;

retrieving the first information asgociated With the
first party from the first storage means ondy if the PIN or the
password of the first party is determined to be authentic;

uncoding the received ADVAN1/by using the retrieved
first information to derive;a first /recovered random number
(RRN1) ;

retrieving the

in:j;yation associated with the

second party from the secord/storage means;

random number (RRN1) wit}{{ the sedond information retrieved from

the second storage
transmifting the secénd anti-duplication variable

authentication siumber (ADVAN2) from the first site to the second

site, and regeiving the ADVAN2 at the second site;

etrieving the third informgtion associated with the

second pAarty from the third storage means;

-11~
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uncoding the received ADVAN2 by using the retriev

third information to derive a second recovered random nunfer

(RRN2) ; and
authenticating the first party if the firgt random

number (RN1) corresponds to the second recovered/random number

(RRN2) .

121. The method of claim 20 wherein the first

information stored in the firgt storage weans is secret, and the

secret, and the third infoxy i stopéd in the third storage
means is secret, and the fpu ormation stored in the fourth

gtorage means is non-secret.

122. A methiod for huthenticating a second party at
a second site by a fifst [party a first site, wherein first
information associafed with the first party is previously stored
in a first stora means at the first site, second information
agsociated witll the second party is previously stored in a second
storage meang at the first site, third information associated
with the sgcond party is previously stored in a third storage
means at/the second site, and fourth information associated with

-12-
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the first party is previously stored in a fourth storage means

the second site, the method comprising the steps of;
generating a first random number (RN1) at the fiyst
site;
retrieving the second information associatgd with the
second party from the second storage means at‘the first site;
generating a first anti-duplication yariable
authentication numbex (ADVAﬁl) by coding th¢ first random number
(RN1) with the second information retrieyed from the second
storage means;
transmitting the i-duplication variable
authentication number (ADV. fyom the first site to the second
site, and receiving the fi at the second site;
retrieving the thyrd ipformation associated with the
second party from the thifd s orad@ means at the third site;
uncoding the frec¢ived ADbANl by using the retrieved
third information to/derilve a fiyst recovered random number
(RRN1) ;
retrigving the fourth information associated with the
first party om the fourth storage méans;
enerating a second anti-duplication variable

authentifation number (ADVAN2) by coding the first recovered

-13-~
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random number (RRN1) with the fourth information retrieved fro

the fourth storage means;
transmitting the second anti-duplication vari
authentication number (ADVAN2) from the second site the first
site, and receiving the ADVAN2 at the first site;
retrieving the first information assg€iated with the
first party from the first storage means;
uncoding the received ADVAN2 by using the retrieved
covered random number

first information to derive gecond

(RRN2) ; and
authenticating tRe\secdénd party if the first random
number (RN1) corresponds to tie sgcond recovered random number

(RRN2) .

123. THe/method/of claim 122 wherein the first

e
information stored/in the first storage means is secret, and the
second informatjfn stored in the second storage means is non-

gecret, and e third information stored in the third storage

means is sgcret, and the fourth information stored in the fourth

storage /fmeans is non-secret.

-14-
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A method for authenticating the transfer o
funds from an account associated with a first party to an agcount
associated with a second party, comprising the steps of:
receiving funds transfer information from t first
party, inclﬁding at least information for identifyinig the account

5

of the first party, and information for identifying the account

of the second party, and a transfer amount;
generating a variable authenticatAon number (VAN) using
at least a portion of the received funds/transfer information;
determining whether the fundgs transfer information is
authentic by using the VAN; and
transferring funds fro 'the account of the first party
to the account of the second : rty if the funds transfer

information and the VAN are’éetermined to be authentic.

125. method of claim 124 further comprising:
receiving/from the first party a personal

identification n er (PIN) :or a password;

genefating the VAN by using the PIN or the password,

a portion of the funds transfer information;

determining whether the first party is authentic by

using the PIN or the password;

-15-
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/ determining whether the funds transfer informatigs

authentic by using the VAN; and
€ first party and crediting

party with the funds transfer amount if

) debiting the account of
L the account of the
’l

information is determined to be authentic.

w )Z‘GLB The method of claim,ﬂ‘lﬂwherein the funds

) transfer comprises a payment made by the first party to the

second party.

é; 127. The method of claim 124 wherein th 5
I usged to confirm, substantj cknowledge, authorize, reference
|

or veri the transfer of funds.

77 128. The methods of claim 124 wherein the V.
47é generated by using an error detection code derived by-using at

Qdﬁ'—

least a portion of the funds transfer infor

129. A method T authenticating the transfer of

funds from an account Sociated with a first party to an account

associated second party, the transfer being controlled by

a third p Y, comprising the steps of receiving funds transfer

-16-
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information, including at least information for identifying tie

account of the first party, and information for identifyi the

account of the second party, and a transfer amount from/the first
party, and other funds transfer information from the/third party;
generating a variable authentication nupber (VAN) using
at least a portion of the received funds transfér information;
determining whether the funds tranéfer information is
authentic by using the VAN; and
transferring funds from the account of the first party
to the account of the second party, finder the control of the
third party, if the funds transfer information and the VAN are

determined to be authentic.

130. The mgthod of claim 129 further comprising:

receiving fr the first party a personal
identification numbe¥ (PIN):or a password;

generatifg the VAN by using the PIN or the bassword,
and at least a gortion of the funds transfer information;

detérmining whether the first party is authentic by
using the PIN or the password;

determining whether the funds transfer information is

authepftic by using the VAN; and

~17-
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debiting the account of the first party, and in
the account of the second part i e funds transfer amount if

the funds tx

¥ information is determined to be authentic.

\ }}4@ The method of claim );\‘Y{w"herein the funds

transfer comprises a payment made by the first party to the

e() second party.
&

132. The methods of claim 129 wherein the V. /ig,

Used to confirm, substantiate, acknowledge, auth e, reference

or verify the transfer of funds.

133. methods of claim 129 wherein the VAN is

generated by ng an error detection code derived by using at

t
l
f least portion of the funds transfer information.
|

i? 134. A method for authenticating the transfe —oF

funds from an account associated with a first part o an account

associated with a second party, the tran T being carried out by

—

a third party, comprising the g;epé of:

receiving £ 8 transfer information, including at

least i on for identifying the account of the first party,

-18-
- . ’ I
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and information for identifying the account of the second part

and information for identiﬁ?ing the account of the third pgfty,

and a transfer amount;
génerating a first variable authenticatior/number

nds transfer

(VAN1) using at least a portion of the received

information, the VANl being associated with tpe transfer of funds

-

from the account of the third party to the/account of the second

party;
determining whether the fuyhds transfer information is

authentic by using VAN1;

\\'%,

transferring the funds from the account of the third
party to the account of the/second party if the funds transfer
information and the VANl/are determined to be authentic;
generating second variable authentication number

(VAN2) using at least a portion of. the received funds transfer
information, the’ VAN2 being associated with the transfer of funds
from the accgint of the first party to the account of the third
party;

determining whether the funds transfer information is

authgntic by using VAN2; and

-16-
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transferring the funds from the account of the

party to the account of t party if the funds transfer

informgti and the VAN2 are determined to be authentic.

z? 135. The method of claim 134 further comprisj
receiving from the first party a personal
identification number (PIN) or a password;
generating the VAN by using the N or the password,
and at least a portion of the funds ansfer information;
determining whether e first party is authentic by
using the PIN or the pass
determining“whether the funds transfer information is

authentic by usipmg the VAN; and
iting the account of the first party and crediting

the accgdnt of the second party with the funds transfer amount if

unds transfer information is determined to be authentic.

36. The method of claim 134 wherein t E]
transfer comprises a payment made-by the first party to the

gsecond part

-20-
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/ 137. The methods of claim 134 wherein the VAN1

the VAN2 are used to confirm, substantiate, acknow

A method for authenticating and securing t

information associated with the first party, the rst

information comprising a secret first key, a n-secret second

key, and credential information; the firgt information being

previously stored in a first storage Aieans at the first gite, and
e

the credential information inclgd{hg information for
//

authenticating the identity &f the first party, and information

for securing the secong/fg;/to the first party, the credential
7

information being previously generated by a third party by using

a secret third Xey during prior issuance of a credential to the

-21-
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the second site, and the first key being used by the first part

to generate a variable authentication number (VAN), the VAN/ the
second key and the fourth key being used by the second pdrty to
authenticate the first party and the integrity of th¢  relevant
information received from the first party, the method comprising
the steps of:

receiving relevant information fr the first party;
deriving a first error detecti code (EDC1l) by using
the relevant information;

retrieving the first infoymation previously stored in
the first storage means;

coding the EDC1 wit?/the retrieved first key to
generate the variable autheptication number (VAN);

forming a messafge including at least the VAN, the
second key, the credenfial information, and the relevant
information;

transmjtting the message from the first party at the
first site to Lhe second party at the second site, and receiving
the message/at the second site;

extracting the VAN, the second key, the credential

informgtion, and the relevant information from the message at the

-22-
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retrieving the fourth key from the second storage mea

at the second site;
determining if the identity of the first party
secured to the second key by using the credential infoxmation,
the second key, and the fourth key; V
rejecting the message if the identity #f the first
party is determined not to be secured to the gecond key;
uncoding the VAN.using the second key to recover the
first error detection code (EDC1);
deriving a second error detéction code (EDC2) by using
the relevant information; /

comparing the first eyror detection code (EDC1l) with

the second error detection code (EDC2); and

authenticating tHe first party and the integrity of the
relevant information if Ahe first error detection code (EDC1l) and
the second error deteltion code (EDC2) correspond.
140. The method of claim 139 wherein the relevant
information gAd the second information associated with the second
party are previously stored in the second storage means, the
second ¥nformation comprising a secret fifth key and a non-secret

sixtll key and credential information, the credential information

~-23-
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being previously generated by a third party by using the secr

third key during prior issuance of a credential to the sec
party, and a fourth non-secret key associated with the ird
party being previously stored in the first storage mgans at the
first site, the method comprising the additional
the second party retrieving the credepdtial and the
gixth key from the second storage means;
the second party transmitting a iessage comprising at
least the credential information and the/sixth key from the
second site to the first site, and the/message being received at
the first site;
the first party extracting the credential and the sixth
key froh the received message;
retrieving the fourth key from the first storage means
at the first site;
determining if /the identity of the second party is
secured to the sixth kgy by using the credential information and
the sixth key and t fourth key;
rejecting the message if the idenﬁity of the second
party is dete

ned not to be secured to the sixth key;

refeiving or generating the sensitive information;

-24-
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coding the sensitive information with the sixth key

generate secure coded sensitive information;
transmitting the secure coded sensi e information

from the first site to the second sit and receiving ghe secure

coded sensitive information at e gecond site;

the second p ¥y retrieving the fifth key from the

/

second storage and

ncoding the secure coded sgensitive information using

ifth key to recover the sensitive information.

' 2
;412“7 The method of claim 4T ﬁgerein the sensitive

T

information comprises a session key being subsequently used by
the first and second parties to code and uncode information
transferred between the first and second sites.

¥

142, The method of claim 140 wherein the fi

parfty is granted access to the first key in the £

means only if the identity of the first ty is authenticated by
using a personal identificatiqg/nﬁmber (PIN) or a password (PW)

belonging to the first rty, and the second party is granted

access to the £ h key in the second storage means only if the

\vas

-25-
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identity of the second party is authenticated by using a person

identification number (PIN) or a password (PW) belonging to”the
second party.

143, The method of claim 139 erein the first
in the first storage

party is granted access to the first ke

means only if the identity of the rat party is authenticated by

using a personal identificati number (PIN) or a password (PW)

belonging to the first pafty, and the second party is granted
ey in the second storage means only if the

access to the fifth

identity of the/second party is authenticated by using a personal

REMARKS
Claims 64-74 and 90-143 are pending in this
application. Claims 75-89 were canceled. New claims 108-143
were added to further define the invention. These new claims are
believed to be drawn to the subject matter of Group I and thus

should be examined with the elected invention. -

-26-
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Respectfully submitted,

LEON STAMBLER

517/ W%M

(Date) Leslle L. Kasten,
Registration No. 28,959
PANITCH SCHWARZE JACOBS & NADEL, P.C.
1601 Market Street, 36th Floor
Philadelphia, PA 19103
Telephone: (215) 567-2020
Facsimile: (215) 567-2991
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STATES POSTAL SERVICE AS FIRST CLASS MAIL IN AN ENVELOPE ADDRESSED TO: ASBI
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In re: Patent Application of : Group Art Unit: 2211
Leon Stambler :

Appln. No.: 08/747,174 : Examiner: B. Zimmexrman
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For: METHOD FOR SECURING : 0 Cz&‘?
INFORMATION RELEVANT TO A : Attorney Docket Gl // ;\_
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This correspondence is being filed before receipt of a
first Office Action on the merits. Please enter this paper
before substantive examination of elected claims 64-74 and 90-107
(claims 90-92 now cancelled in favor of new claims 144-146) and
claims 108-143 filed May 7, 1997 whicH' are believed to be drawn
to ‘the subject matter of Group I.

No fee is believed to be due for filing this paper.
However, if any fee is due, please charge the fee to Deposit

Account No. 16-0235.

PSUN2/102534.1
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Please amend the above-identified application as

follows, without prejudice:

In _the Claims;

Amend the claims as followsa:

72. (Amended) A method for coding first information,
e method comprising the step of:
coding the first information using secorid
information and then coding the result using third information,
[wherein] the second or third information Ifas] being previously
generated [and stored] during;an enroX¥ ment process, [and]

wherein the second or third inforfmation are not derivable from

=N

each other, he second information beina previous gtored in a
st storage means He third information being previous
atored in a gecond gtorage meansg. and he gecond o hixrd
nformation Xeing re eved sole by_a ceagt one predetermined
of: Zom the first or gecond storage means.

-~

Cancel claims 90-92.

105. (Twice Amended) 1In a €r system comprising a

memory containing com information stored in a controlled

-2~
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memory area to which access is granted only upon prope
authentication of an authorized user of the computer/system, the
memory further including a stored control program/for interacting
with a user and for making a determination as whether the user
is an authorized user, the memory further ingluding a first area,
not readily accessible to a user, the fir memory area
containing a first revisable code and a/second area containing a
second revigable code, a method of aythentication of a user
comprising the steps of:

receiving in the fomputer system identification
information associated with tle user;

generating first coded authentication information
using the received identdfication information associated with the
user;

retrdeving the first revisable code from the first

memory area and Yhe second revisable code from the second memory

area

deriving a third revisable code using the
retrieyed first revisable code and the first coded authentication

infoymation;
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comparing the retrieved second revisable cod
Q) the derived third revisable code;

granting access to t omputer information stored
in the controlled memo rea to the user only if the second and

e codes compare favorably.

—
V4 -
// 108. (Amended) A method for authenticating a first
party by using information stored in a credential, the credential
being previously issued to the first pgrty by a second/party,
wherein information previously stored in the crededtial comprises
fB at least a variable authentication number (V. and other non-
7 gegret credential information, the method <omprising the steps

of :
previously coding at leadt a portion of the other pon-
gecret credential information with first information associated

with the second party to gd€rive a variable authentication number

trieving the VAN and the other pon-gecret credential

- 227 -
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retrieving second information associated with t

second party previously stored in a storage means asgeciated with

45/ at least one of the parties;
uncoding the VAN using the secopnd”information
i>associated with the second party to rive the at least a portion

ﬁ/' of the other pon-gecret crede al information; and

S~

authenticating e first party if the at least a

(

portion of the other non-gecret credential information retrieved
from the credemtial corresponds to the at least a portion of the

credential information uncoded from the VAN.

110. (amended) The method of claim 108 wherein the
least a portion of the other non-gecret credential infor
comprises a name and a non:isecret key agsociated w the first

party.

111. (Amended) A method for issuing a credential to a

first party by a second papty, the method comprising the steps

- 228 --
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the second party authenticating at least a portion
the received non-secret information associated with the fipst
party;

denying issuance of the credential if at léast a

portion of the received pon-gecret information agSociated with

information associated with the first pgfty with first

information associated with the second party to derive a variable
l? authentication number (VAN);
tk;> storing the VAN and at/least a portion the received
b”AV information associated with t}e first party, and other
information associated witly the second party, in the credential;
and

issuing the /credential to the first party.

112, ended) The method of claim 111 wherein at
least a portiofi of the non-gecret information associated with the
first party/comprises the name and a non-gecret key associated

with the /first party.
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113. (Amended) A method for authenticating a firs

at least a variable authentication number (VAN)
secret credential inforﬁation, the method compftising the steps
of:

previously generating a first/error detection code
(EDC1) by using at least a portion the other non-gecret
credential information(:].

previously coding the first error detection code (EDC1)
with first information assgciated with the second party to derive
a variable authenticatigh number (VAN):[:].

previously/storing the VAN and the other non-secret
credential informgtion in the credential;

retriéving the VAN and the other non-segret credential
information Stored in the credential;

deriving a second error detection code (EDC2) by using
at leagt a portion of the retrieved other non-gsecret credential

infgrmation; i
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{

retrieving second information associated with
second party previously stored in a storage meang #ssociated with
at least one of the parties;

uncoding the VAN using the-Becond information
associated with the second:pa Yy to derive a third error
detection code (EDC3);
ating the first party and at least a portion

information stored in the credential if the

N

(Amended) The method of claim 113 wherein the
least a portion of the other non-gecret credential info
comprises a name and a non-secret key associated wj the first
party.

116. (Amended) A met for issuing a credential to a
first party by a second par

, the method comprising the steps

of:
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the second party authenticating at least a portion

the received pon-secret information associated with the fiyst

party;

denying issuance of the credential if at 1 aét a
portion of the received pon-secret information asgociated with
the first party is determined not to be authenyic; |

/// generating an error detection cod¢ (EDC) by using at

least a portion the received non-secret formation associated

with the first party;

‘é}' N> coding the error detectioy/code (EDC) by using

[]
ﬂAN information associated with the sgcond party to derive a variable

authentication number (VAN);

storing the VAN aeg at least a portion the received

non-gecret information assgciated with the first party, and other
information associated with the second party, in the credential;
and
issuing t}{e credential to the first party.
117./ (Amended) The method of claim 116 wherein at
least a portAon of the pon-secret information asgsociated with the
first parfy comprises the name and a non-secret key associated

first party.
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ﬁﬁ%. (Amended) The method of claim,£§é7wherein after

authentication occurs, the first party is authorized access to

A

information gtored at the second site.

Ll
’Lzﬁﬁﬂb(Amended) The method[s] of claim @74 wherein the
VAN is generated by using an error detection code derived by

using at least a portion of the funds transfer information.

29. (Amended) A method for authenticating t

tranBfer of funds from an account associated with a first party
to an account associated with a second party, transfer being
controlled by a third party, the method compfising the steps of:
receiving funds transfer infopfiation, including at
least information for identifying t account of the firsé party,
and information for identifying fhe account of the second party,
and a transfer amount from éifirst party, and other funﬂs
transfer information fr the third party;

generating’a variable authentication number (VAN) using

at least a portién of the received funds transfer information;

ermining whether the funds transfer information is

authent by using the VAN; and

MasterCard, Exh. 1011, p. 233



transferring funds from the account of the first part

to the account of the second party, under the control of t
third party, if the funds transfer information and the are
determined to be authentic.

130. (Amended) The method of cldim 129 further

comprising the steps of:

receiving from the first garty a personal
identification number (PIN) ‘or A password;
generating the VAW by using the PIN or the password,

and at least a portion of the funds transfer information;

\X’i%

determining/whether the first party is authentic by

using the PIN or e password;

(Amended) The method[s] of m 129 wherein the

VAN is used to confirm, substantiate, acknowledge, authorize,

the transfer of funds.

reference or ve

-11~
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:ifggf (Amended) The method[s] of claim'}zﬁ/;herein the

%2)VAN is generated by using an error detection code derived by
G | |

using at least a portion of the funds transfer information.

compriging:

N

(Amended) The method of claim 134 further

receiving from the first party a perscnal
identification number (PIN) or a password;
g the PIN or the

password, and at least a portion of e funds transfer

|
|
% generating the [VAN] VAN2 by usi
{
‘l,
! information;
' determining whet the first party is authentic by

[ using the PIN or the paSsword;

o X -

%b B }37. {Amended) The method{s] of c 4 wherein the

VANl or the VAN2 are used to rm, substantiate, acknowledge,

authorize, refe e or verify the transfer of funds.

-12-
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‘IO 138. (Amended) The method[s] of claim 134 wherei

/ %Z>VAN1 or the VAN2 are generated by usin or detection code
t

7

a portion of the funds transfer

derived by using at

=

A . . ,23d new claims 144-146 as follows:

\

. wherein the information stored in the credentj

1l comprises at
Q;L/ least a first variable authentication nu r VAN1l, information
for identifying the first party, a non<secret kéy associated with
the first party, and information fpr identifying the second
party, and first and second stgtage means at the first site, the
first storage means being ed to store a secret key associated
with the first party, e secret key being accessible only to a
party with knowled of a pre-determined personal identification
number (PIN) or/password, the second storage means being used to
store the n-secret key associated with the first party, and
third amd fourth storage means at the second gite, the third
stordge means being used to store a secret key associated with

-13-
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-

the second party, the secret key being accessible only to a prg-

authorized party, the fourth storage means being used to stgre a

non-secret key associated with the second party, the metXod
comprising the steps of:

receiving information for identifying t first party,
and a pre-determined personal identification n
password, from the first party;

retrieving the secret key assofiated with the first
party from the first storage means, oxly if the personal
identification number (PIN) or pasgword, is determined to be
authentic;

generating a second variable authentication pumber VAN2
by coding at least a port'onAof the ihformation for identifying

the first party with tle secret key associated with the first

party;

rming a message including at least the VAN2, the non-

secret y associated with the first party, and the information

for Zdentifying the first party;

-14-
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transmitting the message from the first party at t
first site to the second party at the second site, and recédiving
the message at the second site;

extracting the VAN2, the non-secret key asgociated with
the first party, and the information for identifying tﬁe first

‘\ party from the message at the second site;

using at least a portion of the ipformation for

identifying the first party to authenticafe the identity of the

first party;

&<

denying issuance of the crédential if at least a

P

///,portion of the information for idgntifying the first party is

/

determined not to be authentic;
retrieving the secfet key associated with the second
party from the third storage means at the second site; .
generating a first variable authentication number VAN1
by coding the second Arariable authentication number VAN2 with the
gecret key assgociafed with'the second party;

in the credential at least the VAN1, the non-

-15-
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issuing the credential to the first party,

wherein the method for authenticating the first
credential during at least one state of a subgéquent transaction,
compriging the steps of:
retrieving the information preyiously stored in the
credential; |
receiving the non-secret Key associated with the first
party and the non-secret key ass¢tiated with the second party;
uncoding the first vAriable authentication number VAN1
using the non-secret key asgociated with the second party to
generate a second variab authentication numbeerANZ;
uncoding the/second variable authentication number VAN2
using the non-secret/ key associated with the first party to
recover informatidn for identifying the first party;
authghticating the credential, and the first party who
was issued e credential, if the information for identifying the
first parfy retrieved from the credential corresponds to the
informgtion for identifying the first party recovered from the

secoghd variable authentication number VAN2,

jdﬂiilThe method of claim_}éf_wherein the non-secret
key associated with the secéhd party is retrieved from the fourth

r_L” -16-
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storage means and stored in the credential, prior to issuing the

credential.

e method of claim 144 wherein prior to t

\ step of denying issuance of. the credential if at least-4 portion

of the information for identifying the first parik¥ is determined
not to be authentic, the method comprising rhe additional steps

of :

kﬁZg;) uncoding the second vari@ble authentication number VAN2
;xvj by using the non-secret key sociated with the first party to
recover the at least a rtion of the information for identifying

the first party; a

racted from the received message.--

REMARKS
Claims 64-74 and 93-146 are pending in this
application. Claims 72, 105, 108, 110-113, 115-117, 119, 128-
)

130, 132, 133, 135, 137 and 138 were amended to further define

the invention and/or to improve their form. Claims 90-92 were

=17

-7
. /
S
L —
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canceled and their subject matter was incorporated into new

claims 144-146.

Respectfully submitted,

LEON STAMBLER

8/13/97  we Lhanle Sp bl

(Date) Clark A. Jablo
Registration No.” 35,039
PANITCH SCHWARZE JACOBS & NADEL, P.C.
1601 Market Street, 36th Floor
Philadelphia, PA 19103
Telephone; (215) 567-2020
Facsimile: (215) 567-2991

CAJ :LLK:eam
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Patent and Trademark Office

Address: COMMISSIONER OF PATENTS AND TRADEMARKS
Washinaton, DC 20231

%’\\_ UNITED STAT...DEPARTMENT OF COMMERCE
x"lm o j

[_APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |
Qe/747,174 11712/%6 STAMEBLER L GO74~1-U5

r BiML/0E12 1 EXAMINER ]
FANITCH SCHWARZE JACDORS & NADEL ZIMMERMAN, B
1&01 MARKET STREET
JETH FLOOR [___ART UNIT [__PAPER NUMBER ]
FHILADELPHIA PA 19103-2392 2211 /9/

DATE MAILED: 08/ 12737

Please find below and/or attached an Office communication concerning this application or
proceeding.

Commissioner of Patents and Trademarks

PTO-80C (REV. 2/96) 1-File Copy

U.S.GOVERNMENT PRINTING OFFICE 1995-319-826
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Application No, Applicant(a)

. . 08/747,174 Stambler
Office Action Summary Eae Srous AR
Brian Zimmerman 2211

Xl Responsive to communication(s) filed on Jun 16, 1997
[0 This action is FINAL.

[ Since this application is in condition for allowance except for formal matters, prosecution as to the merits is closed
in accordance with the practice under £x parte Quayle, 1935 C.D. 11; 4563 0.G. 213.

A shortened statutory period for response to this action is set to expire 3 month(s), or thirty days, whichever
is longer, from the mailing date of this communication. Failure to respond within the period for response will cause the
application to become 'abandoned. (35 U.S.C. § 133). Extensions of time may be obtained under the provisions of

37 CFR 1.136(a).

Disposition of Claims

Xl Claim(s) 64-74 and 93-146 is/are pending in the application,
Of the above, claim(s) is/are withdrawn from consideration.

{7 Claim(s) is/are allowed.

X Claim{s} 64-74 and 93-146 is/are rejected.

[ Claim(s) is/are objected to.

{1 Claims are subject to restriction or election requirement.

Application Papers
Xl See the attached Notice of Draftsperson's Patent Drawing Review, PT0-948,.
[J The drawingls} filed on is/are objected to by the Examiner. 4
[J The proposed drawing correction, filed on is [Chpproved [Hisapproved.
[ The specification is objected to by the Examiner,

[J The oath or declaration is objected to by the Examiner.

Priority under 35 U.S.C. § 119
| 1 Acknowledgement is made of a claim for foreign priority under 35 U.S.C. § 119{a)-(d).
CJAl OSome* [None of the CERTIFIED copies of the priority documents have been
O3 received.
[ received in Application No. (Series Code/Serial Number) .
] received in this national stage application from the International Bureau (PCT Rule 17.2(a)).
*Certified copies not received:
[0 Acknowledgement is made of a claim for domestic priority under 35 U.S.C. § 119(e).

Attachment(s)
[J Notice of References Cited, PTO-892 ,
X Information Disclosure Statement(s), PTO-1449, Paper No(s), 3
J Interview Summary, PT0-413
X Notice of Draftsperson's Patent Drawing Review, PTO-948
J Notice of Informal Patent Application, PTO-152

— SEE OFFICE ACTION ON THE FOLLOWING PAGES —

U. &, Patont and Trademark Offics

PTO-326 {Rev. 9-95) Office Action Summary Part of Paper No. __12
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25

081717714 2
2211

DOUBLE PATENTING REJECTION
1. The non-statutory double patenting rejection, whether of the obviousness-type or
non-obviousness-type, is based on a judicially created doctrine grounded in public
policy (a policy reflected in the statute) so as to prevent the unjustified or improper
timewise extension of the "right to exclude" granted by a patent. /n re Thorington, 418
F.2d 528, 163 USPQ 644 (CCPA 1969); In re Vogel, 422 F.2d 438, 164 USPQ 619
(CCPA 1970); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re

Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); and In re Goodman, 29
USPQ2d 2010 (Fed. Cir. 1993).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(b) and © may
be used to overcome an actual or provisional rejection based on a non-statutory double
patenting ground provided the conflicting application or patent is shown to be
commonly owned with this application. See 37 CFR 1.78(d).

Effective January 1, 1994, a registered attorney or agent of record may sign a

terminal disclaimer. A terminal disclaimer signed by the assignee must fully comply
with 37 CFR 3.73(b).

2. Claims 64-74,93-146 are rejected under the judicially created doctrine of double
patenting over claims 1-19 of U. S. Patent No. 5524073 or alternatively claims 1-22 of
U. S. Patent No. 5267314, since the claims, if allowed, would improperly extend the
"right to exclude" already granted in the patent.

The subject matter claimed in the instant application is fully disclosed in the
patent and is covered by the patent since the patent and the application are claiming
common subject matter, as follows: secure authorization technique.

Furthermore, there is no apparent reason why applicant was prevented from

presenting claims corresponding to those of the instant application during prosecution

of the application which matured into a patent. In re Schneller, 397 F.2d 350, 158

- 244 -
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USPQ 210 (CCPA 1968). See
ART REJECTION
3. The following is a quotation of 35 U.8.C. 103(a) which forms the basis for all

\

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

4. Claims 64-74,93-146 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Hellman.  Hellman shows the multi-party secure transaction system as is
claimed. See the abstract, figure 1, and col. 2 lines 53+, Hellman shows the secure
meghod of transmitting information which is to be sent between the commynicating
parties. ltis verily well known to send coded information or noncoded information
(digital or analog) between stations in an encrypted manner, and here by claiming
both, the applicant has effectively shown that this is not essential to the operation of the
claimed device. Therefore, it would have been obvious to one of ordinary skill in the
art at the time of the invention to have send coded or noncoded information over the

Hellman system since this information |s verily common in the art at the time of the

invention.

5. Claims 64-74,93-146 are rejected under 35 U.S.C. 103(a) as being unpatentable

over Maurer.  Maurer clearly shows the multi-party secure transaction system which

- 245 -
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is claimed. Maurer shows the secure method of transmitting information which is to be
sent between the communicating parties. It is verily well known to send coded
information or noncoded information (digital or analog) between stations in an
encrypted manner, and here by claiming both, the applicant has effectively shown that
this is not essential to the operation of the claimed device. Therefore, it would have
been obvious to one of ordinary skill in the art at the time of the invention to have send
coded or noncoded information over the Maurer system since this information is verily
common in the art at the time of the invention.

It is noted that Maurer states also, the invention can be applied in any situation
in which two parties have store a string of related digits. This, taken in context with the
description of the prior art (by Maurer) s;uggests that Maurer was implying that his
invention can also be used When the string of digits stored in the stations was related.
The implication offered by Maurer is that the invention can be used if the strings (S,,
S,) are related or are unrelated. Maurer discusses the strings as digits "selected" from
a finite alphabet col. § line 40 , the suggestion of the relationship discussed on col. 5
lines 20+ is merely exemplary, not necessary. Therefore, it would have been obviou.s
to one of ordinary skill in the art at the time of the invention to have the strings (S,, S,)
be unrelated to each other since it is known that un-related encryption codes increase

the secure nature of the coded information.

- 246 --
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OTHER PRIOR ART CITED

The prior art made of record and not relied upon is considered pertinent

to applicant's disclosure.

CONTACT INFORMATION

Any inquiry concerning this communication or earlier communications
from the examiner should be directed to Brian Zimmerman whose telephone number is
(703) 305-4796.

Any inquiry of a general nature or relating to the status of this application should
be directed to the Group receptionist whose telephone number is (703) 305-4900.

Brian Zimmerman

703-305-4796
August 11, 1997
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Attachrent )2

The drawings submitted with this application
were declared informal by the applicant.
Accordingly they have not been reviewed by a
drafisperson at this time. When formal drawings
-are -ubmitted, the draftsperson will perform a
revicw. o : '
Direct any inquires concerning drawing review to
the Drawing Review Branch (703) 305-8404.

(o !l
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Application No. Applicant(s)
; 08/747,174 Stambler
InterIGW Summary Examiner Group Art Unit
Brian Zimmerman 2211

All participants {applicant, applicant's representative, PTO personnel}:

(1) Brian Zimmerman (3)
(2) Clark Jabalon 4)
Date of Interview Oct 24, 1997

i

Type: X Telephonic [ Personal [copy is given to [ applicant [ applicant’s representative).

Exhibit shown or demonstration conducted: [J Yes [XI No. If yes, brief description:

Agreement [ ] was reached. [[] was not reached.

Claim(s} discussed:

Identification of prior art discussed:

Description of the general nature of what was agreed to if an agreement was reached, or any other comments:
The IDS filed 6/16/97 has been considered however it does not effect the merit of the refection in the Office Action dated

8/12/97.

(A fuller description, if necessary, and a copy of the amendments, if available, which the examiner agreed would render
the claims allowable must be attached. Also, where no copy of the amendents which would render the claims allowable
is available, a summary thereof must be attached.)

1. [0 Itis not necessary for applicant to provide a separate record of the substance of the interview,

Unless the paragraph above has been checked to indicate to the contrary, A FORMAL WRITTEN RESPONSE TO THE
LAST OFFICE ACTION IS NOT WAIVED AND MUST INCLUDE THE SUBSTANCE OF THE INTERVIEW. (See MPEP
Section 713.04), If a response to the last Office action has already been filed, APPLICANT 1S GIVEN ONE MONTH
FROM THIS INTERVIEW DATE TO FILE A STATEMENT OF THE SUBSTANCE OF THE INTERVIEW.

2. [J Since the Examiner's interview summary above (including any attachments) reflects a complete response to
each of the objections, rejections and requirements that may be present in the last Office action, and since the
claims are now allowable, this completed form is considered to fulfill the response requirements of the last
Office action. Applicant is not relieved from providing a separate record of the interview Sk
is also checked.

Examiner Note: You must sign and stamp this form uniess it is an attachment to a signed Office action.

i, Patent and Tradsmark Otfice

0-413 (Rev. 10-95) Interview Summary Paper No. 13
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I HEREBY CERTIFY THAT THIS CORRESPONDENCE IS BEING DEPOSITED WITH THE UNITED $TATE!
POSTAL SERVICE AS FIRST CLASS MAIL IN AN ENVELOPE ADDRESSED TO: ASSISTANT
OF PATENTS, WASHINGTON, DC 20231, ON: THE DATE INDICATED BELOW,

Inre: Patent Application of : Group Art Unit 2211
Leon Stambler :

Serial No.:  08/747,174 : Examiner: B, Zimmerman

Filed: November 12, 1996

For; METHOD FOR SECURING : Attorney Docket
INFORMATION RELEVANT TO A : No. 6074-1US
TRANSACTION (as amended)

NOTICE OF CHANGE OF ADDRESS

Please change the correspondence address of the attorneys of record in the
above-identified patent application as foliows:

Panitch Schwane Jacobs & Nadel, P.C.
One Commerce Square
2005 Market Street - 22nd Floor
Philadelphia, PA 19103-7086

The corresponding attorney and the telephone number are as indicated below.

Respectfully submitted,
__ November 7,197 Mﬂ/‘k M‘e&y\
(Date) CLARK A. JABLON \)

Registration No, 35,039

PANITCH SCHWARZE JACOBS & NADEL, P.C
One Commerce Square

2005 Market Street - 22nd Floor

Philadelphia, PA 19103-7086

Telephone: 215-965-1293
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E-Mail: psjin@psjn.com
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THEREBY CERTIFY THAT THIS CORRESPONDENCE IS BEING DEPOSITED WITH THE UNITED STA
POSTAL SERVICE AS FIRST CLASS MAIL IN AN ENVELOPE ADDRESSED TO: ASSIST. MMISSI
FOR PATENTS, WASHINGTON, D.C. 20231, ON THE DATE INDICATED BELOW,

Patent Application of s
Leon Stambler :

s
Appln. No.: 08/747,174 : : Examiner: B. Zimmerman
Filed: November 12, 1996 1
For: METHOD FOR SECURING H
INFORMATION RELEVANT TO A : Attorney Docket
TRANSACTION (as amended) : No. 6074-1U5
AMENDMENT

This amendment is in response to the Office Action
mailed August 12, 1997, and is being timely filed within the
three (3) month shortened statutory period set for response
therein.

Charge any fee associated with this response and credit
any overcharge to Deposit Account No. 16-0235.

Please amend the above-identified application as

follows, without prejudice:

wsesses /ST )

Cancel claims 65, 68, 94 and 120-123.
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ox"ﬂ‘:’m m Y MIR0R3Y TN
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Amend claims 64, 66, 67, 69, 70, 72-74, 93, 95-98, 100-
108, 110-113, 115-118, 124-125, 127, 129-130, 132-140, 142-144

{

( and 146 as follows:

;jqfl (Amended) A method for coding and storing
information, comprising information associated with a party and
other sensitive information, said information associaﬁed with a
party being subsequently used to authenticate the party and
authorize access, the method comprising [the steps of]:

previously receiving a first personal
identification number (PIN1l) from the party;

previously deriving o accesging first coded
authentication information by using the first PINL;

previously generating at least two numbers using
the first coded authentication information, wherein at least one
of the at least two numbers is an arbitrary number;

previously stéring each of the at least two
numbers in one or more [first] storage means;

[previously storing each of the at least two
numbers in one or more second storage means;]

retrieving each of the at least two numbers
previously stored in the [first] one or more storage means;

[retrieving each of the at least two numbers
previously stored in the second one or more storage means;

comparing each of the at least two numbers
retrieved from the first one or more storage means with each of
the at least two numbers retrieved from the second one or more

storage means; and
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authorizing access if each of the at least two
numbers retrieved from the first one or more storage means and
each of the at least two numbers retrieved from the second one or

more storage means correspond to each other]

\d&

T
q//} ,965” (Amended) The method of claim [ssl,ﬂflfurther
comprising [the step of]:
coding said other sensitive information with said
first or second or third coded authentication information to

derive coded sensitive information.

- (Amended) The.method of claim [GSngglfurther
comprising [the step of]:
uncoding said coded sensitive information with
said second or third coded authentication information to recover

the other sensitive information.
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jd%' (Amended) The method of claimlgéjfurther
comprising [the steps of]:
reviging each of the at least two numbers at an
arbitrary time; and
replacing each of the previous at least two
numbers in the [first and second] one or more storage means with

each of the revised at least two numbers. !

‘besl(hmended) The method of claim‘§4ﬂgherein at least
[one of each of the at least two numbers is stored in the first]
a firast of the one or more storage means [and at least another of
each of the at least two numbers is stored in the second one or
more storage means, wherein the first and second one or mére

storage means are located at first and second respective sites]

AJ!{] (Twice Amended) A method for coding first

information, the method comprising [the step of]:
coding the first information using second

information and then coding the result using third information,
[the second or third information being previously generated
during an enrollﬁent process, wherein the second or third
information are not derivable from each other, the second
information being previously stored in a first séorage means, the
third information being previously stored in a second storage
means, and the second or third information being retriexed solely

by at least one predetermined party from the first or second

storage means] at least ome of the second and third information
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/'73'6 (Amended) In a multi-party transactionfsystem, a
method for securing information relevant to a transaction, the
method comprising [the steps of]:

coding the information relevant to the transaction
using first information associated with a party to generate first
coded transaction information;

coding the first coded transaction information
using second information associated with more than one party to
generate second coded transaction information, wherein [the‘first
information associated with a party and the second information

associated with more than one party are not derivable from each

other] W@W@n

)rq (Amended) The method of claim }!’g[wherein the]
further comprising recovering information relevant to the
transaction fis recovered comprising the steps of] by:

uncoding the second coded transaction information
using the second information associated with thehmore than one

party to recover the first coded transaction information; and
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uncoding the first coded transaction information
>kz)using third information associated with [a] the party to recover

the information relevant to the transaction.

‘9510 (Amended) A method for securing in escrow[,] and
in trust, [information] a_joint key associated with a fgrst party
and a second party and stored in a storage means associated with
[a] the second party, wherein [at least a portion of thel
escrowed or entrusted information [may be] was previously used
for generating a [joint key, whereinl] yariable authentication
number (VAN), the joint key [is] being derivable from information
associated with the first party and information associated with
[a]l the second party, the VAN being subsequently uged in
au;hﬁn;iga;ing_;hg_fixa;_ngx;yﬁ the first party being enrolled by
the second party and being issued a credential, the VAN beina
stored in the c¢redential, the method comprising ([the steps of]:

previously receiving information associated with
the first party and information associated with the second party;

previously generating a joint key using.the
information associated with the first party, and the information
associated with the second party; and

retaining in the storage means, in trust, at least
the [information associated with the first party and the
information associated with the second party which was previously

used to generate thel joint key.

- i
0
(Amended) The method of claim,95’&herein the

sal!

second party is an agent, or an agency, or an official of an

-- 257 --
MasterCard, Exh. 1011, p. 257



agency, or an authority, or an administrator, or an entity

entrusted with issuing [a] the credential.

)N?inxi;mendad) A method for enrolling and igsuing a
credential to a first party by a second party, and subsequently
granting the first party access to a first storage means, [or
other thing,] wherein the first party has a first personal
identification number (PIN1), and the second party [has a second
personal identification number (PIN2),] ig previously granted
authority to issue a credential to the first party, the first

storage means, [or other thing,] being accessible only to a party
with knowledge of the first PIN1 [or with knowledge of the second

Jg PIN2], the method of enrollment and igsuing a credential

‘*"/ comprising [the steps of]:

\\_>< /)

receiving information associated with the first

party;

\ =

receiving information associated with the second
party; [and] a L
storing in gagxéﬂ and in trust the information
associated with the first party and the information associated
with the second party in a second storage means, wherein at least
a-poxtion of the information retrieved [subsequently] from the
second storage means is used in enrolling the first party and

subgequently granting the first party access to
the first storage means{, or other thing] by uging the PIN1 or
the credential.
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,947\3(Amended) The method of claim,ssxgggrein the
second storage means is accessible for storing information
therein only by a party with knowledge of [the] a second PIN
(PIN2) kpown Lo at least the second paxty, such that if no party
exists with knowledge of the second (PIN2), then information

cannot be stored in the second storage means.

[\ _98fv¥(nmended) A method for enrolling a first party by
a second party, and subsequently granting the first party access
to a first storage means, [or other thing,] wherein the first

d(’A)party has a first personal identification number (PIN1), and the

W/ second party has a second personal identification number (PIN2),

the first storage means, [or other thing,] being accessible only

h to a party with knowledge of the first PIN1 or with knowledge of
N /// the second PIN2, the method of enrollment comprising [the steps

of] :

receiving information associated with the first
party;

receiving information associated with the second
party;

coding the information associated with the first
party and the information associated with the second party to
generate a joint code; [and]

storing the joint code and the information
agsociated with the second party in a second storage means|,
wherein] ;_and :
retrieving and using the joint code and the information

associated with the second party [retrieved subsequently from the
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1Z>second storage means are used] in granting the firet party access
¢

to the first storage means[, or other thing].

\b

——

deGT (Amended) A method for granting a first party

access to a first storage means, [or other thing,] subsequent to
being enrolled by a second party, wherein the first party has a
personal identification number (PIN), and wherein information
associated with the second party was previously stored during
enrollment in a second storage means, and a first joint code was
previously generated and stored during enrollment in the second
storage means, wherein the joint code was previously generated by
using first coded authentication information derived gr agceszsed
from the personal identification number (PIN) of the first party
and information associated with the second party, the method
comprising [the steps of]:

receiving a personal identification number (PIN)
from the first party and generating or_accesging second coded
authentication information using the PIN;

retrieving from the second storage means the
information associated with the second party, and the first joint
code;

coding the second coded authentication information
and the information associated with the second party to generate
a second joint code;

comparing the first joint code and the second
joint code; and .
granting the first party access to the first
storage means, [or other thing,) if the first joint code

corresponds to the second joint code.
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}JifyT(Amended) A method for guthenticating a first
party at first site by a gecond party at a second site and
granting [a] the first party access to a first storage means at a
second site, [or other thing, subsequent to being enrolled by a
second party,] the second party being a person or a computer
program, wherein the first party has a personal identification
number (PIN), and wherein first information associated with the
gsecond party [was previously) is generated and stored [during
enrollment] in a second storage means aggociated with the second
party at the second gite, and wherein first goded information
previously derived gr accessed by using the PIN of the first
party was previously stored [during enrcllment] in the second
storage means, the method comprising [the steps of]:

. he fi inf . 3 . }
£ inf s , } i .

receiving the PIN from the first party and
deriving or acceasing second ¢oded information by using the PIN;

retrieving from the second storage means the first
information [associated with the second party)], [and] the first
information being previously derived or accegsed by using the
PIN;

coding the first coded information previously
derived or accegged by using the PIN and the first information
asgociated with the second party to generate a first joint code;

coding the second goded information derived or
accegged by using the PIN and the first information associated
with the second party to generate a second joint code;

comparing the first joint code and the second

joint code; and
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} {cati he £i 1 } 3
party. and granting the first party access to the first storage
means, [or other thing,] if the first joint code corresponds to

the second joint code.

;Lszza?Amended) In a computer system comprising a
memory containing computer information gx a first computex
program stored in a controlled memory area to which access is
granted only upon proper authentication of an authorized user of
the computer system, the user including a person or a second
computer program. the memory further including a stored control
program for interacting with [al the user and for making a
determination as to whether the user is an authorized user, the
memory further including a first areal,] not readily accessible

to a user, the first [memory] area containing a first revisable

code, and a second area containing a second revisable code, a
method of authentication of a user comprising [the steps of]:

receiving in the computer system identification
information associated with the user;

generating or accegsing first coded authentication
information using the received identification information
agssociated with the user;

retrieving the first revisable code from the first
memory area and the second revisable code from the second memory
area and deriving therefrom second coded authentication
information;

comparing the first coded authentication

information with the second coded authentication information;
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\WOQ

authenticating the user. and granting access to

the computer information or a first computer program stored in
the controlled memory area to the user only if the first and
second .coded authentication information compare favorably.

_;mr?s(hmended) The method as recited in claim_}ﬂ%zz’
further comprising [the step of] revising and storing the first
and second revisable codes in the original respective memory
areas only if the first and second coded authentication

information compare favorably.

o ‘*’ﬂjﬁé%*?ﬁﬁé;éediv'fhe method as recited in claim l&?'zg
wherein computer information stored in the memory of the computer
system may be reproduced, the method further comprising [the
steps of]:

previously recording the second révisable code
with the computer information to be reproduced;

permitting the computer information to be
reproduced only if the access has been granted to the user; and

thereafter retrieving the second revisable code
retrieved from the reproduced information and using the second
revisable code to authenticate the user if the reproduced

information is used or accessed.

JDSZSiThree Times Amended) In a computer system
comprising a memory containing computer information or a first
gomputer program stored in a controlled memory area to which

access is granted only upon proper authentication of an’

authorized user of the computer system, the user including a

-"112"

/

/

)

o
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person or a second computer program, the memory further including

a stored control program for interacting with a user and for
making a determination as to whether the user is an authorized
user, the memory further including a first area[,] not readily
accessible to a user, the first [memory] area containing a first
revisable code, and a second area containing a second revisable
code, a method of authentication of a user comprising [the steps

of]: \

receiving in the computer system identification
/t)information associated with the user;
\ 5<
)

generating or accesging first coded authentication

information using the received identification information
\ agsociated with the user; '

retrieving the first revigable code from the first
memory area and the second revisable code from the second memory
area [and deriving therefrom second coded authentication
information] ;

deriving a third revisable code using the
retrieved first revisable code and the first coded authentication
information;

comparing the retrieved second revisable code with

the derived third revisable code;

granting access to the
computer information or first computer program stored in the
controlled memory area to the user only if the second and third

revigable codes compare favorably. .

,}GK?‘&Amended) The method as recited in claimvbeszsg‘

further comprising [the step of] revising and storing the first

-13-
-

/ :; /
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and second revisable codes in the original respective memory
areas only if the second and third revisable codes compare
favorably. '
2‘?' . A4
37 (Amended) The method as recited in claim J&%
wherein computer information stored in the memory of the computer
system may be reproduced, the method further comprising [the
steps of] :
previously recording the second revisable code
with the computer information to be reproduced;
permitting the computer information to be
reproduced only if the access has been granted to the user; and
thereafter retrieving the second revisable code
retrieved from the reproduced information and using the second
revisable code to authenticate the user if the reproduced

information is used or accessed.

,}Gﬁ?g (Three Times Amended) :.-A method for |
authenticating a first party by using information stored in a
credential, the credential being previously issued to the first
party by a second party, wherein information previously stored in
the credential comprises at least a non-gegret variable
authentication number (VAN) and other non-secret credential
information, the method comprising [the steps of]:

previously irxrrevergibly coding at least a portion of
the other non-secret credential information to dexive an
\ ib] jed ) 1 furtl 3i he_i ib]
coded number with first information associated with the second

party to derive a variable authentication number (VAN);

.~1l4-

/ - \\)

7
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(

previously storing the VAN and the other non-secret
credential information in the credential;

retrieving the VAN and the other non-secret credential
information stored in the credential;

retrieving second information associated with the
second party previously stored in a storage means associated with
at least one of the parties;

uncoding the VAN using the second information
asgociated with the gsecond party to derive the [at least a
portion of the other non-secret credential information]
irrevergibly coded number; and

authenticating the first party if the irreversibly
coded number derived from at least a portion of the other non-
secret credential information retrieved from the credential
corresponds to the [at least a portion of the other non-secret
credential information) irreversibly coded number uncoded from
the VAN,

%

H*0° (Twice Amended) The method of clahn)éé%ﬁherein
the at least a portion of the other non-secret credential
information comprises [a name and] a non-secret key associated
with the first party.

’LEI?’ (Twice Amended) A method for issuing a
credentiai to a first party by a second party, the method

compriging [the steps of]:

the second party receiving non-secret information

assgociated with the first party;

-15~

/7

/ '
/l [
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\

the second party authenticating at least a portion of
the received non-secret information associated with the first
party;

denying issuance of the credential if at least a
portion of the received non-secret information associated with
the first party is determined not to be authentic;

coding at least a portion of the received non-secret
information associated with the first party with first
information associated with the second party to derive a variable
authentication number (VAN);

storing in the credential the VAN and at least a
portion of the received non-secret information associated with
the first party, and other information associated with the second
party[, in the credentiall; and

issuing the credential to the first party.

2
,LEZ; (Twice Amended) The method of claim,}&izuherein

at least a portion of the non-secret information associated with
the first party comprises [the name and] a non-secret key

associated with the first party.

‘3;a{§%Twice Amended) A method for authenticating a
first party by using information stored in a credential, the
credential being previously issued to the first parﬁy by a second
party, wherein information previously stored in ﬁhe credential
comprises at least a non-secret variable authentication number
(VAN) and 6ther non-secret credential information, the method

compriging [the steps of]:
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previously generating a first error detection code
(EDC1) by using at least a portion the other non-secret

credential information;
previously coding the first error detection code (EDC1)

with first information associated with the second party to derive
a variable authentication number (VAN); :

previously storiné the VAN and the other non-secret
credential information in the credential;

retrieving the VAN and the other non-secret credential
information stored in the credential;

deriving a second error detection code (EDC2) by using
at least a portion of the retrieved other non-secret credential

information;

retrieving second information associated with the
second party preQiously stored in a storage means associated with
at least one of the parties;

uncoding the VAN using the second information
agsociated with the second party to derive a thiid errox
detection code (EDC3); aﬁd

authenticating the first party and at least a portion
of the non-secret information stored in the credential if the
second error detection code..(EDC2) corresponds to the third error

detection code (EDC3).

‘}rg?s’(Twice Amended) The method of claim,zféaaherein

the at least a portion of the other non-secret credential
information comprises [a name and] a non-secret key associated

with the first party.
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}k{.&é('rwice Amended) A method for issuing a credential
to a first party by a second party, the method comprising ([the
steps of]:

the second party receiving non-secret information
associated with the first party;

the second party authenticating at least a portion of
the received non-secret information associated with the first
party;

denying issuance of the credential if at least a
portion of the received non-secret information associated with
the first party is determined not to be authentic;

d( generating an error detection code (EDC) by using at
u leagst a portion the received non-secret information associated
with the first party;

[coding the error detection code (EDC) by using

.

information associated with the second party to derive_a variable
authentication number (VAN);)

storing in_the credential the [VAN] EDC and at least a
portion the received non-secret information associated Qith the
first party, and other information associated with the second
party[, in the credential]; and

issuing the credential to the first party.

,2(?37(Twice Amended) The method of claim_;lﬂgfgerein
at least a portion of the non-secret information associated with
the first party comprises [the name and] a non-secret key

associated with the first party.
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(Amended) A method for authenticating a first

party at a first site by a second party at a second site,_ the
second party being a person or a computer program. by using a
personal identification number (PIN) [or a password (PW)]
supplied by the first party at the first site, and further using
a first random number (RN1l) generated by the second paxty at the
second site, the PIN [or password (PW)] being previously used to
derive gor access first coded authentication information, the
first coded authentication information being previously stored in
a storage means associated with the second party at the second
site, the method comprising [the steps of]:

receiving a PIN [or a password (PW)] at the first site
from a first party to be authenticated;

generating or accegssing second coded authentication
information using the received PIN [or password (PW)];

generating a first random number (RN1l) at a second site
by the second party;

. he first 3 ) (RN1) i } i

transmitting the "first random number (RN1l) from the
second site to the first site;

receiving the first random number (RN1) at the first
site by the first party;

coding the received first random number (RN1) and the
second coded authentication information to derive a first anti-
duplication variable authentication number (ADVAN1);

transmitting the first anti-duplication vari;ble
authentication number (ADVAN1) from the first site to the second

gite;

~19-

<;,,(f)
Wi
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receiving the first énti-duplication variable
authentication number (ADVAN1l) at the second site by the second
party;

retrieving the first coded authentication information
from the storage means at the second site;

coding the first random number (RN1l) and the first
coded authentication information to generate a second anti-
duplication variable authentication number (ADVAN2);

comparing the first anti-duplication variable
authentication number (ADVAN1) and the second anti-duplication
variable authentication number (ADVAN2); and

authenticating the first party by the second party if
the first anti-duplication variable authentication number
(ADVAN1) and the second anti-duplication variable authentication

number (ADVAN2) correspond.

77, hAmended) A method for authenticating Fhe
transfer of funds from [an] a_first account associated with a
first party to [an] a _second account associated with a' second

party, the first account information being stored in a first

2 LR Aa8S NGl - Veie s BCCONJ QU NLOXTA )] .'O‘. SLOXCU
a_second storage means, the method comprising [the steps of]:
receiving funds transfer information from the first

party, including at least information for identifying the first

account of the first party, and information for identifying the
second account of the second party, and a transfer amount;
generating a variable authentication number Y(VAN) using

at least a portion of the received funds transfer information;

-?O—«
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" first party; it

a third party for aetermining whether the at_least a
poxrtion of the received fun&é transfer information is authentic
by using the VAN; and -

transferring funds from the firgt account of the first
party to the gecond account of the second party if the at least a
portion of the received funds transfer information and the VAN
are determined to be authentic.

)zg‘:{'mended) The method of claim y&'%rther
comprising [the steps of]:

receiving from the first party [a personal
identification number (PIN) or a password;] information for
iq fyi he f£i .

[generating the VAN by using the PIN or the password,
and at least a portion of the funds transfer information;]

determining whether the first party is authentic by
using the [PIN or the password;] inforxmation for identifying the

determining whether the at leagt a portion of the
received funds transfer information is authentic by using the

VAN; and

debiting the first account of the first party and
crediting the gecond account of the second party with the funds
transfer amount if the at least a portion of the received funds

transfer information is determined to be authentic.

4s

e TR
’;?f. (Amended) The method of claim_J24 wherein the VAN

is used to confirm, substantiate, acknowledge, authorize,

reference, validate or verify the transfer of funds.

—21:— /7
ool
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J;?§:;l(Twice Amended) A method for authenticating the
transfer of funds from an account associated with a first party
to an account associated with a second party, [the transfer being
controlled by a third partyl, a_credential being previously
, i ] ! £ 1} . } 3 1
information stored in the credential being non-secret, the method

comprising [the steps of]: ) .

receiving funds transfer information, including at
least information for identifying the account of the first party,
and information for identifying the account of the second party,
and a transfer amount [from the first party, and other funds
transfer information from the third partyl;

generating a variable authentication number (VAN) using
at least a portion of the received funds transfer information;

determining whether the gt leagt a portion of the
received funds transfer information is authentic by using the VAN
and the credential information; and

transferring funds from the account of the first party
to the account of the second party [, under the control of the

third party,] if the funds

transfer information and the VAN are determined to be authentic.

l}asi'YTwice Amended) The method of claim }ae/further
comprising [the steps of]:

receiving from the. first party [a personal
identification number (PIN) or a password] information for
identifying the first party;

[generating the VAN by using the PIN or the password,

and at least a portion of the funds transfer information;]

-22-
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determining whether the first party is authentic by
using the [PIN or the password] information for identifving the
first party;

determining whether the at_leagt a portion of the
received funds transfer information is authentic by using the

\ VAN; and

debiting the account of the first party, and crediting

the account of the second party with the funds transfer amount if

the at least a portion of the received funds transfer information

is determined to be authentic.

,B?g'f (Twice Amended) The method of claim w{&herein

the VAN is used to confirm, substantiate, acknowledge, authorize,

reference. validate or verify the transfer of funds.

FT] jaﬂfsﬁhmended) A method for authenticating the

transfer of funds from an account associated with a first party

to an account associated with a second party, at least a part of
\\ the transfer being carried out by a third party, comprising [the

steps ofl:

receiving funds transfer information, including at

—

least information for identifying the account of the first party,
and information for identifying the account of the second party,
and information for identifying the account of the third party,
and a transfer amount;

generating a first variable authentication number
(VAN1) using at least a portion of the received funds transfer

information, the VANl being associated with the transfer of funds

-23- .
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from the account of the third party to the account of the second
party;

determining whether the gt least a portion of the
received funds transfer information is authentic by using VAN1;

transferring the funds from the account of the third
party to the account of the second party if the af leagt a
portion of the received funds transfer information and the VAN1
are determined to be authentic;

generating a second variable authentication number

—_——

(VAN2) using at least a portion of the received funds transfer
information, the VAN2 being associated with the transfer of funds
from the account of the first party to the account of the third
party;

determining whether the at_least a portion of the
received funds transfer information is authentic by using VAN2;

Ny

and
transferring the funds from the account of the first

party to the account of the third party if the at least a poxrfion
of the received funds transfer information and the VAN2 are

determined to be authentic.

),3-55.B (Amended) The method of claim‘}aﬁszurther

comprising: i

receiving from the first party [a personal

identification number (PIN) or a password] information for

i

[generating the VAN2 by using the PIN or the password,

ol

and at least a portion of the funds transfer information;]

-24-

-- 275 --
MasterCard, Exh. 1011, p. 275



>

™~

g

determining whether the first party is authentic by
using the [PIN or the password] information for ideptifying the
first party;

determining whether the at least a portion of the
received funds transfer information is authentic by using the
VANZ; and {&

debiting the account of the first party and crediting
the account of the [second] third party with the funds t?ansfer
amount if the at least a portion of the received funds transfer
information [is] and the VAN2 are determined to be authentic.

T

,;3553 (Amended) The method of claim,litsagerein the
funds transfer comprises a payment made by the first party or the
third party to the second party.

(7o

J37. (amended) The method of claim,}&lSZherein the
VANl or the VAN2 are used to confirm, substantiate, acknowledge,

authorize, reference. validate or verify the transfer of funds.

;L?Bél(Amended) The method of claim 13« wZerein the
VANl or the VAN2 are gach generated by using an error detection
code derived by using at least a portion of the funds transfer

information.

T

4155@3(Amended) A method for authenticating and
securing the integrity of relevant information transmitted from a
first party at a first site to a second party at a secokd site by
using first information associated with the first party, the

first information comprising a secret first key, a non-secret

-25-
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second key, and first credential information, the first
information being previously stored in a first storage means at
the first site, and the first credential information [including]
comprising non-gecret information ([for authenticating the
identity of the first party, and information] for securing the
second key to the first party, the first credential information
including a third exrroxr detection code (EDC3) being previously
[generated] gtored in the first credential by a third party Iby
using a secret third keyl during prior issuance of [a] the first
credential to the first party, [and a fourth non-secret key
asgociated with the third] and the second key asgociated with the
first party being previously stored in a second storage means at
the second site, and the first key being used by the first party
to generate a f£irgt variable authentication number (VAN1), the
VAN1l{,] and the second key [and the fourth key] being used by the
second party to authenticate the first party and the integrity of
the relevant information received from the first party, the
method comprising [the steps of]:

receiving relevant information from the first party;

deriving a first error detection code (EDCl) by using
the relevant information;

retrieving the first information previously stored in
the first storage means;

coding the EDC1 with the retrieved first key to
generate the first variable authentication number (VANL);

forming a fi;ﬂi message including at least th VAN],
[the second key,] the first credential information, and the

relevant information;

-26- _
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transmitting the first message from the first party at
the first site to the second party at the second site, and
receiving the firgt message at the second site;

extracting the VAN]l, [the second key,] the first
credential information, and the relevant information from the
first message at the second site;

retrieving the [fourth] second key from the sécond
storage means at the second site;

determining if [the identity of] the first party is
secured to the second key by using the firgt credential
information[, the second key, and the fourth keyl and the third
error detection code (EDC3);

rejecting the firgt message if the [identity of the]
first party is determined not to be secured to the second key;

uncoding the VANL using the second key to recover the
first error detection code (EDC1);

deriving a second error detection code (EDC2) by using
the relevant information; ‘

comparing the first error detection code (EDC1l) with
the second error detection code (EDC2); and

authenticating the first party and the integrity of the
relevant information if the first error detection code (EDC1l) and
the second error detection code (EDC2) correspond.

}A-O‘?%(Amended) The method of elaim )a%(‘%herein [the
relevant information and the] second information associated with
the second party [are] ig previously stored in the second storage
means, the second information comprising a secret [fifth] third

key and a non-secret [sixth] fourth key and gecond credential

-27-
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information, the gecond credential information including a3 fourth
exxror detegtion code (EDC4) being previously [generated] gtored
in the second gredential b;na third party [by using the secret
third key] during prior issuance of [a] the second credential to
the second party, [and a fourth non-secret key associated with
the third partyl and the non-gecret fourth key being previously
stored in the first storage means at the first site, the method
further comprising [the additional steps of]:

the second party retrieving the gecond credential [and
the sixth key] information from the second storage means;

the second party transmitting a gecond message
comprising at least the gecond credential information [and the
sixth key] from the second site to the first site, and the gecond
message being received at the first site;

the first party extracting the second éredential [and
the sixth keyl] information from the received gegond message;

retrieving the [sixth] fourth key from the first
storage means at the first site;

determining if [the identity of] the second party is
secured to the [sixth] ﬁgux;hfkey by ﬁsing the gecond credential
information and [the sixth key and the fourth keyl the fouxth
exror detection code (EDC4);

rejecting the gecond message if the [identity of the]
second party is determined not to be secured to the [sixth)
fourth key;

receiving or generating [the] sensitive infoqmatién;

coding the sensitive information with the [siﬁth]

fourth key to generate secure coded sensitive information;

\‘—f_;
)/
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transmitting the secure coded sensitive inférmation
from the first site to the second site, and receiving the secure
coded sensitive information at the second site;

the second party retrieving the [fifth) third key from
the second storage means; and

uncoding the secure coded sensitive information using

the [fifth] third key to recover the sensitive information.

C%J7

m.ﬁ'%()\mended) The method of claimlwév::terein the
first party is granted access to the first key in the first
storage means only if the identity of the first party is
authenticated by using a‘personal identification number (PIN) [or
a password (PW)] belonging to the first party, and the second
party is granted access to the [fifth] third key in the second
storage means only if the identity of the second party is
authenticated [by using a personal identification number (PIN) or

a password (PW) belonging to the second partyl.

lng(hmended) The method of claim .J.Jé?'wherein the
first party is granted access to the first key in the first
storage means only if the identity of the first party is
authenticated by using a personal identification number (PIN) [or
a password (PW)] belonging to the first party[, and the second
party is granted access to the fifth key in the second storage
means only if the identity of the second party is authenticated
by using a personal identification number (PIN) or a password

(PW) belonging to the second party].

-29- .
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7 (Amended) A ‘méthod of ‘issuing a wredential to a
first party at a first site, By a second party at a second site,
wherein the first party is authenticated during at least one
stage of a subsequent transaction by using the credential,
wherein the information stored in the credential comprises at
least a first variable authentication number VAN1, information
for identifying the first party, a non-secret key associated with
the first party, and information for identifying the second
party, and first and second storage means at the first site, the
first storage means being used to store a secret key associated
with the first party, the secret key being accessible [only] to a
arty with knowledge of a pre-determined personal identification
number (PIN) or-password, the second storage means being used to
store the non-secret key associated with the first party, and
third and fourth storage means at the second site, the 'third
storage means being used to store a secret key associated with
the second party, the secret key being:accessibie [onlY] to [a
pre-] an authorized party, thé fourth storage means being used to
store a non-secret key associated with the second party, the
method comprising [the steps of]:
receiving information for identifying the first party,
and a pre-determined personal identification number (PIN) [or
password,] from the first party;
retrieving the secret key associated with the first
party from the first storage means, only if the personal
identification number (PIN) [or password,] is determined to be

5,

authentic;
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code (EDCL):

generating a second variable authentication number VAN2
by coding [at least a portion of the information for identifying
the first partyl the EDCl with the secret key associated with the
first party;

retrieving the non-secret key associated with the first
party from the second storage means;

forming a message including at least the VAN2, the non-
secret key associated with the first party, the EDCl. and the

information for identifying the first party;

,}2:;J‘

transmitting the message from the first party at the

first site to the second party at the second site, and receiving
the message at the second site;

‘“’// extracting the VAN2, the non-secret key associated with
the first party, the EDC1, and the information for identifying
the first party from the message at the second site;

using at least a portion of the inform;tion for
identifying the first party to authenticate the identity of the
first party;

denying issuance of the credential if at least a
portion of the information for identifying the first party is
determined not to be authentic;

retrieving the secret key associated with the second
party from the third storage means at the second site; .

generating a first variable authentication number VAN1
by coding the second variable authentication number VAN2 with the

secret key associated with the second party;

-31-
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storing in the credential at least the VAN1, the EDCL.
the non-secret key associated with the first party, [at least a
portion of the information for identifying the first party,] and
information for identifying the second party;

issuing the credential to the first party;
wherein the method for authenticating the first party %nd the

credential during at least one [state] gtage of a subsequent

_transaction, [comprising] gcomprises [the steps of]:

retrieving the information previously stored in the
credential;

receiving or retrieving the non-secret key associated
with the first party and the non-secret key associated with the
second party;

uncoding the first variable;authentication number VAN1
using the non-secret key associated with the second party to
[generate al xaggxgz_;hg‘aecond variable authentication number
VAN2;

uncoding the second variable authentication number VAN2
using the non-secret key associated with the first party to
recover [information for identifying the first party] the EDCl;

authenticating the credential, and the first party who
was issued the credential, if the [information for identifying
the first party] EDCL retrieved from the credential corresponds
to the [information for identifying the first partyl EDCL

recovered from the second variable authentication number VAN2.

-—

L3

}AG?ZTAmended) The method of claim 144 wherein prior
to [the step of] denying issuance of the credential if at least a

portion of the information for identifying the first party is

, 3%

(,,f}' D

- 283 --

MasterCard, Exh. 1011, p. 283



determined not to be authentic, the method further comprising
[the additional steps of]:

uncoding the second variable authentication number VAN2
by using the non-secret key associated with the first party to
recover the [at least a portion of the information for
identifying the first party] EDC1; [and]

comparing the recovered [at least a portion of the
information for identifying the first partyl EDCi with the [at
least a portion of the information for identifying the first

party] EDCl extracted from the received message; and

s o 1
denying issuance of the credential if the extracted
EDC1 _and the recovered EDC1 do not match.
«/‘
- Add new claims 147-179 as follows:

-:;ki?é A method for determining if an unauthorized
duplication or alteration occurred in first transaction
information (FXI) and in second transaction information (SXI),
the FXI being originated by a second entity at a second site, and
being transmitted to a first entity at a first site, thé first
entity and the second entity being a person, or a computer
program, and the SXI being originated at the first site and being
combined with the FXI to form first combined transaction
information (FCX) at the first site, an anti-duplication variable
authentication number (ADVAN1l) being derived from the FCX and
first information (FK1) associated with the first entity, the FK1
being previously stored in a first storage means at the first
site and being solely accessible to the first entity, the ADVAN1,
and the SXI being transmitted from the first site to the second ///

" site-the FXI and the SXI being authenticated at the second site,

-33-
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by using the ADVAN1, FXI, SXI, and second information (FK2)
agsociated with the first entity, the FK2 being previously stored
in a second storage means at the second site, a first transaction
record storage means (FXR) being used at the first site, and a
gsecond transaction record storage means (SXR) being used at the
second site, the FXR and SXR being used to store at leasgt the FXI
and the SXI, the method comprising:

generating or receiving first transaction
information (FXI) at the second site, and storing the FXI in the
second transaction record (SXR) storage means at the second site;

transmitting the FXI from the second site to the
first site, and receiving the FXI at the first sgsite;

storing the FXI in the first transaction record
(FXR) storage means at the first site;

generating or receiving second transaction
information (SXI) at the first site;

storing the SXI in the FXR storage means at the
first site;

combining the FXI and the SXI to form first
combined transaction information (FCX);

retrieving the first information (FK1l) asgociated
with the first entity from the first storage means, the FK1 being
accessible only to the first entity;

coding the FCX with the retrieved FK1 to derive a
first anti-duplication variable authentication number (ADVAN1);

transmitting the first anti-duplication variable
authentication number (ADVAN1) and the SXI, from the first site
to the second site, and receiving the ADVAN1l and the SXI at the

second site; st

-34=
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storing the recéived ADVAN1 and the SXI in the SXR
storage means at the second site; and

the second enﬁity subsequently using the ADVANI1,
the FXI, the SXI, and second information (FK2) associated with
the first entity to determine if an unauthorized duplication or
alteration occurred in the first transaction information (FXI) or
in the second transaction information (SXI).

)A'G?tf/The method of claim Jﬁ:z%merein coding the FCX

to derive the ADVAN1 further comprises:

irreversibly coding the FCX to derive a first
error detection code (EDC1);

storing the EDCl1 in the FXR storage means; and

coding the EDC1l with thé first information (FK1)
aggociated with the first entity to derive the first anti-

duplication authentication number (ADVAN1).

G
/ }45‘2{ The method of claim_Je7i@herein the First

entity is authenticated by the ‘second entity, and wherein the FXI

comprises a f;;;;?zjgjggzpumber:(RNl), and the SXI comprises a

second randOQ(:grmabie (RN2) .

(r
,23'. The method of claim,}f;léherein FXI and SXI are
both present.

9 .
JUZE? The method of claim 148 for further

authenticating the integrity of the FXI, and for further

authenticating the first entity by the second entity, the method

further comprising:
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retrieving the FXI, the SXI, and the ADVAN1 from
the SXR storage means at the second site;

retrieving the second information (FK2) associated
with the first entity from the second storage means;

uncoding the ADVAN1 by using the FK2 to recover
the first error detection code (EDC1);

combining the retrieved FXI and the retrieved SXI
to form a second combined transaction information (SCX);

irreversibly coding the second combined
transaction information (SCX) to derive a second error detection
code (EDC2);

storing the second error detection code (EDC2) in
the SXR storage means at the second site;

comparing the recovered first error detection code
(EDC1) and the derived second error detection code (EDC2); and

the second entity (1) authenticating the. first
entity and determining that no unauthorized duplication or
alteration occurred in first transaction information (FXI) if the
recovered EDCl and the derived EDC2 correspond; or (2) denying
authentication to the first entity or determining that an
unauthorized duplication or alteration occurred in first
transaction information (FXI) if the recovered EDC1 and the

derived EDC2 do not correspond.

)8%#; The method of claim‘l4%%%or further determining
if an unauthorized duplica;ion or alteration occurred in the SXI,
and for further authenticating the second entity by the first
entity, by using a second anti-duplication variable !

identification number (ADVAN2) derived by the second entity, the

1
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ADVAN2 being derived at the second site from the EDCZ and third
information (SK3) associated with the second entity, the SK3
being previously stored in a third storage means at the second
site, the SXI and the second entity being authenticated by the
first entity by using the ADVAN2, the SXI, the FXI, and fourth
information (SK4) associated with the second entity, tﬁe SK4
being previously stored in a fourth storage means at the first
site, the method further comprising:

retrieving the second error detection code (EDC2)
from the SXR storage means;

retrieving the third information (SK3) associated
with the second entity from the third storage means at the second
sitd;

coding the EDC2 with the SK3 to derive a second
anti-duplication variable authentication number (ADVANé);

transmittiné the ADVAN2 from the second site to
the first site, and receiving:the ADVAN2 at the first site;

storing the ADVAN2 in the FXR storage means;

retrieving fourth information (SK4) associated
with the second entity from the fourth storage means at the first
gite;

retrieving the ADVAN2 from the FXR storage means;

uncoding the ADVAN2 by using the SK4 to recover
the second error detection code (EDC2);

retrieving the FXI, and the SXI from the FXR
storage means; k

combining the retrieved FXI and the retrieved SXI

to form a third combined transaction information (TCX);
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irreversibly coding the TCX to derive a third
error detection code (EDC3);

storing the third error detection code (EDC3) in
FXR storage means;

comparing the derived third error detection code
(EDC3) and the recovered second error detection code (EDC2); and

the first entity (1) authenticating thegsecond
entity and determining that po unaythorized duplication!é or
alteration, occurred iMion information (Pgtéii),if
the derived EDC3 and the recovered EDC2 correspond, or (2)
denying authentication to the second entity or determining Ehat )
an unauthorized duplication, or alteration, occurregzggééxrst

|
transaction information (Exal/if the derived EDC3 and the

recovered EDC2 do not correspond.

,1537 The method of claim }k;zégr further securing
the first and second information associated with the first entity
to the first entity by using a credential previously issued to
the first entity by a trusted entity, the information stored in
the credential including at least the first or second information
associated with the first entity, and a first variable
authentication number (VAN1), the VAN1 being used to secure the
first or second information to the first entity, authentication
being denied if the first or second:idformation associated with
the first entity cannot be secured to the first entity by using
VANL1.

3 j
J_.}(@ The method of claim Jﬁ‘?for further securing

the third and fourth information associated with the second

-38-, -
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entity to the second entity by using a credential previously
issued to the second entity by a trusted entity,.the information
stored in the credential including at least the third or fourth
information associated with the second entity, and a second
variable authentication number (VAN2), the VAN2 being used to
secure the third or fourth information to the second entity,
authentication being denied if the third or fourth information
associated with the second entity cannot be secured to the second

entity by using VAN2.

)ﬁéﬁl The method of claim,&é?swherein the first
entity has a personal identification number (PIN), the PIN being
used to access the FK1 information stored in the first storage
means, the method further comprising:

receiving a personal idgntification number (PIN)
supplied by the first entity at the fifst site; and

retrieving the first information associated with
the first entity from the first storage means only if the PIN of

the first entity is determined to be authentic.

)6%?L.The method of claim,};igwherein a transaction
number (XN) is used in conjunction with the FXI or the SXI to
identify and retrieve transaction information from a storage
means associated with an entity participant in a transaction, the

method further comprising:
generating an XN at one of the first or second

sites, and transmitting the XN to the other of the first or

gsecond sites;
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storing the XN in the FXR storage means and SXR

storage means associated with the transaction;

using the XN to identify the transaction, and as

an index in retrieving relevant transaction information.

83 4
1155. The method of claim,b;zzwherein one of the

first and second information associated with the first entity is
secret, and the other of the first and second information

associated with the first entity is non-secret.

,kfﬁﬁ* The method of claim,}(qgaherein one of the

third and fourth information associated with the second entity is

secret, and the other of the third and fourth information

associated with the second entity is non-secret.

}E@gsl;he method of clainljgzﬁwherein the same key,
or either one of RN1 or RN2, is used subsequent to
authentication, by each of the first and second entities to code

and uncode information transmitted between the sites.

)6665 The method of claim a7 for further

authenticating the participation of the first entity in a
transaction by a third entity at a third site, wherein the FXI
comprises the XN and fifth information associated with the first
entity, the fifth information being previously stored in a fifth
storage means at the first site and also in a seventh storage
means at the third site, and second information assocfated with
the third entity being previously stored in sixth storage means

at the first site, and first information associated with the

~40-
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third entity being previously stored in an eighth storage means
at the third site, the method further comprising:
retrieving the fifth information associated with
the first entity from the fifth storage means at the first site;
retrieving the XN from the FXR storage means;
combining the XN and the fifth information to form

a first information group (IG1);

e

irreversibly coding IG1 to derive a fourth error

detection code (EDC4);

L

retrieving the second information associated with
the third entity from the sixth storage means at the first site;

coding the EDC4 with the second information

(l -~

associated with the third entity to derive a third anti-
duplication authentication number (ADVAN3);

transmitting the ADVAN3 and the xﬁ from the first
site to the third site, and receiving the ADVAN3 and the XN at
the third site;

retrieving the first information associ;ted with
the third entity from the eighth storage means at the third site;

uncoding the ADVAN3 by using the first information
associated with the third entity to recover the EDC4;

retrieving the fifth information from the seventh
storage means at the third site;

combining the received XN and the f£ifth
information to form a second information group (IG2);

irreversibly coding the IG2 to derive a f£ifth
error detection code (EDCS) ;.

comparing EDC4 fand EDCS; and
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authenticating the participation of the first
entity in the transaction if the EDC4 and EDC5 match, or
determining that the entity did not participate in the
transaction if the EDC4 and EDC5 do not match.

}.(i. The method of claim yg}wherein the FXI is made

gecure in transmitting the FXI from the second site to the first
gite by coding the FXI with third information associated with the
first entity to derive coded FXI, the third information
asgociated with the first entity being previously stored in a
ninth storage means at the second site, and by uncoding the coded
FXI by using fourth information associated with the first entity,

the fourth information associated with the first entity being

previously stored in a tenth storage means at the first site, the

method further comprising:

retrieving the third information associated with
the first entity from the ninth storage means at the second site;

coding the FXI with the third information
associated with the first ehﬁity to derive a coded FXI at the
gecond site; s

transmitting the coded FXI from the second site to

the first site, and receiving the coded FXI at the first site;
retrieving the fourth information associated with

the first entity from the tenth storage means at the first site;

and
uncoding the coded FXI by using fourth information

agsociated with the first entity to recover the FXI at the first

site.
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jﬂﬁ}? The method of claimlzﬁéq;herein the second

party is authenticated by the first party, wherein third
information associated with the first party is generated and
stored in a third storage means at the first site, and fourth
information associated with the second party was previously
stored in the third storage means, and fifth information
associated with the second party was previously stored in a
fourth storage means at a second site, the method further
comprising:

generating the third information associated with
the first party;

storing the third information in the third storage
means;

retrieving the third information associated with
the first party, and the fifth information associated with the
second party;

coding the fifth information and the third
information to generate a third joint code;

retrieving the fourth information associated with
the second party;

uncoding the third joint code using the fourth
information to recover the third information;

comparing the generated third information and the
recovered third information; and

authenticating the second party if the generated
third information corresponds-to the recovered third information.

" 1€

}35. The method of clainl)éa wherein a credential

previously issued to the second party by a trusted party is used

-43-
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by the first party to verifg that thedfourth information is
secured to the second party. -
% 8
«}3(. The method of claim wherein the first
information associated with the second party, and the third
information associated with the first party each comprise a

random number.

}6?. The method of claim<}?§¢%urther comprising:

coding the error detection code (EDC) by using
first information associated with the second party to derive a
variable authentication number (VAN), and

storing the VAN in the credential.

}566{ A method for authenticating a first party at a
first site by a second party at a gecond site, the second party
being a person or a computei;program, by using a personal
identification number (PIN) supplied by the first party at the
first site, and further using a first random number (RN1)
generated by the second party at the second site, the PIN being
previously used to derive or access first coded authentication
information, the first coded authentication information being
previously stored in a storage means associated with the second
party at the second site, the method comprising:

receiving a PIN at the first site from a first
party to be authenticated;
generating or accessing second coded

authentication information using the received PIN;
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generating a first random number (RN1) at a second
site by the second party;

storing the first random number (RN1) in the
gecond storage means at the second site;

transmitting the first random number (RN1) from
the second site to the first site;

receiving the first random number (RN1) at the
firet site by the first party;

coding the received first random number (RN1l) and
the second coded authentication information to derive a first
anti-duplication variable authentication number (ADVAN1), the
first anti-duplication variable authentication number (ADVAN1)

further being derived by irreversibly coding the received first
random number (RN1) to derive a first error detection code
(EDC1), and coding the first error detection code (EDC1l) with the
second coded authentication information to thereby derive the
first anti-duplication variable authentication number (ADVANL1);

transmitting the first anti-duplication variable
authentication number (ADVAN1) from the first site to the second
site;

receiving the first anti-duplication variable
authentication number (ADVAN1l) at the second site by the second
party;

retrieving the first coded authentication
information from the storage means at the second site;

uncoding the received first anti-duplication
variable authentication number (ADVAN1) by using the first coded

authentication information to recover the first error detection

code (EDC1);

-45-
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retrieving the first random number (RN1l) from the
gstorage means at the second site;

irreversibly coding the retrieved first random
number (RN1) to derive a second error detection code (EDC2);

comparing the first error detection code (EDC1)
and the second error detection code (EDC2); and

authenticating the first party by the second party

.if the first error detection code (EDCl1l) and the second error

detection code (EDC2) correspond.

/Iggf?’The method of claim';24%1or further securing
the transfer of funds, at least one party being previously issued
a credential by a trusted party, the credential information
including jnformation associated with the at least one party, and
%i%ggftgfgzgﬁzgentication number {VAN) , the VAN)being used to
secure at least a portion of the credential information to the at
least one party, authentication and the transfer of funds being
denied to the at least one party if the at least a portion of the
credential information cannot be secured to the at least one
party by using the VANL

}84%6 The method of claim 139 wherein a second
variable authentication number (VAN2) is stored in the first
credential during prior issuance of the first credential, the
VAN2 being generated by coding the EDC3 with a third secret key
associated with the third party, and wherein a fourth non-secret
key associated with the third party is previously stored in the
second storage means at the second site, the fourth key being

used by the second party to authenticate the first credential
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information, and following the step of retrieving the second key
from the second storage means at the second site, the method
further comprising:

retrieving the fourth key from the second storage
means at the second site;

extracting the EDC3 and the VAN2 from the first
credential information in the received first message;

uncoding the VAN2 using the fourth key to recover
the third error detection code (EDC3);

‘ determining if the extracted EDC3 and the

recovered EDC3 correspond;

rejecting the first message 1f the extracted EDC3
and the recovered EDC3 do not correspond.
61
8.

variable authentication number (VAN3) is stored in the second

The method of claiw/}{o wherein a third

credential during prior issuance of the second credential, the
VAN3 being generated by coding the EDC4 with a third secret key
associated with the third party, and a fourth noh~secret key
agsociated with the third party being previously stored in the
first storage means at the first site, the fourth key being used
by the first party to authenticate the second credential
information, and following the step of retrieving the fourth key
from the first storage means at the first site, the method
further comprising:

retrieving the fourth key from the first storage
means at the first site;

extracting the EDC4 and the VAN3 from the second

credential information in the received second message;
-47-
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uncoding the VAN3 using the fourth key to recover
the fourth error detection code (EDC4);
determining if the extracted EDC4 and the
recovered EDC4 correspond;
rejecting the second message if the extracted EDC4
and the recovered EDC4 do not correspond.
;}0*8 The method of claim }ﬂg*aherein the first party

and the second party are the same party.

?ﬁi?ﬂ The method of claim_}?g*gherein the second

storage means comprises a credential.

Vf.gﬂ‘l’he method of claim ;Zn}mherein the first

storage means comprises a credential, and the second storage

means comprises a credential.

,}V;ﬁr The method of claim }Zggéherein prior to
payment being made to the second party, the first party is
presented with the second party's invoice, and after the payment
is made to second party, the accounts receivable associated with
the second party, and the accounts payable associated with the

first party are updated.

}
}7&%‘ The method of claim‘;sf“wherein the third
information associated with the second party, and the fourth
information associated with the first party, each comprise a

random number.
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j;!gﬂbihe method of claimJ;eégéor further securing the

transfer of funds, at least one party being previously issued a
credential by a trusted party, the credential information
includinz information associated with the at least one party, and
3ky;riable authentication number (VAN), the VANIbeing used to
secure at least a portion of the credential information to the at
least one party, authentication and the transfer of funds being
denied to the at least one party if the at least a portion of the

credential information cannot be secured to the at least one

party by using the VAN.

yg.é The method of clalm,?;(ti or further securing
the transfer of funds, at least one party being previously issued
a credential by a trusted party, the credential information
including information associated with the at least one party, and
a variable authentication number (VAN}, the VAN3being used to
secure at least a portion of the credential information to the at
least one party, authentication and the transfer of funds being
denied to the at least one party if the at least a portion of the
credential information cannot be secured to the at least one

party by using the vVAN3

yyﬁgTIn a check or payment instrument transaction
system, a method for issuing a check or payment instrument by an
originator to a recipient, information associated with the check
or payment instrument comprising (1) information asgociated with
the originator, (2) information associated with the recipient,
and (3) other information which includes at least an amount of

the check or payment instrument, the method comprising:

-49-
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receiving the information associated with the
originator and the recipient, and the other information including
at least the amount;

deriving a variable authentication number (VAN) using
at least a portion of the received information;

associating the received information and the VAN with
the check or payment instrument; and

issuing the check or payment instrument.

ﬂ?aThe method of claim)éﬂ«i'herein the check or

payment instrument is authenticated by ueing at least a portion
of the information assoclated with the check or payment

instrument and the VAN.

)251{ A method for securing in escrow and in trust, a
portion of information used to derive a joint key, the joint key
being associated with a first party and a second party and being
stored in a storage means associated with the second party,
wherein escrowed or entrusted information was previously used for
generating a variable authentication number (VAN), the joint key
being derivable from information associated with the first party
and information associated with the second party, the VAN being
subsequently used in authenticating the first party, the first
party being enrolled by the second party and being issued a
credential, the VAN being stored in the credential, the method
comprising:

previously receiving information associated with

the first party and information associated with the second party;
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previously generating a joint key using the
information associated with the first party, and the information
associated with the second party; and

retaining in the storage means, in trust, at least

a portion of information used to derive the joint key.--

REMARKS

) Claims 64, 66, 67, 69, 93, 95-119 and 124-179 are
pending in this application. Claims 64-69, 70, 72-74, 93, 95-98,
100-108, 110-113, 115-118, 124-125, 127, 129-130, 132-140, 142-
144 and 146 were amended to improve their form. Furthermore,
claims 72, 73, 93, 96, 98, 124 and 129 were amended to more
particularly point out, and distinctly claim the invention.
Claimas 65, 68, 94 and 120-123 were canceled. Claim 64 was
further amended to incorporate the limitations of claim 65
therein. New claims 147-179 are presented to further define the
invention. Withdrawal of all pending rejections is respectfully

requested for the reasons set forth below.
Status of Application Drawings
The Examiner is requested to review the Submission of
Proposed Drawing Amendment filed on November 12, 1997, and to
forward the formal drawingsé filed on November 12, 1997 for review
by the Draftsperson. The outstanding-Office Action does not

indicate that either of these papers were received or reviewed.

Double patenting rejection

-
_51-///
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(2) PINS - The present invention also includes the feature of
using a personal identification number (PIN) to execute
transactions. As described in part on page 3, line 28 through
page 4, line 3, each user selects a PIN upon enrgllment in the
system. The PIN is secret, does not exist in an uncoded form,
and cannot be recovered from other information anywhere in the
system. During or after enrollment, a non-secret identification
code and a secret code are also stored in a user's file at the
user associated computer facility. When a user participates in a
transaction, the user is required to utilize his or her PIN,
which after being coded is used to derive a coded arbitrary
number. Subsequently, this arbitrary code is compared to another
such code which is generated from a reconstituted version of the
coded PIN, in order to authenticate the user's identity. The PIN
is another important feature of the present invention which
minimizes the vulnerability of the system to imposters and the
like.

The use of a PIN is recited in independent claims 64,
96, 98, 100, 101, 118, 144 and 166.
(3) multiple revisable owner codes - Fig. 6 discloses the
generation of a revisable owner code (ROC). To generate an ROC,
a PIN is received from a party. The PIN is coded to produce a
coded PIN (CPN). The CPN is then coded using a predetermined
arbitrary number to produce the ROC. The predetermined arbitrary
number and the ROC are stored in a storage means at a location
associated with the party, wherein the CPN is derivable from the
predetermined arbitrary number and the ROC.

As discussed in part on page 12, line 29 through page

13, line 3, security considerations may warrant revising the ROC
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from time to time independent of any transaction. To accomplish
this task (i.e., to create multiple revisable codes), the CPN
could be reconstituted from the current ROC and RN as in block 52
of Fig. 8B. Next, a new RN is used with the CPN to generate a
revised ROC, making use of a coder in the same manner as coder 20
of Fig. 6. The user's new RN and ROC are stored and accessed,
and CPN need only be reproduced at the bank where the user
maintains an account.

The use of multiple revisable codes to authenticate a
user is recited in independent claims 102 and 105.

(4) Use of a third party to authenticate a VAN and transfer of funds,
and use of originator, recipient and payment information to derive a
VAN.

When a transaction, document or thing needs to be
authenticated, information associated with at least one of the
parties involved (e.g., an originator and/or a recipient) is
coded to produce a joint code. This joint code is thenlutilized
to code information relevant to the transaction, document or
record, in order to produce a variable authentication number
(VAN) or code at the initiation of the transaction. This VAN is
thereafter associated with the transaction and is recorded on the
document or thing, along with the original information that was
coded. During subsequent stages of the transaction, only parties
capable of reconstructing the joint code will be able to uncode
the VAN properly in order to .re-derive the information.

As described in part on page 48, lines 1-27, the
present invention may be used as paperless/cashless transaction
gystem, in which "funds transfer" transactions, such as

purchases, occur without the use of money, or checks. In this
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system, the payment originator uses a payment recipient's
terminal which stores information :to identify the precise
location of the recipient's account. Alternatively, an
originator PIN, information identifying an originator account and
a recipient account, and funds transfer information (INFO) which
includes a payment amount are entered directly into a terminal of
this system by the payment originator. The system initially
generates a VAN, (OVAN), by using the payment information (INFO)
in conjunction with the identification information associated
with the payment originator and payment recipient. The payment
originator is authenticated using the originator PIN using a
method described above. The system then approves or disapproves
the payment based upon an authentication of the VAN, and the
"joint" identification information associated with the
participants, and the availability of funds, or credit. Such
transactions are carried on entirely electronically, the
participant's bank accounts: are credited and debited
automatically...”

In this scheme, the:payment originator is a first
party, the recipient is a second party, and the system which
approves or disapproves the payment is a third party.

The use of a third party to authenticate a VAN and
transfer of funds is recited in claim 124. The use of
originator, recipient and payment information to derive a VAN is
recited in claim 177.

(5) Securing a joint key, or a portion of information used to

derive the joint key, in escrow or in trust -
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This feature is related to the credential issuance process
described in Fig. 11 and is described in part on page 23, lines

1-26, as follows:

The issuing process continues with the official entering his PIN, which is applied
to an irreversible coder 140 to produce his CPNO, which is applied as a key input
to an uncoder 142. At block 144, the official's TIN, OTIN is utilized as an index
to access the official's "File 1", so that CPKO may be read therefrom and applied
as the input to uncoder 142. Uncoder 142 therefore performs the same process as
uncoder 114 of Fig. 10 to produce PKO. At block 146, PKO and UTIN are
utilized as address indices to access the official's "File 2" and JKU is read
therefrom. The information INFO on the credential is applied as the data input to
a coder 152 and JKU is applied as the key input, whereby coder 152 codes the
INFO to produce a VAN, which is recorded on the credential. After recording the
VAN on the credential, the joint key, JKU, may be erased from the official's File
2, where it was stored (or held in escrow or in trust), until the credential was
issued. Alternately, the authentic JKU may be replaced with a false or dummy JK
for security purposes. This completes the issuance of the credential 145. It
should be noted that the joint key JKU stored in the official's File No. 2 can only
be used in a transaction if a party exists with knowledge of the official's PIN,
since this PIN is required to access the official's File No. 2 (at block 146). Thus, a
person who does not have knowledge of the official's PIN (such as an
unscrupulous person trying to issue a fraudulent credential) cannot legitimately
issue a credential. (bolding and italics added for emphasis)

The feature of securing a joint key in escrow or in trust is
recited in claim 93. The feature of securing a portion of
information used to derive the joint key is recited in claim 179.
With respect to claim 179, one example of securing a portion of
information used to derive the joint key is shown in Figs. 104,
10B and 11, wherein CPKO which is used' to derive the joint key is
stored in element 144. -

(6) Two-stage funds transfer - Figs. 13A-13E and corresponding
text on page 26, line 25 through page 27, line 11 dieclose a

three party check transaction scheme. The participating parties
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in this transaction are the check originator whose account is to
be debited, the check recipient to whom the check is drawn, and
the check redeemer who is cashing the check for the recipient or
accepting it in payment for goods or services, and whose adcount
is to be credited. 1In this manner, the check recipient does not
have to deposit the check in his or her bank as is typically
done. Instead, the check recipient uses the check itself by
presenting it to a merchant (who replaces the check recipient's
bank as the check redeemer) to pay for goods or services.

This feature is recited in claim 134 wherein the check
originator is the first party, the check recipient is the third
party, and the check redeemer is the second party. Also, in
claim 134, VAN2 corresponds to OVAN in Figs. 13A-13E, and VANl
corresponds to RDBVAN in Fig. 13C and to OBVAN in Fig. 13D. VAN1
is agsociated with the transfer of funds from the check recipient
(third party) to the check redeemer (second party).

In the first stage of the process, the funds are
transferred from the account of the check recipient (third party)
to the account of the check redeemer (second party). 1In the
second stage of the process, the funds are transferred from the
account of the check originator (first party) to the account of
the check recipient (third party).

(7) Anti-duplication transaction number to authénticate a party-

Referring to Fig. 8A, as described on page 15, line 25
through page 16, line 16, it is possible to use an unsecured link
between the mixer 48 and the sorter 62 because CRNX and RNX, not
CPNR, are transmitted from the mixer 48 to the sorter 62.
However, a security problem still exists in using an unsecured

line between the mixer 48 and the sorter 62 because the signal
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can be recorded and then played back later to attempt to
fraudulently authenticate a fraudulent transaction. 1In an
alternate embodiment of the present invention, an
anti-duplication variable authentication number (ADVAN) is
generated at the recipient's terminal by coding at least a
transmission date and time with the CPNR by a coder. The ADVAN
is then mixed with the CRNX and the RNX by the mixer 48 and sent
to the remote bank CPU over the unsecured line to the sorter 62.
At the remote bank CPU, the CPNR which is generated by the
uncoder 70 is used to uncode the ADVAN to regenerate the
transmission date and time. The signal received over the
unsecured line is then authenticated by comparing the regenerated
transmission date and time to a reception date and time (that is,
the date and time at which the signal was received at the remote
bank CPU). In this manner, the recipient and transaction are
further authenticated. :

Alternately, as described in part on page 41, lines 33-
36, an anti-duplication VAN (ADVAN) is generated from a
transaction sequence number (TSN) using coder 1610 of Fig. 16.

The use of the ADVAN to authenticate a party is recited

in claim 147.

Hellman

Hellman discloses a system for allowing authorized
parties to a conversation (conversers) to converse privately even
though an unauthorized party (eavesdropper) intercepts all of
their communications, and for allowing conversers on an insecure
channel to authenticate each other's identity (column 2, lines

7-13). In Hellman's system, the first converser or first party
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receives a public key (i.e., transformed signal ¥; or ¥Y;) from a
second converser or second party (column 2, lines 35-68 and
column 4, lines 1-50). The second converser transmits the public
key to the first party over an unsecured data communications
channel, or the first party obtains the public key from a public
directory. The second converser places the transformed second
signal in a public directory as the second converser's means of
identification (column 2, lines 58-61).

Hellman's system does not disclose or éuggest any of
the geven features described above. Each independent claim
includes at least one of the seven features. Thus, Hellman
cannot render obvious any of the pending independent claims, or
any of the dependent claims which incorporate the respective

features therein.

Mauxex

Maurer discloses a method of generating a shared cipher
key which is subsequently used for encrypting and decrxypting
information to be sent between two communicating stations A and B
over an error-free public communications channel. A common
(broadcast) transmitting source sends an identical data string to
the stations A and B. The cipher key is generated based upon a
difference in the information content of data strings S, and S,
respectively received by the two stations A and B. The
information difference is caused by different noise levels in the
channels associated with the common transmitting source and the
receivers of the two stations A and B. (If there is no noise
anywhere in the system, there would be mo information difference

since both stations A and B receive the same data string.)
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To generate the cipher key, station A generates an
error-control information string C from the data string S,, and
transmits the string C to the station B over a public channel.
Station B generates string D and a decision bit F which is based
on a predetermined reliability function of string (S,, C, D). If
the reliability function is greater than a predetermined
threshold, then decisgion bit F ig assigned a value of "1".
Otherwise it is assigned a value of "0". Bit F is then sent from
station B to station A over the public channel. Strings S, and
S, are tagged acceptable when F is 1. These steps are repeated a
number of times resulting in a corresponding number of tagged
strings. The tagged strings are concatenated to form the shared
cipher key. Maurer does not teach or suggest the concept of
authentication of a party. At best, Maurer is concerned with
authenticating data passing from one station to another without
regard to authentication of an individual party who may be
involved in generating or passing the data.

Maurer's system does not disclose or suggest any of the
seven features described above. Each independent claim includes
at least one of the seven feéatures. Thus, Maurer cannot render
obvious any of the pending independent. claims, or any of the
dependent claims which iﬁcorpdrate the respective features
therein.

For at least the reasons set forth above, withdrawal of
the § 103(a) rejections over Hellman and Maurer is respectfully

requested.
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Conclusion

Insofar as the Examiner's rejections have been fully
addressed, the instant application is in condition for allowance.
A Notice of Allowability of all pending claims is therefore
earnestly solicited.

Respectfully submitted,

LEON STAMBLER

1777 Clard Quaslilon

(Date) Clark A. Jablonk)
Registration No. 35,039
PANITCH SCHWARZE JACOBS & NADEL, P.C.
One Commerce Square
2005 Market Street, 22nd Floor
Philadelphia, PA 19103-7086
Telephone: (215) 567-2020
Faceimile: (215) 567-29391

CAJ:eam
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Transmitted herewith is an Amendmen'g;’? the above identified application.

[X] A verified statement to establish émfiill entity status under 37 CFR 1.9 and 1.27 is
[X] already on file; |
[ ] enclosed,

[1] No additional fee is required.

I1 An Information Disclosure Statement with one copy of each of the cited patents is also
attached.

The fee has been calculated as shown below:
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SMALL ENTITY

LARGE ENTITY

TOTAL 84 © 6 19 |xn $209 |x2 |s
INDEP. 2 o 23 = o |xet s X2 s
| 1ST PRESENTATION OF MULTIPLE DEPENDENT CLAIMS | +$135 | § w270 |s

’ . TOTAL |$209 |TOTAL |$

[ 1 The applicant(s) hereby petition(s) for any extension of time which may be required in
connection with the filing of the enclosed paper(s). (Petition and Fee for _____
month(s) extension is enclosed.)

[X] The Assistant Commissioner is hereby authorized to charge payment of the following
fees associated with this communication or credit any overpayment to Deposit Account
No. 16-0235. One additional copy of this sheet is attached for accounting purposes.

[X] The above calculated additional claim fees $209.00.

[X]  Any additional fees under 37 CFR 1.16 or 1.17.
Respectfully submitted,
LEON STAMBLER
November7,1997 _ By: ( M Mem\,
(Date) CLARK A. JABLOY
Registration No. 35,039
PANITCH SCHWARZE JACOBS & NADEL, P.C.
Onée Commerce Square
2005 Market Street - 22nd Floor
. Philadelphia, PA 19103-7086
Telephone: (215) 965-1293
Facsimile: (215) 567-2991
E-Mail: psin@psjn.com
CAJ:eam ‘
Enclosures
PSIN2/131590.1 -2~
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i

I HEREBY CERTIFY THAT THIS CORRESPONDENCE IS BEING DEPOSITED WITH THE UNITED STATES
POSTAL SERVICE AS FIRST CLASS MAIL IN AN ENVELOPE ADDRESSED TO: BOX AF, ASSISTANT
COMMISSIONER FOR PATENTS, WASHINGTON, D.C. 20231, ON THE DATE INDICATED BELOW.

In re: Patent Application of : Group Art Unit: 2211
Leon Stambler :

Appln. No.: 08/747,174 : Examiner: B. Zimmerman

Filed: November 12, 1996

For: METHOD FOR SECURING B
INFORMATION RELEVANT TO A : Attorney Docket
TRANSACTION (as amended) : No. 6074-1U05

TERMINAL DVI.‘S'ACLAIME‘R TO OBVIATE A

DQUBLE FATENTING REJECTION (37 CFR 1.321(c)

IDENTIFICATION OF PERSON MAKING THIS DISCLAIMER
I, Leslie L, Kasten, Jr. represent that I am a
representative authorized to sign on behalf of Leon Stambler, who
is the owner of the above-identified unassigned application.

EXTENT OF DISCLAIMANT'S INTEREST

The extent of the interest in this invention that the

disclaimant owns is in the whole of this invention.

11/21/1997 INRR WhIIE0RS AMTITA -1-
e g :
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DISCLAIMER

The owner of the above-identified application hereby
disclaims, exc¢ept as provided below, the terminal part of the
statutory term of any patent granted on the present application
which would extend beyond the expiration date of the full
statutory term def T 5 U.S.C. § 154 to § 156 and § 173 of
U.S. Patent Nos.<;f::jj;:;3and.5,524,073. The owner of the
above-identified application hereby agrees that any patent so
granted on the present application shall be enforceable only for
and during such period that it and U.S. Patent Nos. 5,267,314 and
5,524,073 are commonly owned. This agreement runs with any

patent granted on the present application and is binding upon the

grantee, its successors or assigns.

In making the above disclaimer, the owner of the above-
identified application does not disclaim any terminal part of any
patent granted on the present application that would extend to
the expiration date of the full statutory term defined in 35
U.S.C. § 154 to § 156 and § 173 of the prior patent, in the event
that it later: expires for failure to pay a maintenance fee, is
held unenforceable or is found invalid by a court of competent
jurisdiction, is statutorily disclaimed in whole or is terminally
disclaimed under 37 C.F.R. § 1.321, has all claims canceled by a
re-examination certificate, or is in any manner terminated prior

to the expiration of its full statutory term.
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FEE STATUS AND PAYMENT
(37 CFR 1,20(d))
This application is entitled to Small Entity status. A
verified statement was previously filed in original Application

No. 07/977,385 and such status is still proper and desired.
Charge Deposit Account No. 16-0235 in the sum of $55.00.

Also, charge Deposit Account No. 16-0235 for any fee

deficiency.
A duplicate of this disclaimer is attached.

Respectfully submitted,

LEON STAMBLER

7/ v bt AY

(Date) Leslie L. Kasten, Jr. 7
Registration No. 28,959
PANITCH SCHWARZE JACOBS & NADEL, P.C.
One Commerce Square
2005 Market Street - 22nd Floor
Philadelphia, PA 19103-7086
Telephone: (215) 567-2020
Facsimile: (215) 567-2991

LLK:CAJ:eam
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M4 \ UNITED STATES DEPARTMENT OF COMMERCE
Patent and Trademark Office

Address: COMMISSIONER OF PATENTS AND TRADEMARKS
Washington, D.C. 20231

<

|_APPLICATIONNO. | FILUNGDATE | FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. |
Ug37747,17% 1Y71279%6 STAMBCER L 6 74-1~1U3
r _ LmM3z/0102 — | ' EXAMINER |
PANITCH SCHWARZE JACOBS & NADEL ZIMMERMAN, B
ONE COMMERCE SQUARE
2005 MARKET STREET 22ND FLOOR [ astunr ] Paper Numeer |
FHILADELPHIA PA 19103-7086 2735 417
/
DATE MAILED: 01/02/98

Please find below and/or attached an Office communication concerning this application or
proceeding.

Commissioner of Patents and Trademarks

PTO-90C (Rev. 2/98) *u.s. OFFICE 190841 1- Fite Copy
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Application No. Applicant(s)

Notice of Allowability E,,m?::ﬂﬂn Group A:t:':i:,lu TR
wwsmnen |5 [N

All claims being allowable, PROSECUTION ON THE MERITS IS {OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance and Issue Fee Due or other appropriate communication will be
mailed in due course.

X This communication is responsive to amendment filed 11/10/97

X The aliowed claim(s} is/are 64, 66, 67, 69-74, 93, 96-119, and 124-179

J The drawings filed on are acceptable.

[] Acknowledgement is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d).
3 Al [J some* [0 None of the CERTIFIED copies of the priority documents have been
[J received.
[[] received in Application No. (Series Code/Serial Number)
[0 received in this national stage application from the International Bureau (PCT Rule 17.2(a)).
*Certified copies not received:
[CJ Acknowiedgement is made of a claim for domestic priority under 35 U.S.C. § 119(e).

A SHORTENED STATUTORY PERIOD FOR RESPONSE to comply with the requirements noted below is set to EXPIRE
THREE MONTHS FROM THE "DATE MAILED" of this Office action. Failure to timely comply will result in
ABANDONMENT of this application. Extenslons of time may be obtained under the provisions of 37 CFR 1,136(a).

7] Note the attached EXAMINER'S AMENDMENT or NOTICE OF INFORMAL APPLICATION, PTO-152, which discloses
that the oath or declaration is deficient. A SUBSTITUTE OATH OR DECLARATION IS REQUIRED.

X Applicant MUST submit NEW FORMAL DRAWINGS
{Z} because the originally filed drawings were declared by applicant to be informal,
X including changes required by the Notice of Draftsperson's Patent Drawing Review, PTQ-948, attached hereto or
to Paper No. _ 12 .

X including changes required by the proposed drawing correction filed on Nov 12, 1996 , which has been
approved by the examiner.

[ including changes required by the attached Examiner's Amendment/Comment.

Identifying indicia such as the application number {see 37 CFR 1.84(c})} should be written on the reverse side of the
drawings. The drawings should be filed as a separate paper with a transmittal lettter addressed to the Official
Draftsperson.

I”) Note the attached Examiner's commaent regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Any response to this letter should include, in the upper right hand corner, the APPLICATION NUMBER (SERIES
CODE/SERIAL NUMBER). If applicant has received a-Notice of Allowance and issue Fee Due, the ISSUE BATCH NUMBER
and DATE of the NOTICE OF ALLOWANCE should also be included.

Attachment(s)
] Notice of References Cited, PTO-892
7 Information Disclosure Statement(s), PTO-14489, Paper No(s).
[ Notice of Draftsperson's Patent Drawing Review, PT0-948
[ Notice of Informal Patent Application, PTO-152
O Interview Summary, PTO-413
7] Examiner's Amendment/Comment
] Examiner's Comment Regarding Requirement for Deposit of Biological Material
[ Examiner's Statement of Reasons for Allowance

ART UNIT 2736

J. 8. Patent and Tradsmark Office

PTO-37 (Rev, 9-95) Notice of Allowability Part of Paper No. _ 1%
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UNITED STATE DEPARTMENT OF COMMERCE
Patent and Trademark Office

Address: Box ISSUE FEE
COMMISSIONER OF PATENTS AND TRADEMARKS
Washington, D.C. 20231 ’

~ S

EERETHIES : NOTICE OF ALLOWANCE
wo ' AND ISSUE FEE DUE
N Ll
G L
[ Note attached ) from the E; . , -
[ This notice is Issued in view of applicants ication filed VAl
SERIESCODE/SERIALNO. |  FIUINGDATE | TOTALCLAMS | EXAMINER AND GROUP ART UNIT [ oaremaLeo
: P
First Namad PETEEEE
Applicant
THLE OF o
INVENTION -
[ ATTY'SDOGKETNO, | CLASS-SUBCLASS | BATCHNO. | APPLN.TYPE | SMALLENTITY | FEEDUE DATE DUE
; o R

"

THE APPLICATION IDENTIFIES ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED.

THE ISSUE FEE MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING DATE OF THIS NOTICE OR THIS
APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD CANNOT BE EXTENDED.

HOW TO RESPOND TO THIS NOTICE:

1. Review the SMALL ENTITY Status shown above. If the SMALL ENTITY is shown as NO:
If the SMALL ENTITY is shown as YES, verify your A. Pay FEE DUE shown above, or
current SMALL ENTITY status; B. File verified statement of Small Entity Status before, or with,

. pay of 1/2 the FEE DUE shown above.
A. If the status is changed, pay twice the amount of the

FEE DUE shown above and notify the patent and
Trademark Office of the change in status, or

B. If the Status is the same, pay the FEE DUE shown
above.

Il. Part B of this notice should be completed and returned to the Patent and Trademark Office (PTO) with your ISSUE FEE.
Even if the ISSUE FEE has already been paid by charge to deposit account, Part B should be completed and returned.
I you are charging the ISSUE FEE to your deposit account, Part C of this notice should also be completed and returned.

1. All communications regarding this application must give series code (or filing date), serial number and batch number.
Please direct all communication prior to issuance to Box ISSUE FEE unless advised to contrary.

IMPORTANT REMINDER: Patents issuing on applications filed on or after Dec. 12, 1980 may require payment of

maintenance fees. It is patentee’s responsibility to ensure timely payment of maintenance
fees when due.

TOL-85 (REV, 12-93) (0851-0033) 4. PATIENT AN( 5 TRADEMARK OFFICE COPY
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I HERER ' P THAT THIS CORRESPONDENCE IS BEING DEPOSITED WITH THE
POS' BEMEICE AS FIRST CLASS MAIL IN AN ENVELOPE ADDRESSED TO: ASS

FOR PATENTS, ‘WASHINGTON, D.C. 20231 ON DATE INDICATED BELOW.
BY: DATE: <

Inre: Patent Application of : Group Art Um%)l
Leon Stambler :

Appln, No.;:  08/747,174 k : Examiner: B. Zimmerman

Filed: November 12, 1996

For: METHOD FOR SECURING : Attorney Docket
INFORMATION RELEVANT TO A : No. 6074-1U5
TRANSACTION (as amended)

SECOND SUPPLEMENTAL INFORMATION DISCL.OSURE STATEMENT

1. The Second Supplemental Information Disclosure Statement (IDS) transmitted
herewith is being filed after the mailing date of the first Office Action on the merits, but before

the mailing date of either a final action under § 1.113 or a notice of allowance under § 1.311.

2. Accompanying this transmittal is a certification as specified in 37'CFR 1.97(e).

Certification Under 37 CER. § 197(e

I hereby certify that no item of information in the Second Supplemental IDS filed
herewith was cited in a communication from a foreign patent office in a counterpart
foreign application or, to my knowledge after making reasonable inquiry, was
known to any individual designated in 37 CFR 1.56(c) more than three months
prior to the filing of this Second Supplemental IDS. 37 CFR 1.97(e)(2).
3. Itis requested that the enclosed references listed on the attached Second
Supplemental IDS Form PTO-1449 be considered by the Patent Examiner in connection

with the above-identified application and be made of record therein,

PSIN2/137476.1 -1-

- 321 -
MasterCard, Exh. 1011, p. 321



These references are being made of record because Applicant recently
became aware of U.S. Patent No. 5,677,955 (Doggett et al.) and the references cited therein.
With respect to the publications cited in the patent, only the publications having publication
dates before the effective filing date of the present application (which is November 17,
1992) are cited. Furthermore, Applicant was not able to obtain copies of two of the articles
cited in the publication section which predate the effective filing date of the present
application, namely, the articles entitled "Industry Players Discuss...Dec. 20, 1990" and
"New, Practical ACH...Apr. 26, 1990." Nor is Applicant aware of the contents of such
articles. Accordingly, neither of these articles are cited either.

Independent consideration and acknowledgment of the enclosed references

are respectfully requested.

“Respectfully submitted,

LEON STAMBLER

(22597 o 0Lk Qadle

(Date) CLARK A. JABLON
Registration No. 35,039
PANITCH SCHWARZE JACOBS & NADEL, P.C.
One Commerce Square
2005 Market Street - 22nd Floor
Philadelphia, PA 19103-7086
Telephone: (215) 965-1923
Facsimile: (215) 567-2991
E-Mail: psjn@psjn.com

CAlJ:eam
Enclosure
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Sheet 1 of 2

Form PTO-1449 U.S. DEPARTMENT OF COMMERCE | ATTORNEY DOCKET NO.: APPLICATION NO.:
(REV. 8-83) PATENT AND TRADEMARK OFFICE | 6074-1U5 08/747,174
APPLICANT:
SECOND SUPPLEMENTAL INFO eN P Ngeon Stambler
DISCLOSURE CITATION <!
(Form PTO-1449 Modified 55) |\ 0 29 :r;; ING DATE: GROUP ART UNIT:
{Use several sheets if necessary) vember 12, 1996 2337

lﬁl’l‘"l' l;gﬁ%}‘ DOCUMENT NUMBER DATE NAME CLASS CSI?A'SS IFF,\I:II’:?);:!A]EE
@7 4,264,808 04/1981 | Owens et al. — |~

4,423,287 12/1983 | Zeidler — |

4,823,264 04/1989 | Deming - -

5,187,351 02/1993 | Clary - |-

5,191,613 03/1993 | Graziano er al. - -

5,218,637 06/1993 | Angebaud et al. - -

5,224,162 06/1993 | Okamoto er al. -7

5,283,829 02/1994 | Anderson - -

5,297,202 03/1994 | Kapp et al. o

5,321,751 06/1994 | Ray et al. s

5,326,959 07/1994 | Perazza - -

5,453,601 09/1995 | Rosen s

5,455,407 10/1995 | Rosen “' -

5,465,299 11/1995 -*| Matsumoto ef al. —— | -

5,473,690 12/1995 | Grimonprez ef a}. - |~

5,530,755 06/1996 ll%illes etal : -1

OREIGNPATENT DOCUMENTS, .. . ‘
2 SUB- | TRANSLATION
INIT MENT DOCUMENT NUMBER DATE COUNTRY CLASS { CLASS YES NO
% Shipley C., "I threw away my checkbook", PC-Computing, vol. 3, No. 11, pp. 112, 114-115, 118-120, Nov. 1990.
,Qiamond S., "Check Processing Takes a New Turn", Computers in Banking, vol. 5, No. 3, pp. 50-55, March 1988.

EXAMINER | ’f)f . | pATE consmERED ¢ [ / Q6

*EXAMINER: Initial if citation considered, whether or not citation is in conformance with MPEP 609; Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant.

28IN2/137598.1
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Sheet 2 of 2

Form PTO-1449 U.S. DEPARTMENT OF COMMERCE | ATTORNEY DOCKET NO.: APPLICATION NO.:
(REV, 8.83) PATENT AND TRADEMARK OFFICE | 6074-1U5 08/747,174
APPLICANT: .
SECOND SUPPLEMENTAL INFO! Leon Stambler
DISCLOSURE CITATION 'S
A
(Form PTO-1449 Modified 5p5) ) 24 1997 (6 | FILING DATE: GROUP ART UNIT:
(Use several sheets if n aryq: = | November 12, 1996

Ex. | pocu- SUB- FILING DATE
INIT_| MENT DOCUMENT NUMBER DATE NAME CLASS | CLASS | IF APPROPRIATE
% 5,677,955 10/1997 | Doggett et al. e

INIT | MENT DOCUMENT NUMBER DATE . COUNTRY CLASS | CLASS YES NO

CUMENT! &(rln'felﬁding Author, Title, Da ent
lida J., "Electronic Presentment Due for N.Y. Test", American Banker, vol, 157, No. 143, p. 3, July 27, 1992.

Torrez A., "Banking Industry Looks at Changing Check Guarantees", The Business Journal-Phoenix & The Valley of
the Sun, vol. 9, No. 29, pp. 13-14, May 29, 1989.

Sullivan D., "Bank Technology Trick or Treat?", Bankers Monthly, vol. 109, No. 11, pp. 10, 12-14, 18, 20, November
1992,

Seidenberg, "Bell Companies Now Testing Smart Card Offering Increased Feature Functionality", Card News, vol. 5,
No. 10, pp. 5-6, May 21, 1990,

"General Magnaplate Corporation Issues Three-Month Report to Stockholders”, PR Newswire, 1 page, November 11,
1992.

Byles T., "More Companies Are Paying Bills Electronically", Journal of Commerce, p. 2B, May 5, 1988.

T %—Sﬁ

Carreker J.D., "Strides in Electronic Checking Transforming Payment System", vol. 68, No. 3, pp. 18-19, 22, 24,26,
28,30, March 1992. :

E

H

E
{©

7 ' f
EXAMINER 1. -—1%( MM VNG DATE CONSIDERED u/ { / 75
T !

*EXAMINER: Initial if citation considered, whether or not citation is in conformance with MPEP 609; Draw line through
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

PSIN2/137598.)
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In re: Patent Applicatiig of, : Group Art Unit:
Leon Stambler eceived
Appln. No.: 08/747,174 MAR 16 1998 . Examiner: B. Zimmerman
Filed: Novefnber 12, 19%roup 2700: Batch No. V91
: Allowed: January 2, 1997
For: METHOD FOR SECURING :
INFORMATION RELEVANT TO A : Attorney Docket

TRANSACTION (as amended) : No. 6074-1U5

HAND-DELIVERED TO
EXAMINING GROUP ART UNIT 2735

COMMUNICATION

This communication is being submitted to facilitate
three outstanding issues in the above-identified matter.
Applicant's undersigned rep:esentative;has attempted to address
the issues through numerous t%lephone‘calls with the Examiner
gince receipt of the Notice of Allowability. However, the
Examiner did not have aécess to the application file to assist in
resolving the issue. The Examiner suggested that this
correspondence be filed to more quickly resolve the outstanding
issues. Applicant requests that all issues be resolved before
the due date of the Issue Fee, which is Appil 2. 1998.

The outstanding issues are as follows:

(1) A Second Supplemental Information Disclosure

Statement (IDS) was filed on December 23, 1997 and was apparently

PSJN2/155229.1
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not yet matched up with the application file when the Examiner
issued the Notice of Allowability on Januafy 2, 1998. Applicant
requests that the Second Supplemental IDS be formally considered
and that a signed copy of the PTO-1449s8 be provided to the
Applicant before the due date of the Issue Fee.

Enclosed herewith are the following items related to
the Second Supplemental IDS:

(a) Copy of Second Supplemental IDS and PTO-1449s
as filed. Due to the large number of cited references,
additional copies are not enclosed. Copies will be provided upon
request if the PTO cannot locate the originally filed papers.

(b) Postcard receipt for such papers bearing a

PTO mailroom stamp of December 29, 1997.

(2) The formal drawings filed with the application on
November 12, 1996 (which incorporates the changes in the proposed
drawing amendment filed concurrently therewith and approved by
the Examiner) were either accidentally overlooked by the Examiner
or are missing from the file. Receipt of the formal drawings was
not acknowledged in the Examiner's Office Action of October 27,
1997 or in the Notice of Allowability dated January 2, 1998.
Review of the formal drawings was requested upon filing of the
application and during prosecution of the application. See page
51 of the Amendment filed November 7, 1997. However, the Notice
of Allowability states that formal drawings are required.

Applicant requests that the formal drawings be formally
reviewed by the Draftsperson and that the result of the review be
provided to the Applicant before the due date of the formal

drawings, which is April 2, 1998.

-2~
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Enclosed herewith are the following items related to
the formal drawings:

(a) Copy of "Transmittal of Formal Drawings Prior
to Notice of Allowance" filed November 12, 1996" and copy of
enclosed drawings.

(b) Postcard receipt for such papers bearing a

PTO mailroom stamp of November 12, 1996.

(3) Small Entity status was requested for this
application in the filing transmittal letter, and an additional
request was made to correct the status after receipt of the
filing receipt. Neither request appears to have been processed,
and the Notice of the Allowance states that the application has a
large entity status. Applicant requests that the small entity
status be granted before the due date of the issue fee, which is
April 2, 1998. '

Enclosed herewith ére the fﬁllowing items related to
the small entity status:

(a) Copy of application transmittal letter
requesting tﬁe small entity status.

(b) Copy of "Request for Corrected Filing
Receipt" to correct the status.

(c) Postcard receipt for item (b) bearing a PTO

mailroom stamp of May 22, 1997.

Also enclosed concurrently with this paper is an
Amendment After Allowance to correct formal matters. Please

consider this paper prior to the issue fee deadline of April 2,

1998.
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Please telephone Applicant's undersigned attorney if
additional information or materials are needed to resolve any of

the outstanding isgsues.

Respectfully submitted,

LEON STAMBLER

™Marnch 18,1998  &v. MW&V

(Date) Clark A. Jablom\
Registration No. 35,039
PANITCH SCHWARZE JACOBS & NADEL, P.C.
One Commerce Square
2005 Market Street, 22nd Floor
Philadelphia, PA 19103-7086
Telephone: (215) 965-1293
Facsimile: (215) 567-2991

CAJ :eam
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Sheet | of 2

Form PYO-1449 U.S. DEPARTMENT OF COMMERCE, | ATTORNEY DOCKET NO.: - APPLICATION NO.:
(REV. 8.83) PATENT AND TRADEMARK OFicE | 6074-1U5 08/747,174
APPLICANT:
SECOND SUPPLEMENTAL INFORMATION Leon Stambler
DISCLOSURE CITATION
(U several shets i neceeary) Moo 13, 1996 g ARTUNIT:
' R U.S. PATENT DOCUMENTS
EX. DOCuU- ’ suB. FILING DATE
INIT MENT DOCUMENT NUMBER DATE NAME CLASS CLASS IF APPROPRIATE
4,264,308 04/1981 Owens et al.
4,423,287 12/1983 Zeidler
4,823,264 04/1989 Deming
5,187,351 02/1993 Clary
5,191,613 03/1993 | Graziano et al.
5,218,637 06/1993 Angebaud ef al.
5,224,162 06/1993 Okanmoto et al,
5,283,829 02/1994 Anderson
5,297,202 03/1994 | Kappetal
5,321,751 06/1994 Ray et al.
5,326,959 07/1994 Perazza
5,453,601 09/1995 | Rosen
5,455,407 10/1995 Rosen
5,465,299 1171995 Matsumoto ef al,
5,473,690 12/1995 | Grimonprez el al.
5,530,755 06/1996 Pailles et al.
FOREIGN PATENT DOCUMENTS
l;l}l ag(l:‘(l;: DOCUMENT NUMBER DATE COUNTRY CLASS Csl.t;\“S‘S ?LQNSLM.IL(())N
OTHER DOCUMENTS (including Author, Title, Date, Pertincnt Pages, Ete) =
Shipley C., "1 threw away my checkbook”, PC-Computing, vol. 3, No. 11, pp. 112, 114-115, 118-120, Nov. 1990
Diamond S., "Check Processing Takes a New Turn", Computers in Banking, vol. 5, No. 3, pp. 50-55, March 1988.

EXAMINER ‘| DATE CONSIDERED

*EXAMINER:; Initial if citation considered, whether or not citation is in conformance with MPEP 609; Draw line through citation if not in conformance and not
considered, Include copy of this form with next communication to applicant.

SINV137598
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Sheet 2 of 2

Form PTO-1449 U.S. DEPARTMENT OF COMMERCE | ATTORNEY DOCKET NO.: APPLICATION NO),:
(REV. 2.83) PATENT AND TRADEMARK OFFIicE | 6074-1U5 08/747,174
APPLICANT:
SECOND SUPPLEMENTAL INFORMATION Leon Stambler
DISCLOSURE CITATION
{Fom PTO-1449 Modiicd 595) .| FILING DATE: GROUP ART UNIT:
(Use several sheets if necessary) November 12, 1996 211
‘ 2 : U.S. PATENT DOCUMENTS
EX. DPOCU- . SuB- FILING DATE
INIT MENT DOCUMENT NUMDER DATE NAME CLASS CLASS 1F APROPRIATE
5,677,955 10/1997 | Doggett e al.

FOREIGN PATENT DOCUMENTS

EX. bocu. sun. TRANSLATION
INIT | MENT | DOCUMENT NUMBER DATE COUNTRY CLASS { CLASS YES NO

OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, Etc.)

lida J., "Electronic Prescntment Due for N.Y. Test", American Banker, vol. 157, No. 143, p. 3, July 27, 1992.

Torrez A., "Banking Industry L.ooks at Changing Check Guarantees”, The Business Journal-Phoenix & The Valley of
the Sun, vol. 9, No. 29, pp. 13-14, May 29, 1989,

Sullivan D., "Bank Technology Trick or Treat?", Bankers Monthly, vol. 109, No. 11, pp. 10, 12-14, 18, 20, November
1992, :

Seidenberg, "Bell Companics Now Testing Sn‘mrl Card 'C‘rfcrijng Increased Feature Functionality”, Card News, vol. 5,
No. 10, pp. 5-6, May 21, 1990. . )

"General Magnaplate Corporation Issucs Three-Month Report to Stockholders”, PR Newswire, 1 page, November 11,
1992,

Byles T., "More Cc Arc Paying Bills Electronically", Journal of Commerce, p. 2B, May 5, 1988,

4

Carreker J.D., "Strides in Electronic Checking Transforming Payment System", vol. 68, No. 3, pp. 18-19, 22, 24,26,
28,30, March 1992,

EXAMINER DATE CONSIDERED

*EXAMINER: Initial if citation considered, whether or not citation is in conformance with MPEP 609; Draw linc through
citation if not in conformance and not considered. Include copy of this form with next communication to applicant,

SIN2/137598 |
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In re: Patent Applicatg : Group Art Unit: 2735
Leon Stambler R%Ibe?\ied :

Appln. No.: 08/747,174 MA3 10 1938 : Examiner: B. Zimmerman
Group 2700
Filed: November 12, 1996 : Batch No. V91
: Allowed: January 2, 1997
For: METHOD FOR SECURING :
INFORMATION RELEVANT TO A : Attorney Docket

TRANSACTION (as-amended) : No. 6074-1U5

HAND-DELIVERED TO
EXAMINING GROUP ART UNIT 2735

U.S., Patent & Trademark Office
Office of Publications

Query and Correspondence Branch
Crystal Plaza 2 - Room 6C30
Washington, DC 20231

1. Please make the following amendment to the application:

In the Claims

Claim 144, line 13: delete "or password".

Claim 147, line 15: after "site" (first occurrence), y//

insert --,--.

PSJN2/155260.1
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Claim 149, line 4¢ delete "variable" and insert

therefor --number--.

-~-the second--.

Claim 152, line 42;/i91ete "first" and insert therefor
4

line 42: delete " (FXI) and insert therefor

-~ (SXI)--. /
line 44%:

--the second--.

lete "first" and insert therefor

;: delete " (FXI)" and insert therefor

~-(8XI)~--. /
Claim 167, line 5: ter "a", insert --second--.
line 57/ delete " (VAN), the VAN" and insert
therefor --(VAN1), the VAN1l--

line 10://;:1ete "WAN" and insert therefor
--VAN1l--. ;

Claim 175, line 5;/3£ter "a", ingert --second--.
d

line § elete " (VAN), the VAN" and insert
therefor --(VAN1), the VANl—;)//P

line 10/ delete "VAN" and insert therefor

--VAN1--.

Claim 176, line 5: after "a", insert -~-third--.
line Sd/ielete " (VAN), the VAN" and insert
therefor --(VAN3), the VAN3--.
line 10T delete "VAN" and insert therefor
--VAN3--,
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2. The

type of amendment submitted herewith is a correction of

formal matters. These corrections are needed for proper

disclosure or protection of the invention and requires no

gubstantial amount of additional work on the part of the USPTO to

process.

process

correct

portion

improve

correct

correct

No additional search or examination is required to
this amendment.

The amendment to claim 144 is being submitted to
an obvious oversight in deleting the "password" from this |
of the claim.

The amendment to claim 147 is being submitted to
the form of the claim.

The amendment to claim 149 is being submitted to
an obvious grammatical error.

The amendment to claim 152 is being submitted to
an obvious mislabeling of a claimed element.

The amendments to claims 167, 175 and 176 are being

submitted to correct an obvious oversight in distinguishing a

newly recited VAN from a previously recited VAN or VANs.

3. The

issue fee has pot been paid.
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4. No fee is believed to be due. However, please charge Deposit
Account No. 16-0235 for any fees that may be required by the
filing of this paper.

Respectfully submitted,

LEON STAMBLER

Maorad, \8} 1998 sy: WM‘@&V\/

(Date) Clark A. Jablod
Registration No. 35,039
PANITCH SCHWARZE JACOBS & NADEL, P.C.
One Commerce Square
2005 Market Street, 22nd Floor
Philadelphia, PA 19103-7086
Telephone: (215) 567-2020
Facgimile: (215) 567-2991

CAJ:eam
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BT $79%301

G-11r 78

PATENT

BOX ISSUE FEE

ITHEREBY CERTIFY THAT THIS CORRESPONDENCE IS BEING DEPOSITED WITH THE UNITED STATES POSTAL SERVICE AS
FIRST CLASS MAIL IN AN ENVELOPE ADDRESSED TO: ASSISTANT COMMISSIONER FOR PATENTS, WASHINGTON, D.C.

20231, ON {HEDATE INDICATED BELOW.
BY: ) DATE: 7 ;)’\—“./I/(Jl— 3 0,799 4

TES PA ‘,
Inre: Patent Applic: ,E\\]E : ATTN: OFFICIAL DRAFTSPERSON
Leon Stambler¥ ™~ a3
Y )

3

In.No.: 08/747,174 O
Applin. No 7 . "@‘&%S \o:n\ p,ﬁﬁm N
Filed: November 12, lae@ : Batch No. V91 P
2 00 : Allowed: January 2, 1997 4'0/? 07 o
. 1999

For: METHOD FOR SECURINGoa 0 ° =
INFORMATION RELEVA%YI‘ T%&O\“?\?\egm)tomey Docket 76
TRANSACTION (as amendqbp;};\owed : No. 6074-1U5
N\

o

No formal drawings are believed to be due for the above-identified patent
application. The Notice of Allowability stating that formal drawings are required is an error, as

explained below.
On March 18, 1998 a "Communication" was hand-delivered to the Examiner in

charge of the above-identified application regarding the formal drawings in this case. In that
Communication, Applicants undersigned representative responded to the Notice of Allowability

as follows:

The formal drawings filed with the application on November 12,
1996 (which incorporates the changes in the proposed drawing
amendment filed concurrently therewith and approved by the
Examiner) were either accidentally overlooked by the Examiner or
are missing from the file. Receipt of the formal drawings was not
acknowledged in the Examiner's Office Action of October 27,
1997 or in the Notice of Allowability dated January 2, 1998,
Review of the formal drawings was requested upon filing of the
application and during prosecution of the application. See page 51
of the Amendment filed November 7, 1997. However, the Notice

PSJN2/157535.1
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of Allowability states that formal drawings are required. Applicant
revuests that the formal drawings be formally reviewed by the
Draftspérson and that the result of the review be provided to the
Applicant before the due date of the formal drawings, which is
April 2, 1998. ‘

Please telephone Applicant's undersigned attorney if additional information or

materials are needed to resolve any of the outstanding issues.

Respectfully submitted,

LEON STAMBLER
3/3, O/ 78 BY: C,Q/a/\%%m:@‘{&v\-
7 {Date) Clark A. Jablon

Registration No, 35,039
PANITCH SCHWARZE JACOBS & NADEL, P.C.
One.Commerce Square
2005 Market Street, 22nd Floor
Philadelphia, PA 19103-7086
Telephone: (215) 965-1293
Facsimile: (215) 567-2991
CAlJlcd

2-
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!"‘ \ UNITED STATES DEPARTMENT OF COMMERCE
‘% j Patent and Trademark Office
ar ot

Address: COMMISSIONER OF PATENTS AND TRADEMARKS
Washinaton, DC 20231

[ APPLICATION NO. | FILING DATE ] FIRST NAMED INVENTOR ] ATTORNEY DOCKET NO. ]
W=/ 747,174 TI71%279% STAMBLER [ €0 74-1-115

- LMH2/ 0403 = EXAMINER
FANITCH SCHWARZE JACOES & NADEL CRMAN. B
ONE COMMERZE SQRUARE
2005 MARKET STREET ZEMD FLOOR [ ART UNIT [ FAPER NUMBER
FHILADELFHIA PA 19103-7026 735 ;Lf

DATE MAILED: 04/03/9%

Please find below and/or attached an Office communication concerning this application or
proceeding.

Commissloner of Patents and Trademarks

PTO-90C {REV. 2/96} 1-File Copy

%#U.8’ “VERNMEN] FRINTING OFFICE 1905.110.876
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Application No,
08/747,174

Response to Rule 312

Applicant(s)

Communication Examiner

Brian Zimmerman

Group Art Unit
2736

T The petition filed on under 37 CFR 1.312(b) is granted. The paper has been forwarded to the

examiner for consideration on the merits.

X The amendment filed on ___Mar 18, 1998 _ under 37 CFR 1.312 has been considered, and has been:

[ entered.

X entered as directed to matters of form not affecting the scope of the invention (Order 3311),

{1 disapproved. See explanation below.

[J enteredin part. See explanation below.

SEE Attrch meut

PRIMARY EXAMINER
ART UNIT 2736

S, Patent and Trademark Office

10-271 (Rev. 5-95) Response to Rule 312 Communication

- 338 --

Part of Paper No. _ 21
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The formal drawing filed 3/18/98 have been reviewed.. No copy of previously filed formal

drawings could be found in the file. Enclosed, find attached Draftsman’s Review PTO 948.

The Small Entity Status of the application has been corrected. A new Notice of

Allowance and Issue Fee Due has been mailed.

Please find enclosed, a copy of the 2 sheets of IDS filed by the applicant on 12/29/97.

Any inquiry of a general nature or relating to the status of this application should
be directed to the Group receptionist whose telephone number is (703) 305-3900.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Brian Zimmerman whose telephone number is (703)

305-4796. - .

fan Zimmerman
Patent Examiner
Art Unit 2735

703-305-4796
April 02, 1998

-- 339 -
MasterCard, Exh. 1011, p. 339



FORM PTO 948 (REV. 11-97)

U.S. DEPARTMENT OF COMMERCE-Patent and Trademark Office

i SB[ T 717,

NOTICE OF DRAFTPERSON’S
PATENT DRAWING REVIEW

The drawing filied (insert MR)M&
A,

not objected to by the Draftp

) bjected to by the Draftp

brmittad

under 37 CFR 1.84 or 1.152.
under 37 CFR 1.84 or 1.152 as indicated below. The Examiner will require submission of new, corrected

on the back of this notice.

drawings whe necessary. Corrected drawings must be

ding 10 the i

1. DRAWINGS. 37 CFR 1.84(a): Acceptable categories of drawings:
Black ink. Color.

Color drawing are not acceptable unti! petition is granted.

Fig(s) '

Pencil and non black ink is not p

d. Fig(s)

2. PHOTOGRAPHS. 37 CFR 1.84(b}
Phe phs are not acceptable until petition is granted,

3 full-tone sets are required. Fig(s),

Photographs not properly mounted (must brystol board or
photographic double-weight paper). Fig(s),

Poor quailty (half-tone). Fig(s)_____

3. TYPE OF PAPER. 37 CFR 1.84(¢)

Paper not flexible, strong, white and durable.

Fig.(s).
Erasures, al overwritings, interli
folds, copy machine marks not acceptable. (too thin)

Mylar, vellum paper is not acceptable (too thin).

Fig(s)

4. SIZE OF PAPER. 37 CFR 1.84(F): Acceptable sizes:

21.0 cm by 29.7 cm (DIN size Ad) .
21.6 cm by 27.9 cm (8 1/2 x 11 inches) Ty
All drawings sheets not the same size. )
Sheet(s),

5.MARGINS. 37 CFR 18.4(g): Acceptable margins:

Top 2.5 cm Left 2.5 cm Ri;hl 1.5 cm Bottom 1.0 cm

SIZE: A4 Size

Top 2.5 cm Left 2.5 cm Right 1.5 cm Bottom 1.0 cm

SIZE:8 112 x 11 & IOS\([ZA

Margins not acceptable. Fig(s
Top () Lty | b\ BE
Right (R) Bottom (B) ]%\ \‘?’C/ﬂ(a

6. VIEWS. CFR 1.84(h)
REMINDER: Specification may require revision to
cerrespond to drawing changes,

Views d by projecti
Fig(she e
Partial views. 37 CFR 1.84(h)(2)
Brackets nceded to show figure as one entily.

o

lines or lcad lines.

7. SECTIONAL VIEWS. 37 CFR 1.84(h)(3)
Hatching not indicated for sectional portions of an object.

Figs).
- Sectional designation should be noted with Arabic or
Roman numbers. Fig.(s),

8, ARRANGEMENT OF VIEWS. 37 CFR 1.84(i)

Words do not appear on a horizontal, left-to-right fashion when
page is either upright or tumed, so that the top becomes the sight

side, except for graphs. Fig.(s)
Views riot on the same plane on drawing sheet, Fig.(s)
9. SCALE. 37 CFR 1.84(k)

Scale not large enough to show mechansim without crowding
when drawing is reduced in size to two-thirds in reproduction.

Fig.(s)
10. CHARACTER OF LINES, NUMBERS, & LETTERS. 37 CFR 1.84(})

Lines. numbers & letters not uniformly thick and well defincd,
clean, d black (poor line quality).

Fig.(s)
11. SHADING. 37 CFR 1.84(m)
Solid black areas pale. Fig.(s)
-Solid black shading not permitted. Fig.(s)
Shade lines, pale, rough and blumred, Fig.(s)

12.NUMBERS, LETTERS, & REFERENCE CHARACTERS.
37.CFR 1.48(p)

= Numbersand reference characters not plain and legible,
e A

Figure legends are poor. Fig.(s),

Numbers and reference characters not oriented in the same

direction as the view. 37 CFR 1.84(p)(3) Fig.(s)

Engligh alphabet not used. 37 CFR 1.84(p)(3) Fig.(s)

Numbers, lfetters and ref h must be at least

32 cm (1/8 inch} in height. 37 CFR 1.84(p)(3) Fig.(s)

13.LEAD LINES. 37 CFR 1.84(q)

Lead lines cross each other. Fig.(s)_

Lead lines missing. Fig.(s),

14. NUMBERING OF SHEETS OF DRAWINGS. 37 CFR 1.48(1)
———Shects not numbered consecutively, and in Ababic numerals

y, and in Abrabic numerals,

Fig.(s). beginning with number 1, Fig.(s),
Views not labeled separately or properly. 15. NUMBERING OF VIEWS, 37 CFR 1.84(u)
Fig.(s) Views not numbered
Enlarged view not labeled separately or properly. beginning with number 1. Fig.(s)
Fig.(s) 16. CORRECTIONS. 37 CFR 1.84(w)
Corrections not made from PTO-948 dated
17 DESIGN DRAWINGS, 37 CFR 1,152
. Susface shading shown not appropriate, Fig.(s),
_Solid black shading not used for color contrast,
Fig.(s).
COMMENTS

REVIEWER K—B 5

ATTACHMENT TO PAPER NO.___Z.\
PTO COPY

DATE_&E@TELEPHONE NO.
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. ! T C ot v
} \'1‘_ SN en ({ l ol i O e RECE;V )
L rEB B 1919% FER 25 -~
t T HEREBY CERTIFY THAT THIS CORRESPONDENCE IS BEING DEPOSITED WITH THE
¥ STATEJ POSTAL SERVICE AS FIRST CLASS MAIL IN AN ENVELOPE ADDRESSED TO: %M Divisi,
A¢ COMSWGTON, DC 20231, ON THE DATE INDICATED BE wed Files .
. \(ﬂ) g BY: . Ty DATE: February 11, 1998
U BOXISSUE FEE
\\ PATENT
N
3
\ k] »
% Inre: Patent Application of Oﬂice of Publications
Leon Stambler \le
E\ Batch No. V91
Appl..No.:  08/747,174 E ‘\(3%%
w2 i Allowed January 2, 1983 =2 2
Oy Rl November 12, 1996 W ot 2 3 o
e ed('\\e < 4 0
2 For METHOD FOR SECURIN - ® o o
(\: ATION RELEVANT TO A TRANS- : Attorney Docket g =@ O
: ACTION i No. 6074-1US
S
G
TRANSMITTAL LETTER
Although it is Applicant's opinion that the claims filed by way of amendment are
substantially embraced in the statement of invention or in the claims originally filed, Applicant
herewith files a Supplemental Declaration for precautionary purposes under 37 CFR 1.67
Respectfully submitted,
2/ M / q g By: W%\/\/
(Date) CLARK A. JABLON
Registration No. 35,039
PANITCH SCHWARZE JACOBS & NADEL, P.C.
One Commerce Square
2005 Market Street - 22nd Floor
Philadelphia, PA 19103-7086 '
Telephone: (215) 567-2020
Facsimile: (215) 567-2991
E-Mail: psjn@psjn.com
CAJwj
Enclosure
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PSJ&N File No._6074-1U5
%&w

As a below named inventor, | hereby declare that:

My residence, post office address and citizenship are as stated below next to my
narne.

I believe I am the original, first and sole inventor (if only one name is listed
below) or an original, first and joint inventor (if plural names are listed below) of the subject
matter which is claimed, as amended by any and all amendments entered during the prosecution
of the patent application identified herein, and for which a patent is sought on the invention
entitled Method For Securing Information Relevant To A Transaction the speéiﬁcation of
which was filed on N().w;cmbcr 12, 1996 as Application No. 08/747,174.

I hereby state that I have reviewed and understand the contents of the
above-identified specification, inciuding the claims, as amended by any and all amendments
cntered during the prosecution of the application identified herein and during the prosecution of
the rclated patent applications identificd belgw.

I acknowledge the duty to disclose information which is material to patentability

in accordance with Title 37, Code of Federal Regulations, Section 1.56.

- 342 -
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I hereby claim the benefit under Title 35, United States Code, Section 120 of any
United States application(s) listed below and, insofar as the subject matter of each of the claims
of this application is not disclosed in the prior United States application(s) in the manner
provided by the first paragraph of Title 35, United States Code, Section 112, I acknowledge the
duty to disclose information material to patentability as defined in Title 37, Code of Federal
Regulations, Section 1.56 which occurred between the filing date of the prior application and the

national or PCT international filing date of this application:

08/446,369 _May 22, 1995 Abandoned
(Application No.) (Filing Date) (Status-patented,
pending, abandoned)
08/122,071 September 14, 1993 Patented
(Application No.) (Filing Date) (Status-patented,
pending, abandoned)
07/977.385 November 17, 1997 Patented
(Application No.) (Filing Date) (Status-patented,
pending, abandoned)

I hereby declare that all statements made herein of my own knowledge are true
and that all statements made on information and belief are believed to be true; and further that
these statements were made with the knowledge that willful false statements and the like so made
are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United
States Code and that such willful false statements may jeopardize the validity of the application

or any patent issues thereon.
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Full name of sole or
first inventor.

Leon Stambler

Inventor's Signature

$m /i’/;:%j/ﬂ} L

Date, o2 ,/éj/ 2L
Residence Parkland, Florida
Citizenship. US.A

Post Office 7803 Boulder Lane

Address

Parkland, I'lorida 33067

PSJN2/142041.1
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PATENT

BOX ISSUE FEE

IHEREBY CERTIFY THAT THIS CORRESPONDENCE IS BEING DEPOSITED WITH THE UNITED STATES POSTAL SERVICE AS
FIRST CLASS MAIL IN AN ENVELOPE ADDRESSED TO: ASSISTANT COMMISSIONER FOR PATENTS, WASHINGTON, D.C. 77/ z 2

20231, ON INDICATED BELOW.
e Slptread i o (prit 241958 o

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re: Patent Application of : ATTN: OFFICIAL DRAFTSPERSON
Leon Stambler :

Appln. No.:  08/747,174

Filed: November 12, 1996 ‘ . Batch No, V91

: Allowed: January 2, 19970?5‘\?:’(?““““
For; METHOD FOR SECURING : Y00 o
INFORMATION RELEVANT TO A : Attorney Docket  oud'® % &\%
TRANSACTION (as amended) : No. 6074-1U5 \‘\\g{
AN\
TRANSMITTAL OF FORMAL DRAWINGS

In accordance with thé Notice of Allowability accompanying the Notice of
Allowance mailed January 2, 1998, and the Communication mailed April 3, 1998 stating that the
originally filed formal drawings are missing from the application file, enclosed are fifteen (15)
sheets of formal drawings, Figs. 1 through 16, concerning the above-identified application.

It is respectfully submitted that the enclosed copies of formal drawings place this

application in condition to be issued, the issue fee having already been paid.

Respectfully submitted,
LEON STAMBLER
4/22/98 v COp B0 B0~
7 (Date) Clark A. Jablon ‘

Registration No. 35,039
PANITCH SCHWARZE JACOBS & NADEL, P.C.
One Commerce Square
2005 Market Street, 22nd Floor
Philadelphia, PA 19103-7086
Telephone: (215) 965-1293
CAJ:led Facsimile: (215) 567-2991

PSIN2/163221.1
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QUnited
States
of
America

PTO UTILITY GRANT
Paper Number

The Commissioner of Patents
and Trademarks

Has received an application for a patent fora
new and useful invention. The title and de-
scription of the invention are enclosed. The
requirements of law have been complied with,
and it has been determined that a patent on
the invention shall be granted under the law.

Therefore, thu
United States Patent

Granes 1o the person(s) having title to this
patent the right 10 exclude others from mak-
ing, using, offering for sale, or selling the in-
vention throughout the United States of
America or importing the invention into the
United States of America for the term set forth
below, subject to the payment of maintenance
Jees as provided by law,

If this application was filed prior 1o June 8,
1995, the term of this patent is the longer of
seventeen years from the date of grant n* ***
patent or twenty yiews fumn ine earliest effec-
tive U.S. filing date of the application, sub-
Ject 10 any statutory exgension,

If this application was filed on or after June
8, 1995, the term of this patent is twenty years

from the U.S. filing date, subject to an statu-

tory extension. If the application contains a
specific reference to an earlier filed applica-
tion or applications under 35 U.S.C. 120, 121
or 365(c), the term of the patent is twenty years

. from the date on which the earliest applica-

tion wasf ed, subject to any statutory exten-

- sion, 4

WWZWM

] (RIGHT INSIDE)
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1 HEREBY CERTIFY THAT THIS CORRESPONDENCE IS BEING DEPOSITED WITH THE UNITED STATES POSTAL SERVICE AS
FIRST CLASS IN AN ENVELOPE ADDRESSED TO: ASSISTANT COMMISSIONER FOR PATENTS, WASHINGTON, D.C.

20231, ON Tl 'I'F IND D BELOW, R
0&“/'\/ DATE: (%bfwt Q&;/WN’ JL';%

PATENT

BOX ISSUE FEE

In re: Patent Application of : ATTN: OFFICIAL DRAFTSPERSON
Leon Stambler :

Appln. No.:  08/747,174
Filed: November 12, 1996 : Batch No, V91

. Allowed: January 2, 1997
For: METHOD FOR SECURING :

INFORMATION RELEVANT TO A : Attorney Docket
TRANSACTION (as amended) : No. 6074-1U5

PETITION FOR EXTENSION OF TIME

Applicant in the above-idénﬁhed apbﬁcation hereby petitions for a one-month
extension of time to and including May 2, 1998 for responding to the Notice of Allowability
mailed January 2, 1998. A Transmittal of Formal Drawings accompanies this Petition.

Please charge the extension fee of $:—.-_-.55.-.—Q.0= and any additional fees, or credit any
overpayment, to the account of Panitch Schwarze Jacobs & Nadel, P.C., Deposit Account No,
16-0235. One additional copy of this document is enclosed for accounting purposes.

Respectfully submitted,
S/07/199 CASHBY 00000054 160E35  07ATITA LEON STAMBLER
1 FC1215 55,00 CN
Zf / AL / 9% BY; uwmk MQGN
‘ (Da €) Clark A. Jablon
. Registration No. 35,039
PANITCH SCHWARZE JACOBS & NADEL, P.C.
One Commerce Square
2005 Market Street, 22nd Floor
Philadelphia, PA 19103-7086
Telephone: (215) 965-1293
Facsimile: (215) 567-2991
MGB:CATLlced P :
Enclosures
PSIN2/163223.1
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I HEREBY CERTIFY THAT THIS CORRESPONDENCE IS BEING DEPOSITED WITH THE UNITED
STATES POSTAL SERVICE AS FIRST CLASS MAIL IN AN ENVELOPE ADDRESSED TO: ASSISTANT
COMMISSIONER OF PATENTS, WASHINGTCON, D.C. 20231, ON THE DATE INDICATED BELOW.

BYWTE / ’3// ‘f'/ 77

In re: U.S. Patent No. : Group Art Unit: 2735
5,793,302 H

Issued: August 11, 1998 : Examiner: B. Zimmerman

For: METHOD FOR SECURING : Attorney Docket
INFORMATION RELEVANT : No. 6074-1U5

TO A TRANSACTION :

Attention: Decision and Certificate of Correction
Branch of the Patent Issue Division

REQUEST FOR CERTIFICATE OF CORRECTION

OF PATENT FOR PTO MISTAKE (37 CFR 1,322(a))

1. Attached, in duplicate, is Form PTO-1050, with at least one

copy being suitable for printing.

2. The exact page and line number where the error is shown

correctly in the application file is:

PSJIN2/204802,1
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Correction to column 38, line 64: see page 33, line 28

(first word) of the Amendment mailed November 7, 1997 (filed by

the USPTO on November 10, 1997).

3. Please send the Certificate to:

Clark A. Jablon, Esq.

PANITCH SCHWARZE JACOBS & NADEL, P.C.
One Commerce Square

2005 Market Street, 22nd Floor
Philadelphia, PA 19103-7086

Respectfully submitted,

LEON STAMBLER

/2/2/98  CLarde Qo o

(pate)’ CLARK A. JABLONU

CAJ:eam

\ =4

Reg. No. 35,039

PANITCH SCHWARZE JACOBS & NADEL, P.C.
One Commerce Square

2005 Market Street, 22nd Floor
Philadelphia, PA 15103-7086
Telephone: (215) 567-2020

Facsimile: (215) 567-2991
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PATENT

I HEREBY CERTIFY THAT THIS CORRESPONDENCE IS BEING DEPOSITED WITH THE UNITED
STATES POSTAL SERVICE AS FIRST CLASS MAIL IN AN ENVELOPE ADDRESSED TO: ASSISTANT
COMMISSIONER OF PATENTS, WASHINGTON, D.C. 20231, ON THE DATE INDICATED BELOW.

Wlé§%7azgczbzgtéz_k%§géézgZymE f§/477é%?

In re: U.S. Patent No. : Group Art Unit: 2735
5,793,302 : :

Issued: August 11, 1998 : Examiner: B. Zimmerman

For: METHOD FOR SECURING : Attorney Docket
INFORMATION RELEVANT : No. 6074-1U5

TO A TRANSACTION

Attention: Decision and Certificate of Correction
Branch of the Patent Issue Division

REQUEST FOR CERTIFICATE OF CORRECTION .
OF PATENT FOR APPLICANT'S MISTAKE (37 CFR 1.323)

1. It is noted that errors appear in this patent of a minor
nature or character, as more fully described below. The errors
occurred in good faith. Correction thereof does not involve such
changes in the patent as would constitute new matter or would

require reexamination. A certificate of correction is requested.

APPROVED

(AT SR WS Bl :
E{m 10.40 OF ! " /
PSIN2/204804.1 -1- FORTHE 4 OFPAT.ATM
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2. Attached hereto, in duplicate, is Form PTO-1050, with at

least one copy being suitable for printing.

3. The exact location in the gpecification and drawings where
the errors occur in the application file are listed below, along

with the associated page and line numbers in the application file

and patent:

Correction to column 38, line 64: see page 33, line 28
of the Amendment mailed November 7, 1997 (filed by the USPTO on
November 10, 1997). The missing comma between the first
occurrenceg of "site" and '"the" was an obvious grammatical
mistake., The addition of the comma does not change the meaning
or scope of the claim,

Correction to Fig. 9: The reference to a "Remote PIN"
ghould have read "Remote Computer" to be consistent with column
8, lines 61-66 of the patent (page 17, lines 1-6 of the
application).

Correction to Fig. 10B: The coder should be labeled as
block "132" to be consistent with column 11, lines 15-20 of the
patent (page 21, lines 27-33 of the application).

The above-identified corrections are fully supported by
the original specification and thus do not constitute new matter.
Correction is thus believed to be permitted.

Also attached hereto for the: Examiner's convenience are
copies of the abovc-noted drawing sheets showing the corrections

in red.
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4. Please send the Certificate to:

Clark A. Jablon, Esq.

PANITCH SCHWARZE JACOBS & NADEL, P.C.
One Commerce Square

2005 Market Street, 22nd Floor
Philadelphia, PA 19103-7086

5. Please pay the fee of $100.00, as required by 37 CFR 1.20(a),

as follows:

Charge Deposit Account No. 16-0235 the sum of $100.00.

A duplicate of this request is attached.

12./)4/9%

Respectfully submitted,

LEON STAMBLER

CLp L obon

(Date)

CAJ:eam

4

/ CLARK A. JABLOM|

Reg. No. 35,038

PANITCH SCHWARZE JACOBS & NADEL, P.C.

One Commerce Square

2005 Market Street, 22nd Floor

Philadelphia, PA 19103-7086
Telephone: (215) 567-2020
Facsimile: (215) 567-2991
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Staple
Here
Onty !

PRINTER'S TRIM LINE

PATENTNO. & 793 309
DATED  August 11,1998
INVENTOR(S) § £on Stambler

corrected as shown below:

UNITED STATES PATENT AND TRADEMARK OFFICE

CERTIFICATE OF CORRECTION

It Is certified that error appears In the above-indentified patent and that said Letters Patent Is hareby

Column 38, line 64: after "second”, insert --site--,

MAILING ADDRESS OF SENDER:
Clark A. Jablon

PANITCH SCHWARZE JACOBS & NADEL, P.C.

One Commerce Square
2005 Market Street, 22nd Floor
Philadelphia, PA 19103-7086

FORM PTO 1050 (Rev. 2-63)

PSUN2/204841.1
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PATENT NO. _

? ’ No. of add'l copies

@ 50¢ per page

D
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Staple
Her':
Only !

PRINTER'S TAIM LINE

UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENT NO. '5,793,302
DATED ‘August 11, 1998
INVENTOR(S) : | eon Stambler

It is certified that error appears in the above-indentified patent and that sald Letters Patent is hereby
corrected as shown below:

Column 38, line 64: before "the" (second occurrence), insert --,--J. O-YW Hlce
Sheet 2, Fig. 9: Change "REMOTE PIN" to --REMOTE COMPUTER~, as 8foun (2 dhe !

—

' Mt,_ Sheet 5, Fig. 10B: Add a label "132" to the coder block) q < Shown on aHac/ed poge. .
_‘ . %( q"f‘)(‘l)( poﬁu_' T-’
MAILING ADDRESS OF SENDER: PATENT NO. . .
Clark A. Jabl 4 No. of add"l copies
PANITCH SCHWARZE JACOBS & NADEL, P.C. @ o6 por page

One Commerce Square
2(%35 Market Street, 22nd Floor o

Philadelphia, PA 19103-7086

FORM PTO 1050 (Rev. 2:03)

PSUN2/204857.1
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NOTICE RE: CERTIFICATES OF CORRECTION Paper ..

DATE  : _P99

T0 : Supervisor, Art Unit o/ 738

e
SUBJECT :  Certificate of Correction Request in Patent No. .3, 775,302

A response to the following question(s) is requested with respect to the accompanying request for a certificate of correction.

Zl 1. Would the change(s) requested under 37 CFR 1,323 constitute new matter or require reexamination of the ap?licaﬁon?

El 2. Would the change(s) requested under 37 CFR 1.323 materially affect the scope or meaning of the claims allowed by
the examiner in the patent?

D 3. Applicant disagrees with change(s) initialed and dated by Examiner in lien of an Examiner's Amendment. Should
the change request be granted?

D 4. With respect to the change(s) requested, correcting Office errors, should the patent read as shown in the certificate
of correction? .

D 5. If the amendrment filed had been considered by the Examiner, would the
amendment have been entered?

PLEASE RESPOND WITHIN 7 DAYS AND RETURN THE FILE TO - .
ROOM 8689, PKI QEZMMM'

Ang Patent AssTstant

TO: CERTIFICATES OF CORRECTION BRANCH DATE:

The decision regarding the change(s) requested in the certificate of correction is shown below.

L QO YES E/No ' Q' Comients below

2. O ves J&/NO QO comments below

3. 0 vEs Q ~o U Comments below

4, 0O vBS Q ~No 0 Comments below

5. 0 yeS a no O Ccomments below
O comment

ﬂ%i%%;%uyufv. 7235 A=
VV./

MICHAFL HORABIK /’.‘;.,Z\gu 7 %) ﬁ: 238
SUPERVISOR STENT EXAMINER —A/”'—sip vidor Art Unit

GROUR 2700
o200

PTOL-306 {REV. 10/87) U.S. DEPARTMENT OF COMMERCE Patentand Tradnmwlf Office
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I HERE % i T THIS CORRESPONDENCE IS BEING DEPOSITED WITH THE UNITED

STATES POSTAL SERVICE AS FIRST CLASS MAIL IN AN ENVELOPE ADDRESSED TO: ASSISTANT
COMMISSIONER OF PATENTS, WASHINGTON, D.C. 20231, ON THE DATE INDICATED BRELOW.

%Mﬁ_héé& ;%;//ﬁ
711/

A7 4

In re: U:S. Patent No. : Group Art Unit: 2735
5,793,302 :

Issued: August 11, 1998 ot Examiner: B. Zimmerman

For: METHOD FOR SECURING : Attorney Docket
INFORMATION RELEVANT IR prl6974—1U5
TO A TRANSACTION et iandla

JUN -5 1293
Attention: Decision and Certificate of, Correctionm.,
Branch of the Patent Issua.Divislon:lL..4

STATUS REQUEST LETTER FOR PREVIOUSLY FILED
CERTIFICATE OF CORRECTION OF PATENT FOR PTO MISTAKE

On December 14, 1998, Applicant filed a "Request
for Certificate of Correction of Patent for PTO Mistake" and a
"Request for Certificate of Correction of Patent for Applicant's
Mistake."

On March 30, 1999, a Certificate of Correction was
issued for the corrections set forth in the "Request for
Certificate of Correction of Patent for Applicant's Mistake.
However, the Certificate of CérE;ztion did not include ‘the

correctizns set forth in the ""Réquest for Certificate of
»e . o

lf‘,i.i.;‘ * WV‘ED

PSJN2/232035.1
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Correction of Patent for RfQ_Miﬁgakg," nor was a second
Certificate of Correction for the mistake set forth in that
request.

Please review this matter and let us know the
processing status of the "Request for Certificate of Correction
of Patent for PTQ Mistake." A copy of the following documents
are enclosed to assist in this matter:

1. Copy of "Request for Certificate of Correction of
Patent for EIQ_Miagakg."

2. Copy of stamped postcard receipt showing a receipt
date of December 15, 1998 by the Certificate of Correction

Branch.

Respectfully submitted,

LEON STAMBLER

shgfe9 Cland QL hlon

/(patd) CLARK A. JABLO!
Reg. No. 35,039
PANITCH SCHWARZE JACOBS & NADEL, P.C.
One Commerce Square
2005 Market Street, 22nd Floor
Philadelphia, PA 19103-7086
Telephone: (215) 567-2020
Facsimile: (215) 567-2991

CAJ:eam

PSJN2/232035.1
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LivufED STATES PATENT AND TRADEM: <K OFFICE
CERTIFICATE OF CORRECTION

PATENT NO. :5 793 302 Page 1 of 3
DATED ‘August 11, 1998
INVENTOR(S) : L eon Stambler

!
It is certified that error appears in the above-indentified patent and that said Letters Patent is hereby
corrected as shown below:

Column 38, line 64: before "the" (second occurrence), insert ~,—-.
Sheet 2, Fig. 9: Change "REMOTE PIN" to --REMOTE COMPUTER~.
Sheet 5, Fig. 10B: Add a label "132" to the coder block.

Signed and Sealed this
Thirtieth Day of March, 1999

Q. TODD DICKINSON

Anesting Officer Acting Commissioner of Patents and Trademarky

”

|
i
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UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

gﬁ? NO- 5793302
August 11, 1998
INVENTOR(S) { o0 Stambler

it is certified that error appears in the above-indentified patent and that said Letters Patent js hereby
corrected as shown below:

Column 38, line 64: after "second", insert --site--,

Signed and Sealed this
Twenty-first Day of September, 1999

Q. TODD DICKINSON

Attesting Officer Acting Commissioner of Patents and Trademurks

|
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» U.+.TED STATES PATENT AND TRApE‘LiARK OFFICE
“ CERTIFICATE OF CORRECTION

PATENT NO. 5:,793’302 )
DATED  Apoust 11, 1998

INVENTOR(S) § oo Stambler

It is certified that error appears In the above-indentified patent and that sald Letters Palent is hereby
corracted as shown below:

Column 38, line 64: after "second", insert --site--. -

MAILING ADDRESS OF SENDER: PATENT NO. __5,793_302;__—-———«
| 4 4 0. of add'l copies

. @ 50¢ per page
S eIt SCHWARZE JACOBS & NADEL, P.C. T

One Commerce Square
2005 Market S 22nd Floor o
Philadelphia, PA 19103-7086

FORM PTQ 1050 (Rev. 2:83)

PSIN2/204841.1
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May-07~2008 14:38 From=PATTON BOGGS,LLP ' /L?( T-021 P 002/006 F-re7

#

U.8. Patent No. 5,783,302
Issued: August 11, 1998

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

RECEIVED
In Re Application: Leon Stambler
MAY 1 8 2008
Patent No,: 5,793,302
. : OFFICE OF PETITIONS
Igsued: August 11, 1998
For: Method for Securing Information Relevant to

a Transaction .

U.S8. Patent and Trademark Office‘ 05/18/2008 DALLEN  DO000008 5793302
P.0O. Box 879070 .
St. Louis, MO 63197-9000 01 FLa1559 1210.00 0P

REQUEST FOR ACCEPTANCE OF PAYMENT OF DEFICIENCY OWED

Dear 8ir:

'With regard to the ‘referenced patent, inventor, Leon
Stambler (hereinafter “Stambler”), hereby notifies the Patent
and Trademark Office that small en‘cit'y status 18 no long
appropriate pursuant to 37 C.F.R. § 1.27(g)(2) and that the
claim for small entity statug is hereby withd:.;awn.

Without deceptive intent, on August 11, 2005, an 8th year
malntenance fee in the amount of $1,150,00 was paid for the
referanced patent. As Stambler was not entitled to small entity
status on that date for the referenced patent, the payment
submitted for the 8th year maintenance fee was deficient. The
current 8th year maintenance fee pursuant to 37 CFR 1.20(f) is
$2,360.00, In addition, it is believed that a surcharge of
$130.00 is alsc regquired, The following is an itemization of
the deficient payment:

1
475313

PAGE 215" RCVD AT 41712008 5:40:24 PH [Eastern Daylighl Time)* SVR.USPTO-EFXRF-6122* DNIS:2736500* CSID:+* DURATION fmm-45):01.36
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May-07-2008 14:38 From-PATTON BOGGS,LLP + T-021 P 003/006 F-T97

U.S. Patent No. 5,793,302
Issued: August 11, 1998

Fea Type: 8th Year Maintenance Pee

Fee Acgtually Paid: $1,150.00

Maintenanc¢e Fee Deficiency: 31,210.00

Surcharge Deficiency: $130,00

Total Deficienay: $1,340.00

Submitted herewith ishPorm PTO;ZQBB authorizing payment of
the deficiency amount of $1,340.00. It 1s believe that no
additional fees are due with the £iling of this Request,
However, 1f any additional fees are due or any overpayments have
bean made, please charge or credit Patton Bogge’' Deposit Account
No., 50-2816.

In view of the forgoing, the USPTO 1s respectfully
réquested to accept payment of the deficiency owed, The USPTO
ie requested to call the undersigned with any questions relating
to this payment.

Dated this 7th day of May,‘2008.

Respectfully submitted,

Lt

Lawrgnee R, Youst

Reg. No. 38,795

Patton Boggs, LLP

2001 Rogs Avenue, Suite 3000
Dallas, Texas 735201

Tel 214.758,3414

Fax 214.758.1550

e

2
475313 .

PAGE 316* RCVD AT 41712008 3:40:24 PM (Eastern Daylight Time}* SVR:USPTO-EFXRF-6/22 DNIS:2736500* CSIDu#* DURATION (mim-s):01+36
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Way-07-2008 14:37, From=PATTON BOGGS LLP k4 T-021  P.001/008  F-707

RECEIvED
MAY 1 8 2008
Asproved for use Uvugh 0OIZ0I2007, GHID css%f OF PE ETIT!ONS

U.§ Patent and 'Frsdhmm’% Offica; U5, DEPARTMENT OF COMMER
Under the Pa; & Reduction Actof 1808, 06 pernns am feauied f rasbond to A colaction of ol ton yninas It dl iid OMB conbnl r

U,8, Palant Numbeor

8,793,302
TRANSMITTAL [ Tested August 11, 1998
FORM U5, Patani App, No. 08/747,174
. invenor Leon Stambler
Tolal Number af Pages In This Submission { 4 Aftomey Docket Number TBD ¢
ENCLOSURES (Check all that apply)
D Fee Transmitial Form D Drawing(s) l:] :-,ﬁ'?{: Allowanca Gammunication
D Fee Attached D Llcenging-related Papens D ﬁ’;ﬁiiff:&"&'iﬂﬁ:ﬁﬁﬁaw o '
D Amendment/Reply D Patition a%g‘:gll E:@.T;’gﬁ”gg:wig;%
[Jater Pt Ao B[t
[ Aftdavisidectoratonts) [x] Powbe of Aterney, Revocston [x]rse adaress inatcation Form
D Exienslon of Time Requast D :an:;r:l Disclgimer - E(] fd’g:":“;h":ﬁ“m(’) (please
D Exprass Abandonment Requast D Request for Refund Credit Gard Payment Form
D Information Disclosure Statermnent D €D, Number of CD(s) '
Gorined Cogy of oy [ cancscape Table an co
Incampies palcaton [ Romars |
Renly 10 Missing Parts under

37 CFR 1,62 or .83

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT
FimNaie | pATTON BOGGS LLB.~7

Signature / 2;’,,.-—

Printed nam8 21 | s wrencorK. Youst

Date May 7, 2008 [Res-Ne Tap,706
Cartficate of Transmission Under STCFR.§18
| horedy cen)!y that tls comespendence Is baing tmnsm:huﬁ by facsimlia 1o the United States
;ZNJ z gomark Ogas B 671.273.6600 on May 7, 2008,
Elaint Bames
475360

PAGE 115" ROVD AT 1772008 340:24 PM [Eastern Daylighl Time]* SVR:USPTO.EFXRF-6122 7 DNIS:2736500 * CSID+* DURATION (mm-s5):01-36
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UNITED STATES PATENT AND TRADEMARK OFFICE

COMMISBIONER FOR PATENTS

UNITED BTATES PATENT AND TRADEMARK OFFIGE
£.0, Box 1450

ALEXANDRIA, VA 223)3-1480

WWW UIplo.gov

Paper No, 28

LAWRENCE R. YOUST

2001 ROSS AVENUE
2001 ROSS . COPY MAILED
DALLAS TX 75201 - AUG 0 8 2008

In re Patent No. 5,793,302

Issue Date: August 11, 1998 :

Application No. 08/747,174 : NOTICE
Filed: November 12, 1996 :

Attorney Docket No, 6074-1-US

This is a notice regarding your request for acceptance of a fee deficiency submission under
37 CFR 1.28.

The Office no longer investigates or rejects original or reissue applications under 37 CFR 1.56.
1098 Off. Gaz. Pat, Office 502 (January 3, 1989), Therefore, nothing in this Notice is intended
to imply that an investigation was done.

Your fee deficiency submission under 37°CFR 1,28 is hereby ACCEPTED.
Petitioner authorized payment of the deficiency amount of $1,340.00. However, there is no
surcharge required for late payment of maintenance fee when notifying the office the change of

entity. Therefore, the $130.00 surcharge will not be charged.

This application is no longer entitled to small entity status. Accordingly, all future fees paid in
this application must be paid at the large entity rate.

Inquiries related to this communication should be directed to the undersigned at (571) 272-3213,
Chery! Gibson-Baylor Irvin Dingle

Petitions Examiner Petitions Examiner
Office of Petitions
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Form PTO-875
1Rev, 12 91)

Patent and Tuademark Office; LS, DEPARTMENT OF COMMERCE
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Table of Contents

MPI Famﬂy Report (Family Bibliographic and Legal Status)

In the MPI Family report, all publication stages are collapsed into a single record, based on identical application
data. The bibliographic information displayed in the collapsed record is taken from the latest publication.

Report Created Date: 2008-08-19
Name of Report:
Number of Families: 1

Comments:

Table of Contents

1. US5793302A 19980811 STAMBLER; LEON US
Method for securing information relevant to a transaction

@ MicroPatent Patent Index - an enhanced INPADOC databiise
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Family Bibliographic and Legal Status !

Familyl
7 records in the family.
US5524073A 19960604 [ no drawing available]

(ENG) Secure transaction system and method utilized therein
Inventor(s): STAMBLER LEON  US

Application No: US 12207193 A

Filing Date: 19930914

Issue/Publication Date: 19960604

Abstract: (ENG) A transaction system is disclosed wherein, when a transaction, document or thing needs to be
authenticated, information associated with one or more of the parties involved is coded together to
produce a joint code. This joint code is then utilized to code information relevant to the transaction,
document or record, in order to produce a variable authentication number (VAN) at the initiation of the
transaction. This VAN is thereafter associated with the transaction and is recorded on the document or
thing, along with the original information that was coded. During subsequent stages of the transaction,
only parties capable of reconstructing the joint code will be able to uncode the VAN properly in order
to re-derive the information. The joint code serves to authenticate the parties, and the comparison of the
re-derived information against the information recorded on the document serves to authenticate the
accuracy of that information.

Priority Data: US 12207193 19930914 A N; US 97738592 19921117 A3 Y;

Related Application(s): 07/977385 19921117 5267314 GRANTED

IPC (International Class): GO07F00712; GO7F00710; HO4L00932

ECLA (European Class): G07F00710E; GO7F00708E4; GO7F00710C6; H04L00932R
US Class: 705075; 705002; 713176

Agent(s): Panitch Schwarze Jacobs & Nadel

Examiner Primary: Cangialosi, Salvatore

US Post Issuance:
--US Expiration Date: 20040604 20040803 - DUE TO FAILURE TO PAY MAINTENANCE FEES
--US Certificate of Correction: 19960910  a Certificate of Correction was issued for
this Patent

Legal Status:

Date +- Code Description
19960910 Q) CcC CERTIFICATE OF CORRECTION
20040803 {3 FP EXPIRED DUE TO FAILURE TO PAY MAINTENANCE FEE

Effective date: 20040604;

@ MicroPatent Patent Index - an enhanced INPADOC database
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Family Bibliographic and Legal Status 2

US5646998A 19970708

(ENG) Secure transaction system and method utilized therein
Inventor(s): STAMBLER LEON  US

Application No: US 44547795 A

Filing Date: 19950522

Issue/Publication Date: 19970708

a

S |

® L
290 gy, 5
e

micpezsray | OEATE [~
PR vpa st [————— BiviiEwT
COMPLETE farmn-.

i’y

Abstract: (ENG) A transaction system is disclosed wherein, when a transaction, document or thing needs to be
authenticated, information associated with one or more of the parties involved is coded together to
produce a joint code. This joint code is then utilized to code information relevant to the transaction,
document or record, in order to produce a variable authentication number (VAN) at the initiation of the
transaction. This VAN is thereafter associated with the transaction and is recorded on the document or
thing, along with the original information that was coded. During subsequent stages of the transaction,
only parties capable of reconstructing the joint code will be able to uncode the VAN properly in order
to re-derive the information. The joint code serves to authenticate the parties, and the comparison of the
re-derived information against the information recorded on the document serves to authenticate the
accuracy of that information.

Priority Data: US 44547795 19950522 A N; US 12207193 19930914 A 3 Y; US 97738592 19921117 A3 Y;

Related Application(s): 08/122071 19930914 5524073 GRANTED 07/977385 19921117 5267314 GRANTED
IPC (International Class): GO7F00712; GO7F00710; HO4L00932

ECLA (European Class): G07F00708E4; GO7F00710C6; GO7F00710E; H041.00932; HO4L00932R2

US Class: 705076; 713185

Agent(s): Panitch Schwarze Jacobs & Nadel, P

Examiner Primary: Cangialosi, Salvatore

US Post Issuance:
--US Expiration Date: 20050708 20050906 DUE TO FAILURE TO PAY MAINTENANCE FEES

Legal Status:
Date +- Code Description .
20050906 {3 FP EXPIRED DUE TO FAILURE TO PAY MAINTENANCE FEE
Effective date: 20050708;

@ MicroPatent Patent Index - an enhanced INPADOC database
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Family Bibliographic and Legal Status 3

US5555303A 19960910

(ENG) Secure transaction system and method utilized therein
Inventor(s): STAMBLER LEON US

Application No: US 44561295 A

Filing Date: 19950522

Issue/Publication Date: 19960910

[ no drawing availablc]

Abstract: (ENG) A transaction system is disclosed wherein, when a transaction, document or thing needs to be
authenticated, information associated with one or more of the parties involved is coded together to
produce a joint code. This joint code is then utilized to code information relevant to the transaction,
document or record, in order to produce a variable authentication number (VAN) at the initiation of the
transaction. This VAN is thereafter associated with the transaction and is recorded on the document or
thing, along with the original information that was coded. During subsequent stages of the transaction,
only parties capable of reconstructing the joint code will be able to uncode the VAN properly in order
to re-derive the information. The joint code serves to authenticate the parties, and the comparison of the
re-derived information against the information recorded on the document serves to authenticate the
accuracy of that information.

Priority Data: US 44561295 19950522 A N; US 12207193 19930914 A 3 Y; US 97738592 19921117 A3 Y;

Related Application(s): 08/122071 19930914 PENDING 07/977385 19921117 5267314 GRANTED
IPC (International Class): GO07F00712; GO7F00710; HO4L00932

ECLA (European Class): G07F00708E4; GO7F00710C6; GO7F00710E; H04L00932; HO4L.00932R2

US Class: 705075; 713176; 713193

Agent(s): Panitch Schwarze Jacobs & Nadel, P

Examiner Primary: Cangialosi, Salvatore

US Post Issuance:
--US Expiration Date: 20040910 20041109 DUE TO FAILURE TO PAY MAINTENANCE FEES

Legal Status:
Date +- Code Description
20041109 O] FP EXPIRED DUE TO FAILURE TO PAY MAINTENANCE FEE
Effective date: 20040910;

m MicroPatent Patent Index - an enhanced INPADOC database
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Family Bibliographic and Legal Status 4

OFFICIAL'S
PIN

IRREVERSIBLE |cpno MO (UTIN)

US5793302A 19980811

(ENG) Method for securing information relevant to a transaction Wz READ
Assignee: STAMBLER; LEON  US FILE No2
Inventor(s): STAMBLER LEON US 52 u"
Application No: US 74717496 A

Filing Date: 19961112 e INFD —
Issue/Publication Date: 19980811

R oTiN
] INDEX ~{CREDENTIAL

OFFICIALS

145

Abstract: (ENG) A transaction system wherein, when a transaction, document or thing needs to be authenticated,
information associated with one or more of the parties involved is coded together to produce a joint
code. This joint code is then utilized to code information relevant to the transaction, document or
record, in order to produce a variable authentication number (VAN) at the initiation of the transaction.
This VAN is thereafter associated with the transaction and is recorded on the document or thing, along
with the original information that was coded. During subsequent stages of the transaction, only parties
capable of reconstructing the joint code will be able to uncode the VAN properly in order to re-derive
the information, The joint code serves to authenticate the parties, and the comparison of the re-derived
information against the information recorded on the document serves to authenticate the accuracy of
that information.

Priority Data: US 12207193 19930914 A A; US 44636995 19950522 A I; US 74717496 19961112 A T; US
97738592 19921117 A A;

Related Application(s): 01 01;01 01

TPC (International Class): GO7F00712; GO7F00710; HO4L.00932
ECLA (European Class): GO7F00708E4; GO7F00710C6; GO7F00710E
US Class: 34000586; 34000541; 380043; 380045

Publication Language: ENG

Filing Language: ENG

Agent(s): Panitch Schwarze Jacobs & Nadel, P

Examiner Primary: Zimmerman, Brian

US Post Issuance:
--US Certificate of Correction: 19990330  a Certificate of Correction was issued for
this patent; 19990921 a Certificate of Correction was issued for
this patent
--US Litigations: Leon Stambler Leon Stambler 20010202 Delaware
01-065-SLR  Final judgment is entered in favor of defendants and
against plaintiff on all his claims of infringement under the '148
patent, the '541 patent, and the '302 patent. Defendant's motion for
dismissal is granted in part, and defendants' invalidity counterclaims
with respect to claims 1, 16 and 35 of the '148 patent and claim 12 of
the '302 patent are dismissed without waiver and without prejudice as
moot. Final judgment is entered against defendants and in favor of
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plaintiff on defendants' invalidity counterclaims and affirmative

defenses with respect to claim 27 of the 'S41 patent and claim 34 of the
'302 patent, Defendants’ motion for judgment as a matter of law of
non-infringement of ¢laim 27 of the '541 patent under the doctrine of
equivalents is granted, and judgment is entered in favor of defendants

and against plaintiff on his claim of infringement of claim 27 of the

'541 patent. Verisign's motion for summary judgment of non-infringement
of claim 12 of the 302 patent under the doctrine of equivalents (D.I.

274) is granted, and judgment is entered in favor of Verisign and against
plaintiff on his claim of infringement of claim 12 of the '302 patent. So
ordered this 17th day of April 2003 in Wilmington, Delaware. At
Wilmington this 14th day of November, 2003, consistent with the
memorandum opinion issued this same day; It is ordered that plaintiff
Leon Stambler's motion for judgment as a matter of law, or in the
alternative, for a new trial is denied. (D.I. 460), Sue L. Robinson,

United States District Judge; Stambler Stambler 20080512 E.D. Texas 2:08cv204

Legal Status:

Date +- Code Description

19990330 O cC CERTIFICATE OF CORRECTION

19990921 O CC CERTIFICATE OF CORRECTION
US5974148A 19991026 Tl e

(ENG) Method for securing information relevant to a transaction
Assignee: STAMBLER; LEON  US

Inventor(s): STAMBLER LEON US

Application No: US 85556197 A

Filing Date: 19970513

Issue/Publication Date: 19991026

Abstract: (ENG) A transaction system is disclosed wherein, when a transaction, document or thing needs to be
authenticated, information associated with one or more of the parties involved is coded together to
produce a joint code. This joint code is then utilized to code information relevant to the transaction,
document or record, in order to produce a variable authentication number (VAN) at the initiation of the
transaction, This VAN is thereafter associated with the transaction and is recorded on the document or
thing, along with the original information that was coded. During subsequent stages of the transaction,
only parties capable of reconstructing the joint code will be able to uncode the VAN properly in order
to re-derive the information. The joint code serves to authenticate the parties, and the comparison of the
re-derived information against the information recorded on the document serves to authenticate the
accuracy of that information.

Priority Data: US 12207193 19930914 A R; US 44636995 19950522 A R; US 74717496 19961112 A R; US
85556197 19970513 A I; US 97738592 19921117 A R;

Related Application(s): 01  01;01  01;01 01
IPC (International Class): GO07F00712; GO7F00710
ECLA (European Class): G07F00710E; GO7F00708E4; GO7F00710C6
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US Class: 705075; 705076

Publication Language: ENG

Filing Language: ENG

Agent(s): Akin, Gump, Strauss, Hauer & Feld, LP.
Examiner Primary: Cangialosi, Salvatore

US Post Issuance:
--US Expiration Date: 20071026 20071218 DUE TO FAILURE TO PAY MAINTENANCE FEES
--US Litigations: Leon Stambler Leon Stambler 20010202 Delaware
01-065-SLR  Final judgment is entered in favor of defendants and
against plaintiff on all his claims of infringement under the '148
patent, the '541 patent, and the '302 patent. Defendant's motion for
dismissal is granted in part, and defendants' invalidity counterclaims
with respect to claims 1, 16 and 35 of the '148 patent and claim 12 of
the '302 patent are dismissed without waiver and without prejudice as
moot, Final judgment is entered against defendants and in favor of
plaintiff on defendants' invalidity counterclairis and affirmative
defenses with respect to claim 27 of the '541 patent and claim 34 of the
'302 patent. Defendants' motion for judgment as a matter of law of
non-infringement of claim 27 of the '541 patent under the doctrine of
equivalents is granted, and judgment is entered in favor of defendants
and against plaintiff on his claim of infringement of claim 27 of the
‘541 patent. Verisigh's motion for summary judgment of non-infringement
of claim 12 of the '302 patent under the doctrine of equivalents (D.I,
274) is granted, and judgment is entered in favor of Verisign and against
plaintiff on his claim of infringement of claim 12 of the '302 patent. So
ordered this 17th day of April 2003 in Wilmington, Delaware. At
Wilmington this 14th day of November, 2003, consistent with the
memorandum opinion issued this same day; It is ordered that plaintiff
Leon Stambler's motion for judgment as a matter of law, or in the
alternative, for a new trial is denied. (D.1. 460), Sue L. Robinson,
United States District Judge

Legal Status:
Date +- Code Description
20071218 te} FP EXPIRED DUE TO FAILURE TO PAY MAINTENANCE FEE
Effective date: 20071026;
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10
INSERT
PIN

US5936541A 19990810

(ENG) Method for securing information relevant to a transaction oPN
ODER
Assignee: STAMBLER; LEON US
Inventor(s): STAMBLER LEON US : il .
NuMaeh
Application No: US 87211697 A GENERATOR | RN
Filing Date: 19970610
Issue/Publication Date: 19990810

TIN
{INDEX}

Abstract: (ENG) <p>A transaction system is disclosed wherein, when a transaction, document or thing needs to
be authenticated, information associated with one or more of the parties involved is coded together to
produce a joint code. This joint code is then utilized to code information relevant to the transaction,
document or record, in order to produce a variable authentication number (VAN) at the initiation of the
transaction. This VAN is thereafter associated with the transaction and is recorded on the document or
thing, along with the original information that was coded. During subsequent stages of the transaction,
only parties capable of reconstructing the joint code will be able to uncode the VAN properly in order
to re-derive the information. The joint code serves to authenticate the parties, and the comparison of the
re-derived information against the information recorded on the document serves to authenticate the
accuracy of that information.</p>

Priority Data: US 12207193 19930914 A A; US 44636995 19950522 A A; US 87211697 19970610 A A; US
97738592 19921117 A A;

Related Application(s): 08/122071 19930914 5524073 GRANTED 07/977385 19921117 5267314 GRANTED;
08/446369 19950222 ABANDONED

IPC (International Class): HO04K00100

ECLA (European Class): GO7F00708E4; GO7F00710C6; GO7F00710E; H04L00932
US Class: 34000522; 380045; 705075; 705076

Agent(s): Panitch, Schwarze, Jacobs & Nadel, P*

Examiner Primary: Zimmerman, Brian

US Post Issuance:
--US Litigations: Leon Stambler RSA Security, Inc., etal 20010202 Delaware
01-065-SLR  Final judgment is entered in favor of defendants and
against plaintiff on all his claims of infringement under the ‘148 patent, the
'541 patent, and the '302 patent. Defendant's motion for dismissal is granted
in part, and defendants' invalidity counterclaims with respect to claims 1, 16
and 35 of the '148 patent and claim 12 of the '302 patent are dismissed without
waiver and without prejudice as moot. Final judgment is entered against
defendants and in favor of plaintiff on defendants' invalidity counterclaims
and affirmative defenses with respect to claim 27 of the '541 patent and claim
34 of the '302 patent. Defendants' motion for judgment as a matter of law of
non-infringement of claim 27 of the '541 patent under the doctrine of
equivalents is granted, and judgment is entered in favor of defendants and
against plaintiff on his claim of infringement of claim 27 of the '541 patent.
Verisign's motion for summary judgment of non- infringement of claim 12 of the
'302 patent under the doctrine of equivalents (D.I. 274) is granted, and
judgment is entered in favor of Verisign and against plaintiff on his claim of
infringement of claim 12 of the 302 patent. So ordered this 17th day of April
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2003 in Wilmington, Delaware. At Wilmington this 14th day of November, 2003,
consistent with the memorandum opinion issued this same day; It is ordered that
plaintiff Leon Stambler's motion for judgment as a matter of law, or in the
alternative, for a new trial is denied. (D.I. 460), Sue L. Robinson, United

States District Judge

Legal Status: There is no Legal Status information available for this patent

US5267314A 19931130

(ENG) Secure transaction system and method utilized therein
Assignee: STAMBLER LEON  US

Inventor(s): STAMBLER LEON  US

Application No: US 97738592 A

Filing Date: 19921117

Issue/Publication Date: 19931130

Abstract: (ENG) A transaction system is disclosed wherein, when a transaction, document or thing needs to be
authenticated, information associated with one or more of the parties involved is coded together to
produce a joint code. This joint code is then utilized to code information relevant to the transaction,
document or record, in order to produce a variable authentication number (VAN) at the initiation of the
transaction. This VAN is thereafter associated with the transaction and is recorded on the document or
thing, along with the original information that was coded. During subsequent stages of the transaction,
only parties capable of reconstructing the joint code will be able to uncode the VAN properly in order
to re-derive the information. The joint code serves to authenticate the parties, and the comparison of the
re-derived information against the information recorded on the document serves to authenticate the
accuracy of that information.

Priority Data: US 97738592 19921117 A'Y;

IPC (International Class): GO7F00712; GO7F00710; HO4L.00932

ECLA (European Class): GO07F00710E; GO7F00708E4; GO7F00710C6; H041.00932R
US Class: 713176; 705075; 713178; 713193

Agent(s): Panitch Schwarze Jacobs & Nadel

Examiner Primary: Cangialosi, Salvatore

US Post Issuance:
--US Expiration Date: 20051130 20060124 DUE TO FAILURE TO PAY MAINTENANCE FEES

Legal Status:
Date +- Code Description
20060124 -} FP EXPIRED DUE TO FAILURE TO PAY MAINTENANCE FEE
Effective date: 20051130;
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