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I. INTRODUCTION 
This case involves two patents issued to Leon Stambler — U.S. Patents 5,793,302 and 

5,974,148 (the “Stambler patents”).  The Stambler patents are titled “Method for Securing 

Information Relevant to a Transaction” and share a common specification.  At issue are 19 terms 

that were already construed by this Court1 and 15 additional terms designated by Defendants.   

The Stambler patents disclose novel methods to authenticate parties and information 

involved in transactions.  (1:15-21.)2  Authentication refers to a plurality of concepts, including: 

(1) ensuring that a message has arrived exactly as it was sent, referred to as data integrity 

authentication; (2) ensuring that a message came from the stated source, referred to as data origin 

authentication, or (3) verifying the identity of an individual, which is referred to as entity 

authentication.  (Ex. F at 360, 363, 365, 367; Ex. G at 30, 140-41, 385.)   

To assist the Court in construing the disputed terms, an overview of the funds transfer 

embodiments illustrated by FIGS. 6-8 of the Stambler patents follows.  These embodiments 

demonstrate the enrollment of a payment originator (FIG. 6), the creation of a check (FIG. 7), 

and the redemption and verification of the check (FIGS. 8A and 8B).  Although the embodiments 

of FIGS. 6-8 are described in the context of creating and authenticating a paper check, the 

Stambler patents explain that these embodiments (and the disclosed concepts) apply equally to 

electronic funds transfers and a “paperless/cashless” transaction system, which completes “funds 

transfer” transactions (e.g., a purchase) “entirely electronically.”  (5:28-30; 24:4-7.)3 

FIG. 6 illustrates enrollment of an originator at his bank.  First, the originator provides 

personal information (e.g., a tax ID number), and the bank verifies his identity.  (4:2-11.)  Then 

the bank opens an account and creates a file for the originator, and the originator selects a secret 
                                                 
1 Stambler v. JPMorgan Chase & Co., et al., Case No. 08-cv-204-DF-CE (“JPMorgan”) and Stambler v. 

Merrill Lynch & Co., Inc., et al., Case No. 08-cv-462-DF-CE (“Merrill Lynch”).   
2 Column:line, FIG., and Abstract references are to the ‘302 patent, attached as Exhibit A. 
3 The patents also describe credential issuing and authentication systems.  (See, e.g., 12:35-13:39.) 
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personal identification number (“PIN”), which is irreversibly coded and transferred to the bank.  

(4:13-51.)  The coded PIN is later used by the originator and the originator’s bank to generate 

cryptographic keys used to code or uncode funds transfer instructions (e.g., a check).   

FIG. 7 illustrates a method for generating a check.  (4:52-53.)  First, the originator inputs 

funds transfer information (e.g., the originator’s tax ID number (“TIN”), the recipient’s TIN, an 

amount, and other information) into a computer or terminal.  (4:53-60.)  The originator then 

inputs his PIN, which is irreversibly coded to produce a coded PIN.  (5:3-6.)   

The coded PIN, together with information related to the funds transfer recipient (e.g., the 

recipient’s TIN), are coded together to generate a cryptographic key called the “joint key” or 

“joint code.”  (5:3-15.)  The joint key is then used to code the funds transfer information to 

generate what the Stambler patents call a “variable authentication number” (“VAN”).  (5:9-22.)  

The VAN is included with the funds transfer information to create the check.  (5:25-34.) 

FIGS. 8A and 8B illustrate methods for redeeming a check generated according to FIG. 7.  

(5:55-58.)  In FIG. 8A, the check recipient first enters his PIN into a bank terminal.  (5:62-66.)  

The PIN is irreversibly coded and transmitted, along with other information (e.g., the recipient’s 

TIN) to the recipient’s bank.  (5:66-6:40.)  That bank accesses the recipient’s file using his TIN 

and verifies his identity with his coded PIN.  (Id.)  This is an example of entity authentication 

(i.e., identity verification) — if the PIN is incorrect, the authentication fails.  (6:38-40.)  If the 

recipient’s identity is verified, his bank transfers the information from the check to the 

originator’s bank.  (6:43-45.) 

In FIG. 8B, the originator’s bank receives the funds transfer instructions and the VAN from 

the recipient’s bank, which is requesting authorization to pay.  (6:43-45.)  Using the originator’s 

TIN, the originator’s bank accesses the originator’s file and retrieves information used to derive 
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the originator’s coded PIN.  (6:46-55.)  The terminal then generates a joint key by coding the 

originator’s coded PIN (derived by the bank) with the recipient’s TIN.  (6:66-7:2.)  The 

originator’s bank then uses that joint key to uncode the VAN included with the check and 

compares the resulting information with the received funds transfer instructions.  (7:2-11; FIG. 7, 

uncoder 58, comparator 60.)  If they match, the funds transfer instructions are presumed to be 

unaltered (data integrity authentication) and to have come from the originator (data origin 

authentication).  (7:16-20.)   

Alternatively, the system authenticating the funds transfer information generates a new VAN 

by coding the funds transfer information with the separately generated joint key.  (7:12-15.)  This 

newly generated VAN is compared with the received VAN to authenticate the check.  (Id.)  If the 

VANs match, the funds transfer instructions are presumed to be unaltered (data integrity 

authentication) and to have come from the originator (data origin authentication).  (7:16-20.) 

As discussed above, three aspects of authentication are implicated in FIGS. 6-8B.  Entity 

authentication is implicated when the check recipient cashes a check in FIG. 8A.  The recipient’s 

coded PIN is compared with a coded PIN stored by the bank to verify the recipient’s identity.  

Data integrity authentication is implicated when the information uncoded from a VAN is 

compared with the received funds transfer information to determine if the information has been 

changed.  And data origin authentication is involved when a VAN is coded or uncoded using the 

joint key.  Because the joint key is created using the originator’s coded PIN, a VAN created 

using the joint key corroborates that the VAN was, in fact, created by the originator.   
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ll. DISP UT ED CO NSTRUCTIONS4 

A. "transferring funds from the fit·st account of the first par ty to the second 
account of the second par ty if'' - '302 Patent, claims 41, 51 

Stambler 's Construction Df'ff'ndants' Construction 
to cause funds to pass fimn the first accmmt to the debiting (i.e., deducting) the transfer amount from 
second account, including by debiting or crediting or the fust account and crediting (i.e., adding) 
by instructing another to debit or credit transfer amount to the second account if . . . 

Stambler's proposed constmction is rooted in the ordinruy meaning of "transfer," the claims, 

and prefened embodiments described in the specification. Defendants' constmction fails 

because it disregards the plain meaning of"transfer" and excludes prefened embodiments. 

1. "Transferring" is not limited to crediting and debiting. 

"All claim constmction begins with the words of the claims." See, e.g., Black v. Ce Soir 

Lingerie Co., 06-cv-544, 2007 U.S. Dist. LEXIS90962, at *30 (E.D. Tex. Dec. 11, 2007). The 

ordinruy meaning of "transfer" is " to cause to pass from one place to another." (Ex. I at 1900.) 

Thus, "t:ransfening funds from the first account of the first pruty to the second account of the 

second party" means "to cause fimds to pass fi"om the first account to the second account." 

Defendants ' constluction, however, eschews the meaning of "tJ.·ansfening" and improperly 

constricts the broadly claimed "tJ.·ansfening funds" to include only crediting and debiting. 

Moreover, Defendants ' proposed cons1111ction contradicts the claims. Claim 1 of the ' 148 

patent, for example, recites "[a] method of transferring funds fi:om a first pa1ty to a second 

patty ... " in which fimds are "tJ.·ansfened" by "creating an instrument by the first pruty for 

transferring funds to the second patty . . .. " The claim does not include a "tJ.·ansfening" step. 

Thus, the claims require that "tJ.·ansfening funds" encompasses creating inst11tctions (e.g., an 

instlument) that cause fimds to pass between accounts - not just crediting and debiting. 

4 The Joint Claim Const11.1ction and Prehearing Statement (Dkt. No. 388] identifies the disputed tetms and 
phrases. Since filing the joint statement, the patties have agreed that "payor'' and "payer" refer to the same party 
and mean ''a person or entity who pays, or who is to make a payment." 
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Defendants’ proposed construction also violates the doctrine of claim differentiation.  

Dependent claims are presumed to narrow and further limit the independent claims from which 

they depend.  See, e.g., Acumed LLC v. Stryker Corp., 483 F.3d 800, 806 (Fed. Cir. 2007).  

Independent claims 41 and 51 of the ‘302 patent include a “transferring funds” step.  Dependent 

claims 42 and 52, which depend from claims 41 and 51, respectively, further recite “debiting the 

first account of the first party and crediting the second account of the second party.”  The 

claimed “crediting” and “debiting” steps narrow the claimed “transferring” step, confirming that 

“transferring” is broader than Defendants’ proposed construction. 

Further, Defendants’ construction contradicts the specification, which uses “transferring” 

broadly and does not restrict it to “crediting” and “debiting.”  For example, in the embodiments 

of FIGS. 6-8 and 13, “transferring funds” may be accomplished by dispensing paper money 

from an ATM machine or cashing a check.  (7:44-50.)  Alternatively, “transferring funds” may 

be accomplished by an originator’s bank debiting the originator’s account and instructing a 

recipient’s bank to credit the recipient’s account.  (7:28-30, 39-45.)  By limiting “transferring” to 

“crediting” and “debiting”, Defendants’ construction excludes these preferred embodiments.  

See, e.g., Oatey Co. v. IPS Corp., 514 F.3d 1271, 1276 (Fed. Cir. 2008) (“We normally do not 

interpret claims in a way that excludes embodiments disclosed in the specification.”).   

2. Defendants improperly construe “funds” as “the transfer amount”. 

Defendants’ construction must also be rejected because it conflates and disregards the 

meaning of distinct claim terms in different claims — “transferring funds” and “the transfer 

amount.”  Claims 41 and 51 broadly recite a step for “transferring funds.”  Dependent claims 42 

and 52, which depend from claims 41 and 51, respectively, more narrowly recite debiting and 

crediting a specific “funds transfer amount.”  Nowhere do the Stambler patents limit the 

“transferring funds” to the “funds transfer amount” or equate the meaning of those terms.   
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B. "party" - '302, claims 41, 44, 47 and 53; 148 Patent, claims 4, 34 and 35 

Stambler 's Construction Dt'fendants' Construction 
a person or entity, computer system(s), or a person or a person or legal entity, including computer systems 
entity using a computer system(s) put in use by that person or entity 

The parties agree that the term "party" includes a person or entity, or a person or entity using 

a computer system. At issue is whether a computer system, by itself, can be a "party." 

Compelling inninsic evidence confmns that a computer system - by itself- can be a "party." 

During prosecution, Stambler desc1ibed claim 124 of the '302 patent (issued claim 41) in the 

context of the disclosed "paperless/cashless transaction system." (Ex. H at 54-55.) Stambler 

clearly explained to the USPTO that "the payment 01iginator is a first patty, the recipient is a 

second party, and tile system which approves or disapproves the payment is a tllird party." (Id.) 

Thus, the file histmy clearly establishes that a "patty" can be a computer system. 

The patent claims fmther confmn that a computer system - separate from a person or entity 

that owns or uses the computer system- may be a "party." Each of claims 17, 39, and 88 of the 

'302 patent recite "the second pa1ty being a person or a computer program." (Ex. A at claims 

17, 39, 88.) And claims 7, 25, and 73 of the '302 patent refer to a "computer program," by itself, 

as an entity. (Ex. A at claims 7 ("the entity comprising a person or a computer program'"), 73 

("the first entity and the second entity being a person, or a computer program"), 25). 

Defendants ' constl1.1ction of"pat·ty" conn·adicts this inninsic evidence and must be rejected. 

C. "coding" - '302 Patent, clai ms 7; ' 148 Pa tent, claim 35 

Stamblt'r's Construction Ddt'ndants' Construction 
transfonning infmmation by applying a known transfonning original infonnation into coded 
algorithm infmmation by applying a known algorithm but 

excluding transfmming coded infonnation back into 
its original state 

Stambler's proposed constll.Iction for "coding" is battle-tested - it was adopted by the 

Delaware comt, agreed to by all parties in the JPMorgan case, and again adopted by the Comt in 

Merrill Lynch. (Ex. Cat 6; Ex. D at 18-19; Ex. Eat 4.) Moreover, it is rooted in the express 

6 
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disclosure of coding fotmd in the Stambler patents, which desc1ibes coding information using a 

"coder" that "may be any form of such device utilizing a known algorithm." (3:37-39.) Thus, 

in express tenns, the patents describe the function of a "coder" as expansively as possible. 

Defendants' constmction is a transparent attempt to tack on an "exclusion" for non-infiingement. 

D. "coding the EDCl using a secret key of the originator" - ' 148 Patent, claim 
35 

Stambler 's Constmction Defendants' Construction 
transfonniug the EDCl by applying a known reversibly transfonning the EDCl by applying a 
algorithm using a secret key of the originator known algmithm using a secret key of the miginator 

The pa1ties' constructions are identical except that Defendants' constr11ction includes the 

limitation "reversibly." But nothing in the claims suggests that "coding" is limited to 

"reversibly" transfonning the EDCI , and as noted above, a coder "may be any form of such 

device utilizing a known algmithm." By 1992, both irreversible and reversible coding 

algmi thms were well-known. (Ex. G at 268, 449.) Defendants' attempt to tack on the 

unfmmded "reversibly" limitation must be rejected.5 

E . "and then coding the result using third information" - '302 Patent, claim 7 

Stambler's Constmction Defendants' Construction 
and thereafter transforming the result by applying a reversibly transfonning the result by applying a 
known algmithm using third information known algorithm using a key (the third infonnation) 

without intervening operations 

There are three disputed aspects of this phrase: (1) whether the limitation "reversibly" should 

be impmted into the constmction of coding; (2) when the "coding" must occur (i.e. , the meaning 

of"and then"); and (3) whether the claimed "third information" is su·ictly limited to a "key." 

First, as discussed directly above, there is no basis in the claims, specification, or file histmy 

for limiting "coding" to "reversibl[e]" transfmmations. 

Second, the claim language recites two coding processes: "coding the ftrst infmmation using 

5 In Delaware, the defendants asked the court to constme "coding" as "applying a reversible, symmettic 
enc1yption algorithm." (Ex. J at 32.) The court rejected the defe.ndants' attempt to limit "coding" to reversible 
encryption, noting that the specification states "that a 'coder' ... may be any form of such device utilizing a known 
algorithm." (Ex. Eat 4.) 
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second information and then coding the result using third information.”  Defendants’ 

construction requires the second coding operation to take place “without intervening operations.”  

However, this limitation finds no support in the claim language and flatly contradicts the 

processes described in the Stambler patents.  Indeed, the patents describe numerous instances 

where a first piece of information is coded using a second piece of information, and later — after 

intervening operations — the result of coding the first and second pieces of information is coded 

using a third piece of information.  For example, the patents disclose that a VAN may be 

generated directly from INFO and information associated with at least one of the parties (e.g., a 

tax identification number).  (5:6-13, 22-25.)  The VAN (i.e., the “result”) is stored on a check 

illustrated in FIG. 7.  Later, in the redemption process of FIG. 13, the VAN from the check is 

coded using the joint bank key (JBK) at element 256.  However, this second coding process does 

not take place “without intervening operations.”  As illustrated in FIG. 13, after the initial coding 

operation, the VAN is: (1) recorded on a check; (2) the check is given from the originator to the 

recipient; (3) the recipient presents the check to a redeemer (block 200); (4) the VAN is read 

from the check and stored (block 250); and (5) the VAN is passed from temporary storage to 

coder 256, where it is coded using a joint bank key (JBK) (i.e., the third information).  (13:4-62, 

15:27-45.)  Defendants’ construction plainly excludes such embodiments and must be rejected. 

Finally, Defendants wrongly argue that the “third information” is limited to a “key.”  But that 

construction is inconsistent with the ordinary meaning of “information” and contradicts the 

specification, which states that the “VAN is alternatively generated directly from INFO and 

information associated with at least one of the parties without the intermediate step of generating 

the [joint key].”  (5:22-24.)  Accordingly, Defendants’ construction must be rejected.  
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F. "variable authentication number (VAN)" 

Stambler 's Constr uction D('fendants' Construction 
an encoded variable number that can be used in an encoded variable number constructed to allow 
verifying the identity of a party or the integrity of verification that information is not fraudulent 
infmmation or both, the number generated by coding 
information relevant to a transaction, document, or 
thing with either a joint key or infmmation associated 
with or assigned or related to at least one party to the 
transaction or issuance of the document or thing 

Vruiable authentication number ("VAN") is a term coined by Mr. Stambler. Where, as here, 

a claim tetm has no understood meaning in the mt, the proper construction is the defmition given 

the tetm in the specification. See Phillips v_ AWH C01p. , 415 F .3d 1303, 1321 (Fed. Cir. 2005). 

1. Stambler's constmction is consistent with prior constructions. 

In a funds transfer context, a VAN is an encoded vm·iable number used in vetizying the 

integrity and origin of funds tr·ansfer instructions (e.g. , a check). In a credential context, a VAN 

is an encoded vatiable number used in authenticating a credential, which is used for purposes of 

detetmining identity. Thus, the VAN is "an encoded variable number that can be used in 

vetif)ring the identity of a party or the integtity of infmmation or both. ___ " This pmtion of 

Stambler 's construction was adopted by the Comt in the JPMorgan and Merrill Lynch cases. 

(Ex. Cat 11-13; Ex. D at 9-10; Ex. Eat 2.) 

2. Stambler's construction is that given the term by the specification. 

Futther, the VAN is, by defmition, created using other infonnation. Indeed, it is always 

created in one of two ways: by coding infmmation with either a joint key (or code), or 

"generated directly from INFO and infmmation associated with at least one of the parties, 

without the intetmediate step of generating the [joint key]-" (See, e.g. , 2:9-17; 5:9-25; 11:65-

12:2-) How the VAN is created defines, in patt , what it is. Thus, the proper construction of 

VAN must reflect that the VAN is created by coding infmmation to be authenticated "with either 

a joint key or infotmation associated with or assigned or related to at least one patty to the 

9 
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transaction or issuance of the document or thing." (See 2:9-17; 5:9-25; 10:42-45 (assigning a 

number to a party for use in creating a joint key); 11:15-20 (the VAN I joint key is created using 

info1mation "related to" the parties)). 

The Merrill Lynch comt declined to constlue VAN in te1ms of how it is created, reasoning 

that the claims themselves illustrate the infmmation used to generate it. (Ex. D at 9-10.) 

Stambler respectfully disagrees. Indeed, asse1ted claim 34 of the ' 148 patent does not state what 

infmmation is coded using the secret key, and asse1ted claim 41 of the '302 patent does not 

expressly state that the VAN is generated using a key or info1mation associated with a party. 

Accordingly, the claims themselves do not necessa1ily reflect how a VAN is created. Because 

the way a VAN is created partially defines what it is, the Comt should adopt Starnbler's 

proposed const111ction, which is tlue to the claims and specification. 

Plain 

G. "using at least a portion of the received funds transfer information" - '302 
Patent, claim 41, 51 

Stambler's Construction Defendants' Construction 
meanmg; altematively, usmg some, but not usmg at least some of the infonnation for 

necessarily all, of the received funds transfer identifying the first account of the first pa1ty, at least 
infmmation some of the infmmation for identifying the second 

account of the second patty, and at least some of the 
transfer amount 

Claims 41 and 51 recite the disputed claim language as follows: 

receiving funds transfer information ... including at least infmmation for identifying 
the first account of the first par·ty, and info1mation for identifying the second 
account of the second party, and a transfer amount; 

generating a variable authentication number (VAN) using at least a portion of tile 
received funds transfer information. 

"[T]he received funds ti·ansfer infmmation" claimed in the "generating" step refers back to the 

"funds transfer info1mation" received in the preceding step. Accordingly, "the received flmds 

ti·ansfer infmmation" includes "infonnation for identifying the first accmmt of the first pa1ty," 

"infmmation for identifying the second account of the second party," and "a ti·ansfer amount." 
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The limitation ··generating a [VAN] using at least a portion of the received funds transfer 

infonnation," however, requires using only some of the information defined as the "received 

ftmds transfer inf01mation." Indeed, using any pottion of the "received ftmds transfer 

infotmation" to create the VAN satisfies the claim. For example, generating a VAN using only 

"inf01mation for identifying the first account of the first party" - but not the "transfer amount" 

- satisfies the plain meaning of the claim language "using at least a po11ion of the received 

ftmds transfer infotmation." 

Defendants' construction re-wtites claims 41 and 51. The claims do not require "using at 

least a pottion" of each type of infotmation in the "received funds transfer infotmation" - they 

only require using a p011ion of any infotmation in the "received ftmds transfer inf01mation." 

Defendants' constmction tmns the plain meaning of the claim language on its head. 

H . " secret key of the payor/first par ty/originator" - '148 Patent, claims 1, 28, 34, 
and3S 

Stambler's Consh·uction Defendants' Construction 
a private key that tS created by the payor/fust key that tS generated by coding infmmation 
patty/originator, or an entity originating an instmment associated with and known, prior to any coding, only 
on the payor's/first party's/originator's behalf, by by the payor/first patty/originator patty for use in any 
coding infonnation associated with or related to the future transactions 
payor/fust patty/originator, which is capable of being 
separately created by a party intended to authenticate 
the instrument 

Both patties disagree with the Merrill Lynch constntction. 6 (Ex. D at 1 0-11.) 

The "secret key" tetms appear in claims 1, 28, 34 and 35 of the ' 148 patent. These claims are 

"ftmds transfer" or "payment" methods. (Ex. B at claims 1, 28, 34, and 35.) In each of these 

claims, the "secret key" is used to create a VAN. (Id.) For example, claim 34 recites "the VAN 

being created using at least a secret key of the first party." (Id. at claim 34.) 

The only ctyptographic key that (1) the specification desctibes as a "key" and (2) is used to 

6 Although Sta.mbler's proposed construction was not adopted in JPMorgan or Merrill Lynch, Sta.mbler believes 
his constmction is sotmd and waiTants reconsideration by the Court. 
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create the VAN in the funds transfer embodiments is the “joint key.”  (FIGS. 7, 8B, 13D; 5:13-

15.)  No other “keys” for coding a VAN are disclosed in a funds transfer context.  The “secret 

key” is clearly a specific embodiment of the joint key (or code).  The Court should, thus, look to 

Stambler’s disclosure of the joint key to construe the term “secret key.”   

1. Stambler’s construction is based on the patents’ description of “joint key.” 

Stambler’s patents define the joint key (also called “joint code”)7 as a “key” that is created by 

coding information associated with one or more parties, which is capable of being separately 

created by the party authenticating the instrument.  This mirrors the Abstract, which states:  

A transaction system wherein, when a transaction, document or thing needs to be 
authenticated, information associated with one or more of the parties involved is 
coded together to produce a joint code. This joint code is then utilized to code 
information relevant to the transaction, document or record, in order to produce a 
variable authentication number (VAN) at the initiation of the transaction. …  
During subsequent stages of the transaction, only parties capable of 
reconstructing the joint code will be able to uncode the VAN properly in order 
to re-derive the information. 

 
The “Summary of the Invention” recites the same definition.  (2:9-27.)  And the specification 

confirms that definition as well.  Specifically, the joint key in funds transfer embodiments is 

created by coding “information associated with at least one of the parties involved in the 

transaction (in this case, the originator and recipient).”  (5:11-14; FIG. 7; 16:1-6.)  An 

authenticating system later re-creates the joint key in the same manner.  (6:66-7:2.)   

The specification also explains that creation of the joint key by the payment originator 

preferably, but not necessarily, takes place at an originator’s terminal or computer using 

information provided by the originator.  (4:53-54; FIG. 7.)  Accordingly, as Stambler’s 

construction indictates, the “secret key” is “created by the payor/first party/originator, or an 

entity originating an instrument on the payor’s/first party’s/originator’s behalf.”   

                                                 
7 (5:13-15) (“the joint key (or code)….”) 

Case 2:09-cv-00310-DF   Document 390    Filed 10/06/10   Page 17 of 37

-- 17 --
MasterCard, Exh. 1021, p. 17



13 
 

2. The remaining attributes of the “secret key of the payor/first 
party/originator” are dictated by the claim language. 

According to the specification, the joint key may be created by coding information associated 

with the payor/first party/originator, the second party/payee/recipient, or both.  (5:11-14; FIG. 7.)  

The claim language “of the payor/first party/originator” specifies that the “secret key” of claims 

1, 28, 34, and 35 is created by coding at least information associated with the payor/first 

party/originator.  Accordingly, the proper construction must specify that the “secret key” is 

created using “information associated with the payor/first party/originator.”   

Finally, the key of the “payor/first party/originator” is “secret.”  “Secret” may be construed 

as “private,” which means “designed or intended for one’s exclusive use.”  (See Ex. I at 1442.)  

3. Defendants’ construction does not read on a preferred embodiment. 

Moreover, Defendants’ construction is improper because it contradicts the specification and 

does not read on at least one preferred embodiment.  Specifically, Defendants’ construction 

includes a limitation that the “secret key” of claims 28, 34, and 35 “is generated by coding 

information associated with and known, prior to any coding, only by the payor/first 

party/originator party for use in any future transactions.”  In the funds transfer embodiments, 

however, the joint key is generated using information known to both the originator and the 

originator’s bank.  As illustrated in FIG. 7, the transaction system codes the originator’s coded 

PIN with the check recipient’s TIN to produce the joint key.  (5:3-10; FIG. 7, element 10, 28.)  

Defendants’ construction, which requires creating the key by coding “information … known … 

only by the payor/first party/originator[,]” ignores the fact that the originator’s bank maintains 

information from which it too can derive the joint key.   

Lastly, Defendants’ construction reads unfounded limitations into the claim.  The broadly 

disclosed joint key is created using “information associated with one or more of the parties 
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involved .... " (AbstTact.) Nothing in the Stambler patents requires that the joint key is created 

using "infonnation associated with and known. p1ior to any coding_ only by the payor .... " 

I. "including the VAN with the instrument for subsequent use in attesting to 
the authenticity of the instrument" - ' 148 Patent, claim 34 

Stamblel"s Construction Deft'ndants' Construction 
including the VAN with the instnunent for subsequent including the VAN with the instn.Iment for 
use in verifying that the infmmation in the instnrment subsequent use in verifying that the instlument 
has not changed and verifying that the instnrment is not fraudulent 
miginated from the first patty 

Stambler 's constmction was adopted in JPMorgan and accepted by all parties in Merrill 

Lynch. (Ex. Cat 18-19; Ex. D at 7.) It reflects the ordina1y meaning of "authenticate," which 

means "ensming that a message is genuine, has anived exactly as it was sent and callle from the 

stated source." (Ex. Fat 360.) And, it is consistent with the specification, which describes using 

a VAN to attest to the integ1ity ofinfonnation and the migin of infonnation. (See, e.g. , 7: 16-20.) 

Defendants' constmction is Ullhelpful and confusing. The phrase "not fraudulent" can mean 

several things - indeed, the Stambler patents use the term "fi:aud" to refer to several distinct 

concepts, including unauthmi zed creation (i.e. , migination), unauthorized alteration, or 

tmauthmized use. (See 1:29-34; 7:21-24; 20:13-15.) Thus, "not fi:audulent," as it appears in 

Defendants' construction, is ambiguous and difficult for a jmy to apply. It provides no guidance 

regru·ding the type of "fraud" the VAN must be used to prevent (i.e. , what the VAN is used to 

verify). Stalllbler's consnuction, on the other hand, provides the clarity Defendants' 

construction lacks without deviating from the ordinary meaning or inn·insic evidence. 

J . "the originator's VAN being usable to determine the authenticity of the one 
or more pieces of payment information" - '148 Patent, claim 35 

Stambler·'s Construction Dt'fendants' Construction 
the otiginator's VAN being usable to verify that the the originator 's VAN being usable to ve1ify that 
one or more pieces of payment infonnation has not the one or more pieces of payment info1mation 
changed and to verify that the one or more pieces of are not fraudulent 
payment infonnation miginated from the originator 
p ruiy 

14 

-- 19 --



MasterCard, Exh. 1021, p. 20

Case 2:09-cv-00310-DF Document 390 Filed 10/06/10 Page 20 of 37 

Stambler 's constmction was accepted by the patties in Merrill Lynch and is based on the 

JPMorgan Court's constm ction for "including the VAN with the instrument for subsequent use 

in attesting to the authenticity of the instmment." (Ex. C at 18-19; Ex. D at 7.) Stambler's 

constmction is tme to the ordinaty meaning of "authentic" and the specification, and it precisely 

defmes that the VAN is used to verify "that the one or more pieces of payment information has 

not changed" and "that the one or more pieces of payment infotmation originated from the 

originator." As discussed above, Defendants' use of the tetm "fi:audulent" only injects 

ambiguity into the claint. 

K "the VAN being used for· attesting to the authenticity of the payor and 
document information" - '148 Patent, claim 28 

Stambler 's Construction Ddendants' Construction 
the V AN being used to verify that the instmment the VAN being used to verify that the identity 
miginated from the payor and that the at least a of the payor and the document inf01mation used 
portion of the document infonnation used to create the to create the VAN are not fraudulent 
V AN has not changed 

Stambler 's constm ction is that adopted by the Cowt in the JPMorgan case and agreed to by 

the patties in the Merrill Lynch case. (Ex. C at 16-18; Ex. P at 17.) Claim 28 is a "payment 

method" in which a "payor" creates a "payment instmment" and a "VAN." The disputed phrase 

concems the VAN "the VAN being used for attesting to the authenticity of the payor and 

document inf01mation .... " 

1. VAN being used for attesting to the authenticity of the payor. 

The patties dispute the meaning of the phrase "attesting to the authenticity of the payor." 

Stambler contends that the phrase refers to 01igin verification. Defendants contend that the 

phrase refers to identity verification. In JPMorgan, the Cowt specifically rejected the ru·gmnent 

that the disputed claim language "attesting to the authenticity of the payor" requires identity 

vetification. (Ex. C at 17.) Indeed, the notion that the VAN in Stambler's funds transfer 

embodiments could be used to vetify identity is nonsensical. In such embodiments, the 
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originator of a funds transfer instnunent is not present when the instmment is authmized and, 

thus, there is no need or ability to verify the originator's identity. (See, e.g., 5:55-6:45; FIG. 8.) 

Rather, the VAN is used to ensme that the originator pru.ty did in fact create the inshument that 

is being authorized. This is a fonn of origin authentication, not identity authentication. 

An analogy to the authentication processes in traditional paper check systems illusn·ates the 

flaws in Defendants' consnuction. When the recipient of a paper check presents the check to a 

bank, the bank does not "verify the identity of ' the miginator. Rather, the bank confinns that the 

check actually originated from the miginator (e.g., was not forged) using a signature on the 

check. Similarly, the VAN is used to confmn that the payor in fact originated, or authorized, the 

funds n·ansfer insnuctions. If the information exn·acted from the VAN does not match the funds 

n·ansfer insnu ctions, the payor's bank dete1mines that the inst1ument did not miginate from the 

payor and rejects the n·ansfer. (7:2-20.) 

2. Defendants' constmction does not clarify the scope of the claim. 

As discussed above, the Stru.nbler patents use the te1m "fraud" to refer to several activities: 

unautho1ized creation (i.e., otigination), unautho1ized alteration, or tmauthoiized use. (See 1:29-

34; 7:2 1-24; 20:13-15.) Defendants' consnuction is unhelpful and ambiguous because it fails to 

clarify the types of fi:aud the VAN is used to prevent (i.e., what the VAN is used to verify). 

L. "tbe VAN attesting to tbe authenticity of tbe first par ty and tbe first 
information"- ' 148 Patent, claim 1 

Stambler·'s Construction Defendants' Construction 
the VAN being used to verify that the first infonnation the VAN being used to verify that the identity 
miginated fi·om the first party and that the fust of the first patty and the first info1mation used 
infonnation has not changed to create the VAN ru.·e not fraudulent 

Stambler 's constmction 1s based on the Comt's pnor consnuctions and the agreed 

consnuction for a similar phrase, "the VAN attesting to the authenticity of the payor and 

document infotmation," in Merrill Lynch. (Ex. Cat 16-18; Ex. P at 17.) The only difference 
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between the disputed phrase in this case and the phrase construed in Merrill Lynch is that claim 1 

- at issue here - recites a "first patty" and "first infmmation" rather than a "payor" and 

"document infmmation." Because the scope of the disputed phrases is vi1tually identical, the 

constmction for the two phrases should be consistent As explained in Section II(K), Stambler's 

constmction properly defines what the VAN verifies, while Defendants' constlu ction is 

ambiguous and injects the concept of identity ve1ification. 

M. "authentic" - '302 Patent, claims 41, 51 

Stambler's Construction Dt>fendants' Consh·uction 
This tenn is used differently in different contexts not fraudulent 
throughout the patents. 

' 302 Patent, claims 41 and 51: detennined to be 
unchanged, from a stated origin, or not fraudulent 

Although the patties in JPMorgan and Merrill Lynch did not propose constlllctions for 

"authentic," by itself, piTor const111ctions of phrases that include the te1m "authentic" confum 

that "authentic" means "unchanged, from a stated migin, or not fi:audulent" (See Ex. Cat 19-20; 

Ex. D at 20-22.) The JPMorgan and Merril Lynch CoUlts conectly constlued "detetmining 

whether the at least a pottion of the received funds n·ansfer information is authentic by using the 

VAN" as "using the VAN to detennine that the at least a pmtion of the fi.mds transfer 

information has not changed and to determine the origin of tile at least a portion of tile 

received funds transfer information." (Ex. D at 20-21.) And the Comts conectly const111ed "if 

the at least a pmtion of the received funds u·ansfer infmmation and the VAN are detetmined to 

be authentic" as " if the at least a po1tion of the received funds u·ansfer infmmation is unchanged 

and the VAN is not fraudulent." (Ex. C at 19-20.) Based on the Comt's ptior const111ctions, it 
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is clear that the te1m '"authentic" may mean '"detennined to be unchanged, from a stated migin, 

or not fraudulent."8 

N. "credential" - '302 Patent, claims 7, 47, 51 

Stambll'r 's Construction Defl'ndants' Construction 
a non-secret document or infonnation obtained from a a document or thing obtained from a tmsted somce 
tmsted somce that is transfened or presented for that establishes the identity of a party when it is 
purposes of detennining the identity of a party transfetTed or presented 

With the exception of the word "non-secret," Stambler's constmction is the same as the 

Comt's constructions in JPMorgan and Merrill Lynch. (Ex. C at 21-22; Ex. D at 11-12.) 

Stambler asks the Comt to reconsider whether a "credential is "non-secret." In the April 9, 2010 

JPMorgan Claim Const111ction Order, the Comt appears to agree that Stambler' s "credentials" 

are not-secret. (See Ex. C at 22 ("[A]s used in the patent, a credential is intended to be a 

docmnent or info1mation presented to another for review. As such, it would make sense that tile 

credential cannot be secret.") (emphasis added)). Yet the Colllt declined to include the 

adjective "non-secret" in its constn1ction, reasoning that because claim 7 of the '302 patent states 

that the "credential" includes "non-secret information," the te1m is unnecessary. (Ex. C at 22.) 

That reasoning breaks down, however, because other claims at issue in this case (specifically, 

asse1ted claim 47 of the '302 patent) recite a "credential" without explicitly requiling that the 

"credential" contain "non-secret infmmation." Stambler's const111ction is thus necessary to 

clruify that - as the JPMorgan Comt noted - that a "credential cannot be secret." Moreover, 

this constmction is on all fours with the specification. All of the disclosed credentials, and all 

infmmation recorded on the disclosed credentials, is "non-secret." And though "secret" 

infmmation is used to create these credentials (e.g. , the joint key), the "secret" infmmation used 

8 Given that the tetm "authentic" appears in separate contexts within claims 41 and 51, it may make sense to 
constme "authentic" in the context of the phrases in which the term appears rather than attempting to craft a one­
size-fits-all constmction. If so, Stambler' proposes the constmctions previously adopted by the Court for "if the at 
least a portion of the received funds trau~fer infonnation and the VAN are dete1mined to be authentic" and 
"determining whether the at least a portion of the received funds transfer infmmation is authentic by using the 
VAN." (See Ex. Cat 19-20; Ex. D at 20-22.) 
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to create a credential is never stored in the credential. (See, e.g., 11:33- 13:39; FIGS. 11-12.) 

The patt ies also dispute how a "credential" is used. Stambler's construction accurately 

reflects the way "credentials" are desctibed in the patents. Specifically, the Stambler patents 

identify passive instmments such as a dtiver's license, social security card, and bitth cettificate 

as example "credentials." (8:54-58.) Such credentials are presented as evidence of identity, and 

the receiving patty or system uses the credential to vetify identity. (12:30-34; FIG. 12.) 

However, such credentials - by themselves - do not "establish the identity of a patty," as 

requit·ed by Defendants' constmction. Rather, such credentials at·e documents or infmmation 

used for p urposes of detennining the identity of the patty presenting the credential. This is the 

same conclusion reached illJPMorgan and Merrill Lynch. (Ex. Cat 21-22; Ex. D at 11-12.) 

0 . " trusted entity I party" - ' 302 Patent, claims 7, 47, 51 

Stamble1·'s Constmction Defendants' Construction 
an entity I patty that has the authority or ability to an entity I patty that has the officially 
establish or confmn a patty's identity recognized authority to establish or confum a 

party's identity 

"Tmsted party" and "tmsted entity" appear in claims 7, 47, and 51, which claim a credential 

issued by a tm sted entity, or patty. Stambler's constmction was adopted by the Com1 ill Merrill 

Lynch and is consistent with the patent disclosure. (Ex. D at 12.) Specifically, it reflects the 

broad range of disclosed credentials without improperly limiting the inventive concepts to a 

patticuJar "officially recognized" environment. (1 :28-32) ("Sitnilat·ly passpmts, pay checks, 

motor vehicle registrations, diplomas, food stamps, wager receipts, medical prescti ptions, bitth 

cettificates and other official documents are subject to forgety, fraudulent modification .. . . ") The 

Stambler patents explaill that the disclosed credential issuance systems and methods apply to "all 

types of credentials," illcludillg "ail types of identification cards." (8:54-58 (emphasis added).) 

Thus, Ivlr. Stambler' s illventions fmd utility not only ill the issuance of govemment identification 

cat·ds (e.g. , a passport), but also ill the issuance of credentials by non-govemment entities, such 
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as employee identification cards, security badges, and school identification cards.     

Because the term “trusted party/entity” must include the types of parties/entities that issue the 

diverse credentials and identification cards disclosed by Stambler, it is improper to limit trusted 

entity to an entity that has “officially recognized authority,” as proposed by Defendants.  Indeed, 

nothing in claims 7, 47, or 51 requires or suggests that the “trusted entity/party” must have 

“officially recognized authority.”  Defendants’ construction should also be rejected because the 

concept of “officially recognized” authority is vague and ambiguous.   

P. “previously issued” 
The term “previously issued” appears in asserted claims 7, 47, and 51 of the ‘302 patent.  

Stambler’s constructions are the same as the constructions adopted in JPMorgan and Merrill 

Lynch.  In those cases, the Court correctly held that “previously issued” means “issued before the 

execution of the steps recited in the claim,” and that the term does not give rise to an additional 

claim step.  (Ex. C at 24-26; Ex. D at 20.)   

Grammar and syntax can be important in construing claim terms. See Credle v. Bond, 25 

F.3d 1566, 1571 (Fed. Cir. 1994).  Indeed, the Federal Circuit recognizes that each step of a 

method claim usually begins with a present participle – verbs ending in “-ing.”  See id. at 1572; 

Seal-Flex, Inc. v. Athletic Track & Court Const., 172 F.3d 836, 849 (Fed. Cir. 1999).  Method 

claims in the Stambler patents follow this convention.  And, as is customary in method claims, 

each step in Stambler’s claims is offset using a semicolon or the conjunction “and.”  Moreover, 

Stambler’s claims generally follow the common convention of indenting separate claim steps.  

See MPEP § 608.01(i) (7th ed. 1997) (“Where a claim sets forth a plurality of elements or steps, 

each element or step of the claim should be separated by a line indentation.”) (Ex. M.)  

Accordingly, the grammar and syntax of Stambler’s claims clearly identify each step in the 

claimed methods. 
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1. Claim 7. 

Stambler's Coostmction Deft>odaofs' Construction 

"Wherein a credential having non-secret information "Wherein a credential having non-secret 
stored therein is previously issued to at least one entity infmmation stored therein is previously issued to at 
by a trusted entity" is a limitation but not a step of the least one entity by a tmsted entity" is a required step 
claim. TI1e tenn "previously issued" means issued of the claim which occurs prior to "coding the 
before the execution of the steps recited in the claim. infmmation using second infotmation." 

The pa1ties dispute whether the phrase "wherein a credential having non-secret infmmation 

stored therein is previously issued to at least one entity by a tmsted entity" is a desc1iptive phrase 

or a separate, additional step recited in the claimed method. As discussed above, Stambler 

identifies a<.:live steps of his llleUwd daillls using present parli<.:iples. Clailll 7 is no different. 

Stambler recites two active steps: "coding the first infmmation using second infonnation" and 

"coding the result using third infmmation." The two steps are offset by the conjunction "and." 

All other limitations in the claim relate to and limit the "coding" steps. 

The phrase "wllerein a credential having non-secret infmmation stored therein is previously 

issued to at least one entity by a trusted entity" is a condition that linlits the universe of 

infmmation used in the "coding" steps of the claim. After reciting two "coding" steps, claim 7 

defines what infmmation is coded in the coding steps. First Stambler recites "at least one of the 

second and third infmmation being associated with at least one entity." Stambler then fmther 

limits the claim by limiting the "at least one entity," reciting "wherein a credential having non-

secret infmmation stored therein is previously issued to at least one entity by a trusted entity." 

Thus the disputed language merely limits what information may be used in the two previously-

recited coding steps, which are clearly identified as such. 

Stambler's construction of the phrase "previously issued" as a condition rather than a step is 

also consistent with accepted usage of present and past pruticiples. The present pruticiple, 

ending in "-ing," denotes the verb's action as in progress or incomplete at the time expressed by 
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the sentence's ptincipal verb - in this case .. coding." (Ex. L at 176.) The past patticiple "issued" 

denotes the verb's action as comp lete. (Id.) This is confumed by the adverb "previously." 

2. Claim47. 

Stambler 's Construction Defendants' Construction 
"At least one party being previously issued a "At least one patty being previously issued a 
credential by a tmsted pa1ty" is a limitation but not a credential by a trusted pa1ty" is a required step of 
step in the clain1ed method. The tenn "previously the claim that occurs prior to the other steps recited 
issued" means "issued before the execution of the in the claim. 
steps recited in the claim." 

Claim 47 depends from claim 41 , which recites "receiving," "generating," "detetmining," 

and "transfening" steps. Claim 47 limits the method of claim 41 by requiting that at least one 

party to the funds transfer of claim 41 (e.g. , the "fust party," "second party," or "third party") 

was "previously issued a credential." As is customruy, the active steps of claim 41 are recited 

using present patticiples, atld are indented and offset using semicolons or the conjunction "and." 

By contrast, the disputed phrase "at least one pa1ty being previously issued a credential by a 

trusted pa1ty" does not share these features - it is not offset using semicolons and does not use 

a present patticiple. Indeed, the claim does not requit·e "issuing a credential to at least one patty" 

- an additionaL active step - but merely requires "at least one party being previously iss11ed a 

credential," indicating that "being previously issued a credential" is a characteristic of at least 

one patty. Defendants' construction, which injects an additional "issuing" step, lacks evidentiruy 

suppott and is a transparent attempt to create divided infiingement that must be rejected. 

3. Claim 51. 

The patties do not appear to dispute the scope of the tetm "previously issued" in claim 51. 

To the extent Defendants allege the disputed limitation is an additional claitn step, Defendants' 

constmction must be rejected for the reasons described above. 

22 

-- 27 --



MasterCard, Exh. 1021, p. 28

Case 2:09-cv-0031 0-DF Document 390 Filed 10/06/10 Page 28 of 37 

Q . " first/second storage means" - '302 patent, claim 41 

Stambler's Construction Dt'fendants' Construction 
Tllis element is not subject to 35 U.S.C. § 112, ~ 6: a Tills tem1 is a means plus function 1inlitation as 
first/second place for storing information, wlllch may defmed by 35 U.S. C. § 112, ~: 
include a computer flle 

Function: storing the first/second pa1iy's accmmt 
Altematively, if the Comt concludes this element is i..nfmmation. 
subject to 35 U.S.C. § 112, ~ 6: 

Stmctme: fust/second pa1iy's bank's computer 
Function: stming t11e first/second account information 

Stmctme: documents, flies, memory or other 
computer storage, tables, personal storage media 

Stambler's constmction was adopted in Merrill Lynch. Defendants contend that "first 

storage means" and "second storage means" are means-plus-fimction limitations govemed by 35 

U.S.C. § 112, ~ 6, though the Merrill Lynch Comt explicitly rejected that argument and ruled that 

'"storage means' was well defmed in the rut at the time of the invention." (Ex. D at 16-17.) 

That mling is furuly rooted in Federal Circuit case law,9 district comt decisions,10 and technical 

dictionru·ies.11 The Comt also found that the "the claim is not drafted in standard § 112, ~ 6 

fonnat (e.g., "means for [perfonning a fimction]")" and, thus, U.S.C. § 112, 1 6 does not apply. 

(Ex. D at 16-17.) The Merrill Lynch Comt's mling is sound and should be affumed here. 

Even if the Comt reverses the September 24 mling ru1d finds that the claim te1m s ru·e subject 

to 35 U.S.C. § 112, ~ 6, Defendants' proposed function disregards the claim lru1guage and 

improperly reads "the first/second party 's account info1mation" into the claim. Claim 4 1 recites 

that the frrst/second accotmt is "associatetl with" the first/second pa1ty - not that it is the 

first/second pruty's accom1t. Moreover, the disclosme is replete with structme con esponding to 

storing account infmmation that is not included in Defendants' proposal, including computer 

9 Duratech Indus. Int'l, Inc. v. Bridgeview Mfg., Inc. , 292 Fed. Appx. 931 , 933 (Fed. Cir. 2008) (A claim tenn 
avoids § 112, "i 6 "if the claim term is used in cormnon parlance or by persons of skill in the pertinent art to 
designate stmcture, even if the term covers a broad class of stmctures . ... "). 

10 Source Search Techs., LLC v. Lending Tree, LLC, No. 04 -4420, 2006 U.S. Dist. LEXIS 79651 , at *53-56 
(D.N.J. Oct. 16. 2006) (refi.rsing to constme "storage means" as means-plus-fi.mction). 

11 (Ex. Kat 72, 149, 168-69,221, 290, 302, 339.) 
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files and storage (FIG 6, Element 22; FIG 8A, element 68; FIG 8B, element 50; 4:9-11), bank 

cards (4:11-13), and terminals (24:4-9). Fmther, dependent claims 49 and 50 recite that the 

"storage means" can be a credential, which can be a docmnent or storage media. (9:54-60.) 

Lastly, Defendants ' proposed structme improperly limits the claimed st:mctme to a 

"fust/second pa11y' s bank's computer." That const:mction fails because it excludes the 

"paperless/cashless embodiment" of Mr. Stambler's patents - the specific embodiment cited 

dming prosecution as suppmting this claim. (Ex. Hat 54-55.) In that embodiment, "a payment 

recipient 's terminal . . . stores infmmation to identify the precise location of the recipient's 

acc01mt." (24:7-9.) Thus, the payment recipient may be the pa11y selling a good or setv ice, such 

as a retailer - which is not a bank. (24:4-7 .) 

R "information for identifying the first/second account of the first/second 
party" - ' 302 Patent, claim 41 

Stambler's Constm ction Defendants' Construction 
infonnation that is used to identify an account infonnation that is used to identify a precise record 
associated with the first/second party of debit and/or credit transactions particular to the 

first/second party 

The parties agree that the language "infmmation for identifying" means " infmmation that is 

used to identify." The pa1ties' dispute what "the first/second account of the first/second pa11y" 

means. Specifically, the parties' dispute the relationship of the first and second accounts to the 

first and second pa1ties, and whether "acc01mt" needs to be constmed. 

Stambler' s const:mction accurately identifies the first and second accounts as accotmts 

"associated with" the first and second pa1ties. Claim 41 's preamble describes "a method for 

authenticating the transfer of fimds from a first account associated with a first party to a second 

account associated witll a second party[.]" The claim' s "receiving" step recites "receiving ... 

infonnation for identifying the first account of the first pat1y, and infmmation for identifying the 

st:wnd a~.:counl of lhe second parly." Slamlller's use of lhe arlidt: " lhe" uefore "fusl account" 
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and "second account" confinns that the disputed tenus find antecedent in the previous phrases "a 

first accmmt associated witlt a ftrst party" and "a second account associated with a second 

patty." Thus, "the first account of the first party" and "the second account of the second patty" 

are accounts "associated with" the fust and second parties, respectively. 

Defendants' construction identifies the first and second accmmts as accounts that are 

"particular to" the first and second patties. That constmction must be rejected because it fails to 

compmt with the claim language itself, which identifies the first and second accounts as accounts 

that are "associated with" the first and second patties. 

Finally, it is unnecessaty for the Comt to constm e "account" because the tetm has a well 

understood meaning, and Stambler uses the tetm in its ordinaty sense. An "account" is "a 

precise list or enumeration of financial transactions." (Ex. I at 12; Ex. 0 at 3.) It is not limited 

to "a record of debit and/or credit transactions," as proposed by Defendants. 

S. "one or more pieces of payment information including an amount, 
information for identifying the r ecipient party or the originator party, a date, 
and a check control or serial number " - '148 Patent, claim 35 

Stamblet·'s Construction Defendants' Construction 
one or more pteces of the following payment one or more pieces of payment infmmation, the 
inf01mation: an amount, infmmation for one or more pieces of payment infon nation 
identifying the recipient patty or the miginator including each of the following: an amount, 
party, a date, and a check control or serial number infmmation for identifying the recipient patty 

or the miginator patty, a date, and a check 
control or setial number 

The patties' dispute whether the claimed payment instnunent must include all, or just one of, 

"one or more pieces of payment infmmation." Stambler 's constmction, which was adopted by 

the JPMorgan Comt and agreed to by the pat·ties in Merrill Lynch, aligns with, and is required 

by, the phrase "one or more pieces of payment infmmation." (Ex. Cat 27-28; Ex. D at 7.) That 

phrase - "one or more" - leaves no question that the claim is satisfied when one "piece" of 

payment infmmation is included with the instrument. Defendants' constmction tmns a blind eye 
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to the plain meaning of the tenn and demands that the instrument include all the recited pieces of 

payment information. That constmction contradicts the claim language and must be rejected. 

T. "check control or serial number" - ' 148 Patent, claim 35 

Stambler's Construction Defendants' Construction 
a value that is used to identify an instrument a tmique number for detennining the identity of the 

instrument 

A setial number is "a number that is one of a series and is used for identification." (Ex. I at 

1647.) A check serial number, which Stambler calls a check control number, is a setial number 

assigned to a check in a selies of checks. (See Ex. Q at 3:37-38.) Stambler 's constmction is 

consistent with the ordinary meaning of "check control or serial number." Defendants' 

constmction, however, imposes an additional limitation - "uniqueness" - that fmds no suppmt 

in the specification or the claims. Although the patents describe embodiments in which a check 

controVsetia1 number is used to detennine that an instmment is not a duplicate, nothing in the 

specification requires that a check control/setial number is "unique." (7:21-24, 14:36-41.) 

Indeed, check control numbers (e.g. , 101, 102, 103 ... ) are often used in connection with account 

numbers to detect duplicates. Yet different customers Inight have checks with the same selial 

number. Accordingly, Defendants' construction is improper. 

U. "descriptive details of the first party" - ' 148 Patent, claim 4 

Stambler's Construction Defendants' Construction 
inf01mation that describes a feature of the first 

Claim 4 states that "the secret key is obtained by the first party using a PIN, or using 

descrip tive details, of tile first party." Stambler's construction is consistent with the ordinaty 

meaning of that claim language. Descriptive means "serving to describe," and detail means "an 

individual patt." (Ex. I at 505, 508.) It follows that "descriptive details of the first party" means 

"information that describes a feature of the first party." Defendants' construction should be 
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rejected because it disregards the plain meaning of the claim language. While "descriptive 

detail" may identify a party, it is not required to do so. 

Stambler's constmction is also consistent with the specification. As discussed above, the 

claimed "secret key" is an embodiment of the disclosed joint key. See Section II(H). The 

specification states that a joint key is "generated using infmmation associated with at least one of 

the patties involved in the transaction." ( 5: 11-12.) Infmmation that desclibes a feature of the 

first patty is "infmmation associated with" at least one of the patties to a transaction. The 

specification does not require that the joint key is generated using infonnation that "identifies" a 

patty, as Defendants allege. For example, the specification discloses using a person's telephone 

number to access a file that contains information (ROC and CPN) used to derive the joint key. 

(4:8-43.) The telephone number, which is used to obtain the joint key, is info1mation that 

describes a feature of a patty, but it is plainly not "infmmation that identifies the first pruty" 

because a telephone number may identify with numerous pa1ties (e.g., different members of a 

household). 

V. " instrument for transferring funds" I "payment instrument" - ' 148 Patent, 
claims 1, 28, 34, 35 

Stambler 's Construction Defendants' Construction 
"inst:mment for t:ransfening funds": a document "insttument for t:ransfening funds": a financial 
(including paper or electronic) that is used to transfer document (including paper or electt·onic) that 
fimds to a recipient party includes all the infonnation necessruy to transfer 

funds to a recipient party 
"payment instrument": a document (including paper 
or electronic) that is used to tt·ansfer fimds to a "payment i.nstmment": a fmancial document 
recipient party in connection with a [payment] (including paper or electt·onic) that includes all the 

infonnation necessary to tt·ansfer fimds to a recipient 
patty in c01mection with a payment 

Stambler's constmctions were adopted by the JPMorgan Court and agreed to by the pa1ties 

in Merrill Lynch. (Ex. Cat 20; Ex. D at 7.) Defendants' constluction should be rejected because 

the te1m "financial document" is uncleat· and superfluous. It is unclear what a "financial 
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document" is, and the tenn "'financial" is wholly unnecessruy because the patties agree that the 

claimed instruments are used for "transfening funds" and that a "payment instrument" is used 

"in connection with a payment." 

Defendants' constmctions should also be rejected to the extent they require an "instmment" 

to include "aU the inf ormation necessary to tTansfer funds to a recipient patty." The limitation 

"all the infonnation necessa1y to transfer fimds" finds no suppmt in the int1insic record. 

Moreover, the asserted claims explicitly recite what infmmation the claimed "inst1ument" must 

include. For example, claim 1 (from which asse1ted claim 4 depends) recites "the inst11ment 

including the first infmmation and the [VAN]," and "the fust infmmation including an amount 

and infmmation for identifying the first patty or the second pa1ty." 

W. "en or detection code" - ' 302 Patent, claim 48; ' 148 Patent, claim 35 

Stambler 's Construction Defendants' Construction 
the result of applying an algorithm for coding an algorithm for coding infonnation that, when 
infonnation that, when applied to original applied to miginal infmmation, creates coded 
infmmation, creates coded infonnation wherein infmmation wherein changes to the coded 
changes to the coded infonnation can be detected infmmation can be detected without complete 
without complete recovery of the original infonuation recove1y of the original infonnation 

Stambler asks the Cowt to cla1ify that the claimed "enor detection code" is the result of 

applying an algmithm. Claim 35, for example, recites "creating an error detection code (EDCl) 

by coding one or more pieces of payment infmmation." In the claimed contexts, enor detection 

code clearly refers to the result of applying an algorithm rather than the algorithm itself 

X. " including the VA.i~ with the instrument" - ' 148 Patent, claim 34 

Stambll'r's Consh ·uction Dl'fendants' Construction 
No constntction necessary beyond the meaning of the the VAN accompanying the instmment 
terms VAN and instrument. 

including the rv ANl with the rinstmmentl 

The Comt's consuuctions for the te1ms "VAN' and "instmment" will resolve atly question 

conceming the scope of the phrase "including the VAN with the inst1ument." Defendants 
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apparently believe that the tenn "including" is ambiguous. The tenn "including" is an ordinmy 

word that Stambler uses in its ordinmy sense. For instance, the specification states that in an 

electronic transaction, " the VAN and at least a p01tion of the inf01mation relevant to the 

transaction are included with the elect:tical signals associated with the elect:t·onic t:t·ansaction." 

(5:28-32.) In this context, as in other contexts in the patent, Stambler uses "including" according 

to its ordina1y meaning "taking in as a patt, an element, or a member."12 Defendants' 

constmction should be rejected as inconsistent with the ordina1y meaning of the claim language 

and a transparent attempt to nanow the claim language. Stambler is unawm·e of m1y objective 

source that defmes "including" as "accompanying." (See Ex. I at 913: Ex. Nat 576.) 

Y. " attaching the VAN to the instrument" - ' 148 Patent, claim 1 

Stambler's construction is consistent with the ordina1y meaning of the claim language. The 

two most common definitions of "attach" m·e "to fasten, secure, or join" and "to connect as an 

adjunct or associated condition or pmt." (Ex. I at 118.) Defendants' const:tuction should be 

rejected because it disregards the breadth of the claimed "attaching" by limiting the te1m to 

joining. Defendants' construction also changes the verb tense of the phrase (i.e. , joined) . 

Z. " appending the VAN to the payment instrument" - ' 148 Patent, claim 28 

Stambler·'s Constm ction Defendants' Constm ction 
joining or connecting the [VAN] to tl1e [payment the VAN joined to the end of the instrument 
instrument 1 

Defendants' constmction should be rejected because the common meaning of "appending" is 

not limited to joining "to the end." (See Ex. I at 88.) Nor is there any suppo1t in the int:tinsic 

record for adding this limitation. Additionally, the specification discloses imprinting a VAN on 

a physical check and including the VAN with an electronic inst:tument. It is unclear what 

12 Should the Court constme the word "include," Stambler proposes "taking in as a part, an element, or a 
member." 
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constitutes '"the end of' a check or ~the end of' an electlical signal. Additionally, Defendants' 

construction changes the verb tense of the phrase (i.e. , joined). 

AA. "accounts receivable" I "accounts payable"- ' 302 Patent, claim 44 

Stamblt>r's Construction Deft>ndants' Construction 
"accmmts receivable": a record that indicates a "accmmts receivable": balances of multiple 
monetru-y value owed accounts of funds due from one or more debtors 

"accmmts payable": a record tl1at indicates a monetary "accom1ts payable": balances of multiple accmmts 
value due to be paid of fimds due to one or more creditors 

The parties dtspute whether "accounts recetvable" and "accOtmts payable" refer to a smgle 

record, or whether the tenns must refer to multiple records (i.e. , "balances of multiple 

accounts"). Stambler's const111ctions are consistent with the ordinaty meaning of "accounts 

receivable" and "accounts payable," which simply mean "money owed to a company" and 

"money owed by a company," respectively. (Ex. 0 at 211, 244.) Defendants' constmctions 

should be rejected to the extent they require that the claimed tetms include multiple records (i.e., 

"balances of multiple accounts"). For example, accounts receivable may include indications of 

monetaty value owed for one account (e.g. , when a company has only one customer accOtmt) or 

monetaty value owed for multiple accounts (e.g. , when a company has multiple customer 

accounts). In fact, an accounts receivable might even be empty (e.g. , when a company has no 

customers). The same is true with respect an account payable. Accounts payable may include 

indications ofmonetaty value owed for one account (e.g. , when a company owes money to only 

one creditor) or monetaty value owed for multiple accounts (e.g. , when a company owes money 

to multiple creditors). And an accounts receivable might even be empty (e.g. , when a company 

has no creditors). 

III. CONCLUSION 

For the foregoing reasons, Stambler asks that the Cowt adopt his proposed constmctions. 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE EASTERN DISTRICT OF TEXAS 

MARSHALL DIVISION 

LEON STAMBLER, 

Plaintiff, 

v. 

AMAZON.COM, INC., eta!, 

Defendants. 

I, Ryan P. Griffin, say and declare as follows: 

CIVIL ACTION NO. 2:09-cv-310 

DECLARATION OF RYAN P. GRIFFIN 
IN SUPPORT OF PLAINTIFF'S 
OPENING CLAIM CONSTRUCTION 
BRIEF 

1. I am an attorney licensed to practice in the State of Texas and am an associate in the law 

firm of Nelson Bumgardner Casto P.C., counsel of record for Leon Stambler. This declaration is 

based on my own personal knowledge and if called as a witness I would and could competently 

testify thereto. 

2. Attached hereto as Exhibit A is a tlue and accurate copy of U.S. Patent No. 5,793,302 

issued to Leon Stambler on August 11, 1998. 

3. Attached hereto as Exhibit B is a true and accurate copy of U.S. Patent No. 5,974,148 

issued to Leon Stambler on October 26, 1999. 

4. Attached hereto as Exhibit Cis a true and accurate copy of the April9, 2010 claim 

constluction order in the case styled Stambler v. JP Morgan Chase & Co., et al., No. 08-204-DF-

CE (E.D. Tex.). 

5. Attached hereto as Exhibit Dis a tlue and accurate copy of the September 24,2010 claim 

constluction order in the case styled Stambler v. Merrill Lynch & Co., Inc., et al., No. 08-462-

DF-CE (E.D. Tex.). 
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6. Attached hereto as Exhibit Eisa true and accurate copy of the January 29, 2003 claim 

construction order in the case styled Stambler v. RSA Security Inc., et al., No. 01-65-SLR (D. 

Del.). 

7. Attached hereto as Exhibit Fare true and accurate excerpts from D.W. Davies & W.L. 

Price, Security for Computer Networks: An Introduction to Data Security in Teleprocessing and 

Electronic Funds Transfer (John Wiley & Sons 1989). 

8. Attached hereto as Exhibit G are true and accurate excerpts from Dennis Longley eta!., 

Information Security: Dictionary of Concepts, Standards and Terms (Stockton Press 1992). 

9. Attached hereto as Exhibit H are true and accurate excerpts from a response to the United 

States Patent and Trademark Office dated November 7, 1997. 

10. Attached hereto as Exhibit I are true and accurate excerpts from The American Heritage 

Dictionary of the English Language (3d ed. 1992). 

11. Attached hereto as Exhibit J are true and accurate excerpts from Defendant's Opening 

Markman Brief, dated October 15, 2002, which was made in support of the defendants' claim 

constructions in the case styled Stambler v. RSA Security Inc., et al., No. 01-65 (SLR) (D. Del.). 

12. Attached hereto as Exhibit K are true and accurate excerpts from Computer Dictionary 

(Microsoft Press 1991 ). 

13. Attached hereto as Exhibit L are true and accurate excerpts from The Chicago Manual of 

Style (15th ed. The University of Chicago Press 2003). 

14. Attached hereto as Exhibit M are hue and accurate excerpts from Manual of Patent 

Examining Procedure (6th ed. rev. 3 1997). 

15. Attached hereto as Exhibit N are tme and accurate excerpts from Webster's New 

Collegiate Dictionary (1981 ). 
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16. Attached hereto as Exhibit 0 are true and accurate excerpts from Dictionary of Business 

(Fitzroy Dearborn 1998). 

17. Attached hereto as Exhibit Pare true and accurate excerpts from the P.R. 4-5 chart filed 

by the parties in the case styled Stambler v. Merrill Lynch & Co., Inc., et al., No. 08-462-DF-CE 

(E.D. Tex.). 

18. Attached hereto as Exhibit Q are true and accurate excerpts from U.S. Patent No. 

4,404,649 issued to Nunley et al. on September 13, 1983. 

Dated: October 6, 2010 

Ryan P. Griffin 
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United States Patent [19] 

Starn bier 

[54] MEmOD FOR SECURING INFORMATION 
RELEVANT TO A TRANSACTION 

[76] Inventor: Leoo Stambler. 7803 Boulder La .• 
Parkland. Fla. 33067 

[ •] Notice: The term of this patent shall not extend 
beyond the expiration date of Pat. No. 
5.267 .314. 

[21) Appl. No.: 747,174 

[22] Filed: Nov. 12, 1!196 

Related U.S. Apptication Data 

[60) Continuation of Ser. No. 446,369, May 22, 1995, wbichjs a 
division of Sec. No. 122,071, Sep. 14, 1993, Pat No. 
5,524,073, wbicbis a division of Ser. No. 971,385, Nov. 17, 
1992, Pal No. 5,267,314. 
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[58] Field or Search ......................... 34(11825.31. 825.34; 
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METHOD FOR SECURING INFORMATION 
RELEVANT TO A TRANSACTION 

Titis is a continuation of application Ser. No. 08/446.369. 
filed May 22.1995, which in tum is a division of application 
Ser. No. 08/122.071. filed Sep. 14. 1993, now U.S. Pat No. 
5.524.073, which in turn is a division of application Ser. No. 
CJI/977;385. filed Nov. 17, 1992. now U.S. Pat No. 5,267, 
314. 

2 
until the p:-eseot iovention, it has not been possible to verify 
the identity and to secure the interests of all parties to 
multi-party transactions and. in particular, absent parties to 
a transaction. 

SUMMARY OF THE lNVENTION 

Briefly, the present invention .is directed to a transaction, 

This application is related to application Ser. No. 08/445, 10 
447. filed May 22. 1995, and application Ser. No. 081445, 
612. now U.S. Pat. No. 5.646998 filed May 22, 1995. now 
U.S. Pat No. 5.555;303. 

document processing. or record access system which avoids 
the shortcomings of known systems of this type. In accor­
dance with an embodiment of the present invention, when a 
ttansaction. document or thing needs to be authenticated. 
information associated with at least one of the parties 
involved (e.g .. an originator and/or a recipient) is coded to 
produce a joint code. 'This joint code is then utilized to code 

FIELD OF THE INVENI10N 

The present invention relates generally to :secure transac­
tion systems and, more particularly. concerns a method and 
apparatus for authenticating documents, records and objects 
as well as lhe individuals who are involved with them or 
responsible for them 

BACKGROUND OF THE lNVENTION 

There are many times in our daily lives when the need 
arises for highly secure transactions. For example, instru­
ments of commerce. such as checks, stock certificates. and 
bonds are subject to theft and forgery. From the time a 
docwnent is issued, the information contained on it. or the 
name of the recipient could be changed. Similarly, passports. 
pay checks, motor vehicle registrations. diplomas, food 
stamps. wager receipts. medical prescriptions, or birth cer­
tificates and other official documents are subject to forgery. 
fraudulent modification or use by an unintended recipient 
As a result. special fonns. official stamps and seals, and 
special authentication procedures have been utilized to 
assure the authenticity of such documents. Medical, legal 
and personnel records. and all types of infonnation in 
storage media are also subject to unauthorized access. Pass­
wocds and coding of such records have been used to thwart 
unauthorized access. However, lhere have always been 
ingenious individuals who have somehow managed to cir­
cumvent or evade all such systems of seauity. 

With the introduction of computers and computa com­
munications into business transactions and document 
processing, a certain degree of security was gained, in that 
it is now possible to verify documents and transactions nwch 
more quickly, thereby avoiding many frauds which previ­
ously went unnoticed until it was too late. However. with the 
elimination of the human factor, verification of the identify 
of parties also became more difficult A pressing need still 
exists for business transaction, document processing and 
record access systems which can assure the identity of the 
parties and the accuracy of the information involved in the 
ttansaction. As used herein, the term .. record access sys­
tems" includes systems which access media which contains 
data. messages, text, FAX. audio, video. drawings, images, 
photo, electronic and physical mail. safe boxes., and the like. 
As used herein lhe term "business transaction system" will 
be intended as a generic tenn to describe all such 
transaction, document processing and record access 
systems, including ones not related to business use, such as 
passport authentication systems. 

The serurity probleJDB described above have been handled 
with some degree of success in systems involving a single 
party transaction where the party is present For example. 
during the use of an automatic teller machine. the customer 
is the sole party involved and is present in person. However. 

15 information relevant to the transaction. document or record. 
in order to produce a variable authentication number (VAN) 
or code at the initiation of the transaction. This VAN is 
thereafter associated with the transaction and .is recorded on 
the docwnent or thing, along wilh the original information 

10 that was coded. During subsequent stages of the transaction. 
only parties capable of reconsttucting the joint code will be 
able to uncode the VAN properly in o.rder to re-derive the 
information. Thus. the joint code serves to authenticate the 
parties, and the comparison of the re-derived information 

15 against the information recorded on the document serves to 
authenticate the accuracy of that information. Alternatively, 
the infonnation could be authenticated by regenerating a 
VAN from the recorded infonnation and comparing the 
regenerated VAN with the recorded VAN. 

30 
In accordance with an embodiment of the present 

invention, at the time of enrolling as a user of the system. 
each user selects a pasonal identification number (PIN). 
which is secret does not exist in an uncoded form. and 

35 
cannot be recovered from other information anywhere in the 
system. During or after enroUment. a non-secret identifica­
tion code and a secret code arc also stored in a user's file at 
the user associated computer facility. When a user partici­
pates in a transaction, the user is required to utilize his or her 

40 
PIN. which after being coded is used to derive a coded 
arbitrary number. Subsequently, this arbitrary code is com­
pared to another such code which is generated from a 
reconstituted vel'Sioo of the coded PIN. in order to authen­
ticate the user's identity. One of the embodiments creates a 

45 
computer file with a secret address to authenticate a user•s 
identity, and to secure sensitive records. The address is 
prefenbly not stored anywhere in the system. but is gener­
ated when needed from information supplied by the user. In 
some embodiments of the present invention. when a joint 

50 
code is created as described above. one participating user 
(e.g.~ the originator) must provide his or her PIN". The other 
party's non-secret identification code and lhe PIN are uti­
lized in creating the joint code. In other embodiments. the 
joint code is created from the coded PIN• s of the partici-

55 pants. 

BRIEF DESCRll'fiON OF THE DRAWINGS 

The foregoing brief descriptioo as well as further objects. 
features, and advantages of the _present invention will be 

60 nnde.rstood moo: completely from the following detailed 
description of the presently preferred, but nonetheless 
illustrative. embodiments of the invention, with reference 
being bad to the acconapanying drawings, in wbich: 

FIGS. 1-S illustrate the symbols utiliz.ed in the present 
65 application to represent conventional building blocks used to 

fonn the invention. these building blocks being respectively, 
a coder. an uncodtt, a liBker. a mixer. and a sorter; 
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FIGS. 6-8 are functional block diagrams illustrating a three phases of operation. In the first phase. illustrated in 
chect transaction system in accordance with a first embJdi- FlG. 6. a user of the system must enroll in order to be 
meot of the present invention, with FIG. 6 illustrating user recognized by the system. Each user enrolls at his or her 
enrollment. FIG. 7 illuslrating how an originator generates a bank. or at another convenient location, such as a place of 
check. and FIGS. 8A and 8B illustrating the authentication employment, in the presence of an officer, who appropriately 
process when the chect is presented to be cashed; verifies the user's identity and obtains the typical infonna­

tion from him. including his taxpayer identification number 
FIGS. 9-12 are functional block diagra.ms illustrating a (TIN) and telephone number. An account is then opened for 

credential issuing and authentication system in accordance the user and a file is created for him or her in the bank's 
with a second embodiment of the present invention, with 

10 computer. and the bank assigns a person account number 
FIG. 9 illustrating the enrollment of an official, FIG. 10 (PAN) to the user's accounl If a bank card is issued to the 
illustrating the enrollment of a user. FIG. 11 illustrating the user. it usually contains the PAN and a bank identification 
issuance of the credential, and FIG. 12 illustrating the number (BIN). 
authentication of an issued credential; 

While operating a terminal, the user is requested to select 
FIGS. 13A-13E. when arranged as illustrated in FIG. 14. 

15 
a personal identification number (PIN) and to enter that PIN 

collectively represent a functional bloct diagram of a check into the terminal. The user complies and such entty occurs 
transaction system similar to that of FIGS. 6-8. but includ- at block 10 of FIG. 6 with the typical transaction 
ing the basic processing necessary to clear and pay a check infonnation. including the user's TIN or PAN. being entered 
electronically; at block 11. The PIN is applied directly to an irreversible 

FIGS. 1SA-15C are functional block diagrams of a ere-
20 

coder 12. where it is processed to produce a coded PIN 
dential issuing and authentication system according to an (CPN). Coder 12 may be any type of conventional coding 
alternate embodiment of the present invention; and device which can process the PIN so that the coding is 

FIG. 16 is a functional block diagram of a system for irreversible (i.e .. the PIN cannot be recovered from the 
authenticating a party and for authorizing access to a secret CPN). At the same time, a random number generator 14 
file associated with the party according to an alternate 25 produces a random number (RN). whidl is applied to a 
embodiment of the present invention. mixer Hi along with the CPN. Alternately, the user may be 

DEfAn...ED DESCRIPTION OF THE permitted to select an arbitraJy number for RN. 
PREFERRED EMBODIMENTS The signal produced by mixer 16 is then transmitted to lhe 

bank's computer. where it is applied to a sorter 18. n is 
FIGS. 1-5 illustrate the functional building blocks uti- 30 assumed lhat this transmission preferably occurs over a 

lized in the preferred embodiments. All of these components secure line. such as one protected by a tandem coder and 
are conventional building blocks for computer or commu- unc:oder which ca.o utilize a joint terminal-bank key. The 
nication systems. Moreover, those skilled in the art will sorter recovers the original CPN and RN. saving RN in the 
appreciate that the blocks can be realized as hardware user's file at block 22. n should be noted that in saving RN. 
components, or they can be realized as functional blocks in 33 the user's file is accessed by using his TIN as an index. The 
an overall computer program. received CPN is applied as the data input to a coder 20, 

The coder illustrated in FIG. 1 and the uncoder illustrated which receives RN as its key input, producing a revisable 
in FIG. l may be any form of such device utilizing a known owner code (ROC) which is saved in the user's file in the 
algorithm. such as the Data Encryption Standard (DFS). A same manoer as RN. Various additional information is saved 
coder, as illustrated in FIG. 1. has at least one data input, at 40 in the user's file. such as his personal account number 
which it receives clear data. h also has one or more (PAN), name, phone number (PHN). account balance, and 
additional inputs for receiving keys K1 , K 2• which are other relevant information. The user's T'IN", PAN or PHN can 
utilized to code the clear data into a form in which it could be used as an index to access the user~s :fi.le. CPNrepresents 
not be easily recognized or uncoded without the use of the coded authentication information since it is a coded fonn of 
keys. A variable which is used as a key may be padded to 45 the P.I:N'", and since it is used in other parts of the system to 
obtain the desired security. An uncoder (FIG. 2) reverses the authenticate the user and the transaction. The system pref-
process of the coder. Basically. it receives the coded data and erably maintains RN as a secret nwnber (although in the 
utilizes the same keys to reconsiiUct the clear data. present embodiment the user file is not secret since it is 

A linker (FIG. 3) receives a plurality of data inputs and accessed using a non-secret index) and ROC is maintained 
concatenates them into a longer code word (D1, D2 ••• Dl',,). so as a non-secret number. M explained in detail below, CPN 
Similarly. a mixer (FIG. 4) receives a plurality of data inputs is derivable from ROC and RN. 
(D1, and D2 through DN) and mixes their digits or binary FIG. 7 illustrates how the originator generates a check in 
bits. A simple example of a mixer would be a conventional accordance with the present invention. This process prefer-
time division multiplexer which is used to interleave plural ably takes place at the originator~ s terminal or computer. D 
data inputs. However, in many applications, it will be ss is assumed that the originator would be generating a check 
preferable to utilize a more sophisticated mixer, such as one in the usual manner and would include on it all of the 
that utilizes arithmetic and logical combinations of digits or information usually found on a check. as well as the infor-
bits. A sorter (FIG. 5) reverses the process of a linker O£ a matlon nonnally recorded or imprinted on check forms, such 
mixer, that is, it receives a concatenated or mixed code word as tberecipient'sname and TIN (RI'IN).and the originator•s 
and reproduces the original component words. A time divi- 60 personal account number and bank. identification nwnber. 
sion demultiplexer could seiVe as a sorter for a mixed signal Preferably, the terminal includes a check reader and printer 
originally genaated by a multiplexer. which can read necessary infonoation from the originator's 

FIGS. 6, 7. SA and SB constitute a functional block check f0£J1l and print information on lhe form... although this 
diagram illustrating the present invention in a check tt'a.Ds- could also be done manually by the originator. The origi-
action system. The system illustrated in FIGS. 6, 7. BA and 65 nator and the recipient can be the same person, for example, 
8B are well suited for use in generating and processing where a person is cashing a persooal check originated by the 
employee paychecks, fO£ example. The system involves penaon. In the case of multi-party checks, the check is 
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originated by a present party (i.e .• the originator) in favor of a coder 44. A random number generator produces a random 
an absent party (recipient). numbec (i.e.. an arbitrary nwnber) RNX which is applied as 

The originator enters his or her PIN' at a tenninal or the data input to coder 44. Coder 44 then produces a coded 
computer. 1brough irreversible coder 10. the originatoc's random number (i.e .. a coded arbitrary number), CRNX. 
PIN is converted to a coded PIN (CPNO). which is applied which is applied to mixer 48 along with RNX. The output of 

the mixer is. therefore, a signal which contains CRNX and 
as the key input to coder 28. The data input to coder 28 is RNX in 8 converted form. 50 that neither number nor CPNR 
the recipient's TI:N" (RTIN), which has been read from the may readily be discerned from the signal. CRNX represents 
check. or accessed from the computer memory, or entered by coded authentication info.nnation because it is a coded 
the originator. The data output of coder 28 is a joint key (JK), 

10 
representation of CPNR. and because it is used by the 

which is applied as the key input to a coder 30. Generally, system to authenticate the recipient and the transaction. 
the JK is generated using information associated with at The mixer signal, along with the infonnation entered in 
least one of the parties involved in the transaction (in this block 4l and the information read from the check are 
case. the originator and recipient). As will be shown more transmitted to the computer at the recipient's bank (ie., 
fully below. the joint key (or code) is used to protect and 

15 
remote bank CPU) over preferably an unsecured line (the 

authenticate the originator and recipient. The data input to use of an unsecured line is possible because CRNX and 
the coder 30 is the infonnatioo (INFO) to be authenticated RNX. not CPNR, are transmitted from the mixer 48 to the 
(that is, information relevant to the transaction. such as sorter 62). The system first authenticates the identify of the 
check number. amount etc.). check holder at the recipient's bank. Next the information 

The data output of the coder 30 is a variable authentica-
20 

on the check. as well as the originator and recipient. are 
tion number (VAN)~ which codes the infonnation to be authenticated at the originator's bank. 
authenticated. based upon information related to the recipi- At tbe recipient's bank. the output of mixer 48 is received 
ent and information related to the originator. Note that the in a sorter 62, which separates CRNX and RNX, with CRNX 
VAN is alternatively generated directly from INFO and being applied to a comparison block 64 and RNX being 
information associated with at least one of the parties, 

25 
applied as the data input to a coder 66. Based upon the 

without the intermediate step of generating the JK. The VAN recipient's TIN. RJ'IN, his bank's computer is able to access 
and at least a portion of the information relevant to the his file at block 68 and to extract his ROC (a non-secret 
transaction are written or Imprinted upon the check 32, number) and RN (a secret nwnber). ROCR and RNR there-
thereby beooming a permanent part of it Alternately. the from. ROCR and RNR are applied as the data and key 
check may represent an electronic transfer of funds or some 

30 
inputs, respectively. to an uncoder 70, which generates the 

other type of electronic transaction. In this case, the VAN recipient's CPN. CPNR. which is applied as the key input to 
and at least a portion of the information relevant to the coder 66. Coder 66. therefore. reproduces the recipient's 
transaction are included with the electrical signals associated coded random number. CRNX (in the same manner as ooder 
with the electronic transaction. 44). which is applied as the second input to comparison 

It is contemplated that in creating the VAN. all informa- 35 block 64. It should be appreciated that the CPNR output of 
tionwouldnotnecessarilybecodedinthesamemanner.For unooder 70 is the true CPNR derived from the bank's 
example, the amount of the check might be considered records. Accordingly. the CRNX produced by coder 66 is the 
important enough so as to be recoverable completely. and it true CRNX. Therefore, should the comparison at block 64 
would be coded into the VAN in a manner that would permit fail the authentication of the recipient has failed and it is 
complete recovery. Other iofonnation, such as the date and 40 presumed that recipient is not the party presenting the check. 
check control number might be considered less important The transaction is therefore aborted. On the other hand. if the 
and would be coded into the VAN in such a manner as to recipient's identity is authenticated. the transaction can 
permit detection of changes (e.g .. error detection coding), proceed. The recipient's bank then communicates with the 
but without oomplete recovery of the original information. originator's bank. oonveying all the infonnation about the 

As noted above. other predetermined infonnation which 45 transaction and requesting authorization to pay (block 71). 
is known jointly by the originator and recipient, and which As shown in FIG. BB. at the originator's bank. using 
does not appear on the check. can also be used to derive the OTIN (or the originator's PAN) as an index. the originator's 
VAN. For example. when a check is drawn to multiple ROCO and random oumbec. RNO. are extracted from the 
recipients, e.g., husband and wife, each recipient's TIN originator's file at block SO. ROCO is applied as the data 
(which does not appear on the check) may be used to derive 50 input to an uncoder 52, and RNO is applied as the key input 
the joint code and VAN. This makes it more difficult to to uncoder 52. Uncoder 52 therefore reverses the operation 
fraudulently generate the VAN since the jredetermlned perf0£Ill<d by coder 20 (FIG. 6) when the originator 
information not appearing on the check would not be enrolled, producing the originator's CPN. CPNO. CPNO is 
generally known. theo applied as the key input to a coder 56, which receives 

FIGS. 8A and 8B illustrate the authentication process at a ss the recipient's TIN. FITIN. as the data input. 
terminal when the recipient presents the originator's check ID accordance with the embodiment just described, it is 
to be cashed. The terminal communicates via a network of contemplated that security considerations may warrant 
the banks Involved in the transaction. Preferably, the termi- revising the ROC from time to time independent of any 
nal includes a device which can read information directly transaction. Toward this end. CPN could be reconstituted 
from the check 32. Alternately. the terminal operator can 60 from the current ROC and RN as in block: 52. Next. a new 
manually key information into the terminal, based upon RN is used with CPN to generate a revised ROC. making use 
infonnation appearing on the face of the check 32. At block of a coder in the same manner as coder 20 of FIG. 6. The 
40, the recipient inserts his or her PIN, and at block 41, user's new RN and ROC are stored and accessed. and CPN 
identifies his bank and enters his TIN (RI'JN) and all need only be reproduced at the bank where the user main-
information required by the terminal to initiate the transac- 6S tains an account 
tion. An irreversible oodec 42 processes the PIN to produce In the same manner as coder 28 of PIG. 7, coder 56 
the coded PIN. CPNR. which is applied as the key input to therefore produces the joint key JK. JK is applied as the key 
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input to an uncoder 58, which receives the VAN from check 
32 as its data input. Uncoder 58 therefore reverses the 
coding operation performed by coder 30 of FIG. 7. If the 
infonnation on the check has been unmodified, the coder 58 
should therefore reproduce the information INFO from the 
check which was sought to be authenticated. In block 60, a 
comparison is made between the output of uncoder 58 and 
the infonnation appearing on the check. Failure of this 
comparison is an indication lhat the check may have been 
modified after being issued, and the originator's bank noti­
fies the recipient's bank that the check will not be honored. 
Alternatively. the joint key JK from the coder 56 can be used 
to code the information (INFO) from the check to generate 
a new VAN, which can then be compared wllh the VAN from 
the check to authenticate the check. 

Should the comparison be favorable. this is an indication 
that the check is authentic and unmodified, and the origina­
tor's bank accesses the originator's account (block 61) to 
determine if the account is in order and has sufficient funds 
or credit to pay the check. The date of the check is deter­
mined to be acceptable. H the check conb:ol number does not 
appear in the originator's file as a previously cashed check. 
then the current check conb:ol number is saved to prevent 
fraudulent check reuse. The originator's bank generates a 
redeemed or redemption VAN (RVAN) in coder S4, using its 
bank key and the original VAN. RYAN is saved in the 
originator's file (block 55) and is recorded on the check 
(block 57). The originator's acccunt is then debited. The 
originator's bank then authorizes the recipient's bank to pay 
the check On the other hand, if originator's bank finds any 
irregularity in the check or in the originator's account, it will 
notify the recipient's bank that the check is dishonored. 

The RVAN (and other RYAN's from other lransactions) 
can be accessed from originators' files by banks and other 
financial instirutions involved with processing checks to 
detennine the status of checks. Thus, by creating and stodng 
the RVANs in the originators' files, fraudulent reuse of 
checks is avoided. 

At block 72 (FlG. 8A). the recipient's bank receives the 
originator's bank's instructions. It will then notify the recipi­
ent if the check has been dishonored. If the check has been 
honored, the recipient's account may be credited as in a 
deposit. Alternately. the recipient can receive payment 
immediately if he is at an appropriate terminal, such as an 
automatic teller machine. 

Essentially. the check has cleared automatically. on-line, 
without further check handling or processing. 

In a transaction where the user cashes bis own personal 
check, the originator and recipient are one and the same. A 
VAN is created from a joint code which combines informa­
tion associated with the user~ such as the user's identification 
number (I1N or PAN) and the user's CPN. which is gener­
ated directly from a PIN entered by the user. When the VAN 
is authenticated~ the joint code is derived by combining the 
user's identification number (TIN or PAN). and the user's 
true CPN~ which is generated from the RN and ROC 
retrieved from the user~s file, with the TIN (or PAN) serving 
as a file index. 

As noted above. in AG. SA it is possible to use an 
unsecured link between the mixer 48 and the sorter 62 
because CRNX and RNX. not CPNR, are transmitted from 
the mixer 48 to the sorter 62. However, a secmity problem 
still exists in using an unsecured line between the mixer 48 
and the sorter 62 because the signal can be recorded and then 
played back later to attempt to fraudulently authenticate a 
fraudulent trn.nsaction. In an alternate embodiment of the 

8 
present invention. an anti-duplication variable authentica­
tion number (ADVAN) is generated at the recipienCs ter­
minal by coding at least a transmission date and time with 
the CPNR by a coder (not shown). The ADVAN is then 
mixed with the CRNX and the RNX by the mixer 48 and 
sent to the remote bank CPU over the unsecured line to the 
sorter 62. AI the remote bank CPU, the CPNR which is 
generated by the uncoder 70 is used to uncode the ADVAN 
to regenerate the h:ansmission date and time. The signal 

10 
received over the unsecured line is then authenticated by 
comparing the regenerated transmission date and time to a 
reception date and time (that is, the date and time at which 
the signal was received at the remote bank CPU). In this 
manner. the recipient and transaction are further authenti-

15 
cated. 

According to another embodiment of the present 
invention, RNX is generated at both the recipient terminal 
and the remote bank CPU. To generate the RNX at the 
remote bank CPU. a random number generator is located at 

20 
the remote bank CPU, wherein the random number genera­
tor at the remote bank CPU is similar to and synchronized 
with the random number generator 46 located at the recipi­
ent's terminal. In"st.ead of transferring the RNX and the 
CRNX, only the CRNX is transferred over the unsecured 

25 line from the recipient's tenninal to the remote bank CPU. 
At the remote bank CPU, the CPNR generated by the 
uncoder 70 is coded by the coder 66 with the RNX generated 
at the remote bank CPU to generate the CRNX. The gen­
erated CRNX is then compared by the comparator 64 with 

30 the CRNX lransferred from the recipient's terminal to the 
remote bank CPU to authenticate the recipient and the signal 
received over the unsecured line. In this manner, the recipi­
ent and transaction are further authenticated. 

According to another embodiment of the present 

35 invention, CRNX is never generated. Instead, the CPNR 
generated by the irreversible coder 42 is sent to the remote 
bank CPU over a secured line, rather than over an unsecured 
line. The CPNR generated by the uncodcr 70 is then 
compared by a comparator (not shown) with the CPNR sent 

40 from the recipient's tennina1 to the remote bank CPU to 
autheoticate the recipient. In this alternate embodiment. the 
random number generator 46, coder 44, mixer 48. sorter 62. 
and coder 66 are not required, although a secure line is 
required. 

45 FIGS. 9-12 constitute a functional block diagram illus-
trating the present invention in a credential issuing and 
authentication system. The system involves the same three 
phases of operation as the check transaction system of FIGS. 
6~ 7, 8A and 8B. However. all users are enrolled by aa 

50 authorized official who must be emolled first. Accordingly. 
there are two enrollment processes wbich are somewhat 
different The first one is emollment of the official. aod the 
second one is enrollment of a user prior to or at the time of 
issuing his credentials. It is oootemplated that this system 

55 would be useful for all types of credentials and records; for 
example, motor vehicle regisb:ations, social security cards, 
passports, birth certificates and all types of identification 
cards or personal storage media. 1bis system would also be 
useful in protecting against unauthorized access to all types 

60 of records. as previously indicated. 
FIG. 9 illustrates enrollment of the official. This can be 

accomplished at a terminal or computer which is in com­
munication with a remote romputer over a link which is 
asswned to be secure. The remote computer may. for 

65 example. be the central computer at the agency issuing the 
credential. At the remote computer. number generator 100 
generates a random number which, at block 102, is com-
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only is secret infonnation unavailable to a person who does 
not know the related PK and PIN, but that person is even 
unable to determine the location of the file containing the 
iofonnation. and is unable to uncode the information con­
tained therein. 

pared to a current list of all assigned personal keys. H the 
random number does not correspond to an assigned personal 
key. lben the random number is assigned as the personal key, 
PKO. of the official being enrolled. Alternatively. PKO can 
be selected at random. from a list of unused PKO's, and the 
list of available PKO's would thereby be diminished. In yet 
another alternative, PKO could be accessed from a counter, FIG.lO illustrates user enrollment. The user is eoroUed by 
such as a pseudorandom or an ordinary sequential counter a previously enrolled official. who verifies the user's 
the output of whidt may be coded with 8 secret key. The identity. based on acceptable documentation. Before the user 
size, or length. of PKO can be such as to provide a full size can be enrolled, the official's identity and authority are 
memory address or an offset or an index extension, to limit 10 preferably authenticated The official operates the terminal, 
or enlarge the memory space wherein concealed files are where he enters Iris PIN, and his TIN". OTIN. and the name 
stored. PKO is then transmitted over the secure fink to the code used during his enrollment, which was stored in his 
enrollment tenninal. "File r~. OI1N is transmitted to the remote computer. where 

At lbe terminal the official enters his PIN and name and it is used as an index to access CPKO from the official's File 
various other information required by the system. The name IS No. 1. and CPKO is returned to the terminal The official's 
can be numerically coded by using a telephone type key pad. PIN is applied to the irreversible coder 104. which produces 
The PIN is applied to an irreversible coder 104. which CPNO. CPNO is applied as the key input to an uncoder 114. 
produces his coded PIN CPNO. CPNO is applied as the key which receives CPKO as a data input over the secure link 
input to a coder 106, which receives PKO as the data input. from the remote computer. It will be appreciated that 
The data output of coder 106 is the official's coded persooal 20 unooder 114 simply reverses the process of coder 106 of 
key, CPKO, which is applied as an input to mixer 1fYI. The FIG. 9. therefore producing PKO. PKO is applied to a mixer 
official's name code and TIN", OTIN, are also applied as 118, the oth&input to which is the official's name code. The 
inputs to mixer 107. CPKO represents a coded address since oulput of mixer 118 is then transmitted to the remote 
it is a coded representation of PKO. 

25 
computer. 

The ou1put of mixer 107 is transmitted back to the remote At the remote computer. the signal transmitted from mixer 
computer over the secure link. At the remote computer. 118 is received in a sorter 1Z4. which separates out PKO. 
sorter 109 separates the received signal into its component and the name code. The extracted PKO is utilized as an 
parts: CPKO. the official's name code. and OI'IN. At block index to address the official's ''File 2" whereby CNO is read 
108, CPKO and the official's name code a:re then saved (i.e., The CNOreadfrom File No.2 is compared against the CNO 
written) into File No. 1 assigned to the official with the 

30 
generated by coder 120. which has as its data iuput PKO 

official's TIN. OTIN. serving as a File No.1 index. It is whichisextractedbysorter124andasitskeyinputisCPKO 
assumed that during the official's enrolhnent various other read from "File 1 ... Should this comparison fail. the identity 
infonnation will be provided by the official over the secure of the official is not authenticated and the enrollment of the 

:~ ~~ !:ts=~ ~~~ ~~:~~.\h! =~~0;~: 35 ~~~~:~~~s~=!~~~t:~;:.n~~ ~=s:: 
No. 1 and the contents of File No. 1 (including CPKO) are which is extracted from sorter 124 is compared against the 
not secret name code read from the official's '"File 1" (using CYI'IN as 

At block 112. PKO is used as an index for File No. 2, iodexj. Should this comparison fail. the enrol..lment of the 
which is also allocated to the enrolling official. The location 40 us&. JS aborted. Should the ~mparlson be succe~sful. the 
of File No. 2 (and thus. the contents of File No. 2) is official bas been fully authenticated and the user s enroll~ 
concealed. since PKO is secret and not stored anywhere in ment may proceed. 
the system. The .information or records which are stored in At the remote computer. nwnber generator 100 generates 
Hie No. 2 can be coded or uncoded. The memory space a unique random number. which is assigned to the user as a 
wherein concealed files are stored may be previously filled 45 personal address key. PKU. Alternately. PKU can be gen-
(or pre~ loaded) with dummy or false information to make crated from a counter as previously descnbed. As discussed 
the contents and locations of anthentic allocated files undis~ below. PKU represents a predetermined secret address of a 
tinguishable from the dummy files. 11Je concealed File No. File No.2 associated with the user. PKU is transmitted over 
2 can also be used to stme the ROC and RN (or store only the secure link to the emollment terminal, where it is applied 
RN, since only RN is secret-ROC could be stored in a 50 to the data input of coder 113. 
non-secret file. such as Official's File No. 1). as previously The user operates the tenninal and selects a PIN which he 
described in FIGS. 6, 7, 8Aand 8B, to reconstitute a user's enters along with his TIN. UTIN. The user's PIN is applied 
codedPIN.CPN.TheconcealedFileNo.2canalsobeused to the irreversible coder 104. which produces the user's 
to store other secret information (not shown) associated with coded PIN, CPNU. CPNU is applied as a key input to coders 
lbe official. An official's coded nwn.ber, CNO. is generated ss 113 and 115. The output of coder 113 is the user's coded 
at the output of coder 110, and .is savedinF.tleNo. Zat block personal key. CPKU (wb1cb. represents a coded address of 
112. The key input to coder 110 is CPKO and the data input the user's File No. 2), which is applied as a data input to 
to coder 110 is PKO or an arbitrmy predetermined number coder 115. The oulput of coder 115 is the user'.s coded 
(APN). CNO represents coded authentication infcmnation number. CNU. which is applied to the input of mixer 116. 
because it is a coded representation of CPKO, and because 60 The user's TIN, UTIN andCPKU are also applied as inputs 
it is used by the system to authenticate the official to mixe7lUJ. The output of mixer l16is transmitted back to 

At coder 110. CPKO and PKO can be interchanged as the the remote computer over the secure link. CNU represents 
key and data input.s. However. lhe arrangement selected coded authentication information because it is a coded 
mustthenbeusedoonsistentlyineachphaseoftheopcration representation of CPKU, and because it is used by the 
of the system. 65 system to authenticate the user. 

Those skilled in the art will appreciate that the present At the remote computer. soner 119 separates the received 
embodiment offers an additional level of serurity in that, not signal into its component parts; CPKU. CNU and lTTIN. At 
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whereby coder 152 codes the INFO to produce a VAN, 
which is recorded on the credential. After recording the VAN 
on the credential. the joint key, JKU. may be erased from the 
offi.cial~s FLie 2. where it was stored (or held in escrow or in 

s trust). until the credential was issued. Alternately. the 
authentic JKU may be replaced wich a false or dummy JK 
for security pwposes. lbis completes lhe issuance of the 
credential 145. It should be noted that the joint lrey JKU 

block 108, CPKU and CNU are saved (i.e., written) into File 
No. 1 assigned to the user. with the user's TIN. liTIN 
serving as a File No. 1 index. It should be noted that CPKU 
and CNU may be recorded on the user's credential when 
they are generated at the terminal. It should also be noted 
that UI1N is not secret. and therefore. the location and 
contents of the user's File No. 1 are not secret. It should 
further be noted that the official's CNO is stored in the 
official's secret File No.2 (FIG. 9) while the user's CNU is 
stored in the uscr's non-secret File No. 1 (FIG. lOA), even 10 
though both CNO and CNU are used to authenticate the 
official and the user. respectively. These two different ways 
for storing CNO and CNU (as shown in HGS. 9 and lOA) 
illustrate two embodiments of the present invention. 

The user's PK, PKU (or an aroltrary predetermined nwn- 15 
ber APN). is applied as the data input to a coder 132, which 
receives the official's CPKO as a key input Coder 132 
produces a joint key, JKU. which it will be appreciated. is 
detennined by information related to the user and informa­
tion related to the official. Using PKU as an address. the joint 20 
key is written into the user's "F'Lie 2" at block 112', and using 
PKO and liTIN as address indices, the joint key JK.U is 
written into the official's "File 2" at block 134 (HG. lOB). 
These writes are enabled as a result of the success of the 
comparison occurring at block 130. Accordingly. the usee's 25 
"File 2,. will Contain a joint key, and the official's "File 2'' 
will contain a joint key for each user the official enrolls. 
Since the user's file 2 is addressed by PKU (which is secret). 
the location and contents of the user's file 2 are secret. At 
coder 132. when the joint key JKU is generated, CPK and 30 
PK can be interchanged as key and data inputs, or as to user 
and official inputs. However, the arrangement selected must 
then be used consistently. 

FIG. 11 illustrates issuance of the credential. This is 
sbown separate from the user enrollment process of FIG. 10. 35 

However, in many instances. it would occllf at the same 
time. In the preferred embodiment. this process is shown as 
occurring at the agency's computer, although it may be 
performed by the official from a terminal where he may 
oommunicaJe with the computer. Ir is assumed that the 40 
official has a credential printer or reoorder which contains 
credential forms on which information is printed or recorded 
to produce the actual credential. However, it is also possible 
to create the credential by inserting infonnation manually oc 

stored in the official's File No. 2 can only be used in a 
transaction if a party exists with knowledge of the official's 
PIN, since this PThl is required to access the offictal•s File 
No. 2 (at block 146). Thus, a person who does not have 
knowledge of the official's PThl (such as an unscrupuloos 
person trying to issue a fraudulent credential) cannot legiti-
mately issue a credential. 

The VAN which is generated from information (INFO) 
recorded on the credential. or from information which is 
otherwise stored by the system. can include (coded) personal 
descriptive details to further identify the user (in addition to 
the user's PIN and TIN) in order to limit che use of the 
credential to the sole individual to whom it was issued (or 
sold). Thus. items such as bank cards. tickets, green cards, 
food stamps. ballots, travel checks, FAX messages. etc., can 
be protected and used solely by the individuals to whom they 
were issued. Also, the use of the credential may be enlarged 
to include a group. such as a family. by coding such 
information into the VAN. 

FIG. 12 illustrates the authentication of an issued creden­
tial. 1bis is preferably performed at a terminal provided for 
that purpose. The terminal includes a reading device for the 
credential 145 and an input device. such as a keypad for the 
user. The information could. however. be read from the 
credential and keyed in by hand The tenninal communicates 
with the remote processor via a preferably secure link. 

At. part of the credential authentication process. the iden­
tity of the user is authenticated This requires that the user 
enter catain information at the terminal. including a PIN 
and user•s TIN. UI1N. which is transmitted to the remote 
computer, which returns CPKU and CNU (box 178) via a 
secure data link. Alternatively. CPKU and CNU could have 
been recorded on the credential (or on some other item in the 
possession of the user. such as a card having a magnetic 
stripe for storing data) and inputted directly intO the termi­
nal. The PIN is applied to the irreversible coder 170 which 
produces CPNU. CPNU is applied as the lrey input to coder 
172 and uncoder 174. Coder 172 receives CPKU as a data 
input. It should be noted that coder 172 pedorms in the same 
manner as coder 115, which produced CNU at its output 
during the user's enrollment. The output of coder 172 is 
applied as an input to the comparator at block 182. which 
also has as an input the CNU extracted from the user•s File 
No. 1 (0( inputted from the user's credential). 

Should this comparison fail, lhe identity of tbe user is not 
authenticaled, and the credential authentication is aborted. 

on a typewriter, provided the necessary infannation derived 45 

by the system can be entered The official enters the usual 
information (INFO) nonnally contained on a particular 
credential14S. The user's TIN may also be recorded on the 
credential. Alternately, the user's CPKU and CNU may be 
reoorded on the credential, after being extracted from the 50 

user's File No. 1, with liTIN serving as a file index. H 
CPKU and CNU are recorded on the credential, they may be 
erased from the user's File No. 1. Alternatively~ only CNU 
may be recorded on the credential, with CPKU remaining in 
File No. 1, or vice versa. ss Assuming the comparison is successful. the user is 

identified, and the credential authentication, with access to 
the hidden F'Ile No. 2, ensues. The favorable output from 
comparator 182 enables uncoder 174. The data input to 
uncod~ 174 is the user's CPK.U. The key input to uncoder 

The issuing process continues with the official entering 
his PIN, which is applied to an irreversible coder 140 to 
produce his CPNO. which is applied as a lrey input to an 
uncoder 142. At block 144. the official's TIN. OTIN is 
utilized as an index to access the official's "File 1'". so that 
CPKO may be read therefrom and applied as the input to 
uncoder 142. Uncoder 142 therefore performs the same 
process as uncoder 114 of HG. 10 to produce PKO. At block 
146. PKO and liTIN are utilized as address indices to access 
the official's "'Ftle 2 .. and JKU is read therefrom. The 
information INFO on the credential is applied as the data 
input to a coder 152 and JKU is applied as the key input, 

60 174 is the user's CPNU, as already explained. It will he 
appreciated that uncoder 174 simply reverses the process of 
coder 113 of HG. 18, therefore producing PKU. PKU is 
applied to a mixer 176 which also receives the VAN and 
INFO of the credentiaL The output of mixer 17(j is then 

65 transmitted to the remote computer over the secure link. 
At the remote computer. liTIN is utilized as an index to 

access the user·s "Filer' at block 178. This pernrits reading 
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of CPKU and CNU from the file, whereby CPKU and CNU 
were transmitted back to the user's terminal At the remote 
computer. the signal transmitted from mixer 176 is received 
in sorter 180. which separates out PKU. VAN and INFO. 
The extracted PKU .is utilized to address the USel''s "File No. 
2" at block 184 whereby JKU is read. It will be appreciated 
that the user's File No.2 has been accessed by an authorized 
user witboutrderence to. O£ use of, information stored in the 
file. The VAN extracted from sorter 180 is applied as a data 
input to an uncodec 162, which receives the joint key JKU 
extracted from the user's "File 2" at block 184. It will be 
appreciated that uncocler 162 therefore reverses the process 
performed by coder 152 of FIG. 11. Assuming the VAN on 
the credential is the same one as originally recorded. 
uncoder 162 will have produced the recovered INFO which 
should be the same as the actual INFO reconled on the 
credential. 

At block 169. the INFO from the credential is compared 
to the INFO recovered from uncoder 162. Should lhe 
comparison fail this is an indication that INFO on the 
credential has been modified. and the credential is indicated 
as not being authentic. Should the comparison be successful. 
this is an indication that INFO is accurate. and the authen­
ticity of the credential is con:firmed. Alternatively. the cre­
dential infonnation from the credential is coded using the 
JKU from the user's File No. 2 to generate a new VAN. 
which is compared with the VAN from the credential to 
authenticate the credential. 

In order to enhance the security of this system. it would 
be desirable to make unassigned areas of memory indistin­
guishable from those utilized to store information for the 
"File 1" and nFile 2 .. infonnation. This is accomplished by 
pre-storing pseudo-information in unused memory allocated 
as hidden memmy space. This pseudo-information consti­
tutes random information arranged in the same fonna.t as 
actual files. This prevents an intruder from searching 
memory for structures that look like actual information :files 
and using the uncovered .information to work backwards to 
breach security. 

14 
The check is examined to determine if it contains a rede.mp.­
tion VAN from a previous transaction. The presence of a 
redemption VAN is an indication lhat the check was used 
previously, and it will not be honored. If a redemption VAN 

5 is not present. then the transaction can proceed. It is assumed 
that the redeemer's bank identification number (ROBIN). 
and TIN are stored in the terminal otherwise the redeemer 
keys in his bank's name and TIN. and the recipient keys in 
his TIN. PIN and bank's name. A bank directory is addressed 

10 at block 203 to produce the recipient bank's identification 
number (RCPBJN). The recipient's PIN is applied to an 
ilrevcrsible coder 42, which produces his CPNR. Irrevers­
ible coder 42. coder 44. random number generator 46. and 
mixer 48 are the same components illustrated in flG. SA and 

15 cooperate in the same mannel' to produce RNX. CRNX. in 
a mixed form at the output of mixer 48. 

The tenninal has available to it the redeemer's bank key 
(RDBK), which is applied to the key input of a coder 204, 
the data input to which is the terminal ID (TID). which is 

20 generated by the terminal. Coder 204 then produces a joint 
terminal bank key (ITBK), which is applied as the key input 
to a coder 206, the data input to which is the output of mixer 
48. The mixer output is therefore coded with a joint key 
ITBK which has been generated on the basis of information 

2S related to the redeemer•s bank identity and the terminal 
identity. 

The ourput of coder 206 and the .infon:nation from input 
means 202. and the redpient"s TIN. RCPTIN. and the 
recipient's bank ID number. RCPBIN. are then trallSmitted 

30 to the computer at the redeemer's bank. At the redeemer's 
bank (FIG. lJB), all of the received Information is placed in 
temporary storage (block 208). 

The redeemer's TIN. RDI'IN. (originally stored in the 
terminal or keyed in by the redeemer). is then utilized as an 

35 index to access his account file. at block 210. 
The check control numbel' (CCN) of the present check is 

then compared to the CCN"s stored in the redeemer's file 
during previous transactions (block 211). and lhe transaction 

40 
is tenninated if the present CCN matches that of a previously 
processed check. If the CCN of the present check is not a 
duplicate. processing continues. 

FIGS. 13A-13E. when arranged as shown in FIG. 14. 
constib.lte a functional block diagram illustrating further 
aspects of the check transaction system of FIGS. 6. 7. 8A and 
8B. Specifically, these figures illustrate a three-party check 
transaction. with each of the participants and the fidelity of 
the information on the check being authenticated, the check 45 
being automatically cleared, and the funds of the partici­
pants being immediately credited or debited. all of these 
processes being performed on-line. The participating parties 

RDBIN, and RCPBIN are utilized as indices to access a 
bank key table (block 213), which produces the redeemer's 
bank: key RDBK. and the recipient's bank key RCBK. which 
are applied as the data and key inputs, respectively. to a 
coder 214. The coder 214 then produces a joint bank key 
JBK. which is derived from info:rmation related to the 
identity of the redeemer's bank and the identity of the in this transaction are the check originator, whose account is 

to be debited; the check recipient to whom the check is 
drawn; and the check redeemer. who is cashing the cheddar 
the recipient or accepting it in payment for goods or 
services, and whose account is to be credited. In addition, 
the banks far each of these participants will also be parti.ci­
pating in the transaction, and the messages generated by 
these banks will be authenticated. It is assumed that any 
individual or bank participating in the system will have 
enrolled as illustrated in FIG. 4>. In addition, it is asswned 
that a check used in the system is generated in the mannez 
illustrated in FIG. 7. 

50 recipient's bank 
The terminal identification (I'ID) is input to a coder 216. 

which has as a key input RDBK. In the same manner as 
coder 204, coder 2UI therefore produces ITBK. which is 
applied as a key input to an uncoder 218. The data input to 

55 uncoder 218 is the information in temporary storage 208 
which was originally received from coder 206. Coder 218 
therefore reverses the process performed by coder 104>. 
yielding the output of mixer 48, which is applied as a data 
input to a coder 220. The key input to coder 220 is mK. so 

6o that the output of mixer 48 is now coded with the joint bank 
key mK. The output of coder 220 is then transmitted in a 
message to the recipient's bank. along with RCPfiN. 
RDBIN, and RCPBIN. 

Referring first to FIG. 13A, the recipient of the origina­
tor's check has presented the check to the redeemer (block 
200). The recipient and the redeemer are at a terminal which 
includes appropriate input means 202. Preferably, the input 
means includes a check readez and a keypad for each of 65 

them. However. in tbe absence of a check reader, it is also 
possible to key in information from the face of the check. 

At the recipient's bank, the received infOJIDB.Iion is saved 
in temporary storage 230. RCPBIN and RDBIN are then 
appUed to a bank key table (block 232). to yield RCBK and 
RDBK. which are applied as the key and data inputs. 
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respectively. to a coder 234. In the same manner as coder a data input. The output of coder 272 is lhe joint key IK., 
214, coder 234 therefore yields the joint bank key JBK, which is applied as the key input to a coder 274. which 
which is applied as a key input to uncoder 236. The data receives the check infonnation as a data input. It will be 
input to this uncoder 236 is the coded combination of RNX appreciated that cOOers 1:12 and 274 regenerate the original 
and CRNX produced by coder 220. Uncoder 236 therefore .5 VAN. OVAN. from the check in the same manner as coders 
reverses the process of coder 220. yielding the mixture of 28 and 30 of FIG. 7. This regenerated VAN is then compared 
RNX and CRNX as an output. This mixture is applied as an to the extracted VAN at block 266. If this comparison fails, 
input to a sorter 238. to recover RNX and CRNX. it is an indication that the check infoiii13.tion may have been 

tampered with and the originator's bank infonns the redeem-
The recipient's TIN", RCPI'IN. is milized as an index to • b k th t th ch ck will be dish nored 0 th other 

access the recipient's file at block 1AO and read therefrom 10 erh sd anif th a e . e __ ... th 
0 

• n .e an , e companson succCQJ.s, e process contmues. 
the random number, RNR, and his ROC, which are applied The originator's bank then performs a series of 
as the key and data inputs. respectively. to an uncoder 242. computations. including determining whether the CCN of 
In the same manner as uncoder 78 of FIG. SA. uncoder 242 the check is proper (i.e .• has not been used before) and 
therefore derives the true CPNR. which is applied as a key 

15 
whether the originator has a sufficient balance in his account 

input to a coder 244. which receives RNX as a data input (or credit) to cover the check. and whether the date of the 
The data output of coder 244 is therefore the true CRNX. check is acceptable. In the case of any defects, the check will 

At block 246. this true CRNX is compared to the CRNX be dishonored and the process will terminate. Assuming that 
derived from sorter 238. H this comparison is favorable. the everything is in order, modification of the originator's 
recipient's identity is confirmed. and processing may pro-

20 
account is approved. and a record of the check created at 

ceed. Otherwise. processing is terminated, with the origina- block 271. with the new information being added to tern-
tor• s check being disbooored, because the recipient has not poracy storage at block r73. Coders ZTS and 276 are then 
been properly authenticated. The recipient's bank then trans- utilized to encode the original VAN. OVAN, into an origi-
mits a message to the redeemer's bank. informing it whether nator's bank VAN OBVAN. Various infonnation about the 
or not the recipient has been authenticated. If the recipient 

25 
transaction, and authorization to credit the redeemer's 

has not been authenticated, the redeemer's terminal is account are then transmitted is a message to the redeemer's 
notified, and processing will terminate, bank. 

Assuming that the recipient has been authenticated, the At the redeemer's bank. all of lb.e received infonnation is 
recipient's bank message includes various infonnation stored in temporary storage at block 278. At block 280, 
which is temporarily stored by the redeemer's bank (block 30 coder 282 and uocoder 284, steps are performed to extract 
250 of FIG. 13C). At block 252, the originator's bank OVAN from OBVAN in a manna which is similar to that 
identification number ORBIN, which was read from the which was done in block 260. coder 262 and uncoder 264. 
check, and the redeemer's bank identification number This extracted OVAN is then applied to a comparator 286 of 
RDBIN" are applied as indices to a bank key table to recover FIG. 13E. which receives as an additional input the stored 
bank keys for these banks, OBK and RDBK. respectively. 35 OVAN from the check presented by the recipient If this 
These keys are applied to a code£ 254 to produce a joint bank comparison fails, the process has not been authenticated, and 
key JBK', which is therefore dependent upon information the originator's bank will be notified. On the other hand. if 
related to the originator's bank and the infonnation related the comparison succeeds, this is an indication that full 
to the redeemer's bank. JBK' is applied to the key input of authentication of the entire process and all parties has 
a coder 256. which receives the original VAN. OVAN, (from 40 occurred and lb.at the message received from the originator's 
the check) as a data input. The output of coder 256 is a bank is authentic. 
redeemer's bank RDBVAN, which is transmitted to the Processing then continues by accessing the redeemer's 
originator's bank. along with various transaction informa- account at block 288. computing a new balance at block 290 
tion and the infonnation from the check. RDBVAN serves to and updating the redeemer's account The redeemer's bank 
authenticate the communication between the banks. 45 then ttansmits a message back to the originator's bank. 

At the originator's bank. the received information is infonning it that the redeemer's account has been credited. 
temporarily stored at block 258. ORB IN" and RDBIN ace This infonnatioo is saved at the originator's bank in tern-
then utilized to reference a bank key table at block 260, porary storage at block 291. The originator's bank then 
whereby OBK and RDBK are extracted in lhe same manner accesses the originator's account file using his persona] 
as in block 252. The joint key JBK' is then generated by so account number ORGPAN as an index., and updares his 
means of a coder 262 in the same manner as coder 254. JBK' account with the information that was placed in temporary 
is then applied as the key input to an uncodcr 264, which storage at block 273 (FIG. 130). 
receives RDBVAN as a data input. This unooder 264 there- The redeemer's bank also communicates with the lenni-
fore reverses the process pcrfonned by coder 256 and nal. at which the check was presented (block 294 of FIG. 
produces an exlracted OVAN~ which is applied to a com- ss 13D), and informs it that the 1ransaction has been satisfac-
parator 2.66 (as shown in FIG. 13D). torily completed and lb.at the recipient may receive payment 

The originator's personal account number ORGPAN jn the fonn of cash, goods or services (block 296). The 
which originally appeared on the check is utilized as an terminal prints the redemption VAN (RDBVAN) on the 
index to access the originator~ s account file at block 268 of check. 
FIG. 13C. Tills provides access to various information about 60 Although various embodiments of the present invention 
the originator's account including the balance and a list of have been desaibed herein as useful for particular types of 
prior check control numbers (CCN' s). and in addition. transactions. those skilled in the art will appreciate that they 
provides access to his revisable owner code ROCO and actually have universal utility. For example. the last embodi-
rn.ndom number RNO. which are applied as the data and key ment (depicted in FIGS. 13A-13E) was described a:s useful 
inputs to an uncoder, to produce the originator's coded pin 6.5 in a check transaction system, but it will be appreciated tbat 
CPNO. CPNO is then applied as the key input to a coder272 it wculd aJso be useful in a bill payment system as well as 
(FIG. 13D) which receives the recipient's TIN, RCPI'IN. as a paperless/cashless system (as further desaibed below). 
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FIGS. 15A. 15B and I5C are functional block diagrams of 
a credential issuing and authentication system according to 
an alternate embodiment of the present invention. wherein 
the alternate embodiment includes many of the feahlres of 
the embodiments depicted in FIGS. 6-S and FIGS. 9-12. For 
example. the alternate embodiment of FIGS. 15A-15C 
include steps for emolling an official. enrolling a user. 
issuing a credential. and authenticating the credential. PIG. 
IS A illustrates user enrollment. FIG. lSB illustrates issuance 
of a credential. and FIG. ISC illustrates the authentication of 
an issued credential In the alternate embodiment of FIGS. 
ISA-lSC, enrollment of the official is the same as shown in 
FIG. 9 nnd. therefore, shall not be discussed further. 

Referring to FIG. 15A. a user is enrolled by a previously 
enrolled official who verifies the user's identity. based on 
acceptable documentation. Before the user can be enrolled. 
the official's identity and authority must be authenticated. 
The official operates a terminal where he enters his PIN and 
his 11N. OTIN. and the name code used during his 
enrollment. which was stored in his File No. I. OTIN is 
transmitted to the remote computer, where it is used as an 
.index or address to access the official's File No. I and 
retrieve CPKO (block 154'). CFKO is returned to lhe 
tenninal. 

The official's PIN" is applied to irreversible coder 1530. 
which produces CPNO. CPNO is applied as the key input to 
an uncoder 1531, which receives CPKO as a data input from 
the remote computer~ and which uncodes CPKO to generate 
PKO. CPKO is also applied as a key input to a coder 1534. 
which receives PKO as an input The coder 1534 codes PKO 
using CPKO as the key input to generate a coded number for 
the official (CNO). which represents coded authentication 
infonn.ation. Another coder 1538 codes tbe officia1's name 
code using CNO as a key input to generate a coded name 
code. A mixer 1536 mixes the coded name code, PKO, and 
CNO and transmits the mixed signal to the sorter 1540 at the 
remote computer over preferably a secure link. 

At the remote computer, the sigoal transmitted from mixer 
1536 is received by the sorter 1540, which separates out 
PKO. CNO. and the coded name code. PKO is applied as an 
index (or address) to access the official's File No. land to 
thereby retrieve CNO. which was previously stored in the 
o:flicial's File No.2 during the enrollment of the official (see 
FIG. 9). The CNO transmitted from the terminal and the 
CNO retrieved from File No. 2 are then compared in a 
comparator 1542. ff the comparison fails, the identify of the 
official is not authenticated and the eorolbnent of the user is 
aborted. Assuming that the comparison is successful. the 
comparator 1542 is enabled and sends a signal to an uncoder 
1544. The uncoder 1544 then uncodes the coded name code 
using the CNO retri.eved from the official's File No. 2 to 
regenerate the name code. The name code is also accessed 
from File No. 1 and then compared at 1550. If the compari­
son fails, the identify of the official is oot authenticated and 
the emollment of the user is aborted. Assuming that the 
comparison is successful. the comparator 1550 sends an 
authentication signal ( .. okay to emoll user") and user enroll­
ment begins. n sbc)I,Jld be noted that the "okay to emoll user" 
signal is applied as a write enabled to the official"s File No. 
2 at 1552 to save a joint key IKU therein ( desmbed below). 

At the remote computer, number generator 15Hi generates 
a unique random number (as discussed above), wbich is 
assigned to the user as a secret predetennined address OJ' key, 
PKU. PKU is transmitted over a secured link to the enroll­
ment terminal. wbere it is applied to the data input of a coder 
1504. 

The user operates a terminal and selects a PlN wbicb he 
enters along with his TIN. UTIN. The user's PIN" is applied 

18 
to irreversible coder 1502 which produces the user's coded 
PIN. CPNU. CPNU is applied as a key input to coder 1504. 
The output of the coder 1504 is the user's coded predeter­
mined address or key. CPKU. CPKU may be stored in a user 
record (at block 1510). A mixer 1506 mixes CFNU and 
CPKU and transmits the mixed signal to the remote CPU. 

At tbe remote computer. sorter 1512 separates the 
received signal into its component parts CPKU and CPN. At 
the remote computer. a random number RN is generated (as 

10 discussed above) and applied as a key input to coder 1518. 
The coder 1518 also receives CPN as an input and thereby 
generates a revisable owner code (ROC). ROC is stored in 
the user•s File No. 1 (at block 1520). wherein the user's File 
No. 1 is accessed (or addressed) using UTIN. CPKU is also 

15 stored in lhe user's File No. I (at block 1520). 

PK.U is applied as an index or address to the user's File 
No. 2 in order to store RN (at block 1522). PKU is secret in 
the system and.. therefore, the location and contents of the 
user's File No. 2 (including RN) is secret. Additional 

20 information may be coded in a coder 1524 using CPKU as 
a key input to generate coded infonnation which is also 
stored in the user•s File No. 2. The iofonn.ation which is 
coded using CPKU in the coder 1524 may include the secret 
information RN. 

25 

30 

PKU is applied as an input to coder 1528. which also 
receives CPKO as a key input The coder 1528 generates a 
user joint lrey (JKU) which is stored in the user's File No. 
2. JKU is also stored in the official's File No. 2 (at block 
1552). 

D should be noted that the storage and handling of RN and 
ROC in the embodiment shown in FIG. 15A is different from 
the storage and handling of RN and ROC shown in FIG. 6. 
In FIG. (i, the file in which RN and ROC are stored is 

35 generally non-secret because it is indexed (or addressed) by 
generally non-secret user information (such as the user's 
TIN). However, in the embodiment sbown in FIG. 1SA. the 
non-secret ROC is stored in the user's File No. 1. which is 
non-secret. and the secretRN is stored in the user's File No. 

40 l. which is secret (since it is accessed or addressed using the 
secret PKU). Therefore, the embodiment of 15A includes an 
additional level of security and protection over the embodi­
ment shown in FIG. (i, 

FIG. 158 illustrates issuance of a credential according to 
45 the alternate embodiment of the present invention. The 

issuance of credential in the alternate embodlment is essen­
tially the same as the issuance of credentials in the previous 
embodiment shown in FIG. 11. Note, however. that it is 
possible to record the ROC retrieved from the usa File No. 

so 1 on the credentiall564 since the ROC is public (although 
the ROC could also have been recorded on the credential in 
the previous embodiment). 

FIG. 1SC: illustrates the authentication of an issued cre­
dential. This is preferably performed at a terminal provided 

ss for that pmpose. The tennlnal includes a reading device for 
the credentia11564 a.nd an input device, such as a keypsd, 
for the user. The infonnation from the credential1564 could. 
however, be keyed in by band. The terminal communicates 
witll the remote processor via a preferably secured link. As 

150 part of the credential authentication process, the identity of 
the user is authenticated. Specifically. the user enters his PIN" 
which is applied as an input to irreversible coder 1570, 
which generates a coded PIN (CPNU). The user also enters 
his TIN (UTIN). which is used to access the user Fl.le No. 1 

65 (at block 1588) and retrieve CFKU, which Ls traosmitted 
from the remote CPU to the terminal. CPKU is applied as an 
input to coder 1574. whicb also receives CPNU as a key 
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input. The coder 1574 generates a coded number CNU, 
which represents coded authentication information. CPKU 

20 

is also applied as an input to uncoder 1572, which also 
receives CPNU as a key input. The uncoder 1572 uncodes 
CPKU to regenerate PKU. Both CNU and PKU are mixed 5 
bymixa 1576andsenttothe sorter 1578 at the remote CPU. 

if the comparison is successful. the infonnation transmitted 
over the transmission medium between the mixer 1576 and 
the sorter 1578 is authenticated. In this manner.the user and 
credential are further authenticated. 

Alternatively. a semi-random number (not shown) is 
generated at the terminal using a counter or other random 
number generator (not showo). The semi-random number is 
coded using the CPNU to generate a coded semi-random 
number. The coded semi-random number is then transmitted 
along with CNU and PKU to the remote CPU over an 
unsecured medium. At the remote CPU. the coded semi-

At the remote CPU, the sorter 1578 separates the signal 
into its comJX>nent parts PKU and CNU. PKU is applied as 
an index into the user's File No. 2 in order to retrieve the 
secret information RN. IJTIN'" is applied as an index to the 10 
user's File No. 1 to retrieve the non-secret revisable owner 
code (Roq. ROC is applied as an inp"t to "ncoder 1584, 
and the secret information RN is applied as a key input to 
uncoder 1584. The uncoder 1584 thereby uncodes ROC 
using RN in order to regenaate CPNU as RCPN, which is 15 
applied as a key input at coder 1582. CPKU. which is read 
from the credential 1564. is applied as an input to coder 
1582. The coder 1582 codes CPKU using RCPN as a key 
input in order to generate a coded number CNU. The 
generated coded number CNU is compared at the cornpara- 20 
tor 1580 to the coded number CNU received from the 
tennina.l. If the comparison fails. authentication of the user 
aborts. However. if the comparison is successful, the user is 
authenticated and the process continues by authenticating 

random number is uncoded using RCPN to regenerate the 
semi-random number. A second semi-random number is 
then generated at the remote CPU using another counter or 
random number generator (not shown) which is generally 
synchronized with the counter (not shown) at the terminal. 
The oommunication medium between the mixer 1576 and 
the scrter 1578 is then authenticated by comparing at the 
remote CPU the regenerated semi-random number to the 
second semi-random number which was generated at the 
remote CPU. H the comparison is successful. then the 
information transmitted over the communication medium 
between the mixer 1576 and the sorter 1578 is authenticated. 
In this manner, the user and credential are further authenti-

the credential 1564. 
The credential 1564 is authenticated by reading the offi­

cial's ID number OTIN from the credential and using ()'I'IN" 

as an index in order to access the official's Pile No. 1 and 
read CPKO (block IS~~). CPKO is applied as ao iop"t to 
coder 1S!J8 which also receives PKU as a key input. The 
coder 1598 codes CPKO using PKU in order to regenerate 
the user joint key JKU. JKU is also read from the user's File 
No. 2 using PKU as an index and then applied to a 
comparator 1596. The comparator 1596 compares the JKU 
which was retrieved from the user•s H.le No. 2 and the JK.U 
which was generated by the coder 1598. If the comparison 
fails, then authentication of the credential aborts. However, 
if the comparison is successful the comparator 1596 is 
enabled and sends an okay signal to a comparator 1594. 

The JKU retrieved from the user's File No. 2 at 1586 is 
applied to an uncoder 1592, which also receives as an input 
the VAN which was read from the credential 1564. The 
uncoder lS92 uncodes the VAN in order to regenerate INFO. 
The regenerated INFO is applied as an input to the com­
pr;uator 1594. which also receives the INFO read from the 
credentia11564. The comparator 1594 compares the regen­
erated INFO aod the INFO from the credeolial and if the 
comparison is successful, the credential is authenticated 
Otherwise, the credential is not authenticated. 

As noted above. in flG. JSC, the transmission link: 
between the mixer 1576 and the sorter 1578 is preferably 
serured since using an unsecured link: would present a 
potential security problem. For example. the signal from the 
mixer 1576 could be recorded and then transmitted to the 
sorter 1578 at a later date in order to attempt to fraudulently 
authenticate a user and a credential. In accordance with an 
alternate embodiment of the present invention, an anti­
duplication variable authentication number (ADVAN) is 
generated at the tenninal by coding at least a transmission 
date and a time with the CPNU. The ADVAN is then mixed 
with the CNU and the PKU at the mixer 1576 and sent to the 
sorter 1578 at the remote CPU over an unsecured link. At the 
remote CPU, the received ADVAN is uncoded using the 
derived RCPN to regenerate the transmission date and the 
time. The regenerated lransmission date and time are then 
compared to a reception date and time (that js~ the date and 
time at which the signal was received at the sorter 1578) and 

25 cated. 
As described above. the predetennined secret address 

PKU is coded to generate the coded secret address CPKU. 
According to an alternate embodiment, PKU comprises one 
or more components which are combinable to fonn the 

30 predetermined secret address PKU. In this alternative 
embodiment, only one of the components of the PKU is 
transmitted from the remote:: CPU to the tennioal. The coder 
1504 (FIG. 15A) codes this one component of the PKU to 
generate CPKU. Therefore, in this alternate embodiment 

35 CPKU represents a coded JX>rtion of the PKU. Then, to 
access the user's File No. 2. the CPKU is uncoded as 
described above to regenerate the portion of the PKU. Tirls 
PKU portion is combined with the other portions of the PKU 
to regenerate:: the PKU, which is then used to access the 

40 user~s File No. 2. The other portions of the PKU may be 
stored throughout the system. such as in the operating 
system. in the executive program. in files. etc. 

FIG. 16 is a functional block diagram of a system for 
authenticating the identity of a party and for authorizing 

45 access to a party's hidden (or secret) file according to an 
alternate embodiment of the present invention. The party •s 
bidden file (such as hidden memory file 1622) may contain 
coded or uncodcd secret infonnation. In the embodiment of 
flG. 16. the party is in JXJS.Session of a portable storage 

so media. such as a card 1602 having a magnetic stripe for 
recording information thereoo. The card lfJ02 is issued by an 
agency, or a bank, dwing enrollinent of tbe party. Infonna­
tion recorded on the card lfJ02 includes the party•s revisable 
owner code (ROC), a ooded address (CPK) of the hidden file 

s5 1622, an agency identification number (AID or Agency ID), 
and a transaction sequence number (fSN). The party's ROC 
is generated as described above (see HG. 6). The coded 
address CPK of the hidden memory file 1622 may either 
represent the entire address of the hidden memory file 1622 

60 or only a JX>rtion of the address of the hidden memory file 
1622, as described above. 

The party to be authenticated enters a personal identifi­
cation number (PIN) at a terminal. The PIN is input to an 
irreversible coder 1686 to produce a coded personal identi-

65 :fi.cation number (CPN). The information recorded on the 
party's card 1601 is read from the card 1601 "sing an 
appropriatereader(not shown). The CPKread from the card 
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1602 is applied as an input to an uncoder l6U. which also 
receives the CPN as a key input. The uncoder 1612 uncodes 
CPK using CPN as a key input to generate PK. which 
represents either the total address of the hidden memory tile 
Ifill or a portion of the address of the hidden memory tile 
1'22 (as noted above). 

The transaction sequence number (fSN) read from the 
card 1602 is input to a mixer 1608 and then to a coder 1610. 
The coder 1610 also .receives the CPN as a key input. The 
coder 1610 codes the TSN using the CPN as a key input to 10 
generate an anti-duplication VAN (AD VAN). The AD VAN. 
PK. ROC. and AID are input to a mixer 1614 and the 
resulting mixed signal is sent to the remote CPU over a 
preferably unsecured communication link. 

The user's hidden memory file 1622 is part of a memmy 15 
which is used to store such files at the remote CPU. The 
sorter Ui16 separates the received mixed signal into its 
component parts ROC. PK. AID. and AD VAN. Where the 
PK generated by the uncoder 1612 is only a portion of the 
address to the hidden memory file 1622. the AID is used as 20 
an index to a memory table 1618 to retrieve other address 
components for lhe hidden memory file 1622. Thus. the 
address components in the memory table 1618 applicable in 
any given transaction depends on the particular AID. The PK 

22 
It should be noted that an unsecured communication link 

between the mixer 1614 and the sorter 1616 is utilized if the 
hidden memocy file 1622 is remote from the location where 
the party's PIN is entered (that is, the terminal). It should 
also be noted that the transaction sequence number (TSN). 
in conjunction with the ADVAN. serves to protect the 
authenticity of the transaction and the user's card against 
fraudulent duplication of the transaction infonnation (that is. 
by recording the output of the mixer 1614 and retransmitting 
it later to the sorter 1616). 

A number of additional applications for the present inven­
tion will now be described. 

The invention could be utilized in a pay telephone system 
in which calls could be made without the use of money. The 
call originator uses a telephone in the usual way to enter the 
telephone number of the party to be called (i.e .. to the call 
recipient). The call originator also enters his own telephone 
number and PIN. The system then authenticates the identity 

is combined with the othex address components at a oom­
biner 1620 to thereby form the composite address of the 
hidden memory file 1622. The AID could also identify a 
predetermined procedure for combining the applicable 
address components. The oomposite address is used to 
access the hidden memory file 1622 to retrieve a secret 30 
random number RN (which is generated according to the 
method described above with respect to FIG. 6). RN is input 

of the originator as described above (by using. for example, 
the embodiment depicted in FIGS. 6-3 orin FIGS. ~-12). In 
the first embodiment (i.e., FIGS. 6. 7. 8A and 8B), !he 
originator's PIN is coded. and used to derive an arbitrary 
number, which is subsequently compared to another such 
number which is generated from a reconstituted version of 

25 the coded PIN. The reconstituted coded PIN is formed from 
an RN and ROC which are accessed from the originator's 
account file, with the originator's telephone number serving 
as a file index. If the comparison is unfavorable, the call is 
aborted; otherwise, call processing continues. 

In the second embodiment. the originator's telephone 
number is used as an index to file no. 1 to access an 
originator's CPKO and true CNO. The originator's coded 
PIN, CPNO. is then oombined with the originator's CPKO 

as a key to a coder 1624. The coder 1624 also receives the 
ROC from the sortei" 1616 and thereby generates CPN. 

A transaction sequence number CfSN) is also retrieved 
from the hidden memory file 1622 and is input to a coder 
1632. The coder l '32 also receives CPN as a key input and 
thereby generates an ADVAN. The ADVAN gencmted by 
the coder 1632 is compared wilh the ADVAN output from 

35 
to generate a CNO (as in FIG. 12). The originator's identify 
is then authenticated by comparing the true CNO with the 
derived CNO. If the comparison is unfavorable. the call is 
aborted; otheiWise, processing continues. The originator can 
use a machine readable card, or the like which has CPKO 
and CNO previously recorded thereon. In this event. access 
to file no. 1 is unnecessary. 

the sorter 1616 at a comparator 1630. If a favorable com- 40 
parison is obtained. then coder 1628 is enabled. If the 
comparison is not favorable. lhen the user is not authenti­
cated and does not gain access to the memory file 1622. 

Coder 1628 receives PK as an input and CPN as a key and 
thereby generates CPK.. The CPK generated by the oodex 
1628 is received by an uncoder 1626 as a key inpuL The 
uncoder 16:26 also receives as input coded information 
which is retrieved from the hidden memory tile 1622. The 
uncoder Ui2Ci uncodes the coded information from the 
hidden memory file 1622 using the CPK as a key input to so 
thereby produce clear information. The clear infonnation is 
then provided to the authenticated user. 

In either embodimenL if the identity comparison is 
favorable, then the originator's credit balance is extracted 
from the originator's file to determine whether the call 

45 should be allowed. H the credit balance is favorable, then lhe 
telephone connection is extended to the call recipient. and 
the recipient's telephone is rung. 

As a result of the favorable comparison of the ADVANs 
at the comparator 1630, a new (or revised) transaction 
sequence number (I'SN) is generated and stored in the :55 
hidden memory tile 1622. Also. a coder 1634 is enabled. The 
coder 1634 receives the CPN as an input and also receives 

At the end of the call. the originator's credit baJance is 
diminished by the cost of the call. and the new balance is 
computed and rewritten to the originator's file. The origi­
nator may then be advised of the cost of the call When the 
recipient's telephone rings and the call is answered. the 
system can require that the identity of the person answering 
the phone be authenticated. as in a person to person call. In 
this event. the recipient is asked to el).ter a PIN. and the 
recipient's identity is authenticated using either of the two 
embodiments mentioned above. 

Alternatively. a first joint code could be generated when 
the call is initiated, e.g .• from the originator's CPN. and lhe 

a revised RN as a key input. The output of coder 1~ is a 
new ROC, which is combined with the new TSN in mixer 
1635. The mixer 1635 output is sent back to the terminal 
where the sorter 1604 separates the new TSN and ROC, 
which are then recorded on the user's card (in order to 
prepare for the next transaction by the user). Note also that 

60 recipient's reconstituted CPN. When the call is answered. 
the recipient enters his PIN, which is converted to a CPN and 
combined with the originator's reconstintted CPN to form a 
second joint code. A comparison then ensues between the 

a new CPK may be generated as well by revising a memory 
address component, such as the address displacement. In this 65 
event. the new CPK would also be returned to the tenninal 
to be recorded on the user•s card. 

first and second joint codes. 
Another application of the invention is a system which 

uses a bill as the means of (or vehicle for) payment. The bill 
contains the usual payment information. and a VAN is also 
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recorded on the bill when the bill is generated. The VAN is 
derived from the payment information (INFO) and identi­
fication information associated with the originator of the bill 
(e.g., similar to the bank identification line of information 
which appears a1 the bottom of an originator• s check) or the s 
originator's TIN and BIN". The bill may also contain the 
recipient's TIN and BIN. Preferably. the above information 

24 
physician can automatically authorize the prescription of an 
originating physician (on-line), after the original prescrip­
tion is authenticated. 

The invention also finds utility in a paperless/cashless 

is coded in a standard fonnat. at a fixed location on the bill 
itself. The bill is then used in an appropriate document 
reader to provide the transaction payment infonnation to the 
system. The party paying the bill (i.e .• the payor) enters his 
PIN and the paynr is !hen authenticated using lhe PIN. Also. 
the VAN is authenticated (using one of the methods 
described above). H the payor and the VAN are authentic. 
the bill is paid. A redemption VAN is generated (using 15 
information associated with the payee party) and printed on 
the bill. when it has been paid. 

transaction system. in which .. funds transfer" transactions. 
such as purchases. occur without the use of money. or 
checks. In this system.. the payment origioator uses a pay­
ment redpient's terminal which stares infonnation to iden­
tify the precise location of the recipient's account. 

10 Alternatively, an originator PIN. information identifying an 
originator account and a recipient account. and funds trans­
fer information (INFO) which includes a payment amount 
are entered directly into a terminal of this system by the 

Alternatively. the payor could simply key in the informa­
tion from the face of the bill. When the transaction is 
completed. a redemption VAN is displayed to the payor. 20 
which he records on the bill (or the VAN could be auto­
matically recorded on the bill). 

payment originator. The system initially generates a VAN. 
(OVAN), by using lhe payment infonnatlon (INFO) in 
conjunction with the identification information associated 
with the payment originator and payment recipient The 
payment originator is authenticated using tbe originator PIN 
using a method described above. The system then approves 
or disapproves the payment based upon an authentication of 
the VAN, and the "joint" identification information associ-

In accordance with a further application of the embodi­
ments of this invention.. a medical prescription form which 
has been originated and issued by a doctor to a patient (a 
recipient)~ can be authenticated to pennit dispensing of the 
designated medicine. or drug. in a processing jurisdiction. 
along with automated payment Automated payment may 
include a third party such as an insurance provider. Tirls 
system is particularly useful for a patient who is in desperate 
need of medicine. and is in a remote or strange environment. 
where the prescription cannot be easily authenticated. or an 
available pharmacy cannot be found. 

ated with the participants, and the availability of funds, or 
credit. Such transactions are carried on entirely 
electronically, the partidpant"s bank accounts are credited 

25 and debited automatically. allowing commercial transac­
tions to be completed "instantaneously". An RVAN may be 
generated using the JNFO and printed on a receipt which is 
dispensed to the originator. 

30 Although preferred embodiments of the invention have 
been disclosed for illustrative pwposes. those skilled in the 
art will appreciate that many additions. modifications, and 
substitutions are possible without departing from the scope 
or spirit of the invention as defined in the accompanying 

3 ."i claims. The prescription form contains identification information 
associated with the doctor and the patient. and the usual 
information which appears on a prescription, such as the 
type of medicine. strength. quantity, application, date, refills, 
generic. and a control number. Tbe prescription form also 
contains a VAN, which is the result of coding the medical 40 
and identification information. Preferably, the infonnation 
and the VAN are recorded on the prescription fonn so that 
it is readable by an individual. and it also includes coded 
symbols or characters representing the same information in 
machine readable fonn. 

When the prescription fonn is utilized by the recipient to 
obtain the medicine from a processing entity (such as a drug 
store), the information on the form is read automatically by 

., 

a terminal of the system. or it is entered via a keyboard The 
recipient also enters his PIN, and the system authenticates so 
the prescription form, the doctor, and the recipient in accor­
dance with the embodiments described previously. An indi­
cation of the cost of the prescribed medicine, and the method 
of payment is provided to the recJpieoL The recipient may 
elect to pay by using one of the methods described herein. ss 

Note that the processing entity may also include a cen­
tralized clearinghouse in communication with dispensing 
outlets (i.e., drug stores) for authenticating prescriptions. An 
RV AN may be generated from the VAN and information 
associated with the processing entity~ and then associated 60 
wilh the transaction, to thereby document the processing 
entity's involvement in the transaction. 

H a patient attempts to use a prescription in a state where 
the originating physician is not licensed, such as out of state, 
the original prescription may not be usable. ID this situation. 65 

a directory system of predetennined licensed "correspon­
dent .. physicians may be established, and a oorrespondent 

I claim: 
1. A method for coding and storing information. compris­

ing infonnation associated with a party and other sensitive 
infoiJDB.tion. said information associated with a party being 
subsequently used to authenticate the party and authorize 
access. the method comprising: 

previously receiving a first personal identification number 
(PINI) from the party; 

previously deriving or accessing first coded authentica­
tion information by using the first PINt; 

previously generating at least two numbers using the first 
coded authentication information. wherein at least one 
of the at least two numbers is an arbitrary number; 

previously storing each of the at least two numbers in one 
or more storage means; 

retrieving each of the at least two numbers previously 
stored in the one or more storage means; 

receiving a second personal identification number (PlNl) 
from a party to be authenticated; 

deriving or accessing second coded authentication infor­
mation by using lhe second PINl; 

combining each of the at least two nwnbersretrievedfrom 
the one or more storage means to derive third coded 
authentication information; 

comparing the second coded authentication information 
with the third coded authentication information; and 

authenticating the party and authorizing access if the 
second coded authentication information and third 
coded authentication information correspond to each 
other. 
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2. The method of claim I fwther comprising: 
coding said other sensitive infonnation with said first or 

second or thicd coded authentication infonnation to 
derive coded sensitive infonnation. 

3. The method of claim I further comprising: 
uncoiling said coded sensitive information with said sec­

ond or third coded authentication information to 
recover the other sensitive infonnation. 

4. The method of claim 1 further comprising: 
revising each of the at least two numbers at an arbitrary to 

time; and 
replacing each of the previous at least two numbers in the 

one or more storage means with each of the revised at 
least two numbers. 

26 
previously generating a joint key using the information 

associated with the first party. and the infonnation 
associated with the second party; and 

retaining in the storage means. in trust at least lhe joint 
key. 

11. The method of claim 10 wherein the second party is 
an agent, or an agency. or an official of an agency. or an 
authority, or an administrator. or an entity entrusted with 
issuing the credential. 

12. A method for enrolling and issuing a credential to a 
first party by a second party. and subsequently granting the 
first party access to a first storage means. wherein the :first 
party has a lint pen;onal identification oumber (PINl). and 
the second party is previously granted authority to issue a 

5. The method of claim 1 wherein at least a first of the one 
or more storage means is located at a first site, and a second 
of the one or more stmage means is located at a second site. 

6. The method of claim I wherein at least one of each of 
the at least two numbers is secret, and at least another of 

15 credential to the :first party. the first storage means~ being 
accessible only to a party with knowledge of the first PINl. 
the method of enrollment and issuing a credential compris­
i[lg; 

each of the at least two numbers is non-secret. 20 

7. A method for coding first infonnation, the method 
comprising: 

coding the first information using second information and 
then coding the result using third information., at least 

25 one of the second and third infarmation being associ­
ated with at least one entity, the entity comprising a 
person or a computer program. wherein a credential 
having non-secret information stored therein is previ­
ously issued to at least one entity by a trusted entity, the 

30 
non-secret information including the second or third 
infonnation. 

8. In a multi-party transaction system. a method for 
securing information relevant to a transaction, the method 
comprising: 

35 
coding the information relevant to the transaction using 

first information associated with a party to generate first 
coded transaction information; 

coding the first coded transaction infonnation using sec­
ond information associated with more than one party to 40 
generate second coded transaction information, 
wherein a credential having non-secret information 
stored therein is previously issued to at least one of the 
parties by a trusted party, the non-secret information 
including the first or second information. 4S 

9. The method of claim 8 further comprising recovering 
information relevant to the transaction by: 

uncoding the second coded transaction information using 
the second information associated with the mere than 
one party to recover the :first coded transaction infor- .so 
mation; and 

uncoding the first coded transaction infonnadon using 
third infonnation associated with the party to recover 
the information relevant to the transaction. 

10. A method for securing in escrow and in trust, a joint .ss 
key associated with a lint party and a second party and 
stored in a storage means associated with the second party, 
wherein escrowed or entrusted information was previously 
used for generating a variable antbentication number (VAN), 

receiving information associated with the first party;. 

receiving infonnaUon associated with the second party; 

storing in escrow and in trust the information associated 
with the first party and the information associated with 
the second party in a second storage means, wherein at 
least a portion of the information retrieved from the 
second storage means is used in enrolling the first party 
and issuing the credential; and 

subsequently granting the first party access to the :first 
storage means by using the PINt or the credentiaL 

13. The method of claim 12 wherein the second storage 
means is accessible for storing information therein only by 
a party wilh knowledge of a second PIN (PINl) known to at 
least the second party, such that if no party exists with 
knowledge of the second (PIN2), theo information cannot be 
stored in the second storage means. 

14. A method for enrolling a first party by a second party. 
and subsequently granting the first party access to a first 
storage means. wherein the first party has a first personal 
identification number (PINl), and the second party has a 
second personal identification number (Pll'f2). the first stor­
age means, being accessible only to a party with knowledge 
of the lint PINl or with knowledge of the second PIN2. the 
method of enrollment co111Jrising: 

receiving information associated with the first party; 

receiving information associated with the second party; 
coding the information associated with the first party and 

the information associated with the second party to 
generate a joint code; 

storing the joint code and the information associated with 
the second party in a second storage means; and 

subsequendy receiving and using PINl Qf PIN2. aod 
retrieving and using the joint code and the information 
associated with the second party in granting the first 
party access to the first storage means. 

15. The method of claim 14 wherein the second storage 
means is accessible for storing infonn.ation therein only by 
a party with knowledge of the second PIN (PIN2). such that 
if no party exists with knowledge of the second (PIN2) then 
information cannot be stored in the second storage means. 

16. A method for granting a first party access to a first 
storage means, subsequent to being enrolled by a second 
party. wherein the :first party has a perso[lal identification 
number (PIN). and wherein information associated with the 

the joint lrey being derivable from infonnation associated 60 
with tbe first party and information associated with the 
second party, the VAN being subsequently used in authen­
ticating the first party, the first party being enrolled by the 
second party and being issued a credential. the VAN being 
stored in the credential, the method comprising: 65 second party was previously stored during enrollrnent in a 

second storage means, and a first joint code was previously 
generated and stored during enrollment in the second storage 

previously receiving information associated with the first 
party and information associated with the second party; 
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means, wherein the joint code was previously generated by 
using first coded authentication information derived or 
accessed from the personal identification number (PIN) of 
the first party and information associated with the second 
party, the method comprising: 

receiving a personal identification nwnber (PIN) from the 
first party and generating or accessing second coded 
authentication infonnatioo using the PIN; 

retrieving from the second storage means the information 
associated with the second party, and the first joint 10 
code; 

28 
relrieving the fourth information associated with the sec­

ond party; 

on coding the third joint code using the fourth infonnation 
to recover the third information; 

comparing the generated third information and the recov­
ered third information; and 

authenticating the second party if the generated third 
infonnation corresponds to the recovered third infor-
mation. 

19. The method of claim 18 wherein a credential previ­
ously issued to the second party by a trusted party is used by 
the first party to verify that the fourth information is secured 
to the second party. 

coding the second coded authentication information and 
the information associated with the second party to 
generate a second joint code~ 

comparing the first joint code and the second joint code; 
and 

15 20. The method of claim 18 wherein the first information 
associated with the second party. and the third information 
associated with the first party each comprise a random 
number. granting the first party access to the first storage means, if 

the first joint code corresponds to the second joint code. 
17. A method for authenticating a fu>t party at first site by 

21. The method of claim 18 wherein the third information 

20 associated with the second party. and the fourth infonnation 
associated with the first party. each comprise a random 
number. 

a second party at a second site and granting the first party 
access to a first storage means at a second site. the second 
party being a person or a computer program. wherein the 
first party has a personal identification number (PIN), and 
wherein first information associated with the second party is 25 
generated and stored in a second storage means associated 
with the second party at the second site, and wherein first 
coded infonnation previously derived or accessed by using 

22. In a computer system comprising a memory contain­
ing computer infonnation or a first computer program stored 
in a controlled memory area to which access is granted only 
upon proper authentication of an authorized user of the 
computer system. the user including a person or a second 
computer program. the memory further including a stored 
control program for interacting with the user and for making the PIN of the first party was previously stored in the second 

storage means, the method comprising: 
generating the first infonnation, and storing the first 

infonnatioo in the second storage means; 

30 
a determination as to whether the user is an authorized user. 
the memory further including a first area not readily acces­
sible to a user. the first area containing a first revisable code. 
and a second area containing a second revisable code. a 
method of authentication of a user comprising: 

receiving the PIN from the .first party and deriving or 
accessing second coded information by using the PIN; , 

retrieving from the second storage- means the first 35 
infonnation, the first information being previously 
deriyed or accessed by using the PIN; 

coding the first coded information previously derived ar 
accessed by using the PIN and the first information 
associated with the second party to generate a first joint 40 

code· 
coding the second coded information derived or accessed 

by using the PIN and the :first information associated 

co:~~; =~~t%: ~:e::~: ::::: 1::: ::: ~5 
and 

authenticating the first party by the second party, and 
granting the first party access to the first storage means, 
if the first joint code corresponds to the second joint 

50 
code. 

18. The method of claim 17 wherein the second party is 
anthenticated by the first party, wherein !bird information 
associated with the first party is generated and stored in a 
third storage means at the :first site, and fourth information 55 
associated with the second party was previously stored in the 
lh:ird storage means, and fifth information associated with 
the second party was previously stored in a fourth storage 
means at a second site. the method further comprising: 

generating the third information associated with the first 60 
party; 

storing the third infonnatioo in the third storage means; 
retrieving the third information associated with the first 

party, and the fifth information associated with the 
second party; 

coding the fifth information and the third information to 
generate a third joint code; 

., 

receiving in the computer system identification informa­
tion associated with the user; 

generating or accessing first coded authentication infor­
mation using the received identification information 
associated with the user; 

rebieving the first revisable code from the first memory 
area and the second revisable code from the second 
memory area and deriving therefrom second coded 
authentication information; 

comparing the first coded authentication information with 
the second coded authentication information; 

authenticating the user, and granting access to the com-
puter infonnation or a first computer program stored in 
the controlled memory area to the user only if lbe first 
and second coded authentication infonnation compare 
favorably. 

23. The method as recited in claim 22 further comprising 
revising and storing the first and second revisable codes in 
the original respective memory areas only if the first and 
second coded authentication infonnation compare favor­
ably. 

24. The method as recited in claim 23 wherein computer 
infonnation stCd'ed in the memory of the computer system 
may be reproduced, the method further comprising: 

previously recording the second revisable code with the 
computer information to be reproduced; 

permitting the computer information to be reproduced 
only if the access has been granted to the user; and 

thereafter retrieving the second revisable code retrieved 
from the reproduced information and using the second 
revisable code to authenticate the user if thereprod11ced 
infonnatioo is used or accessed. 
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25. In a computer system comprising a memory contain­
ing computer infonnation or a first computer program stored 
in a controlled memory area to which access is granted only 
upon proper authentication of an authorized user of the 
computer system. tbe user including a person or .a second 
computer program. the memory fwther including a stored 
control program for interacting with a user and for making 
a determination as to whether the user is an authorized user. 
the memory further including a first area not readily acces­
sible to a user. the first area containing a first revisable codes 

10 
and a second area containing a second revisable code, a 
method of authentication of a user comprising: 

receiving in the computer system identffication infonna­
tion associated with the user; 

ge=~:g u~~~cc~~~!!~c~e:~~~~~~~~~~ 15 

associated with the user; 
retrieving the first revisable code from the first memory 

area and the second revisable code from the second 
memory area; 

deriving a l:hird revisable code using the retrieved first 20 

revisable code and the first coded authentication infor­
mation; 

comparing the retrieved second revisable code with the 
derived third revisable code; 

authenticating the user and granting access to the com- 25 

purer information or first computer program stored in 
the controlled memory area to the user only if the 
second and third revisable codes compare favorably. 

26. The method as recited in claim 2S further comprising 
revising and storing the first and second revisable codes in 30 
the original respective memory areas only if the second and 
third revisable codes compare favorably. 

27. The method as recited in claim 2S wherein computer 
information stored in the memory of the computer system 
may be reproduced, the method further comprising: 35 

previously recording the second revisable code with the 
computer information to be reproduced; 

permitting the computer information to be reproduced 
oo1y if the access has been gnwted to the user, and 

40 
thereafter retrieving the second revisable code retrieved 

from the reproduced information and using the second 
revisable code to authenticate the user if che reproduced 
infonnati.on is used or accessed. 

28. A method fOI' authenticating a first party by using 
information stored in a credential. the credential being 

45 

previously issued to the first party by a second party, 
wherein information previously stored in the credential 
comprises at least a non-secret variable authentication nwn­
ber (VAN) and other non-secret credential information, the 

50 method comprising: 
previously irreversibly coding at least a portion of the 

other non-secret credential infoimation to derive an 
irreversibly coded number, and further coding the irre­
versibly coded number with tint information associ- 55 
ated with the second party to derive a variable authen­
tication number (VAN); 

previously staring the VAN and the other non-secret 
credential information in the credentiali 

retrieving the VAN and the other non-secret credential 60 
information stored in che credential; 

retrieving second information associated with the second 
party previously stored in a storage means associated 
with at Jeast one of the parties; 

uncoiling the VAN using the second information associ- 65 
ated with the second party to derive the irreversibly 
coded number; and 

30 
authenticating the first party if the irreversibly coded 

number derived from at least a portion of the other 
non-secret credential information retrieved from the 
credential corresponds to the irreversibly coded num­
ber uncoded from the VAN. 

29. The method of claim 28 wherein the first inf(HJD.8tion 
associated with tlle second party comprises a secret key, and 
the second information associated with the second party 
comprises a non-secret key. 

3e. The method of claim 28 wherein the at least a portion 
of the other non-secret credential information comprises a 
non-secret key associated with the first party. 

31. A method for issuing a credential to a first party by a 
second party, the method comprising: 

the second party receiving non-secret information asso­
ciated with the first party; 

the second party authenticating at least a portion of tlle 
received non-secret infonnation associated with tlle 
first party; 

denying issuance of the credential if at least a portion of 
the received non-secret information associated with the 
first party is determined not to be authentic: 

coding at least a portion of the received non-secret 
infonnation associated with the first party with first 
infonnation associated with the second party to derive 
a variable authentication number (VAN); 

storing in the credential the VAN and at least a portion of 
the received non-secret information associated with the 
first party. and other infonnation associated with the 
second party; and 

issuing the credential to the first party. 
32. The method of claim 31 wherein at least a portion of 

the non-secret information associated with l:he :fir-st party 
comprises a non-secret key associated with the first party. 

33. A method for authenticating a first party by using 
infonnation stored in a credential. the credential being 
previously issued to the first party by a second party. 
wherein infonnation previously stored in the credential 
comprises at least a non-secret variable authentication num­
ber (VAN) and other non-secret credential infonnation, the 
method comprising: 

previously generating a first error detection code (EDCl) 
by using at least a portion the other non-secret creden­
tial information; 

prevloosly coding the first error detection code (EDCl) 
with first information associared with the second party 
to derive a variable authentication number (VAN); 

previously storing the VAN and the other non-secret 
credential information in the credential; 

retrieving lhe VAN and lhe other non-secret credential 
information stored in l:he credential; 

deriving a second error detection code (EDCZ) by using 
at least a portion of the retrieved other non-secret 
credential infonnation; 

retrieving second information associated with the second 
party previously stored in a storage means associated 
with at least one of the parties; 

uncoding the VAN using the second information associ­
ated wich the second party to derive a third error 
detectlon code (EDC3); and 

authenticating the first party and at least a portion of the 
non-secret infonnation stored in the credential if the 
second error detection code (EDCl) corresponds to the 
third error detection code (EDC3). 

34. The method of claim 33 wherein tlle first information 
associated with the second party comprises a secret key. and 
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the second information associated with the second party 
comprises a non~secret key. 

35. The method of claim 33 wherein the at least a portion 
of the other non-secret credential infonnation comprises a 
non-secret key associated with the first party. 

36. A method for issuing a credential to a first party by a 
second party. the method comprising: 

the second party receiving non-secret information asso­
ciated with the first party; 

32 
coding lhe first random number (RNl) and the first coded 

aulhentication infonnation to generate a second anti­
duplication variable authentication number 
(ADVANl); 

co:mpariDg the first anti-duplication variable authentica­
tion number (ADVANl) and the second anti­
duplication variable authentication number 
(ADVANl); and 

authenticating the first party by the second party if the first 
anti-duplication variable authentication number 
{ADVANl) and the second anti-duplication variable 
authentication number (ADVANl) correspond. 

the second party authenticating at least a portion of the 10 

received non-secret information associated with the 
first party; 

40. The method of claim 39 wherein after authentication 
occurs, the first party is authorized access to information or 

15 programs stored at the second site. 

denying issuance of the credential if at least a portion of 
the received non-secret information associated with the 
first party is detennined not to be authentic; 

generating an error detection code (EDC) by using at least 
a portion the received non-secret infonnation associ­
ated with the first party; 

41. A method for authenticating the transfer of funds from 
a first account associated with a first party to a second 
account associated with a second party. the first account 
infonnation being stored in a first storage means, and the 

storing in the credential the EDC and at least a portion the 
received non-secret information associated with the 
first party. and other information associated with the 
second party; and 

20 second account information being stored in a second storage 
means. the method comprising: 

issuing the credential to the first party. 
37. The melhod of claim 3CJ wherein at least a portion of 25 

the non-secret information associated with the first party 
comprises a non-secret key associated with the first party. 

38. The method of claim 36 fw1her comprising; 
coding the error detection code (EDC) by using first 

infonnation associated with the second party to derive 30 

a variable authentication number (VAN). and 
storing the VAN in the crodential. 
3!it. A method for authenticating a first party at a first site 

by a second party at a second site, the second party being a 
person or a computer program., by using a personal identi- 35 

fication number (PIN) supplied by the first party at the first 
site, and further using a first random number (RNl) gener­
ated by the second party at the second site, the PIN being 
previously used to derive or access first coded authentication 
infonnation. the first coded authentication information being 40 

previously stored in a storage means associated with the 
second party at the second site, the method comprising: 

receiving a PIN at the :fin;;t site from a first party to be 
authenticated; 

generating or accessing second coded authentication 45 
infonnation using the received PIN; 

generating a first random number (RNl) at a second site 
by the second party; 

storing the first random number (RNl) in the second 
50 storage means at the second site; 

transmitting the first random number (RNl) from the 
second site to the first site; 

receiving funds transfer information from lhe first party, 
including at least information for identifying the first 
account of the first party. and information for identify­
ing the second account of the second party. and a 
transfer amount; 

generating a variable authentication nwnber (VAN) using 
at least a portion of the received funds transfer infor­
mation; 

a third party for detennining whether the at least a portion 
of the received funds transfer information is authentic 
by using the VAN; and 

transferring funds from lhe first account of the first party 
to the second account of the second party if the at least 
a portion of the received funds transfer infonnatioo and 
the VAN are detennined to be authentic. 

42. The method of claim 41 further comprising: 
receiving from the :first party infonnation for identifying 

the first party; 
determining whether the first party is authentic by using 

the informatioo for identifying the first party; 
determining whether the at least a portion of the received 

funds transfer information is authentic by using the 
VAN; and 

debiting the first account of the first party and crediting 
the second account of the second party with the funds 
transfer amount if the at least a portion of the received 
funds transfer infonnation is detennined to be authen­
tic. 

43. The melhod of claim 41 wherein the funds transfer 
comprises a payment made by the first party to the second 
party. 

44. The method of claim 43 wherein prior to payment receiving the first random number (RNl) at the first site 
by the first party; 

coding the received first random number (RNl) and the 
second coded authentication information to derive a 
first anti-duplication variable authentication number 
(ADVAN1); 

55 being made to the second party. the first party is presented 
with the second party•s invoice, and after the payment is 
made to second party, the accounts receivable associated 
with the second party. and the accounts payable associated 

transmitting the first anti-duplication variable authentica- 60 
tioo number (ADVANl) from the :first site to the second 
site; 

with the first party are updated. 
45. The method of claim 41 wherein the VAN is used to 

confirm.. substantiate, acknowledge, authorize. reference, 
validate or verify the transfer of funds. 

receiving lhe first anti-duplication variable authentication 
number (ADVAN1) at the second site by the second 
party; 

46. The method of claim 41 wherein the VAN is generated 
by using an error detection code derived by using al least a 

65 portion of the funds transfer information. 
.retrieving the first coded authentication information from 

the storage means at the second site; 
47. The method of claim 41 foe further securing the 

transfer of funds, at least one party being previously issued 
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a credential by a trusted party, the credential information 
including information associated with the at least one party, 
and a second variable authentication number (VANl), lhe 
V ANt being used to secure at least a portion of the credential 
infonnation to the at least one party, authentication and the 5 

transfer of funds being denied to the at least one party if the 
at least a portion of the credential information cannot be 
serured to the at least one party by using the VANI. 

48. The method of claim 41 wherein the first party and the 
second party are the same party. 

49. The method of claim 48 wherein the second storage 
means comprises a credential. 

SO. The method of claim 41 wherein the first storage 
means comprises a credential. and the second storage means 
comprises a credential. 

51. A method for authenticating lhe transfer of funds from 

10 

" 
an account associated with a first party to an account 
associated with a second party. a credential being previously 
issued to at least one of the parties by a trusted party, the 
information stored in the credential being non~secret. the 20 
method comprising: 

34 
57. A method for authenticating the transfer of funds from 

an account associated with a first party to an account 
associated with a .second party. at least a part of the transfer 
being carried out by a third party. comprising: 

receiving funds transfer information. including at least 
infonnation for identifying the account of the first 
party, and information for identifying the account of the 
second party. and infonnation for identifying the 
account of the third party. and a transfer amount; 

generating a first variable authentication number (VANl) 
using at least a portion of the received funds transfer 
infonnation, the VANl being associated with the trans­
fee of funds from the account of the third party to the 
account of the second party; 

detttmining whether the at least a portion of the received 
funds transfer information is authentic by using VAN!; 

transferring the funds from the account of the third. party 
to the account of the second party if lhe at least a 
portion of the received funds transfer infonnation and 
the VANl are determined to be authentic; 

receiving funds transfer infonnation. including at least generating a second variable authentication number 
infonnation for identifying the account of the first (VANl) using at least a portion of the received funds 
party. and information for identifying the account of the transfer infonnation, the VAN2 being associated with 
second party. and a transfer amount; 2s the transfer of funds from the account of the first party 

generating a variable authentication number (VAN) using to the account of the third party; 
at least a portion of the received funds transfer infor- determining whether the at least a portion of the received 
mation; funds transfer information is authentic by using VANl; 

determining whether the at least a portion of the received and 
funds transfer information is authentic by using the 30 transferring the funds from the account of the first party 
VAN and the credential information; and to the account of the third party if the at least a portion 

transferring funds from the account of the first party to the of the received funds transfer information and the 
account of the second party if the at least a portion of VANl are dete.rmhted to be authentic. 
the received funds transfer information and the VAN 

35 
58. The method of claim 57 fwthec comprising: 

are detennined to be authentic. receiving from the first party infonnation for identifying 
52. The method of claim S 1 fwther comprising: the first party; 
receiving from the first party information for identifying determining whether lhe first party is authentic by using 

the first party; the infolllllllion for identifying the first party; 
detennining whether the first party is authentic by using 40 determining whether the at least a portion of the received 

the infonnation for identifying the first party; funds transfer infonnation is authentic by using the 
determining whether the at least a portion of the received VAN2; and 

funds transfer information is authentic by using the debiting the account of the first party and crediting lhe 
VAN; and account of the third party with the funds transfer 

debiting the accoont of the first party, and crediting the 45 amount if the at least a portion of the received funds 
account of the second party with the funds transfec transfer information and the VAN2 ace determined to be 
amount if the at least a portion of the received funds authentic. 
transfer information is determined to be authentic. SSt. The method of claim 57 wherein the funds transfer 

53. The method of claim 51 wherein the funds transfer comprises a payment made by the first party or the third 
comprises a payment made by the fust party to the .second SO party to the second party. 
party. 60. The method of claim 57 wherein the VAN1 or the 

54. The method of claim 51 wherein the VAN is used to VAN2 are used to coofum, substaotiate. acknowledge, 
confirm. substantiate, acknowledge. authorize, reference, authorizet reference, validate or verify the transfer of funds. 
validate or verify the transfer of funds. 61. The method of claim 57 wherein the VANl or the 

SS. The method of claim 51 wherein the VAN is generated ss VAN2 are eaeh generated by using ao error detection code 
by using an error detection code derived by using at least a derived by using at least a portion of the funds tnmsfer 
portion of the funds transfer iofonnation. infonnation. 

56. The method of claim 51 for further securing the 62. The method of claim 57 for further securing the 
transfer of funds, at least one party being previously issued transfer of funds, at least one party being previously issued 
a credential by a trusted party, the credential information 60 a credential by a trusted party, the credential information 
including information associated with the at least one party, including infonuation associated with the at least one party, 
and a second variable authentication number (VANl)! the and a variable authentication number (VAN3). the VAN3 
VANl being used to secure at least a portion of the credential being used to secure at least a portion of the credential 
infonnation to the at least one party, authentication and the infonnati.on to the at least one party. aulhentication and. the 
transfer of funds being denied to the at least one party if the 6S transfer of funds being denied to the at least one party if the 
at least a portion of the credential infonnation cannot be at least a portion of the credential information cannot be 
secwed to the at least one party by using the VAN1. serured to the at least one party by using lhe VANJ. 
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63. A method for authenticating and securing the integrity the second party transmitting a second message compris­
ing at least the second credential information from the 
second site to the first site. and the second message 
being received at the first site; 

the first party extracting the second credential information 
from the received second message; 

rebieving the fourth key from the first storage means at 
the first site; 

determining if the second party is secured to the fourth 
key by using the second credential information and the 
fourth error detection code (EDC4); 

rejecting the second message if the second party is 
detennined not to be secured to the fourth key; 

of relevant iofonnation transmitted from a first party at a first 
site to a second party at a second site by using first 
infonnation associated with the first party. the first informa­
tion comprising a secret first key. a non~ secret second key, 
and first credential iofonnation. the first infonnation being 
previously stored in a first storage means at the first site. and 
the ficst credential information comprising non~secret iofor~ 
mation for securing the second key to the first party, the first 
credential infonnation including a third a:ror detection code 

10 
(EDC3) being previously stored in the first credential by a 
third party during prior issuance of the first credential to the 
first party, and the seoond key associated with the first party 
being previously stored in a second storage means at the 
second site, and the first key being used by the first party to 
generate a first variable authentication number (VANl). the 
VANl and the second key being used by the second party to 
authenticate the first party and the integrity of the relevant 
information received from the first party, the method com~ 
prising: 

15 receiving or generating sensitive iofonnation; 

20 

coding the sensitive iofonnation with the fourth key to 
generate secure coded sensitive information; 

transmitting the secure coded sensitive infonnation from 
the first site to the second site. and receiving the secure 
coded sensitive infonnation at the second site; 

receiving relevant information from the first party; 
deriving a first error detection code (EDCl) by using the 

relevllRt information; 
retrieving the first information previously stored in the 

first storage means; 
coding the EDCI with the retrieved first .key to generate 

the first variable authentication nwnber (VANI); 
forming a first message including at least the VANI. the 

first credential information, and the relevant informa­
tion; 

transmitting the first message from the first party at the 
first site to the second party at the second site. and 
receiving the first message at the second site; 

extracting the VANI. the first credential infonnation. and 
the relevant information from the first message at the 
second site; 

retrieving the second key from the second storage means 
at the second site; 

determining if the fust party is secured to the second key 
by using the fust credential infonnation and lhe third 
error detection code (EDCJ); 

rejecting the first message if the first party is determined 
not to be secured to the second key; 

the second party retrieving the third key from the second 
storage means; and 

uncoiling the secure coded sensitive information using the 
third key to recover the sensitive information. 

25 65. The method of claim 63 wherein the first party is 
granted access to the first key in the first storage means only 
if the identity of the first party is authenticated by using a 
personal identification number (PIN) belonging to the first 
party. 

30 66. The method of claim 63 wherein a second variable 
authentication number (VAN2) is stored in the first creden­
tial during prior issuance of the first credential. the V AN2 
being generated by coding the EDC3 with a third secret key 
associated with the third party. and wherein a fourth non-

35 secret key associated with the third party is previously stored 
in the second storage means at the second site, the fourth key 
being used by lbe second party to authenticate the first 
credential iofonnation. and following the step of retrieving 
the second key from the second storage means at the second 

40 site. the method further comprising: 
retrieving the fourth key from the second storage means 

at the second site; 

uncodlng the VANI using the second key to recover the 45 
first error detection code (EDCl); 

extracting the EDC3 and the VAN2 from the first creden~ 
ti.a1 infonnation in the received first message; 

uncoding the VAN2 using the fourth key to recover the 
third error detection code (EOC3); deriving a second error detection code (EDC2) by using 

the relevant infOIID.3.tion; 
comparing the first error detection code (EDC 1) with the 

second error detection code (EDC2); and 
authenticating the :first party and the integrity of the 

relevant information if the first error detection code 
(EDCl) and the second error detection code (EDC2) 
correspond. 

64. The method of claim 63 wherein second information 
associated with the second party is previously stored in the 
second storage means. the second information comprising a 
secret third key and a non-secret fourth key and second 
credential infonnation. the second credential information 
including a fourth error detection code (BDC4) being pre­
viously stored in the second credential by a third party 
during prior issuance of the second credentia1 to lhe second 
party. and the non-secret fourth key being previously stored 
in the first storage means at the first site. the method fw1her 
comprising: 

the second party retrieving the second aedential infor­
mation from the second storage means; 

determinlng if the extracted EDCJ and the recovered 
EDC3 correspond; 

so rejecting the first message if the extracted EDC3 and the 
recovered EDC3 do not correspond. 

67. The method of claim 64 wherein the sensitive infor­
mation comprises a session key being subsequently used by 
the first and second parties to code and uncode information 

55 ttansfared between the first and second sites. 
68. The method of claim 6:1 wherein the first party is 

granted access to the first key in the first storage means only 
if the identity of the first party is authenticated by using a 
personal identification nwnber (PIN) belonging to the first 

60 party. and the second party is granted access to the third key 
in the second storage means only if the identity of the second 
party is authenticated. 

69. The method of claim 64 wherein a third variable 
aulhentication number (V AN3) is stored in the second cre-

65 dential during prior issuance of the second credential. the 
V AN3 being genernled by coding the EDC4 with a third 
secret key associated with the third party. and a fourth 
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non-secret key associated with the third party being previ­
ously stored in the :first storage means at the fust site. the 
fourth key being used by the first party to authenticate the 
second credential information. and following the step of 
retrieving the fourth key from the first storage means at the s 
first site. the method further comprising: 

retrieving the fourth key from the first storage means at 
the first site; 

extracting the EDC4 and the V AN3 from the second 
credential infonnation in the received second message; 10 

uncodiog the VAN3 using the fourth key to recover lhe 
fourth error detection code (EDC4); 

determining if the extracted EDC4 and the recovered 
EDC4 correspond; 

rejecting the second message if the extracted EDC4 and 
the recovered EDC4 do not correspond. 

38 
denying issuance of the credential if at least a portico of 

the information for identifying the ficst party is deter~ 
mioed not to be authentic; 

retrieving the secret key associated with the second party 
from the third storage means at the second site; 

geoernting a first variable authentication number VANI 
by coding the second variable authentication number 
VANl with the secret key associated with the second 
party; 

storing in the credential at least the VANl. the EDCI. the 
non-secret key associated with the first party. and 
iofonnation for identifying the second party; 

issuing the credential to the first party; wherein the 
method for autheoticating the first party and the cre­
dential during at least ooe stage of a subsequent 
transactioo. comprises: 
retrieving the information previously stored in the 

credential: 
receiving or retrieviog the non-secret key associated 

with the first party and the non-secret key associated 
with the second party; 

uncoding the first variable authentication number 
VANI using the noo-secret key associated with the 
second party to recover the second variable authen­
tication ownber V AN2; 

uncodlng the second variable authentication number 
VAN2 using the non-secret key associated with the 
first party to recover the EDCI; 

authenticating the credential. and the first party who 
was isSlled the credential. if the EDCI retrieved from 
the credential corresponds to the EDCl recovered 
from the second variable authentication number 
VANl, 

70. A method of issuing a credential to a first party at a 
first site. by a second party at a second site. wherein the first 
party is authenticated during at least one stage of a subse- 20 
quent transaction by using the credential. wherein the infor­
mation stored in the credential comprises at least a first 
variable authentication nwnber VAN 1, information for iden­
tifying the first party. a non-secret key associated with the 
first party, and information for identifying the second party, 25 
and ficst and second storage means at the first site, the first 
storage means being used to store a secret key associated 
with the first party, the secret key being accessible to a party 
with knowledge of a pre-determined personal identification 
number (PIN), the second storage means being used to store 30 
the non-secret key associated with the first party. and third 
and fourth storage means at the second site. the third storage 
means being used to store a secret key associated with the 
second party, the secret key being accessible to an autho­
rized party. the fourth storage means being used to store a 
non-secret key associated with the second party. the method 
comprising: 

35 
71. The method of claim 70 wherein the noo-secret Jrey 

associated with the second party is retrieved from fourth 
storage means and stored in the credential. prior to- issuing 
the aedential. receiving info.rmation for identifying the first party~ and a 

pre-determined personal identification nwnber (PIN) 
from the first party; 

retrieving the secret key associated with the first party 
from the first storage means. only if the personal 
identification number (PIN) is detennined to be authen­
tic; 

72. The method of claim 70 wherein prior to denying 

40 
issuance of the credential if at least a portion of the infor­
mation for identifying the first party is determined not to be 
authentic. the method further comprising: 

coding at least a portion of the information for identifying 45 
the first party to derive a first error detection code 
(EDCI); 

uncoding the second variable authentication number 
VAN2 by using the oon-secret key associated with the 
first party to recover the EDCI; 

comparing the recovered EDCI with the EDCI exttacted 
from the received message; and 

deoying issuance of the credential if the extracted EDCI 
and the recovered EDCI do not match. 

generating a second variable authentication number 
V ANl by coding the EDCI with the secret key asso­
ciated with the first party; 

retrieving the non-secret key associated with lhe first 
party from the second storage means~ 

fonning a message including at least the VAN2, the 
non-secret key associated with the fust party. the 
EI>Cl, and the infonnation for identifying the first 
party; 

transmitting the message from the first party at the first 
site to the second party at the second site. and receiving 
the message at the second site; 

exttacting the VAN2. the noo-secret key associated with 
the first party, the EDCI. and the information for 
identifying the first party from the message at the 
second site; 

using at least a portion of the infonnation for identifying 
the ficst party to authenticate the identity of the :first 
party; 

.50 73. A method for determining if an unauthorized dupli-
cation or alteration occurred in first ttansaction informatioo 
(FXI) and in second transaction inforiilOlion (SXI). the FXI 
being originated by a second entity at a secood site, and 
being transmitted to a first entity at a first site. the first entity 

ss aod the second entity being a person. or a computer program. 
and the SXI being originated at the first site and being 
combined with the FXI to form first combined traosaction 
information (FCX) at the first site. an anti-duplication vari­
able authentication number (ADVANI) being derived from 

60 the FCX and first information (FK.l) associated with the first 
entity, the FK1 being previously stored .in a first storage 
means at the first site and being solely accessible to the first 
entity, the ADVANI. aod the SXI being transmitted from the 
first site to the second the FXI and the SXI being autheoti-

65 cated at the second site. by using the ADVANI. FXL SXI. 
and second infonnatioo (FK2) associated with the first 
entity, the FK2 being previously stored in a second storage 
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means at the second site, a first transaction record storage 
means (FXR) being used at the first site. and a second 
transaction record storage means (SXR) being used at the 
second site, the FXR and SXR being used to store at least the 
FXl and the SXL the method comprising: 

40 
the second entity ( 1) authenticating the first entity and 

detennining that no unauthorized duplication or alter­
ation occurred in first transaction infonnation (FXI) if 
the recovered EDCl and the derived EDC2 correspond; 
or (2) denying authentication to the first entity or 
detennining that an unauthorized duplication or alter­
ation occurred in first transaction information (FXl) if 
the recovered EDCI and the derived EDC2 do not 
correspond. 

generating or receiving first transaction information (FXI) 
at the second site, and storing the FXI in the second 
transaction record (SXR) storage means at the second 
site; 

transmitting the FXI from the second site to the first site, 
and receiving the FXI at the first site; 

10 76. The method of claim 73 wherein the first entity is 
authenticated by the second entity. and wherein the FXl 
comprises a first random nwnber (RNl). and the SXI 
comprises a second random number (RN2). storing the FXI in the first transaction record (FXR) 

storage means at the first site; 
generating or receiving second transaction information 15 

(SXI) at lhe first site; 
storing the SXI in tlle FXR storage means at the first site; 
combining the FXl and the SXI to form first combined 

transaction information (FCX)~ 
retrieving the first information (FKl) associated with the 20 

first entity from the first storage means, the FKl being 
accessible only to the first entity; 

coding the FCX with the retrieved FKI to derive a first 
anti-duplication variable authentication number 
(ADVANI); 25 

transmitting tbe first anti-duplication variable authentica­
tion number (ADVANl) and the SXI, from the first site 
to the second site, and receiving the ADV ANI and the 
SXI at the second site; 

30 storing the received ADVANl and the SXI in the SXR 
storage means at the second site; and 

the second entity subsequently using the ADVANl. the 
FXI, the SXI. and second information (FK2) associated 
with the first entity to determine if an unauthorized 3s 
duplication or alteration occmred in the first transaction 
information (FXI) or in the second transaction infor­
mation (SX!). 

74. The method of claim 73 wherein coding the FCX to 
derive the ADVANI further comprises: 

irreversibly coding the FCX to derive a first error detec­
tion code (EDCI ); 

storing the EDCl in the FXR storage means; and 

40 

coding the EDCl with the first information (FKI) asso­
ciated with the first entity to derive the first anti- 45 
duplication authentication number (ADVANI). 

75. The method of claim 74 for further authenticating the 
integrity of the FXI. and for further authenticating the first 
entity by the second entity, the method further comprising: 

relrieving the FXI. the SXI. and the ADVANI from the so 
SXR storage means at the second site; 

retrieving the second infonnation (FK2) associated with 
the first entity from the second storage means; 

uncoding the ADVANl by using the FK2 to recover the ss 
first error detection code (EDCl); 

combining the relrieved FXI and the retrieved SXI to 
fonn a second combined transaction information 
(SCX); 

irreversibly coding the second combined transaction 60 
information (SCX) to derive a second error detection 
code (EDC2); 

storing the second error detection code (EDCZ) in the 
SXR storage means at the second site; 

comparing the recovered first error detection code 65 
(BDCl) and the derived second error detection code 
(EDC2); and 

77. The method of claim 73 wherein FXI and SXI are both 
present 

78. The method of claim 73 for further determining if an 
unauthorized duplication or alteration occurred in the SXL 
and for further authenticating the second entity by the first 
entity. by using a second anti-duplication variable identifi-
cation number (ADVAN:Z) derived by the second entity. the 
ADVAN2 being derived at the second site from the BDC2 
and third infonnation (SK3) associated with the second 
entity. the SK3 being previously stored in a third storage 
means at the second site. the SXI and the second entity being 
aulhenticated by the first entity by using the ADVAN2. lhe 
SXI.Ihe FXI, and fourth infonnation (SK4) associated with 
the second entity. the SK4 being previously stored in a 
fourth stO£age means at the first site. the method further 
comprising: 

retrieving the second error detection code (EDC2) from 
tbe SXR storage means; 

relrleving the third infonnation (SK3) associated with the 
second entity from the third storage means at the 
second site; 

coding the EDC2 with the SK3 to derive a second 
.anti-duplication variable authentication number 
(ADVAN2); 

transmitting the ADVAN2 from the second site to the first 
site, and receiving the ADVAN2 at the first site; 

storing the ADVAN2 in the FXR storage means; 
retrieving fourth information (SK4) associated with the 

second entity from the fowth storage means at the first 
site; 

retrieving the ADVAN2 from the FXR storage means; 
uncoding the ADVAN2 by using the SK4 to recover the 

second error detection code (EDC2); 
retrieving the FXI, and the SXI from the FXR storage 

means; 
combining the retrieved FXI and the retrieved SXI to 

fonn a third combined transaction information (fCX); 
irreversibly coding the TCX to derive a third erroc detec­

tion code (EDC3); 
storing the third error detection code (EDC3) in FXR 

storage means; 
comparing the derived third error detection code (EDC3) 

and the recovered second error detection code (EDC2); 
and 

the first entity (1) authenticating the second entity and 
determining that no unauthorized duplication. or 
alteration. occurred in the second transaction informa­
tion (SXI) if the derived EDC3 and the recovered 
BDC:Z correspond. or (2) denying authentication to the 
second entity or determining that an unauthorized 
duplication. or alteration. occurred in the second trans­
action information (SXI) if the derived EDC3 and the 
recovered EDC2 do not correspond. 
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79. The method of c.laim 73 far fm1her securing the first 
and second information associated with the first entity to the 
first entity by using a credential previously issued to the first 
entity by a trusted entity. the information stored in the 
aedential including at least the first or second information 
associated with the first entity, and a first variable authen­
tication number (V ANl). the VANl being used to serure the 
first or second infonnation to the first entity, authentication 
being deoied if the first or second information associated 
with the first entity cannot be secured to the first entity by 10 
using VANl. 

80. The method of claim 73 for further securing the third 
and fourth information associated with the second entity to 
the second entity by using a credential previously issued to 
the second entity by a trusted entity. the infonnation stored l.S 

in the credential including at least the 1hird or fourth 
infonnation associated with the second entity, and a second 
variable authentication number (VANl). the VAN2 being 
used to secuce the third or fourth iofonnation to the second 
entity, authentication being denied if the third or fourth 20 
infonnation associated wilh the second entity cannot be 
secured to the second entity by using V AN2. 

81. The method of claim 73 wherein the first entity has a 
personal identification number (PIN). the PIN being used to 
access the FKl information stored in the :first storage means. 25 
the method further comprising: 

receiving a personal identification number (PIN) supplied 
by the :first entity at tbe :first site; and 

retrieving the first information associated with the first 
entity from the first storage means only if the PIN of the 30 

:first entity is determined to be authentic. 

42 
retrieving the fifth information associated with the first 

entity from the fifth storage means at the first site; 
retrieving the XN from the FXR. storage means; 
combining the XN and the fifth information to form a first 

information group (!Gl); 
irreversibly coding IGl to derive a fourth error detection 

code (EDC4); 
retrieving the second infonnation associated with the third 

entity from the sixth storage means at the first site; 
coding the EDC4 with the second infonnation associated 

with the third entity to derive a third anti-duplication 
authentication number (ADVAN3); 

transmitting the ADVAN3 and the XN from the first site 
to the third site, and receiving theADVAN3 and theXN 
at the third site; 

retrieving the first information associated with the lhird 
entity from the eighth storage means at the third site; 

u.ncoding the ADV AN3 by using the first information 
associated with the third entity to recover the EDC4; 

retrieving the fifth infonnation from the seventh storage 
means at the third site; 

combining the received XN and the fifth infonnation to 
form a second infonnation group (!Gl); 

irreversibly coding the IGl to derive a fifth error detection 
code (EDC5); 

comparing BDC4 and BDCS; and 
authenticating the participation of the first entity in the 

transaction if the EDC4 and EDCS match. or determin­
ing that the entity did not participate in the transaction 
if the EDC4 and EDCS do not match. 

82. 'The method of claim 73 wherein a transaction numba 
(XN) is used in conjunction with the FXI or the SXI to 
identify and retrieve transaction information from a storage 
means associated with an entity participant in a transaction, 
the method further comprising: 

generating an XN at one of the first or second sites, and 
transmitting the XN to the other of the first or second 
sites; 

87. The method of claim 73 wherein the FXI is made 
serure iD transmitting the FXI from the second site to the 
first site by coding the FXI with third information associated 

35 wilh the first entity to derive coded FXI. the third informa­
tion associated with the first entity being previously stored 
in a ninth storage means at the second site. and by unroding 
the coded FXI by using fourth infonnation associated with 
the first entity. the fourth information associated with the 

40 first entity being previously stored in a tenth storage means 
at the :first site. the method further comprising: 

storing the XN in the FXR. storage means and SXR. 
storage means associated with the transactionj 

using the XN to identify the transaction. and as an index 
in retrieving relevant transaction information. 

83. The method of claim 73 wherein one of the first and 
second infonnation assc:riated with the first entity is secret. 
and the other of lhe first and second infonnation associated 
with the first entity is non-secret 

retrieving the third information associated with the first 
entity from the ninth storage means at the second site; 

4.5 co:g:: :;?tywt~th~v~~~C: ~=~~=: :~ 

84. The method of claim 73 wherein one of the third and 
fourth infonnation associated with the second entity is .50 

secret. and the other of the third and fourth information 
associated with the second entity is non-secret 

transmitting the coded FXI from the second site to the :first 
site, and receiving the coded FX1 at the first site; 

retrieving the fourth infonnation associated with the :first 
entity from the tenth storage means at the :first site; and 

uncoding the coded fXI by using fourth information 
associated with the first entity to recover the FXI at the 
first site. 85. The method of claim 73 wherein the same key. oc 

either one of RNl or RNl, is used subsequent to 
authentication. by each of the first and second entities to 
code and uncode information transmitted between the sites. 

86. The method of claim 73 for further authenticating the 
participation of lhe first entity in a transaction by a third 
entity at a third site. wherein the fXI comprises the XN and 
fifth information associated with the first entity. the fifth 
infonnation being previously stored in a fifth storage means 

88. A method for authenticating a first party at a first site 
55 by a second party at a second site, the second party being a 

person or a computer program. by using a personal identi­
fication number (PIN) suwlied by the first party at the first 
site~ and further using a first random number (RNl) gener­
ated by the serond party at the second site, the PIN being 

60 previously used to derive or access first coded authentication 
infonnation. the :first coded authentication information being 
previously stored in a stmage means associated with lhe 
second party at the second site. the melhod comprising: 

at the first site and also in a seventh storage means at lhe 
third site, and second information associated with the third 
entity being previously stored in sixlh storage means at the 
first site, and first information associated with the third entity 6.5 

being previously stored in an eighth storage means at the 
third site. the method further comprising: 

receiving a PIN at the first site from a first party to be 
authenticated; 

generating or accessing second coded authentication 
infonnation using the received PIN; 
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generating a first random number (RNI) at a second site 
by the second party; 

storing the first random number {RNl) in the second 
storage means at the second site; 

transmitting the first random number (RNI) from lhe 
second site to the first site; 

receiving the first mndom number (RNl) at the first site 
by the first party; 

44 
89. In a check or payment instrument transaction system. 

a method for issuing a check or payment instrument by an 
originator to a recipient. information associated with the 
check or payment instrument comprising (1) information 

s associated with the originator. (2) information associated 
with the recipient. and (3) other iofonnation which includes 
at least an amount of the check or payment instrument. the 
method comprising; 

receiving the infonnation associated with the originator 
and the recipient, and the other information including at 
least the amount; 

deriving a variable authentication number (VAN) using at 
least a portion of the received information; 

associating the received information and the VAN with 
the check or payment instrument; and 

issuing the check or payment instrument. 

coding the received first random number (RNl) and the 10 
second coded authentication infonnation to derive a 
first anti-duplication vari11ble authentication number 
(ADYANl). the first anti-duplication variable authen­
tication number (ADVANI) further being derived by 
irreversibly coding the received first random number 15 
(RNI) to derive a first error detection code (EDCl), and 
coding the first error detection code (EDCI) with the 
second coded authentication information to thereby 
derive the first anti-duplication variable authentication 
number (ADVANl); 

90. The method of claim 89 wherein the check or payment 
instrument is authenticated by using at least a portion of the 

20 infonnation associated with the check or payment insbU­
ment and the VAN. transmitting the first anti-duplication variable authentica­

tion number (ADVANl) from the first site to the second 
site; 

.receiving the first anti-duplication variable authentication 
number (ADVANl) at the second site by the second 
party; 

retrieving the first coded authentication information from 
the storage means at the second site; 

uncoding the received first anti-duplication variable 
authentication number (ADVANI) by using the first 
coded authentication information to recover the first 
error detection code (EDCl); 

relrievingthe first random number (RNI) from the storage 
means at the second site; 

irreversibly coding the relrieved first random number 
(RNI) to derive a second error detection code (EDCl); 

comparing the first error detection code (EDCl) and the 
second error detection code (EDC2); and 

91. A method for securing in escrow and in trust. a portion 
of information used to derive a joint key. the joint key being 
associated with a first party and a second party and being 

25 stored in a storage means associated with the second party. 
wherein escrowed or entrusted information was previously 
used for generating a variable authentication number (VAN), 
the joint key being derivable from infonnation associated 
with the first party and infocmation associated with the 

30 second party. the VAN being subsequently used in authen­
ticating the first party, the first party being enrolled by the 
second party and being issued a credential, the VAN being 
stored in the credential, the method comprising: 

35 

previously receiving information associated with the first 
party and information associated with the second party; 

previously generating a joint key using the information 
associated with the first party. and the information 
associated with the second party; and 

authenticating the first party by the second party if the first 40 

error detection code (EDCl) and the second eiror 
detection code (EOCl) correspond. 

retaining in the storage means, in trust, at least a portion 
of information used to derive the joint key. 

* * "' * 
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is the sole party involved and is present in person. However, 
until the present invention, it has not been possible to verify 
the identity and to secure the interests of all parties to 
multi-party transactions and, in particular, absent parties to 
a transaction. 

SUMMARY OF THE INVENTION 

Briefly, the present invention is directed to a transaction, 
document processing, or record access system which avoids 
the shortcomings of known systems of this type. In accor­
dance with an embodiment of the present invention, when a 
transaction, document or thing needs to be authenticated, 
information associated with at least one of the parties 
involved (e.g., an originator and/or a recipient) is coded to 

This application is related to application Ser. No. 08/455, 
477, filed May 22, 1995, and application Scr. No. 08/455, 
612, filed May 22, 1995, now U.S. Pat. No. 5,555,303. 

FIELD OF 1HE INVENTION 

The present invention relates generally to secure transac­
tion systems and, more particularly, concerns a method and 
apparatus for authenticating documents, records and objects 
as well as tbe individuals who are involved with them or 
responsible for them. 

BACKGROUND OF THE INVENTION 

There are many times in our daily lives when the need 
arises for highly secure transactions. For example, instru­
ments of commerce, such as checks, stock certificates, and 
bonds are subject to theft and forgery. From the time a 
document is issued, the information contained on it, or the 
name of the recipient could be changed. Similarly, passports, 
pay checks, motor vehicle registrations, diplomas, food 
stamps, wager receipts, medical prescriptions, or birth cer­
tificates and other official documents are subject to forgery, 
fraudulent modification or use by an unintended recipient. 
As a result, special forms, official stamps and seals, and 
special authentication procedures have been utilized to 
assure the authenticity of such documents. Medical, legal 
and personnel records, and all types of information in 
storage media are also subject to unauthorized access. Pass­
words and coding of such records have been used to thwart 
unauthorized access. However, there have always been 
ingenious individuals who have somehow managed to cir­
cumvent or evade all such systems of security. 

With the introduction of computers and computer com­
munications into business transactions and document 
processing, a certain degree of security was gained, in that 
it is now possible to verify documents and transactions much 
more quickly, thereby avoiding many frauds which previ­
ously went unnoticed until it was too late. However, with the 
elimination of the human factor, verification of the identify 
of parties also became more difficult. A pressing need still 
exists for business transaction, document processing and 
record acces.<; systems which can assure the identity of the 
parties and the accuracy of the infonnation involved in the 
transaction. As used herein, the term "record access sys­
tems" includes systems which access media which contains 
data, messages, text, FAX, audio, video, drawings, images, 
photo, electronic and physical mail, safe boxes, and the like. 
As used herein the term "business transaction system" will 

15 produce a joint code. This joint code is then utilized to code 
information relevant to the transaction, document or record, 
in order to produce a variable authentication number (VAN) 
or code at the initiation of the transaction. lbis VAN is 
thereafter associated with the transaction and i<; recorded on 

20 the document or thing, along with the original infonnation 
that was coded. During subsequent stages of the transaction, 
only parties capable of reconstructing the joint code will be 
able to uncode the VAN properly in order to re-derive the 
information. Thus, the joint code serves to authenticate the 

25 parties, and the comparison of the re-derived information 
against the information recorded on the document serves to 
authenticate the accuracy of that information. Alternatively, 
the information could be authenticated by regenerating a 
VAN from the recorded infonnation and comparing the 

30 regenerated VAN with the recorded VAN. 
In accordance with an embodiment of the present 

invention, at the time of enrolling as a user of the system, 
each user selects a personal identification number (PIN), 
which is secret, does not exist in an uncoded form, and 

:15 cannot be recovered from other information anywhere in the 
system. During or after enrollment, a non-secret identifica­
tion code and a secret code are also stored in a user's file at 
the user associated computer facility. When a user partici­
pates in a transaction, the user is required to utilize his or her 

40 PIN, which after being coded is used to derive a coded 
arbitrary number. Subsequently, this arbitrary code is com­
pared to another such code which is generated from a 
reconstituted version of the coded PIN, in order to authen­
ticate the user's identity. One of the embodiments creates a 

45 computer file with a secret address to authenticate a user's 
identity, and to secure sensitive records. The address is 
preferably not stored anywhere in the system, but is gener­
ated when needed from information supplied by the user. In 
some embodiments of the present invention, when a joint 

50 code is created as described above, one participating user 
(e.g., the originator) must provide his or her PIN. The other 
party's non-secret identification code and the PIN are uti­
lized in creating the joint code. In other embodiments, the 
joint code is created from the coded PIN's of the partici-

55 pants. 

BRIEF DESCRIPTION OF THE DRAWINGS 

be intended as a generic term to describe all such 60 
transaction, document processing and record access 
systems, including ones not related to business usc, such as 
passport authentication systems. 

The foregoing brief description as well as further objects, 
features, and advantages of the present invention wili be 
understood more completely from the following detailed 
description of the presently preferred, but nonetheless 
illustrative, embodiments of the invention, with reference 
being had to the accompanying drawings, in which: 

The security problems described above have been handled 
with some degree of success in systems involving a single 65 
party transaction where the party is present. For example, 
during the use of an automatic teller machine, the customer 

.F1GS. 1-5 illustrate the symbols utilized in the present 
application to represent conventional building blocks used to 
form the invention, these building blocks being respectively, 
a coder, an uncoder, a linker, a mixer, and a sorter; 
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FIGS. 6-8 arc functional block diagrams illustrating a 
check transaction system in accordance with a first embodi­
ment of the present invention, with FIG. 6 illustrating user 
enrollment, FIG. 7 illustrating how an originator generates a 
check, and HGS. SA and SB illustrating the authentication 
process when the check is presented to be cashed; 

FIGS. 9-U are functional block diagrams illustrating a 
credential issuing and authentication system in accordance 
with a second embodiment of the present invention, with 
FIG. 9 illustrating the enrollment of an official, FIG. 10 10 

illustrating the enrollment of a user, FIG. 11 illustrating the 
issuance of the credential, and FIG. 12 illustrating the 
authentication of an issued credential; 

HGS.l3A-13E, when arranged as illustrated in FIG. 14, 
collectively represent a functional block diagram of a check 15 

transaction system similar to that of FlGS. 6-8, but includ­
ing the basic processing necessary to clear and pay a check 
electronically; 

de~~~i~lsi~~~;1;~ ~~~~~~it!~~~~ b!~~~!iaag:::~i~! ~ocr:~ 20 

alternate embodiment of the present invention; and 
FIG. 16 is a functional block diagram of a system for 

authenticating a party and for autlwrizing access to a secret 
file associated with the party according to an alternate 25 
embodiment of tbe present invention. 

DETAILED DESCRIPTION OF '!HE 
PREFERRED EMBODIMENTS 

4 
three phases of operation. In tbe first phase, illnstrated in 
FIG. 6, a user of the system must enroll in order to be 
recognized by the system. Each user enroils at his or her 
bank, or at another convenient location, such as a place of 
employment, in the presence of an officer, who appropriately 
verifies the user's identity and obtains the typical informa­
tion from him, including his taxpayer identification number 
(TIN) and telephone number. An account is then opened for 
the user and a file is created for him or her in the bank's 
computer, and the bank assigns a person account nnmber 
(PAN) to the user's account. If a bank card is issued to the 
user, it usually contains the PAN and a bank identification 
number (BIN), 

While operating a terminal, the user is requested to select 
a personal identification number (PIN) and to enter that PIN 
into the tenninal. The user complies and such entry occurs 
at block 10 of FIG. 6 with the typical transaction 
information, including the user's TIN or PAN, being entered 
at block 11. The PIN is applied directly to an irreversible 
coder 12, where it is processed to produce a coded PIN 
(CPN). Coder U may be any type of conventional coding 
device which can process the PIN so that the coding is 
irreversible (i.e., the PIN cannot be recovered from the 
CPN). At the same time, a random number generator 14 
produces a random number (RN), whicb is applied to a 
mixer 16 along with the CPN. Alternately, the user may be 
permitted to select an arbitrary number for RN. 

The signal produced by mixer 16 is then transmitted to the 
bank's computer, where it is applied to a sorter 18. It is 

FIGS. 1-5 illustrate the functional building blocks uti­
lized in the preferred embodiments. All of these components 
are conventional building blocks for computer or commu­
nication systems. Moreover, those skilled in the art will 
appreciate that the blocks can be realized as hardware 
components, or they can be realized as functional blocks in 
an overall computer program. 

30 assumed that this transmission preferably occurs over a 
secure line, such as one protected by a tandem coder and 
uncoder which can utilize a joint tenninal-bank key. The 
sorter recovers the original CPN and RN, saving RN in the 
user's file at block 22. It sbould be noted that in saving RN, 

The coder illustrated in FIG.1 and the uncoder illustrated 

3s the user's file is accessed by using his TIN as an index. lbe 
received CPN is applied as tbe data inpnt to a coder 20, 
wbich receives RN as its key input, producing a revisable 
owner code (ROC) which is saved in the user's file in the in FIG. 2 may be any form of such device utilizing a known 

algorithm, such as the Data Encryption Standard (DES). A 
coder, as illustrated in FIG. 1, bas at least one data input, at 40 
which it receives clear data. It also has one or more 
additional inputs for receiving keys K1 , K2, which are 
utilized to code the clear data into a fonn in which it could 
not be easily recognized or uncoded without the use of the 
keys. A variable which is used as a key may be padded to 45 
obtain the desired security. An uncoder (FIG. 2) reverses the 
process of the coder. Basically, it receives the coded data and 
utilizes the same keys to reconstruct the clear data. 

A linker (FIG. 3) receives a plurality of data inputs and 
concatenates them into a longer code word (D1 , D2 •.. DN)· so 
Similarly, a mixer (FIG. 4) receives a plurality of data inputs 
(D1, and D2 tbrough DN) and mixes their digits or binary 
bits. A simple example of a mixer would be a conventional 
time division multi plcxer which is used to interleave plural 
data inputs. However, in many applications, it will be 55 

preferable to utilize a more sophisticated mixer, such as one 
that utilizes arithmetic and logical combinations of digits or 
bits. A sorter (FIG. 5) reverses the process of a linker or a 
mixer, that is, it receives a concatenated or mixed code word 
and reproduces the original component words. A time divi- 60 

sian demultiplexer could serve as a sorter for a mixed signal 
originally generated by a multiplexer. 

FIGS. 6, 7, SA and 8B constitute a functional block 
diagram illustrating the present invention in a check trans­
action system. The system illustrated in FIGS. 6, 7, SA and 65 

8B are well suited for usc in generating and processing 
employee paychecks, for example. The system involves 

same manner as RN. Various additional information i.;; saved 
in the user's file, such as his personal account number 
(PAN), name, phone number (PHN), account balance, and 
other relevant information. The user's TIN, PAN or PHN can 
be used as an index to access the user's file. CPN represents 
coded authentication information since it is a coded form of 
the PIN, and since it is used in other parts of the system to 
authenticate tbe user and the transaction. The system pref-
erably maintains RN as a secret number (although in tbe 
present embodiment the user file is not secret since it is 
accessed using a non-secret index) and ROC is maintained 
as a non-secret number. AB explained in detail below, CPN 
is derivable from ROC and RN. 

FIG. 7 illustrates how the originator generates a cbeck in 
accordance witb the present invention. This process prefer­
ably takes place at the originator's terminal or computer. It 
is assumed that tbe originator would be generating a check 
in the usual manner and would include on it all of the 
information usually found on a check, as well as the infor­
mation normally recorded or imprinted on check forms, sucb 
as the recipient's name and TIN (RTIN), and the originator's 
personal account number and bank identification number. 
Preferably, the terminal includes a check reader and printer 
which can read necessary information from the originator's 
check form and print information on the form, although this 
could also be done manually by the originator. The origi­
nator and the recipient can be the same person, for example, 
where a person is cashing a personal check originated by the 
person. In the case of multi-party checks, the check is 
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originated by a present party (i.e., the originator) in favor of 
an absent party (recipient). 

The originator enters his or her PIN at a terminal or 
computer. Through irreversible coder 10, the originator's 
PIN is converted to a coded PIN (CPNO), which is applied 
as the key input to coder 28. 'The data input to coder 28 is 
the recipient's TIN (RTIN), which has been read from the 
check, or accessed from the computer memory, or entered by 
the originator. The data output of coder 28 is a joint key (JK), 
which is applied as the key input to a coder 30. Generally, 
the JK is generated using information associated with at 
least one of the parties involved in the transaction (in this 
case, the originator and recipient). As will be shown more 
fully below, the joint key (or code) is used to protect and 
authenticate the originator and recipient. The data input to 
the coder 30 is the information (INFO) to be authenticated 
(that is, information relevant to the transaction, such as 
check number, amount, etc.). 

The data output of the coder 30 is a variable authentica­
tion number (VAN), which codes the information to be 
authenticated, based upon information related to the recipi­
ent and information related to the originator. Note that the 
VAN is alternatively generated directly from INFO and 
information associated with at least one of the parties, 
without the intermediate step o( generating theJK. The VAN 
and at least a portion of the information relevant to the 
transaction are written or imprinted upon the check 32, 
thereby becoming a permanent part of it. Alternately, the 
check may repre..~ent an electronic transfer of funds or some 
other type of electronic transaction. In this case, the VAN 
and at least a portion of the information relevant to the 
transaction are included with the electrical signals associated 
with the electronic transaction. 

6 
a coder 44. A random number generator produces a random 
number (i.e., an arbitrary number) RNX which is applied as 
the data input to coder 44. Coder 44 then produces a coded 
random number (i.e., a coded arbitrary number), CRNX, 
which is applied to mixer 48 along with RNX. The ontpnt of 
the mixer is, therefore, a signal which contains CRNX and 
RNX in a converted form, so that neither number nor CPNR 
may readily be discerned from the signal. CRNX represents 
coded authentication information becanse it is a coded 

10 
representation of CPNR, and because it is used by the 
system to authenticate the recipient and the transaction. 

The mixer signal, along with the inform<1tion entered in 
block 41 and the information read from the check are 
transmitted to the computer at the recipient's bank (i.e., 

15 
remote bank CPU) over preferably an unsecured line (the 
use of an unsecured line is possible because CRNX and 
RNX, not CPNR, are transmitted from the mixer 48 to the 
sorter 62). The system first authenticates the identify of the 
check holder at the recipient's bank. Next, the information 

20 
on the check, as well as the originator and recipient, are 
authenticated at the originator's bank. 

At the recipient's bank, the output of mixer 48 is received 
in a sorter 62, which separates CRNX and RNX, with CRNX 
being applied to a comparison block 64 and RNX being 

25 applied as the data input to a coder 66. Based upon the 
recipient's TIN, RTIN, his bank's computer is able to access 
his file at block 68 and to extract his ROC (a non-secret 
number) and RN (a secret number), ROCR and RNR there­
from. ROCR and RNR are applied as the data and key 

30 inputs, respectively, to an uncoder 70, which generates the 
recipient's CPN, CPNR, which is applied as the key input to 
coder 66. Coder 66, therefore, reproduces the recipient's 
coded random number, CRNX (in the same manner as coder 
44), which is applied as the second inpnt to comparison 

35 block 64. It should be appreciated that the CPNR output of 
uncoder 70 is the true CPNR derived from the bank's 

It is contemplated that in creating the VAN, all informa­
tion would not necessarily be coded in the same manner. For 
example, the amount of the check might be considered 
important enough so as to be recoverable completely, and it 
would be coded into the VAN in a manner that would permit 
complete recovery. Other information, such as the date and 40 
check control number might be considered less important 
and would be coded into the VAN in such a manner as to 
permit detection of changes (e.g., error detection coding), 
but without complete recovery of the original information. 

records. Accordingly, the CRNX produced by coder 66 is the 
true CRNX. Therefore, should the comparison at block 64 
fail, the authentication of the recipient has failed and it is 
presumed that recipient is not the party presenting the check. 
'lbc transaction is therefore aborted. On the other hand, if the 
recipient's identity is authenticated, the transaction can 
proceed. The recipient's bank then communicates with the 
originator's bank, conveying all the information about the 

As noted above, other predetermined information which 
is known jointly by the originator and recipient, and which 
does not appear on the check, can also be used to derive the 
VAN. For example, when a check is drawn to multiple 
recipients, e.g., husband and wife, each recipient's TIN 
(which does not appear on the check) may be used to derive 
the joint code and VAN. This makes it more difficult to 
fraudulently generate the VAN since the predetermined 
information not appearing on the check would not be 
genera1ly known. 

FIGS. 8A and 8B illustrate the authentication process at a 
terminal when the recipient presents the originator's check 

45 transaction and requesting authorization to pay (block 71). 
As shown in FIG. 8B, at the originator's bank, using 

OTIN (or the originator's PAN) as an index, the originator's 
ROCO and random number, RNO, are extracted from the 
originator's file at block 50. ROCO is applied a<; the data 

50 input to an uncoder 52, and RNO is applied as the key input 
to uncoder 52. Uncoder 52 therefore reverses the operation 
performed by coder 20 (FIG. 6) when the originator 
enrolled, producing the originator's CPN, CPNO. CPNO is 
then applied as the key input to a coder 56, which receives 

55 the recipient's TIN, RTIN, as the data input. 
In accordance with the embodiment just described, it is 

contemplated that security considerations may warrant 
revising the ROC from time to time independent of any 
transaction. 'lbward this end, CPN could be reconstituted 

GO from the current ROC and RN as in block 52. Next, a new 
RN is used with CPN to generate a revised ROC, making use 
of a coder in the same manner as coder 20 of FIG. 6. The 
user's new RN and ROC are stored and accessed, and CPN 

to be cashed. The terminal communicates via a network of 
the banks involved in the transaction. Preferably, the termi­
nal includes a device which can read information directly 
from the check 32. Alternately, the terminal operator can 
manually key information into the terminal, based upon 
information appearing on the face of the check 32. At block 
40, the recipient jnserts his or her PIN, and at block 41, 
identifies his bank and enters his TIN (RTIN) and all 
information required by the terminal to initiate the transac- 65 
tion. An irreversible coder 42 processes the PIN to produce 

need only be reproduced at the bank where the user main~ 
tains an account. 

In the same manner as coder 28 of FIG. 7, coder 56 
therefore produces the joint key JK. JK is applied as the key the coded PIN, CPNR, which is applied as the key input to 



Case 2:09-cv-00310-DF   Document 390-3    Filed 10/06/10   Page 22 of 32

-- 107 --
MasterCard, Exh. 1021, p. 107

5,974,148 
7 

input to an nncoder 58, which receives the VAN from check 
32 as its data input. Uncoder 58 therefore reverses the 
coding operation performed by coder 30 of .FIG. 7. If the 
information on the check has been unmodified, the coder 58 
should therefore reproduce the information INFO from the 
check which was sought to he authenticated. In hlock 60, a 
comparison is made between the output of uncoder 58 and 

8 
present invention, an anti-duplication variable authentica­
tion number (ADVAN) is generated at the recipient's ter­
minal by coding at least a transmission date and time with 
the CPNR by a coder (not shown). The AD VAN is then 
mixed with the CRNX and the RNX by the mixer 48 and 
sent to the remote bank CPU over the unsecured line to the 
sorter 62. At the remote bank CPU, the CPNR which is 
generated by the uncoder 70 is used to uncode the AD VAN 
to regenerate the transmission date and time. The signal 

the information appearing on the check. Failure of this 
comparison is an indication that the check may have been 
modified after being issued, ami the originator's bank noti­
fies the recipient's bank that the check will not be honored. 
Alternatively, the joint key JK from the coder 56 can be used 
to code the information (INFO) from the check to generate 
a new VAN, which can then be compared with the VAN from 
the check to authenticate the check. 

10 
received over the unsecured line is then authenticated by 
comparing the regenerated transmission date and time to a 
reception date and time (that is, the date and time at which 
the signal was received at the remote bank CPU). In this 
manner, the recipient and transaction are further authenti-

15 catcd. 

Should the comparison be favorable, this is an indication 
that the check is authentic and unmodified, and the origina­
tor's bank accesses the originator's account (block 61) to 
determine if the account is in order and has sufficient funds 
or credit to pay the check. The date of the check is deter- 20 

mined to be acceptable. If the check control number does not 
appear in the originator's file as a previously cashed check, 
then the current check control number is saved to prevent 
fraudulent check reuse. The originator's bank generates a 
redeemed or redemption VAN (RVAN) in coder 54, using its 25 

bank key and the original VAN. RVAN is saved in the 
originator's file (block 55) and is recorded on the check 
(block 57). The originator's account is then debited. The 
originator's bank then authorizes the recipient's bank to pay 
the check. On the other hand, if originator's bank finds any 30 

irregularity in the check or in the originator's account, it will 
notify the recipient's bank that the check is dishonored. 

The RYAN (and other RYAN's from other transactions) 

::::ia~c::~~ti~~~ i~~~~:~or~it~le;r~~e;s~:~s ::!~h;~ 35 
determine the status of checks. Thus, by creating and storing 
the RYANs in the originators' files, fraudulent reuse of 
checks is avoided. 

At block 72 (FIG. SA), the recipient's bank receives the 
40 

originator's bank's instructions. It will then notify the recipi-
ent if the check has been dishonored. If the check has been 
honored, the recipient's account may be credited as in a 
deposit. Alternately, the recipient can receive payment 
immediately if he is at an appropriate terminal, such as an 

45 
automatic teller machine. 

Essentially, the check has cleared automatically, on-tine, 
without further check handling or processing. 

In a transaction where the user cashes his own personal 
check, the originator and recipient are one and the same. A so 
VAN is created from a joint code which combines informa­
tion associated with the user, such as the user's identification 
number (TIN or PAN) and the user's CPN, which is gener­
ated directly from a PIN entered by the user. When the VAN 
is authenticated, the joint code is derived by combining the 55 
user's identification number (TIN or PAN), and the user's 
true CPN, which is generated from the RN and ROC 
retrieved from the user's file, with the TIN (or PAN) serving 
as a file index. 

As noted above, in FIG. 8A it is possible to use an 60 

unsecured link between the mixer 48 and the sorter 62 

According to another embodiment of the present 
invention, RNX is generated at both the recipient terminal 
and the remote bank CPU. To generate the RNX at the 
remote bank CPU, a random number generator is located at 
the remote bank CPU, wherein the random number genera­
tor at the remote bank CPU is similar to and synchronized 
with the random number generator 46 located at the recipi­
ent's terminal. Instead of transferring tbe RNX and the 
CRNX, only the CRNX is transferred over the unsecured 
line from the recipient's terminal to the remote bank CPU. 
At the remote bank CPU, the CPNR generated by the 
uncoder 70 is coded by the coder 66 with the RNX generated 
at the remote bank CPU to generate the CRNX. The gen­
erated CRNX is then compared by the comparator 64 with 
the CRNX transferred from the recipient's terminal to the 
remote bank CPU to authenticate the recipient and the signal 
received over the unsecured line. In this manner, the cecipi~ 
ent and transaction are further authenticated. 

According to another embodiment of the present 
invention, CRNX is never generated. Instead, the CPNR 
generated by the irreversible coder 42 is sent to the remote 
bank CPU over a secured line, rather than over an unsecured 
line. The CPNR generated by the uncoder 70 is then 
compared by a comparator (not shown) with the CPNR sent 
from the recipient's terminal to the remote bank CPU to 
authenticate the recipient. In this alternate embodiment, the 
random number generator 46, coder 44, mixer 48, sorter 62, 
and coder 66 are not required, although a secure line is 
required. 

F1GS. 9-12 constitute a functional block diagram illus­
trating the present invention in a credential issuing and 
authentication system. The system involves the same three 
phases of operation as the check transaction system of FIGS. 
6, 7, SA and 8B. However, all users are enrolled by an 
authorized official who must be enrolled first. Accordingly, 
there are two enrollment processes which are somewhat 
different. The first one is enrollment of the official, and the 
second one is enrollment of a user prior to or at the time of 
issuing his credentials. It is contemplated that this system 
would be useful for all types of credentials and records; for 
example, motor vehicle registrations, social security cards, 
passports, birth certificates and all types of identification 
cards or personal storage media. This system would also be 
useful in protecting against unauthorized access to all types 
of records, as previously indicated. 

.PIG. 9 illustrates enrollment of the official. This can be 
accom1Jlished at a terminal or computer which is in com­
munication with a remote computer over a link which is 
assumed to be secure. 'The remote computer may, for 

because CRNX and RNX, not CPNR, are transmilted from 
the mixer 48 to the sorter 62. However, a security problem 
still exists in using an unsecured line between the mixer 48 
and the sorter 62 because the signal can be recorded and then 
played back later to attempt to fraudulently authenticate a 
fraudulent transaction. In an alternate embodiment of the 

65 example, be the central computer at the agency issuing the 
credential. AL the remote computer, number generator 100 
generates a random number which, at block 102, is com-
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pared to a current list of all assigned personal keys. lf the 
random number does not correspond to an assigned personal 
key, then the random number is assigned as the personal key, 
PKO, of the official being enrol1ed. Alternatively, PKO can 
be selected at random, from a list of unused PKO's, and the 
list of available PKO's would thereby be diminished. In yet 
another allernative, PKO could be accessed from a counter, 
such as a pseudorandom or an ordinary sequential counter 
the output of which may be coded with a secret key. The 
size, or length, of PKO can be such as to provide a full size 

10 
memory address or an offset or an index extension, to limit 
or enlarge the memory space wherein concealed files are 
stored. PKO is then transmitted over the secure link to the 
enrollment terminal. 

At the terminal, the official enters his PIN and name and 
15 

various other information required by the system. The name 
can be numerically coded by using a telephone type key pad. 
The PIN is applied to an irreversible coder 104, which 
produces his coded PIN CPNO. CPNO is applied as the key 
input to a coder 106, which receives PKO as tbe data input. 

20 
The data output of coder 106 is the official's coded personal 
key, CPKO, which is applied as an input to mixer 107. The 
official's name code and TIN, OTIN, are also applied as 
inputs to mixer 107. CPKO represents a coded address since 
it is a coded representation of PKO. 

25 
The output of mixer 107 is transmitted back to the remote 

computer over the secure linlc At the remote computer, 
sorter 109 separates the received signal into its component 
parts: CPKO, the official's name code, and OTIN. At block 
108, CPKO and the official's name code are then saved (i.e., 30 
written) into File No. 1 assigned to the official with the 
official's TIN, OTIN, serving as a File No. 1 index. It is 
assumed that during the official's enrollment various other 
information will be provided by the official over the secure 
line and may be stored in his File No. 1. It should be noted 35 
that OTIN is not secret and, therefore, the location of File 
No. 1 and the contents of File No. 1 (including CPKO) are 
not secret. 

10 
only is secret information unavailable to a person who does 
not know the related PK and PIN, but that person is even 
unable to determine the location of the file containing the 
information, and is unable to uncode the information con­
tained therein. 

FIG. 10 illustrates user enrollment. The user is enrolled by 
a previously enrolled official, who verifies the user's 
identity, based on acceptable documentation. Before the user 
can be enrolled, the official's identity and authority are 
preferably authenticated. The official operates the terminal, 
where he enters his PIN, and his TIN, OTIN, and the name 
code used during his enrollment, which was stored in his 
"File 1''. OTIN is transmitted to the remote computer, where 
it is used as an index to access CPKO from the official's File 
No. 1, and CPKO is returned to the terminal The official's 
PIN is applied to the irreversible coder 104, which produces 
CPNO. CPNO is applied as the key input to an uncoder 114, 
which receives CPKO as a data input over the secure link 
from the remote computer. lt will be appreciated that 
uncoder 114 simply reverses the process of coder 106 of 
FIG. 9, therefore producing PKO. PKO is applied to a mixer 
118, the other input to which is tbe official's name code. The 
output of mixer 118 is then transmitted to the remote 
computer. 

At the remote computer, the signal transmitted from mixer 
118 is received in a sorter 124, which separates out PKO, 
and tbe name code. 1be extracted PKO is utilized as an 
index to address the official's "File 2" whereby CNO is read. 
'The CNO read from File No.2 is compared against the CNO 
generated by coder 120, which has as its data input PKO 
which is extracted by sorter 124 and as its key input is CPKO 
read from "File 1". Should this comparison fail, the identity 
of the official is not authenticated and the enrollment of the 

At block 112, PKO is used as an index for File No. 2, 
which is also allocated to the enrolling official. The location 
of File No. 2 (and thus, the contents of File No. 2) is 
concealed, since PKO is secret and not stored anywhere in 
the system. The information or records which are stored in 
File No. 2 can be coded or uncoded. The memory space 
wherein concealed files are stored may be previously filled 45 
(or pre-loaded) with dummy or false information to make 
the contents and locations of authentic allocated files undis­
tinguishable from the dummy files. The concealed File No. 

user is aborted. Assuming that the comparison is successful, 
comparator 130 is then enabled. At block 130, the name code 
which is extracted from sorter 124 is compared against the 
name code read from the official's "File 1" (using OTIN as 
index). Should this comparison fail, the enrollment of the 
user is aborted. Should the comparison be successful, the 

40 official has been fully authenticated and the user's enroll­
ment may proceed. 

2 can also he u._o;;ed to store the ROC and RN (or store only 
RN, since only RN is secret~ROC could be stored in a 50 
non-secret file, such as Official's File No. 1), as previously 
described in FIGS. 6, 7, SA and SB, to reconstitute a user's 
coded PIN, CPN. 'Jbc concealed File No.2 can also be used 
to store other secret information (not shown) associated with 
the official. An official's coded number, CNO, is generated 55 
at the output of coder 110, and is saved in File No.2 at block 
112. The key input to coder 110 is CPKO and the data input 
to coder 110 is PKO or an arbitrary predetermined number 
(APN). CNO represents coded authentication information 
because it is a coded representation of CPKO, and because 60 
it is used by the system to authenticate the ollidaL 

At the remote computer, number generator 100 generates 
a unique random number, which is assigned to the user as a 
personal address key, PKU. Alternately, PKU can be gen­
erated from a counter as previously described. As discussed 
below, PKU represents a predetermined secret address of a 
File No. 2 associated with the user. PKU is transmitted over 
the secure link to the enrollment terminal, where it is applied 
to the data input of coder 113. 

The user operates the terminal and selects a PIN which he 
enters along with his TIN, UTIN. The user's PIN is applied 
to the irreversible coder 104, which produces the user's 
coded PIN, CPNU. CPNU is applied as a key input to coders 
113 and 115. The output of coder 113 is the user's coded 
personal key, CPKU (which represents a coded address of 
the user's File No. 2), which is applied as a data input to 
coder 115. The output of coder 115 is the user's coded 
number, CNU, which is applied to the input of mixer 116. 
'lbe user's TIN, UTIN and CPKU are also applied as inputs 
to mixer 116. The oulput of mixer 116 is transmitted back to 
the remote computer over the secure link. CNU represents 
coded authentication information because it is a coded 
representation of CPKU, and because it is used by the 

At coder 110, CPKO and PKO can be interchanged as the 
key and data inputs. However, the arrangement selected 
must then be used consistently in each pbasc of the operation 
of the system. 65 system to authenticate the user. 

lbose skilled in the art will appreciate that the present 
embodiment offers an additional level of security in that, not 

At the remote computer, sorter 119 separates the received 
signal into its component parts: CPKU, CNU and UTIN. AL 
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block 108, CPKU and CNU are saved (i.e., written) into Pile 
No. 1 assigned to the user, with the user's TIN, UTIN 
serving as a Pile No.1 index. It should be noted that CPKU 
and CNU may be recorded on the user's credential when 
they are generated at the terminaL It should also be noted 
that UTIN is not secret, and therefore, the location and 
contcnls of the user's File No. 1 are not secret. It should 
further be noted that the official's CNO is stored in the 
official's secret File No.2 (FIG. 9) while the user's CNU is 
stored in the user's non-secret File No. 1 (FIG. lOA), even 10 
though both CNO and CNU are used to authenticate the 
official and the user, respectively. These two different ways 
for storing CNO and CNU (as shown in FIGS. 9 and lOA) 
illustrate two embodiments of the present invention. 

The user's PK, PKU (or an arbitrary predetermined num- 15 
ber APN), is applied as the data input to a coder 132, which 
receives the official's CPKO as a key input. Coder 132 
produces a joint key, JKU, which it will be appreciated, is 
determined by information related to the user and informa­
tion related to the official. Using PKU as an address, the joint 20 
key is written into the user's "File2" at block 112', and using 
PKO and UTIN as address indices, the joint key JKU is 
written into the official's "File 2" at block 134 (FIG. lOB). 
These writes arc enabled as a result of the success of the 
comparison occurring at block 130. Accordingly, the user's 25 
"File 2" will contain a joint key, and the official's "File 2" 
will contain a joint key for each user the official enrolls. 
Since the user's file 2 is addressed by PKU (which is secret), 
the location and contents of the user's file 2 are secret. At 
coder 132, when the joint key JKU is generated, CPK and 30 
PK can be interchanged as key and data inputs, or as to user 
and official inputs. However, the arrangement selected must 
then be used consistently. 

FIG. 11 illustrates issuance of the credential. This is 
shown separate from the user enrollment process of FIG. 10. 3s 
However, in many instances, it would occur at the same 
time. In the preferred embodiment, this process is shown as 
occurring at the agency's computer, although it may be 
performed by the official from a terminal where be may 
communicate with the computer. It is assumed that the 40 

official has a credential printer or recorder which contains 
credential forms on which information is printed or recorded 
to produce the actual credential. However, it is also possible 
to create the credential by inserting information manually or 

12 
whereby coder 152 codes the INFO to produce a VAN, 
which is recorded on the credential. After recording the VAN 
on the credential, the joint key, JKU, may be erased from the 
official's File 2, where it was stored (or held in escrow or in 
trust), until the credential was issued. Alternately, the 
authentic JKU may be replaced with a false or dummy JK 
for security purposes. This completes the issuance of the 
credential 145. It should be noted that the joint key JKU 
stored in the official's File No. 2 can only be used in a 
transaction if a party exists with knowledge of the official's 
PIN, since this PIN is required to access the official's File 
No. 2 (at block 146). Thus, a person who does not have 
knowledge of the official's PIN (such as an unscrupulous 
person trying to issue a fraudulent credential) cannot legiti~ 
mately issue a credential. 

The VAN which is generated from information (INFO) 
recorded on the credential, or from information which is 
otherwise stored by the system, can include (coded) personal 
descriptive details to furtber identify the user (in addition to 
the user's PIN and TIN) in order to limit the use of the 
credential to the sole individual to whom it was issued (or 
sold). Thus, items such as bank cards, tickets, green cards, 
food stamps, ballots, travel checks, FAX messages, etc., can 
be protected and used solely by the individuals to whom they 
were issued. Also, the use of the credential may be enlarged 
to include a group, such as a family, by coding such 
information into the VAN. 

FIG.12 illustrates the authentication of an issued creden­
tial. This is preferably performed at a terminal provided for 
that purpose. The terminal includes a reading device for the 
credential145 and an input device, such as a keypad for the 
user. The information could, however, be read from the 
credential and keyed in by hand. The terminal communicates 
with the remote processor via a preferably secure link. 

As part of the credential authentication process, the iden­
tity of the user is authenticated. This requires that the user 
enter certain information at the terminal, including a PIN 
and user's TIN, UTIN, which is transmitted to the remote 
computer, which returns CPKU and CNU (box 178) via a 
secure data link. Alternatively, CPKU and CNU could have 
been recorded on the credential (or on some other item in the 
possession of the user, such as a card having a magnetic 
stripe for storing data) and inputted directly into the termi­
nal. The PIN is applied to the irreversible coder 170 which 
produces CPNU. CPNU is applied as the key input to coder 
172 and uncoder 174. Coder 172 receives CPKU as a data 
input. It should be noted that coder 172 performs in the same 
manner as coder 115, which produced CNU at its output 
during the user's enrollment. The output of coder 172 is 
applied as an input to the comparator at block 182, which 
also has as an input the CNU extracted from the user's File 
No. 1 (or inputted from the user's credential). 

Should this comparison fail, the identity of the user is not 
authenticated, and the credential authentication is aborted. 

on a typewriter, provided the necessary information derived 45 

by the system can be entered. The official enters the usual 
information (INFO) normally contained on a particular 
credential145. The user's TIN may also be recorded on the 
credential. Alternately, the user's CPKU and CNU may be 
recorded on the credential, after being extracted from the 5o 
user's File No. 1, with UTIN serving as a file index. If 
CPKU and CNU are recorded on the credential, they may be 
erased from the user's File No. 1. Alternatively, only CNU 
may be recorded on the credential, with CPKU remaining in 
Pile No. 1, or vice versa. 55 Assuming the comparison is successful, the user is 

identified, and the credential authentication, with access to 
the hidden File No. 2, ensues. The favorable output from 
comparator 182 enables uncoder 174. The data input to 

'lbe issuing process continues with the official entering 
his PIN, which is applied to an irreversible coder 140 to 
produce his CPNO, which is applied as a key input to an 
uncoder 142. At block 144, the official's TIN, OTIN is 
utilized as an index to access the official's "File 1", so that 60 

CPKO may be read therefrom and applied as the input to 
uncoder 142. Uncoder 142 therefore performs the same 
process as uncoder 114 ofFIG.lO to produce PKO. At block 
146, PKO and UTIN are utilized as address indices to access 
the official's "File 2" and JKU is read therefrom. The 65 

information INFO on the credential is applied as the data 
input to a coder 152 and JKU is applied as the key input, 

uncoder 174 is the user's CPKU. The key input to uncoder 
174 is the user's CPNU, as already explained. It will be 
appreciated that uncoder 174 simply reverses the process of 
coder 113 of FIG. 10, therefore producing PKU. PKU is 
applied to a mixer 176 which also receives the VAN and 
INFO of the credential. The output of mixer 176 is then 
transmitted to the remote computer over the secure link. 

At the remote computer, UTIN is utilized as an index to 
access the user's "File 1" at block 178. 1bis permits reading 
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1be check is examined to determine if it contains a redemp­
tion VAN from a previous transaction. The presence of a 
redemption VAN is an indication that the check was used 
previously, and it will not be honored. If a redemption VAN 
is not present, then the transaction can proceed. It is assumed 
that the redeemer's bank identification number (RDlllN), 
and TIN are stored in the terminal, otherwise the redeemer 
keys in his bank's name and TIN, and the recipient keys in 
his TIN, PIN and bank's name. A bank directory is addressed 

of CPKU and CNU from the file, whereby CPKU and CNU 
were transmitted back to the user's terminal. At the remote 
computer, the signal transmitted from mixer 176 is received 
in sorter 180, which separates out PKU, VAN and INFO. 
The extracted PKU is utilized to address the user's "File No. 
2" at block 184 whereby JKU is read. It will be appreciated 
that the user's File No.2 has been accessed by an authorized 
user without reference to, or use of, information stored in the 
file. The VAN extracted from sorter 180 is applied as a data 
input to an uncoder 162, which receives the joint key JKU 
extracted from the user's "File 2" at block 184. It will be 
appreciated that uncoder 162 therefore reverses the process 
performed by coder 152 of FIG. 11. Assuming the VAN on 
the credential is the same one as originally recorded, 
uncoder 162 will have produced the recovered INFO which 
should be the same as the actual INFO recorded on the 
credential. 

1D at block 203 to produce the recipient hank's identification 
number (RCPBIN). The recipient's PIN is applied to an 
irreversible coder 42, which produces his CPNR. Irrevers­
ible coder 42, coder 44, random number generator 46, and 
mixer 48 arc the same components illustrated in FIG. 8Aand 

15 cooperate in the same manner to produce RNX, CRNX, in 
a mixed form at the output of mixer 48. 

At block 169, the INFO from the credential is compared 
The terminal has available to it the redeemer's bank key 

(RDBK), which is applied to the key input of a coder 204, 
the data input to which is the terminallD (riD), which is to the INFO recovered from uncoder 162. Should the 

comparison fail, this is an indication that INFO on the 
credential has been modified, and the credential is indicated 
as not being authentic. Should the comparison be successful, 
this is an indication that INFO is accurate, and the authen­
ticity of the credential is confirmed. Alternatively, the cre­
dential information from the credential is coded using the 
JKU from the user's File No. 2 to generate a new VAN, 
which is compared with the VAN from the credential to 
authenticate the credential. 

20 generated by the terminal. Coder 204 then produces a joint 
terminal bank key (ITBK), which is app1ied as the key input 
to a coder 206, the data input to which is the output of mixer 
48. The mixer output is therefore coded with a joint key 
JTBK which has been generated on the basis of infonnation 

25 related to the redeemer's bank identity and the terminal 
identity. 

In order to enhance the security of this system, it would 
be desirable to make unassigned areas of memory imlistin­
guishable from those utilized to store information for the 
"File 1" and "File 2" information. This is accomplished by 
pre-storing pseudo-infonnation in unused memory allocated 

The output of coder 206 and the information from input 
means 202, and the recipient's TIN, RCPTIN, and the 
recipient's bank ID number, RCPBIN, are then transmitted 

30 to the computer at the redeemer's bank. At the redeemer's 
bank (FIG. 13B), all of the received information is placed in 
temporary storage (block 208). 

as hidden memory space. This pseudo-information consti­
tutes random information arranged in the same format as 
actual files. This prevents an intruder from searching 
memory for structures that look like actual information files 
and using the uncovered information to work backwards to 
breach security. 

The redeemer's TIN, RDTIN, (originally stored in the 

35 
terminal, or keyed in by the redeemer), is then utilized as an 
index to access bis account file, at block 210. 

FIGS. 13A-13E, when arranged as shown in FIG. 14, 40 

constitute a functional block diagram illustrating further 
aspects of the check transaction system of FIGS. 6, 7, 8Aand 
8B. Specifically, the..<;e figures illustrate a three-party check 
transaction, with each of the participants and the fidelity of 
the information on the check being authenticated, the check 45 
being automatically cleared, and the funds of the partici­
pants being immediately credited or debited, all of these 
processes being performed on-line. The participating parties 
in this transaction are the check originator, whose account is 
to be debited; the check recipient to whom the check is so 
drawn; and the check redeemer, who is cashing the check for 
the recipient or accepting it in payment for goods or 
services, and whose account is to be credited. In addition, 

The check control number (CCN) of the present check is 
then compared to the CCN's stored in the redeemer's file 
during previous transactions (block 212), and tbe transactiou 
is terminated if the present CCN matches that of a previously 
processed check. If the CCN of the present check is not a 
duplicate, processing continues. 

RDBIN, and RCPBIN are utilized as indices to access a 
bank key table (block 213), which produces the redeemer's 
bank key RDBK, and the recipient's bank key RCBK, which 
are applied as the data and key inputs, respectively, to a 
coder 214. The coder 214 then produces a joint hank key 
JBK, which is derived from information related to the 
identity of the redeemer's bank and the identity of the 
recipient's bank. 

The terminal identification (TID) is input to a coder 216, 
which has as a key input RDBK. In the same manner as 
coder 204, coder 216 therefore produces JTBK, which is 
applied as a key input to an uncoder 218. The data input to 
uncoder 218 is the information in temporary storage 208 
which was originally received from coder 206. Coder 218 
therefore reverses the process performed by coder 206, 
yielding the output of mixer 48, which is applied as a data 
input to a coder 220. '!be key input to coder 220 is JBK, so 

the banks for each of these participants will a]so be particiw 
pating in the transaction, and the messages generated by 55 
these banks will be authenticated. It is assumed that any 
individual or bank participating in tbe system will have 
enrolled as illustrated in FIG. 6. In addition, it is assumed 
that a check used in the system is generated in the manner 
illustrated in FIG. 7. 

Referring first to PIG. 13~ the recipient of the origina­
tor's check has presented the check to the redeemer (block 
200). The recipient and the redeemer are at a tenninal which 
includes appropriate input means 202. Preferably, the input 
means includes a check reader and a keypad for each of 65 

them. However, in the absence of a check reader, it is also 
possible to key in information from the face of the check. 

60 that the output of mixer 48 is now coded with the joint bank 
key JBK. The output of coder 220 is then transmitted in a 
message to the recipient's bank, along with RCPTIN, 
RDBIN, and RCPBIN. 

At the recipient's bank, the received information is saved 
in temporary storage 230. RCPDIN and RDBIN are then 
applied to a bank key table (block 232), to yield RCBK and 
RDBK, which are applied as the key and data inputs, 
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respectively, to a coder 234. In the same manner as coder 
214, coder 234 therefore yields the joint bank key JDK, 
which is applied as a key input to uncoder 236. The data 
input to this uncoder 236 is the coded combination of RNX 
and CRNX produced by coder 220. Uncodcr 236 therefore 
reverses the process of coder 220, yielding the mixture of 
RNX and CRNX as an output. 1bis mixture is applied as an 
input to a sorter 238, to recover RNX and CRNX. 

16 
a data input. The output of coder 272 is the joint key JK, 
which is applied as the key input to a coder 274, which 
receives the check information as a data input. It will be 
appreciated that coders 272 and 274 regenerate the original 
VAN, OVAN, from the check in the same manner as coders 
28 and30 of FIG. 7. 'This regenerated VAN is then compared 
to the extracted VAN at block 266. If tbis comparison fails, 
it is an indication that the check information may have been 
tampered with and the originator's bank informs the redeem­
er's bank that the check will be dishonored. On the other The recipient's TIN, RCPTIN, is utilized as an index to 

access the recipient's file at block 240 and read therefrom 
the random number, RNR, and his ROC, which are applied 
as the key and data inputs, respectively, to an uncoder 242. 

10 hand, if the comparison succeeds, the process continues. 
The originator's bank then performs a series of 

computations, including determining whether lhe CCN of 
the check is proper (i.e., has not been used before) and In the same manner as uncoder 70 of FIG. SA, uncodcr 242 

therefore derives the true CPNR, which is applied as a key 
input to a coder 244, which receives RNX as a data input. 
The data output of coder 244 is therefore the true CRNX. 

At block 246, this true CRNX is compared to the CRNX 
derived from sorter 238. If this comparison is favorable, the 
recipient's identity is confirmed, and processing may pro­
ceed. Otherwise, processing is terminated, with the origina­
tor's check being dishonored, because the recipient has not 
been properly authenticated. The recipient's bank then trans­
mits a mcs.o;;age to the redeemer's bank, informing it whether 

15 
whether the originator has a sufficient balance in his account 
(or credit) to cover the check, and whether the date of the 
check is acceptable. In the case of any defects, the check will 
be dishonored and the process will terminate. Assuming that 
everything is in order, modification of the originator's 

20 
account is approved, and a record of the check created at 
block 271, with the new information being added to tem­
porary storage at block 273. Coders 275 and 276 are then 
utilized to encode the original VAN, OVAN, into an origi­
nator's bank VAN OBVAN. Various information about the 

or not the recipient has been authenticated. If the recipient 
has not been authenticated, the redeemer's terminal is 25 

notified, and processing will terminate. 
Assuming that the recipient has been authenticated, the 

recipient's bank message includes various information 
which is temporarily stored by the redeemer's bank (block 30 
250 of FIG. 13C). At block 252, the originator's bank 
identification number ORBIN, which was read from the 
check, and the redeemer's bank identification number 
RDBIN are applied as indices to a bank key table to recover 
banlc keys for these banks, ODK and RDBK, respectively. 35 
These keys are applied to a coder 254to produce a joint bank 
key IDK', which is therefore dependent upon infonnation 
related to the originator's bank and the information related 
to the redeemer's bank. JBK' is applied to the key input of 

transaction, and authorization to credit the redeemer's 
account are then transmitted is a message to the redeemer's 
baol<. 

At the redeemer's bank, all of the received information is 
stored in temporary storage at block 278. At block 280, 
coder 282 and uncoder 284, steps are performed to extract 
OVAN from OBVAN in a manner which is similar to that 
which was done in block 260, coder 262 and uncoder 264. 
This extracted OVAN is then applied to a comparator 286 of 
FIG. 13E, which receives as an additional input the stored 
OVAN from the check presented by the recipient. If this 
comparison fails, the process has not been authenticated, and 
the originator's bank will be notified. On the other hand, if 
the comparison succeeds, this is an indication that full 
authentication of the entire process and all parties has 
occurred and that the message received from the originator's 
bank is authentic. 

Processing then continues by accessing the redeemer's 
account at block 288, computing a new balance at block 290 
and updating the redeemer's account. The redeemer's hank 

a coder 256, which receives the original VAN, OVAN, (from 
40 

the check) as a data input. The output of coder 256 is a 
redeemer's bank RDDVAN, which is transmitted to the 
originator's bank, along with various transaction informa­
tion and the information from the check. RDDVAN serves to 
authenticate the communication between the banks. 

45 then transmits a message back to the originator's bank, 
informing it that the redeemer's account has been credited. 
1bis infonnation is saved at the originator's bank in tem­
porary storage at block 291. The originator's bank then 
accesses the originator's account file using his personal 

At the originator's bank, the received information is 
temporarily stored at block 258. ORBIN and RDDIN are 
then utilized to reference a bank key table at block 260, 
whereby ORK and RDBK are extracted in the same manner 
as in block 252. The joint key JBK' is then generated by 
means of a coder 262 in the same manner as coder 254. JBK' 

50 account number ORGPAN as an index, and updates his 
account with the information that was placed in temporary 
storage at block 273 (FIG. 13D). is then applied as the key input to an uncoder 264, which 

receives RDDVAN as a data input. This uncoder 264 there­
fore reverses the process performed by coder 256 and 
produces an extracted OVAN, which is applied to a com- 55 

parator 266 (as shown in FIG. 13D). 
The originator's personal account number ORGPAN 

which originally appeared on the check is utilized a.<; an 
index to access the originator's account file at block 268 of 
FIG. 13C. This provides access to various information about 60 

the originator's account including the balance and a list of 
prior check control numbers (CCN's), and in addition, 
provides access to his revisable owner code ROCO and 
random number RNO, which. are applied as the data and key 
inputs to an uncoder, to produce the originator's coded pin 65 
CPNO. CPNO is then applied as the key input to a coder 272 
(FIG.13D) which receives the recipient's TIN, RCPTIN, as 

The redeemer's bank also communicates with tbe termi­
nal at which the check was presented (block 294 of FIG. 
13D), and informs it that the transaction has been satisfac­
torily completed and that the recipient may receive payment 
in the form of cash, goods or services (block 296). The 
terminal prints the redemption VAN (RDBVAN) on the 
check. 

Although various embodiments of the present invention 
have been described herein as useful for particular types of 
transactions, those skilled in the art will appreciate that they 
actually have universal utility. For example, the last embodi­
ment (depicted in FIGS.13A-13E) was described as useful 
in a check transaction system, but it will be appreciated that 
it would also he useful in a bill payment system ao;; well as 
a paperless/cashless system (as further described below). 
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FIGS. lSA, lSll and lSC are functional block diagrams of 
a credential issuing and authentication system according to 
an alternate embodiment of tbe present invention, wherein 
the alternate embodiment incltJdes many of the features of 
the embodiments depicted in FIGS. 6-8 and F1GS. 9-12. For 
example, the alternate embodiment of FIGS. lSA-lSC 
include steps for enro1ling an official, enrolling a user, 
issuing a credential, and authenticating the credential. FIG. 
lSAillustrates user enrollment, FIG.lSB illustrates issuance 

~~ ~s~:~~~;:Je:~1af1~. ~~Ca~%t~::e:!~e0~~~:~:i~;t~~~~~ 10 
15A-15C, enrollment of the official is the same as shown in 
FIG. 9 and, therefore, shall not be discussed further. 

Referring to FIG. lSA, a user is enrolled by a previously 
enrolled official who verifies tbe user's identity, based on 
acceptable documentation. Before the user can be enrolled, 15 

the official's identity and authority must be authenticated. 
The official operates a terminal, where he enters his PIN and 
his TIN, OTIN, and the name code used during his 
enrollment, which was stored in his File No. 1. OTIN is 
transmitted to the remote computer, wbere it is used as an 20 

index or address to access the official's File No. 1 and 
retrieve CPKO (block 1546). CPKO is returned to the 
terminal. 

The official's PIN is applied to irreversible coder 1530, 
which produces CPNO. CPNO is applied as the key input to 25 

an uncoder 1532, which receives CPKO as a data input from 

18 
to irreversible coder 1502 which produces the user's coded 
PIN, CPNU. CPNU is applied as a key input to coder 1504. 
The output of the coder 1504 is the user's coded predeter~ 
mined addressor key, CPKU. CPKU maybe stored in a user 
record (at block 1510). A mixer 1506 mixes CPNU and 
CPKU and transmits the mixed signal to the remote CPU. 

At the remote computer, sorter 1512 separates the 
received signal into its component parts CPKU and CPN. At 
the remote computer, a random number RN is generated (as 
discussed above) and applied as a key input to coder 1518. 
The coder 1518 also receives CPN as an input and thereby 
generates a revisable owner code (ROC). ROC is stored in 
the user's File No.1 (at block 1520), wherein the user's File 
No.1 is accessed (or addressed) using UTIN. CPKU is also 
stored in the user's File No. 1 (at block 1520). 

PKU is applied as an index or address to the user's Pile 
No.2 in order to store RN (at block 1522). PKU is secret in 
the system and, therefore, the location and contents of the 
user's File No. 2 (including RN) is secret. Additional 
information may be coded in a coder 1524 using CPKU as 
a key input to generate coded information which is also 
stored in the user's File No. 2. 'Ibe information which is 
coded using CPKU in the coder 1524may include the secret 
information RN. 

PKU is applied as an input to coder 1528, which also 
receives CPKO as a key input. 'lbe coder 1528 generates a 
user joint key (JKU) which is stored in the user's File No. 
2. JKU is also stored in the official's File No. 2 (at block 
1552). 

It should be noted that the storage and handling of RN and 
ROC in the embodiment shown in FIG. lSAis different from 
the storage and handling of RN and ROC shown in FIG. 6. 
In FIG. 6, the file in which RN and ROC are stored is 

the remote computer, and which uncodes CPKO to generate 
PKO. CPKO is also applied as a key input to a coder 1534, 
which receives PKO as an input. The coder 1534 codes PKO 
using CPKO as the key input to generate a coded number for 30 
the official (CNO), which represents coded authentication 
information. Another coder 1538 codes the official's name 
code m;ing CNO as a key input to generate a coded name 
code. A mixer 1536 mixes the coded name code, PKO, and 
CNO and transmits the mixed signal to the sorter 1540 at the 
remote computer over preferably a secure link. 

At the remote computer, the signal transmitted from mixer 
1536 is received by the sorter 1540, which separates out 
PKO, CNO, and the coded name code. PKO is applied as an 
index (or address) to access the official's File No.2 and to 
thereby retrieve CNO, which was previously stored in the 
official's File No. 2 during the enrollment of the official (see 
FIG. 9). The CNO transmitted from the terminal and the 
CNO retrieved from File No. 2 arc then compared in a 
comparator 1542. If the comparison fails, the identify of the 45 

official is not authenticated and the enrollment of the user is 

35 generally non-secret because it is indexed (or addressed) by 
generally non~sccret user information (such as the user's 
TIN). However, in the embodiment shown in FIG. 15A, the 
non~secret ROC is stored in the user's File No. 1, which is 
non-secret, and the secret RN is stored in the user's File No. 

40 2, which is secret (since it is accessed or addressed using the 
secret PKU). 'Iberefore, the embodiment of 15Aindudes an 
additional level of security and protection over the embodi~ 
ment shown in FIG. 6. 

FIG. 15B illustrates issuance of a credential according to 
the alternate embodiment of the present invention. The 
issuance of credential in the alternate embodiment is essen~ 
tially the same as the issuance of credentials in the previous 
embodiment shown in FIG. 11. Note, however, that it is 
possible to record the ROC retrieved from the user File No. 

aborted. Assuming that the comparison is successful, the 
comparator 1542 is enabled and sends a signal to an uncoder 
1544. The uncoder 1544 then uncodes the coded name code 
using the CNO retrieved from the official's File No. 2 to 
regenerate the name code. The name code is also accessed 
from File No. 1 and then compared at 1550. H the compari­
son fails, the identify of the official is not authenticated and 

so 1 on the credential1564 since the ROC is public (although 
the ROC could also have been recorded on the credential in 

the enrollment of the user is aborted. Assuming that the 
comparison is successful, the comparator 1550 sends an 55 
authentication signal ("okay to enroll user") and user enroll­
ment begins. It should be noted that the "okay to enroll user" 
signal is applied as a write enabled to the official's File No. 
2 at 1552 to save a joint key JKU therein (described below). 

the previous embodiment). 
FIG. 15C illustrates the authentication of an issued ere~ 

dential. This is preferably performed at a terminal provided 
for that purpose. The terminal :includes a reading device for 
the crcdeotial1564 and an input device, such as a keypad, 
for the user. The information from the credential1564 could, 
however, be keyed in by hand. 'lbe tenninal communicates 
with the remote processor via a preferably secured linlc As 
part of the credential authentication process, the identity of 
the user is authenticated. Specifically, the user enters his PIN 
which is applied as an input to irreversible coder 1570, 
which generates a coded PIN (CPNU). The user also enters 
his TIN (UTIN), which is used to access the user File No. 1 

At the remote computer, number generator 1516 generates 60 

a unique random number (as discussed above), which is 
assigned to the user as a secret predetermined address or key, 
PKU. PKU is transmitted over a .secured link to the enroll­
ment terminal, where it is applied to the data input of a coder 
1504. 65 (at block 1588) and retrieve CPKU, which is transmitted 

from the remote CPU to the terminal. CPKU is applied as an 
input to coder 1574, which also receives CPNU as a key 

The user operates a terminal and selects a PIN which he 
enters along with his TIN, UTIN. The user's PIN is applied 
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input. 1be coder 1574 generates a coded number CNU, 
which represents coded authentication information. CPKU 
is also applied as an input to uncoder 1572, which also 
receives CPNU as a key input. The uncoder 1572 uncodes 
CPKU to regenerate PKU. Both CNU and PKU are mixed 
by mixer 1576 and sent to the sorter 1578 at the remote CPU. 

At the remote CPU, the sorter 1578 separates the signal 
into its component parts PKU and CNU. PKU is applied as 
an index into the user's File No. 2 in order to retrieve the 
secret information RN. UTIN is applied as an index to the 10 
user's File No. 1 to retrieve the non-secret revisable owner 
code (ROC). ROC is applied as an input to uncoder 1584, 
and the secret information RN is applied as a key input to 
uncoder 1584. The uncoder 1584 thereby uncodes ROC 
using RN .in order to regenerate CPNU as RCPN, which is 15 
applied as a key input at coder 1582. CPKU, which is read 
from the credential 1564, is applied as an input to coder 
1582. The coder 1582 codes CPKU using RCPN as a key 
input in order to generate a coded number CNU. The 
generated coded number CNU is compared at the compara- 20 
tor 1580 to the coded number CNU received from the 

20 
if the comparison is successful, the information transmitted 
over the transmission medium between the mixer 1576 and 
the sorter 1578 is authenticated. In this manner, the user and 
credential are further authenticated. 

Alternatively, a semiRrandom number (not shown) is 
generated at the terminal using a counter or other random 
number generator (not shown). The semi-random number is 
coded using the CPNU to generate a coded semi-random 
number. Tbe coded semi-random number is then transmitted 
along with CNU and PKU to the remote CPU over an 
unsecured medium. /\t the remote CPU, the coded semiR 
random number is uncoded using RCPN to regenerate the 
semi-random number. A second semi-random number is 
then generated at the remote CPU using another counter or 
random number generator (not shown) which is generally 
synchronized with the counter (not shown) at the terminal. 
'The communication medium between the mixer 1576 and 
the sorter 1578 is then authenticated by comparing at the 
remote CPU the regenerated semi-random number to the 
second semi-random number which was generated at the 
remote CPU. If the comparison is successful, then the 
information transmitted over the communication medium 
between the mixer 1576 and the sorter 1578 is authenticated. 
In this manner, the user and credential are further authenti-

terminal. If the comparison fails, authentication of the user 
aborts. However, if the comparison is successful, the user is 
authenticated and the process continues by authenticating 
the credential1564. 25 cated. 

The credential 1564 is authenticated by reading the offi­
cial's ID number OTIN from the credential and using OTIN 
as an index in order to access the official's File No. 1 and 
read CPKO (block 1599). CPKO is applied as an input to 
coder 1598 which also receives PKU as a key input. The 30 
coder 1598 codes CPKO using PKU in order to regenerate 
the user joint key JKU. JKU is also read from the user's File 
No. 2 using PKU as an index and then applied to a 
comparator 1596. The comparator 1596 compares the JKU 
which was retrieved from the user's File No.2 and the JKU 35 

As described above, the predetermined secret address 
PKU is coded to generate the coded secret address CPKU. 
According to an alternate embodiment, PKU comprises one 
or more components which are combinable to forn1 the 
predetermined secret address PKU. In this alternative 
embodiment, only one of the components of the PKU is 
transmitted from the remote CPU to the terminal. The coder 
1504 (FIG. 15A) codes this one component of the PKU to 
generate CPKU. Therefore, in this alternate embodiment, 
CPKU represents a coded portion of the PKU. Then, to 
access the user's File No. 2, the CPKU is uncoded as which was generated by the coder 1598. If the comparison 

fails, then authentication of the credential aborts. However, 
if the comparison is successful, the comparator 1596 is 
enabled and sends an okay signal to a comparator 1594. 

The JKU retrieved from the user's File No.2 at 1586 is 
applied to an uncoder 1592, which also receives as an input 
the VAN which was read from the credential 1564. The 
uncoder 1592 uncodes the VAN in order to regenerate INFO. 
The regenerated INFO is applied as an input to the com­
parator 1594, which also receives the INFO read from the 
credential1564. 1be comparator 1594 compares the regen­
erated INFO and the INFO from the credential and if the 
comparison is successful, the credential is authenticated. 
Otherwise, the credential is not authenticated. 

As noted above, in FIG. 15C, the transmission link 
between the mixer 1576 and the sorter 1578 is preferably 
secured since using an unsecured link would present a 
potential security problem. For example, the signal from the 
mixer 1576 could be recorded and then transmitted to the 

described above to regenerate the portion of the PKU. This 
PKU portion is combined with the other portions of the PKU 
to regenerate the PKU, which is then used to access the 

40 user's File No. 2. The other portion:-; of the PKU may be 
stored throughout the system, such as in the operating 
system, in the executive program, in files, etc. 

FIG. 16 is a functional block diagram of a system for 
authenticating the identity of a party and for authorizing 

45 access to a party's hidden (or secret) file according to an 
alternate embodiment of the present invention. The party's 
hidden file (such as hidden memory file 1622) may contain 
coded or uncoded secret information. In the embodiment of 
FIG. 16, the party is in possession of a portable storage 

50 media, such as a card 1602 having a magnetic stripe for 
recording information thereon. The card 1602 is issued by an 
agency, or a bank, during enrollment of the party. Informa­
tion recorded on the card 1602 includes the party's revisable 

sorter 1578 at a later date in order to attempt to fraudulently 55 

authenticate a user and a credential In accordance with an 

owner code (ROC), a coded address (CPK) of the hidden file 
1622, an agency identification number (AID or Agency ID), 
and a transaction sequence number (1SN). The party's ROC 

alternate embodiment of the present invention, an anti­
duplication variable authentication number (ADVAN) is 
generated at the terminal by coding at least a transmission 
date and a time with the CPNU. TheADVAN is then mixed 
with the CNU and the PKU at the mixer 1576 and sent to the 
sorter 1578 at the remote CPU over an unsecured link. At the 
remote CPU, the received ADVAN is uncoded using the 
derived RCPN to regenerate the transmission date and the 
time. The regenerated transmission date and time are then 
compared to a reception date and time (that is, the date and 
time at which the signal was received at the sorter 1578) and 

is generated as described above (see FIG. 6). The coded 
address CPK of the hidden memory file 1622 may either 
represent the entire address of the hidden memory file 1622 

60 or only a portion of the address of the hidden memory file 
1622, as described above. 

The party to be authenticated enters a personal identifi­
cation number (PIN) at a terminal. The PIN is input to an 
irreversible coder 1606 to produce a coded personal identi-

65 fication number (CPN). The information recorded on the 
party's card 1602 is read from the card 1602 using an 
appropriate reader (not shown). The CPK read from the card 
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1602 is applied as an input to an uncoder 1612, which also 
receives the CPN as a key input. The uncoder 1612 uncodes 
CPK using CPN as a key input to generate PK, which 
represents either the total address of the hidden memory file 
1622 or a portion of the address of the hidden memory file 
1622 (a.~ noted above). 

The transaction sequence number (TSN) read from the 
card 1602 is input to a mixer 1608 and then to a coder 1610. 
The coder 1610 also receives the CPN as a key input. 'Ibe 
coder 16:10 codes the TSN using the CPN as a key input to 

10 
generate an anti-duplication VAN (AD VAN). The AD VAN, 
PK, ROC, and AID are input to a mixer 1614 and the 
resulting mixed signal is sent to the remote CPU over a 
preferably unsecured communication link. 

The user's hiclden memory file 1622 is part of a memory 15 
which is used to store such files at the remote CPU. The 
sorter 1616 separates the received mixed signal into its 
component parts ROC, PK, AID, and AD VAN. Where the 
PK generated by the uncoder 1612 is only a portion of the 
address to the hidden memory file 1622, the AID is used as 

20 
an index to a memory table 1618 to retrieve other address 
components for the hidden memory file 1622. Thus, the 
address components in the memory table 1618 applicable in 
any given transaction depends on the particular AID. The PK 
is combined with the other address components at a com- 25 
biner 1620 to thereby form the composite address of the 
hidden memory file 1622. The AID could also identify a 
predetermined procedure for combining the applicable 
address components. Ibe composite address is used to 
access the hidden memory file 1622 to retrieve a secret 30 
random number RN (which is generated according to the 
method described above with respect to FIG. 6). RN is input 
as a key to a coder 1624. The coder 1624 also receives the 
ROC from the sorter 1616 and thereby generates CPN. 

A transaction sequence number (TSN) is also retrieved 35 
from the hidden memory file 1622 and is input to a coder 
1632. The coder 1632 also receives CPN as a key input and 
thereby generates an ADVAN. The ADVAN generated by 
the coder 1632 is compared with the ADVAN output from 
the sorter 1616 at a comparator 1630. If a favorable com- 40 
parison is obtained, then coder 1628 is enabled. If the 
comparison is not favorable, then the user is not authenti­
cated and does not gain access to the memory file 1622. 

Coder 1628 receives PK as an input and CPN as a key and 
thereby generates CPK. The CPK generated by the coder 45 
1628 is received by an uncoder 1626 as a key input. The 
uncoder 1626 also receives as input coded information 
which is retrieved from the hidden memory file 1622. The 
uncoder 1626 uncodes the coded infonnation from the 
hidden memory file 1622 using the CPK as a key input to 50 
thereby produce clear information. The clear information is 
then provided to the authenticated user. 

As a resull of the favorable comparison of the AD VANs 
at the comparator 1630, a new (or revised) traiLSaction 
sequence number (TSN) is generated and stored in the 55 

hidden memory file 1622. Also, a coder 1634 is enabled. The 
coder 1634 receives the CPN as an input and also receives 
a revised RN as a key input. The output of coder 1634 is a 
new ROC, which .is combined with the new TSN in mixer 
1635. The mixer 1635 output is sent back to the terminal 60 

where the sorter 1604 separates the new TSN and ROC, 
which are then recorded on the user's card (in order to 
prepare for the next transaction by the user). Note also that 
a new CPK may be generated as well by revising a memory 
address component, such as the address displacement. In this 65 
event, the new CPK would also be returned to the terminal 
to be recorded on the user's card. 

22 
It should be noted that an unsecured communication link 

between the mixer 1614 and the sorter 1616 is utilized if the 
hidden memory file 1622 is remote from the location where 
the party's PIN is entered (that is, the terminal). It should 
also be noted that the traiLSaction sequence number (TSN), 
in conjunction with the ADVAN, serves to protect the 
authenticity of the transaction and the user's card against 
fraudulent duplication of the transaction information (that is, 
by recording the output of the mixer 1614 and retransmitting 
it later to the sorter 1616). 

A number of additional applications for the present inven­
tion will now be described, 

The invention could be utilized in a pay telephone system 
in which calls could be made without the use of money. The 
ca1loriginator us~ a telephone in the usual way to enter the 
telephone number of the party to be called (i.e., to the call 
recipient). The call originator also enters his own telephone 
number and PIN. The system then authenticates the identity 
of the originator as described above (by using, for example, 
the embodiment depicted in FIGS. 6-8 or in FIGS. 9-12). In 
the first embodiment (i.e., FIGS. 6, 7, SA and SB), the 
originator's PIN is coded, and used to derive an arbitrary 
number, which is subsequently compared to another such 
number which is generated from a reconstituted version of 
the coded PIN. The reconstituted coded PIN is formed from 
an RN and ROC which are accessed from the originator's 
account file, witb the originator's telephone number serving 
as a file index. If the comparison is unfavorable, the call is 
aborted; otherwise, call processing continues. 

In the second embodiment, the originator's telephone 
number is used as an index to file no. 1 to access an 
originator's CPKO and true CNO. The originator's coded 
PIN, CPNO, is then combined with the originator's CPKO 
to generate a CNO (as in FIG. 12). The originator's identify 
is then authenticated by comparing the true CNO with the 
derived CNO. If the comparison is unfavorable, the call is 
aborted; otherwise, processing continues. The originator can 
use a machine readable card, or the like which has CPKO 
and CNO previously recorded thereon. In this event, access 
to file no. 1 is uunecessary. 

In either embodiment, if the identity comparison is 
favorable, then the originator's credit balance is extracted 
from the originator's file to determine whether the call 
should be allowed. If the credit balance is favorable, then the 
telephone connection is extended to the call recipient, and 
the recipient's telephone is rung. 

At the end of the call, the originator's credit balance is 
diminished by the cost of the call, and the new balance is 
computed and rewritten to the originator's file. The origi~ 
nator may then be advised of the cost of the call. When the 
recipient's telephone rings and the call is answered, the 
system can require that the identity of the person answering 
the phone be authenticated, as in a person to person call In 
this event, the recipient is asked to enter a PIN, and the 
recipient's identity is authenticated using either of the two 
embodiments mentioned above. 

Alternatively, a first joint code could be generated when 
the call is initiated, e.g., from the originator's CPN, and the 
recipient's reconstituted CPN. When the call is answered, 
the recipient enters his PIN, which is converted to a CPN and 
combined with the originator's reconstituted CPN to form a 
second joint code. A comparison then ensues between the 
first and second joint codes. 

Another application of the invention is a system which 
uses a bill as the means of (or vehicle for) payment. The bill 
contains the usual payment information, and a VAN is also 
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recorded on the bill when the bill is generated. 'l11C VAN is 
derived from the payment information (INFO) and identi­
fication information associated with the originator of the bill 
(e.g., similar to the bank identification line of information 
which appears at the bottom of an originator's check) or the 
originator's TIN and BIN. The hill may also contain the 
recipient's TIN and BIN. Preferably, the above information 
is coded in a standard format, at a fixed location on the bill 
itself. The bill is then used in an appropriate document 
reader to provide the transaction payment information to the 10 
system. TI1e party paying the bill (i.e., the payor) enters his 
PIN and the payor is then authenticated using the PIN. Also, 
the VAN is authenticated (using one of the methods 
described above). If the payor and the VAN arc authentic, 
the bill is paid. A redemption VAN is generated (using 15 
information associated with the payee party) and printed on 
the bill, when it has been paid. 

24 
physician can automatically authorize the prescription of an 
originating pbysician (on-line), after the original prescrip­
tion is authenticated. 

The invention also finds utility in a paperless/cashless 
transaction system, in which "funds transfer" transactions, 
such as purchases, occur without the use of money, or 
checks. In this system, the payment originator uses a pay­
ment recipient's terminal which stores information to iden­
tify the precise location of the recipient's account. 
Alternatively, an originator PIN, information identifying an 
originator account and a recipient account, ami funds trans­
fer information (INFO) which includes a payment amount 
are entered directly into a terminal of this system by the 
payment originator. The system initially generates a VAN, 
(OVAN), by u..~ing the payment information (INFO) in 
conjunction with the identification information associated 
with the payment originator and payment recipient. The 
payment originator is authenticated using the originator PIN 
using a method described above. 'lbe system then approves 
or disapproves the payment based upon an authentication of 

Alternatively, the payor could simply key in tbc informa­
tion from the face of the bill. When the tran:;;;action is 
completed, a redemption VAN is displayed to the payor, 
which he records on the bill (or the VAN could be auto­
matically recorded on the bill). 

In accordance witb a further application of the embodi­
ments of this invention, a medical prescription form which 
has been originated and issued by a doctor to a patient (a 
recipient), can be authenticated to permit dispensing of the 
designated medicine, or drug, in a processing jurisdiction, 
along with automated payment. Automated payment may 
include a third party such as an insurance provider. This 
system is particularly useful for a patient who is in desperate 
need of medicine, and is in a remote or strange environment, 
where the prescription cannot be easily authenticated, or an 
available pharmacy cannot be found. 

20 the VAN, and the "joint" identification information associ­
ated with the participants, and the availability of funds, or 
credit. Such transactions are carried on entirely 
electronically, the participant's bank accounts are credited 
and debited automatically, allowing commercial transac-

25 tions to be completed "instantaneously''. An RYAN may be 
generated using the INFO and printed on a receipt which is 
dispensed to the originator. 

Although preferred embodiments of the invention have 
been disclosed for illustrative purposes, those skilled in the 

30 art will appreciate that many additions, modifications, and 
substitutions are possible without departing from the scope 
or spirit of the invention as defined in the accompanying 
claims. 

The prescription form contains identification information 35 
associated with the doctor and the patient, and the usual 
information which appears on a prescription, such as the 
type of medicine, strength, quantity, application, date, refills, 
generic, and a control number. The prescription form also 
contains a VAN, which is the result of coding the medical 40 
and identification information. Preferably, the information 
and the VAN are recorded on the prescription form so that 
it is readable by an individual, and it al'lo includes coded 
symbols or characters representing the same information in 
machine readable form. 

When the prescription form is utilized by the recipient to 
obtain the medicine from a processing entity (such as a drug 
store), the information on the form is read automatically by 

45 

What is claimed is: 
1. A method of transferring funds from a first party to a 

second party, the method comprising: 
creating a variable authentication number (VAN) on a 

computer using first information and a secret key of the 
first party, the first information including an amount 
and information for identifying the first party or the 
second party, the VAN attesting to the authenticity of 
the first party and the first information; 

creating an instrument by the first party for transferring 
funds to the second party, the instrument including the 
first information and tbe variable authentication num­
ber (VAN) and attaching the VAN to the instrument. 

2. The method of claim 1 wherein a credential, including 
a second VAN and a non-secret key of the first party, was 
previously issued to the first party by an entity authorized to a terminal of the system, or it is entered via a keyboard. The 

recipient also enters his PIN, and the system authenticates 
the prescription form, the doctor, and the recipient in accorR 
dance with the embodiments described previously. An indi­
cation of the cost of the prescribed medicine, and the method 

so issue a credential, the credential and the second VAN being 
used by the second party, or a third party, to attest to the 
non-secret key belonging to the first party, the non-secret 
key from the credential being disseminated to the second 

of payment is provided to the recipient. 'lbe recipient may 
elect to pay by using one of the methods described herein. 55 

Note that the processing entity may also include a cen­
tralized clearinghouse in communication with dispensing 
outlets (i.e., drug stores) for authenticating prescriptions. An 
RVAN may be generated from the VAN and information 
associated with the processing entity, and then associated 60 
with the transaction, to thereby document the processing 
entity's involvement in the transaction. 

If a patient attempts to use a prescription in a state where 
the originating physician is not licensed, such as out of state, 
the original prescription may not be usable. In this situation, 65 
a directory .system of predetermined licensed "correspon­
dent" physicians may be established, and a correspondent 

party, or the third party, by joining the credential to the 
instrument. 

3. The method of claim 2 wherein a non-secret key of the 
credential issuing entity is appended to the credential and is 
disseminated to the second party, or the third party, the 
second or third party using the non-seeret key of the cre­
dential issuing entity, and the second VAN to determine 
whether the non-secret key of the first party belongs to the 
first party. 

4. The method of claim 1 wherein the secret key is 
obtained by the first party using a PIN, or using descriptive 
details, of the first party. 

5. The method of claim 1 wherein the VAN -is created by 
the first party using an error detection code (EDCl), and the 



Case 2:09-cv-00310-DF   Document 390-3    Filed 10/06/10   Page 31 of 32

-- 116 --
MasterCard, Exh. 1021, p. 116

5,974,148 
25 

first information is subsequently authenticated hy the second 
party, or by a third party, the method further comprising: 

creating the EDCl by coding the first information; 
creating the VAN by coding the EDCl using the first 

party's secret key; the second party, or the third party, 
subsequently obtaining lhe instrument and the VAN, 
and extracting the VAN and first information; 

coding the first information to create an error detection 
code (EDC2); 

uncoding the VAN to recover EDCl using a non~secret 
key of the first party; 

comparing the EDCl with the EDC2; and 
the second party. or the third party, authenticating the first 

information if EDCl and EDC2 correspond. 
6. The method of claim 1 wherein the form of the 

instrument is selected from the group comprising paper, 
plastic and electronic. 

7. The method of claim 1 wherein the first information 

26 
uncoding the VAN to recover the first information using 

a non-secret key of the first party, 
comparing the recovered first information with the 

extracted first information, and 
authenticating the first information if the result of the 

comparison is favorable. 
15. TI1e method of claim 1 wherein the in.,trument is 

selected from the group comprising a personal check, a 
paycheck, a travel check, a third party check, a bond, a stock 

10 certificate, food stamps, wager receipts, and a bank card. 

15 

16. A method for using a payment instrument to make a 
payment, the payment instrument being originated by a 
payor and made payable to a payee, the method comprising: 

creating a variable authentication number (VAN) on a 
computer using payment information and a secret key 
of the payor, the payment information including an 
amount and information for identifying the payee, the 
VAN being usable for attesting to the authenticity of the 
payor and the payment information; and 

the payor using the payment information and the VAN to 
create the payment instrument, the payment instrument 
being used to make the payment. 

17. The method of claim 16 wherein a credential includ-

includes information selected from the group comprising the 20 

first party's name, the first party's account number, the first 
party's bank name, the first party's bank identification 
number, the first party's routing transit number, the first 
party's error detection code EDC1, the first party's variable 
authentication number (VAN), 25 ing a VAN was previously issued to the payer by a credential 

issuing entity, a non-secret key being included in the 
credential, the credential and VAN being used by the payee 
or the payer's bank, to attest to the non-secret key belonging 
to the payer, the non-secret key of the payer being dissemi-

the second party's name, the second party's non-secret 
key, 

an amount, a date, a check control number, a check serial 
number, a payment instruction and a memo. 

8. The method of claim 1 wherein the first information 
includes a redemption VAN (RVAN) or check control num­
ber (CCN), the method further comprising: 

30 nated to the payee or the payer's bank, by joining the 
credential to the instrument. 

using the RVAN or CCN to intercept or reject duplicate 
instruments by maintaining a list of previously 
redeemed RVANS or CCNs, and first party names in a 
storage means located where the funds transfer is 
processed. 

18. The method of claim 17 wherein a non-secret key of 
the credential issuing entity is appended to the credential and 
is disseminated to the payee or the payer's bank, the 

35 non-secret key of the credential issuing entity and the VAN 
of the credential being used to attest to the payer's non­
secret key belonging to the payer. 

19. The method of claim 16 wherein the VAN is created 
by the payer using an error detection code (EDC1), the 

40 payment information being subsequently authenticated by 
the payee or the payer's bani~:, the method further compris­
ing: 

9. The method of claim 1 wherein at least one of the first 
party or the second party is pre-enrolled and pre­
authenticated during enrollment, at least a portion of the 
enrollment information, including the first party's or the 
second party's non-secret key being stored in escrow, or in 
trust, during enrollment by the credential issuing entity, 
wherein the credential issuing entity is selected from the 45 
group comprising an officia~ an agency, a bank, and a 
pre-authorized party. 

10. The method of claim 1 wherein the first party and the 
second 11arty are the same party. 

11. The method of claim 1 wherein the availability and 50 
sufficiency of the amount of funds in the first party's account 
is verified by the first party's bank prior to or afler the 
instrument is issued. 

12. 'l11e method of claim 1 wherein the first party's 
accounts payable file and the second party's accounts receiv- 55 
able file are updated as a result of transferring the funds. 

13. The method of claim 1 wherein a redemption VAN 
(RVAN) is attached to the instrument, the RVAN being 
created by the second party or an authorizing party, the 
RVAN indicating that the first information has heen authen- 60 
ticated by the second party or by the authorizing party. 

creating the EDC1 by coding the payment information, 
creating the VAN by coding the EDC1 using tbe secret 

key of the payer, 
the payee or the payer's bank subsequently obtaining the 

instrument and extracting the VAN and payment 
information, 

coding the payment information to create an error detec­
tion code (EDC2), 

uncoding the VAN to recover EDC1 using a non-secret 
key of the payer, 

comparing the EDC1 with the EDC2, and, 
the payee or the payer's bank authenticating the first 

information if the EDC1 and the EDC2 correspond. 
20. The method of claim 16 wherein the form of the 

instrument is selected from the group comprising paper, 
plastic and electronic. 

21. The method of claim 16 wherein the instrument is 
selected from the group comprising a personal check, a 
paycheck, a travel check, a third p<nty check, a bond, a stock 
certificate, food stamps, wager receipts, and a bank card. 

14. The method of claim 1 wherein the first information 
is subsequently authenticated by the second party, or by a 
third party, the method further comprising: 

the second or third party subsequently obtaining the 
instrument and the VAN and extracting the first infor­
mation and the VAN, 

22. The method of claim 16 wherein the instrument 
65 information is selected from the group comprising the 

payer's name, the payer's account number, the payer's bank 
name, the payer's bank identification number, the payer's 
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routing transit number, the payer's error detection code 
EDCl, the payer's variable authentication number (VAN), 

the payee's name, the payee's non-secret key, 
an amount, a date, a check control number, a check serial 

number, a payment instruction, and a memo. 
23. 1be method of claim 16 wherein the instrument 

information includes a redemption VAN (RYAN) or a check 
control number (CCN), the method further comprising 

using the RYAN or CCN to intercept or reject duplicate 
instruments by maintaining a list of previously 10 
redeemed RYANs or CCNs, and names of payers in a 
storage means located where the payment is processed. 

24. The method of claim 16 wherein at least one of the 
payer or the payee is pre-enrolled and pre-authenticated 
during enrollment, the enrollment information, and at least 15 
the payer's or the payee's non-secret key being stored in 
escrow, or in trust, during enrollment by the credential 
issuing entity, wherein the credential issuing entity is 
selected from the group comprising an official, an agency, a 
bank, and a pre-authorized party. 

25. The method of claim 16 wherein the payer and the 20 

payee are the same party. 
26. The method of claim 16 wherein tbe availability and 

sufficiency of the amount of funds in the payer's account is 
verified by the payer's bank prior to or after the instrument 
is issued. 25 

27. The method of claim 16 wherein a redemption VAN 
(RVAN) is attached to the instrument, tbe RVAN being 
created by the payee or the payer's bank, the RVAN indi­
cating that the first information has been authenticated by 
the payee, or by the payer's bank. 30 

28. A payment method, comprising: 
a payer obtaining a document containing document 

information, the document information being associ­
ated with a debt incurred by the payer or for goods or 
for services to be paid for or purcha.o:;ed by the payor; 35 

the payer creating a variable authentication number 
(VAN) on a computer using at least a portion of the 
document information, and a secret key of the payor, 
the document information including an amount, and 
information for identifying the payee, the VAN being 40 

used for attesting to the authenticity of the payor and 
document information; and 

the payor creating a payment instrument using the docu­
ment information and appending the VAN to the pay­
ment instrument, the payment instrument being used to 45 

pay for the incurred deht or for the purchase of goods 
or services. 

29. The method of claim 28 wherein at least a portion of 
the document information comprises billing information or 
purchase information, the billing information or purchase 50 

information being attached to the instrument when payment 
is made.. 

28 
30. The method of claim 29 further comprising: 

creating a second variable authentication number (VAN2) 
by using at least a portion of the billing or purchase 
information and the secret key of the payer, and 

appending the VAN2 to the document information. 
31. The method of claim 28 wherein the form of the 

document is selected from the group comprising paper, 
plastic and electronic. 

32. Tire method of claim 28 wherein the document 
information is selected from the group comprising a hill, 
information as.<>ociated with a debt, 

a non-secret key of the document originator, a variable 
authentication number (VAN) of the originator, 

software, tickets, data, text, a FAX message, recorded 
audio or video, a drawing, an image, a photo, electronic 
mail, physical mail, a medical prescription, motor 
vehicle registrations, social security cards, passports, 
birth certificates, identification cards and personal stor­
age media. 

33. The method of claim 28 wherein the document is 
selected from the group comprising a bill and a purchase 
document. 

34. A funds transfer method comprising: 

a first party creating an instrument for transferring funds 
to a second party, the adequacy of the funds in the first 
party's account being verified after the instrument is 
issued; 

using a computer to create a variable authentication 
number (VAN), the VAN being created using at least a 
secret key of the first party; and 

including the VAN with the instrument for subsequent use 
in attesting to the authenticity of the instrument. 

35. A funds transfer method comprising: 

an originator party creating an instrument for transferring 
fum.ls to a recipient party, the instrument information 
comprising (i) a variable authentication number (VAN), 
and (ii) one or more pieces of payment information 
including an amount, information for identifying the 
recipient party or the originator party, a date, and a 
check control or serial number; 

creating an error detection code (EDCl) by coding one or 
more pieces of the payment information; and 

creating the VAN on a computer by coding the EDCl 
using a secret key of the originator, the originator's 
VAN being usable to determine the authenticity of the 
one or more pieces of payment information. 

* * 
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 IN THE UNITED STATES DISTRICT COURT 
 FOR THE EASTERN DISTRICT OF TEXAS 
 MARSHALL DIVISION 
 
LEON STAMBLER 

Plaintiff,      
 

v. 
 
JPMORGAN CHASE & CO., et al., 

Defendants. 
 

§ 
§
§ 
§
§ 
§
§ 
§
 

  
 
 
CIVIL ACTION NO. 2-08-cv-204-DF-CE 
 

    
MEMORANDUM OPINION AND ORDER 

 
The Court held a Markman hearing on March 25, 2010.  After considering the submissions 

and the arguments of counsel, the Court issues the following order regarding claim construction: 

I. Background of the Technology 

Plaintiff Leon Stambler asserts United States Patent Nos. 5,793,302 (“the ‘302 patent”) and 

5,974,148 (“the ‘148 patent”) (collectively, “Stambler patents”) against remaining Defendants 

Compass Bancshares, Inc., Compass Bank, First Horizon National Corporation, and First 

Tennessee Bank National Association (collectively, “Defendants”).  The Stambler patents have a 

common specification and claim priority to November 17, 1992.  Plaintiff asserts claims 7, 41, 

43, 46, 47, 48, and 53 of the ‘302 patent and claims 28, 34, and 35 of the ‘148 patent.  The 

Stambler patents are entitled “Method for Securing Information Relevant to a Transaction” and 

teach improvements to conducting financial transactions thereby minimizing fraud on the parties. 

The patents address two types of fraud that can occur in multi-party transactions, especially 

electronic transactions.  First, the patents disclose a system for authenticating that information 

relating to the financial transaction has not been fraudulently authored, such as the amount on a 

check.  Second, the patents teach authenticating the parties to a transaction.  For example, the 

transaction system of the patents would detect when a person cashing a check is not the intended 
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recipient.   

The invention uses what is called a “variable authentication number (VAN)” to 

authenticate the transaction information as well as the parties.  A VAN (a disputed term), as 

disclosed in the embodiment, contains an encoded key that contains information about at least 

one of the parties and at least some of the transaction information.  This encoded key is called a 

joint key.  The joint key might, for example, contain the intended recipient’s tax identification 

number, the check amount, and the payor’s identifying information.  When an endorsed check is 

presented at the recipient’s bank, the recipient’s bank first verifies whether the party presenting 

the check is in fact the intended recipient.  After verifying that the recipient is authentic, the 

recipient’s bank requests that the payor’s bank transfer the funds in accordance with the check’s 

instructions.  The payor’s bank will then verify whether the document has been altered based 

upon the document information encoded into the joint key.  Additionally, the payor’s bank will 

be able to verify whether the payor did in fact originate this check based upon the payor 

information encoded into the joint key.  According to the embodiment, only selected parties 

would be able to decode the VAN to access the joint key, thereby making it nearly impossible for 

the VAN to be fraudulently created or modified. 

Plaintiff previously pursued claims under the asserted patents before the District of 

Delaware in 2001.  See Stambler v. RSA Sec. Inc., No. 01-65-SLR (D. Del.).  The Delaware court 

issued its claim construction order in 2003.  A number of the terms that the Delaware court 

construed are at issue in this litigation: VAN; secret key of the first party/payor/originator; 

instrument; previously issued; and credential.  Defendants argue that Plaintiff should be estopped 

from pursuing constructions that are different than those it pursued in the Delaware court when 

the Delaware court adopted Plaintiff’s proposal.  Plaintiff argues that the constructions in the 
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Delaware court are based upon dictionary definitions almost exclusively and that Phillips is 

intervening law regarding claim construction.     

II. General Principles Governing Claim Construction 

“A claim in a patent provides the metes and bounds of the right which the patent confers on 

the patentee to exclude others from making, using or selling the protected invention.”  Burke, 

Inc. v. Bruno Indep. Living Aids, Inc., 183 F.3d 1334, 1340 (Fed. Cir. 1999).  Claim construction 

is an issue of law for the court to decide.  Markman v. Westview Instruments, Inc., 52 F.3d 967, 

970-71 (Fed. Cir. 1995) (en banc), aff’d, 517 U.S. 370 (1996). 

 To ascertain the meaning of claims, the court looks to three primary sources: the claims, 

the specification, and the prosecution history.  Markman, 52 F.3d at 979.  Under the patent law, 

the specification must contain a written description of the invention that enables one of ordinary 

skill in the art to make and use the invention.  A patent’s claims must be read in view of the 

specification, of which they are a part.  Id.  For claim construction purposes, the description may 

act as a sort of dictionary, which explains the invention and may define terms used in the claims.  

Id.  “One purpose for examining the specification is to determine if the patentee has limited the 

scope of the claims.” Watts v. XL Sys., Inc., 232 F.3d 877, 882 (Fed. Cir. 2000). 

 Nonetheless, it is the function of the claims, not the specification, to set forth the limits of 

the patentee’s claims.  Otherwise, there would be no need for claims.  SRI Int’l v. Matsushita 

Elec. Corp., 775 F.2d 1107, 1121 (Fed. Cir. 1985) (en banc).  The patentee is free to be his own 

lexicographer, but any special definition given to a word must be clearly set forth in the 

specification.  Intellicall, Inc. v. Phonometrics, 952 F.2d 1384, 1388 (Fed. Cir. 1992).  And, 

although the specification may indicate that certain embodiments are preferred, particular 

embodiments appearing in the specification will not be read into the claims when the claim 
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language is broader than the embodiments.  Electro Med. Sys., S.A. v. Cooper Life Sciences, Inc., 

34 F.3d 1048, 1054 (Fed. Cir. 1994). 

 This court’s claim construction decision must be informed by the Federal Circuit’s 

decision in Phillips v. AWH Corporation, 415 F.3d 1303 (Fed. Cir. 2005) (en banc).  In Phillips, 

the court set forth several guideposts that courts should follow when construing claims.  In 

particular, the court reiterated that “the claims of a patent define the invention to which the 

patentee is entitled the right to exclude.”  415 F.3d at 1312 (emphasis added) (quoting 

Innova/Pure Water, Inc. v. Safari Water Filtration Systems, Inc., 381 F.3d 1111, 1115 (Fed. Cir. 

2004)).  To that end, the words used in a claim are generally given their ordinary and customary 

meaning.  Id.  The ordinary and customary meaning of a claim term “is the meaning that the term 

would have to a person of ordinary skill in the art in question at the time of the invention, i.e., as 

of the effective filing date of the patent application.”  Id. at 1313.  This principle of patent law 

flows naturally from the recognition that inventors are usually persons who are skilled in the 

field of the invention.  The patent is addressed to and intended to be read by others skilled in the 

particular art.  Id. 

 The primacy of claim terms notwithstanding, Phillips made clear that “the person of 

ordinary skill in the art is deemed to read the claim term not only in the context of the particular 

claim in which the disputed term appears, but in the context of the entire patent, including the 

specification.”  Id.  Although the claims themselves may provide guidance as to the meaning of 

particular terms, those terms are part of “a fully integrated written instrument.”  Id. at 1315 

(quoting Markman, 52 F.3d at 978).  Thus, the Phillips court emphasized the specification as 

being the primary basis for construing the claims.  Id. at 1314-17.  As the Supreme Court stated 

long ago, “in case of doubt or ambiguity it is proper in all cases to refer back to the descriptive 
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portions of the specification to aid in solving the doubt or in ascertaining the true intent and 

meaning of the language employed in the claims.”  Bates v. Coe, 98 U.S. 31, 38 (1878).  In 

addressing the role of the specification, the Phillips court quoted with approval its earlier 

observations from Renishaw PLC v. Marposs Societa’ per Azioni, 158 F.3d 1243, 1250 (Fed. Cir. 

1998): 

Ultimately, the interpretation to be given a term can only be determined 
and confirmed with a full understanding of what the inventors actually 
invented and intended to envelop with the claim.  The construction that 
stays true to the claim language and most naturally aligns with the patent’s 
description of the invention will be, in the end, the correct construction. 

 
Consequently, Phillips emphasized the important role the specification plays in the claim 

construction process. 

 The prosecution history also continues to play an important role in claim interpretation.  

The prosecution history helps to demonstrate how the inventor and the PTO understood the 

patent.  Phillips, 415 F.3d at 1317.  Because the file history, however, “represents an ongoing 

negotiation between the PTO and the applicant,” it may lack the clarity of the specification and 

thus be less useful in claim construction proceedings.  Id.  Nevertheless, the prosecution history 

is intrinsic evidence.  That evidence is relevant to the determination of how the inventor 

understood the invention and whether the inventor limited the invention during prosecution by 

narrowing the scope of the claims. 

Phillips rejected any claim construction approach that sacrificed the intrinsic record in 

favor of extrinsic evidence, such as dictionary definitions or expert testimony.  The en banc court 

condemned the suggestion made by Texas Digital Systems, Inc. v. Telegenix, Inc., 308 F.3d 1193 

(Fed. Cir. 2002), that a court should discern the ordinary meaning of the claim terms (through 

dictionaries or otherwise) before resorting to the specification for certain limited purposes.  Id. at 
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1319-24.  The approach suggested by Texas Digital–the assignment of a limited role to the 

specification–was rejected as inconsistent with decisions holding the specification to be the best 

guide to the meaning of a disputed term.  Id. at 1320-21.  According to Phillips, reliance on 

dictionary definitions at the expense of the specification had the effect of “focus[ing] the inquiry 

on the abstract meaning of words rather than on the meaning of the claim terms within the 

context of the patent.”  Id. at 1321.  Phillips emphasized that the patent system is based on the 

proposition that the claims cover only the invented subject matter.  Id.  What is described in the 

claims flows from the statutory requirement imposed on the patentee to describe and particularly 

claim what he or she has invented.  Id.  The definitions found in dictionaries, however, often 

flow from the editors’ objective of assembling all of the possible definitions for a word.  Id. at 

1321-22. 

 Phillips does not preclude all uses of dictionaries in claim construction proceedings.  

Instead, the court assigned dictionaries a role subordinate to the intrinsic record.  In doing so, the 

court emphasized that claim construction issues are not resolved by any magic formula.  The 

court did not impose any particular sequence of steps for a court to follow when it considers 

disputed claim language.  Id. at 1323-25.  Rather, Phillips held that a court must attach the 

appropriate weight to the intrinsic sources offered in support of a proposed claim construction, 

bearing in mind the general rule that the claims measure the scope of the patent grant. 

III. Agreed Terms 

The parties have agreed to definitions of the following terms: 

Term Claim number Agreed Construction   
“coding” ‘302, claim 7; 

‘148, claim 35 
Transforming information by applying a known algorithm 

“credential 
information” 

‘302, claims 47, 
53 

Information stored or contained in a credential 

“determining ‘302, claim 53 Determining whether the at least a portion of the received funds 
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whether the at 
least a portion of 
the received 
funds transfer 
information is 
authentic by 
using the VAN 
and the 
credential 
information” 

transfer information is unchanged by using the VAN and the 
credential information 

“payment” ‘302, claims 43, 
53;  ‘148, claim 
28, 35 

Compensation in exchange for goods or services or the discharge 
of a debt 

“payer/payor” ‘148, claim 28 Plain meaning. The parties agree that the terms “payer” and 
“payor” refer to the same entity. 

“creating an 
error detection 
code (EDC1) by 
coding” 

‘148, claim 35 Creating an error detection code (EDC1) by applying an algorithm 
to information in such a manner as to permit the detection of 
changes without complete recovery of the original information. 

“Error detection 
code or EDC” 

‘148, claim 35; 
‘302, claim 46 

The result of applying an algorithm to information in such a 
manner as to permit detection of changes but without complete 
recovery of the original information 

“VAN being 
usable to 
determine the 
authenticity of 
the one or more 
pieces of 
payment 
information” 

‘148, claim 35 The VAN being usable to determine that the one or more pieces of 
payment information has not changed 

 
Joint Claim Construction and Prehearing Statement at 1–2. [Dkt. No. 356] 

IV. Disputed Terms 

A.  “a third party for determining”  

Term Plaintiff’s Defintion Defendants’ Definition 
“a third party for determining 
whether the at least a portion of 
the received funds transfer 
information is authentic by 
using the VAN” 

A party or system that performs 
the determining step of the 
claim. 

A party different from the party 
performing the other steps of the 
claim, for determining. 

 
This term appears in claim 41 of the ‘302 patent.  The parties dispute whether the “third 

party” is permitted to perform any of the other steps enumerated in Claim 41.  Claim 41 is a 

method with four steps: 
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41. A method for authenticating the transfer of funds from a first account 
associated with a first party to a second account associated with a second 
party . . . the method comprising: 

receiving funds transfer information from the first party, including at least 
information for identifying the first account of the first party, and 
information for identifying the second account of the second party, and a 
transfer amount; 

generating a variable authentication number (VAN) using at least a 
portion of the received funds transfer information; 

a third party for determining whether the at least a portion of the received 
funds transfer information is authentic by using the VAN; and 

transferring the funds from the first account of the first party to the 
second account of the second party if the at least a portion of the received 
funds transfer information and the VAN are determined to be authentic.  

Both parties agree that the third party must perform the “determining” step.  Plaintiff 

argues that the plain language of the claim does not prohibit the third party from performing any 

of the other three steps.  As none of the other three steps recite an actor, Plaintiff argues that the 

language of the claim indicates that the inventor did not intend to restrict those steps to (or from) 

particular parties.  According to Plaintiff, a third party could receive the funds transfer 

information and use that to generate a VAN.   

Plaintiff further argues that Defendant’s construction would read out a disclosed 

embodiment.  In the “paperless/cashless transaction system,” the transaction system is a terminal 

belonging to the payment recipient, or “second party” as recited in this claim.  ‘302 patent, 24:5–

10.  The terminal receives funds transfer information from the payment originator, or “first 

party” in this claim, generates a VAN, and authenticates the payment originator using the VAN.  

‘302 patent, 14:10–20.  Plaintiff argues that the transaction system is the third party of Claim 41, 

and performs the “receiving,” “generating,” and “determining” steps.  

Finally, Plaintiff argues that the prosecution history supports its construction.  When the 
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inventor amended Claim 41, the inventor told the examiner, “In this scheme, the payment 

originator is a first party, the recipient is a second party, and the system which approves or 

disapproves the payment is a third party.  The use of a third party to authenticate a van and 

transfer of funds is recited in claim [41].”  Plaintiff’s Brief, Ex. D at 55. This, according to 

Plaintiff, shows that the third party performs the “determining” step and the “transferring” step.1   

Defendants argue that in the context of Claim 41, the inventor chose to specify the “third 

party” to differentiate the party that performs the determining step from the party performing the 

other steps.  According to Defendant, a party, which is neither the first nor third parties, receives 

“funds transfer information” from the payment originator, generates a VAN, and “informs the 

first party’s bank to transfer the funds.”  Def. Brief at 21.  Defendants also argue that it would 

make no sense to have the same party that receives the funds transfer information and then 

generates the VAN be the party to authenticate the VAN it just created. 

Defendants also rely on the prosecution history, wherein the inventor added the term “third 

party” by amendment.  According to Defendants, “If a ‘third party’ is the same party performing 

the other steps of the claim, the recitation of a ‘third party’ in the claim would not have been 

necessary.”  Def. Brief at 22.  Defendants also disagree with Plaintiff’s reading of the office 

action response in which the amendment appears.  Defendants argue that the sentence, “The use 

of a third party to authenticate a VAN and transfer and transfer of funds is recited in claim [41],” 

should be read to mean the third party authenticates a VAN and, thereby, authenticates a transfer 

of funds. 

With respect to the embodiments, Defendants argue that Plaintiff’s arguments are 

misleading.  Defendants say that the “system” recited in the prosecution history is not the same 

                                                      
1 Plaintiff inserted [sic] following “transfer of funds” to suggest the erroneous insertion of the word “of” by the 
inventor during prosecution of the patent.  Pl. Brief at 9. 
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“paperless/cashless transaction system” described at the end of the preferred embodiment.  See 

‘302 patent, 24:14–24.  See also Pl. Br., Ex. D at 55 (“the system which approves or disapproves 

the payment is a third party”).  Defendants attempt to refute Plaintiff’s argument that 

Defendant’s construction does not read on the paperless/cashless embodiment by arguing that 

Claim 41 is not intended to read upon that particular embodiment.   

Plaintiff argues that it is “black letter law” that the construed claims must read on all of the 

preferred embodiments.  Pl. Reply at 4.  Here, however, is a case where the embodiments are so 

varied that a single claim is not expected to read upon all of them.  See ‘302 patent, 6:12–45 

(describing two authenticating parties, one of which does not and cannot generate a VAN: 

authenticating transfer information at the originator’s bank with a VAN; authenticating the 

recipient at the recipient’s bank without using a VAN).  See also id at 24:5–24 (describing a 

system where the recipient is never authenticated).   

Defendant’s argument is not without force.  A construction that allows the party that 

generates a VAN to turn around and authenticate that very VAN would be nonsensical.  As 

urged at oral argument, however, the same party might authenticate the VAN it had previously 

created when the payee presents the check at the issuing financial institution for payment.  

Inartfully drafted though the claim may be, using Defendant’s proposed construction would 

require four parties, which is not mandated by the claim language, specification, or prosecution 

history.  If the third party is not permitted to perform any of the other steps, then it becomes clear 

that some additional party or parties must perform the receiving and generating steps.  The Court 

rejects this view of the claim and construes this limitation to mean, “a party, other than the first 

or second parties, that performs the determining step of the claim.” 
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B. “variable authentication number (VAN)”  

Term Plaintiff’s Definition Defendants’ Definition 
“generating a variable 
authentication number (VAN) 
using at least a portion of the 
received funds transfer 
information” ‘302 patent, claim 41 
 
“the payer creating a variable 
authentication number (VAN) on 
a computer using at least a portion 
of the document information, and a 
secret key of the payor” ‘148 
patent, claim 28 
 
“using a computer to create a 
variable authentication number 
(VAN), the VAN being created 
using at least a secret key of the 
first party” ‘148 patent, claim 34 

A variable number that can be 
used in verifying the identity of a 
party or the integrity of 
information or both, the number 
generated by coding information 
relevant to a transaction, 
document (paper, electronic, or 
otherwise), or thing with either a 
joint key or information 
associated with or related to at 
least one party involved in the 
transaction or issuance of the 
document or thing. 

A variable number that can be 
used in verifying the identity 
of a party or the integrity of 
information or both. 

 
This term appears in the ‘302 patent, claim 41 and the ‘148 patent, claims 28, 34, and 35.  

The parties dispute whether Plaintiff is collaterally estopped from arguing a different 

construction than what it previously proposed and that a Delaware court adopted, and whether a 

variable authentication number (VAN) must be created in a certain way.  Defendants propose the 

District of Delaware’s construction.   

Plaintiff argues that the Delaware court’s construction is of little value because, even 

though the patentee acted as his own lexicographer, the court’s construction “was based entirely 

on dictionary definitions of the words ‘variable,’ ‘authentication,’ and ‘number.’”  Plaintiff’s 

Brief at 11.  After Phillips, according the Plaintiff, Courts are to defer to the patentee when he 

defines the terms that appear in the claims.   

Plaintiff argues that the patentee acted as his own lexicographer when he wrote in the 

summary of the invention: 

In accordance with an embodiment of the present invention, when a 
transaction, document or thing needs to be authenticated, information 
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associated with at least one of the parties involved (e.g., an originator 
and/or a recipient) is coded to produce a joint code. This joint code is then 
utilized to code information relevant to the transaction, document or 
record, in order to produce a variable authentication number (VAN) or 
code at the initiation of the transaction. 

‘302 patent, 2:9–17.  Plaintiff argues that VAN is further defined in one of the embodiments:  

“Note that the VAN is alternatively generated directly from INFO and information associated 

with at least one of the parties, without the intermediate step of generating the JK.”  ‘302 patent, 

5:9–25.  According to Plaintiff, because “every description and embodiment from the 

specification” shows the VAN “created by coding information associated with or related to a 

transaction or credential with either a joint key or ‘information associated with at least one of the 

parties, without the intermediate step of generating the [joint key].’” Plaintiffs Brief at 13 

(quoting ‘302 patent, 5:24–25).   

Defendants argue that Plaintiff is collaterally estopped from arguing a different definition 

in this case and that Philips is not intervening law.  To prevail on the theory of collateral 

estoppel, a party must show the following: “(1) the issue is identical to one decided in the first 

action; (2) the issue was actually litigated in the first action; (3) resolution of the issue was 

essential to a final judgment in the first action; and (4) plaintiff had a full and fair opportunity to 

litigate the issue in the first action.”  In re Freeman, 30 F.3d 1459, 1465 (Fed. Cir. 1994); see 

also U.S. v. Shanbaum, 10 F.3d 305, 311 (5th Cir. 1994) (setting forth a similar test).  Defendant 

argues that only the third element is disputed and that the third element is satisfied because the 

jury in the Delaware court returned a verdict of non-infringement.  Defendants also argue that 

Phillips does not represent a change in law but, rather, is a clarification of then-existing law.  

Defendant’s Brief at 14. 

Should the Court reject Defendant’s collateral estoppel argument, the Defendants 

alternately argue that defining a VAN by the manner in which is generated is unnecessarily 
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importing a limitation from the preferred embodiment.  Defendants point out that “each of the 

claims in which VAN appears specifically includes a limitation dictating precisely how the VAN 

in that particular claim must be generated.”  Def. Brief at 15.  Both parties agree that the manner 

in which a VAN is used is necessary to the definition and is consistent in all of the claims, 

Defendants argue, however, that the VAN is not created the same way in each of claims and to 

include it in the definition would be superfluous in many of the claims. 

Plaintiff’s argument that Claim 41, for example, does not tell a person of ordinary skill in 

the art that the VAN is generated from information relevant to a transaction is not persuasive.  

The very text of Claim 41 recites, “generating a variable authentication number (VAN) using at 

least a portion of the received funds transfer information.”  Funds transfer information, likewise, 

is described within Claim 41 as “including at least information for identifying the first account of 

the first party, and information for identifying the second account of the second party, and a 

transfer amount.”  Furthermore, the Corut does not agree that the patentee acted as his own 

lexicographer in the passages that Plaintiff cites. 

Absent a showing that a previous construction is incorrect, the Court will not alter a prior 

court’s claim construction.  Moreover, where, as here, the Plaintiff obtains the constructions that 

he advanced previously, the Court is not easily persuaded to depart from those prior 

constructions.  Central to the invention, however, is that the VAN represents an unalterable 

truth—thereby thwarting fraud.  In order to prevent the manipulation or alteration of the VAN, it 

is encoded and only decodable by selected, trusted parties.  The Delaware court’s construction 

does not reflect that the VAN has been encoded.  The Court slightly modifies the Delaware 

construction to read, “an encoded variable number that can be used in verifying the identity of a 

party or the integrity of information or both.” 
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C. “secret key of the first party/payor/originator”  

Term Plaintiff’s Definition  Defendants’ Definition 
“the payer creating a variable 
authentication number (VAN) on 
a computer using at least a 
portion of the document 
information, and a secret key of 
the payor” ‘148 patent, Claim 28. 
 
“creating the VAN on a computer 
by coding the EDC1 using a 
secret key of the originator” 
‘148 patent, Claim 35. 
 
 

A private key that is created by 
the payor, or an entity originating 
an instrument on the payor’s 
behalf, by coding information 
associated with or related to the 
payor, which is capable of being 
separately created by a party 
intended to authenticate the 
instrument.  

A key that is known only to the 
payor and those intended to know 
it and that exists beyond the 
duration of a particular 
transaction.  

 
This term, found in claims 28, 34, and 35 of the ‘148 patent, does not appear in the 

specification.  The parties dispute whether the disputed term refers to the “PIN” or the “joint 

key” of the specification.  The Delaware court construed this claim term, adopting plaintiff’s 

proposal in the previous litigation.  Defendants propose the Delaware Court’s construction. 

Plaintiff argues that the “secret key” refers to the “joint key” because Claim 34 recites, “[a] 

VAN being created using at least a secret key of the first party.”  According the Plaintiff, only 

the joint key (or joint code) is used to create the VAN. See ‘302 patent, 5:13–15.  Plaintiff argues 

that the secret key cannot be the PIN because the authenticating party must recreate or uncover 

the secret key, which cannot be done with a PIN. 

Concluding that the secret key is the joint key, Plaintiff goes on to define “joint key.”  

Plaintiff determines that a joint key is “created by coding ‘information associated with at least 

one of the parties involved in the transaction (in this case, the originator and recipient).’”  Pl. 

Brief at 15.  Plaintiff further explains that the key is secret because “only the first 

party/originator can initially create and use a particular joint key because only the first 

party/payor/originator can provide the secret PIN that is used to create a joint key.”  Pl. Brief at 

16. 
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Defendants argue that the “secret key” is the PIN because, of all the pieces of data used to 

create a VAN, “[t]he only thing in that process that the patent describes as ‘secret’ and ‘of a 

party’ is the originator’s PIN.”  Def. Brief at 24.  Defendants argue that the secret key cannot be 

a joint key because ‘the joint key can be created by someone other than the party to whom it 

belongs and is not a ‘secret key of a party.’”  See Def. Brief at 24.   

Defendants also argue that the secret key must exist beyond the duration of a transaction.  

According to Defendant, “[t]he PIN exists before a transaction, during enrollment, and after a 

transaction, so that the PIN remains associated with the first party and can be used to 

authenticate that party.”  Def. Brief at 25.  The bank, so it follows, must have a relatively static 

reference point in order to perform a meaningful authentication.   

Contrary to Plaintiff’s interpretation, the Court is of the opinion that the PIN is indeed used 

to create a VAN, as described in the ‘302 patent, Column 5, Lines 3–18.  Notably, “the 

originator’s PIN is converted to a coded PIN (CPNO), which is applied as the key input to coder 

28.”  ‘302 patent, 5:5–6.  The coded PIN is then used to code the payment recipient’s 

information into the joint key.  Furthermore, it is the coded PIN that is used to authenticate the 

originator of an instrument, which means it is known by those intended to know.  Finally, 

Plaintiff’s argument that the VAN cannot be created without the joint key applies equally as well 

to the coded PIN.  The Court finds no error and adopts the Delware court’s construction.  This 

term means “a key that is known only to the payor and those intended to know it.”   
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D. “the VAN being used for attesting to the authenticity of the payor and document 
information” 

Term Plaintiff’s Definition Defendants’ Definition 
“the payer creating a variable 
authentication number 
(VAN) on a computer using 
at least a portion of the 
document information, and a 
secret key of the payor, the 
document information 
including an amount, and 
information for identifying 
the payee, the VAN being 
used for attesting to the 
authenticity of the payor 
and document information” 
 
 

The VAN being used to evidence 
that the instrument originated from 
the payor and that the at least a 
portion of the document 
information used to create the VAN 
has not changed. 

The VAN is used to verify the 
identity of the payor.  In 
addition, the VAN is used to 
verify that the document 
information has not changed. 
 

 
The disputed phrase appears in claim 28 of the ‘148 patent.  First, the parties dispute 

whether “attesting” means that the VAN “verifies” or “evidences.”  Second, the parties dispute 

whether “attesting to the authenticity of a payor” requires confirming the identity of the payor or 

merely that the document originated with the payor.   

Plaintiff argues that the invention only gives indications of authenticity and does not 

exactly “verify” authenticity.  Pl. Brief at 18.  According the Plaintiff, the invention authenticates 

that the instrument is not forged and did in fact originate with the payor.  The plaintiff also 

argues that “[i]t is axiomatic that the VAN verifies only the portion of the ‘document 

information’ that was used to create it.” Pl. Brief at 19.  Therefore, as the VAN is only created 

using “at least a portion of the document information,” the VAN can only attest to that portion of 

the document information.    

With respect to the authenticity of the payor, Plaintiff argues that the VAN does not 

confirm the originator’s identity.  Rather, according to Plaintiff, “the VAN in the funds transfer 

embodiments is used to confirm that the payor originated, or authorized, the funds transfer 
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instructions.”  Pl. Brief at 19.  Under Plaintiff’s construction, the “information extracted from the 

VAN” needs only match “the information included on the payment instrument.”  Id.  Defendants 

argue that Plaintiff’s proposal is inconsistent with the definition for VAN and inconsistent with 

the specification.   

Defendants also argue that the invention confirms identities of parties, so the VAN must be 

used to confirm the identity of the payor in claim 28.  See Def. Brief at 16–17.  Defendants point 

to the “numerous references to [the invention’s] authentication process involving a verification 

of a party identity.” 

The Court construed VAN such that it “can be used in verifying the identity of a party or 

the integrity of information or both.”  Furthermore, as Defendants point out, the specification 

repeatedly uses the word “verify” and never uses the word “evidences.”  The Court is of the 

opinion that the VAN gives more than just an “indication.”  Moreover, while an accurate VAN 

may be only an indicator that a document is not forged, the claim does not require that the VAN 

verify the document.  Rather, the VAN verifies—not merely indicates—that at least some 

document information is unchanged and that the payor is authentic. 

The Court does not agree that payor authenticity is the same thing as identity verification.  

The specification does indeed recite that the originator’s bank verifies the originator’s 

identification, but this is not in connection with a VAN.  The bank authenticates the identity of 

the party at enrollment, not as part of a transaction.  The party’s identity is presumed to be 

authentic through the use of the secret PIN, but that identity need not be verified as part of the 

transaction.  The VAN merely confirms that the account holder originated the instrument.  The 

VAN does not confirm that the account holder is who he says that he is.  The Court construes the 

disputed phrase to mean: “The VAN being used to verify that the instrument originated from the 
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payor and that the at least a portion of the document information used to create the VAN has not 

changed.” 

E. “VAN . . . attesting to the authenticity of the instrument”  

Term Plaintiff’s Definition Defendants’ Definition 
“including the VAN with the 
instrument for subsequent use in 
attesting to the authenticity of the 
instrument” 

The VAN evidencing that the 
instrument has not changed. 

The VAN verifies that the 
information in the instrument as a 
whole has not changed and 
verifies the identity of the party 
who created the instrument.  

 
This phrase appears in claim 34 of the ‘148 patent.  The parties again dispute whether the 

VAN “evidences” or “verifies” authenticity, and whether “authenticity of the instrument” 

requires verifying the identity of the payor as well as confirming that the instrument has not 

changed.   As discussed above, verifies is the appropriate verb.   

Plaintiff argues that this claim requires only that the instrument has not changed and that it 

does not need to verify the identity of the party.  Plaintiff relies upon claim differentiation to 

explain that the originating party is not required to be authenticated in all claims.  Defendants 

argue that an instrument is authentic if the information has not changed and the payor authorized 

the payment.  Defendants further argue that the “instrument as a whole” must be authentic 

because, “[a]n instrument cannot be authentic . . . if any aspect of the instrument has changed.”  

Def. Brief at 19. 

The Court is of the opinion that an instrument is authentic if it has not been forged.  As 

discussed above, there are two types of forgery: creating an unauthorized check and altering an 

otherwise authorized check.  If the instrument is created fraudulently, even if there are no 

changes to it, it would not be an authentic instrument.  The claim requires authenticating the 

instrument, not merely the transfer information, as in Claim 28.  Therefore, authentication should 

include verifying on some level that it is an authorized instrument.  Plaintiff need not be 
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concerned that using the word “verifies” would impose greater authenticity restrictions on the 

claim.  The claim recites “for subsequent use in attesting,” which only requires that it be helpful 

to attesting to authenticity.  Therefore, the Court construes the phrase to mean “including the 

VAN with the instrument for subsequent use in verifying that the information in the instrument 

has not changed and verifying that the instrument originated from the first party.”  

F. “if the at least a portion of the received funds transfer information and the VAN are 
determined to be authentic”  

Term Plaintiff’s Definition Defendants’ Definition 
“a third party for determining 
whether the at least a portion of 
the received funds transfer 
information is authentic by using 
the VAN; and transferring funds 
from the first account of the first 
party to the second account of the 
second party if the at least a 
portion of the received funds 
transfer information and the 
VAN are determined to be 
authentic.” 

If the at least a portion of the 
received funds transfer 
information and the VAN are 
verified or determined to be 
unchanged. 

(1) A verification that the 
received funds transfer 
information has not changed or is 
unaltered; and (2) verifying the 
identity of the first party.  

 
This limitation appears in claim 41.  Continuing with the authentication disputes, the 

parties dispute whether this limitation requires verifying the identity of the first party.  Plaintiff 

argues that requiring verification of a party’s identity would import a limitation from the 

specification.  Defendants argue that the language “and the VAN” means nothing in this claim if 

it does not authenticate the party.  The Court has construed VAN such that it is “used in 

verifying the identity of a party or the integrity of information or both.”  The claim already 

recites authenticating the funds transfer information that is included within the VAN.  If, in this 

claim, the first party is not required to be authenticated, this claim would disclose authenticating 

the funds transfer information twice.  Defendants argue that authenticating the VAN means that 

the identity of the first party is authenticated.  

Plaintiff’s argument is convincing.  The Court agrees that this claim does not require party 
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authentication.  Verifying that the VAN is unchanged, however, as Plaintiff proposes, does little 

if the VAN was created fraudulently.  By requiring the VAN to be authentic, this limitation 

requires the VAN to represent what it purports to represent.  The Court construes this limitation 

to mean, “if the at least a portion of the received funds transfer information is unchanged and the 

VAN is not fraudulent.” 

G.  “instrument” and “payment instrument” 

Term  Plaintiff’s Definition Defendants’ Definition  
“an originator party creating 
an instrument for transferring 
funds to a recipient party, the 
instrument information 
comprising (i) a variable 
authentication number 
(VAN), and (ii) one or more 
pieces of payment 
information including an 
amount, information for 
identifying the recipient party 
or the originator party, a date, 
and a check control or serial 
number” ‘148, Claim 35. 

Instrument: document 
(including paper or electronic) 
that is used to transfer funds to 
a recipient party 
 
Payment instrument:  a 
document (including paper or 
electronic) that is used to 
transfer funds to a recipient 
party in connection with a 
payment. 

A document, that is an 
instrument of commerce, used 
to transfer funds to a recipient 
party 

 
This term appears in claims 34 and 35 of the ‘148 patent.  The parties’ essential dispute is 

whether the instrument can be mere instructions to pay the recipient party or whether the 

instrument must be commercial paper.  Plaintiff argues that the specification is not limited to 

checks, but can include a set of instructions.  Defendants argue that Plaintiff’s proposal is 

overbroad.  Defendants believe that the scope of the invention is limited to negotiable 

instruments. 

The specification’s inclusion of a cashless system indicates electronic instructions are 

within the scope of the invention.  The Court adopts Plaintiff’s construction. 
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H. “credential”  

Term Plaintiff’s Definition Defendants’ Definition 
“coding the first information 
using second information and 
then coding the result using 
third information, at least one 
of the second and third 
information being associated 
with at least one entity, the 
entity comprising a person or 
a computer program, wherein 
a credential having non-secret 
information stored therein is 
previously issued to at least 
one entity by a trusted entity, 
the non-secret information 
including the second or third 
information.” 

A non-secret document or 
information obtained from a trusted 
source that is transferred or 
presented for purposes of 
determining the identity of a party. 

A document or information 
obtained from a trusted source 
that is transferred or presented to 
establish the identity of a party. 

 
This term appears in claims 7, 47, and 53 of the ‘302 patent.  The parties primarily dispute 

whether a credential must conclusively establish the identity of a party and whether it must be 

non-secret.  Defendants offer the Delaware court’s construction of this term.   

Plaintiff argues that a credential need not conclusively establish the identity of a party.  A 

credential is only used to establish a party’s identity.  Pl. Brief at 26. “[A] credential is presented 

as evidence or proof of identity, and the receiving party or system uses the credential for that 

purpose.”  Id.  Plaintiff also argues that the credential must be non-secret because it must be 

“publicly presented for purposes of identifying a party.”  A credential, according to Plaintiff, 

cannot be a password.   

In addition to making collateral estoppel arguments, Defendants argue that a credential is 

not merely used to authenticate a party but does authenticate a party.  Def. Brief at 31.  

Defendants point to the specification, which states, “As part of the credential authentication 

process, the identity of the user is authenticated.”  ‘302 patent, 12:27–40.  Defendants also argue 
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that Plaintiff’s proposal would make a credential overbroad and would read on a business card.  

Def. Brief at 32.  If the credential were only required to be presented for purposes of determining 

the identity of a party, according to Defendant a business card would serve as a credential. 

Both parties agree that part of the definition of credential includes a requirement that it 

come from a “trusted source.”  A mere business card, without more, would not serve as a 

credential under either proposal.  Also, as used in the patent, a credential is intended to be a 

document or information presented to another for review.  As such, it would make sense that the 

credential cannot be secret.  Nonetheless, in the ‘302 patent, Claim 7, the inventor specifies that 

the credential has non-secret information.  If the Court construes credential to be a non-secret 

document, this limitation would be meaningless.  The Court is therefore of the opinion that “non-

secret” should not be part of the definition of credential.   

The Court now turns to the issue of whether a credential “establishes” identity.  Although a 

driver’s license or a passport is often used to establish identity, social security cards and birth 

certificates cannot by themselves establish the identity of the bearer.  Yet the patent refers to a 

social security card as a credential.  See ‘302 patent, 8:54–58.  This is one of those instances in 

which the interests of comity yield to this Court’s view of its independent obligation to give the 

correct meaning to claim terms.  The Court construes the term to mean, “a document or 

information obtained from a trusted source that is transferred or presented for purposes of 

determining the identity of a party.” 
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I. “information for identifying the first/second account of the first/second party”  

Term Plaintiff’s Definition Defendants’ Definition 
“receiving funds transfer 
information from the first 
party, including at least 
information for identifying 
the first account of the first 
party, and information for 
identifying the second 
account of the second party, 
and a transfer amount” 

Plain meaning; alternatively, 
information that is used to identify 
an account of the first/second party 

Information sufficient to uniquely 
identify a specific account of the 
first/second party. 

 

These phrases appear in claim 41 of the ‘302 patent.  The parties dispute whether the 

information must “uniquely” identify a specific account.  Claim 41 is reproduced below, with the 

relevant portions emphasized: 

41. A method for authenticating the transfer of funds from a first account 
associated with a first party to a second account associated with a second 
party . . . the method comprising: 

receiving funds transfer information from the first party, including at least 
information for identifying the first account of the first party, and 
information for identifying the second account of the second party, and a 
transfer amount; 

generating a variable authentication number (VAN) using at least a portion 
of the received funds transfer information; 

a third party for determining whether the at least a portion of the received 
funds transfer information is authentic by using the VAN; and 

transferring the funds from the first account of the first party to the 
second account of the second party if the at least a portion of the received 
funds transfer information and the VAN are determined to be authentic.  

Plaintiff argues that the inventor chose to claim the invention broadly such that account 

numbers or other unique identifiers are not required.  Plaintiff also argues that Defendants’ 

construction excludes the preferred embodiment.  In the preferred embodiment, the recipient’s 

bank identifies the recipient’s bank account information using the recipient’s TIN, which does 
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not necessarily uniquely identify a specific account.  See ‘302 patent, 6:22–30.   

Defendants argue that in order to transfer funds from one account to another, as performed 

in the fourth limitation, information is required to sufficiently identify the originating and target 

accounts.  Relying on claim differentiation, Defendants argue that the inventor chose to specify 

account identification as opposed to party identification.  Where a party has multiple accounts at 

a single institution, absent specific information, this claim would fail because the transfer would 

fail. 

As Plaintiff points out in his reply, the inventor does not need to “delineate all aspects of a 

functional, working system.”  Pl. Reply at 12 (citing Rodime PLC v. Seagate Tech., Inc., 174 

F.3d 1294, 1303 (Fed. Cir. 1999)).  The text of this claim does not require specific account 

identification.  Moreover, the information required need only be “for identifying,” not “that 

identifies.”  The Court construes the term to mean, “information that is used to identify an 

account of the first/second party.” 

J. “previously issued”  

Term Plaintiff’s Definition Defendants’ Definition 
“the entity comprising a 
person or a computer program, 
wherein a credential having 
non-secret information stored 
therein is previously issued to 
at least one entity by a trusted 
entity” ‘302, Claim 7. 
 
“The method of claim 41 for 
further securing the transfer of 
funds, at least one party being 
previously issued a credential 
by a trusted party, the 
credential information 
including information 
associated with the at least one 
party” ‘302, Claim 47. 

“issued before the execution of the 
steps recited in the claim” 

Claim 7: wherein a credential 
having non-secret information 
stored therein is previously 
issued to at least one entity by 
a trusted entity" is a required 
step of the claim which occurs 
prior to “coding the 
information using second 
information.” 
Claim 41: “at least one party 
being previously issued a 
credential by a trusted party” is 
a required step of the claim 
that occurs before the other 
steps recited in the claim. 
Claim 53: the credential 
referenced in the claim must 
already be issued before the 
execution of the steps of the 
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claim. 
 

The phrase “previously issued” appears in claims 7, 47, and 53 of the ‘302 patent.  The 

parties dispute whether “previously issued,” with respect to credentials, denotes a separate step.  

The parties do not dispute that “previously issued” is not a separate step in Claim 53.  The 

Delaware court construed a related term, “wherein a credential is previously issued,” to mean, 

“the credential referenced in the claim must already be issued before the execution of the steps of 

the claim.”  Claims 7 and 47 are reproduced below: 

7. A method for coding first information, the method comprising: 

    coding the first information using second information and then coding 
the result using third information, at least one of the second and third 
information being associated with at least one entity, the entity comprising 
a person or a computer program, wherein a credential having non-secret 
information stored therein is previously issued to at least one entity by a 
trusted entity, the non-secret information including the second or third 
information. 

47. The method of claim 41 for further securing the transfer of funds, at 
least one party being previously issued a credential by a trusted party, the 
credential information including information associated with the at least 
one party, and a second variable authentication number (VAN1), the 
VAN1 being used to secure at least a portion of the credential information 
to the at least one party, authentication and the transfer of funds being 
denied to the at least one party if the at least a portion of the credential 
information cannot be secured to the at least one party by using the VAN1. 

Plaintiff argues that, as used in claim 7, “previously issued” is a condition and not a step.  

In claim 7, the steps are denoted by present participles, according to Plaintiff, whereas 

“previously issued” is in past tense.  In Claim 47, the steps are offset by semicolons and 

“previously issued” is not offset by a semicolon.  Moreover, Plaintiff argues that Stambler’s 

claims follow the MPEP convention of indenting each step of the claim.  See MPEP § 608.01 (j) 

(7th Ed. 1997)(“Where a claim sets forth a plurality of elements or steps, each element or step of 

the claim should be separated by a line indentation.”).   
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Defendants argue that, unlike in the Delaware court’s construction, “previously issued” in 

Claims 7 and 47 appear in the body of the claim and are separate steps to be performed in the 

method.  Defendants urge that the inventor could have drafted the claims more clearly if he did 

not intend “previously issued” to be a separate step.   

In claim 7, there are two steps, “coding the first information and then coding the second 

information.”  The remainder of the claim merely describes in detail what is being coded.  Claim 

47, likewise, adds context to the method of claim 41.  Claim 47 specifies additional 

characteristics of the elements of claim 41 and does not add any additional steps to claim 41. The 

Court adopts Plaintiff’s construction. 

K. “the adequacy of the funds in the first party’s account being verified after the 
instrument is issued”  

Term Plaintiff’s Definition Defendants’ Definition 
“a first party creating an 
instrument for transferring 
funds to a second party, the 
adequacy of the funds in the 
first party’s account being 
verified after the instrument 
is issued;” 

The instrument being created 
before verifying whether an 
account of the first party has 
adequate funds or credit to 
cover or pay the instrument 

after the instrument is released, 
determining whether or not the 
first party has sufficient funds 
in his/her account to pay the 
amount listed on the 
instrument 

 

This phrase appears in claim 34 of the ‘148 patent.  The parties dispute whether this phrase 

is a separate step of claim 34.  Claim 34 is reproduced below: 

34. A funds transfer method comprising: 

    a first party creating an instrument for transferring funds to a second 
party, the adequacy of the funds in the first party's account being 
verified after the instrument is issued; 

    using a computer to create a variable authentication number (VAN), the 
VAN being created using at least a secret key of the first party; and 

    including the VAN with the instrument for subsequent use in attesting 
to the authenticity of the instrument. 

Plaintiff argues that the disputed phrase merely limits the “creating” step of claim 34.  
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Plaintiff again explains that the steps of claim 34 are all recited in present participles and offset 

by semicolons. 

Defendants argue that the phrase is a separate step.  First, Defendants say that “[t]here is 

nothing to indicate that the disputed phrase modifies the ‘creating an instrument’ step.”  Def. 

Brief at 27.  Second, Defendants argue that the phrase “after the instrument is issued” indicates 

that verifying the adequacy of the funds is a separate step that occurs, of course, after the 

instrument is created. 

The limitation does not tell a person of ordinary skill in the art to verify the adequacy of the 

funds.  Rather, it tells the person skilled in the art that an instrument is created without knowing 

whether there are adequate funds in the account.  Thus, the phrase limits the step of creating the 

instrument by imposing a time sequence restriction.  Furthermore, Defendants’ argument that 

nothing indicates that the disputed phrase limits the creating step is incorrect.  The words “after 

the instrument is issued” refers back to the “creating step” and the choice of the gerund “being” 

as opposed to the verb “is” suggests that the verification of the adequacy of funds is not a 

separate method step.  The Court adopts Plaintiff’s construction. 

L. “one or more pieces of payment information including an amount, information for 
identifying the recipient party or the originator party, a date, and a check control or 
serial number”  

Term Plaintiff’s Definition Defendants’ Definition 
“an originator party creating 
an instrument for transferring 
funds to a recipient party, the 
instrument information 
comprising (i) a variable 
authentication number (VAN), 
and (ii) one or more pieces of 
payment information 
including an amount, 
information for identifying 
the recipient party or the 
originator party, a date, and a 
check control or serial 

One or more pieces of the following 
payment information: an amount, 
information for identifying the 
recipient party or the originator 
party, a date, and a check control or 
serial number. 
If the Court determines that 
“payment information” should be 
construed, Stambler proposes 
“information relevant to a 
payment.” 

Data representing one or more of 
the following, which is included 
on an instrument: an amount, 
information for identifying the 
recipient party or the originator 
party, a date, a check control 
number or a serial number. 
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number;” 
 

This disputed phrase appears in claim 35 of the ‘148 patent.  The parties dispute whether 

the payment information is included on an instrument.  The parties appear to agree that payment 

information is a category of information with the enumerated items as members of that category. 

Plaintiff preliminarily argues that “payment information” requires no construction.  

Thereafter, Plaintiff argues that requiring the payment information to be included on an 

instrument imports unnecessary limitations and is, in any event, ambiguous.  According to 

Plaintiff, it is not clear whether “an instrument” refers to the instrument recited in the claim or to 

any generic instrument.  Defendants’ sole argument is that the instrument must include the 

payment information in order to successfully transfer funds. 

Defendants’ proposal lacks meaningful support.  The Court construes this limitation as 

proposed by Plaintiff.   

M.  “associated with”  

Term Plaintiff’s Definition Defendants’ Definition 
“a payer obtaining a document 
containing document 
information, the document 
information being associated 
with a debt incurred by the 
payer or for goods or for 
services to be paid for or 
purchased by the payer” 

Identified with or having a 
connection to. 

Plain meaning; alternatively, 
identified with or pertaining to. 

 

This term appears in claim 28 of the ‘148 patent and claims 7 and 41 of the ‘302 patent.  

The parties dispute whether “associated with” can “have some connection to” or can “pertain to.”   

Plaintiff argues that its proposal is consistent with “customary definitions” as found in 

dictionaries.  According to Plaintiff, “pertain” is defined as “to belong as an adjunct, part, 

holding, or quality,” which is narrower than “associated with.”  Plaintiff explains that “associated 
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with” is used to describe the relationships between a party and account or credential information, 

and between a VAN and a transaction.  A VAN has a connection to a transaction, according to 

Plaintiff, and does not belong as an adjunct.  Defendants argue that “having some connection to” 

is too broad.   

Although some portions of the specification support Defendants’ argument, the claim 

languages is broadly written to embrace document information “associated with” the debt.  There 

may be document information that “has a connection to” a debt but does not necessarily “pertain 

to” a debt.  For example, the debtor’s account number pertains to the debtor, but has only a 

connection to the debt.  Plaintiff’s proposal is more consistent with the language of the claim, 

and the Court adopts it.  

V. Conclusion 

The court adopts the constructions set forth in this opinion for the disputed terms of the 

‘302 and ‘148 patents.  The parties are ordered that they may not refer, directly or indirectly, to 

each other’s claim construction positions in the presence of the jury.  Likewise, the parties are 

ordered to refrain from mentioning any portion of this opinion, other than the actual definitions 

adopted by the court, in the presence of the jury.  Any reference to claim construction 

proceedings is limited to informing the jury of the definitions adopted by the court. 
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UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF TEXAS

MARSHALL DIVISION

LEON STAMBLER §
§
§

vs. § CASE NO. 2:08-CV-462-DF-CE
§
§

MERRILL LYNCH & CO., INC., et al. §

MEMORANDUM OPINION AND ORDER

The Court held a Markman hearing on June 29, 2010.   After considering the submissions1

and the arguments of counsel, the Court issues the following order regarding claim construction:

I. Background of the Technology

Plaintiff Leon Stambler asserts United States Patent Nos. 5,793,302 (“the ‘302 patent”) and

5,974,148 (“the ‘148 patent”) (collectively, “Stambler patents”) against remaining Defendants .  The2

Stambler patents have a common specification and claim priority to November 17, 1992.  Plaintiff

asserts claims 7, 41, 44, 46, 47, 48, and 55 of the ‘302 patent and claims 28, 34, and 35 of the ‘148

patent.  The Stambler patents are entitled “Method for Securing Information Relevant to a

Transaction” and teach improvements to conducting financial transactions thereby minimizing fraud

on the parties.  The patents address two types of fraud that can occur in multi-party transactions,

especially electronic transactions.  First, the patents disclose a system for authenticating that

The Court also held a Markman hearing in a related case, Stambler v. JP Morgan,1

2:08-cv-204, on March 25, 2010.  The claim construction order for that action, Dkt. No. 393, was
issued on April 9, 2010.  That order is incorporated by reference and referred to as JP Morgan.

Remaining defendants include Jack Henry & Associates, LegacyTexas Bank and2

associated entities, HSBC USA Inc. and associated entities, and First National Bank and
associated entities.  The remaining defendants will be referred to herein as “Defendants.”
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information relating to the financial transaction has not been fraudulently authored, such as the

amount on a check.  Second, the patents teach authenticating the parties to a transaction.  For

example, the transaction system of the patents would detect when a person cashing a check is not

the intended recipient.

The invention uses what is called a “variable authentication number (VAN)” to authenticate

the transaction information as well as the parties.  A VAN (a disputed term), as disclosed in the

embodiment, contains an encoded key that contains information about at least one of the parties and

at least some of the transaction information.  This encoded key is called a joint key.  The joint key

might, for example, contain the intended recipient’s tax identification number, the check amount,

and the payor’s identifying information.  When an endorsed check is presented at the recipient’s

bank, the recipient’s bank first verifies whether the party presenting the check is in fact the intended

recipient.  After verifying that the recipient is authentic, the recipient’s bank requests that the payor’s

bank transfer the funds in accordance with the check’s instructions.  The payor’s bank will then

verify whether the document has been altered based upon the document information encoded into

the joint key.  Additionally, the payor’s bank will be able to verify whether the payor did in fact

originate this check based upon the payor information encoded into the joint key.  According to the

embodiment, only selected parties would be able to decode the VAN to access the joint key, thereby

making it nearly impossible for the VAN to be fraudulently created or modified.

Plaintiff previously pursued claims under the asserted patents before the District of Delaware

in 2001.  See Stambler v. RSA Sec. Inc., No. 01-65-SLR (D. Del.).  The Delaware court issued its

claim construction order in 2003.  A number of the terms that the Delaware court construed are at

issue in this litigation: VAN; secret key of the first party/payor/originator; instrument; previously

2
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issued; and credential. Defendants argue that Plaintiff should be estopped from pursuing

constructions that are different than those it pursued in the Delaware court when the Delaware court

adopted Plaintiff’s proposal.  Plaintiff argues that the constructions in the Delaware court are based

upon dictionary definitions almost exclusively and that Phillips is intervening law regarding claim

construction.

II. General Principles Governing Claim Construction

“A claim in a patent provides the metes and bounds of the right which the patent confers on

the patentee to exclude others from making, using or selling the protected invention.” Burke, Inc. v.

Bruno Indep. Living Aids, Inc., 183 F.3d 1334, 1340 (Fed. Cir. 1999).  Claim construction is an issue

of law for the court to decide.  Markman v. Westview Instruments, Inc., 52 F.3d 967, 970-71 (Fed.

Cir. 1995) (en banc), aff’d, 517 U.S. 370 (1996). 

To ascertain the meaning of claims, the court looks to three primary sources: the claims, the

specification, and the prosecution history.  Markman, 52 F.3d at 979.  Under the patent law, the

specification must contain a written description of the invention that enables one of ordinary skill

in the art to make and use the invention.  A patent’s claims must be read in view of the specification,

of which they are a part.  Id.  For claim construction purposes, the description may act as a sort of

dictionary, which explains the invention and may define terms used in the claims.   Id.  “One purpose

for examining the specification is to determine if the patentee has limited the scope of the claims.”

Watts v. XL Sys., Inc., 232 F.3d 877, 882 (Fed. Cir. 2000).  

Nonetheless, it is the function of the claims, not the specification, to set forth the limits of

the patentee’s claims.  Otherwise, there would be no need for claims.  SRI Int’l v. Matsushita Elec.

Corp., 775 F.2d 1107, 1121 (Fed. Cir. 1985) (en banc).  The patentee is free to be his own

3
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lexicographer, but any special definition given to a word must be clearly set forth in the

specification.  Intellicall, Inc. v. Phonometrics, 952 F.2d 1384, 1388 (Fed. Cir. 1992).  And, although

the specification may indicate that certain embodiments are preferred, particular embodiments

appearing in the specification will not be read into the claims when the claim language is broader

than the embodiments.  Electro Med. Sys., S.A. v. Cooper Life Sciences, Inc., 34 F.3d 1048, 1054

(Fed. Cir. 1994).

This court’s claim construction decision must be informed by the Federal Circuit’s decision

in Phillips v. AWH Corporation, 415 F.3d 1303 (Fed. Cir. 2005) (en banc).  In Phillips, the court set

forth several guideposts that courts should follow when construing claims.  In particular, the court

reiterated that “the claims of a patent define the invention to which the patentee is entitled the right

to exclude.” 415 F.3d at 1312 (emphasis added) (quoting Innova/Pure Water, Inc. v. Safari Water

Filtration Systems, Inc., 381 F.3d 1111, 1115 (Fed. Cir. 2004)).  To that end, the words used in a

claim are generally given their ordinary and customary meaning.  Id.  The ordinary and customary

meaning of a claim term “is the meaning that the term would have to a person of ordinary skill in

the art in question at the time of the invention, i.e., as of the effective filing date of the patent

application.”  Id. at 1313.  This principle of patent law flows naturally from the recognition that

inventors are usually persons who are skilled in the field of the invention.  The patent is addressed

to and intended to be read by others skilled in the particular art.  Id.

The primacy of claim terms notwithstanding, Phillips made clear that “the person of ordinary

skill in the art is deemed to read the claim term not only in the context of the particular claim in

which the disputed term appears, but in the context of the entire patent, including the specification.”

Id.  Although the claims themselves may provide guidance as to the meaning of particular terms,
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those terms are part of “a fully integrated written instrument.”  Id. at 1315 (quoting Markman, 52

F.3d at 978).  Thus, the Phillips court emphasized the specification as being the primary basis for

construing the claims. Id. at 1314-17.  As the Supreme Court stated long ago, “in case of doubt or

ambiguity it is proper in all cases to refer back to the descriptive portions of the specification to aid

in solving the doubt or in ascertaining the true intent and meaning of the language employed in the

claims.”  Bates v. Coe, 98 U.S. 31, 38 (1878).  In addressing the role of the specification, the Phillips

court quoted with approval its earlier observations from Renishaw PLC v. Marposs Societa’ per

Azioni, 158 F.3d 1243, 1250 (Fed. Cir. 1998):

Ultimately, the interpretation to be given a term can only be
determined and confirmed with a full understanding of what the
inventors actually invented and intended to envelop with the claim.
The construction that stays true to the claim language and most
naturally aligns with the patent’s description of the invention will be,
in the end, the correct construction.

Consequently, Phillips emphasized the important role the specification plays in the claim

construction process.

The prosecution history also continues to play an important role in claim interpretation.  The

prosecution history helps to demonstrate how the inventor and the PTO understood the patent.

Phillips, 415 F.3d at 1317. Because the file history, however, “represents an ongoing negotiation

between the PTO and the applicant,” it may lack the clarity of the specification and thus be less

useful in claim construction proceedings.  Id.  Nevertheless, the prosecution history is intrinsic

evidence.  That evidence is relevant to the determination of how the inventor understood the

invention and whether the inventor limited the invention during prosecution by narrowing the scope

of the claims.

5
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Phillips rejected any claim construction approach that sacrificed the intrinsic record in favor

of extrinsic evidence, such as dictionary definitions or expert testimony.  The en banc court

condemned the suggestion made by Texas Digital Systems, Inc. v. Telegenix, Inc., 308 F.3d 1193

(Fed. Cir. 2002), that a court should discern the ordinary meaning of the claim terms (through

dictionaries or otherwise) before resorting to the specification for certain limited purposes.  Id. at

1319-24.  The approach suggested by Texas Digital the assignment of a limited role to the

specification was rejected as inconsistent with decisions holding the specification to be the best

guide to the meaning of a disputed term.  Id. at 1320-21.  According to Phillips, reliance on

dictionary definitions at the expense of the specification had the effect of “focus[ing] the inquiry on

the abstract meaning of words rather than on the meaning of the claim terms within the context of

the patent.”  Id. at 1321.  Phillips emphasized that the patent system is based on the proposition that

the claims cover only the invented subject matter.  Id.  What is described in the claims flows from

the statutory requirement imposed on the patentee to describe and particularly claim what he or she

has invented.  Id.  The definitions found in dictionaries, however, often flow from the editors’

objective of assembling all of the possible definitions for a word.  Id. at 1321-22.

Phillips does not preclude all uses of dictionaries in claim construction proceedings.  Instead,

the court assigned dictionaries a role subordinate to the intrinsic record.  In doing so, the court

emphasized that claim construction issues are not resolved by any magic formula.  The court did not

impose any particular sequence of steps for a court to follow when it considers disputed claim

language.  Id. at 1323-25.  Rather, Phillips held that a court must attach the appropriate weight to

the intrinsic sources offered in support of a proposed claim construction, bearing in mind the general

rule that the claims measure the scope of the patent grant.
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III. Agreed Terms

The parties have agreed to definitions of the following terms: 

Term Claim Number Agreed Construction

“associated with” ‘302 claims 7, 41, 44,
47, 51
‘148 claim 28

Identified with or having a
connection to

“if the at least a portion of the
received funds transfer
information and the VAN are
determined to be authentic”

‘302 claims 41, 51
‘148 claim 28

if the at least a portion of the
received funds transfer information is
unchanged and the VAN is not
fraudulent

“payment” ‘302 claim 44
‘148 claim 28

Compensation in exchange for goods
or services or the discharge of a debt

“payment instrument” ‘148 claim 28 A document (including paper or
electronic) that is used to transfer
funds to a recipient party in
connection with a payment

“instrument for transferring
funds”

‘148 claims 34, 35 A document (including paper or
electronic) that is used to transfer
funds to a recipient party

“including the VAN with the
instrument for subsequent use
in attesting tot he authenticity
of the instrument”

‘148 claim 34 Including the VAN with the
instrument for subsequent use in
verifying that the information in the
instrument has not changed and
verifying that the instrument
originated from the first party

“one or more pieces of
payment information
payment information
including an amount,
information for identifying
the recipient party or the
originator party, a date, and a
check control or serial
number”

‘148 claim 35 One or more pieces of the following
payment information: an amount,
information for identifying the
recipient party or the originator party,
a date, and a check control or serial
number

“creating an error detection
code (EDC1) by coding”

‘148 claim 35 Creating an error detection code
(EDC1) by applying an algorithm to
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information in such a manner as to
permit detection of changes but
without complete recovery of the
original information

“the originator’s VAN being
usable to determine the
authenticity of the one or
more pieces of payment
information”

‘148 claim 35 The originator’s VAN being usable
to verify that the one or more pieces
of payment information have not
changed and to verify that the one or
more pieces of payment information
originated from the originator party

Joint Claim Construction Chart, Dkt. No. 393.

IV. Disputed Terms

A. “a third party for determining”

Plaintiff’s Proposed
Construction

Defendants’ Proposed
Construction

The Court’s Prior
Construction

a party, other than the first or
second parties, that performs
the determining step of the
claim

a party different from the
party or parties performing
the other steps of the claim,
for determining

a party, other than the first or
second parties, that performs
the determining step of the
claim

The term “a third party for determining” appears in claim 41 of the ‘302 patent.  The parties

primarily dispute whether the determining third party of the disputed claim term may perform any

other step of the claimed methods.  The court previously heard and rejected Defendants’ position in

the JP Morgan claim construction.  Plaintiff has proposed the Court’s construction from JP Morgan.

Defendants ask the Court to revisit its prior claim construction and argue that they present

a novel justification for their construction.  Defendants argue that the plain meaning of the claim

requires their construction, but then cite to several embodiments where the “third party” is the

financial institution that is also practicing other steps of the claimed method.  Defendants pointed

8
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to no evidence requiring the “third party” of claim 41 to be uninvolved in the remaining claim steps. 

Accordingly, the Court adopts is prior construction and defines “a third party for determining” to be

“a party, other than the first or second parties, that performs the determining step of the claim.”   

B. “variable authentication number (VAN)”

Plaintiff’s Proposed
Construction

Defendants’ Proposed
Construction

The Court’s Prior
Construction

an encoded variable number
that can be used in verifying
the identity of a party or the
integrity of information or
both, the number generated
by coding information
associated with or related to a
transaction, document (paper,
electronic, or otherwise), or
thing with either a joint key
or information associated
with or assigned or related to
at least one party to the
transaction or issuance of the
document or thing

a variable number that can be
used by a recipient to verify
the identity of another who is
a party to a transaction and
the integrity of information
relevant to the transaction
either with a joint code
produced from information
associated with the party or
directly with information
associated with the party

an encoded variable number
that can be used in verifying
the identity of a party or the
integrity of information or
both

The disputed term “variable authentication number” appears in asserted claims 41, 44, 46,

47, 48, and 55 of the ‘302 patent and claims 28, 34, and 35 of the ‘148 patent.  The Court’s prior

construction makes explicit the requirements for authentication, but does not import any limitations

regarding what sort of information may be utilized in synthesizing a VAN.  

Plaintiff attempts to import additional limitations from the claims or the preferred

embodiments that require some information from the transfer to be used to create the VAN. 

However, this limitation already appears elsewhere in the asserted claims and, as a result, additional

construction of the term beyond the Court’s prior construction is unnecessary.  Defendants’ proposed

9
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construction similarly attempts to collapse limitations from elsewhere in the claims into the VAN. 

Accordingly, the Court adopts its prior construction and defines “variable authentication number”

to mean “an encoded variable number that can be used in verifying the identity of a party or the

integrity of information or both.”

C. “secret key of the payor/first party/originator”

Plaintiff’s Proposed
Construction

Defendants’ Proposed
Construction

The Court’s Prior
Construction

a private key that is created
by the payor/first
party/originator, or an entity
originating an instrument on
the payor’s/first
party’s/originator’s behalf, by
coding information
associated with or related to
the payor/first
party/originator, which is
capable of being separately
created by a party intended to
authenticate the instrument

key that is generated by
coding information
associated with and known,
prior to any coding, only by
the payor/first
party/originator party for use
in any future transactions

a key that is known only to
the payor and those intended
to know it

The term “secret key of the payor/first party/originator” appears in claims 28, 34, and 35 of

the ‘148 patent.  The Court has previously construed the term to mean “a key that is known only to

the payor and those intended to know it.”  Plaintiffs argue that the only key used in the context of

creating a VAN in a fund transfer embodiment is the joint key and thus the joint key must be a

“secret key.”  However, the joint key is never described as “secret” or “belonging to a party.” 

Rather, the joint key is derived from the payor/first party/originator’s PIN which is secret and known

only to the payor/first party/originator and those intended to know it.  Accordingly, the Court adopts

its prior construction and defines “secret key of the payor/first party/originator” to mean “a key that

10

Case 2:08-cv-00462-DF  -CE   Document 420    Filed 09/24/10   Page 10 of 22Case 2:09-cv-00310-DF   Document 390-5    Filed 10/06/10   Page 11 of 23

-- 158 --
MasterCard, Exh. 1021, p. 158



is known only to the payor/first party/originator and those intended to know it.”

D. “credential”

Plaintiff’s Proposed
Construction

Defendants’ Proposed
Construction

The Court’s Prior
Construction

a non-secret document or
information obtained from a
trusted source that is
transferred or presented for
purposes of determining the
identity of a party

a document or thing obtained
from a trusted source that
establishes the identity of a
party when it is transferred or
presented

a document or information
obtained from a trusted
source that is transferred or
presented for purposes of
determining the identity of a
party

The disputed term “credential” appears in claims 7, 47, and 55 of the ‘302 patent.  The Court

has previously construed “credential” to mean “a document or information obtained from a trusted

source that is transferred or presented for purposes of determining the identity of a party.”  Plaintiff

seeks to add the limitation “non-secret” while Defendants seek to impose a higher standard on what

may serve as a credential.  The Court finds that Defendants’ proposed “establishes the identity”

language is too restrictive.  A credential is evidence of identity, and can aid in determining identity,

but need not establish identity.  Plaintiff repeats his arguments from JP Morgan that the credentials

mentioned in the specification are not secret and that the use of the terms in claim 47 and 55 without

language specifying that the credential contains non-secret information necessitates their proposed

“non-secret” construction.  However, if credentials were always non-secret then the requirement that

the credential of claim 7 contain “non-secret information” would be superfluous, and the patentee

would not have included it in the claims.  Further, the distinction between the credential in claim 7

and the credential in claims 47 and 55 would be swallowed by Plaintiff’s proposed construction. 

Beyond requiring the credential to contain non-secret information, Plaintiff’s construction requires
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that the credential contain no secret information.  The specification makes no such requirement clear,

and reading implicit limitations of the embodiments into broadly drafted claim terms would be

improper.  Accordingly, the Court adopts its previous construction and defines “credential” to mean

“a document or information obtained from a trusted source that is transferred or presented for

purposes of determining the identity of a party.”

E. “trusted entity / party”

Plaintiff’s Proposed
Construction

Defendants’ Proposed
Construction

The Court’s Prior
Construction

a party/entity who is trusted or
whose integrity is relied upon to
issue credentials

agency having officially
recognized authority to issue
credentials

None

The disputed term “trusted entity / party” appears in claims 7, 47, and 55 of the ‘302 patent. 

The proposed constructions for “trusted entity/party” define the term based on the entity/party’s

authority in issuing credentials, which is circular and adds no clarity to the claims.  The trusted

entities are relied upon to issue credentials because they are trusted, and they are trusted to do so

because they have the authority or ability to establish or confirm a party’s identity.  Accordingly, the

Court construes “trusted entity / party” to mean “an entity / party that has the authority or ability to

establish or confirm a party’s identity.”

12
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F. “information for identifying the first/second account of the first/second party”

Plaintiff’s Proposed
Construction

Defendants’ Proposed
Construction

The Court’s Prior
Construction

information that is used to
identify an account of the
first/second party

Information for identifying
the first account of the first
party: information that is
used to identify the first
account of the first party of
the first party from which
funds are to be transferred to
the second account of the
second party

Information for identifying
the second account of the
second party: information
that is used to identify the
second account of the second
party into which funds are to
be transferred from the first
account of the first party

information that is used to
identify an account of the
first/second party

This disputed term appears in claim 41 of the ‘302 patent.  Plaintiff seeks the same

construction adopted by the Court in JP Morgan while Defendants seek to import limitations from

other parts of the claim and elsewhere.  Defendants’ proposed construction fails to clarify the

disputed term and renders meaningless other limitations of the claim.  Accordingly, the Court adopts

its prior construction and defines “information for identifying the first/second account of the

first/second party” to mean “information that is used to identify an account of the first/second party.”
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G. “originator party” / “recipient party”

Plaintiff’s Proposed
Construction

Defendants’ Proposed
Construction

The Court’s Prior
Construction

originator party: plain meaning;
alternatively, a party that creates
an [instrument for transferring
funds]

recipient party: plain meaning;
alternatively, the intended
recipient of a funds transfer

originator party: party whose
funds are being transferred

recipient party: party who
receives the funds transfer from
the originator party

None

This term appears in claim 35 of the ‘148 patent.  The parties primarily dispute whether the

originator party must be the source of the funds or merely the source of an instrument for transfering

funds.  The plain language of the claim indicates that the originator party creates an instrument for

transferring funds but does not require that the funds be transferred from the originator party.  The

specification supports this position because it indicates that the invention can be used for generating

and processing employee paychecks.  (3:66-67).  Paychecks for the transfer of funds from employers

to employees are typically generated by third parties.  Additionally, Defendants’ proposed

construction requires an actual transfer of funds rather than the generation of an instrument for the

transfer of funds.  Although the preamble of claim 35 of the ‘148 patent recites a “funds transfer

method,” the steps of the method do not require an actual transfer.  Reading such a limitation into

the claim by redefining the parties would be improper.  Also, the Court notes that the constructions

advanced by both parties are circular, defining the disputed terms using their interpretations of what

the remainder of the claim requires.  After reviewing the arguments of the parties, the Court adopts

the plain and ordinary meaning for “originator party” and “recipient party.”
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H. “first party” / “second party”

Plaintiff’s Proposed Construction Defendants’ Proposed
Construction

The Court’s Prior
Construction

First party: plain meaning;
alternatively, claim 34 of the ‘148
patent: a party that creates an
instrument; claims 41 and 55 of the
‘302 patent: a party identified with
a first account

Second party: plain meaning;
alternatively, claim 34 of the ‘148
patent: a party that is intended to
receive funds; claims 41 and 55 of
the ‘302 patent: a party identified
with a second account

First party: party whose funds are
being transferred

Second Party: party who receives
the funds transferred from the
first party

None

“First party” and “second party” appear in claim 34 of the ‘148 patent and claims 41 and 55

of the ‘302 patent.  The parties primarily dispute whether these terms have a rigid definition across

all claims or their meaning should be supplied by the context of the claims in which they appear. 

As with “originator party” and “recipient party” above, both Plaintiff and Defendants attempt to

construe these terms in a circular fashion, with information about the role of the parties as defined

in the claims imported into the term constructions.  The court is unpersuaded by these arguments and

finds that saddling these terms with information the jury should discern from the context of the

claims is unnecessary.  Further, Defendants’ proposed definition improperly imports limitations not

found in the claims in question by requiring an actual transfer of funds to occur.  Accordingly, the

Court adopts the plain and ordinary meaning for “first party” and “second party.”
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I. “the first/second account information being stored in a first/second storage
means”

Plaintiff’s Proposed
Construction

Defendants’ Proposed
Construction

Prior Construction

This element is not subject to
35 U.S.C. § 112, ¶ 6.

information [associated with]
the first/second account being
stored in a first/second place
for storing information

Alternatively, if the Court
concludes this element is
subject to 35 U.S.C. § 112, ¶
6:

Function: storing

Structure: document, files,
memory, or other compuer
storage, tables, personal
storage media

This term is a means plus
function limitation as defined
by 35 U.S.C. § 112, ¶ 6:

Function: storing the
first/second party’s account
information

Structure: first/second party’s
bank’s computer

Delaware:
First/second storage means: a
first/second place for storing
information, which can
include a computer file

The disputed term “the first/second account information being stored in a first/second storage

means” appears in the preamble of claim 41 of the ‘302 patent.  The parties primarily dispute

whether this term is subject to 35 U.S.C. § 112, ¶ 6.  Assuming the term is subject to § 112, ¶ 6, the

parties further dispute both the function and the structure supported by the specification.

Plaintiff argues that the term “storage means” was well defined in the art and that no means

plus function construction is necessary.  Defendant argues that the use of the word “means” creates

a presumption of means plus function and that Plaintiff has failed to rebut that presumption.  The

Court finds that Plaintiff has established that a means plus function construction is not necessary

because the term “storage means” was well defined in the art at the time of the invention.  Plaintiff

16

Case 2:08-cv-00462-DF  -CE   Document 420    Filed 09/24/10   Page 16 of 22Case 2:09-cv-00310-DF   Document 390-5    Filed 10/06/10   Page 17 of 23

-- 164 --
MasterCard, Exh. 1021, p. 164



also argues, and the court agrees, that the claim is not drafted in standard § 112, ¶ 6 format (e.g.

“means for [performing a function]”).  Accordingly, the Court construes “first/second storage

means” to mean “first/second place for storing information, which may include a computer file.”

J. “error detection code”

Plaintiff’s Proposed
Construction

Defendants’ Proposed
Construction

The Court’s Prior
Construction

the result of applying an
algorithm to information in
such a manner as to permit
detection of changes but
without complete recovery of
the original information

coded information that is
compared by the recipient to
detect if there are any
changes from the information
originally encoded into the
error detection code

the result of applying an
algorithm to information in
such a manner as to permit
detection of changes but
without complete recovery of
the original information [by
agreement]

The disputed term “error detection code” appears in claims 46 and 55 of the ‘302 patent and

claim 35 of the ‘148 patent.  When used in the claims, the “error detection code” is used to generate

a VAN.  Neither party’s construction defines the disputed term such that it can be used to generate

a VAN.  Plaintiff cited to the record supporting its construction, but failed to define the disputed

term in a grammatically sensible way.  Defendants’ proposed construction imports limitations absent

from the claim while also failing to make grammatical sense.  The portion of the specification cited

by Plaintiff indicates that an error correcting code must allow for detection of changes in the coded

information without complete recovery of the original information.  (5:39-44).  Accordingly, the

Court construes “error detection code” to mean “an algorithm for coding information that, when

applied to original information, creates coded information wherein changes to the coded information

can be detected without complete recovery of the original information.”
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K. “coding”

Plaintiff’s Proposed
Construction

Defendants’ Proposed
Construction

The Court’s Prior
Construction

Transforming information by
applying a known algorithm

The meaning of “coding”
should be supplied within the
context of the phrase in
which it is used.

“Coding” when used in the
context of generating a VAN
means: “transforming
information into a VAN by
applying a known algorithm
under which the resulting
VAN can either be uncoded
by reversing the coding
operation or compared to a
VAN regenerated by applying
the same known algorithm to
the information.”

“Coding” in the context of
“creating an error detection
code (EDC1) by coding” is a
different contextual use of
coding

Transforming information by
applying a known algorithm
[by agreement; also adopted
by Delaware court]

The disputed term “coding” appears in claims 7 and 41 of the ‘302 patent.  Plaintiff argues

that “coding” should be construed as defined in the specification while Defendant argues that a

narrower definition is necessary because various claims of the patent refer to both “coding” and

“uncoding.”  However, construing “coding” in light of the patentee’s use of “uncoding” does not

require the Court to import various limitations from other claims and the specification.  The

specification defines a coder as a device that “[utilizes] a known algorithm” to code data from one

form to another.  (3:37-48).  The same passage defines an uncoder as a device that reverses the
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process performed by the coder to recreate the original data.  Id.  Accordingly, the Court construes

“coding” to mean “transforming information by applying a known algorithm” and “uncoding” as

“transforming coded information back into its original state.”

L. “payor” / “payer”

Plaintiff’s Proposed
Construction

Defendants’ Proposed
Construction

The Court’s Prior
Construction

A person or entity who pays,
or who is to make a payment. 
The terms refer to the same
party.

Payor: party paying for or
purchasing goods or services

Payer: indefinite

Plain meaning.  The terms
refer to the same party. [by
agreement]

The disputed terms “payor” and “payer” appear in claim 28 of the ‘148 patent.  The parties’

primary dispute is whether “payor” and “payer” refer to the same entity.  Defendants additionally

seek to limit the definition based the underlying purpose of any payment made by the payor. 

Defendants argue that the term “payer” is insolubly ambiguous and that the Court should invalidate

any claims containing the term.  

“Payer” and “payor” are alternate spellings of the same word, and in the context of claim 28

the two clearly refer to the same entity.  Furthermore, the defendants in JP Morgan did not find the

term to be ambiguous and did not even seek construction by the court.  In order to find the term

indefinite, the Court must determine that it is insolubly ambiguous or otherwise not amenable to

construction.  That is clearly not the case.  Accordingly, the Court construes “payor” and “payer” to

refer to the same entity and defines that entity to be “a person or entity who pays, or who is to make

a payment.”  
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M. “previously issued”

Plaintiff’s Proposed
Construction

Defendants’ Proposed
Construction

The Court’s Prior
Construction

issued before the execution of
the steps recited in the claim;
the “previously issued”
limitation is not a separate
step in the claimed methods

issued before the execution of
the other steps recited in the
claim; the “previously
issued” limitation is a
separate step

issued before the execution of
the steps recited in the claim;
the “previously issued”
limitation is not a separate
step in the claimed methods

The phrase “previously issued” appears in claims 7, 47, and 55 of the ‘302 patent.  Plaintiff

argues that “previously issued” describes “credential” in the asserted claims and is not a separate step

that must be performed to practice the method.  Defendants argue that “previously issued” requires

a separate step.

As explained in the JP Morgan claim construction order, using “previously issued” to

describe “credential” does not require the credential to be issued as part of the claimed method. 

Accordingly, the Court construes “previously issued” to mean “issued before the execution of the

steps recited in the claim” and finds that the “previously issued” limitations are not separate steps

of the claimed methods.

N. “determining whether the at least a portion of the received funds transfer
information is authentic by using the VAN”

Plaintiff’s Proposed Construction Defendants’ Proposed
Construction

The Court’s Prior
Construction

using the VAN to determine that
the at least a portion of the funds
transfer information has not
changed and to determine the origin
of the at least a portion of the
received funds transfer information

using the VAN to determine that
the received funds transfer
information has not changed and
that the received funds transfer
information originated from the
first party to the funds transfer

None

The disputed term appears in claim 41 of the ‘302 patent.  The parties agree that the VAN
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must be used to determine that at least a portion of the funds transfer information has not changed

and to determine the origin of the funds transfer information.  Defendants’ construction attempts to

read out “the at least a portion of” from the disputed term, however, and this is improper.  Further,

Defendants’ construction attempts to require the first party to be the origin of the funds transfer,

which is not required by the claims or the specification.  The Court adopts Plaintiff’s proposed

construction because it specifies what is required to authenticate the funds transfer information while

maintaining the scope of the disputed claim term.

O. “determining whether the at least a portion of the received funds transfer
information is authentic by using the VAN and the credential information”

Plaintiff’s Proposed
Construction

Defendants’ Proposed
Construction

The Court’s Prior
Construction

using the VAN and the
credential information to
determine that the at least a
portion of the funds transfer
information has not changed
and to determine the origin of
the at least a portion of the
received funds transfer
information

using the VAN and the
credential information to
determine that the received
funds transfer information
has not changed and to
determine that the received
funds transfer information
originated from a party to the
funds transfer.

None

The disputed term appears in claim 51 of the ‘302 patent and is required for infringement of

asserted dependent claim 55.  As with the disputed “determining” term from claim 41, the parties

agree that in this step an infringer must verify that a portion of the payment information has not

changed and to determine the origin of the transfer information.  As above, Defendants attempt to

import additional limitations such as requiring the origin of the funds transfer information to be a

party to the transaction while also reading “the at least a portion of” out of the claim.  As above,
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Defendants’ construction is improper.  The Court adopts Plaintiff’s proposed construction because

it specifies what is required to authenticate the funds transfer information while maintaining the

scope of the disputed claim term. 

V. Conclusion

The court adopts the constructions set forth in this opinion for the disputed terms of the ‘302

and ‘148 patents.  The parties are ordered that they may not refer, directly or indirectly, to each

other’s claim construction positions in the presence of the jury.  Likewise, the parties are ordered to

refrain from mentioning any portion of this opinion, other than the actual definitions adopted by the

court, in the presence of the jury.  Any reference to claim construction proceedings is limited to

informing the jury of the definitions adopted by the court.
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IN THE UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF DELAWARE 

LEON STAMBLER, 

Plaintiff, 

v. Civil Action No._01-065-SLR 

RSA SECURITY, INC., 
VERI SIGN, INC., 
OMNISKY CORPORATION, 

Defendants. 

MEMORANDUM ORDER 

At Wilmington this 29th day of January, 2003, having heard 

oral argument and having reviewed papers submitted in connection 

therewith; 

IT IS ORDERED that the disputed claim language in United 

States Patent Nos. 5,793,302; 5,936,541 and 5,974,148 as 

identified by the above referenced parties, shall be construed as 

follows, consistent with the tenets of claim construction set 

forth by the united States Court of Appeals for the Federal 

Circuit: 

STAM0095415 
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f'·, 
' . 

A. "Variable Authentication Number (VAN)" 

Defendants argue that the VAN must be limited to a number 

created by applying a symmetric key algorithm. Neither the 

claims, specification, nor prosecution history impose such a 

limitation. While nearly all of the embodiments apply symmetric 

key algorithms to create the VAN, the patent does contemplate 

creating the VAN using asymmetric algorithms. ('148 patent, col. 

5, 11. 34-44) In addition; the patent provides examples of VAN's 

created using asymmetric algorithms, such as the RVAN. ( '148 

patent, col. 7, 11. 33-38) Thus, "variable authentication number 

(VAN)" shall be construed to mean "a variable number that can be 

used in verifying the identity of a party or the integrity of 

information or both." 

B. "Secret Key of the First Party" 

The court shall apply the ordinary definition of the word 

"secret" - "kept from the knowledge of any but the initiated or 

privileged." 1 The disputed phrase contemplates the initiated 

being the first party. Thus, the term "secret key of the first 

party" shall be construed to mean "a key that is known only to 

the first party and those intended to know it and that exists 

beyond the duration of a particular transaction." 

1The Random House College Dictionary, 1189 (revised ed. 
1980) 

2 
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C.. ''Instrument" or "Payment Instrument" 

The claims in the '148 patent state that an instrument is 

"for transferring funds." ('148 patent, col. 24, 11. 43-44; col. 

28, 11. 37-38) Similarly, a payment instrument is "to make a 

payment." ('148 patent, col. 26, ll. 12-13) Accordingly, the 

term "instrument" or "payment instrument" shall be construed to 

mean "a document used to transfer funds to a recipient party." 

D. "Secret Key of the Payor" 

The court shall apply the ordinary definition of the word 

"secret" - "kept from the knowledge of any but the initiated or 

privileged." 2 The phrase contemplates the initiated being the 

payor. Thus, the term "secret key of the payor" shall be 

construed to mean "a key that is known only to the payor and 

those intended to know it and that exists beyond the duration of 

a particular transaction." 

E. "Creating an Error Detection Code (EDCl) by Coding" 

The patent defines error detection coding as coding "in such 

a manner as to permit detection of changes." ('148 patent, col. 

5, 11. 41-43) Thus, the term "creating an error detection code 

(EDC1) by coding" shall be construed to mean "creating an error 

detection code (EDCl} by applying an algorithm to information in 

2The Random House College Dictionary, 1189 (revised ed. 
1980} 

3 
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such a manner as to permit detection of changes but without 

complete recovery of the original information." 

F. "Secret Key of the Originator" 

The court shall apply the ordinary· definition of the word 

"secret" - "kept from the knowledge of any but the initiated or 

privileged."' The phrase contemplates the initiated being the 

originator. Thus, the term "secret key of the originator" shall 

be construed to mean "a key that is known only to the originator 

and those intended to know it and that exists beyond the duration 

of a particular transaction." 

G ~ ''Coding" 

Both parties request unsupportable constructions of this 

term. Plaintiff's construction is exceedingly broad. 

Defendants' construction imports limitations not found in the 

claims. The patent specification does not define the term 

"code," however, the specification does state that a "coder 

may be any form of such device utilizing a known algorithm[.]" 

('148 patent, col. 3, 11. 37-39) Thus, the term "coding" shall 

be construed to mean "transforming information by applying a 

known algorithm." 

3The Random House College Dictionary, 1189 (revised ed. 
1980) 

4 
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H. \'Wherein a Credential is Previously Issued"' 

The court shall apply the ordinary definition this term. 

Thus, the term "previously issued" shall be construed to mean 

"existing or occurring prior to something else in time or 

order." 4 The preamble of claim 20 (from which claim 27 depends) 

of the '541 patent states that "a credential is previously issued 

to at least one of the parties." Thus, the credential must be 

issued prior to the steps of the claim. 5 The term "wherein a 

credential is previously issued" shall be construed to mean "the 

credential referenced in the claim must already be issued before 

the execution of the steps recited in the claim." 

I. "Credential" 

Defendants attempt to import limitations from examples in 

the specification. Defendants' construction would require a 

physical credential and thus, the physical presence of the 

parties. The specification, however, recites that "until the 

present invention, it has not been possible to verify the 

4The American Heritage Dictionary 982, (2d ed. 1982). 

5Plaintiff argues that the credential cannot be issued 
before step one of claim 20 because step one creates the VAN 
which is included on the credential. Step one of the claim does 
not state, however, that this is the first time the VAN is 
created. The patent specifically discusses re-creating the VAN 
to compare with the VAN from the credential to authenticate the 
credential. ('541 patent, col. 13, 11. 24-28) This is 
consistent with the claim language describing a method for 
securing information. 

5 
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identity and to secure the interests of . . absent parties to a 

transaction." ('148 patent, col. 2, 11. 2-5) Importing 

defendants' limitation would be improper. Thus, the term 

"credential" shall be construed to mean "a document or 

information obtained from a trusted source that is transferred or 

presented to establish the identity of a party." 

J. "Secret Key of the Credential Issuing Entity" 

The court shall apply'the ordinary definition of the word 

"secret" - "kept from the knowledge of any but the initiated or 

privileged."' The phrase contemplates the initiated being the 

credential issuing entity. Thus, the term "secret key of the 

credential issuing entity" shall be construed to mean "a key that 

is known only to the credential issuing entity and those intended 

to know it and that exists beyond the duration of a particular 

transaction." 

K. "Authenticating At Least One of the Parties by Using the 

VAN" 

These terms shall be construed with their ordinary meaning; 

no further construction is necessary. 

6The Random House College Dictionary, 1189 (revised ed. 
1980). 

6 
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L. "Information Associated with the At Least Two Parties" 

These terms shall be construed with their ordinary meaning; 

no further construction is necessary. 

M. "The First Party Has a First Personal Identification 

Number (PINl)" 

This term was defined by the patentee in both the 

specification and the prosecution history. Accordingly, the term 

"the first party has a first personal identification number 

(PINl)" shall be construed to mean "at the time the method steps 

are executed, the first party has a number for identification 

that is secret, is selected by the first party at the time of 

enrollment, cannot exist in uncoded form, and cannot be recovered 

from other information anywhere in the system." 

col. 2, 11. 31-36; D.I. 293 at 383) 

( '148 patent, 

N. "First Storage Means" and "Second Storage Means" 

The claims do not support defendants' limitation that the 

storage means may only be computer files. Plaintiff's 

construction, however, would appear to eliminate the first/second 

limitation. The court finds that the term "first storage means" 

and "second storage means" shall be construed to mean "a first 

place for storing information, which can include a computer 

file," and "a second place for storing information, which can be 

a computer file." 

7 
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0. "Being Accessible Only to a Party With Knowledge of the 

First PINl" 

These terms shall be construed with their ordinary meaning; 

no further construction is necessary.· 

P. "Information Associated with the First Party" 

These terms shall be construed with their ordinary meaning; 

no further construction is necessary. 

Q. "Information Associated with the Second Party" 

These terms shall be construed with their ordinary meaning; 

no further construction is necessary. 

R. "Storing in Escrow and in Trust" 

"In Escrow" is defined as "in the keeping of a third person 

for delivery to a given party upon the fulfillment of some 

condition."7 The definition is inherently temporary. Thus., the 

term "storing in escrow and in trust" shall be further construed 

to mean "temporarily storing information securely." 

S. 6 Subsequently Granting the First Party Access to the 

First Storage Means by Using the PIN1 or the Credential" 

Claim 12 of the '302 patent recites steps for "a method of 

enrollment and issuing a credential to a first party by a second 

party, and subsequently granting access to a first storage 

7The Random House College Dictionary, 450 (revised ed. 
1980). 

8 
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means [ .] " ('302 patent, col. 26, ll. 10-12) The final claim 

element recites "subsequently granting the first party access to 

the first storage means by using the PINl or the credential." 

('302 patent, col. 26, 11. 10-29) Defendants argue that the 

grant of access must occur subsequent to the issuance of the 

credential. The court agrees. If the first party is to obtain 

access to the first storage means using the credential, the 

credential must have been previously issued. Plaintiff does not 

explain how access could be granted using the credential if the 

credential has not yet been issued. 

Thus, the term "subsequently granting the first party access 

to the first storage means by using the PINl or the credential" 

shall be construed to mean "the step of subsequently granting the 

first party access to the first storage means by using the PINl 

or the credential must occur after the previous steps of the 

method have been performed, including the step of issuing the 

credential to the first party." 

T. "Authenticating the First Party and At Least a Portion 

of the Non-Secret Information Stored in the Credential if the 

Second Error Detection Code (EDC2) Corresponds to the Third Error 

Detection Code (EDC3)" 

Defendants' construction adds limitations not supported by 

the claims. The term "authenticating the first party and at 

9 
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l east a portion of t he non-secret i nformation stored i n the 

credential if the s econd e r ror detect ion code (EDC2) corresponds 

t o the third error de t ec tion code (EDC3}" shall be construed to 

mean "verifying t he i dentity of the first party and the integrity 

of at l east a p9r tion of the non-secret information i f EDC2 and 

EDC3 correspond . " 

10 
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GLOSSARY 

Active card 
Thin plastic card of credit-card size containing a store, processor or both, and 
capable of interaction with a terminal, for example in a point-of-sale transaction. 
Also called a 'smart card'. 

Active line-tap (or wire-tap) 
Deliberate interference with a communication syStem to alter the signals, data 
or messages it carries. This includes introducing new data or messages, repeating 
those that were sent earlier, delaying or deleting messages. See also passive 
line-tap. 

Algorithm 
A precise statement of a method of calculation. It can sometimes be expressed 
conveniently in a programming language. 

Alphabet 
The range of values which may be taken by a particular unit of communication, 
such as a character. When a cipher employs one or n1ore permutations of a 
character code, each of these is known as an alphabet. 

ANSI 
American National Standards Institute. 

Arbitration 
Settling a dispute by referring it to a third party. This arbitrator may take part 
in a procedure which enables disputes to be settled, as in the production and 
checking of an 'arbitrated signature'. 

ASCII 
American Standard Code for Information Interchange. Its full title is USASCII. 
This code is a national version of the ISO 7-bit coded character set and is mainly 
compatible with CCITT alphabet No. 5. 

ATM 
See automatic teller machine. 

Authentication 
1. Ensuring that a message is genuine, has arrived exactly as it was sent and came 

from the stated source. 
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2. Verifying the identity of ;;m individual, such as a p erson at a remote terminal 
m the senda1· of a message, 

See also: Data origin -authentication and peer-entity authentication. 

Authenticator 
A number which is sent with a message to enable the receiver to detect alterations 
made to the mess<~ge s ince it left the sender. The n umber is a function of the 
whole message and a secret key. 

Automatic teller machilte (ATM) 
A miiclline at which customers can do business with their bank Withdrawal of 
cash is a main paJ.'t of the service, but the ATM is typically more than a 'cash 
dispenser' and allows, for example, presenting cheques for payment into aJ"t 
account and enquiry for the account's balance. 

Bijection 
A mapping frnm one set of entities { x l onto artother [y l having the same number 
of elements, such that each x maps onto a unique y and each y is the mapping 
of a un\que x, i.e. it is a one-to-one mapping. 

Birt-hday paradox 
How many people must there be in a group to make it likely that alleast two 
of them have the same birthdate? The answer, twe.nty-three, appears paradoxical. 
This type of problem is significant for the understanding of security In some 
systems (see page 279). 

Block 
A block of data is an array or sequence· of bits that are usually stored or h·ansmirted 
together. Many such arrays have specialized names such as 'ch<uacter', 'field' 
or 'packet' which suggest their function. Block is a neutral tern1 and oiten signifies 
a fixed-length array of bits. 

Block cipher 
A cipl1er method whit:h acts on a fixed-length block of data to produce a result 
which depends only on that block. 

BST 
British Standards Insti tuHon. 

By-pass mode 
A mode of operation of data encipherment equipment in which plaintext passes 
through unchanged. Federal Telecomnnmications Standard 1027 requires by-pass 
mode to be co)'ltrolled with a lock. 

CCITT 
International Telephone and Telegraph Consultative Committee. The letters tome 
JTom the title in French. With the COR (1·adio) it forms the International 
Telecommunications Union (UIT}, 
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Cnjptography 
The technique of concealing the content of a message either by a code or a cipher. 

CryptologtJ 
The science which includes all aspects of cryptography and cryptanalysis . 

Cyclic redundancy check (CRC) 
A kind of check field used to guard against errors. This is used in some CCITT 
recommendations and ISO standards. 

DAC 
Data Authentication Code. A name used for an authenticator in the proposed 
Federal Information Processing Standard on Computer Data Integrity. The word 
'code ' is misused in this tenn. 

Data link layer 
The layer of Open Systems Interconnection immediately above the physical layer. 
At this layer of procedurt!, t!rrur and flow control are int roduced. 

Data origin authentication 
Corroboration th at the source of data received is as claimed. 

DCE 
Data circuit tem1inating equipment. Data communication local Lines typically end 
at an equipment on the subscriber's premises which belongs to the network and 
provides the 'customer interface'. This outermost part of the network is the DCE. 

DEE 
Data enciphennent (or encryption) equipment. 

DID 
Data Identifier; synonymous with 'chain identifieT'. A term used in the proposed 
Federal information Processing Standard' on Computer Data Integrity. 

Digital signature 
A number depending on all the bits of a message and also on a secret key. Its 
correctness can be verified by using a public key (unlike an authenticator which 
needs a secret key for its verification). 

DTE 
Data terminal equipment. The equipment which is connected to a data 
comtmuucation network in order to communicate. The DTE may be anything that 
communicates, for example a computer system. 

EIT 
Electronic Funds Transfer. A term used for various payment n1ethods that employ 
communication or electronic storage. The most usual context is in point-of-sale 
t ransactions. 
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Hamming distance 
Given fixed-length blocks of binary data, the Hamming distance between two 
such blocks is the number of bits in which their values are different. 

Example: 1 0 1 1 0 1 0 1 1 1 
0 1 1 1 0 0 0 1 1 0 . . * Hamming distance 4 

Hash function 
A well-defined function of a message or block of data which appears to generate 
a random number. Care is needed in selecting hash functions because they are 

used for several different purposes. 

Index of coincidence 
Two texts can be placed together and corresponding characters compared for 
equality (coincidence). The proportion of coincidences among the characters is 
a very useful statistic. Friedman defined the index of coincidence as' coincidences 
minus non-coincidences divided by total number of letters compared'. 

Initializing value (or variable), IV 
For the encipherment or decipherment of a chain it may be necessary, or desirable, 
to use a value (e.g. a block of bits or set of characters) which starts off the process. 
This is the initializing value or IV and is known to both sender and receiver. 

Integrity (of data) 
The property that data have not been altered or destroyed in an unauthorized 

manner. 

Intelligent token 
A small device incorporating a processor and store which can be carried by 
someone for identification and to make transactions with special terminals. One 
form of this token is the active card or 'smart card'. 

ISO 
International Organization for Standardization. The international forum at which 
representatives from national standards bodies (such as ANSI) meet to agree 

standards for world-wide use. 

Key block 
In the context of the Data Encryption Standard it is the 64-bit block of data which 
contains the 56-bit key. It is also known as the 'key variable'. 

Key space 
The range of all the values which a cryptographic key may take. A large key space 

is important for security. 

Key variable 
See key block. 
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One-time tape or pad 
A tape containing random n umbers or bits. Only the original and one copy are 
made so that one station can use it to encipher and another to decipher messages 
under th e strict rule that each portion of the tape may be used only once. Anoth er 
version is the one-time pad, where the numbers are written down on two identical 
pads; used p ages are destroyed. 

One-WilY function 
A function y ~ f(x) which fs relatively easy to compute but much more difficult 
tu compute the inverse. Tha: is, given x it is ea.sy to find y, but given a value 
y it is (except in a few cases) diffic.ult to find any solu.lion x of y=f(x). The exception 
allows for the fact that, with tuck, the x,y pail' may already be known. 

Open Systems lntercomrecfion [051) 
A system of standards which should make useful cornuwnlcation possible between 
any systetns attached to a conununications 11etwoik. 

Padding 
When a message (or a record of arbitrary length) is divid.ed into fixed-length blocks 
for any purpose, the last block may not be completely filled . The information used 
to fill the remaining part of the last block is padding. 

Passive line-tap (or wire-tap) 
Unauthorized reading of signals, data or messages from a communication system, 
without chtmgi.r•)'; lllc ~i::;JLuls. See nleo active .line-tap. 

Peer-entity aulheilticafioil 
Corroboration that a peer entity .in an association is the one claimed. 

Permutation 
Changing the order (or sequ.ence) of a set of d,ilta elements. The elements ci\n 
be b its, characters, bytes, etc. Permutation can be used as one operation in a 
process of enciphennent. See also transposition cipher. 

Physical layer 
The lowest layer of Open Systems Interconnection, in which physical phenomena 
(voltage, current, light waves) are interpreted as a sequence of bits or other units 
(such as s tart/stop characters). 

PIC 
Personal Identification Code. A sequence of symbols (letters and numbers) used 
to verlfy the identity of the h older of a bank card. It is ditTerent from a PIN in 
aHowing letters to be used. The word 'code' is misto~Prl h erP. 

PIN 
Personal Identification Number. A sequence of decimal digits. (usually four, five 
or six) used to verify the identity of the holder of a bank card, A kind of ' password', 
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311 audit trail analysis 

mated method for tracing the transactions 
affecting the contents of a record. See 
AUDIT, AUDIT TRAIL ANALYSIS, RECORD. 
(4) In banking, the ability to view what 
the system has completed in the past. 

audit trail analysis. In access control, 
the examination of an audit trail, either 
mannally or automatically, possibly in real 
time. See AUDIT 'ffiA!L. 

aulhe!lticate. To establish the validity of 
a claimed identity. (DOD). See AUTHEN­
TICATION. 

aulhe!llication. (1) In data security, the 
act of detennining that a message has not 
been changed since leaving its point of 
origin. The identity of the originator is 
implicitly verified. (ANSI). (2) In data 
security, a process used, between a sender 
and a receiver,_ to ensure data integrity 
and to provide data origin authentication. 
(ISO). See DATA INTEGRITY, DATA ORIGIN 
AUTHENTICATION. (3) In data security, to 
establish the validity of a claimed identity 
(TN!). ( 4) In computer security, the act of 
identifying or verifying the eligibility of a 
station, originator, or individual to access 
specific categories of information. (FIPS) 
See ACCESS. (5) In data security, a mea­
sure designed to provide protection 
against fraudulent transmissions by estab­
lishing the validity of a transmission, 
message, station or originator. (FIPS). (6) 
In data security, processes that ensure 
everything about a teleprocessing transac­
tion is genuine and that the message has 
not been altered or corrupted in transmis­
sion. The parties to the transaction must 
identify each other reliably, know that 
each message they receive comes from the 
other party and has not been modified, or 
stored earlier and replayed, by a third 
party. A check field can be added to the 
message such that the calculation of the 
check field depends upon the contents of 
the whole message, and the calculation 
involves a secret key. Additional informa­
tion is required in the message to guard 
against replay of earlier messages; 

time/date fields are sometimes employed 
for this purpose. Authentication using a 
secret key, shared by the sender and 
receiver, cannot assist in the resolution of 
disputes in which a receiver claims that a 
forged message was transmitted by the 
sender, or the sender disowns a messages 
that was actnally sent, claiming that it was 
forged by the receiver. See ANSI X9.9 -
1986, CRYPTOGRAPHY, DIGITAL SIGNA­
TURE, MAC, MESSAGE AUTHENTICATION, 

REPLAY, WIREr AP. (7) In computer secu­
rity, the process that verifies the identity 
of an individual as established by an 
identification process. (ANSI). (8) In data 
security and data conununications, a term 
that is used both to mean the prevention 
of undetected alteration to data and peer 
entity authentication. The latter meaning 
is common} y used in data communications 
where communicating parties seek mutual 
verification of each other's identities. The 
term integrity is now preferred for the 
process of preventing undetected alteration 
of data. See INTEGRITY, PEER ENTITY 
AUTHENTICATION. 

authentication algorithm. In authentica­
tion, the act of determining that a message 
comes from a source authorized to origi­
nate messages of that type and that the 
message is as authorized. (ANSI). See 
MESSAGE AUTHENTICATION. 

authentication element. In auth-
entication, a contiguous group of charac­
ters which are to be protected by being 
processed by the authentication algorithm. 
See AUTHENTICATION ALGORITHM. 

authentication equipment. In access 
control, equipment employed to check the 
authentication of a transmitted message, 
originator, originating system or telecom­
munications system, or to provide protec­
tion against fraudulent transmissions or 
masquerading systems. 

authentication exchange. In authentica­
tion, a mechanism intended to ensure the 
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1 <!0 data independence 

data independence. In databases, per­
taining to the structure of data that 
removes the close coupling with user 
programs, so that the logical or physical 
structure of the database may be 
changed without affecting the application 
programmer's view of the data. See 
LOGICAL DATA INDEPENDENCE, PHYSIC­
AL DATA INDEPENDENCE. 

data input voice aiiSwerback. In data 
conununications, a system in which a 
user sends input to a computer using a 
terminal, e.g. a touchtone telephone, 
and receives a voice answerback from 
the computer that may be either actual 
recorded or synthesized human voice. 
See SPEECH SYNTHESIZER. 

data integrity. (!) In data security, the 
property that data has not been altered 
or destroyed in an unauthorized mallller. 
(ISO). Compare DATA CONFIDENTIALI­
TY. (2) In data security, the state that 
exists when computerized data is the 
same as that in the source documents 
and has not been exposed to accidental 
or malicious alteration or destruction. 
(FIPS). Compare DATA CONFIDENTIALI­

TY. 

dlata in voiceo In data communications, 
the type of transmission in which digital 
data displaces voice circuits in a micro­
wave channel. Compare DATA UNDER 

VOICE, DATA ABOVE VOICE. 

data item. In databases, the smallest 
unit of data that has independent mean­
ing, e.g. an employee's name in -a per­
sonnel record. See FlELD, RECORD. 
Synonymous with DATA ELEMENT. 

data keeper. In legislation, a person 
with a responsibility for ensuring that 
regular checks are performed on the 
accuracy and relevance of personal data. 
See DATA PROTECTION. 

data key. In key management, a key 
used to encrypt and decrypt, or to au-

thentica!e data. (AN Sl). Compare KEY 
ENCRYPTING KEY. See CRYPTOGRAPHIC 

KEY. 

data leakage. In data security, the 
accidental flow of privileged information 
otherwise presumed to be secure to a 
person or persons. Synonymous with 
SEEPAGE. 

data level. In data security, (a) Level ]. 
Classified data. (b) Level II. Unclas­
sified data requiring special protection; 
for example Privacy Act, For Official 
Use Only, technical documents restricted 
to limited distribution. (c) Level Ill. All 
other unclassified data. (OPNA VINST). 

data link. (!) In data communications, 
a physical means of connecting two 
locations, e.g. a telephone wire. (2) In 
data communications, the physical medi­
um of transmission, the protocol and the 
associated devices and programs that to­
gether enables data to be transferred 
from a data source to a d~ta sink. See 
DATA LINK LAYER, DATA SOURCE, DATA 

SINK. 

data link control., See PROTOCOL. 

data link control standard. In data 
communications, a set of conventions 
for sending and receiving data to and 
from a data network. 

data link encryption. In data security, 
encryption of data over the physical 
Circuit. With this form of encryption the 
data enters the intermediate and final 
nodes in plaintext. Compare END-TO­
END ENCRYPTION, NODE ENCRYPTION. 
See OSI SECURITY, PLAINTEXT. Synony­
mous with LINK ENCRYPTION, LINK TO 
LINK ENCRYPTION. 

data link layer. In data communica­
tions, a layer in the ISO open systems 
interconnection model. The function of 
this layer is to convert an unreliable 
transmission channel into a reliable one 
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for use by the layer above it, i.e. the 
network layer. The raw data bit stream 
is organized into frames each containing 
a checksum for detecting errors. Com­
pare APPLICATION LAYER, NEJWORK 
LAYER, PHYSICAL LAYER, PRESENTA­
TION l.AYER, SESSION L AYER, 
TRANSPORT LAYER. See BIT STREAM, 
CfiECI<SUM, FRA!I.oiE, OPEN SYSTEMS 

INT'ERCONNEC'fiON. 

DataLock . In computer security, a 
vi'rus that tenninates and stays resident, 
infects COMMAND.COM, COM, EXE 
and OVL files, affects run time 
operation, com1pts program and OVL 
files. See VIRUS NAMES. 

data management. In databases, per­
taining to the organization and perfor­
mance of functions that provide for the 
creation of stored data, access to it, 
regulation of .input output devices and 
the entorcement of data s torage con­
ventions. 

data manipulation l anguage. In data­
bases, a language used by a prog1ammer 
to manipulate the transfer of d<~.ta be­
tween the database and the application 
program. 

data m ining. In legislation, searching 
databases for personal data that may be 
used for marketing activities, .etc. See 
DATA PROTECTION. 

data modelling. In databases, pertain­
ing to the identification of the funda­
mental groups of data and their inter· 
relationships. 

data modification. In data security, 
olterirlg data in an unauthorizoo and 
undetectable manner. (ANSI). 

data origination. In computing, the 
translation of information from its origi· 
na\ form into machine readable form or 
directly into electrical signals. 

6/10 

data protection 141 

data or.gtn authentication. (I) [n 
authentication, the corroboration that the 
source of data received is as claimed. 
OSO). (2) In authentication, the positive 
identification of the SQurce or sender of 
data received. 

data owner. In data security, the statu­
.tory authority responsible for a particu­
lar type or category of information. Or, 
the individual or organization respon· 
sible for the actual data contained there­
in. (DODD). See OWNilRSHil'. 

dutaplex. ]n data communications, a 
generic term used in the U.K. for ser· 
vices that iJIVOive multiplexing. See 
MULTIJ'LEXlNO. 

dataplug. In communications, a pro­
prietary name for a device that enables 
both telephone conversations and data to 
be multiplexed on a twisted pair cable 
connected to l'ABX. :lee MULTIPLEXING. 

data processing, In applications, the 
systematic performance of operations on 
data to achieve a desired objective. 
These operations can include the band­
ling, merging, sorting and computing of 
data. See AUTOMATIC DATA PROC ESSING 

SYSTEM. 

data protection. ln legisl~tion, proced· 
ures adopted to m1nimizc the misuse of 
personal data. Concerns surrounding tl1e 
protection. of personal data have been an 
active area of debate since the 1960's. 

It was soon recogniz.ed that computer 
systems, storing personal ilata, repre­
Stlnted a potential threat to the indivi­
dual. Whils t the legislation or constitu­
tion of individual state11 anay not recog­
nize the right of privacy per se, the 
abili ty to s tore and process vast amounts 
of data, conceming individual members 
of the population, has presented con­
siderable dangers for a significant part 
of tlus century. 
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196 error correction code 

that results from an attempt to execute 
invalid instructions or operate on invalid 
data. See INSTRUCllO.N. 

error l:orrection code. In codes, .a code 
designed to detect .an error, in a word or 
char.K:ter, identify the incoO'ect bit o r bits 
and (eplace them with the correct ones. 
The number of incorrect bits that can be 
corrected depends upon the nu.mber o f 
redundant bits used in the code. Compare 
ERROR I:>ETECT19t-l COPE. See HAMMING 

COD£, REDUNDANCY. Synonymous with 
SEU? CORRECTING CODE. 

en·or detection code. In codes, a coo.le 
desiB!led lo detect, but no!. correct, an 
error in a word or character. The number 
of incorrect bits that can be detected 
depends upon the number of redundant 
brts in the code. Compare ERROR COR­
RECTION CODE. Sec PARITY CHECKING. 

error extension. In cryptography , an 
effect that Rrises when noisy conununi" 
cation channels produce errors, or an 
attad::er introduces changes, in transmitted 
ciphertext, aod such errors result in even 
lengthier errors in ihe subsequent received 
plaintext. Por exan1ple, in cipher block 
chaining a single bit. error in the cipher­
text will produce a garbled 64 bit plaintext 
bloclt and a siog\e one bit error on the 
succeeding plaintext block. See CIPHER 

BLOCK CHAIN-ING, CIPHER FEEOllACK. 

SyfiOaymous With ERROR PROPAGATION, 

GARBLE EX'l'ENSION, 

error trWSSage. In computing, a state­
ment indicating that tl1e computer has 
detected an error in the translation or 
execution phase of a program. 

error propagation. SynOJlymous wilh 
ERROR EXTENSfON, GARBLE EXTENSION, 

error 111te. ln d&ta communications, the 
frequency o f occurrence> of errors, defined 
as the ratio of the number of bits incor· 
rectly"Teceived to the total number of bits 
received. 
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.error recovery service m~ge. See 
ANSI X9.1'7 · 1985. 

error service message. In key manage­
ment, a message sent to report an error in 
a cryptographic service message. See 
ANSI X9.17 - 1985, CRYPTOGRAPHIC 

SF.RV!Cil M.BSSAGE. 

error source statistics. In auditing, an 
accumulation of inforrnation on the type 
and origin of errors, used to assist in the 
forrnulatio.n o f re111edial roeasU(es "to 
t'educe such errors. 

EllS. See ERROR RECOVERY SERVICE 

MESSAGE. 

ESC. See ESCAPE CODE. 

I'SC.npe character, See ESCAPE CODE. 

escape code, In ~:odes, a code oombinn­
tion that causes <\ device to recogni:a: !lll 
subsequent code combinations as having 
an alternate meaning to their normal 
representation. Escape codes are U£ed for 
indicating a sequence of control messages 
in ASCll. See ASCJT. Syfl(ln)'mous with 
fLAO CODE. 

escorts. In physical security, duly desig­
nated petsonnel who have appropriate 
clearances and access authorizations for 
the material contained in tbe system and 
are sufficitmtly knowled~eable to under· 
stand the security implications of and to 
control the activities and access f.lf the 
individual being escorted. 
(OPNAVlNST). 

esc.-ow agent. Tn software protection, an 
honest broker who is used to resolve 
disagt'eements between a software supplier 
and a licensee. A supplier deposits the 
source codtl with lht~ agent for safekeep· 
ing, and a lie•msM will hava rights In us., 
it in the event of liquidation of the supp· 
lier or faihlre to give adequate support. 
See SOURCE CODE. 
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IPSS. Bee lN1'ERNATIONAL PACKET 

SwrrCHI!P SERVICE. 

lR. See INFORMATION RETRIEVAL. 

Iraqi Warrior. In computer secunly, a 
vi01s that infects COMMAND.COM 
and COM files, afie<:ts run-time 
operation, corrupts program, OVL and 
dab files and file linkage. See YIRl)S 

NAMES. 

IRE. U.S. Institute of Radio Engineers. 

irreversible encryption. (I) In cryp· 
tography, a DEA transformation of 
cleartext in such a way that the 
~ncrypted text cannot be decrypted back 
to the original c!earrext by other than 
exhaustive procedures. (ANSI). Com­
pare RllVERSffiLE ENCRYPTION. See 
CLB,ARTEXT, EXHAUSTIVE ATIACK, 
DBA, PlN MANAGEMi:.N1' AND SECUIU· 

TY. (2) In cryptography, a cryptographic 
transformation of plainteJtt such that 
there is no corresponding decryption 
operation. This technique can be em­
ployed, for example, to store passwords 
in a se<:ure mann&. The passwonl, 
subsequently entered by a user, is sub­
ject to the same encryption process and 
the result comparell with the stored 
encrypted password. 

isarithmic control. 1n data communica· 
tions, the control of flow in a packet 
switched network so as to maintain the 
tout number of packets in transit below 
l! certain limit. See PLOW CONTROL, 
i>ACKET SWITCKINO. 

ISC1 • See INTERNATIONAL 

lNFORMATION SYSTEMS SECURITY CER­
'TlfTCATlON CONSORTIUM. 

l'IDN. See INTEORAT!iD SERVICES 0101-
T AL NETWORK. 

ISN. In banking, Input Seque11ce 
Number, a consecutive sequence number 
that allows for input message copt(o! 

--·198-

between the sending bank and the ser­
vice. (ANSl). Compare OSN. 

ISO. See INTERNATIONAL STANDARDS 

ORGANIZATION. 

IS0-7. In codes, a 7 bit code with 128 
charact&s that is identical with ASCII, 
that is the U.S. version of this code, 
with the exception that certain bit pat­
terns can be optionally allocated to· 
national characters. See ASCII, 
1NTERNAT10NAL ALPHABET NUMBER 5. 

ISO 7498. ln standards, au 
International Standards Organization 
standard for Open Systems intercon­
nection. See OPBN SYSTEMS INTERCON· 
1\'ECTION. 

ISO 7810. In standards, an 
International Standards Organization 
standard foi the physical chafacteristics 
of identification cards. 

ISO 7811. In standards, an 
1ntemational Standards Organization 
standard for the recording tt:ehniqu,es of 
identification cards.See MAGNET IC 
STRIPE C ARD. 

ISO 7816. rn standards, an 
International Standards Organization 
standard for smart cards, See SMART 
CARD. 

ISO 7982-1. ln standards, an 
(ntemational Standards Organization 
standard, hank telecommunications -
Funds transfer messages · Part 1: Vo­
cabulary and data elements. 

ISO 8372. lo standards, an 
International Standards Organization 
standard, in[onnation processing- modes 
of oper.ttion for a 64 bit block cipher al­
gorithm. See DATA SNCRVP'fiON 

STANDARD. 

ISO -- 8583. 
International 

In standards, an 
StandaTds Organization 
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:ity the number of times 
' should be transmitted in 
ansmission errors, and the 
etween each attempt. 

In banking, the date on 
ds are to be available to 
r for withdrawal in cash. 
pare VALUE DATE. See 

:omputer security, a virus 
s and stays resident, in-
1XE and OVL files, cor­
and OVL files. See vmus 

1 banking, a transfer of 
:Orm between two parties. 

:le. Synonymous with 
.E. 

,;sage. See TRANS-
lNT MESSAGE. 

r. In banking, an instruc­
leifies a funds transfer. 

ice. In banking, a service 
~ssages among subscribers 
~ts settlement for those 

constitute funds transfer 
ANSI). See FUNDS TRANS­
"ION. 

oryptograph y, permutation 
1onent of an encryption 
ch applies a transposition 
input signal. Compare S 

A. ENCRYPTION STANDARD, 
; CfPHER. 

ONAL COMPUTER. 

complexity theory, a class 
Jat can be solved in poly­
Compare NP CLASS. See 
CE REQUfREMENTS. 

PCM. See PULSE CODE MODULATION. 

PCS. See PHYSICAL CONTROL SPACE. 

PDC. See PERMANENT DATA CALL. 

PDM. See PULSE DURATION MODULA­
TION. 

PDN. See PUBLIC DATA NETWORK. 

PDS. See PROTECTED DISTRfBUTION 
SYSTEM. 

JI>DU. See PROTOCOL DATA UNIT. 

peer entity. In data communications, 
an entity in a corresponding layer of the 
OSI seven layer model. See OPEN SYS­
TEMS INTERCONNECTION. 

peer entity anthenti<:ation. (1) In auth­
entication, the corroboration that a peer 
entity in an association is the one 
claimed. (ISO). See PEER ENTITY. (2) In 
communications security, pertaining to 
the action of communicating parties 
seeking to verity each others identities. 
See AUTHENTICATION, MASQUERADING. 

PEM. See PRfV ACY ENHANCED MAIL. 

penetration. (I) In computer security, 
a successful unauthorized access to an 
ADP system. (FIPS). See ACCESS. (2) In 
data security, an attack on the security 
of a computer system, undertaken to test 
the effectiveness of the security and to 
highlight any areas . of weakness. See 
PENETRATION TESTING, THREAT TEAM. 
(3) In data security, the successful viola­
tion of a protected system (TN!). 

penetration prolile. In computer se­
curity, a delineation of the activities 
required to effect a penetration. (FIPS). 
See PENETRATION. 

penetration signature. (1) In computer 
security, the description of a situation or 
set of conditions in which a penetration 

percent denial 385 

could occur. (FIPS). (2) The description 
of usual and unusual system events 
which in conjunction can indicate the 
occurrence of a penetration in progress. 
(FIPS). See PENETRATION. 

penetration study. In computer securi­
ty, a technique of static evaluation in 
which individuals are challenged to find 
unknown weaknesses in security con­
trols. Compare CODE REVIEw, SOURCE 
CODE ANALYZER. See STATIC EV ALU­
ATION. 

penetration testing. (1) In computer 
security, the portion of security testing 
in which the penetrators attempt to 
circumvent the security features of a 
system. The penetrators may be assumed 
to use all system design and implementa­
tion documentation, which may include 
listings of system source code, manuals, 
and circuit diagrams. The penetrators 
work under no constraints other than 
those that would be applied to ordinary 
users. (DOD). See TIGER TEAM. (2) In 
computer security, the employment of 
special programmer/analyst teams that 
attempt to penetrate a system for the 
purpose of identifYing any security 
weaknesses. -(FIPS). See PENETRATION, 
TIGER TEAM. 

Pentagon. In computer security, a 
virus that infects floppy disk boot sector 
and corrupts boot sector. See vmus 
NAMES. 

percentage supervns10n. In physical 
security, the ratio of the change in re­
sistance or current to the normal operat­
ing resistance or current in a supervised 
line required to produce an alarm signal. 
See ALARM SIGNAL, SUPERVISED LINE. 

percent denial. In communications, the 
average percentage of attempted calls, in 
the busy hour, that are blocked due to 
network loading. A measure of the 
grade of service in a dial access circuit 
group. See DIAL ACCESS. 
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1 information). Specific 
•u time, tenillnnl von-
1t of directly address­
lc space, number of J/0 
lUte etc. (DOD). See 
1mputer security, in an 
y function, device, or 
at may he aUocated to 
. (FIPS). 

:. (1) In -computer 
n ADP system, the 
f a resource by more 
b or program. (FIPS). 
{2) In computer net­
use of resources avail­
' or network, by users 
I· microcomputer users 
twork can share a hard 
nter. See HARD DISK, 

I.'ORK, SERVER. 

A 

In key man­
providing an auth­
lo q key service 
X9,17 - 1985, KEY 

) The time taken by a 
a specified slate or 

produce a specified output, after receiv­
ing an inp11L (2) In computing, the time 
between the generation of the last char­
acter at the terminal and receipt of th.e 
first character of the reply. 

response to request servire message. 
In key management, a message used in 
response to an RFS, E'RS or RSl. See 
ANSI X9. 17- 1985, ERS, RFS, RSI. 

restricted area. In physical security, 
any 11rea to which access is ~-ubject to 
special restrictions or controls for rea­
sons of security or safeguarding of 
property or !llllterial. (AR). 

result-based perturbation. In database 
security, a form of perturbation. in which 
the correct statistic is computed and the 
retmlt itself is perturbed, typically by 
some form of rounding. Compare RE­
CORD BASED PERTURBATION. See INFI!lt" 

ENCE, PERTURBATION, STATISTICAL 
DATABASE. 

·retailer. In banking, the card acceptor 
in a retail EFTPOS system. (SAA). See 
CARD ACCEPTOR. 

retention period. lo data security, the 
lengtb of lime for which a file is to be 
kept before it. is overwritten. The reten­
tion period and the date on which the 
file was written are used to calculate the 
earliest date on which the file expires. 
The d&te the file was written and the 
retention period or the expiry date will 
be written as part of the ftle label and 
wil.l be used as a security precaution 
against the accidental destruction of -a 
file .. 

rfm 449 

applications and is related to tbe p._ck­
agiog and scope of functions t,bat the 
program performs. 

reverse engineering. A prxess by 
which the design of a pnxluct ls d~o~te.r­
mined by a detailed study of th~ prod11cl 
ito;elf, e.g. the software on a ROM can 
be determined by a microscopic study of 
the ROM chlp. Such techni~1es have 
implication~ for manufacturers protect­
ing product desi_gn. See ROM. 

reverse funds transfer. In hmldng, a 
debit trllllSfer in which the credit party Is 
the sender. (ANSI). See DEBIT PARTY. 

reverse interrupt. In data communica• 
lions, a control character ,sequence sent 
by the receiving station, in a binary 
synchronous conununications system, to 
request a premature termination of the 
transmission in progress. See BINARY 

SYNCHRONOUS COMMUNICATIONS, 

reversible encryption. In cryptogra­
phy, a DEA transformation of cleartex.l 
in such a way that the encrypted text can 
be decrypted back to the origit1al clear­
text. (ANSI). Compare ~EVERSIBLE 
ENCRYPTiON. See DBA. 

review and approval. In comput~r 
securi.t}', the process whereby 
information pertaining to the security 
!llld integrity of an ADP activity or net­
work is collected, analyzed, and submit· 
ted to the appropriate DAA for accredi­
tation of the activity or network. 
(OPNA VINST) See DAA. 

RF. Radio Frequency. 

retro target. In physical security, a RFE. See RADIO FREQUENCY EMfSS-
Iransceiver sensor that employs a re- IONS. 
flector to return the beam back to the 
receiver section of the transceiver. See RFI, See RADIO FREQUENCY INTER· 

TRANSCEIVER. FERENCE. 

reusability. In computing, the extent to rfm. See RE·ENCIPtt:Eit FROM MASTER 

which a program can he used in other KEY. 
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:rn THB UHITBP STATES PATENT AND TRADEMARK 

Patent Appli cat ion of 
Leon Stambler 

Appln. No .: 08/747 , 174 

Filed: 

For: 

November 12 , 1996 

METIIOD FOR SECURING 
INFORMATION RELEVANT TO A 
TRANSACTION (as amended) 

AMENDMENT 

Group Art Unit: 

./ 
Examiner : B. Zimmerman 

Attorney Docket 
No. 6 071-lUS 

Thi s amendment is in r espons e to t he Office Action 

mail ed August 12 , 1997, and is being timel y f iled with in t he 

three (3) month shortened statutory p eriod set f ox xesponsc 

t he r ein. 

Charge any fee associated with this response and c r ed it 

any overcharge to Deposit Account No. 16- 0235. 

Pl e ase amend t he above-iden tifi ed appli cati on as 

follows, wi thout prej udice: 

In the Claims ; //(// 
Cancel c l aims 65 , 68, 94 a nd 120-123. 

M'~~ IIQIOI .= MI•IWJS oemm 
Ol! FCt.20J 216.00 t1f 

- 1 - _.., .. 
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\ 

Amend cla i ms 64, 66, 67, 69 , 70, 72-74, 93, 95 - 98, 100-

108, 110-113 , 115- llB, 124-125, 127, 129-130, 132-140, 142-144 

and 146 as follows: 

xi (Amended) A method for coding and storing 

i nformation, comprising information associated with a party and 

ot her sensitive information, said i nformation associated with a 

party being subsequently used to authenticate the party and 

authori ze access, the method c0111prising (the steps of] : 

previously r eceiving a first personal 

identification number (PIN1) from the party; 

previously derivi.ng or accessing first coded 

authentication information by using the first PIN~; 

previously generating at least two numbers using 

the first coded authentication information, wherein at l east one 

of t he a t least two numbers is an arbitrary number; 

previ ously storing each of the at l eaat two 

numbers i n one or more (first] storage means; 

[previously storing each of the at least two 

numbers in one or mor e second atorage means ;] 

retrieving each of the at least two numbers 

previously s tored in the [first) one or more storage means; 

[retrieving each of the at least two numbers 

previously stored in t he second one or more storage means; 

comparing each o f the at least two numbers 

retr ieved fr0111 the first one or more storage means with each of 

the at least t wo numbers retrieved f r om the second one or more 

storage means; and 

-- 203 --
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\~ 

r eceiving the first ant.i-duplication •rariable 

a uthentication number (ADVANl) at t he secoud site by the second 

pa r ty; 

retriev-ing t he first coded authentication irtformation 

from the storage means at the second site; 

coding t he first random nunmer (RNl) and the first 

coded authentication information t o generate a s econd anti ­

duplication variable authentication nu~ber (ADVAN2); 

comparing t he first anti-duplication variabl e 

authentication number (ADVANl) .and t he second anti -duplication 

variable authentication nu~er (ADVAN2); and 

authenticating the HrErt party by the second party if 

the first anti-duplication variable authentication number 

(ADVJ\Nl) and the second anti -duplication variable authen tication 

number (ADVAN2) correspond. 

i } .;tt'(. (Amend•d} A me thod for authenticati ng tti.e 

t.l:a.nsfer of funds ft·om [au) a first account a .. soci<~,ted with a 

f i rs t party to [anJ a second account associated with a second 

party, ~first account jnfqrmatjon bej ng stored l n a f ·!rst 

s t orage means. and the second a ccoUnt ipformatiQn bftio~ stored ip 

a second storage menps the method comprisi ng [the steps of] : 

receiving funds transfer information from the first 

party, including at leas t information for i dentifying the ii.l;.Qj;. 

account of the first party, and information for identifying t he 

~ account of t he second party, and a transfer a mount; 

generating a variable authenti cat;ion number (VAN) using 

at least a portion of t he received funds tra·nsfer infoL"Tnation; 

-- 204 --
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a third part~ for determining whether the at least a 

portion of the received funds transfer information is authentic 

by using the VAN; and 

transferring funds from t he ~ account of the first 

party to the ~ account of the second party if the at leaet a 

pgrtjon of the :received funds transfe:t.' information and the Vll.N 

are determined to be authentic, 

4-"J..-" 
.}115. [JUnend .. d) The method of clai m ~~rther 

comprising [the steps of] : 

receiving from the first party [a personal 

identification number (PIN) or a password;] jpformatjon fo:r 

received funds transfer information is authentic by using the 

VAN; and 

debiting the ~ account of the first party and 

crediting the ~ account of the second party wi t h the funds 

transfer amount if the at least a portign of the received funds 

transfer informati on is determined to be authentic. 

if yr. (Amended} The met hod of claim~ 4:t1herein the VAN 

is used to confirm, substantiate, acknowledge, authorize, 

reference validate or verify the transfer of f\tnds. 

-- 205 --
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from time to time independent of any transaction. To accomplish 

this task (i.e., to create multiple revisable codes), the CPN 

could be reconstituted from the current ROC and RN as in block 52 

of Fig. BB. Next, a new RN is used with the CPN to generate a 

revised ROC, making use of a coder in the same manner as coder 20 

of Fig. 6. The user's new RN and ROC are stored and accessed, 

and CPN need only be reproduced at the bank where the user 

maintains an account. 

The use of multiple revisable codes to authenticate a 

user is recited in independent claims l02 and 105. 

(4) Use of a third party to authenticate a VAN and transfer of funds, 

and use of originator, recipient and payment information to derive a 

VAN. 

When a transaction, document or thing needs to be 

authenticated, information associated with at least one of the 

parties involved (e.g., an originator and/or a recipient) is 

coded to produce a joint code. This joint code is then utilized 

to code information relevant to the transaction, document or 

record, in order to produce a variable authentication number 

{VAN) or code at the initiation of the transaction. This VAN is 

thereafter associated with the transaction and is recorded on the 

document or thing, along with the original information that was 

coded. During subsequent stages of the transaction, only parties 

capable of reconstructing the joint code will be able to uncode 

the VAN properly in order to re-derive the information. 

As described in part on page 48, lines 1-27, the 

present invention may be used as paperless/cashless transaction 

system, in which 11 funds transfer" transactions, such as 

purchases, occur without the use of money, or checks. In this 

-54-
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system, the payment originator uses a payment recipient 1 s 

terminal which stores information to identify the precise 

location of the recipient 1 s account. Alternatively, an 

originator PIN, information identifying an originator account and 

a recipient account, and funds transfer information (INFO) which 

includes a payment amount are entered directly into a terminal of 

this system by the payment originator. The system initially 

generates a VAN, (OVAN), by using the payment information (INFO) 

in conjunction with the identification information associated 

with the payment originator and payment recipient. The payment 

originator is authenticated using the originator PIN using a 

method described above. The system then approves or disapproves 

the payment based upon an authentication of the VAN, and the 

11 joint 11 identification information associated with the 

participants, and the availability of funds, or credit. Such 

transactions are carried on entirely electronically, the 

participant 1 s bank accounts are credited and debited 

automatically ... n 

In this scheme, the payment originator is a first 

party, the recipient is a second party, and the system which 

approves or disapproves the payment is a third party. 

The use of a third party to authenticate a VAN and 

transfer of funds is recited in claim 124. The use of 

originator, recipient and payment information to derive a VAN is 

recited in claim 177. 

{5) Securing a joint key, or a portion of information used to 

derive the joint key, in escrow or in trust -

-55-
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Conclusion 

Insofar as the Examiner•s rejections have been fully 

addressed, the instant application is in condition for allowance. 

A Notice of Allowability of all pending claims is therefore 

earnestly solicited. 

Respectfully submitted, 

LEON STAMBLER 

---'+-'1~1~--na--'-:--'-~---BY'cL~l~ 
Registration No. 35 1 039 

CAJ:eam 

PANITCH SCHWARZE JACOBS & NADEL, P.C. 
One Commerce Square 
2005 Market Street, 22nd Floor 
Philadelphia, PA 19103-7086 
Telephone' (215) 567-2020 
Facsimile: (215) 567-2991 
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Wottls ar e included in this Dictionary on the basis of their 
usage. Words that are known to have current trademark 

registrations are shown with an initial capital and are also 
identified as trademarks. No investigation has been made of 

common-law trademark rights in any word, because such 
investigation is impracticable. The inclusion of any word in 

his Dictionary is not, however, an expression of the 
Pllblisher's opinion as to whether or not it is subject to 

proprietary rights. Indeed, no definition in this Dictionary is 
to l:e regarded as affecting the validity of any trademark. 

American Heritage and the eagle logo are registered 
trademar ks of Forbes Inc. Their use is pmsuant to a license 

agreement with Forbes Inc. 

Houghton Mifflin Company gratefully acknowledges Mead 
Data Cenu·al, Inc. , providers of the LEXIS"'Il'JEXIS"' services, 

for its assistance in the preparation of this edition of 
The American Heritage Dictionary. 

Copyright © 1992 by Houghton Mifflin Company. 
All rights reserved . 

No part of this work may be reproduced or transmitted in any 
form or b,Y any means, electronic or mechanical, including 

photo·oopying and recording, or by any infotmation storage or 
retl'ieval system without i.he prior written permission of 

Houghton Mifflin Company unless such copying is expressly 
permitted by federal copyright l aw. Address ill.quiries to 
Permissions, Houghton Mifflin Company, 2 Park Street , 

Boston, MA 02108. 

Libra.ry of Congre.'ls Catcrloging-in-Publication Data 

The American heritage dictionary of the English language. 
- 3r:l ed. 

p. em. 
ISBN 0-395-44895-6 
1. English language-Dictionaries. 

PE1628.A623 1992 
423- dc20 

92-851 
CIP 

Manu[actured in the United States of America 
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a·ccdrdl.on 

tJ.rom 1.£~tin com.plere, to itU o,lUtl ~:ee COMPL.ETir)J -o<•Wtn'­
ptish • u • ble acJJ. - oc • com' plish • ar -n. 

oc•com•pllshed (o-lt6m' pli&Ml odj. I. Skilled; c"pcrk a.n 
r:Jccompli~ft,::d pw•tUt. 2. UnqUeRtiorufb1e; in<lubitable; 'thar 
rmto.Hng causeg l:eo.lth prabt..nns is an- accompl.ish-?d /act 

OC•com•plish•ment (o.kiJmrpllsh- maJtl) n J, t'heacto1ac­
oomplrtbing or: thf:! :rl.ate of ~ing nccompllih.cd; collip1etion.. 2. 
Sometlf)ng con1pleled suece:is(ully; au ach1.¥.17~"tr..&n.r. 3 . SOCJ:a) 

]Xlis~ IU)d Ji1Ttlte'· 

oc•cord (:~wk3rdl ; 1), wcord•ed,-rOf'd•ing, .. co't'd.s. -~r- \.To 
en use· to oonfvnn ·3!: ;agroo; bring mt.o harmony, 2. TQ gr~nt, es­
_tX~Ci:dly as bcirtg dut: or a[lp.ropri.ol.e: at't'orded Ou~ P..rnidt?ilt· Lht" 
proper defet'eru:.•e.. $et! Sytu:mynl..S aL grant, 3. To bestow upon: l 
accord you my bLessing. - ·i!m· "1'o j1e ln agre~rn~t, unity, -o"t 
lw.rrncm}'. ~ Synon.ytn$: ~J ogre~ .. -«~«ord n. 1. Agrcemenl~ 
harmon.v: act 1'f' ac.cord with, unfu-crsity poJtcie~. 3. A settlement 
<:l.r cotnpN.lblis" of oo't\!l.icti..cg Qpirlions. 3. A oSet-tlement of po,ntt 
tl:t 'ss:u~ bel"\>\~ 11lltiora.. 4. Sp11ctancoui" or volunUlry desu·e- 1o 
lc;.ke a ce1·l:un actl~n-: 'fhe-cJ~ild'relt retumed ort t.llelr ·own acc6'1'd 
lMidclJe Eng&h tuzcm'dE:J.n, from Old ·French. acQtdeT, !rom Vul:.;:;11t 
I..t~.tin "ocx:ordtire: L:at!n '(1d· . atl- + Lalin w,., heart; S(l{: kord· in 
Appendix) 

ac ~cor .. dance (~ .. k6r'dn.3) 11. 1 .... -\gret:rntJ;Il ; t:::ontomrilyj iff 
«VCOtdr.mce ttriUI 'YiXtr-- i,)str.ur.,fr.m~J. 2. nu~ aC\ M grantlng. 

ac•cOr•danl (3-.i6.-id.J:it) a!i;. ll~hi: in n~~emcnlor haC'mony; 
{'()f.Sommt . - ac· cor 1. dant'• ty 11dv, 

OC •tord~lng OS (a·k6rldlng) COYtj, l . Cortt!£punding 1o thf­
tvay i.n which.: prnci~ly as. 2. D(!(lehdihg Cln vuhc:tln~r; l(¥ 

ac•cord·ing•ly (a-kOrldlug-le) a<l~. 1. tn •ee<ndance; corre>­
spoodingly . 2. Srr. c.oM~q'l.ii>n.Uy. 

according to prep. 1 ~ A~ shlled Qr indicated by~ on the au­
t.llnrify nf: fU'tmrrliJ<!J lm histrrrmtn, . .2. lt1 ktwpiH8 u;•ith: in Aff~ 
ment with~ tU!Oord'iJJg I~ it!struedaru. 3. As detemuncd by; a hsf 
arranged (!.<:cording UJ the alp!wbct. 

Qc,ror•di•on (;r,k6r'd~an) n. Mu.&ic,.. A portable-instrument 
wi_th a smaJl keybQard L\,ll.d free metal r1-.:::d~ <th~·t ,:~oUnd whm ili.r 
l~ ·Jort.td past. theM by plcat€\1 t:Jt;..Uows upetated by lhe player. 
-a~eo•'dion af:ij, fl$yj):lg ..fiJlds or bonds like tb.e- b0llow.s of a.1:. 

acrordi~Jn: a-eoordion plMu; acC!ordion Oli.,H'b. [G.tnnan Ak-kor­
dio'fr~ h •tnn Akkord, chol"d, from .Ft{!nC!h qi'!OO'rti b~troooy, from 
Old ~1:\<;h u.cor~e~", from Mcdi"eval Latin acc"CWda.n~, to acl.'Qrd, 
See ACf:'Oijtl.) - oe•cortcli• on•ist n 

ac•.c:ost (~~!~&st-' , -.~k~tll tt.v. -cost•od, -cosr•ing,. ·C0$1S. ·rv 
.9pproQc:b lind 'S~k- t.o jo an ~ggr~i\·e,l'ws,tile\ n.r ~sua\l,y sug· 
g-l:!sr.ve m3"nner. f ltre=nch acco.rter1 hom OJd 1i"rench, from Medi­
eval Latin accosMre-. to adjoill, L:;~tiu ud-, o.cl-- Latin rost'a-, 1-ildP.: 
see koa1- M .~ppe>d\xJ 

ae•COU(he•r:nent {iVk®sh-m~') tr~ ,A C:Ql~ine:mo-nt during 
childbirth; lying-in. (French, lmm at."<:atu:h~r. W .ctsslnl 1n cb!ld· 
h1r.th, ( rom Otd Ft'utd• a.·, to (.tram L&tin ad-: £ee-~o- ) ... oou. 
t!her, to lay di:lw.n; see covca.J 

+Qc•count (,:r-lw•.mt' ) ) t. l.o. A nvn~;~tive or r<:cord of eve~Hs·, b1 
A Ieason given tor a paTticutar action. ::z. Abtrr. ale, acct. a. A 
formal b.anld.t1g, bmk.e-rag<!, or- busit&ca_.,- relu1:.io~:h-ip m;t.abl ished to 
pf~JV(<\e- !Ot regular servl""s, dMlinf:S, a11d Olher finoncJa) trans· 
;-_ct\on,s:, b . A -pnris~ list or o.nurncntion of tina..ncial ttansae­
ti:ons.. c. Moneydt.vc.o:;jted .for clu:cPJtlg. ;;uvlfJQS, or brokerage u.~e. 
d . ~ cust.ome.r ha~o~ing a tmsiness or c.r~. relatioruhip wltn a 
firm: 3ale.lPCCple visiting their accoun.t.s. 3. Worth, ~tat~ding, qr 
Jmportance: a land()W)le1'' of sorm~ accowd. 4 , Profit or artvrm· 
'ts:ge: t:tJ.med her 1brittng skiUs #Q gQod at;"('O~t:nt. - account tr.v . 
.. (ount•ed~ ·tount • ing, ·c::ounts. •ro consider as bc:tn2: deem. 
Sec S)'OO:U)•ms .at 'oruidor . Sc1• U811ge NoW-a t as. 1. - phuual 
WH'b. occoum fof. 1, To -t;:Onst:ihJ.\e !he go~g or prlmru) 
fad.or: Bad we!J!her acco-unted for thf lmlg 'lle_lay, 2. To providE: 
an explanation or justification: The. ruspP.ct L'OuUin't acOO"~".t for­
his time- that 11i.ght -Idioms, ca t I to octount. J. To cb.allengf:­
ort:<JOtest:. 2. To hold ar.o:Swerable tor. on octoUnt. On credit. on 
account of. 1. Because-cf: fer tJ1t~ sak12 of: ,.'We gflt marri.(!d 011 
acco1Ult CJ/ th~ baby"' (.Ann.e Tylc•l- .2. C/liqty .Southern U,S, 13e­
(;ftuse; ;•He got 1>i.ckerj ·np boy t~ COJHf em. account of he was walking 
wtth his shoppitl.g bag cmc£ they said t-here- ,wa.s nmJtber..Y ?n. lt ., 
{Jimmy Bre;;Jm). on no account. Uw.:tet no cltcl,..ttnstances, an 
fone'.sJ own acrotJnt. 1 .. For oneself. 2. On on~1S- own~ hy one­
self: He ·wa.nts to Worlc on hfs oum.a.ccout~t. take into O«<vnt. To 
tilkt! into (·onSlde)nti nhi a1low for~ LNnddJe ' EngliSh, t:rol'n Old 
li'1-ene.h ~cont.1ro::n I:!Cante.f'. to .r.eckon ; O-· , to (from Larw CJii-; see­
AD- ) t c1mt.er, to count {ultimately from Luno computtrr~. to ~um 
up; see CO".MPD'I'E).·I 

oc·<ount•a · bl& (a-k~unft<>-bol) a<l,j. I. Liob1elo belug called 
10 ac-ooUlll; aoswe<able. See Syrtooyll\a at req>OJ\f lbl._ 2. Thai 
can ·b9 oxplain~: u.n- accow!lablc ph11tt0me,lcm, - ac· countla• 
b llll•-ry, ac•coU"'ta•bkt•nen fl:, -<:K•countro•bty o'lli'O. 

ac~caunt•ant (a-kou:ol t;);nL) n. Abbr. (M:d. One ~~t ,keep::~ , 
audit!;, tl.nd. lnspects the .financial records- o1 individual~ ot' busi· 
nes..~ cotu.:~rns -and pl·tvaJ'('j, f.illAncial and tax: YeporLs. - oc 1 

<ol,lntlal)•cy (-~~-~) ·n, 
atcount executive n. A person, as in an advE"m:jsing ar a 

public. relations finn, who m<lilages clients' accounts. 
ac•count•ing (.a!'~oW11Llng) 1L The t>ookltee.pi.n..g nw!ho¢; in· 

volved in making e financial record ol business t.tansactio-o.s a-nd 
in the preparation of stat-ements con{:e-n'iing the as.seu, liabi.lities:. 
iilld operoting: results of a bU1;iness. 

OC•COU•te r O.l' at,cou·tr a (a ... _k·®ftoH') tr;tJ. ·lered, ·ter.-1~ 

.. ten or •tred, ·1re · ing, -tres~ To outm .md t:-.qhip. ~ ft>"t mH­
itary dut;y. See Synonyms at fu tnf.&h. I_Freneh ar:r:otJ.tTe-r, trorn 
Old l'rcnt-h l:lco-~lrcr. ~;rrro~el equip ; IJ-, ici Cirwn L,ati"tt ad~; 11t:e 
AD-l ·!"' coustrru:,.. s~w; soo COI.TI'tJR:E.j 

ac•cou•ter•ment ur ac~cou•tre~m•ht (3-kGO't-i:lr-mom¥, 
-tr.l-) n. 1 .. Often auoutermenu or aetoutraments. a. Al1cii­
J~ey itet'ns ~~r r:'9ul,prnent Qi' dtcss. b. Mi1ita.:-y equi_pmeaL 1Jtbe1~ 
th,an unifoml.& and weapo~. 2. ac<.outerm~mts or accoulr~w 
monts, Ou~w,.o;,rd fortr.l$ ol r~e-ogniti<th; bsppinJts: the stanrlard no~ 
CQt~_tt:r~11t.s o/ the 1l·irtotlcaZ newer; .c~tftedrat c~i.lin;gs, hr!Ut~td 
il"wivtmi7J9. poQl.." a·nd otlu=t accou-trtqne'Tit.Y 6'iy·nq.f'if,2!} gn:a-t vJealtJu 
3, $rehaie; The a.et ot aet:.o\l.tering. 

Ac •cra (<'ik'~"'• O?wkl'~'). The capital ant:,; large..~t city of Ghana, 1n 
the southoost part ol the country on 1ru. Golf of Gnine<l .. Ortgina1ly 
tbe capital of an ancient. Ga ldngdom, il becarnt: ~n ~mportttnt. 
~:onomic c~et' after t.he t'Om,pl€llon l.n 1.9~:-J· of .a r~Hroad to th~ 
min\ng ~nd ;;.griculturol hint<>rland. Poputati<>n, 85A,!}IO. 

OC•(red·lf (o-~lild'lt) tr.v. - W•ecl, · H·Ing, ·H•. 1. To ascribe 
t~r attribute ro; ~redit -wifh. 2. a. To .sll.pply with cre:detlt,lal;s or 
Eluthori1-y; auJhorize-. See 'SyncnzytM al a tllhorbe. b. 'l'o apvoint 
as i11l runbMsad6r to a :1oreign governmc1t. 3. a 1 To attest t~ eua 
e.pprovP. as r"O.eetme: a ptesctibe:d stanclard. See Syn<:Jnyn)S at ap­
prove-~ b. 1'o ncognize (an institution of l.ea~'lling) as tnain~~in­
in~ those st.anija.r.ds; requ.isite ror· H~ tt;"8duate.s to gatn admission to 
other roputahle .institutions of higher 1-croning ar to achiL.'i·<: <:rr.· 
d.E:l'llials [QJ' pl'ofe-ssion~l practice, 4. fl':) beneve. {.F'renc:h accrl· 
d·lter: a·, t.o (from ~tin ad~; S'OO AD~) -?- ct.fdat, crodit crn.un Ola 
Ftur.ch; ::.ee CREDIT).] . 

ac•cred ·l•ta•tion (<>-krM'!-t.'\fshan) n. The act ol accr<dit­
ing nt th" sta.te o·f heillg Qccredlted. "'l'eclally the grao~ng oi 
.opprovnl to nn inst.itut.ion oi ]e3rn:ing b:"? an .otf:ie,taJ xeV"1e•tJ boatd 
after tho schQol htiS met apeclfic requi~menLs. 

Q(•Cres•cenf {o-kr:e~;hw.t) ari} - .8o~a1ty. lncrC<~sin.g [n size a.i­
te,r flowE.--ring. ·as the calyx o1 Ehe' .ground ctu~:r1y. (La lin. ll~~· 
11..~$ci".sJ acc·re~H:;:nt- . p~senl participle oi cu.:cr~s~;e-r~j t.v grow. 
See- AC<Gl'.t.ri!:J 

ac•crete (a-.k~U> 1>. -c.rOt•od, -c:,.ot•Jng, -cret~s. - tr. To 
ml\Jm ]arger or gr't.>ater1 -~3 by i11erense.i growth - -intr. I. 'Co 
~row toget-her; rase. 2, Ttl ~t"OW { 11' increas~ ~ntdunllyl a!l D~ ad..­
ditil)n, IBaeli·iOJlna\lOJl t ron1 ~e<..'ltt'NOI'I!, [ 

ac•cre•tion (a-bt!l shan) n~ l . fL GtaWth or hi:ctti'nse m-:nzc by 
graduuJ ~ternal ac!diUon, ..(IJ.sion, ot· inclusion. b. Somediit1g ad­
ded ~neU:nklUy to promote .iUCh growth. or i'ner"tnse.. 2. 8iologV, 
Tt11e gl'owin.g tn~lher oc adhecertce of parts that -are uomtally !:i~ .. 
a~tll>. 3. ~ology. a . S low a ddir.ion t.Q lan!,l lzy d epCJSTiion ol 
W4lt9'-borne 5:1!'dirnent. b. An inccet~;~:;e cf hmd cktng 1he sh.ortJS of 
a body of. water, ·C:6S Oy aiJnvi:ai deposit: 4. A~tf'O'nomy. An ill.­
cr ea;;t> in tbfj m33s of a ~:::t!J.estial object by the eollectinn of sur-­
f'OWllling i.nletsle.Uf\~ ga~ ~nd obJ«ts ~y gt'f!VJty-. [T ... atin QcCT~­
tiO, m:;:;rilti.6n-, irom Q"t't"''fftUI.:. p<Utt p11rt.td'ple of -ac~7'41!.9cere, l.o 
grow. See .A.Cc:llt.r!:.j -uc•aw' tloh•tlr'y (~ho-ner'~). gc•cret ­
!lve odj. 

acaetfon disk n. A disk: of intG"stclar materi~l.Surro\mding" 
11 Ct!l~lbl llbjc<:t with a.u. i.•~1eTIRC ~;ra,\·itatlonnl f-ieW\ ~uch tm n 
black hole. 

Ac•CTing •ton (a\<' t1ng-lon\. A borovgh ryf nort.hwe•t Eugt••td 
north uf Manchester. ft io; the center of a t(?xtflc-:Pr~~ng l)teA. 
Population, 71).200. 

QC•Croi•des gum (i>'kl'Gildez. a-kroi'- ) n.. Soe acaroid ras­
~~ l_:jlteration of Nev..- Latin oc~ro~d~-1; fi.Ce t'CAitOID ~WN t 

ac•cru•al (•-lcr<llJI;il) n. I. Theactorprocessof•ccumu)atlng; 
an inc.rl?a.~ 2. SomP.,thihg: j}Jat at~Qm·u.Jates or ;ncrGasR~ 

ac:•crve (a-krOO!I ·u, · aued. ·cru•i.ng, -«Ve:s. - in.tt-; 1. To 
~e to oue as a gain, Qn addi Lion, or t n il'll!l'E-tnent: inte:~·est ac­
mlt.n.g i7~ my r;avin.gs account. 2. 'I'o in.crea:se. accunu).lale, Ol' 
come abllot -as a I"C!~ul\ ·otg:rowth: oom11wn teru~e. that accrues with 
.experience,. ~- 11'0 come mlo existen~ as a ~a,hn. that iS Jeg.&U,y 
~nfurceable. - t'r. Ttl ac~umulate ewer tln ... e.; f havg accrued 1.$ 
do,y* of 8ick-Ceatte. [Middle English acre1tt~R, ultlnv.!te~v b'Orn L8 t­
in m.!.et~s6e<nt tD 'gN1AI : nil.-, ad- + ~?roi-~:mt, M ";\r\_se~ see kilr· '2 :in 
App~ndi:>c.] -ac•crue'ment :n.. 

CK<f, abflr. J. J\il'Mtlm. 2.. AcL'OI.Dll..un:_ 

ac•cul•tllr•CitB {a-k(il'ch.~l-tB~~) v . .,ttt·ed. -ot·i·~. -ates·. 
- tr_ To cause (,'i. SiJtiet.y. tor exalllple.) ro c:ha'nge- ~y l~ll> Pw"*:;s 
~!l:.cuLtnrdtion_ - intr. To ehaoge (lt: he mocti!lP.d Qy 11ctuJt1,1r- , 1 

(I(•Ciul •tur·a •tion (~kol'el\•J-ri.tl'!h;:o.n~ n. 1. The mod:l tic·J.t- '.?I 
ti.ou at thF. c'1Jh1te n[ a group Cl' .a11 tndividoaJ as a re:::ulL or .r.cH\.. Y<' 

taet •vlth a difl'og1:ent Qulbt~n-. 2. The [lr'~"' by whi(,-h l.be m-.Um·e ... } 
o! a pari,:ic,dar society is. insti lled iu a kJinan Ul!Ing ·r.rom !n!!lru()! ';.; 
onwrtr:ct. --ac•cul'tur•a!tlon•ol udj, - ac•cul rtur·u lt iYe adj. 

'" •cum•bent (>-kiln>'IJont) oaj. Lylug tlown; I'<l<llnlng. fUll I.­
in ncc1.tmbEF»s, f!e(.'tlmbtZnt-, present -partidpl(· of accumbc?'c, to re­
cline a~ table ,; nd-J ad· - C"':LmbeN. lo t~fine] 

Clc•cu•mu•late {a.- k:yOOm'ya- IA\11 -v. · la't•od, - lat·ln &; 
·kates~ -tr~ To g01tbt!I' or pU<~:. up: fll:'li::\S5. See Synonyms at ggtl1-
er. --1ntt·, T~1 rrtOUIIt llp; jncreaJ;e. (Lnti)) accUtn.UldTC; 
a<..'ettm1ilat"' : rtd~, ad· + cumuldre:, to pit~ up (frott1 ~umuf,m, h~ap; 
see k8\lo• in Appendi~).] - ac•<u'mu•J<t• b le (-1.3-b>l) adj 

ac•cu•mu•la•lion {a-ky<mnv.vo+-l;Q.':U\<ln) n. 1. The a.ct Q:t 
gathering ot· fl.fl'las:9tng, a5 'h1to .a heap ti! pllo: '1Lit.tJe things grlllb 
by cmdin•ual a_c:C'UfflUlation" lSam.uel JOI:nson), 2. Thtt pr'O<:e.'38 of 
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rt!illier, to prepan; possibly from Vulgar Latin •appa:ri.cult'lre, 
from Latin appard1e. See APPARATUS.] 

ap•por•ent (a--piir';mtl .;J-p:ir '-) adj. 1. Readily seen; v:isihlft 
2. Readily underst:>ad; clear or obvious. 3. Appearing as :mch 
but not necessarily so; $E*ming: an. apparent advantage. [Middle 
English, trom Okl French aparant, prerent. parliciploe of aparo ir, to 
ap pear. S~ APPliAR.) -ap•partent•ly OdU. -op•por'fe rtt• 
ness n. ·--------------------------
SYNONYMS: o:ppurent, clt"ar, d.ear-cu:t, distinct, evident. mani­
{e3f. obvious. paW:t. plaiu, The central meaning shared by these 
$.dj~t:Uv~ is ureadily seen1 perteived. or und@Utood": Angry few 
no appate'fll reason; a clear danger; cltwrftcut evidence of tamper-
1l"'g; distinct fingli!rpl·lnb; ~trident hostility; manifest pleas-u,.e; ob­
v i oiL.t: errors; paten: adva'R-tages; ma..king my Jru!'t'lni!1g plain. 
USA6E HOtl: Used be1ore a noun. ovpa:rent means "seeminll'": 
For aU his appt.treT.t wealth, Pat lwd 110 money to pay the renr. 
US(>d after a form of the verb be! howevet, apparent can mean 
elther "seeming" {cs in Rts virtues a.re only apparent) or "obvi­
ous,. (as in The effe-:t.s of the drought are apparent to anyone who 
liU~ the pa.1·ched fields). Writen mQuld take care that the intended 
meaning is clear fnnt the context. 

apparent horizon ~. Sre homon (..,..,., 1). 
apparent magnitude n. Astronomy. See magnitud" 
<••- 2). 

ap• pa• rl•tlon (lp',..rlsh• >n) n. I. A gbo.rtly figure; a specter. 
2. A sudder'l or unQsuol sight. 3. The net of appearing; appear­
anc~. (Middle English appariciou:n, from Old F~nc.h ttppar!titm~ 
from Late Latin ap;>dritiO, apparitiln1·, an appearance, from Lutin 
appcJ..rUuB, past p.a.:-ticiple ot appdrlre, to appear. See AI'I'EAH.) 

-aplpa•ri'tion•ol adj. 
ap•par•l•tor (>-par'l-tor) n. An ot!Jelal who was lonnerly 

sent to ct~rry out t.he orders: of a civil or ecclesiastical court. {Mid · 
die English, !rom Latin apparit<>r, from app<~rere, to appear. See 
APPli:AR.J 

ap•peal (a-pelf) n. 1. An earnest or urge:nt request, entreaty, 
or su pplication. 2. A resGrt or application to a h igher authol'ity, 
as for sanction, corroboration, or a decl~on: 4tl appeal to reason. 
3. Law. a. The tr&nsfer of a ease [rom a lower liJ a higher court 
for a new hearing. b. A c..a.se so transfened. c. A request for a 
new hearing. 4 . The pQ'wer of ~tttaeting o.r o! aroUGing interest; 
a dty wi.tiJ a-ppeal joT tourists-. - appeal v. ·pealed, · peal•lng, 
·~als. - ·intr. 1. To make :m earnest or urgent teques1, as tor 
help. 2. ·ro h::.vP. l"P.~Il'S4l!, AS foT corroboration; resort: I appeal 
to yau.r s~nsc of jus rice. 3. Law. To ro~ke (lr apply for an appeal. 
4. To b e att-n1.dive or interesting. - tr. Law. To transfer or ap­
PlY to transf~r (a case) to a h igher court for rehearing. {Middle 
Engli5h apd, from Old French, from ape.ler, to appeal, from Latin. 
appelUire, to entreat. See pel- 5 in Appendix.} -ap•peol'a• 
bllrl·ty n. -ap·pe-cdla·~a adj. - ap•peall&r n . 

ap•p&ar (a-plrr) i-ntr.t1. ..peared, -paar•lng,. -t:MCr5· 1. To 
become visible: a pla.ne appearit1g in the sky, 2 . TQ come int.o 
existence: NeUl st1'aiH.s of viruses appror periodically. 3. To seem 
-or luok to be: apper.red unhappy. 4. To :seem likely: "'!'hey will be 
late, as it appoo.rs . 5. To c:ome before lh.e public: hds appeared in 
two Plat/3; appean on the nightly ?at:ws. 6. Law. To present one­
self fonnally before a court as defendant. plaintiff, or oounsel. 
(Middle English aptren., from Old French o.pcroir, 11per-, hom Lat­
in a.pp6rbe : ad-, ad- + piirire, to show.] 

SYNONYIMS: apperz.r, cmcrye, 'issue, loom, materi.aliu, .s:h.ow. The 
central meaning shared by these verbs is ' 'to como into vi~w": a 
ship appoo:ring an the horizon; a star that emerged from fJehind a 
cloud; a diver issui~ from the water; a jMak that loomed through 
the m·i.!t

1
• a fiaJh of lightning tha.t seemed to materiali..te from no­

where; a ruffl.e t hawing at the edge of the sleeve. See also Syn­
Qnyms at seem. 

• ap•p&ar•ance t"a·pir'eom) n. 1. The act or an instance of 
4XIming into sight. 2. The act or an lnstance of coming into public 
view: The outhor made a ra.re personal appearonce. 3. Outward 
a spect: an tmt idy ll?Peatance. 4. Somethin~ that appea1'3~ a phe­
nome~on. 5. A superficial aapeet; a semblance: k~ping up an. 
appcarm•ce of weolth. 6, oppCQII'"QrKe,. Otttw.crd indic~tion,.,; 

circl.lm:!tances: a t!hee:rfu! persan, to all appearances. 
ap•p&ase (;,-pezl) t-r.o. -peoood, -peas•lniJ, ·poas•e s. I. 

To bring peace, quiet , or ca lm to; soothe. 2. TQ satisfy or relieve! 
a.ppoo..se thirst. 3. To pacify or attempt to pacify (an ene.1~) by 
grunting conces:Jions, oiten at lhe espen:se ot t:Jo:rinc.iplc. Set: Syn­
onyms at padfy . (Middle English appesen, from Old French 
a.pesier ; a.-! to (from Latin acl-; S4:!~.AD -) + pai.s, peac-e (from Latin 
pax~ see pag .. in Appendix).) -ap•peaara •ble (ldj. -op• 
peaslo·bly aclv . ..... ap·~'*' n. 

ap•pease•ment (a-pez•mant) n. I.a. An act of appeasing. 
b. The <:onditicm cf being appeased. 2. The policy of gran t ing 
concessions to potent ial enemies to maintain peace. 

ap • pel (a-~11} n Sporu. A Quick stamp of the foot u:;ed in 
fencing as a (t int t::. produce an ope.ning. [French, frmn a..,peler, 
to call, from Old French apeler, to appeal. See Aff'EAL.) 

ap•pel•lant (~~ll;;mt) L 11w. adj. Of or:NJating to a n 11ppe:;;d; 
appellate. -oppellanl n.. One that appeals a cou1·t decision. 
[M.iddJI':! English, b'l)m Old French apelant! from present participle 
of a.peltn", to appea:. See APPEAl ... ] 

ap•p el•late (o-J)li'it) adj. Low. Having the pow.,. I<> hc&l' 
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appeals a:ml to re'oliew court decisions. [Latin appe-Uatu.s1 

participle of appelldre, to ent-reat. See Af'"PEAL.] 
ap•pel•la •tion {~p'o.l.Hsh<ln) n. 1. A name, title~ or 

nation. See Synonyms a t name . 2.. The act Qf naming. 
English a.pp.e14eion, from Old French appelation, from 
pellaiid, appeUatiOn-, from appeltiitus, ~ast participle of 
ldr.e, to entreat. See APPEAL.) 

ap•pal• la•tlve (;,-pW'l-tlv) adj. I . ot or r<latlng to the 
Big:nmcnt of names. 2. GTammar. Of or rel;~.ting to a 
noun. -appellative n. A name or descriptive epithet. 
English, common (noun), from Old French n.ppe~alif~ from 
Latin appelcittvw;. from Latin appeUd:t1>.s, past pruticiple of 
peUcire, to call upon. en~reat. See APPEAL.) -ap•polrla•tlve 
ad1l'. . 

ap•pel•lee (6p'.;}·le' ) n. Law. One ag{linst whom an appeaJ jj, : :· 
t 0;\<e.n. (F~h<::h app'I!U, Jrom Old French apek, .from p.a.l$t puti- :· 
cipJe of apeler, to appeal. See .1\PPt.'\L.) . : : 

ap•pend (o-plnd' ) tr.v. -pend•ed, -pend•lng, •pendl. 1 •. 
To add as a supplement or 410 appeodb:: app~nd~d. l'l Hst of error.s . . 
to th.e. repo-rt. 2. To fix to; atlacb.: append a charm to the b,.a~let. . ·. 
{Latin app4!nde1'2, to hang upon : ttd·, Bd- + pendere, t(l hang;~-.:. 
(•)pen- !n AppencUx.) · · · 

ap•pand•age (<>-p~n•dlj) " 1. Something added or 
to an entity of greater importa,nce or size. an adjunct. 2. 
A part or an organ, such ~s an arm, Et 1~. a t.a.il, or a fin 1 

joined to the: axis or trunk of a body. 

SYNONYMS: appendaye, appu.rtenQ..tl.CI;?. adjunct, accessory. at~_. . 
ta.chment. These nouns deoote subordinate elements that are ad- · .· 
ded to another entity. An appendage SU?plements WithQut being . ·. 
essential: "Water jets can be cmgl.ed to eith!!r side, maktn.g rudatn 
un~~e.ssary, lmd the complete absenct! o.' appendages at tM stern.· : 
decreasu hull re.si8ta-nce" {R.J .L. Dickec). An appurtenance be· 
longs naturally as a subsidiary aUribut.e part, or member to that 
with which it is associated: "an internatio?'lally known jir.st-dass · 
hotel ... equipped wjth such a.ppurtmtan.ces as compt,teTs, word 
processors, copiers and telex" {Oscar Millard). An adjunct is ad~ ·:: 
ded as an aUJdliary to something elsa but is often sel{-lJU.Staining:'·. : 
,..Intelligence analysts say they bel:teve t"-at of all th€. countries of · 
th.~ Middle East, non.~ w~ t4!)"'t'Mj9m mDY£ l!Jfr!.ctive.ly lis an adju-ttct .. · 
to diplomacy than Slfi'ia .. (Elaine Sciolin.o). An acces:wry is usu.:. : 
:dly no~enti.al bu t desirable and add~ :o the eiled of $0CO('thing . :: 
already complete in it seU: We bo-u9ht a. .car with stu!h. c:ccessarlef 
a t .o.ir condit·ioni11g, stereo, and a su.n.rooj. An attochmen.t contnb.:. · 
u tes a supJ)Iemw~ry function to the principal thin~. Lo which it 
can be physically linked: The j"ood proce.:uor ha:J o.n .(lttachment for 
maki'l9 pasta. 

ap•pen·dant (e-prnt®.,t) atij. 1. A.f!IXI!d" an appendage; . ;; 
2. Accompanyioe: a t tendant: faith ami it3 appe7Hiant /"U)pe. a·.··: 
Belonging to n land grant as a subsidi~:.ry right in Engliab law; · 
-ap•penl dant n. 

ap-pan·dac•ta•my (~p'on-deklto-ne) n., pl. -mles. . 
g ical re.moval of the vermiform ap"Pendix. [APPE~O(IX) +· 
- ECJ'O>IT.] 

ap•pen•dl•ces {,_pl!n•dl-"z') n. A plurel o.f append'tX. . 
ap•pen•di•d4 tiS (~pen1di-.slftlS) 1l. InJlam.m.a.tion ol the· 

v ermiform appe ndix. {New Latin, f.rom La tin appendix; 
appendic-, appendage. See APPEN'DIX.] 

W0.4t.O HISTORY: Even though the word a.ppmdicitis: was In use 
in 1885, the year in whic.h the Oxfarll English Dic tionary pub­
lished the 3ettion "Auta- Ba.ttenlng" that would hs ... ·e contained 
tbe word, the editQr, James Murray, omitted this "crack-jaw n1ed· · 
i~;"al ond surgi~l word" on thf!- advice of Orlord's Rfl.gius Profes..wr · 
of Medicine, Sll· Henry Wentworth Ac~and. A:l K.M. Elisabeth 
Murray, the granddaughter and biographer of Jam~ Mu.rray, · 
PQinlli out, «The problem of what scientific words to include was : 
a continuing one, and James Murray was alwtoys under pressure- · 
from his advisers . . . who thought th~ emphasis should be on . 
words from-good 1it~rature and from. th~e in th(! [Oxfoi-d Unl~ ·: 
versityj Press who wanred to sav-e <:oost md time- not to include 
scientific words of r"eC{Int origin." In 19J2 no less il pel'b'On th<ln 
Edward VJI had his appendix removed, and hi3 coronation was 
postponed bec;mse of the operation. A ppmdici.ti$ henc0 came into 
Widespread use and has remained so, thereby pointing up t.he lex~· 
ieosrapher'.s dilli~ult ta.s:k or s€!lecting the new words th.at people 
will look for in their dictionaries. 

ap•pen•dic•u•lar (~p•an-d!k•ya·lan adj. 01, relating to. or 
consisting of :m :append.;\gt or appe:nd3p:s. f!9p4!Cia.lly t he Jimbs:· 
the oppf:t'ICl:icutar skeUton. [From Latin appendicula, 
of app.emH.:c. l'lppendic-~ ap}>Endix. See APPENDIX .} 

ap•pen •dlx <•-pentdlks) n., pl. -cl><•&s or -dl •ces (-dl­
sez1}. Abbr. app. 1. a. An ap pendage. b. A collection of sup~· : 
plementa1-y matru:ial, usually at the end of a book. 2. The vee~ . : 
miform appendix. 3 . A1tatomy. A supple.rne:ntary o.r accessory ·. 
part of a bodily organ or ~truc1ur-e. [latin, h·om appert.dere, to · 
htmg upon.. See AJIPEND.] · 

ap•per•ceive (Ap'ar-sevl) tr.v. -ceived. -ceiv•lng, · celves •.. 
Psychology . To pereeiv@ in terms of p.a!n f!."XPQI'ience..s. [From AP;. · 

f'ERCJ!:M1QN.) · . 

ap•por•cop •tlon (lp'or-o~p'sh•n) r.. Psychology. 1. Con-·· 
scious ptreeytion with tul.l awareness. 2. The process of under·· 
s tanding by which newly oOOervt!d qualit.Lea of an object are (Coo 
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bombardment with atomic weapons. -at'om•l·~a'tion (-l­
z!lshun) n . 

at·om·lz•er (iitloHnT'~J·) n. A device for converting a sub­
.sh.m~:e, especially a perfume or medlcine, to a fine spray. 

atom smasher n. See ouelerator (s~nse 3J. 
at•O•my1 (:l.t'3~me) n., pt .. .,jes. Archaic. 1. A tiny pal·li­

<:lei a mote. 2. A tin,."Y bc1ng. [From Latin atomi, p!. of atotnu.s, 
atotn. See ATOM.] 

at•O•my~ (a:V~me] n., pl. -mies. Arcllitic. A gaunt poE"noon: 
a skeleton. f.F'rclm an ,-tqm.y, respelling of t\.NATOMY .} 

A•lon slsoA·ten (Wn) n . Mythology. An Egyptian god of the 
sun, regarded during the reign of Akhrmnton as the only god_. 

a•to•nal (A-tOJn~l) adj. Muaic. Lacking a tonal center or key; 
characterized by aton:.hty. -a· tolnat•ly adv. 

a•to•nal•ism {A-t6'n.<~-liz'am) n. M'I.LSic. Al.onal composition 
u~ lbl!,;! t.ht:Ol'Y ot atond COUIJJU~iUuu. - c:.•tuJnul •is t ucij. & n . 
-o•toJnal• istfic adj. 

a•to•nal•l•ty (Q'U>-nll.l'I-le) n .• pl. -tlos. Music. The ab­
~'tncc of a tonal centet· and of harml)nic:::s derived from a di~tOJJic 
scale corresponding ~o such a center: lac k of tonality. 

a•tone {a-tOn' ) ·v. o·toned, a·ton •lnv, a•torws. - lntr. 1. 
To mak~ amends, as for a sin or fault: Th~?9.e crim~s must be 
at01ied for. .2. An:halc. To agree. - tr. 1. To expiate. 2. Ar­
c.ho.U:. To oonc:Hiate: appeas~: "'So heauen, qtOJU.!d, shall dying 
Greece ·restnre" (Aie:x~nder Pope). 3. Obso!ele. To reeoncHc or 
harmonize . {Middle English a ton en, to be r-econciled, from at one~ 
in agreement: qf, d; 5ee AT 1 +<me, one; see ONB:.J -a•ton'­
o•ble, o•tone'o•bl& Tdj. -a•ton/er ft. 

a •lone•ment (a-t5nf mant) n. 1 , Amends or reparal.:ion made 
for an injury or wrong, expiation. 2. a. TheoWgy. Recohciliation 
or on instan~ of t-eoonc.iliation between Cod and human beings. 
b . Atonentent. The redE'mptive life and d~ath of Jes:u$. c. 
Atonement. The reeon::=Hi.at.i.on of Cod ~nd human beir1gs brought 
about by Jesus. 3. Christia11 Sci.enc.!?, T he radica:l ob9dience! :i!.nd 
purificatim1, exe.mpli~d in tbe liie of Jesus, ~y which humanity 
finds oneness with God. 4. Obsolete. Rec:onClliation; roncot'd. 

a•ton•ic (fi·Uin'l'k) adj. 1. Not accented: an atoNic 3yUable. 2. 
Pathot.ogy. Re1v.ting to. caused by, or eKb.ibit ing tack of muscle 
tone. - atonic: n . A v;or d, syllable, o1· soun.d the.t is unaccented. 
(F1·om Gl'eek .Q.tQT'...os. See ATONY.] -at1 o•nic-i •ty (At'tt-nlsl­
t-~a.t'JI-ts-) n. 

at•o•ny (lit! <:~o-n~. att~-e) n. 1. Lack of nom1al muscle tone. 2. 
Lack of aceent or stress. [Late Latin atonia, !rom Creek. from 
atonoo, slack : a·, with:Jut; sec A - 1 + tano.s, st.retchi~. tone: sec 
TONE.j 

a•fop (a-t~pl) adv. To, Oh, Or 01.t the lop. -atop prep. On top 
of. -a·topl adj. 

a•top ·ic (ii-top'lkl adj. Of, relating to, or caused by a hered­
itary predisposition toward th~ d~v~Jopment of certain hypersen­
sitivity reactions, such as hay fever, asthma, or chronic urtJcaria, 
uptm exposure to sper:itie: antig~ns: atopic: dermatitis. [From 
Greek atopia, unusm~illess, from atopos, out o1 t he way : a-, not; 
see A.- ' + topos, plsce.J -atlo•py (!it I;)-~) n. 

-ator suff. One that ~:~cts in a sp~cified manner: radiator. [Latin 
-iitlll' : -.ti-, s tem vowel t:tf verbs in -lire + -toY, ugeot n . suff. (later 
reana)yzed ar; -atus, -ate + -C'r, ~or).j · 

-atory ruff. l.a. Of orrelalingto: perspiratory. b. Tending to: 
amendatory. 2. One lht is t:::onnected with: -re/IYt'matory. [From 
Latin -at6riu.s and ·rftCrium,. both from -D.tor, -ator.J 

a•tox•ic (~-t~k's!k) «dj. Not poisonous Ol' loxit:::. 
ATP {a'tC'pt'!t} n. An adenosine-derived nudeotid~, C10H1"~­

Nr,OuP3, that supplies :arge amounts of enc:r~ to cdl~ for V8rlou.s 
bi~hemica1 processes, including muscle contraction and sug~r 
metah()l;sm, through i1s ltydrolysis to ADP. {A(DENOSINE) T(Rl)­
P(I!OSPHATII}.J 

ATP• ase (~'W-petas, -fiz) n. An enzyme th<!lt ca.W.ly:tes the hy­
drolysis of ATP; adenosine lriphosphatase. 

91t •ra•b1Hous (Wr>-bll'Y"') also at·ra-bil-loar (-bUte-•r) 
adj. 1. Inclined lo melancholy. 2. Having a. ~vi.sh diSposition: 
s.udy. [Fl'om Latin iltra bi'lis, bla<."k bile (translation of Greek 
melankhDlia; see Mi':L,t,)..'CHoi.Y) : tit'l'il, black; see ater. in Appen· 
db: + bfti.i, bii~.J -at'ra ·bilfious•ne.ss JJ. 

a•trem•ble {tt- t rern'001) adj. Being in a s tate of shaking or 
tre-mb11ng, as from tear Ol' e-x.ci~ment. 

a•tre•sja (.rtrtt;t:b~. · zhC-a) n. 1. The- absence or closure of a 
nonnal body orific:e or mbuliu passage such as the anu!), intestine. 
or external ear can~L 2. The degeneration and rt.>sorption of one 
or more OVEirian follides be(ore a state of maturity has been 
reached. [New Latin ; Greek a-, not , without; ~ A - 1 + trt~i~, 
per1oration, orifice; see te re .. 1 tn Appendix.} -a•tre·slc (-zlk, 
-sJk) adj. 

A •treus (;Htt6QI)'. &'trC-as} n. Greek Mytholog.~. A king of 
Mycenae, brother of Thye.stes and io..ttho· o( Agamemnon find M!!'n-
4?iaus. 

a•tri•a (a ' t.r~~) '11. A p lu ral of atrium. 
atrial na·trl·u· rel•it fador (n~•tre-.yOO-rijt•lk) n. A~br. 

ANP A hormonal subst.unc-e prOOuced by 1he right an'i\.ltn of the 
heart that stimulates the excr·etion of sodium :o.nd w.att7tr by the 
kidneys and h~ps t eglllate blood preSiure. [a TRIAL + ?Ht:~ium, 
sodium (ftvm NATRON) + URETIC + FA.C'I'Olt.} 

a•tri•o•ven•tric•u•rar {a'tre-?-ven~trlk!ya.-lDr) adj. Of, 
Nlatin.g to. or in volving the atria and tht> v~ntridcs Qf ~he heart. 
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atrioventricular node 1t. A small mass ot .specialized c-ar. 
diac musde llber.s:, loc.ated ln the wall of lle right atrium ot the 
IH!art, t h at t'@~~vf!.S: heartbeat impulses fro•l the sinoat rial node 
and directs them to tbe waH:; of tht' v-cnHicles. Also called AV 
node. 

a•trip (a-trlpt) adj. NauticaL Just clear (11 the bottom. Used of 
on anchor. 

a •tri •um (a.ftre-am) n ., pl. a·tri ·a (at tre-..a) or -ums. 1. AT­
chiteclw ·e. A. rectangular court. as: a. A umally skylighted cen~ 
tra.l area, oft~n conhrit~lng plants, in some modern buildinJ!:s, es­
pecially of a public or commercial natur~. b. The Clpen Brea in the 
center of an ahCi~nt Roman house. c. The fcrecourt of a bldldin~, 
such as an early Christian church, enclosed ::m three or four side, 
with porticoe-s. 2.. Ana:tomy. A bodl.ly eavily or chamber, espe­
cially either of the upper chambers of the h~:.rt t.hal receives blood 
from the veins and rorc~s i t )nto ~ ventride. In thls sense, ulso 
called au-ri.clc. tLaLln atrium. See ater~ in Ap pendi.!<.J -attrl· 
a ladj. 

a ·tro·ciOU$ (a-tnVsh as) adj. 1. Ex.lremely evil or cruel; mon­
strous: an atrocious crime. See Synonyms at outrageous. 2. Ex~ 
ccptionally bad; abominabl~; airoc.ious <Wcorj atrocious fJehavior . 
[From Latin atr6.t:. atrlJc-, frightful, cru€!1. SE.:! ~er· in Appendix.] 
-a•tro'<lous • ly <tdv. -a·trotQou.5•ne5.5 '1. 

O•lroc•l•ty (o-b'Os•l·te) n., pl. ·lios. 1. AppaWng or otro­
cious conditl<ln , quality, orl)(!Juwior; monstNusness. 2.a. An f:tP­
p.atling or atrodous ~ctiQn, situation, or obj,ct. b. Ah ad of cru­
elty and violen c.'t! infHcted by an enemy armed force on civilians or 
prisone~: warli~ atnx:iti:es. 

al•ro•phy (attr;o-fe) n ., pl. ·phi9s- 1 • ."athoiogy. A wast ing 
or decreQ:Se in size of a bodily organ, tissue. or part owing to d is­
ease, injury, or iack of us~: mtl:8cul.ar atr<Jphy of a per.son ~f/!?Cled 
wjt:h 1>aralysis. 2. A was.;Ung a.w~y. deterioration, or dimnllltiou: 
intellectual atrophy. -atrophy v. -phlod. ·phy • lng, ·phlos. 
- t L To CQUS~ lo with(t-r or deterhrate; affo<:t with atrophy. 
- intr. To waste away; wither or deteriorate. [La\e La lin atro-
phia, !rom Greek, h-om atrophus, ill-m>Juis lled : a~, without: sec 
A - 1 + trophej food.) -a·trOpht it (a-t.lillllk} adj. 

at•ro•pine {3.t'r....,p6l' . .. pin) also at•ro•pln {-pin) n. A poi­
sonous, bitter, crystalline alkaloid, C 11H:ilsN03, obtained from. b~l­
ladonna. a nd other rdatcd plants. It is used lo dilate the- pttplls of 
the eyes and as an antispasmodic. {From New Latin Atropa, ge­
nus name of beHadollna, Lrom Greek atropcs:J u.ndumgeabl~. Sec 
Arnoros.] 

At•rO•po5 (!itl~-p6s', - pa:1) t1. Greek M:Jtlwlogy. One of the 
thr~~ F(;llt~s. the ~_:utter Qt t~ t bre•d of destiny. [<lT~k. from .:zt­
ropoe, inexorabJI? : a-, not; see A - 1 + tr(jpos, chang~able; se~ 
- T itOPOUS.j 

At•si•na (at~s~VnJ) n., pl. At5ino or ·raas. 1.a. A Native 
Americm people form~l'ly inhabithlg the pl~ih:; of n orthern Mon· 
tana a11d southern Saskatchcw~n. wit.h a pl~nt·do..ty population 
in norUl central Montan a. b . A member o1 this people. 2 . The 
Algonquian language of thii! Atsina, di:alect~lly related to Arapa­
bo. Aho called Gros VettUe. 

att. abbr. 1. Attached. 2. Attention. 3. l..<'cto. Attorney. 
at•tach {a-Uic-h') v. ·tad~d~ -tach•ing~ · toch•es. - tr. 1. To 

fasten, sec:ure, or join. 2. To connect as an adjunct or ~'\ociated 
condi tion or part : 1\-tany mnjar is..~u.e,q are- attached to this legisld· 
t ion. Th.e.y gCtined i11fiuence by alUiching the"ftSel.ve.s to prominen; 
city institutimls. 3. To affix or append~ add= We attached several 
1·iders to the doL"1tm€nt. 4. To a;o.;cribc or a&lign: a"ach~d 11.o ~ig· 
ai{iconce to the :tt.rea..t. s. To bind by emotional ties, as of auec. 
tion or loy~lty: l am attached to my fam.il!f 6. To i;l:S~ign (pu­
sonnel) to a milit.ury unit on a temporary basis. 7. Law. To seize 
(pe-rsons or prope-rty) by legal writ. - intr. To adhere, be-long, or 
l'eclate: Very tittle prestige atr.aches r.o this pru'ition. [Mlddle Eng~ 
hsh attachen, fnJm Old Fnmch auach!el·, alterati011 of cstaclll~tr, 
from estuehe, stak~. or Col;'nnanic origin.} -at•tadl!a •ble adj. 
- at•tachter n. 

at•ta•che 'at'~sh3.' , a·t~~) n. 1. A person olftctally assigned 
to tho s taff of a. diplomatic tnio.;ion t.o scnoe in a particular ca­
pacity: a cuitufdl attach.!; a milita.ry attach€ 2. An attacht! case. 
l.F'l-ench., from" p;~st participle of artacher, to auach. See A'M'ACH.J 

attach& case n. A slim bnefcase with ncn. rigid sides, hinges, 
and m;ually a lock. 

at•tached (a-~chtl) adj . 1. Abbr. utt. A;chit ect.ure. Joined to 
()r by til wall, especially by shar jng a wall with another b ui]di.ng; 
not freeslandlng: a block of atr.a~hed hotlsr!.s. 2. B i p/ogy. Living 
in a permanently fixt:d :state in the adult. shge, as the bumacle. 

al•tach·ment (a-tAdtrm;,nt) tL 1. 'T'he ;act of attaching o1· the 
~ondition of be-lng utta-chcd. 2. Something. .mch a s -. Ue, band, or 
fastener, that a ttaches one thing lo another. 3. A bond, as of 
affect ion or loyalty; fond N?gard . 4. A .suppkmcnt ary pa rt; an 
<:lcce:;s(Jfy. See Synonyms at appendage. 5. Law. a. Legal sei­
zure of properly or a person. b. The writ. o1·dering such .e seiomre. 

at•fack (o-t.'lkl ) v. ·la<ked, ·lack•lng, ·t«ks. - 11'. 1- To set 
upon with \'iolenl force. 2. To crilit:::ize stmnglj· or in !1 hostile 
manner. 3. To starl work on with purpose and vigor: att.(Jck a 
problem. 4. To bcg}n to affe-ct harmfully: Tits! d i:sea:J£ had 6lready 
attacked the ceJ!irol11€1'VOm Sl!Stem. ~intr. To make an attack: 
launch sn assa ult: The enemy attt:Zcked durin-) the night. - anadc 
n.. 1. The act or an instance of attackin~ an assault 2. An 
expression of .~trong criticism; hostile cornmel11: vlcillt.IR qttaeks in 
all rile ne:wspap~rs. 3. Sporu. a. Ao offt::ruive action in a ~port 
or gam~. b . The player~ eKecuting such an <.ctio n. 4. The init.ial 
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suit& aod olhu clKmicals from (z:ea water o:- !K)tl~ t or 
- ct.·sal' l•ni·zarfion (-ni-~Ish:ln) n. 

tr.v. -salt•ed, oo$UI1•ing, -solb. 'Jo desali-

n. 1 . The act or an i nstance of cEscendiog. 
d~wnward incline or pa~ge; a ~to~. 4. a . 

> .. o•n•mJJon;· lineage: a perJon af African d-t'scent. b. 
ol a ~Pfo!Cific lineage. S. a. The hct or process o[ 

or being derived !rom a source: a pa-per iracing t.he 
ne)VtJl from old pica.resqucr tales. b. Development in 

during tran5tni.sslon frQm an ortglnal source. 6. 
ol properly by inhe-ritance. 7. A lowering or 
or le\•el: Her carrer we:n.t hdo o rapid dt'.$Cent 
mLJrondu.ct. 8. A sudden visit or attaek; an 
English, from Old French, (rom de.~uttdre, to 

l}fSCJli<O.] -

(clll-shOOV, ~LJI), A river rising u the c .. -
w~-oentnol Or<gon and flowing about 412 km (2.50 

to the Columbia River near The Dolles. 

de· suip•llon (dl-el<Tip•sl»n) " · 1, The ocl, procOiS, or l<><h­
hique of deKrtbing 2. A ata.trun~nt or .an account de3cribing 
lllil'N!lhi:r.g. Pf'bli&hed a dt.,cnpt.tol'!. of h~:r tr411CLs; gave a "J)ivid 
dncnpuon of th4! ga~nt. 3. A plctori~l re~l.ation: A1on6'$ 
eti&BMl dueripttonl of ho¥11acla a11d ....,.tar lilies. 4. A kind or 
<orl: can of~ <l:e ond d<urlpUon. (Middle English d<3erip­
ci6Un, from AnGio-'Nonna n. Jrom Lulin dtce"l1pti0, dicctip:i6n-, 
from dt.Jm):)tUJ, past parUclplc ot cU.&cribere, to write down_ See 
DJ:SCJ IB!:.J 

de • scrip •tiva (dl-•I<Tlpt Uv) adj. 1. Involving orcharacterized 
hy de8Cr!.ption; JMtrvir-.g to desai~. 2. Concerned 11rith classifi­
co.lion or dClscrlption: a docriptlve .rcienct. 3. Gramr.wr. a. Ex~ 
pn:msing .pn tt;ttributc of tbCI modifL'-od noun, 3 gJ'I!fll. in gre~ 
graiJ$. USOO of :m 3d)eetl~ or adjectival claus.e. b. Nonrestric~ 
'ive. - ct••scrlplt tv•·ly adu. -d•· •crip'th·•·n•u n_ 

descriptive clause n. GrammCLr. A notuestrictive r:lnuse. 
descriptive linguistics 11. The study of a longuage or lan­

guagas at ~ spe<:ific N:tag4t of dev~Jopmenl, with emphasis on con~ 
nructlng a complete gramu1ur rcther thtm ul• histor ical develop~ 
rnc-nt-Ol' eomp;ni.1Qn wilh other l:~nsus:~ge:J. 

da•scrlp•tor (dl-sl<rlpi !Ol') n. Cornput.er Sci~nce. A wol'd, a 
phrn:Je, Ol' on a lrhnnumC'!l'ic ch&rnctcr used to i di:nt ii';y an item in 
an i'nlotmatton Slorag~ und retrieval ::.ystem. (J...ate I....atin , de· 
scrlbcr, from l .ntin d&u:,-ri'l>er~t, dbJcripl· , kJ describe. Soe DE­
SCRIOE.j 

de·say (dJ-skrT') tr.v. -•crted, •Hry~ing, - $U'iet;. 1. To c;;atch 
tlgbL of (Momelh.ing diili¢ult to di~oem)- S('!(! Synonyms at SM 1• 

2. To dilcovet by eate[u.) ob~~rvatlon or scrutiny; de-tect: dest;ried 
a meua.ge of hope in ltcr WOf"dJ. [Midt.ll(' English descn'tn, from 
Old J"nonch d«Acricr, lo call, Cljl oul. See or.c:RY-1 -de•nrirer "· 

des•e•crate (df:3rl~krrW) tr.t.t. •crat·ed, -crat•lrtg, ·crcttes. 
To violate the sacl't'dne-u of; prola~- (DE- + (co~)sECRATS-) 
-desr••trat'et. desl e•CI'a'tor' n.. -dea' • · crattion 11. 

de•seg•re•gate (de·sefj•rf-gat') •· -;at•.,d, -gat•l~>g, 
-got••· - tr. 1. To QboUs.b or e1imiu\o scgregat.ioo in.. 2. To 
open I• oc;l\ool or worlq>lace, I« <!X:nnple) to members of all races 
01 euuuc groups. e~J)eclu.lly by ton:c of bw. - inf.r. To ~"l,)tne 

open to mom~>«< of all raceo OT ethnic groupa. -de·seg•re• 
ga1tion "" - ft•MiJ' r•·va' t9on·1st A. 

de•san•si •th:a (d~stn•sH1z') IT.o. -tlud. -m-ing, -fiz•es. 
1. To rendeT inMnaitive or 1~ acnsitive. 2. Immunology. To 
nu.lre (an incb"vfdual) nonre3ctive or tn&eolitiv~ to an aatigen. 3 . 
To make e-mouon.~lly insensiliYe or un..~.spomive, as by long ex­
posure or re~tccl shoeka.: " 'J'ht! .nu:ceul.w G3.'JOI.tinations ap..d at­
tempts, no& jlt.ft on P,r~idcndaJ figur~3 buJ on M~:rrin LuUI~ King 
Jr. aml other~, l1a-oo de&entitiud 11:1• (Anlbony Lewis). 4 . To 
tnake {a phot.ograph.ic tilrn or rub&tanee) lQ<'..s. sensiti\"e to light. 
-de•sen'sl•ti·~ltlon (~tl-z.:l'shan) n. -da•sen'si·ti~.ler n. 

Des•er•et (diz:'&-ritf}. All area proposed by lhe Mormons in 
1849 ns 1m lndt}'Kmdent stale or a atate of the Union. Deseret 
woukt have included ruuch of Ul~ .eoulbwest United States, with a 
capitol nt Salt Lake City. Congrcr.s refuged to re-col{nize the pro­
vislon3l st.nte and <:n~ted the Utah T~rrltory in 185£1. 

des•et11 (ctoz.IO>rt) n. 1, A karen or desolate area, especially: 
u . A dry, often ~:~andy region o( lltlle r"...lin!all, e~tr~me temp era­
tw·c.s, und stxtrsa voget:ati()n, b. A region ot permanent cold tha t 
is lnrcrly or entirety devoid o1 1Ue. c. An appan:ntly li[eles, ~rea 
of wator. 2. An c-m.pty or t:orsolkon pl:"~ee: e wa.~tdand: CJ cultural 
deBP.,·t. 3. Archaic. A wild, W\Cu.ltivilte~ and uninhablt.OO. region. 
- du:e rt fldj. 1. Of, rolQtifli to1 charact~ri.atic of, or inhabiting a 
d<'..;crt.: dAr~rt faurut.. 2. Barren and uninh.ubited; desola te; a de­
sert lslond. (Middlo En.glit h, from Old French, from Late Latin 
d€aerc.mn. fTom neuter pBst partldple ot dtserere, to desert. See 
O~Sil'NT:l, ] 

de•ser12 (dl·•llJ-11) n. 1. O!len deserts. Somet~lng that is de­
.seTVed or merited, ~~lly a punishment: They got their just 
deserts: 11Jhen rlwt schtms wcu flrtaUy uncouered. 2. The state or 
fact of dC&Crving reword or punlsbmon~ {Middle Engl ish, from 
Old French destrtt, Crorn tonltnine pa3t participle of desenir, to 
d.,erve. $oe 1)1';611RVE.) 

WOB Hl$101tY: When SbsUipt!are says in Sonne.t 72, ""Unless 
you would deYtse some virtuous lie/To do f'1"N)t'2 for me than mine 
owll dc$Qrt. .. be. IS wnng the word fh1nt in the sense of "'woc-tlti­
ntU~ deservln~ • a word thut. ls perbap-:t most familiar to us in the 
pi uno~ 1n02nlng •oom .. hing thot t. deserved," as in \be pbrasep..t 
d&earts. n.ls word gou OO;e.k to the LeUn word diuruire, "'to de­
vote oneftlf to the Rrvice or ... which in Vulgar l..:::tin came to 
mean .. ,o merit by fC.'f'Vi CC. .. Dta~fr~ is made up of dt-, meaning 
"thorouJl\ly,• and ttrVftt, "to werve.'" Khowing this, we ean dis­
tinguish thb dts~rt trom dtta-t,. .. u. was leland."' and du.en. '"to 
abandon, • both ol ~<bien go back t.o La lin dtumrre, "to !o<Eake, 
Jeeve uninh&hi~d." which UJ made up of cU- , c:oxpn~ising tb.e no­
tion of Wldoi.ug, CJnd the vtrrb kren, •to link together." We can 
tl.l80 di1tin gu\$h 11l th roe dcr.terb from d~.snrt, '' a :swe-et coune at 
the end o·f u meat." whkh 1R from t he :trench word des~rofr, "'to 
clear Lhe ttab le.'' DuJartl'ir la m ad(! up of d~-. e-xpressing the 
notion ot r<lW.1'!13I, :md re,lr {from Latin. serofre), "to sei"Ve,'' 
hence, "to uneca-vc" or ••to d(lar tha table." 

cle•ser1' (dl: z<lrt•) •· ... rt•ed, ·ll9f1•1"11, •• .., •. - tr . 1. To 
leave empty or alonr:r!: abandon. 2. To wltbdraw lromJ especially 
in ::~pitL' of n .rt:Dponaibillty or duty; to~ake: dUI'r:t?d h tn' fri~M in 
a time of ".mui 3. 'l'o abandon (a m UHary post, l or example) jn 
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a pat 
a poy 
lUcan 
a father 
~ p•t 
• be 
I p it 
I pie 
ir pie:r 
Opol 
6 toe 
fi paw 

oi boy 
ou oul 
&:>took 
00 boot 
Q cut 
Or u:rge 
th thin 
th O.i.s 
hw wh.ich 
z.h vision 
a nbout. item 
t regioniili~m 

StleSS mar.b.: ' (p r.i.mury}; 
' (se<:ooda.ry), as in 
dicti-olUU'Y (dlktsha-n~r'l!) 

,. 

,I . 
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det:froylng a ngel 

dessert wine n. .A.- i.J'fl:uully ,;wcel w iDe, such ~~~ Sliutenws, 
served with or .af'W"- O'i!ss:er.t. 

de•sfa•bHi%e (d,e..,ls•t..-11•'1 !T.v. -lind, -llr·ing, ·U•·••· 
1. To upset the ,sta:bilib' 'QT smooth functioning. of: n. policv that 
threatens to des~bilize t·!te eoonomy; n new wMpon -tho' Chrer.t11n.t 
to destablli~ fW.Ctf?a1' deterrence.. :2. To u·nde,nnlne the powc>J; of 
(D government or leader) by ::;ul;tvtmiyt; or U:,nt;tr~4 acU;., -do• 
fita'hi·li·zarrh»t (-ll-23 ,-s.h<m) n . 

de•stain (dE-t5Uinl.) f.r.tt, -~tained, -staln•lng, -stains. Tot~ 
movE' :i'itain from (a specimen) to a1d j rl mitro$COp{e '!ltudy. 

de•sta•lin•i•l:tt•tion (<.W-stJ:I.'fi-ill-z~'::;hiln) n.~ ·the. proce-~ 
ut d tjjet'@diling and eliminating lhft pohllt:ltl polli..'i@S, m""t hods, ant1 
"Persona! i"rnage of Joseph 'Stalin. 

de•ster•l•llze (d~-sUirf0-llzl) <r,u. -lbed, -lb ·1'\fJ, -llx·e•. 
.J.ra .rel,es:se (gotd) lrom en inuutty~ statm: and ret w:n U to \ 1.!ie P3 u 
backing for- cr~it and new cuTr.!:ncy. 

d'e StiJI (da •!ill, sUi!•) n- A sohool of arl on gmultng m tbe 
Nethffi•Junds: i l'l !!U 7 a nd t!haraet.e.ti..2ed by tht: uSf! O( ted.angular 
!hlJptS and pnmRC.Y colors. tDutcll : de1 th~· + tttifl, stylE'.] 

des•tl•na•tlon (d~s•w-n<llslton) " · 1. Th.e place to whiclo one 
is _going a !' t"\i"r"Cr.t~. 2. T'Jw \lll:itnaic pUrpo;.<>e for wMch ~r:ue­
~.btng ! S <:!il!ated (!r-intelldedl 3. Archaic, An tad of appninti'ug o~ 
~1ting Qsfde for a SP!lCi1ic 1mrpos~. 

des•tlne (dhr::t11} tr.t.•. «tined, .. fin•lng, ·tines. 1. To d l!'te.r­
mtnc be!l)tehatut pn..:>Qtdain : a f<JOlish schem.e desfined to fdil1' a 
j iJ.,n d~t-a..:tl. .to becom.e a cla4s-ic. 2.. rru ;tSii\gn Car -n ~if:ic er,d1 

UIW, or purpl')se: mmtey deatin<!U r:o pa:y /Qf their ~hiM'& t:"dl~(:ai.i~m. 
3, To diTect to\vard a given de,stinati'lJJl: a fli.ght dt~tine_U. for 'fu~ 
kyc, ()'fiddle Er.glisll dc~,~pwm, !:rom Old fret~C'h .de~f·i1l~r, frt;tm 
I.illn d.e.tintirf:, to deterrmne. See stc .. itl A(;l{>E'ndix~J 

des•ti•n·y (dth>'t<~-n!}) '11., p.l. Rnios. 1. Th~ lflevitable or n&c-­
eMary f<ltc: to whi-ch. a particular ptl·.son Cit" t-hing '1:5 de:rtined; ®e1'S 

lot, Soo Synouym.t at fate. l . A, ptedete;rn~i.lled <:_ourfli of ev~n~ 
cons.idered .:=s scmf'thtn~ beyond bum.an _power or control :_ "kJa_t­
ri_c.ge <'nd lut.n.gln!J go b.y cle;Jtmy D (Robert B-u_rton). 3. The powr.·r 
cr: .agency thrntgnt to -predetermine events; fate: DP.ttiny bro1tght 
them iQ(lf1.0 te-¥. {Mid.cl.le English d~tfn.q., irom OIQ French de~fi· 
·lktlt{ ftom femiuirl.e past parti ciple of &.~tifJ.i?t1 Ut degt1ne. See DJ{.S­

'IDil'·i 
des•ll•lule ld~'tH®t', -tyoot' } adj. 1. Utterly lacking; de­

..,otd : YrJUt•g t-ecru:it.s dest·itute-uf dtl1f i!';tpa?'ie~lce. 2. Locking re­

.soufces ot the to~ns of !;\lbststet:lce-~ cornplete:ly lmpoverished, Se~ 
SyuC'>nym~ at poo.r. [Middl~ En.gliah, tn.nn YHn .cfJ¥titutu.s, p<uit 
partid.p te of dtftitituere1 to abandon ; de-~ de- + li'tatrterl".; to set;' see 
.&td· i.n Appcndi:K.] -d•f·''(·1Yto1nes:s-n) 

des•li•lu •tion (d~s'tl-l<9.l'shon. -tyool-) " " 1. l'.'xtreme want 
of r-esource-s or t.,_e .means of s ubsist.ene<:t coruplet~ I)Qverty. 2. A 
depri~vatton or lack; a deficiency. 

a·cs•fri · er (d~lh'e:-ar, dl-strir') II. A rchb:ic . A W4)' bO~'lSC-1 
[Middle F.ng!islulem-,r. !rom Anglo-Norman, from Vulg•r L~l(n 
•ctex-!:rdrius-, rigbt-h >md. from L-atin d~xt'tr, right-.] 

de • stroy (dl.-~h·oi ') v. o.stroye d, -stro-y•ing, ...strqys , - tl~ 1, 
To ruin comp1etelyi spoil: The anci.e11t numust:r(pt :; we-n: d .. -
rtroyud by flY~. 2. •ro tear down or b.r"sk up; demoHsb. See..SytJ· 
on,ym!; at nJin. 3 . To do away wlth; put Ufl end to: ~·r,, crowded 
pO'pt!latUnt~ .. J>ouftTty ddt1·ay¥ th(l jJQs;~~flity ol d(le-nf.inq.ss {Of: 

(George Jler~ard S)>.aw), 4. To kill; d<~tr~y a t<>!>ld do9. $. To 
subdue or defeat completely;_ cru&h: The rebe~ forces were de~ 
stroye:d- irJ huttk 6. 'To render U:idc,:,:5 or ineUecti.vc; delitroyed 
the trn-lmony oj rhe pros.ecutian"s chlej witness. - 1ntr. To be 
dc-~tructivc; <:a.\l~e dcosh'uchom: .. Too rrmcl1 money clestrouJ M 
~tw·~ly as too Wtr.t'' (John Simon). [Middle English de-.rtroier.~ 
.:from Old French d.l!struir~ from Vulgar I..l.tin •ilk:ttrflgere, ft'tl.hl 
kitliu <l<tlnure de,. (le- •· • tmere. to pile u~: see ster-1 in Ap. 
pendix.] 

de•stroy-•er (dl·sU·oi'~r) n. 1. O JU: U\ot dest.mys: a destm~-.,-, 
of fa7~l.i.ly unUy; 11 desi.,.oyet of out ~~tni.?'(Hu)u~nt;. 2. A ~an. faSt. 
higbly maneuvetljble '\'~.ra:rshlp nrm.ed with guns. t.orpedoes, ci.e>-Jlh 
ch~t·ges, aud ~"\..lded missiles. 

destroyer escort "' A warab;p. usuan; $>,-.Allor (.h~h a ~~ 
~lmyer, ust!(l i.n ant,is ttbrna.dne t:lCt.iou. 

de•stroy•lng angel (dl-stroillng') n. Any ol several poison­
ow mu.shl.·ooms of th.e genus Amanita. 

da•strtJCI (UT~'tt'lllctl, detst..rOkt') n. T!le int;entitmal, usuuH)' 
tEm:Ote-coo.troHOO (1('!/tfl~Ction of a -~pa<:e velm:le, rocket.. CJc missllc 
-after launching, os for def~d'i:ve perfo-rman~e. or ~aoons-o! Eafe'>~· 
-.doslruc1 o . . -atrud~ed. -struct•ing, --strum. -t-?·. 'J'o.d\:c'Sh'tty 
lnten1iorrnTis {a rocke~ or rni:S3:ile) a:ft.er lB..u.nd1.. -!n:tT. '!'~ sctr.­
l.k.sltud. {Ba:d·formation frorn D~"'l'H.UCTJON.J 

de•struc•ti ·b .. (d!-strlik•t>-bol) adj, B"'okable 9r •a.<i!~ de­
• no,yed; iiestl...,<tii>Je glass,oate. - de •otruc1 ll•bll•l-ry, de· 
t lrucfti•ble·ness n, 

de•struc•tlon (dl·strlik lsh;m) n. l.a. The act of destro)'iug. 
b. 'I·h"- cQndit.ian :oJ' havin_g beP..n destroyed. 2. The: cnu~ ot 
mean:s Q( de:rtroymg: llleapcm$ rhat rouJd -prove tb be the destrru.! .. 
tion of ktmt.111tkmd. tnnddle E'n~:l1'~h. fwm Old French. fJ'Om Lat:i:11 
d~•"=tra, ~e&t!11Ni<>n-. from d~truotu.'- past parUcrpl" o! M­
"Btrue-re., tp destroy. Sc~ DEST.ROY.] 

de•struc•tion•ist (di-stl'llklsha-nlst) "· On• who belio;'llS in 
or advocates d~uction1 espee-iall:Y o!c:dstibg ~ocoJal instih.ll1t>n,, 

de·srruc·tlve (dT-s\r'Oklt!v) arlj. 1. c~usina "'wreaking de­
M..r~•ction~ ntino\1~ : a rle$tructl:ve qr;f;· <Z pQl icy tR11't l~ dest-nlctive ta 
the- et:mliJmy.. 2. O'eslgned tlr k!ndin~ i(,} dispr¢\ie or d~m:rediti 
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rf~~t.ructiv~ critlc:il!'m. - dli .. dtuc' ti,.,e •-ly a.d-v. -de • ur~X 1 five• · ~' 
ne.u, detstruc·liVJi~ty (de'stliU;;:~i:l'~>-'t~tE~) -n. -'-f 

de$tructive disfillofion >~. ,1. p t'OC($$ joy wbJct> Mgan]o .. .,.: ' ' 
sta.nces such as wood , co:tl, and ofl ~.h8Je are Oe~posed hy h~at· - ~~ 
in th~ t!l)Sence- ola.ia- -l)nd distiUed to pt:oduc-e ·w;clul products..,;j.lch -
as roke, charcoal. oilS, and gases·. ' <~ 

de•stnJc•tot'- ~-·striiktt_a_r) n. 1. An in<'incrator tot.· ~fus~. 2. :: 
An e..-q,lo!i.ive, ust:tally remote~conuoll~d deViC"Jf [o.t-efJer.trng a dE'!-.·. ·~"­
stt-ud. -·· 

des• Ue•tude fd~~rwl.-10od'. -tyooll') n,. A state. of di.s\isi! o.:·· ·' 
in~cth'lty. fF'rencll dlat~f.tudt!, 1.rom 'Lutin di.s'ui t:ridO, rrom de.. .~-· 
'$lUi,~trY, p~l p;u1iciplo oi dlsuUst.'ff-re, 1o put ont crt use ·: d'·· de- + .. ; 
s:ufsce.:re, to become accustomed~ !lee s (V().e• in Appendix. f , ::>l 

de·sul·fur·b.e (de .... sl1l-'f<l .. fiz1} t-r.v. -i%-od, -ix · in94 ~b:·-.1, ' '~ 
'l'o eli!nirullc sulfur from (pe1.rol~um, for ~xumple), -de•sUI' ... 1~: 
fur• i•zaf tion (·fa'r··'l-2il'sh-eJJ) 1l. ~ 

des•ul•to•ry (M•'->1-!dr'~. -tar'•. d&!:I-J ddj, 1. Movm~ of ·\ 
jtnJL_})'i)'l.-{l: £Torn one 'hing t () anoth-er, rflsoonnecttd: a Oesultofll ::: 
'IJPeec)l . 2. Om~utr1l\g ilaph~tz.ardJy; -remdotn. Sae Sytu>n,yJDS -at: -!· 
chance. fLatin de.stdtOritJ.o&-, JeH.ping, from dea14;ltilr1 a lcaper4 !ro:n . .:. .... 
d(i.Bi'tire .• d€ndt-, to leap down : tte-~ d£· + sc't[frfJ ·to J\.ltnp; see MI .. ··.~ 
in Appendix:) -des'ul •tolri •ty adtt, -des' "l •totri•n&ss •n. · =·.~ 

det. «bbr. 1. Dot.nch.,.,.,t.. 2. DotaO, ' ;' 
de•lach (cit-tAch•) tr.v. •fcxbed, ~och•lng, ·ta<h•es. 1. 1\) .·i 

:<:t?!)s.ratG or unfasten; di!i~Q.'l.D.ect: detoch IJ check from tlte Check- ·of 
Wok; dettll:}~ burs fmm rm.e':~ coot. 2 . ~' rembve-from asSOCLtt.\an ~ · 
m· u tdon t'-·ith .something: demch a· catf jmm -f. t.s mot.lte~· dcta~/'M,d: ~-:, 
lu:,.stlf j,..011l the. group. 3. To .send {Voop6 or ships. ior ex<tmplc) .) 
~n E1 spEc\al mi.&$ ion. [FMncll.. d.!taclo..i?r, :t'roru Old F!'eneb ~ta; ·-;· 
chier: d~r-. de- - Dtracft1u, to attach; s-ee-An~cH.} -de•tac.h,· .... -:-t 
o•blltl-ty .,. ----•acblo·bi&J!'lf - de·tocb•a·bly odn ' r 

de· tached (dl·t~t:M') udJ. 1. Septtr,ted; ~i.s<:onru:ct.ed~ IJ. cleo-· ·: ~ 
l •¢1wd part; • d•!d<h•d p~tg. 2. Standing apart from othero;; lleJl--_" 
ar.a.te.: a· hou.se Wi~h a detoehed yr,rage. 3. _Marked b}' 3('1. a.bsetl(:e <f 
t•E ~motional jnvolvemeut .and an. abol, tmpers;onal obje:t.iv,it.)' . ... _ 
See Synonyms at cool, jndltferent. -de•taetlle cl-ly (·liichl- .,i 
id-le. -li\oh\1)0} a<b>, -de•tachlod·n- ll, <. 

de•tach•ment (d!-tilcll•moot} "- 1. Th~ "'" n~proc'eSs of di$- ·; 
ccuu'K!c.titlQ. or- debcWng; separation. 2 .. Th" sta.W o.f being 8~..::- ~:· 
rate or detached. 3. l'.ndl!rerenoe to nr. remotertes.~ trom the c61!,-~ ~"' 
ceru.~ oi otherst llloofncss~ P'''<'SeJ'Ved a. chiUy Qeta.ciJ.m~>'t in hiJ·. ·~ 
rlf.~ations- with the famH.y. 4. Ab8t'n~e ;}f pr!judioe or bias; dis- ::-:~ . 
inl~t; -~trQIJO U1 :tr.12;&1tttifl. 'het projesriDtlll~ dettJchmitrtt in th'C:,..~ 
case.. 5. a. The dispatch ot a. milita..ryanit, Su('h a.s. t roops: or .shiP-S\.:;_; 
from a, larger b®y !o.; a tipt!C:)~l cfuty or rp'\il'i8ion,. b . 4bi;Jn del. ~" 
The tmit so di&pa.tched. c. Abbr. det. A permanent -unit, usually' :-.'j 
S-Tnitllm: Uum e platoon. organl'U't.i (m BpeciEll duties. '· · 

de•tall (dl-tW , delt:il') 11. A6br. clef. 1. An individual part or.~;~ 
it~i n plu·tiC>ulst. See Syt.JCnyr,rliJ a t j~f111. 2. 'Pt\rtjcula.;s cron:si:dr' ·~· 
ered individually nnd in re-1-.::tUpn to a whole-: C(1.1ef'lJl attention Ui.-~~--­
detaa~ 3. A minor or an incun&f!qur.r.tital Hem ot "spec\; a mirm-- ;'f 
tfa: ~ki.'J]ped the derails t o get ::o the -wuzin potnt. · ·· 
Owrough tr~a"troeni or acc:ot~nl-; WEn'lt tn~o det(ril obooid hi~ trou~. 
5.a. A di:screte p;rrt or portion of il work, suc,h :.s a ·painting;.' 
bu:ilding1 or tleoor&,,ivc Qbj't!ct, e!olpecWl,y when con$det:"ed in loo-­
lation. b. A ~mse:ntatian of such a part or -portion: a d~:rut of. 
r,. R..cmbJ"01ldt po?-troit mu.st'mti~g ~[irJ tcchr.i,q'v.e of ch.ta·•wctl1'1'J .. · 
6. o. A smaH eluborat.ed elemtmt of a wot·k o:r ru-t, em [t, llJ' J:ie.<;igth 
h, S uoh t:::leme·nts considered t.ogethe-r: the inJTicate d.ecc-;! of tt · 
f tlf!OCQ alfqr·pie(.'~. c-. The- reut.lel'ing of arUsUf: d~tall~ the jbtrt dt~ ~ 
t«H of the: puint~t'"$ bno~.J1\u>orl.:. ? . oo 'l'he-sdcctiou of one o.J; J'ftoiC:1 

l..roop!> '(or u, p$r't'icuJ.ar duty, l~i.tf!.lly a lMigue-duty. b. The-~:­
~onrv:l so u-leetecL e. The duty ti:;;Jg1:1ed: gm·ba-9~ t;ldait, -detait 
(d~-t~liJ tr.A•. ·lo'llttd, -tall•lng, Rtdis. 1, ·ro (.epurt or n ':ili1te 
t:linut.ely o1· :n puticulars, 2. To -name m· -slate C!'xpli~o.1tly: de~ . 
t eited tb.e churge¥ .ugairttt t~ dcjL-•ml~nt, ·a. To provide wi t.tt ar--· 
Usti<" o.c de<"..,r:ative det-ail~ deta.1led. t.he ([UiU urilli colorful appU· 
quC.. 4. To ·select aml dlspar:t:h--ful·a pMt:icula tduty. - Idiom. in. 
detail. Wllh ~ttention to pactl.ctdars; tltarougbl,y ·or m[!tku.Wus.ly~ 
tt.l.pl.aitu!-tl her prr;wosdl in dettUl , [Yl'mcl1 dlfmil1 ~ron Old French 
d~l{til.-& pi.;.ce cut oft, I rom ®taiWr, ll'.l cut~ lLP : tie· . de- T taitler · 
to .L'Ut.; ::;~ TAIL0D.) -de•toillor tt. ..· 

de•talled (dl·-t.!Ud'. d01t.!ld') adj. Cba..-,ctoMzod by abund~td 
u~c nf dt!\~TI r1t' thou:n.J,ghnc!33 o l tn:-al.rr.eut: a detrdled re.pnrt rm tht. 
.ttate oj tJie. ~conom.y~ 

SYNONYMS;. dctmled, cin:·um.,tdn-h-Jt. mtnu.te. pGTncular. The: 
coeutral mea111~1,g !h_ared by 1h£21to ndjNtives !S· ·•ma't"kell by ·otten~·· 
tion to detall": a detailed.. ac~u11t of ·thf'! trip; a r.itcunt:tan ~ 
'nrlfrati''ve.- Yt.n f'XI'JCt aw-l mimdc repf1i'tj a· {r!.ithful and particubJ 
tl!&criptJorl... 

detaJI man n, A repre5enhtliv~ of a bU1nufucLurer of dn.lgs:·o 
medical sHpplles. who calls on docWrs., Pharmacists, at1d othe 
p_tofes$iot~al d i_s:Lribu lors 10 p rot!lotr:o .new Prugs i\hd .$UppJiet>. 

de•tain (di-t~n ') tT.v .. Rlaine cl,. .. taln·lng., •fc-iru:~ 1. To k.e(!I!' 
from proceeding; delay or retard. See S)lnOllyrtls at delay. 2. 1<1 
kwp in custody or temporary ~olliiMtoont: The pollca- d t tained 
x~ral suspect.s /()r CJ1Mt8J.im~it~og. The d1sruptive 8t~dent8' w, 
f~r.1nP.rl. aft.t>.T !Zrhnnl until thP.i-r {lo.tP.'Jfb had h";m ?JfltijJ.Pii. 3.. 
.q-ole:t.t. To -retain ,or \•iif.hholcl. (payment Qr prope.rty, f g.t: e:...~pte}. 
LMidille El:lgllsn ole~&;,.., !I'Oin Old fren rlt dotenir. from Vulg> 
Lntin. ·dttenfre, from Lo.tin Mtin~·e : a!-, de-· + tenlrc, to holdi 
- len· ill 1\l'fpcpdi"',l - de•tain'"'""t n. 
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t·Nmcham, hjting, t!it.tfn(l. cri.rp, dllar-(:.u t;, 
~l'l! ll)'I IUiiYIIIUUS WfJen they Te.f.r::-T to ft\eenne,..~ a n.d 
though~, r.~prcS."S(on, Ol' lntcll(!ct. T~1cish .. •e and 

pt!nt!tf.,at!on to the heftX'l o[ a subject Btld c:lesr, 
!!,Xpression; ('rtf in.ci!#.v~ and ptqua.n.t .sty le of 

wit. Biti1ig and cur.ttTlg :lRPlY w pem~rAtion 
that oiten have :a sarcastic. nr ~udonic qunhty 

wounding Dl1 stinsingt "Bi!lng ret1W1"kS revf.aled Ju~r 
<;Ont·ewtpt'' (U.S. Lawr~nce.). "~'He can ~a.y t.ht dries~ 

things t.n tlt.2 Cftliul est CJ/ to11UJJ (CharJotte Bron.te). 

lll,~'ICz::~.~:!,· conciseness. ~nd J>rlGlcness~ d crisp rezarl; 
:u t gpt:cifie,:; d fs15nctness and shm·pnes~ of. dci­

oj the tease ~B so cleor-cut thuf nCI orm eould 
itt tft.eUt4-?ny . 

~n$f:ig(l.tt; jomiffH., flbeL 'rhE:Soi! veros mean tQ 

»lve"W~10!1 to flCUon. lncitc 1~ applied priruurfly to a.rou•-
!!piti:t to C!.tt; l'helr lea.dttt' tried to i14citafhc dis­

!/1'1Vertmwttt, To instigate is to cO'nC.'C.l\."1! 
entation ot $ p1nn of nct.io.!l, wruaJly ·nn 

: i f.4.$tigatin!J a prisart- rio;. "Commonly, though 
ort to good actlon.s, we- in~t.igat.e tu ft.l."' ts~:muel 
usu~JIY Nfers tq the 'YStemauc fus te.J.mgol {cel ­
Or;:l:.t'beJlion, 1h~t J)Todu~evi6l~rli "-c.tio~: [om~:t.Jt 
~f!U "fn.Httrltel.jan.e TQ' abf?t. 1~ to approve·; en .. 

~pport .acti0'11S~ etspooiaUy th.ose in v iol_:.tion t'f \l/h a1 
I he tf'.em·u.rer, (dried (lnd n~ected by en assb­

•W•copriaJO<d comf'<l'ny fu~d,. So<! also SynoJTYI'!'• ol ·P•<>-

n>·bo~) o(jj. t . II~Yillg .a apeclt.ed il'"­
indin(ibl£' to larintss. z. FRvora­

: incli11.Dbl.e to rtur ttrgirtgR. 
nn·' "''· " ' ' •'"'' 1r. t .. IJ'he· w:-t of ~nclThihC or­
. inclJited; ~ I;M!nd or tiJt : !'hf' i1lclinotion f)j t1rfJ 

!Jugges!ed du.p. 2. a • ..A. cle.viation or the dr:~r~E- M 
from the hori~ont31 or VE-l'lieai; a~ l>.hmt: ttu~ atetp ·incli· 

· o. n:m-f, b •• -'\n !ndin<:U $o.t!a.cc:; a. siope. 3 . A trndency 
ce:rtaln cmtdition Gr character: the alk.attne iRCil'ilC!tWn. fJj' 
1td.feT"~- 4. A cberac:lerl;,tic disposi.tion to do, prefer, or 
ttring rath..e.1.• thll.n nnot1~.; o. p-rope.n .3lty; '~l sha.U -tn<i11Jyc 

.:ro n.atuml ilto1U mer~. t'o ~ ~lking oft!JeP\seh.le&11 

klin) . S ec Synonyms at IOndHI<y. 
11, .. cunec:t, .. clff' •lng.. .. d ines. ~intr. 1. To 

the horizontal or vMtical~ sbn,, 2 . 'To be 'di!l~ 
pret'et't!Dt."e~ optnlt\n, err cmu:~e QC action. 3. 1'o !owe1· 
he.at1 -o1· body, asin.nnodorbC)w. - tr. 1. 1'u<.1:lu.qe_ 

o.r ~lope. ~ To l'nQ.u£1'l1ce ro ha;ve ll certain terulw­
ll!th!nt.' i:ne-JJS" t o distl'"1ut a!! J)Oliti·r.fan.N. a.. 

in a ood or bow; inclin~d her ht:ad in ocq_u:ie$­
(i") klrt1') n. An inclined Surface~ a :;I oPt> or 
English rmclinen., f.rom Old F'nmch t7l~·lifter1 

inelrtuir('! · i:,1-, into. tQwG:rd~ see tN-~ + ~clrnira=1 to 
In A~}Jead:i'x.,( -in•fOiin'•r n.. 

dispos~ P''e.di~pcn(."~ The Nntral me-nn­
~"tu inJh.er~c·e m· lw. inO·uem:ed t.Pw:m::1 

or course of ilction\0: 10~31t'f t,zC{.in~d. to be~ 
unjWtllf ''ia:Jed (fl htr Javor' an acr:.,mpli~/'-­

tho,.,_li=<~•= ~w to «dmfno him,· (Jtn't p1'~disposo2d. to tht: 
alM Synunynts· at slant~ 

2 , 

fer (inl ktq .. n0!1l'j- tqrj ,.,, 1, A1'1 in~trument 
u~ ungk bf the t:at'.th '.:~- m t;gnetir. flcldih ~u;;pect 

lliQ"ne. 2. Art tnstmliV.!Dt for showing me tncli­
.ah<unilt IJf " sbip 1-e111tive •o 1htl h11rirontal. .3, Sl:!o 

ln•clude (ln-kiOO<JI ) ir.v. -clud •ed, -clud•lng, -dud••· 1. To 
lDke in .ali a gart, an .:!lt'mont, or a mqml)~r. 2. To coo~tn as- ~ 
eeeondary Of su.bordic·ate ~leme~11. 3. To ('QI19ld~rwlth or- plli.«Jt: 
iotll 4:1: grou_p. cl~s:s1 or !otal~ thnnkNI lhrt flr)li;t for mcJudi,tg m , 
[Middle Engl ish inclrHi en.t Fwm: Lt.1tln indild-t:rt:, l11 e:ndose : h; .. , 
ln: s£->e- tN~2 • ctaudt!te, to r.losQ'.1 - ln·dudto•bfe_. 'n •dudJ,. 
hble ad,. 

SYI'IONVMS: Hldude-, compri8e, cornprehep.rJ" emb.,.,~~e, mvol..:~~. 
These vet'M m.eao t () take iu. OO' ~x,otahl ars prt.tt of something Wrg_er. 
l»clu.de and C.Otnprjge both t:ake 83 their oQjed-$ thing9 0!' !ler'OOUS 

t hat are consti l.uent.118l'ts, f:nm.p-riSe usually l.n~plies. that -.all b1 lb.; 
CQri'lpontnts ·Bl'e :rtated: The book comprises (thtri. i.S. Lo.o('LSistB of o r 
(; cornpased oil JS Cii(IJJ(ero, ir!Ciude, llKc ~he t'<mamin~ terms,. 
mO(C often. hnplies an inc<lmplete listing: indud ed a refm•crlce to 
the accom.pwti&: in tlU:! 'rt:V'few <J/ th~ c.•oft<:nt.j wUl in<.'L"«dc a·n 
amuutlt ~'¥ postage in tlly p(lyrnent. 11Through thtl pt-Qces!- of 
amendnillnt> irl tt.r'pret-<Jt.t47l li11cl C(J~rt decUiw;. I "have jhullJy ben~ 
ihcluded in 'We~ the people..'H tl:Ja.rb.lra C. Jordan). Corn]H'Chen.d 
and ~mbror::t usuaUy 1·eCer 1.c1 the t.ald:ng in oi Sl.lburdinate dements 
wo perl ol something bL·oader-: Th.:~ $ludy of art oomprehflfl~ both 
aesthetic and intelieecual co~~lderou-ons. No ~le tfreo...y .oow em­
b~ ~nd eiL'J'lain i!V"rfY. fu~et- of I Hl}+ht:n bgJtaulo·r, Im~olvr US\t~lly 
suggl$ts jncluslon as a Logiciil t'onsequer.ct! ur nec:~"iRt'Y c<mdl­
tioo: ti£ •mry llrg¥meni i1~-voh,e8 sume a.s:sumpti.ons"' (Brootte 1' . 
Westcott). 
USAGE NOTfl. SOOJe wri1 1?~ tl,av~ in.sisr~d: th-at itu:lu.de btt used 
only WbM it is followed ny ~ nartial1isl o( tbr. eon trot$ of the 
r~ft:r(>nt of the subjP.c:l. Otl thl$ ac·connt, one may write N~ F.\n!l­
Umd irtt!l~s- Cou.tt.e:-ot;tit~r H-"'d 'Mode I.sl.(u~~ but one' mu~t \t.3¢ 
comprise or ro'ILJJiJJt of when a f~1lJ et'lurueration io; provtdi!!d: New 
fS:ttgli.f{id c.orirprisi!S (not in.clwie.s} Connr:cr.icut, Rhode. r.~!rmd.. Ma:li­
!UHJh11,;tC.f.tX, l 'ernumt-, Ne1£J ffam.")jhire1 a11d Ma1.1f,l!. Thls restT'Idton 
b> too glrong. lw:lmle (lues uut nile ou t the pos.o;:lbi]jty Q]' lJ cvm­
,plctc listing~ Thus thP. s.r:nOOnr.e The biblicgY{tphy .shtmhl ·inclr.t.d« 
f1U 'lftf ja!t-rnai u.r-(.iel~._ yCJI• .hauL> tl~e:d doe.s nol ental] Lh8t 1.he lli"U­
IIogtaph.y must t'\mtui.n something olher t®n jour.nal m1icles.. 
tbougb i1 d~P.:t IE>av~ thM pos.'lii:li1it.y open. '\Vh cn om.· w.anta lo 
rnakf! 1:le<~tJ' ~hsl. the JtsUnj,! is cxhnustiv·c~ however. t.h~ U$(! oJ com~ 
prtse or 'Cott&i.st of -v.rill t\v(rid_ d.n'lbi_gu"il:y. Thus t.bn BentellC:le. 1lP.a 
~l'..sk ford. i1lchtd~ aU of the Navy u-nits- on o.ctWe dut.!l m th.~! 
~Y.gion- allows for the posaibility (ha t .Ma1•ine- Alld Army units m·e 
a:~o 1~t11:in~ pi:!.rt, whcl'e the J>Dme .sentence with CO?fl}-'l'ri-3e would. 
entail thnt th.c task for-e~ l)QiitainOO only Navy .fc>te~. See Usage 
l'lote a.~ oomprise. 

in•clud•ed (tn-kl tlllldld) adj . 1. /Jotxmy, Not. pi'<Ji.&'UitiJJg b<.· 
yo"rlct <1 Scu:rrounding pdrt, .os ~\umr~(lti t.ht~t do n 4it proj10ct b ·om a 
c:--OroUu . .2. Mathenurtil~. Formed by and between tWO lnlersecl­
ing -strll1ght ~mec: .ut+ ·inelvd.ed tmgle, 

in•clu•sion Ott-kl<ili17.btJI~} tL 1. ·rhe act of. includ ing fJr1he: 
slat~ of 4elug included. 2. Som.t!lhi.ng included. 3. Gt:.okJg.~. A 
!«~lid, l iquid , or ga:;;toons fo,~-ei.lro b-od,y -enclosed in a rfrl"eral tW 
rock 4.. Biology. A nonHvi:ng mJJSS, spc;l1 fiS a d.rvplet ~f .fat1 !lt the 
cylop]CJ.!l'm oi n cell. S. 1C.omputt1' ScWmce-. A !ogtcal operation 
tl1a\ assuui.es t he set.."((nd statement oJ a -ptilr is \ru~ i{ Lhe first one 
b trru(;!. [L.atin indlltil1, i-ndilsf6np_.. "from i-ncla&~J$, p·aat part-Jci}Jl~ 
of i'tt..;,h~iler~, to ,~;~n ..:lo~·e, St:..: lN'CMrot.] -fn•clu':s.ion·or'Y 
t-1.hil--•~~t''11) adj . 

incJusion body l l , /):n abnonnal 3tructure 1n a eel\> r\lldC:H.lA IJr 
cytoplasm havltiJl oba:racteliS\i<>Stalnlllg prope1'1ltS and assonal­
ed ~p(:~;Utt ll.y WiUl <."ertam virnl i.nf~ctlon~. such as 1'&b1~.s aud 
smallpOX. 

in•clu•slve (!n-kloors1v) ili'IJ . .Ablrl-. in<l. 1. T-akiug a· g,·eol 
&sJ 6t' e\.'t"!rytiJirlg within Jls -scope; ~tlmlli'Fhensive; "«11 €ndu.sil'e 
:mrvey CJf LU(jrl.d affu!n. 2 . .Including the :spec·itif'd tt;;:J:rcxn;:, m• 
lhnlts· as. well as the Qnro betw~ th!'1t'i: th£. nwnber.: Cffl.(!! ro t;m~ 
ln.~[u.Sivtt. -ln•dutaiva•ly ad iJ. -i.n·du ro~ive•"e·ss n . 

inclusiv-e of prep, 1:.aking into ~onsiderati<m hT: atcount: in .. 
eluding. 

in•co•er•ci•ble (lnJiro·tk's~~bu.l) udf Oltfi(.\1It Ot' iUipoosible 
tO coert*. c1r cont:·o! iorciblyr in('u<.'TCib-f~ rebei fe4ders, 

lncog, ~bbr. ln®g~Utu; i ncognj to, 
ln•cog•i •lant j'fn-koill· "-"'1 ~tdj. Thoughtle."': in~ns!dertlle. 

(Latit1 iJmJgitalf.S~ rnOOgit.a.nt- : in·, noi; ..S'CC'- Itt·- J C!dQiMns, pre-
sent parti¢i.pl!:' of Mgftd.re, 'to U\m~ see cocrrNr.r..j 

ln•cog•ni•ta (Jn'kOg-nC't<>, ln-kOgt nl-1<>) ad~. & •<U. Abbr. 
lnc:og. With.. one:'s. 1dmt.fty diJ;guisQ.d ol' t~rlceAlt:rl. Usccl of a: 
\YCltn9H. - l ncognita n.. A WD.mun or girl wh.m;e idt:m.tily is dis· 
gu.i..sOO or MhCeal~. [lL-Il.An. f_emiltifle of 'incognit O:, incognit.J:J, 
Sf'.e n~OOGNt'I'O.J 

ln•cog•nl•to (ln'l6g-reltii1 !n -l<Og'ni-w' ) ad~. & «dj. Abln·. 
lncog. With oue·~ identity d·is.bru:ised Of" conc.elfled. --in<ogntro 
,~.., pl. -tos. 1. One Y,'h.ose ~en~ity iS disguised or concealed. :z. 
1'he I.'Ull(UUat'l uf baYing a disguised or concealed. id~ntity, [Ital~ 
i~n, f:I.·om Lntln ~n.cQ!JTiitva. unknown : iR·1 not: see IN- 1 + C<t­
gni-ttu~ poasl. pal'ti.cl-p1e of coyn6sCf.T~ i l) Jeam1 reoognize; see COO'­
tlJTJOK.] 

ln•cog•nl •<~;ant fin- kl\g'nH<,tt) adj. Lacking knowle<!go ot 
AWm'PriP.~: nmnv~l'P' in r.l.lgl'litl'l.ni! flj thP. n.P.W votitica! situation~ 

in•co·her •en<e (tn'kO.-hlrtans) •n .. 1. '"rhe co11ditiori or. quaJ­
- ity of h~lng inoo}ua-...nl. 2. Son:te~hing' mcoh~ent 
ln•co•h er•en•c:y ()n1 kO-llir'•m~se) n.J- pt · cf&s. ln<:otlj!r-

l!..~ee. 

:i par.-
8 PB)' 
ar C31'c 
d fttt.hel: 
e P•t 
~ be 
fplt 
1 ple 
t.(l~;~iat 

nphl 
0 toe 
1\P,A~ 

oi boy 
ol,.l onl 
ao taok 
60 b oot 
u tUI 
!\r urge 
th thjn 
th\hlk 
hw whiM. 
z t.i vlslotl 
<J a baut, Jte:m 
6 oojion~lkm 

Str~~ tn~rk:~~~; ' lprima.ry); 
I (<econdary1 a.l lh 
rti~~;UoOIIIQ' (dlk f iihaJ·U~r '~) 
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.. place oi imprisonment. •· This new sense could have alrca.dy been 
developed in Lat in snd not been recorded, but we have to wail 
WI til the 12tl~ centur~ to see it, the sense .. captivity" bcini, added 
in the .same century. Fl'Om Old Frenc:h M well as the Medieval 
Latin word priso, "prison/' derived from Old French, came our 
Middle Engli.$h wort prisoun, first r ecorded in a work written 
befor\! 1121 in tb.e .sell!ie «implisonment." T he sense "'place of im­
prisomnent" i..s r~ol'd~ shortly afterward 'hl a text copied down 
b<forel225 b ut pet'h<p.s actually wlitten in the Old English period 
before th~ Norman Conquest. 

prison camp n. 1. A camp f.or l:trisoner.s of wa..r. 2. A mini­
mum secnrity taelJ11y for the inte.l'nment. of prisoners. In ~his 
SE'nse, aJso called wo"'k Ctlmp. 

pr~s·on•er {prizra--nar , prizl na r) n. 1. A person held incus­
tody, captivity, or a condi.ti.o:n (Jf forcible t'estrnjnt, especially 
while on trial o~ sen.ing a prison sentenc~. 2.. One depch•ed of 
freedom of expression or action: " He was a pri.StJ11i::r of his own 
pe-rsonality-of that given set of t-rait$ that . .. precHspt~.se-d him to 
see the world in n. c,.tain tuay, to make cert·ain movu, ce'l"tain 
choices "' {William H. Hallahan). 

prisoner of war n., pl. prisoner~ of war. A p er.ron taken by 
or surrendering to er.emy forces in wal'lime. 

Prisoner of War 11\edal n. A congr•ssional clecorotioo tea­
turing a bald eagle sarroundcd by bnrbed wil'@ and b ayonet 
points, lh.at is awardOO to any American prisoner of war held cap­
tive by enemy troops after April ~. 1917. 

prls•on•er's base (pr1z,a~na.r7. 1 prJztn:llrz) n. Games. d 
chiJdre•,'s game in wlrich two te.atns try to capture opposing play­
CTS by tagging th em and bringing them to a base. 

prison fevetr n. $9£! typhus. {So caUed becat~c it f~rm9rly 
prevailed 1n prisoru.) 

pr~s·sy (pr'!a' C) adj. ·si•er, -~i·ast. ExceS$ive1y or affectedly 
pr im an d pr<>por. (Perhaps blend of ~~l(M) • and (SI)SSY.] 
- prls:lsi•ly adv. -pris'zi •ness -n. 

prls•tine (pt1sl ten1, prl-sl:lhtl) adj. I. a. Remaining in a pure 
sta1e; u ncorrup ted by civilization. b. RcJnai.ning free frotn dirt or 
decay; dean: pristint moontain sn.ow. :2. Of, relating to, or typ­
knl of the carlie!!t time or ~ndition: primitive ot original. (L~tln 
pri.ttinus. See per 1 i:~ Appendix.j -pris•tine' IY adv. 

Prlt,ch·en (prl<hl lt), Sir V(ictor) 5(awdon). Born 1900. British 
writer of novels,literazy criticism, and moot notabty, short stories. 

prith•ee (pl'fthte, prlth'~) in t€rj. At·cha!c. US{!Id to express a 
poll!<> reqC<est. [Alto,.t ion ol (I) pray thea.) 

priv. abbr. 1. Private. 2. Gt'ammar. Ptivative. 
pri•va•cy (prrtva-~) n. 1.a. The quality m· condit ion ot be-ing 

~eduded from the pr€'3ence or view of oth.enl. b. The stale of 
being ir~e trum unsanctloned intru.ai()n: a pe-rson's right to pri"va· 
cy. 2. The sbte of being conceated; s~reey. 

pr-i·vate (pri'vit) c:dj. Abbr. prtv., pvr. 1. a. secluded from 
the slgh1, presence, or intrusion of othe-rs: a privoJe hideaway. b. 
Designed or inhmded!or one'a excluaive u~ a private room. 2.a. 
Ot or confined to the indiVidual; peTSonal: a privlfte joke; private 
opiuion.t. b. Underhken on an individual basis: priv~;~tt studies; 
private restarcll. (, Of, relating to, or receiving special hospilal 
services and privile~;s : a priMte patient. 3. Not available for 
public use, control, or pat·Ljcipai.Lon: a priwte club; a priT)ate par~ 
ty. 4.a. Bekmging 1n a particula r person or persons) as opposed 
to t.he public or the ~ve~nment: plivat€ p roperty. b. Conducted 
and supported primarily by private i ndividuals QT by a nongov­
ernmental agrmcy or oorporation: a private cQllege; a private $(tn­

atorium. c . OJ, relating to, Ol' de.rived from nongovernment SO\Jr'Cw 

e-s: private ftmding. :5. Not holdlng an official oc puhlic pOSition: 
a. former Pl·esident who is now Cl private citizen. 6. a . No t for 
puhUc knowledge or disclosuN:!; .secrel: priva.te papers; a pt·ivat.e 
contm.ttnication. b. Not appropria t-e (or use or display in public; 
i.ntlw.ate-: private behavior; a p·rivate tragedy. c. Placing a high 
value on pe rsonal privacy; 4 retiring, privote individual. 
- p rivate n. 1. Abbr. PYT, Pvt <J. A noncommissioned rank in 
the U.S. Army or Maine Corps that is b elow private first class. 
b. One who holds thls rank o1· a 15jmilcu· tarlk in a military or 
paramilitary organization. 2 . privates. Private parts. Often used 
with the. -idioms. go private. To take a publicly owned com­
pany into private ownership, as by a level·aged buyout in private. 
Nolin publici secretly o r confidentially. (Middle Engli.sh privet, 
from Latin privatus, not in public life, pnst participle of prfvtire., 
to release, deprive, fr)m pri'vus, single , alone.. See per 1 i11 Appen­
dix.] -prilvole•ty adv. -pri t vate•ncss n. 

private detectlve n. A pr ivately employed detective. Also 
calJed pr.ioot,e ey~. ptioote investigator. 

private enterprise n. 1. Busln.s<; activities unregulated by 
state ownership or control; privatQ).y OW!led busine.o;s. 2. A pri--­
vately ownW buf!ine~s enterpris€, especially one operating under 
a system of free enterprise or laissez-hire capitalism. 

prl·va•teer·· (pli'v.-tirl) n. I. A ship privately owned and 
manned buL authorized by a gov~rnment during wartime to attack 
and captut€ enewny vessels. 2. The t:ommander o1· one of the erew 
of such a .ili.lp. -privateer intr.v . . -tecred, -t~r· ing, -teers. 
To sail as a priva teer. 

privcrte eyfil n. S(e private de tective . 
private first class n., p l. privates Rrst <loss. Abbr. PFC. Pic 

1. A noncommi:!ls:ioned .tank in the U.S. Army that is above pri­
v.:s.te an9 below corpCt'al or in the U.S. Marine Corps that ls above 
privat e: and below Ja:'I.~Q corporel. 2. One \\lho holds this rank. 
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private lnvsstlgoior "· AbbT, Pi See private det<><:tive 
private law 11. The branch of low that deals with the 1~ • ) 

rights and r:-elatioo.ships of privat@ iudivic3uals. gu 
privata member n. Chi-efly lJri.:ish~ A membe' of Pariitu11-e-nt 

who do-es: not hold office in t h.e governm-Qnt or in his or h.~· party. 
Pf"!vate parts pl.n~ The external organs of sex and ~>tcl'elion. 
pnvate school :n. A secondaty or elementary school run a~u 

supJ:Xtrted by p J::hta:tQ indivk.luals or a corporation rather- than b , 
a governme-nt. or public ~gency. :; 

pri •Va•ticn (prt.v.li'shan) n. l.a. Lack of the basic lleeeSSities 
or comforts ot life. b. The condltion cesul ti.ng from such lack 2 
An act, condition, or result o1 d ep:r\va.tion Ol' loss. [Middle 'Ertg~ 
lish pri{lacion, from Old French, from Iratin ])liudtUF, priVdti6~t. 
tram pri~iitW:• past participle of prfud~·e~ to depriv~. See PRJVAn.i 

pri•vot•1Sm (pri'va · Uz'am) n. The sodal position of bein 
noncommittal to or uninvol ved with ~nything other lban On€·~ 
own immediate i nterests and lifestyle. - pri'vtl•tist adj. &: Yi!. 

~pri'vo•fi::;;tfic adj. 
priv•O•tive (privfa-Uv} adj. 1. Causir.g d eprivation, lack, o;­

loss. 2. Abln-. priv. Grammar. Attet-ing the meaning o1 a terrn 
from positive to negattve. -prlvarlve _n. A tlbr. prlv. Gromm.,n. 
A privative prefi x or suiiix, ::JIJth as a-, uon ... un-, Ol' -le-ss. (Middlc­
Engllsh pt·iooUJ, ftl)m Latin pri'vtitivu..t, !rom prla>iih.Ls, pa.ll-t p.nt­
liciple of priv(lre, to deprive. &:e PRIVATE.] - ptivr a•tlve ·ly 
adv. 

pri•vc:Pti;z:e (pr'itv.a·tiZ') (r.v . -tized, ·1i:·lng, .. tf%·es. Us~Wt. 
Prabl,;:m.. To change (an industry or a bL1siness, for example) from 
gc>vernmental or public ownership or L-ontrol &o private enterpri.se· 
"Th.£! strik.e _ . . Uxl.a- called to prot€St thf! . _ goventtnent·~ p!am- t.o 
break u,p and p -rivatize the cl.efk.it-riddetl natio11al railway SfjStent ~ 
(Christian Science Mortitor). See U.suge Note at -he. -prl'vo· 
ti•zo'tion (-t.l~zatsh;m} n. 

priv •el (prlv'lt) n. 1. Any of several duub s oi the- ge-n1.1s L i ­
gu~t:nJrn,. especially L. mei.gare or L. ovali{ofium, h aving opposit<' 
leave.s and clus~ o1 white flowen and widely used lor hedg-es.. 
2. Any ol several similar or related plants. [Origin Unknown.) 

priv•i •lege (prlvla,llj, prlvlllj) " · I . a. A spedol advantage, 
immunity, pennission, tight., or benetil granted to or enjoyed by 
an individual, a <:lass, or a caste. See Synon,vms at right. b. Such 
an advantage. an immunity, or 8 right held as a pret'Og~tilt'e of 
:si.tJ.t us or rank, and exa:cised to the exduslon or detl:iment of oth­
ers. 2. The principle of granting and mallltainlne a s~ial right 
or immunity; a :~vcif!ty based on Privi~9f!. 3. Law. The right to 
privileged communication in a coniiden1JaJ relationship , a:s be­
~wecn client and aU.omey, patient and ph)~ician. or communic~nt 
and priest. 4 . An option 1o buy or sell a sto<:k 1 including put, c&.ll. 
spread, and straddle. -priviiQUO tr.v . ..,eged, -log• in g, ~tog· 
os. 1. To grant a privilege- t(). 2. To free or exem~. {Middle 
English, from. Old French, !rom Latin prrvilegiu.m, a law afiet-ting 
one person : prrvus. single, alone; see per 1 in Appendix ·I· lb:. 
liig-, law; see leg- in Appetidix.J 

priv •l•!eged (prlvro·lljd, prlvllljd) adj. 1. Enjoying a privi­
lege oT h aving privile~c::;: privil-eged st.udents. 2. Confioed to an 
exclusive or chosen group of i ndividuals: privileged information. 
-p;ivileged n. (wed toith a &i.ng. or pt.. 11erb). Those enjoying a 
pri\.ilege or having privileges: tax lo.ws that favo red the pri:vll-eged 
at the exp-en:se of the diso~vunt(lg~d. 

privileged commu11lcatlon n, Law. 1. A confidenliol 
coTnmunl<:otlon that one cannot be 1orced to divulge. 2. A com­
munication that is not subjeet to charges of s1and~r or libt:!l 

p riv ·l· ly (priv'n-1(:) ad~'· In a pl'ivy manner; privately o.: se· 
cretly. 

prrv•l•ty (privi i- U!I 11., pl. -tics. 1. Knowledge of something 
private or sr:.>eret shared between individuals, csp~iR1ly with the 
implication of approva l. or con.sent. 2. Law. cr. A relation be­
tween p~rtie$ that is. h eld to ~ sufficiently close and direct to 
support a le~al claim on b<half of or against another person wiC~ 
whom this reb.tion exists. b. A succes.sh·e or mutue.l jpleresl in 
or relationship to the same property. (Middie EnJl]iBlt prioote, 
sect·ecy, privacy. from Old Fr6nch, fro!IlMedieval Latin pritJitiT$, 
from Latin pTfvus, slngle, alone. S12e per 1 in Appendix.J 

priv•y (pr lv' e) odj. 1. Made • partictpont in ~nowledg< Qf 
so.m@thing priv~te or SQCMt: IOOJ Privy to govm-nmetlt .Mc.rets. 2. 
Belonging or proper to a person, such as the Blit-ish soveroigo, in 
a private rathqr th.~n oUicial capacity. 3. Secr-e1; concealed. 
-privy n.1 pl . • ieir;. 1.o . An outdoor t ollet; an outhowe. b. A 
toilet. 2 . Law. One of the pa1·ti~s having an in«n~st jn th€ sam-e 
mattP.r. [Mirlrlle E-nglish pri~JP., frnm Old .Fren<'h. frnm Latin prf· 
v.t'ittLS, privat@, :from pritacs, sin gil~. alone. s~ p•r I in Appendix.) 

Prlv•y Council (pr!vfe) n. 4bl>r. P.C. I, A council oJ 0>< 
Bl-itish sava~ign that 1.1ntil th.l!! 1 'lth centu .. J' was the supreme leg­
islative body, tlu:~t now consists of ca'o1net ministers ex officio and 
others appointed for lift!, and that has no important fwlction ex.· 
c.ept tht-ough its: Judicial Conunitlee, whl.ch in cert!'lin ca;;;es actA a$ 
a supreme appeJlate court in the C(lmmonweal th. 2. PfivY COU'M'" 
cil. An advisory council to an ex~utive. -prlvy councilor n. 

prix fixe (pt"€' fel;s') n.J pl. prix. fixes (prE:' f~ko'). 1. . A 
comple te meal o.t several courses, sometimes with -chokes perfP:It4 

t~d, off~red by a n::staurant at a fixed price. 2. A !-ixed pnce 
charged ror such a mea l. 3. see table d~te (sense z). (Fleuch 
: prb.:, price + fae, fixed.} 

prize 1 (priz) n. 1. Something offered or won .as .an award i or 
supf!riority Ol' \'ic::tory, as in a eontest or ~ompetition. ~ Syn4 
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add~d rn8t<rl•l•. espeet•Jly \he iMYennon Of tnetolllu h•n.Predp­
i1aUol\ trom solution by rormaH01'l of a C!oo1"dfnc:tilln cOtnpo\l.lld 
,'lith H .tih(upllQt~ 

quos· trum (3l-kwe3f't-rom) 11., pl '!H'Q r-1ro). h. f!ngm"Cnt 
o1 deM i)Olle oeparal:ed lrotn be•t',tlY bon' $~ • M \li 1, of lHiury ot· 
dU;e.asc:_ fL-a tin, d"po.sit, from nc>ut.or ,ot seqt.~sttn'; dEpositary~ 
ttus.(ee, Sc~e l~e'c'w• 1 hl A:ppendiX.] 

Vi'kwtn) n, t. A ~m.lU "Shiny orno.mcntal di:k, often ..,.m on cloth: a •P~ngle. 2. ,, gold coin ol 1bll venetien Rep\1\Jiio. 
In tills senae, alsQ .called ¥ec~.hino. -sequin tr.v. -quined, 
~uin·i·ng, ·QUint". Tt~ affix seqolns to (a g·fuTiuml\, for ..-.xarupJe). 
t"'french, from Old .French, ~ene~ian i:'O~ tro:m It alian: zecchi110, 
Jrom zt Cta1 mii'll, f:rOltt t\1-abJC :Hkkll~. OOln dle,) 

quoi•a (sl_-kwoi'<l) n. l . See redwood (sense 1). 2. Gia.ul 
· [New Lalin S~qtw-H.!-, St!IUlS n~nte1 e&Of::!.r- Sn:quorA.j 

· quoy•Q ot ~·quoy·ah (il-kwolla), Also coiled Cco>·g·e 
Guess. l770?-lS48. Cheroki"!e schol.ar who <ievlllopt!d a sy£(,a:m of 
rrausc.·r{IJih".!. t-M Ch1~roke-e language. 

ubb?·. 1. Serial. '2, Series.. 3.. Sermon .. 
{sirl.a} n . A plll1'a1 of &orum. 
(sa-:raJtt, ~a-) n.. A Jarge ll0l!l1ed mas.o:; t1f lc.:.t." ;n .1. W:acie-r 
by intersecting crevas.i'G.s. tFreuch. oottage cl-u:~, -serac, 
frt'm VUJ.gs:r 'La tth .. seraceum. wh-ey, from Latin S~'ttm..J 

glio (so-rilflyO, -l'~l'-) n., pl, -.gll,os. 1. A \oJ'g< bo;em. 
A -saHan's pfiJace. [[r&Uan serraqlio, e.od.o~ntre, s.eraWio, t~rob­
. partly.irom Vulgofr Latin ~~rracklvm, (!1'1C=losur~ (hom •ttrf-

u,la C:t up, ff'Otn t-a1.tn s:M'Qr~. :rom iera, doQr~ba:r), and prn1.-. 
ty (cClm T~trkis-h sarljy'). palae:e (JI'OU'\ Peroh~.o "(lrilf, jno1 s-ec 
Ci\RA~ANSA~Y].] 

c:~l {sir'al) adj. Oi or l'Cla1jng to a l.) ecological sete a ~et·al 
q setot comnw.nity. 

ahQ~a-ra .. pc (3a--rti' pe0-df,ple) n .. (i. long bLln.kct­
oft~n bl·ightly c:olol"ed aru1 kin~Jed jt;t (-he "nd!(, worn 

MexiCan men. (American Sp!lni~h :sarapt.j 
js~!'-a() "'··:. pt -a•.phJ'm {-3-f_1m) ott - a,pht.. t . A 

bEing how,g ~pairs of Winw;. 2. 7'h•ology. One o! 
oJ'tler o1 angEU~. (B;.u!k-form~tirm ft"(Jm pl . i:I!Yupltim. 

Middle Engll3h '"'·aphin, from Old English, !rem Lli!c Lat in 
lrotn Gr'~· urnphim. from lleb rew sr-~'dpfni. ~1. of &1!­

-se•raphtlc (sa-(il[ll\<), oe•rophll •cal (·i-k>l) adj, 
•e•raphllo-cal• ty adv. 
ra • p)s r3a>·I'iifpis) 71. Mythology. An aocient E_gypu.an god 
fh~ IO\<IC!r world, A.lso \\'Ot$bipeQ i,n an£.-ic:nL Gre~'.f!. DnJ. Ttoh'le. 

(sji,rbl 1i~ A roembttof a ~;oulhern Slnvi~: f'e-Qple thtlt-li t1le 
e t.hnic group o r serbia a 1!il adjEit."Etl~ l't..ogillns. « 'iu,g;op 

{Serhion Srb.] 
•U (sflrr~~a}. A 111lilo!'i~al r"((g!on owd f or'u,er ld .11gdmc of 
Yngos1av in. Setbs 31!ttlerl in. the region in ~he l'it.h t.u the "7th 
und Icrhm~i a.o t~d~pt!.Otlenl J<ingdo,1n i1.t t.ht- t3t.u_ lu tbe 

lm.t then tell under ~r~~.rki,o;.h domimr\.ion, wh.-krll Pnd.~ 
Tlle: nc!W kingUotn ot ~rbia was an_ i!'iportant 

Ule onsel ol World WBrl, llL"OOlpibltedin PW"t. 
as,,a,;sir.o 'lioh ot Atl!hdnh F 1·.;meis. F'e-rthn:tnd hy it S(~t'iJi<H! 

was \R iet· a m:.tiOJ: con~tHu.en.t of the- fjogrlom 
I Croots, and ~to ... ~~~. 'Yh.iclt [Oh'n.ed Lhc nucl~\l!, or 
Yugoslavia. 
(sfir,-b~an} 11-- 1• A ltatfve- or i.nhablt;:mt of Serbia; 

2.. Se-rl>o-Crotdin.o ·as spoken Jn Serb iu -and atlj-m.'f•nt Jt...'>­

of Yugoslav11}, w r'il.tal::!. fu -a Cyr\J!i~ alph2bet. -Serbian ad.J­
rclatmg to Serbill or its people1 langltBge; or cuJtu-=e 

a•tlan (sllrtbO- kr-0.-Mshan) n. 1. Tht Sla\'i'c 
Serb:J uod tbe- Cro:.t.til, 2. A. nu\ive syeakeT ~1 
-S&rbo-C'roatia.n adj. Of a.r 1'¢1atin·g ttr Serno-

OI those wlm speak it . 
(dr) adj_ Withr!red; clry: se:1·e:· ~~oe.tatitln at !h-.2 

d~erL [MlddJe-English~ from 010 Englhfl 6iar.] 
r •. 'The ent.tre-uquence-of e<:o.logic;o.l <:ommunihe,s ~u~ 

occupying an area fi.w the h11Ual stage tu 'the olll:no.x. 
~tm1<8.] 

nade (~l!r'a-nli:dlt s(!rllt-niJd'} n. 1. Mutir-... Acornpli-
f'Erlonnance _g{ven to h.onm· o·~ expres3 lov~ for oontoone. 
.Atlantic U .S. Sec '$hlvor.o, s~~ Regional NQtt!; a l -ahhr­
!d·"-Sk. An 1nsf.t:uroentd oompo.sition written (or a ~mnU 
and hat.:ing characWrislie& o1 tlu~ ~uit.e a1~d tho: sonat.a. 

1;t, ·tu~d·~ ..... nad·Jng, ·nades-. 1\fu.sic, - tt-, To 
le.renade for. -i:nt1. 1'o [)ffiorm a fierenade. (French 

]talian scenat~ frnm sermw~ calm~ cl.e~r. ttre open 
JJertmus. St!e S&RniZ.l -••r'e,muller f~. 

•ty t&&'~n-dtpiiR.tel n. ·r he faculty- Qf making 
by accident. [From the- <:haracters: in the 

••le T/lo T/lret Prino.es of Serendip. I.Vb_O maoe • uch 
from l)~rsian SaraiJdr.t>! Sri Lrullra.t from. An~.bisl Sa­

-s.er' an •dip t i •tous ad j. -ser'en•dip ti•tous;•)y 

We a:rl!. it.<L;t»te<t. \V l,.h~ E.qgl.ish authot Ho.rac.e 
the word ~erendip!ty. rn une ot hb :t,<lO'O ut· 

on. · his-litllrary reputation· primarily nst.s, and 
leue-ol January 28, l1~4. Woloolcoays lhal "!his 

, io a lmost of thai kind which I call SeT<.nd.iplly, 
" Perhaps the word ltsclf came 1c h:lm by 

rorrned Ulewotdon ar. old name torSttl.sh· 
explained· tb.at thU na:ml! wa!! pnrt of the title of 

'"61 -sllly (1:1.1~ IB~ e&U~ "J."he Th:ree Princes C1[ Se.r211.iU:p: a~ their 
highnesses lraVt>lC!d, the-y w~re. a hv-B:YB rn~kiAg d..i5coverieJ, lJy ac­
':ldtmls rend £H.£!fttHy, ot things which they were not tn quest o:f. 
~ o.t tho· rnoe-t rc-m.o.d.~.Q.bl~ l1-.:1t~nc~ oi thl::; aacidcntvl rtG-!J(tCit'M 

(for you must observe thaf_,?Jo dfstovery of a thing you are lookin@ 
fo:r, cQme.s under this $3esctipti(lh) w<l,s n( tTI,Y LoTtl ShEI.h-sbu.ry; (.An­
thony As.~ley CoopeJi, who happeuJng to dilu~ a t Lord Ch.aoteUm· 
O:u~n.dan's-{EdwT•rd Hyde), lmmt.iD:ul the rnard 8g1:' of the Duke 
of York. [later Jam~s ITJ :a:ud Mr~. Hyde- [Arltu.! Hytlf!, Clan.lmlun's 
da~Jg}\tE>:t'], I;Jy the Tt'5p~Cl Wi\h -wbjch fter mo.IJJl!f [F':rnn~~S A,yle,s,. 
bury Eyd~i tnoted he< at "'bl>." 

se•rene (S3·r<!nl) adf. 1. Ur\affcdt<l by di>turbaooe; <lflm and 
UIIi'ltffl~. ·S4;e Sy11onym·s .at «~fm. 2 . U nclouded; fair· x~r(l:nt 
skie.s aml a tm.'gfH blue ~teu.. 3. Ofteu .. Serenv. U~cd as- a title and 
lorm oJ ~ddloess tor c.ttoin members of royalty: Re"t S.t<me fl igh­
nts.s1 Hi.s $ete-ne fiighrr.r-ss. [1\i'i(l.dle Eogli,sh, fro•'n Latil'l ~~r~l)u.s_. 
:serene, dear.] --s••renetly adv. -se•rerw'nfts n... 

Ser·en·get·i Plain (s<!r'•n·gll!lcj. Alt "'"" ol uorthem Tan­
.9:ania botd.e;,·1'ng Q'Q Xe:nya $.nr;l LS.ke Vlet•)ri¥, )' i~ noted lut hs­
extcnsive. wildli.fe preserve-. 

S&•ron•l•ty (sa-,t'~n./l-'t"} "' · The- !:lUltit!' ot• qu11ltly ur being h'e"­
rcne: tranquillity. See Synonyms at equoni·mity. 

serf (snt!) h . 1. A member o1 a ~vHe:, f~udal t!la:s:> o1 _!iMfM! ih 
'F.lu·ope, \wun.d 1o the lnud mtd Owned by n l ord. 2. A penron tu 
!l.elVitudt!'. [Middle. Bnghsh, f'ro:.il O IU 'Ftl!nch, 1'l'Ont Lonl11 serous, 
slave.1 -serl'dom n . 

serge (SOJi) -a-~. A twiLled cloth or won!fod or 'N'Otsted JJ\.tl woot\ 
ol1.en u~ {TH' suil.s. [MJdcHt.J English sarpe:, imm Old Tren~ll. 
frorn Vulgat LatHe · /)·a:r rm_, -from _Latin siriccr. (vcstis), .silkf:!U (Cloth• 
lng), t~minine. o1 oJCriC1(.3', a:ilki:!n, £rom Gn:ek -Si"rikos. or tl:w Se.t~. 
silketl1 [l'V(I) S€?'1!:.1 :i. p-eop1~ -..1f Eastern As ia .• ) 

ser•g e ant (.s:<U+'J<~ont) ., .. Abbr. Sg1. I .a. Any o£ s-ev~ral nmk~ 
of non~~omm1ssitlhed oU'h:~ets in the u .s. Arn\t, Air l;'o.roe, or 'flllil­
ril').e C()l'pS. _b. Ol~e who hol d.s $ny o! lh'-'t~C tank_s. .2:. a. The. r!\nk 
ot r>oH£.'-e of(icer n.ext ~low a eaptain1 ]ieutenant, or iospeCi.""or, b . 
1\ police officer Mldlng t·.ht~ tank. 3. :8<.-'(> sergeant at arms. 
[Middle Eng:Hsh s.e:ryeaun.te_, a eonrmou :sold'ie-t.. trou! Qld F:ret1~ll 
;;~enl-, ft om Mt>diev~l L~tm tutrt'fU/t-6, s e"nnW'rt-, twrvaut. soldier. 
1rom L'tlt.e Latin, pDbli'c oEfic1nt fml:r.t LatiiJ,1, pt~l'lt ptt:rUtip1e o1 
8P.rofrl!_, to serve, Jmrn ·seri,.IUS) .ilove.J -..serrge an•<:_y, s-er/­
geant·-ship' t~. 

sel'g-nt qt anns "'• pl. ,ert~t<rflH a! a""" All. oflioor 
appointed 1o keep ord~r within an OTganiution, SlJ«h ~s .It f~a­
l:lt.ive-1 judi'ci~:~l1 or ~ial body. Also <:ailed ~ergaau:t. 

sergeant first class n., pl. ,...g.an1• ftn;t do ... Alik src 
l . ~ tJ,\)ncQmmii'i:tion-:tl rank lJl th!:' u.s .... 'ttp:J;; that. 1..i &boy'e m lf 
st!l'geant -and. below master sergeant. 2. One .who hold.!~i tlh.s rank. 

serge<mt fish n. 1. 6ee coblco. 2. See snook 1• 
sergeo"t malor n., pl. $.,ge01nts motor or~ ser,9eortt mo .. 

Jors. 1~ t\bbr-, SgL Maj., .$M a. tised "3.!1 .n. title for _a oonaom­
mi~iooed officer Nerving a~ cl'lief' adtruni,.b·aUve .II.SSU!Itanl o! H 
headquarter~ w1U ot the U.S; Army, Alr Force. or M:uine Col'ps, 
b, o,.. who hol~s tli\S Uti•. :J> O.i•fly Briti•h. A hOn,to.ll\lnls­
Sione<j ~!flee~· oE the highe$\ r~nk. 3. A smull dlimselllih (.4.bu­
defdtzjsq;x"atilisJ of w~rrn se:u;f having .a nr.ttened bady -with dat•k 
>~ertlcal str1pes. In thJs. senae, al~ c.ulled caw pilot.~ 

se•ri•al (sir'~:;~J) odj, Abbr..-M~r. 1. Of>.fll'r~niing, ot"a.l'tlstnged 
i'p. a ~ertes. 2.. a. Publi-sh~d 9'1' produced in illsta!J.mentg_, a.s 'll no\·~l 
or television dram~. b • .RP.JatinQ tG such pu.bJi(:a:t'ir.m or !h'tldut.'· 
tkm.. 3. Mm·te; RP.l:;~~t.htg to nr bo~l~f'cl nn ~~ 12.trtnP rmv. 4. ~mn~ 
put?t S c-ienci. Ci1 01 or relating to the s.eq~~ti.a.l tra1;1.~mt$Slpl"t of 
aU tbe bjt.;s of ~ by te o9er one w1re.~ a. '$e-rta.C porti a. ~erial prim·C?:.. 
b. OtOT rel.~ting to the ~Jequen~ial pe:rf<Jrmance <lf mu.lfiple oper. 
.t~o\lon~: :.·erial p:r-ocealllng. -~eriat 11 Abbr. wr. A ht~:rar,v or 
dram~tic work published or prodnce-d in inst.all.mP.nts, -~elt'l• 
al.•ly ~dv. 

se• ri•al•lsm (strl~-a-Jlzl.m1) n. Mu.s·ic. 1:. S.!rl&( t'Omposf .. 
tiona. 2. 'l'h.~.? \heory .m: ('t:lmpoBitton o( aerial.PlU.$iC.. -sei.-J •al • 
~ .. 1),, 

se•ri•al•i%e (strJ~..;)_,Jf21) t,.. . ., -i.z.ed, -iz4ng, •11·81-. To 
wo\~ u.r puhJteh in t;_er\.[11 Conn1 - se'ri·al ·i·za'llon (-~-\i­
zi,sh<m) "11.. 

Serial kilier , , A person WhQ attack's and slays·lrl.Ol'e Uum three 
Vic!itll> one by orw <\Ut!llg a ""la~vely •lM'I P•$iod of li•Gc, AJ~o 
called serial -nntrdercr. -sertal killing u. 

serial number n. A mtmber thaL lE" O.Oe of~ sr..ries ~n:rt is -o!:'('rl 
t4J:' taillttJf.t~IJUQrl~ as of -a tt\tH~bi.he., we<Jpon, Pt" mo~or -vehi cle. 

se•ri•ate (air'iHil', -it) udj. Arranged or oe:cu.rring in a s·er.ie-s 
ot• in row3. -,Mtri•af•'ly adt:... 

se•ri•a•thn {dr'~ .. !i'tfut:. -~tlhn.} ad.v, On~ ilier :mothe-r;. ln ;~. 
serl(~. (Ml.'dlt"Va.l tAttn .~e~""UHim, h11nt Latin s'·1'l~s, ·.llecles. See 
SEBlES.) 

se•ri•-ceous (sidllh't:~s) adj. 1. Sfl.k;y. 2. Bot(l·nu. Coverert 
WiLh ;gof1, .silky hairs. [LU\iH Bb-ice:m, sUlH~!t, 4iltemliQ'l Q.la~. 
SeeSJ;RGI:.] 

ser•i•cin (.~f!-slnJ n. 6 vl:;<:ous_, ge"latim1~ protein that :!6nns 
on th.e-sariace of :raw-silk fibers. [Latin S<i'riCl!$-, Silken; se€ SIRUli 
I I!<.] 

ser•lc•te•ri•um (~~.r'tk-th·f(H»n) n .. pl. -tc•ri•a {6 tir'f-01). 
'1he sil.k.-producing g1cmd <111 giaJl.ds- of ott~-. t!B}?OO~tUy a sillc­
wortn1 L.Ne.w Utrn t~erictiritun:. .from G'reek ~irile<m, !I~~ from 
-t'lP.1Jti.!I" ,..-r i.'~ril~o..;, a.iJk~n. ·fi'IJm. S~re'• w ,Ut!OI!I~ oJ Em!.l 'A~ta-J 

~ p•l 
a p uy 
tr l!ll1'8 

ij father 
!pel 

' b• 
j-pll 
t ·ple 
it' p~CJ;' 

i'i' put.. 

oi b9y 
ou out 
dO toBk: 
PO buol 
fl cot 
lh tn:"gt" 
tb tbin 
l(.L this 
bw which 
T.b \ttsion 

ll t 1U1 ..tl1ilau t, Hem 
n p l)w + r,egj·c::m.ali.sm 

Stre.os m.,ks: t (primlll•y); 
I (.;et"'ntlaty), as in 
dic.tio1111ry (r.fik.Ja:l:i~-h~r'e) 

' ; 
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record of bU3!nt-'i:o-s cQnduoted, at a tneetlng; proceediog.s~ -trona• 
ac' tlon • a l iJ.dj. 

transactional analysis "· Abbr. 1A A "ll'tefl! o[ ps_v.,ltp­
H·.a¢."r'6p:y lbJl1. n i:HU.yzei l'e.l"!M:I·na.! tcll.t.ions},J}?i (\n(l ;n.kr.wtiou~ :h~ 

lerms of corillic.U.ng or aomplement.at'j' ego st&,ti$ thtJ\ ~t'fe:)l)PUd 
to lhE! :rol\!.S or pii1~"1!rtt- child, And .adult. 

t rons • CIC: •t i •vgte tt.rtJ;Qt:·-qk' \a-Vel"!/, tro.pz-T tr.v. - vat ' ed, 
.. vgt•ing, -vat~ 1\1 s t.;mu\ote hi hOt>t <..-elll to Yepllcat-1) t.b(t •gt.­
neti.c C'1lmpommt.s of a YinJs-. Us~l nf g vYal ·protein. - 1tons.I­
GC•tf•va r tfo" 'rl , _ ,ta.,,.ac:,t i .. vCIIIJor 'fl, 

"Trans A•~ai (t.rAns' ;)..llt, t tant/) 1 A nmge of the Pamir "Mrr •. m­
tai:ns in cnste.m. Tacb:h.ikistan and Mtttherh Kirgbh; riSjng to 
H BS.:; m ('2;!,40ii !tir 

trans·al·plne· (Lr~~l'pTn', lr!\m.- ) udj. Rel.t~.tiug to, living 
n.o, ru cornil18 frntn the ~j 1her 9'h:le o( lh.~ Alps l"Spe<:Ially as· viewed 

• from lttJ~ 
Trans•al•pine Gaul (tr~lls-M •ptn• R~lr. triln<-). The port a/ 

ancicnti G;;t.l.ll n cor1JLwf!iL vf the Alps, including modem li'I'3Heft" aJtd 
Betgium. 

trans·am•[•nase (trans.amfa-.nas', -nAt1 • tr·.ltl2---) n. 1\fty Hf 
.a: gTO\JP oi ~has !b.lll ettUI..I}'2e l.'tlll1Sca.l'l1ittliltlt:ln.. 

trgn s•a m•t•no•tiOn (t.rl1ts-arn'~-n&Jsh03n, tlimz-.} n .. t. 
Trorw(er Qf 1.10 .-·mmlJ grol"lp fr<_11n one ~btiro!t~l comp \JtuH.l to rm­
othm-, 2. Tr:w.spo~ition of :m mniJ,o group Within a ch.e.ndCV.l 
compound. 

trctns•Cif·lan•tlc nt'lA•'•tA1mtt!k. trAnti -J od;. 1. shuatcd 
·rm or coming ft-om the ofu(-r slcle of tho Atla.m.1c O~~.an. 2. Spao­
ntng OJ' crobSJug the A.tl~ntlc 0(..'<!Bn. 

trans~ax•le lttA:ns-AIOfoal, tr:;~nz-} n , An qntomo1ivc -oart !hat 
~ombine;s. lh.e »:a.n.sm..is!non ·und ~he dilfere.nti.al 4ncl is· u.,~ QU Yt'­
bJc1es Vol'ilh fuJnt .. \Vha-1 dt'1W> [Tn!LNS(I,.nS.SION} + AXI'.Il.J 

Trans•cau·co•sia· {t.r.'ins'kll-kall:h;), -7.hc-v. tr.Wn:'-), A re-­
.bti9n of Oonogia, AmJoEffih11 aud At~rhliijan bet~.n thE: ,t:;aucas•..u; 
Mottnfait'ls and the borders of Tm-key and iran . .-fran51ccu• 
ta,slan udj, .& n... 

trons•ce.lv•e.r ttrltl-&~tval') '' L. A lt·~:o1.!:l:rnitt~r and r~eE'.iver 
bO\t;;e{i tog<"ther in a !.Ingle unit and hav-:ing s01ne ctreults in com­
mon.. o.ft.e.n for porta,ble or mQUile use.. [1'UANS(M117 ER) t' 
(nE)CEM<R.j 

tran•scend (lri;o-#.n<ll) " · •st.efl.d •<>d, • ..,Jtd. ing, -•a'"ds. 
-f.l', I. ro paSS beyol\d lhe- JittJits t"'l[: . ~?11-CiliOilt Chat &fu.ns~d 
1t~rstarldi1t(J. 2 .. To 0~? g~ler th~u1, as in inl,ensity ot· power; 
stu-pa,~; lo4lt tll(l.t: lffl'I.'ICtmd.:s fn]IJ.i~ati.clrt.. See Synonyms at. excel. 
3. 1'o exist above and independ(!••Jt of {matP.ri~l £!.1t~ce or tl:l~ 
univc-1~.) : '""'ne n.ev~r ca;c tee' tl,e tJr:ing ht ·it~el.J: beoowe.the m~-nd 
fJ.oe:J ~.ot t.rtmscen(i phenoJH~na~• tl!llair.e Belloc) - trr.tr. To be 
!rnns:ccnde-nt; exceL tMiddh:: Et!glish ftli.Ji<~ct:'l~erJ., fro rp. Old 
French 1"hW~<:e(u1re, from l :a tto. l'Mn.1ce'(,de_r("! : triZU.;h trn.nl!i· + 
s<:and£.-r:Z, \:6 C!ti~bi ~~ s~~nd.- m Appc:~ndix.J 

tran · scen·dent (tran-:!i!n•dont,J adj. 1. Sur~"''-"ng othe~s; 
~rt..oemlnt:·ut or tlUpre:me. 2 . Lying beyond me <u-di~~:ry Tang~ of 
~~ption: «frJ:i'IJ ~o ~chit--tJc a t"m·n~cem:lent JlgmJicance in suffer· 
ing -and squalor" (N.'l.tloMl R·eviev.•). 3. Phdosophy. o . Tran­
scending' t he Aristotelian. cate-gori·es·. b . fn Knnt's ~heo.cy o£ 
lu:3mvl~gc, bcjng be,Y~:tn.d lh~ l imits of experfe.oce aud he:.•nct! till ­
Knowable. 4. :Being above and indepl2llden.t o f the tn.Eii.;aia.l um­
V~{I. UsOO of the Dtity. -tta.t\ .. $<en'dence, tt a h•s:cenldcn• 
cy 9iJ -lran·sce ,-,'dent·t)' ai]:v. 

tron •sc-en•den•tal (tr~n's<!n·.d<nJtl) adj. 1. Philosophy, a. 
C«mcerr ... ed 'Yilh the =. priori or lnt.ulti\1<!' lJR)O{S Of knoWl~dge a..~ 
ind~nden.L of e~erifO!h{'E!_ b. A.ssftrttog .._ f\mdomQntat irration:.... 
~Jit",Y Ol' ~Upe.rlk'1lural clt•ment i'n t!XperienC:Ci .2. SU:w.assfOg -a]J 
Q(her:J.:.~pL~riur. 3. Beyond L'OJmtH)fl thuushl ,_,r experience: rnys· 
tical o:r SUpL'>Ifnatura,L "~· .Mcztlu;matles. a. NDL c~paiJie .ot: being 
d.t>!ermiu~:d by ~ny cornbin~bon ol u hnite nt.u:nber ,)f ~quation:'l 
w1th r.atitm al intc.o~'l"al .._ueffieiBills-. b. Ndt ~lc:pres;,ible as an 1n~ 
tl!g~ or Et:; the root or qnotient of. in(egers, Used of number.Y, es­
per:t~Tiy .rumrepeating ~ufinilt d(_'Citn:J.1~. -tf'an~'.scen·~n'letl• 

. l y'!ldD. 

~ tron•sten ·clen •tal•l$m H<iin'-s<n-denttl·t•'outl " 1. A 
., ph.ilosoph.y a~ated with Kant, holding th.1.t Ol'le mU$t tt'ftns.ccnil 

empiricism or wb-a.t l:S. exptricnce-J ln m:dcr 1 D fl:o!O~r.tMn the lt pri-
011 prtnrlples Of .all knowledt"'- 2. A llt.racy and philosophical 
rnovenwnt1 a~9t::iatcd with .Rh.lph WaLdo Enl.;el·~.oh and Margsre~ 
P"ull.e.r, a~strtl~ tlu.': existen<.:e cJ[ a.n. i<leR! spiritual realit.y fuat 
it&ru>cend:'l th4!. f.!hl~i.ncr~l o.nd .o;c,i~ntific and i:J. kJlOWabk through 
:mttJi1io:n. a. 1'he Q.Qal..ity or ;~tate of being lrt:.nscent1.ent~L 
- .tron'scen •donl tol•ls:t 1t.. 

transcendental meditatio n "· Abb1 T.M, A t•clmi~·•• ~~ 
tnedit1:1Hon tlttlved [mm Rindu lNl.dJtton~ thnt p-mn:tofl!S d~~P rt!­
l£n:atioh through the use ot ~- mann-a. 

'trans•con•ti•nen•tal ("lln• 'kon-\a-non rtn «dJ. Spanning 
or C1~ng a conti:ueot. 

rtan•scrjbe (trtl:n-3krlb') t'T .. i' . ·.scribed, ~sc:rib •ing, -scribe~. 
1, To Jn.'j"k:e a ftdl wrttt.:en ~r typ ewr-iUetL (!Opy of (dictated. rrtaU:!· 
rial, fpr- exan1ple-). 2. Com..ptdl!f Bci~nce. Th t.Lons.fer {infonm.l~ 
tiou) from ( IJ"II'1 ,-~cording :.u v:l s toring sys letn to another. 3. i"+:fu-;2fc, 
To ad~pt or ar rar..t.ge I<~ rompo!ilior}) for a vaiN~ or- ar. in:st:rl,1m~;<.rt 
olber than the originaL 4. Tc1 t·ero.rd. u~ual~v nn t.npe1 1tlr hrmld .• 
ca~t a.t ~ }ater d~t~e. S, Lit,gld3flcs. TQ represent (~ell sourJ.d.s} 
fly pt\011el-lc symbOl'S. 6, 'L'o tr~nslate ornanstn (ll'afl!'. 7. uwtogy, 
'l'o cauw <DNA or R~A) tQ Ut1d~rgo lr-e~•s-c:r::i.pl.i.on. !L~tln. t:rli~· 
~·c:niJ&e tra,....s~, trar.&· ,.. kC.rfbel'e-. tQ wfite: ~'>t1: tkribh~ in Ap­
{l~dfx.J -tron •scrib'o•bl• a4i· -tran•strlbt or -ru 
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tron •scrlpt ltrfin•skr1ptl) "· 1. Somoblhg 
ciaUy Q. wr-itll"n, ~pcwri\lt:!P, Q ( pr in lea :upy: t.Jte 
r:onrt t.eNtimonw an a.cademic tnrnscript, 2. Qwtagy 
c.£ nNA pr.od~e~ by V"'Oooo.l'riptiQn, {};liLhi.Jc Et"'gli~h, 
evfl ) r~tl.h trlinSffl]Jt!em, from Latin, nft!Jtet past 
trn.n~errbe,·l_).;, t.p t rausct-ibe. &!~ TI!I\NSC~mt.] 

tron·scrip•fose {t rlin-skrlp'tll$, -t.lz) n . 1. 
that cA.Wy~s thg formation_ or RNA fwn1 a '-'" '"' ,-,..,,"to'•~· 
pHK.'e$.S c•f transcrJpCiot., 2_. 'R.eVets.e -ttansc,ripUw,.. 

tran•scrlp•tlon (trlin-skrtplsbon) n. 1. The aot 
trunscrihlng. '2. Somt1h'ing 1haChlis been 
o. Mt1sf'c, An acb.ptatlon of a composition.. b. A 
lclcvlst.on prograPl· c. Lirtgtustics. A t'e?<e&·•otancm 
sounds in phonetic symbols. 3~ BiCJiogy. The 
mCSS~!ttger RNA_ is synth~sized .h·om .a DNA 
t he transfer of genotic information from lh~Z 
tt!esber,ger ~NA, -no"•scripr,Jon•oi iUij, -Ira" 
al •ly adv, -tra n •Ja'lpttion•ist n. 

frons ·<ul·fU • ra • tlon ClrRns•Mt-cha·<•• 
ctuwge lnr;lnced by introduction af elemen~ uf a 

trons•cor·rent {trons-kOrl•nt, -kilcl·) ad.! . 
nmni~g transversely. 

trons.•cu•to•ne•OUS (t r;lu;]'kycffi ... Hl l 1.~) a(lj. 
m~ . 

f rans•der•mat (~r§n::; .. Oin·lm31, h 'l.nz;-) n~ 
of tbe s.kil<.: tromdermnl tnoculntfo1t; t:J'cmit1efrtz.41 

transdermol potch "· J.. onedjca~ "d'""Jvc 
plac£!d on t.ht> skin to rJ~ivt'.r a tlrn~-rel~ dme 
t.hro11g'h the sk.i.n ir\to !-he hloorlsh ea.m. Allo L-<~1lcd 

t rans•duce (tdns .. doOst , -dya>s'J tr~; tr.u. 
ing, ·du~··•· l , To ~onveJ•I (en-elgy) l:rei!n on~ form 
2. '1'-o transf~r (gQ-niltiC m~tmi.ai. or claat:a.cleri:~tic~j frf:lm 
tcrJal, r:<:l11U iHlOtber. U~ nf a b8t'lerJoph1;;ge or 
forn~tion from TRA.\iSbUcen.-1 

trans•d uc·er W'ilns-Mo'""r. -d..)odil'-· tl'anz-) "· A 
or ·device, such as. a p iezO<"Jectr.ic c:rystttl, 1nic.rophoi"1f!. 
J{:<~t.li.c <:.eU1 tlw~ 1:cmverts i.npul, energy of one f..orm 
energy of another. (Fro;n Latfn tt'lJ·nsdf2ccre, lo 
1-lllj}S- + drlcere, fO le.ad~ ~fte deuk .. fn .App:endix.J 

t rans•duc•tant (trl\ns-diik•tomt, trl!.Ju·} n J, 
il~W which .gtdttt!11c D1nteria\ )Hl li been lr.nHrluced~ 

h'ons•duc•tlon (tr~ns-d~k'.>l'"n, trllnz<) n. 
fer of ge-n~t.i.c :ltutf:H.a l or ehat11ct£!J~stics £rum or;rt 
ru1othcr by iJ. bRt . .'teriopbage or plas.mid. I From 
"past p~u'tic:Jp1e Of trd't·X~!lC~,.~~ t O l t"B.ns..'f!r· &c: 
- lrons'· c!U<f!lon·al•di. 

tran·sed (t.••An-3&tl) tr.v. · ••tt•a d, .. Mc.t·ln~. 
vide 1:1}' cuttins trwlSYoers€lyl t.1.·~s- -t -->SJ!;t1.'.1 
tion" 

tran•SI;Ipf (h:~t•l..sept') n, A,.cluteclure. 1 .. The 
of;) (";I'U~lforw, church, ctci>SIS"i:r;g1he nave at~·igtrl · 
of ~he two latC>t·al Bt171fi of such a parl. [r'ew 
Latin fTd!llr. ... tl'a ns-. -+· 1..atin sao...>pt-umr 

tran•se•unt ttr~n'sl;•ont) aiJj. l'h!loso~hy. 
Ject.J ou.ts ide the mind. [LatiJ1 t rcim-lim1 t~'""tin.:s;:'Unt·l 
liClple o.t traristre. ~o go ov~, Stoe TJt.•,:NSIEm'.j 

transf. «bbr. I. 'l'r=fer. 2. •rn }!lSl:emd. 
trans •fe«:•tion (trans-ft>k t .sh<ml ft.. Jn.lt ction of~ 

r'..flu.l vtq-J. n aii1C>ic- acid, .i'~ult,if)g iu su~ue:n1: 
virus In 1 h~t t'"€11, f11tANS- ...... (tN)V.ECMQ~-: -trmu ··foot• .. 

traos•fer th'an.s--fllt' ' . tr.1l"L:t'far) v . .. ferred, 
-:r. 1. 'l!o <COnvl2y Qr o-a.us~ to p~s~ lrotn -one. 
thlug .x; aavtlt~!)·. 2. f.Alw. To _make over the 
tiLle n~; eo.nvey, 3 . To convey (a design. for 
surface .to another, as b,y 1rnpresslon. -in..,._ 1. Tq. 
Irorn ruu!](IC:~tion or· fob 1o r:molht>r. 2. i d 
educ~tional !OStit.ution or course o1 study and eotoll 
3. 1'Q eh~ng-c {Nll"l -one 'pUbl1c cc.nweyanc:e to: anp!ber: 
t (J !:tnothel' bu~. - •rQr\sfer {tr.S.nsJ Ulr.l n-. Ab&1•. 
tfr. 1. Also rtans-•fe r•al (ll'"iru·IOrlal). The 
Yl:'loval o[ sofu~t.hing !'rom LITle p l .Ul:"+ p~t'SM, or 
2. One who transfen or .is t.mnsf~1Ted, as to 
delllgJl conveyi!d by oont.ac\ Ji'om one sntfE 
ti41Uf, c;ntitli11g a pas!>(ong~r to l!.hUnge 1-rotn ooo. 
t n nnol.hel" -~s :pa,·l of. on~ lrip. b. A pif,.ce 
made-. 5. Also ttantfttrol L11w. A ~om,ey~nce 
from l)ll¢ pt-:.r.sou to ~-nothcr. {Mj\\dJ.c E.ngH.sh 
OJd Vtench crn,r.sfer!1.r1 rmm Lahn tranJ;jeTre 
fl!rtc, to t...arry; .s~bhe.r- 1 in Appe.nd ix.l 
11- ~rrana·ferru·~~, t ran5·ferrn:. •ble adj. 

tttlns•fer•a l (trana:-fitrt;.l.) n. 1. V:.~riJ.nt o! 
1), 2. Law. Valiant of transfw (.:;.ense 5), 

trans•fer•ase (tt·anslf:::r-r~.s'. rdi'l n l\Jiy of 
zymes. that CAtal.yze :.h~' transf-er [)f a chenUcal group, 
pho.s:t-•l~Gt-e IJr an ~mine, from one- rnulecull!" to rwotbqf, 

trans•fer•ee {t,raru'fa-re') ·rr~ 1. Ln:u.J. Gne t 
veyance of title or property is U\r.tde. 2. 6:ne 

tt'ans·fer·ence {trho5-<.ftlr-'""ng, t r lihs' 
or proces:o of t1·an.sf!:!rring. b. "fh(! ft:.ct. o.f D~iug 
psychQnnd.vsts, the process by wh1ch emohorts and 
n(ilJ~ as~oda..t£-d ·with pn£' person, s uc-h n~ a p .'>nmt Ol" 

unoonscio~ly ~bi1.tf.d to .a.not.h~'t perscm, esp~i-ally tiJ 
-t~·un.sJ te_. ·en' tiQI (t-rAns' f;:J -1 en r r;h;l1) IJQj . 
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frl!"dle luid 
P111l~cl nullrom 

\11\detne:ath '3 <-·.anopu:!d bed 

; .~· ' 
. •'· 

Sofoumtir Trulh 
Phnln~t~phOO c. 187f t 

' ·I 

trumpe1et swan 11. A large whih! sWDu (f5Jlor btwci?wror-j oi 
wt!~lr:>t'n North. (\.m.erica. bMrina a l01,.1d bog1clilti! co.U. .. 

trumpet honeysu~kls n. /\ vine (Lmlft:J!m ~-erAp~trl.1irem) of 
~h~ t!&:&lern United St<r;es, 'llJ.Viug tubulOLr _~·edtlis)). nowliUi­

ft'Q.Jmpot vin-e n.. S.ro-trumpet c;r-eeper. 
trun•,ate (trl1nl:l'kA~'} (.,.,_ -cot·e~ .. c.cJt\ing, -catfts. 1. TO 

1;hotlen by or "$if b.)' c-.utting ofi. 'Sec Syr.onyn'l!'i al thOftcn. 2. 
To sbort.en {a Jl'tl.mbet·) fJy t.iTdppi.:ng one -trr nwre .dtgits aJter th~ 
decimal pl)iut. 3. 'To ttq)h'i.coc (the ~t C!l a cryst.!;!() with a plan~ 
i~ce. -truncate 4/li. 1. Appoe<>dng to tet;roinetc abruP,tJy, as a 
kaf.of ~tulip tree-or a ('oiled ga:o~t"ropod shell thatl8t",k$ Q .spite.. 2 . 
Tn.Ulcated. (LaHn l74!l.Ctl-·~. tnmtat~, fi'OJ.n trtmcus, trunk". Ste 
Yor~·1 in App-endix.) -trun'cotetly ad.t>. -tr~n·cu,flon :n, 

lnm•ca ·ted (\TDug' <ll't!d) adj. 1. Bavt11g th• apex et•t qlf 
and i"epla.t:ed by a plnn!, ~Pc:<:~aU:y one pru:allel to the base, V.sP.d 
ol a cone Qt' PYl1l.f.Oid+ 2.a. Lac:lci:ng ol:Je o:l" m.ot~.sjUable~.~, es.pe~ 
ci~lly in t.lle fina l fpr::t; ca.l.electic. b. Ler-ki.)\.S an initial or fin~l 
"iyllible. USt"~d o.i n llDJE ol verse-. 3 . T\1ID.Cate. 

ttun• c!:loon- ttto11td~1'1) n, 1. A shp_ri shtk f:ar.eif!d IJy pol it':~; 
a b'illy club. '2. t\ ~taU cat'rled tos a symbol o£ ofiiceor nu1hl')r1~Y: 
a bi•'IJon~ 3. OL~olotR", o , A hu:avy dubj ~ c•~ol. h. A lhjc;k 
cutt ing fr Q.m -a ~tl-ant, a:; for ,gr::tfti.ng. fMirldlc E-nglish tJ·~h.o~I. 
pi~c b1-ulren oil, club, !rom Old N'ortb. French, fm;:n Vufgar I..a\ln 
• tr.ntciO, truncl0'1h from Latin truncu..s~ trunk. See IRll~i\.) 
-trvn'ch~011 v. 

t run· dle (trUnldl) 1t. l. A 5,tn41t wh~l m··l-o,fet·. 2. ~t1~:rnntiou 
or I")D~ of rolling. 3, A.. tl'und1e bed. 4. A lm • .., ... whecled C!ar~ a 
dDUy ~trundle v~ -died ... ~dling, ~dies. - h'. 1. To _push or 
p ropel on whetd{; .or· ruU~.l's: ~'1 doubr, if Em~N>O'I"} ~ouhi lrurtd!e- a 
wheel~nrow th·rtnwh tt;e. $~1""eb1' {B.enry Dn-vi(~ Thoreau). 2·. To 
spill; .t.wi1•L - iT"ftr. 7o mG-ve along by or a.'O,; H'by rOUir\g ot spffi.... 
Jli:Hg. lVa:ria~d of dialPct::l t-rendle-. Wht'el, from Middle ~l'lgh~h, 
U'Oln Old English f'J'f.mdel, cil'Cle.J -•umldlary~. 

trundle bed n. A lt:w bed on castor' t hat can bo rolled W!fl•.r 
anothei.· bed to~ storage. 

trunk \.tr.Un_gk:J .,._ 1. o . The m~in woody &:.Xi!. of -~ Lt'ee. b . A:t­
chitectur~. The shaffl d a column. 2. a, l'b-e- lJod,y oi Q hum :.ln. 
being or s.n anlmal ~dodiug thl:! }lt:~ <11\d limbs. b. The thonu.: 
oJ an Uu:ed. 3. A pl'd:IW.cis, e:.pcelally LM long prdumsiJc.· p~·.o·· 
boscls ol -an elep.lJtuaL. 4. o . A_ r:nain \J"Od.v. upart fmm ~ributarit>s 
<n' ;;ppendages. b. Tbe maio s tem o[ 01 b1ood veasftJ tli' 11Ct' ve apart. 
fn:nn the b nmchet., 5. A truok..li.Jrn. 6 . /) clime or condt~t. 1. 
.Nautical. g, A ~aft (;e:,nnJ:iC1:iog l\1.,"0 m· rnore dr.r.k&. b. The hous­
ifl&- for th£ eenterboarri of a vess.t~l. It NauticaL o . Any of c~ 
t.t\ln ~t.rUc~UJ'e!'J P:tv jclt-:ng abov:e pa[t or a ntOI!ih deck~. 3& b. A 
covenng 0\112:1" the hatcte-.s of a ship. c. An expansion e,hambe-r on 
a tanker~ d. A <"~bin on a small boal. 9 , a . A oov~~re~ CO!l'.part­
r:nent tot· luggage and sto~;:sgE1 gen-erally ill ~b.e rear of an aU.tC>-­
nwblle. b. A brg-G pai:k)r.g c.a~. o.r box d1~t cl~tpS: £h.ut1 ·us<'d n$ 

lu;~Uta-'l,e or for Htm·a.Q:e. lO. trunks. Short$ Worn f<>t S\~ro.mm~ or 
oth~P aUaLrtics, {Miqd.:.e. Eagl.ish t f'1.1.-.··llce-, b 't"J]l Old FL·Ench tro'llC~ 
fr<>D"l Lattn tiltne·us-. See tera- 'l: in .A,.ppe:uPbc.J 

tronk· fish (lrilog!tlf'sh•J " ·• p L t<unkfish or -R•h•us. 1\uy 
oi Vat·ioilli rolorlu1 ltQ;:tir.al mul..ne .hsh~ oi the far.o.i.l,y 0£lw,C"i­
:i.dae, havi':ng o body encl osed' ih bohf c.r·rnorlike plhtes wilh. only 
the. mouth, E-yes, nus, <~nd vent expo~ed. Also ·cuollcti boxruh. 

frullk ho5e p!,1t~ Sh.()rlJ baUoani.ng t.-eed1~. e.tttr4di-ng irom, 
the wafst t o mJdlhigll, wore by mrm in Europe. in the. 16th a.nd 
1 "7th centttrif:,, [Pe-t~ap.s fl"flrn otx5olcto: l n.mk, Lo r" .. Ul of{, ..from 
lhtill h-u,~corc. Se~ 'l'nUNCt\T&.] 

trunk line n.. 1, A dlrW!L line. betwet'n. 'wo t.e.l.cphonc swit~b­
bp.nrds. 2. 'Ih~ tm,i n 4ne of,;:, commun'icalLOn!; or triU.!h}liJfhJ.t\tm. 
::;y ... aem. 

trunk s how '11. A trawling collt~;;:lian of designer (!lot.h~n.g ~ 
j~wt::Jry, displayed in various· st01:~. · 

t n.Jn •nel (h:tm'Ql) n,. Va...viu:ut. cf. tfm:maU. 
trtun•nDon (tfl1n'y~n} n. A pin ur gud~eoti, espeaially e11ht:!' of 

Ntc :nnaU cyUndl".ical pt·o}:ect.ions on OJ; cann~h ronntu_g ntt t'~\tl on 
W~Ch it Q\VOlS'. f.F'ren::"!J. l;o_firJ(}f"i, $tUmp,J 

tru s.s (teas) n , 1. Mfdicine. A sappo1W:v~ cl.tvict>1 usu..tJLy con_... 
$1st~ng of ~ pad •villi a be11, .. vorn to [1l"event. eolatgernent o{ (l. 

hern i& or Ute r-eturn of "it r-edu~l h~:rnia , 2.o. A rigi d ltco~.~ewoik, 
as of V1o~"1~n Mams or metul br.r.i, d es:;gned f.Cl suppm:t .a struc-
1;-Q-n:. ~'1.1Ch as a roof, lt. Arcltlu~c~tu>e- .A bra.:kE:t. 3, Something 
ga~heJ-.=d int.o a bund!t; 3 p;l~k. 4~ Na.nfical An 'ic()tl fitti1,_g by 
which a lowet ya'rd. is ;ecured t o ~ mas1. S. na,,m.y A comp.;td 
cluster- of f lowers at tre -end of a stalk. -lrO.S!; ~r.t-1. trussed, 
truss~ing~ rru.ss·e~. 1. rro ~,., ·up or \;ind tightly. 2. Tv bihd ar 
""3k~wer the w ings ('l' l_,gg ot (a fowl} b~~eN <.'<'JO-ki:n.g. !!. 'I'o stlpporl 
or b;r-nee with a tnts:s,. {Middle English trtiS$C, b1mtiteo £:-tom Ole: 
l!~reneh trm.:..~se, from tffl~, ID:·:n~·Mr. ttl truss. fJOssib~y fr('lm VIJl­
ga.r- Latin ,.,tm'S<JY~; ir~n •-tm--.n:s .. varian1 of Lot tin tot'f11S1 p.as:t.l>~r:-· 
Ucl:pJe vt t.m·qut!'e, La twist. See tt"rk.,..~ -jn A p!)em:Ux.] 

truss bridge n. ,\ b-ridg~ :.npported by tt·u.3~es, 
trust (ttii:st) n . I . Firr1 ril.i.9nr.c on lbE:: inl<'grity, .abiltiy, O[ d wr-

3t'-~er ~;~(~person or thing. 2. CUstody; care. 3 . Sotil'!tl!i!lgccm­
mitted into ~earo o1 <l)}.Other; cluu<gt-. 4.o. The ~:ondi t.ion a.M. 
re:~ 1.11ting obltg~tion uf.havlng conlidence plr~ced iu m1-e: uiotated a 
pabli£ tnLSt.. b . One i.11 wblch con.fi.dent>e- is-p lac;d. S. tteHance 
on sot_netll'u~ rn '!he future; hape. 6. Relian<-e on the inLenli9n 
and l:lbili"y o..r a llurcha~r to _p;;;y ln tb:- fnLur~; t.:cedit '1. Abbr. tr. 
l.D.w, a. A legal title to "SJri"lpct·l)• hcld by.one·pany i o1· the benefit 
of ano~r. b. The <oofidenee repOsed l• & lhJ.<lee whel\ giving 
lll~ tmstee 1~1 title :.u pl'Opet'iy to ~r.tw.in'id~r !or an-othc.r. to-
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~ether with the- tt1Jsrees obli_g~tlOO l'>egal'tfih@ lhat rjro~ , 
the Umlt:-fiC!lt)ry, c. 'flhe 'p 'ro,(Jt-tt:; so 11-~ld. 8 . A eom~t -ll~ ~11i1 
firm!i L>l' corporntio-Ds (oJ: the puqm..~~ oi 1'1:dl..l!ing c::om_l)<!>1~ " 1' •1f 
con~rolli.ng pri.c~- l}'troughout- u bt.Ullncss Of' an indus~ry. -t':": 11\rt 
trun•ed, trust,lng~ triJ6fS. - 1ntr. 1 , To lt..w~ t:Lr pldc~ ,.cl . .st t 
depe-r.d: 1'"l'ust it• :hi! Lord. Tr·ust to dutiny. 2 , To L!! c:~nrl~:a 
hope.. 3. To sell 0[1 c:redh. - t:. J. To llav-;- or plaue- (::Ohh<J 11• 
in~ dep~nd on, 2 . To-cxpect'I.Vl!h <assu'r.:t1J.-ce; assu1ne.. .1 !nJ eM,_. 
you wW b~ ou time. .J. To believe; 1 trut.t m1rq't yqu ~a .. u rlwr 
p l ace -lb thll"! r:aL-e of a!Jc.t,lt~r :... e)\trust. 5 , •.ro. grMt .J.t&~~ t 4• 1.~· 
cun.Udently; Can 1 tnt,n 1"hem ~u-if.l1 the 'boat-? 6. 1:'o exlt,1~ 1~ 111 )'1 

to. -idiom. in trust. I o the pos;:;~~ion c:r ct~n'! of 01 l~J.'t (l, tt 
(NU,ddJe l!:nglisl\ t f!l!i.te,_ pllrl!aps fl'bm Old Nflrs~ irtn'HT ~1!:1'j~'>­
dcni:e.. St:E- deru- in App-eu.fJix,J -trust' at "- ' t.Ctl\ 1 

SYNONYMS: {f't.t.lt. {UW'I , fXmJW~nci. Telili'JU"e, J(epertd~J1('.;e, ntoe..~\ 
nouns del;\r,,te. a 1cQling of c~;~dalnly lhal .a p~rsort or t.l1iJl_g Wi\1 
ran. "n"ust imp:lil!a' depth and r,ssur&n-ce of fuP-Hu,g 1iJ.at -,~ c. t'11 

b~ on inL'O:uch.t.'\\\1~ f!Videtlc-u-: Th€ -nClu f'ru.rirlent -'Oid he ,: 1~11 

uy co justifrj :·he_ t~st t:IJe e!.e~t{tr~te hod place-d f-n- him, r:~: 
connotes nnquesLtQtlJng, o{t<>n cmc)tlon.s.Uy thargcd b.el;.ef_ "f.'-rtlth 
·and k~u.uil'adgt:> l6an ltJ.I·gtdy 11pm1 ~<nch othn~ ln the Prncw.:, 
medlei71a '' (Pc~ M !.atllt~m'J, ' 'Ojfe1t e.,wtt.gll ou.rjo..ilh be.j(Jttllc "~ 
11) ml. 1/..ilCe:rtlf~ed. 1'e.sult" is the only 1.hh1y ~1utt nu.:ktl.l1 a~.~ rc.:::;l 
,cume 'h1~11 (Wi11.1um .rumes). Ccm.fidena~ wl"tich ~l.lgg~s 1~~ Plc:-u­
tioual iot-.::nsity, ·f"requently impU!i~ uuong~ grpunds i or ;~~r 
~t•ce~ "Confidence is a plant of sWto IJtY;Wfll- fn f.lf1 qped bu~VIll 
youth~ t M .1.eason- Qj qedulit11f" ~llinm Phf;). ReUanc~ J;<J:loot~~ 
a confident a,a.d trustful OOrrtO'Ii~ment to .:mt:Ltller- '!WhQ.t ndinrt<~ 
~otdd th f"'J place (m the protecti.:m gf 11 pTin.ct: ~·o reeeutly llf.:ir 
E:n,emy? .. {William J-llckUng T1rGSt!ott), D~pC!!.clrmCI;! sugg~~is !.1.!1)­
ance on the hel_t'l or Sllppo.rt o! :Hi.other to wh.Qm one is ufteH sui;,~ 
orct~n&;ft!; "1 Jo.reci like a t...'""l::tressr!tl Pri~1ce WiW calls. "i>~· a po,u, L1trl 
Neigi"iOOr fa )l.j.:r A~el., UJJi~l 1 licul uacl!' callo:d hin1 ill, I e:ouM wwr 
!ittb.dst ~uitho~t.~ DepcndeJlC~~ on Mtn" (Bichnrd S teae). &:-e .abn 
SynOUYn'\8 al roro, r19ly. 

trost•bu_st•er (trti.st.'b~~'brJ ''- Jhj'oJ'JJJG!. O:n~ LhaL reel.:;; 11, 
prose<.·ule or &ssolve business lru.st:s. r-trust'busr1thg .:.alj. 11: tl . 

t rust -company r.. A t.omm~t:ci-81 flrH~~ m- other oo~)'l••io11 
lh.at 1mma~s trus{3. 

trus•tee (lr\1 -~f<') ~~- 1 • .Abb-r. tr: .. Lmo. One, suth .a.:: 11. bMk 
(hat ho1ds legal t.iUe. to -pt'Opr:!rly in on1~r lQ adTJ•inister 1t 'to1' ; 

bt:nelid;uy. 2. A mem'ber p[ il bQard ~ect-erl ot' <'lp~offi~d to t!l­
rect the-funds--and -policy (~t &n tnstifntion. 3.. A cmmtr_y ~~fll+t\­
&il;Jle (ur -a.upel"Vi:;mg i; h ·ust territo ry.&:..: 1J1iJH~:c NohH'I1 -~~. 
-trustee tr. & tnt ,.,v, •teect ·tee•ingf •tees. 'l'o pl.llt.f> (111t•11-

Erl)'} in t h(' c~te of a trus~w or to tw~cti.on Ol' :ror\'9 as a U'll!>fl.>c • 

tfUS·tee•sbip (tril-stCI-s,h.ip-'j n.. 1. '1'1\C' posltiou m· !unt:tlr:~n ul 
e h-u:::t~- 2. a. Adlnlni.!lh'atian of a territ.o:ry by a emmtl'N Ot 

r.ounlri5 ~o <:omJli"issioned b_}• tllf! Uni ted i\ations. b. Sl![~ troal 
Jt9'r'bot'y. 

trust~ful (tlili;.ttful) c;ilj. h lcli:nl!d to b~:Ue.·,e- ol" confid<\ r~l)di \.1 .. 
full of ta·u:;t-.- - l r'usttful •ly adtt. -tru:;;tlful .. otJlS n , 

tfust fund -n. -Prop12rty, e-;;peci~lly .n\oney and ~ecurttfl':s-, h-e-M (It' 
settled Ju trus"=!.. 

trust t erritQry p , Abbr. TT .A .. :"'iony or t~['lrito.ry olkr.et.J 1mlir'' 
the admifiisln;,tli.)D of~ country ~-l! COIJ-fltne..; by c:nmm1snion of I he 
U~iled. Nations. Abn cuUed l>J'ft.<;~cah~p. 

trust--.wor•t &.y {ltt\slfwfu'rlr~) adJ. · 1hi•er# •tht•ast. Wn1 
ra~ti.ng tru~'ili rdb.ble. See SynoTIJ'InS at reliable. - f t"U$tfWCLt

1
-

Jh i •ly adr>. --h'ust,WOT11'hi ~neS5 7t. 
tru st•y (tr0s' W) rldj. --i•-er,·i •est. Meriting tru::;t; lllL~\W1Ult1.t( 

Sec Syno:n)•m50 ~t Yelioble-, -fru.st y n,1 pl. .. Je'i• 1 .. A l'ltn.VIi't 
{eganled a!l wolt.h,y of tru!lt: ilnd thcrc:f'ore gr.n,rrt~d S}'R-\'!lti! pm,_ 
leg~. :i. A t.J'Ust.ed _o.e-nnll. - trustrh(y o:dt. ~ttUS1'I·ness tl 

truth (lrQbtli) rt ,~ pl. truth s (Lr60U~z:, tr()C)Ulii). l 1 Conio~·miCy lo 
fact 01 atl!-11"\li.ty, 2. l\JJI,aiP,ment J>IOvffi t o be or a~cepted a.11 _ITl*-
3~ SihL'C!;IIly~ ihtt!grHy. Q. Fidelity to 'illl otiginill or P :itnll.l.tnnt 

S. Rt!aJjty; uct.u.Al.t_ty. 6. Truth. Chtist:ion &'i~tu::E1! (i<)d. !Mic:id\l' 
Engli~h t·r.e:t.Qthe, loJ<llty·, fl'Oit' Ol it E11glish t:reoi.~Ch.. See dcrtJ· Ill 
AppendQ<.] 

SYNONYMS: truth, Vtt(lcity, PeNtYJ verl$ir.ttlitttde. 1'l~e,;t JtOtiiL.S 

re.fur to tht! qu&tity of being !n accord with fact or re-.Jity, 1',1JU! 
is a comprehcnsw<t tCl1Yl that in all of itsnuac.~s impHesncclltrKS 
and h(ln.edy~ "Rr;cr~] m..tn? t~ f!JUy S(lto.sjtad t,._al t1Jer·~ J.S 5udt .~ 
t-JJ.tii!J as l1'!tth or he wcu!c! r.or ask hn-y q~esr.io"81' (Ch;ul~;J h,: 
~ir<t42). " We ~·et?k the tf'"uth. cUrd "tQ1Jl. ~-dvn the o.ms~.;JI.t€11!'fS 
(f:h'lrln'! SP.,ytnOUr). Vemc•'~zfis arlh&TP.ncF~ t f·l the ttuth: '~Vi!:H!I!H!/ 1~~ 
the ~~~p.-rl oj mmulit"y" (Thumas li", Hwtl e)')· Verity ¢f?=n. aptlHfi:s l_t! 
an end-uring or rcpr.wtedly dP.toan.;tra~Ecl truth: "be!Jejs IJwr IC(''t 
accepted qs etewa1 ·verltics" (J&Il~ l:la;,"VeyE oblnsr:m). Vai~11?fl. 
itHf!e Is· ib~ qual"\!y at ha1/.ing 1he 8PJ)i?<i!J"tmce o{ ~lith m• :~~h_l~: · 
'~met-eiy C.!JfTQ/JCJl'J'ILI~I!f dp.Uri t, intt:mded t-p give artistit! PNLSlmf:l· 
tude. "" U'Ja:. mh~l"U.n""s-1! buld qnd "U'l'IC0-11-'~iJtcing f1(l'f'"l 't1r-i·ve" {W.S. Gll~ 
bort), 

Tt't.tth, Sojourner. 17S7'l- l 883, ALnE-l'i(':an 'aboiitiorust hnd lf'l';~ 
ini.sl. llo.rn jnto sla~Y~ .she ,was f~!'..llr' 1B:l7 aod bee~ a le:tl 
Jng [Jt•ea(:hEt agJ.irn:lsJavcry ahd fCll' the- J,i.ghts o[ women. 

trut h•ful (lr60thrf~IJ n~J 1. Gousis~n:~y teiJing tn·~ 'l'\f-~h.: 
hrme:.t. 2; Correl:i~on.ding to l>ca1ltyi tru'"'- -truth' fui ·IY tJr t ' 
-1:rv''ftt,fvl • ness 71· 

t roth q uark n. g.,., top quorlt. 
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Jess important information is irreversibly coded and the important information is reversibly 

coded can·not be interpreted to mean a VAN that is not reversible at a1J.26 

2. "Coding" 

"Coding" and various forms of the term (e.g., "coded" and "uncoding") are used in claim 

35 of the '148 patent, claim 33 of the '302 patent, and claim 20 of the '541 patent. The parties 

have construed the term as follows: 

DEFENDANTS 
"Coding" has two meanings in the patent and the 
correct construction of "coding" is dependent on the 
context in which it is used: 

(1) "Coding" with two separate types of infonnation 
means "applying a reversible, symmetric encryption 
algorithm." 
(2) "Coding" to create an "error detection code," 
without a specified key, means "applying an algorithm 
to information in such a manner that the result permits 
detection of changes but without complete recovery of 
the original information." 

PLAINTIFF 
"Transforming information from one 
form to another" 

The term "coding" does not have a uniform meaning in the patents. Stambler uses 

"coding" (and the variant forms of the term "coded" and "uncoding") in two distinct ways in the 

asserted claims. First, he uses "coding" to mean applying a reversible, symmetric encryption 

algorithm. Second, he uses "coding" to describe the process for creating an "error detection 

code." Symmetric encryption and error detection coding are distinct processes with distinct 

properties. (Tygar Dec!., Ex. 2, pp. 53-54.) Applying the correct cons~ction to "coding" is 

26 Moreover, the definition Stambler now proposes- that any number which is "variable" and used for 
"authentication" is a VAN- was disclaimed in the prosecution history. During the prosecution of a related 
application to the patents-in-suit, Stambler expressly argued that his invention was patentable over prior art 
reference U.S. Patent No. 4,747,050 (Bracht!, et al.) l:iecause of the way the VAN was created. The examiner found 
that the only difference between the Bracht! reference and Stambler's claimed invention was Stambler's "use of 
[the] explicit terms ' variable authentication number."' (DelGiorno Dec!., Ex. 11 (10/19/94 Office Action), p. 4; id., 
Ex. 12 (3n3/95 Office Action), pp. 4-5.) Stambler responded by arguing that his VAN was substantively differe nt 
from the Bracht! MAC because it was created using a PIN. Because the VAN was created differently, ''[a]pplicant 
respectfully asserts that the transaction variable for each transaction [in the Bracht! reference] is not the functional 
equivalent of the VAN of the present invention . .. " (DelGiorno Dec!., Ex. 8 ( l/13/95 Amend.), pp. 6-7 .) 

32 
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v. CONCLUSION 

For the reasons set forth above, the Defendants respectfully request that the Court 

construe the asserted claims as set forth by Defendants in this brief. 

Dated: October 15, 2002 

ASHBY & GEDDES 

~A~ fly~ 
Steven J. Balic . # 2114) 
John G. Day (l.D. # 2403) 
222 Delaware Avenue, 17th Floor 
P.O. Box 1150 
Wilmington, DE 19899 
302-654-1888 

Attorneys for Defendant VeriSign Inc.; 
·Submitted On Behalf of Defendants 
RSA Security Inc., VeriSign Inc., and 
First Data Corporation 
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cooununicatlons protocol 

automatically; recording and executing login pro­
cedures; and repeatedly dialing busy lines. Once a 
oonnection is made, communications programs 
can also be instiUcted to save incoming messages 
on disk or to find and transmit disk files. During 
communication, commurdcations programs per­
foml the major, and usually invisible, tasks of en­
coding data, coordinating transmissions to and 
from the distant computer, and checklng Incoming 
data for transmission errors. 

communications protocol A set of rules or stan­
dat-ds designed to enable computerS to connect 
with one another and to exchange information with 
as !itlle error as possible. The protocol generally ac­
cepted for standardizing overall computer eommu­
nicarions is a seven-layer set of hardware and 
software guidelines known as the OS! (Open Sys­
tems Interconnection) model. A somewhat differ­
ent standard, widely used before the OSl model 
was developed, is IBM's SNA (Systems Ne twork 
Architecture). However, protocols exist withirl pro­
tocols, all affecting different aspects of commW1i­
cation. Thus, the word protocol is used, sometimes 
confusingly, in reference to a multitude of stan­
dards affecting different aspects of communica­
tion_ Some, such as the RS-232-C standard, affect 
hardware connections. Other standards govem 
data transmission; among these are the parameters 
and handshaking signals (such as XON/XOFF) used 
in asynchronous (typically, modem) communica­
tions, as well as such data-coding methods as bit­
oriented and byte-oriented protocols. Still other 
protocols, such as the widely used XMODEM, 
govern file transfer, and othet·s yet, such as CSMA/ 
CD, define the. methods by which messages are 
passed around the stations on a local area network. 
Taken as a whole, these various and sometimes 
conflicting protocols repreoent attempts to ease the 

complex process of enabling computers of differ­
ent makes and models to communicate . 

communications satellite A satellite stationed in 
geosynchronous orbit (seemingly stationary In 
relation to the earth) that acts as a microwave relay 
station, recelvlng signals sem from a groW1d-based 
station (earth station), amplifying them, and re­
transmitting on a different frequency to another 
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ground-based station. Transmission to the satellite 
is called t.he uplink; transmission to the ground is 
the downlink. Communications satellites are ca­
pable of handling immense volumes of informa­
tion. Initially used for telephone and television 
signals, communications sntellites can also be used 
for high-speed transmission of com!)Uter data. Two 
factors affecting the use of satellites wHJ1 com­
puters, however, are propagation delay (the time 
Jag caused by the distance traveled by the signal) 
and security concerns. 

communications server A type of gateway that 
translates packets on a local area network (LAN) 
into asynchronous signals, such as those used on 
telephone lines or in RS-232-C serial communica­
tions, and allows all nodes on the LAN access to 
its modems or RS-232-C connections. See also 
gateway. 

conununicatlons system The combination of 
hardwat·e, software, and data-transfer links that 
make up a communications facility. 

compact disc Abbreviated CD. Also called an opti­
cal disc. A nonmagnetic, polished metal disk used 
to store digital information. The disk is read by an 
optical scanning mechanism ·that uses a high-inten­
sity light source, such as a laser, and mirrors. See 
also CD-ROM. 

compact disc-interactive See CD-I. 
compact disc player Also called a CD player. A 

device that reads the information stored on a com­
pact disc. A CD player contains the optical equip­
ment to read the disc's contents and the electronic 
circuitry for interpreting the data as it is r-ead. 

compaction A. process that gather5 and packs the 
currently allocated regions of memnry or auxiliary 
stomge into as small a space as possible, so as to 
create as much continuous free space as possible. 
Con~pare dispersion, file fragn}.cnuaion. 

compact model A memory model of the Intel 
80x86 processor family. The compa~t model allows 
only 64 kilobytes (KB) for the code of a program 
but up to 1 megabyte (MB) for the program's data. 
See also memory model. 

comparatot· A device for· comparing two items to 
determine whether they are equal. In electronJcs, a 
comparator is a circuit that compares two input 
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flip-flop Also called bistable multivibrator. A cir­
cuit that changes between two possible states when 
a pulse is received at the input. For example, the out­
put of a flip-flop might be high until a pulse is 
received at the inp\ tt, at which time it "flips" to low. 
A second input pulse "flops" the output back IQ 

high, and so on. 
flippy-floppy A type of floppy dis.k, such as that 

used in the Apple 11, that uses both sides for storage 
bu t that must be physically removed frorn the drive 
and "flipped" over because the d rive can read only 
one s ide at a time. The user can turn a double-sided 
disk into a flippy-floppy by cuning an extra WJite­
protect notch on the side opposite the original one. 
This practice is not genera II)' approved of by disk 
and disk-drive manufacturers, however, because 
the felt pad that rides on the disk 5urface opposite 
d1e single read/write head can damage data on that 
side of the disk. 

floating-point adthmetic Arithnetic performed 
on f loating-point numbers. 

floating-point constant A constant representing 
a real, o r floating-point, value. See also constant, 
floating-point notation. 

floatlng·polnt nutallun Also called expunenllal 
notation. A numeric format that can be used to rep­
resent very large numbers and very small numbers. 
Floating-point numbers are storec in two parts, a 
mantissa and an exponem. The mantissa specifies 
the digits in the number, and the exponent speci­
fies the magnitude of the number (the position of 
the decimal point) .. For example, the numbers 
3146oOOOO and .0000451 are expressed respectively 
as 3146E5 and 451E-7 in floating-point notation. 
Most microprocessors don't dlrecdy support float­
ing-point aridm1etic; consequently, floating-point 
cakulations are performed either ty using software 
or with a special f loating-point processor. See also 
ftxed-point notation, integer. 

floating-point operation Abbreviated FLOP. An 
operation that performs arithmetic on data format­
ted as a normalized signed dedmal number fol­
lowed by a signed exponent. For example, the 
number 2,147,483 is formatted as 2.147483+E6. 
Floating-point calculations arc commonly used in 
spreadsheet and computer-aided design (CAD) 

floppy-disk drive 

operations. The term is also used as a measure· 
ment of computer performance: Computers are 
commonly rated in terms of how many megaflops 
(millions of floating-point operations per second, 
or MFLOPS) they are capable of performing. The 
presence of a "floating-point processor'' chip in a 
system (such as the 80287 for machines based on 
the 80286 microprocessor, or the 68881 for ma­
chines based on the 68030 mic•·oprocessor) dra­
matically increases the nwnber of floating-point 
operations a machine can perfonn in a given unit 
of time. See also floating-point notation, MFLOPS. 

floating-point processor Also called a numeric 
coprocessor, a math coprocessor, and a floating­
poi.nt unit. A coprocessor (processor addltional to 
the main system microprocessor) that performs cal­
culations using floati.ng-point numbers, as opposed 
to integers (whole numbers). Adding a floating· 
point proceSS<Jr to a system can speed up math and 
graphics functions (graphics work is generally 
math-intensive) dramatically with programs that 
are designed to recognize and use it Except for the 
Intel 80486 and the Motorola 68040, both the Intel 
801<86 and the Motorola 6BOxG families of micropro· 
L~!)&Jf:S have Lomp:<.imun flualing-puiul pnx.::~::iUI~. 

FLOP See floating-point operation. 
floppy disk A round, flat piece of Mylar cmted 

with ferric oxide, a rustlike substance containing 
tiny particles capable of holding a magnetic field, 
and encased in a protective plastic cover, the d isk 
jacket. Data is stored on a floppy disk by the d isk 
d rive's read/write head, which alters the magnetic 
orientation of the particles. Orientation in one di­
rection represents bi!lary 1; orientation in H1e other, 
binary 0. Typically, a floppy disk is 5.25 inches in 
d iameter, with a large hole in the center that fits 
around the spindle in the disk drive. Depending on 
its capacity, such a disk can hold from a few hun· 
dred thousand to over one million bytes of data. A 
3.5-inch disk encased in rigid plastic Is uslll!lly 
called a microfloppy disk but can also be called a 
floppy d isk. See a lso microflopj)y disk. 

floppy-disk controller See disk controller. 
floppy-disk drive An electromechanical device 

that reads data from and writes data to floppy or 
microfloppy disks. See also floppy diSk. 

149 
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i to move or reshape the image. 
h andler A roJtit1e that manages a common ~nd 

relatively simple condition or operation , such as er• 
ror recovery or d~ta move1net1t, In certain object­
oriented programming languag"'~ that suppon mes­
.s~ge.s (such (ts HyperTalk), ban.dler is the natne for 
what is nom.ally olled ~ subroutine (a message 
handki) . Sw also mess;~ge, object-oriented 
programming. 

h-andshake 1M3 in l1uman relations, a signal ac­
knowledging that COJJllllUnic-.ltlon Of Ule transfer o r 
infonnation can ro.kc place. F!anclshal<es ca11 be 
control led hy either hardware or software. A hard­
ware handshake, as betWeen a, computet' -and a 
rrimer or a modem, is an exclmnge of sJg~1als, over 
specific wires, jn which each device signals its 
readiness to send or receive data. A software 
bandshal<e, usually exchanged duJ'ing modem"to­
modem types of communication, conslst:s of actual 
informarion ttansmiUed between the sending and 
receiving devices. A software handshake esrab-
1 ishes agree.meni between devices on the pr01;0<:ools 
t.h~t both Will 1JSe in communicating . A hardware 
handshake is rhus ~hnilar 1.0 two people physica!Jy 
d 71Sping.hands; a software handshake is more akln 
to those p~rries agreeing to converse iu a particular 
langt•age. 

hands-on An adjective describing practical experi­
ence ~s o p.po>ed to theoretical knowledge. In com­
puter terminology, the term refers to i.n!.eractive 
work ·with. a computet· or computer program. For 
example. a. 1-rulds-on turorial might teach a p ro ­
gram ol' a skill by means of practice sessions and 
question-and-answer dialogues. 

handwriting •-ecogo.idon The ability of a com­
purer to recognize handwriting, especla.lly a signa­
ture, as a means of ideotif ying the usee; also, th~ 
ahitity ro translate handwritten te.xt~ftom pap~r· 

or a spec.lal l~blet-into data for processing and 
sro•·age. Because of variations in even a sh1gle indi­
vidual's handwriting, few computer applicatiorJ.S 
tl~ing hondwriting recogu•tion are !l,vailable al the 
present time. 

hang An unexpected halt of a computer system, 
Ltsually while running a.n applicafion program. A 
hung mJcbine is characterized by a total lttck of re-
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sponse from any input device, and the user can 
almost never effe:ct a recovery e.Js:cept by turning 
the computer off and restarting it, rhe di.fference 
between a hang and a crasl} i.S mostly visual: In a 
hung system, the screen looks as i.f ltls ftlnctioning 
properly, whereas in a cr~shed system, tbe screen 
might be blank or display errartc cll-aracters or an 
error message, A hung macl:Une is al.!'o re ferred to 
as locked up. 

hanging inden t Sometimes called an outdent; a 
format in which. tJ1e first ljne of a p-.lt-agraph or 
blocl< of rex( )$ piaced f-Jrthel' to the left than the 
suhsequeru line>. Cmrrpare indent. 

hard In computfng, an adjective meaning perma­
nent, nxcd, or pt•ysi.cally defined- fur example, 
hard copy, which is printed output; a hard error, 
which js a recunent p1oblerr~ often associated with 
equipment malfunction that usually allows no 
recovery: a hard-sectored d!sk, on which slomge 
units (sectors) are defined by holes punched into 
the disk or nonerasable Jnagnetic marks; nnd ~ hard 
return, which Js a pennanent end-of-line character 
inserted by pre~;.'5ing the Enter or Return key. Hard 
is the opposite of soft, which is u.sed in. reference 
to things that al'e u·aruslen.t or changeable. 

In ele<~trouics, an adjective referring to magnetic 
materials tllat retain their magnetism even when 
I'Cmoved from a magnetic fi.eki 

h ard-coded An udjeclive describing ~ routine or 
program that is designed for a specific situation or 
that uses embedded constants in place of more 
,genenU user input In some sen>es. bard-coded ls 
the opposite of generalized. 

hard copy Printed output on p aper, film, or ot,her 
.Permanent media. Us opposite is sift copy, the 
electronic version of inlormation on a floppy disk, 
hard disk, CD-ROM d isk, tape. display, o~; t>ther 
ephemeral medium. 

bard d isk One or more lnflex(t>Je platters coat.ed 
·with malcrial that allows the nl<!gnetic recording of 
computer data, A typical hard. dis'k rotates 111 3600 
RPM (revollltions per minute), and the read/write 
he-.Jcls ride over the surfuce of the di.sk on 4 cushion 
of air 10 to 25 millionths of a n inth deep. A t13n.l 
disk js sealed to prevent contaminants from itller­
fering with the close head-to-dl~k tolerant·cs. Hard 
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hard error 

disks provide faster access to data than floppy disks 
and are capable of storing much more Information. 
Because platters are rigid, they can be stacked so 
that one hard-disk drive can access more than one 
platter. Most hard disks have from two to eight plat­
ters. See the illustration. 

Read/write heads 
r- ~ ./ 

Platters 

I Motor I 
Hard disk. 

The illl<tr/01· of a hat-d-disk 4>1ve. 

hard error An e rror caused by a hardware failure 
or by accessing incompatible hardware; also, any 
error that prevents a program from continuing an 
operation . Compare soft eJror; see also fatal error, 
hard failure. 

bard failure Also ca lled hardware failure. A cessa­
tion of function from whic'l there is no recovery. 
Cot-recting a hard failure U-'ually re<:juiJcs a call to a 
repairperson. 

hard hyphen See hyphen. 
hard return A signal to a program that the cursor 

(or p1inte r) i.s to move to the beginning of a new 
line. l n word-processing programs, which auto ­
matic-dlly break lines withi11 the margins of a ·page, 
hard retums are used to end paragraphs. In text­
entry programs thar lack vvordwrap, a hard return 
is required to end each line. Because they can have 
slightly different meanings to different programs, 
hard returns can cause unua1al line breaks or extra 
line spacing in document< transferred from one 
program to another. Compt:;re soft return; see a/so 
wordwrap. 

ha rd-sectored disk A floppy disk whose data sec­
tors have been physically marked with punched 
holes. The holes a re detected by sensors when the 
disk drive is in operation, enabling the drive to 
locate the beginning of each sector. Hard-sectored 
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disks, the product of an older technology, are less 
commonly used than soft-sectored disks. Compa.·e 
soft-sectored d isk. 

h an lware The physical components of a computer 
system, including any peripheral equipment such 
as printers, modems, and mice. Compare firm­
ware, software. 

hardware checl( An automatic check performed 
by hardware to detect internal errors or prob­
lems-for example, in transferring d ata from one 
point to another. 

hardware-d ependent An adjective describing 
programs, languages, or computer component~ and 
devices that are t ied to a particular computer system 
or configuration. Assembly language, for elC!rnple, 
is hardware-dependent because it is created for and 
works only with a particular make or model of 
microprocessor. 

hard ware fa ilure See bard failure. 
hardware interrupt A type of interrupt (re<Juest 

for service) generated e ither externally by hard­
ware devices such as the keyboard, disk drive, and 
Input/output ports or internally by the micropro­
cessor. External hardware interrupts are use:! by 
devices to request attention from a computer's mi­

croprocessor. Internal hardware interrupts are gen­
erated l.Jy rtlicroprocessurs, 'uch as rno:;c in IDM 

and compatible computers, to control events (for 
example, to report a program's attempt to divide by 
zeco- an illegal action). Hardware interrupts can 
occur at random, as when characters are received 
from the keyboard, or they can occur predictably, 
as is the case.with the computer's timer. Because 
the microprocessor must have some means of dis­
tinguishing between u rgent and nonurgent re­
quests, hardware interrupts are assigned levels of 
priority. The highest priority is given to a type of 
Interrupt called a nonmaskable in terrupt-o ne that 
indicates a serious error, such as a memory faflure, 
that must be serviced immediately. See also exter­
nal lnte!Tupt, interrupt. 

hardware key A physical device used to secure a 
computer system from unauthorized use. For ex­
ample, the key on the front of the IBM PC/AT com­
puter not o nly prevents the computer 's cover from 
being removed but also disables the computer's 
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magnetic domain 

domains) of the disk .surface. Flux changes are 
changes in magnetic polarity and are used to en­
code lnformadon In binary form (one polarity 
equals I, the opposite equals 0). The changes are 
produced at high speed by the read/write head of 
tbe disk drive as it passe:; over the surf<~ce of the 
disk. Because o f its properties, a compmer disk 
should he protected froo:, exposure to sources of 
magnetism, which can damage or destroy the lnfor­
m•lliO.n it bolds. 

magnetic 'lomain Also calll"d ferco.mat,metic do­
main. A. region of a ferromagnetic material in 
whld1 the individual atomic OJ molecular magnetic 
parttc1es are aligned in the same direction. 

magnetic field 'I'bc space around a magnetic ob­
ject T!t which magnetic force acts A magnetic field 
is conceived of as consLsting of flux lines that orig[­
nate at the north magneric pole and terminate at 
the south magnetic pole. A magnetic field car1 be 
ml!de visible by pulling ,1 sheer of paper o ver a 
magnet and sprinkling iron filings on the paper­
the fllmgs will line up atong the flux lines. 

magnetic head See head. 
magnetic-ink c.h:n:acter re<:ogn.ltion Commonly 

abbreviated MICR, prnnouttced ' 'mlke· er." A rorm 
of chaJacLer recognition that ,reads texr pdnted 
With magne tically charged ink, dete.mining the 
shapes of characters . b)' sensing t:he magnetic 
charge in the ink. Once the shapes have been de­
termined, cha.ract~r recognit ion rrJethods-pattl!rn 
roatd1ing with stored set~ of characters~ are ·used 
to translat"' the ,shapes into comp11ter text. The 
numbers at the boL.tom of bank c.heck.s are usua[ly 
printed with magnetic ink. compare optical char~ 
acter recognition; see also character recognition. 

mago.etic oxide See ferric oxrde. 
Dl11gnetk storage A generic terrn for non-internal­

memory computer data storage involving a mag­
netic medium, such a.5 disk or ·(ape. 

lrntgut:Uc tape Sw l<l];>t:. 

magneto-optical t•ecording A type of rei;:Ofding 
technolOgy u.sed w ith optical discs in which a laser 
beam heats a small portion of the magnetic mate• 
rial ccver.ing the disc. The he2ting enables a weak 
magnetic field to chaoge the ortenta!ion of tl1e por• 
tion, thus recording onto the disc. This technique 
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can be used to erase the dfsc, m:al<iug the d[sc 
rewrltabie, 

magneto-optic .disc An eras~ble or semi-ergsable 
storage disc, similar to a CD-ROM disc and cfvery 
high ~pacity, ir1 which a laser beam is used t:o heat 
the recording surfdce to a point at which tiny 
regions on th~ su(face can be magnetically aligned 
to store bits of data. See also CD-ROM. 

magnitude The .,ize of a number, regardless of its 
sign(+ or - ) . For example, .16 an'd -16 have the 
same magnitude. Sfi!e also absolute value, 

mailbox A dis1{ storage area assigned to a network 
user for receipt of electronic mail messages. 

mail merge A mass-m3il facility chat tak.es n<Jmes, 
addresses, and (sometlmes) pertinelu facts about 
recipients ~nd rnerges tbe info rmation into a form 
letter or another such basic document 

mai.n body The set of statements in a computer 
program at w hich execution oft he program beg ins 
cand from which execution bl"Anches to the subrou­
t'lnes of the prog(am, Most programming Jangliages 
require programs to have a main body .. Execution 
begins with the first statement in the main body; lt 
usually ends when the last statement in the main 
body has finished e.xecutlng, although it c:m end 
earlier. 

mairuram.e computer A. high-level compliler de· 
signed for the roost llltensive oompucaciona! tasks. 
Mainframe computer,; are ofren sh;Jred by multiple 
users cormecte<l to the computer via 1em1inals. The 
most powerful mainframes, called supercomputers, 
peJform highly complex and \ime-corumm.lng co1n­
pu tations and are used heavily Jn both pute and 
applied research by sdMtists, large businesses, a nd 
the military. -See also computer. 

main function The main body of a progr-am wrir .. 
ten in a computer language that uses sets of func­
tions ro create an entire progr-am. For example, the 
C bmguagc requires each piogram to contain a 
fum:Uc•u <.:alk:u m~•lu, wl!l<.:ll C 11><::> "" til<:: >i~rtiiJg 
point of e xecution. See c1lso main body, 

tnain loop A loop in the main body of a program 
that performs the principal func£1ort of the program 
over and over unril termination i.s someho-;v sig­
naled. Tn eveat driveu programs, tb.is loop checks 
for evenLS received from the operat!ng system anct 
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ragged left/right 

:lnd othe:t· docun'\ents are c:oromonly left-justified, 
with ragged-right margins (as in the example on 
the left). Ragged-left text is used infrequently­
typically, in advertisements-for visual effect. 

ragged left/right See rag. 
RAM Pronounced "ram" Acronym for random ac­

cess memOJ)'. Semiconductor-based memory that 
can be read anJ written by the microprocessor or 
other hardware devices. The storage locations can 
be accessed in any order. Note that the various 
types of ROM memory are capable of random ac­
cess. The term RAM, however, is generally un­
derstocxl to refer to volatile memory, which can be 
written as well as read. Compare core, EPROM, 
PROM, ROM. 

RAM card An a::ld-in circuit board containing RAM 
memory and the interface logic necessary to de­
ccxle memory addresses. 

R AM cartridge See memory cartridge. 
RAM chip A semiconductor storage device. RAM 

chips can be either dynamic or static memory. See 
also dynamic !lAM, static RAM. 

RAM disk A simulated d isk drive whose data is ac­
tually stored in RAM memory. A special program 
fools the operating system intO believing that an 
additional disk drive is present. The operating sys­
te m reads and writes to the simulated device, 
and· the program stores and retrieves data from 
memory. RAM disks are extremely fast, but they re ­
quire that system memory be given up for their use. 
Also, RAM disks usually use volatile memory, so 
the data stored on them disappears when power is 
turned off. Many portables offer RAM <;lisks that use 
battery-backed CMOS RAM to avoid this problem. 
Compare d isk cache; see also CMOS RAM. 

RAM l'efresh See refresh. 
RAM-resident program See terminate-and-stay­

resident program. 
random access Also called direct access. The 

abiUty of a computer to find and go directly to a 
particular sto!'age location without having to search 
sequentially from the beginning location_ With 
microcomputers, the ternl is often encounterc:d ln 
reference to a c::>mputer's memory, in which certain 
general locations are reserved for d ifferent types of 
information (applications, operating system, and so 
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on) btJt specific items can be lOC'J.ted directly 

through the use of numbers (add!esses) that Iden­
tify individual locations in memory. The term is 
also used to describe access to files stored on disk. 
This type of access is best used for files in which 
each set of information has no intrinsic relationship 
to what comes before or afler it, such as in data­
bases of client records, inventories, and so on. The 
human equivalent of random access would be the 
ability to find a desired address in an address book 
without having to proceed sequentially through all 
the addresses. Compare indexed sequential access 
merhcxl, sequemial access. 

random access memory See RAM. 
random noise A signal in which there is no rela­

tionship between amplitude and time and ln which 
many frequencies occur randomly, without pattern 
or predictability. 

random number generation The creation of a 
number or sequence of numbers characterized by 
.unpredictability so that no number is any mo.re 
likely to occur at a given time or place in the se­
quence than any other. Because truly random mim­
ber generation is generally viewed as impossible, 
the process would be more properly called 
"pseudorandom number generation." 

range In a spreadsheet, a block oF cells selected for 
similar treatment. A range of cells can extend 
across a row, down a column, or over a combina­
tion of the two, but all cells in the range must be 
contiguous, sharing at least one common border. 
Ranges allow the user to affect many cells with a 
single command- for ex-ample, to format them 
similarly, enter the same data into all of them, give 
the1n a name in common and tre2.t thenl as -a unit~ 

or select and incorporate them into a formula . 
In more general usage, range refers to the 

spread between specified low lnd hi61l values. 
Range checking is an Important method of validat­
ing data entered into an applic-dtion. 

r..ster A rectangular pattern of lines; on a video dis· 
play, the horizontal scan lines from which the term 
raster scan is derived. 

raster display A video monitor (generally a CRT) 
that displays an image on the screen from top to 
bortom as a series of horizontal sc;n lines. The scan 
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r o botics 

computers. See also robotics. 
r obotics The branch of engineering devoted to the 

creation and training of robots. Roboticists work 
within a wide range of fields, such as mechanical 
and electronic engineering, cybernetics, bionics, 
and aHificial inte!Lgence, all toward the end of en­
dowing their" creations w ith as much sensitivity, in­
dependence, and flexibility as possible. S& also 
artificial intelligence, bionics, cybernetics. 

robustness Soundness; the ability of a program to 
function, or to continue functioning well, in unex­
pected situ2.tions. 

rollback A rerurn to a previous stable c:ondition, as 
when the contents of a hard disk are restored from 
a backup after a destructive hard-disk e rror. 

ROM Rhymes with "bomb"; acronym for read-only 
memory. Semiconductor-based memory tha1 con­
tains instructions or data that can be read but not 
modified. lb create a ROM chip, the designer sup­
plies a semicond~.:ctor manufacturer with the in­
structions or data to be stored; the manufacturer 
then produces one or more chips containing those 
instructions or data. Because creating ROM chips 
involves a manuf~,cturing process, it is economi­
cally viable only if the ROM chips are produced in 
large quantities; experimental designs or small vol­
umes are best handlecl using PROM or EPROM. In 
general usage, the term ROM often means any 
read-only device, including PROM and EPROM. See 
also EEPROM, EPROM, PROM. 

r o m an An adjective describing a typeface or type 
style in which the characters are upright. .Compa.·e 
italic; see also font family. 

ROM BASIC A version of interpreted BASIC stored 
in ROM (read-onjy memory). Many early home 
compmers from companies such as Apple, Atarl, 
Commodore, and Texas lnstru.ments contained ver­
sions of BASIC in 10M so that the user could start 
programming by ;imply tuming on the machine 
(versus having to lood BASIC from a disk or cassette 
tape first). 

ROM BIOS Acronym for read-only memory basic 
input/output system. A set of software routines 
shipped w ith IBM and compatible computers, pro­
viding low-level routines for performing simple 
input/output operations. In the IBM PC, the BIOS 
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takes up 64 kilobytes (KB) of address space, begin­
ning at location OFOOOOH. In the PS/2 series, the 
BIOS is expanded to 128 KB, beginnhg at location 
OEOOOOH. For both the JBM PC and PS/2, the ROM 
BIOS also incltldes that portion of thE BASIC inter· 
preter- commonly called cassette 13ASlC-that 
does not provide d isk support or support for ad­
vanced graphics. Compare Toolbox;= also BIOS. 

ROM card A plug-in module that contains one or 
more printer fonts, programs, or games or other in­
formation stored in ROM Cread-only memory). A 
typical ROM rnd i< ~bout thP s i?P ob r rprlit card 
and about three t imes as thlck.lt stores information 
directly on integrated circuit boards. See also ROM, 
ROM cartridge. 

ROM cartridge A plug-in module that contains one 
or more printer fonts, programs, games, or other in · 
forrnation srored in ROM (read-only memory). The 
ROM is in the form of one or more ccmputer d tips 
mounted on a printed circuit board. The board is 
enclosed in a plastic case with a connector exposed 
at one end so that it cari easily plug into a printer, 
computer, game system, or other device. For ex­
ample, a cartridge that plugs into a Nintendo or 
similar game system is a ROM cartridge. See also 
ROM, ROM card. 

ROM emulator Also called ROM simulator. A spe­
cial circuit containing RAM memory that is con­
nected to a target computer where the tatget 
computer"s ROM chips would normally be in­
stalled. The contents of the RAM memory are sup­
plied by a separate computer; after the RAM chips 
are programmed, they are used as ROM in the 
target computer. Before the advent of EPROMs, 
using a ROM emulator was the only economical 
way to debug ROM-resident software owing 10 the 
high cost of cre:lting ROM chips Todly, an EPROM 
can be used in the prototype circuit and replaced 
with a ROM when the software is completed. Be­
cause a ROM emulator's memory contents t:an be 
changed much more q uickly than those of an 
EPROM, developers often prefer t:Sing a ROM 
emulator even though doing th is is more expensive 
than programming an EPROM. See al>O EEPROM, 
EPROM, ROM. 

root The main or uppermost level in a hier-
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stochastic 

actuator ~ml from Dne track to rhe next. '!'he te rtu 
dedves from the use of a seep pet mororromove the 
actuator arm. See a:SO >1.epper motor. 

~locltastic Based on chance (random) ·OcC!.aneoces. 
l'or ex;ample, a stochastic model <~!tempts to de­
scribe a system by taking into account rJ.ndom 
events as ..vel I as planned events. 

s lop bit Jn asynduonou.5 transmission , a bj(· that 
signals the end of a character. Depending on tile 
I.""ClJlVentto ns used~ the dat~ bits composing lhe 
tharacter can be lollowed by 1, 1.5, or 2 stop bits. 

storage 1n computing terms, any physical device in 
or on which compulf'-1' ·information can be kept . .A 
rnlcrocomput-er has two m~Jn type.<> of &on1ge. Its 
random access me.mory (RAM) represents tempo­
rary srorage !bar tte micropwcessor tlses for pro­
granJs, work in ftogress, and various types of 
inteJ"nal work-control Information. The computer's 
disk d dves and other extema.l storage media repre­
sent fdcjlit ies for holdJ.ng Loli)rrna~io.n on. a more 
permanent basis, a·..aHable but otlt of the way ua1Lll 
!tis needed by the microprocessor. A compUte! has 
other lypes o f s torage as well. Its read-only llle m­
ory (ROM) is a pctmanem, nonerasable medium 
for holding necessar)' information, illduding 
startup tnsrwction; and input/output procedures. 
111 addition, a computer uses various bu(fer~­
rese•-ved a re as of memory--as temporary laoldiug 
areas deslgll<lted for speciflc infor'matlon. such as 
characters to be sent to the printer or characters 
being read f!'om the keyboard . 

stocage device Any apparatus for recording com· 
puaer data in pernw~ent or semipermanent form. A 
disk driVe, along With the disks it records on, iS a 
storage device. 

Sometimes a computer is said to ha"e p rim<u·y 
(or main) and sec011dary (or auxilia1-y) storage de­
v.ices. When thi8 distinction is made, the primary 
storage device is me computer's random access 
a:nem01y (RAM)--'.mpermanent, but a storage de­
vice nevertheless, however Celllporary lis conft>1!t.s. 

The secondary storage indudes the computer's 
more perrnlli'\ent storage devk'f>..S, sud1 as (lisk an.cJ 
t~pe drives. 

5torage location Tt1e position at whiCh a panicu­
lar item can be follad. A storage location ca.q be an 
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addressed (un iquely numbered) location in mero­
ory ot i t can be a uniquely identified IOa!l.ion on 
d1sk, tape, or a siinilar rll.edium-for example, " 
particular side, track, and sec ror 011 ~ d isk. 

storage media Ttle various types of physical nra1e­
rial on which data bits are w ritren and scored. Com­
mon storage rn.edia for computer data are floppy 
disks, hard disks, tape, optical discs, and (for otftpur 
only) paper. 

$to.t·age ~he Sea d irect view B~ora,se tube. 

stm-e-alld·f'orward A message-passing teclm1que 
used on communicatio ns networks in whic.h a 
mess:<ge is h.eld tempor<lJ'ily at a "collecting" statioo 
between the sender and receiver before being fm­
warded to its intended destloarlon, Store-and· for­
ward rneSS'dge routing can rake longer than co.mmu­
nicarion via direct, physial connections, but lt 
offers s•?veral advantages, especiallyo·fer large net­
works separated by long dist~nces, Ir minimizes or 
eliminates "traffic jams" and rhu,; L'Ontribute.• to 
effective use of communications Jines; it allo..,.•s 
messages to be sent ro machines or n~tworks even 
when they are not on line: a !ld ir en~ble;; tran.smJs­
s:lon dtlr ing off ho=, when tcallk or costs aw 
lowest. 

s tored program concept r he underlying coo~r 
of most S)'S!em ardlitectures roday, credited largdy 
Calthougl1 nOl e-'<ch >ively) to John von Neurrmm. 
The concept Is chat bor.h programs ;vrd data are in 
direct access stor~e (random acces~ memory, t>r 

RAM), allowing code and data to be treated in­
tel\:hangeably (including modifications to born) 
and avoiding the timing p('(lblems invo lved when 
code Is located on a sequential storage medium (as 
was the case In many early computers). Se<? ct/so 
von Neumann aJ'chitecture. 

straight-line code Program code t~at fol lows a 
direct sequence of .'ltatemeots, ratlwr tl1an s!dp ping 
ahead or jumping b;lCk via transfer Stilteme.<i ts ~·ucb 
as GOlD, JUMP, and so ou. Compare spaghetti 
code~ see also GOTO statement. 

stn~amJng !ape See tilpe. 
s t·ream-orientcd file A. file used to store a more­

or-less,continuous serie.~ of bits, bytes, or other 
small, srrucrundly uniform unlls. 

strikethrough One or more. lines drawn through"' 

330 



MasterCard, Exh. 1021, p. 240

en­
re­
an 

:!ve 
, aU 
ray, 

l'ac­
•ing 
y ~ 
;ler-

due 
1b!e 
e to 
See 

Ll£11~ 

i in 

::on-
~, or 
.ants 
•tin­
par­
nun. 
lrf".ss 
,n in 

Jtan­

l !ng, 
-un-

don 

-. -. - - -1.,ase L.Ul:l cv uu~ Jo-ur uucumer11 -'::tU-1..:. ru~:::u IU/UOI 1u ray~=: 1..:. 01 1..:. 

tauderu p.-ocessors 

one or several key llelds for the purpose of eslab­
li~hing the order of their associated records. 

tandem pnx:essors Multiple processors wired so 
that the failure of one processor !J.-ansfers CPU 
opt;-J-atlon to another proceSS{)<. Using tmdero pro­
cessors js patt of t.he strategy for irnplemenl'\ng 
fault-tolerant computer systems. 

ta_pe A thlll strip of Mylar mated with magnetic ma­
terial that permits the reoordiog of data. To use a 
tape, a machine mtL5t have two reels between 
which the tape can pass, with a read/wrl.te head lo­
cated somewhere between the reels. Because tape 
is a continuous length of data &orage material and 
because the read/wtite head cannot "jump" to a 
desh'ed point on the tape wilbout the tape first 
b eing advanced to tllat point, tape must be read or 
vvritten sequentially, not randomly (as ls a floppy or 
a hard disk). 

tape cartridge A module, somewhat rese(f.lb!ing. an 
audio cassette, that contains magnetic tape th~l- can 
be written on ;Ind read from by a tape drive. Tape 
cartridges are pl'imarily used to back up hard disks, 

tape drive A device for readillf and writing tapes. 
See also tape. 

target Loosely, the object ive of a computer com­
m;md or operation. Examples are a computer that 
is to mo a program translated for its use; a "foreign" 
langt1age (for another computer) into· which a pro­
·g!>\m is to be trar1slated; or a group of people for 
whom a particular product is designed ln s pecific 
usage, as often seen by tlsers of Ms~oos, the target 
Is the disk referred to by prompts displayed by d1e 
ope1-ating system in a copyopemHon (for eKample, 
' 'insert TARGET diskette'')_ In terms of t:l)_e SCSJ 
($mall compute!' system interfa~e) connection, me 
target is the device that receives coromands; the 
device that issues commands is the initiaror. 

taJ·gct C011tputc,t- T ltc:: computo that receives data 

from a communications device, ,a hardware add-In, 
or a software package_ 

target dl11k Usually, the disk that is the destination 
of a copy operation. When disks are being <:opled, 
one disk ls the source disk and the o ther 'is the 
target disk The term can :>lsa refer to ;t disk to 
which r:;lat:l is robe written. Compa>-e source disk 

tat-get language The language into whkh source 

code is compiled or assembled. See also assembler, 
compiler, cross-compiler. 

task A stand-alone application or a subprogram th:r: 
is run as an independent entity. 

task managelllcttt l11e op<"r-'.iUng-system pro=• 
of tracking the progress of ruld providing neces~ry 
.resomces ~or separate tasks running on a c.-om­
puter, especially in a multit~sJ<ing environrnem 

TB See terabyte. 
TCJ'4 See trellts-coded moclulation. 
TCP/ll' Acronym for Transport C.ontrol Protocol/ 

Interf-ace Program, a software protocol developed 
by the Dep-artment of Defense for communlcmJom 
between COt1)purers_ 

TOM See !(me-division multiplexing. 
technology The application of science and engi­

neering to the development of machines and pro· 
cedures in order to enhance or •mpwve human 
conditions, or at least to Improve human efficiency 
i r1 some respect. See Cltso high tech. 

telecommunications A gener~l term for tJ1e elec­
tronic trnnsmission of information of any type, in­
cluding data, television pictures, souncl, f~csinlile~. 
and soon. 

telecommuting Also called electronic commuting. 
The practice of working in one location (often , at 

home) and communicating with a main office In a 
<Uffu.rent klcarjon through a personal computer­
equipped wirh a modem and romnllulicatlon> 
sofrware. 

teleconferencing The use of audio, video, or com­
puter equipment linked througb, a comm.upicatlom 

· system to enable geog,.,phlcally separated indi­
viduals to participate i:n a meeti.ng Q t' discussion. 

telecopying See f~x. 
tclematlcs Prom the French relemalt.qu<J, a ter111 

used in conurmnications for the combination of 
computers and te1ecommunication.s, 

telephony Telephone technology; the conversion 
of sound [nto electrica:J signals, its transmission to 
another location, and its reconversion to ~ounc, 
with or without the use of coonecting'wires. 

tclevrocessing A term originated by JBM; the use. 
of a termi11al ot oomputer and communkations 
equfpmem to access computers a.."ld CO\tlputer files 
located elsewhere. 
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Participles and Gerunds 

po8 Forming participles. !wo p articiples are formed from the verb. stem: t he 
present part\dple invariably ends in ing, and the past ?articiple usmlly 
ends in ed. The present participle denotes the veJ.·b's -action as in progress 
or incomplete at the time expressed by the sentence's pril:1cipal verb 
[watching in tently for.;~ rnouse, tlw cat oettled in to 'lV>.itJ {he;ui ng his 
name, Jon tuwed to answer}. The past p;uticiple denotes the verb's action 
as completed{pl~u!ed in the spri11g} (wlitten la,;t ye;~r). 

s .1og Participiq'l phrases. A p'ut\cipial phrase is made up of a participle plus ~ny 
c1osely associated word or words, such as modifie.rs or complements. It 
can be used (1) ~san adjective t:o modiJya noun orpronoun {nailed to the 
roof, 'Uw slate will stop the leaks} , o~ (2) as an adverb to modifY the pre~i­
cate, or any adverb or adjective in the predicate {she will succeed, pe(se­
vcring despite clis:comagernent} {she pointtd to the chef drooping behind 
the cotm rer} . For mo;J;e on participial adjectives, see 5 .68, 5.84. 

5.no Gerunds. A getundjs a present: porlil'iple LlS'ed as" noun. Being a nom,, 
the gerund can be used as (1) the subject of a verb {complaining about i i 
W(>;n't help); (2) the object of a verb {f don:t l iJn; your cookitlg}; (3) a predi­
catenomina.ti•;e or compler:"'ent{his l::!Vorite bobby i~ sleeping}; or (4) the 
object of a preposition {reduce erosion by terra dng ·the fi~ds}. 

Proper,;r:;s of\lertJs 

pn Five propertit.s. A verb has five propli'rties: voice, mood, tense, pe1·son, and 
number. 

s.n:t Active and passive voic~. Voice shows whether the subject acts (~clive voice) 
or is acted on (passive voice)-thatis, whether the subject performs or re­
cei\•es tbe actio.n of the verb. Only transitiye verl>s are ~aid to have VGice. 

The clause the judge le11ied a $50 .fi-rte. is in the <!dive voice because the sub· 
ject (judge) U; acting. But the t1'ee's b~tmch was broke11 by the stonn is in the 
passive voice because the subject(hnmch) does not break i tself--it is-acted 
on by the object {stonn). The passive voice is always fotr;ned by joining an 
inflected term of to be (or, in c:oUoquial usage, to get) with the verb's past 
partidple. Compare the ox p:.~l/s the cart (active voice) with tl1e co.rH~ pulkd 
ltj' the ox (passive voice). A pas si ve-volce verb in a subordinate clause often 
has an implied be: in the advice given. by tlli: novelist, the im?lied (or under­
stood) words that was corne before given; so the passive construction is Wt>s 
giYf!T, Although the hlilected foTm of to be is sometimes im_plicit, the past 
participle must always appeat. Sometimes the agent remains UJmamed 
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Chapter 600 Parts, Form, and Content of Application 

··- .,../· 

:"- .-.·, 

~-" 

601 Conlflll of l'l:OYis!onal and Nonprovlslonal 
Applications 

601.01 Complete Application 
:>60l.Ol(a) Nonprovisional Applications Filed Under 

. 35 U.S.C. til(a) 
60l.Ol(b) Provisional Applications Filed Un:ler 

35 u.s. c. 11l(b) 
60t.ol{c) Conversion to a Provisional Application 
601..0l(d) AJllllk&ioo Filed Without All Pages 
. _ _ . of Specification 
60l.Ol(e) · No~pro.visional Application Filed Without 

, ' ·- 8q.east One Claim 
. @lA!(ff : Applications Filed Without Drawings 
(i(Ji.O.l(g)· Applications Filed Without All Fi&urcs 
•· ·- -·. o'f Drawings 
§Ql ,!l1,(h) _ FClp_ns-:= . _ 
~ili2'·'·" ·rower of Attorney or Authorization of Agent 
iioto:i' . ~hang_~ of ¢0rreSp!lndenC!l Address 
Joi.JJ~ .. ,:. -NationalSt.ageRequirell).entSoftheUnitedStatesas 

a D~igna~d Office 
· .-60l· '·" •:-Orlginai:Qo.lh or Declaration-

602:01 • · Oath Cannot-Be Amended 
60Z,02 .< · 'New Oath or Substitute for Original 
'&oi:iJ3' . . -Defective Onth or Decla-ration 

,..-=-:>-,'. l\02.04 Foreign Executed Oath 
'·. ; ; f 602.04(a) Foreign Executed Oath Is Ribboned to Other 
~ Apj)lieatio:O Papers 

· ·· ·--~62~0~ ·oath·~·r"r.lCeJamtLon- Date of Execution 
6Q2·.05(a) Oath or Dedar~tionin Division and Continuation 

.. , · · Cases 
602.06 
602.07 

Non- English Oath or Declaration 
Oath or Dedarinion Filed in United States ns a 
be'tgnatcd Of.fice 

Supple!llelllal Oatli or Dedamtton 
~03:01 Supplemental Oath or Declaration Filed After 

Allowance 
604 

. 604.01 
604.02 
•• 

Admlnlstra!{on or Execution of Oath 
Seal 
Venue 

Notarial Powers of Some MU!tnry Officers 
Consul 
Con"d - Omission of Ccrlifica~e 
By Attorney in Case 

604.03(a) 
604.04 
604.0<1(n) 
604.06 
60S 
605.~1 
605.02 
605.03 

Applicant 

605.04(a) 
605.04(b) 
605.04(c) 
605.04(d) 
605.04(e) 

Applicant's Citizenship 
Applicant's Residence 
Applicant's Post Office Address 
Applicant's Signature and Name 
One Full Given Name Required 
Inventor Changes Name 
Applicant Unable to Write 
May Use Title With Signature 

605.04(1) 
6ll5.04tg) 
605.05 

Signature oo Joint Applications-Order of Names 
C.:orrcction oflnveutorship 
Administrator, Executor, or Other Legal 
Representative 
Joint Inventors 605.07 

606 
606.01 
607 
607.02 
608 

Title of Invention 
Examiner May Require Change in Tille 

FolillgFw 
Returnabflily of f-ees 

Dlsclosuu 
608.01 Specification 
608.0l(a) Arrangement of Application 
608.0l(b) Abstract of the Disclosure 
608.0l(c) Background of the Invention 
608.01( d) Brief Summary of!nvention 
608.01( e) Rese>Vation Clauses Not Permitted 
608.01{1) Brief Description of Drawings 
608.0l(g) Detailed Description oflnventiou 
608.01(h) Mode of Operation of Invention 
608.01 ( i) Claims 
608.0JG) Numbering of Claims 
608.0l(k) Statutory Requirement of Claims 

608.01(1) Original Claims 
608.01(m) Fonn ofCJaims 
608.0J(n) Dependent Claims 
608.01(o) Basis ror Claim Thrminology in Description 
608.0l(p) Completeness 
608.01( q) Substitute or Rewrineo Specification 
608.01(r) Derogatory Remarks About Prior Art in 

608.01(5) 
608.0J(t) 
608.0I(u) 
608.01(v) 
608.02 
608.02(a) 
608.02(b) 
608.02(c) 
608.02(d) 
608.02(e) 
608.02(1) 
608.02(8) 
608.02(h) 
608.02(1) 
608.02(m) 
608.02(n) 
608.02(o) 
608.02(p) 
608.02(q) 
608.02(r) 
608.02(1) 
608.02(v) 

Specification 
Restoration of Cancelled Matter 
Use in Subsequent Application 
Use of Formerly Filed Incomplete Application 
1iademarks and Names Used in 1iade 
Drawing 
New Drawing -When Required 
Jnfom1al Drawings 
Drawing Print Kept In File Wrapper 
Complete Illustration in Drawings 
&mnincr Determines Completeness of Drawings 
Modifications in Drawings 
lllustrarion of Prior Art 

Additional, Duplicate, or Substitute Drawings 
1iansfer of Drawings From Prior Applications 
Drawing Prin!l; 
Duplicate Prints in Patentability Report Cases 
Dates Entered on Drawing 
Correction of Drawings 
Conditions Precedent to Amendment of Drawing 
Separate Lencr to Draftsman 
Cancellation of Figures 
Drawing Changes Wl1ich Require Sketches 
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PARTS, FORM, AND CONTENT OF APPLICATION 608.010) 

-')applicant's best mode disclosure is so poor as to cffec· 
· lively result in concealment; In re Sherwood, 204 USPQ 
537 (CCPA 1980). 

The question of whether an inventor has or has not 
disclosed what he or she feels is his or her best mode is a 
question separate and distinct from the question of suffi­
ciency of the disclosure, In re Gay, 135 U SPQ 311 ( CCPA 
1962); In re Glass, 181 USPQ 31 (CCPA 1974). See 

35 U.S.C. 112 and 37 CFR 1.71(b). Sylgab Steel & Wire 
Corp. v. Imoco-Gateway Corp., 357 R Supp. 657, 
178 USPQ 22 (N.D. Ill. 1973); H. K. Porter Co., Inc. 
v. Gates Rubber Co., 187 USPQ 692, 708, (D. Colo.1975). 

ffthe best mode contemplated ~y the inventor at the 
time of filing the application is not disclosed, siu:h defect 
cannot he cured by submitting an amendment seeking to 
p·ut into the specification something required to be there 
when the application was originally filed, In re Hay, 534 
Fld 917, 189 USPQ 790 (CCPA 1976). Any proposed 
amendmentofthis type should be treated as new matter. 

' .Patents have been held invalid in cases where the pat­
·entee. did not disclose the best mode known to him. See 
Fljck~&edy Corp, v. Hydro-Line Manufacturing Co., 

. . 351 F.2d 546, 146 USPQ 694 (CA 7 1965), cert. denied, 
. . '\ 383 U.S. 958, 148 USPQ 771 (1966); Indiana General 
JCorp. v. K!ystinel Corp., 297 F. Supp. 427 161 USPQ 82 

(S.D. N.Y. 1969), affinned, 421 R2d 1033, 164 USPQ 
· 321 (CA. 2 1970); Dale Electronics, Inc. v. R.C.L. Electron­
ics, inc., 488 F.2d 382, 180 USPQ 235 (CA 11973); Union 
Caroide Corp. v. Bmg- f#lmer Corp., 550 R2d 355, 
193 .USPQ 1 (CA 6 1977); Reynolds Metals Co. v. Acorn 
Building Componen/s Inc., 548 R2d 155, 163, 192 USPQ 
737 (CA 6 1977). 

·NOTE.- Completeness, >see< MPEP § 608.01(p) 
>and§ 2165 to§ 2165.04<. 

608.01(i) Claims [R-3] 

37 CFR /.75. Claims 
(a) The specification must conclude with a claim particularly 

pointing out and distinctly claiming the subject matter which the 

applicant regards as his invention or discovery. 

(b) Mdre than 011e claim may be presented provided they differ 
subsmntially from each other and are not unduly multiplied 

(c) One or more claims may be presented in dependent form, 
referring back to and further Umiting another claim or claims in the same 
application. Any dependent claim which refers to more than one other 

claim ("multiple dependen tclalm'' ) shall refer to such other claims in the 
alternative only. A multipledependentclaim shall not serve as a basis for 

any other multiple dependent claim, For fee calculation purposes under 

.§ 1.16, a multiple dependent claim will be considered to be that numb~ 
'-..__./of claims to which direct reference is made therein. For fee calculation 

purposes,also,anyclaimdependingfromamultipledepcndentclaimwill 

be considered to be that number of claims to which direct reference is 
made in that multiple dependent claim. In addition to the other filing 
f~s.anyoriginalapp\icationwhichisfiledwith,or-isameudedtoinc\ude. 
multiple dependent claims must have paid therein the fee set forth in§ 
1.16(d). Claims in dependent form shall be construed to include all Lhe 

limitations of Lhe claim incorporated by reference into the dependent 

claim. A multiple dependent claim shall be construed to incorporate by 
reference all the limitations of each of the panicular claims in relation to 
which it is being considered. 

{d)(l) The daim or claims must conform to the invention as set 
forth in the remainder of the specification and the terms and phrases 
used in lbe claims must find clear support or antecedent basis in Lhe 
description so that the meaning of the terms in the claims may be 
ascenainable by reference to the description (See§ 1.58(a).) . 

(2J See§§ 1.141 CO 1.146as-todaimingo'iffurentinvenu'onsinone 
appli:cation. 

(e) Where the nature of the case admits, as in the case of an 
improvement, any independent claim should contain in the following 

order, (1) a preamble comprising a general description of all the 
elements or steps of the claimed combination which are ronvcntional 
or known, (2) a phrase such as '<wherein tbe improvement comprises," 

and (3) those elements, steps and/or relationships which constitute 
that portion of the claimed combination which the applicant con~ 
siders as the new or improved portion. 

(f) If there are several claims, they shall be numbered consec­
utively in Arabic numerals. 

• 4 >(g) The least restrictive claim should pe presented as claim 

number 1, and all dependentclaimsshould be grouped together with the 
claim or claims to which they refer. to the extent :practicable. 

(h) The claim or claims must commence on a separate sheet. 
(i) Where a claim sets forth a plurality of elements or steps, each 

element or step of the claim should be separated by a line indentation.< 

NOTE 

Numbering of Claims, MPEP § 608.01(j). 
Form of Claims, MPEP § 608.01(m). 
Dependent claims, MPEP § 608.01(n). 
Examination of daims, MPEP § 7116. 
Oaims in excess of fee, MPEP § 714.10. 

608.01(j) Numbering of Claims [R-1] 

37 CFR 1. 126 .Numbering of claims. 
The original numbering of the claims must be preserved through­

out the prosecution. When claims arc canceled the remaining claims 
must not be renumbered. When claims are added, except when 
prcsenred in accordance with § l.l2l(b ), they must be numbered by the 

applicant consecutively beginning with the number next following the 
highest numbered claim previously presented (whether entered or not). 

When the application is ready for allowance, the examiner, if necessary, 
will renumber the claims cOnsecutively in the order in which they appear 

or in such order as may have been requested by applicant. 

In a single claim case, the claim is not numbered. 
Form Paragraph 6.17 maybe used to notify applicant. 

~ 6.17 Numbering of Claims, 37CFR 1./26 
The numbering of claims is not in accordance with 37 CFR 

1.126. The original numbering of the claims must be preserved 

600-55 Rev, 3,Jtlly 1997 



 

 

 

 

 

 

 

 

 

 

 

 

Exhibit “N” 
 

 

 

 

 

 

 

 

 

Case 2:09-cv-00310-DF   Document 390-15    Filed 10/06/10   Page 1 of 4

-- 250 --

MasterCard, Exh. 1021, p. 250



Case 2:09-cv-00310-DF   Document 390-15    Filed 10/06/10   Page 2 of 4

-- 251 --
MasterCard, Exh. 1021, p. 251



MasterCard, Exh. 1021, p. 252

·09-cv-0031 0-DF Document 390-15 Filed 1 0/06/10 Page 3 of 4 
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Library of Congress Cataloging in Publication Data 
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Editions for 1898-1948 have title: Webster's collegiate dictionary. 
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llttompanitd /IJ "" i11•ok• for t~,,.,.,. 
(NOTE: BCCOfi1Jlnled by somelhlng) 

accordance l•'b:d•o•J ncm.• In 
JIC<Ord•ti<O witb : in llj;tl:effi<Ot with 
'ACCOrding ~o; ,·. accu"'""'-~ ~ilh .JDflr 
P.rtTflcfWng ,.,., ltar1 t111011lnl lh~ money in 
J""' ~urnllt • t.ttutttt; I .,. .ntbllfiJtilrr th1 
claUit /IN ._.s in u«tmltlnce willl tloe 
a;Mrell{ our /e,./ ddrutrr 

0 accorclng to [o'k):d19tu] pr.positiO<t .. 
~om.eooe nyt oc writes; IIH cqlltpllkr trillS 
iRnM/d llCcordiJtf IO tho ,_.,,..,.,,.,•s 
/nsJructiom 

0 ac:cOf'dlngly (3'k~:d!Qh) lldverb io 
•grecmcnt with what hu been d<cided; w.• 
haVI rftcf!ir•d JOur Untr 41ul hat~~ altued tli~ 
'~ntract «.t.•unlingiJ 

QUOTE: the butl~t4 tlll'8eUI for cmploymem 'aod 
growth ;Me with;n 1~tl accc)l'dipg lu lh~ lak.&t 
fi.!(UJH 

aecount l>'luountl 1 now• (a) record of 
(tn&llciar !raD13CliOM ooer a period or dme, 
,sUch &I money paid, received, borrowed or 
owed; p~tu~ Sltatl Ml J(lffr fiCCOIIJil ~ 4 
tldaikd "" D ll iUIIOiuJ ll«tHIIII; np~ 
o..:n nl = money which a businessman i.; 
alto_.t by bis company to •J>c:f'd oo invelhng 
L<'ki en~ainiog clients ill coaoectioo with his 
busioe•o; h• rlHrrrd 1111 hDI•I biU '" hi.o 
up•, •• Gccorull (b) /In a •hop) arrangement 
which • t uSiomcr ha•tn buy good• and poy for 
them at n later date (U!ually !ltc end of Ute 
rnonlh)~ tn lta11e 011 «C,IIItt m IJ chtJrg~ 
11ct ount ttr « cntli.IG«onrlt Wfillr Harrods: put 
it mr nty m:01u nt m clmrt:e it lfJ my accounl 
(vf a customer) to opeo 110 accoullt z to a>lk a 
shop to •upply good• which you w!ll pay for JOt 
• la!t:t dau:: (of a Jhvpl to open oa occoutil •• 
to tlose An IK"COWII a to stan .,. tO SlOJI 
•upplying a customer on credit: to S\'Uie an *""""' = to pay all the onoocy o wed on an 
occount~ lo .stup »D accouat ;jll; to stop 
wpplylng • customer until he has paid wltal he 
owes (c) on ""cuunl = •• pan of a !Oial bill; 
10 ,..)' 111t1Dt)' 00 a«OODI : to pay to mtle 
pull or a b ill; aoh .. ce OD I<COUit ~ money 
paid ., a pan ptiJiment (d) couconou wbo does 
• la~ge amount of busine"' wi!b • fum and has 
OUI ncc;ount; I;~ is nru af nur kuttst ttt'CDIIIItl; 

(lllr &oi~S"'I!" call Qlt tbt.ir IHII aununts twice 
,. month; account u:ecuthe. • unployce who 
is the ooJ.y perwn to d...,l with a cenain 
C\l3tomer ,, wbo is Cho llnk belw~etl a certain 
customer and his compiJiy (e) tho ooxounts of 
a busillr::m w a c•mpany•s a«ounts = 
d<tailed records of a company' s fiiiJUlctal 
affain: to koop tbo an::ooo~ = to write: u eh 
rum of money In tho -.wunt boot; do« 
fU:CtuufhJill,$ ]Db i.s to «ltf•r all the ,.on9 
rec•llld In IJtt tt<lt<>u•ll; 11<~ ltoolc = 
book widt prioted coiUINis rudy for oa:ounu 
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to be entoml; aaoual 1ccouots • accounts 
prepnrcd al thr. end of a final\ciaJ year; 
.wtanageruent account& ';I financiAl infQnD:ttion 
(•ttles, expenditure, credit, and profitability) 
prepared roc • tnanager so that "" con toke 
decisions; pnlfit and loss account (P&cl. 
ae<OUliiJ ~ tiJte!netu o f company expenditure 
and io.come over a period of time. almost 
olways one calendet year. sbowin& wbetlxr 
t.he company ha• made a profit or to.. (the 
bal:uue ~..,t show• tho stale of a company's 
flrnlll<CS at • c<zuift dace: the profit and loss 
accamt Jhows the movements which have 
~n place lin<e !be lilt b&lan<:e obeet) 
(NOTE: lhe US ...-nl IS llle pn>flt .,.. tou 
•IICIMnl 0< ktCCJ"'O •tatea>eftl); &a:OIDIIs 
oleportment • dcpartJncnt lo a company which 
deals with money paid, m:eloed, bomowed or 
owed. accnunu man•ger = managt:r of .., 
accoonlS depunrnc•u; acc•uuls payabk- = 
1noney owed by a company; a.ccounQ 
r..:dvable a money owed to ~ comp.my (f) 
brutk ... ount .,. us b~nkl!lll aecwnt -= 
:uraa,cmenl to keep mooey in • bank; 
bttlllli11g sod"J Otcfllllft; sa'li,.gr bd•k 
aM/Itlrl; Utqds «CQll.nt; lu hfJS a11 accmrnt 
>rillo Uoy;b; I /uno~ "" """'"'' willt the 
Hnliftu B'llililltf Soci"J; If! p~t WIOIIIJ ilt(to) 
JOIU OCC111Utl; 1<1 Uib ,..,.IJ ••I of yon• 
" """"'" M 10 ll'illl4nnlo /1001 .. , fro111 J(lllr 
IICCflfl•t; bUdpt JK:ataal • bank IICCOUDI 
where you pllln income ond expendilm'e ro 
.. now for period• wh<n c~pe•ditun: is high; 
c11rnot .-ctnunt g,. t btque attODDt or US 
chcd:lolt &<CIMlDI • OCCUODt whfch pays little 
or no interest but from wbililthe customer can 
withdraw moocy when he Want& b' writing 
cheq<es; dt JIO•It atcount = "''""unt "hicb 
poys interest but on which notice tasually ba'4 
ro be given to withdraw moooy; cxter11.J 
Mt.'o•ul • acoount in a Brilisll bank of 
someone who is livin.g in a...other ooantry; 
lro~ Kcounf • account where: the ruoncy 
connot by aood or mooed bocause of • coun 
ooler, joint occouot • account for 11110 people: 
"'q¥1 lllltrrid pt~ /ta•• joifli Q(;(:OWIIU $D 

tlwt tJ.q UIJI - fi ""'• """"' - .. At ... 1At7 
wmat iJ; o_.erdnwn attoua.l • acCXJUit wbere 
}'OU bavt raken out more money than you h:Jve 
p.- in (i.<. where the bank i• lending you 
money); lllfiiiiS a«oual = accouru where 
yoo put money in «&uhuly wtd which Jl'IY' 
inceres~ ot\·~ aL • htjlbef rate than • deposit 
scoouot: 10 open 1.0 aC'couat = to starr nn 
account by pulling 1001ey in; sloe opentd an 
at<t>MIIl with 1/ui 11•/iftu BulllllAg S<>eUty; ID 
dOft an a«ount • to take 3ll mon.ey oot of a 
bank acooun< and lllop tho account; ht cloud 
his accoul wltl• Uoyb (g) (Siock E.n:hnnge) 
set period (formerly •bout 1tn working days) 
dllrlrc which ~""" caot be bought and at lh< 
eod of which tile purchaser mast P"Y for the 
.obon:s bou&h<; rollhl« I«GUnt • symm of 
payiog for sltves bought on the S<ock 
uchange. ,...,,. tho buyer pays o1 the md of a 
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·{?·· caP s lo pay tbe e<~mplete sum in caoll; to 
ral · "' pil) by <IHque • to pay by giving & cheque, 
~~;; ···.: .. ·. :!~ .. not by ilsln1 casb <>< cn:dil card; to pay 'Y 
of ~ credit eanl • to JlllY. using a credit card and 

L not a cheque 6r cash (b) to give mooey; .to pay 

bt 
hit 
to 
ct: 
he 

to 
I a 

on 
uf 

ey 
ay 

'"· ior 
ay ... 
~ 
ng 

of ... 
~ 

ht; 
if 

. ~ .·i( on ole!MIId ~ ·to pay money when it I~ uked 
fO<, 1101 alter a period of credit: pleMe p&J !be 
..... of !10 s pleue give £10 in ca.sh OS by 
~heqUe; to pay a diviolotld w to give 
obarclloldet! •• part of the profit& of a 
c0111p1111y; t~t .. ~ .Jsarn J1#IY • .m;,un4 of l.Sp; 
to Pill' latenit = to give mone.y u illlaest oo 
.. oney bonowed , invested; bulldhtt 
-illil• JNA1 •• ii!Ur*lf of 111'1fo (c) 10 ,;_ve a 
workel I"II()Jley foe wetk done; rltt wo'*ferct 
/w6 ul btm pGI4 fur //tnt wetb; wt fillY 
f""d .. _.,for MdJhrl ri!VrliM; flow •utlt u 
tltey "" , ... ,., hour?; tn ... paid by tbe 
hour= t<> get money f<>r each bo1.- worked; to 
be P'ld at plt<: .. worlt rales • 10 get mooey 
for each piece of w·ofk fini~l\ed (d) to give 
mooey which is owed « wllicll bOlito be paid; 
r. filii 11 bill; to ptiY an ln..ntt ; If ptr] tiJJq •n 
lrnpom; 14 fillY 11u (e) to pay a <beque iDCo 
.. aeecMml z to deposit money in !he fO[m of 
a cheq"" (NOTE: paying • peld) 

Q payable ['pct:lbiJ adjuli"" which is due 
to be paid; pa)'llblt in Ddvall« • whicb has to 
be paid befO<e !he goods arc delivettd; 
payable on 11olmry • which h.os to be paid 
wheo the goods are delivered; payable 011 
demtuad ., which must be paid wbeu payment 
l$ uked for; payable at sixty days = which 
has 1o be paid by sitty days after tl)e date of 

, . UIY<>i<>e: rhoque made payable to .,......,, • 
eitoqoe which wW bo paid to the pen;on wbo 

. . -~·, has it. 1101 to !U)y particular llllllte wrilten on iJ; 
""-•"" payahlo on apJ)IkadD!l = &harts whicb 

i\. OlliS! be paid for when yoo apply to buy them; 
,.......,., pa)'ll)llc = IYIOMY owed by a 

"t. con.,any; bills payable • bills which a debto< 
will h.ave to pay; thdrtdty ebar-geo are 

·. pa,.abk by llle tellaal • tilt tenant (and not 
',?' the lalldlord) JIIUSt pay for tbe electricity 

· · ¢ pay .. you 1!181R (PAVE) 
-\~: I'D~l~ju1a:n] GB tu. rysJem. where inc;ome 

Ia. Is deducted frosn !he sallU)' hl:fCJ<< it is P'J.id 
\: to tile wotk<t 

'" ~ pay-ae,-vou-go {'pt:ra!Ziifg..o] <•. ) us = 
PAY AS YOU EARN (D} GB p&)llliCitt ays1<0m 

' ' whue the ·pure~-' pays ut small i.n.<llllntent> 
, u be U$e$ the 8erv!ce 

Q pay back (per'b;ok] verb to sive mouey 
bad tO someone; "' pay had! " ltutn; 1 ltou 
loiJII £j(J arullu prom&~ to f1111 1M biuk U. a 
-..do; lu! h<lo "'"" p<iJII me back the -11ey 
,., ""'""td 
Q ~ck rpctbrel::] noon paying baek 
tllOIIey wbiclt bas been borrowed; paybaek 
~~-= clause i• a OORtract wllich •tate. the 
umru foc n:P,.ying a kxm; pioyh&<k period • 
period of limo ewer wbicb a loan is to be 
~paid ar &It iovesune.al is to pay fQr its~lf 
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0 pay-cheque'" us paycheck ['petlJekJ 
'"""' ..,11\Q' cbequ~ gi>en to liO ~mployee 
0 pay down [per'dauo] verb to 'play fll00e1 
do"'D = I<> niW a <!<posit; he fiii/J .t5D bw• 
11114 llrer•!i hi mo"lflq IR!tiJbMIIb 
0 PAYE ['pi:e!War'i;] = PAY AS YOU 
EARN " 
<) payae [per'i:J noun pe,.on who reu.i111's 
moAC-y from AOmeOn.e ar per100 wbMe name is 
oa a chrque 
0 payar L'PeJ•l noun person who givea 
l'ftODtY to som~; slow payer • penon IH 

company which dQes not puy debts on time; •~ 
iJ III<'R lnDWa IU <I dow fHIJU 

<> paying ['pen9]1 adjectiVe wltich make• o 
profit; it /J " flllli"B bwm•.,; It Is DOt • 
parma proposition • it is Dot • business 
whiclt is going to make a profit 2 """" giving 
money; paylnt of tJ deblf paylog-io hook = 
book of forms tilr payinK money into a bonk 
account ~ building society; paying-in oUp • 
fonn wltich is filled in when money is being 
doposited in a bank ac.:ount .. building ~«>Citty 

~ payload (' pedoud] nuur> cor~o -
passe"!!':R ~arried by a •hip ~ tnlia '"' plane 
for whicll payment U. nwle 
<> payment ('peunontl noun (a) giviog 
mor.tey; JNJJIIU111 ia taJ. or c4Jh JNIYMMf; 
fHIYmnll ., chcfll<'; fillY"''"/ •f I..UTest "' 
U.r.re•l I"Y18tlll; pay1110Dt on aceGUat ; 
payi•g part of tbe ""'""Y owed; filii pay meal 
"' payment Ill run = payieg. all money <>l''ed; 
payme•t oe> lnvoloe = paying mon&<y M •oon 
.. an u\lioice i s received; pay-nt Ia klad = 
paying by givin~ goods or food, but not 
money: po)'IDent by ftM~IIs = money given 
which ioc~ases With the-amount of wotk done 
or goods produc.:d (b) money paid; bMk 
paymnt = paying money wkich i• owed; 
dlfernd paymeat • (i) money paid later tban 
tho "!!teed date; (li) puymeru for goods by 
instolmen!S over • period of time; 1M 
..,...y arrud "' iqtr P"'•llll$ for tim• 
IIUlllfhl; dewn payment ., part of a total 
payme.t made in advance; npoyabk ill _, 
payments • repayable with smill sums 
n;guLtrly; ioceollw paymonts "' extra pay 
off«ed_ lo • wcd..a' to make him work better; 
btllaaee ol. paymet~ls = the intemationol 
finAncial position of a country including 
vWbl.c an<~ invisible II\lde 
Q pay otr (J>or'of] verb (1) to finisb pa)'iil¥ 
money wltich "i• owed; to fillY off, nu>rlgag#i 
ro P"J off a lomr {b) to pay aU ~ money 
()wed to wmeooe ""a tennin•tc his 
employmMt; wlwr 1M co"'f111"1 """ rdta 
D'HT UN JMtory wa eltJOtd IJIId lllJ tilt 
,..,~ ,.,.,. ptUtl t!lf 
0 payoff ('pe101] ""un {a) money puid to 
finish paying SO<J>Othing wlUC~ i.s owed, such 
•• """"'Y paid 10 • wolkes '\\/bon lois 
employment ,. tenninoted (b) profit ... reward; 
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0 realizable [n)'lal]:;)bJJ a4}ecti,. 
reo6..,ble omds = •<Sets wltich Cllll b. rold 
fO<money 
0 reallatlon (,n;)!•r'7.ot,l31\] no"" (a) 

cn>JI1UII ulld.,.tan<ltng: 1/1~ ciM/rmtlll ., 
r<~fl lftGl /tr WU fObof li> /u DlihOtu/ 
(b) making =1: tbe rtaUutioa of a project • 
puctiD! • project into ocrioft; Ill• pl4A -•II a 
Ullg~ FUM6r no_litJitio• wh.t• liN ~•ttlnlds 
tHTO si8J1.d (c) realtudoa fll- = sdlillg 
of :os.m fa< money 

fa8JtoJ ('rr.>l"') n<HU1 1/S ffillte >gent, ptf!QD 
WhO sdh real eswt fbt CIII!OID<:rS 

() realty ('r~:>hi)IIONif property"' realeS121e 

reapply (ri:o'plit) "''b to llpllly agllin; lif11n 
Ale •- that lltr job iood tllll 110/ hem filled, he 
,...,/k4forlt 
<> reapplication ('ri:.tph'kctf:>nl now• 
ucond applicatiOI) 

reappoint ('ri::.'p>tnl) tl<rl> to •woint 
someone •gain; /u ""'' nap,m..ud cluJimwJ,t 
f•r •f•rtlt., lhru-YftF poriod 
<> reappointment ['ril.>'pOIIltmonl( ntJt•n 
being n:appointed 

reason ('ti:%n] -=· U · which uplains why something has ha ; ,., Grli11< ,..., 
.., n tU<>II {tN tlu roe'• Ita• .mHJJ; rltr 
pontn~lld •JIIc•r ~Weed 1;1, for du rtJ>SiHJ 
wltJ he ......, r.te uxoilli rite ella;,-• ...,. 
• •kul for ftiJ rftUnnS for doslllf th• facrory 
<> reasonable {'ti:zonobll adjecti•• (a) 
seo&ible - not 111111oyed; lite ,_,.nru o/tlrr 
rAoop was "'1 rHrunllblt wh•• she tmd to 
upt.Jin th<ll UJ6 lrlul '<It h., em/U urth 111 
/r(Htre; no r<IUOflable ol'Ctr rdlr.!fll - we will 
accept IVIY Gff~t whiCh is not extcemel:y low 
(b) moderale ., no1 cxpcn~ive: Ill< """'""'"I 
•ff•n gt~i'l4 food ar rrotutUJbk prius 

rea8111eSS [ ri~ ses) "'rl> ro as~ •gain 
0 raauaasment (rb'sesm .... tj noun .... ............. , 
reassign (n~'satnl ,..,,;, ro u.<ign again 
0 1'118Uignmant (ri:o'samm:mt)IIOfffl new 
u:s:igiUil~Rl 

reassure (n::~'f<»l ~'" (11) to make 
someorx: c.aJm tJr lw woJTied~ the rritlrkets 
-..ere Tt'CUSUr fti 61 tlrl ~ov~mln~"t BfiJit,M( 

11n iwttwn rontN>It; rite mtJIUJf11 tri•d " ' 
rOMsUTS htt 11141 •h• 14'0~/d not IDse Iter job 
(b) to reiiiSilr<, 10 iprcad the ri•k of illl 
Jn.illl'aJlCe by wsk.in~ nnoaher ins:urnnce 
comporty to oover pan or il ilJid rccei>e part of 
the premiurn 

rebate J' rt.bert] """" (•) roduclioo 111 tbe 
amount of raooey to be puid; k> offn "- 10'!1> 
t •/ltll• 011 sol«tcd roolh (b) money notuno<d 
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to oomeonc becau•• be has pai.d too muclt; 1rr 
gt~l" /4Jr reba I• •I tl•• tnd •f rltr ~"' _ 

rebound [n'baundl verb to go b><k 1tp 
again quickly: til~ IIM'rlc.~t ,,.,,..,,.qt/.,, ~~~~ 
"'"" tJ(tlrt gq•lt>IJII<Ht's duulolo 

recall [o'kol] >vrb Ill/ a ma.rufacrurer) to .. 11: 
far prodUcts to be remmed becatue of possible 
faults; ,,.., nc.lhtllO,OIJIJ wiUloU.r -.4ti.t•• 
bnwue ofofn/IJ rlnlridl coa<dift 

reed : RECEIVEO 

receipt fn'>i:t) t notm (a) paper showing 
th•u ""'"'Y bu bee• paid "' thatiOIJlelhiog bas 
been r:ecetved; <litlllllft Hcdpt; '""' rttript: 
ruripl for ilc1111 pouc/tuttl; fllrtu< JITOduu 
:fiH" r<Cftpl If JIIU Wfllll 10 UCMifK• U.-.; 
r..,.,lpt botlk •• boel< of reaiipls = book o( 
blank re«i~ to ~ filled in w~n purchaoes 
are rnnde (b) J.u.a of receivi1~8 someth:iil;; to 
adcnowled@t receipt of a letter : ro wrue to 
.say tMt you have received l!! letter;. we 
acblllflttlr< ncftpl of "''" lttl<r •I t1u 
l5tlt; gotHh w/U In iiHJ'rlicd wil!ft• tltilfy 4111• 
f/ reuipl of 11r'lllr; bo•okrs an ~ 
wil/ti/1 thirlJ "''~ 11/ nct;,t; "" ron;,t of t1u 
nfllijkoli<m, lite .-pe•J lodtr..S •n Qlp<lll 
(c) nuipts = lllOI)<Y t3 k <A i• sales: I» /suaju 
nc~ oltl/ up<tttliiMro; r<c<i,a Ul ..., 

•goi•.t r-• "'"" p~riDd •I t.n pur 2 ••rl> to 
stamp"' 10 •l&n a docltrnent to show liW it flU 
been ceceived f1lf ro starnp an in,•oiee to show 
that il h .. ~ .. , puid 

receive (n'!ii:vJ ••rlJ 10 get iOmething whicll 
has b<:;m delivertd: .,, r~<:tl•<J Jlt• I'IJ1111t•l 
lelf MJ' qo; tlu ~·tHirns lt.rr R<>l r«dMI 
,.., .. ,., for six wumtlt8; tlu /lfH>IIs wue 
l'tcdnd i" road <oJJtlitiMo; 'recdYCd .,. .. 
lhA•b' = wc:Jt"tb put on an invotu to show 
that • """ lw ~ .... p2id .. 
0 ~lvable [n'sl:v~bl] ad}mlve wltlch 
can b. received; Dc:tOUDIS fftei?able."' """"'·Y' 
owed ro a comp111y; blllo recd..a.lt ~ bills.· 
which lll'll due to be paid by • eom]Jillly 's 
debtotJ 

0 racelvablea [n'sl:voblz] plural ""''" 
money which h owed to a oompoa y 
¢ receiver ln',i:v~J nQIIII (a) person wt.> 
receives •otnWtlng; til< ru•i•or 9/ lilt 
1hipmrrot (b) official nceivor • sovemmcnt 
official who b appoint.:d to rua • eomplltl)' 
which i3 m fin..aoc.aal d!ffitoltles, to pty otJ ·irs · 
debts as f11 u poalblt, aod 10 clooc it down: 
tltr co•n ..,tH.trrd • r•«i wr f• tlr1 
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Case 2:09-<1":1{~~-~dY~o~'elY.?fiM~'N'sTRi~T~eliAft~e 2 of 4 

U.S. Pat. No. 5,793,148, Claim 28 
Plaintiff's P roposed Defendant's Proposed 

Court's Construction 
Construction Construction 

A payment method, comprising: 
"payor"; A person or entity who " payor"; Party paying for or 

a payer obtaining a document 
pays, or who is to make a purchasing goods or services. 

containing document information, 
payment. In this claim payor and 

the document infonnation being 
payer refer to the same person or 

associated with a debt incurred by 
entitv. 

the payer or for goods or for "payer"; A person or entity who "payer"; Indefinite. 
services to be paid for or purchased pays, or who is to make a 

by the pttyor; payment. In this claim payor and 
payer refer to the same person or 

the payer creating a variable entity. 

lluthentication number (VAN) on a 
"payment" "payment" computer using at least a portion of Compensation in exchange for 

the document information, and a 
(AGREED] 

goods or services or the discharge 

secret key of the p{tyor, the lAG REED] of a debt. 

document information including an 
amount, and information for 
identifying the payee, the VAN "associated with" "associated with" Identified with or having a 

being used for attesting to the connection to. 

authenticitv of the 12a::ior and rAGREEDI I AGREED! 
document information; and 
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U.S. Pat. No. 5,793,148, Claim 28 
Plaintiffs Proposed Defendant's Proposed 

Construct ion Construction 
"variable authentication number 

the payor creating a _payment (VAN)"; A variable number that 
instrument using the document can be used by a recipient to verify 
information and appending the VAN the integrity of information 
to the 12ayment instrument, the relevant to the transaction and that 
12ayment instrument being used to "variable authentication number a party to the transaction 
pay for the incurred debt or for the 

(VAN)" ; An encoded variable 
originated the transaction 

purchase of goods or services. 
number that can be used in 

information, the value generated 

verifying the identity of a party or 
by [coding] information relevant 
to the transaction either with a 

the integrity of information or 
joint code produced fi·om 

both, the value generated by 
information associated with the 

coding information relevant to a 
party or directly with information 

transaction, document, or thing 
associated with at least one party. 

either with a joint key or 
information associated with or 

The term "coding" means: 
assigned or related to at least one 
party to the transaction or issuance 

Transforming information into a 

ofthe docwnent or thing. 
VAN by applying a known 
algorithm under which the 
resulting VAN can either be 
uncoded by reversing the coding 
operation or compared to a VAN 
regenerated by applying that same 
known algorithm to the 
information. 

"secret key of the payor"; A "secret key of the payor"; Key 
private key that is created by the that is generated by coding 
payor, or an entity originating an information associated with and 
instrument on the payor's behalf, known, prior to any coding, only 
by coding information associated by the payor for use in any future 
with or related to the payor, which transactions. 
is capable of being separately 
created by a party intended to 
authenticate the instrument 

Court's Construction 
I 
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U.S. Pat. No. 5,793,148, Claim 28 
Plaintiffs Proposed Defendant's Proposed 

Court's Construction 
I Construction Construction 

"the VAN being used for "the VAN being used for The VAN being used to verify that 
attesting to the authenticity of attesting to the authenticity of the instrument originated from the 
t he payor and document t he payor and document payor and that the at least a portion 
infor mation" information" ofthe document information used 

to create the VAN has not 
!AGREED I I AGREED! changed. 

"payment instrument" " payment instrument" 
A docwnent (including paper or 
electronic) that is used to transfer 

!AGREED) )AGREED] 
funds to a recipient party in 
connection with a [payment]. 
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Case 2:09-cv-00310-DF Document 390-18 Filed 10/06/10 Page 2 of 4 

United States Patent [19J 

Nunley et al. 

(S4) DOCUMENT PROCESSING SYSTEM 

(7S) Inventors: Leonard J. Nunley; WIIUt D. 
Slmpsoa, both of Dallas; William J. 
Reid, Richardson, all of Tex. 

[73] Assignee: Reeopition Equipment IDcorporatecl, 
Irving, Te.x. 

(21] Appl. No.: lOZ,970 

(22) Filed: NoY. 3, 1980 

[Sl] lat. 0.3 ................... ........................... G06F 15/30 
(52) u.s. a . ..................................... JM/900; 235/379 
(58) Field of Seardl ... 364/200 MS File, 900 MS File, 

364/408; 235/379,425,449,493 

(56) References Cited 

U.S. PATENT DOCUMENTS 

3,178,690 4/1965 Masters et al ....................... 364/200 
3,228,006 1/1966 Neilson et al. ...................... 364/ 200 
3,277,444 10/1966 Masters ............................... 364/200 
3,308,439 3/1967 Tink et al ............................ 364/200 
3,596,256 7/1971 Alpert et al ......................... 364/200 
3,970,992 7/1976 Boothroyd et al. ................ 364/900 
3,998,155 12/1976 Cothran et al .................. 364/200 X 

,}'¥) 

DISPLAY 

108 

KEYBOARD 

[II] 

(4S] 

4,404,649 
Sep. 13, 1983 

4,025,903 S/1977 Gorgens .............................. 364/900 
4,027,142 5/1977 Paup et al ..... ...................... 235/379 
4,082,945 4/1978 Van de Goor et al ............. 235/379 
4,091,448 S/1978 Clausing .............................. 364/200 
4,166,945 9/1979 lnoyama et al. ..... .. ...... 235/379 
4, 180,799 12/1979 Smith ........ .... ...... ............. 340/146.3 

Primary Exami11er-Raulfe B. Zache 
Auomey, Age11t, or Firm-Richards, Harris &: Medlock 

[57) ABSI'RACf 

The system described herein provides a capability for 
automatically processing documents such as bank 
checks, deposit slips, loan payments, etc., from all 
points within a banking organization, with exception of 
the point of receipt, based on the utilization of a Source 
Item Control Number (SICN), which uniquely identi· 
fies a document at all subsequent processing points. 
Processing at t.he source point of receipt is semi· 
automatic in that the first person to handle the docu­
ment within the organization is generally required to 
key or otherwise manually enter certain data related to 
the document. 

9 Oaims, 9 Dnlwing Figures 

107 

I 

/7 ;s 
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destination record which includes the SICN. If such a The next four digits might represent the sequence num-
record is present in memory storage, it is retrieved and ber of this item (the seventeenth item processed by this 
utilized by the batch oriented document processing teller on this terminal today). Many other formats of 
system to remove said document from the stream of SICN are possible. The SJCN might be shorter or 
documents and sort it to the address destination indi- longer and might contain other data, but the SICN 
cated as desired in said exception destination record. assigned to a document will not be assigned to any other 
Also, during the bookkeeping operations, the account- document for a significant period of time. As an exam-
ing system may utilize the data from each record to pie, not for one year or longer. There are many ways to 
generate address destination records which are placed assure the necessary uniqueness for the SICN. 
in a memory storage. Each of said address destination 10 The terminal107 also operates to cause the SICN 106 
records contain a source item control number and the to become a part of the computer record 113 for check 
address of the destination desired for the documents if 100. The reader/printer transport 109 of the terminal 
they are not determined to be exception items together also moves the document past a printer device which 
with any other data deemed appropriate by the process- prints the SICN 106 on the face of the check, as illus-
ing organization. IS trated in FIG. 2, in a machine readable code which is 

Also, in the batch processing of documents to sepa- also, preferably, human readable. 
rate them according to destination or account, the The computer record which is created by the termi-
SICN can be read from each document to determine if nal107 for the check may contain more or less data than 
all necessary data concerning each of the documents the example 113 illustrated in FIG. 4. The exact data 
have already been processed into the system and stored 20 and format of such computer records are based upon 
in memory. It may thus be determined if all of the docu- the processing organizations requirements for proper 
ments entered at a specific time have been received for handling when read into their accounting system. It is 
separation and that none of the documents have been important to this invention, however, that the computer 
misplaced or lost. If there are any SICN's assigned to record created by terminal 107 contain at least the fol-
documents that have not beer. run through batch pro- 2S lowing data: 
cessing at the appropriate state, then the system can be All or part of the data read from the document by the 
alerted that certain items have not been processed. If a reader of terminal107, all data relative to the document 
particular document did not contain a SICN, this would which was keyed manually by the terminal operator 
also alert the system to the fact that such document has using keyboard 108, and a SICN which is sufficiently 
not been completely processed through the system. 30 unique to avoid confusing the associated document with 

Referring to FIG. 1, there is illustrated a terminal any other document during subsequent processing. 
system 107 with a keyboard, 108. Such a system might These minimum data requirements in the computer 
be used to process the check illustrated in FIG. 2. The record for a given document are essential to assure that 
front of the check 100 has been illustrated comprising all further processing of the document which is re-
three MICR fields 101, 102 and 103. Fidd 101 is a bank 35 quired, based on the procedures of the processing orga-
n umber field. Field 102 is an account number field. nization, may be accomplished by automatic means 
Field 103 is a transaction code field which, in the illus- without the need for any additional manual entries of 
tration, consists of the check serial number. The amount data obtained from the document. 
of the check is indicated in areas 104 and 105. The check FIG. 3 illustrates a journal tape record 110 created by 
100 thus illustrated (without the SICN 106) represents a 40 the terminal107. As illustrated, this journal tape record 
typical check which might be submitted to a bank teller contains all the data 111 and 112 which is contained on 
for cashing, depositing, etc. the face of the document in areas 104-106. Data from 

To process this check using the subject invention, the areas 101-103 and other data could also be included. 
teller would look at the check 100, and using the key- This journal tape record is shown for reference only 
board 108 of terminal107, would key the amount 104 or 4S and is not essential to the invention. 
105 from the face of the check. The teller would also Referring now to FIG. 5. There is illustrated a block 
typically key data indicating the type of transaction diagram of an overall system for processing documents 
being performed which in this case is assumed to be according to the present invention. Terminal 107, 
"check cash." The teller would then insert the check which is the same terminal illustrated in FIG. 1, may be 
100 into a reader/printer transport 109, which is a part so operated alone or in conjunction with a terminal con-
of the terminal 107. The reader/printer transport 109 trol computer 107a to perform the following basic func-
automatically moves the document past a reader device tions for each document processed: (I) Create a com-
( not shown) which is capable of reading MICR format puter record which contains a Source Item Control 
fields 101-103. The data read from the face of the check Number and all necessary data from the document, and 
together with the keyed amount and the type of transac- SS transmit the computer record over a communication 
tion become part of the computer record 113 (FIG. 4) link 114 to the processing organization's accounting 
created by the terminal107 for check 100. The terminal system 115, and (2) Print a machine readable Source 
107 then automatically assigns a unique SICN 106 to the Item Control Number on the document. 
check based on data in the terminal central control Once these basic functions have been performed by 
system which was previously entered by the teller or 60 terminal107, the processing organization has captured 
built into the terminal or both. In the example shown, all of the data from the document related to the docu-
the first four digits of the SICN might identify that this ment, and has transferred the data into the accounting 
check was processed by a terminal located in branch system 115, then bookkeeping operations for the organi-
number 110. The next four digits of the SICN might zation may be carried out under automated control and 
represent the teller's employee number or other identifi- 65 in accordance with established and well known princi-
cation (employee number 2719). The next three digits of pies. Typically, all remaining processing operations 
the SICN might represent the data (020 the twentieth performed on the document will relate to distributing 
day of the year) on which this document is processed. the document based on the organization's procedures, 




