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l. INTRODUCTION
This case involves two patents issued to Leon Stambler — U.S. Patents 5,793,302 and

5,974,148 (the “Stambler patents”). The Stambler patents are titled “Method for Securing
Information Relevant to a Transaction” and share a common specification. At issue are 19 terms
that were already construed by this Court’ and 15 additional terms designated by Defendants.

The Stambler patents disclose novel methods to authenticate parties and information
involved in transactions. (1:15-21.)> Authentication refers to a plurality of concepts, including:
(1) ensuring that a message has arrived exactly as it was sent, referred to as data integrity
authentication; (2) ensuring that a message came from the stated source, referred to as data origin
authentication, or (3) verifying the identity of an individual, which is referred to as entity
authentication. (Ex. F at 360, 363, 365, 367; Ex. G at 30, 140-41, 385.)

To assist the Court in construing the disputed terms, an overview of the funds transfer
embodiments illustrated by FIGS. 6-8 of the Stambler patents follows. These embodiments
demonstrate the enrollment of a payment originator (FIG. 6), the creation of a check (FIG. 7),
and the redemption and verification of the check (FIGS. 8A and 8B). Although the embodiments
of FIGS. 6-8 are described in the context of creating and authenticating a paper check, the
Stambler patents explain that these embodiments (and the disclosed concepts) apply equally to
electronic funds transfers and a “paperless/cashless” transaction system, which completes “funds
transfer” transactions (e.g., a purchase) “entirely electronically.” (5:28-30; 24:4-7.)3

FIG. 6 illustrates enrollment of an originator at his bank. First, the originator provides
personal information (e.g., a tax ID number), and the bank verifies his identity. (4:2-11.) Then

the bank opens an account and creates a file for the originator, and the originator selects a secret

! Stambler v. JPMorgan Chase & Co., et al., Case No. 08-cv-204-DF-CE (“JPMorgan”) and Stambler v.
Merrill Lynch & Co., Inc., et al., Case No. 08-cv-462-DF-CE (“Merrill Lynch”).

2 Column:line, FIG., and Abstract references are to the ‘302 patent, attached as Exhibit A.

® The patents also describe credential issuing and authentication systems. (See, e.g., 12:35-13:39.)
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personal identification number (“PIN”), which is irreversibly coded and transferred to the bank.
(4:13-51.) The coded PIN is later used by the originator and the originator’s bank to generate
cryptographic keys used to code or uncode funds transfer instructions (e.g., a check).

FIG. 7 illustrates a method for generating a check. (4:52-53.) First, the originator inputs
funds transfer information (e.g., the originator’s tax 1D number (“TIN”), the recipient’s TIN, an
amount, and other information) into a computer or terminal. (4:53-60.) The originator then
inputs his PIN, which is irreversibly coded to produce a coded PIN. (5:3-6.)

The coded PIN, together with information related to the funds transfer recipient (e.g., the
recipient’s TIN), are coded together to generate a cryptographic key called the “joint key” or
“joint code.” (5:3-15.) The joint key is then used to code the funds transfer information to
generate what the Stambler patents call a “variable authentication number” (“VAN”). (5:9-22.)
The VAN is included with the funds transfer information to create the check. (5:25-34.)

FIGS. 8A and 8B illustrate methods for redeeming a check generated according to FIG. 7.
(5:55-58.) In FIG. 8A, the check recipient first enters his PIN into a bank terminal. (5:62-66.)
The PIN is irreversibly coded and transmitted, along with other information (e.g., the recipient’s
TIN) to the recipient’s bank. (5:66-6:40.) That bank accesses the recipient’s file using his TIN
and verifies his identity with his coded PIN. (Id.) This is an example of entity authentication
(i.e., identity verification) — if the PIN is incorrect, the authentication fails. (6:38-40.) If the
recipient’s identity is verified, his bank transfers the information from the check to the
originator’s bank. (6:43-45.)

In FIG. 8B, the originator’s bank receives the funds transfer instructions and the VAN from
the recipient’s bank, which is requesting authorization to pay. (6:43-45.) Using the originator’s

TIN, the originator’s bank accesses the originator’s file and retrieves information used to derive

—7 -
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the originator’s coded PIN. (6:46-55.) The terminal then generates a joint key by coding the
originator’s coded PIN (derived by the bank) with the recipient’s TIN. (6:66-7:2.) The
originator’s bank then uses that joint key to uncode the VAN included with the check and
compares the resulting information with the received funds transfer instructions. (7:2-11; FIG. 7,
uncoder 58, comparator 60.) If they match, the funds transfer instructions are presumed to be
unaltered (data integrity authentication) and to have come from the originator (data origin
authentication). (7:16-20.)

Alternatively, the system authenticating the funds transfer information generates a new VAN
by coding the funds transfer information with the separately generated joint key. (7:12-15.) This
newly generated VAN is compared with the received VAN to authenticate the check. (ld.) If the
VANs match, the funds transfer instructions are presumed to be unaltered (data integrity
authentication) and to have come from the originator (data origin authentication). (7:16-20.)

As discussed above, three aspects of authentication are implicated in FIGS. 6-8B. Entity
authentication is implicated when the check recipient cashes a check in FIG. 8A. The recipient’s
coded PIN is compared with a coded PIN stored by the bank to verify the recipient’s identity.
Data integrity authentication is implicated when the information uncoded from a VAN is
compared with the received funds transfer information to determine if the information has been
changed. And data origin authentication is involved when a VAN is coded or uncoded using the
joint key. Because the joint key is created using the originator’s coded PIN, a VAN created

using the joint key corroborates that the VAN was, in fact, created by the originator.

-8 --
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IL. DISPUTED CONSTRUCTIONS"

A. “transferring funds from the first account of the first party to the second
account of the second party if” — ‘302 Patent, claims 41, 51

Stambler’s Construction Defendants’ Construction
to cause funds to pass from the first account to the | debiting (i.e., deducting) the transfer amount from
second account, including by debiting or crediting or | the first account and crediting (i.e., adding) the
by instructing another to debit or credit transfer amount to the second account if . . .

Stambler’s proposed construction is rooted in the ordinary meaning of “transfer.” the claims,
and preferred embodiments described in the specification. Defendants’ construction fails
because it disregards the plain meaning of “transfer” and excludes preferred embodiments.

1. “Transferring” is not limited to crediting and debiting.

“All claim construction begins with the words of the claims.” See, e.g., Black v. Ce Soir
Lingerie Co., 06-cv-544, 2007 U.S. Dist. LEXIS90962, at *30 (E.D. Tex. Dec. 11, 2007). The
ordinary meaning of “transfer” is “to cause to pass from one place to another.” (Ex. I at 1900.)
Thus. “transferring funds from the first account of the first party to the second account of the
second party” means “to cause funds to pass from the first account to the second account.”
Defendants’ construction, however. eschews the meaning of “transferring” and improperly
constricts the broadly claimed “transferring funds™ to include only crediting and debiting.

Moreover, Defendants’ proposed construction contradicts the claims. Claim 1 of the “148
patent, for example, recites “[a] method of transferring funds from a first party to a second
party...” in which funds are “transferred” by “creating an instrument by the first party for

EL]

transferring funds to the second party....” The claim does not include a “transferring” step.
Thus, the claims require that “transferring funds™ encompasses creating instructions (e.g., an

instrument) that cause funds to pass between accounts — not just crediting and debiting.

* The Toint Claim Construction and Prehearing Statement [Dkt. No. 388] identifies the disputed terms and
phrases. Since filing the joint statement, the parties have agreed that “payor” and “‘payer” refer to the same party
and mean “a person or entity who pays, or who is to make a payment.”

4
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Defendants’ proposed construction also violates the doctrine of claim differentiation.
Dependent claims are presumed to narrow and further limit the independent claims from which
they depend. See, e.g., Acumed LLC v. Stryker Corp., 483 F.3d 800, 806 (Fed. Cir. 2007).
Independent claims 41 and 51 of the “302 patent include a “transferring funds” step. Dependent
claims 42 and 52, which depend from claims 41 and 51, respectively, further recite “debiting the
first account of the first party and crediting the second account of the second party.” The
claimed “crediting” and “debiting” steps narrow the claimed “transferring” step, confirming that
“transferring” is broader than Defendants’ proposed construction.

Further, Defendants’ construction contradicts the specification, which uses “transferring”
broadly and does not restrict it to “crediting” and “debiting.” For example, in the embodiments
of FIGS. 6-8 and 13, “transferring funds” may be accomplished by dispensing paper money
from an ATM machine or cashing a check. (7:44-50.) Alternatively, “transferring funds” may
be accomplished by an originator’s bank debiting the originator’s account and instructing a
recipient’s bank to credit the recipient’s account. (7:28-30, 39-45.) By limiting “transferring” to
“crediting” and “debiting”, Defendants’ construction excludes these preferred embodiments.
See, e.g., Oatey Co. v. IPS Corp., 514 F.3d 1271, 1276 (Fed. Cir. 2008) (“We normally do not
interpret claims in a way that excludes embodiments disclosed in the specification.”).

2. Defendants improperly construe “funds” as “the transfer amount”.

Defendants’ construction must also be rejected because it conflates and disregards the
meaning of distinct claim terms in different claims — “transferring funds” and “the transfer

amount.” Claims 41 and 51 broadly recite a step for “transferring funds.” Dependent claims 42
and 52, which depend from claims 41 and 51, respectively, more narrowly recite debiting and
crediting a specific “funds transfer amount.” Nowhere do the Stambler patents limit the

“transferring funds” to the “funds transfer amount” or equate the meaning of those terms.

5
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B. “party” — 302, claims 41, 44, 47 and 53; 148 Patent, claims 4, 34 and 35

Stambler’s Construction Defendants’ Construction
a person or entity, computer system(s). or a person or | a person or legal entity, including computer systems
entity using a computer system(s) put in use by that person or entity

The parties agree that the term “party” includes a person or entity, or a person or entity using
a computer system. At issue is whether a computer system, by itself, can be a “party.”

Compelling intrinsic evidence confirms that a computer system — by itself — can be a “party.”
During prosecution, Stambler described claim 124 of the “302 patent (issued claim 41) in the
context of the disclosed “paperless/cashless transaction system.” (Ex. H at 54-55.) Stambler
clearly explained to the USPTO that “the payment originator is a first party, the recipient is a
second party, and the system which approves or disapproves the payment is a third party.” (Id.)
Thus, the file history clearly establishes that a “party” can be a computer systemn.

The patent claims further confirm that a computer system — separate from a person or entity
that owns or uses the computer system — may be a “party.” Each of claims 17, 39, and 88 of the
302 patent recite “the second party being a person or a compufer program.” (Ex. A at claims
17,39, 88.) And claims 7, 25, and 73 of the ‘302 patent refer to a “computer program.” by itself,
as an entify. (Ex. A at claims 7 (“the entity comprising a person or a computer program”), 73
(“the first entity and the second entity being a person, or a computer program”™), 25).
Defendants’ construction of “party” contradicts this intrinsic evidence and must be rejected.

C. “coding” — 302 Patent, claims 7; ‘148 Patent, claim 35

Stambler’s Construction Defendants’ Construction
transforming information by applying a known | transforming original information into coded
algorithm information by applying a known algorithm but

excluding transforming coded information back into
its original state

Stambler’s proposed construction for “coding™ is battle-tested — it was adopted by the
Delaware court, agreed to by all parties in the JPMorgan case, and again adopted by the Court in

Merrill Lynch. (Ex. C at 6; Ex. D at 18-19; Ex. E at 4.) Moreover, it is rooted in the express

N
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disclosure of coding found in the Stambler patents. which describes coding information using a
“coder” that “may be any form of such device utilizing a known algorithm.” (3:37-39.) Thus,
in express terms, the patents describe the function of a “coder™ as expansively as possible.
Defendants’ construction is a transparent attempt to tack on an “exclusion” for non-infringement.

D. “coding the EDC1 using a secret key of the originator” — ‘148 Patent, claim

35
Stambler’s Construction Defendants® Construction
transforming the EDCI by applying a known | reversibly transforming the EDC1 by applying a
algorithm using a secret key of the originator known algorithm using a secret key of the originator

The parties” constructions are identical except that Defendants® construction includes the
limitation “reversibly,” But nothing in the claims suggests that “coding” is limited to
“reversibly” transforming the EDCI. and as noted above, a coder “may be any form of such
device utilizing a known algorithm.” By 1992, both irreversible and reversible coding
algorithms were well-known. (Ex. G at 268, 449)) Defendants’ attempt to tack on the
unfounded “reversibly” limitation must be rejected.’

E. “and then coding the result using third information” — ‘302 Patent, claim 7

Stambler’s Consiruction Defendants’ Construction
and thereafter transforming the result by applying a | reversibly transforming the result by applying a
known algorithm using third information known algorithm using a key (the third information)
without intervening operations

There are three disputed aspects of this phrase: (1) whether the limitation “reversibly™ should
be imported into the construction of coding: (2) when the “coding” must occur (i.e., the meaning
of “and then”); and (3) whether the claimed “third information” is strictly limited to a “key.”

First, as discussed directly above, there is no basis in the claims, specification, or file history
for limiting “coding” to “reversibl[e]” transformations.

Second, the claim language recites two coding processes: “coding the first information using

° In Delaware, the defendants asked the court to construe “coding” as “applying a reversible, symmetric
encryption algorithm ™ (Ex. J at 32.) The cowrt rejected the defendants’ attempt to limit “coding” to reversible
encryption. noting that the specification states “that a ‘coder’ . . . may be any form of such device utilizing a known
algorithm.” (Ex. E at4.)

. .

MasterCard, Exh. 1021, p. 12



Case 2:09-cv-00310-DF Document 390 Filed 10/06/10 Page 13 of 37

second information and then coding the result using third information.” Defendants’
construction requires the second coding operation to take place “without intervening operations.”
However, this limitation finds no support in the claim language and flatly contradicts the
processes described in the Stambler patents. Indeed, the patents describe numerous instances
where a first piece of information is coded using a second piece of information, and later — after
intervening operations — the result of coding the first and second pieces of information is coded
using a third piece of information. For example, the patents disclose that a VAN may be
generated directly from INFO and information associated with at least one of the parties (e.g., a
tax identification number). (5:6-13, 22-25.) The VAN (i.e., the “result”) is stored on a check
illustrated in FIG. 7. Later, in the redemption process of FIG. 13, the VAN from the check is
coded using the joint bank key (JBK) at element 256. However, this second coding process does
not take place “without intervening operations.” As illustrated in FIG. 13, after the initial coding
operation, the VAN is: (1) recorded on a check; (2) the check is given from the originator to the
recipient; (3) the recipient presents the check to a redeemer (block 200); (4) the VAN is read
from the check and stored (block 250); and (5) the VAN is passed from temporary storage to
coder 256, where it is coded using a joint bank key (JBK) (i.e., the third information). (13:4-62,
15:27-45.) Defendants’ construction plainly excludes such embodiments and must be rejected.
Finally, Defendants wrongly argue that the “third information” is limited to a “key.” But that
construction is inconsistent with the ordinary meaning of “information” and contradicts the
specification, which states that the “VAN is alternatively generated directly from INFO and
information associated with at least one of the parties without the intermediate step of generating

the [joint key].” (5:22-24.) Accordingly, Defendants’ construction must be rejected.

—-13 --
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F. “variable authentication number (VAN)”

Stambler’s Construction Defendants’ Construction
an encoded variable number that can be used in | an encoded variable nmumber constructed to allow
verifying the identity of a party or the integrity of | verification that information is not fraudulent
information or both, the number generated by coding
information relevant to a transaction, document. or
thing with either a joint key or information associated
with or assigned or related to at least one party to the
transaction or issuance of the document or thing

Variable authentication number (“VAN”) is a term coined by Mr. Stambler. Where, as here,
a claim term has no understood meaning in the art, the proper construction is the definition given
the term in the specification. See Phillips v. AWH Corp., 415 F.3d 1303, 1321 (Fed. Cir. 2005).

1. Stambler’s construction is consistent with prior constructions.

In a funds transfer context, a VAN is an encoded variable number used in verifying the
integrity and origin of funds transfer instructions (e.g.. a check). In a credential context, a VAN
is an encoded variable number used in authenticating a credential, which is used for purposes of
determining identity. Thus, the VAN is “an encoded variable number that can be used in

EE)

verifying the identity of a party or the integrity of information or both....” This portion of
Stambler’s construction was adopted by the Court in the JPMorgan and Merrill Lynch cases.
(Ex. Catl11-13: Ex. D at9-10;: Ex. Eat2))

2 Stambler’s construction is that given the term by the specification.

Further, the VAN is, by definition, created using other information. Indeed, it is ahways
created in one of two ways: by coding information with either a joint key (or code), or
“generated directly from INFO and information associated with at least one of the parties,
without the intermediate step of generating the [joint key].” (See, e.g., 2:9-17; 5:9-25; 11:65-
12:2.) How the VAN is created defines, in part, what it is. Thus, the proper construction of
VAN must reflect that the VAN is created by coding information to be authenticated “with either

a joint key or information associated with or assigned or related to at least one party to the

W
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transaction or issuance of the document or thing.” (See 2:9-17; 5:9-25: 10:42-45 (assigning a
number to a party for use in creating a joint key); 11:15-20 (the VAN / joint key is created using
information “related fo” the parties)).

The Merrill Lynch court declined to construe VAN in terms of how it is created, reasoning
that the claims themselves illustrate the information used to generate it. (Ex. D at 9-10.)
Stambler respectfully disagrees. Indeed, asserted claim 34 of the ‘148 patent does not state what
information is coded using the secret key. and asserted claim 41 of the ‘302 patent does not
expressly state that the VAN is generated using a key or information associated with a party.
Accordingly, the claims themselves do not necessarily reflect how a VAN is created. Because
the way a VAN is created partially defines what it is, the Court should adopt Stambler’s

proposed construction, which is true to the claims and specification.

G. “using at least a portion of the received funds transfer information” — ‘302
Patent, claim 41, 51
Stambler’s Construction Defendants’ Construction

Plain meaning; alternatively, using some, but not | using at least some of the information for
necessarily all, of the received funds transfer | identifying the first account of the first party, at least
information some of the information for identifying the second
account of the second party, and at least some of the
transfer amount

Claims 41 and 51 recite the disputed claim language as follows:
receiving funds transfer information ... including at least information for identifying

the first account of the first party, and information for identifying the second
account of the second party, and a transfer amount;

generating a variable authentication number (VAN) using ar least a portion of the
received funds transfer information.

“[T]he received funds transfer information™ claimed in the “generating” step refers back to the
“funds transfer information™ received in the preceding step. Accordingly, “the received funds
transfer information” includes “information for identifying the first account of the first party,”

“information for identifying the second account of the second party,” and *a transfer amount.”

10
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The limitation “generating a [VAN] using at least a portion of the received funds transfer

information.” however, requires using only some of the information defined as the “received

funds transfer information.”

Indeed, using any portion of the “received funds transfer

information™ to create the VAN satisfies the claim. For example, generating a VAN using only

“information for identifying the first account of the first party” — but not the “transfer amount™

— satisfies the plain meaning of the claim language “using at least a portion of the received

funds transfer information.”

Defendants’ construction re-writes claims 41 and 51. The claims do not require “using at

least a portion” of each type of information in the “received funds transfer information™ — they

only require using a portion of any information in the “received funds transfer information.”

Defendants’ construction turns the plain meaning of the claim language on its head.

H. “secret key of the pavor/first party/originator” — ‘148 Patent, claims 1, 28§, 34,

and 35

Stambler’s Construction

Defendants’ Construction

a private key that is created by the payor/first
party/originator, or an entity originating an instrument
on the payor’s/first party’s/originator’s behalf, by
coding information associated with or related to the
payor/first party/originator, which is capable of being
separately created by a party intended to authenticate
the instrument

key that is generated by coding information
associated with and known, prior to any coding, only
by the payor/first party/originator party for use in any
future transactions

Both parties disagree with the Merrill Lynch construction.® (Ex. D at 10-11.)

The “secret key™ terms appear in claims 1, 28, 34 and 35 of the ‘148 patent. These claims are

“funds transfer” or “payment” methods. (Ex. B at claims 1, 28, 34, and 35.) In each of these

claims, the “secret key” is used to create a VAN. (Id.) For example, claim 34 recites “the VAN

being created using at least a secret key of the first party.” (Id. at claim 34.)

The only cryptographic key that (1) the specification describes as a “key” and (2) is used fo

§ Although Stambler’s proposed construction was not adopted in JPMorgan or Merrill Lynch. Stambler believes
his construction is sound and warrants reconsideration by the Court.
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create the VAN in the funds transfer embodiments is the “joint key.” (FIGS. 7, 8B, 13D; 5:13-
15.) No other “keys” for coding a VAN are disclosed in a funds transfer context. The “secret
key” is clearly a specific embodiment of the joint key (or code). The Court should, thus, look to
Stambler’s disclosure of the joint key to construe the term “secret key.”

1. Stambler’s construction is based on the patents’ description of “joint key.”

Stambler’s patents define the joint key (also called “joint code™)’ as a “key” that is created by
coding information associated with one or more parties, which is capable of being separately
created by the party authenticating the instrument. This mirrors the Abstract, which states:

A transaction system wherein, when a transaction, document or thing needs to be
authenticated, information associated with one or more of the parties involved is
coded together to produce a joint code. This joint code is then utilized to code
information relevant to the transaction, document or record, in order to produce a
variable authentication number (VAN) at the initiation of the transaction. ...
During subsequent stages of the transaction, only parties capable of
reconstructing the joint code will be able to uncode the VAN properly in order
to re-derive the information.
The “Summary of the Invention” recites the same definition. (2:9-27.) And the specification
confirms that definition as well. Specifically, the joint key in funds transfer embodiments is
created by coding “information associated with at least one of the parties involved in the
transaction (in this case, the originator and recipient).” (5:11-14; FIG. 7; 16:1-6.) An
authenticating system later re-creates the joint key in the same manner. (6:66-7:2.)

The specification also explains that creation of the joint key by the payment originator
preferably, but not necessarily, takes place at an originator’s terminal or computer using
information provided by the originator. (4:53-54; FIG. 7.) Accordingly, as Stambler’s

construction indictates, the “secret key” is “created by the payor/first party/originator, or an

entity originating an instrument on the payor’s/first party’s/originator’s behalf.”

7 (5:13-15) (“the joint key (or code)....”)
12
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2. The remaining attributes of the “secret key of the payor/first
party/originator” are dictated by the claim language.

According to the specification, the joint key may be created by coding information associated
with the payor/first party/originator, the second party/payee/recipient, or both. (5:11-14; FIG. 7.)
The claim language “of the payor/first party/originator” specifies that the “secret key” of claims
1, 28, 34, and 35 is created by coding at least information associated with the payor/first
party/originator. Accordingly, the proper construction must specify that the “secret key” is
created using “information associated with the payor/first party/originator.”

Finally, the key of the “payor/first party/originator” is “secret.” “Secret” may be construed
as “private,” which means “designed or intended for one’s exclusive use.” (See Ex. | at 1442.)

3. Defendants’ construction does not read on a preferred embodiment.

Moreover, Defendants’ construction is improper because it contradicts the specification and
does not read on at least one preferred embodiment. Specifically, Defendants’ construction
includes a limitation that the “secret key” of claims 28, 34, and 35 “is generated by coding
information associated with and known, prior to any coding, only by the payor/first
party/originator party for use in any future transactions.” In the funds transfer embodiments,
however, the joint key is generated using information known to both the originator and the
originator’s bank. As illustrated in FIG. 7, the transaction system codes the originator’s coded
PIN with the check recipient’s TIN to produce the joint key. (5:3-10; FIG. 7, element 10, 28.)
Defendants’ construction, which requires creating the key by coding “information ... known ...
only by the payor/first party/originator[,]” ignores the fact that the originator’s bank maintains
information from which it too can derive the joint key.

Lastly, Defendants’ construction reads unfounded limitations into the claim. The broadly

disclosed joint key is created using “information associated with one or more of the parties

13
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involved....” (Abstract.) Nothing in the Stambler patents requires that the joint key is created

using “information associated with and known. prior to any coding. only by the payor....”

L “including the VAN with the instrument for subsequent use in attesting to
the authenticity of the instrument” — ‘148 Patent, claim 34

Stambler’s Construction

Defendants’ Construction

including the VAN with the instrument for subsequent
use in verifying that the information in the instrument
has not changed and verifying that the instrument
originated from the first party

including the VAN with the instrument for
subsequent use in verifying that the instrument
is not fraudulent

Stambler’s construction was adopted in JPMorgan and accepted by all parties in Merrill

Lynch. (Ex. C at 18-19; Ex. D at 7.) It reflects the ordinary meaning of “authenticate,” which

means “ensuring that a message is genuine, has arrived exactly as it was sent and came from the

stated source.” (Ex. F at 360.) And. it is consistent with the specification, which describes using

a VAN to attest to the integrity of information and the origin of information. (See, e.g., 7:16-20.)

Defendants’ construction is unhelpfull and confusing. The phrase “not fraudulent” can mean

several things — indeed, the Stambler patents use the term “fraud” to refer to several distinct

concepts, including unauthorized creation (i.e.,

origination), unauthorized alteration, or

unauthorized use. (See 1:29-34: 7:21-24; 20:13-15.) Thus, “not fraudulent.” as it appears in

Defendants” construction, is ambiguous and difficult for a jury to apply. It provides no guidance

regarding the type of “fraud” the VAN must be used to prevent (i.e., what the VAN is used to

verify).

Stambler’s construction, on the other hand. provides the clarity Defendants’

construction lacks without deviating from the ordinary meaning or intrinsic evidence.

J. “the originator’s VAN being usable to determine the authenticity of the one
or more pieces of payment information” — °148 Patent, claim 35

Stambler’s Construction

Defendants’ Construction

the originator’s VAN being usable to verify that the
one or more pieces of payment information has not
changed and to verify that the one or more pieces of
payment information originated from the originator
party

the originator’s VAN being usable to verify that
the one or more pieces of payment information
are not fraudulent

14
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Stambler’s construction was accepted by the parties in Merrill Lynch and is based on the
JPMorgan Court’s construction for “including the VAN with the instrtument for subsequent use
in aftesting to the authenticity of the instrument.” (Ex. C at 18-19: Ex. D at 7.) Stambler’s
construction is true to the ordinary meaning of “authentic™ and the specification, and it precisely
defines that the VAN is used to verify “that the one or more pieces of payment information has
not changed” and “that the one or more pieces of payment information originated from the
originator.”  As discussed above, Defendants’ use of the term “fraudulent” only injects
ambiguity into the claim.

K. “the VAN being used for attesting to the authenficity of the payor and
document information” — 148 Patent, claim 28

Stambler’s Construction Defendants’ Construction
the VAN being used to verify that the instrument | the VAN being used to verify that the identity

originated from the payor and that the at least a | of the payor and the document information used
portion of the document information used to create the | 1o create the VAN are not fraudulent

VAN has not changed

Stambler’s construction is that adopted by the Court in the JPMorgan case and agreed to by
the parties in the Merrill Lynch case. (Ex. C at 16-18; Ex. P at 17.) Claim 28 is a “payment
method” in which a “payor” creates a “payment instrument” and a “VAN.” The disputed phrase
concerns the VAN  “the VAN being used for attesting to the authenticity of the payor and
document information....”

Ir VAN being used for attesting to the authenticity of the payor.

The parties dispute the meaning of the phrase “attesting to the authenticity of the payor.”
Stambler contends that the phrase refers to origin verification. Defendants contend that the
phrase refers to identity verification. In JPMorgan, the Court specifically rejected the argument
that the disputed claim language “attesting to the authenticity of the payor” requires identity
verification. (Ex. C at 17.) Indeed, the notion that the VAN in Stambler’s funds transfer
embodiments could be used to verify identity is nonsensical. In such embodiments, the
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originator of a funds transfer instrument is not present when the instrument is authorized and,
thus, there is no need or ability to verify the originator’s identity. (See, e.g., 5:55-6:45; FIG. 8.)
Rather, the VAN is used to ensure that the originator party did in fact create the instrument that
is being authorized. This is a form of origin authentication, not identity authentication.

An analogy to the authentication processes in traditional paper check systems illustrates the
flaws in Defendants’ construction. When the recipient of a paper check presents the check to a
bank, the bank does not “verify the identity of” the originator. Rather, the bank confirms that the
check acmally originated from the originator (e.g.. was not forged) using a signature on the
check. Similarly, the VAN is used to confirm that the payor in fact originated, or authorized, the
funds transfer instructions. If the information extracted from the VAN does not match the funds
transfer instructions, the payor’s bank determines that the instrument did not originate from the
payor and rejects the transfer. (7:2-20.)

2 Defendants’ construction does not clarify the scope of the claim.

As discussed above, the Stambler patents use the term “fraud” to refer to several activities:
unauthorized creation (i.e., origination), unauthorized alteration, or unauthorized use. (See 1:29-
34: 7:21-24; 20:13-15.) Defendants’ construction is unhelpful and ambiguous because it fails to
clarify the types of fraud the VAN is used to prevent (i.e., what the VAN is used to verify).

L. “the VAN attesting to the authenticity of the first party and the first
information” — 148 Patent, claim 1

Stambler’s Construction Defendants’ Construction
the VAN being used to verify that the first information | the VAN being used to verify that the identity
originated from the first party and that the first | of the first party and the first information used
information has not changed to create the VAN are not fraudulent

Stambler’s construction is based on the Court’s prior constructions and the agreed
construction for a similar phrase, “the VAN attesting to the authenticity of the payor and

document information.” in Merrill Lynch. (EX. C at 16-18: EX. P at 17.) The only difference
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between the disputed phrase in this case and the phrase construed in Merrill Lynch is that claim 1
— at issue here — recites a “first party” and “first information™ rather than a “payor” and
“document information.” Because the scope of the disputed phrases is virtually identical, the
construction for the two phrases should be consistent. As explained in Section II(K), Stambler’s
construction properly defines what the VAN verifies, while Defendants’ construction is
ambiguous and injects the concept of identity verification.

M. “authentic” — ‘302 Patent, claims 41, 51

Stambler’s Construction Defendants® Construction

This term 1s used differently in different contexts | not fraudulent
throughout the patents.

302 Patent. claims 41 and 51: determined to be
unchanged, from a stated origin, or not fraudulent

Although the parties in JPMorgan and Merrill Lynch did not propose constructions for
“authentic,” by itself, piror constructions of phrases that include the term “authentic” confirm
that “authentic” means “unchanged. from a stated origin. or not fraudulent.” (See Ex. C at 19-20:;
Ex. D at 20-22.) The JPMorgan and Merril Lynch Courts correctly construed “determining
whether the at least a portion of the received funds transfer information is authentic by using the
VAN” as “using the VAN to determine that the at least a portion of the funds transfer
information has not changed and to defermine the origin of the at least a portion of the
received funds transfer information.” (Ex. D at 20-21.) And the Courts correctly construed “if
the at least a portion of the received funds transfer information and the VAN are determined to
be authentic™ as “if the at least a portion of the received funds transfer information is unchanged

and the VAN is nof fraudulent.” (Ex. C at 19-20.) Based on the Court’s prior constructions, it
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is clear that the term “authentic” may mean “determined to be unchanged. from a stated origin,

or not fraudulent.”®

N. “credential” — ‘302 Patent, claims 7, 47, 51

Stambler’s Construction Defendants’ Construction
a non-secret document or information obtained from a | a document or thing obtained from a trusted source
trusted source that is transferred or presented for | that establishes the identity of a party when it is
purposes of determining the identity of a party transferred or presented

With the exception of the word “non-secret,” Stambler’s construction is the same as the
Court’s constructions in JPMorgan and Merrill Lynch. (Ex. C at 21-22; Ex. D at 11-12)
Stambler asks the Court to reconsider whether a “credential is “non-secret.” In the April 9, 2010
JPMorgan Claim Construction Order, the Court appears to agree that Stambler’s “credentials”
are not-secret. (See Ex. C at 22 (“[A]s used in the patent, a credential is intended to be a
document or information presented to another for review. As such. it would make sense that fie
credential cannot be secret””) (emphasis added)). Yet the Court declined to include the
adjective “non-secret” in its construction, reasoning that because claim 7 of the ‘302 patent states
that the “credential” includes “non-secret information,” the term is unnecessary. (Ex. C at 22.)
That reasoning breaks down. however, because other claims at issue in this case (specifically,
asserted claim 47 of the “302 patent) recite a “‘credential” without explicitly requiring that the
“credential” contain “non-secret information.” Stambler’s construction is thus necessary to
clarify that — as the JPMorgan Court noted — that a “credential cannot be secret.” Moreover,
this construction is on all fours with the specification. All of the disclosed credentials, and all
information recorded on the disclosed credentials, is “non-secret.”” And though “secret”

information is used to create these credentials (e.g., the joint key), the “secret” information used

# Given that the term “authentic” appears in separate contexts within claims 41 and 51. it may make sense to
construe “authentic™ in the context of the phrases in which the term appears rather than attempting to craft a one-
size-fits-all construction. If so. Stambler’ proposes the constructions previously adopted by the Court for “if the at
least a portion of the received funds transfer information and the VAN are determined to be authentic” and
“determining whether the at least a portion of the received funds transfer information is authentic by using the
VAN.” (See Ex. C at 19-20; Ex. D at 20-22.)
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to create a credential is never stored in the credential. (See, e.g., 11:33-13:39: FIGS. 11-12.)

The parties also dispute how a “credential” is used. Stambler’s consfruction accurately
reflects the way “credentials™ are described in the patents. Specifically, the Stambler patents
identify passive instruments such as a driver’s license, social security card, and birth certificate
as example “credentials.” (8:54-58.) Such credentials are presented as evidence of identity, and
the receiving party or system uses the credential to verify identity. (12:30-34; FIG. 12.)
However. such credentials — by themselves — do ner “establish the identity of a party,” as
required by Defendants’ construction. Rather, such credentials are documents or information
used for purposes of determining the identity of the party presenting the credential. This is the
same conclusion reached in JPMorgan and Merrill Lynch. (Ex. C at 21-22; Ex. D at 11-12))

0. “trusted entity / party” — ‘302 Patent, claims 7, 47, 51

Stambler’s Construction Defendants’ Construction
an entity / party that has the authority or ability to | an entity / party that has the officially
establish or confirm a party’s identity recognized authority to establish or confirm a
party’s identity

“Trusted party” and “trusted entity” appear in claims 7, 47, and 51, which claim a credential
issued by a trusted entity, or party. Stambler’s construction was adopted by the Court in Merrill
Lynch and is consistent with the patent disclosure. (Ex. D at 12.) Specifically. it reflects the
broad range of disclosed credentials without improperly limiting the inventive concepts to a
particular “officially recognized™ environment. (1:28-32) (“Similarly passports, pay checks,
motor vehicle registrations, diplomas, food stamps, wager receipts, medical prescriptions, birth
certificates and other official documents are subject to forgery, fraudulent modification....”) The
Stambler patents explain that the disclosed credential issuance systems and methods apply to ““all
types of credentials,” including “alil types of identification cards.” (8:54-58 (emphasis added).)
Thus. Mr. Stambler’s inventions find utility not only in the issuance of government identification
cards (e.g., a passport), but also in the issuance of credentials by non-government entities, such
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as employee identification cards, security badges, and school identification cards.

Because the term “trusted party/entity” must include the types of parties/entities that issue the
diverse credentials and identification cards disclosed by Stambler, it is improper to limit trusted
entity to an entity that has “officially recognized authority,” as proposed by Defendants. Indeed,
nothing in claims 7, 47, or 51 requires or suggests that the “trusted entity/party” must have
“officially recognized authority.” Defendants’ construction should also be rejected because the
concept of “officially recognized” authority is vague and ambiguous.

P. “previously issued”
The term “previously issued” appears in asserted claims 7, 47, and 51 of the 302 patent.

Stambler’s constructions are the same as the constructions adopted in JPMorgan and Merrill
Lynch. In those cases, the Court correctly held that “previously issued” means “issued before the
execution of the steps recited in the claim,” and that the term does not give rise to an additional
claim step. (Ex. C at 24-26; Ex. D at 20.)

Grammar and syntax can be important in construing claim terms. See Credle v. Bond, 25
F.3d 1566, 1571 (Fed. Cir. 1994). Indeed, the Federal Circuit recognizes that each step of a
method claim usually begins with a present participle — verbs ending in “-ing.” See id. at 1572;
Seal-Flex, Inc. v. Athletic Track & Court Const., 172 F.3d 836, 849 (Fed. Cir. 1999). Method
claims in the Stambler patents follow this convention. And, as is customary in method claims,
each step in Stambler’s claims is offset using a semicolon or the conjunction “and.” Moreover,
Stambler’s claims generally follow the common convention of indenting separate claim steps.
See MPEP 8 608.01(i) (7th ed. 1997) (“Where a claim sets forth a plurality of elements or steps,
each element or step of the claim should be separated by a line indentation.”) (Ex. M.)
Accordingly, the grammar and syntax of Stambler’s claims clearly identify each step in the

claimed methods.
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|t Claim 7.

Stambler’s Construction

Defendants® Construction

“Wherein a credential having non-secret information
stored therein is previously issued to at least one entity
by a trusted entity™ is a limitation but not a step of the
claim. The term “previously issued” means issued
before the execution of the steps recited in the claim.

“Wherein a credential having non-secret
information stored therein is previously issued to at
least one entity by a trusted entity” is a required step
of the claim which occurs prior to “coding the
information using second information.”

The parties dispute whether the phrase “wherein a credential having non-secret information

stored therein is previously issued to at least one entity by a trusted entity” is a descriptive phrase

or a separate, additional step recited in the claimed method. As discussed above, Stambler

identifies active steps ol his method claims using present participles. Claim 7 is no dilferent.

Stambler recites two active steps: “coding the first information using second information” and

“coding the result using third information.” The two steps are offset by the conjunction “and.”

All other limitations in the claim relate to and limit the “coding” steps.

The phrase “wherein a credential having non-secret information stored therein is previously

issued to at least one entity by a trusted entity” is a ceondifion that limits the universe of

information used in the “coding” steps of the claim. After reciting two “coding™ steps, claim 7

defines what information is coded in the coding steps. First Stambler recites “at least one of the

second and third information being associated with at least one entity.” Stambler then further

limits the claim by limiting the “‘at least one entity.’

’ reciting “wherein a credential having non-

secret information stored therein is previously issued to at least one entity by a trusted entity.”

Thus the disputed language merely limits what information may be used in the two previously-

recited coding steps. which are clearly identified as such.

Stambler’s construction of the phrase “previously issued” as a condition rather than a step is

also consistent with accepted usage of present and past participles.

The present participle,

ending in “-ing.” denotes the verb’s action as in progress or incomplete at the time expressed by
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the sentence’s principal verb — in this case “coding.”

(Ex.L at 176.) The past participle “issued”

denotes the verb’s action as complefe. (Id.) This is confirmed by the adverb “previously.”

2. Claim 47.

Stambler’s Construction

Defendants’ Construction

“At least one party being previously issued a
credential by a trusted party” is a limitation but not a
step in the claimed method. The term “previously

“At least one party being previously issued a
credential by a trusted party” is a required step of
the claim that occurs prior to the other steps recited

issued” means “issued before the execution of the | mn the claim.

steps recited in the claim.”

Claim 47 depends from claim 41, which recites “receiving,” “generating.” “determining,”
and “transferring” steps. Claim 47 limits the method of claim 41 by requiring that at least one
party to the funds transfer of claim 41 (e.g., the “first party.” “second party,” or “third party™)
was “previously issued a credential.” As is customary, the active steps of claim 41 are recited
using present participles, and are indented and offset using semicolons or the conjunction “and.”
By contrast. the disputed phrase “at least one party being previously issued a credential by a
trusted party™ does not share these features — it is nof offset using semicolons and does nof use
a present participle. Indeed, the claim does not require “issuing a credential to at least one party”
— an additional. active step — but merely requires ““at least one party being previously issued a
credential,” indicating that “being previously issued a credential” is a characteristic of at least
one party. Defendants’ construction, which injects an additional “issuing” step, lacks evidentiary
support and is a transparent attempt to create divided infringement that must be rejected.

3 Claim 51.

The parties do not appear to dispute the scope of the term “previously issued” in claim 51.
To the extent Defendants allege the disputed limitation is an additional claim step, Defendants’

construction must be rejected for the reasons described above.
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Q. “first/second storage means” —

‘302 patent, claim 41

Stambler’s Construction

Defendants’ Construction

This element is not subject to 35 U.S.C. § 112. §6: a
first/second place for storing information, which may
include a computer file

Alternatively, if the Court concludes this element is
subjectto 35 U.S.C. § 112, 9 6:

Function: storing the first/second account information

Structure: documents, files. memory or other

computer storage, tables, personal storage media

This term is a means plus function limitation as
defined by 35 U.S.C. § 112.9:

Function: storing the first/second party’s account
information.

Structure: first/second party’s bank’s computer

Stambler’s construction was adopted in Merrill Lynch.

Defendants contend that “first

storage means™ and “second storage means” are means-plus-function limitations governed by 35

U.S.C. § 112, 9 6, though the Merrill Lynch Court explicitly rejected that argument and ruled that

(113

storage means’ was well defined in the art at the time of the invention.” (Ex. D at 16-17.)

That ruling is firmly rooted in Federal Circuit case law.’ district court decisions.'® and technical

oz TR 7 &
dictionaries.

The Court also found that the “the claim is not drafted in standard § 112, § 6

format (e.g.. “means for [performing a function]”)” and, thus, U.S.C. § 112. § 6 does not apply.

(Ex. D at16-17.) The Merrill Lynch Court’s ruling is sound and should be affirmed here.

Even if the Court reverses the September 24 ruling and finds that the claim terms are subject

to 35 US.C. § 112, § 6. Defendants’ proposed function disregards the claim language and

improperly reads “the first/second parfy’s account information” into the claim. Claim 41 recites

that the first/second account is “asseciated with” the first/second party — not that it s the

first/second party’s account. Moreover, the disclosure is replete with structure corresponding to

storing account information that is not included in Defendants’ proposal. including computer

9

Duratech Indus. Int’l, Inc. v. Bridgeview Mfg., Inc., 292 Fed. Appx. 931, 933 (Fed. Cir. 2008) (A claim term

avoids § 112, § 6 “if the claim term is used in common parlance or by persons of skill in the pertinent art fo
designate structure. even if the term covers a broad class of structures ....").

0 gource Search Techs., LLC' v. Lending Tree, LLC, No. 04-4420_2006 U.S. Dist. LEXIS 79651 at *53-56
(D.N.J. Oct. 16, 2006) (refusing to construe “storage means”™ as means-plus-function).

I (Ex. K at 72, 149, 168-69, 221, 290, 302, 339.)
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files and storage (FIG 6., Element 22; FIG 8A. element 638: FIG 8B, element 50; 4:9-11), bank
cards (4:11-13), and terminals (24:4-9). Further. dependent claims 49 and 50 recite that the
“storage means” can be a credential, which can be a document or storage media. (9:54-60.)

Lastly, Defendants’ proposed structure improperly limits the claimed stiucture to a
“first/second party’s bank’s computer.” That construction fails because it excludes the
“paperless/cashless embodiment” of Mr. Stambler’s patents — the specific embodiment cited
during prosecution as supporting this claim. (Ex. H at 54-55.) In that embodiment, “a payment
recipient's ferminal ... stores information to identify the precise location of the recipient's
account.” (24:7-9.) Thus, the payment recipient may be the party selling a good or service, such
as a retailer — which is not a bank. (24:4-7.)

R “information for identifying the first/second account of the first/second
party” — <302 Patent, claim 41

Stambler’s Consiruction Defendants’ Construction
information that is wused to identify an account | information that is used to identify a precise record
associated with the first/second party of debit and/or credit transactions particular to the
first/second party

The parties agree that the language “information for identifying” means “information that is
used to identify.” The parties” dispute what “the first/second account of the first/second party”
means. Specifically, the parties’ dispute the relationship of the first and second accounts to the
first and second parties, and whether “account™ needs to be construed.

Stambler’s construction accurately identifies the first and second accounts as accounts
“associated with” the first and second parties. Claim 41°s preamble describes “a method for
authenticating the transfer of funds from a first account associated with a first party to a second
account associated with a second party[.]” The claim’s “Teceiving” step recites “receiving . . .
information for identifying the first account of the first party, and information for identifying the

second account of the second party.” Stambler’s use of the article “the™ belore “[frsl account™
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and “second account’” confirms that the disputed terms find antecedent in the previous phrases “a
first account associated with a first party” and “a second account associated with a second
party.” Thus, “the first account of the first party” and “the second account of the second party”
are accounts “associated with™ the first and second parties, respectively.

Defendants’ construction identifies the first and second accounts as accounts thar are
“particular to” the first and second parties. That construction must be rejected because it fails to
comport with the claim language itself, which identifies the first and second accounts as accounts
that are “associated with” the first and second parties.

Finally, it is unnecessary for the Court to construe “account™ because the term has a well
understood meaning, and Stambler uses the term in its ordinary sense. An “account” is “a
precise list or enumeration of financial transactions.” (Ex. I at 12; Ex. O at 3.) It is not limited
to “a recard of debit and/or credit transactions,” as proposed by Defendants.

S. “one or more pieces of payment information including an amount,

information for identifying the recipient party or the originator party, a date,
and a check control or serial number” — 148 Patent, claim 35

Stambler’s Construction Defendants’ Construction

one or more pieces of the following payment
information: an amount, information for
identifying the recipient party or the originator
party. a date, and a check control or serial number

one or more pieces of payment information, the
one or more pieces of payment information
including each of the following: an amount,
information for identifying the recipient party
or the originator party, a date, and a check

control or serial number

The parties” dispute whether the claimed payment instrument must include all, or just one of,
“one or more pieces of payment information.” Stambler’s construction, which was adopted by
the JPMorgan Court and agreed to by the parties in Merrill Lynch, aligns with, and is required
by, the phrase “one or more pieces of payment information.” (Ex. C at 27-28; Ex. D at 7.) That
phrase — “one or more” — leaves no question that the claim is satisfied when one “piece” of

payment information is included with the instrument. Defendants’ construction turns a blind eye
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to the plain meaning of the term and demands that the instrument include a/f the recited pieces of

payment information. That construction contradicts the claim language and must be rejected.

T “check control or serial number” — 148 Patent, claim 35
Stambler’s Construction Defendants’ Construction
a value that is used to identify an instrument a unique mumber for determining the identity of the
mstrument

A serial number is “a number that is one of a series and is used for identification.” (Ex. I at
1647.) A check serial number, which Stambler calls a check control number, is a serial number
assigned to a check in a series of checks. (See Ex. Q at 3:37-38.) Stambler’s construction is
consistent with the ordinary meaning of “check control or serial number.” Defendants’
construction, however, imposes an additional limitation — “uniqueness™ — that finds no support
in the specification or the claims. Although the patents describe embodiments in which a check
control/serial number is used to determine that an instrument is not a duplicate, nothing in the
specification requires that a check control/serial number is “unique.” (7:21-24, 14:36-41.)
Indeed, check control numbers (e.g., 101, 102, 103...) are often used in connection with account
numbers to detect duplicates. Yet different customers might have checks with the same serial
number. Accordingly. Defendants’ construction is improper.

U. “descriptive details of the first party” — ‘148 Patent, claim 4

Stambler’s Construction Defendants’ Construction
information that describes a feature of the first party personal information that identifies a first party

Claim 4 states that “the secret key is obtained by the first party using a PIN, or using
descriptive details, of the first party.” Stambler’s construction is consistent with the ordinary
meaning of that claim language. Descriptive means “serving to describe,” and detail means “an
individual part.” (Ex. I at 505, 508.) It follows that “descriptive details of the first party” means

“information that describes a feature of the first party.” Defendants’ construction should be
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rejected because it disregards the plain meaning of the claim language. While ““descriptive
detail” may identify a party, it is not required to do so.

Stambler’s construction is also consistent with the specification. As discussed above, the
claimed “secret key” is an embodiment of the disclosed joint key. See Section II(H). The
specification states that a joint key is “generated using information associated with at least one of
the parties involved in the transaction.” (5:11-12.) Information that describes a feature of the
first party is “information associafed with” at least one of the parties to a transaction. The
specification does not require that the joint key is generated using information that “identifies” a
party, as Defendants allege. For example, the specification discloses using a person’s telephone
number to access a file that contains information (ROC and CPN) used to derive the joint key.
(4:8-43.) The telephone number, which is used to obtain the joint key, is information that
describes a feature of a party, but it is plainly net “information that identifies the first party”

because a telephone number may identify with numerous parties (e.g., different members of a

household).
V. “instrument for transferring funds” / “payment instrument” — ‘148 Patent,
claims 1, 28, 34, 35
Stambler’s Construction Defendants’ Construction

(including paper or electronic) that is used to transfer | document (including paper or electronic)

funds to a recipient party
“payment instrument™: a document (including paper

party in connection with a payment

“mstrument for transferring funds™ a document | “instrument for transferring funds™ a financial
funds to a recipient party includes all the information necessary to transfer
or electronic) that is used to ftransfer funds to a | “payment instrument™ a financial document

recipient party in connection with a [payment] (including paper or electronic) that includes all the
information necessary to transfer funds to a recipient

Stambler’s constructions were adopted by the JPMorgan Court and agreed to by the parties
in Merrill Lynch. (Ex. C at 20: Ex. D at 7.) Defendants” construction should be rejected because

the term “financial document” is unclear and superfluous. It is unclear what a “financial
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document™ is, and the term “financial” is wholly unnecessary because the parties agree that the
claimed instruments are used for “transferring funds” and that a “payment instrument™ is used
“in connection with a payment.”

Defendants’ constructions should also be rejected to the extent they require an “instrument”
to include “all the informaftion necessary to transfer funds to a recipient party.” The limitation
“all the information necessary to transfer funds” finds no support in the intrinsic record.
Moreover, the asserted claims explicitly recite what information the claimed “instrument™ must
include. For example, claim 1 (from which asserted claim 4 depends) recites “the instrument
including the first information and the [VAN],” and “the first information including an amount
and information for identifying the first party or the second party.”

W. “error detection code” — ‘302 Patent, claim 48; 148 Patent, claim 35

Stambler’s Construction Defendants’ Construction
the result of applying an algorithm for coding | an algorithm for coding information that, when
information that, when applied to original | applied to original information, creates coded
information, creates coded information wherein | information wherein changes to the coded
changes to the coded information can be detected | information can be detected without complete
without complete recovery of the original information | recovery of the original information

Stambler asks the Court to clarify that the claimed “error detection code™ is the result of
applying an algorithm. Claim 35, for example, recites “creating an error detection code (EDC1)
by coding one or more pieces of payment information.” In the claimed contexts, error detection
code clearly refers to the result of applying an algorithm rather than the algorithm itself.

X. “including the VAN with the instrument” — ‘148 Patent, claim 34

Stambler’s Construction Defendants’ Construction
No construction necessary bevond the meaning of the | the VAN accompanying the instrument
terms VAN and instrument.

including the [VAN] with the [instrument]

The Court’s constructions for the terms “VAN™ and “instrument” will resolve any question

concerning the scope of the phrase “including the VAN with the instrument.” Defendants
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apparently believe that the term “including”™ is ambiguous. The term “including™ is an ordinary
word that Stambler uses in its ordinary sense. For instance, the specification states that in an
electronic transaction, “the VAN and at least a portion of the information relevant to the
transaction are included with the electrical signals associated with the electronic transaction.”
(5:28-32.) In this context, as in other contexts in the patent, Stambler uses “including” according
to its ordinary meaning “taking in as a part, an element, or a member.”"> Defendants’
construction should be rejected as inconsistent with the ordinary meaning of the claim language
and a transparent attempt to narrow the claim language. Stambler is unaware of any objective
source that defines “including™ as “accompanying.” (See Ex. I at 913: Ex. N at 576.)

Y. “attaching the VAN to the instrument” — ‘148 Patent, claim 1

Stambler’s Construction Defendants’ Construction

joining or connecting the [VAN)] to the [instrument] the VAN joined to the instrument

Stambler’s construction is consistent with the ordinary meaning of the claim language. The
two most common definitions of “attach™ are “to fasten, secure, or jein” and “fo connect as an
adjunct or associated condition or part.” (Ex. I at 118) Defendants’ construction should be
rejected because it disregards the breadth of the claimed “attaching™ by limiting the term to
joining. Defendants” construction also changes the verb tense of the phrase (i.e.. joined).

Z. “appending the VAN to the payment instrument” — ‘148 Patent, claim 28

Stambler’s Construction Defendants’ Construction

joining or connecting the [VAN] to the [payment | the VAN joined to the end of the instrument
mstrument]

Defendants’ construction should be rejected because the common meaning of “appending” is
not limited fo joining “to the end.” (See Ex. I at 88.) Nor is there any support in the intrinsic
record for adding this limitation. Additionally, the specification discloses imprinting a VAN on

a physical check and including the VAN with an electronic instrument. It is unclear what

12 Should the Court construe the word “include.” Stambler proposes “taking in as a part. an element. or a
member.”
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constitutes “the end of” a check or “the end of” an electrical signal. Additionally, Defendants’
construction changes the verb tense of the phrase (i.e., joined).

AA. “accounts receivable” / “accounts payable”— ‘302 Patent, claim 44

Stambler’s Construction Defendants’ Construction

monetary value owed accounts of funds due from one or more debtors

value due to be paid of funds due to one or more creditors

“accounts receivable”: a record that indicates a | “accounts receivable”: balances of multiple

“accounts payable”: a record that indicates a monetary | “accounts payable™ balances of multiple accounts

The parties dispute whether “accounts receivable™ and “accounts payable” refer to a single
record, or whether the terms must refer to multiple records (i.e., “balances of multiple
accounts™). Stambler’s constructions are consistent with the ordinary meaning of “accounts
receivable” and “accounts payable,” which simply mean “money owed to a company” and
“money owed by a company.” respectively. (Ex. O at 211, 244)) Defendants’ constructions
should be rejected to the extent they require that the claimed terms include multiple records (i.e.,
“balances of multiple accounts™). For example, accounts receivable may include indications of
monetary value owed for one account (e.g., when a company has only one customer account) or
monetary value owed for multiple accounts (e.g., when a company has multiple customer
accounts). In fact. an accounts receivable might even be empty (e.g.. when a company has no
customers). The same is true with respect an account payable. Accounts payable may include
indications of monetary value owed for one account (e.g., when a company owes money to only
one creditor) or monetary value owed for multiple accounts (e.g.., when a company owes money
to multiple creditors). And an accounts receivable might even be empty (e.g.. when a company

has no creditors).

III. CONCLUSION

For the foregoing reasons, Stambler asks that the Court adopt his proposed constructions.
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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF TEXAS

MARSHALL DIVISION
LEON STAMBLER, CIVIL ACTION NO. 2:09-cv-310
Plaintiff,
. DECLARATION OF RYAN P. GRIFFIN
IN SUPPORT OF PLAINTIFF’S
AMAZON.COM, INC,, et al, OPENING CLAIM CONSTRUCTION
BRIEF
Defendants,

I, Ryan P. Griffin, say and declare as follows:

1. Tam an attorney licensed to practice in the State of Texas and am an associate in the law
firm of Nelson Bumgardner Casto P.C., counsel of record for Leon Stambler. This declaration is
based on my own personal knowledge and if called as a witness [ would and could competently
testify thereto.

2. Attached hereto as Exhibit A is a true and accurate copy of U.S. Patent No. 5,793,302
issued to Leon Stambler on August 11, 1998.

3. Attached hereto as Exhibit B is a true and accurate copy of U.S. Patent No. 5,974,148
issued to Leon Stambler on October 26, 1999.

4. Attached hereto as Exhibit C is a true and accurate copy of the April 9, 2010 claim
construction order in the case styled Stambler v. JPMorgan Chase & Co., et al., No. 08-204-DF-
CE(E.D. Tex.).

5. Attached hereto as Exhibit D is a true and accurate copy of the September 24, 2010 claim
construction order in the case styled Stambler v. Merrill Lynch & Co., Inc., et al., No. 08-462-

DF-CE (E.D. Tex.).
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6. Attached hereto as Exhibit E is a true and accurate copy of the January 29, 2003 claim
construction order in the case styled Stambler v. RSA Security Inc., et al., No. 01-65-SLR (ID.
Del.).

7. Attached hereto as Exhibit F are true and accurate excerpts from D.W. Davies & W.L.
Price, Security for Computer Networks: An Introduction to Data Security in Teleprocessing and
Electronic Funds Transfer (John Wiley & Sons 1989),

8. Attached hereto as Exhibit G are true and accurate excerpts from Dennis Longley et al.,
Information Security: Dictionary of Concepts, Standards and Terms (Stockton Press 1992).

9. Attached hereto as Exhibit H are true and accurate excerpts from a response to the United
States Patent and Trademark Office dated November 7, 1997,

10. Attached hereto as Exhibit I are true and accurate excerpts from The American Heritage
Dictionary of the English Language (3d ed. 1992).

11. Attached hereto as Exhibit J are true and accurate excerpts from Defendant’s Opening
Markman Brief, dated October 15, 2002, which was made in support of the defendants’ claim
constructions in the case styled Stambler v. RSA Security Inc., et al., No. 01-65 (SLR} (D. Del.).

12. Attached hereto as Exhibit X are true and accurate excerpts from Computer Dictionary
(Microsoft Press 1991).

13. Attached hereto as Exhibit L arc true and accurate excerpts from The Chicago Manual of
Style (15th ed. The University of Chicago Press 2003).

14. Attached hereto as Exhibit M are true and accurate excerpts from Manual of Patent
Examining Procedure (6th ed. rev. 3 1997).

15. Attached hereto as Exhibit N are true and accurate excerpts from Webster’s New

Collegiate Dictionary (1981).
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16. Attached hereto as Exhibit O are true and accurate excerpts from Dictionary of Business
(Fitzroy Dearborn 1998).

17. Attached hereto as Exhibit P are true and accurate excerpts from the P.R. 4-5 chart filed
by the parties in the case styled Stambler v. Merrill Lynch & Co., Inc., et al., No. 08-462-DF-CE
(E.D. Tex.).

18. Attached hereto as Exhibit Q) are true and accurate excerpts from U.S. Patent No.

4,404,649 issued to Nunley et al. on September 13, 1983.

Dated: October 6, 2010

L e

Ryan P. Griffin
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METHOD FOR SECURING INFORMATION
RELEVANT TO A TRANSACTION

This is a continuation of application Ser. No. (8/446.,369,
filed May 22, 1995, which in turn is a division of application
Ser. No. 08/122,07 1. filed Sep. 14, 1993, now U.S. Pat. No.
3.524.073, which in turn is a division of application Ser. No.
07/977385, filed Nov. 17, 1992, now U.S. Pat. No, 5,267,
314.

This application is related to application Ser. No. 08/445,
447, filed May 22. 1995, and application Ser. No. 08/445,
612, now U.S. Pat. No. 5,646,998 filed May 22, 1995, now
U.S. Pat. No. 5.555303.

FIELD OF THE INVENTION

The present invention relates generally to secure transac-
tion systems and, more particularly, concerns a method and
apparatus for authenticating documents, records and objects
as well as the individuals who are involved with them or
responsible for them.

BACKGROUND OF THE INVENTION

There are many times in our daily lives when the need
arises for highly secure transactions. For example, instru-
ments of commerce, such as checks, stock certificates, and
bonds are subject to theft and forgery. From the time a
documnent is issued, the information contained on it, or the
name of the recipient could be changed, Similarly, passports,
pay checks, motor vehicle registrations, diplomas, food
stamps., wager receipts. medical prescriptions, o birth cer-
tificates and other official documents are snbject to forgery,
fraudulent modification or use by an unintended recipient.
As a result, special forms, official stamps and seals, and
special anthentication procedures have been utilized to
assure the authenticity of such documents. Medical, legal
and personnel records. and all types of information in
storage media are also subject to unauthorized access. Pass-
words and coding of such records have been used to thwart
unauthorized access, However, there have always been
ingenious individuals who have somefiow managed to cir-
cumvent or evade all such systems of security.

With the introduction of computers and computer com-
mupications into business transactions and document
processing, a certain degree of security was gained, in that
it is now possible to verify documents and transactions much
more quickly, thereby avoiding many frauds which previ-
ously went unnoticed until it was too late. However, with the
elimination of the human factor, verification of the identify
of parties also became more difficult. A pressing need still
exists for business transaction, document processing and
record access systems which can assure the identity of the
parties and the accuracy of the information involved in the
ransaction. As used herein, the term “record access sys-
tems” includes systerns which access media which contains
data. messages, fext, FAX, audio, video, drawings, images,
photo, electronic and physical mail, safe boxes, and the like,
As used herein the teym “busigess transaction system” will
be intended as a gemeric term to describe all such
transaction, document processing and record access
systems, including ones not related to business use, such as
passport authentication systems,

‘The security problems described above have been handled
with some degree of success in systems involving a single
party transaction Where the party is present. For example.,
during the use of an automatic teller machine, the customer
is the scle party involved and is present in person. However.

20

[N
[

45

55

€0

65

2
until the present invention, it has not been possible to verify
the identity and to secure the interests of all parties to
multi-party transactions and. in particular, absent parties to
a transaction,

SUMMARY OF THE INVENTION

Briefly, the present invention is directed to & transaction,
documment processing, of record access system which avoids
the shortcomings of known systems of this type. In accor-
dance with an embodiment of the present invention, when a
transaction. document or thing needs to be authenticated.
information associated with at least ome of the parties
involved (e.g.. an originator and/or a recipient) is coded to
prodace a joint code. This joint code is then utilized to code
information relevant to the transaction, document or record,
in order to produce a variable authentication number (VAN)
or code at the initiation of the tramsaction. This VAN is
thereafier associated with the transaction and is recorded on
the document or thing. along with the criginal information
that was coded. During subsequent stages of the transaction,
only parties capable of reconstructing the joint code will be
able to uncode the VAN properly in order to re-derive the
information, Thus, the joint code serves to authenticate the
parties, and the comparison of the re-derived information
against the information recarded on the document serves to
authenticate the accuracy of that information. Alternatively,
the information could be authenticated by regenerating a
VAN from the recorded information and comparing the
regenerated VAN with the recorded VAN.

In accordance with an embodiment of the present
invention, at the time of carolling as a user of the system,
cach user selects a personal identification number (PIN)
which is sccret. does not exist in an uncoded farm. and
cannot be recovered from other information anywhere in the
systern. During or after enrollment, a non-secret identifica-
tion code and a secret code are also stored in 2 user’s file at
the user associaled computer facility. When a user partici-
pates in a transaction, the user is required to utilize his or her
PIN., which after being coded is used to derive a coded
arbitrary number. Subsequently, this arbjtrary code is com-
pared to another such code which is generated from a
reconstitoted version of the coded PIN. in order to authen-
ticate the usax’s identity. One of the embodiments creates a
computer file with a secret address (o authenticate a user’s
jdentity, and to secure senmsitive records. The address is
preferably not stored anywhere in the system. but is gener-
ated when needed from information supplied by the user. In
some embodiments of the present invention, when a joint
code is created as deseribed above, one participating user
{e.g.. the originator) must provide his or her PIN. The other
party’s non-secret identification code and the PIN are uti-
lized in creating the joint code. In other embodiments, the
joint code is created from the coded PIN's of the partici-
pants.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing brief description as well as further objects.
features, and advantages of the present invention will be
nndesstood mare completely from the followibg detailed
description of the presently preferred, but nonetheless
illustrative, embodiments of the invention, with reference
being had to the accompanying drawings, in which:

FEGS. 1-5 illustrate the symbols utilized in the present
application to represent conventional building blocks used to
form the invention. these building blocks being respectively.
a coder, an uncoder, a linker, a mixer, and a sorter;

-60 --
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FIGS. 6-8 are functional block diagrams illustrating a
check transaction system in accordance with a first embodi-
ment of the present invention, with FIG. 6 illustrating user
enrollment, FIG. 7 illusirating how an originator generates a
check. and FIGS. 8A and 8B illustrating the authentication
process when the check is presented to be cashed;

FIGS. 9-12 are functional block diagrams ilustrating a
credential issuing and authentication system in accordance
with a second embodiment of the present invention, with
FIG. 9 illustrating the enrollment of an official, FIG. 1¢
illustrating the enrollment of a user. FI(. 11 jllustrating the
issuance of the credential, and FIG. 12 illustrating the
authentication of an issued credential;

FIGS. 13A-13E. when arranged as iltustrated in FIG. 14,
collectively srepresent a functional block diagram of a check
transaction systern similar to that of FIGS. 6-8, but includ-
ing the basic processing necessary to clear and pay a check
clectronically;

FIGS. 1SA-~15C are functional block diagrams of a cre-
dential issujng and authentication system according to an
alternate embodiment of the present invention; and

FIG. 16 is a functional block diagram of a system for
authenticating a party and for authorizing access to a secret
file associated with the party according to an altcrmate
embodiment of the present invention,

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

FIGS. 1-5 illustrate the functional building blocks ufi-
lized in the preferted embodiments. All of these components
are conventional building blocks for computer or commu-
nication systems. Moreover, those skilled in the arl will
appreciate that the blocks can be realized as hardware
components, or they can be realized as functional blocks in
an overall computer program.

The coder illustrated in FIG. 1 and the uncoder illustrated
in FIG. 2 may be any form of such device utilizing a kmown
algorithm, such as the Data Encryption Standard (DES). A
coder, as illustrated in FIG, 1, has at least one data input, at
which it reccives clear data. It also has ome or more
additional inputs for receiving keys K;, K,. which are
utilized to code the clear data into a form in which it could
not be easily recognized or uncoded without the use of the
keys. A variable which is used as a key may be padded to
obtain the desired security. An uncoder (FIG. 2) reverses the
process of the coder. Basically, itreceives the coded data and
wtilizes the same keys to reconstruct the clear data.

A linker (FIG. 3) receives a plurality of data inputs and
concatenates them into a longer code word (D, D, .. - D).
Similarly, a mixer (FIG. 4) receives a plurality of data inputs
{D,, and D, through D,) and mixes their digits or binary
bits. A simple example of a mixer would be a conventional
time division multiplexer which is used to interleave ploral
data inputs. However, in many applications, it will be
preferable to utilize a more sophisticated mixer, such as one
that utilizes arithmetic and logical combinations of digits or
bits. A serter (FIG. 5§) reverses the process of a linker or a
mixer, that is, it receives a concatenated or mixed code word
and reproduces the original component words. A time divi-
sion demnltiplexer could serve as a sorter for a mixed signal
originally generated by a multiplexer.

FIGS. 6, 7, 8A and 8B constitote a functional block
diagram illustrating the present invention in a check trans-
action system. The system illustrated in FIGS. 6.7, 8A and
8B are well suited for use in generating and processing
eraployec paychecks, for example. The system involves
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three phases of operation. In the first phase, illustrated in
FIG. 6. a user of the system mnst enroll in order to be
recognized by the system. Each user enrolls a¢ his or her
bank, or at another convenient location, such as a place of
employment, in the presence of an officer, who appropriately
verifies the user's identity and obtains the typical informa-
tion from him, including his taxpayer identification number
(TIN) and telephone number. An account is then opened for
the user and a file is created for him or her in the bank’s
computes, and the bank assigns a person account number
(PAN) to the user's account. If a bank card is issued to the
uset. it usually contains the PAN and a bank identification
number (BIN).

While operating a terminal, the user is requested to select
a personal identification number (FIN) and to enter that PIN
into the termineal. The user complies and such entry occurs
at block 10 of FIG. 6 with the typical transaction
information, including the user's TIN or PAN, being entered
at block 11, The PIN is applied directly to an ireversible
coder 12, where it is processed to produce a coded PIN
(CPN). Coder 12 may be any type of conventicnal coding
device which can process the PIN so that the coding is
ireversible (i.e.. the PIN cannot be recovered from the
CPN). At the same time. a random number generator 14
produces a random number (RN), which is applied to a
mixer 16 along with the CPN. Alternately, the user may be
permitted to select an arbitrary number for RN.

The signal produced by mixer 16 is then transmitted to the
bank's computer. where it is applied to a sorter 18. It is
assumed that this wansmission preferably occurs over a
secure line, such as one protected by a tandem coder and
uncoder which cen utilize a joint terminal-bank key. The
sorter recovers the original CPN and RN, saving RN in the
user’s file at block 22. It should be noted that in savirg RN,
the user’s file is accessed by using his TIN as an index. The
received CPN is applied as the data input to a coder 20,
which receives RN as its key input, producing a revisable
owner code (ROC) which is saved in the user’s file in the
same manper as RN. Various additional information is saved
in the user’s file. such as his personal account number
(PAN). name, phone nomber (PHN). account balance, and
other relevant information, The user’s TIN, PAN or PHN can
be used as an index to access the user’s file. CPN represents
coded anthentication information since it is a coded form of
the PIN, and since it s used in other parts of the system to
authenticate the user and the transaction. The system pref-
erably maintains RN as a secret number (although in the
present embodiment the user file is not searet since it is
accessed using a non-searet index) and ROC is maintained
as a non-secret number. As explained in detail below, CPN
is derivable from ROC and RN.

FIG. 7 illustrates how the originator generates a check in
accordance with the present invention. This process prefer-
ably takes place at the originator's terminal or computer. }
is assumed that the originator would be generating a check
in the usual manner and would include on it all of the
information usually found on a check, as well as the infor-
mation normally recorded or imprinted on check forms, such
as the recipient’s name and TIN (RTIN), and the originator’s
personal account number and bank identification number.
Preferably, the terminal includes a check reader and printer
which can read necessary information from the originator’s
check form and print information on the form, although this
could also be done manuaily by the originator. The origi-
nator and the recipient can be the same person, for example,
where a person is cashing a personal check originated by the
person. In the case of multi-party checks, the check is
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ariginated by a present party (i.e.. the originator) in favor of
an absent party (recipient).

The originator enters his or her PIN at a tenminal or
computer. Through irreversible coder 10, the originator’s
PIN is converted to a coded PIN (CPNO). which is applied
as the key input to coder 28. The data input to coder 28 is
the recipient’s TIN (RTIN), which has been read from the
check, or accessed from the computer memory, or enteted by
the originator. The data output of coder 28 is a joint key (JK),
which is applied as the key input to a coder 30. Generally,
the JK is generated using information associated with at
least one of the parlies involved in the transaction (in this
case, the originator and recipient). As will be shown more
fully below, the joint key (or code) is used to protect and
authenticate the originator and recipient. The data input to
the coder 3 is the information (INFO) to be authenticated
(that is, information relevant to the transaction. such as
check number, amount. ete.).

The data output of the codes 3¢ is a variable authentica-
tion number (VAN), which codes the information to be
authenticated. based upon information related to the recipi-
ent and information related to the originator. Note that the
VAN is altematively generated directly from INFO and
information associated with at least one of the parties,
without the intermediate step of generating the JK. The VAN
and at least a portion of the information relevant to the
transaction are written or imprinted upon the check 32,
thereby becoming a permanent part of it. Alternately, the
check may represent an electronic transfer of funds or some
other type of electronic transaction. In this case, the VAN
and at least a portion of the information relevant to the
transaction are included with the electrical signals associated
with the efectronic transaction.

It is contemplated that in creating the VAN, all informa-
tion would not necessarily be coded in the same manner. For
example, the amount of the check might be considered
important emcugh 50 as to be recoverable completely, and it
would be coded into the VAN in a manner that would permit
complete recovery. Other information, such as the date and
check control number might be considercd less important
and would be coded into the VAN in such a manner as to
pesmit detection of changes (e.g.. emor detection coding),
but without complete recovery of the original information.

As noted above. other predetermined information which
is known jointly by the originator and recipient, and which
does not appear on the check, can also be used to derive the
VAN. For example, when a check is drawn to multiple
recipients, e.g., husband and wife, each recipient’s TIN
(which does not appear on the check) may be used to derive
the joint code and WAN. This makes it more difficult to
fraudulently generate the VAN since the predetermined
information not appecaring on the check would not be
generally known.

FIGS. 8A and 8B illustrate the anthentication process at a
terminal when the recipient presents the originater’s check
to be cashed, The terminal communicates via a netwark of
the banks involved in the transaction. Preferably, the termi-
nal includes & device which can read ipformation directly
from the check 32. Alternately, the terminal operator can
manually key information into the terminal, based upon
informatiom appearing on the face of the check 32. At block
40, the recipient inserts his or her FIN, and at biock 41,
identifies his bank and enters his TIN (RTIN) and all
information required by the terminal to initiate the transac-
tion. An imreversible coder 42 processes the PIN to produce
the coded PIN, CPNR. which is applied as the key input to

30

35

45

35

60

65

6

a coder 44. A random number generator produces a random
number (i.e., an arbitrary number) RNX which is applied as
the data input to coder 44. Coder 44 then produces a coded
random number (i.c.. a coded arbitrary humber), CRNX,
which is applied to mixer 48 along with RNX., The output of
the mixer is, therefore, a signal which contains CRNX and
RNX in a converted form, so that neither munber nor CPNR
may readily be discerned from the signal. CRNX represents
coded authentication information because it is a coded
representation of CPNR. and becapse it is used by the
system to authenticate the recipient and the transaction.

The mixer signal. along with the information entered in
block 41 and the information read from the check are
transmitted to the computer at the recipient’s bank (ie..
remote bank CPU) over preferably an unsecured line (the
use of an unsecured line is possible because CRNX and
RNX. not CPNR, are transmitted from the mixer 4% tc the
sonter 62), The system firse authenticates the identify of the
check holder at the recipient’s bank. Next. the information
on the check, as well as the originator and recipient, are
authenticated at the originator’s bank.

At the recipient’s bank. the output of mizer 48 is received
in a sorter 62, which separates CRNX and RNX, with CRNX
being applied to a comparison block 64 and RNX being
applied as the data input to a coder 66. Based upon the
recipient’s TIN. RTIN, his bank's computer is able to access
his file at block 68 and to extract his ROC (a mon-secret
oumber) and RN (a secret number), ROCR and RNR there-
from. ROCR and RNR are applied as the data and key
inputs, respectively, to an uncoder 70, which generates the
recipient’s CPN. CPNR. which is applied as the key input to
coder 66. Coder 66. therefore, reproduces the recipient’s
coded random number, CRNX (in the same manner as coder
d44), which is applied as the second input to comparison
block 64. Tt should be appreciated that the CPNR cutput of
unooder 70 is the true CPNR derived from the bank's
records. Accordingly, the CRNX produced by coder 66 is the
true CRNX. Therefore, should the comparison at block 64
fail, the authentication of the recipient has failed and it is
presumed that recipient is not the party presenting the check.
The transaction is therefore aborted. On the other hand. if the
recipient’s identity is authenticatcd. the transaction can
proceed. The recipient’s bank then communicates with the
originator’s bank, conveying all the information about the
transaction and requesting authorization to pay (block 71).

As shown in FIG. 8B. at the originator’s bank. using
OTIN (or the originator's PAN) as an index. the originator’s
ROCO and random number. RNO, are extracted from the
originatar’s file at block 58, ROCO is applied as the data
input to an uncoder 52, and RNO is applied as the key input
to uncoder 52. Uncoder 52 therefore reverses the operation
performed by coder 2@ (F1G. 6) when the originator
enrolled, producing the originator’s CPN. CPNO. CPNO is
then applied as the key input to a coder 56, which receives
the recipient’s TIN, RTIN, as the data input.

In accordance with the embodiment just described, it is
contemplated that security comsiderations may warrant
revising the ROC from time to time independent of any
transaction, Toward this end, CPN could be reconstituted
from the current ROC and RN as in block 52. Next. a new
RN is used with CPN to generate a revised ROC. making use
of a coder in the sams manner as coder 20 of FIG. 6. The
user’s new RN and ROC are stored and accessed. and CPN
nced only be reproduced at the bank where the user main-
tains an aceount.

In the samz manner as coder 28 of FIG. 7, coder 56
therefore produces the joint key JK. JK is applied as the key
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input to an uncoder 58, which receives the VAN from check
32 as its data input. Uncoder 58 thercfore reverses the
coding operation performed by coder 30 of FIG, 7. If the
information on the check has been unmodified, the coder 58
should therefore reproduce the information INFQ from the
check which was sought to be authenticated. In block 60, a
comparison s made between the output of uncoder 58 and
the information appearing on the check. Failure of this
comparison is an indication that the check may have been
modified after being issued, and the originator’s bank noti-
fies the recipient’s bank that the check will not be honored.
Alternatively. the joint key JK from the coder 56 can be used
to code the information (INFO) from the check to generate
anew VAN, which can then be compared with the VAN from
the check to authenticate the check.

Should the comparison be favorable, this is an indication
that the check is authentic and unmodified, and the origina-
tor’s bank accesses the originator’s account (block 61) to
determine if the account is in order and has sufficient funds
ar credit to pay the check The date of the check is deter-
mined to be acceptable. If the check control number does not
appear in the originator’s file as a previously cashed check,
then the current check control number is saved to prevent
frandulent check reuse. The originator’s bank generates a
redeemed or redemption VAN (RVAN) in coder 54, using its
bank key and the original VAN. RVAN is saved in the
ariginator’s file (block 55) and is recopded on the check
(block 57). The originator’s account is then debited. The
originator's bank then authorizes the recipient’s bank to pay
the check. On the other hand, if originator’s bank finds any
irregularity in the check or in the eriginator’s account, it will
notify the recipient’s bank that the check is dishonored.

The RVAN (and other RVAN’s from other (ransactions)
can be accessed from originators’ files by banks and other
financial institutions involved with processing checks to
determine the status of checks. Thus, by creating and storing
the RVANs in the orginators® files, fraudulent reuse of
checks is avoided.

At block 72 (FIG. BA). the recipient’s bank receives the
criginator’s bank’s instructions. It will then notify the recipi-
ent if the check has been dishonored, I the check has been
honored, the recipient’s account may be credited as in a
deposit, Altemnately. the recipient can receive payment
immediately if he i5 at an appropriate terminal, such as an
automatic teller machine.

Essentially, the check has cleared antomatically. on-line,
without further check handling or processing.

In a transaction where the user cashes his own persenal
check, the originator and recipient are one and the same. A
VAN is created from a joint code which combines informa-
tion associated with the user, such as the user’s identification
number (TIN or PAN) and the user’s CPN, which is genex-
ated directly from a PIN eatered by the user. When the VAN
is authenticated, the joint code is derived by combining the
user’s identification number (TIN or PAN), and the user’s
true CPN, which is generated from the RN and ROC
retrieved frorm the user’s file, with the TIN (or PAN) serving
as a file index.

As noted above. in FIG. 8A it is possible to use an
unsecured link between the mixer 48 and the sorter 62
because CRNX and RNX, not CPNR, are transmitted from
the mixer 48 to the sorter 62. However, a security problem
still exists in using an unsecured line between the mixer 48
and the sorter 62 because the signal can be recorded and then
played back later to atternpt to frandulently authenticate a
fraudulent transaction. In an altexnate embodiment of the
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present invention, an anti-duplication variable authentica-
tion number (ADVAN) is generated at the recipient’s ter-
minal by coding at least a transmission date and time with
the CPNR by a coder (not shown). The ADVAN is then
mixed with the CRNX and the RNX by the mixer 48 and
sent to the remote bank CPU over the unsecured line to the
sorter 62. At the remote bank CPU, the CPNR which is
generated by the uncoder 70 is used to uncode the ADVAN
to regencrate the transmission date and time. The signal
received over the unsecured line is then authenticated by
comparing the regenerated transmission date and time to a
reception date and time (that is, the date and time at which
the signal was received at the remote bank CPU). In this
manner, the recipient and transaction are further authenti-
cated.

According to another embodiment of the present
invention, RNX is generated at both the recipient texminal
and the remote bank CPU. To generate the RNX at the
remote bank CPU. a random number generator is located at
the remote bank CPU, wherein the random number genera-
tor at the remote bank CPU is similar to and synchronized
with the random number generator 46 located at the recipi-
ent’s terminal. Instead of transfemring the RNX and the
CRNX, only the CRNX is transferred over the unsecured
line from the recipient’s terminal to the remote bank CPU.
At the remote bank CPU, the CPNR gencerated by the
uncoder 70 is coded by the coder 66 with the RNX generated
at the remote bank CPU to generate the CRNX. The gen-
erated CRNX is then compared by the comparator 64 with
the CRNX transfermed from the recipient’s terminal to the
remote bank CPU to authenticate the recipient and the signal
received over the unsecured line. In this manner, the recipi-
ent and transaction are further authenticated,

According to another embodiment of the present
invention, CRNX is never generated. Instead, the CPNR
generated by the itreversible coder 42 is sent to the remote
bank CPU over a secured line, rather than over an unsecured
line. The CPNR generated by the uncoder 70 is then
compared by a comparator (not shown) with the CPNR sent
from the recipient’s terminal to the remote bank CPU to
authenticate the recipient. In this alternate embodiment, the
random number gencrator 46, coder 44, mixer 48, sorter 62.
and coder 66 are not required, although a secure line is
required,

FIGS. 9-12 constitutz a functional block diagram illus-
trating the present invention in a credential jssuing and
authentication system. The system involves the same three
phases of operation as the check transaction system of FIGS.
6, 7. 8A and 8B. However, all users are enrolled by an
anthorized official who must be enrolled first. Accordingly,
there are two cnroliment processes which are somewhat
different. The first one is enrollment of the official, and the
second one is enrollment of a user prior to or at the time of
issuing his credentials. It is contemplated that this system
would be useful for all fypes of credentials and records; for
example, motor vehicle registrations, social security cards,
passports, birth certificates and all types of identification
cards or personal storage media. This system would also be
useful in protecting against unauthorized access to all fypes
of records, as previously indicated.

FIG. 9 illustrates enrollment of the official, This can be
accomplished at a terminal or computer which is in com-
munication with a remote computer over a link which is
assumed to be secure. The remote compuier may. for
example, be the central computer at the agency issuing the
credential, At the remote computer, number generator 100
generates a random number which, at block 102, is com-
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pared to a current list of all assigned personal keys. If the
random number does not correspond to an assigned personal
key. then the random number is assigned as the parsonal key,
PKO. of the official being enrolled. Alternatively, PKO can
be selected at random. from a list of unused PKO’s, and the
list of available PKO's would thereby be diminished. In yet
another alternative. PKO could be accessed from a counter,
such as a pseudorandom or an ordinary sequenttal counnter
the ouiput of which may be coded with a secret key. The
size, or length. of PKO can be such as to provide a full size
memory address or an offset or an index extension, to limit
or enlarge the memory space wherein concealed files are
stored. PKO is then transmitted over the secure link to the
enrollment terminal.

At the terminal. the official enters his PIN and name and
various other information required by the system. The name
can be numerically coded by using a telephone type key pad.
The PIN is applicd 1o an irreversible coder 104, which
produces his coded PIN CPNO. CPNO is applied as the key
input to a coder 106, which receives PKO as the data inpat.
The data output of codex 106 is the official’s coded personal
key, CPKO, which is applied as an input to rixer 107. The
official’s name code and TIN, OTIN, are also applied as
inputs to mixer 187. CPKO represents a coded address since
it is a coded representation of PKO.

The ouiput of mixer 107 is transmitted back to the remote
computer over the secure link. At the remote computer.
sorter 109 separates the received signal into its component
parts: CPKO, the official’s name code, and OTIN. At biock
108, CPKO and the official’s name code are then saved (i.e.,
written) into File No. 1 assigned to the official with the
official’s TIN, OTIN, serving as a File No. 1 index. It is
assumed that durieg the official's enrollment various other
information will be provided by the official over the secure
line and may be stored in his File No. 1. It should be noted
that OTIN is not secret and, therefore, the location of File
No. 1 and the contents of File No, 1 (including CPKO) are
not secret.

At block 112, PKO is used as an index for File No. 2,
which is also allocated to the enrolling official. The location
of File No. 2 (and thus. the contents of File No, 2) is
concealed, since PKQ is secret and not stored anywhere in
the system. The information or records which are stored in
File No. 2 can be coded or uncoded. The mernory space
wherein concealed files are stored may be previonsly filled
(or pre-loaded) with dummy or false information to meke
the contents and locations of authentic allocated files undis-
tinguishable from the dummy files, The concealed File No.
2 can also be used to store the ROC and RN (or store only
RN, since only RN jis secret—ROC could be stored in a
non-secret file, such as Official’s File No. 1). as previously
described in FIGS. 6, 7, 8A and 8B, to reconstiite a user’s
coded PIN, CPN. The concealed File No. 2 can also be used
to store other secret information {not shown) assoclated with
the official. An official’s coded number, CNO, is generated
at the output of coder 110, and is saved in File No, 2 at block
112. The key input to coder 110 is CPKO and the data input
to coder 110 is PKO or an arbitrary predetermined number
(APN). CNO represents coded authemtication information
because it is a coded representation of CPKO, and because
it is used by the sysiem to authenticate the official.

At coder 110, CPKO and PKO can be interchanged as the
key and data inputs, However, the arrangement selected
raust then be used consistently in each phase of the operation
of the system.

Those skilled in the art will appreciate that the present
embodiment offers an additional level of security in that, not
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only is secret information unavailable to a person who does
not know the related PK and PIN, but that person is even
upable to determine the location of the file containing the
information, and is unable to uncode the information con-
tained therein.

FIG. 1¢ illustrates user earollment. The user is enrofled by
a previously enrolled official. who verifies the user’s
1dentity, based on acceptable documentation. Before the user
can be enrolled, the official's identity and authority are
preferably authenticated. The official operates the terminal,
where he enters his PIN, and his TIN, OTIN. ard the name
code used during his enrollment, which was stored in his
“File 1”. OTIN is transmitted to the remote computer, where
it is used as an index to access CPKO from the official 's File
No. 1, and CPKO is retumed to the terminal. The official’s
PIN is applied to the irreversible codes 104. which produces
CPNO. CPNO is applied as the key inpat to an uncoder 114.
which receives CPKO as a data input over the secure link
from the remote computer. It will be appreciated that
uncoder 114 simply reverses the process of coder 106 of
FIG. 9. therefore producing PKO. PKQ is applied to a mixer
118, the other input to which is the official’ s name code. The
oulput of mixer 118 is then transmitted to the remote
computer.

At the remote computer, the signal transmitted from mixer
118 is received in a sorter 124, which separates out PKO,
and the name code. The extracted PKO is utilized as an
index to address the official’s “File 2" whereby CNO is read.
The CNO read from File No, 2 is compared against the CNO
gencrated by coder 120, which has as its data input PKO
which is extracted by sorter 124 and as its key input is CPKO
read from “File 1”. Should this comparison fail. the identity
of the official is not authenticated and the enrollment of the
user is aborted. Assuming that the comparison is successful.
comparator 130 is then enabled. At block 130, the narne code
which is extracted from sorter 124 is compared against the
name code read from the official’s “File 1" (using OTIN as
index). Should this comparison fail, the enrollment of the
user is aborted. Should the comparison be successful. the
official has been folly authenticated and the user’s enroll-
ment may proceed.

At the remote computer, number generator 108 generates
a unique random number. which is assigned to the user as a
personal address key, PKU, Alterpately, PKU can be gen-
erated from a counter as previously described, As discussed
below. PKU represents a predetermined secret address of a
File No. 2 associated with the user. PKU is transmitted over
the secure link to the enrollment terminal, where it is applied
to the data input of codsr 113.

The user operates the terminal and selects a PIN which he
enters along with his TIN, UTIN. The user’s PIN is applied
to the irreversible coder 104, which produces the user’s
coded PIN, CPNU. CPNU is applied as a key input to coders
113 and 115, The output of coder 113 is the user’s coded
personal key, CPEU (which represents a coded address of
the user’s File No, 2), which is applied as a data input to
coder 115 The ouiput of coder 115 is the user’'s coded
number, CNU, which is applied to the input of mixer 116.
The uses’s TIN, UTIN and CPKU are also applied as inputs
to mixer 116. The output of mixer 116 is transmitted back to
the remote computer over the secure link. CNU represents
coded authentication information because it is a coded
representation of CPKU, and because it is wsed by the
system to authenticate the user.

At the remote computer, sorter 119 separates the received
signal into its component parts: CPKU, CINU and UTIN. At
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block 108, CPKU and CNU are saved (i.e., written) into File
No. 1 assigned to the user, with the user’s TIN, UTIN
serving as a File No. 1 index. It should be noted that CPKU
and CNU may be recorded on the user’s credential when
they are generated at the terminal. It should also be noted
that UTIN is not secret. and therefore, the location and
contents of the user’s File No. 1 are not secret. It should
further be noted that the official’'s CNO is stored in the
official’s secret File No. 2 (FIG. 9) while the user’s CNU is
stored in the user’s non-secret File No. 1 (FIG. 10A), even
though both CNO and CMNU are used to authenticate the
official and the user. respectively. These two different ways
for storing CNO and CNU (as shown in FIGS. % and 10A)
illustrate two embodiments of the present invention.

The user's PK, PKU (or an arbitrary predetermined num-
ber APN), is applied as the data input to a coder 132, which
receives the official's CFKO as a key input. Coder 132
produces a joint key, JKU, which it wili be appreciated, is
determined by information reiated to the user and informa-
tion related to the official, Using PKU as an address. the joint
key is written into the user’s “File 2" at block 112, and using
PKO and UTIN as address indices, the joint key JKU is
written into the official’s “File 2" at block 13 (FIG. 10B).
These writes are enabled as a result of the success of the
comparison occurring at block 1%, Accordingly. the user’s
“File 2" will contain a joint key, and the official’s “File 2"
will contain a joint key for each user the official enrolls.
Since the user’s file 2 is addressed by PKU (which is secret).
the location and contents of the user’s file 2 are secret. At
codier 132, when the joint key JKU is generated, CPK and
PK can be interchanged as key and data inputs, or as to user
and official inputs. However, the arrangement sclected must
then be used consistently.

FIG. 11 illustrates issuance of the credential. This is
shown separate from the user enrollment process of FIG, 1.
However, in many instances, it would occur at the same
time. In the preferred embodiment, this process is shown as
occurming at the agency’s computer, although it may be
performed by the official from a terminal where he may
communicate with the computer, It is assumed that the
official has a credential printer or recorder which contains
credential forms on which information is printed or recorded
to produce the actual credential. However. it is also possible
to create the credential by inserting information manually or
on a typewrlter, provided the recessary information derived
by the system can be entered. The official enters the usual
information {INFO) nommally contained on a particular
credential 145, The user’s TIN may also be recorded on the
credential. Alternately, the user’s CPKU and CNU may be
recorded on the credential, after being extracted from the
user's File No. 1, with UTIN serving as a file index, ¥
CPKU and CNU are recorded on the credential, they may be
erased from the user’s File No. 1. Altermatively, only CNU
may be recorded on the credential, with CPKU remaining in
File No. 1, or vice versa.

The issuing process continues with the official entering
his PIN, which is applied lo an imeversible coder 140 o
produce his CPNO, which is applied as a key input to an
uncoder 142, At block 144. the official's TIN, OTIN is
utilized as an index to access the official’s “File 17, so that
CPKO may be read therefrom and applied as the input to
uncoeder 142, Uncoder 142 therefore performs the same
process as uncoder 114 of FIG. 10 to produce PKO. At block
146, PKO and UTIN are utilized as address indices to access
the official’s *File 2" and JKU is read therefrom. The
information INFQO on the credential is applied as the data
input to a coder 152 and JKU is applied as the key input,
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whereby coder 152 codes the INFO to produce a VAN,
which is recorded on the credential, After recording the VAN
on the credential, the joint key, JKU, may be erased from the
official’s File 2, where it was stored (or held in escrow ar in
trust}, until the credential was issued. Alternately, the
authentic JKU may be replaced with a false or dummy JK
for security purposes. This completes the issuance of the
credential 145. It should be noted that the joint key JKU
stored in the offictal’s File No. 2 can only be used ia a
transaction if a party exists with kmowledge of the official’s
PIN, since this PIN is required to access the official’s File
No. 2 (at block 146). Thus, a person who does not have
knowledge of the official’s PIN (such as an unscrupulous
person trying to issue a fraudulent credemntial) cannot legiti-
mately issue a credential.

The VAN which is generated from information (INFO)
recorded on the credential, or from information which is
otherwise stored by the system. can include (coded) personal
descriptive details to further identify the user (in addition to
the user’s PIN and TIN) in order to limit the use of the
credential to the soje individual to whom it Was issued (or
sold). Thus, items such as bank cards, tickets. green cards,
food stamps, ballots, travel checks, FAX messages, elc., can
be protected and used solely by the individuals to whom they
were issued. Also, the use of the credential may be enlarged
to include a growp. such as a family. by coding such
information into the VAN.

FIG. 12 illustrates the authentication of an issued creden-
tial. This is preferably perforined at a terminal provided for
that purpose. The terminal includes a reading device far the
credential 145 and an input device, such as a keypad for the
user. The information could. however. be read from the
credential and keyed in by hand, The terminal communicates
with the remote processor via a preferably secure link

As part of the credential authentication process. the iden-
tity of the user is authenticated. This requires that the user
enter certain information at the terminal, including a PIN
and user’s TIN, UTIN, which is transmitted to the remote
computer, which returns CPKU and CNU (box 178) via a
secure data link. Alternatively. CPKU and CNU could have
been recorded on the credential (or on some other itemn in the
possession of the user, such as a card having a magnetic
stripe for storing data) and inputted directly into the termi-
nat. The PIN is applied to the imreversible coder 170 which
produces CPNU. CPNU is applied as the key input to coder
172 and uncoder 174. Coder 172 receives CPKU as a data
input. It should be noted that coder 172 performs in the same
manner as coder 115, which produced CNU at its output
during the user's ensoliment. The output of coder 172 is
applied as am input to the comparator at block 182, which
also has as an input the CNU extracted from the user's File
No. 1 (o inputted from the user’s credential).

Should this comparison fail. the identity of the user is not
authenticated, and the credential authentication is aborted.
Assuming the comparison is successful, the user is
identified, and the credential authentication, with access to
the hidden File No. 2, ensues. The favorable output from
comparator 182 enables uncoder 174. The data input to
uncoder 174 is the user’s CPKU. The key input to uncoder
174 is the user’s CPNU, as already explained, It will be
appreciated that uncoder 174 simply reverses the process of
coder 113 of FIG. 10, therefore producing PKU. PKU is
applied to a mixer 176 which also receives the VAN and
INFO of the credential. The output of mixer 176 is then
transmitted to the remote computer over the secure link

At the remote computer. UTIN is utilized as an index to
access the user’s “File 1" at block 178. This permits reading
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of CPKU and CNU from the file, whereby CPKU and CNU
were transmitted back to the user’s terminal. At the remote
computer, the signal transmitted from mixer 176 is received
in sortzr 188, which separates out PKU. VAN and INFO.
The extracted PKU is utilized to address the user’s “File No.
2" at block 184 whereby JKU is read. It will be appreciated
that the user’s File No, 2 has been accessed by an authorized
user without reference to, or use of, information stored in the
file. The VAN extracted from sorter 180 is applied as a data

" input to an uncoder 162, which receives the joint key JKH
extracted from the user's “File 2 at block 184, Tt will be
appreciated that uncoder 162 therefors reverses the process
performed by coder 152 of FIG. 11, Assuming the VAN on
the credential is the same one as originally recorded.
uncoder 162 will have produced the recovered INFO which
should be the same as the actual INFO recorded on the
credential,

At block 169. the INFQ from the credential is compared
1o the INFO recovered from uncoder 162. Should the
comparison fail, this is an imdication that INFO on the
credential has been modified, and the aredential is indicated
as not being anthentic. Should the comparison be successful,
this is an indication that INFO is accurate, and the authen-
ticity of the credential is confirmed. Alternatively. the cre-
dential information from the credential is coded using the
JKU from the user’s File No. 2 to generate a new VAN,
which is compared with the VAN from the credential to
authenticate the credential.

In order to enhance the security of this system, it would
be desirable to make unassigned areas of memory indistin-
guishable from those utilized to store information for the
“File 1" and “File 2" information. This is accomplished by
pre-storing pseudo-information in unused memory allocated
as hidden memory space. This pseudo-information consti-
tutes random information aanged in the same format as
actual files. This prevents an intruder from searching
mermory for structures that look like actual information files
and using the uncovered information to work backwards to
breach security.

FIGS. 13A~13E. when arranged as showe in FIG. 14,
constitute a functional block diagram illusirating further
aspects of the check transaction system of FIGS. 6. 7. 8A and
8B. Specifically, these figures illusirate a three-party check
transaction. with each of the participants and the fidelity of
the information on the check being authenticated, the check
being antomatically cleared, and the funds of the partici-
pants being immediately credited or debited. ail of these
processes being performed on-line. The participating parties
in this transaction are the check originator, whose account is
to be debited; the check recipient to whom the check is
drawn; and the check redeemer. who is cashing the check for
the recipient or accepting it in payment for goods or
services, and whose account is to be credited. In addition,
the banks for each of these participants will also be partici-
pating in the ransaction, and the niessages generated by
these banks will be authenticated. 1t is assumed that any
individual or bank participating in the system will have
enrolled as illustrated in FIG. 6. In addition, it is assumed
that a check used in the system is generated in the manner
illustrated in FIG. 7.

Referring first to FIG. 13A, the recipient of the origina-
tor’s check has presented the check to the redeemer (block
200). The recipient and the redeemer are at a terminal which
includes appropriatc input means 202. Preferably, the input
means includes a check reader and a keypad for each of
them. However. in the absence of a check reader, it is also
possible to key in information from the face of the check
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The check is examined to determine if it contains a redemp-
tion VAN from a previous transaction. The presence of a
redemption VAN is an indication that the check was used
previously, and it will not be honored. If a redemption VAN
is not present, ther the transaction can proceed. It is assumed
that the redeemer’s bank identification number (RDBIN),
and TIN are stored in the terminal, otherwise the redeemer
keys in his bank’s name and TIN. and the recipient keys in
his TIN. PIN and baok’s name. A bank directory is addressed
at block 203 to produce the recipient bank’s identification
number (RCPBIN). The recipient’s PIN is applied to an
irreversible coder 42, which produces his CPNR. Irrevers-
ible coder 42. coder 44, random number generator 46. and
mixer 48 are the same components illustrated in FIG. 8A and
cooperate in the same manner to produce RNX, CRNX, in
a mixed form at the output of mixer 48.

The terminal has available to it the redeemer’s bank key
{RDBK), which is applied 1o the key input of a coder 204.
the data input to which is the terminal ID (TID), which is
generated by the ierminal. Coder 204 then produces a joint
terminal bank key (JTBK), which is applied as the key input
to a coder 206, the data input to which is the output of mixer
48. The mixer output is therefore coded with a joint key
JTBK which has been generated on the basis of information
related to the redecmer’s bank identity and the terminal
identity.

The output of coder 206 and the information from input
means 202, and the recipient’s TIN, RCPTIN, and the
recipient’s bank ID number. RCPBIN, are then transmitied
to the computer at the redeemer's bank. At the redeemer’s
bank (FIG. 13B}, all of the received information is placed in
temporary storage (block 208).

The redeemer’s TEN, RDTIN. (originally stored in the
terminal, or keyed in by the redeemer). is then utilized as an
index to access his account file. at block 219.

The check control number {CCN) of the present check is
then compared to the CCN's stored in the redeemer’s file
during previous transactions (block 212), and the transaction
is terminated if the present CCN matches that of a previously
processed check. If the CCN of the present check {s not a
duplicate, processing continues.

RDBIN, and RCPBIN are utilized as indices to access a
bank: key table (block 213), which produces the redeemer’s
bank key RDBK. and the recipient’s bank key RCBK. which
are applied as the data and key inputs, respectively. to a
coder 214. The coder 214 then produces a joint bank key
YBK. which is derived from information related to the
identity of the redeemer’s bank and the identity of the
recipient’s bank.

The terminal identification (TID) is input to a coder 216.
which has as a key input RDBK. In the same manner as
coder 204, coder 218 therefore produces JTBE. which is
applicd as a key input to an uncoder 218. The data input to
uncoder 218 is the information in temporary storage 208
which was originally received from coder 206, Coder 218
therefare reverses the process performed by coder 206.
yielding the output of mixer 48, which is applied as a data
input o a coder 220. The key input o coder 220 is JBK. 50
that the output of mixer 48 is now coded with the joint bank
key JBK. The output of coder 220 is then transmitted in a
message to the recipient’s bank. along with RCPTIN,
RDBIN, and RCPBIN.

At the recipient’s bank, the received information is saved
in temporary storage 230. RCPBIN and RDBIN are then
applied to a bank key table (block 232). to yield RCBK and
RDBK. which are applied as the key and data inputs.
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respectively. to a coder 234. In the same manner as coder
214, coder 234 therefore yields the joint bank key JBK,
which is applied as a key input to uncoder 236. The data
input to this uncoder 236 is the coded combination of RNX
and CRNX produced by coder 220. Uncoder 236 therefore
reverses the process of coder 220, yielding the mixture of
RNX and CRNX as an output. This mixture is applied as an
input to a sorter 238, to recover RNX and CRNX.

The recipient’s TIN, RCPTIN. is wtilized as an index to
access the recipient’s file at block 240 and read therefrom
the random number, RNR, and his ROC, which are applied
as the key and data inputs, respectively, to an uncoder 242.
In the same manner as uncoder 70 of FIG, 8A, uncoder 242
therefore derives the true CPNR, which is applied as a key
input to a coder 244, which receives RNX as a data input.
The data ontput of coder 244 is therefore the true CRNX.

At block 246, this true CRNX is compared to the CRNX
derived from sarter 238. If this comparison is favorable. the
recipient’s identity is confirmed. and processing may pro-
ceed. Otherwise. processing is terminated, with the origina-
tor’s check being dishonored, because the recipient has not
been properly authenticated. The recipient’s bank then trans-
mits a message to the redeemer’s bank, informing it whether
ar not the recipient has been authenticated. If the recipient
has not been authenticated. the redeemer’s terminal is
notified, and processing will terminate,

Assuming that the recipient has been authenticated, the
recipient's bank message includes various information
which is temporarily stored by the redeemer’s bank (block
250 of FIG. 13C). At block 252, the criginator’s bank
identification number ORBIN, which was read from the
check, and the redeemer’s bank ideatification number
RDBIN are applied as indices to a bank key table to recover
bank keys for these banks, OBK and RDBK, respectively.
These keys are applied to a coder 254 to produce a joint bank
key JBK', which is therefore dependent upon information
related to the originator’s bank and the information related
to the redeemer’s bank. JBK' is applied to the key input of
a coder 256, which receives the original VAN, OVAN., (from
the check) as a data input. The output of coder 256 is a
redeemer’s bank RDBVAN, which is transmitted to the
originator’s bank, along with various transaction informa-
tion and the information from the check. RDBVAN serves to
authenticate the communication between the banks.

At the originator’s bank, the received information is
temporarily stored at block 258. ORBIN and RDBIN are
then utilized to referemce a bank key table at block 260,
whereby OBK and RDBK are extracted in the same manner
as in block 252, The joint key JBK is then generated by
means of a coder 262 in the same maoner as coder 254, JBK'
is then applied as the key input to an uncoder 264, which
receives RDBVAN as a data input. This uncoder 264 theve-
fore reverses the process performed by coder 256 and
produces an extracted OVAN, which is applied to a com-
paretor 266 (as shown in FIG. 13D).

The originator’s personal account number ORGPAN
which criginally appeared on the check is utilized as an
index to access the originator’s account file at biock 268 of
FIG. 13C. This provides access to various information about
the originator's account including the balance and a list of
prior check conmtrol numbers (CCN’s), and in addition,
provides access to his revisable owner code ROCO and
random number RNO, which are applied as the data and key
inputs to an uncoder, to produce the originatar’s coded pin
CPNOQ. CPNQ is then applied as the key input to a coder 272
(FIG. 13D) which receives the recipient’s TIN, RCPTIN, as
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a data input. The output of coder 272 is the joint key JK,
which is applied as the key input to a coder 274, which
receives the check information as a data input. It will be
appreciated that coders 272 and 274 regenerate the original
VAN, OVAN, from the check in the same manner as coders
28 and 30 of FIG. 7. This regeneratcd VAN is then compared
to the extracted VAN at block 266, If this comparison fails,
it is an indication that the check information may have been
tampered with and the originator’s bank informs the redeem-
er’s bank that the check will be dishonored. On the other
hand, if the comparison succeeds, the process continues.

The originator’s bank them performs a series of
computations. including determijning whether the CCN of
the check is proper (i.e.. has not been used before) and
whether the originator has a sufficient balance in his account
(or credit) to cover the check, and whether the date of the
check is acceptable. In the case of any defects, the check will
be dishonored and the process will terminate. Assuming that
everything is in order, modification of the originator’s
account is approved, and a record of the check created at
biock 271, with the new information being added to tem-
porary storage at block 273. Coders 275 and 276 are then
utilized to encode the original VAN. OVAN, into an origi-
nator’s bank VAN OBVYAN. Various information about the
transaction, and authorization to credit the redeemer's
account are then transmitted is a message to the redeemer’s
bank.

At the redeemer’s bank. all of the received information is
stored in temporary storage at block 278. At block 280,
coder 282 and uncoder 284, steps are performed to exiract
OVAN from OBVAN in a manner which is similar to that
which was done in block 260. coder 262 and uncoder 264.
This extracted OVAN is then applied to a comparator 286 of
FIG. 13B, which receives as an additional input the stored
OVAN from the check presented by the recipient. If this
comparison fails, the process has not been authenticated. and
the ariginator's bank will be notified. On the other hand, if
the comparison succeeds, this is an indication that full
authentication of the entire process and all parties has
occurred and that the message received from the originator’s
bank is authentic.

Processing then continues by accessing the redeemer’s
account zt block 288, computing a new balance at block 290
and updating the redeemer's account. The redeemer’s bank
then transmits a message back to the eriginator’s bank,
informing it that the redeemer’s account has been aredited.
This information is saved at the originator’s bank in tem-
porary storage at block 291. The originator’s bank then
accesses the originator’s account file using his personal
account number ORGPAN as an index, and updates his
account with the information that was placed in temporary
storage at block 273 (FIG. 13D).

The redecmer's bank also communicates with the termi-
nal at which the check was presented (block 294 of FIG.
13D), and informs it that the ransaction has been satisfac-
torily completed and that the recipient may receive payment
in the form of cash, poods or services (block 296). The
terminal prints the redemption VAN (RDBVAN) on the
check.

Although various embodiments of the present invention
have been described herein as useful for particular types of
transactions, those skilled in the art will appreciate that they
actually have universal utility. For cxample, the last embodi-
ment (depicted in FIGS. 13A-13E) was described as useful
im a check transaction system, but it will be appreciated that
it would also be useful im a bill payment system as well as
a papetless/cashless system (as furtber described below).
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FIGS. 15A, 15B and 15C are functional block diagrams of
a credential issuing and authentication system aceording to
an alternate embodiment of the present invention, wherein
the alternate embodiment includes many of the features of
the embodiments depicted in FIGS. 6-8 and FIGS. 9-12. For
example. the alternate embodiment of FIGS. 15A-15C
include steps for enrolling an official, enrolling a user.
issuing a credential, and authenticating the credential. FIG.
15A illustrates user enrollment, FIG. 15B illustrates issuance
of a credential. and FIG. 15C illustrates the authentication of
an issued credential. In the alternate embodiment of FIGS.
15A-15C, enrollment of the official is the same as shown in
FiG. 9 and. therefore, shall not be discussed further.

Referring to FIG. 15A, a user is enrolled by a previously
enrolled official whe verifies the user’s identity, based on
acceptable docnmentation. Before the user can be enrolled,
the official’s identity and authority must be authenticated.
The official operates a terminal, where he enters his PIN and
his TIN. OTIN, and the mame code used during his
enroliment, which was stored in his File No. 1. OTIN is
trensmitted to the remote computer, where it is used as an
index or address to access the official’s File No. 1 and
retrieve CPKO (block 1546). CPKO is returned to the
tenminal,

The official’s PIN is applied to irreversible coder 1539,
which produces CPNQ. CPNO is applied as the key input to
an uncoder 1532, which receives CPKO as a data input from
the remote computer, and which uncodes CPKO to generate
PKO. CPKO is also applied as a key inpat to a coder 1534,
which receives PKO as an input. The coder 1534 codes PKO
using CPKO as the key input to generate a coded number for
the official (CNO). which represents coded authentication
information. Another coder 1538 codes the official’s name
code using CNO as a key input to generate a coded name
code. A mixer 1536 mixes the coded name code, PKO, and
CNOQ and transmits the mixed signal to the sarter 1540 at the
remote computer over preferably a secure link

At the remote computer, the signal transmitted from mixer
1536 is received by the sorter 1540, which separates out
PKO. CNO, and the coded name code. PKO is apptied as an
index (or address) to access the official’s File No. 2 and to
thereby retrieve CNO, which was previously stored in the
official’s File No. 2 during the enrollment of the official (see
FIG. 9). The CNO transmitted from the terminal and the
CNO retrieved from File No. 2 are then compared in a
cornparator 1542. If the comparison fails, the identify of the
official is not authenticated and the enrollment of the user is
aborted. Assuming that the comparison is successful, the
comparator 1542 is enabled and sends a signal to an uncoder
1544. The uncoder 1544 then uncodes the coded name code
using the CNO retrieved from the official’s File No. 2 to
regenerate the name code. The name cods is also accessed
from File No. 1 and then compared at 1559, If the compari-
son fails, the identify of the official is not authenticated and
the enrollment of the user is aborted. Assuming that the
comparison is successful, the comparator 1550 sends an
authentication signal (“okay to eoroll user™) and user erroll-
ment begins. It should be noted that the “ckay to enroll user”
signal is applied as a write enabled to the official’s File No.
2 at 1552 to save a joint key JKU therein (described below).

At the remote computer, number generator 1516 generates
a unique random number (as discussed above), which is
assigned to the user as a secret predetermined address or key,
PKU. PKU is transmitted over a secured link to the enroll-
ment terminal, where it is applied to the data input of a coder
1504.

The user operates a terminal and selects a PIN which he
enters aleng with his TIN, UTIN. The user’s PIN is applied
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to irreversible coder 1502 which produces the user’s coded
PIN, CPNU. CPNU is applied as a key input to coder 1504,
The output of the coder 1504 is the user's coded predeter-
mined address or key, CPKU. CPKU may be stored in a user
record (at block 1510). A mixer 1506 mixes CPNU and
CPKU and transmits the mixed signal to the remote CPU.

At the remote computer, sorter 1512 separates the
received signal into its component parts CPKU and CPN. At
the remote computer. a random number RN is generated (as
discussed above) and applied as a key input to coder 1518.
The coder 1518 also receives CPN as an input and thereby
generates a revisable owner code (ROC). ROC is stored in
the user’s File No. 1 (at block 1520), wherein the user’s File
No. 1 is accessed {or addressed) using UTIN. CPKU is also
stored in the user’s File No. 1 (at block 1528),

PKU is applied as an index or address to the user’s File
No. 2 in order to store RN (at block 1522). PKU is secret in
the system and, therefore, the location and contents of the
user’s File No. 2 (including RN) is secret. Additional
information may be coded in a coder 1524 using CPKU as
a key input to generate coded information which is also
stored in the user’s File No. 2. The information which is
coded using CPKU in the coder 1524 may include the secret
informaticn RN.

PKU is applied as an input to coder 1528. which also
receives CPKQ as a key input. The coder 1528 generates a
user joint key (JKU) which is stored in the user’s File No.
2. JKU is also stored in the official’s File No. 2 (at block
1552).

Tt should be noted that the storage and handling of RN and
ROC in the embodiment shown in FIG. 15A is different from
the storage and handling of RN and ROC shown in FIG. 6.
In FIG. 6, the file in which RN and ROC are stored is
generally non-secret because it is indexed (or addressed) by
generally non-secret user information (such as the user's
TIN). However. in the embodiment shown in FIG. 15A. the
non-secret ROC is stored in the user’s File No. 1, which is
non-secret, and the secret RN js stored in the user’s File No.
2. which is secret (since it is accessed or addressed using the
secret PKU). Therefore, the embodiment of 15A includes an
additional level of security and protection over the embodi-
ment shown in FIG. 6.

FIG. 15B illustrates issuance of a credential according to
the alternate embodiment of the present invention. The
issnance of credential in the alternate embodiment is essen-
tially the same as the issuance of credentials in the previous
embodiment shown in FIG. 11. Note. however, that it is
possible to record the ROC retrieved from the user File No.
1 on the credential 1564 since the ROC is public (although
the ROC could also have been recorded on the credential in
the previous embodiment),

FIG. 15C illustrates the authentication of an issued cre-
dential. This is preferably performed at a terminal provided
for that purpose. The terminal includes a reading device for
the credential 1564 and an input device, such as a keypad,
for the user. The information from the credential 156 could.
however, be keyed in by hand, The terminal communicates
with the remote processor via a preferably secured link. As
part of the credential authentication process, the identity of
the user is authenticated, Specifically, the user enters his PIN
which is applied as an input to irmeversible coder 1570,
which generates a coded PIN {CPNU). The user also enters
his TIN (UTIN), which is used to access the user File No. 1
(at block 1588) and retrieve CPKU, which is transmitted
from the remote CPU to the terminal. CPKU is applied as an
input to coder 1574, which also receives CPNU as a key
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input. The coder 1574 generates a coded number CNU,
which represents coded authentication information. CPKU
is also applied as an input to uncoder 1572, which also
receives CPNU as a key Input. The uncoder 1572 uncodes
CPKU to rsgenerate PKU. Both CNU and PKU are mixed
by mixer 1576 and sent to the sorter 1578 at the remote CPU.

At the remote CPU, the sorter 1578 separates the signal
iato its component parts PKU and CNU. PKU is applied as
an index into the user’s File No. 2 in order to retrieve the
secret information RN. UTIN is applicd as an index to the
user’s File No, 1 to retrieve the non-secret revisable owner
code (ROC). ROC is applied as an input {o uncoder 1584,
and the secret information RN is applied as a key input to
uncoder 1584. The uncoder 1584 thereby uncodes ROC
using RN in order to regenerate CPNU as RCPN, which is
applied as a key input at coder 1582. CPKU, which is read
from the credential 1564, is applicd as an imput to coder
1582. The coder 1582 codes CPKU using RCPN as a key
input in order to genmerate a coded number CNU. The
generated coded number CNU is compared at the compara-
tor 1580 to the coded number CNU received from the
terminal. If the comparison fails, authentication of the user
aborts. However. if the comparison is successful, the user is
anthenticated and the process continues by authenticating
the credential 1564.

The credential 1564 is authenticated by reading the offi-
cial’s ID number OTIN from the credential and using OTIN
as an index in order to access the official’s File No. 1 and
read CPKO (block 1599). CPKO is applied as an input to
coder 1598 which also receives PKU as a key input, The
coder 1598 codes CPKQ using PKU in order to regenerate
the user joint key JKU. JKU is also read from the user's File
No. 2 using PKU as an index and then applied to a
comparator 1596. The comparator 1596 compares the JKU
which was retrieved from the user’s File No. 2 and the JKU
which was generated by the coder 1598. I the comparison
fails, then authentication of the credential aborts. However,
if the comparison is successful, the comparator 1596 is
enabled and sends an okay signal to a comparator 1594,

The JKU retrieved from the user’s File No. 2 at 1586 is
applied to an uncoder 1592, which also receives as an input
the VAN which was read from the credential 1564. The
uncoder 1592 uncodes the VAN in order to regenerate INFO.
The regenerated INFO is applied as an input to the com-
parator 1594, which also receives the INFO read from the
credential 1564. The comparator 1594 compares the regen-
erated INFO and the INFO from the credential and if the
comparison is successful, the credential {s authenticated.
Otherwise, the credential is not authenticated.

As noted above. in FIG. 15C, the transmission link
between the mixer 1576 and the sorter 1578 is preferably
secured since using an unsecured link would present a
potential security problem. For example, the signal from the
mixer 1576 could be recorded and then transmitted to the
sorter 1578 at a later date In order to attempt to fraudulently
authenticate a user and a credential, In accordance with an
alternate embodiment of the present invention, an anti-
duplication variable authentication number {(ADVAN) is
generated at the terminal by coding at least a transmission
date and a time with the CPNU. The ADVAN is then mixed
with the CNU and the PK1J at the mixer 1576 and sent to the
sorter 1578 at the remote CPU over an unsecured link. At the
remote CPU, the received ADVAN is uncoded using the
derived RCPN to regenerate the transmission date and the
time. The regenerated transmission date and time are then
compared to a reception date and time (that is, the date and
time at which the signal was received at the sorter 1578) and
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if the comparison is successful, the information transmitted
over the transmission medium between the mixer 1576 and
the sorter 1578 is authenticated. In this manner. the user and
credential are further authenticated.

Alternatively. a semi-random number (mot shown) is
generated at the terminal using a counter or other random
number generator (not shown). The semi-random number is
coded using the CPNU to generate a coded semi-random
number. The coded semi-random nurmber is then transmitted
along with CNU and PKU to the remote CPU over an
unsecured medium. At the remote CPU, the coded semi-
random pumber is uncoded using RCPN to regencrate the
seri-random number, A second semi-random pumber is
then generated at the remote CPU using another connter or
random nember generator {not shown) which is generally
synchwonized with the counter (not shown) at the terminal.
The communication medium between the mixer 1576 and
the sorter 1578 is then authenticated by comparing at the
remote CPU the regenerated semi-random number to the
second semi-random number which was generated at the
remote CPU. If the comparison is successful, then the
information transmitted over the communication medium
between the mixer 1576 and the sorter 1578 is anthenticated.
In this manner, the user and credential are further authenti-
cated.

As described above, the predetermined secret address
PKU is coded to generate the coded secret address CPKU.
According to an alternate embodiment, PKU comprises one
or more components which are combinable to form the
predetermined secret address PKU. In this alternative
embodiment, only one of the components of the PKU is
transmitted from the remote CPU to the terminal. The coder
1504 (FIG. 15A) codes this one component of the PKU to
generate CPKU. Therefore, in this alternate embodiment,
CPKU represents a coded portion of the PKU. Then, to
access the user’s File No. 2. the CPKU is uncoded as
described above to regenerate the portion of the PKU. This
PKU portion is combined with the other portions of the PKU
to regenerate the PKV. which is then used to access the
user's File No. 2. The other portions of the PKU may be
stored throughout the system. such as im the operating
system, in the executive program. in files. etc.

FIG. 16 is a functional block diapram of a system for
authenticating the identity of a party and for authorizing
access to a party’s hidden (or secret) file according to an
alternste embodiment of the present invention. The party's
hidden file (such as hidden memory file 1622) may contain
coded or uncoded secret information. In the embodiment of
FIG. 16, the party is in possession of a portable storage
media, such as a card 1662 having a magnetic stripe for
recording information thereon. The card 1602 is issued by an
agency, or a bank, during enroliment of the party. Informa-
tion recorded on the card 1602 includes the party”s revisable
owner code (ROC), a coded address (CPK) of the hidden file
1622, an agency identification number (ATD or Agency ID),
and a transaction sequence number (TSN). The party’s ROC
is generated as described above (see FIG. 6). The coded
address CPK of the hidden memory file 1622 may cithes
represent the entire address of the hidden memory file 1622
or only a portion of the address of the hidden memory file
1622, as described above.

The party to be anthenticated enters a personpal identifi-
cation number (PIN) at a terminal. The PIN is input to an
irreversible coder 1686 to produce a coded personal identi-
fication number (CPN). The information recorded on the
party’s card 1602 is read from the card 1602 using an
appropriate reader (not shown)- The CPK read from the card
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1602 is applicd as an input to an uncoder 1612, which also
receives the CPN as a key input. The uncoder 1612 uncodes
CPK using CPN as a key input to generale PK. which
represents either the total address of the hidden memory file
1622 or a portion of the address of the hidden memory file
1622 (as noted above).

The transaction sequence number (TSN) read from the
card 1602 is input to a mixer 1608 and then to a coder 1610,
The coder 1610 also receives the CPN as a key input, The
coder 1610 codes the TSN using the CPN as a key input to
generate an aat{-duplication VAN (ADVAN). The ADVAN,
PK. ROC, and AID arc input to a mixer 1614 and the
resulting mixed signal is sent to the remote CPU over a
preferably unsecured communication link.

The user’s hidden memory file 1622 is part of a memory
which is used to store such files at the remote CPU, The
sorter 1616 separates the received mixed signal into its
component paris ROC, PK, AID. and ADVAN. Where the
PK generated by the uncoder 1612 is only a portion of the
address to the hidden memory file 1622, the AID is used as
an index to a memory table 1618 to retrieve other address
components for the hidden memeory file 1622, Thus, the
address components in the memory table 1618 applicable in
any given transaction depends on the particular AID. The PK
is combined with the other address components at a com-
biner 1620 to thereby form the composite address of the
hidden memory file 1622. The ATD could also identify a
predetermined procedure for combining the applicable
address components. The composite address is used to
access the hidden memory file 1622 to retrieve a secret
random number RN (which is generated according to the
method described above with respect to FIG. 6). RN is input
as a key to a coder 1624. The coder 1624 also receives the
ROC from the sorter 1616 and thereby generates CPN.

A trapnsaction sequence number (TSN) is also retrieved
from the hidden memory file 1622 and is input to a coder
1632. The coder 1632 also receives CPN as a key input and
thereby generates an ADVAN. The ADVAN generated by
the coder 1632 is compared with the ADVAN output from
the sorter 1616 at a comparator 1630. If a favorable com-
parison is obtained. then coder 1628 is enabled. If the
comparison is not favorzble. then the user is not anthenti-
cated and does not gain access to the memory file 1622,

Coder 1628 receives PK &s an input and CPN as a key and
thereby generates CPK. The CPK generated by the coder
1628 is received by an uncoder 1626 as a key input. The
uncoder 1626 also receives as input coded information
which is retrieved from the hidden memory file 1622. The
uncoder 1626 uncodes the coded information from the
hidden memory file 1622 using the CPK as a key input to
thereby produce clear information. The clear information is
then provided to the authenticated user.

As a result of the favorable comparison of the ADVANs
at the comparator 1630, a new (or revised) transaction
sequence number (TSN) is gemerated and stored in the
hidden memory file 1622. Also, a coder 1634 is enabled. The
coder 1634 receives the CPN as an input and also receives
arevised RN as a key input. The output of coder 163 is a
new ROC, which is combined with the new TSN in mixer
1635, The mixer 1635 output is sent back fo the terminal
where the sorter 1604 separates the new TSN and ROC,
which are then recorded on the user’s card (In order to
prepare for the next transaction by the user). Note also that
anew CPK may be generated as well by revising a memory
address component, such as the address displacement. In this
event, the new CPK would also be returned to the terminal
to be recorded on the user’s card.
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It should be noted that an unsecured communication link
between the mixer 1614 and the sorter 1616 is utilized if the
hidden memory file 1622 is remote from the location where
the party’s PIN is entered (that is, the terménal). It should
also be noted that the transaction sequence number (TSN).
in conjunction with the ADVAN, serves to protect the
authenticity of the transaction and the user’s card against
fraudulent duplication of the transaction information (that is.
by recording the output of the mixer 1614 apd retransmitting
it later to the sorter 1616).

A number of additional applications for the present inven-
tion will now be described.

The invention could be utilized in a pay telephone system
in which calls could be made without the use of money. The
cail originator uses a telephone in the usual way to enter the
telephone number of the party to be called (i.e.. to the call
recipient). The call originator also enters his own telephone
number and PIN. The system then authenticates the identity
of the originator as described above (by using. for exampie,
the embodiment depicted in FIGS. 6-8 or in FIGS. 9-12). In
the first embodiment (i.e., FIGS. 6. 7, 8A and 8B), the
originator’s PIN is coded, and used 10 derive an arbitrary
number, which is subsequently compared 1o another such
number which is generated from a reconstituted version of
the coded PIN. The reconstituted coded PIN is formed from
an RN and ROC which are accessed from the originator’s
account file, with the originator’s telephone number serving
as a file index. If the comparison is unfavorable, the call is
aborted; otherwise, call processing continues.

In the second embodiment, the originator’s telephone
number js used as an index to file no. 1 to access an
originator's CPKQ and true CNO. The originator’s coded
PIN, CPNOQ. is then combined with the originator®s CPKO
to generate a CNO (as in FIG. 12). The originator’s identify
is then authenticated by comparing the true CNO with the
derived CNO, If the comparison is unfavorable, the cali is
abarted; otherwise, processing continues. The ariginator can
use a machine readable card, or the like which has CPKO
and CNO previously recorded thereon. In this event, access
to file no. 1 is unnecessary.

In either embodiment. if the identity comparison is
favorable, then the originator's credit balance is extracted
from the originator’s file to determine whether the call
should be ailowed. If the credit balance is favorable, then the
telephone connection is extended to the call recipient. and
the recipient's telephone is rung.

At the end of the call. the originator's credit balance is
diminished by the cost of the call. and the new balance is
computed and rewritten to the originator’s file. The origi-
nator ruay then be advised of the cost of the call. When the
recipient’s telephone rings and the call is answered. the
system can require that the identity of the person answering
the phone be authenticated. as in a person to person call. In
this event, the recipient is asked to enter a PIN, and the
recipient’s identity is authenticated using either of the two
embodiments mentioned above.

Alternatively, a first joint code could be generated when
the call is initiated, e.g.. from the originator's CPN, and the
recipient's reconstituted CPN. When the call is answered.
the recipient enters his PIN, which is converted to a CPN and
combined with the criginator’s reconstituted CPN to form a
seoond joint code, A comparison then ensues between the
first and second joint codes.

Another application of the invention is a system which
uses a bill as the means of (or vehicle for) payment. The bill
contains the usval payment information, and a VAN is also
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recorded on the bill when the bill is generated. The VAN js
derived from the payment information (INFO) and identi-
fication information associated with the originator of the bill
(e.g., similar to the bank identification line of information
which appears at the bottom of an originator’s check) or the
originator’s TIN and BIN. The bill may alsc contain the
recipient’s TIN and BIN. Preferably. the above information
is coded in a standard format, at a fixed location on the bill
itself. The bill is then used in an appropriate document
reader to provide the ransaction payment information to the
system. The party paying the bill (i.e.. the payor) enters his
PIN aad the payor is then authenticated using the PIN. Also.
the VAN is authenticated (using one of the methods
described above). If the payor and the VAN are authentic,
the bill is paid. A redemption VAN is generated (using
information associated with the payee party) and printed on
the bill, when it has been paid.

Alternatively. the payor could simply key in the informa-
tion from the face of the bill. When the ramsaction is
completed, a redemption VAN is displayed to the payor.
which he records on the bill {or the VAN could be auto-
matically recorded on the bill).

In accordance with a further application of the embodi-
ments of this invention, a medical prescription form which
has been originated and issued by a doctor to a patient (a
recipient), can be authenticated to permit dispensing of the
designated medicine. or drug, in a processing jurisdiction,
along with automated payment. Automated payment may
include a third party such as an insurance provider. This
system is particularly useful for a patient who is in desperate
peed of medicine, and is in a remote or strange environment,
where the prescription cannot be casily authenticated. or an
available pharmacy cannot be found.

The prescription form contains identification information
associated with the doctor and the patient. and the usual
information which appears on a prescription, such as the
type of medicine, strength, quantity, application, date, refills,
generic. and a control number. The prescription form also
contains a VAN, which is the result of coding the medical
and identification information. Preferably, the information
and the VAN are recorded on the prescription form so that
it is readable by an individual, and it also includes coded
symbols or characters representing the same informalion in
roachine readable form.

‘When the prescription form is utilized by the recipient to
obtain the medicine from a processing entity (such as a dmg
store), the information on the form is read automatically by
a terminal of the system, or it is entered via a keyboard. The
recipient also enters his PIN, and the system authenticates
the prescription form, the doctor, and the recipient in accor-
dance with the embodiments described previously. Ar indi-
cation of the cost of the prescribed medicine, and the method
of payment is provided to the reciptent. The recipient may
elect to pay by using one of the methods described herein.

Note that the processing entity may also include a cen-
ralized clearinghouse in communication with dispensing
autlets (i.e., drug stores) for authenticating prescriptions. An
RVAN may be generated from the VAN and information
associated with the processing entity, and then associated
with the transaction, to thereby document the processing
entity’s involvement in the trapsaction,

If a patient attempts to use a prescription in a state where
the originating physician is not licensed, such as out of state,
the original prescription may not be usable. In this situation,
a directory system of predetermined licensed “correspon-
dent” physicians may be established, and a comespondent
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physician can automatically authorize the prescription of an
originating physician (on-line), after the original prescrip-
tion is authenticated.

The invention also finds utility in a paperiess/cashless
transaction syster. in which “funds transfer” (ransactions.
such as purchases. occur without the use of money. or
checks. In this system. the payment originator uses a pay-
ment recipient’s terminal which stores information to iden-
tify the precise location of the recipient's account.
Alternatively, an originator PIN. information identifying an
originator account and a recipient account. and funds trans-
fer information (INFO) which includes a payment amount
are entered directly into a terminal of this system by the
payment originator. The system initially generates a VAN,
(OVAN). by using the payment information (INFO) in
conjunction with the identification information associated
with the payment originator and payment recipient. The
payment originator is authenticated using the originator PIN
using a method described above. The system then approves
or disapproves the payment based upon an authentication of
the YAN, and the “joint” identification information associ-
ated with the participants, and the availability of funds, or
credit. Such transactions are carried on entirely
electronically, the participant’s bank accounts are credited
and debited automatically, allowing commercial tramsac-
tions to be completed “instantanecusly”. An RVAN may be
generated wsing the INFO and printed on a receipt which is
dispensed to the originatar,

Although preferred embodiments of the invention have
been disclosed for illustrative purposes, those skilled in the
art will appreciate that many additions, modifications, and
substitutions are possible without departing from the scope
of spirit of the invention as defined in the accompanying
claims.

I claim:

1. A method for coding and storing information, compris-
ing information associated with a party and other sensitive
information, said information associated with a party being
subsequently used to authenticate the party and authorize
access, the method comprising:

previously receiving a first personal identification number

{PIN1) from the party;

previcusly deriving or accessing first coded authentica-

tion information by using the first PIN1;
previously generating at least two nwmbers using the first
coded authentication information, wherein at Ieast one
of the at least two numbers is an arbitrary number;

previously storing each of the at least two numbers in one
Or more storage means;

retrieving each of the at least two numbers previously

stored in the one or more storage means;

receiving a second personal identification number (PIN2)

from a party to be authenticated;

deriving or accessing second coded authentication infor-

mation by using the second PIN2;

combining each of the at least two numbers retrieved from

the one or more storage means to derive third coded
authentication information;
comparing the second coded authentication information
with the third coded authentication information; and

authenticating the party and aathorizing access if the
second coded authentication information and third
coded authentication information correspond to each
other,
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2. The method of claim 1 fusther comprising:
coding said other sensitive information with said first or
second or third coded authentication information to
derive coded sensitive information.
3. The method of claim 1 further comprising:
uncoding said coded sensitive information with said sec-
ond or third coded authentication information to
recover the other semsitive information.

4. The method of claim 1 further comprising:

revising each of the at least two numbers at an arbitrary

time; and

replacing each of the previons at least two numbers in the

one or more storage means with each of the revised at
least two numbers.

5. The method of claim 1 wherein at least a first of the one
or more storage means is located at a first site, and a second
of the one or more storage means is located at a second site.

6. The method of claimn 1 wherein at least one of each of
the at least two numbers is sectet, and at least another of
each of the at least two numbers is non-secret.

7. A method for coding first information, the method
comprising:

coding the first information using second infarmation and

then coding the result using third inforraation, at least
one of the second and third information being associ-
ated with at least one entity, the entity comprising a
person or a computer program. wherein a credential
having non-seeret information stored therein is previ-
ously issued to at least one entity by a trusted entity, the
non-secret information including the second or third
information.

8. In a multi-party transaction system, a method for
securing information relevant to a transaction, the method
comprising:

coding the information relevant to the transaction using

first information associated with a party to generate first
coded transaction information;

coding the first coded transaction information using sec-

ond information associated with more than one party to
generate second coded tramsaction information,
wherein a credential having non-secret information
stored therein is previously issued to at least one of the
pariies by a trusted party, the non-secret information
including the first or second information.

9. The method of claim 8 further comprising recovering
information relevant to the transaction by:

uncoding the second coded transaction information using

the second information associated with the moare than
one party to recover the first coded transaction infor-
mation; and

uncoding the first coded transaction information using

third information associated with the party to recover
the information refevant to the transaction.

10. A method for securing in escrow and in trust, a joint
key associated with a first party and a second party and
stored in a storage means associated with the second party,
wherein escrowed or entrusted information was previously
used for generating a variable anthentication number (VAN),
the jaint key being derivable from information asseciated
with the first party and information associated with the
second party, the VAN being subsequently used in authen-
ticating the first paity, the first party being enrolled by the
second party and being issued a credential, the VAN being
stored in the credentfal, the method comprising:

previously receiving information associated with the first

party and information assaciated with the second party;
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previously gencrating a joint key using the information
associated with the first party, and the information
associated with the second party; and

retaining in the storage means, in trust. at least the joint

key.

11. The method of claim 10 wherein the second party is
an agent, or an agency. or an official of an agency. or an
authority, or an administrator, or an entity entrusted with
issuing the credential.

12. A method for enrolling and issuing a credential to a
first party by a second party, and subsequently granting the
first party access to a first storage means, Wherein the first
party has a first personal identification number (PIN1). and
the second party is previously granted authority to issue a
credential to the first party, the first storage means, being
accessible only to a party with knowledge of the first PIN1.
the method of enrollment and issuing a credential compris-
ing:

receiving information associated with the first party;

receiving informaticn associated with the second party;

storing in escrow and in trust the information associated
with the first party and the information associated with
the second party in a second storage means, wherein at
least a portion of the information retrieved from the
second storage means is used in enrolling the first party
and issuing the credential; and

subsequently granting the first party access to the first

storage means by using the PIN1 or the credentinl.

13. The method of claim 12 wherein the second storage
means is accessible for storing Information therein only by
a party with knowledge of  second PIN (PIN2) known to at
least the second party, such that if no party exists with
knowledge of the second (PIN2), then information cannot be
stored in the second storage means.

14. A method for enrolling a first party by a second party.
and subsequently granting the first party access to a first
storage means, wherein the first party has a first personal
identification number (PIN1), and the second party has a
second personal identification number (PIN2). the first stor-
age means, being accessible only to a party with knowledge
of the first PIN1 or with knowledge of the second PIN2, the
mcthod of corollment comprising:

receiving information associated with the first party;

receiving information associated with the second party;

coding the informatijon associated with the first party and
the information associated with the second party to
generate a joint code;
storing the joint code and the information associated with
the second party in a second storage means; and

subsequently receiving and using PIN1 or PIN2, and
retrieving and using the joint code and the information
associated with the second party in granting the first
party access to the first storage means,

15. The method of claim 14 wherein the second storage
means is accessible for storing information therein only by
a party with knowledge of the second PIN (PIN2), such that
if no party exists with knowledge of the second (PIN2) then
information cannot be stored in the second storage means.

16. A method for granting a first party access to a first
storage means, subsequent to being enrolled by a second
party. wherein the first party has a personal identification
pumber (PIN), aud wherein information associated with the
second party was previously stored during enrollment in 2
second storage means, and a first joint code was previously
gencrated and stored during enrollment in the second storage
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means, wherein the joint code was previously generated by
using first coded authentication information derived or
accessed from the personal identification number (PIN) of
the first party and information associated with the second
party, the method comprising:
receiving a personal jdentification nurnber (PIN) from the
first party and generating or accessing second coded
authentication information using the PIN;
retrieving from the second storage means the information
associated with the second party, and the first joint
code;
coding the second coded authentication information and
the information associated with the second party to
generate a sccond joint code;
comparing the first joint code and the second joint code;
and
granting the first party access to the first storage means, if
the first joint code commesponds to the second joint code.
17. A method for authenticating a first party at first site by
a second party at & second site and granting the first party
access to a first storage means at a second site. the second
party being a person or a computer program, wherein the
fitst party has a personal identification number (PIN), and
wherein first information associated with the second party is
generated and stored in a second storage means associated
with the second party at the second site, and wherein first
coded information previcusly derived or accessed by using
the PIN of the first party was previously stored in the second
storage means, the method comprising:
generating the first information, and storing the first
information in the second storage means;
receiving the PIN from the first party and deriving or

accessing second coded infarmation by using the PIN; |

retrieving from the second storage means the first
inforrnation, the first imformation being previously
derived or accessed by using the PIN;

coding the first coded information previously derived or

accessed by using the PIN and the first infarmation
associated with the second party to generate a first joint
code;
coding the second coded information derived or accessed
by using the PIN and the first information associated
with the second party to generate a second joint code;

comparing the first joint code and the second joint code;
and

authenticating the first party by the second party, and

granting the first party access to the first storage means,
if the first joint code corresponds to the second joimt
code.

18. The method of claim 17 wherein the second party is
authenticated by the first party, wherein third information
associated with the first party is generated and stored in a
third storage means at the first site, and fourth information
associated with the second party was previously stored in the
third storage means, and fifth information associated with
the second party was previously stored in a fourth storage
means at a second site, the method further comprising:

generating the third information associated with the first

party;

storing the third information in the third storage means;

retrieving the third information associated with the first

party, and the fifth information associated with the
second party;

coding the fifth information and the third information to

generate a third joint code;
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retrieving the fourth information associated with the sec-

ond party;

uncoding the third joint code using the fourth information

to recover the third information;

comparing the generated third information and the recov-

ered third information; and

anthenticating the second party if the generated third

information corresponds to the recovered third infor-
mation.

19. The method of claim 18 wherein a credential previ-
ously issued to the second party by a trusted party is used by
the first party to verify that the fourth information is secured
te the sccond party.

20. The method of claim 18 wherein the first information
associated with the second party, and the third information
associated with the first party each comprise a random
number.

21. The methed of claim 18 wherein the third information
associated with the second party, and the fourth information
associated with the first party, each comprise a random
number.

22. In a computer system comprising a memory contain-
ing computer information or a first computer program stored
in a controlled memory area to which access is granted only
upon proper authentication of an authorized user of the
computer system. the user including a person or a second
computer program, the memory further including a stored
controi program for interacting with the user and for making
a determination as to whether the user is an authorized user.
the memory further including a first area not readily acces-
sible: to a user, the first area containing a first revisable code.
and a second area containing a second revisable code, a
method of authentication of a user comprising:

receiving in the computer system identification informa-

tion associated with the user;

generating or accessing first coded authentication infor-

mation using the received identification information
associated with the user;

retrieving the first revisable code from the first memory

area and the second revisable code from the second
memory arca and deriving therefrom second coded
authentication information;
comparing the first coded authentication information with
the second coded authentication information;

authenticating the user, and granting access to the com-
puter information or a first computer program stored in
the controlled memory area to the user only if the first
and second coded authentication information compare
favorably.

23. The method as recited in claim 22 further comprising
revising and storing the first and second revisable codes in
the original respective memory areas only if the first and
second coded authentication information compare favor-
ably.

24. The method as recited in claim 23 wherein computer
information stared in the memory of the computer system
may be reproduced, the method further comprising:

previously recarding the second revisable code with the

computer information to be reproduced;
permitting the computer infermation to be reproduced
only if the access has been granted to the user; and

thereafter retricving the second revisable code retrieved
from the reproduced information and using the second
revisable code to authenticate the user if the reproduced
information is used or accessed.
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25, In a computer system comprising a memory contain-
ing computer information or a first computer program stored
in a controlled memory area to which access is granted only
upon proper authentication of an authorized user of the
computer system, the user including a person or a second
computer program. the memory further including a stored
control program for interacting with a user and for making
a determination as to whether the user is an authorized user.
the memory further including a first arca not readily acces-
sible to a user. the first area containing a first revisable codes
and 2 second area containing a second revisable code. a
method of authentication of a user comprising:

receiving in the computer system identification informa-

tion associated with the user;

generating or accessing first coded authentication infor-

mation using the received identfication information
associated with the user;

retrieving the first revisable code from the first memory

area and the second revisable cods from the second
memory ares;

deriving a third revisable code using the retrieved first

revisable code and the first coded authentication infor-
mation;

comparing the retrieved second revisable code with the

derived third revisable code;

authenticating the user and granting access to the com-

puter information or first computer program stored in
the controlled memory area to the user only if the
second and third revisable codes compare favorably.

26. The method as recited in claim 25 further comprising
revising and storing the first and second revisable codes in
the original respective memory areas only if the second and
third revisable codes compare favorably.

27. The method as recited in claim 25 wherein computer
information stored in the memory of the compuler system
may be reproduced, the method further comprising:

previously recarding the second revisable code with the

computer information to be reproduced;
permitting the computer information to be reproduced
only if the access has been granted to the user; and

thereafter retrieving the second revisable code retrieved
from the reproduced information and using the second
revisable code to authenticate the user if the reproduced
information is used or accessed.

28. A method for authenticating a first party by using
information stored in a credential. the credential being
previously issued to the fist party by a second party.
wherein information previously stored in the credential
comprises at least a non-secret variable anthentication num-
ber (VAN) and other non-secret aredential information, the
method comprising:

previously irreversibly coding at least a portion of the

other non-secret eredential information to derive an
irreversibly coded numaber, and further coding the irre-
versibly coded pumber with first information associ-
ated with the second party to derive a variable authen-
tication mumber (VANY;

previously staring the VAN and the other non-secret

credential information in the credential;

retrieving the VAN and the other non-secret credential

information stored in the credential;

retrieving second information associated with the second

party previously stored in a storage means associated
with at least one of the parties;

uncoding the VAN using the second information associ-

ated with the second party to derive the ireversibly
coded number; and
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authenticating the first party if the irreversibly coded
number derived from at least a portion of the other
non-secret credential information retreved from the
credential corresponds to the irreversibly coded num-
ber uncoded from the VAN,

29. The method of claim 28 wherein the first information
associated with the sccond party comprises a secret key, and
the second information associated with the second party
comprises a non-secret key.

30. The method of ciaim 28 wherein the at least a portion
of the other non-secret credential information comprises a
non-sectet key associated with the first party.

31. A method for issuing a credential to a first party by a
second party, the method comprising:

the second party receiving mon-secret information asso-

ciated with the first party;

the second party authenticating at least a partion of the

received non-secret information associated with the
first party;

denying issuance of the credential if at least a portion of

the received non-secret information associated with the
first party is determined not to be authentic;
coding at least a portion of the received non-secret
information associated with the first party with first
information associated with the second party to derive
a variable authentication number (VAN);

storing in the credential the VAN and at least a portion of
the received non-secret information associated with the
first party. and other information associated with the
second party; and

issuing the credential to the first party.

32. The method of claim 31 whezein at feast a portion of
the non-secret information associated with the first party
comprises a non-secret key associated with the first party.

33. A method for authenticating a first party by using
information stored in a credential, the credential being
previously issued to the first party by a second party.
wherein information previously stored im the credential
comprises at least a non-Secret varizble authentication num-
ber (VAN) and other non-secret credential information, the
method comprising:

previously generating a first error detection code (EDCI)

by using at least 2 portion the other non-secret creden-
tial information;
previously coding the first error detection code (EDCI)
with first information associated with the second party
to derive a variable authentication number {VAN);

previously stering the VAN and the other non-secret
credential information in the credential;

retrieving the VAN and the other non-secret credential

information stored in the credential;

deriving a second error detection code (EDC2) by using

at least a portion of the retrieved other mon-secret
credential information;

retrieving second information associated with the second

party previously stored in a storage means associated
with at least one of the parties;

uncoding the VAN using the second information associ-

ated with the second party to derive a third emor
detection code (ED(C3); and

aathenticating the first party and at Ieast a portion of the

non-secret information stored in the credential if the
second error detection code (EDC2) corresponds to the
third error detection code (EDC3).

34. The method of claim 33 wherein the first infermation
associated with the second party comprises a secret key. and
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the second information associated with the second party
comprises a hon-secret key.

35, The method of claim 33 wherein the at Least a portion
of the other non-secret credential information comprises a
non-secret key associated with the first party.

36. A method for issuing a credential to a first party by a
second pacty. the method comprising:

the sccond party receiving non-secret infarmation asso-

ciated with the first party;

the second party authenticating at least a portion of the

received non-secret information associated with the
first party;
denying issuance of the credential if at least a portion of
the received non-secret information associated with the
first party is determined not to be authentic;

generating an error detection code {(EDC) by using at least
a portion the received nom-secret information associ-
ated with the first party;

storing in the credential the EDC and at least a portion the

received non-secret information associated with the
first party. and other information associated with the
second party; and

issuing the credential to the first party.

37. The method of claim 36 wherein at least a portion of
the non-secret information associated with the first party
comprises a non-secret key associated with the first pasty.

38. The method of claim 3§ further cornprising:

coding the error detection code (EDC) by using first

informnation associated with the second party o derive
a variable authentication number (VAN), and

storing the VAN in the credential.

39. A method for authenticating a first party at a first site
by a second party at a second site, the second party being a
person or a computer program. by using a personal identi-
fication number (PIN) supplied by the first party at the first
site, and further using a first random number (RN1) gener-
ated by the second party at the second site, the PIN being
previously used to derive or access first coded authentication
information, the first coded authenticaion information being
previously stored in a storage means associated with the
second party at the second site, the method comprising:

receiving a PIN at the first site from a first party to be

authenticated;

geoerating or accessing second coded authentlcation

information using the received PIN;

generating a first random number (RN1) at a second site

by the second party;

storing the first random number (RN1) in the second

storage means at the second site;

transmitting the first random number (RN1) from the

second site to the first site;

Teceiving the first random oumber (RN1) at the first site

by the first party;
coding the received first random number (RN1) and the
second coded authentication information to derive a
first anti-duplication variable authentication number
{ADVANL1);

transmitting the first anti-duplication variable authentica-
tion number (ADVAN1) from the first site to the second
site;

receiving the fisst anti-duplication variable anthentication

number (ADVAN]) at the second site by the second
party;

retricving the first coded anthentication information from

the storage means at the second site;
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coding the first randotn number (RN1) and the first coded
authentication information to generate a second anti-
duplication variable authentication number
(ADVAN2);

comparing the first anti-duplication variable authentica-
tion number (ADVAN1) and the second anti-
duplication variable authentication number
(ADVAN2); and

authenticating the first party by the second party if the first
anti-duplication variable authentication number
{ADVANL1) and the second anti-duplication variable
authentication number (ADVANZ2) correspond.

40. The method of claim 39 wherein after authentication
occurs, the first party is authorized access to information or
programs stored at the second site.

41. A method for authenticating the transfer of funds from
a first account associated with a first party to a second
account associated with a second party, the first account
information being stored in a first storage means, and the
second account information being stored in a second storage
means. the method comprising:

receiving funds transfer information from the first party,
including at least information for identifying the first
account of the first party, and information for identify-
ing the second account of the second party. and a
transfer amount;

generating a variable authentication number (VAN) using
at least a portion of the received funds transfer infor-
mation;

a third party for detexmining whether the at least a portion
of the received funds transfer information is authentic
by using the VAN; and

transferring funds from the first account of the first party
to the second account of the second party if the at least
a portion of the received funds transfer information and
the VAN are determined to be authentic.

42, The method of claim 41 further comprising:

receiving from the first party information for identifying
the first party;

determining whether the first party is authentic by using
the information for identifying the first party;

determining whether the at least a portion of the received
funds transfer information is authentic by using the
VAN; and

debiting the first account of the first party and crediting
the second account of the second party with the funds
transfer amount if the at least a portion of the received
funds transfer information is determined to be awthen-
tic.

43. The method of claim 41 wherein the funds transfer

comprises a payment made by the first party to the second

party.
44, The method of claim 43 wherein prior to payment

being made to the second party, the first party is presented
with the second party's invoice, and after the payment is
made to second party, the accounts receivable associated
with the second party. and the accounts payable associated
with the first party are updated.

45. The method of claim 41 wherein the VAN is used to
confirtn, substantiate, acknowledge, authorize, reference,
validate or verify the transfer of funds.

46. The method of claim 41 wherein the VAN is generated
by using an emor detection code derived by using at least a

65 portlon of the funds transfer information,

47. The method of claim 41 for further securing the
transfer of funds, at least one party being previously issued
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a credential by a trusted party, the credential information
including information associated with the at {east one party.
and a second variable authentication number (VANT), the
VAN1 being used to secure at least a portion of the credential
information to the at least one party, authentication and the
transfer of funds being denied to the at least one party if the
at least a portion of the credential information cannot be
secured to the at least one party by using the VAN1.

48, The method of claim 41 wherein the first party and the
second party are the same party.

49. The method of claim 48 wherein the second storage
means comprises a credential.

50. The method of claim 41 wherein the first storage
means comprises a eredential. and the second storage means
comprises a credential.

51. Amethod for authenticating the transfer of funds from
an account associated with a first party to an account
associated with a sccond party, a credential being previously
issued to at least one of the parties by a trusted party, the
information stored in the credential being non-secret. the
method comprising:

receiving funds transfer information, including ai least

information for identifying the account of the first
party, and information for identifying the account of the
second party, and a transfer amount;

generating a variable authentication number (VAN) using

at least a portion of the received funds transfer infor-
mation;
determining whether the at least a portion of the received
funds transfer information Is authentic by using the
VAN and the credential information; and

transferring funds from the account of the first party to the
account of the second party if the at least a portion of
the received funds transfer information and the VAN
are determined to be authentic.

52. The method of claim 51 further comprising:

receiving from the first party information for identifying

the first party;
determining whether the first party is authentic by using
the information for identifying the first party;

determining whether the at least & portion of the received
funds transfer information is anthentic by using the
VAN; and

debiting the account of the first party, and crediting the
account of the second party with the funds transfer
amount if the at Jeast a portion of the received funds
transfer information is determined to be authentic.

53. The method of claim 51 wherein the funds transfer
comprises a payment made by the first party to the second
party.

54. The method of claim 51 wherein the VAN is used to
confirm. substantiate, acknowledge, authorize, reference,
validate or verify the transfer of funds.

55. The method of claim 51 wherein the VAN is generated
by using an error detection code dexrived by using at feast a
portion of the funds transfer information.

56. The method of claim 51 for further securing the
transfer of funds, at least one party being previously issued
a credential by a trusted party, the credential information
including information associated with the at least one party,
and a second variahle anthentication number (VANL), the
VAN1 being used to secure at beast a portion of the credential
information to the at least one party, authentication and the
transfer of funds being denied to the at least one party if the
at least a portion of the credential information camnot be
secured to the at least one party by using the VANL.
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57. A method for authenticating the transfer of funds from
an account associated with a first party to an account
associated with a second party, at least a part of the transfer
being carried out by a third party. comprising:
receivipg funds transfer information, including at least
information for identifying the account of the first
party, and information for identifying the account of the
second party, and information for identifying the
account of the third party. and a transfer amount;

generating a first variable authentication number (VAN1)
using at least a portion of the received funds transfex
information, the VAN being associated with the trans-
fer of funds from the account of the third party fo the
account of the second party;
determining whether the at least a portion of the received
funds transfer information is authentic by using VANI;

transferring the funds from the account of the third party
to the account of the second party if the at least a
portion of the received funds transfer information and
the VAN1 are determined to be authentic;

generating a second variable authentication number

(VAN2) using at Ieast a portion of the received funds
transfer information, the VAN2 being associated with
the transfer of funds from the accouat of the first party
to the account of the third party;

determining whether the at least a portion of the received

funds transfer information is authentic by using VANZ,
and

transfesring the funds from the account of the first party

to the account of the third party if the at least a portion
of the received funds transfer information and the
VAN2 are determined to be authentic.

58. The method of claim 57 further comprising:

receiving from the first party information for identifying

the first party;
determining whether the first party is authentic by using
the information for identifying the first party;

determining whether the at least a portion of the received
funds transfer information is authentic by using the
VANZ; and

debiting the account of the first party and crediting the
account of the third party with the funds transfer
amount if the at least a portion of the received funds
transfer information and the VAN2 are determined to be
authentic.

59. The method of claim 57 wherein the funds transfer
comprises a payment made by the first party or the third
party to the second party.

60. The method of claim 57 wherein the VANL or the
VAN2 are used to confirm, substantiate, acknowledge,
auth orize, reference, validate or verify the transfer of funds.

61. The method of claim 57 wherein the VAN1 or the
VAN2 are each generated by using an error detection code
derived by using at least a portion of the funds transfer
information,

62. The method of claim 57 for further securing the
transfer of funds, at least one party being previously issued
a credential by a trusted party, the credential information
including information associated with the at least one party,
and a variable authentication number (VAN3). the VAN3
being used to secure at lcast a portion of the credential
information to the at least one party. authentication and the
transfer of funds being denied to the at least one party if the
at least a portion of the credential information cannot be
secured to the at least one party by using the VAN3J.

—-76 --

MasterCard, Exh. 1021, p. 76



Case 2:09-cv-00310-DF Document 390-2 Filed 10/06/10 Page 36 of 44

5,793,302

35

63. A method for authenticating and securing the integtity
of relevant information transmitted from a first party ata first
site to a second party at a second sitc by using first
information associated with the first party, the first informa-
tion comprising a secret first key. a non-secret second key,
and first credential information. the first information being
previously stored in a first storage means at the first site, and
the first credential information comprising non-secret infor-
mation for securing the second key to the first party, the first
credential information including a third esror detection code
(EDC3) being previously stored in the first credential by a
third party during prior issuance of the first credential to the
first party, and the second key associated with the first party
being previously stored in a second storage means at the
second site, and the first key being used by the first party to
gencrate a first variable authentication nurnber (VANL), the
VAN1 and the second key being used by the second party to
anthenticate the first party and the integrity of the relevant
information received from the first party, the method com-
prising:

receiving relevant information from the first party;

deciving a first emror detection code (EDC1) by using the

relevant information;

reirieving the first information previously stored in the

first storage means;
coding the EDC1 with the retrieved first key to generate
the first variable authentication number (VANI1);

forming a first message including at least the VANL. the
first credential information, and the relevant informa-
tion;
transmitting the first message from the first party at the
first site to the second party at the second site. and
receiving the fiFst message at the second sito;

extracting the VAN, the first credential information, and
the relevant information from the first message at the
second site;

retrieving the second key from the second storage means

at the second site;

determining if the first party is secured to the second key

by using the first credential information and the third
error detection cede (EDCI);

rejecting the first message if the first party is determined

not to be secured to the second key;

uncoding the VAN1 using the second key to recover the

first emor detection code (EDC1);

deriving a second error detection code (EDC2) by using

the relevant information;
comparing the first error detection code (EDC1) with the
second error detection code (EDC2); and

authenticating the first party and the integrity of the
1elevant information if the first emor detection code
(EDC1) and the second emror detection code (EDCZ)
correspond.

64. The method of claim 63 wherein second information
associated with the second party is previousty stored in the
second storage means, the second information comprising a
secret third key and a non-secret fourth key and second
credential information, the second credential information
induding a fourth ervor detection code (EDC4) being pre-
viously stored in the second aedential by a third party
during prior issuance of the sccond credential to the second
party. and the non-sectet fourth key being previously stored
in the first storage means at the first site, the method further
comprising:

the second party retrieving the second credential infor-

mation from the second storage means;
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the second party ransmitting a second message compris-
ing at least the second credential information from the
second site fo the first site. and the second message
being received at the first site;

the first party exiracting the second credential information

from the received second message;

retrieving the fourth key from the first storage means at

the first site;

determining if the second party is secured to the fourth

key by using the second credential informaticn and the
fourth error detection code (EDCA);

rejecting the second message if the second parly is

determined not to be secured to the fourth key;
recelving or generaling sensitive information;
coding the sensitive information with the fourth key to
generate secure coded sensitive information;

transmitting the seciwe coded sensitive informnation from
the first site to the second site. and receiving the secure
coded sensitive information at the second site;

the second party retrieving the third key from the second

storage means; and

uncoding the secure coded sensitive information using the

third key to recover the sensitive information,

65. The method of claim 63 whercin the first party is
granted access to the first key in the first storage means only
if the identty of the first party is authenticated by using a
personal identification pumber (PIN) belonging to the first

66. The method of claim 63 wherein a second variable
authentication pumber (VAN2) is stared in the first creden-
tial during prior issuance of the first credential, the VAN2
being generated by coding the EDC3 with a third secret key
associated with the third party, and wherein a fourth non-
secret key associated with the third party is previously stored
inthe second storage means at the second site, the fourth key
being used by the second party to authenticate the first
credential information, and following the step of retrieving
the second key from the second starage means at the second
site, the method further comprising:

retrieving the fourth key from the second storage means

at the second site;

extracting the EDC3 and the VAN2 from the first creden-

tial informatéon in the received first message;
uncoding the VANZ using the fourth key to recover the
third error detection code (EDC3);

determining if the extracted EDC3 and the recovered

EDC3 comespond;

rejecting the first message if the extracted EDC3 and the

recovered EDC3 do not correspond.

67. The method of claim 64 wherein the sensitive infor-
mation compriscs a session key being subsequently used by
the first and second parties to code and uncode information
transferved between the fixst and second sites.

G8. The method of claim &4 wherein the first party is
granted access to the first key In the first storage means only
if the identity of the first party is authenticated by using a
personal identification number (PIN) belonging to the first
party. and the second party is granted access to the third key
in the second storage means only if the identity of the second
party is authenticated.

69, The method of claim 64 wherein a third variable
authentication number (VAN3) is stored in the second cre-
dential during prior issuance of the second credential, the
VAN3 being generated by coding the EDC4 with a third
secret key associated with the third party., and a fourth
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non-secret key associated with the third party being previ- denying issuance of the credential if at feast a portion of
ously stored in the first storage means at the first site, the the information for identifying the first party is deter-
fourth key being used by the first party to authenticate the mined not to be autheatic;
second credential information. and following the step of retrieving the secret key associated with the second party
retrieving the fourth key from the first storage means at the s from the third storage means at the second site;
first site, the method further comprising: generating a first variable authentication number VAN1
retrieving the fourth key from the first storage means at by coding the second vaxieble authentication number
the first site; VAN2 with the secret key associated with the second
extracting the EDC4 and the VAN3 from the second party;
credential information in the received second message; 10 storing in the credential at least the VAN, the EDCL. the
uncoding the VA3 using the fourth key to recover the non-secret key associated with the first party, and
fourth error detection code (EDC4); information for identifying the second party;
determining if the extracted EDC4 and the recovered issuing the credential to the first party; wherein the
ED{C4 correspond; 1 method for authenticating the first party and the cre-
rejecting the second message if the extracted EDCA and dential during at least one stage of a subsequent
the recovered EDC4 do not correspond. transaction, comprises:

T0. A method of issuing a credential to a first party at a retrieving the information previously stored in the
first site, by a second party at a second site, whegein the first credential; .
party is authenticated during at least one stage of a subse- receiving or retrieving the non-secret key associated
quent transaction by using the credential, wherein the infor- with the first party and the non-secret key associated
mation stored in the credential comprises at least a first with the second party;
variable authentication number VAN, information for iden- uncoding the first variable authentication number
tifying the first party, a non-secret key associated with the VAN1 using the non-secret key associated with the
first party, and information for identifying the second party, ,5 second party to recover the second variable authen-
and first and second storage means at the first site, the first tication number VANZ;
storage means being used to store a secret key associated uncoding the second variable authentication number
with the first party, the secret key being accessible to a party VAN2 using the non-secret key associated with the
with knowledge of a pre-determined personal identification first party to recover the EDC1;
number (PIN), the second starage means being used to store 4 anthenticating the credential. and the first party who
the non-seczet key associated with the first party. and third was issued the credential, if the EDC1 retrieved from
and fourth storage means at the second site, the third storage the credential corresponds to the EDC1 recovered
means being vsed to store a secret key associated wikh the from the second variable authentication number
second party, the secret key being accessible to an autho- VAN2.

tized party. the fourth storage means being used to store a 55 71- The method of claim 70 wherein the non-secret key
non-secret key associated with the second party, the method ~ associated with the second party is retrieved from fourth

comprising: storage means and stored in the credential, prior to issuing
receiving information for identifying the first party, anda  the credential. ) o .

pre-determined personal identification number (PIN) 72. The method of claim 70 wherein priar to denying

from the first party; 4 issuance of the credential if at least a pertion of the infor-

retrieving the secret key associated with the first perty mation for identifying the first party is determined not to be

from the first storage means, only if the personal authentic, the method further ’mmpﬁﬁ“g: L
identification number (PIN) is determined to be authen- uncoding the second variable authentication number
tic; VAN2 by using the non-secret key associated with the
coding at least a portion of the information for identifying 45 LISt party to recover the EDCL;
the first party to derive a first error detection code comparing the recovered EDC1 with the EDCI1 extracted
(EDC1); from the received message; and
generating a second variable authentication number denying issuance of the credential if the extracted EDC1

VAN2 oding the BDC1 with the secret ke and the recovered EDC1 do not match.
R oy onng th arty: o ¥ 8559 50 73. A method for determining if an unauthorized dupli-

- . : cation or alteration occurred in first transaction information
mm:r‘;ym %rour;eﬂ:eozzz:: s::y :S;]O::?d with the first (FXT) and in second transaction information (SXI), the FXI
par i g ’ being originated by a second entity at a second site, and
fc'ﬁge:_ T‘;’:;gc lﬁzlil;?el:g w“itthlc:: 2’13“ VQIN;* $° being transmiited to 4 first entity at a first site. the first entity
-Seac assi . he Hrst - ™% 55 and the second entity being a person, or a computer program.
EDC?’ and the information for identifying the firt 414 e sxT bt:in;y oﬂgilg;atg; at the ﬁ:simsgle and being
party; combined with the FXI to form first combined iransaction
transmitting the message from the first party at the firt  jnformation (FCX) at the first site, an anti-duplication vari-
site to the second party at the second sitc. and receiving  able authentication number {ADVAN1) being derived from
the message at the second site; & the FCX and first information (FK1) associated with the first
extracting the VAN2, the nom-secret key associated with entty, the FK1 being previously stored in a first storage
the first party, the EDCI, and the information for  means at the first site and being solely accessible to the first
identifying the first party from the message at the  entity, the ADVANI, and the SXI being transmitted from the
second site; fixst site to the second the FXI and the SXT being authenti-
using at least a portion of the information for identifying 65 cated at the second site, by using the ADVANI1, FXL SXL
the first party to authenticate the identity of the first and second information (FK2) associated with the first
party; entity, the FK2 being previously stored in a second storage

»
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means at the second site, a first transaction record storage
means {FXR) being used at the first site. and a second
trangaction record storage means (SXR) being used at the
second site, the FXR and SXR being used to store at least the
FXI and the SXI. the method comprising:
generating or receiving first transaction information (FXT)
at the second site, and storing the FXI in the second
transaction record (SXR) storage means at the second
site;

transmitting the FXT from the second site to the first site,

and receiving the FXT at the first site;

storing the FXI in the first transaction record (FXR)

storage means at the first site;

generating or receiving second transaction information

(SXI) at the first site;

storing the SXTin the FXR storage means at the first site;

combining the FXI and the SXI to form first combined

transaction information (FCX);

retrieving the first information (FK1) associated with the

first entity from the first storage means, the FK1 being
accessible only to the first entity;
cading the FCX with the retrieved FK1 to derive a first
anti-duplication variable authenticatiom number
(ADVANL1});

transmitting the first anti-duplication variable authentica-
tion number (ADVAN1L) and the SXT, from the first site
to the second site, and receiving the ADVAN1 and the
SXT at the second site;

storing the received ADVANI1 and the SXT in the SXR

storage means at the second site; and

the second entity subsequently using the ADVANIL. the

FX1, the SXT, and second information (FK2) associated
with the first entity to determine if an unauthorized
duplication or alteration occurred in the first transaction
information (FXI) or in the second transaction infor-
mation (SXI).

74. The method of claim 73 wherein coding the FCX to
derive the ADVANI further comprises:

ireversibly coding the FCX to derive a first exror detec-

tion code (EDC1);

storing the EDC1 in the FXR storage means: and

coding the EDC1 with the first information (FK1) asso-

ciated with the first entity to derive the first anti-
duplication anthentication number (ADVAN1).

75, The method of claim 74 for furthex authenticating the
integrity of the FXI, and for further authenticating the first
entity by the second entity, the method further comprising:

retrieving the FXL the SXI. and the ADYANI from the

SXR storage means at the second site;
retrieving the second information (FK2) associated with
the first entity from the second storage means;
uncoding the ADVANT by using the FK2 to recover the
first error detection code (EDC1);
combining the retrieved FXI and the retrieved SXI to
form a second combined transaction information
(SCX);

ireversibly coding the second combined transaction
information (SCX) to derive a second error detection
code (EDC2);
storing the second error detection code (EDC2) in the
SXR storage means at the second site;

comparing the recovered first emor detection code
(EDC1) and the derived second error detection code
(EDC2); and
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the second entity (1} authenticating the first entity and
determining that no unauthorized duplication or alter-
ation occurred in first transaction information (FXT) if
the recovered EDCI and the derived EDC2 comrespond;
or (2) denying authentication to the first entity or
determining that an unauthorized duplication or alter-
ation occurred in first transaction information (FXI) if
the recovered EDC1 and the derived EDC2 do not
comrespond.

76. The method of claim 73 wherein the first entity is
authenticated by the second entity. and wherein the FXI
comprises a first random number (RNL), and the SXI
comprises a secoad random number (RN2).

T7. The method of claim 73 wherein FXT and $XT are both
present,

T8. The method of claim 73 for further determining if an
unauthorized dupiication or alteration occurred in the SXL
and for further authenticating the second entity by the first
entity. by using a second anti-duplication variable identifi-
cation number (ADVAN2) derived by the second entity. the
ADVAN2 being derived at the second site from the EDC2
and third information (SK3) associated with the second
entity. the SK3 being previously stored in a third storage
means at the second site, the SXI and the second entity being
authenticated by the first entity by using the ADVANZD, the
SXI. the FXT, and fourth information (SK4) associated with
the second entity. the SK4 being previously stored in a
fourth storage means at the first site. the method further
comprising:

retrieving the second crror detection code (EDC2) from

the SXR storage means;

retrieving the third information (SK3) associated with the

second entity from the third storage means at the
second site;

coding the EDC2 with the SK3 to derive a second

anti-duplication variable authentication number
(ADVAN2);
transmitting the ADVAN2 from the second sife to the first
site, and receiving the ADVAN2 af the first site;
storing the ADVAN2 in the FXR storage means;
retrieving fourth information (SK4) associated with the
second entity from the fourth storage means at the first
site;

refrieving the ADYAN2 from the FXR storage means;

uncoding the ADVAN2 by using the SKd to recover the

second exror detection code (EDC2);

retrieving the FXT, and the SXI from the FXR storage

means;

combining the retrieved FXI and the retrieved SXI to

form a third combined transaction infermation (TCX);
irreversibly coding the TCX to derive a third error detec-
tion code (EDC3);

storing the third error detection code (ED(C3) in FXR

storage means;

comparing the derived third error detection code (EDC3)

and the recovered second exror detection code (EDC2);
and

the first entity (1) authenticating the second entity and

determiniog that no unauthorized duplication. or
alteration, occurred in the second transaction informa-
tion (SXT) if the derived EDC3 and the recovered
EDC2 correspond, or (2} denying authentication to the
second cmtity or determicing that an unauthorized
duplication, or alteration, occurred in the second trans-
action information (SXJ) if the derived EDC3 and the
recovered EDC2 do not correspond.
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79. The method of claim 73 for further securing the first
and second information associated with the first entity to the
first entity by using a credential previously issued to the first
entity by a trusted entity, the infermation stored im the
credential including at feast the first or second information
associated with the first entity, and a first variable authen-
tication number (VANT1), the VAN1 being used to secure the
first or second information to the first entity, anthentication
being denied if the first or second information associated
with the first entity cannot be secured to the first entity by
using VAN

80. The methed of claim 73 for further securing the third
and fourth information associated with the second entity to
the second entity by using a credential previously issued to
the second entity by a trusted entity, the information stored
in the credential including at least the third or fourth
information associated with the second entity, and a second
variable authentication number (VAN2), the VAN2 being
used to secure the third or fourth information to the second
entity, authentication being denied if the third or fourth
information associated with the second entity cannot be
secured to the second entity by using VANZ2.

81. The method of claim 73 wherein the first entity has a
personal identification number (PIN). the PIN being used to
access the FX 1 information stored in the first storage means,
the method further comprising:

receiving a personal identification number (PTN) supplied

by the first entity at the first site; and

refrieving the first information associated with the first

entity from the first storage means only if the PIN of the
first entity is detexmined to be authentic.

82. The methed of claim 73 wherein a transaction number
(XN) is used in conjunction with the FXI or the SXI to
identify and retrieve transaction information from a storage
means associated with an entity participant in a transaction,
the method further comprising:

generating an XN at one of the first or second sites, and

transmitting the XN to the other of the first or second
sites;

storing the XN in the FXR siorage means and SXR

storage means associated with the transaction;

using the XN to identify the transaction, and as an index

in retrieving relevant transaction information.

83. The method of claim 73 wherein one of the first and
second information associated with the first entity is secret,
and the other of the first and second infonmation associated
with the first entity is non-secret.

84. The method of claim 73 wherein one of the third and
fourth information associated with the second entity is
secret. and the other of the third and fourth information
associated with the second entity is noa-secret.

85. The method of claim 73 whercin the same key, o
either one of RN1 or RN2, is used subsequent to
authentication. by each of the first and second entities to
code and uncode information transmitted between the sites.

86. The method of claim 73 for further authenticating the
participation of the first entity in a transaction by a third
entity at a third site, whexein the FXT comprises the XN and
fifth information associated with the first entity, the fifth
information being previously stored in a fifth storage means
at the first site and also in a seventh storage means at the
third site, and second information associated with the third
entity being previously stored in sixth storage means at the
first site, and first information associated with the third entity
being previously stored in an eighth storage means at the
third site, the method further comprising:
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retrieving the fifth information associated with the first
entity from the fifth storage means at the first site;

retrieving the XN from the FXR storage means;

combining the XN and the fifth information to form a first
information group (IG1);

Irreversibly coding 1G1 to derive a fourth error detection

code (EDC4);
retrieving the second information associated with the third
entity from the sixth storage means at the first site;

coding the EDC4 with the second information associated
wilh the third entity to derive a third anti-duplication
authentication number (ADVAN3);

ransmitting the ADVAN3 and the XN from the first site

to the third site, and receiving the ADVAN3 and the XN
at the third site;

retricving the first information associated with the third

entity from the eighth storage means at the third site;
uncoding the ADVAN3 by using the first information
associated with the third entity to recover the EDC4;
retrieving the fifth information from the seventh storage
means at the thixd site;

combining the received XN and the fifth information to

form a second information group (IG2);

irreversibly coding the IG2 to derive a fifth error detection

code (EDCS);

comparing EDC4 and EDCS; and

authenticating the participation of the first entity in the

transaction if the BDC4 and EDCS match, or determin-
ing that the entity did not participate in the transaction
if the EDCA and EDCS5 do not match.

87. The method of claim 73 wherein the FXI is made
secure in ransmitting the FXI from the second site to the
first site by coding the FXI with third information associated
with the first entity to derive coded FXT, the third informa-
tion associated with the first entity being previously stored
in a pinth storage means at the second site, and by uncoding
the coded FXI by using fourth information associated with
the first entity, the fourth information associated with the
first entity being previously stored in a tenth storage means
at the first site, the method further comprising:

retrieving the third information associated with the first

entity from the ninth storage means at the second site;
coding the FXT with the third information associated with
the first entity to derive a coded FXI at the second site;
transmitting the coded FXI from the second site to the first
site, and receiving the coded FXI at the first site;
retrieving the fourth information associated with the first
cntity from the tenth storage means at the first site; and
uncoding the coded FXI by using fourth information
associated with the first entity to recover the FXI at the
first site.

88. A method for authenticating a first party at a first site
by a second party at a second site, the second party being a
person or a computer program, by using a personal identi-
fication number (PEN) supplied by the first party at the first
site, and further using a first random number (RN1) gener-
ated by the second party at the second site, the PIN being
previousty used to derive or access first coded authentication
information, the first coded authentication information being
previousty stored in a storage means associated with the
second party at the second site. the method comprising:

receiving a PEN at the first site from a first party to be

authenticated;

generating or accessing second coded authentication

information using the received PIN;
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generating a first randorn number (RN1) at a second site
by the second party;

storing the first random number (RN1) in the second
storage means at the second site;

transmitting the first random number (RN1) from the
second site to the first site;

receiving the first random number (RN1) at the first site
by the first party;

coding the received first random number (RN1) and the
second coded authentication information to derive a
first anti-duplication variable authentication number
(ADVANY]), the first anti-duplication variable authen-
tication pumber (ADVAN1) further being derived by
ireversibly coding the received first random number
(RN1) to derive a first error detection code (EPC1), and
cading the first error detection code (EDC1) with the
second coded authentication information to thereby
derive the first anti-duplication variable anthentication
number (ADVANI);

Tansmitting the first anti-duplication variable authentica-
tion number (ADVAN1) from the first site to the second
site;

receiving the first anti-duplication variable authentication
pumber (ADVANT1) at the second site by the second
party;

retrieving the first coded authentication information from
the storage mecans at the second site;

uncoding the received first anti-duplication variable
authentication number (ADVAN1) by using the first
coded authentication information to recover the first
error detection code (EDC1);

retrieving the first random number (RN1) from the storage
means at the second site;

irteversibly coding the reirieved first random number
(RN1) to derive a second emror detection code (EDC2);

comparing the first error detection code (EDCI) and the
second error detection code (EDC2); and

authenticating the first party by the second party if the first
emor detection code (EDC1) and the second efror
detection code (EDC2) comrespond.

k1]

“

89. In a check or payment instrument transaction system.
a method for issuing a check or payment instrument by an
originator to a recipient, information associated with the
check or payment instrument comprising (1) information
assoctated with the originator, (2) information associated
with the recipient, and (3) other information which includes
at least an amount of the check or payment instrument, the
method comprising:

receiving the information associated with the originator

and the recipient, and the other information including at
least the amount;

deriving a variable authentication number (VAN) using at

Ieast a portion of the received information;
associating the received information and the VAN with
the check or payment instrument; and
issuing the check or payment instrument.
90. The method of claim 89 wherein the check or payment
instrument is authenticated by using at least a portion of the
information associated with the check or payment instru-
ment and the VAN.
91. A method for securing in escrow andin trust, a portion
of information used to deTive a joint key. the joint key being
associated with a first party and a second party and being
stored in a storage means associated with the second party,
wherein escrowed or entrusted information was previously
used for generating a variable authentication number (VAN),
the joint key being derivable from information associated
with the first party and information associated with the
second party. the VAN being subsequently used in authen-
ticating the ficst party, the first party being enrolled by the
second party and being issued a credential, the VAN being
stored {n the credential, the method comprising:
previously receiving infarmation associated with the first
party and information associated with the second party;

previously genperaling a joint key using the information
associated with the first party. and the information
associated with the second party; and

retaining in the storage means, in trust, at least a portion

of information used to derive the joint key.

* * x ¥ %
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METHOD FOR SECURING INFORMATION
RELEVANT TO A TRANSACTION

This is a division of application Ser. No. 08/747,174,
filed Nov. 12, 1996, now U.S. Pat. No. 5,793,302 which in
turn is a continuation of application Ser. No. 08/446,369,
filed May 22, 1995, now abandoned which in turn is a
division of application Ser. No. 08/122,071, filed Sep. 14,
1993, now U.S. Pat. No. 5,524,073, which in furn is a
division of application Ser. No. 07/977,385, filed Nov. 17,
1992, now U.S. Pat, No. 5,267,314

This application is related to application Ser. No. 08/455,
477, fited May 22, 1995, and application Scr. No, 08/455,
612, filed May 22, 1995, now U.S. Pat. No. 5,555,303.

FIELD OF THE INVENTION

The present invention relates generally to secure transac-
tion systems and, more particularly, concerns a method and
apparatus for authenticating documents, records and objects
as well as tbe individuals who are involved with them or
responsible for them.

BACKGROUND OF THE INVENTION

There are inany times in our daily lives when the need
arises for highly secure transactions. For example, instru-
ments of commerce, such as checks, stock certificates, and
bonds are subject to theft and forgery. From the time a
document is issued, the information contained on it, or the
name of the recipient could be changed. Similarly, passports,
pay checks, motor vehicle registrations, diplomas, food
stamps, wager receipts, medical prescriptions, or birth cer-
tificates and other official documents are subject to forgery,
fraudulent modification or use hy an unintended recipient.

As a result, special forms, official stamps and seals, and ;

special authentication procedures have been utilized to
assure the authenticity of such documents. Medical, legal
and personue]l records, and all types of information [n
storage media are also subject to unauthorized access. Pass-
words and coding of such records have been used to thwart
unautherized access. However, there have always been
ingenious individuals who have somehow managed to cir-
cumvent or evade all such systems of security.

With the introduction of computers and compuier com-
munications into business transactions and document
processing, a certain degree of security was gained, in that
it is now possible to verify documents and transactions much
more quickly, thereby avoiding many frauds which previ-
ously went unnoticed until it was too late. However, with the
climination of the human factor, verification of the identify
of parties also hecame more dillicult. A pressing need still
¢xists for business transaction, document processing and
record access systems which can assure the identity of the
parties and the accuracy of the information involved in the

transaction. As used herein, the term “record access sys- :

tems” includes systems which access media which contains
data, messages, text, FAX, audio, video, drawings, images,
photo, elsctronic and physical mail, safe boxes, and the hike.
As used herein the term “business transaction system” will
be intended as a generic term to describe all such
transaction, document processing and record access
systems, including ones not related to business use, such as
passport authentication systcms.

The security problems described above have been handled
with some degree of success in systems mvolving a single
party transaction where the party is present. For example,
during the use of an automatic teller machine, the customer
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is the scle party involved and is present in person. However,
until the present invention, it has not been possible to verify
the identity and to secure the interests of all parties to
multi-party transactions and, in particular, absent parties lo
a transaction.

SUMMARY OF THE INVENTION

Briefly, the present invention is directed to a transaction,
document processing, or record access system which avoids
the shoricomings of known systems of this type. In accor-
dance with an embodiment of the present invention, when a
transaction, document or thing needs to be authenticated,
information associated with at least one of the parties
involved (e.g., an originator andfor a recipicnt) is coded to
produce a joint code. This joint code is then utilized to code
information relevant to the transaction, document or record,
in order to produce & variable authentication number (VAN)
or code at the imitiation of the transaction. This VAN is
thereafter associated with the transaction and is recorded on
the document or thing, along with the original information
that was coded. During subsequent stages of the transaction,
only parties capable of reconstructing the joint code will be
ahle to uncode the VAN properly in order to re-derive the
information. Thus, the joint code serves to authenticate the
parties, and the comparison of the re-derived information
apainst the information recorded on the document serves to
authenticate the accuracy of that information. Alternatively,
the information could be authenticated by regenerating a
VAN from the recorded information and comparing the
regenerated VAN with the recorded VAN.

In accordance with an embodiment of the present
invention, at the time of enrolling as a user of the system,
each user selects a personal identification number (PIN),
which is secret, does not exist in an uncoded form, and
cannot be recovered from other information anywhere in the
system, During or after enrollment, a non-secret identifica-
tion code and a secret code are also stored in a user’s file at
the user associated computer facility,. When a user parfici-
pates in a transaction, the user is required fo utilize his or her
PIN, which after being coded is used to derive a coded
arbitrary number. Suhsequently, this arbitrary code is com-
pared to another such code which is generated from a
reconstituted version of the coded PIN, in order to authen-
ticate the user’s identity. One of the embodiments creates a
computer file with a secret address to authenticate a user’s
identity, and to secure sensitive records. The address is
preferably not stored anywhere in the system, but is gener-
ated when needed from information supplied by the user. In
some cmhodiments of the present invention, when a joint
code is created as described above, one participating user
(e.g., the originator) must provide his or her PIN. The other
party’s non-secret identification code and the PIN are uti-
lized in creating the joint code. In other emhodiments, the
joint code is created from the coded PIN’s of the partici-
pants.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing brief description as well as further objects,
features, and advantages of the present invention will be
undersieod more completely from the following detailed
description of the presently preferred, but nonetheless
illustrative, embodiments of the invention, with reference
heing had to the accompanying drawings, in which:

FIGS. 1-5 illustrate the symbols utilized in the present
application to represent conventional building blocks used to
form the invention, these huilding blocks being respeciively,
a coder, an uncoder, 2 linker, a mixer, and a sorter;

- 104 --
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FIGS. 6-8 are functional block diagrams illustrating a
check transaction system in accordance with a first embodi-
ment of the present invention, with FIG. 6 illustraling user
enrollment, FIG, 7 illustrating how an originator generates a
check, and FIGS. 8 A and 8B illustrating the authentication
process when the check is presented to be cashed;

FIGS. 9-12 are functional block diagrams iflustrating a
credential issuing and authentication system in accordance
with a second embodiment of the present invention, with
FIG. 9 illustrating the cnroflment of an official, FIG. 10
iltustrating the enroflment of a user, FIG. 11 illustrating the
issuance of the credential, and FIG. 12 illustrating the
authentication of an issucd credential;

FIGS. 13A-13E, when arranged as illustrated in FIG. 14,
collectively represent 4 [unctional block diagram of a check
transaction system similar to that of FIGS. 6-8, but includ-
ing the basic processing necessary to clear and pay a check
electronically;

FIGS. 15A-15C are functional block diagrams of a cre-
dential issuing and authentication system according to an
alternate embodiment of the present invention; and

FIG. 16 is a [unctional block diagram of a system for
authenticating a party and for authorizing access to a secret
file associated with the party according to an altcrnate
embodiment of the present invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

FIGS. 1-5 iilustrate the fimetional building blocks uti-
lized in the preferred embodiments. All of these components
are conventional building blocks for computer or comunu-
nication systems. Moreover, those skilled in the arl will
appreciate that the blocks can be realized as hardware
components, or they can be realized as functional blocks in
an overall computer program.

The coder illustrated in FIG. 1 and the uncoder illustrated
in FIG. 2 may be any form of such device utilizing a known
algorithm, such as the Data Encryption Standard (DES). A
coder, as illustrated in FIG. 1, bas at lcast one data input, at
which it receives clear data. It also has one or more
additional inputs for receiving keys K;, K,, which are
utilized to code the clear data into a form in which it could
not be easily recognized or uncoded without the use of the
keys. A variahle which is used as a key may be padded to
obtain the desired security. An uncoder (FIG. 2) reverses the
process of the coder. Basically, it receives the eoded data and
utilizes the same keys to reconstruct the clear data.

A linker (FIG. 3) receives a plurality of data inputs and
concatenales them into a longer code word (ID,, D, . . . Dy).
Similarly, a mixer (FIG. 4) receives a plurality of data inputs
{Dy, and D, through Dy) and mixes their digits or binary
bits. A simple example of a mixer would be a conventional
time division multiplexer which is used to interleave plural
data inputs. However, in many applications, it will be
preferable to utilize a more sophisticated mixer, such as one
that utilizes arithinetic and logical combinations of digits or
bits. A sorter (FIG. 5) reverses the process of a linker or a
mixer, that is, it receives a concatenated or mixed code word
and reproduces the original component words. A time divi-
sion demultiplexer could serve as a sorter for a mixed signal
originally generated by a multiplexer.

FIGS. 6, 7, 8A and 8B constitute a functional block
diagram illustrating the present invention in a check frans-
action system. The system illustrated in FIGS. 6, 7, 8A and
8B are well suited for use in generating and processing
employee paychecks, [or example. The system involves
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three phases of operation. In the first phase, illustrated in
FIG. 6, a user of the system must enroll in order to be
recognized hy the system. Each user enrolls af his or her
bank, or at another convenient location, such as a place of
employment, in the presence of an officer, who appropriately
verifies the user’s identity and obtains the typical informa-
tion from him, including his taxpayer identification number
(TIN) and telephone number. An account is then opened for
the user and a file is created for him or her in the bank’s
computer, and the bank assigns a person account nnmber
(PAN) to the user’s account. If a bank card is issued to the
user, 1l usually contains the PAN and a bank identification
number (BIN).

While operating a terminal, the user is requested to select
a personal identification number (PIN) and to enter that PIN
into the terminal. The user complies and such entry occurs
at block 10 of FIG. 6 with the typical transaction
information, including the user’s TIN or PAN, being entered
at block 11. The PIN is applied directly to an irreversible
coder 12, where it is processed to produce a coded PIN
{CPN). Coder 12 may be any type of conventional coding
device which can process the PIN so that the coding is
irreversible (1., the PIN cannot be recovered from the
CPN). At the same time, a random number generator 14
produces a random number (RN), which is applied to a
mixer 16 along with the CPN. Alternately, the user may be
permitted to select an arbitrary number for RN.

The signal produced by mixer 16 is then transmiited to the
bank’s computer, where it is applied to a sorter 18. It is
assumed that this transmission preferably occurs over a
secure line, such as one protected by a tandem coder and
uncoder which can utilize a joint terminal-bank key. The
sorter recovers the original CPN and RN, saving RN in the
user’s file at block 22. It should be noted that in saving RN,
the user’s file is accessed by using his TIN as an index. The
received CPN is applied as tbe data inpnt to a coder 20,
which receives RN as its key input, producing a revisable
owner code (ROC) which is saved in the user’s file in the
same manner as RN. Various additional information is saved
in the user’s file, such as his personal account mumber
(PAN), name, phone number (PHN), account balance, and
other relevant information. The user’s TIN, PAN or PHN can
be used as an index to access the user’s file. CPN represents
coded authentication information since it is a coded form of
the PIN, and since it is used in other parts of the system to
authenticate tbe user and the transaction. The system pref-
erably maintains RN as a secret number (although in the
present embodiment the user file is not sccret since it is
accessed using a non-secret index) and ROC is maintained
as a non-secret number. As explained in detail below, CPN
is derivable from RGC and RN.

FIG. 7 illustrates how the originator generates a cbeck in
accordance with the present invention. This process prefer-
ably takes place at the originator’s terminal or computer. It
is assumed that the originator would be generating a check
in the usual manner and would include on it all of the
information usually found on a check, as well as the infor-
mation normally recarded or imprinted on check forms, such
as the recipient’s name and TIN (RTIN), and the originator’s
personal account number and bank identification number.
Preferably, the terminal includes a check reader and printer
which can read necessary information from the originator’s
check form and print information on the form, although this
could also be done manually by the originator. The origi-
nator and the recipient can be the same person, for example,
where a person is cashing a personal check originated by the
person. In the case of multi-party checks, the check is
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originated by a present party {i.c., the originator) in favor of
an absent party (recipient).

The originator enters his or her PIN at a terminal or
computer. Through irreversible coder 10, the originator’s
PIN is converled to a coded PIN (CPNOY), which is applied
as the key input to coder 28. The data input to coder 28 is
the recipient’s TIN (RTIN), which has been read from the
check, or accessed from the computer memory, or entered by
the originator. The data output of coder 28 is a joint key (JK),
which is applied as the key input to a ceder 30. Generally,
the JK is generaled using information associated with at
least one of the parties involved in the transaction (in this
case, the originator and recipient). As will be shown more
fully below, the joint key {or cede) is used to protect and
authenticate the oripinator and recipient. The data input to
the coder 30 is the information (INFO) to be authenticated
(ihat is, information relevant to the transaction, such as
check number, amount, etc.).

The data output of the coder 30 is a variable authentica-

tion number (VAN), which codes the information to be 2

authenticated, based upon information related to the recipi-
ent and information related to the criginator. Note that the
VAN is alternatively generated dircetly fromm INFO and
information associated wilh at least one of the parties,

without the intermediate step of generating the JK. The VAN 2

and at least a portion of the information relevant to the
transaction are written or imprinted upon the check 32,
thereby becoming a permanent part of it. Alternately, the
check may represent an electronic transfer of funds or some
other type of electronic transaction. In this case, the VAN
and at least a portion of the information relevant to the
transaction are included with the electrical signals associated
with the electromic trapsaction.

It is contemplaled that in creating the VAN, all informa- |

tion would not necessarily be coded in the same manner. For
example, the amount of the check might be considercd
important enough so as o be recoverable cownpletely, and it
would be coded into the VAN in a manner that would permit
complete recovery. Other information, such as the date and
check control number might be considered less important
and would be ceded into the VAN in such a manner as to
permit detection of changes (e.g., ermor detection coding),
but without complete recovery of the original information.

As noted above, other predetermined information which
is known jointly by the originator and recipient, and which
does not appear on the check, can also be used to derive the
VAN. For example, when a check is drawn to multiple
recipients, e.g., hushand and wife, each recipicnt’s TIN
(which does not appear on the check) may be used to derive
the joint code and VAN. This makes it more difficult to
fraudulently generate the VAN since the predetermined
information not appearing on the chcck would net be
generally known.

FIGS. 8A and 8B illustrate the authentication process at a
terminal when the recipient presents the originater’s check
to be cashed. The terminal communicates via a network of
the banks involved in the transaction. Preferably, the termi-
nal includes a device which can read information directly
from the check 32. Alternately, the terminal operator can
manually key information into the ferminal, based upon
information appearing on the face of the check 32. At block
40, the recipient inserts his or her PIN, and at block 41,
identities his bank and enters his TIN (RTIN) and all
information required by the termipal fo initiate the transac-
tion. An irreversible coder 42 processes the PIN fo produce
the coded PIN, CPNR, which is applied as the key input to
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a coder 44. A random number generator produces a random
number (i.c., an arbitrary number) RNX which is applied as
the dafa input to coder 44. Coder 44 then prodnces a coded
random pumber (ie., 2 coded arbitrary pwunber), CRNX,
which is applied to mixer 48 along with RNX. The ontpnt of
the mixer is, therefore, a signal which contains CRNX and
RNX in a converled form, so that neither number nor CPNE
may readily be discerned from the signal. CRNX represents
coded authentication information becamse it is a coded
representation of CPNR, and hecause it is used by the
system to authenticate the recipient and the transaclion.

The mixer signal, along with the mformation entered in
block 41 and the information read from the check are
transmitted o the computer at the recipient’s bank (i.c.,
remote bank CPU) over preferably an unsecured line (the
use of an unsecured line is possible because CRNX and
RNX, not CPNR, are transmitted from the mixer 48 to the
sorter 62). The system first authenticates the identity of the
check holder at the recipient’s bank. Next, the information
on the check, as well as the originator and recipient, are
authenticated at the criginator’s bank.

At the recipient’s bank, the output of wnixer 48 is received
in a sorter 62, which separates CRNX and RNX, with CRNX
being applied to a comparison block 64 and RNX being
applied as the data input to a coder 66. Based upon the
recipient’s TIN, RTIN, his bank’s computer is able to access
his file at block 68 and to extract his ROC (a non-secret
number) and RN (a secret number), ROCR and RNR there-
from. ROCR and RNR are applied as the data and key
inputs, respectively, to an uncoder 70, which generates thie
recipient’s CPN, CENR, which is applied as the key input ta
coder 66. Coder 66, thercfore, reproduces the recipient’s
coded randorn number, CRNX (in the same manner as coder
44), which is applied as the second inpnt to comparison
block 64. It should be appreciated that the CPNR output of
uncoder 70 is the true CPNR derived from the bank’s
records. Accordingly, the CRNX produced by coder 66 is the
true CRNX. Therefore, should the cowmparison at block 64
fail, the authentication of the recipient has failed and it is
presumed that recipient is not the party presenting the check.
The transaction is therefore aborted, On the other hand, if the
recipient’s identity is authenticated, the transaction can
proceed. The recipient’s bank then communicates with the
originator’s bank, conveying all the information about the
transaction and requesting authorization to pay (block 71).

As shown in FIG. 8B, at the originator’s bank, using
OTIN (or the originator’s PAN) as an index, the originator’s
ROCO and random number, RNO, are cxtracted from the
originator’s file at block 50. ROCO is applied as the data
input to an uncoder 52, and RNO is applied as the key inpug
to uncoder 52. Unceder 52 therefore reverses the operation
performed by coder 20 (FIG. 6) when the originator
enrolled, prodneing the originator’s CPN, CPNQ. CPNO s
then applied as the key input to a coder 56, which receives
the recipient’s TIN, RTIN, as the data input.

In accordance with the embadiment just described, it is
contemplated that security considerations may warrant
revising the ROC from time to time independent of any
transaction. Toward this end, CPN could be rcconstituted
from the current ROC and RN as in block 52. Next, a new
RN is used with CPN to generate a revised ROC, making use
of a coder in the same manner as coder 20 of FIG. 6. The
user’s new RN and ROC are stored and accessed, and CPN
need only be reproduced at the bank where the user main-
tains an account.

Tn the same manner as coder 28 of FIG. 7, coder 56
therefore produces the joint key JK. JK is applied as the key

--106 -

MasterCard, Exh. 1021, p. 106



Case 2:09-cv-00310-DF Document 390-3 Filed 10/06/10 Page 22 of 32

5,974,148

7

input to an nncoder 58, which receives the VAN from check
32 as its data input. Uncoder 58 therefore reverses the
coding operation performed by coder 30 of FIG. 7. If the
mformation on the check has been unmodified, the coder 58
should therefore reproduce the information INFO from the
check which was sought 1o be authenticated. In block 60, a
comparison is made between the output of uncoder 58 and
the information appearing on the check. Failure of this
comparison is an indication that the check may have been
modified after being issued, and the originator’s bank noti-
fies the recipient’s bank that the check will not be honored.
Alternatively, the joint key JK from the coder 56 can be used
to code the information (INFO) from the check to generate
anew VAN, which can then be compared with the VAN from
the check to authenticate the check.

Should the comparison be favorable, this is an indication
that the check is authentic and unmeodified, and the origina-
{or’s bank accesses the originator’s account (block 61) to
determine if the aceount is in order and has sufficient funds
or credit to pay the check. The date of the check is defer-
mined to be acceptable. If the check control munber does not
appear in the originator’s file as a previously cashed check,
then the current check contral number is saved to prevent
fraudulent check reuse. The originator’s bank generates a
redeemed or redemption VAN (RVAN) in coder 54, using ifs
bank key and the original VAN, RVAN is saved in the
originator’s file (block 55) and is recorded on the check
(block 57). The originator’s account is then debited. The
originator’s bank then authorizes the recipient’s bank to pay
the check. On the other hand, if originitor’s bank finds any
irregularity in the checlk or in the originator’s account, it will
notify the recipient’s bank that the check is dishonored.

The RVAN (and other RVAN’s from other transactions)
can he accessed from originators’ files by banks and other
financial mstitutions involved with processing checks to
determine {he status of checks. Thus, by creating and storing
the RVANs in the originators’ files, fraudulent reuse of
checks is avoided.

Al block 72 (FIG. 8A), the recipient’s bank receives the

originator’s bank’s mstructions. It will then notify the recipi-
ent if the check has been dishonored. If the check has been
honored, the recipicnt’s account may be credifed as in a
deposit. Alternately, the recipient can receive payment
immediately if he is at an appropriate terminal, such as an
automatic teller machine.

Essentially, the check has cleared automatically, on-line,
without forther check handling or processing.

In a transaction where the user cashes his own personal
check, the originator and recipient are one and the same. A
VAN is created from a joint code which combines informa-
tion associated with the user, such as the user’s identification
number (TIN or PAN) and the user’s CPN, which is gener-
ated directly from a PIN entered by the user. When the VAN
is authenticated, the joint code is derived by combining the
user’s identification number (TIN or PAN), and the user’s
true CPN, which is generated from the RN and ROC
retrieved from the user’s fle, with the TIN {or PAN) serving
as a file index.

As noted above, in FIG. 8A it is possible to use an
unsceured link between the mixer 48 and the sorter 62
because CRNX and RNX, nat CPNR, are transmilted from
the mixer 48 to the sorter 62. However, a security problem
slill exists in using an unsecured line between the mixer 48
and the sorter 62 because the signal can be recorded and then
played back later to attempt to fraudulently authenticate a
[raudulent transaction. In an allernate embodiment of the
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present invention, an anti-duplication variahle authentica-
tion numher (ADVAN) is generated at the recipient’s ter-
minal by coding at least a transmission date and time with
the CPNR by a coder (not shown). The ADVAN is then
mixed with the CRNX and the RNX by the mixer 48 and
sent to the remote bank CPU over the unsecured line to the
sorter 62, At the remote bank CPU, the CPNR which is
generated by the uncoder 70 is used to uncode the ADVAN
0 regeneratc the transmission date and time. The signal
received over the unsecured line is then authenticated by
comparing the regenerated transmission date and time to a
reception date and time (that is, the date and tine at which
the signal was received at the remole bank CPU). In this
manner, the recipient and transaction are further authenti-
cated,

According to another embodiment of the present
invention, RNX is generated at both the recipient terminal
and the remote bank CPU. To generate the RNX at the
remote bank CPU, a random number generator is located at
the remote bank CPU, wherein the random number genera-
tor at the remote bank CPU is similar fo and synchronized
with the random numher generator 46 located at the recipi-
ent’s terminal. Instead of fransferring tbe RNX and the
CRNX, only the CRNX is transferred over the unsecured
line from the recipient’s terminal to the remote bank CPU.
At the remote bank CPU, the CPNR generated by the
uncoder 70 is coded by the ceder 66 with the RNX generated
at the remote bank CPU to generate the CRNX. The gen-
erated CRNX is then compared by the comparator 64 with
the CRNX transferred from the recipicnt’s terminal to the
remote bank CPU to authenticate the recipient and the signal
received over the unsecured line. In this manner, the recipi-
ent and fransaction are further authenticated.

According to another embodiment of the present
inveniion, CRNX is never generated. Instead, the CPNR
generated by the irreversible coder 42 is sent to the remote
bank CPU over a sccured line, rather (han over an unsecured
line. The CPNR generated by the uncoder 70 is then
compared by a comparator (nof shown) with the CPNR sent
from the recipient’s terminal to the rcmote bank CPU to
authenticate the recipient. In this alternate emnhaodiment, the
random number generator 46, coder 44, mixer 48, sorter 62,
and coder 66 are not required, although a secure Hne is
required.

FIGS. 9-12 constitute a functional block diagram illus-
frating the present invention in a credential issuing and
authentication system. The system involves the same threc
phases of operation as the check transaction system of FIGS.
6, 7, 8A and 8B. However, all users are curolled by an
authorized official who must be enrofled first. Accordingly,
there are two corollment processes which are somewhat
different. The first one is enrollment of the official, and the
second one is enrollment of a user prior to or at the time of
issuing his credentials. It is confemplated that this system
would be useful for all types of credentials and records; for
example, motor vehicle registrations, social securily cards,
passports, birth certificates and all types of idenlification
cards or personal sterage media. This system would also be
useful in protecting against unauthorized access to all types
of records, as previously indicated.

FIG. 9 illustrates enrollment of the official. This can be
accomplished at a terminal or computer which is in com-
munication with a remote computer over a hink which is
assumed to be secure. The remote computer may, for
example, be the central compufer at the agency issuing the
credential, AL the remote computer, number generator 100
generales a random number which, at block 102, is com-
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pared to a current list of all assigned personal keys. If the
random number does not cosrespond to an assigned personal
key, then the random number is assigned as the personal key,
PKO, of the official being enrolled. Alternatively, 'K can
be selected at random, from a list of unused PKO’s, and the
list of available PKO’s would thereby be dimninished. In yet
another alternative, PKO could be accessed from a counter,
such as a pseudorandom or an ordinary sequential counter
the output of which may be coded with a secret key. The
size, or length, of PKO can be such as to provide a full size
memory address or an offset or an index extension, to limit
or enlarge the memory space wherein concealed files are
stored. PKO is then transmitted over the securc link fo the
enrollment terminal.

At the terminal, the official enters his PIN and name and

various other information required by the system. The namne
can be numerically coded by using a telephone 1ype key pad.
The PIN is applied to an irreversible coder 104, which
produces his coded PIN CPNO. CPNO is applied as the key
input to a coder 106, which receives PKO as tbe data input.
The data output of coder 106 is the official’s coded personal
key, CPKO, which is applied as an input to mixer 107. The
official’s name code and TIN, OTIN, arc also applied as
inputs to mixer 107. CPKO represcnts a coded address since
it is a coded representation of PKO.

The oulput of mixer 107 is transmitted back to the remote
computer over the sccure link. At the remote compuler,
sorter 109 separates the received signal into its component
parts: CPKO, the official’s name code, and OTIN. At block
108, CPKO and the official’s name code are then saved (i.e.,
written) into File No. 1 assigned to the official with the
official’s TIN, OTIN, serving as a File No. 1 index. It is
assumed that during the official’s enrollinent various other
inforination will be provided by the official over the secure
line and may be stored in his File No. 1. It should be noted
that OTIN is not secret and, therefore, the location of File
No. 1 and the contents of File No. 1 (including CPKO) are
not secret.

At block 112, PXO is used as an index for File No. 2,
which 15 also allocated to the enrolling official. The location
of File No. 2 (and thus, the conteuts of File No. 2) is
concealed, since PKO is secret and not stored anywhere in
the system. The information or records which are stored in
File No. 2 can be coded or uncoded. The memory space
wherein concealed files are stored may be previonsly filled
(or pre-loaded) with dummy or false information to make
the contents and lecations of authentic allocated files undis-
tinguishable from the dummy files. The concealed File No.
2 can also be used to store the ROC and RN (or store only
RN, since only RN is secret—ROC could be stored in a
non-secret file, such as Official’s File No. 1), as previously
described in FIGS. 6, 7, 8A and 8B, to reconstituie a user’s
coded PIN, CP'N. The concealed File No. 2 can also be used
to store other secret information (not shown) associated with

the official. An official’s coded number, CNO, is generated -

at the output of ceder 110, and is saved in File No. 2 at block
112. The key input to coder 110 is CPKO and the data input
to coder 110 is PKO or an arbitrary predetermined number
(APN). CNO represenis coded authentication information
because it is a coded representation of CPKO, and because
it is used by the sysicin to authenticate the official.

At coder 110, CPKO and PKO can be interchanged as the
key and data inpuis. However, the arrangement selected
must then be used consistently in each pbase of the operation
of the system.

Those skilled in the art will appreciate that the present
embodimen! offers an additional level of security in that, not
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only is secret information unavailable to a person who does
nol know the related PK and PIN, but that person is even
unable to determine the location of ihe file containing the
information, and is unable to uncode the information con-
tained therein.

FIG. 10 illustrates user enroflment. The user is enrolled by
a previously enrolled official, who verifies the user’s
identity, based on acceptable documentation, Before the user
can be enrolled, the official's identity and authority are
preferably anthenticated. The official operates the terminal,
where he enfers his PIN, and his TIN, OTIN, and the name
code used during his enrollment, which was stored in his
“File 17, OTIN is transmitted to the remote compuler, where
it Is used as an index to access CPKO from the official’s File
No. 1, and CPKO is returned {o the terminal. ‘the official’s
PIN is applied to the irreversible coder 104, which produces
CPNO. CPNO is apphed as the key input to an uncoder 114,
which receives CPKO as a data input over the secure link
from the remote computer. It will be appreciated that
uncoder 114 simply reverses the process of coder 106 of
FIG. 9, therefore producing PKO. PKO is applied to a mixer
118, the other input to Which is the official’s name code. The
output of mixer 118 is then transmitted to the remote
computer.

At the remote compnter, the signal transmitted from mixer
118 is received in a sorter 124, which scparates out PKO,
and tbe name code. The extracted PKO is utilized as an
index 1o address the official’s “File 2” whereby CNO isread.
The CNO read from File No. 2 is compared against the CNO
generated by coder 120, which has as its data input PKO
which is extracted by sorter 124 and as its key input is CPKO
read from “File 17, Shouid this comparison fail, the identity
of the official is not authenticated and the enrollment of the
user is aborted. Assuming that the comparison is successful,

" comparator 13( is then enabled, At block 130, the name code

which is exiracted from sorter 124 is compared against the
name code read from the official’s “File 17 (using OTIN as
index). Should this comparison fail, the enrollment of the
user is aborted. Should the comparison be successful, the
official has been fully authenticated and the user’s enroll-
ment may proceed.

At the remote computer, mumber generator 100 penerates
a unigue random number, which is assigned to the user as a
personal address key, PKU. Alternately, PKU can be gen-
erated from a counter as previously described. As discussed
below, PKU represents a predetermined secret address of a
File No. 2 associated with the user. PKU is transmitted over
the secure link to the enrollment terminal, where it is applied
to the data input of coder 113.

The user operates the terminal and selects a PIN which he
enters along with his TIN, UTIN. The user’s PIN is applied
to the irreversible coder 104, which produces the user’s
coded PIN, CPNU. CPNU is applied as a key input to coders
113 and 115. The outpul of coder 113 is the user’s coded
personal key, CPKU (which represents a coded address of
the user’s Bile No. 2), which is applied as a data input to
coder 115. The oulput of coder 115 is the user’s coded
number, CNU, which is applied to the input of mixer 116.
The user’s TIN, UTIN and CPKU are also applied as inputs
1o mixer 116. The output of mixer 114 is {ransmitted back o
the remote computer over the secure link. CNU represents
coded authentication information because it is a coded
representation of CPKU, and because it is used by the
system to authenticate the user.

At the remote computer, sorter 119 separates the received
signal inlo iis component parts: CPKU, CNU and UTIN. Al
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block 108, CPKU and CNU are saved (i.c., writfen) into Iile
No. 1 assigned to the user, with the user’s TIN, UTIN
serving as a File No. 1 index. It should be noted that CPKU
and CNU may be recorded on the user’s credential when
they are gencrated at the terminal. It should also be noted
that UTIN is not secret, and therefore, the location and
contenis of the user’s File No, 1 are not secret. It should
further be noted that the official’s CNO is stored in the
officiai’s secret File No. 2 (FIG. 9) while the user’s CNU is
stored in the user’s non-secret File No. 1 (F1G. 104), even
though both CNG and CNU are used to authenticate the
official and the user, respectively. Thesc two different ways
for storing CNO and CNU (as shown in FIGS. % and 10A)
illustrate two cmbodiments of the present invention.

The user’s PK, PKU (or an arbitrary predetermined num-
ber APN), is applied as the data input to a coder 132, which
receives the official’s CPKO as a key input. Coder 132
produces # joint key, JKU, which it will be appreciated, is
determined by information related to the user and informa-
tion related to the official. Using PKU as an address, the joint
key is wrilten into the user’s “File 2" at block 112", and using
PKO and UTIN as address indices, the joint key JKU is
written into the official’s “File 2” at block 134 (FIG. 10B).
These writes are enabled as a result of the success of the
comparison occurring af hlock 130. Accordingly, the user’s
“File 2” will contain a joint key, and the official’s “File 2”
will contain a joint key for cach user the official enrolls.
Since the user’s file 2 is addressed by PKU (which is secret),
the location and contents of the user’s file 2 are secret. At
coder 132, when Lhe joint key JKU is generated, CPK and
PK can be interchanged as key and data inputs, or as to user
and official inputs. However, the arrangement selected must
then be used consistently.

EIG. 11 illustrates issuance of the credential. This is
shown separate from the user enrollment pracess of FIG. 10.
However, in many instances, it would occur at the same
time. In the preferred embodiment, this process is shown as

occurring al the agency’s computer, although it may be

performed by the official from a terminal where he may
communicate with the computer. It is assumed that the
official has a credential printer or recorder which contains
credential forms on which information is printed or recorded
to produce the actual credential. However, it s also possible
to create the credential by inserting informatioa manually or
on a typewriter, provided the necessary information derived
by the system can be entered. The official enters the usual
information (INFO) normally contained on a parlicular
credential 145. The user’s TIN may also be recorded on the
credential, Alternately, the user’s CPKU and CNU may be
recorded on the credential, after being extracted from the
user’s File No. 1, with UTIN serving as a file index. If
CPKU and CNU are recorded on the credential, they may be
erased from Lhe user’s File No. 1. Alternatively, only CNU
may be recorded on the credential, with CPKU remaining in
Tile No. 1, or vice versa.

‘The issuing process contimues with the official entering
his PIN, which is applied to an irreversible coder 140 to
produce his CPNO, which is applied as a key input o an
uncoder 142. At block 144, the official’s TIN, OTIN is
utifized as an index to access the official’s “File 17, so that
CPKC may be read therefrom and applied as the input to
uncoder 142. Uncoder 142 therefore performs the same
process as uncoder 114 of FIG. 10 to produce PKO. At block
146, PKO and UTIN are utilized as address indices to access
the official’s “File 2” and JKU is read therefrom. The
information INFO on the credential is applied as the data
input to a coder 152 and JKU is applied as the key input,
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whereby coder 152 codes the INF'O to produce a VAN,
which is recorded on the credential. After recording the VAN
on the credential, the joint key, JKU, may be erased [rom the
official’s File 2, where it was stored (or held in escrow or in
trust), until the credential was issued. Alternately, the
authentic JKU may be replaced with a false or Jummy JK
for security purposes. This complefes the issuance of the
credential 145. It should be noted that the joint key JKU
stored in the official’s File No. 2 can only be used in a
transactjon if a party exists with knowledge of the official’s
PIN, since this PIN is required to access the official’s File
No. 2 (at hlock 146). Thus, a person who does not have
knowledge of the official’s PIN (such as an unscrupulous
person trying to issue a fraudulent credential) canuot legiti-
mately issue a credential.

The VAN which is generated from information (INFO)
recorded on the credential, or from information which is
otherwise stored by the system, can include (coded) personal
descriptive details to furtber identify the user (in addition to
the user’s PIN and TIN) in order to limit the use of the
credential to the sole individual to whom it was issued (or
sold). Thus, items such as bank cards, tickels, green cards,
food stamps, ballots, travel checks, FAX nessages, etc., can
be protected and used solely by the individuals to whom they
werc issued. Also, the use of the credential may be enlarged
to include a group, such as a family, by coding such
information into the VAN.

FIG. 12 illustrates the authentication of an issued creden-
tial. This is preferably performed at a terminal provided for
that purpose. The terminal includes a reading device for the
credential 145 and an input device, such as a keypad for the
user. The information could, however, be read from the
credential and keyed in by hand. The terminal communicates
with the remote processor via a preferably secure link.

As part of the credential authentication process, the iden-
tity of the user is authenticated. This requires that the user
enter certain information at the terminal, including a PIN
and user’s TIN, UTIN, which is transmitted to the remote
computer, which returns CPKU and CNU (box 178) via a
secure data link. Alternatively, CPKU and CNU could have
been recorded on the credential {or on some other item in the
possession of the user, such as a card having a magnetic
stripe for storing data) and inputted directly into the termi-
nul. The PIN is apphied to the irreversible coder 170 which
produces CPNU. CPNU is applied as the key input to coder
172 and uncoder 174. Coder 172 receives CPKU as a data
input. It should be noted that coder 172 performs in the same
manner as coder 115, which produced CNU at its output
during the user’s enroliment. The output of coder 172 is
applied as an input to the comparator at block 182, which
also has as an input the CNU extracfed from the user’s File
No. 1 (or inputted from the user’s credential),

Should this comnparison fail, the identity of the user is not
authenticated, and the credential authentication is aborted.
Assuming the comparison is successful, the user is
identificd, and the credential authentication, with access to
the hidden File No. 2, ensucs. The favorable output from
comparator 182 enables uncoder 174. The data input to
uncoder 174 is the user’s CPKU. The key input to uncoder
174 is the user’s CPNU, as already explained. It will be
appreciated that uncoder 174 simply reverses the process of
coder 113 of FIG. 10, therefore producing PKU. PKU is
applied to a mixer 176 which also receives the VAN and
INFO of the credential. The output of mixer 176 is then
transmitted 1o the remote computer over the secure hink.

At the remote computer, UTIN is utilized as an index fo
access the user’s “File 17 at block 178. This permits reading
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of CPKU and CNU from the file, whereby CPKU and CNU
were transmitted back to the user’s terminal. At the remote
compuier, the signal transmitted from mixer 176 is received
in sorter 180, which separates out PKU, VAN and INFO.
The extracted PKU is utilized to address the user’s “File No.
2” at block 184 whereby JKU is read. It will be appreciated
that the user’s File No. 2 has been accessed by an authorized
user without referenee to, or use of, information stored in the
file. The VAN extracted from sorter 180 is applied as a data
input to an uncoder 162, which receives the joint key JKU
extracted [rom the user’s “File 2” at block 184. 1t will bc
appreciated that uncoder 162 tberefore reverses the process
performed by coder 152 of FIG. 11. Assuming the VAN on
the credential is the same one as originally recorded,
uncoder 162 will have produccd the recovered INIFO which
should be the same as the actual INFO recorded on the
credential.

At block 169, the INFO from the credential is compared
to the INFO recovered from uncoder 162. Should the
comparison fail, this is an indication that INFO on the
credential has been modified, and the credential is indicated
as not being authentic. Should the comparison be successful,
this is an indication that INFO is accurate, and the authen-
ticity of the credential is confirmed. Alternatively, the cre-
dential information [rom the credential is coded using the
JKU from the user’s File No. 2 to generate a new VAN,
which is compared with the VAN from the credential to
authenticate the credential.

In order fo enhance the security of this system, it would
be desirable o make unassigned areas of memory indistin-
guishable from those utilized to store mformation for the
“File 1” and “File 2” information. This is accomplished by
pre-storing pseudo-information in unused memory allocated
as hidden memory space. This pseudo-information consti-
tutes random information arranged in the same format as
actual files. This prevents an intruder from searching
memory for structures that look like actual information files
and using the uncovered information to work backwards to
breach security.

FIGS. 13A-13E, when arranged as shown in FIG. 14,
constitute a functional block diagram illustrating further
aspects of the check transaction system of FIGS. 6,7, 8Aand
8B. Specifically, these figures illustrate a three-party check
transaction, with each of the participants and the fidehty of
the information on the check heing authenticated, the check
being automatically cleared, and the funds of the partici-
pants being immediately credited or debited, all of these
processes being performed on-line. The participating parties
in this transaction are the check originator, whose account is
to be debited; the check recipient to whom the check is
drawn; and the check redeemer, who is cashing the check for
the recipient or accepting it in payment for geods or
services, and whose account is to be credited. In addition,
the banks for each of thess participants will also be partici-

pating in the fransaction, and the messages generated by s

these banks will be authenticated. It is assumed that any
individual or bank participating in the system will have
corolled as illustrated in FIG. 6. In addition, it is assumed
that a check used in the system is generated in the manner
illustrated in FIG. 7.

Referring first to FIG. 13A, the recipient of the origina-
tor’s check has presented the check to the redeemer (block
260). The recipient and the redeemer are at a ferminal which
includes appropriate input means 202. Preferably, the input
means includes a check reader and a keypad for cach of
them. However, in the absence of a check reader, it is also
pussible to key I information from the [ace of the check.
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The check is examined to determine if it contains a redemp-
tion VAN from a previous transaction. The presence of a
redemption VAN is an indication that the check was used
previously, and it will not be honored. If a redemption VAN
is not present, then the fransaction can proceed. It is assumed
that the redecmer’s bank identification number (RDBIN),
and TIN are stored in the terminal, otherwise the redecmer
ltevs in his bank’s name and TIN, and the recipient keys in
his TIN, PIN and bank’s name. A bank directory is addressed
at block 203 to produce the recipient hank’s identification
number (RCPBIN). The recipient’s PIN is applied to an
irreversible coder 42, which produces his CPNR. Irrevers-
ible coder 42, coder 44, random number generator 46, and
mixer 48 are the same components illustrated in FIG. 8 A and
cooperale in the same manner to produce RNX, CRNX, in
a mixed form at the output of mixer 48.

The terminal has available to it the redeemer’s bank key
(RDBK), which is applied to the key input of a coder 204,
the data input to which is the terminal 1D (F1D), which is
peneraled by the terminal. Coder 204 then produces a joint
terminal bank key (JTBK), which is apphied as the key input
to a coder 206, the data input to which is the output of mixer
48. The mixer output is therefore coded with a joint key
JTBK which has been generated on the basis of information
related to the redeemer’s bank idenlity and the terminal
identity.

The output of coder 206 and the information from input
means 202, and the recipient’s TIN, RCPTIN, and the
recipient’s bank 1D number, RCPBIN, are then transmitted
to the computer at the redeemer’s bank. At the redeemer’s
bank {(FIG. 13B), all of the received information is placed in
termporary storage (block 208).

The redeemer’s TIN, RDTIN, (originally stored in the
terminal, or keyed in by the redeeiner), is then ufilized as an
index to aceess bis account file, at block 210.

The check control number (CCN) of the present check is
then compared to the CCN’s stored in the redeemer’s file
during previous transactions (block 212), and the transactiou
is terminated if the present CCN matches that of a previously
processed check, If the CCN of the present check is not a
duplicate, processing continues.

RDBIN, and RCPBIN are utilized as indices to access a
bank key table (bleck 213), which produces the redeemer’s
bank key RDBK, and the recipient’s bank key RCBK, which
are applied as the data and key inputs, respectively, to a
coder 214, The coder 214 then produces a joint hank key
JBK, which is derived from information related to the
identity of the redeemer’s bank and the identity of the
recipient’s bark.

The terminal identification (TID} is input to a coder 216,
which has as a key input RDBK. In the same manner as
coder 204, coder 216 therefore produces JTBE, which is
applied as a key input to an uncoder 218. The data input to
uncoder 218 is the information in temporary storage 208
which was originally received from coder 206. Coder 218
therefore reverses the process performed by coder 206,
yielding the output of mixer 48, which is applied as a data
input to a coder 220. ‘Ihe key input to coder 220 is JBK, so
that the output of mixer 48 is now coded with the joint bank
key JBK. The output of coder 220} is then fransmitted in a
message to the recipient’s bank, along with RCPTIN,
RDBIN, and RCPBIN.

At the recipient’s bank, the received information is saved
in temporary storage 230, RCPBIN and RDBIN are then
applied to a bank key table (block 232), to yield RCBK and
RDBEK, which are applied as the key and data inputs,
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respectively, to a coder 234. In the same manner as coder
214, coder 234 therefore yields the joint bank key JBK,
which is applied as a key input to uncoder 236. The data
input to this uncoder 236 is the coded combination of RNX
and CRNX produced by coder 220. Uncoder 236 therefore
reverses the process of coder 220, yielding the mixture of
RNX and CRNX as an output. This mixiure is applied as an
input to a sorter 238, to recover RNX and CRNX.

The recipient’s TIN, RCPTIN, is utilized as an index to
access the recipient’s file at block 240 and read therefrom
the random number, RNR, and his ROC, which are applied
as the key and data inpuls, respectively, to an uncoder 242.
In the same manner as uncoder 70 of FIG. 8A, uncoder 242
therefore derives the true CPNR, which is applied as a key

input to a coder 244, which receives RNX as a data input. !

The data output of coder 244 is therefore the true CRNX.

At block 246, this true CRNX is compared to the CRNX
derived from sorter 238. If this comparison is faverable, the
recipient’s identity is confirmed, and processing may pro-
ceed. Otherwise, processing is terminated, with the origina-
tor’s check being dishonored, because the recipient has not
been properly authenticated. The recipient’s bank then trans-
mits 2 message to the redeemer’s bank, informing it whether
or not the recipient has been authenticated. If the recipient
has not been authenticated, the redeemer’s ferminal is
notified, and processing will terminate.

Assuming that the recipient has been anthenticated, the
recipient’s bank message includes various information
which is temporarily stored by the redeemer’s bank (block
250 of FIG. 13C). At block 252, the originaior’s bank
identification number ORBIN, which was read from the
check, and the redeemer’s bank identification numher
RDBIN are applied as indices to a bank key table to recover
bank keys for these banks, OBK and RDBK, respectively.
These keys are applied to a coder 254 to produce a joint bank
key JBK', which is therefore dependent upon information
related to the originator’s bank and the information related
to the redeemer’s bank. JBK' is applicd to the key input of
a coder 256, which receives the original VAN, OVAN, (from
the check) as a data input. The output of coder 256 is a
redeemer’s bank RDBVAN, which is transmitted to the
originator’s bank, atong with various transaction informa-
(ion and the information (rom the check. RDBVAN serves to
authenticate the communication between the banks.

Al the originafor’s bank, the received information is
temporarily stored at block 258. ORBIN and RDBIN are
then utilized to reference a bank key table at block 260,
whereby OBK and RDBK are extracted in the same manner
as in block 252. The joint key JBK' is then generated by
means of a coder 262 in the same manner as coder 254, JBK
is then applied as the key input to an uncoder 264, which
receives RDBVAN as a data input. This uncoder 264 there-
fore reverses the process performed by coder 256 and
produces an extracted OVAN, which is applied to a com-
parator 266 (as shown in FIG, 13D).

The originator’s personal account number ORGPAN
which originally appeared on the check is utilized as an
index to access the originator’s account file at block 268 of
FIG, 13C. This provides access o various information about
the originator’s account including the balance and a list of
prior check control nunbers (CCN’s), and in addition,
provides access to his revisable owner code ROCO and
random numher RNO, which. are applied as the data and key
inputs to an uncoder, to produce the originator’s coded pin
CPNO. CPNO is then applied as the key input to a coder 272
(FIG. 13D) which receives the recipient’s TIN, RCPTIN, as
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a data input. The output of coder 272 is the joint key JK,
which is applied as the key inpu!l to a coder 274, which
receives the check information as a data input. It will be
appreciatcd that coders 272 and 274 regencerate the original
VAN, OVAN, from the check in the same manner as coders
28 and 30 of FIG. 7. This regeneraled VAN is then compared
to the exiracted VAN at block 266. If this comparison fails,
it is an indication that the check information may have been
tampered with and the originator’s bank informs the redeem-
er’s bank that the check will be dishonored. On the other
hand, if the comparison succeeds, the process continues.

The originator’s bank then performs a series of
compulalions, including determining whether the CCN of
the check is proper (i.c., has not been used beforc) and
whether the originator has a sufficient balance in his account
(or credit) to cover the check, and whether (he date of the
check is acceptable. In the case of any defects, the check will
be dishonored and the process will terminate. Assuming that
cverything is i order, modification of the originator’s
account is approved, and a record of the check created at
block 271, with the new information being added to tem-
porary storage at block 273. Coders 275 and 276 are then
utilized to encode the original VAN, OVAN, into an origi-
nator’s bank VAN OBVAN. Various mformation about the
trapsaction, and authorization to credit the redeemer’s
account are then transmitted is a message to the redeemer’s
bank.

At the redeemer’s bank, all of the received information is
stored in temporary slorage at block 278. At block 280,
coder 282 and uncoder 284, steps are performed fo extract
OWVAN from OBVAN in 2 manner which is similar to that
which was done m block 260, coder 262 and uncoder 264.
This extracted OVAN is then applicd to a comparator 286 of
FIG. 13E, which receives as an additional input the stored
OVAN from the check presented by the recipient. If this
comparison fails, the process has not been authenticated, and
the originator’s bank will be notified. On the other hand, if
the comparison succeeds, this is an indication that full
authentication of the entire process and all parties has
occurred and that the message received from the originator’s
bank is authentic.

Processing then continues by accessing the redeemer’s
account at block 288, computing a new balance at block 290
and updafing the redeemer’s account. The redeemer’s hank
then transmits a message back to the originator’s bank,
informing it that the redeemer’s account has been credited.
This information is saved at the originator's bank in tem-
porary storage at block 291. The originator’s bank then
accesses lhe originator’s account file using his personal
account number ORGPAN as an index, and updates his
account with the information that was placed in temporary
storage at block 273 (FIG. 13D).

The redeemer’s bank also communicates with tbe termi-
nal at which the check was presented (block 294 of FIG.
13D), and informs it that the transaction has been satisfac-
torily completed and that the recipient may receive payment
in the form of cash, goods or services (block 296). The
terminal prints the redemption VAN (RDBVAN) on the
check.

Although various embodiments of the present invention
have been described herein as useful for particular types of
transactions, those skilled in the art will appreciate that they
aclually have universal utility. For example, the last embodi-
ment {depicted in FIGS. 13A--13E) was described as usefai
in a check transaction system, but it will be appreciated that
it would also he useful in a bill payment system as well as
a paperless/cashless system (as further described below).
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FIGS. 15A, 15D and 15C are functional hlock diagrams of
a credential issuing and authentication system according to
an alternate embodiment of tbe present invention, wherein
the alternate embodiment includes many of the features of
the embadiments depicted n FIGS. 6-8 and FIGS. 9-12. For
example, the alternate embodiment of FIGS. 15A-15C
include steps [or enrolling an official, enrolling a user,
issning a credential, and authenticating the credential. FIG.
15A illustrates user enrollment, FIG. 15B illustrates issuance
of a credential, and FIG. 15C illustrates the authentication of
an issued credential. In the alternate emhodiment of FIGS.
15A~15C, enrollment of the official is the same as shown in
FIG. 9 and, therefore, shall not be discussed further.

Referring to FIG. 15A, a user is cnrelled by a previcusly
enrolled official who verifies tbe user’s identity, based on
acceptable documentation. Before the user can be enrolled,
the official’s identity and authority must be authenticated.
The official operates a terminal, where he enters his PIN and
his TIN, OTIN, and the name code uscd during his
cnrollment, which was stored in his File No. 1. OTIN is
transmitted to the remote computer, wbere it is used as an
index or address to access the official’s File No. 1 and
retrieve CPKO (block 1546). CPKO is returned to the
terminal.

The official’s PIN is applied fo irreversible coder 1530,
which produces CPNO. CPNO is applied as the key input to
an uncoder 1532, which receives CPKO as a data input from
the remote computer, and which uncodes CPKO to generate
PKO. CPKO is also applied as a key input io a coder 1534,
which receives PKO as an input. The coder 1534 codes PKO
using CPKO as the key input to generate a coded number for
the official (CNO), which represents coded authentication
information. Another coder 1538 codes the official’s name
code using CNQ as a key input to generate a coded name
code. A mixer 1536 mixes the coded naine code, PKQO, and
CNO and transmils the mixed signal to the sorter 1544 at the
remote computer over preferably a secure link.

At the remote computer, the signal transmitted from mixer
1536 is received by the sorter 1540, which separates out
PKO, CNO, and the coded name code. PKO is applied as an
index (or address) to access the official’s File No. 2 and to
thereby retrieve CNO, which was previously stored in the
official’s File No. 2 during the enrollment of the official (see
FIG. 9). The CNO transmitted from the terminal and the
CNO refricved from File No. 2 arc then compared in a
comparator 1542 If the comparison fails, the identify of the
official is not authenticated and the enrollment of the user is
aborted. Assuming that the comparison is successful, the
comparator 1542 is enabled and scnds a signal to an uncoder
1544. The uncoder 1544 then uncodes the coded name code
using the CNO retrieved from the official’s File No. 2 to
regenerate the name code. The name code is also accessed
from File No. 1 and then compared at 1550. If the compari-
son fails, the identify of the official is not authenticated and
the enrollment of the user is aborted. Assuming that the

comparison is successful, the comparator 1550 sends an s

authentication signal (*okay to enroll user”) and user enroll-
ment begins. kt should be noted that the “okay to enroll user”
signal is applied as a write enabled to the official’s File No.
2 at 1552 to save a joint key JKU therein (described below).

Al the remote computer, number generator 1516 generates
a unigue random number (as discussed above), which is
assigned to the user as a secret predetermined address or key,
PKU. PKU is transmitted over a secured link to the enroll-
ment terminal, where it is applied to the data inpui of a coder
1504.

The user operates a terminal and selects a PIN which he
enters along with his TIN, UTIN. The user’s PIN is applied
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fo irreversible coder 1502 which produces the user’s coded
PIN, CPNU. CPNU is applied as a key input to coder 1504.
The output of the coder 1504 is the user’s coded predeter-
mined address or key, CPKU., CPKU may be stored in a user
record (at block 1510). A mixer 1506 mixes CPNU and
CPKU and transmits the mixed signal to the remote CPU.

Al the remote computer, sorter 1512 scparates the
received signal into iis component parts CPKU and CPN. At
the remote computer, a random number RN is generated (as
discussed above) and applicd as a key input to coder 1518.
The coder 1518 also receives CPN as an input and thereby
generates a revisable owner code (ROC). ROC is stored in
the user’s File No. 1 (at block 1520), wherein the user’s File
No. 1 is accessed (or addressed) using UTIN. CPKU is also
stored in the user’s File No. 1 (at block 1520).

PKU is applied as an index or address to the user’s File
No. 2 in order to store RN (at block 1522). PKU is secret in
the system and, therefore, the location and contents of the
user’s File No. 2 (including RN} is secret. Additional
information may be coded in a coder 1524 using CPKU as
a key input to generate coded information which is also
stored in the user’s File No. 2. The information which is
coded using CPKU in the coder 1524 mnay include the secret
information RN.

PKU is applied as an input to coder 1528, which also
receives CPKO as a key input. The coder 1528 generates a
user joint key (JKU) which is stored in the user’s File No.
2. JKU is also stored in the official’s File No. 2 (at block
1552).

It should be noted that the storage and handling of RN and
ROC in the embodiment shown in FIG. 15Ais different from
the storage and handling of RN and ROC shown in FIG. 6.
In FIG. 6, the file in which RN and ROC are stored is
generally non-secret because it is indexed (or addressed) by
generally non-secret user information (such as the user’s
TIN). However, in the embodiment shown in FIG. 13A, the
non-secret ROC is stored in the user’s File No. 1, which is
non-secret, and the secret RN is stored in the user’s File No,
2, which is secret (since it is accessed or addressed using the
secret PKU). Therefore, the embodiment of 15A includes an
additional level of security and protectiou over the embodi-
ment shown in FIG. 6.

FIG. 15B iliustrates issuance of a credential according to
the alternate embodiment of the present invention. The
issuance of credential in the alternate emhodiment is essen-
tially the samne as the issuance of credentials in the previous
embodiment shown in FIG. 11. Note, however, that it 1s
possible to record the ROC retrieved from the user File No.
1 on the credential 1564 since the ROC is public (although
the ROC could also have been recorded on the credential in
the previous embodiment).

FIG. 15C illusirates the authentication of an issued cre-
dential, This is preferably performed at a terminal provided
for that purpose. The terminal includes a reading device for
the credential 1564 and an input device, such as a keypad,
for the user. The information from the credential 1564 could,
however, be keyed in by hand. The ierminal communicates
with the remote processor via a preferably secured link. As
part of the credential authentication process, the identity of
the user is authenticated. Specifically, the user enters his PIN
which is applied as an mput to irreversible coder 1570,
which generates a coded PIN (CPNU). The user also enters
his TIN (UTIN), which is used to access the user File No. 1
(at block 1588) and retrieve CPKU, which is transmitted
from the remote CPU (o the terminal. CPKU is applied as an
input to coder 1574, which also receives CPNU as 2 key
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input. The coder 1574 generates a coded number CNU,
which represents coded authentication information. CPKU
is also applied as an input to uncoder 1572, which also
receives CPNU as a key input. The uncoder 1572 uncodes
CPKU to regencrate PKU. Both CNU and PKU are mixed
by mixer 1576 and sent to the sorter 1578 at the remote CPU.

At the remote CPU, the sorter 1578 separates the signal
into its component parts PKU and CNU. PKU is applied as
an index ito the user’s File No. 2 in order to retrieve the
secret information RN. UTIN is applied as an index to the
user’s File No. 1 to retrieve the non-secret revisable owner
code (ROC). ROC is applied as an input to uncoder 1584,
and the secret information RN is apphied as a key input to
uncoder 1584. ‘The uncoder 1584 thereby uncodes ROC
using RN in order to regenerate CPNU as RCPN, which is
applied as a key input at ceder 1582. CPKU, which is read
from the credential 1564, is applied as an input to coder
1582, The coder 1582 codes CPKU using RCPN as a key
input in order to generate a coded mumber CNU. The
generated coded number CNU is compared at the compara-
tor 1580 to the coded number CNU received from the
terminal. If the comparison fails, authentication of the user
aborts. However, if the comparison is successful, the user is
authenticated and the process continues by authenticating
the credential 1564.

The credential 1564 is authenticated by reading the offi-
cial’s ID number OTIN from the credential and using OTIN
as an index in order to access the official’s File No. 1 and
read CPKO (block 1599). CPKO is applied as an input to
coder 1598 which also receives PKU as a key input. The
coder 1598 codes CPKO using PKU in order to regenerate
the user joint key JKU. JKU is also read from the user’s File
No. 2 using PKU as an index and then apphed to a
cowparator 1596. The comparaior 1596 compares the JTKU

which was retrieved from the user’s File No. 2 and the JKU

which was generated by the coder 1598. If the comparison
fails, then anthentication of the credential aborts. However,
if the comparison is successful, the comparator 1596 is
enabled and sends an okay signal to a comparator 1594,

The JKU retrieved from the user’s File No. 2 at 1586 is
applied to an uncoder 1592, which also receives as an input
the VAN which was read from the credential 1564. The
uncoder 1592 uncodes the VAN in order to regenerate INFO.
The regenerated INFO is applied as an input to the com-
parator 1594, which also receives the INFO read from the
credential 1564. The comparator 1594 compares the regen-
erated INFO and the INFO from the credential and if the
comparison is successful, the credential is authenticated.
Otherwise, the credential is not authenticated.

As noted above, in FIG, 15C, the transmission link
between the mixer 1576 and the sorter 1578 is preferably
secured since using an unsecured hink would present a
potential security problem. For example, the signal from the
mixer 1576 could be recorded and then transmitted to the
sorter 1578 at a later date in order to attempt to fraudulently
authenticale a user and a credential. In accerdance with an
alternate embodiment of the present invention, an anti-
duplication variable authentication number (ADVAN) is
generaled al the terminal by coding at least a transmission
date and a time with the CPNU. The ADVAN is then mixed
with the CNU and the KU at the mixer 1576 and sent to the
sorter 1578 at the remote CPU over an unsecured tink. At the
remote CPU, the received ADVAN is uncoded using the
derived RCPN to regenerate the transmission date and the
time. The regenerated transmission date and time are then
compared fo a reception date and time (that s, the date and
time at which the signal was received ai the sorter 1578) and
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if the comparison is successful, the information transmitted
over the transmission medium between the mixer 1576 and
the sorter 1578 is authenticated. In this manner, the user and
credential are turther authenticated.

Alternatively, a semi-random number (not shown) is
generaled at the ferminal using a counter or other random
number generator (not shown). The semi-random number is
coded using the CPNU to generate a coded semi-random
number. Tbe coded semi-random number is then transmitted
along with CNU and PKU to thc reinote CPU over an
unsecured medium. At the remote CPU, the coded semi-
random number is uncoded using RCPN o regenerate the
semi-random number. A second semi-random number is
then generated at the remote CPU wsing another counter or
random number generator {not shown) which is generally
synchronized with the counter (not shown) at the ierminai.
The communication medium between the mixer 1576 and
the sorter 1578 is then authenticated by comparing al the
remote CPU the regenerated semi-random number to the
second semi-random number which was generated at the
remote CPU. If the comparisen is successful, then the
information transmitted over the communication medium
between the mixer 1576 and the sorter 1578 is authenticated.
In this maoner, the user and credential are further authenti-
cated.

As described above, the predetermined secret address
PKU is coded to generate the coded secret address CPKU.
According to an alternate embodiment, PKU comprises one
or more components which are combinable to form the
predetermined secret address PKU. In this alternative
embodiment, only one of the components of the PKU is
transmitted from the remote CPU to the terminal. The coder
1504 (FIG. 15A) codes this one component of the PKU to
generate CPKU, Therefore, in this alternate embodiment,
CPKU represents a coded portion of the PKU. Then, fo
access the user’s File No. 2, the CPKU is uncoded as
described above to regenerate the portion of the PKU. This
PKU portion is comhined with the other portions of the PKU
to regenerate the PKU, which is then used to access the
user’s File No. 2. The other portions of the PKU may be
stored throughout the system, such as in the operating
system, in the executive program, in files, etc.

FIG. 16 is a functional block diagram of a system for
authenticating the identity of a party and for authorizing
access 1o a parly’s hidden (or secret) file according to an
alternate embodiment of the present invention. The party’s
hidden file (such as hidden memory file 1622) may contain
coded or uncoded secret information. In the embodiment of
FIG. 16, the party is in possession of a portable storage
media, such as a card 1602 having a magnetic stripe for
recording information thereon. The card 1602 is issued by an
agency, or a bank, during enrollment of the party. Informa-
tion recorded on the card 1602 includes the parly’s revisable
owner code (ROC), a coded address (CPK) of the hidden file
1622, an apency identification number (AID or Agency 1D),
and a transaction sequence number (TSN). The party’s ROC
is generaled as described above (sce FIG. 6). The coded
address CPK of the hidden memory file 1622 may either
represent the entire address of the hidden memory file 1622
or only a portion of the address of the hidden memory file
1622, as described above.

The party to be authenticated enters a personal identifi-
cation number (PIN) at a terminal. The PIN is input to an
irreversible coder 1606 1o produce a coded personal identi-
fication number (CPN). The information recorded on the
party’s card 1602 is rcad from the card 1602 using an
appropriate reader (not shown). The CPK read [rom the card
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1602 is applied as an input 1o an uncoder 1612, which also
receives the CPN as a key input. The uncoder 1612 uacodes
CPK using CPN as a key input to gencrate PK, which
represents either the total address of the hidden memory file
1622 or a portion of the address of the hidden memory file
1622 (as noted above}.

The transaction sequence number (TSN) read from the
card 1602 is input to a mixer 1608 and then o a coder 1610.
The coder 1610 also receives the CPN as a key input. ‘The
coder 1610 codes the TSN using the CPN as a key input to
generate an anti-duplication VAN (ADVAN). The ADVAN,
PK, ROC, and AID are input to a mixer 1614 and the
resulting mixed signal is senf to the remote CPU over a
preferably unsecured communication link.

The user’s hidden memory filc 1622 is part of a memory
which is used to store such files at the remote CPU. The
sorter 1616 separates the received mixed signal into its
component parls ROC, PK, AID, and ADVAN. Wherce the
PK generated by the uncoder 1612 is only a portion of the
address fo the hidden memory file 1622, the AID is used as
an index to a memory table 1618 to retrieve other address
components for the hidden memory file 1622. Thus, the
address components in the memory table 1618 applicable in
any given fransaction depends on the particular AID. The PK
is combined with the other address components at a com-
biner 1620 to thereby form the composite address of the
hidden memory file 1622. The AID could also identily a
predetermined procedure for combining the applicable
address components. The composite address is used to
access the hidden memory Kle 1622 to retrieve a secret
random number RN (which is penerated according to the
method described above with respect to FIG. 6). RN is input
as a key to a coder 1624. The coder 1624 also receives the
ROC from the sorter 1616 and thereby generates CPN.

A transaction sequence number {(TSN) is also retrieved .

from the hidden memory file 1622 and is input to a coder
1632, The coder 1632 also receives CPN as a key input and
thereby pgenerates an ADVAN. The ADVAN generated by
the coder 1632 is compared with the ADVAN output from
the sorter 1616 at a comparator 1630. If a favorable com-
parison is obtained, then coder 1628 is enabled. If the
comparison is not favorable, then the user is not authenti-
cated and does not gain access to the memory file 1622.

Coder 1628 receives PX as an input and CPN as a key and
thereby generates CPK. The CPK generated by the coder
1628 is received by an uncoder 1626 as a key input. The
uncoder 1626 also reccives as input eoded information
which is retrieved from the hidden memory file 1622. The
uncoder 1626 uncodes the coded information from the
hidden memory file 1622 using the CPX as a key input to
thereby produce clear information. The clear information is
then provided to the authenticated user.

As a result of the favorable comparison of the ADVANs
at the comparator 1630, a new (or revised) transaction
sequence number (TSN) is generated and stored in the
hidden memory file 1622. Also, a coder 1634 is enabled. The
coder 1634 receives the CPN as an input and also receives
arevised RN as a key input. The output of coder 1634 is a
new ROC, which is combined with the new TSN in mixer
1635. The mixer 1633 output is sent back to the terminal
wherc the sorter 1604 separates the new TSN and ROC,
which are then recorded on the user’s card (in order to
prepare for the next transaction by the user). Note also that
anew CPK may be generated as well by revising a memory
address component, such as the address displacement. Tn this
event, the new CPK would also be returned 1o the terminal
to be recorded on the user’s card.
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Tt should be noted that an unsccured commumication link
between the mixer 1614 and the sorter 1616 is utilized if the
hidden memory file 1622 is remote from the location where
the party’s PIN is entered (that is, the terminal). It should
also be noted that the transaction sequence number (TSN),
in conjunction with the ADVAN, serves to protect the
authenticity of the transaction and the user’s card against
fraudulent duplication of the transaction information (that is,
by recording the ouiput of the mixer 1614 and retransmitting
it later to the sorter 1616).

Anumber of additional apphications for the present inven-
tion will now be described,

The invention could be utilized in a pay telephone systcm
in which calls could be made without the use of money. The
call originator uses a felephone in the usual way {o enter the
telephone number of the party to be called (i.c., to the call
recipient). The call originator also enters his own telephone
number and PIN, The system then authenticates the identity
of the originator as described above (by using, for example,
the embodiment depicted in FIGS. 6-8 or in FIGS. 9-12}. In
the first embodiment {ic., FIGS. 6, 7, 8A and 8B}, the
originator’s PIN is coded, and used to derive an arbitrary
number, which is subsequently compared to another such
number which is generated from a reconstituted version of
the coded PIN. The reconstituted coded PIN is formed from
an RN and ROC which are accessed [rem the originator’s
account file, witb the originator’s telephone number serving
as a file index. If the comparison is unfavorable, the call is
aborted; otherwise, call processing continues.

In the second embodiment, the originator’s telephone
mumber is used as an index to file no. 1 to access an
originator’s CPKO and true CNO. The originator’s coded
PIN, CPNQ, is then combined with the criginatar’s CPKO
to generate a CNO (as in FIG. 12). The originator’s identify
is then authenticated by comparing the true CNO with the
derived CNQ. If the comparison is unfavorable, the call is
aborted; olherwise, processing continues. The originator can
use a machine readable card, or the Iike which has CPKO
and CNQ previously recorded thereon, In this event, access
to file no. 1 is uunecessary.

In either ¢cmbodiment, if the identity comparison is
favorable, then the originator’s credit balance is exiracted
from the originator’s file to determine whether the call
should be allowed. If the credit balance is favorable, then the
telephone conneetion is extended to the call recipient, and
the recipient’s telephone is rung.

At the end of the call, the originator’s credit balance is
diminished by the cost of the call, and the new balance is
computed and rewritten to the originator’s file. The origi-
nator may Lhen be advised of the cost of the call. When the
recipient’s telephone rings and the call is answered, the
system can require that the identity of the person answering
the phone be authenticated, as in a person to person call. In
this event, the recipient is asked to enter a PIN, and the
recipient’s identity is authenticated using either of the two
embodiments mentioned above.

Alternatively, a first joint code could be generated when
the call is initiated, ¢.g., from the originator’s CPN, and the
recipient’s reconstituted CPN. When the call is answered,
the recipient enters his PIN, which is converted to a CPN and
combined with the originator’s reconstituted CPN to form a
second joint code. A comparison then ensues between the
first and second joint codes.

Another application of the invention is a system which
uses 4 bill as the means of {or vehicle for) payment. The bill
contains the usual payment infonmation, and a VAN is also

114 -

MasterCard, Exh. 1021, p. 114



Case 2:09-cv-00310-DF Document 390-3 Filed 10/06/10 Page 30 of 32

5,974,148

23

recorded on the bill when the bill is generated. ‘The VAN is
derived from the payment information (INFO) and identi-
fication information associated with the originator of the bill
(e.g., similar to the baok identification line of information
which appears at the bottom of an originator’s check) or the
originator’s TIN and BIN. The hill may also contain the
recipient’s TIN and BIN. Preferably, the above information
is coded in a standard format, at a fixed location on the bill
itself. The bill is then used in an appropriate document
reader to providc the transaction payment information to the
system. The party paying the bill (j.c,, the payor) enters his
PIN and the payor is then authenticated using the PIN. Also,
the VAN is authenticated {using ome of the methods
described above). If the payor and the VAN arc authentic,

the bill is paid. A redemption VAN is generated (using |

information associated with the payee party) and printed on
the bill, when it has been paid.

Alicrnatively, the payor could simply key in tbe informa-
tion from the face of the bill. When the transaction is
completed, a redemption VAN is displayed to the payor,
which he rccords on the bill (or the VAN could be auto-
matically recorded on the bill).

In accordance with a further application of the embodi-
ments of this invention, a medical prescription form which
has been originated and issued by a doctor to a patient (a
recipient), can be authenticated to permit dispensing of the
designated medicine, or drug, in a processing jurisdiction,
along with automated payment. Automated payment may
include a third party such as an insurance provider. This
system is particularly useful for a patient who is in desperate
need of medicine, and is in a remote or strange enviromnent,
where the prescription cannot be easily authenticated, or an
available pharmacy cannot be found.

The preseription form contains identification information
associated with the doctor and the paticnt, and the usual
information which appears on a prescription, such as the
type of medicine, strength, gnantity, application, date, refills,
generic, and a control number. The prescription form also
contains a VAN, which is the resull of coding the medical
and identification information. Preferably, the information
and the VAN are recorded on the prescription form so that
it is readable by an individual, and it also ncludes coded
symbols or characters representing the same information in
machine readable form.

When the prescription form is utilized by the recipient to
obtain the medicine from a processing enlity (such as a drug
store), the information on the form is read automatically by
a terminal of the system, or it is entered via a keyboard. The
recipient alsc enters his PIN, and the system authenticates
the prescription form, the doctor, and the recipient in accor-
dance with the embodiments described previously. An indi-
cation of the cost of the prescribed medicine, and the method
of payment is provided to the recipient. The recipicnt may
elect to pay by using one of the methods described hercin.

Note that the processing entity may also include a cen-
tralized clearinghouse in communication with dispensing
outlets (i.e., drug stores) for authenticating prescriptions. An
RVAN may be generated from the VAN and information
associated with the processing entity, and then associated
with the transaction, to thereby document the processing
entity’s involvement in the transaction.

If a patient attempts to use 4 prescription in a state wherc
the originating physician is not licensed, such as out of state,
the original prescription may not be usable. In this situation,
a directory system of predetermined licensed “cotrespon-
dent” physicians may be esiublished, and a correspondent
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physician can automatically authorize the prescription of an
originating pbysician (on-line), after the original prescrip-
tion is authenticated.

The invention also finds utility in a paperless/cashless
transaction system, in which “funds transfer” transactions,
such as purchases, occur without the use of money, or
checks. In this system, the payment originator uses a pay-
ment recipient’s terminal which stores information to iden-
tify the precise location of the recipient’s account.
Alternatively, an originator PIN, information identifying an
originator account and a recipient account, and funds trans-
fer information (INFO) which includes a payment amount
are entered directly into a terminal of this system by the
payment originater. The system initially generates a VAN,
(OVAN), by using the payment information (INFO) in
conjunction with the identification information associated
with the payment originator and payment recipient. The
payment originator is authenticated nsing the originator PIN
using a method described above. The system then approves
or disappsroves the payment based vpen an authentication of
the VAN, and the “joint” identification information associ-
ated with the participants, and the availabifity of funds, or
credit. Such transactions are carried on entirely
electronically, the participant’s bank accounts are credited
and debited automatically, allowing commercial transac-
tions to he completed “instantancously”. An RVAN may be
generated using the INFO and printed on a receipt which is
dispensed to the originator.

Although preferred embodiments of the invention have
been disclosed for illustrative purposes, those skilled in the
art will appreciate that many additions, modilicalions, and
substitutions are possible without departing from the scope
or spirit of the invention as defined in the accompanying
claims.

‘What is claimed is:

1. A method of transferring funds from a first party to a
second parly, the method comprising:

creating a variable anthentication number (VAN) on a

computer using firs! informaticn and a secret key of the
first party, the first information including an amount
and information for identifying the first party or the
second party, the VAN attesting to the authenticity of
the first party and the first information;

creating an insirument by the first party for transferring

funds to the second party, the instrument including the
first information and tbe variable authentication num-
her (VAN) and atfaching the VAN to the instrument.

2. The method of claim 1 wherein a credential, including
a second VAN and a non-secret key of the first party, was
previously issued to the first party by an entity authorized to
issue a credential, the credential and the second VAN being
used by the second party, or a third party, to attest to the
nen-secret key belonging to the first party, the non-secret
key from the credential being disseminated to the second
party, or the third party, by joining the credential to the
instrument.

3. The method of claim 2 wherein a non-secret key of the
credential issuing entity is appended to the credential and s
disseminated to the second party, or the third party, the
second or third party using the non-sceret key of the cre-
dential issuing entity, and the second VAN to delermine
whether the non-secrel key of the first party belongs {o the
first party.

4. The method of claim 1 wherein the secret key is
obtained by the first party using a PIN, or using descriptive
details, of the first party.

5. The method of claim 1 wherein the VAN is created hy
the first party using an error detection code (EDCT), and the
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first information is subsequently authenticated by the second
party, or by a third party, the method further comprising:
creating the EDC1 by coding the first information;
creating the VAN hy coding the EDC1 using the Hrst
party’s secret key; the second party, or the third party,
subsequently obtaining the insirument and the VAN,
and extracting the VAN and first information;

coding the first information to create an error detection

code (EDC2);

uncoding the VAN to recover EDC1 using a non-secret

key of the first party;

comparing the EDC1 with the EDC2; and

the second party, or the third party, authenticating the first

information if EDC1 and EDC2 correspond.

6. The method of claim 1 wherein the form of the
instrument is selected from the group comprising paper,
plastic and electronic.

7. The method of claim 1 wherein the first information
includes information selected from the group comprising the
first party’s name, the first party’s account number, the first
party’s bank name, the first party’s bank identification
number, the first party’s routing transit number, the first
partly’s error detection code EDCI, the first party’s variable
authentication number (VAN),

the second party’s name, the second party’s non-secret

key,

an amount, a date, a check control number, a check serial

number, a paynient instruction and a memo.

8. The method of claim 1 wherein the first information
includes a redemption VAN (RVAN) or check control nnm-
ber (CCN), the method further comprising:

using the RVAN or CCN to intercept or reject duplicate

instruments by maintaining a list of previously
redeemed RVANS or CCINs, and first party names in a
storage means Jocated where the funds transfer is
processed.

9. The method of claim 1 wherein at least ene of the first
party or the second party is pre-enrolled and pre-
authenticated during enrollment, at least a portion of the
enrollment information, including the first party’s or the
second party’s non-secret key being stored in escrow, or in
trust, during enrollment by the credental issuing entity,
wherein the credential issuing entity is selected from the
group comprising an official, an agency, a bank, and a
pre-authorized party.

10. The method of claim 1 wherein the first party and the
second party are the same party.

11. The method of claim 1 wherein the availability and
sufficiency of the arnount of funds in the first party’s account
is verified by the first party’s bank prior o or alter the
instrument is issued.

12. The method of claim 1 wherein the first party’s
accounts payable file and the second party’s accounts receiv-
able file are updated as a result of transferring the funds.

13. The method of claim 1 wherein a redemption VAN
(RVAN}) is attached to the instrument, the RVAN being
created by the second party or an authorizing party, the
RVAN indicating that the first information has been authen-
ticated by the secend party or by the authorizing party.

14. The method of claim 1 wherein the first information
is subsequently authenticated by the second party, or by a
third party, the method further comprising:

the second or third party subsequently obtaining the

instrument and the VAN and extracting the first infor-
mation and the VAN,
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uncoding ithe VAN to recover the first information using
a non-secret key of the first party,

comparing the recovered first information with the

extracted first information, and

authenticating the first information if the result of the

comparison is favorable.

15. The method of claim 1 wherein the instrument is
selected from the group comprising a personal check, a
paycheck, a travel check, a third party check, a bond, a stock
cerlificate, [oud stamps, wager receipts, and a bank card.

16. A method for using a payment instrument to make a
payment, the payment instrument heing originated by a
payor and made payable to a paycc, the method comprising:

creating a variable authentication number (VAN) on a

computer using paymenl information and a secret key
of the payor, the payment information including an
amount and information for identifying the payee, the
VAN being usable for attesting to the authenticity of the
payor and the payment information; and

the payor using the payment information and the VAN {o

create the payment instrument, the payment instrument
being used to make the payment.

17. The method of claim 16 wherein a credential includ-
ing a VAN was previously issued to the payer by a credential
issuing entity, a non-secret key being included in the
credential, the credential and VAN being used by the payee
or the payer’s barik, to attest to the non-sccret key belonging
to the payer, the non-secret key of the payer being dissemi-
nated fo the payee or the payer’s bank, by joining the
credential to the instrument.

18. The method of claim 17 wherein a non-secret key of
the credential issuing entity is appended to the credental and
is disseminated to the payee or the payer's bank, the
non-secret key of the credential issuing entity and the VAN
of the credential being used to attest to the payer’s non-
secret key belonging to the payer.

19. The method of claim 16 wherein the VAN is created
by the payer using an errer detection code (EDCH), the
payment information being subsequently authenticated by
the payee or the payer’s bank, the method further compris-
ing:

creating the EDC1 by coding the payment information,

creating the VAN by coding the EDC1 using tbe secret

key of the payer,

the payee or the payer’s bank subsequently obtaining the

instrunent and extracting the VAN and payment
information,

coding the payment information to create an crror detec-

tion code (EDC2),

uncoding the VAN to recover EDCI using a non-secret

key of the payer,

comparing the EDC1 with the EDC2, and,

the payee or the payer’s bank authenticating the first

information if the EDC1 and the EDC2 correspond.

20. The method of claim 16 wherein the form of the
instrument is selected from the group comprising paper,
plastic and electronic.

21. The method of claim 16 wherein the instrument is
selected from the group comprising a personal check, a
paycheck, a travel check, a third party check, a bond, a stock
certificate, food stamps, wager receipts, and a bank card.

22. The method of claim 16 wherein the instrument
information is selected from the group comprising the
payer’s name, the payer’s account number, the payer’s bank
name, the payer’s bank identification number, the payer’s
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routing transit number, the payer’s error detection code
EDC1, the payer’s varjable authentication mimber (VAN),
the payee’s naine, the payee’s non-secret key,

an amount, a date, a check control number, a check serial
number, a payment instruction, and a memo.

23. The method of claim 16 whercin the instrument
information includes a redemption VAN (RVAN) or a check
contrel number (CCN), the methad further comprising

using the RVAN or CCN to intercept or reject duplicate
instruments by maintaining a list of previously
redeemed RVANs or CCNs, and names of payers in a
storage means located where the payment is processed.

24, The method of ¢laim 16 wherein at least one of the
payer or the payee is pre-enrolled and pre-authenticated
during enrollment, the enrollment information, and at least
the payer’s or the payee’s non-secret key being stored in
escrow, or in trust, during enrollment by the credential
issuing entity, wherein the credential issuing entity is
selected from the group comprising an official, an agency, a
bank, and a pre-authorized party.

25. The method of claim 16 wherein the payer and the
payee are the same parly.

26. The method of claim 16 wherein tbe availability and
sutficiency of the amount of funds in the payer’s account is
verified by the payer’s bank prior to or after the instrument
is issued.

27. The method of claim 16 wherein a redemption VAN
(RVAN) is attached fo the instrument, tbe RVAN being
created by the payee or the payer’s bank, the RVAN indi-
cating that the first information has been authenticated by
the payee, or by the payer’s bank.

28. A payment 1nethod, comprising:

a payer obtaining a document containing document
information, the document information being associ-
ated with a debt incurred by the payer or for goods or
for services to be paid for or purchased by the payor;

the payer creating a variable authentication number
(VAN) on a computer using at least a portion of the
document information, and a secret key of the payor,
the document information including an amount, and
information for identifying the payee, the VAN being
used for attesting (o the authenticity of the payor and
document information; and

the payor creating a payment instrument using the docu-
ment information and appending the VAN 1o the pay-
ment instrument, the payment instrument heing used to
pay for the incurred deht or for the purchase of goods
or services.

29. The method of claim 28 wherein at least a portion of
the document information comprises billing information or
purchase information, the billing informaticn or purchase
information being attached to the instrument when payment
is made.
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30. The method of claim 29 further comprising:

creating a second variabie authentication number (VAN2)
by using at least a portion of the billing or purchase
information and the secret key of the payer, and

appending the VAN2 to the document informaticn.

31. The wethod of claim 28 wherein the form of the
docunent is selected from the group comprising paper,
plastic and clectronic.
32. The method of claim 28 whercin the document
information is selected from the group comprising a hill,
information associated with a debt,
1 non-secret key of the document originator, a variable
anthentication number (VAN) of the originator,

software, tickels, data, text, a FAX message, recorded
audio or video, a drawing, an image, a photo, electrenic
mail, physical mail, a medical prescription, motor
vehicle registrations, social security cards, passports,
birth certificates, identification cards and personal stor-
age media.

33. The method of claim 28 wherein the document is
selected from the group comprising a bill and a purchase
document.

34. A funds transfer method comprising:

a first party creating an instrument for transferring funds
to a second party, the adequacy of the funds in the first
party’s account being verified alter the instrument is
issued;

using a compufer to create a variable amthentication
number (VAN), the VAN being created using at least a
secret key of the first party; and

including the VAN with the instrument for subsequent use
in attesting to the authenticity of the instrument.

35. A funds transfer method comprising;

an originator party creating an instrument for transferring
Tunds to a recipient parly, the instrument information
comprising (i) a variable authentication number (VAN),
and (i) one or more picces of payment information
including an amount, information for identifying the
recipient party or the originator party, a date, and a
check control or serial number;

creating an error detection code (EDC1) by coding one or
more pieces of the payment information; and

creating the VAN on a computer by coding the EDC1
using a secret key of the originator, the originator’s
VAN being usable to determine the authenticity of the
one or more pieces of payment information.

* * * ¥ #*
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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF TEXAS

MARSHALL DIVISION
LEON STAMBLER 8
Plaintiff, 8
8§
V. 8§ CIVIL ACTION NO. 2-08-cv-204-DF-CE
8§
JPMORGAN CHASE & CO., et al., §
Defendants. 8
8

MEMORANDUM OPINION AND ORDER

The Court held a Markman hearing on March 25, 2010. After considering the submissions
and the arguments of counsel, the Court issues the following order regarding claim construction:

l. Background of the Technology

Plaintiff Leon Stambler asserts United States Patent Nos. 5,793,302 (“the 302 patent”) and
5,974,148 (“the ‘148 patent™) (collectively, “Stambler patents”) against remaining Defendants
Compass Bancshares, Inc., Compass Bank, First Horizon National Corporation, and First
Tennessee Bank National Association (collectively, “Defendants”). The Stambler patents have a
common specification and claim priority to November 17, 1992. Plaintiff asserts claims 7, 41,
43, 46, 47, 48, and 53 of the 302 patent and claims 28, 34, and 35 of the ‘148 patent. The
Stambler patents are entitled “Method for Securing Information Relevant to a Transaction” and
teach improvements to conducting financial transactions thereby minimizing fraud on the parties.

The patents address two types of fraud that can occur in multi-party transactions, especially
electronic transactions. First, the patents disclose a system for authenticating that information
relating to the financial transaction has not been fraudulently authored, such as the amount on a
check. Second, the patents teach authenticating the parties to a transaction. For example, the

transaction system of the patents would detect when a person cashing a check is not the intended

1

~119 -

MasterCard, Exh. 1021, p. 119



C258c22089covolRBLOOF-C D oRonemes334A3  Filikedl04069100 Frage3206309

recipient.

The invention uses what is called a “variable authentication number (VAN)” to
authenticate the transaction information as well as the parties. A VAN (a disputed term), as
disclosed in the embodiment, contains an encoded key that contains information about at least
one of the parties and at least some of the transaction information. This encoded key is called a
joint key. The joint key might, for example, contain the intended recipient’s tax identification
number, the check amount, and the payor’s identifying information. When an endorsed check is
presented at the recipient’s bank, the recipient’s bank first verifies whether the party presenting
the check is in fact the intended recipient. After verifying that the recipient is authentic, the
recipient’s bank requests that the payor’s bank transfer the funds in accordance with the check’s
instructions. The payor’s bank will then verify whether the document has been altered based
upon the document information encoded into the joint key. Additionally, the payor’s bank will
be able to verify whether the payor did in fact originate this check based upon the payor
information encoded into the joint key. According to the embodiment, only selected parties
would be able to decode the VAN to access the joint key, thereby making it nearly impossible for
the VAN to be fraudulently created or modified.

Plaintiff previously pursued claims under the asserted patents before the District of
Delaware in 2001. See Stambler v. RSA Sec. Inc., No. 01-65-SLR (D. Del.). The Delaware court
issued its claim construction order in 2003. A number of the terms that the Delaware court
construed are at issue in this litigation: VAN; secret key of the first party/payor/originator;
instrument; previously issued; and credential. Defendants argue that Plaintiff should be estopped
from pursuing constructions that are different than those it pursued in the Delaware court when

the Delaware court adopted Plaintiff’s proposal. Plaintiff argues that the constructions in the
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Delaware court are based upon dictionary definitions almost exclusively and that Phillips is
intervening law regarding claim construction.

1. General Principles Governing Claim Construction

“A claim in a patent provides the metes and bounds of the right which the patent confers on
the patentee to exclude others from making, using or selling the protected invention.” Burke,
Inc. v. Bruno Indep. Living Aids, Inc., 183 F.3d 1334, 1340 (Fed. Cir. 1999). Claim construction
is an issue of law for the court to decide. Markman v. Westview Instruments, Inc., 52 F.3d 967,
970-71 (Fed. Cir. 1995) (en banc), aff’d, 517 U.S. 370 (1996).

To ascertain the meaning of claims, the court looks to three primary sources: the claims,
the specification, and the prosecution history. Markman, 52 F.3d at 979. Under the patent law,
the specification must contain a written description of the invention that enables one of ordinary
skill in the art to make and use the invention. A patent’s claims must be read in view of the
specification, of which they are a part. Id. For claim construction purposes, the description may
act as a sort of dictionary, which explains the invention and may define terms used in the claims.
Id. “One purpose for examining the specification is to determine if the patentee has limited the
scope of the claims.” Watts v. XL Sys., Inc., 232 F.3d 877, 882 (Fed. Cir. 2000).

Nonetheless, it is the function of the claims, not the specification, to set forth the limits of
the patentee’s claims. Otherwise, there would be no need for claims. SRI Int’l v. Matsushita
Elec. Corp., 775 F.2d 1107, 1121 (Fed. Cir. 1985) (en banc). The patentee is free to be his own
lexicographer, but any special definition given to a word must be clearly set forth in the
specification. Intellicall, Inc. v. Phonometrics, 952 F.2d 1384, 1388 (Fed. Cir. 1992). And,
although the specification may indicate that certain embodiments are preferred, particular

embodiments appearing in the specification will not be read into the claims when the claim
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language is broader than the embodiments. Electro Med. Sys., S.A. v. Cooper Life Sciences, Inc.,
34 F.3d 1048, 1054 (Fed. Cir. 1994).

This court’s claim construction decision must be informed by the Federal Circuit’s
decision in Phillips v. AWH Corporation, 415 F.3d 1303 (Fed. Cir. 2005) (en banc). In Phillips,
the court set forth several guideposts that courts should follow when construing claims. In
particular, the court reiterated that “the claims of a patent define the invention to which the
patentee is entitled the right to exclude.” 415 F.3d at 1312 (emphasis added) (quoting
Innova/Pure Water, Inc. v. Safari Water Filtration Systems, Inc., 381 F.3d 1111, 1115 (Fed. Cir.
2004)). To that end, the words used in a claim are generally given their ordinary and customary
meaning. Id. The ordinary and customary meaning of a claim term “is the meaning that the term
would have to a person of ordinary skill in the art in question at the time of the invention, i.e., as
of the effective filing date of the patent application.” Id. at 1313. This principle of patent law
flows naturally from the recognition that inventors are usually persons who are skilled in the
field of the invention. The patent is addressed to and intended to be read by others skilled in the
particular art. 1d.

The primacy of claim terms notwithstanding, Phillips made clear that “the person of
ordinary skill in the art is deemed to read the claim term not only in the context of the particular
claim in which the disputed term appears, but in the context of the entire patent, including the
specification.” Id. Although the claims themselves may provide guidance as to the meaning of
particular terms, those terms are part of “a fully integrated written instrument.” Id. at 1315
(quoting Markman, 52 F.3d at 978). Thus, the Phillips court emphasized the specification as
being the primary basis for construing the claims. 1d. at 1314-17. As the Supreme Court stated

long ago, “in case of doubt or ambiguity it is proper in all cases to refer back to the descriptive
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portions of the specification to aid in solving the doubt or in ascertaining the true intent and
meaning of the language employed in the claims.” Bates v. Coe, 98 U.S. 31, 38 (1878). In
addressing the role of the specification, the Phillips court quoted with approval its earlier
observations from Renishaw PLC v. Marposs Societa’ per Azioni, 158 F.3d 1243, 1250 (Fed. Cir.
1998):

Ultimately, the interpretation to be given a term can only be determined

and confirmed with a full understanding of what the inventors actually

invented and intended to envelop with the claim. The construction that

stays true to the claim language and most naturally aligns with the patent’s
description of the invention will be, in the end, the correct construction.

Consequently, Phillips emphasized the important role the specification plays in the claim
construction process.

The prosecution history also continues to play an important role in claim interpretation.
The prosecution history helps to demonstrate how the inventor and the PTO understood the
patent. Phillips, 415 F.3d at 1317. Because the file history, however, “represents an ongoing
negotiation between the PTO and the applicant,” it may lack the clarity of the specification and
thus be less useful in claim construction proceedings. Id. Nevertheless, the prosecution history
is intrinsic evidence. That evidence is relevant to the determination of how the inventor
understood the invention and whether the inventor limited the invention during prosecution by
narrowing the scope of the claims.

Phillips rejected any claim construction approach that sacrificed the intrinsic record in
favor of extrinsic evidence, such as dictionary definitions or expert testimony. The en banc court
condemned the suggestion made by Texas Digital Systems, Inc. v. Telegenix, Inc., 308 F.3d 1193
(Fed. Cir. 2002), that a court should discern the ordinary meaning of the claim terms (through

dictionaries or otherwise) before resorting to the specification for certain limited purposes. Id. at
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1319-24. The approach suggested by Texas Digital-the assignment of a limited role to the
specification—was rejected as inconsistent with decisions holding the specification to be the best
guide to the meaning of a disputed term. Id. at 1320-21. According to Phillips, reliance on
dictionary definitions at the expense of the specification had the effect of “focus[ing] the inquiry
on the abstract meaning of words rather than on the meaning of the claim terms within the
context of the patent.” 1d. at 1321. Phillips emphasized that the patent system is based on the
proposition that the claims cover only the invented subject matter. 1d. What is described in the
claims flows from the statutory requirement imposed on the patentee to describe and particularly
claim what he or she has invented. Id. The definitions found in dictionaries, however, often
flow from the editors’ objective of assembling all of the possible definitions for a word. Id. at
1321-22.

Phillips does not preclude all uses of dictionaries in claim construction proceedings.
Instead, the court assigned dictionaries a role subordinate to the intrinsic record. In doing so, the
court emphasized that claim construction issues are not resolved by any magic formula. The
court did not impose any particular sequence of steps for a court to follow when it considers
disputed claim language. Id. at 1323-25. Rather, Phillips held that a court must attach the
appropriate weight to the intrinsic sources offered in support of a proposed claim construction,

bearing in mind the general rule that the claims measure the scope of the patent grant.

I11.  Agreed Terms

The parties have agreed to definitions of the following terms:

Term Claim number Agreed Construction
“coding” 302, claim 7, Transforming information by applying a known algorithm
‘148, claim 35
“credential 302, claims 47, | Information stored or contained in a credential
information” 53
“determining 302, claim 53 Determining whether the at least a portion of the received funds
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whether the at
least a portion of
the received
funds transfer
information is
authentic by
using the VAN
and the

transfer information is unchanged by using the VAN and the
credential information

credential
information”
“payment” 302, claims 43, | Compensation in exchange for goods or services or the discharge
53; ‘148, claim | of a debt
28,35
“payer/payor” ‘148, claim 28 Plain meaning. The parties agree that the terms “payer” and
“payor” refer to the same entity.
“creating an 148, claim 35 Creating an error detection code (EDCL1) by applying an algorithm
error detection to information in such a manner as to permit the detection of
code (EDC1) by changes without complete recovery of the original information.
coding”
“Error detection | ‘148, claim 35; | The result of applying an algorithm to information in such a
code or EDC” 302, claim 46 manner as to permit detection of changes but without complete
recovery of the original information
“VAN being ‘148, claim 35 The VAN being usable to determine that the one or more pieces of
usable to payment information has not changed

determine the
authenticity of
the one or more
pieces of
payment
information”

Joint Claim Construction and Prehearing Statement at 1-2. [Dkt. No. 356]

IV. Disputed Terms

A. “athird party for determining”

Term

Plaintiff’s Defintion

Defendants’ Definition

“a third party for determining
whether the at least a portion of
the received funds transfer
information is authentic by

using the VAN”

A party or system that performs
the determining step of the
claim.

A party different from the party
performing the other steps of the
claim, for determining.

This term appears in claim 41 of the ‘302 patent. The parties dispute whether the “third

party” is permitted to perform any of the other steps enumerated in Claim 41. Claim 41 is a

method with four steps:
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41. A method for authenticating the transfer of funds from a first account
associated with a first party to a second account associated with a second
party . . . the method comprising:

receiving funds transfer information from the first party, including at least
information for identifying the first account of the first party, and
information for identifying the second account of the second party, and a
transfer amount;

generating a variable authentication number (VAN) using at least a
portion of the received funds transfer information;

a third party for determining whether the at least a portion of the received
funds transfer information is authentic by using the VAN; and

transferring the funds from the first account of the first party to the
second account of the second party if the at least a portion of the received
funds transfer information and the VAN are determined to be authentic.

Both parties agree that the third party must perform the “determining” step. Plaintiff
argues that the plain language of the claim does not prohibit the third party from performing any
of the other three steps. As none of the other three steps recite an actor, Plaintiff argues that the
language of the claim indicates that the inventor did not intend to restrict those steps to (or from)
particular parties. According to Plaintiff, a third party could receive the funds transfer
information and use that to generate a VAN.

Plaintiff further argues that Defendant’s construction would read out a disclosed
embodiment. In the “paperless/cashless transaction system,” the transaction system is a terminal
belonging to the payment recipient, or “second party” as recited in this claim. ‘302 patent, 24:5-
10. The terminal receives funds transfer information from the payment originator, or “first
party” in this claim, generates a VAN, and authenticates the payment originator using the VAN.
‘302 patent, 14:10-20. Plaintiff argues that the transaction system is the third party of Claim 41,
and performs the “receiving,” “generating,” and “determining” steps.

Finally, Plaintiff argues that the prosecution history supports its construction. When the
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inventor amended Claim 41, the inventor told the examiner, “In this scheme, the payment
originator is a first party, the recipient is a second party, and the system which approves or
disapproves the payment is a third party. The use of a third party to authenticate a van and
transfer of funds is recited in claim [41].” Plaintiff’s Brief, Ex. D at 55. This, according to
Plaintiff, shows that the third party performs the “determining” step and the “transferring” step.!

Defendants argue that in the context of Claim 41, the inventor chose to specify the “third
party” to differentiate the party that performs the determining step from the party performing the
other steps. According to Defendant, a party, which is neither the first nor third parties, receives
“funds transfer information” from the payment originator, generates a VAN, and “informs the
first party’s bank to transfer the funds.” Def. Brief at 21. Defendants also argue that it would
make no sense to have the same party that receives the funds transfer information and then
generates the VAN be the party to authenticate the VAN it just created.

Defendants also rely on the prosecution history, wherein the inventor added the term “third
party” by amendment. According to Defendants, “If a ‘third party’ is the same party performing
the other steps of the claim, the recitation of a ‘third party’ in the claim would not have been
necessary.” Def. Brief at 22. Defendants also disagree with Plaintiff’s reading of the office
action response in which the amendment appears. Defendants argue that the sentence, “The use
of a third party to authenticate a VAN and transfer and transfer of funds is recited in claim [41],”
should be read to mean the third party authenticates a VAN and, thereby, authenticates a transfer
of funds.

With respect to the embodiments, Defendants argue that Plaintiff’s arguments are

misleading. Defendants say that the “system” recited in the prosecution history is not the same

! Plaintiff inserted [sic] following “transfer of funds” to suggest the erroneous insertion of the word “of” by the
inventor during prosecution of the patent. PI. Brief at 9.
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“paperless/cashless transaction system” described at the end of the preferred embodiment. See
302 patent, 24:14-24. See also PI. Br., Ex. D at 55 (“the system which approves or disapproves
the payment is a third party”). Defendants attempt to refute Plaintiff’s argument that
Defendant’s construction does not read on the paperless/cashless embodiment by arguing that
Claim 41 is not intended to read upon that particular embodiment.

Plaintiff argues that it is “black letter law” that the construed claims must read on all of the
preferred embodiments. Pl. Reply at 4. Here, however, is a case where the embodiments are so
varied that a single claim is not expected to read upon all of them. See ‘302 patent, 6:12-45
(describing two authenticating parties, one of which does not and cannot generate a VAN:
authenticating transfer information at the originator’s bank with a VAN; authenticating the
recipient at the recipient’s bank without using a VAN). See also id at 24:5-24 (describing a
system where the recipient is never authenticated).

Defendant’s argument is not without force. A construction that allows the party that
generates a VAN to turn around and authenticate that very VAN would be nonsensical. As
urged at oral argument, however, the same party might authenticate the VAN it had previously
created when the payee presents the check at the issuing financial institution for payment.
Inartfully drafted though the claim may be, using Defendant’s proposed construction would
require four parties, which is not mandated by the claim language, specification, or prosecution
history. If the third party is not permitted to perform any of the other steps, then it becomes clear
that some additional party or parties must perform the receiving and generating steps. The Court
rejects this view of the claim and construes this limitation to mean, “a party, other than the first

or second parties, that performs the determining step of the claim.”

10
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B. “variable authentication number (VAN)”

Term Plaintiff’s Definition Defendants’ Definition
“generating a variable A variable number that can be A variable number that can be
authentication number (VAN) used in verifying the identity of a | used in verifying the identity
using at least a portion of the party or the integrity of of a party or the integrity of
received funds transfer information or both, the number information or both.

information” ‘302 patent, claim 41 | generated by coding information
relevant to a transaction,

“the payer creating a variable document (paper, electronic, or
authentication number (VAN) on | otherwise), or thing with either a
a computer using at least a portion | joint key or information

of the document information, and a | associated with or related to at
secret key of the payor” ‘148 least one party involved in the
patent, claim 28 transaction or issuance of the
document or thing.

“‘using a computer to create a
variable authentication number
(VAN), the VAN being created
using at least a secret key of the
first party” 148 patent, claim 34

This term appears in the ‘302 patent, claim 41 and the ‘148 patent, claims 28, 34, and 35.
The parties dispute whether Plaintiff is collaterally estopped from arguing a different
construction than what it previously proposed and that a Delaware court adopted, and whether a
variable authentication number (VAN) must be created in a certain way. Defendants propose the
District of Delaware’s construction.

Plaintiff argues that the Delaware court’s construction is of little value because, even
though the patentee acted as his own lexicographer, the court’s construction “was based entirely
on dictionary definitions of the words ‘variable,” ‘authentication,” and ‘number.”” Plaintiff’s
Brief at 11. After Phillips, according the Plaintiff, Courts are to defer to the patentee when he
defines the terms that appear in the claims.

Plaintiff argues that the patentee acted as his own lexicographer when he wrote in the
summary of the invention:

In accordance with an embodiment of the present invention, when a
transaction, document or thing needs to be authenticated, information

11
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associated with at least one of the parties involved (e.g., an originator
and/or a recipient) is coded to produce a joint code. This joint code is then
utilized to code information relevant to the transaction, document or
record, in order to produce a variable authentication number (VAN) or
code at the initiation of the transaction.

‘302 patent, 2:9-17. Plaintiff argues that VAN is further defined in one of the embodiments:
“Note that the VAN is alternatively generated directly from INFO and information associated
with at least one of the parties, without the intermediate step of generating the JK.” “302 patent,
5:9-25. According to Plaintiff, because “every description and embodiment from the
specification” shows the VAN “created by coding information associated with or related to a
transaction or credential with either a joint key or ‘information associated with at least one of the
parties, without the intermediate step of generating the [joint key].”” Plaintiffs Brief at 13
(quoting ‘302 patent, 5:24-25).

Defendants argue that Plaintiff is collaterally estopped from arguing a different definition
in this case and that Philips is not intervening law. To prevail on the theory of collateral
estoppel, a party must show the following: “(1) the issue is identical to one decided in the first
action; (2) the issue was actually litigated in the first action; (3) resolution of the issue was
essential to a final judgment in the first action; and (4) plaintiff had a full and fair opportunity to
litigate the issue in the first action.” In re Freeman, 30 F.3d 1459, 1465 (Fed. Cir. 1994); see
also U.S. v. Shanbaum, 10 F.3d 305, 311 (5th Cir. 1994) (setting forth a similar test). Defendant
argues that only the third element is disputed and that the third element is satisfied because the
jury in the Delaware court returned a verdict of non-infringement. Defendants also argue that
Phillips does not represent a change in law but, rather, is a clarification of then-existing law.
Defendant’s Brief at 14.

Should the Court reject Defendant’s collateral estoppel argument, the Defendants

alternately argue that defining a VAN by the manner in which is generated is unnecessarily
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importing a limitation from the preferred embodiment. Defendants point out that “each of the
claims in which VAN appears specifically includes a limitation dictating precisely how the VAN
in that particular claim must be generated.” Def. Brief at 15. Both parties agree that the manner
in which a VAN is used is necessary to the definition and is consistent in all of the claims,
Defendants argue, however, that the VAN is not created the same way in each of claims and to
include it in the definition would be superfluous in many of the claims.

Plaintiff’s argument that Claim 41, for example, does not tell a person of ordinary skill in
the art that the VAN is generated from information relevant to a transaction is not persuasive.
The very text of Claim 41 recites, “generating a variable authentication number (VAN) using at
least a portion of the received funds transfer information.” Funds transfer information, likewise,
is described within Claim 41 as “including at least information for identifying the first account of
the first party, and information for identifying the second account of the second party, and a
transfer amount.” Furthermore, the Corut does not agree that the patentee acted as his own
lexicographer in the passages that Plaintiff cites.

Absent a showing that a previous construction is incorrect, the Court will not alter a prior
court’s claim construction. Moreover, where, as here, the Plaintiff obtains the constructions that
he advanced previously, the Court is not easily persuaded to depart from those prior
constructions. Central to the invention, however, is that the VAN represents an unalterable
truth—thereby thwarting fraud. In order to prevent the manipulation or alteration of the VAN, it
is encoded and only decodable by selected, trusted parties. The Delaware court’s construction
does not reflect that the VAN has been encoded. The Court slightly modifies the Delaware
construction to read, “an encoded variable number that can be used in verifying the identity of a

party or the integrity of information or both.”

13
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C. “secret key of the first party/payor/originator”

Term Plaintiff’s Definition Defendants’ Definition

“the payer creating a variable A private key that is created by A key that is known only to the
authentication number (VAN) on | the payor, or an entity originating | payor and those intended to know
a computer using at least a an instrument on the payor’s it and that exists beyond the
portion of the document behalf, by coding information duration of a particular

information, and a secret key of | associated with or related to the | transaction.
the payor” ‘148 patent, Claim 28. | payor, which is capable of being
separately created by a party
“creating the VAN on a computer | intended to authenticate the

by coding the EDC1 using a instrument.

secret key of the originator”
‘148 patent, Claim 35.

This term, found in claims 28, 34, and 35 of the ‘148 patent, does not appear in the
specification. The parties dispute whether the disputed term refers to the “PIN” or the “joint
key” of the specification. The Delaware court construed this claim term, adopting plaintiff’s
proposal in the previous litigation. Defendants propose the Delaware Court’s construction.

Plaintiff argues that the “secret key” refers to the “joint key” because Claim 34 recites, “[a]
VAN being created using at least a secret key of the first party.” According the Plaintiff, only
the joint key (or joint code) is used to create the VAN. See ‘302 patent, 5:13-15. Plaintiff argues
that the secret key cannot be the PIN because the authenticating party must recreate or uncover
the secret key, which cannot be done with a PIN.

Concluding that the secret key is the joint key, Plaintiff goes on to define “joint key.”
Plaintiff determines that a joint key is “created by coding ‘information associated with at least
one of the parties involved in the transaction (in this case, the originator and recipient).”” PI.
Brief at 15. Plaintiff further explains that the key is secret because “only the first
party/originator can initially create and use a particular joint key because only the first
party/payor/originator can provide the secret PIN that is used to create a joint key.” PI. Brief at
16.

14
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Defendants argue that the “secret key” is the PIN because, of all the pieces of data used to
create a VAN, “[t]he only thing in that process that the patent describes as ‘secret’ and ‘of a
party” is the originator’s PIN.” Def. Brief at 24. Defendants argue that the secret key cannot be
a joint key because ‘the joint key can be created by someone other than the party to whom it
belongs and is not a ‘secret key of a party.”” See Def. Brief at 24.

Defendants also argue that the secret key must exist beyond the duration of a transaction.
According to Defendant, “[t]he PIN exists before a transaction, during enrollment, and after a
transaction, so that the PIN remains associated with the first party and can be used to
authenticate that party.” Def. Brief at 25. The bank, so it follows, must have a relatively static
reference point in order to perform a meaningful authentication.

Contrary to Plaintiff’s interpretation, the Court is of the opinion that the PIN is indeed used
to create a VAN, as described in the ‘302 patent, Column 5, Lines 3-18. Notably, “the
originator’s PIN is converted to a coded PIN (CPNO), which is applied as the key input to coder
28.” ‘302 patent, 5:5-6. The coded PIN is then used to code the payment recipient’s
information into the joint key. Furthermore, it is the coded PIN that is used to authenticate the
originator of an instrument, which means it is known by those intended to know. Finally,
Plaintiff’s argument that the VAN cannot be created without the joint key applies equally as well
to the coded PIN. The Court finds no error and adopts the Delware court’s construction. This

term means “a key that is known only to the payor and those intended to know it.”
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D. “the VAN being used for attesting to the authenticity of the payor and document
information”

Term Plaintiff’s Definition Defendants’ Definition

“the payer creating a variable | The VAN being used to evidence The VAN is used to verify the
authentication number that the instrument originated from | identity of the payor. In
(VAN) on a computer using | the payor and that the at least a addition, the VAN is used to
at least a portion of the portion of the document verify that the document

document information, and a | information used to create the VAN | information has not changed.
secret key of the payor, the has not changed.
document information
including an amount, and
information for identifying
the payee, the VAN being
used for attesting to the
authenticity of the payor
and document information”

The disputed phrase appears in claim 28 of the ‘148 patent. First, the parties dispute
whether “attesting” means that the VAN *“verifies” or “evidences.” Second, the parties dispute
whether “attesting to the authenticity of a payor” requires confirming the identity of the payor or
merely that the document originated with the payor.

Plaintiff argues that the invention only gives indications of authenticity and does not
exactly “verify” authenticity. PI. Brief at 18. According the Plaintiff, the invention authenticates
that the instrument is not forged and did in fact originate with the payor. The plaintiff also
argues that “[i]t is axiomatic that the VAN verifies only the portion of the ‘document
information’ that was used to create it.” Pl. Brief at 19. Therefore, as the VAN is only created
using “at least a portion of the document information,” the VAN can only attest to that portion of
the document information.

With respect to the authenticity of the payor, Plaintiff argues that the VAN does not
confirm the originator’s identity. Rather, according to Plaintiff, “the VAN in the funds transfer

embodiments is used to confirm that the payor originated, or authorized, the funds transfer
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instructions.” PI. Brief at 19. Under Plaintiff’s construction, the “information extracted from the
VAN” needs only match “the information included on the payment instrument.” Id. Defendants
argue that Plaintiff’s proposal is inconsistent with the definition for VAN and inconsistent with
the specification.

Defendants also argue that the invention confirms identities of parties, so the VAN must be
used to confirm the identity of the payor in claim 28. See Def. Brief at 16-17. Defendants point
to the “numerous references to [the invention’s] authentication process involving a verification
of a party identity.”

The Court construed VAN such that it “can be used in verifying the identity of a party or
the integrity of information or both.” Furthermore, as Defendants point out, the specification
repeatedly uses the word “verify” and never uses the word “evidences.” The Court is of the
opinion that the VAN gives more than just an “indication.” Moreover, while an accurate VAN
may be only an indicator that a document is not forged, the claim does not require that the VAN
verify the document. Rather, the VAN verifies—not merely indicates—that at least some
document information is unchanged and that the payor is authentic.

The Court does not agree that payor authenticity is the same thing as identity verification.
The specification does indeed recite that the originator’s bank verifies the originator’s
identification, but this is not in connection with a VAN. The bank authenticates the identity of
the party at enrollment, not as part of a transaction. The party’s identity is presumed to be
authentic through the use of the secret PIN, but that identity need not be verified as part of the
transaction. The VAN merely confirms that the account holder originated the instrument. The
VAN does not confirm that the account holder is who he says that he is. The Court construes the

disputed phrase to mean: “The VAN being used to verify that the instrument originated from the
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payor and that the at least a portion of the document information used to create the VAN has not
changed.”

E. “VAN ... attesting to the authenticity of the instrument”

Term Plaintiff’s Definition Defendants’ Definition

“including the VAN with the The VAN evidencing that the The VAN verifies that the

instrument for subsequent use in | instrument has not changed. information in the instrument as a

attesting to the authenticity of the whole has not changed and

instrument” verifies the identity of the party
who created the instrument.

This phrase appears in claim 34 of the ‘148 patent. The parties again dispute whether the
VAN “evidences” or “verifies” authenticity, and whether “authenticity of the instrument”
requires verifying the identity of the payor as well as confirming that the instrument has not
changed. As discussed above, verifies is the appropriate verb.

Plaintiff argues that this claim requires only that the instrument has not changed and that it
does not need to verify the identity of the party. Plaintiff relies upon claim differentiation to
explain that the originating party is not required to be authenticated in all claims. Defendants
argue that an instrument is authentic if the information has not changed and the payor authorized
the payment. Defendants further argue that the “instrument as a whole” must be authentic
because, “[a]n instrument cannot be authentic . . . if any aspect of the instrument has changed.”
Def. Brief at 19.

The Court is of the opinion that an instrument is authentic if it has not been forged. As
discussed above, there are two types of forgery: creating an unauthorized check and altering an
otherwise authorized check. If the instrument is created fraudulently, even if there are no
changes to it, it would not be an authentic instrument. The claim requires authenticating the
instrument, not merely the transfer information, as in Claim 28. Therefore, authentication should

include verifying on some level that it is an authorized instrument. Plaintiff need not be
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concerned that using the word “verifies” would impose greater authenticity restrictions on the
claim. The claim recites “for subsequent use in attesting,” which only requires that it be helpful
to attesting to authenticity. Therefore, the Court construes the phrase to mean “including the
VAN with the instrument for subsequent use in verifying that the information in the instrument
has not changed and verifying that the instrument originated from the first party.”

F. “if the at least a portion of the received funds transfer information and the VAN are
determined to be authentic”

Term Plaintiff’s Definition Defendants’ Definition

“a third party for determining If the at least a portion of the (1) A verification that the
whether the at least a portion of received funds transfer received funds transfer

the received funds transfer information and the VAN are information has not changed or is
information is authentic by using | verified or determined to be unaltered; and (2) verifying the
the VAN; and transferring funds | unchanged. identity of the first party.

from the first account of the first
party to the second account of the
second party if the at least a
portion of the received funds
transfer information and the
VAN are determined to be
authentic.”

This limitation appears in claim 41. Continuing with the authentication disputes, the
parties dispute whether this limitation requires verifying the identity of the first party. Plaintiff
argues that requiring verification of a party’s identity would import a limitation from the
specification. Defendants argue that the language “and the VAN” means nothing in this claim if
it does not authenticate the party. The Court has construed VAN such that it is “used in
verifying the identity of a party or the integrity of information or both.” The claim already
recites authenticating the funds transfer information that is included within the VAN. If, in this
claim, the first party is not required to be authenticated, this claim would disclose authenticating
the funds transfer information twice. Defendants argue that authenticating the VAN means that
the identity of the first party is authenticated.

Plaintiff’s argument is convincing. The Court agrees that this claim does not require party
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authentication. Verifying that the VAN is unchanged, however, as Plaintiff proposes, does little
if the VAN was created fraudulently. By requiring the VAN to be authentic, this limitation
requires the VAN to represent what it purports to represent. The Court construes this limitation
to mean, “if the at least a portion of the received funds transfer information is unchanged and the
VAN is not fraudulent.”

G. “instrument” and “payment instrument”

Term

Plaintiff’s Definition

Defendants’ Definition

“an originator party creating
an instrument for transferring
funds to a recipient party, the
instrument information
comprising (i) a variable
authentication number
(VAN), and (ii) one or more
pieces of payment
information including an
amount, information for
identifying the recipient party

Instrument: document
(including paper or electronic)
that is used to transfer funds to
a recipient party

Payment instrument: a
document (including paper or
electronic) that is used to
transfer funds to a recipient
party in connection with a
payment.

A document, that is an
instrument of commerce, used
to transfer funds to a recipient

party

or the originator party, a date,
and a check control or serial
number” ‘148, Claim 35.

This term appears in claims 34 and 35 of the ‘148 patent. The parties’ essential dispute is
whether the instrument can be mere instructions to pay the recipient party or whether the
instrument must be commercial paper. Plaintiff argues that the specification is not limited to
checks, but can include a set of instructions. Defendants argue that Plaintiff’s proposal is
overbroad. Defendants believe that the scope of the invention is limited to negotiable
instruments.

The specification’s inclusion of a cashless system indicates electronic instructions are

within the scope of the invention. The Court adopts Plaintiff’s construction.
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H. “credential”

Term Plaintiff’s Definition Defendants’ Definition

“coding the first information A non-secret document or A document or information
using second information and | information obtained from a trusted | obtained from a trusted source
then coding the result using source that is transferred or that is transferred or presented to
third information, at least one | presented for purposes of establish the identity of a party.
of the second and third determining the identity of a party.

information being associated
with at least one entity, the
entity comprising a person or
a computer program, wherein
a credential having non-secret
information stored therein is
previously issued to at least
one entity by a trusted entity,
the non-secret information
including the second or third
information.”

This term appears in claims 7, 47, and 53 of the ‘302 patent. The parties primarily dispute
whether a credential must conclusively establish the identity of a party and whether it must be
non-secret. Defendants offer the Delaware court’s construction of this term.

Plaintiff argues that a credential need not conclusively establish the identity of a party. A
credential is only used to establish a party’s identity. Pl. Brief at 26. “[A] credential is presented
as evidence or proof of identity, and the receiving party or system uses the credential for that
purpose.” Id. Plaintiff also argues that the credential must be non-secret because it must be
“publicly presented for purposes of identifying a party.” A credential, according to Plaintiff,
cannot be a password.

In addition to making collateral estoppel arguments, Defendants argue that a credential is
not merely used to authenticate a party but does authenticate a party. Def. Brief at 31.
Defendants point to the specification, which states, “As part of the credential authentication

process, the identity of the user is authenticated.” 302 patent, 12:27-40. Defendants also argue
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that Plaintiff’s proposal would make a credential overbroad and would read on a business card.
Def. Brief at 32. If the credential were only required to be presented for purposes of determining
the identity of a party, according to Defendant a business card would serve as a credential.

Both parties agree that part of the definition of credential includes a requirement that it
come from a “trusted source.” A mere business card, without more, would not serve as a
credential under either proposal. Also, as used in the patent, a credential is intended to be a
document or information presented to another for review. As such, it would make sense that the
credential cannot be secret. Nonetheless, in the ‘302 patent, Claim 7, the inventor specifies that
the credential has non-secret information. If the Court construes credential to be a non-secret
document, this limitation would be meaningless. The Court is therefore of the opinion that “non-
secret” should not be part of the definition of credential.

The Court now turns to the issue of whether a credential “establishes” identity. Although a
driver’s license or a passport is often used to establish identity, social security cards and birth
certificates cannot by themselves establish the identity of the bearer. Yet the patent refers to a
social security card as a credential. See ‘302 patent, 8:54-58. This is one of those instances in
which the interests of comity yield to this Court’s view of its independent obligation to give the
correct meaning to claim terms. The Court construes the term to mean, “a document or
information obtained from a trusted source that is transferred or presented for purposes of

determining the identity of a party.”
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“information for identifying the first/second account of the first/second party”

Term Plaintiff’s Definition Defendants’ Definition
“receiving funds transfer Plain meaning; alternatively, Information sufficient to uniquely
information from the first information that is used to identify | identify a specific account of the
party, including at least an account of the first/second party | first/second party.

information for identifying
the first account of the first
party, and information for
identifying the second
account of the second party,
and a transfer amount”

These phrases appear in claim 41 of the ‘302 patent. The parties dispute whether the

information must “uniquely” identify a specific account. Claim 41 is reproduced below, with the

relevant portions emphasized:

41. A method for authenticating the transfer of funds from a first account
associated with a first party to a second account associated with a second
party . . . the method comprising:

receiving funds transfer information from the first party, including at least
information for identifying the first account of the first party, and
information for identifying the second account of the second party, and a
transfer amount;

generating a variable authentication number (VAN) using at least a portion
of the received funds transfer information;

a third party for determining whether the at least a portion of the received
funds transfer information is authentic by using the VAN; and

transferring the funds from the first account of the first party to the
second account of the second party if the at least a portion of the received
funds transfer information and the VAN are determined to be authentic.

Plaintiff argues that the inventor chose to claim the invention broadly such that account

numbers or other unique identifiers are not required. Plaintiff also argues that Defendants’

construction excludes the preferred embodiment. In the preferred embodiment, the recipient’s

bank identifies the recipient’s bank account information using the recipient’s TIN, which does
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not necessarily uniquely identify a specific account. See ‘302 patent, 6:22—-30.

Defendants argue that in order to transfer funds from one account to another, as performed
in the fourth limitation, information is required to sufficiently identify the originating and target
accounts. Relying on claim differentiation, Defendants argue that the inventor chose to specify
account identification as opposed to party identification. Where a party has multiple accounts at
a single institution, absent specific information, this claim would fail because the transfer would
fail.

As Plaintiff points out in his reply, the inventor does not need to “delineate all aspects of a
functional, working system.” PIl. Reply at 12 (citing Rodime PLC v. Seagate Tech., Inc., 174
F.3d 1294, 1303 (Fed. Cir. 1999)). The text of this claim does not require specific account
identification. Moreover, the information required need only be “for identifying,” not “that
identifies.” The Court construes the term to mean, “information that is used to identify an
account of the first/second party.”

J. “previously issued”

Term Plaintiff’s Definition Defendants’ Definition
“the entity comprising a “issued before the execution of the | Claim 7: wherein a credential
person or a computer program, | steps recited in the claim” having non-secret information
wherein a credential having stored therein is previously
non-secret information stored issued to at least one entity by
therein is previously issued to a trusted entity" is a required
at least one entity by a trusted step of the claim which occurs
entity” 302, Claim 7. prior to “coding the
information using second
“The method of claim 41 for information.”
further securing the transfer of Claim 41: “at least one party
funds, at least one party being being previously issued a
previously issued a credential credential by a trusted party” is
by a trusted party, the a required step of the claim
credential information that occurs before the other
including information steps recited in the claim.
associated with the at least one Claim 53: the credential
party” ‘302, Claim 47. referenced in the claim must
already be issued before the
execution of the steps of the
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| | claim. |

The phrase “previously issued” appears in claims 7, 47, and 53 of the ‘302 patent. The
parties dispute whether “previously issued,” with respect to credentials, denotes a separate step.
The parties do not dispute that “previously issued” is not a separate step in Claim 53. The
Delaware court construed a related term, “wherein a credential is previously issued,” to mean,
“the credential referenced in the claim must already be issued before the execution of the steps of
the claim.” Claims 7 and 47 are reproduced below:

7. A method for coding first information, the method comprising:

coding the first information using second information and then coding
the result using third information, at least one of the second and third
information being associated with at least one entity, the entity comprising
a person or a computer program, wherein a credential having non-secret
information stored therein is previously issued to at least one entity by a
trusted entity, the non-secret information including the second or third
information.

47. The method of claim 41 for further securing the transfer of funds, at

least one party being previously issued a credential by a trusted party, the

credential information including information associated with the at least

one party, and a second variable authentication number (VANL1), the

VANL1 being used to secure at least a portion of the credential information

to the at least one party, authentication and the transfer of funds being

denied to the at least one party if the at least a portion of the credential

information cannot be secured to the at least one party by using the VANL.

Plaintiff argues that, as used in claim 7, “previously issued” is a condition and not a step.

In claim 7, the steps are denoted by present participles, according to Plaintiff, whereas
“previously issued” is in past tense. In Claim 47, the steps are offset by semicolons and
“previously issued” is not offset by a semicolon. Moreover, Plaintiff argues that Stambler’s
claims follow the MPEP convention of indenting each step of the claim. See MPEP § 608.01 (j)
(7th Ed. 1997)(“Where a claim sets forth a plurality of elements or steps, each element or step of

the claim should be separated by a line indentation.”).
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Defendants argue that, unlike in the Delaware court’s construction, “previously issued” in

Claims 7 and 47 appear in the body of the claim and are separate steps to be performed in the

method. Defendants urge that the inventor could have drafted the claims more clearly if he did

not intend “previously issued” to be a separate step.

In claim 7, there are two steps, “coding the first information and then coding the second

information.” The remainder of the claim merely describes in detail what is being coded. Claim

47, likewise, adds context to the method of claim 41. Claim 47 specifies additional

characteristics of the elements of claim 41 and does not add any additional steps to claim 41. The

Court adopts Plaintiff’s construction.

K. “the adequacy of the funds in the first party’s account being verified after the

instrument is issued”

Term Plaintiff’s Definition Defendants’ Definition

“a first party creating an The instrument being created after the instrument is released,
instrument for transferring before verifying whether an determining whether or not the
funds to a second party, the account of the first party has first party has sufficient funds
adequacy of the funds in the | adequate funds or credit to in his/her account to pay the
first party’s account being cover or pay the instrument amount listed on the

verified after the instrument instrument

is issued;”

This phrase appears in claim 34 of the ‘148 patent. The parties dispute whether this phrase

is a separate step of claim 34. Claim 34 is reproduced below:

34. A funds transfer method comprising:

a first party creating an instrument for transferring funds to a second
party, the adequacy of the funds in the first party's account being
verified after the instrument is issued;

using a computer to create a variable authentication number (VAN), the
VAN being created using at least a secret key of the first party; and

including the VAN with the instrument for subsequent use in attesting
to the authenticity of the instrument.

Plaintiff argues that the disputed phrase merely limits the “creating” step of claim 34.
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Plaintiff again explains that the steps of claim 34 are all recited in present participles and offset
by semicolons.

Defendants argue that the phrase is a separate step. First, Defendants say that “[t]here is
nothing to indicate that the disputed phrase modifies the ‘creating an instrument’ step.” Def.
Brief at 27. Second, Defendants argue that the phrase “after the instrument is issued” indicates
that verifying the adequacy of the funds is a separate step that occurs, of course, after the
instrument is created.

The limitation does not tell a person of ordinary skill in the art to verify the adequacy of the
funds. Rather, it tells the person skilled in the art that an instrument is created without knowing
whether there are adequate funds in the account. Thus, the phrase limits the step of creating the
instrument by imposing a time sequence restriction. Furthermore, Defendants’ argument that
nothing indicates that the disputed phrase limits the creating step is incorrect. The words “after
the instrument is issued” refers back to the “creating step” and the choice of the gerund “being”
as opposed to the verb “is” suggests that the verification of the adequacy of funds is not a
separate method step. The Court adopts Plaintiff’s construction.

L. “one or more pieces of payment information including an amount, information for

identifying the recipient party or the originator party, a date, and a check control or
serial number”

Term Plaintiff’s Definition Defendants’ Definition

“an originator party creating
an instrument for transferring
funds to a recipient party, the
instrument information
comprising (i) a variable
authentication number (VAN),
and (ii) one or more pieces of
payment information
including an amount,
information for identifying
the recipient party or the
originator party, a date, and a
check control or serial

One or more pieces of the following
payment information: an amount,
information for identifying the
recipient party or the originator
party, a date, and a check control or
serial number.

If the Court determines that
“payment information” should be
construed, Stambler proposes
“information relevant to a
payment.”

Data representing one or more of
the following, which is included
on an instrument: an amount,
information for identifying the
recipient party or the originator
party, a date, a check control
number or a serial number.
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| number;”

This disputed phrase appears in claim 35 of the ‘148 patent. The parties dispute whether

the payment information is included on an instrument. The parties appear to agree that payment

information is a category of information with the enumerated items as members of that category.

Plaintiff preliminarily argues that “payment information” requires no construction.

Thereafter, Plaintiff argues that requiring the payment information to be included on an

instrument imports unnecessary limitations and is, in any event, ambiguous. According to

Plaintiff, it is not clear whether “an instrument” refers to the instrument recited in the claim or to

any generic instrument. Defendants’ sole argument is that the instrument must include the

payment information in order to successfully transfer funds.

Defendants’ proposal lacks meaningful support.

proposed by Plaintiff.

M. “associated with”

The Court construes this limitation as

Term

Plaintiff’s Definition

Defendants’ Definition

“a payer obtaining a document
containing document
information, the document
information being associated
with a debt incurred by the
payer or for goods or for
services to be paid for or
purchased by the payer”

Identified with or having a
connection to.

Plain meaning; alternatively,
identified with or pertaining to.

This term appears in claim 28 of the ‘148 patent and claims 7 and 41 of the ‘302 patent.

The parties dispute whether “associated with” can “have some connection to” or can “pertain to.”

Plaintiff argues that its proposal is consistent with “customary definitions” as found in

dictionaries. According to Plaintiff, “pertain” is defined as “to belong as an adjunct, part,

holding, or quality,” which is narrower than “associated with.” Plaintiff explains that “associated
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with” is used to describe the relationships between a party and account or credential information,
and between a VAN and a transaction. A VAN has a connection to a transaction, according to
Plaintiff, and does not belong as an adjunct. Defendants argue that “having some connection to”
is too broad.

Although some portions of the specification support Defendants’ argument, the claim
languages is broadly written to embrace document information “associated with” the debt. There
may be document information that “has a connection to” a debt but does not necessarily “pertain
to” a debt. For example, the debtor’s account number pertains to the debtor, but has only a
connection to the debt. Plaintiff’s proposal is more consistent with the language of the claim,
and the Court adopts it.

V. Conclusion

The court adopts the constructions set forth in this opinion for the disputed terms of the
302 and ‘148 patents. The parties are ordered that they may not refer, directly or indirectly, to
each other’s claim construction positions in the presence of the jury. Likewise, the parties are
ordered to refrain from mentioning any portion of this opinion, other than the actual definitions
adopted by the court, in the presence of the jury. Any reference to claim construction

proceedings is limited to informing the jury of the definitions adopted by the court.
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UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF TEXAS

MARSHALL DIVISION
LEON STAMBLER §
§
§
Vs, 8 CASE NO. 2:08-CV-462-DF-CE
§
§
MERRILL LYNCH & CO., INC,, et al. §

MEMORANDUM OPINION AND ORDER

The Court held a Markman hearing on June 29, 2010." After considering the submissions
and the arguments of counsel, the Court issues the following order regarding claim construction:
I. Background of the Technology

Plaintiff Leon Stambler asserts United States Patent Nos. 5,793,302 (“the 302 patent™) and
5,974,148 (“the “148 patent™) (collectively, “Stambler patents™) against remaining Defendants?. The
Stambler patents have a common specification and claim priority to November 17, 1992. Plaintiff
asserts claims 7, 41, 44, 46, 47, 48, and 55 of the *302 patent and claims 28, 34, and 35 of the ‘148
patent. The Stambler patents are entitled “Method for Securing Information Relevant to a
Transaction” and teach improvements to conducting financial transactions thereby minimizing fraud
on the parties. The patents address two types of fraud that can occur in multi-party transactions,

especially electronic transactions. First, the patents disclose a system for authenticating that

! The Court also held a Markman hearing in a related case, Stambler v. JP Morgan,

2:08-cv-204, on March 25, 2010. The claim construction order for that action, Dkt. No. 393, was
issued on April 9, 2010. That order is incorporated by reference and referred to as JP Morgan.

2 Remaining defendants include Jack Henry & Associates, LegacyTexas Bank and
associated entities, HSBC USA Inc. and associated entities, and First National Bank and
associated entities. The remaining defendants will be referred to herein as “Defendants.”
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information relating to the financial transaction has not been fraudulently authored, such as the
amount on a check. Second, the patents teach authenticating the parties to a transaction. For
example, the transaction system of the patents would detect when a person cashing a check is not
the intended recipient.

The invention uses what is called a “variable authentication number (VAN)” to authenticate
the transaction information as well as the parties. A VAN (a disputed term), as disclosed in the
embodiment, contains an encoded key that contains information about at least one of the parties and
at least some of the transaction information. This encoded key is called a joint key. The joint key
might, for example, contain the intended recipient’s tax identification number, the check amount,
and the payor’s identifying information. When an endorsed check is presented at the recipient’s
bank, the recipient’s bank first verifies whether the party presenting the check is in fact the intended
recipient. After verifying that the recipientis authentic, the recipient’s bank requests that the payor’s
bank transfer the funds in accordance with the check’s instructions. The payor’s bank will then
verify whether the document has been altered based upon the document information encoded into
the joint key. Additionally, the payor’s bank will be able to verify whether the payor did in fact
originate this check based upon the payor information encoded into the joint key. According to the
embodiment, only selected parties would be able to decode the VAN to access the joint key, thereby
making it nearly impossible for the VAN to be fraudulently created or modified.

Plaintiff previously pursued claims under the asserted patents before the District of Delaware
in 2001. See Stambler v. RSA Sec. Inc., No. 01-65-SLR (D. Del.). The Delaware court issued its
claim construction order in 2003. A number of the terms that the Delaware court construed are at

issue in this litigation: VAN; secret key of the first party/payor/originator; instrument; previously
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issued; and credential. Defendants argue that Plaintiff should be estopped from pursuing
constructions that are different than those it pursued in the Delaware court when the Delaware court
adopted Plaintiff’s proposal. Plaintiff argues that the constructions in the Delaware court are based
upon dictionary definitions almost exclusively and that Phillips is intervening law regarding claim
construction.

I1. General Principles Governing Claim Construction

“A claim in a patent provides the metes and bounds of the right which the patent confers on
the patentee to exclude others from making, using or selling the protected invention.” Burke, Inc. v.
Bruno Indep. Living Aids, Inc., 183 F.3d 1334, 1340 (Fed. Cir. 1999). Claim construction is an issue
of law for the court to decide. Markman v. Westview Instruments, Inc., 52 F.3d 967, 970-71 (Fed.
Cir. 1995) (en banc), aff’d, 517 U.S. 370 (1996).

To ascertain the meaning of claims, the court looks to three primary sources: the claims, the
specification, and the prosecution history. Markman, 52 F.3d at 979. Under the patent law, the
specification must contain a written description of the invention that enables one of ordinary skill
in the art to make and use the invention. A patent’s claims must be read in view of the specification,
of which they are a part. Id. For claim construction purposes, the description may act as a sort of
dictionary, which explains the invention and may define terms used in the claims. 7d. “One purpose
for examining the specification is to determine if the patentee has limited the scope of the claims.”
Watts v. XL Sys., Inc., 232 F.3d 877, 882 (Fed. Cir. 2000).

Nonetheless, it is the function of the claims, not the specification, to set forth the limits of
the patentee’s claims. Otherwise, there would be no need for claims. SRI Int’l v. Matsushita Elec.

Corp., 775 F.2d 1107, 1121 (Fed. Cir. 1985) (en banc). The patentee is free to be his own
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lexicographer, but any special definition given to a word must be clearly set forth in the
specification. Intellicall, Inc. v. Phonometrics, 952 F.2d 1384, 1388 (Fed. Cir. 1992). And, although
the specification may indicate that certain embodiments are preferred, particular embodiments
appearing in the specification will not be read into the claims when the claim language is broader
than the embodiments. Electro Med. Sys., S.A. v. Cooper Life Sciences, Inc., 34 F.3d 1048, 1054
(Fed. Cir. 1994).

This court’s claim construction decision must be informed by the Federal Circuit’s decision
in Phillips v. AWH Corporation, 415 F.3d 1303 (Fed. Cir. 2005) (en banc). In Phillips, the court set
forth several guideposts that courts should follow when construing claims. In particular, the court
reiterated that “the claims of a patent define the invention to which the patentee is entitled the right
to exclude.” 415 F.3d at 1312 (emphasis added) (quoting Innova/Pure Water, Inc. v. Safari Water
Filtration Systems, Inc., 381 F.3d 1111, 1115 (Fed. Cir. 2004)). To that end, the words used in a
claim are generally given their ordinary and customary meaning. /d. The ordinary and customary
meaning of a claim term “is the meaning that the term would have to a person of ordinary skill in
the art in question at the time of the invention, i.e., as of the effective filing date of the patent
application.” Id. at 1313. This principle of patent law flows naturally from the recognition that
inventors are usually persons who are skilled in the field of the invention. The patent is addressed
to and intended to be read by others skilled in the particular art. 7d.

The primacy of claim terms notwithstanding, Phillips made clear that “the person of ordinary
skill in the art is deemed to read the claim term not only in the context of the particular claim in
which the disputed term appears, but in the context of the entire patent, including the specification.”

Id. Although the claims themselves may provide guidance as to the meaning of particular terms,
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those terms are part of “a fully integrated written instrument.” Id. at 1315 (quoting Markman, 52
F.3d at 978). Thus, the Phillips court emphasized the specification as being the primary basis for
construing the claims. /d. at 1314-17. As the Supreme Court stated long ago, “in case of doubt or
ambiguity it is proper in all cases to refer back to the descriptive portions of the specification to aid
in solving the doubt or in ascertaining the true intent and meaning of the language employed in the
claims.” Batesv. Coe, 98 U.S. 31, 38 (1878). In addressing the role of the specification, the Phillips
court quoted with approval its earlier observations from Renishaw PLC v. Marposs Societa’ per
Azioni, 158 F.3d 1243, 1250 (Fed. Cir. 1998):

Ultimately, the interpretation to be given a term can only be

determined and confirmed with a full understanding of what the

inventors actually invented and intended to envelop with the claim.

The construction that stays true to the claim language and most

naturally aligns with the patent’s description of the invention will be,

in the end, the correct construction.
Consequently, Phillips emphasized the important role the specification plays in the claim
construction process.

The prosecution history also continues to play an important role in claim interpretation. The
prosecution history helps to demonstrate how the inventor and the PTO understood the patent.
Phillips, 415 F.3d at 1317. Because the file history, however, “represents an ongoing negotiation
between the PTO and the applicant,” it may lack the clarity of the specification and thus be less
useful in claim construction proceedings. Id. Nevertheless, the prosecution history is intrinsic
evidence. That evidence is relevant to the determination of how the inventor understood the

invention and whether the inventor limited the invention during prosecution by narrowing the scope

of the claims.
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Phillips rejected any claim construction approach that sacrificed the intrinsic record in favor
of extrinsic evidence, such as dictionary definitions or expert testimony. The en banc court
condemned the suggestion made by Texas Digital Systems, Inc. v. Telegenix, Inc., 308 F.3d 1193
(Fed. Cir. 2002), that a court should discern the ordinary meaning of the claim terms (through
dictionaries or otherwise) before resorting to the specification for certain limited purposes. Id. at
1319-24. The approach suggested by Texas Digital the assignment of a limited role to the
specification was rejected as inconsistent with decisions holding the specification to be the best
guide to the meaning of a disputed term. Id. at 1320-21. According to Phillips, reliance on
dictionary definitions at the expense of the specification had the effect of “focus[ing] the inquiry on
the abstract meaning of words rather than on the meaning of the claim terms within the context of
the patent.” Id. at 1321. Phillips emphasized that the patent system is based on the proposition that
the claims cover only the invented subject matter. /d. What is described in the claims flows from
the statutory requirement imposed on the patentee to describe and particularly claim what he or she
has invented. Id. The definitions found in dictionaries, however, often flow from the editors’
objective of assembling all of the possible definitions for a word. Id. at 1321-22.

Phillips does not preclude all uses of dictionaries in claim construction proceedings. Instead,
the court assigned dictionaries a role subordinate to the intrinsic record. In doing so, the court
emphasized that claim construction issues are not resolved by any magic formula. The court did not
impose any particular sequence of steps for a court to follow when it considers disputed claim
language. /d. at 1323-25. Rather, Phillips held that a court must attach the appropriate weight to
the intrinsic sources offered in support of a proposed claim construction, bearing in mind the general

rule that the claims measure the scope of the patent grant.
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II. Agreed Terms

The parties have agreed to definitions of the following terms:

Term

Claim Number

Agreed Construction

“associated with”

*302 claims 7, 41, 44,
47,51
‘148 claim 28

Identified with or having a
connection to

“if the at least a portion of the

‘302 claims 41, 51

if the at least a portion of the

received funds transfer ‘148 claim 28 received funds transfer information is

information and the VAN are unchanged and the VAN is not

determined to be authentic” fraudulent

“payment” 302 claim 44 Compensation in exchange for goods
‘148 claim 28 or services or the discharge of a debt

“payment instrument” ‘148 claim 28 A document (including paper or

electronic) that is used to transfer
funds to a recipient party in
connection with a payment

“instrument for transferring
funds”

“148 claims 34, 35

A document (including paper or
electronic) that is used to transfer
funds to a recipient party

“including the VAN with the | ‘148 claim 34 Including the VAN with the
instrument for subsequent use instrument for subsequent use in
in attesting tot he authenticity verifying that the information in the
of the instrument” instrument has not changed and
verifying that the instrument
originated from the first party
“one or more pieces of ‘148 claim 35 One or more pieces of the following
payment information payment information: an amount,
payment information information for identifying the
including an amount, recipient party or the originator party,
information for identifying a date, and a check control or serial
the recipient party or the number
originator party, a date, and a
check control or serial
number”
“creating an error detection ‘148 claim 35 Creating an error detection code
code (EDC1) by coding” (EDC1) by applying an algorithm to
7
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information in such a manner as to
permit detection of changes but
without complete recovery of the
original information

“the originator’s VAN being
usable to determine the
authenticity of the one or
more pieces of payment
information”

148 claim 35

The originator’s VAN being usable
to verify that the one or more pieces
of payment information have not
changed and to verify that the one or
more pieces of payment information
originated from the originator party

Joint Claim Construction Chart, Dkt. No. 393.

IV.  Disputed Terms

A. ‘“a third party for determining”

Plaintiff’s Proposed
Construction

Defendants’ Proposed
Construction

The Court’s Prior
Construction

a party, other than the first or
second parties, that performs
the determining step of the
claim

a party different from the
party or parties performing
the other steps of the claim,
for determining

a party, other than the first or
second parties, that performs
the determining step of the
claim

The term “a third party for determining” appears in claim 41 of the ‘302 patent. The parties

primarily dispute whether the determining third party of the disputed claim term may perform any

other step of the claimed methods. The court previously heard and rejected Defendants’ position in

the JP Morgan claim construction. Plaintiff has proposed the Court’s construction from JP Morgan.

Defendants ask the Court to revisit its prior claim construction and argue that they present

a novel justification for their construction. Defendants argue that the plain meaning of the claim

requires their construction, but then cite to several embodiments where the “third party” is the

financial institution that is also practicing other steps of the claimed method. Defendants pointed

~- 156 -

MasterCard, Exh. 1021, p. 156



GSPOE- -TEo cDuenirzdd-620 FilEdetion62101 0P demgE090b 232

to no evidence requiring the “third party” of claim 41 to be uninvolved in the remaining claim steps.

Accordingly, the Court adopts is prior construction and defines “a third party for determining” to be

“a party, other than the first or second parties, that performs the determining step of the claim.”

B. “variable authentication number (VAN)”

Plaintiff’s Proposed
Construction

Defendants’ Proposed
Construction

The Court’s Prior
Construction

an encoded variable number
that can be used in verifying
the identity of a party or the
integrity of information or
both, the number generated
by coding information
associated with or related to a
transaction, document (paper,
electronic, or otherwise), or
thing with either a joint key
or information associated
with or assigned or related to
at least one party to the
transaction or issuance of the
document or thing

a variable number that can be
used by a recipient to verify
the identity of another who is
a party to a transaction and
the integrity of information
relevant to the transaction
either with a joint code
produced from information
associated with the party or
directly with information
associated with the party

an encoded variable number
that can be used in verifying
the identity of a party or the
integrity of information or
both

The disputed term “variable authentication number” appears in asserted claims 41, 44, 46,

47, 48, and 55 of the “302 patent and claims 28, 34, and 35 of the ‘148 patent. The Court’s prior

construction makes explicit the requirements for authentication, but does not import any limitations

regarding what sort of information may be utilized in synthesizing a VAN.

Plaintiff attempts to import additional limitations from the claims or the preferred

embodiments that require some information from the transfer to be used to create the VAN.

However, this limitation already appears elsewhere in the asserted claims and, as a result, additional

construction of the term beyond the Court’s prior construction is unnecessary. Defendants’ proposed

157

MasterCard, Exh. 1021, p. 157



Cesse D032 DB FCBoddoem 880420 Fieied 0924/00 PRgegd 100222

construction similarly attempts to collapse limitations from elsewhere in the claims into the VAN.
Accordingly, the Court adopts its prior construction and defines “variable authentication number”
to mean “an encoded variable number that can be used in verifying the identity of a party or the
integrity of information or both.”

C. “secret key of the payor/first party/originator”

Plaintiff’s Proposed
Construction

Defendants’ Proposed
Construction

The Court’s Prior
Construction

a private key that is created
by the payor/first
party/originator, or an entity
originating an instrument on
the payor’s/first
party’s/originator’s behalf, by

key that is generated by
coding information
associated with and known,
prior to any coding, only by
the payor/first
party/originator party for use

a key that is known only to
the payor and those intended
to know it

coding information
associated with or related to
the payor/first
party/originator, which is
capable of being separately
created by a party intended to
authenticate the instrument

in any future transactions

The term “secret key of the payor/first party/originator” appears in claims 28, 34, and 35 of
the ‘148 patent. The Court has previously construed the term to mean “a key that is known only to
the payor and those intended to know it.” Plaintiffs argue that the only key used in the context of
creating a VAN in a fund transfer embodiment is the joint key and thus the joint key must be a
“secret key.” However, the joint key is never described as “secret” or “belonging to a party.”
Rather, the joint key is derived from the payor/first party/originator’s PIN which is secret and known
only to the payor/first party/originator and those intended to know it. Accordingly, the Court adopts

its prior construction and defines “secret key of the payor/first party/originator” to mean “a key that

10
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is known only to the payor/first party/originator and those intended to know it.”

D. “credential”

Plaintiff’s Proposed
Construction

Defendants’ Proposed
Construction

The Court’s Prior
Construction

a non-secret document or
information obtained from a
trusted source that is
transferred or presented for
purposes of determining the
identity of a party

a document or thing obtained
from a trusted source that
establishes the identity of a
party when it is transferred or
presented

a document or information
obtained from a trusted
source that is transferred or
presented for purposes of
determining the identity of a

party

The disputed term “credential” appears in claims 7, 47, and 55 of the ‘302 patent. The Court
has previously construed “credential” to mean “a document or information obtained from a trusted
source that is transferred or presented for purposes of determining the identity of a party.” Plaintiff
seeks to add the limitation “non-secret” while Defendants seek to impose a higher standard on what
may serve as a credential. The Court finds that Defendants’ proposed “establishes the identity”
language is too restrictive. A credential is evidence of identity, and can aid in determining identity,
but need not establish identity. Plaintiff repeats his arguments from JP Morgan that the credentials
mentioned in the specification are not secret and that the use of the terms in claim 47 and 55 without
language specifying that the credential contains non-secret information necessitates their proposed
“non-secret” construction. However, if credentials were always non-secret then the requirement that
the credential of claim 7 contain “non-secret information” would be superfluous, and the patentee
would not have included it in the claims. Further, the distinction between the credential in claim 7
and the credential in claims 47 and 55 would be swallowed by Plaintiff’s proposed construction.

Beyond requiring the credential to contain non-secret information, Plaintiff’s construction requires

11
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that the credential contain no secret information. The specification makes no such requirement clear,
and reading implicit limitations of the embodiments into broadly drafted claim terms would be
improper. Accordingly, the Court adopts its previous construction and defines “credential” to mean
“a document or information obtained from a trusted source that is transferred or presented for

purposes of determining the identity of a party.”

E. “trusted entity / party”

Plaintiff’s Proposed Defendants’ Proposed The Court’s Prior
Construction Construction Construction
a party/entity who is trusted or agency having officially None
whose integrity is relied upon to recognized authority to issue
issue credentials credentials

The disputed term “trusted entity / party” appears in claims 7, 47, and 55 of the ‘302 patent.
The proposed constructions for “trusted entity/party” define the term based on the entity/party’s
authority in issuing credentials, which is circular and adds no clarity to the claims. The trusted
entities are relied upon to issue credentials because they are trusted, and they are trusted to do so
because they have the authority or ability to establish or confirm a party’s identity. Accordingly, the
Court construes “trusted entity / party” to mean “an entity / party that has the authority or ability to

establish or confirm a party’s identity.”

12
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F. “information for identifying the first/second account of the first/second party”

Plaintiff’s Proposed
Construction

Defendants’ Proposed
Construction

The Court’s Prior
Construction

information that is used to
identify an account of the
first/second party

Information for identifying
the first account of the first
party: information that is
used to identify the first
account of the first party of
the first party from which
funds are to be transferred to
the second account of the
second party

Information for identifying
the second account of the
second party: information
that is used to identify the
second account of the second
party into which funds are to
be transferred from the first
account of the first party

information that is used to
identify an account of the
first/second party

This disputed term appears in claim 41 of the ‘302 patent.

Plaintiff seeks the same

construction adopted by the Court in JP Morgan while Defendants seek to import limitations from

other parts of the claim and elsewhere. Defendants’ proposed construction fails to clarify the

disputed term and renders meaningless other limitations of the claim. Accordingly, the Court adopts

its prior construction and defines “information for identifying the first/second account of the

first/second party” to mean “information that is used to identify an account of the first/second party.”

13

~ 161 -

MasterCard, Exh. 1021, p. 161



Cesse D9 0032DBFCBodbowm 880420 Fifeled 0024/00 PRaggd 3 410222

G. “originator party” / “recipient party”
Plaintiff’s Proposed Defendants’ Proposed The Court’s Prior
Construction Construction Construction
originator party: plain meaning; originator party: party whose None

alternatively, a party that creates funds are being transferred
an [instrument for transferring

funds] recipient party: party who
receives the funds transfer from
recipient party: plain meaning; the originator party

alternatively, the intended
recipient of a funds transfer

This term appears in claim 35 of the 148 patent. The parties primarily dispute whether the
originator party must be the source of the funds or merely the source of an instrument for transfering
funds. The plain language of the claim indicates that the originator party creates an instrument for
transferring funds but does not require that the funds be transferred from the originator party. The
specification supports this position because it indicates that the invention can be used for generating
and processing employee paychecks. (3:66-67). Paychecks for the transfer of funds from employers
to employees are typically generated by third parties. Additionally, Defendants’ proposed
construction requires an actual transfer of funds rather than the generation of an instrument for the
transfer of funds. Although the preamble of claim 35 of the ‘148 patent recites a “funds transfer
method,” the steps of the method do not require an actual transfer. Reading such a limitation into
the claim by redefining the parties would be improper. Also, the Court notes that the constructions
advanced by both parties are circular, defining the disputed terms using their interpretations of what
the remainder of the claim requires. After reviewing the arguments of the parties, the Court adopts

the plain and ordinary meaning for “originator party” and “recipient party.”

14
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H. “first party” / “second party”

Plaintiff’s Proposed Construction Defendants’ Proposed The Court’s Prior
Construction Construction
First party: plain meaning; First party: party whose funds are | None

alternatively, claim 34 of the ‘148 | being transferred
patent: a party that creates an
instrument; claims 41 and 55 of the | Second Party: party who receives
302 patent: a party identified with | the funds transferred from the

a first account first party

Second party: plain meaning;
alternatively, claim 34 of the ‘148
patent: a party that is intended to
receive funds; claims 41 and 55 of
the “302 patent: a party identified
with a second account

“First party” and “second party” appear in claim 34 of the ‘148 patent and claims 41 and 55
of the “302 patent. The parties primarily dispute whether these terms have a rigid definition across
all claims or their meaning should be supplied by the context of the claims in which they appear.
As with “originator party” and “recipient party” above, both Plaintiff and Defendants attempt to
construe these terms in a circular fashion, with information about the role of the parties as defined
in the claims imported into the term constructions. The court is unpersuaded by these arguments and
finds that saddling these terms with information the jury should discern from the context of the
claims is unnecessary. Further, Defendants’ proposed definition improperly imports limitations not
found in the claims in question by requiring an actual transfer of funds to occur. Accordingly, the

Court adopts the plain and ordinary meaning for “first party” and “second party.”

15
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L. “the first/second account information being stored in a first/second storage
means”
Plaintiff’s Proposed Defendants’ Proposed Prior Construction

Construction

Construction

This element is not subject to
35U.S.C.§112,16.

information [associated with]
the first/second account being
stored in a first/second place
for storing information

Alternatively, if the Court
concludes this element is
subjectto 35 U.S.C. § 112, |
6:

Function: storing

Structure: document, files,
memory, or other compuer
storage, tables, personal
storage media

This term is a means plus
function limitation as defined
by 35 U.S.C. § 112, 1 6:

Function: storing the
first/second party’s account
information

Structure: first/second party’s
bank’s computer

Delaware:

First/second storage means: a
first/second place for storing
information, which can
include a computer file

The disputed term “the first/second account information being stored in a first/second storage

means” appears in the preamble of claim 41 of the ‘302 patent. The parties primarily dispute

whether this term is subject to 35 U.S.C. § 112, § 6. Assuming the term is subject to § 112, 1 6, the

parties further dispute both the function and the structure supported by the specification.

Plaintiff argues that the term “storage means” was well defined in the art and that no means

plus function construction is necessary. Defendant argues that the use of the word “means” creates

a presumption of means plus function and that Plaintiff has failed to rebut that presumption. The

Court finds that Plaintiff has established that a means plus function construction is not necessary

because the term “storage means” was well defined in the art at the time of the invention. Plaintiff

16
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also argues, and the court agrees, that the claim is not drafted in standard § 112, 1 6 format (e.g.

“means for [performing a function]”). Accordingly, the Court construes “first/second storage

means” to mean “first/second place for storing information, which may include a computer file.”

J. “error detection code”

Plaintiff’s Proposed
Construction

Defendants’ Proposed
Construction

The Court’s Prior
Construction

the result of applying an
algorithm to information in
such a manner as to permit
detection of changes but
without complete recovery of
the original information

coded information that is
compared by the recipient to
detect if there are any
changes from the information
originally encoded into the
error detection code

the result of applying an
algorithm to information in
such a manner as to permit
detection of changes but
without complete recovery of
the original information [by
agreement]

The disputed term “error detection code” appears in claims 46 and 55 of the “302 patent and

claim 35 of the 148 patent. When used in the claims, the “error detection code” is used to generate

a VAN. Neither party’s construction defines the disputed term such that it can be used to generate

a VAN. Plaintiff cited to the record supporting its construction, but failed to define the disputed

term inagrammatically sensible way. Defendants’ proposed construction imports limitations absent

from the claim while also failing to make grammatical sense. The portion of the specification cited

by Plaintiff indicates that an error correcting code must allow for detection of changes in the coded

information without complete recovery of the original information. (5:39-44). Accordingly, the

Court construes “error detection code” to mean “an algorithm for coding information that, when

applied to original information, creates coded information wherein changes to the coded information

can be detected without complete recovery of the original information.”

17
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K. “coding”

Plaintiff’s Proposed
Construction

Defendants’ Proposed
Construction

The Court’s Prior
Construction

Transforming information by
applying a known algorithm

The meaning of “coding”
should be supplied within the
context of the phrase in
which it is used.

“Coding” when used in the
context of generating a VAN
means: “transforming
information into a VAN by
applying a known algorithm
under which the resulting
VAN can either be uncoded
by reversing the coding
operation or compared to a
VAN regenerated by applying
the same known algorithm to
the information.”

“Coding” in the context of
“creating an error detection
code (EDC1) by coding” is a
different contextual use of
coding

Transforming information by
applying a known algorithm
[by agreement; also adopted
by Delaware court]

The disputed term “coding” appears in claims 7 and 41 of the *302 patent. Plaintiff argues

that “coding” should be construed as defined in the specification while Defendant argues that a

narrower definition is necessary because various claims of the patent refer to both “coding” and

“uncoding.” However, construing “coding” in light of the patentee’s use of “uncoding” does not

require the Court to import various limitations from other claims and the specification. The

specification defines a coder as a device that “[utilizes] a known algorithm” to code data from one

form to another. (3:37-48). The same passage defines an uncoder as a device that reverses the

18
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process performed by the coder to recreate the original data. /d. Accordingly, the Court construes

“coding” to mean “transforming information by applying a known algorithm” and “uncoding” as

“transforming coded information back into its original state.”

L. “payor” / “payer”

Plaintiff’s Proposed
Construction

Defendants’ Proposed
Construction

The Court’s Prior
Construction

A person or entity who pays,
or who is to make a payment.
The terms refer to the same

party.

Payor: party paying for or
purchasing goods or services

Payer: indefinite

Plain meaning. The terms
refer to the same party. [by
agreement]

The disputed terms “payor” and “payer” appear in claim 28 of the ‘148 patent. The parties’

primary dispute is whether “payor” and “payer” refer to the same entity. Defendants additionally

seek to limit the definition based the underlying purpose of any payment made by the payor.

Defendants argue that the term “payer” is insolubly ambiguous and that the Court should invalidate

any claims containing the term.

“Payer” and “payor” are alternate spellings of the same word, and in the context of claim 28

the two clearly refer to the same entity. Furthermore, the defendants in JP Morgan did not find the

term to be ambiguous and did not even seek construction by the court. In order to find the term

indefinite, the Court must determine that it is insolubly ambiguous or otherwise not amenable to

construction. That s clearly not the case. Accordingly, the Court construes “payor” and “payer” to

refer to the same entity and defines that entity to be *“a person or entity who pays, or who is to make

a payment.”
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M. “previously issued”

Plaintiff’s Proposed
Construction

Defendants’ Proposed
Construction

The Court’s Prior
Construction

issued before the execution of
the steps recited in the claim;
the “previously issued”
limitation is not a separate
step in the claimed methods

issued before the execution of
the other steps recited in the
claim; the “previously
issued” limitation is a
separate step

issued before the execution of
the steps recited in the claim;
the “previously issued”
limitation is not a separate
step in the claimed methods

The phrase “previously issued” appears in claims 7, 47, and 55 of the ‘302 patent. Plaintiff

argues that “previously issued” describes “credential” in the asserted claims and is not a separate step

that must be performed to practice the method. Defendants argue that “previously issued” requires

a separate step.

As explained in the JP Morgan claim construction order, using “previously issued” to

describe “credential” does not require the credential to be issued as part of the claimed method.

Accordingly, the Court construes “previously issued” to mean “issued before the execution of the

steps recited in the claim” and finds that the “previously issued” limitations are not separate steps

of the claimed methods.

N. “determining whether the at least a portion of the received funds transfer
information is authentic by using the VAN”

Plaintiff’s Proposed Construction Defendants’ Proposed The Court’s Prior
Construction Construction
using the VAN to determine that using the VAN to determine that | None

the at least a portion of the funds
transfer information has not
changed and to determine the origin
of the at least a portion of the
received funds transfer information

the received funds transfer
information has not changed and
that the received funds transfer
information originated from the
first party to the funds transfer

The disputed term appears in claim 41 of the ‘302 patent. The parties agree that the VAN

20
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must be used to determine that at least a portion of the funds transfer information has not changed
and to determine the origin of the funds transfer information. Defendants’ construction attempts to
read out “the at least a portion of” from the disputed term, however, and this is improper. Further,
Defendants’ construction attempts to require the first party to be the origin of the funds transfer,
which is not required by the claims or the specification. The Court adopts Plaintiff’s proposed
construction because it specifies what is required to authenticate the funds transfer information while
maintaining the scope of the disputed claim term.

0. “determining whether the at least a portion of the received funds transfer
information is authentic by using the VAN and the credential information”

Plaintiff’s Proposed
Construction

Defendants’ Proposed
Construction

The Court’s Prior
Construction

using the VAN and the
credential information to
determine that the at least a
portion of the funds transfer
information has not changed
and to determine the origin of
the at least a portion of the
received funds transfer
information

using the VAN and the
credential information to
determine that the received
funds transfer information
has not changed and to
determine that the received
funds transfer information
originated from a party to the
funds transfer.

None

The disputed term appears in claim 51 of the *302 patent and is required for infringement of

asserted dependent claim 55. As with the disputed “determining” term from claim 41, the parties
agree that in this step an infringer must verify that a portion of the payment information has not
changed and to determine the origin of the transfer information. As above, Defendants attempt to
import additional limitations such as requiring the origin of the funds transfer information to be a

party to the transaction while also reading “the at least a portion of” out of the claim. As above,
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Defendants’ construction is improper. The Court adopts Plaintiff’s proposed construction because
it specifies what is required to authenticate the funds transfer information while maintaining the
scope of the disputed claim term.
V. Conclusion

The court adopts the constructions set forth in this opinion for the disputed terms of the *302
and ‘148 patents. The parties are ordered that they may not refer, directly or indirectly, to each
other’s claim construction positions in the presence of the jury. Likewise, the parties are ordered to
refrain from mentioning any portion of this opinion, other than the actual definitions adopted by the
court, in the presence of the jury. Any reference to claim construction proceedings is limited to

informing the jury of the definitions adopted by the court.
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF DELAWARE
LEON STAMBLER,
Plaintiff,
V. Civil Action No. 01-065-SLR
RSA SECURITY, INC.,

VERISIGN, INC.,
OMNISKY CORPORATION,

— et Y e et et Nt St Nt et

Defendants.

MEMORANDUM ORDER

At Wilmington this 29th day of Jamuary, 2003, having heard
oral argument and having reviewed papers submitted in connecticn
therewith;

IT IS ORDERED that the disputed claim language in United
States Patent Nos. 5,793,302; 5,936,541 and 5,974,148 as
identified by the above referenced parties, shall be construed as
follows, consistent with the tenets of claim construction set
forth by the United States Court of Appeals for the Federal

Circult:

STAM0095415
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A. “Wariable Authentication Number (VAN)”

Defendants argue that the VAN must be limited to a number
created by applying a symmetric key algorithm. MNeither the
claims, specification, nor prosecutiom history impose such a

limitation, While nearly all of the embodiments apply symmetric

o
- ﬁ

7 key algorithms to create the VAN, the patent does contemplate
creating the VAN using asymmetric algorithms. (‘148 patent, col.
5, 11. 34-44) In addition, the patent provides examples of VAN'’s
c¢reated using asymmetric algorithms, such as the RVAN. (148 :
patent, col. 7, 11. 33-38) Thus, “variable authentication number
(VAN) " shall be construed to mean “a variable number that can be
used in verifying the identity of a party or the integrity of
information or both.”

B. ™“Secret Key of the First Party”

The court shall apply the ordinary definition of the word
*secret” - “kept from the knowledge of any but the initiated or
privileged.”* The disputed phrase contemplates the initiated
being the first party. Thus, the term “gecret key of the first
party” shall be construed to wmean “a key that is known only to
the first party and those intended to know it and that exists

beyond the duration of a particular transaction.”

1The Random House Coliege Dictionary, 1189 (revised ed.
1980)

STAM0095416
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C. “Instrument” or “Payment Instrument”

The claims in the ‘148 patent state that an instrument is
“for transferring funds.” (‘148 patent, col. 24, 11. 43-44; col.
28, 11, 37-38) Similarly, a payment instrument is “to make a
payment.” (‘148 patent, col. 26, 11. 12-13) BAccordingly, the
term “instrument” or “payment instrument” shall be construed to
mean “a document used to transfer funds to a recipient party.”

D, “Sacret Kay of the Payor”

The court shall apply the ordinary definition of the word
“secret” - “kept from the knowledge of any but the initiated or
privileged.”?® The phrase contemplates the initiated being the
payor. Thus, the term “secret key of the payor” shall be
construed to mean “a key that is known only to the payor and
those intended to know it and that exists beyond the duration of
a particular transaction.”

E. ™“Creating an Error Detection Code (EDC1l) by Coding”

The patent defines error detection coding as coding “in such
a manner as to permlit detection of changes.” (‘148 patent, col.
5, 11. 41-43) Thus, the term “creating an error detection code
{EDC1) by coding” shall be construed to mean “creating an error

detection code {(EDCl) by applying an algorithm to information in

2The Random House College Dictionary, 1189 (reviged ed.
1980)
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such a manner as to permit detection of changes but without

complete recovery of the original information.”

F. “Secret Key of the Originator”

The court shall apply the ordinary definition of the word
“gecret” - “kept from the knowledge of any but the initiated or
privileged.”® The phrase contemplates the initiated being the
originator. Thus, the term “gecret key of the originator” shall

be construed tc mean “a key that is known only to the originator

N

and those intended to know it and that exists beyond the duration
of a particular transaction.”

@, ™“Coding”

RBoth parties request unsupportable constructions of this
term. Plaintiff’s construction is exceedingly broad.
Defendants’ construction imports limitations not found in the
claims. The patent specification does not define the term
“code,” however, the specification does state that a “coder . . .
may be any form of such device utilizing a known algorithm{.]”
(1148 patent, col. 3, 11, 37-39}) Thus, the term “coding” shall
be construed to mean “transforming information by applying a

known algorithm,?

3The Random House College Dictionary, 1189 (revised ed.
1580)

STAM0095418
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H. “Wherein a Credential is Previously Issued”

The court shall apply the ordinary definition this term.
Thus, the term “previougly issued” shall be construed to mean
*existing or occurring prior to something else in time or
order.”* The preamble of claim 20 (from which claim 27 depends}
of the ‘541 patent states that “a credential is previously issued
to at least one of the parties.” Thus, the credential must be
issued prior to the steps of the claim.® The term “wherein a
credential is previously issued” shall be construed to mean “the
credential referenced in the claim must already be issued before
the execution of the steps recited in the claim.”

I. ™“Credential”

Defendants attempt to import limitations from examples in
the specification. Defendants’ construction would require a
physical credential and thus, the physical presence of the
parties. The gpecification, however, recites that “until the

present invention, it has not been possible to wverify the

‘The American Heritage Dictionary 982, (24 ed. 1982},

Splaintiff argues that the credential cannot be issued
before step one of claim 20 because step one creates the VAN
which is included on the credential. Step one of the claim does
not state, however, that this is the first time the VAN is
created. The patent specifically discusses re-creating the VAN
to compare with the VAN from the credential to authenticate the
credential. (*541 patent, col, 13, 11. 24-28}) This is
consistent with the claim language describing a method for
securing information.

STAMO0S5419
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identity and to secure the interests of . . . absent parties to a
transaction.” (‘148 patent, col. 2, 11. 2-5) Importing

defendants’ limitation would be improper. Thus, the term
“credential” shall be construed to mean “a document or

information obtained from a trusted source that is transferred or

i

presented to establish the identity of a party.”
J. “Secret Key of the Credential Issuing Entity”

The court shall apply the ordinary definition of the word

"

“secret” - “kept from the knowledge of any but the initiated or

privileged.”® The phrase contemplates the initiated being the

we

credential issuing entity. Thus, the term “secret key of the
credential issuing entity” shall be construed to mean “a key that
is known only to the credential issuing entity and those intended
to know it and that exists beyond the duration of a particular
transacticn.”

K. “authenticating At Least One of the Parties by Using the
VAN~

These terms shall be construed with their ordinary meaning;

no further construction is necessary.

The Random House College Dictionary, 1189 (revised ed.
1980). .

STAMO095420
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L. ™Information Associated with the At Least Two Parties”

These terms shall be construed with their ordinary meaning;
no further construction is necessary.

M. “The First Party Has a First Pexrsonal Identification
Number (PIN1)"

This term was defined by the patentee in both the
specification and the prosecﬁtion history. Accordingly, the term
“the first party has a first personal identification number
(PIN1)” shall be construed to mean *at the time the method steps
are executed, the first party has a number for identification
that is secret, is selected by the first party at the time of
enrollment, cannot exist in uncoded form, and cannot be recovered
from other information anywhere in the system.” (‘148 patent,
col, 2, 11. 31-36; D.I. 293 at 383) .

N. “First Storage Means” and “Second Storage Means”

The claims do not support defendants’ limitation that the
storage means may only be computer files. Plaintiff’s
construction, however, would appear to eliminate the first/second
limitation. The court finds that the term “first storage means”
and “second storage means” shall be construed to mean *a first
place for storing information, which can include a computer
file,” and “a second place for storing information, which can be

a compukter file.”

STAMO095421
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0. “Being Accessible Only to a Party With Knowledge of the
First PINL1”

These terms shall be construed with their ordinary weaning;
no further construction is necessary.-

P. “Information Associated with the First Party”

These terms shall be construed with their ordinary meaning;
no further construction is necessary.

Q. "“Information Assoc¢iated with the Seccnd Party”

These terms shall be construed with their ordinary meaning;
no further construction is necessary.

R. ™“Storing in Escrow and in Trust”

“In Escrow” is defined as “in the keeping of a third person
For delivery to a given party upon the fulfillment of some
condition.”” The definition is inherently temporary. Thus, the
term “storing in escrow and in trust” shall be further construed
to mean “temporarily storing information securely.”

8. TSubsequently Granting the First Party Access to the
First Storage Means by Using the PINLl or the Credential”

Claim 12 of the ‘302 patent recites steps for “a method of
enrcllment and issuing a credential to a first party by a second

party, and subsequently granting access to a first storage

"The Random House College Dictionary, 450 (revised ed.
1980) .

sy

w
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means|[.]” (‘302 patent, c¢ol. 26, 11. 10-12} The final claim
element recites “subsequently granting the first party access to
the first storage means by using the PIN1 or the credential.”
(302 patent, col. 26, 11. 10-29} Defendants argue that the
grant of access must occur subseguent to the issuance of the
credential. The court agrees. If the first party is to obtain
accegs to the first storage means using the c¢redential, the
credential must have been previously issued. PFlaintiff does not
explain how access could be granted using the credential if the
credential has not yet been issued.

Thus, the term “subsequently granting the first party access
to the first storage means by using the PIN1 or the credential”
shall be construed to mean “the step of subseguently granting the
first party access to the first storage means by using the PIN1
or the credential must occur after the previous steps of the
method have been performed, including the step of issuing the
credential to the first party.*”

T. “Authenticating the First Party and At Least a Portion
of the Non-Secret Information Stored in the Credential if the
Second Error Detection Code (EDC2) Corresponds to the Third Error
Detection Code (EDC3)*

Defendants’ construction adds limitations not supported by

the claims. The term “authenticating the first party and at

STAM0095423
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least a portion of the non-secret information stored in the

credential if the second error detection cods (EDC2) corresponds

to the third error detection code (EDC3}” ghall be construed to

mean “verifying the identity of the first party and the integrity

of at least a portion of the non-secret information if EDC2 and %se

EDC3 correspond.”

i

United Stat District Judge

10

STAM00S5424

—F81 =

MasterCard, Exh. 1021, p. 181



Case 2:09-cv-00310-DF Document 390-7 Filed 10/06/10 Page 1 of 9

Exhibit “F”

-- 182 --
MasterCard, Exh. 1021, p. 182



183 -

MasterCard, Exh. 1021, p. 183



SECURITY FOR
COMPUTER NETWORKS

An Introduction to Data Security
in Teleprocessing and
Electronic Funds Transfer

Second Edition

D.W. Davies

Data Security Consultant

and

W.L. Price
National Physical Laboratory, Teddington, Middlesex

JOHN WILEY & SONS

Chichester - New York - Brisbane - Toronto - Singapere

184

MasterCard, Exh. 1021, p. 184



S e e i S
—

ise 2:09-cv-00310-DF Document 390-7 Filed 10/06/10 Page 4 of 9

Wiley Editorial Difices
John Wiley & Sons [td, Baffins Lane, Chichester, .
West Sussex PQ19 1UD, England

John Wiley & Sons, Tnc., 605 Thivd Avenue,
New York, NY 10158-0012, USA

Jacatanda Wiley Ltd, G.P.O. Box 859, Brishane,
Queensland 4001, Australia

fohn Wiley & Sons {Canada) Ltd, 22 Worcester Road,
Rexdale, Ontario MOW 111, Canada

john Wiley & Sons (SEA} T'te Lid, 37 Jalon Pemimpin #05-04,
Bluck B, Uridon Industrial Building, Singapore 2057

Copyright © 1984, 1989 by John Wiley & Sons Ltd.

Al rights reserved.

No par: of this book may be reproduced by any means,
or transmitted, or translated into a machine language
withou: the written permission of the publisher.
Library of Congress Cataloging-in-Publication Data:
Davies, Donald Watts.
Security for computer netwoiks : an introduction to data security
in teleprocessing and electronic funeds transfer { DWW, Davies and
W.L, Price. — 2nd ed,
p. cm, — (Wiley series in conynunication and distributed
systemns)
Includes bibliographies and index.
ISBN 0 471 92137 &
1. Data transmission systems—Secunty medasures.
I Tide, ML Series
TES105.1043 1989
5.5~ de20 §%-14760
P

I Price, W, L,

British Library Cataloguing in Publication Data;

Davies, D. W. (Donald Watts, 1924— )
Securily lor computer networks - an intraduction to
data security in teleprocessing ana electronic funds
transter. — 2ud ed — (Wiley series in commurications
and distributed systems)
1. Compuler systerns. Security measirss. Cryplograms
I Title 1. TPrice, W L.
005.8°2

15T 0 471 92137 8

Typeset by MHL Typesetting Ltd, Coventry

Printed and bound in Great Britain by Courier International, Tipteee, Tssex

- 185 —

MasterCard, Exh. 1021, p. 185



e 2:09-cv-00310-DF Document 390-7 Filed 10/06/10 Page 5 of 9

GLOSSARY

Active card

Thin plastic card of credit-card size containing a store, processor or both, and
capable of interaction with a terminal, for example in a point-of-sale transaction,
Also called a ‘smart card’.

Active line-tap (or wire-tap)

Deliberate interference with a communication system to alter the signals, data
or messages it carries. This includes introducing new data or messages, repeating
those that were sent earlier, delaying or deleting messages. See alse passive
line-tap.

Algorithm
A precise statement of a method of calculation. It can sometimes be expressed
conveniently in a programming language.

Alphabet

The range of values which may be taken by a particular unit of cormmunication,
such as a character. When a cipher employs one or more permutations of a
character code, each of these is known as an alphabet,

ANSI
American National Standards Institute.

Arbitration

Settling a dispute by referring it to a third party. This arbitrator may take part
in a procedure which enables disputes to be settled, as in the production and
checking of an ‘arbitrated signature’.

ASClI ]

American Standard Code for Information Interchange. Its full title is USASCIL
This code is a national version of the ISO 7-bit coded character set and is mainly
compatible with CCITT alphabet No. 5.

ATM
See automatic teller machine.

Authentication .
1. Ensuring that a message is genuine, has arrived exactly as it was sent and came
from the stated source.
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2, Verifying the identity of an individual, such as a person at a remote terminal
or the sender of a message.
See also; Data origin authentication and peer-entity authentication.

Authenticator

A number which is sent with a message to enable the receiver to detect alterations
made to the message since it left the sender. The number is a function of the
whole message and a secret key.

Auttomatic teller machine (ATM)
A machine at which customers can do business with their bank. Withdrawal af
cash is a main part of the service, but the ATM is typically more than a ‘cash

_ dispenser’ and allows, for example, presenting cheques for payment mto an

account and enguiry for the account’s balance.

Bijection

A mapping from one set of entities {¥] onto another Ly} having the same number
of elements, such that each x maps onto a unique y and each j is the mapping
of a unique ¥, i.e. it is a one-to-one mapping.

Birthday paradox

How many people must there be in a group to make it likely that at least two
of them have the same birthdate? The answer, twenty-three, appears paradoxical.
This type of problem is significant for the understanding of security in some
systems (see page 279).

Black

Ablock of data is an array or sequence of bits that are usually stored or transmitied
together, Many such arrays have specialized names such as ‘character’, ‘fleld’
or ‘packet’ which suggest their function, Block is a neutral term and often signifies
a fixed-length array of bits.

Block cipher
A cipher method which acts on a fixed-length block of data to produce a result
which depends oniy on that block.

BSI
British Standards Institution

By-pass mode

A mode of operation of data encipherment equipment in which plaintext passes
through unchanged. Federal Telecommunications Standard 1027 requires by-pass
mode to be controlled with a locl,

CCriT
International Telephone and Telegraph Consultative Committee. The letters come

from the title in French. With the CCIR (radio) it forms the International
Telecommunications Union (UIT).
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Cryptography
The technique of concealing the content of a message either by a code or a cipher.

Cryptology
The science which includes all aspects of cryptography and cryptanalysis.

Cyclic redundancy check {CRC)
A kind of check field used to guard against erroxs. This is used in some CCITT
recommendations and 15O standards.

DAC

Data Authentication Code. A name used for an authenticator in the proposed
Federal Information Processing Standard on Computer Data Integrity. The word
‘code’ is misused in this term.

Data link layer
The layer of Open Systems Interconnection immediately above the physical layer.
At this layer of procedure, errur and {low control are introduced.

Data origin authentication
Corroboration that the source of data received is as claimed.

DCE

Data circuit terminating equipment. Data communication local lines typically end
at an equipment on the subscriber’s premises which belongs to the network and
provides the ‘customer interface’. This outermost part of the network is the NCE.

DEE
Data encipherment {or encryption} equipment.

DID
Data Identifier; synonymous with “chain identifier’. A term used in the proposed
Federal Information Processing Standard on Computer Data Integrity.

Digital signature

A number depending on all the bits of a message and also on a secret key. lts
correctness can be verified by using a public key (unlike an authenticator which
needs a secret key for its verification).

DTE

Data terminal equipment. The equipment which is connected to a data
communication network in order to communicate. The DTE may be anything that
communicates, for example a computer system.

ErT

Electronic Funds Transfer. A term used for various payment methods that employ
communication or electronic storage. The most usual context is in point-of-sale
transactions.
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Hamming distance
he Given fixed-length blocks of binary data, the Hamming distance between two
ﬁi such blocks is the number of bits in which their values are different.
1 i
Example: 1011010111
0111000110
, * ok * * Hamming distance = 4
Y.
Iso Hash function
A well-defined function of a message or block of data which appears to generate
a random number. Care is needed in selecting hash functions because they are
used for several different purposes.
ms i
2ls. Index of coincidence
Two texts can be placed together and corresponding characters compared for
(, equality (coincidence). The proportion of coincidences among the characters is
‘ a very useful statistic. Friedman defined the index of coincidence as ‘coincidences
minus non-coincidences divided by total number of letters compared’.
. i
:*EE | Initializing value (or variable), IV
: For the encipherment or decipherment of a chain it may be necessary, or desirable,
to use a value (e.g. a block of bits or set of characters) which starts off the process.
This is the initializing value or TV and is known to both sender and receiver.
i
v a : Integrity (of data)
i The property that data have not been altered or destroyed in an unauthorized
: anner. '
efeg; Intelligent token
‘ A small device incorporating a processor and store which can be carried by
; someone for identification and to make transactions with special terminals. One
form of this token is the active card or ‘smart card’.
rich \
. 1SC
s a i International Organization for Standardization. The international forum at which
: representatives from national standards bodies (such as ANS) meet to agree
! standards for world-wide use.
hen Key block
08¢ : In the context of the Data Encryption Standard it is the 64-bit block of data which
contains the 56-bit key. It is also known as the ‘key variable”.
: Key space
gest ! The range of all the values which a cryptographic key may take. Alarge key space
15. is important for security.

Key variable
See key block.
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One-time tepe or pad

A tape containing random numbers or bits. Only the original and one copy are
made so that one station can use it to encipher and another to decipher messages
under the strict rule that each portion of the tape may be nsed only once. Another
version is fhe one-time pad, where the numbers are written down on two identical
pads; used pages are destroyved.

One-way function

A Function y=f{x} which is relatively easy to compute but much more difficult
to compute the inverse. Tha: is, given x it is easy to find y, but given a value
y it is (except in a few cases) difficult to find any solution x of y=I[(x}. The exception
allows for the fact that, with luck, the x,y pair may already be known.

Opert Systems Interconnection [0Sl
A system of standards which should make useful communication possible between
any systems attached to a communications network.

Padding

When a message (o a record of arbitrary length) is divided into fixed-length blocks
for any purpose; the last block may not be completely filled, The information used
to fill the remaining part of the last block is padding,

Passive litie-tap (or wire-tap)
Unauthorized teading of signals, data or messages from a communication system,
without changing Uw signals, See also active line-tap.

Peer-eniity aulhentication
Corroboration thal a peer entity in an association is the one claimed.

Permutation

Changing the order (or sequence) of a set of data elements. The elements can
be bits, characters, bytes, ete. Permutation can be used as one operation in a
process of encipherment. Se also transposition cipher.

Physical layer

The lowest layer of Open Systems Interconnection, in which physical phenomena
(voltage, current, light waves) are interpreted as a sequence of bits or other units
(such as start/stop characters).

PIC

Personal Identification Code. A sequence of symbols (letters and numbers) used
to verify the identity of the holder of a bank card. it is different from a PIN in
allowing letters to be used. The word ‘code’ is misused here.

PIN
Personal Identification Number. A sequence of decimal digits (usually four, five
or six) used to verify the identity of the holder of a bank card. A kind of ‘password’,

190 —
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30 audit ¢rail analysis

mated method for tracing the transactions
affecting the contents of a record. See
AUDIT, AUDIT TRAIL ANALYSIS, RECORD.
(4) In banking, the ability to view what
the system has compieted in the pas.

audit trail analysis. In access control,
the examination of an audit trail, either
manually or automatically, possibly in real
time. See AUDIT TRAIL.

authenticate. To establish the validity of
a claimed identity. (DOD). See AUTHEN-
TICATION.

authentication. (1) In data security, the
act of determining that a inessage has not
been changed since leaving its point of
origin. The identity of the originator is
implicitly verified. (ANSI). (2) In data
security, a process used, between a sender
and a receiver, to ensure data integrity
and to provide data origin authentication.
(ISO). See DATA INTEGRITY, DATA ORIGIN
AUTHENTICATION. (3) In data security, to
establish the validity of a claimed identity
(TNI). (4) In computer security, the act of
identifying or verifying the eligibility of a
station, originator, or individual to access
specific categories of information. (FIPS)
See ACCESS. (5) In data security, a mea-
sure designed to provide - protection
against fraudulent transmissions by estab-
lishing the validity of a transmission,
message, station or originator. (FIPS). (6)
In data security, processes that ensure
everything about a teleprocessing transac-
tion is genuine and that the message has
not been altered or corrupted in transmis-
sion. The parties to the transaction must
identify each other reliably, know that
each message they receive comes from the
other party and has not been modified, or
stored earlier and replayed, by a third
party. A check field can be added to the
message such that the calculation of the
check field depends upon the contents of
the whole message, and the calculation
involves a secret key. Additional informa-
tion 1s required in the message to guard
against veplay of earlier messages;

194 --

time/date fields are sometimes employed
for this purpose. Authentication using a
secret key, shared by the sender and
receiver, cannot assist in the resolution of
disputes in which a receiver claims that a
forged message was transmitied by the
sender, or the sender disowns a messages
that was actually sent, claiming that it was
forged by the receiver. See ANSI X9.9 -
1986, CRYPTOGRAPHY, DIGITAL SIGNA-
TURE, MAC, MESSAGE AUTHENTICATION,
REPLAY, WIRETAP. (7) In computer secu-
rity, the process that verifies the identity
of an individual as established by an
identification process. (ANSI). (8) In data
security and data communications, a term
that is used both to mean the prevention
of undetected alteration to data and peer
entity authentication. The latter meaning
is commonly used in data communications
where communicating parties seek mutual
verification of each other’s identities. The
term integrity is now preferred for the
process of preventing undetected alieration
of data. See INTEGRITY, PEER ENTITY
AUTHENTICATION.

authentication algorithm. In authentica-
tion, the act of determining that a message
comes from a source authorized to origi-
nate messages of that type and that the
message is as authorized, (ANSI). See
MESSAGE AUTHENTICATION,

authentication element. In auth-
entication, a contiguous group of charac-
ters which are to be protected by being
processed by the authentication algorithm.
See AUTHENTICATION ALGORITHM.

authentication equipment. In access
control, equipment employed to check the
authentication of a transmitted message,
originator, originating system or telecom-
munications system, or to provide protec-
tion against fraudulent transmissions or
masquerading systems.

authentication exchange. In authentica-
tion, a mechanism intended to ensure the
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140 data independence

data independence. In databases, per-
taining to the structure of data that
removes the close coupling with user
programs, so that the logical or physical
structure  of the database may be
changed without affecting the application
programmer’s view of the data. See
LOGICAL DATA INDEPENDENCE, PHYSIC-
AL DATA INDEPENDENCE.

data input voice answerback. In data
communications, a system in which a
user sends input to a computer using a
terminal, e.g. a touchtone telephone,
and receives a voice answerback from
the computer that may be either actual
recorded or synthesized human voice.
See SPEECH SYNTHESIZER.

data imtegrity. (1) In data security, the
property that data has not been altered
or destroyed in an unauthorized manner.
(ISO). Compare DATA CONFIDENTIALI-
TY. (2) In data security, the state that
exists when computerized data is the
same as that in the source documents
and has not been exposed to accidentai
or malicious alteration or destruction,
(FIPS). Compare DATA CONFIDENTIALI-
TY.

data in voice. In data communications,
the type of transmission in which digital
data displaces voice circuits in a micro-
wave channel. Compare DATA UNDER
VOICE, DATA ABOVE VOICE.

data item. In databases, the smallest
unit of data that has independent mean-
ing, e.g. an employee’s name in a per-
sonnel record. See FIELD, RECORD.
Synonymous with DATA ELEMENT.

data keeper. In legislation, a person
with a responsibility for ensuring that
regular checks are performed on the
accuracy and relevance of personal data,
See DATA PROTECTION.

data key. In key management, a key
used to encrypt and decrypt, or to au-
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thenticate data. (ANSI). Compare KEY
ENCRYPTING KEY. Se¢ CRYPTOGRAPHIC
KEY.

data leakage. In data security, the
accidental flow of privileged information
otherwise presumed to be secure fo a
peison or persons. Synenymous with
SEEPAGE.

cata level, In data security, (2) Level 1.
Classified data. (b) Level II. Unclas-
sified data requiring special protection;
for example Privacy Act, For Official
Use Only, technical documents restricted
to limited distribution. (¢} Level ITI. All
other unclassified data. (OPNAVINST).

data link. (1) In data communications,
a physical means of connecting two
locations, e.g. a telephone wire. (2) In
data communications, the physical medi-
um of transmission, the protocol and the
associated devices and programs that to-
gether enables data to be transferred
from a data source to a data sink. See
DATA LINK LAYER, DATA SOURCE, DATA
SINK,

data link control., See PROTOCOL,

data link control standard. In data
communications, a set of conventions
for sending and receiving data to and
from a data network.

data link encryption. In data security,
encryption of data over the physical
circuit. With this form of encryption the
data enters the intermediate and final
nodes in plaintext. Cospare END-TO-
END ENCRYPTION, NODE ENCRYPTION,
See OSI SECURITY, PLAINTEXT. Synony-
mous with LINK ENCRYPTION, LINK TO
LINK ENCRYPTION.

data link layer. In data communica-
tions, a layer in the ISO open systems
interconnection model. The function of
this layer is to comvert an unreliable
transmission channel into a reliable one
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for use by the layer above it, i.e. the
network layer. The raw data bit stream
is organized into frames each containing
a checksum for detecting errors. Comi-
pare APPLICATION LAYER, NETWORK

LAYER, PHYSICAL LAYER, PRESENTA-
TION LAYER, SESSION LAYER,
TRANSPORT LAYER. See BIT STREAM,
CHECKSUM, FRAME, OPEN SYSTEMS
INTERCONNECTION.

Datalock. In computer security, a

virus that terminates and stays resident,
infects COMMAND.COM, COM, EXE
and OVL files, affects run time
operation, corrupts program and OVL
files. See VIRUS NAMES,

data management. In databases, per-
taining to the organization and perfor-
mance of functions that provide for the
creation of stored data, sccess to it
regulation of input output devices and
the enforcement of data storage con-
ventions.

data manipulation langrage. In data-
bases, a language used by a programmer
to manipulate the transfer of data be-
tween the database and the application
program.

data mining. In legislation, searching
databases for personal data that may be
used for marketing activities, efc. See
DATA PROTECTION,

data modelling. In databases, pertain-
ing to the identification of the funda-
mental groups of daia and their inter-
relationships.

data modification. In data security,
altering data in an unauthorized and
undetectable manner. (ANST).

data origination. In computing, the
translation of information from its origi-
nal form into machine readable form or
directly into electrical signals,
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data protection 141

data origin authentication. (1) In
authentication, the corroboration that the
source of data received is as claimed.
(1S0O). (2) In authentication, the positive
identification of the source or sender of
data received.

data owner. In data security, the stat-
tory authority responsible for a particu-
lar type or category of nformation. Or,
the individual or organization respon-
sible for the actual data contained there-
in. (DODD). See OWNERSHIP.

dataplex. In data communications, a
generic term used in the UK. lor ser-

vices that involve multiplexing. See
MULTIFLEXING.
dataplug. In communications, a pro-

prietary name for a device thal enables
both telephone conversations and data to
be multiplexed on a twisted pair cable
connected to PABX. See MULTIPLEXING.

data processing, In applications, the
systematic performance of operations on
data to achicve a desired objective.
These operations can include the hand-
ling, merging, sorling and computing of
data. See AUTOMATIC DATA PROCESSING
SYSTEM.

data protection, In legislation, proced-
ures adopted to minimize the misuse of
personal data. Concerns surrounding the
protection. of personal data have been an
active area of debate since the 1960°s.

It was soon recognized that computer
syslems, storing personal data, repre-
sented a potential threat to the indivi-
dual. Whilst the legislation or constitu-
tion of individual stales may not recog-
nize the right of privacy per se, the
ability to store and process vast amounts
of data, concemning individual members
of the population, has presented con-
siderable dangers for a significant part
of this century.,
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196 error corveclion cade

that results from an attempt to execute
invalid instructions or operate on invalid
data. See INSTRUCTION.

error correction code, In codes, 2 code
designed to detect an error, in a word or
character, identify the incorrect bit or bits
and replace them with the correct ones.
The number of incorrect bits that can be
correcied depends upon the number of
redundant bits used in the code. Compare
ERROR DETECTION CODE, See HAMMING
CODE, REDUNDANCY. Synonymous with
SEL¥ CORRECTING CODE.

error detection code, In codes, a code
designed to detect, but mol cormrect, an
error in a werd or character. The number
of incorreet bits that can be detected
depends upon the number of redundant
bits in the code. Compare ERROR COR-
RECTION CODE. See PARITY CHECKING.

error extension.  In cryptography, an
effect that arises when noisy communi-
cation channels produce errors, or an
attacker introduces changes, in transmitted
ciphertext, and such erroys result in even
lengthier errors in the subsequent received
plaintext. For example, in cipher block
chaining a single bit error in the cipher-
fext will produce a garbled 64 bit plaintext
block and a single ore bit error on the
succeeding plaintext block. See CIPHER
BLOCK CHAIN-ING, CIPHER FEEDBACK.
Synonymous with ERROR PROPAGATION,
GARBLE EXTENSION.,

error message. In compuling, & state-
ment indicating that the computer has
detected an error in the translation or
execution phase of a program,

error propagation, Synonynieus with
ERRCR EXTENSION, GARBLE EXTENSION.

error rate. In data communications, the
frequency of ceourrance of errors, definad
as the ratio of the nuraber of bite incor-
rectly received to the total number of bits
received.
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Error Fecovery Sevvice imessage
ANSI X9.17 - 1985.
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See

error service message. In key manage-

ment, a message seat to report an error in
a coryptographic service message. See
ANSI X9.17 - 1985, CRYPTOGRAPHIC
SERVICE MESSAGE.

error source stalistics. In auditing, an
aceumulaiion of information on the type
and origin of errors, used to assist in the
formulation of remedial measures ‘fo
reduce such errors.

FERS. See FRROR RECOVERY SERVICE
MESSAGE.

ESC. See FSCAPE CODE.
escape character, See ESCAPE CUDE.

escape code, [n codes, a code combina-
tion that causes a device to recognize all
subsequent code combinalions as having
an altemate meaning to their normal
representation. Escape codes are used for
indicating a sequence of contro) messages
in ASCIL. See ASCIL. Synonymous with
FLAG CODE.

escorts. In physical security, duly desig-
nated personnel who have appropriate
clearances and access authomzations for
the material contaivied in the system and
are sufficiently knowledgeable to under-
stand the security implications of and fo
control the activities and access of the
individual being escortad,
(OPNAVINST).

escrow agent. [a soltware protection, an
honest hroker who is used to resolve
disagreements between a software supplier
and a licensee. A supplier deposits the
source code with the agent for safekeep-
ing, and a licensee: will have rights o use
it in the event of liquidation of the supp-
lier or failure to give adequate support.
See SOURCE CODE.
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PSS,  See INTERNATIONAL PACKET
SWITCHED SERVICE.

IR, See INFORMATION RETRIEVAL.

Iraqi Warrior, In computer secunty, a
virus that infects COMMAND.COM
and COM files, affects run-time
operation, corrupls program, OVL and
data files and file linkage. See VIRUS
NAMES.

IRE, U.S. Institute of Radio Engineers,

irveversible encryption, (1) In cryp-
tography, a DEA transformation of
cleartext in such & way that the
encrypted text cannot be decrypted back
to the original cleartext by other than
exhaustive procedures. (ANSI). Com-
pare REVERSIBLE ENCRYPTION. See
CLEARTEXT, EXHAUSTIVE ATTACK,
DEA, PIN MANAGEMENT AND SECURI-
TY. (2) In cryplography, a cryptographic
transformation of plaintext such that
there is no corresponding decryption
operation. This technique can be em-
ployed, for example, to store passwords
in a secure manner. The password,
subsequenily entered by a user, is sub-
ject to the same encryption process and
the result compared with the stored
encrypted password.

isarithmic control. In data communica-
tions, the control of flow in a packet
switched network so as to maintain the
total number of packets in transit below
# cerlain limit. See FLOW CONTROL,
PACKET SWITCHING,

18C?3, See INTERNATIONAL
INFORMATION SYSTEMS SECURITY CER-
TIFICATION CONSORTIUM.

ISDN. GSee INTEGRATED SERVICES DIGI-
TAL NETWORK.

ISN. In basoking, Input Sequence
Number, a consecutive sequence number
that allows for input message control
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between the sending bank and the ser-
vice. (ANSI), Compare OSN,

IS0O. See INTERNATIONAL STANDARDS
ORGANIZATION.

180-7. In codes, 2 7 bit code with 128
characters that is identical with ASCII,
that is the U.S. version of this code,
with the exception that certain bit pat-
terns can be optionally allocated to
national characters, See ASCII,
INTERNATIONAL ALPHABET NUMBER 3.

ISO 7498, In standards, an
International  Stendards  Organization
standard for Open Systems Intercon-
nection. See OPEM SYSTEMS INTERCON-
NECTION,

18O 7810, In stepdards, #n
International  Standards  Organization
standard for the physical characteristics
of identification cards.

ISO 7811. In standards, an
International  Standards  Organization
standard for the recording techniques of

identification  cards.See  MAGNETIC
STRIPE CARD.

ISO 7816, In standards, an
International  Standards  Organization
standard for smart cards, See SMART
CARD.

ISO  7982-1. In standards, an
[nternational  Standards  Organization
standard, bank telecomununications -
Funds transfer messages - Part 1: Vo-
cabulary and data elements

ISO 8372. In standards, an
International  Standards  Organization
standard, information proczssing- modes
of operation for a 64 bit block cipher al-
gorithm. See DATA ENCRYPTION
STANDARD,

ISO - 8583. In standards, an
International  Standards  Organization
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:ify the number of times
; should be transmitied in
ansmission errors, and the
etween each attempt.

in banking, the date on
ds are to be available to
1 for withdrawal in cash.
pare VALUE DATE. See

omputer security, a Virus
s and stays resident, in-
{¥XE and OVL files, cor-
and OVL files. See VIRUS

1 banking, a transfer of
‘orm between two parties.

le. Synronymous  with
E.

assage. See  TRANS-
iNT MESSAGE.

r. In banking, an instruc-
wifies a funds transfer.

ice. In banking, a service
>ssages among subscribers
iels  settlement. for those

constitute funds transfer
AMNSI). See FUNDS TRANS-
[ON.

sryptography, permutation
onent of an encryption
ch applies a transposition
input signal. Compare S
A ENCRYPTION STANDARD,
J CIFHER.

ONAL CCMPUTER.

complexity theory, a class
1at can be solved in poly-
Compare NP CLASS. See
CE REQUIREMENTS.

PCRM. See PULSE CODE MODULATION,
PCS. See PHYSICAL CONTROL SPACE.
PDC., See PERMANENT DATA CALL,

PDR. See PULSE DURATION MODULA-
TION.

PDN. See PUBLIC DATA NETWORK.

PDS., See PROTECTED DISTRIBUTION
SYSTEM.

PDU. See PROTOCOL DATA UNIT.

peer entity. In data communications,
an entity in a corresponding layer of the
OSI seven layer model. See OPEN SYs-
TEMS INTERCONNECTION.

peer entity authentication. (1) In auth-
entication, the corroboration that a peer
entity in an association is the one
claimed. (ISO). See PEER ENTITY. (2) In
communications security, pertaining to
the action of communicating parties
seeking to verify cach others identities.
See AUTHENTICATION, MASQUERADING.

PEM. See PRIVACY ENHANCED MAIL.

penetration. (1) In computer security,
a successful unauthorized access to an
ADP system. (FIPS). See ACCESS. (2} In
data security, an attack on the security
of a computer system, undertaken to test
the effectiveness of the security and to
highlight any areas of weakness. See
PENETRATION TESTING, THREAT TEAM.
(3) In data security, the successful viola-
tion of a protected system (TNI). -

penetration profile. In computer se-
curity, a delineation of the actjvities
required to effect a penetration. (FIPS).
See PENETRATION.

penetration signatwre. (1) In computer
security, the description of a situation or
set of conditions in which a penetration
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could occur. (FIPS}. (2) The description
of usual and unusual system events
which in comjunction can indicate the
occurrence of a penetration in progress.
{FIPS). Sze PENETRATION.

penetration stedy. In corputer secusi-
ty, a technique of static evaluation in
which individuals are challenged to find
unknown weaknesses in secursity con-
trols. Compare CODE REVIEW, SOURCE
CODE ANALYZER. See STATIC EVALU-
ATION.

penetration testing. (1) In computer
security, the portion of security testing
in which the penetrators attempt to
circumvent the security features of a
system. The penetrators may be assumed
to use all system design and implementa-
tion documentation, which may include
listings of system source code, manuals,
and circuit diagrams. The penetrators
work under no constraints other than
those that would be applied to ordinary
users, (DOD). See TIGER TEAM. (2) In
compuier security, the employment of
special programmer/analyst teams that
attempt to penetrate a system for the
purpose of identifying any security
weaknesses, -(FIPS). See PENETRATION,
TIGER TEAM.

Pentagon. In computer security, a
virus that infects floppy disk boot sector
and corrupts boot sector. See VIRUS
NAMES.

percentage supervision. In physical
security, the ratio of the change in re-
sistance or current to the normal operat-
ing resistance or current in a supervised
line required to produce an alarm signal.
See ALARM SIGNAL, SUPERVISED LINE,

percent denial. In communications, the
average percentage of attempted calls, in
the busy hour, that are blocked due to
network loading. A measure of the
grade of service in a dial access circuit
group. Se¢ DIAL ACCESS.
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\ information). Specific
'U time, terminal con-
it of directly address-
k space, number of [/O
ute etc, (DOD). See
imputer security, in an
¢ function, device, or
at may he allocated to
. (FIPS).

(1) In computer
n ADP system, the
f a resource by more
b or program. (FIPS).
(2) In computer net-
use of resources avail-
. ot network, by users
1. microcomputer Users
twork can share a hard
nter. See HARD DISK,
NORK, SERVER.

computer system, A
that uses its resources,
putput  (1/0)  dewvices,
| processor  (arithmetic
| control units, and
jing  capabilities, lo
[rc users to manipulate
toresident progeams in
ultaneous manner. The
lems with one or more
| commonly referred to
| multiprogramming,
ultiprocessing or con-

- (DODD).

gommunications, a de-
jcally {ransmits a pre-
when activated by a

Compare  TRAN-

nessage. In key mun-
e providing an auth-
e to a key service
51 X9.17 - 1985, KEY

) The time ¢aken by a
a specified state or

:09-cv-00310-D

produce 4 specified outpui, afler receiv-
ing an input. (2) In computing, the timea
hetween the generation of the last char-
acter ai the terminal and receipt of the
first character of the reply.

response (0 request service message.
In key management, & message used in
response to an RFS, ERS or RSL, See
ANSI X9,17 - 19853, ERS, RFS, RSIL

restricted area. In physical security,
any area to which access is subject to
special restrictions or controls for res-
sons of secunty or safegwarding of
property or material. (AR},

result-based perturbation. In database
security, a form of pertorbation in which
the correct statistic is computed and the
result itself is perturbed, typically by
some form of rounding. Compare RE-
CORD EASED PERTURBATION, See INFER-
ENCE, PERTURBATION, STATISTICAL
DATABASE,

retailer. In banking, the card acceptor
in a retail EFTPOS system, (SAA), See
CARD ACCEPTOR.

retention period. In data security, the
length of time for which a file is to be
kept hefore it is overwritten. The reten-
tion period and the date on which the
file was written are used to calculate the
earliest date on which the file expires.
The date the file was written and the
retention period or the expiry date will
be written as part of the file label and
will be used as a security precaution
pgainst the accidental destruction of a
file.

retro target, In physical security, a
fransceiver sensor that employs a re-
flector to retum the beam back to the
receiver section of the transceiver, See
TRANSCEIVER.

reusability. In computing, the extent to
which a program can be used in other

Document 590-6 ned
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applications and is related 1 the pack-
aging and scope of functions that the
program performs.

reverse engineering. A process hy
which the design of a product 15 deter-
mined by a detailed study of the product
itself, e.g. the sofiware on & ROM can
be determined by a microscopic study of
the ROM chip. Such techniques have
implications for manufacturers protect-
ing product design. See ROM.

reverse funds transfer, In banking, a
debit transfer in which the credit party 1s
the sender. (ANSI). See DEBIT PARTY,

reverse mterrupt, In data communica-
tions, a conirol character sequence sent
by the receiving station, in & binary
synchronous communications system, to
request a premature termuination of the
transmission in progress. JSee BINARY
SYNCHRONOUS COMMUNICATIONS.

reversible eneryption.  In cryptogra-
phy, a DEA transtormation of cleartext
in such a way that the éncrypted text can
be decrypted back to the original clear-
text. (ANSI). Compare IRREVERSIBLE
ENCRYPTION. See DEA,

review and approval. In computer
security, the process whereby
information pertaining to the securily
and integrity of an ADP activity or net-
work is collected, analyzed, and submit-
ted to the appropriate DAA for accredi-
tation of the activity or network.
(OPNAVINST) See DAA.

RF. Radio Frequency.

RFE. Sec RADIO FREQUENCY EMISS-
IONS.

RFI, Ser RADIO FREQUENCY INTER-
FERENCE. _

rfm. See RE-ENCIPHER FROM MASTER
KEY.
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ITHEREBY CERTIFY THAT THIS CCRRESPONDENCE IS BEING DEPOSITED WITH THE UNITED STA
POSTAL SERVICE AS FIRST CLASS MAIL IN AN ENVELOPE ADDRESSED TO: ASSISTANT, MMISS[
FOR PATENTS, WASH !NGTON .G, 20231, ON THE DATE INDICATED BELOW.

*“{“’_“,’%"’g' 2L )"(/(3’433\ DATE:

Patent Application of “: Group Art Unit: 2211 & //
Leon Stambler x
: "y
Appln. No,: 08/747,174 : Examiner: B. Zimmerman
Filed: November 12, 1256 :
For: METHOD FOR SECURING = -
INFORMATION RELEVANT TC A : Attorney Docket
TRANSACTION (as amended) : No. 6074-1U5
AMENDMENT

This amendment is in response to the COffice Action
mailed August 12, 1597, and is being timely filed within the
three (3) wmonth shortened atatutory period ast for responsc
therein.

Charge any fee associated with this response and credit
any overcharge to Deposit Account No. 16-0235.

Please amend the above-identified application as

follows, without prejudice:

wsam S

Cancel claims &5, 68, %4 and 120-123,

11/20/1997 MOORROH 00000004 Bl 160235
of ECig0p eoo Ll
02 FC:d03 284,00 Ci

PEMNZ/129357.1 b
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Amend c¢laimsg 64, 66, 67, 69, 70, 72-74, 93, 95-98, 100-
108, 110-113, 115-118, 124-125, 127, 129-130, 132-140, 142-144

and 146 as follows:

,sqf‘ (Amended) A methed for coding and storing
information, comprising informaticn associated with a party and
other sensitiwve information, said information associated with a
party being subssquently used to authenticate the party and
authorize access, the methcd comprising [the steps ofl:

previously receiving a first personal
identification number (PIN1) from the party;

previously deriving ox accessing first coded
authentication information by using the first PINL;

previously generating at least two numbers using
the first coded authentication information, wherein at least cne
of the at least two numbers is an arbitrary number;

previocusly storing each of the at least two
numbers in one or more [first] storage means;

[previougly storing each of the at least two
numbers in one or more second storage means;]

retrieving each of the at least two numbers
previocusly stored in the [first] one or more storage means;

[retrieving each of the at least two numbers
previously stored in the sscond one or more storage means;

comparing each of the at least two numbers
retrieved from the first one or more storage means with each of
the at least two numbers retrieved from the second one or more

storage means; and

w203 ~
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Rk

receiving the first anti-duplicatlon variable
authentication number (ADVAEN1} at the second site by the second
party;

retrieving the firet coded authentication information
from the storage means at the sscond aits;

coding the first random number (RN1) and the first
coded authentication informablon to generate a second anti-
duplication variable authentication number [ADVAN2) ;

comparing the firast anti-duplication variable
authentication number {(ADVAN1) and the second anti-duplicatien
variable authertication number (ADVANZ); and

authenticating the first party by the second party if
the first anti-duplication wvariabls authentication number
(ADVAKL) and the second anti-duplicakion wvariable authenticatien

number (ADVANZ) corrsspond.

20 hﬁmendnd) A method for authenticating the

transfer of funds from [an] a _first account associated with a

first party to [an] a_sgecond account associated with a second
party, Lthe first account inforeaticon being stored lo a flrst

a_second gtorage meaps. the method comprising [the stepa of]
receiving funds transfer information from the £irse
party, including at least information for identifying the f£irgt
acoount of the first party, and information for identifying the
second account of the gecond party, and a transfer amount;
generating a variable authentication number (VAN) using

at least a portion of the received funds transfer informacion;
~20- /
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a third party for determining whether the gt leagt 3
portion of the received funde transfer information is authentic
by using the VAN; and

trangferring funds from the first account of the first
party to the gecond account of the second party if the at lezst &
portion of the received funds transfer information and the VAN
are determined to be authentiec.

M&mmdad} The method of elaim ‘j}!’ﬂrther
comprising [the steps of]:

recaiving from the first party [a personal
identification number (PIN) or a password;] ipnformation for
Jdentifying the first party:

[generating the VAN by using the PIN or the password,
and at least a portion of the funds transfer informatiom:]

determining whether the first party is authentic by
using the [PIN or the password;] information for identifying the
fizet paxty;

determining whether the gt leagt a portion of the
received funds transfer information is authentic by using the

===

VAN; and
debiting the first account of the first party and
crediting the gecond account of the second party with the funds

transfer amount if the at least a portion of the recejved funds

transfer information is determined to be authentic.

|
\_@ M{(Amended} The method of claim quherein the VAN

iz used to confirm, substantiate, acknowledge, authorize,

reference, validate or verify the transfer of funds.

-
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from time to time independent of any transacticn. To acccomplish
this task {i.e., to create multiple revisable codea), the CPN
could ke reconstituted from the current ROC and RN as in block 52
of Fig. 8B, Next, a new RN is used with the CPN tc generate a
revised ROC, making use of a coder in the same manner as coder 20
of Fig. 6. The user's new RN and ROC are stored and accessed,
and CPN need only be reproduced at the bank where the user
maintaine an account.

The uge of multiple revigable codes to authenticate a
user is recited in independent claims 102 and 105.

(4) Use of a third party to authenticate a VAN and transfer of fundas,
and uae of originator, recipient and payment informaticn to derive a
VAN. '

When a transaction, document or thing needs to be
authenticated, information associated with at least one of the
parties involved fe.g., an originator and/or a recipient} is
coded to produce a joint code. This joint code is then utilized
to code information relevant to the transaction, document or
record, in order to produce a variable authentication number
{VAN) or code at the initiation of the transaction. This VAN is
thereafter associated with the transaction and is recorded on the
document or thing, along with the original information that was
coded. During subsequent stages of the transaction, only parties
capable of reconstructing the joint code will be able to uncode
the VAN properly in order to re-derive the information.

As described in part on page 48, lines 1-27, the
present invention may be used as paperless/cashless transaction
gystem, in which "funds transfer" transactions, such as

purchases, occur without the use of money, or checks. In this

-54-
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system, the payment originator uses a payment recipilent'’s
terminal which stores information to identify the precise
location of the recipient's account. Alternatively, an
originator PIN, information identifying an originator account and
a recipient account, and funds transfer information (INFO) which
includes a payment amount are entered directly into a terminmal of
this system by the payment originator. The system initially
generates a VAN, (OVAN}, by using the payment information (INFO)
in conjunction with the identification information associated
with the payment originator and payment recipient. The payment
originator is authenticated using the originator PIN using a
method described above. The system then approves or disapproves
the payment based upon an authentication of the VAN, and the
“joint* identification information associated with the
participants, and the availability of funds, or credit. Such
transactions are carried on entirely electronically, the
participant ‘e bank accounts are credited and debited
autcmatically..."

In this scheme, the payment originator is a first
party, the recipient is a second party, and the system which
approves or disapproves the payment is a third party.

The use of a third party to authenticate a VAN and
transfer of funds is recited in claim 124. The use of
originator, recipient and payment information to derive a VAN is
recited in claim 177.

{5} Securing a joint key, or a portion of information used to

derive the joint key, in escrow or in trust -

~B5-
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Conclusion

Ingofar as the Examiner'a rejections have been fully
addressed, the instant application is in condition for allowance.
A Notice of Allowability of all pending claims is therefore
earnestly solicited.

Respectfully submitted,

LEON STAMBLER

1/7/77

{Date) Clark A. Jablon
Regigtration No. 35,039
PANITCH SCHWARZE JACOBS & NADEL, P.C.
One Commerce Square
2005 Market Street, 22nd Floor
Philadelphia, PA 1%103-7086
Telephone: (215) 567-2020
Facsimile: (215) 567-29391

ChJ:eam

~-61~
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Exhibit “1”
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Words are included in this Dietionary on the bagis of their
usage. Words that are known to have current trademark

registrations are shown with an initial capital and are also

identified as trademarks, No investigation has been made of
common-law ifrademarlk rights in any word, because such

investigation is impracticable. The inclusion of any word in

tais Dictionary is not, however, an expression of the
Publisher's opinion as to whether or not it iz subject to

' proprietary rights, Indeed, no definition in this Dictionary is

to be regarded as affecting the validity of any trademark.

American Heritage and the eagle logo are registered
trademarks of Forbes Inc. Their use is pursuant to & license
agreement with Forbes Inc.

Houghton Mifflin Company gratefully acknowiedges Mead
Data Central, Inc., providers of the LEXIS®/NEXIS® services,
for its assistance in the preparation of this edition of
The American Heritage Dictionary.

Copyright & 1992 by Houghton Mifflin Company.
All rights reserved.

No part of this work may be reproduced or transmitted in any
form or by any mesns, electronie or mechanieal, ineluding
photorepying and recording, or by any information storage or
retrieval system without the prior written permission of
Houghton Mifflin Company unless such copying is expressly
permitted by federal copyright law. Address inquiries to
Permissions, Houghton Mifflin Company, 2 Park Street,
Boston, MA 02108,

Library of Congress Cataloging-in-Publicatiom Data
The American heritage dictionary of the English language.
—3rd ed.

p. cm.

ISBN 0-395-44835-6

1. English language — Dictionaries.
PE1328.A623 1962

H2-851
423 - de20

cIp
Manufactured in the United States of America
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accumulation

aceordion

{from Latin complére, to fill out| tee SOMPLETE)] —ac-com’-
plish¢n+ble adj, —ac:complish-er 7.

ac-com-plished (vlemrplishl) adi. 1. Skilled; pxpert: en
accomplished piawist. 2. Unquestiondblie; indobitable: Thar
saoking causes Realth problems i an occomplished fuct

ac-com-plish-ment (o-kim/plish-mant) 7 1, The aet of ac-
complishing o the a‘tate of being ar:r-nmp].l..md econpletion. 2.
Something =1l fully: an achi st 3. Sows]
paise and grace

acrcord (s-kird/ v -cordsed, -cord+ing, ~cords. —tr 1. To
cange 1o conform agrse; hring into harmony. 2. To grent, os-
pocially as being due or approprisie; eecorded the Prevident the
proper deference. See Synonyms at grant, 3, To bestow wpon: |
accard gou my blessing. —intr To he in ageement, unity, or
harmony, Sec Synonyms sl ogras. —occord . 1. Agreement:
harmony act inoocegrd with weiversity policier. 2. A settlement
ar cempromise of conflicliog apinions. 3, A settlement of ponts
ab 1ssue between notions. 4 Spootzneous or voluntsry desire 1o
iake a cevimn sotian; The ohildren returmed on their swn accord
[Middle English acecrden, frem 018 French georder, [oom Vulgar
T.atin *eecordire ; Latln ad-, ad- + Latin cor, heart; see kerd- in
Appendix |

ac cor-dance (:-kirrdns) n 1, Agicement; conformity f
accordasee with yowr ingtrustions, 2. The sct of granting,

accor=daml (s-sorfdnt) ady Beng inagreement, or harmony;
CORSDIL —uccor!dantsly ads,

m-mrd'lﬂg Qs (a-%drfding) cowj. 1. Corrvsponding o the
way in which: precisely as. 2. Depending on whether; if.

accord-ing-ly (s-kérrding-1e) ade, 1. Tn aecordance; corre
spondingly. & So; consequently.

according o prep. 1. As sinted or indieated by, oo the au-
thrrity nf: aeeovding to Ristornez. 2 Tn aeping wilth: in agroee-
ment with: geoording to instructions, 3, As detenmined by: @ Tt
arranged ccoording to the alphabet,

ac+cor-di-on {a-kiOrfde-an) . Muosic. A portable instmement
with a amall keyboard and free metal voeds that sound when sir
lg terced past them by pleated bellows operaied by the player.
—aeeordion pdi, Having folds or bends like the bellows of zr
accordion: accordion pleats; accordion blinds. [CGerman Akker-
diow, from Akkord, chord, from French aecord, harmony, from
Qlel Freoeh acorder, from Medieval Latin accorddre, to aceord,
Bee accocmn.] —accor! di-onsist o

nc+Lost (2 koctr, 5 kost!) tre. -costad, -cost-ing, -costs, To
approach and spenk to in an aggressive, Tostile, nr sexually sug.
geative manner. |French accoster, tram 01d French, from Medi-
oval Latin aocostdre, to adiein. Latin ed-, wd- = Latin costo, side;
see kost- {1 Appendix.]

ac-couche ment (irksish " on. A cond duxing
childbirth; lyieg-in, [French, lvom aecousher, to assisl fn chilld-
Bieth, frodan O4d Franch - a-, to (from Lalin ad-) see an—) ) cou-
cher, 1o lay down; 520 COUCE.]

dacrcount (okoumtr) 2 1, 6. A narrative or revord of svents, b,

A reason given 1or a particelar action. 2. Adbr. ofc, acch, @, A
formsl banking, brokerage, or busmess relutionship established (o
argvide for repular services, deslings, and afher financial trans:
actions. b A precise list or enumeration of financial transae-
Hops € Money deposited for checking. suvings, or brokersge nse,
d. A customer having a business or eredit relationship with a
firm: salespesple visiting their aocounts. 3, Worth, stavding, or
importanee: o lendowner of some aecount. @, Profil or advans
tape: furhed her deibing skills fo qood eccount, —acteuent tre.
=count-ed, -tount+ing, -counts. To consider as being: deem,
Ber Synonyms st tonsider, Bee Usage Note st as'. —phrasal
wverb, account tor, 1, To ronstitule the govermng or primery
faclor: Bad weather acenunted for the long delay. 2. To provide
an explanalion or justification: The suspect couldn't aecount for
hig Hijie thet might — fdloms, cull to secount, 1, To challenge
or ¢antest, 2. Te hold snswerable for. on oceount, Cn credit. on
accound of. 1. Bernuse ofr for the sake of “We poz marvied o
accopd of the baby™ (Annc Trler). 2, Chisfly Southern 118, Be-
calse: “He got pioked np by the cops on account of ke was walking
with his shopping bag and they said there was numbers in it"
{Hmmy Breslin). on mo account. Under no circumstances, on
(one's) own account. 1. Fur eoegelf. 2. On one's own; by one-
self: He woanis to work on his own account. ake info account, To
take into consderation; allow for.  [Middle English, from Old
French meont, from econter, Wo reclkon ; o=, o (from Labo od-; see
AT — |+ cunter, to count fultimately from Latin compuidrs, to sum
up; see COMPUTE).]

ac-countra-ble {s-kountts-bal) adj. 1. Liabie 1o balng called
lo socount; answerable. See Synonyms at responsible. 2. That
can be explained: an gocountable phenomenon. — o count’a-
bilsl+ty, me-countrasble-nese . —ac countra:bly ade,

ac-count-ant (s-koun'lsnty = Abbr oeet, One that keeps,
uodits, sed inspects the fnancial records of ndividuals o busia
ness coneerns and prepares financial and tax reporls, —ae
countran-cy (-1a%-58)

account executive n. A pecson, as in an advertising or a
public relations fima, who manages clients' accounts.

agrcount+ing (s-ounfling) n. The bookleeping niethods is-
volved in making £ finencial record of business transactions and
in the preg tion of 113 €0 ing tite assets, liabilities,
znd operating results v g business,

ac-cou-ter o accoustre (a-kanfia) tru, -tered, -ler-ing,

i L 1

-fets or ~fred, -frzsing, -tres. To outfit and equip, es for mil-
itary duty. See Synonyms at furnish.  [French oecottrer, Irom
014 Franch acousirer, srrange, squip i (from Latin dad-; ses
A=) cOustYer. sew; See COUTURE]

ac-coutter-ment o ac-cou- rra fment {a-knufhr-mam.
~fra-j m. 1. Often a, Aucil-
lary dterns uf equipment or dress. b Military equipment other
than uniforms and pons. &L ments or
ments, Outwsrd Forme of recognition; Leppings: the standard oo
enuterments of the historical movel; cathedral ceilings, haated
sitiring ponls, and othet eccalitrements signaling great wealth
3. Archaic, The act of aceoutering,

Ac-era (altrs, e~kya?). The capital ane largest city of Ghana, in
the southesst part of the country on the Gulf of Guinea, Originatly
the capital of an ancient Ga kingdom, it became ap important
weonomla center alter the completion in :823 of & railread to the
mining and agricultural hinterland, Population, 350,840,

ac-cred-it (a-krédnit) tro. =ired, =il+ing, Hs. 1. 1o ascribia
or atirbute to; credit with. 2. a. To sapply with eredentials or
suthority; authorize. See Synonyms 8t outhorize. b, '['o appoint
a3 an ombassador to a foreign government, 3o, To atlest to and
agprove as meeting a prescribed standard. See Synonyms at ap-
prove, b. To recognize (o0 institution of learning) as maintain-
ing Lhose standarde requozite for its pradinstes to pain sdmission to
other roputakle institwtions of higher learning or o achieve cm-
denitials for professional practice, 4. o believe, [Préench acerd-
diter @ a-, to (from Latin ad-; soe AD- ) + orddit, eredit (from Old
French; see crEoT).]

acscred-i«tation (o-kotd’i-tarsham) n. The sct of acoredit-
ing ny the state of Being aceredited, especlally the granking of
approval fo am institution of learning by an official review board
after the school has et specific requimmenls,

ac-cres-cent (o-bros!ant) adj Boeiowy, lnereasing io size af-
wr flowering, as the calys of the groowl ehecry  [Labin ae.
er@seéns, accréscend-. present parliciple of weer@scere; to Erow
Bee ACCEUE |

dc-crefe (o-kiell) 0. —cret-od, -crot-lng, -cretes, —ir. To
malie larger or greater, ax by inoreased growth —angr. L To
prow together; fuse. F Tu grow v increage gradually, as by od-
ditinn,  [Back-formation from Accnemsa |

acscre+fion (a-keérshon) no loa. Growth of Inerease tnosize by
wradunl external addilion, fusion, or inclugion. b, Something nd-
ded externally to promote such growth or increase, 2. Siology,
The growing fogether or adherence of parts that are novmaliy gou.
arate. 3. Geology. o Siow addition to land by deposion of
wiker-horne sediment. b An increase of Land olong the shores of
a bady of water, az by afuovial deposil. 4, Aptronomy, An in-
rerease in the mess of 5 celesiial object oy the collection of sur-
rouniding interstellay gases and objects by granty. [Latio pecn-
ti, acorstion-, [rom geerétus, past participle of acorfscere, (o
£row. 50 ACCELE | —pereretionrar'y (-sha-ner's), ac.oref=
five adj

m:creﬁun disk n. A disk of mterste lae material surrownding
4 veleslial object with an intenae gravitational field, such as o
hlack hole.

Acering-ton [akrrng-tan). A borouds of norhwest England
wmarth of Manchester. 11 5 the cenfor ot a textile processing area.
Population, 70200,

accroi-des gum (3-konitdsz, d-kreif- ) no See acorold ves-
in, [|Alteration of New Latin ccareides; see ACAROID RESIN
arm L]

acscru-al {o-krdbfal) n. L. The act or process of scownulating;
4o increase. T Something that scesimulates or incroases.

acCrue (o-logaf) v, -aued, -cru-ing, -crues. — iy, T, To
£Ome L0 one 48 8 gain, an adcition, or 0 increment: fterest ac-
crupg momy sasiegs ecoount. 2 To iocreage, sccumulate, or
rome about as a resultof geowth: comaon sepse that accryes with
experienve. ¥ To come inlo existence as g clawyn thet is legally
enforceable. —fr. Tu gccumulate sver time: [ hove cocrued 15
deiys of sick leove. [Middle English ecrewen, ullimately from Lal-
in peeresdere, Lo grow - ad-. ad- + erfeesve, 4 arise; see ker-2 in
Appundiz,] —ac:crue’ment n.

acch, abbr 1. Avcoont E Accomam

aerculstursate (s hilrcharat!) 5 «oi-ed, -atring, -ates,
—i7. To cause {3 sociely, for example) oo change by U process
ot apeulturation. —imgr. To ehange or he modified by aceulbir-
ation.

acrcul-tursa+tion (s-hillcho-tarshan) n 1. The modifisse-
tion of the cullims of & group or an ndividual as a result of ol
Lant with & difterent cultur:. 2. The precess by whioh the miliure
of a particular society i inztilled in o launan bulng from infaney
onward. —ocrwlftur-attion- ol adj, —ac-culTter- o'Tive ad).

ag-cum-bant (a-kivmrbant) edf. Lying down! redlining, [Lai-
in neoymbens, serimbent-, pregent participle of accumberg, to re-
cling ai lable ; og- ad- = eumbere, ta eciine]

ac-cu-mu-:late {a-kyonmrya-litr) ¢ -latsad, -lot-ing,
~lates. —ir. Togather or pile up; amiass, See Synonyms at gath-
er. —ints, To mounl up; increase, [Latin cecumsldre,
dogrn Ul - k-, ad- + cumuldre, to pile op (fram surmlas, heap:
st keue- in Appendix)] —ac-cutmusla-ble {-la-bal) odj

accusmu-la-tion (a-kyonrya-litdhan) n 1. The ant of
gathering or armzssing, as to a heap oz pile: “Litele things grei
By continual cecwmulation” (Samuel Jolnson), 2. The progess of
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apparent

apperception

reillier, io prepare, possibly from Valgar Latin *appericuldre,
from Latin eppardrs. See APPARATUS.]

op:par+ent (s-pirfent, a-par'-) edj. 1. Readily sean; vizible
2. Readily understaod; clear or ohvious. 3. Appeann,g as such
but not ily s0; ing: an app tage. [Middle
English, from Qld French aperand, present participle of aperoir, to
appear. Sas APPEAR.] ~~apsparfent:ly adv. —apsparfent:
ness n.

SYNONYMS: apparent, clear, clear-cut, distinct, evident, mani-
fest, obvious, patent, plein. The centrel meaning shared by these
adjectives is “readily seen, perceived, or understood™: Angry for
no apparent reason; e clear danger; elear-cut evidence of famper-
ing; distinct fingerprints; evident hostility; manifest pleasure; ob-
viops grrors; pater! edvantages; making my megning pleir.
USAGE NOTE: Used before o noun, apparent means “seeming™:
For all his apporent wealth, Pot hod no money to pay the vent,
Used after a form of the verb be, however, apparent can mean
either “seeming” {(zg in His virtues ave only eppareni) or “ohvi-
ous” (as in The efferts of the drought are apparent to anyona who
sees the porched fields). Writers should take care that the jntended
meaning iz clear from the context.

apparent horizon = See horizon (sense 1).

apparent magnitude n. Astronomy. See magnitude
{gense 2),

ap:pa-ri-tion (@p'a-rishfen) n. 1. A ghostly figure; a specter,
2. A sudden or ungaual sight. 3. The act of appearing; appear-
ance.  [Middle English eppericious, from Old French apparition,
irom Late Latin appdritio, eppdrition-, an appearance, from Latin
appilritys, past pacticiple of eppdrére, 10 appear. See aFPEAR)]
~—ap/pa.riftion+al adj.

aprpar-istor (a-pirsi-tar) n. An official who was formerly
sentt to carry out the arders of a civil or ecclesiastical court. {Mid-
dle English, from Latin eppdritor, from appdrére, to appear. See
APPRAR.]

qs-pal‘.ll (a-pél*) n. 1. An earnest or urgent request, entreaty,
or supplication. 2, A resort or application o a higher authority,
as for sanction, corroburation, or & decision: an appeal to reason.
3. Lew. a. The transfer of 2 caze from & lower to a higher court
for a new hearing. b. A case so transferved. ¢ A request for a
new hearing. 4. The power of stivacting or of arousing interest:
@ ity with appeni jor tourists. —appeaol v. -pealed, -peal-ing,
-peals, —intr. 1, To make an earnest or urgent request, as for
help. 2. To have recourse, s for corrchoration; resort: T appeal
fo your cense of justice. 3. Law. To make ar apply for an appeal,
4. To be attractive or interesting. —¢r. Lew. To transfer or ap-
ply to transfer (a case) to a higher court for rehearing. [Middle
English apel, from Old Prench, from apeler, tn appeal, from Latin
appellire, {0 enireai, See pel-% in Appendix.| —ap+peal’as
hilfi-ty n. —op-pealta-ble ¢d;. —ap-pealfer n.

ap*pear (a-pir’) inire. -peured, -pear-ing, -pears, 1. To
become visible: a plane oppearing in the sky. 2. To come into
existence; New strains of viruses appeer perisdically. 3. To seem
or look to be: appesred unhappy. % To scem likely: They will be
late, oz it appears. 5. To come hefore the public: has appeered in
two plays; eppears on the nightly aews. 6. Law. To present one-
self fmmally before a court as defendant, plaintiff, or counsel.
[Middle English aperen, from Old French aparoir, aper-, from Lat-
in appdrére | ad-, ad- + parére, to show.]

SYNONYMS: apperr, amerge, issue, loom, materialize, show, The
central mesning shered by these verbs is "to come into view'™: g
ship appearing an the horizon; g ster that emerged from behind o
elond, a diver issuing from the water; a peak that Inomed through
the mist; « flaah of lightiing that seemed to materialive fram no-
where; a ruffle shawing ot the edge of the sleeve. See also Syn-
anyms at seem.

4 Oap:pear-ance js-pirfsns) n. 1, The act or an instance of
eoming inte sight. 2. The act or an instance of coming into public
view: The guthor mede o rare personcl appesrance. J Cutward
aspect: an untidy appenrance. 4. Something that appears: a phe-
nomepor. 5. A superficial aspeet; a semblance; keeping up an
appearance vf wealifh, 6. appearances. Oulward indications,
circumatances; @ cheerfil person, to all appearances.

ap:pease (o-pézf) tr, -peased, -peas-ing, -peas-es. 1,
To bring peace, quiet, or calm to; soothe, 2. To satisfy or relieve:
anpanse thirst. 3, To pacify or attempt to 'pacrfy fan enemy) by
granting i often at the of p e, Bee Syn-
onyms at pocfy. [Middle En,gh.sh uppea'm trom Old French
upesier : a-, to (from Latin ad-; see An—) + puis, peace (from Latin
piix; see pag- in Appendix).] —aop-peas‘a-ble adj. —ap-
peasia-bly adv. —ap-peas’er n. .

ap-pease-ment (s-péz/meni) #. Lo, An act of appeasing,
b. The condition cf being appeased. 2. The policy of granting
conesggions to potential enemies to maintain peace.

apopel (a-pelr} = Sporte. A quick stamp of the fook used in
fenicing as a feint ta produce an opening.  [French, from appeler,
te call, from Old French apeler, to appeal. See APFEAL/]

ﬂP'Pﬂ‘ldnf (a-pElfant) Law. adj. Of orrelating to an appeal;
appeiiate. —appellant 1. One that appeals a court decision.
[Middle English, from Old French apelnt, from present participle
of apeler, to appea. See APPEAL]

ap-pel-late (-p2lrit) adj. Law. Having the power to hear
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appeals and to review court decizions. [Latin eppellatus, past
participle of sppelldre, to entreat. See AFPEAL]
ap-pel-lastion (3p'o-larshan) n. 1. A name, ttle, or dm&
nation. See Synonyms at name, 2. The act of naming. Middle
English appelacion, from Old French appelation, from Latin
from a past participle of app,
lire, to entreat. See AP‘FEAL.]
ap-+pel-lative (a-palra-tiv) adj. 1. OF or relaling 1o the as-
signment of names. 2. Gramemar. Of or Telating to a common
noun. —appellative 7. A name or deseriptive epithet, [Middle
, common (nourn), from Old French appelatdf, from Late
Latin appeldtious, from Latin eppeildtys, past participle of ap.
pelldre, to call upon, entreat. See aArrnan] —apepel?lative ly
ade.
up-pel slee (#piadat) n. Lmo. One agpinst whom an appeal
token. [French appeté, from Old French apele, from past par
ciple of opeler, to appeal, See APFRAL]
ap-pend (s-pénds) ﬁv -pend ed, -pend-ing, -pends, 1,
Toadd as a i U5t of errorg
to the report. 2. To fix 1-0 atlaﬂh ﬂppemi « charm to the bracalat,
{Latin appenders, to hang upon : ad-, ed- + pendere, to hang; see
{s)pen- in Appendix.|
ap- pem! age (s-pin’dij) n. 1. Somsthing added or attached
to an entity of greater importance or size. an adjunct. 2. Bwlogy.
A part or an organ, such as an anm, a leg, a tail, or a fin, thet
joired to the axis or trunk of a body.

SYNONYMS: ap i PR d; t, Y, at-
taehment, These nouns denote subordinate elements that are ad-
ded to another entity. An appendage supplements without being
essential: “Water jefs can be ongled {o either Side, making rudders

v, and the pleie ab of gppendoges at the stern
decreases huH rematance” (R.J.L. Dicker). An appurienance be-
longs naturally as a su'bsld.mry attnbube pert, or member to that
with which it is “an internationally keown firat-class
hotel . ipped with such appur at computers, word
pmcesmrs, copiers and telex"” {Ogear Mllard), An adjunct is ad-
ded as an auxliary to something else but is often seli-susiainin
“Intelligence anatysts soy they believe that of ail the countries of -
the Middie Eqst, none use ferreriem more effectively as an adjunct
to diplomacy thap Syrie” {Elaine Sciolino). An gccessory is usa-
ally nonessential but desirable and adds w0 the effect of something
alveady complete in itsell; We bought o car with such geeessories
as air conditioning, stereq and a sunroof. An attaclnent contril
utes & supplementary functinn to the pﬂm;ﬁ:] thing, to which it
can ba physically linked: The food proceszor hes an attachment for
maleing pasta. 2

m-psn‘dunl (o-péntdant) adj, 1. Afixed as an appendage,
2. Accommpanying: attendant: faith ond its appendant hope, 3
Belonging to & land grant aa a subsidicry right in English law.
—ap-pen’dant n.

ap-pen- -decto to+my (ip'an-dék’ta-mE) n., pl. -mies. Sur-
gical removal of the vermiform appendix. [arpEND(1x) +
—ECTOMY.}

qa-pgn-di-oes (3-péntdl-gsz!] n A plural of appendix.

ap-pen-di-ci-Hs (o-pen'di-sirtis) ». Inflammation of the
vermiform appendix. {New Latin, from Latin appendiz,
appendic-, appendage. See APPENDIN ]

WORD HISTORY: Even though the word appendicitis was in use
in 1985, the year in which the Oxford English Dictionary pub- -
lished the secticn "Ants - Battening” that would have contained
the word, the editor, James Murray, omitted this “crack-jaw med-
ical and surgical word™ an the advice of Oxford's Regius Professo
of Medicine, Sir Henry Wentworth Acand. As K., Elizabeth
Murray, the granddaughter and biographer of James Murray,
points out, “The problem of what scientifie words to include was
a continuing one, and James Murray was always under pressure—
from his advisers . . who thought the emphasis should be on
words from-good literature and from those in the [Oxford Tni-
wversity] Press who wanted to save cost cnd time —not to include
seientific words of recent origin." In 1912 no less a person than
Fdward VII had his appendix removed, and his coronation was
postponed because of the operation. Apperdicitis hence came Into
widespread uge and has remained so, therehy pointing up the lex-
icographer's difficult 1ask of selecting the new words that peopld
will look for in their dictionaries.

upvpen-dic-u-lqr (dpren-ikryp-lar adj. Of, relating to, or -
consisting of an appendage or appendages, espacially the limbs:
the appendiculer skeleton. [From Latin appendicula, diminutive
of appendix, appendic-, appendix, See APPENDIN.]
ap-pen-dix (s-pén’diks) n, pl -dixses or -divees (-di-
sézf). Abbr. opp. V.o, An appendage. b, A collection of sup- |
plementary mamnal usually at the end of a book 2. The ver-
miform app 3. Ty
part of a bodily organ or slructu.le |'I'.ﬂtu1, frorn upper:ders, to
hang upon. See APPEND.]
ap-per-ceive (4p'ar-sevt) o, -ceived, -ceivsing, -celves
Psychology, To percetve interms of past experiences, [From ap-
PERCEPTION.] &
ap-per-cep tion (Ap‘ar-sépfshan) = Psychology. 1. Con-
setotis pereeption with full awareness. 2. The process of under-
standing by which newly observed qualities of an object are re- |
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bombardment with atomic weapons. —otloms«iszaltion (-1-
=i/l shon)

at~om-iz+er itfa-mitzar) v A device for converting & sub-
stancs, especlally a perfume or medicine, to a fine spray.

atom n. See leraior (sense 3]

ui—n-my‘ {atfa-mg) n, pl -mies. Archaic. 1. A tiny parti-
cle; & mote. 2 A ting being.  [From Latin afomi, pl. of atomus,
atorn. Ser ATOM.]

at=o+my? (@if3-me) n, pl -mies. Archeic. 4 gaunt person:
a skeletor. [From an stomy, respeiling of aNaTone.}

A-ton zlsoA-ten (at'n) n Myihology. An Egyptian god of the
sun, regarded during the reign of Akhenaton as the only god.
a-to-nal (a-tofnal) edj. Music. Lacking a tonal center or key:
characterized by atonslity. —a-tofnalsky ede.

a‘tornal-ism (s-tama-liz'am) n. Music. Atonal composition
ur lhoe theory of atongl compusitivn. =gt nalist adf, & 7,
—o+tonal isHtic adj.

a-!o-nul-'l-!y (B'iD-nal/1-18) n, pl -tes. Music. The ah-
sence of & tonal center and of harmonies derived from a diatonic
scafe corresponding to such a center; lack of tonality.

a-tone {=-ttn’) v. o-toned, a-ton+ing, a+tones. —intr. 1.
To make amends, sz for 8 sin or Pault: Theee erimes must be
eioned for, % Arciwic. To agree. —ir. 1. To expiate. 2. Ar-
chaie. To conciliate; appease: "So heavern, atoned, shail dying
Greeee restore” (Alexencer Pope). 3. Obsolete. To reconciie or
harmonize, [Middle English atonen, 1o be reconciled, from at one,
in agreement : ai, at; see AT! + ome, one; see ONE] —aostonf-
a-hle, o tone’/a-ble 1di. —a-tonfer n.

a-fone-ment (a-tonfmant) 7. 1. Amends or reparation mace
for an injury or wrong, expiation. 2. a. Theology. Reconciliation
or an instance of reconciliation between God and human beings.
b Monement. The redemptive life and death of Jacusx e,

1. The ciliation of God and human beings brought
about by Fesus, 3. Christian Science. The radical obedience and
purification, exemplified in the life of Jesus, by which humanity
linds oneness with Ged. 4. Obsolete. Reconeiliation; concord.

artonsic (a-tént1k) adj 1. Mot accented: an afonic syllebie. 2.
Pathology. Relating to, caused by, or exhibiting tack of musecle
tong, —etonic 7. A word, syllable, or sound that 15 unaccented.
[From Greek cionos, See ATONY] —atfornicti-ty (Gtfo-nis!-
1-te, dtfn-iz=) ».

al+oeny (4tPs-ng, &t4n-g) n. V. Lack of normal muscle tone. 2.
Lack of accent or stress. [Late Latin atonia, from Greek, frem
atonos, slack : g, without; see A—" + fomos, stretching, tone; see
TOME

a-top (a-tip?) ade. To, on, or at the top. —alop prep. On top
of. =—a-lop! adj.

a-top-ic E-toprik) odi. OF relating to, or caused by a hered-
itary predisposition toward the development of certain hypersen-
sitivity reactions, such as hay fever, asthma, or chronic urticaria,
upnn exposure to specific antigens: atopic dermatitis. [From
Greek atopia, wiususliess, from atopos, out of the way : a-, not;
see p—1 2 topos, place| —atlo-py (3t75-pF) n

—ator suff. One that ecis in a specified manner: radiator. [Latin
-ator : -&-, stem vowel of verbs in dre + -for, ugent n. suff. {later
regnalyzed as -@tus, -ste + -or, -or]

—atory suff. l.a. Of or relating to: perspiratory. b, Tending to;
amendatory. 2, One that is connected with: reformarory. [From
Latin -dtovius and -@tirvinm, both from -deor, -ator]

a-tox-ic (i-tek’sik) vdj. Not poisonous or toxie.

ATP (arte'péf) n. An adenogine-derived nuclestide, €, H,,-
N5043P5, that supplies .srge amounts of ¢ncrgy to cells for various
bivchemical processes, including musecle comtraction and sugar
matabolism, through it hydvolysis to ADP. [a{DENOSINE] T(RI)-
F{HOSPHATEL]

ATP.use (a/té-pélas, -Az) n. An enzyme that catalyzes the hy-
drolysis of ATP; adendsine triphosphatase,

#amt-ra-bil-lous (svo-bilrya) also at-ra-bilsicar (-bilre-an)

*adi. 1. Inclined to melancholy. 2. Having a pesvish disposition;
strfy. (From Latin dtre Bilis, black bile {translation of Gregk
melankholio; see MELANCHOLY) ¢ &tre, black; see ater- in Appen-
dix + bifis, hile.] —atfra-hil fious-ness n.

actrem-ble (a-trémbal] adj. Being in a state of shaking or
trambling, as from fear or excitement.

a-fre+sia (s-tréfzhs, -zhi-a) n. 1. The ahsence or closure of a
naormal body orifice or tubular passage such as the anus, intesting,
or exterial gar canal. 2. The degeneration and resorption of one
or more ovarian follicles hefore a state of maturity has been
reached. [New Lotin : Greek a-, not, without; see 4=1 + frexis,
perforation, orifice; see rers-1 in Appendix! —artre-sic (-zik,
-sik) adj.

A-treuvs (artroos’, dMcéos) . Greek Mythology. A king of
Mycenae, brother of Thyestes and futher of Agamemnon and Men-
elaus,

a-tri-a (arues) a0 A plural of atrium,

atrial na-tri-u-retsiec fackor (na’tre-yiovéttik) n. Abbr,
ANF A hormonal substance produced by the right atrium of the
heart that stimulates the exeretion of sodium and water by the
kidneys and helps regulate blood pressare. [ATRIAL + metrium,
sodium (from NATRON) + URETIC 4 FACTOR.]

a-trisasvenstricoudar (artre-g-vén-trikfya-lor) adi O,
relating to, or nvolving the afria and the ventricles of the heart.
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atriovendricular node ». A small mass of speeisiized car-
diae muscle fibers, located in the wall of tte right atrium of the
heart, that receives heartbeat impuises from the zinoatrial node
and directs them to the walls of the ventricles, Also ealled AV
node.

a+frip (o-tript) adi Nautical. Just clear of the bottam. Used of
an anchor.

aefrisum (irtré-em) n, pl d-Wh-a (Afirsa) or -ums. 1. Aw
chitecture. A rectangular court, as. a. A usually skyiighted cen
fral area, ofteny comtaining plants, in some modern buiidings, es-
pecially of a public or commercial nature. b, The open ared in the
center of an ancient Roman house, ¢ The forecourt of a building,
such sz an early Christian church, enclosed on three er four sides
with porticoes. 2, Apatomy. A bodily cavity or chamber, espe-
cially either of the upper chambers of the beert that receives bloog
from the veins and forees it jnte a ventricle In this senze, slso
called suricle. [Latin dtriwm, See ater- in Appendix | —aftri.
al adj.

a-bro+Cious (s-iréfshas) adj. V. Extremely evil or eruel; mon-
strous: en atrocious crime. See Synonyms at outrogeous. 2. Ex-
ceptionally bad; abominable: aivecious decor; atrocious behavinr.
[From Latin atrdr, atrdc-, frightful, creel. Sco @ter- in Appondix]
—artrofcious-ly adv, —u-trofdous-ness n.

artrogeisty (o-trosti-iE) k, pl. -fies. 1. Appalling or atro-
cious condition, guality, or behavior; monstrousness. 2.a, An ap-
palling or atrocious action, situation, or chject. k. An act of cru-
elty and viclence inflicted by an enemy armed foree on civilians or
prizoners: wartime atrecities,

atrrosphy (it'rs-i6) n, pl. -phies. 1. Patiology. A wasting
or decrease in size of a bodily argan, tissue, or part owing to dis-
ease, injury, or lack of use: musculer alvophy of @ person affecied
with puralysis. 2. A wasting sway, deterioration, or diminuhion:
intelleciual atrophy. —atraphy v. -phied, -phy:ing, -phies,
—tr. To cause to wither or deteriovate; affect with atrophy
—intr. To waste away; wither ar deteriorate. [Late Latin atro-
phia, from Greek, fram atrophog, ill-nourished | a-, without; see
a—1 + trophé, food| —astrophfic (a-trofrii) edj.

ﬂf'l‘D'Pil‘lB {atfra-pén’, -pin) also at+ra+pin (-pin) n. A poi-
zonous, bitter, erystalline alkaloid, C,,HysNQ4q, obtained from bei-
ladonna and other related plants. Tt is used to dilate the pupils of
the eyes and as an antispasmodic. [From New Latin Atrapa, ge-
nus name of belladenna, from Greek etropes, unchangeable. See
ATRoros,]

Atrro-pos (5t/ra-pds’, -pes) n. Greek Mythology. One of the
three Fates, the cutter of the thread of destiny. [Clhveak, from at-
rapos, inexorable @ a-, not; see a—' + tropos, changeable; see
—TROPOUE. |

*NG (at-s&fna) =, pl Atsing or -nas. l.a. A Native
American peopie formerly inhabiting the plains of porthern Mon-
tana and southern Saskatchewan, with & present-day population
in north central Montana, b. A member of this people. 2. The
Algonquian language of the Atsina, dialectally related to Arapa-
bo. Also called Gros Ventre

att. ebbr. 1. Attached. 2. Attention. 3, Lawe. Attorney.

at-tach {s-tich?) n. -tached, -tachring, -tachres. —ir. 1. To
fasten, secure, or join, 2. To connect as an adjunetl or associated
condmon ar part: Mfaﬂy major 8dues are utlﬂched' ta this Iegas.i,u-
ton. They gained i by attachi to
city institutions. 3. To affix or append; add: We utrar_h?d severai
riders fo the document, 8, To ascribe or assign: attoched o sige
nificance o the threat, 5. To bind by emotional ties, as of aflec-
tion or loyslty: [ am cttached to my Jamidy 6, To assign {per-
sonnel) to & militury unit o 2 temporary basis. 7. Law. To seize
[persons or property] by Legal writ, —intr, To adhere, belong, or
relate; Very ltde prestige attaches to this pasition, [Middle Eng-
lizh attachen, from Old Fronch aftechier, alteration of eztachier,
from estache, slake, of Germanic origin} —at-tach?a-ble adj.
—attach’er n.

ot+tarché (st's-shar, 3-tis) n. 1. A person officially assigned
to the staff of a diplomatic mission to serve in a particular ca-
pacily: ¢ cultyral aerachd; ¢ military attache 2, An attaché case.
[French, from past participle of srtocher, to attach, See ATTACH.]

attaché case ». 4 slim brisfease with [st, rigid sides, hinges,
and usually & fock

attached (s-tichtt) adj. 1. Abbr. gt Architeciure, Juined to
or by & wall, especially by sharing a wall with ancther building;
not freestanding: & block of attached honses. 2. Biology. Living
in a permanently fixed state in the adult stage, as the barnacle.

alstach-ment (atachfmant) n 1. The st of attaching or the
condition of being attached. 2, Something, such as a tie, band, or
fastener, that aitaches one thing to another, 3. A hond, as of
affection or loyalty; fond regard. 4., A supplementary part; an
accessary. See Synonyms at appendage. 5 Low. a. Legal sei-
zure of property or a person, b, The writ crdering such a seizuve,

otdack (>-tik’) v -tacked, -fack-ing, -tecks, —tr. 1. To set
upon with violent foree, 2. To criticize strongly or in a hostile
manner. 3. To siarl work on with purposc and viger: attack o
problem, &, Ta begin to affect harmfully: The disease had already
attacked the central nervous system. —intr. To make an dtigck;
launch an assault: The enemy nttaciced during the night. —attadk
. 1 The act or an instance of attacking an assault. 2. An
expression of strong critivism; hostile comment: tiefous attecks in
ail the newspapers. 3, Sports, @, An offenzive action in a sport
or game, b, The players execuling such an celion. 4. The initial
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deserts

—de+sal’i-ni-za’ron (-ni-za’shan) 2.
(@e-solt/) trv. -salt-ed, -soll-ing, -solts, To desali-

s (d4-zirg?), Gérard. 1501—-1661. French army of-
4 mathematician regarded as one of the founders of med-
ometry.
pt (gesrkBul’) w1 Also dia-cant (disf-) Music. a.
ental melody or counterpoini sung or playec above a
ib, The highest part sung in part music. 2. A discussion
cphrse nn @ theme, —descant (dés/kint’, dé-skant/)
ant-ed, -cant-ing, -cams. 1. To comment at length;
. "H.- wsed to descant critically on the dishes which had
thle” (lames Boswell). 2. Also dis-cant (Jis/sént!, di-
\} Musir. @. To sing or play a deseant. b, To sing melo-
[Middle English, from Anglo-Morman descasnt, [rom
Latin discantus, arefrain : Latin dis-, dis- + Latin can-
ang: Irom past participle of canere, to sing. See bean= in Ap-
—des!cant .
rles (da-kirt?), René, 1586-1650, French mathemati-
d philosopher. Clongidered the father of analytic seometry,
nulated the Cartesian system of coordinates, His ph]]osnplw
ed tn the rationalistic premise "1 think, therefore [ am.”
(di-génd?) v -scend:ed, -scend+ing, -scends.
+ To move from a higher to a lower place; come or go
Ta slope, extend, or ineline downward: *A rough path
did like o steep stair into the ploin” (JRR. Tollden). 3.a.
ame tmn AN ancestor or ancestry: She wes descended from a
ily. b. To come down from a source; derive: a fradi-
ing from colomial days. & To pass by inheritance:
has descended through four generotions. 4. To lower
<ﬂm-p “She, the conguercr, had descended fo the level of
ered® (James Bryce). 5. To proceed or prograss down-
a8 in rank, pitch, or scale: titles listed in descending order
ahce; notes that descended to the loweer register. 6. To
1 ety
duuudmg on the aw?wrc villege. —tr. l.a. To move
gher o a lower part of, go down. b. To get down from:
ded the minibus that shuitled grests io the nearby
* (Howard Kaplan). 2. To extend or proceed downward
& roed that descended the mowntain in sharp curves. [Mid-
clish descenden, from Old French descendre, from Latin
t7e : dé-, de- + scandere, to climby; see skand- m Appen-
—de+seend’i:ble, de scendra-bie odj
-dant (di-sensdant) n. 1. A person, en animal, or 2
whose descent can be traced o a particular individual or
* 2.. Something derived from a prototype or eatier form:
i beyeles are descendants of the earlier velocipede.
ndant adj. Variant of deseendent.
dent ulso de-scen-dant (di-senrdant) adi 1. Mov-
wrward, descending. 2. Proceeding by descent from an

ndrer (d-sénfdar} n. V. One that descends, 2, Print-
A The part of the lowercase lotters, such as g, p, and g that
the other lowercase letters, b A letter with such

g down, 3. A dowpward incline or passage; a slope. 4.o.
Aerivation; lineage: a person of African descent. b,
tiun of a specific lineage. 5.@. The fact or process of
or being demved from & SoUrce! o Peper ‘!ﬂlcmg the
tof the novel from old p que tales, B. D tin
structure during trapsmission from an original source. 6,
neference of property by inheritance. 7. A lowering or
ih status or level: Her career went inte a repid descent
charges of misconduct, 8 A Sidden VISIL or attack; an
lbﬁt [Middle English. from 0Old French, from descendre, to
See DESCRND.]
'S (da-shoott, (nooisr), A river rising in the Cas-
B¢ of wost-central Oregon and flowing about 492 km (250
north to the Columbia River near The Dalles
{de-skrim?bal) trp. -bled, -bling, -bles. To
(a coded message or signal, for example).
+bler (de-skrim/blar) m. An electronic device that
4 serambled transmission into a signal that is mtelligible
ing apparatus.
B (di-skribt) tr.p. -seribed, -scrib-ing, -seribes, 1,
An geeonnt of in gpeech or writing. 2. To convey an idea
on of, characterize: She deseribed her childhood az o
| wonder and discovery. 3. To represent pictorially; depict:
MWS dezcribe the horrors of war in grotesque detail. 4.
¢ the form or outline of: deseribe @ circle with 1 compass.
t"fg lish deseriben, from Latin déscribere, 1o write down :
scribere, to write; see skribh- in Appendix| —da-
ble cdj —de-sarib’er n.

describe, narrate, recite, recount, rehemse, velate,
tral megning shared by these verbs is “to tell the
i OF particulars of something verbally or in writing™:
“the aceident; norrated their _-‘rpmues #n the Far Past;
Feciting her es; @ b
Pdm rehearsing the dangers the cmlniren Jueed; relnt-
nis; come back end reported what she had seen,

sults and other chemicals from {sea water oo soil, for de- wﬁ) «tion (dl-skrip’shon) n. 1. The act, process, or tech-

nigue of describing 2. A statement or an account describing
samelhing: published @ description of her iravels; gove a vivid
dezcription of the game. 3. A pictorial representation: Monet's
ethereal descriptions of heystacks and water lities. 8. A kind or
sorl: corz of every size and deseription. [Middle English descrip-
cioun, from Anglo-Norman, from Latin déseriptid, déscription-,
from dégcriptus, past participle of déscribere, lo write down. See
DESCHIBE. |

de-scrip-tive (di-skrip/tiv) adj. 1. Involving or characterized
by description; serving to describe. Concerned with clasaifi-
colion or deseviption: a deseriptive seience. 3. Grammar. o, Ex-
pressing an attribute of the modified noun, as gveen in green
grags, Uged of an adjective or adjectival ¢lause, b, Nonrestric-
tive. —de-scriptively ady, —de-scrip/tive-ness n.

descriptive clause n. Grammar. A nonrestrictive cleuse.

donripﬂvo “I'Igl.lil“‘! ., The study of a language or lan-
guages at a specific stage of development, with emphasis on con-
structing & complete grammar rather thun on historical develop-
ment or comparson with other languages.

desscrip-tor (di-skripftor) n. Computer Seidnce. A word, 2
phrase, or an alphanumeric character used to identify an itern in
an information storage and retrieval system. [Late Latin, de-
seriber, from Latin déseribere, dfscript-, to deseribe. See DE-
SCRIE,|

de-scry (dl-slo1?) trv. -seried, -scry-ing, -scries. 1. To catch
sight of (something difficult to discern). See Synonyms at see '
2. To discover by carelul ohservation or scrutiny; detect: descried
a message of hope in her words, [Middle English deserien, from
Old French deserier, to call, cry out. See DecRY.] —de-scrizer .

des-e-crate (disti-krat!) trp  -erat-ed, -crat-ing, -crates.
To violate the sacredness of, profune. [pE—= + (CON)SECRATE]
—des'e-crot’er, des/ 8 ora'tor n. —des's-cra'tion n.

de-seg-re-gale (de-séy/ri-gat’} v -gat-ed, -gat-ing,

-gates. —1r. 1. To abolish melumnmlosngng;mn m 2 Ta

open [a school or workplaes, for to bers of all races
or ethnic groups, uspmully by forve of law. —intr. To becuwme
open io members of all races or ethnic groups. —de-segre+

ga’tion n. —de seg’ro-ga'tion-ist n.

de+sensi*tize (de-sen’si-tiz’) tre -fized, -tiz+ing, -tir-es.
1. To render insensilive or less sensitive. 2. Jmmunology. To
make {an individual) nonreactive or insensitive to an antigen. 3.
To make emotionally insensitive or unresponsive, a3 by long ex-
posure or repeated shocks: “The successive assassinations and at-
tempts, not just on Presidentiol figures but on Martin Luther King
Jr. and ollum. hmre desensitized us® (Anthony Lewis). 4. To
make (a photographic film or subst ) less sensitive to light.
—dessen’si-fiszartion (-ti-z4/shan) n. —dessen’si+Tizrer a.

Des-er-et (diz/a-rét/), An ares proposed by the Mormons in
1849 ns an independent state or a state of the Union. Deseret
waould have included mueh of the southwest United States, with a
capital at Salt Lake City, Congress refused to recognize the pro-
vislonal state and crented the Thah Tertitory in 1850,

des+ert! (dézfort) n. 1. A barren or desolate aren, especially:
a, A dry, often sandy region of little rainfall, extreme tempera-
tures, nnd sparsa vegetation. b, A reglon of permanent cold that
i largely or entirely devold of life. <. An apparently lifeless area
of waler. 2. An empty or forsalcen place; a wasteland: o cultural
desert. 3, Archaie. A wild, uneultivated, and vuninhabited region,
—desert wdj. 1. Of relating to, characteristic of, or inhabiting a
desert: degert fauna. 2. Barren and uninhakited; desolate; q de-
sert island, [Middle English, from Old French, from Late Latin
degertum, from nenter pest participle of deserere, to desert. See
prsesT S|

dessert? (di-zirt') n, 1, Often deserts, Something that is de-
served or merited, especially a punishment: They got their just
degerts when the seheme was finelly uncovered. 2. The state or
fact of deserving reward or punishment. {Middle English, from
Old French deserte, from feminine past participle of deserzir, to
deserve. See DESERVE.] -
WORD MISTORY: When Shakespeare says in Somnet 72, *Unless
you would devise some virtuous lie/To do more for me than mine
ows desert,” he is using the word desert in the sense of “worthi-
ness; deserving,” 8 word that is perhaps most familiar to us in the
plural, meaning “something that is deserved,” as in the phrase just
deserts. This word goes back to the Letin word deservire, “lo de-
vote oneself to the service of,” which in Vulgar Latin came to
mean “to merit by service” Déserpire is made up of dé—, meaning
“thoroughly,” and sernire, “to serve.” Knowing this, we can dis-
tinguish this desert from desert, "a wasteland,” and desert, “to
abantion,” both of which go back to Latin désereve, “to lorsake,
leave uninhshited,” which is made up of dé—, expressing the no-
tion of undeing, and the verh serere, “to link together." We can
nlso digtinguish all three deserts from dessert, “a sweet course at
the end of o meal," which is from the French word desservir, “to
clear the table." Desservir is made up of des—, expressing the
notion of reversal, and servir {from Latin servire), “to serve,”
hence, "to unserve” or "to clear the table "

dossert? (dl.z0rt’) v. -sert-ed, -sert:ing, -serts, —tr. 1. To
leave empty ot alone; abandon, 2. To withdraw from, especially
in apite of n responsibility or duty; toxsake: deserted hev friend in

- ascender

descender

& pat oi hay
B pay ou out

Ar care &b teok

a father G0 boot

& pet @ cut

e hbe fir urge

1 pit th thin

1 pie th this

ir pier hw which

@ pot zh vision

o toe a nhout, item
0 paw #* reglonalism
Styess marks: £ (primary);
! {secondary), as in

dietionary (dik/sha-pér/f)

@ time of need. 3 To abandon (a military post, for ple) in

-
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detain

destyoylng ongel

dessert wine - A uawnily aweet wine, such ns Ssuternes,
zerved With or aiter dessert.

de:sta bi-lize (ds-starbe-liz!i tron -lized, -lizsing, -l es
1. To upset the stability ar smaath functioning of: a policy that
threatens to ize bhe u; i new thai thresteng
to destabilize nuclear detervence. 4. To undermine the power of
{a guvernment or leader) by subvernive oz leprenst acts, —des
stabi-li-zartion [-li-zafshan) o

de-stain (de-stant) trv, -stained, -stain.ing, -stains. Ta re-
move stain frim (4 specimen) to od 0 mivroscopic stody,

de-ste-lin-i-za-tion [dé-st/Dniztishan) n. The process
of digerediting and eliminating the palitieal poliviss, methods, and
personal image of Joseph Stalin,

de-ster-i-lize (dc-sirratizt) wo. dized, -lix:ing, -lz e
T release (gold) from an imactive stalue and return AL to vse 83 o
bavking for credit and new currency

de SHjl (s stl’, stal’) v A school of art origmating an the
Metherlands in 1027 end characterized by the use of reclongilar
shapes and primary colors. |Duteh | de, the + a4l siyle.)

des-ti-na-tion (dés/ta-narshan) n. Y. The place to which one
s poing of direrted, 7. The ultimate purpose for whirh some—
thing 15 ceeated or intended, & Avchaic An act of appointivg o
setting pside for s specific parpose,

des-tine (défim) ire. ~tined, -tinting, -tnes. 1. To deter-
inine beforehand; preordain: e foolich scheme desfihed to foil; =
Jitm deriimad o beeoma o clossic. & To assign [ora specific end,
Use, i purpose; money destined to pay for their ehild’s education.
3 To direct toward a given destination! & flight destined for To-
kye.  [Middle Englich destdnen, from Ol French destiner, Irom
Latin déstinare, tn deternnne. See stas in Appendix.|

des fi*ny (défw-ng) n, pl -nies, 1, The nevitable or nee-
essary fate to which a particular person ot thing ic destined; ome's
lot. Ser Synonyms at fote, 2, A predetermined sourge of events
considered 55 something beyond human power nr control: #zr-
ringe and hanging go by desting” (Robert Burton), 3. The power
or agency thougnt to predetenmine events; fate; Desting brought
them tpgether, [Woddle English destie, from Old French desti-
nes, rom femiiine past participle of destiner, to destine. See DEs-

TIE

desdislute [derti-tant?, -tyant?) dj. 1. Utterly lacking; de-
vold: Young ieciuite destitute of ey experience. 2, Locking re-
sonrees o the means of subsistence; completely impoverished. See
Srnonyms al poor. [Middie English, from Latin dastitutus, past
participle of déstituere, to abandon - dé- de- + statueve, to set, see
sté- in Appendic] —des/ti-tute‘ness n,

des bi-tuHon [desfti-tafshan, -ty@ /=) o 1, Extreme want
of resources ot the means of subsistencd; complets poverty, 2, A
deprivation or lack; a deficiency.

des-tri-er (dmsrtee-ar, di-strir?) a, Avchie A war hoise,
[Middle Englich destrer, from Anglo-Norman, from Vulgsr Latin
*dextrdarius, right-hand, from Latic decter, right]

desstray (distraif) v catroyed, -stroysing, -stroys, —t; 1,
To ruin completely; spoil: The ancien: manuscripts were de-
styoyed by fire. 2, To tear down or hreak up: demoligh. See Swn-
onyme at ruin, 3, Ta do away with; put an end to: “In crowded
populations, paverty destrays the pessibility of cleenliness™
(George Bernard Shaw), 4. To kill: destroy o rabid dog, 5. To
snbdue or defest completely; crush: The rebel fovees were de-
stroyed in baitle. 6. To render uscless or inelfective; destroged
the testimony of the prosecution’s chicf witnzss, —intr. To be
destrictive; tavse deslruction: “Tor miuch money desfroys as
surely as too Hitle" (Inhn Simen). [Middle English desteoien,
from Old French destredve, from Volgar Latin *destrnigere; [rom
Taalin cifstriere  dé-, da- | atruere, to pile up! see ster-2in Ap-
pendiz.|

de«stroyser (il-stroi’ar) n. §. Dm-_' thet destroys: a destrogen
r.rfju?-uly ity et of mur - 2. A amall, fast,

kighly maneuvershle warship armed with guns, lorpedoes, deplh

charges, and guided misailes,

destroyer escort « A wasship, usually smalier han a de
strogrer, used in antisubmading aciion.

da-sh’oy-lng ungel (di-stroi/Ing) n. Any of several poizon-
wus mushrooms of the genus Amaonia

de-struat (dftegtedbent, Aarsictil?) wo The inleniional, usually
remote-controlled dusuucum of a space velucle, rocket, or massile
After launching, as for defeetive performance or reasons of safety.
—dastruet v. -struct-ed, -struct-ing, -structs, ~tr, o destiay
tntentiorlly (= rockel nr missile) after Jounch. —tntr. To acll
desteuct, [Back-fermation from omsTaucmon |

de-strucfi-ble (dictriderts-bal) adj, Breakable or easily de
atroyed: destructible plisgeore. —desstroerticbiltbory, de-
struci fi-hie-ness @,

de-strvc-tion (di-strak!sasn) w l.a, The act of destroyiug.
b, The condikion ol having heen destroyed. 2, Theé cause or
means of destroving: weepons thet cowld prove to be the destruc.
tian of humunleind. [3liddle English, trom Old French, from Latin
destruetis, destryetion-, from desireerus, paet parbiaple of de-
struers, to destray, See DEATROY]

de-struc-tionsist fd]-strﬂkfsh:n-msﬂ n One who believes in
or ad destrietion, esy soolal Instituts

de-struc-tive (di-straktiv) lmj '| Causing be wreaking te-
struetion, riinous; ¢ desfruciive act; @ policy $haf g destruciive fo
the economy. 2, Designed or i.emiinﬁ to disprove or discredit;

deitizctive criticinm, —de<stroe? tive <by edr. —de - stvue/Hive,
ness, dersiruc-t1iv/irty (oefstik-tief1-t8] o

destructive distillotion . 4 process by which arganic aub
stances such as wood, coal, and ofl shale are decomposed 5y heat
in the ebsence of wir and distilled to produce uselul produtts sich
az coke, charooal, oilg, 2nd gases. )

de«strue-tor (d-striktter) 2. 1. An incinerator for refuse. 49,
An explogive, ususlly remole-conirollzsd device for effeching a de.
struct.

des-ve-tude (dssrwi-tood?, -tyaod’] n. A state of distize ge
inoctivity. [French désedtude, from Lotin déswitadd, lrom e
sudtiey, past partieiple of désudscere, 1o put ont of use - dé-, de- +
suéseeye, Lo berome acoustomed; see s{w)e= in Appendix. |

de-sui-fur-ize (de-gtlrln-fa?) trne, -imed, -iz+ing, -lz ey
‘To eliminate sulfur from (petroleum, for example), —dessulr
fur-irzattion [-far-i-zafshan] n

des:ul-to.ry (desraltacre, -tovve, dext adj ¥, Mu\.-mg .
jumping from one thing to thery ted: o tory
gpeech, A Oeewrring haphazardly; random. 582 Synonyms g
chance. [Latin désultorive, leaping, from deaultar, a leaper. from:
diémlire, désull-, to leap down - dé-, de- + a¢lire, lo JUmp; see sels
i Appendix] —destulvterrisly adiy —desrul to'ri-ness s,

det. abbr, 1. Detechment, 2, Detai, -

destach (d-tach?) trn. ached, doch ing, -rachves, V. o
separate or unfasten; dicconnect: detsch o chack from the chack-
Hooly detach birs from ome’s coat, 2. To vemove from associalion -
or union with something: detoch a calf from ity mother; detached
herself from the group. 3. To send (troops or ships, for example)
nm A special migsion  [French détacher, from Okd French desta.
chivr @ des-, de- = attachier, to attach; see ATTacH] —da-tach’s
a-bil#i-ty n. —da-tach/a-ble adf. —de-tach’a-bly adn

de-tached (di-tacht?) adj. Y. Separated; dlaconnected! o d
tached part; ¢ dotached plug. 2, Standing apart from others; sep-
arate: o Aouse with o detoched grrage. 3. Warked by an sbsencs
ol emotional iavelvernent and an aliof, mpersonal objestivit;
See Synonyms 4t cool, Inditferent. —de-tachred-ly (-tichr-
id-le, -taehtr|E) ady. —da-lachred nass o

destach-ment (di-tdch mant) w1, The aer or proess of dis-
conneeting or detaching; separation, 2. The state of being sepa-
rate or detached. 3, Indifference to or remoteness from the con,
certs of others) alootness: preserved o chilly detochment in his.
r\elmm with the family. 4. Ab@eme r'r!‘ DT“Jud:lce or bias; di

i Lo atrove to intain her o b in th

cuze. 5, 0. The dispatch of a military unit, such as troops or ships;
Froen & Jarger body for 3 special duty or mission. b, Abbr. dak
The unit so dispatched, € Abbr. det A perminent unit, usually
smyallur than e platoon, erganized (o special duties.

de«tail (di-talr, dertalr) n. Abbr, det. V. Ap individual part o
itern; v particular, See Syoenynw at irem, 2, Partivulars consid
ered individually ond in relation to 8 whole: cereful atfention o
detail. 3. A minor er an inconsequertiol item or aspect; & minn®
tia- skipped the derails o get to the wein point. 4. A minue
(horough treatmend or secounts went into datm] about Iz tromels
S.a. A discrate part or portion of @ work, such as a painting;
Thuilding, o decorative object, especially when considered in iso-
lation. b. A vepresemtation of such 2 part or portion: o detail nf
o Rembrondt portreit flustratieg the techwigue of chisrescur
o, A shall elaborated element of a works of art, craft, or desige:
b, Such clements considered together: the intrieate deteil of ¢
vovouer affurpiece. € The renderiog of artistic deradl; she fine de-’
fail of the pointer's brushwork, T.o. The seiection of cne or mor
Lroops dor o particilar duty. usielly o Batigue duty, by The per-
sonnel 30 selected. e The duty assigoed: govbage detail, —detail
(di-talt} ere,  -toiled, -tailsing, -tdis. 1, To repurt or rolate
iminately or in particulars. 2. To name or state explicitly; de
tailed the charges against the deferadent, 3. To provide with ar-
tigtie or decorative detail: defedled the guild with colorful m:pi{—
gué. &4, Toselect and dispateh for a parkicular duky. — idiom, in
detail. Wilh sttention {o particelars: thoroughly or metirulously:
eaplained hor proposal in datasl, |[Fronch ditail, trom Old French
defail, & piece cud off, from detailliv, |0 cut up | de-, de- + faillen
to ot see TAILOR] —detail?er n.

destailed (ditaldr, dertaldr) adj. Chasacterized by abundant
ase of delail ot thoroughness of irealment: a detailed report on fhe
stote of the economy.

SYNONYMS: delaled, circumetanial, minefe, perticolar. The
cenbeal mesning shared by these adjectives is “marked by aften:
tion to detail™: ¢ detailed account of the trip; @ ircynatantiol
nurrative; an exact ond monute report; o foithful and mmcum

dgsmptwu_ :

dBMI" man o A representative of 2 manukselurer of drupsar
medical supplies who ealls on docters, pharmacists, and othe
professionsl distribulors 1o promote sew drogs and supplies

destain (di-tan?) tru. -tained, ~tdn-ing, -tains. 1. To kee
from proceeding, delay or retard. See Synonyms at delay, 2, T
keop in custody or temporary i 1t: The polier detained
neneral suspects for guestioning. THe disruptive studenty were de-
tninad affer sehonl until their porents had bean natified,. 3. OF
solete, To retain or withhold {payment or property, for example)
[Middle Bnglish deteinen, om Old French datenir, from Vilgar
Latin ~détenire, from Latin détingre - d8-, de- + tenére, to hold
see ten- in Appendix | —destain/ment .

—~216 —
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ONYMS: fueivive, tremchaue, biting, cutting, crisp, clear-cuf,
adjectives are synuspious when Shey refer bo keennsss and
lness of thooght, expression, or intellect. facisive and
ohant siggest penetration to the heart 6f a subject and clear,
and vigorous expression: on preizive and piqueont style of
sy trenclant wit, Biting and cwttipg apply to penziration
iscetrment fhat often have a gaveastic or savdonic quahty
e of wounding ov stinging: "Bitmg vemarks revealed Jer
di of contempt” (D E. Lawrence). "He con sy the driest,
cutting things in gle quistest of tones” {Charlotbe Bronté)
suggests clanity, conciseness, and Brigkmess: @ orisp vetort;
banter, Cledar-cut specifies distinetness and shavpness of def-
- The wording of the lease @ o clear-cut that no ore could
[y HTAFETETEL i menning,

inrclude (n-Kiar) tro. -clud-ed, -cud-ing, -cludes. 1. To
tale in ag a part, an element, or 3 member. 2. To contain as &
zepontary or sabordinate dement. 3 To conaider with or place
ipte @ group, class, or fotal: thanked the host for moluding
[wriddle English includen, from Talin mcliders, lo enclose -,
ir; ger -2 * clouders, 0 vlose ] —In-edudfa-bie, insdudr-
ible ady

SYNONYMS: include, comprise, compirehend, embrune, inualoe.
These verbs wean B lke 1 or conlaim ag part of somethiug larger,
Tnjelttde and eomprise both take as their ohjects things ar perasos
that dre constiluent parts, Comprise usually impies that all of Lhe
components ave stated: The book comprizes (that is, consists of or
ig composed of} 15 chapters, Include, like the remainng terms,
more often implies an incomplete listing: included ¢ reference fo

sOF [in-sifzar) no Abbr i A tooth adapted for muthing er
wing, leeated at the front of the mouth along the apes of the
i areh

fa-tion (in's-ta’shan) ». 1. The act or en instance of
timulation. 2, Bomethmng that incites

(fn-sitt] fro. -citeed, -cifring, -cites. To provake and
o on- Srinblemakers who ingite rlots; ncifing workers fo sk,
ddle English eneyien, from Cld French spciter, from Latin m-
e, [0 WEE TOTWATE © in-, intensive prel) see 2 —2 = citiEre, 10
flale, lrequentative of eigre, to pul in molion, see kei-¥ in
dix] —In-siterment n. —in-cit’er n

ms: tnedte, fnstigate, foment, oliet Thest verbs mean fo
givesupport Lo getion. fyeite 12 applied sranwily t arous-
e wil and spirit to ack: Thelr leader tried to ineite she dis-
¢ bo anerthrow the government, To instignte 1s to coneeive
encpuzage Lhe implementation of 4 plan of action, uaually an
or illegal one! dnstigating ¢ prgon tioi. "Commontly, Lhough
iaps, we exhort fo good actions, we ingtigate zo i " [Bamuel
). Foment Uzuzlly refers to the gystematic fosterig of leel-
us of dizeord orvebellion, that produce violend acting: foment
tent, foment citid fnaurrection To abet | to approve, en-
conrage, and stpaart actiots, espectally those in violation of what
it or proper: The treavurer, aided wid abeited by on assis-
mizappropricied company funds, Sea also Synomyms 3t pro-

vil-ity (mrsivilrele) n, pl -tles, 1, The quality or
tHon «f heing uneivil. 2. An uneivil or dizcourlenus act.
abbr. V. Including 2 Tnelusive:
fasp fn-klaspf) w Variant of enclasp.
rclemeent ([n-klémrant) adf. E, Stormy: inclement jeecther,
Bfiewing ro el ful, —insclamenrcyn —lns
elam rent Jy adn.
iiclinsa-ble (n-klitna-bal) adj. 1. Naving & specified ten-
vt dspomition; ineli inable to lovh 2. Tnvora-
isposed;, amenabl nelinabia d0 our wrginps.
a-fion (in’kls-nasshen) n L The net of nclining or
tate of heing inclined; 8 bend or it The inclination of e
s head sugyested sleep. 2,0, A devialion or the degree oF
vialinn from the horizontal o vertieal; a slunt: the steen ineli-
Hon of aroof. b. An inclined surface; a giope. 3. A tendeney
& eertain condition or character: the alkeline nclination of

the it in the review of the concert; will inclade an
amount far postage in my poyment, “Through the prosess of
amendment, intergresagion and tourt decision [ keve finally been
included tn *We, the people'” (Barbara C. Jordan). Comprehend
and emhrace usually 1efer (o the taking in of subordinate elerments
us part of something broader; The study of art comprehends both
aesthetic and inteifectuel considerotions, No gnple thenry cow em-
trace and explain sy focet of human dehavior, Involve usually
suggests incinsion as a logieal consequence or necessary comdi-
Hon: “Erery arg 7 soMe mtions” (Brooze I
Westentt).
USAGE NOTE: Some wrilers havo Insistort that include be used
only when it is Followed ny a partial Tisk of the contents of the
veferent of the subject, 0o this acconnt, one may write New Bng-
Iuriel inviudes Cownsesicur ued Rhode Gland, bul one ust wse
comprise or consist of when 8 D)1l enumeration is provided: New
Englund ronprises (nol includes) Conmecticut, Rhode Tslond, Mas-
e cri, Vermemt, Wi pahire, ond Makae. This restriction
16 ton strong, Mclwde dues nob male out the possibality of a com-
plete Ysting. Thus the sentence The bibliogrephy shouls inclide
all the jatrnal srficles you have wied dees not ental that the bib-
liography must contain something other than journel articles
though it ders leave that paasibilily npen. When one wanfa tn
roake clear thal the Listing is exhaustive, however, the use of com-
prise or consier of will sviid ambiguily. Thus the sentence The
task force dnclydes all of the Navy waite on active duty i the
region allows for the prssibility thet 3arvine and Avoiy units are
also taking part, where the same sentence with comprise would
entacl that the task force contained ondy Navy forces. See Usage
Note 4t comprise.

includred (in-kicn/did) adj. 1. Hotany Nok prolrading be-
yond # surrounding part, a5 slemens fhat do not project from a
coroln, 2. Mathematics. Formed Iy batween tWo Inlersect-
ing steaight bmes: un nclyded angle,

imselussion fn-lddsszhan) no 1. The act of including or the
state of being induded, %, Something mwluded. 3. Geology. A
soitd, linuid, or geseous foveign body enclosed in & mineral ar
rovk, A Bivlogy. A nonliving mass, such as & droplet of fat, nthe
cytoplosm of o esll. 5 Computer Science A logical operation
that assuries {he seeond statement of A paic is true iE Lhe Brst one
is trues [Taatin inglilsio, incliisifn., from srcifsus, past partieple
of igcladere, to enclnse, Sew INCcLTDE] —in-cu’sion-ar'y
(-zha-merte) adi

TR

cal weters. & A characteristic disposition to do, prefer, or
one tning vather than snother; a propensity: 7 shall ndulge
elinaiion so satarnl i old men, to be telking of themselves"
njaraln Franklin), See Synonyms at lendency.

m_"ﬂ (ln=klinr} », -dined, -clin-ing, -dines. —intr 1. Tn
f from $he horizontal or vertical, slant. 2. To be disposed
certain preference, opinlan, ar eourse of action. 3, To lower
!\.@i ths heao or body, ar in a nod or how, —tr. 1. To cause
i slent, or flope. 3 To Influence w have & certain tenden—
oses Henent etonts ol us fo distrast all politicians. 3.
or lower in a nod or bow: inclined her head in acquies-
—~imeling (indklm’) % An inclined surface; a slope oF
it {Middle English encliren, from 0fd French snelines
tin inclmare - in-, into, toward; see iW~F § -cifedre, to
9% klei- In Agpeadin| —insclinfer n.

YME: incline, bivy, dispose, predispese. The centrsl mean-
ared by Lhese verbes is “to influence or by infleenced toward
_flm.lkr attitude or course of action™ wasn't inslined to be-
the evcuse; ungusrly fiased n her fevor; an aecomplish-
that disposes ws to admire him; en't predisposad fo the
of history, See alan Synonynus at slanl.

INY#M: disineline

ﬂ_ﬂd fin-kelmel#) adi. 1. Sloping slanting, or leasing, 2.
a preference, disposkion, or lendancy.

B..d leﬂ n. A plane set at an angle fo the hadzontal,

ially 5 simple machine used to raise or lower o lowd by roll-
liding,

‘nom-ester (in'kla.nomri-tar) n. 1, AN instrument

b deternsine the ungle of the carth's megnetie fAcld inreepoet

hortzontal plane, 2. Am instrnment for showing the tneli-

Mot ant aitoralt o 4 ship relative o the horigontal 3, See

a8,

@‘?ﬂ! [in-kloz?) w. Vardant of encose,

dy . #An abnormal structure in & cell nnelews or

P hawng ¢h setie staining properiies and assoat-
ed copéoially with eevtain virai mmfections, sueh ne rabies and
smallpax.

in'clu-sive (in-klan/ety) edi Abbe incd. 1, Taking a gresl
deal or everyiing within ils scope; comprehensive: an inclisipe
survey of world affurrs. 2. Including the specified extremes oF
lirnits as well as the area between thewi: the nwnbere one to ten,
nelnsive. =in-dutsivesly cdu. —in=-du’sive-ness m,

inclusive of prep, Taking into eonsideration m s0omne in-
cluding,

inieoserscivble {n'ks-trrsa-bal) udi. Dilfiwdll o mposshle
1 coerce or contiol foreiblyr incoercible rebel Feaders,

|I'I¢0g. abby. Indogiita; incognito.

In-eog-i-tant fin-kdjfi-tant) adj, Thoughtless; inconsiderale.
[Latin seoyians, meogitant- © -, not; see N1 o cdgitdnsg, pre-
sent participle of eopitdre, to think; see CODITATE.|

Incogrnirta {infkog-nets, in-kog/ni-to) adv. de udj, Abbr.
Incog. With ans's identity disguised or concealed Used of &
wirman, —imcognita n. A woman or girl whose {denhity s dis-
puised or conceated, {Thalian, ferdining of incogmiro, neognilo,
See THEOGHITD. |

intcogrni=to (w'kig-neltn, m-kag/ni-a’) ade, & adj. Abbr
imeog. With one's identity disguised or Ted —i 4
i, pl. -tos. 1, Dne whose identily 5 disguised or coneealed. 2,
Ihe coniition of having a disguized or concealed identity, [Ttal-
fan, Frosm Talin dmcognitne, unknowm - ig- not: see -1 + 0o
greituy, past participle of cognaseere, i leam, i 5ee LOU-
WITION |

imcogr-ni-zant (n-kig/nizant) adf, Lacking knowledge o
Awavennss; nnawate: dneagnizan: of the nee polidical situotion.

in+co-her-ence |Infké-hir/ans) v 1. The condition or gual-

_ ity of heing meaherenl. 2, Something meoherent,

in:co‘her-en:cy (m'ko-hirfae-se) . plo-cias, Invober-
ence

tanl

incoherency
4 pat i bay
& pay ot onk
ar care 0d took
& father  ga boot
£ pat o culk
B he fr urge
T pit th than
1 pic h thix
ir pier bow which
o pol wh visinn
o toe a about, item

0 poaw & regonslism

Stress marks: 7 [primacy);
* (socondary), 35 in

dictionany (dilktshz-nire)
—————.

PR
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prizet

“place of imprisonment.” This new sense could have already been
developed in Latin and not been recorded, but we have to wait
uniil the 12th centurs to see it, the sense “capiivity” being added
in the same century. From Old French o well as the Medieval
Latin word prise, “prison,” derived from Oid French, came our
Middle English worc prisoun, first recorded in a work written
before 1121 in the sense “imprisonment.” The sense “place of im-
prisonment” is recorded shortly afterward in & text copled down
before 1225 but perheps setually written in the Old Englisk period
before the Morman Conguest.

prison camp = 1. A camp for prisoners of war, 2, A mini-
mum seeurity facility for the internment of prisoners. In this
sense, also called wovk camp.

prisson-er prizfanar, prizfnar) = 1. A person held in ous-
tody, captivity, or a condition of forcible restraint, especially
while on trial or serving A prison sentence. 2. One deprived o
freedom of expression or sotion: “He waes o prisoner of his own
personglity—aof that given set of trafts thet . . . predisposed him to
gee the world in o cotein woy, to make cerfnin moves, cerbain
choiess” (Wiltiam H. Hallahan).

prisoner of war n, pl prisoners of wor, A porson tohen by
or surrendering to eremy forces in wartime.

Prisoner of Wor Medal n. A congressional decorntion fea-
turing a bald eagle surrounded by barbed wire and bayonet
points, that is awarded to any Amezican prisoner of war held cap-
tive by enemy troops after April 5, 1917,

pris-on-er's base (prizfanarz, prizfnarz) o Games. A
children's gawe in which two tesms try to capture opposing play-
ers by tagging them and bringing them to a base.

prison fover = See typhus. [So called beeanse it formerly
prevailed in prisons.]

pris«sy (priere) edj -siver, -si-est. Exvessively or affectedly
prim and proper. [Perhaps blend of PRI{m)* and (SI)ss¥.]
~—prig?si-ly udv. —pris’si-ness n.

pris-iine (pris*tén’, pri-stén?) edj. L.a. Remaining in & pure
state; uncorrupted by civilization, b, Remaining free from dirt or
decay; clean: pristine movntain show, 2. Of relating to, or typ-
ical of the earliest time or condition; primitive oy original. [Latin
pristinis, See per! in Appendix.] —pris+tinefly adn.

Priteli-eft (prich/it), Siv V{ictor) S(awden). Born 1000. British
writer of novels, literary criticism, and most notably, short stories.

prithiree (prith’s, prith/e) interj. Avchaic, Used to express a
polite request. [Alteration of (1) prey thee)]

prive abbr. 1. Private. 2, Grammar. Privative.

pricva-cy (prifva-ed) n. 1.0, The guatity or condition of being
secluded from the presence or view of others. b, The state of
being free from unsanctioned intrusion: a person’s right to priva-
oy. 2. The state of baing concealed; secrecy,

pri-vote (prisvit) cdi. Abbr priv., pvt. l.a. Secluded from
the sight, presence, ot intrision of others: a private hideaway, b,
Desigred or intended for the’s exclusive use: a privaie room, 2.6,
Of or confined to the individual; personal: & private joke; private
gpinions, h. Undertaken on an individual basis; private séudies;
private research. © O, relating to, or receiving special hospital
services and privileges: a private potient, 3. Not availahble for
public use, control, or participation: @ private club; o priveie par-
ty. Ao, Belonging o a particrler person or persons, as opposed
ko the public or the government: private property, b, Conducted
and supported primarily by private individuals or by a nongov-
ernmental agency or corporation: a privaie college; a private san-
atoriume, €. Of, relating to, or derived from nongovernment soure-
es: private funding. 5. Not helding an official or public position:
o former President who i now o privefe citizen. 6.o. Mot for
public knowledge or disclosure; secrel: private popers; o private
conpnumication. b, Not appropriate for use or display in public;
intimate: private behovior; o private tragedy. ¢ Placing a high
value on persenal privacy: a rvetiring, priveie individual.
—privote n. 1. Abbr. PYT, Pyt a. A noncommmissioned rank in
the U.8. Army or Mzrine Corpe that is below private first class.
b. One whoe holds this rank or a similar rank in a military or
paramifitary organization, 2. privates. Private parts. Often used
with the. —idioms. go private. To fake a publicly ewned com-
pany inio private ownership, as by a leveraged buyout. in private.
Mot in public; secretly or confidentially, [Middle English privad
from Latin privatus, not in public life, past participle of privare,
to release, éeprive, fram privus, single, alone. See per ¥ in Appen-
dix] —prifvate:ly adv. —prifvale+ness n,

private de @ n A privately employed deteciive. Also
called private epe, private investigator,

private enferprise n. 1, Business activities unregulated by
state ownership or coniral; privately owned business. 2. A pri-
vately owned business enterprise, especially one operating under
& system of free enterprise or laissez-faire capitalism.

prisveefeer” (pri'va-tiz/) a. 1. A ship privately owned and
manned but authorized by & government during wartime to attack
and capiure enemy vessels. 2, The commander or one of the erew
of such a ship. —privotesr inirv.  -teered, -tear:ing, -teers.
To sall as a privateer.

private eye n. Sc private detective.

private First elaiss «. pl. privates first class, Abbr. PFC, Pc
1. A noncomnmissioned rank in the .5, Amy that is above pri-
vate and below corporal or in the 1.5, Marine Corps that is above
private and below lazce corporsl. 2. One who holds this rank.
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private investigator »n. Abbr. PI See privote detective,
Pﬁ\fdfe lesw w. The branch of law that deals with the 1@‘ )
Tights and relatisnships of privaie individusls. Bl
private member n. Chiefly British. A member of Payi;
who doea not hold office i the government ur io his or hey Darty
private parts ple. The extemnal organs nf sex and Sxetetion,
privale school n. A secondary or elementary sehog] pyn g
spported by private individuals or a corporation rather thay
a government or public agency, ¥
pri-va-tion (pri-visshon) n. t.a. Lack of the basic necessifje
or comforts of life. b, The eondition resuliing from such lack, g
An act, condition, or result of deprivation or loss. [Middle Bry.
lish privacion, from Old French, Drom Latin prTodtis, privatig,.
- from privatus, past participle of privdve, to deprive. See PRW&‘I‘E,i
prievet ism (prifva-fizfam) n. The soclal position of heing
noneommittsl to or uninvolved with anything other {hay dhe's
own immediate interests and lifestyle. —prifva tist adj &
—prilvatisttic adj.
priv-active (privia-tiv) adj. 1. Causirg deprivation, lack, o
loss. 2. Abbr, priv. Grammar, Altering the meaning of a tery
from poeitive to negative. ~privarive n. Abbr. priv.  Gramme,
A privative prefix or suffix, such as a-, non-, wn~ or -less, (Midgle
English privatif, from Latin mrivdtives, fiom privatus, past par-
ticiple of privdre, to deprive, See privare.] —pl‘i‘lh’n-live-ly

amey

adp.

privvartize (pritva-iizt) tro. -tized, -fizsing, -Hz-cs, Usge
Probiem. To change (an industry or ¢ business, for exempie) from
governmental or public ownership or continl 10 private enterprise:
“The strilia . . . war ealled to protest the . .. government’s plung 1o
break up and privatize the deficit-ridden nationgl railwey system "
(Christian Srience Manitor). Sec Usage Note at —ize. —prityva.
ti-zaftion {-ti-zafshen) n.

priveet (privsit) n. 1. Any of several shrubs of the genug Li-
qustrurn, especially L. twilgere or L. ovaliolivm, having opposite
teaves and clusters of white flowers and widely used for hedges.
2. Any of several similar or related plants. [Origin unknown.]

privei-lege (priveo-lty, priveHy) oo 1.e. A special advantage,
immunity, perwission, right, or benefit granted to or enjoyad by
anindividual, & class, or & caste. Sec Synonyms at right, b, Sucl
an advantege, an fmmunity, or a right hald as & prerogative of
status or rank, and exercised to the exelusion or detriment of oth-
ers. & The principle of granting and maintaining a special right
or immunity: @ society based on privilege 3. Low. The right to
privileged commurication in & confidential relationship, o5 he-
trveen client and atterncy, patient and physician, or eemmunicant
and priest. 4. Anoption 1o buy or sell a stock, including pot, eall,
spread, and straddle. —privilege tru,  deged, -leg-ing, -leg-
es. T. To grant a privilege to. 2. To free or exempr.  {Middle
English, from Old French, from Latin privilegium, a law affecting
ohe person o Privus, single, alone; see pev! in Appendix - lér,
l2g-, law; see leg- in Appendix]

priveirleged (priveo-sd, priviTid) adi. V. Enjoying a privi-
lege or having privileges: privileged students, 2. Confined to an
exelusive or chosen group of individuals: privileged information.
—privileged n. (used with & sing, or pl. verbl, These enjoyinga
privilege or having priviieges: oo laos thot fovored the privilaged
at the exp of the disad: e

privileged communication s Lew 1. A copfidential
communication that one cannot be forced to divulge. 2, A com-
munication that is not subject to charges of slander or Jikel.

priv-i-fy (oriv/o1#) edv. Ina privy menner; privately or se-
oretly,

priv-i-fy (ooiv/i-t@ m, Bl -ties. 1. Knowledge of something
private or secret sherect between individusls, especinlly with the
implication of approval or consent. 2, Law. @, A relation be-
tween parties that iz held to be sufficiently close and direct o
support & legal claim on behalf of or against another person with
whom this reation exists, b, A successive or mutual jnterest in
or relationship fo the same property. |Middle English privere
secrecy, privacy, from Old French, from Medieval Latin privitds
from Letin privus, single, alone, See per! in Appendix ]

priv'y (poiv’e) sdj. 1. Made o participant in knowledge of
something private or secrel: was Privy to government secrets. 2
Belonging or proper to & person, such as the British sovereign, 10
a private rather then official capacity. 3. Secret; concealed.
—privy n., pl. -es. l.o. Ao outdoor tollet; an outhouse. be &
toilet. 2. Low, One of the parties having an interest in the same
matter, [Widdle English prive, from €14 Trench, from Tatin pri-
vhitus, private, from privus, single, alone. See per! in Appendix]

Priv-y Council (pavré) n. Abbr, B 1. A council of the
British sovereign that until the 17th centwry was the sypreme leg-
islative body, thet now consists of eabinet ministers ex officio and
others appeinted for life, and that has no important funclion &%
cept through its Judieial Committes, which in certain coges acts 83
a supreme appellate cowt in the Commonwealth. 2. privy coun-
cil, An advisory council to an executive, - privy councilor #.

prix fixe (prer foksr) n, pl prin fixes (praf foksgt) 1. A
complete meal of several courses, sometimes with choices permit
ted, offered by a restaurant at a fixed price. 2, A fixed price
charged for such a meal. 3. See table d'héte (sense 2) [Frsﬂfh
: prix, price + five, fixed]

prize (piiz) ». 1. Someihing offered o won 25 an sward o7
superiovity or wiclory, &s in a contest or competition. See 5y0-
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added fmaerials, sspacially the pravenion of meialile Jon precip-

ftation from solution by formation of 2 coordivstion compound

with a phasphate
se-quod-trum  (sf-lowesftrom) n, pl -ba (o) A fragment
of dead Bnne separated from heglihy bone as & resull oF injuy o
disease. [Latin, depasit, from neuter of sequester, depositary,
trmstee. Ser sek®=" In Appendix]
ql.lil\ tz#flowin) 7 1. A amall shiny ornamentol disk, often
spwn o eloth: a spangle. 2. A gold eoin of The Venatian Repulilic.
In this ser@e, alsc called zecching. —sequin fre.  -guined,
. ~quinting, -quins. To affiz sequins to (8 garment, Tor examplel.
[French, from Old French, Venetian com, from Italian zecchims,
- Irom zeces, mink, from Acsbic sikkafh, coin die]
d [si-kwoifs) o, b See redwood (sense 1), 2. Gianb
[New Lalin Ssqueie. genos nxme, after Seguora.|
Se-QuUOY- a4 o Sequoy-ah [sl-kwoifa), Also colled Geozge
Guess, 177071848, Cherolee scholae who developad @ systein of
tragseribing vhe Cherokes language.
ser. ubby 1. Serial, 2, Series. 3. Seomnon,
or@ (tirta) no A phiral of serum.
s rOC (pa-rikd | 88-) # A Jarpre pointed mass of dce ina glacier
isolated by mtersecting crevasses. [Freueh, cotiage cheess, sérac,
perhaps from Valgar Latin *sesdessm, whey, from Latin sepan]
sarrarglio (se-rtitys, -riles) n, pl. -glios, 1. & lakge harem.
4. A sullan’s pelace. [[relisn serragito, enclosure, serapling proh-
by partiy from Vulgar Latin *servecuiun, enclosure (from *se-
ire, to lace up, ffom Latin sergve, from zera, door-bar), and part-
iy from Trokish saray, palace (fvom Persian seedj, Innj see
CHRAVANSARY]]
ser-al (sirtal) adj Of or relating to av ecological sere a zeval
stage; (4 sefal commmunity.

ra pe olso sa-raspo (ze-rdfps, ripfe) a. A leng blankct-
Yike shuwl, often Brightly eolored snd fringed ut the ends, worn
especinily by Mexican men, [American Spanish sarape]
ﬂ"dph |gBefaf) n, pl —a-phim (=-fim) or -dphe. 1. A
elesbial being hawving shree pairs of wings, 2. Theology Une of
the flirst order of angele.  [Back-formabion from pl. seruphin,
from Middie English seraphin, from Old English, from Lale Latin
\seraphin, fom Greek sevaphim, from Hebrew sevdpim, pl. of sd-
1 —se'raphfic [sa-rhfrilk) sesrvaphrireal (-i-kal) adj
sesraph’i-cal by ady,
ﬂ'piﬁ [srifpis) n. Mythology., An anuient Epgvplan god
the lawer world, also worshiped in ancisnl Gréeee and Rame,
rb [siirh| 7. A member of & southern Slavie people thut is the
prineipal ethnic group ol Serbia snd adjpeenl cegions of Yugu-
davin,  {Serhian St ]
Ser:blva (s0rvbe.a) A historical reglon and fermar khngdom of
wagtern Tugoslavie, Serbs sebtled in the region in the Gth to the Tth
‘century snd formed an independeat kingdom in the 13t Lo Lhe
14th cenbary bt then fell under Tuskish domimaetion, which ended
finally i 178, The pew kingdom of Serbia was an important
alkan power until the srasl of Wearld War T, predipitated in part
by the assnssination of Archduke Francis Ferdinand by a Serbizn
rationalist Serbia was laler a major constituent of the Kingdom
the Serhs, Croats, and Slovenes, which Formed the ool of
indern-day Yugoslavia
bisan (sirfbf-an) n: 1. A native or inhabitant of Serbia:
Eerh 2., Serbo-Croulinn zs spoken in Serbia and adjaeent re~
ons of Yugoslavia, wrillen i a Cyrillic alphabet. — Serblan ad;.
ny relating fo Serbin or ite people, languags, or cultuze
r-bo-Cro-a+tian (sarfbo-kro-afshan] w 1. The Stayic
mﬂ,ﬂmge of the Serbs and the Croata, 2. A aslive speaker of
erbp-Crostian. —Serbo-Croatian adj. OFf ar reiating 20 Serbo-
Crnatian o7 those who speak it
6! glsosear (sir) adj. Withered; dry: sere pegetation at the
of the desert. [Middls English, from 0ld English séor.]
Bre? («ir) . The entire sequence of ecologieal conumumities sue-
Braively necupying an area f.n” the Initizl stage to the cilinax,
Tox SIS |
e:nade

(sBr'a-nadf, sérlu -ndd!} n Ve Musie. A compli-
“lnontary pa—‘nrmunce given ta honor or express love for someone
2. Bouth Atiantie 178, Bee shivaree, See Regiongl Note ab shiv-
cilres, 3, Music. An instrumentzl cnmposition wiitlen for o small
*«mhm and Ilavmg ckurs.cterlshcx of the suite and the sonatd,
. o, -nad <ing, L Music, —tr, Ta
forn a serenade for. — sty Mo perform g serenade. [French
renude, from Halian serenage, from serena, ealm, clear, the open
from Latin serénus. Soe sererm] —serlernadler u,
'.n'dIPH"Y (sevron-dip!I-t€) n. The facuity of making
ies by i (From the ters in the
n fairy tale The Three Princes of Serendip, who made such

5] —ser’entdipfistous uldj. —ser'en dip/ivlousily

- WORD MISTORY: Wio ave indebied \u {he English aubhot Horacs
pole for coining the word szveadipity, T one of his 3,000 ov
letters, on which his Hterary reputation primarily rests, and
fically in a letter of January 28, 1754, Walpole says that “thig
Sovery, mdeed, :salrnm of that kind which 1 call Serendipity,
Very ex e word.” Perhaps the word ftseff came to him by
pity, Walpale forined (5e word on ar old name Gar 51 Len-
sfmr!rp He explained that this neme was part of the tile of

o &y fairy 1ale, called The Theee Princes of Serendip: as their
highmesses trayeled, they were always making discoveries, by se
widenls wnd sagaciky, of things which they were not in quest of , |
Ome of the moest emprlsble intances of this aecidenisl ragacity
{Tor yon must ohserve thit no discovery of a thing you are looking
for, comes mnder this deseription] was of my Lord Shaftsbure [An-
Lhony Ashley Cooper], who happening to dine at Lord Chancellor
Clarendon's [Edward Hyde], Tousd out te marniage of the Dike
of York [later James IT) and Mis HyLl& [Aane Hyde, Clarendon’s
daughter], by the respeet with which ber mother [Frances Ayles.
Dury Hydej Lreated her at table"

Ser‘rene (s-rénd) adf 1, Unallecled by disturbancs; calm and
unruifled. See Synonyms st eobm, 2. Unclonded; fair: yerene
shies ond g bright blue sza. 3. Citen Serene. Used as a Utle and
form of address for certain members of Toyalty: Her Sarene [igh-
nezss; His Serene Highness. [Middle English, [om Latin sereaus,
sereng, clear| —sesrenelly ady. —se'renef/ness

Ser-en-get-i Plain (sirzn-gétre), An area of worthern Tan-
zaria bordering on Kenya and Dake Vietoma, 10 g moted Do ate
extensive wildlite preserve.

sevmn-i-ty {sa-rénfi-i2} n, The stote or qualily of being Fe-
rene; tranguillity, See Synomvms ot equanimily.

serf (sif) n 1. Asnember of a servile, Teural elass of pecpls i
FBurope, bound 1o the Innd and awned by a lord. 2. & person in
sevitude, [Middle English, from Old Frencly, Trom Latn serves,
alave] —serffdom n.

serge (siuj) w A Lwilled cloth of worsted or worstesd dil weool,
aflen used for suits.  [WMhddle English sarpe, from Old French,
from Vulgar Latite *warice, from Latin s&rica (vestis), silken felothe
ing), feminine of sériens, silken, from Greek sériicos, of the Seres,
silken, from Sévas, s people of Easlern Asial]

ser-geant (sirfjant) n, Abbr, Sgt. L&, Aoy of sevaral ranks
af noneommissionad officers in the LS, Arniy, 817 Force, or Ma-
ritge Corpg. b, One who holds sny of these ranks, 2.4, The rank
of pulice officer next below a captain, Heutenant, or inspector, b,
A police ofticer kolding this rank. 3, See sorgeant of arms.
[Middle Exglish sergeaunte, a common soldier frome 01d Frencl
sergent, [fromn Medieval Lotin serviéns, sepment-, seryont, soldier,
from Late Latin, pablie official, feomn Leling present paricpls of
aervire, bo serve, from serees; slove] —seefgean-cy, serf-
geanr-ship’ .

sergeant gf arms », pl sergeants at arme. Au officer
appointed o keep order within an organizatiog, such a: 4 legis-
tative, judicinl, or sociel body. Alsn called sergeant.

sargeant first dlass n, pl sergecnts first dass, Abhr. SFC
1. A pomeommissioned tank in the U8, Army that is above staff
sergeant and below master sergeant. 2. One who holds this rank

sergeant fish n. 1. Geecobia, 2. Sec snook’.

sargeant major n., pi. se ts mojor ar t mo-
jors, 1. Abbr Sgt. Maj,, SM f. lsed as o ttte for 4 neneom-
mizgioned ffiver yerving g chisl administeative sstislanl of o
headguarters unit of the U.S, Army, Air Force. or Marine Corps,
b, One who holdg thas title, 2 Chaefly British. A noncommis-
sioned olticer of the highest rank. 3. A small damselfish (Abu-
defduf saxatilis) of warm seas having a flsttensd body with dark
wertical sivipes. In this sense, also called cow pilot,

sesriral (girrE-al) adj, Abbr ser. 1. (M, forming, or arranged
inaderies. 2.m, Published or produced in installments, a5 2 novel
ar television drama. b. Helating to gueh publication or produe-
tion, 3 Muosie Relating to or based on a 12-tone row. 4, Cnme
puter Science. 0, 0f or relating ta the séquential transmission of
all the bits of & byle over one wire; a serial pori; o serial printer.
b, Of or relating to the sequentisl performance af multiple oper-
atlony: sertal processing, —seriol n. Abbr. ser. A liferary or

cramatic work published or prodaced in installments. —se/ri-
alsby ady,
sasrisal-iem (sir/atizfom) n. Musie 1. Serial composi-
tions, 2, The theory o composition ef serdsl music. —se/r-gl-
ist n, =
seriralsize (sipfo-a-lzf) tre -ized, «iz~ing, ~iz-es. To

wrike or publieh in senal form,  —se!
=zafshan} =

serial killer » A person who attacks and slays more thay three
vielims ony by one duging = velatively short peciod of time. Also
called serial murderer. —serial killing

serial number n A number that i one of 1 sevies and is ueed
tor fdenbificabion, as of a machine, weapon, or moter vehicle:

serrirale (Eirfe-at!, -i) adi. Arranged or ocourving i 8 series
or in rows, —selrivaie’ly

serriraslim (siree.aftum, -At7im) odv, One after another; in &
serius,  [Meditval Letin serlatim, trom Latin sevigs, series, See
SERIES |

Se+ris€eOUs (si-rishlas) adi 1. Silky, 2. Botany. Covered
with sott, silky haies, [Lagin séricens, silken, ulteraiion of séreus
See SERCE.]

ser=igin (strfi-sin) n A vieous, gelatiinus peoteln that forms
on the sorface of raw-silk fibers, |Latin arious, sitken, soe sunen
oo

ser-iC-Te-Fi-Um (s&r/ik-tivfé-mm) n, pl —Fewrirg {-tir/é-a)
The silk-producing gland or giands of an tnsect, especially a sille-
woern,  {New Lalin seviciérinm from Greek surll’:m aill, from
neter of s%rikos, silken, frum Sfres, u preople of Basl, Asia.]

viral-i-zartion (-u-li-

dictionary [dikfsha-nér'e)
———— ey,

Sequoya

serape
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Iransept

record of businesy conducted sta meeting; proceedings. —trans:
et Honsal adj,

transaclional analysis n. abbr TA A systen of Daveno-
therapy thal sealyses personal velatiorships and interactona o
terms of condlicking or compleraniary ego states that coprespond
o the mles of parent child, and adult,

transsactisvate (teans-ak/o-val!, teonz-) tre. -vaired,
-vatsing, -vates, 10 stimulaie (4 host celli o replicate the ge-
netie ecamponents of 8 vims. sed of a viral profen. —teanes'-
tceti=vertion 7, —frans-ac/ti-va'for n

Trans A-lai (trins! o017, brinef), A range of the Pamir Mot
tains in esstern Tadshildstan and scuthern Kirghiz rising to
TLBEE m (2HA05 [L),

trens -dl-plna (bednealf pind, Wriing-) adj. Relating to, living
oy or coming fromn 1he nlher side of the Alps especrally as viewed
from Fixni

Trﬂnsuuiy-pine Gaoul ivansAlfmnt gilr dinz-) The part o
ancient Gaul nertinwest of the Alps, including modern Franes and
Helgium.

frans-am-i'nase {irfins-amf s=nas’, -naz’, wdnz-) 0o Ay ol
a grolp of eneymes (hal calalyze ransaminalion.

franscam i-na-tion  (teins-mlanafshan, lianz) ke T
Traneler of an aming group from one ghemieal vompound o an-
other. 2. Tramsposition of an amine groun within g chemienl
componnd,

trans ar-lanetie jwans’al-linf ik, trinz’-} ady 1. Situated
on ot coming from the other sicle of the Atlantie Oceen. 2, Span-
ning or crossing the Atlantic Ovesn.

frans-axsle (iefnsikrssl, teinz] #,  An ontomotive part thot
cumbives the bansmission and the ditferential and Is used op ve-
bicles with fromtwheel drive. [TRans{m=sion) + axie.)

Trans«et-¢a Sia {trinsthi-ksrxha, —shes, tdne-) A e
gion of Georgia, Armenia, and Azerbatjan between he Caucasus
Mountzins and the borders of Turkey and Iran, —Trons'eou:
cofsion odj, &

trans-ceivrer (iin-s2fvar) v A lrsnsmitter and receiver
hoissed together m & aingle wnit and having sowe ciroulis in com-
mon, often for portable or mebile nde [roaxs(miTTER) +
(REJCENVES. |

tran'scend (irin-sinit) v «scend-ed, -seend'ing, -scends.
=tr., L Tn pass beyond the lipits of: enorions thot Wansoerd
nnderstanding. 2. To ne greater than, as in inlensity or power;
scpass; love thai trenscends infatuetion. See Syponyims al excel.
3 To exist above and independent of (materizl experience or the
untverse): “One never can see the thing i ikself, beoawse the mind
tdogs ot tronseend phenomena” (Hilaire Belloc) —indr, To be
fronsoendent; esxcel, [Middle Epglisk transcenden, from O5d
Freach transeendre, from Latin tednscendere | trins- trans- +
scandere, 1 cbmpb ser skands= n Appendix |

tran'scen'dent (wan-sénfdent) adi. 1. Surpassing athers;
preeminent or supreme. R Lying beyond the ardinary rengs of
pevesption, “fuils fo ochieve a franscendent signzficonce in suffer-
ing ond equalor” (Natioeal Review). 3, Philosophy. o. Tran-
scending the Aristotelian categories. b, In Kunt's theory of
knowledge, being beyond the limits of experience and henee un-
knowshle. 8, Being above and indepevident of the wstenal uni-
verse. Used of the Deity. —tran-scen’dence, tran-scen’dens
€y i —Iran-scenrdent-ly ado.

tran-scen-cen-tal (tran’sén-donti) adj. 1. Philosuphy o,
Concerned with the = priori or intultive bass of knowledge s
Independent of axpatience. b, Agserting s fundamental Zrration-
zlity or supernatural element in sxperience, 2. Surpassing w11
athers, superior. 3. Beyond commen thoughl or experiente’ mys-
Lival o s tiral &, Mathemot o, Mol vzpable of being
determined by any eombination of @ finile ownber of eguatians
with ratinal integral coeflicienls. b Not expressible a5 an m-
teger or &5 the root or quotient of infegers, Used of numbes, es-
peclally manrepealing linite decimals.  —tran’scansdeon /1ol
Iy adn,

T tran-scen-denstal-ism (irantsen-denri-lafon o 1. A
wiilpsanhy sssociated with ant, holding that one must teangcend
emnpiricise or what 1 experienesd in order lo sacerlain the a pri-
oi1 principles of all knowledge. 2, A literary apd philozophical
movement. associated with Balph Walclo Brerson and Margaret
Fuller, asserting the existence of sn ides] spiritual reality shat
transcends the empineal and seientific and i3 knowable through
intustion, 3. The guality ot state of being ranscendantal.
—tran’scen-don/tal st 7.

transcendental meditation « Abte TM. A& lechnique of
meditntion derived fmm Hindu traditions thal promoses deep ve-
lazation through the nae of & mantra,

trans-conti-nental (teans'kdn-ta-nen 1) ady, Spanning
or CrosEing a continenl.

tran-scribe (irin-skrbe) e, -seribed, -seribring, -seribes.
1. To make a Hdl written or typewritten copy of (diotaled rmate.
vial, for swample). 3 Compurter Science, To lrensfer {informa-
it} fram one recording and storing syslem lo another. 3. Music,
To adapt or arrangs (a composition) for & volee or an nstrument
other than the original, &, To record, vsually on epe, Tor broad-
cast at @ fater date. 5 Tamguistics, To represent {spesch sounds)
By phonetic symbols, 8. Lo trapslate or wanshiterate. F. Birlogs,
To vause (DNA or BNAJ to undergo tranzeriplion, {Latin tran-
seribere | Fring-, (rArg- v seribee to write see skribh- in Ap-
pendix.] —tran-scrib/a-ble odj, —tran-seribfer o

tran script jwan?skrpt') #, 1. Sometung tisnsern
cially & writlen, fypawniiten, or printed zupy: she tm?iﬂ:‘
ronrt tatimony; an coademic Danseript, 2 Minlogy 4
of BNA prodused by transeription, [hiddle BEnglisl., £romy
eyal Latin franéeriptem, from Latin, neuter pagt partie
trapserthers, bo transetibe. Bee TRANSCRTBE ]
tran-scrip-fase [tan-skripftss, -tz n. 1, 4 pc,'lm
that catalyzes the formation of RIMA from a TINA Template:
provess of transcriplion, 2. Heverse transeriptnse. g
tran-scrip-Hon (triv aketpfsten) n. 1, The sof or b
Lranseribing. 2. Bomething that hiss Deen transcribed, angs
o, Music. An adaptation of & compasition. b, A recarded vadiy,
tefevislon program. <. Lingaistics. & resresentation ap Epea
sourdls in phometic symbois. 3, Hiolagy. The process by 4
tnessutger BNA is synthesized Grom 2 DNA template reg gt
the transfer of genetic information from the DA taoleck]e
messenger RNA. —tran: scriprtion al adj. —tran-sérip
al-ky ady. —tran-serip’Yion-ist o,
trans-cul-tu-ra-Hom (lrans'kil-cha-rafahan) v, Cuig
change fnduced by introduction of elements of & Torsipn ok
fransscur-rent [irans-kirfanl, -Kirt-) qdi. Swetends
cimring transversely s
frans«cu-ta‘ne-ous (ianzthyonsLriess) adi, v

mal
tfrans-der-mal (irans-dirsmal, trins) n. Thuuph ar by
of the skir: tunsdermal tnocwdation; Sonidermal mediot,
transdermal patch 1. A medicated adiesive pad 1
placed on the skin to deliver a time-release dose of meds,
through the skin into the hloodstream, Also called shin Pai
trons«duce (irins-dgbs!, -dydds?, trinz) iny, -duced
ing, ~ducsas. 1, To converl (energy) Irom one form ke an
2. To transter (genetic materiai or characleriztios) From one.
Lerfal cell fu another, Used nf & havterinphage of plasmid 7|'
formation frowm TRANSDUCER,] .
trans-duc-er (lrins-doosar, -dyod’~, Tinz-) 1, A subs
or device, such as a piezoelectric erystal, micruphoue, or pha
leeirie cell, thel wonverts input energy of one form 1ntn- i
energy of another, [From Latin fréasdficoe, [0 tranafer
irans- + didcers, [0 lead; see deuk- fn Appendi,|
trans ducrtont (rins-ditk’tont, trinz-) 5 A havieri
oo which punetic meterial liss Deen leansduced. f
trans duc-ton (trins-dilfsnen, trinz) n Geneties,
fer of genetic materizl or characteriztics from one bacferial
apother by a bacteriophage or plasmic. |Erom Latin sransd
past partivipie ol Trdngddeere, 1o Transfar See TRANSDUD)
—Itrans-ducttion ol ad;. .
tran-sect (rin-sdkef) tre -gected, -secth ing, <ecls. To
widle by cutting tronsversely, {TBANE— + -SLCT] —froe-sets
Yo =
tran+sept (tranfseptt) v Archrfeeture. 1. The iransver:
of o araviform chuech, crossing the nave stright angles. 2, Tikh
of e twa lateral arms of sueh o parl. [New Latin framsefion
Tatin fréns-. trans- -+ Latin seaptwm, parition; soe seeItndf
tran-serunt (trinisfant) adj. Flhiosophy, Sroductive of:
fects ontsicde the mind. [Latin transiens, trdnsezunt-, presei
tieciple of tpdnsire, ko go over, See TRANSIENT.|
transf. abbr. 1. Tensfer. 2, Trunsterred.
trans:fac-tion jirins-feltshan) n Infection of o cell wil
il vl nacleie aeid, vesulfing i subsequent. replication
virus i tle o2l [TRANE— + (mIFECTION.  —trons fecft
trans+fer (ians-itee. transtfor) @ ~tetred, fer-ring, -t
—r 1 o convey or cause 1o past frolw one place, person
thing w w20 Lime, To make over the possession ot
title of; conyey, 3. To vonvey (o desmgn, for example) fror
aurface 1o another, as by impresslon. — . 1. To move:
from one lacation or job to anpther. 2, To withdeasw fro
erdycational Institution or course of study and eproll in &
3 To change from one public convevance to snother: frams
to another by, —transfer [tréns'fari 0. Abk trans., fran
tHr. 1. Also frans:ferral (Lans-flresl), The conveyanes:
moval af sofmoething rom ane plece, person. or thing o wbl
2. One who lransfers or 15 lrnnslerred, 45 o & new school
deaign eorveyed by contact from one surfece to anothe
tioket entitling a passenger to change froin one pislic tol
I another ag part of ane trip, b, A place where such a
made 5. Also al. Low. A convey of tille or pro
tyoun une person to enother. [Widdle Englich transferre,
Cld Prench transferer, from Labn dromsgferre | 2rdm
ferte, 1o carry; see bher-' in Appendix] —trans:ler’e:
7. —rrans - fer g ble, frans«fer/rasble od; mns'fl?'
trans-ferral (tranz-firsal) n 1. Variant of wansfer
1), @ Low. Venant of tronsfer [sense 5), ;
frans-fer-ase (uinsforis!, riat) o Any ol vandd
zymes that catalyze the transfer of @ chemical group, =
phoaphate nr an amine, from ane maleculs to another. -
trons-fer«ee ftrinstfa-rsr) o 1, Low. One to whon
veyanee of title or property is made, 2. Ome who is 03
trans-fer-ence (irans-farfans, rins ar-ang 7, 1o
or proeess of teanslerring, b, The fapt of being fransfe
psvehonnalysis, the process by which emolions and des
nelly associated with one person, such as & parent or 8 _J-“'!
unconseinisly shifted to another person, empecially by the
—trans'lev-en’tial (wans*fa1dénfshal) ndf
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wumpeter swan « A lge white swan (Olor hugeinero ot
wodtern Mortn America, biving a loud buglelike coll.

trumpet honeysuclle n. A vine (Lonicem semperoiens) of
e pastern Onited Staces, laving tubular reddish Bowers.

frumpet vine @ S trompel weeper.

runrcafe (tring/kar') (v -cat-ed, -etising, -totes. 1. To
shorten by ar as if by cutfing ofi. See Syeonyms sl shorten. 2.
Tey shatten (a mombel) by dropping one or mote nigits after i
decimal print. 3. To replace (the cdge of a erysisl) with a plane
face, —tuncabe wdf. 1. Appearing to termingic abraptly, &= &
leat of & tulip tree or 2 eoiled gastroped sheif thatlacks a spire 2,
Trunvated, |Latin drucdee, frumedt-, fram frinens, trank, See
tora-2 in Appendiv] —trupresre’ by ade. —irun - oot flon %

trunscacted [(wiog!a'tid) adi. 1. Having the apex cof ot
and replaced by a planz, especially one paraliel to the base, Used
of & cong or pyramid, Z.a. Lacking one or more syllables, espes
cially in the final foct; cotelectic. b, Leclang an initial or Snal
sylisble. Tsed o o lne of verse, 3, Treneate.

truti-eheon hmmrelan) », ¥, & short stick careied by polics;
a billy club, 2, A stalf carcled as o symbol of office or authority:
= baton. ®. Ohbeoleiz,. @, A hoavy club; 3 cudgel. k. & Jhick
cutting from @ plant, 53 for grafling, [AGAdle Englich treschon,
pirce broken off; club, from Old Morth Trench, from Walgar Tailn
*truncdd, fruncide-, from Latin frugcus, trink Sce TAURE.]
—hruntcheon w.

tren-die (tranrdl n, 1. A small whest oroollsr. 20 Themotion
or noige of rolling. 3, A trundle bed, 4 A low.wheeled eart; &
dolly —trundle v -dled, -dling, -dles. —tr. 1. To push or
propel oo wheels ar rollers: “f doubt i Emerson could trurdle o
reheelhirrow through the sfreety” (Henry Duwnd Thoreau). 2, To
aping twirk. —inbe. To meve along by or as if by mlling or spin-
ning |Variaot of dialectal trendle, wheel, from biddie Evghsh,
from Old English #rendel, cirele] —iruntdlérp

trundle bed « & Iow berd on casters that can be Tolled unter
another bed for storage.

trunk (trongk) v 1o, The main woody &xis of 4 leee. b Ar-
chiteeture, The shigfl of 2 colunn. 2.0, The body of a human
heing or an animal sxideding the head and Imbs, b, The tharz
of an insect. 3. A plobosces, espeesally lbe Iong prehensile pio-
hostis of an elephnnt, 8.4, A main bady. noark from fribotaries
o appendages. b, The main ater of a blood vessel ar norve apart.
from the branches, & A fronk line, & A choge or conduit. 7
Woudinal. @. A shafk cennacting bwo or more decka. b, The hous-
ang for the centerboard of a vessel, B. Nunfical e, Any of cer-
taIn sttuctures projectng above part of a main deck, a5 b, A
ecovering over the hatekes of a ship. €. An expansion chawmber nn
a tanker. d. A czbin on a small boal, 9.8 & covered compart-
ment [t luggage and storage, generally at fhe rear of an #ijo-
mobite. b. A lugs packing caze or box fhat clasps chut, used o
luggege or for sterége. 10, trunks, Sharts wouz for swimuning or
other sihlotics, [Midd e English trunke, from Old Froneh trone,
from Latin trumeds. See teras ® in Appendix |

trunk-fish (triingkf b7 ., pl trunkfish or -fish es. Any
of various entorful trotical marioe hishes of the tamily Ostras-
idae, Baving a body evclosad ia bony arnorlibe plates. with only
the mouth, gyes, NS, and venl exposed. Also called boxfish,

trunk hose pip Shert, ballooning breeches, sxtending from
the waldt fo midthigh, worn hy men in Burope in the 16th and
17th centuries. [Perhaps from obsolete Sk, 1o cal off, from
Leatin trumedre. See TRINCATE,]

frunle line . 1. 4 direct line beiween twa lelpphone swilel-
haards 2, The main line of & icalione oF transportation
ystem

tvunk shoaw o A treveling eollertion af designer clothing or
jewelry, dispiayed in various stores.

frun-nel (iersl) o Varant of reonail.

frurnenion (ibcfysn) o A pin or gudeeo, especially edfios of
twe smel] cylindrical projections on 8 cénnon forming an axig oo
which il pivols, |[Frenzh troghon, sttnpd

fruss (iris) n, V. Medicine A supponiive devies, psually cons-
sheting of & pad with a balt, worn o peevent enlargement of &
hernia or the retorn of a reduced hernia. Zoow A ngid framework,
as of wonden heams or metal bars, designed ta supporl o Siric-
ture, such a5 a voof. b, Architecture. & bracket. 3, Something
gabhered mbo a bundle; & pack. 4. Nowtiool An deon fitting by
which 8 Jower yard is secured to a mast, 5. Bowmny & compacl
sluster of flowers st 196 and of A stall, —Wuss re frussed,
truss-ing, truss-es. 1. To g up or bind fightly, 2 To Bipd or
skewer the wings or legs of (5 fowll before cooking. 3. Ta suppart
or braes with 2 truss. [Middle English trusse, bundle; from Ola
French tyousse, from tevger, frongser, to triss, possibly from Vil-
par Lalin “rovsive, from *torsus, variant of Latin tortue, past par-
tiviple of torguere, to twist. See terk™- in Apoendix.]

truss bridge 1 A bridge supported by trusses,

frust (oiist) v E. Firo relinnce on the integrity, shility, o thar-
avter of A pecson or thing. 2. Custody; care. 3. Something coin-
mnitted into the zare of another: charge. 8.4. The eondilion dnd
resulting obligation of having confbidence placed fo one: vinlated o
public truzt. B Ove inwhich confidence 1s plaesd, 5. Heliance
om something i the future; hope, 6, Relinnce on the inlention
and ability of & purcheser to pay in the fnlore; cradit. ¥, Abbr tre
Lomg, @, Alegal title ta roperly held by ome parky Sor fhe benefit
of another. B, The confidenge réposed in & Liustee when giving
the trustes legal litle o property to administer for another, to-
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pether with the trustee’s obligaiion regarding that Propey

the Tuieficiary. & The property sc held, B, & mmbi'n:q\l“ gl
Eirms or corporations for the purpose ol teducing Compet i LT
canteolling priees Uiroughout o business or an industey ‘;,m A
trust-ad, truss Ing, irusts. —int. 1, To bave or plag, ,.u_“*‘ ¢
depend: Trust it the Lovd. Trust to desting, 2, Tp bp ’-'t‘)nt"ﬁmk
hope. 3. Tosell on credfl, —th, 1. To bave or place *'-Onr:J ),
in; depend s, 2. To expect with asenrance dasume, | =|11.;;Qm""
o will be on thue, 3. To belleve: T trust what yoy Ry ﬂrb.!r
place in the rave of annther; entiust 5, To prant dyge lnl .]‘f-
contidently: Con I fyust them with ihe bogt? & To S le sy
to. —idiom. in trust. In the possession or case of 5 Iru::m
[Widdle Wnglish tyuste. parbaps from Old Norse trunsy, o ‘IL
dence. See deru- in Appendix,| —hrustie; . AR

SYNONYMS: trust, uith, confidence, relimnse, dependomes 1o
nouns denpie a focling of certainly thal o person or thing \\‘i‘ll " '\l
Tail. Trast implies depth and wssurance of foaling tial 5 ..

based na meonclusive evidence: The new President said e g, e

1y to justify the trust the electorate had placed g hipg F!Tr‘:;r
connoies nnquestioning, often emotionaliy charged balief: "Fn;tlr-

omd kenouladge lson dorgely upin sach other dn the procee Al
medicing" (Peter 81 Lathemm). “Offer enotgh our faith Lol
i an wncertified result o the only tldag that mekes fhe Fesiifl
enme tree’ (William James). Confidence, which sugaests less py,.
tions] intamsity, frequently impliss swonge: grounds 2, ;g,-;r
anee. “Confidepce is o plaat of slow grow i oan aged by
il is the season of credulity” (WRllism Pid). Relienie connnle.
a confident and trustful commitnent to another: "What elian,
could they place on the protection of n prince so recently gh,
enemy™ {(Willlam HickHng Trescotly. Dependenes suggesiy pa,.
ance on the belp or support of enather bo whom one iz often sul,
ordingbe: "I fored like o distressed Frince (ovo cebis i @ pagwofn)
Neighhor ta his Aid .. wilen I had onee calied hivein, T eouiil
subsist twithowt Dependznce ow Kir® (Bichard Steslel See gl
Synonyms al cove, vely.

trust-buster (ristrbistar) n Biformsl. One that seeks (@
prosecute or dissolve basiness trusts,  —frust?bustling adj, & 1.,

frust company n A commercidl bank ot other corpoon
LAl manages tristy,

frus-tee (iri-stas} o 1. Abby, tr. Lo, Ome, such 3z g hank
that halds legal title to yroperty in order (o administer it for
heneficiary. 2. A member of & board elected or appoinled Lo di-
rect the fands and pelicy of 4n instifntion. 30 A rountey respos-
sible for supervismg & teast territory. Ssc Usage Mote af —ea!,
—trustea fr. & intry. -bead, -tee-ing, -fees. To plaee {pup-
wrly) in the care of @ trustce or to function or serve as & tusiee.

frus-tee-ship fwi-stershin®) i 1. The position ov [unetion ol
& tustes. Zuoa. Adwinistealion of 2 territary by # countey o
cuantries so comnzissioned by the United Dations by See trosl
perritary.

trust ful (fristefal) edi, Tclined to believe o confide el
full of frust.  —trustfulsly qdu. —trusiriul-ness =

trust fund = Property, especially maney snd sesnsities, held or
spkitad i trusi,

trust territary », Abb. TT A coleny of lereitory placed nudor
the admicistrelion of 2 countey s eonntries by eomaisgion of |he
Uinifed Mations. Also called frustenship.

frustwor-thy  (Listrwicrehs) adj. -thiser, <thi-ast. Wi
raniing trusk; veliable, See Synonyms at relinble. —ust war'-
thi+ly cde. —trustfworfthi-ness n,

frushsy (risfis) adf. -ier, =isests Weriting trust; fzuskworthy
Sec Syronyms at reliable. —irosty rn, gl -les. 1o A convidl
regarded 53 worthy of trust ond therefore gramied special goe—
leges. 2, A trusted persnn. —irust?(«fy ady. —1rusi?i-ness

fruthy (Lioth) 1, pl Wruths (WGtthy, oathe), 1, Candopmity 10
fact ovactuality, 2. A siatement proven to be or accepted as free
3, Sincerily; integoty. & Tidelity o au original or & standail
5. Redlity; setualily. 6. Truth, Christion Stience God. |[Middl
Euglisk: trewthe, loyally, Trom 003 English trfoteth, See devu- 1l
Appendic]

SYMOMYMS: truth, vernesty, verity, serisimiitude, These nois
refer to the guality of being ‘0 accurd with et or veality, Trefl
i & comprehensve termn that o all of its nuences fmplies geediacy
and honesty: “FBuery man iz fully satisfied that there Je i
thing as tath, or he would not ask omy questions” (Cha
Peivee). “We seeic the truth, and wil pndue the consequentts
(Charles Seymour). Verarty is 2adbeTence to the Tt “Verecrti 1#
e hieart 5f morality” (Thomes H. Husley). Verity often anplies i
an enduting ot Tepoatedly demonatrated truth: “bebiefi that were
wroepted os ebernal peritics” (Fumes Harvey Eobinsonk ?E’”""f”r_
e i the qualily of having the sppearance of Futh o {9_9“”.!'
“merely eograborative detmil, intended (o give arfistc vyl
fedee fo an offerise tuid aud sreonuineing nnerarive " {WE G-
bert).

Truth, Sojourner 170712 1HE2.  Amevican ahokitionst and fem-
inist, Born inte slayesy, she was freed in 1827 and beeome & Tamtl-
ing preacher against slavery and {m the rights of wemen, \

trutheful (trovtheizl) adi 1. Consigtently telling the “"‘-“'.'
honest. 2. Comresponéing to veality: trae. — truth/ ful-ly il
—truthrful ness 7.

truth quark © See top guark,
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less important information is irreversibly coded and the important information is reversibly
coded cannot be interpreted to mean a VAN that is not reversible at all.?°
2. “Coding”
“Coding™ and various forms of the term (e.g., “coded” and “uncoding”) are used in claim
35 of the ‘148 patent, claim 33 of the ‘302 patent, and claim 20 of the ‘541 patent. The parties

have construed the term as follows:

DEFENDANTS PLAINTIFF
“Coding” has two meanings in the patent and the “Transforming information from one

correct construction of “coding” is dependent on the form to another”
context in which it is used:
(1) “Coding” with two separate types of information
means “applying a reversible, symmetric encryption
algorithm.”
(2) “Coding” to create an “error detection code,”
without a specified key, means “applying an algorithm
to information in such a manner that the result permits
detection of changes but without complete recovery of
the original information.”

The term “coding” does not have a uniform meaning in the patents. Stambler uses
“coding” (and the variant forms of the term “coded” and “uncoding”) in two distinct ways in the
asserted claims. First, he uses “coding” to mean applying a reversible, symmetric encryption
algorithm. Second, he uses “coding” to describe the process for creating an “error detection
code.” Symmetric encryption and error detection coding are distinct processes with distinct

properties. (Tygar Decl., Ex. 2, pp. 53-54.) Applying the correct construction to “coding” is

% Moreover, the definition Stambler now proposes — that any number which is “variable” and used for
“authentication” is a VAN — was disclaimed in the prosecution history. During the prosecution of a related
application to the patents-in-suit, Stambler expressly argued that his invention was patentable over prior art =
reference U.S. Patent No. 4,747,050 (Brachtl, et al.) because of the way the VAN was created. The examiner found
that the only difference between the Brachtl reference and Stambler’s claimed invention was Stambler’s “use of
[the] explicit terms ‘variable authentication number.” (DelGiorno Decl., Ex. 11 (10/19/94 Office Action), p. 4; id.,
Ex. 12 (3/23/95 Office Action), pp. 4-5.) Stambler responded by arguing that his VAN was substantively different
from the Brachtl MAC because it was created using a PIN. Because the VAN was created differently, “{a]pplicant
respectfully asserts that the transaction variable for each transaction [in the Brachtl reference] is not the functional

equivalent of the VAN of the present invention...” (DelGiorno Decl,, Ex. 8 (1/13/95 Amend.), pp. 6-7.)

32
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V. CONCLUSION
For the reasons sct forth above, the Defendants respectfully request that the Court

construe the asserted claims as set forth by Defendants in this brief.

ASHBY & GEDDES

Dated: October 15, 2002 M Kaﬁmj’

Steven J. BalicR(LD. # 2114)
John G. Day (I.D. # 2403)

222 Delaware Avenue, 17th Floor
P.O. Box 1150

Wilmington, DE 19899
302-654-1888

Attorneys for Defendant VeriSign Inc.;
‘Submitted On Behalf of Defendants
RSA Security Inc., VeriSign Inc., and
First Data Corporation
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communications protocol

amomatically; recording and executing login pro-
cedures; and repeatedly dialing busy lines. Once a
connection is made, communications programs
can also be instructed t© save incoming messages
on disk or to find and transmit disk files. During
communication, communications programs per-
form the major, and usuvally invisible, tasks of en-
ceding data, coordinating transmissions to and
from the distant computer, and checking incoming
data for transmission errors.
comumunications protocol A set of rules or stan-
dards designed to enable computers lo connect
with one another and to exchange information with
as little ervor as possible. The protocal generally ac-
cepted for standardizing overall computer commu-
nications is a seven-layer set of hardware and
software guidelines known as the OS5I (Open Sys-
tems Interconnection) model. A somewhat differ-
ent standard, widely used before the OSI model
was developed, is IBM's SNA (Systems Networle
Architecture). However, protocols exist within pro-
tocols, all affecting different aspects of communi-
cation. Thus, the word profocol is used, sometimes
confusingly, in reference to a multitude of stan-
dards affecting different aspects of comtmunica-
tion. Some, such as the RS-232-C standard, affect
hardware connections. Other standards govern
data transmission; among these are the parameters
and handshaking signals (such as XON/XOFF) used
in asynchronous (typically, modem) communica-
tions, as well as such data-coding methods as bit-
oriented and byte-oriented protocols. Still other
protocols, such as the widely used XMODEM,
govern file transfer, and others yet, such as CSMA/
€N, define the, methods by which messages are
passed around the stations on 2 local area networl.
Taken as a whcle, these various and sometimes
conflicting protocols represent attempts to ease the
complex process of enabling computers of differ-
ent malkes and models 1o communicate.
communications satellite A satellite stationed in
geosynchronous orbit (seemingly stationary in
relation to the earth) that acrs as a microwave relay
station. receiving signals sent from a ground-based
station (earth station), amplifying them, and re-
transmitting on a different frequency to another

Case 2:09-cv-00310-DF Document 390-12 Filed 10/06/10 Page 4 of 12

comparator

ground-based siation. Transmission o the satellite
is called the uplink; transmission o the ground is
the downlink. Communications satellites are ca-
pable of handling imunense volumes of informa-
tion. Initiatly vsed for telephone and television
signals, communications satellites can also be used
for high-speed transmission of computer data. Two
factors affecting the use of sarellites with com-
pilters, however, are propagatior delay (the time
lag caused by the distance traveled by the signal)
and security concerns.

comimunications sexver A type of gateway that
translates packets on a local area network (LAN)
into asynchronous signals, such as those used on
telephone lines or in RS-232-C serial communica-
tions, and allows all nodes on the LAN access to
its modems or RS§-232-C connections. See also
gateway.

communications system The combination of
hardware, software, and data-transfer links that
make up a communications facility.

compact disc Abbreviated CD. Also called an opti-
cal disc. A nonmagnetic, polished metal disk used
to store digital information. The disk is read by an
optical scanning mechanism that uses a high-inten-
sity light source, such as a laser, and mirrors. See
also CD-ROM.

compact disc—interactive See CD-L

compact disc player Also called a CD player. A
device that reads the information siored on a com-
pact disc. A CD player contains the optical equip-
ment to read the disc's contents and the electronic
cireuitry for interpreting the data as it is read.

compaction A process that gathers and packs the
currently atlocated regions of memory or auxiliary
storage into as small a space as possible, so as to
create as much continuous free space as possible.
Compeare dispersion, file fragmentztion.

compact model A memory modsl of the Tntel
80x86 processor family. The compact model allows
only 64 kilobytes (KB) for the code of a program
but up to 1 megabyte (MB) for the program’s data.
See also memory model.

comparator A device for comparing two frems o
determine whether they are equal. In electronics, a

comparator is a circuit that compares two input
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lator

flip-flop

flip-flop Also called bistable mwltivibrator, A cir-

cuit that changes between two possible states when

a pulse is received at the input, Forexample, the out-

put of a flip-flop might be high until a pulse is

received at the input, at which time it “flips” to low.

A second input pulse “flops” the cutput back to

high, and so on.

flippy-floppy A type of floppy disk, such as that
used in the Apple 11, that uses both sides for storage
but that must be physically removed from the drive
and “flipped” over because the drive can read only
one side at a time. The user can turn a double-sided
disk into a flippy-floppy by cutting an extra write-
protect notch on the side opposite the original one.
This practice is not generally approved of by disk
and disk-drive mamibacturers, however, because
the felt pad that rides on the disk surface opposite
the singte read/write head can damage data on that
side of the disk.

floating-peint arithmetic Arsithrmetic performed
on floating-point numbers

floating-point constant A constant representing
a real, or floating-point, value, See aglso constant,
floating-point notation.

tloating-polnt notation Also called exponentiat
netarion, A numeric format that can be used to rep-
resent very large numbers and very small numbers.
Floating-point numbers are storec in [Wo parts, a
mantissa and an exponent. The mantissa specifies
the digits in the number, and the exponent speci-
fies the magnitude of the number (the position of
the decimal poinl). For example, the numbers
314600000 and 0000451 are expressed respectively
as F46E5 and 451E-7 in floating-point notation.
Most microprocessors dort directly support float-
ing-point arithmetic; consequertly, floating-point
calculations are performed sither by using software
or with a special floating-point processor. See also
fixed-point notation, ineger.

floating-point operation Abbreviated FLOP, An

operation that performs arithimetic on data format-

ted as a normalized signed decimal number fol-

lowed by a signed exponent. For example, the

mumber 2,147,483 is formatted as 2.347483+F6.

Floating-point calculations arc commonly used in

spreadsheet and computer-aided design (CAD)

floppy-disk drive

operations. The term is also used as a measure-
ment of computer performance: Computers are
commonly rated in terms of how many megaflops
(millions of floating-point operations per second,
or MFLOPS) they are capable of performing, The
presence of a “floating -point processor” chip in a
systemn (such as the 80287 for machines based on
the 80286 microprocessor, or the 68881 for ma-
chines based on the 68030 microprocessor) dra-
matically increases the number of floating-paint
operations a machine can perform in a given unit
of time. See also floating-point notation, MFLOPS.
floating-point processor Also called a numeric
coprocessol, a math coprocessor, and a floating-
point unit. A coprocessor (processor additional ©
the main system microprocessor) that performs cal-
culations using floating-point numbers, as opposed
to integers (whole numbers). Adding a floating-
point processor to a system can speed up math and
graphics functions (graphics work is generally
math-intensive) dramatically with programs that
are designed to recognize and use it. Except for the
Intel 80486 and the Motorola 68040, both the Intel
B0x86 and the Motorola 680x0 families of micropro-
vessurs Tve compamon flusting-poinl processon,
FLOP Seefloating-point operation.
floppy disk A round, flat piece of Mylar coated
with ferric oxide, a rustlike substance containing
tiny particles capable of holding a magnetic field,
and eacased in a protective plastic cover, the disk
jacket. Data is stored on a floppy disk by the disk
drive's read/write head, which alters the magnetic
orientation of the particles. Orientation in one di-
rection represents binary I; orientation in the other,
binary 0. Typically, a floppy disk is 525 inches in
digmeter, with a large hole in the center that fits
around the spindle in the disk drive. Depending on
its capacity, such a disk can heold from a few hun-
dred thousand to over one million byles of data. A
3.5-inch disk encased in rigid plastic 1s usually
called a microfloppy disk but can also be called a
floppy disk. See also microfloppy disk.
floppy-disk controller See disk controller.
fioppy-disk drive An clectromechanical device
that reads data from and writes data to floppy or
microfloppy disks. See also floppy disk.
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to move or reshape the image.

handler A routine thar manages a common and

relatively simple condition or operation, such as er-
rar T(:C()Vt'fy or d’dLﬂ movement, In certain D]J]CCT-
orisnted programming lanpuages that support nies-
sages (such as HyperTalk), bandier is the name for
what {5 nornally called a subroutine (1 message
handlet). See alin  message, object-oriented
Programming,

handshake As in human relations, a signal ac
knowiedging that communication or the rransfer of
information can tale place, Tlandshakes con be
controlled by either hardware ar software. A hard-
ware handshake, as between a computer and 2
printer or 2 modet, is an exchange of signals, over
specific wires, in which each device signals its
readiness 1o send or receive data. A soltware
handshake, usually exchanged during modem-to-
modem types of communication, comnsists of actual
information transmitted between the sending and
receiving devices. A software handshake estab-
lishes agreement between devices on the protocols
thar both will use in communijcating. A hardwave
handshake is thus similar (6 twe people physically
clasping hands; a software handshake is more akin
to those parties agreeing to converse in a particular
language.

bands-on An adjective deseribing practical experi-
ence a5 opposed (0 theoretical knowledge. In com-
puter terminology, the term refers o interactive
work with a computer or computer program. For
example, 4 hands-on (utorial might teach a pro-
gram or a skill by means of practice sessions and
question-and-answer dialogues.

handwriting vecognition The ability of a com-
puter to recognize handwriting, cspecially a signa-
ture, as 4 mezns of identifying the vser; also, the
ability 10 rranslate handwritten text—from paper
or A special mhlet—into dam for processing and
storage; Because of variations in even a single inci-
vidual’s bandwriting, few computer applications
using handwriting recognition are available at the
preseri time.

hang An unexpected hall of a computer system,
usnally while running an application program. A

hung machine is characterized by 4 total lack of re-

—- 234 —

hard disk

sponse from any mput device, and the user cin
almost never effect a recovery except by tirning
the computer off and restarting it. The difference
etwesn a hang and a crash is mostly visual: In a
hung systen, the seteen looks as if it is fundtioning
properly, whereas in a crashed system, the screen
might be blank or display erratic characters ot an
erfor message. A hung machine is also referred
as locked 1p.

hanging indent Sometimes called an outdens; a
format in which the first line of a paragraph or
Llock of wxt js placed farther to the laft that the
subsequent lines, Compare indent

hard In computing, an adfective meaning perma-
nent, fixed, or physically defined — for example,
hard copy, which is printed oulput; a hard error,
which is a recurrent problem. often associated with
equipment malfunction that usually allows no
recovery; 4 hard-sectored disk, on which storage
units (sectors) are defined by holes punched into
the disk or nonerasable magnetic marks; and a hard
return, which is 2 permanent end-of-line character
inserled by pressing the Enter or Return key, Hard
is the opposite of soff, which is used in reference
to things thap are transient or clhapgeable.

In electromics, an adjective referring to magnetic
materials that retain their magnetism even when
removed from a magnetic field.

hard-coded An udjective describing a routine or
program that is designed for & specific situation or
that uses embedded constants in place of more
geperal user inpul In some senses, bard-coded s
the opposite of generalized .

hard capy Printed output en paper, film, or other
pernanent media. Its opposite is soft copy, the
electronic version of information on a floppy disk,
hard disk, CD-ROM disle. tape, disply. or other
ephemeril medim.

hard disk One or more inflexible platers coated
with material that atlows the magnelic reeording of
computer data, A typical hard disk rotates af 3600

RPM (revolutions per minute), and the read/write

heads ride over the surface of the disk on a cushion

of air 10 o 25 millionths of an inch deep. A hard

disk is sealed ro prevent contaminants from inter-

fering with the close head to-disl wlerances, Hard
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. disks provide faster access to data than floppy disks
and are capable of storing much more Information.
Because platters @re rigid, they can be stacked so
that one hard-disk drive can access more than one
platter. Most hard disks have from two to eight piat-
ters. See the illustration.

Read/write heads

Hard dish.
The interior of a bavd-disk drive.

hard error An error caused by & hardware failure
or by accessing incompatible hardware; also, any
error that prevents a program from continuing an
operation. Compare soft error; sea also fatal ervor,
hard failure,

hard failure Also called hacdware failure, A cessa-
tion of function from which there is no recovery.
Correcting a hard failure usually requires a call to a
repairperson,

hard hyphen See hyphen.

hard return A signal to a program that the cursor
(or printer) is to move to the beginning of a new
line. In word-processing programs, which aum-
matically break lines within the margins of a papge,
hard returns are used to end paragraphs. In text-
entry programs that lack wordwrap, 4 hard return
is required to end each fine. Because they can have
stightly different meanings to different programs,
hard returns can cause unusual line breaks or extra
line spacing in documents transferred from one
program [0 another. Compare sofl return; see also
wordweap.

hard-seciored disk A floppy disk whose dara sec-
tors have been physically marked with punched
holes, The holes are detected by sensors when the
disk drive is in operation, enabling the drive to

. locate the beginning of each sector, Hard-sectored

disks, the product of an older technology, are less
commonly used than soft-sectored disks. Compeare
soft-sectored disk

hardware The physical components of a computer
system, including any peripheral equipment such
as printers, modems, and mice. Compare lirm-
ware, software.

hardware checlt An automatic check performed
by hardware to detect internal errors or prob-
lems—for example, in transferring data from one
point to another,

hardware-dependent An adjective describing
programs, languages, or computer components and
devices that are tied to a pasticular computer system
or configuration. Assernbly language, for exzmple,
is hardware-dependent because itis created for and
works only with a particular make or model of
MiCTOprocessor

hasdware failure See hard failure.

hardware interrupt A type of interrupt (request
for service) generated cither externally by hard-
ware devices such as the keyboard, disk drive, and
input/output ports or internally by the micrepro-
cegsor, External hardware interrupts are used by
devices to request attention from a computer’s mi-
croprocessor. Internal hardware interrupts are gen-
erated by microprocessors, such as those In I3M
and compatible computers, to control events (for
example, {0 report a program’s attempt to divide by
zero—an illegal action). Hardware interrupts can
occur at random, as when characters are received
from the keyboard, or they can occur predictably,
as is the case with the computer's timer, Because
the microprocessor must have some means of dis-
tinguishing between urgent and nonurgent re-
quests, hardware interrupts are assigned levels of
priority. The hiphest priority is given to a type of
interrupi called a nonmaskable interrupt—one that
indicates a serious error, such as a memory fallure,
that must be serviced immediately. See also exter-
nal interrupt, interrupt.

hardware key A physical device used o secure a
computer system from unavthorized use. For ex-
ample, the key on the front of the IBM PCAT com-
puter not only prevents the computer's covet from
being removed but also disables the computer’s
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magnetic domain

domains) of the disk swiace, Flux changes are
changes in magnetic polarity and are used to en-
code information in binary form (one polarity
equals 1, the opposite equals 0). The changes are
prodiced at high speed by the read/write head of
the disk drive as it passes over the surface of the
disk. Because of its propertics, a computer disk
should he protectad from exposure w sources of
magnetism, which can damage onr destroy the infor-
mation it holds

magnetic domain Also called ferromagnetic do-
main. A region of a ferromagnetic materdal in
which the individual atomic or molecolar magnetic
particles are aligned in the same direcrion.

magnetic field The space around o magneiic ob-
ject it which mapnetic force acts. A magnetic field
is conceived of a8 consisting of Flux lines that otigl-
mite al the north magnetic pole and terminate at
the south magnetic pole. A magnetic fiekd can be
made visible by puilting a sheet of paper over a
magnet and sprinkding iron filings on the paper—
the filmgs will ine up along rhe fhux lines.

magnetic head Sge head. E

magnetic-ink character recognition Commnoniy
abbreviated MICR, pronounced "milke-ec” A form
of character recognition that reads ext printed
with magnetically charged ink, determining the
shapes of characlers by sensing the magnetic
charge in the ink. Onee the shapes have been de-
lermined, character recognition methods—patiern
matching with siored sels of characters—are used
to twanslate the shapes into computer text. The
nunbers at the bottom of bank checks are usually
printed with magnetic ink. Gonpare aptical char-
acter recognition; see gfso character recognition,

magnetic oxide See ferric oxide.

magnetic sierage A generic term for non-internal-
memory compuler data storage involving a2 mag-
netic medium, such as disk or tape,

xuagnotic lape Ske wpc,

magneto-optical recording A type of reconding
technology used with optical discs inwhich a laser
beam heats a small portion of the magnetic mate-
rial covering the disc. The heating cnables @ weak
magneric ficld to change the orlentation of the por-
tian, thus recording omo the disc. This echnique

main loop

can be used to erase the disc, making the disc
rewrilable.

magneto-optic disc An erasable or semi-erasable
storage dise, similar to a CD-ROM dise and of very
high capacity, in which 4 laser beam is used 1 hear
the recording surfuce to a point at which tiny
regions on the surface can be magnetically aligned
o store bits of data. Ses glso CD-ROM.

snagititude The size of 4 number, repardiess of its
sign (+ or —). For example, 76 and —36 have the
same mapnitude, See afso absolute value,

mailbox A disk storage area assigned 1o a nefwaorl
user for receipt of electronic mail messages,

mail merge A mass-mail facility that takes names,
addresses, and (sometimes) pertinent facts about
recipients and merges the information ino 4 form
letter or ancther such basic document.

maiix body The set of statements in a compurer
program af which execution of the program begins
and from which execution branches o the subrou-
tines of the program, Most programming languages
require programs to have 2 main body. Fxecution
begins with the first statement in the main body; it
usually ends when the last statement in the main
body has finished executing, although it can end
earlier.

mainframe computer A high-level campuier de-
signed {or the most intensive computational asks,
Mainfraime computers are often shared by multiple
users connected 1o the computer via terminals, The
most powerful mainframes, called supercomputers,
perforat highly complex and time-consuming com
putations and are used heavily in hoth pure and
applied research by sc sts, larpe businesses, and
the smilitary. Seg gfso computer.

main function The main hody of a program writ.
ten in a computer language that uses sets of func-
tions 1o create an entire program. For example, the
G lapguage roquires each program to contain a
furiction vallod mresirs, wlilcht G uses as Ui siaring
point of exacation. See also main body,

main foop A loop in the main body of a program

that performs the principal funetion of the program
over and over until termination is somchow sig-
naled. Tn event driven programs, this loop checks
for evenls recelvad from the operating sysiem and
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ragged lefi/right
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raster display

and other documents are commonly lefi-justified,

with ragged-right margins {as in the example on

the left). Ragged-lelt text is used infrequently—

typically, in advertisements—for visual effect.
ragged left/cight See rag.

RAM Pronounced “ram.” Acronym for random ac-
cess memary. Semiconductor-based memory that
can be read and written by the microprocessor or
other hardware devices. The storage locations can
be accessed in any order Note that the various
types of ROM memory are capable of random ac-
cess, The term RAM, however, is generally un-
derstood to refer to volatile memory, which can be
written as well as read. Compare core, EPROM,
PROM, ROM,

RAM card An add-in circuit board containing RAM
memory and the interface logic necessary to de-
code memory addresses.

RAM cartridge See memory cartridge.

RAM chip A semiconductor storage device. RAM
chips can be either dynamic or static memory. See
also dynamjc RAM, static RAM.

RAM disk A simulated disk drive whose data is ac-
tually stored in RAM memory. A special program
fools the operatng system inwo believing that an
additionzal disk drive is present. The operating sys-
tem reads and writes to the simulated device,
and the program stores and retrieves data from
memory. RAM disks are extremely fast, but they re-
quire that system memory be given up for their use.
Also, RAM disks usually use volatile memory, so
the data stored on them disappears when power is
turned off. Many portables offer RAM disks that use
battery-backed CMOS RAM to avoid this problem.
Compare disk cache; see also CMOS RAM.

RAM refresh See refresh,

RAM-resident program Spe terminale-and-stay-
resident program.

random access Also called direct access. The

ability of a computer to find and go directiy to a

particular storage location without having to search

sequentially from the beginning location. With
microcomputess, the term is often encourtered in
reference 1o a computer’s memory, in which certain
general locations are reserved for different types of
information (applications, operating system, and so

on) but specific items can be located directly
through the vse of numbers (addresses) thal iden-
tify individual locations in memory. The term is
also used to describe access 1o files stored on disk.
This type of access is best used for files in which
each set of information has no intrinsic relationstiip
10 what comes before or after it, such as in data-
bases of client records, inventories, and so on. The
human equivalent of random access would be the
ability 1o find a desired address inan address book
without having to proceed sequentially through all
the addresses. Compare indexed sequential access
method, sequential access.

randoin access memory See RAM.

random noise A signal in which there is no rela-
tionship between amplitude and time and in which
many frequencies occur randomly, without patiern
or predictability,

random number generation The creation of a
mumber or sequence of numbers characterized by
aunpredictability so that no number is any more
likely to occur at a given time or place in the se-
quence than any other. Because truly random num-
ber generation is generally viewed as impossible,
the process would be more properly called
“psendorandom number generaticn,”

range Ina spreadsheet, a block of ceils setected for
similar treatment. A range of cells can extend
acrpss a row, down a column, or over a combina-
tion of the two, but all cells in the range must be
contiguous, sharing at least one common border.
Ranges allow the user to affect many cells with a
single command—for exzmple, to format them
sirnilarly, enter the same data into all of them, give
them a name in common and trezt them as a unit,
af select and incorporate them into a formula.

in mote general usage, range refers fo the

spread berween specified low and high values.
Range checking is an important method of validat-
ing data entered into an application.

raster A rectangular pattern of lines; on a video dis-
play, the horizontal scan lines frorn which the term
raster scan is devived.

raster display A video monilor {generally a CRT)
that displays an image on the screen from rop w
hottom as 2 series of horizonral scan lines. The scan

7
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robotics

computers. See ¢iso robotics.

robotics The branch of engineering devoted to the
creation and training of robots. Roboticists work
within a wide range of fields, such as mechanical
and electronic engineering, cybernetics, bionics,
and attificial intell.gence, all toward the end of en-
dowing their creations with as nmch sensitivity, in-
dependence, and flexibility as possible. See also
artificial intelligence, bionics, cybernetics,

robustness Soundness; the ability of a program o
function, or to continue functioning wetl, in unex-
pected situations.

roliback A return o a previous stable condition, as
when the contents of a hard disk are restored from
a backup after a destructive hard-disk error.

ROM Rhymes with “bomb™; acronym for read-only
memory. Semiconductor-based memory that con-
tains instructions or data that can be read but not
modified. To creatz a ROM chip, the designer sup-
plies a semiconduetor manufactorer with the in-
structions or data 1o be stored; the manufacturer
then produces one or mare chips containing those
instructions or data, Because creating ROM chips
involves a manufzcturing process, it is economi-
cally viable only if the ROM chips are produced in
large quantities; experimental designs or small vol-
umes are best handled using PROM or EPROM. In
general usage, the term ROM often means any
read-only device, including PROM and EPROM. Ses
also EEPROM, EPROM, PROM.

roman An adjective describing a typeface or type
style in which the characters are upright. Compare
italic; see also font family.

ROM BASIC A vegsion of interpreted BASIC stored
in ROM (read-only memory). Many early home
computers from companies such as Apple, Atari,
Commodore, and Texas Instruments contzined ver-
sions of BASIC in R0M so that the user could start
programming by simply turning on the machine
(versus having to load BASIC from a disk or cassette
tape first).

ROM BIOS Acronym for read-only memory basic
input/output system. A set of software routines
shipped with IBM and compatible computers, pro-
viding low-leve! routines for performing simple
input/output operations. In the IBM PC, the BIOS

tzkes up 64 kilobytes (KB) of address space, begin-
ning at location OFQ000H. In the PS/2 series, the
BIOS is expanded to 128 KB, beginning at location
QEQQD0H. For both the T8M PC and PS/Z, the ROM
BIOS also inchudes that partion of the BASIC inter-
preter—commonly called casselte BASIC—that
does not provide disk support or support for ad-
vanced graphics. Compere Toolbox; se also BIOS.

ROM card A plug-in module that contains one or
more printer lonts, programs, o games or other in-
formation stored in ROM (read-only memory). A
typical ROM card is abowt the sive of & credit card
and about three times as thick. 1t stores information
directly on integrated circuit boards, See also ROM,
ROM cariridge.

ROM cartridge A plug-in moduk: that contains one
or more printer fonts, programs, games, or other in-
formation stored in ROM (read-only memery). The
ROM is in the form of one or more cecmpuier chips
mounted on a printed circuit board. The board is
enclosed in a plastic case with a connector exposed
at one end 5o that it can easily plug into a printer,
computer, game system, or other device, For ex-
ample, a cartridge that plugs into a Nintendo or
similar game system is a ROM cartridge. See also
ROM, ROM card.

ROM emmifator Also called ROM simulator. A spe-
cial circuit containing RAM memory that is con-
nected o a target computer where the targst
computer's ROM chips would normally be in-
stallecl. The contents of the RAM memory are sup-
plied by 2 separate computer, after the RAM chips
are programmed, they are used as ROM in the
target computer. Before the advent of EPROMs,
using 2 ROM emulator was the only economical
way to debug ROM-resident software owing (o the
high cost of ereating ROM chips. Today, an EPROM
can be used in the prototype circuit and replaced
with a ROM when the software is completed. Be-
cause a ROM ermulator’s memory contents can be
changed much more quickly than those of an
EPROM, developers often prefer using a2 ROM
emulator even though doing this is more expensive

than programming an EPROM. See also EEPROM,
EFROM, ROM.

root ‘The main or uppermost level in a hier-
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stochastic

actuator aim from one track o the next. The term
derives from the usz of a stepper motorto move e
actuator drm. See also stepper molor

stochastic Based on chance (random) occurrences.
For example, a stochastic model attempts to de
scribe a systemn by raking into account randon
events as well as planned events.

stop bit In asynchronous transmission, a bit that
signals the end of a character, Depending on the
ronventions used, the data bite composing (he
character can be followed by 1, 1.5, or 2 stop bits.

storage Ln computing terms, any physical device i
or on which computer information can be kept. A
microcompuler has two main types of storage. IS
random access memory (RAM) represenis lempo-
iy storage that the mictoprocessar uses for pro-
grams, work in progress, and various types of
internal work-control information. The computer’s
disk drives and other external storage media repre-
sent facilities for holding informarion on a more
permanent basis, available but out of the way until
it is needed by the microprocessor, A computer has
other types of siorage as well, 1ts read-anly mein-
ory (ROM) is 2 permanent, nonerasable medium
for holding necessary Information, including
startip instructions and inpuroutpur procedures.
In addition, a computer uses various buffers—
reserved areas of memory —as temporary holding
areas designated for specific informatios, such as
characters 1o be sent to the printer or characters
being read from the keyboard.

storage device Ay apparatus for recording coin

puter data in permanent or senifpermanent form. A
disk drive, along with the disks it records on, is @
storage device,

Sometimes a camputer is said (o have primary
(or main) and secondary (or auxiliary) storage de-
vices. When this distinction is made, the primary
storage device Is the computer's random access
memory (RAM)— mpermanent, but a storage de-
vice nevertheless, fowever temporary its contents,
The secondary storage includes the computer’s
more permanent sinrage devices, such as disk and
tape drives,

slorage location The position at which a particu-

lar item can be found. A storage location can be un

strikethrough One or more lines drawn throygh «

Case 2:09-cv-00310-DF —Boremer g

striketheon wh

addressed (uniquely numbered) location i nien.
ory orf it can be a uniquely identified location op
disk, tape, or a similar medium—Ior exan ple 4
parricular side, track, and sector o1 a disk

storage media The various types of physical mare-
rial on which data bils are written and stored. Cog-
mon storage media for compurer dala are floppy
disks, hard disks, tape, optical discs, and (for output
only) paper.

storage tube See direc view storape tube.

stove-and-forward A message-passing technigue
nsed on communications networks it which 3
message is held temporarily at a “collecting” station
berween the sender and receiver before being for-
warded To its intended destinaion, Store-anc-for-
ward tnessage routing can take longer thain commi-
nication via direct, physical conpections, ot i
offers several advantages, especiajly aver large net-
works Separated by long distances: Ir minimizes or
eliminates “Lraffic jams" and thus contributes to
effective use of communications lines, it allows
messages o be sent 1o machines or networks even
when they are not an Line, and it enables transmis-
sion during off hours, when waffic or costs aie
lawest.

stored program concept The underlying concepr
of most systemn architectures oday, credited lagely
(although not exclusively) o John vor Neumarn,
The concept s that bolh programs and data are in
direct access storage (random ACCESS IMEemory, Or
RAM), allowing code and data to be treated in-
terchangeably {including modifications to both)
apd avoiding the timing problems igvolved when
code is located on a sequential storage mediom (as
was the case in many early computers). See also
von Meumann architecture.

straight-line code Program code that follows a
direct sequence of statements, rather than skipping
ahead or jumping back via transfer staremients such
as GOTO, JUMPE, #nd so on. Comfre spagheiti
cade; see also GOTO statement,

streaming tape See lpe,

siream-oriented file A file vsed 1o store a maore-
or-Jess-continuous series of hits, byles, or other
smiall, structurally uniform vnits,
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Tandem processors

ane or several key fields for the purpose of estab-
lishing the order of their associzted records,

tandem processors Mulliple processors wired so
that the failure of one processor transfers CPU
operation to another processor. Using tandem pro-
cessors is patt of the strategy for implementing
fanlt-tolerant compuier systems.

tape A thin strip of Mylar coated with magnetic ma-
terial that permits the recording of data. To use a
tape, a machine must have two reels between
which the tape can pass, with a read/wrlte head lo
cated somewhere between the reels. Because tape
is a conktinuous length of data storage material and
because the read/write head cannot “jump” o a
desited point on the tape wiihout the tape first
being advanced to that point, lape must be read or
written sequentially, not randomly (as is a floppy or
a hard disk).

tape cartridge A module, somewhat resembling an
audio cassette, that contains magnetic tape thal can
be written: on and read from by a tape drive, Tape
cattridges are primarily used to back up hard disks.

tape drive A device for reading and writing tapes.
See also Lape.

target Loosely, the objective of a computer coml-
mand or aperation. Examples are 8 compuler that
i5 fo run a program transkated for its use; a "foreign”
language (for another computer) into which @ pro-
gram is 1o he transfated; or 4 group of penple for
whom a particular product is designed. In specific
usage, 25 often seen by users of M5-DOS, the target
is the disk referred to by prompts displayed by the
operating system in 4 copy operation (for example,
“insert TARGET diskette™). In terms of the SCSI
(smail computer system interface) connection, the
target is the device that receives commands; the
device that issues commands is the initiator.

target computer The camputa that receives data
fram 4 communications device, 2 hardware add-in,
of & software package.

target disk Usually, the disk that is the destination
of 2 copy operation. When disks are belng copled,
one disk is the source disk and the other is the
target disk. The term cap also refer 10 2 disk ©
which data is to be written. Comfpigre source disk.

target language The language into which source

teleprocessing

code is compiled or assembled. See afso assembler,
compiler, cross-compiler.

task A stand-alone application or a subprogran tha
is run as an independent entity.

task management The operallng-system process
of rracking the progress of and providing necessary
resources for separate tasks running on a com
puter, especially in a multitasking environment

TH See terabyre.

TCM See trellis-coded modulation.

TCP/IP Acronym for Transport Control Protocol
Interfece: Program, a software profocol developed
by the Department of Defense for communications
between compulers.

TDM See time-division multiplexing,

technology The application of science and engi-
neering to the development of machines and pro
cedures in order to enhance or improve human
conditions, or at least (o improve human efficiency
in some respect. Seg also high rech

telecommunications A peneral term for the elec
tronie transmussion of information of any type; in-
cluding data, television pictures, sound, [acsimiles,
and so on.

telecommuting Also called electronic commuting
The practice of working in one locarion (often, ar
horme) and communicating with 2 main office in 2
ditferent location through a personal computer
equipped with a modem and communications
software,

teleconferencing The use of audio, video, or com-
puter equipment linked through a communications

- system o enable geographically separated indi-
viduals to participate in 2 meeting or discussion.
telecopying See fax.

telematics From the French félématiquee, 2 terni
used in communications for the combination of
computers and relecommunications,

telephony Telephone technology; the conversion
of sound inmto electrical signals, its transmission to
another locatjon, and its recanversion to sounc,
with or without the use of connecting wires.

teleprocessing A term originated by IBM; the use
of a terminal or computer and communications
equipment o access compuiers and computer files
located elsewhere,
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Farticipies and Gerwnds

Forming participles. Two participles are formed from he verh stom: the
present participle invariably ends in ing, and the pagt satticiple usuafly
ends in ed. The present participle denotes the verls action as in progress
or itcomplete at the fime expressed by the sentence’s principal verl;
{watching fatently for 2 mouse, the cat sertls

2 i to wait) {hearing his
:, jon turned o answer} . The past partici ple denoles the verlys action
a8 cnmpicted{ plan

lasivem].

e inthe spring | {weitte

Participial phiases. A patticipial phrase fs made u pof a participle plus any
closely associated word or words, such as modifiers or complements. [t
can beused (1) as an adjective to modify a noun or pronoun {nuiled to the
roof, the slate will stop Ure Teaks], of (2) a8 an adverb to modify the prodi-
cate, or any adverh or adjective in the predicate [she will succeed, perse-

12 Y

e discourages

1} {she poinged o it chef draoping Liehind
the connrer. For more on participial adjectives, see 5,68, 5.84.

Gerunds. A genind is a present parficiple used as 1 noun. Being a noun,
the gerund can be used as (1) the subject of a verb{camplaining ahout it
wer't hielpls (2) the abject of a verb {1 deiy’
caie nominative or coniplerment {kas

objecl of a preposition {reduce erosic

e your cooling}; (3) a predi-
jor (4) the

arile P!-:)?'.‘b}' is '\'.lf'!'\Pi

1 by feracing the Balds] .

Froperiis of Verbs

Five properties, A verb has five properties: voice, mood, {ense, persory, and
mnnber,

Active and passive voice, Voice shows whether the subject acts (active voice)
oris geted on (passive voice)—that is, whether the subjec! performs or re-
ceives the action of the verb. Only transitive verbs are sa:d to have voice,
The clause the fudge levied o $50 fine is in the active voice because the sub-
ject ( judge) is acting. But ihe tree’s bramch was broken by the storin is in the
passive voice because the subject (branch) does not break itself—it iy acted
on by the object (storm). The passive voice is always formed by joining an
nflected form of to be (o1, in colloquial usage, io get) with the verb’s past
participle. Compare the ox pulls e cart (active voice) with the cart iz pulled
by the ox (passive voice). A passive-voice verb in a suberdinate dlause ofien
has an implied be: in the advice given by the novelist, the imolied (or under-
stood) words thal was come before given; so the passive construction is was
given. Although the inflected form of to be is sometimes implicil, the pasi
participle must always appear. Sometimes the agent remains unnamed
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anon __ pplicatio

_Chapter 600 _Parts, Form

F s Content of Provistons| and Nonprovisional

G05.04(0)  Sipnature on foint Applications— Order of Names

_ Applications 6USU4(g) Correction of Inventorship
601,01 Complete Application 603.05 Administrator, Executor, or Other Legal
>601.01(a) Nonprovisional Applications Filed Under Representative

. 35 US.C. 1i1(a) 60507  Toint Inventors
601.01(b) Provisional Applications Filed Unier 506 Tille of Tnvention
= 35USC 1) 606.01 Examiner May Require Change in Title
"601.01(c) Conversion to a Provisional Application 607 Filing Fee
601.01(d) Application Filed Without All Pages 607.02 Returnability of Fees
.. of Specification 508 Disclosure
601.01(¢) " Nonprovisional Application Filed Without 50801 Specification
h M ot !;.t:,ast'()ua Claim ] . 608.01(a) Arrangement of Application
(@) Applications Filed Without Drawings 608.01(b) Abstract of the Disclosure
+ ‘Applications Filed Without All Figures 608.01(c) Background of the Invention
-, of Drawings 608.01(d) Brief Summary of Invention
. Forms< | 608.01(c) Reservation Clauses Not Permitted
"Power of Attorney or Adthorfzatin of Agen: 608.01(f) Brief Description of Drawings
.- -Change of Correspondence Address 60801(g) Detailed Description of Invention
. NationaIStageRequitementsoftheUnitedStatesas g0 510y Made of Operation of Invention
. .~ aDesignated Office . 608.01(7)  Claims
= -g;;’:?%ﬁ!&;‘;:ﬁ‘;ﬁﬁg 608.01() Numbering of Claims
ol 1(k) § Requi L Clafms
©. 60202 - NewOathor Substitute for Original :?l:gl%) c;::;:? e
;60283 ' Defective Oath or Declaration 608.01 (1) Porm of Clainis

G0204 | Forcign Executed Oath

] 4
" 60204(2) Foreign Exceated Oath Is Ribboned fo Otber sago1h) Depencent Clakas

L A lﬁliliéatioh Pagcrs 608.01(0) Basis for Claim Terminology in Description

BDQDS r Oarll or Deéclaration — Date of Execation g‘gi(l’) gubmliit:}w;ﬂ sy Soeificand
602.05(a) Oath or Declaration in Division and Continuation Al(q) OF N e on
Ao . Cases 608.01(r) Deropatory Remarks About Prior Art in
ST s : ; Specification

602.06 Non—English Qath or Declaration
: Bty 608.01(s) Restoration of Cancelled Matter

60207 Oith or Péclaration Filed in United States as a

& e redin 668.01(t) Use in Subsequent Application

Désignated Office ! i L
608.01(u) Use of Formerly Filed Incomplete Application

603" . Supplementat Oath or Declaration _ :
60301  Supplemental Oath or Declaration Filed After 60801(v) Tiademarks and Names Used in Trade
60802  Drawing

Allowance . .
604 Administration or Execution of Oath 60802(a) New Drawing —When Required
&40t . Seal 60802(b) Informal Drawings
§04.02 Venue 608.02(c) Drawing Print Kept in File Wrapper
I 608.02(d} Complete Hlustration in Drawings
G04.03(2) Notaria! Powers of Some Military Offivers 608.02(e) Ernminer Determines Completeness of Drawings
604.04 Consul 60802(f) Modifications in Drawings
604.04(n) Cansul ~ Omission of Certificase 608.02(g) Tlustration of Priar Art
. By Attorney in Case §08.02(h) Additional, Duplicate, or Substitwte Drawings
605 Applicant 608.02(i) Transfer of Drawings From Prior Applications
60501 Applican?'s Citizenship G08.02(m) Drawing Prints
£05.02 Applicant’s Residence 608.02(n) Duplicate Prints in Patentability Report Cases
605.03 Applicant’s Post Office Address 608.02(c) Dates Entered on Drawing
60304(a) Applicant’s Signature and Name 608.02(p) Correction of Drawings
s 605.04(b) One Full Given Name Required 608.02(q) Conditions Precedent to Amendment of Drawing
¢ 605.04(c) Inventor Changes Name 608.02(r) Separate Letter to Drafisman
\_/ 60504{d) Applicant Unable to Write 608.02(tf) Cancellation of Figures
605.04(c) May Use Title With Sipnature 608.62(v) Drawing Changes Which Reguire Sketches
600 — 1 Rev. 3, July 1997
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PARTS, FORM, AND CONTENTOF APPLICATION

/\ applicant’s best mode disclosure is 50 poor as to sffec-

* tively result in concealmens; In re Sherwood, 204 USPQ
537 (CCPA 1980).

The question of whether an inventor has or has not
disclosed what he or she feels is his or her best mode is a
question separate and distinct from the question of suffi-
ciency of the disclosure, Inre Gay, 135 USPQ 311 (CCPA
1962); In re Glass, 181 USPQ 31 (CCPA 1974), Sec
35 US.C. 112 and 37 CFR L71(b). Sylgab Steel & Wire
Corp. -v. Imoco-—-Gateway Corp,, 357 F Supp. 657,
178-USPQ 22 (N.D. I 1973); H. K. Porter Co,, Inc.
v. Gates Rubber Co., 187 USPQ 692, 708, (D. Colo. 1975).

- If the best mode confemplated by the invenfor at the
time of filing the application is not disclosed, such defect
cannot be cured by submitting an amendment seeking to
pint into the specification something required to be there
when the application was originally filed, fr: re Hay, 534
F2d 917, 189 USPQ 790 (CCPA 1976). Any proposed
amendment of this type should be treated as new matter.

. iPatents have been held invalid in cases where the pat-
‘entes did not disclose the best mode kmown to him, See
Flick—Reedy Corp. v, Hydro—Line Marfactring Co,
351 F2d.546, 146 USPQ 694 (CA 7 1965), cert. denicd,
\383 US. 958, 148 USPQ 771 (1966); Indiana General
C_‘mp.. v, Krystinel Corp,, 297 E Supp, 427 161 USFO 82
(5.D. N.Y. 1969), affirmed, 421 E2d 1033, 164 USPQ
"321(CA 2 1970); Dale Electronics, Inc.v. R.C.L. Electron-
ies, Inc,, 488 E2d 382, 180 USPQ 235 (CA. 1 1973); Union
Carbide -Corp. v. Borg—Wamer Corp., 550 E2d 355,
193 USPQ 1 (CA 6 1977); Rgmolds Metals Co. v. Acom
Building Components Inc., 548 E2d 155, 163, 192 USPQ
737 (CA 6 1577).

"NOTE. — Completeness, >see< MPEP § 608.01(p}

>and § 2165t0 § 2165.04<.

608.01()) Claims [R—3]

37 CFR 1.75. Claims

(a) The specification must conclude with a claim particularly
pointing out and distinctly claiming the subject matter which the
applicant regards as his invention or discovery.

"(b) Mot than one claim may bo presented provided they differ
substantially from each other and are not unduly multiplisd.

(c) One or more claims may be presented in dependent form,
referring back toand further limiting another claimor claimsin the same
application, Any dependent claim which refers to more than one other
claim ("multiple dependentclaim” )shalt refertosuchotherclaimsin the
alternative only, A multiple dependentclaim shall not serve as a basis for
.any other multiple dependent claim. For fee calculation purposes under
\‘/& 1,16, a multiple dependent claim will be considered to be that number

of claims to which direct reference is made therein. For fee calculaton

600 — 55
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608.0i(h)

purposes, also, anyclaimdepending fromamultiple dependent claimwilt
be considered to be that number of claims to which direct reference is
made in that multiple dependent claim. In addition to the other filing
fees, any original applicationwhichisfiled with, orisameudedtoinclude,
multiple dependent claims must have paid therein the fee setforthin §
1.16(d). Claims in dependent form shall be construed to include afl the
limilations of the claim incorporated by reference into the dependent
claim. A multiple dependent claim shall be construed to incorporate by
reference all the limitations of each of the pasticular claimsinrelation ta
which it is being considersd,

{d)(1) The ¢laima or ¢laims must conform to the invention as set
forth in the remainder of the specification and the terms and phrases
used in the claims must find clear support or antecedent basis in the
description so that the meaning of the terms in the claims may be
ascertainable by reference to the description (See § 1.58(a).)

(2} Sce§§ 1.141 o 1. Miasto claiming diiftrent frvendons i one
application,

(e) Where the nature of the case admits, as in the case of an
improvement, any independent claim should contain in the following
order, (1) a preamble comprising a general description of all the
elements or steps of the claimed combination which are conventional
or known, {2) a phrase such as “wherein the improvement comprises,”
and (3) those clements, steps and/or relationships which constitute
that portion of the claimed combination which the applicaut con-
siders as the new or improved portion.

’ (f) If there are several claims, they shall be numbered consec-
utively in Arabic numerals.

** »>{g) Theleast restrictive claim should be presented as claim
number 1, and all dependentclaims should be grouped together with the
claim or claims to which they refer to the exient practicable.

(h) The claim or claims must commence on a separate sheel.

(i} Where a claim sets forth a plurality of elements or steps, cach
element or step of the claim should be separated by a line indentation. <

NOTE

Numbering of Claims, MPEP § 608.01(j).
Form of Claims, MPEP § 608.01(m).
Dependent claims, MPEP § 608.01(n).
Examination of claims, MPEP § 706.
Claims in excess of fee, MPEP § 714,10,

608.01(j) Numbering of Claims [R—1]

37 CFR 1126 .Numbeting of clains.

The original numbering of the claims must be preserved thyough-
out the prosecution. When claims are canceled the remaining claims
must not be renumbered, When claims are added, cxcept when
presented in accordance with § 1.121{b), they must be numbered by the
applicant consecutively beginning with the number next following the
highest numbered claim previously presented (whether entered er not).
‘When the applicationis ready for allowance, the examiner, i necessary,
will renumber the dlaims consecutively in the order in which they appear
or in such order as may have been requested by applicant.

In a single claiin case, the claim is not numbered.
Form Paragraph 6.17 may be used to notify applicant.

| 6.17 Numbering of Claims, 37 CFR 1126
The numbering of claims is not in accordance with 37 CFR
1.126. The original numbering of the claims must be prescrved

Rev. 3, July 1997
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J-cv-UU U-U

ocument 559U- lled

incitement @ inconceivable

I Slr up ;o spur On : urge oo — ineGitant \ie-"nt\ 01 — in-clte-
mant -manty n— inclter n
WY INCTTE. INSTIGATE. ADET, FOMEN' shared meaning element ¢ to
spur 10 aclion or excite into sctivity smf restrain
in-gi-vild-ty \,m(l)-:a—‘nl-ot-c\ " F fncivllitd, Ir. LL incivilitar-,
inciviliias, Ir, incivitls, Tv. L in- + civilis civil] 7 : the quality or
state of being uncivil 2 : a rude or discourteous act
Inl:l abbr lndudinﬁ inclusive ’
="kl &\ n : the qualily or state of being

Ir. in- <

Ub/1U0 Fage 4 of 4

676

lncom bus-tible yn-kam-‘%an ~ta-baly udj [ME, pr?k;mrr Mt‘ [

‘
in-com-bns th hﬂ-i- \ sl l:-'b:l-al -E\ i mcomhumhlq
incoma \in-kamy u coming in : ENTRANCE INFLUY (n‘u‘_
tuations in the nulm-m ~~ofa body of water) &1 B gnin or U,
rent benefit usu. mensured in moaey that dmuu from cy =
labar; afse rhe smount of such gain received in 8 period nIP‘Lm., a
_small yearly ~)

ntiaf of Showiay
the detnils of revenues, costs, txpe.mu. losses, and profity fop 4

Iﬂchm-nnt A(Mn-Tklem-aaty, ad) E. inclement., inclemen
clement., clemens cl em:nl] 2 ol LR
severe ; STORMY {~ weather) b un:hnk severs in lr:mper or n.v
tion 1 UNMERCIFUL — In-clem-ently adv

Inclinable \m kl-na-bal\ adj : haviny r u tendency or ioclination;
also : =d 10 favor or think well o

Inscli-ns-tion \jn-kla-"né-shon, Jgy # 11 an oct or the action of
b:ndl or inclining: as @ : oW, NoD b : & filting of something

mobs: natural mpnsitlnn. CHARACTER b A particular dispo-
mruu o‘Irmnd or l:qu‘ncl:r : PROFENSITY: ¢3p @ LIKING (hind little ~
for 3 J from the true w:rlll:nl nr
harizontal ree of such d

_Eiven period — also incore statement

bond n : & bond that pays interest at o rate bused on the
isaner’s enrnings
incame tax \.ul Afepm-y 13 o tax ou (he net income of an individ.
ual or & business
‘in-wm g \'in- o i!]\ n 1: the act of coming in : AmRivaL 3

TRCOME— usn. used in

ﬂnuumlng adjf 1 B3 comm in: ARRIVING (ani "-:I:u.p} 3 lak-
ing o new place or position ?Iln: ~ president) | rwalv:d i
usual, &chr‘ ar d:nlylnlcd d.e.llunua:l {~ nm!) 2 uSt stnrt-

inclined surface c angle determined by two Il.ms

nnes (2} : the nns!e rml.de 'hy a line with the x-nxis mcns

from the § d.lrugli.ilun ol that axis :hn

tendency to u particular aspect, state, character, or action (the
clutch |Ilyl-1 nn ~pto slip) — in‘f:’l’l—lln-:inn-al \-shnal, -shan-*I aé
Yincline \in-'klin\ v inclined: in-clin-ing [ME inclinen, ‘
mn'men Ir. L inclinare, fr. in- + clinare o lcan — more at u:.»\N] w

: to bend the hend or body forward @ pOW 2 & to lean, lﬂ!d; u:
become drawn toward an opinion or conrse ol duct

ing or nning {th
I ble 1n-ka-‘mcn(t)|(-a)-ra-h=1. “‘mench(. :») \ adj
4 not commensurable; broadly & Ilnckng o common basis of coy.
parumn in respeel to o guality numlnll}-' subjest 1o compansan —
bili-ty \-men(t)s(-a) il-at-2, -umenchi- Ay
—  Incommensurable n  —  in-GOmMemEn. oty
\ ~‘menii)s(-a)-ra-blE, - mmch(-:»} -\ ady
incomemenaurste \-mea(Us(-a)rat, -‘menchi(-a)}\ adj ; gt
commensucale; 18 8 INmMMLNsumi E b : INADEQUATE g
-3 DISI'ILUPDITIONATE

devinte from a line, dlmcllun. Or course; sg!nj" to deviale from th:
vertical or borizontal ~w  T: to cause to stvop or bow : ooND 2
: to have influence on @ PERSUAGE Chis love of books inclined him
Iuw;rd n liiernry carcery 3: lo give a bend or slanl to — nelin

n 1 5ex SLANT a
INCLINE BIAS, DISPOSE, PREDISFOSE shared meaning element = fo
uem,e one to have or take an nttitude townrd something  ant

z|I|»¢:|irll \'1n-|kllll n: un inclined planc ; GRADE SLOPE

in-clined \in-Idlind, 2 olso io-,\ od] 1: having inclination, disposi-
tion, or lendency ‘2 a: having n lesning or slops b making an
angle with a line or pline

inclinsd plane n: & plme surface that makes an oblique angle with
the planc of the hori

in-cl -ing \ine 'Itll—m:]\ n 1 NCLINATION 2 wrchaie = PARTY.

Iucl[-num-u tor \.in-kla-'nim-at-or, Jdn de-kli\ n  1: on appara-
tus for determining the direction of (?‘u earth's magnetic field with
reference (o the plane of the horizon 2 ¢ & machinist's clinometer
3 : mn instrument for indicating the inclination to the honzontal of
an axis of 8 ship or an alrplane

Ineclip \in="klip\ v, archaic : CLASK, ENCLOSE

i 88, Incloatire var of ENCLOSE, ENCLOSURE

in-clude \in-kliidy wt includ-ad; In-mud-lng [ME fr, L

e \in-ko-‘mad\ w -moded: modlnu [MF imccn-
moder fr. 'L \f 2 Ar - 4
commodus copvenien! — more al COMMODE] * (0 give inconve.
nience ar distress (07 DISTURD
Incom. rnn-dl-ouu \uim- ka-‘mof.l-c-aa} dn‘._j not _cmnmudm-ﬁ}‘ 1

CDN\"P_NIE‘T —

Imum-inﬂd ety \'mid-at-g\ 0 3 oo seurce of inconvenienoe @ Dy
ADVANTAGE

Incomemuni-cable \in-ke-'myii-ni-k>-bal\ adj [MF or LL; M_F
Ir. LL incommunicabuis, fr. I In— + LL coninicabilis commun

cahle] : oot ble of being
uuud or impurted b Um:r — hiobil
\-, ko-"bil-st-8y n — keably \-‘myii-ni-ka-

'blﬁ\

in-r;om'mu-nhen do \-,myurna-'knd{.]ﬂ\ ady o adf [Sp incammuni-
cadn, fr. pp. of incammunicar o deprive of communication, fr, ln.
{Ir. L) + o fr.Lc icare] = Without
means of communication; alse: in solitary confinement

i cum-mu.nhn.ﬂvz \-'myl-na-kit-v, -ni-kat-\ adf : UNCOMMU-

ICATIVE

ir;-r:{:m-mut-uhle \.:rl—l:a-:mytil-a—h:?\ adrl' !'ME I L lm‘mnnulmbl
is, fr. in-

: oot uue[chm\gcuhlc B um:n.auumLE — in-com: mut-ahiv
A\-BI8\ adv 4

includere, Ir. in- + claudere 1o clusr. — morc il CLOSE] T: to whut
up : ENCLOSE 2 : t0 take in or co a5 & part of o lorger aggre-
gate or principle — ln-nluﬂable nr msclud-ible \-"kliid-a-bal\ adj
8yn INCLUDE, COMPREHEND, EMBRACE, INVOLVE shared meaning
alement !t ta !(!nl.uin wlt'hm [ P.url of a wlmle arllexclude A
In-clud-ad adj = that ls ar : not
beyond the mouth of the corolla — used o.l'ntmmm orrishr
invclussion \in-"klii-zhau, n [L inclusion-, inclusio, Fr. inelusus,
includere] 13 the oct of including : the state of being includ 2
: something that is included: as @ : 8 gaseous, li uki. or salid
foreign body énclosed in a mass (as of a_mineral) a passive
raduci of ccll activily (as o slarch grain) within the mlorﬂssm
g u relation between two classes that oblains when all members

po-ra-ble \1')::1 'kam p(n-):a—b:l\ ) E‘\M:., I MF
i t eminent

he:yo: \d comparis 7 CILESS 2 mot suitable lm comparison
in-pom: a 7B bilitr (Jin- kam p{n Jra-"bil-at-8\ n — incom-
pu-ru bly \ )m—‘kam r:—b
ompatabll-ity \(n-kom-, ,pnr-a- m QUE\npl tien 1 a: the
qun]ity ur stale ol’ Ixz incompatible : lnck ol interlertility
bc wecn two plants 2 pl @ mutually nniasunmlc things or quali.

ln-l:om:pnt-l-ble \,In-k:»m-'pat a-baly, udf [MF & ML; MF, Ir. ML
incompatibilis, fr. L in- + ML compotibilis compatible] 1t inca-
pable of being hdd by m'lc person at ong time — used of offices
thut mnke conflicting demunds on the holder 2 3 incapable of

of the first are also members of the second — p

inclusion body » : & rounded or aval intrucellular body thal con-
sists of elementary bodies m a matrix, is characteristic of some

an b incongroous, discordunt, or disagreeing {~
colors) b : unsuitable for use together becavse of undesirable
chmlcal or [:h)uutumcal clfecta (~ drugw © 3 not both troe (~
Proy |r linto & stabje homoge-

virus di and s b i to rep @ stage in the multiplica-
tion of the virus
in-cluaive \in-"klii-siv, -zivy, @df 1 @ : broad in orentation or
scope b i covering or intended (o cover all items, costs, or ser-
vices 2 : compri ending the siated limits (or_extremes {from

neon: i tibly \-bl&\ adv
in.unm pu.tum:e (Hin-tkeiim- pal-on(lh\ n t the state or fuct of
being incompetent
incconvpe-ten-cy \an BEY, M 2 INCOMPETENCE
In-com:pe-tent \t‘ nv'k§rr| t-anth, ad] [MF (ncompéeny, fr, in- 4-

Mondny ta Fndny ~y— i ndv — in-clu-si n

] logieal proposition
uprmﬂ-gll\emnum lhnl llsn takes Ihe !orrn 2V g meaning p or
g or both — see Tl{l.nn‘r.uu_E tahle

noking the gualitics necded for offective
action 21 not knzuflv qunllhcd’ 3 ! inadequnte to or unsuitable
lt:‘r a pnrl.icuinr purpose — icompetent n — Incom-petently
ady

I

Inclusive G‘Iﬂn! taking into mecount {the cos! of building inclu-
sive af mate

in-co-erc-ible \.in kn-‘af ~ss-hal\ odf : incapable of being controlled,
checked, or confined

iij-at-ont\ adf [L imeogitant-, incogitans, Ir. in- +

cogltant-. cogitans, prp. of cogitare to cogitale] : THOUGHTLESS, (8.

CONSIDERATE

m-cng'nl-tn \in-kig-"nét-a, In‘kig-nat-a\ ody or adj [T, fem. of
ncognifol mcoc.mw-— used only of 8 woman — Incognite n

'in-cug o k- ig-'ni o i0-"leig-na=, 10\ adv or adj [It, fr. L

incagnitus unknown, fr. !rl- + rognitis, pp. of u?gncucm 10 know
— more al cOGNITION] ¢ with one's identity cnnu:al:d

Zincognite n. pl -toe 1 : one appearing or liviag i i 2

\dn-kam-'pléty adf [ME mmmp!eer. fr. LL incam-

pf!llt.\' T L + completuy complete] : not complete @ UNFIN

ISHED: RS & lacking a pari} esp : lncking one or more sets ol floral

o:}:m\ bafaj’oatbu”puu not legally caught — ncom-pletely
incom-plets.nsss n

In-cam,pﬂ aut \dn-kam-pli-anty ad/ ; not comphiant or pliable

in-com: -pra-hun-ll blo \(.Jm -k Em-pri- hmtl)—a:—bnl\ adf [ME, lr. L
.rnmrn n:hum.fblm fr. in- ible] 1

drehaie : having or .snlJJa:l tonolimits 2 impossible to campre
l_;ﬁm % uN:NTgLquLE — In-com-pw-han-sl Dl ty \».'!nc;_-{t 5
Dbly\ 'h:nl(] s3-bIE\ ady 4

: the stateor disguise of an incognits or incognita

In-cogeniannt \(ﬁin-'khg -s-23nt, j) la:kmg NWALENESE OF ¢On-
sciousness — [N« nee\ zanfi)s\ n

inco-herence \jin- an(t)s, ‘her-\ n
of being b 2 that i
Invco-hcheﬂl anl\nd lacking coliercnce: s ® ; lecking cohe-
sion : LO0SE b : lack ﬁurdﬂ.rly cunlmui[ \ al‘mrlg:m:m. or rele-
vance ; INCONSISTENT — In-Goherantly

A the quality or state

-- 253 --

ion \-'hen-chan\ n ¢ luck of comprehension oF
understandin
Incompresadble \in-kam-"pr f hle of or ress-
tant to cumplusinn — i cul‘l‘-PrOlel N‘f \epprese 3-'b|.l-=r-ﬂ\ "
— ingom-prass-ibly \-bl
In-com-put-able \in-kom 'pil‘]: abal' adj : nol computable : very
great — in-com-put-ably \- adv
In-concelv-able Y in-kon-" sb—v‘a-hal\ gdf : not conceivable: s 8
1 impossible to comprehend b 1 UNBELIEVABLE — in-oonGeiv:

MasterCard, Exh. 1021, p. 253



Case 2:09-cv-00310-DF Document 390-16 Filed 10/06/10 Page 1 of 6

Exhibit “O”

~- 254 -

MasterCard, Exh. 1021, p. 254



FITZRLY

MasterCard, Exh. 1021, p.




ase 2:09-0v-00310-DF Document 390-16, _Filed 10/06/10 Page 3 o
e e T

o

L b E
Copyright @ 1985, 1994, 1998 by P H.Coltin

B

First published in Great Britain by
Peter Collin Publishing Lid
1 Cambridge Road, Teddington, Middlesex, TW11 BDT

T'his edition published in the United States of America by
Fitzroy Dearborn, Publishers
70 East Wallon Strect, Chicago, Hlinois 60611

Text computer typeset by Barbers Lid, Kent
Printed and bound by WS0Y in Finland

All rights reserved, including the right of reproduction in whole or in part in any form

A Cataloging-in-Publication record for this book is available from the Library of Congress
ISBW 1-37958-077-7
Firsl Published in the USA and TJK 1998

Cover; Peter Aristedes, Chicaga Advertising and Design

— 256 -

MasterCard, Exh. 1021, p. 256



—
Case 2:09-cv-00310-DF Document 390 16 Filed 10/06/10 Page 4 of 6

rmpany accompany account
mnititional Z accompanied by am invoice for damage 1o be entered;, amousl accounts = accounts
wat cenain ©  (NOTE: accompanled by something) prepared 8t the end nf a financial year;
upply; we = financial information
we have accordance la'h:dans] nown im (eules, e emluurz. credit, and profitability)
the offer; accordumce with = in agreement with o  prepared for 8 manager so that he can take
all part of | according (0. in wccordance with your decisions; profit and loss account (P&L
I s good insir we have d d the money in account) = saicinent ufu:lmpmy expenditure
: J""" current account; { am submitting the  and mcome over a pedud time, almost
eptance _ mw&mwmm always one calendar year,
tanshaws] Mafﬂﬂ'fﬂg-ld'kln the company has made a pmﬁ: or loss (the
k) which = © according 1o [a'kxdigiv] prepasition as balance sheet shows the stale of a company’s
s lopay ©  somcORE SIYS OF Wites; com:rm finances &t a certain date; the profit and loss
ramediate instailed fing fo .l'lu- 3 shows the movemenis which have
* Bank of msiructions < tiken plice since the last balance sheer)
Mee=the () accordingly o) advers o e o B e
" agreement with what has . department = department in 3 compaay which
:3' e have recebved your qumi ”“" m‘f'*‘ dcnpls with mmc;mpuid. received, bungmd or
contract accordingly owed, sccounts manager = manager of an
weess to QUOTE: the hilget wrgets for employment and accounts ik[ull'lll!i.'lt: accounis pnyahlu =
o feach - ?Wlh are widiln reach according to the lawest|  money  owed # company; Aacceants
witnls uf igascs ; recelvable = money owed 1o a company (f)
tken by u Ansirrilivh Finmne il Byiee| * { hanls t or US bunking accoumt =
rh to call armangement fo keep money jn a bank;
uter; she account |a'kaunt| 1 mown (@) record of  bulldlng society accownt; savings bamk
uter financial uansactions over a penod of dme, accoent; Lieyds accomnt; he has an accownt
" such s money paid, received, bomowed or  with Lloyds; I have an accouni with the
smething owed; please ‘send me your account o a  Halifax Ruilding Saciety; to put maney in(10)
(such as detailed » an item your ; to take money ont of your
sident = um-nl=mncywhwlnebmnmmu accaunl o lo withdraw money from your
by his P to spend on trayelling ~ accaunt; budget sccount = bank accovnt
ty when and entertaining clicnts in connection with his ~ where you plan income and expenditwre w
business; he wd his hotel bill 1o Kis  allow for periods when expenditure is high;
i} woun expense accannt (B) {in g yhop) arrangement  eurrent aceound o cheque accomnt o IS
o reach which a customer has ta buy goods and pay for  checking accsunt = account which pays little
fon them at a later date (osually the end of the  or no interest but trom which the customer can
'™ .ﬁrl: month); M have an account o o charge  withdraw money when he warts by writing
iing (the account or @ credit account with Harrods; put cheques; deposit accounl = account which
ny (the it oy wecount o charge if to my accomnt pays interest but on which notice usually has
o live: (of a customer) to open am account = (ask 1 o be given to withdraw money; external
r hotel shop to supply goods which you will pay forat  secomn! = accoumt in a Brtish hank of
hiey are a later date; (ef a shep) to open an account o, someone who 18 living in another country;
dotions to close an account = to starl o to siop  frosen secount = account where the money
sad foe supplying @ customer on credit; to settle an cannol by used o1 moved because of a court
the real account = to pay all the money owed on an miar mluuut-mfwlwupwpie'
ol in GB acvutml o slop an accoumt = fo stop have joint accounts so
e a customer until be has paid what he Micymm take money out when they
(:fnn acorunl = as part of a wodal bill;  want #; overdrawn account = account where
€y ¢n accopnt = (o pay to seltle ywhavcuimm'mommmymm ou have
Wes o pa.rl 0{ u bill; dvlaoe on account = money put in (Le. where the bank is ing you
for falt paid as a pan payment (d) customes who does  momey); saviugs sccount = account where
Sver a large amount of business with a firm and has ~ you put money in regularly and which pays
an account; he is one of our largest acconnts;  interest, ofien al » higher rate than a deposit
oan Tt onr salesmen call on their bex! accounts fwice  BCCOUNT 10 Oen AN Account = 1o start an
Tenami a month; account executive = employee who  account by putting money in; she apened an
Tlmes is the omly person to deal with a cemain  accouns with the Nalifux Building Socéety; to
customer o who is the link between a centain close an account = to take all money out of a
reamy customer and his company (&) the sccounts of  bank account and stop the account; he closed
f business o # company’s Accounts = s accownt with Lloyds (g) (Siock Exchange)
VMoath detailed reoords of a company's financial  set period (formerly about len working days)
affairs: to keep the accownts = o write each  during which shares can be bought and ar the
" with; sum of money in the account book; the end of which the purchaser must psy for the
\eeting accountant’s job is to enter all the money  shares bought; rolling account = system of
i they received in the accounts; sccount book =  payirg for shares bought on the stock
plaing, bmkmﬂlpn:ulcohm;mdyfmammns eachange, were the buyer pays at the cod of 2
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payoft

Iy pay 211
= cash = to pay the complete sum in cash; fo
ral pay by cheque = 1o pay by giving a cheque,
1 not by using cash or credit card: to pay by
of credit card = (o pay, vsing & credit card and
ar - not a cheque or cash (b) to give money; to t:s
de o demand = to pay money when it is asl
m for, nol afier 4 period of credit; please pay the
er " sum of £10 = please give £10 in cash or by
cheque; to pay a dividend = o give
-uhumhaldersa:m_-(oflhemﬁ:sofa
in 2° compan es pay a dividend of 1.5p;
(th "~ to pay interest = to give money as interest on
o money bormowed o invested; buildin
£l societies pay an interest of 106% (c) 1o give 2
he worker money for work dome; the workforce
= has pot been pald for three weeks; we pay
et - good wages for skilled workers; how much do
in they pay you per hour?: to be paid hy the
LR hnunztngetmumyﬁweachiwwwakodh
bep!ﬂﬂ-plect-wuﬂtulﬂ:lus
on for each plece of work finished (d) 10 give
of moaey which is owed or which has 10 be paid;
- to pay a bill; to pay an inveice; to pay duty on
e * imperts; ia pay lax (€) to pay & cheque into
an account = io deposit money in the form of
a cheque (NOTE: paying - pald)
ey ¢ payable [‘pewsbl] adjective which is due
ny t be paid; payable in advanee = which has 1o
l: . % be paid before the goods are delivercd,
: ., payable on delivery = which has to be paid
nd - when the goods are delivered; payable on
ot 2. demand = which must be when payment
by - is asked for; payable at days = which
id; ~ has to be paid by sixty days after the date of
b . isvoice: cheque made payable to bearer =
ﬂ“‘ ue which will be paid 1o the persen whe
Y 7' has it, not to any particular name wriden on it
ay, . shares payable on application = shares which
fﬁ . must be paid for when you apply to buy them;
,'.k‘ agcoupts payable = owed by a
o /- compsny; bills payable = bills which a debtor
ay . will have w© pay; charges are
MS . payable by the temant = the tenant (and not
:g " the landlord) must pay for the electricity
a " ¢pay as vyou earn (PAYE)

|'perzzio'sn] GB tan system, where income
tax is deducted from the salary before it 18 paid
1o the worker

AT RGO EARIN (B payaet vt
where the g:rchm pays m smatl instalments

ax he uses the service
<& back [per'bak] verb to give money
bﬂmm;mmyma n; I lent

him £50 and he promised io pay me back in a
month; he has never paid me hack the money
he borrowed

¢ payback [perhzk] asun paying back
money which has been borrowed: payl
clanse = clagse in a contract which states the
© terms for repaying a loan; payback period =
pmwuimmrwmualmntobe
repaid or i1 investment is to pay for itself

— 258 —

¢ pay-cheque . Us paycheck [‘perfek)
roun salary cheque given to an empboyae

¢ pay down [per'daon) verh ln

down = to make a deposit; ke pu; ﬂdmu
and the resi in monihly instalmenis
O PA‘I’E ['pizerwar'iz] = PAY AS YOU

'i) ply“ [per'iz] moun person who receives
money from someone o person whose name is
on a chegue

© payer ['pesa] noun person who gives
money to someone; slow payer = person or
company which does net puy debis on time; he
is well known as a slow payer

< paying ['perm] 1 adjective which makes a
profit, i i @ paying busitess; it is not &
paying proposition = il i5 not a business
which is going to make a profit 2 nown giving
money; paying of o debi; paying-in book =
beok of forms for paying money into a bank
account o buildisg society; paying-in slip =
farm: which is filled in when money s being
deposited in a bank account o building socicty
¢ payload [‘perlbod] moun cargo o
puassengers carried by a ship v ain or plane
for which payment is made
¢ payment [pamant] noun {8) giving
HmeY; paymm’ in or Mmt,
b_i‘ q{ or
interest mmml, pnyuml on account =
paying part of the money owed; full payment
or payment in full = paying all money owed;
paymest on invoice = paying money as soon
ag an invoice 18 received; payment in kind =
paying by giving goods or food, bur not
money: payment hy resuls = money givea
which increases with the amount o]‘wm“k done
or goods pmdumd {b) mone hack
payment = paying money wl is owed;
deferred payment = (i) moncy pud Tater thas:
the agreed date; (ii} payment for goods by
instalments over a period of tme; fhe
company agreed to defer payments for three
monifis; dewn payment = part of a total
paymeat made in advance; repayable in easy
paymenis = repayable with small sums
regularly; incentive payments = exima pay
offered 1o a worker lo make him work better;
balance of paymenls = the international
financial position of s county including
visible aund invisible wade
¢ pay off [per'of] verb (&) to finish paying
moriey which is owed; fo pay off @ mortgege;
to pay off a loan {b) to pay all the money
owed to s:l;:eonek! and tuminllr.ml_lzis
employment; wher the company was L
over the factory was closed and all the
workers were paid off
& payoff ['perof] nown {a} money paid to
finish paying something which s owed, such
25 mone pid 10 a worker when hiz

H
employment fr. terminated (b) profit o reward;

MasterCard, Exh. 1021, p. 258
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¢ reallzable [mo'lazabl]  adjective
realizable assets = aesets which can be sold

for money

oraallzalion [ natar'zetfan]  mown  (a)
ng; the chairman’s

rmﬁ:mimthcl he was going to be outvoted

(b) making r=al. tMruﬂnﬁmnlnpmpct-

putting 3 project into action; the plan moved

slage nearer mﬂumnwhnﬁtmm

were signed [C) realization of assets = selling

of assets for money

reaitor ['riolta] nown US estute agent, person
who sells real estate for customers

< realty ['rialti] noun property o real estate

rea I rh when
e Ly B
i

@ reapplication  ['rizmph'kean| noun
second application
reappoint [rizopami] vert to
someone again; fie war reappointed m.-
Jor u further teree-yenr period
¢ reappointment |'ma'pomimont| nown
being reappointed
reason lu.m] noun thing which explains
| the girline gave

s late arnival; the

Hm

arked for his reasons _rar closing the factory
< reesunabln [z zanabl] adledmef (@)
¢ o
l was nry reasunable when she tried to
n that she had left her eredit cards at
kvwnnmonuhlu»ﬂirrehmd- we will
accept any offer which is not extremely low

to someone because he has paid too much; fe
2ot a fay rebote st the end of the year

rd)ﬂllﬂl’ ['baund] verd to po back up
ickly: the m‘f rebounded on .l)n
Hews n}l‘h government's declsion

racall [n'kol] verk (of a manufacturer) 1o ask
far to be rennmed because of possible
faults; they recalled 10,000 Mmg machine
Becatse af a faulty electrical connection

recd = RECEIVED

recelpt [u'si:t] 1 moun (8) paper showing
that money has been paid or that something has
been received; cusiants receipt; remt receipt;
receipé for items purchased; please produce
wmdﬂvmnmmmhngamm,
o hook of receipls = beok of
hlank rcm to be filled in when purchages
are made (b) st of rcoewmg snmﬂhmg,
acknowledge receipt of o letter = (o wnte to
say that you have m,-elved a lewer; we
acknowledge m:dpf your letter of the
15th; goods will be supplied within thirty days
af receipt of order; invoices are payable
mw«; :ﬁ.y.!q!mr{pl on receipl of the
netification, the company lodged an appeal
(c)nuhl.s moneyulwu in sales; fo demize
receipts and receipts are down
agains! the mominquhn;ur!wrbm
slamp o 0 sign a document to show that it has
been reccived or fo Stamp an inveice to show
that 1t has been paid
QUOTE: the public sector bomdwing

kept low by (reating the receipts from
assels us a reduction in borowing

uirement is
ing pahlic

Econamist

QUITE: gross Wool receipls tor the sclimg season
10 ead Jume dppear likely whpnblllinn
Aungtralian Financial Review

(b) moderate o not expensive: the
good food ai reasonable prices

FEasSSess [ ses) verd (o assess again

© reassessment [rca'sesmant] noun new

reassign [ri:a'samn] verb to assign agun
¢ reassignment [rix"sammant] nown new
assignment

reassure [n_'rj‘u?] verb (a) 10 make
someone calm or ass worried; the markels
were

on import umk.- lﬁc manager tried o
reassure fer that she would nof lose her job
(b) w0 reinsure, v spread the risk of an
insurance by asking  another  insorance
company to cover part of it and receive part of
the premium

rebate [‘ribei] noun (8) reduction m the
wmount of money to be pud; lo offer & 10%
rebate on selected goods (B) money returned

— 358

recaive |n'si:v] verh 10 get surner.hmg which
has been delivered; we received the payment
have not received

Ih’b'-wud:pmmaummoelum
that a sum has been paid

¢ recalvable [n'sivabl] adiective which
can be recerved; acconnts receivable = money:
owed to a company; bills receivable = bills.
which are due 1o be paid by n company's
debtors

Q u:embm [sr'sizvablz] plural  noun
muaney which is owed to o company

© recelver [n'siva] noun (a) person whe
receives something, the receiver of the
) oificial receiver = government
official who is appoi o mun a

which is n financial difficulbies, to pay off ifs-
debis us far as possible, and to close it down:
the court appointed a receiver for the

MasterCard, Exh. 1021, p. 259



Case 2:09-cv-00310-DF Document 390-17 Filed 10/06/10 Page 1 of 4

Exhibit “P”

-- 260 -

MasterCard, Exh. 1021, p. 260



192 "d ‘1201 "ux3 ‘pieQisisep

- 192 -

Case 2:09-y ROFF ToReLT AV LONS TRISE TN A ARgOe 2 of 4

U.S. Pat. No. 5,793,148, Claim 28

Plaintiff’s Proposed
Construction

Defendant’s Proposed
Construction

Court’s Construction

A payment method, comprising:

a payer obtaining a document
containing document information,
the document information being
associated with a debt incurred by
the payer or for goods or for
services to be paid for or purchased
by the payor,

the payer creating a variable
authentication number (VAN) on a
computer using at least a portion of
the document information, and a
secret key of the payor, the
document information including an
amount, and information for
identifying the payee, the VAN
being used for attesting to the

authenticity of the pavor and
document information; and

“payor”; A person or entity who
pays, or who is to make a
payment. In this claim payor and
payer refer to the same person or
entity.

“payor”; Party paying for or

purchasing goods or services.

“payer”; A person or entity who
pays, or who is to make a
payment. In this claim payor and
payer refer to the same person or
entity.

“payer™; Indefinite.

“payment”

[AGREED]

“payment”

[AGREED]

Compensation in exchange for
goods or services or the discharge
of a debt.

“associated with”

[AGREED]

“associated with”

[AGREED]

Identified with or having a
connection to.
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U.S. Pat. No. 5,793,148, Claim 28

Plaintiff’s Proposed
Construction

Defendant’s Proposed
Construction

Court’s Construction

the payor creating a payment
instrument using the document
information and appending the VAN

to the pavment instrument, the

pavment instrument being used to
pay for the incurred debt or for the

purchase of goods or services.

“variable authentication number
(VAN)”; An encoded variable
number that can be used in
verifying the identity of a party or
the integrity of information or
both, the value generated by
coding information relevant to a
transaction, document, or thing
either with a joint key or
information associated with or
assigned or related to at least one
party to the transaction or issuance
of the document or thing.

“variable authentication number
(VAN)”; A variable number that
can be used by a recipient to verity
the integrity of information
relevant to the transaction and that
a party to the transaction
originated the transaction
information, the value generated
by [coding] information relevant
to the transaction either with a

joint code produced from

information associated with the
party or directly with information
associated with at least one party.

The term “coding” means:
Transforming information into a
VAN by applying a known
algorithm under which the
resulting VAN can either be
uncoded by reversing the coding
operation or compared to a VAN
regenerated by applying that same
known algorithm to the
information.

“secret key of the payor”; A
private key that is created by the
payor, or an entity originating an
instrument on the payor’s behalf,
by coding information associated
with or related to the payor, which
is capable of being separately
created by a party intended to
authenticate the instrument.

“secret key of the payor”; Key
that is generated by coding
information associated with and
known, prior to any coding, only
by the payor for use in any future
transactions.
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U.S. Pat. No. 5,793,148, Claim 28

Plaintiff’s Proposed
Construction

Defendant’s Proposed
Construction

Court’s Construction

“the VAN being used for
attesting to the authenticity of
the payor and document
information”

[AGREED]

“the VAN being used for
attesting to the authenticity of
the payor and document
information”

[AGREED]

The VAN being used to verify that
the instrument originated from the
payor and that the at least a portion

of the document information used
to create the VAN has not
changed.

“payment instrument”

|[AGREED]

“payment instrument”

[AGREED]

A document (including paper or
electronic) that is used to transfer
funds to a recipient party in
connection with a [payment].
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.
United States Patent (19 ) 4,404,649
Nunley et al. [45) Sep. 13, 1983
[54) DOCUMENT PROCESSING SYSTEM 4,025,905 5/1977 Gorgens ...... - 3647900
4,027,142 5/1977 Paup et al. . 235/379
[75] Inventors: WJ&NWB‘EW “lr?: 5 4,082,945 4/1978 Van de Goor et al. ........... 235/379
mpson, both o allas; Iliam J. 4,091,448 5/1978 Clausing ...... 364/200
Reid, Richardson, all of Tex. 4,166,945 9/1979 Inoyama et al. 235/379
(73] Assi . R ition Equi at I ted, 4,180,799 12/197% Smith ... . 340/146.3
Irving, Tex. Primary Examiner—Raulfe B. Zache

[21] Appl No.: 202970 Attorney, Agent, or Firm—Richards, Harris & Medlock

(22] Filed:  Nov. 3, 1980 _[2] o “:sm“cr o
e system ribed herein provides a capability for
{gg :J'; %is d 364 mﬁiﬁg automatically processing documents such as bank
[36] Fickd of Scarch .- 3647300 MS Fie, 00 M5 File, Sk deposit slips, loan payments, ctc. from al
" 364/408; 235 f379| 425, 449, 493 points within a banking organization, with exception of
T > * t the point of receipt, based on the utilization of a Source
[56] References Cited Item Control Number (SICN), which uniquely identi-

U.S. PATENT DOCUMENTS

3,178,680 4/1965
3,228,006 1/1966
3,277,444 10/1966
3,308,439 1/1967

fies a document at all subsequent processing points.
Processing at the source point of receipt is semi-
automatic in that the first person to handle the docu-
ment within the organization is generally required to
key or otherwise manually enter certain data related to
the document.

3,596,256 7/1971 Alpert et al. 364,200
3,970,992 7/1976 Boothrayd et al.
3,998,155 12/1976 Cothran et al. ........ 9 Claims, 9 Drawing Figures
107
130
DISPLAY |
108
/ n7 118
Y
KEYBOARD | |
CENTRAL COMMUNI —
CONTROL  |euf CATION -
CONTROL SYSTEM 1fa TO
109 ACCOUNTING
+ SYSTEM
DATA FROM \
READER
READER/ 3|  JOURNAL
PRINTER DATA TO TAPE
TRANSPORT PRINTER
110
s DB e
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destination record which includes the SICN. If such a
record is present in memory storage, it is retrieved and
utilized by the batch oriented document processing
system to remove said document from the stream of
documents and sort it to the address destination indi-
cated as desired in said exception destination record.
Also, during the bookkeeping operations, the account-
ing system may utilize the data from each record to
generate address destination records which are placed
in a memory storage. Each of said address destination
records contain a source item control number and the
address of the destination desired for the documents if
they are not determined to be exception items together
with any other data deemed appropriate by the process-
ing organization.

Also, in the batch processing of documents to sepa-
rate them according to destination or account, the
SICN can be read from each document to determine if
all necessary data concerning each of the documents
have already been processed into the system and stored
in memory. It may thus be determined if all of the docu-
ments entered at a specific time have been received for
separation and that none of the documents have been
misplaced or lost. If there are any SICN’s assigned to
documents that have not beer run through batch pro-
cessing at the appropriate state, then the system can be
alerted that certain items have not been processed. If a
particular document did not contain a SICN, this would
also alert the system to the fact that such document has
not been completely processed through the system.

Referring to FIG. 1, there is illustrated a terminal
system 107 with a keyboard, 108. Such a system might
be used to process the check illustrated in FIG. 2. The
front of the check 100 has been illustrated comprising
three MICR fields 101, 102 and 103. Field 101 is a bank
number field. Field 102 is an account number field.
Field 103 is a transaction code field which, in the illus-
tration, consists of the check serial number. The amount
of the check is indicated in areas 104 and 105. The check
100 thus illustrated (without the SICN 106) represents a
typical check which might be submitted to a bank teller
for cashing, depositing, etc.

To process this check using the subject invention, the
teller would look at the check 100, and using the key-
board 108 of terminal 107, would key the amount 104 or
105 from the face of the check. The teller would also
typically key data indicating the type of transaction
being performed which in this case is assumed to be
*“check cash.” The teller would then insert the check
100 into a reader/printer transport 109, which is a part
of the terminal 107. The reader/printer transport 109
automatically moves the document past a reader device
(not shown) which is capable of reading MICR format
fields 101-103. The data read from the face of the check
together with the keyed amount and the type of transac-
tion become part of the computer record 113 (FIG. 4)
created by the terminal 107 for check 100. The terminal
107 then automatically assigns a unique SICN 106 to the
check based on data in the terminal central control
system which was previously entered by the teller or
built into the terminal or both. In the example shown,
the first four digits of the SICN might identify that this
check was processed by a terminal located in branch
number 110. The next four digits of the SICN might
represent the teller’s employee number or other identifi-
cation (employee number 2719). The next three digits of
the SICN might represent the data (020 the twentieth
day of the year) on which this document is processed.
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The next four digits might represent the sequence num-
ber of this item (the seventeenth item processed by this
teller on this terminal today). Many other formats of
SICN are possible. The SICN might be shorter or
longer and might contain other data, but the SICN
assigned to a document will not be assigned to any other
document for a significant period of time. As an exam-
ple, not for one year or longer. There are many ways to
assure the necessary uniqueness for the SICN.

The terminal 107 also operates to cause the SICN 106
to become a part of the computer record 113 for check
100. The reader/printer transport 109 of the terminal
also moves the document past a printer device which
prints the SICN 106 on the face of the check, as illus-
trated in FIG. 2, in a machine readable code which is
also, preferably, human readable.

The computer record which is created by the termi-
nal 107 for the check may contain more or less data than
the example 113 illustrated in FIG. 4. The exact data
and format of such computer records are based upon
the processing organizations requirements for proper
handling when read into their accounting system. It is
important to this invention, however, that the computer
record created by terminal 107 contain at least the fol-
lowing data:

All or part of the data read from the document by the
reader of terminal 107, all data relative to the document
which was keyed manually by the terminal operator
using keyboard 108, and a SICN which is sufficiently
unique to avoid confusing the associated document with
any other document during subsequent processing.
These minimum data requirements in the computer
record for a given document are essential to assure that
all further processing of the document which is re-
quired, based on the procedures of the processing orga-
nization, may be accomplished by automatic means
without the need for any additional manual entries of
data obtained from the document.

FIG. 3 illustrates a journal tape record 110 created by
the terminal 107. As illustrated, this journal tape record
contains all the data 111 and 112 which is contained on
the face of the document in areas 104-106. Data from
areas 101-103 and other data could also be included.
This journal tape record is shown for reference only
and is not essential to the invention.

Referring now to FIG. 5. There is illustrated a block
diagram of an overall system for processing documents
according to the present invention. Terminal 107,
which is the same terminal illustrated in FIG. 1, may be
operated alone or in conjunction with a terminal con-
trol computer 107a to perform the following basic func-
tions for each document processed: (1) Create a com-
puter record which contains a Source Item Control
Number and all necessary data from the document, and
transmit the computer record over a communication
link 114 to the processing organization’s accounting
system 115, and (2) Print a machine readable Source
Item Control Number on the document.

Once these basic functions have been performed by
terminal 107, the processing organization has captured
all of the data from the document related to the docu-
ment, and has transferred the data into the accounting
system 115, then bookkeeping operations for the organi-
zation may be carried out under automated control and
in accordance with established and well known princi-
ples. Typically, all remaining processing operations
performed on the document will relate to distributing
the document based on the organization's procedures,
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