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CHAPTER TEN

Applying Cryptography to Pin-Based
Electronic Funds Transfer Systems’

Today there are many eryptographic authentication techniques being used
and evaluated by major financial institutions for electronic funds transfer
systems. Therefore, due to the state-of-the-art, there are divergent opinions
as to the order in which problems should be addressed and what method-
ologies should be used to achieve optimum solutions.

To provide a balanced discussion between the authors’ point of view
(expressed in Chapter 11) and that of others, permission has,been obtained
to reprint relevant sections from the PIN Manual. A Guidé to the Use of
Personal Identification Numbers for Interchunge (11, which was prepared
by the staff of MasterCard International, Inc. (formally Interbank Card
Association) in cooperation with MasterCard International’s Standing Com-
mittees. The material in this chapter, except for two indicated passages, was
comprised from the first four sections of the PIN Manual. The views
expressed and responsibility for the accuracy of the material les with the
originators of that manual.

Helpful footnotes, annotations, and additional material was provided by
the authors. (Material added by the authors appears in brackets.) In order to
maintain consistency, the original notations for encipherment and decipher-
ment have been changed to conform with the notations used throughout the
book.

Pin Manual
A Guide to the Use of
Personal Idenrification Numbers
inn Interchange

INTRODUCTION

In the early 19707, Interbank Card Association began to investigate the
implications of the transition from an off-line paper based funds transfer

1By permission of MasterCard International, Inc. (formerly Interbank Card Association).
Reprinted in part from PIN Manuwal: 4 Guide to the Use of Personal Identification Num-
berg in Interchange, September 1980 [1].

429
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430 APPLYING CRYPTOGRAPHY

system, exemplified by MasterCard, to an on-line, Electronic Funds Transfer
{EFT) system. The investigation soon determined that this transition would
present many problems relating to customer acceptance, economic justifica-
tion, and regulatory policy. However, the only unsclved technological prob-
tem was how to insure the system’s security.

Interbank soon realized that using secret Personal Identification Numbers,
PINs, was the best technique for authenticating customers in EFT. A PIN
serves the same role in an electronic system that a written signature serves in
a conventional paper based system. While this did not solve the security
problem, it did define one major aspect, the need to ensure PIN secrecy
everywhere within the EFT environment. Although the assurance of PIN
secrecy was the first and foremost EFT security problem, it was not the only
one. Insuring the authenticity and integrity of the transaction were also
problems.

Since it was apparent that EFT could not progress until these security
problems were resolved, Interbank began, in the 1970°s, what is believed to
be the most extensive study of EFT security ever undertaken. The study,
which lasted more than three years. uncovered and assembled a wealth of
information regarding virtually every aspect of securing an EFT system.
It considered, in detail, the possible fraud threats that could be perpetrated
against such a system and developed countermeasures to prevent them, The
implementation of each countermeasure was studied in detail to insure that
its effectiveness would not detrimentally affect the cost or performance of
the EFT systern as a whote, The study considered many approaches to the
issuance, management, validation, and interchange of PINs, and where choices
were available 1o the financial institution, attempied to determine the pros
and cons of the available alternatives. Since the study concluded that most
of the required security techniques were cryptographic, considerable thought
was given to the practical implementation of cryptography in a retail funds
transfer environment. Given special study was the management of the secret
keys that are a fundamental ingredient in any secure cryptographic system.

W

SECTION ONE: BASIC PIN CONCEPTS
Why PINs?

The term PIN refers to personal identification number. It is a secret number
assigned to, or selected by, the holder of a debit card or credit card used in
an EFT ({electronic funds transfer) system and serves to authenticate the
cardholder to the EFT system. The PIN is basically the cardholder’s elec-
tronic signature, and serves the same role in an EFT transaction as a written
signature serves in a conventional financial transaction. The PIN is memorized
by the cardholder and s not to be recorded by him in a manner that could
be ascertained by another person. At the time that the cardholder initiates
an EFT transaction, he enters his PIN into the EFT terminal using a key-
board provided for this purpose. Unless the PIN, as entered, is recognized by
the EFT system as being correct for this particular account number {read by

i
L
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SECTION ONE: BASIC PIN CONCEPTS 431

the EFT terminal from the card’s magnetic stripe). the EFT system refuses
to accept the transaction. The purpose of all this is $0 that, should the card
be lost or stolen, the finder or thief would be unable to use the card. not
knowing the associated PIN. Similarly, it is to prevent someone who would
be able to do so from making a usable counterfeit copy of the card. Even if
he could make such a counterfeit card he could not use it, not knowing the
PIN.

PIN Secrecy

In order for the PIN to serve its required function, it must be known to the
cardhoider, but to no one else. PIN secrecy is of the utmost importance.
If the financial institution wishes the cardholder to be responsible for any
compromise of his PIN, and.if a PIN is to be an effective signature substifute,
then the institution’s own handling of the PIN must be above reproach. It
must display to its cardholders extreme care in its PIN management proce-
dures. For example, if a cardholder is given the opportunity of selecting his
own PIN and is asked to write the PIN of his choice on the application form
containing information identifving him. he will quite Hkely realize that cer-
tain bank employees could ascertain his PIN from this form. This ¢annot
help but influence his own attitude toward the importance of PIN secrecy.
On the other hand, if he sees that the institution exercises extreme care 1o
insure that no bank employee can possibly learn his PIN, he will be impressed
with the importance of PIN secrecy on his own part.

Some financial institutions tend to view PIN secrecy on a cost-effective
basis. That is, they attempt to compare the cost of a certain degree of PIN
security with the cost of the fraud losses that might otherwise occur. This is
not really a valid comparison, because the impact of fraud due to the com-
promise of PIN secrecy greatly transcends the actual dollars fost. The most
catastrophic type of frand that can occur because PINs are compromised is
the production and use of counterfeit cards, causing the accounts of unsus-
pecting cardholders to be fraudulently debited. This is not known until the
carédholders find their accounts overdrawn or incorrect debits on their
monthly statemnents. Assuming that the fraud losses are not due to negligence
on the cardhoelders’ part, the institution must pay not only for the fraud but
also for the clerical costs involved in processing cardhoider complaints and
making restitution. Undoubtedly such fraud would become publicized, and
cardholders who had not actually experienced fraud but who could not
recall making certain transactions appearing on their statements would sus-
pect that they had been defrauded, and file complaints with the ins{ifution.
The institution would have no obvicus way of distinguishing valid complants
of fraud from invalid ones. As a result, some dishonest cardholders would
undoubtedly deny making certain of their transactions, knowing the institu-
tion c¢ould not prove them wrong. This secondary fraud could be of even
greater consequence than the primary fraud. However, the greatest impact
of fraud resulting from PIN compromise would probably be on customer
relations. A number of honest cardholders would hesitate to trust their funds
to such an institution any longer, and would move their accounts elsewhere.

MasterCard, Exh. 1022, p. 15



432 APPLYING CRYPTOGRAPHY

Thus, the net loss to an institution could be many times the loss directly due
to PIN compromise.

As electronic banking and other forms of EFT grow as a percentage of
total financial transactions, the importance of the PIN, and hence of PIN
secrecy, is expected to grow likewise. Only by stringent (though not neces-
sarily costly) security measures can a high degree of PIN secrecy be main-
tained.

The PIN in its clear (comprehensiblej form should never be transmitted
over communications lines, because these lines couid be tapped. The clear
: PIN should never reside, even momentarily, in any main frame or any data
L base, because a clever programimer or computer operator might devise some
' technique for ascertaining it. It should never be known to, or accessible by,
any empioyee of the institution, not even during the PIN issuing process.
(PIN mailers, if used, should be under strict dual control at all times 1o pre-
vent compromniise. }

As stringent as these security measures may be, they can be implemented
at modest cost and without noticeable impact upon banking operations,
Subsequent sections describe, in detail, security techniques and their imple-
mentation.

PIN Length

In order to achieve its intended purpose, the PIN must contain enough digits
so that a card finder. thief or counterfeiter would have little probability of
hitting the correct PIN by chance, if he simply guessed at values. On the
other hand it should not contain very many digits, or it will slow down the
EFT transaction time. Therefore it is recommended that the PIN be four,
five or six decimal digits in length. A four digit PIN allows ten thousand
unique PINs. The criminal has no way of knowing which of these is the
correct PIN value for any given stolen or counterfeit card in his possession.
Assuming that the number of consecutfive incorrect PIN entry attempts per
card is limited to a small number (e.g.. ten or less}). assuming that only one
PIN value is usable with any given card, and assuming a best case situation
from a card counterfeiter’s point of view, namely, an unlimited supply of
counterfeit cards (thousands}, the unobserved exclusive use of an ATM for
hours on end, and no other special system checks to ascertain trial and error
PIN determination, he would still require more than forty continuous hours
of trial and error (assuming four tries per minute), and nearly one thousand
counterfeit cards, before he could determine the PIN for a single card. This
is believed to be an unfeasible fraud technique, so a four digit PIN appears
adequate. Of course this trial and error procedure would be ten or a hundred
times longer for a five or a six digit PIN.

It is assumed that in a properly designed EFT security system, it is impos-
sible for the card counterfeiter to construct an off-line system and use it for
trial and error PIN determination. That is, it is assumed that he can attempt
this frial and error method only on a terminal connected to the actual EFT
network. This assumption is not valid for certain EFT security techniques
that have been proposed. Were one of these technigues to be used, a PIN
length of six or fewer digits would be extremely non-secure,
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SECTION ONE: BASIC PiN CONCEPTS 433

Though there is no security disadvantage to having long PINs, there is a
practical disadvantage. The longer the PIN, the longer the time the cardholder
will require to enter it., and the greater the probability of an entry requiring
a repeal. The latter is of special concern in an interchange environment
where the PIN must be sent to the card issuer for validation. Several seconds
or more could elapse before the cardholder began reenterng his PIN, During
this time the EFT terminal would be unavailable for other use, and in POS
environment, a clerk would aiso be kept waiting. In addition, there is the
delay and inconvenience to the cardholder. Thus long PINs, by increasing
the transaction time. are a detriment to the merchant, the cardholder and
the financial institution.?

Allowable PIN Entry Attempts

It is customary to place a limit on the number of consecutive incorrect PIN
entries a cardholder is allowed. This is done to further hinder fraudulent
PIN determination by trial and error. Though desirable, this is not as impor-
tant as it is perhaps believed to be, and would appear unnecessary for all but
four digit PINs. Determining a five digit PIN by trial and error would require
an average of fifty thousand atternpts without such a Himit, and this appears
unfeasible. If a Himit is imposed. it can be esther an absolute himit. or a daily
limit. An absolute limit gives the cardholder a specified number of attempts
to enfer his PIN correctly, regardless of the time span. After the allowable
atfempts have been exhausted. the card is considered invalid., A daily limit
restricts the cardholder to a specified number of consecutive incorrect
attempts i any one dav, but the cardholder starts with a “‘clean state” the
following dav. Only when the number of consecutive incorrect PIN entries
in any one day exceeds the HBmitis the card considered invalid. Of these two
approaches, the absolute limit appears preferable, since it more definitively
timits criminal attempts at trial and error PIN determination, The benefits
of this approach, for a four digit PIN, can be expressed quantitatively. If we
fet N represent the absolute number of conseculive incorrect PIN entries
allowed. where N is small {e.g., ten) relative 1o ten thousand, then the
criminal would have to make an average of about ten thousand tries for each
PIN he successfully determined. During this time he would have used up ten
thousand divided by N cards. That is, for every card’s PIN he successfully
determined, he would fail on ten thousand/N cards, Without any type of
limit, he would require only a single card, and an average of five thousand
trigs.

When the PIN is validated using the technique of the American Banking
Association PIN Verification Standard, the statistics are somewhat different
because this technique uses a “non-reversibly encrypted’™ PIN, which means
that more than one PIN can generally be used with a given card. With this
technique and an absolute limit, the criminal requires the average of five
thousand trials, and for every counterfeit card on which he succeeds he fails

31t is only fair 1o point out that. at the time of this writing. theye are differing opinions
as to what constitutes a reasonable and practicable PIN length. Current technology will
easily accommodate PINs of up to 16 digits.
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on 5.000/N. Without any type of limif he requires a single card and the
average of 3,679 tries.

The situation for a daily rather than an absolute limit is essentially the
same as in the no lmit case, except the criminal is restricted daily to one less
than the maximum number of artempts allowed. In this way the card is
never declared nvalid, and the criminal can make additional attempts the
next day. The intent is that long before he has made the five thousand (or
3,679 average) tries required, the legitimate cardholder will have noticed that
the card is missing., and report the loss. However, if the criminal is using a
counterfeit copy of the card. there is no loss to report.

If some tvpe of limit is imposed on incorrect PIN entries, then the ques-

tion is whether or not the card should be retained when this limit is reached.
In an off-line system, card retention may be necessary to prevent unautho-
rized card usage. However, as a general rule, it appears befter not to retain
the card if this can possibly be avoided. In an on-line system, the account
can be flagged as invalid in the data base, so there is no practical need to
retain the card. If the imposed lmit is a daily, card related limit, retaining
the card does not significantly affect the criminal who is attempting trial and
error PIN determination. He is well aware of the limit. and is careful to stay
i below if. The only effect of card retention at the limit is to reduce by one
the number of tries per card per day that can be made. On the other hand,
the cardholder is unaware of the card retention threat, and may keep trying
to remember his PIN until he has reached the retention threshold. Thus,
; retaining the card when this type of limit is used does not appear desirable,
1 unless required by off-line usage of the card.
' In summary, some limit on the number of consecutive incorrect PIN
entries seems desirable when four digit PINs are used, though unnecessary
when the PIN length is longer. This should not be an argument to use alonger
PIN, because four digits is, in many ways, the optimum PIN length. With a
four digit PIN, the first choice is to use a per card absolute limit, without
regard to time. A value in the range of three to ten would seem reasonable.
The second choice i$ to use a per card daily limit. in the range of three to
four. The third choice is no limit, This choice introduces some risk, however,
this risk is not significant, since it would require the average of fifteen o
twenty hours of trial and error at an ATM (assuming the ATM allows four
irtes per minute) for each four digit PIN thus determined. Finally, retaining
the card (should the limit, of whatever type, be reached) appears undesirable,
unless there is no other method available for restricting future use of the
card.

PIN Issuance

There are two basic PIN issuance techniques. In the first; the financial institu-
tion determines what the PIN will be, and conveys it to the cardholder. In
the second, the cardholder determines what the PIN will be and conveys it
to the institution.

Bank Setected PIN

Again, the card issuing institution has two choices. The PIN can be crypto-
graphically derived from the account number, or it can be a random value,
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PIN Cryprographicallv Derived from the Account Number, 1n this case,
the account number is processed using a cryptographic algorithm so as to
produce a decimal value of the appropriate number of digits. With proper
generation techniques there is no discernible correlation between the derjved
PIN and the account number, and the PIN is completely unpredictable to
anyone who knows the account number but does not know the secret key
(defined in Section Three} used in the cryptographic process.

The advantage of this technique s that it eliminates the necessity for main-
faining any record of the PIN. When the PIN of reference is needed to vali-
date the PIN as entered by the (alleged) cardholder, it may be regenerated
by simply processing the same account number through the same crypto-
graphic process {utilizing the same secret cryptographic key). The main dis-
advantage of this technique is that the PIN cannot be changed unless the
account number is changed. If a cardholder fears that his PIN may have been
comproniised and requests a new PIN, the only wav 10 give him a new PIN
is to give ham a new account number, Another disadvantage is that the
cryptographic kev cannot be changed without changing every cardholder’s
PIN.

Random PIN. The use of a random number for the PIN overcomes the
disadvantage of having a PIN that is inherently linked to an account aumber
and to a specific cryptographic key. With the random number technique, the
card issuing institution generates, in a highlv secure manner, 2 random deci-
mal number that serves as the cardhoider's PIN. The disadvantage of this
technigue 1$ that the institution must maintain a record of the random PIN
it issued fo serve as the PIN of reference for subsequent validation of the
PIN as entered from EFT terminals. As indicated previously, it is unaccept-
able to store the PIN in its clear form. It must be encrypted, as described in
subsequent sections. The encrypted PIN may be (1) stored in the issuer’s
data base, (2) encoded on the magnetic stripe of the card, or (3} both.

Regardless of which technigue is chosen to generate a bank selected PIN,
it must be conveyed to the cardholder. This is normally accomplished by
means of a PIN mailer, a printed document containing the clear PIN. This
document must be printed under conditions of very high security, and dual
control throughout must be utilized to insure that no bank employee opens,
reads, or even closely examines such & mailer. The most secure PIN mailer 15
a multi-part sealed form with the PIN printing visible only inside the form.
(The form can then, if desired, be placed in a windowed envelope to hide
any impression which may have been made upon the top surface of the
form.}

The PIN and the associated cards should never be mailed together. Prefer-
ably, the PIN is mailed after the cardholder has signed & confirmation receipt
for the card.

it is recommended that bank selected PIN should be four digits (not five
or six) to simplify its memorization and lessen the probability that it will be
carried, in written form, with the card.

Cardholder Selected PIN

Many financial institutions, for reasons to he discussed later. prefer to have
the cardholder select his own PIN. In this case, a technique is required where
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the cardholder can convev his PIN 1o the institution. There are three such
technigues:

1. The PIN may be solicited by mail, with the selected PIN mailed back
1o the instifution,

2. The PIN may be entered by the cardholder viz a secure terminal located
at one of the institution’s offices.
3. The PIN may be selected when the potential cardholder visits the

issuer’s facility.
Consider each of these techniques:

PIN Solicited by Mail.  With this technigue the institution prepares a two
part form to be mailed to the cardholder. The first part contains the card-
holder's name and address, and serves only for mailing purposes. The second
! part contains a reference number and a place for the cardholder to write the
desired PIN. The cardholder is instructed to write only the PIN on the second
portion and mail it back to the institution in an opague envelope provided
for the purpose. The first part is to be discarded. The reference number bears
no discernible relationship to the cardholder’s account number, nor to any
other information that would identify the cardholder. Thus, a clerk at the
institution may open the returned envelope and manually enter the PIN and
the reference number inte a special security svstem. This system can. through
a cryptographic process, ascertain the account number from the reference
number, Then it passes the PIN, encrvpted, und the clear account number
{0 the institution’s EDP system. At no point in this process is the clear PIN
ever associated with the clear account number, nor with any other informa-
tion which would serve to identify the cardholder,

PIN Entered via a Secure Terminal.  Perhaps the simplest and best way for
a cardholder to convey his selected PIN to the financial institution is by
entering it via the PIN pad of & secure terminal. A secure terminal is one that
encrypts the PIN as soon as it is entered. Such a terminal operating in con-
junction with special cryptographic equipment at the institution’s EDP facil-
ity, provides an environment where the clear PIN is never thereafter available
{except within the securitv system),

With this method of cardholder PIN selection, safeguards must be imple-
mented to protect against someone who steals a card from the mail, imper-
sonates the legitimate cardholder in the PIN selection process, and then
draws against the legitimate cardholder’s funds. To guard against this, one or
more officials at the office where the terminal is located should be responsi-
ble for validating the cardholder’s identity. Such an official has a special PIN,
which he enters info the terminal just before the cardholder begins the PIN
selection process, provided the official is satisfied with the cardholder’s
identity. Only when the cardholder’s PIN is preceded by alegitimate official’s
PIN. is the cardholder’s PIN accepted.

Another approach to cardholder PIN selection at a secure terminal is to
assign the cardholder an initial PIN with a secure PIN mailer, then aliow the

MasterCard, Exh. 1022, p. 20



SECTION ONE: BASIC PIN CONCEPTS 437

cardholder to replace it with a PIN of his own choice. In this case, the card-
holder must first correctly enter the assigned PIN, then enter the PIN of his
choice. This procedure preciudes the necessity of a bank official authenti-
cating the cardholder. The fact that the cardholder knows the assigned PIN
is probably sufficient proof of identity.

Regardless of which cardholder authentication method 15 used, it s sug-
gested that the cardholder be required to enter the PIN identically two con-
secutive times. This is to prevent accidental errors in entering the selected
PIN.

PIN Selected ar the Issuer's Facility. Today, 2 large number of financial
institutions utilizing the cardholder selected PIN technique have the card-
holder select the PIN at the time he applies for the card. This is logistically
simpler than mailing PIN solicitation ferms. Furthermore, it allows the card
to be prepared immediately thereafter. even if the magnetic siripe is to con-
tain an encrypted version of the PIN. A widely used technique is to have the
cardholder write the PIN on the application. This is not a recommended
procedure, as certain bank employees would be able to relate the PIN to the
name, and then to the account number.

A secure technigue for cardholder PIN selection at the issuer’s facility uses
a prepared form, produced by a special security system. This is a sealed,
multi-part form, similar to that suggested previously for PIN mailers. On the
top layer the security system prints a clear reference number, and inside the
form (where it cannot be seen) it prints this number encrypted. There is no
discernible relationship between the clear and the encrypted versions of the
reference number, as they are related only via a crypiographic process
utilizing a secret kev known to no one.

The customer applyving for a card is given this sealed form. Privately, he
removes the inner portion of the form containing the encrypted reference
number, and on this portion writes the PIN of his choice. He writes nothing
else, places this portion of the form in an opague envelope and seals and
deposits it in a locked container provided for the purpose. The outer portion
of the form containing the clear reference number is submitted along with
the application. This clear reference number is enterad into the data base of
the instifution’s EDP system as a part of the application and becomes the
account number, or s associated with the account number as spoon as this
number is assigned. At some subsequent time, & bank emplovee enters the
encrypted reference number and the PIN into a special security system which
encrypts the PIN, decrypts the reference number, passing the result to the
institution’s EDP system. This system uses the clear reference number to
relate the encrypted PIN to the sccount number. At no point in this process
is the clear PIN associated with any data that identifies the cardholder.

If a secure terminal is available at the office where the customer makes
application for the card, another PIN selection procedure is possible. Under
this alternate technique. the application is assigned a number. This number
1s written on the application, and entered into the secure terminal. The
customer then enters the PIN of his choice into this terminal, via its PIN pad.
The PIN is encrypted at the secure terminal, and remains encrypted there-
after during transmission through, or storage in, communications or EDP
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equipment, The encrypted PIN will be related to the account number, when
the latter is assigned, via the application number.

Another issue concerning a cardholder selected PIN relates to the nature
of the PIN itself. Should it be a number or a word” It is often held that a
word is preferabie, being easier to remember than a number, Since PIN key-
boards have (or will have) letters (in the manner of a telephone) associated
with each digit, the entry of letters is as convenient as that of numbers.
However, the use of a single word for the PIN is not recommended. There
are simply not enough different words cardholders would be likelv to choose
to adequately preclude trial and error PIN determination. For example, one
could probably make a list of two hundred words, and have a reasonable
probability that any given cardholder would select a PIN from this list.

The recommended technique, where an alphabetic PIN is desired, is to
instruct the cardholder to select two unrelated words, using the first two
letters of each word to form his four character PIN. If a six character PIN
is desired. the first three letters of each word should be used.

When a numeric PIN is used, it is also advisable for cardholders to be given
instructions on how to select a PIN. For example, they should be instructed
not to select a telephone number that might be readily associated with them
{e.g., their own or that of a close relative or business associate). Similarly,
they should not select a date that might be readily associated with them
(e.g., birthday. anniversary of themselves or a close relative), nor any other
number closely assoclated with them (license number, social security num-
ber). These admonitions are designed fo guard against the interception of &
card in the mail {or the theft or counterfeiting of a card), and determination
of the associated PIN by trial and error using readily available information
about the cardholder. (While this fraud threat is certainly possible, it is not
considered to be a major one.)

Comparison of Bank Selected PIN and Cardholider Selected PIN

There 1s considerable difference of opinion among financial institutions as to
which method of PIN selection is preferable. Operational simplicity {avors
the institution specifyving the PIN. PIN mailers can be printed in an auto-
matic fashion at a very rapid rate. When the PIN is selected by the card-
hoider. however, each PIN must be individually entered into the system.
This is a manual and time consuming procedure with some cost consequences
for the financial institution, uniess the cardholder can perform the entry
without manual assistance.

The advantage of having the cardholders select their PINs is that they will
more easily remember such PINs, and be less inclined to write them some-
place where they might be associated with their cards. The disadvantage, in
addition to the above indicated cost consideration, is that the cardholders
may tend to select values which might be surmised. despite admonitions to
the contrary. Another factor favoring the cardholder selected PIN is customer
relations. It is, presumably, less onerous for customers o memorzie a value
they have selected, then one that has been imposed on them.

The recommended approach for PIN selection is one whereby the financial
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institution issues a PIN to the cardholder with the option of selecting an
alternate value. This alternate value is selected, desirably, via a secure termi-
nal with the bank issued value authenticating the cardholder for the PIN
change procedure. The bank selected initial value, which most cardholders
will probably elect to use as their permanent PIN, should be four digits long,
whereas the cardholder might be allowed to select a four, five. or six digit
vahue, depending upon his personal preference.

In many situations it 18 not feasible to give the cardholder a PIN with the
option of changing it. This can be true if the PIN, in an encrypted form, is
to be encoded on the card. In such a case the recommended procedure would
be for the bank fo issue the cardholder a four digit PIN, or else use the
previously discussed technique of PIN selection at the time of application.
Though the latter may be viewed as somewhat preferable, the former appears
acceptable, and is logistically much simpler.

Regardiess of the PIN selection technique chosen, the cardholder should
be advised of the importance of the PIN and PIN secrecy. The cardholder
shouid be warned against recording the PIN value where it might be located
by a finder or thief of the card.

The Forgotten PiN

Regardless of how the PINs are conveyed to the cardholders. it is possible
they will forget the PINs. When this happens. there are three possible courses
of action for a financial institution.

Send the cardholder a PIN mailer advising him of the {orgotten PIN,
2. Send the cardholder & completely new PIN.

3. Allow the cardholder to select a new PIN.

From a human factors point of view, the most desirable procedure is proba-
bly the first and the least desirable alternative is the second. It is a psycho-
togical fact that it is easier to rememorize something than to memorize some-
thing completely new. Thus, sending a PIN mailer reminding the cardholder
of the original PIN is the preferred technique, even if the cardholder had
originally selected the PIN. (Once the cardholder sees the PIN, he will most
likely recall why it was selected, and this will reinforce it in the cardholder’s
mind all the more.) Sending a completely new bank selected PIN is not
recommended. If the cardholder could not remember the initial PIN, there
is little reason to believe he will remember a different one. Finally, allowing
the cardholder to select another PIN is probably acceptable, but less desir-
able than reminding him of the PIN already selected. Of course, when the
PIN in encrypted form has been encoded on the magnetic stripe of the card,
the financial instifution has no choice but to advise the cardholder of the
original PIN, unless the card is to be reissued when the new PIN is chosen.

A PIN mailer, advising the cardholder of a forgotten PIN, must be printed
under rigid physical security to prevent bank emplovees from opening the
mailer.
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PIN Validation for Local Transactions

Local transaction refers 1o a transaction in which the institution that issued
the card also conirels the terminal. By contrast, an interchange transaction
is one In which the terminal is controlled by an institution other than the
card issuing one. For a Jocal transaction, there are twa possible techniques
for PIN velidation, on-line and off-line.

Gn-Line PIN Validation

Ondine validation refers 1o PIN validation at the institution’s EDP facility,
whereas off-line PIN validation refers to PIN validation in the terminal itself.
On-line PIN validation s possible only when the terminal in guestion is on-
line to the institution’s EDP system (i.e.. communicating with an operational
EDP gystem).

In any PIN validation procedure, the PIN as entered by the cardholder is
compared against the PIN of reference as recorded by the financial institu-
tion. There are three possibie technigues for obtaining the PIN of reference.
First, it may be stored in encrypted form in the data base of the financial
institution. In this case either the encrypted PIN of reference is decrvpted
and compared with the clear PIN as entered, or else the PIN as entered 1s
encrypted using the same procedure and kev as was the PIN of reference,
and the two encrypted values are then compared. Second, it may be recorded
in encrypted form on the magnetic stripe. Again, either the encrypted PIN
of reference is decrypted and compared to the clear cardholder-entered PIN,
or else the cardholder-entered PIN is encrypted and compared against the
encrypied PIN of reference. Finally, it may be a cryptographic function of
the account number, obtained by employing the account number with a
cryplographic process.

Encryppred PIN from Data Base. In ihis approach, the PIN must be en-
crypted at the terminal, then transmitted to the institution’s EDP system
along with the other elements of the transaction. Using the account number,
the EDP system locates. in its data base, the encrypted PIN for this account.
Special security equipment is then (desirably) used to decrypt both the PIN
of reference from the datz base, and the PIN entered by the cardholder from
the terminal. These two decrypted versions of the PIN are compared. and an
indication is sent to the EDP system as to whether or not they agree, If the
two versions agree, the cardholder entered the correct PIN, and is presumed
to be a legitimate user of the card.

Alternately, the PIN as entered by the cardholder 1s decrypted, then imme-
diately reencrypted using the same key and in the same manner as is the PIN
or reference. These two encrypted versions of the PIN are then compared.

Encrypred PIN from the Card. In this approach, the cardholder’s PIN is
encrypted at the terminal and transmitted, along with the other elements of
the transaction, to the EDP svstem. Included in this transaction data are the
contents of the card’s magnetic stripe. One of the fields in the stripe contains
the encrypted PIN of reference. These two encrypied verions of the PIN, the
PIN entered by the curdholder and the PIN of reference from the magnetic
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stripe. are passed (desirably) from the EDP system to special security equip-
ment which performs appropriate cryptographic operations and then com-
pares both versions as described above. Note. the PIN of reference is encrypted
utilizing the account number (which must be passed to the security equip-
ment before it can decrypt this version of the PINY so that if two cardholders
have identical clear PINs, their encrypted PIN will he different.

PIN a Cryprographic Function of the Accoun’ Number.  As before, the
PIN entered by the cardholder is encrvpted at the terminal and transmitted
to the EDP system, along with the other elements of the transaction. Then
the EDP system (desirably) tiansfers to special security equipment both the
encrypted PIN from the terminal and the account number. This security
equipment decrypts the encrypted PIN and cryptographically processes the
account number to penerate the PIN of reference. The two versions of the
PIN are then compared, as before.

Off-Line PIN Validation

When the PIN is validated within the terminal {or other 1omote facility) the
terminal (or facility} must have the means to compare the PIN of reference
with the PIN entered by the cardholder. Thus the PIN, in an encrypied form,
must be encoded on the card’s magnetic stripe. or the PIN must be a crypto-
graphic function of the account number. L. either case. the terminal must
have the crvptographic capability, as well as the necessary encrvption kevs.
to perform the required comparison. The terminal allows the transaction to
proceed only if the two versions of the PIN agree.

The use of off-iine PIN vahidation at other than a highly secure terminal
like an ATM (automated teller machine} is not recommended. Should &
terminal with off-line PIN vzlidation ever be compromised, and the secret
encryption keys stored within it ascertained by anvone intent on fraud, they
would be able to determine the correct PIN for any lost or stolen card issued
by that institution. Furthermore they could, with some additional sophistica-
tion, produce usable counterfeit copies of any or all of this mstitution’s
cards.

Today off-line PIN validation is widely used in ATMs. This enables the
ATM 1o perform most of its functions (excluding balance inguiryieven when
the ATM cannot communicate with the EDP system. This is a useful and
valid mode of operation, vet care must be taken, as indicated above, that the
secret cryptographic keys are always Kept highly secure.

PiN Validation for Interchange Traunzactions

At some future time it is anticipated that the on-line interchange of EFT
transactions will become as common as the present off-line interchange of
credit card transactions. 1t is anticipated that a combination of ATMs. POS
(point of sale) terminals, and POB {point of banking) terminals would be
included in a nationwide EFT network. Whenever cash is dispensed, the use
of a PIN will probably be required. Thus, PIN validation in interchange will
become, in the future, a matter of considerable importance.
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The use of PINs in interchange poses special security problems. This Is due
to the fact that the PIN is entered into a terminal under the control of one
institution, the acquirer, whereas the card was issued by another institution,
the issuer. Should the acquirer’s negligence allow the issuer’s PINs 1o be
ascertained Ly someone intent on fraud, the issuer would bear the fraud loss,
and there would be no obvious way of determining the identity of the negli-
gent institution because hundreds or thousands participate in a nationwide
interchange network.

To provide the highest possible protection for the PIN in an interchange
environment, several basic principles appear evident:

1. An acquirer should net be able to validate the PINs of other issuers.
Were every institution in an interchange network able to validate the
PINg of every other institution, the compromise of a single institution
could compromise every PIN of every other institution in the inter-
change network. This is an unacceptable risk. Therefore, cach issuer
must validate jtgs own PINs, though an issuer may delegate this respon-
sibility o someone else.

2. Clear PINs should not be allowed over any communications line nor in

the EDP system of any acquirer. If clear (intelligible) PINS were trans-
mitted over communications lines, these lines could be tapped and the
PINs ascertained. This would not only compromise the PINs of the
mnstitution whose lines were tapped. but those of every other institu-
tion whose cardholders used terminals of the institution in guestion.
Similarly, clear PINs should not be allowed in any acquirer’s or switch’s
EDP system, because some clever programmer or computer operator
might determine a technique for recording the PINs along with the
corresponding magnetic stripe information. Even though an issuer
might trust its own EDP svstem to store and/or process its own PINs
in @ secure manner, such an issuer would quite likely not similarly
trust the EDP systems of perhaps thousands of other institutions to
be similarly secure. Thus, the PIN should be encrypted at ait times as
1t traverses communications circuits and EDP systems from the termi-
nal where it was entered 1o the issuer’s facility.

Therefore to provide very high security:

1. Every PIN-using terminal in an EFT network should have an integral
encryption capability that is physically secure.

2. Every acquirer, as well as certain other nodes that a transaction may
traverse, should have a special, physically secure, cryptographic capa-
bility to translate the PIN from one cryptographic key to another, in
order neot to perform any cryptographic operations that might expose
clear PINs in a general purpose EDP system.

A “physically secure” cryptographic capability in the above context has a

very specific meaning if very high security is desired. The crypiographic
capability in question is enclosed. and if the enclosure is penetrated by any
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means, the cryptographic kevs stored within the enclosure are automatically
erased. If someone should penetrate the enclosure in an attempt to commit
fraud, the cryptographic capability would be rendered inoperative (because
it can no longer decrypt PINs) and all the information that could possibly be
used to commit the intended frand would be destroyed,

In order to assure PIN security at all points in the interchange process, it
appears that PIN validation in interchange should operate as follows if very
high security is desired:

1. PIN is encrypted at the entry terminal, using a secret cryptographic
key. The encrypted PIN is then transmitted to the acquirer's EDP
system, along with other transaction elements.

2. The acquirer’s EDP system routes the encrypted PIN to special security
equipment, a security module. Within this phvsically secure module
the PIN is decrypted using the cryptographic key of the terminal. and
is mmmediately reencrypted with a cryptographic key used for inter-
change. The PIN, thus encrypted, i returned 1o the acquirer’'s EDP
system, 1t 1s then routed to the issuer’'s EDP system via normal com-
munications channels.

[F%)

The issuer also has a security module, and the PIN from the inter
change transaction is routed to this module where it is decrypted, then
validated, using any one of the three techniques previously discussed
for on-line, local PIN vahdation.

Although use of the above suggested hardware module provides very high
security for PINs in interchange, this degree of security may exceed that
which will actually be required by Interbank rules. Main frame soffware may
be acceptabie for the decryption and the reencryption of such PINs, especially
in the initial steps of nationwide interchange.

The above discussion of interchange applies primarily to the eventual
nationwide interchange between hundreds or even thousands of financial
institutions. Regional interchange among approximately a dozen institutions
is quite likelv at an earlier date, and might not operate in conformity to the
relatively rigid PIN security principles indicated above. For example, off-line
PIN validation within ATMs might be possible in regional interchange. pro-
vided all participants clearly understand that the compromise of any one of
these shared ATMs could compromise every PIN of every participant. Basi-
cally, in regional interchange of this sort, the various institutions trust one
another in a way that would not be realistic when interchanging with hun-
dreds or thousands of institutions across the country.

Conclusions

PINs are an essential ingredient of any EFT sysiem, serving as the card-
holder's electronic signature to authenticate his right of access to his account.
To serve this purpose, the PIN must be kept secret and must be known by
no person other than the cardholder. PINg should be from four to six digits
in length, long enough to preclude trial and error PIN determination. but not
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so long as to impede transaction time. When four digit PINs are used, some
limit on the number of PIN entry trials is desirable, though it is preferable
not to retain the card if this limit is exceeded.

The PIN may either be determined by the institution or selected by the
cardholder. There are advantages and disadvantages to each approach, but
techniques exist to implement either approach in a secure manner so that no
one can determine cardholder PINs. Secure techniques are aiso available to
advise a cardholder of his PIN should he forget it.

A cardholder’s PIN is validated by comparing his PIN as ¢ntered via an
EFT terminal with his PIN of reference. This comparison may be either on-
line at the institution’s EDP center, or off-line within the EFT terminal itself.
On-line PIN validation can be implemented more securely than off-line
validation by the use of special security equipment at the institution’s EDP
center, However, in many cases off-line PIN validation is a necessity, to
permit off-line operation of ATMs, for example.

In the forthcoming nationwide interchange of EFT transactions, the PIN
cannot be validated off-line in the terminal, but must be transmitted securely
to the facility of the issuer (or some institution serving on behalf of the
issuer) for validation. Specific security requirements must be placed on
acquirers and switches in an interchange environment to insure that an
issuer’s PINs are not compromised by negligence on the part of another
institution.

SECTION TWO: EFT FRAUD THREATS

The preceding section considered general PIN management concepts, and
dealt with most of the issues faced by a financial Institution that wishes PINs
to be used with its debit or credit cards. Insofar as possible, this discussion
has been nontechnical, and has avoided the detailed discussion of how
security technigues can be implemented.

The remaining sections consider in detail the technical aspects of PIN
management, as well as other aspects of EFT securitv. These sections are
ntended for those who wish 10 pursue the subject in greater detail, espe-
clally those who are concerned with the design of systems and equipment
to be used in an EFT environment, and those who wish to evaluate different
equipment designs. This present section serves as an introduction to this
detailed technical discussion by considering the general fraud threats against
which an EFT systern must be protecied.

Major LFT fraud is not expected to become a significant risk until a
nationwide system for the interchange of EFT transactions is in operation.
The relatively small scale of most of today’s EFT systems, and the diversity
between such systems, tends to discourage fraud. Considerable study and
development effort would be required to compromise any one EFT system.
Even if such a system were compromised, it would most likely be shut down
and/or s security techniques upgraded, long before the criminal had re-
couped his investment in fraud technology. Though the shutdown of an EFT
system would be a mild catastrophe for the institutions involved, it would be
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preferable to sustaining a substantial fraud loss since EFT 1s currently more
of a convenience (e.g.. ATMs as a source of after hours cash) than a necessity.
Thus, the potential payoff in compromising an EFT system today would not
appear to justify the investment in fraud technology which it would require.

When the nationwide interchange of EFT transactions becomes well estab-
lished, however, EFT will become a tempting target for a concerted fraud
effort. Such a nationwide network will, of necessity, use standardized security
techniques throughout. Thus, if organized crime could develop the fraud
technology to defeat these techniques, it could be applied against financial
mstitutions all across the country. Furthermore, by this time EFT will be
well entrenched. with many thousands of supposedly secure terminals, so
the retrofitting of these ferminals to counter the exploited vulnerability
would be almost prohibitively expensive. and impose nearly insurmountable
fransition problems. By this time EFT could well have become a major pay-
ment system, comparable to checks and credit cards, so shutting down such
a system would be virtually unthinkable. Thus, the situation faced by the
banking industry would be similar to, though far more serious than, the one
faced by the telephone company when Blue Boxes (electronic devices used
to make unbillable long distance calls) were {irst developed. If the banking
Industry were essentizlly defenseless againgt certain fraud threats, these
threats would become very attractive to potential perpetrators.

It should also be noted that much of the fraud loss in todav’s payment
system fe.g., bad checks) is bome by merchants. In an EFT svstem it would
be borne primarnly by financial institutions.

EFT Fraud Categories

There are three main types of fraud threat to which an EFT system might be
susceptible:

1. Fraudulent use of lost or stolen cards.
2. Production and use of counterfeit cards.

3. Manipulation of data.

The use of lost or stolen cards, assuming the PINs for them can be ascer-
tained, is probably the most obvious fraud threat. It requires no technological
sophistication (except whatever might be required to determine the associ-
ated PIN) and could enable funds to be withdrawn from the corresponding
accounts at ATMs or other EFT terminals. However, this exposure to fraud
is limited, in an on-line EFT system, to the time between the loss of a card
and the reporting of this loss by the cardholder.

The production and use of counterfeit cards i1s potentially a far more
serious fraud threat. In a nationwide EFT system. the flooding of the country
with manv thousands of counterfeit cards could have a potentially disastrous
effect. Unlike the losing or stealing of a card, which is likely to be promptly
reported, the use of a counterfeif version of a legitimate card would not be
detected until the legitimate cardholder examined his next statement or
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received noftification that his account was overdrawn. Thus, thousands of
unsuspecting cardholders would find funds missing from their accounts, an
obviously catastrophic occurrence. As indicated in Section One, not only
would the banking industry be faced with the resulting direct fraud loss, but,
once the fraud had become publicized, inadvertent claims of fraud, or out-
right fraudulent claims of fraud fcardholders wheo claim fraud because of
transactions they have honestly forgotten. and cardholders who claim fraud
knowing that they themselves withdrew the disputed funds) would without
doubt occur. This secondary fraud could result in even greater losses than
the original direct fraud. Perhaps most serious of all would be the loss of
customer good will, and customer confidence in the EFT system. Thus, mass
fraud of this type is clearly in a different class from the type which could
occur through the fraudulent use of actual issued cards.
5 The most difficult task in the production and use of counterfeit cards
would probably be determination of PINs and corresponding account num-
bers. The actual encoding of counterfeit cards would not appear to be
especially difficult, emploving either stolen or handmade card encoders, and
using either stolen card stock, plain bank cards, or reencoding expired cards.
1t should be noted that the same physical card could be reencoded and reused
for many different accounts.

The final threat, the manipulation of data, is perhaps the most sophisti-
cated fraud threat of all. In this threat. the EFT system is penetrated and
data are inserted or modified in real time. For example, funds may be with-
drawn without any account being debited, or with the wrong account being
debited. Similarly, credits may be routed into the incorrect account, or
credits spuriously originated when no actual deposit or return of merchandise
tock place. This subject will be considered in greater detail under “Active
Fraud Threats.”

Fraud techniques can be categorized as either passive or active. Passive
techniques are those which simply ascertain information, presumably to
enable the subsequent use of lost or stolen cards, or the production and use
of counterfeit cards. Active techniques. in contrast. modify or insert data.
as indicated above.

Passive Fraud Threats

In erder to use lost or stolen cards or to produce and use counterfeit cards
at PIN-using EFT terminals, it is necessary to learn PINs and associated
account numbers. In the absence of appropriate security safeguards, an
identifiable cardholder’s PIN might be subject to determination {or possible
fraudulent use by

1. The card issuing institution.
2. The PIN delivery system.

3. The cardholder himself,

4. The EFT system.
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The following discussion considers each of these, then briefly evaluates the
relative risks invoived.

The Card Issuing Institution

Improper PIN management and PIN issuing fechniques on the part of the card
issuing institution can expose the PIN to possible determination. There is a
risk of this tyvpe of exposure whenever even one member of the institution’s
staff:

1. Has the opportunity to see or access any cardholder’s PIN.

2. Has the ability to change cardholder PINs (enabling him to change

PINs to values known by him).

Is in a position to authorize others to access or change cardholder

PINs,

4. Has the capability to ascertain the cryptographic keys used to protect
or derive cardholder PINs, or to enable others to ascertain these keys.

[

Another area of possible risk within the card issuing institution is the method
used to generate cardholder PINs, An improper PIN generation technigue
might enable information about some or all PINs to be determined from
obtainable data.

The Delivery System

The technique used to convey the PIN to the cardholder when the institu-
tion selects the PIN, or to the institution when the cardholder makes the
selection, is a possible area of PIN compromise. For exampie, if PINs are
sent to cardholders via PIN mailers, there is the possibility that someone
might ascerfain PINs from these mailers. Risk exists whenever the PIN.
together with cardholder identifving information, is conveyed via non-secure
channels,

The Cardholder

Careless or improper actions on the part of the cardholder could cause his
PIN to be compromised. For example he might:

1. Fail to destroy or secure the PIN mailer. The cardholder might allow
his PIN mailer to fall into unauthorized hands.

2. Record the PIN. The cardholder might write the PIN on the card, or
in some other place where it could be found and associated with the
card,

3. Divulge the PIN. He might tell his PIN to others, who in turn. could
allow it to be compromised. Similarly, he might be tricked into giving
his PIN fo someone purporting to have the authority to receive it.

4. Allow the PIN to be observed. He might allow his PIN to be observed
as he enters it into the EFT terminal.
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5. Make a poor PIN selection. If the cardholder himself selects his PIN,
he might select a value which could be surmised.
The EFT System
The EFT system itself could be vulnerable to PIN compromise if it does not

include adequate security techniques.

1. Wire tapping. If PINs are unencrypted or improperty encrypted. they
could be ascertained from taps on appropriate communications lines.

[ )

Computer tapping. I{ PINs in their unencrypted form exist within a
general purpose EDP system even momentarily (perhaps while being
decrypied and then reencrypted), the computer software could be
surreptitiously modified to cause PINs and corresponding cardholder
identifying information to be recorded or otherwise divulged. Simi-
larly, if the cryptographic kevs used to encrypt PINs are available
within such a system. these keys could be subject to compromise,
which would then allow the PINg encrypted under them to be deter-
mined. These problems are especially crincal in an interchange envi-
ronment where one institution’s PINs pass through EDP systems of
switches and other institutions over which 1t has no control.

L)

Terminal tapping. If PIN-using terminals without adequate safeguards

are used in 2 non-secure environment (e.g., point of sale). it would be

possible to tap the PIN pad and the magnetic stripe reader, and thus
ascertain PINg and corresponding cardholder identifving information.

4. Fake equipment. In a non-=secure environment without specialized
safeguards, it might be possible to place fake equipment to record
PINs. For example, a PIN pad could be installed with a non-PIN using
terminat. This PIN pad would go only to a recorder, which would
operate in conjunciion with a tap in the terminal itself or on the com-
munications line for recording magnetic stripe information.

5. Trial and error PIN determination. If the number of consccutively
invalid PIN entry attempts is not appropriately imited. trial and error
PIN determination might be possible using the actual EFT system,
especially if the finder or counterfeiter of the card had some insight
into which PIN values were most likely. Furthermore, PIN determina-
tion by exhaustion could be quite feasible if the card finder or counter-
feiter could employ some off-line simulation of the EFT system to
make and evaluate PIN trials automatically.

6. Compromise of cryptographic kevs. If it is possible to ascertain any of

the cryptographic kevs used 1o encrvpt PINs as they traverse the EFT

system: such keys could then be used to decrvpt. and thus reveal, the

PiNs encrypted under them.

Relative Risks

It appears impossible to develop any type of payment system which com-
pletely eliminates all fraud nsks. In an EFT system. special attention must be
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paid to those risks which could result in mass fraud. especially the flooding
of the country with many {housands of counterfeit cards. Less concern need
be focused on those risks which expose only an occasional, specific account.

Though the most difficult risks 10 counter are those which involve card-
holder negligence in the handling of his own PIN, these risks are not of
extreme concern. Such risks do not appear to be a source for mass fraud, and
furthermore it appears that cardholders can be instructed to treat their PINs
with appropriate care.

The greatest fraud risks appear to be in the issuing instifution. and in the
EFT system itself. Security weaknesses in these areas could result in the
compromise of thousands of PINs. For example, security weaknesses which
would allow PINs to be determined from an institution’s PIN management
fechnigues, or by wirefapping, terminal tapping, or computer tapping the
EET system itseif, would appear to pose very great risks. A security weak-
ness cannot be discounted simply because a considerable investment would
be required to exploit it. In a nationwide EFT system, the fraudulent payoff
from such an investment could be tremendous.

Finally, it should be noted that, once a large-scale nationwide EFT system
is in operation, upgrading ifs security features could be an almost impossibly
difficult task because of the standardization and cost inherent in such a sys-
tem. Thus the system cannot necessarily take advantage of advancing tech-
nology. The criminal, however, operates under no such handicap, and can
employ the latest technology in his efforts to defraud the system. Therefore
an EFT security systeny must be carefully designed at its inception, with this
realization in mind.

Active Fraud Threats

Active fraud threats, the manipulation or insertion of data in real lime,
require a high degree of technical sophistication. Nevertheless, the continuing
advance of computer and electronic technology will make the required tech-
nology increasingly available. The two areas in an EFT system where such
technology might be appled are the communications lines and the EDP
systems,

Communications Lines

There are many ways in which transmitted data could be manipulated to
commit fraud in the absence of appropriate security safeguards. The amount
field, the transaction type, or the account identifier could be modified in
various ways to commit different types of fraud. However, the most likely
active {raud threat is probably the simulation of the response message from
2 host to a terminal, causing every transaction to be approved, but no account
to be debited. An ATM would be a likely candidate for this type of fraud.
The communications line from the ATM to the host would be found, and
microprocessor systemn would be placed in series with this line. To the host,
this system would look like an idle ATM. To the ATM, this system would
look iike the host. The criminal would then initiate a transaction from the
ATM. The transaction would be intercepted by his microprocessor and would
never reach the host. Instead, the microprocessor system would respond to
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the ATM with “transaction approved™ indication, causing the ATM to dis-
pense cash. This procedure would be repeated time after time until the ATM
had been depleted of cash.

There are a number of other ways in which such a microprocessor system
inserted in a communications line could be used to commit fraud. It could
be programmed (o pass all fransactions unaltered except those for certain
specified account numbers. In the case of these accounts, it would modify
the message from the terminal fo the host then modify the response from
host to terminal in the inverse manner. For example, an ATM dispense cash
request for $150 might be reduced 1o $10 by the microprocessor, so the
account in question would be debited by only this latter amount. The
: amount field in the approved response would then be changed from §10
| back to §150. Similarly, the amount of a credit {ransaction could be increased
or a debit transaction turned into a credit. Also it might be possible to cause
E transactions to be misdirected. The account number of a debit transaction

might be changed so that the wrong account was debited. Similarly, credit
transactions might be misdirected into accounts controlled by the criminal
Finally, it might be possible to introduce spurious credi{ transactions, or to
fraudulently replay previously valid credit transactions.

Another type of active wiretapping would be the substitution of one
encrypted PIN for another in an EFT system which encrvpted the PIN but
did not preclude such substitution. For example, a transaction including an
encrypted PIN could be recorded via a passive tap. A counterfeit version of
the associated card would be produced and then used at the same terminal
with a fictitious PIN. By means of active wirelapping, the encrypted fictitious
PIN would then be replaced by the previously recorded encrvpted true PIN,
causing the transaction 1o be accepted as valid by the issuer.

EDP Systems

The same types of active fraud which could be perpetrated via communica-
tons lines could also be perpetrated within the EDP systems, acquirer’s,
switch’s, and issuer’s, which the transaction traverses. This could be accom-
plished through surreptifious modifications of the CPU software, causing
data to be inserted or modified as suggested above. This type of computer
fraud would be especially attractive were transactions cryptographically
protected only over communications lines and not within EDP systems.
Other opportunities for active frand exist within the EDP system of the
issuer. For example, it might be possible to cause debits against accounts
controiled by the criminal to be applied against other accounts instead, with
the corresponding journal entries similarly adjusted. In a totally electronic
svstem without backup paper documents, this type of fraud could be quite
_ effective.
! : Another fraud scenario which might be perpetrated within an issuer’s
: facility is encrypted-PIN substitution. This scenario is possible, for example,
when an ATM encrypts the PIN under the PIN KEY {a key shared by all of
the institutions’ ATMs), then transmits this encrypted PIN to the EDP sys-
em for comparison against an identically encrypted PIN of reference in the
data base. The criminal would make a counterfeit version of a valid card,
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then use this card at an ATM with a PIN of his own choosing. The trans-
action would, of course, be rejected (invalid PIN). However, the c¢riminal
would have an accomplice, a skilled programmer at the bank’s EDP facility,
who would record the criminal’s PIN in ity encrypied form. At some later
time the programmer accomplice would replace the encrypted PIN of refer-
ence in the data base with the criminal’s encrvpted PIN. Thereafter, the
criminal could withdraw funds at will from this account. because his PIN
would have become the PIN of reference for this account in the data base.

Fraud and Liability

In an interchange environment, the possibility of fraud brings with it the
obvious question of which institution is lable in the event that fraud does
occur, The concept of Hability is that a negligent party must pay any losses
which other parties incur because of this negligence., Although liability may
be viewed primarily as a legal issue rather than a technological one, liability
can be established only if the party responsible for the fraud can be deter-
mined. Since technology is generally required to make this determination,
the security techniques used in an EFT mterchange environment serve not
only to counter anticipated fraud threats, but also to provide a basis for
establishing lability in the event of {fraud.

Considering first the use of lost or stolen cards and the production and
use of counterfeit cards, the lability would appear 1o rest with the card
issuer for all transactions in which PINs are used. The main prerequisite for
this type of fraud is the ability to ascertain PINs for known accounts. This
is most likely 1o occur in the issuer’s PIN management system, PIN distri-
bution system, or as a result of negligence on the part of the cardholders.
Since it is impossible for an interchange system to oversee all these aspects
of an issuer's internal operations. the interchange system has little choice
but o assume that, if PINs are compromised, the issuer is responsible. The
result of the above assumption is that the PINs must be exiremely well pro-
tected in the interchange environment. Were PINg to be compromised in
interchange, it would be virtually impossible to establish responsibility.
Thus, all aspects of interchange PIN handling must be made especially secure
if an ambiguous lability situation is to be avoided.

For example, it may evenmally become g fundamental principle of inter-
change that one institution’s clear text (unencrypted) PINs should never
exist, even momentarily within the general purpose EDP facility of any other
institution. Were this principle to be violated, a devious programmer at an
EDP system would be able to ascertain PINs in such large guantities that he
could pick and choose among them for fraudulent use so as to give little
evidence as to the location of compromise. In such a case many issuers would
experience fraud losses, perhaps substantial ones, because of 3 security com-
promise over which they had absolutely no control, and for which the guilty
party could not be determined.

Another fundamental principle of interchange would appear to be that an
institution’s PINs are validated only by the issuing institution itself, or by
an institution explicitly authorized to do so by the issuing institution. Inher-
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ent in the capability to validate PINs is the capability {o determine PINs.
{There are exceptions to this, but they require the use of very long PINs,
eight digits or more.) Thus, in an interchange environment in which every
acquirer has the capability to validate the PINs of every issuer, & one-time
compromise on the part of a single acquirer could compromise every PIN of
every issuer, and leave absolutely no residual evidence as to which acquirer
was at fault. Again, many institutions would suffer losses, perhaps very sub-
stantial, because of negligence on the part of an institution whose identity
could not be determined. Thus the interchange system must be designed to
prevent the negligence of one unidentifiable institution from resulting in loss
to other institutions.

Fortunately, it is essentially only the passive threats in an EFT interchange
environment which can result in losses to some institutions as a result of
untraceable negligence on the part of others. In the case of most active
threats it is possible fo pinpoint the guilty institution and make it financially
responsible. Therefore the countering of such active threats in an interchange
environment can be left up to the discretion of each participating institution.

In the case of two active threats it is impossible to distinguish negligence
on the acquirer’s part from negligence on the issuer’s part. The first such
threat is the substitution of a previously recorded PIN replayed as part of a
counterfeit transaction. There Is no apparent way to distinguish this fraud
threat, due to the acquirer’s negligence, from the use of a counterfeit card
with a PIN ascertained through negligence on the issuer’s part. Probably the
simplest resolution 1o this ambiguity is for the acquirer, who chooses not to
yse terminals which preciude the active version of this threat, to assume
liability unless it can be shown that it was the passive version of the threat
which occurred.

The other active threat 1s the fraudulent replay of a previously valid credit
transaction when this replay takes place between an issuer and an acquirer
who communicate directly. It would not always be possible to determine
whether the replayed message originated from the acquirer’s EDP system,
the issuer’s EDP system, or on the communications link between them. 11
appears that, in this case, the issuer must assume responsibilify for the fraud,
since he is better equipped to detect i, as will be shown subsequently.

In other situations it is not possibie to distinguish fictitious claims of fraud
on the part of dishonest cardholders, the issuer’s problem, from certain
active fraud threats for which the acquirer should be responsible. For exam-
ple, the fraudulent misdirecting of credits could, uniess precluded by appro-
priate security measures, occur because of an active wiretap on an acquirer’s
terminal. On the other hand, a cardhoider could claim a credit which he did
not receive, and produce a fictitious receipt to prove his claim. Since credits
! _ i interchange should be relatively rare (probably limited to the return of
( : merchandise), it is suggested that all terminals with a credit capability pro-
tect against this threat. In the absence of such protection. the acquirer should

assume liability unless it can be proven otherwise.

Another similarly ambiguous situation might be as follows: A cardholder
institutes a debit transaction for what he claims is $20, and has a receipt to
prove it. However, his account is debited for $200. The possibilities are
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(1) that the cardholder himself falsified the receipt and actually received the
$200, or {2) that active wiretapping of the acquirer’s terminal caused the
amount to be increased for transmission to the host, then correspondingly
decreased in the response message back to the terminal, with a teller or some
other acquirer’s employee pocketing the 3180 difference.

Fortunately the ambiguous active fraud threats are judged to be relatively
improbable. The most probable active threats are unambiguous. For example.
the previously suggested “draining” of an ATM (or other EFT terminal) by
cutting this terminal off from its host and giving an “approved’’ response 1o
every request, is clearly the acquirer’s liability. The use of active wiretapping
to decrease the amount of a debit as reported to the issuer is also clearly the
acquirer’s liabflity. Even when a ambiguous situation does exist, it is between
twao, or at most three potentially responsible parties. In the case of passive
fraug threats, it might be impossible to ascertain which one of & thousand or
more institutions was responsible for fraud.

Finally, the flooding of the country with tens of thousands of counterfeit
cards, the ultimate EFT catastrophe, 15 possible through passive, not active
threats. Thus, it appears acceptable o allow each participating member of an
interchange system to decide for ifseif the degree of protection against active
wiretapping which it considers cost effective between its terminals and EDP
systems. Whenever an instance of ambiguous fraud occurs (which should be
seldom), the associated lability can be stipulated in the Interbank rules.

Another aspect of fraud and Hability concerns a cardholder’s lability if
his PIN is compromised. Consumer protection legislation will make it in-
creasingly difficult for financial institutions to hold the cardholder financially
responsible for protection of his own PIN. However, an interchange system
which is extremely secure against passive fraud threats, coupied with a highly
secure PIN management system on the part of the issuing institution (in
which no employee of the institution knows any cardholder’s PIN, and all
PIN related operations are under strict dual control) can significantly reduce
the risk that lost, stolen, or counterfeit cards will be used other than as the
result of cardholder negligence. Furthermore, a well publicized, highly secure
PIN system should discourage cardholders, who would otherwise fraudulently
deny transactions they had in fact actually made (today’s main fraud threat),
and also convince cardholders to treat their PINg with considerable care.
If the precautions taken by the financial institution to prevent any of the
institution’s emplovees from learning any cardholder’s PINg are highly visible
to the cardholder, it cannot help but influence the cardholder’s own attitude
toward the importance of PIN secrecy. and may, in time, also affect the
judicial attitude toward the liability for PIN compromise.

Conclusions

Fraud is not expected to become a major problem for EFT until a nationwide
EFT interchange system 18 in operation. At this point the payoff for fraud
technology could be very great, and the result could be mass fraud of perhaps
catastrophic preportions. Potentially, the most serious fraud threat is the
production and use of counterfeit cards. and the widespread dissemination
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of large numbers of such cards could be truly disastrous. The use of lost and
stolen cards is a potential problem but the use of any sort of PIN system
could control this fraud threat. The remaining threat is the modification or
insertion of data in real time. Though a serious threat, it would not have
nearlv as devastating an effect as the massive use of counterfeit cards.

The two main tvpes of fraud threals are passive, the determination of
PiNs and corresponding account identities to enable the use of lost, stolen,
or counterfeit cards, and active, the fraudulent modification or insertion of
data in real time. Of these two, the passive is of greater concern in an inter-
change environment, not only because the passive threats could lead to mass
fraud in the form of counterfeit cards, but also because it would be virtually
impossible to ascertain the negligent party and thus establish lability for
such fraud. Active threats, though potentially serious, are not judged to be
catasirophic, and guite often can be traced back to the offending institution.

As a result, it is concluded that an EFT system should protect against
passive threats in all aspects of interchange. If very high security is desired,
it appears that an issuer’s clear PINs should not be allowed, even momen-
tarily. in any general purpose EDP equipment of an acquirer or switch but
rather than such clear PINs should be restricted to physically secure crypto-
graphic hardware where they, and the cryptographic keys used to encrypt
them, can be physically protected. By imposing stringent security require-
ments upon all acquirers and switches, it seems more reasonable to then
f place liability for anv use of lost, stolen, or counterfeit cards on the issuer,
any compromise of his cardholders’ PINs being assumed to result from negli-
fi gence on the part of the issuer or its cardholders.

A further conclusion is that protection against active fraud threats can be
left up to an acquirer’s discretion, provided he is willing to assume responsi-
bility for any such fraud against which he does not provide protection. How-
ever, it does appear desirable to protect transactions in interchange between
Institutions against these active threats.

Perhaps the most important conclusion of all is that fraud in a nationwide
interchange environment could eventually become a serious problem, if not a
2 major catastrophe. Thus. in planning for interchange, and during the evolu-

: tion toward it. careful provisions must be made to ensure that adeguate
security s indeed realized. Security must be an inherent characteristic of
EFT from the start. It cannot be added on after the fact.

SECTION THREE: PRINCIPLES OF FRAUD PREVENTION

Cryptography, The Tool for Fraud Prevention

Most of the techniques used to prevent fraud in an EFT system are based
upon the use of crvptography. Cryvptography involves encryption and de-
cryption. Encryption is the transformation of clear (comprehensible) data by
means of an algorithm (i.e., a defined procedure) and a secret number called
a key into a form called cipher, which bears no resemblance io the original,
clear data. Only someone else possessing the identical secret Key is able to
decrypt the transformed data and recreate its original clear form.
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The Interbank recommended encryption algorithm for use in EFT is the
Data Encryption Standard (DES). which 15 the cryptographic algorithum
sponsored by the National Bureau of Standards for data security. It is the
only publicly available algorithm which has been certified as highly secure by
the United States Government. DES is a block encryption fechnigue. That is,
given an input data block of 64 binary bits, & 56 bit secrel binary key, and
the encrypt command, the algorithm produces 64 cipher bits. These bits bear
no obvious relation to the input. It fact, a minor (i.e., one bity change in the
input produces & drastic change in the output. Given these 64 cipher bits,
the same 56 bit key. and the decrypt command, the algorithm produces the
original clear data,

Though inherently a binary, block encryption technique, DES can be
applied in various ways to implement virtually any desired type of encryption.

Preventing Passive Fraud Threats

As described in the preceding section. passive fraud threats are those which
enable the PIN for known accounts to be ascertained. As a result, the usge of
Tost. stolen, or counterfeit cards is possible. Given today’s technology. the
fraud threat can be virtually prevented by:

1. Insuring that the PIN is encrypted at all times except when within a
physically secure environment.

2. Insuring that the keys used to encrypt PINs are never available in
“clear” form except within phvsically secure environments.

{22

insurnng that physically secure environments, in which clear PINs and
clear PIN encrypting keys are found, are in fact secure against physical
compromise,

PIN Encryption

To be protected against compromise the PIN should be encrypted using DES
and a secret Key. Furthermore. the PIN should be encrypted as a function of
some quantity which varies from iransaction to transaction, or at least from
account to account. Were this not done, identical clear PINs encrypted under
the same kev would produce identical ciphers. This fact could be exploited
by & criminal, who would, for example. open ten accounts under fictitious
names. He would then know ten PINs and institute transactions from a spe-
cific EFT terminal against each of his ten accounts. He would also have
tapped the line from his terminal, and would record the encrypted PIN from
each of his ten transactions. Next he would use the tap to record transactions
from other cardholders. Whenever the encrypted PIN from one of these trans-
actions exactly matched the encrypted PIN from one of his accounts, he
would know that the clear PINs were identical. In an environment in which
most or all PINs are four digits, he would be able to ascertain the PIN for
approximately one account in a thousand which used this particular terminal.
For each of these cases, from other information in the recorded transaction,
he could determine the contents of the associated card’s magnetic stripe, and
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thus make a counterfeit copy of this card and use it to draw against the card-
holder’s funds.

One method of encrypting the PIN as a function of a varying quantity
{and thus preclude the above indicated fraud threat) is to concatenate the
clear PIN with a value six decimal digits or longer, which is:

.

A random or pseudorandom number,

2. A counter, which increments on each transaction, or

3. The least significant digits of the account number.

The result, which must be no more than 64 binary bits in length. is block
encrypted using DES and a secret key. The entire 64 bit resulting cipher thus
serves as the encrypted PIN for this transaction.

Other equally secure PIN encryption methods exist in which the encrypted
PIN is a decimal value of the same number of digits as the clear PIN.

Protaction of Cryptographic Keys

PINs should always be encrypted under secret 56 hit DES keys. Mamztaining
the secrecy of these keys 15 of the utmost importance, because if any such
key becomes compromised the PINs encrypted under it can be similarly
compromised. There are two problems associated with key secrecy. The first
is the generation and distribution of keys in such a way as to preclude com-
promise. This is cailed key management. and will be discussed subseguently.
The other, protection of the key while it is within the cryptographic device,
will be considered now.

Physical Protection of PINs and Cryptographic Keys

PINs and keys must be physically protected whenever they are in clear (unen-
crypted} form within cryptographic devices. (For high security, clear PINs
and keys should exist nowhere else.) The most effective solution to this
probiem appears to be the interlocking of the device’s enclosure. All of the
cryptographic logic is placed within g physically secure enclosure and tamper
detection circuitry, built into the enclosure, detects any attempt to gain
aceess to the internal circuitry of the device. The secret keys are interlocked
by means of these tamper circuifs so that any act of tampering causes the
keys to be erased.

The immediate erasure of the kevs obviously protects them from compro-
mise. Tapping of the device to ascertain future PINs is prevented also, because
opening the device to install the tap erases the secret keys and this renders
the device inoperative (e, unable to decrypt incoming PINs}). As a resuit,
the tap will not successfully caprure PINs.

In order to protect the PIN at its point of entry into the system, the PIN
kevboard must be a part of this protected enclosure. I it is, and if the enclo-
sure is properly protected via the above suggested interlocks, the terminal
tapping threat discussed in the preceding section is preciuded.
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Preventing Active Fraud Threats

Though passive fraud threats may be countered by simply protecting the PIN
from disciosure. countering active threats is more difficult, with different
countermeasures needed for different threats,

[Data Modification

Many active fraud threats involve the modification of data i real time. These
threats can be countered by either of two techniques, message encryption
or message authentication. Message encryption, asthe name implies, is simply
the encryption of all, or at least most, of the message which conveys the
transaction. This technigue has the advantage of providing privacy as well as
security. The disadvantage, however, is that the encrypted message cannot
be comprehended or processed by the EDP systems (acquirer’s, switch’s,
issuer’s) through which the transaction passes. Thus, the message must be
decrypted prior to being processed, but once decrypied, it loses iis crypto-
graphic protection, and therefore is susceptibie to fraudulent modification
within the EDP system.

Message authentication is a technique which produces cryptographic check
digits which are appended to the message. These digits are analogous to a
parity check or cvchic redundancy check, except that in this case the check
digits are cryptographically generated, using DES and 2 secret kev. These
digits, called the message authentication code or MAC, are generated by the
originator, appended to the transmitted message, and then checked by the
recipient, who also holds the same secref key used in the generation process.
Should anvone attempt 1o modify the message between the fime the MAC is
generated and the time it is checked, he would be detected. Not knowing the
secret key, he would be unable o generate the correct MAC for his modified
message. Similarly, no one can successfully introduce a spurious message
because he could not generate the proper MAC for this message.

The suggested technique for MAC generation is ag follows: The first 64
bits of that portion of the transaction to be protected are block encrypted
using DES and the secret key. Then the next 64 transaction bits 1o be thus
protected are Exclusive-ORed (modulo 1 added) with the just produced
cipher. The result is then block encrypted using the same key, producing a
new 64 bits of cipher. This procedure is continued until all critical trans-
action fields have been included. (The final data block will likely be less than
64 bits, so it is padded with zeros to make a full 64 bits prior to being
Exclusive-ORed with the just produced cipher.y Some subset of the final
cipher. at least six decimal digits or five hexadecimal digits, serves as the
MAC.

As a minimum, the following fields should be included in the MAC genera-
tion for a transaction request message:

1. Transaction type (debit, credit. efc. ).

(2=

Cardholder’s account number.
Amount,

(VS
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4. Transaction identification information {that information which
uniquely identifies a specific transaction {rom a parficular terminal).

in the case of a transaction response message, the equivalent fields plas the
response code (approved, disapproved) should be protected. Alternatively,
the MAC can be generated only if the transaction is approved, because no
known fraud threat could exploit an unprotected disapproved response
message.

Though the MAC appreoach does not provide privacy, its advantage over
message encryption is that the protected message s also intelligible, and thus
can be processed by EDP systems. With message encryption, the protection
is lost when the message is decrypted, so the message is protecied against
frauduient modifications only over communications lines but not within
EDP systems. Thus message authentication, by protecting the transaction
against fraudulent modifications both over communications lines and within
EDP systems, is the recommended approach.

As indicated in the preceding section, message authentication c¢an be
i optional within an acquirer’s own network, provided the acquirer is willing
i to assume any fraud loss which might result from the failure to protect
against any “active” fraud threats. However, it 15 recommended that all trans-
actions in interchange be protected against active fraud by means of message
authentication. If subsequent privacy legislation requires encryption, this can
be accomplished, for the interchange network, by using link encryption
devices, or by encrypting the six or so least significant digits of the account
number to conceal the cardholder’s identity.

Replay of Debit Authorization

Perhaps the most likely active fraud threat is the isolation of a terminal
{especially an ATM) from its host, giving tt an “approved” response to every
transaction request. Message authentication alone cannot necessarily solve
this problem, because it might be possible 10 record the “approved” response
to a valid transaction prior o isolating the unit, then mstitute identical
fraudulent transactions, and replay the previously recorded “approved”
response. This fraud threat can be countered only if there is something unique
about each transaction {even two transactions for the same amount against
the same account), and the transaction-approved response includes this
uniqueness, which s checked by the terminal. Furthermore, this unigque
characteristic must not be something which the criminal can duplicate. For
example. the terminal itsell can insert a sequence number into the transac-
tion request message. This same number is included in the transaction autho-
rization message back to the terminal protected under the MAC. The terminal
checks for agreement between the two values and authorizes the completion
of the transaction (e.g.. the dispensing of cash) only if the sent and received
sequence numbers are identical. Thus, it is impossible to replay the
“approved” response to a previous iransaction because the sequence number
is invalid for anv other transaction. Furthermore, the replay version cannot
be modified to include the current sequence number. because the MAC
would not check.
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For this approach to provide the required degree of protection, the se-
quence number should not repeat within the iife of the cryptographic key
used in the MAC generation. Alternately, it could be a random, rather than a
sequential value, provided it is truly unpredictable, and is at least six decimal
digits in length.

(Other approaches can provide the same effect. For example, if the terminal
kev is changed after every transaction, a MAC on the transaction authoriza-
tion message is unique 1o a given transaction.

Fraudulent Credits

The four fraud threats associated with credit transactions are:

Modified credits (amount field increased. or debit made info a credit).

2. Misdirected credits {account number modified),
3. Spurious credits (fotally fictitious credit transaction).
4. Fraudulent replay of previously valid credit transaction.

The first three fraud threats may be countered by the use of message authen-
tication. The use of MAC prevents undetected modifications in anyv critical
transaction field, and also prevents the ongination of fotally spurious trans-
actions. The fourth frand threat, however, is somewhat more difficult to
counter. Though message sequence numbers are commonly used to detect
duplicated messages. these numbers are not considered a part of the security
system and thus cannot be relied upon for fraud prevention purposes. That
15, they can only be checked in the presumably non-secure main frame, and
cannot be checked in special security equipment.

It appears that the responsibility for detecting replayed credits must rest
with the issuer. Under this approach, the issuer would be expected to check
the previous real time EFT credit transaction for the account in questiion and
verify that it had occurred earlier than the current credit transaction. (This
assumes that real time EFT credit transactions are stored in chronological
order and that the date/time field in every such credit transaction is pro-
tected by the fransaction’s MAC. The issuer could then Immediately detect
a replayved transaction.

1t should be noted that real time credits in a retail EFT system should be
relatively infrequent. Normal bank deposits are not real time because they
are subject to verification and to check clearances. The only expected real
time credits would result from the return of merchandise, a relativelv uncom-
mon occurrence, so placing the responsibility for detecting the replay of such
credits upon the issuer should not be an undue burden.

Encrypted PIN Substitution

Unless appropriately precluded. it would be possible for a criminal to record
an encrypted PIN as it leaves a terminal in a valid transaction, then, by active
wiretapping at a later time, replay this recorded encrvpted PIN as part of a
fraudulent transaction. This fraud threat is prevented by technigues which
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insure that the same PIN when encrypted by the same terminal on two or
more different occasions always produces a unique cipher each time. This
can be achieved by encrypting the PIN as a function of a variable quantity,
such as a terminal generated transaction sequence number (in addition to the
secret key). To be fully effective, this terminal should utilize message authen-
| tication for the transaction authorization message. This message should
- include the same variable quantity {e.g., the transaction sequence number}
which 1s used in the encryption of the PIN in the transaction request message.
Only if the variable quantity in the authorization message matches the one
the terminal used for PIN encryption in the request message, and only if the
authorization message 15 successfully authenticated by the terminal, does the
terminal complete the transaction. At the host end, PIN validation and
authentication of the authorization message should be performed as a single
operation in a physically secure environment, the message authentication
code for the authorization message being generated only if the cardholder
entered PIN is successfully validated.

If the above indicated procedures are followed, the criminal is prevented
from fraudulently replaying a previously recorded encrypted PIN. This PIN
would have been encrypted as a function of a previously used variable quan-
tity which could not be successfully reused.

Another technigue which can be used o prevent the substitution of the
encrypted cardholder entered PIN is key transformation. With this technique,
the terminal’s key is c¢hanged after every transaction. This is accomplished
by generating the new kev from the old key via a cryptographic procedure.
Since the key used io encrypt the PIN changes on each transaction, the
criminal 1s unable to successfully replay the encrypted PIN from a previous
transaction, To insure this completely, however, the authorization message
to the terminal must be authenticated using the current key.

Other fraud threats are possible if the criminal is able to substitute the
encrypted version of a2 PIN, which the criminal himself knows, for the card-
holder’s encrypted PIN of reference. Two techniques are required to precivde
this threat., First, the cardholder’s PIN must be encrypted as a function of
his account number. This prevents the criminal from substituting his en-
crvpted PIN of reference for that of the targeted cardholder. Second. the
PINs of reference must be encrypted under a cryptographic key never used
to encrypt cardholder entered PINs. This prevents the criminal from using
an invented PIN with & counterfeit card for the targeted account, then
replacing the PIN of reference for this account with the encrypted version of
the invented PIN.

It should be noted that the prevention of this fraud threaf requires that
the PIN of refersnce and the entered PIN both he decrypted (or that the
latter be decrvpted, then reencrypted like the former) before a comparison
is made since both are encrypted under different keys. This does not permit
4 commonly used PIN validation technique in which the encrypted card-
holder entered PIN is compared in a non-securé environment against a simi-
larly encrypted PIN of reference.
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Fraud Prevention in Interchange

The fruad threats associated with interchange are basically no different than
those already considered, namely, passive threats to ascertain PINs (for use
with lost, stolen or counterfeit cards), and active threats to modify or insert
datz in real time. Thus, the fraud prevention technigues considered above
apply to interchange just as much as to local operations. However, inter-
change poses a practical problem concerning the implementation of these
fraud prevention techrnigues, the necessity to translafe from one crvpto-
graphic key to another.

A typical interchange transaction begins when the cardholder enters his
PIN st some EFT terminal which also reads his card. At this point the PIN
must be encrypted in & key unique to this particular terminal,

Similarly. if message authentication is used, it must be based on a key, the
same or different, but still unique to this particular terminal. In an EFT sys-
tem with thousands or tens of thousands of encrypting EFT terminals, it is
not feasible, or even desirable. for every key of every acquirer’s terminal to
be known at every issuer’s facility. Thus. each acquirer must have the capa-
bility to franslate from the terminal’s key to an interchange key known
either by the issuer, or by the switch which serves the acquirer (in which case
the switch will make a second transiation into a key known to the issuer),
Furthermore, in the case of the PIN, this translation must take place under
conditions of very high security, desirably using special, physically protected,
cryptographic hardware. As indicated previously. it may eventually be con-
sidered unaccepiable for one institution’s clear PINs, or the clear keys used
to encrypt such PINs, 1o reside even momentarily in the general purpose EDP
equipment of any other institution. Thus, for high security. the acquirer
should not perform this transiation function of the PIN using CPU software,
but rather should use the above indicated physically secure hardware.

In the case of message authentication, however, this does not necessarily
apply. Since message authentication is optional on the acquirer’s part, he
mav use CPU software for MAC translation. However, in this case a com-
pletely different key must be used for MAC generation than is used for PIN
encryption or the clear PIN kev would exist in the acquirer’s CPU. Since the
acquirer may utilize special cryptographic hardware for PIN translation, it
is suggested that this same hardware be used for MAC translation as well.

Should an acguirer or a switch find an invalid incoming MAC while per-
forming MAC translation, it is considered acceptable for this institufion
simply to generate an invalid outgoing MAC. In this way, only the issuer,
who performs the final MAC chieck, need implement the error paths which
handle the invalid MAC situation.

Another acceptable technique is to superimpose the MAC on the encrypted
PIN and avoid an additional field to the message. This may be accomplished
by Exclusive-ORing the MAC and the encrypted PIN. Should the MAC not
check, the issuer finds a garbled PIN, and the PIN check fails. While this
technigue cannot distinguish between an invalid PIN and a modified meassage.
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this is of little consequence since the net result in either case is to disallow
the transaction.

It is assumed that the EFT system as a whole provides an adequate degree
of error control, so that the MAC 13 relied upon for fraud detection rather
than error defection. Since fraud attempts are expected to be virtually non-
existent because of the use of message authentication, there is virtually no
inefficiency in relaving a message with an invalid MAC all the way 1o the
issuer,

Returning again to a typical interchange transaction, the encrypted PIN is
transmitted from the EFT terminal, encrypted in this terminal’s secret key.
Optionally a MAC, to protect the critical message fields, 15 also included.
The transaction message, inctuding the encrypted PIN, and optionally the
MAC, reaches the acquirer’s facility. Here the above indicated cryptographic
transaction takes place. The PIN is decrypted using the terminal key, and
reencrvpted using an interchange key. If there is an incoming MAC, this too
is translated into the interchange kev. If there 1S no incoming NIA;C one is
generated.

The interchange key indicated above is either a bllateral key shared by the
issuer and the acquirer, or a key shared by the acquirer and his EFT switch.
in this latter case, the transaction goes to the switch where a second crypto-
graphic translation occurs, transiating the PIN and MAC from the key used
between switch and acquirer to that used between switch and issuer. The
message with this new encrypted PIN and MAC is then transmitted from
switch to issuer, where the MAC is checked and the PIN decrvpted and vali-
dated. If the transaction is approved by the issuer, a transaction authorization
message 1s sent from issuer to switch. This message is protecied by means of
a MAC using the key shared by switch and issuer. The switch, upon receiving
the transaction authorization message, translates it into the key used between
switch and acquirer, The MAC in this key reaches the acquirer. If the MAC
i valid, the appropriate authorization response is transmitted to the terminal
where the transaction originated, If this terminal expects a MAC with the
authorization message, such a MAC is generated, in the terminal key,

Countering the Fake Equipment Threat

Perhaps the most difficult fraud threat to counter is the fake equipment
threat, in which a dishonest merchant induces unsuspecting cardholders to
use EFT terminals with PIN pads which are fake. Either the entire terminal
1s fake, or a fake PIN pad is added to a non-PIN-using terminal. In either case
the PIN pad output goes to a recorder. as does the output of the magnetic
. stripe reader. From the information thus collected, the criminal is able to
v produce usable counterfeit cards. Fortunately, this fraud threat is considered
too blatant to be especially probable, but must be considered nevertheless.
This threat can be countered only with the help of the cardholders them-
seives, some of whom can be induced into cooperating by the offer of sub-
stantial rewards (but only after the fruad threat has actually materialized).
To enable the cardholders to detect that something is suspicious, a code
printed on the EFT receipt must indicate whether or not a PIN was used
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with the transaction in guestion. For example, a Transaction Proof Code
with a non-zero leading digit printted on the receipt, can indicate that & PIN
was used. If the leading digif is zero, a PIN was not used. Thus, an observant
cardholder who uses such a terminal with a PIN pad and finds the leading
digit of his Transaction Proof Code is zero, would know that he could receive
a reward for informing the financial institution of this fact without alerting
the merchant.

In a similar manner, an account-related sequence number, maintained by
the issuing institution and printed on the EFT receipt. would allow the alert
cardholder to immediately detect a totally fake terminal {which did not
communicate with his institution) because the sequence number printed on
the receipt would not be the number he was expecting.

It is possibie that the dishonest merchant could have a non-PIN ferminal
(with a fake PIN pad) modified so as to change, in real time, the leading
Transaction Proof Code digit from zero to some other value. However, the
Transaction Proof Code as recorded by the financial institution also prints
on the cardholder’s monthly statement. Thus, the alert cardholder would
also know that he could receive a reward for reporting discrepancies between
his EFT receipts and his statement (provided these discrepancies could be
confirmed by the institution). The totally fake terminal {which resulted in
no statement entry) and the ferminal which actively modified the Trans-
action Proof Code, would be discovered through such cardholder reports.
In an interchange environment with on-line EFT, it would be virtually
impossible for the dishonest merchant to predict just how scon after using
his fake equipment an alert cardholder would receive 3 statement and report
his suspicions, The dishonest merchant would be exposed to an unacceptably
high level of detection and therefore would not likely attempt this type of
fraud in the first place.

While many cardholders would either not understand, or ignore the above
suggested reward offers, a small number of intelligent and alert cardholders
should respond. Even these few should be sufficient to pinpoint such dis-
honest merchants relatively quickly.

Since this fraud threat is considered rather improbable by Interbank. little
attention need be paid at this time. Nevertheless, the possibility of the threat,
and the techniques for countering it, should be kept in mind.”

Conclusions

The two basic technigues used 1o provide security in an EFT environment
are PIN encryption and message authentication. PIN encryption prevents
passive fraud threats from ascertaining PINs, and thus precludes the use of
lost, stolen, and counterfeit cards. For PIN encryption to be effective, the
PIN must be physically protected evervwhere that it is not encrypted. Simi-
larly, the cryptographic kevs used to encrypt PINs must be protected. Inter-

? A fake equipment attack, which cannotl be defended against using the above mentioned
technique is described in Chapter 11 in the section entitled Threats to the Secrecy of a
Key Stored on a Magnetic Stripe Card.
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locking these keys with the cryptographic device's enclosure is one obvious
technigue for providing the required physical protection.

Message authentication insures message integrity, and prevents most active
fraud threats. A few active fraud threats, however, require specialized coun-
termeasures, as does the [ake equipment.

Interchange does not pose any unique fraud threats, but it does require a *
special cryptographic capability —translation from one cryptographic key to
another under conditions of very high security.

The above discussion has presented only the basic principles of fraud pre-
vention. The following section considers, in some detail. how these principles
can be effectively implemented, both in EDP facilities and in EFT terminals.
In addition, techniques for secure PIN management and key management
will be considered.

SECTION FOUR: IMPLEMENTATION OF FRAUD PREVENTION TECHNIQUES

Section Three considered the general principles which are recommended for
preventing fraud in EFT networks. This section will describe in further detail
how these principles can be applied. through the use of a “security module.”
In its preferred implementation, such g module is a physically secure hard-
ware device which serves as a peripheral to an EDP system. Potentially Jess
secure implementations are also possible, in which security module functions
are implemented in mainframe software. The implementation used by an
issuer for its own PINs is clearly its decision. The implementation used by an
acguirer in Interbank interchange may be dictated by future standards,
though it is presently premature to indicate what such standards wilt be.?

Suggested Characteristics of Hardware Security Module implementation

When very high security is desired. hardware implementation of the security
module is recommended. The previously mentioned Interbank security study
considered in detaill how such a hardware device could best be implemented.
The hardware implementation as suggested by this study 1s now considered.

The suggestied security module is a self-contained, physically secure, micro-
processor  controlled cryptographic device programmed to perform the
cryptographic functions which the EDP center of a financial institution
requires for its EFT operations. A securify module interfaces with the institu-
tion’s EDP system as a peripheral device. Information which requires crypto-
graphic processing is sent from the computer to the module, which almost
immediately sends back the results.

Each security module can be programmed to perform virtually any required
cryptographic function. These programs are writien to insure that the secret
ingredients in EFT operations, customer PINs and cryptographic keys, never
exist in a clear form outside the physically secure infernal circuitry of a
security module or of an EFT terminal’s cryptographic hardware. In effect,

“See Cryptographic PIN Security —Proposed ANS! Method, Appendix E.
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the security module takes from & non-secure EDP system all information
which must be kept secret to prevent EFT fraud, and concentrates it within
a dedicated module where it can be physically protected. Thus, the security
module trades computer security, which is now and may always be, elusive,
for physical security, which is well understood.

The suggested security module achieves its physical security by means of
both locks and interlock circuitry. The module is protected by two different
physical locks, requiring two different physical keys. This insures that the
module can be legitimately opened only under dual personnel control
Furthermore, whenever the module is opened, whether legitimately using the
two kevs or by force. interlock eireuitry causes all secret data stored within
the module (i.¢., the cryptographic keys) to be erased. If a ¢riminal breaks
into the module, the secref information contained therein will disappear as it
is forced open.

The suggested security module system consists of three madules, all elec-
trically and mechanically independent. but sharing a common cabinet. A
conventional termvinal serves as the kevboard and printer for the system. It is
connected to only one of the three modules at any given time, and serves 1o
perform certain subsequently described PIN and key management functions.®

Suggested Capabilities®

The main functions performed by the security module include PIN manage-
ment, PIN verification, PIN “translation’™ in interchange, key management,
and message authentication. These functions are based on the National
Bureau of Standard’s Data Encryption Standard (DES), although proprietary
algorithms can be supported as well.

For PIN management, the module can generate a random value for the
PIN. then encrypt this value for storage in the mainirame and/or forencoding
on the card’'s magnetic stripe as the “PIN offset” of the “PIN verification
field,” Alternately, the module can cryptographically derive the PIN from
the account number, In either case, the module can print the PIN mailer on
a dedicated printer. As a result, the unencrypted PIN is never known to any
person and is never present. even momentarily, in the mainframe. If the
institution prefers that cardholders select their own PINs, the moduie imple-
ments a system that never allows anyone within or outside the bank, except
the actual customer. to associate an unencrypted PIN with the corresponding
account number.

For PIN verification, the module decrypts a PIN which has been encrypted
by an EFT terminal. It then compares this customer-entered version of the
PIN with the “reference” version of the PIN using the technique appropriate
to the institution in question, which can be an encrypted PIN from the data

*The security module described here was developed and tested in prototype form by
Interbank Card Association under the name PINPACK (see also reference 21,

®The following six paragraphs are from Detapro Reporis on Bunking, Report No. B61-
§54-101, “Transaction Security Products Security Module” {3}, Copyright 1980 by
Datapro Research Corporation, Delran, New Jersey. All rights reserved. Reprints may be
obtained from Datapro Research Corporation.
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base, a “PIN offset” or “PIN verification field” from the card’s magnetic

stripe, or a PIN cryptographically derived from the account number. The

. module responds with a “valid” or “invalid™ indicatien, but in no case dis-

> closes the unencrypted PIN,

4 . For interchange use, the module can “‘translate” the PIN {and any other

1, data) from the cryptographic key and format used by the EFT terminal to

“J the cryptographic key and format used for interchange. When the module is

B used for this “translation” function. no unencrypted PiNs of any issuer are

ever present, even momentarily, within the mainframe of participating
institutions, where they might be subject to disclosure.

Al functions performed by the DES algorithmm are controlled by “keys.”
A security module is able 1o generate, control, maintain, and protect all kevs
associated with the user’s network. This includes terminal keys, data storage
kevs,” and interchange keys. Terminal kevs are used for encrypting and
decrypiing PINs and other data transmitted between a terminal and its host.
A module can generate terminal kevs and can support down-line key loading.
Data storage kevs protect sensitive data such as PINg stored in a user’s data
base. Interchange kKeys are used for transmitting data among various users
within a shared system.

The message authentication function performed by a module provides
protection against fraudulent modification of messages by crypiographically
protecting the text. This is accomplished by processing critical message fields
through the DES encryption algorithm. which generates a Message Authen-
tication Code (MAC) appended to the message by the originator and checked
by the recipient. Without knowledge of the key used in this process, anyone
attempting to modify the message fraudulently would be unable to do so
without detection.

PIN management refers to the technigues by which an institution issues,
stores, and validates customer PINs. Here the systemn provides several options.

Bank Selected Random PIN

The security module itself can generate PINs, then print a PIN mailer on its
own dedicated terminal printer. This just generated PIN is then encrvpted
under the PIN Master Key [PMK] and transmitted to the CPU for storage
in the EDP svstem’s data base, or, for encoding on the magnetic siripe of
the customer’s card,

Before the security module will print PIN mailers, if must be put into the
“authorized state.” To do this, each of two members of the instiwution’s
staff must enter a different secret code. Each had previously selected his
code. and neither knows the other’s code. 1f both of these codes are entered
correctly, the module enters the authonized state, and will print PIN mailers
when instructed to do so. If it is not in the authorized state it will respond
with an error indication to such an instruction. This would prevent unautho-
rized personnel from printing PIN mailers at a time when the security
module’s printer is not properly secured.

"Storage keys are equivalent 1o the master keys discussed below,
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PIN Cryptographically Derived from the Account Number

The securiiy module, using DES, can cryptographically derive a PIN from a
customer’s account number and issue the PIN fo this customer on a PIN
mailer as discussed above.

Customer-Sefected PIN

This may be accomplished by a mailed customer response, by a docurnent
given to the customer at the bank’s facility, or by having the customer enter
his PIN via a secure terminal.

To provide secure management for a customer mailed response, a PIN
solicitation document is prepared and mailed to the customer. The portion
to be returned, on which the customer writes his PIN, contains no customer
identifying information except a reference number. This reference number
is really an encrypted account number. intelligible only to the security
module. Someone who sees the returned portion of the mailer would be
unabie to relate the PIN to the account. A bank emplovee uses this returned
portion to enter the selected PIN and the reference number into the security
module. The module then decrvpts the reference number to determine the
account number and encrypts the PIN under the PIN Master Key [PMK].
This resulting information 1s then transferred to the CPU for storage in the
data base. At no point in this process is the clear PIN ever associated with
the clear account number.

A similar document can be used by those institutions which have the cus-
tomer choose his PIN at the time he applies for the account. Another tech-
nique whiclh can be used under some conditions is to have the customer
convey his PIN selection by entering it into a secure EFT terminal.

PIN Validation

The security module provides a number of different technigues for PIN
the PIN was issued and stored. In most of today’'s ATM systems the PIN is
validated by the ATM itself. In this case, the only role played by the security
module is the preparation, during the PIN issue process, of the encrypied
PIN or offset to be encoded on the magnetic stripe of the bank card used to
activate the ATM. (Many ATMs use this offset value in the PIN validation
process.) In an interchange environment, however, PIN validation must be
performed at the EDP system of the card issuing institution, or of some
other institution designated by the issuer to perform this function. {As
previously indicated. it would be non-secure to have the information needed
for the validation of one institution’s PINs available to all other institutions.}
In this type of environment, the customer’s PIN arrives from the EFT termi-
nal or the interchange network, encrypted under a terminal key [TK] or an
interchange key [IK] known only to the security module. The module
decrypts the customer entered PIN, and then determines the PIN of reference
for comparison purposes. In some institutions the security module deter-
mines this PIN of reference from the account number, or from data encoded
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on the bank card {(which was previously generated by the module during the
PIN issue process). in other institutions there is an encrypted PIN entry in
the data base for each account, and this entry is passed to the security module
along with the transaction. This entry was generated by the module itself
during the PIN issue process, and the security module alone holds the PIN

3 Master Kev [PMK] required to decrypt it. After obtaining the PIN of refer-

O ence and comparing it with the customer entered PIN, the security module
- f“ informs the EDP system of the comparison result, but does not, under any
& conditions, output the clear PIN.

Key Management

The preceding discussion has mentioned several types of keys: master keys,
terminal kevs. and interchange keys. The generation and management of
such keys is an important feature of a security module system.

Master kevs, of which there are perhaps fifteen in a security module, are
common among all the modules which serve & financial institution’s £EDP
facility. However, no two institutions share the same, or even similar, master
keys. Master kevs are used primarilv for encrypting terminal keys [TK1,
TKZ, .. .. . interchange keys [IK1, IK2,....]. and PINs. Interbank has
developed a special, highly secure Key Managemen?t Center for the generation
of master keys for use in Interbank interchange. The Interbank personnel
who operate this center do not have the capability to ascertain the kevs it
generates, These keys are conveyed from the center 1o the institution’s secu-
rity modules via electronic key transfer devices, so no printed record of the
keys is ever produced. Though these devices must be transported to the insti-
tution under dual controlled conditions of very high security. the use of two
independently conveyed devices for each set of keys means that both devices
would have to be compromised before any of the conveyed master keys
would be revealed.

The keys for an institution’s terminals are produced by that institution’s
security module. The module must first be placed in the authorized state as
described previously. Then the module, upon command from the EDP sys-
tem, generates a random value to use as the terminal Key. Ideally, this key is
transferred from the security module directly into an electronic key loading
device by which it is transported to the ferminal in question. Such devices,
several versions of which are in use today, prevent the person who loads the
key from ascertaining it. As an interim necessity, in the absence of the termi-
nal’s ability to mterface with such a device. the key mav be formed by the
addition of two or more sub-keys. each of which is separately prinied by
the security module’s printer, carried to the terminal, manually entered info
it, and then the printed record destroved. Desirably, the key is formed inside
the terminal as the sum of two values which are independently conveved
from the securily module to the terminal.

After the security module has generated a new terminal kev [TK]} and
transferred it to a key loading device (or to the printer) the module encrypts
the just generated key under its Terminal Master Key {TMK ]. and sends this
encrvpted value 1o the EDP system for storage. This eliminates the necessity
of internally storing a large number of terminal keys. Everv time a fransaction
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comes from a terminal, the EDP system finds the corresponding encrvpted
key in its data base and passes this to the security module along with the
transaction

Interchange keys are used between the security modules of different insti-
tutions to encrypt data in interchange. Such keys for use in Interbank inter-
change are generated by the Interbank Key Management Center. Usually
they are generated on a bilateral basis. two institutions (or an institution and
its EFT switch} sharing & common interchange key for fransactions between
them. The Interbank Key Management Center must first have conveved to
each institution a unique Interchange Master Key [IMK]. The center then
generates @ random value to serve as this bilateral interchange key [IK{. then
encrypts this interchange key under the Interchange Master Key of the f{irst
mstitution [IMK 1], then under the Interchange Master Key of the second
[IMK2]. Thus encrypted [Epgg, JK) and Epggs (IK), the interchange key
may be conveyed to each institution via non-secure means.

Note that the security module’s PIN management and key management
techniques are designed to enforce dual control over all critical manual opera-
tions. If the security module is implemented in the suggested physically
secure hardware, no cryptographic key can ever be ascertained by anvone,
and no PIN can be ascertained except by the customer to whom it is issued,
uniess there is fraudulent collusion between two explicitly trusted employees
of the institution.

MAC Generation®

Another security technigue provided by the security module is called message
authentication. Under this technique, the message is cryptographically pro-
cessed using a secret key. This process produces a residue, which is then
appended to the clear message. This residue, called the message authentica-
tion code or MAC, is generated by the originator and checked by the recipr-
ent. Should anvone attempt 1o modify such a message while in transit, he
would be unable to do so without detection. Not knowing the secret kKey
used in the authentication process. one would be unable to generafe the
MAC appropriate to the modified message. This technique i3 used primarily
to prevent messages from being fraudulently modified as they traverse non-
secure communications circuits and EDP systems. Since the message is
assumed to be in clear (comprehensibie) form. it can be comprehended,
though nof modified, by EDP systems along the way [ 2],

Utilization

Security module utilization in an operational environment is perhaps best
illustrated by means of two examples—its use in a loca! transaction and its

5Fach ATM which performs PIN validation must internally store the PIN Master Kev. To
convey this kev to an ATM, the securify module encrypts it under the terminal key, so
that it can be transmitied to the ATM over the nonsecure communications link, Replace-
ment terminal keys can be similarty conveved {rom securnity module to terminal.

¥ The material in this section is taken from reference 2.
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use in an interchange transaction. A local transaction is one in which the cus-
tomer uses a terminal controlled by his own institution. An interchange trans-
action is one in which the customer uses some other institution’s terminal.

: f; Figure 10-1 illustrates a local transaction. The cardholder’s PIN is entered
& into the terminal, where it is immediately encrypied under the terminal key
f‘ [TK}. This encrypted PIN, together with the other elements of the trans-

{5‘:‘, action, is then transmitted to the institution’s CPU. The CPU examines the
(\\x just received transaction and determines the identity of the terminal from

which it originated, and the identity of the cardholder who initiated it. {The
cardholder is identified by his account number, which is read from the card’s
magnetic stripe by the terminal.) From this information the CPU finds, in its
data base, the terminal’s kev encrypted under the Terminal Master Key,
TMK, and the cardholder’s PIN of reference encrypted under the PIN Master
Key, PMK. (Alternately the encrypted PIN of reference may be encoded on
the card’s magnetic stripe.) These two encrypted values [Epu (TK) and
Epur (PIN)] along with pertinent fields from the transaction are conveyed
to the security module. The module contains, in its internal storage, the
master keys [TMK and PMK]. Using its Terminal Master Key [TMK] it
i decrypts the terminal key from the data base. This just decrypted value is
: used to decrvpt the cardholder entered PIN as received from the terminal.
Then using the PIN Master Key {PMK] it either decrypts the PIN of refer-
ence from the data buase or encrypts the just decrypted cardholder entered
PIN. Either way, the two versions of the PIN are compared. If they disagree,
the module sends the CPU 4 “no” indication. If they agree it sends a “‘ves”’
indication.

If the terminal in question uses message authentication, the module will
output a valid MAC for the response message only if it finds both the incom-
ing MAC and the PIN to be valid. This prevents a clever CPU programmer from
substituting an “‘approved” response te a terminal for the “disapproved’
response which always results from an invalid PIN {or modified message).

An interchange transaction, Figure 10-2, begins just as a local one, with
the cardholder’s PIN being encrvpted under the terminal key [TK] and
transmitted as part of the transaction to the acquiring institution. This insti-
: tution’s CPU examines the transaction to learn the identity of the terminal
and the cardholder. Again, from the terminal’s identity. 1t locates the termi-
? nal's key encrypted under the Terminal Kev Master Key in its data base
[Eruw (FK) 1. It notes, however, that this is an interchange transaction and
that this particular cardholder’s PIN is not on file here. It thus sends the
encrypted terminal key and the transaction to ifs security module with
instructions to perform a PIN translation. The security module decrypts the
terminal key, TK, then uses this to decrypt the PIN. lf immediately reencrypts
the PIN under the appropriate interchange key, IK. In some cases, as illus-
trated in Figure 10-2, this is a key which the acquirer shares, on a bilateral
basis, with the issuer. If it does not share a bilateral key with the issuer in
question, the interchange key used is the one the acquirer shares with the
interchange switch. The switch will then perform a second key franslation,
decrypring under the interchange key which it shares with the acquirer [say
[K1] and reencrypting with the interchange key it shares with the issuer
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Cardholder’s EFT Terminal _
PINj ] Eri(PIN) CPU

. Security Module
| N TK;i

_____ Decipher
Under TXi
PINj
— Encipher
Under IK
Acquirer
Ex{PINj)
CPU Security Module
—— o Decipher
Legend Under 1K
TK - Terminal Key
IK - Interchange Key
This figure is based on a PINj
similar figure in Reference i,
Figure 10-2. PIN in Interchange Issuer

isay IK2]. Either way, the issuer receives the PIN encrvpted under an mter-
change key available to its security module. It then validates the PIN in
essentiaily the same manner described for a Jocal transaction.

Though not shown in Figure 10-2, every interchange transaction is pro-
tected by means of a Message Authentication Code. or MAC, This code is
generated by the acquirer using the same key used for PIN encrvption. The
code is validated by the issuer. When the acquirer and issuer do not share
a bilateral key. the switch’s security module performs a MAC translation as
well as the above indicated PIN translation 19

Message authentication is also used for the response message from issuer
to acquirer. and again a MAC franslation. if required, is performed by the
interchange switch. If the EFT terminal uses message authenfication. the
acquirer’s security module generates the proper message authentication code
for the terminal only if the MAC from the issuer is valid.

Note that throughout this interchange procedure, the clear PIN exists only
within the physically secure confines of the originating terminal and the two

War example, the switch decrypts the PIN and checks the MAC using the interchange
key shared with the acquirer (1K1} If the incoming MAC is found to be valid, it then
reencrypts the PIN and generates an ouigoing MAC using the interchange key shared with
the issuer (IK2). (It is assumed that each interchange key shared with the switch 15 stored
enciypted under the switch's Interchange Master Key, IME.
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or three indicated security modules, thus providing the highest possibie
ule security for the PIN at all points in the interchange environment.

Conclusions

The above suggested “‘security module’ can be implemented by mainframe
software, or by a hardware device. Especially when implemented by a hard-
ware device, the module provides very high security to perform those fraud
prevention functions which a financial institution requires in order to partici-
pate in a secure EFT interchange network. It provides a means to franslate
encrypted PINs from one cryptographic kev to another without allowing
either the clear PINs, or the clear keys used to encrypt them, from existing
even momentarily outside of the security module, or of the EFT terminal

. itself,
- Not only does the security module protect PINs in interchange. but it also
‘-’ provides fraud protection for the institution’s own PINs as well. It enables a

system of PIN issuance, PIN management. and PIN validation by which not
even one member of the instifution’s staff has the capability 1o ascertain
cardholders’ PINs. In addition. it performs all other cryptographically related
functions {(e.g., message authentication) which are required of an institution’s
EDP facility, and also provides for the required key management capabilities.
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$ CHAPTER ELEVEN
£ Applying Cryptography to Electronic Funds

Transfer Systems—Personal Identification
Numbers and Personal Keys

One essential requirement of an electronic funds transier (EFT) system is
that institutions must be able to join together in 2 common EFT network
{defined as an jnterchangey such that the EFT security of each institution is
independent of the security measures implemented af other institutions.
Anotlier requirement is that the process of identification or verification of a
user must involve a secret value, commonly called a Personal Identification
Number (PIN) which is, on the average, only 4 to 6 digits long,

To discuss EFT security from a more general viewpoint, two terms associ-
ated with personal verification are defined: an authentication parameter (AP)
and a personal authentication code (PAC) An AP is a function of secret and
nonsecret user-supplied information as well as nonsecret system-supplied
information. A PAC is a function of the user’s identifier (ID), AP, and 2
secret sytem-supplied authentication key, KA. A quantity similar to PAC is
used in message authentication and is defined as a message authentication
code (MAC). Examples of personal verification and message authentication
are provided to illustrate the use of AP, PAC, and MAC.

After developing a set of EFT security requirements, implementations
based on PIN/syvstem keys and PIN/personal keys are discussed. It is shown
that neither implementation satisfies all of the stated requirements, although
the PIN/system kev appreach does provide adequate protection for current
EFT systems.

Animplementation incorporating PINs, personal and system keys (defined
as a iy brid Key management), and an intelligent secure card is discussad next.
This approach, which meets the stated requirements to a higher degree,
offers the potential for increased security in future EFT applications.

A glossary of terms and abbreviations is provided at the end of this
chapter.

BACKGROUND

Many technigues for cryptographic authentication are used in EFT systems
and in those systems being evaluated by major financial institutions and their

474
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vendors. The purpose here is to suggest some additional techniques for con-
sideration in the development of these systems.

Every day EFT systems electronically transfer billions of dollars between
institutions and individuals. Such transactions (e.g., deposits and withdrawals)
cannot be processed safely unless user identifies can be validated securely
and the correct., unaltered transmission of messages between network nodes
(terminals, computers, et¢.) can be assured.

The process of validating user identities is called personal authentication,
personal verification. or personal identification. whereas the process of vali-
dating messages is called message aurhentication. The term personal verifica-
tion is used throughcout this chapter specifically to address validation of
secret quantities supplied by a system user. (If a user is verified on the basis
of a PIN only, the term PIN validation is commonly used.}

A user is normally provided with an embossed. magnetic stripe identifica-
tion card {bank card) containing an institution identification number, the
card’s expiration date, and a primary account number (PAN)! The institu-
tion at which the customer opens his account, and which provides the user
with a bank card, is called the issuer. At an entry point to the system. infor-
mation on the user's bank card is read into the svstem and the user enters 2
secret quantity called the personal identification number (PIN). If the card-
holder has supplied the correct PIN and if the balance in the account is
sufficient to permit the transaction and if that type of transaction is aliowed
for that account, the system authorizes the funds transfer.

Consider the network configuration shown in Figure 11-1. The entry point
at which transaction requests are inifiated. such as a poinr of sale (POS)

erminal or an auromared rfeller machine (ATM), is defined as an £F7T rermi-

nal. An institution’s computer facility, which also happens to manage the
connected EFT terminals, is referred to as a host processing center (HPC).
The three HPCs shown in Figure 11-1 are interconnected via an inteliigent
switch. The switch, which can be another HPC, establishes connections
between the HPCs so that information can be routed in the network effi-
ciently. A communications control unir (CC), an independent device posi-
tioned in the path between an HPC and its associated EFT terminals and
between an HPC and adjacent network nodes, is responsible for managing
data transmissions over the communications links. Similarly, EFT terminals
are assumed to provide complementary support for link management func-
tions. Theoretically, and assumed here, the CC has the capacity to verify
system users and data.

The HPC that first acts on information entered at an EFT terminal is the
acquirer (acquiring HPC)? A user who initiates a transaction at an FFT
terminal may be g customer of a local institution (HPC X, in which case the
acquirer is also the ssuer) or a remote (distant) institution (HPC Y or
HPC Zj. If a user can initiate transactions at an entry point not controlied
by the issuer, the supporting network s called an fnrerchange sysrem.

YThe American National Standard Institute’'s (ANSI) standard magnetic stripe format 15
given in Appendix C.

*The acguirer 3 normally the HPC associated with the EFT terminal at which PIN and
card information are entered.
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For example, consider a simple transaction in which cryptography is not
employed. A customer wishes to use a bank card 1o pay a grocery bill of
$35.00 and to receive an additional $50.00 in cash. Assume that the grocer’s
account 18 with institution X and the customer’s account is with institution
Y. The customer’s card 18 mserted into the EFT terminal, either by the cus-
tomer or by an employee of the retailer attending the EFT terminal. and the
customer enters his PIN via 2 suitable entry device such as a kevboard or a
PIN pad, which looks and operates much like a hand-held caleulater. Simi-
larly, the grocer enters a transfer request for $85.00 to be transferred from
the customer’s account to the grocer’s account ($35.00 for the groceries
plus the $50.00 to be given to the customer).

The information entered aft the EFT terminal Is assembled into a debiy
request message. This message or fransaction requesi, which mcludes the
customer’s PIN, his account number {PAN), andsuitable routing information,
is then sent via the acquirer (HPC X) and switch to the issuer (HPC Y.

Upon receiving the debit request, HPC Y verifies that the PIN correlates
properly with the customer’s PAN, and that the customer’s account balance
is sufficient to cover the $83.00 transfer. If the PIN check fails, the user 1s
normally given at least two more chances to enter the correct PIN, I after
the additional trials the PIN is still rejected, HPC Y sends a negative reply 1o
HPC X, If the PIN is correct but the account balance is insufficient to cover
the transfer, HPC Y deanies the debit request by sending a negative reply or
debit refusal (insufficient funds) message to HPC X. A message is then sent
via the network to the grocer’s EFT terminal indicating to the grocer that
the funds transfer has been disapproved.

If the debit request is approved, HPC Y records the debit request, reduces
the customer’s account balance by §85.00, and transmits a posiiive reply or
debit aurhorization message back to HPC X, Upon receiving the debit autho-
rization HPC X takes two actions. A message is sent to the grocer’s EFT
terminal, indicating to the grocer that the funds transfer has been approved.
Then HPC X credits the grocer’s account with $85.00. This completes the
transaction. (Although other protocols are possible, the one deseribed above
will be assumed throughout the present discussion.)

When personal verification is performed by the issuer’s HPC (or the HPC
of another designated node}, the process is said {o operate in the on-line
mode. 1f personal verification is performed by the terminal, the process is
sald to operate in the aff-lime mode. I only the terminal and communications
controller are involved, the process is said to operate in the off-hosr mode.

In an on-line environment. the highest level of data securitv can be pro-
vided. However, if the system is to be kept available even when the HPCs are
not operating ie g., during weekends, holidays, maintenance, ete.), an off-line
or off-host mode of operation must be supported. In general, there is insuffi-
cient storage to maintain a verification table at the EFT terminals, and users
must be verified without benefit of the HPC’s files {of hundreds of millions
of characters) which contains the PAN/PIN information of each user. There-
fore, off-line and off-host authentication techniques must contend with this
limitation, which ultimatelv results in a decrease in security.
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SECURITY EXPOSURES IN EFT SYSTEMS

An EFT system is defined to have the following four components:

1
& . . Communication Hnks
% 2. Computers
‘Q 3. Terminals
&

4. Bank cards

Security considerations for each of these are discussed below (see also refer-
ence |, where part of the material has been taken},

Communication Link Security

Communication links are highly vulnerable to inferception of messages by a
number of fechniques which permif passive (listening), and/or active {data
alteration/fsubstitution) attacks. Where there are public telephone line con-
nections between computers and terminals, and that is most common, one
normally needs a physical connection 1o intercept the information. With
satellite or microwave transmissions, on the other hand. a physical connec-
tion is not required since an appropriate antenna allows the communications
channel to be breached between the sending and receiving stations.

If certain data were altered. illegitimate authorization of a transaction
could occur. For example, money could be diverted 1o the wrong institution
or account. transaction amounts could be changed. or a debif refusal message
couid be converted into a debit authorization message. Message authentica-
tion techniques eliminate these exposures. They allow the receiver to deter-
mine where the message originated, if it is current, what its destination is,
and, most importantly, if it has been altered.

Computer Security’

Today, time-sharing, real-time intersctive terniinal communications, and
compuier-to-computer data links are all common. These technological mno-
vations, coupled with the growth of computer usage. have increased the
opportunities for computer abuse. Access to the computer can be gained
through a remote terminal or other peripheral device such as a card reader.
Thus programs or data stored in or being processed by a computer system
could be copied, altered. replaced, or even destroyed. To cope with these
problems, a combination of physical security, procedural protection methods,
and cryptographv can be used.

Cryptography alone does not solve the computer security problem. Other
methods are required such as access control, store and fetch protection, and
the like. This contrasts with communication security where cryptography
may indeed be the only method needed o provide protection.

*The security exposures discussed here apply in general to programs or data stored in or
processed by a communications control unit or terminal control unit,
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Terminal Security

Whenever cipher keys reside in terminals, some physical security is manda-
tory. Without it, an opponent may be able to probe for a key or change its
value, Therefore, both the integrity of nonsecret parameters and the con-
fidentiality of secret parameters must be preserved. In well-designed systems,
considerable time would be required to probe for a key successfully.

However, sufficient time to probe for a key would be available if an oppo-
nent could steal a terminal. (Note that a resident key is normally stored in
volatile storage maintained under batierv power so that the key will not be
erased if main power is interrupted.) Elaborate mterlocks designed to detect
penetration and to erase the terminal’s kev(s) automatically could be defeated
with enough time and resources. In that case, previous data encrypted or
rransformed with the secret terminal-resident key would be exposed. On the
other hand, removal of a terminal is likely to be detected and the proper
response is to invalidate the terminal and Key in the supporting neiwork.
This would protect future encrypted data.

Because of the trend toward employment of large numbers of inexpensive
terminals (which may be installed in relatively nonsecure locations). the
secrecy afforded terminal-resident cryptographic keys may be very little. An
inexpensive terminal cannot have elaborate or sophisticated defenses. and
penetration of the terminal without its physical removal from the premiscs

ecomes increasingly more difficult to defend against.

Even a public-key cryptosvstem (PKC} (see Chapters 2 and 9 and refer-
ences 2 and 3). emploving public kevs in the EFT terminals, would not pro-
vide a secure solution if there were no physical security at the entry points.
A PKC would eliminate the need to keep certain (public) Kevs secret, but it
would still be necessary to protect the Integrity of these public keys. Other-
wise, an atltack is possible wherein an opponent replaces the installed public
key with a key of his or her own choosing. The opponent, knowing the cor-
responding secret key, could then produce forged verification information
that would be accepted by the terminal. In addition, a public key would
only allow the terminal to authenticate transaction response messages received
trom the issuer. A secret kev would still be reguired for generation of the
MACs on transaction request messages sent to the issuer. Hence, even the
public-key approach requires a secret key at the entry point.

It may gppear thar the solution to the exposed rerminal problem is to use only exter-
nally supplied secret keys (i e., 1o use personal keyvs instead of system kevs. ) However,
it will be shown larer that personal keys alone will not lead to a secure implementarion.

When transactions are conducted entirely at an EFT terminal {such as a cash-
issuing terminal operating in the off-line mode). only personal verification is
required-message authentication between the EFT terminal and the issuer
is, by definition. not needed. In that case, a public-key crvptosystem with a
public key installed in the EFT terminal would suffice to permit personal
veriftcation. However, unless the integrity of the publhic key can be ensured,
the system could be attacked.
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EFT Terminals in Nonsecure Environments

Ordinarily. information entered into or stored within an EFT terminal would

& be protected as a consequence of the physical security routinely provided by
R4 the owner of an establishment, e.g.. the retailer, wherein an EFT terminal is
:' installed. However, if the retailer or an employee of the retaller becomes an

\x opponent, the secrecy and integrity of information at the entry point no
% longer can be maintained (see the section entitled EFT Security Require-
BN ments). Although its physical surrcundings {the building, locked doors.

egrmployees of the retailer), to some degree, protect an EFT terminal from
outsiders who are not authorized to have access, they do not protect an EFT
terminal from insiders who are authorized to have access {e.¢.. the retailer,
clerks. cashiers, and sales personnel emploved by the retailer).

Those with authorized access to the retailer’s premises could subvert secu-
rity in several ways. For example. by

1. IHlicitly reading (skimming) card information.
2. Probing the EFT terminal for secret keys.

L)

Replacing kevs. algorithms. and hardware devices with parameters.
procedures, and devices under the control of the opponent.

4. Tapping (obtaining electronically) information entered at the EFT
terminal

L

Tapping information sent 1o the issuer.

The insider has an advantage over the outsider simply in terms of the time
available to carry out attacks. But the threats are even more insidious because
of the insider’s ability to coordinate one activity with another (e.g., skimming
bank cards and simultaneously tapping the output line).

Fake Equipment Attack

instead of using indirect methods to obtain the PIN. an opponent can recover
PiINs directly by subverting the entry process. For example, an opponent
could replace the PIN pad® and terminal with devices that will display or
print the entered values, PIN and personal key (KP), fo the opponent sta-
tioned out of view, Each PIN and KP so obtained is recorded and reentered
into the real terminal which is kept hidden. Upon receiving the transaction
response {rom the issuer, the opponent sends a comparable message to the
bogus tenminal, leading the user to believe the transaction was completed
without interference.

] This fake equipment attack points out the vulnerability of entering card
and PIN information into devices whose security and integrity cannot be
assured. It clearly demonstrates once again that cryptography does not pro-
vide the solution to the problem of protecting secret information if that
information can be attacked before it 1s entered into the system. It also

“This is a device attached to the terminal, often with an integrated encryption capability,
specifically designed to facilitate PIN entry.
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argues strongly m favor of a design in which secret user information need not
be exposed at the entry point. One approach already suggested involves an
intelligent secure card (see the sections entitled Bank Card Security and
Personal Key Approach with an Intelligent Secure Card). Since a secret com-
ponent (KP) is stored on the card, and the card can neither be read nor
skimmed by the opponent {the refailer. in this case}l, ifs use prevenis the
exposure al the entry point. The protocol should be such that there is no
need to transfer secret card information to another device during normal
operation (Le.. transformations involving the secret information are per-
formed directly on the card}.

Bank Card Security

The most convenient method of identification or authentication currently in
use by financial institutions encompasses something the customer has, a
bank card. and something the customer knows, a PIN. The unique corre-
spondence of the account number contained on the card’s magnetic stripe
and the PIN memorized by the customer serves to identify the customer,
Possession of the card without knowledge of the PIN, or knowledge of the
PIN without the corresponding card, is insufficient for an imposter to gain
access {o the system.

Magnetic Stripe Card
Security exposures exist today because it s relatively easy to counterfeif or
duplicate magnetic stripe cards. Special knowledge of the card’s recorded
data is not reqguired to duplicate a card and there are several methods of
transferring data from one card to another. Moreover, it does not matter if
information on the card is encrypted or in the clear; crvpiography does not
protect against this exposure.

Two methods of duplicating encoded data previously recorded on the
magnehic stripe of a bank card are skimming and bujf¥er recording [1]. One
technique for skimming involves placing a piece of recording tape over the
magnetic stnipe of a good card and applying heat (e.g., from a common
household irony The recording tape is then placed over the blank stripe of
another card and heat is again apphied. With this technigue, it is possible 1o
produce several duplicate cards without seriously degrading the quality of
recorded information on either the original or the duplicate card.

Buffer recording produces a duplicate card of higher quality. but the
method is more complex and more expensive than skimming. An electro-
magnetic reader (a device similar to a tape recorder) and buffer storzge are
required, Data, read from the card. are stored in the buffer. Later. the data
can be read from the buffer and written on a blank card.

Duplication is more readily detectible if cards are constructed with some
random property that changes from card to card and which is subsequently
verified as part of the users transaction processing [1}. One such technigue
involves two sets of interleaved magnetic bars printed on the card’s inner
core. This forms a protective magnetic fingerprint with no fwo cards being
alike. In addition, cards can be constructed of heat- and pressure-sensitive
materials that invalidate a card if there are attempts to alter or duplicate it.
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But mechanisms that discourage card duplication also increase the cost of
both the card and the card reader. If only a few properties are added, the
card is less expensive to read but relatively easy to duplicate. As more and
more random properties are added, the card becomes more expensive to read
and more difficult to duplicate. Furthermore, the special properties must be
checked each time the card is read: ofherwise a counterfeit card without
these properties could be used instead.

ffgm

Ay

.

inteltigent Secure Card

ecent advances in technology have made it possible to embed a micro-
processor on a plastic card permitting identification and authentication com-
putations to be performed directly on the card rather than in the logic of the
system entry peint device. In addition. small storage arrays permit important
customer account information to be stored on the card, thus providing auto-
mated record keeping functions equivalent to those provided by a savings
passbhook. The net effect is 1o produce a card that is intelligent as well as
secure [4, 5], The intelligent secure card is also referred to as chip card and
smart card.

IDENTIFICATION AND AUTHENTICATION OF SYSTEM USERS

A primary objective in the design of a practical authentication method is to
find an inexpensive, practicable technique that is difficult to penetrate. The
problem is that of properly balancing security against human factors and
cost.

User characteristics are grouped into two sets: rransferable. which means
thev could be forged. and nonnransjerable, which implies they cannot be
forged.

Transferable User Characteristics

Verification can involve something a person has {(a magnetic stripe identifica-
tion card} or knows (a password), Passwords are commeonly used, but they
are not very secure. They may be compromised without the user. the institu-
tion’s management, or its auditors knowing,

Nontransferahle User Characteristics

Methods of verification involve testing for a unique personal characteristic
such as something a person Is {voiceprint, fingerprint. hand geometry} or
something a person does {handwritien signature). One method, based on a
handwritien signature, makes use of a signature pen capable of measuring
pen pressure and pen acceleration. Experiments have shown that these two
E parameters are unique in the process of writing a signature [6].

When a person signs his or her name, the acceleration and pressure motions

MasterCard, Exh. 1022, p. 66



REGUIREMENTS 483

are not consciously controlled. This can be demonstrated by the close match
between a person’s signatures written with eves open and those written with
eyes closed. Further development work, however, is needed 1o bring hand-
written electronic signature verification inte everyday use.

For the present, a password used in conjunction with a magnetic stripe
card and authentication processing performed at an HPC represent the most
practical means for achieving personal verification.

REQUIREMENTS FOR PERSONAL VERIFICATION
AND MESSAGE AUTHENTICATION

The problems to be solved with cryptography are:

1. Verification of system users, referred to as personal verification.

2. Verification of data (to check for origin, true content, timeliness, and

destination), referred to as message authentication.

It must be recognized that

applications requiring personal verificarion very frequently require message alithentica-
tion, and since both processes are closely related and neither must be allowed fo
weakew the securizy of the other, it is prudent fo seek @ cryprographic solution ro both
problems simulianeously.

For example, when the entryv node must take some action in response to a
transaction request (e.g.. to dispense cash or not), the node must receive a
message notifying it that the user has or has not been accepted (Figure 11-21.
For detection of an attack where a “User Not OK™ (or negative) reply is
changed to a “User OK™ {or positive) reply, message authentication must be
used. In this application, the best personal verification scheme could be cir-
cumvented were there no message authentication.

The personal verification process starts with the user providing personal
verificarion information. This can be categorized in the approaches discussed
here as user-remembered information {e.g., a PIN or a pagssword) and usger-
supplied information stored on the bank card (e.g.. a primary account num-
ber. PAN, or a cryptographic key). If a cryptographic key is stored on the
bank card, it is referred to as a personal key (KP).

The PAN is also referred to as a personal identifier, or identifier (I1D).
Using a unique 1D is better than using. for example, the name of a person,
since people’s names are not always unique. In the discussion that foliows,
it is assumed that an opponent has knowledge of user 1Ds. This is a practical
assumption, since ordinarily no special precautions are taken to ensure their
secrecy (i.c., they are treated as nonsecret quantities), Obtaining them would
not be too difficult, since they are frequently used for identification and
auditing purposes and are transmitted, stored, and printed on documents in
unencrypted form.

MasterCard, Exh. 1022, p. 67
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Figure 11-2. The Personal Verification Process

Authentication Parameter

The following discussion of several possible methods for performing personal
verification assumes that part or all of the user-supplied verification informa-
tion is first subjected to a transformation at the entry point. This process
creates another quantity defined as a personal authentication parameter, or
authentication pargmeter (APY for short (Figure 11-3), An AP is a function
satisfyving the following condifions:

I

[S%)

[t is always a function of secret usersupplied information, which may
or may not be shared with the issuer.

It may or may not be a function of other nonsecret user-supplied
and/or system-supplied information.

It is a function only of the information specified in conditions 1 and 2

MasterCard, Exh. 1022, p. 68



REQUIREMENTS 485

Secret ! Nonsecret Nonsecrer
User-Supplied User-Supplied Svsteni-Supplied
information Information information

T
(e.g., 11}

{e.g., PIN) {e.g., tme-of-day)

Procedure o
Generaie AP

l

Authentication Parameter (AP)

Note: Proper coupling of nonsecret with secret information can lead
1o a Quantily more resistant to analvsis,

Figure 11-3. Transformation of User-Supplied Verification Informanon
1o a Personal Authentication Parameter at the Entry Point

above (.e., AP does not depend on secret information known To any-
one other than the user or the user and the issuer).’

It is fundamental to any cryptographically secure procedure for personal
verification that the secret information supplied by the user (which is used
by the issuer to authenticate the user) be transformed at the entry point
under some cryptographic process to ensure that the secrel user-supplied
information cannot be ascertained by the unauthorized. It is significant that
the secret information used in the computation of AP is known only to the
user or to the user and issuer. This is a requirement if personal verification
in an interchange environment is to be achieved exclusively between the user
and 1ssuer.

For personal verification., AP can be used either alone (by storing an
appropriate reference.® AP of reference. in a verification table) or in con-
junction with other information refated to AP via a special cryptographickey
defined solely for authentication purposes. The nonsecret information in the
computation of AP may be time-invariant (e.g.. the primary account num-
ber), time-variant (e.g.. & ume-of-day clock reading), or both. If AP is time-
invariant, an AP of reference may be precomputed and stored in a verification

“In 2 discussion of PIN/system kev approaches to EFT security, it is likely that the defini-
tion of AP would be broadened, allowing AP to depend addifionslly on secret gystem-
supplied information {e.g., & secret system Key ).

® A reference is a gquantity uniquely related to the item to be verified or authenticated. It
is a parameter computed or designated, and used, by the authenticator as part of the
authentication process.
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table at the issuer. If AP is time-variant. then an AP of reference must be
dynamically computed.

If AP depends on time-variant information as well as on the transaction
request message. it can also be used as a message authentication code (MAC).
Message authentication (via the MAC) is used primarily to detect stale or
bogus messages inserted inte the communications path and fraudulently
meodified messages traversing nonsecure communications systems. However,
in such a situation, AP can serve a dual purpose--i.e., it can be used for per-
sonal verification as well as message authentication.

The function defining AP may be simple or complex. For example, AP
may merely define a process of concatenation of parameters, or it may in-
volve successive encryptions and decryptions, such that it is computationally
unfeasible to invert the process (or one-way function) and find secret user
supplied information from AP. The developed set of security requirements
places additional constraints on the specification of AP.”

Some specifications for AP presently under consideration by the American
National Standards Instifute (ANSI) technical committees X9 are AP = PIN
and AP = PINI[1D, where PINI/ID denotes the concatenation of PIN and
ID. If secret information (a 56-bit personal key, KP) is also stored on the
bank card, then a better choice for the authentication parameter is AP =
Epinv = gp(1D) as discussed later in this chapter. (Note that & denotes modulo
2 addition and Ex(X) and Dy (Y} define encipherment of X with key K and
decipherment of Y with kev, K. respectivelv.}

Personal Authentication Code

In cases where a copy of AP can be safely stored in a verification t1able at the
authenticating node, or where it is possible for the authenticatar to compute
an AP of reference either by recreating the information that is used to com-
pute each user's AP or by safely storing that information in a table at the
authenticating node, personal verification can be hased solely on 1D and AP,
However. if the integrity of the verification table or the secrecy and integrity
of stored information used to compute the AP of reference cannot be ensured,
or if it is not possible to recreate the information used to compute each user’s
AP of reference (e.g., if PINs and KPs are selected independently), then
personal verification can be based on ID. AP, and a personal authenrication
code (PAC). PAC is & function satisfving the following conditions:

P01t is a function of ID, secret user-supplied information, a secret key
known only to the issuer {or authenticator}, and possibly other non-
secretl information.

2. It does not depend on secret information known to anvone other than
the user and the issuer.

“For example, AP must be 2 one-way funcrion of the input parameters which define it,
and the secret user-supplied information and AP must each contain on the order of 58
independent bits
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The distinction between AP and PAC is ag follows. Either a part of the secret

e information used in the computation of AP is known only to the user, or, all
- the secret information used in the computation of AP is shared between the
. user and issuer. On the other hand, it is always the case that a part of the
or secret information used in the computation of PAC is known only to the
v issuer.
o7 There are two approaches for implementing personal authentication codes
. in an EFT system. In the first approach, PACs are stored directly on the
magnetic stripe of the user's bank card thereby eliminating the need for a
P verification table at the issuer. When needed, the PAC is supplied o the svs-
n- tem by the user, and together with AP it is forwarded to the authenticaror
iy {synonymous with authenticating node). In the second approach, the PACs
sp- are stored in a verification table in the issuer's svstem and only AP is sent to
Vs the issuer. In either case, the correct {ID, AP, PAC) relationship is checked
via the authentication key, KA.
an The authentication parameter and personal authentication code are intro-
IN duced to broaden and generalize many of the concepts. At the same time,
nd they allow different EFT systems to be discussed using a common, consistent
he terminology.
130 Personal Verification Using AP Only
nd
Consider an AP-authenticating procedure that uses a verification table at the
issuer, and therefore is an on-line verification method. Assume, for this
example, that the quantity to be verified 18 AP = Epp.pp (1D}, where KP is
a 56-bit personal key. and a copy of AP isstored in the verification table of
he the issuer’'s HPC during the initialization process. Later, during the verifica-
e tion process, the quantities KP*, PIN*, and ID are entered at an entry point
m- of the system by a user who wishes to be authenticated.® At the entry point,
he AP* = Expeoppes (1D is generated and transmitted (together with ID) to the
P authenticator. If the stored AP of reference (indexed in the verification table
ity by ID) agrees with the received AP¥, the authenticator concludes that KP* =
2. PIN* = KF & PIN and the user's identity is ID (as claimed). Otherwise, the
r's user is rejected.
en For the approach to be secure, it must not be possible for an epponent to
O violate the integrity of the verification table {e.g., by overwriting a stored
value of AP with another value of AP). If this were possible, the opponent
could define his own personal key (KP#) and PIN* for some existing 1D, gen-
ey erate AP* = Fyoe g ppe(ID), and overwrite AP with AP® in the verification
- table. Subsequentlv, the opponent could supply KP*. PIN*, and 1D at an
entry point and be accepted by the system as the user whose identifier is [D.
an it is assumed, although not shown at this point, that time-invariant AP
values (as described in the example above) are included in the transaction
SKP* and PIN* dencte the personal key and PIN entered by the user and KP and PIN
Cit, denote the personal key and PIN (of reference) stored in the system. I the user Is jegiti-
56 mate and does not make an error in entering his personal key and PIN, then KP¥aPIN*

equals KPEPIN,
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request messages sent {rom the EFT terminal fo the issuer, and message
authentication is implemented such that the issuer can validate the content,
timeliness, sender. and intended receiver of all received messages (see the sec-
tion entitied Message Authentication Using MAC), Without message authen-
tication, a procedure for personal verification based on time-invariant APs
could be atiacked in the following manner. A microprocessor is connected
to the communications line of the EFT ferminal to be attacked. The opponent
initiates a transaction at the designated terminal using a bogus PIN and KP
and an ID corresponding to a previously intercepted value of AP, The micro-
processor is programmed to intercept the transaction request message and
replace the bogus value of AP (computed by the ferminal from the bogus
values of PIN and KP) with the {correct) previously intercepted value of AP,
The opponent, masquerading under the assumed 1D, is thus validated by the
ot issuer.

Personal Verification Using AP and PAC

An alternative procedure which does not use a verification table is also pos-

a | sible. Consider the on-line case where AP = Eypo ppe(ID), PAC = K1 (AP,
g? and KA 15 an issuer-controlled. secret authentication kev. At the time KP
| and PIN are created, the issuer {who has KA) computes and stores PAC on

the user’s bank card (Figure 11-4). Since KA is a secret key, only the issuer
: can create valid PAC values. During the verification process, both AP and PAC
i are transmitted to the issuer. This permits the issuer {0 authenticate AP by

enciphering 1t under KA and testing the result for eguality with PAC
(Figure 11-4%,

To verify the user, the authenticator creates a dynamic reference (Rf), or
more specificallv. u PAC of reference, defined by Rf = FE., (AP}, This ref-
erence is then compared with the received PAC. If Rf = PAC.® the authenti-
cator concludes the following: The received guantities AP and PAC are
b properly refated via the secret authentication key. Since these corresponding
F; quantities could only be generated by someone who knows for has access to)

the secret authentication key, AP is accepted as genuine. Since AP depends

on KP, PIN, and 1D, authentication of AP also authenticates the triple (KP,

PIN, 1)) provided that message authentication is also empioved to ensure

that the transmitted 1D is unchanged (fe., one can conclude that AP was

computed from a valid tripley®¥ On the other hand, if AP or PAC or both
ﬁ : do not have the correct values. then R % PAC (with high probability} and
hence this condition can be detected (with high probability).

:
i

5 Y1t is assumed that AP and PAL are part of the transaction reguest message whase con-
i lent, timeliness, sender, and intended receiver are authenticated by the issuer.

i WpAC is really only coupled to AP, Authentication of AP doss not by itself ensure that
; the claimed 1D is the 1D in the tripte (KP, PIN, 1D} that was used to compute AP, Message
authentication is alse required to ensure that the claimed [D has not been changed,
Coupiing AP and D to PAC iz discussed in the section Personal Verification with Inde-
. pendent PINs and Personzl Kevs (Equation 11-£),

MasterCard, Exh. 1022, p. 72
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Inttiatization Process Verification Proacess
PIN D PIN 383 PAC
E E
AP AP
KF Kp
v A4
e 4 £ R A, et E
1
v
Epal AP e PAC
Fsser stores PAC
on hank card
with [D and KP
Accept Reject
i in
Legend:
AP Authentication Parameter 64 Bits
D User Identifier 5 64 Bits
KA:  System Authentication Key 36 Bits
KP: Personai Kev 56 Bits
PAC: Personal Authentication Code &4 Bits {Truncation Possible)
PIN: Personal [dentification Number < 56 Bits
RF: Reference 64 Bits (Truncation Possible)
Figure 11-4. A Method for Achieving Personal Verification

Message Authentication Using a MAC

To simplify the discussion of message authentication, it is assumed that data
Is not required, i.e., @ message (M) is sent in the clear and therefore
can bhe read by an opponent.!! Furthermore, it is assumed that M consists
of only one 64-bit data block. The message authentication code (MAQ),
defined here as quantity Ex (M & Z), is produced by the modulo 2, addition
of M with a nonsecret initializing vector (Z) and encipherment of the result
with 4 secret authentication key (K).'* The initializing vector, Z {(used to

SECrecy

e N

Tir secrecy and authentication are desired at the same time, the data are first encrypredé="

) ane of the authentication methods described below is applied to the resulting!
ciphertext, —

v oand then

| [

e

- TR s

;

2 Typically, z message would exceed 64 bits and would con(ain identification information
such as the user's ID, the computed value of AP, a PAC value (if used), as well as other
data such as the transaction code and the transaction amount. In that case, a MAC may
be generated by using a form of chained block encryption wherein 7 is added modulo 2
to the first block of plaintext and cach biock of ciphertext is added module 2 to the next
block of plaintext.

MasterCard, Exh. 1022, p. 73



430 APPLYING CRYPTOGRAPHY TO ELECTRONIC FUNDS TRANSFER SYSTEMS

introduce time-dependent information into the authentication procedure),
may be established between the communicants as part of the session initial-
ization process.’® By transmitting M and MAC 1o the receiver, the authen-
ticity of M can be checked by comparing the mc*zved MAC for equality with
/A mm MAC of reference (Figure 11-5).

~There 15 4 Tlose andl ogy between personal verification where a PAC |
transmitted to the authenticator together with AP (Figure 11-4) and message
authentication where a MAC is transmitted to the authenticator together
with the corresponding message. (The procedure in Figure [1-4 15 actually
the same as Figure 11-3if AP is replaced by M & Z, PAC is replaced by MAC,
and KA is replaced by K.) The difference is that PAC is precomputed
whereas MAC 1s dynamically computed.

To create a reference (Rf), or more specifically 2 MAC of reference, the
authenticator encrypis M @ 7 with K using the same procedure as the sender.
This reference is then compared with the received MAC. If Rf = MAC,
the authenticator concludes the following: The received quantities M and
MAC are properly related via the secret authentication kev. Since these
corresponding quantities could only be generated by someone who knows
(or has access to) the secret authentication keyv, M will be accepted as
| genuine. On the O‘Ehtr hand, if M or MAC or both do not have the correct
values. then RY % MAC (with high probability) and hence this condition can
be detected {with high probability).

Although prevented from generating a proper MAC for an arbitrary M,
an ogpponent could present a previously intercepted message and MAC.
To permit detection of such an event, the MAC must be time-variant—
assured here by the quantity Z. It could also be assured by including a
} unique message sequence number in M, in which case quantity Z (Fisure
. 11-3% would not be needed. In either case, the receiver could then detect
if stale messages injected into the communication path as well as deleted
i

: Messages.
il In the discussion that follows, persenal verification is based on an AP
3 i value recejved in the fransaction request message M. Message authentication
] is based on a MAC attached to the transaction reguest message. AP is used to
validate the originator of the message, whereas MAC is used to validate the
content of the message (including the received AP}

- EFT Security Requirements!®

The foliowing EFT security requirements assume that the system must be
: seeure from both insiders (those that have access to priviteged system inter-
; faces and internal functions of the system) and outsiders (legitimate users or
opponents who have access only to external system interfaces}.

81t is assumed that the process of establishing 7 is such that an outsider cannot alter or
prediet its value, Qtherwise, he may be able to find M* and Z¥ suchthat M* & 7* = M & Z,
: He could then change (M, Ex(M 8 Z)] 10 [M* Ex(M 2 Z)] = [M* EgdM* 8 Z%)] which
i would guthenticate when 2% were used as the initializing vector.

¥®19871 IEEE. The section on EFT security requirements is reprinted in part from the
f authors contribution te the Proceedings of the IEEE 1981 Symposium on Security and
Privacy, April 27-29, 1981, Oakland, California [ 7},
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Although the subject of suditability is not specifically addressed In this
chapter, it should be understood that auditability is 4 prime objective of any
well-designed security system. Commonly recognized auditing practices
include accountability, cross checks, and sensitivity checks. The EFT se-
curity requirements listed below do not obwviate the need to implement
supportive security practices (e.g., auditing practices, access control, and
physical security).

It is not possible to meet everv one of the requirements. In some cases,
particulariy in the case of requirements 1 through 3, they should be con-
sidered goals more than requirements. Requirements 4 through 17 assume
that cryptography is used (when appropriate) to protect the privacy of data
and to authenticate data and users.

Reguiremens 1. The process of entering information at an EFT terminal
must be protected; i.e., the integrity and secrecy of information entered
into the EFT terminal must not be compromised as a consequence of the
entry process. Furthermore, the information flow within a terminal must
be protected.

Requiremenr 2. Information stored permanently or temporarily within
an EFT terminal must be protected . i.c., the integrity of public information
and the secrecy as well as integrity of private information must be assured.
Requiremenr 3. System managers and maintainers of the svstem {insiders)
must he denied the opportunity to misuse the system accidentally or
intentionally.

Requiremenr 4. Messages and svstem users must be authenticated,

Without personal verification, an opponent who may be a legitimate system
user could pose as any system user. Without message authentication, an
opponent could alter messages or inject previously communicated messages
back into the communications network. This in turn could cause the svstem
to provide some resource to the opponent for which he lacks authorization.
Thus, an EFT system (and, for that matter, any communications system}
will function securely only if users and messages are genuine.

In implementing authentication methods, the system must provide security
measures (other than cryptography) to prevent subversion (e.g., bypassing)
of authentication procedures. To the extent that subversion is prevented,
the system is said to have the property of infegrity,

Reguirement 5. The security of the personal verification process imple-
mented at one institution must not depend on security measures im-
plemented at other institutions,

The requirement is based on the principle that a well-designed procedure for
personal verification should be such that a user can be authenticated by the
issuer without exposing or disclosing (fo others) the secret information used
in that process and without depending on others, including terminals, ter-
minal control units, communications control units, and Electronic Data
Processing (EDP) systems in the network {except the issuer’s HPCO) to pro-
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his tect the secrecy of that information. The personal verification process must
my be such that it is unaffected by a breach n security at another node. 'S
ices The requirement can be satisfied only If the cryptographic parameters,
se- kevs, and operations used fo authenticate users are controlled and managed
ent by the cardholder and card issuer. In that case, each issuer or institution can
and specify the security level it desires, independent of other instifutions.
Verification could also be performed by some other node, such as a switch
ges, designated by the issuer. In this case, the security of the personal verification
on- process would depend on security measures implemented at the designated
ime node. Although employing the services of a designated node should be an
iata option available to the issuer, it should never be a requirement in order to

transact business in an interchange.

inal Requirernent 6. Each user must have only one set of user-supplied veri-
sred fication information, and it must be possible to initiate personal verification
the with this one set of information at any entry point to the system.
aust

Otherwise, institutions could not join together in an interchange unless users
thin were required to know or possess a different set of verification information
tion for each different institution in the system. This would be very impractical,
ired. B o )
lers) Requiremenr 7. The personal verification process must involve user
v or remembered PINs and that process must be secure even if PINs have only

four digits.

The PIN is the means by which the EFT system prevents a lost, stolen, or

stem forged bank card from being useq at an emry'poim by someone other th_au
L an Fhe true .cardhoidcir. However, a limitation \yhich anyv design must cope with
siaszes is that of }_mman tactors. It has been_dcg&rmmed that, on Eh@. average, p_e.c_)p}-e
stém cannot reliably _reﬂmember a PIN whlch is longer ’thiiﬂ six digits. In ad@ﬁpr_x
on. people prefer PINs as short as posablg. lnAtpday sEFT systems, the PH\S,IH
tem) use are normg{ly between ipur ar‘ad‘ SiX d;glts long. v_v}nbch_ls a compromise

between usability and security. [t is important that this Imitation be kept in
sty mind when Verifica.{'ion schemes are _a"iesi‘gned. (qumaliy,.l"-IN v?(—:ngth s a
.siné ;Jal'ame-‘ler that the. agsuer Cefm Sdect) For instance, §:11ce VCI‘HIiCéiTl'Oﬂ IS based
ted. on PIN and card information, it follows that PIN exhaustion (trying one

PIN after the other) at the entry point interface is always feasible if card

information is available, although six-digit PINs provide greater protection
aple- against such attacks than do four-digit PINs. However. exhaustive attacks
o im- should not be t;:mble anvwhere else in the system {e.g.. within the nodes via
) a programming interface),

» for
j.: t;e 18 Security at the node designated to ;a;rform verification can bp thajned through the use
T of a cryptographic facility (Chapter 4} or security module [8} {see also Implementation
ustl of Fraud Prevention Technigues, Chapter 10). With such an approach, important authen-
5, ter- tication information dees not exist in the clear except within the protected confines of
Data hardware, However, additional security measures are needed to prevent unauthorized
) pro- users from directiv exercising the cryptographic facility or security module.
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Requirement & 1t must be unfeasible to derive userremembered infor-
mation solely from a bank card.

Since bank cards may become lost or stolen, the strength of the personal
verification process would be diminished if a PIN could be derived from card
information. For the same reason, an opponent who creates a pogus card
should not also be able to create a valid corresponding PIN,

Reguirement 9 Data can be authenticated only if sufficient nonsubver-
fible redundant information related to the data to be authenticated is
introduced.

Assuming that the sender can generate arbitrary information (e.g., messages,
i passwords, ete.), the authenticator would have to treat any arbitrary pattern
of bits as valid. In simple terms, data cannot always be authenticated by
testing only the data. To authenticate random data, the authenticator must
be provided with some additional, redundant information that is related to
the information to be authenticated and cannot be subverted by an opponent.
The required redundant information may either be an integral part!® of
the data 1o be authenticated or it may be separate from it {defined here as an
authenticafion code). In a communications system, analogously error-free
transmission over a noisy channel requires the introduction of redundancy.
o Although, in this case, the redundancy is a countermeasure against the intro-
duction of random (unintelligent) noise. In cryptographic applications, one
is additionally concerned with the effects of deliberate tampering (intelligent
b noise) introduced by an intruder.

Reguirement 10, Personal verification and message authentication require
a reference to be available to the authenticator at the time authentication
takes place. This reference, or the process used to generate the reference,
must be defined and agreed upon in advance. It must be such that the
t integritv of the reference (and sometimes its secrecy) or the process that
generates the reference or both can be assured by the authenticator,

The authentication process requires a comparison of two guantities (directly
or indirectly}. If the two quantities are equal, or correlate properly. the
quantity to be authenticated is considered genuine; otherwise, it is not. At
least one of these two quantities must be determined by the authenticator,
and in this discussion, that guantity is called the reference.

; Reguiremeny 1. When a personal authentication code is used, it must
é be a function of user ID, the authentication parameter associated with

1 ror example, consider the (not necessarily practical) case where messages are formed

by using only a character set of 36 symbols (A thru Z and O thru 9) and each character is
! represented by R bits. In that case, only 36 out of a possible 256 plaintext characlers are
used. A received message is accepted only if each decrypted character is in the ser of 36
valid plaintext characters.
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that D, and a secret authentication key managed. controlled, and known
only to the authenticator {issuer, switch, or terminal].

The EFT procedure or protocel must ensure that forged values of PAC will
be unacceptable to the authenticator. It must not be possible to subvert the
process of personal verification by supplying forged parameters or altering
or replacing stored system parameters. This can be accomplished with a
secret authentication kev that relates PAC to the secret user-supplied infor-
mation used for authentication. The relationship may actually be one that
relates PAC to AP, and hence relates PAC to secret user-supplied informa-
tion indirectly since AP depends on secret user-supplied information. The
key permits valid PACs to be created only by those so authorized.

If a verification table is used by the authenticator and the table is such
that stored information cannot be changed, or cannot be changed without
detection, then a copy of the user’s secret user-supplied information, or AP
value, can be stored directly in the table. In that case, a secret authentication
key and PAC values are not needed.

Reguirement 12 Information included in a transaction request message
sent from the entry point to theissuer, which the issuer will use to validate
the identity of the user initiating the transaction, must be formed from
secret user-supplied information. It may or may not also be formed from
nonsecret information, but it must not be formed from secret information
known fo anyone other than the user or the user and issuer,

This is the only way in which the personal verification process at one institu-
tion can be completely isolated from other institutions (see Requirement 5).
It also implies that secret cipher keys used in the personal verification process
by each institution are not shared with other institutions. Note that an EFT
system in which PINs are protected via system keys would not meet this
requirement.

Reguirement 13, Knowledge of a transaction request message sent from
an entry point to the isswer, which includes information that the issuer
will use to vahidate the identity of the user initizting that transaction,
must not allow an exposure of secret user-supphed information. And it
must not permit equivalent user-supplied information to be derived that
would allow an opponent masguerading as a customer of some financial
institution to be verified by the system.?’

Since users may initlate EFT transactions at any entry point inan interchange.
information included in the transaction message which the issuer will use to

" Requirement 13, however, applies only if nser-supplied verification information can be
torged or duplicated, e.g., information the user knows (PIN) or has (personal kev). On the
other hand, if 2 user is identified by something he does (signature} or is ({fingerprint). then
duplication of that information may be difficult, Therefore, sccrecy in this latter case is
not critical, But a solution with PiINs, or PINs and personal keys, is pursued here hecause
such an approach is more apt to be used in the foreseeable future,
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authenticate that user {e.g., an AP value or a MAC, whose computation in-
volves secret user-supplied information) will often be transmitted through
networks under the control of someone other than the issuer, A well-designed
procedure for personal verification should not assume that the secrecy or
integrity of iransaction request messages can be maintained by others except
the user and issuer. Therefore, knowledge of data contained in the transaction
request message (including the generated MAC) should not expose secret
user-supplied information nor should it permit equivalent user-supplied in-
formation 1o be derived that would permit an opponent 1o be verified by
the svstem.

Reguirement 14, Secret user-remembered information (PIN) must be
supplemented by additional secret user-supplied information.*® The infor-
mafion sent from an entry point to the issuer, which the issuer will use to
validate the identity of a user, must be a one-way function of the PIN and
additional secret user-supplied information.

With short PINs {e.g., 4 to 6 digits), there are insufficient independent secret
bits available for computing an authentication parameter (AP) that will
prevent recovery of the PIN via exhaustive methods, To overcome this, addi-
tional independent secret bits must be made available. However, because of
requirement 12, the additional independent secret bits must be usersupplied.
At the same time, because of the short PIN, the magnitude and random
nature of the additional required secret bits precludes them from being com-
mitted to memory. Therefore, since each user has a bank card for initiating
transactions at the entry point. it is assumed that the additional secret user-
supplied bits (defined to be KP for personal key) are stored on the bank
card. Thus, the card must provide storage for an additional guantity to
serve as KP (a 56-bit key is assumed). The security issues involved with
storing 2 KP on the bank card (e.g., whether a KP stored on a bank card
can be maintained as a secret parameter) are taken up later {see the section
entitled Threats to the Secrecy of a Keyv Stored on a Magnetic Stripe Card).

Since the information used by the issuer to validate the identity of a uger
must not depend on secret information other than that supplied by the user
{requirement {2). and knowledge of that information must not expose secret
! user-supplied information or allow equivalent user-supplied information to
be determined (requirement 13), it follows that this information must be a
one-way function of user-supplied information.

A funciion [ is a one-way function If, for any argument x In the domain of f, it is easy
o compute the corresponding value y = fix); yvet for almest all v in the range of f, it
is compurationally infeasible, given a value of v and knowledge of f, 1o calculate any
x wharsoever with the property that fix] = y. It is important to note that ¢ function
is defined which is noi invertible from g compurational point of view, bur whose

81t is assumed here that verification is based on something the user has {data stored on 2

magnetic stripe identification card) or knows (a password). Since these data can be forged,
1 they must be kept secret, However, this would not apply if a nonforgeable input param-~
gi: ! eter were employed (¢.g., 4 fingerprint or the dynamics of a handwritten signature}.
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noninvertibiliry is enrirely different from thai normally encounrered in mathematics.
A function [ is normally called “noninvertible” when the inverse of a paint ¥ is nor
untigue; i.e., there exist distinct points x1 and x2 such that fix1) = y = fix2). This
is not the sort of inversion difficulry that is required here, Rather, it must be over-
whelmingly difficult, given @ value v and knowledge of f, o calculare any x what-
soever with the property that fix) = y [21.

The complexity of DES makes it suitable for designing one-way functions.
About 56 independent bits of secret input information are needed to obtain
a one-way function with DES.'® The nonsecret cutput of the one-way
function must also be about 56 bits. In subsequent discussions, the one-way
function approach will also be defined as the roninverrible mode: all other
approaches will be referred to as invertible modes.®

An example of a one-way function of secref user-supplied information is
AP = Eyp s pin(ID). Advantage is taken here of the fact that, for a strong al-
gorithm, knowledge of plaintext (ID) and corresponding ciphertext (AP)
does not permit deduction of the key (KP # PIN). Thus KP and PIN cannot
be obtained from AP and ID. Also a KP* and PIN* cannot be deduced such
that AP = Egpe ¢ pine=(1D). In that case, AP is a one-way function of KP and
PIN.

A more detailed discussion of AP values and one-way functions is given
in Appendix D. For the remainder of this chapter, the discussion will be con-
cerned mainly with AP values that are one-way functions of the user’s [D
and secret user-supplicd information, although the computation may also
involve nonsecret system-suppliad information.

Requirement 15, For message authentication, the authentication code
must be a function of the message, a secret authentication key, and time-
dependent information. The authentication key must always be known by
or accessible to the sender.

Since messages are unpredictable, as far as information content is concerned,
message authentication codes (MACs) cannct be precalculated; they must
be calculated dynamically. Each MAC is transmitted to the authenticator
together with the data that produce it. An opponent is prevented from gen-
erating a MAC, since a secret quantity funknown to the opponent) is used in
its generation. Since the procedure or crypiographic algorithm is public, as
assumed here, that secret quantity must be a cryptographic key.
Furthermore, the MAC must be time-dependent to permit detection of

YA a rule, with approximately 32 independent key bits, the key can be recovered rela-
tively easily using exhaustive methods. As the number of key bits increases, the key may
or may not berecoverable depending upon the sophistication and resources of an opponent.
¥ Tweo other definitions that are closely related but should not be confused with the
definitions of invertible and noninvertible functions are those of reversible and irrevers-
ible encryption {9]. Reversible encryption is defined as a cryptographic transformation
of plaintext to ciphertext such that the ciphertext can be converted back to the original
plaintext, frreversible encryprion is defined as a cryptographic transformation of plaintext
ie ciphertext such that the cipheriext cannot bhe converted back to the original plaintext
by other than exhaustive methods.
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previously transmitted data {stale messages). Requirement 15 differs slightly
from requirement 11 because the PAC is time-invariant. Recall that personal
erification information (e.g.. PINs) remains constant for relatively long
veriods of time.

Reguwrement 16, Time dependence in the message authentication code
requires that a common time reference be established between the com-
municants. Furthermore, the receiver must be able 1o determine the
reference’s validity independently.

As previously discussed, time dependence allows the receiver to detect whether
messages have been deleted or prevented from arriving, and whether stale
messages {messages recorded on a prior occasion) have been injected back
into the transmission path. But time-dependent quantities per se are not
: enough to ensure that the receiver rejects stale messages. In addition, the
receiver must be able to establish independently the validity of the time
reference. A weak procedure would result if the time reference were suppled
to the receiver by the sender. in that case an opponent could also do the
same and trick the receiver into accepting & previously sent message.
There are two wavs in which a time reference could be established bhe-
tween the sender and the receiver: The sender could reguest a time reference
i (e.g.. a randomly generated guantity} from the receiver, in which case the
| reference 1s under exciusive control of the receiver. Or the sender and re-
ceiver could maintain a common time reference (e.g., a sequential counter),
in which case the reference is under contro! of both the sender and receiver.
For example, a time reference stored on the bank card in a writeable storage
element could be avtomatically updated with each use of the card. The
issuer, on the other hand, could track the time reference by storing it in the
verification table. The user and issuer could also establish a time reference
vig some means not under their direct control (e.g., by using a date and
time-of-day).

Reguiremens 17 The security of the message authentication process
impiemented at one institution must not depend on security measures
implemented at other institutions.

The requirement is based on the principle that a well-designed procedure for
message authentication should be such that the process of authenticating
fransaction requests sent from the user to the issuer, and the process of
authenticating transaction responses sent from the issuer to the originating
terminal, can be effected without exposing the secret information used in
these processes and without depending on other institutions and network
nodes to protect the secrecy of information used in these processes. This
means that message authentication between the user and issuer and between
the 1ssuer and originating terminal must be unaffected by the security or
lack thereof at any other EDP system or terminal in the interchange.

MasterCard, Exh. 1022, p. 82



PERSONAL VERIFICATION IN THE ON-.LINE MODE 499

[’i};}jl Comments on the EFT Security Requirements
long . , . ,
T The reader may note that the six security principles recommended by Kaufman
and Auerbach [10] are a subset of the requirements developed here. The
code basic idea of employing one-way functions for personal verification was dis-
com- cussed in references Il and 12 The rf«.fader may z;l;o note that some require-
; ments are derived from preceding requirements. This allows the requirements
e the to be developed in an orderly and progressive manner.
Although there is bound to be some disagreement over what constitutes
; a true security reguirement, the intent here has been to develop a set of
ie;;‘;‘é ;eqx;im;nents that wi!i tend toward maximizing security. In t_he end, financial
hack institutions and des;gners and developers of cryptographic systems must
R ;l];t weigh tl}eir own EFT security req_uﬂ@nents against t}hose developeg here
N and decide which are mandatory, which are only desirable, and which are
}tztn}lf p(}ssibi}-’ unnecessary. One musi always ba?anee the probabﬂ'it:v and gravity
plied of harm, should it occur, against the cost of implementing sufficient measures
o the to prevent that harm.
d be-
rence PERSONAL VERIFICATION IN THE ON-LINE MODE
1(;1 trhci- T]}ere.are many way.snof using ?_INS and persc_mai kevs to achieve pe_rscnal
v verification. Several different designs and design tradeoffs are considersd
:tﬁﬂ next.

;1:82; In the design of a pr_ocedure. for personal verification, the PINs and per-
The Sonaiukleys may be gf}nSidereq as parameters of the problem, w_her_ek“secret'
n the and “time-invariant”™ are attn‘butes qf these parameters. T‘he significance (_)f
rence secret versus nonsecret and time-variant versus time-invariant parameters in
 and the design of cryptographic systems has a}re_ady been_ discussed._ Thege is,

however, another parameter attribute that 1s important to the design of per-
sonal verification procedures, i.e., whether the parameter is independent or
ocess dependenr. An independent parameter Ais one whose value does not depend
sures on any other parameter. It may be arbitmrﬁy.Sei-ecied by the user. sysiems
personnel, or the system. A dependent parameter 15 one whose value depends
on one or more other parameters. Its value is derived from the parameter or
¢ for parameters upon which. it depends. . .
ating indepemden{ PiNs and personal keys_ can provide greater security than
s of de;y;%ndem PINs an;l personal keys. An mcie-pende-r;t parameter is not auto-
ating matically compromised as the result of a compromise of o;her parameters in
ed in a .cryptographzc system, whereas a dependent parameter is a}ways compro-
work mised whenever the secret parameter or p&r&met?rs and ‘a}gornhm {if secret)
This used to compute }the parameter are compyom*;_sed With an independent
woen parameter, every bit of the parameter must be st.c‘)red. On the other hand, a
v or dependent parameter can be computed dynamically as needed and thus

storage requirements may be substantially reduced. For example, PINs
could be derived from the corresponding IDs using a secret system key. This
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permits the system to regenerate PINg rather than store them in a fable
However, such a choice of dependent parameters might be unaceceptable
because users may want to select their own PINs, and institutions may want
to provide this option to their customers,

Note that in the examples below, it is assumed (although not specifically
shown) that authentication parameters are sent to the issuer in the transac-
tion request messages and message authentication technigues are used 1o
prevent replay of intercepted AP values,

Personal Verification with Dependent PINs and Dependent Personal Keys

PINs and personal keys can be made dependent variables, for example, by
deriving them from users’ 1Ds via a PIN-generating key (KPN} and a personal-
kev-generating key (KPG) as indicated by the following relationships:

PINi = Eppe(IDi) (11-1)
KPi= D}(}:(;.{IDi) {1 1'2)

Encipherment with KPN and decipherment with KPG permit the usz of only
a single secret key, KPN = KPG.

Druring the initialization process. the issuer selects KPN and KPG and then
produces and issues personal identification numbers, persenal keys, and bank
cards to each user. ID and KP are stored on the bank card, whereas PIN must
be remembered by the user. KPN and KPG are retained by the issuer so that
each user’s PIN and personal key can be regenerated during the process of
personal verification.

A procedure that could be used for verification of 2 user is as follows
{Figure 11-6). User i enters 1Di, KPi, and PINi at an entry point (EFT ter-
minal). The EFT terminal computes APi = Exp o pi(ID1) and sends IDi and
APi to the issuer (viz aninterchangeif necessary). The issuer computes a PINI
of reference and a KPi of reference (viz Equations 11-1 and 11-2} from the
received 1Di and the stored values of KPN and KPG. IDi and the derived
values of PINi and KPj are then used 1o compute an APi of reference, or
reference Rfi for short. Rfi and the received APl are compared for equality.
If Rfi = APi, then IDiis accepted (ie., the identity of the user is accepied as
IDi); otherwise, 1D1 is rejected.

Deriving PINs and personal keys from seed keys, KPN and KPG, has the
disadvantage that it is awkward to reissue new PINs and personal keys.?!
Changing KPN or KPG causes every user’s PIN or personal key to change,
and thus requires the issuer to reissue a PIN and a bank card to each user and
update the associated account file in the issuer’s data base. Changing a user’s
identifier affects only that one user, but requires the issuer to close and open
a new account. Compromise of both KPN and KPG allows a global attack
against all users whose PINs and KPs were generated with these keys.

7o change a user's PIN, one could define the ith updated PIN as the ith encipherment
of ID under KPN. However, in that case the system must be able to track the value of i
{e.g., by storing it in a verification table).
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Al st

The verification procedure does have the advantage that there 15 no require-
ment for a personal authentication code (PAC) to be stored on the bank card
or in a verification table, i.e., only ID, AP, and the secret system keys are
needed.

If banks wish to allow users to choose their own PINs, the scheme could
be redefined as foliows. From the user’s specified PIN, a quantity {defined as
the offset} is generated such that the offset equals the modulo 2 addition of
PIN and Egpx (ID), where Egpy (1D} is a system-generated personal identifi-
cation number (defined as pin. Figure 11-7). The offset, which is equal to
PIN & pin, is recorded on the user’s bank card. When a user is identified to
the system, the entered PIN is added module 2 to the offset to reproduce
the correct dependent value of Egpy (ID) = pin.*® Thereafter, pin and KP
are used together as the basis for uger verification.

‘ A disadvantage of this method is that PIN & offset is a constant (C = pin)
] as long as ID and KPN are not changed. For example, if an opponent ever
obtained the PIN and offset, he could calculate C. From then on, the partic-
% ular ID is compromised even if the user changes his PIN. Note that changing
’ % PIN wili only change the offset but will not affect pin. Furthermore, since
! the offset must be stored on the bank card, storage for an additional bit pat-

§' tern is now reguirad.

! Personal Verification with Independent PINs and Independent Personal Keys
|

When PINs and personal keys are independent variables, they cannot be
dynamically regenerated. Therefore, PIN and Personal key generating keys
cannot generally be used securely. (The procedure described in Figure 11-7

KPN —» E

pm‘—‘?

Offset

KPN: pin Generating Key

’ Figure 11-7. Personal Verification Using a PIN Offset

” [ . . . s N s . - . - o 2
2 With current magnetic siripe cards, the modulo 2 addition is performed in the EFT ter
minal. With an intelligent secure card, the operation would be performed on the card,
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e emploved a PIN generating key, and independent PINs were allowed by
ud defining an offset. However, such a scheme has certain security weaknesses,
e as discussed above.) Hence, a different procedure for personal verification
must be used.

ald One approach is for the issuer to store each user’sindependently calculated
. as authentication parameter, AP = Eyp . pn(1D), in a verification table, Select-
,O,f ing & particular entry in the table is accomplished by using ID as shown in
ifi- Figure 11-8. Thus, the dynamic computation producing APi of reference, as
to shown above in Figure 11-6, is replaced bv one in which 1D is used to look
Lo up the corresponding APi of reference in a table,

ice Storage of information in a verification table at the issuer can be avoided
KP if an equivalent amount of information is distributed among the users and
. stored on the bank cards. This additional information, defined here as a
'in} personal authentication code (PAC), can be computed using the relatjionship
ver

te PACH = Eys (API) = Exy (Expe poa(IDID) (11-3)
ing

ncte where KA Is a secret authenlication key known only to the issuer.

sat-

A user is now verified when the correct (AP, PAC) pair is supplied. How-
ever, the procedure relates PAC to 1D only indirectly. Although AP is checked
via the procedure, 1D itself is not explicitly checked. Thusif the authenticator
Bys receives IDi. APi. and PACi instead of IDi, APi, and PACi, there is no way

be will check only that APi and PACi are a valid pair.
€ys This can be remedied by coupling PAC to AP and 1D be defining PAC as

-

follows:

If 1D and AP] are 8-bvte blocks, PAC can be thought of as being produced
by encrypting ID1 and APi using a form of ciphertext feedback. Thus, PACI
validates both API and the correspondance of APi to IDi. 1Di and APi are
accepted as valid only if they generate, vis KA, a PAC of reference equal to
the received PACH

Since PAC Is precomputed, personal verification based solely on the triple
(1D, AP, PAC) withour any additional message aurhentication is by definition
exposed to an active attack wherein previously recorded information is used
to modify a transmitted message. For example, an intruder who has pre-
viously intercepted the triple (IDi, AP, PACI can masquerade as user i
by entering 1D and any bogus values for KPi, PINi, and PACI at the entry
point and then replacing the bogus triple (IDi, AP* PACH) transmitied in
the transaction request message with the previously recorded triple (1D,
APi, PACI via an active attack.

Message authentication, which provides a defense against message alters-
tion and the introduction of stale messages. solves the problem. In that case,
the relationship between 1D and AP is now checked via the MAC and, there-

T ter- fore, personal verification can be basaed on either Equation 11-3 or [1-4.

During the initialization process (Figure 11-9), PINs are selected by either
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Initialization Process at Issuer:

I KPi PINi
b
KA E E
KPiePing
APT = Egpigpin{iDH]
By A (1D}

i
KA — ] F

PACE= By o (EA(IDD®APT)

Notes: 1D, KPi and PACH are recorded on the bank card of the ith user.
fssuer or user selects PING. Issuer sefects KPi, records it on the bank
card, and computes APL Issuer also selects KA and computes PACL

Initiation of Personal Verification at the Entry Point:

Information Supphed by User |
PAC K P PINL 101 information Sent
1o bssuer

L i FO

|
h 4
! E oo min ey A P

KPisPiN
s PAC
(continued)
Legend:
Authentication Key independent  Sceret
Liser i's [dentifier independent  Nonsecrer
User i's PIN Dependent Secret
User i's Personal Key Dependent Secret
User i's Authentication Parameier Dependent Nonsecret
User i"s Personal Awthentication Code Dependent Nonsecret

Figure 11-9. Personal Verification Using & Secret Authentication Key and Personal
Authentication Codes (cont’d next page)
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Verificauon Process at Issuer:

PACH 151, and AP Becerved
from Entry Point

PAC PEn AP
. i
e E §
KA~ kB Computation of
PACH of Relerence
5
I;
|
PaACi=RA

Accept 1Di Reject 1D
Figure 119 {cont’d}

the user or the issuer whereas personal keys are selected by the issuer (to

prevent misuse of KPs, see the section entitied Objections to the PIN/

‘ Personal Key Approach). The issuer also selects KA and computes AP =

i - Expie po(IDDY and PACH = By, (B, (IDI) & AP for each user. KA is re-

| tained by the issuer so that each user’'s IDi and AP can be checked against
i’ PACI, which is stored on the bank card.

i The process of user verification (Figure 11-9) requires user i to enter 1Di,

% KPi, PINi, and PACI at an entry point {EFT terminall. The EFT terminal

computes API = Eppiw pii(IDi)) and sends IDI, API, and PACH to the issuer—

via an interchange if necessary. The issuer computes a PAC] of reference, or

Rfi for short (via Equation 11-3 or |14, as appropriate), from the received

- values of 1Di and APi using the stored value of KA. Next, Rfi and the received

a2 PACH are compared for equality, If Rfi = PACL, then (IDi, APi) is accepted

X as valid and the identity of the user is accepted as IDi. Otherwise, (IDi, AP}

is rejected and the user claiming IDi is denied system services.

The approaches in Figures 11-6 and 11-9 are similar in some respects and
different in others. Neither requires a verification table, since their references
are generated using one or more system keys. In the first case, KPG and KPN
are used to generate personal keys and PINs, and in the second case, KA is
used to compute PAC. Both approaches provide comparable security because
they are equally vulnerable as {ar as compromise of system keys is concerned.
In either implementation, compromise of the system keys KPG and KPN, or

15 KA, will allow global attacks against any user of the system.
L g The major difference in the two approaches is that an additional guantity,
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PAC, must be stored on the bank card when independent KPs and PINs are
used. Independence is therefore achieved at the expense of extra storage on
the bank card.

Although only three examples of on-line personal verification have been
given, variations of these, as well as other designs, are possible. For example,
a different KA could be defined for each user, in which case a verification
table would be required to store the KAs. Personal authentication codes
could also be used to provide cryptographic separation among institutions
in an interchange supporting off-line verification. For example, each institu-
tion could define two authentication kevs for off-line verification. A first
kev, KAlocal, could be used only to verify an institution’s own users {i.e., it
would not be shared with other institutions). A second kev, KAremote,
¢could be shared and used by all other institutions to venifv that institution’s
users. Such a protocol would require two PACs to be stored on the bank
card, one calculated using K Alocal and the other calculated using KAremote.
Each entry point would be required to store its KAlocal key and the XA-
remotie Key for each other institution in the interchange.

Minimizing Card Storage Requirements

In any scheme not requiring a verification table, the specification of at least
one authentication key is mandatory. If, in addition, the PINs are selected
independently, additional storage must be provided on the card for a personal
authentication code, as in the method of Figure 11-9. In that method, KP

(to ag well as PIN are independent variables and KP and PAC are stored on the
N bank card. Since security requires that KP be selected by the issuer to elim-
4 = inate misuse of personal keys (see section Objections to the PIN/Personal
. Te- Keyv Approach), it is not really necessary to make KP an independent variable.
inst It is shown next that it is possible, by giving up the freedom to choose KP

independently, to reduce storage requirements on the bank card by making
1Di. KP dependent on PAC and accepting a shorter PAC length (on the order of
linai 16 to 32 bits). Assume that
ter—
s or AP :EKE’ & pl\(IDJ (11'5)
ived
ived PAC = lefimost m bits of Exa (B (ID) & AP)) (11-6)
pted . , . .
API) Storage on the bank card can be reduced by generating PAC dynamically
from KP.

and R i o )
nees PAC = leftmost m bits of Eyp(ID) {11-7)
KPN ) o . i . , i
A s The price paid for this advantage is that only certain KPs will satisfy all
ause three equations (11-5, 11-6, and 11.7). Furthermore, due fo the complexity
‘ned. of the equations, only trial-and-error methods (e, key exhaustion) can be
N or used to generate proper KPs. If the PAC length is m bits, the average num-

ber of iterations to find an acceptable KP is 2 ~! To make exhaustion
itity, feasible, m should be chosen less than 32.
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For analysis of the generation of KPs by the issuer, let

APtrial = EKP{;iaie pIN{ID} (} 1-8)
C1 = the lefrmost m bits of By, (B (1D @ APtrial)) (11-9)

(= PAC1trial) ‘
C2 = the leftmost m bits of Egpyu(1D) (11-10}

Due to Equation 11-7, the constraint C1 = C2 is now introduced.

For the generation of KPs that satisfy the condition C1 = C2, trial values
of KP (KPtrial) are used for a selected PIN with the comresponding ID to
generate a trial AP according to Equation 11-8. A trial PAC (C1 = PACtrial)
is then computed from the tria]l AP using Equation 11-9. A trial value of C2

| is also calculated using Equation 11-10. The KPtrial is accepted only if C1 =
C2, otherwise, the KPtrial is rejected and the process is repeated (Figure
11-16). Assuming that the probability of a match (C1 = C2) at each trial
8 27™ 01 takes an average of 2™/2 trials to find an acceptable KP.

Once an acceptabte KP is found. the initialization process is complete.
To initiate the verification process at the entry point requires that AP =
L Egpepn{ID) and PAC = the leftmost m bits of Ep(ID) be generated and

E transmitted together with the ID to the issuer (Figure 11-11). At the authen-

i ticating node {the issuer), the authentication kev, KA, is used to generate a
§ PAC of reference, le.,

PAC of Reference = leftmost m bits of Ey 4 (B¢, (ID) & AP)

Onby if this quantity is equal to the received PACI will the user (IDi) be ac-
cepted. Otherwise, the user will be rejected (Figure 11-110.

This approach requires, again, proper message authentication. Otherwise,
| any mtercepted triple {ID, AP, PAC) sent 1o the authenticating node would
authenticate the user (Figure 11-11). An opponent could thus masquerade
as the user associated with the intercepted triple.

But even if proper message authentication is in place, an opponent could
attempt to impersonate another user (say user i) by entering IDi (assumed
known) and using & method of trial and error. as follows: an arbitrary per-
sonal key and PIN (i.e., KP* and PIN®) are entered so that the entry point
calculates AP* = Tiypw pppee (ID1) and PACF = Eyp. (IDi} (Figure 11-11).
At the authenticating node, Rf* = Ey, (IDi} # AP*) is calculated and
checked for equality with the leftmost m bits of PAC*. Since the probability
is 27™ that these (fake) guantities are indeed identical, about 2% ~% trials
are required for the attack to succeed. In the described attack the opponent
must manually enter the trial values of KP* and PIN*, which means that the
time per trial is measured in seconds. The value of m is selected so that
2mt 3 {time per trial) is sufficiently large.

A more serious threat arises if insiders are able to repeatadly exercise the
operation that calculates the PAC of reference (Rf in Figure 11-11). In that
case, the opponent selects a trial key, KPtral, and calculates a set of APs by
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510 APPLYING CRYPTOGRAPHY TO ELECTRONIC FUNDS TRANSFER SYSTEMS

exhausting PIN space (i.e., (AP] = Exppuspe(IDD:J = 12,00, 0} wheren
is the number of possible PIN combinationsy. In addition, PACtria] =
Eypuria (ID1) is calculated. The set of APs is then used together with 1Di and
PACtrial to calculate the set Q= {Rfj;i =1, 2, . ... ni. where Rfj =
Ey. (IDiY 2 APi. If Q contains an element Rfj such that Rfj = PACtrial,
then the attack succeeds, because in that case an equivalent PIN and KP are
found for the IDi. If no match is found, the procedure is repeated using a
different KPtrial. This insider attack will succeed only if references can be
caleulated at will. One way 1o detect and thwart such an attack is to log all
unsuccessful validations. Since most of the time {in an honest environment)
the validations will succeed. the statistic of unsuccessful validations is a use-
ful audit tool. The lesson to be learned from this threat analysis is the fol-
lowing: whenever the number of trials required by the issuer to generate
certain parameters is small, extreme care must be taken to ensure that an
opponent cannot benefit from this efficient computational procedure in the
same way. By restricting the opponent to attack the entry point, the de-
scribed method for reducing card storage can be made sufficiently strong.
The value of m is thus chosen so that the issuer can carry out the required

Initialization Process at Issuer:

Notes: lssuer or user selects PING, Jssuer selects KA, generates KPi
(as in Figure 11-10}, and records KPUon the bank card.

Initiation of Persona}l Verification at Entry Point:

Information Supphied by User s

Sy N 1
K ' ]!‘N’ 1Di Information Sent
i 1o Issuer
+ 1D
¢ E | ———————# AP
KPiaPiINi
Al
‘ i
o KA ‘
|
Seieet Lefimoyt
w1 Bits
Legend:
KA. Authentication Key independent  Secret
1Dt Liser s Juentifier independent  Nonsecret
PiNi: User i's PIN Independent  Secret
KPi:  User i"s Personal Key Dependent Secret
AP User 's Authentication Parameter Dependent Nomnsecret
PACH  User i's Personal Authentication Code  Dependent Nonsecret

Figure 11-11. Personz! Verification Using a Secret Authentication
Key and Personal Authentication Codes
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ren Verification Process at Issuer:

1o Information Received from Entry Point
and PACI 134 AP
i =
rial,
are
g a KA—M E
1 be
g all
ent)
use-

fol- K A~ E Computation of
PACH of Reference
‘rate

tan Rfi
i the

 de- Setect jeftmoest
ong. m bits
red

4

PACIi=Rfi

9

Accept TIH Reject [Di
Figure 11-11 {cont'd)

computations efficiently using a high-speed computer whereas an opponent
is forced to use a much slower procedure of trial and error involving a man-
ual entry of trial parameters at the entry point. .

PERSONAL VERIFICATION [N THE OFF-LINE AND OFF-HOST MODES

When personal verification is performed by a terminal, the process is said to
operate in the off-line mode. When a terminal and a communications control
unit (Figure 11-1) cooperate to perform personal verification, the process is
said to operate in the off-host mode. In the off-line mode, the entry point
must additionally assume the role of issuer. It must perform personal verifi-
cation and manage transaction requests, although it is relieved of other tasks
such as opening new accounts and assigning and selecting PINs.

The discussion in this section demonstrates that personal verification
using the on-line mode is more secure than either the off-line or off-host
modes of operation. The reason for this is that the on-line mode does not in-
volve widely distributed kevs as do the other modes. With the off-line and
off-host modes, it is not possible to isolate the personal verification process
to a single institution. To show why security is reduced in this case, methods
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512 APPLYING CRYPTOGRAPHY TO ELECTRONIC FUNDS TRANSFER SYSTEMS

are discussed wherein personal verification is performed by a node different
from the issuer’s node.

Cryptographic system designs for off-line and off-host banking trans-
actions are more straightforward than those for comparable on-line banking
transactions. For instance, in an off-line mode, there is no requirement for
message authentication, since the entire procedure takes place at the entry
point. However, because & terminal and a communications control unit do
not, in general, have storage for a verification table, the possibie designs are
more Hmited, The following discussion assumes, therefore, that insufficient
storage is available for a verification table. Hence, personal verification muss
be based on testing a preestablished relationship between the ID and secret
information supplied by the user.

By definition, when personal verification is performed in the off-line or
off-host mode, a widely distributed authentication key niust be used to test
the relationships among 1D, secret user-supplied information, and PAC. If
that keyv is a secret key (using the DES). its compromise globally affects
the entire verification procedure. If that key is a public key {using a PKC),
compromising its integrity compromises only the verification procedure at
that one off-line or off-host location:

An grrack against ¢ PKC succeeds if the public key ar the eniry point is changed by an
opponent who then enters @ PAC calculared with the corresponding secrer key. If the
secrer key used ro compuie user PACS is compromised, a global artack againsr all users
is possible {as would be the case with a conventional algovithm), The advantage of the
PRC, however, is that the secret key 1s not stored at the entry point.

Because the authentication key (whether it is a public or a privaie key) is
widely distributed, the soundness of the off-line and off-host modes is ques-
tionable. In an interchange environment, for example, the authentication
kevs may be stored in thousands of terminals. However, the approach may
be used safely in networks where the number of institutions and EFT ter-
minals is small and where the EFT terminals are vault-like units. With such
an implementation, protecting the secrecy or integrity of a key in the EFT
terminal may be less of a problem than providing similar protection 10 a
verification Table or authentication key located at a host.

An important requirement of any off-line or off-host personal verification
procedure is that a compromise of either of these modes should not com-
promise or severely weaken security in the on-lne mode. {In the discussion
it is assumed that both modes are implemented in the network.) In other
words, compromising a secret key used in the off-line or off-host mode should
not jeopardize secret user-supplied information essential to on-line personal
verification.

Personal Verification with Systern-Selected PINs
Employing a PIN Generating Key

The on-line mode can be separated cryptographically from either the off-
line or off-host mode i dependent PINs and dependent personal kevs are
used. For example, assume the on-line scheme illustrated in Figure 11-6,
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>nt where on-line personal verification is based on PINs and personal keys derived
from other keys (KPN and KPG). One wav to achieve separation between
ns- on-line and off-line personal verification, in this case. would be to base off-
ing line personal verification on PIN only and fo base on-line personal verification
for ont PIN as well as KP. This could be achieved by storing only KPN in the
ary terminal {Figure 11-12} and by storing KPN as well as KPG at the issuer’s
do HPC (Figure 11-6}. In that case, a compromise of KPN in the off-line mode
are (resulting in the exposure of PINs) would not compromise the on-line mode
znt since personal keys are still secure.
ust During the verification process (Figure 11-12), user | enters 1D1 and PINI
ret at an EFT terminal in which KPN has been installed. The EFT terminal com-
putes Epp(1Di) = Rfi (j.e., the PIN of reference), and compares Rfi and
or PINi for equality. If Rfi = PINj, then I is accepted; otherwise, if Rfl #
‘est PINi, IDi is rejected,
I
cts
Q),
s af Verification Process
{From User i)
v an PINi
the {(From Cardy
SEFS D1
‘the
} s 3
ies s
ion KPN wdd E
nay
ter-
uch N
FT Rii
Qa X
tion Rfi=PINi
om- 9
sion Yes
ther
uld Accept 1D Reject 1D
onal

KPN = PIN Generating Key

Rfi = PIN of Reference

Notes: To initalize the system, the issuer selects KPN and computes
PINi = Egpn (101 for each user (1D1, 1D2, ..., iDxm). If KPN
I compromised a valid PIN can be generated for any given ID.

off-
. are Figure 11-12. An Example of Off-Line Personal Verification
1-6, with System Generaied PINg
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Personal Verification with User-Selected FINs Employing Offsets

Consider a design based on independent PINs which uses an offset field on
the card and satisfies the relation

Egpn (IDD) = PINi & offseti

where KPN is a secret system-managed PIN generating kev (see also Figure
11-7).

in this case, KPN, 1Di, and PINi are independent variables, whereas
Eypn (IDI} and offseti are dependent variables. Verification fakes place as
illustrated in Figure 131-13. The security weakness here (as discussed before)
is that the user-related PIN added to the offset results in a constant, C, as
long as ID and KPN remain fixed.

Personal Verification with User-Selected PINs Employing PACs

In a more secure approach, different personal authentication codes (PAC and
PACoff) can be used for on-line and off-line (or off-host) transactions, respec-
tively. This is accomplished by using different secret authentication keys
{KA and KAoff). For example, one could define

PACI = Exa(ExA¢IDi) & API)
PACORT = Eyaofr(Eaor(IDi) AP

i

AP = Eygpie pof 1D1)

The on-line verification mode using KA and PACI is shown in Figure 11-9.
The off-line and off-host modes use the same procedure as the on-line mode
except that KA s replaced by KAoff and PAC is replaced with PACoff
(Figure 11-14). KA is stored at the issuer's HPC for on-line verification
whereas KAoff is stored in the appropriaie terminals and communication
controllers to allow off-line and off-host verification.

If KAoff is compromised, a valid PACoff can be generated for any given
set of values (1D, KP, PIN} thus compromising the off-line mode. However,
the actual KP and PIN cannot be determined, and thus the on-line mode is
still secure. Furthermore, since KA is unavailable, PAC cannot be evaluated.

A saving in card space could be achieved by basing on-line personal veri-
fication on an authentication parameter stored in a verification table (Figure
11-8). This would eliminate the need to store a personal authentication code
associated with on-line verification on the bank card, Storage requirements
on the bank card could be reduced further by basing off-line personal
verification on a personal authentication code (PACoff) which is related to
KP. This idea is discussed above in the section Minimizing Card Storage
Requirements.
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GUIDELINES FOR CRYPTOGRAPHIC DESIGNS

The EFT security requirements developed above are used in the remainder
of the discussion to develop good cryptographic designs. These EFT security
requirernents may be used effectively to compare and establish trade-offs in
different designs (e.g., kev management approaches based on system kevs
only, or personal keys only, or a hybrid approach involving a combination of
bothj.

In the following discussion of methods used fo satisfy the various require-
ments, the focus is on requirements 1, 2, 5, 12, 14, and 17-which are ¢con-
cerned with the integrity of secret information entered into a system, integrity
and secrecy of terminal stored information, isolation of the personal verifica-
tion process, generation of user verification data, one-way functions of secret
user-supplied information, and isolation of the message authentication process,
respectively. Since requirements 12 and 14 follow from requirement 5, it
suffices to compare the different methods with respect to requirements 1,
2,5, and 17 which are repeated below for the reader’s convenience.

Reguiremenr I. The process of entering information at an EFT terminal
must be protected, ie., the integrity and secrecy of information entered
into the EFT terminal must not be compromised as a conseguence of the
entry process. Furthermore the information flow within a terminal must
be protected.

Requiremenr 2. Information stored permanently or temporarily within
an EFT terminal must be protected, ie., theintegrity of public information
and the secrecy as well as integrity of private information must be assured.
Requirement 5. The security of the personal verification process imple-
mented at cone institution must not depend on security measures imple-
mented at other institutions.

Requirement 17 The securitv of the message authentication process
implemented at one institution must not depend on security measures
implemented at other institutions.

To satisfy requirement I, the following must be true:

1. The entry paths for the PIN and user-supplied key into and within the
terminal are not exposed during normal system operation.

2. The entrv paths for terminal resident keys into and within the termi-
nal are not exposed during the key loading process.

3. During the entry process, secret card information is not exposed even
if bank cards are temporarily in the possession of others.

Requirement | is independent of crypiography. It requires that security
measures be employed at the entry point to reduce the probability that the
PIN and secret card information (e.g.. a personnel Key, KP)can be ascertained
during the entry process. To prevent. or at least make it difficult for card
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information 1o be ascertained while the card is in the possession of someone
other than the card owner (a bank teller or store clerk}, requires a particular
approach in the design of the bank card, i.c., the introduction of an intelligent
secure card (discussed below) capable of performing computations that involve
secret information stored on the card.

To satisfy requirement 2, one must assure that

1. Permanently stored terminal keys are not exposed.

2. Temporarily stored PINg and terminal keys (active for the duration

of a transaction) are not exposed.

Keys stored in a terminal can be protected only by physical security mea-
sures. Hence, requirement 2 is also independent of cryptography. To avoid
the problem of key security at the terminal altogether, one might search
for a method which does not require a cryptographic key resident in the
terminal. This leads to the idea of using a key supplied by the user. ie.. a
personal kev. It happens, however, that such an approach is not secure unless a
hank card with the following properties could be introduced: counterfeit cards
could not be manufactured and information stored on genuine cards could
not be read or altered. Such a bank card 1s defined below as an ideal intelli-
gent secure card. It is concluded, however, that the requirements of the ideal
bank card are unattainable at a reasonable cost with current technology.

An intelligent secure card capable of achieving realistic security objectives
is defined a practical intelligent secure card (or intelligent secure card for
short). It has the property that card information is secure while the card is i
temporarily in the possession of another person or device for the purpose of
transacting business. However, use of an intelligent secure card does not
obviate the need to protect the infegrity and sometimes the secrecy of
information transferred between the card and terminal.

Requirements 1 and 2 can therefore be satisfied partially through the intro-
duction of an intelligent secure card incorporating a personal key. Card
information, in this case, is not entered into the EFT terminal. The PIN is
not assumed to be entered directly on the card, although, if it were, require-
ments 1 and 2 couid be fully satisfied. Therefore, except for PIN entry, the
intelligent secure card is equivalent to a miniature EFT terminal carried by
its gwner.

Computationally the card would contain the following elements: a one-chip
microprocessor, ROS (read only store) containing executable programs, a
small RAM (random access memory) for storage of intermediate resulis
(which could be on the microprocessor chip}, and a nonvolatile memory for
the storage of customer unique information (e.g., account number, secret
card key or parameter, and PIN-related information) and dynamic informa-
tion (e.g., current balance, number of transactions, and a one-up counter or
message sequence number). The nonvolatile memory is partitioned and
protected so that

1. A portion of the memory can be written to only by the issuing institu-

tion during card personalization. Thereafter, secret information stored
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me in this memory can be read only by the card, whereas nonsecret in-
tlar formation stored in this memory can be read by both the card and
ent EFT terminal.

shve 2. A part of the memory can be written to and read only by the card.

Power and timing information would be provided externally by the EFT ter-
minal, although fully seif-contained devices are not precluded. Electrical
connections for communication between the card and terminal are also
ton provided.
One important design goal is to achieve isolation among institutions with
regard to personal verification (requirement 5) and message authentication

1ea- (requirement 17). A design based solely on PINs and system keys requires a
roid high degree of trust among institutions, since cryptographic transformations
irch are requited to {ranslate data {from encryption under one key to encryption
the under another key. This means that PINs or PIN-related information ocecurs
sa in the clear at nodes not under the control of the issuer. The potential for
255 1 exposure is minimized if this information occurs in the clear only in secure
ards hardware. But the fact remains that the issuer must trust other institutions
~uld to implement secure hardware and maintain its integrity. Hence require-
celli- ments 5 and 17 cannot be satisfied with a design based solely on PINs and
deal syvstem keys, Details are discussed in the section The PIN/System Key
Approach.
tives Requir;ment 5 can be satisfied wi_th a design that increases the number of
| for combg&amons of secret ujser—‘suppiied mformlanorx’ by introducing (in addit@cn
i s to ?IN) a personal key (KP_? written on an intelligent secure bank card. With
e of P.IN a_nd KP‘? t_he number\of mdcp‘endem‘; bits of secret user-.supphed informa-
not tion is sufficient to dei'enyd against direct search and dlctwnary_ attacks.
v of (Designs based only on PIN are vulnerable to these attacks.y A design based
' only on KPs and PINs (no system keys) is described in the section The PIN/
atro- Persgnai_ Kev Apprqach . S;ﬁciﬁcally. it is shown that KP enhances personal
Card ver:.fg:at:on ;u}d authentication ofmtransaction request messages by satisfying
IN s requirement 3. How'ever, the EFT terminal cannot use personal keys to
wire- authenticate transaction response messages unless it can be assured that these
the Keys are known only to the issuer (i.e., not even known to the legitimate
dby user). An opponent \yho enters a fake personal key af an EFT terminal
could, for example, inject bogus transaction response messages into the
-chip cpr’zmgnication line that the EFT terz}ainai would accept as valid. Elimina-
s, a tion of Ehesg exposures would be possible, and thus requirements 3 and 17
seults cou%d he §aus§%ed, if a pure personal_key appmagh were used together with
" for an 1de§al mtglngem secure card. But, as a prgctwal matter, the properties
ocret of an 1cmieai intelligent secure gard are unattainable, and therefore require-
e ment 17 cannot be satisfied with only a personal kev approach. As a conge-

‘o or quence, use of a personal key does not eliminare the requirement for a
N - - -
~ terminal resident key.

tan
and in the section The PIN/Personal Key/System Key (Hybrid Key Manage-
ment) Approach Using an Intelligent Secure Card, an implementation is
<titu- discussed that uses a combination of personal and system keys (defined as
tored hybrid key management) together with an intelligent secure card capable of
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achieving realistic security objectives (defined as a practical intelligent secure
card in contrast to the ideal intelligent secure card described above). In par-
ticular, requirement 5 can be satisfied completely and requirement 17 can be
satisfied to a high degree. To satisfy requirement 17 completely requires that
eiectronic digital signatures be implemented (see the section entitled Security
Enhancements With Digital Signatures).

The different methods can now be classified as follows:

Merhod 1. PIN/System Key Approach
Merhod 2. PIN/Personal Key Approach
Method 3. PIN/Personal Key/System Key Approach

In addition, the following categories can be defined:

Caregory ¢. Using a magnetic stripe hank card
Caregory b, Using a practical intelligent secure card
Category ¢ Using an ideal intelligent secure card

Hence, altogether there are nine different approaches defined, le., la, 1b,
l¢, 2a, ..., 3b, 3c. Tables 11-1 and 11-2 indicate the effectiveness of each
method with respect to the requirement of separating personal verification
and message authentication among institulions (requirements 3 and 17),
respectively. Since requirements 1 and 2 require physical security in all
approaches, a separate table 1s not provided for these.

Details of the different designs are discussed in the sections The PIN/System
Key Approach, The PIN/Personal Key Approach, and The PIN/Personal
Key/Svstem Kev (Hybrid Key Management) Approach Using an Intelligent
Secure Card. From these discussions it can be concluded that the combination
3b presents a realistic security solution,

Before presenting the details of different designs, some of the fundamental
threats to PIN secrecy are highlighted. Furthermore, key management require-
ments common to all designs are investigated.

Threats to PiN Secrecy

Observation of the PIN

In any nationwide EFT environment, there will be a very large number of PIN-
using terminals located in nonsecure locations. The line from the PIN-using
terminal could be tapped and one or more cameras or video recorders could
be positioned to observe and record customers entering their PINs into the
EFT terminal or PIN pad device. This observation is synchronized with reading
the corresponding transaction sent over the communication line 1o establish
a refationship between the observed PIN and intercepted account number,
After a period of time, a significant number of PINs could be obtained from
unsuspecting customers who were not particularly careful during the PIN
entry process. A computer could then correlate the recovered PINs with the
intercepted transactions to determine the customer’s account number and
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Method | Method 2 Method 3
4 b [ a b ¢ a b C
Requirement 51 Comparison of Methods Excluding the Entry Point
10t not not salistied satisfied satisfied satisfied satisfied satishied
satislied satisfied satisfied
Common keys between nodes are Secret verification information is processed only at the end points.
NECessary.
Requirement 5: Comparison of Methods at the Entry Point
not not not not salisfied satisfied not satislied satisfied
satisfied satisfied satisfied satistied satisfied
Key at entry point is not controied Secrecy Card Secrecy Secrecy Card Secrecy
by the issuer. of input information ol card of input information of card
information (KP) not information information {KPY not information
(PIN and exposed {0 (KP) {PIN and exposed 1o (KP)
KP) not others; guaranteed. KP} not others: guaranieed.
controlled fake KP controljed fake KP
by the and misuse by the and misuse
issuer. of KP not issuer. al KP not
possible. possible.

Table 11-1. Security Properties of Different Cryptographic Methods-Separation of Personal Verification Process.
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Method 3

a b c a b 9 a b ¢

A

Requirement 17: Comparison of Methods Excluding the Entry Point

not not not satis(ied satisfied satisfied satisfied satisfied satisfied
satislied satislied satisfied

Common keys between nodes are Secret verification information is processed only at the end points.

IlﬂCCSSlH'y.

Requirement 17: Compatison of Methods at the Entry Point

not not ot not 1ot satisfied* not partly satisfied™
satisfied satistied satisfied satislied satisiied satisfied satisfied
Key at entry point is not controlied Secrecy Fhreat of Secrecy Secrecy Threat of Secrecy
by issuer, of input KP misuse of card of input KP misuse of card
information since user information information sifice user information
not could deter- guaranteed. not could deter- quaranteed.
controfled mine his controlied mine his
by the KP. by the KP, But
issuer. issuer ¥¥ attack
Threat of requires
KP misuse, subversion
threat of of system
{ake KP. keys.

Note: Although the PIN/personal key approach (method 2) provides good separation between institutions, il is not an acceptable solution
unjess an ideal intellipent secure card is used (method 2¢) The security exposure s duc to the threat of KP misuse and the use of fake
KPs.

*1tis assumied that the signal path between the intelligent secure bank card and the terminal is not subverted.
¥+ There is also the threat of KP misuse and the use of fake KPs. But a successful attack s dependent upon subversion of system keys.

Table 11-2. Security Properties of Different Cryptographic Methods-Separation of Message Authentication Process
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Table 11-2. Security Properties of Different Uryptographic Methods- Separation of Message Authentication Process
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other information necessary to produce a counterfeit card. This would allow
fraud to be perpetrated against each corresponding account.

A suggested defense against this threat is to encrypt the account number
and all other information that links the PIN to the cardhelder. This prevents
the production of a counterfeit card from intercepted information. However,
financial institutions may find that encryption of card information conflicts
with some other system reguirement. For example, it mayv be necessary for
certain intermediate nodes, which do not have an encryption/decrvption
capability, to read the information contained in the transaction messages.

Bugging of input Information at EFT Terminals

A bug placed in an EFT terminal allows all PINs entered into that terminal
to be intercepted. This, in turn, allows an opponent to successfully masquerade
as any one of the users whose PINs are intercepted, thus allowing fraud {o be
perpetrated against each of the corresponding accounts.

insertion of Fake Equipment

The most insidious fraud threat is one that uses fake equipment. A dishonest
merchant may induce unsuspecting cardholders to use EFT terminals with
fake PIN pads. Although there are many variations on this attack (see Counter-
ing the Fake Eguipment Threat, Chapter 10), some of which can be defended
against, there is one that offers no apparent practical defense (no matter
what method is emploved, personal kevs or system keys) if card information
and PIN are entered into the retailer’s equipment.

In this attack, the merchant replaces the EFT terminal and PIN pad with
devices that will display or print the entered PIN at 2 work station. kvery
PIN so obtained is automatically recorded. The card information is auto-
matically written on an unused card supplied by the opponent and the
PIN and card are entered into the real PIN pad and EFT terminal, which are
also hidden. Upon receiving the transaction response from the issuer, the same
respanse is sent to the fake terminal. In this way, the cardholder is made to
think that the transaction has completed normally. PINs and counterfeit
cards obtained in this manner are then used to commit fraud against the cor-
responding accounts,

There is ne apparent practical defense against the above fake equipment
attack. Financial institutions must therefore be willing to accept this threat,
realizing that it is impossible to develop protection systems that completely
eliminate all risks of fraud.

Key Management Requirements

Fundamental to any key management approach s the requirement {10) that:
Personal verification and message authentication require a reference to be
available to the authenticator at the time the authentication takes place. This
reference, or the process used to generate the reference, must be defined and
agreed to in advance. It must be such that the integrity of the reference (and
sometimes its secrecy)} and/or the process that generates the reference, can
be assured by the guthenticator.
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Thus i check a received MAC ai the issuer (associated with the [ransaction request
message ) an aurhentication key must either be stored or dynamicelly created ar the
issuer. The same requirement exists at the entry point in order 1o provide checking
procedures for the MAC associated with the fransaction response message sent from
the issuer to the enmvy point.

To provide a check for message timeliness, required for detection of the replay
of stale messages, the MACs must be time-dependent. Furthermore, for detec-
tion of the replay of stale messages and MACs, the time dependence must be
controlled by the authenticating node.

This can be accomplished by using & umiversal time reference, T, eg.. a
time-of-day (TOD} clock, which logically ties all nodes together. Here, each
node must access T internally since otherwise T is not under the authenticating
node’s control.

Another way of establishing a common time reference is for the authenti-
cating node to generate a random quantity which is transmitted to the send-
ing node (Le., the node desiring to send a message to the authenticating
node). The sending node places this received random value in the message,
generates 2 MAC on the message, and sends the message and MAC to the
authenticating node.

To continue the discussion of authentication concepts: consider two nodes,
A and B, which use a common message authentication kev, Kauth. This key
can be either static (in which case Kauth is stored permanently at both nodes)
or dynamic {in which case Kauth may be generated by one or both of the
nodes}. Figure 11-15 summarizes the concepts discussed thus far.

For the case where Kauth is randomly generated, a key-encrypting key
{KNC, or node communication key) must be used to encrypt Kauth so that
it may be transmitted safely to the other node where it must be established.

For example, if one node generates Kauth, it can be sent in the form
Exne (Kauth) to the other node. Details of protocols which incorporate the
concepts of Figure 11-15 are supggested in Figures 11-16 through 11-19.
These figures specifically show that initiation protocols are needed before
regular communication can start, unless when a universal time reference is
used in conjunction with a static Kauth. 1f created dynamically. Kauth
could be generated either at node A or node B. Another possibility discussed
in reference 13 is for Kauth to he formed from random quantities generated
at node A and node B.

The notation MAC(argument) is used to show specifically the quantities
that MAC depends on. For example, MAC(key, data) is interpreted as the
leftmost m bits of the last block of E,,, (data), where m << 64 ig selected by
the user and for convenience is omitted from the notation.

Choosing a particular design approach, i.e., system keys, personal keys, or
both, affects the way references can be established (discussed below). After
one decides how references are established, the major remaining effort must
focus on the problem of how best to achieve separation of the personal
verification and message authentication processes among different institu-
tions. The details are discussed under the general topic of kev management
in each of the separate sections covering the PIN/svstem key approach, the
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System Generated

Ta generated at node A
Th generated at node B

Static, i.e., Kauth is
permanently stored at
both nodes

MACa.b and MACb.a
are functions of Kauth,
TOD, and data sent
between node A and
node B.

No initiation protocol
requtired.

Dynamic, i.e., Kauth
1s randomly generated

MACab is a function of
Kauth, Th, and data sent
from node A to node B.
MACD & is a function of
Kauth, Ta, and data sent
from node B 1o node A.

Initiation protocol re-
quired to send Ta from
node A tonode B and Tb
from node B to node AL

MACab and MACh 2
are functions of kauth,
TOD, and data sent
between node A and
node B.

[nitiation protocol re-
quired to establish
common authentication
key (Kauth) between
node A and node B.

MACa b is a function of
Kauth, Th, and data sent
from node A {o node B.
MACh.a is a function of
Kauth, Ta, and data sent
from node B to node A.

Initiation protocol re-
quired to send Ta from
node A 1o node B and

Th from node B to node A.
In addition, a common
authentication key (Kauth}
must be established
petween node A and

node B.

Legend:

IDa: ldentifier of node A
[B%: fdentifier of nede B
Kauth: Message authentication key
Ma,b: Message sent from node A to node B
Mh s Message sent from node B to node A
MACa b Message authentication code for Mab
MACH,a: Message authentication code for Mba
Ta: System generated time reference at node A

Th: Swystem generated timae reference at node B
TOD: Universal time reference stored at node A and node B

Figure 11-15. Concepts Associated with Authentication
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Time Reference: Permanently stored time reference at both nodes, e.g.. time-of-day
clock (TODY

Data sept from node A o node B:

TOD, 1D, Db, Ma b, MAC2 biKauth TOD IDa Db Ma b)

Ddata sent from node B to node A

TOD, IDb, 1Da, Mb.a. MACH a{Kauth 1O IDb 1Da Mb.a)

Legend:

[Da: Identifier of node A
IDb:  ldentifier of node B
Kauth: Message authentication key
Ma,b: Message sent from node A 10 node B
Mb,a: Message sent from node B 10 node A
MACa,b: Message authentication code for Mab
MACh.a: Message authentication code for Mb.a
TOD: Universal time reference stored at node A and node B

Figure 11-16. Message Authentication—Universal Time Reference and Static Authentica-
tion Key

PIN/personal kev approach, and the PIN/sysiem kev/personal kev (or hybrid
key management) approach.

One particular method that assures separation of the personal verification
process among institutions uses a secret personal key stored on the card.
A system with personal keys faces new threats.

Threats to the Secrecy of a Key Stored on a Magnetic Stripe Card

One major threat to the kKev-on-the-card (magnetic stripe card) is that cards
can be lost and stolen, and information on the card can be copied. Further-
more, information entered into nonsecure terminals can be bugged, and un-
suspecting customers can be induced to enter card and PIN information into
fake equipment.

However, not all of these exposures present the same threat to EFT se-
curity. as will be seen from the discussion below. Note also that many of the
exposures could be eliminated with an intelligent secure card (see also the
sections entitied Bank Card Security, and Personal Key Approach with an
Intelligent Secure Card).

A PIN s analogous to a user-remembered combination to 2 combination
lock; a card with a secret personal key (KP} stored on it is analogous to a
physical key to a key lock. It is true that physical keys can be lost, stolen,
and duplicated, and therefore, that cards with secret keys written on them
would be subject to the same exposures. Yet, Kevs and locks have been
proven to be practical, useful, and worthwhile, even though they do not pro-
vide their users with perfect or absolute security. The same would be true of
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day Time Reference: Randomlv generated time-variunt quantities (Ta at node A and Tb at
node B) establish origin of time reference. eg.. Ta and Th are incre-

mentied by one for each message sent

[nitiation protocol to exchange Ta and Th:

From node A to node B: Ta. IDa, Db
From node B to nede A: Th, IDb. [Da

Data sent from node A 10 node B:
Th+i, 1Da, 1D, Mab, MACa b(Kauth. Th+iIDa Db Me b}
Data sent from node B to node A

Taj. IDb, IDa. Mb.a, MACb a(Kauth. Ta+{.IDb IDa Mb a)

Legend:

IDa:  fdentifier of node A
) iDb: Identifier of node B
tica- Kauth: Message authentication key
Ma b Message sent from node A to node B
Mb.a: Message sent from node B 1o node A
MACs b Message authentication code for Mab
brid MACh.a: Message authentication code for Mba
Ta: System generated time reference at node A
Th: System generated time reference at node B

Lon i1 Message sequence number for Mab
ard. it Message sequence number for Mb.a
Note: It must not be possible to influence the generation of Ta and Th externally, Other-
wise, stale messages associated with a previously used Ty and Tb can be inserted.
ards Figure 11-17. Message Authentication--System-Generated Time Reference and Static
therl Authentication Key
Lun
into
bank cards with secret keys stored on them. Information stored on the card
T se- would be protected as a consequence of the physical security routinely pro-
f the vided to the card by its holder. Once users were aware of the security impli-
y the cations of exposing card information, it is assumed that they would take the
h an necessary precautions to profect their cards, and by so doing, they would
protect the information stored thereon.
ition
to a Lost Cards
?len, Loss of a card is probably the most common way in which card information
them becomes exposed, vet this represents the least serious threat to EFT security,
been An opponent is unlikely to launch an attack by first searching for a lost card,
pro- and people who find lost cards are unlikely to be motivated to tap the com-
ae of munications line and recover PINs using cryptographic methods.
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Time Reference: Permanently stored time reference at both nodes, eg., time-of-day
clock (TOD)

Initiation protocol to exchange time-variant authentication key (Kauth) genersted at
node B

From node A to node B: IDa, IDb
From node B to node A: IDb, [Da, Egne (Kauth)

Ddata sent from node A to node B
TOD, [Da, iIDb, Mab, MACa b(Kauth TOD.IDe IDb Ma.b}
Drata sent from node B to node A:

TOD. IDb, [Da, Mb.a, MACH a(Kauth TOD Db I1Da Mb a)

Lepend:

IDa: ldentifier of node A
1Dbo: ldentifier of node B
Kauth: Message authentication key
KNC: Node communication key (kev-encrypting key)
Ma,b: Message sent from node A to node B
Mb.a: Message sent from node B to node A
MACa b: Message authentication code for Ma.b
MACDh.a: Message authentication code for Mb.a
TOD: Universal time reference stored a1 node A and node B

Figure 11-18, Message Authentication--Universal Time Reference and Dynamic Authen-
tication Key

that he has lost his card. The issuer would then invalidate the account and
disallow further transactions until a new card had been issued. Thus the time
during which fraud could be committed against an account would be relatively
§ 7 short.

o

‘ It is assumed that the cardholder would notify the issuer upon discovering

Stolen Cards

3 Stolen cards are not much of a threat either, although here it must be assumed
) that the opponent is motivated and capable of attacking the system (which
would include the tapping of communication lines, interception of authenti-
cation pattern values, and recovery of PINs). However, AP values cannot be
mntercepted after the cards are stolen, since the cards themselves are needed
fo initiate transactions. In addifion, it is assumed that reissued cards would
use different KPs, thus making the APs different.

For stolen cards to be of significant value, they must be stolen from se-
lected individuals whose transaction request messages have been previously
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node B} establish origin of time reference, 2.g., Ta and Tb are incre-
mented by one for each message sent

Initiation protocol to exchange Ta and Th as well as Kauth:

From node A 1o node B: Ta, IDa, IDb
From node B to node A: Tb, IDb, 1Da, Egne(Kauth)

Data sent from node A to node B:
Th+i. 1Da, Db, Ma b, MACa b(Kauth Th+i IDa 1Db Ma k)
Data sent from nede B to node A:

Ta+i. IDb. IDa, Mb.a. MACb a(Kauth Ta+{.IDb 1D Mb .a)

Legend:

{Da: ldentifier of node A
[Db:  ldentifier of node B
Kauth: Message authentication key
KNC: Node communication key (kev-encrypting key)
Ma.,b: Message sent from node A to node B
Message sent from node B to node A
Mesgage quthentication code for Ma b
Message authentication code for Mb.a
System generated time reference stored at node A
System generated time reference stored at node B
\thern- I Message sequence number for Ma,b
J: Message sequence number for Mb,a

Note: 1t must not be possible to influence the generation of Ta and Th exrernally. Other-
wise, stale messages associated with a previcusly used Ta and Th can be inserted.
Since Kauth represents time-variant information generated at node B, it is not

ering necessary also to generate Tb at node B. In that case, Ta could be used in place of
cand Th to generate MACh.a.

time

ively Figure 11-19. Message Authentication—System-Generated Time Reference and Dynamic

Authentication Key

imed
vhich intercepted. For example, the opponent could tap the communications line
wenti- from an EFT terminal and accumulate a file of transaction request messages
ot be for many different cardholders. (It is assumed that the cryptographically
seded transformed PINs are sent in the transaction request messages,) By stealing
sould the cards of one or more of these people. a computer could then be used o
obtain the associated PINs. This would allow fraud to be committed against
nm se- each account until such time as the card is reported stolen or missing and the
ously issuer updates his data base to reject the invalid card.
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Copying Card information

Copying card mformation presents a serious threat provided that the card
can be read without the cardholder’s knowledge. In that case, the issuer has
no basis for updating his data base to reject the invalid card. In effect, the
opponent has enough time in which to attack the PIN (e.g.. by intercepting
the user's AP value and recovering the PIN using exhaustive methods. see the
section Objections to the PIN/Personal Key Approach Using a Magnetic
Stripe Card).

A particular scenaric for obtazining card information follows: In any na-
tionwide EFT environment, there is probably a very large number of non-
secure EFT terminals used without PINs for the purchase of merchandise,
The same card used in ATMs and other PIN-using terminals could be used in
these nonsecure terminals, Thus it is not especially difficult to bug 4 non-
secure ferminal to read and record the key from the card along with the
normal magnetic stripe information.

Dishonest retailers or employees who routinely handle customers’ cards
in the process of transacting business represent another threat. For example,
it may be common practice for the cardholder to present his or her card to g
clerk, cashier, or salesperson who enters it info the EFT-terminal’s card
reader. Before returning the card to the cardholder, a skillful opponent could
easily skim information from many cards without being observed. The line
from the retailer’s PIN-using terminal would also be tapped to intercept AP
values. After a time, information from a significant number of cards could
be skimmed.

Bugging of Input Information at EFT Terminals

Information (PINs and KPs) entered into a terminal could be exposed to a
bugging attack. A suggested defense is to interlock the terminal fo an alarm
so that any penetration of the device causes the alarm to be trigeered. How-
ever, inexpensive terminals cannot have sophisticated alarm systems. Thus,
for inexpensive terminals located in nonsecure retailer environments, there is
an increased potential that card information and PINs will be exposed te 2
bugging attack. For the same reason, terminal-resident keys are also vulner-
able in such an environment. Thus, the threat is not restricted to personal
keys.

Insertion of Fake Equipment

The fake equipment threat described earler to obtain PINs (see Threats to
PIN Secrecy) is equally effective for obtaining KPs. There is no apparent
practical defense to this threat if secret information is entered into a device
not under the control of the customer.

THE PIN/SYSTEM KEY APPROACH

In the ?I’N;’system key approach, personal verification is based solelv on a
secret PIN entered into the EFT terminal by the customer. The PIN is
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often combined with other nonsecret information such as the cardholder’s

ard [D and this combined information isencrypted under a secret system-supplied
has key.r When the 1D is coupled to the PIN, attacks against the PIN must take
the into account the ID. The work factor for certain dictionary attacks against
ting the PIN is increased (see also Appendix D). The ANSI-proposed method for
the PIN encryption is described in Appendix E.
etic System keys are used to generate the MACs required for message au-
thentication (Table 11-3). A separate dynamically generated transaction
na- key KTR is used for MAC generation between each logically adjacent pair of
101 nodes (e.g., the ferminal and the acquirer, the acquirer and the switch,
lise. and the switch and the issuer). The keys KTR1 and KTR2 are used to dis-
din tinguish further between the MACs generated on transaction request and
10n- transaction response messages, respectivelv. The subscripts x,y denote the
the sender (%) and the receiver (yv). For example, KTR1term.aca represents
a transaction key shared by the terminal and the acquirer, and is used by the
ards terminal (the sender) to generate a MAC on a transaction request message
ple, sent to the acquirer (the receiver).
toa It is assumed that the transaction keys are generated at one node {either
sard sender x or receiver y) and transmitted to the other node (receiver y or
ruld sender X, as the case may be) encrypted under a permanently installed
line systemn key shared by the two nodes (Table 11-3} Transaction keys trans-
CAP mitted between a terminal and the acquirer would be encyrpted under a
yuld terminal master key, KMT. Transaction keys transmitted between the ac

quirer and the switch, and between the switch and the 1gsuer, would be en-
crypted under an interchange key, KI. The flows of information from an
EFT terminal to the issuer and from the issuer back to the EFT terminal

{0 a (including the keys and MACs used in the message authentication process}
arm are shown in Tables 1 J-4 and 11-5. The PIN/system key approach is discussed
 w- in greater detail in the section Implementation of Fraud Prevention Tech-
}1 . nigues, in Chapter 10. Some variations on the key management approach
us, o - .
re is shown in Tables 114 and 11-5 are listed below.
{0 a ST Y
Iner- . KTR!lterm,acqg = KTR2acq,term
bnaﬁ KTRIacg,sw = KTR2sw.acq
KTR1sw,iss = KTRZiss,sw
2. KTRIterm,acg = KTR1acqg.sw = KTR1sw,iss
KTR2iss sw = KTRZ2sw,acq = KTR2acq,term
s 1o 3. Both | and 2 are satisfied (ie.. a single transaction key KTR is used).
irent - . . . ) .
vice In case 1, a different transaction keyv is established between each logically
; adjacent pair of nodes, and this key is used to generate the MACs for both
Mreq and Mresp. In case 2, a first transaction key (KTRI1) is established
among the nodes {term, acqg, sw, and iss) for the purpose of generating the
MAC on Mreq and a second transaction key (KTR2) is established among
on a *31f entered into a PIN pad with encryption capability, the PIN may be encrypted under
N is a secret PIN-pad key, However, a terminal key is still required unless the PIN-pad key can

also be used to generate the MACs which are reguired for message authentication,
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Bank EFT Acqguirer’s

System Nodes

System Switch's Issues’s
User Card Terminal Host Host Host
Permanently Installed Master Keys
none none KMT KMltacg KMHsw KMHiss
Permanently Instailed Interchange Keys
none none none Klacg sw Klacgsw
Klsw,iss Klsw iss
Dynamically Generated Keys Used for MAC Generation on the Transaction Request Message, Mreq
none noe KTR lterm,acq KTR1term.acq KTRI1sw iss KTR Isw.iss
KTRlacqsw KTRIacq,sw
Dynamically Generated Keys Used for MAC Generation on the Transaction Response Message, Mresp
none none KTR2aca.term KTR2acq.tenm KTR2iss sw KTR2iss,sw
KTR2swacq KTR2sw.acq
Note: Keys used for personal verification at the issuer and switceh are not shown,
Legend:
KMT: Terminal master key
KMIH: Host master key
Kl Interchange key
KTR1: Transaction key for MAC generation on transaction request message { Mreq)
KTR2: Transaction key for MAC generation os transaction response message (Mresp)

Table 11-3. Keys Used for Message Authentication -PIN/Systemn Key Approach
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Table 11-3. Keys Used for Message Authentication—PIN/System Key Approach

System Nodes

System Bank EFT Acquirer’s Switch's Issver’s
User Card Terminal Flost Host Host
i 2 3 7 11 5
Enter PINinto  Enter cardinto  Generate AP Clieck received Check received Check received
terminal. terminal and MAC Henm,acg with MAC Tacg.sw with MAC sw,iss with
read card 4 KTRIterm.acg of KTRlacg.sw of KTR{sw,iss of
information. Formulate Mreq which  reference and TODacq reference and TODsw reference and TODiss of
includes time depen- of reference; retain of reference. reference.
dent information from Tterm randomly
acquirer (TODacq) and  generated by terminal. 12 i6
terminal (Tterm}. Check for correct Verify user.
& destination.
5 Check for comect 17
Generate destination. 13 Decide if Mreq is to be
MAC I term acq with Generate MACsw iss honored.
KTRHermacq. 9 witly KTR 1sw iss.
(renerate i3]
6 MAC Tacg,sw with P4 Formulate Mresp which
Send Mreq and KTRTacqg sw. Send Mreq and includes time information
MACtterm,acq to MAC Isw iss to issuer, stored at issuer (TODiss)
acquirer. 16 as well as time information
Send Mreqg and generated by the terminal
MAC Tacq.sw to switeh. (Tterm).
Note: 10 is assumed that the acquirer pertodicaily sends time-of-day information (TODacq) to the terminals in its domain. The terminal, on the

other band, generates random information (Tterm) and sends it to the acquirer. This can be done as part of the initiation protocol
{Figure 11-15). The TOD stored at the othes network host nodes {(TODsw at the switch and TODiss at the issuer} is assumed (o be equal
to TODacy within an allowable range (ATOD)

The integers [~18 in the table show the sequence of sieps in the transaction.

Table 11-4,

information Flow fram Terminal 1o lssuer-PIN/System Key Approach
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System Nodes

System Bank EFT Acquirer’s Switch’s Issuer’s
User Card Terminal Host Host Host.
32 29 25 21 I8
Eject card from  Check received Check received Check recefved Formulate Mresp which
terminal. MACZacq.lerm with MAC2sw.acq with MAC2 iss,sw with includes time information
KTR2acq tern of KTR2sw,acg of KTR2isssw of stored at issuer (TODiss)
reference and Tteym of  reference and TODacq reference and TODsw as well as time information
reference. of reference. of reference. generated by the terminal
{Tierm).
30 26 22
Decide if Mresp istobe  Check for correct Check for correct 19
accepled or rejected. destination. destination. Generate MACZiss 5w
with KTRZiss sw.
31 27 23
I Mresp is accepled, Generate Generate 20
process transaction; MAC2acq,lerm with MAC2sw.acg with Send Mresp and
otherwise, abort trans- KTR2ucq term. KTR2sw acq. MACZiss sw to swilch.
action request.
28 24
Send Mresp and Send Mresp and
MAC2acq,term MAC2sw acq
to terminal. to acquirer.
Note: Il is assumed that the acquirer periodically sends time-of-day information (TODacq) to the terminals in its domain, The terminal, on the

other hand, generates random information (Tterm) and sends if 1o the acquirer. This can be done as part of the initiation protocel
(Figure 11-15). The TOD stored at the other network host nodes (TODsw at the switch and TOPiss at the issuer) is assumed to be equal
to TODacq within an allowable range (ATOD).

Fhe integers 18-32 in the table show the sequence of sieps in the transaction.

Table 11-5. Information Flow from Issuer to Terminal-PIN/System Key Approach
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the nodes for the purpose of generating a MAC on Mresp. In case 3, a single
transaction key KTR is established among the nodes for the purpose of gen-
erating the MACs on Mreq and Mresp. In each case, the protocols vary slightly
depending on the method used to generate, transmit, and intitialize the vari-
ous transaction kevs.

Key Management Considerations for PIN/System Key Approach

A major objective of the PIN/system key approach is to provide a key man-
agement scheme which is transparent to the user {i.e., it does not reguirs
keys to be supplied by the user). This means that system keys are used to
encrypt PINs and generate message authentication codes. However, the
keys at the entry points are not generally known to the issuer (final destina-
fion). Thus as messages are routed through the network, encrypted PINg
must be decrypted and reencrypted and MACs must be generated,

Sharing of Secret Keys

The PIN/system kev approach requires lLimited sharing of keys so that
an institution may recover {decrypt) encrypted PINg and regenerate MACs.
Hence financial institutions must be willing to exchange and use inter-
change kevs. On the other hand, key management designs must consider the
constraint that financial institutions are unwilling to share, as a condition of
joining the interchange, all of their secret keys (e.g.. terminal master keys,
host master kevs) with other institutions.

Cryptographic Translations

In addition to the cryptographic operation or operations required at the
EFT terminal to transform PINs and generate MACs, one or more erypto-
graphic operations are required in the security module of the acquiring
institution (or designated node) and in the security module of the switch
(if used) to allow PINg and MACs traversing the system io be transformed
and regenerated, respectively, so that ultimately they are in a form that
can be comprehended by the issuing institution *

al- PIN/System Key Approach

1

PIN Translation at the Issuer

[f PIN validation is coupled with MAC validation, then PIN transiation
at the issuer is not reguired. However, if PIN validation 15 separate from
MAC validation, then 2 PIN translation is likely to be required at the issuer
to transform the PIN of reference. the received PIN. or both, into a form
that will allow them to be compared. There are different reasons for this.
For example, the issuer may not wish to share the key under which the PIN
of reference is encrypted. Or the received PIN may be encrypted under a
terminal-generated key, and in turn this key may be transmitted to the issuer

Information Flow from Issuer (o Tern

2in the PiN/system key approach discussed in Chapier 10, the PIN and MAC must
undergo translation at a comparable number of points in the network.

Table 11-5.
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536  APPLYING CRYPTOGRAPHY TO ELECTRONIC FUNDS TRANSFER SYSTEMS
encrypted under the issuer’s interchange key. Ultimately. each different key
management scheme will have its own different requirement for PIN transla-
tion at the issuer.

Protection Against Misrouted Data

Since PINs must be transformed from encryption under one key to encyrp-
tiors under another key as messages are routed through the system, PIN
information may be misrouted accidentally or intentionally. If an opponent
were 1o cause PINg to be translated to encryption under a known key,
these PINg would be exposed. Thus the PIN/system key approach must
incorporate methods to detect misrouting, thus assuring that PINs are routed
onlv to the proper destinations.

Defending Against the Misrouting Attack

If a PIN/system key approach to EFT security is improperly designed, an
intentional misrouting attack may be possible, For example, an opponent
might alter the destination bank ID to one of his own choosing. Thus at a
selected system node (e.g., the switch) a PIN could be translated from en-
cryption under an interchange key Kli to encryption under an interchange
key Klx rather than the intended interchange kev Klj. The opponent, who
knows Kix, could then recover all misrouted PINs.

A defense against the misrouting attack can be provided by coupling the
destination bank ID to the appropriate destination interchange Key (see also
reference 14). The procedure ensures that the indicated destination bank 1D
15 the one designated at the creation of the transaction request message. At
the sender this is made possible by calculating a message authentication code
con the information requiring protection (i.e., the transaction request message
i which contains the bank ID. time-variant information such as a time stamp,
and the encrypted PIN}.

Before a TRANSLATE operalion is aftempted, a MAC of reference is
generated for the received data = [T, BID}, Exu(PIN}],where T denotes
the time variant information, BIDi denotes the destination bank ID, and
Exi(PIN) denotes the PIN encrypted under interchange key Kli. The MAC
of reference is then compared for equality with the received MAC, I the two
MACS are identical. the TRANSLATE operation 1s enabled. Otherwise an
i error condition is noted and the TRANSLATE operation is inhibited.

Using the Data Encryption Standard (DES) in the Cipher Block Chaining
(CBCY mode (Chapter 2 and Figure 11-203 will suffice to detect as little as
a one-bit change in the entire message. Note that MAC does not have to be
64 Dbits long. A smaller number of bits could be used with a corresponding
loss of error detection capability (ie., the probability of detecting an error
is decreased).

The CBC mode can also be used if both secrecy and authentication are
required. If two different keys are employed (i.e.. one key for encryption
and another for MAC generation}, the order in which encryption and MAC
generation are performed is unimportant. However, this is not the case if

MasterCard, Exh. 1022, p. 120



THE PIN/SYSTEM KEY APPROACH 537

key onlv one key is employed. A secure procedure results if data are first en-
nsla- crypted as shown in Figure 2-17 and a MAC is generated on the encrypred
data employing the CBC mode as indicated in principle in Figure 11-20.
Since the input to the CBC enciphering process affects all subsequent output
(Figure 242) whereas the deciphering process does not (Figure 2-41), it 1s
important that encryption should be performed first. If the MAC is gen-
:yrp; erated first, foliowed by encrvption, a change in ciphertext will not gener-
PIN alty be propagated to the MAC field due to the seif-synchronizing property

nent of the CBC mode. Thus, message authentication is not achieved if the same
key. key is used for MAC generation and message encryption and the MAC is
nust generated first, followed by encryption.
uted Two implementations to detect misrouting are discussed. In the first ap-
proach (case 1}, interchange keys are stored in the clear in secure hardware
and are used directly during execution of the TRANSLATE operation
(Figure 11-20}.
In the second approach (case 2), the interchange keys are stored in
I an encrypted fom_"n outside tha secure hardware and‘ are supplied to the T‘RANS-
nent LATE operation as additional parameters. This is & more economical ap-
At a pmach: since less storage is reqU}red within the secure hardware.
L en- T11e mtelrchangé kevs could, for example, be'sllorec.i. encrypted under some
ange unigue variant of theﬁ master key (KMx) 'res;dmg mﬂthe secure hardwgre
who (see Chapters 4 and 3). As a2 result, there is a table of encrypted keys hke
this one:
;1122 BIDI  Eu (KID)
kD . BID2 B, (KIZ)
2. At : :
code - :
isage BID: Exn (K3
imp, B .
ce s ‘ BIDn Eyn (KIn)
1otes
and i However, the TRANSLATE operation cannot distinguish between one en-
VIAC crypted key and another, ie., between Egu, (KH) and kg, (KIj), when
Two they are not stored within the confines of the secure hardware. Therefore, a
e an test is needed to ensure that the correct BID, By, (K1 pair is used in the
TRANSLATE operation.
ining In devising such a test, advantage can be taken of the fact that the correct
ie as bank ID (BIDj) ajready resides within the secure hardware (Figure 11-20},
o be : provided that the MAC check was successfully completed. Using the methods
iding ‘ for validating time-invariant data discussed in the section Authentication of
eIror Time-Invariant Data, in Chapter &, a validation pattern {VP) which is a func-
tion of this BID, say VP = Eyp (BID), is defined. The VP, in turn, is linked
n are to a test pattern (TP) and the guantity to be checked, E oy, (K, as shown
stion in Figure 11-21.
MAC The table of encrypted keys is now extended by including the test pat-
ise if tern for each encrypted key, i.e.,
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Figure 11-20, TRANSLATE Operation
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Quantity Checked Bank 1D
BRI BIDj
KMy —» D 5 E
VP}
h 4
> D

Test Pattern
TP;
Note: Test patrern is generated under secure condinons and
makes use of a special variant of the Master Key (KMv).

Figure 11-21. Generation of Test Pattern

BIDI  Eun(Kll)  TPI
BID2  Exu(KI2)  TP2

BIDj E o (KIDD TP

BIDn  Egu(KIn)  TPn

The encrypted key can now be authenticated using the method indicated
in Figure 11-22.

After the checks for content (via MAC), fimeliness (via T and MAC),
and proper translate key (via TP) have been suceessfully completed (all in
secure hardware), the TRANSLATE operation is enabled and allowed to
execute {again in secure hardware, Figure 11-23% If any of the checks fail,
the TRANSLATE operation is not enabled.

The approach described here blocks misrouting attacks by enabling the
TRANSLATE operation only after the proper bank ID/key relationship has
heen established. Another defense against the misrouting attack is to trans-
form the personal verification information at the entry point so that the re-
sulting value is a one-way function of the input information. This is achieved
by supplementing PINs with personal kevs. Misrouting attacks are, in that
case, ineffective because the personal key provides end-to-end authentication.
An additional advantage is that a simpler key management is achieved [see
the section PIN/Personal Key/System Kev Approach (Hvbrid Key Manage-
ment) Using an Intelligent Secure Card].
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BID)j Eponge (K1Y TPj

KMy ——p D

+ BID} (Checked per Vp
‘P of
Figure 11-20) 1o

Reference

A4
I

v

Externally suppiied encrypied Error indicating externally
transiate key corresponding to BIDJ supplied encrypied transiate
is correct and can be emploved in key is incorrect,

TRANSLATE (Figure 11-23).

Figure 11-22. Authenticating a Translate Kev using a Test Pattern

When personal verification information, i.e., PIN, is protecied exclusively
via system-controlled keys, key management must be specifically designed
to prevent misrouting attacks. The described methods solve the problem by
coupling routing information (e.g., bank 1Ds) with corresponding crypto-
graphic keys via a message authentication code. Only after the proper bank
ID/key relationship has been established is the TRANSLATEL operation
enabled. The TRANSLATE operation works with clear keys sfored in secure
hardware (case 1) or with encrypted keys stored externally (case 2). But,
in the latter case, the encrvpted keys must also be coupled to their respective
identifiers, which is accomplished here by introducing a checking procedure
based on stored test patterns.

Methods to prevent misrouting of PINs could also be extended to include
messages. As an iflustration of this, consider the case where the MAC on the
transaction request message is generated at the EFT terminal using a resident
terminal kev. At the acquiring institution, the received MAC is replaced with
a new MAC generated under KIi Likewise, at the switch, the MAC generated
under Kli is replaced with a MAC generated under KIj. Thus, the generation
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of a valid MAC on a misrouted message is prevented by enabling the MAC
= generation operation {(as was suggested with the TRANSLATE operation)
only if the validated bank identifier BIDj received in the transaction request
message agrees with the bank identifier corresponding to the supplied en-
crypted key Epp, (KL

A PIN/System Key Approach for Noninterchange

By definition, a secure PIN/system key approach can be devised for a non-
interchange (local} environment, since the acquirer and the issuer are one
and the same. Although the processes of personal verification and authenti-
cation of iransaction request messages involve the user, the EFT terminal,
and the HPC, the EFT terminal and the HPC are components of the issuer.
Therefore, personal verification and authentication of transaction request
messages involve only the user and the issuer.

Authentication of transaction response messages involves only the issuer
and EFT terminal. Under the established protocol, the decision to approve
or disapprove transactions is made by the issuer; EFT terminals merely re-
spond to the commands received from the issuer's HPC in the transaction
response messages. Hence, each institution controls its own EFT security.

A PIN/System Key Approach for Interchange

The EFT security achieved implicitly with a PIN/system key approach in
e a noninterchange environment is not achieved in an interchange environment.
In an interchange environment, the acquirer and issuer may represent differ-
ent financial institutions, and users may therefore interact with EFT terminals
not owned or managed by the issuer. Thus, each institution must trust that:

1. The secret kevs it shares with other institutions, or with a switch (if
sively used), will be adequately protected.
igned

£

tach other institution will mplement appropriate security measures

m ?1" in its terminals and PIN entry devices to protect PINs.
ypro- - . . . . .
'h}ank 3. PINs--which may be either inchuded in the message in encrypted form
aﬂon or used in the computation of the MAC-messages and their corre-
ecure sponding MACs will be transmitted via the network to their proper

But destinations in accordance with an agreed-upon protocol ensuring
' hoth PIN secrecy and message integrity.

setive
edure .

It follows from these statements that institutions must trust one another
clude and, if used. they must trust the switch. Complete independence, isolation,
n the and separation among the institutions with respect fo personal verification
ddent and message authentication are thus unatiainable with the PIN/svstem key
| with approach.
srated Transaction response messages are not merely commands to be acted upon
cation by the originating EFT terminal, Each institution must agree that in its role

as an acquiring institution, i1t will honor transaction requests on the basis
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Pattern Cheek
(Figure 11-22)

RO

Nol Yesl

Condition

|

L—. I
Error « |

f

|

Perform TRANSLATE

f
EKH(PEN) l.r'\-xMx(K!j}

l

8] K M x ] D

Security Module

Eyj(PIN)
TRANSLATE is enabled only if ail the following checks are successful:
1. T for timeliness {Figure 11-20y
2. MAC for content {Figure 11-20)

3. TP for correct lranslate key (Figure 11-22)
Figure 11-23. TRANSLATE Operation — Encrypted Keys (Case 2)
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of receiving a valid transaction response message and MAC from the issuing
institution. Message authentication permifs the onginating EFT terminal to
detect bogus response messages that may beinjected into the communication
line. However, the cryptographic equivalent of a signed message or digital
signature (Chapter 9) would be required for the acquirer to have incontro-
vertible proof that transactions have been authorized by the issuer.

If institutions are willing to join together in an inferchange such that each
institution trusts all other institutions and the switch, each institution is
willing to share secret keys with other institutions or, at least, share one
secret key with a switch, and each institution is willing to implement a key
management that will allow PINs, messages, and generated MACs to be sent
throughout the svstem in a protected manner in accordance with the es-
tablished protocol, then an acceptable PIN/system key approach to EFT
security is possible.

Disadvantages of the PIN/System Key Approach

Compromise of a System Key Allows Global Attacks Against PINs

The obvious disadvantage of using system keys to protect PINg is that a
compromise of any one of these keys will reveal a large number of PINs, (On
the other hand, a knowledge of one personal key will reveal at most only the
associated PIN for that one account number.) System keys must therefore be
provided an especially high degree of security.

For increased security, the PINs could be encrypted with a continu-
ally changing kev such that the new key is a one-way function of the old
key, The purpose of changing the key at time T is to protect traffic encrypied
under a previous key, since the new keyv does not reveal the keys used at
times previous to T. As a consequence, PINs cannot be obtained from inter-
cepted encrypted PINs at times previous to T, even if the new key is com-
promised. One method for achieving this property is to use a decimal
counter which holds a ¢vele count [ 13}, This counter is incremented when-
ever a new key isdesired, preferably after every transaction. The incremented
cycele count, concatenated with the device's identity, is encrypted under the
old key, and the resulting cipher is used as a new key, The HPC and security
module can track this operation, provided the current cvcele count for each
transaction is known. This can be accomplished by inchuding the current
cycle countin each transaction request sent to the issuer.

Although this method works in principle, a synchronization requirement
s infroduced, since the communicating nodes must track the keys even in
the presence of system errors. This may be unacceptable in some system
designs.

Exposure of Keys at the Entry Point

The suggested protection against terminal intrusion, which could lead to an
exposure of the secret terminal key, is to interlock the terminal key so that
any penectration of the device causes the key to be erased, thus making the
device moperative. However, the manufacture of tamperproof terminais,
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uing although perhaps possible, could lead to unacceptable, increased costs to the

al to respective financial institutions. Even under the assumption that the secret

ition terminal key is interlocked, so that any penetration of the device causes

igital the key to be erased, it must be realized that with enough fime and sophis-

ntro- ticated equipment the interlock can generally be defeated, Then the terminal
key could be recovered.

each

on is Key Management is Not Robust

X i?\f The flerm robust is used frequently ir} statisticzﬁ_efmlys_es }Nh@_r& the assump-

. sent tion is often made that the underlying probability distributions are .(;au.s—

- sian or nosmal (ie.. follow‘a bell-shaped curve), But such an assumption is

EFT often incorrect. The question then is: How are the results affected by a
deviation from the original assumption of a normal distribution? If devia-
tions do not seriously affect the results, one says the method is robust.

In the PIN/svstem key approach, key management must defend against
dictionary and misrouting attacks. However, weak key management at one
network node could expose the PINs of many users, and therefore the
security of the entire network could be jeopardized (ie., & weakness at

hat a one point in the system could affect the security of the entire system).
i (On Therefore one can say that the PIN/system kev approach is not robust.
iy the
e be Advantages of the PIN/System Key Approach
1tinu- 1. Although separation of the authentication process among institutions
e old is not possible with the PIN/system keyv approach, it nevertheless
ypted achieves many of the EFT security requirements stated previously,
sed at and provides a strong defense against threats posed by outsiders (those
inter- with access only to external system interfaces).
com- 2. The PIN/system key approach can be implemented using existing tech-
:crm}ai nology and is in compliance with present bank card format standards
\Zm}zthe?l and emerging PIN management standards.
er the 3. With secret keys installed in the EFT terminals, there is antomatically
curity something with which the terminal can be interlocked (i.e., the secret
¢ each terminal key) so that any penetration of the device causes the key
urrent to be erased and the terminal to become inoperative. Without a
secraet Key, the terminal would have to be interiocked to an alarm or
ement hardware-disabling device.
ven in
ystem Conclusion: Although the PIN/system key approach does not satisfy all of
. the stated EFT security requirements, 1t does provide a reasonable level of
protection, using existing technology and current banking practices and
standards, for present EFT systems and those planned for the near future.
| to an e hvbrid key management approach is less vuinerable to global exposures as discussed
. , in the section The PIN/Personal Key/System Key (Hyvbrid Kev Management) Approach
0 that using an Intelligent Secure Card. Such an approach is thus more robust. In other words,
ng the security wesknesses introduced at some nodes in the network do not have a major effect
ninals, on the overall security of the network.

MasterCard, Exh. 1022, p. 129



546  APPLYING CRYPTOGRAPFHY TO ELECTRONIC FUNDS TRANSFER SYSTEMS
THE PIN/PERSONAL KEY APPROACH

The personal key approach attempts to improve the process of personal
verification by eliminating the need for a secret kev in the EFT terminal.
Instead a personal key is recorded on each customer’s bank card. The key,
together with the cryptographic algorithm, is then used to encipher the PIN
and generate the MACs needed to authenticate the {ransaction request and
transaclion response messages.

The personal key couid be stored on either a magnetic stripe card or an
intelligent secure card. An intelligent secure card oifers greater security,
although the magnetic stripe card can provide & migration path {o a system
incorporating personal keys stored on intelligent secure cards. A PIN/
personal key approach using a magnetic stripe card is described first. An
approach in which the personal key is stored on an intelligent secure card is
described in the section Personal Keyv Approach with an Intelligent Secure
Card.

Description of a PIN/Personal Key Approach Using a Magnetic Stripe Card

Assume that cardholders are authenticated on the basis of an authentication
parameter, defined as AP == Eyp o ppe (1D}, a copy of which is stored in a vers-
fication table in the issuer’s HPC.?® Message authentication between the user
and issuer, and between the issuer and originating EFT ferminal, is based on
a MAC produced from the message using a transaction key {KTR) computed
dynamically in the EFT terminal from KP, PIN, and 1D, as follows: KTR =
Dypepn UD).27 Since Eyxpopp (ID)} was already used for an authentication
parameter, the decipher operation is used to define KTR. A copy of each
user's K'TR is also stored in the issuer’s verification table.

When a customer initiates a transaction and his card is read, the card infor-
mation (including KP and 1D) is transferred to the terminal and his PIN is
entered via a sujtable entry device. The PIN and KP are Exclusive-ORed to
produce an intermediate key, which is used in turn to produce AP and KTR
by enciphering and deciphering the ID, respectively. A transaction request
message is then formed, which consists of a time stamp supplied by the ac-
quirer’s HPC (TODuacq), a message sequence number supplied by the terminal,
% The verification table could be eliminated by defining a personal authentication code,
PAC = Eg #(AP), which is stored on the bank card. {n such a case, the issuer would need
to store only KA. {See also Figure 11-9.)

A one-way function of KP, PIN, and ID (e.g.. KTR = Dgp e prnfID}) has an advantage
over a function that is not one-way {e.g., KTR = KP @ PIN). If KTR were defined as KP &
PIN, then knowledge of KTR would permit an equivalent KP and PIN (say KP¥ and PIN#*)
tos be derived such that KP* & PIN* = KP @ PIN, Thersfore, unauthorized entry to the
system could be gained af any EFT terminal by using KP* and PIN*, On the other hand,
if KTR is 2 one-way function of KP and PIN, there is no practical way to devise KPs and
PINs that could be used to gain entry to the system, In that case, an opponent would be
forced 1o conduct an active attack wherein a previously intercepted AP value (corres-
ponding 1o KTR) is inserted into 2 bogus message and a MAC is then generated {or the
message using the compromised KTR,
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the user’s account number, the user’s authentication parameter, the terminal’s
ID, the transaction type, and the transaction data. The time stamp allows

ynal the issuer to check the timel'ines.s of the trgnsaction request message. The
nal message sequence number, Awhlch is returned in ihz; transaction response mes-
cey, sage, ;llows the I%FT terminal to cnheck Fhe m_neimess: of the response. (Se?
PIN also Figures 11-15 through 11—»19 for a discussion of time stamps.) A MAC is
and then generated for the transaction request message using KTR, and the trans-
action request message and MAC are senf to the issuer.?®
ran The issutlzr validates the message u%mg the KTR of referencg storeg‘ inn his
rity, data base filed under the user’s 1dent1fzer.(ID‘}. A MAC of reigwnce is com-
stem puted from the message and the KTR of _referezzcew. The MAC, of refqrence
pIN/ is then checked for equality with the received MAC. The time stamp in the
' A{q received message is also checked against the {ime stamp of reference fo ensure
rd s that the message is currem_ {(not a stale message). @f‘ both tests succeed, the
rcure message is validated. The time stamp of reference is then replaced by the re-

ceived time stamp.
The received AP value is next compared for equality with the AP of refer-

‘ard ence also filed under the user’s identifier (KDY in the issuer’s data base.®® If
the two AP values are equal, the issuer concludes that the secret data supplied
ation by the user (KP and PIN) are properly mlgt_ed to the clz_iimed 1D, If th§ re-
veri quested trgnsaction can be hono.red_. a positive response is sent to the origin-
» user ating terminal; otherwise, a negative response is sent. _ ‘
sd on The positive and negative responses could consist of request for Eranffzctzcm
Suted graa.ned and request for transaction not granted, respecnve'lyl{wher; trans-
R = actlonf’ denotes the transaction request message repeated in its entilrety). A
ation MAC is aiso.generated for the transaction response message using KTR, _Emd
Ceach the transaction response message and generated MAC are sent 1o the EFT
terminal.
- Upon receipt of the response message, the terminal generates @ MAC of
i?Nofs refer'ence f'relp ‘the stored KTR Of‘ refereﬁc? and' the a'eceiveq message. The
' ! o received MAC is then compare_d for equghty with the_ MAC of refe,re-n{:,e.
‘BEF{TR The message sequence number in the received message is also compared for
\quest gquaﬁty with thg message sequence number of refarence stored previously
he ac- in the EFT terminal (at the time it was generated). If both the MACs and

minal message sequence numbers are equal, the response is validated; otherwise. it
’ is not. If a validated positive response is received, the terminal honors the

Iner?edé; Bgince KTR is a function of KP and PIN, MAC s by definition an authentication param-
eter, Thus, personal verification could be based on the MAC (e an AP value in the mes-
sage is unnecessarvy. In the proposed ANSI standard for PIN management and security

vantage [111, PIN validation is treated separately from message authentication. For this reason,

as KP & personal verification and message authentication are treated separately here. An EFT sys-

1 PIN*} tern in which authentication of the transaclion request message and personal verification

r to the are based solelv on the MAC is described in the section The PIN/Personal Key/System

»r hand, Key (Hybrid Key Management) Approach Using an Intelligent Secure Card,

:}I:;;r;(: mlf‘PAC = Ly (AP} is stored on the bank card, verification takes place as follows, The

{corres fﬂgéwed va_iue of AP is encrypted with the i.ssue,r“s K‘A of reference to generate 3 PAC of

for the reference. If PAC of reference equals the received PAC, the user is accepted,; otherwise, he

is rejectred.
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transaction. if either an invalid or negative response is received, the transac-
tion is denied.

Key Management Considerations for PiN/Personal Key Approach

The major objective of the PIN/Personal Key approach is to devise s key
management which minimizes the need for system keys. This means that
personal authentication information is 2 function of KP and PIN only. This
also means that message authentication codes associated with transaction
request messages are a function of KP (but not a function of system keys).
Thus to check a received MAC (associated with the fransaction request mes-
sage} the issuer needs a dynamically computed MAC of reference. This in
turn means that KP must be stored or recreated at the issuer dvnamically.

The requirement to generaie a MAC of reference exists also at the entry
point. This allows the MAC associated with the transaction response message
sent from the issuer to the entry point to be checked,

A reference must be available at both the issuer and the entry point to
permit MACs to be checked. With the PIN/Personal Key approach, that
reference would be KP or a secret value related to KP and perhaps PIN.
The important thing is that the integrity and secrecy of that reference be
assured. 1t is relatively easy to satisfy this requirement at the issuer where
strict security procedures can be enforced. This means that the processes of
personal verification and authentication of transaction request messages can
bhe isolated to the respective issuing institutions. However, the situation is
different at the entry point. A secret reference cannof be stored in the EXT
terminal, since doing so would conflict with the intent of the personal key
i approach. The personal key approach atiempts to eliminate the storage of a
secret key (or parameter} in the EFT terminal and thus eliminate the need to
manage and maintain the secrecy of terminal resident kevs (or parameters).
Since storing a reference in the EFT terminal is effectively the same as stor-
i ing a key, a practical solution is not achieved. The only remaining alternative
; is to store the reference on the card. However, the price paid for doing this
i is that the process of authentication of transaction response messages can-
not be isolated among the respective institutions.

Advantages of the PiN/Personal Key Approach

Increased Number of Combinations of Secret User-Supplied Information

With an increased number of combinations of secret user-supplied informa-
tion, discovery of a PIN and personal key via attacks using exhaustive methods
are computationally infeasible. Trial and error methods at the entry point
‘ interface where the user supplies his information or exhaustive methods per-
formed on the system via a programming interface, are effectively thwarted.

End-To-End Protection Between the User and Issuer

In an interchange environment, a user-supplied key provides true end-to-end
cryptographic protection between the user and issuer. Secret interchange
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sac- keys shared with other institutions or with a switch are unnecessary. Also,
cryptographic transformations at the acquirer, the switch, or other inter-
mediate network nodes to decipher data under one key and reencipher
them under another key are unnecessary. Thus data are not exposed in the
HPC of other institutions, or even in the security modules of those institutions.
t};“r In summary. the PIN/personal key approach does not require
hat
f.his Sharing of secret kevs
t;z? 2. Cryptographic transiation of data
mes- 3. Protection against data misrouting
15”1“ PIN translation at the issuer
ally.
ntry as would be the case with the PIN/system key approach. This reduces the
isuge complexity of key management.
’Elﬂi Objections to the PIN/Personal Key Approach Using a Magnetic Stripe Card
1a
PIN. Although a magnetic stripe card can be used for storing KP, there are several
€ be objections that favor the intelligent secure card as the sforage medium for
'here_ such a KP. For example, a key stored on the magnetic stripe card could be
es of compromised via skimming or bugging. In addition, a kev stored on the mag-
s can netic stripe card offers no protection against certain active fraud threats as
R 15 discussed below in the seetion Exposures Due to Misuse of Personal Keys
Ekig and Fake Personal Kevs,
rofa
ad to A Key on the Magnetic Stripe Card Cannot be Protected
ters). One of the major objections raised against storing a key on the magnetic
stor- stripe card is that the kev cannot be adequately protected, Le., It cannot be
ative maintained as a secret in a practical EFT system. In a nationwide EFT en-
1 this vironment, there is probably a very large number of nonsecure terminals
I used without PINs and cryptography for the purchase of merchandise. In
such an environment a kev on the bank card would be exposed. (See also the
section above entifled Threats to the Secrecy of a Key Stored on a Magnetic
Stripe Card.)

If a cardholder’s personal key should become compromised, the associated
fon PIN can also be ascertained with only a small additional effort provided that
—— a transaction request message initiated by the cardholder can be intercepted
thods in the network domain where PINs are used. Consider this case: assume that
point cardholders are authenticated on the basis of an authentication parameter
s per- {AP) included in the transaction request message, where AP is defined as
rted. AP = Eppeppn (ID). With a compromised KP and the corresponding inter-

cepted AP and ID, the PIN can be recovered using a method of direct search.

With a four-digit PIN there would be 10,000 combinations, namely. 000Q,

0001, . .. . 9999, Starting with the first value, each successive value is tested

g'@ﬁd to see if it is the correct PIN. This is done by Exclusive-ORing the trial PIN
ange

with the compromised KP. encrypting ID under this intermediate value, and
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comparing the result for equality with AP. The frial PIN is therefore the
actual PIN in question if the computed value of AP is equal to the inter-
cepted value of AP.

If AP is not sent, the system can still be attacked since the intercepted
MAC is a function of KP and PIN. In this case a trial KTR is generated by
Exclusive-QRing the trial PIN with the compromised KP and decrypting ID
under this intermediate value. The trial KTR is accepted as valid if the MAC
geperated from the intercepted message (using the trial KTR) equals the
corresponding intercepted MAC.

A Key on the Magnetic Stripe Card Must be Shared with the Terminal

By definition, a secret user-supplied kev must be uged to achieve personal

verification and authentfication of transaction request messages between the

cardholder and issuer such that the cardbolder and issuer are completely

isolated from all other users, programs, and devices in the EFT system. Al-

4 though a personal key is required to achieve isolation, it is not by itself suf-

- ficient. Isolation is achieved only if the secret personal Key is not exposed,
disclosed, or shared with others. A key wrilten on a magnetic stripe card
must always be read into the EFT terminal, since the terminal contains the
cryptographic algorithm. Therefore, in an interchange, the process of per-
sonal verification is not isolated o the cardholder and issuer: the secrecy of
KP depends additionallv on security measures implemented in the acquiring
institution’s terminals.

Exposure Due to Misuse of Personal Keys and Fake Personal Keys

Although the personal key can be used to generate MACson EFT transaction
reguest messages and transaction response messages, these MACs are based
on a KP and PIN supplied and known to the cardholder. Thus the cardholder
hinselfl is able to launch active attacks by generating valid MACs for arbitrary
transaction response messages. This action is referred to as a misuse of per-
£ sonal key atiack. An opponent who supplies a bogus personal key to the
i EFT terminal can also forge transactions. This action is referred to as a fake
% personal key artack.

] Fraud could be perpelrated against the system by initiating a transac-
i tion at an EFT terminal using any (bogus or validy KP and PIN known to
the cardholder. A microprocessor previously placed in the communication
line between the EFT terminal to its host could be programmed to intercept
and prevent all opponent-initiated transactions from reaching the issuer. The
microprocessor would then generate a fravdulent response message and valid
MAC and send them to the EFT terminal. The EFT terminal would respond
as though it were in communication with the issuer, when in fact it would be
in communication with the opponent’s microprocessor.

£ The attack iliustrates why the process of authenticating transaction response
messages must be based on secret information (a secret key) known only to
the issuer or to the issuer and originating terminal, but not to the cardholder.
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No interlocking with KP

the

ater- When a secret terminal key is emploved, the suggested protection against
bugging and probing is to interlock the terminal key so that any penetration

pted of the device causes the key to be erased and the device 1o become inopera-

d by tive. In the personal key approach. there is no secrel key to interlock. In that

gD case, a defense against penetration of the terminal must be provided by other

AAC methods, e.g., using an integrated alarm system. In addition to increasing cost,

; the alarms may malfunction or become inoperative or be intentionally bypassed
during an attack. Moreover, an indication of the alarm’s ineffectiveness is
not necessarily obvious.

il

conal Personal Key Approach with an Intelligent Secure Card

b <

z:(;lf Although several objections have been raised with regard to the personal key,

Al most of these are objections to storing the key on the magnetic stripe card.
' A valid objection to the personal key, however, is that authentication of

fsuf- transaction response messages must not be based on a key known to the card-
osed, holder (legitimate user or oppenent). Otherwise, the sysiem s exposed o
card active fraud threats wherein valid MACs would be generated on fraudulent
}fs;:f transaction response messages,
;\;1:35 An ideal Intelligent Secure Card
L The obiection to the “personal key approach,” stated above, could be
largely overcome by employing an intelligent secure card with the following
properties:
wction 1. Secrel information stored on the card cannot be probed or read.
b"isfd' 2. It is not possible to manufacture counterfeit cards.
1]%;;}, 3. It is not possible to write a bogus key on a genuine card.
f per- . , . o N ]
‘o the An intelligent secure card \{vzth the above properties is defined _hcre as an ideal
a fake intelligent secure card (“ideal”™ mainly because the properties of the card
’ are unattainable with present technology).
— The intelligent secure card nmst 3’13\{@ some jdem.ifying property or feature
w 1o that could bt‘.? checked at the time of its use (o dxstmgmsh it i:m;“g a bogus
ation card. Othgrmse. an opponent may he l:%b}ﬁ to naa.pufac“ture inexpensive bogus
reept cards which dq l}ot haye thme propsrvtxes of the‘mtcihgent secure cards, but
—r. The neveﬂrtheies;satzsf:\f the»uﬂerfaw requirements of the entry point.
| valid With an ideal intellizent secure Cfﬂ'd. all cryptographic operations would
spond be perfgrmed on the card usmgyKP. KP would be usad 1o encrypt and p]‘()tfzct
uld be the PIN and to generate MACs on the transaction request and transaction
response messages.
ponse _ Loss and theft of cards and ;capying gard information present no threat to
v o the secrecy of KP since secret mfo‘rmatlon stored on the L'H'd cannot he:: as-
older. certained due to property 1. The fake personal key attack is biocked since
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System Nodes

tdeal
Intetligent Acquirer’s lssuer’s
Svstem Secure EFT Host Switch's Host
User Bank Card Terminal (Inst. X) Hast (Inst. Y)
Permanently Installed Keys
none KP none none none KMHiss
Keys Used for MAC Generation on the Transaction Request Message, Mreq
none KTRcard,iss none none none KTReard jss for each mem-
{dynamically ber of justitution Y
generated {Tom (dynamically generated or
KP and PIN) stored)
Keys Used for MAC Generation on the Transaction Response Message, Mresp
none KTRcard,iss nonNe none none KTReaud,iss for each mem-
{dynamically ber of institution Y
generated from (dynamically generated or
KP and PIN) stored )

Note: Keys associated with personal verification at the issuer (and perhaps the switch) are not shown.

Legend:

KMU: Host master key
KTR: Transaction key (used for message authentication, e.g., KTRlcard iss = Prypapm (1D}
KP: Personal Key

Table 11-6. Keys Defined for the PIN/Personal Key Approach Using an Intelligent Secure Card
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Table 11-6. Keys Defined for the PIN/Personal Key Approach Using an Intelligent Secure Card
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manufacturing or changing a bank card is considered not possible due to
properties 2 and 3. Cardholders would not be given their personal keys (only
the issuer would know the KPs), thus blocking misuse of personal keys by
legitimate users. In effect, the issuer would determine all card information,
including the user’s personal key. Cardholders would be prevented from ob-
taining their KPs since they cannot read the information due to property 1.

Furthermore, because all cryptographic operations would be performed
on the card, it is unnecessary to transmit KP to the entry point. Thus, KP
would not be exposed at the terminal. The ideal intelligent secure card would
also eliminate the need for storing a key in the terminal. Hence, an extremely
simple key management could be implemented, No additional system keys
would be needed with the possible exception of an authentication key at
the issuer if personal authentication codes are used.

There is, however, one remaining exposure with this approach, After all
¢hecking has been done on the bank card, the terminal must be informed of
the outcome (positive or negative). But since there are no kKevs stored in the
terminal, data communications between the card and ferminal cannot be
authenticated. Therefore the integrity of this communication path must be
assured independently. Otherwise, a negative response could be changed to
a positive response (again allowing fraud to be commitied)

A summary of the keys required with the PIN/perseonal key approach is
provided in Table 11-6. A description of the PIN/personal key approach when
used in conjunction with an intelligent secure card is summarized in Tables
11-6 and 11-7. The tables show the flows of information from the card to
the issuer (via the EFT terminal) and from the issuer to the EFT terminal
(via the card), and include a description of the kevs and MACs used in the
message authentication process.

Comparing Tables 11-6, 11-7, and 11-8 with those of the PIN/system key
approach (Tables 11-3, 11-4, and 11-5), one observes that a simpler key
management is achieved with the PIN/personal kev approach.

The personal key approach provides adequate EFT security if the require-
ments of an ideal intelligent secure card are met. However, the approach has
one major drawback: it is unlikely that an attractively priced card meeting
these requirements can be produced with current technology. Despite this
drawback, the infelligent secure card does offer the potential for improved
EFT security if used in conjunction with personal and system keys, as dis-
cussed in the section The PIN/Personal Key/System Key (Hybrid Kev Man-
agement) Approach Using an Intelligent Secure Card.

A Practical intelligent Secure Card

The requirements for an ideal intelligent secure card are unattainable for the
following reasons. First, it is unlikely that probing for card information can
be prevented. With enough time and resources, information on the card could
be recovered. Second, since institutions must be able to arrange for the manu-
facture of cards, an opponent must be assumed to have the same opportunity,

A more realistic objective would be to make it prohibitively expensive for
an opponent 1o obtain only a few cards, by forcing him to assume the total
cost and burden of becoming a manufacturer. Since the opponent would
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System Nodes

Ideal
inteliigent
Syslem Secure EFT Acquirer’s Switch’s Issuet’s
User Bank Card Terminal Host Host Host
I 2 3 8 9 10

Enter PIN and
transfer to card
via terminal.

Generate Teard
and transfer to
lerminal.

5
Compute
MAC Lcard,iss
with
KTReard.iss.

6
Send Mreq and
MACTcard iss
o ferminal.

Read card information
and formulate Mreq
which includes TODacq
and Teard.

4
Send Mreqg o intelligent
sccure card.

7
Forward received Mreg
and MAC ] card.iss to
aceuiser.

Forward received Mreq
and MAC teard iss to
jssuer.

Forward received Mreq
and MAC Lcard.iss to
switch.

Check received

MAC card,iss with
KTRcard iss of reference
and TODiss of reference,

11
Verify user.

12
Decide il Mreq is o be
honored.

13
Formulate Mresp which
includes Teard.

MNote:

It is assumed thal the acquirer periodically sends time-of-day information (TODacq,tern) to the terminals in s domain, The card also

generates time-variant information {Veard) which is transmitied to the issuer. The TOD stored at the other network host nodes (TODsw

at the switch and TODiss at the issuer} is assumed to be equal to TODacg within an allowabie range (ATOD).

The integers 1-13 in the table show the sequence of steps in the transaction,

Table 11-7. Information Flow from Card to Issuer-PIN/Personal Key Approach with Intelligent Secure Card
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/ { ach wi igent Secure Card
Table 11-7. Information Flow from Card to Issuer— PIN/Personal Key Approach with Intelligent Secure €

System Nodes

{deal
Inteifigent
System Secure LFT Acquiret’s Switch’s Issuer's
User Bank Card Terminal Host Host Host
19 18 17 16 13

Check received
MAC2iss,card
with KTR of ref-
erence and Teard
of reference.

20
Decide if Mresp
should be accepted
o1 rejected.

21
Notify terminal to
PIOCEss {ransac-
tion if Mresp is
accepled; other-
wise notify
lerminal (o aborl
fransaction
request .

Forwaid received Mresp
and MACZiss,card to
card,

22
Initiate action based on
decision made by

intelligent secure card.

Forward received Mresp
and MAC2iss card to

Forward received Mresp
and MAQC2iss card to
acquirer.

Formulate Mresp which
includes Teard.

4
Generate MAC2iss,card
using KTR.

15
Send Mresp and
MACZiss.card to
intelligent secure
card via switch,
acquirer, and
terminal.

FThis response to the terminal cannot be authenticated since there is no terminal resident key.

The infegers 13-21 in the table show the scquence of steps in the transaciion.

Table 11-8. Information Flow from Issuer to Terminal-PIN/Personal Key Approach with Intelligent Secure Card
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normally need only & few cards, the cost per card would be very high. It
seems much more reasonable that an intelligent secure card could be manu-
factured (designed and mass-produced) with the property that secret infor-
mation stored on the card could not be read, skimmed, or copied during
periods when the card is used (and exposed) routinely to transact business.
It 1s assumed that secret information stored on the card would be secure
against reading, skimming, or copying even if the card is unwittingly entered
into a fake or modified terminal under the control of an opponent, or if, as
a part of the procedure for transacting business, the cardholder gives his card
to a dishonest merchant (or emplovee of the merchant) who, in turn, sur-
reptitiously enters the card into a special reading device hidden from view.
An intelligent secure card with these properties is defined here as a pracrical
intelligent secure card, or intelligent secure card, for short.

To summarize, the following properties are assumed for the intelligent
secure card.

I. Secret information stored on the card cannot be probed or read by
personnel or equipment handling the card during routine business
fransactions. Sophisticated technigues and expensive equipment would
be required to probe or write secret card information, ajthough it is
assumed that this could be accomplished in a laboratory environment,

2. It is very expensive to manufacture counterfeit cards on a small scale,
3. Itis very expensive to write a bogus key on a genuine card.

The intelligent securg card, as assumed here therefore, only defends against
attacks of short duration that do not injure or destroy the card or the secret
I\ information stored thereon. It is assumed that a destroyed, injured. or non-
i functional card would be promptly reported to the issuing institutfion, and
. that the issuing institution would invalidate the corresponding account and
i either reissue a new card or reinitialize the existing card with a new key (as
appropriate). Likewise, it is assumed that lost and stolen cards would be
promptly reported to the issuing institution and that a similar action would
be taken by the issuing insfitution to invalidate the accounts and reissue new
cards to the affected cardholders.

However, since one must assume that an opponent could manufacture bogus
| cards and write bogus keys on them, the PIN/Personal key approach is stili
3 exposed to a fake personal key attack. Since one must assume also that a
i legitimate user can determine his KP if he is willing to overcome the obstacies
identified in itern 1 above, the exposure to misuse of KPs also exists. For
these reasons, the intelligent secure card does not overcome the basic objec-
tion to the personal key approach stated previously: namely, authentication
of transaction response messages must not be based on a key known o the
cardholder (legitimate user or opponent}.

This objection (to the personal key approach) can be overcome by basing
authentication of transaction response messages on a secret terminal key in
addition to a personal key (i.e., the key management employs both personal
and svstem keys). Such hybrid kev management used together with an intel-
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gh. it ligent secure card offers the potential for increased security in future EFT
nanu- applications.
infor-
uring
1Ness., THE PIN/PERSONAL KEY/SYSTEM KEY (HYBRID KEY MANAGEMENT}
ecure APPROACH USING AN INTELLIGENT SECURE CARD
wtered
- if, as Discussed here is a system which provides a higher level of security than either
s card the PIN/system key or the PIN/personal key approach. From a security point
1, sur- of view, it is thus a preferred solution. The approach combines the features
View. of an intelligent secure card (see the section Personal Key Approach with an
wetical Intelligent Secure Card) with that of hybrid key management based on both
system keys and personal keys.* For reasons of compleieness, some of the
ligent ideas and terms discussed above are repeated here.
Hybrid kev management used together with the intelligent secure card
solves the following problems individually associated with the PIN/system
ad by key and PIN/personal key approaches, respectively:
1SINess
wouid i. The PIN/system key approach does not provide isolation of institu-
hitis tions as far as personal verification and message authentication are
ment. concerned, although it is an acceptable solution.
scale, 2. The PIN/personal key approach in combination with an inteiligent
secure card, although it provides a higher degree of isolation for per-
sonal verification than does the PIN/system kev approach, is subject
wainst to misuse of KPs and fake KPs. It is, by itself, an unacceptable
secret solution.
I non- : ‘ ,
n. and . With & combination of both approaches (i.e,, PIN/system key and PINy/
1t and 1 personal key), personal verification can be isolated among institutions and
-ev {as the threats of misused and fake KPs are greatly reduced. As shown below, an
2id be attack will succeed only if system keys are subverted and personal kKeys are
would manipulated at the same time. In addition, the end-to-end message authenti-
e new cation procedure based on KP and PIN is combined with personal verification
eliminating the need for generation of a separate authentication parameter
bogus . for personal verification.
is still : Although the hybrid approach combines two key management schemes
that a {system and personal key), it is actually less complex than the PIN/system
stacles _ key approach. Rerouting attacks are of no concern because of the personal
ts. For : key, which eliminates some of the functions needed in the PIN/svstem key
ohjec- approach. It is also more robust since security exposures occurring atl inter-
ication mediate nodes have only a limited effect on overall security,
to the
*® An increase in security over the PIN/system key approach can be achieved by coupling
husing a hybrid key management with @ magnetic stripe card. Storing a personal key on the mag-
key in ﬁ?tic stripe cgrd allows a migration ;mth_ fo a hybrid key rnanagemem_appmagh coupled
) with an intelligent secure card. The details of such an approach are omirted, although the
Br:_’()g';l reader should have no difficulty in adapting the hyhrid key management approach
n intel-

described here to work with & magneiic stripe card.
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! Daescription of a Hybrid Key Management Approach

The system discussed here is composed of host processing centers {HPCs}
and EFT terminals, interconnected in an EFT network supporting inter-
change.*’ Each network node has a DES cryptographic capability either
integrated into the node or contained in a separate dedicated device called
a security module®® attached to the node via a secure, local cable. Each
security module has a set of cryptographic operations that may be invoked
by the supporting device or HPC via a defined interface. The cryptographic
operations perform data encryption and decryption and key translations
necessary to the management of EFT transactions. No clear cryptographic
keys ever exist outside the security module, except during periods when thev
are initially generated or entered into the system.

) Keys stored in a security module gre protected by implementing adequate
J physical security measures and/or providing a set of interlocks that will erase
all secret information if penetration of the security module or containing
device is defected.

It 15 assumed (as in the discussion of the PIN/personal key approach,
Table 11-6), that a transaction key (a dynamically created key used solely
for authentication, denoted by KTRI1), is used to generate the MAC on the
transaction request message (Mreq). KTR1 is a one-way function of the PIN,
the personal key, and the user identifier, so that each user is assigned a dif-
ferent value of KTR1. (Other variations are possible in which different
KTRI keys are generated for the same user on successive fransactions, but
are omitted from the discussion.} End-to-end authentication is made possible
by storing a copy of each user’s KTR1 at the issuer, At theentry point, KTR!
Y is dynamically created from user-supplied information. Since the MAC de-
pends only on secret user-supplied information and other nonsecret informa-
tion, it is by definition an authentication parameter (AP). Thus authentication
of the transaction request message and personal verification are integrated
mnto one procedure.

The response message is authenticated on the basis of & time-variant key
KSTR generated randomly at the issuer and transmitted to the terminal in
the form Eygppue(Egrr.(KSTRY) (ie.. doubly encrypied under two keys,
KTR2Z and Knode). KTR2 is defined by the one-way function KTR2 =
Dyrpi(Teard), where KTRI is the same key used to generate the MAC on
the transaction request inessage and Teard is g nonsecret time-variant
guantity generated by the intelligent secure card. Knode is a time-variant
system key shared between two logically adjacent network nodes {e.g.. the
terminal and acquirer, the acquirer and switch, and the switch and issuer).
Thus as KSTR is routed from the issuer to the terminal it is encrypted and
reencrypied successively under different Knode keys. For example, Knode

N For simplicity, the control units shown in Figure 11-] are omitied.

2 The security module provides the same function as & cryptographic facility (see The
Cryptographic Facility, Chapter 43, The term “‘security module™ is used here to maintain
congistency with the discussion in Chapter 10 af the PIN/Svsrem key approach.
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would equal the terminal master key KMT on the link between the acquirer
and terminal.

{PCs} At the time Tcard is generated, KTR2 is also generated by the intelligent
nter- secure card. KTR2 and Teard are then sent to the terminal where KTR2 is
ither saved for later use in decrypting KSTR and Tcard is forwarded to the issuer
:alled in the transaction request message. The issuer generates KTR2 from Teard
Each {(which it receives in Mreq) and KTR1 (which is stored in the issuer’s data
oked base}. In a sense, KTR2 is nothing more than a time-variant personal key
aphic with the property that knowledge of K'TR2 does not reveal KP. Note also
tions that KTR?2 is not routed through the system (l.e., the terminal and issuer
aphic establish KTR2 without involving other system nodes or depending on these
they nodes to protect the secrecy of KTR2).

At the terminal, the encrypited KSTR arrives mn  the form

juate EgmTacq term Exrrz (KSTR). 1t is decrypted first with KMT and second with
erase KTR2 to recover KSTR. Mresp is authenticated by generating a MAC of
ining reference from Mresp and KSTR and comparing it for equality with the re-
ceived MAC.H
oach,
solely The Reason for Doubly Encrypting KSTR
n th? The explanation of why KSTR is doubly encrypted under KTR2 and Knode
PI\ rather than being encrypted only under Knode is now provided. If KSTR is
a dif- encrypted under both KTR2 and Knode, the message authentication process
erent associated with fransaction response messages can be subverted (i.e., bogus
5 but messages and MACs accepiable to the terminal could be generated) only
*S'S[{l;{if if both keys are compromised. An opponent must therefore compromise a
S Knode kev, or some other system key that would allow a Knode key to
C de- be determined. and learn the value of KP on some intelligent secure card.
arma- With knowledge of KP it would be an easy matter to calculate the value
-ation of KTR1 for a bogus PIN and 11 entered at the terminal. The value of Teard
wrated could also be intercepted from the transmitted transaction request message,
which would allow KTR2 to be calculated. With knowledge of KTR2 and
tkey Knode, the opponent (using an active wiretap) could then intercept and block
nal in the transaction response message and send a fraudulent transaction response
kf“_ message and MAC 1o the terminal in s place that would be accepted as
R: - valid.
‘*(ﬁ on The suggested method of doubly encrypting KSTR under KTRZ and Knode
anant provides additional security {(overa method of encrypting KSTR under Knode)
ariant only if the cost or work factor to read or write a key on a card or manufacture
1 th_e bogus cards is significant. If the card’s defenses can be overcome easily ina
isuer). laboratory at a low or moderate cost, encryption of KSTR under KTR2 does
Ei and not add significantly to the security of KSTR. In such a case, the protocol
<node could be meoedified so that Teard and KTR2 are not generated by the intelli-
gent secure card and Teard is eliminated from the transaction request message.
At the issuer, K§STR is encrypted only under Knode. Otherwise, the protocol
o is the same.
ee The
aintain

3 There is no need to protect the encrypted value of KSTR with a MAC since, if changed,
KSTR wiil not decrypt correctly and an incorrect MAC of reference will be generated,
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Security Module Dy

Random Number
Generalor
KP

:

Random Number
Generator
PIN

v

KPi PINi KTRIi
Figure 11-24. Generation of KP, PIN, and KTRI in Issuer's Security
Module - Initialization Process

PIN and KP Selection

While there are several ways in which PINs and personal keys could be selected,
it will be assumed that they are produced by the issuer using the security
module as a generator of pseudo-random numbers. The generated PIN is
printed on a PIN mailer and the corresponding KP is written on the bank
card. The PIN mailer and bank card are then forwarded to the designated
customer. KP and PIN are also Exclusive-ORed to form the intermediate
value KP & PIN, which is then used as a key to decipher ID and generate a
B transaction kev, KTR1 = Dyp o pn(3D). % The generation of KP, PIN, and
KTR! is shown in Figure 11-24. XTR1} is stored in the data base of the
i issuer’s HPC encrypted under a variant of the host master key,

PIN and KP Validation

Each time the customer initiates a transaction at an EFT terminal, the entered
Ik PIN ig transferred to the bank card where it is Exclusive-ORed with KP to
form the intermediate value KP & PIN (Figure 11-23), which in turn is used
with 1D} to generate KTR1. KTR1 is then used to generate a MAC on the
transaction request message, A time-of-day clock value (time stamp) is in-
ciuded in the message to ensure that it is time-variant. (A separate authenti-
cation parameter is not transmitted in the message since personal verification
is combined with message authentication by basing the MAC on KP and
PIN.

At the issuer, the message is validated using a corresponding KTR1 of

#For an explanation of the advantage of making KTR1 a one-way function of KP, PIN,
and 1D, see footnote 27.
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PINI
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Figure 11-25. Regeneration of the Transaction Key on the Bank Card -
Part of the Verification Process

reference which 15 filed under the user’s identifier {ID) in the data base of
the issuer’s HPC.?® The KTRI of reference and the received message are then
used to generate a MAC of reference. The MAC of reference and the received
MAC are compared for equality. If they are equal, the issuer concludes that
the content of the message is correct and that the secret information (KP
and PIN) used in the computation of the MAC is properly related to the
claimed ID thus verifying the user at the same time. By verifying that the

Cti}d- time stamp in the received message correlates properly with the corresponding

urity reference maintained by the issuer, the issuer can determine that the received

IN is message is not a stale message. More details are provided below in the sections

bank A Hybrid Key Management Approach for Noninterchange, and A Hybrid

ated Key Management Approach for Interchange.

diate

ate 3 System Key Generation

, and

f the The keys for an instifution’s terminals are produced by that institution’s
security module, using the module as a generator of pseudo-random numbers.
The keys are transferred from the module to a secure device (e.g., a printer)
and they are then transported and installed in the appropriate EFT terminals.
Each terminal master key is also encrvpted under a variant of the host master

:f_ﬂ_‘fed key (derived in the issuer’s security module} and then stored in the data base

<P to of the issuer's HPC (filed under the terminal identifier, TID). It is assumed

;us‘ed that each terminal in the network has a unique identifier TID, and that the

n the TID 15 included in each transaction request message.

is in-

hemi- Key Management Considerations for the Hybrid Approach

aton

P and The major objective of the PIN/personal key/svstem kKev approach is to use

o externally supplied keys as well as system keys (but only to the extent that

1o

%11 ts assumed that the integrity of the datfa base can be guaranreed by the igsuer’s HPC,
* PIN, Various crypiographic techniques can be used 1o achieve data base infegrity {see Authen-
tcation of Time-Invariant Data, Chapter 8).
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they are of maximum use). Since it is secure to base the required reference at
the issuer for MAC checking of the transaction request message entirely on
KP and PIN (as discussed above for the PIN/personal key approach), this
approach is also used in a hybrid key management scheme. As a consequence,
the personal verification process is separated among institutions, On the other
hand. since KP alone does not provide a secure method for MAC checking of
the transaction response message, the required reference at the entry point
is also based, in addition to KP, on a system key. This requires the pres-
ence of a terminal resident key (e.g., a terminal master key). In addition,
keys used for MAC checking at intermediate nodes must be shared among
institutions and thus the message authentication process cannot be isolated
to each individual institution. However, greater separation can be achieved
by coupling message authentication of transaction response messages to PIN
and KP. This is achieved in the implementation discussed here by introdue-
ing the end-to-end transaction session kev, KSTR, which is routed from the
issuer to the terminal encrypted under both KTR2 = Dgpgy (Teard) and
Knode. (A still higher degree of separation can be achieved if digital signa-
tures are used as discussed in the section below, Security Enhancements
with Digital Signatures.)

In summary, KTR1 is used to generate the MAC on the transaction request
message, KSTR is used to generate the MAC on the {ransaction response mes-
sage, and KTR2 is one of the keys used to enarypt KSTR for transmission
from the issuer to the entry point.

In aninterchange environment, the issuer has no knowledge of the acquirer’s
terminal master keys. In that case, an interchange kev (K}, in addition to
KTR2, is used to encrypt and forward transaction session keys from one
i = institution to another, e.g., from one institution to a switch, from the switch
' to an institution, or from one institution to another institution, It is assumed
here that interchange keys are generated on a bilateral basis, so that two
i institutions (or an institution and its EFT switch) can share @ common inter-
| change key. An Interchange key is just one special form of node kev (Knode).
- A terminal master key is also a node key.

5 The MAC generated on the transaction response message using KSTR has
the advantage that it can be sent to the originating EFT terminal without
undergoing any cryptographic transformation. Only the kev (Knode) which
i protects Eyrp:(KSTR) changes as the transaction response message traverses
the network.

Hybrid Key Management Approach for Noninterchange

Each time a customer initiates a transaction at an EFT terminal, the cus-
tomer’s card is inserted into the terminal, or suitable read/write device
attached to the terminal, and the customer enters his PIN via a suitable entry
device {PIN pad or kevboard). The PIN is roufed to the card where it is
Exciusive-ORed with KP thus generating KTR1 in the manner described

¥ a5 discussed above, EynoqeErTrz{ KSTR) is routed back (o the terminal which has
knowledge of KTR2, Encrypting with Knode, where Knode changes from node 1o node,
' assures that attacks which manipulate KP will not succeed.
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© at above (Figure 11-25). The card also generates arandom number, Tcard, which
Ton is decrypted under KTR1 to produce KTR2. KTR?2 and Teard are then routed
this to the terminal where KTR2 is stored for later use in authenticating the
nee, transaction response message.

ther Based on the customer’srequest, the terminal formats 2 Transaction request
?.Of message, which consists of a time stamp (TOD, time-of-day), time-variant
oint information generated by the terminal (Tterm. a message sequence number},
Tes time-variant information generated by the card (Tcard), the user 1D, the ter-
ion, minal ID, the transaction type, and the transaction data (Figure 11-26). The
ong time stamp is obtained from the acquirer {which is also the issuer since a
3“33 local transaction is described},®” at the request of the EFT terminal. A dif-
ave

: ferent request couid be made for each customer-initiated {ransaction. Another
PIN possibility is that the acquirer periodically sends time information to the
duc- terminal.

| the The purpose of the time-stamp is to provide the terminal with time-variant
and data that can be used in the preparation of the transaction request message.
ana- This permits the issuer (which, in this case, is the acquirer) to detect stale
ents transaction request messages that may be injected into the communication
path. It is assumed that the issuer’'s HPC maintains a time-of-day clock that
uest can be read to obtain a time stamp.
mes- The purpose of the message sequence number, generated by the EFT ter-
S101 minal, is to provide the issuer with time-variant data that can be used in the
X preparation of the transaction response message. This permits the EFT ter-
Ters minal to detect stale transaction response messages injected into the com-
n to munication path, (Without authentication of the fransaction response message,
one a replay attack is possible.) The message sequence number is incremented on
vitch each new transaction request message, independent of the customer initiating
med the transaction.
two The purpose of the time-variant information generated by the intelligent
nter- secure card is to allow the terminal and issuer o establish a time-variant
dde). key, KTR2 = Drg, (Teard), without involving other system nodes or relying
on these nodes to protect the secrecy of KTR2, In this manner the terminal
 has
hout
shich
erses Time Time-Vardant | Time-Varant Liser Terminal Transaction Fransaction
Stamn Information Information ldentifier Identifier Tvpe Prata
Controlied Conirolied
By Card By Terminal
oM (Teard) (Tterm) (D) T |
s CUs-
evice Fignre 11-26, Transaction Request Message Formatted at the EFT Terminal
2ntry
it is
ribed
Ty eliminate the need for the terminal {acting on behalf of the user} 1o reguest a time
3;(;? stamp from the issuer, the issuer could aiso record a current “time reference” for the user

in his HPC's data base, For example, a message sequence number obtained from a one-up
counter on the bank card could be used in place of the time stamp.
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and issuer share a key that allows end-to-end authentication of Mresp with-
out jeopardizing the security of KTR1, KP. or PIN.

Once the transaction request message has been formatted | it is transferred
to the bank card where a MAC is generated using KTR1, The MAC is then
returned to the terminal. Generation of a transaction request message and
corresponding MAC is shown in Figure 11-27. The message and MAC are
then sent to the issuer.

As mentioned earlier, the issuer validates the message using # corresponding
KTRI1 of reference which is filed under the user’s ID in the data base of the
issuer’s HPC. The KTR1 of reference and the received message are then used
to generate a MAC of reference, and the generated MAC of reference is com-
pared for equality with the received MAC. The time stamp is also checked
for currency. 1f both MACs are equal and the time stamp is within the pre-
scribed bounds, the message and user are validated. Message authentication
at the issuer's HPC is shown in Figure 11-28.

It the received MAC and time stamp are valid and the transaction request
can be honored, the issuer’s HPC formats and sends a positive transaction re-
sponse message 1o the orizinating terminal. Otherwise, if any one of the con-
ditions is not met, a negative transaction response message is sent to the
originating terminal. Only the positive response is important to the discussion,
since a negative response could be defined as any response other than a posi-
tive regponse, e.g., a random bit patiern.

A positive transaction response message consists of a doubly encrypted
transaction session key EyurExgno(KSTR) and a MAC generated on the
fransaction request message using KSTR. The procedure for generating a
positive transaction response message (Figure 11-29) is as follows: Using the
l received TID, the HPC identifies the corresponding encrypted terminal master
i
i

key in its data base and passes this to the security module along with the
| received transaction request message. The security module first generates a
§§: random number, defined as a transaction session key (KSTR}, which it then
- uses 1o generate a MAC on the transaction request message. Next, KTR1 1s
recovered from the issuer’s data base and used together with the received
value of Teard to generate KTR2 = Dyqy, (Tcard). Finally, the encrypted
i terminal master key is read from the issuer’s data base, decrypted, and used
with KTR2 to doubly encrypt KSTR. The doubly encrypted {ransaction ses-
sion key, ExmrExrr2(KSTRY, and MAC are returned to the issuer’'s HPC
whereupon they are sent to the originating terminal.

At the terminal, the procedure for validating the transaction response mes-
sage (Figure 11-30} is as follows. The doubly encrypted transaction session
key, ExmrExrr2(KSTR), is decrvted under the terminal master key (KMT)
resident in the ferminal. Next Epppo(KSTR) is decrypted under the value
of KTR2 forwarded previously from the card to the terminal. KSTR is used
to generate a MAC of Reference on the coriginal transaction request message
which is assumed to have been saved in the terminal. The MAC of reference
is then compared for equality with the received MAC, If the two MACs are
equal, the EFT terminal honors the requested transaction: otherwise, the
EFT terminal informs the customer that the requested transaction has been
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Figure 11-27. Generation of the Transaction Reguest Message and MAC at the EFT Terminal
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Time Teard Tierm User Terminal Trans. Trans.
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Figure 11-28. Message Authentication at the Issuer’s EDP System

disallowed. In anv case, the EFT ferminal sends a message fo the Issuer, in-
forming the issuer of the final disposition of the requested transaction. A
MAC for this final message can be generated securely based on KSTR,

Hybrid Key Management Approach For Interchange

; An interchange transaction originates in the same manner as does a local
!ii : transaction. The message and MAC based on KTRI are sent to the issuer
= viz the acquirer and switch. It is assurned that the proper message routing
can be determined from information contained in the message.®® (Current
bank card standards call for an institution code to be the first several digits
of the personal account number [16].)

B Once the destination has been determined, the network routing information will appear
in the message’s header.
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Authenticated Transaction Reguest Message

Time Teard Trerm Liser Terminal Trans. Trans.
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recover KTRI. recover KMT.
¥
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D .
Generate KMT of
Transaction Reference
Session Key !
y
KTR2
KSTR Generate
MAC
y
> E
{
v A
Transaction Response] o = ¢ (KSTR) MAC
Message KMTERTRY

Send to Originating EFT Terminat wp
Figure 11-29. Generation of the Positive Transaction Response Message at the Issuer

The issuer validates the message using the KTR1 of reference stored in its
data base, as previously described. The time stamp is also checked for cur-
rency {i.e., that the clock readings do not vary by more than some fixed
limit). In checking for timeliness, it is assumed that the clocks of all institu-
tions are synchronized and do not varv by more than small amounts. Where
fransactions cross time zones, either automatic adjustments are assumed to
be present or a common fixed time is used (e.g.. Universal Mean Time).

If the received MAC and time stamp are valid and the transaction request
can be honored, the issuer’s HPC formats and sends a positive fransaction
response message to the originating terminal. Otherwise, a negative trang-
action response message (not discussed here) is sent to the originating terminal.
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Figure 11-30. Message Authentication at the EFT Terminal

A positive transaction response message consists of a doubly encrypted
transaction session key (KSTR) and 8 MAC generated on the transaction re-
quest message using KSTR. The procedure for generating a positive transaction
response message is the same as in the case of a local transaction, except
that Eyrra(KSTR) is encrypted under a key specified by the appropriate
node (an interchange key, KI) rather than a terminal master key. In that
case, By so Exrr: (KSTR) and MAC are produced and sent to the switch.
At the switch, Ex tiss.ow Exrra (KSTR) is translated from encipherment under
Kliss,sw (the issuer's interchange key) to encipherment under Kisw,acq (the
acquirer’s interchange key). Exiswaca Extr2(KTSR) and MAC are then sent
to the acquirer, where ExiewseqPrrra(KSTRY is again translated from
encipherment under Kisw,acg (the acquirers interchange key) te enci-
pherment under KMTacg,term (the originating terminal’s master key).®
ExMTacq term Exrra (KSTR)Y and MAC are then sent to the originating termi-
nal. At the terminal, the procedure for validating the transaction response
message is the same as in the case of & Jocal transaction.

*¥To thwart message misrouting atfacks, the terminal could use KTR2 to generate a MAC
on the routing information contained in the message’s header.
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The general ideas as to the keys to be used as well as how data flows fo
and from the issuer are shown in Tables 11-9, 11-10, and 11-11.

Cryptographic Considerations for an intelligent Secure Card

Use of an infelligent secure card does require some additional consideration
in the design of secure procedures for personal verification and message
authentication. Computation of AP on the bank card poses a problem that is
not present when AP is computed inside the EFT terminal.

An authentication parameter computed inside an EFT terminal mayv or
may not invelve time-variant information, but an authentication parameter
computed on the card must always involve time-variant information. The fol-
jowing example explains the reason. A transformation applied to secret user-
supplied information inside a terminal (such as a one-way function or
encryption under a secret terminal key} prevents an intercepted cutput from
being reentered (in its original form) as input to the terminal. Of course, the
issuer must trust that the terminal (acting on its behalfy will perform this
transformation with integritv. When an intelligent secure card is used, a
similar transformation performed on the card does not achieve the same end.
In this case, the issuer cannot trust the cardholder, since the cardholder may
be an opponent intent on committing fraud against the system. The issuer

1 also has no way to ensure that the card computes the authentication pa-
saction : rameter. A bogus card could store an intercepted value and read it out of
est j storage and pass it to the terminal whenever prompted. To prevent this, the

issuer must require the authentication parameter to be a function of time-
variant information. This forces the intelligent secure card to compute AP
dynamically, and thus prevents the described attack. In the implementation
discussed above, this time variance is achieved with time of day (TCD)

information.
mpted
—— Security Enhancements with Digital Signatures
ction o . o
<cept It institutions do not vglsh to share secret keys for purposes of authan_tzcat;pg
sriate TESPOTISE IMESSALES, digital signatures basedlon either a conventional or p}ibhc«
that key aigorithm could %;e used (see Digital Signatures, Chapter 9): A public-key
sitch, algorithm,\hqvwver, is more practjcal(, since there are no ;"esf(nctjor}s on th_e
inder number of s;gned messages that can be sent and ref:e_;ved using a single pair
| (the of.keys‘ W.xth 4 conventmgai .aigorzthm, each digital s1gna;ure must be
| sent vahgiategi using a separate validation parameter (or patterr_}vof bns). ‘
from Consider a dlgltal_ s1.gnatu;e procedure_ for au.thgnﬂucauﬁng t;’ans‘act%on
enci- response messages \fvhlch is bgsed on a public key a-lgonmmi Each jf}smutzqn
w39 woui‘d have a gubhc and przyate‘key, PK and SK respec‘ezvel_y. The public
. key is shared wuhVeach other institution and pubhshed in a major newspaper
Jonse to allow each public key to be independently validated.

In such an approach, the issuer transforms a received transaction request

using his secret key and sends the response to the originating acquirer. The

MAC acquirer recovers the transaction request using the issuer’s public key {(which
could be stored in the HPC's data base). Since the issuer’s secret key is not
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System Nodes

Inteligent Acquirer’s Issuer’s
System Secure EFT Host Switeh’s Host
User Bank Card Terminal {Inst. X) Host (Inst. Y}

Permanently Installed Master Keys

none Kp KMT Khtacq KMHsw KMHiss

Permanently Installed Interchange Keys

none none none Klace,sw Klacq.sw
Klsw iss Klsw,iss

Keys Used for MAC Generation for Transaction Request Message. Mreq

none KTRIcard.iss none none none KTRIcard.iss for all mem-
(dynamically bers of institution Y

generated from

KP and PIN)

MasterCard, Exh. 1022, p. 154
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generaled from
KP and PIN)

Keys Used to Protect the Transaction Session Key
tsed for MAC Generation of the Transaction Response Message, Mresp

none KSTR received KMTacq.lerm KMTacg.lerm Klss,sw Kiisssw;
from issuer; Klsw.acq Klsw,acq KSTR randomly generated
KTR2card.iss by issuer; KTR2card.iss
dvnamically regenerated based on
generated from Teard and KTRIcard iss

KTRIcard,iss
and Teard, ie.,
Dy (Feard)

Note: Keys associated with personal verification at {he kssuer {and perhaps the switch) are nof shown.

Legend:

KMT: Terminal master key
KMH:  Frosl master key
KTRU: Message Authentication Key for Request Messages (Mreq) (c.g., KTRI = Dypapmn (1ID))
KTR2: Message Authentication Key for Response Messages {Mresp)
KP: Personal Key
Ki: Interchange key

Table 11-9. Keys Referenced in the Hybrid Approach

MasterCard, Exh. 1022, p. 155
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System Nodes

Intelligent
System Secure EFT Acquirer’s Switch’s Issuer’s
User Bank Card Terminal Host Host Host
1 2 3 10 11 12

Enter PIN and
transfer to card
vig terminal.

Generate Teard
and transfer to
terminal.

5
Compute
MACIcard,iss
with
KTRlcard,iss.

Read card information
and formulate Mreq
which includes Tierm,

Teard, and TODacq lerm.

4

Send Mreq to intelligent

secure card.

Forward received Mreq
and MAC L card,iss to
switch.

Forward received Mreg
and MAC Lcard,iss to
issuer.

Check received
MACtcard,iss with
KTRlcard iss of
reference and TODiss
of reference.

13
Verify user.

MasterCard, Exh. 1022, p. 156
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with secure card.
KTRIcard,iss.

14
8 Decide il Mreq is (o be
6 Store Mreg and K'TR2 honored.
Generate KTR2  in terminal.
(randomly based
on Teard, te., 9
KTRZ = Farward received Mreq,
Pirr (Teard)). MACcard.iss to acquirer.

7
Send Mreq,
MAC T card iss
and KTR2 to
terminal.

Note: It is assumed that the acquirer periodically sends time-of-day information {(TODacq) to the terminals in its domain, The terminal, on the
other hand, generates random information (Tterm) and sends i to the issuer. This can be done as part of the initiation protocol (Figure
11-15) The card also generates time-variant information {Tcard) which is transmitted to the issuer. The TOD stored at the other network
host nodes (TODsw at 1he switch and TODiss af the issuer) is assumed to be equal to TODacq within an allowable range (ATOD).

The integers 1-14 in the table show the sequence of steps in the transaction.

Table 13-18, Information flow from Terminal to lssuer-Hybrid Approach
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System Nodes

Intelligent
System Secure EFT Acquirer's Switch's Issuer’s
Jser Bank Card Terminaf Host Host Host
25 23 21 14
Decrypt Exmtacqterm () Translate received Translate received Decide if Mreq is to be
with KMTacq term Exiswacq (@) Lo E ks sw(Q} Lo honored.
Lo obtain Q = Lgm Tuc(:;,ﬂ:-nn(o}- E;‘Kisw;mq(()}-
Exrra (KSTR). 15
Generate KSTR randomly.
26 24 22
Decrypt Q witls KTR2 Send MAC2iss card Send MAC2iss.acq 16
of reference to obiain and Exmtacq term (Q} and By acq(Q) Compute MACZiss,term
KSTR of reference. to terminal. to acquirer. on received Mreq with
KSTR.
27
Generate MAC2iss,term 17
of reference on stored Generate KTR2 using
Mresp with KSTR of KTR1icard.iss of reference
reference. and received Teard.

MasterCard, Exh. 1022, p. 158
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reference, and received Teard.
28
Process transaction if 18
MAC2iss,lerm of refer- Encrypt KSTR with KTR2
ence equals the received to obtain Q =
MAC2iss lerm: other- Exrpa(KSTRY

wise, abort transaction.
19
Encrypt Q with Kliss.

20
Send MAC2iss.card and
Ui i () tO switch.

Note: A check for the correct desfination is not necessary since KSTR can only be correctly recovered at the node with the proper KTRI,

The integers 14~28 in the table show the sequence of steps in the transaction.

Table LE-11, Information Flow from [ssuer to Terminal--Hybrid Approach
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shared with the acquirer, an improvement in security is obtained. Further-
more, the message authentication process is now isolated among institutions.
Thus requirement 17 is satisfied.

A MAC based on an acquirer-generated time-variant key (KSTR) is next
produced and the MAC and KSTR encrypted under the terminal master key,
KMT, is forwarded to the originating terminal. The terminal generates a
MAC of reference using the stored KMT, KSTR, and the message of reference,
and compares the result for equality with the received MAC. If the two
MACs were equal, the terminal honors the request; otherwise not.

in effect, a transaction request transformed under the issuer’s secret
key provides the acquirer with the equivalent of a signed message authorizing
the transaction. The acquirer logs all such signed messages until after they
have been cleared via normal accounting methods between respective
institutions.

With such an approach, the acquirer has proof of authorization from the
issuer, and the issuer need not fear that unwarranted and unprovable claims
will be brought against him from other acquirers. The terminal responds only
to the orders given it by its owning institution (the acquirer), whereas the
acquirer directs the terminal to honor a transaction request only after receiv-
ing a signed transaction response message from the issuer.

Advantages

The PIN/personal key/system key approach using an intelligent secure card
satisfies the EFT security requirement to a much higher degree than either
the PIN/system key or the PIN/personal key approaches. The inteliigent
secure card

prevents skimming of KP information during routine operations.

It is assumed that cardholders will take appropriate steps to protect their
cards during periods of nonuse and that they will promptly report lost or
stolen cards. Computations involving KP are performed on the card which
means that KP is not read into the EFT terminal. Therefore,

KP is not exposed to a fake equipment artack,
KP is not exposed to probing or bugging of EFT terminals.

Except for the PIN, which is assumed to be entered into the EFT terminal
where it exists momentarily before being transferred to the intelligent secure
card, secret user-supplied information used in the process of personal verifi-
cation is known only to the cardholder and issuer. Because KP and PIN
together have more than 36 independent secret bits,

exhaqustive artacks (rrving all PIN and KP combinations) at the point of entry are
infeasible,

dictionary and exhaustive arracks {on the system ] are infeasible,

a one-way funcrion of PIN and KP is passibie,

which implies that it is not possible to deduce PIN and KP or to determine

MasterCard, Exh. 1022, p. 160
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her- equivalent values of PIN and KP from information transmitted throughout
ons. the system, and
Jext there is no need to involve or depend on encrypiion under secrer system keys.
Ley, The result is that personal verification and authentication of transaction
es a request messages can be isolated to a very high degree. since only the card-
nee, holder and issuer are involved. True end-to-end cryptographic protection is
two thus achieved between the cardholder and issuer, and requirement 5 is
satisfied. System keys (in addition to personal keys) are used for the authen-
cret tication of transaction response messages, which means that
;111g EFT terminals are not exposed to a misuse of a personal key attack or a fake personal
,h.ey key attack,
‘tive
However, compiete isolation with regard to the authentication of transaction
the response messages {requirement 17) is achieved only if a scheme for digital
1ims signatures is used by the institutions in the inferchange network., With
yaly digital signatures,
the no sharing of secrer keys among institutions or with a switch would be reguired, no
V- cryptographic translations of data as they rraverse the nerwork would be required, and
the acquirer would have an electronically signed receipt for eqch rransgction request
authorized by the issuer.
card KEY MANAGEMENT CONSIDERATIONS-SYMMETRIC
ther VERSUS ASYMMETRIC ALGORITHMS
gent . . s .
Frequently, the argument is made that key management is simplified with
public-key (asymmetric) algorithms as opposed to conventional (symmetric)
algorithms like the DES* To prove or disprove such a general statement,
heir however, 1§ a nontrivial problem.
1 or It must be recognized at the outset that to initialize a system emploving

hich symmetric algorithms reguires a secure path to distribute the secret keys
{e.g.. by courier). A system employing asymmetric algorithms also needs a
secure path for it's secret kevs. Buf to distribute public keys requires only
a channel with integrity (i.e., it must be assured that the correct public keys
are distributed). An asymmetric system will obviously not be much simpler

1inal than a symmetric system if the number of secret keys to be distributed is
cure comparable. Thus it will depend on the particular application if key manage-
srifi- ment will or will not be simpler with a public-key algorithm.

PIN In the EFT design discussed below (see A Cryptographic System Using an

Inteligent Secure Card and A Public-Key Algorithm} an implementation is
- suggested which uses only public keys at system entry points. Secret kKeys are
T are required at host nodes and on bank cards in the form of personal keys. Such

® The term asymmetric indicates that the encrypting and decrypting keys are different
whereas the term symmeitric indicates that the encrypting and decrypting keys are (basic-
nine ally} the same.
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an implementation offers an advantage over the hybrid key management
approach discussed above since it provides a higher degree of isolation among
institutions. Before embarking further into EFT system designs, some general
ideas are worth examining.

In particular, it is important to distinguish hetween implementations where
(1) cryptographic authentication aione or authentication as well as secrecy is
required and (2} where secrecy but not authentication is required. In the
former case it is not generally clear if there is a major difference in key
. management complexity between both approaches. However, in the latter
i case (secrecy without authentication) the public-key approach definitely
' results in simpler key management. Comparisons are made here in terms of
the number of kevs stored in the system. The details of how the system must
be initiated are not given. Thus the final verdict of which approach is simpler
may very well depend on the protocols which must be used to initialize the
system.

Authentication With and Without Secrecy

An implementation that comes to mind first is probably one where n users in
the system wish to communicate with each other using personal keys. Svs-
tem involvement is thus minimized in such an approach.

In the asymmeftric (e.g.., RSA) approach, each user defines his own secret
key and corresponding public key. Since the integrity of the public keys
must be assured (otherwise authentication is not possible) they will most
likely be stored at a system node defined as the keyv distribution center
(KDC).* The process of storing public keys requires that users are identified
before a public key is accepted by the KDC. (Otherwise an opponent could
masquerade as a legitimate system user.) Once this process is completed, the
KDC has the added responsibility to route public keys to the appropriate
system entry point in such a way that they can be authenticated by the re-
quester. This requires the presence of a secret key belonging to and stored
within the KDC. Consequently, a secret key (SKu, or universal secret key)
and corresponding public key (PKu) are defined by the KDC.

If user 1 wants to communicate with user j, he would request user i's
public kev, PKj, from the KDC. To assure that correct {current, not stale)
PKs are recetved, a handshake protocol between the requesting user and the
KDC is defined wherein user i1 sends a random number, RNI, topether with
other information, to the KDCin the form [Di, 1Dy, . . ., Epu(Dagi{ 1D RNI)).
The KDC would then look up user i’s public key based on IDi ebtained from
the request message to recover RNj (using SKu and PKi). The quantity
Epxi(Dag, (1Di. PKj. RNiY) is created next and sent to useri who subsequently
deciphers with SKi and enciphers with PKu to recover PKj and RN, If the

e T T e 7 B

[

M One might also consider an approach in which the set of public Kevs are published in a
directory, eliminating the need for a KDC. But this requires that users input data (e
with the RSA algorithm on the order of 200 decimal digits each, see Chapter 2). In addi-
tion, a practical method must be found to periodically update the directory, Furthermore,
the integrity of the public keys must be assured. A KDC solves all of these problems very
efficiently.
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1ent Key Distribution Center
ong
eral D1 PRI:  Dgy(ID1.PKID)
ID2; PK2:  Dgy(ID2, PK2)
here : : ' :
Ty s ’ ’ ' :
the [Dn:  PKn:  Dgyg,(iDn, PKn)
key B
itter Note: The KDC siores its seeret key, SKu, separate from the
tely above table (i.e., in secure hardware). The signatures
s of Deg (1D, PKi), i= 12, . . ., n, aliow the stored
nust public kevs to be authenticated.
pler
the User identification Card
IDi - - - user {s identification
PKu - - - public key of KDC
PKi - - - user i's public kev
. SKi-- - useri'ssecret kay
s in -
oY Figure 11-31. Personal Key Approach with Asymmetric Al-
cret gf)réthm {‘RSﬁA)-—Irchjmmti<m Stored in the System and on the
‘eys User Identification Card
1ost recovered RN is identical to the RN originally generated {and presumed
ﬁ}t’-l’ saved) by user i, user i concludes that PKj was in fact sent from the KDC and
fied thus is user i's public key. This protocol s repeated by user j who must later
ould obtain user i's public key 1o participate in a meaningful conversation. The
rhe information needed by the KDC and the information supplied by the user
e (as read from a magnetic stripe on an appropriate identification card, for
T exampie), is shown in Figure 11-31. The above suggested handshake protocol
?red is illustrated in Figure 11-32.
ey) A personal kev approach using the DES could be implemented by also
. using a KDC but storing each user’s secret personal key KP instead of storing
s
ale) -
the User i obtains PKj as:
vith IDi, 1D, Epgul Dy {10, RNi)) —— to KDC
i D, 104, Epgei{ Daye{ 101, PKj, RND) =— from KDC
gtﬂ: User i subsequently recovers PKj using SKi and PRu
aty User j obtains PKi as:
the 1D}, 1D, Epgo(Dey (1D, RN])} — to KDC
ina 1D}, 1Di, Epg i Dayey(ID]. PKL RN} =— from KDC
(;ei;» User j subsequently recovers PKi using SKj and PKe
1aal-
10T, . .
very Figure 11-32, Personal Key Approach with Asymunetric Algo-

rithm (RSA)-Protoco! to Establish Authenticated Public Keys
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Key Distribution Center

DT Encrypted KPI
ID2:  Encrypied KP2

IDn,  Encrypted KPn

Note: The KDC stores its secret master kev used to encrypt
e personal keys separate from the above table {(le. in
’ secure hardware)

User Identification Card

IDi - . - user i’y identification
PKi - - - user i's secret personal key

Figure 11-33. Personal Key Approach with Symumetric Algo-
rithm (DES)—Information Stored in the System and on the
User Identification Card

public keys. The information stored at the KDC and on each user’s bank
card is shown in Figure 11-33. These secret keys could then be used to se-
curely distribute and authenticate a session key (KS) randomly generated by
the KDC (Figure 11-34). To determine that a received session key has indeed
originated with the KDC, a random number is generated by the user and
sent, encrypted under his personal kev, to the KDC. Only if the KDC retumns
that same random number together with a session key encrypted under the
user’s personal key, will the session key be accepted as genuine.

The key management requirements of RSA and DES are not much dif-
ferent as far as the user-supplied input information is concerned. The KDC
must, in the former case. assure the integrity of n public keys and the in-
tegrity and secrecy of its secret key {SKu). In the latter case the integrity

User 1 obtains KS as:
1Di, 1D, Epepi{iDi, RNi}——to KDC
IDi, IDf, Egp1Di, RNi, KS)=— from KDC

User i recovers KS using KPi

User § obrains KS as:

1Dy, IDi, Egep; (1D, RNj} »— 1o KDC

IDj, 104, Egp (104, RNj, KS) = from KDC

User j recovers KS using KPj

Figure 11-34. Personal Key Approach with Symmetric Algo-
rithm {DES)—Protocol to Establish Authenticated Session Keys
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Asymmetric (RSA) Symmetric (DES)
Algorithm Algorithm
Number of secret
keys per user ! 1
Number of public
keys per user i none
Number of secret 1 user kKevs
keys in KDC ] I KDC master key
Numiber of public
keys in KDC n none

Table 11-12, Required Number of Kevs for Asymmetric and Symmetric Algorithms—
Personal Key Approach

and secrecy of n user keys and the master key of the KDC must be assured.
Either approach requires a secure system node (the KDC). These conclusions
are summarized in Table 11-12.

Let it next be assumed that n nodes in a network communicate with each

ank other such that cryptography is transparent to the user (i.e., the user is not
L se- required to provide cryptographic parameters). Let is furthermore be as-
i by sumed that secrecy and authentication are required. This can be achieved
eed {using for example the RSA algorithm} by deciphering with the sender’s
and secret key and enciphering with the receiver’s public key as shown in An Ap-
Ims proach Using Public Key-Algorithms, Chapter 9.
the In a symmetric system, authentication and secrecy are automatically
achieved by defining one secret key and performing one operation only (i.e..
dif- encryption). Starting with a symmetric system, let KCi,j (where KC denotes
DC a communication key) define the secret key which operates on messages sent
in- from node i to node j. For a three node network, six secret keys (as shown in
rity Figure 11-35) must be defined for complete node to node communication

assumming each node manages kevs independently of each other node.

For a n node network there are 2(n — 1) keys per node required (ie.,
n — 1 keys to operate on data sent from one node to the n — 1 other nodes
and n — | keys to operate on data received by one node from the n — 1
other nodes). Hence there are a total of 2n{n — 1} keys in the system.
Since some identical keys are stored in different nodes (e.g., KCi,j appears
in node i and node 1), there are only n{n — 1) different keys in the nerwork.

If different keys are not needed to protect data flowing in opposite direc-
tions between two nodes, then KCij may be identical to KCi.i. This reduces
the number of keys required at each node from 2(n — 13 to (n — 1}. The
total number of keys in the network then becomes n(n — 1) and the total
number of different keys in the network becomes n(n — 13/2.

Let an asymmetric system (e.g., the RSA algorithm) be discussed next and
fet SKi define the secret Key used at node i to operate on (decipher) data
sent to any other node. The corresponding public key, PKIi, is made available
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Node 1 Node 2 Node 3

KC13 w— KC1.2
KC2f =——KC2

KCl.3 KCi.3
KC3.1 KC3.1
KC23 —— K(C23
KC32 -——— K(C3.2

The arrow indicates data flow direction and the corresponding entrics indicate the keys
to be used.

Figure 11-35. Symmetric Algorithm—Keys Required to Achieve Authentication and
Secrecy in a Three Node Network

10 other system nodes to authenticate messages received from node i. Com-
munications from node i to node j take the form Epy;Dgy;(Xig) where Xij
are the data sent from node i to node j whose integrity and secrecy must be
maintained. For a three node network, three secret and three public keys
must be defined as shown in Figuzre 11-36.

In an n node network, each node stores one secret key and (n — 1) public
keys. There are thus a total number of n secret keys in the network and
(n — 1)n public keys. The total number of different keys is less because tha
public key of node i appears in (n — 1) nodes. Hence there are n different
secret keys and n different public keys in the network,

If only authentication {not secrecy) is required, the data Xi, j sent from
node i to node j are of the form Dgii(Xi, ) instead of Epg{ DX, 1)), AL
the receiver {node j), PKi is used to authenticate Xi, ;. Hence the same
keys defined above for authentication and secrecy are required for authenti-
cation even when secrecy is not required. A summary is given in Table 11-13.

Node | Node 2 Node 5

PK2.SKi —PKI;SK2

SK1,PK2 = SK21:PK2

PK3.5K1 PK1,SK3

SK1:PK3 SK3:PK1
PK3:SK2 —— PK2:5K3
SK2: PR3 = SK3:PKZ

Note: Secrecy as well as integrity of the SKs must be assured whereas for the PKs only
integrity must be assured.

The arrow indicates data flow direction and the corresponding entries indicate the
keys to be used.

Figure 11-36. Asymmetric Algorithm—Kevs Required to Achieve Authentication and
Secrecy in a Three-Node Network
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Asymmetric (RSA) Symmetric (DES)
Algorithm Algorithm

Number of secret 2(n-1) w/ unidirectionality
keys per node H {n-1y w/o unidirectionality
Number of public
keys per node {n-1} 1one
Total number of secret 2n(n-1) w/ unidirectionality
keys in network 1 n{n-1)/2 wio umdirectionality
Total number of public
keys in network n(n-1) none
Total number of different u{n-1) w/ unidirectionality
secret kevs in network n nfn-13/2 wio unidirectionality
Total number of different
public keys in network n none

Note: [t is assumed that sl n nodes of the nerwork communicate with each other with-
out user involvement.

Table 11-13. Required Number of Keys for Asymmetric and Svmmetric Algorithms--
Transparent Case where Each Node Stores the Required Keys

From Table 11-13 one could easilv conclude that key management be-
comes less complex with asymmetric svstems since fewer Keys are managed.
To make a true comparison, however, system design concepts must also be
considered. Most likely an approach where each node stores a set of KCs
will not be used. {nstead, one would define one secret key per node (KNCj
for node ) and store all n of the required kevs in a commeon key distribution
center (KDC). Thus the KDC would be the trusted node in the system and
would be called upon to generate and distribute session kevs to nodes re-
questing to communicate with one another. For example, & randomly gen-
erated session key (KS) would be distributed to nodes i and | in the form
Epnci(K8) and Exne;(K8), respectively.

The KDC could also be used with an asymmetric algonthm. In that case
the KDC would store all n public keys and route them to the system nodes
as required. Based on the number of keys stored at the KDC (Table 11-14},
one cannot conclude which system {asymmetric or symmetric) is easier to
Implement. Other investigators analyzing asvmmetric and svmmetric crypto-
systems have concluded that protocols in both systems are strikingly similar
[17.18].

Secrecy Without Authentication
In this section the question to be addressed is: What security penalty (if

any} is there if permanently installed keys are not used? The rationale is that
each node could generate its public and secret keys dynamically. For ex-
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Asymmetiic {RSA) Symmetric (DES
Algorithm Algorithm
Number of secret
kevs per system node I i
Number of public
keys per system node ’ none none
Number of secret n user keys
keys in KDC 1 I KDC master key
Number of public
kevs in KDC n none

Table 11-14. Required Number of Keys for Asymmetric and Symmetric Algorithms
User Transparent Case with Key Distribution Center

ample, the public keyv generated at node i could be sent over a nonsecure
channel to node j. Node j could then encrypt messages for node 1 with node
i"s public key (PKi). Onlv node i, having generated the corresponding secret
kev SKi can decrypt such a message. Thus, off hand it seems that an ac-
ceptable solution has been found for key distribution and key initialization.
(For example, the keys reguired in the three node network shown in Figure
11-36 can easily be generated on demand.)

But there is a major difference between the static situation where keys at
each node are defined in an initialization process and the dynamic situation
where keys are generated as they are needed. Due to the fact that the keys
fisted in Figure 11-36 are defined ahead of time as part of system initializa-
tion, the corresponding nodes are coupled. After initialization, the sender
(node 1) has no control over the use of a key by another node (node j). This
is in contrast to the case where the keys are generated dynamically. As a
consequence there is no way for a node to check the identity of the sender,
since the public key sent to the receiving node could have originated with
any system node, including a bogus node. The sender, on the other hand,
does not really know who is using his personal key te encrypt data addressed
to him. To take advantage of these security weaknesses requires, however, an
active attack since data on a communications line must be aitered enroute.
Therefore the described method of dynamically generating keys in lieu of
inftializing the system with predetermined keys provides data security if the
opponent has only the capacity to eavesdrop.

To illustrate the consequences of implementing a cryptographic system
without authentication, consider the following case. To send a secret docu-
ment from A to B, let it be locked in a suitcase. To start with, A ssals the
spitease with lock A, which only A can open. After B receives the suitcase,
B in turn seals the suitcase with lock B, which only B can epen. The doubly
locked suitcase is then returned to A. Upon receipt, A removes (his) lock AL
The suitcase, still locked with lock B. is returned to B whereupon B removes
his lock and retrieves the secret document (Figure 11-37).
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A lnserts
Secret Document

Send to B

h 4

Send to A

Send 10 B

A 4

B Obtains
Secret Document

Figure 11-37. Protocol 1o Send Secret Document from A 10 B
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A Inserts
Secret Document

Send to B

Opponent C substitutes
himself for B and intercepts

sujtcase sent from A.
C

Send to A

Y

Send to B

Opponent Obtains
Secret Document

Figure 11-38. Interception of Secret Document by Opponent
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There are two basic attacks which may be successful in this instance:
rerouting and masquerading.

Since A cannot distinguish between B’s lock and one supplied by an
opponent (due to lack of authentication). it is possible for an opponent ta
intercept the suitcase and apply his own lock, thus preventing B from apply-
ing his lock. As a result the suitcase, sealed with the opponent’s lock would
be returned to A for removal of A's lock. Once A’s lock is removed, the op-
ponent again intercepts the suitcase, removes his lock, and thereby obtains
the secret document (Figure 11-38).

In the second attack the opponent again intercepts the suitcase (with A’s
lock in place) only this time the suitcase and secret document are discarded.
The opponent replaces the suitcase with one of his own, complete with a
bogus secret document, locks the suitcase with his lock, and forwards the
suitcase to B. The protocol requires B fo apply his lock and return the suit-
case to A, which B does. The opponent again intercepts the suitcase, removes
his lock. and returns the case to B. B eventually opens his lock and removes
the bogus secret document thinking it originated with A (Figure 11-39). The
opponent (posing as B) also sends & bogus suitcase to A to prevent A from
detecting the deception.

Figures 11-38 and 11-39 illustrate two attacks against a public-key crypto-
system implementing the particular communication protocol described in
Figure 11-37. In general. a public-key cryptosystem’s communication proto-
col is always exposed to active attack if that cryptosystem does not employ
preinitialized keys. Although, for applications in which active attacks are
considered not a threat, the tradeoff between security and key management
complexity may be an attractive one.

A CRYPTOGRAPHIC SYSTEM USING AN INTELLIGENT SECURE CARD
AND A PUBLIC-KEY ALGORITHM

The PIN/perscnal key approach, which was shown to be nonsecure, demon-
strates the need for having system Kkevs installed in the EFT terminals. This
is true whether a conventional (symmetric) or public-key (asymmetric) al-
gorithm is used. If a conventional algorithm is employed, the terminals must
store secret keys. If a public-key algorithm is employed, the terminals may
store secref kevs, public keys, or both, although, typically, the ferminals
would store only public keys. (These public keys would be used to authent:-
cate transaction response messages.) When a public-key algorithm is used,
one therefore attempts to improve the process of message authentication by
eliminating the need for a secret key in the EFT terminal. The requirement
for keeping the necessary terminal resident keys secret and assuring their
integrity in a conventional approach is thus replaced by the requirement of
assuring only the integrity of public ferminal resident keys in a public-key
approach.

Authentication of transaction request messages, on the other hand, always
requires a secret key at the entry point. This key must be supplied by the
system user, since otherwise the terminal would have to store a secret key
{which is to be avoided).
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The main features of the system are thus as follows. Personal verification
and authentication of transaction request messages (sent from the ferminal
to the issuer) are based on a secret user-supplied key derived from the PIN
and secret card information and a corresponding public user key stored at
the issuer (different for each of the institutions’s customers)*?. Authentica-
tion of transaction response messages is based on a secret key available in the
security module of the issuer’s EDP system and a corresponding public key
established at each {erminal.

In the described system there is total isolation of the personal verification
processes of the various institutions and almost total isolation in the authen-
tication of transaction requests sent from the user to the issuer. These proce-
dures are effected and established solely between the user and the issuer. No
secret keys involved in the processes are exposed at the entry point, although
the integrity of the public kevs must be assured. In an interchange, the
acquirer and switch merely act as network routing points to pass nonsecret
information to the issuer.

In addition, there is a digital signature capability for transaction responses.
The acquirer honors a request from the cardholder only after the issuer has
sent a signed message to the acquirer (or to the originating terminal) author-
izing the transaction. {Note that this advantage is also obtained with the
DES/public-key approach discussed in the section Security Enhancements
with Digital Signatures.)

Description of a Public-Key Management Approach

The system discussed here is composed of host processing centers and EFT
terminals, interconnected in an EFT network supporting interchange. Each
network node has a publickey cryptographic capability that is either inte-
grated into the node or contained in a security module attached to the node
via a secure, local cable. Each security module has a set of cryptographic
operations that may be invoked by the supporting device or EDP system via
a defined interface. No clear cryptographic keys ever exist outside the security
module except during periods when they are initially generated or entered
into the system.

Each customer is provided with an intelligent secure bank card, which has
an installed public-key algorithm and storage for secret and nonsecret infor-
mation (e.g.. kevs, encrypted keys, and account-related information). Keys
stored in a security module are protected by implementing adequate physi-
cal security measures and/or providing a set of interlocks that will erase alt
secret information if penetration of the security module or containing device
1s detected.

A secret user key (SKc, where ¢ stands for customer) is used to generate a
quantity (DGSreq) which will enable the issuer to authenticate the transaction

“pIN secrecy depends entirely on maintaining the secrecy of certain card information
{L.e., [t 1s not achieved because of the public-key algorithm?). If refevant card information
were available to an opponent, the PIN could be derived easily from information in an
intercepted transaction reguest message., The intelligent secure card provides the means
to adeguately protect card information.
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reqguest message, Mreq. In the conventional approach this quantity was called
a MAC. Since a public-key approach provides a digital signature capability,
the ferm DGS is used instead of MAC. To demonstrate the parallelism be-
tween the public-key and conventional algorithm approaches, assume that
(Mreq, DGSreq) is routed to the issuer and define DGSreq as

DGSreg = Dgy, [CEMreq)]

where CE(Mreq) represents the compressed encoding of Mreq. As discussed
in Chapter 9, CE(M) is a one-way function of M and can be generated with
publicly known keys for symmetric as well as asymmetric algorithms. In the
implementation discussed here it suffices to-specify one public key for gen-
erating CE(M) without, at the same time, specifying the corresponding secret
key. This is so because the sender and receiver use the same procedure for
generating CE(M). To check the signature, the issuer generates the compressed
ercoding of the received message and compares it with Epg (DGSreq) (e,
the received DGSreq encrypted under PKc). If both quantities agree Mreq
1s accepted; otherwise, not.

This check on DGSreq can be used also to verify the user {e.g., if SKcis
defined as SKc¢ = SKc¢* & PIN, where SKc* is a secret parameter siored on
the card). Since the digital signature (DGS) is now also a function of PIN,
personal verification as well as message authentication are combined in one
procedure. {The same idea was used in the hybrid key management approach
by defining KTR = Dypepp (ID) and is repeated here for the sake of uni-
formity in the discussion.}

A digital signature on the response message (DGSresp) is generated using
a secret key SKb, uniquely defined for each institution (where b stands for
bank). Thus,

DGSresp = Dgyy [CE(Mrespl]

To check the received Mresp at the terminal, the public key. PKb, corre-
sponding to SKb, must be available. In the implementation suggested here,
PKb and its digital signature Dgg, [CE(IDY, PKbBY] are stored on the bank
card. The key SKu (where u stands for universal) is 2 key known only to a
trusted node or key distribution center. By storing the corresponding pub-
He key. PKu, in ail terminals, PKb can be authenticated at the terminal
before it is used to authenticate Mresp. Authentication of PKb is achieved by
enciphering Dgg, [CE(IDb, PKb)] with PKu and checking that the result is
equal to the compressed encoding of (IDb, PKb), where PKb is the received
public key and IDb is the known bank identifier.

To initialize the operation, each institution produces a public and private
key-pair {PKb, SKb) for its own use. The private bank key (SKb) is retained
in the institution’y security module. The public bank key (PKb) is distributed
to each other ingtitution in the interchange, and it is also sent {e.g., via a
courier) to a key distribution center or designated trusted party. Public keys
are distributed securely to assure their integrity (e.g.. to avoid masquerading
attacks).
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Prior to receiving each institution’s PKb, the kev distribution center pro-
duces its own public and private key pair (PKu, SKu) for the purpose of
interchange. The secret key, SKu, is employed to generate a digital signature
for PKb in the form Dgy, JCE(IDb, PKb)]. The user supplies this quantity
together with IDb and PKb to the terminal where PKu resides. This enables
the terminal to check the DGS and thus authenticate PKb.

The public key of the key distribution center (PKuy and the public bank
keys, together with their DGSs, are distributed to each of the respective insti-
tutions {banks). SKu is also stored in a safe or vauli for recovery purposes.
Securely maintaining SKU will also aliow other institutions to later join the
interchange. The key distribution center can also publish PKu (e.g., in a major
newspaper like the New York Times), which will aliow each institution to
validate the received PKu independently.

Upon receipt of this information from the key distribution center, each
issuer validates PKu (by comparing the received PKu with the published PKu)
and transfers PKu to its security module where it can be safely stored and
used as necessary, The public kevs of each bank and their corresponding
digital signatures {computed frem SKu) are stored in the data base of the
mstitution’s EDP system (Figure 11-40j.

The issuer also generates a DGS for each users public key, PKc¢, with
the aid of SKb (e.g., Deg, [CE(IDc, PKe)ll. The guantities IDec, PKe,
and the DGS for PKe, are then stored In the data base of the institufion's
EDP system (Figure 11-40) and written on the user’s bank card (Figure
11-413. A copy of the institution’s public bank key PKb and signature
Dewo [CE(IDD, PKb)] are also written on the user’s bank card. Each institu-
tion also installs PKu in each of its terminals (Figure 11-42).

PIN Selection

For this discussion, PINs are assumed to be produced by the issuer using the
security module as a generator of pseudorandom numbers. The generated
PIN is printed on a PIN mailer and the mailer is sent to the customer. PINs
may also be encrypted under a PIN master key and stored off-line for purposes
of backup.

Generation of the User’s Public and Private Keys

The issuer will produce (in addition to PIN) a public and private key pair
(PKc, SKe) for each customer. The user’s private key and PIN are Exclusive-
ORed to produce a secret card parameter, SKc¢* (l.e., SK¢* = SK¢ @ PIN),
which is then written on the user’'s intelligent secure card.

Validation of the User’s PIN and Card Key

Each time the customer initiates a transaction at a terminal, the customer’s
PIN iz entered via a PIN pad or kevboard and transferred to the card. (If the
card has its own keyboard, the PIN would not be exposed in the terminal.}
On the card, PIN is Exclusive-ORed with the secret card parameter (SKc*) to
produce the user’s private key, SK¢, and SKc¢ is then used to generate a DGS
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Secondary Storage

Each customer’s identi-
fier, public key, and digi-

IDcl: PKel, Doy, [ CE (IDcl, PRel) | tal - signature  (generated
IDe2: PKe2, Dggy, [ CE (IDe2, PKe2) ] with the issuing banks
. private key) are produced
. by the issuing bank and
. stored on the appropriate
IDen: PKen, Dy, [ CE (IDen, PKen) | bank card,

Secondary Storage

Each bank’s identifier,
public key, and digital sig-

IDbl: PKbl, Dy, [ CE (IDb1, PKbl) ] nature (generated with the
IDh2: PKb2, Dgy,, [ CE (IDB2, PKb2} | private interchange Xey)
. are produced by the key
. distribution  center and
. sent to each institution.
IDbn: PKbn, Dey,, [CE (IDbn, PKbn)] This enables each institu-

tion to check digital signa-
wires with PKu.

Security Module

PKb and PKu are stored
i the security module 10

SKb - Private Bank Key protect their integrity.
PKb - Public Bank Kev SKb is stored in the secu-
PKu - Public Interchange Key rity module to protect s

secrecy and integrity.

Public-Key Algorithm

Figure 11-40. Information Stored in the Data Base of the
Issuer’s EDP System and in the Issuer’s Security Module

on the {ransaction request message vig the public-key algorithm. A tine-of-
day (TOD) clock obtained from the acquirer via the terminal (as described
earlier} is included in the message to ensure that it is time-variant.

At the issuer, the correspondmg PKc of reference, which is filed under the
user’s identifier, is read from the EDP system’s data base*? and used 1o

* See footnote 35.
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IDe: PKe, Doy, [CE (ID¢, PKe)]

Customer’s identifier, public key, and digital signature
on IDc and PKc computed with the bank’s private key

IDb: PKb, Dgy, [CE (IDb, PKb)]

Issuing bank's identifier, public key, and digital signature
on IDb and PKb compuied with the private interchange key

SKe* =SKe g PIN

Customer’s Private Card Kev

Pubiic-Kev Algorithm

Figure 11-41. Information Stored on the Intelligent Secure Card

encrypt the received DGSreq. This result is compared for equality with the
compressed encoding calculated on the received message Mreg. Furthermore,
the received TOD is checked for currency against a TOD of reference stored
in the issuer’s EDP system. If both tests succeed, the issuer concludes that
the content of the message is correct, the message is not a stale message, and
the secret information entered by the customer at the entry point (SKc* and
PIN} 1s properly related to the claimed ID.

Key Management Considerations for Asymmetric Algorithms

To take maximum advantage of the public key idea, secret terminal resident
keys should be unnecessary. Only the public keys permanently stored in the
terminals are needed to authenticate (ransaction response messages. To
authenticate fransaction request messages, however, requires a secret key
at the entry point, although a public key can be used at the destination
where these messages are checked. Such a secret key must therefore be sup-
phied by the user since, by definition, no secret key should be stored in the
terminal permanently. Such a design therefore dictates a personal key ap-

PKu - Public Interchange Key

Public-Key Algorithm

Figure 11-42. information Stored in the EFT Terminal
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proach, where the personal key is equal to the secret key required in the
public key approach. The corresponding public key stored at the issuer is
used to authenticate request messages,

The most straightforward approach forauthenticating transaction response
messages would be to store PKu at each EFT terminal and store SKu at each
cooperating institution’s HPC. A digital signature computed on Mresp at any
institution using SKu could be checked at any terminal using PKu. However,
this has the disadvantage that institutions share the secret key SKu—an un-
desirable situation. If SKu should become compromised, an opponent could
generate a valid digital signature on any fransaction response message.

To avoid sharing secret information and thereby realize separation among
the institutions, each subscriber bank can define its own keys (PKb, SKb,
where b represents bank). The secret key SKb is used by an individual insti-
tution 1o compute & digital signature on the transaction response message,
Mresp. At the EFT terminal, the public key PKb is used to authenticate Mresp
and its digital signature. However, such a solution requires that the public
key of each institution be available at the entry point. Due to storage limita-
tions (at EFT terminals), such an approach is impractical if there are a large
number of subscriber institutions inn the interchange network.

The disadvantage of storing 4 common SKu at each institution in the inter-
change. or of storing the PKb of each bank in each EFT terminal, can be
avoided as follows. A trusted system node or key distribution center is desig-
nated to manage the universal secret kev, SKu. The individual institutions still
define their own (SKb, PKb} key pairs. To establish the correct PKb at an
arbitrary entry point, the trusted node generates a digital signature on (IDb,
PKb) using SKu. The terminals in which PKu is stored authenticate PKb by
encrypting Dy [CE(Db, PKbY] with PKu and comparing the result for
equality with the compressed encoding of the supplied (IDb, PKb) stored on
the bank card. Note that Dgk, [CE(IDb, PKb)] is also stored on the bank
card. Thus, a hierarchical public-key approach is used in which a universal
secret key, SKu, is the dominant system key. This key, known only to the
trusted node, provides the means (via the digital signature) for each in-
stitution to authenticate the public kevs of each other institution (PXbl,
PKh2, . ... etc.). Thus each PKh is checked before being used to authenti-
cate transaction response messages at the entry point. Secret user keys, on
the other hand, are used (in conjunction with PINs) to generate digital
signatures on the transaction reguest messages. which in turn allows the
issuer (who has the corresponding public keys) 1o verify users and authent:-
cate transaction request Messages.

Off-line Usa

Figure 11-43 illustrates an offline transaction. The customer’s card is placed
in a card read/write device coupled to or integrated within the terminal. The
customer then enters his PIN via a suitable entry device (PIN pad or key-
board). The PIN is transferred to the card where it is Exclusive-ORed with the
secret parameter SKe* on the card to form the user’s private key, SKc,
namely: SKc¢ = SKc* @ PIN. SKc is temporarily stored on the card, Le., until
transaction processing is complete.
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EFT Intelligent
Terminal Secure Card

o

'il______ PKu SKe*

Enter PIN

»

Transfer PIN

Exclusive-OR PIN and
SKc* to obtain SKc.
Transfer
IDb, PKb, Dgy,[CE (IDb, PKb)]
1‘% PKe, DSKb[CE {IDc, PKel]

Authenticate PKb
using PKu. Validate
PKc¢ using PKb,
Generate random
number RN, Save as
RN of reference.
Transfer RN

"Decipher RN
under SKc.
Transfer Dy (RN)

Recover RN using
PKc. Compare RN
for eguality with
RN of reference.

Figare 11.43. Off-Line Use

The two public keys, PKc¢ and PKb, which were originally written on the
card by the issuer, are then transferred from the card to the terminal together
with their respective digital signatures. This enables the terminal to authen-
ticate PKb and PKc with the aid of PKu (stored in the terminal).

To validate the user, the terminal performs a handshake with the card, as
follows: The terminal generates a random number RN, which it transfers to
the card and requests that the card decipher the random number under SKc.
Upon deciphering the random number under SKe¢, the card transfers the
result to the terminal. The ferminal then enciphers the received value under
PKc {which it previously authenticated} to recover RN, The recovered value
of RN is compared for equality with the RN of reference. If the two quantities
are equal, the terminal concludes that (1) the card is capable of cryptographic
operations and (2) the card generated the proper SKe. Since SKc is a function
of the secret card parameter (SKc*) as well as PIN, personal verification is
achieved. The transaction request is then honored according to whatever es-
tablished limits and prior protocols and arrangements have been implemented.

A variation of the method is for each terminal to also store the public key,
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PKb, of the local bank. In that case, if 4 customer performs an off-line trans-
action at a terminal belonging to his own bank, the terminal can authenticate
PKc directly from Dgy, [CE(IDc, PKc)] and avoid the intermediate step of
authenticating PKb from Dgy, ICE{IDb, PKb)].

On-Line Use in Interchange and Noninterchange

In describing both local and interchange transactions it will be noted that
there is no difference in the protocols. Only message routing is different,
since different parts of the interchange network are traversed,

The datz and computing capability of the customer’s card are made avail-
able to the terminal (Figure 11-44) when the card is inserted into a suitable
read/write device. The customer then enters his PIN via a suitable entry
device, the PIN is routed to the card, and the PIN is Exclusive-ORed with the
secret card parameter SKc¢* to form the user’s private key, SKc, which is
temporarily stored on the card.

EFT . Intelligent
ﬂrﬁl”_ Secure Card
. PKu SKe*
PKb (opt.}
Enter PIN

_rTransfer PIN

"Exclusive-OR PIN and
SKC* to obtain SKc.
_Transfer Cusiomer’s 1D

Formal transaction
request message
{Mreq), which inciudes
TOD obtained from
acquirer and message
seguence number
(Tterm) generated by
terminal.
Transfer Mreg

Generate Digital
Signature on Mreq,
DGSreq = Dy [CE (Mreg)l.

Transfer Mreg, DGSreg

Send 1o issuer

: . Transfer
(see Figure 11-45).

IDb, PKb, Dy [CE (IDb, PKb)]
IDe, PKe, Dgyp[CE (IDe, PKe)]

Figure 11-44. On-Line Use—EFT Terminal
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Te aliow the issuer to validate the transaction request message, a DGS is
generated using SKc (e, Dgg [CEMreg)]). This is accomplished by trans-
ferring the assembled message to the card where the compressed encoding of
Mreg is generated and in turn deciphered under SKe¢. The message and
signature are returned to the terminal for transmittal to the issuer (identical
te the acquirer for a loeal transaction, different from the acquirer for inter-
change). If it is desired to allow intermediate nodes to authenticate and read
the message, the quantities IDb, PKb, Dgy, [CE(IDb, PKb)] and ID¢, PKc,
Dgien [CE(IDc, PKe)] can be read from the card and sent together with the
transaction request message.

At the issuer (Figure 11-45), the corresponding PKc of reference is
stored in the EDP svstem’s data base, for example, in the form 1Dc, PKc,
Dggp ICE(IDc, PRc)]. Prior to its use, PKe of reference is authenticated using
PKb. The received message 1s then authenticated by generating its compressed
encoding and comparing the result for equality with the received DGSreg
encrypted under PKb (i.e., with Eug, (DGSreqy = Epy [ Dy (CEMregi b
If they are identical, and if the TOD checks, then the issuer concludes that
the content of the message is correct, the message 1s not stale, and the secret
information supplied by the user, SKc¢* and PIN, is properly related to the
claimed ID. If the requested transaction can be honored, a positive response
is sent to the originating terminal. Otherwise, a negative response is sent to
the originating terminal.

To send a response, the issuer generates a digital signature on the response
message Mresp using SKb (ie., DGSresp = Dgy,, [CE{(Mrespyl). Mresp and
DGSresp are then sent to the EFT terminal. A positive response could con-
sist of sending back the request message (i.e., Mresp = Mreqg and DGSresp =
Dgkw [CE(Mreq)]). This will be assumed here. A negative response can be
anything other than a positive response.

To authenticate the response message, the terminal reads Db, PKb,
Dgp, [CE(IDY, PKb)] from the card and validates PKb using PKu (stored in
the terminal). (If PKb is stored in the terminal, the prior step can be elimi-
nated). The received DGSresp is then enciphered under PKb and the result
s compared for equality with the compressed encoding of the Mreg of
reference. If the two gquantities are equal, the terminal honors the transac-
tion; otherwise, the transaction is denied (Figure 1146},

A summary of the keys required with the described public key approach
is provided in Table 11-15. Tables 11-16 and 11-17 show the flows of infor-
mation from the card to the issuer (via the EFT terminal) and from the issuer
to the EFT terminal. Comparing these tables with those of the hybrid approach
(Tables 119 through 11i-11), one observes that only public quantities
are shared among institutions. Thus a higher degree of isolation is achigved
with the public key approach. On the other hand, it must be rezlized that
the approach requires s secret universal key. If that key becemes com-
promised, the security of the entire system islost. The described public key
approach depends, therefore, on one node or key distribution center whichis
trusted by evervone in the system, and that one party controls and manages
the universal secret key.
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EDP System Security Moduie

SKb
PKh
PKu

Transfer
IDc, PKe, Dy [CE (IDe, PKcY,
Mreq, DGSreqg

»

Authenticate PKc with
PKb. Authenticate
Mreg with PKe, If
check i3 positive the
user and message are
validated,

_Positive/Negative
Form transaction )
response message
(Mresp). If reques:
can be honored then
request 2GS on
Mresp.
Transfer Mresp

v

If check above was

positive, generate

DGS with SKb, where

DG Sresp s DSKb[CE (Mresp)j.
Transfer
_Mresp, DGSresp

Send to EFT terminal
(see Figure 11-46).

Otherwise, if check
above was negative,
do not generate DGS.
Note: To reduce information to be sent, DGSresp can be defined as
DGSrespr = Doy, | OB (Mreqg) 1. In this case the response message is
identical to the request message and does not have 10 be sent. Thus
only DGSresp is returned to the terminal as a positive response.

Figure 11-45. On-Line Use—Issuer’'s EDP Sysiem

Additional Comments

In the described approach, PIN secrecy depends on SKe* secrecy. If
SKe* were known 1o an opponent, PIN could be derived easily using only
PKe (nonsecret and assumed available). Since PIN has relatively few com-
binations, and assuming SKc* (Figure 11-43) is available, an opponent could
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information in EFT Terminal Received from Issuer
IDb, PKb, and
Dgy, ICE (IDb, PKb} Dy, (Message)
Read from Card
Transaction Request
Message of Reference
PKu Permanently
Stored
h4
Authenticate PKb
> with aid of
Dgy,, [CE {IDb, PKb}]
and PKu.
Not .
Authentic Authentuc ¥
Abort e » :
or PKb E
Message

Message of Reference

Heonor Reject
Transaction Transaction
Request Request

Figure 11-46. On-Line Use—EFT Terminal

enumerate all possible candidates for SKc via the relation SKcirial = SKe® @
PINtrial. SKe¢ i determined bv finding the SKcirial satisfving the relation
i:)SﬁurmiEPI‘(C ()‘j = X.

In an off-line environment, PIN-related information must always be stored
on the card. and thus this type of attack will always succeed if card informa-
tion is available to an opponent. Defense against the attack is therefore based
on the high level of data protection afforded by the intelligent secure card.
Hence, strictly speaking requirement & (see EFT Security Requirements/
cannor be satisfied when a public-key algorithm is used in an off-fine environ-
ment (i e, PIN information can always be obrained from card information),
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System Nodes

Intelligemnt
System Secure Acquirer’s lssuer’s Host
User Bank Card EFT Terminal Host (Inst. X) Switch’s Host (Inst.Y)
Permanently Installed Keys/Parameters
none KP PKu none none SKMiss
SK¢* PKMiss
PKe
PKb
Keys Used for Generating and Authenticating Digital Signatures (DSG) on the Transaction Request Messages, Mregs
nene SKe none none none PKe is stored for all
{Dynamically members of institution Y.

Generated from
SKc* and PIN,

eg., SKc =
SKe* @ PIN)

MasterCard, Exh
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Keys Used for Generating and Authenticating Digital Signatures on the Transaction Response Messages, Mresps

none PKDb PKu (Used to none none Skb is defined by
(Authenticated  Authenticate PKb) institution Y,
Using 1Db and
Doy [CE(DD, PEb),
Also Stored on
Bank Card)

Note: Keys associated with personal verification at the issuer {and, perhaps, the switch) are not shown,

Legend:

SKM:
PKM:
SKb:
PKbh:
SKce:
SKe*:
PKe:
SKu:
PKu:
1b:
1D

Table 11-15. Keys Defined for the Public Key Approach Using an Intelligent Secure Card

Secret host master key
Public host master key
Secret institution (hank ) key
Public institution (hank) key
Secret aser (customer) key
Secrel card parameter

Public user (customer) key
Secrel universal key

Public universal key
Institution (hank) identifier
User (customer) Tdentificor

MasterCard, Exh. 1022, p. 185
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System Nodes

intelligent
System Secure EFT Acquirer's Switch’s Issuer’s
User Bank Card Terminal Host Host 1lost
] 2 4 10 ] 12

Enter PIN
and {ransfer
to card via
terminal.

Generale SKe =
SKc* @ PIN.

3
Read Db PKb,
DPsiu [CE(IDB PKb Y
IDc, PKe and
Dggy [CE(IDC PKC)
from card and
transfer to
terminal.

7
Compute DGSreq
with SKe {i.e.,
Dok [CE(Mreq)]).

8
Send Mreq and
DGSreq to
terminal.

Authenticate PKD with
PKu and PKe with PKb.

5
Read card information
and formiulate Mreqg
which includes TODacq
and Tterm.

6
Send Mreq to intelligent

secure card.

9
Forward received Mreqg

and DGSreq to acquirer.

Forward received Mreq
and DGSreq to switch,

Forward received Mreq
and DGSreq to issuer.

Check received DGSreq
with PKc of reference
and TODsw of
reference,

Verify user.

14
Decide if Mreq is to be
honored.

is
Formulate Mresp which
includes Tierm.

Note: Tt is assumed that the acquirer periodically sends time-of-day information (TODacy term) te the terminals in its domain. The TOD
stored at the other network host nodes {TODsw at the switch and TODiss at the issuer} is assumed to be equal to TODacq within an
altowable range (ATOD). The terminal also generates tme-variant information (Tterm) which is transmitted to the issuer.

Fhe integers 1-15 in the table show the sequence of steps in the transaction.

Table 11-16.

Information Flow from Card to Issuer—Public Kev Approach with Intefligent Secure Card

MasterCard, Exh. 1022, p. 186
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System Nodes

Inteliigent
System Secure EFT Acquirer’s Switch's ssuer’s
User Bank Card Terminal Host Hosl Huost
20 19 18 15

Check reccived DGSresp
with PKb of reference
and Tterm of reference.

21
Decide if Mresp should
be accepted or rejected.

22
Notify terminal to
process transaction if
Mresp is accepted;
otherwise, abort
transaction request.

Forward received Mresp,  Forward received Mresp,
and DGSresp to terminal. and DGSresp to acquirer.

Formulate Mresp which
includes Tterm.

16
Generate DGSresp on
Mresp using SKb.

17
Send Miesp and DGSresp
to intefligent secure
card via switch, acquirer,
and terminal.

The integers 15-22 in the table show the sequence of steps in the transaclion.

Table 11-17. Information Flow from Issuey 1o Tenminal-Public Key Approach with Intelligent Secure Card

MasterCard, Exh
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In an on-ine environment, this exposure can be avoided by decoupling
SKc¢ and PIN (i.e., by not making SKc¢ a2 function of PIN). The relation
SKc = SKc* & PIN was used in the present discussion for the sake of uni-
formity with the approach described In the preceding section, the PIN/
Personal Key/System {Hybrid Kev Management) Approach Using an In-
telligent Secure Card. For example, a betfer approach would be to define
SKc = SKc* and transmit PIN § RN (i.e., PIN concatenated with a random
number generated on the card) encrypted under PKb. This approach requires
an additional PIN verification step at the issuer, but has the advantage that
knowledge of any one of the parameters SKc or PIN does not reveal informa-
tion about the other.

CONCLUDING REMARKS

The purpose of this chapter has been to suggest various techniques that may
be used for cryptographic authentication in future EFT systems. For the
present and near term, it appears that PIN/system key-based EFT systems
using magnetic stripe cards will predominate. In such systems, a reasonable
level of protection can be achieved with existing technology and current
banking practices and standards.

In future systems, a nominal increase in security can be achieved if personal
keys are combined with the present PIN/system key designs (e.g., using
hybrid kev management). However, a significant increase in securify is achiev-
able if a hybrid key management is implemented in conjunction with intelli-
gent secure cards.

Finally, further enhancements in security are possible by introducing
public-key encryption at financial institutions, thereby providing a means
for the issuer to give the acquirer an electronically signed receipt for each
transaction request authorized by the issuer.

GLOSSARY

For the analysis of the authentication process, the following quantities are

defined.

AP = guthentication parameter
cC = g¢ommunications controller
DES = data encrypting standard
PGS = digital signature

HPC = host processing center

1D = yser idenfifier

KA = gauthentication key

KC = ¢ommunication key

KDC = Kkey distribution center
Kl = interchange key

MasterCard, Exh. 1022, p. 188
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Knode = node key

KP = personal cryptographic key

KPG = personal key generating key used to generate KP from ID
KPN = PIN generating key used to generate PIN from ID
KMT = terminal master key

KNC = secondary communication key

KSTR = transaction session key

KT = resident terminal key

KTR = transaction key

MAC = message authentication code

PAC = personal authentication code

PAN =  primary account number

PIN = personal identification number

PK = public key in a public-key cryptosystem

PKC = public-key cryptosystem

RN = random number

Teard = time-variant information generated by bank card
TiD = terminal identifier

TOD = time of day

Tterm = (ime-variant information generated by terminal
SK = gecret key in a public-key cryptosystem

TR = transaction request

Rf = reference

Z = initializing vector

The notation Ex(X) = Y defines encipherment of the guantity X under the
cipher key K, resulting in ciphertext Y. The notation Dy (Y = X defines
decipherment of Y under cipher key K, resuiting in plaintext X,
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