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Exhibit A13 

Carl Meyer, S. M. Matyas, Cryptography: A New Dimension in Computer Data 
Security (John Wiley & Sons 1982) (“Matyas 1982”) 

MATYAS 1982 qualifies as prior art to U.S. Patent No. 5,793,302 (“the ’302 patent”) under at least 35 U.S.C. § 102(b) 
and, particularly in view of Stambler’s infringement contentions, invalidates at least claims 51, 53, 55, and 56 of the ’302 patent. 
To the extent that Stambler contends that MATYAS 1982 does not disclose one or more limitations of the asserted claims, and 
further contends that the given limitation is not inherent in MATYAS 1982 as practiced, then it would have been obvious to 
combine the teachings of MATYAS 1982 with the knowledge of a person having ordinary skill in the art to show all the 
limitations of the asserted claims. Such knowledge includes (but is not limited to) the uses of public key cryptography, see e.g., 
Rivest, Shamir, and Adelman, “A Method for Obtaining Digital Signatures and Public Key Cryptosystems,” Communications of 
the ACM (Vol. 21. No. 2, Feb. 1978). That article shows, for example, that it had been obvious for more than a decade to use 
digital signatures and public key cryptography to authenticate electronic funds transfers. Id. at 1 (“This has obvious applications 
in ... ‘electronic funds transfer’ systems.”). It would also have been obvious, as a design choice, to use the bootstrapping 
technique identified in that reference to use public key encryption techniques to securely exchange symmetric keys which could 
then be used for further messages. Id. at 122 (“A public key cryptosystem can be used to ‘bootstrap’ into a standard encryption 
scheme such as the NBS [National Bureau of Standards] method. Once secure communications have been established, the first 
message transmitted can be a key to use in the NBS scheme to encode all following messages.”). 

MasterCard reserves the right to supplement and/or amend this claim chart depending on the Court’s claim 
constructions and how Stambler is construing the patent claims in an attempt to assert infringement. 

These claim charts show exemplary citations to the prior art relative to the asserted claims of the ‘302 patent. The 
determination of invalidity should be based on the entirety of each prior art document and not isolated portions of the 
document. Thus, the exemplary citations are merely intended to be illustrative. 
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Asserted ’302 Claims Matyas 1982 

Claim 51  

51. A method for 
authenticating the transfer of 
funds from an account 
associated with a first party to
an account associated with a 
second party, a credential 
being previously issued to at 
least one of the parties by a 
trusted party, 

Matyas 1982 discloses a method for authenticating the transfer of funds from an account associated with a 
first party to an account associated with a second party, a credential being previously issued to at least one 
of the parties by a trusted party, the information stored in the credential being non-secret, as claimed. 

Example 1 

An example of methods of message authentication are methods for authenticating the transfer of funds.  
See p. 429-473. 

Example 2 

An example of a method of checking digital signatures is the method of authentication.  See p. 477. 

the information stored in the 
credential being non-secret, 
the method comprising: 

Example 1 

The example of p. 457 shows message authentication in an interchange system.   
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Asserted ’302 Claims Matyas 1982 
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Asserted ’302 Claims Matyas 1982 

(p. 457).   

 

The message authentication technique thus includes a transmitted transaction request message that is non-
secret, along with a message authentication code appended thereto.  The transaction request message 
includes the account number (a “credential”) issued to the cardholder (a “first party”) by a bank (a “trusted 
party”).  The account number is non-secret.  See, e.g. p. 458 (“the MAC approach does not provide 
privacy”).   

Example 2 

The example of p. 477 shows the transfer of funds from an account associated with a first party (customer) 
to the account associated with a second party (grocer/merchant). 
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Asserted ’302 Claims Matyas 1982 

 

(p. 477). 

A credential (comprising identifier (lDc), public key (PKc), and signature of the identifier and public 
key (DSKb (CE (IDc, PKc)) has been previously issued to the customer by the issuer bank 
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Asserted ’302 Claims Matyas 1982 

 

 

(p. 593). 

 

(p. 597). 

The credential information (IDe, PKc, and the signature of that identity and public key data) is 
public. 
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Asserted ’302 Claims Matyas 1982 

receiving funds transfer 
information, including at least 
information for identifying 
the account of the first party 
and information for 
identifying the account of the 
second party, and a transfer 
amount; 

Matyas 1982 discloses receiving funds transfer information, including at least information for 
identifying the account of the first party and information for identifying the account of the second party, 
and a transfer amount, as claimed. 

Example 1 

The transaction request message includes the cardholder’s account number (“information for identifying 
the account of the first party”) and an amount.  See p. 457, reproduced above.  It is inherent that an 
interchange transaction would include information for identifying the account of a second party to a 
funds transfer.  See, e.g., p. 461-462. 

Example 2 

For example, the customer sends to the issuer a funds transfer request in Fig. 11-44, p. 596: 
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Asserted ’302 Claims Matyas 1982 

 

(p 596). 

The transfer request message, Mreq, contains at least the information of the example transaction of p. 
477, which includes at least information for identifying the account of the first party, and information 
for identifying the account of the second party, and a transfer amount: 
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Asserted ’302 Claims Matyas 1982 

 

(p. 477). 

See also description of transaction request message at p. 456-57. 

generating a variable 
authentication number (VAN) 
using at least a portion of the 
received funds transfer 
information; 

Matyas 1982 discloses generating a variable authentication number (VAN) using at least a portion of the 
received funds transfer information, as claimed. 

Example 1 

A MAC (a “variable authentication number” or “VAN”) is generated using, among other information,  
at least the cardholder’s account number and amount.  See p. 457, reproduced above. 

Example 2 

For example, the digital signature (DGSreq) 
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Asserted ’302 Claims Matyas 1982 

 

(p. 590) 

determining whether the at 
least a portion of the received 
funds transfer information is 
authentic by using the VAN 
and the credential 
information; and 

Matyas 1982 discloses determining whether the at least a portion of the received funds transfer 
information is authentic by using the VAN and the credential information, as claimed. 

Example 1 

The MAC is used by the recipient to authenticate the transaction request message.  The recipient 
performs a parity check or cyclic redundancy check.  See, p. 457, reproduced above.  That is, the 
recipient uses the transaction request message, including the cardholder’s account number 
(“credential information”) and a secret key to determine that the MAC (“VAN”) corresponds to the 
transaction request message. 

Example 2 

For example, the digital signature DGSreq is used to validate the transfer request message (Mreq): 
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Asserted ’302 Claims Matyas 1982 

 

(p. 590). 

 

The credential information is used to identify the customer (IDc) in order to obtain the correct public 
key PKc for performing the digital signature authentication. 

 At the issuer, the corresponding PKc of reference, which is filed under the user’s identifier, is 
read from the EDP system’s data base43 and used to  

(p. 592) 

 

(p. 593). 

The credential is stored on the customer intelligent secure card and included in the transfer request. 
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Asserted ’302 Claims Matyas 1982 

 

(p. 593) 

 

(p. 596, partial). 

transferring funds from the 
account of the first party to 

Matyas 1982 discloses transferring funds from the account of the first party to the account of the second 
party if the at least a portion of the received funds transfer information and the VAN are determined to 
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Asserted ’302 Claims Matyas 1982 

the account of the second 
party if the at least a portion 
of the received funds transfer 
information and the VAN are 
determined to be authentic. 

be authentic, as claimed. 

Example 1 

The transaction is approved if the MAC is determined to be correct based on the transaction request 
message and the secret key.  See pp. 457-458.  It is inherent that the approved interchange transaction 
involves a transfer of funds from the account of the first party to the account of the second party.   

Example 2 

For example, Fig. 11-45, p. 598 shows that the issuer validates the VAN and at least a portion of the 
funds transfer information (user and message are validated), See also Fig. 11-46 (“Honor Transaction 
Request”). 
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Asserted ’302 Claims Matyas 1982 

 

(p. 598). 

If the debit request is approved, the funds are transferred. See, e.g., Fig. 11-46; see also p. 477: 
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Asserted ’302 Claims Matyas 1982 

Claim 53  

53. The method of claims 
51 wherein the funds transfer 
comprises a payment made 
by the first party to the 
second party. 

Matyas 1982 discloses the method of claim 51 wherein the funds transfer comprises a payment made by 
the first party to the second party, as claimed. 

Example 1 

It is inherent that the cardholder (the “first party”) in an interchange transaction would involve a funds 
transfer from the cardholder to a second party (e.g., a merchant). 

Example 2 

For example, the transaction request Mreq may be used to make a payment is indicated by the 
example of p. 477. See also Fig. 11-46. 

 

(p. 477). 
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Asserted ’302 Claims Matyas 1982 

Claim 55  

55. The method of claim 51 
wherein the VAN is 
generated by using an error 
detection code derived by 
using at least a portion of the 
funds transfer information. 

Matyas 1982 discloses the method of claim 51 wherein the VAN is generated by using an error 
detection code derived by using at least a portion of the funds transfer information, as claimed. 

Example 1 

The MAC is generated using, among other information,  at least the cardholder’s account 
number and amount.  See p. 457, reproduced above.  The MAC is generated to permit error 
detection of the transaction request message.  See, e.g., p. 458 (e.g., “protecting the transaction 
against fraudulent modifications”).   

Example 2 

For example, the digital signature is generated using an error detection code (compressed 
representation) of the transaction request Mreq 

 
(p. 590). 

This describes a 1-way function that serves to generate an error detection code. See p. 469 (MAC 
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Asserted ’302 Claims Matyas 1982 

Generation paragraph). E.g., “Should anyone attempt to modify such a message while in transit he 
would be unable to do so without detection.”) 

Claim 56  

56. The method of claim 51 
for further securing the 
transfer of funds, at least one 
party being previously issued 
a credential by a trusted 
party, the credential 
information including 
information associated with 
the at least one party and a 
second variable 
authentication number 
(VAN1), the VAN1 being 
used to secure at least a 
portion of the credential 
information to the at least one 
party, authentication and the 
transfer of funds being denied
to the at least one party if the 
at least a portion of the 
credential information cannot 
be secured to the at least one 
party by using the VAN1. 

Matyas 1982 discloses the method of claim 51 for further securing the transfer of funds, at least one 
party being previously issued a credential by a trusted party, the credential information including 
information associated with the at least one party and a second variable authentication number (VAN1), 
the VAN1 being used to secure at least a portion of the credential information to the at least one party, 
authentication and the transfer of funds being denied to the at least one party if the at least a portion of 
the credential information cannot be secured to the at least one party by using the VAN1, as claimed. 

Example 2 

For example, the credential (including Customer’s identifier, Public Key, and signature of those) is 
issued to the customer by the issuer bank and stored on the customer's bank card. 
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Asserted ’302 Claims Matyas 1982 

 
(p. 593). 

promised, the security of the entire system is lost.  The described public key approach depends, 
therefore, on one node or key distribution center which is trusted by everyone in the system, and that 
one party controls and manages the universal secret key.  
(p. 597). 

The credential contains information associated with the customer. The second variable authentication 
number (VAN1) is the signature part of the credential: 
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(Fig 11-41, p, 593, partial). 

The credential information is “secured” to the customer by the digital signature (VAN1), because 
authentication fails if that digital signature cannot be verified. 

 


