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57 ABSTRACT

Atransaction system wherein, when a transaction. document
or thing needs 1o be authenticated. information associated
with one or more of the partics involved is coded together to
produce a joint code. This joint code is then utilized to code
information relevant to the transaction. document or record.
in order to a variable authentication number (VAN)
at the initiation of the transaction. This VAN is thereafter
associated with the transaction and is recorded on the
document o thing. aloag with the original mfamnonmn
coded.

was

p:mscqnﬂeofmgmmloodewmbelbk
to_uncode the VAN properly in order o re-derive the
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three phases of operation. In the first phase. illsuated in
FIG. 6. a user of the system must enroll ia order 10 be
recogmized by the system. Each user cnrolls at his or her
bank, or # ascther coavenient location, such as 4 place of

(TIN) and telephone sumber. An sccount Is thea opened for
the user and s file is created for him of her in the bank’s
(o computer, and the bank assigas a person account npumber
{PAN) to the wser's accoust I & bask card [s issued 10 the
user, it usually contains the PAN and a bank identification
number (BIN).
‘While opersting s terminal, Ohe user is requested to select
15 @ personal identification number (PIN) and to enter that PIN
into the terminal. The user complies and such eatry occurs
ar block 18 of FIG. 6 with the typical transaction
informatics. including the user’s TIN of PAN. being entered
at block 11, The PIN is applied directly to am immeversible
20 coder 12, where It Is processed to produce 1 coded PIN
{CPN). Coder 12 may be any type of conventional coding
devics which can process the PIN so that the coding is
reversible (ic.. the PIN cannot be recovered from the
CPN). Al the same time, 8 random pumbes generator 14
25 produces a random sumber (RN). which is applied to &
rixer 16 along with the CPN. Alternately. the user may be
permitted to sclect an arbitrary number for RN,
Thﬂgﬂmbymliismmnmmm
bank’s competer. where it uwhedham 18 It is
o d that this ocours over a
;mnhmnﬂumpmdbynmdanenduud
uncoder which can wtilize a joint terminal-bask key. The
sorter recovers the original CPN and RN, saving RN in the
user's file at block 22, |t should be moted that in saving RN,
a5 the user's file is accessed by using his TIN as an iadex. The
received CPN is applied as the dats npot to a coder 20,
which reccives RN as [ts key (nput. producing a revisable
owner code (ROC) which Is saved In the user’s file in the
same manner as RN. Varlous additional information is saved
40 im the user's fle, such as his persopal accoust number
(PAN). pame. phoae number (PHN). account balasce. and
ather relevant infoemation. The user”s TIN. PAN or PHN can
be used as an index to access the user's file, CPN represents
coded suthestication information since it is a coded form of
43 the PIN, and since it is used in other parts of the system w
autheaticate the user and the transaction. The system peei-
crably maintains RN as a secet number (although in the
present cmbodiment the user file is pot secret since il is
accessed using & nop-secret index) and ROC is madntained
A5 A DOO-secTet pumber. As explained in detail below, CPN

B
=

LntoMuunlllyfm-dmldle& uve\l-ﬁem!u-
mation pormally recarded o npriated on check forms, such
as the recipiest’s name and TIN (RTIN). and the oniginator's
60 persanal account aumber and bank jdentification number.
Preferably. the terminal includes a check reader and printer
which can read necessary information from the originalor’s
check form and peint information oa the form. although this
could also be done manuslly by the origlamtor. The arigi-
65 mator and the recipicnt can be the same person. for example,
where a person is cashing a personal check criginated by the
person. In e cxse of muld-party checks. the check is

“...originator’s terminal
or computer...”

hibit 2007 — Page 3
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The data input to coder 28 is the recipient’s TIN
(RTIN), which has been read from the check, or
accessed from the computer memory, or entered by
the originator.

5
originated by a present party (i.e.. the originator) in favor of
an absent party (recipient).
The originator enters his or her PIN at a terminal or
computer. Through irreversible coder 10. the originator’s
PIN is converted to a coded PIN (CPNO). which is applied

5.793.3

as the key input to coder 28. The data input to coder 28 is
the recipient’s TIN (RTIN). which has been read from the
check, or accessed from the computer memory, or entered by
the originator. The data output of coder 28 is a joint key (JK).

which is applied as the key input to a coder 30. Generally.

the JK is generated using information associated with at
least one of the parties involved in the transaction (in this
case, the originator and recipient). As will be shown more
fully below. the joint key (or code) is used to protect and

authenticate the originator and recipient. The data input to 15

the coder 30 is the information (INFO) to be authenticated
(that is, information relevant to the transaction, such as
check number. amount. etc.).

The data output of the coder 30 is a variable authentica-
tion number (VAN). which codes the information to be
authenticated, based upon information related to the recipi-
ent and information related to the originator. Note that the

o

coder 44,
umber (i.¢
the data in)
random nu
which is ap
the mixer i
RNXinac
may readil’
coded autl
representat
system to i
The mix
block 41 .
transmitted
remote bar
use of an
RNX. not |
sorter 62).
check hold
on the che
authenticat

Atthere

im a srvtav
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allngl three phases of operatico. In the first phase. illustrated in

T P T R “...and would include on it all of the
: “wmimﬁm::ﬁwwW

e eemiie sty | [nformation usually found on a check, as

- the wser and a file is created foc him aor her in the bank’s
o computer, and the bazk assigas & porson acousnt namber

sz | well as the information normally recorded

‘While operating a termisal, the user is requested to select

el miesnny | OF imprinted on check forms, such as the

at block 10 of FIG. 6 with the typlcal trazsaction
information. including the user”s TIN o PAN. being entered

et recipient's name and TIN (RTIN), and the

s e | OFiginator’'s personal account number and

2¢ produces a random zumba (RN). which is apglied to a
mixer 16 2loag with the CPN. Alternately. Uhe user sy be

T e | [d€NtIfication number.”

secure line, m.ruembueabyaundzmcoduud
uncodes which can wtilize a joist termizal-bank key. The
sarter recovers the original CPN and RN. saviag RN in the
i wser's file at block 22. It should be noted that iz saviog RN,
as the user’s file is accessed by using his TIN as az index. The
reccived CPN s spplied as the data ispot to 2 coder 20,
which reccives RN a3 its key input, producing a revisable
owner code (ROC) which is saved in the usar’s Aile in the
Same nsanmer as RN. Various additiosal information is saved
A1 47 in the wser's file, sch as his personal account number
(PAN). azme, phone sumber (PHN). accoust balance, and
other relevant information. The user's TIN, PAN of PHN cas
be used as 22 index to socess the user’s file, CPN repeesents
coded authentication isformation since it is a coded form of
45 (e PIN. and since it Is used in oeher parts of the sysiem o
autheaticste the user and the transaction. The system peel-
erably maiscains RN 25 a secret number (although in the
present cmbodiment the user file is ot secret simce it is
accessed using 8 non-secret index) and ROC &s maintained
30 2% a nos-secret number. As explained in detail below, CPN
Is derivable from ROC and RN.
FIG. 7 I how the s a check in
accordance with the present inventom. This process prefer-
ably takes plsce at the originatoc’s terminal or computer. It

in the usual manner and would ioclude ou it all
information usually found om a check. a5 well &5 the infor-

:hedfmndmnfwmﬁonmmetmnwﬂs
could also be done manuslly by the origissor, The oeigl-
natar sed the reclplent can be the same person, for example,
where 2 person is cashing a persooal check originaied by the
nvolves pervon, In the case of multi-paty checks, the check is




FIG.7 illustrating how an originator generates a
check...”
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FIGS. 6-8 arc functional block diagrams illustrating a
chect tnnsacuon system in accordance with a first embodi-
ent invention, with FIG. 6 illustrating user

enrollment. FIG. 7 illustrating how an originator generates a
check. and FIGS. 8A and 8B illustrating the authentication

process when the check is presented to be cashed;

FIGS. 9-12 are functional block diagrams illustrating a
credential issuing and authentication system in accordance
with a second embodiment of the present invention, with
FIG. 9 illustrating the enrollment of an official, FIG. 10
illustrating the enrollment of a user, FIG. 11 illustrating the
issuance of the credential, and FIG. 12 illustrating the
authentication of an issued credential;

FIGS. 13A-13E, when arranged as illustrated in FIG. 14.
collectively represent a functional block diagram of a check
transaction system similar to that of FIGS. 6-8, but includ-
ing the basic processing necessary to clear and pay a check
electronically;

FIGS. 15A-15C are functional block diagrams of a cre-
dential issuing and authentication system according to an
alternate embodiment of the present invention; and

FIG. 16 is a functional block diagram of a system for
authenticating a party and for authorizing access to a secret
file associated with the party according to an alternate
embodiment of the present invention.

10

15

phases of operation. In the first phase. illustrated in
. 6. a user of the system must enroll in order to be
gnized by the system. Each user enrolls at his or her
or at another convenient location, such as a place of
employment, in the presence of an officer. who appropriately
verifies the user’s identity and obtains the typical informa-
tion from him, including his taxpayer identification number
(TIN) and telephone number. An account is then opened for
the user and a file is created for him or her in the bank’s
computer. and the bank assigns a person account number
(PAN) to the user’s account. If a bank card is issued to the
user, it usually contains the PAN and a bank identification
number (BIN).

While operating a terminal, the user is requested to select
a personal identification number (PIN) and to enter that PIN
into the terminal. The user complies and such entry occurs
at block 10 of FIG. 6 with the typical transaction
information, including the user’s TIN or PAN. being entered
at block 11. The PIN is applied directly to an imreversible
coder 12. where it is processed to produce a coded PIN
(CPN). Coder 12 may be any type of conventional coding
device which can process the PIN so that the coding is
irreversible (i.c.. the PIN cannot be recovered from the
CPN). At the same time, a random number generator 14
produces a random number (RN). which is applied to a
mixer 16 along with the CPN. Alternately. the user may be

hibit 2007 —

Page 6
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“...and FIGS. 8A and 8B illustrating the authentication
process when the check is presented to be cashed;
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FIGS. 6-8 are functional block diagrams illustrating a
check transaction system in accordance with a first embodi-
ment of the present invention, with FIG. 6 illustrating user

enrollment. FIG. 7 illumu’% how an originator generates a
check. and FIGS. 8A and strating the authentication S

process when the check is presented to be cashed;

FIGS. 9-12 are functional block diagrams illustrating a

credential issuing and authentication system in accordance
with a second embodiment of the present invention. with
FIG. 9 illustrating the enrollment of an official. FIG. 10
illustrating the enrollment of a user. FIG. 11 illustrating the
issuance of the credential. and FIG. 12 illustrating the
authentication of an issued credential;

FIGS. 13A-13E, when arranged as illustrated in FIG. 14.
collectively represent a functional block diagram of a check
transaction system similar to that of FIGS. 6-8, but includ-
ing the basic processing necessary to clear and pay a check
electronically;

FIGS. 15A-15C are functional block diagrams of a cre-
dential issuing and authentication system according to an
alternate embodiment of the present invention; and

FIG. 16 is a functional block diagram of a system for
authenticating a party and for authorizing access to a secret
file associated with the party according to an alternate
embodiment of the present invention.

10

15
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phases of operation. In the first phase. illustrated in
. 6. a user of the system must enroll in order to be
gnized by the system. Each user enrolls at his or her
or at another convenient location. such as a place of
employment. in the presence of an officer. who appropriately
verifies the user’s identity and obtains the typical informa-
tion from him, including his taxpayer identification number
(TIN) and telephone number. An account is then opened for
the user and a file is created for him or her in the bank’s
computer. and the bank assigns a person account number
(PAN) to the user’s account. If a bank card is issued to the
user, it usually contains the PAN and a bank identification
number (BIN).

While operating a terminal. the user is requested to sclect
a personal identification number (PIN) and to enter that PIN
into the terminal. The user complies and such entry occurs
at block 10 of FIG. 6 with the typical transaction
information. including the user’s TIN or PAN, being entered
at block 11. The PIN is applied directly to an irreversible
coder 12. where it is processed to produce a coded PIN
(CPN). Coder 12 may be any type of conventional coding
device which can process the PIN so that the coding is
irreversible (i.c.. the PIN cannot be recovered from the
CPN). At the same time, a random number generator 14
produces a random number (RN). which is applied to a
mixer 16 along with the CPN. Alternately. the user may be




“...method for authenticating the
transfer of funds...”

33
a credential by a trusted party. the credential information
including information associated with the at least one party.
and a second variable authentication number (VAN1). the
VAN1 being used to secure at least a portion of the credential
information to the at least one party, authentication and
transfer of funds being denied to the at least one party if th
at least a portion of the credential information cannot
cured to the at least one party by using the VANL. s
48. The method of claim 41 wherein the first party and the a
nd party are the same party.

9. The method of claim 48 wherein the second storage

s comprises a credential.

50, The method of claim 41 wherein the first st
mean$ comprises a credential. and the second storage
CO

51. Amethod for authenticating the transfer of funds{from
an acoou count
associated with a second party. a credential being previously
issued to at least one of the parties by a trusted party. the «
information stored in the credential being non-secret, the 20 P
method comprising: u

fmaliudlins ot lancs

wnmaiznmen Fande teamofor Infacmaatinm

ble ibit 2007 — Page 8
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“You mentioned
earlier that you're well
familiar with claim 51,
yes?

A. Yes...”

“So can | communicate with you
today by talking about four steps,
receiving, generating, determining
and transferring?

A. Please.

Q. Okay. So in what we'’ve just
seen at figure 8B, would you agree
that the originator bank in the
described embodiment performed
all four of those steps?”

“THE WITNESS: It appears to
me that all four of those steps are
performed in figure 8B that we’ve just
been looking at in Stambler’'s
embodiment.”
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“Q.So in the '302 patent, in the
embodiment we just walked through, all
steps of the authentication activity are
performed by the originator bank, one entity?

THE WITNESS: If that’s his only
embodiment, it appears to me that in his
embodiment, that is true.”
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“Is there any disclosure in the detailed
description of the 302 patent of those four steps
being divided up among more than one entity?”

“THE WITNESS:| have not detected it, but | would
need to read -- | think | probably need to read through
the\whole embodiment to be confident there was no --"

Paca o

Kowrns Wia
37 Va4

) " Tt ety A ih
) T TI5
FXHBIT 2016 PAGE 13 PN
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“The VAN shown in Figure
As to the intrinsic evidence, Patent Owner argues that the ‘302 Patent 8 B . t d t th
describes only 4 single embodiment, where all steps of the claims are performed by IS g e n e ra e a e
a single entity. Paper 16, at 7 (“Nowhere does the *3(12 Patent describe or enable a O rig i n ato r’S Co m p u te r’ not
funds transfer authentication process where the four steps of claim 51 divide up 2 s J ”»
at the originator’s bank.

among multiple entities”); . at 12 (“the only supporting disclosure for claim 51

shows that a single entity performs all four steps (the ‘originator bank™ in Figure

8B)"), Neither the facts nor the law support Patent Owner,
As to the specification, Patent Owner argues: “Significantly. FIG. 8B
illustrates that all of the steps of claim 51 take place al the originator’s bank.” Jd.

at 4. But Figure 8B shows precisely the opposite. as Patent Owner’'s own

admission — on the very next page of its response — concedes. There, Patent

Owner admits that Figure 8B docs not disclose “claim 51°s gencrating step™
because nowhere in Figure 8B is a VAN “generated.” /Id. at 5. Figure 8B shows

that the ariginator’s bank “*uncades’ (i.e. deerypts) an already-received VAN /d.

The VAN shown in Figure 8B 15 generated at the originator’s computer, nol at the

originator's bank. Ex. 1001, 4:52-5:28 (“the originator generates a check ... al the

originator’s terminal or computer” by generating the "VAN and at least a portion
of the information relevant to the transaction,” which arc “imprinted on the
check™).  Because of this, Patent Owner's own expert was eventually forced to

argue that claim 51 does zot cover the authentication process shown in Figure 8B.
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TERMINAL , REMOTE_CPU
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32’ 50 1 e SAVE IN RE(*ZORD o7
NG S5 TORIGINATORS ON
FILE CHECK




ibit 2007 — Page 14

“Instead, the claims should be read to cover both the
preferred embodiment (where the claim steps are
performed by different entities), and the alternative

embodiment (where the claim steps may be
performed by a single entity).”

CDM201Z 0001
Prdant Ne S.003 )

agrves, is dinevied o depictng e steps ovouming al Gy ergnsaor's bank, Dy
Gimeting its guestioning of Mr. Trffie o Figure 8D, Parent Owner avoidsd
avtaining testmony ahaut related Figures 6.7 and 84, [2is theae fioures [2agether
woith Fignes K1 thi are: coscnbed by the patant s depising <2 ehacs ransachon
syater i aesanlooce witlea et smbodirent af e present invention * Es 1000
al 200

Lodocd, the climed step ol peneriing die VAN is notshown i Fivoze 88 51
all, us bulh Puenl Ouzer wnd s expent wdmil, Poper 160 w0 3 frelving on the
“writven descriptinn” w AI[T this gap” in disclosurel: Gx. 1023, at 38:3 9, 4025
41:42°12 "Calwnan 5, wsich s refarone 1o Foure 7, descrihes the crazsicn of the

VAN Nerably, when Parenr Croens's connse ascan M Difbe of the pares

vaneehere isclosal e claews steps Teog o Ay et i
Mr. Dillie responded oaly G he oweokd “need ool throogh Ge wlioly
embadimant.” [x. 2003, at 206 1S, Pauent Quner never gave Mr. Diffie the
copartunty =n da so. As o the propar cluimoinrerpraasion, Mo Diffiz wi

aerpiveenl: “thers 1 ne Expiczment ncam 31 rhar the steps al e perfarmas

B the e entty by an TR

CEMI015-001
Futenr No. 5003,V

steps e pettunmed by diflenen, celibes), and Qe slicoalivs cbodizneal [wlone

the vTim sieps may e perlioomed by s single enuilyl.

Accvadingls . Patent Owper's arpooneal shoole oc weeeled Jusiea, the

claizns sould o read wovover Dolk e preleoa’ canbeciment Swbeee (ke claim

B Credentiol

A inctial e, MistieCad Junies Pateat Owne”s solion il 1l

e eredential” s disusitve 1o tiis Tool, OV Paper 1901 L1 Patent Quzs
acveps the vomstucton thl peliliveer olfersd in CBMI0ISO0GI3, w18

Fatenr (rarer, howevar, oy a5 he arampong oo mpeet an sddinicoal, nestated

Tiommatom = s consentica Har e coedenbal vost b s

Tor purpeses ol detenmizing e sbaality o e geesensing paeie™  foal 2021
Such o ceesiuvlion is impropar b lesst bovnuse e spoclaaton silcs Gl ke

inventzm penmils veificalion ol the denlity ol “sbsen, purlies w o Inmsanice.”

Ca 1000wt 2] 4, 267 3220

C. Informarion For Idenritying the: Aecommt of e Nocond Parry

Parert Orwner arguss thar this claim term “dees not cover a mene rame .. of

a sacond prTv.” Paper 16, at 16 Alhessh chis arsumenr is ielevant to the

procesding. ns sathong oo rhe price am sted by Petinaner pwalves the ose of a

“

(] Fatent ences agament shoald he sepaed . Patent Olwner cehes an
Wi orsn Dol Cout apions hal capressly cojoacdt e anpuomet Prent Owona

ds oo skang 8 tebing ExL 1013000 23-210 Ex 10, a0 13 and Ex 10135, a1

*lmvies nsas o pory's Cidenry’ to lacare hister ascrent By, 1, 2 328,480
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“...must be performed by a single
entity. Otherwise, there would be
insufficient written description to
enable the claim.”

82 Adier reviewinyr the specilicabon, Toam ol he opimon thal the

hrmtens ol clam ST mast ke perlormed by o smgle enhiy. Olhervase, there

would be insullicient wnlien desenplbon (o enable the clom. Sad anather way, a

person ol ordinary skill in the ast would not bave sufMeent wnilten desenplbon in
the speeification o enshle implementing clain: 51 such that meultiple entties divide
up the performance o the comprsing steps, To simy from the specilication m this
lashion would reguire emdue experimentzbon anid wilth e prediclabiiy of
SUCEESS,

&3 As suted previously, clam 51 szts forth o methisd compnsing loar
sleps: recerving funids transfer informaton, genersting @ VAN, authenbeating the
furdss tzansfer mlonmaton wong the VAN and credential information, and
tansfaring the funds i te tansfer infommaton s detenmined w ke authentie,

A1 The sele suppact for this elamm 51 in the spocification is the funds
uansfer eonbodiment [ previously discussed. In that cimbediment. all fowr steps are
perfornsed by the originator's bapk. The bank frst reccives the funds. generates a
VAN, compares the VAN against the VAN on the funds transter informatien, and
transters the funds if the comparison fails.

&5, Such an cmbodiment is cosy to understond and straigheforward for o
parson af ondinary skill in the @ w implement. Bach step s & claar precason fon

the next.

Fxhibir 2002 Page 21
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“ - - -
4. 10 mualtiple catities pecfoan these steps, there s information deficicat If m u Itl p I e e ntltl eS
ahout how o inplement the elanm. For example., if one entity reecivas the fands -\. rf
transfer information. and anathber enuty then determines the VAN, the claims and pe O rm th ese Ste pS ) th e re
the specilication o nol deseribe how the Turds transler infomztion gets from the iS i nfo rm ati 0 n d efi Ci e nt

Gt enuly 1o the secard. Or, al ane parly perlarmed thase Bt teo steps, hut

nnother party determined if the VAN was authenric, the potent says nothing about a bo ut h OW to i m p I e m e nt

bow the VAN iz transmitted and bow it would be tansinitted securely. Because s 7]
the VAN is an outheatication number, it would bave to be transmitted securely th e CI a I l I I .

Iwithout significant vulnerability from attacks) from the party generating the VAN

to a party determuning if the VAN is autheatic.

&1 Cryplographic protecols.  including  sutheatication  protocols.  are

votonously difficult w 2ot conwel. For caample. tie Neadham-Schiocdar protocol,

e T 1975, wa o] s T & weshins Gl 1o 5 vty S “C ryptograp hic protoco £}

m 1981 T should be noted that this protecol was develaped by two people with . - . .

Pho"s and @ wade nurher ol years ol experience. In ather words, twe mdividuals | n CI u d I n g a u th e n tl Catl o n

thitl were far afivve ome ol ardinory skill in the art. Far g persan ol ordinary skall t I t H I

m e arl 1o know bow o alies clain 31 1o ke perlomredt by muliple pories, s p ro OCO S I a re n O O rl O u S y

hypathetical mdividual wonld have 1o creane o workahle eryprosesaphic pratecsl o d iffi Cu It to g et CO rre Ct ”»
-

keep the authentication scoure.  This is particularly se when no measures are

sl 008 Bape 20
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“So in that hypothetical, do
you still think that there’s a lack
of written description in the
: ey 7| | specification to enable that?
bk b thorate @t o ittin Geniation /‘ THE WITNESS: So if we

¢ in the specification to enable that?

e have steps 1 and 2 done by a
L / different entity than steps 3
and 4, | think I've already
e e o o heve identified one of my concerns

where you have the -- So I don't think there
is written description to deacribe how you 'th : h' h . th t I d 1t
split that up between those twe entities. WI IS, W IC lS a On

s BY MR, WILLIAMS: H
T think that reads correctly.

17 R. Yes, I've got it.

G er's ek et wish the basics. 5o But it you're going to have

12 how iz the check being presented in this

20 embodiment? Like physically where is the check ——— SO Where you have the - SO

1 showing up to begin this process?

. A So the vord "check” isn't in Claim 51, | don’t think there is written

23 but you're just referring to the embodiment that

v description to describe how

0. S0 the emhodimant that's described

| you split that up between those
two entities.”

and 2 done by s different entity than steps
L] 3 and &, I think I've already identified one

of my concerns with it, which is that I




6
2 coder &4, A random sumber genenalor prodeces & radom

Iy peacratcd directly
anlm“m-m*d‘“
JK. The VAN
ﬂlhﬂlmdmnﬂmvﬁ!-h&

and at Jeast a portion of the information relevast o e
-

with fie elecwonic wansaction.
1 s comempiated tha in creting the VAN. all informa-
tion would For
example. the amoust of the check might be comsidered
importast cacagh ¥0 a8 % be recoverable comphoicly. sad &
wunaddlnwvmh-—-u-anﬁ
Orher Information. such as the date a0d

“The recipient’s bank
then communicates
with the originator’'s
bank, conveying all the
information about the
transaction and
requesting
authorization to pay
(block 71).”

records. Accordisgly. e
tree CRNX. Thesefore, should the comparison at block 64
mumdum—mmu-u
hand. i e
is -ll‘ the m ﬂl

OTIN (or the eriginasar’s PAN) a4 8 indea. e origioato’s
ROCO and rasdom pember. RN, aee. exiracied from the
riginma's e  bock 3. RO s appli 3 e dia

..m-q-unmh--hm and st block 41
his bank asd colers ks TIN (RTIN) aad

muw-.chq-p

0 laput
10 uncoder 82 Uncoder 52 thevefore severies

them applicd 23 the key ispet 10 & coer 56, which receives
the secipiest’s TIN. KTIN, as the data inpet.

Ta sccondance with e embodiment Just described. i is
costemplated that securily comsiderstions may warast
revising the ROC from time 10 Gme isdependeat of any

transaction. Towaed Sis cad, CPN could be secoastiiecd
n—-m-loc-dm-uundn!m.-m
»

U‘thv‘ﬂl&ulbﬂ&u-ﬁ

Ummuiﬂby.vll*bhl_mu & taes a8 account.
An imreversible coder

42 proceises the PIN 1o produce
.vmh‘m CPNR, which is applied &1 the key ispet

U&_ulmﬁ’dl’lﬂ’w‘ﬂ“
e jolat key JK. JK by

ibit 2007 — Page 18
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“Alternatively, the joint
key JK from the coder 56
can be used to code the
information (INFO) from
the check to generate a
new VAN, which can

5.793.302

7
iﬂ»n.ﬂclmmu\w&n—m

cormgarison is an sdication O the check may bave boca
wmmlmumwnm.‘ w
it the chock will oot be Bosarod

o code B informasion (INFO) Boee Be check 1 geaerme
wmew VAN, Mmmummuwsm
the check o autbensione e check

cemparaie B ar

that the check i sabeatic sl vesnodifisd. asd the origins.

o'y hunk scoeases [he orpneb's socoust (MK 61) ©

detzemaine & (he socound s in soder and has ssfickent Sands "

r condk 1o ey e dhck. The o o e chck b ke 20 e remon baak CPU. whovels o undom sumbc: peases.
ok 1 sermba docr ax

wuuw-mn.mmm
then the cunesl dhock cosbol satsber is sved W peevest
fradadeont check rewse. The ‘s hanic prowae 3

Rl el
-a-u-m\»mmumumnnth.mm‘..m

beok hey el e odginel VAN RVAN b wved s $e
riginaoe’s file (Black S5) aad s recorded ce B chock
ik §7) mw-m-m-mm
ariginace”s Sazk thee srhorioes e recipient's bask bo pay
the chock. Ou the other hand. ¥ ciginasn’s bank fads say *
Hregaiarnity i B ck of in S ariginacor’s accoust. it will
wify e seciplent’s bask dht & chack &

gesermcd Ty e
waooder T is coded by Bae coder 04 with the KNX gracrated
 the somots bask o geacraie Be CRNX The ges.

seceived over the sescoured bac. Is Bib maasscr. (e so0ge-

The RVAN (a0 other RVAN's o other masiacioes)

|
It
|
[
|
]

detzrmeiee the st of chocks. Thas, by crnting and soding
e BVANS ie the originaons” files, fraadabens mase of
checks i avosded.

A ook 72 (FIG, BAL O oecipleat’s bazk recciver B
aciginmoe’s baak’s lsrucsions. & will Baoa sotsfy S recipe-
o i e ok s hwen Gdhoncrnd. I the check has boca

wrocoatic seller machine.
oa-tme.

-t ad e futhar
According 16 aesther smbodiment of e preseet
, CRNX Is mever gescrmod. lestcad, the CI'NR
.—nnmmwn-»—uum
Sazk (T over & securod lise. sather S over 40 srsoournd
toc. The CENR gescried by O wsosder ™ s thee
compared by & comparsor (s hawn ) with B CPNR st
froen the recipient’s temminal t the semone saak CIU 1o
wsbeaticms O reciphrs. In this alioreas embodinet. the
Sandonn persler proarator 46, coder 44, relner 88 soncr 42,
aad coder 86 we por roguared, dlfhough & sooure boe i

roqutrod.
n#um;wm*—.h
waieg ®w possse lewentice o 3

Iz & rmmacton whese The wser cashies his oo personal
chock. e origiaane atd pecipiont are oo and the me. A s
VAN is areated from a jolat code which comiines iaforma-
100 sssociend with fac sucr, wach 2 the wiar's idcstfication
perzber (TEN or PAN) aad e wer’s CPN. which is groer
—mm-m:—mwuumuw«

e’y identification sarsber

fewcieved from e eer's flke, with S TIN for PAN) serviag
an e il index.

O mixer 45 15 B sarwr €2. However, 3 sacurity peoblcn
will eniew hm.ummm&n.
and the sormer he wignal caz

playad back lesr io sticrge 00 Sasdelowdy sthessions &
frasduent bassection. 1a an abermie eostodimen of he

crodential socis
mmw--d;nu&um
phascs of apezatice & the chedk Wrasactiog system of FIGS.
& 7. 8A and 8B Fowever, all users are carslled by an
wedorized official who mest be enralied hed. Accordegly.

-tnp-l—v-nhn-nmwunmu
el b protocting agaiuil ussustocizod accest 3 all types
of rocoeds, o previoesly isdomed.

FIG. ¥ iusrate caroliment of the ofical. Ths oe b
accomplitiad at 3 terralaad or computer which s i com-
mumcation with & remle copuner over & link which
ammmed Je be secure. The semede compumer oy, for
cammmple. be e contral compuns & the agoasy (ssing B
oradential Al O remcts numbear goaaator 199
peneraes 3 rasdoms oumber which. o Slock 162 s oo

then be compared with
the VAN from the check
to authenticate the
check.”
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TERMINAL , REMOTE_CPU
ORIGINATORS 10D
NUMBER (OTIN) READ
RECIPIENT'S 1D NUMBER 50
[ —— (RTIN) RNO ,
58 JKI ¢ { ORIGINATORS
CHECK A ROCO!  riLE FI G 88
VAN_ ...J— VAN
~™ Y |56 @nol Y —
' 52
INF CHECK |
= ? |—={ORIGINATORS sl 54
- . ACCOUNT RVAN
) \ d 1
32 ©0 * ! SAVE IN RECORD 57
NG S5 TORIGINATORS ON
FILE CHECK
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1 Bank identity
3 Expiry date

S Customer identity
7 Expiry date

9 Cheque sequence number
W PAYMENTS BY SICNED MESSA/

Ouir discusmce of payment sysiems has eomphasized the v l l
thon bo Bari proceescrs which evables cand valcity 5 be chec)
cands ted a1 the accoust of fhe cuturmer ecsmined

Amount of payment

A ol

e o vk 2 b il 13 Payee identity
Chage

There wil In futie be manry oocesies when payment th
i netwonk is wselul bat ncference to 2 Sank tx not conwe) ls D d -
o i Bl b v ate and time
Inewen subscrizer 1o the service; he can be sgpone who “pry
The need o this method of paymest, en ‘open shop &= &
weax polrand oul in & note by Rasbobd.” It i the ebactronkc

mears by which the infarmation service wis provided. Panf
trmpm ard etertainment G follow the sam pettern.
[
’ a.,;m Wm_“ ity wh  hay rgairy o apihenticare
sechy In 3ehich 3 regilry o

2 Bank public key

4 Signature of |-3 by key registry

6 Customer public key
8 Signature of 5-7 by Bank

10 Transaction type

12 Currency

14 Description of payment

16 Signature of 9-15 by customer

e el ke et g e poLR e oo Fig. 10.22 Electromic chegue

nndlh- bk autheaticres fhe custoun’s pabl key. &
torst of the cheque 10 be velideted with & miramem of dats beyoret the chegue
sl i shoubd cootain ol the iterms buted in Mgure 1022, These itewrs fal ins
Thoee socticas. The first in, tn effect, a contificate By D hey registry which sufaen-
ticates the bark's sublic key. & 2o indides a0 expiry dase wo that the bunk reed
ruot werry that an oM signasere is beirg wed after it has expired. Anyare Gan
werity the hark’s public hey wsing the sgnsture and e public key of the key
Tegisuy, whch is aveildble in mary Affsrent place 1o vord falsdhasicn., The
Rey pegistey wald be the centzal Bank of 3 coumry, for cxemnpic

The »xmﬂ wacticns f the chaoe Consins (v ceatoanes aertaty ard his publkc

(5t tow vextiens of the ol

checgae are coeants which approe oo cvery chacgae deams

1 Bk idewsty 2 Ranik pubbe bey
3 oy dase 4 Sign

are poeve
securty
(vwerlyiry

{1 by by ety

3 Custornr Mereky & Cunsewr peblic key
7 By guxc B Sigsarase of 57 by Rank

7 Chogax reqatace ramder 10 Trarxaesion tyse
11 Armzast of paymen: 12 Cunmacy is vpdamn
13 Payee Measky 14 Desciprios of paywent

15 Do aré e 16 Signunwe o€ 915 by evnkeency

YT ess—

s

47 -
MasterCard, Exh. 1004, p. 347
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“In particular, the terminal reads information from the token
(including the constant information in items 1-8 that ‘appear
on every cheque drawn’), as well as any variable information
maintained by the token (such as the ‘cheque sequence
number’). Ex. 1004, Davies pp. 328, 330. The terminal
assembles this information, with additional variable
information about the transaction, to form the electronic check
message sent back to the token for signing. Id. at 328-31.”

L. Davies Discloses A “Credential™

A diussed prevacody, Paedr Cwnses meprearoz of cecembl s

Daesl. Siwoawprs Pl L3, o Oele cisthuactees e dimsie




CBM2015300044
Patent Ny, 5,793,312

abant the rarsaction, 1o form the eleciranic check message sent huck ta the oker
for signing, 7 ar 328-21, Specifically. the “customer’s request i fonmed nro a
essage and prescuted to the toker,” sl at 3300 the “*elaque’ enters the cand from
the tenminal™ W ke signed by the when, éd st 337 and Fig, 1023 (eraw lom
lerminal v Ioken).  Davies (urther describes thal these elecivanic chechs are

recorded an the token, functioning ne an “electronic chequebook™ 1o’ at 5329,

ibit 2007 — Page 23

Therefore, Davics teaches that the cortificate contzining 1 customer's ioontity
and custeaeer’s public hey are wead by e wenueal @ onn an electronie cheek
miessige, which s then presented bk 1o the when fncluding that cusivmer’s

identityi ro he signexd and wored for later reference. f. at 32531, Thus, Davies

disclozes the credential is “previouvsly issved” and “recciving funds transfer
nfonnation,” mludig “nfecnsten foroontifymg U sccount of the fiest ey,

F.  Davies Disclases A “Credentinl™

As discvssed provaously. Patent Owaes's aetegpretaton of crecentizl 1s
Mawed.  Sew supea Part LB, Patent Owner mischarsctenizes the disclosure ol
Dravies 1o argue that Davies does mot disclose the “credential™ o claim 51, Paper
16, ot 3823 Or the contrary, even using Patenr Owner's praffered definition ar 2
credential. o decument or information ovtained from a wusted souce that is
traastened ar presented lor purposes of detenmimng the deotity ol @ party,”

Cravies discloses it,

“Therefore, Davies teaches that
the certificate containing the
customer’s public key are read by
the terminal to form an electronic
check message, which is then
presented back to the token
(including that customer’s identity)
to be signed and stored for later
reference. Id. at 325-31.”
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“As such, the court construes ‘previously
issued’ to mean ‘issued before the execution
of the steps recited in the claim’ and finds that
the ‘previously issued’ limitations are not
separate steps in the claimed methods.”

g ewstiten, Raten the

astwent. Theweloe, the o wejoss Deleaduas” plos e

ing e VAN o the paymant mstrumen:.”

wourt cunsines Cos phrsss e ma

o previously fened™ heing preessdy st s peevinnly isied™

PRISTS Proposed Constroction Detendants’ Propased Construction
1ssoed before ©e execuncn of the weps teciad ssusd hatore the sxecinion of L rasquirem:nt
in = clyim ulikeehom

e teny sl o it eonl elen step The tam iz a

Faintitf 5 preposad cacsmuzecn for Cpreviacsn 1ssoed” was adopead by toe M Udongar,

Moot Lamesh, cnd Sanacie canrts, which i O e “presioes st mens el el

the execunca of the stegs racried in the claim™ and (20 w2t this fern dozs not gnve nse 1o an

el the

adlithenl clim <ep Huen et Pl an gt e ot i

LS OSVIIE T CONSIMICTICS WA STOUecds, As suct, the court censtnies prevously issusd”™

telune Tae enaaz e ol e steme rewsal in b EICRT R | TR LT

Cocewcusly ssoed” lnnatinns are noe sepanate steps O tre clored vethacs

s “the adequacy of the funds (n the first parey's nccomnt belng veetfied after
The instram ssned™

Plaistifl™s Propesal Comstrodion Defeadants” Propused O

® fiwods n the Gt panys | after  the  anstrocent 5 ssued,
ceteenmazez whether or et e Emst
sty has suf: ¢ funds in hishe

Acouant by sl fends

the adecuwcy of th

Mus weny 15 2 himidescoa, But s ot an eaditoaol
claim zep.

The parics” anaument wis regord oo the pheses “the aoe

v of the funds in the fins

ety aceant be g virited @l e instucen is issnal” s ehathe the dwass it an
additoea] sep in e chimed mathod. In JP3arpas, this court rected Defendants” argomens

23

NaelmCwc, Eal 1018 3 2
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“ - L L - L

e et v ey Thus, it is seemingly impossible
to the method kheing performed, “a credential heing previously issued o at Icast
one of the parties.” MasterCard paints to the customer’s certificare stored in the fo r th e ‘Cu Sto m e r id e ntity,
clectronic check as the claimed “credential” There is no disclosuie stating thart this . f . f . . .
“eredential™ is created, much less iomed 1o the customer, prior n the “cuslomer (I n O rm atlo n O r Id e ntlfyl n g th e
ideatity™ (part of the funds transfer information) being programmed mte the token. aCCO u nt Of th e fi rSt p a rty) to be
Indeed. the “customer identity™ is part of any ccrtificate, and it is absolutely .
ncecssary for the token to be programmed with the customer’s certificate re Ce Ived by th e to ke n afte r th e
{including the “customer identity™) prior to it heing “issued™ to the customer. Thus, t m r i i d th t k n
itis scemingly impossible for the “customer identity™ (information for identifying Cu S 0 e S SS ue e O e

- - ,
the account of the st paity) 1 be received by the token after the customer is CO ntal n I ng the Cu Sto me r S
issued the wken containing the customer’s certificale. Logically, it can’t happen L : : )
. S certificate. Logically, it can’t

the 1oken must already be progrommed befure 1l is given lo the cuslomer, Davies
cerianly [als o supply any disclosure that would supporl MasterCard on this ha ppen - the to ken m ust aI ready
criticul point.

In sum, a party cannot receive funds transter mformation trom atselt. It b e prog ra m med befo re it iS
makes little sensc to read the portion of Davies where the customer inputs certain g ive n to th e Cu Sto m e r. ”

funds wanster infarmation into his 7 her own device as sanistying the receiving. In

any evenl, the cuslomer does nol input “customer identity” (infuormation for
idenlifyving the account of the first party) into the loken 1115 already included m

the token when 1t 1s provided to the customer. And lustly, the claim requires the
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‘private customer’s token”

“Having personalized the/token
for its customer...”

pe ]

by thie contmer during their peric of cummescy. They are lollosed By the pay
ment indormation which form e third saction of the chegue data,

A sxquence ramber enwares thall esch cheqae is differvet (rom any cther s
provides a metod for detecting dfplicates. The transacson type is provided
order 10 e this same Sormat for bther purposes, described later. The amogie
el carmency of the payment and Jhostity of payee descrbe the pay !
made and there s a fiekd foe “desfeiption of paymest” which helps G p
10 associste he payment with Pose in thelr reconds.

Ewcaum electronk chaques con disily be copied, the drawer of chacues
hoek ehood enasmine Lhe socoust o kouk for posefble Saplicares. e 9
of the Gxgue allaw them 1o be sorf
smumaditely show up. II scems s
u-a mh s sanplificd if there s 2

T)u firad sgrature, by Mi¢ custy
chegue, In sedies 45 foem Eain =g
|vt it protect agatnat discloss:

cnmdoones of U buadd

m‘wnr Acteio b ths sygratsnde

and tokerm, with stict Limks o0

irdihvidual, Privide cussoeness of ¢
1

Jantitios wsing » dys-m aggrat=d
bt the chygtal sigratuire agaiet o
 chaque, siga it with O ol of

thewe Is wsed 10 peotect the toke|
he svice bas bees recrtond for
& Shazere Hret leming mochine

Purcticoirg @ an clectrumic dhec
record the tareactions it makes =
termiinal, The somet card used fofooimt-ofmale oyt has been called s “elec-
troric widlet'. The cheque e mond veres (e bevouse it cen be et i anyare who
buze 4 srasm of Tecording the ddla and grescrtng them a 3 bank. Mo secnds
are peesent in e serminal. Ths hakes possible "home busking’ with reasanable
socurty. ¥ an sccount balance W requested. for exarmole, the maqeedt is sigred
(verfyng fae a comet PIN wod) a=d the resparee & codiplazed by the
Bank with the holder's public Only the comact folen with its secret &

Having pessonuized the soboen for its custermer, the bari sood keep no recced
g ks revend of public krys
o updated. FIN storage is pant of the pemonakzation of the toksn 1 (he start
of 13 te. The Bank needs & recoed of the PIN o by it wants 10 renied the
custugser who b forgotten k. Customess can choose their own [INs
not 1 good ides 10 allow the FIN to be changed because this Introduoes
ek

- 348 -

MasterCard, Exh. 1004, p. 348
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m

iy abso showes azy reastages dhe
awm bank, sals - advior ol 4

e ather Sarntions of the i
el L TSP P ———
reoched Enaanes will it be creciied el a

Aumerutic selber machim o provids s o Vowign

prizty, & wraall dhage. The soczent

o g e Sckoen s st by foe

lee, i3 imngry can be et

brr X ez wrdidy dhst home Bamting can
o Inokdigg the ke 45 udl v vieats e
magratl, (0 i the mahsace of
wwee secuoe by ovwnu riiag & o & phywicad
sarch it ddeteteed The owwn of physicel socoesty | aeessacly bevtwd 0 5 dond]
duvice This mubes - -

Sar s incooeod som. ¥ B whin, whde lentted 0 2 tirghe scooere, worke
pustabaxie ddat ond credlt traseiors. ATMs ard howw hanbisg, this
Nrealy o belp. In principie « sgaatars tokon cnab] opaczex Wi e fn oo
scareat, Tkl the comuponding st beys and wbing i cux for mlecing,
the scozart sithey fsoe the Seeminol i coswcty WS oF fv, s loeyboerd,
wae Saken could regdace marey o aT of the cords we i The
ditiment digasnires can bave dr (en iy Satew. Astivving thet b sacret
by does nat e 10 be dicsed, & signape fac y can Be rerwannd o veversl
W, eidlnx by mzreber dusagh the past, 3 30 AT o ot ¢ berik bearch. Tae
b crametion s whether fiaancal inaitatiams that are in competihen wazkd Se
willeng 12 cooperate 42 1his exdcat. Tha comt of & signanare toker. thae & wd) gl

car pwly e tact fum S aving o operesng e papisent axcharbins
A 1 08 sxlumdogy reeded for fhe ‘sygratare dzkea’ s tutk
prt mogether b e web-caghamnd puchagod. In addtion » e
tectmclogial developrasat, sigratere el mcmage foamn Sendeds Trad be

AT, ACCRSS CONTROL BY INTELLIGENT TOKENS

prupomd an baisligent ‘ugnatare soke’ in which the satheceiciny o
the pabic ory insecsatedd i (e Sgrutare i certtSid by 2 bask Ctbr aogartes

- 351

MasterCard, Exh. 1004, p. 351
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“Each owner can give the token
a password.

bit 2007 — Page 28

wcked wsing,
eusine and

Protoction aguist theft of misuse can be achieved logically, nomoving the incen
& 5 L N o

ach owner can give the token a password anfl then lock It agalnst further use

150 geerate foken is locked, it will not ves- |
iecrel hey i ;u»dm.m.unmnp.mmmwuhm.«mkn 20 it I aehens o @ thid, |
& bowing » When & tansler is made, the vendoe unbocks the token e the buyer Jocks it |

o time the by giving It 3 new passwoed of his choosing
« document. Sincw a transfer smploys the intelligrnce of the toben it is posskle ot the xame
wld mot also tene to enter & recond of ownesship and dates of tmensler, 5o that each symbul
riate part of token hobds a Jog. This could te useful i there ave suspicions of theft or misuse

d the whele Fach type of application for thess tokens wil have s awn speci requinements

1 and sealed s thwerw i 2 good chamor that the software of the tokes will afow 2 to help

 sleps have the owsers i ceber ways. Foe cxample, sUpposing an owses | the passwoed,

wement, each the document becomes imaccessitée. To recover froms this there can be an |

suld be very “emergency passwond’ which unlocks ., Ussally, the ceiginator is tnasted by all i
esemptisg sulvasjuent cwnen. 1f the ceginator kg the emengency passiond, sny subsa-

quent owser who Jsses the cursent password can bring it back 1o (he orig e
0 be unlocked.

e need for elactonic negotiable documents i still unceetain, but the possibibty

nent imtads of muking cew (in the way we buvw describad) shows that fhe signatsoe token

<o barve @ range of usefal progertics in conmendial trasactions.

w ariginator

ndom parts REFERENCES f
+ page 2V, - -

caited (rom L Lip, AH. ‘Cowts of the comrert US. Payments System’, Comve. ACM, 22, No. 12,

well-known A4-(47, Decemsber 1979,

2 Penesd ideefifcation namber sy

Amacican Zarien Avociaton, Wahie
¥ Marvwal: A Gusde %9 toe e of I\ deetifention Mawbers 11 Intercvogr. Maoter
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Page

1 A, I ode not remember.

Zome of the fields are already disclosed to

be cptional, right, such as description ci payment,

4 147

s A. T keliesve thzt one's ospticnzl. T don't know

if there's znother cpticnal ons or not.

I don't koow whalt 2

TransaclLlca Lype,

8 LransaclLlon Lype 1s.
a C. You don't? On vage 331, the =nd of the firs:z

paragraph is zctually rot a full paragraph but the end

i of the firat paragraph has this sentenze “Io

differentiate These messages and provide for aven

wider use, Lhe Lozmal ol Ligure 10,22 includes Lie
4 Lransacllon Lype wilch dencles a cuslomer check, ATM

regquest, interbank pEyment, pavment advice znd 3o

forth.™

A, Thank wou.

@. Does that refresh your --

4. That refreshes my memory. It seems like it

would need a transaction type.

. &0 is it fair, then, to read that Sis=ld 10,

the transaction type, iz geoing to contrel whether ths

mer check 1g Le be utllized as a perscn-Lo-porson

sheck wversus an ATM roquesl?

A. I thinx =c.

73

“Q.So is it fair, then, to
read that field 10, the
transaction type, is going to
control whether the customer
check is to be utilized as a
person-to person check
versus an ATM request?

A. | think so.”

TG Rqa:ni:lu; Warldwide
771 702-95:
EXHIBIT 2005 PAGE 73
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Q. S0 an AT request could

that indicates that some of ths

saplicnel far Lhis

he a code that goes
other

uzaqgs, righly

‘n Lhe workllas of

the requect comss
- little box undsr the AIMK.

Yerny
Q. Yes,

and the

ag a symbol of scnme

ke

mnd Lher

like & =-- rosembles

18 Q. Thal's cae'rg Lo b

Thal.'s Lhe Lacen.

"
©

amount., PIN, pay.

ke ATV meching, makes

ths first box wh

§ »a piolarn, Figure 10,23,
A Yes

= Q rad Lhe very origin ol

3 arrews 1z this beox underx

-v b2 The kevpad,

that's a kayvpad.

from

word "roquo
sort of keypad, ri
Lo Tiesl oar-:

o qoes La whal

a calculator of the

a kayped pe

s

Laa ATM embodiment.,

right?

nis callection at

~ch

That appears

a reypad, which iz

t™ is rext to thos

kt.

1 ook

erar

ibly wilh |

S0 the werds next to that symoolegy are

So do you taks from that that the workIilow

af resuesl oer Lhe

somzbody scomehow =2lectronically connects the token o

nTM

“Q.So an ATM request
could be a code that goes into
field 10 that indicates that
some of the other fields might
be optional for this usage,
right?

A. Yes.

(BTT) 24580

TG Reprting - Wrkdwidd:

EXHIBIT 2005 PAGE 74
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“Q. So the population of usable

/ fields in the format of 10.22 can
differ as between a customer

| | check transaction type and ATM

transaction type, correct?

A. Well, since he specifies
- - that the transaction type field

i e e e e S| could include ATM request, | think

ﬁ - the answer is yes.”

right.?

1377) 02 958)
EXHIBIT 2005 PAGE 78
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Page 99
S. NIELSON
It's not entirely clear how changing

the transaction type would adjust your format for
10.22.

Q. Well, 10.22, field 10, that's
transaction type?

A Right.

Q. So isn't that the field that's being
discussed there?

Al Right. What I'm saying is, you don't
need, say, Ttem 13 or 14 in 10.22, or at least

it's not necessarily going to be the same set.

Q. So you say at the bottom of 76 that if
the transaction type is an ATM, there would be no
need to write payee identity into the check. And
that's field 13, right?

A, Field 13, yes.

Q. S0 I don't understand, though, why you

say that.

Someone is going to need to be paid,
right?
A, Well, if you're doing an ATM
withdrawal, then the customer's identity would be
the same identity as the payee.
Q. Why do you say that?

Al Because the money is being withdrawn

“Q.So you say at the
bottom of 76 that if the
transaction type is an
ATM, there would be no
need to write payee
identity into the check.
And that’s field 13,
right?

A. Field 13, yes.”

TSG Reporzz - Wordwide 6772029580
MasierCird. Exh. 1025, p. 99




“Q.Wouldn't it be logical to put that
identity into the check field for payee
identity?

A. Well, | don’t know that that’s
necessarily true. | guess I'm still thinking
about my paper check example. We don’t
use paper checks at an ATM, but when you
write a check to cash or something, that the
payee identity is -- I'm not sure. | don’t know.

Q. It would be one way to do it, though,
right, would be to identify Bank A in that field
137

A. Well, the reason why that seems odd
to me is that this has to work for when you're
at your own ATMs as well. So what goes into
the payee field then? | don’t see that that
makes sense.”

Stambler Exhibit 2007 — Page 33




CBM2015-00U44
Patent No. 5,793 M2

porhon ol the received funds raosler mlormaton is authentic™ in the
“determining” step. Particularly, as sdmitied by Patent Owner, the cand issuing
bank verifies the costomer's signature (item 16) (Le, “VAN"} using the customer’s
public key {item 61 {ie., the "credential infonmation™). Paper 16, ar 40, I the
signuture is veritied. the received funds transfer information is determined to be
authentze. o tus manner. the “credential” is vsed 0 determine the identiy ol the
signor of the electronic check message

Tatent Owner's argument that “an imposter” could present the customer’s
certificate tn the hank is inelevant. Paper 16, ar 41, The customer’s certificate is
not used to determine the identity of the entity presenting the certificute. Rather, it
is used to determine the identty of the customer as the signor of the check, e, the
parly requesting a transler ol (unds from his account,

F,  Davies Discloses Information Identifying the Account of the
Sccond Party

Patent Owner's argument that Davies does ol discluse “mformation for
identifying the account of the second paty™ is also without merit. Paper 16, at 44-

47. This argument is based on Patent Owner’s assertion that in the Davies ATM

ibit 2007 — Page 34

“As an initial matter, Patent
Owner’s argument is
irrelevant because it fails to
address Davies’s disclosure
of an electronic check at a
non-ATM point of sale, which
Patent Owner does not
dispute includes an
identification of the party
being paid.”

disclosure. “no “payce” ficld is noeded or used ™ Paper 16, at 26. As an initial
matter, Patent Owner's argument 15 irelevant because it Linls o address Davies's
disclusure of an electrome check a1 a nen- ATM point of sale, which Patent Owner

does not dispute includes an ideatification of the party being paid. Ex. 1004,




the “secount of the second party’™ would ke the accounl of Payer hank A, meaning

thaat the customer would need 1o snpul “imformaton lor wdentilying the accomnl of
[Payer himk A" 0 the elecironic check 1o sabsly clinm 31 Davies s silenl as (o
how the customer requesimg the ATM mmsaciaon would hive any imlommalion as
to an ideatity of any account at “Paver bank A" Nor would one expect the
customer requesting an ATM wansaction to have any information conceming the
account at the “Payer bank A" that may be credited in the transaction. Davies and
{MasterCard's petition) fail to demonstrate that this limitation is present in the
ATM embodiment diselosed in Davies.

Fven the hasic party-to-party cheque in Davies fails to meet this claim

ibit 2007 — Page 35

“A person’s name (field 13,
‘payee identity’) is not the
same thing as information
for identifying that person's
account. Ex. 2004, at | q
47-51, 84

limitation. A peeson’s name (Aeld 13, “payee identity™) is not the same thing as

information for identifving thal person’s aecount, Ex. 2004, al 9 4751, 84, The

Davies disclosure paints the seenasio of a “morchant” receiving an electronic
cheque, presumahly meaning that the merchant is named @ the “payee " Exo 1G04,
Al 3280 Common sense dictates that peaple who wrile checks i merchants have
ulierly no wdes how o identily the merchant™s bank account information, moch less
know wha the merchant's bank really s, For example, @ peeson purchasmyg gonds

at Wal-Mart has no iden who Wal-Mart’s bank is, much less information for

identifving Wal-Mart's account at this unknown bank. This makes it inconccivable

that the Davics EFT-POS cmbodiment discloses “information for identifving the




ibit 2007 — Page 36

“Q.Okay. So the Davies
check doesn’t identify an

Page 109

1 §. NIELSON :
o re e e account of the person being
3 C. Okay. You're basing that off of the M ) H
4 way the claim talks about the first party and the pald? That S your pOInt?
5 second party, right?
6 A. Let me make sure. Yes, a transfer of
? funds from an account associated with a first A Y
a party Lo an account associated with a secend - eS'
party.

So the Davies check doesn't

C. Okay.

u identify an account of the person beling paid? Q I t 't Ok

12 That's your point? . go I . ay.

13 AL Yes. Th h

14 C. I got it. Okay. e payee, Owever,
15 The payee, hawever, is identifled in

e e B is identified in the Davies
:; AL T= has an identity field for the Check?

payece, yes.

c.
sentence says:

L A. It has an identity field

So the slectrenic check in Davies

23 includes a signature of a key registry, right? f th ”
B or the payee, yes.

The electronic check includes a

ALl right. In Parayraph 86, the last

"Davies never ties together paper

25 signature hy the key registry.

IS0 Reporcag  Wodkdwade 370 U2 2080
WastarCard, Exh. 1023, p. 108
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CBMI013
Pulenl Niy

S = o s e e o B “Contrary to Patent Owner’s
e Pt e et e o 1 argument, Petitioner does not

feme -8 of rhe elecranic chack of Fiz 1022 — af which iterme 3-8 con alse he

e o assert that the electronic check
60:12, This inlarmision b5 stanec on G Wken by the cant ssuing ek e it is m e S S a g e a S a Wh O I e i S th e

“previensly issead” by oo Crmsted pary” 0 Tk 000S, Daviss pp. 32830

credential. See Paper 16, at 38-40.

Fleo 0220 The “redentiad inlommaton™ s Jaler mcluded e the cloctonic cheek

e i ek b e g e Rather, Petitioner relies on the

rhe party thar signed me eleationic cheek (e, for tha pipases of datemining the

T— ‘blank check’ of Davies (i.e., the

The custamar's comificass meers the limiratians of a “coedanrial ™ The

e’ b b e o s, sl s, o non-variable items 1-8 of the

tramsfermed W anvere (oe the purpose ol Jelermining he identity ol check

s T snsct et i i g 3 e electronic check of Fig. 10.22 - of
e which items 5-8 can also be
g S b s referred to as the ‘customer’s

certificate’).”
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“The customer’s
certificate is not used to
determine the identity of
the entity presenting the
check.”

CBMIOLE-Oto
Palenl Ni, 5,793,202

porticn of the received  funds barster nformarion s \ourhentic™ in e
“detenmining” step, Parkculasly, as admited by Pateol Ownd, the card issuing
hank verifizs the customer’s sigrature (item 16) {1, “"VAN" 1 usiliz the customer’s
public key Ctea 4) Goe, e Mceedental wloomatoa™. Papes |

sigmulure is veriBed, he received Tunds transter infoemation i el

avthentie, Tnshis mnnnar, the “eredentinl™ is nsed 1o determing the i

signes ol e clocioaic chock message.

cetuiwans 1o me bk s rclevaal, Papec 100 at 41 The customer's oardicote s

rail wsel W determine the identivy o the entily presenting the certilicale. Rather, i

s need ra detenming the identity of the customes 23 the ciprar af the chack 1o e
peaty reyguestang @ Lzaos fen ol lusds Do bis accouat,

F. Davies Discloscs Information Tdentifying the Acconnt of the
Second Party

Potent Owner's arpament that Davies dozs ner disclase “infarmation for
wlentilying the socount of the sceond pasty™ is alse without mel. Paper 16,0 14-
47 This arpument i< hased an Parenr Owner's assertan thar in the Davoas ATM
asclesuee, o tpavos’ Gedd as meedad on vsed.” Papar 100 a1 260 As aa anhal
maleer. Patent Ownes's arewarent o5 smrelevant because 51 Gils o widness Davies's
cisclogure o an clectronic check ar a nan-ATM poinr of <ale, which Patent {iwner
vaes el dospute ecludes an ideatlication of the parly beiog paic. bso L0

15




“Thus, we are not persuaded that Petitioner
demonstrated that it is more likely than not
that it would prevail in establishing the
unpatentability of claims 51, 53, 55, and 56

as anticipated by Meyer.”

CBEM201500044

S LR Al AACT,

digiral signarures kosad oo pealic key algeades, foodif=eent Lonitaticos of

R

e agras wits Perses raver. “Faranraipatioc, mis ies scugh

el

o ant eeleenoe diseloses wtple, distings L oo arisan

mighr samenom: combing o achisve £ claimad iny S A
586, 587 S5 CCPA 19025 Ner Mavaw!™, fuc, v, FarsSign, Jnz,, 545

1300 1hed. Cir, 20080, Petzioner cites te rvaltiple and discoaze porin

Muver tealbouk b é2sclose odividual Lo cs of i Jent el

e Gar el Dmitatioe ol eham 510 Faresymple, the coomefemagraphone
erowery tEns s aed it as diseles og the sy ool peoaoting o VAN, e
MAL genzntion ' oo 2ad as descleaing the step af sransar o fonds, 2rdthe
digiral gignarure 15 e Crad as discles ng the aneentcotien o fnds Feosan

oot aasnzared with a finst prTe o an account asseciviae wfh 2 second puts

Pet. 35-37, AL -1 Tavs, we s nol pesisaded that Pelidunes has demunstrsied

that it is mors Jikely thas not that it wceld srevail in establis=zme the

9

ol o Dow s and Meys tewh o

e heanetiens o the foar challzoged claims. 2oe 800 di, Focclms sl ond 84,
Perzinner cites oo Lavies 25 m its argaments for peapesed svticipezion hy Davies,
e adds citglions lu Mever e che genesaling s.op of the recited method, 2lme
with G seguence of e methed whereby ot lexst 2 pocvon of te receiving sep

vecurs buloey e qenerlicg sap. P, 50-63,

Fuo vl
vhreivusoass s in o
Devwstemdes

1 ovies desernihas thar the siencrare 1V AN an o masiage Moas zenemted by

saging HOMp e the sendecs ses et kay, woers HIMD G abtned by aoolving o

ane-way funcoos H oo the mzssage™). Per &8 O, sov alao P 09 1" Davies L
sugzest[s] tha: the signacure, Le., VAN, 35 based cn o one way functice”).
Altheug as stated aove, €215 mygument 15 insufFicient to daronsirace that it is
meee likely thim nol kil Petlivaer weuld onevadl in establisting the

unpaiizabadite of el §35 s anticoated by Davics, we soe poesuaddad et e

ovmbingtive ol e s il Moy teach on sappast clom SS% e detions amd

i s e ikl e sl it Pt iones wonld peevs Din esiy
ez el o eloim 5% @ aheians coeer Davies omd Yo

For dzpendent 2lzim 56 3 limdetians, #acticeer cises o Yaver s diszlvure
nr 2 seonnd VAN and afsendic g a cncgative respacas te e weenelir the
raquested transaction curres be becored. Pet. id G Fx (022, 890

Palezm, Cuzer arveues tha beciuse oeitker Davies nur Mevee 2xvivipaes e

claims, "their combaton cannot raecer the claims obvious,” Prelim. Resp 36
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“For claims 51 and 53, Petitioner
cites to Davies as in its arguments
for proposed anticipation by Davies,
and adds citations to Meyer for the
generating step of the recited
AN method, along with the sequence of
g e —— the method whereby at least a
SoEnoos | portion of the receiving step oceurs

v o before the generating step. Pet. 50-
63.”

moee Tikely than nee thar P

CBM2IULSOUH
Pateo) 3793302

unparcatnb liry of claia a1, 83, 83, and 20 23 anniziparad by Meyer

= Pvopased Ofvinusaess Over Davies and Woer

Peritianer poovices sxplanations of how Davies ard Mever raack ar suppest

the limilstives ol tie four challenged cleims, Pel 5U0-66, For clams 51 o 23,
Peniianes eincs o Davics <8 00 105 arguments [an poogased s atcpilan by D,

ard adds cirarions o Mever for the gereraring step of the vecired methed, aleag

signirg [N asing cthe sender's secvet key, where 100 is ebiuinred hy apolying a

wne-wiy Juziea H e s Dot 62-64, yee alse Pel 6%

pover weonld prevail in sstablishirg the

unpatcalabalivy ol claae 35 as snlcpaied by Do, we are perswadald ke ke

combinatan of Davics cod Meyer tensh oo soppest elam $57s amiatioes amd that

W= onoee Dhely than net thar Petinaies swonld prevail in cstablsbing, the

unparestakliry of ¢l2im S5 as ol aver Davies and Meyer.
For dependen: claim 2675 limitatives, Pelidoner Gles w Mever's desclosure
ol s second VAN and ol seodding o “negabive response” o ke erminal il he

s

s | cloan cancol be howonal. Pol 6364, ka, 02

Parert Charnar avgmias razt beenmse waither Davies nar Mexer arricinates rhe

claims, “rwir sanirarien zannee render the claims clwioms " Prelim. Regp 56

20
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“Q. So for this rationale of
improving signing efficiency,
that’s not a rationale for
applying a one-way has that
would apply to a short
message like fund transfer
messages?

A. | think in that case, your
thinking would not be
dominated by the improvement
in efficiency speed, cost, yes.”




