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A secure telephone call management system is provided for 
authenticating users of a telephone system in an institutional 
facility. Authentication of the users of the telephone call 
management system is accomplished by using a personal 
identification number, biometric means, and/or radio fre­
quency means. The secure telephone call management sys­
tem includes accounting software capable of limiting access 
to the system based on funds in a user's account or other 
related limitations. The system includes management soft­
ware capable of implementing widespread or local changes 
to the system and is further capable of modifying or setting 
any number of user account parameters. 
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09090333 11/10/ZOOO 09:22:4? 9?28083382 0:13 CAMP 1-B 
09990101 12/19/2000 13:47:18 9728083382 0:00 CAMP 1-B 
09990101 lZ/19/2:000 14:34:05 9?28083382: 0: 00 CAMP 1-B 
09990101 12/19/ZOOO 14:38:21 9'728083382 0:05 CAMP l-X 
09990102 12/19/ZOOO 15:43:04 4073337000 0:05 CAMP 1-R 
09990102 12:/Z0/2000 12:4?:S8 407333?000 0:00 CAMP l-B 
09990102 01/0Z/2001 13:16:13 40?333?000 0:05 CAMP 1-B 
09990109 lZ/19/2000 15:28:50 2143400650 0:21 CAH.P l-E 
0~990110 lZ/19/2000 15:4?:04 Ol1572Z.UZ438 0:00 CAMP 1-E 
11234453 11/09/2000 15:38:34 972808330? 0: DO CAMP l-R 

0:00 CAMP 

FIG. 33 
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TELECOMMUNICATION CALL MANAGEMENT 
AND MONITORING SYSTEM 

FIELD OF THE INVENTION 

[0001] The present invention relates generally to the field 
of telephone communication systems in penal institutions or 
similar facilities. In particular, the present invention relates 
to a computer-based telecommunication system with the 
capacity to allow an institution to control, record, monitor, 
and report usage and access to a telephone network. 

BACKGROUND OF THE PRESENT 
INVENTION 

[0002] Generally, the need to monitor, control, record and 
provide detailed records of the usage of a telephone system 
in a controlled institutional environment is well recognized. 
It is common to utilize a controlled telephone system 
capable of monitoring outgoing telephone connections in 
many types of institutional environments, such as, but not 
limited to, penal institutions, military institutions, hospitals, 
schools, businesses, or specific types of government insti­
tutions. The reasons for monitoring and controlling institu­
tional telephone systems are evident. To prevent such insti­
tutions from incurring unaccountable telephone costs, the 
institutions must either restrict access to outbound telephone 
lines or employ a telephone monitoring system to charge the 
responsible party for making the outbound communication. 
Otherwise, unaccountable telephone costs would severally 
hinder the availability of the telephone systems in institu­
tions. 

[0003] Therefore, it is imperative for many institutions to 
utilize a communication system that provides an accurate 
identification means for administrators to determine the 
individual responsible for each outbound telephone call. A 
communication system must also provide a monitoring 
means for maintaining a useful record of the communica­
tion. Additionally, the system may include a means for 
restricting access or a means for providing options to 
particular users. Considering the number of users in a large 
institution, different payment methods available, and the 
excessive call volume at many institutions, it is evident that 
an effective telephone management system is essential. 

[0004] Providing telephone systems in specific types of 
highly restricted institutions, such as in penal institutions, 
results in the consideration of numerous additional compli­
cating factors. Generally, outbound communication means 
in penal institutions are heavily regulated by the govern­
ment. Therefore, communication systems implemented in 
penal institutions or similar facilities must meet greater 
security requirements often mandated by regulatory bodies 
affiliated with the county, state, or federal institution. Thus, 
the communication system used in a regulated institution 
must employ unique functions often unnecessary in other 
types of institutions. 

[0005] In its most general form, a penal institution's 
telephone system utilizes a call processor to approve and 
place a call, surveillance equipment or monitoring equip­
ment, and a recording device for evidencing the conversa­
tion. Generally, these simple systems are not equipped to 
restrict an inmate from calling any individual. However, it is 
preferable for the call system devices now employed in such 
institutions to have the capability to thwart an inmate from 
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calling certain specific individuals or types of individuals. 
Without the necessary constraints on an inmate's use of the 
telephone system, inmates have often harassed outside par­
ties or individuals. For example, it is generally preferred that 
an inmate should not be able to place a telephone call to the 
prosecutor who prosecuted the inmate's case or another 
attorney responsible for the sentencing of the inmate. In 
another example, it may be preferred that an inmate be 
prevented from contacting the victim of the inmate's crime 
or witnesses from the inmate's case. It has also been 
documented that inmates have used previous penal institu­
tion call systems to perpetrate additional criminal activities 
such as fraudulent schemes or specific criminal conspiracies. 
Specifically, inmates have been known to arrange credit card 
fraud attempts, the smuggling of contraband into the facility, 
and have even been known to arrange escape attempts over 
the penal institution's telephone system. Therefore, it is 
critical in an efficient penal institution to carefully monitor 
all outgoing telephone calls making a regulated penal insti­
tution telephone system a necessity. 

[0006] Another concern in implementing an efficient insti­
tution telephone system is cost control. In order for a system 
to be cost effective the system must critically monitor and 
record the activities of each individual user to properly 
charge each individual caller for his or her outgoing calls. 
Typically, telephone communication systems in penal insti­
tutions provide an inmate with a telephone account upon 
arrival. Each individual receives an account number. There 
are several options for an inmate to select with respect to 
payment on the account. For example, an inmate may place 
prior personal earnings into the account. The cost of each 
call is then deducted from the total amount in the inmate's 
account until no balance remains. The inmate may choose to 
utilize collect call means. In addition, or alternatively, an 
inmate may be assigned a commissary account, where funds 
are added to the account based on work performed by the 
inmate. As the funds increase, the inmate may apply these 
funds to the cost of placing telephone calls. The inmate debit 
account may be located onsite, at a central office facility, or 
at a third-party site. 

[0007] The inmate debit account may alternatively be 
controlled by the inmate's family. For example, the inmate's 
family may control the inmate's access to the debit account 
either remotely (e.g., by using the Internet, accessing a 
toll-free/pay to dial telephone number, using a mail form, 
etc.) or by visiting the prison facility. The inmate's family 
may add funds to the debit account and thereby control the 
call volume allowed to the inmate. 

[0008] Another requirement of a secure telephone man­
agement system in a penal institution is the accurate iden­
tification of the telephone call participants. Generally, it is 
common in a penal institution to assign each inmate a 
personal identification number (PIN). When an inmate 
attempts to place a telephone call, the inmate must supply a 
valid PIN to gain access to the telephone system. However, 
a primary problem with this identification method is the ease 
of obtaining another inmate's PIN. For example, individuals 
who commonly forget their PIN may write it down, increas­
ing the possibility that an unauthorized individual will view 
the PIN and use it. In addition, if a PIN number is compro­
mised and utilized by an unauthorized inmate, the unautho­
rized inmate may then be able to call certain individuals who 
are restricted to that inmate, since the unauthorized inmate 
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is no longer using the proper PIN associated with that 
inmate. In known systems, the PIN identification method is 
incapable of verifying that the individual who supplies the 
PIN is the actual specified inmate. Some systems have 
attempted to improve security by requiring the use of a debit 
card in conjunction with a PIN. The use of the debit card will 
only allow access to an inmate's account if the correct 
associated PIN is supplied. This method, however, provides 
only minimal additional protection because a debit card and 
its associated PIN can often, with or without force, easily be 
taken from another inmate, or given to another inmate, 
especially in the violent atmosphere of a penal institution. 
For example, one inmate may threaten another inmate in 
order to obtain such information. Alternatively, one inmate 
may provide certain services in exchange for the use of 
another inmate's telephone privileges. The possibility that 
two inmates will exchange accounts also exists, thereby 
allowing them to contact people that would normally be 
restricted to them. 

[0009] Further attempts to obviate security concerns 
include requiring personal information, in addition to a PIN, 
to be supplied by the inmate/user. For example, a user might 
be prompted to supply a PIN as well as certain information 
that may only be known to the user. A common example is 
a request by the call system to provide their mother's maiden 
name. This provides an additional security measure, but 
again is minimally secure because such information can 
easily be obtained in a correctional facility. It would there­
fore be desirable to develop a telephone management system 
that incorporates an improved method of identification and/ 
or verification. 

[0010] Another required feature of a telephone manage­
ment system for a penal institution or similar facility is a 
means for restricting calls placed by a user (e.g., an inmate). 
It is well documented that inmates often try to harass 
individuals related to their arrest or confinement, such as 
judges, prosecutors or witnesses, etc., through telephonic 
communications. Penal institutions have attempted to pre­
vent this by restricting the telephone numbers each inmate is 
able to access. For example, a system may utilize a PIN or 
other identification means to access a list of telephone 
numbers that the inmate may not call, or alternatively, the 
system may access a list of numbers that the inmate is 
authorized to connect to (i.e., the inmate can only call the 
numbers appearing on the list). Telephone numbers placed 
on the restricted list can include any individual related to the 
conviction (e.g., the arresting police officer, the prosecuting 
attorney, etc.), while telephone numbers placed on the 
permitted list may be, for example, close family relatives. 
The system may also limit the amount of time each inmate/ 
user is permitted to conduct each outbound telephone call 
through the system. Furthermore, restrictions may be regu­
larly updated. For example, if an inmate misbehaves, the 
inmate's telephone privileges may be further limited or 
revoked completely. 

[0011] Penal institutions are also concerned with monitor­
ing the activities and communications of inmates. Monitor­
ing telephone activities is necessary to restrict connections 
to illegal activities outside of the institution. 

[0012] Three existing types of call monitoring techniques 
are known in the art. The first technique is live monitoring. 
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Live monitoring requires an operator or other individual to 
listen to each telephone call and alert the proper authorities 
if necessary. 

[0013] The second type of monitoring involves recording 
the telephone conversation via a common recording device. 
A common example of this is a recording device such as a 
magnetic tape drive. This type of monitoring may be con­
tinuous or intermittent depending on the degree of security 
required for each inmate. 

[0014] The third type of monitoring is known as passive 
monitoring. Passive monitoring may be activated when 
certain keywords are spoken. In addition, passive monitor­
ing may be activated if the telephone call at the termination 
end is transferred to a third party via certain known detection 
means such as "click and pop" detection, etc. 

[0015] Penal institutions currently record most inmate 
telephone calls, with the exception of lawyer-inmate com­
munications which are generally prohibited by law. Typi­
cally in the art, monitoring may occur using any combina­
tion of the three methods (e.g., live monitoring, electronic 
recording monitoring, or passive monitoring). However, it 
would be desirable for a telephone management system to 
embody a means for determining which level of telephone 
monitoring should be employed for each telephone call. For 
example, it would be advantageous to flag certain individu­
als in an inmate's profile as highly suspicious. If the inmate 
initiates communication with the flagged individual, the 
system will alert a live operator to monitor the system. In 
such a system it is essential that the system correctly identify 
the called individual to avoid unnecessary expenditure of 
live operators. 

[0016] Alternatively, the inmate telephone call system 
may utilize a remote alert notification system wherein the 
system contacts an operator when a violation has occurred. 
The system may contact the operator utilizing telephone 
means, paging means, etc. This notification system may be 
set to call the operator a limited number of times or until the 
alert has been noted in the inmate telephone call system. The 
operator may then access information about the alert 
remotely using the telephone, Internet, or any other such 
remote access means. 

[0017] In order to alleviate some of the problems and 
concerns discussed herein, many penal institutions have 
implemented certain task-specific advanced systems. Gen­
erally, these "advanced" systems known in the art comprise 
several features. 

[0018] For example, it is known in current systems to 
employ permanent call blocking. Specifically, it is known in 
the art to block an inmate or group of inmates from dialing 
certain telephone numbers. Most systems also prevent 
inmates from talking directly to live operators. This prevents 
inmates from requesting that the operator forward a call or 
provide additional telephone numbers allowing the inmates 
to harass or locate additional parties. Furthermore, current 
systems block "1-800,""1-900" and other like telephone 
numbers including toll-free and pay-to-dial telephone num­
bers. In addition certain institutions may elect to block 
country codes, specific area codes, or other third-party 
numbers. 

[0019] Current systems known in the art may also utilize 
a feature commonly referred to as "selective" call blocking. 
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As discussed, "selective" call blocking may be employed to 
thwart inmates from establishing a connection with a 
selected group of individuals (i.e., with the home telephone 
of prison guards, wardens, indictment witnesses, trial wit­
nesses, police officers, judges, etc.). It is also foreseeable 
that the telephone numbers of the family members of these 
specific individuals may also be blocked. 

[0020] Some current systems also limit the use of specific 
long -distance carriers. This feature proves useful in limiting 
unnecessary costs incurred by employing alternating carri­
ers. 

[0021] Several current systems utilize features commonly 
referred to as "flash hook" prevention or "click" and "pop" 
prevention modes. These systems prevent inmates from 
extending the current outgoing telephone call and entering a 
new telephone call with a new number without fully termi­
nating the original telephone call. For example, this prevents 
an inmate from utilizing common call forwarding features 
and the like. 

[0022] In addition, some current institutional telephone 
systems electronically or manually disable the keypad after 
a telephone number is dialed and the telephone call is 
connected. This feature prevents inmates from interacting 
with telephone games and lotteries, and in certain older 
systems, prevents the inmate from achieving an unrestricted 
dial tone. 

[0023] Another common feature employed by institutional 
systems is three-way call prevention. This feature prevents 
an inmate from instructing the called party to bridge the 
telephone call to another telephone number. 

[0024] Other known systems in the art may exhibit other 
regulatory features. For example, generally, telephone com­
munication systems allow an institution to limit the duration 
of a telephone call and/or to limit the cost of the telephone 
call. These types of features further allow a facility to 
customize the telephone call systems thereby preventing 
unrecoverable expenditures. 

[0025] Another control used by current institution tele­
phone systems is the use of certain aspects of biometric 
recognition for the identification of users or inmates (i.e., the 
calling party). However, systems known in the art have only 
used biometrics to a limited extent. It is highly beneficial for 
communication systems in penal institutions to incorporate 
biometrics as an additional security device. Biometric rec­
ognition is commonly available in a number of fields. For 
example, biometrics recognition has found a number of 
security uses, including common usage, in credit card sys­
tems and building security systems. Biometric information 
includes fingerprints, hand geometry, voiceprints, retinal 
patterns, iris scans, signatures, infrared facial patterns, and 
all other sources which constitute unique physiological 
characteristics and which can assist in establishing a per­
son's identity. Various devices exist which can scan one or 
more biometric characteristics and digitize the information. 

[0026] The features discussed herein are present in several 
prior art references. For example, Hird, et al. U.S. Pat. No. 
4,890,317 discloses an automatic account number validation 
and billing management system. The system disclosed in 
Hird et al. prompts a user for an account number and 
compares the number inputted to a number stored in a 
database to determine validity. If the account number is valid 
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and found in the database, the system completes the prede­
termined telephonic connection. If the number is not in the 
database, and therefore invalid, the system will utilize voice 
prompts to request re-entry of the number or provide further 
instructions. The system attempts to locally automate and 
simplify the process of payment for routing calls without 
live operator assistance, but does not address additional 
security concerns that may exist in specific facilities, such as 
in a penal institution. Furthermore, Hird et al. does not 
provide for protection measures to confirm that the indi­
vidual supplying the account number is the individual 
entitled to the use of the account. In such a hostile environ­
ment as in a penal institution, an account number may easily 
be obtainable through coercion or by force. Additionally, the 
system does not provide any means of monitoring the 
conversations taking place or restricting which individuals 
are accessed by the user. 

[0027] Kamil U.S. Pat. No. 4,706,275, discloses a call 
management system enabling prepayment of telephone calls 
utilizing a debit system. Specifically, a user of the system 
obtains a special code by depositing a prepayment. The 
prepayment is stored in a database on the call management 
system for use in verifying calling party calls. To access the 
system, a user dials a special number and inputs a user­
specific code for verification followed by the number of the 
party to be called. Next, the code is verified by the system. 
If verification is successful and sufficient funds are available, 
the call is connected. The prepayment amount, minus deduc­
tions for the running cost of the call, is tabulated as the call 
progresses. The call terminates either when the prepaid 
funds are exhausted in the user's account or when either 
party disconnects. The invention also includes steps to 
prevent the same access code from being used at different 
terminals. However, Kamil does not teach of a means for 
selecting the call type or a call monitoring means. Kamil 
also fails to teach an advanced verification means specific to 
a user. 

[0028] D'Urso, et al. U.S. Pat. No. 5,353,335, teaches a 
multilingual prepaid telephone system capable of interfacing 
with a public switched telephone network (PSTN). In the 
system disclosed by D'Urso, et al., each user of the system 
is assigned a PIN and a credit account. To access the system, 
a user first dials a number to access the telephone system and 
chooses a language for all subsequent voice prompts. The 
user then supplies a PIN, which is compared against a list of 
numbers in a database. If sufficient credit is available for the 
duration of a telephone call to the destination number, the 
connection is completed and a timer is set for the available 
duration of the call. The call terminates either when the 
allowed amount of time for the call expires or if one party 
member hangs up the telephone line. If the latter situation 
occurs, the system computes a new available credit balance 
for the user's account. D'Urso fails to provide a selection 
means for the user, such as the ability to choose the type of 
call to be placed (e.g., collect, debit, international, etc.). 
D'Urso also fails to teach any call monitoring means and 
would therefore be unacceptable as a communication system 
for a penal institution. 

[0029] Brown, et al. U.S. Pat. No. 5,485,507 discloses an 
integrated commissary system for receiving and processing 
orders in an institutional setting. The commissary system is 
designed for use without access to a PSTN. According to 
Brown, et al., user status and inventory status are stored in 
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an onsite database. To access the database, a user provides 
identifier information and item selections through selected 
telephones. The selections are compared against the onsite 
database using a processor. If the user is authenticated and 
the requested items are available, the processor generates 
transaction records, updates user commissary information, 
and correctly adjusts inventory. The updated information is 
stored in a file that may be used for record keeping or 
archival purposes. However, Brown, et al. does not teach a 
commissary system for use with a PSTN. Brown, et al. also 
fails to teach multiple authentication means and would 
therefore be unacceptable for use in a penal institution. 

[0030] Penfield, et al. U.S. Pat. No. 6,058,173 discloses a 
software process for real-time call rating and debiting so that 
a subscriber's account balance is not exceeded. The method 
disclosed by Penfield, et al. estimates the time when the 
user's balance will expire by using the total charge per 
second average. The process then determines the time 
remaining by dividing the account balance by the average 
charge per second of all telephone calls, and the time limit 
for the call is then set accordingly. This method is useful if 
the rate for long distance calls is not known locally. How­
ever, the system does not allow for other types of calls, such 
as collect calls, to take place. Furthermore, Penfield, et al. 
fails to provide an advanced call monitoring apparatus with 
an advanced authentication apparatus. 

[0031] Hellwarth, et al. U.S. Pat. No. 4,935,956 depicts an 
automated public telephone control for charge or collect call 
billing. The apparatus embodies a microprocessor system 
controlling voice prompting, recognition of responses, net­
work signaling, recording of calling details, and verification 
of account numbers. The disclosed invention provides for an 
automated telephone billing for public telephone systems. 
The system offers a plurality of billing methods, such as 
billing to a credit account number, to the called party (collect 
calling), or to a third party. An additional aspect of the 
invention describes the recognition of voice utterances from 
other signals and called party spoken words (i.e., the system 
can recognize the word "yes" when spoken by any indi­
vidual). However, Hellwarth, et al. does not identify or 
verify the individual speaking. Furthermore, this system 
does not provide a means to identify the user or verify that 
the user is not partaking in fraudulent activities. Hellwarth, 
et al. also fails to teach of a monitoring and call control 
means. 

[0032] Kitchin, et al. U.S. Pat. No. 5,319,702 discloses a 
system for a detection and a reaction to "hook flash" events 
occurring during a telephone communication. Kitchin, et al. 
is primarily concerned with the detection of "hook flash" 
events caused by the initiation of a three-way conference 
call. The system monitors the calls for particular sounds in 
intervals and tests if the sound is constant within other 
intervals. For example, if a sound is detected in the second 
interval that did not exist in the first interval further analysis 
will ensue. The system may then compare the total number 
of dialed digits with the original number of dialed digits to 
determine if an additional digit was dialed. The additional 
digit identified may cause the new sound in the second 
interval. Additional forms of analysis are also contemplated. 
If the additional sound cannot be explained through further 
analysis, the system may terminate the call. However, 
Kitchin, et al. fails to disclose a means for incorporating 
biometric recognition in an institution telephone call system. 
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Furthermore, Kitchin, et al. fails to disclose a means for 
incorporating a WAN -based institution telephone control 
system. 

[0033] Hird, et al. U.S. Pat. No. 5,483,581 depicts a collect 
call system which can automatically route long distance 
calls without intervention of an outside service or operator. 
This feature enables private public telephone owners, as 
opposed to primary telephone companies, to receive revenue 
for completion of the call. The invention comprises the steps 
of providing the calling party with voice prompts, receiving 
voice or dialed signal information about the calling party in 
response to the voice prompts, either voice or dialed signals, 
locally recording the information about the calling party, 
providing the called party information about the calling 
party, and reacting to a variety of provided signals by either 
the called or calling party. The Hird, et al. patent only 
provides a method and apparatus for placing collect calls. In 
addition, Hird, et al. avoids consideration of providing other 
possible payment methods. The system disclosed in Hird, et 
al. is further limited by its lack of telephone call monitoring 
ability and calling party identification means, and is there­
fore unsuitable for use in penal insitutions. 

[0034] Bogosian Jr. U.S. Pat. No. 5,513,272 discloses a 
system utilizing biometric verification means for determin­
ing if a user is authorized to use a credit or identification 
card. The invention introduces a method embodying the 
steps of receiving biometric data from a cardholder, scan­
ning the card to obtain user information, and retrieving 
authorized card owner information stored in a database. The 
information obtained from the three sources (i.e., card­
holder, card, and database) is analyzed and compared to 
verify that the cardholder is the authorized card owner. 
Bogosian Jr. describes a number of possible biometric 
features that may be used such as voiceprints, fingerprints, 
digital photography, and retinal scans. It is an improved 
verification method because it compares the user informa­
tion to an already existing database, which lessens the 
possibility of incorrect identification. The Bogosian Jr. 
patent provides a reliable means for verifying a user in a 
credit or debit card system. However, Bogosian Jr. fails to 
implement additional biometric means useful in identifying 
a called party and fails to apply these features to specific 
institutional functions. 

[0035] Gainsboro U.S. Pat. No. 5,655,013 exemplifies the 
need for a control management and monitoring system in 
institutional settings. Gainsboro discloses a system for con­
trolling, monitoring, recording and reporting telephone com­
munications. The system deals primarily with the identifi­
cation of a user through use of a PIN and restricting 
telephone communications through a profile accessed by the 
PIN. The system further contemplates means for monitoring 
and recording communications. 

[0036] Gainsboro U.S. Pat. No. 5,926,533 is a continua­
tion-in-part of Gainsboro U.S. Pat. No. 5,655,013. The 
continuation-in-part is primarily concerned with incorporat­
ing an improved method of monitoring calls. The method 
includes a means for detecting tones commonly associated 
with call bridging and call forwarding attempts. For 
example, Gainsboro is directed to the detection of tones such 
as ring signals, busy signals, special information tones (SIT 
tones), dual tone multi-frequency tones (DTMF), call 
progress tones or other similar tones characteristic of the 
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placement of a telephone call. However, both Gainsboro 
U.S. Pat. No. 5,655,013 and Gainsboro U.S. Pat. No. 5,926, 
533 are limited by detection of certain sounds which may not 
be readily machine-recognizable. For example, it is foresee­
able that interference, background noise, or compressed 
voice data may inhibit the detection of the tones. 

[0037] Gustafson, et al. U.S. Pat. No. 5,696,880 describes 
a system for the verification of a calling party, called party 
and a secure connection. The invention includes the costly 
requirement of secure telephone devices, such as Micro 
MMT Sectel® 1500BDI known in the art. Specifically, 
Gustafson, et al. teaches a system wherein the calling and 
called parties supply voice data which is encoded and 
transmitted over a telephone network. Both users hear the 
alternate party's recorded voice data and verify that the 
supplied voice data is correct. The call is established only if 
both parties verify that the called party has provided the 
correct voice data. However, it would be too costly to 
implement such a system in a penal institution or similar 
facility. Additionally, the system does not consider possible 
payment methods for calls or call management. For 
example, certain inmates may be entitled to call only a few 
particular individuals. A system within the penal institutions, 
or similar facility, must include a means for limiting the 
number of potential called parties and the specific parties to 
which inmates can call and provide a means for monitoring 
inmate call transactions. 

[0038] Fujimoto, et al. U.S. Pat. No. 5,893,057 teaches the 
ability to utilize voice recognition as an identification 
means. One aspect of the invention introduces a speaker 
recognition method and system using two processing units. 
The first unit receives voice characteristic information by 
recording specific words spoken by the user. The informa­
tion is analyzed and stored in a database. The system 
prompts the user for additional information, which is then 
received by a second processing unit. The results of the 
analysis of the second processing unit are sent to a first 
processing unit with the previously stored information. A 
comparison of the analyses determines if the user is autho­
rized. Although Fujimoto, et al. contemplates other voice 
recognition methods, Fujimoto, et al. fails to address any 
other field of biometric recognition. The invention is further 
limited by its inability to manage call restrictions and lacks 
monitoring capabilities. 

[0039] Kanevsky, et al U.S. Pat. No. 6,092,192 discloses 
a system to permit users repetitive access to a multitude of 
systems. The system requires an initial enrollment phase for 
access. The enrollment phase consists of extracting biomet­
ric data to be stored for future use. The format of the data is 
compatible with a plurality of verification/identification sys­
tems. For example, in one embodiment, Kanevsky describes 
a biometric recognition means including voice recognition, 
fingerprint identification, and retinal scan identification. 
However, Kanevsky does not address restrictions to the 
system or further monitoring means during use of the 
system, which are essential for systems within a penal 
institution. 

[0040] Kanevsky, et al. U.S. Pat. No. 6,161,090 discloses 
the utilization of acoustic and non-acoustic attributes to 
identify users of a system. An initial profile is created by 
both utterances spoken by a user and non-acoustic informa­
tion, such as keying in a user's customer number or social 
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security number. The acoustic recognition contemplates the 
usage of a plurality of voice recognition methods. The 
system is limited in its ability for use in a telephonic system 
in a penal institution by the lack or monitoring or call 
management abilities. 

[0041] In view of the foregoing, clearly there exists a need 
for an improved method and apparatus for managing an 
institution's telephone call system. Furthermore, clearly 
there exists a need for an improved telephone call monitor­
ing system for a penal institutions or similar facilities that 
addresses the increased concerns of monitoring the call 
activity of the calling party. In particular, there exists a need 
in the art to provide a computer-based telecommunication 
system with the capacity to allow an institution to control, 
record, monitor, and report usage and access to a telephone 
network. 

SUMMARY OF INVENTION 

[0042] The present invention embodies an improved tele­
phone call management system using improved identifica­
tion means including biometric identification. In addition, 
the present invention incorporates control means, monitor­
ing means, recording means, and a reporting means for an 
institution based telecommunication network. The present 
invention may implement a debit card platform or other such 
payment methods. The system of the present invention may 
be implemented in a variety of facilities including, but not 
limited to, penal institutions or similar facilities such as 
mental institutions, nursing homes, rehabilitation centers, 
correctional facilities, government agencies, private and 
public business, and the like. 

[0043] The main objective of the present invention is to 
provide a telephone call system including a means for 
identifying and authenticating an institutional calling party. 
For example, it is foreseeable that these means may include, 
but not be limited to, the use of an institution-assigned 
inmate specific debit card requiring specific authentication 
data, the use of biometric recognition devices, the use of 
radio frequency identification devices, etc. 

[0044] The system of the current invention is designed to 
operate in either a local area network (LAN) or a wide area 
network (WAN). In a LAN configuration, the telephone 
system is controlled by a configurable switchboard device 
that routes calls, performs voice prompts, and responds to 
menu selections. Calls placed by users of the system are 
routed through the switchboard device and connected to the 
proper outgoing trunk based on the type of call placed (e.g., 
collect, debit, etc.). The switchboard tests outgoing trunks as 
calls are placed. If no dial tone is detected, the trunk is taken 
out of service for a preprogrammed period of time. An 
integrated cross point switch enables any telephone to access 
any available outgoing trunk. The cross point switch also 
allows calls from other switchboard modules to be routed to 
alternate modules for completion. During periods when all 
trunks are in use on the module at the telephone connection, 
calls can still be completed provided that some trunks are 
available on alternate modules. The switchboard device also 
has an integrated channel bank, allowing for fully integrated 
T-1 capability. This allows calls to be processed either over 
analog or digital trunks as required. The architecture of the 
switchboard allows it to accommodate multiple processors, 
eliminating system overload during extremely busy periods 
of telephonic communications. 
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[0045] The switchboard is connected to a site server, 
which is commonly referred to as an ITAC (Inmate Tele­
phone Access Control) in penal institutions or UTAC (User 
Telephone Access Control) in certain other types of institu­
tions. This device serves as the main database for the 
telephone management system. It has the ability to log and 
record details of all telephone calls placed through the 
system and store them for a period of time defined by the 
institution. The ITAC/UTAC also digitizes all information 
for the digital T-1 trunk. A recorder, which may be integral 
to the system or remote to the system as a separate storage 
means attached to the ITAC/UTAC, is responsible for 
recording the telephone calls and storing them in one or 
more databases depending on the size of the institution or the 
amount of data which must be archived by the institution and 
the capability of the storage means. 

[0046] Connected to the ITAC/UTAC are a number of 
administrative and investigative workstations used to create, 
edit, and monitor user accounts and telephone calls. The 
investigative workstations may be used to listen to the 
outgoing telephone calls in real time or to access calls stored 
on the server or other type of database or storage means. 

[0047] In a WAN configuration, the site server is con­
nected to multiple switchboard devices that are located in 
separate institutions. In this embodiment, the ITAC/UTAC 
serves as the database location for the entire system. Admin­
istrative and investigative workstations may be located at 
every facility. Alternatively, it is foreseeable that one or 
more sets of workstations at a central facility may be used 
to administrate all user accounts. 

[0048] User-friendly software utilizing a GUI (graphical 
user interface) or other types of OSD capable devices may 
be employed to administer all user accounts of the telephone 
management system. The software allows a system admin­
istrator to provide calling restrictions at all levels of opera­
tion. Such restrictions may include, but are not limited to, 
the total number of minutes allowed, the total number of 
calls placed, dates and times calls are allowed, telephone 
exchanges allowed to be accessed, the number of times the 
debit inquiry system may be used, and other like restrictions. 
If a WAN configuration is being used, such restrictions can 
be set for each institution on the network or for the entire 
telephone network. In addition, it is contemplated by the 
present invention that different divisions of each institution, 
such as cellblocks in a correctional facility, may also be 
given global restrictions. Since each division of the institu­
tion is linked by a LAN/WAN, changes can be made at any 
of the different institutions and then be applied globally or 
locally. 

[0049] Additional restrictions and options are available for 
individual user accounts. For example, each user may be 
assigned a language for the telephone system's voice 
prompts. Another option is the ability to limit the telephone 
terminals a user may call from or the payment method 
utilized for each call made. 

[0050] The called party that a user may contact may also 
be restricted. For example, certain exchanges or telephone 
numbers may be blocked. Alternatively, users may have to 
submit a pre-approved list of numbers to the system admin­
istrator. Once the user list has been checked to ensure that 
the inmate is allowed to call those people, the inmate may 
only call the people on this list. 

6 
Feb. 12,2004 

[0051] Certain options for contacts on the pre-approved 
list may be set for each person on the list. For example, a 
language for each person may be set. The voice prompts for 
that contact will then be in that language. Contacts may also 
be assigned specific recording restrictions. For example, a 
conversation between an inmate and an attorney may require 
specific recording restrictions. Other options, such as if a 
caller can only place calls collect or by debit, may also be 
specified. 

[0052] An additional feature of the software is that it can 
create a debit account for each user and monitors the 
balance. The amount of each call is subtracted from the 
account after its completion. Also, an account administrator 
can manually add or subtract funds to individual accounts. 
The inmate's access to the account may alternatively be 
controlled by the inmate's family. In this configuration, the 
inmate's family controls the inmate's funds and thereby 
controls the inmate's access to the account. 

[0053] Since the site server logs data about each call, the 
present invention is designed to provide reports, either in 
electric or hard copy form, utilizing specific data from the 
database. Therefore, a system administrator can track impor­
tant statistics such as the net profit of the telephone man­
agement system during a certain time period. It is foresee­
able that the software may incorporate extensive data 
processing services for providing a user a multitude of 
correlated dates. 

[0054] In one embodiment of the present invention, when 
a user attempts to access his or her account to place a call, 
the user may be requested, via voice prompts, to select a 
voice prompt language and enter a user-specific personal 
identification number. The information entered by the user is 
compared with information stored in the database for that 
specific user. If a corresponding PIN match is not achieved, 
a verification error may be provided and the system may 
request a re-entry of the PIN. It is foreseeable that if the 
second attempt fails to provide a match, the individual may 
be denied access to the telephone system and an official may 
be notified. 

[0055] Once the inmate's identity is verified, the system 
may announce the inmate's call restrictions. For example, 
the system may access a pre-recorded menu of restrictions 
informing the inmate of specific restrictions, such as total 
telephone usage time, individual call length, and different 
payment options, such as collect call means or debit account 
means. The system may then connect to the desired called 
telephone number, provided that the number is on the 
accessible number list for that user. The system may first 
prompt the person called to select a language for future voice 
prompts. The language selected may then be saved in the 
database. Then, the called party may be informed, via voice 
prompts or other like means, the identity of the calling party 
and location from where the calling party is located (e.g., 
John Doe from Peters State Penitentiary). The called party 
can accept or reject the caller through voice response, 
DTMF tones, or other like input means. If the called party 
provides a negative response (i.e., rejecting the call), the 
called party may select an option blocking calls from this 
caller, institution or similar calls in the future. The data may 
then be stored in a calling party accessible number list 
database. If the called party accepts the call, they may then 
be prompted to supply information specific to the called 
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party (e.g., social security number, user name, date of birth, 
etc.). Additionally, the called party may be asked to provide 
a PIN to be used for future authentication. The information 
may be used to later identify the called party and verify 
permission for communication with the calling party. Alter­
natively, if the called party is on a pre-approved list, the call 
may proceed without any voice prompts in a similar manner 
as a normal PSTN telephone call. 

[0056] The current invention may also utilize other 
authentication means to provide access to the telephone 
management system. For example, biometric data may be 
required to access the system. Biometric data includes, but 
is not limited to, voiceprints, face architecture, signature 
architecture, fingerprints, retinal prints, hand geometry, and 
the infrared pattern of the face. Such data may be acquired 
from users either from prior supplication to biometric sys­
tems or from the acquisition of the data from the user upon 
the creation of a telephone account for use with the system. 
This data may be stored along with the user's PIN in the 
user's account profile or another storage means to be used 
later as an authentication device. 

[0057] When a user attempts to access the telephone 
system at a later time, the user may hear a series of voice 
prompts directing the user to first supply a PIN and then 
supply the same form of biometric information that is stored 
in the database. For example, if the user's thumbprint was 
stored digitally in the database, the user would have to 
supply a thumbprint to a device capable of scanning it and 
converting the resulting data to the same format as the 
information in the database. The scanned data would then be 
compared to the information maintained in the storage 
database. If a positive match occurs based on the PIN and 
biometric data entered, then the user would be granted 
access to the system subject to user specific restrictions. 

[0058] Biometric authentication means may also be imple­
mented to authenticate the called party. In this type of 
system, the authentication may include one or more biomet­
ric authentication means in addition to non-biometric 
authentication means. In this embodiment, before the called 
party is allowed to converse with the caller, the called party 
may be asked to supply voice authentication and/or provide 
a PIN. This information may be stored in a database either 
prior to a user's first call or when the first call is made. If the 
data has been stored prior to the call, the called party would 
have to state the pre-recorded phrase. The recorded data 
would then be compared with information in the database. If 
the data is in compliance with the information in the 
database to within some pre-assigned statistical threshold, 
the system would allow the call to proceed and a connection 
would be made. If the data had not been stored prior to the 
call, it would be retrieved from the called party and used for 
future voice authentication. 

[0059] A further authentication means that may be utilized 
by the present invention is the use of radio frequency ("RF") 
authentication. The user can be required to have in the user's 
possession some type of radio frequency identification tech­
nology to access the telephone system. This may be accom­
plished in a number of ways. 

[0060] In a first example, each user of the system would be 
required to wear an RF band attached preferably to the ankle 
or wrist. The RF band may be active, passive, or neutral. For 
example, the frequency of the band is unique to each wearer. 
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An active RF band contains a transponder that either inter­
mittently or constantly emits an intermittent RF pulse that is 
detected by a series of sensors placed about the user's 
location. The sensors relay the detected data to a remote or 
central database containing a processor that calculates the 
location of the wearer in one of two usual methods known 
in the art, as well as those methods not yet contemplated. 

[0061] The first method involves triangulating the user's 
source, which requires two or more sensors or a sensor on 
a rotating platform. The analyzing system detects the angle 
of the incident pulse with the sensor and uses this data from 
multiple detectors to triangulate the source of the user. 

[0062] A second method of detection involves the analysis 
of the time of flight of the emitted RF pulse. This method 
requires the same sensor configuration as the triangulation 
method. In this method, the sensor measures the time it takes 
each pulse to arrive at the sensor location as compared to the 
pulses that occur at a regular rate in an active RF device. 
From this data, the analyzing system can determine an 
accurate distance from the sensor that the user must be 
located within some minor degree of error. By combining 
this information from a multitude of sensors, the location of 
the person can triangulated. 

[0063] Active RF bands may be used in the present 
invention to locate an individual within the facility housing 
the telephone system. When an individual attempts to access 
a telephone terminal, the system can determine the user 
accessing the terminal since the location of each individual 
is known. The options for that specific individual can then be 
used by the phone terminal allowing the user to place a call. 

[0064] It is advantageous to use active RF bands because 
they are very accurate for determining the location of an 
individual. However, most active systems have a relatively 
short battery life and require constant recharging. A passive 
RF device may also be used with only slight modification to 
the system. A passive RF device works by emitting a pulse 
only when activated by some other emitted pulse. In this 
embodiment, the sensors may also be equipped with RF 
pulsing devices designed to activate the user's RF devices. 
When a user attempts to access a telephone terminal, the 
system sends out a pulse. As a result, the user's RF device 
is activated and the person using the telephone terminal is 
authenticated. The user's specific user options can then be 
forwarded to the telephone terminal the user is utilizing. 

[0065] Passive RF bands may be used in conjunction with 
the present invention for a variety of applications. For 
example, each telephone may be located in its own booth 
and fitted with an RF emitter and sensor. When a person 
attempts to access a telephone account at a terminal, an 
emitter terminal can send out a pulse activating a passive RF 
user device. In turn, the RF device may emit a responsive 
pulse. Subsequently, the sensor on the terminal can detect 
the responsive pulse. Using time of arrival analysis, the user 
can be located and verified, thereby authenticating the 
telephone terminal. 

[0066] Neutral RF bands may also be used in the present 
invention. Neutral RF bands function by reflecting an inci­
dent RF pulse with a slight modulation, which is unique to 
each user. In response, the sensor on the telephone terminal 
can record the reflected wave and forward the information to 
analyzing software. The analyzing software subtracts off the 
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original pulse signal to determine the modulation frequency 
of the user's RF band, thereby authenticating the user at the 
terminal. The correct user options can then be supplied to 
that specific terminal. 

[0067] In another example of the present invention, a debit 
card may also be used in conjunction with a PIN in the 
present invention. At each terminal, the user may be 
instructed to scan a user-specific debit card into a debit card 
reader and enter a corresponding PIN in order to gain access 
to the system. Alternatively, a user may enter information 
related to a debit card in any of a number of known 
procedures followed by a PIN. This method of authentica­
tion may also be combined with biometric and/or RF iden­
tification means. 

[0068] After a user is authenticated and a calling party is 
contacted, the present invention provides for a number of 
monitoring and safety means that are active when a call is in 
progress. Call recording is the primary security means. 
There are three types of call recording utilized by the present 
invention. However, numerous other call recording systems 
in accordance with the concepts and objectives of the 
present invention may be incorporated. 

[0069] In a first call recording protocol, by default, all 
calls are logged and recorded unless it is specified in a user's 
contact file (e.g., calls to an attorney). It is foreseeable that 
calls may be archived on a site server or other database 
storage means for future reference. 

[0070] A second type of call recording implemented is 
referred to as passive recording. This type of recording may 
utilize voice recognition software to listen for certain key 
words or phrases in a conversation. If a key word is uttered, 
the system records the rest of the call and alerts the system 
administrator, proper authorities, or implements other secu­
rity procedures. For example, in a penitentiary, if the word 
"drugs" is used in a conversation, the system may be 
activated thereby recording the remainder of the conversa­
tion. 

[0071] Another type of call recording that may be utilized 
in the present invention involves an operator scan of a user 
conversation. In response to a flagged conversation, the 
operator may have the discretion to selectively record the 
conversation. For example, using the same software used to 
administrate accounts, an operator can selectively listen in 
on user conversations and record suspicious conversations 
for future reference. 

[0072] Third-party call detection is another security fea­
ture that the present invention may utilize. The system 
software may have the ability to detect whether a third party 
is connected upon the origination of the call. If a third line 
is detected, but not authorized, the software will end the 
communication and notify the authorities that such an event 
has occurred. The telephone management system may also 
include a feature that terminates the telephone call if more 
then a certain number of individuals are included in the 
conversation. It is foreseeable that this may be accomplished 
by voice recognition means. 

[0073] Another type of third-party call detection involves 
the detection of hook-flash events. A hook-flash event occurs 
when a user hangs up the telephone for only a brief instant 
during a telephone call, just long enough to not disconnect 
the line. This is usually characteristic of a switch between 
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lines on call waiting or to initiate a three-way conference 
call. If the telephone system's software detects a hook-flash 
event by either party to the call, it will terminate the call and 
alert the authorities. This feature of the system prevents 
unauthorized third parties from taking part in telephone 
conversations. 

[0074] An additional security means incorporated in the 
present invention is the locking of the telephone keypad 
after a connection is made. This prevents the caller from 
possibly dialing out to a third party that has not been 
approved after a pre-approved connection has been made. 
Alternatively, the system may allow the user to press a 
pre-determined number of keys after a connection has been 
made. This allows an authorized user to access an automated 
service and enter menu selection keys. 

[0075] The human voice has the capability of creating 
DTMF tones also. In order to differentiate tones created by 
a user's voice from tones created by the telephone keypad, 
the present invention incorporates software which monitors 
the frequency of DTMF tones. Such software is capable of 
determining the source of the DTMF tones. 

[0076] One objective of the present invention is to provide 
an efficient and reliable user identification system using 
biometric identification means. 

[0077] Another objective of the present invention is to 
provide an improved call management system. 

[0078] An additional objective of the present invention is 
to provide an improved telephone communication monitor­
ing system. 

[0079] Another object of the present invention is to pro­
vide an improved call management system using a user­
friendly operating system. 

[0080] An additional object of the present invention is to 
provide an improved call management system capable of 
operating in a LAN or WAN. 

[0081] A further objective of the present invention is to 
permit alterations of call restrictions and options through a 
computer control unit. 

[0082] Still another objective of the present invention is to 
provide a means of restricting communication options to 
certain users. 

[0083] An additional objective of the present invention is 
to incorporate biometric verification, including voiceprints, 
face architecture, signature architecture, fingerprints, retinal 
prints, hand geometry, infrared pattern of the face, etc., with 
a debit card system. 

[0084] Yet another objective of the present invention is 
providing called parties with the option of rejecting the call 
and blocking similar calls in the future. 

[0085] Another object of the present invention is to incor­
porate an active RF device for use in authentication in a call 
management system. 

[0086] A further object of the present invention is to 
incorporate a passive RF device for use in authentication in 
a call management system. 

[0087] Another object of the present invention is to incor­
porate a neutral RF device for use in authentication in a call 
management system. 
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[0088] Still another object of the present invention is to 
incorporate advanced software incorporating at least a moni­
toring module and an accounting module. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0089] A further understanding of the present invention 
can be obtained by reference to the preferred embodiment 
and alternate embodiments set forth in the illustrations of the 
accompanying drawings. Although the illustrated embodi­
ments are merely exemplary of systems for carrying out the 
present invention, both the organization and method of 
operation of the invention, in general, together with further 
objectives and advantages thereof, may be more easily 
understood by reference to the drawings and the following 
description. The drawings are not intended to limit the scope 
of this invention, which is set forth with particularity in the 
claims as appended or as subsequently amended, but merely 
to clarify and exemplify the invention. 

[0090] For a more complete understanding of the present 
invention, reference is now made to the following drawings 
in which: 

[0091] FIG. 1 depicts a schematic view of the call man­
agement system of the present system configured to operate 
on a wide area network. 

[0092] FIG. 2 depicts a schematic view of the call man­
agement system's hardware, specifically directed to the 
central electronic switchboard device wherein a single elec­
tronic switchboard device is utilized. 

[0093] FIG. 3 depicts a schematic view of the Station 
Interface Subsystem (SIS) of the call management system 
located within the electronic switchboard device as dis­
closed in FIG. 2 of the present invention. 

[0094] FIG. 4 depicts a schematic view of the call pro­
cessing control card's (CPC) block diagram which is inte­
grated into the electronic switchboard device of the pre­
ferred embodiment of the present invention as depicted in 
FIG. 2. 

[0095] FIG. 5 depicts a schematic view of the Digital 
Interface Subsystem (DIS) block diagram which is an inte­
grated device in the electronic switchboard device as dis­
closed in the preferred embodiment. 

[0096] FIG. 6 depicts a schematic view of the digital T1 
interface card (TLC) which is an integral device of the 
electronic switchboard device as depicted in FIG. 2 and is 
located in the Digital Interface Subsystem (DIS) set forth in 
FIG. 6. 

[0097] FIG. 7 depicts a schematic view of the data com­
munications control card (DCC) as set forth in the electronic 
switchboard device in FIG. 2. 

[0098] FIG. 8 depicts a schematic view of the system 
memory card's (SMC) block diagram integrated within the 
electronic switchboard device of the preferred embodiment 
in FIG. 2. 

[0099] FIG. 9 depicts a schematic view of the concentra­
tor memory card's (CMC) block diagram integrated in the 
electronic switchboard device as depicted in FIG. 2. 

[0100] FIG. 10 depicts a sample class of service menu for 
use with software contained in the call management system 
of the preferred embodiment of the present invention. 
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[0101] FIG. 11 depicts a sample authorized maintenance 
interface screen for use with software contained in the call 
management system of the preferred embodiment of the 
present invention. 

[0102] FIG. 12 depicts a sample telephone location main­
tenance screen for use with software contained in the call 
management system of the preferred embodiment of the 
present invention. 

[0103] FIG. 13 depicts a sample facility number control 
screen for use with software contained in the call manage­
ment system of the preferred embodiment of the present 
invention. 

[0104] FIG. 14 depicts a sample telephone number control 
screen for use with software contained in the call manage­
ment system of the preferred embodiment of the present 
invention. 

[0105] FIG. 15 depicts a sample default maintenance 
screen for use with software contained in the call manage­
ment system of the preferred embodiment of the present 
invention. 

[0106] FIG. 16 depicts a sample multiple telephone list 
update screen for use with software contained in the call 
management system of the preferred embodiment of the 
present invention. 

[0107] FIG. 17 depicts a sample calls in progress screen 
for use with software contained in the call management 
system of the preferred embodiment of the present inven­
tion. 

[0108] FIG. 18 depicts a sample monitor calls in progress 
screen for use with software contained in the call manage­
ment system of the preferred embodiment of the present 
invention. 

[0109] FIG. 19 depicts a sample manual financial trans­
action screen for use with software contained in the call 
management system of the preferred embodiment of the 
present invention. 

[0110] FIG. 20 depicts a sample enable/disable telephone 
screen for use with software contained in the call manage­
ment system of the preferred embodiment of the present 
invention. 

[0111] FIG. 21 depicts a sample user manager screen for 
use with software contained in the call management system 
of the preferred embodiment of the present invention. 

[0112] FIG. 22 depicts a sample security level access 
screen for use with software contained in the call manage­
ment system of the preferred embodiment of the present 
invention. 

[0113] FIG. 23 depicts a sample user information screen 
for use with software contained in the call management 
system of the preferred embodiment of the present inven­
tion. 

[0114] FIG. 24 depicts a sample account screen for use 
with software contained in the call management system of 
the preferred embodiment of the present invention. 

[0115] FIG. 25 depicts a sample financial history screen 
for use with software contained in the call management 
system of the preferred embodiment of the present inven­
tion. 
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[0116] FIG. 26 depicts a sample call records screen for use 
with software contained in the call management system of 
the preferred embodiment of the present invention. 

[0117] FIG. 27 depicts a sample telephone list screen for 
use with software contained in the call management system 
of the preferred embodiment of the present invention. 

[0118] FIG. 28 depicts a sample call limit status screen for 
use with software contained in the call management system 
of the preferred embodiment of the present invention. 

[0119] FIG. 29 depicts a sample access control screen for 
use with software contained in the call management system 
of the preferred embodiment of the present invention. 

[0120] FIG. 30 depicts a sample call detail screen for use 
with software contained in the call management system of 
the preferred embodiment of the present invention. 

[0121] FIG. 31 depicts a sample spy player screen for use 
with software contained in the call management system of 
the preferred embodiment of the present invention. 

[0122] FIG. 32 depicts a sample "text scanner" selection 
screen for use with software contained in the call manage­
ment system of the preferential embodiment of the present 
invention. 

[0123] FIG. 33 depicts a sample query result screen for 
use with software contained in the call management system 
of the preferred embodiment of the present invention. 

[0124] FIG. 34 depicts a sample remote spy screen for use 
with software contained in the call management system of 
the preferred embodiment of the present invention. 

[0125] FIG. 35 depicts a sample account telephone num­
ber list report for use with software contained in the call 
management system of the preferred embodiment of the 
present invention. 

[0126] FIG. 36 depicts a schematic view of an alternate 
embodiment of the present invention wherein a second 
electronic switchboard device is connected in parallel within 
the call management system to handle additional trunk line 
capacity and overflow. 

DETAILED DESCRIPTION OF 1HE 
PREFERRED EMBODIMENTS 

[0127] As required, a detailed illustrative embodiment of 
the present invention is disclosed herein. However, tech­
niques, systems and operating structures in accordance with 
the present invention may be embodied in a wide variety of 
forms and modes, some of which may be quite different 
from those in the disclosed embodiment. Consequently, the 
specific structural and functional details disclosed herein are 
merely representative, yet in that regard, they are deemed to 
afford the best embodiment for purposes of disclosure and to 
provide a basis for the claims herein, which define the scope 
of the present invention. The following presents a detailed 
description of a preferred embodiment as well as alternate 
embodiments such as a simpler embodiment or more com­
plex embodiments for alternate devices of the present inven­
tion. 

[0128] Referring first to FIG. 1, shown is a call manage­
ment system 101 configured to operate in a WAN (Wide 
Area Network) according to the present invention. A plu-
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rality of user telephones 102, wherein the actual number of 
telephones depends on the desired capacity of the institution 
call system, are incorporated into a telephone bank 103 and 
are connected to an electronic switchboard device 105. It is 
preferred that telephone bank 103 may be centrally located 
within a facility to allow for centralized monitoring. How­
ever, it is foreseeable that telephone bank 103 may be 
located at a multitude of locations internal or external to a 
facility to allow for efficient monitoring. Each user tele­
phone 102 is equipped with biometric sensing device 109, 
such as a retinal scanner, fingerprint reader, etc., or any 
combination of biometric devices, so that the acquired 
biometric data can be used for user authentication. Alterna­
tively, for efficiency, a single biometric sensing device 109 
may be employed for a multitude of user telephones 102. 
Additionally, each telephone may incorporate RF receiver 
107 and RF transmitter 108 to provide RF signals for 
authentication purposes. In this scenario, it is foreseeable 
that each user is be required to wear an RF transmitter 108 
device to transmit radio waves to the RF receiver 107. RF 
receiver 107 is integral to telephone bank 103 or may be 
remote to telephone bank 103. Each RF transmitter 108 may 
be uniquely encoded to a specific authorized user. The 
encoded signal for RF transmitter 108 may be altered on an 
intermittent basis depending on the security desired at the 
institution. RF transmitter 108 may be incorporated into a 
wristband, ankle band, or any other like device. It is fore­
seeable that RF transmitter 108 may be semi-permanently or 
permanently attached to a user's person in any manner. 
Electronic switchboard device 105 regulates calls and con­
nects them to the proper outgoing trunk line 111. Trunk line 
111 may consist of a multitude of connections to any number 
of local, long distance, or international telephone service 
providers. The number of trunk lines 111 depends on the 
outgoing capacity desired by the institution. In addition, 
trunk lines 111 may be analog, digital, or any other type of 
trunk lines not yet contemplated. Electronic switchboard 
device 105 further incorporates an integrated channel bank, 
allowing calls to be processed over either analog or digital 
trunks as required by the call management system 101. 
Specifically, when one trunk line 111 is occupied and 
handling an outgoing communication, electronic switch­
board device 105 automatically accesses an alternate trunk 
line to handle the outgoing communication. If all trunk lines 
on the system are in use, the call may be routed to an 
alternate system (not depicted). For example, electronic 
switchboard device 105 may be interconnected to a multi­
tude of switchboards to allow for expansion of the system to 
meet the capacity desired by the institution. A cross point 
switch integrated into electronic switchboard device 105 
may also accomplish this routing. 

[0129] Multiple processors may also be incorporated into 
the architecture. This allows call processing even after 
parallel component failure. The architecture also provides 
for a sharing of the load between processors, which elimi­
nates system overload during extremely busy periods. The 
multiple processors enable the system to handle large vol­
umes of calls at any time, and ensure system integration. 

[0130] Additionally, electronic switchboard device 105 
performs the voice prompts heard by the inmate and the 
recipient of the call allowing the parties to respond to the 
menu selections. Electronic switchboard device 105 tests 
outgoing trunk lines as calls are placed and digitizes tele­
phone audio for recording and/or biometric voice identifi-
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cation purposes. If no dial tone is present, one of trunk lines 
111 may be taken out of service for a pre-programmed 
amount of time for maintenance. These capabilities are 
pre-programmed into the device's firmware. However, it is 
foreseeable that software and software upgrades may pro­
vide these services in addition to other services useful in the 
present invention. 

[0131] A central site server 113 interfaces within the 
telephone call system 101 via a first serial port 115. In the 
preferred embodiment of the present invention, an RS-232 
serial port is employed for the interference connection. 
However, it is foreseeable that other types of serial ports 115 
commonly known in the art may be utilized. Serial port 115 
may also be comprised of a direct hardware connection or 
may consist of a series of ports and connecting means 
commonly known in the art for connecting electronic 
devices. Serial port 115 is designed to allow firmware driven 
systems, such as electronic switchboard device 105, to 
interface with software-based systems, such as a PC 
designed system operating as a site server. All inmate and 
call information is routed through central site server 113. At 
central site server 113, user call information is digitized for 
efficient data transfer and efficient record keeping. Central 
site server 113 stores at least each user's financial transac­
tion data. It is preferred that central site server 113 also 
stores the digitized audio used for voice prompts as well as 
each user's call restrictions, PIN, biometric verification data, 
etc. However, depending on the memory requirements, 
numerous site servers may be employed. It is foreseeable 
that older archived data may also be stored on an integral or 
a remote computer system database (not shown) or kept on 
additional storage devices on the central site server 113. 

[0132] Connected to central site server 113 via one of 
serial ports 115 is audio recorder 117. In the preferred 
embodiment of the present invention, an RS-232 serial port 
is employed for the interference connection. However, it is 
foreseeable that other types of serial ports 115 commonly 
known in the art may be utilized. Serial port 115 may also 
be comprised of a direct hardware connection or may consist 
of a series of ports and connecting means commonly known 
in the art for connecting electronic devices. Audio recorder 
117 may either be a stand-alone unit or incorporated into the 
hardware of central site server 113, or incorporated into 
other hardware devices within the system. Although it is 
preferred in the present embodiment that audio recorder 117 
is digital, it is foreseeable that other known types of record­
ing devices, as well as those not yet contemplated, may be 
employed in accordance with the teachings of the present 
invention. Audio recorder 117 records the conversations 
performed under the direction of telephone call management 
system 101. Audio recorder 117 may be activated for each 
call unless the number being called is specifically flagged for 
no recording or monitoring, such as calls to or from an 
attorney. Furthermore, audio recorder 117 can monitor mul­
tiple telephone lines simultaneously, using a different 
recorder channel number for each of trunk lines 111. The 
recorder channel number further enables the institution's 
staff to identify the call record they wish to review associ­
ated with a desired outgoing telephone call. Each user 
telephone 102 is further associated with a station identifi­
cation number which allows the staff of the institution to 
identify the particular user telephone 102 a call was initiated 
and conducted from. It is foreseeable that the embodiment 
described herein supports up to 32 inmate telephone stations 
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103 and 24 trunk lines 111. However, multiple units 105 may 
be configured to expand the system to meet the capacity 
demand for the institution. 

[0133] Central site server 113 is controlled by software 
associated with administrative workstation 120. In the pre­
ferred embodiment, administrative workstation 120 is con­
nected to central site server 113 via a local area network 
(LAN). However, it is foreseeable that other types of elec­
tronic connections may be employed. The administrative 
workstation's 120 software can modify call restrictions for 
individual users in addition to all telecommunication activity 
of the institution. Additionally, the software can also track a 
user's commissary information, such as the account balance 
if a debit system is being used. Furthermore, depending on 
the needs of an institution, the database may perform other 
functions. 

[0134] Commissary workstation 121 is used in conjunc­
tion with administrative workstation 120 to manage and 
record a user's financial transactions. In the preferred 
embodiment, commissary workstation 121 and administra­
tive workstation 120 are connected to central site server 113 
via a LAN. However, other known connections, or connec­
tions not yet contemplated may be utilized. Commissary 
workstation 121 can also record other financial information, 
such as the total amount spent on collect calls by each 
inmate, amount spent on debit calls, the total net financial 
transactions for each user, etc. 

[0135] Shadow workstation 123 and investigative work­
station 125 are also employed in the present embodiment. 
Shadow workstation 123 and investigative workstation 125 
are connected via the local area network linked to central site 
server 113 in the present embodiment. Shadow workstation 
123 utilizes a live operator to monitor telephone calls 
without detection. It is foreseeable that this function may be 
performed by software integrated with shadow workstation 
123. The shadow workstation 123 software provides a 
means for patching into a call using circuitry without 
alerting the user or called party to the operator's presence. 
If the operator finds that a call being monitored is suspicious, 
the operator may manually (or by using software) activate 
the audio recorder 117 to record a portion of an active 
telephone call. The called party's number may also be 
flagged in the inmate's profile (stored on administrative 
workstation 120 or central site server 113) to provide future 
monitoring of calls from the specific user to the specific 
called party. 

[0136] Alternatively, software located on central site 
server 113 or investigative workstation 125 may be used to 
passively monitor calls. For example, when certain key 
words or phrases are spoken, voice recognition software 
may activate audio recorder 117 via electronic means and 
alert the proper authorities that a violation has occurred. 

[0137] Furthermore, investigative workstation 125 con­
trols other monitoring and security features interfaced in call 
system. For example, investigative workstation 125 can be 
used to access past conversations stored on audio recorder 
117. Software on investigative workstation 125 may also be 
configured to detect if a third party is present during a user's 
conversation. Investigative workstation 125 or central site 
server 113 may also contain voice recognition software to 
aid in calling or called party voice authentication. Admin­
istrative workstation 120, shadow workstation 123, investi-
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gative workstation 125, and commissary workstation 121 
may alternatively be combined into one or several units. 
Furthermore, administrative workstation 120, shadow work­
station 123, investigative workstation 125, and commissary 
workstation 121 may be integral within the central site 
server. It is also foreseeable that any component may be 
alternately located off site from the other apparati of the 
present invention. 

[0138] Referring next to FIG. 2, shown is an internal 
hardware diagram of electronic switchboard device 105 of 
the preferred embodiment of the telephone call management 
system depicted in FIG. 1. Stations equipped by electronic 
switchboard device 105 can access all trunk lines 111 
accessed by electronic switchboard device 105 through a 
public switched telephone network (PSTN). Connections 
between trunk lines 111 and electronic switchboard 105 are 
supported by cross-point-switch matrix card (CSC) 201 in 
each unit and a set of associated unit-to-unit voice busses 
202. 

[0139] In the present embodiment of the call system, a 
series of bilingual voice prompts are provided. These voice 
prompts guide the user through placing a call through the 
telephone call management system. Pre-recorded voice 
prompts instruct the user how to place the call and announce 
the call to the called party, providing identification of caller 
and location of call. These voice prompts may be digitally 
produced and presented in a concatenated form as is pres­
ently known in the art or other common form in the art. The 
voice prompts may be pre-recorded by the institution and 
retained in an integrated or remote database, or may be 
recorded in any form as is known in the art. Furthermore, 
these voice prompts can be played in the language specified 
by the user's profile, the language specified by the institu­
tion, or in a multitude of languages. 

[0140] In order to operate the telephone call management 
system and place a telephone call, the user is required to 
enter a PIN. The PIN is validated and allows the call system 
to access a user index or a discreet user telephone account 
file. These files contain lists of valid telephone services and 
types of screening used for that specific user. The informa­
tion may be displayed to a user via an associated display 
means, may be electronically provided via a verbal call 
prompt or may be hidden from the user. During the user's 
initial call, a voice prompt (e.g., "At the tone please state 
your name") is used to pre-record the user's name. The 
user's name is recorded for playback to the called party 
during the calling process. This information is also stored on 
the central site server or alternate storage device. Next, a 
user is prompted to enter biometric information (e.g., verbal, 
thumbprint, retinal scan) to be retained by the call system for 
future authorization. After a user provides the necessary 
verification information, a user profile can be established 
including restricted call number, amount stored in a debit 
account, call time restrictions, and other such information. 

[0141] The user's transmission receipt paths can be con­
trolled during the call processing, thus providing control of 
the user's communications with interactive call progress 
prompts and responses, network call progress information 
and tones and the called party during call announcement and 
acceptance. For example, after the call is outpulsed to the 
public switched telephone network (PSTN), the user can 
listen to normal network provided tones, announcements, 
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call answer, and caller acceptance. However, verbal trans­
missions from the calling party may only be heard by the 
called party. 

[0142] Multiple trunk lines 111 are supported by electronic 
switchboard device 105. In addition, different routing to the 
PSTN may be assigned across multiple trunk groups. Use of 
multiple trunk groups may be required or preferred due to 
lower network access charges, routing facilities and usage 
costs, (i.e. local, international, long distance debit, long 
distance collect, etc.). 

[0143] In addition, electronic switchboard device 105 can 
provide digit analysis based on dialed number identification 
system ("DNIS"), other dialed digits, etc., and can route a 
call via the appropriate trunk lines 111. Trunk lines 111 may 
interface the network on direct digital Tl circuits, analog 
circuits, or other like network interfaces. 

[0144] The distributed architecture of the hardware and 
associated software of the electronic switchboard device 105 
comprises Station Interface Subsystem (SIS) 203, Call Pro­
cessing Subsystem (CPS) 205, Digital Interface Subsystem 
(DIS) 207, Data Communication Subsystem (DCS) 209, and 
Concentrator Communication Subsystem (CCS) 212. 

[0145] Station interface subsystem (SIS) 203 provides 
switched connections to call processing subsystem (CPS) 
205. CPS 205 controls digit collection, interactive voice 
prompts, call screening, network access, etc., during the 
inmate calling process. Specifically, during the call routing 
process, if trunk lines 111 in the primary trunk group are all 
occupied, a variation of call treatments may be imple­
mented. For example, the call may be routed to a secondary 
trunk group, a voice message may be played, a congestion 
busy signal may be provided, etc. 

[0146] In the preferred embodiment, SIS 203 contains four 
main components including SIC (Station Interface Card) 
203 which provides power to all telephones, CSC (Cross­
Point Switch) 201 which routes telephone calls from tele­
phone bank 203 to the proper outgoing trunk line 111, LIC 
(Line Interface Card) 215 which converts analog telephone 
signals to a format compatible with the call management 
system, and Spybox 211 which is used for audio monitoring 
of user telephone calls. The basic function of SIS 203 is to 
detect and process off/on-hook call service requests from the 
telephones located at inmate telephone bank 103. SIS 203 
also connects the line to an available call processor card 
(CPC) 210 port for processing the inmate call. In addition, 
SIS 203 provides switched audio connections to Spybox 
211. 

[0147] The originating user off-hook requires connecting 
station interface card (SIC) 213 voice paths via cross-point 
switch card (CSC) 201 to line interface card (LIC) 215. 
Voice path connections are switched and controlled by CSC 
201. The selected LIC 215 outbound port connects the line 
to CPC port 210 for processing the call. Dial tone is provided 
to the inmate when CPC 210 is connected and ready for the 
inmate to enter digits. 

[0148] Call processing system (CPS) 205 controls all 
routing and subsystem interaction processes required by the 
call management system. CPS 205 contains one or more call 
processing cards (CPCs) 210 which provide voice prompts 
to users and receives and record DTMF and voice responses. 
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[0149] Station voice paths switched through the SIS sub­
system 203 are connected to call processing card (CPC) 210. 
In the present embodiment, CPCs 210 have four ports per 
card. However, additional ports per card may be utilized in 
accordance with the objectives of the present invention. For 
example, in the preferred embodiment, call processing sub­
system (CPS) 205 can accommodate up to six CPCs per call 
system unit allowing each electronic switchboard device to 
support up to twenty-four call processing ports. 

[0150] CPS 205 can accommodate multiple CPCs 210 
which allows system redundancy and system availability. 
Real-time call processing loads are distributed across the 
number of configured CPCs 210. In the preferred embodi­
ment, the subsystem is configured with a minimum of two 
CPCs 210 per electronic switchboard device. For example, 
it is preferred that a minimum of two CPCs 210 are utilized 
as a fault protection. If one CPC fails, call processing would 
continue on the other active CPCs 210. 

[0151] Call processing cards (CPCs) 210 support the spe­
cialized call processing features and controls required for an 
institution telephone service. When a user originated call is 
connected to CPC 210, a dial tone is returned to the user. The 
dial tone indicates that the call system is ready for the caller 
to enter digits. During the call process, CPC 210 interacts 
between other subsystems and the call, thereby supporting 
the necessary system call sequence control and prompts for 
completing the call. 

[0152] CPCs 210 collect dial tone multi-frequency 
(D1MF) digit information, or like information, entered by 
the user and provides pre-recorded voice prompts stored in 
system memory card (SMC) 227 delivered to the user via an 
audio record/playback buss. CPCs 210 connect the audio/ 
record playback to the user telephone. Interactive voice 
prompts instruct the user to enter a series of identification 
and/or authentication information. For example, a user may 
be required to provide voice information for authentication 
or recording, D1MF information responses such as a PIN, 
biometric information for authentication, or provide RF 
data. Prompt responses are detected and recorded via CPCs 
210. Biometric responses are recorded via separate hardware 
in the call system using a voice buss that couples to the DIS. 
Voice responses are played on the audio record/playback 
buss to SMC 227 for processing. Processed voice signals are 
digitized and stored in memory (not shown). Once the 
originating call is processed and approved, CPC 210 will 
either connect the call to its associated network trunk lines 
111 and outpulse the call or otherwise be released from the 
call so that the call can be connected by SIS 203 to an 
alternate CPC 210 for outpulsing the call. If the user's call 
is not approved, a special call treatment is returned to the 
user. Special call treatments can comprise voice prompts, 
busy signals, etc. For example, these special call treatments 
generally provide information concerning why the call could 
not be completed and processed. 

[0153] When the call is outpulsed and answered, CPC 210 
provides called party prompts to announce the call, which 
may include asking the calling and called party for voice 
verification. The called party may also have to enter a PIN 
to be authenticated. Call connections are monitored by the 
CPC 210 for the duration of the call. This allows CPC 210 
to detect answer, call acceptance, switch-hook flashes, dis­
connect and provide other supervisory signals. SMDR data 
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(or other like call record information) is collected by CPC 
210 and buffered in SMC 227. 

[0154] The CPC hardware is laid out on a PC board design 
that supports two plug in daughter boards. The main PC 
board is identified as the line card. The larger daughter board 
is identified as the line card extension board. The smaller 
board of the two is identified as the CLICK board. 

[0155] Digital interface subsystem (DIS) 207 converts 
analog voice information to a digital format. Integrated 
analog/digital conversion card (IDC-MSI) 217 handles ana­
log to digital (ND) conversion for the telephone call man­
agement system. Digital T1 interface card TLC 219 routes 
calls to CPU 223. CPU 223 contains software which controls 
user access to the telephone call management system. CPU 
223 can also store all financial and authentication data. 
Furthermore, CPU can be capable of processing any other 
data as may be required within the system. 

[0156] Digital interface subsystem (DIS) 207 provides an 
integrated digital T1 network interface capability for the call 
system. DIS 207 interfaces call processing system (CPS) 
205 lines/trunk ports. DIS 207 formats the digital voice 
signals into a 24 channel digital T1 interface. In addition, 
DIS 207 processes user inquiries and performs account 
update transactions via the LAN. DIS 207 can include an 
integrated analog/digital conversion card (IDC-MSI) 217, 
digital T1 interface card (TLC) 219, PCM extension buss 
(PEE) 221, and a digital subsystem CPU controller card 
(CPU) 223. 

[0157] The integrated analog/digital conversion card 
(IDC-MSI) 217 is a commercial design commonly 
employed in the art. The design is a proven technology and 
is utilized in a large number of switching applications. 

[0158] This design is based on a Dialogic® modular 
station interface (MSI) board or other similarly designed 
boards. A PC-AT form factor board was developed by 
Dialogic® to support integrated digital switching functions. 
The board is compatible with PCM extension buss (PEE) 
221 based designs. Furthermore, the board is compatible 
with the North American (1.544 Mb/s transmission rate, 
u-law PCM coding) and European (2.048 Mb/s transmission 
rate, A-law PCM coding) digital interface standards. 

[0159] The Dialogic® MSI board consists of a mother­
board that can accommodate up to six base modules or two 
add-on modules. The six-module version supports four 
analog port interfaces per module. The two add-on module 
version supports twelve analog port interfaces per module. 
Each version fully configured supports up to 24 inbound 
analog ports. These analog ports are connected to distribu­
tion blocks for grading to the CPC's line-side interface ports. 
The CPC and IDC blocks are used for cross-connection the 
CPC ports 240 to the IDC ports. 

[0160] Data Communication Subsystem (DCS) 209 con­
trols data communications between multiple call manage­
ment systems. DCS 209 contains data communication card 
(DCC) 225, system memory card (SMC) 227, and PC 
Interconnect Card (PCI-1) 221. 

[0161] Multiple unit systems require communications 
between units. This is supported by equipping one of the 
units with a communications concentrator subsystem (CCS) 
212. CCS 212 contains system concentrator communication 
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card (SCC) 229, concentrator memory card (CMC) 231, and 
a second PC interconnect card (PCI-2) 233. 

[0162] Completed calls to trunk lines 111 require that 
caller identification and instructions be provided to the 
called party. A variety of programmed voice prompts can be 
used to announce the call and to instruct the called party. 
Typical voice prompts include information regarding where 
the call originated from, the type of call (i.e., collect/ 
prepaid), how to accept or decline the call, how to deny 
future calls from the same caller, etc. For example, if the 
user (John Doe) places a collect call, the message "You have 
a collect call from John Doe. Dial -55- to accept the call or 
hang-up to decline the call," may be played. If the called 
party enters positive acceptance, the caller is provided a 
transmission path. 

[0163] Throughout the duration of the call, the system 
monitors the called party line for switch hook flashes. 
Detection of these flashes may indicate potential three-way 
calling/conference feature activation by the called party. If a 
hook flash is detected, the system may be programmed to 
limit the call to a certain time duration, and/or to play a 
warning tone or play an announcement to both parties thirty 
seconds prior to disconnect. 

[0164] In addition, design features prevent the user from 
reaching live operators or the ability to chain dial. Each call 
process requires that a specific disconnect duration to the 
network is completed. New call attempts are forced through 
a rigid call state sequence and screening, which includes a 
number of authentication means such as a PIN, biometric 
information, and/or RF authentication. 

[0165] A number of features are provided to aid in call 
screening. Each user profile may contain a list of telephone 
numbers to which calls may be placed. Certain exchanges or 
prefixes, such as 1-800, may also be blocked. Other options, 
such as the number of calls allowed, call minutes allowed, 
or restriction to specific forms of call payment may be 
specified. 

[0166] Concentration communication subsystem (CCS) 
212 is responsible for supporting communications between 
the call system units and to the servers. CCS 212 includes a 
system concentrator communication card (SCC) 229, a 
concentrator memory card (CMC) 231, and a second PC 
interconnect card (PCI-2) 233. 

[0167] CCS 211 is configured using the same basic hard­
ware cards as utilized in the data communication card 
system. However, each memory card is independent and 
operates under different software systems. 

[0168] Call detail records (CDRs) collected in the CPCs 
210 are typically communicated to DCS 209 over the CPC 
COM port disposed within call processing system (CPS) 
205. The CDRs are then buffered in SMC 227. The CDRs 
may also be transmitted to CCS 212 and buffered in CMC 
231. CMC 231 may act as an interim backup for the CDR 
records. When requested, the buffered CDR's are also trans­
mitted via CCS 212 to the server(s). 

[0169] Each CDR transmitted and acknowledged by the 
server is flagged by the memory cards. Servers use a polling 
method during low traffic periods to upload CDRs from the 
memory cards. During the next polling sequence, only the 
CDRs that have not been acknowledged are transmitted to 
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update the server CDR database. Basically, CDRs may at 
one point be buffered in a DCS memory card (SMC 227), a 
CCS memory card (CMC 227), or a server database (located 
in central site server (113 from FIG. 1). This capability 
enhances CDR reliability and recovery. 

[0170] Referring next to FIG. 3, shown are station inter­
face card (SIS) 203 and its four main components, namely 
station interface card (SIC) 213, cross-point switch card 
(CSC) 201, line interface card (LIC) 215, and spy remote 
audio interface module (RAI) 335. As described above in 
FIG. 2, SIS 203 is integrated within electronic switchboard 
device 105 and provides a connection point between tele­
phone bank 103 and Data Communication Subsystem 209. 
Generally, SIS 203 detects the on-hook status of user tele­
phones and provides the appropriate response signal (e.g., 
dial tone, busy signal, etc.). 

[0171] As shown in FIG. 3, the first main component of 
SIS 203 is station interface card (SIC) 213. In the present 
invention, each user telephone in telephone bank 103 is 
connected to the system via a two wire (tip/ring) cable pair 
used for each communication line. These lines are connected 
to individual subscriber line interface circuits (SLICs) 301 
on SIC 213. In this embodiment, SIC 213 supports 32 SLICs 
301 per SIC 213. One SIC 213 is equipped per electronic 
switchboard device configured in the call processing system. 

[0172] SIC 213 has subscriber line interface circuits 301 to 
connect and provide power to user telephones 103. Indi­
vidual switch-hook detect circuits 305 monitor the telephone 
lines for on/off-hook states. Generally, the normal line state 
is either idle or on-hook. However, detection of an off-hook 
state represents a new call service request. 

[0173] SIC 213 converts the 32 balanced 600 ohm two 
wire line circuits into 32 individual single wire two-way 
voice busses. The 32 voice busses connect to [A] point array 
313 and [C] X-point array 315 on CSC 201. Busses then may 
be connected via CSC 201 to idle CPC ports 240 for call 
processing. When a valid connection is established, the CPC 
returns a dial tone to telephones located within user tele­
phone bank 103. 

[0174] Calls originating from SIC 213 that cannot be 
connected to idle paths generate a busy tone from generator 
317. CSC Z8 control processor 309 selects the send busy 
circuit in the SIC 317 (via circuitry not depicted). SIC 213 
connects the busy tone signal 319 to a telephone in phone 
bank 103. When the telephone disconnects, the circuit is 
released and the telephone is ready for a new call origin a­
tion. 

[0175] CSC Z8 control processor 309 on CSC 201 con­
tinuously queries switch hook memory detect circuit 305 to 
detect new off-hook service requests. When a permanent 
off-hook or an invalid connection is detected, esc Z8 
control processor 309 enables send busy signal 317. This 
places the station line in a permanent or lockout busy state. 
The condition may be cleared when the telephone or faulty 
off-hook status is restored. When a condition is restored, the 
station line can originate new calls. 

[0176] The second main component of SIS 203 is cross­
point switch card (CSC) 201, which provides a 32 by 24 
cross point switching matrix for connecting stations to call 
processors and network trunks. In addition, it also performs 
switch connections for Spybox 211 monitor access. 
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[0177] esc 201 supports an automatic reroute feature. 
Connections to CPC ports 240 during the call process may 
be switched to a second CPC port. This reroute may be 
required to access an idle trunk for a different call type route. 
This feature allows call connections to be rerouted in the 
system to pre-designated call treatment types or alternate 
trunks. 

[0178] Upon initialization, CSC Z8 control processor 309 
reads and loads programs from onboard E-PROM based 
program memory 307. During initialization, CSC Z8 control 
processor 309 performs subsystem reset 321. At this point, 
CSC Z8 control processor 309 performs hardware diagnos­
tics and data validation. Configuration control information is 
sent to the Data Communication Subsystem (DCS) 209 
concerning the in-service station location addresses which 
are mapped into program memory 307. Under control of 
CSC Z8 control processor 309, address decoders decode the 
on/off states. The CSC 201 decodes the addresses to select 
[A] X-Point array 313 or [C] X-Point array 315 X-Address 
location for that individual station. 

[0179] During operation, onboard watch dog time (WDT) 
323 monitors the processor operation and sanity. WDT 323 
will automatically reset the hardware if any abnormal con­
dition would prevent the recovery of CSC Z8 control 
processor 309. Reset 321 then causes the subsystem to 
re-initialize and return to a normal in-service state. In the 
case of an invalid on/off hook state or connection, CSC Z8 
control processor 309 reset logic can restore the call con­
nection to an idle state, set busy connect for permanent 
off-hook stations, or reset LIC connect relay 325. LIC 
connect relay 325 may be enabled or reset under control of 
the CSC Z8 central processor 309 to connect or release the 
CPC port. Release of the CPC port will disconnect the 
forward connection to the network. 

[0180] In the present embodiment, concentration may be 
introduced by esc 201 between its 32 station ports and 24 
LIC ports. The level of concentration per unit, provided all 
32 stations and 24 trunks are assigned, is 32:24. This would 
limit the number of simultaneous calls per unit to 24. 
Concentration levels may be varied by the assignment of 
stations and trunk lines across the equipped unit. For 
example, these levels can be 1:1 for a non-concentrated 
configuration. It is foreseeable that alternate concentration 
levels may be provided depending on the number of stations 
and trunk lines utilized in the telephone call management 
system. 

[0181] Still referring to FIG. 3, [A] X-point array 313 
provides a 32 by 24 matrix. This array cross connects the 32 
SIC 213 voice busses to any of the 24 LIC 215 voice busses. 
The 24 LIC outbound circuits are connected to individual 
CPC ports 240 in the unit's call processing subsystem (CPS) 
205. 

[0182] When CSC Z8 central processor 309 detects a new 
call origination, the outbound 24 voice busses on [A] 
cross-point array 313 are selected first. The first choice 
routes are to the CPC ports 240 within the same unit. 
Secondary routes to CPC ports 240 in other companion units 
are connected through the [C] X-Point array 315. [E] 
X-point array 327 provides a 16 by 24 matrix. Eight of the 
sixteen voice busses represent the inbound unit/unit OUT 
and unit/unit IN busses. These busses are used to switch 
station connections to and from other companion units. 
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Outbound access to the busses is via [C] X-Point array 315. 
Unit/unit inbound access to the 24 LIC 215 voice busses is 
through [E] X-Point array 327. 

[0183] The other eight busses are unit/unit IN busses, 
commonly referred to as half busses. These busses support 
inbound voice connections for Spybox 211 monitor connec­
tions. Monitor access is provided through [E] X-Point array 
327, establishing the monitor connection on the trunk side of 
the call path. A set of dipswitches (16 switches) on CSC 201 
provides the option to connect or disconnect the unit/unit 
voice busses. 

[0184] The processor's serial COM port (located on the 
processor) provides data communications between esc 201 
and data communication subsystem (DCS) 209. COM port 
329 supports inter-processor communications between units 
for call connections and unit/unit call control. In addition, in 
an offline mode, the port may be used to support external 
maintenance and debug access. 

[0185] A third main component of SIS 203 is line interface 
card (LIC) 215, which interfaces SIS 203 to call processor 
subsystem (CPS) 205. LIC 215 converts the 24 outbound 
voice busses from esc 201 to 24 (balanced 600 ohm) 
two-wire interface circuits. These circuits are connected to 
individual CPC ports 240. The CPC ports 240, under control 
of CSC Z8 control processor 309, provide access for call 
processing and network trunk lines. 

[0186] Each of the 24 LIC inbound ports directly interface 
the voice buss from CSC 201. The audio path conversion 
includes a balanced 600/600 ohm transformer coupled cir­
cuit (not shown) and connect relay 325. 

[0187] Connect relay 325 controls the seizure and the 
release of the associated CPC port 240. When the relay 
circuit is enabled, the LIC port extends an off-hook to CPC 
port 240. In a normal or release state LIC 215 extends 
on-hook status to CPC port 240. Control of the relay is 
performed by CSC Z8 control processor 309 address/data 
buss via 1/o address decoder 331. A current detect circuit 333 
output is read by CSC Z8 control processor 309. Current 
detect circuit 333 monitors the loop current in the connec­
tion to the CPC port. This permits CSC Z8 control processor 
309 to detect the call path connect and disconnect status. 

[0188] A coupled component of SIS 203 is Spybox card 
(SEC) 211, which supports non-intrusive access to monitor 
and record user calls. In the present embodiment, the eight 
SEC inbound ports interface to the CSC X-point single wire 
voice busses, which then convert the single wire technology 
to a balanced 600 ohm two-wire tip and ring voice circuit. 
The eight outbound two-wire ports connect to remote audio 
monitor devices. Monitor access in each unit is connected by 
X-point array [E]327. Each monitor path is cross connected 
to one of the 24 inbound voice paths to the LIC. 

[0189] Spy channel access is connected through the [E] 
X-Point array 327. The actual monitor connection is made at 
each unit's LIC inbound voice buss. Therefore, each monitor 
point connection is made at the trunk side of the telephone 
call. 

[0190] The eight spy channel busses have access to a set 
of eight unit/unit voice busses. These unit/unit buss connec­
tions provide access to other companion units in the system. 
The unit/unit busses connect to the [E] X-pt array 327 in 
each equipped unit. 
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[0191] The CSC Z8 control processor 309 controls acti­
vation of a spy channel connection to an individual tele­
phone call. A monitor request by a spybox workstation 
routes a unique broadcast message to the call system units. 
The broadcast message is sent to each equipped CSC 201 via 
the COM port. CSC 201 (with the actual telephone call) 
acknowledges the broadcast message and then completes the 
monitor connection. 

[0192] The eight inbound spy busses connect to line 
current detect circuit 333 on SEC 211. This interface circuit 
converts the voice buss into a 600/600 ohm balanced two­
wire tip and ring line circuit. These line circuits from SEC 
211 connect to Remote Audio Interface (RAT) circuit mod­
ule 335. Each SEC line circuit to RAI 335 has a line current 
regulator and a line current detector circuit. 

[0193] The line current regulator is enabled or disabled 
under control of CSC Z8 control processor 309. The line 
current regulator controls loop current to RAI 335 when the 
monitor connection is established. The line current detect 
circuit senses the loop current to RAI 335. Output of the 
detect circuit is addressed and read by CSC Z8 control 
processor 309. This allows the processor to determine the 
RAI module line connection state. 

[0194] The final component of SIS 203 is spy remote 
audio interface module (RAI) 335, which is a single port 
audio monitoring module. Each RAI 335 uses line power 
from SEC 211 to detect an active monitor connection. An 
isolation transformer connects the inmate audio to the moni­
tor OUT and speaker jack. RAI 335 can be placed at various 
monitor locations at the inmate facility. Each RAT 335 
provides a control circuit for activating the recording device. 

[0195] An isolation transformer provides a balanced 600 
ohm tip and ring circuit to the device for recording the 
inmate conversations. A 1/s" speaker T, R, and S stereo jack 
located on the module may be used to support an external 
speaker connection. 

[0196] Now referring to FIG. 4, shown is a schematic 
diagram of call processing card (CPC) 210. CPC 210 is an 
integral device located within the electronic switchboard 
device. However, CPC 210 may be located external to the 
electronic switchboard device while still performing the 
basic functions described herein. Call processing card pro­
cessor 401 is initialized from E-PROM based program 
memory 403 when the system powers up. Onboard watch 
dog time (WDT) 405 monitors sanity of the processor. Call 
processing card processor 401 will automatically try to 
recover from abnormal hardware or software error condi­
tions that affect processing. If this error state is persistent 
and call processing card processor 401 is unable to recover, 
onboard WDT 405 will automatically force reset call pro­
cessing card processor 401. This will cause CPC 210 to 
reinitialize and return to service. The onboard RAM sup­
ports real time database access and is battery-backed for data 
integrity. 

[0197] The LIC outbound ports connect to CPC telephone 
side ports 407. The telephone side port signal leads 450 are 
identified as T-out and R-out. 

[0198] The LIC outbound ports extend a loop closure 
signal to the CPC 210. This initiates CPC 210 seizure and 
connects the station voice path. CPC 210 enables DTMF 
receivers 409 and returns a dial tone that confirms originat-
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ing access. This signals the system is ready for the system 
user to press digits on the telephone keypad. In addition, 
onboard tone generator 411, which is under control of the 
call processing card processor 401, sends a dial tone to the 
station via the line interface logic. 

[0199] CPC line interface logic design 413 includes both 
forward connect circuit (FCR) 415 and second connect 
circuit (SCR) 417. Processing a call requires the station and 
line side paths be independently controlled by call process­
ing card control processor 401. This allows call processing 
card control processor 401 to control transmit and receive 
path information during the user call process. 

[0200] After the initial seizure of CPC telephone side port 
407, the station and line side are split via FCR 415. Enabled 
DTMF receivers 409 detect the information digits entered by 
the user. A typical dial plan allowed may include 1 + 10 digits 
for debit account type calls terminated to national numbers, 
0+ 10 digits for collect type calls terminated to national 
numbers, or any other foreseeable combination of digits. 
Biometric and/or voice verification may occur either before 
or after DTMF tones have been entered. 

[0201] Call processing card control processor 401 collects 
the digits entered by the user and routes the digits to a 
database capable of providing digit comparison. Digit analy­
sis is performed to determine the call type (collect, debit, 
speed dial, national, international, etc.). 

[0202] The call system may require users to enter a 
Personal Identification Number (PIN). Any range of digits 
may be used. However, to handle most institution require­
ments, the range of the PIN is one to nine digits or characters 
typically. Each number is unique to a user. The PIN may be 
used to index a discrete user file by the User Telephone 
Account Control (UTAC) server or an inmate telephone 
account control (ITAC). COM port 419 on CPC 210 sup­
ports communications with the server via data communica­
tion control card (DCC) (i.e., 225 of FIG. 2.). The CPC 
subsystem design supports up to six COM ports, one for 
each CPC control processor 401. 

[0203] Bong tone 421 is played to the user after the digits 
are entered. Bong tone 421 signals the user that the system 
is in the auto attendant mode. In the auto attendant mode, 
interactive voice prompts will interface to the user and guide 
the user through the calling process, possibly asking for 
biometric authentication, and providing a means to interface 
the user entered data to the call system. 

[0204] Each CPC has audio record/playback logic 423 
interfaced to four 1!0 busses 425. 1!0 busses 425 connect to 
the call system voice memory card (SMC) (i.e., 227 of FIG. 
2.). Preferably, each of the four 1/o busses 425 is a single 
wire audio buss, although other configurations may be used. 
Each 1!0 buss 425 supports one of four CPC telephone side 
ports 407. Audio record/playback logic 423 under control of 
CPC processor 401 permits individual record/playback on 
either audio 1!0 buss 425. Audio buss 425 can be enabled to 
play or record on either the station and/or the line side of the 
connection. 

[0205] The telephone call management system of the 
preferred embodiment supports playing voice prompts that 
guide a user through the call process. Audio record/playback 
logic 425 supports recording of the user's name and the 
called party's name for later use in voice prompts and/or 
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voice authentication functions. In addition, audio record/ 
playback logic 425 supports playback of pre-recorded voice 
announcements to the called party when answered. Based on 
call type and the user data profile, different voice prompt 
menus may be selected according to the user's preferred 
language and other like options. 

[0206] The interface logic's line side is open until CPC 
control processor 401 is ready to extend the call. Line side 
ports interface and connect toward the network. Port signal 
leads 408 are identified as T-in and R-in. Port signal leads 
408 connect to either PS1N network analog trunk line 111 
facilities or integrated analog/digital conversion card (IDC­
MSI) (i.e., 217 of FIG. 2, not shown) for direct digital T1 
network facilities. 

[0207] A trunk group is determined during the digit analy­
sis based on the dial plan. If the current CPC trunk interface 
is a member of the selected trunk group, the trunk can be 
seized. CPC processor 401 enables SCR circuit 417 to seize 
the appropriate trunk circuit. 

[0208] Each line side port may be either a loop or ground 
start operation. Ground start relay circuit 427, under control 
of CPC processor 401, provides the ground start feature. 

[0209] When the CPC trunk interface is not in the trunk 
group selected, the call must be switched to an alternate CPC 
path. The alternate CPC path selection is initiated by mes­
sage via COM port 419 to the DCC (i.e., 225 of FIG. 2., not 
shown). 

[0210] DTMF senders 409 under control of CPC processor 
401 are attached to outpulse the network information digits. 
Based on the network trunking plan, various interface pro­
tocols may be supported (debit, collect, long distance, etc.). 

[0211] During network seizure, information outpulsing 
and call setup, various call progress tones or states may be 
encountered. The CPC line interface logic supports detec­
tion of these network progress tones and supervisory states. 
Progress tone decoder circuit 429, under control of CPC 
processor 401, detects the various network progress tones. 
Complex software and hardware algorithms are used to 
detect network progress tones and states. The states include 
dial tone 431, congestion busy signal, subscriber intercept 
tone, call intercept announcement, line busy signal, ringback 
tone 433, ring no-answer, answer supervision, and quiet. 
Loop polarity detection circuit 435 in CPC 210 supports 
hardware answer supervision. The detect circuit looks for a 
reverse tip and ring loop polarity. 

[0212] Optionally, CPC 210 has "CLICK" detect circuit 
437 which monitors the network line when answer super­
vision has been declared. The circuit supports detection of a 
rotary dialed called party acceptance. Call acceptance by the 
called party using a touch-tone telephone is detected via an 
enabled CPC DTMF receiver. "CLICK" detect circuit 437 
also supports flash-hook detection used for third-party/ 
conference call setup by the called party telephone. 

[0213] The PSTN analog trunks utilized with the present 
invention are typically two-wire line interfaces used for 
local TELCO access. For this type of line, CPC 210 con­
nections appear on type 66 distribution blocks, which are 
used to cross-connect the CPC ports 240 to the TELCO 
lines, or to the IDC ports. 
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[0214] Referring next to FIG. 5, shown is a block diagram 
of digital interface subsystem (DIS) 207. IDC-MSI card 217 
provides integrated analog to digital (ND) conversion. AID 
conversion is performed on the voice circuits from the CPC 
ports 240 to the digital T1 interface card (TLC) 219. Analog 
ports from CPCs connect to IDC-MSI card 217 at IDC 
analog interface port 501. Each analog interface port 501 
contains electrostatic discharge circuits to filter out sharp 
high voltage transients. A line interface circuit provides loop 
control and transmission battery feed. The coder/decoder 
(CODEC) converts inbound audio from analog to 8-bit 
digital audio signals and outbound audio from digital to 
analog, aiding in voice recording, biometric authentication, 
and the like. 

[0215] The CODEC's digital audio signals are gated onto 
the time slot interchange (TSI) switch. The TSI receives 
digitized audio signals from the CODEC. Channel switch­
ing/connection signals are provided from the onboard con­
trol processor for each of the 24 channels. 

[0216] In the preferred embodiment, the TSI switch acts as 
a traffic coordinator to buffer and gate the digital data from 
each channel. After the digital data is managed by the TSI 
switch, the digital signals are routed to PCI-1221 (shown in 
FIG. 2). Digital signals are in a Digital Service Level 0 
(DSO) format. DSO channelized signaling is a 64 Kb/s data 
digitizing rate used for T1 and E1 systems. Although Digital 
Service Level 0 (DSO) is utilized in the present embodiment, 
other formats compatible with the objectives of the present 
invention may be utilized depending on the requirements of 
an institution call system. PEE buss 550 links IDC-MSI card 
217 PCM channels to TLC 219 and DTI 505. 

[0217] IDC-MST card 217 is slave to the digital sub­
system CPU card (CPU) 223. In the present embodiment, 
IDC-MSI card 217 edge connector supports PCI!ISA control 
buss format, however, other formats may be supported. 

[0218] In the preferred embodiment of the present inven­
tion, DTI hardware 505 is a commercial design presently 
known in the art. Deployed in a large number of switching 
applications, the design is a proven technology. Specifically, 
the design is a derivative of a hardwire design similar to 
Dialogic's® D/24-SC-Tl digital T1 interface card. 

[0219] The basic function of TLC 219 is to provide an 
integrated digital T1 network interface. When using the 
institution call system of the present invention, it replaces 
the need to use special channel bank type equipment. 

[0220] Digital subsystem CPU controller card 223 hard­
ware is a commercial design. The design is a proven 
technology and supports various TELCO system applica­
tions. Key functions of CPU 223 include the processing of 
the digital interfaces, subsystem statistics, user inquiries, etc. 

[0221] Digital subsystem controller card 223 is a full size 
card. The Pentium processor based CPU 223 accommodates 
up to 256 MB DRAM memory. A secondary level 512 KB 
cache is also provided. Communications between digital 
subsystem CPU controller card 223, TLC 219, and IDC-MSI 
217 is provided by the PCI!ISA buss. Floppy disk controller 
509 supports loading updated programs/data files. Hard disk 
511 provides storage media for digitized voice and data files. 

[0222] Inquiry requests may be initiated by a user of the 
system from one of the available telephones. Unique access 
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codes along with the PIN number, biometric authentication, 
or RF authentication, may be entered once the user receives 
dial tone from digital subsystem CPU controller card 223. 
When digital subsystem CPU controller card 223 receives 
the digits, it connects to the line side and resends the digit 
information to IDC-MSI 217. The analog information is 
digitized by IDC-MSI 217 and routed via PEE buss 550 to 
TLC 217. Information digits may then be processed by 
digital signal processors (DSPs) in TLC 217. 

[0223] TLC 217 has drop-and-insert capability to support 
digital data outputs that may be processed by digital sub­
system CPU controller card 223. The drop-and-insert feature 
in addition supports playback of digital voice prompts 
during the inquiry process. 

[0224] Digital voice files are preferably stored on hard 
disk 511 of digital subsystem controller card 223, although 
the digital voice files may be stored anywhere accessible to 
the system, whether local or remote. The processing of digit 
information and the use of special menus support the inter­
active inquiry process. In this embodiment, the recorder is 
incorporated into CPU 223. CPU 223 also contains software 
capable of analyzing biometric data from biometric sensor 
109 (all depicted in FIG. 1, not shown) via COM port 521. 
It also contains software to analyze RF data 523 from RF 
receiver 107 via COM port 525. 

[0225] Digital subsystem CPU controller card 223 LAN 
interface supports communication with the servers and asso­
ciated inmate account information. This supports account 
transaction processing between ITAC and other inmate data 
files. 

[0226] Digital subsystem CPU controller card 223 board 
connectors support connection to external I/O devices. For 
example, CPU 223 may include display 513, keyboard 515, 
and/or COM ports 517 and 519. 

[0227] Now referring to FIG. 6, displayed is a schematic 
diagram of the interface structure of TLC 229. The TLC 229 
is an integral part of the digital interface system of the 
telephone call management system of the present invention. 
Digital Tl signals from the network enter the DTI-IDC card 
(not shown) via TlXC line interface 601. The incoming Tl 
bit stream is interfaced to Tl interface circuit 603. Tl 
interface circuit 603 acts like a traffic coordinator for gating 
the digital signals. It buffers the digital data received for each 
channel and interfaces the data to PEE buss 550. The serial 
bit stream contains the digitized voice and signaling infor­
mation for each channel. Under the control of TLC onboard 
control processor 605, Tl interface card 603 can route a 
channel being processed to any available PEE buss 550 time 
slot. 

[0228] PEE buss 550 supports up to 24 time slots in the 
preferred embodiment of the present invention. However, 
the number of time slots may be altered depending on the 
desired capacity of the call system of the present invention. 
This enables the telephone call management system to route 
channels to/from the IDC-MSI card. Each time slot is a 
digitized bit stream and represents one voice channel. This 
enables Tl interface card 603 to switch voice channels on 
PEE buss 550 to and from the IDC-MST card analog 
interface ports. 

[0229] PEE buss 550 time slot data may be routed to a 
series of digital signal processor (DSP) 607 interface. DSP 
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607 processes the digitized audio signals data on each 
channel. This design supports channel drop-and-insert capa­
bility. Under control of TLC onboard control processor 605, 
digital data may be extracted from the bit stream and/or 
inserted into the bit stream. 

[0230] Digital signal processor 607 supports user inquiry 
features of the call system and any voice authentication that 
may be employed. Digital signal processors 607 may be 
programmed to perform signal analysis, to automatically 
adjust gain control, to compensate for variations in the level 
of incoming audio signals, to compress digitized voice data 
compression, to send and/or receive DTMF or inband sig­
naling, to monitor channel conditions and status, to detect 
presence of tones (DTMF, MF, etc.), detect silence/quiet, to 
determine if a caller is not responding, to decompress stored 
audio data, to compress audio data for playback, to adjust the 
volume and rate of speed of playback, to signal bit control 
(off-hook, on-hook, etc.) based on trunk types (FXS, E&M, 
etc.), etc. 

[0231] TLC onboard control processor 605 controls TLC 
603 operation via local control buss 609. Local control buss 
609 interprets and executes commands from TLC onboard 
control processor 605. Communications between TLC 
onboard control processor 605 and the host CPU is via dual 
port shared RAM memory 613. Dual port shared RAM 
memory 613 acts as an input buffer and/or output buffer. 
Upon initialization, the operating firmware that controls 
TLC 603 is downloaded from the CPU. It is downloaded 
into the onboard code/data RAM via dual port shared RAM 
interface 614 via PCI!ISA control buss 503. 

[0232] Specifically, control of the digital interface sub­
system is provided by configuration manager 611. Configu­
ration manager 611 determines and sets various board level 
operational parameters. This feature eliminates the need to 
set confusing jumpers or dipswitches. 

[0233] Referring next to FIG. 7, shown is a block diagram 
depicting the performance of the data communication card 
(DCC) 225 of the preferred embodiment of the present 
invention, as depicted in FIG. 2. In the design of the 
preferred embodiment, DCC 225 supports up to 15 serial 
communication ("COM") ports 701. However, any number 
of serial COM ports 701 may be utilized depending on the 
capacity requirements of the telephone call management 
system. Server UARTS (Universal Asynchronous Receiver 
Transmitter) (2 ports per UART, however, any number may 
be utilized) (i.e., 705, 707) and internal central processor's 
COM port 717 effect communication between subsystem 
cards. 

[0234] In the preferred embodiment of the present inven­
tion, one of UART ports 705 supports an internal modem 
circuit for remote dial access. In addition, six ofUARTports 
707 are dedicated for connecting up to six CPC serial COM 
ports 701 from the CPS. Other serial COM ports 701 include 
one port dedicated for CSC communications and a second 
COM port dedicated for communications with the system 
concentrator communication card. Communications 
between the data communication card and the system 
memory card is via internal processor COM ports 708. 

[0235] A battery backed real time system clock 709 on 
DCC 225 supports an accurate date and time stamp function. 
This capability is used for time stamping call detail records 
(SMDR) and reports. 
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[0236] Data communication card central processor 717 
sanity is monitored by internal watch dog timer (WD1) 711. 
This feature provides a hardware type reset for data com­
munication card central processor 717. For example, if a 
non-recoverable error condition affects the processor sanity, 
the feature would force reset data communication card 
central processor 717. Furthermore, WDT 711 feature may 
force data communication card central processor 717 and/or 
SMC processor to reset. 

[0237] DCC 225 has two types of memory located on the 
board, which include ROM (read only memory) 713, 
equipped at either 256 or 512 kB in the present embodiment, 
and SRAM (static random access memory) 715, equipped at 
512 kB in the present embodiment. ROM 713 contains the 
operating programs for DCC 225. On power-up, data com­
munication card central processor 717 boots and initializes 
the operating programs. 

[0238] Battery-backed SRAM 715 supports real time and 
configuration data requirements. Configuration data may be 
site specific. Alternatively, site programs can be downloaded 
from remote operations centers. 

[0239] PCI-1 703 is based on a passive card design. It 
consists of connectors that distribute and connect signals 
between subsystem cards. Each call system unit is equipped 
with one PC card referred to as PCI-1. The PCI-1 card 
supports the distribution of signals between DCS, SIS, and 
CPS in each unit. The PCI cards plug into a standard card 
slot in the Call system unit. 

[0240] DCC 225 controls and performs communications 
functions between electronic switchboard unit subsystems. 
In addition, DCC 225 supports communications with units 
and subsystems via the CCS. Some operational and main­
tenance features of the DCC 225 hardware include visual 
indicators, special line modem access jacks, external serial 
COM port access jacks, reset & write protect switches, 
memory equipped options, etc. 

[0241] In the preferred embodiment, modem access for 
remote maintenance and administration is supported by line 
modem 720 and line modem jack 718, such as a RJ14 
telephone jack. Generally, the access line usage is low and 
may be controlled. Therefore, an option makes it possible to 
share the line for user calling to allow for efficient operations 
of the call system. 

[0242] Next referring to FIG. 8, shown is the architecture 
of system memory card (SMC) 227 of the preferred embodi­
ment of the present invention as disclosed in FIG. 2. 
Functionally, system memory card 227 provides voice pro­
cessing and buffering of digitized voice files for use as 
interactive voice prompts and/or use as voice authentication. 
SMC 227 also performs buffering for call detail records and 
inmate voice recordings. SMC 227 communicates with the 
data communication card via the SMC processor 805 inter­
nal COM ports. SMC 227 and SMC processor 805 support 
data and voice communications in the electronic switch­
board device of the call system of the present invention. 
Watch dog timers 803 on processors 805 monitors sanity. 
SMC processor 805 will reset the internal control of the 
DCC of the present invention and vice-versa. 

[0243] The preferred embodiment of the present invention 
provides for four (8 by 4) cross-point arrays 809. However, 
other crosspoint arrays and configurations may be used. 
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Each cross-point array 809 provides access to the four voice 
processing circuits on the SMC provided in the preferred 
embodiment of the present invention. Each equipped CPC 
provides four audio line record/playback buss connections to 
SMC 227. Based on a fully equipped unit (6 CPSs per unit 
at 4 audio line busses each) a total of 24 audio line buss 
cross-connections are used in the present embodiment. For 
example, each one of the first three arrays supports four 
audio line busses from 2 call processing cards. Specifically, 
each array may access any of the four voice processor 
circuits 811 of the present embodiment. 

[0244] Voice processor circuits 811 code user voice sig­
nals into digitized voice files for recording and use for 
authentication. Voice processor circuits 811 also decode user 
digitized voice files and convert the digital signals to audio 
signals for playback. 

[0245] Furthermore, first-in, first-out (FIFO) buffer 813, 
along with the SMC processor's 805 DMAbuss allow larger 
digitized voice data files to be moved fast and efficiently to 
and from memory. A multitude of FIFO buffers 813 may be 
utilized for providing a more efficient call system. 

[0246] Alternatively, or in addition to the FIFO buffers, 
memory extension modules 815 may be utilized and 
designed as plug-in modules for the SMC 227 (as depicted 
in FIG. 2, not shown). Memory extension modules 815 
contain four Meg memory expansions per module in the 
preferred embodiment of the present invention. 

[0247] Referring next to FIG. 9, depicted is a block 
diagram of the system concentrator card (SCC) 229. SCC 
229 is a communications interface controller between mul­
tiple electronic switchboard devices and is generally inte­
grated within the electronic switchboard device of the 
present invention. sec 229 supports and controls up to 15 
serial COM ports 901 in the present embodiment of the 
invention. Serial COM ports 901 generally comprise 7 
UARTS 903 (2 ports per UART) and the SCC internal 
processor's serial COM port 905. 

[0248] Specifically, in this embodiment, one UART port 
907 supports an internal modem circuit 909 for remote dial 
access. Typical COM ports used in SCC 229 include four 
serial COM ports which are used to connect to the DCC in 
each electronic switchboard device unit equipped and one 
serial COM port used to connect to a server COM port. In 
the present configuration, the SCC processor's COM ports 
905 connect directly to the CMC 231 COM port. Further­
more, a battery backed real time clock circuit 911 is also part 
of the sec design. 

[0249] sec internal processor 915 sanity is monitored by 
an internal watch dog timer feature 913. This feature pro­
vides a hardware type reset for sec internal processor 915. 
If a non-recoverable error condition affects the processor 
sanity, the feature force resets the sec internal processor 
915. 

[0250] sec 229 comprises two types of memory located 
within the system. Specifically, SCC 229 includes pro­
grammed memory ROM 916 (read only memory), equipped 
at either 256 or 512 kB in the present embodiment, and data 
memory SRAM 917, (static random access memory) 
equipped at 512 kB in the present embodiment. Although the 
specific memory capacity for the system is provided for 
disclosure purposes, it is foreseeable that additional 
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memory, either internal or external to the system, may be 
provided depending on he desired capacity of the call 
system. Generally, ROM is used for program memory and 
contains the SCC's operating software. 

[0251] In the preferred embodiment, CMC 231 performs 
buffering for call detail records as a backup to the system 
memory card. The CMC 231 communicates with the system 
concentrator communication card via the processors internal 
COM ports 905. Together they support data communications 
in the telephone call management system. Watch dog timers 
923 on the CMC and SCC processors monitor sanity. A reset 
from either processor will reset the companion processor. 
The CCS's CMC uses the same basic hardware as the SMC 
equipped in the DCS. 

[0252] Call system software controls all monitoring, 
recording, financial transactions, and other call processing 
features. In the preferred embodiment of the present inven­
tion, call system software contains six main components. A 
general description of the call system software is provided 
herein to offer a general understanding of the possible 
software for use with an investigative call system. However, 
the description provided is not intended to provide the full 
scope of software functions compatible with the present 
invention. For example, a system administrator section 
controls which institution authorities hardware and tele­
phone access to the system. A user administrator section 
controls which prison authorities have access to the soft­
ware. Specifically, in a prison environment, the warden may 
have access to modify all features within the system whereas 
a guard may only be able to change user profiles in his own 
cellblock. The account section allows inmate profiles to be 
created and modified. It monitors the inmate's calling data 
and financial transaction data. A shadow section allows the 
software to control the various Spybox monitoring stations 
to listen to inmate calls. A fifth section allows users of the 
software to compile various system reports, such as net 
monthly financial transactions and an extra digits dialed 
report. A final section processes the biometric information 
and the RF data for use in authentication. This section uses 
various algorithms to check a user's recorded information 
against data supplied to the biometric scanner and RF 
receiver. 

[0253] System administration software allows an institu­
tion staff member to define defaults and to customize the 
system. Generally, only authorized staff members may have 
access to customize system settings, based on individual 
staff member security levels. However, a user security level 
may be determined when a user first logs into the system 
containing the call system software based upon username 
and the access level that has been set for each user name by 
a user manager. The sub-menus of software may include 
class of service (COS) maintenance, living unit mainte­
nance, telephone location maintenance, facility telephone 
number control, nationwide telephone number control, call 
pricing, facility default maintenance, transaction type main­
tenance, etc. In addition, the institution employees may have 
access to update multiple telephone lists, view calls in 
progress, monitor calls in progress, manually modify trans­
actions, enable/disable telephones, modify the class of ser­
vice, etc. 

[0254] Referring next to FIG. 10, depicted is a sample 
class of service maintenance menu 1000 integrated with the 
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current system of the present invention. The class of service 
maintenance menu 1000 may be provided to an authorized 
institution agent for monitoring the various aspects of the 
call system of the present invention. Various class of service 
maintenance menus (from very simple general menus to 
extensive broad menus) may be provided in accordance with 
the general objectives of the present invention. However, 
depicted is a general class of service maintenance menu 
1000 illustrating certain common features as presented in a 
standard IBM compatible software based program. Although 
numerous software protocol systems may be utilized in 
accordance with the overall objectives of the present inven­
tion, it is preferred that Microsoft Windows® based pro­
grams are utilized. However, the present invention is com­
patible with other types of operating systems that may be 
employed depending on the requirements of the institution. 
In class of service maintenance menu 1000, numerous points 
of information are depicted for users, including, but not 
limited to the total number of minutes allowed per user in 
any given day 1001, week 1003, or month 1005. It is 
foreseeable that class of service maintenance menu 1000 
also sets the dates and times 1007 that calls may be made, 
as well as telephone call maximum duration 1009 and the 
time duration between calls 1011. Authorized system users 
may also set restrictions on access to the inquiry system via 
data input fields. For example, a data input field may be 
provided for limiting the number of inquiries 1013 or 
limiting the number of transfers from the commissary 1015. 
Further parameters can be determined by system users by 
changing class of service (COS) maintenance settings 1019. 
For example, for ease of application, access levels usually 
match the 'Default COS'1017, but may be customized for 
each user. 

[0255] Now referring to FIG. 11, shown is authorized 
agent maintenance interface screen 1100. Many institutional 
facilities include individual buildings, departments, wings, 
etc. (e.g., the term cellblocks is often used or different 
divisions of a prison facility). As depicted in authorized 
agent maintenance interface screen 1100, the call system of 
the present invention refers to these as "living units". As 
represented in the authorized agent maintenance interface 
screen 1100, several control settings can be applied to an 
entire living unit at a time, including setting the default COS 
for the unit. If assigned, a personal designation overrides a 
living unit designation and a living unit designation over­
rides a facility designation. For example, in a correctional 
facility, living unit name 1101 is the name assigned to the 
cellblock (e.g., "Cell Block B", "Cell Block C", etc.). In 
addition, in this example, the living unit COS 1103 is the 
default COS that will be assigned to inmates assigned to that 
living unit. Furthermore, the number of living unit tele­
phones 1105 is for informational purposes only, and does not 
affect the program. Further, options may be available 
depending on the requirements and capacity of an institu­
tion. 

[0256] Referring next to FIG. 12, depicted is a sample 
telephone location maintenance screen 1200 utilized in the 
present invention. For example, telephone location mainte­
nance screen 1200 allows an institutional staff member to 
define for each telephone station which user telephone 
account control server may be utilized defined in site server 
name field 1201. In addition, station number field 1203 
provides a data entry point for assigning the station ID or 
station number to address each telephone location. Living 
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unit field 1205 provides institutional staff members a data 
entry point to address the telephone locations in various 
location blocks throughout the institution. Location field 
1207 allows users access to specific trunk lines within the 
call system. Finally, telephone locations summary block 
1209 provides a general summary to a staff member for 
maintaining a call system. 

[0257] In this example, all parameters except the line 
number can be changed by staff members' intervention. 
Further options may be accessible depending on the require­
ments of an institution. 

[0258] FIG. 13 depicts a sample facility telephone number 
control screen 1300. Facility telephone number control 
screen 1300, accessed from a main screen, provides autho­
rized users the ability to define a list of numbers that 
supercedes the user's personal telephone number list 1315 
for either collect and/or direct dial numbers at the facility 
level. Each telephone number can be modified in the tele­
phone number field 1302. A maximum extra digits field 1305 
indicates the number of digits a user is allowed to dial after 
a call has been connected. 

[0259] Facility telephone number control screen 1300 
additionally contains call type block 1317 that contains a 
number of fields indicating the type of call. Block field 1301 
is selected if a telephone number is not allowed on the user's 
personal list. Allow field 1303 is selected if the telephone 
number in telephone number field 1302 is on the user's 
allowed list. If no list required field 1304 is selected, a user 
does not have to place the telephone number on their 
personal list in order to call it. Type block 1317 additionally 
contains collect field 1319 which is selected if a user is 
authorized to call the number collect. Similarly, type block 
1317 also contains direct field 1321 which is selected if a 
user is authorized to call the number utilizing direct call 
means. 

[0260] Facility telephone number control screen 1300 
additionally contains a number of days field indicating the 
number of days a telephone number is actively on the list. In 
this example of the present invention, setting number of days 
to "*" will cause the number to be active on the list 
indefinitely. Any number greater than "*" will cause the 
number to only be active for that number of days. 

[0261] Brief comment field 1311 may be used to describe 
the reason a telephone number is on the list or any other like 
comments. The user security level that added the number is 
indicated (and cannot be modified) in "User" field 1313. 

[0262] Depicted in FIG. 14 is a sample tasks/system 
nationwide telephone number control screen 1400. For 
example, telephone number control screen 1400 allows 
authorized users the ability to define a list of numbers that 
supercedes both the user's personal telephone number and 
facility number control list for either collect and/or direct 
dial numbers at the national level. Telephone number control 
screen 1400 can be accessed from a main menu. 

[0263] Telephone number control screen 1400 contains a 
list of telephone numbers 1402 which can be assigned a 
"Blocked" designation 1401 or an "Approved" designation 
1403. Blocked numbers will not be connected even if they 
are on a user's personal list. Approved numbers are con­
nected even if they are not on the user's personal list. 
Numbers can also be assigned an "Exclude" designation 
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1404 set to exclude. Excluded numbers are not included in 
any lists or filters generated using wildcards. The number of 
extra digits dialed field 1405 can be used to limit the number 
of digits a user is allowed to enter after a telephone call has 
been connected to prevent a user from achieving an unau­
thorized connection or for certain gaming telephone options. 

[0264] A number of days field 1407 is used to set the 
number of days that a number is actively on a user's list. In 
this example of the present invention, setting number of days 
to '0' will cause the number to be active on the list 
indefinitely. Any number greater than '0' will cause the 
number to be active for only that amount of days, starting 
from when the number was added to the list as indicated by 
Date field 1409. 

[0265] Comment field 1411 is used to describe the number 
or the reason the number is on the list. User field 1413 
indicates the user security level needed to add/edit a number 
on this screen. In this example, user field 1413 cannot be 
modified. 

[0266] Referring next to FIG. 15, shown is an example 
default maintenance screen 1500. At the top default main­
tenance screen 1500 are facility number field 1501, facility 
code field 1503 (automatically generated three-letter desig­
nation code), facility name field 1505, and originating ANI 
field 1507. Facility number field 1500 indicates the number 
assigned to the facility to which the options on this screen 
apply. Similarly, facility code field 1503 contains a three­
character designation automatically assigned to each facility. 
Facility name field 1505 indicates a user-specified name 
assigned to each institution. ANT (Area Number Identified) 
field 1507 displays the caller's telephone number. Basically, 
the originating ANT data identifies the source of a call. 
Despite having multiple lines, a facility might only have one 
ANT so that all calls are identified the same way. The ANT 
field is useful for cross-referencing invoices received from 
local exchanger carriers or Inter-Exchange carriers to the 
institution. 

[0267] A class of service parameter 1509 allows an autho­
rized user to choose a specific class of service from a drop 
down list (e.g., "Default COS", "COS 1", "COS 2", etc.). 
Number of living units field 1511 indicates the number of 
living units in each facility. Number of telephone stations 
field 1513 displays the number of telephone terminals in use 
in each living unit. Number of trunk lines field 1515 
indicates the number of trunks available at the facility. 

[0268] Facility default maintenance screen 1500 addition­
ally includes user default block 1516. In the example of 
FIG. 15, user default block 1516 is an inmate default block 
1516. Inmate default block 1516 contains living unit menu 
1518 from which different living units can be chosen. For 
each living unit accessible from living unit field 1518, the 
default language can be selected from language field 1517. 
Status code field 1519 contains a letter associated with 
specific features of the institution. 

[0269] Telephone number block 1520 contains the default 
settings used for all telephone numbers in class of service 
field 1509. Direct call field 1523 indicates if direct call 
access is allowed. Similarly, collect call field 1521 indicates 
if collect call access is allowed. Record field 1525 indicates 
if calls are to be recorded. Allow field 1526 indicates if 
added telephone numbers are to be allowed by default. Alert 



US 2004/0029564 Al 

field 1527 indicates if all telephone numbers added under 
this particular class of service are to be flagged in a user's 
profile. Additionally, telephone number default block 1520 
also contains an extra dialed digits field indicating the 
number of digits that a user may press after a call has been 
connected and a maximum active telephone numbers field 
1531 indicating the number of allowed telephone numbers 
on any user's list. 

[0270] FIG. 16 depicts an example of a multiple telephone 
list update screen 1600. Multiple telephone list update 
screen 1600 is used to rapidly add several telephone num­
bers to an inmate's account in a manner that allows an 
authorized user to see which options have been chosen for 
each number simultaneously. The information display 
includes multiple fields. Register number field 1623 displays 
the unique eight-character number associated with each user 
authorized under the call management system to place 
outbound telephone calls. Name field 1601 includes sections 
indicating a user's first name, last name, and middle initial. 
Maximum active telephone numbers field 1603 displays the 
maximum numbers that a user may have on their individual 
telephone list. Telephone number field 1605 displays the 
telephone number for which options are being set. New 
numbers can be added in this field or old ones may be 
modified. Comments field 1606 can be used to add any 
information significant to the telephone number listed in 
telephone number field 1605. Called party language field 
1609 is used to select the language used for voice prompts 
that interface the called party. Record field 1607 can be 
selected if all calls placed to the specific number are to be 
recorded. In this example of the present invention, all calls 
are recorded by default. Alert telephone number field 1611 
indicates if the telephone number is to be flagged in a user's 
profile. Extra dialed digits field 1621 indicates the number of 
digits a user may enter after a telephone call has been 
connected. 

[0271] Multiple telephone list update screen 1600 addi­
tionally contains fields limiting access to different call 
methods. Allow field 1613 is used to indicate if a user is 
authorized to contact the specified number. A not allow 
reason field 1615 allows a comment to be added indicating 
why the number is blocked. Collect field 1617 indicates if a 
user can access the number utilizing collect call means. 
Similarly, direct field 1619 indicates if a user can access the 
number utilizing direct call means. 

[0272] Referring next to FIG. 17, shown is a view calls in 
progress screen 1700 that enables a call system administra­
tor to oversee a list of calls currently in progress. Each 
telephone station's status is indicated by activity icon 1702 
in the first column shown on view calls in progress screen 
1700. A number of column headings are used to indicate the 
different statuses of each telephone terminal. An alert col­
umn displays "Yes" if the called number has caused an alert 
or "No" if the called number has not caused an alert. 
Recorder channel column 1703 indicates the recorder chan­
nel being used for each telephone conversation currently in 
progress. Living unit column 1705 displays the living unit 
from which the call is being placed. Register column 1707 
displays the user utilizing each telephone station. Name 
column 1709 displays the user's name associated with the 
register number displayed in register column 1707. Time 
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column 1711 indicates the time a call was initiated. Duration 
column 1713 displays the amount of time a call has been in 
progress. 

[0273] Now referring to FIG. 18, shown is an example of 
a monitor calls in progress screen 1800 that is part of the 
system administrator software. Call monitoring allows the 
institution to listen in on specific calls. This is done through 
the skybox devices. Neither the user nor the recipient of the 
call will be able to detect any change in sound quality to 
indicate that a call is being monitored. Each telephone 
station's status is indicated by icon 1802 in the first column 
1801 shown on view calls in progress screen 1800. A 
number of column headings are used to indicate the different 
statuses of each telephone terminal. An alert column dis­
plays "Yes" if the called number has caused an alert or "No" 
if the called number has not caused an alert. Recorder 
channel column 1803 indicates the recorder channel being 
used for each telephone conversation currently in progress. 
Living unit column 1805 displays the living unit from which 
the call is being placed. Register column 1807 displays the 
user utilizing each telephone station. Name column 1809 
displays the user's name associated with the register number 
displayed in register column 1807. Time column 1811 
indicates the time a call was on-hook. Duration column 1813 
displays the amount of time a call has been in progress. 
Phone number column 1815 indicates the number being 
called from each telephone terminal. Monitor calls in 
progress screen 1800 may also include additional fields 
indicating station ID, line number, etc. 

[0274] By clicking monitor button 1817, an authorized 
software user may monitor live telephone conversations 
selectively. End monitoring button 1819 is used to end live 
monitoring. 

[0275] Now referring to FIG. 19, shown is an example of 
a manual financial transaction screen 1900. Manual financial 
transaction screen 1900 allows prison staff members to 
manually transfer funds in or out of an inmate's financial 
account. Register number field 1901 displays the unique 
eight-character number associated with each user of the call 
management system. Name field 1903 includes sections 
indicating a user's first name, last name, and middle initial. 

[0276] Transaction type field 1905 indicates the type of 
transaction selectable from a list. The selection may be 
deposit, withdrawal, exception, amount of transaction, ref­
erence number, etc. Upon completing all manual transac­
tions for a user, a manual transactions report will be gener­
ated automatically. 

[0277] Manual financial transactions screen 1900 is also 
used to close a user's account. This is done by setting 
transaction type 1905 to "release". When a user is released 
using the manual transaction screen, the user's account 
status automatically changes to inactive, and assuming the 
user is not using the account at the time, the remaining 
balance is transferred to a commissary account. No further 
calls or transactions will be possible with this account while 
their status remains inactive. In addition, a record of this 
release will automatically be made on the user release report. 

[0278] FIG. 20 depicts an example of enable/disable 
telephones screen 2000. The leftmost portion of the screen, 
telephone block 2001, contains three fields. Station number 
field 2003 indicates the number assigned to each telephone 
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terminal. Recorder channel number field 2005 indicates the 
recorder channel assigned to each telephone station. Line 
state field 2007 indicates the hook status of each telephone 
station. A telephone terminal can be enabled by selecting the 
proper station number and choosing enable button 2009. 
Disable after current call button 2011 is used to disable 
telephones after the line state status field 2007 indicates an 
"off" status whereas cut off button 2013 is used to disable 
calls currently in progress. 

[0279] Enable/disable telephones screen 2000 also allows 
authorized users to enable/disable all calls at the living unit 
level or the facility level. Living units block 2015 is used to 
control the line state status of all phones in each living unit. 
Telephone terminals are enabled by choosing enable button 
2017. Disable after current call button 2019 is used to 
disable telephones after all telephone stations are free 
whereas cut off button 2021 is used to disable all telephones 
even if calls are in progress. 

[0280] To enable/disable telephones at the facility level, 
buttons in facility block 2023 are utilized. Telephone termi­
nals are enabled by choosing enable button 2025. Disable 
after current call button 2027 is used to disable telephones 
after all telephone stations are free whereas cut off button 
2029 is used to disable all telephones even if calls are in 
progress. 

[0281] Now referring to FIG. 21, shown is sample user 
manager screen 2100 which is utilized to control a self­
contained application used for assigning access privileges to 
software users. Only authorized staff may access the tele­
phone system. In addition, their access is limited to only 
those facilities for which they are responsible, unless 
granted increased access by a higher security level. The user 
administration option include a user manager and screens to 
set security level access and user alerts. Username column 
2101 indicates the different authorized users. User names 
typically indicate security level, such as "guest", "adminis­
trator", etc. Full name column 2103 typically displays the 
first, middle, and last name corresponding to each username. 
Description column 2105 displays a brief description asso­
ciated with each username. 

[0282] Different lists of users are accessed from the groups 
block 2107, typically located at the bottom of the screen. 
User groups may include, but are not limited to, account 
operators 2109, administrators 2111, backup operators 2113, 
and guests 2115. Each user group may additionally be given 
a selection. User security profiles and groups can be modi­
fied by double clicking on the desired user or group. 

[0283] Referring next to FIG. 22, depicted a sample 
security level access screen 2200, which is available from 
the main menu of the user manager software. Security level 
field 2207 determines how much access a prison staff 
member has to work with information and modify settings in 
the call management system. For each security level, the 
access capabilities may be set for each feature, selectable 
from access level block 2201. If none selection 2203 is 
selected, a user is denied access to the system. The view 
selection 2205 allows users with this security level to only 
view user profiles and other features of the system. The 
"view, add" selection 2207 allows users with this security 
level the added ability to add new phone numbers to the 
software. The "view, add, change" selection 2209 allows 
users with this security level the added ability to change 
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settings within system. The highest level of access afforded 
to users is granted by selecting the "view, add, change, 
delete" selection 2211 which allows full control over the 
software. Security level field 2207 includes selections such 
as monitor, unit operator, investigative, technician, supervi­
sor, COF operative, etc. 

[0284] Now referring to FIG. 23, shown is a sample user 
information screen 2300 displayed at the top of every page 
of an inmate's account information. Users establish an 
account to have funds for telephone transactions. In order for 
a user to place a direct dialed call, a user must have sufficient 
funds in an account to pay for at least a three-minute call. 
For example, in a correctional facility, this account is 
separate from the user's commissary account, which is the 
inmate's general prison spending account. However, a user 
may transfer money from their commissary account into a 
user-specific account. Alternatively, a prison staff member 
can perform a manual transaction. At no time will an account 
balance be allowed to drop below zero. 

[0285] A user must have a system account established in 
order to make telephone calls from a specific facility. This 
information will be stored on the site server which may be 
integral or remote from the call system architecture. When 
an inmate is transferred from one facility to another, only the 
inmate's account information, COS, and telephone lists are 
transferred to that facility. However, previous information 
may remain in an archived database or other storage system. 

[0286] Register number field 2301 contains an eight-digit 
number unique to each user. Although eight digits are 
utilized for the present invention, numerous character strings 
may be utilized depending on the number of intended users. 
A name field lists the user's first, last, and middle name. 
Facility field 2307 indicates the facility at which the user is 
located. Living unit field 2309 indicates the living unit in 
which a user is located. A language field 2311 is used to 
select the language of voice prompts used by the call system. 
Personal identification number field 2303 displays the user's 
PIN used to access the call system. The PIN is used in 
conjunction with biometric authentication and/or RF authen­
tication. The latter two types of authentication are processed 
using additional software. The PIN is a confidential number. 
Should the number be lost or stolen, a new PIN should be 
assigned as soon as possible to prevent fraud. A unique PIN 
will be selected from a national pool of numbers and 
assigned to the user. 

[0287] In the example of a penitentiary, a find inmate 
button 2313 allows access to an inmate's account from any 
page on the inmate account information screen. User 
accounts can also be added from this screen via the Add 
Inmate (or Add User in other embodiments) button 2315. 
Using the ">" button 2317 and "<" button 2319 buttons 
allows for easy navigation through inmate profiles. 

[0288] FIG. 24 depicts a sample account screen 2400 
which is used to monitor a user's account balance and 
suspension status. A user's financial account is used to pay 
for direct dialed calls from their account. This is separate 
from any money a user may have in their commissary 
account. When placing a direct dialed call, a user must have 
a large enough balance, displayed in balance field 2401, to 
pay for at least a three minute call, or they will be informed 
that they have insufficient funds to place the call. 

[0289] The account activation date field 2403 indicates the 
date a user's account was originally created. It is supplied 
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automatically by the program and cannot be modified. 
Financial and call records for an inmate should be available 
back to this date. In the present example, the most recent 
data is kept locally on the site server, unless the inmate had 
been transferred within that time, in which case only the data 
since the transfer is kept. 

[0290] The date of arrival field 2405 displays the date that 
an inmate arrived at their current facility. The date of arrival 
is automatically generated when an inmate is transferred to 
a new facility. 

[0291] Inmates may be assigned a status code, displayed 
in status code field 2407, to help separate them into various 
classifications. The status code is a single letter code from 
A-Y. The definitions for these codes are established by the 
central site server. In the present embodiment, a status code 
'Z' indicates that the inmate has been released, and their 
account is inactive. Status 'Z' cannot be set manually. It is 
done automatically once an inmate has been released using 
the manual transaction screen. An account with a status code 
'Z' cannot make calls or process transactions from that 
facility. 

[0292] Suspension field 2409 indicates whether or not a 
user's calling privileges are suspended. Similarly, alert field 
2411 indicates a user's current alert status. Comments field 
2413 can be used to display any information regarding a 
user's financial, alert, or suspension status. 

[0293] Buttons located in the lower right corner of account 
screen 2400 are used to modify a number of user settings. 
Print PAC button 2417 is used to print a user's current PIN 
or other access number. Change button 2419 is used to 
modify data such as user name, living unit, user language 
preference, status code, and comments. Change register 
button 2421 allows authorized personnel to change a user's 
identification number. Change PAC button 2423 is used to 
modify a user's current PIN. Alert button 2425 toggles alert 
field 2411. Finally, suspend inmate button 2427 is used to 
toggle suspension field 2409. 

[0294] The prison staff has the capacity to temporarily 
suspend an inmate's calling privileges using suspension 
block 2429. Number of days field 2431 is used to set the 
length of a user's suspension. Begin date field 2433 and 
begin time field 2435 are used to input the respective date 
and time that a user's suspension is to begin. Similarly, end 
date field 2437 and end time field 2439 are used to input the 
respective time and date a suspension is to end. Information 
regarding an user's last suspension remains displayed in 
suspension block 2429 even after the suspension has 
expired. 

[0295] FIG. 25 displays a sample financial history screen 
2500, which includes all call system financial transactions 
for the inmate's account during the year and month selected 
in year field 2502 and month field 2504. A date column 2501 
displays the date of each financial transaction. Time column 
2503 displays the hour at which each financial transaction 
occurred. Type column 2505 indicates the type of each 
transaction (e.g., deposit, withdraw, refund, etc.). Amount 
column 2507 displays the monetary amount involved in each 
financial transaction. Balance field 2509 displays the result­
ing balance after each financial transaction has occurred. 
Facility column 2511 displays the facility location at which 
the transaction occurred. Reference number column 2513 
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indicates the specific reference number assigned to each 
financial transaction. User column 2515 displays the system 
user that authorized each financial transaction. 

[0296] Financial transaction screen 2500 also includes a 
number of buttons located in the upper right hand corner. 
Display button 2517 refreshes the financial transaction list 
for the month and year selected. Display button 2517 must 
be pressed each time the year and date are changed. Current 
month button 2519 brings up financial transaction data for 
the current month. Sort order button 2521 determines the 
order in which the information will be displayed. In this 
embodiment, the choices are date/time (ascending or 
descending), or transaction type/date/time (ascending or 
descending). Refund button 2523 is used to perform a direct 
dial call refund. 

[0297] FIG. 26 displays a sample call records screen 2600 
which includes everything about each call made or 
attempted, and whether or not the call was successful. The 
range of dates listed is determined by year field 2601 and 
month field 2603. 

[0298] Date column 2605 displays the date of each finan­
cial transaction. Time column 2607 displays the hour at 
which each financial transaction occurred. Dialed digits 
column 2609 indicates the sequence of digits used during 
each phone call. Duration column 2611 displays the time in 
minutes of each phone call and charge column 2613 indi­
cates the resulting cost of the call. Charge type column 2615 
indicates the calling method used for each telephone call 
(e.g., direct call, collect call, international, etc.). Call result 
column 2617 displays the appropriate completion code for 
each call. A completion code is chosen from a pre-assigned 
code list indicating possible outcomes of telephone calls. 
Recorder column 2619 displays the recorder used for each 
call. Alter type column 2621 indicates the type of alert 
triggered, if any. 

[0299] Displayed in FIG. 27 is a sample telephone list 
screen 2700. A user's list of telephone numbers is displayed 
in telephone number list 2702. By selecting a particular 
telephone number from this list, its associated information 
(i.e., name of party, whether to record those calls, etc.) can 
be edited using options located on the right hand portion of 
telephone list screen 2700. Telephone number field 2704 is 
used to change the digits in each telephone number. Date 
changed field 2703 indicates the last time telephone number 
information was modified. Called party language field 2705 
indicates the language of voice prompts used to interface the 
called party. Direct dial field 2707 is used to select if direct 
dial calls are allowed for the telephone number listed in 
telephone number field 2704. Collect call field 2709 is used 
to select if collect calls are allowed. Allow field 2710 is used 
to set the telephone number to a user's allow list. Comments 
field 2711 is utilized to store any extra information concern­
ing the called party. Alert telephone number field 2713 is 
used to toggle an alert flag on the telephone number. Record 
field 2715 is used to indicate if telephone conversations are 
to be recorded. Extra dialed digits field 2717 indicates the 
number of extra digits allowed after a call is connected. 
Active telephone numbers field 2719 displays the number of 
telephone numbers currently on a user's active list. Maxi­
mum telephone numbers field 2721 displays the maximum 
amount of telephone numbers that may be on a user's list at 
any given time. 
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[0300] Shown in FIG. 28 is a sample call limit status 
screen 2800 containing three separate sections. The number 
of calls block 2801 displays information relating to the 
number of calls placed. Number of calls block 2801 is 
divided into a collect section 2803, direct section 2805, and 
total section 2807. For each section, there is maximum 
column 2809, used column 2811, and a remaining column 
2813. Additionally, each section contains today row 2815, 
"this week" row 2817, and "this month" row 2819. The 
intersection of these rows in columns forms nine fields in 
each section for a total of twenty-seven fields in each block. 
The additional blocks are a number of minutes block 2821 
and a number of inquiries block 2823. 

[0301] FIG. 29 depicts a sample access control screen 
2900 in which the calling limits and permissions are set, 
usually by assigning a predefined COS to the inmate. 
Initially, the COS assigned to an inmate account is the 
default COS for the living unit they have been assigned to. 
In addition, all the settings and permissions may be custom­
ized for the inmate manually. 

[0302] Call access control block 2903 contains collect 
column 2911, direct call column 2913, and total column 
2915. Corresponding to these columns are a number of rows. 
At the intersection of the rows and columns a number of 
fields are formed. Calls/Day row 2905 is used to enter the 
number of collect, debit, and total calls allowed per day. 
Calls/Week row 2907 is used to enter the number of calls 
allowed per week. Calls/Month row 2909 is used to enter the 
number of calls allowed per month. A minutes between calls 
row 2919 indicates the amount of time that must lapse 
between calls before another can be made. Minutes per call 
row 2917 is used to enter the maximum duration allowed for 
each telephone call. 

[0303] Call schedule block 2921 determines when the 
inmate may use the telephone system. For each day of the 
week, selected from the day drop down list, there is a 
checkbox for each half hour period of time. If checked, calls 
are allowed to begin during that half-hour. For instance, if 
9:30 PM is checked, calls can begin anytime from 9:30-
9:59:59 PM. 

[0304] ITS access control settings block 2923 determine 
how many times inmates may perform an inquiry for each 
day, week, or month. 

[0305] Maximum active telephone numbers field 2925 
limits the number of telephone numbers on the inmate's 
approved list. Commissary controls button 2927 switches 
screens to allow control of when and how often inmates may 
access the commissary system and transfer funds. 

[0306] A number of check box fields are also located on 
this screen, including require approved number list (collect) 
field 2929, require approved number list (direct) box 2931, 
allow special number list 2933, use call branding message 
2935, and use intermittent message 2937. 

[0307] Branding allows a pre-recorded message to be 
played for the called party at the beginning of every call to 
announce, "This call is from a Colorado Correctional Facil­
ity." This message can be set for the individual inmate, a 
living unit, or all inmates at a facility. Call branding may be 
turned on or off at the discretion of the prison staff. 

[0308] Much like call branding, intermittent messages 
play the pre-recorded message "This call is from a Colorado 
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Correctional Facility" throughout the call. How often the 
message plays is randomly determined, within a set mini­
mum and maximum duration between plays. 

[0309] The Shadow software provides the capability to 
digitally record, store, playback and execute a possible 
keyword search. Shadow resides on a separate site server 
providing flexibility in implementation and sizing of the 
system. It can simultaneously record conversations from all 
telephones installed at a site regardless of the size of the site. 
As an integrated part of the system, the Shadow software is 
completely transparent to the user. An intuitive user inter­
face is provided for playback of the conversation. 

[0310] The call records screen, (FIG. 26), is used to access 
the Shadow software. Each call record can be played by 
double-clicking on the desired call record. This example call 
detail screen is shown in FIG. 30. Call detail screen 3000 
contains all details of the selected call. Telephone number 
field 3001 indicates the number called. Date/time field 3003 
indicates the date and time the call commenced. Call result 
field 3005 displays the final status of completed call. Facility 
field 3007 indicates the facility from which the call was 
placed. Telephone location field 3009 displays the living unit 
from which the call was placed. Station ID field 3011 
indicates the particular telephone terminal used to place the 
call. Destination field 3013 indicates the trunk line used for 
the call. Call type field 3015 displays the method employed 
for placing the call. Carrier field 3017 displays the long 
distance carrier used for the call. City and state field 3019 
indicates the location of the placed call. Extra dialed digits 
field 3021 indicates if extra dialed digits are allowed after a 
call has been connected. Call details screen 3000 also 
contains three way call field 3023 used to enable confer­
encing calling. Clicking play button 3025 allows authorized 
users access to the shadow software. 

[0311] FIG. 31 shows an example spy player screen used 
for controlling the shadow hardware. The top half of the 
screen provides the user with full control of the software. 
Percentage bar 3101 at the top of the lower half permits the 
user to see how far into the conversation he has progressed. 
This information can be used in conjunction with mark loop 
begin button 3103 and mark loop end button 3105. 

[0312] Play button 3107, pause button 3109, and stop 
button 3111 operate in the typical fashion. Step button 3113 
permits users to "fast forward" in the recorded conversation 
to any point. Playback is automatically resumed when the 
step button is released. Back button 3115 is used in a similar 
manner. Mark loop begin button 3103 marks the beginning 
of a selected segment of the recorded conversation for 
repeated playback. This feature is extremely useful when a 
segment of the recorded conversation is not readily under­
stood. Mark loop end button 3105 marks the end of a 
selected segment of the recorded conversation for repeated 
playback. This button is grayed out until mark loop begin 
button 3103 is activated. 

[0313] Play loop button 3117 is used to replay the portion 
of the conversation from the mark loop begin to the mark 
loop end positions. Repeated playback continues until stop 
button 3111 is depressed. The button is grayed out until mark 
loop begin 3103 button is activated. Volume bar 3119 
permits users to adjust the volume to a desired level. Close 
button 3121 closes the shadow button and returns the user to 
the call detail screen (as shown in FIG. 30). 
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[0314] The Shadow software also incorporates a text scan, 
which can be used to find a particular call for audio review. 
A site to search is selected from a drop down list accessed 
from the main screen of the software. This brings up a text 
scanner selection screen shown in FIG. 32. Text scanner 
selection screen 3200 contains a number of columns. Resi­
dent ID number column 3201 displays the ID number of 
each inmate. Last name column 3203 displays the last name 
of the user. Similarly, first name column 3205 and middle 
name column 3207 contain the first and middle name of the 
user, respectively. 

[0315] After the desired criteria have been chosen from 
this list, the software executes the text scan and query result 
screen will appear, as shown in FIG. 33. From query result 
screen 3300, the desired call can be selected and played back 
using the Shadow software. Resident ID number column 
3201 displays the ID number of each inmate. Date column 
3303 displays the date the call was made. Time column 3305 
indicates the time at which a call commences. Destination 
ANI column 3307 displays the sequence of digits dialed. 
Duration column 3309 displays the time duration of a 
completed call. Station name column 3311 displays the 
station identification number of the phone used to place the 
call. 

[0316] FIG. 34 depicts sample remote spy screen 3400 
used to interface the shadow software. It can be used to 
remotely view all calls in progress. Each telephone line is 
displayed with its associated status in status box 3401. By 
double clicking on any telephone line, users can access the 
details (FIG. 30) of the call showing telephone number of 
called party, inmate RID, line out, first name, last name, 
screen block, line enabled or disabled, current status of line, 
off hook time, and on hook time. For each telephone call, a 
user can access buttons for force hang up, host record, or 
filename, start monitoring, start local recording, local record 
file name, or close. Users may also listen to real time 
telephone conversations using this piece of the shadow 
software. 

[0317] The call system allows for quick and easy tabula­
tion of data. Every report contains at a minimum general 
report capabilities. Reports may either be generated auto­
matically at certain times or under certain conditions, or 
printed upon demand by prison staff members with appro­
priate user level access. Reports may be generated for one 
facility or a combination of facilities, depending upon the 
requesting user's security level. 

[0318] All reports contain, at a minimum, time, terminal 
making request, parameters of the report, number of pages, 
report heading, end of report footer, report heading on each 
page, report title on each page, identified of the staff member 
creating the report. In the present example, the header on 
each page includes the prison name, report name, data and 
time of the report, page number, and field headings. The 
footer, contained at the end of the report, contains total for 
all columns containing dollar values, total count of inmates 
if the report contains inmate information, and total call 
counts or total call duration if report includes this inform a­
tion. 

[0319] Various reports have different selection criteria and 
parameters to be defined before running the report. Many 
will prompt the user for a start date/time and an end 
date/time and an end date/time. Others require the user to 
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select individual or multiple records at a time. Some reports 
utilize 'wizards', such as the telephone wizard, that allow 
the use of pre-saved selections. All reports can also be saved 
for later use. 

[0320] An example report is shown in FIG. 35 displaying 
an account telephone number list report. Account telephone 
number list report 3500 displays all the telephone numbers 
on the allowed list for one or more inmates. For each inmate, 
the report displays inmate DOC number 3501, inmate name 
3503, facility code 3505. The report additionally contains 
phone number column 3507, collect calls column (yes/no) 
3509, accept direct calls column (yes/no) 3511, recorder on 
column (yes/no) 3513, number allowed column (yes/no) 
3515, called party language column 3517, date number 
added to their list 3519, and total number of telephone 
numbers on the list 3521. Similar reports for call and 
financial statistics may be compiled according to their 
desired use. 

[0321] Biometric and RF Authentication Software 

[0322] Separate software controls the biometric and RF 
authentication. The biometric portion of the software will be 
contained first. 

[0323] Upon entering an institution, each potential tele­
phone user has a telephone account setup. If biometric 
authentication is being utilized by the institution, the 
required information is scanned using a biometric scanner. 
This information is relayed through the DIS and stored on 
the site server along with the user's PIN and other authen­
tication information. When a user attempts to access the 
telephone system at a later time, the system will ask the user 
to supply the same biometric information to the scanner 
located at the telephone. This information is compared to the 
biometric information already located on the site server 
using complicated algorithms to process the digitized data. 
If the supplied information matches the stored information, 
the user is authenticated and can use the call system call 
management system. 

[0324] The biometric scanner may be a retinal scanner, 
fingerprint scanner, body heat sensor, or any other like 
device. Such scanners typically include means of digitizing 
the information so it is readily available to the DIS. 

[0325] The called party may also be voice authenticated 
each time a user places a call (e.g., a record of voice prints 
for the called family members may be established). This 
provides additional security because it ensures that the user 
is not communicating with an unauthorized party. The 
biometric information provided by the called party can also 
be used for third party call detection. By continuously 
sampling voice data from the telephone conversation, the 
biometric software can be used to detect if a third party or 
an unauthorized person has spoken. Upon third party detec­
tion, the call can be disconnected and/or authorities may be 
notified. This will cause an alert in the inmate's profile. 

[0326] The biometric authentication software can easily 
be extended for use with telephone cards. Upon purchasing 
a telephone card with limited or unlimited debit, the user 
provides voice initial voice data for future voice authenti­
cation. This may occur in a number of ways. For example, 
the user may be required to provide voice information at the 
institution that the telephone debit card was purchased, such 
as a supermarket or convenience store. The voice informa-
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tion may also be provided the first time that a user calls the 
access number for the debit card. A voice prompt asks the 
user to state and repeat their name. Additionally, the tele­
phone number from which the user is calling from may be 
asked for and entered via DTMF tones or recording based on 
the ANI data. The telephone system may then hang up the 
line and call back the number provided by the user and ask 
for voice authentication utilizing the information previously 
provided. Upon authentication, the user does not have to 
repeat the initial voice supplication. If a user attempts to use 
the purchased telephone debit account again, the user only 
has to supply voice authentication and/or an account or PIN. 
In this way, the user does not have to carry the telephone 
card to access the telephone system and need only remember 
the telephone access number. This authentication process 
can additionally be used with prepaid cellular telephones. 

[0327] A similar authentication process may also be used 
to access an internet telephone account, or any other secure 
internet information. The person simply uses the micro­
phone attached to their computer to provide the voice 
authentication instead of the telephone handset. This infor­
mation can be transmitted via the internet to the server 
containing the stored biometric data and be used to voice 
authenticate the user. 

[0328] The voice database concept may be extended for 
use on a PSTN. Each user of the public telephone network 
would only be granted access if the user's name is in the 
database. The voice database may also be used to limit 
telephone access. For example, a convicted criminal would 
be blocked from ever calling his previous victims. Teenagers 
may also be blocked from accessing "1-900" numbers and 
the like. 

[0329] A national voice database may also be used to track 
wanted criminals. For example, if a wanted criminal or 
suspect ordered a pizza from a local pizzeria, biometric 
software, located on the same server as the voice database, 
could recognize the calling party as the wanted criminal. 
Authorities would then be alerted that the fugitive has been 
identified. Since the called number is known, authorities 
already have a means of narrowing the search field for the 
criminal. Authorities may then call the pizzeria and inquire 
about previously placed orders. This would provide them 
with a list of possible locations that the criminal may be 
located. Furthermore, if voice recognition is also in the 
capability of the biometric software, the food order of the 
calling party may be ascertained. Authorities could then 
inquire who placed that specific order. Speech recognition 
capability may additionally allow the address of the calling 
party to be located without ever having to call the pizzeria 
because a delivery address or telephone callback number is 
typically provided when placing a food order. Once the 
suspect is located, the suspect can easily be apprehended. 
This technology may also be used to help apprehend crimi­
nals who steal any device interfaced with a telephone 
network, public or private. Such devices include, but are not 
limited to, cellular telephones, wireless internet appliances, 
and laptops. Whenever the criminal attempts to use the 
stolen device, a voice print is automatically recognized by 
the voice database as not being an authorized user of that 
device. The proper authorities could then be alerted. 

[0330] The RF authentication portion of the software 
operates in a similar fashion. When a user picks up the 
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telephone, the RF emitter is activated. The signal is reflected 
by a band the user wears and the reflected signal is received 
by the RF sensor. Using this information, the RF software 
determines the distance of the inmate from the telephone and 
the user's uniquely encoded RF frequency. This is done 
using complex algorithms known to one skilled in this 
particular art. If the user is not a valid user of the call system, 
the prison authorities are notified at which facility and 
station ID the violation occurred. If the user is a valid user, 
the supplied PIN and/or biometric information are also 
authenticated. The user is allowed access to the system only 
if the information supplied is valid and agrees with the other 
authentication method utilized. 

[0331] Referring next to FIG. 36, shown is an alternative 
embodiment of call management system 101 configured to 
operate in a WAN (Wide area Network). A plurality of user 
telephones 102 (wherein the actual number depending on the 
desired capacity of the institution call system) are incorpo­
rated into telephone bank 103 and are connected to elec­
tronic switchboard device 105. It is preferred that telephone 
bank 103 may be centrally located within a facility to allow 
for centralized monitoring. However, it is foreseeable that 
telephone bank 103 may be located at a multitude of 
locations internal or external to a facility. Each user tele­
phone 102 is equipped with biometric sensing device 109, 
such as a retinal scanner, fingerprint reader, etc., or any 
combination of biometric devices, so that the acquired 
biometric data can be used for user authentication. Alterna­
tively, for efficiency, a single biometric sensing device 109 
may be employed for a multitude of user telephones 102. 
Additionally, each telephone may incorporate RF receiver 
107 and RF transmitter 108 installed to provide RF signals 
for authentication purposes. In this scenario, it is foreseeable 
that each user may be required to wear RF transmitter 108 
device to be received at RF receiver 107 which may be 
integral (or remote to) telephone bank 103. Each RF trans­
mitter 108 is uniquely encoded to a specific authorized user. 
The encoded signal for RF transmitter 108 may be altered on 
an intermittent basis depending on the security desired at the 
institution. RF transmitter 108 may be incorporated into a 
wristband, ankle band, or any other like device. It is fore­
seeable that RF transmitter 108 may be semi-permanently or 
permanently attached to a user's person in any manner 
currently known. Electronic switchboard device 105 regu­
lates calls and connects them to proper outgoing trunk line 
111. Trunk line 111 may consist of a multitude of connec­
tions to any number of local, long distance, or international 
telephone service providers. The number of trunk lines 111 
depends on the outgoing capacity desired by the institution. 
In addition, trunk lines 111 may be analog, digital, or any 
other type of trunk lines not yet contemplated. Electronic 
switchboard device 105 also further incorporates an inte­
grated channel bank, allowing calls to be processed over 
either analog or digital trunks as required by call manage­
ment system 101. Specifically, when one trunk line 111 is 
occupied and handling an outgoing communication, elec­
tronic switchboard device 105 automatically accesses an 
alternate trunk line to handle the outgoing communication. 
If all trunk lines 111 on the system are in use, the call may 
be routed to an alternate system as a busy signal (not 
depicted). For example, electronic switchboard device 105 
may be interconnected to another electronic switchboard 
device 105b which may be located within the institution or 
at a geographically distinct location. In this embodiment, 
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electronic switchboard device 105b is connected to an 
additional series of trunk lines 111b. The electronic switch­
board device 105b routes calls to electronic switchboard 
device 105b if call volume is high. A cross point switch 
integrated into electronic switchboard device 105 may also 
accomplish this routing. 

[0332] Multiple processors may also be incorporated into 
the architecture. This allows call processing even after 
component failure. The architecture also provides for a 
sharing of the load between processors, which eliminates 
system overload during extremely busy periods. 

[0333] Additionally, electronic switchboard device 105 
performs the voice prompts heard by the user and the 
recipient of the call allowing the parties to respond to the 
menu selections. Electronic switchboard device 105 also 
tests outgoing trunk lines as calls are placed and digitizes 
telephone audio for recording and/or biometric voice iden­
tification. If no dial tone is present, trunk line 111 is taken out 
of service for a pre-programmed amount of time for main­
tenance. These capabilities are pre-programmed into the 
device's firmware. However, it is foreseeable that software 
and software upgrades may provide these services in addi­
tion to other services useful in the present invention. 

[0334] A central site server 113 interfaces within call 
management system 101 via first serial port 115. In the 
preferred embodiment of the present invention, an RS-232 
serial port is employed for the interference connection. 
However, it is foreseeable that other types of serial ports 115 
commonly known in the art may be utilized. Serial port 115 
may also be comprised of a direct hardware connection or 
may consist of a series of ports and connecting means 
commonly known in the art for connecting electronic 
devices. Serial port 115 is designed to allow firmware driven 
systems, such as electronic switchboard device 105, to 
interface with software-based systems, such as a PC 
designed system operating as a site server. All user and 
telephone call information is routed through central site 
server 113. At central site server 113, user call information 
is digitized for efficient data transfer and efficient record 
keeping. Central site server 113 stores at a minimum each 
user's financial transaction data. It is preferred that central 
site server 113 also stores the digitized audio used for voice 
prompts as well as each user's call restrictions, PIN, bio­
metric verification data, etc. However, depending on the 
memory requirements, numerous site servers may be 
employed. It is foreseeable that older archived data may also 
be stored on an integral or a remote computer system 
database (not shown) or kept on additional storage devices 
on central site server 113. 

[0335] Connected to central site server 113 via a second 
serial port 115 is audio recorder 117. In the preferred 
embodiment of the present invention, an RS-232 serial port 
is employed for the interference connection. However, it is 
foreseeable that other types of serial ports 115 commonly 
known in the art may be utilized. Serial port 115 may also 
be comprised of a direct hardware connection or may consist 
of a series of ports and connecting means commonly known 
in the art for connecting electronic devices. Audio recorder 
117 may either be a stand-alone unit or incorporated into the 
hardware of central site server 113. Although it is preferred 
in the present embodiment that audio recorder 117 is digital, 
it is foreseeable that other known types of recording devices, 
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as well as those not yet contemplated, may be employed in 
accordance with the teachings of the present invention. 
Audio recorder 117 records the conversations performed 
under the direction of telephone call management system 
101. Audio recorder 117 is activated for each call unless the 
number being called is specifically flagged for no recording 
or monitoring, such as calls to or from an attorney. Further­
more, audio recorder 117 can monitor multiple telephone 
lines simultaneously, using a different recorder channel 
number for trunk lines 111. The recorder channel number 
further enables the site's staff to identify the call record they 
wish to review associated with a desired outgoing telephone 
call. Each user telephone 102 is further associated with a 
station identification number. The station identification num­
ber allows the staff of the institution to identify the particular 
user telephone 102 a particular call was initiated and con­
ducted from. It is foreseeable that the embodiment described 
herein supports up to 32 inmate telephone stations 103 and 
24 trunk lines 111. However, multiple units 105 may be 
configured to support up to xxx telephone stations and xxx 
trunk lines. 

[0336] Central site server 113 is controlled by software 
associated with administrative workstation 120. In the pre­
ferred embodiment, the administrative workstation 120 is 
connected to central site server 113 via a local area network 
(LAN). However, it is foreseeable that other types of elec­
tronic connections may be employed. The administrative 
workstation's 120 software can modify call restrictions for 
individual users in addition to all telecommunication activity 
of the institution. Additionally, according to the present 
example, the software also tracks the inmate's commissary 
information, such as the account balance if a debit system is 
being used. Furthermore, depending on the needs of an 
institution, the database may perform other functions. 

[0337] A commissary workstation 121 is used in conjunc­
tion with the administrative workstation 120 to manage and 
record inmates' financial transactions. In the preferred 
embodiment, commissary workstation 121 and administra­
tive workstation 120 are connected to a central site server 
113 via a local area network. However, other known con­
nections, or connections not yet contemplated may be uti­
lized. Commissary workstation 121 can also record other 
financial information, such as the amount spent on collect 
calls by each inmate, amount spent on debit calls, the total 
net financial transactions for each user, etc. 

[0338] Shadow workstation 123 and investigative work­
station 125 are also employed in the present embodiment. 
Shadow workstation 123 and investigative workstation 125 
are created via a local area network linked central site server 
113 in the present embodiment. Shadow workstation 123 is 
used by a live operator to monitor telephone calls without 
detection. It is foreseeable that this function is performed by 
software integrated with shadow workstation 123. Shadow 
workstation 123 software provides a means for patching into 
a call using circuitry without alerting the inmate or called 
party as to the operator's presence. If the operator finds that 
a call being monitored is suspicious, the operator may 
activate the audio recorder 117 to record a portion of an 
active telephone call. The called party's number may also be 
flagged in the inmate's profile stored on administrative 
workstation 120 or central site server 113. 

[0339] Alternatively, software located on central site 
server 113 or investigative workstation 125 may be used to 
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passively monitor calls. For example, when certain key 
phrases are spoken, voice recognition software activates 
audio recorder 117 via electronic means and alerts the proper 
authorities that a violation has occurred. 

[0340] Furthermore, investigative workstation 125 con­
trols other monitoring and security features interfaced in call 
call system. For example, investigative workstation 125 can 
be used to access past conversations stored on audio 
recorder 117. Software on investigative workstation 125 
may also be configured to detect if a third party is present 
during an inmate's conversation. Investigative workstation 
125 or central site server 113 may also contain voice 
recognition software to aid in calling or called party voice 
authentication. The administrative workstation 120, shadow 
workstation 123, investigative workstation 125, and com­
missary workstation 121 may alternatively be combined into 
one unit. Furthermore, 120, 123, and 120 may be integral 
within the central site server. It is also foreseeable that 120 
may be alternately located off site from the other apparati of 
the present invention. 

What is claimed is: 
1. A secure telephone call management system compris­

ing: 

a plurality of trunk lines of a public switched telephone 
network (PSTN); and 

a plurality of telephone terminals; 

an electronic switchboard device linking said trunk lines 
to said plurality of telephone terminals wherein said 
electronic switchboard device includes authentication 
apparatus and accounting software for monitoring and 
maintaining a database related to calls placed by a 
plurality of users; 

2. A secure telephone call management system according 
to claim 1 wherein said authentication apparatus includes 
biometric authentication. 

3. A secure telephone call management system according 
to claim 1 wherein said authentication apparatus includes 
radio frequency authentication. 
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4. A secure telephone call management system according 
to claim 1 additionally comprising a server capable of 
storing data for said authentication apparatus and said 
accounting apparatus. 

5. A method of monitoring a telephone system of a facility 
comprising the steps of: 

(a) providing a communication link between said facility 
and the public switched telephone network (PSTN); 

(b) storing said caller attributes; 

(c) initiating a user file of caller attributes specific to a 
user; 

(d) authenticating said user based on information stored in 
said user file thereby allowing the user to access the 
system; 

(e) monitoring said user's access to the system; 

(f) updating said user file based on the access to the 
system by said user. 

6. The method of claim 5 wherein said user is authenti­
cated using biometric recognition. 

7. The method of claim 5 wherein said user is authenti­
cated using radio frequency recognition. 

8. A secure telephone call management system compris­
ing: 

a plurality of trunk lines of a public switched telephone 
network (PSTN); 

a plurality of telephone terminals; 

an electronic switchboard device linking said trunk lines 
to said plurality of telephone terminals wherein said 
electronic switchboard device includes authentication 
apparatus. 

9. A secure telephone call management system according 
to claim 8 wherein said authentication means includes 
biometric authentication means. 

10. A secure telephone call management system according 
to claim 8 wherein said authentication means includes radio 
frequency authentication means. 

* * * * * 




