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Description
Technical Field

[0001] The presentinvention generally relates to trust-
ed devices, trusted computing platforms, trusted trans-
actions and methods of operating the same.

Background Art

[0002] Forcommercial applications, a client computing
platform typically operates in an environment where its
behaviour is vulnerable to modification by local or remote
entities. This potential insecurity of the platform is a lim-
itation on its use by local parties who might otherwise be
willing to use the platform, or remote parties who might
otherwise communicate with the platform; for example,
for the purposes of E-commerce. For the present pur-
poses, both local parties and remote parties will be re-
ferred to as "users" unless otherwise stated.

[0003] Existing security applications, for example virus
detection software, execute on computing platforms un-
der the assumption that the platform will operate as in-
tended and that the platform will not subvert processes
and applications. This is a valid assumption provided that
the intended software state has not become unstable or
has notbeen damaged by other software such as viruses.
Users, therefore, typically restrict the use of such plat-
forms to non-critical applications, and weigh the conven-
ience of using the platforms against the risk to sensitive
or business critical data.

[0004] EP 0849657 A describes computing apparatus
adapted to be secure. This computing apparatus con-
tains a security ASIC which holds cryptographic keys for
components of the computing apparatus (including both
the BIOS and plug-in components). When booting, the
security ASIC determines whether each such component
has a valid key before the relevant stage of the boot com-
pletes.

[0005] Increasing the level of trust in platforms there-
fore enables greater user confidence in existing security
applications (such as the 'Secure Sockets Layer’ or
‘IPSec’) or remote management applications. This ena-
bles greater reliance on those applications and hence
reduced 'cost of ownership’. Greater trust also enables
new electronic methods of business, since there is great-
er confidence in the correct operation of both local and
remote computing platforms.

[0006] In this document, the word 'trust’ is used in the
sense that something canbe 'trusted’ ifitalways behaves
in the expected manner for the intended purpose.

Disclosure of the Invention

[0007] The present inventors have appreciated that it
is desirable to use a physical device in a computing plat-
form to verify and possibly enforce trust in that platform.
Typically, the device provides trusted measurement and
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reporting of attributes of the associated platform, which
indicate the integrity of the platform. Also, most prefera-
bly, the device is tamper-resistant.

[0008] In accordance with a first aspect, the present
invention provides computing apparatus comprising
main processing means and main memory means, each
being mounted on an assembly and connected for com-
munication with one or more other components on the
assembly, wherein: the computing apparatus further
comprises a trusted device mounted on the assembly
and being connected for communications with one or
more other components on the assembly, the trusted de-
vice comprising device memory means and device
processing means; the device processing means is pro-
grammed to acquire a value of an integrity metric that
provides an indication of whether the computing appa-
ratus will operate as intended; and the device memory
means stores the private key of a public/private key pair
and the device processing means is operable to respond
to an integrity challenge from a local or remote user of
the computer apparatus by using the private key in a
cryptographic process to authenticate the trusted device
to the local or remote user and to sign the acquired value
of the integrity metric, the trusted device being operable
to output the signed integrity metric for reporting to the
local or remote user in response to the challenge.
[0009] As used herein for reasons of simplicity of de-
scription, the term "device" also encompasses plural de-
vices having equivalent function, or equivalent function-
ality integrated into one or more existing platform devices
or assemblies. Additionally, the termtrue’ as used herein
implies that the value is that which correctly reflects the
state of the computing apparatus. This may be ensured
if the measurement method is substantially un-modifiable
other than by the trusted device.

[0010] In accordance with a second aspect, the
present invention provides a method of operating a sys-
tem comprising trusted computing apparatus and a local
or remote user, the trusted computing apparatus incor-
porating a trusted device comprising device memory
means and device processing means, wherein the device
memory means stores the private key of a public/private
key pair and the device processing means is arranged
to acquire a value of an integrity metric of the trusted
computing apparatus, wherein the integrity metric pro-
vides an indication of whether trusted computing appa-
ratus will operate as intended, the method comprising
the steps of: the trusted device acquiring the value of the
integrity metric of the trusted computing apparatus; the
user generating a challenge for the trusted computing
apparatus to prove its integrity and submitting the chal-
lenge to the trusted computing apparatus; the trusted
computing apparatus receiving the challenge, and in re-
sponse the device processing means of the trusted de-
vice using the private key stored in the device memory
means in a cryptographic process to authenticate the
trusted device to the user and to sign the acquired value
of the integrity metric, the trusted device outputting the
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signed integrity metric for reporting to the user in a re-
sponse to the challenge; and the user receiving the re-
sponse, extracting the integrity metric from the response
and comparing the integrity metric with an authenticated
metric for the trusted computing apparatus that had been
generated by a trusted party.

[0011] In accordance with a third aspect, the present
invention provides a method of establishing a communi-
cations channel in a system between trusted computing
apparatus and remote computing apparatus, the method
including the step of the remote computing apparatus
verifying the integrity of the trusted computing apparatus
using the above method, and maintaining the communi-
cations channel for further transactions in the event the
integrity of the trusted computing apparatus is success-
fully verified by the remote computing apparatus.
[0012] In accordance with a fourth embodiment, the
present invention provides a method of verifying that
trusted computing apparatus is trustworthy for use by a
user for processing a particular application, the method
including the step of the user verifying the integrity of the
trusted computing apparatus using the above method,
and the user using the trusted computing apparatus to
process the particularapplicationin the event the integrity
of the trusted computing apparatus is successfully veri-
fied by the remote computing apparatus.

[0013] Otheraspects and embodiments of the present
invention will become apparent from the following de-
scription and claims.

Brief Description of the Drawings

[0014] A preferred embodiment of the present inven-
tion will now be described by way of example only with
reference to the accompanying drawings in which:

Figure 1 is a diagram that illustrates a system capa-
ble of implementing embodiments of the present in-
vention;

Figure 2 is adiagram whichillustrates a motherboard
including a trusted device arranged to communicate
with a smart card via a smart card reader and with
a group of modules;

Figure 3 is a diagram that illustrates the trusted de-
vice in more detail;

Figure 4 is a flow diagram which illustrates the steps
involved in acquiring an integrity metric of the com-
puting apparatus;

Figure 5 is a flow diagram which illustrates the steps
involved in establishing communications between a
trusted computing platform and a remote platform
including the trusted platform verifying its integrity;
and

Figure 6 is a flow diagram which illustrates the steps
involved in verification of a trusted computing plat-
form by a potential user of that platform by means
of a smart card.
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Best Mode For Carrying Out the Invention, & Industrial
Applicability

[0015] The present exemplary embodiment generally
provides the incorporation into a computing platform of
a physical trusted device whose function is to bind the
identity of the platform to reliably measured data that pro-
vides an integrity metric of the platform. The identity and
the integrity metric are compared with expected values
provided by a trusted party (TP) thatis prepared to vouch
for the trustworthiness of the platform. If there is a match,
the implication is that at least part of the platform is op-
erating correctly, depending on the scope of the integrity
metric.

[0016] A user verifies the correct operation of the plat-
form before exchanging other data with the platform. A
user does this by requesting the trusted device to provide
its identity and an integrity metric. (Optionally the trusted
device will refuse to provide evidence of identity if it itself
was unable to verify correct operation of the platform.)
The user receives the proof of identity and the identity
metric, and compares them against values which it be-
lieves to be true. Those proper values are provided by
the TP or another entity that is trusted by the user. If data
reported by the trusted device is the same as that pro-
vided by the TP, the user trusts the platform. This is be-
cause the user trusts the entity. The entity trusts the plat-
form because it has previously validated the identity and
determined the proper integrity metric of the platform.
[0017] Once a user has established trusted operation
of the platform, he exchanges other data with the plat-
form. For a local user, the exchange might be by inter-
acting with some software application running on the plat-
form. For a remote user, the exchange might involve a
secure transaction. In either case, the data exchanged
is 'signed’ by the trusted device. The user can then have
greater confidence that data is being exchanged with a
platform whose behaviour can be trusted.

[0018] Thetrusted device uses cryptographic process-
es but does not necessarily provide an external interface
to those cryptographic processes. Also, a most desirable
implementation would be to make the trusted device
tamperproof, to protect secrets by making them inacces-
sible to other platform functions and provide an environ-
ment that is substantially immune to unauthorised mod-
ification. Since tamper-proofing is impossible, the best
approximation is atrusted device thatis tamper-resistant,
or tamper-detecting. The trusted device, therefore, pref-
erably consists of one physical component thatis tamper-
resistant.

[0019] Techniques relevant to tamper-resistance are
well known to those skilled in the art of security. These
techniques include methods for resisting tampering
(such as appropriate encapsulation of the trusted de-
vice), methods for detecting tampering (such as detection
of out of specification voltages, X-rays, or loss of physical
integrity in the trusted device casing), and methods for
eliminating data when tampering is detected. Further dis-
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cussion of appropriate techniques can be found at http:
[lwww.cl.cam.ac.uk/-mgk25/tamper.html. It will be ap-
preciated that, although tamper-proofing is a most desir-
able feature of the present invention, it does not enter
into the normal operation of the invention and, as such,
is beyond the scope of the present invention and will not
be described in any detail herein.

[0020] The trusted device is preferably a physical one
because it must be difficult to forge. It is most preferably
tamper-resistant because it must be hard to counterfeit.
It typically has an engine capable of using cryptographic
processes because it is required to prove identity, both
locally and at a distance, and it contains at least one
method of measuring some integrity metric of the plat-
form with which it is associated.

[0021] Atrusted platform 10 is illustrated in the diagram
in Figure 1. The platform 10 includes the standard fea-
tures of a keyboard 14, mouse 16 and visual display unit
(VDU) 18, which provide the physical 'user interface’ of
the platform. This embodiment of a trusted platform also
contains a smart card reader 12 - a smart card reader is
not an essential element of all trusted platforms, but is
employed in various preferred embodiments described
below. Along side the smart card reader 12, there is il-
lustrated a smart card 19 to allow trusted user interaction
with the trusted platform as shall be described further
below. In the platform 10, there are a plurality of modules
15: these are other functional elements of the trusted
platform of essentially any kind appropriate to that plat-
form (the functional significance of such elements is not
relevantto the presentinvention and will not be discussed
further herein).

[0022] As illustrated in Figure 2, the motherboard 20
of the trusted computing platform 10 includes (among
other standard components) a main processor 21, main
memory 22, a trusted device 24, a data bus 26 and re-
spective control lines 27 and address lines 28, BIOS
memory 29 containing the BIOS program for the platform
10 and an Input/Output (I0) device 23, which controls
interaction between the components of the motherboard
and the smart card reader 12, the keyboard 14, the
mouse 16 and the VDU 18. The main memory 22 is typ-
ically random access memory (RAM). In operation, the
platform 10 loads the operating system, for example Win-
dows NT™  into RAM from hard disk (not shown). Addi-
tionally, in operation, the platform 10 loads the processes
or applications that may be executed by the platform 10
into RAM from hard disk (not shown).

[0023] Typically, in a personal computer the BIOS pro-
gram is located in a special reserved memory area, the
upper 64K of the first megabyte do the system memory
(addresses F@@@h to FFFFh), and the main processor
is arranged to look at this memory location first, in ac-
cordance with an industry wide standard.

[0024] The significant difference between the platform
and a conventional platform is that, after reset, the main
processor is initially controlled by the trusted device,
which then hands control over to the platform-specific
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BIOS program, which in turn initialises all input/output
devices as normal. After the BIOS program has execut-
ed, control is handed over as normal by the BIOS pro-
gram to an operating system program, such as Windows
NT (TM), which is typically loaded into main memory 22
from a hard disk drive (not shown).

[0025] Clearly, this change from the normal procedure
requires a modification to the implementation of the in-
dustry standard, whereby the main processor 21 is di-
rected to address the trusted device 24 to receive its first
instructions. This change may be made simply by hard-
coding a different address into the main processor 21.
Alternatively, the trusted device 24 may be assigned the
standard BIOS program address, in which case there is
no need to modify the main processor configuration.
[0026] It is highly desirable for the BIOS boot block to
be contained within the trusted device 24. This prevents
subversion of the obtaining of the integrity metric (which
could otherwise occur if rogue software processes are
present) and prevents rogue software processes creat-
ing a situation in which the BIOS (even if correct) fails to
build the proper environment for the operating system.
[0027] Although, inthe preferred embodimentto be de-
scribed, the trusted device 24 is a single, discrete com-
ponent, it is envisaged that the functions of the trusted
device 24 may alternatively be split into multiple devices
on the motherboard, or even integrated into one or more
of the existing standard devices of the platform. For ex-
ample, it is feasible to integrate one or more of the func-
tions of the trusted device into the main processor itself,
provided that the functions and their communications
cannot be subverted. This, however, would probably re-
quire separate leads on the processor for sole use by the
trusted functions. Additionally or alternatively, although
in the present embodiment the trusted device is a hard-
ware device that is adapted for integration into the moth-
erboard 20, it is anticipated that a trusted device may be
implemented as a 'removable’ device, such as a dongle,
which could be attached to a platform when required.
Whether the trusted device is integrated or removable is
a matter of design choice. However, where the trusted
device is separable, a mechanism for providing a logical
binding between the trusted device and the platform
should be present.

[0028] The trusted device 24 comprises a number of
blocks, as illustrated in Figure 3. After system reset, the
trusted device 24 performs a secure boot process to en-
sure that the operating system of the platform 10 (includ-
ing the system clock and the display on the monitor) is
running properly and in a secure manner. During the se-
cure boot process, the trusted device 24 acquires an in-
tegrity metric of the computing platform 10. The trusted
device 24 can also perform secure data transfer and, for
example, authentication between it and a smart card via
encryption/decryption and signature/verification. The
trusted device 24 can also securely enforce various se-
curity control policies, such as locking of the user inter-
face.
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[0029] Specifically, the trusted device comprises: a
controller 30 programmed to control the overall operation
of the trusted device 24, and interact with the other func-
tions on the trusted device 24 and with the other devices
on the motherboard 20; a measurement function 31 for
acquiring the integrity metric from the platform 10; a cryp-
tographic function 32 for signing, encrypting ordecrypting
specified data; an authentication function 33 for authen-
ticating a smart card; and interface circuitry 34 having
appropriate ports (36, 37 & 38) for connecting the trusted
device 24 respectively to the data bus 26, control lines
27 and address lines 28 of the motherboard 20. Each of
the blocks in the trusted device 24 has access (typically
via the controller 30) to appropriate volatile memory ar-
eas 4 and/or non-volatile memory areas 3 of the trusted
device 24. Additionally, the trusted device 24 is designed,
in a known manner, to be tamper resistant.

[0030] Forreasons of performance, the trusted device
24 may be implemented as an application specific inte-
grated circuit (ASIC). However, for flexibility, the trusted
device 24 is preferably an appropriately programmed mi-
cro-controller. Both ASICs and micro-controllers are well
known in the art of microelectronics and will not be con-
sidered herein in any further detail.

[0031] One item of data stored in the non-volatile mem-
ory 3 of the trusted device 24 is a certificate 350. The
certificate 350 contains at least a public key 351 of the
trusted device 24 and an authenticated value 352 of the
platform integrity metric measured by a trusted party
(TP). The certificate 350 is signed by the TP using the
TP’s private key prior to it being stored in the trusted
device 24. In later communications sessions, a user of
the platform 10 can verify the integrity of the platform 10
by comparing the acquired integrity metric with the au-
thentic integrity metric 352. If there is a match, the user
can be confident that the platform 10 has not been sub-
verted. Knowledge of the TP’s generally-available public
key enables simple verification of the certificate 350. The
non-volatile memory 3 also contains an identity (ID) label
353. The ID label 353 is a conventional ID label, for ex-
ample a serial number, that is unique within some con-
text. The ID label 353 is generally used for indexing and
labelling of data relevant to the trusted device 24, butis
insufficient in itself to prove the identity of the platform
10 under trusted conditions.

[0032] The trusted device 24 is equipped with at least
one method of reliably measuring or acquiring the integ-
rity metric of the computing platform 10 with which it is
associated. In the presentembodiment, the integrity met-
ric is acquired by the measurement function 31 by gen-
erating a digest of the BIOS instructions in the BIOS
memory. Such an acquired integrity metric, if verified as
described above, gives a potential user of the platform
10 a high level of confidence that the platform 10 has not
been subverted at a hardware, or BIOS program, level.
Other known processes, for example virus checkers, will
typically be in place to check that the operating system
and application program code has not been subverted.
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[0033] The measurement function 31 has access to:
non-volatile memory 3 for storing a hash program 354
and a private key 355 of the trusted device 24, and volatile
memory 4 for storing acquired integrity metric in the form
of a digest 361. In appropriate embodiments, the volatile
memory 4 may also be used to store the public keys and
associated ID labels 360a-360n of one or more authentic
smart cards 19s that can be used to gain access to the
platform 10.

[0034] Inone preferred implementation, as well as the
digest, the integrity metric includes a Boolean value,
which is stored in volatile memory 4 by the measurement
function 31, for reasons that will become apparent.
[0035] A preferred process for acquiring an integrity
metric will now be described with reference to Figure 4.
[0036] In step 500, at switch-on, the measurement
function 31 monitors the activity of the main processor
21 on the data, control and address lines (26, 27 & 28)
to determine whether the trusted device 24 is the first
memory accessed. Under conventional operation, a
main processor would first be directed to the BIOS mem-
ory firstin order to execute the BIOS program. However,
in accordance with the present embodiment, the main
processor 21 is directed to the trusted device 24, which
acts as a memory. In step 505, if the trusted device 24
is the first memory accessed, in step 510, the measure-
ment function 31 writes to volatile memory 4 a Boolean
value which indicates that the trusted device 24 was the
firstmemory accessed. Otherwise, in step 515, the meas-
urement function writes a Boolean value which indicates
that the trusted device 24 was not the first memory ac-
cessed.

[0037] Inthe event the trusted device 24 is not the first
accessed, there is of course a chance that the trusted
device 24 will not be accessed at all. This would be the
case, for example, if the main processor 21 were ma-
nipulated to run the BIOS program first. Under these cir-
cumstances, the platform would operate, but would be
unable to verify its integrity on demand, since the integrity
metric would not be available. Further, if the trusted de-
vice 24 were accessed after the BIOS program had been
accessed, the Boolean value would clearly indicate lack
of integrity of the platform.

[0038] Instep 520, when (or if) accessed as a memory
by the main processor 21, the main processor 21 reads
the stored native hash instructions 354 from the meas-
urement function 31 in step 525. The hash instructions
354 are passed for processing by the main processor 21
over the data bus 26. In step 530, main processor 21
executes the hash instructions 354 and uses them, in
step 535, to compute a digest of the BIOS memory 29,
by reading the contents of the BIOS memory 29 and
processing those contents according to the hash pro-
gram. In step 540, the main processor 21 writes the com-
puted digest 361 to the appropriate volatile memory lo-
cation 4 in the trusted device 24. The measurement func-
tion 31, in step 545, then calls the BIOS program in the
BIOS memory 29, and execution continues in a conven-
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tional manner.

[0039] Clearly, there are a number of different ways in
which the integrity metric may be calculated, depending
upon the scope of the trust required. The measurement
of the BIOS program'’s integrity provides a fundamental
check on the integrity of a platform’s underlying process-
ing environment. The integrity metric should be of such
a form that it will enable reasoning about the validity of
the boot process - the value of the integrity metric can
be used to verify whether the platform booted using the
correct BIOS. Optionally, individual functional blocks
within the BIOS could have their own digest values, with
an ensemble BIOS digest being a digest of these indi-
vidual digests. This enables a policy to state which parts
of BIOS operation are critical for an intended purpose,
and which are irrelevant (in which case the individual
digests must be stored in such a manner that validity of
operation under the policy can be established).

[0040] Other integrity checks could involve establish-
ing that various other devices, components or apparatus
attached to the platform are present and in correct work-
ing order. Inone example, the BIOS programs associated
with a SCSI controller could be verified to ensure com-
munications with peripheral equipment could be trusted.
In another example, the integrity of other devices, for
example memory devices or co-processors, on the plat-
form could be verified by enacting fixed challenge/re-
sponse interactions to ensure consistent results. Where
the trusted device 24 is a separable component, some
such form of interaction is desirable to provide an appro-
priate logical binding between the trusted device 24 and
the platform. Also, although in the present embodiment
the trusted device 24 utilises the data bus 26 as its main
means of communication with other parts of the platform,
it would be feasible, although not so convenient, to pro-
vide alternative communications paths, such as hard-
wired paths or optical paths. Further, although in the
present embodiment the trusted device 24 instructs the
main processor 21 to calculate the integrity metricin other
embodiments, the trusted device itself is arranged to
measure one or more integrity metrics.

[0041] Preferably, the BIOS boot process includes
mechanisms to verify the integrity of the boot process
itself. Such mechanisms are already known from, for ex-
ample, Intel's draft "Wired for Management baseline
specification v 2.0 - BOOT Integrity Service", and involve
calculating digests of software or firmware before loading
that software or firmware. Such a computed digest is
compared with a value stored in a certificate provided by
a trusted entity, whose public key is known to the BIOS.
The softwareffirmware is then loaded only if the comput-
ed value matches the expected value from the certificate,
and the certificate has been proven valid by use of the
trusted entity’s public key. Otherwise, an appropriate ex-
ception handling routine is invoked.

[0042] Optionally, after receiving the computed BIOS
digest, the trusted device 24 may inspectthe proper value
of the BIOS digest in the certificate and not pass control
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to the BIOS if the computed digest does not match the
proper value. Additionally, or alternatively, the trusted de-
vice 24 may inspect the Boolean value and not pass con-
trol back to the BIOS if the trusted device 24 was not the
first memory accessed. In either of these cases, an ap-
propriate exception handling routine may be invoked.
[0043] Figure 5 illustrates the flow of actions by a TP,
the trusted device 24 incorporated into a platform, and a
user (of a remote platform) who wants to verify the integ-
rity of the trusted platform. It will be appreciated that sub-
stantially the same steps as are depicted in Figure 5 are
involved when the user is a local user. In either case, the
user would typically rely on some form of software appli-
cation to enact the verification. It would be possible to
run the software application on the remote platform or
the trusted platform. However, there is a chance that,
even on the remote platform, the software application
could be subverted in some way. Therefore, it is antici-
pated that, for a high level of integrity, the software ap-
plication would reside on a smart card of the user, who
would insert the smart card into an appropriate reader
for the purposes of verification. Figure 5 illustrates the
flow of actions for the general case - a more specific flow
of actions for verification by a user smart card will be
described with reference to Figure 6 further below.
[0044] At the first instance, a TP, which vouches for
trusted platforms, will inspect the type of the platform to
decide whether to vouch for it or not. This will be a matter
of policy. If all is well, in step 600, the TP measures the
value of integrity metric of the platform. Then, the TP
generates a certificate, in step 605, for the platform. The
certificate is generated by the TP by appending the trust-
ed device's public key, and optionally its ID label, to the
measured integrity metric, and signing the string with the
TP's private key.

[0045] The trusted device 24 can subsequently prove
its identity by using its private key to process some input
data received from the user and produce output data,
such that the input/output pair is statistically impossible
to produce without knowledge of the private key. Hence,
knowledge of the private key forms the basis of identity
in this case. Clearly, it would be feasible to use symmetric
encryption to form the basis of identity. However, the dis-
advantage of using symmetric encryption is that the user
would need to share his secret with the trusted device.
Further, as a result of the need to share the secret with
the user, while symmetric encryption would in principle
be sufficient to prove identity to the user, it would insuf-
ficient to prove identity to a third party, who could not be
entirely sure the verification originated from the trusted
device or the user.

[0046] In step 610, the trusted device 24 is initialised
by writing the certificate 350 into the appropriate non-
volatile memory locations 3 of the trusted device 24. This
is done, preferably, by secure communication with the
trusted device 24 after it is installed in the motherboard
20. The method of writing the certificate to the trusted
device 24 is analogous to the method used to initialise
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smart cards by writing private keys thereto. The secure
communications is supported by a 'master key', known
only to the TP, that is written to the trusted device (or
smart card) during manufacture, and used to enable the
writing of data to the trusted device 24; writing of data to
the trusted device 24 without knowledge of the master
key is not possible.

[0047] Atsome later point during operation of the plat-
form, for example when it is switched on or reset, in step
615, the trusted device 24 acquires and stores the integ-
rity metric 361 of the platform.

[0048] When a user wishes to communicate with the
platform, in step 620, he creates a nonce, such as a ran-
dom number, and, in step 625, challenges the trusted
device 24 (the operating system of the platform, or an
appropriate software application, is arranged to recog-
nise the challenge and pass it to the trusted device 24,
typically via a BIOS-type call, in an appropriate fashion).
The nonce is used to protect the user from deception
caused by replay of old but genuine signatures (called a
‘replay attack’) by untrustworthy platforms. The process
of providing a nonce and verifying the response is an
example of the well-known 'challenge/response’ proc-
ess.

[0049] In step 630, the trusted device 24 receives the
challenge and creates an appropriate response. This
may be a digest of the measured integrity metric and the
nonce, and optionally its ID label. Then, in step 635, the
trusted device 24 signs the digest, using its private key,
and returns the signed digest, accompanied by the cer-
tificate 350, to the user.

[0050] In step 640, the user receives the challenge re-
sponse and verifies the certificate using the well known
public key of the TP. The user then, in step 650, extracts
the trusted device's 24 public key from the certificate and
uses it to decrypt the signed digest from the challenge
response. Then, in step 660, the user verifies the nonce
inside the challenge response. Next, in step 670, the user
compares the computed integrity metric, which it extracts
from the challenge response, with the proper platform
integrity metric, which it extracts from the certificate. If
any of the foregoing verification steps fails, in steps 645,
655, 665 or 675, the whole process ends in step 680 with
no further communications taking place.

[0051] Assuming all is well, in steps 685 and 690, the
user and the trusted platform use other protocols to set
up secure communications for other data, where the data
from the platform is preferably signed by the trusted de-
vice 24.

[0052] Further refinements of this verification process
are possible. It is desirable that the challenger becomes
aware, through the challenge, both of the value of the
platform integrity metric and also of the method by which
it was obtained. Both these pieces of information are de-
sirable to allow the challenger to make a proper decision
about the integrity of the platform. The challenger also
has many different options available - it may accept that
the integrity metric is recognised as valid in the trusted
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device 24, or may alternatively only accept that the plat-
form has the relevant level of integrity if the value of the
integrity metric is equal to a value held by the challenger
(or may hold there to be different levels of trust in these
two cases).

[0053] The techniques of signing, using certificates,
and challenge/response, and using them to prove iden-
tity, are well known to those skilled in the art of security
and therefore need not be described in any more detail
herein.

[0054] As indicated above, Figure 6 shows the flow of
actions in an example of verification of platform integrity
by a user interacting with the trusted platform with a smart
card 19. As will be described, the process conveniently
implements a challenge/response routine. There exist
many available challenge/response mechanisms. The
implementation of an authentication protocol used in the
present embodiment is mutual (or 3-step) authentication,
as described in ISO/IEC 9798-3, "Information technology
- Security techniques - Entity authentication mecha-
nisms; Part 3; Entity authentication using a public key
algorithm”, International Organization for Standardiza-
tion, November 1993. Of course, there is no reason why
other authentication procedures cannot be used, for ex-
ample 2-step or 4-step, as also described in this refer-
ence.

[0055] Initially, the user inserts their smart card 19 into
the smart card reader 12 of the platform in step 700.
[0056] Beforehand, a platform configured for use by
users of in this way will typically be operating under the
control of its standard operating system and executing
the authentication process, which waits for ausertoinsert
their smart card 19. Apart from the smart card reader 12
being active in this way, such a platform is typically ren-
dered inaccessible to users by 'locking’ the user interface
(i.e. the screen, keyboard and mouse). This will however
not be the case in all embodiments of the invention.
[0057] When the smart card 19 is inserted into the
smart card reader 12, the trusted device 24 is triggered
to attempt mutual authentication in step by generating
and transmitting a nonce A to the smart card 19 in step
705. A nonce, such as a random number, is used to pro-
tect the originator from deception caused by replay of old
but genuine responses (called a 'replay attack’) by un-
trustworthy third parties.

[0058] Inresponse,instep 710, the smartcard 19 gen-
erates and returns a response comprising the concate-
nation of: the plain text of the nonce A, a new nonce B
generated by the smart card 19, an ID of the trusted de-
vice 24 and some redundancy; the signature of the plain
text, generated by signing the plain text with the private
key of the smart card 19; and a certificate containing the
ID and the public key of the smart card 19.

[0059] The trusted device 24 authenticates the re-
sponse by using the public key in the certificate to verify
the signature of the plain text in step 715. If the response
is not authentic, the process ends in step 720. If the re-
sponse is authentic, in step 725 the trusted device 24
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generates and sends a further response including the
concatenation of: the plain text of the nonce A, the nonce
B, an ID of the smart card 19 and the acquired integrity
metric; the signature of the plain text, generated by sign-
ing the plain text using the private key of the trusted de-
vice 24; and the certificate comprising the public key of
the trusted device 24 and the authentic integrity metric,
both signed by the private key of the TP.

[0060] The smart card 19 authenticates this response
by using the public key of the TP and comparing the ac-
quired integrity metric with the authentic integrity metric,
where a match indicates successful verification, in step
730. If the further response is not authentic, the process
ends in step 735.

[0061] If the procedure is successful, both the trusted
device 24 has authenticated the logon card 19 and the
smart card 19 has verified the integrity of the trusted plat-
form and, in step 740, the authentication process exe-
cutes the secure process for the user.

[0062] Incertaintypes ofinteraction, the authentication
process can end at this point. However, if a session is to
be continued between the user and the trusted platform,
it is desirable to ensure that the user remains authenti-
cated to the platform.

[0063] Where continued authentication is required, the
authentication process sets an interval timer in step 745.
Thereafter, using appropriate operating system interrupt
routines, the authentication process services the interval
timer periodically to detect when the timer meets or ex-
ceeds a pre-determined timeout period in step 750.
[0064] Clearly, the authentication process and the in-
terval timer runin parallel with the secure process. When
the timeout period is met or exceeded, the authentication
process triggers the trusted device 24 to re-authenticate
the smart card 19, by transmitting a challenge for the
smart card 19 to identify itself in step 760. The smart card
19 returns a certificate including its ID and its public key
in step 765. In step 770, if there is no response (for ex-
ample, as a result of the smart card 19 having been re-
moved) or the certificate is no longer valid for some rea-
son (for example, the smart card has been replaced with
a different smart card), the session is terminated by the
trusted device 24 in step 775. Otherwise, in step 770, the
process from step 745 repeats by resetting the interval
timer.

[0065] Additionally, or alternatively, in some embodi-
ments it may be required thatthe user profile is encrypted
and signed to protect privacy and integrity. If so, a secure
data transfer protocol may be needed between the trust-
ed device 24 and the smart card 19. There exist many
available mechanisms for transferring secure credentials
between two entities. A possible implementation, which
may be used in the present embodiment, is secure key
transport mechanisms from ISO/IEC DIS 11770-3, "In-
formation technology - Security techniques - Key man-
agement - Part 3;: Mechanisms using asymmetric tech-
niques”, International Organization for Standardization,
March 1997.
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[0066] Modifications of this verification process using
other well-known challenge and response techniques
can easily be achieved by the skilled person. Similarly,
alternative verification processes can be used by parties
interacting with the platform in a different manner (that
is, other than as a user equipped with a smart card).

Claims

1. Computing apparatus comprising main processing
means (21) and main memory means (22), each be-
ing mounted on an assembly (20) and connected for
communication with one or more other components
on the assembly (20), wherein:

the computing apparatus further comprises a
trusted device (24) mounted on the assembly
(20) and being connected for communications
with one or more other components on the as-
sembly (20), the trusted device (24) comprising
device memory means (3, 4) and device
processing means (30, 31, 32, 33);

the device processing means (30, 31, 32, 33) is
programmed to acquire a value of an integrity
metric that provides an indication of whether the
computing apparatus (10) will operate as intend-
ed; and

the device memory means (3, 4) stores the pri-
vate key (355) of a public/private key pair and
the device processing means (30, 31, 32, 33) is
operable to respond to an integrity challenge
from a local or remote user of the computer ap-
paratus (10) by using the private key (355) in a
cryptographic process to authenticate the trust-
ed device (24) to the local or remote user and
to sign the acquired value of the integrity metric,
the trusted device (24) being operable to output
the signed integrity metric for reporting to the
local or remote user in response to the chal-
lenge.

2. Computing apparatus according to claim 1, wherein
the device processing means (30, 31, 32, 33) is pro-
grammed to instruct the main processing means (21)
to determine the integrity metric and return the in-
tegrity metric for storage in the device memory
means (3, 4).

3. Computing apparatus according to claim 2, wherein
the device processing means (30, 31, 32, 33) is pro-
grammed to instruct the main processing means (21)
by transferring to the main processing means (21)
program code native to the main processing means
(21)thatis stored in the device memory means (3, 4).

4. Computing apparatus according to claim 3, wherein
the computing apparatus is arranged to cause the
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instructions to be the first instructions executed after
release from reset.

Computing apparatus according to claim 3 or claim
4, wherein the trusted device (24) is arranged to
transfer the instructions to the main processing
means (21)in response to memory read signals from
the main processing means (21).

Computing apparatus according to any one of claims
1 to 5, wherein the trusted device (24) is arranged
to monitor the data bus means (26) by which com-
ponents mounted on the assembly (20) are adapted
to communicate and store in the device memory
means (3, 4) aflag in the event the first memory read
signals generated by the main processing means
(21) after the computing apparatus (10) is released
from reset are addressed to the trusted device (24).

Computing apparatus according to any one of claims
1to 6, wherein the trusted device (24) has stored in
device memory means (3, 4) at least one of:

a unique identity of the trusted device (24); and
an authenticated integrity metric generated by
a trusted party.

Computing apparatus according to claim 1, wherein
the device processing means (30, 31, 32, 33) is pro-
grammed to determine the correctness of the ac-
quired value of the integrity metric by comparing the
acquired value with an authenticated integrity metric
generated by a trusted party and stored in the device
memory means (3, 4).

Computing apparatus according to claim 1, wherein
the trusted device (24) also has stored in its device
memory means (3, 4) the public key of said public/
private key pair that has been signed by a trusted
party, and wherein the device processing means (30,
31, 32, 33) is further operable to respond to an in-
tegrity challenge from a local or remote user by re-
turning the signed public key to the local or remote
user.

Computing apparatus according to claim 1, wherein
the trusted device (24) also has stored in its device
memory means (3, 4) an authenticated integrity met-
ric generated by a trusted party and wherein the
device processing means (30, 31, 32, 33) is further
operable to respond to an integrity challenge from a
local or remote user by returning the authenticated
integrity metric to the local or remote user.

Computing apparatus as claimed in any preceding
claim, wherein the integrity metric is a digest of all
or part of the basic input/output software for the com-
puting apparatus (10).
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Computing apparatus as claimed in any preceding
claim, wherein the integrity metric is a digest of all
or part of the basic input/output software for compo-
nents or apparatus attached to the computing appa-
ratus (10).

Computing apparatus as claimed in any preceding
claim, wherein the trusted device (24) is adapted to
acquire a plurality of integrity metrics.

Computing apparatus as claimed in any preceding
claim, wherein the trusted device (24) is adapted to
be tamper resistant.

A trusted device configured for use in computing ap-
paratus according to any one ofthe preceding claims.

A method of operating a system comprising trusted
computing apparatus (10) and alocal or remote user,
the trusted computing apparatus (10) incorporating
a trusted device (24) comprising device memory
means (3, 4) and device processing means (30, 31,
32, 33), wherein the device memory means (3, 4)
stores the private key (355) of a public/private key
pair and the device processing means (30, 31, 32,
33) is arranged to acquire a value of an integrity met-
ric of the trusted computing apparatus (10), wherein
the integrity metric provides an indication of whether
trusted computing apparatus (10) will operate as in-
tended, the method comprising the steps of:

the trusted device acquiring the value of the in-
tegrity metric of the trusted computing apparatus
(10);

the user generating a challenge for the trusted
computing apparatus (10) to prove its integrity
and submitting the challenge to the trusted com-
puting apparatus (10);

the trusted computing apparatus (10) receiving
the challenge, and in response the device
processing means of the trusted device (24) us-
ing the private key (355) stored in the device
memory means in a cryptographic process to
authenticate the trusted device (24) to the user
and to sign the acquired value of the integrity
metric, the trusted device (24) outputting the
signed integrity metric for reporting to the user
in a response to the challenge; and

the user receiving the response, extracting the
integrity metric from the response and compar-
ing the integrity metric with an authenticated
metric for the trusted computing apparatus (10)
that had been generated by a trusted party.

A method according to claim 16, wherein the chal-
lenge includes a nonce, the response includes the
integrity metric and the nonce, both digitally signed
by the trusted device using the private key, and the
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user verifies the integrity metric and the nonce using
the public key of said public/private key pair.

A method according to claim 17, wherein the re-
sponse includes a certificate (350) held by the trust-
ed device (24) in its device memory means (3, 4),
which certificate has been digitally signed by a trust-
ed party using a private encryption key of the trusted
party, the certificate including the public key of the
public/private key pair, and the user verifies the cer-
tificate using the public encryption key of the trusted
party and uses the public key from the certificate to
verify the integrity metric and the nonce.

A method of establishing a communications channel
in a system between trusted computing apparatus
and remote computing apparatus (10), the method
including the step of the remote computing appara-
tus verifying the integrity of the trusted computing
apparatus (10) using the method according to any
one of claims 16 to 18, and maintaining the commu-
nications channel for further transactions in the event
the integrity of the trusted computing apparatus (10)
is successfully verified by the remote computing ap-
paratus.

A method of verifying that trusted computing appa-
ratus (10) is trustworthy for use by a user for process-
ing a particular application, the method including the
step of the user verifying the integrity of the trusted
computing apparatus (10) using the method accord-
ing to any one of claims 16 to 18, and the user using
the trusted computing apparatus (10) to process the
particular application in the event the integrity of the
trusted computing apparatus (10) is successfully
verified by the remote computing apparatus.

A trusted device arranged for use in accordance with
any one of claims 16 to 20.

Patentanspriiche

1.

Computervorrichtung, umfassend Hauptverarbei-
tungsmittel (21) und Hauptspeichermittel (22), wel-
che jeweils auf einer Anordnung (20) montiert sind
und fiir Kommunikation mit einer oder mehreren
Komponenten auf der Anordnung (20) verbunden
sind, wobei:

die Computervorrichtung ferner ein gesichertes
Gerat (24) umfasst, das auf der Anordnung (20)
montiert und fir Kommunikationen mit einer
oder mehreren anderen Komponenten auf der
Anordnung (20) verbunden ist, wobei das gesi-
cherte Gerat (24) Geratespeichermittel (3, 4)
und Gerateverarbeitungsmittel (30, 31, 32, 33)
umfasst;
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die Gerateverarbeitungsmittel (30, 31, 32, 33)
so programmiert sind, dass sie einen Wert einer
Integritdtsmetrik erfassen der anzeigt, ob die
Computervorrichtung (10) wie beabsichtigt
funktioniert; und

das Geratespeichermittel (3, 4) den privaten
Schliissel (355) eines offentlichen/privaten
Schllisselpaars speichert, und das Geratever-
arbeitungsmittel (30, 31, 32, 33) so betrieben
werden kann, dass es auf eine Integritatsabfra-
ge von einem lokalen oder entfernten Benutzer
der Computervorrichtung (10) durch Verwen-
den des privaten Schliissel (355) in einem kryp-
tographischen Prozess abtwortet, um das gesi-
cherte Gerat (24) fir den lokalen oder entfernten
Benutzer zu authentifizieren und den erfassten
Wert der Integritatsmetrik zu signieren, wobei
das gesicherte Gerat (24) so betrieben werden
kann, dass es die signierte Integritatsmetrik zur
Meldung an den lokalen oder entfernten Benut-
zer als Antwort auf die Abfrage ausgibt.

Computervorrichtung nach Anspruch 1, wobei das
Gerateverarbeitungsmittel (30, 31, 32, 33) so pro-
grammiert ist, dass es die Hauptverarbeitungsmittel
(21) anweist, die Integritatsmetrik zu bestimmen und
die Integritatsmetrik zur Speicherung in den Geréte-
speichermitteln (3, 4) zurlickzusenden.

Computervorrichtung nach Anspruch 2, wobei das
Gerateverarbeitungsmittel (30, 31, 32, 33) so pro-
grammiert ist, dass es die Hauptverarbeitungsmittel
(21) durch Ubermitteln an die Hauptverarbeitungs-
mittel (21) von zu den Hauptverarbeitungsmitteln
(21) gehérigem Programmcode, der in den Geréate-
speichermitteln (3, 4) gespeichert ist, anweist.

Computervorrichtung nach Anspruch 3, wobei die
Computervorrichtung so ausgeordnet ist, dass sie
bewirkt, dass die Anweisungen die ersten Anweisun-
gen sind, die nach der Freigabe von dem Reset aus-
gefiihrt werden.

Computervorrichtung nach Anspruch 3 oder 4, wo-
beidas gesicherte Gerat (24) soangeordnet ist, dass
es die Anweisungen an die Hauptverarbeitungsmit-
tel (21) als Antwort auf Speicherlesesignale von der
Hauptverarbeitungsmittel (21) ibermittelt.

Computervorrichtung nach einem der Anspriiche 1
bis 5, wobei das gesicherte Gerat (24) so angeordnet
ist, dass es die Datenbusmittel (26) iberwacht,
durch welche auf der Anordnung (20) montierte
Komponenten kommunizieren kdnnen, und ein Flag
in den Geratespeichermitteln (3, 4) speichert, falls
die ersten Speicherlesesignale, die durch die Haupt-
verarbeitungsmittel (21) nach der Freigabe der Com-
putervorrichtung (10) von dem Reset erzeugt wer-
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den, an das gesicherte Gerat (24) adressiert sind.

Computervorrichtung nach einem der Anspriiche 1
bis 6, wobei das gesicherte Gerat (24) in den Gera-
tespeichermitteln (3, 4) mindestens eines der folgen-
den speichert:

eine eindeutigen Kennung des gesicherten Ge-
rats (24); und

eine authentifizierte Integritatsmetrik, die durch
einen gesicherten Partner erzeugt wurde.

Computervorrichtung nach Anspruch 1, wobei das
Gerateverarbeitungsmittel (30, 31, 32, 33) so pro-
grammiert ist, dass es die Korrektheit des erfassten
Wertes der Integritatsmetrik durch Vergleichen des
erfassten Wertes mit einer authentifizierten Integri-
tatsmetrik bestimmt, die durch einen gesicherten
Partner erzeugt wurde und in den Geratespeicher-
mitteln (3, 4) gespeichert ist.

Computervorrichtung nach Anspruch 1, wobei das
gesicherte Gerat (24) aulRerdem den offentlichen
Schlussel des offentlichen/privaten Schllisselpaars,
der durch einen gesicherten Partner signiert wurde,
in seinen Geratespeichermitteln (3, 4) gespeichert
aufweist, und wobei das Gerateverarbeitungsmittel
(30, 31, 32, 33) ferner so betrieben werden kann,
dass es auf eine Integritatsabfrage von einem loka-
len oder entfernten Benutzer durch Zuriicksenden
des signierten dffentlichen Schilissels an den loka-
len oder entfernten Benutzer antwortet.

Computervorrichtung nach Anspruch 1, wobei das
gesicherte Gerat (24) auerdem eine authentifizierte
Integritatsmetrik, die durch einen gesicherten Part-
ner erzeugt wurde, in seinen Geratespeichermitteln
(3, 4) gespeichert aufweist, und wobei das Gerate-
verarbeitungsmittel (30, 31, 32, 33) ferner so betrie-
ben werden kann, dass es auf eine Integritatsabfra-
ge von einem lokalen oder entfernten Benutzer
durch Zurlicksenden der authentifizierten Integri-
tatsmetrik an den lokalen oder entfernten Benutzer
antwortet.

Computervorrichtung nach einem der vorhergehen-
den Ansprliche, wobei die Integritatsmetrik ein Di-
gest von allen oder einem Teil der Eingabe-/Ausga-
be-Basissoftware fir die Computervorrichtung (10)
ist.

Computervorrichtung nach einem der vorhergehen-
den Anspriiche, wobei die Integritdtsmetrik ein Di-
gest von allen oder einem Teil der Eingabe-/Ausga-
be-Basissoftware flir Komponenten oder Vorrichtun-
gen ist, die an die Computervorrichtung (10) ange-
schlossen sind.
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Computervorrichtung nach einem der vorhergehen-
den Ansprliche, wobei das gesicherte Gerat (24) so
angeordnet ist, dass es eine Mehrzahl von Integri-
tatsmetriken erfasst.

Computervorrichtung nach einem der vorhergehen-
den Anspriiche, wobei das gesicherte Gerat (24) so
angeordnet ist, dass es manipulationssicher ist.

Gesichertes Gerat, das zur Verwendung in einer
Computervorrichtung nach einem der vorhergehen-
den Anspriiche konfiguriert ist.

Verfahren zum Betreiben eines Systems, das eine
gesicherte Computervorrichtung (10) und einen lo-
kalen oder entfernten Benutzer umfasst, wobei die
gesicherte Computervorrichtung (10) ein gesicher-
tes Gerat (24) umfasst, das Geratespeichermittel (3,
4) und Gerateverarbeitungsmittel (30, 31, 32, 33)
umfasst, wobei das Geratespeichermittel (3, 4) den
privaten Schlissel (355) eines offentlichen/privaten
Schlisselpaars speichert, und das Gerateverarbei-
tungsmittel (30, 31, 32, 33) so angeordnet ist, dass
es einen Wert einer Integritatsmetrik der gesicherten
Computervorrichtung (10) erfasst, wobei die Integri-
tatsmetrik eine Anzeige dessen bereitstellt, ob die
gesicherte Computervorrichtung (10) wie beabsich-
tigt funktioniert, wobei das Verfahren die Schritte um-
fasst, dass:

das gesicherte Gerat den Wert der Integritats-
metrik der gesicherten Computervorrichtung
(10) erfasst;

der Benutzer eine Abfrage fiir die gesicherte
Computervorrichtung (10) erstellt, um ihre Inte-
gritat zu prifen, und die Abfrage an die gesi-
cherte Computervorrichtung (10) sendet;

die gesicherte Computervorrichtung (10) die Ab-
frage empfangt, und die Gerateverarbeitungs-
mittel des gesicherten Gerats (24) als Antwort
den privaten Schilissel (355), der in den Geréa-
tespeichermitteln gespeichertist, in einem kryp-
tographischen Prozess verwenden, um das ge-
sicherte Gerat (24) fir den Benutzer zu authen-
tifizieren und den erfassten Wert der Integritats-
metrik zu signieren, wobei das gesicherte Gerét
(24) die signierte Integritatsmetrik zur Meldung
an den Benutzerin einer Antwort auf die Abfrage
ausgibt; und

der Benutzer die Antwort empfangt, die Integri-
tatsmetrik aus der Antwort extrahiert und die In-
tegritatsmetrik mit einer authentifizierten Metrik
fiirdie gesicherte Computervorrichtung (10) ver-
gleicht, die durch einen gesicherten Partner er-
zeugt wurde.

Verfahren nach Anspruch 16, wobei die Abfrage ei-
nen Zeitstempel umfasst, die Antwort die Integritéts-
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metrik und den Zeitstempel umfasst, die beide durch
das gesicherte Gerat unter Verwendung des priva-
ten Schllssel digital signiert sind, und der Benutzer
die Integritatsmetrik und den Zeitstempel unter Ver-
wendung des offentlichen Schllssels des oGffentli-
chen/privaten Schliisselpaars verifiziert.

Verfahren nach Anspruch 17, wobei die Antwort ein
Zertifikat (350) umfasst, das durch das gesicherte
Gerat (24) in seinen Geratespeichermitteln (3, 4) ge-
speichert wird, wobei das Zertifikat durch einen ge-
sicherten Partner unter Verwendung eines privaten
Verschlisselungsschllssels des gesicherten Part-
ners digital signiert wurde, das Zertifikat den 6ffent-
lichen Schliissel des offentlichen/privaten Schllis-
selpaars umfasst, und der Benutzer das Zertifikat
unter Verwendung des offentlichen Verschliisse-
lungsschlissels verifiziert und den o&ffentlichen
Schltssel aus dem Zertifikat zum Verifizieren der In-
tegritdtsmetrik und des Zeitstempels verwendet.

Verfahren zur Herstellung eines Kommunikations-
kanals in einem System zwischen einer gesicherten
Computervorrichtung und einer entfernten Compu-
tervorrichtung (10), wobei das Verfahren den Schritt
umfasst, dass die entfernte Computervorrichtung die
Integritat der gesicherten Computervorrichtung (10)
unter Verwendung des Verfahrens nach einem der
Anspriiche 16 bis 18 verifiziert und den Kommuni-
kationskanal fur weitere Transaktionen aufrechter-
halt, falls die Integritat der gesicherten Vorrichtung
(10) durch die entfernte Computervorrichtung erfolg-
reich verifiziert wird.

Verfahren zum Verifizieren, dass eine gesicherte
Computervorrichtung zur Verwendung durch einen
Benutzer zum Verarbeiten einer bestimmten Anwen-
dung gesichert ist, wobei das Verfahren den Schritt
umfasst, dass der Benutzer die Integritat der gesi-
cherten Computervorrichtung (10) unter Verwen-
dung des Verfahrens nach einem der Anspriiche 16
bis 18 verifiziert, und der Benutzer die gesicherte
Computervorrichtung (10) verwendet, um die be-
stimmte Anwendung auszufiihren, falls die Integritat
der gesicherten Vorrichtung (10) durch die entfernte
Computervorrichtung erfolgreich verifiziert wird.

Gesichertes Gerat, das zur Verwendung nach einem
der Anspriche 16 bis 20 angeordnet ist.

Revendications

Appareil informatique comprenant des moyens prin-
cipaux de traitement (21) et des moyens principaux
de mémoire (22), chacun étant montés sur un en-
semble (20) et connectés pour une communication
avec un ou plusieurs autres composants sur l'en-

IPR2013-00292, IPR20'%3-00293, IPR2013-00294 and IPR2013-00295
Petitioner Microsoft Corporation - Ex. 1107, p. 12

10

15

20

25

30

35

40

45

semble (20), dans lequel :

I'appareil informatique comprend en oufre un
dispositif de confiance (24) monté sur I'ensem-
ble (20) et qui est connecté pour des communi-
cations avec un ou plusieurs autres composants
sur I'ensemble (20), le dispositif de confiance
(24) comprenant des moyens de mémoire de
dispositif (3, 4) et des moyens de traitement de
dispositif (30, 31, 32, 33) ;

les moyens de traitement de dispositif (30, 31,
32, 33) sont programmés pour acquérir une va-
leur d’une métrique d'intégrité qui fournit une in-
dication quant a savoir si I'appareil informatique
(10) fonctionnera comme prévu ; et

les moyens de mémoire de dispositif (3, 4) stoc-
kent la clé privée (355) d'une paire de clés pu-
blique/privée et les moyens de traitement de dis-
positif (30, 31, 32, 33) sont actionnables pour
répondre a un défi d'intégrité émanant d'un uti-
lisateur local ou a distance de I'appareil infor-
matique (10) par utilisation de la clé privée (355)
dans un fraitement cryptographique pour
authentifier le dispositif de confiance (24) a I'uti-
lisateur local ou a distance et pour signer la va-
leur acquise de la métrique d'intégrité, le dispo-
sitif de confiance (24) étant actionnable pour dé-
livrer en sortie la métrique d'intégrité signée pour
un rapport a I'utilisateur local ou a distance en
réponse au défi.

Appareil informatique selon la revendication 1, dans
lequel les moyens de traitement de dispositif (30, 31,
32, 33) sont programmeés pour donner instruction
aux moyens principaux de traitement (21) de déter-
miner la métrique d'intégrité et de renvoyer la métri-
que d'intégrité pour stockage dans les moyens de
mémoire de dispositif (3, 4).

Appareil informatique selon la revendication 2, dans
lequel les moyens de traitement de dispositif (30, 31,
32, 33) sont programmeés pour donner instruction
aux moyens principaux de traitement (21) par trans-
fert aux moyens principaux de traitement (21) d'un
code de programme natif des moyens principaux de
traitement (21) qui est stocké dans les moyens de
mémoire de dispositif (3, 4).

Appareil informatique selon la revendication 3, dans
lequel I'appareil informatique est agencé pour ame-
ner les instructions a étre les premiéres instructions
executées apres la remise a I'état initial.

Appareil informatique selon I'une des revendications
3 ou 4, dans lequel le dispositif de confiance (24) est
agencé pour transférer les instructions aux moyens
principaux de traitement (21) en réponse a des si-
gnaux de lecture de mémoire provenant des moyens
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principaux de traitement (21).

Appareil informatique selon I'une quelconque des re-
vendications 1 a 5, dans lequel le dispositif de con-
fiance (24) est agencé pour surveiller les moyens de
bus de donnees (26) par lesquels des composants
montés sur I'ensemble (20) sont aptes a communi-
quer et stocker dans les moyens de mémoire de dis-
positif (3, 4) un drapeau dans le cas ou les premiers
signaux de lecture de mémoire générés par les
moyens principaux de traitement(21) aprés que I'ap-
pareil informatique (10) est remis a I'état initial sont
adressés au dispositif de confiance (24).

Appareil informatique selon I'une quelconque des re-
vendications 1 a 6, dans lequel le dispositif de con-
fiance (24) a stocké dans des moyens de mémoire
de dispositif (3, 4) au moins I'une parmi :

une identité unique du dispositif de confiance
(24) ; et

une métrique d'intégrité authentifiée générée
par une partie de confiance.

Appareil informatique selon la revendication 1, dans
lequel les moyens de traitement de dispositif (30, 31,
32, 33) sont programmés pour déterminer I'exacti-
tude de la valeur acquise de la métrique d'intégrité
par comparaison de la valeur acquise a une métrique
d'intégrité authentifiée générée par une partie de
confiance et stockée dans les moyens de mémoire
de dispositif (3, 4).

Appareil informatique selon la revendication 1, dans
lequel le dispositif de confiance (24) a également
stocké dans ses moyens de mémoire de dispositif
(3, 4) la clé publique de ladite paire de clés publique/
privée qui a été signée par une partie de confiance,
et dans lequel les moyens de traitement de dispositif
(30, 31, 32, 33) sont en outre actionnables pour ré-
pondre a un défi d'intégrité émanant d'un utilisateur
local ou a distance par renvoi de la clé publigue si-
gnée a l'utilisateur local ou a distance.

Appareil informatique selon la revendication 1, dans
lequel le dispositif de confiance (24) a également
stocké dans ses moyens de mémoire de dispositif
(3, 4) une métrique d'intégrité authentifiée générée
par une partie de confiance et dans lequel les
moyens de traitement de dispositif (30, 31, 32, 33)
sont en outre actionnables pour répondre & un défi
d'integrité émanant d'un utilisateur local ou a distan-
ce par renvoi de la métrique d’intégrité authentifiée
a |'utilisateur local ou a distance.

Appareil informatique selon I'une quelconque des re-
vendications précédentes, dans lequel la métrique
d'intégrité est un condensé de I'ensemble ou d'une
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24

partie du logiciel d'entrée/sortie de base pour I'ap-
pareil informatique (10).

Appareil informatique selon I'une quelconque desre-
vendications précédentes, dans lequel la métrique
d'intégrité est un condense de 'ensemble ou d'une
partie du logiciel d'entrée/sortie de base pour des
composants ou un appareil fixé(s) a 'appareil infor-
matique (10).

Appareil informatique selon I'une quelconque desre-
vendications précédentes, dans lequel le dispositif
de confiance (24) est congu pour acquérir une plu-
ralité de métriques d'intégrité.

Appareil informatique selon l'une quelconque des re-
vendications précédentes, dans lequel le dispositif
de confiance (24) est congu pour étre inviolable.

Dispositif de confiance configuré pour étre utilisé
dans un appareil informatique selon 'une quelcon-
que des revendications précédentes.

Procédé de fonctionnement d'un systéme compre-
nant un appareil informatique de confiance (10) et
un utilisateur local ou a distance, I'appareil informa-
tique de confiance (10) comprenant un dispositif de
confiance (24) comprenant des moyens de mémoire
de dispositif (3, 4) et des moyens de traitement de
dispositif (30, 31, 32, 33), les moyens de mémoire
de dispositif (3, 4) stockant la clé privée (355) d’'une
paire de clés publique/privée et les moyens de trai-
tement de dispositif (30, 31, 32, 33) étant agencés
pour acqueérir une valeur d’'une métrique d'intégrité
de l'appareil informatique de confiance (10), la mé-
trique d'intégrité fournissant une indication quant a
savoir si I'appareil informatique de confiance (10)
fonctionnera comme prévu, le procédé comprenant
les étapes suivantes :

le dispositif de confiance acquiert la valeur de
la métrique d'intégrité de 'appareil informatique
de confiance (10) ;

I'utilisateur génére un défi pour I'appareil infor-
matique de confiance (10) pour prouver son in-
tégrité et soumet le défi a I'appareil informatique
de confiance (10) ;

I'appareil informatique de confiance (10) recoit
le défi et, en réponse, les moyens de traitement
de dispositif du dispositif de confiance (24) uti-
lisent la clé privée (355) stockée dans les
moyens de mémoire de dispositif dans un trai-
tement cryptographique pour authentifier le dis-
positif de confiance (24) a I'utilisateur et pour
signer la valeur acquise de la métrique d'inté-
grité, le dispositif de confiance (24) délivre en
sortie la métrique d'intégrité signée pour unrap-
port a l'utilisateur dans une réponse au défi ; et
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l'utilisateur regoit la réponse, extrait la métrique
d'intégrité a partir de la réponse et compare la
métrique d'intégrité a une métrique authentifiée
pour I'appareil informatique de confiance (10)
qui a été générée par une partie de confiance.

Procédé selon la revendication 16, dans lequel le
defi comprend un nombre aléatoire, la réponse com-
prend la métrique d'intégrité et le nombre aléatoire,
les deux étant signés numériquement par le dispo-
sitif de confiance a I'aide de la clé privée, et I'utilisa-
teur vérifie la métrique d'intégrité et le nombre aléa-
toire a I'aide de la clé publique de ladite paire de clés
publique/privée.

Procédé selon la revendication 17, dans lequel la
réponse comprend un certificat (350) conservé par
le dispositif de confiance (24) dans ses moyens de
meémoire de dispositif (3, 4), lequel certificat a été
signeé numériquement par une partie de confiance a
I'aide d'une clé de chiffrement privée de la partie de
confiance, le certificat comprenant la clé publique de
la paire de clés publique/privée, et I'utilisateur vérifie
le certificat a I'aide de la clé de chiffrement publique
de la partie de confiance et utilise la clé publique
provenant du certificat pour vérifier la métrique d'in-
tégrité et le nombre aléatoire.

Procédé d'établissement d'un canal de communica-
tion dans un systéeme entre un appareil informatique
de confiance et un appareil informatique a distance
(10), le procédé comprenant I'étape suivant laquelle
I'appareil informatique a distance vérifie I'intégrité de
I'appareil informatique de confiance (10) a I'aide du
procédé selon l'une quelconque des revendications
16 a 18, et maintient le canal de communication pour
d'autres transactions dans le cas ol lintégrité de
I'appareil informatique de confiance (10) est vérifiée
avec succes par |'appareil informatique a distance.

Procédé de vérification du fait qu'un appareil infor-
matique de confiance (10) est fiable pour une utili-
sation par un utilisateur pour traiter une application
particuliére, le procédé comprenant I'étape suivant
laquelle I'utilisateur vérifie I'intégrité de I'appareil in-
formatique de confiance (10) a I'aide du procédé se-
lon I'une quelconque des revendications 16 a 18, et
I'utilisateur utilise I'appareil informatique de confian-
ce (10) pour traiter I'application particuliére dans le
cas ou l'intégrité de I'appareil informatique de con-
fiance (10) est vérifiée avec succes par 'appareil
informatique a distance.

Dispositif de confiance agencé pour étre utilisé con-
formément a l'une quelconque des revendications
16 a 20.
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