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. . . 09/488,230 " Wasllewski et al.
Office Action Summary Examiner Group Art Unit
’ Todd Jack 2767

K] Responsive to communication(s) filed on _Jan 20, 2000

[J) This action is FINAL.

(] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is closed
in accordance with the practice under Ex parte Quay#835 C.D. 11; 453 0.G. 213.

A shortened statutory period for response to this action is set to expire o three _ month(s), or thirty days whichever is
longer, from the mailing date of this communication. Failure to respond within the period for response will.cause the
application to become abandoned. (35 U.S.C. § 133). Extensions of time may be obtained under the provisions of

© 37 CFR 1.136(a). .

Disposition of Claim

X) Claim(s) 1-26 - - __isfare pendmg in the applxcat
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{0 Claim(s) : . o is/are quwed.
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Application Papers
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(0 received in Application No. (Series Code/Serial Number)

[ received in this national stage application from the International Bureau (PCT Rule 17.2(a)).
*Certified copies not received: :
X} Acknowledgement is made of a claim for domestic priority under 35 U.S.C. § 119(e).
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[ Notice of Informal Patent Application, PTO-152
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) DETAILED ACTION

Speczf cation

uPdu*& A\c 57L=\4-5 0’9‘ \ “l’f’ [Peatans 01?3“"\“’5“} "M

= m 5 < t o i - OP
+kL rele c’l ,QL( & qul.(am}nlﬁj Se(r}ﬂ,\ Q" +)\e SPf(.ﬁ'fﬁ‘Lm"\.
Claim Objections

1. Claims 16-18,22, and 23 are objecfed to as being dependent updn a rejected base claim,
but would be allowable if rewritten in 1ndependent form including all of the limitations of the base
claim and any intervening claims.

Claim Rejections - 35 USC § 102

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the
basis for the rejections under this section made in this Office action:
A person shall be entitled to a patent unless --
(b) the invention was patented or described in a printed publication in this or a foreign country or.in pubhc use or
on sale in this country, more than one year prior to the date of application for patent in the United States.

3. Claims 1-5, 7,9, 11, and 24 are rejected under 35 U.S.C. 102(b) as being anticipated by

Arnold.

3

~ Claim 1: Arnold (5,787,172) teaches a conditional access apparatus which gives a receiver

conditional access to information received in the receiver (col. 13, line 34-47 and vcol. 1 d, iirle 11-
29), entitlements to access the information beirrg given by entitlement a‘gents.(colr 14, line 3-9),
entitlement agent establishing entltlement agents (col. 10, line 11-29), entrtlement spemﬁcatlon
apparatus for spec1fy1ng entltlements (col 13 lines 43- 67) and access grantmg apparatus for

granting access to the information in response to a first message received in the receiver (col. 14,

line 3-9 and col. 22, line 17-26).

Claim 2: Arnold (5,787,172) teaches the entitlement agent'establish‘ment» apparatus establishes a

i
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limit for the entitlements the entitlement agent may offer (col. 11, line 21-28).

Claim 3: Arnold (5,787,172) teaches the limit limits the kinds of entitlements thé entitlement

. agent may offer (col. 14, line 3-9).

Claim 4: Arnold (5,787,172) teaches the limit limits the number of entitlements the entitlement.

* agent may offer (col. 10, line 42-55).

Claim 5: Arnold (5,787,172) teaches the eﬁtitlement specification apﬁaratus specifies the
entitlements within the limit established by the entitlement agént establishment apparatus (col. 33, v

line 24-49).

Claim 7: Arnold.(5,787,172) teaches the entitlement agent establishment apparatus and the
entitlement specification apparatus operate in response to further messages received in the

receiver (col. 10, line 11-29 and col. 14, line 3-9).

Claim 9 Arnold (5,787,172) teach¢§ the entitlement agent e;tablishment dl.)paratlés (col. 10, _ﬁne
11-29), the entitlement spéciﬁcation a_pparétus inciu(ie at least first and sécbnd'keys (cpl. 13, }ine
" 43-67), employ the first and second’lvceys tovdetermljvne whether a received meésage is authentic
(col. 14}, line 1-9), and respond to the recei;/ed message if the rye'ceiv>edv rhessag§»is aﬁthentic (cél.

28, line 6-10).

Claim 11: Arnold (5,787,172) teaches further messages are encfypted (col; 13, line 62-67 and
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col. 14, line 1-9), conditional access apparatus includes another key, and emp_loys the other key to

decrypt the further messages (éol. 14, line 4-9).

Claim 24: Arnold (5,787,172) teaches the entitlement agent establishment apparatus (col. 10, line
11-29), the entitlement specification apparatus (col. 13, line 43-67), émd access granting apparatus

(col. 14, line 3-9; col. 16, line 5-8; col. 26, line 30-35).

Claim Rejections - 35 USC § 103
4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness
rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said-subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

.

5. Claims 6 and 19 are rejected iunder 35 USC 103(a) as bging 'unpaténfable over Amold in
view of Perlrﬁan. ‘ | |

Claim 6: Arnold (5,787,172) tegches claim 1. Arnold fails to teach the enfitlemgnt égent
establishment apparatus further d@sestablishes the entitlement agent. ferlr’nah (5,862,226) teacheé
the Web TV server notifies the ‘clieﬁt that the sewice canntot be performed (col. 4, line 62-67). It -
would have been obvious td modify Arﬁold’s use of network address infonnation to include |
Perlman’s disestablishment of the entitlement agent to allow the request for service to be‘denied if

the agent is not authorized to provide service. ‘
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* Claim 19: kArnold (5,787;172) teaches claim 7. Further, Arnold teaches the entitlement agent
establishment apparatus employs the first key to determine whether the third message is authentic,
and establishes the new entitlement agent only if the third message is authentic (col. 14, line 1-9
and col. 28, line 6-10). Arnold fails to teach entitlement apparatus includes a first key -
representing a conditional access authority,‘ Perlman (5,862,220) teaches the Web TV ser\rer'
notifies the client that the service cannot be performed (col. 4, line 62- 67) It would have been
obvious to modlfy Arnold’s use of network address mformatlon to 1nclude Perlman’s -

\

dlsestabhshment of the entitlement agent to allow the request for service to be denied if the agent

is not authorized to provide service.

6. | Claim 10 is rejected under 35 U“S.C‘ 103(a) as being unpatentable over Arnold in vrew of
Monnin.. | o o

| Claim 10: Amold (5,787,172) teaches claim 9. Further, Arnold teaches the entltlement
estabhshment apparatus (col\ 10, llne 11-29 & col 11, line 54 64 & col. 13 line 43) entltlement
specification apparatus (col. 11, line 21-28), and access grantmg apparatus are 1mplemented 1rr a “
secure element which includes for the keys (col. 14,‘ line 3-§ & col. 16, line 5-8 & col. 26, line 30-
35). Arnold fails to teach the storage of entitlements. Mormin (5’569’073) teaches the'storage of
operational keys and control words (col. 4; line 30-48). It would have .been obvious to mOdify‘

Arnold’s use of network address information to include Monnin’s storage of entitlements to allow

the entitlements to be reserved for later use.

7. Claims 12, 13, 15, 25, and 26 are rejected under 35 U.S.C. 103(a) as being ‘unpaterrtable

over Arnold in view of Wasilewski.
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Claim 12: Arnold (5,787,172) teachies claim il. Further, Arnold teaches the receiver of the
cohdiﬁonal access system has a public key and' a private vkey.(col‘ 10, line '59.-6'5) and the private
key is the other key (col. 26, line 30-35). Arnold fails to teach the furtﬁer méssages are ehcryptgd
with the public key. Wasilewski (5,870,474)"teacﬂh§s the use of a public kéy gr;cryptién algorithm
(col. 8, line 31-39). It would have been obviQus to m'odifir Arnold’s use of ne{Wprk.addreés
information to include Wasilé,wski’s .public' icey ‘ericryptip‘n £o allcv)wlanyone authoriiéd to reéeive |

the information to encrypt it. .

Claim 13: Arnold (5,787,172) teaches clalm 7. Further, Arnold teach;es a conditional access
apparatus where the first messagé is received ffom an entitlement agén_t (Coi. 13, line 54-675.
Arnold fails to teach the access.granti'ng apparétus uses-a digital signature to authénticate.
Wasilewski (5,870,474) teaches a digital_signatu;e technique is used to guérantee the seéurity of .

| the conditional access system (col. 8, line 41-45). It quld have beenv c;bViou's to modify Arnold’s .
use of network address infofmafcion‘ to include Wasilewski’s ‘digit_‘al signatﬁré autl;enticatiori to

allow for the authentication of a messvage," thus providing enhanced security.

Claim 15: Arnold (5,787,172) teaches ciaim 1. Fur;her, Arnold teaches

the first message is reéeived from an eﬁtitlement agent (col. 13, line 54-67),_thé acces§ "graﬁting
apparatus uses the shared secret to authenticate the message and grant access to.information if the
message is authentic (col. 14, line 1-9). Arnold fails to teach the additidhal key is shared secret.
Wasilewski (5,870,474) teaches the use of tﬁe service provider;s pubiic key, thus thé public key
had to be shared with the receiver (cdl. 11, liﬁe 5-9). It would have been obvious to modify

Arnold’s use of network address information to.include Wasilewski’s sharing of the secret to
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allow decryption of the information to take place.

-.Claim 25: Arnold (5,787, 172) teaches claim 1. Arnold fails to teach the conditional access

' apparatus where the entitlement agent establishing apparatus and the entitlement specification

apparatus operate without interruption (col. 11, liné 10-33). Wasilewski (5,870,474) teaches the
establishment of an entitlement by the service provider followed, without interruption, by the _
service receiver’s (STU) authentication of the incoming messages (col. 11, line 10-33). ) It would
have been obvious to modify Arnold’s use of network address information to include }

Wasilewski’s lack of interruption in the activities of the establishing apparatus and specification

apparatus to allow for lower processing times to exist.

Claim 26: Arnold (5,787,172) teaches claim 1. Arnold fails to teach authentication is performed

using RSA digital signatures (col. 1}, line 17-23). Wasilewsl;i (5,8v70,474) teaches thé ei;cryption
by; use of a RSA public key encryption algorithm which involves a digital signature tokéﬁ_ (col. 11,
line 17-23). It would have been obviéus to modify' Arr_lold’s use of network address infoﬁnation

to include Wasilewski’s RSA digital signature to allow for the use of a tmstwoﬁhy and:proven

encryption technique.

8. Claims 8, 17, 20, and 21‘are rejected under 35 U.S.C. 103(a) as being unpatentable over

Arnold in view of Banké o
Claim 8: Arnold (5,787,172) teaches claim 1 and 7. Amold fails to teach the entitlement agent
establishment apbaratus and the entitlement speciﬁca‘éiqn apparatus respond to the further

‘ ‘ ) : . . er
messages without interruption to currently-granted access to the information. Bank (6,005,938)
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teaches if the message is urichahged, the hash‘will produce the samé value and store the contents |
of the message (col. 5, lines 22-30). It would have been obvious to/ modify Armold’s use of
network address info;matién to include ﬁanke’rs_eﬂtitlement agent ‘apparatus and specification
apparatus’ response to further messages without interruption to allow thé identical states to .b‘e‘

s
/

confirmed with the receiver while thevprevious granted process is implemented. "’

Claim 17 , Arnold (5,787,172) teaches claim 1 and 7: Furt-hef, Arnold tea(;hes fh\e _entitlément '
agent establishment apparatus includes a first key représentiné a conditional access éuthority (col.
10, lines 59-65) and the entitlement agent e‘stabliéhment apparatus employs,the first key to’
~determine whether the second message is aﬁthentic‘(col, | 14, lines 3~9). Arnold fails to teach
disestablishes the entitlement agent only if the second message is authentic. Banke(6,005,938)
teaches if the éntitlement ID is one of the services specified for the usef d‘evi‘c‘e, the gate key is
output (col. 6, lines 6-20). ‘It would have been obvious to‘mcl)dify' Arniold’é use of network‘
address information to include Banl?g dises%abliéhment‘ of the entitle;neﬁt‘agent if the message is

authentic to allow for the message to be acted upon.

Claim 20: Arnold (5,787,.172) _teaches cléim I'and 7 . Arnold féilé to tgach the e_nﬁtlement
specification apparatus speciﬁes the enﬁtlement is‘respo'n‘sg to a message of the ﬁ]rtherpmes"sag‘es.
Baﬁkc(r6,005,93 8) teaches the entitlement ID and service bit map indicate what services the user k
of device is entitled to and the ID mapsAa set of integérs which represent the set of services (col.
4, lineé 54-63). It would have been obvious to rﬁbdify Arrﬁold’s use of netyvork address
information to include Baﬁkcfs entitlement speciﬁcationy té allow the user to know the

requirements for access to the message.
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Claim 21: Arnold (5,787,‘172) teaches claim 1,7, a‘nd‘20. Arnold failsto teach the entitlement

‘ specrﬁcatron apparatus includes a second key representmg an entltlement agent and the -

' entrtlement specification apparatus employs if the message is authentic, the second key to
determine whether the fourth message is authentic. Bank (6 005,938) teaches if the ent1tlement
ID is one of the services specrﬁed for the user devrce the gate key i is output (col 6 lines 6-20)
and if the service is entitled to be recelved, the key 1s’used to decrypt the service instance (col. 7,
lines 1-8). ‘It would have been obvious to modiﬁ Armold’s nse of netWork'addréss infcrmation to
include Banlf’{s entitlement and authentication to allow for the serviceto be provldecl tc the‘
appropriate user. ’

9. Claim 14 is rejected under 35 U.SiCr 103(a) as beiné unpatentable over Amold in view of

Monnin, further in view of Pmder and Banker

Claim 14: Arnold (5 787 172) teaches cla1m 1. ‘Further, Amold teaches the information recerved

in the receiver is encrypted (col. 12, lines 2-10), receiver includes mformatlcn.decrypuon

apparatus for decrypting the information (col. 14, lines 1-9), and the receiver uses the decryption

key to decrypt the information (col. 14, lines 4-9). Arnold fails to teach the first message contains - ‘

A a'decryption value, the entitlement specification apparatus contains an additlenal hey for the at‘ ‘
least one entitlement agent, and the access granting apparatus employs the' additional key and the
decryption value te dbtain a decryption key for the information.. Monnin (5,505,073) teaches the
reception of a control unit to decipher the control word (col 4, lines 46- 54) It would have been

obvrous to modify Armold’s use of network address mformat1on to 1nclude Monmn s decryption

value to allow for the decrpherlng of the 1nformat10n in the message. P1ndcr 5, 742 677) teaches

off-channel data to identify the predetermmed channel thus allowing transrmssron to occur over

Q;zw
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the proper frequency (col. 11, lines 10-58 and col. 12, lines 25-36). It would Have been obvious

to modify Armold’s use of network address information to include P‘inder’s entitled key to allow

the entitlemenfc agent to provide access to the entitled user. Banke(é,005,93 8) teaches the vuse ofa -
instance key which is used to decrypt the service instance (ch. 7, lines 1-14). It would have been
‘vob\_/icv)us to modify Armold’s use of ‘network address information to include Bqnf’fs‘ access

granting with the use of a key and decryptién value to obtain a decryption key for the information

to allow access to be provided only to those who are entitled.
Conclusion ) ‘ ’ :

10. * The prior art made of record and not relied upon is considered pertinent to applicant's
disclosure. Louis C. Guillou and Jean-Luc Giachetti, “Encipherment and Conditional Access”,

SMPTE Journal, 103 (1994) June, No. 6, White Plains, NY, U.S.

1. Any inquiry concérning this communication or éarlier communiéations from the examiner |
should be directed to Todd Jack whose telephone number is (703) 505-1027. The exanﬁﬁer can
normally be reached on M-Th from 8}:00 to 6:00.

If attempts to reach the examiner by telephone are unsucéessful, the examiner's 's'up‘ervisor,
Tod Swann, can be reached on (703) 308-7791. The fax phone nu“mber'fo’r the organization - |

where this application or proceeding is assigned is (703) 305-0040.

April 24, 2000
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' PATENT | . /)7“/@

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

/fn-re the application of:

)
/ Wasilewski et al. )
' . ) '
//, Serial No:: 09/488,230 ) Art Unit: 2767
. ) ‘ -
/ Filed: January 20, 2000 ) Examiner: Jack, Todd ,'I)‘ )
/ . : ) = = 2
! For:  AUTHORIZATION OF SERVICES IN ) Docket: A-6345 P
; A CONDITIONAL ACCESS SYSTEM ) = NS ijj '
j ' . =<
P ‘ FIRST RESPONSE AND AMENDMENT =3 o
! . P=1

l Assistant Commissioner for Patents
Washington, D.C. 20231

. 0012

Sir:

It is not believed that extensions of time or fees for net addition of claims are required, beyond those

“which may otherwise be provided for in documents accbmpanying this paper. However, in the-event that
additional extensions of time are necessary to allow consideration of this paper, such extensions are hereby
. petitioned under 37 CFR. § 1.136(a), and any fees required"thereforv (including fees for net addition  of

claims) are hereby authorized to be charged to deposit account no. 20-0778. o

AMENDMENTS -

. Applicants respectfully request that the abeve-identiﬁed batent application be amended as

follows:

IN THE SPECIFICATION

Please amend the spec1ﬁcat10n as follows:

{ T At page 1, please dejefe lines 6-31 and m;z(erefor IThls Apphcanon is a Continuation of App.

Q ] No. 09/127,352, filed 7/3 1/98 now abandoned which claims the beneﬁt of U.S. Provisional Apphcatlon No.

60/054, 575 ﬁled 8/ 1/97 and is a CIP of Apphcatlon No. 09/111,958, filed 7/8/98, now abandoned which
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@/ " claims the benefit of U.S. Provisional Apphcatlon No. 60/054 578 ﬁled 8/1/97, and i is CIP of Application
Cbn"‘/ No. 08/767, 535 filed 12/ 16/96 Patent No. 6,005 938 andisa CIP of Apphcanon No. 08/580,759 filed
12/29/95, Patent No. 5,870,474, which claims the benefit of U.S. Prowsxonal Apphcatlon No. 60/007,962,

filed 12/4/95, and is CIP of Appl1cpt10n No. 08/415,617, filed 4/3/95 Patent No. 5,742, 677 -

~..

At page 2 please dejete lines 1 1.
/U 8 At page 19, line 6, please delete “(3)” and insert therefor -- (2) --.

At page 25, line 5, please delete “617” and insert therefor -- 627 --.

| . IN THE CLAIMS
| . ' S
Amend the following claims by addmg the language that is underlinied ¢ ”) and by deleting

the language that is enclosed within brackets “Lm-

N\

1. . "(bnce Amended) Conditionial access apparatus for givifig a receiver conditional access to an

* instance of service [information] received in the receiver, one or more entitlements to access the instance

the at least one entitlement agent; and

access granting apparatus in the receiver for grahting access to the instance of service
[information] in response to a first meséage received in.the receiver which indicates the entitlement agent

. "‘\ and the entitlement only if the entitleyhent agent establishment apparams has established the entitlement

agent, and the entitiement specificgtion apparatus has granted the entitlement. -
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claim 7, wheréin:-
titlement specification apparatus respond

€ss to the instance of service

‘ , Va
13. (Once Amended) The conditional access apparatus of claim 9, wherein:

the first message is received from an entitlement agent;
the access granting apparatus uses a digital signature of the entitlement agent to determine
whether the first message is authentic and grants access to the j

stance of service [informatidn] only the

first message is authentic.

14. (Once Amended) The conditional access apparatys of claim 1, wherein:

the instance of service [information] received ip the receiver is encrypted;

the receiver includes instance of service [infoymation] decrypfion apparatus for decrypting the
instance of service [information]; °

the first message contains a decryption value;

the entitlement speciﬁcation apparatus gontains an aliditional key for the gtA€ast one entitlement
agent;
the access granting apparatus employs the additional key and thede‘gryptioh value obtain a

decryption key for the instance of service information]; and

entitlement agent; and

: i
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shared secretﬁ determine whether the first

: N e :
d grants access to the instarice of serviee{information] only if the first message is * -

the access granting apparatu S the
message is authent

authentic

25. (Once Amended) The conditional access apparatus of claj

A . the entitlement agent establishing apparatus and
without interruption to currently-granted acce ')
4

1, wherein:

‘ment specification aﬁ)aratus operate
stance of service [information].

26.  (Once Amended) The gonditional access apparatus of claim 13, wherein all authentication is

performed using RSA dsgital signatures.

REMARKS
This is a full and timely response to the Office Action mailed May 2, 2000. For this response
claimé 1-26 stand rejected in the present application. Specifically, clairﬁs 1-5, 7; 9, 11 and 24 stand
rejected under 35 U.S.C. §. 102. In addition, claims 6, 8, 10, 12-1,5, 17,19-21, 25 and 26 stand rejected
under 35 U.S.C. § 103(a). Claims 16-18, 22 and 23 stand objéctcd to as being dependent upon a rejected
base claim, for which Applicénts thank the E);aminer. Since claim 17 was indicated as befng allowable if
rewritten to include all of the limitations of its base claim and any interveniné claimé and rej écted, the
status of this claim is uncertain. In this resporise claims 1, 8, 13-15, 25 and 26 have been directly
amended, as shown above,.to further clarify the claimed inventions.  Applicants resﬁectﬁilly fcquest that
this Response and Ameﬁdments be entered. | | |
The Office Action required Applicants to update the status of all applications disclosed in the
related application section of the speciﬁcatfon. Accordingly, Applicants have amended the specification
" in the manner required by the Office Action. In addition, Applicants have amended the sf)eciﬁcation to
correct typographical errors. Specifically, the‘amendrnent to page 19 corrects ‘the reference in “step 3” so

. that it refers to “step 2” instead of to “stef.a 3”. The amendment to page 25 corrects the reference number

/~. .....
/
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of the secure element. Applicants believe that no new matter is added by way of these amendments.
- ) ' .

. 'DESCRIPTION OF THE PRIOR ART

The Arnold reference is directed to a method for establishing a secure cryptograiahic inetw’o‘rkv
which can be used for controlling access to video signals. The Arnold reference disclosesa method for
establishing a secure network comprising an Entitlement Control Systélﬁ (ECS), Head End (HE), Up Link
(UL), Decodef_Boxes (feceivers), a Master Key Station (MKS), Registration Units (MKS-RS and ECS-
RS) and Personalization Units (MKS-PS and Secﬁre Chip Personalization Sfaﬁion (PS)), wherein eéch
element of thé secure network, except possibly the MKS, includes a secure chip haviné the public key of
the MKS stored in read-only memory (ROM). (See column 4, lines. 1-5)‘. The Arnold reféréhce further
describes how.secure chips are personalizéd, to receive authenticatidn Ceﬂiﬁcates, public-privaté key

pairs, etc., and registered in the network.

DESCRIPTION OF THE INVENTION

Applicants have disclose;d a system: fof providing instances of service from an entitlement agent
to a customer in a conditional access sysf[em. The entitlément agent may offer a variety of servicgs to the
customer. In a conditional access system at least one entitlement agent provides instaﬁces Qf service to a
conditional access authority that manages tile conditional acéess system. Entitlement agenté i)rovide
different instances of service to the conditional access service system, and specific instances of sérv'ice for
each entitlement agent are provided to customers of the qonditional access system. Specifically, enﬁtled
instances of service‘ provided by an established entitlement agenf are accessible by a custom;ar bin' fhe .

" conditional access system.

REJECTIONS UNDER 35 U.S.C. § 102

5 oA .
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1
’

The Office Action has rejected claims 1-5,7, 9, 11 ahd 24 under 35 US.C. § 102(b) as ‘be‘ing |
anticipéted by Arnold U.S. ‘Patent No. 5,787,172. Ap_plicants respectfully traverse the rejectiorrs for a.t.
least the following reasons set forth herein below. | '

With regard to claim 1, claim 1 is cs follows with emphasis added to at least those features thgt

Applicants regard as being patentable over the cited reference: °

Conditional access apparatus for giving a receiver conditional access to
an instance of service received in the receiver, one or mmore entitlements
to access the instance of service being given by one or more entltlement
agents and the conditional access apparatus comprising:

entitlement agent establishment apparatus in the receiver for
establishing at least one of the entitlement agents in the condmonal
access apparatus;

entitlement specification apparatus in the receiver for
specifying the one or more entitlements for the at least one
entitlement agent; and .

access granting apparatus in the receiver for granting access
to the instance of service in response to a first message received in
the receiver which indicates the entitlement agent and the. .
entitlement only if the entitlement agent establishment apparatus has
established the entitlement agent, and the entitlement specification

" apparatus has granted the entitlement. (Emphasis Added)

Firstly, Applicants have amendcd claim 1 to recite that the entitlement agent establishment apparatus, the
_ entitlement speciﬁcation'apparatos arnd the access granting apparatus are in ‘the receiver. The Arnold
reference fails to disclose a recerver, which’ includes the above-cited appsr_gtoses. The Office Action has
apparently characterized the ECS, rhc ECS-RS, and again the ECS of the Arnolri rcferenc‘e as being the
respective “entitlement agent establishment apparatus”, the “entitlement specification apparatus”; and the
“access granting appararus’f claimed by Applicants. The ECS and the ECS-RS of the Amolcf .reference
are not in the receiver. Thus, Applicants reuspectfully request that this rejection be withdrawn.

Secondly, the Arnold reference fails to disclose “specifying the one or more entitlements for at
least one entitlement agent” in a conditional access system as claimed by Apphcants The Ofﬁce Action

has relied upon column 13, lines 43-67, for drsclosmg the above cited limitation. However, Apphcants

respectfully assert that the Arnold reference merely discloses a part of the registration process used for
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establishing a secure network which does not include specifying entitlement for the entitlement agcrl\t.
Therefore,‘Applicants respectfully request tha"c this rej ection be withdrawn.

Thirdly, Applicants have claimed “granting access to information in response &) a first message
reéeived in the receiver which indicatéd'the entitlement agent and the entiﬂ_ement.” The Amold re_fereﬁce
fails to disclose a message received in the receiver which indicates an entitlefnent agent and an
entitlement for the agent. Therefore, Applicants .respectfully request that this reject?on b? withdrawn.

In view of the above-argumehts,v Applicants respectfully submit that the Arnold reference fails to _ :
anticipate the claimed invention of qlaiﬁa 1, and thérefore, Applicants réspectfuliy requeét that this:
rejection be withdrawn. Clai;ns 2-26 are ultimately dependent upon claim 1 including all of the
limitations of claim 1, and th’erefofe, claims 2-26 are %léo patentably distinguishable over the cited )
referenice. In addition, claims 2-26 include further limitations that are patentably-distinguishable over the
cited prior reference‘an;i will be discussed hereinbelow. | |

With regard to claim 2, claim 2 is as follows:

| The conditional access apparatus of claim 1, wherein:
the entitlement agent establishment apparatus estabhshes a limit
_for the entitlements the entitlement agent may offer. (Empha51s
- Added)

The Arnold referénce fails to discloseva 'limit for the entitlements that the entitlement agént may offer.
The cited portion of the Arn‘old reference (éolumn 11, lines 21-28) refers merely to the public key of the
master key station (MKS). Ever'y‘secure element of the secure nétwork in the Arnold reference contains
the public key of the MKS in read-only memc;ry (ROM) and the key is used as part of the veriﬁcatibn of
authentication certificates, not for establishing a limit for the entitlements that ‘the entitilemeﬁtfagerit may
offer as claimed by Applicants. Thus, Applicants respectfully request that this fejection be withdfawn..

With regard to claim 3, claim 3 is as follows: - | |

The conditional access épparatus of ciaim 2, wherein: -

. the limit limits the kinds of entitlements the entitlement agent
may offer. (Emphasis Added)

The Arnold reference fails to disclose fimitin_g the kinds of entitlements the entitlement agent may offer.
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The Ofﬁce Action has rejected claim 3 based ueon the teachings of the Arnold reference in column 14,‘
lines 3-9. Applicants respectfully submit that the cited portton of the Arnold reference is directed to the
Entitlement Control System (ECS) ver1fy1ng the source of a 51gned message which is unrelated to the
claimed limitations on the kinds of entltlements by an ent1tlement agent. Thus, Applicants respectfully
‘request that the rejection be withdrawn.

With regard to claim 4, claim 4 is as follows:

The conditional access apparatus of claim 2, wherein:
the limit limits the number of entitlements the entitlement ‘
agent may offer. (Emphasis Added) . 0

The Arnold reference fails to disclose limiting the nurhber of enti_tlements the entitlement'agent‘ may offer.
‘The Office Action has relied upon column 10, lines 42-45, as-the basis for rejecting cléim 4’. However, ’
Applicants respectfully submit that the cited portion of the A(nqld refetence is tiirected to a method for
establishing secute communication environment, not limiti‘ng'the‘ number of entitlements the entitlement
g'gent may offer as claimed by Applicants. Thus, Applicants respectfully request that the rejection be
withdrawn. |

With regard to claim 5, claim 5 is as follows:

The conditional access apparatus of claim 2, wherein:
the entitlement specification apparatus specifies the one or_

more entitlements within the limit established by the entitlement

agent establishment apparatus. (Emphasis Added)
The Arnold reference fails to disclose either an “entitlements specification apparatus” or specifying “the

. i ) :

one or more entitlements within the limit established by entitlement agent establishment apparatus”.
Th:erefore Applicants respectfully request that the rejection be withdrawn.

With regard to claim 7, claim 7 is as follows:

The COnditiOItal access apparatus of c}aim 1, rwherein:
8 | " S . _,%
OpenTV  Exhibit 1005/ Page 20




the entitlement agent establishment appafatus and the -
entitlement specification apparatus operate in response to
further messages received in the receiver. (Emphasis Added)
The Arnold reference fails to disclose either an “entitlement agent establishment apparatus” or an .
“entitlement specification apparatus” in a receiver. Furthermore, the Office Action has relied upon the
teachings of the Arnold reference column 10, lines 11-29, and column'14, lines 3-9, as the basis for
rejection claim 7. However Applicants respectfully submit that the above-cited portions of the 4rnold
reference do not disclose “further messages received in the receiver”. Thus, Applicants respectfully
request that this rejection be withdrawn.
With regard to claim 9, claim 9 is as follows: .
The conditional access apparatus of claim 7, wherein:
the entitlement agent establishment apparatus and the *
entitlement specification apparatus include at least first and
second keys, employ the at least first'and second keys to

determine whether a received message is authentic, and

respond to the received message only if the received message .
is authentic. (Emphasis Added) :

Firstly, the Arnold reference fails to disclose either the “entitiement‘agent establishment apparatus”'or the
“entitlement specification apparatus;’ in a receiver. Thus, Applicants respectfully request that this ‘
rejection be withdrawn. ' |
Secondly, Applicants have claimed that the entitlement agent establishment apparatus'- and the:
entitlement specification apparatus respond to the received message only if the recelved message is
' authennc” The Office Action has characterlzed the ECS and the ECS-RS of the Arnold reference as
purportedly being the “entitlement agent establishment apparatus” and the “entitlement specification
apparatus”, respectively, and has characterized column 28 line 6-10 as havmg disclosed that the »
purported “entitlement agent estabhshment apparatus and the purpor_ted entitlement specxﬁcatlt)n

: apparatus” respond to the message if the received message is authentic. However, the cited portion of the

* Arnold reference fails to disclose the ECS and the ECS-RS responding to-a “message if the received
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message is au;hentic.” Speciﬁcally: the cited portion (column 28, lines 6-10) is directed to process block
744 of FIG. 7B which illustrates “the procesé performed by the ECS-RS 110 to .re'gist‘er aUL 112 ora
channel 142 of head end 114” (see column 26, line 57-59), which does not .involvé the ECS. Thus, the )
cited portion of Arnold reference fg}ils to disclose a message between the ECS and the ECS—RS, the
pé;rported “cntitlervnentvspeciﬁcation apparat_us” and “entitlément agent éstablish?neﬂt apparatus” of
Applicants claimed invention. Therefore, Applicants resl:;ectfully request that the rejection bg withdfawn.
With regard to claim 24, claim 24 is as follows:
The conditional access apparatus of claim 1; wherein:
the entitlement agent establishment apparatus, the entitlement
specification apparatus, and the access granting apparatus are

implemented in a secure element which includes storage for the
entitlements. (Emphasis Added)

The Applicants have claimed the “gntitlement»aggnt estabiiéhﬁeﬁt apparatus, the entitlement spéciﬁcatioh
apparatus, and the accessing granting apparatus are implemented in a secure element”. The Arnold
reference fails to disclose a secﬁre element having entitlement agent est‘ablishm.ent apbaratus, the
entitlement speciﬁcation apparattzls and access granting apparatus. Instead, the -Arnold reference discloses
elements of a‘network each having a secure chip. Theref:c;rc, Applicantsvfespectfully' request that this

rejection be withdrawn.

REJECTIONS UNDER 35 U.S.C. § 103

The Office Action has rejected claims 6, 8? 10, 12-15, 17, 19-21 and 25-26 ;mdcr 35US8.C. §
103(a). Specifically, claims 6 and 19 stand rejected as being unpatentable over the Arnold reference in
view of Pearlman U.S. Patent No.‘ 5,862,220; claim. 10 stands rejected as being un};atentable ox:ler Arnold
in view of Monnin U.S. Patent No. 5,509,073; claims 1‘2, 13, 15,25 and 26 Stahd rejectéd-és bcing
unpatentable over Arnéld in view of Wasilewski et al. U.S. Patent No. 5,870,474; plairris 8,17,20and 21

stand rejected as being unpatentable over Arnold in view of Banker et al. U.S. Patent No. 6, 005,9'38; and

' 10 L /
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claim 14 stands rejected as being unpatentable over Arnold in view of Monnin, further in view of Pinder
etal. U.S. Patent No. 5,742,677and Banker. Applicants traverse the rejections for at least the following

reasons.

A) Response to Rejection of Claims 6 and 19
The Office Action has combined the Arnold reference with the Peariman reference to purportedly -
disclose the claimed inventions in claims 6 and 19.
With regard to ¢laim 6, claim 6 is as follows: :
The conditional access apparatus of claim-1, wherein:
the entitlement agent establishment apparatus further
disestablishes the entitlement agent, whereupon the access
granting apparatus no longer grants access in response to a
first message indicating the entitlement agent. (Emphasis Added)
The “entitlement agent establishment apparatus” of claim 6 is in the receiver, and the combined téachings
of the Arnold referghce and the Pearlman reference fail to disclose disestablishing an entitlement-agent.
Specifically, the Pearlman reference discloses the Web TV server as authorizing, not disestablishing, the
completién of a requested service. Furthermore, the authorizing disclosed by the Pearlman reference is -
done at the Web TV server, whéreas the disestablishing claimed by Applicants is done at the ;ecéiver.,
. Therefore, Applicants respectfully request that this rejection be withdrawn. :

With regard to claim 19, claim 19 is as fo‘ll'ows:

The conditional access apparatus of claim 18 wherein:
' the entitlement agent establishment apparatus mcludes a first
key representing a conditional access authority; and .
the entltlement agent establishment apparatus employs the
first key to determine whether the third message is authentic and
establishes the new entitlement agent only if the third message is
authentic. (Emphasis Added)

The ent‘itle‘ment agent establishment apparatus and the received messages claimed by Applicants are in

the receiver. The Office Action has characterized and relies upon the Arnold reference as teaching the

11

OpenTV Exhibit 1005 Page 23



“entitlement agent establishment apparatus employs the first key to determine whether the third message

is authentic and establishes the new entitlement agent only if the third message is éuthentic (col. 14, line

1-9 and col. 28, line 6-10).” Honger, the cited portions of the Arnold reference refer to the registration

processes done at the Entitlement Control System (ECS) not in the receiver as claimed by Applicants.
Thus, the combined references fail to disclose Applicants claimed invention. Therefore, Applicants
respectfully request that this rejection be withdrawn.

B) Response to Rejection of Claim 10 -

The Office Action has combined the Arnold reference with the Monnin reference to purportedly
disclose the claimed invention of claims 10.

N

With regard to claim 10, claim 10 is as follows:

The conditional access apparatus of claim 9, wherein:

the entitlement agent establishment apparatus, the entitlement
specification apparatus, and the access granting apparatus are implemented in a
secure element which includes storage for the entitlements and the keys.
(Emphasis Added)

The Office Action relies upon the Arnold reference as disclosing an entitlement agent establishment
apparatus, an entitlement specification apparatus, and an access granting apparatus implemented in a
secure element. However, as previously described hereinabove, the 4rnold reference merely discloses

network elements each having a secure chip, instead of each of the above cited apparatuses included in a

secure element of the receiver as claimed by Applicants in claim 10. Thus, the combined references fail ’

to disclose the claimed invention. Therefore, Applicants respectfully request that this rejection be

withdrawn.

€) Response to Rejection of Claims 12, 13, 25 and 26
The Office Action has combined the Arnold reference-and the Wasilewski reference to reject the
- claimed inventions of claims 12, 13, 25 and 26. Claims 12, 13, 25 and 26 are ultimately dependent upon

claim 1, thus claims 12, 13, 25 and 26 include all of the limitations of claim 1. Applicants respectfully

12
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submit the combined references fail to anticipate the claimed inventions. Therefore, Applfcénts
respectfully request that the rejection for these claims be withdrawn.
With regard to claim 13, claim 13 is as follows:

The conditional access apparatus of claim 9, wherein:
the first message is received from an entitlement agent;’ :
the access granting apparatus uses a digital signature of the entitlement
agent to determine whether the first message is authentic and grants access to the
instance of service only the first message is authentic. (Emphasis Added)

\

The Office Action has combmed the Arnold referenc;e with the Wasilewski reference to purportedly show
the Applicants claimed invention. The Office Action relies upon the Arnold reference to dlsclose an
access granting apparatus. However, the Arnold reference fails to teach an accesé granting apparatus. In
addition, the Arnold reference fails to disclose a messagé received from an entitlement:agent. Thué, the
combined réferences fail to disclose the claimed invention. Therefore, Applicants respectfully request
that this rejection be withdrawn. »

With regards to claim 15, claim 15 is as follows:

The conditional access apparatus of claim 14, wherein:
the first message is received from an entitlement agent; -
the additional key is a shared secret which the entitlement
specification apparatus shares with the entitlement agent; and
" the access granting apparatus uses the shared secret to determlne
whether the first message is authentic and grants access to the instance of service .
only if the first message is authentic. (Emphasis Added)

. The combined teachings of the A7nold reference and Wasilewski reference fail to tedch a secret shared
‘between the entitlement specification apparatus and the entitlement agent. The Office Action has
. . i
characterized the use of the service provider’s public key as being a shared secret. However, Applicants

strongly disagree of this characterization because a public key is available to the public and is thefgfore )

~ not a secret. Therefore Applicants i*es‘pectful]y requet that this rejection be withdrawn.

i

)

D‘) Response to Rejection of Claims 8,17.20 and 21 .
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The Office Action has combineid the Arnold referen;:e and the Baﬁker reference to reject the
claimed inventions of clalms 8,17,20 and 21. Clalms 8, 17,20 and 21 are ultlmately dependent upon
claim 1, thus claims 8, 17, 20 and 21 include all of the limitations of c1a1m 1. Applicants respectful]y
submit the combined references fail to ant1c1pate the claimed inventions. Therefore, Applicants:
respectfully request that the rejection for these’ claims be withdrawn.

With regard to claim 17, claim 17 is as follows:

The conditional access apparatus of claim 16 wherein:

the entitlement agent establishmeént apparatus includes a ﬁrst key
representing a conditional access authority; and

the entitlement agent establishment apparatus employs the first key to
determine whether the second message is authentic and disestablishes the
entitlement agent only if the second message is authentic. (Emphasis Added)

The Applicants have claimed the entitlemént agent establishment apparaths “disestabhshes the
entitlement agent only if the second message is authentic.” The combined references of Arnold and
Banker fail to disclose authenticating a message and then disestablishing an entitlement agent in fesp‘onse
to the message being authentic. Therefore, Af)plicahts respectfully requ’ést that this rgjecﬁ'oh be
withdrawn. | |

E) Response to Rejection of Claim 14

The Office Action has combined the Arnold reference with the Monnin, Pinder, and Banker
references to purportedly disclose the claimed inventions in claim 14.

With regard to claim 14, claim 14 is as follows:

The conditional access apparatus of claim 1, wherein:

the instance of service received in the receiver is encrypted;

the receiver includes instance of service decryption apparatus for
decrypting the instance of service;

the first message contains a decryption value;

the entitlement specification apparatus contains an additional key for the

- at least one entitlement agent;
the access granting apparatus employs the addltlonal key and the

14 . ‘ Y
S
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- decryption value obtain a decryption key for the instance of service; and
the receiver uses the decryption key to decrypt the instance of servwe

(Emphasis Added)
The Applicants have claimed fhe “first messege contains a decryptiorr-value” and the “acvcess gr'anting
apparatus employs the additional key and the decryption value obtain a decryption key for the instance of
service.” The combined references fail‘to‘dr’sclose a message having a decr}rptidn velue emcloyed by an.
access granting apparatus in conjunction with a key'to cbrain a decryption lcey. The Office Action has
relied upon the Monnin reference to'disclose a “decryption vaiue to allow for the deciphering of the
information in the message However, the ‘Monnin reference drscloses rece1v1ng a broadcast s1gnal (BS)
and processing it to decrpher a control word, not usrng a key and a decryptlon value as claimed by

Applicants. Therefore, Applicants respectfully requcst_ that the rejection for these claims be withdrawn.

CONCLUSION
In light of the foregoing amendments and for at least the reasdns set forth above,
Applicant respectfully submits that all rejections har/e been traversed, and that the now pendirrg claims 1-
26 are in condition for ellowance. -Favorable reconsideration and allowance of the present ap;)lic'atien and
all pending claims are hereby courteously reQuested. If, in the opinion of the Examiner, a telephonic
conference would expedrte the exaniination of this matter, the Examiner is invited to call the undermgned
attorney at (770) 933- 9500
» Respectfull‘y Submitted,

THOMAS K.AYDEN, HORSTEMEYER

By:

ey . Kuester’ L/V
) . Regr tion No. 34,367
100 Galleria Parkway, Suite 1750
" Atlanta, Georgia 30339-5948
(770) 933-9500
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I hereby certify that this correspondence is being deposited with the U.S. Postal Service
as first class mail in an envelope addressed to: ’
WER.
o |

_ Assistant Commissioner for Patents
1%1“““ : ‘ Box:
¥ Washington, D.C. 20231 !
& . '
s rpace , / /
on 2|2t 00
I o ,
A V,,/ AR il -0
Jeffrey R.@estw T = Mmoo
‘ . S i (A ]
' oM
In re application of: Wasilewski et al. ‘ o ok = M
Group No.: 2767 = b
Serial Number: 09/488,230 ' . o
, Examiner: Jack, Todd e
Filing Date: . January 20, 2000 )

Title: AUTHORIZATION OF SERVICES IN A CONDITIONAL ACCESS SYSTEM

Attached are the following documents for filing with the USPTO:

Postcard

- First Response and Amendment
Amendment Transmittal Page
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(
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| Ghoe 36t
In re PATENT application of: Wasilewski et al. B

. . Examiner: Jack, Todd
Serial No: 09/488,230 S

o Group No.: 2767
: .. Filed: January 20, 2000
/(3——5 £

P " DocketNo: 191910-1351 o
%‘\tle ' AUTHORIZATION OF SERVICES IN A CONDITIONAL ACCESS SYSTEM

Stp N
0 2000 ‘:‘. AMENDMENT TRANSMITTAL LETTER p=
\4[):. MM\\AQ 2 Assnstant Commissioner For Patents ~ E 2 ‘;;-?1
, Washington, D.C. 20231 o |Cr?|
, = T =
Sir: E s oM
L - , . 3 E o
Transmitted herewith is an amendment in the above-identified application. cc::;
@ Response/Amendment Petition to Extend Time
Fee as Calculated Below Check for $
No additional fee is required. . Corrected Drawmgs
B Terminal Disclaimer - L] Other:
Small Entity Statement has :
already been filed/is filed herewith
The fee has been calculated as shown below.
CLAIMS AS AMENDED FOR LARGE ENTITY
Claims After | Highest Prev. Additional
Amendment Paid For Extra _Rate. ~ Fee
Total ‘ B S i
Claims 26 -26 0 x 18.00 =$0
Independent
Claims 1 -3 0. X 78.00 =80
' Total Additional Fee for this Amendment =80

D . A check in the amount of $ is enclosed.

D The Commissioner is hereby authorized to éharge to our Deposit Account No. 20- 0'778

the amount of § for the fee identified above. A duphcate of thxs Amendment -
Transmittal Letter is included herewith.

% The Commissioner is authorized,to charge any insufficiencies, and the Commissioner is
hereby requested to credit any overpayments to our Deposit Account No. 20-0778.

Customer No.: 24504

| Date Q)/;D/Ob

AmendTrx&CM

Jeﬁre&(ﬁ. Kule/ster; Reg. No. 34,367
Attorney for Applicant

7
/’/{:l

: . £ '
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L S0 57m I -  PATENT @1/5_@
?f}{\ Y é\%” IN THE UNITED STATES PATENT AND TRADEMARK OFFICE - '

’\??\/’/VADE Wy | ' » .

/T Hre the application of:

, : )

/ "Wasilewski et al. )

| )

Serial No.: ~ 09/488,230 ) Art Unit: 2767

)
' Filed: January 20, 2000 ) Examiner: Jack, Todd
J ) B
; ‘ —t
| For:  AUTHORIZATION OF SERVICES IN ) Docket: A-6345 o
" A CONDITIONAL ACCESS SYSTEM ) - I ;/_9‘
| : R 25 o
] : ‘_ SUPPLEMENTAL AMENDMENT :}g = r_T_j_
‘ . - : = o= oM
1| Assistant Commissioner for Patents - g O
| Washington, D.C. 20231 2 -
\ ‘ =

&5( Sir:
4 S : :
;' ‘ This is a Supplemental Amendment to the First Response And Amendment mailed July 26,

2000. In this Supplemental Response Applicants have amended the specification to disclose all

related Applications. It is believed‘ that no new matter is added by way of this amendment.

AMENDMENTS

| s
|

‘ Applicants respectfully request that the above-identified patent applicatipn be amended as

| i
I

follows: . . .

IN THE SPECIFICATION

‘ Please amend the specification agfollows:

e At page 2, line 1, please ingert the following --

[ The present application is further one of seven applications with identical

Detailed Descriptions. All of these applications have the same filing date and all have the'same

OpenTV  Exhibit 1005 -Page 30




assignee. The serial numbers and filing dates of the six applications follow
3er. No. 09/126,783, filed Jul. 31 1998, presently abandoned, for which a 'cdhtmuatxon Ser. No

) - 09/487, 076 was filed on Jan. 19, 2000
Ser. No. 09/126,921, filed Jul. 31, 1998, presently allowed

g)) Ser. No. 09/127,273, filed Jul. 31, 1998, presently abandoned, for which a continuation Ser. No
09/493,409 was filed on Jan. 28, 2000 ‘ S ‘
Ser. No. 09/127 152, filed Jul. 31, 1998 presently abandoned, for which a contmuatlon Ser. No.

09/488,104 was filed on Jan 20, 2000
Ser. No. 09/126,888, ﬁled Jul. 31 1998, presently abandoned, for whlchacontmuatlon Ser. No

09/464 794 was filed on Dec. 16, 1999; and
Ser. No. 09/126,795, filed Jul. 31, 1998, issued as U.S. Pat. No. 6,105,134, =-

- ——

T o .
// ‘ ' Respectfully Submitted,
'/ .o ) .
/ ‘ THOMAS, AYDEN, HORSTEMEYER
' . .L.P. .
/ P -
/ { .
/ ‘ By: s
' e Tff) est
' . tratl n No. 34, 367

;100 Galleria Parkway, Suite 1750
Atlanta, Georgia 30339- 5948
(770) 933-9500
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é* / I hereby certlfy that this’ correspondence is bemg deposited with the U.S. Postal Service

-

o 2frfe

Assistant Commls'sioner' for Patents
Box:
Washington, D.C. 20231
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SERE

Jef‘frey-(R. Kuester
In re application of: Wasilewski et al.

. GroupNo; 2767
Serial Number: 09/488,230

Exéminer:‘ Jack, Todd
Filing Date: January 20, 2000 '

Title: AUTHORIZATION OF SERVICES IN A CONDITIONAL ACCESS SYSTEM

Attached are the following documents for filing with the USPTO:
Postcard

Supplemental Amendment ,
Amendment Transmittal Page
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: § Y % | UNTED STAT_ DEPARTMENT OF COMMERCE
‘ -Patent and Trademark Office
o | Address: COMMISSIONER OF PATENTS AND TRADEMARKS
Stares of Washington, D.C. 20231 ) Qﬁ,
|_APPLICATIONNO. [ FILINGDATE | - FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. |.
: /2000 WASTLEWSHT ) A A-G345
— : © .. EXAMINER ]
LMias0e1e : _l l - |
JACKE..T
_ | Artunit . | Parer numBer |
GOUTH CEvey L
o . DATE MAILED: ‘

TR/ rE/0n

N

Please find below and/or attached an Offlce commumcatlon concernlng this appllcatlon or
proceeding.

Commissioner of Patents and Tra‘dema‘rks

A | .
PTO-90C (Rev. 2/95) ) e - : d%;e Copy
U.S. G.P.0. 2000 ; 465-188/25268 ) . ‘
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Application No. Appﬁca'nt(s)

. . 09/488,230 . Wasllewski et al.
Ofﬂ ce ACtl on Sum m ary ) Examiner Group Art Unit
: 3 Todd Jack © 2rer

X] Responsive to communication(s) filed on _Jul 28_2000
X This action is FINAL. '

] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is closed
in accordance with the practlce under EXx parte Quay835 C.D. 11; 453 O.G. 213. ‘

A shortened statutory period for response to this action is set to expire three month(s) orthrrty ‘days, whichever is
longer, from the mailing date of this communication. Failure to respond within the period for response will cause the-
application to become abandoned. (35 U.S.C. § 133). Extensions of time may be obtalned under the prowsrons of

.37 CFR 1.136(a).

Disposition of Claim

"X Claim(s) 1-26 . _ . isfare pending in-the applicat
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O Cleim(s) L - : istare allowed.

X Claim(s) 1-15, 19-21, and 24-26 . v i ' is/are rejected.

X] Claim(s) 16-18, 22, and 23 ‘ : L re/are objected to.
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[ The specification is objected to by the Examiner. :

[J The oath or declaration is objected to by the Examiner.

Priority under 35 U.S.C. § 119
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[ Acknowledgement is made of a claim for domestic priority under 35U.8.C. § 119(e).
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PTO-326 (Rev. 9-95). Office Action Summary " Partof Paper No. 5

OpenTV Exhibit 1005 Page 34




LA ATEEL

L1 67
DETAILED ACTION

Al

Response to Amendment
1.  Theamendments filed on July 28, 2000 under 37 CFR 1 131 has been considered but is -

ineffective to overcome the Arnold reference.

Response to Arguments
2. Applicant's arguments ﬁled on July 28, 2000 have been fully con51dered but they are not

persuasive.
(4)11 e L\

are in He recev S
Claim 1: Arnold (col. 30, lines 11-14) teaches decoder boxes which eet-asTEEaIvers.
Aecode synals ge,\eru['fl by Fhe ECsd SRSy esdubloh agen’s s pecily EnlHemnks. € grentaccers
6 Arnold (col. 18, lines 6-33) teaches specifying the one or more entitlement for at least one
ci,_(-g'”) . entitlement agent.
Arnold (col. 14, lines 40-42) teaches-an entitlement agé‘nt. Arnold (col. 18, lines 26-33)

~ teaches a message received in the receiver which indicates an entitlement agent and an entitlement-

for the agent.

Claim 2: Arnold (col.. 14, lines 24-42) teaches re-registering and a personalized c‘hip;‘Amold (col.
15, lines 5-54) which together disclose a limiting the kinds of entitlement the entitlement agent

may offer.

Claim 4: Arnold (cof. 14, lines 24-42) teaches re-registering and a personalized chip; Arnold - A
(col. 15, lines 5-54) which togethef disclose a limiting the kinds of entitlement the entitlement
agent may offer.

Claim 5: Arnold (661. 14, lines 24-42) teaches re-registering and a persoﬁalized chip; Arnold
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' (col. 15, lines 5-54) which together disclose a limiting the kinds of entitlement the entitlement
agent may offer. In addition, Arnold (col. 18, lines 24-27) teach an entitlement specification
apparatus.

. ‘ , _
+ Claim 7: The examiner does not believe the claim states what the applicant’s argument proposes it

~does..

Claim 9: The examiner does not believe the claim states what the applicant’s argumenf proposes it

does.. Arnold (col. 16, lines 35-44) teaches the storing of the authentication certificate and
initialization message (guard message) when the message received is authentic which essentially

states that the ECS and the ECS-RS responding to a message if the received message is authentic.
Claim 24: See the previous rejection for claim 24..

Claim 6: Pearlman (col. 5, lines 1-5) teaches if the requésting’ telephone number is not on the -
server list for the requested service, the client is notified that the requested service cannot be
performed. .

Claim 10: See the previous rejection for claim 10.

Claim 13: Arnold (col. 13, lines 54-67) teaches a verification key which grants access through an

apparatus. Arnold (col. 13, lines 66-67 and col. 14, lines 1-3) teaches a message received from

the ECS which is an entitlement agent.
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Claim 15: Arnold (col. 11, lines 11-24) teaches a s_h_ar.ed‘,public key betwéenvsecure chips of

diﬁ‘erent units of the system with différent software routines to perform different functions. They

‘may have different hardware configurations.

Claim 17: objected claim being dependent on a rejected base claim

’

" Claim 14: The examiner does not believe the claim states what the applicant’s afgdment proposes

it does..

Claim Objections - C

3 Claims 16-18,22, and 23 are objected to as being dependent upon a rejected base claim,
“but would be allowable if rewritten in indepe:ndent form including all of the limitations of the base

. claim and any intervening claims.

Claim Rejections - 35 USC § 102

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that fc}rm‘the

~ basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless ---
 (b) the invention was patented or described in a printed publication in this or a foreign country or in public use or

. \
on sale in this country, more than one year prior to the date of application for patent in the United States:
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5. Claims 1-5,7,9, 11, and 24 are rejectedbunder 35U.S.C. 102(b) as being anticipated by
Arnold. | |
Claim 1: Arnold (5,787,172) teaChe; a conditional a.ccess ai)paratus which gives a receiver -
conditional access to information recéived in the receiver (éol. 13, line 34-47 and col. 10, line 11-
29), entitlement to access the information being given by entiflefnent agents (col. 14, line 3-9),
entitlement agent establishing entitlement agents (col. 10, line 11-29), entitlement specification
apparatus for specifying en;citl‘ement (col. 13, lines 43-67), and access grénting apparatus for
granﬁng access t§ the information in response to a first message received in tHe réce_iv_er (col. 14,
fine 3-0 and col. 22, line 17-26).

Arnold (col. 30, lines 11-14) teaches decoder boxes which act és receivers.

Arnold (col. 18, lines 6-33) teaches Specifying the oné or mczfe entitlement f(;r at least one
entitlement agent. .

Arnold (col. 14, lines 40-42) teaches an entitiemeﬂt agent..b Arnéld (col. 18, lines 26-33) -
teaches a message received in the 'reéeiver which indicates an entitlement agent and ah entitlement

for the agent.

Claim 2: Arnold (5,787,172) teaches the entitlement agent establishment apparatus establishes a

limit for the entitlement the entitlement agent may offer (col. 11, line 21-28).

Arnold (col. 14, lines 24-42) teaches re-registering and a pérsonalized chip; Arnold (col. 15, lines

5-54) which together disclose a limiting the kinds of entitlement the entitlement agent may offer.

Claim 3: Arnold (5,787,172) teaches the limit limits the kinds of entitlement the entitlement agent
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may offer (col. 14, line 3-9).

Claim 4: Arnold (5,787,172) teaches the limit limits th¢ number of entitlement the entitlenient
agent may offer (col. >10, line 42-55).
Arnold (col. 14, lines 24-42) teaches fe-registering and a personalized chip; Arnold (col. 15, lines

5-54) which together disclose a limiting the kiﬁ_ds of entitlement the entitlement agent may offer.

" Claim 5: Arnold (5,787,1‘72) teaches the entitlement specification apparatus specifies the i
entitlement within the limit established by the entitlement agent establishment apparatus (col. 33,

line 24-49).

Arnold (5,787,172) teaches the entitlement specification apparatus speciﬁés the entitlement

within the limit established by the entitlement agent establishment apﬁaratus (col..33, line 24-49). -

Claim 7: Arnold (5,787,172) teaches the entitlement agent establishment apparatus and the
entitlement specification apparatus operate in response to further messages received in the -

. _receiver (col. 1.0, line 11-29 and col. 14, line 3-9).

Claim 9: Arnold (5,787,172) teaches the entitlement agent establishment apparatus (col. 10, line
11-29), the entitlement specification apparatus include at least first and second keys (col. 13, line
43-67), employ the first and second keys .to determine whether a received message is éuthentic

(col. 14, line 1-9), and respond to the received message if the received message is_aﬁthenﬁc (col.

OpenTV  Exhibit 1005

Page 39



28, line 6-10).

The examiner does not believe the claim states what the applicant’s argument proposes it does..
Arnold (col. 16, lines 35-44) teaches the storing of the authentication certificate and initialization
message (guard message) when the message received is authentic which essentially states that the

ECS and the ECS-RS responding to a message if the received message is authentic.

Claim 11: Arnold (5,787,172) teaches further messages are encrypted (col. 13, line 62-67 and
) col 14, line 1-9), conditional access apparatus includes another key, and employs the othef key to

decrypt the further messages (col. 14, line 4-9).

Claim 24: Arnold (5,787,172) teaches the entitlement agent establishment apparatus (col. 10, line
11-29), the entitlement 'specification apparatus (col. 13, line 43-67), and access granting apparatus

(col. 14, line 3-9; col. 16, line 5-8; col. 26, line 30-35).

Claim Re_;ectwns 35 USC §103 C
6. The following is a quotation of 35 U S.C. 103(a) which forms the ba51s for all obv10usness
rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time thé invention was made toa person
having ordinary skill in the art to which said subject matter pertains. Patentablhty shall not be negatxved by the
manner in which the invention was made.

7. ‘Claims 6 and 19 are rejected under 35 U.S.C. ‘103(a) as being ﬁnpatentable over Arnold in

view of Perlman.
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Claim 6: Arnold (5,787,172)'teaches‘ claim 1. Arnold fails to teach the entitlement aéent
establishment apparatus further disestablishes the ent'itlement agent. Perlman’ (5,862,220) teac':hesb
the Web TV server notifies the client that the service cannot be performed (col. 4, liﬁe 62-67). It -
would have been obvious to modify Arnold’s use of network address information to include |
Perlrﬁan’svdisestablishment of the ‘entitlement agent to allow the request for Qéwiée to be. denied if

the agent is not authorized to provide service.

Pearlman (col. 5, lines 1-5) teaches if the requesting telephone numiber is not §n the server list for

the requested service, the client is notified that the requested service cannot be performed:

‘Claim 15: Arnold (5,787,1‘72) teaches claim 7. 'Further, Amold teaches"t‘he ¢ntitlement agent
" establishment apparatus 'erhplosfs the first key to determine whether the third message is authentic,
and establishes the new entitlement agent only if the third/messagé is authentic (col. 14, line 1-9 -
and col. 28, line 6-10). Arnold fails to teach entitlement apparatus includes a first key
representing & conditional access authérity. Pcrlmah (5,862,220) teaches the Web TV server’
notifies the client that the service canno;c be performed (col. 4, line 62-67). It woula have been
obvious to modify Arnold’s use of n.et.work addréss information to indludg Perlman’s v
disestablishment of the en'titlemept ageﬁt to allow the request for service to be denied if the agent

is not authorized to providé service.
8."  Claim 10 is rejected under 35 U.S.C. 103(a) as being unpatentable over Arnold in view of

Monnin..

Claim'10: Arnold (5,787,172) teaches claim 9. Further, Arnold teaches\ the entitlement-
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‘ establishment apparatus (col. 10, line 11-29 & col 11, line 54- 64 & col. 13, line 43), entltlement

spemﬁcatlon apparatus (col. 11, line 21-28), and access grantmg apparatus are 1mp1emented ina M

- secure element which includes for the keys (col 14, lme 3-9 & col. 16, line 5-8 & col. 26, line 30-
35). Arnold fails to teach the storage of entitlement. Mpr’min (5,509,073) teaches the storage of
operational keys and éontrol worcis (col. 4, line 30-48). It would have.been obvious to modify
Arnold’s use of network address information to include qunin’.s storage of entitlémgnt fo ﬂlow

the entitlement to be reserved for later use.

9. Claims 12, 13,15, 25, and 26 are rejected ﬁnder 35U0.S.C. 103(a) as being uhpatehta_ble :
over Arnold in view of Wasilewski. ‘ | ' o : , | »

Claim 12: Arnold (5,787,172) teache§ claim"l 1. Further, Arnold teaches the receivef of thev
conditional access system has a public key and a pﬁvate key (coi. 10, line 59-65) and the private
“key is the other key (col. 26., line 30-35). Arnold fails to teach the furthef fnessages are encrypted
with the public key. Wasilewski (5,870,474) Iteaches the use of a i)ublic kveyv encryj)tioﬁ élgorithm‘ ‘
(col. 8, line 31-39). It would have been obvious to modify A;nbid’s use of network address»
informa:tion‘to‘include Wasilewski’s public kéy encryptidn to allow anyone émthorized to receive

. /
the information to encrypt it.

Clain_i_ 13: ‘Arnold (5,787, 1 72) teaches claim 7. Further, Afnbld teach'eé a éonditional ébces's
apparatus Where the first message is received from an entitlement égenf (colg 13, ‘line‘5v4-67). |

. Arnold fails to teach the access granting apparatus uses a digital signature to authenticate.

. Waéil_ewski (5,870,474) teaches a digital signaturé technique is used to ‘gu_arantee' the seéprity of

the conc}i'gional access éystem (col. 8, line 41-45). It would have béen obvious to modify Amold’s
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use of network address information to include Wasilewski’s digital signature authentication to

~ allow for the authentication of a message, thus providing enhanced security.

‘Arnold (col. 13, lines 54-67) teaches a verification key which grants access through an apparatus.
Arnold (col. 13, lines 66-67 and col. 14, lines 1-3) teaches a message received from the ECS

which is an entitlement agent.

. Claim 15: Amold (5,787,172) teaches cléim 1. Further, Amold feaches *

the first message is received from an enﬁtlemént ageht (cobl. 13, line 5'4-67), the ac;:ess gra;lting
apparatus ﬁses the shared se;cret to authenticate the mességé and grant access to infémiation if the
message is authentic (col. 14, line 1-9). Armold fails!_to teach the édditional key is shared éecret.
WasilgWski (5,870,474) teaches the use of the s‘ervice' provider’s pﬁblic kgy, thus the public key

had to be shared with the receiver (col. 1 1, liné 5-9). It would have been obvioﬁs to modify .

Arnold’s use of network address information to include Wasilewski’s sharing of the secret to. '

allow decryption of the information to take place.

*. Arnold (col. 11, lines 1 1-24) teaches a shared public key between secure chips of different units of
the system with different software routines to perform different functions. They may‘ have

- different hardware configurations. -
Claim 25: Amnold (5,787,172) teaches claim 1. Arnold fails to teach the conditional access

apparatus where the entitlement agent establishing apparatus and the entitlement specification

“apparatus operate without interruption (col. 11, line 10-33).- Wasilewski (5,870,474) teaches the
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establishment of an entitlement b)./ thé sgrvice provider followed, without interruption, by the

, service receiver’s (STU) authentication of the incoming messages (col. 11, line 10-33). It would
have been obvious to modify Arnold’s use of network address infdrrnatjon to include
Wasilewski’s lack of interruption in the activities of the establishing apparatus and specification

apparatus to allow for lower processing times to exist.

Claim 26: Arnold (.5,787,172) teaches claim 1. Arnold fails to teach authenticat_i\én is pérformed
using RSA digital signatures (col. 11, line 17-23). Wasilewski (5,8l70,474) teaches the 'encryptic;n ‘
by use of a RSA public key encryption algorithm which involves a digitél signature token (\col. 11,
line 17-23). It wéuld have been obvioﬁs to modify Arnold’s use of network addresé information
to include ‘Wasilewskj’s RSA digital signature to allow for the use of a trustwortﬁy and proven

encryption technique.

10.  Claims 8, 17, 20, and 21} are féjgcted under 35 U.S.C. 103(a) as being unpater_ltable‘ové{
Arnold in view of Bank . ‘ | l.

Claim 8: Arnold (5,787,172) teaches claim 1 and 7. Arn;)ld fails to teach the entitlement agent
establishment apparatus and the 'entitler._nent speciﬁéétion -appafatus respond to the further
messages without interruption to currently-granted dccéss to thé informatioﬁ.' Bank (6,(505.,93 8)
teaches if the méssage is unchaﬁged, the hash will produce the same value and store the contents
of the message (col. 5, lines 22-50). It would have been obvious to modify Arnold’s use of
network address information to include B'ank’é entitlement agent apparatus an.d specification .

. apparatus’ response to further.mress‘ages without interruption to allow the identical states t§ be

confirmed with the receiver while the previous granted process is implemented.

" OpenTV ' Exhibit 1005 Page 44



Claim 17: Arnold (5;787,172) fteaches clairﬁ 1 and 7. Further, Arqold teaches the entitlement
age;lt establishment apparatus includes a ﬁrst key representing a cénditional access authoritly (col'."
10, lines 59-65) and the entitlement aglen't establishment apparatus empiéys the first key fo
determine whether the second messagé is authentic (col. 14, lines 3-9). Arnold féils to teach
disestablishes the entitlement agent only if the second message is authgntic. Bank (6,005,93#)
teaches if the entitiement IDis c;nfa of the services specified for the user device, _the gate key is

outplit (col.‘ 6, lines 6-26). It would have been obvious to modify Arnold’s use off.' netwéric E
‘ address info;métion to include Bank’s. disestablishmént of the entitle@ent agezi_t if the ‘message’ is

authentic to allow for the message to be acted upon.

Claim 20: Arnoldr(5,787,1i72) teaqhés claim 1 and 7. Arnold fails to teach. the entitlement
specification apparatﬁs sﬁeciﬁes the entitlement is resbonsg to ;1 message‘of the further messages.
Bank (6,005,93 8) teaches the enﬁtlemeﬁt ]D and serviée bit map indicate what‘.servicevs‘ the user
of device is entifled to anci the ID mai)s a :et of inteéers Whi_ch feprese‘nt the sef of s;ervices (col.
4, lines 54-63). It W(.)uld have been obvious to modify Arnold’s use of network address

information to include Bank’s entitlement specification to allow the user to know the

- requirements for access to the message.

Claim 21: Arnold (5,787,172) teaches claim 1, 7, and 20. Arnold fails to teach the entitlement
. specification apparatus includes a second key representing an entitlement agent and the
entitlement specification apparatus employs, if the message is authentic, the second key to
\

determine whether the fourth message is authentic. Bank (6,0\(‘)5,93 8) teaches if the entitlement

ID is one of the services specified for the user device, the gate key is output (col. 6, lines 6-20)
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“and if the service is entitled to be received, the kéy'is used to decrypt the service instance (col. 7,
lines 1-8). It would have been obvious to modify Arnold’s use of network address information to
include Bank’s entitlement and authentication to allow for the service to be provided to the

appropriate user.

1 1‘. Claim 14 is rejected under 35 U.S.C. 103(a) as being un;;atentable 'over' Armold in view of
Monrﬁn, further in view of Pinder and Bank. | ‘
Claim 14: Arnold (5,787,172) teaches claim 1. Further, Arnold teaches the informati‘qn j'received
in the receiver is enc‘rypte'd‘ (col. 12, lines 2-10), feceivér inclu.desv information decryption" )
éppargtus for decrypting the information (col.‘ 14, lines ‘1-9), and the receiver uses the decryption

: :key to décrypt the information (col. 14; lines 4-9). Arnold faiis to tea§h the first message contains
a decryption value, the entitlement speciﬁéatioh apparatué- coﬁtains an additional key for the at
least one entitleinent a‘gent,.a‘nd the access granting apparatus emplo.ys the additional key and thé .
decfyption value to obtain a decryption key for the inforrﬁation. Monnin ‘(;5,'509,073) teaches the
reception of a control unit to decipher the control Wérd (col. 4, lines 46-54). It would have been
obvious to modify Arnold’é use of network aadress information to include Moﬁmn’s decryhptvion‘_

| value to allow for the deciphering of the infomiationb in the message. ?inder (5,742,677) teaches
dff—channel data to‘identify the predetermined chaﬁnel, thus élloWing transmission to oceur over
the proper frequency (col. 11, lines 10-58 and col. 12, lines 25-36). It would have been of)vious |
‘to modify Arhold’s use of ‘network address infonhation to include Pinder’s entitled ke/y ‘t'bo allow
the _entitlement agent to provide aécess to.the entitled‘uvser. Bank (6;005,938) teachgs the use of a

» ins;cance key which is used to decrybt the servicé instance (col. 7, lines 1-14). it would havé been

obvious to modify Arnold’s use of network address information to include Bank’s access granting
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with the use of a key and decryption value to obtain a decryption key for the information to allow N

access to be provided only to those who are entitled.

Conclusion \
12.  THIS ACTION IS MADE F]NAL Applidant is remindedl of the extension of time -
policy as set forth in 37 CFR 1.136(a).

A shortened stz;tutory period for reply to this final action is set to expire'THREE
MONTHS from the mailing date of this actioﬁ. In the event a first reply is filed within ‘TWO.
MONTHS of the mailing date of this final action and the advisory acti‘on is ﬁot mailed uﬁtil after
the end of the THREE-MONTH shortened statutory period, then the shortened statutof}.'v period
will expire on the date the advisory action is mailed, and any extension fée pursuant to 37
.CFR 1.136(a) will be calculated frém the mailing datvv’a of the adviso;y action. In no event, |
however, will the statutory period for reply expirg later than SIX MONTHS from the mailing date
of this final action. |

V.
13.  The prior art made of record and not relied upon is .consideréd bertinent to‘ap‘plicant's
disclosure. Louis C. Guillou and Jean-Luc Giaéhefti, “Encipherment and Conditional Accéss”,

SMPTE Journal, 103 (1994) June, No. 6, White Plains, NY, U.S.

11. " Any inquiry concerning this communication or earlier communications from the examiner
should be directed to Todd Jack whose telephone number is (703) 305-1027. The examiner can
normally be reached on M-Th from 8:00 to 6:00.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, _
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Tod Swann, can be reached on (703) 308-7791. The fax phone number for the organization .

where this application or proceeding is assigned is (703) 305-0040..

v

September 12, 2000

~ OpenTV  Exhibit 1005 Page 48



€N OF Co,
> 4,

§ w % | UNITED STATES DE,~.RTMENT OF COMMERCE

p ; | Patent and Trademark Office
f Address: COMMISSIONER OF PATENTS AND TRADEMARKS
\} © Stares of Washington, D.C. 20231 . )
. . {
[ appucaTIONNO. | FILINGDATE | " FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. | .

[

AL A

- [ ' l EXAMINER | ‘ |
TACE, T |

[ arTunT | PAPER NUMBER |

DATE MAILED:

oy

Please find below and/or attached an- Office communication concermng this appllcatlon or
proceeding. - ‘

Comﬁ\issloner of Patents and Trademarks

PTO-90C (Rev. 2/95) 1- File Copy

U$.6P.0.2000; 485-18812526 , : OpenTV EXhlblt 1005 Page 49




} Applicati_on No. Applicant(s) " .
. ©09/488,230 ‘ Wasllewski et al.
. Int;erVIeW Summary Examiner o Groub Art Unit
R 111

All participants (applicant, applicant's representative, PTO pefsonnel): ¢

'

(1) Todd Jack . 3)
(2) Jeffrey Kuester - @
Date of Interview __Oct 16, 2000

Type: KTelephonic [Bersonal (c_:oby isgivento * dpplicant agplicant's representative).

Exhibit shown or demonstration conducted: [Yes 3. If yes, brief description:

g

Agreement [Twasreached.  {(as notreached. - - ,

Claim(s) discussed: _1, 7, and 14

Identification of prior art discussed:
Arnold (5,787,172)

Description of the general nature of what was agreed to If an agreement was reached, or any other comments . o
The applicant arqued that Arnold taught a secure network and the invention is of an instance of service. It is the exammers

opinion that the term "instance of service" is too vague to communicate a particular element of the claim. Thus, the amended 3
claim must be examined broadly.

The applicant argued that Arnold does not teach "in response to a first message received in the receiver which indicates
entitlement agent and the entitiement only if the entitlement apparatus has &stablished the entitiement agent, and the :

entitlement specification apparatus has granted the entitlement.” (claim 1) The examiner finds that Arnold does teach an '
entitlement (effective date and experation date) and entitlement agent (secure chip) where the messagqe is the MKS {col 18
lines 6-33). :

(A fuller description, if necessary, and a cop‘iz of the amendments, if available, which the examiner agreed would render
the claims allowable must be attached. Also, where no copy of the amendents which would renderthe claims allowable
is available, a summary thereof must be attached.) -

1. X Itis not necessary for applicant to provide a separate record of the substance of the interview.

Unless the paragraph above has been checked to indicate to the contrary, A FORMAL WRITTEN RESPONSE TO THE LAST
OFFICE ACTION IS NOT WAIVED AND MUST INCLUDE THE SUBSTANCE OF THE INTERVIEW. (See MPEP Section
713.04). If a response to the last Office action has already been filed, APPLICANT IS GIVEN ONE MONTH FROM THIS
INTERVIEW DATE TO FILE A STATEMENT OF THE SUBSTANCE OF THE INTERVIEW.

2. (] Since the Examiner's interview summary above (including any attachments) reflects a complete response to
each of the objections, rejections and requirements that may be present in the last Office action, andfsince the
claims are now allowable, this completed form is considered to fulfill the response requirement§ o last
Office action. Applicant is not relieved from prowdmg a separate record of the interview unl
is also checked.

Examiner Note: You must sign and stamp this form unless it is an attachment to a signed Office action. )

U. 8. Patent and Trademark Office

PTO-413 (Rev. 10-95) ) - Interview Summary i ) Paper No. _- 8
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" A Examiner: 'Jaek, T.

)
o 227000 & Group No.: 2132
&

DocketNo A-6345 (191910 1351)

&
Title: AUTHORIZATION J : 'Zﬂﬁﬁﬁ\’lCES IN A CONDITIONAL ACCESS SYSTEM

AMENDMENT TRANSMITTAL LETTER

Assrstant Commissioner For Patents . Coe (; A
-Washington, D.C. 20231 . v ‘;(: =) ;\
: : LN
Transmitted herewith is an amendment in the above-identified application. ‘;3 s O
. , . 2
% Response/Amendment : Petition to Extend Time % Iz
Fee as Calculated Below Check for $ ' S
N No additional fee is required. Corrected Drawmgs
Terminal Disclaimer - . ~ Other:
B Small Entity Statement has : Authorization to Charge Credlt Card
already been filed/is filed herewith in the amount of $ attached.
The fee has been calculated as shown below. :
CLAIMS AS AMENDED FOR LARGE ENTITY" ‘
Claims After | Highest Prev. | Additional
: Amendment Paid For . Extra Rate Fee
Total ‘ : :
Claims 26 -26 0 x 18.00 - =%0
Independent | ‘ T
Claims 1 -3 {0 x 80.00 : =$0
Total Additional Fee for this Amendment =80

D A check in the amount of § is enclosed.

D The Commissioner is hereby authorlzed to charge to our Deposrt Account No 20 0778

the amount of § for the fee identified above. A duplicate of this Amendment
Transmlttal Letter is included herewith.

_ @ ‘The Commissioner is authorized to charge any insufficiencies, and the Commissioner is
hereby requested to credit any overpayments to our Deposit Account No. 20-0778.

Customer Nq.: 24504 THOMAS, KAYDE

Date: ‘/Z//ﬁ/l/%) » ?

- = —
‘ - Jeflrey R. uester; Reg. No. 34,367
AmendTrx&CM_R2 Attorngy for Applicant

, HORSTEMEYER
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& et . ' .
IN THE UNITED ES PATENT AND TRADEMARK OFFICE ’
In re the application of: )
Wasilewski, et al. o)
0
Serial No.:  09/488,230 ) Art Unit: 2132
) :
Filed: January 20, 2000 ) Examiner:  Jack, T. .
For:  Authorization of Services in ) Docket: - A-6345
a Conditional Access System ) - ‘
).
SECOND RESPONSE —
T o L
. | I
Assistant Commissioner for Patents = < ?
Washington, D.C.-20231 = 2
Sir: 5 g D
. : g
In response to the outstanding final Office Action (Paper No. 8) of September 1%
2000, Applicants submit the following response with amendments and remarks.

It is not believed that extensions of time or fees for net addition of claims are
required, beyond those which may otherwise be provided for in documents accompanying

this paper. However, in the event that additional extensions of time are necessary to -

allow consideration of this paper, such extensions are hereby petitioned under 37 CF.R. §

1.136(a), and any fees required therefor (including fees for net addition of claims) are

hereby authorized to be charged to our Deposit Account No. 20-0778.
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~ REMARKS
. This is a full and trmely response to the final Office Actlon mailed September 18,
" 2000. For this response claims 1-26 remain pendrng in the present application.
Specifically, claims 1-5, 7,9, 11 and 24 stand rejected under 35 US.C. § 102. In
‘ addition, claims 6, 8, 10, 12-15, 17, 19-21, 25 and 26 stand rejected under 35 U.S.C. §
103(a). Cl.‘aims 16-18, 22 and 23 stand objected to as being dependent upon a rejected
base claim. Applicants' request clariﬁcaticn regarding the status of claim 1 7, since claim

17 was indicated as being allowable if rewritten to include all of the limitatiens of its base

" claim and any intervening claims, and concurrently stands rejected under 35 U S.C.

§103(a)
Apphcants wish to thank the Examiner for the lntervrew on October 16 2000 with
" Mr. Eric Ringer and the undersigned attorney. In the Interv1ew Summary of October 16,
2000, 1t is indicated that the term “instance of'service” is too vague to communicate a
partlcular element in the claim. As a matter of law, Apphcants are allowed to be their
own lexicographer, and in the specification at page 3, lines 4-11 instances of services
) mclude programs provided by program sources (Entltlement Agents) Ttis clear from the
specrﬁcatron and from the figures that anr instance of service includes an 1nstance of
~ programming, including but not hm1ted.to video and audio services, transmrtted to the
receiver from the headend of a serv1ce distribution organlzatlon (SDO).

“When the service distribution organization broadcasts an instance of the
service, it encrypts or scrambles the instance to form encrypted instance
105. Encrypted instance 105.contains instance data 109, which is
encrypted information making up the program ...”. (Sée page 6, 11nes 29-
30, and page 7, hnes 1 and 2 of the specrﬁcatléjn )

Therefore, Applicants respectfully submit that the term instance of service is not too
vague to communicate the element claimed by Apphcants in ¢laim 1, specrﬁcally the last

element:

access granting apparatus in the receiver for granting
access to the instance of service in response to a first message
received in the receiver which indicates the entitlement agent
and the entitlement only if the entitlement agent establishrent
apparatus has established the entitlement agent, and the entitlement
specification apparatus has granted the entrtlement

y
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(Emphasis Added)

During the interview of Octéber 16, 2000, Applicants argued that Arnqld does not '
disclose each limitation of the last element of claim 1 cited hereinabove. Speciﬁéally,
Applicants argued that Arnold fails to disclosé'the limitation of an “access granting
apparatus in the receiver for granting access to the instance of service in response to a
first message ...which indicates the entitlement agent ” In response to Apphcants
argument, it is indicated in the Interv1ew Summary that “Amold does teach an entxtlement
(effective date and exp1rat10n date) and entitlement agent (secure chip) where the message
is the MKS (column 18, llnes 6-33).” Applicants respectfully submit that entltlement
agents, as claimed by Apphcants, mclude entities that provide the claxmed instances of
service provided to the service d15tr1but10n organization, and consequently», the secure
chip of 4rnold cannot be the Applicants claimed entitlement agent. Furthermore,

Applicants respectfully submit that Arnold fails to disclose a message which indicates‘the ‘

entitlement agent as claimed by Applicants, and therefore, Apphcants respectfully request
that this rejection be withdrawn.

Although the Interview Summary appears to equate Arnold 's secure éhi:p with
Applicants’ entitlement égent, the Office Action appears to equate Arnold’s entitlement
control station (ECS) with Applicants’ entitlement agent. Specifically, the Office Action
states that “Arnold (coluiﬁn 14, lines 40-42) teaches an entitlement agent,” which refers
to Arnold’s entitlement control station (ECS), and the Office Action states that “Arnold
(column 18, lines 26-33) teaches a message received in the receiver which indicates an
entitlement agent and an entitlement for the agent,” which refers to a certificate from
Arnold’s master key station (MKS), nét Arnold’s ECS. Thus, even if Arnold’s ECS is .
equaﬁed to Applicarits’ entitiement agent, the cited message does not indicate Arnold’s
ECS. ' ' ‘

Furthermore, Applicants respectfully submit that Arnold’s ECS does not provide
instances of service to the headend, as does Appicants’ entitlement agént, and that the
cited certificate is unrelated‘ to the claimed instances of service. Arnold’s ECS provides

keys to authorized receivers in the secure network. (See, column 33, lines 9-49). There
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~ is no suggestion of Arnold’s ECS providing instances of service, instead the 4rnold

- reference discloses: .

[t]he uplinks 112 receive video signals [instances of service] from a
variety of sources, such as a first run movie source. The uplinks 112
distributes these video signals to different headends 114 in the system via
communication line 128 and to the different satellite decoder boxes 118
via the communication line 138.” (See column 9, lines 59-64.)

Thus, Applicants respectfully submit that the Arnold réference fails to disclosé Applicants
clanmed entitlement agent; Arnold s entitlement control statlon (ECS) does not provide ‘
1nstances of serv1ce as does Apphcants entltlement agent ’

In conclusion, Applicants respectfully submit that Arnold falls to dlsclose a .
“meésage that indicates the entitlement agent,” as claimed by Applicants, and that Arnold ._
fails to disclose the “at least one entitlement agént,” aﬁd thefefore, App]icants respectfully -

request that this rejection be withdrawn.

-4-
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CONCLUSION v
Applicants respectfully submit‘t.hat claim 1 is paténtable over the cited prior art of
record for at least the reasons stated here‘inabove, and consequently, cla’i'ryhs “2-26, which .
are dependent upon claim 1, are a}so alldwable. Favorable reconsideraﬁon andiallowa_nce
of the preéent application and all pendiﬁg claims are hereby cou:rte“ously requeste'd. If, 1n
the opinion of the Examiner, a telepflonic conference would expédite the examination of

this matter, the Examiner is invited t’o call the undersigned attorney at (770) 933-9500;

Respéctfully subrﬁitted,
THOMAS, KAYDEJ\I, o

y e Idugs er
s at10n No. 343
THOMAS, KAYDEN,

" HORSTEMEYER & RISLEY, L.L.P. , !
“Suite 1750 o

100 Galleria Parkway N.W.

Atlanta, Georgia 30339

(770) 933-9500
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AF 1T
CERTIFICATE OF MAILING

I hereby certify that this correspondence is being deposnted with the U. S: Postal Service
as first class mail in an envelope addressed to: ‘

Assistant Commissioner for Patents
i - Box: AF
H
i

Washington, D.C. 20231 R
Srena Y Z/ (S / .

In re application of: Wasilewski, et al

Serial Number: 09/488,230

Group No.: 2132
Filing Date: January 20, 2000

Examiner: Jack, T
Title:

AUTHORIZATION OF SERVICES IN A CONDITIONAL ACCESS SYSTEM

Attached are the following documents for filing with the USPVTO

Postcard
Second Response

Amendment Transmittal Page
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UNITED STﬁ B DEPARTMENT OF COMMERCE
Patent and Trademark Office

& Address: COMMISSIONER OF PATENTS AND TRADEMARKS
Stares of s Washlngton. D.C. 20231

APPLICATION NO. .. l _FILING DATE - | FIRST NAMED INVENTOR C " '| - ATTORNEY DOCKETNO. | S

—1 I - EXAMINER . j

T . o
“ARTUNIT - | - PAPER NUMBER. |«

o
- DATEMAILEBD: ;-

L

Please find below and/or- attached an Ofﬂce communlcatlon concerning this appllcatlon or
_proceeding. .

\

i

Commissioner of Patents and Trqdemarks‘

" 'PTO-90C (Rev. 2/95)

1- Flle Copy
*U.S. GPO: 2000-473-000/44602 .
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Application No. Applicant(s) o
09/488,230. | ~ Wasllewskl et al.

Baminer Group Art Unit ‘
Todd Jack ) 2132
THE PERIOD FOR RESPONSE: [check only a) or b)] ‘ o

a) (X expires three _ months from the mailing date of the final rejection.

Advisory Action

b) [T} expires either three months from the mailing date of the final rejectlo.n. orr on the malling date of this Advisory Action, whichever
is later. In no event, however, will the statutory period for the response expire later than six months from the date of the final
rejection. ' ’ '

Any extension of time must be obtained by filing a petition under 37 CFR 1.136(a), the proposed response and the appropriate fee. The
date on which the response, the petition, and the fee have been filed is the date of the response and also the date for the ?u yoses of
dekermlnincg the period of extension and the corresponding amount of the fee. Any extension fee ﬁursuant to 37 CFR'1.1 wrfl)l be -
calculated from the date of the originally set shortened statutory period for response or as set forth in b) above.

[ Appellant's Brief is'due two months from the date of the Notice of Appeal filed on : (or within any
period for response set forth above, whichever is later). See 37 CFR 1.191(d) and 37 CFR 1.192(a). )

Applicant's response to the final rejection, filed on __Dec 22 2000 has been considered with the following effect,
but is NOT deemed to place the application in condition for allowance: ” :

[J The proposed amendment(s): ‘
[ will be entered upon filing of a Notice of Appeal and an Appeal Brief.
[ will not be entered because: . ‘ ) .
(] they raise new issues that wou’ld require further consideration and/or search. (See note beléw).
[0 they raise the issue of new matter. (See note below).

[ they are not deemed to place the application in better form for appeal by 'm‘ateri’ally reducing or simplifying the
issues for appeal. . . : . .

[ they present additional claims without cancelling a corresponding number of finally rejected claims.
NOTE: : i

o

[J Applicant's response has overcome the following rejection(s):

) Newly proposed or amended claims . - would be allowable if submitted in a v
separate, timely filed amendment cancelling the non-allowable claims. .

[J The affidavit, exhibit or request for reconsideration has been considered but does NOT place the application in condition
for allowance because: ) ) )

[ The affidavit or exhibit will NOT be considered because it is not directed SOLELY to issues which were newly raised by the
Examiner in the final rejection. s ) ) i

X} For purposes of Appeal, the vstatus of the claims is as follows (see attached written explanation, if any):

Claims allowed: .
Claims objected to: _16-18, 22 _and 23
Claims rejected: 1-15, 19-21, and 24-26

O The proposed drawing correction filed on [ has [Jhas not been approved by the Examiner.

Note the attached Information Disclosure Statement(s), PTO-1449, Paper ‘No(s). v
K] Other The examiner finds that a message is commonly known to contain programs, enbrypted V“'\——"/

or unencrypted. , i
THOMAS R. PEESO
PRIMARY EXAMINER

O

. 8. Patent and Trademark Office

PTO-303 (Rev. 8-95) Advisory Action ) . Part of Paper No. __- 10 ‘
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“Inre PATENT apphcatlon 0 .d&‘asﬂewsiﬁ;\gt al.

\ Examiner: Jack; T.
JAN 2 3 2001 8 ‘

: j‘ Group No.: 2132 :
& &
Docket No.: A-6345 (191910-1351)

Title: - AUTHORIZATION OF SERVICES IN A CONDITIONAL ACCESS SYSTEM

_ Serial No. ‘09/488,230

Filed: January 20, 2000

_ : E
AMENDMENT TRANSMITTAL LETTER CEI VED
_ : , JAN ¢
Assistant Commissioner For Patents ach 3 ‘0 2007
Washington, D.C. 20231 no/ogy G
: 3 " Cnter o4
. 0o

Sir:

\

Transmitted herew1th is an amendment in the above identified application. .

Response/Amendment Petmon to Extend Time i

Fee as Calculated Below "Check for $'
No additional fee is required. Corrected Drawings
Terminal Disclaimer Other: )

Small Entity Statement has
already been filed/is filed herewith

Authorization to Charge Credit Card
in the amount of $110.00 .attached.

- The fee has been calculated as shown below.

CLAIMS AS AMENDED FOR LARGE ENTITY .
Claims After | Highest Prev. : -Additional
Amendment Paid For Extra Rate ‘Fee
Total } ‘
Claims 6 - 26 0 x 18.00 = $0
Independent o
Claims 3 -3 0 x 80.00 =30
Total Additional Fee for this Amendment =80

D A check in the amount of $ ._ is enclosed.

\:’ The Commissioner is hereby authorized to charge to our Deposit Account No. 20-0778
the amount of §  for the fee identified above. A duplicate of this Amendment
Transmlttal Letter is included herew1th

@ The Commissioner is authorized to charge any insufficiencies, and the Commissioner is
hereby requested to credit any overpayments to our Deposit Account No. 20-0778.

‘Customer No.: 24504 .

Date: ////fjé/

AmendTrx&CM_R2

Attorney Appllcant

Jeffrey ‘g Kuester(,%g No. 34,367

( /179
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PTO/SB/17 (11-00)
Appr for use through 10/31/2002. OMB 0651-0032
Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

Complete If Known
Application Number 09/488,230
Filing Date January 20, 2000
First Named Inventor ' Wasilewski, et al.
Examiner Name  ~ ) Jack, T. . -
- " Group / Art Unit )
\\ TOTAL AMOUNT OF PAYMENT | T ; | Attorney Docket No: A-634

METHOD OF PAYMENT "~ FEE CALCULATION (continued)

1. - The Commissioner is hereby authorized to charge to the following | 3. ADDITIONAL FEES JAN 3 0
Deposit Account, . . , 2007
Deposit Account 20-0778 Large Entity Small Entity
Number - : Fi Fee Fee  Fe c’l
N : ::e (s; oo (s; Fee Descrl pPJQQy Cente que Paid
Deposit Account i 105 130 205 65 Surcharge - late filing fee Y
Name Thomas' Kayden' HorStemeyer RISley 127 50 227 . 25 Surcha;‘ge' late provglstonalfllng fee or
: . cover shee

D Charge all indicated fees and
any additional fee required or
credit any overpayment.

139 130 139 130 - Non-English specification '

@ Charge any additional fee Applicant claims small entity | 147 - 2,520 147 25520 . For filing a request for reexamination
. required and requested to credit status. See 37 CFR 1.27 112 920 112 920*  Requesting publication of SIR prior to
any overpayment. | Examiner action
113 1,840 113 . 1,840" Requesting publication of SIR after
Ayt . ' ' Examiner action
2. D Payment Enclosed: 115 110 215 55 Extension for reply thhin first month 110.00
D Check D Money Credit
Order’ Card 116 390 216 195 Extension of time w’ithin second month
FEE CALCULATION |17 80 217 445 Extension of timé within third fnonth
1. BASIC FILING FEE 118 1,390 218 695 Exterision of time within fourth month
Larg  Entity ~Small  Entity ' ' 128 1,890 228 945 Extension of time wit.hin fifth monith
e Fee Fee Fee Fee Description Fee Paid 119 310 219 155 Notice of Appeal
Fee ($} Code $) :
Code 120 310 220 155 Filing a brief in support of an appsal
101 710 201 355 Utility filing fee 3 121 270 - 221 135  Request for oral hearing
106 320 206 160 Design filing fee $ . 138 1,510 138 1,510 Petition to institute a pubic use proceeding
107 . 490 207 245 Plant filing fee s 140 110 240 S5 Petition to revive - unavoidable.
108 710 208 355 " Reissue filing fee’ $ 141 1,240 241 620 Petition to revive - unintentional
114 150 24 . 75 Provisional fiing fee 3 142 1,240 . 242 620 Utility issue fee (or reissue) }

143, 440 . 243. 220 °  Design issue fee :
. SUBTOTAL (1) 144 600 244 300 ° Plantissusfeo - E
- ~1122 + 130, 122 130 Petitions to the Cornmlssmner
2. EXTRA CLAIM FEES 123 50 123 . 50 Petitions related to provisi

. Fee C 126 180 126 180 Submission of Information Disclosure
Extra Claims from Fee Paid ) - Stmt. - .
. below 581 40 581 40 Recording each patent assignment per
e _ - . property (time number of properties)
Total Claims l 6 ]‘25 = [ 0 J x | 18.00 | 'v| 0 l 146 710 246 355 Filing a submission after final rejection (37
, ) CFR 1.129(a)) } :

Independent | 3 I 3 = I 0 I x I 80.00 | = I ] ] 149 710 249 356  For each additional invention to be - D
Claims Co examined (37 CFR 1.129(b))
N_'“"'p'e Dependent = l:' 179 710 279 ' 355 - Request for Continued ion (RCE)
**or number previously pald, if greater; For Relssue, see below 169" 900 169 900 Request for expedited examlnaﬂon ofa

. design application
Larg  Entity Small Entity - esian app

e Fee Fee Fee Fee Description

Fee ($) Code $)
Code X
103 18 203 9 Claims in excess of 20 Other fee (specify)
102 80 202 40 Independent Claims in excess of 3
104 270 204 135 Multiple dependent claims in excess of 3 . : ) .
109 80 209 40 **Reissue independent claims over | - !
original patent ) Other fee (specify) - : .

110 18 ° 210 9 **Reissue claims in excess of 20 and over
original patent y

SUBTOTAL (2) *Reduced by Basic Filing Fee Paid . SUBTOTAL (3) 110.00

e

Complete (if applicable)
SUBMITTED BY .

Typed or Printed Name ‘y{ﬁ'ﬁm KV{S%]’ v Rea. Number 34,367 :

Signature . W ‘| - Date // DeposhAcccuntUsériD .
\ K ' | 18] | J.

Burden Hour Statement: This form is estimated to take 0.2 hours to éef(plexe Time »«Mjary depending upon the needs of the mdmdua case Any comments on the amount of time you are required to
complete this form should be sent to the Chief Information Officer, Patent and Trademark Office, Washington, DC 20231. DO NOT SEND FEES OR COMF’LEI’ED FORMS TO THIS ADDRESS. SEND TO:
Assistant Commissioner for Patents, Washington, DC 20231
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i

PATENRECE|\ /£y

I‘ IN THE UNITED S %ATENT AND TRADEMARK OFFICE JAN 30 ? )
: 001 .
Te " .
In re the application of: ) B '
Wasilewski, et al. ) R ff/ /- 2/ C,
Serial No.:  09/488,230 ;  ArtUnit: . 2132 / &ff/n\)
. ’ ' S 2=
Filed: . January 20, 2000 ) . Examiner:  Jack, T. 2o |
| - ) | | ‘ me
For:  Authorization of Services in ) - Docket: A-6345 > ,éf
a Conditional Access System . ) , ' _ ' 7°( 7
) . S
o) ' RESPONSE TO ADVISORY ACTION

Assistant Commissioner for Patents
Washington, D.C. 2_0231

Sir:

In response to the Adv1sory ACthIl (Paper No. 10) of J anuary 5,2001, Apphcants

submit the followmg response with amendments.

It is not believed that extensibns of time or fees for net addition of claims are
required, beyond those which may otherwise béb proi’zidcd for in d_ocumenfs accorﬁpanying ‘
this paper. However, in the ‘event that additional extensions of time are necessary to
allow consideration of this paper,.such extensioﬁs are ‘héreby petitioned under 37" CFR.§
1.136(a), and any fees required therefor (mcludmg fees for net addition of claims) are -

hereby authorlzed to be charged to our Dep051t Account No. 20-0778.

o
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s ‘ AMENDMENTS

’//// . . .
V,V/Applicants respectfully request that the above-identified patent application be
/

;tr’x/l/ended as follows:

IN THE CLAIMS
Amend the following cla.in/ls' by adding the language that is linderlined “_"

and by deleting the langua at is enclosed within brackets (“[ 17): - ;

Please cancel claims 1-15, 20, 21 and 24-26 without prejudice, Waivgr, or
disclaimer.

.
{
1/6, (Once Amended) [The c]Conditional access apparatus for giving a receiver

conditional access to an instance of service received in the receiver, one or more

entitlements to access the instance of service being given by one or more entitlement

agents and the conditional access apparatus comprising [of claim 7, wherein]:

entitlement agent establishment apparatus in the receiver for establishing at least

one of the entitlement agents in the conditional access apparatus:

_entitlement specification apparatus in the receiver for specifying the one or more
entitlements for the at least one entitlement agent, and wherein the entitlement agent ‘

establishment apparatus and the entitlement specification apparatus operate in response to

further messages received in the receiver; and

access granting apparatus in the receiver for granting access to the instance of

service in response to.a first message received in the receiver which indicates the .

= %J}f o v<ifﬁf
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entitlement agent and the entitlement‘ only if the entitlement agent establishment

* apparatus has established the entitlement agent, and the entitlement specification

‘apparatus has granted the entitlement, and wherein the entitlement agent establishment
apparatus disestablishes the entitlement agent in response to a given [second] message of
the further messages.

A

/7. - (Once Amended) The conditi.onal access apparatus of claim ],6! Wherein: (
the entitlement agent establishment apparétﬁs includes a first bkey représenting a
conditional access authority; and
the entitlement agent establishment apparatus embloys» fhé first key to devterminu‘e
whether the given (secénd] message is authentic and disestablishes fhe er;titl_ément agent
only if the-given [second] méssége is éuthentic. | N

s

' 1/8’ (Once Amended) [The c]Conditional access apparatus for giving a receiver

~conditional access t6'an instance of service received in the receiver, one or more

* entitlements to access the instance of service being given by one or more entitlement . :

agents and the conditional access apparatus comprising [of claim 7, wherein}:

entitlement agent establishment apparatus in the receiver for establishing at least

‘one of the entitlement agents in the conditional access apparatus;

3. /i ‘ ‘ » ' | (// :
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entitlement specification apparatus in the receiver for specifying the one or more

entitlements for the at least one entitlement agent, wherein the entitlement agent

* establishment apparatus and the entitlement snéciﬁcation apparatus operate in response to

* further messages received in the receiver; and

access granting apparatus in the receiver for granting access to the instance of

)

service in response to a first message received in the receiver which indicates the

entitlement agent and the entitlement only if the entitlement agent esfabliéhinent :

apparatus has established the entitlement agent, and the entitlement specification -

apparatus has granted the entitlement, and wherein the entitlement agent establishment .
apparatus establishes a new entitlemerit agent in response to a given [third] message of

the further messages.

1. . (Once Amended) The conditional acceés apparatus of claim yg,gwherein:
the entitlement agenf _éstablishment apparatus includés a ﬁrsf .key. represen’tifxg a
iy

conditional access authority; and
the entitlement agent establishment apparatus emiploys the first key to &etermine

whether the given [third] message is authentic and establishes the new entitlement agent

_only if the given [third] message is authentic.

5.

3[ (Once Amended) [The c]Conditional access apparatus for giving a receiver

conditional access to an instance of service received in the receiver, one or more -

entitlements to access the instance Qf service being given by one or more entitlement

agents and the conditional access apparatus comprising [of claim 7, wherein]:

4. \\\V o - </
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entitlement agent establishment apparatus in the receiver for establishing at least

one of the entitlement agents in the conditional access apparatus, wherein the entitlement

agent establishment apparatus includes other keys representing conditional access

authorities;

entitlement specification apparatus in the receiver for specifying the one or more

entitlements for the at least one entitlement agent, wherein the entitlement agent .

establishment apparatus and the entitlement specification apparatus operate in response to

further messages received in the receiver; and

access granting apparatus in the receiver for granting access to the instance of .

¢ - :

service in resporise to a first message received in the receiver which indicates the

entitlement agent and the entitlement only if the entitlement agent establishment

apparatus has established the entitlement agent, and the entitlement specification o

apparatus has granted the entitlement, and wherein the entitlement agent establishment

apparatus changes a first key in response to at least first [second] and second [third]
message of the further messages, the entitlement agent establishment apparatus using the

other keys to determine whether the at least first [second] and second [third] messages are

authentic and changing the other keys only when the at least first [second] and second
[third] messages are aufhentic.

3 v B
g/f. (Once Amended) The conditional access apparatus of claim 22, wherein the
entitlement agent establishment apparatus both establishes and disestablishes thie -

conditional access authorities in accordance with use of the other keys and authentication

’

of the at least first [second] and second [third] messages.

S B
o -
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. -REMARKS ‘ v

This is a full response to the Advisory Action rhailed Jahuary 5,2001. For this-
response claims 1-26 remain pending and rejected in the present application. -
Specifically, claims 1-15, 19-21 and 24-26 stand rejected and claims 16-18, 22 and 23
stand objected to. In the Advisofy Action mailed Jamiafy 5, 2001 (pai)er no. 10) fhe
Exami_nef indicated that claims 16-18, 22 and 23 are objécted to. | By way of this
response Applicants have cancelled without 'prej‘udice, waiver, or diéclaini_er claims 1-
15, 20, 21 and 24-26, and Applicants have amended claims 16, 18 and 22 in
independent form with all of the limitations of their réspécti\ze base claim and all -
intervening claims. Applicants have also amended claims. 16-18, 22 and 23 to‘pro'vide
correct antecedent basis for the elements in the claims. Applicants wish to thank the
- Examiner for indicating the allowability of claims 16-18, 22 and 23, however,
Applicants respectfully submit tha“t claim 19, which dépénds on claim 18; is also
‘alloWab.le. If, in the opinion of the Examiner, a telephonic conference Would‘éxﬁedite
the examination of this matter, the E_xalminer is invited to call the undersigned attorney
at (770) 933-9500. | |

o Respectfully submitted,

THOMAS, KAYDEN,
: EMEYER £ RISLEY, LLLP.

fé‘ffrey ¥. Kuester - -
Registration No. 34,367
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THOMAS, KAYDEN, o

'HORSTEMEYER & RISLEY, L.L.P.

Suite 1750

100 Galleria Parkway N.W.

Atlanta, Georgia 30339

(770) 933-9500
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' I.n re PATENT application of: ds\l?wﬁl %
Serial No: 09/488,230

Filed: January 20, 2000

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE‘

Examiner: Jack, T. /< (l

<N 23 o g Group No.: 2132 . oL~

Title: Authorization of Services in a ondltlonal Access System

)
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%mmmw* | Docket No.: A-6345 (191910- 1351)HECE/VED

J4 N3
PETITION AND FEE FOR EXTENSION OF T]]\/]E b 0 b2 0p ]
(37 CFR 1.136(a)) 0/0gyce”t
; ‘ er
Honorable Commissioner of _ 21 00

Patents and Trademarks
Washington, D.C. 20231

Sir:
1.

This is a petition for an extension of time to respond to the Ofﬁce Action malled
January 05, 2001, for a period of one month

Applicant is: :
a small entity E verified statement attached
other than small entity verified statement filed

Extension : Fee for other than , Fee for
onths o Small Entity : Small Entity
one month $ 110 855
two months $ 390 ‘ °$ 195
three months $ 80 . ‘ $ 445
four months $1390 . . $.695

five months $1,890 ‘ o $ 945 -
. : Fee: $110.00

A Response to Adwsory Action [X is filed herewith D has been ﬁled

Fee payment
L] Attached is‘a check in the'sum of $

X Charge fee to Credit: Card - Credit Card Transnnttal is - attached for further

nstruction/direction.

X Please charge to Deposit Account No. 20-0778 any additional charge reqwred The’

Commissioner is requested ‘to credit any oveIpayment to Deposit Account No. 20-0778.

“": 7 p .
HQ f X{SLEY, L.L.P.
_ Date:
J%ﬁ\reycf{ Kﬁesée/ Reg No. 34,367 . .
~ Attorney for Applicant s
Suite 1750, 100 Galleria Parkway © . 01/26/2001 JADDDI 0000003 03486230 -
Atlanta, Georgia 30339-5948 of FCii15 - 110.00 0P
(770) 933-9500 '
EOTRequest
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CERTIFICATE OF MAILING

I hereby certify that this corrqspond'ence is being deposited with the U.S. Postal Service as
first class mail in an envelope addressed to: . ’ RECE’VED '
Assistant Commissioner for Patents JAN 3 ¢ 2001
‘ Box: AF ‘ _—
Washington, D.C. 20231 - Tecﬂnology Center 2109 |
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/ ./‘ ‘

In re application of; Wasilewski, etal. '
. Group No.: 2132 "
Serial Number: 09/488,230. S
- Examiner: Jack, T.
Filing Date: January 20, 2000

g

Title: AUTHORIZATION OF SERVICES IN ACONDITIONAL ACCESS SYSTEM

Attached are the following documents for filing with the USPTO:

Postcard )

Response to Advisory Action

Amendment Transmittal Page ‘

Extension of Time Request - o “
Credit Card Transmittal-

Fee Transmittal
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