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In alternative embodiments, the DSCT 110 is in communication with multiple client-
receivers via one or more communication links, such as, but not limited to, twisted-wire or
Ethernet, telephone line, electrical power line and coaxial cable.

The client-receiver 122 is in two-way communication with the DSCT 110 and
receives information and service instances therefrom. In one embodiment, the DSCT 110
acts as a proxy for the client-receiver 122, and in that case, the headend 102 transmits service
instances and messages to the DSCT 110, and the DSCT 110 then processes the service
instances before re-transmitting them to the client-receiver 122. In this embodiment, the
headend 102 may or may not be aware of the client-receiver 122. Because the DSCT 110
proxies for the client-receiver 122, the headend 102 and client-receiver 122 need only
communicate with the DSCT 110, and neither the headend 102 nor the client-receiver 122
need to be aware of each other’s existence. An advantage of this arrangement is that the
headend 102 software need not be modified, or only minimally modified, and that the client-
receiver 122 only needs to interface with the DSCT 110, which may simplify the design.

In another embodimerit, the client-receiver 122 is acknowledged by the headend 102,
and the headend 102 communicates with the client-receiver 122 through the DSCT 110. The
DSCT 110 still processes messages communicated between the headend 102 and the client-
receiver 122, but in this embodiment, the DSCT 110 acts as a facilitator, not as a proxy, for
the client-receiver 122. For example, in one embodiment, the DSCT 110 authenticates and
when necessary decrypts messages from the headend 102 that are addressed to the client-
receiver 122, and other times passes content directly to the client-receiver 122.

In another embodiment, the DSCT 110 is a gateway for the client-receiver 122 and
merely passes communication between the client-receiver 122 and the headend 102. In yet
another embodiment, the DSCT 110 decrypts messages and other information from the
headend 102 and re-encrypts them for the client-receiver 122.

In the latter two embodiments, note that the headend 102 and client-receiver 122 may
share secrets of which the DSCT 110 is unaware. Because the DSCT 110 is merely passing
messages and does not have the ability to decrypt them, this preserves the privacy of the

client-receiver’s 122 access to services from the headend 102.
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In one preferred embodiment, the DSCT is a gateway that connects the client-
receivers 122 to the headend, which assigns IP addresses to the client-receivers 122 and
which provides the client-receivers 122 with the IP address of a domain name server (DNS)
at the headend 102. The DNS provides the client-receivers 122 with the IP address of the
DSCT 110.

In the preferred embodiment, the LAN at the subscriber location 108 is self-aware.
When a new client-receiver 122 is brought into the LAN, the client-receiver 122 discovers
the network and communicates with the DSCT 110. In one embodiment, the client-receiver
122 and the DSCT 110 communicate via a standard such as Open Server Gateway interface
(OSGi). Other non-limiting embodiments include communicating via Universal Plug and
Play (UPnP), Home Audio Video Interoperability (HA Vi), Jini, and the CableLabs
CableHome standard. The choice of a communication protocol is a matter of implementation
and factors for choosing the communication protocol include the type of communication link
coupling the DSCT 110 to the client-receiver 122 and the type of client-receiver 122. The
client-receiver 122 can be any smart appliance including, but not limited to, a laptop
computer, a computer, a personal digital assistant (PDA), VCR, another DSCT 110, or
television, or the like, adapted to receive information or a service instance from the
subscriber network system.

Among other things, the DSCT 110 preferably includes a web-server that provides
web-based services and content to the client-receivers 122. The client-receivers 122 and the
DSCT 110 communicate with each other and with the web-server using web-based protocols,
such as, but not limited to, HTTP carried in TCP/IP packages.

The web-server is adapted to receive content such as, but not limited to, service instances,
electronic program guides, advertisements, and other system information and process the
content such that the content can be accessed by entitled client-receivers 122 using web-

browsers or other web-based technology known to those skilled in the art.
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Headend

Referring to FIG. 2, in a typical system of the preferred embodiment of the invention,
the headend 102 receives content from a variety of input sources, which can include, but are
not limited to, a direct feed source (not shown), a video camera (not shown), an application
server (not shown), and other input sources (not shown). The input signals are transmitted
from the content providers 114 to the headend 102 via a variety of communication links 162,
which include, but are not limited to, satellites (not shown), terrestrial broadcast transmitters
(not shown) and antennas (not shown), and direct lines (not shown). The signals provided by
the content providers, or entitlement agents, can include a single program or a multiplex of
programs.

The headend 102 generally includes a plurality of receivers 218 that are each
associated with a content source. Generally, content is transmitted from the receivers 218 as
a transport stream 240. MPEG encoders, such as encoder 220, are included for digitally
encoding content such as local programming or a feed from a video camera. Typically, the
encoder 220 produces a variable bit rate transport stream. Prior to being modulated, some of
the signals may require additional processing, such as signal multiplexing, which is
preformed by multiplexer 222.

A switch, such as asynchronous transfer mode (ATM) switch 224, provides an
interface to an application server (not shown). There can be multiple application servers
providing a variety of services such as, among others, a data service, an Internet service, a
network system, or a telephone system. Service and content providers 114 (shown in FIG. 1)
may download content to an application server located within the DBDS 100 or in
communication with DBDS 100. The application server may be located within headend 102
or elsewhere within DBDS 100, such as in a hub 104.

Typically, the headend 102 includes a server such as a video-on-demand (VOD)
pump 226. VOD pump 226 provides video and audio programming such as VOD pay-per-
view programming to subscribers of the DBDS 100. Usually, the content from VOD
pump 226 is provided in the form of the transport stream 240.
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It should be noted that the VOD pump 226 is adapted to provide multiple concurrent
services to a subscriber location 108, thereby enabling a user of the DSCT 110 to access one
of the services and a user of the client-receiver 122 to access another service. The number of
services provided from the headend 102 to a single subscriber location 108 is limited by the
bandwidth of the DBDS 100 and the number or client-receivers 122 at the subscriber
location.

The various inputs into the headend 102 are then combined with the other
information, which is specific to the DBDS 100, such as local programming and control
information. The headend 102 includes a multi-transport stream receiver-transmitter 228,
which receives the plurality of transport streams 240 and transmits a plurality of transport
streams 242. In the preferred embodiment, the multi-transport stream receiver-
transmitter 228 includes a plurality of modulators, such as, but not limited to, Quadrature
Amplitude Modulation (QAM) modulators, that convert the received transport streams 240
into modulated output signals suitable for transmission over transmission medium 280.

In the preferred embodiment, the output transport streams 242 have a bandwidth of 6
MHz centered upon a frequency that is predetermined for each transport stream 242. The
frequency for a given transport stream 242 is chosen such that the given transport stream will
not be combined with another transport stream at the same frequency. In other words, only
transport streams that are modulated at different frequencies can be combined, and therefore,
the frequencies of transport streams 242A-D are different from each other, as are the
frequencies of transport streams 242E-H. The transport streams 242 from the multi-transport
stream receiver-transmitter 228 are combined, using equipment such as combiners 230, for
input into the transmission medium 150, and the combined signals are sent via the in-band
delivery path 254 to subscriber locations 108.

A control system, such as system controller 232, which preferably includes computer
hardware and software providing the functions discussed herein, allows the DBDS system
operator to control and monitor the functions and performance of the DBDS 100. The
system controller 232 interfaces with various components, via communication link 270, in

order to monitor and/or control a variety of functions, including the channel lineup of the
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programming for the DBDS 100, billing for each subscriber, and conditional access for the
content distributed to subscribers. The system controller 232 provides input to the multi-
transport stream receiver-transmitter 228 for setting its operating parameters, such as system
specific MPEG table packet organization or conditional access information among other
things.

Among other things, the system controller 232 prepares system specific information
such as electronic program guides, which are periodically transmitted to the DSCT 110 in the
DBDS 100. The system controller 232 also includes a domain name server, which provides
IP addresses of various components of the DBDS 100 to the client-receivers 122.

In one embodiment, the system controller 232 also includes a central web-server that
provides Internet web services to the DSCT 110 and to the client-receivers 122. In this
embodiment, the Internet based services provided by the system controller 232 are provided
only to subscribers of the DBDS 100. Thus, the Internet based web services of the
DBDS 100 are walled off from the World Wide Web (WWW) and the DBDS is commonly
referred to as a “walled garden”. The Internet based services can include, among other
things, the integration of retail services with programming services, which is commonly
referred to as television-commerce, or T-commerce. For example, in one embodiment, the
subscriber can be watching a service instance via a web-browser a web-based service such as
an infomercial. The web-page displaying the infomercial typically includes a “Buy Now”
button, which the subscriber uses for purchasing at least one of the items included in the
infomercial. Responsive to the subscriber clicking on the “Buy Now” button, a new web-
page, a Purchase/Shipping Form, appears, which includes fields such as, but not limited to,
“Purchaser,” “Billing Address,” “Shipping Address,” “Method of Payment,” “Total Cost,”
and a pull down menu for Items with a corresponding “Quantity” field. After the subscriber
has completed the form, the information is then transmitted to the system controller 232,
which processes the order. Typically, the subscriber can choose to have the purchased items
billed to his/her subscriber account with the DBDS 100. In an alternative embodiment, the
operator of the DBDS 100 will already know information such as “Billing Address,”
“Shipping Address,” and “Method of Payment” due to the ongoing relationship between the
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subscriber and the operator of the DBDS 100, and consequently, some of the fields in the can
be pre-populated.

The system controller 232 includes database 240 and logic for a conditional access
authority (CAA) 234, an entitlement generator 236 and an EMM generator 238. The
database 240 includes, among other things, the serial numbers and public keys of the
DSCTs 110 of the DBDS 100. The EMM generator 238 uses database 240 to generate
individually addressable EMM templates; to generate EMM templates for multiple
DSCTs 110 and client-receivers 122; and to generate global EMM templates.

In the following discussion, except when otherwise noted or is clear from the content
to the contrary, note that references to DSCTs may include DSCTs 110, DSCTs proxying for
client-receivers, and client-receivers 122, in various embodiments.

The CAA 234 is used by the access controlling authority to enable DSCTs 110 to
receive entitlements for service instances. The CAA 234 receives EMM templates from the
EMM generator 238 and uses the EMM template to create an EMM. To create an EMM, the
CAA 234 includes a message content and an authentication token in the EMM template. The
CAA 234 determines whether the message content should be encrypted, and if so, the
CAA 234 encrypts the message content using the public key of the recipient of the EMM,
which is retrieved from the database 240. The authentication token of arn EMM is generally a
one-way hash digest of the message content that has been digitally signed by the private key
of the CAA 234. In the preferred embodiment, the recipient, i.e., the DSCT 110, implicitly
trusts any EMM that has an authentication token from the CAA 234 because the CAA 234
signs the hash digest with the private key that corresponds to one of the trusted public keys
stored in the DSCT 110.

A one-way secure hash function is a cryptographic operation where input is run
through some mathematical operations to produce an output, the hash digest, which is a fixed
length and which is probably unique. The hash digest has at least two
properties: (1) determining the input to the hash function, given the hash digest, is virtually
impossible or at least computationally difficult; and (2) a hash digest for an input is

essentially unique. In other words, the probability that two different inputs will result in the
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same output is extremely small. All of the hash digests discussed in this disclosure are
generated from secure one-way hash functions, and a signed hash digest is a hash digest that
has been processed by a private key. Signing the hash digest with a private key converts the
hash digest from a first value to a second value, and resigning the second value with the
corresponding public key transforms it back to the first value. The only way to convert the
second value back to the first value is to resign the second value with the public key that
corresponds to the private key that originally signed the hash digest.

In the preferred embodiment, the DSCT 110 includes partitionable memory and the
CAA 234 partitions the memory of the DSCT 110 using EMMs. The DSCT 110 only
partitions its memory in response to EMMs from the CAA 234. The CAA 234 instructs the
DSCT 110 to allocate a portion of its memory to the entitlement generator 236 and provides
the DSCT 110 with the public key of the entitlement generator 236. Once the DSCT 110 has
the public key of the entitlement generator 236, the entitlement generator 236 can securely
communicate with the DSCT 110, and thereby provide entitlements for service instances to
the DSCT 110. The CAA 234 can also disable the entitlement generator 236 by having the
DSCT 110 unallocate the allocated memory. For details regarding allocating and configuring
memory in the DSCTs, see U.S. Patent No. 5,742,677, Pinder et al., Information Terminal
Having Reconfigurable Memory, filed April 3, 1995, which is hereby incorporated by
reference in its entirety.

The entitlement generator 236 generates encryption information and the entitlements
of the DSCTs for the service instances. The entitiement generator 236 provides the
encryption information to the multi-transport stream transceiver 228, which generates control
words therefrom for encrypting the service instances. In the preferred embodiment, the
encryption information is a multi-session key (MSK), which has a relatively long life, such as
days, weeks, or months. The MSK is transmitted to the DSCTs 110 in EMM:s created by the
entitlement generator 236.

The entitlement generator 236 receives EMM templates from the EMM generator 238
for creating EMMs. The EMMs from the entitlement generator 236 also include an
authentication token, which is a hash digest digitally signed by the private key of the
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entitlement generator 236, and the hash digest is a digest of the message content. In some
situations, the entitlement generator 236 produces a hash digest of at least a portion of the
message content and a secret that is known to the recipient. The entitlement generator 236
determines whether to encrypt the message content and when it is determined to do so, it uses
the recipient’s private key to encrypt the message content. Typically, when the message
content is determined to be private, such as when the content includes an MSK, it is
encrypted.

In an alternative embodiment, the system controller 232 includes a main computer
and a plurality of transaction encryption devices, which are coupled to the main computer via
a secure link, such as a secure dedicated Ethernet connection. Each transaction encryption
device includes a processor and a memory for implementing cryptographic algorithms. In
this embodiment, the CAA 234 resides in a first transaction encryption device and an
entitlement generator 236 resides in each of the remaining transaction encryption devices.
Each one of the transaction encryption devices, which have an entitlement generator, is
associated with either an entitlement agent or a content provider. An entitlement agent or
content provider can use his or her associated transaction encryption device to provide
entitlements to the DSCTs 110. In this manner, multiple entitlement agents or content
providers can provide content to the DBDS 100, and the operator of the DBDS 100 can
delegate the responsibility of providing entitlements to the entitlement agents or content
providers.

Control information such as EMMs and other data can be communicated to
DSCTs 110 via the in-band delivery path 254 or to DSCTs 110 connected to the headend 102
via an out-of-band delivery path 256. The out-of-band data is transmitted via the out-of-band
downstream path 258 of transmission medium 154 by means such as, but not limited to, a
Quadrature Phase-Shift Keying (QPSK) modem array 260, or an array of data-over-cable
service interface specification (DOCSIS) modems, or other means known to those skilled in
the art. Two-way communication utilizes the upstream portion 262 of the out-of-band
delivery system. DSCTs 110 transmit out-of-band data through the transmission medium

154, and the out-of-band data is received in headend 102 via out-of-band upstreém paths 262.
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The out-of-band data is routed through router 264 to an application server or to the VOD
pump 226 or to system controller 232. Out-of-band control information includes such
information as a pay-per-view purchase instruction and a pause viewing command from the
subscriber location 108 (shown in FIG. 1) to a video-on-demand type application server, and
other commands for establishing and controlling sessions, such as a Personal Television
session, etc. The QPSK modem array 260 is also coupled to communication link 152

(FIG. 1) for two-way communication with the DSCTs 110 coupled to nodes 106.

The router 264 is used for communicating with the hub 104 through transmission
medium 150. Typically, command and control information among other information
between the headend 102 and the hub 104 are communicated through transmission
medium 150 using a protocol such as but not limited to Internet Protocol. The IP traffic 272
between the headend 102 and hub 104 can include information to and from DSCTs 110,
which are connected to the hub 104.

In the preferred embodiment, the multi-transport stream receiver-transmitter 228 is
adapted to encrypt content prior to modulating and transmitting the content. Typically, the
content is encrypted using a cryptographic algorithm such as the Data Encryption Standard
(DES) or triple DES (3DES), Digital Video Broadcasting (DVB) Common Scrambling or
other cryptographic algorithms or techniques known to those skilled in the art. The multi-
transport stream receiver-transmitter 228 receives instructions from the system controller 232
regarding the processing of programs included in the input transport streams 240. Sometimes
the input transport streams 240 include programs that are not transmitted downstream, and in
that case the system controller 232 instructs the multi-transport stream receiver-transmitter
240 to filter out those programs. Based upon the instructions received from the system
controller 232, the multi-transport stream receiver-transmifter 228 encrypts some or all of the
programs included in the input transport streams 240 and then includes the encrypted
programs in the output transport streams 242. Some of the programs included in input
transport stream 240 do not need to be encrypted, and in that case the system controller 232
instructs the multi-transport stream transmitter-receiver 228 to transmit those programs

without encryption. The multi-transport streams receiver-transmitter 228 sends the
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DSCTs 110 the information used to decrypt the encrypted program. It is to be understood
that for the purposes of this disclosure a “program” extends beyond a conventional television
program and that it includes video, audio, video-audio programming and other forms of
services and digitized content. “Entitled” DSCTs 110 and client receivers 122 are allowed to
use the decryption information to decrypt encrypted content, details of which are provided
hereinbelow.

The multi-transport stream transmitter/receiver 228 uses the MSK from the system
controller 232 to encrypt service instances. The multi-transport stream transmitter/

receiver 228 includes a counter that produces a numerical value every couple of seconds or

so and an encryptor. The encryptor uses the MSK to encrypt the counter value to produce a
control word. The control word is used by the encryptor as a key for encrypting a portion of
the service instance.

The multi-transport stream transmitter receiver 228 includes the counter value in an
entitlement control message (ECM), which is multiplexed into the output transsc;rt
stream 242. Typically, ECMs are transmitted without being encrypted so that the DSCTs do
not have to spend time to decrypting the content of the ECM before generating the control
word. However, the ECMs include an authentication token that is used for authenticating the
message content and limiting access thereto, as will be explained in detail hereinbelow.
Typically, the authentication token is a hash digest of the message content and a secret that is
shared with the DSCTs 110, such as the MSK. Only DSCTs that have the MSK will be able
to encrypt the counter value of the ECM to generate the control word that decrypts the
service instance.

In the preferred embodiment, the entitlement generator 236 associates each encrypted
service instance, with a unique entitlement specifier, which is included in the ECM. A
DSCT 110 uses the entitlement specifier to determine whether the DSCT 110 is entitled to
the service instance.

In the preferred embodiment, the hub 104, which functions as a mini-headend,

includes many or all of the same components as the headend 102. The hub 104 is adapted to

receive the transport-streams 242 included in the in-band path 254 and redistribute the
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content therein throughout its sub-distribution network 160. The hub 104 includes a QPSK
modem array (not shown) that is coupled to communication links 152 and 154 for two-way
communication with DSCTs 110 that are coupled to its sub-distribution network 160. Thus,
it is also adapted to communicate with the DSCTs 110 that are coupled to its sub-distribution
network 160, with the headend 102, and with the content providers 114.

DSCT 110

Referring to FIG. 3, the DSCT 110 preferably includes an input port 302, multiple
tuners 304, a demultiplexer 306, a transceiver 308, a memory 310, a processor 312, a secure
element 314, a user-interface 316, a cryptographic device 318, a client-receiver interface 320,
an output port 322, a storage device 324, and a reformatter 326.

The DSCT 110 is adapted to receive in-band and out-of-band communication at the
input-port 302 and adapted to output signals via the output-port 322 and at the client-receiver
interface 320. The output-port 322 couples to a connector 328, which provides a
communication link between the DSCT 110 and a subscriber device such as, but not limited
to, a television, a VCR, a computer, or the like.

In the preferred embodiment, the communication link 120 is a wireless
communication link, and the client-receiver interface 320 is a card that can be installed in the
DSCT 110 by a user or qualified technician. The client-receiver interface 320 includes a
transceiver for communicating with the client-receiver 122. In the preferred embodiment, the
bandwidth of the client-receiver interface 320 is such that it can communicate with multiple
client-receivers 122. In one embodiment, the DSCT 110 is adapted to accept multiple
client-receiver interfaces 320 for communicating with multiple client-receivers 122. In an
alternative embodiment, the client-receiver interface 320 includes a transceiver for a wired
communication link between the DSCT 110 and the client-receiver 122. The wired
communication link can be, but is not limited to, twisted wire pair, Ethernet, telephone lines,
and electrical wiring. In yet another embodiment, the DSCT 110 includes multiple client-
receiver interfaces 320 for communication with more than one client-receiver 122. In an

alternative embodiment, instead of the client-receiver interface 320 being a card that is
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installable by the subscriber, the client-receiver interface 320 is a fixed part of the
DSCT 110. Whether the client-receiver interface 320 is an installable card or not is a matter
of implementation.

Typically, the number of tuners 304 is equal to the number of transceivers 308 plus
one, and one of the tuners is associated with the output port 322 and the remaining tuners 304
are associated with the multiple client-receiver interfaces 320.

The operation of the DSCT 110 shall first be described with respect to a television
coupled to output-port 322 and then, secondly, with respect to a client-receiver 122. The
DSCT 110 includes a user-interface 316, such as an infrared receiver, through which the user
enters commands, such as selecting a "user-channel” for viewing a selected service instance.
It is important to remember that a "user-channel” is not a conventional television channel. A
conventional television channel in a cable television system is a 6 MHz band (which carries
one analog program) centered on a particular frequency. However, today a "user-channel"”
conceptually corresponds to a service instance or a string of service instances in the preferred
embodiment of the present invention. Frequently, multiple service instances are multiplexed
together in a transport stream, and the transport stream is RF modulated and transmitted in a
6 MHz band. Thus, a single 6 MHz band carries multiple service instances or user-channels.
When a user changes programs or service instances by selecting a new user-channel, the new
user-channel and the old user-channel might be carried in the same 6 MHz band or in
different 6 MHz bands. So it is important to distinguish between a conventional channel and
a user-channel. It is to be understood user-channel represents one type of communication
channel. Communication channels include, but are not limited to, communication signals
that are separated by: frequency, which is generally referred to as frequency-division
multiplexing (FDM); time, which is generally referred to as time-division multiplexing
(TDM); and code, which is generally referred to as code-division multiplexing (CDM).

In the preferred embodiment, the transceiver 308 receives out-of-band
communication 258 from input port 302. The out-of-band communication data includes

among other things system tables and messages including secure messages such as EMMs.
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EMMs are sent to the secure element 314 for processing and the system tables are stored in
memory 310.

Out-of-band data also preferably includes information such as electronic program
guides and other system specific information. In one embodiment, system specific
information is periodically transmitted from the headend 102 by a broadcast file system
(BFS) server conceptually, the information transmitted by the BFS server is on a carousel
and is cyclically transmitted. The BFS periodically transmits an index of the information
included on the carousel, and the DSCT uses the index to determine when specific
information of the carousel will be transmitted. The DSCT 110 stores the index in
memory 310 so that it can determine when information on the carousel of the BFS will be
transmitted. Typically, the determination is done by determining the sequential relationship
between what is currently being transmitted from the carousel of the BFS and some desired
information on the carousel.

In an alternate embodiment for satellite, and other one-way media, the downstream
“out-of-band” data and the data carousel are multiplexed with the program information.

In the preferred embodiment, the transceiver 308 is tunable over a range of
predetermihed frequencies and is controlled by processor 312. In an alternative embodiment,
the DSCT 110 includes a plurality of tunable transceivers, and each one of the transceivers is
controlled by either the processor 312 or by one of the client-receivers 122. Other alternate
embodiments include the DSCT 110 receiving services via satellite, MMDS, or terrestrial-
digital broadcast.

In the preferred embodiment, the system tables stored in memory 310 are tables of
system information such as encryption tables, which identify, among other things, whether a
program is encrypted or not. System tables are prepared by the system controller 232 and
transmitted to the DSCT 110 via in-band or out-of-band communication paths.

The processor 312 receives the user-input from the user-interface 316 and determines
the frequency band that contains a selected user-channel. Generally, the multiplexed service
instances are in the form of MPEG programs. In that case, the processor 312 consults system

information tables, which are stored in memory 310, to determine the frequency band of the
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selected user-channel and the MPEG program number for the selected user-channel. The
processor 312 instructs the tuner 304 to tune to the desired frequency band.

The tuner 304 receives in-band communication from input-port 302, which is coupled
to the transmission medium 154. In response to instructions from the processor 312, the
tuner 304 tunes to the specified frequency band.

The demultiplexer 306 receives the transport stream 242 from the tuner 304 and
extracts the PAT (PID=0) from the received transport stream. The processor 312 uses the
PAT to determine the PMT for the selected user-channel and uses the PMT to determine the
PID values of the elementary streams that make up the program carried in the selected user-
channel. The demultiplexer 306 extracts the elementary streams of the program carried in
the user-channel and sends the elementary streams to the cryptographic device 318.

The processor 312 uses the encryption table stored in memory 310 to determine
whether the elementary streams are encrypted. When the elementary streams are encrypted,
the cryptographic device decrypts them using decryption information from the secure
element 314. Elementary streams that are not encrypted pass through the cryptographic
device 318 to the reformatter 326.

Generally, the PMT of a service instance includes the PID value of the ECM for the
service instance. In that case, the processor 312 tells the tuner 304 to extract those ECMs
and send them to the secure element 314. The ECMs include information used for decrypting
the selected service instance and also include an entitlement specifier.

The secure element 314 is used for, among other things, providing the cryptographic
device 318 with the control word used for decrypting the selected service instance. It is
important to note that in the conditional access system of the DBDS 100 the DSCT 110
might not be able to access a selected service instance even though the DSCT 110 has the
necessary keys used for decrypting the selected service instance. In other words, in addition
to having all the keys used in accessing the selected service instance, the DSCT 110 must be
“entitled” to access the selected service instance. The DSCT 110 receives entitlements for

service instances from the Entitlement Generator 236 of the system controller 232.
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When the DSCT 110 is entitled to the selected service instance, the secure
element 314 provides the cryptographic device 318 with the control word used for decrypting
the selected service instance. The cryptographic device 318 decrypts the selected service
instance using the control word from the secure element 314 and the decrypted service
instance is sent to the output port 322. The manner in which the secure element 314
determines whether the DSCT 110 is entitled is described in detail hereinbelow.

The reformatter 326 receives decrypted MPEG packets from the cryptographic
device 318 and converts the content of the MPEG packet to another format such as, but not
limited to, Real Video 8, Windows Media Video 8, Windows Media Video 9, QuickTime,
H.323, MPEG-4, H.264, MPEG-2, Macromedia Flash, Macromedia Shockwave National
Television System Committee (NTSC) format. In addition, when the output format is
MPEG, the reformatter is adapted to remap the PIDs, resynchronize timestamps, demultiplex
and/or remultiplex streams, or make other adjustments to the MPEG transport stream in
accordance to instructions from the processor 312. The processor 312 determines whether
and, if necessary, how the content should be converted, and whether it should be converted,
using criteria such as the type of device that receives the user-selected service and the
communication link between the DSCT 110 and the user device. For example, when the user
device coupled to the output port 322 is a TV or a VCR, the reformatter converts the selected
service from an MPEG format to an NTSC format. In addition, in one preferred
embodiment, the reformatter 326 is also adapted to encapsulate application packets such as
MPEG packets into network packets such as, but not limited to, Ethernet packets. Thus,
service instances can be transmitted over the LAN to the client-receiver 122 by utilizing
network protocols.

It should be emphasized that in one preferred embodiment, the reformatter 326 is
upgradeable, and it is not limited to reformatting content to the exemplary formats given
hereinabove. In the event of a new format or a new release of program such as, but not
limited to, Real Video, Windows Media Video, or QuickTime, updated/new logic is
downloaded from the headend 102 into the DSCT 110. The reformatter 326 implements the

downloaded logic to convert the content into another format. Thus, the DSCT 110 does not
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become obsolete because of a new standard or because of a new release for an existing
standard.

The reformatter 326 can send the reformatted content to the output port 322 or to the
cryptographic device or to the client-receiver interface 320. When the content of the user-
selected service is accessed via a user device coupled to the output port 322, the content is
generally sent from the reformatter 326 to the output port 322. However, when the content is
accessed via the client-receiver 122, then the processor 312 may decide to encrypt the
content. In that case, the reformatted content is provided to the cryptographic device 318,
which then encrypts the content and sent therefrom to the client-receiver interface 320.

The processor 312 may decide not to encrypt the reformatted content, and in that
case, the reformatter 326 provides the content to the client-receiver interface 320. In
determining whether or not to encrypt the reformatted content, the processor 312 can use
criteria such as, but not limited to, the fidelity of the reformatted content. Services instances
that are carried in MPEG format have a high degree of fidelity and can be readily copied, and
the copies have the same degree of fidelity as the original. However, when the service
instance is reformatted to a format such as Eeal Video, or NTSC format, having a lower
degree of fidelity, the processor 310 can decide not to encrypt the reformatted content. In
that case, unencrypted reformatted content is provided to the client-receiver interface 320.

The DSCT 110 may also include a storage device 324 for storing service instances.
The user can use the user-interface 316 to instruct the DSCT 110 to store a received service
instance in storage device 324. In another embodiment, the storage device is external to the
DSCT 110, and in that case, the service instance is sent to the external storage device through
output-port 322 or through an input/output interface (not shown).

A subscriber can use the client-receiver 122 to select services offered by DBDS 100.
The client-receiver 122 transmits user-input to the client-receiver interface 320 via
communication link 120. Typically, before the user selected service is transmitted to the
client-receiver 122, the DSCT 110, among other things, determines an encryption scheme for
encrypting information sent to the client-receiver 122 and determines whether the client-

receiver 122 is entitled to the selected service.
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In one embodiment, the DSCT 110 provides the client-receiver 122 with content that
is formatted according to internet protocol such as HTTP, and which can be accessed by a
web-browser at the client-receiver 122. In this embodiment, the memory 310 includes web-
server logic that is implemented by the processor 312 for providing web-based services. It
should be emphasized that the web-server functionality of the DSCT 110 is implemented
under the umbrella of conditional access, example details of which are provided herein.
Generally speaking, the conditional access umbrella means that the web-server can, among
other things, as examples, all of which are not necessary, determine what services to provide
to the client-receiver 122; establish and remove entitlements to services; selectively provide
services based upon the device-type of the client-receiver 122; and selectively provide
services based upon the user of the client-receiver 122. Furthermore, the web-server can be
instructed by the headend 102 to add or remove entitlements for the client-receiver 122.
Even if the client-receiver has a direct relationship with the headend and the DSCT 110 is
unable to process encrypted data, it can still be instructed to block the traffic to the client-
receiver 122 and so can still be used to disable services. For example, this capability may be
invoked upon non-payment.

The memory 310 also includes client-receiver tables, which are preferably used for,
among other things, identifying a client-receiver 122 and establishing secure communication
therewith. In one preferred embodiment, the DSCT 110 manages a wireless LAN, and the
client-receiver 122 is adapted to discover the wireless LAN when it is brought into the LAN.
In an alternative embodiment, the DSCT 110 manages a wired LAN, and the client-
receiver 122 discovers the network and the network discovers the client-receiver 122 when
the client-receiver 122 is coupled to the DSCT 110 through the network. In another
embodiment, the client-receiver is notified of the DSCT and contacts it using the local
network. In another embodiment, among others, the DSCT is notified of the existence of the
client-receiver via a graphical interface on the DSCT that is edited via the DSCT’s infrared
remote control.

In addition, in one preferred embodiment, the memory 310 also includes logic for

establishing and managing user-accounts. The subscriber of the DBDS 100 can establish
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user-accounts so that various members of the household or other selected people can access
the DBDS 100 via the DSCT 110. Typically, to access a user-account a user must enter a
username and a password, which are then matched against established usernames and
passwords stored in memory 310. In this embodiment, services can be restricted based upon
the logged-in user. For example, a parent uses the user-interface 316 to establish an account
for a child, and then restricts the account so that the child cannot engage in T-commerce or
access other content that the parent does not want the child to access. Alternatively, a
password or a username/password combination may only be necessary when requesting
restricted services. In one embodiment, usernames, passwords, account permissions, etc. are
stored in the secure element 312.

When the client-receiver 122 transmits a message to the DSCT 110, which includes
hardware information about the client-receiver 122, the processor 312 uses the client-receiver
tables of memory 310 to identify the device type of the client-receiver 122. For example, the
received message includes hardware information that the processor 312 uses to determine
whether the client-receiver 122 is a computing device such as a laptop or a personal digital
assistant, or a settop device, among others. The DSCT 110 and the client-receiver 122
establish communication using protocols known to those skilled in the art, including but not
limited to Open Server Gateway interface (OSGi), Jini, Home Audio/Video interoperability
(HAVi), and Universal Plug-n-Play (UPnP). The knowledge about the client-receiver
provided by using one of these standards may establish which encryption mechanisms and
video encoding formats are possible.

In another non-limiting embodiment, the DSCT 110 receives the message from the
client-receiver 122 and forwards at least part of the message to the headend 102. The system
controller 232 uses the message from the DSCT 110 and the database 240 to identify the
client-receiver 122, and the system controller 232 sends a message to the DSCT 110 that
instructs the DSCT 110 on how or whether to establish secure communication with the
client-receiver 122.

The memory 310 includes logic for dynamic encryption scheme determination. Non-

limiting examples of dynamic encryption scheme determination logic include, but are not
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limited to, secure sockets layer (SSL) protocol, Digital Transmission Content Protection
(DTCP), Content Protection for Recordable Media (CPRM}, and transport layer security
(TLS) protocol. These protocols and other dynamic encryption scheme determination logic
known to those skilled in the art are intended to be within the scope of the invention.

Generally, the content transmitted from the DSCT 110 to the client-receiver 122 is
transmitted so as to protect the privacy of the communication. The encryption scheme
implemented by the DSCT 110 and the client-receiver 122 is determined by considering
factors such as the device type of the client-receiver 122, the communication medium, and
the content. For example, when the client-receiver 122 is a laptop, the encryption scheme
may be different from when the client-receiver 122 is a PDA or settop. Likewise, using
wireless communications may necessitate a tighter level of security because the
transmissions might exit the premises and be received by an unauthorized person.

Referring now to FIG. 4, the steps 400 are implemented for establishing private
communication between the DSCT 110 and the client-receiver 122. In step 402, the
DSCT 110 receives a client-receiver identification message from the client-receiver. The
message is sent to the DSCT 110 when the client-receiver 122 discovers the LAN maintained
by the DSCT 110. The message includes device information such as hardware information
about the client-receiver 122, which identifies the device-type of the client-receiver 122 such
as whether the client-receiver 122 is a settop, a laptop computer, a computer, a PDA, a smart
appliance, etc.

In step 404, the processor 312 uses client-receiver tables stored in memory 310 and
the received client-receiver identification message to determine a classification for the client-
receiver 122. The processor 312 determines an encryption scheme for communicating
information and services to the client-receiver 122 using the classification of the client-
receiver 122. The processor 312 can determine a first encryption scheme for communicating
messages between the DSCT 110 and the client-receiver 122 and a different encryption
scheme (or no encryption scheme) for communicating service instances to the client-receiver
122.
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In step 406, the processor 312 implements logic for determining an encryption
scheme. In the preferred embodiment, the encryption scheme is determined dynamically,
when the client-receiver 122 is coupled to the local area network. In an alternative
embodiment, the encryption scheme is determined dynamically responsive to dynamic
changes in the local area network, such as the amount of content delivered to the client-
receiver 122, or responsive to user-input. For example, the user of the client-receiver 122
might desire a different level of encryption than the one that was determined. In that case,
user selects the different level, higher or lower, and the DSCT 110 determines a new level of
security based upon the input of the user. However, in the preferred embodiment, the
DSCT 110 can override the input of the user when determining the encryption scheme, so as
to maintain at least a predetermined minimum level of security.

In another non-limiting example, the encryption scheme is dynamically determined
responsive to the content type being transmitted to the receiver. For example, when the
content type is a program or service instance that is transmitted to the headend 102 to the
DSCT 110 without encryption, the content is transmitted to the client-receiver with no
encryption or a low level of encryption. Whereas, when the content type is an encrypted
program or encrypted service instance, then the content type is transmitted to the client-
receiver with a high level of encryption. Thus, when the user of the client-receiver 122
changes from one user-channel to another or requests a different type of content, the
encryption scheme is dynamically re-determined.

Once the DSCT 110 has determined the encryption scheme, the client-receiver 122 is
informed of the encryption scheme so that the DSCT 110 and the client-receiver 122 can
securely and privately communicate. In one embodiment, the DSCT 110 and client-
receiver 122 together determine an encryption scheme. In this embodiment, the DSCT 110
has a predetermined minimum-security threshold that must be met, and the DSCT will not
determine an encryption scheme beneath the minimum-security threshold. Typically, the
client-receiver 122 informs the DSCT 110 that the client-receiver 122 can implement certain
encryption schemes, and the DSCT 110 then determines an encryption scheme that meets its

minimum security threshold and which is one that the client-receiver 122 can implement.
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Referring to FIG. 5, steps 500 are implemented by processor 312 and the secure
element 314. In step 502, the DSCT 110 receives a request from the client-receiver 122 fora
service instance. The service instance is generally a user selected service instance such as a
program selected by the user of the client-receiver 122. In another embodiment, the service
instance is a service such as an Internet connection.

In step 504, the secure element 312, which maintains a map of entitlements granted to
the client-receiver 122, determines whether or not the client-receiver 122 is entitled to the
requested service instance. The entitlement map associates services with entitlements. If the
client-receiver 122 is entitled to the service instance, the processor 312 proceeds to step 506
and determines whether the service instance is currently accessible at the DSCT 110. Some
service instances are accessible to the DSCT 110 in response to requests by the user. For
example, the DBDS 100 might include personal television, whereby the transmission of the
service instance is controlled by the user, which means the transmission can be paused,
rewound, etc., just like a VCR. Another non-limiting example of a requested service instance
includes pay-per-view programming.

If the selected service instance is currently not accessible at the DSCT 110, in
step 508, the DSCT 110 sends a request for the service instance to the headend 102. In the
preferred embodiment, the secure element 314 generates a secure message for the request of
the user and sends it to the transceiver 308 for transmission to the headend 102. In an
alternative embodiment, the processor 312 forwards the service request from the client-
receiver 122 to the headend 102. In yet another embodiment, the processor 312 generates the
service request for client-receiver 122. In response to the request for the service, the headend
102 may provide the service to the DSCT 110. However, in the alternative, the system
controller 232 may decide not to send the requested service instance. Generally, the selected
service is then included in transport stream 242.

In step 510, the client-receiver 122 is provided with the entitlement for the selected
service instance. In the preferred embodiment, the secure element 314 generates the
entitlement for the selected service instance and provides the entitlement to the client-

receiver 122, Typically, the secure element 314 generates an EMM, which includes the
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entitlement, and sends the entitlement to the client-receiver 122 via the communication

link 120. In this embodiment, the DSCT 110 acts as an entitlement granting authority for the
client-receiver 122. The DSCT 110 has the authority and capacity to grant and delete
entitlements to the client-receiver 122 for the service instance.

The secure element 314 also updates the entitlement map so that the state of the
entitlement associated with the service corresponds to the newly granted entitlement. Thus,
the secure element 314 can readily determine whether the client-receiver 122 is entitled to (or
is not entitled to), i.e., it is permitted to (or is not permitted to), receive a service instance
merely by checking the entitlement map. In addition, the secure element 314 sends a
message to the system controller 232 that indicates that the client-receiver 122 has been
granted an entitlement. Among other reasons, the system controller 232 is informed of the
entitlements granted to the client-receiver 122 so that the subscriber can be billed for the
entitled services.

In one preferred embodiment, the secure element 314 generates a secure message
requesting entitlement for the selected service instance for the client-receiver 122 and sends
the secure message to the entitlement generator 236. Generally, the secure message includes
message content that is encrypted by the public key of the entitlement generator and an
authentication token, which is a hash digest of the message content signed by the private key
of the DSCT 110.

The entitlement generator 236 receives the secure message from the DSCT 110 and
provides the entitlement for the selected service instance to the DSCT 110 in an EMM. The
secure element 314 of the DSCT 110 then processes the EMM and provides the entitlement
to the client-receiver 122. In step 512, the selected service instance is provided to the client-
receiver 122. It should be noted that steps 500 are merely exemplary, and in alternative
embodiments, more or less, steps are implemented. For example, in another non-limiting
example, the processor 312 determines whether or not the client-receiver 122 should be
entitled to the selected service instance. In that embodiment, the DSCT 110 can be used to

regulate the service instances provided to the client-receiver 122.
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In one preferred embodiment, the DSCT 110 receives the service request from the
client-receiver 122 and forwards it to the headend 102 without any processing. In that case,
headend 102 decides on the encryption scheme used for transmitting the service instance to
the client-receiver 122 and the DSCT 110 acts as a gateway for the client-receiver 122. The
service request forwarded to the headend 102 includes a subscriber-indicator that identifies a
particular subscriber of the plurality of subscribers in the DBDS 100, and the headend 102
uses the subscriber-indicator to determine the particular subscriber. The subscriber-indicator
can be, among other things, the serial number/MAC address of the DSCT 110 or a serial
number associated with the public-key of the subscriber, and in that case, the service request
is signed by the private-key of the subscriber. The headend 102 can use information related
to the billing status of the subscriber and/or knowledge of the hardware type for the client-
receiver 122 for determining whether to provide the service and for determining the
encryption scheme for communicating with the service to the client-receiver 122.

In one preferred embodiment, the DSCT 110 receives service requests from the
client-receiver 122 and processes them. The secure element 314 generates a secure message
for the service request, and the headend 102 determines whether to entitle or not entitle the
client-receiver 122 for the selected serviées. In addition, when the headend 102 decides to
entitle the client-receiver 122 for the requested service, the headend 102 can also determine
the encryption scheme for the selected service. In this case, the DSCT 110 acts as a proxy
for the client-receiver 122 by forwarding service requests and having the headend 102 make
the determinations.

In one preferred embodiment, when the DSCT 110 or the headend 102 determines
that the client-receiver 122 is not entitled to a requested service instance, the DSCT 110
sends a service denied message to the client-receiver 122. Upon receipt of the service denied
message, the client-receiver 122 informs the subscriber using the client-receiver 122 that the
service was denied. Typically, the service is denied when the subscriber has not paid his or
her bill. However, the service can also be denied for other reasons such as, failure to

determine an appropriate encryption scheme, the client-receiver 122 not having the
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appropriate hardware and/or software, or the client-receiver 122 having security that is
known to be flawed.

In one preferred embodiment, when the DSCT 110 receives a service request from the
client-receiver 122, the DSCT 110 determines whether to provide the requested service to the
client-receiver based upon local availability of the requested service. When the requested
service is currently being used by the DSCT 110 or a different client-receiver, the DSCT 110
can decide not to provide the client-receiver 122 with the requested service.

Refer now to FIG. 6, in the preferred embodiment, the logic implemented in steps 600
resides in the secure element 314, processor 312, and the cryptographic device 318. In
step 602, the selected service instance is received by the demultiplexer 306, which is
controlled by processor 312. In an alternative embodiment, the selected service instance is
stored on storage device 324 and is retrieved therefrom.

In step 604, the processor 312 uses system tables to determine whether or not the
service instance is encrypted. If the selected service instance was encrypted at the headend,
the processor 312 determines in step 606 whether the service instance should be decrypted.
The processor 312 uses system information tables stored in memory 310 for that
determination. If the content of the service instance should not be decrypted, the
processor 312 instructs the cryptographic device 318 to pass the service instance to the client-
receiver interface 320 without decrypting it. Then in step 616, the client-receiver interface
320 transmits the service instance to the client-receiver 122.

On the other hand, when the processor 312 determines to decrypt the service instance,
then in step 608, the processor 312 instructs the cryptographic device 318 to decrypt to the
service instance using the control word(s) provided by the secure element 314 and to provide
the service instance to the reformatter 326.

In step 610, the reformatter 326 receives the unencrypted service instance from the
cryptographic device 318 and reformatting instructions from the processor 312. The
reformatter 326 is adapted to convert the content of the MPEG packets carrying the user
selected service instance from MPEG to other formats, and it is adapted to pass the packets

through without reformatting. The processor 310 can instruct the reformatter 326 not to
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reformat the content and typically does so when the client-receiver 122 is a settop device or
other device adapted to decode MPEG content.

In step 612, the processor 312 determines an encryption scheme for the selected
service instance. The encryption scheme can be either to encrypt or not encrypt the selected
service instance. This determination is made for both decrypted service instances and for
received unencrypted service instances. The processor 312 uses system tables stored in
memory 310 for that determination. In one embodiment, the determination includes factors
such as the content being sent to the client-receiver 122. For example, when the content is
Internet information, email, etc., the content might be encrypted to protect the privacy of the
user, even though the information may have been transmitted from the headend 102 without
encryption.

The determination on whether to encrypt or not can also include factors such as the
format of the content. For example content having a relatively low degree of fidelity is
transmitted without encryption. However, when the content is provided in a format having a
high degree of fidelity, such as an MPEG format, the content is typically encrypted to
prevent pirates from creating high-quality illicit copies. However, after the content has been
reformatted into a format having a relatively low degree of fidelity, such as, but not limited to
NTSC, the content owners are less concerned about illicit copies, and in that case, the content
is transmitted without encryption.

When the processor 312 determines to encrypt the service instance, then in step 614,
the service instance is provided to the cryptographic device 318. The cryptographic
device 318 encrypts the service instance using an encryption scheme that was dynamically
determined by the DSCT 110. Typically, the secure element 314 provides the cryptographic
device 318 with the encryption keys used by the cryptographic device 318 to encrypt the
service instance.

On the other hand, when the processor 312 determines not to encrypt the selected
service instance, the selected service instance is provided to the client-receiver interface 320.
In step 616, the client-receiver interface 320 transmits the service instance to the client-

receiver 122.
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Referring to FIG. 7, the secure element 314 includes a processor 702 and a
memory 704, which is accessible only to the processor 702. The memory 708 includes
entitlements 706, secrets 708, and keys 710. In the preferred embodiment, the processor 702
and memory 704 are packaged in tamper resistant packaging such that no other device other
than processor 702 can access the memory 704. The tamper resistant packaging protects the
contents of memory 704 and helps insure that private information remains private and
confidential.

The keys 710 include a public key-private key pair for the DSCT 110, which were
given to the secure element 314 during the manufacture thereof, and public keys for client-
receivers 122 that are in the LAN managed by the DSCT 110. The private key of the
DSCT 110 is stored in the memory 704 and is not given to any processor other than
processor 702. However, the public key of the DSCT 110 is provided to other devices of the
DBDS 100, such as the CAA 234 and Entitlement Generator 236 of the system controller 232
and to the client-receiver 122. The holders of the DSCT's public key can use the public key
for authenticating messages signed by the private key of the DSCT 110 and also for
encrypting messages sent to the DSCT 110.

The secrets 708 are secrets that are shared between the DSCT 110 and the client-
receiver 122. In the preferred embodiment, the secrets 708 are used for, among other things,
encrypting service instances provided to the client-receiver 122, generating authentication
tokens for messages transmitted to the client-receiver 122 and authenticating messages from
the client-receiver 122.

The entitlements 706 include an entitlement map for entitlements that have been
given to the client-receiver 122. The entitlement map associates an entitlement identifier
(ID), which is associated with a service instance, with the client-receiver’s entitlement for
that service instance. For example, in the exemplary entitlement map 706 the client-
receiver 122 is entitled to access the service instance associated with the ID of 10 but not
entitled to access the service instance associated with the entitlement ID of 9. Among other
things, the entitlement map 706 is used for billing purposes, keeping track of the entitlements

granted to the client-receiver 122 so that the subscriber can be properly billed, and for
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determining which services the client-receiver 122 is entitled to receive. Typically, ECMs,
which are associated with a program or service, include a reference to the entitlement ID of
the program so that the ECM can be used to look up the entitlement of the DSCT 110 in the
entitlement map 706.

The memory 704 also includes allocated memory 712, which has been allocated to
the Entitlement Generator 236. The allocated memory 712 includes the entitlements 714 that
the Entitlement Generator 236 has given the DSCT 110 to access service instances,
secrets 716 used for creating control words to decrypt service instances, and keys 718 from
the CAA 234 and the Entitlement Generator 236. The keys 718 include the public key for
the Entitlement Generator 236, which the CAA 234 sent to the DSCT 110 in an EMM.

The processor 702 includes an authorization/entitlement management module
(AEMM) 720. The AEMM 720 provides entitlements to the client-receiver 122 for service
instances. The AEMM 720 also authenticates messages from the client-receiver 122, and
generates secure messages for the client-receiver 122. In the preferred embodiment, the
AEMM 720 receives EMMs for the DSCT 110 from the headend 102 and secure messages
from the client-receiver 122, which the AEMM 720 authenticates. If the EMMs are for the
DSCT 110 and are authenticated by the AEMM 720, the DSCT 110 responds to the EMMs
and implements them.

Referring now to FIG. 8A, an entitlement management message 800 includes an
address field 802, message content 804 and an authentication token 806. EMM 800 is a
typical EMM used for securely transmitting information between the headend 102 and the
DSCT 110, between the headend 102 and the client-receiver 122, and the between the
DSCT 110 and the client-receiver 122. The EMM 800 is also an exemplary secure message.

The address field 802 includes the address of the recipient. For example, the address
field 802 of an EMM from thé headend 102 to the DSCT 110 includes the IP address or serial
number of the DSCT 110. Whereas, in an EMM 800 sent from the DSCT 110 to the client-
receiver 122, the address field 802 includes the address of the client-receiver 122 in the local
area network maintained by the DSCT 110. In alternative embodiments, the address field

802 is the IP address of the client-receiver or a unique identifier, which is unique to the
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client-receiver 122 in the DBDS 100. Typically, the address is provided to the secure
element 314 by the processor 312 using the tables and memory 310. The message
content 804 is the substance of the message. It includes the information that the sender
intended the recipient to receive. Depending upon the information included therein, the
message content 804 can be encrypted or not. The AEMM 720 determines whether or not
the message content is encrypted.

A data field 808 includes data for processing the EMM 800. The data field 808
includes key identifiers that are used for identifying the keys used in encrypting and signing
portions of the EMM 800. For example, when the content 804 is encrypted by the public key
of the recipient, the data field 808 indicates that the content 804 is encrypted and which
public key was used for the encryption.

Whether the message content 804 is encrypted depends upon whether or not privacy
is desired. For example, if the message content 804 is a public key, which is typically
distributed to multiple elements of the DBDS 100, then the message content 804 might not be
encrypted. Whereas, when the message content 804 is related to entitlements, or encryption,
or decryption, then the message content 804 will probably be encrypted. Whether the
message content 804 is encrypted is a matter of implementation and depends upon the sought
after level of security in the DBDS 100.

The authentication token 806 is used for authenticating the purported sender of the
EMM 800 and for validating the message content 804, i.e., checking that the received
message content is the same as what was sent. In other words, among other things, the
recipient of the EMM 800 uses the authentication token 806 to make certain that the message
content 804 was not tampered with nor garbled during transmission. Typically, as described
below, the private key of the sender signs the authentication token 806.

FIG. 8B illustrates the exemplary creation of the authentication token 806, where
circles denote processes or functions and rectangles denote objects or output. A secure one-
way hash function 812, such as MD 5, receives input 810 and produces the hash digest 814.
The input 810 includes the unencrypted message content 804 or at least a portion thereof. In

an alternative embodiment, the input 810 also includes a secret, which is shared with the
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recipient of the EMM 800. Typically, the recipient receives the secret in a separate EMM
and stores the secret, so that the secret can be used to authenticate subsequent EMMSs. For
example, secrets 716 are secrets that the Entitlement Generator 236 has given to the

DSCT 110, and secrets 708 are secrets the DSCT 110 has given to the client-receiver 122.

The hash digest 814 is a value that is dependent upon the input 810. If the input 810
is changed, the value of the hash digest also changes.

The hash digest 814 is digitally signed by the digital signature function 816 using a
cryptographic technique such as RSA, to produce the signed hash digest 818. Digitally
signing the hash digest 814 converts the value of the hash digest 814 from a first value to a
different value. The value of the signed hash digest 818 is changed back to the original first
value of the hash digest 814 by applying the correct key with the correct digital signature
function 816 to the signed hash digest 818. In the preferred embodiment, the digital
signature function applies a private key to the hash digest 814 to generate the signed hash
digest 818, and the corresponding public key is used on the authentication token 818 to
regenerate the hash digest 814. In the preferred embodiment, the CAA 234 and the
Entitlement Generator 236 of the system controller 232, the DSCT 110 and the client-
receiver 122 include the logic for making signed hash digests 818, which are then used as
authentication tokens 806.

Referring again to FIG. 7, the AEMM 720 includes the logic for authenticating and
decrypting a received EMM 800. If the EMM is encrypted, the AEMM 720 uses the private
key of the DSCT 110 to decrypt the message content, thereby converting the ciphertext
content 804 to clear text content. The AEMM 720 uses the cleartext content and the
authentication token 806 to authenticate the EMM.

Generally, the AEMM 720 determines whether a shared secret is part of the hash
digest using information included in the data field 808, and if it is, then the shared secret is
retrieved from memory 704. If there was no shared secret, the AEMM 720 generates a hash
digest of the clear text content. However, if there was a shared secret, the AEMM 720
generates a hash digest of the clear text content and the shared secret. Then, AEMM 720
uses the data field 808 of the EMM 800 to determine the purported sender of the EMM 800,
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and uses the public key of the purported sender to convert the value of the authentication
token 806 to the value of the original hash digest 814. Finally, if the original hash digest 814
and the hash digest generated by the recipient have the same value, then the AEMM 720
determines that the EMM 800 is authentic and valid. In other words, the AEMM 720
determines that the EMM 800 did in fact come from its purported sender and the message
content 804 has not been corrupted or tampered with.

The AEMM 720 also includes logic for implementing the instructions included in the
message content 804. For example, the CAA 234 sends an EMM 800 to the DSCT 110 to
establish the Entitlement Generator 236 with the DSCT 110. The AEMM 720 authenticates
the EMM 800 as having come from the CAA 234 of the system controller 232 and partitions
the memory 704 to create allocated memory 712. For details of allocated memory see
Pinder, U.S. Patent No. 5,742,677, which is hereby incorporated by reference in its entirety.
The AEMM 720 then stores the public key of the Entitlement Generator 236 in keys 718.
The public key is provided to the DSCT 110 in an EMM from the CAA 234.

The Entitlement Generator 236 can use the allocated memory 712 to provide
entitlements for the service instances that are provided to the DBDS 100. The Entitlement
Generator 236 sends the DSCT 110 EMMs 800 that are signed by the private key of the
Entitlement Generator 236. AEMM 720 uses the public key of the Entitlement
Generator 236, which is stored in allocated memory 712, to authenticate the EMMs. When
the EMMs 800 are valid, the AEMM 720 acts upon those EMMSs. For example, the message
content 804 of the EMM 800 can instruct the AEMM 720 to change the entitlements 714. In
the preferred embodiment, entitlements for service instances from the entitlement
generator 236 are stored in entitlements 714 as an array. Each encrypted service instant is
associated with an element in the entitlement array. The entitlement specifier, which is
included in the ECM for a given service instance, is used for determining an array element
that has the entitlement of the DSCT 110 for the given service instance. In a non-limiting
example, the entitlement specifier for "The Dirty Dozen" is 25 and the 25th array element of
the entitlements 714 is the entitlement of the DSCT 110 for “The Dirty Dozen." Generally,
the entitlement is binary, YES or NO, 1 or 0. Thus, the DSCT is either entitled or not
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entitled to the service instance. It should be noted that the DSCT 110 can have all of the keys
for accessing a service instance but still not be entitled to the service instance, and if it is not
entitled, the DSCT 110 does not decrypt the selected service instance.

When a user selects a service instance, the secure element 314 determines whether the
DSCT 110 is entitled to the service instance. The AEMM 720 receives the ECM that is
associated with the selected service instance, and authenticates the ECM. The ECM includes
the entitlement specifier, a control word indicator (the counter value) and an authentication
token, which is a hash digest of the control word indicator and a shared secret.

Generally, the shared secret is the MSK, which the entitlement generator 236 sent to
the DSCT 110 in a prior EMM and which is currently stored in secrets 716. The AEMM 720
generates a hash digest of the control word indicator and the shared secret and compares the
generated hash digest with the authentication token. If they are not the same, the ECM was
either garbled in transmission or tampered with. In either case, the ECM is ignored.

ECMs are received every couple of seconds, so if one was garbled another one is
received shortly thereafter, which is then authenticated. If the ECM is successfully
authenticated, i.e., it has not been tampered with or garbled, then the AEMM 720 checks the
entitlement of the DSCT 110 for the selected service instance. The AEMM 720 uses the
entitlement specifier of the ECM and the entitlements 714 to determine the DSCT's
entitlement. Only if the DSCT 110 is entitled, does the secure element 314 to provide the
cryptographic device 318 with the control word for decrypting the service instance. In the
preferred embodiment, encrypting the control word indicator using the MSK as the
encryption key generates the control word.

In the preferred embodiment, the AEMM 720 includes logic for granting entitlements
to the client-receiver 122 for service instances. When the AEMM 720 receives a request
from the client-receiver 122 for a service instance, the AEMM 720 determines whether the
client-receiver 122 is currently entitled to the service instance by checking the
entitlements 706. If the client-receiver 122 is not entitled, the AEMM 720 determines
whether to entitle the client-receiver 122. If the AEMM 720 determines to grant the
entitlement to the client-receiver 122, the AEMM 720 provides the client-receiver 122 with
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the entitlement via an EMM, and the AEMM 720 changes the entitlements 706 to reflect the
newly granted entitlement. In other words, the array element of elements 706 associated with
the service instance would be changed from NO to YES or from 0 to 1. The AEMM 720 can
also delete an entitlement for the client-receiver 122 to a service instance by changing the
array element that is associated with the service instance. In the preferred embodiment, the
client-receiver 122 includes an entitlement map that it uses for accessing received service
instances. The AEMM 720 can update the client-receiver’s entitlement map by sending the
client-receiver 122 an EMM with new entitlements for the client-receiver 122. The client-
receiver 122 receives the EMM and processes it, thereby updating its entitlements.

In an alternative embodiment, the memory 704 includes a class-authorization map
(not shown), which maps authorizations granted to classes of client-receivers by an
entitlement agent to service instances. Before the AEMM 720 checks the entitlements 706 of
the client-receiver 122 for a service instance it checks the class-authorization map to
determine whether the client-receiver is authorized to receive that service. The AEMM 720
will not grant entitlement for a service instance unless the class-authorization map indicates
that the client-receiver 122 is authorized to receive that service. The AEMM 720 only
changes or updates the authorization map in response to EMMs from the system controller
232. The class-authorization map maps authorizations by classification of device type. The
authorization map can be used by the entitlement agent to selectively control the services
offered to different classifications of client-receivers. Thus, client-receivers that are settop
devices can be authorized for all services of the DBDS 100, and computing devices can be
authorized for a sub-set of services. In the event of a security breach, the authorization map
can be updated so as to remove the authorization of an entire class of client-receivers.

In the preferred embodiment, the system controller 232 can send an EMM 800 to the
AEMM 720 that suspends the entitlements of the client-receiver 122 to service instances.
The system controller 232 can send an entitlement suspension EMM that suspends the
entitlement of a specific client-receiver 122 coupled to the DSCT 110 or all client-receivers
coupled to the DSCT 110. The system controller 232 may send an entitlement suspension

EMM based upon the hardware type of the client-receiver 122. For example, if the operator
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of the DBDS 100 learns that the security of a particular classification of hardware such as a
computer having a given operating system has been compromised, the operator can then have
the system controller 232 suspend entitlements for all client-receivers 122 coupled to the
DBDS 100 until a fix for the security breach has been established. When the DSCT 110
receives an entitlement suspension EMM, the DSCT 110 suspends transmitting service
instances to the client-receiver 122.

In the preferred embodiment, the client-receiver 122 requests services or service
instances using secure messages. The processor 702 uses entitlement 706 to determine
whether the client-receiver 122 is currently entitled to the requested service instance. If it is
not entitled, the processor 702 sends processor 312 a message indicating that the client-
receiver 122 has requested a specific service or service instance, and the processor 312 uses
tables memory 310 to determine whether the specific service or service instance is blocked.
In this embodiment, users can use the user-interface 316 to input information, which is stored
in tables of memory 310, to block services or service instances provided to the client-
receiver 122. Thus, the DSCT 110 can act as a filter to prevent certain content such as
sexually oriented content from being provided to the client-receiver 122. If the requested
service instance is not blocked, the processor 702 grants entitlement for the selected service
instance and updates entitlement 706. The entitlement for the service instance is transmitted
to the client-receiver 122 in an EMM 800.

The system controller 232 can also send an EMM to the DSCT 110 instructing the
processor 312 to no longer determine the encryption scheme for the client-receiver 122. In
that case, the headend 102 determines the encryption scheme used to communicate
information between the DSCT 110 and the client-receiver 122. The headend uses
information related to the hardware and software of the client-receiver 122, the type of
communication link 120 between the DSCT 110 and the client-receiver 122, and the

subscriber’s payment status.
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Client-Receiver

Referring to FIG. 9, one example client-receiver 122, among others, is in two-way
communication with the DSCT 110 via communication link 120. The client-receiver 122
includes a transceiver 902, a processor 904, a memory 906, a secure element 908, a user-
interface 910, a cryptographic device 912 and an output port/interface 916. The
transceiver 902 receives information such as data, entitlements, authorizations, commands
and service instances from the DSCT 110 via communication link 120. The transceiver 902
is adapted to transmit information to the DSCT 110 via communication link 120.

In the preferred embodiment, the client-receiver 122 is adapted to be self-aware and
recognize the LAN managed by the DSCT 110 when the client-receiver 122 is brought into
the LAN. The processor 904 and memory 906 include the logic for self-awareness. Non-
limiting examples of logic for self-awareness include OSGi, UPnP, HAVi, and JINI, all of
which are intended to be in the scope of the invention. The memory 906 includes, among
other things, system tables, hardware information, web-browser logic, and self-awareness
logic. When the client-receiver 122 is introduced into the LAN of the DSCT 110, the
processor 904 generates a message using the hardware information and self-awareness logic
of memory 906. The message is provided to the transceiver 902, where it is sent to the
DSCT 110 via communication link 120. The hardware information identifies the type of
hardware included in the client-receiver 122 and is used by the DSCT 110 for determining
the type of device the DSCT 110 is communicating with. Alternate embodiments include
using either the user-interface 316 on the DSCT 110 or the user-interface 910 on the client-
receiver 122 for registering the client-receiver 122.

The user-interface 910 is an infrared detector that receives signals from a remote
control device (not shown). In other embodiments, the user-interface 910 is a keyboard,
keypad, touchscreen, or other interface known to those skilled in the art by which the user
can provide commands to the client-receiver 122.

The user-interface 910 receives commands from the user and provides them to the
processor 904 for processing. Using the user-interface 910 the user can request services,

change user-channels, open a web-browser window, etc.
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When the user requests a service, the processor 904 sends a message be addressed to
the DSCT 110 or to elements of the headend 102, such as, for example, the entitlement
generator 236 via the transceiver 902. Generally, the message is a secure message, which
includes an authentication token. In that case, the secure element 908 generates the secure
message and provides the secure message to the transceiver 902 for transmission.

In the preferred embodiment, the secure element 908 includes a processor (not
shown) and a memory (not shown) that are included in tamper resistant packaging. Among
other things, the secure element 908 generates secure messages; processes received EMMs,
and generates control words for the cryptographic device 912. The secure element 908
includes entitlements granted to the client-receiver 122, secrets for authenticating messages
and generating control words, and keys such as a private key-public key pair of the client-
receiver 122 and other public keys. The other public keys include trusted public keys, the
public key of the conditional access authority 234 and the public key of the DSCT 110.

In the preferred embodiment, when the secure element 908 is produced, the
manufacturer assigns it a serial number and its public key-private key pair. The
manufacturer provides the serial number and the public key of the secure element 908 to the
operator of the DBDS 100, which then includes them in its database 240. When the client-
receiver 122 is first brought into the LAN of the DSCT 110, it sends the DSCT 110 a
message identifying itself and its encryption/decryption capabilities. The DSCT 110 sends a
secure message to the CAA 234 informing the CAA 234 that the client-receiver 122 is
attempting to register. The CAA 234 determines whether or not the client-receiver 122 is
included in its database 240, and if it is, the CAA 234 initiates registration, which can include
exchanging one of the trusted public keys of the client-receiver 122 with the public key of the
CAA 234. The CAA 234 sends the client-receiver 122 via, the DSCT, an EMM that includes
the public key of the DSCT 110, which is then stored in the secure element 908. The client-
receiver 122 accepts the public key of the DSCT 110 as a trusted key.

In one embodiment, the secure element 908 is a smart card such as a PC memory

cards that is user installable into appropriately configured computers. In another
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embodiment, the secure element is not user installable such as when the client-receiver 122 is
a settop terminal.

The client-receiver 122 receives service instances from the DSCT 110 at the
transceiver 902. When the service instances are transmitted in the clear, i.e., without being
encrypted, the service instances are provided to the output port 916. When the service
instances are transmitted as cipher text, i.e., in encrypted form, the service instances are
provided to the cryptographic device 912 for decryption. In the preferred embodiment, the
secure element 908 provides control words to the cryptographic device 912 for decrypting
the encrypted service instances. Typically, the user device (not shown) such as a video
display or speaker is coupled to the outport 916 for providing the service instance to the
subscriber.

In one embodiment, the client-receiver 122 receives content from the DSCT 110 that
is encapsulated in network packets. Typically, the network packets are Ethernet packets that
carry multiple application packets such as MPEG packets. The processor 904 de-
encapsulates the MPEG packets and provides the MPEG packets to the cryptographic
device 912 for decryption.

In the preferred embodiment, the processor 904 implements web-browser logic stored
in memory 906 for, among other things, providing content to the subscriber and for
interfacing with the subscriber. FIG. 10 illustrates exemplary steps for accessing web-based
services at the client-receiver 122.

In step 1002, the subscriber activates the web-browser logic using the user-
interface 910. Typically, an index of web-based services is displayed to the subscriber in the
window of the web-browser. The index, which can be an electronic program guide, includes
hyperlinks that are associated with the web-based services.

In step 1004, when the user selects a web-based service by clicking on the hyperlink
associated with the collected service, the web-browser transmits the request for the service to
the DSCT 110. The request for the service includes information such as the uniform resource

locator (URL) of the service.
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Upon verification that the client-receiver 122 is entitled to the service, or upon having
the entitlement to the service granted, the selected service is transmitted to the client-receiver
122. In step 1006, the browser opens a new browser window for viewing the selected
service. In the event that the client-receiver 122 is not entitled to and/or cannot get an
entitlement to the selected service, the browser displays in the new window “Service
Denied.”

In step 1008, the service instance from the DSCT 110 is displayed in the new browser
window. Typically, the subscriber can use the web-browser interface to engage in T-
commerce provided by the DBDS 100. While the subscriber watches the service instance, a
pop-up add will appear, and the content of the pop-up add will correspond to the content of
the service instance. For example, the subscriber may be watching a golf tournament and the
pop-up add will feature the brand of golf clubs for the current golfer leading the golf
tournament. The subscriber can then click on the pop-up add and purchase a set of golf
clubs.

In one embodiment, when the subscriber using the web-browser initiates the web-
browser, the subscriber provides a username and password, which are transmitted to the
DSCT 110. The DSCT 110 then verifies the username and password and conditionally
provides services to the client-receiver 122. The conditionally provided services can be
provided at least based upon the device-type of the client-receiver 122; permissions granted
to the user by the subscriber of the DBDS 100; entitlements granted to the client-receiver
122; and upon other criteria.

Those skilled in the art will recognize that the client-receiver 122 can include more or
fewer modules than described hereinabove. For example, in a non-limiting alternative
embodiment, the client-receiver 122 does not include a secure element 908. The
processor 904 provides the cryptographic device 912 with the control words for decrypting
received service instances.

Although exemplary preferred embodiments of the present invention have been
shown and described, it will be apparent to those of ordinary skill in the art that a number of

changes, modifications, or alterations to the invention as described may be made, none of
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which depart from the spirit of the present invention. Changes, modifications, and alterations
should therefore be seen as within the scope of the present invention. It should also be
emphasized that the above-described embodiments of the present invention, particularly, any
“preferred embodiments™ are merely possible non-limiting examples of implementations,

merely setting forth a clear understanding of the principles of the inventions.

What is claimed is:
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Claims

1. A method of transmitting service instances to a remote client device in a local network,
comprising the steps of:

receiving a service instance from a headend, wherein the service instance is stored in
memory;

receiving a request for the stored service instance from the remote client device;

determining whether the remote client device is entitled to receive the requested
stored service instance; and

responsive to determining the remote client device is entitled to receive the requested
stored service instance, transmitting the requested service instance to the remote client

device.

2. The method of claim 1, further comprising the steps of:

determining a device type for the remote client device;

using the device type of the remote client device to determine a format protocol for
the requested service instance; and

reformatting the requested service instance prior to transmitting the requested service

instance.

3. The method of claim 1, further comprising the steps of:

determining an encryption scheme for the requested service instance based on the
remote client device; and

prior to transmitting the requested service instance, encrypting the requested service

instance.
4. The method of claim 3, further comprising the steps of:

receiving a message along with the request from the remote client device, the

message having device type information regarding the remote client device; and
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determining from the device type information the encryption scheme for encryption

of the requested service instance.

5. The method of claim 3, further comprising the steps of:

receiving a message along with the request from the remote client device, the
message having device type information regarding the remote client device;

transmitting a second message to the headend, the second message having the device
type information included therein, wherein the headend determines the encryption scheme

using at least the device type information.

6. A method of transmitting service instances to a remote client device, comprising the
steps of:

receiving a request for a service instance from the remote client device;

determining whether the remote client device is entitled to receive the requested
service instance;

responsive to determining the remote client device is entitled to receive the requested
service instance, determining whether the requested service instance is accessible;

if the requested service instance is accessible, transmitting the service instance to the
remote client device; and

if the requested service instance is not accessible, sending a request to a headend for
the requested service instance, wherein upon receipt of the service instance, transmitting the

service instance to the remote client device.

7. The method of claim 6, further comprising the step of, prior to transmitting the

service instance to the remote client device, storing the service instance in memory.

8. The method of claim 6, further comprising the steps of:

determining a device type for the remote client device;
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using the device type of the remote client device to determine a format protocol for
the requested service instance; and
reformatting the requested service instance prior to transmitting the requested service

instance.

9. The method of claim 6, further comprising the steps of:

determining an encryption scheme for the requested service instance based on the
remote client device; and

prior to transmitting the requested service instance, encrypting the requested service

instance.

10.  The method of claim 9, further comprising the steps of:
receiving a message along with the request from the remote client device, the
message having device type information regarding the remote client device; and
determining from the device type information the encryption scheme for encryption

of the requested service instance.

11. The method of claim 9, further comprising the steps of:

receiving a message along with the request from the remote client device, the
message having device type information regarding the remote client device;

transmitting a second message to the headend, the second message having the device
type information included therein, wherein the headend determines the encryption scheme

using at least the device type information.

12. A method of transmitting service instances to a plurality of remote client devices in a
local network, comprising the steps of:
receiving a first request for a service instance from a first remote client device;
determining whether the first remote client device is entitled to receive the requested

service instance;
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responsive to determining the first remote client device is entitled to receive the
requested service instance, transmitting the requested service instance to the first remote
client device;

receiving a second request for the service instance from a second remote client device
in the local network;

determining whether the second remote client device is entitled to receive the
requested service instance; and

responsive to determining the second remote client device is entitled to receive the
requested service instance, transmitting the requested service instance to the second remote

client device based upon local availability of the requested service instance.

13.  The method of claim 12, further comprising the steps of:
determining a device type for each of the first and second remote client devices;
using the device type of the first and second remote client devices to determine a
format protocol for the requested service instance; and
reformatting the requested service instance prior to transmitting the requested service

instance.

14.  The method of claim 12, further comprising the steps of:

determining an encryption scheme for the requested service instance based on the first
and second remote client device; and

prior to transmitting the requested service instance, encrypting the requested service

instance.
15.  The method of claim 14, further comprising the steps of:
receiving a message along with the request from each of the first and second remote

client devices, the message having device type information regarding the respective remote

client device; and
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determining from the device type information the encryption scheme for encryption

of the requested service instance.

16.  The method of claim 12, further comprising the steps of:

receiving a message along with the request from each of the first and second remote
client devices, the message having device type information regarding the respective remote
client device;

transmitting a second message to the headend, the second message having the device
type information included therein, wherein the headend determines the encryption scheme

using at least the device type information.

17.  The method of claim 12, wherein the device type information from each of the first
and second remote devices may require a same encryption scheme or a different encryption

scheme.

18.  The method of claim 12, further comprising the steps of:

prior to transmitting the requested service instance to the first remote client device,
determining whether the requested service instance is accessible; and

if the requested service instance is not accessible, sending a request to a headend for
the requested service instance, wherein upon receipt of the service instance, transmitting the

service instance to the first remote client device.

19.  The method of claim 18, wherein the requested service instance is accessible if the

service instance is stored in memory.

20.  The method of claim 18, further comprising the step of, prior to transmitting the

service instance to the first remote client device, storing the service instance in memory.
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ABSTRACT OF THE DISCLOSURE

A server in a subscriber television network receives service instances from a headend
of the subscriber television network. The server is adapted to encrypt according to an
encryption scheme and re-transmit service instances to a client-receiver. The server
reformats the service instance from a first format into a second format the client-receiver can

access the service instance.
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- PATENT APPLICATION DECLARATION
COMBINED WITH POWER OF ATTORNEY

Attorney's Docket No.A-7813

B Regular (Utility) [[] Design Application

As a below named inventor, I hereby declare that:

My residence, post office address and citizenship are as stated below next to my name.

I believe 1 am the original, first and sole inventor (if only one name is listed below)> or an original, first
and joint inventor (if plural names are listed below) of the subject matter which is claimed and for

which a patent is sought on the invention entitled:

APPARATUS FOR ENTITLING REMOTE CLIENT DEVICES

the specification of which:
< is attached hereto {71 was filed on:
as U.S. Serial No.:
and was amended on
(if applicable)

I hereby state that 1 have reviewed and understand the contents of the above-identified
specification, including the claims, as amended by any amendment referred to above.

I acknowledge the duty to disclose information which is material to the examination of this
application in accordance with Title 37, Code of Federal Regulations, Section 1.56(a).

I hereby claim foreign priority benefits under Title 35, United States Code, Section 119, of any.
foreign appiication(s) for patent or inventor's certificate listed below and have also identified below
any foreign application for patent or inventor's certificate having a filing date before that of the
application on which priority is claimed:

Prior Foreign/PCT Application(s):

B no such application(s) filed. [_1 such application(s) identified as follows:
Country Application Number Date of Filing Priority Clatmed
(day, month, year) Under 37 USC 119
[[IYes [ INo

I hereby claim the benefit under 35 U.S.C. 119(e) of any United States provisional applications(s) listed
below:

Prior Provisional Application(s):

> no such application(s) filed. 1 Such application(s) identified as follows:
“Appncation Number Date of Filing
(day, month, vear)
l

1
Docket No.: A-7813
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I hereby claim the priority benefit under Title 35, United States Code, Section 120 of any United States
application(s) listed below and, insofar as the subject matter of each of the claims of this application is
not disclosed in the prior United States application in the manner provided by the first paragraph of Title
35, United States Code, Section 112, I acknowledge the duty to disclose material information as defined
in Title 37, Code of Federal Regulations, Section 1.56(a) which is material to the examination of this
application and which occurred between the filing date of the prior application and the national or PCT
international filing date of this application:

Prior U.S. Application(s):

[ no such application(s) filed. B4 such application(s) as follows:
Application No. Filing Date Status
(day, month, year) (Patented, Pending, Abandoned)
10/154,495 May 24, 2002 Pending

I hereby declare that: as to any claimed subject matter of this application which is common to my
earlier United States or foreign application(s), if any, which I have identified above and claimed the
benefit of priority thereof, I do not believe that the same was ever known or used in the United
States before my invention thereof or patented or described in any printed publication in any
country before my invention thereof or more than one year prior to the first of said earlier
application(s), or in public use or on sale in the United States more than one year prior to the first
of said earlier application(s), and that the said common subject matter has not been patented or
made the subject of an inventor's certificate before the date of the first of said earlier U.S.
application(s) in any country foreign to the United States on an application, filed by me or my legal
representatives or assigns more than twelve months (six months if the present application is a
Design patent application) prior to the first of said earlier U.S. application(s), if any; and that, as to
any claimed subject matter of this application which is not common to said earlier application(s), if
any, I do not know and do not believe that the same was ever known or used in the United States
before my invention thereof or patented or described in any printed publication in any country
before my invention thereof or more than one year prior to the date of this application, or in public
use or on sale in the United States more than one year prior to the date of this application, and that
said subject matter has not been patented or made the subject of an inventor's certificate in any
country foreign to the United States on an application filed by me or my legal representatives or
assigns more than twelve months (six months if the present application is a Design patent
application) prior to the date of this application.

I HEREBY APPOINT THE FOLLOWING AS MY ATTORNEY(S) OR AGENT(S) WITH FULL
POWER OF SUBSTITUTION TO PROSECUTE THIS APPLICATION AND TRANSACT ALL
BUSINESS IN THE PATENT AND TRADEMARK OFFICE CONNECTED THEREWITH:
NAME(S) REG. NO.(S) ASSOCIATE POWER OF
ATTORNEY ATTACHED
Kenneth M. Massaroni 33,015 [] Yes 54 No
Hubert J. Barnhardt 111 36,739 [J Yes Xl No
John Eric West 46,279 [l Yes Xl No |
Shelley L. Couturier P-47,503 ] Yes Xl No
2

Docket No.: A-7813
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Send correspondence to:

Scientific-Atlanta, Inc.

Intellectual Property Dept. MS 4.3.510
5030 Sugarloaf Parkway

Lawrenceville GA 30044

Direct Telephone Calls to: (770) 236-2352

I hereby declare that all statements made herein of my own knowledge are true and that all statements
made on information and belief are believed to.be true; and further that these statements were made with
the knowledge that willful false statements and the like so made are punishable by fine or imprisonment,
or both, under Section 1001 of Title 18 of the United States Code and that such willful false statements
may jeopardize the validity of the application or any patent issued thereon.

Full name of first or sole inventor SAMUEL H. RUSS
Inventor's signature : Date 3/ i / (=2
Residence LAWRENCEVILLE GEORGIA
City State or Foreign Country
Citizenship UNITED STATES OF AMERICA
Country
Post Office Address 1450 TURTLE DOVE LANE
Street Address
LAWRENCEVILLE GEORGIA 30043

City State or Country Zip Code
Full name of second named joint inventor MICHAEL A. GAUL
Inventor's signature /,,e/%/ /“ﬂ { Date :"—//Z' ‘7/ 2c073
Residence LAWRENCEVILLE GEORGIA

City State or Foreign Country
Citizenship UNITED STATES OF AMERICA
Country
Post Office Address 652 BRASS KEY COURT
Street Address
LAWRENCEVILLE GEORGIA 30045
City B State or Country Zip Code
3

Docket No.: A-7813
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Full name of third named joint inventor ANTHONY J. WASILEWSKI

Inventor's signature ﬂ"‘% ;ﬂ MM&': . Date s M A Og

Residence ALPHARETTA GEORGIA
City State or Foreign Country
Citizenship UNITED STATES OF AMERICA
Country
Post Office Address - 10680 WREN RIDGE ROAD
Street Address
ALPHARETTA GEORGIA 30022

City State or Country Zip Code
Full name of fourth named joint inventor HOWARD G PINDER
Inventor's signature ﬂﬂﬁ/{/g\ 7@_,\ Date < / 2—7/ ¢35

£y - 7
Residence NORCROSS GEORGIA
City State or Foreign Country
Citizenship UNITED STATES OF AMERICA
Country
Post Office Address 4317 STILSON CIRCLE
Street Address
NORCROSS GEORGIA 30092
City State or Country Zip Code
4

Docket No.: A-7813
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Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

Title of Invention:

APPARATUS FOR ENTITLING AND TRANSMITTING SERVICE
INSTANCES TO REMOTE CLIENT DEVICES

First Named Inventor/Applicant Name:

Samuel H. Russ

Filer: William Brookover Lafferty/Rebecca Padilla
Attorney Docket Number: A-11744
Filed as Large Entity
Utility Filing Fees
Description Fee Code Quantity Amount Suggg(t;)' L
Basic Filing:
Utility application filing 1011 300 300
Utility Search Fee 1111 500 500
Utility Examination Fee 1311 200 200
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:
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. . Sub-Total in
Description Fee Code Quantity Amount USD($)

Post-Allowancs-and-Post-Issuance:

Extension-of-Time:

Miscellaneous:

Total in USD ($) 1000
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Electronic Acknowledgement Receipt

EFS ID: 1493295
Application Number: 11671506
International Application Number:
Confirmation Number: 9136

Title of Invention:

APPARATUS FOR ENTITLING AND TRANSMITTING SERVICE
INSTANCES TO REMOTE CLIENT DEVICES

First Named Inventor/Applicant Name:

Samuel H. Russ

Customer Number:

05642

Filer:

William Brookover Lafferty/Rebecca Padilla

Filer Authorized By:

William Brookover Lafferty

Attorney Docket Number: A-11744
Receipt Date: 06-FEB-2007
Filing Date:
Time Stamp: 10:41:43
Application Type: Utility
Payment information:
Submitted with Payment yes
Payment was successfully received in RAM $1000
RAM confirmation Number 1533
Deposit Account 190761

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 and 1.17

File Listing:
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Document I . . Multi Pages
Number Document Description File Name File Size(Bytes) Part /.zip| (if appl.)
1 11744.pdf 2963486 yes 57
Multipart Description/PDF files in .zip description
Document Description Start End
Specification 1 51
Claims 52 56
Abstract 57 57
Warnings:
Information:
2 Drawings 11744drw .pdf 139227 no 9
Warnings:
Information:
3 Oath or Declaration filed 11744dec.pdf 200182 no 4
Warnings:
Information:
4 Fee Worksheet (PTO-06) fee-info.pdf 8422 no 2
Warnings:
Information:
Total Files Size (in bytes)] 3311317
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course arid the date
shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditioris
of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the
application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary
components for an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the
International Application Number and of the International Filing Date (Form PCT/RO/105) will be issued in due
course, subject to prescriptions concerning national security, and the date shown on this Acknowledgement
Receipt will establish the international filing date of the application.
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Electronic Acknowledgement Receipt

EFS ID: 1493295
Application Number: 11671506
International Application Number:
Confirmation Number: 9136

Title of Invention:

APPARATUS FOR ENTITLING AND TRANSMITTING SERVICE
INSTANCES TO REMOTE CLIENT DEVICES

First Named Inventcr/Applicant Name:

Samuel H. Russ

Customer Number:

05642

Filer:

William Brookover Lafferty/Rebecca Padilla

Filer Authorized By:
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Attorney Docket Number: A-11744
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Filing Date:
Time Stamp: 10:41:43
Application Type: Utility
Payment information:
Submitted with Payment yes
Payment was successfully received in RAM $1000
RAM confirmation Number 1533
Deposit Account 190761

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 and 1.17

File Listing:
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Document

Multi

Pages

Number Document Description File Name File Size(Bytes) Part /.zip| (if appl.)
1 11744.pdf 2963486 yes 57
Multipart Description/PDF files in .zip description
Document Description Start End
Specification 1 51
52 56
57 57
Warnings:
Informatiori:
2 Drawings 11744drw.pdf 139227 no 9
Warnings:
Information:
3 Oath or Declaration filed 11744dec.pdf 200182 no 4
Warnings:
Information:
4 Fee Worksheet (PTO-06) fee-info.pdf 8422 no 2
Warnings:
Information:
Total Files Size (in bytes): 3311317
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application inciudes the necessary components for a filing date (see
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions
of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EQO/903 indicating acceptance of the
application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary
components for an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the
International Application Number and of the International Filing Date (Form PCT/RO/105) will be issued in due
course, subject to prescriptions concerning natiorial security, and the date shown on this Acknowledgement
Receipt will establish the international filing date of the application.
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PTO/SB/US (12-04)

Approved for use through 7/31/20086. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number
bsti for F PTO-875
 swsieprrom 11/671,506
APPLICATION AS FILED - PART | OTHER THAN
{Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($) RATE (8) FEE ($)
BASIC FEE 75 300
(37 CFR 1.16(a), (b), or (c))
SEARCH FEE
(37 CFR 1.16(K), (i), or (m)) 250 500
EXAMINATION FEE 5
(37 CFR 1.16(0), {p), or (2) - 100 200
TOTAL CLAIMS
(37 CFR 1.16(i)) 20 minus 20 = &8s OR 2558
INDEPENDENT CLAIMS
(37 CFR 1.16(N)) 3 minus 3 = 31100 5200
If the specification and drawings exceed 100
APPLICATION SIZE sheets of paper, the application size fee dus is
FEE $250 (3125 for small entity) for each additional
50 sheets or fraction thereof. See
(OTCFRA. 1651} 35 U.S.C. 41(a)(1)(G) and 37 CFR
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 180 360
* If the differ=nce in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 1000
APPLICATION AS AMENDED - PART Il
] OTHER THAN
{Column 1) {Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
ADD- ADDI-
REMAINING NUMBER PRESENT
< AFTER PREVIOUSLY EXTRA RATE (3) ;'EOENQL RATE (3) 1‘;’:’?
£ AMENDMENT PAID FOR ® )
A Total . ; 5 _ _ OR _
E (37 CFR 1.186()) Minus = X = X =
2 [ Independent’ [, ' eee = = =
2 |7 cFR 1.160) pims = X = or | X -
< | Application Size Fee (37 CFR 1.16(s)) .
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16())) 180 OR 360
TOTAL o TOTAL
ADD'T FEE R ADD'T FEE
(Column 1) (Column 2) (Column 3) OR
CLAIMS HIGHEST
ADDI- ADDI-
REMAINING NUMBER PRESENT
o AFTER PREVIOUSLY EXTRA RATE (5) ‘;&”‘;L RATE (5) P&NAL
= AMENDMENT PAID FOR ® ®
z .
Total n . v = . OR -
§ (37 CFR 1:16()) Minus S X = X =
Independent ;
w * Aie =; ) =
= | 37 CFR 1.18m)) Minus N or | X
< Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) N/A OR N/A
TOTAL TOTAL
ADD'T FEE OR  ADD'T FEE

If the entry in column 1 is less than the entry in column 2, write *0” in column 3.

** If the *Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter "20".
*** If the “"Highest Number Previously Paid For® IN THIS SPACE is less than 3, enter *3”.

The "Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Paten
and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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