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I HEREBY CERTIFY THAT
STATES POSTAL SERVICE

BY:_
DATE: ____ August 13, 1997
ITE_ ATE v OFFICE
In re: : vPatent'Application of - : Anticipated Group Art
: Leon Stambler ‘ : Unit: 2211
Appln. No.: 08/872,116 = : Anticipated Examiner:
. : : ) : B. Zimmerman
Filed: June 10, 1997 :
For : METHOD FOR SECURING :
INFORMATION RELEVANT TO A : Attorney Docket .
TRANSACTION (as amended) : No. 6074-1U07 ’l,t,
‘ By TN
) , é;)o "\vto
PRELIMINARY AMENDMENT G%? J)p
| - Qi
This preliminary amendment is being filed before n

receipt of a first Office Action. Please enter this preliminary
amendment before examination of the applicatién.
Please. amend the above-identified application as
follows, without prejudice:
t img:

Amend claim 64 as follows:

PSIN2/104756.3 -1-

STAMOO41462
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64. (Twice Amended) In a multi-party transaction

system, a method for securing information relevant to a

transaction comprising the step of: ”,///
coding the information relevant to the ffansaction with

Z

information associated yWith At least on%/zi;ﬁ*nt party, and

information associated « absent party, [wherein

STAMO041463

-3



1 - information.

Cancel claim 67.

Amend claim 68 as foliows:

68. (Three Times Amended) In a multi-party
transaction system, a method for securing information re¥évant to

a transaction comprising the steps of:

coding information gssgciafed with at least two parties

to generate a joint code, [whe fornfation associated-
with the at least two parties ax ndependent of each other and
not derivable from each other, one of the parties being

pre-enrolled in the systen ; dticated during enrollment

STAMO041464
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coding the info=x ant” to the transaction with

the joint code &G gene AedAnfdrmation relevan o_the

angaction.

Amend claim 69 as follow;q

69.

joint code ge

at-leagst twg

=

7

Cancel claim 72.

Amend claim 73 as follows:

STAMOO41465
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73. (Three Times Amended) In a transaction system, a
method for securing information relevant to a transaction
comprising the steps of:

generating a joint code by coding first infoy ation
accessed from g _first one or more data storage meapé with second
infqrmatibn associated with at léast one party ¥o the
transaction, [wheréin‘the ipformation accesged from the one or

more data storage means a he informatdion associated with the

at least one party to thd

other and not derivable

DO on o he non‘secre nformation being used to authenticate

{VAN); and
coding the information relevant to the transaction with

the joint code : i i

/ Amend claim 74 as follows:

-5-
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74. (Amended) The method of claim 73 wherein the <6ded
information relevant to the transaction is uncoded wifh [thel a
joint code geperated from d information asfociated with a

oxinad 10 d CSSCQ om & SCCONA

ol lows:

Ameﬁded) The Wethod/of claim 73 wherein the

Cancel claim 76./////

Amend ciaiﬁ 77 as follows: 4/,/7

77. (Three Times Amended ' ' s jag clear

coding a first informatids i second
- information group to generate a i , tion group, [wherein

~ the first and second information grg independent of each

-6~
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LCAS QLIS Parx A CUCl] ' !;4!' 0"4' QUS <L SOVUCQ Q (16

east_one pa: herein informatidén syefed in the redential it
QOIl-Secre a ceagst a portion/of he_non-gecte nformation

Q() ariable authen (M ‘d

: @lﬂ edding the clear ipformation with the third information

grodp to_generate coded infgrmation.

Amend claim 78 as foﬁows;/ _——

78. (Amended) The E im—77 wherein the coded
information [can be] is uncode¢ Lehe third]l a_fourth

information group

Amend claim 79 as fol/@s:

79. (Twice Amended
’m system, a method for securing i

transaction comprising the s

STAMOG41468
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~7

coding the first coded information with informatj«n
associated with a second party to derive second coded

information, ([wherein the information associated-with the first

dent of each other and not
of the first party and
the System and

ii e system] a_qmgmu.al
g€ . oné pa wherein

xfAsd

on being used to authenticate

he a edst one pa by usipng a variable autheptication n.icesr

ANV~
Z - - —
Amend claim 81 as follows:
8l1. (Twice Amended Thou
for sécuring information re . Comprising the
steps of:'

coding the informat] 1t to a transaction with

information accessed fro data storage means to

derive first coded Anformatio

-8-
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second coded information, [wherein the information accessed fxo
the one or more data storage means and the information aSsociated

with the at least one party to transaction gr€ independent of

&

‘ each other and not derivable ff dach oth€r, the gt least one

party to the transaction being p ®lled in the system and

preauthenticated during enrollfy e g stemj a credential
being pre O ::‘qQAA 3 li‘a‘.'t NeXc

pLorma on gtored 8 oS --.p-n=* e 3 235 a
DO ion o hé non-secre nfoermation being used to a hen ate
e g £as one pa ® g .

Amend claim 83 as follows:

83. (Twice Amended) A method for coding clea

information comprising the steps

\ codingﬁﬁherciear inforyk

information group - information group, wherein

6 generate
the third infdrmation group is ron-secret. [and the first and

third ipformation groups are independent of each other and not

-9-
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derivablé from each other and one of the first and thirg

information groups is associated with a party who is.

: ‘preauthenticated during e lmt-:] at Jeagt-the first or third
}V information garoups being éssodiated with & east one pa a
i
redential being previous :hdgﬁ o’the a east one bpa
) kk/ sherein information s O‘Aﬂ'l! he” ¢redential is non-secre 3
. .
Q)}P "least -a portion o he non-Begreft information 9-::- 1sed to
(\’/ - authen ate“the 3 east one part by using a variable

authentication number (VAN)

—

Amend claim 84 as follows:

(Amended)

- ormation group by using [the

, Amend claim 85 as follows:

~10-
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85. (Three Times Amended) In a'multi-pérty
transaction system, a ﬁethdd for securing inﬁormation relev, t to
a transaction comﬁrising the step of:

coding the information relevant to a tr-'éaction with
information associated with a first party to derive coded

. information relevant to the transhction, wiHerein the information

relevant to the transactig n des irfformation associated with

a second party, (the infon dgsociated with the first party
and the information associatk the second party being
independent of each other aiid érivable from each other, at

least one of the first ahd. i parties being pre-enrolled in

system] 3

. . 1 .
QEXrelll [] 'I!E(MV S a=ielshy ", 2 IlION-SC cL., a

subsequently by the fi o 'Fnd the second party for coding

~1i-

STANIO041472
12 --



and uncoding information transmitted between the first and secop

parties.

100. The method of claim 85 wherein the infwrmationA
stored in the credential further includes secret in ofmation
associated with the second party only if a prede_ermined personal
identification number (PIN), or password, or ofther personal
- second pérty to

information or characteristic is usefl by t

Yg’ access the secret informatig

101. The method of ¢l

64 \wherein the information

stored in the credential furthe

includes\ decret information

agssociated with the at least owq if a predetermined

personal identification numbér ( ssword, or other

personal information or cHaractexrjistic

/]

s used by the at least

one party to access the¢ secret

jormation.
102. The method of claim 68 wherein the information
stored in the cfedential further includes secret information

agsociated with the at least one party only if a predetermined

personal

i STAMOO041473



personal information or characteristic is uséd by the at leagt

one party to access the secret information.

103. The method of claim 73 wherein the formation

stored in the credential further includes secret/information

associated with the at least one party only if a predetermined

personal identification numbey /(PIN), or password, or other

one party to access/the secret information.

105. /The method of claim 79 wherein the information

stored in the¢ credential further includes secret information

associated/with the at least one party only if a predetermined

personal/identification number (PIN), or password, or other

-13~
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personal information or characteristic is used by the at le-s£2‘

one party to access the secret information.

106. The method of claim 81 wherein e information

stored in the credential further includes segret information

associated with the at least ond garty oply if a predetermined

personal identification number d, or other

AN)) or passwo

personal identification nnmbér (BIN), or password, or other

personal infdrmation or characteristic is used by the at least

o

one party to access the secret information.

108. A method for authenticating the inte of
transaction information and second saction information,
and a first pérty associated wi the first and second

transaction informaticf, the integrity of the first and second

-14-
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transaction information being authenticated with.a variable

authentication numbér (VAN), the method comprising the
coding the first transaction informatZon to

generate a first error detection code (EDC1);
| coding the second Eransaction igformation to

generate a second error detection code (EDC

~

coding EDC1 and EDC2 to gererate a third errof
detection code (EDC3);

coding EDC3 and first/information associated with
the first party to defivé the varigble authentication number
(VAN) ;

associating the/ VAN and EDC2 with the first

transaction information to orﬁ a first information group;
associating the VAN and EDC1l with the second
transaction information/to form a second information group; and
subsegiently authenticating the integrity of the
first transaction formation, and the sécond iransaction
information by performing the steps of:
recbvering the VAN from the first information
group, apd u codingithe recovered VAN by using second information
B associated/with the first party to derive the third error

detecti code (EDC3};

-15-
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recovering the first transaction informatio:

information'group, and coding EDC4 and the recoyered EDC2 to
generate a sixth error detection code (EDCS6)

authenticating the inpegrity of the first
transaction information if EDC6 compar favorably with the EDC3
recovered from the VAﬁ; /

recovering the VAN/from the second information

group, and uncoding the recoveyed VAN by using second information

T AT T Bl T —

associated with the first pagfty to.derive the third error

detection code (EDC3);

recoverjng the second transaction information from
the second informatidn group, and coding the recovered second
transaction inforplation to generate a fifth error detection code

(EDCS) ;

recovering the EDC1 from the second information
group, and coding the recovered EDCl1 and EDCS to generate a

geventh/error detection code (EDC7);

-16-

&
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authenticating the integrity of
tranaction information if E mpares favorably with the EDC3

recovered

109. In a multi-party transaction system, a method £4r

securing information relevant to a transaction, wherein cogé

ation relevant to the
evant to the transaction
Md party by using second

party to recover the

the secgid party by using a variable authentication number-

-17-
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REMARKS

Claims 64-66;v68-71, 73-75 and 77-109 are pending in
this application. Claims 64-66, 68, 69, 71, 73-75, 77-79, 81 and
83-85 were amended to‘more particularly point out and distinctly
claim the invention. Claims 67, 72 and 76 were canceled and
their subject matter was incorporéted into respective claims 66,
71 and 75. New claims 99-109 were added to further define the
invention.

The followiﬁg comments are provided to assist the
Examiner in évaluating the patentability of the present set of
claims over the previously applied reference in the parent:
application (Maurer) .

Independent claims 64, 68, 73, 77, 79, 81, 83, 85 and
109 recite the use of a gxgdgﬁ;igl having‘non-segret information
stored thereon, and the use of a VAN for authentication. A
credential méy be a check, document, fecofd, electronic storage
mediumn, or the like. Referénce is madg to the specification for
a more compreﬁensive explanation of c;edentials and VANs.

Maurer relates ﬁo a method of generating a éipher‘key.
Nowhere does Maurer disclaose or suggest the use of a credential

as set forth in claims 64, 68, 73, 77, 79, 81, 83, 85 and 109.

-18-
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Independent claims 87 and 92 were previously discussed
‘in the parent applicaﬁion and were allowed over Maurer. See page
9 of .the Amendment After Final dated September 19, 1997 (filed in
tﬂe UéPTO on_September 23, i996). The remarks on page 9 are
incorporated herein in their entirety. Accordingly, these claims
are unamended in the present application{

The combination of steps in new claim 108 are nowhere
disclosedvor suggested by Maurer.

Prompt examination and‘alloWanée of the present

application is requested.

Respectfully submitted,

LEON STAMBLER

$15/37 vy (Sl ahilor

(Date) Clark A. Jablonkj

Registration No. 35,039

PANITCH SCHWARZE JACOBS & NADEL, P.C.
1601 Market Street, 36th Floor
Philadelphia, PA 19103

Telephone: (215) 567-2020

Facsimile: (215) 567-2991

-19-
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ERTIFY THAT THIS CORRESPONDENCE IS BEING DEPOSITED WITH THE UNITED STATES POSTAL
V[(& AS FIRST CLASS MAIL IN AN ENVELOPE ADDRESSED TO: ASSISTANT COMMISSIONER FOR

InRe.: Patent application of , co
: Leon Stambler : ici Group Art Unit:
. . : 2211 '
Appln: No.:  08/872,116 : A
‘ T et : Anticipated Examiner:
Filed: - June 10, 1997 ’ : B. Zimmerman
. : Attorney Docket .
For: METHOD FOR SECURING : No. 6074-107 l)*. N
INFORMATION RELEVANT TO A : Sk VA2
TRANSACTION (as amended) . , Hr, D

. AMENDMENT COVER SHEET <,
Transmitted herewith is an Arﬁendment in the above identified application.
[X] A verified statement to establish small entity status under 37 CFR 1.9 and 1.27 is
X] already on file;
[] enclosed.
0 No additional fee is reéuired.

[] . AnInformation Disclosﬁre Statement with one copy of each of the cited patents is also
attached. '

The fee has been calculated as shown below:

STAMOO4 1481
- 21 --



SMALL ENTITY LARGE ENTITY

TOTAL e ) or20 - 3 X11 s88 |x2 $
INDEP. 12 8 or3 = 2 X40 $8 |xXs0 $
{ 1ST PRESENTATION OF MULTIPLE DEPENDENT CLAIMS | +$130 |$ +5260 |8
$168 | TOTAL |s

il The Appﬁcant(s) hereby petition(s) for any extension of time which may be required in
connection with the filing of the enclosed paper(s). (Petition and Fee for
month(s) extension is enclosed.)

[X]  The Assistant Commissioner is hereby authorized to charge payment of the following
fees associated with this communication or credit any overpayment to Deposit Account
No. 16-0235. One additional copy of this sheet is attached for accounting purposes.
X] Thé above calculated additional claim fees $1 63.00’.

{X] Any additional fees under 37 CFR 1.16 or 1.17.

Respectfully submitted,
- LEON STAMBLER |
— August13,1997 _ By: C/aﬂ/‘«%—%"
' (Date) - CLARK A. JABLON

Registration No. 35,039 .
' PANITCH SCHWARZE JACOBS & NADEL, P.C.
1601 Market Street - 36th Floor
S "Philadelphia, PA 19103-2398
Telephone: (215) 567-2020
Facsimile: (215) 567-2991

CAJ.eam
Enclosures

PSINZ/115658.1 -2-

STANMG041482
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04/16/98 . 14:31 T1 215 587 2991 PANITCH @nuuu/ux

BFF\G\N. COFFICIAL - ™

PANITCH SCHWARZE JACOBS & NADEL, P.C. -
INTELLECTUAL PROPERTY ATTORNEYS GROUP 2600
One Commerce Square - 2005 Market Street - 22nd Floor - Philadelphia, PA 19103-7086
TELEPHONE: (215) 567-2020 - FACSIMILE: (215) 567-2991 - E-MAIL: psjin@psincom

F FA( TRAN. ION

1 hereby certify that this paper is being facsimile transmitted
to the U.S. Patent and Trademark Office on the date shown below

Elizabeth A. McLoud
Type or print name of person signing certification

2 Vi) April 16,1
Signattre Date
FAC VER
Examiner: B. Zimmerman o FAX No.: 703-305-3988
Group Art Unit: 2735 Date: April 16, 1998
From: Clark A. Jablon FAX Operator: Elizabeth A. McLoud

Re:  U.S. Patent Application No. 08/872,116 For "METHOD FOR SECURING
INFORMATION RELEVANT TO A TRANSACTION"

Title of Paper sent via Facsimile: (1) Commumcatlon, (2) previously filed Third Supplemental
Information Disclosure Statement, (3) previously filed PTO-1449's, (4) previously filed "Notice
of Change of Address" and (5) Postcard receipt bearing the PTO mailroom stamp of December
29, 1997 for items (2), (3) and (4). :

Time: 2 35~ PSJ&N File No: 6074-1U7 Page1of 10 pages

IF YOU DO NOT RECEIVE ALL THE PAGES, PLEASE CONTACT
Elizabeth A. McLoud AT 215-965-1295

See attachments :éferred to abo\?e.

THIS FACSIMILE MESSAGE IS CONFIDENTIAL AND MAY CONTAIN ATTORNEY PRIVILEGED
INFORMATION INTENDED ONLY FOR THE USE OF THE ‘NDIVIDUA_L OR COMPANY NAMED ABOVE.

i yau ere nos the intended reciplent, or the cmplayce ar agent respousiblc w deliver itto the latended secipient, eny d instion, distribution or copying of this
i s stricdly prohibit d. Ifyouhxvzmwedmkcoammmonmm,pleascmmdmdycdluwmummymgtﬁ:rﬂmmmmoimc
; angmzl messege to vs. Thank youl

STAMO0041483
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 EAX HECEWV:D

OFFICIAL  wareom

GROUP 2600 PATENT

In re: Patent Application. of " : Group Art Unit: 2735
Leon Stambler : -

Appln. No.: .08/872,116 : Examiner: B. Zimmerman

Filed: June 10, 1997 :
For:  METHOD FOR SECURING : _
- INFORMATION RELEVANT TO A : Attormey Docket
TRANSACTION : : No. 6074-1D7
COMMUNICATION

This communication is being submitted to facilitate
three outstanding issues in the above-identified matter. On
April 15, 1998, Applicant's undersigned reéresentative telephoned
phg Examiner about the issues and the Examiner suggeséed that.
this correspondence be filed to more quickly resolve the
outstanding issues. ’ ’

The outstanding issues are as follows:

(1) a Third Supplementéi Information Disclosure .
Statement (IDS) was filed on December 53, 1997 and was apparently
not yet matched up with the application file when the Examiner
issued the Office Action dated April 8, 1998. Applicant requests
that the Third Supplemental IDS be formally considered and that a
signed copy of the PTO-14498 be provided to the Applicant.

Enclosed herewith are the following items related to

the Third Supplemental IDS:

7/
PSIN2/161119,1 . -1-

STAMO041484
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04/16/98 14:32 B1 215 587 29891 e PANITCH N ) [@oo3/olo

(a) Copy of Third Supplemental IDS and PTO-1449s
as filed. Due to the large number of cited references,
additional copies are not enclosed. Copies will be provided upon
request if the PTO cannot locate the originally filed papers. To
asgist the Examiner in locating copies of these references,
similar IDSs were filed in correspondihg Application Nos.
08/747,174 and 08/855,561. ' -

(b) Postcard receipt for such papers bearing a
PTO mailroom stamp of December 29, 1397.

(2) A Notice of Change of Address was submitted in the
present application, but was apparently not matched up with the
application file when the Examiner issued the Office Action dated
April 8, 1998. Applicant requests that the change of address be
processed bgfore any additional correspondence is maiied by the
PTO.

Enclosed herewith are the following itewms related to
the change of address: |

(a):ACopy of Notice of Change of Address, as
filed.
' (b) Postcard receipt for this paper bearing a PTO
mailréom stamp of May 22, 1997 (see same postcard receipt as in

isgue (1)).

(3) The claims listed as pending and rejected in the
Office Action dated April 8, 1998 do not conform with the
currently pending claims. The pending claims are claims 64-66,
68-71, 73-75 and 77-109, as summarized on page 18, paragraph 1 of
the Preliminary Amendment filed August 13, 19397. The Examiner

7

-2~

STAMO041485
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agreed to reissue the Office Action setting forth the corrected

claim gtatus.

Pleage telephone Applicant's undersigned attorney if
additional information or materials are needed to resiolve any of

the outstanding issues.

Respectfully submitted,

LEON STAMBLER

4/ €/ og %k%\,

( ate) Clark A. Jablo
Registration No. 35,039
PANITCH BCHWARZE JACOBS & NADEL, P.C.
One Commerce Square )
2005 Market Street, 22nd Floor
Philadelphia, PA 19103-7086
Telephone: (215) 965-1293
Facsimile: (215) 567-2991

CAJ:eam

STAMOO471486
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- UFFll}lAL

THEREBY CERTIFY THAT THIS CORRESPONDENCE IS BEING DEPOSITED WITH THE UNITED STA
POSTAL SERVICE AS FIRST CLASS MAIL IN AN ENVELOPE ADDRESSED TO; ASSISTANT COMMIS
FOR PATENTS, WASHINGTON, D.C. 20231, ON THE DATE INDICATED BELOW,

BY: %&U & }MS\ «DATE /"(/13 ?7

PATENT

IN THE UNITED STATES PATENT AN TRADEMARK OFFICE FAX ol

Inre: Patent Application of ‘ :. Group Art Unit 221 1 APR 1 6 1998

Leon Stambler s Ty -

. : Do - GROUP 2600

Appin. No.:  08(872,116 v : Examiner: B. Zimmerrnan
Filed: June 10, 1997
For: METHOD FOR SECURING . Attorney Docket

INFORMATION RELEVANT TO A : No. 6074-1U7

TRANSACTION (as amended) : ‘

THIRD SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT

This Second Supplemental In formatién Disclosure Statement (1DS) is being filed
before the first Office Action on the merits. Accordingly, no fee or certification is believed to be
due for consxdcrahon of the cited references. )

It is requested that the enclosed references listed on the attached Second
Supplcmental IDS Form PTO-1449 be considered by the Patent Examiner in connecticn w.*": =
above-identified application and be made of record "therc-ir'l. - V “

These references are being made of record because Applicant reéently became
aware of U.S. Patent No. 5,677,955 (Doggett ct al) and the references cited theicin. With
respect 1o the publications ¢ited in the patent, only the publications having publication dates
before the effective filing date of the p&sent application (which is November 17, 1992) are cifed.
Furthermore, Applicant was not able to obtain capies of two of the articles cited in the
publication section which predate the effective filing date of the present application, namely, the
articles entitled “Industry Players Discuss...Dec. 20, 1990" and "New, Practical ACH...Apr. 26,
1990." Nor is Applicant aware of the contents gf such articles. Accordingly, neither of these

articles are cited either.

PSINZ/139IZLE T

STAMO041487
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—

Independent consideration and acknowledgment of the enclosed references are

respectfully requested.

Respectfully submitted, * .
, : LEON STAMBLER
_— .
(2/23/97 5, (LaplQuchlon
(Datc) CLARK A.JABLON
- Registration No. 35,039

PANITCH SCHWARZE JACOBS & NADEL, P.C.
One Commerce Square
. 2005 Market Street - 22nd Floor
Philadelphia, PA 19103-7086
Telephone: (215) 965-1923
Facsimile: (215) 567-2991
E-Mall: psjn@psjn.com
CAlJ.eam
Enclosure

STAMOU41488
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\
Sheet 1 of 2
; Form PTO-1449 . US.DEPARTMENT OF COMMERCE | ATTORNEY DOCKETNO.: APPLICATION NO.:
REV. 8-43) PATENT AND TRADEMARK OFFICE | 6074-1U7 08/872,116
i : ' APPLICANT:
THIRD SUPPLEMENTAL INFORMATION Leon Stambler
DISCLOSURE CITATION )
(Form PTO-1449 Modified 5/95) - FILING DATE: GROUP ART UNUT;
(Uu several sheets xl‘-;:cs.ury) Junc ]0. 1997 231y 27

| . - SuUB- . FILINGDAYE
INIT MENT DOCUMENT NUMBER DATE NAME CLASS CLASS } IF APPROPRIATE
VY, 4,264,808° 041981 - | Owenseral. — — '
[ 4,423287. 12/1983 | Zeidler -1 -
| 4,823,264 04/1989 | Deming _ — -
5,187,35’1' 02/1993 | Clary -1 -
5,191,613 03/1993 Graziano ef al. -
5218637 06/1993 | Angebaud ef al. — | _
5,224,162 06/1993 | Okamoto ef al. ——
5,283,829 02/1994 | Anderson —t
5,297,202 03/1994 | Kapperal. i
5,321,751 06/1994 | Rayeral. e
5,326,959 07/1994 | Pcrazza ——
5,453,601 09/1995 ‘| Rosen 1
5,455,407 - 10/199S Rosen T )
5,465,299, 1171995 | Matsumoto et al. |
5,473,690, 1211995 Grimonprez et al. |
5,530,755 0611996 Pallls stal. A

sUD-
cLAss | cLass

TRANSLATION
YES NO

TR -4»4".';‘

' OTHER DOCUMENTS (Includins Author T3

e ettt wiedad

T ey

ltle“'Dafe;'l’ertm:nt I’ag_ Ef:‘)

PR

ShlpleyC " threw away my checkbook“ PC-Computing, vol. 3, No 11, pp. 112, 114-115, 118-120, Nov. 1990.

”

Diamand S., “Check Processing Takes a New Tum®, Computers in Bankiag, vol. s, No. 3, pp. 50-55, March 1988

EXAMINER %ﬁak«fw

1 DATE CONSIDERED

(l&/fm

*EXAMINE®: l}%{x( citation ccmsudcrcd. whcthcr or not citation is in conformance wich MPEP 609; Braw lm-: through citadien i€ not iu conflormence zud aat
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OF PATENTS, WASHINGTON, DC 20231, ON THE DATE INDICATED BELOW.

BY: Eﬁga!&d &2 % éw@( DATE: ’4/13/'77

PATENT
Fi{ ¢i=CEIVED
N THE UNITED STATES PATENT AN IBAQEMARK OFFICE APR 1 6 1998 ’
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Appln.No.: 08/872,116 : " ; Examiner: B. Zimmerman
Filed: June 10, 1997
For: METHOD FOR SECURING ’ : Attomey Docket
INFORMATION RELEVANT TO A : No. 6074-1U7
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Application No. Applicant(s)
. . 08/872,116 Stambler
Office Action Summary Examiner Group Art Unit
Brian Z«mmefman 2735 1

X! Responsive to communication(s) filed on Aug 15, 1997 .

[ This action is FINAL.

1 Since this application is in condiiioh for allawance except for formal matters, prosecution as to the merits is closed
in accordance with the practice under Ex parte Quayle, 1935 C.D. 11; 453 0.G. 213.

A shortened statutory period for response to this action is set to expire 3 month(s), or thirty days, whichever
is longer, from the mailing date of this communication. Failuré to respond within the period for response will cause the
application to beconie abandoned (35 U.S.C. § 133). Extensions of time may be obtained under the provisions of

37 CFR 1.136(a).

. Disposition of Claims ‘ )
X] Claim(s) 64-170 . - ) ) : " isfare pending in the application.
[Of the above, claim(s) isfare withdrawn from consideration,
X CIairnA(s) 87-98 and 108 : B isfare allowed.
X1 Claim(s} 64-86, 99-107, 109, and 110 isfare rejected.
[ Claim(s) » : is/are objected to.
O Claims B . are subject to restriction or election requirement.

Application Papers
] See the attached Notice of Draftsperson s Patent Drawing Revnew, PTO-948.
[ The drawm_g(s) filed on . ' is/are objected to by the Examiner.
{0 The proposed drawing correction, filedon” ~ °- is Ehpprovea [Hisapproved.
[ The specification is objected to by the Examiner.

[ The oath or declaration is objected to by the Examiner.

Priority under 35 U.S.C. § 119
[J Acknowledgement is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d).
(JAl [OJsome* [JNone of the CERTIFIED copies of the priority documents have been
[ received. :
[] received in Application No. (Series Code/Serial Number) .
[0 received in this national stage application from the International Bureau (PCT Rule 17.2(a)).
*Certified copies not received:

[ Acknowledgement is made of a claim for domestic priority under 35 U.S.C. § 119(el.

Attachment(s)
[J Notice of References Cited, PTO-892 ‘
X Information Disclosure Statement(s), PTO-1443, Paper No(s).
[0 interview Summary, PTO-413
I Notice of Draftsperson's Patent Drawing Review, PT0-948
[J Notice of Informal Patent Application, PTO-152

— SEE OFFICE ACTION ON THE FOLLOWING PAGES —

U. $. Patent and Trademark Offic

PTO- 326 {Rev. 9- 95) Office Action Summary Part of Paper Na.
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2735
_ - EXAMINER'S RESPONS
Status of Apglicétion.
1. In response to the applicant's amendment received on 8/15/97. The examiner

has considered the new presentation of claims and applicant arguments in view of the
disclosure and the present state of the prior art. And it is the examiner's position that

claims 64-86,99-107,109,110 are unpatentable for the reasons set forth in this office

action:
CLAIMS
2. Claim 87-98,108 are allowé‘ble over the prior art of record.
ART REJECTION

3. The text of those sections of Title-35, U.S. Code not included in this action can

be found in a prior Office action.

4, Claim 64-86,99—107,109,1 10 are rejected under 35U.S.C. 103(a) as being '_ |
uﬁpatentable over Hellman and the admitted prior art.

" Hellman clearly shows the multi-party secure transaction system which is
claimed. See the abstract, figure 1, and col. 2 lines 53+. it is verily well known to send
coded information or noncoded information (digital or analoQ) between stations in an

encrypted manner, and by claiming both, the applicant has effectively shown that this |

STAMO041497
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Please find below and/or attached an Office communication concerning this application or
proceeding.

Commissioner of Patents and Trademarks

FTO-80C (Rev. 2/25)

"1+ Fiie Cupy
ULE. GO0 1957 422-188/60031 :
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In the present application, the applicant admits that épecial authentication
procedures have been utilized to assure the authenticity of documents or cred'entials
Therefore, it would have been obilious to one of ordinaryAvskiII in thé art at ‘the'time of
the invention to have send secret and non secret information from a credential utilizing
the Hellman’s authentication procedures since this sédurity exchange method would

assure the authehticity of the credentials.

CONTACT INFORMATION

Any inquiry concerning this communication or earlier communications
from the examiner should be directed to Brian Zimmerman whose telephone number is
(703) 305-4796. .

Any inquiry of a general nature or relating to the status of this application stould
be directed to the Group receptionist whose telephonefumber j£(703) 305-3900.

n
\. ‘Patent Examiner
Art Unit 2735

703-305-4798
April 06, 1998

STAMO041499
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Application No. Applicant(s)

‘ . . . 08/872,116 Stambler
Office Action Summary Examiner Group Art Unit
Brian Zimmerman 2735

X Responsive to communication(s) filed on 8/75/97 and 4/16/98
3 This action is FINAL.

[0 Since this application is in condition for allowance except for formal matters, prosecution as to the mexits is closed
in accordance with the practice under Ex parte Quayle, 1935 C.D. 11; 453 0.G. 213.

A shortened statutory period for response to this action is set to expire 3 month(s), or thirty days, whichever
is longer, from the mailing date of this communication. Failure to respond within the period: for response will cause the

application to become abandoned. (35 U.S.C. § 133). Extensions of time may be obtained under the provisions of
37 CFR 1.136(a).

Disposition of Claims

X Claim(s) 64-66, 68-71, 73-75, and 77-110 . : is/_aré pending in the application.
Of the above, claim(s) » is/are withdrawn from censideration..

Claim(s) 87-98 and 108 ‘ _isfare allowed. '

Claim(s) 64-66, 68-71, 73-75, 77-86, 99-107, 1089, aﬁd 110 isfare reiecied. .

O Craim(s} . ‘ isfare objected to.

O Claims are subject to restriction or election requirement. )

Application Papers :
[0 See.the attached Notice of Draftsperson's Patent Drawing Review, PTQ-948.
[0 The drawing(s) filed on is/are objected to by the Examiner.
[J The proposed drawing correction, fiied on s thpprov'ed [Hisapproved.
{1 The specification is objected to by the Examiner.
[ The oath or declaratipn is objected to by the Examiner.

Priofity under 35 U.S.C. § 119
‘D Acknowledgement'is made of aclaim for foreign priority under 35 U.S.C. 8 119(a)-(d).
OAt [lSome* [INone of the CERTIFIED copies of the priority documents have been
[ received. ) o
[ received in Application No. (Series Code/Serial Number) .
O received in this national stage application from the International Bureau {PCT Rule 17.2(a)).
*Certified copies not received: ,
[0 Acknowledgement is made of a claim for domestic priority under 35 U.S.C. § 119e).

Attachment(s)
{7 Notice of References Cited, PT0-892
(1 Information Disclosure Statement(s), PT0-1449, Paper Nols).
O Interview Summary, PT0-413 :
[] Notice of Draftsperson's Patent Drawing Review, PT0-948
[ Notice of Informal Patent Application, PTO-152

— SEE QFFICE ACTION OFf THE FOLLOWING PAGES —

U, S. Patent and Trademack Office

PT0-326 (Rev. 9-35) Office Action Summary Part of Paper No. 28
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ER'S RESPONS

Status of Application.
B In response to the applicant's amendment received on 8/15/97. The examiner

- has considered the new presentation of claims and applicant arguments in view of the

disclosure and the present state of the prior art. And it is the examiner's position that

claims 64-86,99-107,109,110 are unpatentable for the reasons set forth in this office ‘

action:
CLAIMS
2. Claim 87-98,108 are allowable over the prior art of record.
ART REJECTION

3. The text of those sections of Title 35, U.S. Code not included in this action can

be found in a prior Office action.

4 Cléim 64-66,68-71,73-75,77-86,99-1 07,%09,110 are rejected undér 35
U.S.C. 103(a) as being unpatentable over Hellman and the admitted prior art.

Hellman clearly éhOWS the multi-party secure transaction system which is
claimed. See the abstract, figure 1, and col. 2 lines 563+. It is verily well known ’go send
coded information or noncoded information (digital or analog) between stations in an

encrypted manner, and by claiming both, the applicant has effectively shown that this

41 STAMONAIRNA
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2735 '
is not essential to the operétion of the claimed device.

In the present application, the applicant admits that special authenticatioﬁ
procedures have been utilized to assure the authenticity of documents or credentials.
Therefore, it would have been obvious to oné of 6rdinary skill in the art ‘at the _ﬁme of
the invention to have send secret aﬁd non secret information from a credential utilizing
the Heliman's éuthenticatibn procedures since this security exchange method wosic

assure the authenticity of the credentials.

CONTACT INFORMATION

Any inquiry concerning this communication or earlier communications .

-from the examiner should be directed to Brian Zimmerman whose telephone number is

(703) 305-4796.

Any inquiry of a general nature or relating to the status of this apphcatlon shotrd
be directed to the Group receptionist whose.telephon 793) 305-3900.

~ Art Unit 2735

703-305-4796
April 17, 1998
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I HEREBY CERTIFY THAT THIS CORRESPONDENCE IS BEING DEPOSITED WITH
STATES POSTAL SERVICE AS FIRST CLASS MAIL IN AN ENVELOPE ADDRESSED
COMMISSIONER FOR PATENTS, WASHINGTON, D.C. 20231, ON THE DATE INDICHA

PA

Patent Application of : Group Art Unit: 2735
Leon Stambler

Appln. No.: 08/872,116 : Examiner: B. Zimmerman

w

: @

| : g ¢
Filed: June 10, 1997 : ¢
For: METHOD FOR._SECURING : T
' INFORMATION RELEVANT TO A : Attorney Docket <
TRANSACTION (as amended) : No. 6074-1U7 <

AMENDMENT

This amendment is in response to the Office Action
malled April 22, 1998, and is belng timely filed within the three
(3) month shortened statutory period set ‘for response therein.

’ No extension of tlme fee is belleved to be due for
filing this paper. However, if any extension of time fee is due,

charge the fee to Deposit Account No. 16-0235. A separate sheet

is enclosed for payment of the fee for presenting extyn claims.

E

Please amend the above-identified appllcathn as
follows, without prejudice:
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, Cancel claims 64-66, 68-71, 73-75, 77-86, 99-107 and
109/ _ '

et
| s s 2

Amend claim 87 as follows:
Ame

877 (Amended) A method for coding clear infdfmation
comprising [the steps of]: '
’ receiving a personal identification number (PIN) from
.an originator; )
[deriving] obtaining first coded auﬁhentication
information by using the PIN;

generating at least. two numbers using the first coded

authentication information, at least one of the at least two
numbers being an arbitrary number;

storing the at least two numbers in at least one
storage means; and

coding the clear information [with] using the first

coded authentication information to derive coded information.

G;Tymi claim 88 as follows:

é;;gsf (Amended) The methdd of claim g7 wherein the

coded information is uncoded using second coded authenticatica
information to recover the clear information, the method further
comprising [the steps of]:

retrieving the at least two numbers stored in the at
least ome storage means;

combining the retrieved at least two numbers to derive
the second coded authentication information; and

STAMO041504
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uncoding the coded information using the derived second

.

information.

oded authentication information to recover the clear

— Amend claim 92 as follows:

/ggf (Twice Amended) A method for securing the
integrity of first information relevant to a transaction, and the
integrity of second information associaﬁed with at léast an
originatof party, by using a variable authentication number
{VAN) , the first information including a transaction sequénce
number which is previously stored in a storage means and is
revised for éach transaction, the method comprising [the steps
of]:

coding the first information [with] using at least the:

second information to derive the VAN;

appending the‘VAN to the first information;
retrieving the transaction sequence number from the
storage means;

B uncoding the VAN to recover the first information .
including the transacﬁion sequence number by using at least third
information associated with the originator party; and |

authenticating‘the integrity of the first and second
information by comparing the recovered tramsaction sequence

number with the retrieved transaction sequence number.

= Amend claim 95 as follows: ' /,

7957 (Amended) The method of claim_92 wherein at least

selected portions of the first information are coded to derive a

compact error detection code, the compact. error detection code

-3~
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'5 being further coded [with] using at least the second information

to derive a compact VAN which is used to detect changes in at

least the first information and at least the second information.

e ' Amend claim 108 as follows:
.  (Amended) A method for authenticating the

integrity of first transaction information and second transaction
information, and a first party aésociated‘with the first and
second transaction information, the integrity of the first and
second transaction information being authenticated with a
variable authentication number (VAN), the method comprising [the»
‘steps of]: |
, coding the first transaction information to generate a
first error detection che’(EDC1);
coding the second transaction iﬁformation to genérate a
second error detection code (EDC2);
. coding, or otherwise cowbining, EDC1 and EDC2 to
generate a third error detection code (EDC3);
coding EDC3 and first information associated with ttre
first party to derive the variable authentication number {VAN) ;
associating the VAﬁ and EDC2 with the first transaction
information to form a first information group;
asgociating the VAN and EDCl with the second
transaction information to form a second information group; and
subsequently authenticating the integrity of the first
transaction information, and the second transaction information
by [performing the steps of]:
recovering the VAN from the first information

group, and uncoding the recovered VAN by using second information
-4-

/
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associated with the first party to derive the third error
détecﬁion.code (EDC3) ;'
recdvering the first transaction information from'
the first information group, and coding the recovered first
transaction information to generate a fourth error detection code
(EDC4) ; | ‘ | » |
‘ recovering the EDC2 from the first information
group, and éoding;_Q:;thgrﬂignggmhiningL EDC4 and the recovered
EDC2 to generate a .sixth error detgction code (EDCE6) ;
authenticating the integfity of the first
transaction information if EDC6 compares favorably with the EDC3
‘recovered from the VAN;.
'recovéring the VAN from the second information
/ group, and uncoding thé recovered VAN by using second information
(ﬁ ‘associated with the first party'to derive the third error
\\_;/ detection code (EDC3);
recovering the second transaction information from
the second information group, - and coding the recovered second
transaction information to generate a fifth error detection code
(EDCS) ; | |
recovering the EDC1 from the second informatioh
group, and coding._ or otherwise combining. the recovered EDCl1 and
EDC5 to generate a geventh error detection code (EDC7); and
authenticating the integrity of the second
[{tranaction] transaction information if EDC7 compares favorably
with the EDC3 recovered from the VAN.

Add new claims 110-150 as follows:

STAMOG041507
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A in‘e mﬁlﬁi—ﬁarty transaction system, a method
for securlng 1nformatlon relevant to a transaction by u81ng
information assoc1ated w1th a present party and information
associated w1th an absent party, wherein a credential is
previously issued to at least one of the present party.and the
absent party by an entity‘authorized to issue a credential, the
crédential including a variable authentication number (VAN), the
method comprising:

creating the VAN by codlng credential 1nformatlon with
a secret key of the credentlal 1ssu1ng entity;

authentlcatlng at 1east one of the present party and
the absent party by u51ng the VAN; and

V codlng the information relevant to the transactlon
using the information associated with the present party, and then
coding the result using the information associated with the
absent party.
ey oM

A+ The method of claim &&ﬁ'whe;ein the informetion
associated with the present party of the absent party incluicn
personal key, the method further comprising:

using the credentlal 1ssu1ng entity to create the
personal key, and 1nclud1ng the personal key in the credentlal
information.

% , 15 -

122" The method of claim 113 further comprising:

the credential issuing entity previously verifying that
the personal key is unused by another party.

e (4

, J*3. The method of claimﬁ;{ﬁ further comprising:

-6-
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uncoding the coded information relevant to the
transaction using information associated with the absent party
and using information associated with the present party to

recover the relevant transaction information.

19 | g |

1¥47 The method of claim wherein the information
relevant to the transaction comprises coded or non-coded
information.

118. The method of claim 120" wherein the credential

information further includes secret information associated wic..

the present or absent party only if a predetermined personal
identification number (PIN), or password, or other personal
information or characteristic is used by the present or absent

party to access the secret information.

16, In é multi-party transaction system, a method for
securing information relevant to a transaction by using
information associated with at least two parties,'wherein a
credential is previously issued to at least one of the part..
an entity authorized to issue a credential, the credential
including a variable authentication number (VAN), the method
comprising: |
' éreating the VAN by coding credential information with
a secret key of the credential issuihg eptity;‘ »

authenticating at least one of the parties by using the
VAN; '

coding information associated with the at least two

parties to generate a joint code; and

T
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Yo

coding the information relevant to the transaction with
the joint code to generate coded»information relevant to the

transaction.

:

4

associated with the at least two parties includes a personal key,

The method of,ciaim/;LG’hherein the information

the method further comprising:

v the credential issuing’entity creating the personal
key, and including the personal key in the credential
information. '

jiz: The method of claim‘iiﬁ'further comprising:
‘the credential issuing entity previously verifying that
the personal key is ﬁnused by another party.
25 |
_1x9. The method of claim 16 further comprising:
uncoding the coded information relevant to the:
transaction with a joint code generated from other information
associated with the at least two parties.
¢ |
:féﬁf ' The method of claim,izZ‘wherein the informatiown -
associated with the at least two parties used to generate the
joint code comprises information associated with at least one
present party and information associated with at least one absent
party. |
20
;217' The method of claim_136 wherein the information

relevant to the transaction comprises coded or non-coded

information.
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1227 The method of ciaim/;l&”wherein the credential
information further includes secret information associated with
at least one of the parties only if aApiédetefmined personal
identification number (PIN), or paééword,‘or other personai
information orfcharacteristic isvusedvby the at least one party
to access the secret information.
17 |

;:i?. The method of élaiﬁvltG’wherein the information
relevant to the transaction comprises at least one information
group which was previously coded to enable detection of a change

in the content or structure of the information group.

124~ In a transaction system,’a method for securing

information relevant to a transaction, the transaction including
at least one party, wherein a credential is previously issued to
the at least one party by an entiﬁy authorized'to issue a
credential, the credential including a variable authentication
number (VAN), the method comprising: _ '

creating the VAN by coding credential information with
a'secret key of the crédential~issuing entity;

authenticating the at ieastvone of the party by using

the VAN;

generating a joint code by coding first information
éccessed>fr6ﬁ a first one or more data storage means with second
information associated with the at least one party to the '
- transaction; and '
coding the information relévant to the transaction with
the joint code to generate coded information relevant to the

transaction.

STANMO0041511
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)élf The -method of claim‘}zg’further comprising:
uncoding the coded information relevant to the
transaction with a joint code generated from third informeticn
agsociated with at least one party, and fourth information
accessed from a second one or more data storage means.
30 | N
/;261 The method of claim_l24 wherein the information
relevant to the transaction comprises coded or non;coded
information.
3! . ,
¥Z7. The method of claim %24 wherein the credential
information further includes secret information associated -
the at least one party only if a predetermined personal
identification number (PIN), or password, or other personal
information or characteristic is used by the at least one pa:i'
to access the secret information.
32- | .
1e8. A wmethod for coding clear information by using
information associated with at least one party, wherein a
credential is previously isSuéd to the at‘least oﬁe barty by an
entity authorized to issue a credential, the credential inc »di -
a variable authentication number (VAN), the method comprising:
creating the VAN by coding credential information with
a secret key of the credential issuingventity;
. authenticating the at.ieast one of the party by using
the VAN; V
coding a first information group with a second

information group to generate a third information group, at leas'.

-10-
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one of the first and second information groups being associated
with the at least one party; and »
coding the clear information with the third informaticn
group to generate codedvinformation.
v 3~
1297 The method of claim 128 further comprising:
uncoding the coded information with a fourth
inforﬁation group.
3¢ 37~
1207 The method of clalmtlzs’Whereln the credential
information further includes secret information associated with

“the at least one,partyvonly if a predetermined personal

identification number (PIN), or password, or other pe:sonal
information or characteristic is used by the at least one party
to access the secret information.

35 o _ |
- ' °_13%7 In a multi-party transaction system, a method for
securing information relevant to a transaction, the transaction
including a first party and a second party, wherein a credential
is previously issued to at least one of the first party and the
second party by an entity authorlzed to issue a. credentlal the
credential including’ a varlable authentication number (VAN), the
method comprising:

creating the VAN by coding credential information with
a secret key of the credential issuing entlty,

authenticating at least one of the flrst and second

parties by using the VAN;

=11~
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coding therinforﬁation relevant to the transaction with

first information associated with the first party to derive first

coded information; and

coding the first coded information with first

_information associated with the second party to derive second

coded information relevant to the transaction.

3

137 The method of claim_fgi further comprising:
unceoding the second coded information with second
information associated with the second party to derive third
coded information; and
uncoding the third coded information with second

information associated with the first party to derive the

»information relevant to the transaction.

37- 5 ‘

333, The method of claim 13T wherein the credential
information further includes.secret information associated with
the first party or the second party only if a predetermined
personal identification number (PIN), or password, or other
personal information or characteristic is used by the first party
or the second party to access the secret information.

52521 In a transaction system, a methed for securing
information relevant to a transaction, the trahsaction including
at least one party, wherein a credential is previously issued to
the at least one party by an entity authorized to issue a
credential, the credential including a variable authentication

number (VAN), the method comprising:

~12-

STAMO041514
- 54 --



creating the VAN by coding credential information with
a secret key of the credential issuing entity;

aﬁthenticating the at least one of the party by using
the VAN; . ' '

coding information relevant to the transaction using
information accessed from oﬁe or more data storage means to
derive first coded information; and

coding the first coded information using information
associated with the at least one party to the transactidn to
derive second coded‘information relevant ﬁo the transaction.

79 ! 37

135. The method of claim 132 further comprising:

uncoding the second coded information using information
associated with the at least one party to the transaction to
derive the first coded information; and v

uncoding the first coded information using information
associated with information accessed from the one or more data

storage means to derive the information relevant to the

transaction.

;:527 The method of claim(£§£iwﬁerein the credential
information further includes secret information associated with
the at least one party only if a predetermined personal
identification number (PIN), or password, or other personal
information or characteristic is used by the at least one party

to access the secret information.

13%. A method for coding clear information by using

information associated with at least one party, wherein a

-13-
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credential is previously issued to the at least one party by an
entity authorized to issue a credential, the credential including
‘a variable authentication number (VAN), the method comprising:
creéting the VAN by coding credential information with
a éecret_key_of the credential issuing entity;
authenticating the at least one of the party by using
the VAN; '
coding clear information with a first information group
to generate a second information group, wherein the first
“ information group is secret; and » »
coding the second information group with a third
information group to generate a fourth information group, wherein
~ the third information group is non-secret, at least the first Or iime=
third information groups being associated with the at least one
party. ‘ A
il | il |
138T The method of claim _137 wherein the first or
third information group includes a personal key, the method
further comprising:
the credential issuing entity creating the personal
key, and including the personal key in the credential
information.
=3 | 42 |
1397 The method of claim_138 further comprising:
. the credential issuing entity previously verifying that
the persoﬁal key is unused by another paity.

4 4

140~ The method of clain;;;F? further comprising:

-14-

STAMOOG4151¢€
—- 56 -



uncoaing‘the fourth information group by using a fifth
information group to derive the second information group; and

uncoding the second information group by using a sixth
information group to recover the clear.information.

#6 | . e | |

}4f. The method of claim_;37’wherein the credential
information further includes secret information associated with
the at least one party only if a predetermined personal
identification number (PIN), or password, or other personal
information or charactéristic is used byvthe at least one party
to access the secret informatioh.

46

A4z, In a multi-party transaction system, a method for

securing information relevant touaftransaction, the transaction
including a first party and a second party, wherein a credential
is previously issued to at least one of the first party and the
second party by an entity authorized to issue a credential, the .
credential including a variable authentication number (VAN) , the
method comprising:

creating the VAN by coding credential information with
a secret key of the credential issuing entity;

authenticating at least one of the first and second
parties by using the VAN; and

coding the information relevant to the transaction with
information associated with the first party to derive coded
information relevant to the transaction, wherein the information

relevant to the transaction includes information associated with

the second party.

-15-
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47

347 The method of claim/z;szherein the information
asscciated‘with the first party includes a personal key, the
method further comprising:

. the credential issuing entity creatinhg the personal
key, and including the personal key in the credential
information. ‘

_;ééi The method of claimkizgffurther comprising:

the credential issuing entity previously verifying that
the personal key is unused by another party.

49 .‘ o |
JA4S. The method of claim 142 further comprising:

uncoding the coded information relevant to the
transaction with other information associated with the first
party to recover the information relevant to the transaction.

50 4o

4%. The method of claim 142 wherein the information

‘stored in the credential further includes secret information

associated'with the‘first’party or the second party only if a
predetermined personél identification number (PIN), or password,
or other personal information or characteristic is used by the
fifst party oi the second party to access the secret informa: '« :,

riié? In a multi-party transaction system, a method for
securing information relevant to a transaction, wherein coded
information relevant to the transaction is transmitted from a
first party at a first site to a second party at a second site,
and a credential is previously issued to at least one of the

first party and the second party by an entity authorized to issue

-16-
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a credential, the credential including a variable authentication
number (VAN), the méthod comprising:

creating the VAN by coding credential information with
a secret key of the credential issuing entity;

authenticating at leést one of the first and second
parties by using the VAN;

the first party using first information associated with
a second party to code the information relevant toithe
transaction to derive the coded information relévaﬁt to the
transaction; and ‘

‘ uncoding the coded informatibn relevant to the

transaction by the second party by using secondvinformation

associated with the second party to. recover the information
relevant to the transaction. o

5> S/

1487 The method of claim 147 wherein the first or
second information associated with the second party includes a
personal key, the method further comprising:

the credential issuing entity creating the personal

key, and including the personal key in the credential

information.
53 ' RrZ ‘
1497 The method of claim 148" further comprising:
the credential issuing entity previously verifying that

the personal key is unused by another partyf

5¢ 5/ |
507 The method of claim 147 wherein the information
relevant to the transaction includes joint information used

subsequently by the first party and the second party for coding

~17-
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and‘uncoding information trénamittéd between the first and second

(;* < parties.--
REMARKS

Claims 87-98, 108 and 110-150 are pending in this
application.v Allowed claimé 87, 88, 92 and 95 were amended
solely to improve their form. Allowed claim 108 was amended to
improve its form and to more particularly point out and
distinctly élaiﬁ the invention. Allowed claims 89-91, 93-94 and
96-98 are unamended. Claims 64-66, 68-71, 73-75, 77-86, 99-107
and 109' were canceled and rewritten as new claims which more
particularly point out and distinctly claim'the»invention.
Additional claims were>added to further define the invention.

The new claims correlate to the subject matter of the

original claims as follows:

New clai riginal clai
110 64
111 o New
112 - New
113 i 65
114 66
115 ' 101
116 - 68
117 . New
118 New
119 69
120 70
121 - 71

{ 1  Contrary to the Office Action, there was no c¢laim 110 prior to the
/ current resgonse.

T -18-
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l!es! QJE 3 : : . ] ] 3

122 - 102
123 v New
124 ' 73
125 74
1126 75
127 ' 103
128 77
129 ' 78
130 104
131 79
132 : 80
133 105
134 81
135 ' . 82
136 ’ 106 B
137 _ ‘ 83
138 . New
139 . New
140 84
141 . 107
142 85
143 New
144 New
145 86
146 100
147 109
148 New
149 ' " New
150 99

35 U.S.C. § 103(a) rejection
Claims 64-66, 68-71, 73-75, 77-86, 99-107 and 109 were

rejected under 35 U.S5.C. § 103(a} as being unpatentable over

-19-
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Hellman. Withdrawal of this rejection as it pertains to amernse.l

claims 110-150 is respectfully requested for the reasons set
forth below.

Hellman

" Hellman was briefly discussed in the Response filed
January 3, 1997 (entered on January 7, 1997 by the USPTO) .
Reference is made herein to that response for a background
discussion of Hellman. The following remarks supplément the
discussion‘in the January 3 response.

Hellman discloses a method of deriving a "common" key
which is used by two parties (A and B) to encrypt and decryp:
information exchanged between the parties. The common key i
derived from information associated with both parties. Party A4
derives the common key from party A's secret key and party B's
public key. Party B derives the common key from party B's serve’
key and party A's public key. Thus, in Hellman, the common ke:
is derived from information associated with two parties.

Hellman's scheme lacks any disclosure whatsoever «f
(1) a credential or entity authorized to issue a credential,

(2) a secret key associated with a credential issuing entity, and
(3) a variable authentication number (VAN) or any equivaleht
thereto.

Assuming that the common key in-Hellman is a secret
key, the common key in Hellman is still not equivalent to the
secret key in the amended claims. As noted above, Hellman's
common key is derived from information associated with two

parties to a transaction. In contrast, Applicant's secret key is

-20-
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associated with a credential issuing entity, an entity which Ines
not even exist in Hellman's scheme.

Applicant disagrees with the Examiner's statement that
. it would have been obvious to use a credential with Hellman,
since there is no suggestion to modify Hellman to incorporate a
credential in its scheme. However, assuming, arguendo, that it
would have been obvious to use a credential with Hellman's
scheme, the credential would still not have a VAN, and the VAN
would not be created by coding the credential inférmation with a
secret key of the credential issuing entity, as set forth
claims 110-150. A

» Each of the new independent claims recite at least xhe
following elements and étepé which are nowhere disclosed o:
‘suggested by the applied references:

(1) a credential including a VAN;

(2) creating the VAN by coding credential informatsion
with a secret key of the credential issuing entity; and

A(3) authenticating a party assoéiated with a
transaction by using the VAN.

Since the appliéd references do not disclose or suggest
each and every step of the new independent claims, these claims
are believed to be pétentable over the applied references.

The new dependent claims are also patentable over the
applied references éince they incorporate all of the limitations
of their respective independent claims, aﬁa because they recite

additional patentable elements and steps.
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Proposed Drawing Amendment

A "Proposed Drawing Amendment for Approval by Examiner"

is enclosed on a separate sheet.

Conclusion

Insofar as the Examiner's rejection was fully

addressed, the instant application is in condition for allowance.

A Notice of Allowability of all pending claims is therefore

earnestly solicited.

7/a //72

Respectfully submitted,

LEON STAMBLER

C@an#%%w

(Date)

Clark A. Jabldh

Registration No. 35,039

PANITCH SCHWARZE JACOBS & NADEL, P. C.
One Commerce Square

2005 Market Street, 22nd Floor
Philadelphia, PA 19103-7086
Telephone: (215) 965-1293

Facsimile: (215) 567-2991
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1 HEREBY CERTIFY THAT THIS CORRESPONDENCE IS BEING DEPOSITED WITH THE UNITED
STATES POSTAL SERVICE AS FIRST CLASS MAIL IN AN ENVELOPE ADDRESSED TO: ASSISTANT
COMMISSIONER FOR PATENTS, WASHINGTON, D.C. 20231, ON THE DATE INDICATED BELOW.

Patent Application of : Group Art Unit: 2735
Leon Stambler H :

Appln. No.: 08/872,116 : Examiner: B. Zimmerman
Filed: June 10, 1997 H

For: METHOD FOR SECURING :

: INFORMATION RELEVANT TO A : Attorney Docket

TRANSACTION (as amended) : No. 6074-1u7

SUBMISSION OF PROPOSED DRAWING AMENDMENT
FOR APPROVAL BY EXAMINER (37 CFR 1.123)

Attached please find a copy of the original informé;

" sheets of drawings with red ink markings, showing the proposed
changes to the drawings in this application, for which the-
approvai of the Examiner is requested. Tﬂe proposed drawing
changes are as follows: |

1. Fig. 9: Change "REMOTE PIN" to --REMOTE COMPUTER--.
2. Fig. 10B: Add a label "132" to the codér block.

A detailed explanation of the corrections is provided

immediately below:

PSJN2/178352.1 -1-
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1. Correction to Fig. 9: The reference to a "Remote
PIN" should have read "Remote Computer" to be consistent with
page 17, lines i—6 of the specification.

2. vCorrection to Fig. 103; The coder should be’
labeled as block."132" to be consistent with‘page 21, lines 27-33
of the specification.

The above-identified corrections are fully supported by
the original specification and thus do not constitute new matter.

Correction is thus believed to be permitted.

Respectfully submitted,

LEON STAMBLER

7/51//7? BY: (O,Qaﬁjé/ M&N

' AzDate) Clark A. Jablon k}
Registration No. 35,039
PANITCH SCHWARZE JACOBS & NADEL, P.C.
One Commerce Square
2005 Market Street, 22nd Floor
Philadelphia, PA 19103-7086
Telephone: (215) 965-1293
Facsimile: (215) 567-2991
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PANITCH ScHwarze JAcoBs & NaDpEL, P.C.
INTELLECTUAL PROFERTY ATTORNEYS
, ONE COMMERCE SQUARE
2005 MARKET STREET, 22ND FLOOR
PHILADELPHIA, PENNSYLVANIA 19103-7086

“TELEPHORE: (ZI5) 5672020
APPLICANT: Leon Stambler -
APPLN. NO.: 08/872,116 FILED: June 10, 1997

TITLE: METHOD FOR SECURING INFORMATION RELEVANT TO A
TRANSACTION (as amended)

Attachment to "Submission of Proposed Drawing Amendment for Approval by
Examiner”

ATTORNEY DOCKET NO.: 6074-1U7

e
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PANITCH SCHWARZE JAacoss 8 NapeL, P.C.
" INTELLECTUAL PROPERTY ATTORNEYS
ONE COMMERCE SQUARE -
2005 MARKET STREET, 22ND FLOOR
PHILADELPHIA, PENNSYLVANIA 19103-7086

TELEPHONE: (215) 567-2020
PPLICANT: Leon Stambler ) _
PPLN. NO.: 08/872,116 ' FILED: June 10, 1997

(TLE: METHOD FOR SECURING INFORMATION RELEVANT TO A
RANSACTION (as amended) :

. ttachment to "Submission of Proposed Drawing Amendment for Approval by
xaminer"

TTORNEY DOCKET NO.: 6074-1U7
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THEREBY CERTIFY THAT THIS CORRESPONDENCE IS BEING DEPOSITED WITH THE UNITED STATES POSTAL |
. SERVICE AS FIRST CLASS MAIL IN AN ENVELOPE ADDRESSED TO: ASSISTANT COMMISSIONER FOR
PATENTS, WASHINGTON, D.C. 20231, ON THE DATE INDICATED BELOW.

'Y:%Mé_lzéé;gf * DATE: 7/2//?3’ :

PATENT
D STA E FFI
Patent application of : i
Leon Stambler : Group Art Unit 2735

Appln. No.:  08/872,116 : ' :
~: Examiner: B. Zimgmrman

Filed: June 10, 1997 : :
' v : Attorney Docket -
For: METHOD FOR SECURING - No. 6074-107 - &= -y
INFORMATION RELEVANT TO A ' g o n
TRANACTION (as amended)

AMENDMENT COVER SHEET

b

Transmitted hcrewitNh is a.n Amendment in the above identified application. »
[X] A verified statement to establish small entity status under 37 CFR 1.9 and 127 i
{X] already on file; oo
[] enclosed.
[1 No additional fee is required.

[1  AnInformation Disclosure Statement with one copy of each of the cited patents is also
attached.

The fee has been calculated as shown below:
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SMALL ENTITY LARGE ENTITY

TOTAL

53 O 43 0 |xn $110 | x22 $
INDEP. 12 o 12 - 0 Xa1 $ X8z |$
| 15T PRESENTATION OF MULTIPLE DEPENDENT CLAIMS | +$135 |$ 270 - |$
. {ToTaL |s110 |TOTAL |3

: [X]  The applicant(s) hereby petition(s) for any extension of time which may be required in
connection with the filing of the enclosed paper(s). (Petition and Feefor
month(s) extension is enclosed.)

X] The Assistant Commissioner is hereby authorized to charge payment of the following
fees associated with this communication or credit any overpayment to Deposit Account
No. 16-0235. One additional copy of this sheet is attached for accounting purposes.

[X]  The above calculated additional claim fees of $110.00 .

X] Any additional fees under 37 CFR 1.16 or 1.17.

(Date)

CAJ.eam
Enclosures

7
PSIN2/178421.1

Respectfully submitted,

LEON STAMBLER

__M By C/QOJL&_,%\

CLARK A.-JABLON
Registration No. 35,039
PANITCH SCHWARZE JACOBS & NADEL, P.C.
One Commerce Square
2005 Market Street - 22nd Floor
- Philadelphia, PA 19103-7086

Telephone: (215) 567-2020

Facsimile: (215) 567-2991
E-Mail: psjn@psjn.com
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* ADDRESS CHANGE TO CUSTOMER NUMBER’. LINE THROUGH THE OLD
ADDRESS ON THE FILE JACKET LABEL AND ENTER ONLY THE ‘CUSTOMER
NUMBER’ AS THE NEW ADDRESS. FILE THIS LETTER IN THE FILE JACKET

WHEN ABOVE CHANGES ARE ONLY TO FEE ADDRESS AND/OR PRACTITIONERS .
OF RECORD,,FILE LETTER IN THE FILE JACKET.

PTO-FMD
TALBOT-1/97

—~73 -

B Al SAL anan e o e - e
R PTEET e T s e var otmmie

STAMO0041533




N smeres

UNITED STATES DEPARTMENT OF COMMERCE

- : x f | Patent and Trademark Office
) ddi 3 COMMlSSlONE‘ OF PATENTS AND TRADEMARKS
$rares of Address: Washinaton, DC 20231
APPLICATION NO.. | _ FILIN NAMED INVENTOR 4 1 ATTW
100570 - LM32/0915 _
PANITCH SCHWARZE JACOBS & NADEL S SO Y N
ONE COMMERCE SQUARE : '
2005 MARKET STREET 22ND FLOOR : '
- PHILADELPHIA PA 19103 : [ arryngs ”APE;E“ZMP&J
: 09/15/98
DATE MAILED:

Please find below and/or attached an Office communication concerning this application or
proceeding.

Commissloner of Patents and Trademarks

FTQ-80C (REV. 2/85) 1-Fés Copv

4 | AOWVERRNIMENT PRINTIRG ORFICR 1@Q.WARIA
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Application No. Applicant(s)

3 . 08/872,116 v Stambler
Office Action Summary rvrpe e Group Art Unit
' Brian Zimmerman 2735 .

X} Responsive to cammunication(s) filed on Jul 23, 1998
{1 This action is FINAL. »

{1 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is closed
in accordance with the practice under £x parfe Quayfe, 1935 C.D. 11; 453 0.G. 213.

A shortened statutory period for response to this action is set to expire 3 maonth{s), or thirty days, whichever

is longer, from the maiting date of this communication. Failure to respond within the period for response witl cause the

application ta become abandoned. (35 U.S.C. § 133). Extensions of time may be obtained under the provisions of

37 CFR 1.136(a). . ) . .

Disposition of Claims ) .
X Claim(s} 87-98, 108, and 110-150 is/are pending in the application.

Of the above, claim(s) : isfare withdrawn from cansideration.
J Claim(s) ’ : isfare allowed.
X Claim(s) 87-98, 108, and 110-150 is/are rejected.
3 Claim(s} ' isfare objected to.
1 Claims : » ' - are subject to restriction or election requirement.

Application Papers
{J See the attached Notice of Draftsperson’s Patent Drawing Review, PTO-948.

_ [J The drawing(s) tiled on ) is/are abjected to by the Examiner.
% IX/The proposed drawing correction, filed on =}~ [Z.} !49 is E{a

o '] The specification is objected to by the Examiner.

[0 The oath or declaration is abjected to by the Examiner. .

pproved [ Hisapproved.

Priority under 35 U.S.C. § 119 ¢
[0 Acknowledgement is made of a claim for foreign priority under 35 U.S.C.- § 113(a)-{d).
O Al {JSome* [INone of the CERTIFIED copies of the priarity documents have been -
[ received. , ' . ‘ ‘
[J received in Application No. {Series Code/Serial Nurmber} .
{1 received in this national stage application from the International Bureau (PCT Rute 17.2(a)).

*Certified copies not received: :
[J Acknowledgement is made of a claim for domestic priority under 35 U.S.C. § 119(e).

Attachmeat(s)
[J Notice of References Cited, PTO-892
{3 Information Disclosure Statement(s}, PTO-1449, Paper Nols).
{3 Interview Summary, PT0-413
[ Notice of Draftsperson’s Patent Drawing Review, PT(0-948
{1 Notice of Informal Patent Application, PTO-152

— SEE OFFICE ACTION O THE FOLLOWING PAGES —

U, S. Pateqt and Tcademark Office {
PT0O-326 (Rev. 9-95) QOffice Action Summary Part of Paper No. _ 28

STAMO041535
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25

08/872116 v 2
2735 : '

EXAMINER'S RESPONSE
Status of Application.

1. Inresponse to the applicant's amendment received on 7/30/98. The examiner

has conside_red the new presentation of claims and applicant arguments in view of the

disclosure and the present state of the prior art. And it is the examiner's position that

claims 87-98,108,110-150 are unpatentable for the reasons set forth in this office

action:

INFORMALITIES
2. ‘The proposed drawing correction and/or the proposed substitute sheets of

drawings, filed on 7/23/98 have been appfoved.

DOUBLE PATENTING |

3. The nonstatutory double patenting rejection is based on a judicially created _
doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the
unjustified or improper timewise extension of the “right to exclude” granted by a patent -

~ and to prevent possible harassment by multiple assignees. See In re Goodman, 11

F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); /n re Longi, 759 F.2d 887, 225
USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA
1982); In re Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA 1970).and, In re Thorington,
418 F.2d 528, 163 USPQ 644 (CCPA 1969). ' '
A timely filed terminal disclaimer in compliance with 37 CFR 1.321© may be
used to overcome an actual or provisional rejection based on a nonstatutory double
patenting ground provided the conflicting application or patent is shown to be
commonly cwned with this application. See 37 CFR 1.130(b).
Effective January 1, 1994, a registered aftorney or agent of record may sign a
terminal disclaimer. A terminal disclaimer signed by the assignee must fully comply
with 37 CFR 3.73(b).

STANMO041536
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4 Claims 87-98,108,110-150 are provisionally rejected under the judicially created

doctrine of double patenting over the claims of copending Application No. 08/855561.

This is a provisional double patenting rejection since the c_:bnﬂicting claims have not yet
5 been patented.

The subject matter claimed in the instant application is fully disclosed in it:c
referenced copending application and would be covered by any patent granted on that
copending application since tﬁe referenced copending application and the instant
application are claiming mmmon subject matter.

10 Furthermore, there is no apparent reason why applicant would be prevented‘

from presenting claims corresponding to those of the instant application in the other

copending application. See In re Schneller, 397 F.2d 350, 158 USPQ 210 (CCPA
1968). See also MPEP § 804.

15 S Claims 87-98,108,1 10-150 are rejected under the judiciaily created doctrine of
double patenting over claims 1-22 of U. S. Patent No. 5267314 since the claims, if
allowed, would improperly extend the "right tb exclude" already granted in the patent

Claims 87-98,108,110-150 are rejected under the judicially created doctrine of
double patenting over claims 1-19 of U. S. Patent No. 5524073 since the claims, if

20 allowed, would improperly extend the "right to exclude" already granted in the patent.

Claims 87-98,108,110-150 are rejected under the judicially created doctrine of

STAMO041537
—77 -
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double patenting over claims 1-17 of U. S. Patent No. 5555303 since the claims, if

allowed, would improperly extend the “right to exclude" already granted in the patent.

Claims 87-98,108,110-150 are rejected under the judicially created doctrine of

double patenting over claims 1-23 of U. S. Patent No. 5646998 since the claims, if

5 allowed, would improperly extend the "right to exclude" already grantéd in the patent.
Claims 67-98,108,1 10-150 are rejected under the judicially created ... o
double patenting over claims 1-91 of U. S. Patent No. 5793302 since the claim#, if
._allowed, would improperly extend the “right to exclude" already granted in tﬁe patent.
The subject matter claimed in the instant application is fully disclosed inthe '
10 patent(s) ahd is covered by the patent(s) since the patent(s) and the appliéation are
claiming common subject m_atterA
Furthermore, there is no apparent reason why applicant was prevented from
" presenting claims corresponding to thoée of the instant application during prosecution
of the applicati’on which matured into a patent. See In re Schneller, 397 F.2d 350, 158

15 UsPQ 210 (CCPA 1968). See also MPEP § 804.

REMARKS -

Response to Arguments.
20 The following discussion is introduced in direct response {o the arguments

presentea in the instant amendment:

STAMO041538
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Applicant's arguments with respect to the claims have been considered but are

moot in view of the new ground(s) of rejection.

5 ' CONTACT INFORMATION

Any inquiry concerning this communication or earlier communications
from the examiner should be directed to Brian Zimmerman whose telephone number is
(703) 305-4796. .

Any inquiry of a general nature.or relating to the status of this application should
" 10 be directed to the Group receptionist whose telephone number is (703) 305-3900.

: mmefman
- Patent Examiner

Art Unit 2735
15

703-305-4796
‘September 11, 1998~

STAMO041539
- 79 --



. A,
I HEREBY-CERTIFY THAT CORRESP

CE IS BEING DEPOSITED WITH THE

STATES POSTAL SERVICE AS MAIL IN AN ENVELOPE ADDRESSED TO: B5!

¢

BY:

DATE : /44/4// 7

In re: Patent Application of = : Attn: Drawing Review
’ Leon Stambler s Branch
Appln. No.: 08/872,116 : Group Art Unit: 2735
Filed: June 10, 1997 : Examiner: B. Zimmerman
For: ' METHOD FOR SECURING :
INFORMATION RELEVANT TO A : Attorney Docket
TRANSACTION (as amended) : No. 6074-1U7 RECEWED
DEC 2 1 1998

TRANSMITTAL OF FORMAL DRAWINGS
PRIOR TO NOTICE OF ALLOWANCE CB"JUD 2700

Attached please find the formal drawings for this

'application‘ consisting of fifteen sheets of drawings, Figs.

1-16. The formal drawings incorporate the changes in the
"SUBMISSION OF PROPOSED DRAWING AMENDMENT ?OR APPROV@L BY
EXAMINER" mailed on Novembé: 8, 1996 (filed in the USPTO on
November 13, 1996) and the "SUBMISSION OF PROPOSED DRAWING
AMENDMENT FOR APPROVAL BY EXAMIN'ER" mailed on July 21, 1998
(filed in the USPTO on July 23, 1998), bbth of which were

previously épproved by the Examiner.

/
PSJN2/204794.1 -1-

CRT
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BY:

Respectfully submitted;

LEON STAMBLER

/2 [14/5.

?Date)

Clark A. Jabl

Registration No. 35,039

PANITCH SCHWARZE JACOBS & NADEL, P.C.

One Commerce Square _

2005 Market Street, 22nd Floor
Philadelphia, PA 19103-7086
Telephone: (215) 965-1293
Facsimile: (215) 567-2991

- 81--
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TELEPHONE: (215) 567-2020
APPLICANT: Leon Stambler
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g DATE: /v/z//’;///?&’

o

HEREBX CERTIFY THAT THIS CORRESPONDENCE IS BEING DEPOSITED WITH THE
TES POSTAL SERVICE AS FIRST CLASS MAIL IN AN ENVELOPE ADDRESSED TO:
ISSIONER FOR PATENTS, WASHINGTON, D.C. 20231, ON THE DATE INDICA'

el

In re: Patent Application of + Group Art Unit: 2735
Leon Stambler :

Appln. No.: 08/872,116 » : Examiner: B. Zimmerman
?iled: June 10, 1997 :
For: METHOD FOR SECURING :

INFORMATION RELEVANT TO A : Attorney Docket
TRANSACTION (as amended) : No. 6074-1U7 RECE‘VED

DEC 2 4 1998
Group 2700

This paper is being filed in responsé to the Office

RESPONSE

Actionbmailed September 15, 1998, and is being timely filed
within the three (3) month shortened statutory périqd set for
response therein. o

No extension of time fee is believed to be due for
filing this paper. ' However, if any extension of time fee is due,

charge the fee to Deposit Account No. 16-0235. A separate sheet

.is enclosed for payment of the statutory disclaimer fee for

presenting the terminal disclaimer.

PSJN2/204788.1 -k~

STAMO041572
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REMARKS
Claims 87-98, 108 and 110-150 are pending in this
application. All of the cléims were rejécted under double
patenting grounds over»five of'Applicant's related patents and

one related pending application.

Double patenting rejections

A terminal disclaimer is provided in response to these
'rejecpions. Accordingly, withdrawal of these rejections is

respectfully requested.
 Formal Drawings

Formal drawings were submitted directly to éhe Drawing
Review Branch concurrenﬁly with this paper. The formal drawings
incorporate the previously approved changes in the "SUBMISSION
OF PROPOSED DRAWING AMENDMENT FOR APPROVAL BY EXAMINER" mailed on
November 8, 1996 (filed in the USPTO on November 13, 1996) and
the "SUBMISSION OF PRQPOSED DRAWING AMENDMENT FOR APPROVAL BY
EXAMINER" mailed on July 21, 1998 (filed in the USPTO on July 23,
1998) .

Conclusion

Insofar as the Examiner's rejection was fully
addressed, the instant application is in condition for allowance.
A Notice of Allowability of all pending claims is therefore

earnestly solicited.

STAMO0041573
113 -



Respectfully submitted,

LEON STAMBLER

NEVIT ) S M@«M

(Date) Cclark A. Jablo

Registration No. 35,039
" PANITCH SCHWARZE JACOBS & NADEL, P.C.

One Commerce Square
2005 Market Street, 22nd Floor
Philadelphia, PA 19103-7086
Telephone: (215) 965-1293
Facsimile: (215) 567-29391

STAMO0041574
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I HEREBY CERTIFY THAT THIS CORRESPONDENCE IS BEING DEPOSITED WITH THE UNITED STATES :
POSTAL SERVICE AS FIRST CLASS MAIL IN AN ENVELOPE ADDRESSED TO: ASSISTANT COMMISSIONER <72"/ -1 f
FOR PATENTS, WASHINGTON, D.C. 20231, ON THE DATE INDICATED BELOW.

 DATE: '4f/é?9éé?

.PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
Patent Application of : Group Art Unit: 2735
Leon Stambler’ :
Appln. No.: 08/872{116 | z Examiner: B. Zimmerman
Filed: June 10, 1997 :
For: . [,
° ?ggggﬁAggﬁNsig?E{\IfggT TO A :@Attorney Docket RECEIVED
TRANSACTION ) :p No. 6074-107 DEC 2 4 1998
Group 2700

' TERMINAL DISCLAIMER TO OBVIATE A
. : -

IDENTIFICATION OF PERSON MAKING THIS DISCLAIMER

- I, Leslie L. Kasten, Jr. represent that I am a
representative authorized to sign on behalf of Leon Stambler, who

‘ is the owner of the above-identified unassigned application.
¢ 12/22/1%96 SLING: 000N10 160235  GaEIRIIG

o 2o sea- EXTENT OF DISCLAIMANT'S INTEREST

The extent of the iriterest in this invention that the

disclaimant owns is in the whole of this invention.

PSIN2/204778 .4 . -1-

STAMO041575
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DISCLAIMER

The owner of the above-identified application hereby

. disclaims, except as'providedvbelow, the terminal.part of the
statutory term of any patent granted on the present application
which would ektend beyond the expiration date of the full
statutory term defined in 35 U.S.C. § 154 to § 156 and § 173 of
U.S. Patent Nos. 5,267,314; 5,524,073; 5,555,303; 5,646,998;
5,793,302, as presently shortened by any terminal disclaimer; and
any pétent granted on U.S. Application No. 08/855,561. The owic:
of the above-identified application hereby agrees that any patent
so granted on the present appiication shall be enforceable only
for and during such period that it and U.S. Patent Nos.
5,267,314; 5,524,073; 5,555;303; 5,646,998; 5,793,302, as
presently shortened by any terminal disclaimer; and any patent
granted on U.S. Application No. 08/855,561 are commonly owned.
This agreement runs with any patent granted on the present

application and is binding upon the grantee, its successors or

assigns.

In making the above disclaimer, the owner of the above-
‘identified application does not disclaim any terminal part of any
patent granted on the present aﬁplicat;pn that would extend to
the expirétion date of the full statutory term defined in 35
U.S.C. § 154 to § 156 and<§ 173 of the prior patent, in the event
that it later: expires‘for failure to pay a maintenance fée, is
held unenforceable or is found invalid by a court of competent
jufisdiction,‘is statutorily disclaimed in whole or is terminally

disclaimed under 37'C.F.R. § 1.321, has all claims canceled by a

-2-

STAMO041576
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re-examination certificate, or is in any manner terminated prior

to the expiration of its full statutory term.

FEE STATUS AND PAYMENT
(37 CFR 1.20(d))

This application is entitled to Small Entity status. A

~verified statement was previously filed in original Application

No. 07/977,385 and such status is étill‘proper and desired.
Charge Deposit Account No. 16-0235 in the sum of ﬁggégg

Also, charge Deposit Account No. 16-0235 for any fee

deficiency.
A duplicate of this disclaimer is attached.

Respectfully submitted,

LEON STAMBLER

z?}xv/% | WZW

(Date) Leslle IL.. Kasten,

: Reglstratlon No. 28,959

PANITCH SCHWARZE JACOBS & NADEL, P.C.
One Commerce Square

2005 Market Street - 22nd Floor
Philadelphia, PA 19103-7086
Telephone: (215) 567-2020

Facsimile: (215) 567-2991

LLK:CAJ:eam

STAMO041577
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o f %“‘; UNITED STATES DEPARTMENT OF COMMERCE
‘o ’ Patent and Trademark Office
v
ares Ot

Address:  COMMISSIONER OF PATENTS AND TRADEMARKS
Washington, D.C. 20231

[ APPLCATION NO. | Funcoate ] ' FIRST NAMED INVENTOR ] ATTORNEY DOCKETNO. |

08/872,116  06/10/%7  STAMBLER L £074-1U7

[~ ooos70 : Cimirzezze 1 Lo EXAMINER il
PANITCH SCHWARZE JACOBS % NADEL ZIMMERMAN, B
ONE COMMERCE SQUARE Z2ZND FLOOR - ;
2005 MARKET STREET [ anrunt | eaper nuMBER |
PHILADELPHIA PA 19103 2735 jg;az.

DATE MAILED: 02 /26733

Please find below and/or attached an Office communication concerning this application or
proceeding.

Commissloner of Patents and Trademarks -

FTO-00C (Rev. 2/95) ‘ {- Filts Copy

.S, GPO: 1938-437-838/80022

STAMO0041578
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o %- P R
UNITED STAS.SEPARTMENT OF

L g COMMERCE 5
: &%‘ Patent and Trademark Office . . ;

NOTICE OF ALLOWANCE AND ISSUE FEE DUE

s LMl soms

FANITCH SCHWARZE JACOES & MNADEL

ONE COMMERCE RE 2PN FLODR
2005 MARKET STREET . B
PHILADELFHIA FA 19103 : . ‘ :
APPUCATIONNO. | FILNGDATE |  TOTALCLAMS EXAMINER AND GROUP ART UNIT |  oaEmae .
' : T
UE/ETZL116 . a&esla/e7 . 084 Z1MMERMAN, & FYY
Appiicant S TAMRBLER. ‘ 2H OUSE 154y berm osuh. =0

T

ThEOF - o - - ,
WVENTONE THOD: FOR SECURTHG INFORMGTION RELEVANT T 4 TRANSACT I0M

¥ .
ATTY'S DOCKET NO. - CLASSSUBCLASS | BATCHNO. | APPLNTYPE | swauenmy | FeEoue | DATE DUE

< sl Ly BRa UFILITY VES

THE APPUCATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
. E ME IS CLOSED, :

THE ISSUE FEE MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING DATE OF THIS NOTICE OR THIS v
APPLICATION SHALL BE REGARDED AS ABANDONED. S STA RY PERIOD CANNOQT BE ED, 1

HQ,W TO RESPOND TO THIS NOTICE:

1. Review the SMALL ENTITY status shown above.
If the SMALL ENTITY is shown as YES, verify your If the SMALL ENTITY is shown as NO:
current SMALL ENTITY status: , .

A. if the status is changed, pay twice the amount of th
FEE DUE Shown abve auel notfy the Patentand | A- Pay FEE DUE shown above, or
Trademark Office of the change in status, or

"B. It the status is the same, pay the FEE DUE shown : _ .
above. Bhes pay , s B. File verified statement of Small Entity Status before, or with,

“payment of 1/2 the FEE DUE shown above.

Il. Part B-lssue Fee Transmittal should be completed and returned to the Patent and Trademark Office (PTO) with your
ISSUE FEE. Even if the ISSUE FEE has already been paid by charge to deposit account, PartB Issue Fee T ransmittal
should be completed and retumed. If you are charging the ISSUE FEE to your deposit account, section “4b” of Part
B-1ssue Fes Transmittal should be completed and an extra copy of the form should be submitted.

{11 Alt communications regarding this application must give application number and batch number.

Please direct all communications prior to issuance to Box ISSUE FEE unless advised to the contrary.

i

<%PORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1960 may require ?ayment of e
mainfenznce fece. [ o patentee’s respoasibility fo encure fimely paymeat of malntetence .

fees when due.
PATENT AHD TRADEMARK OFFICE COFY-
PTOL-63 (REVY. 10-36) Approvad for use through 0843043, (055_!-06335)

STAMO0041579
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Application No. Applicant(s)

) . 08/872.116 Stambler
Notice of Allowability FoP—— Group Art Unit
- Brian Zimmerman ) 2735

All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. {f not included
herewith (or previously mailed), a Notice of Allowance and Issue Fee Due or other appropriate communication will be
mailed in due course.

[X] This communication is responsive to The terminal disclaimer filed 12/17/98

® The allowed claim(s) is/are 87-98, 108, and 110-150

] The drawings filed on are acceptable.

] Acknowledgement is made of a claim for foreign priority under 35 U.S.C. § 119(6)-(d).
3 Al {J Some* [J None of the CERTIFIED copies of the priority documents have been
[ received.
] received in Application No. (Series Code/Serial Number)} .
[ received in this national stage application from the International Bureau (PCT Rule 17.2(a}).
*Certified copies not received: __- . . ;
[ Acknowledgement is made of a claim for domestic priority under 35 U.S.C. § 119(e).

A SHORTENED STATUTORY PERIOD FOR RESPONSE to comply with the requirements noted below is set to EXPIRE
THREE MONTHS FROM THE "DATE MAILED" of this Office action. Failure to timely comply will result in
ABANDONMENT of this application. Extensions of time may be obtained under the provisions of 37 CFR 1.136(a).

[ Note the attached EXAMINER'S AMENDMENT or NOTICE OF INFORMAL APPLICATION, PTO-152, which discloses -
that the oath or declaration is deficient. A SUBSTITUTE OATH OR DECLARATION IS REQUIRED.

X] Applicant MUST‘ submit NEW FORMAL DRAWINGS

{0 because the originally filed drawings were declared by applicant to be informal.

X including changes requnred by the Notice of Draftsperson’s Patent Drawing Review, PT0-948, attached hereto or
to PaperNo. _ 4 .

[ including changes requnred by the proposed drawing correction flled on ., which has been
approved by the examiner. :

[ including changes required by the attached Examiner‘s’Amendment/Comment

. ldentifying indicia such as the application number (see 37 CFR 1.84{c)) should be written on the reverse side of the
drawings. The drawings should be filed as a separate paper with a transmzttal lettter addrassed to the Official
Draftsperson.

{7 Note the attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSﬂ’ OF BIOLOGICAL MATERIAL.

Any respense to this letter should include, in the upper right hand corner, the APPLICATION NUMBER (SERIES -
CODE/SERIAL NUMBER). i applicant has received a Notice of Allowance and Issue Fee Due, the ISSUE BATCH NUMBER
_and DATE of the NOTICE OF ALLOWANCE should also be included.
Attachment(s)

(1 Notice of References Cited, PTQ-892

] Information Disclosure Statement(s), PTO-1443, Paper No(s}.

] Notice of Draftsperson's Patent Drawing Review, PT0-948

] Notice of Informal Patent Application, PTO-152

{1 Interview Summary, PTO-413

] Examiner's Amendment/Camment

] Examiner's Commefit Regarding Requirement for Deposit of Biological Material

I

ZIRSRSERMAN

afal
{1 Examiner's Statement of Reasons for Allowance PRIMARY EXAMINER
ART UNIT 2735
U, S. Patent 2nd Trademark Office.
PTO-37 (Rev. 9-95} Notice of Allowahility Part of Paper No. 32
STAMO041580
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Washlngu)n. D.C. 20231

MALING

» mwmm:emmmmmmema Blocks 1
through 4 should be completed Al further comrespondenca including the Issue Fee
i fled to the current

Receipt, the Patent, advance orders and notification of

1ce fee’s will be

correspondence address as indicated unless comected below or directed otherwise in Block 1, by (a)
Wammmmmm«@)mmamm%mmﬁ'm -

maintenance fee notifications.

Noto: Mwﬂﬂmdmaﬁngbebwemmlybeusedbrdmnm
maiings of the Issue Fee Transmittal. This cartificats cannot be used
foranyomefacconmnyhgpwom Each additional paper, suchas an
rmslhaventsmnneeﬁxﬁmﬁsofnaihg.

mmmmmmkwﬁm“mummﬂ

000570 . LM11/0226
PANITCH SCHWARZE JACOBS & NADEL

ONE COMMERCE SQUARE 22NI» FLOOR.
2005 MARKET STREET :
PHILADELPHIA PA 19103

SN
A ARRN

Certificate of Malling
IherabyeefﬂlylhatﬂismFeeTm&Wisbemgdwosked
the Unitad States Pestal Sarvice with sufficient postage for first class

mait in an envelope addressed to the Box ssue Fee address abova on
the date indicated below. ]

cher

|

]

APPUCATION NO.

FUNGDATE |  ToTALClAMs 3 |V EXAMINER AND GROUP ART UNIT DATE MAILED
08/872,116  06/10/97 - 054 ZIMMERMAN, B 2735  02/26/99
- Appkcant  STAMBLER, 35 USC 154(b) term ext. = 0 _Days. |
LEOF - : '
.BJTICNETHUD FOR SECURING INFORMATION RELEVANT TO A TRANSACTION
S ATIVYSDOCKETNO. | CIASSSUBCLASS | BATCHNO. | apPnuTYPE | suw.t.enmvi FEE DUE J DATE DUE
2 6074-1U7 340-825.330 ‘P5‘4 UTILITY YES $605, 00 05/26/9%

7 |1 mdmmaﬁwmkubaﬂmd'&eﬁddress'(wmtsea
| Usa of PTO form(s) and QL Nt are d ‘bttnotreqmed.
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2. Forprinting.on the patent front page, list
(1) the names of up o 3 registered patent
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2 é’CLUJﬁV EC ‘ §

and the names of up 1o 2 registered patent
DWWW(NWWMMPTWSBMUM attomeys or agents. if no name [s Ested, no )
: : - name wi be printed. 3 + Man e.c.

\SSFGNEENAMEANDRESIDENGEDATATOBEPR!NTEDONIHEPATENTWNW)
_+LEASE NOTE: Unless an assignes Is identified below, massigneedahwilappearonhpmm

- ‘pedusion of ignee data is only appropiate when an assignmert has been previously submitted to
° ‘PTG wrm being submitted under separals cover. Completion of this form is NOT a subsititue for
‘.gan

‘ WNAMEOFAS&GNEE

A&Mhﬂowhgteesmemﬁomd(nmdnd(payauehm
of Patents and Trademarks):

[ issue Fee
Dmomc #dCoples

(B)RES(DEVCE.(C(TY&STA'I'EOHCO(NTRY)

mmmwwwmmmmwwmmm
O incividuet [ comoration or ether privata group entity [ government
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Trademark Office.

Eurdan Houwr Statement: This form is estirhated to teke 0.2 hours to complete. Time wilt vary
depending on the needs of the individual case. Any comumiends oa thé amount of ime required
- to completa this form should be seat to the Chie! information Officar, Patent and Trademartc
Qffice, Washington, D.C. 20231, DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND FEES AND THIS FORM TO: Box Issue Fes, Assistant Commissioner for
Patents, Weshington D.C. 20231 /
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Patent and Trademark Office

PATENTS AND TRADEMARKS
Washington, D.C. 20231

UNITED SfAT{-’.S DEPARTMENT OF COMMERCE

ASSISTANT SECRETARY AND COMMISSIONER OF

SERIAL NUMBER

FILING DATR

| arromMeY pockET wo.

08/872116

06/10/97

6074-1u7

EXAMINER

BRIAN ZIMMERMAN

ART UNIT PAPER NUMEBER

2735

33

DATE MAILED:

Please find below a communication from the Examiner in charge of this application.

Commissioner of Patents and Trai.«, -%-

The Suplemérital Declaration filed 4/1/99 has been received and

. 'entered.

PTOL~90 {REV. 6/84)

PRIMARY BXAMINER
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COMMISSIQNER FOR PATENTS, WASHINGTON, DC 20231, ON THE DATE INDICATED B

BOX ISSUE F@
PATE

~ DATE:

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
Inre: " Patent Application of ‘ : Office of Publications
' Leon Stambler :

. Batch No.: P54
Appln. No.:  08/872,116

- Allowed: February 26, 1999

Filed: ~  June 10,1997 Do REGENFP
- For: ' METHOD FOR SECURING INFORMATION : Auomsy Docket MAR 3 (U
RELEVANT TO A TRANSACTION : No. 6074-1U7
Publishing ec‘ \: e (27
TRANSMITTAL LETTER CorreslAllow

Although it is Applicant's opilﬁéﬂ that the claims filed by way of amendment "re
substantially embraced in the statement of invention or in the claims originally filed, Applicant
'here\mth file(s) a Supplemental Declaration for precautionary purposes under 37 CFR 1.67.

Respectfully subrmtted,
LEON STAMBLER
3/ 30 / 79 sy CW%C#&Y\-
@atd) CLARK A.JABIQN -

* Registration No. 35,039
PANITCH SCHWARZE JACOBS & NADEL P.C.
~ One Commerce Square
2005 Market Street - 22nd Floor
Philadelphia, PA '19103-7086
Telephone: (215) 965-1293
Facsimile: (215) 567-2991
' E-Mail: psin@psjn.com
CAJ/sm .
Enclosure

PSIN2222757.1

STAMO041583
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Attormey Dockét No._6074-1U7

SUPPLEMENTAL DECLARATION
(Related Application) |

As a below named inventor, I hereby declare that:

My residence, post office address and citi;enship are as stated below next to :_ny
name,

I belie;‘re I am the original, first and sole invéntor (if only one name is listed
below) or an oﬁgmaL first and joint inv_eﬁtor (if plural names are listed below) of the subject
matter which is claimed, as aménded by any and all amendménts ¢ntered during the prosecuﬁon
of the patent application identified herein, and for which a patent is sought on the inventiow
‘ ‘entitle& Method For Securing Information Relevant To A Transaction the specification of
which was filed on June 10, 1997 as Application No. 08/872,116.

I hereby state that I have reviewed and understand the contents of the

) above-ic{entiﬁed specification, including the claims, as amended by ény'and all amendments =
- entered during the prosecution of. the application identified herein and during the prosecution of
| the related patent appiiéaﬁons identified beléw.

I acknowledge the duty to disclose information which is material to paientability

in accordance with Title 37, Code of Federal Regulations, Section 1.56.

STANOO41584
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I hereby claim the benefit under Title 35, United States Code, Section 120 of any
. United States application(s) listed below and, insofar as the subject matter of each of the claims
of this application is not disclosed in the priér United States application(s) in the manner
provided by the first paragraph of Title 35, United States Code, Section 112, 1 acknoﬁledge the
duty to disclose information material to patentability as defined in Title 37, Code of Federal
Regulations, Section 1.56 which occurred between the ﬁlmg date of the prior application and the

national or PCT international filing date of this application:

08/446.369 May 22, 1995 _Abandoned
(Application No.) ‘ (Filing Date) (Status-patented,
. pending, abandoned)
08/122.071 . Séntembex 14, 1993 Patented
(Application No.) (Filing Date) - (Status-patented,
: pending, abandoned)
07/977.385 - . November 17, 1992 Patented
(Application No.) (Filing Date) (Status-patented,
. , ' ‘ pending, abandoned)

I’hereby‘ declare that all statc_ments’made.hcr.ein of my own l&lo_wledge are true

and that all statements made on information and belief are believed to be true; and further that
these statemetﬁs. were made with the knowledge that willful false statements and the like so made
are pﬁnishable by fine or imprisomhent, or both, under Section 1001 of Title 18 of the United

, States Code and that sﬁch willful false statcments‘ may jeopardize the validity of the application

or any patent issues thereon.

STANO041585
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Full name of sole or

first inventor, _ Leon Stmb_l_e; |
Inventor's Signature C/,él)/} /A&Z‘/ﬂ&*-/
Date, _63 /;15-:/ 79
Residence___________Parkland, Florida
Ciﬁzenship ____ United States of America
Post Office.
Address 7803 Boulder Lane

Parkland. Florida 33067

PSIN2/218943.1 . 3

STAMO0041586
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UNITED STAY. ;DEPARTMENT OF COMMERCE
_ Patent and Trademark Office :

Yy f Address:  COMMISSIONER OF PATENTS AND TRADEMARKS
Washington, D.C. 20231 - -

[ apPucamonno. | FunGDaTE | FIRST NAMED INVENTOR ‘ [ arromney bockeTno. |
0E/672,116  U6/10/97  STAMBLER T A074-107

qUuS7a LM11/0512 - L EXAMINER 1
PANITCH SCHWARZE JACOBS & NADEL ZIMMERMAN, B

ONE COMMERCE S@UARE Z2ND FLOOR ' S
‘2005 MARKET STREET : _ [ amtuwm | paren numser |
PHILALELPHIA FA 19103 2735 2 A/

DATE MAILED:US / 12/39

Please find below and/or attached an Office communication concerning this application or
proceeding. - o

Commissioner of Patents and Trademarks

PTO-60C (Rev. 2198} - Fite Cog,

STAMO041587
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ITHEREBY CERTIFY THAT THIS CORRESPONDENCQ éING DEPOSITED WITH THE UNITED STATES
POSTAL SERVICE AS FIRST CLASS MAIL IN AN ENVELOPE ADDRESSED TO: ASSISTANT COMMIS&[ONL:R

FOR PATENS, WASHINGTON, D.C. 20231, ON THE DATE INDICATED BELOW.
BY: a@?ta—ud DATE: Oy;f”vd— ‘ /;{; /999

PATENT
BOX ISSUE FEE
THE UNITED STATES PATENT AND TRADEMARK OFFIC
- Inre: Patent Application of ‘ : ATTN: | OFFICIAL DRAFTSPERSON

Leon Stambler

Appln. No.:  08/872,116

. Allowed: February 26, 1999 RECEIVED

Filed: June 10, 1997 A
:Batch No. P54 APR ¢ 5 99g
For: METHOD FOR SECURING T Publi i, ryny
INFORMATION RELEVANT TO A : Attorney Docket » CO"ES/A((’ wed F.!és ©7)
TRANSACTION : No. 6074-1U07 '
COMMUNICATION REGARDING FORMAL DRAWINGS

No formal drawings are believed to be due for the above-identified patent ‘
application. ' The Notice of Allowability stating that formal drawings are required is believed to
be in error, as explained below. ‘

On December 14, 1998, a "Transmlttal of Pormal Drawings Prior to Notice of
Allowance" along with 15 sheets of formal drawings (copies attached herewith), was mailed
under separate cover addressed to the "Drawing Review Branch" of the USPTO. The postcard
mailed with the above-mentioned Transmittal was retumed date-stamped for receipt by the
USPTO "DEC 16 1998". A copy of the date-stamped postcaxd is enclosed.

In the Response mailed on December 14, 1998 (filed in the USPTO on December
17, 1999), it was requested that the Examiner indicate whether the formal drawings are
acceptable. Unfortunately, the Examiner did not indicate on the Notice of Allowability whether

the formal drawings were received or were found acceptable. Phone calls made to the Drafiing

’

PSIN2/224988.1 ‘1'

STAMO0041588
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formal drawings be reviewed and approved if the original set of previously filed formal drawings

CAJled

Branch have been unsuccessful in determining whether the formal drawings were reviewed

and/or appfoved. Accordingly, it is requested that the enclosed copy of the previously filed

have not been reviewed and approved. -
Applicant's imdersigned attorney believes these formal drawings place this
application is in condition for pubhcatmn of the Letters Patent. ’
Please telephone Applicant's undersigned attorney if additional mformatlon or

materials are needed to resolve any of the outstandmg issues.

Respectfully submitted,
LEON STAMBLER
#// 3/ ? 7 BY: (b ,QAJIJE,QFM@-’@&N
ate) , Clark A. Jablon

Registration No. 35,039

PANITCH SCHWARZE JACOBS & NADEL, P.C.
One Commerce Square .

2005 Market Street, 22nd Floor

Philadelphia, PA 19103-7086

Telephone: (215) 965-1293

Facsimile: (215) 5672991 -

PSIN2/224988.1 -2~
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(ITORNEY DOCKET # (20 74/=/{) 7TODAY'S MAUNG DATE _/2/4 4/ 728
WS Recropeicance 02/ 272 114 :
"TRADEMARK APPLICATION COVER SHEET/LETTER/ORDER.
—______Specimens AMENDMENT/REQ. RECONS
RENEWAL/AFF 68/AFF 8 3 ASSIGN/CHG NAME/MERGER/SEC. INT.
PAT APP (NEW/DWV, VER STMT/SMALL ENTITY
o Dec & Power/f A NOTICE OF APPEAL/BRIEF COPIES
— Pages Specffica C\FINAL FEE . »
_ Prafiminary mend
i Claims
T SheetsD
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SECURE TRANSACTION SYSTEM AND METHOD

FIELD OF THE INVENTION ‘
The present invention relates generally to secure

3 267,314
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transaction systems and, more particularly, concerns a -

method and apparatus for authenticating documents,
records and objects as well as the individuals who are
involved with them or responsible for them. -

BACKGROUND OF THE INVENTION
There sre many times in our daily lives when the

2.

this typa In ncoordanoe with an a'nbodunent of thc S

present invention, when a transaction,” document- of
thing needs to. be authenticated, information associated
with at least one of the parties involved (e.g., an origina-
tor and/or a recipient) is coded to produce a joint code.
This joint code is then utilized to code information
relevant to the transaction, document or record, in
order ‘to produce a variable authentication number

* (VAN) or code at the initiation of the transaction. This

VAN is thereafter associated with the transaction and is

“recorded on the document or-thing, along. with the
. ongmal information that was coded. Duiing subsequent

- stagés of the transaction, only parties capable of recon-

need arises for highly secire transactions. For example, -

instrumeats of commerce, such as checks, stock certifi- 1

cates, and bonds are subject to theft dnd forgery. From

the time & docurnent is issued, the information contained -

on it, or the. name of the rcc:pncnt could be changed .
Similarly, passports, pay checks, motor vehicle registra-

tions, dlplomas, food stamps, wager reccipts, medical
prescriptions, or birth: certificates and other official
documents are subject to forgery, fraudulent modifica-
tion or use by an unintended recipient. Asa result, spe-
cial forms, official stamps and seals, and special authen-
tication procedures have been utilized to assure -the
authenticity -of such documents.. Medical, legal and
personnel records; and all types of information in stor-
age media are also subject to unauthorized access. Pass-

words and coding of such records have been used to-

thwart unauthorized access. However, there have al-
ways been i mgemous individuals who have somehow

managed to cu‘cumvcnt or evade alt such systems of .

security. .

With the mtroduction of computers and computer
communications into business transactions and docu-
ment procmng, a certain degree of security was

gained, in that it is now possible to verify documents.

and transactions much more quickly, thereby avondmg
many frauds which previously went unnoticed until it
wias too late. However, with the elimination of the
human factor, verification of the identify of parties also

_became more difficult. A pressing need still exists for

business transaction, document processing and record
access systems. which can assure the identity of the
parties and the accuracy of the information involved in
the transaction. As used heretn, the term “record access
systems"” mcluda systems: which access media which
contains data, messages, text, FAX, audio, video, draw-.
ings, images, photo, electroric' and physical mail, safe
boxs,andtheliks.Asnsedhuﬂnthetum“bm&

_ transaction system™ will be intended as a generic term

todacribelllmhumcuon,documcntpmcmmg

and record access systems, including ones not related to-
~busmasusc.suchnspmpouauthentmuon systems.
- The security ‘problems describcd above have been

handled with some degree of success in syslems involv-
ing a single party transaction where the party is present.
For example, during the use of an automatic teller ma-
chine, the customer is the sole party involved and is
present in person. However, until the present invention,
it has mot been possible to verify. the identity end to
secure the interests of alf parties to mulu—nmy transac-
tions and, m perticulzr, ehoeat parwss tos transcctron

SUMMARY OF TBE INVENTION .
Briefly, the present invention i directed to 2 transac-

‘tion, document processing, of record éccess system

which avoids the shortcomings of known systems of

20
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structing the joint code will be sble to uncode the VAN -

properly in order to re-derive the information. Thus,
the jomt code serves to authenticate the partiés, and the
comparison of the re-derived information “against  the

information recorded on the document serves (o au- -
thenticate the accuracy of that information. Alterna- o

tively, the information could be authenticated by regen-
eratmg 2 VAN from the recorded information and com-
paring the regenerated VAN with the recorded VAN.
In accordance: with an. embodimeént of the present
invention, at the time of enrolling as a user of the sys-
tem, each user selects 2’ personal identification number
(PIN), which 'is 'sécret, does not exist in an uncoded
form, and cannot bé recovered from other information
anywhere in the system. During or after cm'ollmcnt, a
non-secret identification code and a secret code are also
stored in a user’s file at the user associated computer
facmty ‘When a user participates in a transaction, the

~ user is required to utilize his or her PIN, which after

being coded is used to derive a ¢oded arbitrary number.
Subsequenﬂy, this arbitrary code ‘is compared to an-

other such code which is generated from a reconstituted .

‘version of the coded PIN, in order to-sutheriticate the

uger's identity. One of theembodmm(s creates a com-
" puter file with a secret address to ‘authenticate a user's:

identity, and to secure sensitive records. The address is

. -preferably not stored anywhere in the system, but is

45

generated when needed from information. supphed by
the user. In some embodiments of the present invention,

when a joint code is crented as described above, one

participating user. (eg. the ongmator) must provide his
or her PIN, The other party's non-sécret identification

'oodeandthePlNareuﬁhzedmcteomgﬂtepmtcode:

" Inother embodiments, the )omt code is created fmm the

50’

0

coded PIN’s of the panmpants
BRIEF DESCR!PTION OF THE DRAWINGS
’l‘heforcgomgbﬁefdmnpuon ‘a8 well as further

lowing detailed description of the presently” prefcrred

'ob;ects, features, and advantages of the present igven-
- tion will be understood more completely from the fol-

but nonetheless illustrative, embodiments of the inven--
tion, with reference bemg lud !o the u:companymg

drawings, in which: -

FIGS. 1-5 illustrate the symbols utilized in the pres-

ent applxmuon to .represent -conventional | building
blocks used to form the !nvcuticm. thiese building blocks
bemg respectively, & eoder. an nncoéer, 2 Im!rer. a
mixer, and a sorfer; -

FIGS. 6-8 zre functional h[ock dlagmmsﬁiustmung 2
check transaction system in, accordance with a_first
embodirnent of e presert invention, with FIG. 6 ilfik-
tratmg user enroliment, FIG. 7 Hlustrating how an orig-
inator generates acheck, aad FIGS.8A and 8B xﬂustmt-

- 207 -
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inig the authentication proccm when the check is pres-
ented (o be cashed; -
FIGS. 9-12 are functional block dugrnms lllustrmng
a credential issuing and authentication system in accor-
dance with a sécond embodiment of the present inven-

tion, with FIG. 9 illustrating the enrollment of an offi- .

cial, FIG. 10 illustutmg the enrollment of a user, FIG.
11 illustrating the issuance of the credential, and FIG.

12 illustrating the authentication of an issued credential;

‘FIGS. 13A-13E, when arranged as illustrated in
FIG. W, collectively represent a functional block dia-
gram of a check transaction system similar to that of
FIGS. 6-8, but including the basic processing necessary
to clear and pay & check electronicaily;

FIGS.. 18A-15C are- functional block diagrams of a
credential issuing and authentication system accordmg

10

to an altennle embodiment of the prescnt mvenlxotr )

© and

FIG. 16 is a functional block diagram of a system for -

_ authenticating a party and for authorizing access to a

secret file -associated with the party according to an
alternate embodimént of the present inveation.

DETAILED DESCRIPTION OF THE
) PREFERRED EMBODIMENTS

FIGS. 1-8 illustrate the functional butldmg blocks
utilized in the preferred embodiments, All of these com-
ponents are conventional building blocks for computer
or communication systems. Moreover, those skilled in
the art will appreciate that the blocks can be realized as
hardware components, or they can be realized as func-
tional blocks in an overall computer program.

The coder illustrated in FIG. 1 and the uncoder illus-
tratéd in FIG. 2 may be any form of such device utiliz-
ing a known algorithm, such as the Data Encryption
Standard (DES) A coder, as ﬂlnstrated inFIG.1, hasat
least one data input, at which it réceives clear data. It
also has one or more additional inputs for receiving
keys K, K3, which are utilized to code the clear data
int6 a form in which it could not be casily recoguized or
uncoded without the use of the keys. A variable which
isnscdls:iejmaybcpadded to obtain the desired
security. An uncoder-(FIG. 2) reverses the process of .
the coder. Basically, it receives the coded data and"
uhhzﬁthcstme keys to reconstruct the clear data.

20

28

30

4

usef ensolls at his or her bank; or at ancther convenient

‘Jocation, such as a place of émployment, in the prmnoet

of an officer, who appropriately verifies the nser's iden-
tity and obtains the typical information from him, in-
cluding his taxpayer identification number (TIN) and
telephone number. An account is then opencd for the
user and 2 file is created for him or her in the bank’s

.computer, and the bank assigns a person account num--
ber (PAN) to the user’s account. If 2 bank card is issued -
to the user, it usually contains the PAN and a bank -

identification number (BIN).

While operating a terminal, d:enscns reqmsted to
select & personal- identification number (PIN) and to

enter that PIN into the terminal. The user complies and

such entry occurs at block 10.of FIG. 6 with the typical. .
transaction information, mciudmg the .user’s TIN or |

PAN; being entered at block 11, The PIN is npphed—
. .where it is pro-’

directly to an irreversitile coder 12

cessed to produce a coded PIN (CPN) Coder 12 may. . -

be any type of conventional coding device which can
process the PIN so that the codirig is irreversible Ge.,
the PIN cannot be. récovered from thie CPN). At the
same time, a random number generator 14 produoes 2
random number (RN), which:is applied to a mixer 16

slong with the CPN. Alternately, the user may be pei- '

mitted to select an arbitrary number for RN.

The signal produced by mixer 16 is then transmmcd-

to the bank’s computer, where it is applied to a sorter
18. It is assumed that this transmission preferably occurs
over a secure line, such as one protected by & tandem

" coder and uncoder which can utilize & joint terminal-

35

40

bank kcy The sorter recovers the original CPN and
RN, saving RN in the user’s file at block 22. It should be

noted that in saving RN the user’s file is accessed by -
using his TIN as an index. The received CPN is lpphcd :

s the data input to & coder 20; which receives RN asiits
key mpul. producing a mvisable owner code (ROC)

“which is saved in the user’s file in the same manier as.
“RN. Virious additional informstion is saved- in the

user’s file, such as his personal account number (PAN),
name, phone number -(PHN), account balance, and

" other relevant information. The user’s TIN, PAN or
PHN can be used as an index to access the user’s file. .

45

A linker (FIG. 3) receives a plurality of data inputs .

md concatenates them into s longer code word (Dj,

Dy. . .Dn). Similarly, 2 mixer (FIG: 4) receives a plunl '

ity of dat inputs (Dj, and D; throtigh D) and mixes

their digits or binary bits. A sample example of a mixer |

mnldbeneonvmﬁoud!mdwkionnulbplcw

which is used to interieave plural data inputs. However,
_ in many applications, it will be preferabie to utilize &

nore;ophlsucatedmmcr.suchlsonetlmutilmtrhh

. metic and Jogical combinations of digits or bits. A sorter

(FIG. S) reverses the process of a linker or a mixer, that
s, it receives a concatensted or mixed ¢ode word aad
tepmduca the original component words. A time divi-
sion de-multipiexer could serve s 2 sorter for a mixed
gml originally generated by a multiplexer. .
"FIGS. 6, 7, 8A ead 8B constitute & ﬁmcmhz bmck
dizgram illustrating the preserit invention it ‘a check
tregesction system. The system ﬂrustmtc:! in FIGE. G, 7,
8A and 8B zre well suited for use in genersting and

processing employee paychecks, for example. The sys- ¢

tem imvolves three phases of operation: In the first
phase, illustrated in FIG. 6, a user of the system must
enroll in order to be récognized by the system. Each

50

35

CPN represents coded authentication information since
itis a coded form of the PIN, and since it is sed in other.
‘parts of the system.to authenticate the user and the
“transaction. The system prefenb!y maintsing RN ss a
secret iumber (slthough in the present embodiment the .
userﬁle:snotsectetnneenkaocssedusmganom.
secrctmdex)deOCumxmumedasnnon—secrct

gumber. As expkmed in detail below. CPN k d:nvnble
from ROC and RN. - -

FIG. 7 illustrates how thc ongmxtor genentzs -

check & in accordance with the present invention. This

process preferably takes place at the ongmator s termi- -
-nal or computer. It is assumed that the originator would
be generating & clieck in the usual manner. and would’

include on it all of the mt'ormauon usually found on a
check, as well as the information normafly recorded or
imprinted on chcck forms, such es the recipient’s name
end TEM (RTIND, end the arfginatar’s personal secount

" number snd bank identification number. Preferably, the

_ terminz! imcludes 2 check: feader and printer which cen

read necessary information from the originator’s chieck

could zlso be done manuelly by the O”‘L_Q.n_g{of The

originator and the recipient can be the same person, for

example, where a person is cashing a personal check

~- 208 --
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“form end print information on the form, slthough this .
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§
otiginated by the person. In the case of multi-party
checks,thecheckxsongmxted by a present party Ge.,
the originator) in favor of an absent party (recipient),
The originator enters his or her PIN at a terminal or

computer, Through irreversible coder 10, the origina- s
tor’s PIN is converted to a coded PIN (CPNO), which

- is applied as the key input to coder 28. The data input to
coder 28 is the recipient’s TIN (RTIN), which has been

_ read from the check, or accéssed from the computer
memory, or eatered by the originator. The data output
of coder 28 is a joint key (JK), which is applled as the
key i input fo & coder 30. Generally, the JK is generated
using information associated with at least one of the
pamsmvolved in the msactxon('mthxsmse, the -

_ originator and recipient). As will be shown mare fully

. below, the joint key (or code) is used fo.protect and

_ authenticate the originator and recipient. The data input

* to the coder 30 is the information (INFO) to be authen- -

—

0

" ticated (that is, information relevant to the transacuon.

' such as check number, amouit, etc.).

The data output of the coder 30 isa variable authenn-
cation number (VAN), which codes the information to
be authenticated, based upon information related to the -
recipient and information related to the originator. Note
that the VAN is alternatively generated directly from 25
INFO and information associated with at least one of
the parties, without the intermediate step of generating

" the JK. The VAN and at least a portion of the informa-
tion relevant to the transaction are written or imprinted
upon the check 32, thereby becoming a permanent part
of it: Alternately, the check may represent an electronic
transfer of funds or some other type of electronic trans-
action. In this case, the VAN and at least 2 portion of
the information relevant to the transaction are included
with the electrical signals associated thh the electromc :
transaction.

Itis contemplated that in creatmg the VAN, all infor-
mation. would not mecessarily be coded in the same
manner. For exarple, the amount of the check might be
considered important enough'so as.to be recoverable
completely, and it would be coded into the VAN in a
manner that would permit complete recovery. Other

.information, such as the date and check control number

might be considered less important and would be coded
into the VAN ins_uch 2 manner as to permit detection of
changes (c.g., ertor detection coding), but without com-

‘plete recovery. of the original information. .

. As noted sbove, other predetermined information

which is known jointly by the originator and recipient,
undwhichdnesnouppearonthccheck,malsobe 50
used to desive the VAN, For example, when a check is .
drawn to mudtiple recipients, e.g., husband and wife,
each recipient’s TIN (which does not appear on the '

. check) may be used o derive the joirit code and VAN,
This makes it more difficult to fraudulently generate the 55

. “VAN sitice the predeterminéd information not appear- -

ing on the check would not be generally known.

FIGS. 8A and 8B illustrate the authentication ptoem
et a termiinal .when the recipiént presents the origina- -
tor's check to be cashed. The terminal communicates 60

49

45
Cent hnsfaﬂedandmsprsnmedthnrectpxennsnotlhc,

6

- required by the tcrmmal to iniiate the tmmactmn An

irreversible coder 42 processes the. PIN to produce the
coded PIN, CPNR, which is applied as the key.input to
a coder 4. A tandom number generator produces a

_random number (i.c., an arbitrary number) RNX which

is applied as the data input to-coder 44. Coder 44 thea
produces a coded random number (i.e., a coded arbi--

" trary number); CRNX, which is applied to mixer 48

along with RNX. The outpit of the mixér is, therefore,
a signal which contains CRNX and RNX in a converted .

- form, so that neither number nor CPNR may readily be

discerned from the signal. CRNX. represents coded

" authentication information because it is a coded repre-

sentation of CPNR, and because it is used by the system.
mauthmatetherectplentandthemnsaction
The mixer signal, along with the information entered

' inblock 41 and the information read from the check.are.

mnsmittedtotbeeompumuthempmt’sbankﬁe, .
remote bank CPU) aver preferably an unsecured ling - -
(thcnseofmnmecuredlmcnspossiblebecauscCRNX :
and RNX,nocCPNR.mtransmmed from the mixer 48 .
to the sorter 62). The system first authenticates the
identify of the check holder at’ the recszcnt's bank.
Next, the information on the check, as well as the origi-.
nator and rempzent, are authenueated at the ongumor s
bank.

At the' rccxpwnl's bank, the output of mixer 48 is’
received in a sorter 62, which separates CRNX and .
RNX, with CRNX being applied to a comparison block
64 and RNX being applied as the data input fo.a coder

-66. Based upon the recipient’s TIN, RTIN, his bank’s

computer is able to access his file at block 68 and to.
extract his ROC (a non-secret number) and RN (a secret
number), ROCR and RNR therefrom. ROCR and RNR

" are applied s the data and key inputs, respectively, to

an uncoder 70, which generatés the recipient’s CPN,
CPNR, which is applied as the key input to codér 66. -

. Coder 66, therefore, reproduces the recipient’s coded

random number, CRNX (in the same manner as coder:
44), which is applied as the second input to comparison

. block 64. It should be appreciated that the CPNR out-

put of uncoder 70 is the true CPNR derived from the’

_ bank’s records. Accordingly, the CRNX produced by

coder 66 is the true CRNX. Therefote, should the com-
parisan at block 64 fail, the authentication of the recipi-

party présenting the check. The transaction is therefore -

aborted. On the other hand, lfthe recipient’s’ 1dcndty |s;
authenticated, the trangaction can proceed, The recipi- -
ent’s bank theu communicates. with the originator’s
barik, oonveymg 4l the information :baut the transac-

tion and requestmg suthorization to pay (block 7).

As shown in FIG. 8B, at the originator’s bank, usmg
OTIN (ot the driginator’s PAN) as an index, the origi-
nator’s ROCO and random number;” RNO, are ex-
tracted from the originator's file at block 50. ROCQ is
" applied as the data mpm to an uncoder 52, and RNO is
applied as the key input to uncoder 52. Uncoder 52
therefore reverses the opcmtmn performed by coder 20
(FIG 6). when- the originator enrolled, producing the

vin 2 network of the banks involved in the trancaction.
Prefersbly, the terminal includes a device which cen
read information directly from the check 22. Alter-
nately, the terminal operator can manually key informa-
tion into the terminal, based wpon information appear-
ing on the face of the check 32, At block 48, the recipi-
eat inserts his or her PIN, and at block 41, identifies his
bank and enters his TIN (RTIN) znd el information

- 209 --

) origigator’s CPN, CPNQ. CPNO is then applied gs the
* key input to a coder 5§, which reccives thc rectﬁ:cm’

TIN, RTIN, &s the datz input.s

- In sccordance with the embodiment just ctcscn‘bea it
is comemplated that security considerations may war-
rant rcwsmg the ROC from time to timie indepéndent of
any transaction. Toward this end, CPN could Be recon-
stituted from the cirrént ROC 2nd RN es in block §2.
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1
Nex(.anewRNxsusedthhCPNtogemteucmcd
ROC,mdungnseofnood«mtheumemmneras
coder 20 of FIG. 6. The user’s new RN and ROC are
stored and accessed, and CPN need only be reproduced
at the bank where the user maintains an sccount.

" In the same manner as coder 28 of FIG. 7, coder §6
therefore produces the joint key JK. JK is applied as the
key input to an uncoder 58, which receives the VAN.
from check 32 as its dsta input. Uncoder 58 therefore
reverses the coding operation performed by coder 30 of
FIG. 7. If the information ‘on the check has been un-
modified, the coder 58 should therefore reproduce the
information INFO from the check which was scmght to
be authenticated. In block 60, a comparison is made
between the output of uncoder 58 and the information
appearing on the check. Failure of this comparison is an
indication that the check may have been modified after

being fssued, and the originator’s bank notifies the recip- .

_ient’s bank that the check will not be honored. Alterna-
* tively, the joint key JK from the coder 56 can be used to

code the information (INFO) from the check to gener--

ate-a new VAN, which can then be eompa:ed with the

- VAN from the check to authenticate the check.
Should the comparison be favorable, this is an indica-
tion that the check is authentic and unm_odiﬁed, and the
originator’s. bank accesses the ongmatot s account
(block 61) to determine if the account is in order and has

sufficient funds or credit to pay thé check. The date of .

tlu: check is determined to be accepublc If the check
control number does not appear in the originator's file
as a previously cashed check, then the current check
"control number is saved to prevent fraudulent check
reuse. The originator’s bank generates a redeemed or
redemption VAN (RVAN) in coder 54, using its. bank
key and the original VAN. RVAN is saved in the origi-
nator’s filé (block $5) and is recorded on the check

(block 87). The originator’s account is then debited. The -

originator's bank then authorizes the recipient’s bank to

5,267,314

trieved from the user’s file, wzth thc TlN (or PAN) :

serving as a file index.
As noted above, in FIG. SAltlsposiblctouscm
unsecnrcd link between the mixer 48 and the sorter 62

5 because CRNX and RNX, not CPNR, are transmitted

from the mixer 48 to the sorter 62. However, & security

problem still exists in using an. unsecured line between

the mixer 48 and the sorter 62 because the signal cin be

- recorded and then played back later to attempt to fraud-
10 ulently authenticate a fraudulent transaction. In an al-

ternate embodiment of the present invention, sn anti-
duphccnon variable :mhmﬂcnuon number (ADVAN)

is generated at the recipient’s términal by coding at least -
nlrmsmlssnondttcmdnmewnhtheCPNRhyaoodcr -
15 (not shown). The- ADVAN is then mixed with the

CRNthdtheRNbethemxer“md sent to'the
moﬁebkaPUoverthennsecumdhne!othesoner
62. Atthe remote bank CPU, the CPNR which is gerier-

ated by the uncoder 70 is used to uncode the ADVAN . . - -
20 tomgenmtethemmmmdatemdnmefl‘hengun! S
received over the unsecured line is. then authenticated

by comparing the reégenerated transmission ‘date and

time to 4 reception date and time (that is, the date and

time at which the signal was received at the remote

25 bank CPU). Inth:smnnet,thcrecxplemmd tnnsa&
" tion are further authenticated.

According to another cmbodxmcnt of the: praent
invention, RNX is generated at both the recipient termi-

nal and the rémote bank CPU, To generate the RNX at -

30 the remote bank CPU, a random number generator i~ -
located at the remote bank CPU, wheteir the random .
number generator at the remote bank CPU s similsr'to -

and synchronized with the random number generator
46 located at the recipient’s terminal. Instead of frans-

35 ferring the RNX and the CRNX, only the CRNX is

transferred over the unsecured line from the recipient's

terminal to the remote bank CPU. At the remate bank -

CPU, the CPNR gencrited by the uncoder 70'is coded
by the coder 66 with the RNX gencrated it the remote

pay the check. On the other hand, if originator's bank 40 bank CPU to generate. the CRNX. The gencmed

finds any irregularity in the check or in the originator’s
leeount, it will notify the tectpient's bank thxt the check
is dishanored.

- The RVAN (and other RVAN’: from other tnnsac
tions) can be accessed from originators, files by banks
and other financial institutions involved with processing

eheckslodetcmne!hcs(xluso[chccks.'l‘hus,bycre-'

ating and storing the RVANS in the. ongmltors ﬁla
_ fraudulerit reuse of checks js avoided. )

At block 72 (FIG. 8A), the recipient’s bank receives
the originator’s banks instructions. It will then notify
therec:pnentxﬂhechwkhsbemdisbonored If the
check has been honored, the recipieat’s account may be
credited as in'a deposit. Alternately, the recipient can
receive payment immediately if he is at an appropriate
tcnnnul such as an sutomatic teller mschine. .

Essentially, the chéck has cleared automatically, on-
line, without further check handling or processing.

lnnmnsactxonwhcrethcus'crc-shshuownper-l

sonal check, the originator and recipient are one end the
sente. A VAN is created from o joint code which com-
bines informstion associated with the user, such gc the

wser's identification numb*’r (TIN or PAN) and the '
user’s CPN, which ic generated ditectly from a PIN .

entered by the user. When the VAN is suthenticated,
the joint code is derived by combining the usér's identi-
fication number (TIN or PAN), and the user's true
CPN, which is generated from the RN dand ROC re-

CRNX is then compared by the comparstor 64 with the . .

CRNX transferred from the recipient’s terminal to the

remote bank CPU to authenticate the recipient and the
-signal received over the unsecured liné. In this manner, -

45 the recipient and transaction are further authenticated.

" According to another embodiment of ‘the preseat: - .

. invention; CRNX is never ‘genersted. Instead, the .~ -
CPNR generated by the fireversible coder 42 is sent to -

_the remote bink CPU 6ver a secuzed line, tather thily < -

50 over an unsecured line, The CPNR genenled bythe. |
compared by & compatator (not
showii) wnthﬂwCPNRmtfromthempmt'smm C

uncoder 70 is ther'
nal to the remote bank CPU to suthenticate the recipi-

ent. In this alternat¢ embodiment, the random. number’

55 generator 46, coder 44, mixer 48, sorter 62, and coder 66

are not required, although a secure line is required. . -
FIGS. 9-12 constitute a functional block dngnm‘ .

illustrating the present inverition in a credential issuing

and authentication system. The system involves-the =
60 same three phases of operation ss the check transaction .

system of FIGS. 6, 7, A ead 8B, However, afl dcars ore
entolled by an guthorized officisl who miust be earolled

first. Accordingly, there are twd cicallment. procam‘- :
which sre somewhst different. The first one is earoll-
65 ment of the officisl, and the second one is enrollment of

& weer prior to or gt the time of issuing his credentialer Tt
is contemplated that this system would be useful for all
types of credentials and records; for example, motof
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.. birth certificates and all types of identification cards or-

9
_ vehicle regls(ranons, mal security cards, passports,.
personal storage media. This system' wauld also be use-
ful in protecting against unauthorized access to all types .
of records, as previously indicated. - 5
FIG. 9 illustrates enrollment of the official. This can
“be accomplished at 2 terminal or computer which is in
communication with a remote computer over a link
which is assumed to be secure. The remote computer
may, for example, be the central computer at the agency
issuing the credential. At the remote computer, number
" generator 100 generates a random number which, at
block 102, is compared to a current list of all assigned
- personal keys. If the random number does not corre-
spond to an assigned personal key, then the random
number is assigned as the personal key, PKO, of the
- official being enrolled, Alternatively, PKO ‘can be se-
- lected at random, from a list of unused PKO’s, and the
- list of available PKO’s would thereby be diminished. In
yet.another alternative! PKO could be accessed from a 20
counter, such as a pseudorandom or an ordinary se-
quetial counter the output of which may be coded
“with a secret key. The size, or length, of PKO can be
such as to provide a full size memory' address or an
offset or an index exteasion, to limit or enlarge the mem-
ory space wherein concealed files are stored. PKO is
. then transmitted over the secure link to.the enroliment
terminal.
At ‘the terminal, the official enters his PIN and name
and various other. information required by the system.
_The namé can be numerically coded by usmg a tele-
phione type key pad. The PIN is applied to an irreversi-
ble coder 104, which produccs his coded PIN CPNO.
"CPNOis applied as the key i input to a coder 106, which
receives PKO ‘as the data input. The data output of 35
coder 106 is the official’s coded personal kéy, CPKO,
which is applied as an input to mixer 107, The official’s
name codé and TIN, OTIN, ate also applied 4s mputs to
mixer !0‘7 CPKQ represents a coded address since it is
a coded repmentatnon of PKO. '
. The output of mixer 107 is transmitted back to the
témote computer over the secure link. At the remote.
- computer, sorter 109 separates the received signal into
- its component parts: CPKO, the official’s name code, .
and OTIN. At block 108, CPKO and the official's name 45
code are then saved (Le., written) into File No. 1 as--
. signed to the official with the official's TIN, OTIN,
serving as a File No. 1 index. [t is assumed that during
- the offictal’s énrollment various other information will
- beptovsdedbytbeofﬁctaloverthesecurchnemdmy S0
- bestored in his File No. 1. It should be noted that OTIN
. isnottectetﬂ,ﬂuefore, thelocuuonofFi.IeNo. 1
and the eontznts of File No. 1 (including CPKO) arenot

28

30

40

. secret.

- Atblock’ ll.?, PKO is used as an index forFilc No 2, 55
Which is also allocated to the ‘enrolling official. The
location of File No. 2 (and thus, the contents of File No. -
2) is’ concealéd, since PKO is secret and not stored
anywhere in the system. The information or records
which are stored in File No, 2 can be coded or uncoded. 60
The memory space wherein concaaled files are stored
may be previously filled (or pre-loaded) with dummy or
falee informaticn to make the contents and locstions of
guthentic allocated files undistinguisheble (rom the
dummy files. The concezled File No. 2 can also be used
3 gtore the ROC and RN (or store only RI, eince only
RN is secret—ROC could be stored in a non-secret file,
such es Official’s File No, 1), as previously described in

6
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FIGS. 6, 7, 8A.and SB to. reoonsutute 8 user's coded

. PIN, CPN. The concéaled File No. 2canalsobeused to

store othér secret information (not shown) associated
with the official. An official's coded number, CNO, is

generated at the output of coder 110, and is saved in File
No. 2 at block 112. The key input to coder 110is CPKO
and the data input to coder 110 ts PKO or an arbitrary
predetérmined number (APN). CNO reprsents coded
authentication information because it is a coded repre-
seatation of CPKO, and beemse it is used by the system

- to authenticite the official.

. At coder 110, CPKO and PKO can bc mterchangcd

as the key and data inputs. Howcvcr, the arrangement -
selected must then be used conmstenﬂy ineach phase of
the operation of the system. -

Those skilled in the art will appreciate thattheprw- o
ent embodiment offers an additional level of security in
that, not only. is secret information nnavailable to a-
person who does not know the related PK and PIN, but -
.that person is éven unable to determine the location of’
the file containing the ‘information, and-is mblc to
uncode the information contained therein.

FIG. 10 illustrates user enrollment. The user is en:-
rolled by a previously enrolled official, whio verifies the -

user’s identity, based. on accéptable -documentation. S

Before the user can be enrolled, the official's identity
and authority are preferably aithenticated. The official .
operates the terminal, where he enters his PIN, and his
TIN, OTIN, and the name code used during his enroll-
ment, which was stored in his “File 1" OTIN is trans-
mitted to the remote computer, where it is used as an
index to access CPKO from the official’s File No. 1,and
CPKO is retamed mthetcrmmal.‘l'heoﬂ'lcmlsPans :
applied to the irreversible coder 104, which produces

" CPNO. CPNO is applied as the key input to an uncoder

114, which receives CPKO as a data input over the
secure link from the remote compiuter. It will be appre-

. ciated that uncoder 114 simply reverses the process of

coder 106 of FIG. 9, therefore producmg PKO. PKp is

‘applied to a mixer 118, the other input.to which is'the

official’s name code. The output of tmxer 118 is then

transmitted to the remote computer.

At the remote computer, the signal tnnsxmtted fmm )
mixer 118 is received in a sorter 124, whxchsepamm -

-out PKO; and the name code.. The extracted PKO is
,utﬂuedas:nmdextoaddrmtheofﬁcuis“l’ﬂe?
‘whereby CNO is read. The CNO read from File No. 2

is compared against the CNO generated by coder 120,

which has as'its data input PKO which is extracted by
'sortcrmmdnsxtskeymgutlsCPKOmdﬁom“F‘ﬂe :

¥ Should this comparison fail, the ideatity ‘of the offi-
cial is not autheésticated and thé earollment of the user
is aborted. Assurming that the comparison is successful,
‘comparator 130 is then énabled. At block 130, the name.

* code which is extracted from softer 124 is conipared
against the name code read from the official’s “File 1"
(using OTIN as index). ‘Should this comparison fail, the
enrollment of thé user is aborted. Should the compari-
son be successful, the official has been fully authenti- -
“gated and the user’s enroftment may proceed. -

At the remate computet, number generator | 160 geu-
erates a unique random aumber, which is m:gncd tathe -
. user as @ personal eddress key, PKU. Alt:mstc!y PKU-
can be generated from a’ counter as® previously de-
scribed. As discussed below; PRU represents a prede-
termined sécret address of a File No. 2 associated with
the user. PKU is transmitted over the secure Tink to the
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earollment terminal, where ms;pphcdmthe dua mput
of coder 113.
The user operates thc terminal md selects a PIN
which he enters along with his TIN; UTIN. The user’s
PIN is applied to the irreversible coder 104, which

plied as a key input to coders 113 and 115. The output
of coder 113 is the user’s coded personal key, CPKU
(which represents a coded address of the user's File No.
2), which is applied as a data input to coder 115. The

. output of coder 115 is the user'’s coded number, CNU,

.which is applied 1o the input of mixer- 116. The user’s

TIN, UTIN and CPKU 1are also 1pphcd as inputs to

mixer 116. The output of mixer 116 is transmitted back
“to the remote computer ovet the secure link. CNU
represents coded authentication information because it

is a coded representation of CPKU, mdbmuscnls~

used by the system to authenticate the user..
At the remote computer, sorter 119 sepama the

12

typewrites, provided the necessary information desived

by the system can be eatered. The official enters the
usual information (INFO) normally contained on &

particular credential 145, The user’s TIN may also be -
¢ S recorded on the credential. Alternately, the user’s
produces the user’s coded PIN, CPNU. CPNU is ap- -

CPKU and CNU may be recorded on the credential,
" after being extracted from the user’s File No. 1, with
UTIN serving as a file index. If CPKU and CNU ‘are

recorded on the credential, they may be erased from the ¢

10 user’s File No. 1. Alternatively, only CNU" may be
recorded on the credential, . wxﬁx CPKU remnmng in .

File No. 1, or vice versa.

The issuing proeﬁs eontmuu wﬂh the ofﬁcnl entcr-v

ing his PIN, which is spplied to an irreversible coder

l5 140 to produce his CPNO, which is applied as'a key

" input to an uncoder 142. At block 144, the official's:
TIN, OTIN is utilized as an index 10 access the official's.
“File 1", so that CPKO inay be resd therefrom and
applied as the input to uncoder 142.. Uncoder 142 there--

" received signal into its comporient parts: CPKU, CNU 20 fore performs the same process as uncoder 114 of FIG.
10 to produce PKO. At block 146, PKQ and UTIN are-

‘and UTIN. At block 108, CPKU and CNU ‘are: saved
(i.c., written) into File No. 1 assigned to the user, with
_the user’s TIN, UTINscmngnsaFlkNo 1 index. It
" should be noted that CPKU and CNU miy be recorded
" on the user’s credential when they are generited at the
_ terminal. It should also be noted that UTIN is not se-
‘cret, and therefore, the location -and contents of the
" user’s File No. 1 are not secret. It should further be
tioted that the official's CNO is stored in the official’s
secret File No. 2 (FIG. 9) while the user’s CNU is
stored in the user’s non-sécret File No. 1 (FIG. 10A),
- even though both CNO and CNU are used to authenti-

cate the official and the user, respectively. These two -

different ways for storing CNO and CNU (as shown in
FIGS. 9 and 10A) illustrate two cmboduncnts of the
present invention.

The user’s PK, PKU (or an arbnmy predetermined
number APN), is applicd as the data input to a coder
132, which reccives the official’s CPKO as & key input.

utilized as address indices to access the official’s “File

2" and JKU is read therefrom. The information INFO-

" on the credential is applied as the data iniput to a coder
25 152 and JKU is applied as the key input, wheteby-ooder

152 codes the INFO to produce.a VAN, which is re-

. corded on the credéntial. After recording the VAN on

the credential, the joint key, JKU, may be erased from
the official’s File 2, where it was stored (or held in

30 escrow or in trust), until the credential was issued, Al-

temately, the authentic JKU may be replaced- with a
false or dummy JK for security pu . This com-
pletes the i

ce of the credential 145. ltshouldbc,

noted that the joint key JKU stored in the official's File.

35 No. 2 can only bcusedmlmmucuonlfapartyemts

with knowledge of the official's PIN, since this PIN is

required to access the official's File No. 2 (at block 146).-

Thus, a person who does not have know]edgc of the

official’s PIN (such 1s an unscrupulous person trying to

Coder 132 ptoduccs a joint key, JKU, which it will be 40 issue a fraudulent credenml) cannot leglmmtely issue n

" appreciated, is determined by information refated to the
. user and information related to the official. Using PKU
_#s an address, the joint key i written into the user’s

" “File 2 at block 112/, and ising PKO and UTIN as -

crede.ntul :

" The VAN wlnch is genemed from mformxuon
(INFO) recorded on the credential, or from informuon
which is otherwise stored by the system, can’ inclode

address indices, the joint key JKU is written into the 45 (coded) personal descriptive details to forther identify

“official’s “File 2" at block 134 (FIG. 10B). These writes
mennbledunrmlltofﬂumemdtheeompm

- occurring at block 130. Accordingly, the user’s “File 2"

will contain a joint key, and the official’s “File 2" will
"emumlpmtkty!ornchmthcoﬁic:denroﬂs.
Since the user’s file 2 i addressed by PKU (which is
secret), the location and contents of the user’s file 2 are
secret. At coder 132, when the joint key JKU is gener-
ated, CPK and PK can be mterchmged as key and data
inputs, or s to user and official inputs. However, the
- arrangement selected must then be used eonsxstently.
FIG. 11 illustrates of the credentisl. This is
shown scparate from the user enrollment process of
FIG. 10: However, in many instances, it would occur at
the seme time. In the preferred embodxmem, this pro-
cess is shown es occurring st the egeticy’s computer,
eithough: it may be performed by the official from 2
termine! where ke may communicate with the com-
puter. It is assumed that the official hes & credential
printer or recorder which contains credentis! forms on
which information is printed or recorded to produce the'
actuel credential. However, it is also possible to create
the credentisl by inserting information manually oron a

"the user (in addition to the user’sPINandTlN) in order’

mhmn(heuscoﬂheaedcnmltodxeloleindwadudm :
whom it was issued (or sold). Thus; hems such as bank
cards, tickets, green cards, food stamps, btllots. travel

50 cbecks,FAXmasgcs,etc..embeprotcdedmdused'
. solely by the individugls. to. whom they were issued.
Also, the useonbecmdenual m:ybeenhrged to in-

cludes group, such asa fumly, by oodmg such mfomn )

- tion into the VAN.

FIG. 12 illustrates the’ tuthenuemcn of m hsned

credential. This is preferably performed at & terminal
prowcled for that purpose. The terminal includes'a read-
“ing device for the credential 145 and. an-input-device;
such as 8 keypad for the user. The information could,

& however, be read from the credenml aid keycd in by .

hoad. The terminal commusicates with the resriote pro-
cessor via a prefersbly secure link. i

As part of the credential authentication i}“‘m ‘the
identity of the user is suthenticated. This requires that

65 the user enter. certain information 2t the termins!, in-

cluding & PIN znd user's TIN, UTIN, which is transmit-
ted to the remote comptter, which returns CPKU and
CNU (box 176) via a gecure data fink. Mtemztxvcly,

.
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CPKU :.nd CNU: could have been recorded on the
credential (or on some othier item in the posa:slon of
the user, such s a card having a magnetic stripe for
storing' data) and inputted directly into the terminal,
- The PIN'is applied to the irreversible coder 170 which
- produces CPNU. CPNU is applied as the key input 1o
- coder 172 and uncoder 174. Coder 172 receives CPKU
as a data input. It should be noted that coder 172 per-
forms in the same manner as coder 115, which produced
CNU at its output during the user’s enroliment. The
output of coder 172 is applied as an input to the compar-
ator at block 182, which also has as an input the CNU
éxtracted from the user's File No l (or inputtéd from
: theuserscredenual). o
. .- Should this comparison fail, thcldenutyofthe user is
not authenticated, and the credential authentication is
aborted. Assuming the comparison is successful, the
user is identified, and the credential authéntication, with
access to the hidden File No. 2, ensues. The favorable
output from comparator 182 enables uncoder 174. The 20

5

" dsta input to uncoder 174 is the user’s CPKU, The key
input to.uncoder 174 is the user’s CPNU, as a!ready .
explained. It will be appreciated that uncoder 174 sim-
ply reverses the process of coder 113 of FIG. 10, there-
fore producing PKU. PKU is applicd to a mixer 176

. which also receives the VAN and INFO of the creden-
tial. The output of mixer 176 is then transmitted to the

' remote ‘computer over the secure link. - .

At the remote computer, UTIN is utilized as an index
to access the user's “File 1" at block 178. This perinits
reading of CPKU and CNU from the file, whereby
CPKU and CNU. were transmitted back to the user’s
terminal. At the remote computer, the signal transmit-
ted from mixer 176 is received in sorter 180, which
xpatates out PKU, VAN and INFO. The extracted
PKU is utilized to address the user's “File No. 2" at
block 184 whereby JKU is read. It will be appreciated
that the user’s File No. 2 has been accessed by 2n autho-
rized user without reference to, or use of, information
stored in the file. The VAN extracted from sorter 180 is 40
applied s 3 data input to an uncoder 162, which re-
ceives the joint key JKU extracted from the user’s “File
27 at block 184. It will be appreciated that uncoder 162

therefore, reverses the process performed by coder 152 -
of FIG. 11. Assumitig the VAN on the credential is the 45
same one as originally recorded, uncoder 162 will have
produced the recovered INFO- which should be the

nmcnsthcactuallNFOrecordedonthecredenual

At block 169, the INFO from. the credential is com- -
pared to'the INFO recovered from uncoder 162.50

" Should the compamcm fail, this s an indication that
INFO on the credéntial has been modified, and the
crédential is indicated as not being authentic. Should
the comparison be successful, this is an indication that
INFOlswcuntc.mdthcamhmnutyofthecredcnml
is confirmed. Altematively, the credential information
ﬁnmdlectedenhahseodedusmgtleKUfmm the
user’s File No. 2 to generate a new VAN, which is
compared with the VAN from the crcdcntml to authen-
ticate the credential.

In order to cnhance the eccurity of this system, it
would be desirable to make unsssigned zreas of memory
indistinguishable from those wtilized to'stare informe-
tion for the “File 1" and “Fije 2" information. This is
accomplished by pre-storing pseudo-information in
unucsd memory allocated es hidden memory spzce.
This psendo-information constitutes random informa.
tion arranged in the same format zs actus] files. This

2
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prevenn an intruder from sarchm; mqnory for struc- -
tures that look like actual information files and using the
uncovered jnformation to work backwards to br.av
security. .

FIGS. 13A-13E, . when ltranged as shown in FIG.
14, coustitute a functional block disgram illustrating
further aspects of the check transaction system of

_FIGS. 6, 7, 8A and 8B. Specifically, these figures illus-

trate a three-party check transaction, with each of the
participants and the fidelity of the information on the
check being authenticated; the check being automati-
cally cleared, and the funds of the participants being
immeédiately credited or.debited, all of these processes
being performed. on-line.- The panx:lpaung parties in
this transaction are the check originator, whose account .
is to be debited; the check recipient to-whom the check
is drawn; and the check redeemer, who is cashing the

checkfonhemcnp)cntormepﬁngnmpaymmtfot
goods.or services, and whose account is to be credited.

" In addition, the banks for each of these participants will

alsobepamupatmgintbettumacﬁou,mdthemcs—

sages generated by these banks will be authenticated. |

is assumed that any individual or bank | participating in -

the system will Have enrolled ss ilhistrated in FIG. 6. In

addition, it is assuyned that a check used in the systéin is

generated in the mannef illustrated in FIG. 7.
Referring first to.FIG. 13A, the recipient of the ofigi- .

‘nator’s check has presented the check to the redeemer

(block 200).. The recipient and the redeemer are at a
terminal which includes appmpmte input means 201 .
Preferably, the input means includes a check reader 2ad
a keypad for esch of them. However, in the absence of
a check reader, it is also possible to key in information -
from the face of the check. The check is examined to

'dctcmnnelfncontamsaredanphon VAN from a pre- -

vious transaction. The presence ofa redempuon VAN
is an indication that the check was #sed prev:ously, and
it wilt not be honored. If 'a redemption VAN is not
present, thea themtmcﬁoncanptoeead. It is assimed
that the - redeemer’s  bank' “identification number
(RDBIN), and TIN are stored in the terminal, othcr«
wise theredeemerkeysmh:sbpnk sname and VIN, a-.

the recipient keys in his TIN, PIN and bank’s name.. A, )
bank directory is addressed at block 203 to produce the
rectpient bank's identification Rumiber (RCPBIN). The

. recipient’s PIN is applied to.afy irreversible coder 42, -~
. which produces his CPNR. Freversible coder 42, coder. -

“, randomnumbetgenentor“,andmer“uethe )
same components illustrated in FIG. 8A and cooperate .
m!heumemannertoprodncekNX,CRNx,ma,
mixed form at the owtput of mixer 48.
Thetammalhas:v:ﬂabktotttheredmersbank
key (RDBK), which is applied to the key' input of a
coder 204, tbedatamputtowh:chlsthete:mmﬂID

. (TID), wh:chlsgenentedbythctcmnm!, Coder 204
* then produces 2 joint terminal bank key (JTBK), which
’u:pphedasthekcymputtoaeodctmmedatampm

towhmhxsthem:tputofmmw The mixer output is
therefore caded with a joint key JTBK which has been.
génerated on the besis of informetion relnted to\w-
redesmer's banly identity end the términal identity. ’
The output of coder 286 and the informstion from:
input means 242, snd the recipiént’s TIN, RCPTIN, and
the recipieat's bank ID number, RCPBIN, are then.
treasmitted to tha competer &t the redesmer’s bank. At

 the redeemer’s bank (FIG 138), sl of the received

information is placed in temporary storage (block 208).
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The redecmer’s TIN, RDT[N, (ongmally stored in
" the terminal, or keyed in by the redecemer), is then uti-
lized as an index to access his account file, at block 210.
. The check control number (CCN) of the present
check is then compared to the CCN's stored in the §
redeemer’s file dunng previous transactions (block 212),
and the transaction is terminated if the present CCN .
matches that of a previously procased check. If the
_CCN of the present check is not a duphegtc, proc&mg
continues,

* RDBIN, and RCPBIN are utilized as indices {o ac-
cess a bank key table (block 213), which produoes the
redecmer’s bank key RDBK, and the recipient’s bank
key RCBK, which arc spplied as the data and key in-
puts, respectively, to a coder 214. The coder 214 then
produces a joint bank key JBK, which is derived from
information related to the identity of the redeemer’s
bank and the identity of the recipient’s s bank. -

- The terminal identification (TID) is input to a coder
216, which has as 1 key input RDBK. In the same man-
ner as coder 204, coder 216 therefore produces JTBK,
which is applied as a key input to an uncoder 218. The
data input to uncoder 218 is the information in tempo-
rary storage 208 which was originally received from
coder '206. Coder 218 therefore reverses the process
performed by coder 206, yi_ddmg the output of mixer
48, which is applied as a data input to a coder 220, The
key input to coder 220 is JBK, so that the output of
mixer 48 is now coded with the joint bank key JBK..

-
TN

The output of coder 220 is then transmitted in a message 30

to the recipient’s bank, along with RCPTIN, RDBIN
and RCPBIN.

At the recipient’s bank, the recelved information is
saved in temporary storage 230. RCPBIN and RDBIN
are then applied to a bank key table (block 232), to yield
RCBK and RDBK, which are applied as the key and
data inputs, respectively, to a coder 234. In the same
‘manner as coder 214, coder 234 therefore yields the
joint bank key JBK, which is applied s a key i input to
-uncoder 236. The data input to this uncoder 236 is the
coded combination of RNX and CRNX produced by
coder 220. Uncoder 236 therefore reverses the process
of coder 220, yi¢lding the mixture of RNX and CRNX
as an output. This mixture is applied as an input to a
m«m, to recover RNX and CRNX, .

" The recipient’s TIN, RCPTIN, is utilized as an index

: towowd\crmpmt'sﬁlcn block 240 and read there- -
from the random number, RNR, and his ROC, which
ace applied as the key and data inputs, respectively, to

45

munoodexullnthenmcmnnaumcodcrﬂofso

FIG. 8A, uncoder 242 therefore derives the true
CPNR,whmhsappheduakeympu(toaeoderm E
which receives RNX as a data input. The dau. output of
coder 244 is therefore the trué CRNX.

- At block 246, this true CRNX is compued to the 55
CRNX derived from sorter 238. If this comparison is
flvonb!c, the recipient’s identity is confinmed, and
ptocusmg may proceed. Otherwise, processing is ter-

minated, with the originator’s check being dishonored,
because the recipient has not beea properly authenti-
cetod. The secipient’s benk then transmits o message to
the redecmer’s benk, informing it whether or not the '
recipient has been cuthenticated. 1€ the rax:tp:u.nt has not
been authenticated, the redeemer’s tcnmml is notified,
and processing will terminate. 6.

Assuming that the recipient hizs been m:thenttutcd
the recipient's bank message includes various informa-
tion which is temporarily stored by the redecmer's bank

Ry
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(block 250 of FIG 13C) At bloek 151 the onguutor s
bank identification number ORBIN, which was read
from the chieck, and the redeemer’s bank identification
number RDBIN are applied as indices to a bank key-

table to récover bank keys for these banks, OBK and .

RDBK, respectively. These keys are applied to a coder
254 to prodiice. a joint bank key JBK', which is there-
fore dependent upon informstion reilted to the origina-
tor’s bank and the information relsted to the redeemer’s
bank. JBK'is:ppbedtothekeympulof:ooderM
which receives the: original VAN, OVAN, (from- thie

‘cbeck)nsndaumputﬁeoutputofcoder%tsu

redeemer’s bank RDBVAN, which is transmitted to'the .
originator’s bank, along with vatious transaction infor-
mation and the information from the check. RDBVAN

serves to nutheuuate the commumcauon between the.
"banks.

At the onguntors bnnl, (he rece:ved in.formntion is
temporarily stored at block 258. ORBIN and RDBIN
are then utilized to reference a bank key table at block -
260, whereby OBK and RDBK are extracted in_the
same manner as in block 252, The joint key JBK' is then
generated by means of a coder 262 in the sarie manner
as coder 254. JBK'istbcnxwhedlsthekeympmlo in
uncoder 264, which receives RDBVAN as a data inpit.
'l'hnsuncodermmcrefmrevasesthepromper .
formed by ‘coder 256 and ‘produces. an extracted
OVAN, which is applied to & comparator 266 (as shown’
in FIG. 13D). :

The originator’s personal aoconnl number ORGPAN
which originally appeared on the check is utilized as an
index to access the originator’s account file at block 268
of FIG. 13C. This proyides access to various informa--
tion about the ongmator's account including the bal-
ance and 1 [ist of prior check control numbers (CCN's), -
and in éddition, provides access to his revisable owner

_code ROCO and random number RNO, which are

spplied as the datd and Key mputs to an uncoder, to -
produce the originator's coded pin CPNO. CPNO is
then lpphed as the key input to a coder m (FIG. 13D). -
which receives the recipient’s TIN;RCPTIN, as a data -
input. The output of coder 272 is'the joint key JK,
which is applied as the key input to.a coder 274, which -
receives the check information as'a data input. 1t willbe

appreciated ‘that: coders 272 and 274 Tegenerate the.

original VAN, OVAN, from the ¢heck in. the' same

- manner as coders 28 and 30 of FIG: 7.'11usr=gcnentcdf
VAN is then compared fo thic:éxtracted VAN at block. " .

266. lf!hncompmsonfaﬂs,nummdmhonﬂmthc .

. chéck infosmation may have been tampered with and

the originator’s bank taforms the redeemer’s bank that
the check will be dishonored. On the other Iund, xfthe
comparison mcoeeds.thcprmeonﬁnuu . :

The originitor’s bank then performs s series of com:
putations, mclndmg determining whether the CCN of .

the check is proper (i.e., his not been used before) snd -

whether the originator has.a sufficient balance in his

' wcoum(orcredn)toeoverthecbeck,mdwhedmme
6.

date of the check is acceptable. In the case of sny de-
fecte, the check will be dishonated end the procdss will
terminate. Assuming thst evcrytfung is in order, modifi-
cztion of the originatof’s ‘scoount i spproved, ead &
record of theé check crested &t block 271, with the new
information being sdded to temporary storage at block
273. Coders Z75 and 276 are then utilized to encode the
original VAN, OVAN, into zn originator’s bank VAN
OBVAN. V:rious information about the transaction, -

STAMO041674
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" ‘and authorization to credit the' redeemcr's acoount are

. thenmnsmmedunm&agctotheredeeme:sbank

At the redecmer’s bank, all of the received. informa-
tion is stored in temporary storage at block 278. At
"block 280, coder 282 and usicoder 284, stepsueper- 5
formed to extract OVAN from OBVAN in s manner
which is similar to that which was done in block 260,
_coder 262 and uncoder 264. This extracted OVAN is
then applled to a comparator 286 of FIG. 13E, which
receives as an additional input the stored QVAN from

- the check | d by the recipient. If this comparison
- fails, the process has not been authenticated, and the
originator’s bank will bé notified. On the otker hand, if’
the comparison succeeds, this is an indication that full
Aauthentication of the entire process and all parties has
occurred and that the message received from the origi-
pator's bank is authentic. . .-

Processing then continues- by accessing the redeem-
‘er's account st block 288, computing a new balance at .
block 290 and updating the redeemer’s account, The 20
redeemer’s bank then transmits a message back to the
originator’s bank; informing it that the redeemer’s ac-
count has been credited. This information is saved at the
originator’s bank in temporary storage at block 291.
The’ ongmztor‘s bank then accesses the originator’s 25
account file nsmg his personal account number ORG-
PAN as an index, and updates his account with the
information that was placed in wmporary slcmge at
block 273 (FIG; 13D).

The redeemer’s bank also mmmumeatzs with the 30
terminal at which the check was presented (block 294 of
FIG. 13D), and informs it that the transaction has been
satisfactorily completed and that the recipient may re-
ceive payment in the form of cash, goods or services
(block 296). The terminal prints tbe redempuon VAN
(RDBVAN) on the check. -

- Although various embod ts of the p inven-
tion have been described herein es useful for particular
typsol‘tmnsncuons,thoseskﬂlodmdncm will appre-
ciate that they actually have universal utility. For exam- 40
ple, the last embodiment (depicted in FIGS. 13A-13E) .
was described as useful in a check transaction system,
but it will be appreciated that it would also be useful in .
a bill payment system as well as a paperless/cashless

_ system (s farther described below)..

FIGS. 15A, 15B and 15C are functional block dia-.
.grams of a credential issuing and sethentication system
tccordmgtomdtemxtcanlsodmcntofﬁwpresmt
invention, wherein the alternate embodiment includes
many of the festures of the embodiments depicted in
FIGS. 6-8 gad FIGS. 2-12. For example, the alternate -
embodiment of FIGS. 15A-15C include steps for en-
" rolling an official, enrolling a user, issning a ciedential,
and authenticating the credential. FIG. 15A illustrates
user enrollment, FIG. 15B illustrates issaance of a cre-

. dential, and FIG. 15C illustrates the authentication of
an issued credential: In the alternate embodiment of
FIGS. 15A-15C, enroliment of the official is the same
s shown in FIG. 9 and, therefore, shall not be discussed

Referring to FIG. I5A, 2 user & enrolled by a previ-
ausly enrolled official who verifies the user's ideatity,
Geeed o acceptable docomentation. Before the veer can
be enrolied, the official’s identity and authority must be
authenticated. The official operates a terminal, where
fie enters kis PIN and his TIN, OTIN, znd the geme
code used during his earoltment, which was stored in
his File No. . OTIN is transmitted to the remote com-

15

45
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putcr,wherennsusednsmmdexorlddrastoawﬁs e
the official’s File No: 1 and. retrieve CPKO (®lock -
1546). CPKO is returned to the terminal.

The official’s PIN is applied to irreversible coder
1530, which produces CPNO. CPNO is npphed as the
key input to an uncoder 1532, which receives CPKO as
a data input from the remote computer, and which
uncodes CPKO to generate PKO. CPKO is also applied

_as a key input to a coder 1534, which receives PKO as

anmput'l'heeoderlSMmdaPKOmgCPKOas -

the key input to generate & coded number for the official -
(CNO), which represents coded suthentication informa- -

tion. Another coder 1538 codes the official’s name code |

" using CNO .as a key mputtogenemteaoodedname

code. A mixer 1536 mixes the coded name code, PKO,
deNOandmnsm:tsthemxedugmlmthcsoner :
1540 a¢ t.he temoteoomputer over prefenbly a secure | :
tink,

At the rcmotccomputer. th: ngnal tmnsmltted from '_ o

mixer 1536 is received by the sorter 1540, which s€pa-
sates out PKO, CNO, and the coded name code, PKO *
is'applied as anmdex(or lddm)to access the official’s
File No.. 2 and to thereby retrieve CNO, which was =
previously stored in-the official’s File No. 2 during the .
enroliment of the official (see FIG. 9). The CNO trans- . -
mitted from the terminal and the CNO retrieved from
File No. 2 are then compared in a comparator 1542. If-
the comparison fails, the identify of the official is not
avthenticated and the enrofiment of the user is aborted. -
Assuming that the comparison is successful, the com:
parator 1542 is enabléed and sends a signal to an uncoder
1544. The uncoder 1544 then uncodes the coded name’
code using the CNO retrieved from the official’s File
No. 2 to regencrate the nanie code. The name code § also
accessed from File No. 1 and then compared at 1550, If
the comparison fails, the identify of the official is not
authenticated and the enroltmerit of the user is aborwd
Assuming that the. comparison is successful, the com-’
parator 1550 sends an suthentication signal” (“okay to.
enroll user™) md uscr enrollment begm.i 1t should be
noted that the “okay to enroll nser” signal is applied as
awnwenabledmdaeoﬁ'xdalsFﬂeNo 2 at lSSZto:
save a joint key JKU. therein (described below).’ -
At the remote computer, numbéf gencrator 1516
getierates a umquc random number (as dscused -
above), which is assigned to the user as a secret prede-
termined address or key, FKU. PKU is transmitted over

asecnredhnktotheenm!lmcntlermml,whmnxsv

applied to the data input of 4 éoder 1504..
‘The user atsatermmalmdselectsaPINwhnch

oper o
“he enters slong with his TIN, UTIN. The user’s PN is.

apphedtomev&siblecoderl!&whichymdwstbe
user’s coded PIN, CPNU. CPNU is applicd a5 a key
mputtoooderlsu The cutput of the coder 1504 is the -
user’s coded ptede(amed address or key, CPKU.
CPKU may be stored in'a usef record (at block 1510). A"
mucrlSOGmaCPNUdePKUmdtrxnsmLsthe
mixed signal to the remote CPU. )
At the remote computet, sorter 1512 separata the
received signal into its component parts CPKU and

CPM. At the remotc cofiputer; 2 random number RN is ©

generated (gs discussed c&ovc} and applied 25 2 key
fngut ta coder 1518. The coder 1518 lso receives CPN
5 sn input eud thereby generates & révissble owner
code (ROC). ROC is stored in the user’s File No. 1 (at
blosh £520), whereln the user’s File No. T i gecessed
(or addrmcd) using UTIN. CPKU is slso stored in the
user's File No. 1 (at block 1520).
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PKU is :pplwd san mdcx or address to the user’s
Filé No. 2 in order to store RN (at block 1522). PKU is
‘secret ini the system and, therefore, the location and

120 .
RNis npphed 2s 1 key input tonnoodcr 1584. The un- -
coder 1584 thcrcby uncodes ROC usirig RN in orderto -

. regenerite CPNU as RCPN, which is applied a5 a key

contents of the user’s File No. 2 (including RN) is se- '

cret.. Additional information may be coded in a coder
1524 using CPKU as a_key mput to generate coded
" information which is also stored in the user’s File No. 2.
The information which is coded using CPKU in the
coder 1524 may include the sectet information RN.
PKU is applied as an input to coder 1528, which also
receives CPKO as & key input. The coder 1528 gener-
ates a user joint key (JKU) which is stored in the user’s
File No. 2. JKU is also stored in the ofﬁcml‘s File No. 2
(at block 1552). :
. 1t should be noted that the stonge and handling of
RN and ROC in the embodiment shown in FIG. 15A is
- differenit from the storage and handling of RN and ROC
shown i FIG. 6. In FIG. 6, the fil¢ in which RN and

-
<

input at coder 1582, CPKU, which is read from the

credential 1564, is applied as an mpul to coder 1582,
The coder 1582 codes CPKU using RCPN as. a key
input in order t0 generate a coded numbcr CNU: The'
generated coded number CNU is compared st the com-
parator 1580 to the coded number CNU received from
the terminal. If the comparison fails, suthentication of -
the user aborts. However, if the comparison is success-

" ful, the user is authenticated and the proeas contmux -

15

‘ROC: are ‘stored is generally non-secret because it is

indexed (or addressed) by generally non-secret user
" information (such as the user’s TIN). However, in the

embodiment shown in FIG. 15A, the non-secret ROC is
- stored in the user’s File No. 1, which is non-secret, and

 the secret RN is stored in the user’s File No. 2, which is
secret (since it is acoessed or addressed using the secret
PKU). Therefore, the embodiment of 15A includes an
additional level of security and protecuon ‘over the
embodiment shown in FIG. 6,
- FIG. 15B illustrates issuance of a credcnnal accord-
ing to the alternate embodiment of the present inven-
tion. The issuance of credential in the alternate embodi-
ment is esscnm!ly the same as the issuance of creden-
. tials in the previous embodiment shown in FIG. 11.
Note; however, that it is possible to record the ROC
retrieved from the user File No. 1 on the credential 1564
since the ROC is public (although the ROC could also
have been recorded on the credential in the previous
embodiment).

FIG. 15C illustrates the mthentlcauon of an issued
credential. This is preferably performed at a terminal
provrded for that purpose. The terminal includes a read-
ing device for the credential 1564 and an input device,
such as a keypad, for the user. The information from the
crédential 1564 .could, however, be keyed in by hand.
The terminal communicates with the temote processor
‘via & preferably secired link. As part of the credential

20

~
Iv s

30

33
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by autheriticating the credential 1564,

The credential 1564 is authenticated by reading the

oﬁicial's ID number OTIN from the credential and’
OT[Nasmmdcxmordctto:ccessthcoffcials_ .
File No. I and read CPKO (block 1599). CPKO is 2p- -

_plied asmmput(ooodetl”lwhzchdsorecaml’l(v C
as a key input. The coder 1598 codes CPKO using PKU -
in order to regenerate thé usér joint key JKU. JKU'is .

alsorudﬁomtheusctsFileNo.ngPKUnsm

index and then applied to a comparator 1596, The com-

parator 1596 compares the JKU which was retrieved
from the user's- File-No. 2 and the JKU which was. -
generated by the coder 1598. If the comparison fails,
then luthcnucaucn of tie.credential aborts. However,” .
if the comparison is successful, the comparator 1596 is .
enabled and sends an- okay signal to 1 comparator 1594,

The JKU fetrieved from the user’s Filé No, 2 at 1586

is applied to an uncoder 1892, which also receives as an

input the VAN which was read from the crédential . -
1564. The uncoder 1592 uncodes-the VAN in orderto .
regenerate INFO. The regenerated INFO is appl:cd as

an input to the comparator 1594, which also receives
the INFO read from the credential IS64. The compara-
tor 1594 comipares the regenerated INFO and the INFO
fromthccredcnmlmdlﬂhceompmnlssumful -

the credential is authenuca!ed. Dtberwue, the creden- L.

tial is not authenticated.
‘As noted above, in FIG. 15C, the tmnsmxss)ou tink
between the mixer 1576 and the sorter 1578 is prefera-

- bly secured since usmg an \msecm'ed link would presént.

suthentication process, the-identity of thie user is au- -
thenticated. Specifically, the user enters his PIN which
is applied as an input to irfeversible coder 1570, which -

generates a coded PIN (CPNU). The user also enters his
“TIN (UTIN), which is used to scoess. the user File No.
1 (at block 1588) and retrieve CPKU, which is transmit-

-ted from thelEmoﬁeCPUlothe‘texminnl. CPKU is

applied as sn-input to coder 1574, which also receives
CPNU as 2 key input. The codér 1574 gencrates a coded
number-CNU, which 1 coded authentication
information. CPKU is also lpphed as an input to un-
coder 1572, which also receives CPNU s a key input.

50

a potential’ secnmy problem For ‘examplé, the signal

from the mixer 1576 could be: ‘técorded and then trans-
mitted to'the sorter 1578 at a later date in ‘order to at-’
tempt to frauduléntly suthenticaté a user and a.creden-
tial, In accordance wnhnndtemmambod:mentofthc*

present invention; an um-duplicmon variable anthenti- . '
* cation number (ADVAN) is gencrated at the terminal -

by coding at least & transmission date and a time with'.

" the CPNU. The ADVAN is thén mixed with the CNU-

. The uncoder 1572 uncodes CPKU to regenerate PKU. .

Both CNU and PKU are mixed by mixer 1576 and sent
to the corter 1578 at the remate CPU.

6

At the remote CPU, the sorter 1578 Qcpmtes the

signel into its companeat perts PEU 2ad CINUL PKU i

spplicd as &n index into the user's File No. 2 in order to

retrieve the secret information RN, UTIN is applied as
en index to the user's File No. { to retrieve the non-
secret revisable owner code (ROC). ROC is applied as
an input to uncoder 1584, and the secret information

65

- 216 --

and the PKU at the mixer 1576 and sent to the sorter
1578 at thi¢ remote CPU over an unsccured link, At the
remote CPU, the received ADVAN is uncoded using -

“the derived RCPN to Tegenerate the transmission date -

and the time. The regenerated transmission date and.

'nmeuethencompuedtonmccpuondatemdumc

(that is, the date and time at which the signal was re-
ccwcdntthcsarterﬂ?!)mdﬂ’thceompanmn:ssuc
cesful, the information transmitted .over the transmis-
dion medium between the mizer 1876 and the. sorter
1578 is suthenticated. In this mianaer, the ¢ user and cre-
dentict are further guthenticated: -

Altcmmvely, a semi-random nember (not shown} is
generated at the terminal using @ counter or other ran.
dom number generalor (ot showi). The semi-rasidom
number is coded using the CPNU to generate a coded - -
semi-rendom number. The coded semi-random number
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isthcntransnmtedllongwrthCNUandPKUtothe_'
remote CPU over an unsecured medium. At the remote
CPU, the coded semi-random #umber is uncoded using
RCPN to regenerate the semi-random number. A sec-
ond semi-random number is then generated at the re- §
mote CPU using another counter or randorh number
generator (not shown) which is generally synchronized
with the counter (not shown) at the terminal. The com-
munication medium between the mixer 1576 and the

. sorter 1578 is then suthenticated by comparing at the
remote CPU the regenerated semi-random number to
the second semi-random number which was generated -
at the remote CPU. If the comparison is successful, then
the information trafismitted over the communication
medium between the mixer 1576 and the sorter 1578 is
authenticated. In this. manner, the user and credenual

are further authenticated. .

"+ - Asdeseribed abave, the predetenmned secret address

PKU is coded-to generate the coded secret address

CPKU. According to an alternate embodiment, PKU

-

comprises one or more components which are combin- - ..

able to form the predetermined secret address PKU. In.
this alternative embodiment, only one of the compo- *
neats of the PKU is transmitted from the remote CPU
to the terminal. The coder 1504 (FIG. 15A) codes this
one component of the PKU to generate CPKU. There-
‘fore, in this alternate embodiment, CPKU represents a
coded portion of the PKU. Then, to access the user’s
File Na. 2, the CPKU is uncoded as described above to
regenerate the portion of the PKU. This PKU portion is
combined with the other portions of the PKU to regen-
erate the PKU, which is then used to access the user’s
File No. 2. The other portions of the PKU may be
stored thmughout the system, such as in the operating
system, in the executive program, in files, etc.

FIG. 16 is a functional block diagram of a system for
anmentxcatmg the identity of a party and for authoriz-
ing access to a party’s hidden {or secret) file according
to an alternate embodiment. of the present invention. 4
The party’s hidden file (such as hidden memory file -
1622) may contain coded or uncoded secret informa-
tion. In the embodiment of FIG. 16, the party is in
possession of a portable storage media, such as a card
1602 having a magnetic stripe for recording information
thercon. The card 3602 is issued by an agency, or a
_-bank, during enroliment of the party. lnformaﬁon re- -

corded on the card 1602 includes the party’s revisable
owner code ('ROC), & coded address (CPK) of the hid- *.
- den filé 1622, sn agency identification number (AID or sg
Z.AmcyID).mdnnmeuonsequmce aumbér (TSN). -
The partifs ROC is generated as described above (see
"FIG. 6). The coded address CPK of the hidden memory
file 1622 may either represent the entire address of the

~.
W

h:ddenoryﬁlelszzoronlynpomonofthe:d-ss :

drasoftheh:ddenryﬁlelﬂz,udmn’bed
The party to bé suthenticated énters 2 personal iden-

tification number (PIN) at a terminal. The PIN is input

to an irreversible coder 1606 to produce a coded per- 60
-sonzl identification pumber (CPN). The information.
recorded oo the party’s card 1602 i reed from thc card
1602 using an sppropriate reader (not shawn). The
‘CERE reid from the cecd 1602 is spplied esen inputto an
‘uncoder ¥612, which also receives the CPN as a key
input. The vncoder 1612 uncodes CPK using CPN as a
key input to generate PK, which represents cither the :
totsl address of the hidden memory file 1622 or 2 por-

217 -

5.

22

. tion of the sddress of the hldden memory ﬁle 1622 (as,
. noted above). .

The transaction sequcnce number (TSN) read from
the card 1602|smpnttoamxxe: lmmdthenloa
coder 1610. The coder 1610 also receives the CPN as a
key input. The coder 1610 codes the TSN using the

-CPN as'a key input to generdte an anti-duplication

VAN (ADVAN) The ADVAN, PK, ROC, and: AID
are input to & rmixer 1614 and the resulting mixed signat -
is sent to the remote CPU aver a prcferab]y unsecured

-communication link. ~

'lheusersh:ddmmemoryﬁlemzz:spanohmem-
ory which is used to store such files at the remote CPU.

The sorter 1616 separates the received mixed signalinto - A

its component parts ROC, PK, AID, and ‘ADVAN.
Where the PK: generated by the nncodcr 1612 isonlya

.. portion of the address to the hidden memory file 1622,
the AID is used ds an index to & meniory table 1618 to

retrieve other address components for the hidden mem-
ory file 1622. Thus, the address oomponents in the mem-
ory table 1618 applicable in 2ay given transaction de--

_ pends-on the particular AID:- The PK is combiried with

the other address components at a combiner 1620 fo
thereby form the composité address of the hidden mem-

" ory file 1622. The AID could also identify 2 predetcr-

mined procedure for combmmg the applicable address
components. The composite address is used to access
the hidden memory file 1622 to retrieve a secret random

3o pumber ‘RN (which is ‘generated according - to- the

method described above with respect to FIG. §). RNis
mput 2s a key to a coder. 1624. The coder 1624 also
receives the ROC from the sorter 1616 nnd thereby
generates CPN.
Attansacuonseqnmcenumbcr('l‘SN)lsalsoxc-

. trieved from the hidden memory file 1622 and is input to
. a coder 1632. The coder 1632 also receives CPN.asa
kcyinpumdthcrebygenmtesmADVAN The -

ADVAN generated by the coder 1632'is compared
with the ADVAN output from the sortér 1616 at a
comparator 1630 If a favorable comparison is obtained, -

. then coder 1628 is enabled. If the comparison is not

favorable, thén the user is not authenticated and does

-notgamamwthcmcmoryﬁlelm

CodethZSmPKasanmputdePanakcy

. andthercby enérates CPK. The CPK generated by the

codeclmnucewedbymuneodcrlilsnsnkey

‘input, The uncoder: 1626 alsd receives s inpuit coded -

information whichi is retrieved from the hidden memory

file 1622 The uncoder 1626 uncodes the coded informa- ©

‘tion from the liidden memory file 1622 using the CPK s

Aakeynpﬂmﬂ:erebypmdne:dmhimnmm

clear- infomuuon is then’ prov:ded to the :mhenncated :
user.
AsamnhoftbehvonblceompansonoftheAD-

'VANGsat the comparator 1630, 2 new (or revised) trans-

acnonsmeneennmber(l’SN)tsgenmtedmdmred ’
mtheh:ddenmmoryﬁle 1622.Also,aooder1634:s
enabled. The coder 1634 receives the CPN as an input
60 and also receives A revised RN as 3 key input. The
output of coder l&hsa new ROC, which is combined

1thh the new TSH fn mizer 1635 The mizer 1635 cutput

is sent back to the terminal where the sorter 1604 sepa-. -
retes the new TSN and ROC, which are then recorded
on theuscr s card (inl order to preparc for the next trans-
zction by the user). Note glso that 2 new ‘CPK may be
geacerated as “well by révising 2 memory address compo-
ncnt, such 25 tbe addm dtsplacemem. ln th:s evcnt, thc
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new CPK would also be returned to the term:ml to be

recorded on the user’s card.

It should be noted that an unsecured commumcntmn .

fink bétween the mixer 1614 and the sorter 1616 is-uti-'

lized if the hidden memory file 1622 is remote from the
location where the party’s PIN is entered (that is, the

terminal). It should also be noted that the transaction

sequence number (TSN), in conjunction with the AD-
VAN, serves to protect the authenticity of the transac-
tion and the user’s cird sgainst freudulent duplication of

10

~ the transaction information (that is, by reeordmg the -

“output of the mixer 1614 and rctnnsmmmg it later to
the sorter 1616); .

-A number of additional upphuucms for the prewnt
invention will now be described. -

The invention could be utilized in a pay- telephone
systém in whnchedlscouldbemademthmnthc use of

. money. The call originator uses a telephone in the usial

" 'way to enter the telephone number of the party to be -
- .called (i.c., to the call reclpient).‘l‘hecallongmltordso
- enters his own telephone number and PIN: The systém
* then autheriticates the identity of the originator as de-

15

20

scribed above (by using, for example, the embodiment -

depicted in FIGS. 6-8.ar in FIGS. 9-12). In the first -

embodiment.(.c., FIGS. 6, 7, $A and 8B), the origina-
tor's PIN is eoded, and used to derive an arbitrary num-
ber, which is subsequently compared to another such
number which is generated from a reconstituted vérsion

) ‘reconstxmted CPN to form a second jom! code A comi- -
" patison then ensues between the ﬁrst and second joint -

"ment. The bill contains the usual payment

codes.
Another appheetlon of the mvennon isa system :
which uses 2 bill as the means of (or vehicié for) pay-’

and 2 VAN is also recorded on the bill when the bill is:
genersted. The VAN is derived from the piyment iii-

- formation (INFO) and identification informstion associ- -
“ated . with the originator of the bill (c.g., similar to the . .

bank identification line of information which appears at .
the bottoin of an originator’s check) or the originator’s

. TIN and BIN. The bill inay also.contain the recipient's - -

‘TIN snd BIN. Preferably, the above information is -

eodedinamndxrdfomn, at a fixed location on the bill k
itself. The bill is then used in an appropriate doenment*_ o
reader to provide the transaction payment information

tothesystem.'l‘heputypaymgthebm(ie.,thepayor) s
* enters his PIN and the payor. is then authenticited using -

the PIN. Also, the VAN is luthenﬁclled (usmg oneof
 the' miethods described ‘above). If' the' payor and the
VAN zre authentic, the bill is paid. A redemption VAN
is generated (using informition associated: with the . -

. payeeparty)lndpnntedontheblll whenxlhasbeen" :

25 paid.’

of the coded PIN. The reconstituted: coded .PIN is -

formed from. an RN and ROC which are accessed from
the originator" s account file, with the originator's tele-
'phone number serving as & file index. If the comparison
is unfavorable, the call is aborted; otherwise, call pro-
. c&smg eonunms
In the second embodiment, the originator’s telephone
number is used as an index t6 file no. 1 to sccess an
originitor's CPKO and true CNO. The onsmntor 'S

30

coded PIN, CPNO, is then combined with the origina-

tor’s CPKO 1o generate a CNO (as in FIG: 12). The’
-originator’s identify is then authenticated by eompnnng

0

the true CNO with the derived CNO. If the eompznson :

is unfavorable, the call is aborted; otherwise, processing
confifites. The originator can use a machine resdable
card, or the like which has CPKO and €NO previously
recorded thereon. lnthxsevent.acwtsmﬁleno 1is

o unnecessary.

Inenhctmbodmuu.:ft&aﬂea&yeompamnxs
favorable, then the. originator’s credit balance is -ex-
tracted from the originator’s file to detérmine whether

Altemuvely, the pnydr could s:mply key i the m-‘ )
formation from the face of the bill. When the fransac-. -
tion is completed, a fedemption VAN is d:splayed to
the payor, which he records on: the il for’ the VAN
could be automaticaily recorded on thé bill). -

In ‘accordarice with a further spplication. of the em-
bodimerits of this invention, a medical prescription form
which has been .originated and issiied by a doctor to a
patient (a recipient), can be authenticated. to permn

-dispensing of the designated medicine, or drug,; in'a < v

processing jurisdiction, along with automated payment.
Autmtedmmemmyuclude:thrdpadymhas_

isina renioté or strange environment, where the pre:’
scription cannot be casily amhcnuected or 0 availablé

_phmnacy cannot be found.

“The presciiption form eonmns 1dennﬁeauon ‘nfor-

. maﬁonmoa&tedwﬂhthedoctormdthcpmem,mdp

4.

the usual inforsiition whick appesrs on & prescription, -

i such uthetypeofmedme, su-eugth, qunuty, Apphca-

"mel)m

fomalsoconumsaVAN wlueh:st.hc’ B
resuhofoodmglbemednedandndeuﬁﬁemoninformz—' .

the call should be allowed: If the credit balance is favor- 50 tion. Preferably, the ;nfomabon and the VAN are rc- ;

nbk.thmthelﬂepinueeomﬂusenuﬂedtothe
calt recipieit, and the s telephone is fung.

Attheendo(&hee-n,theongmnorscredxtwmee »

:sdnmnisbedbytbecostoftheull,mdthcnewbd-
ance is computed and rewritten to the originator’s file.
The originator may then be advised of the cost of the
call. When the recipient’s telephone rings and the call is

55‘ .
: €nt to. obtain the médicine from a processing eutity .

‘ . answered, tbesyncmcanreqmmthatthesdenmyoﬂhe .

personmswenngthcphoncbelulhenﬁeﬁed s in a
person to person call. In this event, the recipient is
eskéd to enter o PIN, end ilie reciplent’s identity is
authenticated using ¢ CIthet of thc two embodunents men-
tioned abave, &

Ahcrmuvdy, a first joint oodc could be gencrated
when the call is initisted, &g, from the ocigingtor’s
CPN, snd the recipient’'s reconstituted CPN. When the.
call is answered, the recipient enters his PIN, wtuch is.
convcrted toa CPN and combined with the originator’s

€0

€5
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ofded.on the presoripti form!odumkmdableby :
mmdxvtdnal.mdnabomcludeseoded:ymbolsor
charactérs representing the same. mformatmn in ma-
chine readable form. - ‘

Wheumeprescnpudnromnmﬂedbymempn- .

(suchxsudmgstore).themformmonmthefomis

read lutomauedly by a tériinal of the system, or it is L

- entered via & keyboard. The recipient also’ enters his

PIN; end the systém  suthenticates the pnscnphon, N
. forez, the doctor, and the rec:pxerzt iz cocdrdiace with

-the embodiments described previously. An indication of -
the cost of the prescribed medzcme, tnd the method of

psyment is provxded fo the recipient. The rec:plent may o

efect ' to pay by nsmg one of the medlods descn‘bed .’V”"

. herein.

"Note that the 1 proccssmg cut:ty may llso mclude 2

'oetxtrahzed c!ean::ghousc in eommumeeuon thh dis-

STAM0O041678
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pensnng outlets @c., drug stores) for authentmtmg @) authentleaung the | pmy n‘aid at. least part of the
. prescriptions. An RVAN may be generated from the retrieved first coded suthentication information
i : " VAN and information associated with the processing: " corresponds to said at least part of the generated
s . entity, and then associated with the transaction, to second coded authentication information; =
thereby document the processing entity’s involvement 5  wherein the step of addressing the first storagc means
~ in-the transaction. comprises the steps of:
] . Ifa pment attempts to use a pracnptlon in a state 1) mng a second storage means uslng a non-
E where the originating physician is not licensed, suchas . secret predetermined address to locate and to
out of state, the original prescription may not be usable, retrieve a coded address previously stored in the |
In this situation, & directory system of predetermined 10 second storage means, the coded address having
" licensed- “correspondent”™. physicians may 'be "estab- been previously generated by coding the secret
fished, and & correspondent physician can automatically predetermined address of the fist storage means
authorize the prescription of an ongmanng physician _using the PIN
(on-lme). after the original prescription is authenticated. : (2) uncoding the coded gdd(css -using the rcccwed
The invention also finds utility in a paperless/cashless 15 - PIN 10’ generate the secret’ predetmmned ad-

" transaction systcm in which “funds transfer” transac:
tions, such as purchiases, occur. withiout ‘the use “of
moncy, or checks. In this system, the payment origina- erated secret predetermined address to retneve
tor uses a payment recxplcnts terminal which stores  the firét coded authentication information. -
information to identify the precise location of the recipi-- 20 2 ‘The method of claim 1, whcrem the coded addnss .
ent’s account, Alternatively, an originator PIN, infor- s extracted from a storage meens w!nch is in the m
mation identifying an originator account and a recipient sion of the party. R
account, and funds transfer information (INFO) which = - 3. The-method o'f“clmm 1 whm the ﬁm mrage

- includes a payment amount are ente:red directly into 8" oangis apart ofa memory arid wherein, prior to use of

* terminal of this system by the paymént originator. The 25, " o ry, pséudo information s stored in'the mem-
system initially generates a VAN, (OVAN), by using ory, l.hereby making unused portions of the memory
::e }:iay:fent mforx:fation (INFO) in conjunction with indistinguishable fi the ﬁm ‘storage means.

. m:nt :t:;:t::::na:nd payment reciplet:: “Tnht:‘ g;eym?:zt 4. The method of claim 1, wherein the party informa-
ongmator is authenticated using the originator PIN 30 f:: also compnses Secret mfermaucn s ated thh
using a méthod described above, The system ther ap- party. -
proves or disapproves the payment based upon an au- §. A method for enr(:hng a:jxd authenucaung a pany,
‘thentication of the VAN, and the “joint” identification .comprising the steps of: :
information associated with the participants, and the receiving a personal identification numbef (PlN)

dress; and
(3) sccessing the first nonge means using the gen-

availsbility of funds, or credit. Such transactions are 35 from the party;

carried on entirely electronically, the participant’s bank genenating coded aum“‘?‘““ mem“OII using
accounts are credited and debited automatically, allow- the received PIN; -
ing commercial transactions to be completed “instanta- .  geuerating first and second’ numbers such that the -
neously”. An RVAN may be generated using the INFO ‘coded authentication information is defivable from.
and piinted on a receipt which i dispensed to the origi- 40 the first and second numbers, the first number
nator, | bemg secrel tnd the second numbcr bcmg non-.

- Although preferred embodiments of the invention - setrety

have been disclosed for illustrative purposes,. those storing mfommuoncompnsmg the secret number ina
skilled in the art will appreciate that many additions, _ first ‘storage means nddrmsable usmg a prcdcter-_
- modifications, and substitutions are possible without 45 -ined secret address;

departing from the scope or spirit of the invention as sms a coded sectet addras “Slng at least part

defined in the accompanying claims. . o of the predctermmed sa:ret addms and thc re
- 1 claime- ceived PIN; and - :
lhtsmeompnmstfu'ststomgemmsad-w stmmgtheeodedscaasddrssmdthcnon‘secm
. . dressable ‘using . a secret’ predetermined address and 50 number in a -second storage means addressable
- party information associited with a party and stored in - usingapredetcrmmednon-secretaddrm : :

‘tﬁeﬁ!wm&eﬂaﬂyhfommmmm . & The method of claim 5, wbetemtheuepofstonng_"-

. ing first coded autheatication information previously the information comprising the secret pumber in the
generated by using a personal identification number 'ﬁrststongemwucompnsesthestepsof ERT
(PIN) associated with the farty, a method for authenti- 55 coding the informition comprising the secret fiumber

cating the party comprising the steps of: using non-secret information asiociated with the -

- (a) receiving a (PIN) from the party to be nuthum- party to generate coded information; and -
cated; “storing. the eoded mfotmnnon in. the first stomge

(b) addressing the ﬁrststornge méeans nsmg the secret - mesans. .
predetermined address to locate the party informa- 60 7.. The method of claun 6, wherem the non<secret

. tion end to retrieve the ﬁ.ts& coded authentication mformtion sssociated with the pzxty is the coded se-
v information; - cret eddress.

(c} gencrating second code:! anthmtxf‘«tmn infosme- 8 The. m»ahcd af c!mm 5 furtbe:r oompnsmg the
“tion uéing the received PIN; - stepsofi. .

(d) comparing at least part of the retrieved first coded 65 rec:wmg £ second PIN fmm 2 pa:ty to be authemr
authenticetion information to at lesst part of the catedy )
generated second coded authentnmt:on informa- generating at a fifst sité second coded authentication
tion; 2ad . : information esmg the received second PIN;

STAMO0041679
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221
addressing the second storage means using the prede-
termined non-secret address to locate and retrieve
;hee coded secret address and the non-secret num-
-

generating at the first site & first coded number using -
the second coded authentication information and

the coded secret address; -

generating the predetermined secret address using at-

least the received second PIN and the retrieved
coded secret address;

5,267,314

5

10

lm\smmns at least the first coded number and the .

predctermmed secret address from u.e first site toa
second site;

sddressing the first storage means usmg the gcnerated' o

predetermined secret address t6 locate and retrieve
the secret number;

deriving at the second site the ﬁm coded authumca
-tion information using the retrieved: non-secret

- number and the retrieved secret number;

genentmg at the second site a second coded number
using the derived first coded authentication infor-
mation and the coded secret address; and - -

authenticating the party tobe authentlcated if the first
. Goded number ‘cotresponds !o the second eoded
" number.

1s

28
the predcterxmned secret’ addrﬁs lmng ‘the tecewed
first PIN to gencrate the coded secret address. - -
14. The method of claim 13, wherein the step of gen- '
erating the predetermined secret lddrcss oompnss the
steps of:
uncoding the retrieved coded secret address nsmg the
received second PIN to genérate said oné of the
components of the predctcnmned secret tddnss,
and
gencrating the predetermmed secret uddr& by com-
bining the generated said one of the components
‘with the other components of ¢he predctcrmmed !
. secret address.. "
15. A method for md:cntxuung N pany and t‘or au-
thorizing access to # storage means associated with the
party, the storage means being addressable usmg ase-

 cret predetermmed :ddras, the mcthod oompnsmg thg -

20

25

9. The method of claim 8, farther comprising the step :

of generating at the first site an anti-duplication variable

" authentication number (ADVAN) by coding at least a

transmission date and time with the second coded au-
thentication information, the transmitting step compris-

ing the step of (ransmitting the first coded number, the

predeicrmined ‘secret address, and the ADVAN from
the first site to the second site via an unsecured commu-
nication medium.

35

10. The method of claim 9, further oompnsutg the

steps of:
uncodmg the ADVAN at the second site using the
derived first coded authentication information to.
regenerate the transmission date and time; and
further authenticating the party to be authenticated if

40

the regenerated transmission date and time corre- -

spond to a reception date and time.

11. The method of claim 8, wherein-a first semx-nn‘ :

dom number is generated at the first site using a first

counter, and further comprising the step of coding the -

first semii-random number .to generate a coded first

semi-random number, and wherein the transmitting step
comprises transmitting the first coded number, the pre-
determined secrehddres. and the coded first semi-ran-
dom number from the first site to the second mevu:n
unsecured communication medium.

50

12. The method of clsim 11, funhcreompnsmgthe_v

steps of:
uncoding the coded first semi-random number at the

" second site to regenerate: the first semx-undom )

number;

generating at the second site a second semi-random

. number using a second counter which is generally
synchronized with the first counter; and -
further authenticating the perty to be suthenticated if
the regenerated first semi-random number corre-
sponds to the second semi-random nember.

.13. The method of claim 8, wherein the predeter-
m_:md scoret eddress comprises one Or more compo-
nents combinzble  to form the predetermined, secret
eddress, the step of generating the coded secret address
comprising the step of coding one of the components of

stéps of:
receiving a pemnxl xdenuﬁutmn number (PIN')
" from a party to.be authenticsted; B
generating coded authentication : mfotm:tlon using
the PIN, the coded authentication information
being derivable’ from a secret’ number previously
stored in the storage means snd 2 non-secret num-
" ber previously stored in a stongc medium i in pos-
session of the party; . : .
retrieving from the storage medlum at lust a coded
-address and the non-secret number, the coded ad-
dress having beén previously generated by coding
at least a portion of the secret predetermined ad-
dress using the coded authentication information;
generating said at least & portion of the secret prede-
termined address by uncoding the coded sddress
usmg the codéd authentication information; -
transmitting at least the generated said at least a por-
tion of the secret yredetcnmned address and the
retrieved non'sccret number from & first site toa .
second site aver a comniunication fink; -
- generating at the second site thie secret predctennmed :
address using the transmitted said at least & portmn
of the secret predev.ermmcd uddras; .
addressing the storage means using the genexatcd»
secret predctermmed nddrtss [ rcmevc thc secret -
- number; .
deciving the coded authenﬂuuon mfomnuon using
the retrieved secret numbef and the tra.nsmxtted
. nei-secret number; and © - )
authenticating the party and . authonzmg further ac-
wtsmtheﬂomgemunsbyusmgatlustthedc-
rived coded authentication information. =
16. 'rbcmethodofchm 15, fmheroomymmgthc

‘stepsof

retrieving from: thestonge medium a first tnnsncuon
sequence number (TSN) previously stored therein;

generating a first lllh-dnpllclhon varisble suthentica- -
tion number (ADVAN) by coding the first TSN
with the coded authentication information; = - .

tnnsnutﬁng the first ADVAN from the first. szte to

- the second site over the communication link;.

" pddressing - the storege means gsing the gencuted
gectet predetermined eddress to retrieve & second
TSN previously stored therein;

genersting a second ADVAN by coding the scoond

TSN with the dcnvcd ooded suthentication infor-
mation; and .

authenticating the pany end &uthcnnng ﬁu'thcr &c-
cess to the storage means if the second ADVAN
corresponds to the first ADVAN

STAMO041680
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wherein the first and second TSNs are modified after

each transaction, such that fraudulent receipt and

use of messages over the communication link and

- fraudulent duplication of the storage medium are
prevented.

17. The method of claim 15, farther comprising the
steps of retrieving agency identification information
from the storage medium and transmitting the agency
identification information from the first site to the sec:
ond site over the communication link, wherein the step
of generating at the second site the secret predeter-
mined address comprises the steps of using the agency
identification information to retrieve other portions of
the secret predetermined address and combining. the
transmitted said at least a portion of the secret predeter-
mmadaddmwﬁhtheothcrpomons to form thc secret
predetesmined address.

18. The method of claim 15, further comprising the.

5,267,314

30 :

means for generating a ooded secret addmss using at

least & part of the predetermined secret address and

the received PIN; and .

means for storing the coded secret nddras and the

non-secret number in a second storage means ad-

dressable using a prcdctermmed non-secret ad-
dress. .

21. The system of claimi 20, wherein the second stor-

agc means is a storage medmm io the posaszou of the

22 In a system comnmmg a storage means address-
able using & secret predetermmed address and a first
coded number previously stored in the storage means

. and derivable from the secret predetermmed address

15

" step of revxsmg the TSN, the secret number, and/or the .

coded address.

19, The met.hod of claim 15, wherem the conunumca-
* tion link is unsecured.

‘20, A system for authentwatmg a party comprising:

20

‘means for recefving a personal identification nimber

-(PIN) from the party;

means for generating coded authenucatlon mforma

- tion using the received PIN;

means for genetating first and second numbers such
that the coded authentication information is deriv-
* able from the first and second numbers, the first
number being secret and thc second number being
' non-sectet;

means for storing the secret number in a first storage
means addressable using a predetermined secret

" address;

25

X

3

and a coded address generated by coding the secret
predetermined address with first.coded authentication
inforination associated with a party to be authenticated,
a method for authentxcahng the party compnsmg the
stepsof: -
reoewmg a PIN froi the party to be anthcuucated
-geneutmg second coded authmmnhon information
" using the received PIN; -
denvmg the secret predetmm\od address by \mood
‘ing the coded address using the second coded au-
. thentication infofmauom
genérating a second coded ‘number by coding the
derived secret predetcrmmed address with the
“ coded address; -

- using .the derived secret predetermmed address to
access the storsge means and re!ncvc the first
coded number; and

authenticating the party if the retneved first coded

number corresponds. to the generated second
coded number.

* ¢ ®

* %

“

55

65
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CRYPTOGRAPHIC COMMUNICATIONS SYSTEM
AND METHOD

The Government has rights in this invention pursuant 5
to Contract No. NO0OO14-67-A-0204, awgrded by. the
Department of the Navy, and Grant No. MCS76-14249,
awarded by the National Science Fouadation.

BACKGROUND OF THE DISCLQSURE

This invention relates to communicatians,.and more
particularly to cryptographic communigations systems
and methods.

With the development of computer tech nology. the
transfer of infarmation in digital form has rapidly in-
creased. There are many applications, including elec-

- tronic. mail systems, bank systcms and data processing
systems, whcre the transferred information must pass
over ¢ ations ch Is which may be moni-
tored by electronic eavesdroppers. While the degree of 20
security required may vary for various applications, it is
generally important for all of these examples that the
substance of particnlar communications pass dlrectly
from a sender to an intended receivéi without w;srme-
diate parties being able to interprei the trensferred mes- 25
sage. In addltlon, there are further instances where
information in computer memory banks must, be pro-
tected from snoopers who have access to the memory
through data processing networks.

In addition to these privacy requirements, authentica- 30
tion of the source of a.message must often be insured
along with the verification and security of the message
content. For example, in banking applications, it is re-
quired that a signed document, such as a bank draft, be
authenticated as being actually signed by the indicated 35
signator. Furthermore, in many applicatioas, it is desir-
able to further require safeguards against signatuce forg-

"ery by a message recipient.

In the prior art, 2 number of cryptographic encoding
and decoding tedmiqucs are readily available to pro- 40
vide some degree of privacy and authentication for
digital communications, for example, fhe data epcryp-
tion standards adopted by the National Bureaw of Stan-
dards, see Federal Register; Mar. 17, 195, Volume 4,
No. 52 and Aug. 1, 1975, Yolume 40, No. 149. 45

In general, cryptographic systemé are adapted to
transfer a message between remote locatiops. Such sys-
tems include at least one encoding device at a first loca-
tion and at least one decodmg device at a second locs-
tion, with the enoodmg and decodmg devices all being 50
coupled to a oommu(uuhoa chanagl. For dngual sys-
tems, the message is defined to be a digital message, M,
that is, a sequence of symbols from some alphabet. In
practice, the alplubet is generally chosen to be the
binary alphabet consisting of the symbols 0 and 1. 55

. Each encoding device is an apparatus which accepts
two inputs: a message-to-be-encoded, M, and an encod-
ing key or operator, E. Each encoding device trans-
forms the message M in accordance with the encryption
operator to produne an encoded version C of the mes- &
sage (which Is denoted as the ciphertext} where
C=E(M). The encoding key and the ciphertert are also
digital sequences.

vy

Each decoding dévice is an apparatus which accepts -

twa iaputs: 2 ciphertext-to-be-decaded € and 2 decod- 6
ing key or operator, D. Each decoding device trans-
forms the ciphertext in accordance with the decryption
operator to produce a decoded version M’ of the cipher-

[V
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text where M =D(C), or M'=D(E(M)). Like the en-
cading key, the decoding key and decoded message M’
are alsa digital sequences. The encoding and decoding
keys are selected so that M'=M for all messages M.
. In operation, a message, orce encoded into cipher-

text, is transmitted over the channel to a recipient who

decodes the received ciphertext to.obtain the original
message M. Thus, a recipient sees the original mmage
M as the output of his decoding device.

To a large degree, the quality of performance of a -

cryptographic system depends on the complexity of the
encoding and decoding devices. Regarding the probleni
of ensuring privacy of communications for a system
where an cavesdropper can listen to every message
transmitted on the communications channel (which

might, for example, be a radio link), the effectiveness of -

the system depends upon the ability to ensure that the
‘eavesdropper is unable to understand any such over-
heard messages. In the prior art systems, the sender and
recipient arrange to have correspouding encoding and
decoding keys which are kept secret from the eaves-
dropper, so that even if the eavesdropper knows the
conatrucuon of ‘the cneodmg and decoding devices, he
wiould not be able to decode the messages he hears,
even after hearing a large number of messages. In prac-
tice, however, this constraint results in extremely com-
plex and correspodingly expensive equipment. A disad-
vantage of the prior art systems results from the general
requirement that the pre-arranged eacoding and decod-
ing keys must be delivered in a secure fashion (often by
caourier) to the sender and receiver, respectively, to
¢enable communication through the systems.

The “public-key cryptosystem”™ described by Diffie
and Hellman, “New Directions In Cryptography™,
IEEE Transactions on Infarmation Theory (Nov.
1976), in pnnaplg__grovtds enciphered communication
between lrbltfary pairs of people, without the necessity
of their agreeing on an enciphering key beforehand.
The Diffie and Hellman system also provides a way of
creating for a digitized document a recognizable, un-
forgeable, document-dependent, digitized signature
whose autheaticity the signer cannot later deny. -

In a public-key cryptosystem, each user (e.g. user A)
places in a public file an enéiphering operator; or key,

"Eg4: User A keeps to himself the details of the corre-

spondmg decnphenng key DA which satisfies the equa-
tion

DAEAMN=M,

for any message M. In order for the public key system
to be practical, both E4 and D4 must be efficiently
computable. Furthermore, user A must not compromise
D4 when revealing E4. That is, it should not be compu-
tationally feasible for an eavmltopper to find an effi-
cient way of computing Dy, given only a specification
of the enciphering key E4 (even though a very ineffi-

cient way exists: to compute D4(C), just cnumerate all .

possible messages M until one such that EAM)=C is
found. Then DAC)=M.}. In a public key system, =
Jjudicious selection of keys easures that only user A is
able ta campute Dy efficiently.

Whenever another user (e.g. user B) wishes to send a
message M to A, he looks up E4in the public file and
then sends the enciphered message EoM) to user A
User A deciphers the message by computing Dy
(E4(M))=M. Since Dy is not derivable from Ein a
practical way, only user A can decipher the message
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3 .
E.((M) sent to him. If user A wants to send a response to
user B, user A enciphers the message using user B's
encryption key Ep, also available in the public file.
Therefore nto transactions between users A and B, such
as exchange of secret keys, are required- (o dnitiate pri-

5

vate communication. The only *“setup™ required is that '

each user who wishes to receive private communication
must place his enciphering key E in the public file.
The public key approach of Diffie and Hell is

4,405,829

4

Accordingly, it is an object of this invention to pro-
vide 2 syszem and method' for implementing a private:
communications system. -

1t is another object to provide a system and method
for cstablishing a private communications system’ for
transmission: of signed messages.

It is still dnother object to provide a systém and
method for |mplementmg a public key cryptographxc

also useful in principle to provide signed digital mes-
sages that are both message-dependent and signer-
dependent. The recipient of a “signed” message not
only knows the message substance, but also can provide
 that the message originated from the identified sender.
A'signed message precludes the possibility that a recipi-
‘ent ‘could modify the received message by changing a
few charucters or that the recipient could atfach the
received signature to any message whatsoever. Thisis a
particular problem for digital messages inasmuch as
electronic “cutting and pasting™ of sequences of charac-
ters are generally undetectable in the final product.

In order to lmplcrncnt stgnatura on mcsagd trans-
ferred between two users, e.g. user A and usér B, in
accordance with the Diffie and Hellman system, each
user has encoding keys E4 and Ep, respectively, on a
public file and decoding kcys D, and D3, respectively,
privately held. Each user’s encoding and decodin g keys
must effect permutations of the same message space S,

" so that the following relation s hold:

DAEH(M)=M

EADAM) =M

DHERMI=M
T ExDsM-M

for any message M. €

When user A wants to send user B a “signed” docu-
ment M, user A first uses his own decryption key D4 to
transform M into a signed message word M;=D 4M).
User A then uses user B's encryption key Ej (from the
public file) to generate a signed ciphertext word
Cs=Eg(M;)=Es(D.«(M)), which is sent to user B, User
B initially uses his secret decryption key. Dz to reduce
the signed ciphertext C; to 2 signed message word in
accordance with D(G)=Dg(Eg(My))=M, Now
using user ‘A's ding key E4 (available from the
public file), user B decodes the signed nicssage word in
accordance with E«M)=E)=M.

User A cannot deny having sent user B this message,
since 00 one but A could have created M;=D4(M),

provided that D4 is not computable from E. Further--

more, user B can show that the public key E4is neces-
sary to extract the message M so that user B has “proof”
that user A has signed the document. User B cannot
madify M to a different version M, since then user B
would have to creste the corresponding signature
D,4(M") as well. Therefore user B must have received a
document “signed” by 4, which he can “prove!” that A
sent, but which B cannot modify in any detail.

While the pubhc-key cryptosystem principles as de- T

scribed above, and their poteatial use as & means of
implementing digital “signatures”, are known in the

S

G

35

40

0

[

prior art, there zre no practical implementations which -

are known, either with or without signature.

c i ations system.
Itis a further object to provide a system and mer.hod
for encodmg arid decodmg digital data.” =~ *

SUMMARY OF THE INVENTION .

Briefly, the presént | inveation includes at least one
cncodmg device, at least one decoding device, and a
communication channel, where the encoding and de-

’codmg devices are coupled to the channel, The encod-

ing' device is responsive to an applied m&agc-to—be-
trarismitted M and an encodmg key to provide a cipher-
fext word C for transmission to a pam«:ular decoding
device. The eneodmg key E is a pair of positive integers
e and 'n which arg r:latcd to the particular decoding
device. The message M is a number representative of a
mesﬁage—to—bc-tmnsmmed and wherein

0EMEna-1
where n is a composite number of the form

K=pq
ps where p and q are prime numbers.

For messages ‘represented by numbers ‘dutside the
range O to n—1, a conventional blockmg means is uti-
lized t6 break the message into message; block words
before encoding, where each block word is fepresenta-
tive'of a number Within the spccxf'wd range. Following
subsequent decoding, the recovered block words may
be transformed back to the original message.

The presently described encoding device can dis-
tinctly encode each of the n possible messages. In alter-
native but equivalent embodiments, the numbers repre-
sentative of the possiblc messages-to-be-transmitted
need not be integers in the range 0 to n—1, but could be
integers selected from each residue class modulo n. "For

cxample, where n=3, the numbers representative of the

- set of messages-to-be-transmitted might include 0(=0

mod 3), J0(==1 mod 3), and 8(=2 mod 3). Acoordmgly.
the range limitations for n expressed hereafter in this
application are appropriate for the numbers in the mod-
ulo residue classes within the respective ranges, but it
will be understood that bers outside the range but
selected from the appropriate residue classes are consid-
ered to be equivalent to those within the specified range
and are intended to be embraced by the claims. .

The transformation provided by:the elwodmg device
is described by the relation

CmM(mod n)

where e is a number relatively prime to (p—Ig—1)-
. The particular decoding device is also coupled ta the
channel and is adapted to receive the ciphertext C from
the channel. The decoding device is respoasive to the
received ciphertext word C and a-decoding key to
teansform that ciphertext to a received message word
M’. The decoding key D is 2 pair of positive integers d
and n. M’ is a number representative of a deciphered
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form of C (i.e. reconstituted plamtext) and comsponds
to the relation . .

M= Cmod n)

w

where d is a muluplxcauve qurse of e(mod(l‘
cm((p—l), (q— 1) so that

i ed=ilmod(l em(lp- TCRRTY)

where 1 cm((p—1),{g—1)) is the lcast common multiple
of numbers p—1 and g 1.

With these encoding and deloding dcwoes. a‘tiessage
sent from the encoding devicé to the décoding device is
transformed from M fo C by the encoding device, and 5
then back from C to M' by the decoding devxce, where
M'=M'(mod n).

In a communication system which is adapted to pro-
vide digital signatures, each transmitting and receiving
terminal is provided with both an encoding and decod- 20
ing device, each device being functionally equivalent to
thé devices'described abave but operating o a different
set of input words with a different key. The transmitting
terminal decoding device transformis a messige M using

its own decoding key to generate a signed message M. 25-
. Then the encoding device transforms the resultant

signed message M; with the intended receiving termi-
nal's encoding key to generate signed ciphertext word
C.. The receiving terminal’s decoding device then
transforms the received Cs with its own decoding key to 30
obtain the signed message M, and then thé encoding
device transforms the resultant signed with the
transmitting terminal’s encoding key to obtain the origi-
nal message. For example, in a system for transmitting
signed messages from user A to user B, the terminal for 33
user A includes at least one encoding device character-
ized by an encoding key Eg=(cp, ng)-and at least one
decoding device, characterized by a decoding key
D4=(d4, nq). Similarly, the terminal for user B includes
an encoding device characterized by an cncodmg key 4
E4=(e4, n4) and a decoding device characterized by a
dccodmg key Dg=(dg, ng). The encoding and decod-
ing devices of terminals A and B are of the same form
described sbove for the privacy system.

In operation, to provide a stgned message, user A first s
generates a ciphertext signed message word M,

MomMi4(mod )

and then transforms that signed message word to a ¥
signed ciphertext word Cy:

Com M, Hmod ng)

which is then transferred to user B. User A may readily 53
use dqand ny from his own decoding key to reduce the
signed ciphertext word to a signed message word, and
then perform the encoding transformations using egand
ng from the publicly available file.-

User ‘B deciphers the received Cs inta the signed @
message word Mcin eccordance with

- M,nsc,rm(mod ag).
User B then trensformis M:to L {2 acoordance with 65

M M mod nq)

4,405,
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User'B may readily perform his decoding transforma-
tions since dp and np are part of his decoding key and
¢4 and ny are readily available on the public file.
- In any of the above operations, the underlying mes-
'sages may be initially encoded using conventional en-
cryption techiques, and the subsequently decoded mes-
sages may be decoded using a cortesponding decryp-
tion technique. The present invention may be used with
‘any Iength messages provided that the message is bro-
ken into suitable léngth blocks before encoding. For
example,-very long messages may readily be broken
into blocks, with each block labelled with 2 “this is
block t of R™ notation and transmitted after signing
each block separately. Any word to be tansformed,
-using cither the encoding or decoding key for a termi-
nal, must be broken into blocks, wherein each block-is
:representative of a number in ‘the range 0 ton-3¢ 1 for. -
the corresponding terminal. Following transmission
over the channel and the second :transformation, the
resultant words may readily be “unbklocked™.
The pr&sent invention provxda a publu: key system
for blishing piivate o« ications and also for
providing pnvate ‘communications with the signature.
A characteristic of this system is that the public revela-
tion of the encryption key does not reveal the corre-
sponding decryption key. As a result, couriers or other
secure means arc not requn'ed to transmit keys, since a
ge can be enciphered using an encryption key
pubhcly revealed by the intended recipient. Only the
intended recipient can decipher the message sinice only
he knows the corresponding decryption key. Further-
more, the :message can be “signed” by deciphering it
with the privately held decryption key. Amyone can
verify the signature using the corresponding publicly
revealed encryption key corresponding to the origina-
tor. Signatures cannot be forged and the signer cannot
later deny the validity of his signature.

In other forms, the present invention may:be utilized
with both the encoding and decoding keys secret. In
such forms, if users A and B wish to communicate pri-
vately over an insecure channel, they may use the chan-
ned to transmit. E¢ and Eg to.B-and A, respectively.
Then when A wishes to send B a message M, he first
produces Eg(M)=C and sends this to B. B applies Dgto
C to obtain M. An eavesdropper on the channel will
have access to Ep, Eqand C but mthom access to Dg
is unable to decode C.

- In altenative forms, the present mvmuon may be
utilized with the encoding and decoding devices cou-
pled by a data path to a memory so that encoded only,
or encoded signed, data words may be stored in the
memory, thereby ensuring file integrity. In such an
embodiment, the data path and memory are considered
to be a communications ¢hannel coupling the encoding
and decoding devices (whick devices may be at the
same physical location). In addition, the present system -
is suitable for use in.access control systems.

_ BRIEF DESCRIPTION OF THE DRAWINGS

e foregoing and other objects of this invention, the
various features thereof, es well gs the invention itself,
may be more fully understood from the following de-
scription, when reed together with the accompanying
drawings in which:

FIG. 1 shaws in block dxagram form, 2 communica-
tions system in accordance with the present invention;
FIG. 2 shows in block diagram form &n embodiment

of the system of FIG. 1 adapted to-transfer enciphered
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digital messages in one direction between twp n:rml-
nals;

FIG. 3 shows in detailed block diagram fox'm, the
encoding device in the system of FIG. %

FIG. 4 shows in block diagram form an embodiment. §
of the system of FIG. 1 adapted to transfer enciphéred
digital messages in two directions between two termi-

. nals;

FIG. § shows in block diagram form, an embodxment
of the system of FIG. 1 adapted to transfer signed, 10
enciphered digital messages in one direction between
two terminals;

FIG. 6 shows in block diagram form, an embodiment
of the system of FIG. 1 adapted to transfer signed,
enciphered digital messages in two directions between- 15
two terminals; and

" FIG. 7 shows in block diagram form, an embodiment
of the system of FIG. 1 adapted to transfer blocked
messages in one direction between two t:rmma&

DESCRIPTION OF THE PREFERRED
EMBODIMENT

FIG. 1shows an embodiment of the present invention
in block 'diagram form. This system includes a commu-
nications channel 10 and (wo terminals A and B coupled 25
to the channel, where ecach terminal has an associated
encoding key E and decoding key D: E4, Dy, respec-
tively, for terminal A and Ea, Dg, respectively, for
terminal B. The communications channel 10 may in-
clude, for example, a conventional broad-band cable 30
with associated modulator and demodulator equipment
at the various remote terminals to permit data transfer
between teminals connected to the channel and the
channel itself. The system of FIG. 1 is suitable for the
two-way transfer of messages between terminal A and 35
terminal ‘B. Each of terminals A and B i adapted 'to
transform a plaintext message (0 an encoded form and
transfer the encoded message over chaanel 10 to the
other terminal. When received at the other terminal, the
encoded message is transformed back 1o its plaintext 40
form. In the figures, the message, encoded form and
reconstituted plaintext are represented by the symbols
M, C, and M’, respectively, with subscripts A or B
being representative of the originating terminal.

In one embodiment (e.g. the system of FIG. 2 de- 45
scribed betow), the encoded form of the message is
‘encrypted to ciphertext that may only be decoded by
the' intended receiver terminal. in a second embodi-
ment, the encoded form is representative of a message
" combined with a digital signature indicative of the send- 50
ing terminal. In a third embodiment (e.g. the system of
FIG. § described below), the encoded form is both
encrypted to a form intelligible only to the intended
receiver and also signed by the sending terminal. Alter-
native form systems may include additional remote 5
terminals (each having associated encoding and decod-
ing keys) coupled to the chaanel 19, as well as associ-
ated terminal and channel.equipment so that messages
may be addressed to particular ones of the terminals in
2 cenventiona! manner, &0

FIG. 2 shaws 2 form of the invention wherein mes-
sages M may be transferred in encrypted form in onc
direction from terminal A to terminal B. In this embodi-
meat, terminal A includes en encoding device 12 2nd
terminal B includes a decading device 14. 65

Encoding device 12 is adapted to receive an input
message M, ta be transferred to the terminal B. Mes-
sage M4 may be pre<coded by conventional encoding

h

-
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techniques to a digital form. In embodiments, where
relatively large messages are being utilized, the pre-
caded form may be in terms of short data blocks whigh
may be individually encoded by the device 12 into cor-
responding words of ciphertext Cy. To establish com-
munications with terminal B, the encoding device 12
performs the transformation from M4to C4 utilizing the

terminzal B. encoding kcy, Eg (defined more fully be- ..

low). The decoding device 14 receives ciphertext
words C4 from the channel 10 and transforms them into

_ reconstityted plaintext from M4’ utilizing the terminal B

decoding key, Da (defined more fully below). The en-
coding and decoding keys are adapted so that the de-
coded message M,¢ is the same as the message M4. To
establish communication with any other terminal, the
encoding device 12 of the sending terminal utilizes the
encoding key associated with the intended receiver
terminal. The decoding device 14 of the receiving ter-
minal utilizes its own decoding key to transform the
received ciphertext to plaintext.

In accordance with the present invention, for the it
terminal, the encoding key Ejis a pair of positive inte-
gers e;and n; specifically associated with that terminal,
and the decoding key isa pair of paositivé integers d;and
n;where d;is also specifically associated with that termi-
nal. In accordance with the invention, n;is a composite
number equal to the product of prime factors pjand g;,
¢;is relatively prime to (pi— 1)(gi~1), and dyis a multi-
plicative inverse of e{mod(1 cm((p;— 1), (gi— 1))). By

way of example, d; can be a multiplicative inverse of .

e{mod(p;— -(qi—1))-

The cncoding transformation performed by the it
terminal cncndmg device for.a message destined for the
t terminal is in accordance. with the relation:

CmMS(mad ).

The message M;is a number in the range 0=M;=n/—1.
This condition may be met by initially transforming, or
pre-coding, the message-to-be-transmitted into blocks
which are in that range at the i# terminal, and then
recombining the blocks at the j# terminal. The decoding

" transformation performed by the j* terminal decoding

device for the ciphertext received from the i terminal
is in accordance with the relation: -

M;wCfimod o).

Acgcordingly, the encoding device 12 and decodiag
device 14 perform substantially the same functional
operation but with differeat message inputs (M or C)
and dxﬁ'erent keys (E or D). In the present exemplary

t which t ‘an encrypt:d message
from terminal A to tcrmmal B,i=A and j=B.

The FIG. 2 embodiment is also suitable for sending
signed messages M (in lieu of C,) from terminal A to
terminal B. In this form, the system of FIG. 2 is substan-
tizlly the same as that described abave excepf that ter-
rinef A utilizes its own decoding key D yes the “encod-
ing key” for device 12, end terminal B utilizes termina)
A's encoding key for the “decoding key™ for device 14,
With this configuration, M/ is in the range 0SM=-
ng=1 znd terminal A transforms the message My to
My; in accordznce with:

I 4502 M £ (mod = 4}
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and terminal B transforms the received signed message
M,“ back to M4 in accordance:with;

M4=MWM nA).

An excxnplnry form for the. eneodmg device 12 is
shown in FIG 3. The device 12 includes an M register
20 for receiving an applu:d dxgllal message-to-be-trans-
ferred and ¢ register 22 and n tegister 24 for receiving
“an applied encoding key consisting of binary signals
- representative of the numbers ¢ and n for the intended
receiver terminal (which, in a public key cryptographic
system, are readily available from a public file for all
terminals). Encoding device 12 further includes an ¢
shift register 26, a multiplier selector 28, ciphertext
register 30 and 2 modulo n muitiplier 32, These blocks
in the device 12 are ponvcuhonally arranged together
with timing control mtcuury to perfarm ‘fcxponcnna-
tion by repeated squaring and multiplication.™ In alter-
native embodiments, other exponentiation procedures
may readily be utilized in keeping with the present
invention.
In the operation of dev:ce 12 after a messag M is

10 §

5

829

. 10
sponding to the deciphered message M, and the blocks
corresponding to blocks 26, 28 and 32 pérform the same

functions in their corresponding clements in the encod- -

ing device 12, but for the numbers d and n. As'in the
encoding device 12, tinting coatrol circuitry is adapted

.to control the sequential operation of those elements in
the manner described. The device of ‘FIG. 3 is also
suitable for the signed message mode of operation, with
the substitution of the appropmte enoodmg and decod-
ing keys.

The communications systcm ilustrated in FIG. 2 is
suitable for one-directional communicating: messages
from terminal A to terminal B. FIG. 4 illustrates a simi-
lar configuration which accommodates the two-way

ission of ges between ter Is A and B. In
a similar manner, additional terminals may be added to
the network (with suitable selection of encoding keys

. for cach desired communication) and coupléd to the

communications channel 10 by ‘way of conventional
-modulator and ‘demodulator networks -and terminal
-addressing networks to control the appropriate flow of

loaded into the message register 20, the cnphcrtext regis-
ter 30 is preset to the number 1 and the e and n registers 2
are loaded with binary words representative of the
numbers e and n, mpecttye_ly. for the intended receiver -
terminal. The shift register 26 is clocked to shift the bits
of the e word so that one bit at 8 time. starting with the
most significant bit is applied to the control input of the
multiplier selector 28. In response to gach applicd. ¢ %
word bit, the cum:nt contents of C register 30 are ap: .
plied as a first input to multiplier 32. In addition, the
selector 28 selects the contents of C register 30 as a
second input to multiplier 32, and the multiplier 32 then
is activated to provide an intermediate product (modula 35
n) of the signals at its first and second inputs, thereby
effecting a squaring (modulo ») of the contents of C
register 30. C register 30 is then pdated with the inter-
mediate product signal, which is in turn applied to the
first input of multiplier 32. The selector 28 then selects 40
cither the conténts of M register 20 (if the currently
applied ¢ word bit is. |) or binary i (if the currently
applied e word bit is 0) as the second u:put of multiplier
32, and the muitiplier 32 is activated'to provide 2 final
product (modylo n) of the signals at is first and second 45
inputs. The C register-30 is then updated with the final
product signal. The e shift register is then activated to
shift the e word by one bit 30 that the pext ¢ word bit is
applied to sclector 28 and the above operation repeats.
Following the completion of the sbave operation for 50
the last bit of the e word, the contents of the C register
30 are representative of the ciphertest corresponding to
the applied message M, and is ready for transmission
over the communications channel 10..In alternative
‘configurations, the transformation of the message M to L3 ]
the ‘ciphertext C may be accomplished using- 2 pro-
“grammed digital computer rather than the hardware
elements illustrated in FIG. 3.

-~ The decoding device 14 is substantiaily the same as
the illustrated encoding Bavice llustrated in FIG. 3, @
except that the message applied’to the rcgﬂ:te: cocres
spanding to register 3% is replaced by the ciphertent
word received fromt the communication channel 10, and
the encoding key (c, n) wdrds szhed to the registers
correspoading (0 registers 22 and 24 ere teplaced by the 65
decoding keéy (d, n) words for the terminal, In this con-
figuration, the register corresponding to register 30
contains intermediate and final product signals corre-

%

ges from ongmatmg tznmnal to a desired reccw-
ing terminal. **

In the FIG. 4 oonf gurauon. separate encoding and
decoding devices are shown for each terminal. How-
ever, as noted above, the encoding and decoding de-
vices perform substantially the same functions but-with
different  input message and key signals: Accordingly,
each of the stations at remote locations A and B in'the
FIG. 4 configuration may be réplaced by a single device
which may be operated. as cither an encoding or a de-
coding device with appropriate switches to coiitrol the
message input (M .or C) and key i input (E or D). In the
configuration of- FIG. 4, the origin for the messige,
reconstituted plaintext and ciphertext is denotéd by
subscripts representative’ of the respective originating
terminal. In addition, the encoding and decoding keys
are representauve by the letters E and D with subscripts
represeuuuve of the associated terminal. For example,
since terminal A is communicating with términal B, the
encoding key is denotéd Egso that the decoding termi-
nal B may apply its decoding key Dg to cxtract the
‘message M’ of A(=My). For cases where terminal A
‘wishes to communicate-with a third terminal, for exam-
ple, terminal C, the encoding key for the terminal A
encoding device 14A would be replaced with a corre-
sponding encoding key- E. for terminal C. :

FIG. 5 shows -an embodiment of a communication
system in accordance with the present invention for
transmitting signed messages from terminal A to termi-
nal B over the communication channel 10. In this con-
figuration, the terminal A includes an encoding device
12A which corresponds to the encoding device 12 in
the FIG. 2 configuration and which similarly trans-
forms a message to ciphertext using the encoding key
for the intended receiver terminal (i.e., terminal B in this
case). In addition, terminal A includes a decoding de-
vice 40A which is similar in form to the decoding de-
vice 14 (FIG. 2), but which utilizes the decading key
D szssociated with terminat A &5 the key for that device
484 The device 40 transforms the message to be trens-

- mitted My to a signed message My, which in tara is
:_applied as the message word iaput to device 12A. De-

vice 124 pravides s signed ciphertext word Cp: which
is representative of the signed message ward as enci-
phered for reception by terminal B, Cyis transferred (o
terminal B over channel 10.

-- 230 --
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Terminal B includes a decoding device 14B which
corresponds to the decoding device 14 in the FIG. 2
* configuration and which transforms received signed
ciphertext word Cs to the signed message word M.
using terminal B's decoding key Dg. In addition, termi-
nal B includes an encoding device 42B which is similar
inform to the encoding device 12A, but which utilizes
thie signed message word Mus as its data input and. the
encoding key E4 associated with-terminal A as the key
for that device 42B. Device 42B transforms the signed
message word M to the unsigned message word M¢',
which corresponds to the original message M 4. Thus,
all of the devices 12A, 14B, 40A, and 42B ace substan-
tially the same in function but they atilize the indicated
encoding or decoding keys and data inputs.

In alternative embodiments, the order of the enci-
phering and signing operations may be switched, pro-
vided that the order of the corresponding deciphering
and unsigning operations are similarly switched. Fur-
thermore, additional levels of cncxphenng or signing,
may also be utilized so long as there is a corrapondmg
deciphering or unsngmng operation.

While the sys(em in FIG. 5 is suitable for s:gna! direc-
tion transmission of a message from terminal‘A to termi-
nal B, terminal B may also inctude blocks correspond-
ing to blocks 12A and 40A and terminal A may include
blocks corresponding to blocks 14B and 42B with the
respective keys E4, Dg, D.sand Eg, as shown in FIG. 6.
With the latter system, two-way signed digital commu-
nications may be accomplished. In alternative configu~
rations, additional terminals may be utilized using the

addition of similar blocks coupled to. the channel 10,

with the appropriate keys and modem and vaddmsing
networks.
The signature systems descnbed above in COH]U!IC-
tion ‘with FIGS. 2, 4, S, and 6 are suitable where the
respective. message and ciphertext words . represent
numbcr; less than the n; for the particular transforma-
tions. ‘As noted above, when the words to be trans~
formed (either by encoding or decoding) are initially
beyond the nominal range requlremen( a blocking sub-
system is used to break the word into blocks within that
range before the transformation is performed. A corre-
sponding unblocking subsystem is utilized following the
inverse transformation at the recciving terminal to ob-
tain the original message. FIG. 7 shows an cxemplary
configuration which is similar to the configuration of
FIG. §, but which also incledes blocking and unblock-
ing subsystems. Terminal A of the configuration of
FIG. 7 includes a first blocking subsystem 61 which
precodes the message to a blocked message M4, which
in turn js transformed by device 40A to a signed mes-
sage Mis A second blocking subsystem 63 transforms
M to blocks M " each block of which is then trans-
formed by device 12A to a signed ciphertext word Cy;.
At terminal B, Cis first transformed to signed message
.blocks M 4" by device 14B, which are then transformed
by a first unblocking subsystem 65 to the signed-mes-

. szge word M. The word M is then transformed by
device 438 to the blocked message M 4, which is in turn,
transformed by 2 second. unblocking subsystem 67 to
the ongma] message. Iy embodiments where the mes-
sage is enciphered before signing, the device that. first
provides C4 which is transformed to Cx”.and then, to
C s At the receiving terminal Cy s first transformed to
C4" which is then transformed to C4 and thcn decoded
to M.

—_
w
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. The..blocking :and unblocking -subsystems may be
configured with any of the various forms of the present
invention wherein the respective message and cipher-
text words are outside the nominaf rangest Where the
range requirements for a word transformation are met,
the' blockmg xmd unblockmg subsystems are ‘not utx-
tized ¥

*Thie encoding operanon fof the'f prcscnt invention wnll

b llustgated for'the case whiere p=47, g=959,
¥4=47-59=2173, d—157 and e=17, to enicode the

. q - <.z . EEA 1
1T$ ALL GREEK TOME
ar!

lnmally, the m&aéé'is encoded wuh two En;hsh let-
térsiti a block, by substltuung for’ &ch letter 2 two-dxgxt
numbet: blank =00, A=01, B=02,..%, 2—26 Tn this
forin, (he message is prceoded to:

M oezowmm IIIMIMH(DZNSNIW

o

hrokcn mto blocks M. . I_Vlmas follows: -

M=y My My Mo My Mg My My NS Mg

mzﬁ‘muonz IZNO'HI Qs0§ 1100 2015 0013 OSW

Smcc es= IO(X)I in bmary. ~the first block (M|—0920) is

enciphiéred using the -encoding key E—(]7 2773) t0a
corrcspondmg clphertext block Ci:
::: C] = Ml"‘g{lmd n). L
w )P mad 2773)  © s
(1 < MPOIR) - M (mod T773)

7 . -

= 948 (xod 2773)

The whole message is cr_lciphegc& as:”

C=8 € 66 G G. G G & Co

= 0948 234 1084 1444 2663 rm(ml 0774 mn less
N
The ciphertext can be deciphered in a snmlar manner
using the decoding key D (157, 2173). For the rrsl
block Cu

My m G (mod 1)
s M8'57 (mod 2773)

" 920 (mod 2773) Sl

The other blocks are similarly deciphered sa that.the

various blocks may be. put together to form M, and.(héx{

be, decoded (by reversing the lettez«m—two—dlglg -num-
ber teansformation) to the original message. - ~_
.In & public key cryptosystem utilizing the present
mve’ttto 1z, ezch user has an zssociated cncrygtmn key
E—(e,n) and dec:yptlon Rey D=(d,n),. wherein the
encryption keys for all users age available iz 2 public
file, while the decryption keys for the ugers.are only,

- known to the: :&pcctwc Users.

~in, mdc;..o mmaintzin z high level, oi' se:cun{y in sudz
systems, a useris. decoding: kcy\xs not dctcrmma@!c ma

pradkca_l marner frgm that user's cnoodmg key. Smcc B

231 -

Smcc lhls value for M is greater than n(-ZTIJ), Mis
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ed=1 (mod(l em((p--1), (g~ (D)

d can be detcmlned from ¢ provided p and q are also
known. Accordingly, the security of the system is de-
pcndcnt upon the ability to determine p and q which are
the prime factors of n. By selecting p and q to be large
primes, the resultant composite number n is also large,
and correspondingly difficult to factor. For examp!e,
using  known computer~xmpleme(|ted factorization

RV Y

methods, on the order of 10° years is required fo factor 10.

a 200 digit long number. Thus, as a practical matter,
al'though a user’s encryption key E=(e.n) is public, the
prime factors p and g of n are effectively hidden from
anyone due to the enarmous difficulty i in factoring n.
These aspects of the present invention are described 15
more fully in the present inventors' publication “On
Digital Signatures and Public-Key Cryptosystems",
MIT/LCS/TM-82, NTIS No. ADA-039036, April
1977.

In general, the present invention prov:des secure 20
communications as a practical matter because the oper-
ation.of evaiuating a polynomial modulo n, where nisa

. large eomposlte number, may be easily inverted only
with the knowledge of the factors of n. In the preferred
embodiment described above, n=p-q, where pand qare 25
prime, and the message M is transformed by evaluating
the polynorma] fM)=Memodula n, where ged(e.(p—-
D= 1)=t:

In altcrnative embodiments, the present mventlon
may use a_modulus'n which is a product of three or 30
mare primes (not necessarily distinct). Decoding may
bé performed modulo each of the prime factors ofn and
the resuits combined using “Chinese dering” or

- -
tions of the encoding succession. By way of example, M
may be encoded to C as follows:

| C=E(M)mM" 3 ) kmod( 117}
This ciphertext word Cis decoded as
MxD(C)-((CMP-I)"(rmd(IIJ))

whiere 23 and 13 are the multiplicative i inverses of 17,

and 13, respectively, modulo 1 cm(ll -1 1), '
Slrmlarly, the following variations on the use of the

encoding/decoding . devices are to be considered as
obvious to one skilled in the prior art and therefore
within the intended scope of the attached claims: ’

(1) using the encoding/decodingdevices in <cipher-
féédback mode instzad of the siinple block encod-

" iiig'method descritied here, or as a pseudo-random
number generator for use to generate pads, -

(2) signatures may bé effected by signing a trans-
formed version of the message, where the'transfor-
mation is publicly known and is not necessarily
invertible. (It may, for example, compress the mes-
sage to be sighed into a shorter fohn. thus- gwmg
- shorter signatures).

(3) using the present invention to transmit keys (o be
used in another encryption metﬁod for encoding
' subsequent messages.

The invention may be embodied in other specific

forms without departing from the spirit or essential

characteristics thereof. The»presen( embodiments are
therefore to be considered in all respects as illustrative
nnd not restrictive, the scope of the invention being

v

any equivalent method to obtain the result, modulo n.

In still other embodiments, the message M may be 35
encoded' to ciphertext C by evaluating a polynomial
aMeta, M-t . | tagmodulo n where ¢ and a,,
Bew], ..., a0Rre numbers In such embodiments, C may
be decoded utilizing conventional root-finding tech-
niques, choosing which of any roots is the proper de- 40
coded version, for example, by the internal redundancy
of the message. Where ¢ is relatively prime to the Euler
totient function of n, @¥(n), and where a.=1.and 2.1, .

.+ 39 equal zero, C may be decoded to M in accor-

"dance with 45
‘ M'me Cmod 1)

where d is the multiplicative inverse of e(mod(A(@)))
where A(n) is the least positive integer such that 50

SMA s (o 5)

for all integers S relatively prime to n.

In yet other embodiments, the message M may be 55

encoded to ciphertext C by the performance of an or-

- dered succession of invertible operations (modulo n) on
M, with the succession including at least exponentia-
tion, and in various embodiments, such other invertible
operations as adding, subtracting, multiplying or divid- 6
ing by constants (pasitive or negative), and simple bit
manipulations (e.g. complementing or permuting bits).
Decoding is accomplished by applying a second succes-
sion of invertible pperations on C, with each of the
operations of the secand succession comrespoading (G 65
one of the operations in the encoding succession, where
the Operations of the second succession are in reverse
order with respect to the corresponding inverse opera-

dicated by the appended claims rather than by the
foregoing description, and “all changes which come
within the-meaning and range of equivalency of the
claims are therefore mteuded to be cmbraccd theréin.

We claim:

LA cryptogmphlc commumcatlons system compris-

“A. 1 communications channel,
‘B. an -encoding means coupled to said channel and

adapted for transforming a transmit message word

signal M (o a ciphertext word signal C and for
transmitting C on said channel,
" where M corresponds to a. number repruentanve
of a message and

OENIS«I -
. whercnisa éompqsitc number of the form
) n=pq K

where p and q are prime numbers, 2nd

where C corresponds to a number representative of
an enciphered form of said message and corre-
sponds to

c-kf(mod "o

where ¢ is a number relatxvcly ptime to 1
cm(p-- »q_”| and
C. a decoding means coupled to said chaunel and
adapted. for receiving C from said channel and for
trensforming C to z receive message word signal
M - e

where M’ corresponds to a number representative
of a deciphered form of C 2ad corresponds ta -

- 232 --
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W =Cl{mod 1)  wherein a first terminal includes means for encoding a
digital message word signal M, for traasmission from
said first terminal (i=A) to a second terminal (' =8B), -
5 said first terminal including:
means for transforming said message word signal M4
to a signed message word signal M, My, corre-
sponding to a pumber representative of an encoded
form of said message word signal My, whercby:

where d is a multiplicative inverse of e{mod(l
em((p—~ Q-

2, A system according to claim 1 wherein at least one

of said transforming means comprises:

a first register means for feceiving and storing a first *
digital signal representative of said signal-to-be-
transformed, 10

a second register meuns. for recenvmg and storing a Maseb s mod wa). .
second digital signal representative of the exponent 4. A system according to claim 3 wherein at least one
of the equivalence relation defining s:ud transfor- of said transforming means comprises:

mation, a first register means for receiving and storing a first
a third register means for receiving and storing a 15 digital signal representative of said signal-to-be-
third digital signal representative of the modulus of © transformed,
the equivalency relation defining sald transforma- a second register meaas for receiving and storing a
* tion, and o second digital signal representative of the exponent
- an expc iation by repeated squaring and multipli- of the equivalence refation defining said transfor-
cation network coupled to said first, second and 20 mation,
third register means, said network including: a third register means for receiving and storing 2
A. an output register means for receiving and stor- - third digital signal representative of the modulus of
ing a first multiplier signal and for applying said the equivalency relanon defining said transforma-
first multiplier signal to a first multlphcr mpul tion, and
line, : 25  an exponentiation by repeated squaring and muitipli-
B. selector means for successively selecting each of cation network coupled to said first, second and
the bits of said second digital signal as 2 multi- third register means, said network including:

plier selector signal,
C. means operative for each of said multiplier se-

A. an output register means for receiving and stor-
ing a first multiplier signal and for applying said

lector signals for selecting as a second multiplier 30 first multiplier signal to a first multiplier input
signal cither the contenits of said output register line,
means or the contents of said first register means, B. selector means for successively selecting each of
and for said second applying multiplier signal to the bits of said second digital signal as a multi-
a second multiplier input line, said selection plier selector signal,
being dependent on the binary value of the suc- 35 C. means operative for each of said multiplier se-
cessive bits of said second digital signal, and lector signals for selecting as a second multiplier
D. modulo multiplier means operative in step with signal either the contents of said output register
said selector means and responsive to said first ", means or the cx of said first register means,
and second multiplier signals on said first and and for said second applying muliplier signal toa
second mulliplier input lines for successivély 40 sccopd multiplier input “line, said selection bemg
generating first multiplier signals and for {rans- dependent on the binary value of the successive
ferring said first multiplier signals to said output bits of said second digital signal, and
register means, said first multiplier signal initially D. modulo multiplier means operative in step with
being representative of binary 1, and thereafter said selector means and responsive to said first
being representative of the modulo product of 45 and second multiplier signals on said first and
said first and second multiplier signals, where the second multiplier input Jines for successively
maodulus of said modulo product corresponds ¢ to generating first multiplier signals and for trans-
said third digital signal. ferring said first multiplier signals to said output
3. A communications system for transferring message register means, said first multiplier signal mitially
signals M, comprisiag k terminals, wherein each teemi- 30 being representative of binary 1, and thereafter
nal is characterized by an encoding key E;=(e;, n)) gnd being representative of the modulo product of
decading key Di=(¢s, ), where i=1,2, . .. )k, and said first and second multiplier signals, where the
wherein modulus of said modulo product correspoads to
Mi corrresponds 1o a number representative of a said third digital signal. .
message signal to be transmitted from the i tcrml 55 5. The system of claim 3 further comprising:
" aal, and means for transmitting said signal message word sig-
nal M 4 from said first terminal to said second ter-
0SM;Sn—1, minal, and
wherein said secand terminal includes means for de-
n;is 2 compasite aumber of the form 60 coding said signed message word signal M,q@ said
" message word signal My, said second terminal -
R=FEQ including:

. / means for transforming said ciphertext word signal
pi zad q;are prime numbers, " Cgto said message ward signal My, whereby
e¢is relatively prime to | em(p—[,q—1}, 65
d;is a multiplicative inverse of M =M A(mad a)

’ 6. The system of claim 3 wherein said encoding
edmod(l cm{{p;— I\ (=1 mezns further comprises:

STAMO0O0416S3
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‘means for' transforming said. sfgned message word 9. A system according to claim 8 wherein at least one

18

signal My to one pr more signed message block  of said transforming means compnsu

word signals-M4s”, each block word signat M
cormpooding o' a number representative of a
portion of sald signed message word signal Mgin 5
the' range 0=SM /" =np—1, and

means for-transforming wch ‘of said signed message
block word ‘signals- M4/ to a-signed ciphertext .
word sagnal Cs,*C.45 corresponding 10 a number

" a first register means for receiving and storing a first

" digital signal representative of smd signal-to-be-
transformed, .

a second register means for rcccwmg and storing a

second digital signal reprcscntauve of the exponent
of the equivalence relation de[ mng said transfor-
mation,

represeatative of.ad encoded form of said stgncd 10 3 third register means for teceiving and stonng a

message block wotd slgnal. whcxcby
CA.:HMA: "(mnd naL
7. The systcm of claim 6 comprising the further sleps

third digital signal representative of the modulus of
the equivalency relatxon deﬁmng said transforma-
tion, and

‘ " s exponcnnauon by tcputed squarmg and multipli-
o

means for trafismitting said signed ciphertext. word
sigrial Cy; from said first terminal to said second
terminal, ’ -
wherein said second terminal includes meaas for de-
coding said signed cxphertext word signals to said
message word signal My, said secoad tcrmmxl
. including: o
means for transforming each of sa:d signed ciph
text word signal Cy 10 one “of said signed mes-
-sage block word stgnals M.y whereby .-,

~

0

M,ﬁ -C,g,“(mod ng)

- means for transforming saxd signed messagc block
word signals to said signed message word signal 30
My

means for transforming saxd sfgncd message word
signal to sald raessage word signal M4, whereby

M =M ¢ Amod nq) 35 . and second multiplier signals on said first and

8. A communications system for transfcmn 2 mes- second multiplier input fines for successively

sage signal M; comprising k terminals, whcrfm cach generating first multiplice signals and for trans-

tertinal is characterized by an encoding key E;=(e; 1) ferring said first multiplier signals to said cutput

and decoding key Di=(e;, n), whete i=1,2, ...k, and register means, said first multiplics signal initially

wherein being representaative of binary 1, and thereafier
M; corresponds 10 a number representative of a mes- being representative of the modulo product of

sage signal 10 be transmitted from thie i* terminal, said first and second multiplier Signals, where the

n;is'a composite aumber of the form modulus of said modulo product cormponds to

S said third digita] signal,
=pry . . 45 10 The systém of claim 8 further eompnang: )

B : means for transmitting said ciphertext word signals

Prand gjare pnmc numbcrs. * - from said first terminal to said second terminal, and

¢;is relatively prime to 1 cm{pi~J.qi— Nl . wherein said secoud termiiial includes means for. de-

diisa mu!nplmuvc inverse, of . coding said ciphertext word signals to said message

50 word signal My, said second terminal including:

eAcmd(l cm((pi—- Ve - l))))

w&éwnaﬁrsucmmal m;ludamnsforencodmga
digital message word signal M. for transmission'from
said first terminal (i=A) 10 a second terminal (i=B). ss
séid first terminal including:
meaus for transforming said message word s:gnnl My
to one or more message block word sigaals M4,

cation network coupled to said first, second and

third register means, said network mcludmg-

A.an output register means for receiving and stor-
ing a first multiplier signal and for npplymg said
first multiplier signal to a ﬁrst multlpher input
line,

B. selector means for lumvcly sdoctmg cach of
the bits of said second digital signal as a multl-
plier selec(or slgnal

C. means operative for each of said mufnplxer se-
lector signals for seleamg as a second mulupher
signal cither the cdntents of said output register
means or the contents of said first register means,
and for said second applymg multiplier signal to
a second multiplier irput line, said. selection
being dependent on the binary value of the suc-
cessive bits of said second digital signal, and

D. modulo multiplier means opmuvc in step with
said selector means and responsive to said first

means for transforming each of said ciphenexl'

word signals C4 to one of said message block
word signals M¢", whereby -

M,gmC,8mad np)

means for transforming said message block word

signals M4" to said message word signal M4

each block word signal Mqbeing a number repre- - 11. The system of claim 8 wherein said encoding
sentative of a portion of said message word signal 60 means further comprises:
M, in the rzage 05 M Sng—~1, mezns for trens- megns for transforming sid ciphertext word signal

forming each of said message block word signals
- Myg" ta & ciphertesit woed signat Ty, Cy corre-
sponding (o a nuimber représentative of an encaded -
form of ciid ‘message block word signal M., 65
whereby:

Cm=M i Bmad ng)

- 234 -

C4 10 one or more ciphertext block word signals
C4", cach block word signal C4” being 2 number
representative ‘of & portion of said ciphertext word
signal C in the range 0SC4"=ng~1,

mcans. for transforming each of ssid cipfiertext block

word signals C4” to a signed ciphertext word sig-
nzl Cy4: corresponding to a number representative

STAMO0041694
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of an encoded form of said mphenext block word
signal C 4", whereby

CA,-CA "dA(mod n q).

12. The svs(em of claim 11 further comprising:
means for transmitting said signed ciphertext word
signals from said first terminal to said second termi- )
nal,
whcrcln said second termmal includes means for de-
coding said signed ciphertext word signals to said
message word signal- M, said second términal
including:
means for transforming each of said signed cipher-
text word signals C4s to one of said ciphertext
block word signals C,¢, whereby

s

10

- Cq"mC 44 (mod n,g)

means for transforming said ciphertext block word
signals to said message block word signals,

whereby 0

M. =C " Bimad np)

means for transforming said message block word
signals to said méssage word signal Mg.

13. A communications system havmg a plurahty of -
terminals coupled by a communications channel, in-
cluding a first terminal characterized by an associated
encading key Eg=(e4, n4) and decoding key D4=(d4.
n4), and including a second terminal, wherein

n4is a composite number of the form

30

R4=P4qA

p.4 and q are prime numbers,
. e4is relatively prime to 1 cm{p4—1, g4 —1),
d4 is a multiplicative inverse of
e lmod(l com{(pg~ I (qa—1

wherein said first terminal comprises: )
encoding means coupled to said channel aiid adapted
for transforming a transmit message word signal
My to a signed message word signal MA, and for
transmitting M,is0n said channel,
where M4 corresponds to a number repracntauve of
a message and

35

0SM Snq-1

where M scorresponds toa repr ive of
-a signed form of said message and corresponds to %0

M, g;m M, fd(mad ng)

wherein said second terminal comprises:
decoding means coupled to said channel and adapted 55
for receiving M from said channel and for trans-
. forining M4, t0 a receive message word signal M’
where. M4’ corresponds to a number representative of
an unsigned form of M and corresponds to
Mg b g5 4Gemed n,g.

14. A system zecording to claim 13 wherein 2t least

oné of szid transforming means comprises:

a first register teans for receiving and stonng a ﬁrst
digital signa! representative of said signal- -to-be-
transformed,

a second register means {or receiving znd stormg 2
second digital signat representative of the exponent

6

829..
20

of the equivalence relahom.deﬁmng said, transfor-
mation, . i

a third register.means fon récgiving and storing a
third digital signal epresentative of the modulus of
the equivalency relation dcf mng said transl'orma
tion, and

an exponentiation hy repeated squanng and multipli-

- catign network. conpled 10 said first, second and

..third register.means, said network including

A. an output:register means for receiving and stor-
ing a first multiplier signal and for applying said
first multiplier signal to a first muluphcr mput
line,

Bsélector means for successively selecting each of
the bits of said second dlgl(al sngnal asa multl-
plier sefector signal,

- C.means operative for each of said mulnphcr se-
lector signals for selecting as a second multiplier
sigfial either the contents of said output régister
meané or the contents of said first register means,
andfor said second appiying' multiplier signal to
a second multiplier input line, said=s#lection
bemg ‘dependent on the binary valie of the suc-
"cessive bits of said second digital slgmﬂ and

D. moduld niultiplier means operative in step with
said selector means and responsive to said first
and second multiplier signals on said first and
second multiplier input lines for successively

i generatmg ficst multiplier Signils and fof trans-
fcrrmg %aid fiest multiplier signal$ to said output
register meaps, said first multiplier signal initially
_belng reprcscmxuvc of binary 1, and thereafter
being representative of the modulo | product of
said first and second multiplier signals; whére the

. moduylus of said modulo product componds to
said thxrd digital sgnal

]S The systerg according to. claxm 13 wherem‘saxd

seoond terminal is characterized by an associated en-

codmg key Ep=(es, ng) and decoding key Dr{d&

np), where: .
ngisa composx(c numbcr of the form

i

o

-

ng=pgqn

paand qgare pnme numbers,
ep is relatively prime to 1 Cm(ps-*l,qg-—l),
dgis a multiplicative inverse of
eslmod(l cmi(pa—Man— DIk o
L
wherein said sccond.terminal comprises:
encoding means coupled to said channel and adapted:.
. for transforming a fransmit message word signal.
M3 1o a signed message word signal- Mg, and tor
transmitting Mg, on s2id channel,’ .
where Mg corresponds fo a number representative of
P | mssagc and
o Q§M5§11~—-I

PR

PR

. TS (SN .

whcm M [{:mrrespa 1ds to a rumber repregentative of
.20 enciphered, form,of s2id m@ssagc ggr;al Mgaﬂd
corresponds to

“Ma=MyBmod o)

se L

wherein said first termiaal compnses .
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decoding means coupled to said channe! and adapted
for receiving Mg; from said channel and for trans-
forming Mp; to a receive.message word signal Mg’
where M’ is a number representative of an unsigned
o form of.C and corresponds to 5

Ma sz ﬂ(mod ng).

16 'H:e system according to claim 13 .wherein said
second terminal is characterized by an associated en-
coding key Eg=(ep, np) and decoding key D5<(d3, 10
ngz), where:

ngis 8 composite number of the form-

- Ap=paen
: 15

pg and qpare pnmc numbers,

eqis rclauvely prime to 1 cm(pa— ,qg—l), .

dg is a multiplicative invegse of cz;ﬁnod(l

cm((@—1a— DN

wherein said encoding means of sald first’ termmal is 99
adapted for transforming said message word signal My
to'a signed ciphertext word signal Cgs, and for transmit-
ting C ;s on said channel in place of Ms -
whereby C4,corresponds to a number rcprcsmtahvc of
a signed .enciphered form of said messagc -and corre- 35

spondsto

| CqmMpeEmod ng)

where M4/ corresponds to a number-representative of
a black of said signed message word signal M 4 in the
range 0EMy" Sng—1

wherein said decoding means of said second terminal is
adapted to first transform said signed enciphered form

of said message C;-t0 My in accordance with: 35

M s mCy78(mod ng)

"then to transform My," to My, and then to transform

M5 to said receive message word signal M, where 0
M. is 2 number representative of a dec!phered form of

' Casand corresponds to

M gmM iAmod sq)

17. The system according to claim 15

wherein said encoding means of said first terminal i is &
adapted for transforming said message word sngnal

M, to a signed ciphertext word signal Cus, and for

) mnsmitxing C4son said channel in place of M4,
hereby Cy, corresponds to a number representative
of a signed enciphered form of said messagc and
corresponds to:

C4gmeM 45" Fmod ng)

wherein said decoding means of said second terminal 35
is adapted to first transform said signed enciphered
~form of said message C4s to Mys” in accordance

with:
M= CyBmod ng) 60

then to trensform M to M. and then to transform
Mys to said receive message word signal M,
where M ¢ corresponds to a number representative

of 2 deciphered form of Cy, and corresponds to 65

M mb g 4mod ag)
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wherein fucther said encoding means of said second
terminal is adapted. for transforming said message
word signal Mp to 2 signed ciphertext word signal
Cps, and for transmitting Cas on sald channel in
place of Mg,

whereby Cg; corresponds toa numbcr rcprcscntahvc
of a signed enciphered form of said message and
corresponds to:

-CagemM g “A(mod ng)

where M corrsponds to a number representanvc of
a block of said signed message word signal Macin
the range 0= Mp,=ny--1,

wherein said decoding means of said fi 15t terminal s
. adapted to first transform said sxgned enciphered
" form of said mcssagc Cas to Mg in accordance
with: . . .

‘;fag“éCAs“(ﬁQd )

; thcr:l fo transform Mp" to Mgy, and then to transform
Mg to said receive message word signal Ma , and
"corresponds to

* My -Ma,“(mod ng).

18. A cryptographic communications system having
a plurality of terminals coupled by a communications
channel, including a first terminal characterized by an
associated encoding key E4=(c4,n4) and decoding key
D 4=(d +,n4), and includinig a second terminal wherein

nxis a codiposite number of the form - ’

n4 ‘PA‘(A

PA -and qq are pnme numbers,
e4 s relatively prime to 1 cm(pa~1 QA 1)
d 4 is a multiplicative inverse of

. e4{mod(1 em{{p4— g4~ 1IN

wherein said second terminal comprises: .
blocking means. for transforming a message-to-be-
transmitted from said second terminal to_said first
terminal, to one or more transmit message wor!
signals M3,
where My oorrtsponds to a number representative of
said message in the range

DéM.EM—I

encoding means oouplcd to said channel and adapted
for transforming each transmit message word sig:
nal Mato a cipheriext word signal Cgand for trans-
mitting Cg on said channel,

where Cp corresponds to a number representative of
an enciphered form of sasd message and corre-
sponds to

Cg=Mg(mod 04}

wherein said first terminzl comprises:

decoding mezns coupled to said chawnel and adapted
for receiving said ciphertext word signals Cp from
said channel and for transforming each of said
ciphertext word signals to a receive message word
stgm.l Mg, and G

means for transforming said nsccwc mesage word
signals Mg' to said message,
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where Mg’ is a number representative of a deci phered
form of Cg and corresponds to
Mg=CyA(mod na).

19. A system according to claim 18 whcmn at least s

one of said trnnsformmg means cDmanCS

a first register means for receiving and storing a first
digital signal representative of saxd signal-ta-be-
transformed,

a second register means for rccclvmg and storing a
second digital signal representative of the exponent
of the equivalence relation deﬁnmg said lrausfor-
malion,

a third register means for recctvmg “and storing a
thitd digital signal representative of the modulus of is
the equivalency relation defining said transfonna-
tion, and

an exponentiation by repeated squaring and multipli-
cation network coupled to said first, second and

=)

third register means, said network including: 20.

A. an output register means for receiving and stor-
ing a first multiplier signal and for lpplymg said
first- mulnpher signal to a“first mulnphcr mput
line,

B. selector means for successively selecting eachi of 25
the bits of said second digital signal as a multi-
plier selector signal,

C. means operative for each of said multiplier se-
lector signals for selecting as a second multiplier
signal either the contents of said output register 30

_ means or the contents of said first register means,

_and for said second applying multiplier signat to

*a second multiplier input line, said selection
being dependent on the binary value of the suc-
cessive bits of said second digital signal, and 35

(D. modulo multiplier means operative in step with
said selector means and responsive to said first
and second multiplier signals on said first and
second multiplier input lines for successively
generatiag first multiplier signals for transferring 40
said first mulupher signals to said output register

“means, said first multiplier signal initially being
representative of binary 1, and thercafter being
representative of the modulo product of suid first
and second multiplier signals, where the modu- 45

lus of said. module product corresponds to said
third digital signal.

20. The, system “according to claim 18 wherein said
second terminal is charecterized by an associated en-
coding key Eg=(es, ng) and decoding key Da=(dp, ¥
ng), where:

ngis a composite number of the form

ng=p5as
55
Pgand qg are frime numbers,
egis refatively prime to 1 cm(pg—1,q5—1),
dgis & multip icative inverse of
eglmod( cri(pa— g~ L @

wherein said first terminal comprises:
blocking means for transforming & message-to-be-
transmitted from‘said first terminal to said second
terminzl, to one or more transmit message word
signals Mg, 6
where M4 corresponds to a number representative of
said message in the range

b

4,405,829
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0 SM Sag~1
encoding means coupled to said channel and adapted
for transforming each transmit message word sig-
nal M4 to 2 ciphertext word signal Cqand for trans-
mitting C, on said channel,
where C4 corresponds to a number representative of
an enciphered form of said message and corre-
sponds to

C =M Bmod ng)

wherein said second terminal comprises: .
decodmg means coupled to said channel and adapted
for receiving said ciphertext word signals C4 from
said channel and for transforrnmg each of said
ciphertext word signals to a reccive message word
signal M 4, and

means for transforming said receive message word

signals M4 to said message,

where M’ corresponds to a number representative of

a deciphered form of C and corresponds ta
MyeCBmodng).

21. The system according to claim 18 wherein md
second terminal is characterized by an associated en-
coding key Ea=(cs, ng) and decoding key Da=(ds,
ng), where:

ngis a composite number of the form

na=pRqn
paand ggare prime numbers,
epis relatively prime to 1 ecm(ps—1,q5—1),
dg is a multiplicative inverse of

estmod(l camn((p—1Mg~ TNk

wherein said encoding means of said second terminal is
adapted for transforming said message word signal Mp

 to a signed cipher-text word signal Cp,, and for trans-

mitting Cg;on said channel in place of Cg, whereby Cgg
corresponds to a number fepresentative of a signed
enciphered form of said message and corresponds to:

CrmCaHmod np)

where Cg” corresponds to a number representative of a
block of said ciphertext word signal Cp in the range
0SCy"Snp-1,

wherein said decoding means of said first terminal is
adapted (o first transform said signed enciphered form
of said message Cpy to Cg” in accordance with:

Cg'uCaH(mod ng)

then to transform Cs” to Cp, and theq to transform Cg
to said receive message word signal Mg', where Mg'
corresponds to a number representative of a deciphered
form of Cprand corresponds to:

Mg aCp(mod n4.

22, The system according to claim 20 wherein said
encoding means of said second terminal is adapted for
trdnsforming said messzge word sigrnzt M p to a signed

:ciphertext word signal Cpg, and for transmitting Cgson

said channel in place of Cg, whereby Cps corresponds to
a number representative of a signed enciphered form of
said message and corresponds to:
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CumCy" "(wod 1z

where Cp" corresponds to d number representative of~
a block of said ciphertext word signal Cpin the §
range 0=Cg"=ng—1,

wherein said decoding means of said first terminal is
adapted to first transform said signed enciphered

" form of said mesage Ca; to Cg" in accordance

. with:

cs" =Ck"(“°‘ [

and then to transform Cgto Ca, and then to transform
Cp 1o said receive message word signal Ma', where 15
Mg’ is a number representative of a deciphered
form of Cgand corresponds to:

-My'mCli(mod ng)

20

wherein further said encodmg means of sald first
: -terminal is adapted to transform said mmge Word
ugna.l M. 10 asignal ciphertext wlord signal Cus, 85
for transmitting Cason said channel in place of Ca,

whereby C.¢ corresponds to a nurfiber representative 25

of a signed enciphered form of said message and
corresponds to:

CumC a4 (mod n9)

30

where C4” corresponds to a number representative of
a block of said mphertext vaord signal Cy4 m the
range of 0SC4"=n4—1,

wherein said decoding means of said second terminal

is adapted to first transform said signaled enci- 3%

phered form of said message Cus 1o C4" in accor-
.dance with: -

C4 mC 4 Amod n4).

T 40

then to transform C4"* 10 C4, and then to transform
C.qto said reccive message word signal M.¢', where
M, corresponds to & number rcprcscntatwe of a
. deciphered form of C and corrésponds to:

N,;-C{’(I\od ng).
23. A method for establishing cryp(ogranhnc commu-
nications comprising the step of:
encoding a digital message ward signal M to a cipher-

uxtmdngmlc.whertu,oorrcspond: to 3 0

number representative of a message and

OSMSn—I
where n is a composite number of the form 55
a=py.

where p and q are prime numbers, and

wheee C i 2 number representative of et e"tr‘odﬂd &3

form of mess2, cord M,
wherein s2id encoding step comprises the step of:
transforming wd message \word signal M’ to said
crpheﬂext word signal C whereby

&5
C = H‘(mnd L

wlwree sa number rclatwcly pnme to{p—tHg—1)-

-,

10

24. The method according to claim 23 comprising the
further step of:
decoding said ciphertext word signal C to said mes-
sage word signal M,
wherein said decoding step comprises the step of:
" transforming said ciphertext word signal C, whereby:

. M=Cimod o) .

where d is a multiplicative inverse of e(mod(l

em((p—1), (g= 1))

2S. A method for transferring a message sxgnal M;in
a communications system having k terminals, whereia
cach terminal is characterized by an encoding key Ei=-
(¢, n) and decoding key Di=(e;, ), whcrc i=12...
.k, and wkerein ’

M; corresporids to a number representative of mes-

sage-to-be-transmitted from the i* terminal, and

OENS n,—

n, isa compostte number ol' the form
a=pedi

piand q;are prime numbexs,
e;is relatively prime to 1 cm{pi—1,gi—1),
d;is a multiplicative inverse of

efmod(l cm((pi— IL{Gi~1D)

comprisiag the step of:

encodmg a digital message word signal M4 for trans-
_mission from a first terminal ((=A) to a second
terminal (i=B), said encoding step mcludmg the
sub-step of:

" transforming said message word signal M toa signed
message word signal My, M, corresponding 1d a
number representative.of an encoded form of said

. message word signal M4, whereby.

Musm M #4(mod 1.0.

26. The method of claim 25 comprising the. further
steps of:

transmitting said signed m&sage ‘word sagnal Mysto
said second terminal, and .

decoding said signed message word signal M,;,to said

" message word signal M, said decoding step in-
cluding the sub-step of: -

. transforming said ciphertext word signal C4to said

message word s:gu;l M4, whereby

M= M oA mod n,‘)

27. The method of claim 2§ wherein said encodmg

step comprises the further steps of:

transforming said signed message word signal Mys
one or more signed message block word signals
M, .

each ‘block word signal My corresponding to a
number representative of a portion of said signed
message  word signal M, in the mnge
0=M4 =ng—1, and

‘tronsforming each of said signed message block word
signals M,; to a signed ciphectext word signal Cys,
Cuscorresponding to a number representative of an
encoded form of szid signed message block word
signal, whereby

Cae=M K mod rph
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28. The method of claim 26 comprising the further
steps of: :
transmitting said signed ciphertext word Slgnal C,q,to

said second terminal, .
decoding said signed ciphertext words 10 said mes-
sage word signal My, said decoding step including

the sub-steps of:

transforming each of said signed ciphertext word -

signals Cys to one of said signed message block
word signals M,i", whereby

* M.t mC 4 98(mod np)

transforming said signed message biock word sig-
nals to said signed message word signal Mus,

transforming said signed message word signal to
said message word signal M4, whereby

MasMmod 1)

29. A method for transferring a message signal M;in
a communications system having k terminals, wherein
each terminal is characierized by an enceding key Ei=-
(e;, nj) and decoding key Dj=(e;, n)), where i=1.2,...

» k, and wherein
M; corresponds to a number rcprcscntatwe of a mes~
 sage-to-be-transmitted from the i terminal,
niis a composite number of the form

i

piand g;are prime numbers,
ejis relatively prime to 1 cm(p;~—1,qi— 1),
d;is a muitiplicative inverse of

efmad(l om((p;- 14qi— D)

comprising the step of: .
eacoding a digital message word signal M4 for trans-
mission from a first terminal (i=A) to a second
terminal (i=B), said cncodmg step including the
sub-step of:
transforming,said message word signal My 10 one
“ormore meSage block word signals M4, each
block word signal My corrapondmg to 2 num-
ber repmcntauvc of a portion of said message
word signal M in the range 0SM4“Sag—1,
transforming cach of said message block word
signals M.¢" ta a ciphertext word signal C4, C4
corresponding to a number representative of an
eacoded form of said message block word signal
M,", whereby:
Ca=M.Hmod ng)
30. The method of claim 29 mmpnsmg the t'unber
steps of:
transmitting said ciphertext word slgnals to said sec-
ond terminal, and
decoding said ciphertext word stgnals 10 s2id message
word signal My, said decoding step including the
sub-steps of:
transforming each of szid ciphertext word signals
Cg to one or said message block word signzls
My", whcr/ex‘)y

M= Eod ng)

transforming said message block word signals M4
to said message word signal My,

4,405,829

31. The method of claim 29 wherein said encoding
step comprises the further step of: -
transforming said ciphertext word sxgnal C,4ta one or
more ciphertext bjock.wordsignals Cy, each block
‘5 word signal Cy” corrcspond"mg t0 a number repre-
sentative of a portion of said ciphertext word szgnal
Cyin the range 0=C4"=ny—1,
transformmg each of said, ciphertext block word s:g-
nals C4” to a signed ciphestext word signal Cuz’
Cscorresponding to 2 number representative of an
encoded form of said clphertext block wm'd sxgnal
C4", whereby
Cps=Cy" ""(mud ).
15 SL The method of claim 31 compnsmg the further
steps oft |
transmitting said S!gncd cxpher!cxt word sngnals to
said second terminal,
decoding said signed ciphertext word sxgnals to said
20 message word signal My, said decoding step in-
cluding the sub-steps of: .
..~ -transforming -each of said- signed c:phertexl word
+-  signals C4sto one of said cuphertcx( block word

"
2 sxgnals C4"', whereby
Co'mCy™ "(mnd Y .
transforming said ciphertext block word signals to
said message block word signals, whereby
30

M4 = C . “B(mod ng)

tmnsformmg said message block ‘word’ slgnals to

. said message word signal Mg4.

35 33Ina commumcauons system, .
" an encodmg means for iransforming a transmit mes-
‘sage word signal M to a ciphértext word signal C

where M corresponds to a namber representative of a

i

message and
40
0SMSh-1
Where nisa composue number, and
where C corresponds to a ive of
45 an enciphered form of said nmage md ‘corre-
sponds to
CotaMe 42 M Lt .. +3c(mod x) )
so where ¢ and a5 a;.1, - - . agare nimbers:

34. A system according to claim 28 wlmeup at least

one of said transforming means oompnss ’

a first register means for receiving and storing a f rst
digital signal representative of said signal-to-be-

55 transformed,

a second register means for T recuvmg and storing a
second digital signal representative of the exponent
of the equivalence relation defining said transfor-
mation,

60 a2 third rcg:stcr means for roccxvmg %ad. stormg a
"7 thied digital sxgual represeatative of the modelus of
. the equiyalency relation dyﬁmmg saed trznsforrna
. tion, and .'
- " an exponentiation By repeated squating #nd miltiphi-
és. cation network ccupl»*d to said first, szcond and
third register means, said network uv:ludmg:
A. an output register means for receiving and stor-
- ing 2 first multiplies signal andfor gpply_;;;_g;gxd
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first multiplier signal to a first multiplier inpyt
line, B .

B. selector means for successively selecting each of
the bits of said second digital signal as a malti-
plier selector signal,

C. means opcrative for each of said multiplies se-
lector signals for selecting as a second multiplier
signal either the contents of said output register
means or the contents of said fisst register means,
and for said second applying multiplier signal to
a second multiplier input line, said selection
being dependent on the binary value of the suc-
pessive bits of said sccond digital signal, and

D. modulo multiplier means operative in step with
said selector means and responsive to said first
and second multiplier signals on said first and
second muitiplier input lines far successively
generating first multiplier signals and for trans-
ferring seid first multiplier signals to said output

register measis, said first multiplicr signal initially 20

being representative of binary 1, and thereafter
being representative of the modula product of
said first and second multiplicisignals, whéte the
modulus of said modulo prodiict corresponds to
said third digital signal. i .
35. In the communications system according to claim
33 where ¢ is relatively prime to the Euler totient func-
tion of n, #(n), and where a.=1 and a1, . .., agequal
zero, .
a decoding means adapted for receiving C and for
transforming C to a receive message word signal
M,

where M’ corresponds to a repr ive of
a deciphered form of C and corresponds to

M’-C‘(md n)

where d is a2 multiplicative inverse of e(mod(A(n)))
where A(n) is the least positive integer such that

SN f(mod n)

for all integers S relatively prime to n.

36. In the communications system according to claim
33 where said encoding means is adapted to transform
M to C by the performance.of a first ordered succession
of invertible operations oa M, at least'one of said opera-
tions being exponentiation, & decoding means adapted
to transform C to M by the performance of a second
ordered succession of ‘invertible -operations pa, C,
whercin each of the invertible operations of said sécond
succession is the inverse of a cprresponding one of said
first succession, and wherein the order of said opera-
tions in said second succession is reversed with respect
to the grder of corresponding operations in said first
succession. )

37. A method for establishing cryptographic commus
nications comprising the step of:

encoding a digital message word signal M (o a cipher-

text word signal C, where M carresponds o a 6@

number representative of 3 message and

=M Ia~{

where n is 2 compasite number 2ad

where C corresponds to 2 number representative of
an encaded form of message word M,

Wherein said encading step comprises the step of:

30

3s

40

55

65
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transforming said message word signal M to said
ciphertext word signal C whereby

Cma M a2, M- .. +a«1;md n)

where e and 24, 8,1, . . . ag are numbers.

38. In the method according to claim 37 where e is
relatively prime to the Euler totient function of n,8n),-
and where a.=1and 8,1, . . ., agequal zero, the further

0 stepof:

decoding said ciphertext word signal C to said mes-
sage word signal M,

wherein said decoding stcp comprises the step. of:

transforming said ciphertext word signal C, whereby:

5
M=C¥(mod )

where d is a multiplicative inverse of e(mod(A(n)
" where A(n) is the least positive integer such that

. $=1(mod n)

“for all intc_g"crs S relati(’réli" prime 0 n.’
39. In the method according to claim 37 where said

5 encoding step includes the step of transforming M to C

by the performance of a first ordered succession of
invertible operations on M, the further step of:
decoding C to M by the performance of a second

ordered succession of invertible operations on C,
where each of the invertible operations of said
second succession is the inverse of a corresponding
one of said first succession, and wherein the order
of said operations in said second succession is re-
versed with respect ta the order of corresponding
operations in said first succession.

40. A method according to claims 23 or 24 or 25 or 26
or 27 or 28 or 29 or 30 or 31 or 32 or 37 or 38 or 39
wherein at least one of said transforming means com-
prises the steps of: '

receiving and storing a first digital signal in a first

register, said first digital signal being representative
of said word-to-be-fransformed;

recciving and storing a second digital signal in 2 sec-

“ond register, said second digital signal being repre-
sentative of the exponent of the equivalence rela-
tion defining said transformation,

rectiving and storing a third digital signal in a third

"~ register, said third digital signal being representa-
tive of the modulus of the equivalency relation
_ defining said transformation, and

ciponentiating said Arst digital signal by repested

.squaring and multiplication using said second and

third digital signals, said exponentiating step in-

cluding the substeps of:

A. receiving and storing a first multiplier signal in
an output register, and applying said first multi-
plier signal to a first multiplier input line,

B. successively selecting each of the bits of said

. second digital signal as a multiplier selector, and
C. for each of said multiplier selectors, selecting as
"& second multiplier signal either the contents of

said qutput register or the contents of said first
register, and for applying said second multiplier

- signal to a second multiplier output line, said
selection being dependent on the binacy value of

the successive bits of said second digital signal,

D. for each of said multiplier selectors, generating
seid first multiplier signal in 2 modulo multiplier
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31 32
in response 1o the first and second multiplier binary | and thereafter being representative of
signals on said first and second multiplier input the modulo product of said first and second mul-
lines, and for transferring said generated first - lipliers, where the modulus of said modulo prod-
multiplier signal to said output register, said first uct corresponds to said third digital signal.
multiplier signal initially being representative of b A A B :

“

- 25

45

65
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" suggesting the plausibility’ of dmgnmg such systems,
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1

" CRYPTOGRAPHIC APPARATUS AND METHOD

The Government has rights in this invention pursuant
to Grant No. ENG-10173 of the National Science Foun— s
dation and.IPA Na. 0005.

BACKGROUND 'OF THE INVENTION

1. Field of Inventmn

The invention relates to cryptographic systems 1

2. Description of Prior Art

Cryptographxc systems are widely used to ensure the
privacy and authenticity of messages communicated
over insecure channels. A privacy system prevents the
extraction ‘of information by unauﬂmnzcd parties from 15
mcsags transmitted over an insecure chanael, thus’
assuring the sender of a ‘message that it is being read
only by the intended receiver. An authentication system
prevents the unauthorized injection of messages into an
insecure channel, assuring the receiver of the message 20
of the legitimacy of its sender.

One of the principal difficulties with exxstmg eryp!
graphic systems is the need for the sender and recexver
to exchange a cipher key over a secure channel to
which the unauthorized party does not have access. The 15
exchange of & cipher key frequently is done by sending
the key in advance over a secure channel such as private
courier or tegistered mail; such secure channels are
usually slow and expensive.

Diffie, et al, in “Multiuser Cryptographic Tech- 30
niques,” AFIPS—Conference Proceedings, Vol. 45, pp.
109-112, June 8, 1976, propose the concept of a public
key cryptosystem that would eliminate the need for a
secure channel by making the sender’s keying informa-
tion public: I€ is also proposed how such a public key
cryptosystem could allow an authentication system
whiich generates an unforgeable message dcpendcnt
digital signature. Diffie presents the idea of using a pair,
of keys E and D, for enciphering and deciphering 2
message, such that E is public information while D is «0
kept sccret by the intended receiver. Further, although
D is determined by E, it is infeasible to compute D from
E. Diffie suggests the plausibility of designing such a
public' key cryptasystern that would allow a user to
encipher a message and send it to the intended receiver, 45
but only the intended receiver could decipher it. While

[~]

w
“w

Diffie presents neither proof that public key cryptosys-
tems exist, nor & demonstration system. .

" Diffie suggests three plausbih!y arguments for the 50
existence of a public key ciyptosystem; a matrix ap-
proach, a machine language approach and a logic map- -
pmgq:proach.thcﬂnemanx;ppmachcmbedc-
signed with matrices that require a2 demonstrably infes-
sible cryphng!yﬁc time (ie., computing D from E} S5

using kdown methods, the matrix approach exhibits a

lack of practical utility because of the enormous dimen-
sions of the required matrices. The machine language
approach and lqgic mapping approach are also sug-
gested, but there is not way shown to design them in 60
such & manner that they would require demoastrably
infeasible cryptanalytic time. .

Diffie elso introduces a procedure using the proposed
public key cryptosystems, that could allow the receiver
to easily verify the authenticity of a message, but which 65
prevents him from genecsting apparently suthentcated
messzges. Diffie describes a protocal to be followed to
obtain authentication with the proposed public key

cryptosystem. However, the authentication procedure
relies on the existence of a public key cryptosystem
which Diffie did not provide. )

SUMMARY AND OBJECTS OF THE
INVENTION

Accordingly, it is an object of this invention to allow
authorized parties to a conversation (comversers) to
converse privately even thougli an unauthorized party
(savesdropper) intercepts all of their communications.

Another object of this invention is to allow convers-
ers on an insecure channd 10 suthenticate each other’s
identity.

An illustrated embodlment of the present invention
dcscribcs amethod for communicating securely over an
insacure channel without prearrangement of a cipher
key. A secure cipher key is generated from transforma-
tions of exchanged transformed signals, which ex-
changed transformed signals are easy to effect but diffi-
cult to invert. The generated secure cipher key is used

. to encipher and demphcr messages transmitted over the

insecure communication ¢

This illustrated embodiment of the prsent mvenuon
describes a method and apparatus for generating a se-
cure cipher key for use with conventional crypto-
graphic communication between canversers over sn
insecure channel. The illustrated embodimeat differs
from a public key cryptosystem in that it provides a
secure cipher key that is used with a conventional cryp-

tographic system; a public key cryptosystem does not

require a conventional cryptographic system. Further,
the illustrated embodiment provides a means of trans-
forming a signal that is practical to implement and is
demonstrably infeasible to invert using known methods.

In the present invention a first converser transforms,
in & manner infeasible to ivert, a first signal while a
second converser transforms, also in & manner infeasible

to invert, a second signal. The first converser transmits

the transformed first signal to the second converser,
keeping the first signal sccret, and the second converser
nansmlts the transformed second signal to the first con-
erser, keeping the second signal secret. The first con-
verserthentmmforms the first signel with the trans-
formed second signal to generate a third signal, repre-
senting a secure cipher key, that is infeasible to gencrate
solely by transforming the transformed first signal and

- the transformed second signal. And, the second con-

verser transforms the second signal with the trans-
formed first signal to generate a fourth signal, also rep-
resenting the secure cipher key, that is infeasible to
generate solely by transforming the transformed first
signal and the transformed -second signal. -

Arnother illustrated embodiment of the present inven-

tion describes a method for allowing a coaverser to-

authenticate another converser’s identity. A first con-
verser transforms, in a manner infeasible to invert, a first
signal while a secoud converser transforms, also in &
mansier infeasible to ihvcrt.amondsigmmsecond
converser places the transformed second signal in a
public directory as the second converser’s meais of
identification, keeping the s=cond signal secret. The
first converser transmits the transformed first signal to
the second convesser, with wham the first converser

desires to communicate, keeping the first signal secret.
The first converser then transforms the first signal with
the cecond converser’s trensformed gocond signel, ob-
tained from the public directory, to generate a third
signal. The third signal represeats a secure cipher key to
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3
be used for conventional cryptographic communication
with the second converser, that is infeasible to generate
solely by transforming the transformed first signal and’
the transformed second signal. The second converser
transforms the second signal with the transformed first S
signal to generate a fourth signal, also representing the
secure cipher key, that is infeasible to generate solely by
transforming the transformed first signal and the trans-
formed second signal. The second converser’s identity
is autheaticated by the first converser by the second 10
converser’s ability to generate the fourth signal, repre-
senting the secure cipher key, and to use the secure
cipher key in communicating over a conventional cryp-
tographic system. .

Additional objects and features of the presént inven- 15
tion will appear from the description that follows
wherein the preferred embodiments have been set forth

. in detail in conjunction with the accompanying draw-
ags. :

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1is a block diagram of a ¢cryptographic system’
that transmits a computationally secure cryptogram
over an insecure communication channel.

FIG. 2 is a block diagram of a secure key generator 25
for raising various numbers to various powers in mod-
ulo arithmetic. - . . )

FIG. 3 is a block diagram of a multiplier for perform-
ing multiplications in the secure key generator of FIG.
2 >

FIG. 4 is a detailed schematic diagram of an adder for
. performing additions in the multiplier of FIG. 3.

FIG. § is a detailed schematic diagram of a compara-
tor for performing magnitude comparisons in the multi-
plier of FIG. 3. © 38

FIG. 6is a detailed schematic diagram of 2 subtractor
for performing subtractions in-the multiplier of FIG. 3.

DESCRIPTION OF THE PREFERRED
EMBODIMENT ©

Referring to FIG. 1, a cryptographic system is shown

in which all communications take place over an inse-
cure communication channel 19, for example a- tele-
phone line. Two-way communication is exchanged on
the insecure channel 19 between converser 11 aad con- 45
verser 12 using transmitter/receivers 31 and 32, for
example modems sch as Bell 210 modems. Converser 11
possesses an unenciphiered or plaintext message P to be

. communicated to converser 12. Converser 11 and con-
verser 12 include eryptographic devices 15 and 16 re- 50
spectively, for enciphering and deciphering information
under the action of a cipher key K on lin¢ K. For exam- .
ple, the cryptographic devices 15 and 16 may include
the recently adopted National Data Encryption Stan-
dard. The cryptographic devices 15 and 16 implement 55
transformations Sxand Sg~! (the transformation which
is the inverse of Sx) when loaded with key K. For
example, key K may be a sequence of random letters or
digits. The cryptographic device 15 enciphers the plain-
text message P into en enciphered message or ciphertent €0
Con line C that is transmitted by coaverser 11 through
the nsecure channel I9; the ciphertext C is teceived by
converser 12 and deciphered by cryptographic device
16 to obtain the plaintext message P. An unauthorized
party or eavesdropper 13 is assumed to have 2 crypte- 65
graphic device 17 and to have access to the insecure
chaanel 19, so if he knew the key K he could decipher
the ciphertext C to obtain the plaintext message P.

30 -

4,200,770

Converser. 11 and converser 12 include independent
key sources 25 and 26.vespectively, which gencrate
numbers or signals that represeat numbers. For exam-
ple, the Key sources may be random number generators

that are implemented from noisy amplifiers (¢.g., Fair-

child #709 operational amplifiers) with a-polarity detec-
tor. Key source 25 generates three signals, q, 8, and X},
and key source 26 generates Xj; a, X1 and X, may be
signals that represeat independent random numbers
chosen uniformly from the set of integers (1, 2, . . .
q—1). Signals q and a are transmitted to the secure key
generator 21 and are transmitted through the insecure
channel 19 ta secure key generator 22. Signals X and
X3 are kept secret by convérser 11 and converser 12
respectively, are given to the secure key gencrators 21
and 22 respectively, but are not transmitted through the
insecure chaanel 19. .
Converser 11 and converser 12 also include secure
key generators 21 and 22 respectively, which accept the
signals generated by the respective key sources 25 and
26. Secure key generator 22 also receives the signals q

" and a which are transmitted through the insecure chan-

nel 19. The secure key generators 21 and 22 generate
signals Y} and Y3 respectively by transforming X1 and
X respectively with signals q and a in a manner that is
easily performed but extremely difficult or infeasible to
invert. A task is considered infeasible if its cost as mea-
sured by either the amount of memory used or the com-
puting time is finite but impossibly large, for example,
on the order of approximately 1030 operations with
existing computational methods and equipment such

transformations are characterized by the class of mathe- -

matical fanctions known as one-way cipher functions.
Signal Y) may be generated to represent the number

. obtained by raising the frumber représented by-signal a

to the power represented by signal Xi, modulo the

" number représented by signal q; this transformation
" may be rcpresented symbolically a5 Y| =a*l mod q.

Signal Y3 may be generated to represent the number
obtained by raising the number represented by signal a
to the power represented by signal Xz, modulo the
number represented by signal q; this transformation
may be represeated symbolically 3¢ Y2=2%2mod q.

Signals Y| arid Y3are exchanged by transmitting Yy
and Y3 through the insecure chanrel 19 to secure key
generators 22 and 21 respectively. Secure key generator
21 then generates a secure key K by traasforming signal
Y with signals g, a and X, and secure key generator 22
generates the same secure key K by transforming Y
with signals q, 2 and X3 n

Secure key generator 21 may generate a securc key K
represented by the number obtained by raising the num-
ber represented by signal Y3 to the power represented
by signal X}, modilo the sumber represented by signal

q; this transformation may be represented symbolically

as

K=Y+ mod q=(aX2X1 mod g=a%! X mod q.

Secure key gencsator 22 may also generate the same
secure key I represented by the number obtained by
faising the number represenfed by sigual Y to the
power represented. by signal X, modulo the number
represeated by signal g; this- transformation may be
represeated symbolically as :

K=Y %2 mod q= (X2 mod quX 2 mad q.

—- 247 -
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Conversers 11 and 12 then have the same secure key K
which may be used with cryptographc devnces 15 and
16.

The eavesdropper 13 is assumed to have a'secure key
generator 23 and to have access to all signals transmit- §
ted through the insecure channel 19, xncludmg signals q,

2, Y1, and Y. The difficulty of inverting the transforma-
tions which generated signals Y)and Y3 make it infeasi-
ble for the eavesdropper 13 to generate signals X; or X,.

Further, the secure key K isinfeasible to generate solely ‘10

with signals q, 8, Yyand Yi.

The eavesdrapper 13 is unable to compute the secure
key K by muluphcauon or exponentiation; mult:phca—
txm ylelds .

. YiY=a¥1+ 2 mod g£K

and ‘exponentiation yields either

Cpn o et g i 20
or
Bl = st L g

25
The eavesdropper in theory could obtain X or X; from
q, a'énd Yjand Y2 by raising a to the first, second, third,
etc., powers until Yy or Yz was obtained. This is pre-
veated-by choosing q to be a large number; if q is & 200

bit quantity, the average number of trials before success 30

is on the order of 2198=4 x 105%and is physically infeasi-
ble.. Improved algorithms for computing logarithms
rodulo q- (fo—aXmod q, X is the logarithm of Y to the
base amoduloq) are known bat, if g=2r+ 1 with q and
1 being prime, then the most efficient known algorithm 35
requires approximately gl operations. Again, taking
q=229, gbout 21%0==1030 operations are required, still
ysically infeasible. An example of such a paid is
r=(2121.52.72.112.13.17.19.23.29-31-37-4 1 -4347.5-

3-59)+1 and g=2r+ 1. Other restrictions onge, Xiand 40

X2 may also be imposed.

The secure key generators 21 and 22, for raising vari-
ous nuimbers to various powérs modulo g, can be imple-
ritrented in electronic circuitry as shown in FIG. 2. For
ease of illustration, FIG. 2 depicts raising a to the X 45
power madulo g; raising Y to the X power modulo q is
obmnedbymmanyhadmg\' xmte:doil.mtotheA
registér 43

FIG. 2showsthemma.lcontentsofthmeteg|sm4l,

42 and 43. The binary representation of X (xg—1 xk—2. 50

. x,xo)isloadedhtqﬁinegisterll; 1 is loaded into
the R regma' 42; and, the binary represcatation of 2 is
loaded. into the A register 43, ootrupondmg to i=0.
The number of bits k in each register is the least integer

such that 24Zq, If k=200, then all three registers can be 55

obtained from a single 1024 bit random access memory
(RAM) such as the Tntel 2102. The implementation of
multiplier 44, for multiplying two numbers modulo q,
will be described in more detail later.

Referring to FIG. 2, if the low order bit, contzining 60

xq, of the X register 41 equals 1 then the R register 42
and the A register 43 contents are multiplied modulo g
end thelr product, afso = L bit quantity, replzees the
contents of the R register 42. If xg=0, the R register 42
countents are left unchanged. In cither case, the A regis-"65
ter 43 is then loaded twice into the multiplicr 44 so that
the square, medulo q, of the A register 43 contents is
computed. This value, @+ 1), replaces the contents of

" contents are now Oxk_(xz—2. .

.6
the A register 43. Thic X register 41 contents are shifted
one bit to the right and a 0 is shifted in at the left so its
« X2X.

The low order bit, containing xi, of the X register 41
is examined. If it equals 1 then, as before, the R register
42 and A register 43 contents are multiplied modulo q
and their product replaces the contents of the R register
42. If the low order bit equals 0 thea the R register 42
contents are left unchanged. In either case, the contents
of the A xqgistu- 43 are replaced by the square, modulo
q, of the previous contents. The X register 41 contents
are shifted one bit to the right and 2 0 is shifted in at the
feft so its contents are now 00Xk ..y Xk—3 - - . X3X2.

This process continues until the X regnster 41 contains
all (s, at which point the value of a¥modulo q is stored

* in the R register 42.

An example is hclpful in fol]owmg this process. Tak-
ing q=23, we find k=5 from 2¢Zq. If a=7 and X=18
then
aX=718=1,628,413,597,910,449=123(70,800,591,213,49-

7)+18 so a¥ moduld q equals 18. This straightforward -
. but laborious method of computing a¥ modulo q is used

as & check to shoiy that the method of FIG. 2, shown

- below, yields the correct result. The R register 42 and A

register 43 contents are shown in decimal form to facili-
tatc understanding.

X (ia binsry) R

i A
0 10010 1 7
3 0100} 1 3
2 00100 3 9
3 o010 3 12
4 00001 3 6
5 00000 18 3

" “The row marked i=0 corresponds to the initial contents

of each register, X=18, R=1 and A=a=7. Then, as

described above, because the right most bit of X register
4130, the R register 42 contents are left unchanged, the
contents of the A register 43 are replaced by the square,
modulo 23, of its previous  contents
(72=49=2X23 4 3=3 modulo 23), the contents of the
X register 41 are stuﬁed one bit to the right, and the
process continues, Only when i=1 and 4 do the right-
most bit of the X register 41 contents equal 1, so only
‘going from i==1 10 2 and from i==4 10 5 is the R register
42 rep]amd by RA modulo q. When i=S$, X=0 so the

process is completé and the resuit, 18, isin the R register .

42,

Note that the same result, 18, is obtained here 2sin the
straightforward calculation of 7'2 modulo 23, but that
here large numbers never resulted.

Anotherwnymuud«stnndmepmc&umnotcthat-

the A register contains a, a2, a4, atand a" when i=0, I,
2, 3 and 4 respectively, and that al¥=alé a2, so only
these two values need to be multiplied.

FIG. 3 continues the description of this fllustrative
implementation by depicting an implementation of the
modulo q multiplier 44 in FIG. 2. The two numbers, y
end 2, to be maltiplied are loaded into the Y 2nd Z
regwstets 51and 52 respectively, end q ic L.Ioaded inthe Q
register 53. The product yz module g wilt be produced
inthe P :cgnst:rS#whxchslmtxal!yscttoO If k=20,
then all Four registers can be obtained from a single 1024
bit RAW such es the Intef 2102, The implementation of
FIG. 3 is based on the fact that y z mod q=yoz mod
q+2yiz mod q+4yzz mod g+ ... +28~ly,izmod g,
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vahere Yk—1¥k—2- - . Y1¥oIS the binary representation of

To multiply y times z, if the rightmost bit, containing
yo, of the Y register 51 is 1 then the contents of the Z
register 53 are added to the P register 54 by adder 5. If
¥0=0, then the P register 54 is unchanged. Then the Q
and P register contents are compared by comparator 56
to détermine if the contents of the P register 54 are
greater than or equal to q, the contents of the Q register
83. If the contents of the P register 54 are greater than
or equal to q then subtractor 57 substracts q from the
contents of the P register 54 and places the difference in
the P register 54, if less than q the P register 54 is un-
changed.

- Next, the conteats of Y register 51 are shifted one bit
to the right and a 0 is shifted in at the left so its contents
become Oyx~1 Yk-2 - . « y2¥1, 50 that yi is ready for
computing 2yjz mod q. The quantity 2z mod q is com-
puted for this purpose by using adder 55 to add z to
itself, using comparator 56 to determine if the result, 2z,
is less than q, and using subtractor 57 for subtracting q
from 2z if the result is not less than q. The result, 2z mod
q is then stored in the Z register 52. The rightmost bit,

containing yi, of the Y register 51 is then examined, as )

before, and the process repeats. .
. This process is repeated a maximum of k times or
until the Y register 51 contains all 0's, at which point xy

~modulo q is stored in the P register 54.

As an example of these operations, consider the prob-

15

_ 8 :

FIG. 6 depicts an implementation of a subtractor 57
for subtracting two numbers. Because the numbers sub-
tracted in FIG. 3 always produce 2 non-negative differ-

eace, there is ro need to worry about negative differ-
. ences. The larger number, the minuend, is labelled p and

the smaller number, the substrahend, is labelled q. Both
p and g are presented serially to the subtractor 57, low
order bit first. AND gates 81 and 83, OR gatc 84 and
XOR gate 82 determine if borrowing (negative carry-
ing) is in effect. A borrow occurs if cither p;=0 and
qi=1, or p/=q;and borrowing occurred in the previous
stage. The delay 85 stores the previous borrow state.

_The it bit of the difference, d;, is computed as the XOR,

or modulo-2 difference, of p;, giand the borrow bit. The
output of XOR gate 82 gives the modulo-2 difference
between p; and q; and XOR gate 86 takes the modulo-2
difference of this with the previous borrow bit. Typical

- parts for implementing these gates and the delay are

(3

0

SN7400, SN7404 and SN7474.

There are many methods for implementing this form
of the invention. The signals q and a may be public
knowledge rather than generated by the key source 25,
Further, it should be appreciated that the present inven-

tion has the capability of being modified by the use of
S additional transformations or exchanges of signals. ’

In some applications, it will prove valuable to have
the i converser on the system generate Y;as sbove and
place it in a public file or directory rather than transmit-
ting it to another converser with whom he wishes to

lem of computing 7X7 modulo 23 needed to produce 30 communicate. Then two conversers i and j who wish to

the second state of the A register when 718 mod 23 was
computed. The following steps show the successive
conteats of the Y, Z and P registers which result in the
answer 7X7=3 modulo 23.

Y {in binary) Z P

i

0 00111 70

1 00011 H 04+7=7

2 00001 S T+4HM=21

3 00000 10 U+3=Imadd

FIG. 4 depicts an implementation of an adder S5 for
adding two k bit numbers p and z. The numbers are-
presented one bit at a time to the device, low order bit
first, and the delay elemeat is initially set to 0. (The
delay represents the binary carry bit.) The AND gate 61
determines if the carry bit should be a one based on p;
and z;both being 1 and the AND gate 62 determines if
the carry should be a 1.based on the previous carry
being a 1 and one of py or z; being 1. If cither of these
two conditions is met, the OR gate 63 has an output of
1 indicating a carry to the next stage. The two exclu-
sive-or (XOR) gates 64 and 65 determine the i bit of
the sum, s;, as the modulo-2 sum of p; z;and the carry
bit from the previous stage. The delay 66 stores the
previous carry bit, Typical parts for implementing these
gates and the delay are SN7400, SN7404, and SN7474.

FIG. § depicts an implementation of a comparator 56
for compering two numbers p end q. The two aembers
are presented one bit at a time, high order bit first. If
neither the p<{q nor the p>>q outputs have been trig:
gered after the last bits po and qg have been pr d,

-35

45

0

55

&2

1ich by

a secure 1 will use Ky=Y/N mod
q=Y/%mod q as their key. The advantage is that con-
verser i, having once proved his identity to the system
through the use of his driver’s license, fingerprint, etc.,
can prove his identity to coaverser j by his ability to
compute K7and encrypt data with it.

Variations on the above described embodiment are
possible. For example, in the above method based on
logarithms modulo q, m-dimensional vectors, each of
whose components are between 0 and q—1 could also
be used. Then all operations are performed in the finite

' field with q™ elements, which operations are well de-

scribed in the literature. Thus, although the best mode
contemplated for carrying out the present inveation has
been herein shown and described, it will be apparent
that modification and variation may be made without
departing from what is regarded to be the subject mat-
ter of this-invention.
What is claimed is:
1. A secure key generator comprising:
2 first input connected to receive an applied first
signal; -
a second input connected to receive an applied sec-
ond signal;
a ficst output;
a second output; and
means for generating at the ficst output a third signal,
that is a transformation of said first signal and
which transformation is infeasible to invert, and for
generating at the second output a fourth signal, that
is a transformation of said second signal with said
first signe!, which cepresents a sccure key and is

then p=g. The first triggering of either the p <q or the

p>q output czuses the comparisen operation ta cezsa)

The two AND gates 71 and 72 each have one input
inverted (denoted by 2 circle at the input). An SN7400
and SN7404 provide zll of the needed logic circuits.

€5

infeasible to generate solely with said secand signal
and said third signal.

2. In 2 method of communiczting securely over zn
insecure communication channel of the type which
communicates & message from 2 transmitter to a re-
ceiver, the improvement characterized by:

- 249 -

STAMO041708



o MR PR AR R Ry S A

-9 )

generating and transforming, in a manaer infeasible to

invert, a first signal at the mnsmntet to generate a
transformed first signal;

generating and transforming, in 2 manner infeasible to

invert, a second signal at the receiver to generate a
transformed second signal;

transmitting said transformed first signal from the

transmitter to the receiver;

transxmmn.g said transformed sccond ngnal from the

" receiver to the transmitter;

transformmg said {ransformed second signal with said
first sighal at the transmiitter to generate a third
signal, representing a secure cipher. key, that is
infeasible to generate solely with said transformed
-first stgnal and said transformed second signal;

transfomung said ‘transformed first signal ‘with said
second signal at the receiver to geaerate a fourth
signal that is identical to the third signal and repre-
sents said secure cipher key; )

enciphering the message with said secure cipher key

at the' transmitter;
transmitting the ancxphered mssagc from the trans-
- mitter to-the feceiver; and . -

‘deciphering the enciphered message with said secure

cipher key at the receiver.

3. In a method of communicating securely over an
insecure-communication channel as in claim 2, further
comprising:

authenticating the receiver’s identity at the transmit-

ter from the receiver’s ability: to generate the fourth
signal, representing the secure cipher key.

4, A method of geucraung a secure clpher key be-
tween a transmlttcr and receiver comprising the steps
of:

4,200,770

w

10

10

2 second secure key generator-haviag a first input
connected to receive an applied fifth signal, having
a second input connected to receive said third sig-
nal, having a first and second outputs, and having a
raeans for generating at the first output said second
signal, that is a transformation of said fifth signal
and which transformation is infeasible to invert,
and for gcncratmg at the sccond output a sixth
_signal, that i is a transformation of said third signal
with said fifth signal, which represents the secure
key' and is infeasible to generate solely with said
second sxgnnl and said third s:gnal

-6, A methiod of genemmg a secure ciphér key be-

tween a u'ansmmer md receives compnsmg the steps

15 oft

>
generating and transforming, in a manner infeasible to 3

invert, a first signal at the transmitter to genemte a
transformed first signal;

generating and transforming, in 2 manner mfeamblc to
invert, a second signal at the receiver to generate a
transformed second signal;

transmitting said transformed first signal from the
transmitter to the receiver

transmiumg said transformed second signal from the
Teceiver to the transmitter;

transforming said tmnsfomed second signal with said
first signal at the transmitter to generate a third
signal, representing a secure cipher key, that is
infeasible to gencrate solely with said transformed
first signal and said transformed second signal;-and

transforming said teansformed first signal with said
second signal at the receiver to generate a fourth

40

45

0

signal that is identical to the thiird signal and repre- '

sents said secure cipher key.
5. An apparatus for generating a secure cipher key
comprising: .
a first secure key generator having a first input con-

55

nected to receive an applied first signal, having a

second input connected {o receive a second signal,
having a first and second outputs, and having a
means for generating ot the first output o third
signal, that is a transformation of aid first signal
and which transformation s infeasible to invert,
and for g;m-.ratmg gt the second output a fourth

signal, that is a transformation of said second signal’

with szid first sigmaf, which represents 2 secure key
and is infeasible to generate solely with said second
slgnzl and szid third signal; and

65

transforming, in & manner .t infeasible to invert, a first
“signal at the transmitter to generate a transformed
Airst signal wherein transforming said first signal is
performed by raising a first number to 2 power
represented by said first signal, modulo a second

- number;

transfonmng, im a manaer infeasible to invert, a sec-

ond signal at the receiver to generate & transformed
second signal,’ wherein mnsfonnmg said second
.signal is performed by raising the first number to a

power- repiesented by said second signal, modulo
the second number;

transmitting said tmnsfomed first signal from the
teansmitter to the receiver;

transmitting said transformed second signal from the
receiver to the transmitter;

transforming said transformed second signal with said -
first signal at the transmitter to generate a third
signal, representing a secure cipher key, that is
infeasible to generate solely with said transformed

-first signal and said transformed second signal,

wherein transforming said transformed second
signal with said first signal is performed by raising
2 number represented by said transformed second
signal to a power represented by said first signal,
modulo the second number; and

transforming said transformed first signal with said
second signal at the receiver to generate a fourth
signal, representing said secure cipher key, that is

" -infeasible to generate solcly with said transformed

first signal and said transformed secoad signal,
wherein transforming said transformed first signal
with said second signat is performed by raising a
number represented by said transformed first signal
to a power represented by said second signal, mod-
ulo the second number.

7. An apparatus for gcnmtmg a secure cipher kcy

comprising:

a first secure key 5enemor baving a first input con-
nected to receive an applied first signal, having a
second input connected to receive a second signal,
having first and sccond outputs, and having a
means for generating at the first output a third

- signal, that is a transformation of said ﬁrstsignalin
which said transformation includes raising a first
number to a power repressuted by seid first signal,
modulo or second number, and for generating at
the second output @ fourth signal; that & o frensfor-
mation of said second signal with said first signal
which ‘transformation includes raising 4 number
represented by szid second signal to 2 power repre-
sented by szaid first signzl, modulo the second num-
ber, which represents 2 secure key and is infeasible

~- 250 --
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to generate solely with said second signal and said
thied signal; and

a second secure key generator having a first input
connected to receive an applied fifth signal, having
a second input connected to receive said third sig-
nal, having & first and second outputs, and having a
means for gencrating at the first output said second
signal, that is a transformation of said fifth signal in
which said transformation includes raising a first
number to a power represented by said fifth signal,
modulo the second number, and for generating at
the second output a sixth signal, that is a transfor-
mation of a said third signal with said fifth signal
which transformation includes raising a number

represented by said third signal to a power repre-’

sented by said fifth signal, modulo the second num-
ber, which represeats the secure key and is infeasi-
hle to generate solely with said second signal and
said third signal.

8. An apparatus for generatmg a secure cipher key

comprising:

a first secure key generator havmg a first input con-
nected to receive an applied first signal, having a
second input connected to receive a second signal,
having a first and second outputs, and having a
means for generating at the first output a third
signal, said third signal Y, being described by

Ye=a¥mod q

where

q=a large prime number

a=2a random number, such that 1Sa=sq—1

x;=the first signal which represents a random num-
ber, such that 1 £X;=q~1

[V
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12
a transformation of said first signal which is infeasi-
ble to invert, and for generating at the second out-
put 2 fourth signal, saxd fourth signal Ky being
described by

’K,-Y,'modq

where
Yj=the second signal
a transformation of said second signal with said
first sxgnal. which represents said secure cipher key
- and isinfeasible to generate solely with said second

signal and said third signal; and

a second secure key generator having a first input
connected to receive an applied fifth signal, having
a second input connected to receive said third sig-
nal, having a first and second outputs, and havinga
means for generating at the first output a second
signal, said second signal Y;being described by

Yj=a% med q

where

Xj=the fifth signal which represents a random
number, such that 15X;=q-1

a transformation of said ﬁfth signal which is infeasi-

ble to invert, and for generating at the second out-

put a sixth signal, said sixth signal K being de-

scribed by

Ky=Y  mod q

a transformation of said third signal with said fifth
signal, which represents the secure key and is infea-
sible to generate solely with said second signal and
said third signal.

L
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Thus, it is cledr that the original error vector itself is
recoverable and can be used as a carrier of information.

1 claim:

1. A method of transmitting a dlgxtal cryptogram
over a commutiications channel by means of a public
key algorithm, said method comprising:

(a) constructing a first generator matrix with a prese-
lected finite field and an irreducitble Goppa poly-
nomial, said polynomial praviding a degree s error
correcting capability,

(b) constructing a scrambled generator matrix by
matrix multiplication, said scrambled generator
matrix being the product of a non-singular matrix,
said first generator matrix and a pcrmutanon ma-
trix,

(c) converting plaintext message to be sent to bmary
form and blocking the message to a predetermined
size, said size corresponding to the number of rows
in said scrambled generator matrix, said blocked
binary message forming a message vector,

(d) encoding the message vector with the scrambled
generator matrix using matrix multiplication Io
form a code vector,

(e) adding a preselected error vector to the code
vector in component wise fashion using modulo 2
arithmetic, to generate a cryptogram,

(f) transmitting said cryptogram over a communica-
tions channel, said channel having an channel error
probability, wherein the combined predetermined
error vector and the channel error vector do not
exceed the degree s error correcting capability.

2. A method of decoding a digital cryptogram, when
the cryptogram was created with a public key scram-
bled generator matrix, said scrambled matrix being the
product of a permutation matrix, a non-singular matrix,
and a generator matrix formed from an irreducible

 Goppa polynommial, said method comprising: .

(a) multiplying a received cryptogram by the inverse
of the permutation matrix used in creating the pub-
lic key scrambled matrix to obtain a permuted form
of the received cryptogram, '

(b) apply a Goppa decoding algorithm to the per-
muted form of the received cryptogram to find mS

~

5,054,066

15

5

and a permuted error vector, wherein m represents 45

the original message encoded and S represents the
noua-singular matrix

(c) muluply mS by the inverse of the non~smgular
matrix to derive m, a bma.ry form of a plamtext
message

(d) multiply the permuted esror vector by the permu-

tation matrix to derive a preselected error vector.

3. A method of transmitting a digital cryptogram
over a communications chanael as claimed in claim 1,
wherein an authentication code is selected and added to
the message as the preselected error vector.

4. A method of decoding a digital cryptogram as
claimed in claim 2, wherein the received error vector is
used to authenticate the sender of the cryptogram.

§. A method of transmitting a digitz! cryptogram
over a comipunications channel as claimed in claim 1,
wherein the communications channel is further defined
to bz 2 common cartier data link, said method (urther
comprising the step of inserting a preselectéd error in
any block of the cryptogram that exceeds a predeter-
mined ones density requirement.

6. A method of tcansmitting a digital cryptogram
over a communications channel as claimed in claim 1,

- 263 --
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wherein the preselected error vector is chosen from an
extended heavyweight error pattern.

7. A method of decoding a digital cryptogram as
claimed in claim 2, wherein e is further defined as a-
heavyweight error pattern.

8. A method of transmitting a digital cryptogram
over a communications channel by means of a public
key algorithm, said method comprising:

(a) constructing a first generator matrix with a prese-
lected finite field and an irreducible Goppa polyno-
mial, said polynomial providing a degree s error
correcting capabtllty,

(b) constructing a scrambled generator matrix by
matrix multiplication; said scrambled generator
matrix being the product of a non-singular matrix,
said first generator matrix and a pcn-nutauon ma-
trix,

(c) converting plaintext message to be sent to bmary h

form and blocking thie message to a predetermined
size, said size corresponding to the number of rows
in said scrambled generator matrix, said blocked
binary message forming a message vector,’

(d) encoding the message vector with the scrambled
generator matrix using matrix multiplication to
form a code vector,

() adding a preselected heavy weight error vector to
the code vector in.component wise fashion using
modulo 2 arithmetic, to generate a cryptogram.

9. A method of transmitting a digital cryptogram
over a communications channel as claimed in claim 1,
wherein the coinmunications channel is further defined
to be a common carrier data link, said method further
comprising the step of inserting a preselected error in
any block of the cryptogram that exceeds a predeter-
mined ones density requirement.

10. A method of transmitting a digital cryptogram
over a communications channet by means of a public
key algorithm, said method comprising:

(a) constructing a first generator matrix with a presc-
lected finite field and an irreducible Goppa polyno-
mial, said polynomial providing a degree s error-
correcting capability,

(b) constructing a scrambled gcnerator matrix by
matrix multiplication, said scrambled generator
matrix beirig the product of a non-singular matrix,
said first gencmtor matnix and a permutation ma-
trix,

(c) converting plamlcxt message to be sent to binary
form and blockmg the message to a predetermined
size, said size corresponding to the number of rows
in said scrambled generator matrix, said blocked
binary ge forming a ge vector,

(d) encoding the message vector with the scrambled
generator matrix using matrix multiplication to
form a code vector,

(e) adding a preselected heavy wcxght error vector to
the code vector in component wise fashion using
modulo Z arithmetic, to generate a cryptogram,
said error veetor including 2 secandary message.

11. A method of decoding a digital cryptogram, when
the cryptogram was created with a public key scram-
bled generator matrix, said scrambled matrix being the
product of a permutation matrix, a non-singular matrix,

§5 and 2 generator matrix formed from an irreducible

Goppa polynomial, said method comprising:
(a) multiplying a received cryptogram by the inverse
of the permutation matrix used in creating the pub-

STAMO041723
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lic key scrambled matrix to obtain a permuted form
of the received cryptogram,

(b) apply a Goppa decoding algorithm to the per-
muted form of the received cryptogram to find mS
and a permuted error vector, wherein m represents
the original message encoded and S represents the
noun-singular matrix, ‘

(c) multiply mS by the inverse of the non-singular
matrix to derive m, a binary form of a plaintext
message,

(d) multiply the permuted error vector by the permu-
tation matrix to derive a secondary message.

12. A method of transmitting a digital cryptogram

over a communications channel as claimed in claim 10,

- 264 --
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‘ "26
wherein an authentication code is selected and added to
the message as a component of the secondary message. '
13. A method decoding a digital cryptogram as
claimed in claim 11, wherein the received etror vector
is used to authenticate the sender of the cryptogram.
14. A method of transmitting a digital cryptogram
over a communications channel as claimed in claim 10,
wherein the communications channel is further defined
to be a common carrier data link, said method further
comprising the step of inserting a preselected error in
any block of the cryptogram that exceeds a predeter-

mined ones density requirement.
* & & ® 8

20

25

10

35

45

55

65
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17 | | 18
) ~continued
1~ 2%} = GO A(xX) + rdx) deg rAx) < deg ri_(x) and
3£x) = s5i-2x) ~ qhx)si—1(x)

i—-1 ixl
3 deggfx) = § deg qfx).
#®) = -2x) — gf)i_(x) 5 2 MU F 2 dew A

. y PN - Substituting again,
With the following initial conditions (hstitating g

’ P 4 fi-l(x')‘ml(X)]_ deg TE1D
SR =1 o) =0 r_y() = &) 10 9@ 4 = deg 2010 =
o) =0 =1 k= RX.
Thus

deg ti41(x) + deg r{x) =
It is noted that several properties are assoctated with @l

these recurence relations.

15 , ri-1{x)
{deg gis 1(x)d2)] + [dexm
Lemma 1 0N 1) — 5 (L) = (~ 1+ LOSiSn+ 1. . .
Proof (by induction) deg 9i210x) + deg 140) + [deg i 1(x) — g @i a(0)] =
i=0 solx}—_1(x) — s~ i{x)olx) = ) ’ . ' o
001 1= —«l‘ - ( 1o, 10 deg t{x) + deg ri.y(x) = deg G{x), by hypothesis
assume for £ . P
p;v:h” + 1 s 10D — -\"(X)(u» ) = (= 1)E+D+L Finally the following important lemma may be proved.
But . Lemma 4 With G(x),R(x) defined as above, there
$i4100) = Si—1(%) = gr41(x)sdx) exists a unique integer i,0=i=n such that
ti41(%) = 1i-1(x) ~ gi4 1 ()1(x). ’ } !
Thus 25
[St-:(x) ~ G (sNLR) — sOfti—1(x) — g1l QED. dgtx) S5— ¥2 —1, degGx) =s
Sp— (XNLx) = XV (x) = deg r{x) £ /2 ' X - = greatest integer function

—~ (L1 = Sim W) = —(=1)i+ = ( PN+

Lemuma 2: s{x)G(x) + (xR} = fx), -1 Z=iZn + L. f

Proof{by induction) o Proof

= ml s (GG + 1 (IRG) = Recall that both deg 1£x) and deg t,(x) are strictly
P -t decreasing and increasing sequences, respectively. One

1-Gx) + 0 R@) = G(x) = r-13). - " may define i by requiring that
assume for £
fori+ l:s; i 1R = rig y(x).
g;%:(;; g-o;m Si+ G + L4 GIREY = rig 1(x). 5 deg tio () S8/241

i 1(x), tiq 100 and riy 1(x) we get
T S ((X)G) — Qi t(X)sdx)G(x) + (-1 (XIR(x) — gis 1(XNUXIR(x) =

(5w 1DGx) + tim (IR — g4 1 ONNGR) + ({DR(X)] = ) deg r0)Ss/2.

(by inductive assumption)

ﬂ;‘:‘.";; ‘z?,:g')(x:_i Z;',f_'(‘z') —deg GUNOSiSn+ S'E‘D‘ © There can be only one such value for i. Then, by
Proof{by induction) . } Lennna 3

Before beginning the formal i ive proof, one may prove a

smalt result which will be needed in the mduciive step. deg t{x)+deg ri_(x)=deg G(x0=s, "
Using the refation for 14(x),

note that EPTR .

((x) = ;,_,(x) ~ gkx¥i (), 30 that 45 which implies that )

folx) =

n(x) = :-u(s) A = 0 — q1x) deg t{x)=s. s/2-1

x) = akx) = qAx)ilx) = 1 + qx)gqi(x)
13(x) = a(x)y — g3(x)ixx) = ~q1(x) — g3(x) — g3(x)gxr(x)q1(x)
. deg 44155, 9/2.

50 .
etc. Again, there can be only one such value for i. Q.E.D.
This, in.general, : With the forgoing one may now prove the most im-
; portant result. :
deg tfx) = I deg qfx). Theorem
=t . " : . .
55  Given the equivalence relation
i=0
deg 4(x) + deg r_\(x) =. ' e ]
0 + deg G = deg Glx). BUIR(:) = almodGix),  deg filx) = 45
essume for & .
prove for [ + [: deg (i (=} + deg rx) = deg G(x). deg afx) = 52
Substituting, one finds 60
deg (r41(x) = / i) ~ 9ok (RIASI] = e e (CNAR) there is a unique i such that
=1 B(x)=14x}
deg - (5} 1,33 . deg gfxh
T 65
i; 1 a{x}y=rfx).
deg i t(xhfx) = i deg gfx)
Proof

STANMO041725
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. : 19
. One separates the proof into two parts. (Part 1) Sup-
pose that one assumes, for the moment, that

B(x) = 1{x)

a{x) = r{x), for some i

It may be shown that i is unique.

Re-write the restrictions on the degrees of the poly-
nomials a (x) and B (x) using the greatest integer func-
tions:

deg a(x) = T
dgpms 51
Bt
3. s—1
3 S5 =5 B
so that
=1 _ E
5 =i- 5 - 1

aiid it is seen that
deg a(x) = s‘IZ ps
deg B(=x— /2 -1,
thé upper bounds from Lemma 4.
Thus, on the assumption that some index i exists such

‘that

Bx)=t{x)

a(x)=rfx), the index is wnique
since

deg B(x)=degi{x)Es~ /2 —1 -

deg a(x)=degr{x})s 52

" (Part 2) Using Lemma 2 and A(R(X) - a(x) modG(x)
one may write the following equations

S{xYG(x) + (LIR(x) = r{x) » . )
S(I)Q(x) + BX)R(z) = a(x), for some x(x).

Multiplying by 8 (x) and t{x) respectively one obtains

Bs{x)G(x) + BGILx)R(x) =

B(x)rdx} @
t{x)(xIGx) + (L)B(KIR(x)

= txa(e).
But this implies that’

BRI R  = B 1)
or, equivalémly

B(xIr{x)=a t{x)a(x) modG(x}).

Examining the degrees of both sides of this equivalence
shows

~- 266 --
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20
degfi(x)+deg r{x)S s—1+ 1 <s
deg t{x)+dega(x)Ss— 2 l+ 2 <s;
so the equivalence is an equality:
B)rdx)=rdxdalx).

Substituting back into the same pau- of equauons 2) we
see that this implies

B(x)s{x)G(x) = 1({xI(X)G{x) -

* and finally

BOOs(x)=1£x)5(x).

Now from Lemma 1 it is known that gcd(s;(x-
)t(x))=1 which xmphes ‘that

s(x) =} (x)s£x)

(x)=}.(x)r,(x) for some A(x).

Substituting into the ongmal pair of equanons (1) we
have

s.(x)G(XH t{x)R(x)=r{x)

Al 0)G(x) AN DR(=a(x):

Multiplying the top cquatlon by A(x) and comparing it
may be seen

afx)=AMx)r{x).
Thus, it may be finally shown that

Bx)=A(x)fx)

. a(x)—l(x)r,(x) for some Alx).

Recall that o(x) is the Goppa code crror locator poly-
nomial, and

o) = ¥+ x6Kn)
= MfrHx) + xHx)

after subsntutm
But, by its construction, .a (x) has only simple zeros:
Thus Mx) is a constant, which may taken to bc 1 for ease
of computation. Q.E.D.
In summary, to decode, one performs the following
steps:
1. Compute the syndrome, S(x).
2. Compute T(x) such that T(G)S(x)=1 mod G(x}.
if T(x)==x, we are finished.
if T(x)5%x, continue.
3. Compute R(x) such that RZ(X)ET(X)+XmOd(J(X)
4. Solve B(RIR(x}=0 (x)modG(x) using Euclid’s algo-
rithm. Stop when

deg t{x}= /2

deg i 1S 2+

STANMO0041726
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21 22
and set - Then form the syndrome
a(x)=rx) o0 =
1 .
B)=14z). 5 - l Tt : ) — = obx 1 aSmods? + x + L.
Find the roots of Fi )
ind T(x) such that
a(x)=0Yx)+x BAx). ) such
10 T()S(x)=1 mod x24x+1.
EXAMPLE 1

In order to give a concrete demonstration of the .

encryption and decryption processes, consider the fol-
lowing example. :
Let G(x)=x2+x+1.be the irreducible Goppa poly-

- nomial over GF(2%), where the ordering of the field

elements is given by

0, o0, o, 2. 3, o4, o5, of
and o is a oot of the primitive polynomial x3+x+1.
The Goppa code defined by these conditions has n=3,
t=2 and k=2. There are only four code words.

It can be shown that a generator matrix for this code
is given by :

11110100
G=(l10010l1)
_Next, this matrix is scrambled by forming
G'=SGP, where S is nonsingular and P is a permuta-

tion matrix.
_ The following matrices are:-

00100000
00010000
10000000
00000001
00001000
00000010 |
01000000
00000100

10
S=(l!)andP=

Thea it is seen that

c,_=(1cnmon
11001EE1

)

From among the four possible message 2-tuples, choose
_m=(10) and form the code word

mG' =(1011001{)=v.

Since thecode is capable of correcting up to 2 errors,
select an error vector of weight 2. Let

¢ = (10010000} and fornz the cryptogram
=¥ 4 e = (10110011) + (10010000) = (00100041}

Suppose that £ is now transmitted through & channel

and that no additional channel errors are inserted At the
receiving end, one begins the decrypting process by

applying p—'.

Form rP—1=({0010100), and then begin the Goppz

decoding procedure.

- 267 --

It can be seen that

T(x)madx +20ma’x 4 1.
15 )
” Next, find R(x) such that

RYx)=T(x)+ xmatx 4 mod x24+x+1.
% It can be seen that

R(x)malx+al.

Next, solve-for @ (x) and B8 (x) in the congruence

25 relation i

Bx)alx+a)=xa(x) mod x2+x03 1.

Which finds that

i a(x) = alx + a®
By =1
and thus
35 o) = a¥x) + xBHx)
= a*?+x+as
The roots of o (x) are seen to be:
‘—‘ﬂl
Thus
mSG = (10010100) + (01100000)

(11110100)

)

50 which is the corrected codeword. .
But then it is straightforward to verify that

mS=(10)
ss and thus, '
m=mss—1=(10),
the original message vector.
A natural by-product of the decoding process is the
permuted errog vector

& =(01100000).

The original error vector may be obtained by forming
the product

£P=e=(1010000).
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_UNITED { ATES PATENT AND TRAD'EMA-;KHOFFICE
' CERTIFICATE OF CORRECTION
- PATENTNO. : 5,054,066 V
DATED : October 1, 1991
INVENTOR(S} : Justus Riek, et al.

Pa‘gev 1of 2

it is certified that error appears in the above-identified patent and that said Letters Patent is hereby
cotvected as shown helow: ‘

Column 2, line 14: delete "0"
, " Column 3, line 63: "Ek(X)=Y" should read as

--B, (X)=Y-- ) C

Column 3, line 65: "Dk(¥)=X" should read as
=D (¥)=X--

Column 5, line 44: “differ" . should read as
—-differ.--

Column 7, line 40: “e=e"™ should read as
——a! = e——

Column 9, line 30: coefle" should read as
——Coeff~—~

~- 268 --

STAMO0041728



i

_UNITED STATES PATENT AND TRAbEMARK' OFFICE.
CERTIFICATE OF CORRECTION

PATENTNO. : 5,054,066 Page 2 of 2
DATED : October 1, 1991 o
INVENTOR(S) : Justus Riek, et al.

1t is certified that ervor appears in the abave-identified patent and that said Letters Patent is hereby
comected as shown below: ' ' : :

~Column 14, line 58: "weight‘=" should read as
--weight s - A S
_ Column 18, line 40: “Lenna" should read as
--L.sma- ' ' ‘
: Column 20, line 65: "s/2" should read as
- \e/2l - |
, Column 20, line 67: "s/2" ~.should read as
— \s/2) -- -
~ Column 22, line 26: " + x03 1." should read as
==+ x + 1l.-- ‘

Signed and Sealed this
Fourth Day of January, 1994
st . éz;kc( lehmu
) BRUCE LEHMAN
Attesting Officer » Commissioner of Patents and Trademarks
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- o Ap'plicaﬁon " Docket Nu'met
PATENT APPLICATION FEE DET ERMlNATlON RECORD
‘Effective October 1, 1994 // /%/ éj /

CLAIMS AS FILED - PART| N OTHER THAN
) (Column 1) . (Column 2) SMALLENTITY - OR  SMALL ENTITY
FOR -~ . NUMBER FILED. NUMBER EXTRA RATE | FEE
BASIC FEE | v oR 730.00
TOTAL CLAIMS / 7 minus20= | — | on | xs22=
INDEPENDENT CLAIMS |- ' / mosa=|” — . 4 Fas= | — on | x76=
‘MULTIPLE DEPENDENT CLAIM PRESENT /. .- . R N R s B e —
- — y - . . =~ 1 4120=. | — OR 4+240= .
* 1 the difference In column 1 is less than zero, enter *0” In column 2 . : . . v S—
, " . . AR C o ﬁ@ VP 6r TOTAL
CLAIMS AS AMENDED - PART it B OTHER THAN
(Columri 1) (Column 2) {Column 3) SMALLENTITY OR  SMALL ENTITY
CLAIMS ’ B HIGHEST | .
< REMAINING | NUMBER | PRESENT ADDI- ADDI-
= AFTER | PREVIOUSLY | EXTRA RATE | TIONAL RATE | TIONAL
ﬁ AMENDMENT ¥ PAID FOR : . FEE FEE
E Total T Mlnus: b QO‘ = O $ti= ) oR | x$22="
Z - v
\ g Flndependem * ‘,, . Minus whe 3 - = | Q- 3>2/ or | x76=
< ; 3 — '
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM +120= - | or li240=
) c ~ TOTAL 5./ TOTAL
. . | or
©oumn1) . - (Commn2)  (Colmn3) ADOM-FEE 2 ADDIT. FEE
"CLAIMS | . HIGHEST | ; : »
‘ja REMAINING - NUMBER PRESENT | ADDt-. ADDI-
E AFTER . PREVIOUSLY 'RATE | TIONAL | - | RATE | TIONAL
z AMENDMENT PAID FOR. - FEE § |- FEE
13 [ . y ‘jt L -/j/ $11=47 5 abon | xs22=
2 " - - : [
w Jind nderit L -} Minus o L = ;A V/OR | x76=. ;
g mnsrpnest-:mmon OF MULTIPLE DEPENDENTCLAIM A j | ler2es | T alizdo= |- .
’ ‘ T T e e T TOTAL _ R TOTAL
- i (Column 2): 1 i(Columa 3) . ADDIT. FERGI,Lod = ADDIT. FEE
CLAIMS . HIGHEST.» |- . R R ‘
Jo 'REMAINING, . NUMBER. - | PRESENT J- ADDI- | . “| ADDH
el AFTER . PREVIOUSLY | EXTRA: RATE | TIONAL| | RATE | TIONAL
& AMENDMENT cpapfOR G| |} T} FEEL 1
-
-4
A
=
enwkleoiumntisbsamnﬂweenhyh \vrﬂ Uin 3.
Previously Paid For™ IN THIS SPACElslessmanZO e't‘sr?ﬂ
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Appwdtion or Docket Number
PATENT APPLICATION FEE DETERMINATION RECORD /
Effective October 1, 1996 _ T 372 ] / Q
CLAIMS AS FILED - PART | ' OTHER THAN
(Column 1) (Column 2) - SMALL ENTITY OR  SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE FEE
BASIC FEE OR 770.00
TOTAL CLAIMS - 3S minus20=|" | C x$11= [¢S | om | x$22=
ENDENT CLAI )
INDEP, T CLAIMS / O minusa=|" 7 x40= Q go or{ x80=
MULTIPLE DEPENDENT CLAIM PRESENT  * i
. - — +130= oR | +260=
* it the difference in column 1 is less than zero, enter *0" in column 2 . 9
_ : ToraL | 3 |or  Toma
CLAIMS AS AMENDED - PART It OTHER THAN
(Column 1) (Column 2) (Column 3) © SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST .
REMAINING NUMBER PRESENT ADDI- - ADDI-
AFTER PREVIOUSLY EXTRA RATE | TIONAL RATE | TIONAL
= AMENDMENT PAIDFOR D FEE FEE
w e
: * i - =
= Toal Miws (= ] (IT = / : x$11= / oR x$22-,-’$
Py L
“E" Jindependent] // %/ Minus "// = ,\V = 2 1 /; on | x80=
< - - —
FIRST PRE(ENTATION OF Ml}LﬂPLE DEPENDENT CLAIM +130= OR +260; )
TOTAL OR TOTAL
(Column 1) . (Column 2) (Columng) . ADOM FRERELZo] ¥ ApDIT. FEEL
CLAIMS 'HIGHEST - ’ . .
REMAINING NUMBER | PRESENT " | ADDI- ADDI-
AFTER ‘PREVIOUSLY ExTRA | | RATE | TIONAL RATE " | TIONAL
AMENDMENT PMD/EQR - - FEE FEE
. 1~ ./ | [en- v/ /g/on x§22=
7 - 77 A - -
~ findependent Minus "7 nij 20— x40= |. oR | x80=
’ 7V
FIRST PREZENTATION OF MULTIPLE DEPENDENT CLAIM +130= +260=
TOTAL AL
(Column 1) (Coumn2)  (Column3)  ADOI. FEEM ,&rr. FEE
: - CLAIMS HIGHEST : —
O REMAINING NUMBER PRESENT ADDI- - ADDI-
E AFTER PREVIOUSLY | EXTRA RATE | TIONAL RATE | TIONAL
z AMENDMENT PAID FOR FEE FEE
E Total * Minus - = ' x$11= OR | x$22=
4 -
% [independent| * Minus b = ¥40= OR | x80=
<,
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAlM 2t B0k OR | +-260=
"ttt in column 1 i3 less than th y in column 2, writs “0” in column 3.
** i m: fﬁg& N:::ger Previously Pa:i gg:’le THrSmgPACE i: lezs mnu;nor“ enter “20.° ADG(.‘;O;ENE_ OR ADDI?O;EN’; .
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The “Highest Number Previously Paid For* (Total of Independertt) is the highest number found in the appropriate box in cofumn 1.
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