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Introduction

Welcome to the AutoSOCKS™ v2.1 secure Windows client for 16- and 32-bit Windows
applications. AutoSOCKS v2.1 is the first commercial application to incorporate the SOCKS
v5 security protocol standard, simplifying SOCKS deployment for end users and network
managers.

AutoSOCKS transparently intercepts WinSock communication requests issued by TCP/IP
applications and processes them based upon a set of routing directives (rules) assigned when
AutoSOCKS is configured. (For more information about WinSock, TCP/IP, and general
network communications, see “Getting Started.”)

On larger networks, AutoSOCKS can address multiple SOCKS v5 servers based on end
destination and type of service. This feature enables network administrators to effectively
monitor and direct network traffic.

Features of AutoSOCKS v2.1:

¢ Supports both SOCKS v4 and SOCKS v5 standards

¢ Supports RFC1928 and RFC1929 SOCKS v5 standards

¢ Network-based setup provides a single configuration point with a simple user interface

¢ Transparently route connections from Windows applications to external networks through
any SOCKS-based firewall system

¢ Logging utility to troubleshoot problems with network connections
¢ Enables internal network connections to pass through without interference
¢ Enables network redirection through multiple SOCKS servers

¢ Supports multiple authentication methods including SOCKS v4 Identification,
username/password, CHAP, and SSL 3.0. Other authentication modules can be added

¢ Supports 16-bit WinSock 1.1 applications under Windows 3.1 and Windows for
Workgroups 3.11

¢ Supports both 16- and 32-bit applications under Windows 95, Windows NT 3.51, and
Windows NT 4.0

*  Provides automated installation and uninstallation

¢ WinSock interoperability tested at Stardust WinSock Labs

About This Document

The AutoSOCKS v2.1 Administration and User’s Guide provides basic information about
AutoSOCKS v2.1. It is designed to include entry-level data for non-technical users as well as
more advanced installation, setup, and configuration information for network administrators.
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This information is also available via online AutoSOCKS Help and the Aventail web site at
http://www.aventail.com/.

Document Organization

This document is divided into two primary sections: the Administrator’s Guide and the
AutoSOCKS Utilities Reference Guide. The Administrator’s Guide describes procedures for
setting up, installing, and configuring AutoSOCKS for individual and multiple networked
workstations.

The AutoSOCKS Utilities Reference Guide describes the AutoSOCKS system menu
commands and utility programs. It contains detailed information about using Ping and
Traceroute utilities and documents the authentication/encryption modules and settings.

In addition to the AutoSOCKS v2.1 Administration and User’s Guide and the AutoSOCKS
Utilities and Reference Guide, this document includes a removable AutoSOCKS User’s
Supplement which describes screen displays and features that end-users may encounter while
running AutoSOCKS in their client workstations. The document concludes with Appendix 1:
Troubleshooting and a Glossary.

Check the Quick Start Card, a short document designed to help you install AutoSOCKS to an
individual workstation.

Document Conventions

The following typographic conventions are used in this document. Exceptions may be made
for online material; for instance, italics may be difficult to read online.
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Convention Usage

ALL CAPITALS Filenames and extensions, directory names, keynames, and
pathnames.

Bold
Anything the user types, including command-line commands,
addresses or URLs, options, and portions of syntax that must
be typed exactly as shown. Dialog box controls
(Destination field), e-mail addresses
(support@aventail.com), URLs
(http:/Avww.aventail.com/), and IP addresses
(165.121.6.26) are also bold.

Italic Placeholders that represent information the user must insert.

“To Do” Procedures Underlined To Do headings indicate procedures and step-by-
step directions. Multi-step procedures are numbered; single-
step procedures are bulleted.

Technical Support

If you experience problems installing, configuring, or running AutoSOCKS refer to any of the
following:

*  The Aventail web site, http://www.aventail.com/, for the latest list of known problems.

e The README.TXT documentation for additional information not contained in the
manual.

If necessary, report problems to Aventail using the Bug Report form at the Aventail web site.

Aventail Technical Support:

Web site: http://www.aventail.com/
E-mail: support@aventail.com
Phone: 206.777.5640

Fax: 206.777.5656
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About Aventail Corporation

Aventail Corporation is the leading vendor of next-generation Internet security systems. Its
software allows organizations to secure their networks, manage their employees’ access to the
Internet and build Virtual Private Networks (VPNs). Creating a VPN gives organizations the
ability to dynamically create a private communication or data channel over the Internet.
Aventail’s adherence to open security standards simplifies VPN deployment, enables
interoperability, and leverages corporations’ existing network investments. Its VPN solutions
allow companies to extend the reach of their corporate Intranets to customers, partners, remote
offices, and worldwide employees.

Aventail Corporation

117 South Main Street

4" Floor

Seattle, WA 98104-2540
Phone: 206.777.5600
Fax: 206.777.5656

http://www.aventail.com/

info@aventail.com
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AutoSOCKS v2.1
Administration and
User’s Guide

This section includes procedural and background information on installing AutoSOCKS to
both single and networked workstations. It includes:

¢ Getting Started with brief explanations of network security and communications
¢ Definitions of SOCKS and AutoSOCKS
¢ AutoSOCKS platform and installation requirements

¢ Installing AutoSOCKS, including network diagrams of Aventail VPN, Aventail Internet
Policy Manager, and SOCKS v4-based server configurations

¢ Creating and editing configuration files

Note:  Aventail understands the importance of a flexible, easy-to-use installation
process. If you have feedback regarding the AutoSOCKS installation
procedures, or if there are additional features you wish to see implemented,
please e-mail comments to support@aventail.com. Your input is
appreciated.

Getting Started

If you're new to AutoSOCKS technology, the following section will help you understand what
AutoSOCKS is and does, as well as its relationship to network security in general.

Network Security in a Nutshell

Escalating threats of computer viruses and increased potential for unwelcome hackers are
forcing companies to seek ways to safeguard their corporate networks and the information they
exchange. The first response to these concerns has been the development of security
firewalls—software barriers that control the flow of information. But firewalls can’t easily be
configured to handle complex security issues such as monitoring network usage, providing
private communication over public networks, and enabling remote users to gain secure access
to internal network resources.

Enter SOCKS V5, an Internet Engineering Task Force (IETF)-approved security protocol
targeted at securely traversing corporate firewalls. It was originally developed in 1990, and is
now maintained by NEC. SOCKS acts as a circuit-level proxy mechanism that manages the
flow and security of data traffic to and from your local area network or intranet. A workstation
whose traffic is proxied by SOCKS is considered “socksified.” SOCKS is more than a
standard security firewall. It also features:
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¢ Client Authentication: (SOCKS v5 only) Authentication allows network managers to
provide selected access to internal and external areas of a network.

¢ Traffic Encryption: (SOCKS v5 only) Encryption ensures that network traffic is private
and secure.

¢ UDP Support: (SOCKS v5 only) User Datagram Protocol (UDP) has traditionally been
difficult to proxy with the exception of SOCKS v5.

¢ Cross-Platform Support: Unlike most UNIX security solutions, SOCKS code can easily
be ported to platforms such as Windows NT, Windows 95, and Macintosh systems.

What is AutoSOCKS?

AutoSOCKS automates the “socksification” of client applications, making it simple for
workstations to take advantage of the SOCKS v5 protocol. When you run AutoSOCKS on
your system, it automatically routes appropriate network traffic from a WinSock application to
the SOCKS server. (WinSock is a Windows component that connects a Windows PC to the
Internet using Transmission Control Protocol/Internet Protocol —TCP/IP.) The SOCKS server
then sends the traffic to the Internet or the external network. Your network administrator
defines sets of rules by which this traffic is to be routed.

AutoSOCKS is designed to run transparently on each workstation. In most cases, you’ll
interact with AutoSOCKS only when it prompts you to enter authentication information for a
connection to a secure SOCKS server. You may also occasionally need to start and exit
AutoSOCKS, although network administrators often configure it to run automatically at
startup.

To understand AutoSOCKS, you first need to understand a few basics of TCP/IP
communications.

TCP/IP Communications

Windows TCP/IP networking applications such as e-mail or ftp use WinSock to gain access to
the network or the Internet. WinSock (Windows Sockets) is the core component of TCP/IP
under Windows. (TCP/IP is a suite of protocols that the Internet uses to provide for services
such as e-mail, ftp, and telnet.)

WinSock Connection to A Remote Host

Via WinSock, an application goes through the following steps to connect to a remote host on
the Internet or corporate intranet:

1. The application executes a Domain Name System (DNS) lookup to convert the hostname
into an Internet Protocol (IP) address. If the application already knows the IP address, this
step is skipped.

2. The application requests a connection to the specified remote host. This causes the
underlying stack to begin the TCP handshake. (The TCP handshake is the process by
which two computers initiate communication with each other.) When the handshake is

6 * AutoSOCKS v2.1 Administration and User’s Guide
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complete, the application is notified that the connection is established, and that data may
now be transmitted and received.

3. The application sends and receives data.

What Does AutoSOCKS Do?

AutoSOCKS slips in between the Windows TCP/IP application and the single access point—
WinSock. In simple terms, AutoSOCKS redirects WinSock calls (both parameters and data)
and reroutes them through a SOCKS-based server when required. The routing is determined
by the rules described in the configuration file created when AutoSOCKS is installed. (See
“Configuring AutoSOCKS.”)

Because AutoSOCKS intercepts calls to WinSock, AutoSOCKS must duplicate WinSock
functionality. Since AutoSOCKS also makes calls directly into WinSock, it must behave as a
typical WinSock application as well. (See Figure 1.)

Windows TCPAP Application

Tries to connect to
remate host

Returns SOCKS
SErver

Sends and
receives
data (on

successiul

connection)

AutoSOCKS

Tries to connect to Sends data to
SOCKS server SOCKS server
Connects Returns SOCKS
successully result

| WinSock h
| Physical Network Q
‘ SOCKS Server ‘

External Remate
GOt

Figure 1. Network application calls intercepted by AutoSOCKS

With AutoSOCKS running, an application executes additional steps in order to connect to a
remote host through WinSock. These steps must be transparent to the application so that it
cannot differentiate between when AutoSOCKS is running and when it is not. The following
three steps are identical to standard WinSock communications steps described above;
however, nested inside them are additional actions and options introduced by AutoSOCKS.
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1. The application does a DNS lookup to convert the hostname to an IP address. However, if
the application already knows the IP address, this entire step is skipped. Otherwise,
AutoSOCKS does the following:

¢ If the hostname matches a local domain string or does not match a redirection rule,
AutoSOCKS passes the name resolution query through to the TCP/IP stack on the
local workstation. The TCP/IP stack then performs the lookup as if AutoSOCKS is
not running.

¢ If the DNS proxy option is disabled, AutoSOCKS allows the request to go through
unchanged.

¢ If the destination hostname matches a redirection rule domain name (i.e. the host is
part of a domain we are proxying traffic to) then AutoSOCKS creates a false DNS
entry (HOSTENT) that it can recognize during the connection request. AutoSOCKS
will forward the hostname to the SOCKS server in step 2 and the SOCKS server
performs the hostname resolution.

¢ If the DNS proxy option is enabled and the domain cannot be looked up directly,
AutoSOCKS creates a fake DNS entry that it can recognize later, and returns this to
the calling application. The false entry tells AutoSOCKS that the DNS lookup
should be proxied, and that it should send the fully qualified hostname to the SOCKS
server with the SOCKS connection request.

2. The application requests a connection to the remote host. This causes the underlying stack
to begin the TCP handshake. When the handshake is complete, the application is notified
that the connection is established and that data may now be transmitted and received.
AutoSOCKS does the following:

a. AutoSOCKS checks the connection request.
¢ If the request contains a false DNS entry (from step 1) it will be proxied.

¢ If the request contains a real IP address and the rules in the configuration file
say it should be proxied, AutoSOCKS calls WinSock to begin the TCP
handshake with the server designated in the config file.

e If the request contains a real IP address and the configuration file rules says that
it should not be proxied, the request is passed to WinSock and processing jumps
to step 3 as if AutoSOCKS is not running.

b.  When the connection is completed, AutoSOCKS begins the SOCKS negotiation.
¢ It sends the list of authentication methods enabled in the configuration file.

*  Once the server chooses an authentication method, AutoSOCKS executes the
specified authentication processing.

¢ It then sends the proxy request to the SOCKS server. This includes either the IP
address provided by the application or the DNS entry (hostname) provided in
step 1.

8 * AutoSOCKS v2.1 Administration and User’s Guide
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c.  When the SOCKS negotiation is completed, AutoSOCKS notifies the application.
From the application’s point of view, the entire SOCKS negotiation including the
authentication negotiation, is merely the TCP handshaking.

3. The application transmits and receives data.

If an encryption module is enabled and selected by the SOCKS server, AutoSOCKS encrypts
the data on its way to the server on behalf of the application. If data is being returned,
AutoSOCKS decrypts it so that the application sees clear text data.

AutoSOCKS Platform Requirements

AutoSOCKS runs under Windows 3.1, Windows for Workgroups 3.11, Windows 95, and
Windows NT 3.51 and 4.0. These five platforms can be divided into two groups. Operating
requirements and interface features unique to each group are described below.

Windows 95 and Windows NT 4.0

Windows 95 and Windows NT 4.0 have virtually identical interfaces. AutoSOCKS commands
are accessed in the Programs list located on the Start menu and from the minimized
AutoSOCKS icon on Taskbar tray.

System Requirements

AutoSOCKS system requirements for Windows 95 and Windows NT 4.0 include the
following:

¢ Pentium-based personal computer

¢ Windows 95 or Windows NT 4.0

¢ 16 MB application RAM (8 MB on Windows 95)

¢ 3.5 MB hard disk space

*  16- or 32-bit WinSock-based TCP/IP application(s)

¢ Network-accessible SOCKS v4 or SOCKS v5 compliant server

¢ A WinSock compatible TCP/IP stack needs to be installed and configured prior to
running AutoSOCKS. This can be the Microsoft-provided TCP/IP stack or a third-party
TCP/IP stack.

Interface Features

¢ The AutoSOCKS program icon can be accessed via the Start menu, Programs option, and
Aventail AutoSOCKS menu command.

*  When AutoSOCKS is running in the background, the AutoSOCKS icon is visible in the
system tray (unless the Hide Icon command is enabled).

¢ The AutoSOCKS system menu can be displayed by right-clicking the AutoSOCKS icon
located in the Taskbar tray.

*  AutoSOCKS can be uninstalled via the Start menu by using the Add/Remove Programs
icon in the Control Panel folder.
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Windows 3.1, Windows for Workgroups 3.11, and Windows NT 3.51

Windows 3.1, Windows for Workgroups 3.11, and Windows NT 3.51 have similar interfaces.
AutoSOCKS commands are accessible from the Aventail AutoSOCKS program group and
from the minimized icon’s System menu when AutoSOCKS is running.

System Requirements

AutoSOCKS system requirements for Windows 3.1, Windows for Workgroups 3.11, and
Windows NT 3.51 include the following:

*  486-based personal computer

¢ 4 MB application RAM for Windows 3.1 and Windows for Workgroups 3.11; 16 MB for
Windows NT

¢ 3.5 MB hard disk space
*  16- or 32-bit WinSock-based TCP/IP application(s)
¢ Network-accessible SOCKS v4 or SOCKS v5 compliant server

¢ A WinSock compatible TCP/IP stack needs to be installed and configured prior to
running AutoSOCKS. This can be the Microsoft-provided TCP/IP stack or a third-party
TCP/IP stack.

Interface Features

*  The AutoSOCKS program icon is accessed via the AutoSOCKS program group window
in Program Manager.

¢ The AutoSOCKS system menu is displayed by clicking the AutoSOCKS icon located in
the AutoSOCKS program group.

¢ AutoSOCKS can be uninstalled using the Uninstall icon in the AutoSOCKS program
group window.

*  When AutoSOCKS is running in the background, the AutoSOCKS icon is minimized on
the desktop (unless the Hide Icon command is enabled)

Installation Source Media

Regardless of platform, AutoSOCKS can be delivered on CD; in a network-delivered, self-
extracting archive file; or on diskette.

This runs SETUP.EXE and installs AutoSOCKS. You can specify an installation directory, or
AutoSOCKS will install in the default AutoSOCKS directory.

*  CD: The CD contains the AutoSOCKS installation program, SETUP.EXE. It also
contains in the \DOCS directory the AutoSOCKS v2.1 Administration and User’s Guide
formatted for Acrobat Reader.

10 * AutoSOCKS v2.1 Administration and User’s Guide
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*  Network Delivered Source Media: The network-delivered source media is a self-
extracting archive containing the required disk/directory structure within the archive file.
The archive filename will be similar to AS21ED.EXE.

* Diskette Based Source Media. The diskette based source media is composed of two
separate disks (labeled Disk 1 and Disk 2) that contain all of the AutoSOCKS installation
files.

Installing AutoSOCKS

AutoSOCKS can be installed to a single workstation or to multiple networked workstations. In
either case, you must perform an initial installation of the software and create one or more
configuration files. This procedure is described under "Individual Installation." Once the initial
installation is complete, you can then install to a series of networked computers using the
instructions and information described under “Network Installation.”

Note: ~ Check the Quick Start Card for an easy-to-follow guide to individual
workstation installation.

Configuration Files

Integral to the initial installation of AutoSOCKS is deciding how SOCKS traffic should be
redirected through the network. Network redirection rules (used to determine if and how
SOCKS redirection should occur) are defined in the AutoSOCKS configuration file.
Configuration files are initially created at the end of the installation process; however; they can
be added, edited, and removed at any time using the Config Tool (in Windows 3.1, Windows
for Workgroups 3.11, or Windows NT 3.51 via the System menu in the Aventail Program
Group; in Windows 95 or Windows NT 4.0 via the Aventail icon in the Taskbar tray). The
process of creating one or more configuration files is described under “Configuring
AutoSOCKS.”

If you are installing AutoSOCKS on multiple networked workstations, refer to “Network
Installation” to determine the best method for maintaining and distributing configuration files.
You can then proceed through the initial installation. An Installation Wizard will guide you
through the steps, culminating with the option to create a configuration file.

Individual Installation

To install AutoSOCKS

Before running Setup, it is advisable to close all open Windows applications.
1. Installation procedures vary slightly, depending on which media source you use:

¢ If you are installing directly from CD-ROM, run SETUP.EXE from the AutoSOCKS
directory \AS_v21).

¢ If you are installing directly from diskette, run SETUP.EXE on disk 1.
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¢ If you are installing from a network-delivered self-extracting archive, simply run the
archive file. This will extract the installation files and automatically launch the setup
program.

The AutoSOCKS Installation Wizard then guides you through the process of installing
the AutoSOCKS application.

2. Atthe end of the Setup Program you can click the Yes, I want to view the README
file box in the Setup Complete dialog box. This opens the README file for the latest
information on AutoSOCKS.

-OR-

Simply click the Finish button to complete the Setup Program.

12 » AutoSOCKS v2.1 Administration and User’s Guide
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3. The setup program will then ask you if you want to restart now or later.

4. After restarting your PC, start AutoSOCKS for the first time.
5. AutoSOCKS will ask you if you want to run the Configuration Wizard.

If you select Yes, then the Configuration Wizard will launch to help you create a new
configuration file.

If you select No, then AutoSOCKS will ask you to select a configuration file to use.
6. After creating or selecting a configuration file, AutoSOCKS will now be finished

installing.

To uninstall AutoSOCKS

The procedure to uninstall (remove) AutoSOCKS varies depending on whether you are
running a 16- or 32-bit Windows operating system.

To uninstall AutoSOCKS from Windows 95 and Windows NT 4.0, double-click Add/Remove Programs
in the Control Panel window, select AutoSOCKS from the list of programs on the Install/Uninstall tab, and
click the Add/Remove button.

To uninstall AutoSOCKS on Windows 3.1, Windows for Workgroups 3.11, and Windows NT 3.51, use the
Uninstall icon in the AutoSOCKS program group.

Network Installation

In general, the process of installing AutoSOCKS to multiple networked workstations involves
selection of a file server to use, creation of a staging area for the AutoSOCKS software, and
copying the AutoSOCKS files to a shared network directory from the source media. Additional
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options include adding a default configuration file, and creating a universal batch/script file
that specifies required default command line options when executed by the end user or
installation personnel. AutoSOCKS files should be placed in a network drive which can be
accessed as a mapped drive or, for Microsoft networks, via a UNC path name
(\computer_name\share_name\AutoSOCKS).

Networked Configuration File Setup

There are a number of ways to set up networked client configuration files. These are the most
common:

¢ Client configuration file distributed via a mapped network drive (Novell or Microsoft)

¢ Client configuration file distributed via a Microsoft UNC path and filename

¢ Local client configuration file common for all users, but distributed via the standard
AutoSOCKS installation and upgrade program

Administrator-Maintained Shared Configuration Files

This is the most desirable configuration method —multiple workstations sharing one or more
administrator-maintained configuration files located in a common directory. It is an easily
managed configuration because the configuration file is maintained by the network
administrator and changes to network topology can be reflected quickly via network
distribution. For example:

¢ A single-networked (usually read-only) configuration file is shared by more than one
client workstation. This method is appropriate when workstations share identical message
traffic routing rules.

¢ Multiple configuration files are shared by multiple workstations. This option is useful
when you have workstations organized into functional groups (engineering, marketing,
accounting, etc.) with group-specific message traffic routing rules.

Shared Configuration File Distribution

Shared configuration files can be easily distributed and, if necessary, updated via the network.
All configuration files should be tested first before being distributed.

To distribute a shared configuration file

There are three methods for distributing shared configuration files.

Copy the file to a Microsoft or Novell network mapped drive accessible by all users. Make sure that end
users configure their AutoSOCKS clients to load the configuration file located on the mapped drive.

-OR-

Copy the file to a Microsoft Windows workstation supporting UNC-sharing for file resources. (Both the 16-
and 32-bit AutoSOCKS clients support specification of the configuration file using the Microsoft UNCs.)

14 ¢ AutoSOCKS v2.1 Administration and User’s Guide
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This distribution method has all the benefits of placing the file on a network mapped drive with the added
bonus of convenience—end users don’t have to actually map the network drive.

-OR-

Create a shared configuration file, AUTOSOCK.CFG, to be installed on workstations during the standard
AutoSOCKS installation/upgrade process. (Place the shared configuration file into the DISK1 directory.)
Whenever the AutoSOCKS client is installed or updated, it will to automatically copy AUTOSOCK.CFG to
the end user’s workstation and set AutoSOCKS to use it.

Note:  If a configuration file is specified as a command line option in the
Setup program, installation of the AUTOSOCK.CFG configuration file
will be overridden.

Setup Command Line Options

The AutoSOCKS setup program accepts several command line options which allow you to
customize the installation process. By using options on the command line, installation can
either run entirely unattended, or it can be used to specify a network-based AutoSOCKS
configuration file. Each of the command line options are listed in the following table along
with a brief explanation. Specifying any of the options that support unattended mode will
cause the setup program to perform an automatic installation using default values for any
options not explicitly specified.
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Explanation Default Value Unattended
config=path Specifies the location of the Nothing No
AutoSOCKS configuration file.
The destination can be either a
local file, or can be specified with
a UNC filename or common
mapped drive.
dir=path Specifies the directory containing | C:\Program Yes
AutoSOCKS installation files. Files\VAventail\
AutoSOCKS
autostart If specified, moves the Don’t put in Yes
AutoSOCKS application into the startup
Startup group; otherwise
AutoSOCKS must be started
manually.
nocfg Specifies that none of the Configuration No
configuration tools should be tools are
installed. This option will keep the | installed
Config Tool and Configuration
Wizard from being installed.
nt=16|32|both Selects the type of WinSock Both Yes
applications supported by
AutoSOCKS: |6-bit, 32-bit or
both. This option is only valid for
Windows NT

Configuring AutoSOCKS

Configuration files are created using the Config Tool application. This application can be
launched during AutoSOCKS installation or any time you wish to add, modify, or remove a

configuration file.

The steps for creating a new configuration file are:

1. Define the SOCKS servers

Define the destinations (networks and hosts)

2
3. Specify redirection rules
4

Enter Local Name Resolution (optional)

Manage authentication modules

These procedures are described in the text below.

16 * AutoSOCKS v2.1 Administration and User’s Guide

Petitioner Apple Inc. - Ex. 1041, p. 20



To launch the Config Tool

The Config Tool opens with the Open AutoSOCKS Configuration File dialog box. After a
configuration file is selected or a new file name is entered, the main window of the Config
Tool appears.

1. Click the Yes, I want to configure AutoSOCKS box in the Setup Complete dialog box
(during installation).

-OR-

Select Config Tool from the Aventail AutoSOCKS program group (Windows 3.1,
Windows for Workgroups 3.11, or Windows NT 3.51) or the Aventail AutoSOCKS
menu (Windows 95 or Windows NT 4.0 Programs menu option).

2. Ifyou are creating a new configuration file, enter a name for the configuration file.
(AutoSOCKS defaults to AUTOSOCK.CFG).

-OR-
Select the configuration file you wish to open.

This displays the main window of the Config Tool.

‘S Config Tool - C:\___\utoS0CKS\blob_clg

Local Hame Rezolution I Authentication I
Redirection Rules | Servers I Destinationz
Deztination Semice | SOCKS Server

¢ . [aLL] [MOME]
= [ewemnthing elee]  [ALL] Gateway SOCKS Server

sdd. | Edt. | Bemove |

k. I Cancel | Help |

The Config Tool window contains five tabs. The properties defined on each tab can be
edited at any time.
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Tab Function

Redirection Rules Specifies how network requests are routed to the SOCKS
servers.

Servers Defines the SOCKS servers.

Destinations Specifies the network and host addresses that should be

routed through SOCKS servers.

Local Name Resolution | (Optional) Specifies hostnames that will be resolved by the
local workstation.

Authentication Enables, disables, and sets properties for the
authentication modules.

You can change the width of any of the fields on the tabs by moving the cursor to the dividing
line between the fields on the field bar. When the cursor changes to a double-headed arrow,
click and drag to resize the field.

Define a SOCKS Server

SOCKS servers are defined on the Servers tab in the Config Tool.

‘Ek Config Tool - C:%___\AutoSOCKSAblob_cfg

Local Hame Rezolution ; Authentication ;
Redirection Fules Servers i Destinationz

t/IP

&lia

tad.. | Edt. | Bemove |

k. i Cancel ; Help 1
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Field Definition

Alias The descriptive name you assign to the server. (The number is
the SOCKS version.)

Host/IP The hostname and/or IP address of the server.

Port The port on which the server is listening.

To add a SOCKS server

1. On the Server tab, click the Add button.

The Define SOCKS Server dialog box appears.

Define SOCKS Server

SOCKS Yerzion

Ahaz Hame: Gateway 50

Hostname or IP: isucksng.internal.blnb.l:l:nm

Port Humber: ;‘I 0sn

" SOCKS w4
Detect Verzion 1
% SOCKS v5
-Fallback
" Fallback to Server: ;Ealr:way SOCKS Server _:’_j

i* Fallback to Host Alias

(] i Cancel 1 Help
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Field Definition

Alias Name User-friendly alias for SOCKS server.

Hostname or IP Actual hostname or full numeric IP address for SOCKS
server.

Port Number SOCKS server port. Default value is 1080.

SOCKS Version SOCKS v4: SOCKS Version 4.0
SOCKS v5: SOCKS Version 5.0
Detect Version: | Detect SOCKS version number.

Fallback Fallback to SOCKS server alias for redundant server
Server:

Fallback to Host | Use DNS records for redundancy
Alias:

2. In the Alias Name box, type a user-friendly alias for the SOCKS server.

3. Inthe Hostname or IP box, type the actual hostname of the SOCKS server or its IP
address.

4. In the Port Number box, type the SOCKS server’s port number. If you don’t enter a value,
it defaults to the standard SOCKS port 1080.

5. Under SOCKS Version, select the version of SOCKS supported by the server. If you’re
unsure of the version, click the Detect button.

Note:  Typically you should select SOCKS v5 unless the server can only
support SOCKS v4.

6. Under Fallback, directly specify a SOCKS server for redundancy or use the Host Alias to
specify a SOCKS server.

To edit SOCKS server properties

B Select the SOCKS server you want to edit and click the Edit button.

The Define SOCKS Server dialog box appears with the selected server data filled in. Edit
any of the information.

To remove a SOCKS server definition

B Select the SOCKS server you want to remove and click the Remove button.

The server is deleted from the list. Corresponding redirection rules will also be deleted.

Define a Destination

Destinations are defined on the Destinations tab in the Config Tool.
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After one or more SOCKS servers are defined, destinations to be routed through them should
be added.

Note:  The (everything else) destination refers to all network and host addresses
not otherwise defined.

To add a destination

1. On the Destinations tab, click the Add button.

The Define Destination dialog box appears.
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Define Deztination

7" Single Host

Aliaz Hame:

|ozal M etwark)

Hosl Hane: ;

[P & ddress:

| 0

F{v Metwork

Drarmain Mame: ;internal.l:ulul:u.ccum

= Address Range ¥ Syubret
IPAddess: [ 10. 1 . 1 . 1 |
Methask: [255. 0 . 0 . 0 |
] i Cancel 1 Help 1

Field Definition

Alias Name User-friendly alias for destination network or host

Single Host A specific destination computer
Hostname: Actual name of destination network or host
IP Address: Full numeric IP address
Lookup: Look up IP address

Network One or more computers in a network

Domain Name:

Domain of the network

Address Range:

Beginning and ending IP addresses

Subnet: IP address and netmask

From: Address Range: Starting IP address.
Subnet: IP address

To: Address Range: Ending IP address.

Subnet: Net mask
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2. In the Alias Name box, type a user-friendly alias to use for the destination network or
host.

3. Choose either the Single Host or Network option:

Under Single host, type the actual name of the host system and/or its full, numeric IP
address. If you don’t know the Host’s IP address, the Lookup button will help you locate
it.

-OR-

Under Network, type the domain of the network and choose either the Address Range or
Subnet options:

Use To

Address Range Enter a starting and ending IP address. All addresses between the
two will be included as part of the destination. For example, a
starting IP address of 192.168.1.0 and an ending IP address of
192.168.1.255 would include all hosts on the 192.168.1 subnet.

Subnet Enter an IP address and a net mask. This is another way to specify
a group of destinations. For example, an IP address of 192.168.1.0
and a net mask of 255.255.255.0 defines the same address range as
shown above.

To edit a destination

B Select the destination you want to edit and click the Edit button.

The Define Destination dialog box appears with the selected destination data filled in.
Edit the data as necessary.

To remove a destination

B Select the destination you want to remove and click the Remove button.

The destination is deleted from the list. The corresponding redirection rule will also be
deleted.

Enter Redirection Rules

Once servers and destinations are defined, you can then specify how you want AutoSOCKS to
redirect (or deny) access to various hosts and services such as e-mail, FTP, and HTTP.

Redirection rules are specified on the Redirection Rules tab in the Config Tool.
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Local Hame Rezolution i Authentication i
Redirection Rules ; Servers i Destinations i

SOCES Server

Service

Destination

....... Al Metwork.  [ALL]  [NOME]
t | =F (eventhingelse] [ALL]  Gateway SOCKS Server

Add... Edit... Bemove

In the above example, the redirection rules specify that network traffic on the Local Network
will not be redirected through a SOCKS server. All traffic not directed to the Local Network
will be proxied through the Gateway SOCKS Server.

Field Definition

Destination Destinations defined on the Destination tab
Service Type of Internet traffic
SOCKS Server Servers defined on the Server tab

You can change the width of any of the three fields by moving the cursor to the dividing line
between the fields on the field bar. When the cursor changes to a double-headed arrow, click
and drag to resize the field.

To add a redirection rule

As you add destinations, use the arrow buttons to prioritize them. List the most specific rules
first and the general rules last.

Note: AutoSOCKS scans the list from the top down and uses the first matching rule it finds,
so it is important to list the most specific rules first.

1. On the Redirection Rules tab, click the Add button.
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The Define Redirection Rule dialog box appears.

Field Definition

Destination Host or server destination for message traffic.
Service Type of Internet traffic.
Name or Select from a list of common service ports
Port No.: or enter a new port.
Use all ports: Apply the rule to all services.
TCP and UDP: Apply the defined rule to both TCP and
UDP traffic.
TCP only: Apply the defined rule to TCP traffic only.
UDP only: Apply the defined rule to UDP traffic only.
Proxy Specify how to redirect traffic.
Redirection

Redirect via:

Redirect all traffic through the SOCKS server
selected from the list.

Do not redirect:

Route traffic directly to the specified
destination without being redirected through
SOCKS.

Deny service:

Deny access to the specified destination. The
network connection is blocked locally instead
of at the server level.
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2. Select a destination from the Destination list.

3. Under Service, check the Use all ports box to apply the rule to all services. Otherwise,
select an individual service from the Name or Port No. list.

4. Under Proxy Redirection, select one of three redirection options:

Note:  If you select Deny Service and the user has edit control of the Config
file, the option can be circumvented by quitting AutoSOCKS or by
changing the option in the dialog box.

To edit a redirection rule

B Select the redirection rule you want to edit and click the Edit button.

The Define Redirection Rule dialog box appears with the selected data filled in. Edit any
of the information.

To remove a redirection rule

B Select the redirection rule you want to remove and click the Remove button.

The redirection rule is deleted from the dialog box.

Define Local Name Resolution

Local Name Resolution instructs AutoSOCKS to resolve hostnames locally without needing to
venture on to the Internet. This optional feature offers you another level of control over how
AutoSOCKS performs name resolution.

The local workstation resolver is the name resolution component of the local TCP/IP stack.
This feature acts as a shortcut; hostnames matching the strings defined in the Local Name
Resolution dialog box are passed to the local resolver for name resolution instead of being
proxied through the SOCKS v5 server.

For example, if internal.blob.com is added to the Defined Strings list, then a workstation
attempting to connect to www.internal.blob.com would perform hostname resolution using
the local TCP/IP stack.

Local Name Resolution is specified on the Local Name Resolution tab in the Config Tool.
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R edirection Rules i Servers i Destinations i
Local Mame Rezolution 1 Authentication i

Specify a domain recognized by the wiark station resalver:

iriternal. blob. com &dd

~ Defined Strings

Bemowve ’ .

¥ Use local rezolver for ungualified names

Field Definition

Specify Domain New domain name

Defined Strings List of domain names that can be resolved locally

Use local resolver | Pass through unqualified hostnames to the local resolver

To add a local domain name

B On the Local Name Resolution tab, type the new name in the Specify Domain text box and click the Add
button.

The new name is moved into the Defined Strings text box. It is now active.

To remove a local name

B Select the domain name you want to remove from the Defined Strings text box and click the Remove button.

The domain name is removed from the list.

Managing Authentication Modules

SOCKS v5 servers often require user authentication before allowing access. AutoSOCKS
authentication modules facilitate this process by displaying dialog boxes which ask for
username and password information as well as other authentication credentials.

The current AutoSOCKS authentication modules (SOCKS v4 Identification,
Username/Password, Challenge Handshake Authentication Protocol, and Secure Socket
Layer) support an AutoSOCKS feature known as credential caching. Credential caching is the
process of retaining your authentication credentials once they've been accepted by the SOCKS
server. Using credential caching, you can enter your credentials for a SOCKS server once per
AutoSOCKS session, rather than once for each individual connection (a tedious task for
applications such as WWW browsers).
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AutoSOCKS can cache authentication credentials in memory, based on the option you select
in the Authentication dialog box. Memory caching stores the credentials for the current session
only. When you restart AutoSOCKS or Windows, the memory cache is flushed and you must
renter your credentials as prompted.

Authentication modules are managed and configured on the Authentication tab in the Config
Tool.

Field Definition

Module Name The name of the authentication module on
disk;. <Null Auth> indicates that no
authentication module will be used.

Description The description of the authentication
method.
Indicator Check this option to display a visual

indication of the authentication/encryption
being used as network traffic is generated.

Each authentication module includes its own module-specific configuration. To view or edit a
module’s configuration dialog box, select the module from list on the Authentication tab and
then click the Setup button.

Authentication modules can be selectively enabled and disabled using the Disable/Enable
button. By default, the modules are all enabled. This is indicated by the green button next to
the module name. When a module is disabled, the button is red.

28 * AutoSOCKS v2.1 Administration and User’s Guide

Petitioner Apple Inc. - Ex. 1041, p. 32



To configure the SOCKS v4 Identification module

AutoSOCKS includes backward compatibility for the SOCKS v4 protocol. SOCKS v4 does
not support password authentication; only your username is sent unencrypted to the SOCKS
server along with your connection request. Your username is determined by entries in the
SOCKS v4 Identification Module configuration dialog box.

1. On the Authentication tab in the Config Tool, select sv4auth (SOCKS v4 Authentication)
and click the Setup button.

The SOCKS v4 Identification dialog box appears.

SOCKS w4 Identification Options

&+ Use Windows Login
i~ Usze Mefafare Login

Cancel

" Prompt user for name ’

Help
| Allevemen Eaching —

Field Description

Use Windows Login Identify users by their Windows Login names.

Use NetWare Login Identify users by their Novell NetWare login names.

Prompt user for name | Identify users by the names they enter for this specific purpose.

Allow Memory Stores credentials in memory for this

Caching session only. Cache is flushed upon restart;
credentials must be reentered as
prompted.

Allow Disk This option is currently unavailable. (Stores

Caching credentials on disk for future sessions.)

2. When the option Prompt user for name is selected, choose the desired caching option.
(Currently only Memory Caching is available.)

3. After making appropriate selections, click OK.

The dialog box closes and the Config Tool is displayed.

To configure the Username/Password authentication module

AutoSOCKS supports the RFC 1928 (Internet standards document) username and password
authentication protocol. This authentication method sends your username and password in
clear text across the network to the destination server. The Username/Password authentication
module dialog box contains only credential caching options.
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1. On the Authentication tab in the Config Tool, select unpw (Clear text
username/password) and click the Setup button.

The Username/Password dialog box appears.

Field Description

Allow Memory Caching

Stores credentials in memory for this session only. Cache is
flushed upon restart, credentials must be reentered as
prompted.

Allow Disk Caching

This option is currently unavailable. (Stores encrypted
credentials on disk for future sessions.)

2. The selection defaults to Allow Memory Caching. Click OK.

The dialog box closes and the Config Tool is displayed.

To configure the CHAP Authentication module

AutoSOCKS supports the Challenge Handshake Authentication Protocol (CHAP). This
authentication method sends your username and password encrypted across the network to the
destination server. The CHAP authentication module dialog box contains only credential

caching options.

1. On the Authentication tab in the Config Tool, select chap (CHAP) and click the Setup

button.

The CHAP Options dialog box appears.
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Field Description

Allow Memory Caching | Stores credentials in memory for this session only. Cache is
flushed upon restart, credentials must be reentered as

p
prompted.

Allow Disk Caching Currently Unavailable. (Stores encrypted credentials on disk
for future sessions.)

2. The selection defaults to Allow Memory Caching. Click OK
The dialog box closes and the Config Tool is displayed.

To configure the SSL security module

AutoSOCKS supports Secure Socket Layer (SSL) v3.0, a session-layer protocol for securing
connections in a general, protocol-independent fashion. At this time, SSL is a TCP-only
enhancement; when using SSL with UDP associations, the bulk data is passed without
protection.

Normally SSL servers are required to have an RSA key pair and a certificate. RSA is a
public/private-key cryptographic system; it creates a key pair: a private key (which, as the
name suggests, is kept absolutely private and never shared) and a public key (which is widely
published.)

However, you normally must then establish some kind of relationship between your RSA
public key and the identity of the server, so that somebody else cannot create their own RSA
key information and use it to impersonate your server. Certificates establish this relationship.
A certificate is essentially an electronic "statement" which verifies that a certain RSA public
key is associated with a particular name.
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Certificates are issued by a Certification Authority (CA), and are linked together to form a
construct called a certificate chain of authorities, each one having a previous entity vouching
for its identity. In practice, chains generally include two certificates: one confirming the
identity of the server, and the other—a "root" certificate—containing the identity and public
key of the CA.

Certificates contain special integrity checks and electronic signatures which verify that the
certificate is genuine, was issued by some certification authority, and was not tampered with.
Anybody can issue a certificate that says anything; the client must know who issued the
certificate, and have some trust relationship in order to believe that it is in fact true. The client
has a list of trusted CAs. A set of certificate chains can be structured as a tree, with new
certificates stemming from old ones. A base CA is sometimes called the “root” or "trusted
root" of this tree.

The SSL module dialog box contains an initial set of options regarding the viewing of
certificates. It expands into more detail when the Advanced button is clicked.

1. On the Authentication tab in the Config Tool, select sslelnt (SSL Security) and click the
Setup button.

The SSL Options dialog box appears.
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Field Description

Upon Successful Connection: The certificate is valid.
View when the server Upon successful connection, display the server
certificate is new. certificate if it hasn’t been displayed during the

current session.

Don’t show me the Never display the server’s certificate if it is deemed
certificate. valid.

If a server certificate is suspect: The certificate may not be valid.
Always show me suspect Each time a certificate is deemed suspect by
certificates. AutoSOCKS, display it.

Show me the same suspect | Once a suspect certificate has been accepted by the
certificate once. user, don’t display it again.

Show me the certificate, but | Reject the connection, but display the suspect
reject the connection. certificate.

Select an action that AutoSOCKS should take once it deems the server certificate
acceptable. (Under normal circumstances, the server will provide AutoSOCKS with a
certificate to match with one of AutoSOCKS’ trusted roots, if any exist):

*  View when the server certificate is new: AutoSOCKS displays the certificate the
first time it’s seen. Subsequent connections to the same SOCKS server will not cause
the certificate to be redisplayed.

*  Don’t show me the server certificate: AutoSOCKS will never display a valid
certificate.

Select an action that AutoSOCKS should take if it receives a server certificate that is
suspect:

*  Always show me suspect certificates: AutoSOCKS will display suspect certificates
each time they are received. The certificate dialog box will appear for each new
connection to the server(s) sending a suspect certificate. (This option allows you to
continue the connection despite the fact that the certificate is questionable.) The SSL
module authenticates the server’s certificate based on the following questions:
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Is the certificate valid?
Did a trusted certificate authority (CA) issue the certificate?

Is the name established by the certificate the same as the name of the
server for this connection?

If a certificate does not pass all three tests, it is considered a suspect certificate.

*  Show me the same certificate once: AutoSOCKS will display a suspect certificate
the first time that it is received. If you choose to maintain the connection, the
questionable certificate will not be displayed again during the current session.

*  Show me the certificate, but reject the connection: AutoSOCKS will reject a
connection if the certificate is suspect. It will display the certificate to allow you to

view it.

4. Clicking the Advanced button in the dialog box to expand the dialog box into acceptable
cipher (a cryptographic algorithm used to encrypt the data stream) options.
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Field Description

Allow RC4 Offer the RC4 cipher to the server.
Allow DES Offer the DES cipher to the server.
Allow NULL Encryption Do no encryption. SSL will be used to authenticate,
not encrypt.
Allow Diffie-Hellman Anonymous Don’t authenticate the server; only do encryption.
Trusted roots Choose a file with a certificate that specifies
certificate chain roots that are to be trusted.
Add Add a new trusted root.
Import Import a trusted root.
Delete Delete a trusted root.
View View a trusted root certificate file,

During the initial SSL connection negotiation, the client and the server negotiate which
cipher to use. Checking a particular cipher in the dialog box doesn’t mean that it will be
used. Instead, each checked cipher is offered to the server, but the server must make the
final determination. If the server requires a cipher that isn’t selected in this dialog box, the
authentication will fail.

Any or all of the acceptable cipher options can be selected:
¢ Allow RC4: AutoSOCKS encrypts the information using the RC4 cipher.
*  Allow DES: AutoSOCKS encrypts the information using the DES cipher.

¢ Allow Null Encryption: AutoSOCKS allows the server to choose no encryption.
Message integrity is still assured, but the data will be sent in the clear.

* Allow Diffie-Hellman Anonymous: AutoSOCKS will be able to communicate with
the SOCKS server without requiring a server certificate. The client and server will
not exchange certificates, so there will be no authentication. The encryption will still
be negotiated, and the data stream will still be encrypted (unless NULL encryption is
chosen by the server).

5. If necessary, add a trusted root to the list of trusted roots by pressing the Add button, and
selecting a file that contains a trusted root certificate.

When AutoSOCKS receives a certificate from a server, it looks at the root of the
certificate chain and matches it against AutoSOCKS' list of trusted root certificates.

6. After making appropriate selections, click OK.

The dialog box closes and the Config Tool is displayed.

Example Network Configurations

The following sections describe the setup of AutoSOCKS in an example network
configuration using the Aventail Internet Policy Manager (IPM) and the Aventail VPN Server.
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Configuration Using Aventail Internet Policy Manager

To better describe how to get started configuring AutoSOCKS for use with the Internet Policy
Manager, we have created an example network configuration that will be used in all examples
throughout this section. Below is an example network topology architecture that emphasizes
simplicity to facilitate easy adaptation to real world network designs.

AutoSOCKS in an Aventail Internet Policy Manager Environment

The design used in the example above consists of two individual Ethernet segments, one
public and one private. The public segment is used to host anonymous services available to the
general public. The public access is provided through a router that is connected to the public
Internet. The private segment is used to house all of the corporation's private network
resources and data to be used only by internal company employees. To provide protection of
the private LAN from unwanted external access, the Aventail IPM is configured such that
operating system routing is disabled. Therefore, no direct network connections between the
public LAN and the private LAN can be created without being proxied through the Aventail
IPM.
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The end user workstations (10.1.1.99 through 10.1.1.102) illustrate client workstations, onto
which, AutoSOCKS will be deployed. Due to the routing restrictions described above, these
clients will have no network access beyond the Aventail IPM unless they are running
AutoSOCKS, which will automatically proxy their application traffic. In this situation,
AutoSOCKS will forward traffic destined for the Internet to the Aventail IPM. Then, based on
the administrative configuration, the Aventail IPM will proxy end user traffic out beyond the
boundary on which the Aventail IPM is located. The client workstations used in this example
are Microsoft Windows based PC’s.

The other servers on the private segment are “internal” or private servers that contain
information and tools that are not intended for public use or consumption. If these individual
hosts require access beyond the Aventail IPM they can also be configured to use AutoSOCKS.
As in the client workstation case, AutoSOCKS will allow applications running on these hosts
to traverse the Aventail IPM public/private boundary. In most situations, for more stringent
security, these hosts don't have access to the public network at all.

The Aventail IPM in our example, has two network adapters configured to use the internal IP
address of 10.1.1.1 and an external address of 129.79.100.64. Since the internal network
address space is part of the IANA reserved address space (per BCP RFC 1918) routing MUST
be disabled on this host and routing advertisements for this internal network MUST NOT be
propagated to the outside world. End user authentication has been enabled on the Aventail
IPM server, which will require that users present their credentials before being allowed to have
any connectivity to the external public network(s). For this example, Aventail IPM is
configured to use RFC1929 Username/Password for authenticating connections AutoSOCKS
forwards to it. For additional information on how to configure the Aventail IPM product,
consult the Aventail IPM Administration Guide.

Subsequently, in most Aventail IPM environments there are large numbers of clients that
require installation and configuration. For completeness we will illustrate how to install and
configure AutoSOCKS on a large number of client workstations. The easiest and best
mechanism for installation of AutoSOCKS to many client workstations is to follow the
AutoSOCKS network installation procedures. For our example, we will be installing the base
AutoSOCKS client distribution to a network file server that will be used to pull the
AutoSOCKS software and client configuration to the desktops. It is often the case that MIS
personnel install single copies of AutoSOCKS for testing and evaluating prior to mass
deployment. The configuration file that is created through the testing phases will then be
copied to a shared file server for group access. This way each client workstation maintains the
exact same configuration as determined by the network security policy.

Configuration Using Aventail VPN Server

The following example network configurations show the Aventail VPN Server configured for
a Mobile VPN environment and a Partner VPN environment. This example emphasizes
simplicity to facilitate easy adaptation to real world network designs.
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AutoSOCKS in an Aventail Mobile VPN Environment

The design used in the example above consists of two individual Ethernet segments, one
public and one private. The public segment is used to host anonymous services available to the
general public. The public access is provided through a router that is connected to the public
Internet. The private segment is used to house all of the corporation's private network
resources and data to be used only by internal company employees. The Aventail VPN Server
depicted in this example is used to provide secure and monitored access to the private LAN for
mobile employees and partners. For security reasons the Aventail VPN Server is configured
such that operating system routing is disabled. Therefore, no direct network connections
between the public LAN and the private LAN can be created without being securely proxied
through the VPN server.

The mobile user workstations connected to the public Internet are the client workstations, onto
which, AutoSOCKS will be deployed. Due to the routing restrictions described above, these
clients will have no network access beyond the Aventail VPN Server unless they are running
AutoSOCKS. Depending on the security policy and the Aventail VPN Server configuration,
AutoSOCKS will automatically proxy their allowed application traffic into the private
network. In this is situation, AutoSOCKS will forward traffic destined for the private internal
network to the Aventail VPN Server. Then, based on the security policy, the Aventail VPN
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Server will proxy mobile end user traffic into the private network but only to those resources
allowed. The client workstations we focus on in this section are Microsoft Windows based
PC’s.

The Aventail VPN Server in our example, has two network adapters configured to use the
internal IP address of 10.1.1.1 and an external address of 129.79.100.64. Since the internal
network address space is part of the IANA reserved address space (per BCP RFC 1918)
routing MUST be disabled on this host and routing advertisements for this internal network
MUST NOT be propagated to the outside world. End user authentication and encryption has
been enabled on the Aventail VPN Server, which will require all end users to use AutoSOCKS
to enable authentication and encryption of their sessions before being allowed to have any
connectivity to the internal private network(s). For this example, the Aventail VPN Server is
configured to use SSL for encryption of all sessions. For additional information on how to
configure the Aventail VPN Server product, consult the Aventail VPN Server Administration
Guide.

Installation and use of AutoSOCKS for remote access purposes differs a bit from its
installation and use with the Aventail IPM product. First, configuration files need to be kept
locally on the end user workstation or laptop. This is due to the inability to have a shared file
server that allows direct access outside the perimeter of the private network. Second, not all
traffic is passed through to the Aventail VPN Server. Only traffic that is destined for the
internal network is authenticated and encrypted, all other traffic passes through AutoSOCKS
unchanged. For instance, browsing the Internet from the mobile user workstation occurs as if
AutoSOCKS was not even running in the background. Large sites with many mobile users
will want to setup an internal file server and perform a network installation for use by all of the
mobile users to install and configure AutoSOCKS easily. For more information, consult the
"Network Installation."
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Figure 4. AutoSOCKS in a Partner VPN Environment
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AutoSOCKS Utilities
Reference Guide

Section II, the AutoSOCKS Utilities Reference Guide, covers the utilities available from the
AutoSOCKS system menu. This section explains:

¢ Using commands in the System menu including Close, Hide Icon, Help, About,
Credentials, Configuration File, Config Tool

¢ Using the Logging Tool to track AutoSOCKS activity and S5 Ping to check network
connectivity

System Menu Commands

Even though AutoSOCKS requires little to no interaction with the end user, there are functions
available by way of the AutoSOCKS System menu. To display the System menu, right-click
the minimized AutoSOCKS icon (Windows 3.1, Windows for Workgroups 3.11, and
Windows NT 3.1) or click the AutoSOCKS icon in the Taskbar tray (Windows 95 and
Windows NT 4.0).

AutoSOCKS System Menu Commands

Menu Function

Command

Close Closes AutoSOCKS.

Hide Icon Hides the AutoSOCKS icon from view.
Help Accesses online Help.

About Displays Aventail AutoSOCKS About box.
Credentials Displays authentication credentials.

Configuration File | Selects a new configuration file.

Config Tool Runs the Config Tool.
Logging Tool Runs the Logging Tool.
S5 Ping Runs the ping and traceroute utilities.

Each of the commands are discussed in the paragraphs below.

Note: ~ The Config Tool, Logging Tool, and S5 Ping commands are optional
components and will only appear when they have been installed by the
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network administrator. They are discussed in the sections "Logging Tool"
and "S5 Ping" below.

Close

This command closes AutoSOCKS. Exiting AutoSOCKS may limit access to certain remote
hosts or prevent you from using certain WinSock applications.

Hide Icon

This command hides the AutoSOCKS icon from view. AutoSOCKS will be running the
background; however, the icon won’t be visible in the system tray (Windows 95, Windows NT
4.0) or minimized on the desktop (for Windows 3.1, Windows for Workgroups 3.11, and
Windows NT 3.51).

Help

This command accesses AutoSOCKS online Help menu.

About

This command displays the Aventail AutoSOCKS About box which includes AutoSOCKS
software copyright notification, version information, and so on. The More button displays a
list of files used by the current version of AutoSOCKS.

Credentials

This command displays the Manage Credentials dialog box. Credentials include the
information (such as username/password) that you enter when establishing a connection to a
SOCKS server requiring user authentication. (AutoSOCKS prompts you with an
authentication dialog box.) As long as your credentials are in memory, you can establish
connections to associated SOCKS servers without needing to re-enter the authentication
information.

Currently, there is no way to edit credential data fields; you can only delete the entire
credential entry or clear the password portion of it. In either case, AutoSOCKS will prompt
you to enter updated authentication information when you re-establish a connection to the
associated SOCKS server.
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Field Definition

SOCKS Server SOCKS server name

User Name User name for the SOCKS server

Method Numeric identifier of authentication method
(2=username/password, 3=CHAP, 134=SSL)

To delete a credential entry

Delete authentication credentials when they are no longer correct. After the credentials are
deleted, you’ll be prompted to reenter them the next time you connect to the associated
SOCKS server.

B Select the credential entry you wish to delete and click the Delete button.

This deletes the credential information.

To exit the Manage Credentials dialog box

B Click the OK button to accept changes to the credentials and close the dialog box.
-OR-

Click the Cancel button to close the dialog box without accepting any changes you might
have entered.

Note:  The Apply button makes changes permanent but keeps the dialog box
open so you can keep working.

Configuration File

This command lets you load a different configuration file from the Select Configuration dialog
box. AutoSOCKS defaults to AUTOSOCKS.CFG.
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For more information about the configuration file, refer to “Creating Configuration Files.”

To load a configuration file

Check with the network administrator before making any changes to the configuration.

B Select the configuration file you wish to load and click the Open button.

The new configuration file is transparently loaded into AutoSOCKS. AutoSOCKS must
be restarted for the new configuration parameters to take effect.

Config Tool

The AutoSOCKS Config Tool creates configuration files used to determine how network
requests should be routed and which authentication protocols should be enable. (This option

may not be available to all users.)
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Configuration files should be set up by a network administrator. They are usually created
during AutoSOCKS installation but they can also be added, removed, or modified at any time.
If necessary, several configuration files can be created for different users or user groups. Some
configuration files may reside on a networked drive, accessible by multiple users; other
configuration files may be tailored to a specific user on an individual workstation. The Config
Tool dialog box is discussed in detail under "Creating Configuration Files.”

Logging Tool

The Logging Tool is a diagnostic utility used to trace AutoSOCKS activity. (This option may
not be available to all users.) When running a trace, the Logging Tool displays errors,
warnings, and information messages as AutoSOCKS generates them. If desired, the message
list can be saved to a log file for later study. Log files can be used to troubleshoot technical
problems. They are also useful when running AutoSOCKS for the first time to ensure that

network traffic is being routed appropriately.

To trace AutoSOCKS activity

1.  Windows 95 or Windows NT 4.0: From the Programs command in the Start menu, point

to Aventail AutoSOCKS and click Logging Tool.

-OR-

for Windows 3.1, Windows for Workgroups 3.11, and Windows NT 3.51: From Aventail
AutoSOCKS program group, double-click the Logging Tool program icon.
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2. Inthe Log menu, select Level and then click one of the three levels of information you
wish to trace.

-OR-

Select one of the three levels from the list on the toolbar.

Choose To Log

Errors Errors only
Warnings Errors and warnings only
Information Errors, warnings, and information

3. Inthe Log menu, click Trace.
-OR-
Click the Trace On button on the toolbar.

The log window will now record and display trace information as it is generated by
AutoSOCKS. You can tell when the trace function is active because messages are
scrolling down the screen and the Trace On button is depressed.

5.  When you’re ready to stop the Trace function, click Trace in the Log menu
-OR-
Click the Trace Off button on the toolbar.
The Trace function is stopped. You can now scroll through the results, print them, and/or

save them to a file.

To save a log file

The Logging Tool allows you to append each new message to the end of a .LOG file as the
trace is executed, or save the contents of the log window at any time. If you save as the trace is
being executed, AutoSOCKS will append messages to the log file until you stop the log
function. Data in the log window will not be retained unless it is saved.
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There is no way to open a log file from within the log window. You must open a log file using
a text editor such as Notepad.

B To save a log file as the data is being generated, click Log to File in the log menu. Enter the filename in the
Select Log File dialog box.

-OR-

Click the File Logging button on the toolbar. Enter the filename in the Select Log File
dialog box.

B To save the contents of the log window at any time, click Save As in the log menu and enter the filename.

To filter messages in the log window

The contents of a log window can be filtered by selecting the types of messages you wish to
view. Selecting a specific type of message can make it easier to scan the information onscreen.
If the data has been saved to a log file, a view filter will not affect the file contents; it merely
adjusts the screen display of those contents.

1. Inthe View menu, click Filter Messages to display the Filter dialog box
-OR-
Click the Filter button on the toolbar.

Note:  The Filter option is an on/off toggle. If the filter is enabled, click Filter
Messages to turn it off, then select it again to display the Filter dialog
box.
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Field Definition

Categories Select any of the three filters to display errors, warnings, and/or
information in the log window.

Type* 32-bit: Show messages from 32-bit applications.

1 6-bit: Show messages from |6-bit applications.

*These options are disabled if you're running 16-bit Windows.

2. Under Categories, select one or more the three filter check boxes. The Log window will
adjust the display based on your selection(s).

3. Under Type, select one or both of the check boxes.

To change the view parameters

The display font and window options can be customized as follows:

B In the View menu, click Font. Enter your font preferences into the standard Windows Font dialog box.

B To display and hide the toolbar and status bar, click Toolbar and/or Status Bar in the View menu.

To copy the log window

The log window contents can be copied to the Windows Clipboard.
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B To copy all of the window contents to the Windows Clipboard, click Select All in the View menu. Then
click Copy in the Edit menu or click the Copy button on the toolbar.

B To copy selected messages to the Windows Clipboard, drag the mouse over the messages to highlight them.
Then click Copy in the Edit menu or click the Copy button on the toolbar.

To print the log window

The contents of the log window can only be printed in its entirety.
B To print the log window contents, click Print in the log menu.
-OR-
Click the Print button on the toolbar.

The entire contents of the window will be printed, regardless of whether you have specific
messages selected. If the display has been filtered, only the filtered messages will be
printed.

To find a specific message

The Find function will only work with data displayed in the window. If the display has been
filtered, only the filtered messages will be searched. The Find dialog box remains active until
you close it.

B In the Edit menu, select Find.
-OR-
Click the Find button on the toolbar.

Then enter your search parameters into the Find dialog box.

To clear the log window

Log window contents should be cleared when you’re ready to execute a new trace, and you no
longer need to see the old data.

B In the Edit menu, select Clear All.
-OR-

Click the Clear All button on the toolbar.

To close the log window

When you’re ready to close the Log window, make sure you’ve saved the contents of the trace
for later reference if necessary. All settings are saved when you exit.

B In the File menu, select Exit.
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S5 Ping

Two of the most useful diagnostic tools in an administrator’s arsenal are ping and traceroute.

¢ The ping utility checks for network connectivity between two hosts and returns
information about the quality of the connection.

¢ The Traceroute utility checks for network connectivity by displaying information about
routers between two hosts. It displays information for each hop.

Ping and traceroute both use Internet Control Message Protocol (ICMP). SOCKS v5 is
designed to handle TCP and UDP protocols; however, ICMP is not supported. Because ping
and traceroute are based on ICMP, there’s no way to directly proxy a ping or traceroute
request. To circumvent this problem, AutoSOCKS provides a utility called S5 Ping.

S5 Ping will ping (or traceroute to) a host outside of a SOCKS server by having the client
request the SOCKS v5 server to ping the host in question. When a response from the host is
returned, the SOCKS server relays the data back to the client and displays it in the S5 Ping
window.
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Field Definition

Operation Select the program you wish to run.

SOCKS Server The SOCKS server which will execute the operation. If
AutoSOCKS is already configured, this list will be preloaded with
SOCKS servers from the configuration file.

Destination The SOCKS server you wish to ping (or traceroute). If
AutoSOCKS is already configured, this list will be preloaded with
single host destinations defined in the configuration file. (See
“Configuring AutoSOCKS.”)

Results The results of the operation once the connection succeeds. The
format of the results will vary based upon the SOCKS server
platform.

S5 Ping can be used whether or not AutoSOCKS is running. However, if the server that you're
connecting through requires authentication, AutoSOCKS must be loaded. The availability of
S5 Ping is determined by the network administrator when AutoSOCKS is first installed. In
some cases, the S5 Ping command won’t appear on the AutoSOCKS System menu or in the
program group.

To run ping or traceroute using S5 Ping:
1. Launch S5 Ping.
2. Select the network operation to use (ping or traceroute).
3. Choose which SOCKS server will carry out the ping or traceroute operation.
4. Select the host to ping or traceroute.
Click the Start button to start the operation.

These procedures are described in the text below.

To launch S5 Ping

S5 Ping can be used whether or not AutoSOCKS is running.

1.  Windows 95 or Windows NT 4.0: From the Programs command in the Start menu, point
to Aventail AutoSOCKS and click S5 Ping.

-OR-

Windows 3.1, Windows for Workgroups 3.11, and Windows NT 3.51: From Aventail
AutoSOCKS program group, double-click the S5 Ping program icon.

-OR-

If AutoSOCKS is already running, choose the S5 Ping menu item from the AutoSOCKS
tray icon menu (Windows 95, Windows NT 4.0) or from the minimized AutoSOCKS
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icon System menu (Windows 3.1, Windows for Workgroups 3.11, and Windows NT
3.51).

The S5 Ping window appears.

Note: S5 Ping will function without a properly configured AutoSOCKS;
however, the user will be required to type the information about the
target SOCKS server and target host into the SOCKS Server and
Destination text boxes.

Once the S5 Ping window opens, you can execute a ping or traceroute network operation.

To run ping or traceroute using S5 Ping

S5 Ping has two modes of operation: ping and traceroute.
1. Under Operation, select one of the two options, Ping or Traceroute.

2. Under SOCKS Server, select a SOCKS server to carry out the operation. If no servers are
listed (because S5 Ping did not locate an AutoSOCKS configuration file), type the
SOCKS server's hostname or IP address.

3. Under Destination, select a single host destination to ping or traceroute. If no hosts are
listed (because S5 Ping did not locate an AutoSOCKS configuration file), type the
hostname or IP address of the host you wish to ping or traceroute.

4. Click the Start button to execute the operation. The Start button then changes to Stop.
Results from any previous operation are cleared from the window.

5. If the SOCKS server requires authentication, you may be prompted with a server
certificate or required to enter a username and password. (For more information about
server certificates and username/password authentication, see “Managing Authentication
Modules” in the AutoSOCKS v2.1 Administration and User's Guide.)

6. Once the connection to the host has been made, the information returned from the server
will be displayed in the Results window.

To stop ping or traceroute

B Click the Stop button.

This stops the operation and changes the Stop button back to Start. The results of the
operation remain displayed in the S5 Ping window.

To exit S5 Ping

B Click the Exit button.

This clears the results and closes the S5 Ping window.
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AutoSOCKS User
Supplement

AutoSOCKS automatically routes appropriate network traffic from a WinSock-compatible
TCP/IP application such as an e-mail program or a web browser to a SOCKS-based server.
(WinSock is a Windows TCP/IP interface that connects a Windows PC to the Internet.) The
SOCKS server then sends the traffic to the Internet or the network. Your network
administrator defines sets of rules by which this message traffic is to be routed.

This AutoSOCKS User Supplement is designed to familiarize you with aspects of the
AutoSOCKS interface. Because AutoSOCKS is designed to run transparently, in most cases
you’ll interact with AutoSOCKS only when it prompts you to enter authentication information
for a connection to a secure SOCKS server on the Internet or corporate intranet. You may also
occasionally need to start and exit AutoSOCKS although network administrators often
configure it to run automatically at startup.

If you have questions about how AutoSOCKS is running on your system, contact your network
administrator. Details about other AutoSOCKS commands and utilities are described in the
AutoSOCKS v2.1 Administration and User’s Guide. You might find the section, “Getting
Started” to be helpful.

How to Start and Close AutoSOCKS

Because network administrators often set up AutoSOCKS to run minimized at startup, you
may never need to actually launch the AutoSOCKS application. When AutoSOCKS is started,
it loads a default configuration file, AUTOSOCKS.CFG. This file contains the rules
AutoSOCKS uses to properly route network traffic to and from your individual workstation.
Your network administrator will inform you if the configuration file name should be different.

Closing AutoSOCKS may limit access to certain remote hosts or prevent you from using
certain WinSock applications. Before closing AutoSOCKS it’s a good idea to check with your
network administrator.

To start AutoSOCKS

B Windows 95 and Windows NT 4.0: From the Programs command in the Start menu, point to Aventail
AutoSOCKS and click AutoSOCKS v2.1.

-OR-

Windows 3.1, Windows for Workgroups 3.11, and Windows NT 3.51: In the Aventail
AutoSOCKS program group, double-click the AutoSOCKS v2.1 program icon.

You’ll see a minimized AutoSOCKS icon indicating that AutoSOCKS is running in the
background. In Windows 95 and Windows NT 4.0, this icon is located in the system tray
on the Task bar. +
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To close AutoSOCKS

B Windows 95 and Windows NT 4.0: In the system tray, right-click the minimized AutoSOCKS icon to
display the Aventail System menu, and click Close.

-OR-

Windows 3.1, Windows for Workgroups 3.11, and Windows NT 3.51: Click the
minimized AutoSOCKS icon to display the Windows System menu, and click Close.

Note: ~ The Config Tool, Logging Tool, and S5Ping may not appear on the
Aventail System menu in the program group. This is a configuration
option determined when AutoSOCKS is first installed.

How to Enter Authentication Credentials

Some SOCKS servers ask you to authenticate yourself before you are allowed to access them.
If you try to connect to a secure SOCKS server, AutoSOCKS may display a dialog box asking
you to enter authentication credentials. (For some types of authentication methods, your input
isn’t required.) Credentials can be as simple as your username or password, or they can be
more complicated information. Credentials are assigned to you by your network administrator.

Note:  Never talk about credentials over cellular or cordless phones. These lines
are not secure and you could be compromising system integrity. If you’ve
mistakenly done so, be sure to let your network administrator know so that
you can be assigned a new password.

Currently, AutoSOCKS supports four kinds of user authentication protocols:
Username/Password, Challenge Handshake Authentication Protocol (CHAP), Secure Socket
Layer (SSL), and SOCKS v4 Identification. To read more about these protocols, see
“Managing Authentication Modules” in the AutoSOCKS v2.1 Administration and User’s
Guide.

Once you enter your credentials, AutoSOCKS will save them in memory. This is known as
memory caching. Memory caching stores the credentials for the current session only. When
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you restart AutoSOCKS or Windows, the memory cache is flushed. If you reconnect to the
secure SOCKS server, you must again enter your credentials as prompted.

The following discussion includes Username/Password, CHAP, and SSL authentication.
SOCKS v4 authentication does not require user interaction and therefore is not covered in this
supplement.

Username/Password and CHAP Authentication

Username/Password and CHAP authentication use basically the same dialog boxes.

To enter authentication credentials

If the secure SOCKS server to which you’re connecting uses Username/Password or CHAP
authentication, you’ll see a dialog box similar to the following:

Note:  If you don’t know what to enter into the dialog box fields, check with
your network administrator.

1. In the Username text box, type your user name.

Press TAB to move to the next field, or click the Password text box to place the insertion
point. Be sure to type your username and password accurately.

2. In the Password text box, type your password.

Your password is concealed as you type it; it displays on screen as a series of asterisk (*)
characters.

3. Under Credential Caching, use the default option Cache for this session. Click OK.

When you click OK, your credentials are sent to the secure SOCKS server and if they are
accepted, you’ll continue your processing without hindrance.
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If your credentials are refused by the server, the application will display an alert stating
that the message traffic didn’t go through. Try the transaction again, reentering your
username/password. If problems persist, contact your network administrator.

SSL Authentication

SSL authentication, originally developed by Netscape for secure Web communications, uses
authentication certificates to identify authorized users. A certificate is essentially an electronic
“statement” which verifies the integrity of a connection. When you attempt to connect to an
SSL server, AutoSOCKS may display the SSL certificate sent by the server. This may not
always be the case, depending on how your network administrator has configured the system.

Note: It isn’t the mission of this supplement to explain the intricacies of
authentication or the components of SSL certificates. If you’re interested in
learning more about them, talk to your system administrator or read about
them in the AutoSOCKS v2.1 Administration and User’s Guide under
“Managing Authentication Modules.”

To accept an SSL certificate

Because anyone can issue a certificate that says anything, you should accept certificates only
from trusted sources. Otherwise, the information you receive may be invalidated. If you have
any concerns about whether or not to accept a certificate, talk with your network administrator.
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When you see a trusted certificate display on screen, click Accept.

If you click Reject, your connection won’t be established. If you click Next, you see a
second “page” of the certificate data with the same Accept and Reject buttons.

If you click Accept, the certificate is accepted as valid and AutoSOCKS may display a
Username/Password dialog box for you to fill in. The Username/Password dialog will
only display if sub-authentication is being negotiated. With SSL authentication, the
network administrator has the additional option of requiring you to perform a second
(sub) level of authentication.

In the Username text box, type your user name.

Press TAB to move to the next field, or click the Password text box to place the insertion
point. Be sure to type your username and password accurately.

In the Password text box, type your password.

Your password is concealed as you type it; it displays on screen as a series of asterisk (*)
characters.

Under Credential Caching, use the default option Cache for this session. Click OK.

When you click OK, your credentials are sent to the secure SOCKS server and if they are
accepted, you’ll continue your processing without hindrance.
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Appendix I:
Troubleshooting

AutoSOCKS-related problems tend to fall into four categories: Installation, Network
Connectivity, Configuration, and Application and TCP/IP Stack Interoperability.

AutoSOCKS Installation Problems

When the instructions in Installing AutoSOCKS in the AutoSOCKS v2.1 Administration and
User's Guide are followed, problems installing AutoSOCKS are rare. When they occur, they
are often the result of:

Toolbars, virus-checking utilities, or other Windows applications running during the
installation

If any of these are found to have been running during a failed installation, close them, uninstall
AutoSOCKS, reboot, and then re-install AutoSOCKS, taking care to ensure that the toolbars,
virus-checking utilities, or applications were not automatically restarted when the system was
rebooted.

Insufficient RAM or free space on the volume to which AutoSOCKS is being installed

If either of these is suspected as the cause of a failed installation, increase the available
resources according to the System Requirements of the AutoSOCKS v2.1 Administration and
User's Guide and retry the installation.

Corrupted AutoSOCKS installation media or corrupted or incomplete FTP of
AutoSOCKS self-extracting, executable installation file

If corrupted AutoSOCKS installation diskettes are suspected causes of a failed installation,
contact Aventail Technical Support for assistance in determining whether the files on the
diskettes may have been corrupted and whether replacement diskettes must be obtained from
Aventail or your vendor.

If corrupted or incomplete FTP transfer of AutoSOCKS installation files obtained over the
Internet is suspected, retry the transfer, taking care to ensure that the FTP client is in binary
mode and confirm that the transfer completes normally. Contact Aventail Technical Support to
confirm that the byte size of the transferred installation file is correct.

Installation to a workstation on which AutoSOCKS was running or from which a
previous version of AutoSOCKS was not completely uninstalled

If either of these circumstances is suspected causes of a failed installation, contact Aventail
Technical Support.

Installation script errors
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AutoSOCKS is installed with InstallShield. If InstallShield reports errors during a failed
installation, note the text of the error messages and the specific circumstances in which they
occurred and contact Aventail Technical Support.

Network Connectivity Problems

Before AutoSOCKS can be used to successfully redirect WinSock application connections:

1. The workstation on which AutoSOCKS is installed must also have a properly installed,
Winsock-compatible, TCP/IP stack running on it.

This installation can be confirmed by successfully pinging the IP address of the workstation,
from the workstation itself, using a WinSock ping application. If this test fails, the failure
must be corrected before AutoSOCKS can be tested and before Aventail Technical Support
can provide assistance.

2. Basic TCP/IP network connectivity must exist between the client workstation on which
AutoSOCKS is installed and the SOCKS server(s) to which it is configured to redirect
connections.

This connectivity can be confirmed by successfully pinging the SOCKS server(s) by IP
address, from the client workstation. If this test fails, the failure must be corrected before
AutoSOCKS can be tested and before Aventail Technical Support can provide assistance.

3. Basic TCP/IP network connectivity must also exist between the SOCKS server(s) and the
network host(s) to which the SOCKS server(s) are expected to proxy connections.

This connectivity can be confirmed by successfully pinging the network host(s), by IP address,
from the SOCKS server(s). If this test fails, the failure must be corrected before AutoSOCKS
can be tested and before Aventail Technical Support can provide assistance.

AutoSOCKS Configuration Problems

This section addresses troubleshooting of simple AutoSOCKS configuration problems.
Troubleshooting of complex AutoSOCKS configuration problems is beyond the scope of this
section.

It is easiest to troubleshoot AutoSOCKS configuration problems by creating and testing
simple AutoSOCKS configuration files, such as those that may be created with the
AutoSOCKS Configuration Wizard. However, all references to host and domain names should
be removed from configuration files created with the wizard, before testing, to defer possible
name resolution complications until the files can be demonstrated to work with IP addresses,
alone.

Note:  The IP address and SOCKS port number of the SOCKS server(s) to which
AutoSOCKS must connect must be known, before troubleshooting
AutoSOCKS configuration problems. Neither AutoSOCKS, nor Aventail
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Technical Support, can discover the IP address or port number of the
SOCKS server(s).

When troubleshooting AutoSOCKS configuration problems, confirm that the AutoSOCKS
configuration file that is currently selected in the Configuration File... dialog is the one
intended for testing.

After selecting a configuration file to test, open the AutoSOCKS Config Tool and:
1. Confirm that the SOCKS server has been correctly identified by IP address.

Click on the Servers tab, click on the server alias, and then click on the Edit button. Compare
the IP address in the Hostname or IP: field with that of the SOCKS server.

If the SOCKS server is a SOCKS VS5 server, click on the SOCKS v4 radio button in the
SOCKS Version section of the Servers tab. Then click on the Detect Version button. The
selection should revert to the SOCKS v5 radio button, indicating that AutoSOCKS detected a
SOCKS v5 server running at the IP address specified in the Hostname or IP: field.

If, on the other hand, the SOCKS server is a SOCKS v4 server, click on the SOCKS v5 radio
button in the SOCKS Version panel. Then click on the Detect Version button. The selection
should revert to the SOCKS v4 radio button, indicating that AutoSOCKS detected a SOCKS
v4 server running at the IP address specified in the Hostname or IP: field.

If Detect Version fails to detect a SOCKS server of either version, it is possible that no
SOCKS server is running on the host identified in the Hostname or IP: field. Contact your
SOCKS server administrator to confirm that the SOCKS server is running at the address
specified.

2. Confirm that all AutoSOCKS Authentication Modules are enabled.

Click on the Authentication tab and confirm that the “traffic light” icons for all of the
Authentication Modules are green, indicating that the modules are enabled. Enabling all the
modules configures AutoSOCKS to attempt any form of authentication demanded by the
SOCKS server or null (no) authentication. Note the form of authentication demanded by the
SOCKS server and, if necessary, obtain the proper authentication credentials, such as a
SOCKS server username and password, from the SOCKS server administrator.

3. Confirm that the network hosts to which the SOCKS server is expected to proxy
connections are within a redirected destination.

Click on the Destinations tab, click on the Destination which includes the network host to
which the SOCKS server is expected to proxy connections, and then click on the Edit button.
Confirm that the definition of the Destination includes the network host.

Next, click on the Redirection Rules tab. Confirm that connections to the Destination are
configured to be redirected by the SOCKS server.

After making any necessary changes to the AutoSOCKS configuration, restart AutoSOCKS
and then restart any WinSock applications, before testing the new configuration.
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Application and TCP/IP Stack
Interoperability Problems

AutoSOCKS is intended to “automatically socksify” all “well-behaved” Winsock applications.
Occasionally, Winsock applications are found which AutoSOCKS does not socksify, due to
interoperability problems with the application.

AutoSOCKS is also intended to run on all WinSock-compliant Microsoft Windows TCP/IP
stacks. Occasionally, WinSock stacks are found on which AutoSOCKS does not run as
expected, due to interoperability problems with the stack.

If an application or stack inter-operability problem is suspected, report it to Aventail Technical
Support. Aventail will make every effort to resolve interoperability problems.

AutoSOCKS Trace Logging

AutoSOCKS includes a Logging Tool for doing traces of AutoSOCKS and Winsock activity.
AutoSOCKS traces are often useful in troubleshooting AutoSOCKS network, SOCKS server,
and Winsock application interoperability problems. Aventail Technical Support engineers may
request that you perform a debug-level trace, log it to file, and e-mail it to them.

Before Starting an AutoSOCKS Trace:

1. Close any WinSock applications that are running on the workstation.
2. Close AutoSOCKS, if it is running.

3. Start an AutoSOCKS Trace.
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4. Click on the Windows Start | Programs | Aventail AutoSOCKS | Logging Tool menu bar
item. The AutoSOCKS Logging Tool window should open, as illustrated in Figure 1, below.

Figure 1

5. In the Logging Tool window Log menu, confirm that the Trace option is checked. If it is
not, click on the Trace option, to check it.

Saving an AutoSOCKS Trace to a File:

1. In the AutoSOCKS Logging Tool window Log menu, confirm that the Log To File... option
is checked. If it is not, click on the Log To File... option, to check it. The AutoSOCKS Logging
Tool window Log menu should appear as illustrated in Figure 2, below.

Petitioner Apple Inc. - Ex. 1041, p. 69



Figure 2

2. A Select Log File dialog box should appear, as illustrated in Figure 3, below. Enter a file
name appropriate to later identify the file and click Save.
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Figure 3

Setting the AutoSOCKS Trace Level to Debug:

1. Click on the AutoSOCKS Logging Tool window and then press <Ctrl><4>."Debug" should
appear in the drop-down text box in the AutoSOCKS Logging Tool toolbar, as illustrated in
Figure 4, below.
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Figure 4

Note that, when tracing in Debug mode, not all messages that are displayed are indicative of
error.

Logging Trace Data:

1. Start AutoSOCKS.

2. Start the Winsock application.

3. Reproduce the problem and only the problem.

4. Close the trace log file and confirm that it was saved.

Reporting AutoSOCKS Problems

Report AutoSOCKS problems to Aventail Technical Support, ideally by completing and
submitting an AutoSOCKS Problem Report on the Support page of the Aventail website.
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Glossary

alias
User-friendly name for destination network or host computer.
authentication

A method for identifying a user in order to establish access to a system resource or network.
Authentication information such as username/password is entered via prompts.

certificate
A certificate is essentially an electronic "statement" which verifies that a certain RSA public

key is associated with a particular name. Certificates are issued by a Certification Authority
(CA).

client

A program or Internet service that sends commands to and receive information from a
corresponding program known as a server. Most Internet services run as client/server
programs.

configuration file
A file of information containing traffic redirection rules used to determine if and how SOCKS
redirection should occur.

credentials
Credentials include the information (such as username/password) that you enter when
establishing a connection to a SOCKS server requiring user authentication.

domain
Internet name for a network or computer system.

encryption

A security procedure that converts data into a format which can be read only by the intended
recipient computer.

firewall
Software or hardware barriers that control the flow of information to Private networks.

host
A server connected to the Internet.

Internet Protocol (IP)
The basic data transfer protocol used for the Internet. Information such as the address of the
sender and the recipient is inserted into an electronic “packet” which is then transmitted.

intranet
A network that is internal to a company or organization.
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log window
The window of the Logging Tool which shows alerts, messages, and warnings generated by
AutoSOCKS.

ping
A utility that determines if a remote host computer is up. ping sends data packets to the host. If
the packets are not returned, the host is down.

protocol
Rules and procedures used to exchange information between networks and computer systems.

redirection rule
Rules defined in the configuration file which specify how network requests are routed to
SOCKS servers.

server
A networked computer that shares resources with other computers. Servers “serve up”
information to clients.

SOCKS
SOCKS is a security protocol. It acts as a proxy mechanism that manages the flow and
security of data traffic to and from your local area network or intranet.

SSL
Security Sockets Layer, an authentication protocol.

Transmission Control Protocol (TCP)
A means of sending data over the Internet with guaranteed delivery.

Transmission Control ProtocolAnternet Protocol (TCPAP)
A suite of protocols the Internet uses to provide for services such as e-mail, ftp, and telnet.

traceroute

A utility that traces the routing of data over the Internet to a specific computer. Traceroute
sends a data packet and then lists the intermediate host computers that it traverses on it’s way
to the destination machine.

User Datagram Protocol (UDP)
A means of sending data over the Internet without guaranteed delivery. Also known as
“connectionless” protocol, it is used for data such as RealAudio®.

Universal Naming Convention (UNC)
A way of accessing a file or directory on another computer. For example:
//host/share/directory/file (“share” refers to the alias used to make the resource available.)

WinSock
(Windows Socket) A Windows component that connects a Windows PC to the Internet using
TCP/IP.

workstation
Any computer connected to a network.
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