The First State

I, HARRIET SMITH WINDSOR, SECRETARY OF STATE OF TEE STATE OF
DELAWARE,- DO HEREBY CERTIFY THE ATTACHED IS A TRUE AND CORREGT
COPY OF THE CERTIFICATE OF AMENDMENT OF "SAVVIS ASSET HOLDINGS,
INC.", 'CHANGING ITS NAME FROM "SAVVIS. ASSET HOLDINGS, INC." TO'
"SAVVIS, INC.", FILED INTHIS OFFICE ON THE EIGHTH DAY OF MARCH,

A.D, 2004, AT 11:39°0'CLOCK A.M.

A FILED COPY OF THIS CERTIFICATE:HAS BEEN FORWARDED TO. THE

NEW CASTLE COUNTY RECORDER OF DEEDS.

"Harriéf Smith Windsor, Secretary of State

AUTHENTICATION: 2874022

3752675 8100

040171451 DATE: 03-08-04
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State of Delaware
Secretary of State
Divigion of Corporations
Delivered 11:39 2M 03/08/2004
FILED 11:39 AM 03/08/2004

CERTIFICATE OF AMENDMENY . *¢017195 - 3752675 Fiz
| . OF
CERTIFICATE OF INCORPORATION
OF
SAVVIS ASSET HOLDINGS, INC.

It is hereby certified that:

___ Fmsm ’?famﬁﬁﬁheg?&aﬁmis%ms Assat Holdings, Inc,
sorporation organizad and existing under the applicable laws of the:Stat of
Delaware (hereinafter; the “Gorpration?), h 0 mesk

o SECOND: The certificate'of iucorfioration 6f ti6 Corparation is hereby-
amended by deleting Article First theréaf and substituting in e of seid Articls th..
followihg new Article: A

“FIRST. The name of the corporation (hereinafter callod.

the “Corporation” is SAVVS, fnc?

- _ THIRD: This Cerfificats of Amendrant has beein.duly Adopted snd
written consent has been given in acoordance with the provisions of Section 228 and
Section 242 of the General Corporation Law of the State of Delawats,

Dated: March 8, 2004

’ SAYVIS Asset Holdings, Inc.,-a Delaware

corporation -
By:. /% |

Name: Grier C: Raclin
Title: Seeretary

VIANY - $72620001 - WSQ38 w4
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NAME CHANGE FROM:

DIGITAL ISLAND, INC.

TO

CABLE & WIRELESS INTERNET SERVICES, INC.
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 Delaware ...

The First State

I, BARRIRT SMITH WINDSOR, SECRETARY OF STATE OF THE STATR OF
DELAWARE, DO HEREBY CERTIFY THE ATTACHEED IS A TRUE AND CORRECT
COPY OF THE CERTIFICATE OF AMENDMENT OF "DIGITAL ISLAND, INC.",
CHANGING ITS NAME FROM "DIGITAL ISLAND, INC," TO “CABLE &
WIRELESS iNI'ERNB’J.‘ SERVICES, INC.Y, FILED IN TEIS OFFICR 6!! THE
INELFTH DAY OF FRBRUARY, A.D. 2002, 27 9 0/CLOCK A.M.

Harriet Smich Windsor, Secrerary {Smra

3016554 8100 AUTHERTICATION: 1836267
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S2AYR OF DRIAWARE
_ SECERTARY OF SSATZ
) DIVISION OF CORPORAZI
FILED 05:00 AN om:/:oos
020095903 ~ 3016554

CERTIFICATE orogeconwmnm

DIGITAL ISLAND, INC,
3 Delaware corporation

-mLuwuwmmm Ausin snd Howsod Lasky heseby ecrtify thar
mmmmmumdu&nzmwmmommmw
mpecﬁvaly,oftdﬁw
TWO: mwmmmmwdmmmdmmﬂm
last fled on, July 2, 1999 dhall be amanded as sct forth fn this Crxtificate of Amendmant.
THREE: Asticle Firstof the Certifioun of Iucofporsriela of iaid corperatio i
hmbym&dwmdhiumsmynfénowc

. “FIRST. 'Ths nama of the coypomtion {3 Cable & Wirsless Tndexet
Sexvits, Inc. (hareinsfier somegwas callod tha *Corporation”).

FOUR: Thi» amendmant of the Cestificate of Incarpatition hewehs cartified tns
oy duly aslopiod i sheorddanio weith the provislons of Seatns 229 sad 342 of the Gepeal
Carporatieg lzw of the State of Delawarn,

Tho undasigned fuather dsolacs under pepalty of pariry tist the ariesy ge fah in
this Centificato of Amemdmeant ats wiis and socrect of thelt own koowisdge.
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TN WITNESS WEEREOF, the wdcatgned have exacued this Cocificets of
Amendeers. st San Francisco, Calforna, on ths [ day of Fobmyiry, 2002,

s B,
atu ML Anstin, Chief Execunive Offteer

ecrotary

'
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.USpLo.gov

[ AppLICATION NO. FILING DATE FIRST NAMED INVENTOR [ ATTORNEY DOCKET NO. | CONFIRMATION NO. J
09/987,723 11/15/2001 David A. Farber P 283002 TN-Cont-2 7771
26633 7590 12/01/2003 [ EXAMINER J
HELLER EHRMAN WHITE & MCAULIFFE LLP HOMERE, JEAN RAYMOND
1666 K STREET,NW i
SUITE 300 ( ART UNIT | papeRNUMBER |
WASHINGTON, DC 20006

o 12

- DATE MAILED: 12/01/2003

Please find below and/or attached an Office communication concerning this-application or proceeding.

PTO-90C (Rev. 10/03)
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Applicati n N . Applicant(s) &/

09/987,723 FARBER ET AL.
Office Action Summary Examiner A Unit
Jean R. Homere 2177

-- The MAILING DATE of this ¢ mmunicati n appears on the cover sheet with the correspondence address --
Peri d for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM
THE MAILING DATE OF THIS COMMUNICATION.

- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed
after SIX (6) MONTHS from the mailing date of this communication.
- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
- Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
eamed patent term adjustment. See 37 CFR 1.704(b).

Status
1) Responsive to communication(s) filed on 14 October 2003.
2a)[]] This action is FINAL. 2b)[X] This action is non-final.

3)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4)X{ Claim(s) 54-109 is/are pending in the application.
4a) Of the above claim(s) is/are withdrawn from consideration.

5[] Claim(s) _____is/are allowed.

6)X Claim(s) 54-109 is/are rejected.

7)] Claim(s) _____is/are objected to.

8)[] Claim(s) are subject to restriction and/or election.requirement.

Application Papers

9)[X] The specification is objected to by the Examiner.
10)[_] The drawing(s) filed on is/are: /@)[] accepted or b)[_] objected to by the Examiner.
Applicant may not request that any objection fo the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including.the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration’is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. §§ 119 and 120

12)[] Acknowledgment is made of'a.claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)J Al b)(J Some * c)[] None of:
1.[] Certified copies of the priority documents have been received.
2.[] certified copies of the priority documents have been received in Application No.
3. Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.
13){] Acknowledgment is made of a claim for domestic priority under 35 U.S.C. § 119(e) (to a provisional application)
since a specific reference was included in the first sentence of the specification or in an Application Data Sheet.
37 CFR 1.78.
a) (] The translation of the foreign language provisional application has been received.
14)[] Acknowledgment is made of a claim for domestic priority under 35 U.S.C. §§ 120 and/or 121 since a specific
reference was included in the first sentence of the specification or in an Application Data Sheet. 37 CFR 1.78.

Attachment(s)
1) E Notice of References Cited (PTO-892) 4) [:] Interview Summary (PTO-413) Paper No(s). .
2) D Notice of Draftsperson’s Patent Drawing Review (PTO-948) 5) D Notice of Informal Patent Application (PTO-152)
3) X Information Disclosure Statement(s) (PTO-1449) Paper No(s) 2.8.9 . 6) [] other:
U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-03) Office Action Summary Part of F GOOG-1002
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Application/Control Number: 09/987,723 Page 2
Art Unit: 2177

DETAILED ACTION
Information Disclosure Statement
1. The information disclosure statements (IDS) submitted on 09/03/03, 11/15/01
comply with the provisions of 37 CFR 1.97. Accordingly, the information disclosure
statements are being considered by the examiner.
2. The 10 page IDS filed on 07/29/03 contains the same references cited in the IDS
filed on 11/15/01. Accordingly, the information referred to therein has not been

considered by the examiner. See attached IDS.

Related Applications
3. Applicants are advised to provide the serial numbers and corresponding statuses
of all patent applications referenced at'pages 1 of this application. .
Drawings
4. This application has béenfiléd with informal drawings, which are acceptable for
examination purposés only> Formal drawings will be required when the application is

allowed.

Specification
5. The title of the invention is not descriptive. A new title is required that is clearly
indicative of the invention to which the claims are directed.
The abstract of the disclosure is objected to because it contains legal

phraseologies (e.g. “comprising”). Correction is required. See MPEP § 608.01(b).

GOOG-1002
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Application/Control Number: 09/987,723 Page 3
Art Unit: 2177

Applicant is reminded of the proper language and format for an abstract of the
disclosure.

The abstract should be in narrative form and generally limited to a single
paragraph on a separate sheet within the range of 50 to 150 words. It is important that the
abstract not exceed 150 words in length since the space provided for the abstract on the
computer tape used by the printer is limited. The form and legal phraseology often
used in patent claims, such as "means" and "said," should be avoided. The abstract
should describe the disclosure sufficiently to assist readers in deciding whether there is a
need for consulting the full patent text for details.

The language should be clear and concise and should not repeat information given
in the title. It should avoid using phrases which can be implied, such as, "The disclosure
concerns," "The disclosure defined by this invention," "The disclosure describes," etc.

Double Patenting

6. The nonstatutory double patenting rejection is based on a judicially created
doctrine grounded in public policy (a policy reflected in'the statute) so as to prevent the
unjustified or improper timewise extension of the "right to exclude" granted by a patent
and to prevent possible harassment by multiple.assignees. See In re Goodman, 11 F.3d
1046, 29 USPQ2d 2010 (Fed. Cir. 1993);\In re'Longi, 759 F.2d 887, 225 USPQ 645 (Fed.
Cir. 1985); In re Van Ornum, 686/F.2d'937,214 USPQ 761 (CCPA 1982); In re Vogel,
422 F.2d 438, 164 USPQ 619(CCPA 1970);and, In re Thorington, 418 F.2d 528, 163
USPQ 644 (CCPA 1969). '

A timely filedterminal disclaimer in compliance with 37 CFR 1.321(c) may be
used to overcome an actual or provisional rejection based on a nonstatutory double
patenting ground provided thé conflicting application or patent is shown to be commonly
owned with this application. See 37 CFR 1.130(b).

Effective January 1, 1994, a registered attorney or agent of record may sign a
terminal disclaimer. A terminal disclaimer signed by the assignee must fully comply
with 37 CFR 3.73(b).

7. Claims 54-109 are rejected under the judicially created doctrine of obviousness-
type double patenting as being unpatentable over claims 1-55 of U.S. Patent No.
6,415,280. Although the conflicting claims are not identical, they are not patentably
distinct from each other. Claims 54-109 do not recite the limitation of whereby at least

some of the files being cached versions of files from a source server distinct from the

GOOG-1002
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Application/Control Number: 09/987,723 Page 4
Art Unit: 2177

network of servers. It would have been obvious to one of ordinary skill in the art to
modify the claims of the present application to achieve the delivery of the content of a
file on the distributed network without having to use cache versions of some of the files.
Such modification would simplify the delivery process of the files in question. Further, it
has been held that omission of an element and its function in a combination where the
remaining elements perform the same functions as before involves only routine skill in

the art. In re Karlson, 136 USPQ 184 (CCPA 1963).

Claim Rejections - 35 USC § 103
8. The following is a quotation of 35 U.S.C. 103(a) which forms-the basis for all
obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not/identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject anaiter as.a-whole would have been obvious at the time the
invention was made to a personhaving ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived.by the manner in which the invention was made.

This application currently'names joint inventors. In considering patentability of
the claims under 35 U.S,€/103(a), the examiner presumes that the subject matter of the
various claims was commonly owned at the time any inventions covered therein were
made absent any evidence to the contrary. Applicant is advised of the obligation under
37 CFR 1.56 to point out the inventor and invention dates of each claim that was not
commonly owned at the time a later invention was made in order for the examiner to
consider the applicability of 35 U.S.C. 103© and potential 35 U.S.C. 102(f) or (g) prior
art under 35 U.S.C. 103(a).

GOOG-1002
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Application/Control Number: 09/987,723 Page 5
Art Unit: 2177 '

9. Claims 54, 56-58, 62-64, 66-94, 96-109 are rejected under 35 U.S.C. 103(a) as
being unpatentable over Nelson et al. (Nelson), US. Patent No. 5,452,447, in view of
Hamilton et al. (Hamilton), US Patent No. 5,640,564.

As to independent claims 54, 56-58, 62-64, 70, 74, 75, 83, 84, 92, 96, 98, 102-
105, 107, Nelson substantially discloses the invention including a data processing system
for caching a file server to thereby allow client users to request and retrieve files in a
distributed computer system (abstract, lines 1-8 et seq.) In particular, Nelson discloses
the use of a hash function on a data file to thereby quickly tetrieve.a\copy of the data file
from the cache upon user’s request (col.17, lines 18-41 et’seq.)

Nelson does not particularly detail the use-of the hashing fﬁnction on the data file
to create an identifier, which can be utilized to retrieve the data file upon user’s request.
However, Hamilton discloses an analegous system wherein a hashing function is applied
to a data item to thereby create an identifier, which a user can utilize to request and
retrieve a corresponding data iter (c0l. 6, lines 28-39 et seq.) It would have been
obvious to one of ordinary skill in the-art of data processing to combine the teachings of
the cited references because Hamilton’s teaching would allow the users of Nelson’s

system to expeditiously~and-dynamically retrieve a file as it is being updated.

As to claims 66-67, 69, 71-73, Nelson teaches a security system to provide access

to requested files to authorized users only (col. 18, lines 33-46 et seq.)

As to claim 68, Nelson discloses the retrieval of a data item from another server, if it is

not located on a given server (col. 15, lines 23-26; col. 15, lines 50-60 et seq.)

GOO0G-1002
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Application/Control Number: 09/987,723 Page 6
Art Unit: 2177

As to claim 79, Nelson teaches a substantially unique value of the data file (col.

17, lines 20-41 et seq.)

As to claims 80- 81, Nelson discloses that a plurality of data files can be

distributed across the network as cached version of another server (col. 7, lines 29-35 et

seq.)

As to claim 82, Nelson teaches that the name of the file will,change when the file

1s modified (col. 22, lines 26-52 et seq.)

10. The limitations of claims 76-78, 85-91, 93-94, 97, 99, 100, 101, 106, 108, 109
have already been discussed in the rejection of claims 54, 56-58, 62-64, 66-75, 79-84, 92,

96, 98, 102-105, and 107 above . They ‘are therefore rejected on similar grounds.

11.  Claims 55, 59-61,-65and 95 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Neélson et al. (Nelson), US. Patent No. 5,452,447, in view of Hamilton
et al. (Hamilton), US Patent No. 5,640,564, further in view of Peter Deutsch (“Deutsch”),
“Re: MDS5 and LIFNS (was: Misc Comments)”, supplied by applicants in IDS, paper no.
9.

As to claims 55, 59-61, 65 and 95, Nelson substantially discloses the invention
including a data processing system for caching a file server to thereby allow client users
to request and retrieve files in a distributed computer system (abstract, lines 1-8 et seq.)

In particular, Nelson discloses the use of a hash function on a data file to thereby quickly

GOOG-1002
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Application/Control Number: 09/987,723 Page 7
Art Unit: 2177

retrieve a copy of the data file from the cache upon user’s request (col.17, lines 18-41 et
seq.)

Nelson does not particularly detail the use of the hashing function on the data file
to create an identifier, which can be utilized to retrieve the data file upon user’s request.
However, Hamilton discloses an analogous system wherein a hashing function is applied
to a data item to thereby create an identifier, which a user can utilize to request and
retrieve a corresponding data item (col. 6, lines 28-39 et seq.) It would have been
obvious to one of ordinary skill in the art of data processing to combine the teachings of
the cited references because Hamilton’s teaching would allow the-users of Nelson’s

system to expeditiously and dynamically retrieve a file agjt is updated)

Nelson and Hamilton do not particularly teach that the use of an MDS5 function to
determine the name of a file. Deutsch, however, discloses that the use of MD5 is a
suitable mechanism for determining 2 URN to-thereby index said URN in the MDS5
digest. It would have been obvigus t0.one of ordinary skill in the art of data processing to
combine the teachings of thé cited references. Deutsch’s teaching would provide users of
the Nelson-Hamiltért’s system with an indexed name files stored in a digest to thereby

quickly retrieve a requested file therefrom.

Conclusion
12.  The prior art made of record and not relied upon is considered pertinent to

applicant's disclosure. Please see attached PTO-892.
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Application/Control Number: 09/987,723 Page 8
Art Unit: 2177

13.  Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Jean R. Homer whose telephone number is (703)-308-
6647.  The examiner can normally be reached on Monday-Friday from 09:30 a.m.-
6:00 p.m.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's
supervisor, John Breen, can be reached on Monday-Friday from 8:00 a.m. to 3:30 p.m. at
(703)-305-9790.

Any response to this action should be mailed to: Commissionef of Patents and
Trademarks Washington, D.C. 20231, or faxed to: (703) 872-9306. Hand-delivered
responses should be brought to Crystal Park II, 2121 Crystal Drive, Arlington. VA.,
Sixth Floor (Receptionist).

Any inquiry of a general nature or relating to the status of this application should be

directed to the Group receptionist whose telephione number is (703) 305-3900.
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Application/Control No. ) Applicanfi“s){Patent Under
o,
Notice of References Cited Eaminer Ui
Jean R. Homere 2177 Page 1 of 1
U.S. PATENT DOCUMENTS
* Countr?%%%@?ﬂ?:trnh;:mggg Code MMD-$$YY Name Classification
A | US-5,781,629 07-1998 Haber et al. 713177
B | US-5,835,087 11-1998 Herz et al. 345/810
Cc | US-
D | US-
E | US-
F | US-
G | US-
H | US-
I | US-
J | US-
K | US-
us-
M | US-
FOREIGN PATENT-DOCUMENTS
* Countstg)lgzra\lztmhtl)::?}zsdr Code MMD-$tYeYY Sountry Name Classification
N
(0]
P
Q
R
S
T
NON-PATENT DOCUMENTS
* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)
U
\%
w
X
*A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.
U.S. Patent and Trademark Office
PTO-892 (Rev. 01-2001) Notice of Referenc s Cited Part of Paper No. 12
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FORM PTO-1449 (modified) .
To: U.S. Department-of Commerce

(PW FORM PAT-1449)
_~ Patent and Trademark-Office

INFORMATION bISCLOSURE STATEMENT
BY APPLICANT

Atty.
Dkt. No.

/ 283002

Applicant: FARBER et al.

Appin. No.: Cont. of 09/283,160

Filing Date: November 15, 2001

Date: November 15, 2001 Page | 1 lof | 7 | Examiner: Jean Homere |Group Art Unit: 2177
U.S. PATENT DOCUMENTS '
Examiner' Document Date Name Class (Sub Filing
s Number MM/YYYY [(Family Name of First Inventor) Class Date
Initials™* (if appropriate)
JR H |AR |5,638,443 06/1997  |STEFIK et al. 705 |54 11/23/94
BR 15,802,291 09/1998 BALICKetal. "~ 709 202 “[3/30/95
CR |5,542,087 07/1996 _ |NEIMAT et al. ~ 707 |10 10/15/93
DR |5,287,499 02/1994  [NEMES h 707 |2 5/16/91
ER 14,922,417 05/1990 CHURM et al. 707 1 10/24/86
FR (5,341,477 08/1994 PITKIN et al. 709 226 8/6/93
GR 15,907,704 05/1999 GUDMUNDSON et al. 4/3/95
HR 16,134,603 10/2000 Jones et al. 709 330
IR 16,006,018 12/1999 Burnett et al. 395 200.49
JR 5,809,494 09/1998 Nguyen 707 1
KR |5,640,5664 06/1997 Hamilton et al. 709 303
| LR |5.452,447 09/1995 _ |Nelson et al; 707|205
MR 5,202,982 04/1993 Gramlich et al. 707 2
FOREIGN PATENT DOCUMENTS ‘ .4 |English Translation
Abstract Readily
Document Date Country Inventor Name Available
Number MM/YYYY
Enclosed |{No |Enclose |No
NR—105162528 061893 = HOROSH! 5 X

OTHER (Including in this order Author, Title, Periodical. Name, Date, .Pertinent-Pages, etc.)

OR

Jer

Gwertzman, James, et al. "The Case for Geographical Push-Caching." Technical
Report HU TR 34-94 (excerpt), Harvard University, DAS, Cambridge, MA 02138,
1994, 2 pgs.

PR

Grigni, Michelangelo, et al. "Tight Bounds on Minimum Broadcasts Networks."
SIAM Journal of Discrete Mathematics, Vol. 4, No. 2, May 1991, pgs. 207-222.

QR

Devine, Robert. "Design and Implementation of DDH: A Distributed Dynamic
Hashing Algorithm." In Proceedings of 4th International Conference on
Foundations of Data Organizations and Algorithms, 1993, pgs. 101-114.

RR

Deering, Stephen, et al. “Multicast Routing in Datagram Internetworks and
Extended LANs.” ACM Transactions on Computer Systems, Vol. 8, No. 2, May
1990, pgs. 85-110.

SR

Cormen, Thomas H., et al. Introduction to Algorithms, The MIT Press, Cambridge,
Massachusetts, 1994, pgs. 219-243, 991-993.

TR

Y

Naor, Moni, et al. "The Load, Capacity and Availability of Quorum Systems." In
Proceedings of the 35th IEEE Symposium on Foundations of Computer Science,

November 1994, pas. 214-225.

Examiner

Jean

R Homeie— [Date Considered: 5 -8/- 03

*EXAMINER:

Initial if citation considered, whether or not citation is in conformance with MPEP § 609. Draw line through citation if
not in conformance and not considered. Include copy of this form with next communication to Applicant.
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FORM PTO-1449 (modified)
To: U.S. Department of Commerce

(PW FORM PAT-1449)
* Patent and Trademark Office

INFORMATION DISCLOSURE STATEMENT
BY APPLICANT

Date: November 15, 2001 '

# M# .

Atty.
Dkt. No.

|client Ref.

283002

Applicant: FARBER et al.

Appin. No.: Cont. of 09/283,160

Filing Date: November 15, 2001

Page [ 2 ]of r 7 | Examiner: Jean Homere

|Group Art Unit: 2177

U.S. PATENT DOCUMENTS

Examiner' Document Date Name Class [Sub ‘|Filing
s Number MM/YYYY [(Family Name of First Inventor) Class |Date
Initials* (if appropriate)
FOREIGN PATENT DOCUMENTS . ] English Translation
Abstract Readily
Document Date Country Inventor Name Available
Number MM/YYYY
Enclosed |No |Enclose [No

OTHER (Including-in this order Author, Title, Periodical Name, Date, Pertinent Pages, etc.)

N

AR

Nisan, Noam. "Psuedorandom Generators for Space-Bounded Computation.” In
Proceedings of the Twenty-Second Annual ACM Symposium on-Theory of
Computing, May 1990, pgs. 204-212.

BR

Palmer, Mark, et al. "Fido: A Cache that Learns to Fetch."In Proceedings of the
17th International Conference on Very Large Data-Bases, September 1991, pgs.
255-264.

CR

Peleg, David, et al. "The Availabiltiy of Quorum Systems."/information and
Computation 123, 1995, 210-223.

DR

Rabin, Michael. "Efficient Dispersal of\Information for Security, Load Balancing, and
Fault Tolerance." Journal of the ACM, ¥ol. 36, No. 2, April 1989, pgs. 335-348

ER

Ravi, R., "Rapid Rumor Ramification:"/Approximating the Minimum Broadcast Time."
In Proceedings of the 35th IEEE Symposium on Foundation of Computer Science,
November 1994, pgs. 202-213. :

FR

Schmidt, Jeanette, et al. "Chernoff-Hoeffding Bounds for Applications with Limited
Independence." In Proceedings of the’4th ACS-SIAM Symposium on Discrete
Algorithms, 1993, pgs. 331-340.

GR

Tarjan, Robert Endre, et al. 'Storing a Sparse Table.” Communications of the ACM,
Vol. 22, No. 11, November1979, pgs. 606-611.

HR

Wegman, Mark, et al. "New Hash Functions and Their Use in Authentication and
Set Equality.” Journal of Computer and System Sciences Vol. 22, June 1981, pgs.
265-279.

Vitter, Jeffrey Scott, et al. "Optimal Prefetching via Data Compression.” In
Proceedings of 32nd IEEE Symposium on Foundations of Computer Science,
November 1991, pgs. 121-130.

JR

Fredman, Michael, et al. "Storing a Sparse Table with 0(1) Worst Case Access
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ASSISTANT-EXAMINER: Miller; John W.

ATTY-AGENT-FIRM: Duft, Graziano & Forest, P.C.

ABSTRACT:

This invention relates to customizéd eleckronic identification of desirable objects,
such as news articles, in an electronic >media environment, and in particular to a
system that automatically constructs both a "target profile" for each target object
in the electronic media based, for example, on the frequency with which each word
appears in an article relative to\its overall frequency of use in all articles, as
well as a "target profile interest summary" for each user, which target profile
interest summary describes the/user's interest level in various types of target
objects. The system then ‘evaldates the target profiles against the users' target
profile interest summaries t©o generate a user-customized rank ordered listing of
target objects most likely to be of interest to each user so that the user can
select from among these potentially relevant target objects, which were
automatically selected by this system from the plethora of target objects that are
profiled on the electronic media. Users' target profile interest summaries can be
used to efficiently organize the distribution of information in a large scale system
consisting of many users interconnected by means of a communication network.
Additionally, a cryptographically-based pseudonym proxy server is provided to ensure
the privacy of a user's target profile interest summary, by giving the user control
over the ability of third parties to access this summary and to identify or contact
the user.
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ABSTRACT:

A method for remote booting by/ a server of at least one terminal, including a
volatile memory (RAM), at\ l€ast one processor, a telecommunications card enabling
connection to the server by a network, said server being provided with
telecommunication device and memory of sufficient capacity to store the
communications protocol, the operating system of the terminals recopied into an
image file, its own operating system, and the applications programs, wherein the
method includes the remote loading of a startup program by transforming the first
interruption produced by a terminal following its being powered up into a request
for reading an image file memorized in the server.
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ABSTRACT:

A method for transferring data between processing systems and systems for
transferring data. A method in one example creates a first representation of a first
digital media which is stored on a first digital processing system. The first
representation is compared to a plurality of representations of a corresponding
plurality of digital media. Typically, but not necessarily, the plurality of
representations are stored on a second digital processing system and the first
representation is transmitted to the second digital processing system. The first
digital media is transmitted to the second digital processing system if the first
representation does not match any of the plurality of representations.
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ABSTRACT:

A method and apparatus for transferring data in response to authentication
information. Authentication information is transmitted from a client computer to a
server computer to authorize access to restricted data. Invocation information is
transmitted from the server computer to the client computer in response to the
authentication information. A first application is invoked in the client computer
using the invocation information. The restricted data is then transmitted from the
server computer to the first application program in the client computer based on the
access authorized by the authentication information.
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ABSTRACT:

A process for time-stamping a digital document is provided. The process provides a
certificate which not only allows for the authentication of a document at a later
time but which includes a name or nickname which allows for the unique
identification of the document at a later time. The name or \nickname provided in
accordance with the present invention is not only simple_ and\concise but allows for
the self-authentication of the document which it refers \to:_The name can be used
when two independent parties desire to refer to the same unique\document in a quick
and simple way.
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AMENDMENTS

IN THE TITLE:

Please replace the title with

Cl

--IDENTIFYING DATA IN NETWORK USING IDENTIFIERS WHICH ARE BASED ON

CONTENTS OF DATA—

Page 2 of 18
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IN THE CLAIMS:

Claims 1-45 (Cancelled).

(Withdrawn) A method of eliminating a data item at a given location in

a data processing system when said data item can be obtained from another location in
the system, the\method comprising the steps of:

determining a substantially unique identifier for the data, said identifier
depending on all of\the data in the data item and only on the data in the data item;

making and migintaining a source association between the data identifier and at

least one location at whych said data item is known to be present; and
based on said sourge association, if said data item is'present at said other

location, removing the data\item from the givén location:

47.  (Withdrawn) A mpethod-of deleting a-data item from a location in a data
processing system, the method comprising the steps of:

for each of a plurality of data.itenis in the system:

determining a substantially unique identifier for the data, said identifier
depending on all ofthe data in the data item and only on the data in the data item; and

making and'maintaining, an association between each of the data items and the
unique identifier of the'data items; and

for a given data item:

determining a substantially unique identifier for the data, said identifier
depending on all of the data in the data item and only on the data in the data iterﬁ; and

determining whether a contextual identifier or\a compound data item or a
remote processor in the system refers to the unique identtifier of the data item, and
based on said determining, deleting said data item and its §ssociation if no other
contextual identifier or compound data item or remote processor refers to said data

item.

Page 3 of 18
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48.  (Withdrawn) The method of claim 47, wherein said determining is
based on a use count for the data iter\t and wherein said data item is deleted only if
said use count indicates that no other contextual identifier or compound data item or

remote processor in the system refers to the data item.

49.  (Withdrawn) A method of ‘substantially synchronizing data items at a
client location in a data processing system after a period of independent changes on
the client and another location in the system,\given a context, the method comprising
the steps of: |

making and maintaining a list of changes'to the context association between
each context name of a data item and the identifier of said data-item, in the given
context and during the period of independent change;

obtaining the list of changes from the other-location for the given context; and,

for each context name in the list of changes

updating the context identifier/associations-at'the client whenever it is
determined that the context association of the given context hame changed either only
at the client or only at the otherlocation during the period if indgpendent changes; and

performing a conflict-resolatioi task such as notifying an operator of the client

location, wheneveritis determined that the context association changed at both the
client and the other location. g\

Claims 50-53 (Cancelled)

2

54.  (Currently Amended) A-eentent-delivery-methed,in In a system in

which a plurality of files are distributed across a plurality of computers netwerlk-of

distinet-from-the-network-of servers;-the-content-delivery a method comprising:
for-a-particular-file-determining obtaining a name for a data file, the name

being based at least in part on using a given function of the data ;said-data-beingthe
data which comprises the contents of the partierlar data file; and

Page 4 of 18
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in response to a request for the a partieular data file, the request including at
least the name of the particular file, causing a copy of the partieular file to be provided
from a given one of the servers-efthe-network-efservers plurality of computers.

55.  (Currently Amended) A eentent-delivery method, in a system in which a
plurality of files are distributed across a plurality of computers retwerlc-efservers;at

the-servers-in-the-netweork, wherein data in a file in the system may represent a digital
message, a digital image, a video signal or an audio signal, the eontent-delivery

method comprising:

obtaining determining a name for a partieutar data file, the-name being having
een determined using an MD5 function of the data ;-said-data-being-the-data which

comprises the contents of the p&ﬂ-}eulaf data file;-and

in response to a request for the partieular data file, the request including at least
the name of the particular data file, providing the pastienlar data file from a given one
of the servers-ofthe-networlk-ofservers plurality of computers , said providing being

based at least in part on the determinedname.

56.  (Curréntly-Amended) A eentent-delivery method, in a system in which a
plurality of files are distributed across a netwerk-efservers plurality of computers,

wherein some of the computers proeessers-in-the-network communicate with each
other using a TCP/IP communication protocol, the eentent-delivery method

comprising:

obtaining a name for a particular data file, the contents of said data file
representing a digital image, determining-a-name-for-the-particularfile;~wherein the
name is being determined using at least a given function of the data which comprises
the contents of the particular data file; and

in response to a request for the particular data file, the request including at least
the name of the particular data file, providing the particular file from a given one of

the servers-of-the-network-ofservers plurality of computers.
Page 5 of 18
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57. (Currently Amended) A eentent-delivery method comprising:
causing a plurality of files to be distributed across a retwerk-of-servers plurality

of computers;-a
hich s distinet & : Iof :
obtaining a name for a particular file;-determining-a-name, the name being

having been determined using a given function of the data;said-data-used-by-said
function-being-data which comprises the contents of the particular file; and

in response to a request for the particular file, the request including at least the
name of the particular file, causing the particular file to be provided from a given one

of the servers-of-thenetwork-ofservers plurality of processors.

- 58.  (Currently Amended) A eentent-delivery method, in a system in which a
plurality of files are distributed across a plurality of computers network-ofservers;-at

distinet-from-the-network-of serverss the-content-delivery the method comprising:
obtaining determining a name, for a particular file, the name being determined

using a given function-of the data-which comprises the contents of the particular file;
and |

in response toa request for the particular file, the request including at least the
name of the particular file, providing the particular file from a given one of the servers
of the-networlcofservers computers, wherein the contents of the particular file may

represent a digital message, a digital image, a video signal or an audio signal.

59.  (Currently Amended) A method, in a network comprising a

plurality of computers precessors, some of the computers proeeessers functioning as

servers and some of the computers proeessers functioning as clients, wherein some

computers precessers in the network communicate with each other using a TCP/IP

Page 6 of 18
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communication protocol, wherein a key is required to identify a file on the network,
the method comprising:

storing some files on a first computer server in the network and storing copies
of some of the files from the first computer server on a set of computers eache-servers
distinct from the first computer serves;

for a particular file, determining a different cache key from an ordinarily used
cache key for the file, the different eache key being determined at least in part using a
message function MDS5 of the data;wherein-said-data which comprises the contents of
the particular file; and

responsive to a elient request for the particular file, the request including the
different eache key for the file, causing the particular file to-be provided to the elient
requestor,

wherein the contents of the file may represent; a page in memory, a digital

message, a digital image, a video signal or an audio signal.

60. (Currently Amended)-A eonteatdelivery method comprising:

distributing a set of files frofn a-first computer server across a network of
computers servers distinct from thefirst computer server;

applying ahn MD5 furnction to the contents of a particular file to obtain a True
Name for the file;

in response to a request for the particular file, the request including at least the
True Name of the particular file, causing the particular file to be provided from a
given one of the computers servers-of the-network-efservers, wherein the request for

the particular file is resolved based, at least in part, on a measure of availability of at

least one of the computers servers.

61. (Currently Amended) A method as in claim 60 wherein the measure of
availability for a computer server is based on at least one of:

(a) a measurement of bandwidth to the computer server;
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(b) a measurement of a cost of a connection to the computer server, and

(c) a measurement of reliability of a connection to the computer server.

62.  (Currently Amended) A content delivery method comprising:

distributing a plurality of files across a network of computers servers;-at-least

for a particular file, determining a True Name using at least a given function of
the data which comprises the contents of the particular file;

obtaining a request for the particular file, the request including at least the True
Name of the particular file; and

responsive to the request, causing the particular file to-b€ provided from one of

the servers of the network of servers computefs.

63.  (Previously presented) A content delivery method, comprising:

distributing files across a network of servers;

for a particular file having a contextual name specifying a location in the
network at which the file may be‘located, determining another name for the particular
file, the other name(including a data identifier determined using a given function of the
data, where said data-used’by the given function comprises the contents of the
particular file;

obtaining a request for the particular file, the request including the contextual
name and the other name of the particular file,

responsive to the request, providing the particular file from one of the servers
of the network of servers, said providing being based on the other name of the

particular item.

64. (Previously presented) A content delivery method, comprising:

distributing a set of files across a network of servers;
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for a particular file representing a digital image, the file having a contextual
name specifying a location in the network at which the file may be located,
determining another name for the particular file, the other name including a True
Name for the file which was determined using a message digest function of the data,
where said data used by the given function comprises the contents of the particular
file;

obtaining a request for the particular file, the request including the contextual
name and the True Name of the particular file; and

responsive to the request, providing the particular file from one of the servers
of the network of servers, said providing being based on the True Name of the

particular item.

% 65.  (Previously presented) A methed comprising:
C/ applying an MD5 function to the contents of an' image file containing data
representing a digital image to obtain a True Name for the file
distributing copies of the image file-frem a first server across a network of
servers distinct from the first sérver;
obtaining a request for the.umage file, the request including at least the True
Name of the file;@and .
responsive to the request, causing a copy of the image file to be provided from

one of the servers of the network of servers.

S
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NEW CLAIMS

66. (New) A method as in claim 54, wherein the requested file is only

provided to authorized or licensed parties.

67. (New) A method as in claim 54, wherein the requested file is not

provided to unlicensed or unauthorized parties.

68. (New) A method as in claim 54 further comprising:
determining, using at least the name, whether a,copy of the data file is present

on a particular one of said computers.

69. (New) A method as in claim 54 further comprising:
determining, using at least theframie, whether an authorized or licensed copy of

the data file is present on a particular one of said computers.

70. (New) A-method, in a system in which a plurality of files are distributed
across a plurality of computers, the method comprising:

obtaining a name for a data file, the name being based at least in part on a given
function of the data which comprises the contents of the particular file;

determining, using at least the name, whether a copy of the data file is present

on a at least one of said computers.

71.  (New) A method as in claim 70 further comprising:
determining whether a copy of the data file that is present on a at least one of

said computers is an authorized or licensed copy of the file.

72. (New) A method as in claim 71 further comprising:
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allowing the file to be provided from one of the computers having an

authorized or licensed copy of the file.

73.  (New) A method as in claim 70 wherein at least some of the plurality of

computers comprise a peer-to-peer network.

74. (New) A method, in a system in which a plurality of files are distributed
across a plurality of computers which form a peer-to-peer network, the method
comprising:

obtaining a TrueName for a data file, the TrueName being based at least in part
on a given function of the data which comprises the contents of theparticular file; and

determining, using at least the name, whether< licensed or authorized copy of

the data file is present on a particular computeér.

75. (New) A method comprising:

obtaining a name for a data file, the'name being based at least in part on a
function of the data which coniprise the contents of the file; and

in response to arequest for.the data file, the request including at least the
obtained name ofthe data file, causing the contents of the data file to be provided from

a computer having a licensed or authorized copy of the data file.

76. (New) A method as in claim 75 wherein the function is a message digest

function or a hash function.

77. (New) A method as in claim 75 wherein the function is selected from

the functions: MD4, MDS5, and SHA.

78. (New) A method as in claim 75 wherein the given function randomly

distributes its outputs.
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79. (New) A method as in claim 75 wherein the function produces a

substantially unique value based on the data comprising the data file.

80. (New) A method as in claim 75 wherein a data file may comprise a file,

a portion of a file, a page in memory, a digital message, a digital image, a video signal

or an audio signal.

81. (New) A method as in claim 75 wherein certain processors in the

network communicate with each other using a TCP/IP communication protocol.

82. (New) A method as in claim 75 wherein said name for said data file, as

determined using said function, will change When the datafile is modified.

83. (New) A method, in‘a’system in which a plurality of files are distributed
across a plurality of computers, the‘method.comprising:

obtaining a name for a ddtafile; the name being based at least in part on an
MDS5 function of the data which comprises the contents of the particular file;

determiningg using at\least the obtained name, whether an authorized or

licensed copy of the data file is present on a at least one of said computers.

84. (New) A method comprising:

obtaining a list of file names for each of a plurality of files, each of said file
names having been determined, at least in part, by applying a function to the contents
of the corresponding file; |

using at least said list to determine whether unauthorized or unlicensed copies

of some of the plurality of data files are present on a particular computer.

85. (New) A method as in claim 84 further comprising:
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in response to a request for a particular data file, allowing the contents of the
data file to be provided from a computer determined to have a licensed or authorized

copy of the data file.

86. (New) A method as in claim 84 wherein the particular computer is part

of a peer-to-peer network of computers.

87. (New) A method as in claim 84 further comprising:
if the computer is found to have a file that it is not authorized or licensed to

have, recording information about the computer and about the file.

88. (New) A method as in claim 84 wherein'the function is a message digest

function or a hash function.

89. (New) A method asin claim 84 wherein the function is selected from

the functions: MD4, MDS5, and SHA:

90. (New) A-methed as.in‘claim 84 wherein the given function randomly

distributes its outputs.

91. (New) A method as in claim 84 wherein the function produces a

substantially unique value based on the data comprising the data file.

92. (New) A method comprising:

obtaining a list of True Names for each of a plurality of files;

for at least some computers that make up part of a peer-to-peer network of
computers, comparing at least some of the contents of the computers to the list of True
Names to determine whether unauthorized or unlicensed copies of some of the

plurality of data files are present on those computers; and
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based at least in part on said comparing, if a computer is found to have content
that it is not authorized or licensed to have, recording information about the computer

and about the unauthorized or unlicensed content.

93. (New) A method as in claim 92 wherein the True Names are determined

using a message digest function or a hash function.

94. (New) A method as in claim 92 wherein the function is selected from

the functions: MD4, MD5, and SHA.

95. (New) A method comprising:

obtaining a list of True Names for each of a plurality.of files, wherein, for each
of the files, the True Name for tﬁat file is detérmined using an MDS5 function of the
contents of the file;

comparing at least some of the contents of a computers to the list of True
Names to determine whether unauthorized orunlicensed copies of some of the
plurality of data files are present on/that computer; and

based at least in-part.on said comparing, if a computer is found to have content
that it is not autherized or licensed to have, recording information about the computer

and about the unauthorized or unlicensed content.

96. (New) A method comprising:

distributing a set of files from a first computer across a network of computers
distinct from the first computer;

in response to a request for the particular file, causing the particular file to be
provided from a given one of the computers, wherein the request for the particular file
is resolved based, at least in part, on a measure of availability of at least one of the
computers, and wherein the measure of availability for a computer is based on at least

one of:
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(a) a measurement of bandwidth to the computer;
(b) a measurement of a cost of a connection to the computer, and

(c) a measurement of reliability of a connection to the computer.

97. (New) A method as in claim 91 wherein the request for the particular

file includes a name determined as a function of the contents of the file.

98. (New) In a system in which a data file is distributed across a plurality of
computers, a method comprising:

obtaining a name for the data file, the name being/based at least in part on a
given function of the data which comprise the contents of the datafile;

determining, using at least the name, whether<n authorized or licensed copy of

the data file is present on a particular one of/said computers.

99. (New) A method asin claim 94, further comprising:
in response to a request for the datafilé, allowing a copy of the file to be
provided from a given one of the plurality of computers having an authorized or

licensed copy of the file.

100. (New) A.method as in claim 54, further comprising:

maintaining accounting information relating to the data files.

101. (New) A method as in claim 96, wherein the maintaining of accounting
information includes at least some of:
(a)  tracking which files have been stored on a computer; and

(b)  tracking which files have been transmitted from a computer.

102. (New) Computer-readable media tangibly embodying a program of

instructions executable by at least one computer, the program comprising code to:
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obtain a name for a data file, the name being based at least in part on a given
function of the data which comprises the contents of the data file; and

in response to a request for the a data file, the request including at least the
name of the particular file, cause a copy of the file to be provided from a given one of

the plurality of computers.

103. (New) Computer-readable media tangibly embodying a program of
instructions executable by at least one computer, the program comprising code to:

obtain a TrueName for a data file, the TrueName being based at least in part on
a given function of the data which comprises the contents of the particular file; and

determine, using at least the name, whether a licensed or authorized copy of the

data file is present on a particular computer.

104. (New) Computer-readable media tangibly embodying a program of
instructions executable by at least one cemputer, the program comprising code to:

obtain a list of file names for'each of a’plurality of files, each of said file names
having been determined, at least in part, by applying a function to the contents of the
corresponding file; and

determine{ using at'least-said list, whether unauthorized or unlicensed copies of

some of the plurality-of datd files are present on a particular computer.

105. (New) Computer-readable media tangibly embodying a program of
instructions executable by at least one computer, the program comprising code to:

obtain a name for the data file, the name being based at least in part on a given
function of the data which comprise the contents of the data file; and

determine, using at least the name, whether an authorized or licensed copy of

the data file is present on a particular one of said computers.
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106. (New) Media as in claim 105 wherein the given function is a message

digest function or a hash function.

107. (New) A computer system programmed to:

obtain a list of file names for each of a plurality of files, each of said file names
having been determined, at least in part, by applying a function to the contents of the
corresponding file; and

determine, using at least said list, whether unauthorized or unlicensed copies of

some of the plurality of data files are present on a particular computer.

108. (New) A computer system as in claim 107 wherein the function is a

message digest function or a hash function.

109. (New) A computer system as in'claimy’ Y07 wherein the function is an

MDS5 function.

P \
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REMARKS

Applicants hereby elect Group I, claims 54-65.

Applicants, of course, reserve the right to file one or more divisional

applications covering subject matter of the non-elected claims.
New claims 66-109 have been added and the title has been amended.

Claims 46-49 and 54-109 are pending, claims 46-49 having been withdrawn
from consideration. No new matter is added with the amendmehts, which are fully

supported by the specification.

It is respectfully submitted that the application is.in condition for examination,

and an early action on the merits is courteously requested.

The Examiner is invited to corntact Brian Siritzky, the undersigned attorney for

applicants, at 202-912-2196 for any réason related to the advancement of this case.

Respectfully submitted,

Date: \04\%\2"0% By %6}4”
T\ —J)

HELLER EHRMAN WHITE & MCAULIFFE Brian Siritzky

1666 K Street, NW, Suite 300 Attorney for Applicant
Washington, D.C. 20006 Reg. No.: 37,497

Phone: (202) 912-2000
Fax: (202) 912-2020
Customer No. 26633
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- " U.S. Patent and Trademark | U.S. DEPARTMENT OF COMMERCE
"Unde,r. the Paperwork Reduction

Actor 1995, no persons are required to respond to a collection of information U¥iess it displays a valid OMB control number.
Docket Number (Optional)
PETITION FOR EXTENSION OF TIME UNDER 37 CFR 1.136(a) 40055-0006

In re Application of David A. FARBER et al.
Application Number 09/987,723 l Filed November 15, 2001

For IDENTIFYING AND REQUESTING DATA IN NETWORK
USING IDENTIFIERS WHICH ARE BASED ON CONTENTS OF

. DATA
Group Art Unit Examiner
2177 HOMERE, Jean Raymond

This is a request under the provisions of 37 CFR 1.136(a) to extend the period for filing a
response in the above identified application.

The requested extension and appropriate non-small-entity fee are as follows
(check time period desired):

[0 One month (37 CFR 1.17(a)(1)) $__

) [0 Two months (37 CFR 1.17(a)(2)) $_
[J Three months (37 CFR 1.17(a)(3)) $_
X1 Four months (37 CFR 1.17(a)(4)) $1480
] Five months (37 CFR 1.17(a)(5)) $

Applicant claims small entity status. See 37 CFR 1.27. Therefore, the fee amount shown
above is reduced by one-half, and the resulting fee is; $/__ "~
A check in the amount of the fee is enclosed,
Payment by credit card. Form PTO-2038 is attached,
The Commissioner has already been authogrized to charge fees in this
application to a Deposit Account.
The Commissioner is hereby authaorized to charge any fees which may be required,
or credit any overpayment, to Deposit Account Number 08-1641 .
| have enclosed a duplicate copy-of-this'sheet.

| am the [] applicant/inventor. RE‘CE‘VE[

[] assignee of record of.the éntirejinterest. See 37 CFR 3.71
Statementunder.37 CFR-3:73(b) is enclosed. (Form PTO/SB/96). OCT 2 1 200

X attorney Or agent of record.
W rag Technology Center
[ attorney-oragent under 37 CFR 1.34(a).

Registration namber if acting under 37 CFR 1.34(a).

X 00X 0O

T

100

WARNING: Information on this form may become public. Credit card information should not
be included on this form. Provide credit card information and guthgrization on PTO-2038.
g \

\a/\ (% \ Zoo%
\ Date “Signature

Brian Siritzky,Reg. No. 37,497
Typed or printed name

NOTE: Signatures of all the inventors or assignees of record of the entire interest or their representative(s) are required. Submit multiple
forms if more than one signature is required, see below*.

D *Total of 1 forms are submitted. ]
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TRANSMITTAL

Application Number
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09/987,723

Filing Date November 15, 2001
FO RM First Named Inventor David A. FARBER et al.
(to be used for all correspondence after initial filing) Group Art Unit 2177
Examiner Name HOMERE, Jean Raymond
Qtal Number of Pages in This Submission l 21 Attorney Docket Number 40055-0006

ENCLOSURES (check all that apply)

|Z Fee Transmittal Form

& Fee Attached

& Amendment / Response
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Extension of Time Request

|:| Express Abandonment Request

D Information Disclosure Statement

|:| Assignment Papers
(for an Application)
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[T petition
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Provisional Application
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Change of Correspondence Address

D Terminal Disclaimer
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[J cD, Number of CD(s)
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Group
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(Appeal Notice, Brief, Reply Brief)
D Proprietary Information

D Status Letter
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D Certified Copy of Priority
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|:| Response to Missing Parts/
Incomplete Application

D Response to Missing

by
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SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT
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Individual name /]
Signature 3\' &\N\
Date
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CERTIFICATE OF MAILING
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l&THE UNITED STATES PATENT AND TRADEMARK OFFICE

. Attorney Docket No. 39685-0036
In re patent application of: Confirmation No. 7771
David A. FARBER et al.

Serial No.: 09/987,723 Art Unit: 2177

Filed: November 15, 2001 : Examiner: Homere, J.

For: IDENTIFYING AND REQUESTING DATA IN NETWORK USING IDENTIFIERS
WHICH ARE BASED ON CONTENTS OF DATA

INFORMATION DISCLOSURE STATEMENT
UNDER 37 CFR §1.56 and 37 CFR §1.97 RECEEVED

SEP 0 4 2003
Commissioner for Patents

P. O. Box 1450 Center X 00
Alexandria, VA 22313-1450 Technology

Sir:

Submitted herewith on Form PTO/SB/08A is-a listing of documents known to
applicants in order to comply with applicants’ duty of disclosure pursuant to 37 C.F.R. §1.56.

The submission of any do¢cument heréwith, which is not a statutory bar, is not
intended as an admission that such document constitutes prior art against the claims of the
present application Oris considered to be material to patentability as defined in 37 C.F.R.
§1.56(b). Applicants'do.not waive any rights to take any action which would be appropriate
to antedate or otherwise remove as a competent reference any document which is determined

to be a prima facie prior art reference against the claims of the present application.

The documents submitted herewith on Form PTO/SB/08A, lists the documents cited
by or submitted to the Patent Office in parent application Serial No. 09/283,160 filed April 1,
1999 and grandparent Serial No. 08/960,079 filed October 24, 1997.

The documents were previously cited by or submitted to the Patent Office in parent
application Serial No. 09/283,160 filed April 1, 1999 and grandparent Serial No. 08/960,079
filed October 24, 1997.
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The instant Information Disclosure Statement is being filed in compliance with 37 CFR
§1.97(b) prior to the mailing date of the first official action, therefore, no fee is required in
connection with its filing. However, the Commissioner is hereby authorized to charge any

deficiency or to credit any overpayment to Deposit Account No. 08-1641.

Applicants respectfully request that the listed documents be considered by the
Examiner and be made of record in the present application and that an initialed copy of Form

PTO-SB/08A be returned in accordance with M.P.E.P. §609.

Respectfully submitted,

A ("b\ 200y

Date \ \Btian Siritzky
RegNo:37,497

Customer ID No. 26633

HELLER EHRMAN WHITE & McAULIFFE LLP
1666 K Street, N.W., Suite 300

Washington, DC 20006

Telephone:  (202) 912-2000

Facsimile: (202) 912-2020
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UNITED STATES DEPARTMENT OF COMMERCE
United States Putent and Trademark Office
Addrcss. CgMMlSSggNER OF PATENTS AND TRADEMAR!\S
P. 14
Ale J\u:th Vingria 22313-1450
www.usplo.gov

| APPLICATION NUMBER | FILING OR 371 (c) DATE |  Fmst NAMED APPLICANT ]| ATTY. DOCKETNO.TITLE |
09/987,723 11/15/2001 David A. Farber P 283002 TN-Cont-2
N CONFIRMATION NO. 7771
A ~ . 0
HELLER EHRMAN WHITE & MCAULIFFE LLP
1666 K STREET,NW *OC000000010623454*
SUITE 300

WASHINGTON, DC 20006

Date Mailed: 08/01/2003

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 07/29/2003.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

ANGELA S WHITE
2100 (703) 308-8264
OFFICE COPY
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UNITED STATES DEPARTMENT OF COMMERCE
United Stutes Patent and Trademark Office
Addrcss: COMMISSIONER OF PATENTS AND TRADEMARKS

PQ. Box 1450

Alexandhis, Vingiia 22313-1450

www. usplo.goy

| APPLICATION NUMBER | FILING OR 371 (¢) DATE [ FRSTNAMEDAPPLICANT | ATTY DOCKET NO.TITLE ]
09/987,723 11/15/2001 David A. Farber " P 283002 TN-Cont-2

Y UNITED STATES PATENT AND TRADEMARK OFFICE

CONFIRMATION NO. 7771

3
LS e BOULEY, | NG RO NG G AR

1600 TYSONS BOULEVARD - ) |
MCLEAN, VA 22102 OC000000010623435

Date Mailed: 08/01/2003

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY

"This is in response to the Power of Attorney filed 07/29/2003.

¢ The Power of Attorney to you in this application has been revoked by theassignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to'the new-address’of record(37 CFR 1.33).

ANGELA S WHITE
2100 (703) 308-8264 '
OFFICE COPY
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Attorney Docket No. 39685-0036
In re patent application of: Confirmation No. 7771
David A. FARBER et al.

Serial No.: 09/987,723 Art Unit: 2177

Filed: November 15, 2001 Examiner: Homere, J.

For: IDENTIFYING AND REQUESTING DATA IN NETWORK USING IDENTIFIERS
WHICH ARE BASED ON CONTENTS OF DATA

INFORMATION DISCLOSURE STATEMENT

UNDER 37 CFR §1.56 and 37 CFR §1.97 RECEEVED
Commissioner for Patents
P.O. Box 1450 JUL 30 2003
Alexandria, VA 22313-1450 Technology Center 2100
Sir:

Submitted herewith on Form PTO/SB/08A is alisting of documents known to applicants

in order to comply with applicants’ dutyofdisclosure pursuant to 37 C.F.R. §1.56.

The submission of any document-herewith, which is not a statutory bar, is not intended as
an admission that such documnient constitutes prior art against the claims of the present
applvication or is considered to be material to patentability as defined in 37 C.F.R. §1.56(b).
Applicants do not waive-any rights to take any action which would be appropriate to antedate or
otherwise remove as a compeétent reference any document which is determined to be a prima

facie prior art reference against the claims of the present application.

The documents submitted herewith on Form PTO/SB/08A, lists the documents cited by
or submitted to the Patent Office in parent application Serial No. 09/283,160 filed April 1, 1999
and grandparent Serial No. 08/960,079 filed October 24, 1997.

As provided in 37 C.F.R. §1.98(d), copies of the documents are not being provided since
they were previously cited by or submitted to the Patent Office in parent application Serial No.

09/283,160 filed April 1, 1999 and grandparent Serial No. 08/960,079 filed October 24, 1997.
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‘ 39685-0036

The instant Information Disclosure Statement is being filed in compliance with 37 CFR
§1.97(b) prior to the mailing date of the first official action, therefore, no fee is required in
connection with its filing. However, the Commissioner is hereby authorized to charge any

deficiency or to credit any overpayment to Deposit Account No. 08-1641.

Applicants respectfully request that the listed documents be considered by the
Examiner and be made of record in the present application and that an initialed copy of Form

PTO-SB/08A be returned in accordance with M.P.E.P. §609.

Respectfully submitted,
?(‘7/\ (@a-oS 6 ‘?‘\4”?
Date | ! Brian Siritzky )

Reg. No. 37,497

Customer ID No. 26633

HELLER EHRMAN WHITE & McAULIFFE LLP
1666 K Street, N.W., Suite 300

Washington, DC 20006

Telephone:  (202) 912-2000

Facsimile: (202) 912-2020
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S‘ent_B‘y‘:; Kinetech Inc.; 630 299 7608 ; Ju1-16. 10:04AM; Page 2/4

.

PTO/SBI82 (10-00)
Approved for use through 10/3°/2002. OMB 0651-0035
Patant and Trademark Office; U.S. DEPART'UENT OF COMMERCE

Under the Paperwork Reduction Act oF T995, no persons are requirec 1o respend to a colleclion of Information unless It displays a valid OMB control number.

Application Number 09/987,723
Filing Date November 15, 2011

REVOCATION OF POWER OF Flrst Named Inventor Farber

ATTORNEY OR :

AUTHORIZATION OF AGENT | SrowpAttunit . 2177
Examiner Name ‘ Homers, Jean
Attorney Dockel Number 39685-0036 /

| hereby revoke all previous powers of attorney or authorizations of agent given i the above-
identified application:

B A Power of Atforney or Authorization of Agent is submitted herewith.
OR
7] Please change the correspondence address for the above-identified appliation to:

Rlace Cu.stomer
{0 customer Number ﬁ J——’ Number flar Code
Labelhers
OR

[(J Firm or
Individual Name

Address JUL 30 2103
Address Taehnglegy—@&ptﬁ 2100

City

Country State I ZIP |
Telephone Fax

I amthe:

[ Applicant/Invenitor-

X Assignee of récord of undivided part interest.
Certificate under.37 CFR/3.73(b) is enclosed.

SIGNATURE of Applicant or Assignee of Record

Name \élAETEC#/INC. foﬁ Ezren Guiomad, UF.
Signature é:;,,._. (ol O
Date Q”"‘\-’(‘y ‘(,_)' 2(103

NOTE: Signatures of all the inveftors or assignees of record of the entire interest or their representat ve(s) are raquired.
Submit multiple forms if more than one signature Is required, see below".
*Total of 2 forms are submitted.
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Application Number 09/987,723 \
) Filing Date November 15, 2001
REVOC:‘IT':'OONRh?gYPgI:VER OF First Named .Inventor Farber
' AUTHORIZATION OF AGENT | Sroup At Uni 2177
. Examiner Name } Homere, Jean
Attorney Docket Number 39685-0036 /

Approved for use through 10/31/2002. OMB 0651-0035
Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

PTO/SB/82 (10-00)

| hereby revoke all previous powers of attorney or authorizations of agent given in the above-
identified application:

X A Power of Attorney or Authorization of Agent is submitted herewith.
OR
[J Please change the correspondence address for the above-identified(@pplication to:

Place\Customer
[ Customer Number | e Number Bar Code
Labelhere
OR

[ Firm or

Individual Name
Address
Address
City
Country State l ZIP |
Telephone Fax ‘ RECEIVED
1 am the:

JUL 3 0 2003
Applicant/Inventor.
D 4pp y Technology Center[2100
X Assignee ofrecord of undivided part interest.
Certificate under37 CFR 3.73(b) is enclosed.
SIGNATURE of Applicant or Assignee of Record
Name FriT Shonte Emiol Gorporite Consel, (ql,(c-VlnllU
( ¢ | gor La feacdf SEPVES

Signature % M
Date g /2 ¢ /a 3

NOTE: Signatures of all the inventors or assignees of record of the entire interest or their representative(s) are required.
Submit multiple forms if more than one signature is required, see below”.

& *Total of 2 forms are submitted.
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PTO/SB/B1 (02.01)

@) inside this box
.4?‘5 TRADE“\‘\ Approved for use through 10/31/2002. OMB 0651-0035
U.S. Patent and Trademark Ofice; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Please type a plus

( Application Number 09/987.723
Filing Date November 15, 2001
POWER OF ATTORNEY OR  |——~ —
First Named Inventor aroer
AUTHORIZATION OF AGENT Group Art Unit 2177
Examiner Name Homere, Jean
1
Attorney Docket Number 39685-0036 /
| hereby appoint:
B Practitioners at Customer Number 26633 I-—’ Zf,f,%gu;g:néige
OR Label here

O Practitioner(s) named below:

Name Registration Number

RECEIVED
JoL3 0 2003
Teehndlogy Center 210

as mylour attorney(s) or agent(s) to prosecuté the application identified above, and to transact all business in the Patent and
Trademark Office connected therewith.

[ =]

Please change the correspondence address for the above-identified-application to:

[J The above-mentioned Customer Number. Place Customer
OR ' Number Bar Code
B Practitioners at Customer Number 26633 Label here
OR

O Fim or
Individual Name

Address

Address

Ciy | State | [zlp |

Country

Telephone | Fax |

t am the:
O Applicant/Inventor.

X Assignee of record of an undivided part interest.
Certificate under 37 CFR 3.73(b) is enclosed. (Form PTOISB/96).

SIGNATURE of Applicant or Assignee of Record

Name Esie oS¢ boso 7 ) Seaw/ (i@ (oyase! (able doveld

Signature @cé/q /4107( ' 1N l—:,mfﬁ'/~14(75',1hc

Dale c/159/03

NOTE: Signatures of all the inveftors ér assignees of record of the entire interest or their representative(s) are required.
Submit multiple forms if more than one signature is required, see below"*.

B *Total of 2 forms are submitied.
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PTO/SB/ET (0201)

Approved for use through 10731/2002. OMB 0651-0035

U.S. Patent and Trademark Office; U.S. DEF ARTMENT OF COMMERCE
Undar tha Paperwork Reduction Act of 1995, no persons are required to respond (o a collection of information unless it display s a valld OMB control number.

4 Application Number 09/687,723 N\
Filing Date November 15, 2201
POWER OF ATTORNEY OR i
First Named Inventor Farber
AUTHORIZATION OF AGENT Group Art Unit 2177
Examiner Name Homere, Jean
\ Attorney Docket Number 39685-0036 )
| hereby appoint:
B Practitioners al Cuslomer Number 26633 l _ ’ Z '3”‘77%;“;;‘,7_”&?:1 .
oR Labe! here

O Practitioner(s) named below:

Name Registration Number B EC E l VE [

UL 3 0 2003
Techpology Center 2100

A4

as mylour attorney(s) or ageni(s) lo prosecute the application identified above, and to{ransaet all business in the Patent and
Trademark Office connacted therewith.

Please change lhe correspondence address for the above-idenlified application to:

0 The abovementioned Customer Number. Place Customar
OR > Number Bar Code

B Practitioners at Customer Number 26633 Label here
OR

O Am or
Individual Name

Address

Address
city [ state | |ZIP|
Counlry
Telephone l Fax I

| am the:
O Applicantinventor.

[ Assignes of record of an undivided part interest.
Certificate under 37 CFR 3.73(b) is enclosed. (Form PT0O/SB/36).

SIGNATURE of Applicant or Assignee of Record

Name WAmETECH , Ine. by Ezen Gueomasd A P
Signalure G A gu [ ‘Qw.-——\_
Date < TJula (b, 2003

NOTE: Signatures of all the inventor¥ or assignees of record of the enlire interes! or their representative(s) are required.
Submit muiltiple forms if more than one signature is required, see below*.
bd *Total of 2 forms are submitted.

PAGE 3/4 * RCVD AT 7/16/03 11:01:39 AM [Eastern Daylight Time] * SVR:/3 * DNIS:2223 * CSID:630 299 7608 * DURATION (mm- GOOG-1 002
Page 277 of 582



s
S,
g PTOISB/96 (08-00)
Approved for use through 10/31/2002. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
of 1995, no persons are required to respond to a collection of information unless it dispays a vatid OMB control number.

STATEMENT UNDER 37 CFR 3.73(b)

Applicant/Patent Owners: Cable & Wireless Internet Services, Inc. and
Kinetech, Inc.

Application No./Patent No.: 09/987, 723 Filed/Issue Date: November 15, 2001

Entitled: Identifying Data in a Data Processing System

Cable & Wireless Internet Services, Inc. ,a Corporation

(Name of Assignes) (Type of Assignee, e.g., carporation, partnership, university, Yj Em
states that it is:

1. [d theassignee of the entire right, title, and interest; or JU L 3 U 7|,|!_?,'
2. @ anassignee of an undivided part interest

Technology Center 2

in the patent application/patent identified above by virtue of either:

A.[0 An assignment from the inventor(s) of the patent application/patent identified above. The assignment was

recorded in the Patent and Trademark Office at Reel , Frame , or for which,a copy thereof is
attached.
OR
B. & A chain of title from the inventor(s), of the patent application/patent identified above, to thé current assignee as
shown below:
1. From: Inventors To: Kinetech, ~Inc.

The document was recorded in the United States Patent and Trademark Office at
Reel 012313, Frame 0446, or for which a copy thereof is attached.

2. From:Kinetech, Inc. To:Digital\island.Anc!
The document was recorded in the United States Patent and Trademark Office at

Reel 013308, Frame 0790, or for which{a copy thereof is attached.

3. From:Digital Island, Inc. ) To:Cable & Wireless Internet Services, Inc. (Name change
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or.far which a copy thereof is attached.

O Additional documents in the chain of title’are listed on a supplemental sheet.

& Copies of assignménts or other documents in the chain of title are attached.
[NOTE A separate copy\(i.e., the original assignment document or a true copy of the original document)

must be submitted to Assignment Division in accordance with 37 CFR Part 3, if the assignment is to be
recorded in the records of the:\USPTO. See MPEP 302.8]

The undersigned (whose title is supplied below) is empowered to sign this s

5/29/43

Date

Signature

Elic T §hwfo

Typed or printed name

Seacer Cvﬂv/v?[f (ﬂ'n‘v/

Title

——— GOOG-1002
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v
»

PTOISB/96 (08-00)

Approved for use through 10/31/2002. OMB 0651-0031

U.S. Patont and Trademark Office; U.S. DEPARTMENT OF COMMERCE
0 persons are required to respond to A cokuction of informalion uniess il displays a valid OMB control number.

Undar the Paperwork R

STATEMENT UNDER 37 CFR 3.73(b)

Applican/Palent Owners: Kinetech, .lnc. and

TraABIETRTETYCIORS INCeInMEr services, Inc.
Application No./Patent No.: 9/987, 723 Filed/Issue Date: November 1S, 2001

Entitled: Tdentifyiny Data in a Dota Processing System

Kinetech, Inc. ,a@ Carporation

{Name of Assignee} (Type uof Assignee, e.g., corporalion, partnership, university, g« )V@WEEMED

stales lhal it is:

1. [J theassignee of the entire right, title, and interest; or JUL 3 0 Ay
2. [ anassignee of an undivided part interest

Technology Cento;r 2100

in the patent application/patent identified abave by virtue of either:

A. X An assignment from the inventor(s) of the patent application/patent identified above. The assignment was
recorded in the Patent and Trademark Office at Reel 012313, Frame 0446, or for which a copy thereofis

attached.
OR
B. [0 A chain of title from the inventor(s). of the patent application/patent identified above, o the curr3n| assignee as
shown below:
' 1. From: To:
The document was recorded in the United Stales Paterit and Trademark.Office at
Reel , Frame . ar for which a copy thereof is attached.
2. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which &'copy. thereof is altached.
3. From: To;

The document was recorded in the’United States Patent and Trademark Office at
Reel , Frame , or for/which' a'copy théreof is attached.

O Additionai documents in thé'chain of tite-arc listed on a supplemental sheet.

X Copies of assignmen(s or other documents,in the chain of title are altached.

NOTE: A separate capy. {i.e., the original assignment document or a true copy of the original document)
must be submitted to Assignment Division in accordance with 37 CFR Part 3, if the assignment is ‘o be
recorded in the records ofthe USPTQO. See MPEP 302.8]

. The undersigned (whose titlie is supplied below) is empowered to sign this 5tatement on behalf of the assignee.

ate / Signature
EzrA K\‘DL— DA N
Typed or printed name
\JicE ﬁz ESWENT

Title
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(Do NOT Use for New or Continuing Applications of Any Kind)
Use 2 postcards for all New Applins. (cont/Div/CIP, too)
Use this sheet when filing CPA

Appin: Noi{09/987,723 ‘| Atty: Brian'Siritzky-. .

“First Inventor. FARBER ét alL—=—F 'Date: September.13,-2002
o) v "c:P Matter'No: 0000003.

> ) {-Client:No:- 018404

_ Wt
ENCLOSED: | |
[0 Response/A ;gg?mentoexjﬁl Appendix [] Cover Sheet [0 Cited/Listed
& TR Documents

[0 Completion Request for R 53(f)/PCT Nat.
No. of Pages Abstract ' RECEIVED

No. of Pages Spec and Claims JUL 3 0 2003

No. of Numbered Claims Only Technology Center 2100

No. of Sheets of Drawings (Figs L ' | )

[0 1setFormal  [] 1Setinformal [ Cover Letter
Declaration [] #ofpages
Assignment ] -Cover Sheet
Small Entity Declaration
Extension Petition (PAT-111)
No. of Priority Documents
IDS Letter \ [} Cited Appin(s)[_] Foreign Sch Rep/OA
PTO-1449 [] Cited Documents

EIEII:IEIHDL—_ID'D

Issue Fee Transmittal Form PTOL-85(b) in duplicate
Amount Requested be Charged to our Dep. Acct. No. 03-3975

8
H
o
o
o

OTHER: [CORRECTIVE ASSIGNMENT DOCUMENT, ORIGINAL COVERSHEET

Current DUE DATE: [ |

(Submit Singl Copy Only)

303171914 PAT-103A 6/02

GOOG-1002
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BOX ASSIGNMENTS A DO NOT USE FOR TRADEMARKS

VTO THE ASSISTANT COMMlSSIONER‘OF PATENTS AND TRADEMARKS:
SIR: PLEASE RECORD THE ATTACHED ORIGINAL DOCUMENTS OR COPY THEREOF.

1. Kinetech, Inc. A\l 2

3. o\l 4,

5 JUL 2 9 2003 % 6

7. </| 8.

ADDITIONAL NAME(S) OF CONVEYING PA %%w ED? [JYES XINO

2. PARTY(IES) (ASSIGNEE(S)) RECEIVING INTEREST: _ : e e
NAME: Digital Island, Inc. - : T REUEIvVED
ADDRESS: 45 Fremont Street, San Francisco, CA 94150 : | A JUL 3 0 z0u3
ADDITIONAL NAME(S) & ADDRESS(ES) ATTACHED? [(JYES [XINO Technology Center 2100

3. NATURE OF CONVEYANCE (DOCUMENT):
“(Submit herewith only one document for recordation—multiple copies of same ASSIgnment signed by dlfferent inventors is one
document) :

[CJASSIGNMENT OF (_JWHOLE [CJPART INTEREST EXEC. DATE: 10/4/2000
[ JORIGINAL [_JFACSIMILE/PHOTOCOPY ‘ ’
[CJCHANGE OF NAME. [IVERIFIED TRANSLATION

DSECURITYDMERGER P<JOTHER: CORRECTIVE DOCUMENT (original at Reel/Frame 012313 I 0205)

EXECUTION DATE(S) ON THE DECLARATION IF FILED HEREWITH: (NOTE:(IF DATES'ON DECLARATION AND
ASSIGNMENT DIFFER SEE ATTY])

_4 5 PPL. NO.(S 'OR PAT NO S v OTHERS ON ADDITIONAL SHEET S) attached? DYES IENO

St INVENTORY
L
09/987 723 283002 Farber : '
5. Name & Address of Party to Whom Correspondence 6. NUMBER INVOLVED:
Conceming Document Should be Mailed: 77 APPLNS 1+ PATSQ0 =TOTAL = 1

Pillsbury Winthrop LLP / 7. AMOUNT OF FEE DUE: {Code 581)
intellectual Property Group ABOVE TOTAL x $40 = $40
P.O. Box 10500 McLean, VA 22102 : '
5.5ATTY DKT: 8. PLEASE CHARGE TO OUR DEPOSIT ACCOUNT

' ‘ NUMBER: 03-3975 : _
P 283002 UNDER ORDER NO 018404 0000003

MATTER NO. CLIENT REF. dup. sheet not required CLIENT NO. - MATTER NO.

9. To the best of my knowledge and belief, the foregoing information is true and correct and any attached copy is a true copy of
the ongmal document.

10. Total number of pages including this
cover sheet, attachments and document -3
(do not file dup. Cover sheet)

Attomey:  Brian Smtzky '
Reg. No. 37497 Date: September 13, 2002

Atty/Sec: BS/BS TEL: (703) 905-2185 FAX: (703) 905-2500

FILE WITH PTO RETURN RECEIPT (PAT-103A)

30317081_1 PAT-114X 5/02
GOOG-1002
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A , i1-23-2001 DO NOT USE FOR TRADEMARKS

g

BOX ASSIGNMENTS :

MnyNmanm =

O THE AGSISTANT COMMISSIO

SIR: PLEASE RECORD THE ATTACHEDC. .- = 101809326 .or. -
= NAME OF CONVEYING PARTY(IES) (ASSIGNORS(S)) _ M—
1. KINETECH, Inc. i - EQ%
3. N - b
> Y /;’/&/ : g
" ' ~ : NS
O DITIONAL NAME(S] OF CONCEYING PARTY(IES) ATTACHED? [IYES [XINO P
_ , , o=

2. PARTY(IES) (ASSIGNEE(S)) RECEIVING INTEREST:

NAME: DIGITAL ISLAND, INC.

ADDRESS: 45 Fremont Street, 12th Floor, San Francisco, CA 94150

ADDITIONAL NAME(S)&ADDRESS(ES) ATTACHED? [JYES XINO ‘0 9/' 9} 7/7_'2\}

r d

3 NATURE OF CONVEYANCE (DOCUMENT): A
(Submit herewith only one document for recordation—multiple copies of same Assignment signed by different inventors is one

document) '
JASSIGNMENT OF [OWHOLE  [XIPART INTEREST EXEC. DATE: September 27, 2000
[CJORIGINAL BJFACSIMILE/PHOTOCOPY

[JCHANGE OF NAME [CJVERIFIED TRANSLATION

- [JSECURITY[IMERGER [CJOTHER: -
EXECUTION DATE(S) ON THE DECLARATION IF FILED HEREWITH: (NOTE: IF DATES ON DECLARATION AND

ASSIGNMENT DIFFER SEE ATTY!)
4.5 APPL. NO.(S) OR PAT NO.(S). OTHERS ON ADDITIONAL SH
X PAT APPNOG) F[ e, . | ALINVENTOR. + 71 B
Séfies codefserial no .. t 1t S
Cont. of 09/283,160 283002 FARB .
5. Name & Address of Party to Whom Corresporidence 6. NUMBER INVOLVED:

APPLNS 1 + PATS0 =TOTAL = 1

Concerning Document Should be Mailed:
7. AMOUNT OF FEE ENCLOSED: (Code 581)
ABOVE TOTAL x $40 = $40

7 .

Pillsbury Winthrop LLP
Intellectual Property Group
1600 Tysons Boulevard
McLean, VA 22102

8. IF ABOVE FEE IS MISSING OR INADEQUATE CHARGE

5.5ATTY DKT: .
INSUFFICIENCY TO DEPOSIT ACCOUNT NUMBER: 03-3975
P 283002 ' . UNDER ORDER NO 7018 283002
MATTER NO. CLIENT REF. dup. sheet not required CLIENT NO. MATTER NO.

9. To the best of my knowledge and belief, the foregoing information is true and correct and any attached copy is a true copy of
the original document. »

7 ; , 10. Total number of pages including this
% - &;\v\‘ cover sheet, attachments and document 2
\ )2 v \ (do not file dup. Cover sheet)
Signature DA

Attorney: _ Brian Siritzky

Date: November 15, 2001

Reg. No. 37497

Atty/Sec: lﬁ@L TEL: (703) 905-2185 FAX: (703) 905-2500
FILE WITH PTO RETURN RECEIPT (PAT-103A)
11/19/2001 AADOFO1 00000031 03987723 -
40.00 OP Page 282 of 582
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ASSIGNMENT

' WHEREAS, KINETECH, Ine. a Delaware corporation having offices at 3140 Whisperwoods
‘Court, Northbrook, Tlincis 60062 (“KINETECH™), owns, by assignment, all right, titls, and interest in
U.S. Putent No. 5,978,791, entitled “Data Processing System Using Substantially Uniquo Ideqtiflers To :
Identify Data ltems, Whereby Identical Datz Items Have The Same ldentifiers”, and any invention 07>
Delaware

Digital Island, Inc., 2 Exiformin corporation having offices at 45 Framont Street, 12th Floor, Son
Francisco CA 94150 (“DY), desires to own fifty percent of KINETECH's entire right, title, and. interest in
and to the invention, in all countries throughont the werld, and in and to U.S. Lotters Patent No.
5,978,791; - : . ; .

NOW THEREFORE, be it known that, for good and valusblo caasideration, receipt of which is
hereby acknowledged, KINETECH hereby sells, assigne, transfers, end scis oves to DY, its lawful
soccessars and assigns, FIFTY perceutage of KINETECH"S entire right, title, aud intcrest in and to U.S. -
Patemt No. 5,978,791, tho mrvenrtion claimed thescin, eny other patent applicarions directed to the
invention, oll counterpart opplications, including continuatioa spplications, divisional applications, and all
Letters Patent of the United States that may be granted thereon, and all reipsues, reescmxunations, and
extrasions thereof; and all rights to claim priarity on the basis of sich application; and all conutarpart
applications for Letters Patent that may be fited for the iuvention'in any foreign country and all Letters
Patent that may be granted on the invention in any fareign country, and all extensions, renewals, and

KINETECH hereby authorizes and roquests the Commissioner of Patents ond Trademarks of the
United States and any official of eny foreign country whase duty it'is ta issus patonts on applications as
described above, to issus all Lotters Patent for this inventiou ts- D1, its successars and assigns, in’
accordance with the tenms of this Assignment; - N -

AND, KINETECR HEREBY further covenants that KINETECH has the full right to convey the
interest assigned by this Assignment, KINETECT will tske all action and execute all documents neccssasy
to perfect tho interest assigned hereby, and KINETECH has not executed and will not execate any ’
agreament in conflict with this A ssigrunerit; '

AND, KINETECH HERERY furthér coVenants and agrees that KANETECH, through its officers
and employees, will, without further considerston, commumicate wirh DY, its successors and assigns, any
{acrs knoom to KINETECH snd-its oflicers and cruploycos respecting the invention and testify in say legnl
proceeding, sign all lawfiud papers when called upon to do so, execute and deliver ol} pepers that may be
Decessary ar desirsble to pexfect the fitle to the invention i said DI, its successors and assigns, execure all
divisional, continnation, and reissue’zpplications, make afl rightful oaths, and generally do everything
possible to aid DY, its successors #nd assigns, to obtain and enforce proper patent protection for the
inveation in the United States and any foreign country, it being understood that any expense incident to
dmexecuﬂcuofsuchpapmshanbebonwbynLiumecemanduﬁgn& : _ =

<€, Presid, 17

Dere_vo [MJ2a00 ‘ Date (0 /4 Doco
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_BOXASSIGNMENTS N S - Q)O NOT USE FOR TRADEMARKS

TO THE ASSISTANT COMMISSIONER OF PATENTS AND TRADEMARKS ,
SIR: PLEASE RECORD THE ATTACHED ORIGINAL DOCUMENTS OR COPY THEREOF.
1. NAME OF CONVEYING PARTY(IES) (ASSIGNORS(S))
1. Digital Island, Inc.
3.
5.

ADDITIONAL NAME(S) OF CONVEYING PARTY({IES) ATTACHED? YEs [INO

oo SN

2. PARTY(IES) (ASSIGNEE(S)) RECEIVING INTEREST:
NAME: Cable & Wireless Intemet Services, Inc.

'ADDRESS: 45 Fremont Street, San Francisco, California 94150

ADDITIONAL NAME(S) & ADDRESS(ES) ATTACHED? [Jves [XINO
3. NATURE OF CONVEYANCE (DOCUMENT): '
(Submit herewith only one document for recordatlon—multnple copies of same Assignment signed by different inventors is one

document) .

[CJASSIGNMENT OF E]WHOLE [CJPART INTEREST EXEC DATE: February 12, 2002
[CJORIGINAL [CJFACSIMILE/PHOTOCOPY :

XICHANGE OF NAME [CIVERIFIED TRANSLATION

[CJSECURITY[_JMERGER [_IOTHER:
EXECUTION DATE(S) ON THE DECLARATION IF FILED HEREWITH: (NOTE:IF. DATES ON DECLARATION AND
ASSIGNMENT DIFFER SEE ATTY!)

4.5 APPL. NO.(S ORP NO.(S). OTHERS ON ADDITIONAL SHEET(S) attached? DYES -NO

PATIARP. NOTSIE [ MAIE: ASINVENTORBEEFBPATENENO(S): Fe T NUENTORE
seriesicode/serialino; tiniitem 4 e s ifnctinitemd
09/987,723 283002 , .
5 Name & Address of Party to Whom Correspondence 6> NUMBER INVOLVED:
Concerning Document Should be Mailed: ~ APPLNS 1 +PATSQ =TOTAL = 1
Pillsbury Winthrop LLP 7. AMOUNT OF FEE DUE: (Code 581)
Intellectual Property Group ABOVE TOTAL x $40 = $40
P.O. Box 10500 McLean, VA 22102
55ATTY DKT: 8. PLEASE CHARGE TO OUR DEPOSIT ACCOUNT
' NUMBER: 03-3975
P 283002 UNDER ORDER NO 018404 0000003
MATTER NO. CLIENT REF. dup. sheet not required CLIENT NO. MATTER NO.

9. To the best of my knowledge and belief, the foregoing information is true and correct and any attached copy is a true copy of
the original document.

10. Total number of pages including this
% L,(ﬂ,v\ cover sheet, attachments and document 4
& (do not file dup. Cover sheet) -
Attorney:  Brian Siritzky
Reg.No. 37497 Date: September 13, 2002
Atty/Sec: BS/BS TEL: (703) 905-2185 FAX: (703) 905-2500

FILE WITH PTO RETURN RECEIPT (PAT-103A)

30317128_1 ' GOOG-1002 PAT-114X 5/02
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Delaware ...

The First State

1, EARRIET SMITH WINDSOR, SECRETAKY OF STATE OF TEE STATE OF
DELAWARE, DO HERESY CERTIFY TEE ATTACHED IS A TRUE AND CORRECT
COPY OF THE CERTIFICATE OF AMENDMENT OF "DIGITAL ISLAND, INC.",
CHANGING ITS NAME FROM "DICGITAL ISLAND, INC,® 0O “CABLB }5"
WIRELESS INTERNET SERVICES, INC.Y, FILED IN TEIS QEE'IC!E 6“ TEE
TWELFTH DAY OF FEBRUARY, A.D. 2002, 27 0 O/CLOCK)A.M.

Harriet Smich Windsor, Secrerry of Suea

3016554 8100 AUTHERTICATION: 1836267

GOOG-1002
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S2ATR OF DRIAWARE
, SEGRETARY OF STATE
. DIVISION OF CORPORATIONS
FILBD 05:00 AN 02/32/2008
02009890 ~ 301€55¢

CERTIFICATE or INCORPORATION

C muxmm!m.mc-.
' ' 3 Delaware eorporation

Tr:nwﬂ:iundw{ﬂmmmdnmdﬁwndhﬂwbnﬂwutﬁfym
, ONE: neyu:mdulyﬂmadmdwinga\!efhmomwmd&umy
mnpeuivu!y,ofnldmpcnﬂm 4
TWO: The Amended mod Restated Certificute of ocorporation of said corporstion,
~ lastfiled on, July 3, 1999 dhall be amaddad a5 sct forth n $his Catificate of Ampndmant.

THREE: Article First of the Cestificuts of Incorpasurihs of said corparation i
hereby armendid W rosd in its entlrery a3 fellows

. “FIRST, Ths nams of the coypamtion {8 Cable & Wictsleas Intearet
N ‘Services, Inc. (hereinsficr somegwia called the “Corporaton).”

FOUR:. This amendmsnt of the Cestificate of meorpozation hegpsia partified fras
byep anly Rdopied in ascordsca with the provisians of Secrians 228 and 242 of the Gueral
Carpeoratjon law of the State of Delawars,

Tho odamigned fnther declare under pepalry of pathury that the martesy gec farth in
this Cextificats of Amendmeant ae tria aod sorrect of thel? own koowisdge.

GOOG-1002
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IN WITNESS WHERROF, the undersigned have execured ﬂl!! Chﬂf’uﬂ: of
AmmdmmmSmannmo.Cakfmda ondxla“' £¥_ day of Rebrusry, 2002,

ilam M. Anstin, Chigf Execunive Officer
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O \ P @ lease type a plus sign (+) inside this box —>

PTO/SB/21 (08-00)

Approved for use through 10/31/2002. OMB 0651-0031
U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

der the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TRANSMITTAL

Application Number

~

¥9/987,723

Filing Date November 15, 2001
FORM First Named Inventor David A. FARBER et al.

(to be used for all correspondence after initial filing) Group Arg Unit 2177

Examiner Name Homere, J.
(otal Number of Pages in This Submission Attorney Docket Number 39685-0036 J
ENCLOSURES (check all that apply)
[] Fee Transmittal Form X ?fgrslgyn/r‘r;i;;a?;’%ers O gf:g‘rj ;\Ilowance Communication to
D Fee Attached D Drawing(s) D Appeal Communication to Board of

E] Amendment / Response
[C] After Final

[:| Affidavits/declaration(s)

[:] Extension of Time Request

|:] Express Abandonment Request

& Information Disclosure Statement

[] Licensing-retated Papers
I:] Petition

[:] Petition to Convert to a
Provisional Application

& Power of Attorney, Revocation
Change of Correspondence-Address

D Terminal Disclaimer
L___| Request for Refund
[] D, Number.of.CD(s)

D Status Letter

Appeals and Interferences

D Appeal Communication to Group
(Appeal Notice, Brief, Reply Brief)

D Proprietary Information

& Other Enclosure(s)
(please identify below):

Revocation of Power of Attorney
and Power of Attorney (from
Kinetech, Inc. and Cable &
Wireless Internet Services)

I:] Certified Copy of Priority
Document(s)

Remarks

|:| Response to Missing Parts/

RECEIVED

Individual name

Incomplete Application JU L 3 0 ZUU 3
D Response to Missing )
5’225;2‘?25 STCrR Technology Center 2100
SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT
Slrrm HELLER RMAN WHITE & MCAULIFFE, Customer No. 26633

Signature

%Mﬁm« AT

<

Date

?’( 242003

CERTIFICATE OF MAILING

| hereby certify that this correspondence is being deposited with the United States Postal Service as first class mail in an envelope

addressed to: Assistant Commissioner for Patents, Washington, D.C. 20231 on this date: [ ]

Typed or printed name

\ Signature

Date )

Burden Hour Statement: This form is estimated to take 0.2 hours to complete. Time will vary depending upon the needs of the individual case. Any
comments on the amount of time you are required to complete this form should be send to the Chief Information Officer, U.S. Patent and Trademark
Office, Washington, DC 20231. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Assistant Commissioner for

Patents, Washington, DC 20231.
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S PATENT AND TRADEMARK OFFICE
Docket No.: 39685-0036

In re patent application of: Confirmation No.: 7771
David A. FARBER et al.

Application No.: 09/987,723 ' Art Unit: 2177

Filed: November 15, 2001 Examiner: Homere, J.

For: IDENTIFYING AND REQUESTING DATA IN NETWORK USING IDENTIFIERS
WHICH ARE BASED ON CONTENTS OF DATA

RECEIVED

uL 3 0 2003
Commissioner for Patents ; J )
P.O. Box 1450 Technology Center 2100
Alexandria, VA 22313-1450

CHANGE OF ADDRESS

Sir:

Applicants respectfully request that the official correspondence address for the above
captioned application be changed to Brian SiritzKy and the attorneys of Heller Ehrman White
& McAuliffe LLP, located at 1666.K/Street, N.W., Suite 300, Washington, D.C. 20006.
Please direct all written communications to Brian Siﬁtzky at the above mentioned address,

and direct all telephone.communications to (202) 912-2000.

Respectfully submitted,

Date: MV\ 7/5‘ \ 2003 By ﬁﬁ (ng/\

09 J
HELLER EHRMAN WHITE & Brian Siritzky
MCAULIFFE Attorney for Applicant
1666 K Street, N.W., Suite 300 Registration No. 37,497
Washington, DC 20006 Customer No. 26633
Telephone:  (202) 912-2000
Facsimile:  (202) 912-2020

GOOG-1002
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER OF PATENTS AND TRADEMARKS

P.O. Box 1450
Alexandria, Virginia 22313-1450
WWW.1spto.gov
l APPLICATION NO. | FILING DATE [ FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
09/987,723 11/15/2001 David A. Farber P 283002 TN-Cont-2 771
7590 05/14/2003 .
PILLSBURY WINTHROP [ EXAMINER I

1600 TYSONS BOULEVARD
MCLEAN, VA 22102

HOMERE, JEAN RAYMOND

I ART UNIT | PAPER NUMBER ¥ |

2177 /é

DATE MAILED: 05/14/2003

Please find below and/or attached an Office communication concerhing“this-application or proceeding.

PTO-90C (Rev. 07-01)

GOOG-1002
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t Applicati n No. . Applicant(s)

o - 09/987,723 FARBER ET AL,
g Office Action Summary Examiner ArCUnit
Jean R. Homere 2177

-- The MAILING DATE of this communication appears on the ¢ ver sheet with the correspondence address --
Period f r Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 1 MONTH(S) FROM
THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed
after SIX (6) MONTHS from the mailing date of this communication.
- If the period for reply specified above is less than thirty (30) days, a repIy within the statutory minimum of thirty (30) days will be considered timely.
If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
- Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status
1) Responsive to communication(s) filed on 18 November 2002 .
2a)[] This action is FINAL. 2b)X] This action is non-final.

3)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D .11, 453 0.G. 213.

Disposition of Claims
4)] Claim(s) 46-49 and 54-65 is/are pending in the application.

4a) Of the above claim(s) isf/are withdrawn from consideration.
5] Claim(s) ___is/are allowed.
6)] Claim(s)__is/are rejected.
7)[J Claim(s) ____is/are objected to.

8)X] Claim(s) 46-49 and 54-65 are subject to restfiction and/or-election requirement.
Application Papers '
9)[] The specification is objected to by the Exafriiner.
10)[]] The drawing(s) filed on is/are: a)[]/accepted or b)[_] objected to by the Examiner.
Applicant may not request that any-objection to'the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
11)] The proposed drawing corfection.filedon __is: a)[_] approved b)[_] disapproved by the Examiner.
If approved, corrected drawings are required in reply to this Office action.
12)[] The oath or declaration is objected'to by the Examiner.
Pri rity under 35 U.S.C. §§ 119 and 120
13)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)[JAIl b)] Some *¢c)[] None of: '
1.[] Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No. ___

3.[J Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

14)[_] Acknowledgment is made of a claim for domestic priority under 35 U.S.C. § 119(e) (to a provisional application).

a) [ The translation of the foreign language provisional application has been received.
15)] Acknowledgment is made of a claim for domestic priority under 35 U.S.C. §§ 120 and/or 121.

Attachment(s)

1) D Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413) Paper No(s). .
2) D Notice of Draftsperson’s Patent Drawing Review (PTO-948) 5) [:] Notice of Informal Patent Application (PTO-152)

3) [] tnformation Disclosure Statement(s) (PTO-1449) Paper No(s) . 6)[] other:

U.S. Patent and Trademark Office

. PTO-326 (Rev. 04-01) Office Action Summary GOOG-1002 ‘No. 6
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: ‘Application/Control&mber: 09/987,723 ' Page 2
Art Unit: 2177 '

DETAILED ACTION
Election/Restrictions
1. Restriction to one of the following inventions is required under 35 U.S.C. 121:
L Claims 54-65 are drawn to method(s) for delivering contents of a file,
classified in class 707, subclass 10.
1I. Claims 46-49 are drawn to rﬁethod(s) for deleting, removing and
synchronizing data items, classified in class 707, subclass 201. .
The inventions are distinct, éach t‘rém the other because qf the following reasons:
2. Inventions I and II are related as sub-combinat_ions disclosed aé usable together in
a single combination. The sub-combinations are distinct-from each other if they are
| shown to be separately usable. In the instant case, invention I has separate utility such as
delivering the contents of a file over/angtwork while invention II is useable for deleting,

removing or synchronizing data files-on-a-network. See M.P.E.P. § 806.05(d).

3. These inventions are distinct for the reasons given above and have acquired a
separate status in the art as/§$hown by their different classification. Restriction for

examination purposes as indicated is proper.

4. - These inventions are distinct for the reasons given above and the search required
for Group 1 is not required for Group II. Restriction for examination purposes as

1indicated is proper.

GOOG-1002
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- ‘Application/Control Number: 09/987,723

Art Unit: 2177

5. Because these inventions are distinct for the reasons given above and have
acquired a separate status in the art because of their recognized divergent subject matter,
restriction for examination purposes as indicated is proper.

6. A telephone call was made to Brian Siritzky on 05/08/03 to request an oral

election to the above restriction requirement, but did not result in an election being made.

7. Applicant is advised that the reply to this requirement to be complete must
include an election of the invention to be examined even thoﬂgh the requirement be

traversed (37 CFR 1.143).

8. Applicant is reminded that upon the cancellation of claims to a non-elected
invention, the inventorship must be amended in.compliance with 37 CFR 1.48(‘5) if one
or more of the currently named inyenfors'is nolonger an inventor of at least one claim
remaining in the application, Any amendment of inventorship must be accompanied by a

request under 37 CFR 1.48(b) and by the fee required under 37 CFR 1.17(1).

9. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Jean R. Homere whos.e telephone number is (703)-308-
6647.  The examiner can normally be reached on Monday-Friday from 09:30 a.m.-
6: QO p.m.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's
supervisor, John Breene, can be reached on Monday-Friday from 8:00 a.m. to 3:30 p.m.

at (703)-305-9790.

GOOG-1002
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. - “Application/Control Number: 09/987,723 Page 4
.+ ArtUnit: 2177

Any response to this action should be mailed to: Commissioner of Patents and
Trademarks Washington, D.C. 20231, or faxed to: (703) 746-7239, (for formal

| communications intended for entry), or faxed to: (703) 746-7238, (for after final
communications intended for entry), Or: (703) 746-7240(for informal or draft
comrriunications, please label "PROPOSED" or "DRAFT"). Hand-delivered responses
should be brought to Crystal Park II, 2121 Crystal Drive, Arlington. VA., Sixth Floor
(Receptionist). |

Any inquiry of a general naturé or relating to the status of this application should

be directed to the Group receptionist whose telephone numberis.(703) 305-3900.

Jrh
May 13, 2003
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Patent and Trademark Office 0
ASSISTANT SECRETARY AND COMMISSIONER \\ (L A

L W i A 7
o g ﬁb o % | UNITED STATE‘(J’Z A\RTMENT OF COMMERCE ;\4\7 <

OF PATENTS AND TRADEMARKS
Washington, D.C. 20231

_£HANGE OF ADDRESS/POWER OF ATTORNEY

1l
o

FILE LOCATION 2FC1 SERIAL NUMBER 09987723 PATENT NUMBER
THE CORRESPONDENCE ADDRESS HAS BEEN CHANGED TO CUSTOMER # 909
THE PRACTITIONERS OF RECORD HAVE BEEN CHANGED TO CUSTOMER # 909
THE FEE ADDRESS HAS BEEN CHANGED TO CUSTOMER # 909
ON 04/23/02 THE ADDRESS OF RECORD FOR CUSTOMER NUMBER 909 1IS:

PILLSBURY WINTHROP LLP
1600 TYSONS BOULEVARD
MCLEAN VA 22102

AND THE PRACTITIONERS OF RECORD.FOR CUSTOMER NUMBER 909 ARE:

16773 17698 18221 20508 2423825323 27248 28429 28458 28872
30793 31204 31361 31542 31678 32243 32995 34383 35861 35959

36004 36239 36787 37087 ((38821 38825 40862 41646 J&E —
RECEIVED

NOV 1 8 2002
Technology Center 2100

PTO INSTRUCTIONS: PLEASE TAKE THE FOLLOWING ACTION WHEN THE
CORRESPONDENCE ADDRESS HAS BEEN CHANGED TO CUSTOMER NUMBER:
RECORD, ON THE NEXT AVAILABLE CONTENTS LINE OF THE FILE JACKET,

" ADDRESS CHANGE TO CUSTOMER NUMBER’. LINE THROUGH THE OLD
ADDRESS ON THE FILE JACKET LABEL AND ENTER ONLY THE ’CUSTOMER
NUMBER’ AS THE NEW ADDRESS. FILE THIS LETTER IN THE FILE JACKET.
WHEN ABOVE CHANGES ARE ONLY TO FEE ADDRESS AND/OR PRACTITIONERS
OF RECORD, FILE LETTER IN THE FILE JACKET.

THIS FILE IS ASSIGNED TO GAU 2171.

PTOFMD . GOO0OG-1002
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DICATED ITEMS:

(Do NOT Use for New or Continuing Applications of Any Kind)
Use 2 postcards for all New Applins. (cont/Div/CIP, too)

Use this sheet when filing CPA

‘Appin. No:*09/987,723"" | Atty: Brian Siritzky

First Inventor:*FARBER et al. Date: September 13, 2002

Matter-No: 0000003
Client No:--018404

30317188t

ENCLOSED: o
[ Response/Amendment [] Appendix [[] Cover Sheet [J Cited/Listed
Documents
[] Completion Request for R 53(f)/PCT Nat.
No. of Pages Abstract’
No. of Pages Spec and Claims

No. of Numbered Claims Only

~ No. of Sheets of Drawings (Figs |

[0 1SetFormal  [] 1'Setinformal  [] Cover Letter

Declaration [>] #ofpages

Assignment PJ . “Cover Sheet

Small Entity Declaration

Extension_ Petition (PAT<111)

No. of Priority Documents

IDS Letter [ Cited AppIn(s)[[] Foreign Sch Rep/OA
PTO-1449 [] Cited Documents

,t _
000[]00RO

Issue Fee Transmittal Form PTOL-85(b) in duplicate

o

Amount Requested be Charged to our Dep. Acct. No. 03-3975

Current DUE DATE: [

(Submit Single Copy Only)

PAT-103A 6/02

o - GOOG-1002 - .
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- l-;§ 5 a iof4
=" IN THE UNITED STATES PATENT AND TRADEMARK o=
¢ = = ’ ‘OFFICE z‘i.‘ﬁl"_-g,..
k === REQUEST FOR FILING Ypa—S
=, (RULE 53(b)(1)) i = N
=3 o
= SO=
i For Design or Utility Applications QE
Rule 53(b)(1) PATENT APPLICATION: (DO NOT USE FOR CIPs)
X Continuation )
) application under 37 CFR 1.53(b)(1)
O Divisional )
application under 37 CFR 1.53(b)(1) Group Art Unit: 2771
of pending prior application of
Examiner: _Jean HOMERE
Inventor(s): Farber et al.
Parent Appin. No.: 09 | 283,160 Atty. Dkt. P 283002 | TN-Cont-2
Series Code © | Serial No. ¢ New M# | Client Ref
Parent Filed:  April 1, 1999
This Appln. Filed: November 15, 2001
Title:  Identifiying Data in a Data Processing System
Hon. Commissioner of Patents Date: November 15, 2001
Washington, DC 20231 (Parent Matter No~ 252465 )
To effect the above-requested filing today:
Attached is a copy (which must be filed) of the prior application, including:
L X Abstract
X Specification and claims (94 pages){must.be attached)
I Drawings (must be attached if originally filed): 31 sheet(s)/set: [ 1 set informal;
' Formal of size Ad 11
Always X one box, only:
Copy of Signed declaration-or eath asoriginally filed in prior application attached
] NO declaration or fé¢’is enclosed; therefore, this is a filing under Rule 53(f).
2. O This application is hereby filed by less than all of the inventors named in the prior application. Petition is

hereby made requesting deletion as inventor(s) of the following who is/are not inventor(s) of the
invention being claimed in this application (DELETE THE FOLLOWING INVENTOR(S)):

oo HMN

Now=

2.5 THE INVENTOR(S) FOR THIS NEW APPLICATION IS(ARE):

Ronald D. LACHMAN

David A. FARBER

® o AN

Now =

The entire disclosure of the prior application is considered as being part of the disclosure of the accompanying
application and is hereby incorporated therein by reference thereto.

30238680_1.D0OC . PAT-108 10/01
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Page 2 of 4

] Priority is claimed under 35 U.S.C. 119/3€5 based on filing in of ,
‘ ' (country)
Application No. Filing Date Application No. Filing Date
(1 (2)
(3) 4)
(5) (6)
a[] (No.) Certified copy/copies attached.
b.[] Certified copy/copies previously filed on in
U.S. Application No. / , filed on .
series code 1t { serial no.
c.[[] Certified copy/copies filed during International stage of PCT/ /
(@) ] Domestic priority is claimed from / , filed
PCT/
(b) ] Benefit is claimed of Provisional Application No. 60/ , filed .

X Prior application is assigned to _ Kinetech, Inc. and Digital Island, Inc. respectively

by assignment recorded _ April 1,1995/ October 5, 2000 Reel 9873/11273 Frame 0463/0164.

(Date)
X Attached is the following number of Assignments (including original and\all later successive ones by
different assignors). 2 and respective new Cover Sheets. (Do NOT file old cover sheets.)

(Assignments in parent must be refiled with new Cover Sheets in-this continuing application if you
want it/them recorded against the continuing application.)

Please return the recorded Assignment to the undersigned.

X The power of attorney in the prior application is'to Dale $./Lazar, Reg. No. 28.872

(Name and Reg. No.)
whose current address is as in item 8 below!

a. Recognize as associate attorney Brian Siritzky, Req. No. 37,497

{Name, Reg. No. and Address)

Address all future communications.to Intellectual Property Group
of Pillsbury Winthrop kP, 1600 Tysons Boulevard, McLean, VA 22102

9. Amend the specification by inserting before the first line the sentence:--This is a
continuation [ ] division ./ of Application No. 09/283,160, filed April 1, 1999
series code 1t 1+ serial no.
which is a continuation of 08/960,079, filed October 24, 1997, now abandoned, whichis .-
a continuation of 08/425,160, filed April 11, 1985, now abandoned.
9. (a) L] Amend the specification by inserting before the first line: --This application claims the benefit of
Provisional Application No. 60/ , filed -
10.  Small Entity Status is Not claimed [ is claimed (pre-filing confirmation required)
- (No.) Small Entity Statement(s) (not essential since 9/8/00) were/are:
T filed in above prior application
[T attached.
11. Petition to extend the life of the above prior application to at least the date hereof
(onebox) [} is being concurrently filed in that prior application (Use Form PAT-111).
(mustbe)  [[] was previously filed in that prior application (Check length of prior extension).
(X'd) is not necessary for copendency (Double check before X'ing this box).
30238680_1.DOC PAT-108 10/01
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Page 3 of 4

12. ] INFORMATION DISCLOSURE STATEMENT: Attached is Form PTO-1449 listing all of the doguments
¢ cited by Applicant and the PTO in the parent application(s) relied upon under 35 USC 120 and
‘ referenced in item 9 above. Per Rule 98(d) copies of those documents are not required now. Please
consider those documents and advise that they have been considered in this new application as by
returning a copy of the enclosed Form PTO-1449 with the Examiner's initials in the left column per

MPEP 609. .
13. [0 Attached is a Rule 103(a) Petition to Suspend Action.
14, XI PRELIMINARY AMENDMENT to be entered before fee calculation: (Do not make amendments here

except for correction of improper multiple dependencies or cancellation of whole claims or muitiple
dependencies for purpose of reducing the filing fee per MPEP §§ 506 and 607; do not cancel all claims).

Please cancel claims 1-45 and 50-53.

FILING FEE
THE FOLLOWING FILING FEE IS BASED ON
->->->->CLAIMS AS FILED AND CHANGED BY PRELIMINARY AMENDMENT IN ITEM 14<-<-<-<-

NOTE: [fbox 1A2 is X’d, do not pay fees,
but leave lines 15-22 and 27-32 blank.

PTO: PLEASE NOTE CLAIM CANCELLATIONS IF BOX 14 ABOVE IS X'D.

I Large/Smiall I Fee

Entity Code

1[5 Basic Filing Fee . ... ................... Design Application | $330/$165 106126

©iH16. BasicFilingFee . . . ... ... ... . ... .. ... ... ..... Utility. Application | $740/$370 +740 101/201

2:H 17. Total Effective Claims 4 minus20= |0 x $18/$9 +0 103/203

# |1 18. Independent Claims 3 minus 3 = 0 x $84/$42 +0 102/202

=] 19. If any proper muitiple dependent claim (ignorelimpfoper) is present, $280/$140 +0 104204

=4[ 20. Subtotal = | $740

“ 21. If “petition” box 13 above is X'd, add petitionfee.. > ... ... ... $130 +0 122

£][21A. If box 6 above is X'd, add Assignment recording fee . .. .. .. .. $ 40 +80 581

1
22. TOTAL FILING FEE ATTACHED =

(carry forward to item 31)
23. [ ATTACHED:
24, Preliminary Amendment attached (to be entered after assigning Appin. No.)

25. [[] See NONPUBLICATION REQUEST under Rule 213(a) attached (Pat-258)

30238680_1.DOC PAT-108 10/01

GOOG-1002
Page 299 of 582



= Page 4 of 4

26. . ADDITIONAL FEE CALCULATION FOR ) p
< ’ PRELIMINARY AMENDMENT
. PER BOXES 24/25
Claims Highest
) remaining number
after previously Present Additional
amendment paid for Extra Fee
Large/Small Entity File Code
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In re PATENT APPLICATION of
FARBER et al. Group Art Unit: 2177

Examiner: Homere, Jean R.
Continuation of Appln. No. 09/283,160

Filed: November 15, 2001

For: IDENTIFYING AND REQUESTING DATA IN NETWORK USING IDENTIFIERS
WHICH ARE BASED ON CONTENTS OF DATA (AS AMENDED)

d ok ok kX

November 15, 2001

PRELIMINARY AMENDMENT

Hon. Commissioner of Patents
and Trademarks
Washington, D.C. 20231

Sir:

Please amend this application as follows:

» IN THE TITLE:
Please replace the title with the following:
--IDENTIFYING AND REQUESTING DATA IN NETWORK USING IDENTIFIERS WHICH

ARE BASED ON CONTENTS OF DATA—

IN THE SPECIFICATION:

At the top of the first page, just under the title, insert:

This is a continuation of Application No. 09/283,160, filed April 1, 1999, which is a
continuation of 08/960,079, filed October 24, 1997, now abandoned, which is a
continuation of 08/425,160, filed April 11, 1995, now abandoned.
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IN THE CLAIMS:

Please add the following new claims:

--54. (New) A content delivery method, in a system in which a plurality of
files are distributed across a network of servers, at least some of the files being cached
versions of files from a source server distinct from the network of servers, the content
delivery method comprising:

for a particular file, determining a name using a given function of the data,
said data being the data which comprises the contents of the particular file; and

in response to a request for the particular file, the request including at least the
name of the particular file, causing the particular file to be provided from a given one

of the servers of the network of servers.

55. (New) A content delivery method, in a-system in which a plurality of files
are distributed across a network of servers, at/léast some of the files being cached
versions of files from a source server distinct from the/servers in the network, wherein
data in a file in the system may representa digital message, a digital image, a video
signal or an audio signal, the content delivery method comprising:

determining a name for @ particular file, the name being determined using an

MD5 function of the data, sdid datd beirlg the data which comprises the contents of
the particular file; and

in response.to a request for the particular file, the request including at least the
name of the particularfile, providing the particular data file from a given one of the

servers of the network of servers, said providing being based on the determined name.

56. (New) A content delivery method, in a system in which a plurality of files
are distributed across a network of servers, wherein some processors in the network
communicate with each other using a TCP/IP communication protocol, the content
delivery method comprising: ]

for a particular file, the contents of said file representing a digital image,
determining a name for the particular file, wherein the name is determined using a

given function of the data which comprises the contents of the particular file; and
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in respohse to a request for the particular file, the request including at least the
name of the particular file, providing the particular file from a given one of the servers

of the network of servers.

57. (New) A content delivery method comprising:

causing a plurality of files to be distributed across a network of servers, at
least some of the files being cached versions of files from a source server which is
distinct from the network of servers;

for a particular file, determining a name, the name being determined using a
given function of the data, said data used by said function being data which comprises
the contents of the particular file; and

in response to a request for the particular file, the request including at least the
name of the particular file, causing the particular file to be provided from a given one

of the servers of the network of servers.

58. (New) A content delivery method,\in a system in which a plurality of files
are distributed across a network of servers, at least some of the files being cached
versions of files from a source server whichis-distinct from the network of servers,
the content delivery method comprising:

determining a name for 4 particular file, the name being determined using a
given function of the data which comprises the contents of the particular file; and

in response.to a request for the particular file, the request including at least the
name of the particular{ile, providing the particular file from a given one of the servers
of the network of servers,

wherein the contents of the particular file may represent a digital message, a

digital image, a video signal or an audio signal.

59. (New) A method, in a network comprising a plurality of processors, some
of the processors functioning as servers and some of the processors functioning as
clients, wherein some processors in the network communicate with each other using a
TCP/IP communication protocol, wherein a key is required to identify a file on the

network, the method comprising:
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st'oring some files on a first server in the network and storing copies of some
of the files from the first server on a set of cache servers distinct from the first server;

for a particular file, determining a different cache key from an ordinarily used
cache key for the file, the different cache key being determined using a message
function MDS5 of the data, wherein said data comprises the contents of the particular
file; and

responsive to a client request for the particular file, the request including the
different cache key for the file, causing the particular file to be provided to the client,

wherein the contents of the file may represent: a page in memory, a digital

message, a digital image, a video signal or an audio signal.

60. (New) A content delivery method comprising:

distributing a set of files from a first server across a network of servers distinct
from the first server;

applying an MDS5 function to the contentsof a particular file to obtain a True
Name for the file;

in response to a request for the particular-file] the request including at least the
True Name of the particular file, ¢atsing.the particular file to be provided from a
given one of the servers of the network of servers, wherein the request for the
particular file is resolved based’on’ a measure of availability of at least one of the

SErvers.

61. (New) A method as in claim 60 wherein the measure of availability for a
server is based on at ledst one of:

(a) a measurement of bandwidth to the server;

(bj a measurement of a cost of a connection to the server, and

(c) a measurement of reliability of a connection to the server.
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62. (New) A content delivery method comprising:

distributing a plurality of files across a network of servers, at least some of the
files being cached versions of files from a source server distinct from the servers in
the network;

for a particular file, determining a True Name using a given function of the
data which comprises the contents of the particular file;

obtaining a request for the particular file, the request including at least the
True Name of the particular file; and

responsive to the request, causing the particular file to be provided from one of

the servers of the network of servers.

63. (New) A content delivery method; eomprising:

distributing files across a network of| servers;

for a particular file having a contextualname specifying a location in the
network at which the file may be {dcated; determining another name for the particular
file, the other name including a data identifief determined using a given function of

the data, where said data used by the given function comprises the contents of the

= particular file;
obtaining a request for the particular file, the request including the contextual
name and the other'name o1 the particular file,
responsive to the'request, providing the particular file from one of the servers
of the network of servers, said providing being based on the other name of the

particular item.
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64. (Nev'v) A content delivery method, comprising:

distributing a set of files across a network of servers;

for a particular file representing a digital image, the file having a contextual
name specifying a location in the network at which the file may be located,
determining another name for the particular file, the other name including a True
Name for the file which was determined using a message digest function of the data,
where said data used by the given function comprises the contents of the particular
file;

obtaining a request for the particular file, the request including the contextual
name and the True Name of the particular file; and

responsive to the request, providing the particular file from one of the servers
of the network of servers, said providing being based on the True Name of the

particular item.

65. (New) A method comprising:

applying an MD5 function to the contents of an|image file containing data
representing a digital image to obtain a True Name for'the file;

distributing copies of the image file from a first server across a network of
servers distinct from the first server;

obtaining a request for'the image file, the request including at least the True

Name of the file; and
responsiy€ o the request, causing a copy of the image file to be provided from

one of the servers of the network of servers.

IN THE ABSTRACT OF THE DISCLOSURE
Please replace the Abstract of the Disclosure with the attached new Abstract of

the Disclosure.
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REMARKS
By this Amendment, new claims 54 to 65 have been added. In addition, a new
Abstract has been provided and the title has been replaced. No new matter has been
added by these amendments, and approval of these amendments to the specification,

title and abstract is respectfully requested.
Respectfully submitted,

1l Kﬂ/\)
Brian SiritzRy”
Reg. No. 37497
Tel. No.: (703) 905-2185
Fax No.: (703)905-2500

1600 Tysons Boulevard,
McLean, Virginia 22102
(703) 905-2000

30238692v1
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Abstract of the Disclosure

In a system in which a set of data items are distributed across a network of servers, at
least some of the data items being cached versions of data items from a source server, a content
delivery method includes determining a data identifier for a particular data item, the data
identifier being determined using a given function of the data comprising the particular data
item; and responsive to a request for the particular data item, the request including at least the
data identifier of the particular data item, providing the particular data ifem from a given one of
the servers of the network of servers. The request for the particular data‘item may be resolved
based on a measure of availability of at least one of the servers, where.the measure of availability
may be a measurement of bandwidth to the server; 4 measurement of a cost of a connection to
the server, and/or a measurement of a reliability of a connegction to the server. The function used

to determine the identifier may be a mesSage digest function or a hash function.

30239043V1
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IDENTIFYING DATA IN A DATA PROCESSING SYSTEM

BACKGROUND OF THE INVENTION

1. Field of the invention

This invention relates to data processing
systems and, more particularly, to data processing
systems wherein data items are identified by
substantially unique identifiers which depend on all of
the data in the data items and only on the data in the

data items.

2. Background of the Invention
Data processing (DP) systems, computers,
networks of computers, or the like, typically offer users

and programs various ways to identify the data in the
systems.

Users typically identify\data in the data
processing system by giving\ the data some form of name.
For example, a typical/‘operating system (0OS) on a
computer provides a \file system in which data items are
named by alphanumeric identifiers. Programs typically
identify data in the/,data’ processing system using a
location or address. /For example, a program may identify
a record in-a-file or database by using a record number
which sérves to)\locate that record.

In all but the most primitive operating
systems, users and programs are able to create and use
collections of named data items, these collections
themselves being namgd by identifiers. These named
collections can then, themselves, be made part of other
named collections. For example, an OS may provide
mechanisms to group files (data items) into directories
(collections). These directories can then, themselves be
made part of other directories. A data item may thus be
identified relative to these nested directories using a
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sequence of names, or a so-called pathname, which défineé
a path through the directories to a particular data item
(file or directory).

As another example, a database management
system may group data records (data items) into tables
and then group these tables into database files
(collections). The complete address of any data record
can then be specified using the database file name, the
table name, and the record number of that data record.

Other examples of identifying data items
include: identifying files in a network file system,
identifying objects in an object-oriented database,
identifying images in an image database, and identifying
articles in a text database.

In general, the terms "data" and "data item" as
used herein refer to sequences of bits. Thus a data item
may be the contents of a file, a portionof /a file, a
page in memory, an object in an-obJject=oriented program,
a digital message, a digital/ scanned.image, a part of a
video or audio signal, or any other entity which can be
represented by a sequence of bits. The term "data
processing™ herein riéfers to the processing of data
items, and is sometimes dependent on the type of data
item being processgd.  For example, a data processor for
a digital image/may (differ from a data processor for an
audio signal.

In all of the prior data processing systems the
names or identifiers provided to identify data items (the
data items being files, directories, records in the
database, objects in object-oriented programming,
locations in memory @r on a physical device, or the 1ikef
are always defined relative to a specific context. For
instance, the file identified by a particular file name
can only be determined when the directory containing the
file (the context) is known. The file identified by a
pathname can be determined only when the file system
(context) is known. Similarly, the addresses in a
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process address space, the keys in a database table, or
domain names on a global computer network such as the
Internet are meaningful only because they are specified
relative to a context.

In prior art systems for identifying data items
there is no direct relationship between the data names
and the data item. The same data name in two different
contexts may refer to different data items, and two
different data names in the same context may refer to the
same data item.

In addition, because there is no correlation
between a data name and the data it refers to, there is
no a priori way to confirm that a given data item is in
fact the one named by a data name. For instance, in a DP
system, if one processor requests that<{another processor
deliver a data item with a given data name,- the
requesting processor cannot, in general, wverify that the
data delivered is the correct-data {given only the name).
Therefore it may require further processing, typically on
the part of the requestor, to verify that the data item
it has obtained is, in fact, the item it requested.

A common operation in a DP system is adding a
new data item to the system. When a new data item is
added to the system,//a“name can be assigned to it only by
updating the context 4in which names are defined. Thus
such systems require a centralized mechanism for the
management of names. Such a mechanism is required even
in a multi-processing system when data items are created
and identified at separate processors in distinct
locations, and in which there is no other need for
communication when dgta items are added.

In many data processing systems or
environﬁents, data items are transferred between
different locations in the system. These locations may
be processors in the data processing system, storage
devices, memory, or the like. For example, one processor

may obtain a data item from another processor or from an
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external storage device, such as a floppy disk, and'may
incorporate that data item into its system (using the
name provided with that data item).

However, when a processor (or some location)
obtains a data item from another location in the DP
system, it is possible that this obtained data item is
already present in the system (either at the location of
the processor or at some other location accessible by the
processor) and therefore a duplicate of the data item is
created. This situation is common in a network data
processing environment where proprietary software
products are installed from floppy disks onto several
processors sharing a common file server. 1In these
systems, it is often the case that the same product will
be installed on several systems, so_ that several copies
of each file will reside on the common  file \server.

In some data proces$§ing systems in which
several processors are connected in a network, one system
is designated as a cache server to maintain master copies
of data items, and other systems are designated as cache
clients to copy local /copies of the master data items
into a local cache on_ an‘as-needed basis. Before using a
cached item, a cache“client /must either reload the cached
item, be informed/6f ,changes to the cached item, or
confirm that the master item corresponding to the cached
item has riot changed. 1In other words, a cache client
must synchronize its data items with those on the cache
server. This synchronization may involve reloading data
items onto the cache client. The need to keep the cache
synchronized or reload it adds significant overhead to
existing caching mechanisms.

In view of the above and other problems with
prior art systems, it is therefore desirable to have a
mechanism which allows each processor in a multiprocessor
system to determine a common and substantially unique
identifier for a data item, using only the data in the
data item and not relying on any sort of context.
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It is further desirable to have a mechanism for
reducing multiple copies of data items in a data
processing system and to have a mechanism which enables
the identification of identical data items so as to
reduce multiple copies. It is further desirable to
determine whether two instances of a data item are in
fact the same data item, and to perform various other
systems’ functions and applications on data items without
relying on any context information or properties of the
data item.

It is also desirable to provide such a
mechanism in such a way as to make it transparent to
users of the data processing system, and it is desirable
that a single mechanism be used to address each of the

problems described above.

SUMMARY OF THE INVENTION

This invention provides) \in a data processing
system, a method and apparatus for identifying a data
item in the system, where the identity of the data item
depends on all of the /data in-the data item and only on
the data in the data ‘ifem. Thus the identity of a data
item is independent of its-name, origin, location,
address, or other/(information not derivable directly from
the data, and depends//only on the data itself.

This invention further provides an apparatus
and a method for determining whether a particular data
item is present in the system or at a location in the
system, by exXamining only the data identities of a
plurality of data items.

Using the method or apparatus of the present
invention, the efficiency and integrity of a data
processing system can be improved. The present invention
improves the design and operation of a data storage
system, file systen, relational database, object-oriented
database, or the like that stores a plurality of data
items, by making possible or improving the design and
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operation of at least some or all of the following
features:
the system stores at most one copy of any data
item at a given location, even when multiple data names
5 in the system refer to the same contents;
the system avoids copying data from source to
destination locations when the destination locations
already have the data;
the system provides transparent access to any
10 data item by reference only to its identity and
independent of its present location, whether it be local,
remote, or offline;
the system caches data items from a server, SO
that only the most recently accessed data\items need be
15 retained;
when the system is being used to-cache data
items, problems of maintaining cache consistency are
avoided;
the system maintains a desired level of
20 redundancy of data items in\a network of servers, to
protect against failure /by ensuring that multiple copies
of the data items are’present at different locations in
the system;
the systen/autdématically archives data items as

25 they are created or modified;
the system provides the size, age, and location

of groups of data items in order to decide whether they
can be safely removed from a local file system;
the system can efficiently record and preserve
30 any collection of data items;
the system,.can efficiently make a copy of any
collection of data items, to support a version control
mechanism for groups of the data items;
the system can publish data items, allowing
35 other, possibly anonymous, systems in a network to gain
access to the data items and to rely on the availability
of the data items;
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the system can maintain a local inventory of
all the data items located on a given removable medium,
such as a diskette or CD-ROM, the inventory is
independent of other properties of the data items such as
their name, location, and date of creation;

the system allows closely related sets of data
items, such as matching or corresponding directories on
disconnected computers, to be periodically resynchronized
with one another;

the system can verify that data retrieved from
another location is the desired or requested data, using
only the data identifier used to retrieve the data;

the system can prove possession of specific
data items by content without disclosing (the content of
the data items, for purposes of latér Jdegal verification
and to provide anonymity;

the system tracks possesSion of specific data
items according to content by owner, independent of the
name, date, or other properties of the data item, and
tracks the uses of specific data/items and files by
content for accounting purposes.

Other objects, features, and characteristics of
the present invention as well as the methods of operation
and functions of (thé/related elements of structure, and
the combination(of\parts and economies of manufacture,
will becdme more apparent upon consideration of the
following .description and the appended claims with
reference to. the accompanying drawings, all of which form
a part of this specification.

BRIEF DESCRIPTION OF THE DRAWINGS
FIGURE 1 depicts a typical data processing

system in which a preferred embodiment of the present
invention operates;

FIGURE 2 depicts a hierarchy of data items
stored at any location in such a data processing system;
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FIGURES 3-9 depict data structures used tb
implement an embodiment of the present invention; and

FIGURES 10(a)-28 are flow charts depicting
operation of various aspects of the present inventicn.

DETAILED DESCRIPTION QF THE PRESENTLY PREFERRED
EXEMPLARY EMBODIMENTS

An embodiment of the present invention is now

described with reference to a typical data processing
system 100, which, with reference to FIGURE 1, includes
one or more processors (or computers) 102 and various
storage devices 104 connected in some way, for example by
a bus 106.

Each processor 102 includes a CPU 108, a memory
110 and one or more local storage devices112. The CPU
108, memory 110, and local storage device 112 may be
internally connected, for example by a bus 114. Each
processor 102 may also include other devices (not shown),
such as a keyboard, a display, a printer, and the like.

In a data processing system 100, wherein more
than one processor 102{is used, that is, in a
multiprocessor system, the processors may be in one of
various relationships. ‘For example, two processors 102
may be in a client/server, client/client, or a
server/server relationship. These inter-processor
relatiofnships ‘may- be dynamic, changing depending on
particular sitvations and functions. Thus, a particular
processor 102 may change its relationship to other
processors as needed, essentially setting up a peer-to-
peer relationship with other processors. In a peer-to-
peer relationship, sometimes a particular processor 102
acts as a client processor, whereas at other times the
same processor acts as a server processor. In other
words, there is no hierarchy imposed on or required of
processors 102.

In a multiprocessor system, the processors 102

may be homogeneous or heterogeneous. Further, in a

8
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multiprocessor data processing system 100, some oOr all of
the processors 102 may be disconnected from the network
of processors for periods of time. Such disconnection
may be part of the normal operation of the system 100 or
it may be because a particular processor 102 is in need
of repair.

Within a data processing system 100, the data
may be organized to form a hierarchy of data storage
elements, wherein lower level data storage elements are
combined to form higher level elements. This hierarchy
can consist of, for exampie, processors, file systems,
regions, directories, data files, segments, and the like.
For example, with reference to FIGURE 2, the data items
on a particular processor 102 may be organized or
structured as a file system 116 whi&h Compriises regions
117, each of which comprises directories 118, each of
which can contain other directories 118 or files 120.
Each file 120 being made up/of one.or more data segments
122.

In a typical data'processing system, some or
all of these elements can be named by users given certain
implementation specifi€¢ naming conventions, the name (or
pathname) of an element being relative to a context. 1In
the context of a, data)\processing system 100, a pathname
is fully specified by /a processor name, a filesystem
name, a sSequence of zero or more directory names
identifying nested directories, and a final file name.
(Usually the-lowest level elements, in this case segments
122, cannot be named by users.)

In other words, a file system 116 is a
collection of directeries 118. A directory 118 is a
collection of named files 120 -- both data files 120 and
other directory files 118. A file 120 is a named data
item which is either a data file (which may be simple or
compound) or a directory file 118. A simple file 120
consists of a single data segment 122. A compound file
120 consists of a sequence of data segments 122. A data
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segment 122 is a fixed sequence of bytes. An important
property of any data segment is its size, the number of
bytes in the sequence.
A single processor 102 may access one or more
5 file systems 116, and a single storage device 104 may
contain one or more file systems 116, or portions of a
file system 116. For instance, a file system 116 may
span several storage devices 104.
In order to implement controls in a file
10 system, file system 116 may be divided into distinct
regions, where each region is a unit of management and
control. A region consists of a given directory 118 and
is identified by the pathname (user defined) of the
directory.
15 In the following, the term "loecation", with
respect to a data processing system 100, refers to any of
a particular processor 102 in thelsystem; a-memory of a
particular processor, a storage-device, a removable
storage medium (such as a floppy disk or compact disk),
20 or any other physical location in/the system. The term
"jocal" with respect/to“a particular processor 102 refers
to the memory and storage devices of that particular
processor.
In the following, the terms "True Name", "data

25 identity" and ®data _identifier" refer to the

substantially unique data identifier for a particular
data item.. The  term "True File" refers to the actual
file, segment, or data item identified by a True Name.
A file system for a data processing system 100
30 is now described which is intended to work with an
existing operating system by augmenting some of the
operating system’s file management system codes. The
embodiment provided relies on the standard file
management primitives for actually storing to and
35 retrieving data items from disk, but uses the mechanisms
of the present invention to reference and access those
data items.
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The processes and mechanisms (services)
provided in this embodiment are grouped into the
following categories: primitive mechanisms, operating
system mechanisms, remote mechanisms, background

5 mechanisms, and extended mechanisms.

Primitive mechanisms provide fundamental
capabilities used to support other mechanisms. The
following primitive mechanisms are described:

1. Calculate True Name;
10 2. Assimilate Data Item;

3. New True File;

4. Get True Name from Path;

5. Link path to True Name;

6. Realize True File from Location;
15 7. Locate Remote File;

8. Make True File Local;

9. Create Scratch Fileg;

10. Freeze Directory;

11. Expand Frozen Directory;
20 12. Delete True File;

13. Process' Audit File Entry;

14. Begin\Grooeming;

15. Select For Removal; and

16. Endl Grooming.

25 Operatiing ‘system mechanisms provide typical
familiar file system mechanisms, while maintaining the
data structures |required to offer the mechanisms of the
present invention. Operating system mechanisms are
designed to augment existing operating systems, and in

30 this way to make the present invention compatible with,
and generally transpgrent to, existing applications. The
following operating system mechanisms are described:

1. Open File;
2. Close File;
35 3. Read File;
4. Write File;
5. Delete File or Directory;

11
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6. Copy File or Directory;

7. Move File or Directory;
8. Get File Status; and
9. Get Files in Directory.

Remote mechanisms are used by the operating
system in responding to requests from other processors.
These mechanisms enable the capabilities of the present
invention in a peer-to-peer network mode of operation.
The following remote mechanisms are described:

1. Locate True File;
2. Reserve True File;
3. Request True File;
4. Retire True File;
5. Cancel Reservation;
6. Acquire True File;
7. Lock Cache;

8. Update Cache; and

9. Check Expiration Date.

Background mechanisms are intended to run
occasionally and at a low priority. These provide
automated management/ capabilities with respect to the
present invention. The following background mechanisms
are described:

1. Mirror\ True File;

2. Groom Region;

3. Check for Expired Links; and

4. Verify Region; and

5. Groom Source List.

Extended mechanisms run within application

programs over the operating system. These mechanisms

provide solutions to.specific problems and applications.}

The following extended mechanisms are described:

1. Inventory Existing Directory;
2. Inventory Removable, Read-only Files;
3. Synchronize directories;

4. Publish Region;
5. Retire Directory;

12
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6. Realize Directory at location;

7. Verify True File;

8. Track for accounting purposes; and
9. Track for licensing purposes.

The file system herein described maintains
sufficient information to provide a variety of mechanisms
not ordinarily offered by an operating system, some of
which are listed and described here. Various processing
performed by this embodiment of the present invention
will now be described in greater detail.

In some embodiments, some files 120 in a data
processing system 100 do not have True Names because they
have been recently received or created or(‘modified, and
thus their True Names have not yet Been-computed. A file
that does not yet have a True Name is‘called a scratch
file. The process of assigning a./True Namelto a file is
referred to as assimilation,/ and is described later.

Note that a scratch file may have a User provided name.

Some of the processing /performed by the present
invention can take place>in a background mode or on a
delayed or as-needed basis.. This background processing
is used to determine information that is not immediately
required by the systém or which may never be required.

As an example,{in some cases a scratch file is being
changed at a rate'greater than the rate at which it is
useful to determine its True Name. In these cases,
determining the True Name of the file can be postponed or
performed in the background.

Data Structures -

The following data structures, stored in memory
110 of one of more processors 102 are used to implement
the mechanisms described herein. The data structures can
be local to each processor 102 of the system 100, or they

can reside on only some of the processors 102.
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The data structures described are assumed‘to
reside on individual peer processors 102 in the data
processing system 100. However, they can also be shared
by placing them on a remote, shared file server (for
instance, in a local area network of machines). In order
to accommodate sharing data structures, it is necessary
that the processors accessing the shared database use the
appropriate locking techniques to ensure that changes to
the shared database do not interfere with one another but
are appropriately serialized. These locking techniques
are well understood by ordinarily skilled programmers of
distributed applications.

It is sometimes desirable to allow some regions
to be local to a particular processor 102\and other
regions to be shared among processors <102. (Recall that
a region is a unit of file system management and control
consisting of a given directory idéntified by the
pathname of the directory.) In the case of local and
shared regions, there would(be both local and shared
versions of each data structure.’//Simple changes to the
processes described below must be made to ensure that
appropriate data structures are selected for a given
operation.

The lodal/directory extensions (LDE) table 124
is a data struéture'wHich provides information about
files 120 and directories 118 in the data processing
system 100. The local directory extensions table 124 is
indexed by a _pathname or contextual name (that is, a user
provided name) of a file and includes the True Name for
most files. The information in local directory extension
table 124 is in addifion to that provided by the native
file system of the operating systen.

The True File registry (TFR) 126 is a data
store for listing actual data items which have True
Names, both files 120 and segments 122. When such data
items occur in the True File registry 126 they are known
as True Files. True Files are identified in True File
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registry 126 by their True Names or identities. The
table True File registry 126 also stores location,
dependency, and migration information about True Files.

The region table (RT) 128 defines areas in the
network storage which are to be managed separately.
Region table 128 defines the rules for access to and
migration of files 120 among various regions with the
local file system 116 and remote peer file systems.

The source table (ST) 130 is a list of the
sources of True Files other than the current True File
registry 126. The source table 130 includes removable
volumes and remote processors.

The audit file (AF) 132 is a list of records
indicating changes to be made in local or remote files,
these changes to be processed in background.

The accounting log (AL) 134 \is a log of file
transactions used to create accounting.information in a
manner which preserves the identity of files being
tracked independent of their name| or location.

The license table \(LT) 136 is a table
identifying files, which{may only be used by licensed
users, in a manner independent of their name or location,

and the users licensed to use them.

Detajled Descriptions/of the Data Structures

The \following table summarizes the fields of an
local directory  extensions table entry, as illustrated by
record 138 in FIGURE 3.

Field Description

Region ID identifies the region in which this file is
contairfed.

Pathname the user provided name or contextual name

of the file or directory, relative to the
region in which it occurs.

True Name the computed True Name or identity of the
file or directory. This True Name is not
always up to date, and it is set to a
special value when a file is modified and
is later recomputed in the background.

15
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Field Description

Type indicates whether the file is a data file
or a directory.

Scratch the physical location of the file in the

File ID file system, when no True Name has been
calculated for the file. As noted above,
such a file is called a scratch file.

Time of the last access time to this file. If this

last file is a directory, this is the last

access access time to any file in the directory.

Time of the time of last change of this file. If

last modi- | this file is a directory, this is the last

fication modification time of any file in the
directory.

Safe flag indicates that this file (and, if this file
is a directory, all of its subordinate
files) have been backed up on some other
system, and it is therefore safe to remove
them.

Lock flag indicates whether a file 1s, locked, that
is, it is being modified by the local pro-
cessor or a remote processor. Only one
processor may modify\a“file at a time.

Size the full size'of this directory (including
all subordinate-files), if all files in it
were fully<{expanded and duplicated. For a
file that is not a directory this is the
size of the ‘actual True File.

owner the/idéntity of the user who owns this
file,/for accounting and license tracking
purposes’.

Each)\ record of the True File registry 126 has

the fields shown in the True File registry record 140 in

FIGURE 4.

The True File registry 126 consists of the

database described in the table below as well as the

actual True Files identified by the True File IDs below.’

Field

Description

True Name

computed True Name or identity of
the file.

16
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Field Description
Compressed compressed version of the True File
File ID may be stored instead of, or in
addition to, an uncompressed
version. This field provides the
identity of the actual
representation of the compressed
version of the file.
Grooming tentative count of how many
delete count references have been selected for
deletion during a grooming
operation.
5 Time of last most recent date and time the
access content of this file was accessed.
Expiration date and time after which this file
may be deleted by this server.
Dependent processor IDs of other priocessors
processors which contain references to this
True File.
10 Source IDs source ID(s) of zero or more
sources from which( this file or
data item may be . retrieved.
True File ID identity or(disk \location of the
actual physical rvepresentation of
the file or file segment. It is
sufficiént to use a filename in the
registration directory of the
underlying-operating system. The
True File ID is absent if the
actual file is not currently
present’ at the current location.
Use count number of other records on this
processor which identify this True
File.
A'region table 128, specified by a directory
pathname, records storage policies which allow files in
15 the file system to be stored, accessed and migrated in
different ways. Sto;age policies are programmed in a
configurable way using a set of rules described below.
Each region table record 142 of region table
128 includes the fields described in the following table
20 (with reference to FIGURE 5):
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Description

Region

ID

internally used identifier for this
region.

Region

file system

file system on the local processor of
which this region is a part.

Region

pathname

a pathname relative to the region file
system which defines the location of
this region. The region consists of
all files and directories subordinate
to this pathname, except those in a
region subordinate to this region.

- 5 Mirror

processor (s)

Ay

zero or more identifiers of processors
which are to keep mirror or archival
copies of all files in the current
region. Multiple mirror processors
can be defined to form a mirror group.

Mirror
count

duplication

number of copies\of each file in this
region that should be retained in a
mirror group.

Region

status

specifies whether/this region is local
to a single processor 102, shared by
several processors 102 (if for
irstance, ‘it resides on a shared file
server) ,/ or managed by a remote
processor.

Policy

the migration policy to apply to this
region. A single region might
participate in several policies. The
policies are as follows (parameters in
brackets are specified as part of the
policy):

region is a cached version from

[processor ID];

region is a member of a mirror set

defined by [processor 1ID].

region is to be archived on

(processor ID].

region is to be backed up locally,

by placing new copies in [region

ID].

region is read only and may not be

changed.

region is published and expires on

{date].

Files in this region should be

compressed.

10

for True Files.

A source table 130 identifies a source location

The source table 130 is also used to
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identify client pfocessors making reservations on the
current processor. Each source record 144 of the source
table 130 includes the fields summarized in the following
table, with reference to FIGURE 6:

5 Field Description
source ID internal identifier used to identify a
particular source.
source type of source location:
type Removable Storage Volume

- Local Regiomw

Cache Server
Mirror Group Server
Cooperative Server
Publishing Server

Client
source includes information about the rights
10 rights of this processor, such as-whether it

can ask the local processor tog)\store
data items for it.

source measurement of the-bandwidth, cost,
availabil- | and reliability of ‘the connection to
ity this source of True|Files. The avail-

ability is used to select from among
several possible sources.

source information . on how the local processor
15 location is to access the source. This may be,
for example, the name of a removable
storagée volume, or the processor ID
and ‘'region path of a region on a
remote processor.

The audit file 132 is a table of events ordered
by timestamp, €ach record 146 in audit file 132 including
the fields sGmmarized in the following table (with
reference to FIGURE 7):

20 Field Description

original Name | path of the file in question.

Operation whether the file was created, read,
written, copied or deleted.

Type specifies whether the source is a file
- or a directory.
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Field Description

Processor ID ID of the remote processor generating
this event (if not local).

Timestamp time and date file was closed (required
only for accessed/modified files).

Pathname Name of the file (required only for
rename) .

True Name computed True Name of the file. This is

- used by remote systems to mirror changes
to the directory and is filled in during

background processing.

5 Fach record 148 of the accounting log 134
records an event which may later be used to provide
information for billing mechanisms. Each, accounting log
entry record 148 includes at least the information

summarized in the following table, with reference to

10 FIGURE 8:
Field Description
date of date and time of this log entry.
entry
type of Entry types include create file,
15 entry delete file, and transmit file.
True Name True Name of data item in question.
= owner idéntity/of the user responsible for
= this action.

Each / record 150 of the license table 136
records a reYationship between a licensable data item and
20 the user licensed to have access to it. Each license
table record 150 includes the information summarized in
the following table,~with reference to FIGURE 9:

Field Description

True Name True Name of a data item subject to
license validation.

20
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rield Description

licensee identity of a user authorized to have
access to this object.

Various other data structures are employed on
some or all of the processors 102 in the data processing
system 100. Each processor 102 has a global freeze lock

5 (GFL) 152 (FIGURE 1), which is used to prevent
. synchronization errors when a directory is frozen or
copied. Any processor 102 may include a special archive
- directory (SAD) 154 into which directories may be copied
for the purposes of archival. Any processor 102 may
10 include a special media directory (SMD) 156, into which
the directories of removable volumes are stored to form a
media inventory. Each processor has a grooming lock 158,
which is set during a grooming operation.-\'During this
period the grooming delete count of True File registry
15 entries 140 is active, and no True Files should be
deleted until grooming is complete.  While grooming is in
effect, grooming information includes a table of
pathnames selected for deletion,/and keeps track of the
amount of space that(would be freed if all of the files

20 were deleted.

Primitive Mechanisms
b The first-of the mechanisms provided by the

present{ invention, primitive mechanisms, are now
described. . The mechanisms described here depend on

25 underlying data management mechanisms to create, copy,
read, and delete data items in the True File registry
126, as identified by a True File ID. This support may
be provided by an underlying operating system or disk

storage manager.

30 The following primitive mechanisms are
described:
1. Calculate True Name;
2. Assimilate Data Item;
21
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3. New True File; , .
4. Get True Name from Path;

5. Link Path to True Name;

6. Realize True File from Location;

5 7. Locate Remote File;
8. Make True File Local;
9. Create Scratch File;
10. Freeze Directory;
) 11. Expand Frozen Directory;
10 12. Delete True File;

) 13. Process Audit File Entry;
14. Begin Grooming;
15. Select For Removal; and
16. End Grooming.

15 1. Calculate True Name
A True Name is computed Aisinga function, MD,

which reduces a data block B ef arbitrary length to a
relatively small, fixed siz¢é identifier, the True Name of
the data block, such that the True Name of the data block
20 is virtually guaranteed to represent the data block B and
only data block B.
The function MD-must have the following
properties:
1. The/domain of the function MD is the set
25 of all data items. The range of the
funiction MD is the.set of True Names.
2. The function MD must take a data item of

arbitrary length and reduce it to an

integer value in the range 0 to N-1, where
30 N is the cardinality of the set of True

Names. That is, for an arbitrary length

data block B, 0 < MD(B) < N.

3. The results of MD(B) must be evenly and

randomly distributed over the range of N,

35 . in such a way that simple or regular
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changes to B are virtually guaranteed to -
produce a different value of MD(B).

4. It must be computationally difficult to
find a different value B’ such that
MD(B)=MD(B’) .

5. The function MD(B) must be efficiently

computed.

A family of functions with the above properties
are the so-called message digest functions, which are
used in digital security systems as techniques for
authentification of data.- These functions (or
algorithms) include MD4, MD5, and SHA.

In the presently preferred embodiments, either
MD5 or SHA is employed as the basis for the computation
of True Names. Whichever of these two message digest
functions is employed, that same function-must be
employed on a system-wide basis.

It is impossible to define “a\function having a
unique output for each possible input when the number of
elements in the range of the function is smaller than the
number of elements in,its domain< However, a crucial
observation is that(the<actual data items that will be
encountered in the operatidn of any system embodying this
invention form a ¥ery sparse subset of all the possible
inputs.

A colliding set of data items is defined as a
set wherein, for one or more pairs x and y in the set,
MD(x) = MD(y)./ Since a function conforming to the
requirements for MD must evenly and randomly distribute
its outputs, it is possible, by making the range of the
function large enough, to make the probability
arbitrarily small that actual inputs encountered in the
operation of an embodiment of this invention will form a
colliding set.

To roughly quantify the probability of a
collision, assume that there are no more than 2°° storage
deQices in the world, and that each storage device has an
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average of at mos£ 2% different data items. Then there
are at most 2°° data items in the world. If the outputs
of MD range between 0 and Zﬁa, it can be demonstrated
that the probability of a collision is approximately 1 in
2% petails on the derivation of these probability
values are found, for example, in P. Flajolet and A.M.
odlyzko, "Random Mapping Statistics," Lecture Notes in
Computer Science 434: Advances in Cryptology -- Eurocrypt
'89 Proceedings, Springer-Verlag, pp-. 329-354.

Note that for some less preferred embodiments
of the present invention, lower probabilities of
uniqueness may be acceptable, depending on the types of
applications and mechanisms used. ' In some embediments it
may also be useful to have more than one devel of True
Names, with some of the True Names having \different
degrees of uniqueness. If such a scheme is \implemented,
it is necessary to ensure that less unique Irue Names are
not propagated in the system:

While the inventién is \described herein using
only the True Name of a data\.item/as the identifier for
the data item, other preferred embodiments use tagged,
typed, categorized orvclassified data items and use a
combination of both the True Name and the tag, type,
category or class (of/the’data item as an identifier.
Examples of such categorizations are files, directories,
and segments; executable files and data files, and the
like. Examples)of classes are classes of objects in an
object-orienteéd system. In such a system, a lower degree
of True Name 'uniqueness is acceptable over the entire
universe of data items, as long as sufficient uniqueness
is provided per category of data items. This is because
the tags provide an additional level of uniqueness.

A mechanism for calculating a True Name given a
data item is now described, with reference to FIGURES
10(a) and 10(b).

A simple data item is a data item whose size is
less than a particular given size (which must be defined
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in each particular implementation of the invention). To
determine the True Name of a simple data item, with
reference to FIGURE 10(a), first compute the MD function
(described above) on the given simple data item (Step
S212). Then append to the resulting 128 bits, the byte
length modulo 32 of the data item (Step S214). The
resulting 160-bit value is the True Name of the simple

-

data item.

A compound data item is one whose size is
greater than the particular given size of a simple data
item. To determine the True Name of an arbitrary (simple
or compound) data item, with reference to FIGURE 10(b),
first determine if the data item is a simple or a
compound data item (Step S216). If the data item is a
simple data item, then compute its True Name in step S218
(using steps S212 and S214 described ‘above), otherwise
partition the data item into segménts\ (Step S220) and
assimilate each segment (Step S222)\ (the primitive
mechanism, Assimilate a Data Item, is described below),
computing the True Name of ‘the segment. Then create an
indirect block consisting of the computed segment True
Names (Step S224). ‘An indirect block is a data item
which consists of the ‘sequence of True Names of the
segments. Then, (in/step’S226, assimilate the indirect
block and compute its/True Name. Finally, replace the
final thirty-two (32) bits of the resulting True Name
(that is,  the length of the indirect block) by the length
modulo 32 of tHe compound data item (Step S228). The
result is thé True Name of the compound data item.

Note that the compound data item may be so
large that the indirgct block of segment True Names is
itself a compound data item. In this case the mechanism
is invoked recursively until only simple data items are
being processed. '

Both the use of segments and the attachment of
a length to the True Name are not strictly required in a

system using the present invention, but are currently
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considered desirable features in the preferred
embodiment.

2. Assimilate Data Iten
A mechanism for assimilating a data item

(scratch file or segment) into a file system, given the
scratch file ID of the data item, is now described with
reference to FIGURE 11. The purpose of this mechanism is
to add a given data item to the True File registry 126.
If the data item already exists in the True File registry
126, this will be discovered and used during this
process, and the duplicate will be eliminated.

Thereby.the system stores at most one copy of
any data item or file by content, even when multiple
names refer to the same content.

First, determine the True Name of \the data item
corresponding to the given scratch/ File ID using the
Calculate True Name primitive mechanism (Step S230).
Next, look for an entry for /the True Name in the True
File registry 126 (Step S232) and determine whether a
True Name entry, record 140, ‘exists in the True File
registry 126. If the éntry record includes a
corresponding True File ID or compressed File ID (Step
S237), delete the/file with the scratch File ID (Step
S238). Otherwise store the given True File ID in the
entry record- (step S5239).

If it)\is determined (in step S232) that no True
Name entry exists in the True File registry 126, then, in
Step S236, create a new entry in the True File registry
126 for this True Name. Set the True Name of the entry
to the calculated True Name, set the use count for the
new entry to one, store the given True File ID in the
entry and set the other fields of the entry as
appropriate.
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Because this procedure may take some time to
compute, it is intended to run in background after a file
has ceased to change. In the meantime, the file is
considered an unassimilated scratch file.

3. New True File
The New True File process is invoked when

processing the audit file 132, some time after a True
File has been assimilated (using the Assimilate Data Item
primitive mechanism). Given a local directory extensions
table entry record 138 in the local directory extensions
table 124, the New True File process can provide the
following steps (with reference to. FIGURE 12), depending
on how the local processor is configured:

First, in step S$238, examine the)\local
directory extensions table entry record 138 \to determine
whether the file is locked by a cache server,. If the
file is locked, then add the ID-of ‘the.cache server to
the dependent processor list of the True File registry
table 126, and then send a message to the cache server to
update the cache of the current-processor using the
Update Cache remote 'methanism (Step 242).

If desired; compréss the True File (Step S5246),
and, if desired, mirror the True File using the Mirror
True File background mechanism (Step S5248).

4. Get True Name from Path

The ‘True Name of a file can be used to identify
a file by corntents, to confirm that a file matches its
original contents, or to compare two files. The
mechanism to get a True Name given the pathname of a file
is now described with reference to FIGURE 13.

First, search the local directory extensions
table 124 for the entry record 138 with the given
pathname (Step S250). If the pathname is not found, this
process fails and no True Name corresponding to the given
pathname exists. Next, determine whether the local
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directory extensions table entry record 138 includes*a
True Name (Step S252), and if so, the mechanism’s task is

complete. Otherwise, determine whether the local
directory extensions table entry record 138 identifies a
directory (Step S254), and if so, freeze the directory
(Step S256) (the primitive mechanism Freeze Directory is
described below).

Otherwise, in step S258, assimilate the file
(using the Assimilate Data Item primitive mechanism)
defined by the File ID field to generate its True Name
and store its True Name in the local directory extensions
entry record. Then return the True Name identified by
the local directory extensions table 124.

5. Link Path to True Name

The mechanism to link a path to-a\True Name
provides a way of creating a new directory .entry record
identifying an existing, assimilated file. This basic
process may be used to copy, move, arnd rename files
without a need to copy their. contents. The mechanism to
link a path to a True (Name is now described with
reference to FIGURE \14.

First, if desired, confirm that the True Name
exists locally by/(searching for it in the True Name
registry or locdl directory extensions table 135 (Step
S260). Most-uses . of this mechanism will require this
form of wvalidation. Next, search for the path in the
local directory extensions table 135 (Step S262).
Confirm that'the directory containing the file named in
the path already exists (Step S264). If the named file
itself exists, delete the File using the Delete True File
operating system mechanism (see below) (Step S268).

Then, create an entry record in the local
directory extensions with the specified path (Step S$270)
and update the entry record and other data structures as
follows: fill in the True Name field of the entry with
the specified True Name; increment the use count for the
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True File registr§ entry record 140 of the corresponding *
True Name; note whether the entry is a directory by
reading the True File to see if it contains a tag (magic
number) indicating that it represents a frozen directory
(see also the description of the Freeze Directory
primitive mechanism regarding the tag); and compute and
set the other fields of the local directory extensions
appropriately. For instance, search the region table 128
to identify the region of the path, and set the time of
last access and time of last modification to the current

-

time.

6. Realize True File from Location

This mechanism is used to try ta make a local
copy of a True File, given its True Name and the name of
a source location (processor or media)\ that \may contain
the True File. This mechanism is rnow described with
reference to FIGURE 15.

First, in step S272, deterwine whether the
location specified is a processor. If it is determined
that the location specified is a-processor, then send a
Request True File message (using the Request True File
remote mechanism) to‘“the remote processor and wait for a
response (Step S274)).. If a negative response is received
or no response is réceived after a timeout period, this
mechanism fails:  If a positive response is received,
enter thé. True\File returned in the True File registry
126 (Step'S276). (If the file received was compressed,
enter the Trué File ID in the compressed File ID field.)

If, on the other hand, it is determined in step
S272 that the locatign specified is not a processor, '
then, if necessary, request the user or operator to mount
the indicated volume (Step S278). Then (Step S280) find
the indicated file on the given volume and assimilate the
file using the Assimilate Data Item primitive mechanism.
If the volume does not contain a True File registry 126,
search the media inventory to find the path of the file
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on the volume. If no such file can be found, this
mechanism fails.

At this point, whether or not the location is
determined (in step S272) to be a processor, if desired,

verify the True File (in step S282).

7. Locate Remote File

This mechanism allows a processor to locate a
file or data item from a remote source of True Files,
when a specific source is unknown or unavailable. A
client processor system mdy ask one of several or many
sources whether it can supply a data object with a given
True Name. The steps to perform this mechanism are as
follows (with reference to FIGURE 16).

The client processor 102 uses the source table
145 to select one or more source processors \(Step S284).
If no source processor can be found, the mechanism fails.
Next, the client processor 102 broadcasts to the selected
sources a request to locate the file with the given True
Name using the Locate True File remote mechanism (Step
8236). The request tolocate may be augmented by asking
to propagate this request to distant servers. The client
processor then waits for oné or more servers to respond
positively (Step S§288). “VAfter all servers respond
negatively, or after a timeout period with no positive
response, the mechanism repeats selection (Step S284) to
attempt‘to identify alternative sources. If any selected
source processor responds, its processor ID is the result
of this mechanism. Store the processor ID in the source
field of the True File registry entry record 140 of the
given True Name (Step S290).

If the source location of the True Name is a
different processor or medium than the destination (Step
S290a), perform the following steps:

(i) Look up the True File registry entry
record 140 for the corresponding True Name, and add the
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source location Iﬁ to the list of sources for the True
Name (Step S290b); and

(ii) If the source is a publishing systen,
determine the expiration date on the publishing system
for the True Name and add that to the list of sources.
If the source is not a publishing system, send a message
to reserve the True File on the source processor (Step
s290c) .

Source selection in step S284 may be based on
optimizations involving general availability of the
source, access time, bandwidth, and transmission cost,
and ignoring previously selected processors which did not
respond in step 5288.

8. Make True File Local

This mechanism is used when a True Name is
known and a locally accessible copy, of the corresponding
file or data item is required. This mechanism makes it
possible to actually read thé data\ in)a True File. The
mechanism takes a True Name\ and returns when there is a
local, accessible copy of the-Trué File in the True File
registry 126. This méchanism is described here with
reference to the flow/'chart of FIGURE 17.

First, Yook, in-the True File registry 126 for a
True File entry record /140 for the corresponding True
Name (Step S292)." If no such entry is found this
mechanism{fails. 'If there is already a True File ID for
the entry (Step/S294), this mechanism’s task is complete.
If there is a‘/compressed file ID for the entry (Step
S296), decompress the file corresponding to the file ID
(Sstep S298) and store the decompressed file ID in the
entry (Step S300). This mechanism is then complete.

If there is no True File ID for the entry (Step
S294) and there is no compressed file ID for the entry
(Step S296), then continue searching for the requested
file. At this time it may be necessary to notify the
usef that the system is searching for the requested file.
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If there are one or more source IDs, then
select an order in which to attempt to realize the source
ID (Step S304). The order may be based on optimizations
involving general availability of the source, access
time, bandwidth, and transmission cost. For each source
in the order chosen, realize the True File from the
source location (using the Realize True File from
Location primitive mechanism), until the True File is
realized (Step S306). If it is realized, continue with
step S294. If no known source can realize the True File,
use the Locate Remote File primitive mechanism to attempt
to find the True File (Step S308). If this succeeds,
realize the True File from the identified source location

and continue with step S296.

9. Create Scratch File

A scratch copy of a file is reguired when a
file is being created or is about to be modified. The
scratch copy is stored in the file system of the
underlying operating system.. The scratch copy is
eventually assimilated when the-audit file record entry
146 is processed by \the Process Audit File Entry
primitive mechanism.This Create Scratch File mechanism
requires a local directory extensions table entry record
138. When it succeééds, the local directory extensions
table entry record 138 contains the scratch file ID of a
scratch{file that“ is not contained in the True File
registry 126 and that may be modified. This mechanism is
now described with reference to FIGURE 18.

First determine whether the scratch file should
be a copy of the existing True File (Step S310). If so,
continue with step S312. Otherwise, determine whether
the local directory extensions table entry record 138
jdentifies an existing True File (Step S316), and if so,
delete the True File using the Delete True File primitive
mechanism (Step S318). Then create a new, empty scratch
file and store its scratch file ID in the local directory
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extensions table éntry record 138 (Step S$320). This
mechanism is then complete.

If the local directory extensions table entry
record 138 identifies a scratch file ID (Step S312), then
the entry already has a scratch file, so this mechanism
succeeds.

If the local directory extensions table entry
record 138 identifies a True File (S316), and there is no
True File ID for the True File (S312), then make the True
File local using the Make True File Local primitive
mechanism (Step S322). If there is still no True File
ID, this mechanism fails.

There is now a local True File for this file.
If the use count in the corresponding True File registry
entry record 140 is one (Step S326), save \the True File
ID in the scratch file ID of the local directory
extensions table entry record 138, and remove the True
File registry entry record 140 (Step S$328). (This step
makes the True File into a/scratch file.) This
mechanism’s task is complete.

Otherwise, if the usé count in the
corresponding True Filé registry entry record 140 is not
one (in step S326), cTopy the file with the given True
File ID to a new Scratch file, using the Read File 0S
mechanism and store /its file ID in the local directory
extensions table entry record 138 (Step S330), and reduce
the use/count for-the True File by one. If there is
insufficient space to make a copy, this mechanism fails.

10. Freeze Directory

This mechanism freezes a directory in order to
calculate its True Name. Since the True Name of a
directory is a function of the files within the
directory, they must not change during the computation of
the True Name of the directory. This mechanism requires
the pathname of a directory to freeze. This mechanism is
described with reference to FIGURE 19.
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In step S332, add one to the global freeze
lock. Then search the local directory extensions table
124 to find each subordinate data file and directory of
the given directory, and freeze each subordinate
directory found using the Freeze Directory primitive
mechanism (Step S334). Assimilate each unassimilated
data file in the directory using the Assimilate Data Item
primitive mechanism (Step S$336). Then create a data item
which begins with a tag or marker (a "magic number")
being a unique data item indicating that this data item
is a frozen directory (Step S337). Then list the file
name and True Name for each file in the current directory
(Step S338). Record any additional information required,
such as the type, time of last access and(modification,
and size (Step S340). Next, in step.S342,\'using the
Assimilate Data Item primitive mechanism, assimilate the
data item created in step S338. The resulting True Name
is the True Name of the frozen directory. Finally,
subtract one from the global freeze lock (Step S344).

11. Expand Frozen Directory

This mechanisém expands a frozen directory in a
given location. It reguires a given pathname into which
to expand the diréctory, ‘and the True Name of the
directory and is  described with reference to FIGURE 20.

First, . in step S346, make the True File with
the given True Name local using the Make True File Local
primitive mechanism. Then read each directory entry in
the local file created in step S346 (Step S348). For
each such directory entry, do the following:

Create a fyll pathname using the given pathnamé
and the file name of the entry (Step S$350); and

link the created path to the True Name (Step
5352) using the Link Path to True Name primitive

mechanism.
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12. Delete True File

This mechanism deletes a reference to a True
Name. The underlying True File is not removed from the
True File registry 126 unless there are no additional
references to the file. With reference to FIGURE 21,
this mechanism is performed as follows:

If the global freeze lock is on, wait until the
global freeze lock is turned off (Step S354). This
prevents deleting a True File while a directory which
might refer to it is being frozen. Next, find the True
File registry entry record 140 given the True Name (Step
S356). If the reference count field of the True File
registry 126 is greater than zero, subtract one from the
reference count field (Step S358). If it(\is determined
(in step S360) that the reference cgunt-field of the True
File registry entry record 140 is zero, and. if there are
no dependent systems listed in the//True Filé 'registry
entry record 140, then perform- the following steps:

(i) If the True|(File is)\a“simple data item,
then delete the True File, othervise,

~ (ii) (the True File is a compound data item)
for each True Name in the.data item, recursively delete
the True File corresponding to the True Name (Step S362).

(iii) Remove the file indicated by the True
File ID and compressed file ID from the True File
registry 126, and remove the True File registry entry
record 140 (Step S364).

13. Process Audit File Entry

This mechanism performs tasks which are
required to maintain_information in the local directory
extensions table 124 and True File registry 126, but
which can be delayed while the processor is busy doing
more time-critical tasks. Entries 142 in the audit file
132 should be processed at a background priority as long
as there are entries to be processed. With reference to
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FIGURE 22, the steps for processing an entry are as
follows:

Determine the operation in the entry 142
currently being processed (Step S365). If the operation
indicates that a file was created or written (Step S366),
then assimilate the file using the Assimilate Data Item
primitive mechanism (Step S368), use the New True File
primitive mechanism to do additional desired processing
(such as cache update, compression, and mirroring) (Step
S369), and record the newly computed True Name for the
file in the audit file record entry (Step S370).

Otherwise, if the entry being processed
indicates that a compound data item or directory was
copied (or deleted) (Step $376), then forneach component
True Name in the compound data item or directory, add (or
subtract) one to the use count of the True File registry
entry record 140 corresponding to /the component True Name
(Step S378).

In all cases, for/each'\parent directory of the
given file, update the size,\ time jof last access, and
time of last modificatiion, accerding to the operation in
the audit record (Step/S379).

Note that Yhe audit record is not removed after
processing, but is retained for some reasonable period so
that it may be usedvby the Synchronize Directory extended
mechanism to-allow a disconnected remote processor to

update its representation of the local system.

14. Bedin Grooming

This mechanism makes it possible to select a
set of files for remgval and determine the overall amount
of space to be recovered. With reference to FIGURE 23,
first verify that the global grooming lock is currently
unlocked (Step S382). Then set the global grooming lock,
set the total amount of space freed during grooming to
zero and empty the list of files selected for deletion
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(Step S384). For each True File in the True File
registry 126, set the delete count to zero (Step $386) .

15. Select For Removal

This grooming mechanism tentatively selects a
pathname to allow its corresponding True File to be
removed. With reference to FIGURE 24, first find the
local directory extensions table entry record 138
corresponding to the given pathname (Step S388). Then
find the True File registry entry record 140
corresponding to the True File name in the local
directory extensions table entry record 138 (Step S390).
Add one to the grooming delete count in the True File
registry entry record 140 and add the pathname to a list
of files selected for deletion (Step.S392)\., If the
grooming delete count of the True File registry entry
record 140 is equal to the use count of the/True File
registry entry record 140, and if ‘the there are no
entries in the dependency list of the True File registry
entry record 140, then add the size of the file indicated
by the True File ID and.or compressed file ID to the
total amount of space”freed during grooming (Step S394).

16. End Grooming

This/droaming mechanism ends the grooming phase
and removes all files selected for removal. With
reference to FIGURE 25, for each file in the list of
files selected for deletion, delete the file (Step S5396)
and then unlock the global grooming lock (Step S398).

e sms
The next of the mechanisms provided by the
present invention, operating system mechanisms, are now
described.
The following operating system mechanisms are
described:
1. Open File;
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2. Close File;
3. Read File;
4. Write File;

5. Delete File or Directory;

6. Copy File or Directory;

7. Move File or Directory;

8. Get File Status; and

9. Get Files in Directory.
1. Open File

A mechanism to open a file is described with
reference to FIGURE 26. This mechanism is given as input
a pathname and the type of access required for the file
(for example, read, write, read/write, create, etc.) and
produces either the File ID of the file to'\be opened or
an indication that no file should be opened. The local
directory extensions table record 138‘and region table
record 142 associated with the opened file are associated
with the open file for later use \in other processing
functions which refer to the . file/ such as read, write,
and close. .

First, detefmine whether or not the named file
exists locally by examining the local directory
extensions table (124/to determine whether there is an
entry corresponding.to the given pathname (Step S400) .

If it is/Qetermined that the file name does not exist
locally, ‘then,) using the access type, determine whether
or not the filé is being created by this opening process
(Step S402). If the file is not being created, prohibit
the open (Step S404). If the file is being created,
create a zero-length_scratch file using an entry in local
directory extensions table 124 and produce the scratch
file ID of this scratch file as the result (Step S5406).

If, on the other hand, it is determined in step
S400 that the file name does exist locally, then
determine the region in which the file is located by
searching the region table 128 to find the record 142
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with the longest region path which is a prefix of the
file pathname (Step S408). This record identifies the
region of the specified file.

Next, determine using the access type, whether
the file is being opened for writing or whether it is
being opened only for reading (Step S410). If the file
is being opened for reading only, then, if the file is a
scratch file (Step S419), return the scratch File ID of
the file (Step S424). Otherwise get the True Name from
the local directory extensions table 124 and make a local
version of the True File associated with the True Name
using the Make True File Local primitive mechanism, and
then return the True File ID associated with the True
Name (Step S420).

If the file is not being opened \for reading
only (Step S410), then, if it is determined by inspecting
the region table entry record 142 that the f£ile is in a
read-only directory (Step S416), then prohibit the
opening (Step S422).

If it is determined by /inspecting the region
table 128 that the file is in a cached region (Step
S423), then send a Lock Cache message to the
corresponding cache server;”  and wait for a return message
(Step S418). If the,return message says the file is
already locked, (prohibit the opening.

If the access type indicates that the file
being modified)\ is ‘being rewritten completely (Step S419),
so that the or¥ginal data will not be required, then
Delete the File using the Delete File OS mechanism (Step
S421) and perform step S406. Otherwise, make a scratch
copy of the file (Step S417) and produce the scratch file
ID of the scratch file as the result (Step S424).

2. Close File

This mechanism takes as input the local
directory extensions table entry record 138 of an open
file and the data maintained for the open file. To close
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a file, add an entry to the audit file indicating the
time and operation (create, read or write). The audit
file processing (using the Process Audit File Entry
primitive mechanism) will take care of assimilating the
file and thereby updating the other records.

3. Read File

To read a file, a program must provide the
offset and length of the data to be read, and the
location of a buffer into which to copy the data read.

The file to be read from is identified by an
open file descriptor which includes a File ID as computed
by the Open File operating system mechanism defined
above. The File ID may identify either a('scratch file or
a True File (or True File segment). (\If-the\ File ID
identifies a True File, it may be either a-simple or a
compound True File. Reading a file is. accomplished by
the following steps:

In the case where (the FileID identifies a
scratch file or a simple True File, use the read
capabilities of the underlying operating systen.

In the case“where the File ID identifies a
compound file, break-the read operation into one or more
read operations on( gomponent segments as follows:

A, Identify the segment(s) to be read by
dividing fthe specified file offset and length each by the
fixed size of a |segment (a system dependent parameter),
to determine the segment number and number of segments
that must be read.

B. For each segment number computed above, do
the following: -
i. Read the compound True File index

block to determine the True Name of the segment to be
read.
ii. Use the Realize True File from

Location primitive mechanism to make the True File
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Read File mechanism fails).

iii. Determine the File ID of the True
File specified by the True Name corresponding to this
segment.

iv. Use the Read File mechanism
(recursively) to read from this segment into the
corresponding location in the specified buffer.

4. Write File

File writing uses the file ID and data
management capabilities of the underlying operating
system. File access (Make File Local described above)

can be deferred until the first read or write.

5. Delete File or Directory

The process of deleting/a file; for a given
pathname, is described here with reference to FIGURE 27.

First, determine/the local’directory extensions
table entry record 138 and region /table entry record 142
for the file (Step S422). If the file has no local
directory extensions table entry record 138 or is locked
or is in a read-only regiorn, prohibit the deletion.

Identify the corresponding True File given the
True Name of thé file/being deleted using the True File
registry X26 - (Step S424). If the file has no True Name,
(Step S426) then delete the scratch copy of the file
based on its s&c¢ratch file ID in the local directory
extensions table 124 (Step S427), and continue with step
S428. ,

If the file has a True Name and the True File’s
use count is one (Step S429), then delete the True File
(Step S430), and continue with step S428.

If the file has a True Name and the True File’s
use count is greater than one, reduce its use count by
one (Step S431). Then proceed with step S428.
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In Step S428, delete the local directory
extensions table entry record, and add an entry to the
audit file 132 indicating the time and the operation
performed (delete).

6. Copy File or Directory
A mechanism is provided to copy a file or

directory given a source and destination processor and
pathname. The Copy File mechanism does not actually copy
the data in the file, only the True Name of the file.
This mechanism is performed as follows:

(A) Given the source path, get the True Name
from the path. If this step fails, the mechanism fails.

(B) Given the True Name and the destination
path, link the destination path to thedTrue Name.

(C) If the source and destination processors
have different True File registriegs, \find (or, if
necessary, create) an entry, for the True Name in the True
File registry table 126 of the destination processor.
Enter into the source ID field of /this new entry the
source processor identity.

(D) Add an’entry,. to the audit file 132
indicating the time and operation performed (copy)-

This mechanism addresses capability of the
system to avoid (copying data from a source location to a
destination location when the destination already has the
data. In‘addition, because of the ability to freeze a
directory, ‘this mechanism also addresses capability of
the system immediately to make a copy of any collection
of files, thereby to support an efficient version control

mechanisms for groups of files.

7. Move File or Directory
A mechanism is described which moves (or

renames) a file from a source path to a destination path.
The move operation, like the copy operation, requires no
actual transfer of data, and is performed as follows:
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(A) Copy the file from the source path to the
destination path.

(B) If the source path is different from the
destination path, delete the source path.

8. Get File Status

This mechanism takes a file pathname and
provides information about the pathname. First the local
directory extensions table entry record 138 corresponding
to the pathname given is found. If no such entry exists,
then this mechanism fails, otherwise, gather information
about the file and its corresponding True File from the
local directory extensions table 124. The information
can include any information shown in the data structures,
including the size, type, owner, True Name, sources, time
of last access, time of last modification, state (local
or not, assimilated or not, comprgssed or not), use

count, expiration date, and reservations.

9. t Files in Di to

This mechanism enumerates the files in a
directory. It is used (implicitly) whenever it is
necessary to determinhe whether a file exists (is present)
in a directory. (For,instance, it is implicitly used in
the Open File,(Delete//File, Copy File or Directory, and
Move File operating system mechanisms, because the files
operated‘on are réeferred to by pathnames containing
directory namés. The mechanism works as follows:

Thé local directory extensions table 124 is
searched for an entry 138 with the given directory
pathname. If no suck entry is found, or if the entry
found is not a'directory, then this mechanism fails.

If there is a corresponding True File field in
the local directory extensions table record, then it is
assumed that the True File represents a frozen directory.
The Expand Frozen Directory primitive mechanism is used
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in the local directory extensions table.

Finally, the local directory extensions table
124 is again searched, this time to find each directory
subordinate to the given directory. The names found are

provided as the result.

Remote Mechanisms
The remote mechanisms provided by the present

invention are now described. Recall that remote
mechanisms are used by the operating system in responding
to requests from other processors.’ These mechanisms
enable the capabilities of the present invention in a
peer-to-peer network mode of operatioen.

In a presently preferred embodiment, processors
communicate with each other using, @ remote procedure call
(RPC) style interface, running over one of any number of
communication protocols such as IPX/SPX or TCP/IP. Each
peer processor which provides access to its True File
registry 126 or file regions, or which depends on another
peer processor, provides.a number of mechanisms which can
be used by its peers-.

The following remote mechanisms are described:

1. Ljocate/True File;

2. Reserve True File;

3. Request True File;

4. Retire True File;
5. Cancel Reservation;
6. Acquire True File;
7. Lock Gache;

8. Update Cache; and

9. Check Expiration Date.
1. cate ue Fil

This mechanism allows a remote processor to

determine whether the local processor contains a copy of

44

(GOOG-1002
Page 353 of 582



10

15

20

25

30

35

a specific True File. The mechanism begins with a True
Name and a flag indicating whether to forward requests
for this file to other servers. This mechanism is now
described with reference to FIGURE 28.

First determine if the True File is available
locally or if there is some indication of where the True
File is located (for example, in the Source IDs field).
Look up the requested True Name in the True File registry
126 (Step S432).

If a True File registry entry record 140 is not
found for this True Name (Step S434), and the flag
indicates that the request is not to be forwarded (Step
S436), respond negatively (Step 5438). That is, respond
to the effect that the True File is not available.

One the other hand; if a Prue File registry
entry record 140 is not found (Step S434), and the flag
indicates that the request for this True\File is to be
forwarded (Step S436), then forward a request for this
True File to some other processors in the system (Step
S442). If the source table for the current processor
identifies one or more publishing servers which should
have a copy of this \True File, then forward the request
to each of those publishing’ servers (Step S436).

If a Trie File- registry entry record 140 is
found for the rlequired True File (Step S434), and if the
entry includes a True File ID or Compressed File ID (Step
S440), respond)positively (Step S444). If the entry
includes a True File ID then this provides the identity
or disk location of the actual physical representation of
the file or file segment required. If the entry include
a Compressed File ID, then a compressed version of the ‘
True File may be stored instead of, or in addition to, an
uncompressed version. This field provides the identity
of the actual representation of the compressed version of
the file.

If the True File registry entry record 140 is
found (Step S434) but does not include a True File ID
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(the File ID is absent if the actual file is not
currently present at the current location) (Step S440),
and if the True File registry entry record 140 includes
one or more source processors, and if the request can be
forwarded, then forward the request for this True File to

one or more of the source processors (Step S444).

2. Reserve True File

This mechanism allows a remote processor to
indicate that it depends on the local processor for
access to a specific True File. It takes a True Name as
input. This mechanism is described here.

() Find the True File registry entry record
140 associated with the given True File. (\If no entry
exists, reply negatively.

(B) If the True File registry entry record 140
does not include a True File ID or /compressed File ID,
and if the True File registry entry . record 140 includes
no source IDs for removable storage volumes, then this
processor does not have access to /a copy of the given
file. Reply negatively.

(C) Add the ID of the sending processor to the
list of dependent processors for the True File registry
entry record 140.(( Reply ‘positively, with an indication
of whether the/reservéed True File is on line or off line.

3. Reguest True File

This mechanism allows a remote processor to
request a copy of a True File from the local processor.
It requires a True Name and responds positively by
sending a True File back to the requesting processor.
The mechanism operates as follows:

(A) Find the True File registry entry record
140 associated with the given True Name. If there is no
such True File registry entry record 140, reply
negatively.
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(B) Make the True File local using the Make
True File Local primitive mechanism. If this mechanism
fails, the Request True File mechénism also fails.

(C) Send the local True File in either it is
uncompressed or compressed form to the requesting remote
processor. Note that if the True File is 'a compound
file, the components are not sent.

(D) If the remote file is listed in the
dependent process list of the True File registry entry
record 140, remove it.

4. Retire True File

This mechanism allows a remote processor to
indicate that it no longer plans to maintain a copy of a
given True File. An alternate source of('the True File
can be specified, if, for instancej the True File is
being moved from one server to another. It\begins with a
True Name, a requesting processor/ID, and am optional
alternate source. This mechanism operates as follows:

(A) Find a True/Name \entry in the True File
registry 126. If there is ‘no entry for this True Name,
this mechanism’s task is complete.

(B) Find{(the\requesting processor on the
source list and, if“ it is there, remove it.

(C) I an.alternate source is provided, add it
to the source list/ £or¥ the True File registry entry
record 140.

(D) \ If the source list of the True File
registry ‘entry record 140 has no items in it, use the
Locate Remote File primitive mechanism to search for
another copy of the file. If it fails, raise a serious
error. -

-

5. Cancel Reservatijon

This mechanism allows a remote processor to
indicate that it no longer requires access to a True File
stored on the local processor. It begins with a True
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Name and a requesting processor ID and proceeds as
follows:

(A) Find the True Name entry in the True File
registry 126. If there is no entry for this True Name,
this mechanism’s task is complete.

(B) Remove the identity of the requesting
processor from the list of dependent processors, if it
appears.

(C) If the list of dependent processors
becomes zero and the use count is also zero, delete the

True File.

6. Acquire True File

This mechanism allows a remote processor to
insist that a local processor make a copy of a specified
True File. It is used, for example; when\ a cache client
wants to write through a new version“of a file. The
Acquire True File mechanism begins with. a data item and
an optional True Name for the-data item and proceeds as
follows:

(A) Confirm that the/requesting processor has
the right to require/the local processor to acquire data
items. If not, send a hegative reply.

{B) Make a“local copy of the data item
transmitted by the/remote processor.

(C) ( Assimilate the data item into the True
File registry of the local processor.

(D) If a True Name was provided with the file,
the True Name/ calculation can be avoided, or the
mechanism can verify that the file received matches the
True Name sent. .

(E) Add an entry in the dependent processor
list of the true file registry record indicating that the
requesting processor depends on this copy of the given
True File.

(F) Send a positive reply.
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7. Lock Cache

This mechanism allows a remote cache client to
lock a local file so that local users or other cache
clients cannot change it while the remote processor is
using it. The mechanism begins with a pathname and
proceeds as follows:

(A) Find the local directory extensions table
entry record 138 of the specified pathname. If no such
entry exists, reply negatively.

(B) If an local directory extensions table
entry record 138 exists and is already locked, reply
negatively that the file is already locked.

(C) If an local directory extensions table
entry record 138 exists and is not locked, lock the
entry. Reply positively. ’

8. date Cache
This mechanism allows & remcote cache client to
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