Petitioner Vonage Holdings Corp. et al. - Exhibit 1006 - Page 001



Petitioner Vonage Holdings Corp. et al. - Exhibit 1006 - Page 002



Petitioner Vonage Holdings Corp. et al. - Exhibit 1006 - Page 003



Petitioner Vonage Holdings Corp. et al. - Exhibit 1006 - Page 004



Contents

Welcome

Chapter1  Overview of Microsoft TCP/IP for Windows NT
Chapter 2 Installing and Configuring Microsoft TCP/IP and SNMP
Chapter 3 Networking Concepts for TCP/IP

Transmission Control Protocol and Internet Protocol
User Datagram Protocol
Address Resolution Protocol and Internet Control Message Protocol

I AQaresses
Network ID and Host ID
Subnet Masks
Routing and IP Gateways
Dynamic Host Configuration Protocol

NeBILS over 1 UF/IF and IName KesoIutdarn
B-Node
P-Node
MNode
HNode

BNode with LMHOSTS and Combinations
Windows Intemet Name Service and Broadcast Name Resolution
WINS in a Routed Environment
WINS Name Registration
WINS Name Release
WINS Name Renewal
IP Addressing for RAS
Name Resolution with Host Files
Domain Name System Addressing

Chapter 4 Installing and Configuring DHCP Servers
Chapter 5 Installing and Configuring WINS Servers
Chapter 6 Setting Up LMHOSTS

Chapter 7  Using-the Microsoft FTP Server Service

Chapter 8  Using Performance Monitor with TCP/IP Services
Chapter 9 Internetwork Printing with TCP/IP

Chapter 10 Troubleshooting TCP/IP

Chapter 11 Utilities Reference

Appendix A MIB Object Types for Windows NT
Appendix B Windows Sockets Applications

Petitioner Vonage Holdings Corp. et al. - Exhibit 1006 - Page 005



Petitioner Vonage Holdings Corp. et al. - Exhibit 1006 - Page 006



Contents
Welcome
Chapter 1
Chapter 2
Chapter 3
Chapter 4

rerview of Microsoft TCP/IP for Windows NT
Installing and Configuring Microsoft TCP/IP and SNMP
Networking Concepts for TCP/IP
Installing and Configuring DHCP Servers

wledung stopes
Changing Scope Properties
Removing a Scope

Assigning ok wonnguration Options
Creating New DHCP Options

Changing DHCP Option Values

Defining Options for Reservations

Predefined DHCP Client Configuration Options

wvianaging wnent Leases
Managing Client Reservations

REesIOoNnng INe UHLF vatanase
Backing up the DHCP Database onto Another Computer

RegISITy Farameters UHuF Servers
Registry Parameters for DHCP Clients

GUKIRINES TOT IMignaging urur Aaaressing Policy
Dynamic Allocation of |{P Addresses
Manual Allocation of IP Addresses
Guidelines for Lease Options
Guidelines for Partitioning the Address Pool
Guidelines for Avoiding DNS Naming Conflicts
Using DHCP with Diskless Workstations

rnnny @ sinan-scae suaegy for DHCP Servers
Planning a Large-Scale Strategy for DHCP Servers

Chapter 5
Chapter 6
Chapter 7
Chapter 8
Chapter 9
Chapter 10
Chapter 11

Petitioner Vonage Holdings Corp. et al. - Exhibit 1006 - Page 007

Installing and Configuring WINS Servers

Setting Up LMHOSTS

Using the Microsoft FTP Server Service

Using Performance Monitor with TCP/IP Services
Internetwork Printing with TCP/IP
Troubleshooting TCP/IP

Utilities Reference



Appendix A MIB Object Types for Windows NT
Appendix B Windows Sockets Applications

Petitioner Vonage Holdings Corp. et al. - Exhibit 1006 - Page 008



Contents
Welcome
Chapter 1
Chapter 2
Chapter 3
Chapter 4
Chapter 5

Overview of Microsoft TCP/IP for Windows NT
Installing and Configuring Microsoft TCP/IP and SNMP
Networking Concepts for TCP/IP

Installing and Configuring DHCP Servers

Installing and Configuring WINS Servers

LONNIGUIING vWIND Servers

Configuring Replication Partners
Configuring Replication Partner Properties
Triggering Replication Between Partners

AUUINY DEUG MEpPINgs
Editing Static Mappings
Filtering the Range of Mappings
Managing Special Names
Nommal Group Names
Multihomed Names
Internet Group Names
How WINS Handles Special Names

Slavenygiy e Udidodse
Viewing the WINS Database
Backing Up the Database

BasIC VVIND | roupieshooting

Restoring or Moving the WINS Database
Resforing a WINS Database
Restarting and Rebuilding a4 Down WINS Server
Moving the WINS Database

Megisiry Farametiers 10r VVIND Servers

Registry Parameters for Replication Partners
Parameters for Push Partners
Parameters for Pull Partners

Flganning Tor Server Ferormance
Planning Replication Partners and Proxies
Planning Replication Frequency Between Hubs

Chapter 6
Chapter 7
Chapter 8
Chapter 9

Petitioner Vonage Holdings Corp. et al. - Exhibit 1006 - Page 009

Setting Up LMHOSTS

Using the Microsoft FTP Server Service

Using Performance Monitor with TCP/IP Services
Internetwork Printing with TCP/IP



Chapter 10 Troubleshooting TCP/IP

Chapter 11 Utilities Reference

Appendix A MIB Object Types for Windows NT
Appendix B Windows Sockets Applications

Petitioner Vonage Holdings Corp. et al. - Exhibit 1006 - Page 010



Petitioner Vonage Holdings Corp. et al. - Exhibit 1006 - Page 011



Petitioner Vonage Holdings Corp. et al. - Exhibit 1006 - Page 012



Petitioner Vonage Holdings Corp. et al. - Exhibit 1006 - Page 013



Petitioner Vonage Holdings Corp. et al. - Exhibit 1006 - Page 014



Petitioner Vonage Holdings Corp. et al. - Exhibit 1006 - Page 015



Contents

Welcome

Chapter 1  Overview of Microsoft TCP/IP for Windows NT
Chapter 2 Installing and Configuring Microsoft TCP/IP and SNMP
Chapter 3  Networking Concepts for TCP/IP

Chapter 4 Installing and Configuring DHCP Servers
Chapter 5 Installing and Configuring WINS Servers
Chapter 6 Setting Up LMHOSTS

Chapter 7 Using the Microsoft FTP Server Service

Chapter 8 Using Performance Monitor with TCP/IP Services
Chapter 9 Internetwork Printing with TCP/IP

Chapter 10 Troubleshooting TCP/IP

Chapter 11 Utilities Reference

Appendix A MIB Object Types for Windows NT
Appendix B Windows Sockets Applications

Petitioner Vonage Holdings Corp. et al. - Exhibit 1006 - Page 016



Petitioner Vonage Holdings Corp. et al. - Exhibit 1006 - Page 017



Petitioner Vonage Holdings Corp. et al. - Exhibit 1006 - Page 018



Contents
Welcome
Chapter 1
Chapter 2
Chapter 3
Chapter 4
Chapter 5
Chapter 6
Chapter 7
Chapter 8
Chapter 9
Chapter 10
Chapter 11

Overview of Microsoft TCP/IP for Windows NT
Installing and Configuring Microsoft TCP/IP and SNMP
Networking Concepts for TCP/IP

Installing and Configuring DHCP Servers
Installing and Configuring WINS Servers

Setting Up LMHOSTS

Using the Microsoft FTP Server Service

Using Performance Monitor with TCP/IP Services
internetwork Printing with TCP/IP
Troubleshooting TCP/IP

Utilities Reference

Appendix A MIB Object Types for Windows NT
Appendix B Windows Sockets Applications

Vendors

Internet Sources for Applications

Petitioner Vonage Holdings Corp. et al. - Exhibit 1006 - Page 019




Welcome

Welcome to Microsofte TCP/IP for Windows NT ™.

Transmission Control Protocol/Internet Protocol (TCP/IP) is a networking protocol that provides
communication across interconnected networks. This manual, Microsoft Windows NT Server
TCF/IP, describes how to install, configure, and troubleshecot Microsoft TCP/IP on a computer
running the Microsoft Windows NT Workstation or Windows NT Server operating system. It also
provides a reference for the TCP/IP utilities and information about how to install and use the other
TCP/IP services such as the File Transfer Protocol (FTP) Server service, TCP/IP printing, and
Simple Network Management Protocol (SNMP), plus the software to support new dynamic
configuration and name resolution services.

This manual assumes that you are familiar with the Microsoft Windows NT operating system. If
you are not familiar with this product, refer to your Microsoft Windows NT documentation set.

This introduction provides the following basic information:
VWhat's new in this release
How to use this manual
Decument conventions
Finding more information
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What's New in This Release?

In this new version of Windows NT, TCP/IP capabilities have been expanded to include automatic
TCP/IP configuration and powerful name resolution capabilities through the addition of new
protocols and supporting administrative tools. New TCP/iP utilities plus the addition of
performance counters for TCP/IP and related services will also help make administrative tasks
easier. New elements include the following:

Enhanced speed and performance
Dynamic Host Configuration Protocol (DHCP)

Microsoft TCP/IP supports automatic TCP/IP configuration through the new DHCP service.
When DHCP servers are installed on the network, users can take advantage of dynamic [P
address allocation and management.

Windows Internet Name Service (WINS)

Microsoft TCP/IP provides a powerful, new name resolution service for easy, centralized
management cf computer name-to-IP address resolution in medium and large internetworks.

New TCP/IP utilities and commands

This version includes a new Windows-based Telnet accessory for connecting to remote
systems. The utilities provided with Microsoft TCP/IP have been expanded to include ipconfig
for displaying current TCP/IP network configuration values, tracert for determining the route
taken to a destinaticn, Ipq for showing print queue status for TCP/IP printing, and lpr for
printing a file in TCP/IP printing.

Performance counters

You can use Performance Monitor to track performance of the IP protocols, FTP Server
service traffic, and WINS servers. You can also use SNMP to monitor and manage WINS and
DHCP servers.

Multiple default gateways

You can configure multiple default gateways for Windows NT computers. This ensures
maximum reliability in networks that offer redundant routes.

TCP/P printing
With TCP/IP printing installed on a single Windows NT computer on the network, other

Windows networking computers can print to a direct-connect TCF/IP printer or a
UNIXe-connected printer, without any special client software.
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How to Use This Manual

This manual contains the following chapters and appendix:

Chapter 1, "Overview of Microsoft TCP/IP for Windows NT"
Describes the elements that make up Microsoft TCP/IP and provides an overview of how you
can use Microsoft TCP/IP to support various networking solutions.
Chapter 2, "Installing and Configuring Microsoft TCP/IP and SNMP"
Describes the process for installing and configuring Microsoft TCP/IP, SNMP, and Remote
Access Service (RAS) with TCP/IP on a computer running Windows NT.
Chapter 3, "Networking Concepts for TCP/IP"
Presents key TCP/IP networking concepts for network administrators interested in a technical
discussion of the elements that make up Microsoft TCP/IP.
Chapter 4, "Installing and Cenfiguring DHCP Servers”
Presents the procedures and strategies for setting up servers to support the Dynamic Host
Configuration Protocol for Windows networks.
Chapter 5, "Installing and Configuring WINS Servers”
Presents the procedures and strategies for setting up Windows Internet Name Service servers.
Chapter 6, "Setting Up LMHOSTS"
Provides guideiines and tips for using LMHOSTS files for name resociution on networks.
Chapter 7, "Using the Microsoft FTP Server Service"
Describes how to install, configure, and administer the Microsoft FTP Server service.
Chapter 8, "Using Performance Monitor with TCP/IP Services"
Describes how to use the performance counters for TCP/IP, FTP Server service, DHCP
servers, and WINS servers.
Chapter 9, "Internetwork Printing and TCP/IP"
Describes how to install TCP/IP printing and create TCP/IP printers on Windows NT
computers with Microsoft TCP/IP.
Chapter 10, "Troubleshooting TCP/IP"
Describes how to troubleshoot IP connections and use the diagnostic utilities to get
information that will help sclve networking probiems.
Chapter 11, "Utilities Reference"”
Describes the TCP/IP utilities and provides syntax and notes.
Appendix A, "LAN Manager MIB Il for Windows NT QObjects"
Describes the LAN Manager MIB || objects provided when you install SNMP with Windows NT.
Appendix B, "Windows Sockets Application Vendors"
Lists third-party vendors who have created software based on the Windows Sockets standard
to provide utilities and applications that run in heterogeneous networks that use TCP/IP. This
appendix also lists Internet sources for public-domain software based on Windows Sockets.

The Glossary provides definitions of TCP/iP and networking technical terms used in this manual.

You can get online Help by pressing F1 in all dialcg boxes for installing and configuring TCP/IP and
related components. You can also get online Help about the Microsoft TCP/IP networking
solutions and for the TCP/IP utilities.

To get help on Microsoft TCP/IP networking solutions

In File Manager, double-click TCPIP.HLP in \systermroof\SYSTEM32 (this could be
CAWINNT35\SYSTEM32, or wherever you installed the Windows NT system files).

To get help on TCP/IP utilities
At the command prompt, type a TCP/IP command name followed by the -? switch. For
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example, type ping -? and press Enter to get help on the ping command.

Or

1.In the Program Manager Main group, double-click the Windows NT Help icon.
2.In the Windows NT Help window, click the Command Reference Help button.
3.In the Commands window, click a command name.

Or

In the Command Reference window, choose the Search buiton, and then type a command
name in the box or select a command name from the list.
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Documentation Conventions

This manual uses several type styles and special characters, described in the following list:

Convention Use

bold Represents commands, command options, and file entries.
Type bold words exactly as they appear (for example, net
use).

italic Introduces new terms and represents variables. For example,

the variable computer name indicates that you type the name
of a workstation or a server.

ALL Represents filtenames and paths. (You can, however, type
UPPERCASE  such entries in uppercase or lowercase letters, or a
combination of the two.)

SMALL CAPITALS  Represents keyboard names (for example, CTRL, ENTER, and
F2).

[brackets] Encloses optional items in syntax statements. For example, |
password] indicates that you can choose to type a passwerd
with the command. Type only the information within the
brackeis, not the brackets themselves.

...{ellipsis}) Indicates a command element may be repeated.
Indicates a procedure.

Windows NT Refers to operating system and networking functionality that
is available in both Windows NT Server and Windows NT
Workstation.

WVINNT or Refers to the Windows NT system free. This can be \WINNT,

\systermroot WVINNT35, \WINDOWS, or whatever other directory name
you specified when installing Windows NT.
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Finding More Information

In addition to the standard ways for receiving technical support from Microsoft (as described in the
Windows NT Server Installation Guide), you can get support for Windows NT via the internet.

Your computer must be connected to the Internet to take advantage of this service.

To get Windows NT support via the Internet
Start ftp and connect to ftp.microsoft.com

This support service uses anonymous FTP under Windows NT to provide documentation, utilities,
updated drivers, and other information for many Microsoft systems products.

For a more technical discussion of the topics mentioned in this manual, refer to the following texts
and articles:

Allard, J. "DHCP-TCP/IP
Network Configuration Made
Easy," ConneXions, Volume 7,
No. 8, August 1993,

Allard, J., K. Mcore, and D.
Treadwell. "Plug intc Serious
Network Programming with the
Windows Sockets APL"
Microsoft Systems Journal,
July: 35 40, 1993.

Ceomer, D. Infernetworking with
TCFP/IP Volume 1: Principles,
Protocols, and Architecture.
Second edition. Englewood
Cliffs, NJ: Prentice Hall, 1991.

Comer, D. and D. Stevens.
Internetworking with TCP/IP
Volume II: Design,
implementation, and Infernals.
Englewcod Cliffs, NJ: Prentice
Hall, 1991.

Comer, D. and D. Stevens.
Internetworking with TCP/IP
Volume fil: Client-Server
Programming and Applications.
Englewood Cliffs, NJ: Prentice
Hall, 1991.

Hall, M., et al. Windows
Sockets: An Open interface for
Network Programming Under
Microsoft Windows, Version
1.1, Revision A, 1993.

Krol, E. The Whole Internet
User's Guide and Catalog.
Sebastopol, CA: O'Reilly and
Associates, 1992.
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Rose, M.T. The Simple Book.
Englewood CIiffs, NJ: Prentice
Hall, 1991.
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Overview of Microsoft TCP/IP for
Windows NT

Transmissicn Centrol Protocol/Internet Protocol (TCP/IP) is a networking pretocol that provides
communication across interconnected nefworks made up of computers with diverse hardware
architectures and various operating systems. TCP/IP can be used to communicate with
Windows NT systems, with devices that use other Microsoft networking products, and with
non-Microsoft systems, such as UNIX.

This chapter introduces Microsoft TCP/IP for Windows NT. The topics in this chapter include the
following:

What is TCP/IP for Windows NT?
What does Microsoft TCP/IP include?
Windows NT solutions in TCP/IP internetworks

For more detailed information on TCP/IP and its integration with Microsoft Windows NT and other
networking products, see Chapter 3, "Networking Concepts for TCP/IP."
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What Is TCP/IP for Windows NT?

The TCP/IP protocal family is a standard set of networking protocols, or rules, that govern how
data is passed between computers on a network. TCP/IP is used to connect the Internet, the
worldwide internetwork connecting over two million universities, research labs, U.S. defense
installations, and corporations. (By convention, "Internet” is capitalized when referring to the
worldwide internetwork.) These same protocols can be used in private internetworks that connect
several local area networks.

Microsoft TCP/IP for Windows NT enabies enterprise networking and connectivity on Windows NT
computers. Adding TCP/IP to a Windows NT configuration offers the following advantages:

A standard, routable enterprise networking protocol that is the most complete and accepted
protocol available. All modern operating systems offer TCP/IP support, and most large
networks rely on TCP/IP for much of their network traffic.

A technology for connecting dissimilar systems. Many standard connectivity utilities are
available to access and transfer data between dissimilar systems, including File Transfer
Protocol {FTP) and Terminal Emufation Protocol (Telnet}. Several of these standard utilities
are included with Windows NT.

A robust, scalable, cross-platform client-server framework. Microsoft TCP/IP supports the
Windows Sockets 1.1 interface, which is ideal for developing client-server applications that
can run with Windows Sockets-compliant stacks from other vendors. Many public-domain
Internet tools are also written to the Windows Sockets standard. Windows Sockets
applications can also take advantage of other networking protocols such as Microsoft
NWLink, the Microsoft implementation of the IPX/SPX protocols used in Novelle NetWaree
networks.

The enabling technology necessary to connect Windows NT to the global Internet. TCP/IP,
Point to Point Protocol {(PPP), and Windows Sockets 1.1 provide the foundation needed to
connect and use Internet services.
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What Does Microsoft TCP/IP Include?

Microsoft TCP/IP provides all the elements necessary to implement these protocols for
networking. Microsoft TCP/IP includes the following:

Core TCP/IP protocols, including the Transmission Control Protocol (TCP), Internet Protocol
(IP), User Datagram Protocol (UDP), Address Resolution Protocol (ARP), and Internet Control
Message Protocol (ICMP}. This suite of Internet protocols provides a set of standards for how
computers communicate and how networks are interconnected. Support is also provided for
PPP and Serial-Line IP (SLIP), which are protocols used for dial-up access to TCP/IP
networks, including the Internet.

Support for application interfaces, including Windows Sockets 1.1 for network programming,
remote procedure call (RPC) for communicating between systems, NetBICS for establishing
logical names and sessions on the network, and network dynamic data exchange (Network
DDE) for sharing information embedded in documents across the network.

Basic TCP/IP connectivity utilities, including finger, ftp, Ipr, rcp, rexec, rsh, telnet, and tftp.
These utilities allow Windows NT users to interact with and use rescurces on non-Microsoft
hosts, such as UNIX workstations.

TCP/IP diagnostic tools, including arp, hostname, ipconfig, Ipq, nbtstat, netstat, ping,
route, and tracert. These utilities can be used to detect and resolve TCP/AP networking
problems.

Services and related administrative tools, including the FTP Server service for transferring files
between remote computers, Windows Internet Name Service (WINS) for dynamically
registering and querying computer names on an internetwork, Dynamic Host Configuration
Protocol (DHCP) service for automatically configuring TCP/IP on Windows NT computers, and
TCP/IP printing for accessing printers connected to a UNIX computer or connected directly to
the network via TCP/IP.

Simple Network Management Protocol (SNMP) agent. This component allows a Windows NT
computer to be administered remotely using management tools such as Sune Net Manager or
HPe Cpen View. SNMP can also be use to monitor and manage DHCP servers and WINS
servers.

The client software for simple network protocols, including Character Generator, Daytime,
Discard, Echo, and Quote of the Day. These protocols aliow a Windows NT computer to
respond to requests from other systems that support these protocols. When these protocols
are installed, a sample QUOTES files is also installed in the \systemroof\
SYSTEM32\DRIVERS\ETC directory.

Path MTU Discovery, which provides the ability to determine the datagram size for all routers
between Windows NT computers and any other systems on the WAN. Microsoft TCP/IP also
supports the Internet Gateway Multicast Protocol (IGMP), which is used by new workgroup
software products.
The following diagram shows the elements of Microsoft TCP/IP alongside the variety of additional
applications and connectivity utilities provided by Microsoft and other developers.
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1157 Simple Network Management Protocol (SNMP)

1179 Line Printer Daemon Protocol

1188 IP over FDDI

1191 Path MTU Discovery

1201 IP over ARCNET

1231 IEEE 802.5 Token Ring MIB (MIB-I1}

1332 PPP Internet Protocol Control Protecol (IPCP)

1334 PPP Authentication Protocols

1533 DHCP Options and BOOTP Vendor Extensions

1534 Iinteroperation Between DHCP and BOOTP

1541 Dynamic Host Configuration Protocol (DHCP)

1642 Clarifications and Extensions for the Bootstrap Protocol
1547 Requirements for Point to Point Protocol (PPP)

1548 Point to Paint Protoecol (PPP)

1549 PPP in High-level Data Link Control (HDLC) Framing
1552 PPP Internetwork Packet Exchange Control Protocol (IPXCP)
1553 IPX Header Compression

1570 Link Control Protocol (LCF) Extensions

Draft RFCs NetBIOS Frame Control Protocol (NBFCP); PPP over ISDN; PPP
over X.25; Compression Control Protocol

All RFCs can be found cn the Internet via ds.internic.net.

In this version of Windows NT, Microsoft TCP/IP does not include a complete suite of TCP/IP
connectivity utilities, Network File System (NFS3) support, or some TCF/IP server services
(daemons} such as routed and telnetd. Many such applications and utilities that are available in
the public domain or from third-party vendors work with Microsoft TCP/IP.

ror windows for Workgroups computers and MS-DOSbased computers on a Microsoft network,
you can install the new version of Microsoft TCP/IP-32 for Windows for Workgroups and the
Microsoft Network Client version 2.0 for MS-DOS from the Windows NT Server 3.5 compact disc.
This software includes the DHCP and WINS clients and other elements of the new Microsoft
TCP/IP software. For information about installing these clients, see Chapter 9, "Network Client
Administrator,” in the Windows NT Server Installation Guide.
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Windows NT Solutions in TCP/IP Internetworks

When TCP/IP is used as a transport protocot with Windows NT, Windows NT computers can
communicate with other kinds of systems without additional networking scftware. Microscft
TCP/IP in combination with other parts of Windows NT provides a scalable solution for enterprise
networks that include a mix of system types and software en many platforms.

This section summarizes how TCP/IP works with Windows NT to provide enterprise networking
solutions. For information about how the elements discussed in this section fit within the
networking architecture, see "TCP/IP and Windows NT Networking” in Chapter 3, "Networking
Concepts for TCP/IP."
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Windows NT Solutions in TCP/IP Internetworks
Using TCP/IP with Third-Party Software

TCP/IP is a common denominator for heterogeneous networking, and Windows Sockets is a
standard used by application developers. Together they provide a framework for cross-platform
client-server development. TCP/IP-aware applications from vendors that comply with the Windows
Sockets standards can run over virtually any TCP/IP implementation.

The Windows Sockets standard ensures compatibility with Windows-based TCP/IP utilities
developed by more than 30 vendors. This includes third-party applications for the X Window
System, sophisticated terminal emulation software, NFS, electronic mail packages, and more.
Because Windows NT offers compatibility with 16-bit Windows Sockets, applications created for
Windows 3.x Windows Sockets will run over Windows NT without medification or recompilation.

For example, third-party applications for X Window provide strong connectivity solutions by means
of X Window servers, database servers, and terminal emulation. With such applications, a
Windows NT computer can work as an X Window server platform while retaining compatibility with
applications created for Windows NT, Windows 3.1, and MS-DOS on the same system. Other
third-party software includes X Window client libraries for Windows NT, which allow developers to
write X Window client applications on Windows NT that can be run and displayed remotely on X
Window server systems.

The Windows Sockets AP! is a networking APl used by programmers creating applications for
both the Microsoft Windows NT and Windows operating systems. Windows Sockets is an open
standard that is part of the Microsoft Windows Open System Architecture (WOSA) initiative. Itis a
public specification based on Berkeley UNIX sockets, which means that UNIX applications can be
quickly ported to Microsoft Windows and Windows NT. Windows Sockets provides a single
standard programming interface supported by all the major vendors implementing TCP/IP for
Windows systems.

The Windows NT TCP/IP utilities use Windows Sockets, as do 32-bit TCP/IP applications
developed by third parties. Windows NT also uses the Windows Sockets interface to support
Services for Macintosh and IPX/SPX in NWLink. Under Windows NT, 16-bit Windows-based
applications created under the Windows Sockets standard will run without modification or
recompilation. Most TCP/IP users will use programs that comply with the Windows Scckets
standard, such as ftp or telnet or third-party applications.

The Windows Sockets standard allows a developer to create an application with a single common
interface and a single executable that can run over many cof the TCP/IP implementations provided
by vendors. The goals for Windows Sockets are the following:
Provide a familiar networking AP| to programmers using Windows NT, Windows for
Workgroups, or UNIX
Offer binary compatibility between vendors for heterogeneous Windows-based TCP/IP stacks
and utilities
Support both connection-oriented and connectioniess protocols
Typical Windows Sockets applications include graphic connectivity utilities, terminal emulation

software, Simple Mail Transfer Protecol (SMTP) and electronic mail clients, network printing
utilities, SQL client applications, and corporate client-server applications.

if you are interested in developing a Windows Sockets application, specifications for Windows
Sockets are available on the Internet from ftp.microsoft.com, cn CompuServes in the MSL fibrary,
and in the Microsoft Win32e Software Developers Kit.

To get a copy of the Windows Sockets specification via anonymous FTP
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1. Make sure you have write permission in your current working directory.
2. Start ftp and connect to ftp.microsoft.com (or 198.105.232.1).

3. Log on as anonymous.

4. Type your electronic mail address for the password.

5. Type cd \advsysiwinsockispec11 and press ENTER.

6. Use the dir command to see the list of available file types. If you want binary data such as in
the Microsoft Word version, type bin and press ENTER.

7. Determine the file with the format you want [for example, ASCIH { TXT), PostScripte (.PS), or
Microsoft Word (.DOC)], and then type get winsock.ext where ext is the format that you
want, such as winsock.doc for the Microsoft Word version.

To get a copy of the Windows Sockets specification from CompuServe
1. Type go msl and press ENTER.
2. Browse using the keywords windows sockets.

3. Chocse the file with the format you want [ASCII (. TXT), PostScript {.PS), or Microsoft Word for
Windows (.DOC))], and then type get winsock.ext.

There is also an electronic mailing list designed for discussion of Windows Sockets programming.

To subscribe to the Windows Sockets mailing list

Send electronic mail to listserv@sunsite.unc.edu with a message body that contains
subscribe winsock user's-emaifl-address.

You can use the same procedure to subscribe to two mailing lists called winsock-hackers
and winsock-users.
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Installing and Configuring Microsoft
TCP/IP and SNMP

This chapter explains how to install TCP/IP and the SNMP service for Windows NT and how to
configure the protocols on your computer.

The TCP/IP protocol family can be installed as part of Custom Setup when you install Windows
NT, following the steps described in this chapter. Also, if you upgrade to a new version of
Windows NT, Setup automatically installs the new TCF/IP protocol and preserves your previous
TCP/IP settings. This chapter assumes that Windows NT has been successfully installed on your
computer but TCP/IP has not been installed.

The following topics appear in this chapter:
Before installing Microsoft TCP/IP
Installing TCP/IP
Configuring TCP/P
Configuring TCP/IP to use DNS
Configuring advanced TCP/IP options
Configuring SNMP
Removing TCP/IP components
Configuring Remote Access Service (RAS) for use with TCP/IP.

vou must be legged on as a member of the Administrators group to install and configure all
elements of TCP/IP.
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Before Installing Microsoft TCP/IP

1 ne vaiues that you will use for manually configuring TCP/IP and SNMP must be supplied by the
network administrator,

Check with your network administrator to find out the following information before you install
Microsoft TCP/IP on a Windows NT computer:

Whether you can use Dynamic Host Configuration Protocel (DHCP) to configure TCP/IP. You
can choose this option if a DHCP server is installed on your internetwork. You cannot chocse
this option if this computer will be a DHCP server. For information, see "Using Dynamic Host
Configuration Protocol” later in this chapter.

Whether this computer will he a DHCP server. This option is available only for Windows NT
Server. For information, see Chapter 4, "Installing and Configuring DHCP Servers."

Whether this computer will be a Windows Internet Name Service (WINS) server. This option is
available only for Windows NT Server. For information, see Chapter 5, "Installing and
Configuring WINS Servers.”

Whether this computer will be a WINS proxy agent. For information, see "Windows Internet
Name Service and Broadcast Name Resolution” in Chapter 3, "Networking Concepts for
TCP/P."

If you cannot use DHCP for automatic configuration, you need to obtain these values from the
network administrator so you can configure TCP/IP manually:

The IP address and subnet mask for each network adapter card installed on the computer. For
information, see "IP Addressing"” in Chapter 3.
The IP address for the default local gateways (IP routers).

Whether your computer will use Domain Name System (DNS) and, if so, the IP addresses
and DNS domain name of the DNS servers on the internetwork. For information, see "Domain
Name System Addressing" in Chapter 3.

The IP addresses for WINS servers, if WINS servers are available on your network.

You need to know the following information before you install the Simple Network Management
Protocol (SNMP) service on your computer0, as described in "Configuring SNMP" later in this
chapter:

Community names in your network
Trap destination for each community
IP addresses or computer names for SNMP management hosts
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Installing TCP/IP

vou must be logged on as a member of the Administrators group for the local computer to install
and configure TCP/IP.

To install Microsoft TCP/IP on a Windows NT computer
1.  Start the Netwerk option in Centrol Panel.
2. In the Network Settings dialog box, choose the Add Software button.

3. Inthe Add Network Software dialog box, select TCP/IP Protocel And Related Components
from the Network Software list, and then choese the Continue button.

4. In the Windows NT TCP/IP Installation Options dialog box, check the options for the TCP/IP
components you want to install, as described in the table that follows this procedure, and then
choose the Continue button.

If any TCP/IP elements have been installed previously, these are dimmed and not available in
the Windows NT TCP/IP Installation Opticns dialog box.

You can read the hint bar at the bottom of each TCP/IP dialog box for information about a
selected item, or choose the Help button to get detailed online information while you are
installing or configuring TCP/IP.

5. Windows NT Setup displays a message asking for the full path to the Windows NT distribution
files. Provide the appropriate location, and choose the Continue button.

You can specify a drive letter for floppy disks, a CD-ROM drive, or a shared network directory,
or you can specify the Universal Naming Convention (UNC) path name for a network resource,
such as WNTSETUP\MASTER.

All necessary files are copied to your hard disk.

It you are installing from floppy disks, Windows NT Sefup may request disks mcre than once.
This is normal and is not an error condition.

6. If you selected the options for installing the SNMP and FTP Server services, you are
automatically asked to configure these services. Follow the directions provided in the online
Help for these dialog boxes. For additional details, see "Configuring SNMP" later in this
chapter, and see also Chapter 7, "Using the Microsoft FTP Server Service."

7. Inthe Network Settings dialeg box, choose OK.

If you checked the Enable Autcmatic DHCP Configuration option and a DHCP server is
available on your network, all configuration settings for TCP/IP are completed automatically,
as described in "Using Dynamic Host Configuration Protocol” later in this chapter.

If you did not check the Enable Automatic DHCP Configuration option, continue with the
configuration procedures described in "Configuring TCP/IP Manually” later in this chapter.
TCP/IP must be configured in order to operate.

If you checked the DHCP Server Service or WINS Server Service options, you must complete
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the configuration steps described in Chapters 4 and 5.
Windows NT TCP/IP Installation Options
Option Usage
TCP/IP Internetworking  Includes the TCP/IP protocol, NetBIOS over TCP/IP
and Windows Sockets interfaces, and the TCP/IP

diagnostic utilities. These elements are installed
automatically.

Connectivity Utilities Installs the TCP/IP utilities. Select this option to
install the connectivity utilities described in
Chapter 11, "Utilities Reference.”

SNMP Service Installs the SNMP service. Select this option to allow
this computer to be administered remotely using
management tools such as Sun Net Manager or HP
Open View. This opticn also allows you to monitor
statistics for the TCP/IP services and WINS servers
using Performance Monitor, as described in
Chapter 8, "Using Performance Monitor with TCP/IP

Services."
TCP/IP Network Printing Allows this computer to print directly over the network
Support using TCP/IP. Select this option if you want to print to

UNIX print queues or TCP/IP printers that are
connected directly to the network, as described in
Chapter 9, "Internetwork Printing with TCP/IP."

This option must be installed if you want to use the
Lpdsvr service so that UNIX computers can print to
Windows NT printers.

FTP Server Service Allows files on this computer to be shared over the
network with remote computers that support FTP and
TCP/IP (especially non-Microsoft network computers).
Select this option if you want to use TCP/IP to share
files with other computers, as described in Chapter 7,
"Using the Microsoft FTP Server Service."

Simple TCP/IP Services Provides the client software for the Character
Generator, Daytime, Discard, Echo, and Quote of the
Day services. Select this option to afiow this computer
to respond to requests from other systems that
support these protocols.

DHCP Server Service  Installs the server software to support automatic
configuration and addressing for computers using
TCP/IP on your internetwork. This option is available
only for Windows NT Server. Select this option if this
computer is to be a DHCP Server, as described in
Chapter 4, "Installing and Configuring DHCP Servers."
If you select this option, you must manually configure
the IP address, subnet mask, and default gateway for
this computer.

WINS Server Service Installs the server software to support WINS, a
dynamic name resclution service for computers on a
Windows internetwork. This option is available only for
Windows NT Server. Select this option if this
computer is to be installed as a primary or secondary
WINS server, as described in Chapter 5, "Installing
and Configuring WINS Servers."
Do not select this option if this computer will be a
WINS proxy agent.
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Enable Automatic Turns on automatic configuration of TCP/IP

DHCP Configuration parameters for this computer. Select this option if
there is a DHCP server on your internetwork to
support dynamic host configuration. This is the
preferred method for configuring TCP/IP on most
Windows NT computers.
This option is not available if the DHCP Server Service
or WINS Server Service option is selected.

If you have trouble installing Microsoft TCP/IP on your computer, follow the suggestions in the
error messages. You can also use diagnostic utilities such as ping to isolate network hardware
problems and incompatible configurations. For information, see Chapter 10, "Troubleshooting
TCP/P."

After TCP/IP is installed, the \systermroofA\SYSTEM32\DRIVERS\ETC directory contains several
files, including default HOSTS, NETWORKS, PROTOCOLS, QUOTES, and SERVICES files plus
a sample LMHOSTS.SAM file that describes the format for this file.
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Configuring TCP/IP

For TCP/IP to work on your computer, it must be configured with the IP addresses, subnet mask,
and default gateway for each network adapter on the computer. Microsoft TCP/IP can be
configured using two different methods:
If there is a DHCP server on your internetwork, it can automatically configure TCP/IP for your
computer using DHCP.
if there is no DHCP server, or if you are configuring a Windows NT Server computer to be a
DHCP server, you must manually configure all TCP/IP settings.

These options are described in this section.
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Configuring TCP/IP
Using DHCP

The best method for ensuring easy and accurate installation of TCP/IP is to use automatic DHCP
configuration, which uses DHCP to configure your local computer with the correct IP address,
subnet mask, and default gateway.

You can take advantage of this method for configuring TCP/IP if there is a DHCP server installed
on your network. The network administrator can tell you if this option is available. You cannot use
DHCP configuration for a server that you are installing as a DHCP server. You must configure
TCP/IP settings manually for DHCP servers, as described in "Configuring TCP/IP Manually" later
in this chapter.

To configure TCP/IP using DHCP

1. Make sure the Enable Automatic DHCP Configuration option is checked in either the .
Windows NT TCP/IP Installation Options dialog box or the TCP/IP Configuration dialog box.

2. When you restart the computer after completing TCP/IP installation, the DHCP server
automatically provides the correct configuration information for your computer.

If you subsequently attempt to configure TCP/IP in the Network Settings dialog box, the system
will warn you that any manual settings will override the automatic settings provided by DHCP. As
a general rule, you shouid not change the automatic settings unless you specifically want to
override a setting provided by DHCP. For detailed information about DHCP, see "Dynamic Host
Configuration Protocol" in Chapter 3, "Networking Concepts for TCP/AP."
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Configuring TCP/IP
Configuring TCP/IP Manually

After the Microsoft TCP/IP protocol software is installed on your computer, you must manually
provide valid addressing information if you are installing TCP/IP on a DHCP server or if you cannct
use automatic DHCP configuration.

you must be logged on as a member of the Administrators group for the local computer to
configure TCP/IP.

Be sure to use the values for IP addresses and subnet masks that are supplied by your network
administrator to avoid duplicate addresses. If duplicate addresses do occur, this can cause some
computers on the network to function unpredictably. For more information, see "IP Addressing” in
Chapter 3, "Networking Concepts for TCP/IP."

To manually configure the TCP/IP protocol

1. When you are installing TCP/IP, the Microscft TCP/IP Configuration dialog box appears
automatically when you choose the OK button in the Network Settings dialog box after
completing all options in the Windows NT TCP/IP Installation Options dialog box.

Or

If you are reconfiguring TCP/IP, start the Network option in Control Panel to display the
Network Settings dialog box. In the Installed Network Software list box, select TCP/IP
Protocol, and choose the Cenfigure button.
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packets to cther networks or subnets. This value should be the IP address of your local
gateway.

This parameter is required only for systems on internetworks. If this parameter is not provided,
IP functionality will be limited to the local subnet uniess a route is specifted with the TCF/IP
route utility, as described in Chapter 11, "Utilities Reference.”

If your computer has multiple network cards, additional default gateways can be added using
the Advanced Microsoft TCP/IP Configuration dialog box, as described later in this chapter.

5. If there are WINS servers installed on your network and you want to use WINS in combination
with broadcast name queries to resolve computer names, type IP addresses in the boxes for
the primary and, optionally, the secondary WINS servers. The network administrator should
provide the correct values for these parameters. These are global values for the computer, not
just individual adapters.

if an address for a WINS server is not specified, this computer will use name query
broadcasts ({the b-node mode for NetBIOS over TCP/IP) pius the local LMHOSTS file to
resolve computer names to IP addresses. Broadcast resolution is limited to the local network.

WINS name resolution is enabled and configured automatically for a computer that is
configured with DHCP.

On a WINS server, NetBIOS over TCP/IP (NETBT.SYS) uses WINS on the local computer as
the primary name server, regardless of how name resolution may be configured. Also,
NetBIOS over TCP/IP binds to the first IP address on a network adapter and ignores any
additional addresses.

For overview information about name resolution cptions, see "Name Resolution for Windows
Networking" in Chapter 3. For detailed information about installing and configuring WINS
servers, see Chapter 5.

6. If you want to configure the advanced TCP/IP options for muitiple gateways and other items,
choose the Advanced button, and continue with the configuration procedure, as described in
"Configuring Advanced TCP/IP Options" later in this chapter.

7. If you want to use DNS for host name resolution, choose the DNS button, and continue with
the configuration procedure, as described in the next section.

8. If you do not want to configure DNS or advanced options, or if you have completed the other
configuration procedures, choose the OK button. When the Network Settings dialog box
reappears, chocse the OK button.

Microsoft TCP/IP has been configured. If you are installing TCP/IP for the first time, you must
restart the computer for the configuration to take effect. If you are changing your existing
configuration, you do not have to restart your computer.

After TCP/IP is installed, the \systemroot\SYSTEM32\DRIVERS\ETC directory contains a default
HOSTS file and a sample LMHOSTS.SAM file. The network administrator may require that
replacement HOSTS and LMHOSTS files be used instead of these default files.
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The name can be any combination of AZ letters, 09 numerals, and the hyphen (-) plus the
period (.) character used as a separator. By default, this value is the Windows NT computer
name, but the network administrator can assign another hest name without affecting the
computer name.

Some characters that can be used in Windows NT computer names, particularly the
underscore, cannot be used in host names.

The host name is used to identify the local computer by name for authentication by some
utilities. Other TCP/IP-based utilities, such as rexec, can use this value o leamn the name of
the local computer. Host names are stored on DNS servers in a table that maps names to IP
addresses for use by DNS.

Optionally, type a name in the Domain Name box. This is usually an organization name
followed by a period and an extension that indicates the type of organization, such as
microsoft.com.

The name can be any combination of AZ letters, 09 numerals, and the hyphen (-) plus the
period (.) character used as a separator.

This DNS Domain Name is used with the host name to create a fully qualified domain name
(FQDN) for the computer. The FQDN is the host name followed by a period (.) followed by the
domain name. For example, this could be corp01.research.trey.com, where corp01 is the
host name and research.trey.com is the domain name. During DNS queries, the local
domain name is appended to short hames.

A DNS domain is not the same as a Windows NT or LAN Manager domain.

In the Domain Name System (DNS) Search Crder box, type the IP address of the DNS server
that will provide name resoluticn. Then choose the Add button to move the IP address to the
list on the right. The network administrator should provide the correct values for this parameter.

You can add up to three IP addresses for DNS servers. The servers running DNS will be
gueried in the order listed. To change the order of the |IP addresses, select an |P address to
move, and then use the up- and down-arrow buttons. To remove an IP address, select it and
choose the Remove button.

In the Domain Suffix Search Order box, type the domain suffixes to add to your domain suffix
search list, and then choose the Add button.

This list specifies the DNS domain suffixes to be appended to host names during name
resolution. You can add up to six domain suffixes. To change the search order of the domain
suffixes, select a domain name to move, and use the up- and down-arrow buttons. To remove
a domain name, select it and choose the Remove button.

When you are done setting DNS options, choose the OK button.

When the TCP/IP Configuration dialog box reappears, choose the OK button. When the
Network Settings dialog box reappears, choose the OK button.

The settings take effect after you restart the computer.
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10.

additional IP address. You can specify up t¢ five additional IP addresses and subnet masks
for identifying the selected networl adapter. This can be useful for a computer connected to
one physical network that contains muttiple logical IP networks.

in the Default Gateway box, type the IP address for an additional gateway that the selected
adapter can use. Then choose the Add button to move the IP address to the list on the right.
Repeat this process for each additional gateway. The network administrator should provide the
correct values for this parameter.

This list specifies up to five additional default gateways for the selected network adapter.

To change the priority order for the gateways, select an address to move and use the up- or
down-arrow buttons. To remove a gateway, select it and choose the Remove button.

If you want to use DNS for DNS name resolution on Windows networks, check the Enable
DNS For Windows Name Resolution option.

If this option is checked, the system finds the DNS server by using the IP address specified in
the DNS Configuration dialog box, as described earlier in this chapter. Checking this option
enables DNS name resolution for use by Windows networking applications.

If you want to use the LMHOSTS file for NetBIOS name resolution on Windows networks,
check the Enable LMHOSTS Lookup optien. If you already have a configured LMHOSTS file,
choose the Import LMHOSTS button and specify the directory path for the LMHOSTS file you
want to use. By default, Windows NT uses the LMHOSTS file found in \systemroot
\SYSTEM32\DRIVERS\ETC.

For any method of name resolution used in a Windows NT network, the LMHOSTS file is
consulted last after querying WINS or using broadcasts, but before DNS is consulted.

In the Scope ID box, type the computer's scope identifier, if required on an internetwork that
uses NetBIOS over TCP/IP.

To communicate with each other, all computers on a TCP/IP internetwork must have the same
scope |D. Usually this value is left blank. A scope ID may be assigned to a group of
computers that will communicate only with each other and no other systems. Such
computers can find each other if their scope IDs are identical. Scope IDs are used only for
communication based on NetBIOS over TCP/IP.

The network administrator should provide the correct value, if required.
To turn on static iP routing, check the Enable IP Routing option.

This option allows this computer to participate with other static reuters on a network. You
should check this option if you have two or more network cards and your network uses static
routing, which alsc requires the addition of static routing tables. For information about creating
static routing tables, see the route utility in Chapter 11, "Utilities Reference.”

This option is not available if your computer has only one network adapter and one IP address.
Also, this option does not suppert routers running the Routing Information Protocol (RIP).

if you want this computer to be used to resolve names based on the WINS database, check
the Enable WINS Proxy Agent option.

This option allows the computer to answer name queries for remote computers, so other
computers configured for broadcast name resolution can benefit from the name resolution
services provided by a WINS server.

This option is available only if you entered a value for a primary WINS server in the TCP/IP
Configuration dialog box, as described in "Configuring TCP/IP" earlier in this chapter. However,
the proxy agent cannot be run on a computer that is also a WINS server.
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Consult with the network administrater to determine whether your computer should be
configured as a WINS proxy agent, as only a few computers on each subnetwork should be
configured for this feature.

11. When you are done setting advanced opticns, choose the OK button. When the TCP/IP
Configuration dialog box reappears, choose the OK button. When the Network Settings dialog
box reappears, choose the OK button to complete advanced TCP/IP configuration.

You must restart the computer for the changes to take effect.
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name to the Send Traps With Community Names list on the left.

Typically, all hosts belong to public, which is the standard name for the common community
of ali hosts. To delete an eniry in the list, select it and choose the Remove button.

Community names are case sensitive.

3. To specify hosts for each community you send traps to, after you have added the community
and while it is still highlighted, type the hosts in the IP Host/Address Or IPX Address box.
Then choose the Add button to move the host name or IP address to the Trap Destination for
the selected community list on the left.

You can enter a host name, ifs IP address, or its IPX address.
To delete an entry in the list, select it and choose the Remove button.

4. To enable additional security for the SNMP service, choose the Security button. Continue with
the configuration procedure, as described in the next section, "Configuring SNMP Security.”

5. To specify Agent information (comments about the user, location, and services), choose the
Agent button. Continue with the configuration procedure, as described in "Configuring SNMP
Agent Information” later in this chapter.

6. When you have completed all procedures, choose the OK button. When the Network Settings
dialog box reappears, choose the OK button.

The Microscft SNMP service has been configured and is ready fo start. It is not necessary to
reboot the computer.
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rejected on the basis of source host ID. The list of hosts under Cnly Accept SNMP
Packets From These Hosts has no effect.

If the Only Accept SNMP Packets From These Hosts option is selected, SNMP packets
will be accepted only from the hosts listed. in the IP Host/Address Or IPX Address box,
type the host names, IP addresses, or IPX addresses of the hosts from which you will
accept requests. Then choose the Add butten to move the host name or IP address to the
list box on the left. Te delete an entry in the list, select it and choose the Remove button.

6. Choose the OK button. The SNMP Service Configuration dialog box reappears.

To specify Agent information (comments about the user, location, and services), chocse the
Agent button. Continue with the configuration procedure, as described in the next section.

7. After you complete all procedures, choose the OK button. When the Network Settings dialog
box reappears, choose the OK button.

The Microsoft SNMP service and SNMP security have been configured and are ready to start.
You do not need to reboct the computer.
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Applications Select this option if this Windows NT computer includes
any applications that use TCP/IP, such as electronic
mail. This option should be selected for all Windows NT
installations.

5. Choose the OK button.

6. When the SNMP Service Configuration dialog box reappears, choose the OK button. When
the Network Settings dialog box reappears, choose the OK button.

SNMP is now ready to operate without rebooting the computer.
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Removing TCP/IP Components

If you want to remove the TCP/IP protocols or any of the services installed on a computer, use the
Network option in Control Panel to remove it.

When you remove any network software, Windows NT warns you that the action permanently
removes that component. You cannot reinstall a component that has been removed until after you
restart the computer.

To remove any TCP/IP component
1. In Control Panel, choose the Network option.

2. Inthe Installed Network Software list in the Network Settings dialog box, select the component
that you want to remove.

3. Choose the Remove button.
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Configuring RAS for Use with TCP/IP

Windows NT users who install Remote Access Service (RAS) far remote netwarking maintain all
the benefits of TCP/IP networking, including access io the WINS and DNS capabilities of
Microsoft TCP/IP. RAS clients can be configured to use Peint to Point Protocol (PPP) or Serial
Line Internet Protocol (SLIP) to allow TCP/IP dial-up support for existing TCP/IP internetworks and
the Internet. When PPP is configured on a Windows NT Remote Access server, it can function as
a router fer RAS clients. SLIP client software is provided to support older implementations; it does
not support multiple protccols.

As with all network services, you instalt RAS by using the Network option in Control Panel. During
RAS installation and configuration, you can specify the network protocol settings to use for RAS
connections, which also allows you to specify TCP/IP configuration settings. When the network
administrator instails a Microsoft RAS server, |P addresses are reserved for use by RAS clients.

Users with RAS client computers can use the Remote Access program to enter and maintain
names and telephone numbers of remote networks. RAS clients can connect to and disconnect
from these networks through the Remote Access program. You can also use the Remote Access
Phone Beook application to select the network protocols to use for a specific Phone Book entry. If
TCP/IF is installed, the Phone Book automatically selects TCP/IP over PPP as the protocol.

If a RAS client computer has a serial COM port, you can use the Remote Access Phone Book
application to configure SLIP for use with a selected Phone Book entry. If you configure a RAS
client computer to use the SLIP option, when ycu dial in for a connecticn to the selected Phone
Book entry, the Terminal screen appears, and you can begin an interactive session with a SLIP
server. When you use SLIP, Remote Access Phone Book bypasses user authentication. You will
not be asked for a username and password.

For complete information about setting up RAS servers and clients and using RAS with
Windows NT, see Windows NT Server Remote Access Service.
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Networking Concepts for TCP/IP

This chapter describes how TCP/IP fits in the Windows NT network architecture and explains the
various components of the Internet Protocol suite and IP addressing. As part of the discussion on
name resolution in Windows networking, this chapter also describes NetBIOS over TCP/IP and
Domain Name System (DNS). For additional information about these topics, see the bocks listed
in "Finding More Information” in "Welcome."

This chapter also provides conceptual information about two key features for Microsoft TCP/IP:
Dynamic Host Configuration Protocol (DHCP}) and Windows Internet Name Service (WINS).

The following topics appear in this chapter:
TCP/IP and Windows NT networking
Internet protocol suite
[P addressing

Name resolution for Windows networking
SNMP
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Internet Protocol Suite

TCP/IP refers to the Internet suite of profocols. It includes a set of standards that specify how
computers communicate and gives conventions for connecting networks and routing traffic through
the connections.

The Internet protocols are a result of a Defense Advanced Research Projects Agency (DARPA)
research project on network interconnection in the late 1970s. 1t was mandated on all United
States defense long-haul networks in 1983 but was not widely accepted until it was integrated with
4.2 Berkeley Software Distribution (BSD) UNIX. The popularity of TCP/IP is based on:

Raobust client-server framework. TCP/IP is an excellent client-server application platform,
especially in wide-area network (WAN) environments.

Information sharing. Thousands of academic, military, scientific, and commercial
organizations share data, electronic mail, and services on the Internet using TCF/IP.

General availability. Implementations of TCP/IP are available on nearly every popular computer
operating system. Source code is widely available for many implementations. Vendors for
bridges, routers, and network analyzers all offer support for the TCP/IP protocol suite within
their products.

The following discussion introduces the components of the IP protocol suite. Some knowledge of

the architecture and interaction between TCP/IP components is useful for both administrators and
users, but most of the details discussed here are transparent when you are actually using TCP/IP.
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Internet Protocol Suite
Transmission Control Protocol and Internet Protocol

Transmission Control Protocol (TCP) and Internet Protocol (IP) are only two members of the IP
protocol suite. IP is a protocol that provides packet delivery for all other protocols within the
TCP/IP family. IP provides a best-effort, connectionless delivery system for computer data. That is,
IP packets are not guaranteed to arrive at their destination, nor are they guaranteed to be received
in the sequence in which they were sent. The protoceol's checksum feature confirms only the IP
header's integrity. Thus, responsibility for the data contained within the IP packet (and the
sequencing) is assured only by using higher- level protocols.

Perhaps the most common higher-level IP protocol is TCP. TCP supplies a reliable,
connection-based protocol over {or encapsulated within) IP. TCP guarantees the delivery of
packets, ensures proper sequencing of the data, and provides a checksum feature that validates
both the packet header and its data for accuracy. In the event that the network either corrupts or
loses a TCP/IP packet during transmission, TCP is responsible for retransmitting the faulty
packet. This reliability makes TCP/IP the protocol of choice for session-based data transmission,
client-server applications, and critical services such as electronic mail.

This reliability has a price. TCP headers require the use of additional bits to provide proper
sequencing of information, as well as a mandatory checksum to ensure reliability of both the TCP
header and the packet data. To guarantee successful data delivery, the pretocol also requires the
recipient to acknowledge successful receipt of data.

Such acknowledgments {or ACKs) generate additional network traffic, diminishing the level of data
throughput in favor of reliability. To reduce the impact on performance, most hosts send an
acknowledgment for every other segment or when an ACK timeout expires.
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Internet Protocol Suite
User Datagram Protocol

If reliability is not essential, User Datagram Protocol (UDP), a TCP complement, offers a
connectionless datagram service that guarantees neither delivery nor correct sequencing of
delivered packets {much like IP). Higher-level protocols or applicaticns may provide reliability
mechanisms in addition to UDP/IP. UDP data checksums are optional, providing a way to
exchange data over highly reliable networks without unnecessarily consuming network resources
or processing time. When UDP checksums are used, they validate both header and data. ACKs
are also not enforced by the UDP protocol; this is left to higher-level protocols.

UDP also offers one-to-many service capabilities, because it can be either broadcast or multicast.
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Internet Protocol Suite

Address Resolution Protocol and Internet Control Message
Protocol

Two other protocols in the IP suite perform important functions, although these are not directly
related to the transport of data: Address Resolution Protocol {ARP} and Internet Control Message
Protocol (ICMP). ARP and ICMP are maintenance protocols that support the IP framework and are
usually invisible to users and applications.

IP packets contain both source and destination IP addresses, but the hardware address of the
destination computer system must also be known. IP acquires a system's hardware address by
broadcasting a special inquiry packef (an ARP request packet) containing the IP address of the
system with which it is attempting to communicate. All of the ARP-enabled nodes on the local IP
network detect these broadcasts, and the system that owns the IP address in question replies by
sending its hardware address to the requesting computer system in an ARP reply packet. The
hardware/IP address mapping is then stored in the requesting system's ARP cache for
subsequent use. Because the ARP reply can also be broadcast to the network, it is likely that
other nodes on the network can use this information to update their own ARP caches. {You can
use the arp utility to view the ARP tables.)

ICMP allows two nodes on an IP network to share IP status and error information. This information
can be used by higher-level protocols to recover from transmission problems or by network
administrators to detect network trouble. Although ICMP packets are encapsutated within IP
packets, they are not considered to be a higher-level protocol (ICMP is required in every TCP/IP
implementation). The ping utility makes use of the ICMP echio request and echo reply packets to
determine whether a particular [P node {computer system) on a network is functional. This is
useful for diagnosing IP network or gateway failures.
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IP Addressing

A host is any device attached to the network that uses TCP/IP. To receive and deliver packets
successiully between hosts, TCP/P relies on three pieces of information that the user provides: IP

address, subnet mask, and default gateway.

The network administrator provides each of these pieces of information for configuring TCP/IP on a
computer. Windows NT users on networks with DHCP servers can take advantage of automatic
system configuration and do not need to manually configure TCP/IP parameters. This section
provides details about IP addresses, subnet masks, and IP gateways.
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IP Addressing
IP Addresses

Every host interface, or node, on a TCP/IP network is identified by a unique IP address. This
address is used to identify a host on a network; it also specifies routing information in an
internetwork. The /P address identifies a computer as a 32-bit address that is unique across a
TCP/IP netwerk. An address is usually represented in dotted decimal notation, which depicts each
octet {eight bits, or one byte} of an |IP address as its decimal value and separates each octet with
a period. An IP address looks like this:

102.54.94.97

pecause i~ addresses identify nodes on an interconnected network, each host on the
internetwork must be assigned a unique IP address, valid for its particufar network.

Network ID and Host ID

Although an IP address is a single value, it contains two pieces of information: the network D and
the host (or system} D for your computer.

The network 1D identifies a group of computers and other devices that are all located on the
same logical network, which are separated or interconnected by routers. In internetworks
(networks formed by a collection of local area networks), there is a unique network ID for each
network.

The host ID identifies your computer within a particular network ID. (A host is any device that
is attached to the network and uses TCP/IP.}

Networks that connect to the public Internet must obtain an official network ID from the InterNIC to
guarantee |P network ID uniqueness. The InterNIC can be contacted via electronic mail at
info@internic.net (for the United States, 18004444345 or, for Canada and overseas, 6194554600).
internet registration requests can be sent to hostmaster@internic.net. You can also use FTP to
connect to is.internic.net, then log in as anonymous, and change to the /INFOSOURCE/FAQ
directory.

After receiving a network 1D, the Iocal network administrator must assign unique host IDs for
computers within the local network. Althcugh private networks not connected to the Internet can
choose to use their own network identifier, obtaining a valid network ID from InterNIC allows a
private network to connect to the Internet in the future withcut reassigning addresses.

The Internet community has defined address classes to accommodate networks of varying sizes.
Each network class can be discerned from the first octet of its IP address. The following table
summarizes the relationship between the first octet of a given address and its network ID and heost
ID fields. It also identifies the fotal number of network IDs and host IDs for each address class that
participates in the Internet addressing scheme. This sample uses w.x.y.z to designate the bytes
of the IP address.

IP Address Classes

Class w values1,2 Network ID HostID Available Available
networks  hosts per net
A 1126 w X.y.Z 126 16,777,214
B 128191 W.X vz 16,384 65,534
C 192223 W.XY z 2,097.151 254
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1 Inclusive range for the first octet in the IP address.

2 The address 127 is reserved for loopback testing and interprocess communication on
the local computer; it is not a valid network address. Addresses 224 and above are
reserved for special protocols (IGMP multicast and others), and cannot be used as
host addresses.

A network host uses the network ID and host ID to determine which packets it should receive or
ignere and to determine the scope of its transmissions (only nodes with the same network ID
accept each other's IP-level broadcasts).

Because the sender's IP address is included in every outgoing IP packet, it is useful for the
receiving computer system to derive the originating network ID and host ID from the IP address
field. This is done by using subnet masks, as described in the following section.

Subnet Masks

Subnet masks are 32-bit values that allow the recipient of IP packets to distinguish the network ID
portion of the IP address from the host ID. Like an IP address, the value of a subnet mask is
frequently represented in dotted decimal notation. Subnet masks are determined by assigning 1's
to bits that belong to the network ID and 0's to the bits that belong to the host ID. Once the bits
are in place, the 32-bit value is converted to dotted decimal notation, as shown in the following
table.

Default Subnet Masks for Standard IP Address Classes

Address Bits for subnet mask Subnet

class ) mask

Class A 11111111 00000000 00000000 255.0.0.0
00000000

Class B 11111111 11111111 00900000 255.255.0.
00000000 0

Class C 11111111 11111111 11111111 255.255.25
00000000 50

The result allows TCP/IP to determine the host and network IDs of the local computer. For
example, when the IP address is 102.54.94 .97 and the subnet mask is 255.255.0.0, the network
ID is 102.54 and the host ID is 94.97.

Although configuring a host with a subnet mask might seem redundant after examining the
previous tables (since the class of a host is easily determined), subnet masks are also used to
further segment an assigned network 1D among several local networks.

For example, suppose a network is assigned the Class-B network address 144.100. This is one of
over 16,000 Class-B addresses capable of serving more than 65,000 nodes. However, the
worldwide corperate network to which this 1D is assigned is composed of 12 international LANs
with 75 to 100 nodes each. Instead of applying for 11 more network IDs, it is better to use
subnetting to make more effective use of the assigned ID 144.100. The third octet of the IP
address can be used as a subnet ID, to define the subnet mask 255.255.255.0. This splits the
Class-B address into 254 subnets: 144.100.1 through 144.100.254, each of which can have 254
nodes. (Host IDs 0 and 255 should not be assigned to a computer; they are used as broadcast
addresses, which are typically recognized by all computers.) Any 12 of these network addresses
could be assigned to the international LANs in this example. Within each LAN, each computer is
assigned a unique host ID, and they all have the subnet mask 255.255.255.0.

The preceding example demonstrates a simple (and common) subnet scheme for Class-B
addresses. Sometimes it is necessary to segment only portions of an octet, using only a few bits
to specify subnet IDs (such as when subnets exceed 256 nodes). Each user should check with
the local network administrator to determine the network's subnet policy and the correct subnet
mask. For all systems on the local network, the subnet mask must be the same for that network
ID.

All computers on a logical network must use the same subnet mask and network ID; otherwise,
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addressing and routing problems can occur.
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Name Resolution for Windows Networking

Configuring Windows NT with TCP/IP requires the IP address and computer name, which are
unique identifiers for the computer on the network. The IP address, as described earlier in this
chapter, is the unique address by which alt other TCP/IP devices on the internetwork recognize
that computer. For TCP/IP and the Internet, the computer name is the globally known system
name plus a DNS domain name. (On the local network, the computer name is the NetBIOS name
that was defined during Windows NT Setup.)

Computers use IP addresses to identify each other, but users usually find it easier to work with
computer names. A mechanism must be available on a TCP/IP network to resolve names to IP
addresses. To ensure that both name and address are unique, the Windows NT computer using
TCP/IP registers its name and IP address on the network during system startup. A Windows NT
computer can use one or more of the following methods to ensure accurate name resolution in
TCP/IP internetworks:

Windows Internet Name Service

Windows NT computers can use WINS if one or more WINS servers are available that contain
a dynamic database mapping computer names to IP addresses. WINS can be used in
conjunction with broadcast name resolution for an internetwork where other name resolution
methods are inadequate. As described in the following section, WINS is a NetBIOS over
TCP/IP mode of operation defined in RFC 1001/1002 as p-node.

Broadcast name resolution

Windows NT computers can also use broadcast name resolution, which is a NetBIOS over
TCP/IP mode of operation defined in RFC 1001/1002 as b-node. This method relies on a
computer making IP-level broadcasts to register its name by announcing it on the network.
Each computer in the broadcast area is responsible for challenging attempts to register a
duplicate name and for responding to name queries for its registered name.

DNS name resolution

The Domain Name System (DNS) provides a way to look up name mappings when connecting
a computer to foreign hosts using NetBIOS over TCP/IP or Windows Sockets applications
such as FTP. DNS is a distributed database designed to relieve the traffic problems that arose
with the exploding growth of the Internet in the early 1980s.

An LMHOQOSTS file to specify the NetBIOS computer name and IP address mappings, or a
HOSTS file to specify the DNS name and IP address

On a local computer, the HOSTS file (used by Windows Sockets applications to find TCP/IP
host names} and LMHOSTS file (used by NetBIOS over TCP/IP to find Microsoft networking
computer names) can be used to list known IP addresses mapped with corresponding
computer names. LMHOSTS is still used for name resolution in Windows NT for small-scale
networks or remote subnets where WINS is not available.

This section provides details about name resolution in Windows NT after first presenting some
background information about the modes of NetBIOS cver TCP/IP that can be used in Microsoft
networks.
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Name Resolution for Windows Networking
NetBIOS over TCP/IP and Name Resolution

NetBIOS over TCP/IP is the session-layer netwark service that performs name-to-|IP address
mapping for name resolution. This section describes the modes of NetBIOS over TCP/IP, as
defined in RFCs 1001 and 1002 to specify how NetBIOS should be implemented over TCP/IP.

The modes of NetBIOS over TCP/IP define how network resources are identified and accessed.
The two most important aspects of the related naming activities are regisfration and resolution.
Registration is the process used to acquire a uniqgue name for each node (computer system} on
the network. A computer typically registers itself when it starts. Resoiution is the process used to
determine the specific address for a computer name.

The NetBIOS over TCP/IP modes include the following:

b-node, which uses broadcasts to resolve names
p-node, which uses poeint-to-point communications with a name server to resolve names

m-node, which uses b-node first (broadcasts), then p-node (name queries) if the broadcast
fails to resolve a name

h-node, which uses p-node first for name queries, then b-node if the name service is
unavailable or if the name is not registered in the WINS database

For DHCP users on a Windows NT netwark, the node type is assigned by the DHCP server. When
WINS servers are in place on the network, NetBIOS over TCP/IP resolves hames on a client
computer by communicating with the WINS server. When WINS servers are not in place, NetBIOS
over TCP/IP uses b-node broadcasts to resolve names. NetBICS over TCP/IP in Windows NT can
also use LMHOSTS files and DNS for name resolution, depending on how TCP/IP is configured on
a particular computer. In Windows NT 3.5, the NETBT.SYS module provides the NetBIOS over
TCP/IP functionality that supports name registration and resolution modes.

Windows NT version 3.5 supports all of the NetBIOS over TCP/IP modes described in the following
sections. NetBIOS over TCP/IP is also used with the LAN Manager 2.x Server message protocol.

B-Node

The b-node mode uses broadcasts for name registration and reselution. That is, if NT_PC1 wants
to communicate with NT_PC2 it will broadcast to all machines that it is looking for NT_PCZ2 and
then wait a specified time for NT_PC2 to respond. B-node has two major problems:

In a large environment, it loads the network with broadcasts.

Routers do not forward broadcasts, so computers that are on oppesite sides of a router will
never hear the requests.

P-Node

The p-node mode addresses the issues that b-node does not solve, In a p-node environment,
computers neither create nor respond to broadcasts. All computers register themselves with the
WINS server, which is a NetBIOS Name Server (NBNS) with enhancements. The WINS server is
responsible for knowing computer names and addresses and for ensuring no duplicate names
exist on the netwoark. All computers must be configured to know the address of the WINS server.

in this environment, when NT_PC1 wants to communicate with NT_PC2, it queries the WINS
server for the address of NT_PC2. When NT_PC1 gets the appropriate address from the WINS
server, it goes directly to NT_PC2 without broadcasting. Because the name gueries go directly to
the WINS server, p-node avoids loading the network with broadcasts. Because broadcasts are not
used and because the address is received directly, computers can span routers.

The mest significant problems with p-node are the following:
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All computers must be configured to know the address of the WINS server (although this is
typically configured via DHCP)

If for any reason the WINS server is down, computers that rely on the WINS server to resolve
addresses cannot get to any other systems on the network, even if they are on the local
network

M-Node

The m-node mode was created primarily to solve the problems associated with b-node and p-node.
This mode uses a combination of b-node and p-node. In an m-node environment, a computer first
attempts registration and resolution using b-node. If that is successful, it then switches fo the
p-node. Because this uses b-node first, it does not sofve the problem of generating broadcast
traffic on the network. However, m-node can cross routers. Also, because b-node is always tried
first, computers on the same side of a router continue to operate as usual if the WINS server is
down.

M-node uses broadcasts for performance optimization, because in most environments local
resources are used more frequently than remote resources. Also, in a Windows NT network,
m-node can cause problems with NetLogon in routed environments.

H-Node

The h-node mode, which is currently in RFC draft form, is also a combination of b-node and p-node
that uses broadcasts as a last effort. Because p-node is used first, no broadcasts are generated if
the WINS server is running, and computers ¢an span routers. [f the WINS server is down, b-node
is used, so computers on the same side of a router continue to operate as usual.

The h-node mode does more than change the order for using b-node and p-node. If the WINS
server is down so that local broadcasts (b-node) must be used, the computer will continue to poll
the WINS server. As socn as the WINS server can be reached again, the system switches back
to p-node. Also, optionally on a Windows network, h-node can be configured to use LMHOSTS
after broadcast name resolution fails.

The h-node mode solves the most significant problems associated with broadcasts and operating
in a routed environment. For Microsoft TCP/IP users who configure TCP/IP manually, h-node is
used by default, unless the user does not specify addresses for WINS servers when configuring
TCP/P.

B-Node with LMHOSTS and Combinations

Another variation is also used in Microsoft networks to span routers without a WINS server and
p-node mode. In this mode, b-node uses a list of computers and addresses stored in an
LMHOSTS file. If a b-node attempt fails, the system looks in LMHOSTS to find a name and then
uses the associated address to cross the router. However, each computer must have this list,
which creates an administrative burden in maintaining and distributing the list. Both Windows for
Workgroups 3.11 and LAN Manager 2.x used such a modified b-node system. Windows NT uses
this method if WINS servers are not used on the network. In Windows NT, some extensions have
heen added to this file to make it easier to manage (as described in Chapter 6, "Setting Up
LMHOSTS"), but modified b-node is not an ideal solution.

Some sites may need to use both b-node and p-nocde modes at the same site. Although this
configuration can work, administrators must exercise extreme caution in doing so, using it only for
transition situations. Because p-node hosts disregard broadcasts and b-node hosts rely on
broadcasts for name resolution, the two hosts can potentially be configured with the same
NetBICS name, leading to unpredictable results. Notice that if a computer configured to use
b-node has a static mapping in the WINS database, a computer configured to use p-node cannot
use the same computer name.

Windows NT computers can also be configured as WINS proxy agents to help the transition to
using WINS. For more details, see the next section.
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Name Resolution for Windows Networking

Windows Internet Name Service and Broadcast Name
Resolution

WINS provides a distributed database for registering and querying dynamic computer name-to-IP
address mappings in a routed network environment. If you are administering a routed network,
WINS is your best first choice for name resolution, because it is designed to solve the problems
that occur with name resolution in complex internetworks.

WINS reduces the use of local broadcasts for name resolution and allows users to easily locate
systems on remote networks. Furthermore, when dynamic addressing through DHCP resulits in
new P addresses for computers that move between subnets, the changes are automatically
updated in the WINS database. Neither the user nor the network administrator needs to make
manuat accommodations for name resolution in such a case.

The WINS protocol is based on and is compatible with the protocols defined for NBNS in RFCs
1001/1002, so it is interoperable with any other implementations of these RFCs.

This section provides an overview of how WINS and name query broadcasts provide name
resolution on Windows networks. For information about setting up WINS servers, see
Chapter 5, "Installing and Configuring WINS Servers.”

WINS in a Routed Environment

WINS consists of two components: the WINS server, which handles name queries and
registrations, and the client software, which queries for computer name resolution.

Windows networking clients (WINS-enabled Windows NT or Windows for Workgroups 3.11
computers) can use WINS directly. Non-WINS computers on the internetwork that are b-node
compatible as described in RFCs 1001 and 1002 can access WINS through proxies, which are
WINS-enabled computers that listen to name query broadcasts and then respond for names that
are not on the local subnet or are p-node computers.

On a Windows NT network, users can browse transparently across routers. To allow browsing
without WINS, the network administrator must ensure that the users' primary domain has
Windows NT Server or Windows NT Workstation computers on both sides of the router to act as
master browsers. These computers need correctly configured LMHOSTS files with entries for the
domain contrcllers across the subnet.

With WINS, such strategies are not necessary because the WINS servers and proxies
transparently provide the support necessary for browsing across routers where domains span the
routers.

The following illustration shows a small internetwork, with three iocal area networks connected by
a router. Two of the subnets include WINS name servers, which can be used by clients on both
subnets. WINS-enabled computers, including proxies, access the WINS server directly, and the
computers using broadcasts access the WINS server through proxies. Proxies only pass name
query packets and verify that registrations do not duplicate existing systems in the WINS
database. Proxies, however, do not register b-node systems in the WINS database.
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computer claimed the particular IP address and it is a currently valid mapping.

WINS Name Registration
Name registration ensures that the computer's name and IP address are unique for each device.

If WINS is enabled The name registration request is sent directly to the WINS server to be
added to the database. A WINS server accepts or rejects a computer name registration depending
on the current contents of its database. If the database contains a different address for that name,
WINS challenges the current entry to determine whether that device still claims the name. If
another device is using that name, WINS rejects the new name registration request. Otherwise,
WINS accepts the entry and adds it to its local database together with a timestamp, an
incremental unigue version number, and other information.

If WINS is not enabled For a non-WINS computer to register its name, a name registration
request packet is broadcast to the local network, stating its computer name and IP address. Any
device cn the network that previously claimed that name challenges the name registration with a
negative name registration response, resulting in an error, If the registration request is not
contested within a specific time period, the computer adopts that name and address.

Once a non-WINS computer has claimed a name, it must challenge duplicate name registration
attempts and respond positively to name queries issued on its registered name by sending a
positive name query response. This response contains the |P address of the computer so that the
two systems can establish a session.

WINS Name Release

When a computer finishes with a particular name {such as when the Workstation service or Server
service is stopped), it no longer challenges other registration requests for the name. This is
referred to as refeasing a name.

If WINS is enabled Whenever a computer is shut down properly, it releases its name to the
WINS server, which marks the related database entry as released. If the entry remains released for
a certain period of time, the WINS server marks it as exiinct, and the version number is updated

so that the database changes will be propagated among the WINS servers. Extinct entries remain
in the database for a designated period of time to enable the change to be propagated to all WINS
servers.

If a name is marked released at a WINS server and a new registration arrives using that name but
a different address, the WINS server can immediately give that name to the requesting client
because it knows that the ofd client is no longer using that name. (This might happen, for
exampie, when a DHCP-enabled laptop changes subnets.) If that computer released its name
during an orderly shutdown, the WINS server will not challenge the name. If the computer restarts
because of a system reset, the name registration with a new address will cause the WINS server
to challenge the registration, but the challenge will fail and the registration will succeed, because
the computer no longer has the old address.

If WINS is not enabled When a non-WINS computer releases a name, a broadcast is made to
allow any systems on the network that might have cached the name tc remove it. Upon receiving
name query packets specifying the deleted name, the computer simply ignores the request,
allowing other computers on the network to acquire the name that it has released.

For non-WINS computers to be accessible from other subnets, their names must be added as
static entries to the WINS database or in the LMHOSTS file(s) on the remote system(s), because
they will only respond to name queries that originate on their local subnet.

WINS Name Renewal

A renewal is a timed reregistration of a computer's name with the WINS server. When the WINS
server registers a name, it returns a renewal interval for the name, and the clien{ must reregister
within that time; otherwise, the WINS server will mark the name as released and available for use.
A request for name renewal is treated the same as a new name registration.

Renewal provides registration reliability through periodic reregistering of names with the WINS
servers.
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Name Resolution for Windows Networking
Name Resolution with Host Files

For computers located on remote subnets where WINS is not used, the HOSTS and LMHOSTS
files provide mappings for names to IP addresses. This is the name resolution method used on
internetworks before DNS and WINS were developed. The HOSTS file can be used as a local DNS
equivalent. The LMHOSTS file can be used as a local WINS equivalent. Each of these files is also
known as a host table. Sample versions of LMHOSTS and HOSTS files are added to the
\systemroofiSYSTEM32\DRIVERS\ETC directory when you install Microsoft TCP/IP. These files
can be edited using any ASCII editor, such as Notepad or Edit, which are part of Windows NT.

Microsoft TCP/IP can be configured to search HOSTS, the local host table file, for mappings of
remote host names to IP addresses. The HOSTS file format is the same as the format for host
tables in the 4.3 Berkeley Software Distribution (BSD) UNIX /etc/hosts file. For example, the entry
for a computer with an address of 192.102.73.6 and a host name of trey-research.com fooks like
this:

192.102.73.6 trey-research.com

Edit the sample HOSTS file that is created when you install TCP/IP to include remote host names
and their IP addresses for each computer with which you will communicate. This sample file also
explains the syntax of the HOSTS file.

The LMHOSTS file is a local text file that maps IP addresses to NetBIOS computer names for
Windows-networking computers that you will communicate with outside of the local subnet. For
example, the LMHOSTS table file entry for a computer with an address of 192.45.36.5and a
computer name of Finance1 looks like this:

192.45.36.5 finance!

The LMHOSTS file is read when WINS or broadcast name resolution fails, and resolved entries are
stored in a system cache for later access.

When the computer uses the replicator service and does not use WINS, LMHOSTS entries are
required on import and export servers for any computers on different subnets participating in the
replication. LMHOSTS is also used for smali-scale networks that do not have servers. For more
information about the LMHOSTS file, see Chapter 6, "Setting Up LMHOSTS."
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Name Resolution for Windows Networking
Domain Name System Addressing

The Domain Name System (DNS) is a distributed database providing a hierarchical naming
system for identifying hosts on the Internet. DNS was developed to solve the problems that arose
when the number of hosts on the Internet grew dramatically in the early 1980s. The specifications
for DNS are defined in RFCs 1034 and 1035. Although DNS may seem simitar to WINS, there is a
major difference: DNS requires static configuration for computer name-to-IP address mapping,
while WINS is fully dynamic and requires far less administration.

The DNS database is a tree structure called the domain name space, where each domain {node in
the tree structure) is named and can contain subdomains. The domain name identifies the
domain's position in the database in relation to its parent domain, with a period (.) separating each
part of the names for the network nodes of the DNS domain.

The rooct of the DNS database is managed by the Internet Network Information Center. The
top-level domains were assigned organizationally and by country. These domain names follow the
international standard I1SO 3166. Two-letter and three-letter abbreviations are used for countries,
and various abbreviations are reserved for use by organizations, as shown in the following example.

DNS domain name  Type of organization
abbreviation

com Commercial (for example, microsoft.com)

edu Educational (for example, mit.edu for
Massachusetts Institute of Technology)

gov Government (for example, nsf.gov for the National
Science Foundation)

org Noncommercial organizations (for example,
fidonet.org for FidoNet)

net Networking organizations (for example nsf.net for
NSFNET)

Each DNS domain is administered by different organizations, which usually break their domains
into subdomains and assign administration of the subdomains to other crganizations. Each
domain has a unique name, and each of the subdomains have unique names within their domains.
The label for each network domain is a name of up to 63 characters. The fully qualified domain
name (FQDN), which includes the names of all network domains leading back to the root, is
unique for each host on the Internet. A particular DNS name could be similar to the following, for a
commercial host:

accounting.trey.com

DNS uses a client-server model, where the DNS servers contain information about a portion of the
DNS database and make this information available to clients, called resolvers, that query the
name server across the network. DNS name servers are programs that store information about
parts of the domain name space called zones. The administrator for a domain sets up name
servers that contain the database files with all the resource records describing all hosts in their
zones. DNS resclvers are clients that are trying to use name servers to gain information about the
domain name space.

Windows NT includes the DNS resolver functionality used by NetBIGS over TCP/IP and by
Windows Sockets connectivity applications such as ftp and telnet to query the name server and
interpret the responses.

The key task for DNS is to present friendly names for users and then resolve those names to IP
addresses, as required by the internetwork. Name resolution is provided through DNS by the name
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servers, which interpret the information in a FQDN to find its specific address. If a local name
server doesn't contain the data requested in a query, it sends back names and addresses of other
name servers that could contain the information. The resolver then queries the other name servers
until it finds the specific name and address it needs. This process is made faster because name
servers continuously cache the information learned about the domain name space as the result of
queries.

All the resolver software necessary for using DNS on the Internet is installed with Microsoft
TCP/IP. To use DNS for TCP/IP name resolution, you specify options in the DNS Configuration
dialog box. For more information, see Chapter 2, "Installing and Configuring Microsoft TCP/IP and
SNMP."

On computers with Windows NT Server 3.5, Windows NT Workstation 3.5, or Windows for
Workgroups 3.11 with Microscft TCP/IP-32 installed, Windows Socket applications can use either
DNS or NetBIOS over TCP/IP for name resolution.

The following table compares DNS versus WINS name resolution.

WINS Versus DNS Name Resolution

Name provider capabilities WINS DNS

Pravides scalable naming authority for large  Yes Yes

internetworks

Provides a dynamic, distributed naming Yes Not dynamic

authority for TCP/IP network names

Supports MX recards for electronic mail No Yes

Supports recursion and referral for name No Yes

resolution

Provides hierarchical naming and resolution No Yes

scheme

Inciudes DNS name server No Yes

Includes DNS name resolution client Yes Yes

Provides static name resolution Yes (optional}  Yes (only)

Queries DNS servers Yesq Yes

Provides name server in operating system  Yes No

Resolves NetBIOS-corpatible names Yes No

Provides a name resolution solution for large Yes No

peer-based TCP/IP networks (50,000+

systems)

Supports automatic name registration For WINS No
clients only

Supports dynamic NetBIOS name Yes No

registration and resolution

Supports managing hosts configured via Yes No

CHCP

Supports easy administration, including Yes No

browsing and managing dynamic and static

registrations

Centralizes management of the name Yes No

database

Defines server replication partners and Yes No

policies

Alleviates LMHOSTS management Yes No

requirements

Reduces IP broadcast traffic in Yes No

Windows-based internetworks
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1 Queries DNS servers via Windows Sockets applicaticns or, for Windows
networking applications, via NetBIOS over TCP/IP (after using WINS first)
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SNMP

Simple Network Management Protocol (SNMP) is used by administrators to monitor and control
remote hosts and gateways on an internetwork. The Windows NT SNMP service allows a
Windows NT computer to be monitored remotely but does not include an application to monitor
other SNMP systems on the network.

You must install the SNMP service to use the TCP/IP performance counters in Performance
Monitor, as described in Chapter 8, "Using Performance Meniter with TCP/IP Services."

SNMP is a network management protocol widely used in TCP/IP networks. These kinds of
protocols are used to communicate between a management program run by an administrator and
the network management agent running on a host or gateway. These protocols define the form and
meaning of the messages exchanged, the representation of names and values in the messages,
and administrative relationships among hosts being managed. SNMP defines a set of variables
that the host must keep and specifies that all operations on the gateway are side effects of
getting, putting, or setting the data variables. Because different network-management services are
used for different types of devices or for different network-management protocols, each service has
its own set of objects. The entire set of objects that any service or protocol uses is referred to as
its management information base (MIB).

The Windows NT SNMP service includes MIB [l {based on RFC 1213) and LAN Manager MIB ||
plus MIBs for DHCP and WINS servers, as described in Appendix A, "MIB Chbject Types for
Windows NT." The SNMP service allows SNMP-based managers to perform standard SNMP
commands, such as reading the counters in the standard MIBs included with the service.
Windows NT SNMP has an extensible architecture, so it can be used to create custom
functionality on a Windows NT computer, such as starting and stopping specific services or
shutting down the system.

The SNMP service works with any computer running Windows NT and the TCP/IP protocol. With
the SNMP service, a Windows NT computer can report its current status to an SNMP
management system on a TCP/IP network. The service sends status information to a host in two
cases:

When a management system requests such information
When a significant event occurs on the Windows NT computer

The SNMP service can handle requests from one or more hosts, and it can also report
network-management information te one or more hosts, in discrete blocks of data called fraps.

The SNMP service uses the unique host names and P addresses of devices to recognize the
host(s) to which it reports information and from which it receives requests.

When a network manager requests information about a device on the network, SNMP
management software can be used to determine object values that represent network status. MIB
objects represent various types of information about the device. For example, the management
station might request an object called SvStatOpen, which would be the total number of files open
on the Windows NT computer.

The SNMP service for Windows NT supports multiple MIBs through an agent Application
Programming Interface (API} extension interface. At SNMP service startup time, the SNMP
service loads all of the extension-agent dynamic link libraries (DLLs) that are defined in the
Windows NT Registry. Two extension-agent DLLs come with Windows NT; others may be
developed and added by users.
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Installing and Configuring DHCP
Servers

A Dynamic Host Configuration Protocol (DHCP) server is a Windows NT Server computer running
Microsoft TCP/IP and the DHCP-compatible server software. DHCP is defined in Requests for
Comments (RFCs) 1533, 1534, 1541, and 1542.

This chapter describes how to install and manage servers to support DHCP in Windows NT and
also presents strategies for implementing DHCP. The following topics are included in this chapter:

Qverview of the DHCP client-server model

Installing DHCP servers and using DHCP Manager
Defining DHCP scopes

Configuring DHCP options

Administering DHCP clients

Managing the DHCP database files
Troubleshooting DHCP

Advanced configuration parameters for DHCP
Guidelines for setting local policies

Planning a strategy for DHCP

iT you want to use a DHCP server to support subnetworks that span multiple routers, you may
need a firmware upgrade for your routers. Your routers must support RFCs 1533, 1534, 1541, and
1542,

To find out about DHCP-relay agent support, contact your router vendor. For more information,
refer to RFC1542.TXT available via anonymous FTP from ftp.internic.net:/rfc.
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Overview of DHCP Clients and Servers

Configuring DHCP servers for a network provides these benefits:

The administrator can centrally define global and subnet TCP/IP parameters for the entire
internetwork and define parameters for reserved clients.

Client computers do not require manual TCP/IP configuration. When a client computer moves
between subnets, it is reconfigured for TCP/IP automatically at system startup time.
DHCP uses a client-server model. The network administrator establishes one or more DHCP
servers that maintain TCP/IP configuration information to be provided to clients that make
requests.

The DHCP server database includes the following:

Valid configuration parameters for all clients on the internetwork.

Valid IP addresses maintained in a pool for assignment to clients, plus reserved addresses for
manual assignment.

Duration of leases and other configuration parameters offered by the server. The lease defines
the length of time for which the assigned iP address can be used.

A Windows NT computer becomes a DHCP client if the Enable Automatic DHCP Configuration
option is checked in the Windows NT TCP/IP Installation Options dialog box. When a DHCP client
computer is started, it communicates with a DHCP server to receive the required TCP/IP
configuration information. This configuration information includes at least an {P address and
submask plus the lease associated with the configuration.

DHCEP client software is part of the Microsoft TCP/IP-32 for Windows for Workgroups software and
the Microsoft Network Client 2.0 software that are included on the Windows NT Server compact
disc. For information about installing this software, see the Windows NT Server Installation Guide.

For an overview of how DHCP works, see "Dynamic Host Configuration Protocol" in Chapter 3,
"Networking Concepts for TCP/IP."

DHCP can be monitored using SNMP. For a list of DHCP MIB object types, see Appendix A,
"MIB Object Types for Windows NT."
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Installing DHCP Servers

You install a DHCP server as part of the process of installing Microsoft TCP/IP. These instructions
assume you have already installed the Windows NT Server operating system on the computer.

Betore installing a new DHCP server, check for other DHCP servers on the network to avoid
interfering with them.

rou must be a member of the Administrators group for the computer you are installing or
administering as a DHCP server.

To install a DHCP server

1. Start the Network option in Cantrol Pane!. When the Network Settings dialog box appears,
choose the Add Software button to display the Add Network Software dialog box.

2. Inthe Network Software list box, select TCP/IP Protocol And Related Components, and then
choose the Continue button.

3. Inthe Windows NT TCP/IP Installation Options dialog bex, check the appropriate options to
be installed, including at least DHCP Server Service. Also check SNMP Service if you want to
use Performance Monitor or SNMP to monitor DHCP.

4. Choose the OK button. Windows NT Setup displays a message asking for the full path to the
Windows NT Server distribution files. Provide the appropriate location, and choose the
Continue button.

All necessary files are copied to your hard disk. When the Network Settings dialog box
reappears after you finishing configuring TCP/IP, choose the OK button.

5. Complete all the required procedures for manually configuring TCP/IP as described in
"Configuring TCP/IP" in Chapter 2, "Installing and Configuring Microsoft TCP/IP and SNMP."

if this DHCP server is multihomed (has multiple network adapters), you must use the
Advanced Microsoft TCP/IP Configuration dialog box to specify IP addresses and other
information for each network adapter.

Also, if any adapter on the DHCP server is connected to a subnet that you do not want this
server to support, then you must disable the bindings to that subnet for the particular adapter.
To do this, choose the Network option in Control Panel, then choose the Bindings button in
the Network Settings dialog box and disable the related binding.

You cannot use DHCP to automatically configure a new DHCP server, because a computer
cannot be a DHCP client and server simultaneously.

All the appropriate TCP/IP and DHCP software is ready for use after you reboot the computer.

The DHCP Client service is a Windows NT service running on a Windows NT computer. The
supporting DHCP client software is automatically installed for computers running Windows NT
Server or Windows NT Workstation when you install the basic operating system software.

The Microscft DHCP Server service starts automatically during system startup if you have installed
this service. You wil probably want to pause the service while you are configuring scopes for the
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first time.
To pause the DHCP Server service at any Windows NT computer
1. In Control Panel, choose the Services icon.
Or
In Server Manager, choose Services from the Computer menu.
2. Inthe Services dialog box, select the Microsoft DHCP Server service.
3. Choose the Pause button, and then choose the Close button.

You can also start, stop, and pause the DHCP service at the command prompt using the
commands net start dhcpserver or net stop dhepserver or net pause dhepserver.
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Defining DHCP Scopes

A DHCP scope is an administrative grouping of computers running the DHCP Client service. You
will create a scope for each subnet on the network to define parameters for that subnet.
Each scope has the following properties:

A unigue subnet mask used to determine the subnet related to a given IP address

A scope name assigned by the administrator when the scope is created

Lease duration values to be assigned to DHCP clients with dynamic addresses
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Type the first IP address that is part of the excluded range in the Start Address box, and
type the last number in the End Address box. Then choose the Add button. Continue to
define any other excluded ranges in the same way.

To exclude a single IP address, type the number in the Start Address box. Leave the End
Address box empty and choose the Add button.

To remove an IP address or range from the excluded range, select it in the Excluded
Addresses box, and then choose the Remove button.

The excluded ranges should include all IP addresses that you assigned manually to other
DHCP servers, non-DHCP clients, diskless workstations, or RAS and PPP clients.

6. To specify the lease duration for IP addresses in this scope, select Limited To. Then type
values defining the number of days, hours, and seconds for the length of the address lease.

If you do not want IP address leases in this scope o expire, select the Unlimited option.
7. In the Name box, type a scope name.

This is any name you want to use to describe this subnet. The name can include any
combination of letters, numbers, and hyphens. Blank spaces and underscore characters are
also aliowed. You cannot use Unicode characters.

8. Optionally, in the Comment box, type any string to describe this scope, and then chaose the
OK button.

When you finish creating a scope, a message reminds you that the scope has not been activated
and allows you to choose Yes to activate the scope immediately. However, you should not
activate a new scope until you have defined the DHCP options to be configured for this scope.

Now you can continue with the procedures described in "Configuring DHCP Option Types" and
"Administering DHCP Clients” later in this chapter. After you have configured the options for this
scaope, you must activate it so that DHCP client computers on the related subnet can begin using
DHCP for dynamic TCP/IP configuration.

To activate a DHCP scope

From the Scope menu, choose the Activate command to make this scope active.

The menu command name changes to Deactivate when the selected scope is currently active.
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Defining DHCP Scopes
Changing Scope Properties

The subnet identifiers and address pcol make up the properties of scopes. You can change the
properties of an existing scope.

To change the properties of a DHCP scope

1. Inthe DHCP Servers list in the DHCP Manager window, select the scope for which you want
to change properties, and then from the Scope menu, choose Praperties.

Or
In the DHCP Servers list, double-click the scope you want to change.

2. In the Scope Properties dialog box, change any values for the IP address pcol, lease duration,
or name and comment as described earlier in "Creating Scopes” or in online Help,

3. Choose the OK butten.
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Defining DHCP Scopes
Removing a Scope

When a subnet is no longer in use, or any other time you want to remove an existing scope, you
can remove it using DHCP Manager. If any IP address in the scope is still leased or in use, you
must first deactivate the scope until all client leases expire or all client lease extension requests
are denied.

To remove a scope
1. In the DHCP Servers list in the DHCP Manager window, select the scope you want to remove.

2. From the Scope menu, choose Deactivate. (This command name changes to Activate when
the scope is not active.)

The scope must remain deactivated until you are sure the scope is not in use.
3. From the Scope menu, choose Delete.

The Delete command is not available for an active scope.
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Configuring DHCP Options

The configuration parameters that a DHCP server assigns to a client are defined as DHCP opfions
using DHCP Manager. Most options you will want to specify are predefined, based on standard
parameters defined in RFC 1542.

When you configure a DHCP scope, you can assign DHCP options to govern alf configuration
parameters. You can also define, edit, or delete DHCP options. These tasks are described in the
following sections.
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the Values button. Then choose the Edit button, and edit the information in the Current Value
box, depending on the data type for the option, as follows:

For an IP address, type the assigned address for the selected option

For a number, type an appropriate decimal or hexadecimal value for the option

For a string, type an appropriate ASCII string containing letters and numbers for the option
For example, to specify the DNS name servers to be used by DHCP clients, select DNS

Servers in the Active Options list. Then choose the Edit button and type a list of IP addresses
for DNS servers. The list should be in the order of preference.

For details about the Edit Array and Edit Address dialog boxes, see the online Help.

5. When you have completed all your changes, choose the OK button.

ir you are using DHCP to configure WINS clients, be sure to set options #44 WINS Servers and
#46 Node Type. These options will allow DHCP-configured computers to find and use the WINS
server automatically.
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7. Inthe DHCP Options: Default Values dialog box, select the option, choose the Edit button,
and type the value to be configured by default for this DHCP option.

8. Choose the OK button.
You can delete custom DHCP options, but you cannot delete any predefined DHCP options.

To delete a custom DHCP option
1. From the DHCP Options menu, choose Defaults.

2. Inthe DHCP Options: Default Values dialog box, select the related class in the Option Class
list.

3. In the Option Name list, select the option you want to delete, and then choose the Delete
hutten.
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Configuring DHCP Options
Predefined DHCP Client Configuration Options

The tables in this section describe the predefined options available for configuration of DHCP
clients. These options are defined in RFC 1533.

Basic Options
Code

0

255

~N D W N

o

10
11

12

13
14
15
16
17
18

1 List is specified in order of preference.

Option name
Pad

End

Time offset
Router

Time server
Name servers
DNS servers
Log servers

Cookie servers
LPR servers
Impress servers

Resource location
Servers

Host name

Boot file size
Merit dump file
Domain name
Swap server
Root path
Extensions path

Meaning

Causes subsequent fields to align on word boundaries.

Indicates end of options in the DHCP packet.

Specifies the Universal Coordinated Time (UCT]) offset in seconds.
Specifies a list of IP addresses for routers on the client's subnet.1
Specifies a list of IP addresses for time servers available to the client.1
Specifies a list of IP addresses for name servers available to the client.
Specifies a list of IP addresses for DNS name servers available to the ¢

Specifies a list of IP addresses for MIT_LCS User Datagram Protocol (L
the client.1

Specifies a list of IP addresses for RFC 865 cookie servers available tc
Specifies a list of IP addresses for RFC 1179 line-printer servers availa
Specifies a list of IP addresses for Imagen Impress servers available to
Specifies a list of RFC 887 Resource Location servers available to the :

Specifies the host name of up to 63 characters for the client. The name
with a letter or digit, and have as interior characters only letters, numbe
can be qualified with the local DNS domain name.

Specifies the size of the default boot image file for the cfient, in 512-oc
Specifies the ASCIl path name of a file where the client's core image is
Specifies the DNS domain name the client should use for DNS host na
Specifies the IP address of the client's swap server.

Specifies the ASCIl path name for the client's root disk.

Specifies a file retrievable via TFTP containing information interpreted tt
vendor-extension field in the BOOTP response, except the file length is
to Tag 18 in the file are ignored.

The following table lists IP layer parameters on a per-host basis.

IP Layer Parameters per Host

Code
19

20

Option name

IP layer forwarding

Nonlocal source
routing

Meaning

Enables or disables forwarding of IP packet for this
client. 1 enables forwarding; 0 disables it.

Enables or disables forwarding of datagrams with
nonlocal source routes. 1 enables forwarding; 0
disables it.
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2

23

24

25

Policy filter masks

Max DG
reassembly size

Default time-to-live

Path MTU aging
timeout

Path MTU plateau
table

Specifies policy filters that consist of a list of pairs
of IP addresses and masks specifying
destination/mask pairs for filtering nonlocal source
routes. Any source routed datagram whose
next-hop address does not match a filter will be
discarded by the client.

Specifies the maximum size datagram that the
client can reassemble. The minimum value is 576.

Specifies the default time-to-live (TTL) that the client
uses on outgoing datagrams. The value for the octet
is a number between 1 and 255.

Specifies the timeout in seconds for aging Path
Maximum Transmission Unit (MTU) values
(discovered by the mechanism defined in RFC
1191).

Specifies a table of MTU sizes to use when
performing Path MTU Discovered as defined in RFC
1191. The table is sorted by size from smallest to
largest. The minimum MTU value is 68.

The following table lists IP parameters on a per-interface basis. These options affect the operation
of the IP layer on a per-interface basis. A client can issue multiple requests, one per interface, to
configure interfaces with their specific parameters.

IP Parameters per Interface

Code
26

27

28

29

30

31

32

33
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Option name
MTU option

All subnets are
local

Broadcast address

Perform mask
discovery

Mask supplier

Perform router
discovery

Router solicitation
address

Static route

Meaning

Specifies the MTU discovery size for this interface.
The minimum MTU value is 68.

Specifies whether the client assumes that all
subnets of the client's internetwork use the same
MTU as the local subnet where the client is
connected. 1 indicates that all subnets share the
same MTU; 0 indicates that the client should
assume some subnets may have smaller MTUs.

Specifies the broadcast address used on the
client's subnet.

Specifies whether the client should use internet
Control Message Protocol (ICMP) for subnet mask
discovery. 1 indicates the client should perform
mask discovery; O indicates the ¢lient should not.

Specifies whether the client should respond to
subnet mask requests using ICMP. 1 indicates the
client should respond; 0 indicates the client should
not respond.

Specifies whether the client should solicit routers
using the router discovery method in RFC 1256. 1
indicates that the client should perform router
discovery; 0 indicates that the client should not use
it.

Specifies the IP address to which the client submits
router solicitation requests.

Specifies a list of I[P address pairs that indicate the
static routes the client should install in its routing
cache. Any multiple routes to the same destination
are listed in descending order or priority. The routes
are destination/router address pairs. (The default
route of 0.0.0.0 is an illegal destination for a static
route.)



The following table lists link layer parameters per interface. These options affect the operation of
the data link layer on a per-interface basis.

Link Layer Parameters per Interface

Code Option name Meaning
34 Trailer Specifies whether the client should negotiate use of
encapsulation trailers (RFC 983) when using the ARP protocal. 1

indicates the client should attempt to use trailer; 0
indicates the client should not use trailers.

35 ARP cache timeout  Specifies the timeout in seconds for ARP cache
entries.
36 Ethernet Specifies whether the client should use Ethernet v.
encapsulation 2 (RFC 894) or IEEE 802.3 (RFC 1042)

encapsulation if the interface is Ethernet. 1
indicates that the client should use RFC 1042
encapsulation; 0 indicates the client should use
RFC 894 encapsulation.
The following table shows TCP parameters. These options affect the operation of the TCP layer on
a per-interface basis.

TCP Parameters

Code Option name Meaning

37 Defautt time-to-live Specifies the default TTL the client should use when
sending TCP segments. The minimum value of the
octetis 1.

38 Keepalive interval Specifies the interval in seconds the client TCP

should wait before sending a keepalive message on
a TCP connection. A value of 0 indicates that the
client should not send keepalive messages on
connections unless specifically requested by an
application.

39 Keepalive garbage Specifies whether the client should send TCP
keepalive messages with an octet of garbage data
for compatibility with older implementations. 1
indicates that a garbage octet should be sent; 0
indicates that it should not be sent.

The following table shows application layer parameters. These miscellaneous options are used to
configure applications and services.

Application Layer Parameters per

Code Option name Meaning

40 NIS domain name Specifies the name of the Network Information
Service (NIS) domain as an ASCII string.

41 NIS servers Specifies a list of IP addresses far NIS servers
available to the client. 1

42 NTP servers Specifies a list of IP addresses for Network Time

Protocol (NTP) servers available to the client.1
1 List is specified in order of preference.
The following options are for vendor-specific information.

Vendor-Specific Information
Code Option name Meaning

43 Vender specific info  Binary information used by clients and servers to
exchange vendor-specific information. Servers not
equipped to interpret the information ignore it.
Clients that don't receive the information attempt to
operate without it.
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K DHCP:options:NetBIOS over TCP/IPK Parameters:DHCP options:NetBIOS over TCP/IPK
NetBIOS over TCP/IP:DHCP optionsNetBIOS over TCP/IP

Code Option name Meaning
44 WINS/NBNS Specifies a list of IP addresses for NetBIOS name
servers servers (NBNS). 1
45 NetBIOS over Specifies a list of IP addresses for NetBIOS
TCP/IP NBDD datagram distribution servers (NBDD).1
46 WINS/NBT node Allows configurable NetBIOS over TCP/IP clients
type to be configured as described in RFC 1001/1002,
where 1=b-node, 2=p-node, 4=m-node, and
8=h-node.
47 NetBIOS scope ID Specifies as a string that is the NetBIOS over
TCP/IP Scope ID for the client, as specified in RFC
1001/1002.
48 X Window system Specifies a list of {P addresses for X Window font
font servers available to the client.1
49 X Window system Specifies a list of IP addresses for X Window
display System Display Manager servers available to the
client.1

1 List is specified in order of preference.
DHCP Extensions

Code Option name Meaning
58 Renewal (T1) time Specifies the time in seconds from address
value assignment until the client enters the renewing
state.
59 Rebinding (T2) time  Specifies the time in seconds from address
value assignment until the client enters the rebinding
state.
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add reservations without dismissing this dialog box.

4. When you have added all reservations, choose the Close button.

After the IP address is reserved in DHCP Manager, the client computer must be restarted to be
configured with the new IP address.

If you want to change a reserved IP address for a client, you have to remove the old reserved
address and add a new reservation. You can change any other information about a reserved client
while keeping the reserved IP address.

To change the reserved IP address

1. Make sure the reserved client is not using the old IP address. To do this, shut down the client
computer immediately after issuing the ip config/release command on that client computer.

2. Inthe Active Leases dialog box, select the reserved IP address in the Client list, and choose
the Delete button. Then choose the OK button.

3. From the Scope menu, choose Add Reservations, and then enter information for a new
reservation as described earlier in this section.

To change basic information for a reserved client
1. From the Scope menu, chocse Active Leases.

2. Inthe Client list of the Active Leases dialog box, select the address of the reserved client that
you want to change, and then choose the Properties button.

3. Inthe Client Properties dialog box, change the unique identifier, client name, or comment, and
then choose the OK button.

You can cnly change values in the Client Properties dialog box for reserved clients.

You can also view and change the options types that define configuration parameters for selected
reserved clients by choosing the Opticns button in the Client Properties dialog box. Changing
options for a reserved client follows the same procedure as use to originally define options, as
described in "Defining Options for Reservations” earlier in this chapter.
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Managing the DHCP Database Files

The following files are stored in the \systermroof\SYSTEM32\DHCP directory that is created when
you set up a DHCP server:

DHCP.MDB is the DHCP database file.
DHCP.TMP is a temporary file that DHCP creates for temporary database information.

JET.LGG and the JET*.LOG files contain logs of all transactions done with the database.
These files are used by DHCP to recover data if necessary.

SYSTEM.MDB is used by DHCP for holding information about the structure of its database.

Ihe DHCP.TMP, DHCP.MDB, JET.LOG, and SYSTEM.MDB files should not be removed or
tampered with.

The DHCP database and related Registry entries are backed up automatically at a specific interval
(15 minutes by default), based on the value of Registry parameters (as described later in this
chapter). You can also forced database backup while working in DHCP Manager.
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Troubleshooting DHCP

The following error conditions can appear to indicate potential problems with the DHCP server:

The administrator can't connect for a DHCP server using DHCP Manager. The message that
appears might be, "The RPC server is unavailable.”

DHCP clients cannot renew the leases for their IP addresses. The message that appears on
the client computer is, "The DHCP client could not renew the IP address lease.”

The DHCP Client service or Microsoft DHCP Server service may be down and cannot be
restarted.

The first task is to make sure the DHCP services are running.

To ensure the DHCP services are running

1.

2.

Use the Services option in Control Panel to verify that the DHCP services are running.

In the Services dialog box for the client computer, Started should appear in the Status column
for the DHCP Client service. For the DHCP server itself, the Started should appear in the
Status column for the Microsoft DHCP Server service.

If a necessary service is not started on either computer, start the service.

In rare circumstances, the DHCP server may not boot or a STOP emror may occur. if the DHCP
server is down, follow these steps to restart.

To restart a DHCP server that is down

1.

2

3.

Turn off the power to the server and wait one minute.

Turn on the power, start Windows NT Server, and log on under an account with Administrator
rights.

At the command prompt, type net start dhcpserver and press Enter.

Use Event Viewer {o find the possible source of problems with DHCP services.
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Troubleshooting DHCP
Restoring the DHCP Database

If you ascertain that the DHCP services are running on both the client and server computers but
the error conditions described earlier persist, then the DHCP database is not available or has
becomes corrupted. If a DHCP server fails for any reason, you can restore the database from the
automatic backup files.

To restore a DHCP database

Restart the DHCP server. If the DHCP database has become corrupted, it is automatically
restored from the DHCP backup directory specified in the Registry, as described later in this
chapter.

To force the restoration of a DHCP database

Set the value of RestoreFlag in the Registry to 1, and then restart the computer. For
information about this parameter, see "Registry Parameters for DHCP Servers" later in this
chapter.

To manually restore a DHCP database

If the two restore methoeds described earlier do not work, manually copy all DHCP database
files from the backup directory to the \DHCP working directory. Then restart the Microsoft
DHCP Server service.
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Troubleshooting DHCP
Backing up the DHCP Database onto Another Computer

You may also find a situation where you need to backup a DHCP database to another computer.
To do this, follow these steps.

To move a DHCP database

Use the Replicator service to copy the contents of the DHCP backup directory to the new
computer.
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Advanced Configuration Parameters for DHCP

This section presents configuration parameters that affect the behavior of DHCP servers and
clients, and that can be modified only through Registry Editor. For the changes to take effect after
you modify any of these value entries, you must restart the Microsoft DHCP Server service for
server parameters or the DHCP Client service for client parameters.

You can impair or disable Windows NT if you make incorrect changes in the Registry while using
Registry Editor. Whenever possible, use DHCP Manager to make configuration changes, rather
than using Registry Editor. If you make errors while changing values with Registry Ediior, you will
not be warned, because Registry Editor does not recognize semantic errors.

To make changes to the DHCP server or client configuration using Registry Editor

1. Run REGEDT32.EXE from File Manager or Program Manager, or at a command prompt, type
start regedt32 and press ENTER.

When the Registry Editor window appears, you can press F1 to get Help on how to make
changes in Registry Editor.

2. In Registry Editor, click the window titted HKEY_LOCAL_MACHINE on Local Machine, and
then click the icons for the SYSTEM subtree until you reach the subkey for the specific
parameter, as described in the following sections.

The following sections describe the value entries for parameters for DHCP servers and clients that

can be set only by adding an entry or changing their values in Registry Editor.
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Advanced Configuration Parameters for DHCP
Registry Parameters DHCP Servers

When you change any of these parameters except RestoreFlag, you must restart the computer
for the changes o take effect. For the RestoreFlag parameter, you must restart the Microsoft
DHCP Server service.

The Registry parameters for DHCP servers are specified under the following key:

JSYSTEM\currenticurrentcontrolsetiservices\DHCP Server\Parameters

APIProtocolSupport

Data type = REG_DWORD
Range = 0x1, 0x2, Ox4, Ox5, 0x7
Default = 0x1

Specifies the supported protocols for the DHCP server. You can change this value to ensure
that different computers running different protocols can access the DHCP server. The values
for this parameter can be the following:

0x1 For RPC over TCPIP protocols

0x2 For RPC over named pipes protocols

Ox4 For RPC over local procedure call (LPC) protocols

0x5 For RPC over TCFIP and RPC over LPC

Ox7 For RPC over all three protocels (TCP/IP, named pipes, and LPC)
BackupDatabasePath

Data type = REG_EXPAND_SZ
Range = filename
Default = %SystemRoot%\system32\dhepi\backup

Specifies the location of the backup database file where the database is backed up
periodically. The best location for the backup file is cn another hard drive, so that the database
can be recovered in case of a system drive crash. Do not specify a network drive, because
DHCP Manager cannot access a network drive for database backup and recovery.

Backupinterval

Data type = REG DWORD
Range = no limit
Default = 15 minutes

Specifies the interval for backing up the database.
DatabaseCleanuplinterval

Data type = REG_DWORD
Range = No limit
Default = 0x15180 (864,000 minutes - 24 hours)

Specifies the interval for cleaning up expired client records from the DHCP database, freeing
up those IP addresses for reuse.

DatabaselLoggingFlag

Data type = REG_DWORD
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Range =0 or 1
Defauit = 1 (true-that is, database logging is enabled)

Specifies whether to record the database changes in the JET.LOG file. This log file is used
after a system crash to recover changes that have not been made to the database fiie defined
by DatabaseName. Database logging affects system performance, so DatabaselLogging
can be turned off if you believe the system is highly stable and if logging is adversely affecting
system performance.

DatabaseName

Data type = REG_SZ
Range = fifename
Default = dhcp.mdb

Specifies the name of the database file to be used for the DHCP client information database.

DatabasePath

Data type = REG_EXPAND_SZ
Range = pathname
Default = %SystemRoot%\System32\dhcp

Specifies the location of the database files that have been created and opened.

RestoreFlag

Data type = REG_DWORD
Range =0or 1
Default = 0 {false-that is, do not restore)

Specifies whether to restore the database from the backup directory. This flag is reset
automatically after the successful restoration of the database.
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Advanced Configuration Parameters for DHCP
Registry Parameters for DHCP Clients

The Registry parameters for DHCP clients are specified under the following key:

.SYSTEM'currenticurrentcontrolsetiservices\DHCP\Paramcter\<option#>
The Option# keys are a list of DHCP options that the client can request from the DHCP server. For
each of the default options, the following values are defined:

RegLocation

Data type = REG_SZ
Default = Depends on the Registry location for the specific option

Specifies the location in the Registry where the option value is written when it is obtained from
the DHCP server. The "7" character expands to the adapter name for which this option value is
obtained.

KeyType

Data type = REG_DWORD
Default = 0x7

Specifies the type of Registry key for the option.
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Guidelines for Setting Local Policies

This section provides some suggestions for setting lease options, dividing the free address pool
ameng DHCP servers, and avoiding DNS naming problems.
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Guidelines for Setting Local Policies
Guidelines for Managing DHCP Addressing Policy

Allocation of IP addresses for distribution by DHCP servers can be done dynamically or manually.
These methods use the same DHCP client-server protocol, but the network administrator
manages them differently at the DHCP server.

Dynamic Allocation of IP Addresses

Dynamic allocation allows a client to be assigned an [P address from the free address pool. The
lease for the address has a lease duration {expiration date), before which the client must renew
the lease to continue using that address. Depending on the local lease policies defined by the
administrator, dynamically allocated addresses can be returned o the free address pool if the
client computer is not being used, if it is moved to another subnet, or if its lease expires. Any IP
addresses that are returned to the free address pool can be reused by the DHCP server when
allocating an IP address to a new client. Usually the local policy ensures that the same IP
address is assigned to a client each time that system starts and that addresses returned to the
pool are reassigned.

After the renewal time of the lease time has passed, the DHCP client enters the renewing state
(as described in Chapter 3, "Networking Concepts for TCP/IP"). The client sends a request
message fo the DHCP server that provided its configuration information. If the request for a lease
extension fits the local lease policy, the DHCP server sends an acknowledgment that contains the
new lease and configuration parameters. The client then updates its configuration values and
returns to the bound state.

When the DHCP client is in the renewing state, it must release its address immediately in the rare
event that the DHCP server sends a negative acknowledgment. The DHCP server sends this
message to inform a client that it has incorrect configuration information, forcing it to release its
current address and acquire new information.

If the DHCP client cannot successfully renew its lease, the client enters a rebinding state. At this
stage, the client sends a request message te all DHCP servers in its range, attempting to renew
its lease. Any server that can extend the lease sends an acknowledgment containing the
extended lease and updated configuration information. If the lease expires or if a DHCP server
responds with a negative acknowledgment, the client must release its current configuration and
return to the initializing state. (This happens automatically, for example, for a computer that is
moved from one subnet to another.)

If the DHCP client uses mare than ene network adapter te connect to multiple networks, this
protocol is followed for each adapter that the user wants to configure for TCP/IP. Windows NT
allows multihomed systems to selectively configure any combination of the system's interfaces.
You can use the ipconfig utility to view the local IP configuration for a client computer.

When a DHCP-enabled computer is restarted, it sends a message to the DHCP server with its
current configuration information. The DHCP server either confirms this configuration or sends a
negative reply so that the client must begin the initializing stage again. System startup might
therefore result in a new |P address for a client computer, but neither the user nor the network
administrator has to take any action in the configuration process.

Manual Allocation of IP Addresses

Manual allocation follows the policy used in most current TCP/IP implementations. With this
method, the network administrator defines the IP address and other configuration options that the
DHCP servers will provide for a particular computer. The DHCP servers respond based on the
client's unique identifier, which is the network adapter's MAC-layer address. Any IP addresses
assigned in this way cannot be allocated by DHCP servers to other clients using either automatic
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or dynamic allocation. The address has a permanent lease.

For example, for the range of IP addresses to be provided through RAS servers, these addresses
should be manually excluded from the range of dynamically allocated addresses.
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Guidelines for Setting Local Policies
Guidelines for Lease Options

To define appropriate values for lease duration, you should consider the frequency of the following
events for your network:

Changes to DHCP options and default values
Network interface failures
Computer removals for any purpose

Subnet changes by users because of office moves, laptop computers docked at different
workstations, and so on

All of these types of events cause IP addresses to be released by the client or cause the leases
to expire at the DHCP server. Consequently, the IP addresses will be returned to the free address
pool to be reused.

If many changes occur on your internetwork, you should assign short lease times, such as two
weeks. This way, the addresses assigned to systems that leave the subnet can be reassigned
quickly to new DHCP client computers requesting TCP/IP configuration information.

Another important factor is the ratio between connected computers and available IP addresses.
For example, the demand for reusing addresses is low in a network where 40 systems share a
class C address {with 254 available addresses). A long lease time such as two months would be
appropriate in such a situation. However, if 230 computers share the same address pool, demand
for available addresses is much greater, so a lease time of a few days or weeks is more
appropriate.

Notice, however, that short lease durations require that the DHCP server be available when the
client seeks to renew the lease. So backup servers are espedcially important when short lease
durations are specified.
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Guidelines for Setting Local Policies
Guidelines for Partitioning the Address Pool

You will probably decide to install more than one DHCP server, so the failure of any individual
server will not prevent DHCP clients from starting. However, DHCP does not provide a way for
DHCP servers to cooperate in ensuring that assigned addresses are unique. Therefore, you must
divide the available address pocl among the DHCP servers to prevent duplicate address
assignment.

A typical scenario is a local DHCP server that maintains TCP/IP configuration information for two
subnets. For each DHCP server, the network administrator allocates 70 percent of the IP address
pool for local clients and 30 percent for clients from the remote subnet, and then configures a relay
agent to deliver requests between the subnets.

This scenario allows the local DHCP server to respond to requests from local DHCP clients most
of the time. The remote DHCP server will assign addresses to clients on the other subnet only
when the local server is not available or is out of addresses. This same method of partitioning
among subnets can be used in a multiple subnet scenario to ensure the availability of a
responding server when a DHCP client requests configuration information.
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Guidelines for Setting Local Policies
Guidelines for Avoiding DNS Naming Conflicts

DNS can be used to provide names for network resources, as described in Chapter 3, "Networking
Concepts for TCP/IP." However, DNS configuration is static. With DHCP, a host can easily have a
different [P address if its lease expires or for other reasons, but there is no standard for updating
DNS servers dynamically when IP address information changes. Therefore, DNS naming conflicts
can occur if you are using DHCP for dynamic allocation of IP addresses.

This prablem will primarily affect systems that extend internetworking services to local network
users. For example, a server acting as an ancnymous FTP server or as an e-mail gateway might
require users {c contact it using DNS names. In such cases, such clients should have reserved
leases with an unlimited duration..

For workstations in environments that do not require the computers to register in the DNS name
space, DHCP dynamic allocation can be used without problems.
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Guidelines for Setting Local Policies
Using DHCP with Diskless Workstations

If your network includes diskless workstations or X terminal BOOTP clients that need configuration
information to use TCP/IP, you must build profiles. (BOOTP is the internetworking Bootstrap
Protocol used to configure systems across intemetworks. DHCP is an extension of BOOTP.)

You might decide to continue to manage these workstations using your existing BOOTP servers.
If s0, you must be sure to exclude these addresses from the free address pool maintained by the
DHCP server.
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Planning a Strategy for DHCP

This section describes how to develop strategies for placing DHCP servers on small-scale and
large-scale installations. Most network administrators implementing DHCP will also be planning a
strategy for implementing WINS servers. The planning tasks described here also apply for WINS
servers, and in fact, the administrator will probably want to plan DHCP and WINS implementation
in tandem.

The following describes the general planning tasks:

1. Compile a list of a requirements, including:
Client support (numbers and kinds of systems to be supported)

Interoperability with existing systems, especially requirements for mission-critical
accounting, personnel, and similar information systems

Hardware support and related software compatibility (including routers, switches, and
servers)

Network monitoring software, including SNMP requirements and other tcols

2. Isolate the areas of the network where processes must continue uninterrupted, and target
these areas for the last stages of implementation.

3. Review the geographic and physical structure of the network to determine the best plan for
defining logical subnets as segments of the internetwork.

4. Define the components in the new system that require testing, and develop a phase plan for
testing and adding components.

Feor example, the pian could define units of the organization to be phased into using DHCP,
and the order for types of computers to be phased in (including Windows NT servers and
workstations, Microsoft RAS servers and clients, Windows for Workgroups computers, and
MS-DOS clients).

5. Create a pilot project for testing. Be sure that the pilot project addresses all the requirements
identified in Task #1.

6. Create a second test phase, including tuning the DHCP (and WINS) server-client configuration
for efficiency. This task can include determining strategies for backup servers and for
partitioning the address pooi at each server to be provided to local versus remote clients.

7. Document all architecture and administration issues for network administrators.

8. Implement a final phase for bringing all organizational units into using DHCP.

While planning, remember that the actual placement of the servers in the physical network need
not be a major planning issue. DHCP servers (and WINS servers) do not participate in the
Windows NT Server domain model, so domain membership is not an issue in planning for server
placement. Because most routers can forward DHCP configuration requests, DHCP servers are
not required on every subnet in the internetwork. Also, because these servers can be administered
remaotely from any Windows NT Server computer that is DHCP- or WINS-enabled, location is not a
major issue in planning for server placement.
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Installing and Configuring WINS
Servers

A WINS serveris a Windows NT Server computer running Microsoft TCP/IP and the Windows
Internet Name Service (WINS) server software. WINS servers maintain a database that maps
computer names to IP addresses, allowing users to easily communicate with other computers
while gaining all the benefits of TCP/IP.

This chapter describes how to install WINS servers and how to use WINS Manager to manage
these servers. The topics inciude the following;

WINS benefits

Installing and administering WINS servers
Configuring WINS servers and replication partners
Managing static mappings

Setting preferences for WINS Manager

Managing the WINS database

Troubleshooting WINS

Advanced configuration parameters for WINS
Planning a strategy for WINS servers

For an overview of how WINS works, see "Windows [nternet Name Service and Broadcast Name
Resolution” in Chapter 3, "Networking Concepts for TCP/IP."

WiNS can also be configured and monitored using SNMP. All configuration parameters can be set
using SNMP, including configuration parameters that can otherwise only be set by editing the
Registry. For a list of WINS MIB object types, see Appendix A, "MIB Object Types for Windows
NT."

You can also use Performance Monitor to track WINS server performance, as described in
Chapter 8, "Using Performance Monitor with TCP/IP Services."
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WINS Benefits

Using WINS servers can offer these benefits on your internetwork:

Dynamic database maintenance to support computer name registration and name resolution.
Although WINS provides dynamic name services, it offers a NetBIOS namespace, making it
much more flexible than DNS for name resolution.

Centralized management of the computer name database and the database replication
policies, alleviating the need for managing LMHOSTS files.

Dramatic reduction of IP broadcast traffic in Microsoft infernetworks, while aliowing client
computers to easily locate remote systems across local or wide area networks.

The ability for clients on a Windows NT Server network (including Windows NT, Windows for
Woarkgroups, and LAN Manager 2.x} to browse domains on the far side of a router without a
local domain controlier being present on the other side of the router.

A scalable design, making it a good choice for name resolution for medium to very large
internetworks.

WINS client software is part of the Microsoft TCP/IP-32 for Windows for Workgroups and the
Microsoft Network Client 2.0 software that is included on the Windows NT Server compact disc.
For information about installing these clients, see the Windows NT Server Installation Guide.
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Installing WINS Servers

You install a WINS server as part of the process of installing Microsoft TCP/IP in Windows NT
Server, These instructions assume you have already installed the Windows NT Server operating
system on the computer.

vou must be logged on as a member of the Administrators group to install a WINS server.

To install a WINS server

1. Choose the Network options in Control Panel. When the Network Settings dialog box appears,
choose the Add Software button.

2. Inthe Network Software list in the Add Network Software dialog box, select TCP/IP Protocol
And Related Components, and then choose the Continue button.

3. Inthe Windows NT TCP/IP Installation Options dialog box, check the appropriate options to
install, including at least the following:

WINS Server Service
SNMP Service (for configuring and monitoring WINS using SNMP or Performance Monitor)

4. Choose the OK button. Windows NT Setup dispfays a message asking for the full path to the
Windows NT Server distribution files. Type the appropriate location, and choose the Continue
button.

All necessary files are copied to your hard disk.

5. Complete all the required procedures for manually configuring TCP/IP as described in
"Configuring TCP/IP" in Chapter 2. When the Network Settings dialog box reappears after you
finish configuring TCP/IP, choose the Close button.

All the appropriate TCP/IP and WINS server software is ready for use after you reboot the
computer.

The Windows Internet Name Service is a Windows NT service running on a Windows NT
computer. The supporting WINS client software is automatically installed for Windows NT Server
and for Windows NT computers when the basic operating system is installed.

To start and stop the WINS service on any Windows NT computer
1. In Control Panel, choose the Services icon.

Or

In Server Manager, choose Services from the Computer menu.

2. In the Services dialog box, select the Windows Internet Name Service, and choose the Start
or Stop button. Then choose the Close button.

You can start and stop the WINS service at the command prompt using the commands net start
wins or net stop wins.
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appears in the WINS Server window shows the IP address first if you connected using TCP/P, or
the computer name first, if the connection was made over NetBIOS.

To connect to a WINS server for administration

In the WINS Manager window, sefect a server in the WINS Servers list. This list contains all
WINS servers that you previously connected to or that have been reported by pariners of this
WINS server.

Or

1. If you want to select another server that you have not previously connected to, choose the Add
WINS Server command from the Server menu.

2. Inthe WINS Server box of the Add WINS Server dialog box, type the IP address or computer
name of the WINS server you want to work with, and then choose the OK button. (You do not
have to include double backslashes before the name. WINS Manager will add these for you.)

The title bar in the WINS Manager window shows the IP address or computer name for the
currently selected server, depending on whether you used the address or name to connect to the
server. WINS Manager also shows some hasic statistics for the selected server, as described in
the following table. Additional statistics can be displayed by choosing the Detailed Information
command from the Server menu.

Statistics in WINS Manager

Statistic Meaning
Database Initialized The time when this WINS database was initialized.
Statistics Cleared The time when statistics for the WINS server were

last cleared with the Clear Statistics command from
the View menu.

Last Replication Times The times at which the WINS database was last
replicated.

Periodic The last time the WINS database was replicated
based on the replication interval specified in the
Preferences dialog box.

Admin Trigger The last time the WINS database was replicated
because the administrator chose the Replicate Now
button in the Replication Partners dialog box.

Net Update The last time the WINS database was replicated as a
resuft of a network request, which is a push
notification message that requests propagation.

Total Queries Received The number of name query request messages
received by this WINS server. Successful indicates
how many names were successfully matched in the
database, and Failed indicates how many names this
WINS server could not resolve.
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Periodic indicates when the database was cleaned based on
the renewal interval specified in the WINS Server
Configuration dialog box.

Admin Trigger Indicates when the database was last cleaned
because the administrator chose the Initiate
Scavenging command.

Extinction indicates when the database was last cleaned based
on the Extinction interval specified in the WINS
Server Configuration dialog box.

Verification Indicates when the database was last cleaned based
on the Verify interval specified in the WINS Server
Configuration dialog box.

Unique Registrations The number of name registration requests that have
been accepted by this WINS server.

Unigue Conflicts The number of conflicts encountered during
registration of uniqgue names owned by this WINS
server.

Unigue Renewals The number of renewals received for unique names.

Group Registrations The number of registration requests for groups that

have been accepted by this WINS server. For
information about groups, see "Managing Special
Names" later in this chapter.

Group Conflicts The number of conflicts encountered during
registration of group names.
Group Renewals The number of renewals received for group names.

For descriptions of the related intervals, see "Configuring WINS Servers" later in this chapter.
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Configuring WINS Servers and Replication
Partners

You will want to configure multiple WINS servers to increase the availability and balance the load
among servers. Each WINS server must be configured with at least one other WINS server as its
replication partner.

Configuring a WINS server includes specifying information about when database entries are
replicated between partners. A pufl partner is & WINS server that pulls in replicas of database
entries from its partner by requesting and then accepting replicas. A push partner is a WINS
server that sends update netification messages to its partner when its WINS database has
changed. When its partner responds to the notification with a replication request, the push partner
sends a copy of its current WINS database to the pariner.

For information about configuring preferences, see "Setting Preferences for WINS Manager" later
in this chapter.
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Extinction Timeout  Specifies the interval between when an entry is marked
extinct and when the entry is finally scavenged from the
database. The default is the same as the renewal
interval.

Verify Interval Specifies the interval after which the WINS server must
verify that old names it does not own are still active.
The default is 20 times the extinction interval.

The replication interval for this WINS server's pull partner is defined in the Preferences dialog
box, as described in "Setting Preferences for WINS Manager" later in this chapter.

4. If you want this WINS server to pull replicas of new WINS database entries from its partners
when the system is initialized or when a replication-related parameter changes, check Initial
Replication in the Pull Parameters options, and then type a value for Retry Count.

The retry count is the number of times the server should attempt to connect (in case of failure)
with a partner for pulling replicas. Retries are attempted at the replication interval specified in
the Preferences dialog box. If all retries are unsuccessful, WINS waits for a period before
starting replication again. For information about setting the start time and replication interval
for pull and push partners, see "Setting Preferences for WINS Manager” later in this chapter.

5. Toinform partners of the database status when the system is initialized, check Initial
Replication in the Push Parameters group. To inform partners of the database status when an
address changes in a mapping record, check Replicate On Address Change.

6. Setany Advanced WINS Server Configuration options, as described in the following table.

7. When you have completed ali changes in the WINS Server Configuration dialog box, choose
the OK button.

Advanced WINS Server Configuration Options

Configuration Meaning
option
Logging Enabled Specifies whether logging of database changes to

JET.LOG should be turned on.

Log Detailed Events Specifies whether logging events is verbose. (This
requires considerable system resources and should be
turned off if you are tuning for performance.}

Replicate Cnly With Specifies that replication will be done only with WINS

Partners pull or push partners. If this option is not checked, an
administrator can ask a WINS server to pull or push
from or to a non-listed WINS server partner. By default,
this option is checked.

Backup On Specifies that the database will be backed up
Termination automatically when WINS Manager is closed.
Migrate On/Off Specifies that static unique and multihomed records in

the database are treated as dynamic when they
conflict with a new registration or replica. This means
that if they are no fonger valid, they will be overwritten
by the new registration or replica. Check this option if
you are upgrading non-Windows NT systems to
Windows NT. By default, this option is not checked.

Petitioner Vonage Holdings Corp. et al. - Exhibit 1006 - Page 157



Starting Version Specifies the highest version ID number for the

Count : database. Usually, you will not need to change this
value unless the database becomes corrupted and
needs to start fresh. In such a case, set this value to a
number higher than appears as the version number
counter for this WINS server on all the remote partners
that earlier replicated the locai WINS server's records.
This value can be seen in the View Database dialog
box in WINS Manager.

Database Backup Specifies the directory where the WINS database

Path backups will be stored. WINS uses this directory to
perform an automatic restoration of the database in the
event that the database is found to be corrupted when
WINS is started. Do not specify a network directory.

Petitioner Vonage Holdings Corp. et al. - Exhibit 1006 - Page 158





