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Introduction

Welcome to the Microsoft Windows NT Resource Kit Volume 2: Windows NT'
Networking Guide.

The Windows NT Resource Kit also includes the following volumes:

«  Volume 1: Windows NT Resource Guide, which provides information to
help administrators better understand how to install, manage, and integrate
Windows N'T™ in a network or multiuser environment,

«  Volume 3: Windows NT Messages, which provides information on local and
remofe debugging and on interpreting error messages.

+  Volume 4: Optimizing Windows NT, which provides a step-by-step approach (o
understanding all the basic performance management technigues.

The Windows NT Networking Guide is designed for people who are, or who want
to become, expert users of Microsofte Windows NT Workstation and Microsoft
Windows NT Server networking features. The Windows NT Networking Guide
presents detailed, easy-io-read technicat information to help you better manage how
Windows NT is used at your site. It contains specific networking information for
system administrators who are responsible for installing, managing, and integrating
Windows NT in both small and large networks, '

The Windows NT Networking Guide is a technical supplement to the documentation
included as part of the Windows NT product and does not replace that information
as the source for learning how to use Windows NT networking features and
utilities.

You should also use it in conjunction with the Windows NT Resource Guide since
there are multiple cross-references between the two books. In addition, the tools

for both books are contained on a single compact disc {CD) and in a single set of
3.5-inch floppy disks. (The CD is bound into the back cover of the Windows NT
Resource Guide, and the floppy disks are available upon request from MS-Press.)
See the “Iniroduction” section of the Windows NT Resource Guide for a partial list
of the available tools. A complete list is available on the CD in the README. WRI
file with instructions on how to use them in the RKTOOLS.HLP file.

This introduction includes two kinds of information you can use to get started:

- The first section outlines the contents of this book, so that you can quickly
find technical details about specific elements of Windows N'T networking.

» The second section describes the conventions used to present information in
this book, :
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~ About the Networking Guide

This guide includes the following chapters. Additional tables of contents are
included in each part to help you quickly find the information you want.

Part 1, About Windows NT Networking
Chapter 1, “Windows NT Networking Architecture,” contains information
for the support professional who may not have a local area network background.
This chapter provides a technical discussion of networking concepts and
discusses the networking components included with Windows NT.

Chapter 2, “Network Interoperability,” desciibes how Windows NT works
together with your existing Novelle networks, IBMe mainframe systems, and
UNIXe systems.

Chapter 3, “Windows NT User Environments,” explains the use of home
directories and logon scripts in customizing the environment of individual users
or related groups of users.

Chapter 4, “Network Security and Administration,” describes how security
is implemented for workgroups and domains under Windows NT, including
local Jogon and pass-through validation for trusted domains and network
browsing.

Chapter 5, “Windows NT Browser,” explains how members of a
Windows NT network can browse the resources of the network.

Part ll, Using Windows NT Networking
Chapter 6, “Using NBF with Windows NT,” describes NetBEUI Frame, the
implementation of the NetBIOS Extended User Interface protocol under
Windows NT, including how network traffic and se$sions are managed.
Chapter 7, “Using DLC with Windows NT,”” presents details about the Data
Link Control {DLC) protocol device driver in Windows NT that provides
connectivity to IBM mainframcs and to local arca notwork paintors attachod
directly to the network.
Chapter &, “Client-Server Connectivity on Windows NT,” discusses how
MS-DOSe, Windowse, Windows NT, and OS/2e client workstations
communicate with Windows NT databases, focusing on Microsoft SQL Server
as an example of a distributed application.

Chapter 9, “Using Remote Access Service,” explains the technical details
of Windows NT RAS including security, interoperability, and scripting
capabilities.

€
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Part lll, TCPAP
Chapter 10, “Overview of Microsoft TCP/P for Windows NT,” describes
the elements that make up Microsoft TCP/IP and provides an overview of how
you can use Microsoft TCP/IP to supporl various networking solutions.

Chapter 11, “Installing and Configuring Microsoft TCP/IP and SNMP,”
describes the process for installing and configuring Microsoft TCP/IP, SNMP,
and Remote Access Service (RAS) with TCP/AP on a computer running
Windows NT.

Chapter 12, “Networking Concepts for TCP/IP,” presents key TCP/IP
networking concepis for networking administrators interested in a technical
discussion of the elements that make up TCP/IP,

Chapter 13, “Installing and Configuring DHCP Servers,” presents the
procedures and strategics for setting up servers to support the Dynamic Host
Configuration Protocol for Windows networks, -

Chapter 14, “Installing and Configoring WINS Servers,” presents the
procedures and strategies for setting up Windows Internet Name Service
SCIVETS.

Chapter 15, “Setting Up LMHOSTS,” provides guidelines and tips for using
LMHOSTS files for name resolution on networks.

Chapter 16, “Using the Microsoft FTP Server Service,” describes how to’
install, configure, and administer the Microsofi FTP Server service.

Chapter 17, “Using Performance Monitor with TCP/IP Services,”
describes how to use the performance counters for TCP/IP, FTP Server service,
DHCP servers, and WINS servers.

Chapter 18, “Internetwork Printing and TCP/IP,” describes how to install
TCF/IP printing and create TCP/IP printers on Windows NT computers with
Microsoft TCP/P.

Chapter 19, “Troubleshooting TCP/IP,” describes how to troubleshoot IP
connections and use the diagnostic utilitics to get information that will help solve
networking probletns.
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Part IV, Windows NT and the Internet
Chapter 20, “Using Windows NT on the Internet,” describes typical
scenarios for connecting a Window NT computer or network to the Internet and
the logistical details involved in doing that,

Chapter 21, “Setting Up Internet Servers and Clients on Windows NT
Computers,” describes how to set up Internet servers and clients on a
Windows N'T computer.

Chapter 22, “Remote Access Service and the Internet,” provides technical
details about using RAS for Internet connections, including as an Internet
Gateway Server and as a router to the Internet for small networks.

Part V, Appendixes
Appendix A, “TCP/IP Utilities Reference,” describes the TCP/IP utilities and
provides syntax and notes.

Appendix B, “MIB Object Types for Windows NT,” describes the LAN
Manager MIB II objects provided when you instali SNMP with Windows NT.

Appendix C, “Windows Sockets Application,” lists third-party vendors who
have created software based on the Windows Sockets standard to provide
utilities and applications that run in heterogeneous networks using TCP/IP. This
appendix also lists Internet sonrces for public-domain software based on
Windows Sockets.
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Conventions in This Manual

This document assumes that you have read the Windows NT documentation set
and that you are familiar with using menus, dialog boxes, and other features of
the Windows operating system family of products. It also assumes that you have
installed Windows NT on your system and that you are using a mouse. For
keyboard equivalents to menu and mouse actions, see the Microsoft Windows NT
online Help.

This document uses several conventions to help you identify information.
The following table describes the typographical conventions used in the
Windows NT Networking Guide.

Convenfion Used for

hold MS-DOS-style command and utility names such as copy or ping
and switches such as /? or -h. Also used for Registry value names,
such as IniFileMapping and O8/2 application programming
interfaces (APIs).

italic Parameters for which you can supply specific values. For example,
the Windows NT root directory appears in a path name as
systemroof\SYSTEM32, where systemroot can be CAWINNT3S or
some other value.

ALL CAPITALS Directory names, filenames, and acronyms. For example, DL.C
stands for Data Link Control; CA\PAGEFILE.SYS is a file in the
boot sector.

Monospace Sample text from batch and .INJ files, Registry paths, and screen text

in non-Windows-based applications.

Other conventions in this document include the following:

“MS-DOS” refers to Microsoft MS-DOS version 3.3 or later.

- “Windows-based application” is used as a shorthand term to refer to an
application that is designed to run with 16-bit Windows and does not run
without Windows. All 16-bit and 32-bit Windows applications foltow similar
conventions for the arrangement of menus, dialog box styles, and keyboard and
RIOUSE Use.
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“MS-DOS—based application” i used as a shorthand (erm to refer to an
application that is designed to run with MS-DOS but not specifically with
Windows or Windows NT and is not abie to take full advantage of their
graphical or memory management features.

“Command prompt” refers to the command line where you type MS-DOS—style
commands. Typically, you see characters such as C:\> fo show the location of
the command psompt on your screen. In Windows NT, you can double-click the
MS-DOS Prompt icon in Program Manager to use the command prompt.

An instruction to “type” any information means to press a key or a sequence of
keys, and then press the ENTER key.

Mouse instructions in this document, such as “Click the OK butten” or “Drag an
icon in File Manager,” usc the same meanings as the descriptions of mouse
actions in the Windows NT System Guide and the Windows online tutorial.
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CHAPTER

Windows NT Networking
Architecture

1

Windows NT is a complete operating system with fully integrated networking
capabilities. These capabilities differentiate Windows NT from other operating
systerns such as MS-DOS, 08/2, and UNIX for which network capabilities are
installed separately from the core operating system. '

Integrated networking support means that Windows NT offers these features:

Support for both peer-to-peer and client-server networking. Al Windows NT
computers can act as both network clients and servers, sharing files and printers
with other computers and exchanging messages over the network. Windows NT
Server also includes features needed for full-scale servers, such as domain
management fools.

The ability to easily add networking software and hardware. The networking -
software integrated into Windows NT lets you easily add protocol drivers,
network card drivers, and other network software. Windows NT includes
four transport protocols—IPX/SPX (NWLink), TCP/IP, NBF (Windows NT
NetBEUD, and DLC. .

Interoperability with existing networks. Windows NT systems can communicate
using a variety of transport protocols and network adapters. It can also
communicate over a variety of different vendors’ networks.

Support for distributed applications. Windows NT provides a transparent
Remote Procedure Call (RPC) facility. It also supports NetBIOS, Sockets,
and the Windows Network (WNet) APIs and named pipes and mailslots, for
backward compatibility with LAN Manager installations and apphcatlons

Remote access to networks. Windows NT Remote Access Service (RAS) clients
can dial into any PPP or SLIP server. Windows NT RAS servers support any
remote clients using IPX, TCP/IP, or NetBEUI using PPP. For additional
information about RAS, see Chapter 9, “Using Remote Access Service.”

Print and File sharing, and AppleTalke routing for Macintoshe clients.
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4 Patl About Windows NT Netwarking

This chapter describes the Windows NT networking architecture and how

it achieves each of these goals. For perspective, the next section provides a
brict explanation of two industry-standard models for networking —-the Open
System Interconnection (OSI) reference model and the Institute of Electrical and
Eicctronic Engineers (IEEE) 802 project model. The remainder of the chapter
describes the Windows NT networking components as they relate to the OS]
and IEEE models and as they relate to the overall Windows NT architecture.

Overview of Networking

In the early years of networking, several large companies, including IBM,
Honeywell, and Digital Equipment Corporation {DEC™), each had its own standard
for how computers could be connected together. These standards described the
mechanisms necessary to move data from one computer t© another. These carly
standards, however, were not entirely compatible. Networks adhering to IBM
Systems Network Architecture (SNA) could not communicate directly with

networks using DEC Digital Network Architecture (DNA), for example.

In later years, standards organizations, including the International Standards
Organization {IS0) and the Institute of Electrical and Electronic Bngineers (IEEE),
developed models that became globally recognized and accepted as the standards
for designing any compuier network. Both models describe networking in terms of
functional layers. '
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Chapter 1 Windows NT Networking Architecture 5

OS] Reference Model

ISO developed a medel called the Open Systems Interconnection (OSI) reference
medel. It is used to describe the flow of data between the physical connection to the
network and the end-user application. This model is the best known and most
widely used model to describe networking environments.

7. Apphcatlon layer

6 Presentatlon Iayer

3 Network Iayer

TR RN TP R

2 Data Lmk !ayer

R R R

Figure 1.1 Open Systems Inferconnection (OSI) Reference Model

As shown in Figure 1.1, the OSI layers are numbered from bottom to top. The most
basic functions, such as putting data bits onto the network cable, are on the bottom,
while functions attending to the details of applications are at the top.

In the OSI model, the purpose of each layer is to provide services to the next higher
layer, shielding the higher layer fromn the details of how the services are actually
implemented. The layers are abstracted in such a way that each layer believes it is
communicating with the same layer on the other computer. In reality, each layer
communicates only with adjacent layers on one computer. That is, for information
to pass from Layer 5 on Computer A to Layer 5 on Computer B, it actually follows
the route illustrated by Figure 1.2.

H
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§ Computer & Computer 8 !

A
g
t—

7. Application layer 7. Application layer E

6. Presentation layer 8. Presentation layer

5. Session layer 5. Session layer

4, Transport layer | s 4, Transpott layer

Virtual
3. Network layer c;mmunication 3. Network layer
th :
2. Data Link layer pam 2. Data Link layer
1. Physical layer 1. Physicai layer

Network cable

Figure 1.2 Communication Between OSI Layers

The following list describes the purposc of cach of the seven layers of the 051
model and identifies services that they provide to adjacent layers.

1. The Physical Layer addresses the transmission of the unstructured raw bit
stream over a physical medinm (that is, the networking cable). The Physical
Layer relates the electrical/optical, mechanical, and functional interfaces to the
cable. The Physical Layer also carries the signals that transmit data generated
by all the higher layers.

This layer defines how the cable is attached to the network adapter card. For
example, it defines how many pins the connector has and what each pin is used
for. It describes the topology used to connect computers together (Token Ring,
BEthernet, or some other). It also defines which transmission technique will be
used to send data over the network cable.
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The Data Link Layer packages raw bits from the Physical Layer into data
frames, which are logical, structured packets in which data can be placed. The
exact format of the frame used by the network depends on the topology. That is,
a Token Ring network data frame is laid out differently than an Ethernet frame.
The Data Link Layer is responsibie for providing the error-free transfer of these
frames from one computer to another through the Physical Layer. This allows
the Network Layer to assume virlually error-free transmission over the network
connection. Frames contain source and destination addresses so that the sending
and receiving computers can recognize and refrieve their own frames on the
network.

The Network Layer is responsible for addressing messages and translating
logical addresses and names into physical addresses. This layer also determines
the route from the source to the destination computer. It determines which path
the data should take based on network conditions, priority of service, and other

factors, It also manages traffic problems on the network, such as switching,
routing, and controlling the congestion of data packets.

The Network Layer bundles small data frames together for transmission across
the network. It also restructares large frames into smaller packets. On the
receiving end, the Network Layer reassembles the data packets into their
original frame structure.

The Transport Layer takes care of ervor recognition and recovery. It also ensures
reliable delivery of host messages originating at the Application Layer. Similar
to how the Network Layer handles data frames, this layer lepackages messages
—dividing long messages info several packets and collecting small messages
together in. one packet—to provide for their efficient transmission over the
network. At the recetving end, the Transport Layer unpacks the messages,
reassembles the original messages, and sends an acknowledgment of receipt.

The Session Layer allows two applications on different computers to
establish, use, and end a connection called a session. This layer performs
name recognition and the funciions needed to allow two applications to
communicate over the network, such as security functions.

The Session Layer provides synchronization between user tasks by placing
checkpotnts in the data stream. This way, if the network fails, only the data after
the last checkpoint has to be retransmitted. This Jayer also implements dialog

-control between communicating processes, regulatmg which side transmits,
when, for how long, and so on.
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6. The Presentation Layer determines the form used to exchange data between
networked computers. It can be called the network’s translator. At the
sending computer, this layer transiates data from a format received from the
Application Layer into a commonly recognized, intermediary format. At the
receiving end, this layer translates the intermediary format into a format useful
1o that computer’s Application Layer.

The Presentation Layer also manages network security issues by providing
services such as data encryption. It aiso provides rules for data transfer and
provides data compression to reduce the number of bits that need to be
transmitted.

7. The Application Layer serves as the window for application processes to access
network services. This layer represents the services that directly
support the user applications such as software for file transfers, database access,
and electronic-mail.

|[EEE 802 Model

Another networking model developed by the IEEE further defines sublayers of the
Data Link Layer. The IEEE 802 project (named for the year and month it began—
February 1980) defines the Media Access Control (MAC) and the Logical Link
Control (LLLC) sublayers. '

As Figure 1.3 shows, the Media Access Control sublayer is the lower of the

two sublayers, providing shared access for the computers’ network adapter cards to
the Physical Layer. The MAC Layer communicates directty with the network
adapter card and is responsible for delivering error-free data between two
computers on the network. ' :

The Logical Link Control sublayer, the upper sublayer, manages data link
comtnunication and defines the use of logical inferface points [called Service
Access Points (SAPs)] that other computers can reference and use to transfer
information from the LLC sublayer to the upper OSI layers. Two protocols running
on the same computer would use separate SAPs.

2y

|
45 Logical Link Control (LLE
‘féﬁs’é% ’ o
'9‘5*‘5 Media Access Contre! (MAC)

} 2. Data Link layer —I

i 1. Physical layer |

Figure 1.3 Logical Link Control and Media Access Control Sublayers

Petitioner Vonage Holdings Corp. et al. - Exhibit 1008 - Page 033



Chapter 1 Windows NT Networking Architecture

Project 802 resulted in a number of documents, including three key standards
for network topologies:

« 802.3 defines standards for bus networks, such as Ethernet, that usc a
mechanism called Carrier Sense Multiple Access with Collision Detection
{CSMASCD),

-« 802.4 defines standards for token-passing bus networks. (The ArcNete
architecture is similar to this standard in many ways.)

= 802.5 defines standards for Token-Ring networks.

LEEE defined functionality for the LLC Layer in standard 802.2 and defined
functionality fot the MAC and Physical Layers in siandards 802.3, 802.4, and

802.5.
802.1 OS! Model and Network Management
£4C layer 802.2 Logical Link Conirol
MAC layer 802.4 802.5
8023 Token Token
CSMACD bus ting

Figure 1.4 * Project 802 Standards as Related to LL.C and MAC Layers

This chapter describes the layered components of the Windows NT networking
architecture, beginning with an overali description of that architecture.

3
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Windows NT Networking Modei

As with other architecture components of Windows NT, the networking architecture
is built of layers. This helps provide expandability by allowing other functions and
services to be added. Figure 1.5 shows all of the components that make up the
Windows NT networking model.

Providers

7. Application User mode
6. Presentation Kernel mode

____________________________________________________________________________________

%VO Manager 5, Session :
3. Nework | Transport protocels B
2. Data Link 3
;; ‘ Network adapter card drivers :
"""""""""""" e

Figure 1.5 Windows NT Networking Model

Each of the Windows NT networking layers performs these functions.

The Windows NT networking model begins at the MAC sublayer where

network adapter card drivers reside. These drivers link Windows NT 1o the
network via corresponding network adapler cards. Windows NT includes RAS to
allow network access to computers for people who work at home or on the road. For
more information, see “Remote Access for Windows NT Clients,” later in this
chapter. :

The network model includes two important interfaces—the NDIS 3.0 Interface and
the Transport Driver Interface (TDI). These interfaces isolate one layer from the
next by allowing an adjacent component o be written to a single standard rather
than many. For example, a nctwork adapter card driver (below the NDIS interface)
does not nead {o include blocks of cade specifically written for each transport
protocol it uses. Instead, the driver is written to the NDIS interface, which solicits
services from the appropriate NDIS-conformant transport protocol(s). These
interfaces are included in the Windows NT networking model to allow for portable,
interchangeable modules.

~

Petitioner Veonage Holdings Corp. et 2l ~ Exhibit 1008 - Page 035



Chapter1  Windows NT Networking Architecture 1

Between the two interfaces are transport protocols, which act as data organizers
for the network. A transport protocol defines how data should be presented to
the next receiving layer and packages the data accordingly. It passes data to the
network adapter card driver through the NDIS Interface and o the redirector
through the TDI.

Above the TDI are redirectors, which “redirect” local requests for network
resources to the network.

For interconnectivity with other vendors’ networks, Windows NT allows
multiple redirectors. For each redirector, the Windows NT computer must

also have a corresponding provider DLL (supplied by the network vendor). A
Multiple Provider Router detennines the appropriate provider and then routes the
application request via the provider 10 the correspoading redirector.

The rest of this chapter describes these Windows NT networking components
in detail.

NDIS-Compatible Network Adapter Card Drivers

Until the late 1980s, many of the implementations of transport protocols were
fied to a proprietary implementation of a MAC-Layer interface defining how the
protocol would converse with the network adapter card. This made it difficult for
network adapter card vendors to support the different network operating systems
available on the market. Bach network adapter card vendor had to create
proprietary interface drivers to support a variety of protocol implementations for
use with several network operating system environments.

In 1989, Microsoft and 3Cam jointly developed a standard defining an interface for
communication between the MAC Layer and protocol drivers higher in the OSI
model. This standard is known as the Network Device Interface Specification
(NDIS). NDIS allows for a flexible environiment of data exchange. It defines the
software interface —called the NDIS interface-—used by transport protocols to
communicate with the network adapter card driver.

The flexibility of NDIS comes from the standardized implementation used by the
network industry. Any NDIS-conformant protocol can pass data to any NDIS-
conformant network adapter card driver, and vice versa. A process called binding is
used to establish the initial communication channel between the protocol driver and
the network adapter card driver.

Windows NT currently supports device drivers and transport protocols written to
NDIS version 3.0.

Petitioner Venage Holdings Cor



12 Part! About Windows NT Networking

NDIS allows multiple network adapter cards on a singie computer. Each

network adapter card can support multiple transport protocols. The advantage of
suppotting multiple protocol drivers on a single network card is that Windows NT
computers can have simultaneous access to different types of network servers, cach
using a different transport protocol. For example, a computer can have access to
both a Windows NT Server using NBF (the Windows NT implementation of
NetBEUD and a UNIX server via TCP/IP simultancously.

Unlike previous NDIS implementations, Windows NT does not need a protocol
manager module to link the various components at each layer together. Instead,
Windows NT uses the information in the Registry {described in Chapter 10,
“Overview of the Windows NT Registry” of the Windows NT Resource Guide) and
a small piece of code called the NDIS wrapper that surrounds the network adapter
card driver.

.

Transport Profocols

Sandwiched between the NDIS interface and the TDI are transport protocot device
drivers. These drivers communicate with a network adapter card via
a NDIS-cornpliant device driver.

4, Transport

3. Network NBF DG NWLink TCPAP

2. Data Link

Figure 1.6 Transport Protocols

Windows NT includes these transports:

«  INBF iy a iranspori proivcul deiived fioi NeiBTUI and provides compativitity
with existing AN Manager, LAN Server, and MS-Net installations. (IFor more
information, sce Chapter 6, “Using NBF with Windows NT.”)

TCP/IP is a popular routable protocol for wide-area networks.

«  NWLink is an NDIS-compliant version of Internetwork Packet Exchange
(IPX/SPX) compatible protocol. It can be used to cstablish connections between
Windows NT computers and either MS-DOS, OS/2, Windows, or other
Windows NT computers via RPC, Sockets, or Novell NetBIOS.

- Microsoft Data Link Control (DLC) provides an interface for access to
mainframes and network attached printers. (For more information, see
Chapter 7, “Using DLC with Windows NT.”)

- ey
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Chapter 1 Windows NT Networking Architecture 13

«  AppleTalk supports Services for Macintosh in Windows NT Server. Developers
using Windows NT Workstation can also install the AppleTalk protocol, as
needed, when developing AppleTalk-compliant programs.

Transport Protocols and Streams

Windows NT supports Streams-compliant protocols provided by third parties.
These protocols use Streams as an intermediary between the protocol and next
interface layer (NDIS on the bottomn and TDI on top). Calls to the transport profocol
driver must first go through the upper layer of the Streams device driver to the
protocol, then back through the lower layer of Streams to the NDIS device driver.

Using Streams makes it easier for developers to port other protocol stacks to
Windows NT. It also encourages protocol stacks to be organized in a modular,
stackable style, which is in keeping with the original OSI model.

Transport Driver Interface

The Windows NT networking model was designed to provide a platform on which
other vendors can develop distiibuted applications. The NDIS boundary helps to do
this by providing a unified interface at a significant break point in the model, At
another significant breakpoint, namely the Session Layer of the OSI model,
Windows NT includes another boundary layer. The TDI provides a common
interface for networking components that comumunicate at the Session Layer. These
boundaries allow software components above and below a level to be mixed and
matched without reprogramming.

5. Session i Redirector I L Setvers |
4. Transport

[O— Transport protocols

3. Network portp “

Figure 1.7° The Transport Driver Interface

The TDI is not a single program but a protocol specification to which the upper
bounds of transport protocol device drivers are written. (Windows NT also
includes a TDI driver that handles TRQ packet traftic from multiple TDI providers.)
At this layer, networking software provides a virfual connection between the

tocal redirector and each local or remote destination with which the redirector
communicates. Similar connections are made between the server and the sources

of the requests it receives,

~;.
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Windows NT Workstations and Servers

Above all, the goal of a network is to share resources in one location on the network
and to use them from another location on the network. On a netwerk, computers can
be organized in one of two ways:

. On networks using a classic client-server model, dedicated servers share
resources and client workstafions can access those resources.

. On networks using the peer-to-peer networking model {also called workgroup
computing), each computer can act as both client workstation and server.
Computers running

Windows NT allows you to configure your network using either or both of these
models. Windows NT Workstation can use the peer-to-peer model with as many as
ten users simultaneousty connected to each workstation.

In the Windows NT architecture, two software components—-called the server
and the redirector—provide server and workstation functionality. Both of these
components reside above the TDI and are impiemented as file system drivers.

Being implemented as file systern drivers has several benefits. Applications can cail
a single API (namely, Windows NT I/O functions) to access files on local and
remote computers. From the /O Manager’s perspective, there is no difference
between accessing files stored on a remote networked computer and accessing

those stored locally on a hard disk. The redirector and server can directly call other
drivers and other kernel-mode components such as the Cache Manager, thus
optimizing performance. Each can be loaded and unloaded dynamically. In addition,
the Windows NT redirector can coexist with other redirectors (discussed more fully
in the section called “Interoperating with Other Networks,” Iater in this chapter).

Windows NT Redirector

The redirector is the component through which one computer gains access to
another computer. The Windows NT redirector allows connection to other
Windows NT computers as well as to LAN Manager, LAN Server, and MS-Net
servers. This redirector communicates to the protocol stacks to which it is bound via
the TDI. Becausc network connections are not entirely reliable, it is up to the
redirector to reestablish connections when they go down.

Petitioner YVonage Holdings Corp. et al. - Exhibit 1008 - Page 039



Chapter1 Windows NT Networking Architecture

15

As ilustrated by Figure 1.8; when a process on a Windows NT workstation
tries o open a filc on a remote computer, these steps oceur:

L. The process calls the I/O Manager, asking for the file to be opened.

&

The I/O Manager recognizes that the request is for a file on a remote computer,
50 It passes it to the redirector file system driver.

it to the remote server for processing.

Application,
subsystem, and DLL

Windows NT IO
sysiem service

User mode

1 Kernel mode

. Executive services i

X :
: /O Manager | Redirector i system |

e

} Network ]

Figure 1.8  Client-Side Processing Using the Redirector
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16 Part1 About Windows NT Networking

Windows NT Server

The server component entertains the connections requested by client-side
redirectors and provides them with access to the resources they request, When a
Windows NT server reccives a request from a remote workstation to read a file
on the server, these steps occur (as shown in Figure 1.9):

1. The low-level network drivers receive the request and pass it to the server
driver.

The server passes a file-read request to the approprate local file system driver.
The local file systern driver calls a fower-level disk driver to access the file.
The data is passed back to the local file systom driver.

The local file system driver passes the data back to the server.

A

The server passes the data to the lower-level network drivers for transmission
back to the client computer.

I§0 Manager 2 '
Server Local file
"File Systems” & system driver

Y

& &
L 4 ¥ 3

Transport ' Disk
drivers driver

1 L4 -
Network I | Disk drive

Figure 1.9 Server-Side Processing Using the Server

lnteroperating with Other Networks

As mentioned before, the Windows NT redirector allows connections to LAN
Manager, LLAN Server, and MS-Net servers. It can also coexist with redircetors for
other networks, such as Novell NetWaree and Banyane VINESe,

While Windows NT includes integrated networking, its open design provides
for transparent access to other networks. For example, a Windows NT user can
concurrently access files stored on Windows NT and NetWare servers.

For delails about interoperating with other networks, see Chapter 2, “Network
Interoperability.”
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Chapter 1 Windows NT Networking Architecture 17

Providers and the Provider Interface Layer

. Far each additional type of network {NetWare, VINES, or some other), you must
install a component called a provider. The provider is the component that allows a
Windows NT computer to cormmunicate with the network, Windows NT includes a
provider for the Windows NT network. It alse includes the Client Service for
NetWare with Windows NT Workstation and the Gateway Service for NetWare
with Windows NT Server, with which a Windows NT computer can conpect as a
client to a NetWare network. Other provider DLLs are supplied by the appropriate
network vendors,

From the application viewpoint, there are two sets of commands that can cause
network traffic—uniform naming convention (UNC) cominands and WNet
commands.

UNC is a method of identifying a shared resource on a network, UNC names

start with two backslashes followed by (he server name. All other fields in the name
are separated by a single backslash. Although it’s enough to simply specify the
servername to list a server’s shaved resources, a full UNC name is in this form;

\\serveri\share\subdirectory\filename

WNet is part of the Win32e API and is specifically designed to allow applications
on Windows NT workstations to connect to multiple networks, browse the
resources of computers on those networks, and transfer data between computers

of various networks. File Manager, for example, uses the WNet interface to provide
its network browsing and connection facilities.

As shown in Figure 1.10, the provider layer spans the line between kemnel and user
modes to manage commands that may cause network traffic. The provider layer
also includes two components to route UNC and WNet requests to the appropriate
provider:

« The Multiple UNC Provider (MUP) receives UNC commands and locates the
redirector that can make a connection to the UNC name.

»  The Muliiple Provider Router (MPR) receives WNet commands and passes the
request to each redirector in turn until one is found that can satisfy the reguest.
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User-mode

Multiple Provider Router

LANManWorkstation | | NWCWorkstation | | OtHer
oroviders
User mode
Kernel mode
Windows NT Netware Other
redirector redirector redirection

Figure 1.10  Provider Inferface Components

Note T/O calls, such as Open, can contain both an UNC name and WNet calls.

Muitiple UNC Provider

The MUP is a kernel-mode component whose job is to locate UNC names. When an
application sends a command containing UNC names, MUP routes each UNC name
to one of the registered UNC providers, including LanmanWorkstation and an
others that may be installed. When a provider indicates that i can communicate
with the server, MUP sends the remainder of the command to the provider.

When applications make I/O calls that contain UUNC names, the MUP dirccts them
to the appropriate redirector file syster driver. The call is routed fo its redirector

aeo v Ala men #lan THY A
baS\'&d on the handle on the /O call

Multiple Provider Router

Through the MPR, Windows NT provides an open interface that enables consistent
access 1o third-patty network file systems. The key to the MPR is that ali fiie
systems, regardless of type and physical location, arc accessible through the same
set of file system APIs.

Applications, including File Manager, make file system requests through the
Windows NT Win32 APIL The MPR ensures that requests are directed to the
proper file system. Local file requests are sent to the local disk, remote requests to
Windows-based servers are sent {o the proper server by the Windows sedirector,
requests to NetWare-based servers are handled by the NetWare Client for
Windows NT and sent to the NetWare server, and so on.

Because applications access all types of files through a single set of APlIs, any
application can access any kind of server without affecting the user.
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Distributed Applications and Windows NT

Any application you run on Windows N'T can-take advantage of networking
resources because petworking components are built into Windows NT. In addition,
Windows NT includes several mechanisms that support and benefit distributed
applications.

A distributed application is one that has two parts—a front-end to run on the client
computer and a back-end to run on the server. In distributed computing, the goal is
to divide the computing task into two sections. The front-end requires minimal
resources and runs on the client’s workstation. The back-end requires large amounts
of data, number crunching, or specialized hardware and runs on the server. A
connection between the client and the server at a process-to-process level allows
data to flow in both directions between the client and server.

Microsoft Mail, Microsoft Schedule+, SQL. Server, and SNA Server are examples
of distributed applications. .

As described in the next section, Windows NT includes NetBIOS and Windows
Sockets interfaces for building distributed applications. In addition, Windows NT
supports peei-to-peer named pipes, mailslots, and remote procedure calls (RPC).
On Windows NT, for example, an electronic mail product could include a
messaging service using named pipes and asynchronous communication that

runs with any transpaort protocol or network card.

Of named pipes, mailslots, and RPC, RPC is the most portable mechanism. RPCs
use other interprocess comumunication {IPC) mechanisms—including named pipes
and the NetBIOS and Windows Sockets interfaces-—to transfer functions and data
between client and server computers.

Named pipes and mailslots are implemented to provide backward compatibility
with existing LAN Manager installations and applications.

For more information about using distributed applications with Windows NT,
see Chapter 8, “Client-Server Connectivity on Windows NT.”

NetBIOS and Windows Sockets

Besides redirectors, Windows NT includes two other components that provide
links to remote computers—NetBIOS and Windows Sockets. Windows NT
includes NetBIOS and Windows Sockets interfaces for building distributed
applications. (Windows NT aiso includes three other interprocess communication
mechanisms—mnamed pipes, mailslots, and remote procedure calis—for use by
distribuled applications. These are described later in this chapter,)
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The NetBIOS and Windows Sockets APIs are supplied by separate DLLs. These
DLLs communicate with corresponding drivers in the Windows NT Executive. As
shown by Figure 1.11, the NetBIOS and Windows Sockets drivers then bypass the
Windows NT redirector and communicate with protocel drivers directly using the

TDL
Applicatio Appﬂc'gt-iahm\
process A process A .
NeBIOSDLL i Windows Sockets DLL%
G Manager
LA NetBI0S i
Menager | |- Windows

¢ ' - == | Sockels
redirector | NetBIOS Qver TCPIP |

NBF pLC MNWLink TCPAP

{ Network

Figure 1.11 NetBIOS and Windows Sockets Support

NeiBIOS

NetBIOS is the Network Basic Input/Output System—a session-level interface
used by applications fo communicate with NetBIOS-compliant transports such as
NetBEUI Frame (NBF). The network redirector is an example of a NetBIOS
application. The NetBIOS interface is responsible for establishing logical names on
the network, establishing sessions between two logical names on the network, and
supporting reliable data transfer between computers that have established a session.

This Session-Layer interface was originally developed by Sytek, Inc., for IBM's
broadband computer network. At that time, NetBIOS was included on 2 ROM chip
on the network adapter card, Sytek also developed a NetBIOS for IBM’s Token-
Ring network, this time implemented as a device driver. Several other vendors have
since produced versions of this interface.
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In order to support the emerging network industry standard, Microsoft developed
the NetBIOS interface for MS-Net and LAN Manager products, and also included
this interface with the Windows for Workgroups product,

NetBIOS uses a unique logical name to identify a workstation for handling
communications between nodes. A NetBIOS name is a unique alphanumeric name
consisting of one to 15 characters. To carry on two-way commusnication between
computers, NetBIOS establishes a logical connection, or session, between them.
Once a logical connection is established, computers can then exchange data in the
form of NetBIOS requests or in the form of a Server Message Block (SMB).

Server Message Blocks

The SMB protocol (developed jointly by Microsoft, Intel, and IBM) defines a series
of commands used to pass information between networked computers and can be
broken into four message types—session control, file, printer, and message. Session
confrol consists of commands that start and end a redirector connection (o a shared
resource at the server. The file SMB messages are used by the redirector to gain
access to files at the server, The printer SMB messages are used by the redirector to
send data to a print queue at a server and to get status information about the print
gueue. The message SMB type allows an application to send messages to or receive
messages from another workstation.

The redirector packages netwotk control block (NCB) requests meant for remote
computers in & structure known as a system message block (SMB). SMBs can be
scnt over the network to a remote device. The redirector also uses SMBs to make
requests to the protocol stack of the local computer, such as “Create a session with
the file server.”

The provider DLL listens for SMB messages destined for it and removes the data
portion of the SMB request so that it can be processed by a local device.

SMBs provide interoperability between different versions of the Microsoft family
of networking products and other networks that use SMBs, including these:

M5 O5/2 LAN Manager DEC PATHWORKS™

Micrasoft Windows for Workgroups Microsoft LAN Manager for UNIX
IBM LAN Server 3Come 3+Opens

MS-DOS LAN Manager MS-Net
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Windows Sockets

Windows Sockets is a Windows implementation of the widely used UC Berkeley
Sockets AP Microsoft TCPAP, NWLink, and AppleTatk protocols use this
interface. .

A socket provides an endpoint to a connection; two sockets form a complete path. A
socket works as a bidirectional pipe for incoming and outgoing data between
networked computers. The Windows Sockets AP is a networking API tailored for
use by programimers using the Microsoft Windows family of products. Windows
Sockets is a public specification based on Berkeley UNIX Sockets and aims to do
the following:

+ Provide a familiar networking API to programmers using Windows or UNIX

»  Offer binary compatibility between heterogeneous Windows-based TCI/IP
stack and uttlities vendors

»  Support both connection-oriented and connectionless protocols
Most users will use programs that comply with Windows Sockets, such as FTP

or Telnet. (However, developers who are interested in developing a Windows
Sackets application can find specifications for Windows Sockets on the Internet.)

Named Pipes and Mailsiots

Named pipes and mailslots are actuaily written as file systems, unlike other IPC
mechanisms. Thus, the Registry lists entries for the Named Pipes File System
(NPFS) and the Mailslot File System (MSFES). As file systems they share common
functionality, such as caching, with the other file systems. Additionally, processes
on the local computer can use named pipes and mailslots to communicate with one
another without going through networking components. Remote access to named
pipes and mailslots, as with all of the file systems, is provided through the
redirector.

Named pipes are based on 05/2 API calls, but in Windows NT they include
additional asynchronous support and increased security.

Anocther new feature added to named pipes is impersonation, which allows a server
to change its security identifier so that it matches the client’s. For example, suppose
a database server system uses named pipes to receive read and write requests from
clients. When 4 request comes in, the database server program can impetsonate the
client before attempting to perform the request. So even if the server program docs
have authority to perform the function, the client may not, and the request would be
denied. (For more information on impersonation, see Chapter 2, “Windows NT
Security Model” of the Windows NT Resource Guide.)

7 ¥ H
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Mailslot APIs in Windows NT are a subset of those in Microsoft 08/2 LAN
Manager. Windows NT implements only second-class mailslots, not first-class
mailslots. Second-class mailslots provide connectionless messaging for broadcast
messages and 50 on, Delivery of the message is not guaranteed, although the
delivery rate on most networks is very high. Second-class mailslots are most usefu}
for identifying other computers orservices on a network and for wide-scale
notification of a service.

Remote Procedure Calls

Much of the original design work for an RPC tamhty was started by Sun
Microsystemsa. This work was continued by the Open Software Foundation (OSF)
as part of their overall Data Communications Exchange (DCE) standard. The
Microsoft RPC facility is compatible with the OSF/DCE-standard RPC. Ht is
important to note that it is compatible and not compliant. Compliance in this case
means starting with the OSF source code and building on it. The Microsoft RPC
facility is completely interoperable with other DCE- based RPC systems such as the
ones for HPe and IBM AIXe systems.

The RPC mechanism is unique because it uses the other IPC mechanisms to
establish communications between the client and the sexrver, RPC can use named
pipes, NetBIOS, or Windows Sockets to communicate with remote systems, If

the client and server are on the same computer, it can use the Local Procedure Call
(LPC) facility to fransfer information between processes and subsystems. This
makes RPC the most flexible and portable of the Windows NT IPC mechanigms,

RPC is based on the concepts used for creating structured programs, which can

be viewed as having a “backbone” to which a series of “ribs” can be attached. The
backbone is the mainstream logic of the program, which should rarely change. The
ribs are the procedures the backbone calls on to do work or perform functions.

In traditional programs, these ribs are statically linked. By using DLLS, structured
programs can dynamjcally link the 1ibs. Witl DLLs, the procedure code and the
backbone code are in different modules. The DLIL can thus be modified or updated
without changes to the backbone. RPC means that the backbone and the ribs can
exist on different computers, as shown in Figure 1.12.

o
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Client

e ——
/ Application \

Client Client Client
stuby % stubs 2 stub 3
RPE runtime
Network
RPC runtime | RPC runtime J
Sarver Sarver Server
siu 1 stub 2 sub 3
\/,7 ™
L/ L \J ,/
lforary 1 forary 2 fibrary 3
Server Server

Tigure 1.12  Remote Procedure Call Facility

In this figure, the client application was developed with a specially compiled stub
library. The client application thinks it is calling its own subroutines. In reality,
these stubs transfer the data and the function down to 2 module called the RPC
Runtime. This module is responsible for finding the server that can satisfy the RPC
command, Once found, the function and data are sent to the server, where it is
picked up by the RPC Runtime module on the server. The server piece then loads
the needed library for the function, builds the appropriate data structure, and calls
the function. The function thinks it is being called by the client application. When
the function is completed, any return values are collected, formatted, and sent back
to the client via the RPC Runtime modules. When the function returns to the client
application it has the appropriate returned data, or it has an indication that the
function failed in strearm.

Remote Access Service

Windows NT 3.5 Remote Access Service {RAS) connects remote or mobile
workers to corporate networks. Optimized for client-server computing, RAS is
implemented primarily as a software solution, and is avatlable on all of Microsoft’s
operating systems.

-
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To understand the RAS architecture, it is important to rhake the distinction between
RAS and remote control solutions, such as Cubix and pcANYWHERE®. RAS is a
software-based multi-protocol router; remote control solutions work by sharing
screen, keyboard and mouse control over a WAN connection. In a remote control
solution, users share a CPU or multiple CPU’s on the server. In contrast, a
Windows NT RAS server’s CPU is dedicated to communications, not to running
applications.

Point-to-Point Protocol (PPP)

Windows NT supports the Point-to-Point Protocol (PPP) in RAS. PPP is a sct of
industry standard framing and autheniication protocols. PPP negotiates
configuration parameters for multiple layers of the OSI model.

PPP support in Windows NT 3.5 (and Windows 95) means that computers ronning
Windows can dial into remote networks through any server that complies with the
PPP standard. PPP compliance also enables a Windows NT Server to receive calls
from, and provide network access to, other vendors’ remote access software,

The PPP architecture also enables clients to foad any combination of IPX, TCP/IP,
and NetBEUL Applications written to the Windows Sockets, NetBIOS, or IPX
interface can now be run on a remote Windows NT Workstation, The following

~ illustrates the PPP architecture of RAS.

Remote Client RAS Server
l Applications |
£
| HAS API ] [Sockets Netaaosj IP Router!IPX Router
Dial TCPAP IPX
nang-up 2
status p
WAN driver l WARN driver I ; LAN driver
< i P J—
—1 WAN
LAN

Figure 1.13 PPP Architecture of RAS

RAS Connection Sequence

Understanding the RAS connection sequence will help you understand the PPP
protocol.

Upon connecting to a remote computer, PPP negotiation begins.
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First, framing rules are established beiween the remote computer and server. This
allows continued communication {frame transfer} to occur,

Next the RAS server authenticates the remote user using the PPP authentication
protocols (PAP, CHAP, SPAP). The protocols invoked depend on the security
configurations of the remote client and server.

Once authenticated, the Network Control Protocols (NCPs) are used to enable and
configure the server for the LLAN protocol that wiil be used on the remote client.

When the PPP connection sequence has completed successfully, the remote client
and RAS server can begin {o transfer daia using any supported protocol, such as
Windows Sockets, RPC, or NetBIOS. The following illustrates where the PPP
protocol are on.the OSI model.

L

Remote Computing Applications

[ Win32 RAS AP

WinSockets,

NelBIOS |

PPP Control Protocols

IS

Mpee | | PxcP | | nercr |

lr RAS Connection Manager

]

7. Application User Mode
6. Presentation Kernel Mode
5. Session | Redirgstor l 1 Server
4, Transport
3. Network TCPAR, IPX, NelBEUI
2. Data Link
a WAN Miniport Wrapper
i Comprassion i
TAP| Wrapper [ Encryplion 1
l Simpte HDLC Framing [
1. Physical
Figure 1.14 Location of the PPP Protocol on the OST Model

If your remote client is configured to use the NetBIOS gateway or SLIP, this
sequence is invalid.
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NetBIOS Gateway

Windows NT continues to support NetBIOS gateways, the architeciure used in
previous version of Windows NT and LAN Manager. Remote users connect using
NetBEUI, and the RAS server translates packets, if necessary, to [PX or TCP/IP.
This enables users to share network resources in a multi-protocol LAN, but
prevents them from running applications which rely on IPX or TCP/TP on the client.
The NeBIOS gateway is used by default when remote clients are using NetBEUL
The following iliustrates the NetBIOS gateway architecture of RAS.

Remote Client RAS Server
Applications NetBIOS gateway
a8 i ]
RAS AP ] ' NefBIOS J | NetBIOS ]
]
Dia | meseu | [ neseu ][ TORIBREX I
hang-up 2
status ¥
WAN driver ’ | WAN diiver H LAN driver l
% - s
] WAN
{AN

Figure 1,15 NetBIOS Gateway Architecture of RAS

An example of the NetBIOS gateway capability is remote network access for
Lotuse Notes® users. While Lotus Notes does offer dial up connectivity, dial up is
limited to the Notes application only. RAS complements this connectivity by
providing a low-cost, high-performance remote network connection for Notese
users which not only connects Notes, but offers file and print services, and access to
other network resources.

Serial Line Internet Protocol (SLIP)

w7

TORer Van

B

Serial Line Internet Protocol (SLIP), is an older communications standard found in
UNIX environments. SLIP does not provide the automatic negotiation of network
configuration and encrypted authentication that PPP can provide. SLIP requires
user intervention. Windows NT 3.5 RAS can be configured as a SLIP client,
enabling Windows NT users to dial into an existing SLIP server. RAS does not
provide a SLIP server inn Windows NT Server,

See the RASPHONE.HLP ontine Help file on the Windows NT distribution disks
(or, if RAS has been installed, \systemroofASYSTEM32) for more information
about RAS.
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Services for Macintosh

Through Windows NT Services for Macintosh, Macintosh users catl connect to

a Windows NT server the same way they would connect to an AppleShare seever.
Windows NT Services for Macintosh will support an unlimited number of
sirmultaneous AFP™ connections to a Windows NT server, and Macintosh sessions
will be integrated with Windows NT sessions. The per-session memory overhead 1s
approximafely 15K.

Existing versions of LAN Manager Services for the Macintosh can be easily
upgraded o Windows NT Services for Macintosh. O5/2-based volumes that
already exist arc converted with permissions intact. In addition, graphical
installation, administration, and configuration utilities are integrated with existing
Windows NT administration tools. Windows NT Services for Macintosh requires
System 6.0,7 or higher and is AFP 2.1-compliant; however, AFP 2.0 clients are
supported. AFP 2.1 compliance provides support for fogon messages and server
messages.

Support for Macintosh networking is built into the core operating system for
Windows NT Server. Windows NT Services for Maciniosh includes a full AFP 2.0
file server. Al Macintosh file system aftributes, such as resource data forks, 32-bit
directory 1Ds, and so on, are supported. As a file server, all filenames, icons, and
access permissions are intelligently managed for different networks. For example, a
Word for Windows file will appear on the Macintosh with the correct Word for
Macintosh icons. These applications can also be launched from the File Server as
Macintosh applications. When files are deleted, there will be no orphaned resource
forks feft to be cleaned up.

Windows NT Services for Macintosit fully stuppoits aind complies with

Windows NT security. It presents the AFP security model to Macintosh users

and allows them to access files on volumes that reside on CD-ROM or other read-
only media. The AFP server also supports both cleartext and encrypted passwords
af lagon time. The administrator has the option to configure the server not to accept

cleartext passwords.

Services for Macintosh can be administered from Control Panel and can be
started transparently if the administrator has configured the server (o use this
facility.

Macintosh-accessible volumes can be created from File Manager. Services for
Macintosh automatically creates a Public Files volume at installation time:
Windows NT file and directory permissions are automatically translated into
cortesponding Macintosh permissions.
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Chapter t  Windows NT Nelworking Architeclure 29

Windows NT Services for Macintosh has the same functionality as the LAN
Manager Services for Macintosh 1.0 MacPrint. In addition, administration and
configuration are easier. There is a user interface for publishing a print queue on
AppleTalk and a user interface for choosing an AppleTalk printer as a destination
device. The Windows NT print subsystem handles AppleTalk despooling errors
gracefully, and uses the buili-in printer support in Windows NT. (The PPD file
scheme of Macintosh Services 1.0 1s not used.) Services for Macintosh also has

a PostScript-compatible engine that allows Macintoshes (o print to any
Windows NT printer as if they were printing to a LaserWriter.

Additional Reading

For additional information on topics related (o networking and the Windows N'T
retworking model, see the following resources:

ANSVIEEE standard 802.2 - 1985 (ISO/DIS 8802/2): IFEE Standards for Local
Area Networks—Logical Link Control Standard.

ANSVIEEE standard 802.3 - 1985 (ISO/DIS 8802/3): IEEE Standards for Local
Area Networks—Carrier Sense Multiple Access with Collision Detection
(CSMA/CD) Access Method and Physical Layer Specifications; American
National Standards Institute; January 12, 1989.

ANSVIEEE standard 802.4 - 1985 (ISO/DIS 8802/4): IEEE Standards for Local
. Area Networks—Token-Passing Bus Access Method and Physical Layer
Specifications; American National Standards Institute: December 17, 1984,

ANSVIEEE standard 802.5 - 1985 (ISO/DIS 8802/5): IEEE Standards for Local
Area Networks—Token-Ring Access Method and Physical Layer Specifications;
American National Standards Institute; June 2, 1989,

Beatty, Dana. “Programming to the OS/2 IEEE 802.2 APL” 05/2 Notebook. Bd.
Dick Conklin, Redmond, WA: Microsoft Press, 1990.

Haugdahl, J. Scott. Inside NetBIOS. Minneapolis: Architecture Technology
Corporation, 1990,

Haugdahl, J. Scott. Inside NetBIOS (2nd Edition). Minneapolis, Minn:
Architecture Technology Corporation, 1988.
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Haugdahl, J. Scott. fnside Token-Ring { 3rd Edition). Minneapolis, Minn:
Architecture Technology Corporation, 1990.

IBM Token-Ring Network Architecture Reference (6165877), November 1985.
IBM Token-Ring Network PC Adapier Technical Reference {69X7830).

International Business Machines. Local Area Network: Technical Reference
(§C30-3383-2). New York: 1988,

International Standard 7498: Information processing systems—QOpen Svsicms
Interconnection—Basic Reference Model (Firsi edition); American National
Standards Institute, November 15, 1984. The OSI model.

Martin, James. Local Areas Networks: Architecture and Implementations.
Englewood Cliffs, NJ: Prentice Hall: 1989.

Microsoft Corporation, 3Com Corporation. SMB Specification. This may be

obtained from the files library in the Microsoft Client Server Computing forum
on COmnn Serve (GO R{SNTET‘EIr\D h

LiapAen LR A TY SN S

Microsoft Corporation. Microsoft LAN Manager Resource Kit. Microsoft
Corporation, 1992,

Microsoft, Computer Dictionary.' Redmond, WA: Microsoft Press, 1991.

Microsoft. Microsoft LAN Manager MS-DLC Protocol Driver. Redmond, WA:
Microsoft Press, 1991,

Microsoft, Microsoft/3Com LAN Manager Network Driver Interface
Specification. Redmond, WA: Microsoft Press, 1990.

Miller, Mark. LAN Protocol Handbook. Redwood City, CA: M & T Books, 1990.

Miller, Mark. LAN Troubleshooting Handbook. Redwood City, CAAM & T
Books, 1990.

“Tanenbaum, Andrew. Computer Networks (2nd Edition). Englewood Cliffs, NJ:
Prentice Hall, 1988
The Ethernet. A Local Area Network. (Data Link Layer and Physical Layer

Specifications); version 2.0, November 1982. Also known as the “Ethernet Blue
Book.”
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CHAPTER 2

Network Interoperability

1 addition to Windows-based networking, Windows NT sapporis network
interoperability with computers running a wide range of operating systems and
network protocols, This support makes it easy to incorporate computers running
Windows NT into existing networks so you can take advantage of the advanced
features of Windows NT without disrupting your enterprise.

The networking architecture of Windows NT is protocol-independent, providing
standard interfaces for applications—such as Windows Sockets, remote procedure
calls (RPC), and NetBIOS—and device drivers. Besides making it easier to
implement a particular profocel stack for Windows NT, this architectire also
enables a Windows NT computer to run multiple protocols on a single network
adapter card. As a result, a Windows NT computer can simultaneously
communicate with a number of different network systems.

Of particular interest to most network administrators is how to provide access by
and to computers running Windows NT Workstation and Windows NT Server in
the following environments:

« Novell NetWare networks
- UNIX networks
- SNA networks for IBM mainframe and midrange computers

This chapter provides an overview of some of the issues and benefits involved in
using Windows NT computers in these enviromments.
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Using Windows NT with NetWare

windows NT computers can casily be integrated into a predomipantly NetWare
enviromment, making the benefits of an advanced operaling systern available to an
existing network.

A network administrator contemplating a mixed network environment is naturally
concerned about how the varions components will be able to communicate with
each other. In the case of 2 mixed Windows-based networking and NetWare
environment, the network administrator wants to ensure that Windows NT
Workstation computers added to the network are able to use file and print resources
on existing NetWare servers, and that existing NetWare clients can access client-
server applications running on Windows NT Servers. The following figure shows
how the various components of the network relate to each other,

NetWare server

" Windows NT Server
computer with
Gateway Service

for NetWare

NetWare server
+* NCF server (file and print)
+ IPX/SPX setver

#MS-DOSMS-DOS Netx workstation

» NCP client Windows NT Advanced Server
+ Access 1o NetWare computer
file and print . . . AL\ e » SMBs

« |PX/SPX client
*+ Access fo Windows NT
application servers

Sockets, RPC
Windows for Workgroups o TGPAP, IPX, NetBEUI

workstation

+ SMB client to access <
Windows NT E"
* Access lo NetWare
through Gateway Service \/
Windows NT
Workstation computer
+ SMB Client to access Windows NT
» NetBEL, TCPAP, IPX
» Named Pipes
» NCP Client fo access NetWare

Figure 2.1 Mixed Windows-based and NetWare Environment
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Chapter 2  Network Interoperability 33

The following sections discuss how Windows NT computers can effectively
tanction either as a client of NetWare servers or as an apphcatlon server for
NetWare clients.

Windows NT Servers on a NetWare Network

Many organizations that use NetWare are seeking solutions for downsizing or
reengincering existing applications that ran on minicomputers or mainframes.
NetWare servers are designed to function primarily as file and print servers, so they
do not support such business-critical applications well, NetWare servers do not
feature preemptive multitasking or protected virtual memory, essential features for
client-serves applications. On the other hand, Windows NT Server makes an ideal
platform for such demanding applications because of its scalability, fault tolerance,
32-bit architecture, and threaded, preemptive multitasking wnh full memory
protection.

NetWare administrators can take advantage of the advanced features of

Windows NT Servers on an existing NetWare network without interfering with
client systems’ access to file and printer resources on NetWare servers. For
cxample, a NefWare administrator can add Windows NT Server compaters running
SQL. Server to the network so client workstations can take advantage of a
distributed high-performance relational database system while still being able to
use files and printers shared by their usnal NetWare servers. Such a solution
requires no additional hardware or software to provide the necessary connectivity.

‘Fo function as an application server for NetWare clients, a computer running
Windows NT Server must be running the built-in NWLink IPX/SPX-compatible
protocol stack (NWLink), Connections over NWLink can be made via Remote
Procedure Calls (RPC), Windows Sockets, Novell NetBIOS, or the NWLink
NetBIOS installed with NWLink. Because NWLink is NDIS-compliant, the
Windows NT computer can simultaneously run other protocol stacks, such as
NetBEUI Frame (NBF) or TCPAP, through which it can communicate with non-
NetWare computers.

Windows NT Clients on a NetWare Network

Petiti

Windows NT was designed from the start with integrated network support in
mind. Because the network support built into Windows NT is independent of the
underlying network system, the same user interface and tools work with all
networks that run on Windows NT. For example, with File Manager the user
can browse and connect to any NetWare or Windows-networking server on the
network.
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With the Client Service for NetWare, a Windows NT Workstation computer can
access file and print resoutces on NetWare servers as easily as il acCesses resources
on Windows-based networking servers. With the Gateway Service for NetWare, a
Windows NT Server computer can not only access NetWare file and print
resources, but also share these resources with Windows-based networking clients
that have no NetWare connectivity software. To the Microsoft networking clients,
the NetWare resource looks like any other shared resource on the Windows NT
Server computer.

The Windows NT architecture includes an open interface called the multiple
provider router (MPR) that enables consistent access to third-party network file
systems, The MPR makes all file systems, regardless of type and physical location,
accessible through the same set of file-system application programming interfaces
(APIs). Appiications {and components of the Windows NT sheliy maie file-sysiem
requests through the Windows NT Win32 APL The MPR ensures that requests are
directed to the proper file systern: local file requests are sent to the local disk,
remote requests to Windows-based servers are sent to the proper server by the

Windows NT redirector, and reguests to NetWare servers are sent to the

L

appropriate server by the Client or Gateway Service for NetWare.

For more information about NWLink and the Client and Gateway Services for
NetWare, see the Windows NT Installation Guide or Windows NT Server Services

for NetWare Networks.
Windows NT
EQ Server computer

ET’ NetWare
Sz

« Windows NT clients can access
Novell sarvers using NetWare

~HEquestorior Windows NT
(from Novelf)

Windows for Q ' « Windows NT Server computer

Workgroups acts as an application server on
\l’ : Novell Networks using buill-in

IPX/SPX {or TCP/IP or NetBEUS)

Windows 3.1

. Windows NT
Workstation < Windows NT clients and servers
computer allow simutaneous connections

on NotWare anrl Minrnonf(' { Ahle

LEh Vo Qniu VLol L

Figure 2.2 Windows NT Computers as NetWare Chients or Application Servers
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Chapter 2 Network Interoperablmy 35

Additional Considerations Regarding Mixed Networking
Environments

Before adding computers running Windows NT (or other non-NetWare operaling
systems) to a NetWare network, a NetWare administrator should anticipate some of
the potential problems that might arise.

One source of possible difficulty for NetWare administrators is that Windows NT
NetWare clients do not run NetWare logon scripts. However, Windows NT can run
its own logon scripts, and the ability of Windows NT to maintajn persistent
connections through logon scripts and user profiles provides much the same
functionality as NetWare logon scripts in many instances.

Another area of difficulty is backing up Windows NT NetWare clients. Novell
servers do not provide tape backup services for their Windows NT clients without
third-party softwarc. A Windows NT computer equipped with a supported tape
drive can back up other Windows NT computers, as well as NetWare servers and
computers running Windows networking software.

Finally, Windows NT can act as a client only for a NetWare server rutining
NetWare version 3.x and earlier. Windows NT can access servers running
NetWare 4.x through the server’s Bindery Emulation Mode that emulates
version 3.x.

Integrating Windows NT and UNIX Systems

With its advanced configuration management tools, Windows NT is especially
suited for integrating with most of the UNIX variants that are likely to be found on
many networks. Among the Windows NT features that make it easy to 1nter0peratc
with UNIX systems are:

«  Built-in TCPAP protocol and vtilities.

= Support for character and graphics terminal emulation.

= Advanced file transfer and data sharing capabifities.

= Distributed processing support.

« Application portability.

The following sections provide further information about these features. With
DHCP and WINS, combined with the DNS server and other TCP/IP tools provided
in this resource kit, integrating Windows NT and UNIX systems is easier than ever.

For full details on TCP/IP in the Windows NT environment, see Part IT1, “TCP/IP,”
and Part IV, “Windows NT and thie Internet.”

Petitioner Vonage Heldings Corp. et al, - Exhibit 1608 - Page 0860



36 Partt About Windows NT Nefworking

TCPR/IP Protocol

At the protocol level, Windows NT includes a fast, robust implementation of the
Transport Control Protocol/Internet Protocol (TCP/IP) protocol stack, the most
commuonly used protocol among UNIX systems. Using TCP/IP, Windows NT
computers can communicate with UNIX systems without additional networking
software. (TCP/IP also provides efficient communication on wide-area networks,
even when no UNIX systems are involved.) The TCP/IP protocol stack for
Windows NT is NDIS-compliant and so can be used in conjunction with NetBEUI
Frame (NBF) and other NDIS-compliant protocols. It includes an internet protocol
(IP) router, serial line internet protocol (SLIP), and point-to-point protocol (PPP)
support. -

In addiiion (o ihe TCPAP proivcod iisell, Windows NT also wciudes wore dhi a
dozen TCP/IP utilities that make it easier for experienced UNIX users to access
UNIX systems from Windows NT and to administer the TCP/IP networking on
their own computer. Additional tools are included on the CD-ROM accompanying
this resource kif,

Windows NT also provides facilities for integrating computers running

Windows NT into networks managed through Simple Network Management
Pratocol (SNMP), which is commonly used to manage TCP/IP networks. Through
its SNMP service, a Windows NT computer can report its current status to an
SNMP management system on a TCP/IP network, either in response to a request
from a management system or automatically when a significant event occurs on the
Windows NT computer.

For more information, see Part I, “TCP/IP.”

Character and Graphics Terminal Support
The TCP/AP Telnet utility is built into the Windows Terminal accessory to make
it casy for a Windows NT computer to have character-oriented terminal access
& UNE systers via TOP/IP: Telner o vides basic termmmal emalaion oO Ty

(scrolling), as well as emulation of DEC VT-100 (ANS]) and VT-52 terminals.

3
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Chapter 2 Network Interoperability 7

Even in the traditionaily character-oriented UNIX environment, many applications
are moving to graphical user interfaces. X Windows is a commonly used standard
for graphical interfaces in networked UNIX environments. A number of third-party
companies are also developing X Servers to enable Windows NT users to access
and run X-based applications on UNIX systems. (In X Windows terminology, an X
Server runs on a client workstation to provide graphics outpul on behalf of an X
Client program running on an applications server.} Several third-party vendors are
also developing X Client libraries for Windows NT as well; this eventually will
enable UNIX (or other systems with X Server capabilities) to access client-server
applications runnintg on a Windows NT computer. Companies developing X Servers
and X Client libraries for Windows NT include Hummingbird, Congruent, and
Digital Equipment Corporation.

File Transfer and Data Sharing

One of the fundamental reasons for connecting computers on a network is to enable
them to exchange files and data. Windows NT supports standard facilities for
transferring files and sharing data between Windows NT and UNIX systems.

Included with Windows NT itself are both client and server versions of File
Transfer Protoco!l (FTP). FTP makes it possible for Windows NT computers
to exchange files with diverse systems, particularty TINIX systems,

Where more advanced data sharing capabilities are required, computers running

- Windows NT can access data on UNIX systems (including data on remotely
mountable file systems, such as NFS, RFS, and AFS) through Microsoft LAN
Manager for UNIX {(LMU), an implementation of Microsoft Windows networking
for servers running UNIX variants, LMU is based on server message blocks
(SMBs), a set of protocols developed by Microsoft that are now part of the X/Open
standard.

Finally, a number of third-party companies (including NetManage, Beame and
Whiteside, Intergraph, and Process Software) have developed versions of Sun’s
Network File Systern (NFS) for Windows NT. NEFS is a widely used tool for
sharing files among various UNIX systems.

o
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Distributed Processing Support

As more and more enlerprises adopt the client-server paradigin for their networks,
standards-based distributed processing becomes a key factor in the success of that
effort. Windows NT provides direct support for several types of industry-standard
distributed processing.

The Remote Procedure Call (RPC) facility of Windows NT is wirc-compatible
with the Open Software Foundation’s Distributed Computing Environment (DCE)
RPC. Using this RPC, developers can create applications that include not only
Windows NT computers, but all systems that support DCE-compatible RPCs,
such as systems from Hewlett Packarde and Digital Equipment Corporation.

In addition to RPCy, Windows NT sunnorts Windows Sockete. Windows Sackers
provides an API that is compatible with Berkeley-style sockets, a mechanism that is
widely used by different UNIX versions for distributed computing,

For more information about RPC and Windows Sockets, see Chapter 1,

oYy 7t X T ORT

Windows INT lVClWUIM!’lg Archileclure.

Perhaps most importantly, Windows Open Services Architecture (WOSA), whose
development is being led by Microsoft, specifies an open set of APIs for integrating
Windows-based computers with back-end services on a broad range of vendors’
systems. WOSA consists of an extensible set of APIs that enable Windows-based
desktop applications to access available information without having to know
anything about the type of network in use, the types of computers in the enferprise,
or the types of back-end services available. As a result, should the network,
computers, or services change, desktop applications built using WOSA won't
require rewriting. The first two WOSA components address database and electronic
messaging: Open Database Connectivity (ODBC) and Messaging APT (MAPI}).
Work is underway for additional standards, including directory, securify, and
software licensing services.

' fﬁ.’::"—'__."—_::"-'ﬁ-' = B
Comimon Application Support
For most users, the key measure of interoperability is the ability to run the same
applications on multiple platforms. Three key factors are fusthering this type of
interoperability between UNIX and Windows NT computers.
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Chapter 2 Network Interoperability 39

One factor 1s the relative ease with which many UNIX independent software
vendors (ISVs) are able to port their high-end business and technical applications to
the Win32 API of Windows NT. Aiding this process is the fact that most UNIX
applications arc written in standard C and so are readily adapted to other operating
systems (such as Windows NT) for which standard C libraries have been
developed. A wide variety of third-party porting aids (including items as diverse
asXlibs, GNU tools, and X Client librarics) are availlable through commercial
sources and from Intemnet. Because application developers are finding il so easy to
port their traditionally UNIX-based applications to Windows NT, increasing
numbers of such applications will be available for both UNIX platforms and for
computers running Windows NT.

Another factor is that Windows NT fully supports programs that conform to the
TEEE 1003.1-1990 standard cominonly known as POSIX.1 (derived from Portable
Operating System Interface). This standard defines a basic set of operating-system
services available to character-based applications. Programs that adhere to the
POSIX standard can be easily ported from one operating system to another. See
Chapter 17, “POSIX Compatibility,” of the Windows NT Resource Guide for more
information.

Another factor is that third-party products from vendors such as Bristol
Technologies are available that enable UNIX to run Windows-based applications.
Additionally, there are third-party products, such as Consensys Portage, that epable
Windows NT to run UNIX-based applications.

Connecting Windows NT and IBM SNA Hosts

A growing trend in many types of enterprises is downsizing mainframe-based
applications to run on personal computer client-server networks. Many of these
downsized applications will still require access to data and applications residing on
IBM System Network Architecture (SNA) hosts, mainframes and midrange
compuiers. Companies have invested large amounts of money, time, and effort in
their host systems and so want to be able to make the best use of thal investment
even as they move toward distributed client-server computing. This section
discusses how Windows NT computers can be connected to IBM SNA hosts to
leverage the high capacity of SNA hosts in a distributed environment.
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Basic Connectivity Using the Built-in DLC Protocol

A computer running Windows NT can comununicate with IBM SNA hosts (as well
as other network devices) across an Ethernet or token ring LAN through the Pata
Link Control (DLC) protocol that is built into Windows NT. The DLC protocol
device driver enables a basic level of connectivity with other computers running the
DLC protocol stack. For cxampie, a Windows NT computer can connect to and
communicate with an IBM mainframe through its 37x5 Front-end processor {FEP)
using a 3270 terminal emulator and the DLC protocol. See Chapter 7, “Using DLC
with Windows NT,” for more information.

SNA Server for Windows NT

Although such simple one-to-one connections can suffice for many basic operations,
most enterprises require more flexible connectivity between IBM host computers
and Iocal area networks (LANs}. To meet this need, Microsoft SNA Server exploits
client-server architecture to link dcsi(top per sonal computers to IBM mainframe and
midrangs COmputers that are accessible using the Systeins Network Architecture
(SNA) protocols. The client personal computers can run Windows NT, Windows,
MS-DOS, 08/2, or the Macintosh operating system and can use standard LAN
protocols to connect to the server; only the computer ranning SNA Server must run
the SNA protocol. Each personal computer user can have multiple 3270 and 5250
sessions for concurrent terminal and printer emulation, including file-transfer and
Emulator High-Level Language API (BHLLAPT) applications. SNA Server for
Windows NT also p10v1des support for the following APIs for distributed SNA

applications:

« Advanced Program-to-Program Communications (APPC) for applications that
© commumicate peet-to-peer with other APPC applications using the LU 6.2
protocol

Common Programming Interface for Communications (CPI-C) for applications
that communicate peer-to-peer with IBM Systems Apphcanon Archltecturc
- (SAA appilbdhdﬂa unug the 116 pr\}{JU\'}; : - : e

« Commeon Service Verbs (CSVY) for apphcatwns that communicate with NetView
and enable racing of API calls

= Logical Unit APIs (LUA) for applications (using LUA/Request Unit Interface or
LUA/Session Level Interface APIs) thai need direct access to LU 0, 1, 2, and 3
data streams
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Chapter2 Network Interoperability a4

The client-server architecture of SNA Server makes it possible (o off-load
commurications processing from client systems, permitting them to use their system
resources more efficiently. Client personal computers do not have to run one
protocol to access the LAN and another to access the SNA host. Instead, each
personal computer can run Microsoft-based networking (named pipes), TCP/IP,
IPX/SPX, AppleTalke, or Banyane VINESe, within a single-protocol or mixed
network, to access the SNA server. The SNA server routes the connection 1o the
appropriate host computer via the SNA protocol. The SNA server automatically
balances the user load across multiple host connections and servers to provide
optimal throughput.

The client-server architecture also provides Windows NT-based applications with
the ability to access information on IBM mainframes and midrange computers. For
example, using SNA Server, mail servers can access PROFS, and Microsoft SQL
Server can access DB2 information.

AS/400

3090

.
N

Remote Access
Service

Server

Windows NT
Workstation Qs

Figure 2.3 SNA Server Connecling LANs to IBM Host Computers
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DSPU Support

In addition to standard personal computer connections, SNA Server supports
Downstream Physical Units (DSPUs), any SNA device or personal compater
running a full PU 2.0 (SNA cluster controller) protocol stack. These systems

use the SNA server as a concentrator gateway for connecting to IBM hosts.
Examples of some of the DSPU clients that SNA Server supports are IBM OS5/2
Communications Manager/2 clients and IBM 3174 cluster controllers, The DSPU
protocols that SNA Server supports are DLC over token ring or Ethernet,
Synchronous Data Link Control (SDLC), and OSI-standard X.25/QLLC (Qualified
Logical Link Control}.

NetView Support

SNA Server provides API support for bidirectional communications with NetView,
IBM’s mainframe-centered network management system. SNA Server can send
application- or system-defined Windows NT event-log messages to NetView and
can enable Windows NT commands (o be executed from the NetView console. For
exampie, if an SNA Server database is stopped on ihe LA, an dieri can be sent i
the NetView console. A data center operator can then send a command from the

NetView console to the Windows NT computer to restart the server.

SNA Server also supports Response-Time Monitor (RTM) and user-defined alerts
for third-party 3270 emulators.

Centralized Management

Network administrators can administer all SNA servers from a centralized location,
such as from a LAN workstation or a NetView console. For cxample, a company
with offices in several cities could have one or more SNA Servers at each site. The
MIS department at corporate headguarters can manage all of these SNA servers,
performing all administrative functions remotely.
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Integration with Windows NT

SNA Server is supported on all the hardware platforms supported by Windows NT.
SNA Server relies on the built-in security of Windows NT, so administrators need
to manage only a single set of user accounts. SNA Server also is fully integrated
with Windows NT system monitoring and management services, and provides
automatic server and connection fault tolerance. SNA Server for Windows NT is
completely 32-bit and multithreaded for maximum performance, scalability, and
reliability.

SNA Server is fully compliant with Microsoft’s Windows Open Services
Architecture (WOSA), providing a consistent interface to enterprise computing
environments and hiding the complexities of connectivity from applications.

Server Capabilities

SNA Server provides for as many as 250 simultancous host connections by each
server and up to 2,000 users and 10,000 sessions per server.
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CHAPTER 3

Windows NT User Environments

Each user ot a Windows NT network works in a unigue environment., The user
environment is composed of such things as the file and print resources that are
available, the configuration of Program Manager icons, screen wallpaper or
background, automatic network connections, and applications that run on startup.
One important element of the user environment is a directory assigned to a user or
to a defined user group on either a workstation or a server where the user can store
tiles. This directory is called a home directory.

A user’s environment is determined primarily by a user profile, which you can
create and maintain on a Windows NT Server computer using the User Profile
Editor administrative tool. For information on the User Profile Editor, see the
Windows NT Server System Guide. Some clements of the user environment arc
more easily controlled by creating a script that is executed whenever the user logs
on to a Windows NT Workstation computer or a Windows NT Server computer.
Such a script is called a logon script.

This chapter explains how to create home directories and logon scripts. It also
describes special parameters you can use in Jogon scripts so the same script runs in
different user environments with the expected result for each individual user.
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About Windows NT Networking

Home Directories

A home directory is a private storage space assigned 1o a user or group of users.
Users typically store their private dala in their home directory, and they can
normally restrict or grant access to other users. When a user opens a Command
Prompt window, the default directory is the user’s home directory. The home
directory can also be specified as the default working directory for applications.

If hard disk space on your network’s client workstations is limited, you might want
to assign each user a home directory on a Windows NT Server computer, Or, if you
want to limit a user’s access to the files and directories on a workstation, you can
create a home directory on the workstation and give the user only List permission
on all other directories.

A531gnang a Home Directory

Tt

et

On a2 Windows NT Warkstation computer, home directories are assigned in User
Mnnn(mr On a Windows NT Server computer, home directories are assigned in

User Managel for Domains. The home d1rectory that is used depends on whether
the user logs on to the workstation account or the domain account.

The home directory can be specified by a local path name, such as
CAUSERSABILL., or by a universal naming convention {(UNC) name, such as
WMYSERVERWSERS\BILL. The UNC name is the better option for large
networks, because the system administrator can more easily see where users’
hoime directorics are located. ‘

By default, the home directory is the \USERS\DEFAULT directory that is created
during installation of Windows NT. The most comunon way to assign a home
directory is to specify it using the following syntax:
\USERS\accountname

—Or-
\US ERS\groupname
where accountname is the usermname given to the account or where groupname is

the name of a local or global group whose members all share the same home
directory.
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» To assign a home directory

i. From the Administrative Tools group in Program Manager, double-click the
User Manager or User Manager for Domains icon, depending on whether you
are using a Windows NT Workstation computer or Windows NT Server
computer.

2. Double-click the name of the uscr or group whose home directory you want to
assign.
The User Properties diafog box appears.

3. Choose the Profile button to display the User Environment Profile dialog box.

4. Enter the full path specification of the home directory in the Local Path box of
the Home Directory group box.

If you are specifying a remote home directory, specify a disk drive letter and
provide the full path (not just the sharename) to the directory. For instance, if
the home directory is JEFFHO on share WSERVERINUSERS, enter the path-
WSERVER INUSERSUEFFHO.

Note If you want the user to control access to the home directory, give the vser Full
Control permission for the directory. You will probably also give members of the
Administrator or Domain Admins group Full Control permission and give all other
users No Access or List permission only. For information on setting directory
permissions, see Chapter 4, “File Manager,” of the Windows NT System Guide.

1f you specify a nonexistent directory when you define or modify a user accouut,
Windows NT automatically creates the directory.

When a user logs on to a domain, Windows NT automatically tries to connect to the
home ditectory defined in the user’s domain account using the following rules.

« If the computer where the home directory resides is not available, the user’s
home directory on the local computer is used (if there is one).

-« If the home directory specified does not exist or the user does not have a home
directory, then the user is connected to the \USERS\DEFAULT directory of the
computer that processes the logon. ‘

o If the \USERS\DEFAULT directory does not exist, then the user is connected to
the VUSERS directory.

Note Windows NT Server connects the user to the horme directory specified in the
domnain nser account only when the logon is from a Windows NT or Windows for
Workgroups 3.11 client, LAN Manager 2.x clients can connect to the home
directory by typing the following command at the command prompt:

net use <drive>: fhome

Petitioner Vonage Holdings Corp. et al. - Exhibit 1008 - Page (72
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Specifying the Home Directory in a Logon Script or Batch File

Windows NT provides threc environment parameters you can use in a Jogon script
or other batch file to specify the location of the home ditectory, or in Program
Manager to specify the working directory of an application. Logon scripts are
described later in this chapter. If a home directory has not been defined for the
user, the default values are used as shown in the foliowing table.

Table 3.1  Environment Parameters for Logon Scripts and Batch Files

Parameter name Definition Default value

Yhomedrive % Drive where the home Drive where the Windows NT
directory is locared system files are installed

Gohamenath % Path narmne of the home VISERSADERATIT
directory

Yphomeshare % UNC name of the shared No default value

directory containing the home
directory, or a local or
redirected drive letter

If the \USERS\DEFAULT directory does not exist on the drive specified by the
%homedrive% parameter, the value of the %ehomepath % parameter is set by

‘default to the \USERS directory on that drive, If the \USERS directory does not
exist, the %homepath% parameter is set to the root directory specified by the
%homedrive% narameter.

Faidanil

When the user opens a Command Prompt window, the default directory is the
equivalent of % homedrive% %homepath%. If a user’s home directory is
specified on a remote computer and that computer is not available, the default
directory of the Command Prompt on a Windows NT Workstation computer is
the user’s home directory on the local workstation.

You might also want to specify the working directory of each application as
Y%homedrive% %homepath% That way, all File Open and Save As dlalog
boxes default to the user’s home directory.

Logon Scripts

A logon script is a BAT, .CMD, or .EXE file that is run automatically when a user
logs on at a Windows NT network client running either Windows NT Workstation

MO T Arint Ann anFaont tha
or ME-DOS, A logon soript can antomatically configure the wser’s environment to

perform such tasks as making network connections, running applications, and
setting environment variables upon startup.
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Chapter 3 Windows NT User Environments 49

User profiles can do everything that logon scripts can do, and more. However, there
ate several reasons to use logon scripis instead of, or in addition to, user profiles:

~  You have users that use MS-DOS workstations. User prafiles work only on
Windows NT workstations.

«  You want to manage patt of the user’s environment, such as network
connections, without managing or dictating the entire environment.

= You use only personal profiles, and you want to create common network
connections for multiple users.

= You already have LAN Manager 2.x running on your network, and you want to
continue to use the logon scripts you created for that system,

- Logon scripts are easier to create and maintain than user profiles.

You can assign a different logon script {o each user or create logon scripts for use
by multiple users. Whenever that user logs on, the logon script is downloaded and
min. To assign a user a logon seript, you designate the name of the logon script file
in the user environment profile defined in User Manager on 2 Windows NT
Workstation computer, or User Manager for Domains on a Windows NT Server
computer. Specify only the filename, not the full pathname.

The default file extension for logon scripts is .CMD for client workstations ranning
08/2 2.1 and .BAT for all other client computers. You can define a different file
type as the logon script by specifying the file extension. I the same logon script
must run at both Intel-based and RISC-based workstations, it must be a .BAT

file that runs the appropriate .EXE file or files on the workstation. Use the

%o processor % parameter in the logon script {o run the appropriate | EXE file no
matter which processor is being used.

You specity the path to the logon script using the Server option of Control
Panel. For detailed information, see online Help. By default, Windows NT
looks for logon scripts on the primary domain controller in the directory
systemroof\SY STEM32Z\REPLANMPORTASCRIPTS, where systemroot is the
disk drive and directory in which Windows NT Server was installed.

If you use logon scripts in a domain with more than one domain controller, you
should replicate the logon scripts to all the backup domain controllers. All servers
in a domain can authorize logon requests, and the logon script for a user must be
located on the server that approves the user’s logon request. By replicating logon
scripts, you ensure that logon scripts are always available to users, yet you still
need to maintain only one copy of each script.
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50 Part[ About Windows NT Networking

The filename for each user’s logon script is defined with other user account
information in User Manager for [Domains. If you change the path to the logon
scripts, this change is not replicated to the client workstations. The path must be
updated manuaily in the Server option of Control Panel for each client computer.

To simplify the replication of logon seripts, Windows NT Server creates a
\SCRIPTS subdirectory under both the default import and export directories
used for replication, If you replicate logon scripts, you must be sute to use the
Server option of Control panel or Server Manager to change the logon script
path to systernroof\SYSTEM32AREPLAMPORTASCRIPTS or

systemrootnSY STEM32\REPLAEXPORT\ SCRIPTS, as appropriate. For more
information, see the Server Manager chapter of the Windows NT Server System
Guide. '

When you use replicated logon scripts, you identify one of the domain controllers as
the export server and all the others as import servers. The export server for the
logon scripts is normatly, but does not have to be, the primary domain controlier
(PDC).

Logon Scripts and LAN Manager 2.x

When a user at a workstation running LAN Manager 2.x logs on to a Windows NT
Server computer, LAN Manager tries to run the user’s logon script. LAN Manager
2.x does not, however, recognize the logon script parameters described earlier in
this chapter. Logon scripts for LAN Manager 2.x workstations should instead use
the NetWkstaGetInto or NetUserGelInto parameter to obtain the necessaty

values.

Logon Scripts and Windows for Workgroups

By default, Windows for Workgroups does not run a logon script when a user logs
on to a Windows NT Server computer. To run a logon script from Windows for

. Workgroups, you must configure Windows for Workgreups {o log on to the
Windows NT domain on starup. -

v Tolog on to the Windows NT domain on startup from a Windows for
Workgroups computer

1. From Control Panel, double-click the Network option.

2. In the Microsoft Windows Network dialog box, cheose the Startup button o
display the Startup Settings dialog box.

3. In the Options for Enterprise Networking box, select the Log On To
Windows NT or LAN Manager Domain checkbox.
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Chapter 3 Windows NT User Environments 51

5.
6.

In the Domain box, type the name of the Windows NT domain you want o fog
on 1o.

In the Startup Settings dizlog box, choose the OK buiton.
In the Microsoft Windows Network dialog box, choose the OK button.

Windows for Workgroups does not recognize logon script parameters, and
application programming interface (API) calls made from a logon script return an
eITor.

Troubleshooting Logon Scripts

Use this list to troubleshoot the most common problems with logon scripts:

Make sure the logon script is in the directory specified in the Server option of
Control Panel. When Windows NT is installed, the logon script directory is as
follows:

systemrootisystem3d2\repl\imporgiscripts

The only valid path option is a subdirectory of the default logon script directory.
If the path is any other directory or it uses the environment variable
Y%ehomepath %, the logon script fails.

If the logon script is on an NTES partition, make sure the user has Read
permission for the logon seript directory. If no permissions have been explicitly
assigned, the logon script might fail without providing an etror message.

Make sure the logon seript has a filename extension of either CMD or BAT.
The EXE extension is also supported, but only for genuine cxecutable
programs. If you use a nondefault file extension for your processor, be sure to
specify it with the filename of the logon script.

Attempting to use the .EXE extension for a script file results in the following
e1Tor message:

NTVDM CPU has encountered an illegal instruction.

If this error message appears, close the window in which the logon script is
unning.

If the logon script is to run on a Windows for Workgroups computer, make sure
the Windows NT domain name is specified as a startup option in the Network
option of Control Panel.

Make sure any new or modified logon scripts have been replicated (o all domain
contrellers. Replication of logon seripts happens periodically, not immediately,
To manually force replication, use Server Manager. Sce the Server Manager
chapter of the Windows NT Server System Guide for detailed information,
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52 Part! About Windows NT Networking

Environment Parameters for Logon Scripts

If you want to use the same logon script for various users, you can use the
environment parameters shown in the foliowing table to reduce development and

maintenance time.

Table 3.2 Environment Parameters for Logon Scripts

Parameter Description

Yohomedir % Redirected drive letter on user’s compuier that refers to
the share point for the user’s home directory

% homedrive% Local or redirected drive where the home directory is

s Lo o
Golunnepain Yo

%homeshare %

% 08%

% processor_archifecture %
% processor_level %

Zeuserdomain %

%Busername %

located
Patil name of the itome directory

UNC name of the shared directory containing the
home directory, or a local or redirected drive letter

The operating system of the nser’s workstation

The processor architecture (such as Intel) of the user’s
workstation

The type of processor (such as 486) of the user’s
workstation :

The domain conlaining the user’s account

The user name of the user

Environment Variables for Logon Scripis

The environment variables shown in the following table can be set by the logon

script.

Table 3.3 Environment Variables for Logon Scripts

Variable ©  Description

ComSpec Directory for CMD.EXE

LibPath Directories to search for dynamic link libraries (DLLs)

QS2LibPath Directories to search for dynamic link libraries (DLLs) uader O5/2
subsystem

Path Directories to search for executable program files

WinDir Directory in whiclk Windows NT is instailed
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CHAPTER 4

Network Security and
Administration

Each domain and computer in a workgroup maintains its own user accounts
information. Even on a multidomain network, if account information for an
individual user is coordinated across all parts of the network, the user can access
any server or domain with a single logon. If the user’s accounts are allowed to
become unsynchronized, the following problems can occur:

« The user can’t browse a domain or server for which he or she has permissions,
» The user can’t access a shared resource. '

= The user must type a password each time he or she browses or tries to access 4
resource. A

This chapter provides tips for helping you avoid problems relaied to network logon.
It describes how user accounts and other security information are maintained within
workgroups and domains and how security information can be shared by trusted
domains,

Before reading this chapter, be sure to read the Windows NT Server Concepts and
Planning Guide for a thorough discussion of domain organization strategies and
user environment management techniques.

~
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54 Part1 Ahout Windows NT Networking

Windows NT User Accounis

Windows NT needs only a single logon, even for a heterogeneous networking
environmend, in part because security in Windows NT is assigned by user rather
than by resource. Resource-based security models require a separaie password for
each resource a user wants to access.

In Windows NT, the network administrator creates an account for each user
wanting to use network resources. As described in Chapter 2, “Windows NT
Security Model,” of the Windows NT Resource Guide, Windows NT maintains a
user accouni confaining a unigue security ID within the user accounts database.
Windows NT also keeps track of permissions and user rights for the user. When a
person logs on, the Security Accounts Manager (SAM) checks the user’s logon
information against data in its user accounts database to authenticate the iogon.
Then, when access is granted, the Local Security Authority {LSA) creates a
security access token for that user.

T Ty
LOQOH Secun(y account e
process manager ; User aceotnts
* database

EATAIC Pamaty

Secur@poiicy

1 ¥

\( Local security

authorsiy d

database

User mods

Kernel mode

Security
Reference
. Manitor

Fignre 41 Windows NT Security Model
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Chapter 4 Network Security and Administration 55

“Vonage Holding

Note A user who forgets his or her password might assume that he or she can gain
access to a resource via the Guest account; this is not the case. Because

Windows NT recognizes the username, it compares the user’s logon informatjon
only with the account information for that username. If the password does not
maich, no access is granted.

By default, the Guest account on Windows NT Server is disabled so that only those
users with recognized accounts can access the system. As described in the
Windows NT Server Concepts and Planning Guide, Windows NT uses the Guest
account for people with an unrecognized user account, including users logging on
from untrusted domains. Domains and trust relations are cxplained later in this
chapter,

Depending on the way your corporation’s network is organized, a given user might,

in fact, have more than one account, perhaps one granting access to the local

computer or workgroup and another for domains on the network. The user account

database used to authenticate a logon doesn’t necessarily reside on the user’s local
computer. Its location depends on whether the computer is part of a workgroup or a u
domain and whether the user is logging on (o the local computer, to the home

domain, or to another domain,

In the Windows NT security model, there are two types of user accounts:

" v A global user account is a nonmal user account that fits into the Windows NT
miodel described in this chapter. User accounts on Windows NT Workstation
computers and on Windows NT Server computers that are not domain
controllers are global accounts. Global users are authenticated by the primary
domain controller (PDC) or backup domain controller (BDC) on a domain, or
through trust relationships.

«  Alocal user account is a user account that fully participates in a domain but is
available only by remote logon and is authenticated only by user information
available locally on the machine that is processing the logon. For example, a
local user might be a member of a Windows for Workgroups, LAN Manager
2.x, or Novell network. Local user accounts are available only within their
domain; they cannot be authenticated through trust relationships.

s Corp. et al, - Exhibit

Esl)

JG08 - Page 080



58 Part! About Windows NT Networking

Workgroups and Domains

A workgroup is simply an organizational unit, a way to group computers that don’t
belong to a domain. In a workgroup, cach computer keeps track of its own user and
group account information and does not share this information with other
computers. Each Windows NT computer that participates in a workgroup maintains
its own sccurity policy and security account databases.

Users on a workgroup are considered global users, as explained in the previous
section. Logons to another computer are authenticated on the remote computer only
by valid username and password.

g Security policy database
User account database

Workgroup
Figure 4.2 Computers Participating in a Workgroup

A workgroup is a good network configuration for a small group of computers with
not many user accounts, where network administration is not an issue, orin an
environment with a mix of Microsoft networks that does not include Windows NT
Server computers.

A domain is a group of servers that share common security policy and uscr account
databases. One Windows NT Server computer acts as the primary domain
controller (PDC), which maintains the centralized security databascs for the
domain. Other Windows NT Server computers in the domain function as backup
domain controllers and can authenticate logon requests. Domains can also contain
Windows NT Server computers that do not act as domain controllers, Windows NT
Workstation computers, LAN Manager 2.x servers, and other workstations such as
those running Windows for Workgroups and MS-DOS. Users of a Windows NT
Server domain are authenticated by the primary domain controller or by a backup
domain controller. Logon credentials include the username, password, and domain
name.
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Chapler 4 Network Security and Administration 57

With Windows NT, administrators have full centralized control over security. To
eliminate any single point of failure on a Windows NT Server domain, the user
accouil database, including the logon scripts (which are discussed in Chapter 3,

“Windows NT User Environments”) is automat[cally replicated o the backup
domain controllers.

Securily policy database
ser account dafabase

Domain
Figure 4.3 Computers Participating in a Domain

Domains and workgroups can interoperate and are identical in terms of browsing, If
a Windows NT computer is not participating in a domain, it is by default part of 4
workgroup {(cven if the workgroup is only one computer} and can be browsed as
part of that workgroup. For more information, see Chapter 5, “Windows NT
Browser.”

LAN Manager 2.x Domains

A Windows N'T computer can connect to standalone LAN Manager 2.x servers and
LAN Manager 2.x servers participating in 2 LAN Manager 2.x domain, LAN
Manager 2.x and Windows NT computers interoperate because they both use
server message blocks (SMBs) to communicate between the redirector and server
software. The NetBEUI Frame (NBF) and TCP/IP protocols used by Windows NT
are also interoperable with NetBEUI and TCP/IP protocols written for LAN
Manager 2.x.

Note LLAN Manager 2.x servers can act as backup domain controllers in a _
Windews NT Server domain. Both local and global user accounts are replicated to
LAN Manager 2.x servers acling as BDCs. Because LAN Manager 2.x does not
support trust relationships or local groups, a LAN Manager 2.x server can never be
a primary domain controller.
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Avoiding Mu!t:p!e PDCs

Pe

A common configuration problem is having multiple PDCs on a domain. This type
of configuration problem is described in the following scenario.

A system administrator installs a Windows NT Server computer called
WMAIN_UNIT, which is designated during installation as the PDC of a domain
called MyDomain. Later, the system administrator shuts down and turns off the
PDC, WMAIN_UNIT. Then the system administrator installs another server, called
WSECOND_UNIT, which is also installed as the PDC. Because WMAIN_UNIT is
not currently on the network, MyDomain has no PDC, and the installation of
WSECOND_UNIT proceeds without error,

Now the system administrator tums WMATIN_UNIT back on. When the Netiogon
service (described later in this chapter) discovers another PDC on the network, it
fails, and WMAIN_UNIT can no longer participate in the domain.

The system administrator now has a serious problem. 1t is ot possible to simply
demote WMAIN_UNIT from a PDC to a BDC and continue, The Securiry ID (SIL)
for WMAIN_UNIT will not be recognized by the current PDC, \\SECOND_UNIT
In fact, WMAIN_UNIT cannot join MyDomain in any capacity. This happens
because when a PDC is created, a unique domain SID is also created. All BDCs
and user accounts within the domain share this domain SID as a prefix to their own
SIDs. When WSECOND_UNIT is installed as a PDC, its SID prefix is different
from that of WMAIN_UNIT, and the two computers can never participate in the

same domain,

in addition, the system administrator cannot change the name of WMAIN_UNIT and
rejoin MyDomain, because the SID is fixed once the Windows NT Server is
installed. If WMAIN_UNIT is to be the PDC of MyDomain, the sysiem
adiministrator must shut down both WMAIN _UNIT and WSECOND_UNIT, start up
WMAIN_UNIT, and then reinstall Windows NT Server on WSECOND_UNIT,
designating it a BDC during setup.

Toaveiddisproblen; WSECOND AUNIT shoud-be listalled as a backup Gomain’

controller while WMAIN_UNIT is running. Tf WMAIN_UNIT is taken offline at this
point, \SECOND_UNIT can he promoted to PDC. (In general, it should not be
necessary to designate a new PDC unless the original PDC is going to be down for
a long time.) When WMAIN_UNIT is ready to go online again, WSECOND_UNIT
can be demoted to a BDC. The SID for WMAIN_UNIT is recognized by
WSECOND_UNIT, and when WMAIN_UNIT is restarfed, it becomes the PDC
again.

é‘éjﬁm er V@n:&aﬂf@ H@%ﬁmt & Cew et 2l - Exhibit 1608 - Page 083



Chapter4 Network Security and Administration 58

Interdomain Trust Relationships

With Windows NT Server, the user accounts and global groups from one domain
can be used in another domain. When a domain is configured to allow accounts
from another domain to have access to its resources, it effectively frusts the other
domain. The trusted domain has made its accounts available to be used in the
triesting domain. These trusted accounts are available on Windows NT Server
computers and Windows NT Workstation computers participaling in the trusting
domain.

Hint By using trust relationships in your multidomain network, you reduce the need
for duplicate user account information and reduce the usk of prablems caused by
unsynchronized account information.

The trust relationship is the link between two domains that enables a user with an
account in one domain to have access to resources on another domain. The trusting
domain is allowing the trusted domain to return to the trusting domain a list of
global groups and other information about users who are authenticated in the trusted
domain. There is an implicit trust relationship between a Wmdows NT Workstation
participating in a domain and its PDC.

The following figure illustrates a trust relationship between two domains, where the
London domain trusts the Topeka domain,

Because the London domain trusts the

Topeka domain, users from the Topeka domain
can be granted permissions and rights in the
London domain (even though they don't

have accounts in London).

Accounts
Policy

Topeka

Figure 44 TFrusted Domain
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In this example, the following statements are true because the London domain trusts
the Topeka domain:

«  Users defined in the Topeka domain can access resources in the London domain
without crealing an account within that domain.

= Topeka appears in the From box at the initial fogon screen of Windows NT
computers in the London domain. Thus, a user from the Topeka domain can
log on at a computer in the London domain.

When trust relationships are defined, user accounts and global groups can be given
rights and permissions in demains other than the domain where these accounts are
located. Administration is then much easier, because you need Lo create each user
account only once on your entire network, and then the user account can be given
access to any computer on your network {provided you sef up domains and trust
relationships to allow it).

Note Trust relationships can be configured only between two Windows NT Server
domains. Workgroups and LAN Manager Z.x domains cannot be configured to use
trust relationships.

Changes to Computers in the Trusting and Trusted Domains

When one domain is permitted to trust another, User Manager for Domains creates
an interdomain trust account in the Security Accounts Manager (SAM) of the
trusted domain. This account is like any other global user account, except that the
USER_INTERDOMAIN_TRUST_ACCOUNT bit in the control field for the
account is set. The interdomain trust account is used only by the primary domain
controller and is invisible in User Manager for Domains. The password is randormly
generated and is maintained by User Manager for Domains.

thn this trust relationship i8 established the Netlogon servicc on the Uusting

trusted domain.

When one domain trusts another, a trusted domain obiect is created in the LSA of
the trusting domain, and & Secret object is created in the LSA of the frusting
domain.
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Access to Files in a Trusting Domain

Users from the trusted domain can be given rights and permissions to objects in the
trusting domain using File Manager, just as if they were members of the trusting
domain. Subject to account privilege, users in the trusted domain can browse
resources in the trusting domain.

For cxampie, suppose the London domain trusts the Topeka domain. User EmilyP,
who ts a member of the Topeka domain, wants to access MYFILE, TXT, which is a
fite located on a Windows NT Server computer in the London domain. When
EmilyP attempts to log on to the server in London, her user account information is
not transferred to the London domain’s user database. Because London frusts
Topeka, the London domain has access to user information in the Topeka domain’s
user account database. Authenticating & user logon in this manner is called pass-
through authentication, a concept that is discussed in greater detail later in this
chapter.

One-way Trust Relationships

Trust relationships are defined in only one direction. In the previous example, just
because the London domain trusts the Topeka domain does not mean that the
Topeka domain trusts the London domain. For a two-way trust relationship, each
domain must be configured to trust the other.

Trust relationships are not transitive. For example, if the London domain trusts the
Topeka domain and the Topeka domain trusts the Melbourne domain, that does not
mean that the London domain trusts the Melbourne domain. For the London domain
to trust the Melbourne domain, a trust relationship must be explicitly established.

Users and computers from the trusting domain have no special status on the trusted
domain. The names of trusting domains do not appear in the From box of the Logon
dialog box, nor do users from the trusting domain appear in the File Manager of
computers in the trusted domain.

Setting Up Domains

The way you configure your network into domains depends on your adminpistrative
resources and the size of your network. This section describes the most common
domain models:

= Single domain

»  Master domain

»  Multiple master domain

«  Multiple trust
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Single Domain

In the single domain model, there is only one domain. Because there are no other
domains, there arc no trust relationships to administer. This model is the best
implementation for organizations with fewer than 10,000 users in which trust
among departments is not an issue. This model offers centralized management of all
user accounfs, and local groups bave to be defined only once. In an organization
with multiple domains where there is no need to share information among domains,
the best configuration is often multiple single domains.

If, however, you anticipate significant growth in your organization, you might want
to consider a more flexible model, such as the multiple master domain model
described iater in this section. If your organization grows beyond 10,000 users, the .
single domain model can no longer support all vour users, and there might be a

great deal of administrative work involved in reconfiguring your user database.

Master Domain

In an organization with fewer than 16,000 ugers in which trust among departments
is an 1ssue, the master domain model is a suitable option. In this model, one domain,
the master domain, is trusted by all other domains, but does not trust any of them,
Trust relationships among the other domains can be defined and adminisiered as
necessary.

The master domain model offers the benefits of both central administration and
multiple domains. In an organization with a number of departments, each
department can administer its own resources, but user accournits and global groups

still need to be defined only once, in the master domain.

As with the single domain model, however, the user population is limited to 10,000,
because all user accounts are maintained in one place, the master domain. Further,
local groups must be defined for each domain, which can require significantly more
administration i you use local groups extensively.

Wivitipie Master Domain
For targe organizations, or those which aniicipate substantial growth, the multiple
master domain model might be the best solation. In this model, there is more than
one master domain, each of which trusts all the other master domains, and all of
which are trusted by all the other domains. None of the master domains trusts any
of the subdomains. ‘
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This model works best when computer resources are grouped in some logical
fashion, such as by department or by location. Because a muliiple master dornain
mode] can support as many as 10,000 users per master domain, it works well for
large organizations. And because all the master domains trust each other, only one
capy of each user account is nceded.

The administrative requirements for a muitiple master domain model can be
considerably greater than for a single domain or master domain model. Local and
global groups might have to be defined several times, there are more trust
relationships to manage, and not alf user accounts reside in the same domain.

Multiple Trust

In the multiple trust model, all domains trust all other domains. This model is the
simplest to understand, but if many domains are involved it is the most complex to
administer.

Like the multiple master domain model, the multiple trust model is scalable as the
organization grows: it can support as many as 10,000 users for each domain (not
for each master domain, as in the multiple master domain model). Because each
domain has full conirol over its own user accounts, the multiple trust mode] can
work well for a company without a centralized management information services
(MIS) department. If, however, the organization has many domains, there can be a
very large number of trust relationships to manage. And because domain
administration is decentralized, it is harder to assure the integrity of global groups
that other domains might use.

Local and Global Groups

You can place a set of users with the same administrative requirements into user
groups. User groups make system administration much simpler, because you can
assign all members of a group the same logon script, file rights and permissions,
and user profile. If some aspect of the group’s administrative requirements changes,
you can make the change in just one place for all the users in the group.

User groups can be local or global. The tertms local group and global group refer
1ot {o the contents of the group, but to the scope of the group’s availability. A local
group is available only on the domain controllers within the domain in which it is
created, while a global group is available within its own domain and in any trusting
domain. A trusting domain can, therefore, usc a global group to control rights and
permissions given members of a trusted domain.
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Global Groups

A global group contains only individual user accounts (no groups) from the domam
in which it is created. Once created, a global group can be assigned permissions and
rights, either in its own domain or in any trusting domain. A global group is a good
way to export a group of users as a single unit to another domain, For example, in a
trusting dornain you can grant identical permissions to a particular file to a global
group, which then pertain to all individual members of that group.

Global groups are available only on Windows NT Server domains. When
Windows NT Server is installed on a computer, it is configured with two predefined
global groups:

= Domain Admins

»  Domain Users

Local Groups

A local groun i a onod way {0 :mpn:’t a group of neers and elahal groups from

R (1wt R o LA U T A e

other domains into a smgle unit for use in the local domain. A local group can
contain user accounts or global groups from one or more domains. The group can be
assigned privileges and rights only within iis own domain. Local groups created on
a Windows NT Workstation computer or a Windows NT Server computer in a
workgroup are available only on that computer.

The following predefined local groups are available on Windows NT Workstation

and Windows NT Server coingiulers:

«  Administrators

= Users

= Guests

« Backup operators

» Replicator,

The following additional predefined Jocal groups are available only on
Windows NT Server computers acting as primary or backup domain controllers:
= Account operators

= Print operators

= Server operators

Another predefined local group, Power Users, is available only on Windows NT

Workstation computers or on Windows NT Server computers that are not acting as
domain controllers.

P@t‘ﬁ@mer ‘W} age hé}n&muu (‘C(}F“f}‘o m fﬁ %(;‘gé E it E@@“% ~ “?‘ffgfe* 089



Chapter 4 Network Security and Administration 65

Logons and Authentication

When you log on to a workgroup computer, your logon information is compared
with the local user accounts database. When you log on to a computer that
pasticipates in a domain, you choose whether to log on locally, or to the domain. {(If
your domain trusts another donzain, you can alternately choose to log on thete.)

Note Windows NT Server computers store only domain accounts. To log on to a
Windows NT Server computer, you must use a domain account.

For example, suppose AnnM has an account on a domain (MyDomain), as well as
an account on a Windows NT workstation (MyWksta) belonging to that domain.
When AnnM fogs onto her workstation account, the local authentication software
uses the information stored in the workstation user accounts database (0
authenticate the Jogon. If AnuM logs onto the domain from that workstation, the
local authentication software sends the logon request to the domain for
authentication. Although they share the same username, each account has a unigue
security ID.

MyWksta\dnnM

{Ann's Workstation)

Figure 4.5 Logging On Locally Versus Logging On fo the Domain

As described in Chapter 2, “Windows NT Security Model,” of the Windows NT
Resource Guide, the Local Security Authority (LSA) creates a security access
token for each user accessing the system. This happens when the user logs on and is
authenticated (that is, during interactive logon). The LSA also creates a security
access token when a user establishes a connection from a remote computer. This
pracedure is called a remote logon.
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For example, suppose AnnM logs on and is authenticated by her local computer and
then wants to access a printer controlled by a Windows NT Server computer in
domain MyDomain. When she tries to connect to the printer (assuming she hasn’t
already connected to some other resource in the domain), she is actually performing
a remote logon. One of the servers in MyDomain checks the domain’s central user
accounts database for information to authenticate her account for the domain and
then creates a security access token for AnnM, and allows AnnM access.

Note This type of scenario becomes complex when AnnM uses different passwords
for different accounts. For example, if her local password doesn’( match the
password for her domain account, when she tries to browse the domain or connect
to a resource in the domain, a message like the following is displayed on the screen:

L S P S PP gy
oYLl iU 2oan veLul i e

Access is denied

While tools such as File Manager prompt for a valid password, the command-fine
interface and some applications simply deny access. It is always a better idea to
have one set of credentials that apply everywhere in a trusted enterprise.

From an administrative viewpoint, it is important to understand where the user
account information is stored. A user’s account is either in a private local user
accounts database ot in a domain user accounts database shared by all the
Windows NT Server computers in the domain.

The Netlogon Service
The Netlogon service provides users logging on with a single access poini (o &
domain’s primary domain controller and all backup domain controllers. The
Netlogon service replicates any changes to the security database to all domain
controllers in the domain, including the SAM, BuiltIn, and 1.5A databases
described in Chapter 2, “Windows NT Security Model,” of the Windows NT
Resource Guide The SAM.database is limited only by, the.number of Registry
entries permitted and by the performance limits of the computer hardware. The
maximum number of accounts of all types the SAM database supporis is 10,000.

The Netlogon service on a Windows NT Server computer fully synchronizes its
user database when the domain controller is first installed, or when the domain
controller is brought back online after being offline, and the PDC’s change log is
full when the server returns online.

The Netlogon service accepts logon requests from any client and provides complete

authentication information from the SAM database. It can authenticate logon
requests as a member of a trusting or trusted domain.
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The Netlogon service runs on any Windows NT computer that is a member of a
domain. It requires the Workstation service and the “Access This Computer from
Network” right, which is set in User Manager on Windows NT Workstation
computers or servers, or User Manager for Domains on domain controllers. A
domain controller also requires that the Server service be running.

User Authentication

On a Windows NT Workstation computer or a Windows NT Server computer that
is mot a domain controller, the Netlogon service processes logon requests for the
local computer and passes through logon requests to a domain server.

The Netlogon service processes authenticates a logon request in three steps:

1. Discovery
2. Secure channel setup

3. Pass-through authentication (where necessary)

Discovery

When a user fogs on to a domain from a Windows NT Workstation computer or a
Windows NT Server computer that is not a domain controlfer, the computer must
determine the location of a domain controller in its domain. If the computer is part
of a workgroup, not a domain, the Netlogon service terminates, (If the workslation
is not connected to a network, Windows NT treats it like a member of a workgroup
consisting of one member.)

When a Windows NT Workstation computer or a Windows NT Server computer
that is not a domain controller starts up, it attempts to locate a Windows NT Server
computer in each trusted domain. (There is an implicit trust between the client and
domain controllers in its own domain.) In either case, the server located can be
either a primary domain controfler (PDC) or a backup domain controller (BDC).
The act of locating a domain controller to connect to is called discovery. Once a
domain controller has been discovered, it is used for subsequent user authentication,

When a domain controller is started up, the Netlogon service attempts discovery
with all trusted domains, (Discovery is not necessary on the domain controller’s
own domain, because it has access to its own SAM database.) Hach domain is
called three times in intervals of five seconds before discovery fails. If a trusted
domain does not respond to a discovery attemnpt, the domain confroller atlempts
another discovery every 15 minutes until it Jocates a domain controller on the
trusted domain. If the domain controller receives an authorization request for the
trusted domain for which discovery has not yet been successful, it attermpts another
discovery immedjately, no matter when the last discovery was attempted.
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Secure Communication Channel

Before a connection hetween two Windows NT computers is allowed, each
computer’s Netlogon service must be satisfied that the computer at the other end of
the connection is identifying itself correctly. To do this, each computer’s Netlogon
service issues and verifics challenge and challenge response information. When this
information is successfully completed, a secure channel is established and a
communication session set up between the two computers’ Netlogon services. The
session can be ended without terminating the secure channel. The secure channel is
used to pass subsequent network APT calls between the two computers. The secure
communication channel is used to pass the username and encrypted password
during pass-through authentication. Pass-through authentication is discussed in
detail Iater in this chapter.

The Netlogon service maintains security on these communication channels by using
user-level security to create the channel. The following special internal user
accounts are created:

ATy gadraprrts siot nnrannte which allawe o damain yarkotatiom tn nerfn nnag_
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through authentication for a Windows NT Server computer in the domain, as
described later in this chapter

. Server trust accounts, which allow Windows NT Server computers to get copies
of the master domain database from the domain controller

. Interdomain trust accounts, which allow a Windows NT Server computer o
perform pass-through authentication to another domain

The Netlogon service attempts to set up a sccure channel when it is started, as soon
as discovery is completed. Failing that, Netlogon retries every 15 minutes or
whenever an action requiring pass-through authentication occurs. To reduce
network overhead among trusted domains, the Netlogon service on a domain
controller creates a secure channel anly when it is needed.

.. Nete. Hthe-secure channel.cannet be ereated at-logon-{forexample, because.the
domain controllers are offline), the Netlogon service starts anyway. If the user’s
interactive logon uses the same domain name and username, the user’s interactive
jogon is successfully completed using cached credentials.

A Windows NT computer stores the information used to authenticate the last
several (ten, by default) users who logged on interactively. That way, if all the
domain controllers are down at the same time, the last several users who connected
to the computer can still log on. Additionaliy he credentials of all users who have
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Pass-through Authentication

Pags-through authentication occurs when a user account must be authenticated, but
the local computer can’t authenticase the account itself, In this case, the username
and password are forwarded to a Windows NT Server computer that can
authenticate the user, and the user’s information is returned to the requesting
computer.

Pass-through authentication oceurs in the following instances:

«  Atinteractive logon when a user at a Windows NT Workstation computer of a
Windows NT Server computer that is not a domain controfler is logging onto a
domain or trusted domain

- Atremote logon when the domain specified is a trusted domain

Figure 4.6 illustrates pass-through authentication. In this example, AnnM wants to
access a computer in the London domain. Because the London domain trusts
AnnM'’s home domain (Topeka), it asks the Topeka domain to authenticate AnnM’s
account information.

Security Policy database
User Accounts database

Access:
username=Annhi
password=speciaiX
here domain=Tepeka

AnnM
{home account)

Topeka

Figure 4.6 Pass-Through Authentication
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The Netlogon service provides this pass-through authentication. Each Windows NT
computer participating in the domain must be running the Netlogon and
Workstation services. (Netlogon is dependent on the Workstation service.) The
Netlogon service communicates with the Netlogon service on the remote computer,
as illustrated in Figure 4.7.

Lagin Locel Computer
¥
Security
account --—————-  Natiogen
manager Domein
v 5
Local
logon Seeure
1 Communications

Channel
User accounts 3

o dtabaee |
Security
: Netiogon |« L account
N manager
Local
v iogon

Domain Controlier

User accounts

Figure 47 Netlogon Requirements for Domain Logens

If the user account is in a trusted domain, the request must first be passed from the
computer in the trusting domain to a domain controller in its domain. The domain
controller then passes the request to a domain controller in the trusted domain,
_which authenticates the user account information and th s the user
information by the reverse route. . o

Interactive Logon

The interactive logon can occur in any user accounts database where a user has an
account. Depending on the type of Windows NT computer and how it has been
configured, the From box (in the Logon dialog box) lists the local computer and/or
domains where user accotnts can be authenticated.

"
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Summary of Interactive Logon Authentication

The following table shows the logon options for someone using a Windows NT
computer in a workgroup, a domain, and a domain with a trust relationship. The
unique identifier used by Windows NT after logon depends on the location of
the database used to log on the user, The third cofumn in this table describes the
unique identifier used in cach case. Any nctwork connection requests sent
elsewhere on the network include this unigue identifier.

Table 4.1 Swmnmary of Interactive Logon Authentication

Computer is in User can logon af Unique identifier
Workgroup Local database Computername and userpame
Domain Local database Computername and username
Domain database Dorpain name and username
Domain Local database Computername and username
with a trust Home domain database Domain name and username
relationship Trusted domain database Trusted domain name and username
Domain withouta  Local database Computername and username
trast relationship Untrusting domain name and
: ‘ username

Remote Logon

A security access token created at interactive logon is assigned to the initial process
created for the user. When the user tries to access a resource on another computer,
the security access token is placed in a table in the remote server process. The
server process creates a security I for the user and maps it to the user’s security
access token. This security 1D is sent back to the client redirector and is used in all
farther server message block (SMB) communication between the server and client.
Whenever a resource request comes in from the client, the security ID identifies the
user to the server process. The security access token that maps to the user 1D
identifies the user to the remote security subsystem.
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Security poficy daiabase
User accounts database

Windows NT
workstation

Table of remote user IDs
. UsetiD1

) UseriD2
Windows NT
wortkstation

Figure 4.8 Remote Logon

The following list shows the steps in a successful remote logon at a Windows NT
Workstation computer or Windows NT Server computer.

1. The username, password, and domain name {ihe data enfered in the Welcome
dialog box) of the logged on user are sent from the user’s computer to the remote
Windows NT server.,

2. The authenticating computer’s SAM compares the logon username and
password with information in the user accounts database.

3, If the access is authorized, the authenticating computer’s LSA constructs a
security access token and passes it to the server process, which creates a
user 1D referencing the security access token.

4. The user ID is then returned to the client computer for use in all subsequent
requests to the server.

After the session has been created, the client computer sends requests marked
with the user ID it received during session setup. The server matches the user ID
with the proper access token kept in an internal table, This security access token
at the remote computer is used for access authentication at the remote computer
by that user.

Remote Logon at a LAN Manager 2.x Server

Remote logon at a LAN Manager 2.x server is basically the same as remote logon
10 a Windows NT computer. However, instead of comparing the user’s logon
information against a centralized user accounts database, the LAN Manager 2.x
server compares the information with its local user accounts database. This
database may be the server’s own standalone database or a domain database shared
by a group of servers. LAN Manager 2.x servers cannot use pass-through
authentication.
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Accessing resources on @ LAN Manager 2.x server is similar to accessing resources
an a Windows NT computer, except that the LAN Manager 2.x server does not use
a secyrity access token to identify resource requests. Instead, the security ID maps
to the username, which is used to process resource requests.

If the JLAN Manager 2.x server is in the same domain as a Windows NT Server
computer, the server logon is identical to that used when accessing another
Windows NT Server computer (except that the LAN Manager 2.x server does not
generate or use security access tokens).

If the LAN Manager 2.x server is in another domain, the server logon is identical to
logon for a Windows NT Workstation computer that is a member of a workgroup.
This is true even for a trusted domain, since LAN Manager 2.x servers don’t
support trust relationships. An account must exist either in the LAN Manager 2.x
server’s domain or at the stand-alone server itself,

Summary of Remote Logon Authentication

This section summarizes the various remofe logon scenarios.

»  Workgroup computer connecting to a Windows NT computer in a domain

Interactive logon for the user at the workgroup computer (the client) is performed
by the local user accounts database.

The client’s username and a function of the password are passed to the specific
server in the domain to whicl the client is tryving to connect. This server checks the
username and password with information in its local user accounts database. If
there is a match, access to this server is allowed.

»  Domain computer cornecting to a Windews NT computer in the same demain

Interactive lbgon for the user at the client computer was perfosmed by the domain’s
user accounts database. '

The client’s domain name, username, and a function of the password are passed to
the computer being accessed, which passes them to a Windows NT Server computer
in the domain.

The Windows NT Server computer verifies that the domain name for the client
matches this domain.

Next the Windows NT Server computer check the username and password against
the domain’s user accounts database, If there 1s a match, access is allowed.

B e
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Domain client in a trusted domain contiecting to a Windows NT computer

Interactive Jogon for the user at the client computer is performed by the domain’s
user accounts database.

" The client’s domain name, username, and a function of the password are passed to

the computer being accessed. That compufer passes the logon information to a
Windows N'T Server in the domain.

The Windows NT Server computer verifies that the client’s domain is a trusted
domain and then passes the client’s identification information to a Windows NT
Server computer in that trusted domain.

A Windows NT Server computer in the trusted domain (that is, the same domain as
the client computer) checks the username and password against the domain’s user
accounts database, If there is a match, access is allowed.

Common Logon Scenarios

i
|
B Y B
e
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The following examples describe various logon scenarios in a Windows NT
environment.

Example 1: Logging On to a Member of a Workgroup

For a computer running Windows NT and participating in a workgroup, the

logon information is compared with the local user accounts database, When a user
logs on, the From box lists only the name of the local computer. The user cannot
specily another workgroup or domain for logon. There is no discovery, because the
Netlogon service is not running. If the user attempts access o another Windows N'T
computer, authentication proceeds as discussed in “Example 4: Logging On to an
Untrusted Domain,” tater in this chapter.

i -
. Biam. g

s ML

Figure 4.9 [Initial Logon and Local Databases for a Windews NT Workstation

After successful authentication, the username and password are cached by the
computer’s redirector for use when conneciing o remote resources.
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Example 2: Logging On to the Home Domain

From a Windows NT computer participating in a domain, a user can choose

to have his or her logon information authenticated by the local computer or by a
domain controller in its domain. If the user account is a domain account, a domain
controller’s SAM for the home domain or a trusted domain authenticates the logon.
The workstation itself connects to a domain with a workstation trust account.

The From box lists the name of the focal computer, the name of the home domain in
which the computer participates, and the names of any trusted domains,

i
i MicRosorT. -
% oy Pevswerd

— Seturlty poiicy datahase
User accounts database

MyDomain
controfler

TrustedDomain
contratler

Figure 4.10  Logging On from a Demain Workstation

The security access token generated in an interactive logon is main(ained on
the computer where the user is logged on,

Example 3: Logging On to a Trusted Domain

When a user at a Windows NT Workstation computer in a domain, or a

Windows NT Scrver computer that is participating in a domain but not as a domain
controller, attempts to log on to a trusted domain, the user’s credentials are not
authenticated on the local computer. The logon request is passed to a domain
controller on the trusted domain and is authenticated there.
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1f the username is not valid and the Guest account of the computer on the computer
the user is logging on to is enabled, the user is logged on to the trusted domain as a
guest. If the Guest account is disabled, or if the username is valid but the password
is not, the logon attempt fails with access denied. The Guest account is used only
for remote logons.

The npet use command prompts for a password if there is no corresponding user
account in the frustad domatin, or if there is a correspending user account buf the
password does match the one supplied by the trusting domain. In sifuations where
the net use command would reguire a password, the net view command simply
fails with access denied.

The From box lists the domain and trusted domains for this computer.

R R R A SR AR
[HyDamain T 4
Ky owain ﬁ

TrustedDamain

OYOIT.
SNy, Coert

N

[: = Segurily policy database
F==71 User accounts database
L

MyServer

MyDoma Trust
confroller %

TrustedDomaln
controfler 5

Figure 411 Authentication by a Trusted Domain Controller

Exampie 4: Logging On to an Untrusted Domain

If a client workstation or server connects by remotz logon (o a Windows NT
computer and the domain name specified is not trusted by the domain the client
workstation or server that the user is logged on to, the client computer checks its
oW user du.oum for the username and paseword 'supplied If the credcntialq arc
au,oun[ is enablcd, the computei logs the user on ag a guest and passes Lhe
credentials to the untrusted domain.

=
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Example 5: Logging on Without Specifying a Domain
Name

For workstations running Windows for Workgroups 3.1 or LAN Manager 2.0, the
domain of the Windows NT computer being connected to might not be specified.
For a user conneeting to an individual or workgroup workstation, user credentials
are authenticated only on the local compuier, If the username is not valid and a
Guest account is enabled, the user is logged on as a guest.

If the client is connecting to a domain of which the worksfation is a member, user
credentials are authenticated first by the workstation itself, and then by a domain
controller. If the username is not valid for the domain and the domain controller’s
Guest account is enabled, the user is logged to the Guest account of the machine
being connected to. If the username is valid but the password is not, or if the Guest
account is disabled, the user is again prompted for a password, and then the logon
attempt fails with access denied.

For a user logging onto a trusted domain from a domain workstation, it is not
obvicus where the user’s domain account is defined. User credentials are
authenticated in the following order until the user is successfully logged on: first by
the workstation itself, then by the local domain server, and finally by the trusted
domain. If all these logon attempts fail, the user is connected, if possible, to the
Jocal workstation’s Guest aceount,

Troubieshooting Logon Problems
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This section discusses the two categories of typical problems users might face that
relate to logons:

= Problems when trying to view a server’s shared resources

~ Problems when trying to access one of those resources

Viewing a Server’s Shared Resources

Suppose AnnM logs on o a Windows NT domain with the password Yippee. She
wants to view the shared resources on a server named WPRODUCTS, but her
password there is Yahoo. Because of this situation, Ann sees the following message
displayed on the screen:

Error 5: Access has been denied.
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AnnM asks the administrator of WWRODUCTS to change her password, but the
administrator leaves the User Must Change Password At Next Logon checkbox
checked. When AnnM ies to view the server’s shared resources this time, she sees
the following message displayed on the screen: '

Error 2242: The password of this user has expired.

When the administrator of WPRODUCTS clears the User Must Change Password
At Next Logon checkbox, AnnM is finally able (o see the server’s shared resources.

Accessing a Server’s Shared Resources

Suppose AnnM is logged on to a Windows NT domain with the password Yippee
bhut wants to connect to a shared directory an WPRODUCTS, where her password is
Yahoo. Even though WPRODUCTS has a Guest account because there is an
account for AnnM, she is not aflowed to gain access via the Guest account. Instead,
Windows NT prompts AnnM for the valid password on WPRODUCTS.

On the other hand, Jeffld wants to access the same shared directory and has no
account on WPRODUCTS. He is allowed access to this resource via the Guest
account for WWRODUCTS and is assigned the permissions associated with that

accouiit.

WAN Environments

Tn a WAN environment, timeout parameters are automatically tuned by both
Windows NT Workstation and Windows NT Scrver. Scssion setup times out after
45 seconds.

Using the LMHOSTS file, 2 directed mailslot can be sent directly to a computer’s
internet protocol (IP) address to establish a trust relationship. For information on
the LMHOSTS file, see Chapter 15, “Setting Up LMHOSTS.”
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CHAPTER 5

Windows NT Browser

Users on a Windows NT network often need 1o know what domains and compuiers
are accessible from their local computer. Viewing all the network resources
available is known as browsing. The Windows NT Browser system maintains a list,
called the browse list, of all the domains and servers available, For instance, when
a user attempts to connect to a network drive using File Manager, the list of servers
that is displayed in the Shared Directories box of the Connect Network Drive dialog
box is the browse list, and it is provided by a browser in the local computer’s
domain.

Note For the purposes of this discussion, the term server refers to any computer
that can provide resources to the rest of the network. A Windows NT Workstation
computer, for instance, is a server in the context of the Browser system if it can
share file or print resources with other computers on the network. The computer
does not have to be actually sharing resources to be considered a server. In this
chapter, specific references to Windows NT Server computers are always made
explicitly. '

The Windows NT browser system consists of a master browser, backup browsers,
and client systems. The master browser maintains the browse list and periodically
sends copies to the backup browsers. When a browser client needs information, it
obtains the current browse list by remotely sending a NetServerEnum2 application
programming interface (APT) call to ejther the master browser or a backup browser.
{A NetServerEnum API call is also supported for compatibility with Microsoft
LAN Manager networks.)

The centralized browser architecture reduces the number of broadeast datagrams.
A datagram is a network packet that is sent to a mailslot on a specified computer
{a directed datagram} or to a mailslot on any number of computers (a broadcast
datagram}. The centralized browser architecture also reduces the demands on the
client’s CPU and memory.
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Specifying a Browser Computer

Whether a computer running Windows NT Workstation computer or a

Windows NT Server computer can become a browset is determined in the
Registry by the MaintainServerList entry under the HKEY LOCAL_MACHINE
S YSTEM\CurrentControiSet\Services\Browser\Parameters key. The possible
values for the MaintainServerList entry are shown in the following table:

Table 5.1  Values for the MaintainServerList Entry

Value Meaning
No This computer wilk never be a browser.
Yes This computer will become a browser, Al startup, the server tries to contact

the master browser to get a current browse list. If the master browser
cannot be found, this computer forces a browser election, and can becomne
the master browser. For more information on browser eleciions, see
“Deetermining Browser Roles,” later in this chapter.

ig 1 anlt value for Windows NT Server comnuters
FRUER LR falni value Ior WiInGOWws N Servory COmMpuners.

Auto This computer is a potential browser. Whether it becomes a browser
depends on the number of existing browsers. This computer is notified by
the master browser if it should become a backup browser.

This is the default value for Windows N'T Workstation computers.

On any computer with a value of Yes or Auto for the MaintainServerList,
Windows NT Setup configures the Browser service to start antomatically when the
computer starts,

Another setting in the

HKEY_ LOCAL_MACHINE\SYSTEM\CurrentControtSet\Services\Browser\Para
mefers key in the registry has a bearing on which servers become master browsers
and backup browsers. Setting the IsDomainMasterBrowser entry to True or Yes on

. comnuter makes that. computer. a preferred master. browser. A preferred master

browser computer has an advantage over other computers in master browser
elections. Also, whenever a preferred master browser computer is started, it foxces
a browser election. For more information on browser elections, see “Determining
Browser Roles,” later in this chapter.
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Chapter 5 Windows NT Browser 81

Number of Browsers in Domains and Workgroups

In a Windows NT Scrver domain, every Windows NT Server computer is a
browser, One Windows NT Server computer in the domain, the primary domain
controller if there is one, is the master browser, and the other Windows NT Server
computers are backup browsers. If there is more than one Windows NT Server
computer in the domain, no Windows NT Workstation computer will cver be a
master browser in the domain.

In a workgroup containing Windows NT Workstation computers, there is always
one master browser. If there are at least two Windows NT Workstation computers
in the workgroup, there is also one backup browser. For every 32 Windows NT
Workstation computers in the workgroup, there is another backup browser.

Determining Browser Roles

At certain times in each domain or workgroup, it is necessary to force an election of
the master browser, This section explains how the election works.

When a Windows NT computer needs (o force a master browser election, it notifies
the other browsers on the system by broadcasting an election datagram. The
clection datagram contains the sending browser’s election version and election
criteria, as explained later in this section. The election version is a constant value
that identifies the version of the browser election protocol.

When a browser receives an election datagram, the receiving browser examines the
datagram and first compares the election version with its own. If the receiving
browser has a higher election version than any other browser, it wins the election
regardless of the election criteria. If the election versions are identical for both
computers, the election criteria are compared.

The election criteria is a 4-byte hexadecimal value. If there is a tie on the basis of
election version, the tie 1s broken by the value of the election criteria.

« If the browser has a higher election criteria than the issuer of the election
datagram, the browser issues its own election datagram and enters the “election
in progress” state.

» If the browser does not have a higher election ¢riteria than the issuer of the
election datagram, the browser attempts to determine which system is the new
master browser.
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Specific groups of bytes are masked and their values set according 1o the following

list:

Operating System Type: AXFFRR2600
Windows NT Server: Px20000000
Windows KT Workstation: Ax12000000
Windows for Workgroups: 901000000

Election Version: AxQBFFFFBO

Per Version Criteria: OxQR0BOBFF
Primary Domain Controller: Ox0p000089
WINS client: . OxQbeaen20
Preferred Master browser 2x00006088
Running Master browser: 2x00000024
MaintainServertist~yes GAB0B000EL
Running Backup Browser Bx00000001

If there is still a tie, the browser that has been running longest is the winner, If there
is still a tie, the browser that has a lexically lower name is the winner. For example,
a server with a name of A becomes master browser instead of a server with a name
of B.

When a browser receives an election datagram indicating that it wins the election,
the browser enters the running election state. In the running election state, the
browser sends an election request after a delay based on the browser’s current
browser role:

« Master browsers delay for 200ms.
= Backup browsers delay for 400ms
- All other browsers delay for 800ms.

The browser broadcasts up to four election datagrams. If, after four election
datagrams, no other browser has responded with an election criteria that would win
_ the election, the browser becomes the master browser. If the browser receives an
election datagram indicating that another system would win the election, the
browser demotes itself to backup browser. To avoid unnecessary network (raffic, a
hrowser that has lost an election does not broadcast any unsent election datagrams.

Browsers

The master browser and backup browsers in each domain have cerfain duties to

maintain the browse list,

Fiidil H s
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Role of Master Browsers

The master browser maintains the browse list, the list of all servers in the masfer
browser’s domain or workgroup, and the list of all domains on the network. For a
domain that spans more than one subnetwork, the master browser maintains the
browse list for the portion of the domain on its subnctwork.

Individual servers announce their presence to the master browscr by sending a
directed datagram called a server announcement to the domain or workgroup’s
master browser. Computers running Windows NT Server, Windows NT
Workstation, Windows for Workgroups, and LAN Manager servers send server
announcements. When the master browser receives a server announcement from a
computer, it adds that computer to the browse list.

The master browser also returns lists of backup browsers (in the local subnetwork
of a TCP/IP-based network, if the domain spans more than one subnetwork) to
computers running Windows NT Server, Windows NT Workstation, and Windows
for Workgroups. If a TCP/IP subnetwork comprises more than one domain, each
domain has its own master browser and backup browsers. On networks using the
NetBEUI Frame (NBF) or NWLink IPX/SPX-compatible network protocol, name
queries are sent across routers, so there is always only one master browser for each
domain.

When a computer starts and the computer’s MaintainServerList registry entry is set
to Auto, the master browser must tell that computer whether or not to become a
backup browser.

When a computer first becomes a master browser, it can force all servers to register
with it if its browse list is empty. The master browse computer does this by
broadcasting a RequestAnnouncement datagram. All computers that receive a
RequestAnnouncement datagram must respond by sending a server announcement
at a random time within the next 30 seconds. The randomized delay ensures that the
network and the master browser itself are not overwhelmed with responses.

When a master browser receives a server announcement from another computer that
claims to be the master browser, the receiving master browser demotes itself and
forces an election. This action ensures that there is always only one master browser
in each domain or workgroup.

Note The list of servers that the master browser maintains is limited to 64K of
data. This Hmits the number of computers that can be in a browse list in a single
workgroup or domain to 2000-3000 computers.

=3
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Role of Domain Master Browsers

The primary domain controller (PDC) of a domain is given a bias in browser
elections to ensure that it becomes the master browser, The browser service running
on a domain’s primary domain controller has the special additional role of being the
domain master browser.

For a domain that uses TCP/IP and spans meore than one subnetwork, each
subnetwork functions as an independent browsing entity, with its own master
browser and backup browsers. To browse across the WAN to other subnetworks, at
Ieast one browser running Windows NT Server is required on the domain for each
subnetwork. On the subnetwork with the PDC, this Windows NT Server computer
is typically the PDC, which functions as the domain master browser.

When a domain spans multiple subnetworks, the master browsers for each
subnetwork announces itself as the master browsers to the domain master browser
using a directed MasterBrowserAnncuncement datagram. The domain master
browser then sends a remote NetServerEnum AP call to each master browser to
collect each subnetwork’s list of servers. The domain master browser merges the
server kst from each subnetwork master browser with its own server list to form the
browse list for the domain. This process is repeated every 15 minutes to ensure that
the domain master browser has a complete browse list of all the servers in the
domain,

The master browser on each subnetwork also sends a remote NetServerEnum API
call to the domain master browser to obtain the complete browse list for the domain.
This browse list is thus available to browser clients on the subnetwork.

Note Windows NT workgroups cannot span multiple subnetworks. Any
Windows N'T workgroup that spans subnetworks actually functions as two separate
workgroups, with identical names.

oie of Backup Browsers
Backup browsers call the master browser every 15 minutes to get the latest copy of
the browse list, as well as a list of domains. Each backup browser caches these lists
and returns the list of servers to any chlients that send a remote NetServerEnum
API call (o the backup browser. If the backup browser cannot find the master
browser, it forces an election.
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How Computers Announce Themselves

When a computer is staried, it announces itself by sending a server announcement
to the domain or workgroup's master browser every minute. As the computer
continues running, the time between server announcemcms is increased untif it
eventually becomes onece every 12 minutes.

If the master browser has not received a server announcernent from a computer for
three announcement periods, the computer is removed from the browse list.

Note There might be up to a 36-minute delay between the time a server goes down
and the time it is removed from the browse list.

Domain Ahnouncements

Client computers sometimes need to retrieve lists of domains, as well as lists of
servers in those domaing. The Windows NT NetServerEnum API has a level of
information to allow this.

When a browser becomes a master browser, it broadcasts a DomainAnnouncement
datagram every minute for the first five minutes, and then broadeasts onee every 15
minutes after that, Master browsers on other domains receive these
DomainAnnouncement datagrams and add the specified domain to the browse list.

DomainAnnouncement datagrams contain the name of the domain, the name of the
domain master browser, and whether the master browser is running Windows NT
Server or Windows NT Workstation. If the master browser if nmning Windows N'T
Server, the datagram also specifies whether that browser is the domain’s PDC.

If a domain has not announced itself for three consecutive announcement periods,
the domain is removed from the browse list.

Note A domain might be down for as long as 45 minutes before it is removed from
the browse list.

The domain master browser augments this list of domains with the list of domains
that have registered a domain NetBIOS address with the Windows Internet Name
Service (WINS). Checking against WINS ensures that the browser maintains a
complete list of domain names in an environment with subnetworks. For
information on special NetBIOS names, see “Managing Special Names™ in
Chapter 14, “Installing and Configuring WINS Servers.”

Ey
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How Clients Receive Browser Information

When an application running on a client issues a NetServerEnum API call, the
client sends the API call to a browser.

If this is the first time a NetServerEnum API call has been issued by an
application ranning on the client, the client must first determine which computers
are the browsers in its workgroup or domain. The client does this by sending a
QueryBrowserServers directed datagram. This request is processed by the master
browser for the domain and subnetwork on which the client is located. The master
browser then returns a list of browsers active in the workgroup or domain being
queried. The client selects the names of three browsers from the list, and then stores
these names for future use. For future NetServerEnum AP calls, a browser is
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If the client cannot find the master browser afler three attempts, the client issues a
ForceElection broadcast to the domain being queried. A ForceElection broadeast
forces the clection of a new master browser in the domain. To indicate that the
master browser could not be found, the client then returns an error
(BRROR_BAD_NETPATH) to the application. For more information on browser
elections, see “Determining Browser Roles,” carlier in this chapter.

Browser Failures

When a server fails, it stops announcing itself. When the master browser does not
receive a server announcement for three of the server’s current announcement
periods, the master browser removes the non-browser from the browse list. It might
take up to an additional 15 minutes for the backup browsers to retrieve the updated
browse list from the master browser, so it could take as Jong as 51 minutes from the
time a server fails to when it is removed from all browse lists.

Because a backup browser announces itself in the same way as a server, the
procedure when a backup browser fails is the same as that for a server, If the name
of this backup browser has been given to any clients, attempts made by those clients
to contact this backup browser fail. The client then retries the NetServerkEnum
API call on another backup browser on the client’s list of browsers. If ail the
backup browsers that a client knows have failed, the client attempts to get a new list
of backup browsers from the master browser. if the client is unabie to contact the
master browset, it forces & browser election.
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Chapter5 Windows NT Browser 87

When a master browser fails, the backup browsers detect the failure within 15
minutes. After a master browser failure is deiected, the firsi backup browser o
detect the failure forces an election to select'a new master browser, In addition, it is
possible that between the time the master browser fails and the election of a new
master browser happens, the domain will disappear from the list of domains in the
browse list. If a client performs its first NetServerEnum APT call after the old
master browser has failed but before a backup browser detects the failure, the client
forces an election. If a master browser fails and there are no backup browsers,
browsing in the workgroup or domain will not function correctly.

When a domain master browser fails, other master browsers see only servers on the
same local subnetwork. Eventually, all servers that are not on the local subnetwork
are removed from the browse list.

Browser Components

The Browser system consists of two components:

«  Browser service

« Datagram Receiver

The Browser service is the user-mode portion that is responsible for
maintaining the browse list, remotely making API calls, and managing the
various roles a browser can have. It regides within the LanmanServer

service QsystemroofSYSTEM32\SERVICES EXE) and is supported by
\systemroonSYSTEM32\BROWSER.DLL. The browset’s registry entries are
under the HKEY_LOCAL_MACHINE\S Y STEM\CurrentControlSet
\Services\Browser key.

The datagram receiver is the kernel-mode portion of the browser, and is simply a
datagram and mailslot receiver. It receives directed and broadeast datagrams of
interest to the workstation and server services. It provides kernel-level support for
the NetServerEnum API, as well as support for remote mailslot reception (second-
class datagram-based mailslot messages) and the request announcement services.

The datagram receiver file is \systemroonSYSTEM32ABROWSER.SYS. The
datagram receiver’s registry entries are in the HKEY _LOCAL_MACHINE
\SYSTEM\CurrentControtSet\Services\DGRcevr key.

‘P
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Mailslot Names

All browser datagrams destined for LAN Manager, Windows for Workgroups,
Windows NT Workstation, or Windows NT Server computers are seil to the
mailslot name \MAILSLOT\LANMAN. :

Browser datagrams that are destined only for Windows NT Workstation or
Windows NT Server computers are senf to the matislot name
WAILSLOTWISBROWSE,

LAN Manager Interoperability

n order for Windows NT browsers and LAN Manager browsers to work togethet,
you might have to perform some configuration tasks.

Making Windows NT Servers Visible to LAN Manager Clients

To make a Windows NT server visibie to LAN Manager ciients, you must
configure the Windows NT server to announce itself to LAN Manager 2.x servers.
You can do this by vsing the Networks option in Control Panel or by changing the
LMannounce entry in the Registry.

> 'T'o make a Windows NT server visible to LAN Manager clients using the
Control Panel
1. On ihe Windows NT computer, double-click ite Neiwork option in Contcot
Panel o display the Network Settings dialog box.

2. Select Sever from the Installed Network Software hox, and then choose the
Configure button to display the Server dialog box.

3. Select Make Browser Broadcasts to LAN Manager 2.x Clients check box, and
then choose the OK bution.

» To make a Windows NT browser visibie to LAN Manager ciients using ihe
Windows NT Registry

1. Run the REGEDT32.EXE file from File Manager or Program Manager fo start
the Registry Editor.
2. Locate the following key:

HKEY _LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanSe
rver\Parameters

3. Change the value of the LMannounce enfry to 1.

For more information about the Windows NT Registry, see Chapters 10 through 14
in the Windows NT Resource Guide,
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Making LAN Manager Domains Visible to Windows NT Browsers

You can make up to four LAN Manager-only domains visible to a Windows NT
Browser. You can do this by using the Control Panel or configuring the Registry of
the Windows NT browser. The LAN Manager domains you add to the

Windows NT browse list this way will be visible to all members of the

Windows NT browser’s domain.

»  To make LAN Manager domains visibie to a Windows NT browser using the
Control Panel

1. Onthe Windows NT computer, double-click the Networks option in Controt
Panel to display the Network Settings dialog box.

2. Select Computer Browser from the Installed Network Software box, and then
choose the Configure button to display the Browser Configuration dialog box.

3. Foreach LAN Mandger domain you want to add, type the LAN Manager
domain name in the box on the left, and then choose the Add button.

4. When finished adding up to four domains, choose the OK button.

» To make LAN Manager domains visible to a Windows NT browser using the
Windows NT Registry

1. Run the REGEDT32.EXE file from File Manager or Program Manager of the
Windows NT browser to start the Registry Editor.

2. Locate the following key:
HKEY_LOCAL_MACHINESYSTEM\CurrentControlSef\Services\LanmanSe
rver\Parameters

3. Inthe OtherDomains entry, add the names of the LAN Manager domains that
you want to be made visible to the Windows NT browser.

For moare information about the Windows NT Registry, see chapters 10 through 14
in the Windows NT Resource Guide.
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CHAPTER

Using NBF with Windows NT

6

NetBEUI Frame (NBF) is the implementation of the NetBIOS Extended User
Interface (NetBEUT) protocol driver used in Windows NT. This protocel provides
compatibility with existing LANs that use the NetBEUI protocol.

This chapter describes how NBF handles connection-oriented and connectionless
network traffic, and it also describes NBF’s unique method for handling resources
to create a virtally infinite number of connections. The topics include the
following:

Overview of NetBEUI and NBF
NBF and network traffic

NBF and sessions

Session limits
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Overview of NetBEU! and NBF

NBF and Network Traffic

The NetBEUI protocol, first introduced by IBM in 1985, was written to the
NetBIOS interface and designed as a small, efficient protocol for use on
depariment-sized L.ANs of 20 to 200 workstations. This original design assumed
that broader connectivity services could be added by including gateways as the
network grew. (As described later in this chapter, NBF breaks the session limit that
restricted NetBEUT’s reach.)

The NetBEUI protocol provides powerful flow control and tuning parameters plus
robust error detection. Microsoft has supported the NetBEUI protocol in all of its
networking products since Microsoft’s first networking product, M5-Net, was
introduced in the mid-1980s.

NetBEUI is the precursor to the NetBEUI Frame (NBF) protocol included with
Windows NT. NBI provides compatibility with existing LAN Manager and
MS-Net installations, and with IBM LAN Server installations. On Windows NT,
the NetBIOS interface is supported under MS-DOS, 16-bit Windows, and Win32
subsystem environments.

The NBF protocol, like NetBEUI, provides for both connectionless or connection-
oriented traffic. Connectionless communications can be either unreliable or reliable.
NBF and NetBEUI provide only unreliable connectionless, not reliable
connectionless communications.

Unreliable communication is similar to sending a letter in the mail. No response is
generated by the receiver of the letter to ensure the sender that the letter made it to
its destination. In comparison, reliable connectionless communications is like a
registered letter whose sender is notified that the letter arrived. '

Connection-ariented communications provide reliable communications hefween fwo
computers in a way that is analogous to a phone call, where two callers connect, a
conversation occurs, and then the connection is dropped when the conversation
ends. A reliable connection requires more overhead than connectionless
communications do.

NBF communicates via the NDIS interface at the Logical Link Control (LLC)
sublayer. A connection at the LLC sublayer is called a link, which is uniquely
defined by the adapter’s address and the destination service access point (DSAP). A
service access point (SAP) can be thought of as the address of a port to a layer as
defined by the OSI model. Because NBF is a NetBIOS implementation, it uses the
NetBIOS SAP (0xF(). While the 802.2 protocol governs the overall flow of data,
the primitives are responsible for passing the data from one layer (o the next. The
primitives are passed through the SAPs between layers.

)
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Figure 6.1 NBF Communicates via the NDIS Interface at the LEC Sublayer

Connectionless Traffic

For connectionless traffic that requires a response from a remote computer, NBF
sends out a certain number of frames, depending on the command. The total number
is based on retry Registry value entries, such as NameQueryRetries. The time
between sending each frame is determined by timeour Registry entries, such as
NameQueryTimeout.

Thiee types of NetBIOS commands generate connectionless traffic: name claim and
resolution, datagrams, and miscellaneous commands. These commands are sent as
UI (Unnumbered Information) frames at the LLC sublayer.

To see how Windows NT uses retry and timeout values from the Registry, consider
what happens when Windows NT registers computernames via NBF using the
NetBIOS Add.Name command. When NBF receives the Add.Name command, it
broadcasts ADD_NAME_QUERY frames a total of AddNameQueryRetries
times and sends these broadcasts at a time interval of AddNameQueryTimeout.
This allows computers on the network enough time to inform the sending computer
whether the name is already registered as a unique name on another computer or a
group name on the network.

Note All Registry values discussed in this chapter are found under the following
Registry path:

HKEY _LOCAL_MACHINENSYSTEMACurrentControlSet\Services\Nbf

"
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Connection-Oriented Trafiic

Petitioner Yonage Holding

The net use comumand is an example of a connection-oriented communication, as
illustrated in Figure 6.2.

Client

NBF [E53]

Redirector

NBF
g 5
Figure 6.2 Connection-oriented Network Traffic

When a user types net use at the command line to connect to a shared resource,
NBF must first locate the server by sending Ul-frames, and then initialize the link.
This is handled by the redirector when it makes a connection o the NBFE drivers via
the Transport Driver Interface (TDI) boundary. NBF begins the sequence by
generating a NetBIOS Find Name frame. Once the server is found, a session is set
up with UC Class-1I frames following the standard 802.2 proiocol {802.2 governs
the overall flow of data).

‘The client computer sends an SABME (Set Asynchronous Balance Mode Extended)
frame, and the server returns a UA (Unnumbered Acknowledgment) frame. Then
the client sends an RR (Receive Ready) frame, notifying the server that it is ready
to receive I-frames whose sequence number is currently 0. The server
acknowledges this frame,

Once the LLC-level session is established, additional NetBEUI-level information is
exchanged. The client sends a Session Initialize frame, and then the server responds
with 2 Session Confirm frame. At this point, the NetBEU[-level session is ready to

~ handle application-level frames {Server Message Blocks, or SMBs).

Reliable ransfer is achieved with link-oriented frames by numbering the I-frames.
This allows the receiving computer to determine whether the frames were lost and
in what order they were received.

NBF uses two techniques to improve performance for connection-oriented traffic:
use of adaptive sliding windows and use of link timers. These techniques are
described in the next two sections.

W
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Adaptive Sliding Window Protocol

NBF uses an adaptive sliding window algorithm to imnprove performance while
reducing network congestion and providing flow control, A sliding window
algorithm allows a sender to dynamically tune the number of LLC frames sent
befare an acknowledgment is requested. Figure 6.3 shows frames traveling through
a lwo-way pipe.

Client Server

Figure 6.3 Adaptive Sliding Window

If the sender could feed only one frame into the pipe and then had to wait for an
acknowledgment (ACK), the sender’s pipe would be underused. If

the sender can send multiple frames before an ACK is returned, the sender can keep
the pipe full, thereby using the full bandwidth of the pipe. The frames would travel
forward, and then ACKs for the received frames would travel back. The number of
frames that the sender is allowed to send before it raust wait for an ACK is rcferred
to as the send window. In general, NBF has no receive window, unless it detects
that the remote is a version of IBM LAN Server, which never polls; in this case,
NBF uses a receive window based on the value of MaximunilncomingFrames in
the Registry.

The adaptive sliding window protocol tries to determine the best sizes for the

send window for the current network conditions. Ideally, the windows should be big
enough so that maximum throughput can be realized. However, if the window gets
too big, the receiver could get overloaded and drop frames. For big windows,
dropped frames caunse significant network traffic because more frames have to be
retransmitted. Lost frames might be a problem on slow links or when frames have
to pass over multiple hops to find the receiving station. Lost frames coupled with
large send windows generate multiple retransmissions. This traffic overhead might
make an already congested network worse. By limiting the send window size,
traffic is throttled, and congestion control is exercised.

I <
(R
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Link Timers
NBF uses three timers: the response timer (T1), the acknowledgment timer (T2),
and the inactivity timer (Ti). These timers help regulate network traffic and are

trdlad b th 1 1 T :
controlled by the values of the DefacltTiTimeout, DofaultTITimeont, and

DefaultTiTimeout Registry entries, respectively.

The response timer is used to determine how long the sender shiould wait before

it assumes the I-frame is lost, After T1 milliseconds, NBF sends an RR frame that
has not been acknowledged and doubles the value for T1. If the RR frame is not
acknowledged after the number of rewries defined by the vatue of LLCRetries, the
link is dropped.

Where the return traffic does not allow the receiver to send an I-frame within a
legitimate time period, the acknowledgment timer begins, and then the ACK is sent.
The value for this timer is set by the T2 variable, with a default value of 150
milliseconds. If the sender has to wait untif the T2 timer starts in order to receive

a response, the link might be underused while the sender waits for the ACK. This
rare situation can occur over slow links. On the other hand, if the timer value is too
low, the timer starts and sends unnecessary ACKs, generating excess traffic. NBF
is optimized so that the last frame the sender wants to send is sent with the POLL
bit turned on. This forces the receiver to send an ACK immediately.

The inactivity timer, Ti, is used to detect whether the link has gone down. The
default value for Ti is 30 scconds. If Ti milliseconds pass without activity on
the link, NBF sends an I-frame for polling. This is then ACKed, and the link is
maintained.

NBF and Sessions

Bach process within Windows NT that uses NetBIOS can communicate with up to
254 different computers. The implementation of NetBIOS under Windows NT
requires the application to do a few more things than have traditionally been done
on other platforms, but the capacity for doing up to 254 sessions from within each
process is well worth the price. Prior implementations of NetBIOS had the 254-
session Himit for the entire computer, including the workstation and server
components.

Note that the 254-session limit does not apply to the default workstation or server
compencnts. The workstation and server services avoid the problem by writing
directly to the TDI rather than calling NetBIOS directly. This is a handle-based
{32-bit) interface.
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NBF also has a unique method of handling resources to create a virtually infinite
(memory permitting) number of conpections, as described in the next section.

Ses_sion Limits

The 254-session limit is based on a key variable in the NetBIOS architecture called
the Local Session Number (LSN). This is a one-byle number (0 to 255) with
several numbers reserved for system use. When iwo computers establish

a session via NBYF, there is an exchange of LSNs,

The L3Ns on the two computers might be different. They do not have

to match, but a computer aiways uses the same LSN for a given session. This
number is assigned when a program issues a CALL NCB (Network Control Block).
The number is actually shared between the two computers in the initial frame sent
from the calling computer to the listening computer. Figure 6.4

shows this session-creation frame exchange.

NCB GALL 2. SourceAddress=0285D0-129C3D
(Name=REMOTE) NameQuery Respongse

1. SourceAddress=0286D0-11F784 NCB LISTEN
NHWEQBBW(LSN=5, Name:ﬂEMOTE} {Name:HEMOTE)

Figure 6.4 Broadcast of NameQuery

The initial frame is a NameQuery frame. In previous implementations of NBF, this
frame was broadcast onto the network. All computers read the frame and check to
see if they have the name in their name space and if there is a LISTEN NCB
pending on the name. If there is a LISTEN NCB pending, the computer assigns a
new LSN for itself, and then adds it to the response frame and satisfies the LISTEN
NCB, which now contains just the LSN used on that computer. Even though both
computers know the LSN of the other, the information is not used. The more
important information for the two communicating partners is the network addresses
that are part of the frames. As the frames arc exchanged, each partner picks up the
address of the other in the source address component

of the frame received. The NBT protocol keeps the network address of the remote
partner so that subsequent frames can be addressed directly.

Note This process applies for NBF connections. NetBIOS connections established
via TCP/IP and RFC1001/1002 or NBP are handled differently.
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Windows NT has to use the same NameQuery frame to establish connections
with remote computers via NBF; otherwise, it would not be able to talk to existing
workstations and servers. The NameQuery frame transmitted must contain the
1-byte-wide SN to be used,

Breaking the 254-Session Limit

NBF breaks the 254-session barrier by using a combination of two matrices, one
maintained by NBE, and one maintained by NetBIOS.

The NBF systemn maintains a two-dimensional maltrix, as shown in Figure 6.5,
Along the side of this matrix are the LSN numbers 1 to 254. Across the fop are the
network addresses for the different computers that it has sessions with. In the cell
defined by the LSN and network address is the TDI handle, which relates back to
the process that established the connection (either the CALL or LISTEN).

L8N

- TDI Handle

Figure 6.5 NBF and Its LSN Matrix

Note The matrix concept and its contents are for illustration purposecs only. The
physical storage algorithm and exact contents are beyond the scope of this chapter.

The NameQuery frame from Windows NT contains the LSN number associated
with the TDI handle that satisfies either the NCB CALL or the LISTEN. In the case
of a CALL, it is not broadcast but is addressed directly to the recipient.

The remaining mys’fery is how NBF gets the network address of the recipient to add
to its matrix when doing the CALL. (It’s easy on the LISTEN side because the
address is in the NameQuery frame received.)

P
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Petitioner Yonsa

As shown in Hgure 6.6, NBF uses two NameQuery frames.

2. SourceAddress=028600-129C3D

NCB CALL NameQuery Response

{Name=REMOTE)

4. SourceAddress=0286D0-128C30
NameQuery Response

1. SourceAddress=028600-11F784

NameQuery(LSN=0, Name=REMOTE) ?:\g?n fggﬁma

3. SourceAddress=028600-11F 784
NameQuery(l.SN=5, Name=REMOTE}

Figure 6.6 Two NameQuery Frames in Windows NT NBF

IT“or the numbered items in Figure 6.6:

1. The first frame is the FindName format of the NameQuery.
However, an LSN of ( is special; it indicates that it is a FindName. The
FindName is broadcast; when the remote computer responds to the
frame, NBF has the network address it needs to add an eniry to the table.

2. The second NameQuery is then sent directly to the remote station, with the LSN
filled in as a CALL command. The FindName will be successfully returned by
the remote computer, even if no LISTEN NCB is posted against the name.

3. Ifno LISTEN NCB is posted against the name, frame (3) is sent.
4. The same frame is responded to by frame (4).

NBF must also address another problem—the LSN from the NBF table cannot be
the one returned to the process issuing the CALL or LISTEN commands. NBF may
have established connections with multiple remote computers with LSN=5, for
example. Windows NT must return each process an L3N number that uniquely
defines its session.

As stated earlier, NBF uses the TDI handle to know which LSN and network
address to send frames to, and each process has its own set of LSNs available to it
Therefore, there must be a component between the originating process and the TDI
interface of NBF that translates a process ID and an L.SN into a TDI handle The
compenent in the middle is called NETBI(GS.SYS. '

This concept is illustrated in Figure 6.7, although the table maintained by
NETBIOS.SYS is actually 254 1.SNs per LANA number per process. (In
Windows NT, each binding path is represented by a LANA number). In reality,
each process can have up to 254 sessions per LANA number, not just a total of 254
sessions.
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7 LSN
-t TDI Handle

NETBIOS.SYS

SETc)

NBF

oty

Figure 6.7 NETBIOS.SYS Matrix

NETBIOS.SYS builds a second matrix that has LSNs down the side, process IDs
along the top, and TDI handles in the cells. It is the LSN from this table that is
passed back to the originating process.

Figure 6.8 presents a top-down view of the architeclure.

Process 1D = 122

NCB call

AR ARS NI e R L)

User mode

Kernel mode

LSN
TD! Handle

A

LSN
TO! Handle

Network

Figure 6.8 Another View of the NetBIOS Architeeture
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For example, suppose a process needs to establish a session with a remote
computer. Before the process can issue the CALL NCB, it must issue a RESET
NCB. This command signals NETBIOS.SYS to allocate space in its TDI handle
table, among other things. Once the RESET is satisfied, the process issues a CALL
NCB to make a connection with a specific remote computer. This NCB is directed
down to the NETBIOS.SYS device driver. The driver opens a new TDI handle to
NBF and sends the command to NBF.

NBF issues the first NAME_QUERY with LSN=0 to find the remote computer,
When the remote computer responds, the network address is extracted from the
frame, and a column in the NBF table is created. The second NAME_QUERY with
an LSN is sent directly to the remote computer. When that frame is returned
successfully, NBF returns from the TDI cail to the NETBIOS.8YS driver with a
successful status code.

NETBIOS.SYS then fills in the LSN from its table into the NCB and satisfics it
back to the calling process.

i s o 2
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CHAPTER 7

Using DLC with Windows NT

A Data Link Contrel (IDLC) protocel interface device driver is included in
Windows NT Workstation and Windows NT Server. The DLC protocol

is traditionally used to provide connectivity to IBM mainframes. It is aiso used to
provide connectivity to local area network printers that are directly attached to the
network, instead of to a specific computer.

This chapter provides details about the DLC protocol device driver for
Windows NT.

Sempere?

?‘i“«
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Overview

The Data Link Control (DLC) protocol driver provided with Windows NT allows
the computer to communicate with other computers ruaning the DIC protocol stack
{for exampie, an IBM mainirame) and other network peripherals (for exampie,
printers such as # Hewlett-Packard HP 45i that use a network adapter card 10
connect directly to the network).

Windows NT-DLC contains an 802.2 Logical Link € onuo} (LLC) Finite State
Machine, which is used when transmitting.and receiving type 2 connection-oriented
frames. DLC can also transmif and receive type 1 connectionless frames, such ag
Unnumbered Information (UT) frames. Type 1 and 2 frames can be transmitted and
received simultaneously.

Windows NT DLC works with either token ring or Ethernet MAC drivers and can
transmit and receive Digital.Intel. Xerox (DIX) format frames when bound to an
Ethernet MAC.

The DLC interface can be accessed from 32-bit Windows NT-based programs and
from 16-bit MS-DOSbased and 16-bit Windows-based programs. The 32-bit
interface conforms largely to the CCB2 interface, the segmented 16-bit pointers
being replaced with flat 32-bit pointers. The 16-bit inlerface conforms to the CCB1
interface.

Mote For definitions of the CCB interfaces, see the IBM Local Area Network
Technical Reference.

Loading the DLC Driver on Windows NT

The DLC driver can be loaded when the system is first installed, or any
time thereafter, using the Network option in Control Panel,

The order of the bindings section is significant to DLC because an adapter

is specified at the DLC interface as a number—typically 0 or 1 (although
Windows NT DLC can support up to 16 physical adapters). The number
corresponds to the index of the adapter in the DLC bindings section. If you

have only one network adapter card instalied, DLC applications use a value of 0 to
refer to this adapter, and you need not make any changes (o the bindings.

If you have more than one adapter card, you might want to modify the bindings.
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e To change the order of the bindings
1. From the Network Control Panel, choose Bindings.
2. From the Show Bindings For box, choose DLC Protocol:
You will see a list of bindings, such as the fellowing:

CLC Protocol -> ARC Built-in Ethernet Adapter Driver -»>
[@1]1 ARC Built-in Ethernet Adapter

DLC Protocel -> IBM Token Ring Adapter Driver ->
[@2] IBM Token Ring Adapter

The numbers in brackets refer to the order in which the adapters were installed.
In this example, DLC currently refers to the Ethernet adapter as adapter #0 and
the Token Ring adapter as adapter #1.

if you have software (such as a 3270 emulator program) that allows you to

specify an adapter number at run time, you might decide to keep the current
setup and change the adapier number when you run the software. Typically,
however, the software uses adapter #0, expecting an TBM Token Ring card

to be the primary adapter. In this case, you will need to change the order of
the bindings list.

3. To change the order of an item in the list, highlight the item, and then use
~ the up- and down-arrow buttons to reposition it in the list,

For example, suppose you wanted to change the above bindings so that the IBM
Token Ring adapter corresponds to adapter #0 and the ARC Ethernet adapter
corresponds to adapter #1. Highlight the line containing IBM Token Ring
Adapter Driver, and click once on the up-arrow button. The bindings are now
correctly ordered for your application software, and you do not need to modify
the program configuration.

4. Choose OK to keep the madified bindings list.

2
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DLC Driver Parameters in the Registry

Unlike other Windows NT protocol drivers, DLC does not bind te a MAC driver
unti] an adapter open command is issued. When an adapter is opened for the first
time, the DLC protocol driver writcs some default vaiues into the Registry for
that adapter. These values control the various timers that DLC uses, whether DIX
frames should be used over an Ethernet link, and whether bits in a destination
address should be swapped (used when going over a bridge that swaps destination
addresses).

The timer entries in the Registry are supplied because program-supplied timer
values might not be sufficient. There are three timers used by DLC link
communication:

a  T1 is the response timer.
= T2 is the acknowledgment delay timer.

. Tiis the inactivity timer.

Each timer is split into two groups—TxTickOne and TxTickTwo, where x is
1,2, 0ori.

Typicaily, these timer values are set when a program opens an adapter and/or
creates a Service Access Point (SAP).

The Registry contains entries used to modify timer values. Registry entries for DLC
are found in the following location:

HKEY _LOCAL_MACHINENSYSTEMACurrentControlSet\Services\DLC\Parameters
\<(Adapter Name>

When you edit a timer entry value, the change takes effect the next time the adapter

is opened (for example, by rerunning the application). For more information,

including the ranges and default values for the timers, see “DLC System Driver

Entries” in Chapter 14, “Registry Value Entries.”

Cemmumcatmg with SNA Hosts Using DLC and SNA

One of the major uses of the DLC protocol today is connecting personal computers
to SNA hosts, that is, IBM mainframe or midrange computers such as the AS/400.
With the mcreased popularity of local area networks in the mid-1980s, IBM
introduced two new connectivity options for its hosts. With the Token Ring
Interface Connection (TIC), any SNA host can communicate with a token ring
network. With the LAN Interface Connection (LI1C), an AS/400 computer can
communicate with an Ethernet network.
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PC with BLC
3270 emulation

TFigure 7.1 Mainframe Connectivity Path Using Token Ring

The SNA hosts already possessed a rich protocol stack in Systems Network
Architecture (SNA). SNA provides equivalent functionality to the OSI Netwark,
Transport, Session, and Presentation levels (although functionality might differ at
each level). Because the DLC layer and the OSI Data Link layer are almost
identical in functionality, a programming interface was developed for the DLC
layer and exposed to programmers wanting to use this level of interface. The
interface is described in the IEEE 802.2 standard.

SNA Model 0Si Model
Function Manager 7. Application fayer
Data Flaw Control | 6. Presentation layer
Transmission Confrol 5. Session layer
' Path Control ' 4, Transport layer
Data Link Control 3. Network layer
2. Data Link layer
1. Physical fayer

Figure 7.2 Comparison of SNA and OSI Models

SNA Server uses the DLC protocol device driver when communicating to
mainframes via the token ring interface. Detailed configuration and installation
information is provided in the Microsoft SNA Server Installation Guide and the
Microsoft SNA Server Administration Guide.

B
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Using DLC to Connect to HP Printers

DLC is used to provide connectivity to local area network printers that are directly
attached to the network, not to a specific computer.

Printing via the DLC protocol device driver starts by creating a printer that uses the
HPMON.DLL printer driver. All commands are performed in the Print Manager
utility.

» Foeconnect to a printer that is directly attached to the network
1.- From the Printer meny in Print Manager, choose Create Printer.
2. Inthe Print To box, select Other,
3. In the Print Destinations dialog box, sclect Hewlett-Packard Network Port,
4

. In the Add Hewlett-Packard Network Peripheral Port dialog box, select the
network adapter card that will communicate with the printer.

From the Add Hewlett-Packard Network Peripheral Port-dialog box, you can cause
Windows NT to automatically search for printers connected to your network. You
can also adjust the DLC Timers for this application. DLC timers are described in
“DI.C Driver Parameters in the Registry,” earlier in this chapter.

For meore specific information, see the online Help associated with the Add
Hewlett-Packard Network Peripheral Port dialog box.

Changing the Locally Administered Address

There might be times when you want to change or override the network address
of the network adapter card when running the DLC profocol. You might want to

do this, for example, when communicating directly to a mainframe. Certain
configurations of mainframe software require the network address of the devices
connecting to it to follow a set format, so it might be necessary. to change the card’s
network address. You can do this through the Registry Editor.

Note The following example is for an IBM Token Ring adapter. This parameter is
supported on other network adapters as well, but not necessarily all.

The following instructions do not apply when connecting to a mainframe via SNA
Server. The modifications needed to the retwork address arc handled during the
installation process.
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# To change the address of an adapter card
i. From the File menu of Program Manager, choose the Run command,

2. Inthe Command Line box of the Run dialog box, type REGEDT32.EXE, and
then choose the OK button.

3. When the Registry Editor starts, select the following key:
HKEY _[OCAL_MACHINENSYSTEMACurrentControlSet\Services\ibmTOKMCO]

4. TFrom the Edit menu, choose Add Value. For Value, type NetworkAddress, and
select REG_SZ for data. Choose QK.

5. Type the 12-digit Locally Administered Address {LAA) that you need to
communicate to the mainframe. If you don’t know this address, see your network
administrator or operations group.

6. Exit the Registry Editor and restart your computer.
(You must restart the computer for the modification to take effect.)

7. From the command prompt, run the following command to report the active
MAC address:

net config rdr

If the MAC address is the one you entered in the Registry Editor, the LAA has
taken effect.

For more information about using Registry Editor, see Chapter 11, “Registry Editor
and Registry Administration,” of the Windows NT Resource Guide. For
information about specific DLC-related Registry Entries, see Chapter 14, “Registry
Value Entries,” of the Windows NT Resource Guide.
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CHAPTER 8

Client-Server Connectivity on
Windows NT

Client-server computing systems must be able to access data that resides on
different hardware platforms, different operating systems, different network
operating systems, and different database management systems (DBMSs). This
chapter discusses specifically how client workstations communicate with databases
stored on Windows NT computers. Primarily, this chapter covers details about
MS-DOS, Windows, Windows NT Workstation, and OS/2 client workstations.

This chapter explains client-server connectivity on Windows NT using Microsoft
SQL Server as an example. For information on other client-server databases
developed for Windows NT, see the appropriate vendor documentation.

a 5
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SGL Server

Microsoft SQL Server 4.21 has been completely reengineered for Windows NT.
SQL. Server includes the following enhancements and performance improvements
that were not part of previous versions of SQL Server:

A new Symmetric Server architecture allows SQL Server to scale from
notebook computers to symmetric multiprocessor servers, with support for Inel-
based and RISC-based computers. This architecture dynamically balances the
processor load across multiple CPUs and provides a preemptive multithreaded
design for improved performance and reliabiiity.

Windows NT provides preemptive scheduling, vireal paged memory
management, symmetric muitiprocessing, and asynchronous I/O, the foundation
of a mission-critical database server platform. Integration with the Windows NT
operating system improves operational control and ease of use. Administrators
can manage multiple SQL Servers across distributed networks using graphical
tools for configuration, sccurity, database administration, performance
monitoring, event notification, and unattended backup.

Unified logon security with Windows NT security means that authorized
users do not have to maintain separate 5QL Seiver logon passwords and can
bypass a separate logon process for SQL Server. Additionally, SQL Server
applications can take advantage of Windows NT security features, which
include encrypted passwords, password aging, domain-wide user accounts,
and Windows-based user administration.

Windows NT provides an ideal platform for building powerful 32-bit client-
server applications for Microsoft SQL Server. The Microsoft SQL Server
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DB-Library™ application programming interface,

Microseft SQL Server is fully interoperable with Microsoft SQL Server for
08/2, as well as with SYBASE SQL Server for the UNIX and VMS operating
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operales across all corporate network environments, including Novcll NetWare
and TCP/TP-based LANs.
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The key 1o enterprise interoperability is network independence. Microsoft SQL
Server can support clients communicating over multiple heterogeneous networks
simultaneously, with no need for additional integration products. SQL Server
conmumunicales on named pipes (over either NetBEUT or TCP/IP network protocols)
with Windows, Windows NT, MS-DOS, and O8/2 clients. In addition, SQL Server
can simultaneously support TCP/H? Sockets for comumunication with Macintosh,
UNIX, or VMS clicnts and SPX Sockets for comumunications in a Novell NetWare
environment. It also supports DECnet™ Sockets, AppleTalk, and Banyan VINES.
Microsoft SQL Server leverages the power, ease of use, and scalability offered by
the Windows NT operating system to manage large databases for mission-critical
applications.

Data Access Mechanisms

Figure 8.1 illustrates the key interfaces used to access data in a Microsoft
SQL Server client-server environment. These include application programming
intérfaces (APIs), data stream protocols, interprocess communication (IEC)
mechanisms, network protocols, and the Tabular Data System (TDS) protocol.

Microsoft SQL services
+ SQL Server
+ Open Data Services

=
X
B
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=
= E
=
5
=1
51l
Q

Client-side Net-library

e e T 5% ';g
08 : i-— NP, TPC/IP sockets, -~» 08
G mechanism DECnet sockets, SPX
i-«— NetBEUI, TCP/IP, -
DECnet, 1PX ;
P K
e Physical network - Ethomet, Taken ring — ; -

44@ .fing, Jonathon, 222, CA... ()

Figure 8.1 Levels and Interfaces Within the Microsoft SQL Server Architecture

The following sections describe each of these interfaces to SQL Server.
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Data Streami

Application Programming Interfaces

Each back-end database typically has i{s own application programming interface
(API) throngh which it cormmunicates with clients. A client application needing to
access multiple back-end databases must be able to transform requests and data
transfers into cach of the corresponding APIs. Client-server applications
communicaie with Microsofi SQL Server through two APIs—Open Database
Connectivity (ODBC) and DB-Library.

ODBC is an API for generic database conneclivity for Windows and Windows NT
platforms. It is designed to be a general-purpose call-level interface (CLI) for any
database, including nonrelational DBMSs. The ODBC interface provides the
needed functionality for applications that must access multiple DBMSs from
different vendors. Application developers can develop, compile, and ship an
application without targeting a specific DBMS, provided that DBMS-specific
features are not used. QDBC ensures interoperability by forcing all clients to
adhere to a standard interface. The ODBC driver automatically interprets a
command for a specific data source,

DB-Library is a set of API calls designed specifically so multiplatform client
applications can interact with Microsoft SQL Server. DB-Library provides the
needed functionality for applications requiring clent support for MS-DOS and
08/2, as well as for Microsoft Windows and Windows NT. It is also equivalent to
the SYBASE Open Client interface on UNIX, VMS, and Macintosh systems.

Protocols

Every DBMS uses a logical data stream protocol that enables the transfer of
requests, data, status, orror messages, and so on, between the DBMS and its clients.
The API uses interprocess communication (JPC) mechanisms supported by the
operating system and network to package and transport this logical protocol.

The data stream protocol for Microsoft SQL Server is called Tabular Data Stream
(1IDS). I'DS 1s also used by Open Data Services and SYBASE e software (o
transfer requests and responses between the client and the server. Because TDS is a
logical data stream protocaol, it requires physical network IPC mechanisms (o
trapsmit the data. The Net-Library architecture described later in this chapter
provides a method of scnding TDS across a physical network connection.

Data stream protocols are typically proprietary, developed and optimized to work
exclusively with a particular DBMS. An application accessing multiple databases
must, therefore, be able o use multiple data stream protocols. Using GDBC helps
resolve this problem for application developers.

Petitioner Vonage Holdings Corp. et al. - Exhibit 1008 - Page 143



Chapter 8 Client-Server Connectivity on Windows NT 17

With ODBC implementations, the data stream protocel differences are resolved

at the driver level, Each driver emits the data stream using the protocol established
by the server. The SQL Server ODBC driver emits TDS directly; it does not
franslate or otherwise encapsulate DB-Library function calls.

Interprocess Communication Mechanisms

The choice of IPC mechanism is constrained by the operating system and network
being used. For example, Microsoft SQL Server for OS/2 uses named pipes as its
IPC mechanism, SYBASE SQL Server on UNIX uses TCP/IP sockets, and
SYBASE on VMS uses DECnet Sockets. In a heterogeneous environment, multiple
TPC mechanisms might be used on 2 single computer,

SQL Server for Windows NT can communicate over multiple IPC mechanisms.
SQL Server communicates on named pipes (over either NetBEUI or TCP/P
network protocols) with Windows, Windows NT, MS8-DOS, and OS/2 clients. It
can also simultaneously support TCP/IP Sockets for comrmumication with
Macintosh, UNIX, or VMS clients and SPX sockets for communications in a
Novell NetWare environment. SQL Server also supports Banyan VINES, DECnet
Sockets, and AppleTalk.

- Network Protocols

A network protocol is used to transport the data stream protocol over a network.

It can be considered as the plumbing that supports the IPC mechanisms used by the
data stream protocol, as well as supporting basic network operations such as file
transfers and print sharing.

Back-end databases can reside on a local area network (LAN) that connects it with
the client application, or it can reside at a remote site, connected via a wide area
network (WAN) and/or gateway. In both cases, it is possible that the network
protocols or physical network supported by the various back-end databases are
different from those supported by the client or each other. In these cases, a client
application must use different network protocols to communicate with various back-
end databases.

The network transport protocols supported within SQL. Server include NetBEUT,
TCP/AP, SPX/IPX using NWLink, DECnet, AppleTalk, and VINES 1P,
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Net-Library Architecture

:z:u

Microsoft SQL Server Net-Library architecture for client-server applications is
based on the Net-Library concept that abstracts the client and server applications
from the underlying network protocols being used. Figure 8.2 shows how

SQL Server and related products can be accessed from practically any network
environment.

Client AP {DB-Library/ODBC)
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r Vonage Holdings Corp. et al. - Exhibit E@@% Page 1

-LAL, U

Figure 8.2 WNet-Library Architecture

The Net-Library architecture provides a method of sending TDS (used by Microsoft

* SQL Server, Open Data Services, and SYBASE) via an IPC across a physical’

network connection. The Net-Library architecture also provides a fransparent
interface to the DB-Library APIs and the SQL Server driver for ODBC.

Net-Libraries are linked dynamically at run time. With the Microsoft Windows NT,
Windows, and 0S/2 operating systems, Net-Libraries are implemented as DLLs,
and multiple Net-Libraries can be loaded simultancously. With MS-DOS, Net-
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The Net-Library architecture can be divided into two components—server-side
Net-Libraries and client-side Net-Libraries.

Server-Side Net-Library Architecture

Microsoft SQL Server uses the server-side Net-Library architecture that was first
infroduced with Microsoft SQL Bridge. It can accept client requests across multiple
network protocols at the same time.

o

G
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Figure 8.3 illustrates the integration of server-side Net-Librarics with the various
SQL Server-based products on the Windows NT platform.

SYBASE -
SQL Server l
Others 1CIient Net-l_ibraries] ]MEcrosofLSOL Ser\rer! | (DS applications i
1
I SCL Bridge ] I Open Data Services I

P
IPG Mechanisms (Named pipes, TCP/P sockets, SPX) [

[ Server-side Net-Libraries I
|

Figure 8.3 Server-Side Net-Library Architecture on the Windows NT Platform

The default Net-Library is named pipes.

When a server-side Net-Library is loaded by an application such as SQL Server,
the Net-Library implements a network-specific way of establishing communication
with clients and, in some cases, registess its presence on the network. SQL Server
looks at the Windows NT Registry to determine which Net-Library to load on

. startup and which parameters to pass to it. The SQL Server Monitor process also
uses 4 server-side Net-Library to communicate with clients and to search the
following Registry key for network-specific parameters:

HKEY_LOCAL_MACHINE\SDFTWARE\Mcr‘osoft\SQLServer\Server

At startup, SQL. Server specifies a value for the server_name parameter in
the SRV_CONFIG structure of Qpen Data Services. This valoe identifies
which Registry key SQL Server will search for values of the ListenOn and
connection_string Registry entries, (By default, SQL Server looks in
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoftSQLServer\Server.)

Each connection_string Registry value is read and passed on to the associated Net-
Library (for example, named pipes) that is listed in the ListenOn field in the Server
subkey. Bach Net-Library acts upon the connection_string differently.

I there is no connection_string associated with the Net-Library, SQL Server does
one of the following:

« If the Registry entry is under the SQL#Server\Server subkey, no conniection
string is passed as the default.

« If the Registry entry is not under SQL#Serveri\Server, server_name is passed as
the default.
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if the server_name subkey and the SQL#Server\Server subtree do not exist, or

the Registry cannot be accessed, SQL Server assumes that the named pipes DLL
{for the default Net-Library) is loaded, and no parameter is passed. (Named pipes
access can be turned off by using the Registry Editor to explicitly delete the named
pipes endry from the SQL#Serven\Server subkey.)

Remote stored-procedure calls and the Microsoft SQL Administrator toof also use
the DB-Library/Net-Library architecture under Windows NT.

Client-Side Net-Library Architecture

When a call is made to open a connection to SQL Server, the API involved
(DB-Library or the SQL Server driver for ODBC) determines which client-side
Net-Library should be loaded to conwnunicate with SQL Server or Open Data
Services. (This process is described in more detail later in this chapter.)

Figure 8.4 shows client-side Net-Libraries nsed to communicate with SQL Server
on the server side.

Application
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Fignre 8.4 Client-Side Net-Library Architecture
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Win32 DB-Library Architecture

Intermally, a separate operating system thread is spawned for each connection that
DB-Library makes with SQL Server. Each instance of the DB-Library DLL that is
loaded by a calling proecess gets a private data arca, while sharing code.

The Win32 DB-Library architecture differs from the implementation with Windows
3.x. In Windows 3.x, the DDB-Library DLL has a single data segment

that is shared among all calling processes. W3DBLIB.DLL maintains DB-Library
connections as a linked list of connections in a single data segment. This architecture
is required, because in Windows 3.x DLLs have a single data segment that is shared
among all calling processes. This necessitates the initialization and clean up of the
DB-Library DLL data structures through calis to the dbinit and dbwinexit
functions.

The DB-Library functions for Win32 are located in NTWDBLIB.DLL, and the
named pipe Net-Library is located in DBNMPNTW.DLL. (Be sure to set the PATH
environment variable to include the directory where the DILLs reside.)

Another file, NTWDBLIB.LIB, contains import definitions that your applications
for the Win32 APT use. Set the LIB environment variable to include the directory
where NTWDBLIB.LIB resides.

DB-Library resolves server names differently depending on the client platform.

Resolving Server Names for Clients Based on Windows,
MS-DOS, 0S/2, and Windows NT

When dbopen (the DB-Library function that initiates a client conversation with
SQL Server) is called with the name of a SQL Server to connect to, DB-Library
uses configuration information to determine which client-side Net-Library 1o load.

The client-side Net-Library configuration is stored in the following locations:

Client Net-Library configuration is stored in
Windows 3.x WIN.INI

MS-DOS Environment variable

OS2 OS2.INI

Windows NT Windows NT Registry
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DB-Library scansthe [SQLSERVER] section of WININI, OS2INT, or the
\SQLServer\Clicnt\ConnectTo subtree of the Windows N'T Registry looking

for a logical name that matches the servername parameter specified in the call {o
dbopen. All items in the {SGLSERVER] section of the NI file or in the Registry
subiree have this format

logical-name=Net-Lib-DLL-namel[,network-specific-parameters]

Note Although some Net-Libraries need values for nemwork-specific-parameters,
this is optional for others that instead use defaults or determine the network-specific
information required themselves.

DB-Library uses the following logic to determine which Net-Library to load:

»  1f a matching logical naine is found in the .INI file or in the Windows NT
Registry, DB-Library loads the specified Net-Library DLL. If network-speceific
parameters ave present in the .INT entry or the Windows NT Registry, these are
passed unmodified by DB-Library to the Net-Library DLL.

« If no matching fogical name is found in the .INI file or in the Windows NT
Registry, the DLL pame (and optionally, the network-specific parameters) of the
entry named DSQUERY will be used to load the required Net-Library. So, if
you don’t have a specific server name but do have a DSQUERY entry, that
cntry will be used as the default.

« If there is neither a specific logical name nor a DSQUERY entry in the .INI file
or in the Windows NT Registry, DB-Library loads the named pipes Net-Library
(for example, DBNMPP3.DLL for the Windows operating systemn) and passes it
the servername parameter from dbopen. With Microsoft SQL Server using
named pipes, you typically never need to make a INI entry. If you use any other
Net-Library, you must make at least one entry.

The following examples illustrate this logic:

. forecast=dbnmp3

The Windows named pipe MNet-Library is used, and it connects to SQL Scrver
WForecast using the standard named pipe, \pipe\sql\query.

wed
o
T
-
[y
A
~X
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»  sales=dbnmp3\serverl\pipe\sql2\query

The Windows named pipe Net-Library is used, and it connects o \serverl,
where SQL Server has been started using an alternate named pipe,
\pipe\sgl2\query.

Note SQL Server can be directed to use an alternate pipe by adding
an entry to the ListenOn field in the Registry under the following tree:

HKEY_LOCAL_MACHINENSOFTWAREAMicrosoft\S0Li5erver\Server

+ dsguery=dbmsspx3

The SPX Net-Library is used, and the servername parameter from dbopen is
used. This Net-Library requires no specific network connection information
because it queries the NetWare Bindery to determine the location of the server
running the Network Manager service specified in the servername parameter.

« unixsrv=sybtepw,131,107.005.21,3180

The SYBASE TCP/IP Net-Library is used, and DB-Library passes the IP
address and port number contained in the initialization siring to the Net-Library.

Note The SQL Server ODBC driver uses the same Net-Libraries as
DB-Library {0 communicate with SQL Server, Open Data Services,
and SQL. Bridge.

Resolving Server Names for MS-DOS-Based Clients

With MS-DOS, only one Net-Library TSR can be loaded, so there is no INI
configuration. Instead, MS-DOS environment variables are used to speeify any
network-specitic connection information. Environment variables have the following
format:

Togical-name=network-specific-parameters

The Net-Library used is the currently loaded TSR. If the servername

parameter passed to dbopen corresponds to a currently set cnvironment variable,
DB-Library passes the information contained in the environment string to the
currently loaded Net-Eibrary. In turn, Net-Library uses this information t©
determine server location and network-specific information parameters, if present.
If no environment variable matches the servername passed to dbopen, DB-Library
passes the servername parameter from dbopen to the currently loaded Net-Library.

e N
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New DB-Library Function identifies SQL Servers

DB-Library version 4.20.20 and later includes a new function (dbserverenuni)

that enables applications to identify SQL Servers available on the network,
tPcard]qu of which network oper: mng cygtem 18 hmnc ngad, For detaiis on the

dbsel veremum function, sce the Micro sojf SQL Server Programmer’s Reference
for C.

Confgguration of the Net-Library

£ trym] ~tad 1 i ¢
The Net-Library files and 1PCs for cach network protocol supported by Microsoft

SOL. Server are hsted in the following table. These files are installed automatically '
using the SQL. Server Setup utility on the server side and the SQL Client
Configuration Utility on the Windows, Windows NT, MS-DOS, and O5/2 client
side. The AUTOEXEC BAT file is used to load the MS-DOS client Net-Library.

The server-side Net-Library is used by SQL Server and ODS applications. If SQL
Server and ODS are on the same computer, ODS uses an alternate pipe.

Table 8.1 shows which files you need when installing SQL Server on various
network operating systermns with various network protocols. Use the following table
to determine exactly which files need to be in place for servers and clients.

You can also use this table for troubleshooting, should there be difficulty in
connecting a client workstation to Microsoft SQL. Server.

Table 8.1 Server-Side and Clieni-Side Net-Library Files

Metwork  Network Network clients Client-side Server-side
interface  protocol supported Net-Library Net-Library Comments
Named NetBEUlor LAN Manager, = DBNMPIPEEXE SSNMPNTW.DLL  This network
Pipes TCP/P Windows for (MS-DOS), setup provides
Workgroups, DBENMP3.DLIL SQL Server
and Windows NT  (Windows), Integrated
clients DBNMPP.DLL Security with the
{08/2), Windows NT
DBNMPNTW.DLL User Account
{Windows NT)} Database.
NWLink Windows NT DBNMPNTW.DLL  SSNMPNTW.DLL
clients (Windows NT)
Windows  TCP/IP UNIX and MAC Pact of SYBASE SSMSSOCN.DLL.  This
Sockets clients Open Client ' configuration
provides multiple
vendor

mtegration.
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Table 8.1 Server-Side and Client-Side Net-Library Files ( continued}
Client-side

Network  Network Network clients Server-side

supported Nef-Library Net-Library Comments

PC clients: FTP DBMSSOCN.DLL  SSMSSOCN.DLL The

PC/TCP, HP? (Windows NT), corresponding

ARPA Services, DBMSSOC3.DLL Net-Libraries are

Wollongong {(Windows), available from

PathWay, Novell DBMSSOC.EXE SYBASE.

LAN WorkPlace, (MS-DOS)

AT&E T

StarGroup, Sun

PC.NFS, DEC

PATHWORKS

{DECnet),

Microsoft TCP/IP

for LAN

Manager, and

50 0N

Novell NetWare DBMSSPX.EXE Novell; The servername

(IPX/SPX) 3.10+ {(MS-DOS {DOS), SSMSSPXN.DLL is registered

and Windows) DBMSSPX3.DLL with the Novell

and OS/2 (Windows), bindery service.

Requestor, DBMSSPXPDLL

NSDO04 (05/2) {0O5/2)

clients

NWLink DBMSSPXN.DLL
(Windows NT)

Banyan VINES, DBMSVINE.EXE  Banyan VINES: Registers to

4.11 (rev.Sy+and  (DOS), SSMSVINN.DLL StreetTalk as the

Windows NT DBMSVIN3ADLL ‘ given service.

clients (Windows), Banyan VINES
DBMSVINP.DLL will antomatically
(08/2), handle lookups of
DBMSVINN.DLL partial names or
(Windows NT) nicknames.

Notes NWLink is a Microseft implementation of the IPX/SPX protocol.
Altermative software available through Novell is fully expected sometime in the

near future.
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Using NetBEUI as the network protocol, the client workstation always uses a
broadcast to Tocate the SQL Server(s) on the network. Also, with TCP/IP the client
warkstation always uses a broadcast to locate the SQL Server(s), provided that the
servername and [P address are not located in the LMHOST file on the workstations.

Novell Connectivity

As shown by Table 8.1, in a Novell NetWare environment, SQL Server requires
NWLink (installed through Network Control Panel) and the SSMSSPXN.DLIL.
This DLL is automatically installed on the server side, with the appropriate
Registry entries, when you use SQL Server Setup and choose Change Network

Support, then NWLink IPX/SPX.

The following is a sample of what is added to the Registry for Microsoft SQL.
Server an a Novell Network:

HKEY?LOCAL“MACHINE\SOFTNARE\Microsoft\SGLServer\Server
ListenOn: REG_MULTI_SZ: SSNMPNTW, \\.\pipe\sqliquery
SSMSSPAN, CORAL (computername)

Windows and OS/2 client workstations require the Novell NetWare 3.10 or higher

level of IPK. The SQL Client Configuration Utility that ships with SQL Server is

used to specify the default network that the Windows and OS8/2 clients will use. By

choosing Novell IPX/SPX, the required DBMSSPX3.DLL is automatically

installed on the Windows client side, and DBMSSPXP.DLL is installed on the

08/2 client side. This adds the appropriate entries in the WIN.INI file or the
-O8/2.IN1 file, respectively.

The following is a sample of what is added to the WIN.INI for Windows clients
communicating with Microsoft SQL. Server on a Novell Network: :

[SQLSERVER]
DBSQUERY=DBMSSPX3
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MS-DOS clients require the same level of IPX that the Windows workstations do.
DBMSSPX EXE must be installed on the MS-DOS computer, This TSR can be
loaded either manually or from AUOTEXEC.BAT.

Windows NT client workstations use NWLink, which is installed through Network
Control Panel. After installation, use the Client Configuration Utility to specify that
the default network is Novell IPX/SPX. This, in turn, installs the required
DBMSSPXN.DLL on the Windows NT client side.

The following is a sample Registry entry for Windows NT clients communicating
with Microsoft SQL Server on a Novell Network:

HKEY_LOCAL_MACHINEASOFTWAREAMicrosoft\SQLServer\Client\ConnectTo
DSQUERY: REG_SZ: DBBMSSPXN

oL £
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CHAPTER 9

Using Remote Access Service

Windows NT 3.5 Remote Access Service {RAS) connects remote or mobile
workers to corporate networks. Optimized for client-server computing, Remote
Access Service (RAS) is implemented primarily as a software solution, and is
included in all of Microsoft’s operating systems.

The goals in designing RAS wete to make it:

~  Secure

« Interoperable

» Economical

« Scalable

- igh performance
« Easy to use

« Extensible
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RAS Capabilities and Functionality

RAS provides transparent network access for computer running Windows NT,
Windows for Workgroups, MS-DOS version 3.1 or later (RAS version 1.1a), and
MS 0O8/2 version 3.1 (RAS version 1.1).

Users run the RAS graphical phone beok on a remote computer, and then initiate a
connection to the RAS server using a local medem, X.25, or ISDN card. The RAS
server, running on a Windows N'T" Server-based computer connected to the
corporate network, authenticates the nsers and services the sessions until terminated
by the user or network administrator. All services that are typicaily available to a
LAN-connected vser (including file- and print-sharing, database access and
messaging) are enabled via the RAS connection. The following figure depicts the
RAS architecture:

Printing File sharing Host access Database E-mail
{ Echeduling

|
<
N
5
N

/ﬂemote Actess Server
- {Windows NT Servar)

V PraniaivG N

@ Telephone,
\s\/’ X.25, ISDN

Remote Client
{MS-DOS, Windows,
Windows NT)

Figure 9.1 RAS Architecture

Note that the remote clients use standard tools o access resources. For example, the
Windows File Manager is used to make drive connections, and Print Manager is
used to connect priniers. Connections made while LAN-connected via these tools
are persistent, so users don’t need 10 re-connect o network resources during their
remote sessions, Since drive letters and UNC (Universal Naming Convention)
names are fully supported via RAS, mosl commercial and custom applications work
without any modification.

-y
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Connectivity is achieved in one of three ways: via a standard modem, ISDN card,
or X.25. The.asynchronous modem is the most popular means of connecting, with
ISDN emerging as a high-speed alternative. X.25 is a standard for many companies
doing business internationally,

Remote Access Versus Remote Control

o

i

&
)‘!

ti

In understanding the RAS architecture, it is important to make the distinction
between RAS and remote control solutions, such as Cubix and pcANYWHERE.
RAS is a software-based multi-protocol router; remote control solutions work by
sharing screen, keyboard and mouse over the wire. In a remote control solution,
users share a CPU or multiple CP1Ps on the server. The RAS server’s CPU g
dedicated to communications, not to running applications.

This architectural difference has significant implications in two areas: scalability
and software applications architecture.

In the area of scalability, consider the differing approach to increasing the capacity
or performance of a remote-control server. For best performance, an additional or
upgraded CPU or computer would need to be purchased for every port to be added
or upgraded. With RAS, additional ports can be added without upgrading the server
computer. When it does require an upgrade, the RAS Server would generally

get additional RAM, a less costly approach than with remote-control. With
Windows NT., a single server can scale to support hundreds of remote users,

using far fewer hardware resotrces than a remote control solution.

In software applications architecture, the RAS client normally executes applications
from the remote workstation. Contrast this with the remote control client, which
runs applications from the host-side CPU. The RAS arrangement is better suited to
graphical, client-server—based applications, and because network traffic is
reduced, the user achieves higher performance. Remote control, however, can be
useful in non-client-server environments.
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RAS Features in Windows NT 3.5

Petitioner §

Microsoft’s Remote Access Server first shipped with LAN Manager 2.1 in 1991,
it was included with the Windows NT 3.1 opexatmg systemn, and has now been
significanily enhanced for Windows NT 3.5. RAS feaiures ihe following
capabilities:

= Multiprotocol routing via PPP suppost

« Internet support

- Improved integration with NetWare® networks
« Increased number of simultancous connections
«  Software data compression

- Data encryption

«  Availability of the RAS APIs

Multi-protocol Routing via PPP Support

The underlying RAS architecture allows clients to run any combination of the
network protocols NetBEUY, TCP/IP, or IPX during a RAS session. This means
that Windows Sockets and NetWare-awate, as weil as NetBIOS applications,
can be run remotely. The Point-to-Point Protocol (PPP) is used as the framing
mechanism on the wire. Using PPP enables a high degree of interoperability with
existing remote access services.

internet Support

RAS enables Windows NT and the next version of Windows, Windows95, to
provide complete services to the Inlernet. A Windows NT Server 3,5-based
computer can be configured as an Internet service provider, offering dial-up Internet
connections to a client workstation running Windows NT 3.5 or Windows95. A
computer ummng Windows NT Workstation 3.5 can dial into an Internet-connected
computer rupning Windows NT Server 3.5, or to any one of a variety of industry-
standard PPP or SLIP-based Internet servers.

Improved Integration with NetWare Networks

Windows NT 3.5 and RAS fully integrate into a NetWare network. The RAS
clients are running IPX and/or NetBIOS, so all applications that typically work
when directly connected to the network, continue to work when remotely connected.
The RAS server now supports IPX routing, enabling remote clients o gain access to
all NetWare resources via the RAS server.
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Increased Number of Simultaneous Connections

Windows NT Server 3.5 supports up 1o 256 simultancous connections. The
Windows NT Woarkstation provides a single RAS connection, primarily for
persenal use or for very amall networks.

Software Data Compression

Software data compression in RAS allows users to boost their effective throughput,
Data is compressed by the RAS client, sent over the wire in a compressed format,
and then decompressed by the server. In typical use, RAS software compression
doubles effective throughput.

Data Encryption

Remote Access Service provides data encryption, in addition to password
encryption, to provide privacy for sensitive data. While most RAS users do not
need encryption, government agencies, law enforcement organizations, financial
institutions, and others benefit from it. Microsoft RAS uses the RC4 encryption
algorithm of RSA Data Security Inc.

RAS APls

In April 1994, Microsoft published the 16-bit and 32-bit RAS APIs, which allow
corporate developers and solution providers to create custom, remote-enabled
applications that can establish a remote connection, use network resources, and re-
conuect in the event of a communications link failure. Applications developed using
these tools will be compatible with Windows95, Windows NT Workstation and
Server 3.5, and Windows for Workgroups 3.11.

Security

Microsoft’s RAS provides security at the operating system, file system, and
network layers, as well as data encryption and event auditing. Some of the security
features are inherited from the Windows NT operating systerm, while others are
specific to RAS itself. Every stage of the process——such as user authentication,
data transmission, resource access, logoff and auditing-—can be secured. The next
section describes RAS security in detail.
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Windows NT Security

Windows NT, the host for RAS, is a securce operating environment. Windows NT
was designed to meet the requirements for C-2 fevel (U.S. Department of Defensc)
security, meaning that access to system resources can be diseretely controlled, and
all access to the system can be recorded and audited. A Windows NT Server-hased
computer, provided it is secured physically, can be locked-down using software.

Any access to the system requires a password and leaves an audit trail.

Windows NT Server provides for enterprise-wide security using a frusted

domain, single-network logon model. A domain is simply a collection of servers
that are administered together. Trusted domains establish relationships whereby the
users and groups of one domain can be granted access o reseurces in a trusting
domain. This eliminates the need for duplicate entry of user accounts across a multi-
server network. Finally, under the single-network-logon model, once a user i
authenticated, the user carries access credentials. Anytime the user atiempts to gain
access to a resource anywhere on the network, Windows NT automatically presents
the user’s credentials. If trusted domains are used, the user may never have to
present a password after initial logon, even though his account exists on ene server
in one domain only.

The single-network fogon model extends to RAS users. RAS access is granted from
the pool of all Windows NT user accounts. An administzator grants a single user,
group of users, or all users the right to dial into the network. Then, users use their
domain login to connect via RAS, Once the user has been authenticated by RAS,
they can use resousces throughout the domain and in any trusted domains.

Finally, Windows NT provides the Event Viewer for auditing. All system,
application, and security events are recorded to a central secure database which,
with proper privileges, can be viewed from anywhere on the network. Any attempts
to violate system sccurity, start or stop services without authorization, or gain
access to protected resources, is recorded in the Event Log and can be viewed by
the administrator.

Authentication

Authentication is an important concern for many corporations. This scction answers
some of the most frequently-asked questions, such as:

» How can our system insure the privacy of passwords?

. Can our system include a security mechanism in addition to that provided by
RAS and Windows NT?

= Is the call-back feature supported?
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Authentication Protocols

The Challenge Handshake Authentication Protocol (CHAP) is used by the Remote
Access Server to negotiate the most secure form of encrypted authentication
supported by both server and client. CHAP uses a challenge-response mechanism
with one-way encryption on the response. CHAP allows the RAS server to
negotiate downward from the most-secure to the least-secure encryption
mechanism, and protects passwords transmitted in the process.

Table 9.1 Security Levels and RAS Encryption Protocols

Level of security Type of encryption " RAS encryption protocol
High One-way CHAP, MD3

Medium Two-way SPAP

Low Clear-text PAP

CHAP allows different types of encryption algorithms to be used. Specifically, RAS
uses DES and RSA Security Inc.’s MDS5. Microsoft RAS uses DES encryption
when both the client and the server are using RAS. DES encryption, the U.S.
government standard, was designed to protect against password discovery and
playback. Windows NT 3.5, Windows for Workgroups, and Windows95 will
always negotiate DES-encrypted authentication when communicating with each
other. When connecting to third-parly remote access servers or client software,
RAS can negotiate SPAP or clear-text authentication if the third party product does
not support encrypted authentication,

MD?3, an encryption scheme used by various PPP vendors for encrypted
authentication, can be negotiated by the Microsoft RAS client when connecting to
other vendors’ remote access servers. MD3 is not available in the RAS server.

- SPAP, the Shiva Password Authentication Protocol, is a two-way (reversible)
encryption mechanism employed by Shiva. Windows NT Workstation 3.5, when
connecting to a Shiva LAN Rover, uses SPAP; as does a Shiva client connecting to
a Windows NT Server 3.5, This form of authentication is more secure than clear
text, but less secure than CHAP.

PAP uses clear-text passwords and is the least sophisticated authentication
protocol. It is typically negotiated if the remote workstation and server cannot
negotiate a more secure form of validation.

The Microsoft RAS server has an option that prevents clear-text passwords from
being negotiated. This option enables system administrators to enforce a high level
of sceurity.
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Third-party Security Hosts
RAS supports third-party security hosts. The security host sits between the remote
user and the RAS Server.

The security host generally provides an extra Iayer of security by requiring a
hardware key of some sort in order to provide authentication. Verification that the
rernote user is in physical possession of the key takes place before they are given
access to the RAS Server. This open architecture allows customers to choose from a
variety of security hosts to augment the security in RAS.

Az an additional measure of security, RAS offers call-back. Call-back secucity
enables administrators to require remote users o dial from a specific predetermined
jocation (e.g. telephone number at home) or to call back a user from any location, in
order to use low-cost communications lines. In the case of secured call back, the
user initiates a call, and connects with the RAS Server. The RAS Server then drops
the call, and calls back a moment later to the pre-assigned call-back number. This
security method will generally thwart most impersonators.

Network Access Restrictions

Remote access to the network under RAS is controlled by the system administrator.
In addition to the tools provided with Windows NT Server (authentjcation, trusted
domains, event auditing, C2 security design, etc.), the RAS Admin tool gives an
administrator the ability to grant or revoke remote access privileges on a user-by-
user basis. This means that even though RAS is running on a Windows NT Server-
based computer, access to the network must be explicitly granted for each user who
is to be authorized to enter the network via RAS.

'I'his process ensures that remote access must be explicitly granted

convenient means for setting call back restrictions.

Microsoft’s RAS provides an additional measure of security, The RAS
Administrator provides a switch that allows access to be granted to all resources
that the RAS host compuier can see, ur jusi tesuurces focal (0 ihe colnpuien. This
allows a customer to tightly control what information is available to remote users,
and to limit their exposure in the event of a security breach.
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Data Encryption

Data encryption protects data and ensures secure dial-up communications. This is
especially important for financial institutions, law-enforcement and government
agencies, and corporations that require secure data transfer. For installations where
total security is required, the RAS administrator can set the RAS server to force
encrypted communications. Users connecting to that server automatically encrypt
all data sent.

Interoperability

Because LAN’s are evolving quickly from islands of information to fully-connected
networks of diverse operating systems, protocols, and file systems, Microsoft has
defined interoperability as a key feature in Windows NT and RAS and has
concentrated on the following areas to ensure smooth integration into the
heterogeneous networks of today and tomormow:

» Ilexible hardware options

« PPP, an underlying protocol for interoperability

« A ramp to the Internet

. Seamléss integration with NetWare networks

= Interoperability with other third-party remote access vendors

Filexible Hardware Options

Microsoft’s Remote Access Service offers the broadest hardware support of any
remote access vendor. Currently, over 1,700 computers, 300 modems, and 11 raulti-
port serial adapters are supported. By selecting a remote access solution with very
broad hardware support, customers can gain flexibility in their system design. A
complete listing of the hardware devices supported by RAS can be found in the
Windows NT Hardware Compatibility List (HCL). The HCL ships with

Windows NT, and can also be found on the Microsoft Download Service
{206-936-MSDL) or on CompuServe (GO WINNT).
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Paint-to-Point Protocol: The Enabling Technology

Previous versions of RAS functioned as NetBIOS gateways. Users would make
their connections using NetBEUL/ NetBIOS, and then inherit other protocols from
the server. This method enabled users to share network resources in a multi-vendor
LAN environment, but Jimited them from running applications which relied on the
presence of a protocot other than NetBEUI on the client-side. The enhanced
architecture 1s as follows:

Remote Client RAS Server
[
1 Applications JI
1 RAS AP I |Sockels NetB]OSJ P Ho‘yierﬁF‘X Router
g - o
Dial - TCPAP 1PX
nang-up
stalus
* WAN driver J ! WAN driver !l LAN driver J
e * el
jﬂ\ .
WAN
N LAN

Figure 9.2 PPP Architecture

While this architecture continues to support the NetBIOS gateway, it also offers
some exciting new possibilities. This architecture enables clients to load any
combination of NetBREUY, IPX, and TCP/IP. Applications written to the Windows
Sockets, NetBIOS, or IPX interface can now be run on a Windows NT
Waorkstation. This architecture will be the basis for the RAS client in Windows95
as well.

N AaaTe 1. nt ron £ ila b 34
xuuurl.uutuvu1 xuuuub i3 Jun O O Wis u3ﬂefus of M Microseft’s move to the Point-

to-Point Protocol (PPP) in RAS. The Point-to-Point Protocol is a set of industry
standard protocols that cnable remote access solutions to interoperate in a multi-
vendor network, PPP support in Windows NT 3.5 and Windows95 means that
workstations running Windows can dial into remote networks through any industry-
standard PPP server. It also enables a Windows INT Server to receive calls from,
and provide network access 1o, other vendors’ remole access workstation software.
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And while multi-protocol support is an important new fcature of Microsoft’s RAS,
NetBIOS gateway support continues to be an important part of its feature set.

Remote Client RAS Server
Appfications NetBIOS gateway
fErmm—y
i 1
RAS AP i LNelBIOS I I NetBIOS |
E i
TCPAP, IPX,
at [ NefEIEUI [ [ wemeu || TRRREX]
status I 1 I B | ] ;
| WHN driver | l WA driver i | LAN driver i
% % - —.
— WAN
LAN

Figure 9.3 NetBIOS Gateway Architecture

An example of the NetBIOS gateway capability is remote network access for Lotus
Notes users. While Lotus Notes does offer dial-up connectivity, dial up is limited to
the Notes application only. RAS complements this connectivity by providing a low-
cost, high-performance remote network connection for Notes® users, which not only
connects Notes, but offers file and print services, and access to other network
resources.

Many customers who are interested in PPP interoperability, are also concerned with
SLIP. SLIP, the Serial Line Internet Protocol, is an older communications standard
found in UNIX environments. SLIP does not provide automatic negotiation of
network configuration; it requires user intervention. It also does not support
encrypted authentication. Microsoft supports SLIP on the client side, so that the
clients running Windows NT 3.5 may dial into an existing SLIP server. RAS does
not provide a SLIP server in Windows NT version 3.5.

Using Terminal and Script Settings for Remote Logons

Petitioner Vonage Holdings Corp. ef al. -

When you use RAS to connect to a remote computer, the remote computer will
probably require a specific series of commands and responses to successfully log
you on to the remote system. The sequence is identical each time you log on to the
remote system.
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If both the remote server and client are Windows NT 3.5 computers, connection and
logon can be completely automated using Windows N'T built-in security. If you log
on to the Windows NT RAS client using a username and password that is valid on
the remote network, and select the Authenticate Using Current User Name and
Password check box in the Edit Phone Book Entry dialog box, Windows NT RKAS
wili automatically connect to the remote Windows NT 3.5 RAS server.

If the remote compuicr you are logging on to is not a Windows NT 3.5 computer,
you must configure the Sccurity settings for each RAS entry to handle the tog on
requirements for the remote device you are connecting to. The remote logon will be
either manual using a Terminal screen that allows you to interact with the remote
computer, 0r you can automate the remote log on using scripts that are stored in
SWITCH.INF or PAD.INF (for X.25 networks).

This section explains how to use the RAS Terminal screen and also describes how
to create and use automatic scripts for logon to remote computers.

1 RAS Terminal for Remote Logons

If a remote computer you dial in to requires a log on procedure, you must configure
the Security settings for that RAS entry o use a RAS Terminal log on as described
in the procedure below. After RAS connects to the remote system, a character-
based window will appear and display the log on sequence from the remote
computer, You use this screen to inferact with the remote computer for logging on.
Alternatively, you can automate the manual log on through RAS Terminal as
described in the next section, “Automating Remote Log Ons Usmg SWITCH.INF
Scripts.”

To configure a Windows NT 3.5 RAS enfry to use Terminal after dialing
1. In Remote Access, select the entry you want to connect {o.
Choose the Edit button.

Lo
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Choose the Security button. {In Windows NT 3.1 and Windows for Workgroups
3.11, this bution is labeled Switch).

5. In the After Dialing box, select Terminal. (In Windows NT 3.1 and Windows
for Workgroups 3.11, thig box is labeled Post-Connect).

6. Choose the OK button untif you return to the main Remote Access Screen.

A hattan
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~

Alfter you dial and connect to this entry, the After Dial Terminal screen will appear
and you will see prompts from the remote computer. You then log on to the remote
computer using the After Dial Terminal dialog box. After you have completed all
inferaction with the remote computer, choose the Done buiton to closc the After
Dial Terminal dialog box.
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Automating Remote Log Ons Using SWITCH.INF Scripts

You can use the SWITCH.INF file {(or PAD.INF on X.25 networks) to automate
the log on process instead of using the manual RAS Terminal describe in the
previous section, “Using RAS Terminal for Remote Log Ons.”

Creating Scripts for RAS

SWITCH.INF is like a set of small batch files (scripts) contained in one file. A
SWITCH.INF s_cript has four elements: a section header, corpmands, responses, and
comments.

Section headers divide SWITCH.INF into individual seripts. A seciion header starts
a script.

Each line in a script is a command or a response. A command comes from the local
RAS client, The commands you can issue from a Windows NT computer are listed
below.

A response is {from the remote device or computer. To write an automatic script, you
must know the required responses for a specific device. The commands and
responses must be in the exact order the remote device expects themn., Branching
statements, such as GOTO or IF, are not supported, The required sequence of
commands and responses for a specific intermediary device should be in the
documentation for the device, or if you are connecting to a commercial service,
from the support staff of that service,

The SWITCH.INF file can contain scripts for each intermediary devices or online
service that the RAS user wiil call. The seripts are activated by configuring Remote
Access phonebook entries as described below in the section “Activating
SWITCH.INF Scripts.”

Note RAS permits you to cmbed your username and password only in clear text in
the SWITCH.INF file. The ability to use macros that obtain your username and
password from your own RAS phone book file (username PBK) will be included in
an upcoming, interim release of Windows NT. This functionality may be available
by the time you are reading this, Check the RASPHONE. HLP file on your current
system for the availability of these macros and for more information about creating
scripts with SWITCH.INF.
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Section Headers

A section header marks the beginning of a script for a certain intermediary device
and st not exceed 31 characters. The section header is enclosed in square
brackets. For example:

fRoute 66 Login]

Comment Lines
Conmument lines must have a semicolon (;) in colunn one and can appear anywhere

_in the file. Comment lines can contain information for those who maintain the

SWITCH.INF file. For example:

: This script was created by MariaG on September 29, 1995

Commands

A command comes from the local computer. A response comes from the remote
device or computer.

You use the COMMAND= statement to send commands to the intermediary
device. The COMMAND= statement can be used three ways, as described below:

COMMAND=
COMMAND= by itself causes a 2-second delay, depending on CPU speed and
whether or not caching software like SMARTDRV. DRV is ranning. Using
COMMAND= as 2 delay is important because the intermediary device may not
be able 1o process all commands if they are send at once.

COMMAND=custom string

This sends cusiom siring but will also cause a slight delay of several hundred
milliseconds (depending on CPU speed and caching software installed) to give
the intermediary device time to process custom string and prepare for the next
command.

COMMAND=cusiom stiing <cr>
This causes custom string to be sent instantaneously because of the carriage
return {<cr>) at the end of the line.

You must consolt the documentation from the remote device to determine the
required strings to be send with the COMMAND:= command.

opim
9
jrmn
4
~3



Chapter 8 Using Remote Access Service 143

Response Related Keywords

Each command line is followed by one or more response lines. You must consult
the documentation from the remote device to determine the possible response
strings.

In addition to the response strings you obtain for the remote device (or online
service), response lines can contain one of the following keywords:

OK=custom response string <macro>
The script continues to the next line.

CONNECT=custom response string <macro>
Used at the end of & successful seript,

ERROR=custom response string <macro>
Causes RAS to display a generic error message,

ERROR_DIAGNOSTICS=custom response string <diagnostics>
Causes RAS to display the specific cause for an error returned by the device.
Not all devices report specific errors, Use ERROR= if you device does not
return specific errors.

NoResponse
Used when no response will come from the remote device.

These commands are usually combined. CONNECT= is usually the last line
executed unless an ERROR line follows it and the intermediary device reports an
error, '

RAS on the local computer always expects a response from the remote device and
will wait until a response is received unless a NoResponse statement follows the
COMMAND= line. If there is no statement for a response following a
COMMAND= line, the COMMAND:=: line will execute and stop.

Reserved Macro Words
Reserved macro keyword are enclosed in angle brackets

<Cr>
Inserts a carriage returi.

<if>
Inserts a line feed.

e S
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<match>
Reports a match if the string enclosed in quotation marks is found in the
device response. For example, <match> "Smith" matches Jane Smith and John
Smith L. '

<F= )
Inserts a wildcard character, for example, CO<?><?>2 matches COOL2 or
COAT2, but not COOL.3.

<hXX> (XX are hexadecimal digits) :
Allows any hexadecimal character to appear in a string including the zero
byte, <h00>.

<ignore>
Ignores the rest of a response from the macro on. For example,
<cr><1f>CONNECTV-<ignore> reads the following responses as the same:
“CrlfCONNECTV-1.17 and “crlfCONNECTV-2.3.7

<diagnostics>
Passes specific error information from a device to RAS. This enables RAS to
display the specific error to RAS users. Otherwise, a nonspecific eiror
message will appear.

Activating SWITCH.INF Scripts

You can configure a RAS entry to execule a SWITCH.INE script before dialing,
after dialing, or both. For example, to antomate a remote log on to a remote host,
you would first create the script in SWITCH.INF, and then configure the RAS entry
to use the created script after dialing,

1. In Remote Access, select the entry ybu want {0 connect to.
2. Choose the Edit button.
3. If the Security button is not visible, choose the Advanced button.

Choose the Security button. (In Windows NT 3.1 and Windows for Wdrkgroups
3.11, this button is labeled Switch).

In the After Dialing box, select the name of the script. The section header in
SWITCH.INF is what will appear as the name of the script. (In Windows NT
3.1 and Windows for Workgroups 3.11, this box is labeled Post-Connect).

4. Choose the OK button unti} you return to the main Remote Access Screen,

"When you dial this entry, the selected script will execute after RAS dials and

connects o the remote host.

Petitioner YVonage Holdings Corp. et al. - Exhibit 1008 - Page 169



- Chapter 9 Using Remote Access Service 145

Troubleshooting Scripts Using DEVICE.LOG

Windows NT 3.1 and 3.5 (and Windows for Workgroups 3.11} alfow you to log all
informaltion passed between RAS, the modem, and the intermediate device,
including errors reported by the intermediate device. This can allow you to find
errors that prevent your scripts from working.

The DEVICE.LOG file is created by turning logging on in the registry. The
DEVICE.LOG file is in the SYSTEM32\RAS subdirectory of your Windows NT
directory.

+ To create DEVICE.LOG
1. Hang up any connections, and then exit from Remote Access.
2. Start the Registry Editor by running the REGEDT32.EXE program.

3. Go o HKEY_LOCAL_MACHINE, and then access the following key:
\SYSTEM\CurrentControl Set\Services\RasMan\Parameters

Change the value of the Logging parameter to 1. When changed, the parameter
should look like this:

Logging:REG_DWORD:0x1

Logging begins when you restart Remote Access or start the Remote Access Server
service (if your computer is receiving calls). You do not need to shutdown and
restart Windows NT.

If an ervor is encountered during script execution, execution halts. You must
determine the problem by looking in DEVICE.LOG, make the necessary
corrections to the script, and then restart RAS.

To turn logging on in Windows for Workgroups 3,11, edit the SYSTEM.INI file
and in the [Remote Access] section add the line LOGGING=1. The text file
DEVICE.LOG will be created antomatically in the Windows directory when RAS
is started.

Using Scripts with Other Microsoft RAS Clients

Microsoft RAS version 1.0 does not have the capability to invoke RAS Terminal or
use scripts in INF files. :

Microsoft RAS version 1.1 supports PAD.INF only. Note that the syntax used in
the PAD.INF file differs slightly different from subsequent versions of Microsoft
RAS.

Microsoft RAS for Windows for Workgroups version 3.11, Windows NT
version 3.1 and version 3.5 support RAS Terminal and scripts in SWITCH.INF
and PAD.INF.
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Hesource Direciory

This resource directory provides contact information on many of the vendors that
provide RAS-related equipment and support. It is not intended as an all-inclusive
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list of RAS-related products.

Digiboard

6400 Flying Cloud Drive
Eden Prairie, MN 553344
(612) 943-9020
Multi-port Seriai Adapters,
ISDN Adapters

Eicon Technology Corp.

2196 - 32nd Avenue {Lachine)
Montreal, Quebec H8T 3H7
Canada

(514) 631-2592

X.25 Adapters

NetManage, Inc.

20823 Stevens Creck Blvd.
Cupertino, CA 95014

Phone: (408) 973-7171

Fax: (408) 257-6405

Terminal Emulation, File Transfer,
X Windows, E-mail, NFS, TN3270,
BIND, SNMP

Security Dynamics

One Alewife Center
Cambridge, MA 02140 USA
Phone (617) 547-7820

Fax (617) 354 8836

Advanced network security
and authorization products

Digital Pathways Inc

201 Ravendale Drive

Mountain View, CA 94043-5216
Phone (415) 964 0707

Fax (415) 901 7487

Advanced network security

and authorization products

Racal
480 Spring Park Place

Suite 900

Herndon, Virginia 22070
Phone (703) 437 8333

Fax (703} 471 0892
Advanced network security
and authorization products

SpartaCom, Ine.
10, avenue du Québec

Bat. F4

B.P. 537

F-91946 Courtaboeuf Cedex
France

Phone (33-1) 69.07.17.80

Fax (33-1) 69.29.09.19
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CHAPTER 10

Overview of Microsoft TCP/IP
for Windows NT

Transmission Control Protocol/Internet Protocol {TCP/P) is a networking protocol
that provides communication across interconnected networks made up of computers
with diverse hardware architectures and various operating systems. TCP/IP can be
used to communicate with Windows NT systems, with devices that use other
Microsoft networking products, and with non-Microsoft systems, such as UNIX
systems.

This chapter introduces Microsoft TCP/IP for Windows NT. The topics in this
chapter include the following:

» Advantages of adding TCP/IP to a Windows NT configuration

= Microsoft TCP/IP core technology and third-party add-ons

= Windows NT solutions in TCP/IP internetworks

For more detailed information on TCP/IP and its integration with Microsoft
Windows NT and other networking products, see Chapter 12, “Networking
Concepts for TCP/IP.”
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Advantages of Adding TCP/IP to a Windows NT
Configuration |

The TCP/IP protocol family is a standard set of networking protocols, or rules, that
govern how data is passed between computers on a network. TCP/IP is used to
connect the Internet, the worldwide internetwork connecting over two million
universities, research labs, U.S. defense installations, and corporations. These saime
protocols can be used in private intemetworks that connect several local area
networks.

Microsoft TCP/IP for Windows NT enables enterprise networking and connectivity
on Windows NT computers. Adding TCP/IP to a Windows NT configuration offers
the following advantages:

. A standard, routable enterprise networking protocol that is the most complete
and accepted protocol available. All modern operating systems offer TCP/IP
support, and most large networks rely on TCP/IP for much of their network
traffic.

« A technology for connecting dissimilar systems. Many standard connectivity
utilities are availabic to access and transfer data beiween dissimiiar systems,
including File Transfer Protocol (FTP) and Terminal Emulation Protocol
(Telnet). Several of these standard utilities are included with Windows NT.

» A robust, scalable, cross-platform client-server framework. Microsoft TCP/IP
supports the Windows Sockets 1.1 interface, which is ideal for developing
client-server applications that can run with Windows Sockets-compliant stacks
from other vendors. Many pubhc-domam Internet tools are also written to the
Windows Sockets standard, Windows Sockets aypm.auum can also take
advantage of other networking protocols such as Microsoft NWLink, the
Microsoft implementation of the IPX/SPX protocols used in Novelle NetWarea
networks,

. The eaabling techinology necessary to connect Windows NT o the gloval
Internet. TCP/IP, Point to Point Protocol (PPP), and Windows Sockets 1.1
provide the foundation needed to connect and use Internet services.

K]
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Microsoft TCP/IP Core Technology
and Third-Party Add-Ons

Microsoft TCP/IP provides all the clements necessary to implement these protocols
for networking. Microsoft TCP/IP includes the following:

= Core TCP/IP protocols, including the Transmission Control Protocol (TCP),
Internet Protocol (IP), User Datagram Protocol (UDP), Address Resolution
Protocol (ARP), and Internet Control Message Protocol (ICMP). This suite of
Iniernet protocols provides a set of standards for how computers communicate
and how networks are interconnected. Support is also provided for PPP and
Serial-Line IP (SLIP), which are protocols used for dial-up access to TCP/IP
networks, including the Internet.

» Support for application interfaces, including Windows Sockets 1.1 for network
programming, remote procedure call (RPC) for communicating between
systems, NetBIOS for establishing logical names and sessions on the network,
and network dynamic data exchange (Network DDE) for sharing information
embedded in documents across the network.

«  Basic TCP/IP connectivity utilities, including finger, ftp, Ipr, rep, rexec, rsh,
telnet, and tftp. These utilities atlow Windows NT users to inferact with and
use resources ot non-Microsoft hosts, such as UNIX workstations.

« TCP/IP diagnostic tools, including arp, hostname, ipconfig, Ipq, nbtstat,
petstat, ping, route, and tracert. These utilities can be used to detect and
resolve TCP/IP networking problems.

« Secrvices and related administrative tools, including the FTP Server service for
transferring files between remote computers, Windows Internet Name Service
(WINS) for dynamically registering and querying computer names on an
internetwork, Dynamic Host Configuration Protocol (ODHCP) service for
automatically configuring TCP/IP on Windows NT computers, and TCP/IP
printing for accessing printers connected to a UNIX computer or connected
directly to the network via TCP/IP.

+  Simple Network Management Protocol (SNMP) agent. This component allows a
Windows NT computer to be administered remotely using management tools
such as SunNet Manager or HP Open View. SNMP can also be used to monitor
DHCP servers and to monttor and configure WINS servers.

-
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- The client software for simple network protocols, including Character
Generator, Daytime, Discard, Echo, and Quote of the Day. These protocols
allow a Windows NT computer to respond to requests from other systems that
support these protocols. When these protocols are installed, a sample QUOTES
files 1s also instalied in the \systermnroofAS Y STEM3ZADRIVERS\ETC directory.

«  Path MTU Discovery, which provides the ability to determine the datagram size
for all routers between Windows NT computers and any other systems on the
WAN. Microsoft TCP/IP also supports the Internet Gateway Multicast Protocol
(IGMP), which is used by new workgroup software products.

The following figure shows the elements of Microsoft TCP/IP alongside the variety
of additional applications and connectivity utilities provided by Microsoft and other
third-party vendors.

Gopher, WAIS

N Advanced services:

TCP/iP printing; FTP X Window J NFS

Development tools l
{XLib, ONC/RPC)

: Automatic

Enhianced connectlwty ‘
applications

E] Integrated with Windows NT
D Developed by third parties or the research community

Figure 10,1 Microsoft TCP/IP Core Technology and Third-party Add-ons
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TCP/IP standards are defined in Requests for Comments (RFCs), which are
published by the Internet Engineering Task Force (IETF) and other working groups.
The relevant RFCs supported in this version of Microsoft TCP/IP (and for
Microsoft Remote Access Service) are described in the following table,

Table 16.1  Requests for Comments (RFCs) Supported by Microsoft TCP/IP

REC

Title

768

783

791

792

793

826

854

862

863

864

865

8067

894

919, 922
959

1001, 1002
1034, 1035
1042

1055

1112
1122,1123
1134

1144

1157

User Patagram Protocol (UDP)

Trvial File Transfer Protocol (TFTP)

Internet Protocot (IP)

Internet Control Message Protocol (ICMP)
Transmission Control Protocol (TCP)

Address Resolution Protocol (ARP)

Telnet Protocol (TELNET)

Echo Protocol (ECHO)

Discard Protocol (DISCARD)

Character Generator Protocol (CHARGEN)

Quote of the Day Protocol (QUOTE)

Daytime Protocol (DAY TIME)

IP over Ethernet

IP Broadcast Datagrams (broadcasting with subnets)
File Transfer Protocol (FTP)

NetBIOS Service Protocols

Domain Name System (DOMAIN)

1P over Token Ring

Transmission of IP over Serial Lines (IP-SLIP)
Internet Gateway Multicast Protocol (IGMP)

Host Requirements (communications and applications)
Point to Point Protocol (PPP)

Compressing TCP/IP Headers for Low-Speed Serial Links
Simple Network Management Protocol (SNMP}

P

Petitioner Vonage Held

ings Corp. et al. -~ Exhibit 1008 - Page 180

bl



156 Partll TCPAP

Table 10.1  Key Requests for Comments (RFCs) Supported by Microseft TCP/IP

(confinued)

RFC Title

1170 Line Printer Daemon Protoco]

1188 IP over FDDI

1191 Path MTU Discovery

1201 IP over ARCNET

1231 IEEE 802.5 Token Ring MIB (MIB-TI)

1332 PPP Internet Protocol Control Protocol (IPCP)

1334 PPP Authenticaiion Protocols

1533 DHCP Options and BOOTP Vendor Extensions

1534 ' Interoperation Between DHCP and BOQTP

1541 Dynamic Host Configuration Protocol (DHCP)

1542 Clarifications and Extensions for the Bootstrap Protocol
1547 Requirements for Point to Point Protocol (PPP)

1548 Point to Point Protocot {PPP)

1549 PPP in High-level Data Link Control (HDLC) Framing
1552 PPP Internctwork Packet Exchange Control Protocol {IPXCP)
1553 IPX Header Compression

1570 Link Control Protocol (L.CP) Extensions

Draft RFCs NetRIOS Frame Contro} Protocol (NBFCP); PPP over ISDN,; PPP over
X.25; Compressicn Control Protocol

All RFCs can be found on the Internet via ds.iniernic.net.

In this version of Windows N'T, Microsoft TCP/IP does not include a complete suite
of TCR/AR coiiieciivity utilitios, Nelwork File Sysiew (NFS) suppuri, or sume
TCP/P server services (daemons) such as routed and telnetd. Many such
applications and utilitics that are available in the public domain or from third-party
vendors arc compatible with Microsoft TCP/IP.

Tip For Windows for Workgroups computers and MS-DOS—based computers on a
Microsoft network, you can install the new version of Microsoft TCP/IP—32 for
Windows for Workgroups and the Microsoft Network Client version 2.0 for
MS-DOS from the Windows NT Server 3.5 compact disc. This software includes
the DHCP and WINS clients and other elements of the new Microsoft TCP/IP
software. For information about installing these clients, see Chapter 9, “Network
Client Administrator,” in the Windows NT Server Installation Guide.
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Windows NT Solutions in TCP/IP Internetworks

When TCP/IP is used as a transport protocol with Windows NT, Windows NT
computers can communicate with other kinds of systems without additional
networking software. Microsoft TCP/IP in combination with other parts of
Windows NT provides a scalable solution for enterprise networks that include a
mix of system types and software on many platforms.

This section summarizes how TCP/IP works with Windows NT to provide
enterprise networking solutions. For infermation about how the elements discussed
in this section fit within the networking architecture, see “TCP/IP and Windows NT
Networking” in Chapter 12, “Networking Concepts for TCPAP.”

Using TCP/IP for Scalability in Windows Networks

TCP/IP delivers a scalable internetworking technology widely supported by
hardware and software vendors.

When TCP/IP is used as the enterprise-networking protocol, the Windows-based
networking solutions from Microsoft can be used on an existing internetwork to
provide client and server support for TCP/IP and connectivity utilities. These
solutions include:

= Microsoft Windows N'T Workstation 3.5, with enhancements to support wide
area networks (WAN), TCP/IP printing, extended LMHOSTS file, Windows
Sockets 1.1, FIP Server service software, and DHCP and WINS client
software.

«  Microsoft Windows NT Server 3.5, with the same enhancements as
Windows NT, plus DHCP server and WINS server software to support the
implementation of these new protocols.

«  Microsoft TCPAP-32 for Windows for Workgroups 3.11, with Windows
Sockets support, can be used to provide access for Windows for Workgroups
computers to Windows NT, LAN Manager, and other TCP/IP systems.
Microsoft TCP/IP-32 includes DHCP and WINS client software.

«  Microsoft LAN Manager, including both client and server support for Windows
Sockets, and MS-DOS-based connectivity utilities. The Microsoft Network
Client 2.0 software on the Windows NT Server compact disc includes new
Microsoft TCP/IP support with DHCP and WINS clients.

4
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The current version of TCP/AP for Windows NT also supports IP routing in systems

with multiple network adapters attached to separate physical networks (multihomed
Systerms).

Network B

IP router

P

To othea
networks

{P router

Network A

IP router

Network ©

Qiher
networks

| Using TCP/IP for Connectivity to the internet

Microsoft TCPAP provides Windows-based networking with a set of
internetworking protocols based on open standards.

Microsoft TCP/IP for Windows NT-includes many common connectivity
applications such as ftp, rsh, and telnet that support file transfer, remote process

execution, and terminal emulation for communication on the Internet and between
non-Microsoft network systems.
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TCP/IP applications created by researchers and other users, such as Gopher and
NCSA Mosaic, are in the public domain or are available through other vendors as
both 16-bit and 32-bit Windows-based applications. Any of these applications that
follow the Windows Sockets 1.1 standard are compatible with Windows NT. Such
applications allow a Windows NT computer to act as a powerful Internet client
using the extensive internctworking components with pubhc—domam viewers and
applications to access Internet resources.

Tip Public-domain Windows-based utilities such as LPR and Gopher can be
obtained on the Internet via fip.cica.indiana.edu in the /pub/win3/nt or
/pub/win3/winsock directory, or via the same directories on ftp.cdrom.com.
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TCP/IP for Heterogeneous Networking

Because most modern operating systems (in addition to Windows NT) support
TCP/IP protocols, an internetwork with mixed system types can share information
using simpie networking applications and utilities. With TCP/IP as a connectivity
protocol, Windows NT can communicate with many nen-Microsoft systems,
including:

« Internet hosts

= Applee Macintoshe systems

= [BM mamframes

»  UNIX systems

«  Open VMSn gystems

= Printers with network adapters connected directly to the network

Windows NT . LAN Manager
-ﬁncluding RAS) i Microsoft TCRAP /‘G UNEX host
IN—
Windows for UNIX host
Workgroups v
ke for VMS

Pathwor

Tigure 10.3  Microsoft TCP/IP Connectivity

Microsoft TCPAP provides a framework for interoperable heterogeneous
networking. The modular architecture of Windows NT networking with its
transport-independent services contributes to the strength of this framework. For
example, Windows NT supports these transport protocols, among many others:

. IPX/SPX for use in NetWare environments, using the Microsoft NWLink .
transport. Besides providing interoperability with NetWare networks, IPX/SPX
is a fast LAN transport for Windows-based networking as well.

.« TCP/IP for imtemetworks based on IP technologies. TCP/IP is the preferred
transport for internetworks and provides interoperability with UNEX and other
TCP/P-based networks. '
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«  NetBEUI as the protocol for local area networking on smaller networks and
compatibility with existing LAN Manager and IBM LAN Server networks.

«  AppleTalk for connecting to and sharing resources with Macintosh systems.

Other transport protocols provided by third-party vendors, such as DECnet and
OSI, can also be used by Windows NT networking services,

Windows NT provides standard network progranuming interfaces through the
Windows Sockets, RPC, and NetBIOS interfaces. Developers can take advantage
of this heterogeneous client-server platform to create custom applications that will
run on any system in the enterprise. An example of such a service is Microsoft SQL
Server, which uses Windows Sockets 1.1 to provide access toc NetWare,
MS-DOS—based, Windows NT, and UNIX clients.

Using TCP/IP with Third-Party Software

TCP/IP is a common denominator for heterogeneous networking, and Windows
Sockets is a standard used by application developers. Together they provide a
framework for cross-platform client-server development. TCP/IP-aware
applications from vendors that comply with the Windows Sockets standards can run
over virtually any TCP/IP implementation.

The Windows Sockets standard ensures compatibility with Windows-based TCP/IP
utilities developed by more than 30 vendors. This includes third-party applications
for the X Window System, sophisticated terminal emulation software, NES,
electronic mail packages, and more. Because Windows NT offers compatibility
with 16-bit Windows Sockets, applications created for Windows 3.x Windows
Sockets run over Windows NT without modification or recompilation,

For example, third-party applications for X Window provide strong connectivity
solutions by means of X Window servers, database servers, and terminal emulation.
With such applications, a Windows NT computer can work as an X Window server
platform while retaining compatibility with applications created for Windows NT,
Windows 3.1, and MS-DOS on the same system. Other third-party software
includes X Window client libraries for Windows NT, which allow developers to
write X Window client applications on Windows NT that can be run and displayed
remotely on X Window server systems.

The Windows Sockets API is a networking API used by programmers creating
applications for both the Microsoft Windows NT and Windows operating systems.

- Windows Sockets is an open standard that is part of the Microsoft Windows Open
System Architecture (WOSA) initiative. It is a public specification based on
Berkeley UNIX sockets, which means that UNIX applications can be quickly
ported to Microsoft Windows and Windows NT. Windows Sockets provides a
single standard programming interface supported by all the major vendors
implementing TCP/IP for Windows systems,
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The Windows NT TCP/IP utilities use Windows Sockets, as do 32-bit TCP/IP
applications developed by third parties. Windows NT also uses the Windows
Sockets interface to support Services for Macintosh and IPX/SPX in NWLink.
Under Windows NT, 16-bit Windows-based applications created under the
Windows Sockets standard will ran without modification or recompilation. Most
TCPAP users will use programs that comply with the Windows Seckets standard,
such as fty or telnet or third-party applications.

The Windows Sockeds standard allows a developer fo create an application with

a single common interface and a single executable that can run over many of the

TCRIP implementations provided by vendors. The goals for Windows Sockeis aie

the following: '

«  Provide a familiar networking API to programmers using Windows NT,
Windows for Workgroups, or UNIX

«  Offer binary compatibility between vendors for heterogeneous Windows-based
TCP/IP stacks and utilities

«  Support both connection-oriented and connectionless protocols

Typical Windows Sockets applications include graphic connectivity utilities,
terminal cmulation software, Simpie Mail Transfer Protocol (SMTP) and elecironic
mail clients, network printing utilities, SQL client applications, and corporate
client-server applications.

If you are interested in developing a Windows Sockets application, specifications
~ for Windows Sockets are available on the Internet from ftp.microsoft.com, on
CompuServee in the MSL library, and in the Microsoft Win32 Software

Developers Kit,

v To get a copy of the Windows Sockets specification via anonymous F'TP
1. Make sure you have write permission in your current working directory.
2. At e coimiud prompi, starl fig, and ihen coinect (o fipanicrosolt.con

{(or 198,105.232.1).

Log on as anenymous.

Type your electronic mail address for the password.

Type ed \advsys\winsock\specll, and then press ENTER.

e kW

Use the dir command to see the list of availabie file types. If you want binary
data such as in the Microsoft Word version, type bin, and then press ENTER.

7. Determine the file with the format you want [for example, ASCIE ( TXT?,
PostScripte {(.PS), or Microsoft Word (1DOC)], and then type get winsock.ext
where ext is the format that you want, such as winseck.doc for the Microsoft
Word versien.
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»  To get a copy of the Windows Sockets specification from CompuServe
1. At the command prompt, type go msl, and then press ENTER.
2. Browse using the keywords windows sockets.

3. Choose the file with the format you want [ASCII (.TXT), PestScript (.PS), or
Microsoft Word for Windows (.DOC)], and then type get winsock.ext.

There is also an electronic mailing list designed for discussion of Windows Sockets
programming.

»  To subscribe to the Windows Sockets mailing list

* Send electronic mail to listserv@sunsite.unc.edu with a message body that
comtains subscribe winsock user 's-email-address.

You can use the same procedure to subscribe to two mailing Iists called
winsock-hackers and winsock-users.

Petitione
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CHAPTER 11

Installing and Configuring
Microsoft TCP/IP and SNMP

This chapter explains how to install Microsoft TCP/IP and the SNMP service {or
Windows NT and how to configure the protocols on your computer.

The TCP/IP protocol family can be installed as part of Custom Setup when you
install Windows NT, following the steps described in this chapter, Also, if you
upgrade to a new version of Windows NT, Setup automatically installs the new
TCP/IP protocol and preserves your previous TCP/IP settings. This chapter assumes
that Windows NT has been successfully installed on your computer but TCP/IP has
not been installed.

The following topics appear in this chapter:

= Before installing Microsoft TCP/IP
« Installing TCP/IP
«  Configuring TCP/IP ‘
= Configuring TCP/IP to use DNS
« Configuring advanced TCP/IP options
»  Configuring SNMP
Removing TCP/IP components
Configuring Remote Access Service (RAS) for use with TCP/IP

You must be logged on as a member of the Administrators group to install and
configure all elements of TCP/IP.
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Before Installing Microsoft TCP/IP

fmportant The values that you use for manually configuring TCP/IP and SNMP

must be supplied by tie network adminisiraior.

Check with your network administrator to find out the following information
before you install Microsoft TCP/IP on a Windows N'T computer:

«  Whether you can use Dynamic Host Configuration Protocol (DHCP) to
configure TCP/AP. You can choosc this option if a DHCP server is installed on
your internetwork. You cannot choose this option if this computer will be
a DHCP server. For information, see “Using Dynamic Host Configuration

Protocol” later in this chapter.

. Whether this computer will bec a DHCP server. This option is available only for
Windows NT Server. For information, see Chapter 13, “Installing and
Configuring DHCP Servers.”

. Whaether this computer will be a Windows Internet Name Service (WINS)
server. This option is available only for Windows NT Server. For information,
see Chapter 14, “Installing and Configuring WINS Servers”

«  Whether this computer will be a WINS proxy agent. For information, sec
“Windows Internet Name Service and Broadcast Name Reselution” in
Chapter 12, “Networking Concepts for TCP/IP.”

If you cannot use DHCP for automatic configuration, you need to obtain the
following values from the network administrator so you can configure TCP/IP
manually:

+ The IP address and subnet mask for each network adapter card instailed on the
computer. For information, sec “IP Addressing” in Chapter 12, “Networking
Concepts for TCP/AP.”

«  The IP address for the default local gateways (1P routers).

«  Whether your computet will nse Domain Name System (DNS) and, if so, the P
" addresses and DNS domain name of the DNS servers on the internetwork. For
information, see “Domain Name System Addressing” in Chapter 12
“Networking Concepts for TCF/IP.”

. The IP addresses for WINS servers, if WINS servers are available on your
network.
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You need to know the following information before you install the Simple
Network Management Protocol (SNMP) service on your computer, as described in
“Configuring SNMP” later in this chapter:

= Community names in your network
« Trap destination for each community

« IP addresses or computer names for SNMP management hosts

Although the Windows NT SNMP management agent supports management
consoles over both IPX and UDP protocols, SNMP must be installed in conjunction
with the other TCP/IP services. Once SNMP is installed, no additional
configuration is needed to manage over IPX. If IPX is installed, SNMP
automatically runs with it.

Installing TCP/IP

You must be logged on as a member of the Administrators group for the local
computer to install and configure TCP/P.

» To install Microsoft TCP/IP on a Windows NT computer

1. Double-click the Network icon in Control Panel to display the Network Settings
dialog box.

2. Choose the Add Software button to 'display the Add Network Software dialog
box.

3. Select TCP/IP Protocol And Related Components from the Network Software
box, and then choose the Continue button.

4. In the Windows NT TCP/IP Instafation Options dialog box, select the options
for the TCP/IP components you want to install, as described in the table that
follows this procedure. If any TCP/IP elernents have been installed previously,
they are dimmed and not available. When you have selected the options you
want, choose the Continue button.

While you are installing or configuring TCP/IP, you can read the hint bar at the
bottom of each TCP/IP dialog box for information about a selected item, or
choose the Help button to get detailed online information,

Windows NT Setup displays a message prompting for the full path to the
Windows NT distribution files.
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5. Inthe Windows NT Setup dialog box, cnter the full path to the Windows NT
distribution files, and then choose the Continue button,

You can specify a drive letter for {loppy disks, a CD-ROM drive, or a shared
network directory, ar you can specify the Universal Naming Convention (UNC)
path name for a network resource, such as WNTSETUPAMASTER.

All necessary files are copied to your hard disk,

Note If you are installing from floppy disks, Windows NT Setup might request
disks more than once. This behavior is normal and nol an error condition.

6. If vou selected the options for installing the SNMJ? and FIP Server services, you
are automatically requested to configure these services.

Follow the directions provided in the online Help for these dialog boxes. For
additional details, see “Configuring SNMP™ {ater in this chapier, and see also
Chapter 16, “Using the Microsoft FTP Server Service.”

7. In the Network Settings dialog box, choose the OX butlon.

If you selected the Enable Automatic DHCP Configuration option and a DHCP
server is-available on your network, all configuration settings for TCP/IP are
completed avtomatically, as described in “Using Dynamic Host Configuration
Protocol” later in this chapter. ,

If you did not check the Enable Automatic DHCP Configuration option,
continue with the configuration procedures described in “Configuring TCP/IP
Manually” later in this chapter. TCP/IP must be configured in order to operate.

If you checked the DHCP Server Service or WINS Server Service options, you
must complete the configuration steps described in Chapter 13, “Installing and
Configuring DHCP Servers,” and Chapter 14, “Installing and Configuring
WINS Servers.” ‘

W
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Table 11.1  Windows NT TCP/IP InstaHation Options
Option Usage

TCP/IP Internetworking Includes the TCP/IP protocol, NetBIOS over TCP/P and
Windows Sockets interfaces, and the TCP/IP diagnostic
utiities, These elements are installed automatically.

Connectivity Utilities Installs the TCP/AP utilities. Select this option (o install the
connectivity utilities described in Appendix A, “TCP/IP
Utilities Reference.”

. SNMP Service Installs the SNMP service. Select this opfion to allow this
computer to be administered remotely using management
tools such as Sun Net Manager or HP Open View. This
option also allows you to monitor statistics for the TCP/IP
services and WINS servers using Performance Monitor, as
described in Chapter 17, “Using Performance Monitor with

TCP/IP Services.”
TCP/P Network Printing Enables this computer to print directly over the network
Support using TCPAP, Select this option if you want to print to

UNIX print queues or TCP/IP printers that are connected
directly to the network, as described in Chapter 18,
“Internetwork Printing with TCP/IP.”

This option must be installed if you want to use the
Lpdsvr service so that UNIX computers can print to
Windows NT printers.

FTP Server Service Enables files on this computer to be shared over the
network with remote computers that support FTP and
TCP/AP (especially non-Microsoft network conpulters).
Select this option if you want to use TCP/IP to share files
with other computers, as described in Chapier 16, “Using
the Microsoft FTP Server Service.”

Simple TCP/IP Services Provides the client software for the Character Generator,
Daytime, Discard, Echo, and Quote of the Day services.
Select this option to allow this computer to respond to
requests from other systems that support these protocols.
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Table 11,1 Windows NT TCP/IP Installation Options (continied)

Option Usage

DHCP Server Service Installs the server software to support automatic
configuration and addressing for computers using TCP/AP
on your internctwork. This option is available onky for
Windows NT Server. Select this option if this computer is
to be a DHCP Server, as described in Chapler 13,
“Installing and Configuring DHCP Servers.”

If you select this option, you must maaually configure the
1P address, subnet mask, and default gateway for this
computer. '

WINS Server Service Installs the server software to support WINS, a dynamic
name resolution service for computers on a Windows
internetwork. This option is available only for
Windows NT Server. Select this option if this computer is
to be installed as a primary or secondary WINS server, as
described in Chapter {4, “Installing and Configuring
WINS Servers.”

Do not select this option if this computer will be a WINS
proxy agent.

Enable Automatic DHCP Turns on automatic configuration of TCP/IP parameters for

Configuration this computer. Select this option if there is a DHCP server
on your internetwork to support dynamic host
configuration. This option is the preferred method for
configuring TCP/IP on most Windows NT computers,
This option is not available if the DHCP Server Service or
WINS Server Service option is selected.

If you have trouble installing Microsoft TCP/IP on your computer, follow the
suggestions in the error messages displayed on the screen. You can also use
diagnostic utilities such as ping to isolate network hardware preblems and

incnmnatihla r-nr\{"n:n ationg, Hor infor !‘n'.:lhr\r\ gen r‘han!ﬁr 10 “Tronblechooling

sV praree s Wl ]

TCP/AP.”

After TCP/IP is installed, the \sysiemroofSYSTEM32\DRIVERS\ETC directory
contains several files, including default HOSTS, NETWORKS, PROTOCOLS,
QUOTES, and SERVICES files plus a sample LMHOSTS.SAM file that describes
the format for this file.
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Configuring TCP/IP

For TCP/IP to work on your computer, it must be configured with the IP addresses,
subnet mask, and default gateway for each network adapter on the computer.
Microsoft TCP/IP can be configured using two different methods:

Chapter 11 Installing and Configuring Microsoft TCPIIF?__gmr]_d SNMP 17

+  If there is a DHCP server on your internetwork, it can automatically configure
TCPAP for your compater using DHCP.

= If there is no DHCP server, or if you are configuring a Windows NT Server
computer te be a DHCP server, you musl manualty configure all TCP/IP
seflings.

These configuration methods dre described in the following seclions.

Using DHCP

The best method for ensuring easy and accurate installation of TCE/IP is to use
automatic DHCP configuration, which uses DHCP to configure your local computer
with the correct IP address, subnet mask, and default gateway.

You can take advantage of this method for configuring TCP/IP if there is a DHCP
server installed on your network. The network administrator can tell you if this
option is available. You cannot use DHCP configuration for a server that you are
installing as a DHCP server or a WINS server. You must configure TCP/IP settings
manually for DHCP servers, as described in “Configuring TCP/IP Manually” later
in this chapter.

> To configure TCP/IP using DHCP

1. Make sure the Enable Automatic DHCP Configuration option is checked in
either the Windows NT TCP/IP Installation Options diatog box or the TCP/IP
Configuration dialog box.

2. When you restart the computer after completing TCP/IP installation, the DHCP
server automatically provides the correct configuration information for your
computer.

If you subsequently attemnpt to configure TCP/IP in the Network Settings dialog
box, the system warns you that any manual settings will override the automatic
settings provided by DHCP. As a general rule, you should not change the antomatic
settings unless you specifically want to override a setting provided by DHCP. For
detailed information about DHCP, see “Dynarmic Host Configuration Protocol” in
Chapter 12, “Networking Concepts for TCP/IP.”

Senzent
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Configuring TCP/IP Manually

After the Microsoft TCP/IP protocol software is installed on your computer, you
must manually provide valid addressing information if you are installing TCP/IP on
a DHCP server or a WINS Server, or if you cannet use automatic IXHCP
configuration.

For a WINS server computer that has more than one network adapter card, WINS
always binds to the first adapter in the list of adapters bound by TCP/IP. Make sure
that this adapter address is not set to 0, and that the binding order of IP addresses is
not disturbed,

RE S0 LAV

You st be logged on as a member of the Administrators group for the local
computer to configure TCP/P.

Caution Be sure to use the values for IP addresses and subnet masks that are
supplied by your network administrator to avoid duplicate addresses. If duplicate
addresses do accur, this can cause some computers on the network to function
unpredictably. For more information, see “IP Addressing” in Chapter 12,
“Networking Concepts for TCP/AP.”

To manually configure the TCP/IP protocol
1. Complete one of the following tasks:
If you are installing TCP/IP, perform the following steps.

« Complete all options in the Windows N'T TCP/IP Installation Options dialog
box, and then choose OK to display the Network Settings dialog box.

»  Choose the OK button to display the Microsoft TCP/IP Configuration dialog
box.

~Or—

If you are reconfiguring TCPF/IP, perform the following sicps.

« Double-click the Network option in Control Panel to display the Network
Settings dialog box.
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« In the Installed Network Software box, select TCP/IP Protocol, and then
choose the Configure button to display the TCF/IP Configuration dialog box.

Enable Aulomatic DHCP Configiuration

IP Address: [T 13 41 52
Subnel Mask: j255 785 255 0 )
Default Gateway: 708 a1 a2 |

Brimary WINS Server: | T |

Secondary WINS Server: 1 . . . I

2. In the Adapter box, select the network adapter for which you want to set IP
addresses.

The Adapter list contains all network adapters to which IP is bound on this
computer. This list includes all adapters installed on this computer.

You must set specific [P addressing information for each bound adapter with
correct values provided by the network administrator. The bindings for a
network adapter determine how network protocols and other layers of network
software work together.

3. For each bound network adapter, type values in the IP Address and Subnet Mask
boxes.

= The value in the TP Address box identifies the IP address for your local
computer or, if more than one network card is installed in the computer, for
the network adapter card selected in the Adapter box.
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« The value in the Subnet Mask box identifies the network membership for the
selected network adapter and its host ID. This allows the computer to
separate the IP address into host and network IDs. The subnet mask defaults
to an appropriate value, as shown in the following table:

Table 11.2  Subnet Mask Defaulis

Address class Range of first octet in IP address Subnet mask
Class A 1-126 255.0.0.0
Class B 128-191 255.255.0.0
Ciass C 192223 255.255.255.0

4. For each network adapter on the computer, type the correct IP address vaiue in
the Default Gateway box, as provided by the network administrator.

This value specifies the TP address of the default gateway (or IP router) used to
forward packets to other networks or subnets. This value should be the IP
address of your local gateway.

This parameter is required only for systems on internetworks. If this parameter
is not provided, IP functionality is limited to the local subnet unless a route is
specified with the TCP/IP route utility, as described in Appendix A, “TCP/IP
Utilities Reference.”

If your computer has multiple network cards, additional default gateways can be
added using the Advanced Microsoft TCP/IP Configuration dialog box, as
described later in this chapter.

5. If there arc WINS servers installed on your network and you want to use WINS
in combination with broadcast name queries to resolve computer names, type IP
addresses in the hoxes for the primary and, optionally, the secondary WINS

SCrVCIS.

The network administrator should provide the correct values for these
parameters. These are global values for the computer, not just individual
adapters.

If an address for a WINS server is not specified, this computer uses name query
broadcasts (the b-node mode for NetBIOS over TCP/IP) plus the local
[.MHOSTS file to resolve computer names to 1P addresses. Broadcast resolution
15 limited to the focal network.

Note WINS pame resolution is enabled and configured automatically for a
computer that is configured with DHCP.

On a WINS server, NetBIOS over TCP/IP (NETBT.SYS) nses WINS on the

local computer as the primary name server, regardless of how name resolution
might be configured. Also, NetBIOS aver TCP/IP binds to the first IP address
on a network adapter and ignores any additional addresses.

2
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For overview information about name resolution options, see “Name Resolution
for Windows Networking” in Chapter 12 “Networking Concepts for TCP/IP.”
For detailed information abeut installing and configuring WINS servers, sce
Chapter 14, “Installing and Configuring WINS Servers.”

6. If you want to configure the advanced TCP/IP options for multiple gateways and
other items, choose the Advanced button, and then continue with the
configuration procedure, as described in “Configuring Advanced TCP/IP
Options™ later in this chapter,

7. If you want to use DNS for host name resolution, choose the DNS button, and
then continue with the configuration procedure, as described in the next section.

8. If you do not want to configure DNS or advanced options, or if you have
completed the other configuration procedures, choose the OK bufton. When the
Network Settings dialog box is displayed again, choose the OK button.

Microsoft TCP/IP has been configured. If you are installing TCP/IP for the first
time, you must restart the computer for the configuration to take effect, If you
are changing your existing configuratior, you do not have to restart your
computer.

After TCP/IP is installed, the \systemroof\SYSTEM32\DRIVERS\ETC directory
contains a default HOSTS file and a sample LMHOSTS.SAM file. The network
administrator might require that replacement HOSTS and LMHOSTS files be used
instead of these default files. :

Configuring TCP/IP to Use DNS

Although TCP/IP uses IP addresses to identify and reach computers, users typically
prefer to use compuier names. DNS is a naming service generally used in the UNIX
networking community to provide standard naming conventions for IP workstations.
Windows Sockets applications and TCP/{P utilities, such as fip and telnet, can also
use DNS in addition to the HOSTS file to find systemns when connecting to foreign
hosts or systems on your network.,

Contact the network administrator to find out whether you should configure your
computer to usc DNS. Usually, you can use DNS if you arc using TCP/IP to
communicate over the Internet or if your private internetwork uses DNS to
distribute host information. For information, see “Domain Name System
Addressing” in Chapter 12, “Networking Concepts for TCP/IP.”

Microsoft TCP/IP includes DNS client software for resolving Internet or UNIX
system names. Microsoft Windows networking provides dynamic name resolution
for NetBIOS computer names via WINS servers and NetBIOS over TCP/IP.

DNS configuration is global for all network adapters installed on a computer.
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« To configure TCP/IP DNS connectivity

1. Double-click the Network option in Control Panel to display the Network
Settings dialog box.

b2
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the Configure button to display the TCP/IP Configuration dialog box.
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Host _f_l_ame: Domain Name: §
I~ Domain Hame Service [NS] Search Owder
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Names are displayed in the Host Name box and Domain Name box.

4. Complete one or both of the following optional tasks:

» Type a new name in the Host Name box (usually your computer name).

The host name can be anv combination of A7 letters, (-0 numeralg,

13 X nd the
hyphen (-) character.

Note Some characters that can be used in Windows NT computer names,
particularly the underscore, cannot be used in host names.

By default, this value is the Windows NT computer name, bt the network
administrator can assign another host name without affecting the computer
narne. The host name is used to identify the local computer by name for
authentication by some utilities. Other TCF/IP-based utilities, such as rexec,
can use thig value o learn the name of the local computer. Host names are
stored on DNS servers in a table that maps names to IP addresses for use by
DNS.
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« Type a new name in the Domain Name box.

The DNS Domain Name can be any combination of A-Z letters, (~9
numerals, and the hyphen (-) plus the period (.) character used as a separator.

The DNS Domain Name is usually an organization name followed by a
petiod and an extension that indicates the type of organization, such as
microsoft.com. The DNS Domain Name is used with the host name to create
a fully qualified domain name (FQDN) for the computer. The FQDN is the
host name followed by a period (1) followed by the domain name. For
example, this could be corpél.research.trey.com, where corp0i is the host
name and research.trey.com is the domain name. During DNS queries, the
local domain name is appended to short names.

Note A DNS domain is not the same as a Windows NT or LAN Manager
domain.

; 5. Inthe Domain Name System (DNS) Search Order box, type the IP address of
the DNS server that will provide name resolution, and then choose the Add
bution to move the IP address to the list on the right.

The network administrator should provide the correct values for this parameter.
You can add up to three IP addresses for DNS servers. The servers running
DNS will be queried in the order listed. T'o change the order of the IP addresses,

select an IP address to move, and then use the up- and down-arrow buttons. To
remove an IP address, select the IP address, and then choose the Remove button.

6. Inthe Domain Suffix Search Order box, type the domain suffixes to add to your
domain suffix search list, and then choose the Add button.,

This list specifies the DNS domain suffixes to be appended to host names during
name resolution. You can add up to six domain suffixes. To change the search
order of the domain suffixes, select a domain name to move, and then use the up-
and down-arrow buttons. To remove a domain name, select the domain name,
and then choose the Remove button.

7. When you are done setting DNS options, choose the QK button.

8. When the TCP/IP Configuration dialog box reappears, choose the OK bulion.
When the Network Settings dialog box reappears, choose the OK button.

The settings take effect after you restart the computer,
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Configuring Advanced TCP/iP Options

If your computer has multiple network adapters connected to different networks
using TCP/IP, you can choose the Advanced button in the TCP/IP Configuration
dialog box to configure options for the adapters or to configure alternate default
gateways.

» To configure or reconﬁgure advanced TCP/EP options
1. Double-click the Network option in Control Panel to display the Network
Settings dialog box.

2. In the Installed Network Software box, select TCP/IP Protocol, and then choose
the Configure button to display the TCP/IP Configuration dialog box.

'Adapler1[1] DEC EthetWORAKS Turbo Adepted l“éj
P Addresses Subnst Masks

P Addeess:
: 1 22 2%
L - - - S O SR
SubnetMask:
111034192

7
3
A

{1ciauit Gateway:

rWwWindows Networking Parameters
[] Enable DNS tor Windows Name Hesolution [T} £ nable 1F Rowting
Enabls LMHOSTS Lookup §i i
H Scope ID: [

[ £neble wWinSs Prox Agent

3. Choose the Advanced button to display the Advanced Microsoft TCP/IP
Configoration dialog box.

4. In the Adapter box, select the network adapter for which you want to specify
advanced configuration values.
The IP address and default gateway settings in this dialog box are defined only
for the selected network adapter.
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5. Inthe 1P Address and SubnetMask boxes, type an additional 1P address and
subnet mask for the selected adapter, and then choose the Add button to move
the IP address to the list on the right.

The network administrator should provide the correct values for this parameter.

Optionally, if your network card uses multiple IP addresses, repeat this process
for each additional IP address. You can specify up to five additional JP
addresses and subnet masks for identifying the selected network adapter. This
can be useful for a computer connected to one physical network that contains
multiple logical 1P networks.

6. In the Default Gateway box, type the IP address for an additional gateway that
the selected adapter can use, and then choose the Add button to move the IP
address to the Hst on the right.

Repeat this process for each additional gateway. The network administrator
should provide the correct values for this parameter,

This list specifies up to five additional defavlt gateways for the selected network
adapter.

To change the priority order for the gateways, select an address to move and use
the up- or down-arrow buttons. To remove a gateway, select it, and then choose
the Remove button.

7. If you want to use DNS for DNS name resolution on Windows networks, select
the Enable DNS For Windows Name Resolution option.

If this option is selected, the system finds the DNS server by using the IP
address specified in the DNS Configuration dialog box, as described earlier in
this chapter. Selecting this option enables DNS name reselution for use by
Windows networking applications.

8. I vou want to use the LMHOSTS file for NetBIOS name resolution on
Windows networks, select the Enable LMHOSTS Lookup option.

If you already have a configured LMHOSTS file, choose the Import LMHOSTS
button and specify the directory path for the LMHOSTS file you want to use. By
default, Windows NT uses the LMHOSTS file found in
\systemroofSYSTEM3I2ZADRIVERS\ETC.

For any method of name resolution used in a Windows NT network, the
LMIOSTS file is consulted last after querying WINS or using broadcasts, but
before DINS is consulted.
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in the Scope 1) box, type the computer’s scope identifier, if required on an
internetwork that uses NetBIOS over TCP/IP.

To communicate with each other, all computers on a TCP/IP internetwork must
have the same scope [D. Usually, this value is left blank. A scope 1D might be
assigned to a group of compuiers that will communicate only with each other
and no other systems. Such computers can find each other if their scope IDs arc
identical. Scope I1Ds are used only for communication based on NetBIOS over
TCPAAP.

A computer can have only one scope ID, even if it has more than one adapter
card with access to more than one netwark. Tf such a multthomed computer is a
DHCP clieit, with DHCP servers on each network, the scope ID of the two
networks should be identical. If they are not identical, the last adapter card {o be
configured will write its scope 1D to the Registry, which counld resultin
unexpected behavior and a loss of connectivity to one of the networks. It is best
in this case to set the scope ID manually. Any manually configured value
overrides values provided by the DHCP server.

The network administrator should provide the correct value, if requned

To turn on static [P routing, check the Enable IP Routing option.

This option allows this computer to participate with other static routerson a

network. You should check this option if you have two or more network cards
and your network uses static routing, which also requires the addition of static
routing tables. For information about creating stafic roufing tables, sec the route
utility in Appendix A, “TCP/AP Utilities Reference.”

This option is not available if your computer has only one network adapter and
one IP address. Also, this option does not support routers running the Routing
Information Protocol (RIP),

If you want this computer to be used to resolve names based on the WINS
database, select the Enable WINS Proxy Agent option.

This option allows the computer to answer name queries for remote computers,
s0 vilier compuiers configured fur broadeast nane resoiution can benelii rom
the name resolution services provided by a WINS server.

This option is available only if you entered a value for a primary WINS server
in the TCP/P Configuration dialog box, as described in “Configuring TCP/IP”
earlier in this chapter, However, the proxy agent cannot be run on a computer
that is also a WINS server. '

Consult with the network administrator to determine whether your compter
should be configured as a WINS proxy agent, as only a few computers on cach
subnetwork should be configured for this feature.

Ak
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12, When you are done setting advanced options, choose the QK. button. When the
TCPAP Configuration dialog box reappears, choose the QK button. When the
Network Settings dialog box reappears, choose the OK button to complete
advanced TCF/IP configuration.

You must restart the computer for the changes 1o take effect.

Configuring SNMP

The SNMP service is installed when you select the SNMP Service option in the
Windows NT TCP/IP Installation Options dialog box. After the SNMP service
software is installed onl your computer, you must configure it with valid information
for SNMP to operate.

You must be logged on as a member of the Administrators group for the local
computer to configure SNMP.

The SNMP configuration information identifies communities and trap destinations.

« A community is a group of hosts to which a Windows NT computer running the
SNMP service belongs. You can specify one or more communities to which the
Windows NT computer using SNMP will send traps. The community name is
placed in the SNMP packet when the trap is sent.

‘When the SNMP service receives a request for information that does not contain
the correct community name and does not match an aceepted host name for the
service, the SNMP service can send a trap to the trap destination(s), indicating
that the request failed authentication.

« Trap destinations are the names or IP addresses of hosts to which you want the
SNMP setvice to send traps with the selected community name.

You might want to use SNMP for statistics, but might not care about identifying
comumunifies or traps. In this case, you can specify the “public” community name
when you configure the SNMP service.

» To configure the SNMP service

1. Double-click the Netwark option in Control Panel to display the Network
Settings dialog box.
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2.

h

In the Installed Network Software box, sclect SNMP Service, and then choose
the Configure button to dispiay the SNMP Service Configuration dialog box.

iP Host/Addiess or
X Address

'
| |

PR e S brha e . QAT S

To identify each community to which you want this compuier to send traps, type
the pame in the Community Names box. After typing each name, choose the
Add button to move the name to the Send Traps With Community Names list on
the left.

Typically, all hosts belong to public, which is the standard name for the common
community of all hosts. To delete an entry in the list, select it, and then choose
the Remove button,

Note Community names are case sensitive.

To specify hosts for each community you send traps to, after you have added the
community and while it is still highlighted, type the hosts in the IP Host/Address
Or IPX Address box. Then choose the Add button to move the host name or IP
address to the Trap Destination for the selected community list on the left.

You can enter 4 host name, its [P address, or its 1P°X address.
To delete an entry in the list, select it, and then choose the Remove button.

To enable additional security for the SNMP service, choose the Security button.
Continue wiih the configuration procedure, as described in the next section,
“Configuring SNMP Security.” -

To specify Agent information {comments about the user, localion, and services),
choose the Agent button, and then continue with the configuration procedure, as
described in “Configuring SNMP Agent Information” later in this chapter.

. When you have completed all procedures, choose the OK button. When the

Network Settings dialog box reappears, cheose the OK button.

The Microsoft SNMP service has been configured and is ready to start. [t is not
necessary to reboot the computer.

Petitioner Vonage Holdings Corp. ef al. - Exhibit 1008 - Page 207



Chapfer 11  Installing and Configuring Microsoft TCPIIP and SNMP 183

Configuring SNMP Security

SNMP security allows you to specify the communities and hosts a computer will
accept requests from, and to specify whether to send an authentication trap when an
unauthorized commusiity or host requests information.

’ #  To configure SNMP security

1. Double-click the Network option i Control Panel to display the Network
Settings dialog box.

2. Inthe Installed Network Software list box, select SNMP Service, and then
choose the Configure button. .

3. Inthe SNMP Service Configuration dialog box, choose the Security button.

Send Authentication Trap

[ Accepted Community Names

mable § .
T

. Eommunity Name

—

O Agcept SNMP Packets from Any Host
—® Only Accept SNMP Packets fiom These Hosts:

P HustlAdd-less ar
X Address:

H1.301.41.13 ]

4. If you want to send a trap for failed authentications, select the Send
Authentication Trap check box in the SNMP Security Configuration dialog box.

5. In the Community Name box, type the community names in which you will
accept requests. Choose the Add button after typing each name to move the
pame (o the Accepted Community Names list on the left.

A host must belong to a community that appears on this list for the SNMP
service to accept requests from that host. Typically, all hosts belong to public,
which is the standard name for the common community of all hosts. To delete an
entry in the list, select it, and then choose the Remove button.

LY
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6.

7.

Select an option to specify whether to accept SNMP packets from any host or
from only specified hosts.

« If the Accept SNMP Packets From Any Host option is selected, no SNMP
packets are rejected on the basis of source host ID. The list of hosts under
Only Accept SNMP Packets From These Hosts has no cffect.

« H the Only Accept SNMP Packets From These Hosts option is selected,
SNMP packets will be accepted only from the hosts listed. In the IP
Host/Address Or IPX Address box, type the host names, IP addresses, or
IPX addresses of the hosts from which you will accept requests. Then choose

the Add button to move the hagt namea nr IP addresgs to the list box on the lefy
S AFLLANS P AR WAAdwax o S

dinr £k L ) diau YD LU LURFO L L LD WA Gl LI URRA UL vaate

To delete an entry in the Iist, select i€, and ther choose the Remove button.
Choose the OK button.
The SNMP Service Configuration dialog box reappears.

To specify Agent information (comments about the user, location, and services),
choose the Agent button. Continue with the configuration procedure, as
described in the next section.

After you complete all procedures, choose the OK button. When the Network
Settings dialog box reappears, choose the OK button.

The Microsoft SNMP service and SNMP security have been configured and are
ready to start. You do not need to reboot the computer.

Configuring SNMP Agent Information

SNMP agent information allows you to specify comments about the user and the
physical location of the computer and to indicate the types of service to report. The
types of service that can be reported are based on the computer’s configuration.

»  To confignre SNMP agent information -

1.

Double-click the Network option in Control Panel to display the Network
Settings dialog box.

In the Installed Network Software list box, select SNMP Service, and then
choose the Configure button to display the SNMP Service Configuration dialog
hox.
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3. Choose the Agent button to display the SNMP Agent dialog box.

LContact: lEmest Aydelotte J

Location: |Bk|g. f.room 823 I

4

H

g .

5 Service
g {3 Physical [] Datalink ¢ Subnetwork

] intemet . B4 End-to-End

4. In the Contact box and Location box, type the computer user’s name and the
computer’s physical location.

These comments are used as text only. They cannot include embedded control
characters.

5. Inthe Service group box, select all options that indicate network capabilitics
provided by your Windows NT computer.

SNMP must have this information to manage the enabled services.

If you have installed additional TCP/IP services, such as a bridge or rouler, you
should consult REC 1213 for additional information.

Table 11.3 SNMP Service Options

Option Description

Physical Select this option if this Windows NT computer manages any
physical TCP/IP device, such as a repeater.

Datalink/Subnetwork Select this option if this Windows NT computer manages a
TCP/AP subnetwork or datalink, such as a bridge.

Internet Select this option if this Windows NT computer acts as an IP
gateway.

End-fo-Bnd Select this option if this Windows NT computer acts as an IP
host. This option should be selected for all Windows NT
instailations.

Applications Select this option if this Windows NT compuler includes any

applicalions that use TCP/IP, such as electronic mail. This
option should be selected for all Windows NT instaliations,
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6. Choose the QK. button,

7. When the SNMP Service Cenfiguration dialog box reappears, choose the OK
button. When the Network Settings dialog hox reappeass, choose the OK button.
SNMP is now ready to on

. You do not need 1o res

Removing TCP/IP Components

If you want to remove the TCP/IP protocol or any of the services installed on a
computer, use the Network option in Control Panel to remove it.

When vou remove network software, Windows NT warns you that the action
permanently removes that component. You cannot reinstall a component that has
been removed until after you restart the computer.

+» Toremove any TCP/IP component

1. Double-click the Network option in Control Panel to display the Network
Settings dialog box.

2. In the Installed Network Software list, select the component that you want {0
fenove.

3. Choose the Remove button to permanently remove the component.

C@nfagurmg RAS for Use with TCP/IP
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Windows NT users who install Remote Access Service (RAS) for remote
networking maintain all the benefits of TCPAP networking, including access to the
WINS and DNS capabilities of Microsoft TCP/AP. RAS clients can be configured
to use Point to Point Protocol (PPP) or Serial Line Internet Protocol (SLIP) to allow
TCP/IP dial-up support for existing TCP/IP internetworks and the Interoet. When
PPP is configured on & Windows NT Remote Access server, it can function as a
router for RAS clients. SLIP client software is provided to support older
implementations; it does not support multiple protocols.

As with all network services, vou install RAS by using the Network option in
Control Panel. During RAS instaliation and configuration, you can specify the
network protocol seitings to use for RAS connections, which also enables you to
specify TCPAP configuration settings. When the network administrator installs a
Microsoft RAS server, IP addresses are reserved for use by RAS clients.
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Users with RAS client computers can use the Remote Access program to enter

and maintain names and telephone numbers of remote networks. RAS clients can
connect to and disconnect from these networks through the Remote Access
program. You can also use the Remeote Access Phone Book application to select the
network protocols to use for a specific Phone Book entry. If TCP/IP is installed, the
Phone Book automatically selects TCP/IP over PPP as the protocol.

If a RAS client computer has a serial COM poxt, you can use the Remote Access
Phone Book application to configure SLIP for use with a selected Phone Book
entry. If you configure a RAS client computer to use the SLIP option, when you dial
in for a connection to the selected Phone Book entry, the Terminal screen appears,
and you can begin an interactive session with a SLIP server. When you use SLIP,
Remote Access Phone Book bypasses user authentication. You wiii not be asked for
a username and password.

For complete information about seiting up RAS servers and clients and using RAS
with Windows NT, see Windows NT Server Remote Access Service.
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CHAPTER

Networking Concepts for TCP/IP

12

This chapter describes how TCP/IP fits in the Windows NT network architecture
and explains the various components of the Internet Protocol suite and IP
addressing. As part of the discussion on name resolution in Windows-based
networking, this chapter also describes NetBIOS over TCP/IP (NBT) and Domain
Name System (DNS). For additional information about these topics, see the books
listed in the “Welcome™ section of this manual,

This chapter also provides conceptual information about two key features for
Microsoft TCP/IP: Dynamic Host Configuration Protocel (DHCP) and Windows -
Internet Name Service (WINS).

The following topics appear in this chapter:

»

TCP/IP and Windows NT networking

Internet protocol suite

1P addressing

Name resolution for Windows-based networking
SNMP
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TCP/IP and Windows NT Networking

The architecture of the Microsoft Windows NT operaling system with integrated
networking is protocol-independent. This architecture, illustrated in the following
figure, provides Windows NT file, print, and other services over any network
protocol that uses exports from the TDI interface. The protocols package network
requests for applications in their respective formats, and then send the requests to
the appropriate network adapter via the network device interface specification
(NDIS) interface. The NDIS specification allows multiple network protocels to
reside over a wide variety of network adapiers and media types.

SNMP RPC
Windows Windows Sockets
NetBIOS Applications Applications
Windows Sockets
NetBIO_S Interface - Interface
S e MetBIOSoverTCPIP -~~~ -~~~ ~~— =~~~ ==~
Transport Device

interface

Standard
TCPAP
Modules

letp

Network Driver ‘
Interface NDIS Drivers, SLIF, PPP

Physical Network Layer
Tigure 123 Architectural Model of Windows NT with TCP/IP

Under the Windows NT transport-independent architecture, TCP/IP is a protocol
family that can be used to offer Windows-based networking capabilities. The
TCP/IP protocol gives Windows NT, Windows for Workgroups, and L.AN
Manager computers transparent access t¢ cach other and allows commanication
with non-Microsoft systems in the enterprise network.
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Internet Protocol Suite

TCPAP refers to the Internet suite of protocols. It includes a set of standards
that specify how computers communicate and gives conventions for connecting
networks and routing traffic through the connections.

The Internet protocols are a result of a Defense Advanced Research Projects
Agency (DARPA) research project on network interconnection in the late 1970s. It
was mandated on all United States defense long-haul networks in 1983 but was not
widely accepted until it was integrated with 4.2 Berkeley Software Distribution
(BSD) UNIX. The popularity of TCP/IP is based on the following features:

« Robust client-server framework. TCP/P is an excellent client-server
application platform, especially in wide area network (WAN) environments.

« Information sharing. Thousands of academic, military, scientific, and
commercial organizations share data, electronic mail, and services on the
Internet using TCP/IP.

«  General availability. Implementations of TCP/IP are available on nearly every
popular computer operating system. Source code is widely available for many
implementations. Yendors for bridges, routers, and network analyzers all offer
support for the TCP/IP protocol suite within their products.

The following discussion introduces the components of the IP protocol suite. Some
knowledge of the architecture and interaction between TCP/IP components is useful
for both administrators and users, but most of the details discussed here are
transparent when you are actually using TCP/IP.

Transmission Control Protocol and internet Protocoi

Transmission Control Protoco} (TCP) and Internet Protocol (IP) are only two
members of the IP protocol suite. IP is a protocol that provides packet delivery for
all ather protocols within the TCP/AP family. IP provides a best-effort,
connectionless delivery system for computer data. That is, TP packets are not
guaranteed to arrive af their destination, nor are they guaranteed to be received in
the sequence in which they were sent. The protocol’s checksum feature confirms
only the IP header’s integrity. Thus, responsibility for the data contained within the
IP packet (and the sequencing) is assured oaly by using higher-level protocols.
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Perhaps the most common higher-level IP protocol is TCP. TCP supplies a reliable,
connection-based protocol over (or encapsulated within) IP. TCP guarantees the
delivery of packets, ensures proper sequencing of the data, and provides a checksum
feature that validates both the packel header and its data for accuracy. In the event
that the network either corrupts or loses a TCP/LP packet during transmission, TCP
is responsible for retransmitting the faulty packet. This reliability makes TCP/IP the
protocol of choice for session-based data transmission, client-server applications,
and critical services, such as electronic mail.

This reliability has a price. TCP headers require the use of additional bits to provide
proper auquuﬁClﬁg of i 'lﬁin.maU.Uu, agwellasa nuauddt\'hj' checksum (o ensuic
reliability of both the TCP header and the packet data. T'o guarantec successful data
delivery, the protocol also requires the recipient to acknowledge saccessful receipt
of data.

Such acknowledgments (or ACKs) generate additional network traffic, diminishing
the Ievel of data throughput in favor of reliability. To reduce the impact on
performance, most hosts send an acknowledgment for every other segment or when
an ACK timeout expires.

User uatagram Proiocoi
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If reliability is not essent1a1 User Datagram Protocol (UDP), a TCP complement,
offers a connectionfess datagram service that guaranices neither delivery nor
correct sequencing of delivered packets (much like IP). Higher-level protocols or
applications might provide reliability mechanisms in addition to UDP/IP. UDP data
checksuns are optional, providing a way to exchange data over highly reliable
networks without unnecessarily consuming network resources or processing {ime,
When UDP checksums are used, they validate the integrity of both the header and
data. ACKs are also not enforced by the UDP protocol; this is left to higher-levei
protocols.

UDP also offers one-lo-many service capahilities, because it can be either
broadcast or multicast.
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Address Resolution Protocol and Internet Control Message
Protocol

Two other protocols in the IP svite perform important functions, although these are
not directly related to the transport of data: Address Resolution Protocol (ARP) and
Internet Control Message Protocol (JCMP). ARP and ICMP are maintcnance
protocols that support the IP framework and arc usually invisible to vsers and
applications.

IP packets contain both source dnd destination 1P addresses, but the hardware
address of the destination computer system must also be known. IP acquires a
system’s hardware address by broadcasting a special inquiry packet {an ARE
request packef) containing the IP address of the system with which it is attempting
to communicate. All of the ARP-enabled nodes on the local IP network detect these
broadcasts, and the system that owns the IP address in question replies by sending
its hardware address to the requesting computer system in an ARD reply packet.
The hardware/IP address mapping is then stored in the requesting system’s ARP
cache for subsequent use. Because the ARP reply can also be broadcast to the
network, it is likely that other nodes on the network can use this information to
update their own ARP caches. (You can use the arp utility to view the ARP tables.)

ICMP allows two nodes on an IP network to shate IP status and error information.
This information can be used by higher-level protocols to recover from transmission
problems or by network administrators to detect network trouble. Although ICMP
packets are encapsulated within IP packets, they are not considered to be a higher-
level protocol (ECMP is required in every TCP/IP implementation). The ping utility
makes use of the ICMP echo request and echo reply packets to determine whether
a particular IP node (computer systemn) on a network is functional. For this reason,
the ping utility is nseful for diagnosing IP network or gateway failures.

IP Addressing

A host is any device attached to the network that uses TCP/IP. To receive and
deliver packets successfully between hosts, TCP/IP relies on three values, that the
user provides: IP address, subnet mask, and default gateway.

The network administrator provides each of these values for configuring TCP/IP on
a computer. Windows NT users on networks with DHCP servers can take
advantage of automatic system configuration and do not need to manually configure
TCP/IP parameters. This section provides details about IP addresses, subnet masks,
and IP gateways.
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iP Addresses

Every host interface, or node, on a TCP/IP network is identified by a unique IP
address. This address is used to identify a host on a network; if also specifies
routing informaiion in an intereiworl. The /7 address identifies a computer as 2
32-bit address that is unique across a TCP/IP network. An address is usually
represented in dotted-decimal notation, which depicts each octet (eight bits, or one
byte) of an [P address as its decimal value and separates cach octet with a period.
An IP address looks like this:

102 .54,94.97

Important Because IP addresses identify nodes on an interconnected network, each
host on the internetwork must be assigned a unique IP address, valid for its
particular network.

Network ID and Host ID

Although an IP address is a single value, it containg two pieces of information: the
network D and the host (or system) ID for your computer.

« The network ID identifies a group of computers and other devices that are all
located on the same logical network, which are separated or interconnected by
routers. In internetworks (networks formed by a collection of local area
networks), there is a unigue network ID for each network.

«» The host ID identifies your computer within a particular network ID. (A host is
any device that is attached to the network and uses TCP/IP.)

Networks that connect to the public Intemet must obtain an official network I
from the InterNIC to guarantec IP network ID uniqueness. The InterNIC can be
contacted via electronic mail at info@internic.net (for the United States,
1-R00—£44-47345 or, for Canada and overseag, 610-455-4600%. Intarnet
registration requests can be sent to hostmaster@internic.net. You can also use FTP
to connect to is.internic.net, then log in as anonymous, and then change to the
[INFOSOURCE/FAQ directory.
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After receiving a network ID, the local network administrator must assign unique
host IDs for computers within the local network. Although private networks not
connected to the Internet can choose to use their own nctwork identifier, obtaining a
valid network 1D from InterNIC allows a private network to connect to the Internet
in the future without reassigning addresses.

The Internet community has defined address classes to accommodate networks of

. varying sizes. Each network class can be discerned from the first octet of its IP
address. The following table summarizes the relationship between the first octet of
a given address and its network ID and host ID fields. It also identifies the total
number of network IDs and host IDs for each address class that participates in the
Internet addressing scheme. This sample uses w.x.y.z to designate the bytes of the
IP address.

Table 12.1 IP Address Classes

Available Available

Class w valuesi?  Network ID  Host ID networls hosts per net
A 1126 W XY.Z 126 16,777,214
B 128-191 w.X V. 16,384 65,534
C 192-223 WY Z 2,097,151 : 254

I Inclusive range for the first octet in the TP address.

2 The address 127 is reserved for loopback testing and interprocess communicaticn on the local
computer; it is not a valid network address. Addresses 224 and above ate reserved for special
profocols (leP muiticast and others), and cannot be used as host addresses.

A network host uses the network ID and host ID to determine which packets it
should receive or ignore and (o determine the scope of its transmissions (only nodes
with the same network ID accept each other’s IP-level broadcasts).

Because the sender’s IP address is included in every outgoing IP packet, it is useful

for the recetving computer system to derive the originating network ID and host ID
from the IP address field. This task is done by using ';ubnet rnasks as described in
the following section.
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Subnet Masks

Subnet masks are 32-bit values that allow the recipient of [P packets to distinguish
the network D portion of the IP addsess from the host ID. Like an 1P address, the
value of a subnot mask is frequeintly represenied in doited-decinal notation. Subnet
masks are determined by assigning 1’s to bits that belong to the network 1D and {'s
to the bits that belong to the host ID. Once the bits are in place, the 32-bit value is
converted to dotted-decimal notation, as shown in the following table.

Table 12.2  Default Subnet Masks for Standérd IP Address Classes

Address class Bits for subnet mask Subnet mask
Class / 11111111 06000000 00000000 GLO00C00 255000
Class B 13111311 111711111 00G000OG 00000000 235.255.0.0
Class C 11111111 311111121 11111111 09G0000G 255.255.255.0

The result enables TCP/IP to determine the host and network IDs of the local
computer. For example, when the IP address is 102.54.94.97 and the subnet mask is
255.255.0.0, the network 1D 1s 102.54 and the host 1D is 94.97,

Although configuring a host with a subnet mask might seem redundant after
examining the previous tables (since the class of a host is easily determined}), subnet
masks are also used {o further segment an assigned network ID among several local
networks,

For example, suppose a network is assigned the Class-B network address 144.100.
This is one of over 16,000 Class-B addresses capable of serving more than 65,000
nodes, However, the worldwide corporate network to which this ID is assigned is
composed of 12 international LANs with 75 to 100 nodes each. Instead of applying
for 11 more network IDs, it is better to use subnetting to make more effective use of
the assigned ID 144.100. The third octet of the IP address can be used as a subnet
1D, to define the subnet mask 255.255.255.0. This arrangement splits the Class-B
address into 254 subnets: 144.100.1 through 144,160,254, each of which can have
254 nodes. (Host IDs 0 and 255 should not be assigned to a computer; they are used
as broadcast addresses, which are typically recognized by all computers.) Any 12
of these network addresses could be assigned to the intermational LANSs in this
example. Within each LAN, each computer is assigned a unique host 1D, and they
all have the subnet mask 255.255.255.0. ‘
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The preceding example demonstrates a simple (and common) subnet scheme for
Class-B addresses. Sometimes it is necessary to segment only portions of an octet,
using only a few bits to specify subnet IIDs (such as when subnets exceed 256
nodes). Each user should check with the local network administrator to determine
the netwaork’s subnet policy and the correct subnet mask. For all systems on the
local network, the subnet mask must be the same for that network ID.

Important Al computers on a logical network must use the same subnet mask and
network 1D; otherwise, addressing and routing problems can occur,

Routing and IP Gateways

TCP/P networks are connected by gateways (or routers), which have knowledge of
the networks connected in the internetwork. Although each IP host can maintain
static routes for specific destinations, usually the default gateway is used to find
remote destinations. (The default gateway is needed only for computers that are
part of an internetwork.)

When IP prepares to send a packet, it inserts the local (source) IP address and the
destination address of the packet in the TP header and checks whether the network
1D of the destination matches the network ID of the source. If they match, the
packet is sent directly to the destination computer on the local network. If the
network IDs do not maich, the routing table is examined for static routes. If none
are found, the packet is forwarded to the default gateway for delivery.

The default gateway is a computer connected to the focal submet and other networks
that has knowledge of the network IDs for other networks in the internetwork and
how to reach them. Because the default gateway knows the network IDs of the other
networks in the internetwork, it can forward the packet to other gateways until the
packet is eventually delivered to a gateway connected to the specified destination.
This process is known as routing.
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Network B
IP router —
To other
networks
Network A
P rm IP router
~ ™~
e Network C

Other
networks

Figure 12.2 Internetwork Routing Through Gateways

On networks that are not part of an internetworl, IP galeways are not required. If a
network is part of an internetwork and a systemn does not specify a default gateway
(or if the gateway computer is not operating properly?, only communication beyond
the local subnet is impaired. Users can add static routes by using the route utility to
specifly a route for a particular system. Static routes always override the use of
default gateways.

It the default gateway becomes unavailable, the computer cannot communicate
outside its own subnet. Multiple default gateways can be assigned to prevent

such a problem. When a computer is configured with mu!tiplc default gateways,
retransmission pi”ublyum result in the systert u]1115 the other routers in the
configuration to ensure internetworking communications capabilities. To configure
multiple default gateways in Windows NT, you must provide an 1P address for each
gateway in the Advanced Microsoft TCP/AP Configuration dialog box, as described

in Chapter 11, “Installing and Configuring Microsoft TCP/IP and SNMP.”

Dynamlc Host Configuration Protocol

Assigning and maintaining IP address information can be an administrative burden
for network administrators responsible for internetwork connections. Contributing
to this burden is the problem that many users do not have the knowledge necessary
to configure their own compuaters for internetworking and must therefore rely on
their administrators.
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The Dynamic Host Configuration Protocol (DHCP) was established to relieve this
administrative burden. DHCP provides safe, reliable, and simple TCP/IP network
configuration, ensures that address conflicts do not occur, and helps conserve the
use of IP addresses through centralized management of address allocation. DHCP
offers dynamic configuration of IP addresses for computers. The system
administrator controls how IP addresses are assigned by specifying lease durations,
which specify how long a computer can use an assigned IP address before having to
renew the lease with the DHCP server.

As an example of how maintenance tasks arc made easy with DHCP, the IP address
is released automatically for a DHCP client computer that is removed from a
subnet, and a new address for the new subnet is automatically assigned when that
computer reconnects on another subnet. Neither the user nor the network
administrator needs to intervene to supply new configuration information, This is a
most significant feature for mobile computer users with portables that are docked at
different computers, or for computers that are moved to different offices frequently.

The DHCP client and server services for Windows NT are implemented under
Requests for Comments (RFCs) 1533, 1534, 1541, and 1542.

The following illustration shows an example of a DHCP server providing
configuration information on two subnets. If, for example, ClientC is moved to
Subnet 1, the DHCP server automatically supplies new TCP/IP configuration
information the next time that ClientC is started.

DHCP serverl

Router
{with BOOTP forwarding enabled)

Figure 12.3 DHCP Clients and Servers on a Routed Network
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DHCP uses a clieni-server model and is based on Jeases for 1P addresses. During
system startup (the initinlizing state), a DHCP client computer sends a discover
message that is broadcast to the local network and might be relayed to all DHCP
servers on the private internetwork. Each DHCP server that receives the discover
message responds with an offer message containing an I¥ address and valid
configuration information for the client that sent the request.

The DHCP client collects the configuration offerings from the servers and enters
a selecting state. When the client enters the reguesting state, it chooses one of the
configurations and sends a request message that identifies the DHCP server for the

selected configuration.

The selected DHCE server sends a DHCP acknowledpment message that contains
the address first sent during the discovery stage, plus a valid lease for the address
and the TCP/IP network configuration parameters for the client. After the client
receives the acknowledgment, it enters a bound state and can now participate on the
TCPAP network and complete its system startup. Client computers that have local
storage save the received address for use during subsequent system startup. As the
lease approaches its expiration date, it attempis to renew its lcase with the DHCP
server, and 1s assigned a new address if the current IP address lease cannot be
renewed.

discover f Initializing 4\ Lease expires
offer C Seiecfing '

request

Rehi.l_tding :
A Lease approaches
; expiration (87.5%)

-
Henewing

acknowledgment k& Bound «,—j

R R SR SO T

acknowledgment

=
Tt
£t
o
T
i
<
=t
e

% { gase approaches
expiration {50%)

Figure 124 DHCP Client State Transition During System Startup

In Windows NT Server, the network administrator uses DHCP Manager to define
local policies for address allocation, leases, and other options. For information
about using this tool, see Chapter 13, “Installing and Configuring DHCP Seivers.”
For information about the steps for setting up TCP/IP using DHCP, see .
“Configuring TCP/P” in Chapter 11, “Installing and Configuring Microsoft
TCP/IP and SNMP.” For information about setting up DHCP relaying, see the
documentation for your router.

Petitioner Vonage Holdings Cerp. et al. - Exhibit 1008 - Page 225



Chapter 12 Networking Concepts for TCPAP 201

Name Resolution for Windows-Based Networking

Configuring Windows NT with TCP/IP requires the TP address and computer name,
which are unique identifiers for the computer on the network. The IP address, as
described carlier in this chapter, is the unique address by which all other TCP/IP
devices on the internetwork recognize that computer, For TCP/IP and the Internet,
the computer name is the globally known system name plus a DNS domain name.
(On the local network, the computer naime is the NetBIOS name that was defined
during Windows NT Setup.)

Computers use IP addresses to identify each other, but users usually find it easier to
waork with computer names. A mechanism must be available on a TCP/IP network
to resolve computer names to IP addresses. To ensure that both computer name and
address are unique, the Windows NT computer using TCP/IP registers its name and
IP address on the network during system startup. A Windows NT computer can use
one or more of the following methods to ensure accurate name resolution in TCP/IP
internetworks:

»  Windows Internet Name Service

Windows NT computers can use WINS if one or more WINS servers are
available that contain a dynamic database mapping computer names to IP
addresses. WINS can be used in conjunction with broadcast name resolution
for an infernetwork where other name resolution methods are inadequate. As
described in the following section, WINS is a NetBIOS over TCP/IP (NBT)
mede of operation defined in RFC 1001/1002 as p-node.

» Broadcast name resolution

Windows NT computers can also use broadcast name resolution, which is a
NetBIOS over TCP/IP mode of operation defined in RFC 1001/1002 as b-node,
This method relies on a computer making IP-level broadcasts to register its
name by announcing it on the network. Each computer in the broadcast area is
responsible for challenging attempts to register a duplicate name and for
responding to name queries for its registered name.

« DNS name resolution

The Domain Name System (DNS) provides a way to look up name mappings
when connecting a computer to foreign hosts using NetBIOS over TCP/IP or
Windows Sockets applications, such as FTP. DNS is a distributed database
designed to relieve the traffic problems that arose with the exploding growth of
the Internet in the carly 1980s,
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= An LMBOSTS file to specify the NetBIOS computer name and IP address
mappings, or a HOSTS file to specify the DINS name and IP address

On a local computer, the IHOSTS file (used by Windows Sockets applications to
find TCP/IP host names) and LMHOSTS file (used by NetBIOS over TCP/IP to
find Microsoft networking computer names) can be used to list known 1P
addresses mapped with corresponding computer names. The LMHOSTS file is
still used for name resolution in Windows NT for small-scale networks or
remote subnets where WINS is not available.

This section provides details about name resclution in Windows NT after first
AT

presciting some background information about the modes of NetBIOS over TCPR/P
that can be used in Microsoft networks.

NetBIOS over TCP/IP and Name Resolution

NetBIOS over TCP/IP (NBT) is the session-layer network service that performs
name-to-IP address mapping for name resolution, This section describes the modes
of NBT, as defined in RFCs 1001 apnd 1002 to specify how NetBIOS should be
implemented over TCP/IP. C

The modes of NBT define how network resources are identified and accessed. The
two most important aspects of the related naming activities are registration and
resolution. Registration is the process used 1o acquire a unique name for each node
{computer sysiem} on the network. A computer typically registers itself when it
starts. Resolution is the process used to determine the specific address for a
computer name.

The NBT modes include the following:

= b-node, which uses broadcasts to resolve names

»  p-node, which (ses point-to-point commmunications with a name server to resolve
DAITES

« m-node, which uses b-node first (broadcasts), and then p-node (name queries) if
the broadcast fails to resolve a name

»  h-node, which uses p-node first for name queries, and then b-node if the name
service is unavailable or if the name is not registered in the WINS database

If WINS servers are specified by either a DHCP server or the TCP/IP configuration
gpecified in the Network option of Control Pancl, Windows NT 3.5 defaults to
h-node. Otherwize, the default node type is b-node, unless another node type has
been set as an option by the DHCP server.
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For DHCP users on a2 Windows NT network, the node type is assigned by the
DHCEP server. A DHCP client computer can have only one NetBIOS node type, no
matter how many adapter cards it has. On a rmultihomed compater with access to
more than one network, the node type must be the same on hoth networks. When
WINS servers are in place on the network, NBT resolves names on a client
compuier by cornmunicating with the WINS server. If you want to configure a
multihomed computer with some network adapter cards using b-node and some
using h-node, configure WINS server addresses for the adapter cards that are to run
in h-mode. The presence of a WINS address on an adapter card effectively
overrides the b-node setting.

When WINS servers are not in place, NB'T uses b-node broadcasts to resolve
names. NBT in Windows NT can also use LMHOSTS files and DNS for name
resolution, depending on how TCPAP is configured on a particular computer. In
Windows NT 3.5, the NETBT.SYS module provides the NBT functionality that
supports name registration and resolution modes.

Windows NT version 3.5 supports all of the NBT modes described in the following
sections. NBT is also used with the LAN Manager 2.x Server message protocol.

B-Node

The b-node mode uses broadcasts for name registration and resolution. That is, if
NT_PC1 wants to communicate with NT _PC2, it broadcasts to all machines that it
is looking for NT_PC2, and then it waits a specified time for NT_PC2 to respond.
B-node has two major problems:

« Inalarge environment, it loads the network with broadcasts.

= Routers do not forward broadcasts, so computers that are on opposite sides of a
router never hear the requests.

P-Node

The p-node mode addresses the issues that b-node does not solve. In a p-node
environment, computers neither create nor respond to broadcasts. All computers
register themsclves with the WINS server, which is a NetBIOS Name Server
(NBNS) with enhancements. The WINS server is responsible for knowing
computer names and addresses and for ensuring no duplicate names exist on the
network. All computers must be configured to know the address of the WINS
server.

In this environment, when NT_PC1 warnts to communicate with NT_PC2, it queries
the WINS server for the address of NT_PC2. When NT_PC1 gets the appropriate
address from the WINS server, it goes directly to NT_PC2 without broadcasting.
Because the name querics go directly to the WINS server, p-node avoids loading
the network with broadeasts. Because broadcasts are not used and because the
address is received directly, computers can span routers.
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The most significant problems with p-node are the following:

»  All computers must be configured to know the address of the WINS server
(although this is typically configured via DHCP}

= If for any reason the WINS server is down, computers that rely on the WINS
server to resolve addresses cannot get to any other systems on the network, even
it they are on the local network

M-Node

The m-node mode was created primarily to solve the problems associated with
b-node and p-node. This mode uses a combination of b-node and p-node. in an
m-hode environment, a computer first attempts registration and resclution using
b-node. If that is successful, it then switches to the p-node. Because this uses
b-node first, it does not solve the problem of generating broadcast traffic on the
network. However, m-node can cross routers. Also, because b-node is always tried
first, computers on the same side of a router continue to operate as usual if the
WINS server is down.

M-node uses broadcasts for performance optimization, because in most
environments local resources are used more frequently than remote resources. Also,
in a Windows NT network, m-node can cause problems with NetlLogon in routed
environments.

H-Node

The h-node mode, which is currenily in RFC draft form, is also a combination of
b-node and p-node that uses broadcasts as a last effort. Because p-node is used first,
no broadcasts are generated if the WINS server is running, and computers can span
routers. If the WINS server is down, b-node is used, so computers on the same side
of a router continue to operate as usual.

The h-node mode does more than change the order for using b-nide and p-node. If
the WINS sciver is down so that local broadcasts (b-node) st be useq, ilie
computer continues to poll the WINS server. As soon as the WINS server can be
reached again, the system switches back to p-node. Also, optionally on a Windows
network, h-node can be configured to use the LMHOSTS file after broadcast name

resolution fails.

The h-node mode sclves the most significant problems associated with broadcasts
and operating in a routed environment. For Microsoft TCP/IP users who configure
TCP/AP manually, h-node is used by default, unless the user does not specify
addresses for WINS servers when configuring TCP/TP.
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B-Node with LMHOSTS and Combinations

Another variation is also used in Microsoft networks to span routers without a
WINS server and p-node mede. In this mode, b-node uses a list of computers and
addresses stored in an LMHOSTS file. If a b-node attempt fails, the system looks in
LMHOSTS to find a name and then uses the associated address to cross the router.
However, each computer must have this list, which creates an administrative burden
in maintaining and distributing the list. Both Windows for Workgroups 3.11 and
1.AN Manager 2.x used such a modified b-node system. Windows NT uses this
method if WINS servers are not used on the network. In Windows NT, some
extensions have been added to this file to make it easier to manage (as described in
Chapter 15, “Setting Up LMHOSTS™), but modified b-node is not an ideal solation,

Some sites might need to use both b-node and p-node modes at the same site.
Although this configuration can work, administrators must exercise extreme

caution in doing so, using it only for transition situations. Because p-node hosts
disregard broadcasts and b-niode hosts rely on broadceasts for name resolution, the
two hosts can potentially be configured with the same NetBIOS name, leading to
unpredictable results. Notice that if a computer configured to use b-node has a static
mapping in the WINS database, a computer configured to use p-node cannot use the
same computer name.

Windows NT computers can also be configured as WINS proxy agents to help the
transition to using WINS. For more details, see the next section.

Windows Internet Name Service and Broadcast Name Resolution

WINS provides a distributed database for registering and querying dynamic
computer name-to-IP address mappings in a routed network environment. If you are
administering a routed network, WINS is your best first choice for name resolution,
because it is designed to solve the problems that occur with name resolution in
complex mternetworks.

WINS reduces the use of local broadcasts for name resolution and allows users to
easily locate systems on remote networks. Furthermore, when dynamic addressing
through DHCP results in new IP addresses for computers that move between
subnets, the changes are automatically updated in the WINS database. Neither the
useq nor the network administrator needs to make manual accommodations for name
resolution in such a case.
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The WINS protocol is based on and is compatible with the protocols defined for
NBNS in RFCs 1001/1002, so it is interoperable with any other implementations of
these RFCs.

This section provides an overview of how WINS and name query broadcasts

provide name resolution on Windows networks. For information about setting up
WINS servers, see Chapter 14, “Installing and Configuring WINS Servers.”

WINS in a Routed Environment

WINS consists of two components: the WINS server, which handles name queries
and registrations, and the client software, which queries for computer name
resclution.

Windows-based networking clients (WINS-enabled Windows NT or Windows for
Workgroups 3.11 computers) can use WINS directly. Non-WINS computers on the
internetwork that are b-node compatible as described in RFCs 1001 and 1002 can
access WINS through proxies, which are WINS-enabled compuiers that listen to
name query broadcasts and then respond for names that are not on the local subnet
or are p-node computers,

il w77 il 1N L Il YV RRLIL, oG Lall ULU VY o UL Ly diviid

allow browsing without WINS, the network administrator must ensure that the
users’ primary domain has Windows NT Server or Windows NT Workstation
computers on both sides of the router to act as master browsers. These computers
need correctly configured LMHOSTS files with entries for the domain controllers
acrass the subnet,

{Inn ‘}ftndn“yo nT network, ngers can hrawega hv;nsparel-\ﬂn ACr0ss routers. TG

With WINS, such strategies are not necessary because the WINS servers and
proxies iransparently provide the support necessary for browsing across rotters
where domains span the routers. '

The following figure shows a small internetwork, with three local area networks
connected by a router, Two of the subnets include WINS name servers, which can
be used by clients on both subnets. WINS-enabled computers, including proxies,
access the WINS server directly, and the computers using broadeasts access the
WINS server through proxies. Proxies only pass name query packets and verify
that registrations do not duplicate existing systems in the WINS database. Proxics,
however, do not register b-node systems in the WINS database.
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Non-WiNS enabled

WINS proxy

WINS server

Database
eplic_a!ig)n
WINS enabled % :
. ¥

WINS proxy

Figure 12.5  Example of an Internetwork with WINS Servers

The proxy communicates with the WINS server to resolve names (rather than
maintaining its own database) and then caches the names for a certain time. The
proxy serves as an infermediary, by either communicating with the WINS server or
supplying a name-to-IP address mapping from its cache. The following illustration
shows the refationships among WINS servers and clients, including proxies for non-
WINS computers and the replication between WINS servers.

WINS servert

CientA (WINS)
Query WINS, then broadcast query

WINS database
.. feplication WINS server2

lientB {non-WINS)

Broadcast

Figure 12.6 Example of Clients and Servers Using WINS
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In the above figure, ClientA can resolve names by first querying the WINS server
and, if that fails, then using broadcast name queries. ClientB, which is not WINS-
cnabled, can only resolve names using broadcast name queries, but when ClientC
receives the broadcast, it forwards the request fo the WINS server and returns the
address to ClientB.

However, a complex environment presents additional problems. For example, an
internetwork might consist of two subnets, with all the computers belonging to
DomainA attached to Subnetl, ail the computers in DomainB attached to Subnet?,
and computers from DomainC attached to either of the subnets. In this case, without
WINS, DomainA compuiers can browse Subnet, DomainB compuiers can browse
Subnet2, and DomainC computers can browse both subnets as long as the primary
domain controller for DomainC is available. With WINS, computers from all
domains can browse all subnets if their WINS servers share databases.

If the Windows NT client computer is also DICP-enabled and the administrator
specifies WINS server information as part of the DHCP options, the computer
usuatly will be autoratically configured with WINS server information. You can
manually configure WINS settings, as described in Chapter 11, “Instatling and
Configuring Microsoft TCP/IP and SNMP™:

« To enable WINS name resolution for a computer that does not use.DHCP,
specify WINS server addresses in the TCP/IP Configuration dialog box.

. To designate a proxy, check the Enable WINS Proxy Agent option in the
Advanced Microsoft TCPAP Configuration diafog box.

“With WINS servers in place on the internetwork, names are resolved using two

basic methods, depending on whether WINS resolution is available and enabled on
the particular computer, Whatever name resolution method is used, the process is
transparent to the user after the system is configured.

If WINS is not enabled The computer registers its name by broadcasting name
registration request packets to the local subnet via UDP datagrams. To find a
particular computer, the non-WINS computer broadcasts name query request
packets on the local subnet, although this broadcast cannot be passed on through IP
routers. If local name resolution fails, the local LMHQSTS file is consulted. These
processes are followed whether the computer is a network server, a workstation, or
other device.
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if WINS is enabled The computer first queries the WINS scrver, and if that does not
succeed, it broadcasts its name registration and query requests via UDP datagrams
{h-node), in the following series of steps:

1. During TCP/IP configuration, the computer’s name is registered with the WINS
server, and then the IP address of the WINS server 1s stored Jocally so the
WINS server can be found on the internetwork. The WINS database is
replicated among all WINS servers on the internetwork.

WINS server WINS datahase

Figure 12.7 Name Registration in the WINS Database

2. A name query request is sent first to the WINS server, including requests from
remote clients that are routed through an IP router. This request is a UDP
datagram. If the name is found in the WINS database, the client can establish a
session based on the address mapping received from WINS.

WINS server WINS database

11.1.0.5 Corp01
12.3.0.5 Payroli

eyl
T3

" net use Wpayrolipublic

Payroll

Figure 12.8 Processing a Name Query Request
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3. If guerying the WINS server does not succeed and if the client computer is
configured as an h-node, the computer broadcasts rame guery request packets
in the same manner as a non-WINS-enabled computer.

4. Finally, if other methods fail, ihe local LMHOSTS file is checked. This also
includes a search of any centralized LMHOSTS files referred to in #INCLUDE
statements, as described in Chapter 15, “Setting Up LMHOSTS.”

WINS servers accept and respond to UDP name queries. Any name-to-1P address
mapping registered with a WINS server can be provided reliably as a response to a
name query. However, a mapping in the database does not ensure that the related
device is currently running, only that a computer claimed the particular IP address

and it is a currently valid mapping.

WINS Name Registration

Name registration ensures that the computer’s name and IP address are unique for
each device.

1f WINS is enabled The name registration request is sent directly to the WINS
server to be added to the database. A WINS server accepts or rejects a computer
name registeation depending on the current contents of its database. If the database
contains a different address for that name, WINS challenges the current entry to
determine whether that device still claims the name. If another device is using that
name, WINS rejects the new name registration request. Otherwise, WINS accepts
the entry and adds it to its local database together with a timestamp, an incremental

unigue version number, and other information.

[f WiNS is not enabled For a non-WINS computer to register its name, a name
registraiion regitesi packet 1s broadcast to the local network, stating its computer
name and IP address. Any device on the network that previously claimed that name
challenges the name registration with a negative name registration response,
resufting in an error, If the registration request is not contested within a specific
time period, the computer adopts that name and adriress.

Once & non-WINS computer has claimed a name, it must challenge duplicate name
registration atternpts and respond positively to name queries issued on its registered
name by sending a positive name guery response. This response contains the IP
address of the computer so that the two systems can cstablish 2 session.
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WINS Name Release

When a computer finishes with a particular name (such as when the Workstation
service or Server service is stopped), it no longer challenges other regisiration
requests for the name. This is referved to as releasing a name.

if WINS is enabled Whenever a computer is shut down properly, it releases its
name fo the WINS scrver, which marks the related database entry as released. If
the entry remains released for a certain period of time, the WINS server marks it as
extinct, and the version number is updated so that the database changes will be
propagated among the WINS servers. Extinct entries remain in the database for a
designated period of time to enable the change to be propagated to all WINS
servers.

If a name is marked released at a WINS server and a new registration arrives using
that name but a different address, the WINS server can immediately give that name
to the requesting client because it knows that the old client is no longer using that
name, (This might happen, for example, when a DHCP-enabled laptop changes
subnets.) If that computer released its name during an orderly shutdown, the WINS
server does not challenge the name. If the computer restarts becanse of a system
reset, the name registration with a new address causes the WINS server to
challenge the registration, but the challenge fails and the registration will succeed,
becaunse the computer no longer has the old address.

f WINS is not enabled When a non-WINS computer releases a name, a broadcast
is made to allow any systems on the network that might have cached the name to
remove it. Upon receiving name query packets specifying the deleted name, the
computer simply ignores the request, allowing other computers on the network to
acquire the name that it has released.

For non-WINS computers to be accessible from other subnets, their names must be
added as static entries to the WINS database or in the LMHOSTS file(s) on the
remote system(s), because they will only respond to name queries that originate on
their local subnet.

Petitioner Yeonage Holdings Corp. ef al, - Exhibit 1008 - Page 236



212

Part Il{

TCRAP

WINS Name Renewal

A renewal is a timed reregistration of a computer’s name with the WINS server,
The tmestamp for an entry indicates the entry’s expiration date and time. If the
entry is owned by the local WINS server, the name is released at the time specified
unless the client has reregistered. An entry defined as static never expires. If the
enlry is owned by another WINS server, the entry is revalidated at the time
specified. If it does not exist in the database of the WINS server that owns the
entry, it is removead from the local WINS databasc. A request for name renewal is
treated the same as a new name registration,

Renewal provides registration reliability through periodic reregistering of names
with the WINS servers. The default renewal interval for entries in the WINS
database is four days. WINS clients register and refresh every two days. Because
this setting reduces network traffic and allows WINS to serve many more nodes
than before, you should not lower it. The primary and backup WINS servers should
have the same renewal interval.

iP Addressing for RAS

Petitioner Vonage Holdings Corp. et al. - Exhibit 1008 - 1

Remote Access Service (RAS) provides remote networking for telecommufers,
maobile workers, and system administrators who meonitor and manage servers at
multiple branch offices. Users with RAS on a Windows NT computer can dial in to
remotely access their networks for services such as file and printer sharing,
electronic mail, scheduling, and SQL database access.

Windows NT RAS works with IP routing for RAS servers so that RAS clients can
use TCP/IP networks. (RAS can also work with IPX routing for clients that use
NetWare networks.) Windows NT also uses the industry-standard Point to Point
Protocol (PPP) and Serial Line IP (SLIP) standards. These standards ensure that
Windows NT is interoperable with third-party remote-access server and client
software, RAS clients can use DNS and WINS for name resolution services, and it
can create TCP sessions with systems on the local network.
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Windows NT NetBEW host
{or LAN Manager)

Windows NT running IPX
{or NetWare)

" Windows NT running TCPAP
(or UNIX, VMS, and others)

Windows NT Remote Access Server
(07 third party)

NetBEUI over PPP
TCP/P over PPP
. IPX over PPP
E‘Tsdgﬁtifl- Earlier versicns of Microsoft RAS
(or third parly wits {Windows NT 3.1, LAN Manager 2.x)
PPP or SLIP)
NetBEUI over PPP
TCP/P over PPP
IPX over PPP
SLIP

Figure 12.9 Network Access with RAS in Windows NT

The RAS server provides a pool of IP addresses that are reserved for static
configuration during RAS installation. The IP addresses are automatically assigned
to RAS clients using PPP when they dial in. If the administrator sets up the RAS
server to use a static pool of addresses, all clients dialing into a particular RAS
server are assigned the same network ID as the RAS server plus unique host IDs.
"(Of course, the network administrator must also reserve that range of static
addresses on the DHCP server, if present, to make sure that those addresses are not
assigned.)

RAS clients can connect to multiple TCP/IP networks that are logically joined (but
physically separate) networks sharing the same address space. When using multiple
connections, the RAS client can still use DNS and WINS for name resolution.

For éompletc details about RAS, see the Windows NT Server Remote Access
Service manual.

¢
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Name Resolution with Host Files

11.11.31.45
11.11.11.45

For computers located on remote subnets where WINS is not used, the HOSTS and
LMHOSTS files provide mappings for names to IP addresses. This is the name
resolution method used on internetworks befure DINS and WINS were developed.
The HOSTS file can be used as a local DNS equivalent. The LMHOSTS file can
be used as a local WINS equivalent. Each of these files is also known as a host
table. Sample versions of LMHOSTS and HOSTS files are added to the
\systerrooA\SYSTEM3ZADRIVERS\ETC directory when you install Microsoft
TCP/IP. These files can be edited using any ASCII editor, such as Notepad or Edit,

which ave part of Windows NT.

Microsoft TCP/IP can be configured to search HOSTS, the local host table file, for
mappings of remote host names to IP addresses. The HOSTS file format is the same
as the format for host tables in the 4.3 Berkeley Software Distribution (BSD)
UNIX Jetc/hosts file. For example, the entry for a computer with an address of
192.102.73.6 and a host name of irey-research.com looks like this:

192.192.73.6 trey-research.com

If you want a Windows NT Server to join a domain and perform domain operations,
such as browsing or acting as a backup domain controller, when the primary
domain controfler (PDC) is on the other side of a router, you must add the
Windows NT computer and domain names to the DNS server or the local HOSTS
file, with the IP address of the PDC as the domain address. Here is & sample
HOSTS file entry:

controlier contreoller.domain controller.domain.company
domain

Where controller is the Windows N'T computer name of the PDDC and domain is the
name of the Windows NT domain (not the DNS domain).

Edit the sample HOSTS file that is created when you install TCP/P to incinde
remote host names and their 1P addresses for cach computer with which you will
communicate. This sample file also explains the syntax of the HOSTS file.

The LMHOSTS file is a local fext file that maps IP addresses to NetBIOS computer
names for Windows-rietworking computers that you will communicate with outside
of the local subnet. For exampie, the LMHOSTS table file entry for a computer
with an address of 192.45.36.5 and a coinputer name ol Financel looks like this:

192.45.36.5 financel
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The LMHOSTS file is read when WINS or broadcast name resolution fails, and
resolved entries are stored in a system cache for later access.

When the computer uses the replicator service and does not use WINS, LMHOQSTS
entries are required on import and export servers for any computers on different
subnets participating in the replication. The LMHOSTS file is also used for small-
scale networks that do not have servers, For more information about the
LMHOSTS file, see Chapter 15, “Setting Up LMHOSTS.”

Domain Name System Addressing

The Domain Name System (IDNS) is a distributed database providing a hierarchical
naming system for identifying hosts on the Tnternet. DNS was developed to solve
the problems that arose when the number of hosts on the Internet grew dramatically
in the early 1980s. The specifications for DNS are defined in RFCs 1034 and 1035,
Although DNS might seem similar to WINS, there is a major difference: DNS
requires static configuration for computer name-10- IP address mapping, while
WINS is fully dynamic and requires far less administration.

The DNS database is a tree structure called the domain name space, where each
domain (node in the tree structure) is named and can contain subdomains. The
domain name identifies the domain’s position in the database in relation fo its
parent domain, with a period (.) separating cach part of the names for the network
nodes of the DNS domam

The root of the DNS databasc is managed by the Internet Network Information
Center. The top-level domains were assigned orgdnizationally and by country.
These domain names follow the international standard ISO 3166, Two-letter and
three-letter abbreviations are used for countries, and various abbreviations are
reserved for use by organizations, as shown in the following example.

Table 12.3 Abbreviations Used in DNS Domain Names

DNS domain name abbreviation  Type of organization

com : Commercial (for example, mictosoft.com)

edu Educationzl (for example, mit.edu for Massachusetts
Institute of Technology)

gov Government (for example, nsf.gov for the National
Science Foundation)

org Noncomunercial organizations (for example,
fidonet.org for FidoNet)

net Networking organizations {for example nsf.net for
NSENET)
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Each DNS domain is administered by different organizations, which usually break
their domains into subdomains and assign administration of the subdomains to other
organizations. Each domain has a unique name, and each of the subdomains have

unique names within their domains. The label for each network domain is a name of
up o 62 characters, The Fu”—u qua fr)n’ domain nome rF«T\T\i\T\ which includes the
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names of all network domams leadmg back to the root, is unique for each host on
the Internét. A particular DNS name could be similar to the following, for a
commerciat host:

accounting.trey.com

DNS uses a client-server model, where the DNS servers contain information about
a portion of the DNS database and make this information availabie to clients, called
resolvers, that query the name server across the network. DNS name servers are
programs that store information about parts of the domain name space called zones.
The administrator for a domain sets up name servers that contain the database files
with all the resource records describing all hosts in their zones. DNS resolvers are
clients that are trying to use name servers to gain information about the domain
name Space.

Windows NT includes the DNS resolver functionality used by NetBIOS over

TCP/P and by Windows Sockets connectivity appiications such as fip and teinet to
query the name server and interpret the responses.

The key task for DNS is to present friendly names for users and then resolve those
names to IP addresses, as required by the internetwork. Name resolution is provided
through DNS by the name servers, which interpret the information in a FQDN to
find its specific address. If a local name server doesn’t contain the data requested in
a query, it sends back names and addresses of other name servers that could contain
the information. The resolver then queries the other name servers until it finds the
specific name and address it needs. This process is made faster because name
servers continuously cache the information learned about the domain name space as
the result of queties. '

All the resolver software necessary for using DNS on the Internet is installed with
Microsoft TCP/IP. To use DNS for TCP/IP name resolution, you specify options in
the DNS Configuration dialog box. For more information, see Chapter 11,
“Installing and Configuring Microsoft TCP/IP and SNMP.”

On computers with Windows NT Server 3.5, Windows NT Workstation 3.5, or
Windows for Workgroups 3.11 with Microsoft TCP/IP-32 installed, Windows
Socket applications can use elthel DNS or NetBIOS over TCP/EP for name
resolution.
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The following table compares DNS versus WINS name resclution.
Table 12.4 WINS Versus DNS Name Resolution
Name provider capabilities WINS DNS
Provides scalable naming authority for large Yes Yes
internetworks
Provides a dynamic, distributed naming authority Yes Not dynamic
for TCP/TP network names :
Supports MX records for electronic mail No Yes
Suppeorts recussion and referral for name resolution  No Yes
Provides hierarchical naming and resolution No Yes
scheme
Includes DNS name sesver No Yes
Includes DNS name resolution client Yes Yes
Provides stafic name resolution Yes (optional) Yes (only)
Queries DNS servers Yesl Yes
Provides name server in operating system Yes No
Resolves NetBIOS-compatible names Yes No
Provides a name resolution solution for large peer- Yes No
based TCP/IP networks {50,000+ systems)
Supports automatic name registration For WINS No

clients only

Supports dynamic NetBIOS name registration and ~ Yes No
resolution '
Supports managing hosts configured via DHCP Yes No
Supports easy administration, including browsing Yes No
and managing dynamic and static registrations
Centralizes management of the name database Yes No
Defines server replication partners and policies Yes No
Alieviates LMHOSTS xhanagement requirements Yes No
Reduces IP broadcast traffic in Windows-based Yes No

internetworks

1 Queries DINS servers via Windows Sockets applications or, for Windows-based networking
applications, via NetBIOS over TCP/IP (after using WINS first)

&
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SNMP

Simple Network Management Protocol (SNMP) is used by administrators io
monitor and control remote hosts and gateways on an internctwork, The

Windows NT SNMP scivice allows a Windows NT computer to be inonitored
remotely but does not include an application to monitor other SNMP systems on the
network.

Mote You must install the SNMP service to use the TCP/IP performance counters
in Performance Monitor, as described in Chapter 17, “Using Performance Monitor
with TCP/IP Services.”

SNMP is a network management protocol widely used in TCP/IP networks. These
kinds of protocols are used 1o communicate belween a management progratn run by
an administrator and the network management agent running on a host or gateway.
These protocols define the form and meaning of the messages exchanged, the
representation of names and values in the messages, and administrative
relationships among hosts being managed. SNMP defines a set of variables that the
host must keep and specifies that all operations on the gateway are side effects of
getting, putting, or setting the data variables. Because different network-
management services are used for different types of devices or for differcnt
network-management protocols, each service has its own set of objects. The entire
sct of objects that any service or protocol uses is referred to as its managerment
information base (MIB).

The Windows NT SNMP service includes MiB 11 (based on RFC 1213) and

LAN Manager MIB II plus MIBs for DHCP and WINS servers, as described in
Appendix A, “MIB Obiect Types for Windows NT.” The SNMP service allows
SNMP-based managers to perform standard SNMP commands, such as reading the
counters in the standard MIBs included with the service. Windows NT SNMP has
an extensible architecture, so it can be used to create custom functionality on a
Windows NT computer, such as starting and stopping specific services or shutting
down the system. '
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The SNMP service works with any computer running Windows NT and the TCP/IP
protocol. With the SNMP service, a Windows NT computer can report its current
status 10 an SNMP management system on a TCP/IP network. The service sends
status information to a host in the following two cases:

»  When a management system requests such information

»  When a significant event occurs on the Windows NT computer

The SNMP service can handle requests from one or more hosts, and it can afso
report nefwork-management inforimation fo one or more hosts, in discrete blocks of
data called zraps.

The SNMP service nses the unigue host names and IP addresses of devices to
recognize the host(s) to which it reports information and from which it receives
requests.

When a network manager requests information about a device on the network,
SNMP management software can be used to determine object values that represent
nietwork status. MIB objects represent various types of information about the
device. For exampie, the management station might request an object called
SvStatOpen, which would be the total number of files open on the Windows NT
computer,

The SNMP service for Windows NT supports multiple MIBs through an agent
Application Programming Interface (API) extension interface. At SNMP service
startup time, the SNMP service loads all of the extension-agent dynamic link
librartes (DLLs) that are defined in the Windows NT Registry. Two extension-
agent DLLs come with Windows NT; others rmght be developed and added by
users.
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CHAPTER 13

Installing and Configuring DHCP
Servers

A Dynamic Host Configuration Protocol (DHCP) server is a Windows NT Server
computer running Microsoft TCP/IP and the DHCP-compatible server software,
DHCP is defined in Requests for Comments (RFCs) 1533, 1534, and 1541.

This chapter describes how to install and manage servers to support DHCP in
Windows NT and also presents strategies for implementing DHCP. The following
topics are included in this chapter:

» Overview of the DHCP client-server model

« Installing DHCP servers and using DHCP Manager

«  Defining DHCP scopes

«  Configuring DHCP options

»  Administering DHCP clients

-  Managing the DHCP database files

= Troubleshooting DHCP

» Advanced configuration paramcters for DHCP

» Guidelines for setting local policies

» Planning a strategy for DHCP

important If you want to use a DHCP server to support subnetworks that span
multiple routers, you might necd a firmware upgrade for your routers, Your routers
must support RFCs 1532, 1533, and 1541,

To find out about DHCP-relay agent sﬁpport, contact your router vendor. For more
information, refer to RFC1541.TXT available via anonymous FTP from
ftp.internic.net:/rfc.
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Overview of DHCP Clients and Servers
Configuring DHCP servers for a network provides these benefits:

. inicfr - Ao e 1 + TODIAD v ntrang Foae
The adminisirator can centrally define global and subnet TCP/IP parametors 1o

the entire internetwork and define parameters for reserved clients.

«  Client computers do not require manual TCP/IP configuration. When a client
compuier moves between subnets, it is reconfigured for TCPAP automaticaily at
system startup time.

DHCP uses a cHent-server model. The netwerk administrator establishes one or
more DHCP servers that maintain TCP/IP configuration information to be provided
to clients that make requests.

The DHCP server database includes the following items:

» Valid configuration parameters for ali clients on the internetwork.

« Valid IP addresses maintained in a pool for assignment to clients, plus reserved
addresses for manual assignment.

« Duration of leases and other configuration parameters offered by the server. The
lease defines the length of time for which the assigned IP address can be used.

A Windows NT computer becomes a2 DHCP client if the Enable Automatic DHCP
Configuration option is checked in the Windows NT TCP/IP Installation Options
dialog box. When a DHCP client computer is started, it communicates with a
DHCP server to receive the required TCP/IP configuration information. This
configuration information includes at least an IP address and submask plus the lease

associated with the configuration.

Note DHCP client software is part of the Microsoft TCP/IP-32 for Windows for
Workgroups software and the Microsoit Network Client 2.0 software that are

included on the Windows NT Server compact dise. For information about installing

this software, see the Windows NT Server Installation Guide.

For an overview of how DHCP works, see “Dynamic Host Configuration Protocol”
in Chapter 12, “Networking Concepts for TCP/IP.”

Note DHCP can be nionitored using SNMP. For alist of DHCP MIB object type;sj
see Appendix A, “MIB Object Types for Windows NT.”
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Installing DHCP Servers

You install a DHCP server as part of the process of installing Microsoft TCP/IP,
These instructions assume you have already installed the Windows NT Server
operating system: on the computer.

Caution Before installing a new DHCP server, check for other DHCP servers on
the network to avoid interfering with them.

You must be a member of the Administrators group for the computer you are
installing or administering as a DHCP server.

» Toinstall a DHCP server

1. Double-click the Network icon in Control Panel to display the Network Settings
dialog box, and then choose the Add Software button fo display the Add
Network Software dialog box.

2. In the Network Software box, select TCP/IP Protocol And Related Components,
and then choose the Continue button.

3. In the Windows NT TCPAP Instaliation Options dialog box, select the
appropriate options to be installed, including at least DHCP Server Service.
Also select the SNMP Service option if you want to use Performance Monitor or
SNMP to monitor DHCP.

4. Choose the OK button. When Windows NT Setup prompts you for the full path
to the Windows N1 Server distribution files, provide the appropriate location,
and then choose the Continue button.

All necessary files are copied to your hard disk.

After you finish configuring TCP/IP and the Network Settings dialog box is
displayed, choose the OK button.

5. Complete all the required procedures for manually configuring TCP/IP as
described in “Confignring TCP/IP” in Chapter 11, “Installing and Configuring
Microsoft TCP/IP and SNMP.”

I this DHCP server is multihomed (has multiple network adapters), you must
use the Advanced Micrasoft TCP/IP Configuration dialog box to specify IP
addresses and other information for each network adapter.

Also, if any adapter on the DHCP server is connected to a subnet that you do not
want this server to support, then you must disable the bindings to that sabnet for
the particular adapter. To do this, double-click the Network icon in Control
Panel, choose the Bindings button in the Network Settings dialog box, and then
disable the related binding.

Note You cannot use DHCP to avtomatically configure a new DHCP server,
because a computer cannot be a DHCP client and server simultaneously.
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All the appropriate TCP/IP and DHCP software is ready for use after you reboot
the computer.

The DHCP Client service is a Windows NT service running on a2 Windows NT
computer. The supporting DHCP client software is automatically installed for
computers running Windows NT Server or Windows N'T Workstation when you
install the basic operating system software.

The Microsoft DHCP Server service star(s automaticafly during system startup if
you have installed this service. You will probably want to pause the service while
you are configuring scopes for the first time.

» To pause the DHCP Server service at any Windows NT computer
1. Double-click the Services icon in Control Panel.
wOr—
In Server Manager, choose Services from the Computer menu,
2. In the Services dialog box, select the Microsoft DHCP Server service.
3. Choose the Pause button, and then choose the Close button.

You can diso statt, stop, pause, and coniinue the DHCF service at the copumand
prompt using the following commands: net start dhepserver, net stop
dhcpserver, nei pause dhepserver, and net coniinue dhepserver.

Using DHCP Manager

The DHCP Manager icon is added to the Network Administration Tools group in

Program Manager when you set up a Windows NT Servei computer to be a DHCP

server, You must use DHCP Manager to perform the following basic tasks:

» Create one or more DHCP scopes to begin providing DHCP services

- Define proportics for the scope, including the jeass duration and IF addiess
ranges to be distributed to potential DHCP clients in the scope

»  Define default values for options such as the default gateway, DNS server, or
WINS server to be assigned together with an IP address, or add any custom
options

The procedures for completing these tasks are described in the following sections.
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To start DHCP Manager

e From Program Manager, double-click the DHCP Manager icon in the Network
Administration group.

—~ (1

At the command prompt, type the start dhepadmn command, and then press
ENTER.

DHCP Manager window shows the local computer the first time you start DHCP
Manager. Subsequently, the window shiows a list of the DHCP servers to which
DHCP Manager has connected, plus their scopes. The status bar reports the current
DHCP Manager activities. .

This fist shows the DHCP opions for the
selected scope, and the icon shows
whether it is a global or scope option.

r Select a gerver or scope name
to expand or confract the list of servers.

" ferver Scope

015 Dgmain Mame --- microsoft.com
& 023 Default Time-to-live - 0210

- The icon shows whether
a scope is activated.

Drag the split bar to size the panes.

Important When you are working with DHCP Manager, all computer names are
DNS host names only. The full path specification might be used, such as
accounting.trey.com, or a name might be specified relative to the local domain. In
the previous example, other computers in the trey.com DNS domain can refer
simply to accounting. The DNS host name is not necessarily the same as the
NetBIOS compuier name used in Windows-based networking, -
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+ To connect to a DHCP server

1. From the Server menu, choose the Add command to display the Add DHCP
Server To Known Server List dialog box.

Enter the addriess of the BHCP server to add to
the list of servers:

DHCP Server: l 11.101.5.43 E

2. In the DHCP Server box, type the [DNS short name or IP address for the DHCP
server in which you want to connect, and then choose the OK button.

For example, type an address such as 11.1.26. 30 or type a DNS name, such as
corpfl.trey.com, in this box.

#  To disconnect from 2 gelected DHCP server
& From the Server menu, choose Remove.
~Or-—
Press DEL.

Defining DHCP Scopes

A DHCP scope is an administrative grouping of computers running the DHCP
Client service. You create a scope for each subnet on the network to define

parameters for that subnet.

Each scope has the following properties:

- A unigue suhnet magk used to defermine the subnet related to a given IP address
« A scope name assigned by the administrator when the scope is created
» Lease duration values to be assigned to DHCP clients with dynamic addresses

Each subnet can have only one scope with a single continuous range of 1P
addresses; those addresses must be valid for the subnet. To implement several
address ranges in a subnet, create a continuous range that encompasses them all,
and then exclude the addresses between the intended ranges. The range can be
expanded later if you need more addresses.
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Creating Scopes

You must use DHCP Manager to create, manage, or temove scopes,

» To create a new DHCP scope

1. Inthe DHCP Setvers list in the DHCP Manager window, sclect the server for
which you want to create a scope.

2. From the Scope menu, choose Create.

1P Address Pool
Start Address: |11 .181.0

End Address: |11 101 .50 255
Subnet Mask: {255 .255.0 G

Esclusion Range:

Excluded Addresses:
Adidiess 1101 8.25 B
R S R TR

Slart Address; . . . l

End Address:

R

i I Lease Duration
O Unlimited

e

@ Limited To: D_a:vls] Hours) 702 Hinutes

Mame:  [Bldg 3-Admin

Comment: i

3. To define the available range of IP addresses for this scope, type the beginning

and ending IP addresses for the range in the Start Address and End Address

boxes.

The IP address range includes the Start and End values. This range should not

include addresses of existing statically configured machines. Either these static
addresses should be outside the range for the scope or they should be

immediately exciuded from the range. Because the DHCP server itself is

statically configured, be sure that its IP address is outside of, or excluded from,

the range of the scope.

Note You must supply this information before this scope can be activated.

4. In the Subnet Mask box, DHCP Manager proposes a subnet mask, based on the
IP address of the Start and End addresses. Accept the proposed value, unless you
know that a different value is required.
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5. To define excluded addresses within the IP address pool range, use the
Exclusion Range controls, as follows:

«  Type the first IP address that is part of the excluded range in the Start
Address box, and then type the last number in the End Address box. Then
choose the Add button. Continue to define any other cxcluded ranges in the
SAMLE WaY. '

= Toexclude a single IP address, type the number in the Start Address box.
Leave the End Address box empty, and then choose the Add button.

«  To remove an IP address or range from the excluded range, select it in the
Exciuded Addresses box, and then choose the Remove button.

The excluded ranges should include all IP addresses that you assigned manually
to other DHCP servers, non-DHCP clients, diskless workstations, or RAS and
PPP clicnts.

6. To specify the lease duration for IP addresses in this scope, select Limited To.
Then type values defining the number of days, hours, and seconds for the length
of the address lease.

If you do not want IP address leases in this scope to expire, select the Unlimited
option, As noted in “Guidelines for Lease Options” later in this chapter, infinite
leases should be used with great caution.

7. In the Name box, type a scope name.

The scope name is any name you want {o use to describe this subnet. The name
can include any combination of letters, numbers, and hyphens. Blank spaces and
underscore characters are also allowed.

Note You cannot use Unicode characters.

8. Optionally, in the Comment box, type any string to describe this scope, and then
choose the OK buttoi. '

Note When you firiish creating a scope, a message prompts you that the scope has
not been activated, and then allows you to choose Yes to activate the scope
immediately. However, you should not activate a new scope until you have defined
the DHCP options io be configured for this scope.

Now you can continue with the procedures described in “Configuring DHCP
Option Types™ and “Administering DHCP Clients” later in this chapter. After you
have configured the options for this scope, you must activate it so that DHCP client
compulers on the related subnet can begin using DHCP for dynamic TCP/IP
configuration.
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+  To activate a DHCP scope
» From the Scope menu, choose the Activate command to make this scope active.

The menu command name changes to Deactivate when the selected scope is
currently active.

Changing Scope Properties

The subnet identifiers and address pool make up the properties of scopes. You can
change the properties of an existing scope.

You cannot exclude a range of addresses that includes an active lease. You must
first delete the active lease, as described in “Managing Client Leases™ later in this
chapter, and then retry the exclusion.

»  To change the properties of a DHCP scope

L. Tn the DHCP Servers list in the DHCP Manager window, select the scope for
which you want to change properties, and then choose Properties from the Scope
Ment.

Y ) T
In the DHCP Servers list, double-click the scope you want to change.

2. In the Scope Properties dialog box, change any values for the IP address pool,
lease duration, or name and comment as described earlier in “Creating Scopes”
or in online Help. You can extend the address range of the scope, but you cannot
reduce it. You can, however, exclude any unwanted addresscs from the range.

3. Choose the OK button,

Removing a Scope :

When a subnet is no longer in use, or any other time you want to remove an existing
scope, you can remove it using DHCP Manager. If any IP address in the scope is
still leased or in use, you must first deactivate the scope until all client leases expire
or all client lease extension requests are denied.

When a scope is deactivated, it does pot acknowledge lease or renewal requests, so
existing clients Jose their leases at renewal time and reconfigure with another
available DHCP server. To assure that all clients migrate smoothly to a new scope,
vou should deactivate the old scope for at least half of the lease time, or until all
clients have been moved off the scope manually. To move a client manually, from
the Command Prompt of the client computer use the ipconfig/renew command, and
then restast the computer if necessary.
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To remove a scope
1. In the DHCP Servers list in the DHCP Manager window, select the scope you
want to remove.

2. From the Scope menu, choose Deactivate. (This command name changes (o
Activate when the scope is nol active.)

The scope must remain deactivated until you are sure the scope is not in use,
3. From the Scope menu, choose Delete,

The Delete command is not available for an active scope.

Configuring DHCP Options

The configuration parameters that a DHCP server assigns to a client are defined as
DHCP options using DHCP Manager. Most of the options that you will want to
specify are predefined, based on standard parameters defined in RFC 1541.

When you configure a DHCP scope, you can assign DHCP options to govern ali
configuration parameters. You can also define, edit, or delete DHCP options. These
tasks are described in the following sections.

Assigning DHCP Configuration Options

Besides the IP addressing informnation, other DHCP configuration options to be

~ passed to DHCP clients must be configured for each scope. Options can be defined

globally for all scopes on the current server, specifically for a selected scope, or for
individual DHCP clients with reserved addresses.

«  Active global options always apply unless overridden by scope options or
DHCP client settings.

- Active options for a scope apply to all computers in that scope, unless
overridden for an individual DHCP client.

The Microsoft DHCP network packet allocates 312 bytes for DHCP options. That
is motre than enough space for most option configurations. With some DHCP
servers and clients, you can allocate unused space in the DHCP packet to additional
options. This feature, called option overlay, is not supported by Microsoft DHCP
Server, If you attempt to use more than 312 bytes, some options settings will be
lost. In that case, you should delete any unused or low-priority options.
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if you are using a third-paity DHCP server, be aware that Microsofi DHCP clienis
do not support option overlays, either. If your option set is larger than 312 bytes, be
sure that the scttings used by Microsoft DHCP clients are included at the beginning
of the option Jist. Scttings beyond the first 312 bytes are not read by Microsoft
DHCP clients.

The built-in options are described in “Predefined DHCP Client Configuration
Options™ later in this chapier.

Note Lease duration and subnet mask are defined for the scope in the Create Scope
dialog box. You cannot configure them directly as options.

v To assign DHCP configuration options

1. In the DHCP Servers list in the DHCP Manager window, sclect the scope you
want to configure,

2. From the DHCP Options menu, choose the Global or Scope command,
depending on whether you want to define option settings for all scopes on the
curvently selected server or the scope currendly selected in the DHCP Manager
window,

Options for: Sever 11101156151

Unused Options: Actwe Up!!cms
002 Time Offsal y RRESTRRR
4 Time Server
095 DHS Servers
007 Log Servers
808 Cookie Servers
810 Impress Setvers
011 Resourge Location Serve ¥

UﬁﬁName Servets
008 LPR Servers

P

EoTme T

Commenl Auray of router addiesses mdewd hy preference

AR

3. In the Unused Options list in: the DHCP Options dialog box, select the name of
the DHCP option that you want to apply, and then choose the Add button to
move the name to the Active Options list,

This Hst shows both predefined options and any custom options that you added.

For example, if you want to specify DNS servers for computers, select the
option named DNS Servers in the Unused Options list and choose the Add
button.

If you want to remove an active DHCP option, select its name in the Active
Options box, and then choose the Remove button.

TP oatafrs - N W B R R . z W lyiined EOAAG |53 P
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4, To define the value for an active option, select its name in the Active Options
hox, and then choose the Values bution. Choose the Edit button, and then edit
the information in the Current Value box, depending on the data type for the
option, as follows:
= For an IP address, type the assigned address for the sclected option

» For a number, type an appropriate decimal or hexadecimal valuc for the
option

« For a siring, type an appropriate ASCIT string containing letters and numbers
for the option

For example, to specify the DNS name servers to be used by DHCP clients,

select DNS Servers in the Active Options list. Then choose the Edit button and

type a list of IP addresses for DNS servers. The list should be in the order of

preference.

For details about the Edit Array and Edit Address dialog boxes, see the online
Help.
5. When you have completed ali your changes, choose the OK button.

Tin If you are using DHCP to configure WINS cleats, be sure o sct options #44
WINS Servers and #46 Node Type. These options will allow DHCP-configured
computers Lo find and use the WINS server autornatically.

Creating New DHCP Options

You can add custom parameters to be included with DHCP client configuration
irformation. You can also change values or ofber elemenis of the predefined DHCP
options. The option you add appeass in the list of available DHCP options in the
DHCP Options dialog boxes for defining options globally, per scope, and per
individuat reserved DHCP client.

» To add new DHCP options
1. From the DHCP Options menn, choose Defaults.

2. In the Option Class Hst in the DHCP Options: Default Valves dialog box, select
the class for which you want to add new DHCP options, and then choose the
New bufton.

The option class can include the DHCP standard options or any custom options
that you add.

w ; ey 3 e
A feg

vy et r Y PR P e T PR ool SE 2 T AIEREY [ P
Petitioner Vonage Holdings Corp. ef al. - Exhibit 1088 - Page 25



Chapter 13  Installing and Configuring DHCP Servers 233

Class:  Global
Mame: | |
Data Type: [Byte , ¥ O Agay

rdentifie: ||

Comment: |

-3, In the Name box of the Add Option Typ-e' dialog box, type a new option name.

4, From the Data Type list, select the data type for this option as described in the
following list. If this data type represents an array, select the Array box.

Data type Meaning

Binary Value expressed as an array of bytes
Byte An 8-bit, unsigned integer
Encapsulated An array of unsigned bytes

IP address An IP address of the form w.x.y.z
Long A 32-bit, signed integer

Long integer A 32-bit, unsigned integer

String An ASCI text string

Word A 16-bit, unsigned integer

If you select the wrong data type, an error message appems or the value is
truncated or converted to the required type.

5. In the Identifier box, type a unigue code number to be associated with this
DHCP option. This must be a number between 0 and 255.

6. In the Comment box, type a description of the DHCP option, and then choose
the OK button.

7. In the DHCP Options: Default Values dialog box, select the option, choose the
Edit button, and then type the value to be configured by default for this DHCP
option.

8. Choose the OK button.

You can delete custom DHCP options, but you cannot delete any predefined DHCP
options.
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To delete a custom DECP option
1. From the DHCT Options menu, choose Defaults.

2. In the DHCP Options: Default Values dialog box, select the related class in the
Option Class Hst,

3. In the Option Name list, select the option you want to delete, and then choose
the Delete buiton,

Changing DHCP Option Default Values

S..J

€-~.
s

e

31

008 o

You can change the defauit values for the predefined and custom DHCF options for
configuring clients. For example, you could change the default values for these
built-in options:

« 3 = Router, to specify the IP addresses for the routers on the subnet

« 6 =DNS Servers, to specify the IP addresses of the DNS name servers used at
your site

« 15 = Domain Name, to specify the DNS domain names to be used for host name
resolution

Options that take an array of IP addresses have a defaulf value of 0.0.0.0. You
should reset the default value of any such options you intend to use or be sure to set
a different value when you assign the option either globally or for a selected scope,
as described in “Assigning DHCP Configuration Options” eatlier in this chapter.

To change a DHCP option value
1. From the DHCP Options menu, choose Defaults.

Comment: Atray of time seiver addresses, by preference
Value
iP Addiess  {11.101.8.106
11.101.5.158

11.10112.14

2. In the Option Class list in the DHCP Options: Default Values dialog box, select
the option class for which you wani io change values.

)
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L}

If you want to change the defauit vaiue for an option, select the option you want
to change in the Option Name list, choose the Edit button, and then type a new
value in the Value box. :

Choosing the Edit button displays a special dialog box for editing strings, arrays
of IP address, or binary values. For information about using the special editing
dialog boxes, see the online Help for DHCP Manager.

4. If you want to change basic elements of a custom option, select it in the Option
Name list, and then choose the Change button.

You can change the name, data type, identifier, and comment for a DHCP
option, following the procedures described earlier in “Creating New DHCP
Options.” '

5. When you complete all the changes you want to make, choose the OK button.

Defining Options for Reservations
' You can assign DHCP options and specify custom values for DHCP clients that use
reserved IP addresses.

For information about how to reserve IP configuration information for DHCP
clients, see “Managing Client Reservations™ later in this chapter.

#  To change DHCP options for reservations
1. From the Scope menu, choose Active [.eases.

Z. Inibe IP Address list of the Active Leascs dialog box, select the reserved
address whose options you want to change, and then choose the Options button.

The Options button is only available for reserved addresses; it is not avajlable
for DHCP clients with dynamic addresses.

Dplions for: 11.1059.45,67

1 Unused Dptions: Active Oplions;

002 Time Offset 083 Rouler

804 Time Server IR DS et
#0% Name Servers 11009 LPF Servers

807 Log Servers 812 Host Name

008 Cookie Servers
310 impress Servers X
011 Hesouree Location Servel¥

Comment: Array of DNS servers, by preference

IP Address 11.104.67.54 . ]
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3. In the DHCP Options: Reservation dialog box, select an option name in the
Unused Options list, and then choose the Add button to move the name to the

Active Options list.

If you want to remove a DHCP opm)n that has been assigned to the scope, select
its name in the Active Options box, and then choose the Remove button.

4. To change a value for an option selected in the Active Options list, choose the
Value button, choose the Edit button, and then enter a new value in the Carrent

Value box.

Configuration Gpiions

The tabies in this section describe the predefined options available for configuration
of DHCP clients. These options are defined in RFC 1533,

You can use Microsoft DHCP Server to set any of the options described in this
section. Microsoft DHCP clients however, support only the options whose code and
option name are listed in bold type. If you have third-party DHCP clients, you can
st any option listed that is supported by the third-party client software.

Table 13, 1 Baqlc Options

Code Optmn name Meaning

0 Pad Causes subsequent fields to align on word boundaries.

255 End Indicates end of options in the DHCP packet.

1 Subnet mask Spec:f:ez the subnet mask of the client subnet, This
option is defined in the Create Scope or Scope Properties
dialog box. It cannot be set directly in an Option dialog
hav

2 Time offset Specifies the Universal Coordinated Time (UCT) offset
in seconds.

3 Router Specifies a list of IP addresses for routers on the client’s
ocvihneat |

4 Time server Specifies a list of IP addresses for time servers available
to the client.t

5 Name servers Specifies a list of [P addresses for name servers
available to the client.t

6 DNS servers Specifics a list of IP addresses for DNS name servers

Petitioner YVonage Holdings Cor
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Table 13.1  Basic Options {continued)

Code Option name Meaning

7 Log servers Specifies a list of IP addresses for MIT_LCS User
Datagram Protocol (UDP) log servers available to the
client.1

3 Cookie servers Speeifies a list of IP addresses for RFC 865 cookie
servers available (o the client.!

9 LPR servers Specifies a list of IP addresses for RFFC 1179 line-printer
servers available to the client.!

10 Impress servers’ Specifies a list of IP addresses for Imagen Impress
servers available to the client.!

11 Resource location Specifies a list of RFC 887 Resource Location servers

servers available to the client.!

12 Host name Specifies the host name of up to 63 characters for the
client. The name must start with a letter, end with a
letter or digit, and have as interior characters only
letters, numbers, and hyphens. The name can be
qualified with the local DNS domain name.

13 Boot file size Specifies the size of the default boot image file for the
client, in 512-octet blocks.

14 Merit dump file Specifies the ASCII path name of a file where the
client’s core image is dumped it a crash occurs.

15 Domain name Specifies the DNS domain name the client should use
for DNS host name resolution,

16 Swap server Specifies the IP address of the client’s swap server.

17 Root path Specifies the ASCII path name for the client’s root disk.

18 Extensions path Specifies a file retrisvable via TFTP containing

information interpreted the same as the vendor-extension
field in the BOOTP response, except the file length is
unconstrained and references to Tag 18 in the file are
ignored.

I List is specified in order of preference.
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The foliowing tabie lisis IP layer parameters on a per-host basis.

Table 13.2 IP Layer Parameters per Host

Code

Option name

Meaning

16

20

21

22

23

25

1P layer forwarding

Noniocal source
ronting

Policy filter masks

Max DG
reassembly size

Default ime-to-
live

Path MTU aging
fimequt

Path MTU plateau
table

Enables or disables forwarding of IP packet for this
client. 1 enables forwarding; O disables it.

Enables or disables forwarding of datagrams with non-
local source routes. 1 enables forwarding; 0 disables if,

Specifies policy filters that consist of a list of pairs of 1P
addresses and masks qppmfwmu destination/mask nmrs

for filtering nonlocal source roules. Any source rouied
datagram whosc next-hop address does not match a

filter will be discarded by the client.

Specifies the maximum size datagram that the client can
reassemble. The minimum value is 576.

Specifies the defauit time-to-live (TTL) that the client
uses on oulgoing datagrams. The value for the octet is a
number between 1 and 255.

Specifies the timeout in sceonds for aging Path
Maximum Transmission Unit (MTU) values (discovered
by the mechanism defined in RFC 1191).

Specifies a table of MTU sizes {o use when performing
Path MTU Discovered as defined in RFC 1191, The
table is sorted by size from smallest to largest. The
minimum MTU value is 68.
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The following table lists IP parameters on a per-interface basis. These options
alfect the operation of the IP layer on a per-interface basis. A client can issue
multiple requests, one per interface, to configure interfaces with their specific
parameters.

Tabie 13.3 IP Parameters per Interface

Code Option name Meaning
26 MTU option Specifies the MTU discovery size for this interface. The
minimum MTU value is 68.
27 All subnets are “Specifies whether the client assumes that all subnets of
local the client’s internetwork use the same MTU as the local
subnet wheie the chent is connecied. I indicates that all
subnets share the same MTU; 0 indicates that the client
should assume some subnets might have smaller MTUs.
28 Broadcast address Specifies the broadeast address used on the client’s
subnet,
29 Perform mask Specifies whether the client should use Internet Contro)
discovery Message Protocol {ICMP) for subnet mask discovery,
‘ [ indicates the client should perfarm mask discovery;
) 0 indicates the client should not.
30 Mask supplier Specifies whether the client should respond to subnet
mask requests using ICMP. 1 indicates the client should
- respond; 0 indicates the client should not respond.
31 Perform router Specifies whether the client should solicit routers using
discovery the router discovery method in RFC 1256. 1 indicates
that the client should perform router discovery; 0
indicates that the client should not use it.
32 Router solicitation  Specifies the IP address to which the client submits
address router solicitation requests.
33 Static route Specifies a list of TP address pairs that indicate the static

routes the client should install in its routing cache. Any
muliiple routes to the same destination are listed in
descending order or priority, The routes are
destination/router address pairs. (The default route of
0.0.0.0 is an illegal destination for a static route.)
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The following table lists link Jayer parameters per interface, These options affect

the operation of the data link layer on a per-interface basis.

Table 13.4 Link Layer Parameters per Interface

Code Option name Meaning
34 Trailer Specifies whether the clicnt should negotiate use of

encapsulation trailers (RFC 983) when using the ARP protocol. ]
: indicates the client should attempt to use trailer; 0
indicates the client should not use trailers.

35 ARP cache timeout  Specifies the timeout in seconds for ARP cache entries.
36 Ethemet Specifies whether the client should usc BEthernet v. 2
encapsulation (RFC 894) or IEEE 802.3 (RFC 1042) encapsulation if

“ the interface is Ethernet. 1 indicates that the client
should use RPC 1042 encapsulation; 0 indicates the
client shouid use RFC 894 encapsulation.

The following table shows TCP parameters. These options affect the operation of
the TCP layer on a per-interface basis.

Tabie 13.5 TCP Parameters

Code Option name Meaning
37 Default time-to- Specifies the default TTL the client should use when
live sending TCP segments. The minimum value of the octet
is 1.
38 Keepalive interval  Specifies the interval in seconds the client TCP should

wait before sending a keepalive message on a TCP
connection. A value of 0 indicates that the client should
not send keepalive messages on connections unless
specifically requasted by an application.

39 Keepalive garhage  Specifies whether the client should send TCP keepalive
' messages with an octet of garbage data for compatibility
with older implementations. 1 indicates that a garbage
octet should be sent; 0 indicates that it should not be
sent,
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The following table shows application layer parameiers. These miscellaneous
options are used to configure applications and services.

Table 13.6  Application Layer Parameters

Code Option name Meaning

40 NIS domain name Specifies the name of the Network Information Service
(NIS) domain as an ASCII string.

41 NIS servers ' Specifies a list of IP addresses for NIS servers available

to the client.t

42 NTP servers Specifies a list of IP addresses for Network Time
- Protocol {NTP) servers available to the client.!

1 List is specified in order of preference.

The following options are for vendor-specific information.

Table 13.7 Vendor-Specific Information

Code Option name Meaning
43 Vendor specific Binary information used by clients and servers to
info exchange vendor-specific information. Servers not

equipped fo interpret the information ignore it. Clients
that don’t receive the information attempt to operate
without it. :

Table 13.8 NetBIOS Over TCP/P

Code Option name Meaning
44 WINS/NBNS Specifies a list of IP addresses for NetBIOS name
Servers servers {NBNS).1
45 NetBIOS over Specifies a list of IP addresses for NetBIOS datagram
. TCPAP NBDD distribution servers {NBDD).1
46 WINS/NBT node  Allows configurable NetBIOS over TCP/IP clients to
type be configured as described in REC 1001/1002, where

1=b-node, 2=p-node, 4=m-node, and 8=h-node. On
multihomed computers, the node type is assigned to the
entire computer, not to individual adapter cards.
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Table 13.8 NeiBIOS Over TCPAP (continued)

Code Option name Meaning
47 NetB1OS scope Specifies as a string that is the NetBIOS over TCP/IP
D Scope ID for the client, as specified in RFC 1001/1002.

On multihomed computers, the scope ED is assigned 1o
the entire computer, not to individual adapter cards.

48 © X Window system  Specifies a list of IP addresses for X Window font
font servers available to the client.1

4% X Window system  Specifies a list of IP addresses for X Window System
display Display Manager servers available to the client.

I List is specified in order of preference.

Table 13,9 DHCP Extensions

Code Option name Meaning

51 Lease fime Specifies the time in seconds from address assignment
until the clieni’s lease on the address expires. Lease
tite is specified in the Create Scope or Scope
Properties dialog box. It cannot be set directly in a

DHCP Options dialog box.

58 Renewal (T1) Specifies the time in seconds from address assignment
time value until the client enfers the renewing state. Renewal time
is a function of the icase time option, which is specified
in the Create Scope or Scope Properties dialog box. It
cannof be set directly in a DHCP Options dislog box.

59 Rebinding (T2) Specifies the time in seconds from address assignment
time value uniil the client enters the rebinding state. Rebinding
time is a function of the lease time option, which is
specified in the Create Scope or Scope Properties
dialog box. It cannot be set directly in a DHCP Ogptions
dialog box.

ki
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Administering DHCP Clients

After you have established the scope and defined the range of available and
excluded IP addresses, DHCP-enabled clients can begin using the service for
automatic TCP/IP configuration.

You can use DHCP Manager to manage individual client leases, including cwatmg
and managing reservations for clients.

Tip You can use the ipconfig utility to troubleshoot the IP configuration on
computers that use DHCP, as described in Appendix A, “TCP/IP Utilities
Reference.” You can also use ipeonfig on TCP/IP-32 clients on Windows for
Workgroups 3.11 computers and on computers running Microsoft Network Client
version 2.0 for MS-DOS.

Managing Client Leases

The lease for the IP address assigned by a DHCP server has an expiration date,
which the client must renew if it is going to continue to use that address. You can
view the lease duration and other information for specific DHCP clients, and then
you can add options and change settings for reserved DHCP clients.

Information about active leases in the currently selected scope is shown in the
Active Leases dialog box. In addition to information on individual leases and
reservations, the Active Leases dialog box also shows the total number of addresses
in the scope, the number and percentage of addresses that are currently unavailable
because they ate active or excluded, and the number and percentage of addresses
that are currently available. '

Because the count of active leases and excluded addresses is an aggregate, it cannot
tell you want you want to know about only the active leases. The Active/Excluded
count when a scope is deactivated reflects only excluded addresses. To determine
the number of active leases and reservations, compare the Active/Excluded count
before and after the scope is activated.

leases are retained in the DHCP server database approximately one day after
expiration. This grace period protects a client’s lease in case of client and server are
in different time zones, the two compuicrs’ clocks are not synchronized, or the
client computer was off the network when the lease expired. These expired leases
are included in the aggregate Active/Excluded count, as well as in the list of active
clients in the Active Leases dialog box. They are distinguished by a dimmed icon.
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» To view client iease information
1. In the DHCP Servers list in the DHCP Manager window, select the scope for
which you want to view or change client information.

2. From the Scope menu, choose Aclive Leases.
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3. In the Active Leases dialog hox, select the computer whose lease you want to
view in the TP Address list, and then choose the Properties buifon.
If you want to view only clients that use reserved IP addresses, check the Show
Reservations Only box.

4. In the Client Properties dialog box, you can view the unique identifier and other
client information, including the lease expiration date,

1P Adrdress: 172010
Usnique Identifier: | 2340897432 - J
Clignt Name: JaNNIER2 ]

£lient Comment: jum adinin mackine

7 Lease Expires: 1994/09/16 20:53

Note You can only edit the name, unique ID, and comment, or choose the
Options button in the Client Properties dialog box for clients with reserved IP
addrasses.

w
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For information about the Options button in this dialog box, sce “Defining Options
for Reservations” earlier in this chapter.

You can delete the lease of any DHCP client in the scope. The main reason for
doing so is to remove a lease that conflicts with an TP address exclusion or a client
reservation that you want to add. Deleting a lease has the same effect as if the
client’s lease expired—the next time that client computer starts, it must enter the
inittalization state and obtain new TCP/IP configuration information from a DHCP
server, There is nothing, however, to prevent the client from obtaining a new lease
{or the same IP address; you must make the address unavailable before the client
requests another lease.

imporiant Delete only entries for clients that are no longer using the assigned
DHCP lease or that are to be moved immediately to a new address. Deleting an
active client could result in duplicate IP addresses on the network, because deleted
addresses will be assigned to new active clients.

After you deletc a client’s lease and then set a reservation or exclusion, you should
always type the ipconfig /release command at the command prompt for a DHCP
client computer to force the client to free its IP address.

» Todelete a client’s lease

1. In the IP Client List of the Active Leases dialog box, select the client lease you
© want to cancel, and then choose the Delete button,

2. Make a reservation with the IP address or exclude it from the range.
3. Force the client with the existing lease to give it up.

From the Command Prompt on the client computer, use the ipconfig/release
comimand.

5. If you want, give this client a new 1P address.

From the Command Prompt on the client computer, use the ipconfig/renew
command.
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Managing Client Reservations

You can reserve a specific IP address for a client. Typically, you need to reserve
addresses in the following cases:

»  For domain controllers if the network also uses LMHOSTS files that define IP
addresses for domain controllers

. Tor clients that use TP addresses assigned using another method for TCF/IP
configuration

» For assignment by RAS servers to non-DHCP clients
= For DNS servers
If multiple DHCP servers are distributing addresses in the same scope, the client

reservations on each DHCP sexver should be identical. Qtherwise, the DFCP
reserved client receives different IP addresses, depending on the responding server.

Important The IP address and static name specified in WINS take precedence over
the IP address assigned by the DHCP server. For such clients, create client
reservations with the IP address that is defined in the WINS database.

» To add a reservation for a client
I. From the Scope meny, choose Add Reservations.

1P Address: 11 .105.41 .28

Unique Identificr: (180026263308 |

Ciient Name: [MIKEMAS T }

Client Comment: [ |

2. In the Add Reserved Clients dialog box, type information to identify the first
reserved client:
. TP Address specifies an address from the reserved address pool. You can
specify any reserved, unused IP address. DHCP Manager checks and waras
you if a duplicate or nonreserved address is entered.

o

3
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« Unique Identifier usually specifies the media access control (MAC) address
for the client computer’s network adapier card. You can determine this
address by typing the net config wksta command at the command prompt on
the client computer.

« Client Name specifies the computer name for this client. This is used for
identiftcation purposes only and does not affect the actual computer name for
the client. This is not avaitable for MS-DOS-based clients; in this case, only
the Unique Identifier appears.

« Client Comment is any optional text that you enter to describe this client.
3. Cheose the Add button to add the reservation to the DHCP database.

You can continue to add reservations without closing this dialog box.
4. When you have added all reservations, choose the Close button.

After the IP address is reserved in DHCP Manager, the client computer must be
restarted to be configured with the new IP address.

If you want to change a reserved IP address for a client, you have to remove the old
reserved address, and then add a new reservation. You can change any other
information about a reserved client while keeping the reserved IP address.

Reserving an address does not automatically force a client who is currently using
the address to move elsewhere. If you are reserving a new address for a cliend or an
address that is different from the client’s current one, you should verify that the
address has not already been leased by the DHCP server. If the address is already
in use, the client that is using it must release the address by issuing a release
request. To make this happen, at the Command Prompt of the client computer, use
the ipcontig /release command. Clients using MS-DOS, and possibly clients using
third-party operating systems, will have to restart their computers for the change to
take effect. Because the client’s current address is now reserved, the client is moved
to a different address.

Reserving an address also does not force the client for whom the reservation is
made to move to the reserved address. In this case, too, the client must issue a
renewal request. At the Command Prompt of the client computer, use the ipconfig
/renew command, and then restart the computer if necessary. The DHCP server
will note that the client has a reserved address, and will move the client.
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» To change the reserved IF addiess
1. Make sure the reserved client is not using the old IP address by shutting down

the client computer immediately after issuing the ip config/release command on
that client computer.

2. in the Active Leases dialog box, select the reserved IP address in the Client Jist,
and then choose the Delete button and the OK button.

3. From the Scope menuy, choose Add Reservations, and then enter information for
a new reservation as described earlier in this section.

w
3
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1. From the Scope menu, choose Active Leases.

2. In the Client list of the Active Leases dialog box, select the address of the
reserved client that you want to change, and then choose the Properties button.

3. In the Client Properties dialog box, change the unigue identifier, client name, or
comment, and then choose the OK button.

ote You can only change values in the Client Properties dialog box for
reserved clients.

You can also view and change the options types that define configuration
parameters for selected reserved clients by choosing the Options button in the
Client Propesties dialog box. Changing options for a reserved client follows the
samc procedure as use to originally define options, as described in “Defining
Options for Reservations™ eatlier in this chapter.

Managing the DHCP Database Files

The following files arc stored in the \systemroon\SYSTEM32\DHCP directory that
is created when you set up a DHCP server:

- DHCP.MDB is the DHCP database file.

- DHCP.TMP is a temporary filc that DHCP creates for temporary database
information.
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« JET.LOG and the JET* 1,0G files contain logs of all transactions done with the
database. These files are used by DHCP to recover data if necessary.

= SYSTEM.MDB is used by DHCP for holding information about the structure of
its database.

Caution The DHCP.TMP, DHCP.MDB, JET.LOG, and SYSTEM.MDB files
should not be removed or tampered with.

The DHCP database and related Registry entries are backed up automatically at a
specific interval (15 minutes by default), based on the value of Registry parameters
{as described later in this chapter).

After DHCP has been running for a while, the database might need to be corrij:a_cted
to improve performance. You should compact the DHCP database whenever it
approaches 10 MB. :

»  To compact the DHCP database

1. At the DHCP server, stop the Dynamic Host Configuration Protocol using the
Control Panel Services option.

—Or—
At the command prompt, type the net stop dhepserver command,

2. Run the JETPACK.EXE program {which is found in the
\systemrooN\SYSTEM32 directory) from File Manager or Program Manager.

3. Restart the Dynamic Host Configuration Protocol on the DHCP server.

Caution Do not compact the SYSTEM.MDB database.
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Troubleshooting DHCP

The following error conditions can appear to indicate potential problems with the
DHCP server:

+ The administrator can’t connect for a DHCP server using DHCP Manager. The
message that appears might be “The RPC server is unavaifable.”

« DHCP clients cannot renew the leases for their IP addresses. The message that
appears on the client computer is “The DHCP client could not renew thie IP
address lease.”

« The DHCP Client service or Microsoft DHCP Server service might be down
and cannot be restarted.

-

The first task is to make sure the DHCP services are running.

» To ensure the DHCP services are running

1. Use the Services option in Control Panel to verify that the DHCP services are
ranning.

In the Services dialog box for the client computer, Started should appcar in the
Statusg column for the DHCP Client service. For the DHCP serves iisell, the
Started should appear in the Status column for the Microsoft DHCP Server
service.

2. If a necessary service is not started on either computer, start the service.

In rare circumstances, the DHCP server cannot boot or a STOP error might oceur.
If the DHCP server is down, complete the following procedure to restart it.

» Te restart a DHCP server that is down
1. Turn off the power to the server, and then wait about one minute.
2. Turn on the power, start Windows NT Server, and then log on under an account
with Adididsuator righis,
3. At the command prompt, type the net start dhepserver command, and then
press ENTER.

Note Use Event Viewer to find the possible source of problems with DHCP
services,

Petitioner Vonage Holdings Corp. ef al. - Exhibit 1008 - Page 27



e

Chapter 13  Installing and Configuring DHCP Servers 251

Restoring the DHCP Database

B

I you ascertain that the DHCP services are running on both the client and server
computers but the error conditions described earlier persist, then the DHCP
database is not available or has become corrupted. If a DHCP server fails for any
reason, you can restore the database from the automatic backup files.

To restore a DHCP database
* Restar( the DHCP server using the procedure described earlier in this chapter.

If the DHCP database has become corrupted, it is automatically restored from
the DHCP backup directory specified in the Registry, as described later in this
chapter.

Te force the restoration of a DHCP database
» Set the value of RestoreFlag in the Registry to 1, and then restart the computer.

For information about this parameter, see “Registry Parameters for DHCP
Servers” later in this chapter. ~

To manually restore a DHCP database

¢ If the two restore methods described earlier in this chapter do not work,
manually copy all DHCP database files from the backup directory to the \DHCP
waorking directory. Then restart the Microsoft DHCP Server service.

If the backup database is also corrupted and you have an additional backup
stored elsewhere, copy the most recent usable backup to the \DHCP working
directory, and then restart the DHCP Server service.,

Once you have restored the DHCP database using any of these methods, you need
to reconcile the database to add entries for any leased addresses that are not in the
restored database.

To reconcile the DHCP database
1. From the Scope menu, choose the Active I eases command.

2. In the Active Leases dialog box, choose the Reconcile button.

3
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Backing up the DHCP Database onto Another Computer

The DHCP database is backed up at regular intervals, whenever the DHCP service
is stopped, and whenever Windows NT is shut down. When the DHCP service
restaris, if it detects a corrupt database it restores the database from the backup
copy stored in the \DHCP\ABACKUPJET directory. There is no guarantee,
however, that database corruption will be detected during backup; it is a good idea
to periodically back up the databasc to another computer.

w7

To back up a DHCP database to another computer

«  Usc the Replicator service to copy ihie contents of the DHCP backup directory to
the new computer.

If the DHCP server fails to restart because of a database problem, save the existing
database to a different location, and then try restoring the database with the copy
you saved to another computer. Recent new feases are noted in the Registry buf not
in the DFCP database; these addresses might be permanently lost from the address
range.

Creating a New DHCP Database

If the database has been corrupted and you do not have a workable backup copy,
you have to delefe the database, and then create a new one.

» To create a new database _
1, Move the file \systemrooASYSTEM32\DHCP.MDB to another location.
2. Delete all files in the \systemroonSYSTEM32\DHCP directory.
3. Delete all files in the \systemrooASYSTEM32ADHCPABACKURPVJET directory.
4

. Copy the file SYSTEM.MDB from the Windows NT Server CD-ROM or
floppy disks to the \systernroon\SY STEM32ADHCP directory.

5. Restart the DHCP gerver,

When you check DHCP-Manager, the scope still exists because’the Registry holds
the information on the address range of the scope, including a bitmap of the
addresses in use. You need to reconcile the DHCP database to add database entries
for the existing leases in the address bitmask. As clients tenew, they are matched
with these leases, and eventually the database is once again complete.
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» To reconcile the DHCP database
1. From the Scope menu, choose the Active Leases command.

2. Inthe Active Leases dialog box, choose the Reconcile button.

Although it is not required, you can force clients to renew their leases in order to
update the DHCP database as quickdy as possible. From the Command Prompt of
the client computer, type the ipconfig/renew command.

Advanced Configuration Parameters for DHCP

This section presents confignration parameters that affect the behavior of DHCP
servers and clients, and that.can be modified only through Registry Editor. For the
changes to take effect after you modify any of these value entries, you must restart
the Microsoft DHCP Server service for server parameters or the DHCP Client
service for client parameters.

Caution You can impair or disable Windows NT if you make incorrect changes in
the Registry while using Registry Editor. Whenever possible, use DHCP Manager
to make configuration changes, rather than using Registry Editor. Jf you make
errors while changing values with Registry Editor, vou will not be warned, because
Registry Editor does not recognize semantic errors,

» To make changes to the DHCP server or client configuration using Registry
Editor

1. Start the Registry Editor by ranning the REGEDT32.EXE program from File
Manager or Program Manager.

—Or—

At the command prompt, type the start regedt32 command, and then press
ENTER.

When the Registry Editor window appears, you can press Fi to get Help on how
to make changes in Registry Editor,

2. In Registry Editor, select the window titled HKEY_LOCAL_MACHINE on
Local Machine, and then click the icons for the SYSTEM subtree until you
reach the subkey for the specific parameter, as described in the following
sections.

The following sections describe the value entries for parameters for DHCP servers
and clients that can be set only by adding an entry or changing their values in
Registry Editor.
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Registry Parameters for DHCP Servers
When you change any of these parameters except RestoreFlag, you must restar

the computer for the changes to take effect. For the RestoreFlag parameter, you
must restart the Microsoft DHCP Server service,

e

Peti

The Registry parameters for DHCP servers are specified under the following key:

CUSYSTEMAVcurrenticurrentcontrolsetiservices\DHCPServer\Parameters

APIPretocolSupport

Data type = REG_DWORD
Range = Ox1, Ox2, Ox4, 0x5, 027
Default = Ox1

Specifies the supported protocbls for the DHCP server. You can change this
value to ensure that different computers running different protocols can access
the DHCP server. The values for this parameter can be the following:

0x1 For RPC over TCPIP protocols

0x2  For RPC over named pipes protocols

x4 For RPC over local procedure call (LPC) protocols

0x5 For RPC over TCPIP and RPC over LPC

0x7  For RPC over all three protocols (TCP/IP, named pipes, and LPC)

BackupDafabasePath

Data type = REG_EXPAND_S7
Range = filename

‘Default = %SystemRoot%\system32\dhep\backup

Specifies the iocation of the backup database file where the database is backed
up periodically. The best location for the backup file is on another hard drive, so
that the database can be recovered in case of a system drive crash. Do not
specify a network drive, because DHCP Manager cannot access a network drive

for databace backun and recovery,

Backupinterval

£

Data typc = REG_DWORD
Range = no limit
Default = 15 minutes

Specifies the interval for backing up the database.
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DatabaseCleanupInterval
Data type = REG_DWORD
Range = No limit
Default = 0x 15180 (864,000 minutes — 24 hours)

Specifies the interval for cleaning up expired client records from the DHCP
database, freeing up those IP addresses for reuse.

DatabaseLoggingFlag
Data type = REG_DWORD
Range=0or |
Default = 1 (true—that is, database logging is enabled)
Specifies whether 1o record the database changes in the JET.LOG file. This log
file is used after a system crash to recover changes that have not been made to
the database file defined by DatabaseName. Database logging affects system
performance, so DatabaseLogging can be turned off if you believe the system
is highly stable and if logging is adversely affecting system performance.

DatabaseName
Data type = REG_S2
Range = filename
Default = dhep.mdb
Specifies the name of the database file to be used for the DHCP client
information database.

DatabasePath

Data fype = REG_EXPAND_SZ
Range = pathname
Default = %SystemRoot%\System32\dhep

Specifies the location of the database files that have been created and opened.

RestoreFlag
Data type = REG_DWORD
Range=0or1

Default =0 {false—that is, do not restore}

Specifies whether to restore the databage from the backup directory. This flag is
reset automatically after the successful restoration of the database.
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Registry Parameters for DHCP Clients

The Registry parameters for DHCP clients are specified under the following key:

. SYSTEM\currenticurrentcentrolset\services\DHCP\Parameteri<option>

The Option# keys are a list of DHCP options that the client can request from the
DHCP server. For each of the default options, the following values are defineC:

Reglocation
Data type = REG_SZ
Default = Depends on the Registry location for the specific option
Specifies the location in the Registry where the option value ts written when it is
obtained from the DHCP server. The “?” character expands {o the adapter name
for which this option value is obtained.

KeyType
Data type = REG_DWORD
Default = 0x7

Specifics the type of Registry key for the option.

Guidelines for Setting Local Policies

This section provides some suggestions for setting lease options, dividing the free
address pool among DHCP servers, and avoiding DNS naming problems.

for Managing DHCP Addressing Policy
Allocation of IP addresses for distribution by DHCP servers can be done
dynamically or manually, These methods use the same DHCP client-server
protocol, but the network administrator manages them differently at the DHCP
server,

Dynamic Allocation of IP Addresses

Dynamic allocation enables a client to be assigned an TP address from the free
address pool. The lease for the address has a lease duration (expiration date), before
which the client must renew the lease to continue using that address. Depending on
the focal lease policies defined by the administrator, dynamically allocated
addresses can be returned to the free address pool if the client computer is not being
used, if it is moved to another subnet, or if its lease expires. Any IP addresses that
are returned (o the free address pool can be reused by the DHCP server when
allocating an IP address to a new client. Usually, the local policy ensures that the
same IP address is assigned to a client each time that system star(s and that
addresses retumed to the pool are reassigned.
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After the renewal time of the lease time has passed, the DHCP chent enters the
renewing state (as described in Chapter 12, “Networking Concepts for TCP/IP”).
The client sends a request message to the DHCP server that provided its con-
figuration information. If the request for a lease extension fits the local lease policy,
the DHCP server sends an acknowledgment that contains the new lease and
configuration parameters. The client then updates its conf;gmatlon values and
returns to the bound state.

When the DHCP client js in the renewing state, it must release its address
immediately in the rare event that the DHCP server sends a negative acknow-
ledgment. The DHCP server sends this message to inform a client that it has
incorrect configuration information, forcing it to release its current address and
acquire new information.

If the DHCP client cannot successfully renew its lease, the client enters a rebinding
state. At this stage, the client sends a request message to all DHCP servers in its
range, attempting to renew its lease. -Any server that can extend the lease sends an
acknowledgment containing the extended lease and updated configuration
information. If the lease expires or if a DHCP server responds with a negative
acknowledgment, the client must release its current configuration, and then return to
the initializing state. (This happens automatically, for example, for a computer that
1s moved from one subnet to another.)

If the DHCP client uses more than one network adapter to connect to multiple
networks, this protocol is followed for each adapter that the user wants to configure
for TCP/IP. Windows N'T allows multihomed systems to selectively configure any
combination of the system’s interfaces. You can use the ipeonfig utility to view the
local 1P configuration for a client computer.

When a DHCP-enabled computer is restarted, it sends a message to the DHCP
server with its current configuration information. The DHCP server either confirms
this configuration or sends a negalive reply so that the client must begin the
initializing stage again. System startup might, therefore, result in a new IP address
for a client computer, but neither the user nor the network administrator has to take
any action in the configuration process.

Before loading TCP/IP with an address acquired from the DHCP server, DHCP
clients check for an P address conflict by sending an Address Resolution Protocol
(ARP) request containing the address. If a conflict is found, TCP/IP does not start,
and then the user receives an etror message. The conflicting address should be
removed from the list of active leases or it should be excluded until the conflict is
identified and resolved,
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Guidelines for Lease Options

To define appropriate values for lease duration, you should consider the frequency
of the following events for your network:

« Changes to DFCP options and default values
»  Network interface failures
»  Computer removals for any purpose

. Subnet changes by users because of office moves, laptop computers docked at
different workstations, and so on

All of these types of events cause IP addresses to be released by the clicnt or cause

the leascs to expire at the DHCP server. Consequently, the IP addresses is returned

to the free address pool to be reused.

If many changes occur on your internetwork, you should assign shost lease times,
such as two weeks, This way, the addresses assigned to systems that leave the
subnet can be reassigned quickly o new DHCP client computers requesting TCP/IP
configuration information.

Another important factor is the ratio between connected computers and available IP
addresses. For examptle, the demand for reusing addresses is low in a network
where 40 systems share a class C address (with 254 available addresses). A long
lease time, such as two months, would be appropriate in such a situation. However,
if 230 computers share the same address pool, demand for available addresses is
much greater, so a lease time of a few days or weeks is more appropriate.

Notice, however, that short lease durations require that the DHCP server be
available when the client seeks to renew the lease. Backup servers are especially
important when short fcase durations are specified.

Although infinite leases are allowed, they should be used with great caution. Even
in a relatively stable environment, there ic a certain amount of turnover among
clients. At a minimum, portable computers might be added and removed, desktop
computers might be moved from one office to another, and network adapter cards
might be replaced. If a client with an infinite lease is removed from the network, the
DHCP server is not notified, and then the IP address cannof be rcused. A better
option is a very long lease duration, such as six months. A long lease duration
ensuires that addresses are ultimately recovered.
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Chapter 13 Installing and Configuring DHCP Servers 259

Guidelines for Partitioning the Address Pool

You will probably decide to install more than one DHCP server, so the failure of
any individual server will not prevent DHCP clients from starting. However, DHCP
does not provide a way for DHCP servers to cooperate in ensuring that assigned
addresses are unique. Therefore, you must divide the available address pool among
the DHCP servers to prevent duplicate address assignment.

A typical scenario is a local DHCP server that maintains TCP/IP configuration
information for two subnets. For each DHCP server, the neiwork administrator
allocates 70 percent of the IP address pool for local clients and 30 percent for
clients from the remote subnet, and then configures a relay agent to deliver requests
between the subnets, ‘

This scenario allows the local DHCP server to respond (o requests from local
DHCP clients most of the time. The remote DHCP server will assign addresses to
clients on the other subnet only when the local server is not available or is out of
addresses. This same method of partitioning among subnets can be used in a
multiple subnet scenario to ensure the availability of a responding server when a
DHCP client requests configuration information.

Guidelines for Avoiding DNS Naming Conflicts
DNS can be used to provide names for network resources, as described in
Chapter 12, “Networking Concepts for TCP/IP.” However, DNS configuration is
static, With DHCP, a host can easily have a different IP address if its lcase cxpires
or for other reasons, but there is no standard for updating DNS servers dynamically
when IP address information changes. Therefore, DNS naming conflicts can occur
if you are using DHCP for dynamic allocation of IP addresses.

This problem primarily affects systems that extend intemetworking services to kocal
network users. For-example, a server acting as an anonymous FTP server or as an
electronic mail gateway might require users to contact it using DNS names. In such
cases, such clients should have reserved Ieases with an unlimited duration.

For workstations in environments that do not require the computers (o register in the
DNS name space, DHCP dynamic allocation can be used without problems.
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Using DHCP with BCOTP

BOOTP is the Bootstrap Protocol used to configure systems across infernetworks.
DHCP is an extension of BOOTP. Although Microsoft DHCP Server does not
support BOOTP, it has no problem interoperating with an existing BOUTP

installatior. The DHCP server simply ignores BOOTP packets that it receives.

You can continue to manage BOOTP clients with your existing BOOTP server

as you manage ofher clients on the same subnet using DHCP. If you want your
ROOTP clients to migrate to DHCP, you can take as much time as you need to do
S0.

You must make sure, however, that the BOOTP server and the DHCP server do not
manage leases for the same IP addresses. The best way to ensure that there is no
overlap in managed addresses is to define the scope of the DHCP server as the
entise address range that is managed by both the DHCP server and the BOOTP
server, and then exclude the address range that is managed by the BOOTP server.
As BOOTP clients are dropped or upgraded to DHCP, the exclusion range can be
adjusted accordingly. ‘

For information on defining address and exciusion ranges, see “Defining DHCP
Scopes” earlier in this chapter.

Planning a Strategy for DHCP

w

Petitioner Yonage

This seciion describes how o develop strategies for placing DIICP servers

on small-scale and large-scale installations. Most network administrators
implementing DHCP will also be planning a strategy for implementing WINS
servers. The planning tasks described here also apply for WINS servers. In fact, the
administrator will probably want to plan DHCP and WINS implementation in
tandem. The following procedure describes the general planning tasks for planning
DHCP and WINS implementation.

To plan for DHCP and WINS implementation
1. Compiie a list of requirements including the following types of requirements:
. Client support (numbers and kinds of systems to be supported)

« Interoperability with existing systems (including your requirements for
mission-critical accounting, persounel, and similar information systems)

» Hardware support and related software compatibility (including routers,
switches, and servers)

. Network monitoring software (including SNMP requirements and other
tcols)

Y «
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Chapter 13 Installing and Configuring DHCP Servers 261

Isolate the areas of the network where processes must continue uninterrupted,
and then target these areas for the last stages of implementation.

Review the geographic and physical stracture of the network to determine the
best plan for defining logical subnets as segments of the intermetwork.

Define the components in the new system that require testing, and then develop a

- phase plan for testing and adding components.

For example, the plan could define units of the organization to be phased into
using DHCP and the order for types of computers to be phased in (including
Windows NT servers and workstations, Microsoft RAS servers and clients,
Windows for Workgroups computers, and MS-DOS clients).

. Create a pilot project for testing.

Be sure that the pilot project addresses all the requirements identified in step 1.
Create a sccond test phase, including tuning the DHCP (and WINS) server-
client configuration for efficiency.

This task can include determining strategies for backup servers and for
partitioning the address pool at each server to be provided to local versus remote
clients.

7. Document all architecture and administration issues for network administrators.

8.

Implement a {inal phase for bringing all organizational units into using DHCP.

While planning, remember that the actual placement of the sérvers in the physical
network need not be a major planning issue. DHCP servers (and WINS servers) do
not participate in the Windows NT Server domain model; domain membership is
not, therefore, an issue in planning for server placement. Because most routers can
forward DHCP configuration requests, DHCP servers are not required on every
subnet in the internetwork. Also, because these servers can be administered
remotely from any Windows NT Scrver computer that is DHCP- or WINS-enabled,
lacation is not a major issue in planning for server placement.
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262 Partlll TCPIP

Planning a Small-scale Strategy for DHCP Servers

For a small LAN that does not include routers and subnetting, the server needs for
the network can probably be provided with a single DHCP server.

In this case, planning includes determining the foliowing types of information:

= The hardware and storage requirements for the DHCP server

«  Which computers can immediately become DHCP clients for dynamic
addressing and which computers should keep their static addresses

il

O SR T o pmrem Ao A e 8 TNTTOTY CTm i
« The DHCP option {ypes and their values to be ple(.tefuu:u for the DHCP clients

DHCP server

IP address
database

Local
Network

DHCP clients !

Figure 13.1 A Single Local Network Using Automatic TCP/IP Configuration with
DHCP '
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Chapter 13  Instailing and Configuring DHCP Servers 263

Planning a Large-scale Strategy for DHCP Servers

The network administrator can use relay agents implementing REC 1541 (usually
IP routers) so that DHCP servers located on one node of the intemetwork can
respond to TCP/IP configuration requests from remote nodes. The relay agent
forwards requests from local DHCP clients to the DHCP server and subsequently
relays responses back to the clients. ’

DHCP primary server

IP address
database

Subnet t

Figure 13.2  An Internetwork Using Automatic TCP/IP Configuration with DHCP

The additional planning-issues for a large enterprise network includes;

« Compatibility of hardware and software routers with DHCP, as described at the
beginning of this chapter.

«  Planning the physical subnetting of the network and relative placement of DHCP
servers. This includes planning for placement of DHCP (and WINS servers)
among subnets in a way that reduces b-node broadcasts across routers.

= Specifying the DHCP option types and their values to be predefined per scope
for the DHCP clients. This might include planning for scopes based on the needs
of particular groups of users. For example, for a marketing group that uses
portable computers docked at different stations, or for a unit that frequently
moves computers to different locations, shorter lease durations can be defined
for the related scopes. This way, frequently changed IP addresses can be freed
for reuse. '
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264 Partll TCPAP

As one example, the segmenting of the WAN into logical subnets could match the
physical structure of the internetwork. Then one IP subnet can serve as the
backbone, and off this backbone each physical subnet would maintain a separate [P
subnet address.

In this case, for each subnet a single computer running Windows NT Server could
be configured as both the DHCP and WINS server. Each server would administer a
defined number of IP addresses with a specific subnet mask, and would also be
defined as the default gateway. Because the server is also acting as the WINS
server, it can respond to name resolution requests from all systems on its subnet.

These DHCP and WINS servers can in turn be backup servers for each other. The
administrator can partition the address pool for each server o provide addresses o
remote clients.

There is no limit to the maximum number of clients that can be served by a single
DHCP server. However, your network can have practical constraints based on the

1P address class and server configuration issues such as disk capacity and CPU
speed,
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CHAPTER 14

Installing and Configuring WINS
Servers

A WINS server is a Windows NT Server computer running the Microsoft TCP/IP
protocol and the Windows Intemet Name Service (WINS) server software. WINS
servers maintain a database that maps computer names to IP addresses, allowing
users to easily communicate with other computers while gaining all of the benefits
of usirig TCP/IP.

This chapter describes how to install WINS servers and how to use WINS Manager
to manage these servers. The following topics are included in this chapter:

« WINS benefits

» Installing and administering WINS servers

»  Configuring WINS servers and replication partners

« Managing static mappings

- Setting preferences for WINS Manager

- Managing the WINS database

« Troubleshooting WINS

= Advanced configuration parameters for WINS

« Planning a strategy for WINS servers

For an overview of how WINS works, see “Windows Internet Name Service and .
Broadcast Name Resolution™ in Chapter 12, “Networking Concepts for TCP/IP.”

Note WINS can also be configured and monitored using SNMP. All configuration
parameters can be set using SNMP, including configuration parameters that can
otherwise only be set by editing the Registry. For a list of WINS MIB object types,
see Appendix A, “MIB Object Types for Windows NT.”

You can also use Performance Monitor to track WINS server performance, as
described in Chapter 17, “Using Performance Monitor with TCP/IP Services.”

ih,én’ YVona Fg Holdy Corn. et al, - jaEzE FOGE - Vaee 290
Petitioner Vonage Holdings Corp. et al. - Exhibit 1008 - Page 290



266 Partlll TCPAP

Benefits of Using WINS

WINS servers offer the following benefits for your internetwork:

« Dynamic datahase maintenance to support corputer hame registration and name
resolution. Although WINS provides dynamic name services, it offers a
NetBIOS namespace, making it much more flexible than the Domain Natme
System (IDNS) for name resolution.

. Centralized management of the computer name database and the database
replication policies, alleviating the need for managing LMHOSTS files.

. Dramatic reduction of IP broadeast traffic in Microsoft internetworks, while
allowing client compuiers to easily locate remote systems across local or wide
area networks.

. The ability for clients on a Windows NT Server network (including
Windows NT, Windows for Workgroups, and LAN Manager 2.x) to browse
domains on the far side of a router without a local domain controller being
present on the other side of the router.

« A scalable design, making it a good choice for name resolution for medium to
very large internetworks.

Note WINS client software is part of the Microsoft TCP/IP-32 for Windows for
Workgroups and the Microsoft Network Client 2.0 software that is included on the
Windows NT Server compact disc. For information about installing these clients,
see the Windows NT Server Installation Guide.

Installing WINS Servers

You install a WINS server as part of the process of installing Microsoft 1CP/IP in
Windows NT Server. The following instructions assume you have already installed
the Windows N'T Server operating system on the computer.

You must be logged on as a member of the Administrators group to install a WINS
server,

v To install a WINS server
1. Double-click the Network opiton in Conirol Panel to dispiay the Network
Settings dialog box.

2. Choose the Add Software button to display the Add Network Software dialog
box.
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Chapter 14 Installing and Canfiguring WINS Servers 267

In the Network Software box, select TCP/IP Protocol And Related Components,
and then choose the Continue button to display the Windows NT TCP/IP
Installation Options dialog box.

[F8)

4. Check the appropriate options to install, including at least one of the following
options:
- WINS Server Service

= SNMP Service {for configuring and monitoring WINS using SNMP or
Performance Monitor)

5. Choose the OK buiton.

Windows NT Setup prompts you for the full path to the Windows NT Server
distnibution files.

- 6. Type the full path to the Windows NT Server distribution files, and then choose
the Continue button.

All necessary files are copied to your hard disk.

7. Complete all the required procedures for manually configuring TCP/IP as
described in Chapter 11, “Installing and Configusing TCP/P and SNMP.”

The Network Settings dialog box is displayed again after you finish configuring
TCP/IP.

8. Choeose the Close button, and then reboot the computer.
The TCP/IF and WINS server software is now ready for use.

The Windows Internet Name Service is a Windows NT service running on a
Windows NT computer. The supporting WINS client software is automatically
installed for Windows NT Server and for Windows NT computers when the basic
operating system is installed,

»  To start, stop, pause, or continue the WINS service on any Windows N'T
computer

1. In Control Panel, double-click the Services option.
—Or—
In Server Manager, choose Services from the Computer menu.

2. In the Services dialog box, select the Windows Internet Name Service, and then
choose the Start, Stop, Pause, or Continue button, Then, choose the Close
button.

You can start, stop, pause, or continue the WINS service at the command prompt
using the commands net start wins, net stop wins, net pause wins, or net
continue wins.

Ty
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Administering WINS Servers

When you install a WINS server, an icon for WINS Manager is added to the
Network Administration group in Program Manager. You can use this tool (o view
and change parameters for any WINS server on the intemetwork. To administer &
WINS server remotely, you can run WINS Manager on a Windows NT Server
computer that is not a WINS server,

You can also administer a WINS server remotely using SNMP. When you do so, if
some WINS queries from SNMP work and others time out, you should increase the
timeout on the SNMP toel you are using, -

You must be logged on as a member of the Administrators group for a WINS server
to configure that server,

»  To start WINS Manager
1. Double-click the WINS Manager icon in Program Manager.
g -

At the command prompt, type the start winsadmn command, and then press
ENTER.

You can include a WINS server name or _IP address with. the command, for
example, start winsadmn 11.103.41.12 or start winsadmn myserver.

2. 1f the Windows Internet Name Service is ranning on the local computer, that
WINS server is opened automatically for administration. If the Windows
Internet Name Service is not running when you start WINS, the Add WINS
Server dialog box appears, as described in the following procedure.
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 Settings in the Preferences dialog box determine whether the
IP address or computer name appears first in the list.

RIS S T R e
Server View Mappings Options Help
1.101.4.162 ‘I Server Start Time: 5719794 1:38:45 PM

by R&%ﬁé&m Databaze Inilialized: - -

| Statistics Cleated: - -

1 Last Replication Times:

Periodic: -
Admin Thigger: -
Net Update: fE.
Total Queries Received: 34589
; Successful: 34001
Failed: 488
| Tutal Releases: 345
Successiul; 321
Failed: 24

1 Totat Reqgistrations:

Drag the split bar to size the panes.

Note If you specify an IP address when connecting to a WINS server, the
connection is made using the TCP/IP protocol. If you specify a computer name, the
connection is made over NetB1OS. The list that appears in the WINS Server
window shows the IP address first if you connected using TCP/P, or the computer
name first, if the connection was made over NetBIOS,

¢ To connect {0 a WINS server for administration
¢ In the WINS Manager window, select a server in the WINS Servers list.

This list contains alt WINS servers that you previously connected to or that have
been reported by partners of this WINS server,
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To connect to a server to which you have not previously been connected

1. Choose the Add WINS Server command from the Server menu to display the
Add WINS Server dialog box.

Enter the computer name of the 1P address
of the WINS server to be added:

iR
s

SRR

% &, S

| WINS Sewver: [\ajimp]

sy

2. Inthe WINS Server box, type the IP address or computer name of the
server you want to work with, and then choose the OK button.

Note You do not have to include double backslashes (\\)before the name. WINS

Manager adds these for you.

The title bar in the WINS Manager window shows the IP address or computer name

for the currently selected server, depending on whether you used the address or

name to connect to the server. WINS Manager also shows some basic statistics for
the selected server, as described in the following table. Additional statistics can be

displayed by choosing the Detailed Information command from the Server menu.

Table 14.1 Statistics in WINS Manager

Stafistic Deseription

Database Initialized
database,

Statistics Cleared The time when statistics for the WINS server were last

cieared with the Clear Stalistics command from the View

men.

The last time static mappings were imported into the WINS

Last Replication Titmes

Periodic

Admin Trigger

G

The times at which the WINS database was last replicated.

The last time the WINS database was replicated based on
the replication interval specified in the Preferences dialog
box.

The last time the WINS database was replicated because the
administrator chose the Replicate Now button in the
Replication Partners dialog box.
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Table 14.1  Statistics in WINS Manager (continued)

Statistic Description
Net Update

The fast time the WINS database was replicated as a result
of a network request, which is a push notification message
that requests propagation.

The number of name query request messages received by
this WINS server. Successful indicates how maity names
were successfully matched in the database, and Failed
indicates how many names this WINS server could not
resalve,

Total Queries Received

The number of messages received that indicate a NetBIOS
application has shut itself down. Successtul indicates how
many names were successfully released, and Failed indicales
how many rames this WINS server could not release.

Total Releases

The number of messages received that indicate name
registrations for clients.

Total Registrations

To refresh the statistical display in WINS Manager
* From the View menu, choose the Refresh Statistics command (or press £5).
~Or-

From the View menu, choose the Clear Statistics command to reset all statistical
counters,

—Or—~ )
Use automatic screen refreshing, based on the interval you specify in the

Preferences dialog box, as described in “Setting Preferences for WINS
Manager” later in this chapter.
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» - To see information about the current WINS server
1. From the Server menu, choose the Detailed Information command.

WiNS Secver Address
Computer Hame: VWA-ANRIERZ
IP Address: 11.183.41.12
Connected Via: TCP/IP
Connected Since: 5720794 4:19:09 PH
Last Address Change: -- --

5120794 A4.08:49 Dy

Eaxtinction: 5720494 3:38:43 P
Veification: 5720/94 10:08:49 AM

Unique Registrations: 27896
Contlicts: 1]
Renewals: 27896

Graup Registsations: FinS
Conflicts: 1
Renewals: 455

The Detailed Information dialog box shows information abowt the selected
WINS server, as described in the table below,

2. To close the Detail Information dialog box, choose the Close button,

Table 14.2 Detailed Information Statistics for WINS Manager

Statistic Meaning

T.ast Address Change Indicates the time at which the last WINS database change
was rephicated.

TLast Scavenging Times Indjcates the last times that the databuse was cleaned for
specific types of entries. (For information about database
scavenging, see “Managing the WINS Database™ later in this
chapter,

Periodic Indicates when the database was cleaned based on the
rencwal interval specified in the WINS Scrver Configuration
dialog box.

Admin Trigger Indicates when the database was last cleaned because the
administrator chose the Initiate Scavenging command.

Exlinction Indicates when the dalabase was last cleaned based on the
Extinction interval specified in the WINS Server
Configuration dialog box.

W PR I & S L A G T ey prp
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Table 14.2  Detailed Information Statistics for WINS Manager (continued)

Statistic © Meaning

Indicates when the database was last cleaned based on the

Verification o o - .
Verify interval specified in the WINS Server Configuration

dialog hox.

Unique Registrations Indicafes the number of name registration requests that
have been accepted by this WINS server.

Unique Conflicts The number of conilicts encountered during regisiration of
unique names owned by this WINS server,

Unique Renewals The number of renewals received for unique names.

Group Registrations The number of registration requests for groups that have

been accepted by this WINS server. For information about
groups, see “Managing Special Names” later in this chapter.

Group Conflicts « The number of conflicts encountered during registration of
group names.

Group Renewals The number of renewals received for group names.

For descriptions of the related infervals, see “Configusing WINS Servers” later in
this chapter.

Configuring WINS Servers and Replication Partners

You will want to configure multiple WINS servers to increase the availability.and
balance the load among servers. Each WINS server must be configured with at
least one other WINS server as its replication partner. :

Configuring a WINS server includes specifying information about when database
entries are replicated between partners. A pull parmer is a WINS server that pulls
in replicas of database entries from its partner by requesting and then accepting
replicas. A push partner is a WINS server that sends update notification messages
to its partner when its WINS database has changed. When its partner responds to
the notification with a replication request, the push partner sends a copy of its
current WINS database to the partner, For the databases on the primary and backup
WINS servers (o remain consistent, they must be both push and pull partners with
each other. It is always a good idea for replication partners to be both push and pull
partners of each other.

For information about configuring preferences, see “Setting Plefercnces for WINS
Manager” later in this chapter.

Petitioner Vonage Holdings Corp. ef al. - Exhibit 1008 - Page 298



274 Part EI!

TCP/IP

Configuring WINS Servers

For each WINS server, you must configure threshold intervals for triggering
database replication, based on a specific time, a time period, or a certain nuruber of
new records. If you designate a specific time for replication, this ceoeurs one fime

only. i a time period is specified, replication is repcated at that interval.

v To configure a WINS server

i. From the Server menu, choose the Configuration command.

This command is available only if you are logged on as a member of the

Administrators group for the WINS server you want to configure

2. To view all the options in this diatog box, choose the Advanced button.

FWINS Server Configuration

Renewal interyal {hom:s):
Eaxtinction interval (hom:s) m

Extinction Timeoet [hom:s): |8 E :-: ulr}

Verify Interval {hom:s}:

‘

.ﬁﬁ

&EI

160 [3:{oo[3:[0of:

[ Pull Parameters

B4 Initial Replication

Retry Count: l:@

Push Paramelers
tnitial Replication
[1 Replicate on Address Change

[} Migrate Gn/0K

Advanced Wi5 Seiver Cunflguraimn

Starting Veesion Count (hex]: [:]

Log Detailed Events
& Replicate Dnly With Part

Database Backup Path:

DAusersitest

B4 Backup Bn Terminalion
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3. For the configuration options in the WINS Server Configuration dialog box,

specify time intervals as described in the following list.

Configuration option  Description

Renewal Interval Specifies how often a client reregisters its name. The default
is five hours.

Extinction Inferval - Specifies the interval between when an entry is marked as
released and when it is marked as extincr. The defaulr is
dependent on the renewazl interval and, if the WINS server has
replication partners, on the maximum replication time
interval. maximum allowable value is four days.

Extinction Timeout Specifies the interval between when an entry is marked
' exrinct and when the enfry is finally scavenged from the
database. The default is dependent on the renewal interval
and, if the WINS server has replication partners, on the
maximum replication time interval. minimum allowable value
is one day.

Verify Interval Specifies the interval after which the WINS server must verify
that old names it does not own are still active. The default is
dependent on the extinction interval. . The maximum
allowable value is 24 days.

The replication interval for this WINS server’s pull partner is defined in the
Preferences dialog box, as described in “Setting Preferences for WINS
Manager™ later in this chapter. The extinction interval, extinction timeout, and
verify interval are derived from the renewal interval and the replication interval
specified. The WINS server adjusts the values specified by the administrator to
keep the inconsistency between a WINS server and its partners as small as
possible,

If you want this WINS server to pull replicas of new WINS database entries
from its partners when the system is initialized or when a replication-related
parameter changes, select the Initial Replication in the Pull Parameters
checkbox, and then type a value for Retry Count,

The retry count is the number of times the server should attempt to connect (in
case of failure) with a partner for pulling replicas. Retries arc attempted at the
replication interval specified in the Preferences dialog box. If all retries are
unsuccessful, WINS waits for a period before starting replication again. For
information about setting the start time and replication interval for pull and push
partners, see “Setfing Preferences for WINS Manager” later in this chapter.

To inform partners of the database status when the system is initialized, select
the Initial Replication checkbox in the Push Parameters group. To inform
partoers of the database status when an address changes in a mapping record,
select the Replicate On Address Change checkbox.

-
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6. Set any Advanced WINS Server Configuration options, as described in the

following table.

Table 14.3  Advanced WINS Server Configuration Options

Configuration option

Desceription

Logging Enabled

Log Detailed Events

Replicate Only With

Paitners

Backup On
Termination

Migrate On/Off

Starting Version
Count

Databasc Backup
Path

Speciflies whether logging of dalabase changes to JET.LOG
should be turned on.

Specifies whether logging events is verbose. (This requires
considerable system resources and should be turned off if
you are tuning for performance.)

Specifies that replication will be done only with WINS pull
or push pariners. If this option is not checked, an
administrator can ask a WINS server to pull or push from or
to a nor-listed WINS server partner. By default, this option
1s checked.

Specifies that the database will be backed up automaticaily
when WINS Manager is stopped, except when the systein is
being shut down.

Specifies that static unique and multihomed records in the
database are treated as dynamie when they conflict with a
new registration or replica. This means that if they are no
longer valid, they will be overwritten by the new
registration or replica. Check this option if you are
upgrading non-Windows NT systems to Windows NT' By
default, this option is not checked.

Specifies the highest version ID number for the database.
Usually, you will not need to change this value unless the
datahase hecomes corrupted and needs to start fresh. In
such a case, set this value to a number higher than appears
as the version number countey for this WINS server on all
the remote partners that earlier replicated the local WINS
server’s records, WINS may adjust the value you specify o
a higher one o ensure that database récords are quickly
replicated to other WINS servers. The maximum allowable
value is 231 - 1. This value can be seen in the View
Database dialog box in WINS Manager.

Specifies the directory where the WINS database backups
will be stored. I you specify a backup path, WINS
antomaticaily performs a full backup of its database to this
directory every 24 hours. WINS uses this directory to
perform an automatic restoration of the database in the
event that the databasc is found to be corrapted when WINS
is started. Do not specify & network directory. -

Petitioner Vonage Heoldings Corp. et al. - Exhibit 1008 - Page 301



Chapter 14 Installing and Configuring WINS Servers 27

7. When you have completed all changes in the WINS Server Configuration dialog
box, choose the OK button.

Configuring Replication Partners

WINS servers communicate among themselves to fully replicate their databases,
ensuring that a name registered with one WINS server is eventually replicated to all
other WINS servers within the internetwork. All mapping changes converge within
the replication period for the entire WINS system, which is the maximum time for
propagating changes to all WINS servers. All released names are propagated to all
WINS servers after they become extinct, based on the interval specified in WINS
Manager.

Replication is carried out among replication partners, rather than each server
replicating to all other servers. In the following illustration, Serverl has only
Server? as a pariner, but Server2 has three partners. So, for example, Serverl gets
all replicated information from Server2, but Server?2 gets information from Serverd,
Server3, and Serverd.

Serve
i

Serverd

Servers
Serveri

Serverd

Figure 14.1 Replication Confignration Example for WINS Servers

i) R s
%
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Ultimately, all replications are pulled from the other WINS servers on an
internetwork, but triggers are sent by WINS servers to indicate when a replication
should be pulled. To achieve replication, cach WINS server is a push partoer or pull
partner with at least one other WINS scrver. A pull partner is a WINS server that
pulls in database replicas from its push partner by requesting and then accepiing
replicas of new database entries in order to synchronize its own database. A push
pariner is a WINS server that sends notification of changes and then sends replicas
to its pull partner upon receiving a request. When the server’s pull partner
replicates the information, it pulls replicas by asking for ail records with a nigher
version number than the last record stored from the last replication with the server

th e
O anoiner pariney.

Choosing whether to configure another WINS server as a push partner or pull
partner depends on several considerations, including the specific configuration of
servers at your site, whether the partner is across a wide area network {WAN), and
how important it is to propagate the changes.

. If Server2, for example, needs to perform pull replications with ServerB, make
sure it is a push partner of Server3,

« If Server2 needs to push replications to Server3, it should be a pull partmer of
WINS ServerB,

Replication is triggered when a WINS server polls another server to get a replica.
This can begin at system startup and can then repeat at the time interval specified
for periodic replication. Replication is also triggered when a WINS server reaches a
threshold set by the administrator, whick is an update count for registrations and
changes. In this case, the server notifies its pull partners that it has reached this
threshold, and the other servers may then decide to pull replicas. Additionally, the
administrator can cause a replication mmediately or at a specified time. Replication
at a specified time is a one-time only event. ¥f the time specified bas already passed,
replication does not occur,

To add a replication partner for a WINGS server
1. From the Server menu, choose the Replication Partners command to display the
Replication Partners dialog box.

This comunand is available only if you are logged on as a member of the
Administrators group for the local server.

. ef ab - Exhibit 1008 - Page 303
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WINS Server Push Pull
571.901.4.162

HE TS

€3 11.101.196.151

HEE 11.103.41.12

Wins Servers To List
Push Partners Pull Pariners B3 Other

[ 1 Push with Propagation

2. Choose the Add button to display the Add WINS Server dialog box.

6.
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Type the name or IP address of the WINS server that you want to add to the list,
and then choose the OK button.

If WINS Manager can find this server, it adds it to the WINS Server list in the
Replication Partners dialog box.

From the WINS Server list in the Réplication Partners dialog box, select the
server you want to configure, and then complete the actions described in
“Configuring Replication Partner Properties” later in this chapter,

If you want to limit which WINS servers are displayed in the Replication
Partners dialog box, check or clear the options as follows:

«  Chack Push Partners to display push partners for the current WINS server.
= Check Pull Partners to display pull partners for the current WINS server.

. Check Other o display the WINS servers that are neither push partners nor
pull partners for the current WINS server.

To specify replication triggers for the partners you add, follow the procedures
described in “Triggering Replication Between Partners” later in this chapter,

. When you finish adding replication partners, choose the OK button.

e
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T'o delete replication partners

I

PQ

From the Server menu, choose the Replication Partners command to display the
Replication Partners dialog box.

Select one or more servers in the WINS Server list, and then choose the Delete
button, or press DEL.

WINS Manager asks you to confirm the deletion if you checked the related
confirmation option in the Preference dialog box, as described in “Setting
Preferences for WINS Manager™ Iater in this chapier.

‘Configuring Replication Pariner Properties

When you designate replication pariners, you need to specify parameters for when
replication will begin.

To configure replication partners for a WINS server

1.

In the WINS Server list of the Replication Partners dialog box, select the server
you want to configure.

Check either Push Partner or Pull Partner or both to indicate the replication
partnership you want, and then choose the related Configure button.

. Complete the entries in the appropriate Properties diatog box, as described in the

following procedures.

To define pull partner properties

1.

In the Start Time box of the Pull Partner Properties dialog box, type a time to
indicate when replication should begin.

You can use any separator for hours, minutes, and seconds. You can type AM or
pM, for example, only if these designators are part of your time setting, as
defined using the International option in Control Panel.

Puli Partner: 111034112

Start Time: 111:30 l

Replication interval {hom:sk: ::

«
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2. In the Replication Interval box, type a time in hours, minutes, and seconds to
indicate how often replications wiil occur, or use the spin buttons to set the time
you want.

If you want to return to the values specified in the Preferences dialog box,
choose the Set Default Values button,

3. Choose the OK button to return to the Replication Partners dialog box.

# To define push partner properties

1. In the Update Count box of the Push Partner Properties dialog box, type a
number for how many additions and updates made to records in the database
will result in changes that need replication,

Replications that have been pulled in from partners do not count as insertions or
updates in this context.

The minimum value for Update-Count is 5.

Push Parner:  11.183.41.12

Update Count: @LJ ;

If you want to return to the value specified in the Preferences dialog box, choose
the Set Default Values button.

2. Choose the OK button to retimn to the Replication Partners dialog box.

Triggering Replication Between Partners

You can also replicate the database between the partners immediately, rather than
waiting for the start time or replication interval specified in the Preference dialog
box, as described in “Setting Preferences for WINS Manager™ later in this chapter.

You probably want to begin replication immediately after you make a series of
changes, such as eniering a range of static address mappings.
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» To send a replication trigger

e Complete one of the following tasks using the Replication Partners dialog box.

Select the WINS servers o which you want to send a replication trigger, and
then choose the Push or Pull button, depending on whether you want to send
the trigger to push partners or pull partners.

—Or—
It you want the selected WINS server to propagate the trigger to all its pull

© pariners, select the Push With Propagation checkbox.

Tf the Push With Propagation checkbox is not selected, the selected WINS
server doss not propagate the trigger to its other partners.

If the Push With Propagation checkbox is selected, the selected WINS server
sends a propagate push trigger to its pull partners after it has pulled in the
latest information from the source WINS server, If it does not need to pull in
any replicas because it has the same or more up-to-date replicas than the
source WINS server, it does not propagate the trigger to its pull partnes.

# To start replication immediately

¢ In the Replication Partners dialog box, choose the Replicate Now button.

Managing Static Mappings

Static mappings are perimanent lists of computer name-to-IP address mappings that
cannoi be challenged or removed, except when the administrator removes the
specific mapping. You use the Static Mappings command in WINS Manager to add,
edit, import, or delete static mappings for clients on the network that are not WINS
enabled.

Important Tf DHCP is also used on the network, a reserved (or static) IP address
will override any WINS server settings. Static mappings should not be assigned to

WINS-enabled computers.

» To view static mappings

1. From the Mappings menu, choose the Static Mappings command to display the
Static Mappings dialog box.
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Filter: None

l@\mAumEPmnh; 11,101 41.12

B 2 e

LSRR AREIEREIM G S T I |
VS JIMY[O0h] 11.105.67.56

2L \WIMY[03h] 11.105.67.56

@. \WJIMY[20R] 11.105.67.56

£ \WRONALD[00h] 11.101.43.56

[ Sort Ocder
¢ Sort Static Mappings by [P Address
@® Sort Static Mappings by Computer Hame

dialog box take effect immediately. For this reason, you cannot cancel changes
made to the WINS database while working in the Static Mappings dialog box.
You must manually delete any entries that are added in error or manually add
back any entries that you mistakenly delete,

2. In the Sort Order group box, indicate whether you want to soit static mappings
by IP address or computer name.

This selection determines the order in which entries appear in the list of static
mappings.

3. Complete any of the following tasks:

« To edit or add a mapping, follow the procedures described in “Adding Static
Mappings™ and “Editing Static Mappings” later in this chapter.

« To remove existing static mappings, select the mappings you want to delete
from the list, and then choose the Delete Mapping button.

« To limit the range of mappings displayed in the list of static mappings,
choose the Set Filter button, and then follow the procedure in “Filtering the
Range of Mappings” later in this chapter.

. To turn off filtering, choose the Clear Filter butfon.

4. When you have finished viewing or changing the static mappings, choose the
Close button.
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Adding Static Mappings

You can add stat
two methods:

To add sfatic

i

mappings

ic mappings to the WINS database for specific IP addresses using

Type static mappings in a dialog box

Import files that contain static mappings

ot

S oL

e WINS dat

1. Inthe Static Mappings dialog box, choose the Add Mappings butfon to display
the Add Siaiic Mappings dialog box.

Hame: Type

: f’\‘.a—apearﬂ | ® Unigue
1P Address:
T i & 14 © Broup

< Internet Group

O Wultihomed

. In the Name box, type the computer name of the system for which you are

adding a static mapping.

You do not need to type two backslashes (\\) when entering the computer name,
because WINS Manager adds these for you.

9%

. In the IP Address box, type the address for the-compuier.

If Internet Group or Multihomed is selected in the Type group box, the dialog
box shows additional controls for adding nmltiple addresses. Use the down-

arrow button

to move the address you type into the list of addresses for the

group. Use the up-mrow button to change the order of a selected address in the

{ist.

. Select an option in the Type group box to indicate whether this entry is a unique

name or a kind of group with a special name, as described in the following table.

Type option

Description

Unique

Group

gr@‘»

e

oner Yonage Hole

Unique name in the database, with one address per name.

Noumal group, where addresses of individual members are
not stored. The client broadcasts name packets to normal
groups.
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Type option IDrescription

Internet group Groups with NetBIOS names that have 0x1C as the [6th
byte. An internet group stores up to 25 addresses for
members. The maximum number of addresses is 25. For
registrations after the 25th address, WINS overwrites a
replica address or, if none is present, it overwrites the oldest
registration.

Multihomed Unique name that can have more than one address
{multihomed computers). The maximum number of
addresses is 25. For registrations after the 25th address,
WINS overwrites a replica address or, if none is present, it
overwriles the oldest registration.

Important For internet group names defined in this dialog box (that is, added
statically), make sure that the primary domain controller (PDC) for that domain
is defined in the group if the PDC is ranning Windaws NT Advanced Server
version 3.1.

For more information, see “Managing Special Names” later in this chapter.
5. Choose the Add button,

The mapping is immediately added to the database for that entry, and then the
checkboxes are cleared so that you can add another entry.

6. Repeat this process for cach static mapping you want to add to the database, and
then choose the Close button.

Important Because each static mapping is added to the database when you
choose the Add button, you cannot cancel work in this dialog box. If you make a
mistake in entering a name or address for a mapping, you must return to the
Static Mappings dialog box and delete the mapping there.

You can also import entries for static mappings for unique and special group names
from any file that has the same format as the LMHOQSTS file (as described in
Chapter 15, “Setting Up LMHOSTS™). Scope names and keywords other than
#DOM are ignored. However, normal group and multihomed names can be added
only by typing entries in the Add Static Mappings dialog box.
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«  To import a file containing static mapping entries
1. In the Static Mappings dialog box, choose the Import Mappings button to
display the Select Static Mapping File dialog box.
2. Specify a filename for 2 static mappings file by typing its name in the box.
—Or—

Sclect one or more filenames in the list, and then choose the OX bution to
import the file.

The specified file is read, and then a static mapping is created for each computer
name and address, If the #DOM keyword is included for any record, an internet

™

group is created (if it is not already present), and the address is added to that group.

Editing Static Mappings
You can change the IP addresses in static mappings owned by the WINS server you
are currently administering.

»  To edit a static mapping entry

e PR

1. In the Static Mappings dialog box, select the mapping you wani i change, and
then choose the Edit Mapping button, or double-click the mapping entry in the
list.

The Edit Static Mapping dialog box is displayed.

WlingFres

Computer Name:
#apping Type: - Unique
IP Address: 101 .9 .8

Note You can view, but not edit, the Computer Name and Mapping Type option
for the mapping in the Edit Static Mappings dialog box.

2. In the IP Address box, type a new address for the computer, and then choose the
OK button.

The change is made in the WINS database immediately.

Note If you want to change the computer name or group type related to a specific
TP address, you must delete the entry and redefine it using the Add Static Mappings
dialog box.
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Filtering the Range of Mappings
You might want to limit the range of IP addresses or computer names displayed in
the Static Mappings or Show Database dialog boxes.

You can specify a portion of the computer name or IP address or both when filtering
the list of mappings.

v To filter mappings by address or name

1. Inthe dialog box for Static Mappings or Show Database, choose the Set Filter
butten to display the Set Filter dialog box.

Criteria

Computer Name: ]

1 Address: 11010 -

2. In the Computer Name or IP Address boxes, type portions of the computer
name, 1P address, or both.

You can use the asterisk (*) wildcard for portions of the name or address or
both, For example, yvou could type \acet* to filter all computers with names that
begin with acct. However, for the address, a wildcard can be used only for a
complete octet. That is, you can type 11.101.%*,*, but you cannot enter 11.1#,1.1
in these boxes.

3. Choose the OK. button,

The selected range is displayed in the Static Mappings or Show Database dialog
box. The filtered range remains until you clear the filter,

if no mappings are found to match the range you specified, an information
message is displayed and the list of mappings will be empty.

If a filter is in effect for the range of mappings, the Clear Filter button is available
for restoring the entire list.

p To clear the filtered range of mappings

¢ In the Static Mappings or Show Database dialog box, choose the Clear Filter
button.

The list now shows all mappings found in the database.
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WINS recognizes special names for groups, multihomed devices, and internet
groups. This section describes these special names and presents some background

details to uuy you understand how W VINS 1 Hanages these Zroups.

Normal Group Names

A group name does not have an address associated with it. It can be valid on any
subnet and can be registered with more than one WINS server. A group’s
timestamp shows the last titne for any change received for the group. If the WINS

orver receives a query for the group name, it returns FFFFFEET (the Bmited
hroadeast address). The client then broadceasts on the subnet. The group name is
renewed when any member of the group renews the group name.

Multihomed Names

A mmultihomed name is a single, unigue name storing multiple addresses. A
multihomed device is a computer with multiple network cards and/or multiple 1P
addresses bound to NetBIOS over TCP/IP. A multthomed device with multiple IP
addresses can register one or more addresses by sending one address at a time in a
special name registration packet. A multihomed name in a WINS database can have
one or more addresses. The timestamp for the record reflects any changes made for
any members of the name.

Each multihomed group name can contain a maximum of 25 I[P addresses.

When you configure TCP/IP manually on a Windows NT computer, you use the
Advanced Microsoft TCP/IP dialog box to specify the {P address and other
information for each adapter on a muitihomed computer.

If WINS is minning on a multihomed computer, the IP address of the WINS service
is that of the first adapter to which Netbt is bound. When you configure clients’
WINS addresses, you must specify this address, and not another one, such as that of
an adapter that might be on the same subnet as the client. In some cases, the client
needs to determine when WINS sends a message, and all WINS messages originate
from the first adapter to which Netbt is bound.

A multihomed computer that runs on more than one network should not be used as a
WINS server. Because a nultihomed computer running WINS server always

registers its names locally and a computer can run only one instance of WINS, the
computer cannot register its name with two networks. Additionally,
MS-DOS--based clients always use the first IP address supplied by the WINS
server. When a client attempts a connection, the WINS server conld give it the 1P
address for the other network as the first address. In that case, the client’s
connection attempt would fail.
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A multiiomed WINS client on more thai one network can be configured (o regisier
with a different WINS server for each adapter card. The computers on each
network would use the WINS server on thelr network to resolve names.

Internet Group Names:

The internet group name is read as configuration data. When dynamic name
registrations for infernet groups are received, the actual address (rather than the
subnet broadcast address) is stored in the group with a timestamp and the owner ID,
which indicates the WINS scrver registering that address.

The internet group name (which has a 16th byte ending in 0x1C reserved for
domain names, as described in the following section) can contain a maximum of 25
IP addresses for primary and backup domain controllers in a domain, Dynamically
registered names are added if the list is not static and has fewer than 25 members. If
the list lras 25 members, WINS removes a replica member (that is, a member
registered by another WINS server) and then adds the new member, If all members
are owned by this WINS server, the oldest member is replaced by the new one.

WINS gives precedence over remote members to members in an internet group
name that registered with it. This preference means that the group name always
coniains the geographically closest Windows N'T Server computers. To establish
the preference of members of internet groups registered with other WINS servers
under the \Partners\Pull key in the Registry, a precedence is assigned for each
WINS partner as a value of the MemberPrec Registry parameter. Preference should
be given to WINS servers near the WINS server you are configuring, For more
information about the value of this parameter, see its entry in “Advanced
Configuration Parameters for WINS” later in this chapter.

The intcrnet group name is handled specially by WINS, which returns the 24
closest Windows NT Server computers in the domain, plus the domain controlier.
The name ending in 1C is also used to discover a Windows NT Server computer in
a domain when a computer running Windows NT Workstation or Windows NT
Server needs a server for pass-through authentication.

If your network stiil has domain controllers running Windows NT Advanced Server
version 3.1 to be included in the internet group name, you must add these to the
group manually using WINS Manager. When you manually add such a computer to
the internet group name, the list becomes static and no longer accepts dynamic
updates from WINS-cnabled computers,

For information about related issues in LMHOSTS for #DOM entries, see
“Designating Domain Controllers Using #DOM” in Chapter 15, “Setting Up
LMHOSTS.”
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How WINS Handles Special Names

Special names are indicated by a 16th byte appended to the computer name or
domain pame. The following table shows some special names that can be defined
for static entries in the Add Static Mappings dialog hox.

Table 14.4 Special Names for Static Mappings

Name ending

Usage

How WINS handles queries

Ox1E

0x1iD

0x1C

A normal group. Browsers
broadcast to this name and
listen on it to elect a master
browser. The broadcast is done
on the local subnet and should
hot Cross roufers.

Clients resolve this name to
access the master browser for
server lists, There is one
master browser on a subnet,

The infernet group name,
which contains a list of the
specific addresses of sysiems
that have registerad the name.
The domain controller registers
this name.

WINS aiways returns the fimited
broadcast address (FFFFFREFEF).

WINS always returns a negative
response. If the node is h-node or
m-node, the client broadcasts a name
guery to resolve the name. For
registrations, WINS returns a positive
response even though the names are
not put into the database.

WINS treats this as an internet group,
where each member of the group must
renew its name individually or be
released. The internet group is limited
to 25 names. (Note, however, that
there is no limit for #DOM entries in
LMHOSTS.)

WINS retuins a positive response ot
a dynarmic registration of a static 1C
name, but the address is not added to
the list. When a static 1C name is
replicated that clashes with a dynamic
1C name on another WINS server, a
union of the members is added, and
the record is marked as static. If the
record is static, members of the group
do not have {o renew their TP
addresses.

H¢
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The foilowing example.iliustrates a sample NetBIOS name table for a Windows NT
Server domain controller, such as the list that appears if you type nbtstat -n at the
command prompt. This example shows the 16th byte for special names, plus the

type (unigue or group).
NetBIOS Local Name Table

Name Type Status
<QC2e876GB> Unique Registered
ANNTEPS 20> UNIQUE Registered
ANNIEPS <a0> UNIQUE Registered
ANNIEPDOM <Qe> GROUP  Registered
ANNIEPDOM <1C> GROUP  Registered
ANNIEPDOM <18> UNIQUE Registered
ANNIEPS <@3> UNIQUE Registered
ARNIEPS <1E> GROUP  Registered
ANNIEPS <1D> UNIQUE Registered
.._MSBROWSE_. <@l> GROUP Registered

As shown in this example, several special names are identified for both the
computer and the domain. These special names include the following:

«  0x0 (shown as <00> in the example), the redirector name, which is used with
net view,

« 0x3, the Messenger service name for sending messages.
«  0x20, the LAN Manager server name,

« _MSBROWSE_, the name master browsers broadcast to on the local subnet to
announce their domains to other master browsers. WINS handles this name by
returning the broadcast address FEFFFFFE. '

«  Ox1B, the domain master browser name, which clients and browsers use to
contact the domain master browser. A domain master browser gets the names of
all domain master browsers. When WINS is gueried for the domain master
browser name, it handles the query like any other narne query and retums its
address. '

WINS agsumes that the computer that registers a domain name with the 1B
character is the primary domain controller (PDC). This name is registered by the
browser running on the PDC. This ensures that the PDC is in the internet group
name list that is returned when a 1C name is queried, for which WINS always
returns the address of the 1B name along with the members of a 1C name.

If the PDC is not a Windows NT Server 3.5 computer, you should statically
mitialize WINS with the 0x1B name of the PDC. The address should be the IP
address of the primary domain controller. Using 0x1B in this situation is not
required, but clients will find the PDC much more quickly and with less network
traffic.

. -
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Setting Preferences for WINS Manager

You can configure several options for administration of WINS servers. The
commands for controlling preferences are on the Options menu.

To display the status bar for help on commands

e From the Options menu, choose the Status Bar command.

‘When this comnmand is active, 1is name 15 checked on the menu, and the stuius
bar at the bottom of the WINS Manager window displays descriptions of
commands as they are highlighted in the menu bar.

To set preferences for WINS Manager

1. From the Options menu, choose the Preferences command to display the
Freferences dialog box.,

Tip To see all the available preferences, choose the Partners button.

["Address Risplay

I~ Server Statistics
O Computer Name Only Auto Refresh

® [P Addiess Only Interval lSeconds]:

) Computer Name {iP Address)

" Computer Names
Q1P Address (Computer Name]

LAN Manager-Compatible

[ Miscellaneous

[ validate Cache of “Known™ WINS Servers at Startup Time

4 Confism Belatetion of Staltic Mappings & Cached WINS servers

" New Pull Partner Default Configuration
Stan Time: lB:UU am l

Replication Interval fhom:s): :[E :‘:@

Mew Push Partner Delfault Configueation

Update Count; 1000

o

2. Specify settings for the options in which you want to change, and then choose
the OK button.
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The following list describes the various preferences in which you can set using this
diatog box:

Address Display group box
Select an optien to indicate how you want address information to be displayed
throughout WINS Manager——as computer name, IP address, or an ordered
combination of both.

Note Remember that the kind of address display affects how a connection is
made to the WINS server — for IP addresses, the connection is made via
TCP/P; for computer names, the connection is made via named pipes.

Server Statistics group box
iIf you want the statistics in the WINS Manager window to be refreshed
automatically, select the Auto Refresh checkboex, and then enter a number in the
Interval box to specify the number of seconds between refresh actions, WINS
Manager also refreshes the statistical display automatically each time an action
is initiated while you are working in WINS Manager.

Computer Names
Select the LLAN Manages-Compatible checkbox if you want computer names to
adhere to the LAN Manager naming convention.

LAN Manager computer names are lirnited to 15 characters, as opposed to 16-
character NeiBIGS names used by some other sources, such as Lotus Notese. Tn
LAN Manager names, the 16th byte is used to indicate whether the device is a
server, workstation, messenger, and so on. When this option is selected, WINS

- adds and imports static mappings with 0, 0x03, and 0x20 as the 16th byte.

All Windows-based networking, including Windows NT, follows the LAN
Manager convention. This checkbox should, therefore, be selected unless your
network accepts NetBIOS name from other sources.

Miscellaneous group box
If you want the system to query the list of servers each time the system starts to
find out if each server is available, select the Validate Cache Of Known WINS
Servers At Startup Time checkbox. If you want a warning message to appear
each time you delete a static mapping or the cached name of a WINS server,
select the Confirm Deletion Of Static Mappings And Cached WINS Servers
checkbox.

New Pull Partner Default Configuration group box
In the Start Time box, type a time to specify the default for replication start time
for new pull partners, and then specify values in the Replication Interval box to
indicate how often data replicas will be exchanged between the partners.

The Replication Interval should be the same as, or less than, the lowest refresh
time interval that is set on any of the replicating WINS servers, The minimum
value for the Replication Interval 1s 40 minutes,
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New Push Partner Default Configuration
In the Update Count box, type a number to specify a defanlt for how many
registrations and changes can occur Jocally before a replication trigger is sent by
this server when if is a push partner. The minimum value is 20.

Managing the WINS Database

The following files are stored in the \systenroofASYSTEM3IZ\WINS directory that
is created when you sei up a WINS server:

« JET.LOG is a log of all transactions done with the database. This file is used by
WINS to recover data if necessary.

»  SYSTEM.MDB is used by WINS for holding information about the structure of
its database.

= WINS.MDB is the WINS database file,

- WINSTMP.MDB is a temporary file that WINS creates. This file may remain
in the \WINS directory after a crash.

You should back up these files when you back up other files on the WINS server.

Caution The JET.LOG, SYSTEM MDB, WINS.MDR, and WINSTMPMDB
files should not be removed or tampered with in any manner.

Like any database, the WINS database of address mappings needs to be
periodically cleaned and backed up. WINS Manager provides the tools you

need for maintaining the database. This section describes how to scavenge (clean),
view, and back up the database. For information on restoring and

moving the WINS database, see “Troubleshooting WINS™ later in this chapter.

Scavenging the Database
The local WINS database should periodically be cleared of released entries and old
entries that were registered at another WINS server but did not get removed from
this WINS database for some reason. This process, called scavenging, is done
antornatically over intervals defined by the relationship between the Renewal and
Extinct intervals defined in the Configuration dialog box. You can also clean the
database manually.

For cxample, if you want to verify okd replicas immediately instead of waiting the
time interval specified for verification, you can manually scavenge the database.

:f"'x:{
e
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» To scavenge the WINS database
® From the Mappings menu, choose the Initiate Scavenging command,
The database is cleaned, with the results as shown in the following table.

State before scavenging State after scavenging

Owned active names for which Marked released
the Renewal interval has expired

Owned released name for which Marked extinct
the Extinct interval has expired

Owned exiinet names for which Deleted
the Extinct timeout has expired

Replicas of exfinct names for which Deleted
the Extinct timeout has expired

Reptlicas of active names for which Revalidated
the Verify interval has expired

Replicas of extinet or deleted names Deleted

For information about the intervals and timeouts that govern database scavenging,
see “Configuring WINS Servers” earlier in this chapter.

After WINS has been running for a while, the database might need to be compacted
to improve WINS performance. You should compact the WINS database whenever
it approaches 30 MB.

# 'To compact the WINS database

1. At the WINS server, stop the Windows Internet Name Service using the Control
Panel Services option or by typing net stop wins at the command prompt.

2. Run the JETPACK.EXE program (which is found in the
\systemroofSYSTEM32 directory).

3. Restart the Windows Internet Name Service on the WINS server.

Caution Do not compact the SYSTEM.MDB database.

Petitioner Vonace Ho
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Viewing the WINS Database

You can view the actual aclive and static mappings stored in the WINS database,
based on the WINS server that owns the entries.

Pet

»  To view the WINS database

From the Mappings menu, choose the Show Database command to display the
Show Database dialog box.

1.

2,

i Dispioy Options
OwnEE i [ Soit Giden T

( Show Alt Mappings (3 Sad hy P Addrass
Show Onip Mappings from Selected Qwner

Sort by Computer Hame

Selact G«mtﬂ . _ i H'gi"“im . O Sont by Limestamp
(3 Soet by Yersion 1D

O Sort by Type

Fifter: None

#Mappings A 5 Timestamp Yersion 1D

A MSBREWSE__[01h] 11.103.4112 v 5720494 £:14:45 PH 8 L]
WA-ANNIEP2{00Rh] 11.103.41.12 v 5720794 4:14:50 PH 5
)] \WA-ANNIEP2I03h] 11.103.41.12 v H/20/94 A:14:49 PH 1
@\\A-ANNIEPZQGM] 11.103.41.12 o 5/26/94 4:14:50 PH £
A3 \\A-ANNIEPD OM{0Ch] 11.103.41.12 v 5/20/94 4:14:43 PH 4
A-ANNIEPDOM{1ER] 11.103.41.12 v 5/20/94 4:14:43 PH 2
&3 \WA-ANNIEPDBMI1ChH] 11.193.41.12 5 5/20/34 4:14:43 PW 3
43 \WA-ANNIEPDOMITER) 11.103.41.12 v 5/20/94 4:14:43 PM 7

=

To view the mappings in the database for a specific WINS server, select Show

uuly Mappmgs o opcuﬁu Owier, and then froin the Select Owner iist,
select the WINS server whose database you want to view.

Ry default, the Show Database dialog box shows all mappings for the WINS
database on the currently selected WINS server.

Select a Sort Order option to sort by IP address, computer name, timestamp for
the mapping, version 1D, or type. (For information about types, see “Adding
Static Mappings” carlier in this chapter.)

&
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4. If you want to view only a range of mappings, choose the Set Filter hutton, and
then follow the procedures described in “Filtering the Range of Mappings”
carlier in this chapter.

Tip To turn off filtering, choose the Clear Filter button.

5. Use the scroll bars in the Mappings box to view entries in the database. Then
choose the Close buiton when you are finished viewing.

As shown in the Mappings list, each registration record in the WINS database
includes these elements:

Tiem Descripiion

Unique

& Group, internet group, or multthomed

Computer name The NetBIOS computer name

IP address The assigned Internet Protocol address

AorS Indicates whether the mapping is active (dynamic) or static
Timestamp Indicates when the record is set to expire.

Version ID A unique hexadecimal number assigned by the WINS server during

name registration, which is used by the server’s pull pastner during
replication o find new records

You can also use the Show Database dialog box to remove all references o a
specific WINS servet in the database, including all database entrics owned by the
WINS server.

# To delete a specific WINS server’s entries in the database

e In the Show Database dialog box, select a WINS server in the Select Owner list,
and then choose the Delete Owner button.
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Backing Up the Database

WINS Manager provides backup tools so that you can back up the WINS database.
After you specify a backup directory for the database, WINS performs complete
database backups cvery 24 hours, using the specified directory.

= To back up a WINS database

1.

4.

From the Mappings menu, choose the Backup Database comumand to display the
Select Backup Directory dialog hox. '

e %@m@%
o \users\default

Directories:
= e\

1 | [ users
dafault

New Directory Mame:
’t‘-‘iﬂsbak

Drives:
I [

{32 Periom incrementai Backup

e s

Specily the tocation for saving the backup files.

Windows NT proposes a subdirectory of the \WINS directory. You can accept
this proposed directory. The most secure location is to back up the database on
another hard disk. Do not back up to a network drive, because WINS Manager
cannot restore from a network source.

. If you want to back up only the newest version numbers in the database (that is,

changes that have occurred since the last backup), select the Perform

Incremental Backup checkbox.

Note You must have performed a complete backup before this option can be
used successfully.

Choose the OK button.

You should also periodically back up the Registry entries for the WINS server.
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» To back up the WINS Registry entries
1. Run the REGEDT32.EXE program from File Manager or Program Manager to
start the Registry Editor.

2. In Registry Editor, select the HKEY_LOCAL_MACHINE window, and then
select the following key:

LLCSYSTEMACurrentControlSet\Services\WINS

3. From the Registry menu, choose the Save Key command to display the Save
Key dialog box.

4. Specify the path where you store backup versions of the WINS database files.

For information about restoring the WINS database, see the following section,
“Troubleshooting WINS.”

Troubleshooting WINS

This section describes some basic troubleshooting steps for common problems and
also describes how to restore or rebuild the WINS database.

Basic WINS Troubleshooting

The following error conditions can indicate potential problems with the WINS
server: ‘

« The administrator can’t connect to a WINS scrver using WINS Manager. The
message that appears might be, “The RPC server is unavailable.”

» The WINS Client service or Windows Internet Name Service might be down
and cannot be restarted.

The first troubleshooting task is to make sure the appropriate services are running.

# To ensure the WINS services are running

1. Use the Services option in Control Panel to verify that the WINS services are
ronuing.

In the Services dialog box for the client computer, Started should appear in the
Status column for the WINS Client service. For the WINS server itself, Started
should appear in the Status column for the Windows Internet Name Service.

2. If a nccessary service is not started on either computer, start the service.

The following describes solutions to common WINS problems,

L P T 7 v B i A PR Lo 8 N er T
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= 'FTolocate the source of “duplicate name” error messages

& Check the WINS database for the name. If there is a static record, remove it
from the database of the primary WINS server.

—{—

Set the value of MigrateOn in the Registry to 1, so the static records in the
databasc can be updated by dynamic registrations (after WINS successfully
challenges the old address).

B To locate the source of “network path not found” error messages on a WINS

the 3 Lot 5 1N

e Check the WINS database for the name. If the name is not present in the
database, check whether the computer uses b-node name resolution. If so, add a
static mapping for it in the WINS database.

If the computer is configured as a p-node, m-node, or h-node and if its TP
address is different from the one in the WINS database, then it may be that its
address changed recently and the new address has not yet replicated fo the local
WINS server. To get the latest records, ask the WINS server that registered the
address to perform a push replication with propagation to the local WINS
server.

« To discover why a WINS scrver cannot pull or push replications to another
WINS server
1. Confirm that the router is working.
2. Ensure that each server is correctly configured as either a pull or push partner.

.« If ServerA needs to perform pull replications with ServerB, make sure it is a
push partner of ServerB.

~ o If ServerA needs to push replications to Scwch it should be a puii partner
of WINS ServerB.

To deteimine the configuration of a replication partner, check the values under
the \Pull and Push keys in the Registry, as described in “Advanced
Configuration Parameters for WINS” later in this chaptes.

s+ To defermine why WINS bacikup is failing consistently

s Make sure the path for the WINS backup directory is on a local disk on the
WINS server,

WINS cannot back up its database files to a remote drive.

Petitioner YVonage Boldings

mj

Corp. et al. - Exhibit 1008 - Page 325



Chapter 14 Installing anhd Configuring WINS Servers 301

Restoring or Moving thé WINS Database

This section describes how to restore, rebuild, or move the WINS database.

Restoring a WINS Database

If you have determined that the Windows Infernet Name Service is running on the

WINS server, but you cannot connect to the server using WINS Manager, then the
WINS database is not available or has becomes corrupted. If a WINS server fails

for any reason, you can restore the database from a backup copy.

You can use the menu commands to restore the WINS database or restore it
manually.

»  Torestore a WINS databage using menu conumands

1. From the Mappings menu, choose the Restore Database command to display the
Select Directory to Restore From dialog box.

2. Select the location where the backup files are stored, and then choose the QK
button.

» To restore a WINS database manually

L. In the\systemrooASY STEM3IZ\WINS directory, delete the JET.LOG,
JET#* LOG, WINS. TMP, and SYSTEM.MDRB files.

2. From the Windows NT Server instaliation source, copy SYSTEM.MDB to the
\systemroof\SY STEM32ZAWINS directory on the WINS server,

The installation source can be the Windows NT Server compact disc, the
installation floppy disks, or a network directory that contains the master files for
Windows NT Server.

3. Copy an uncorrupted backup version of WINS.MDB to the
\systemroon\SY STEM32\WINS directory.

4, Restart the Windows Internet Name Scrvice on the WINS server.

Restarting and Rebuilding a Down WINS Server

In rare circumstances, the WINS server may not boot or a STOP error might occur.
If the WINS server is down, use the following procedure to restart it. -
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» Vo restart a WINS server that is down

1.
2.

Turn off the power to the server and wait one minue,

Turn on the power, start Windows NT Server, and then logon under an account
with Administrator rights.

At the command prompt, type the net start wins command, and then press
ENTER.

you from running Windows NT, you wili have to rebuild the WINS database on

annther commier
anouno COMUPRLL

»  Torebuild a WINS server

1.

If you can start the original WINS server using MS-DOS, use MS-DOS to make
backup copies of the files in the \svsierrooNSYSTEM32ZA\WINS directory. If
you cannot start the computer with MS-DOS, you will have to use the last
backup version of the WINS databasc files.

Install Windows NT Server and Microsoft TCP/IP to create a new WINS server
using the same hard drive location and \systemroot directory. That is, if the

the new WINS server should use this same path to the WINS files.

Make sure the WINS services on the new server are stopped, and then use
Registry Editor to restore the WINS keys from backup files.

4, Copy the WINS backup files to the \systemroonSYSTEM3AWINS directory.

5.

Restart the new, rebuilt WINS server.

Moving the WINS Database

"You may find a situation where you need to move a WINS database to another
computer, To do this, use the following procedure,

¢ To move a WINS database

1.

Stop the Windows Internet Name Service on the curent computer.

2. Copy the \SYSTEM3I2AWINS directory to the new computer that has been

configured as a WINS server.
Make sure the new directory is under exactly the same drive letter and path as
on the oid computer.

If yon must copy the files to a different direcfory_. copy WINS.MBB, but not
SYSTEM.MDB. Usc the version of SYSTEM.MDB created for that new
computer.

Start the Windows Internet Name Service on the new computer. WINS will
automatically use the .MDB and .LOG files copied from the old computer.
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Advancéd Configuration Parameters for WINS

This section presents configuration parameters that affect the behavior of WINS
and that can be modified only through Registry Editor. For some parameters, WINS
can detect Registry changes immediately. For other parameters, you must restart the
Windows Internet Name Service for the changes to take effect.

Caution  You can impair or disable Windows NT if you make incorrect changes in
the Registry while using Registry Editor. All but a few of the configuration
parameters that can be set by editing the Registry can also be set using WINS
Manager or SNMP. Whenever possible, use WINS Manager or SNMP to make
configuration changes, rather than using Registry Editor. if you make errors while
changing values with Registry Editor, you will not be warned, because Registry
Editor does not recognize semantic errors.

#  To make changes to WINS configuration using Registry Editor

1. Start the Registry Editor by running the REGEDT32.EXE file from File
Manager or Program Manager.

—Or—

At the command prompt, type the start regedt32 command, and then press
ENTER.

When the Registry Editor window appears, you ¢an press F1 to get Help on how
to make changes in Registry Editor.

2. In Registry Editor, click the window titled HKEY_LOCAL _MACHINE On
Local Machine, and then click the icons for the SYSTEM subtree until you
reach the appropriate subkey, as described later in this section.

The following describes the value entries for WINS parameters that can only be set
by adding an entry or changing values in Registry Editor,

Registry Parameters for WINS Servers

The Registry parameters for WINS servers are specified under the following key:

ASYSTEMACurrentControlSetiServices\Wins\Parameters

This subkey lists all the nonreplication-related paramefers needed to configure a
WINS server. 1t also contains a \Datafiles subkey, which lists all the files that
should be read by WINS to initialize or reinitialize its local database.

ey
w
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DbFileNm
Data type = REG_SZ or REG_EXPAND_SZ
Range = path name
Default = %SystemRoot%\system32\wins\wins.mdb

Specifies the full path name for the WINS database file.

DoStaticDatalnit
Data type = REG_DWORD
Range=0orl
Default = O (false—that is, the WINS server does not initialize its database)
If this paramieter is sei 10 a non-zero value, the WINS server wikl initialize its
database with records listed in one or more files listed under the \Datafiles
subkey. The initialization is done at process invocation and whenever a change
is made to one or more values of the \Parameters or \Datafiles keys (unless the
change is to change the value of DoStaticDatalnit to 0).

InitTimePause
Data type = REG DWORD
Range=0or1

Default = 0 {no initial panse)

If set to 1, WINS starts in the paused state—that is, WINS does not accept any
name registrations, releases, or queries--until it has replicated with its partners,
or failed in the attempt, at least once. If InitTimePause is set to 1, the
\WINS\Partuers\Pull\Init TirmeReplication parameter should be either setto 1
or removed from the Registry.

LogFilePath
Data type = REG_SZ or REG_EXPAND_SZ
Default = %SystemRoot%\system32\wins

This parameter specifies the directory location of the log files created by WINS.
These files are used for recovery in case of a soft failure of WINS,

MeastIngv]
Data type = REG_DWORD
Default = 2400 (seconds)
This parameter specifies the time interval at which the WINS server sends a
multicast to announce ils presence to other WINS servers. The value is
expressed in seconds. The minimum allowable value is 2400 seconds (40
‘minutes).
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McastTtl
Data type = REG_DWORD
Range = 1 to 32 :
Default =6

This parameter specifies the number of times a WINS multicast announcement
can cross a roufer to another network.

NoOfWrkThds
Data type = REG_DWORD
Range = 1 to 40
Default = Number of processors on the computer

This parameter specifies the mumber of worker threads. It can be changed
without restarting the WINS computer.

PriorityClassHigh
Data type = REG_DWORD
Range=0or1
Default = 0 (false—that is, the priority class is normal)
If the parameter is set to a non-zero value, WINS runs in high priotity class.
This setting is useful to ensure that other processes, such as electronic mail or
other applications, do not preempt WINS,

UseSelfFndPors
Data type = REG_DWORD
Range=0or1
Default =0

If the parameter is set to 1 and network routers support multicasting, WINS
Scrver automatically finds other WINS servers on the network and configures
them as push and pull partners. If the parameter is set to 1 and network routers
do not support multicasting, WINS finds other WINS servers only on its subnet.

By default, parinership data created in this way is maintained automatically.
When a WINS server is discovered through multicast, it is automatically
removed as a replication partner when it shuts down gracefully. If the Registry
information about this partnership is changed manually using WINS Manager,
WINS Server no longer maintains the partnership information when there is a
change.
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The following parameters in this subkey can be set using the opfions available in
the WINS Server Configuration dialog box:

LogDetailedEvents

LoglilePaih

LoggingOn

Refreshinterval

TombstoneInterval (extinction interval)
TombsteneTimeout (extinction timeout)
VerifyInterval ‘

Also, the \Wins\Parameters\Datafiles key lists one or more files that the WINS
server should read to initialize or reinitialize its local database with static records.
If the full path of the file is not listed, the directory of execution for the WINS
server is assumed to contain the data file. The parameters can have any names (for
example, DF] or DF2). Their data types must be REG_SZ or REG_EXPAND_SZ.

important The \Wins\Performance key contains values used for WINS
performance counters that can be viewed in Performance Monitor. These values
should be maintained by the system, so do not change these values,

Registry Parameters for Replication Partners

Properties of WINS replication partners are specified under the \Wins\Partners key.

PersonalNonGrata
Data type = REG_MULTI_SZ
Default = None
This parameter specifies the Internet Protocol (IP) addresses of WINS serveis
whose records are not to be inserted into the local database during replication. If
there are iicoireci revords in the databases of one or more WINS servers on
your network, you can prevent those records from being replicated to your
WINS Server database by specifying the IP addresses of the WINS servers that
own them under the PersonaNonGrata parameter.

The \Wins\Partners key has two subkeys, \Pull and \Push, under which are subkeys
for the IP addresses of all push and pull partners, respectively, of the WINS server.

b
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Parameters for Push Pariners

A push partner, listed under the \Pariners\Pull key, is one from which a WINS
server pulls replicas and from which it can expect update notification messages, The
following paramcter appears under the IP address for a specific push partner. This
parameter can be set dnly by changing the value in Registry Editor:

MemberPrec
Data type = REG_DWORD
Range=0or 1
Default =0
Specifies the order of precedence of addresses in an internet group, those for
which the sixteenth byte is Ox1C. Addresses in the 0x1C names pulled from a
WINS partner are given the precedence assigned to the WINS server, O
indicates low precedence, and 1 indicates high precedence. Locally registered
nares always have high precedence. Set this value to 1 if this WINS server is
serving a geographic location that is nearby.

The following parameters appear uader this subkey and can be set in the WINS
Server Configuration dialog box:
SASYSTEMACurrentControiSet\Services\Wins\Partners\Pull
InitTimeReplication

CommRetryCount

The following parameters appear under this subkey and can be sct using the
Preferences dialog box:

.. \SYSTEM\CurEentControl Set\Services\Wi ns\Partners\PM TA<Ip Address?

SpTime (Start Time for pull pariner defauit configuration)
Timelnterval (Replication Interval)

For SpTime, WINS replicates at the set time if it is in the funure for that day. After
that, it replicates every number of seconds specified by TimeInterval. If SpTime
is in the past for that day, WINS replicates every number of seconds specified by
Timelnterval, starting from the current time (if InitTimeReplication is set to 1).
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Parameters for Pull Pariners

A pull partner of a WINS server, listed under the \Partners\Push key, is one from
which it can expect pull requests to pull replicas and to which it sends update
nofification messages.

OnlyDynRecs

Data type = REG_DWORD
Range=0or!

Default =0
If set o 1, only dynamically regisiered records are replicated to a puil partner. If set
to O, the default, all records, both dynamic and siatic, are replicated.

The following parameters appear under this subkey and can be set uging the options
available in the WINS Server Configuration dialog box:

CASYSTEMACurrentControlSet\Sarvices\Wins\Partners\Push

initTimeReplication
RplOnAddressChg

The following parameter appears under this subkey and can be set using the options
available in the Preferences dialog box:

L ASYSTEMACurrentControlSet\Services\Wins\Partners\Push\<Ip Address>

UpdateCount

Planning a Strategy for WINS Servers

Petitioner Vonage Holdings Co

The planning issues for implementing WINS servers are similar to those for
implementing DHCP servers, as described in Chapter 13, “Instailing and
Configuiing DHCP Servers.” Most network administrators will be instafling both
kinds of servers, so the planning and implementation tasks will be undertaken
jointly for DHCP and WINS setvers.

This section provides some additional planning isstes for WINS serverss,
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Planning for Server Performance

A WINS server can typically service 1500 name registrations per minute and about
760 queries per minute. There is no built-in limit to the number of records that a
WINS server can replicate or store,

Based on these numbers, and planning for large-scale power outage where many
computers will come on line simultaneously, the conservative recommendation is
that you plan to include one WINS server and a backup server for every 10,000
computers on the nelwork.

Two factors can particularly enhance WINS server performance. WINS
performance increases almost 25 percent on a computer with two processors. Also,
using NTFS as the file system also improves performance,

After you establish WINS servers in the internetwork, you can adjust the Renewal
interval. Setting this interval to reduce the numbers of registrations can help tune
server response time. (The Renewal interval is specified in the WINS Server
Configuration dialog box.)

Planning Replication Partners and Proxies

In one possible configuration, one WINS server can be designated as the central
server, and all other WINS servers can be configured as both push partner and pull
patiner of this central server. Such a configuration ensures that the WINS database
on each server contains addresses for every node on the WAN.

Another option is to set up a chain of WINS servers, where each server is both the
push pariner and pull partner with a nearby WINS server. In such a configuration,
the two servers at the ends of the chain would also be push and pull partners with
each other. Other replication partner configurations can be established for your
site’s needs.

Only a limited number of WINS proxies should be dcsignated on cach domain, so
that a limited number of computers are using resources to respond to broadcast
naMme requests.
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Planning Renlication Frequency Between Hubs

A major tuning issue for WINS servers is replication frequency. You want
replication to occur frequently cnough that any server being down will not interfere
with the reliability of name query responses. However, for longer wide area
network (WAN) lengths, you do nol want replication to interfere with network
throughput.

For multiple network hubs interconnected by WAN links, replication frequency can
be configured to be low compared to the replication frequency of multiple WINS
servers at a single hub. For long WAN links, infrequent replication ensures that the
links are available to carry client traffic without WINS affecting thronghput.

a0

For example, the WAN servers at a central site might be configured to replicate
every 15 minutes. Replication between WAN hubs of a greater distance might be
scheduled for every 30 minutes. Replication between servers on different continents
might replicate twice a day.-

North Ametica

12 hour/ 7S 7 15 minutes
4

Australia

30minutes

Figure 14.2 Example of an Enterprise-Wide Configuration for WINS Replication

Y set
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CHAPTER 15

Setting Up LMHOSTS

The LMHOSTS file is commonty used on Microsoft networks to locate remote
computers for network file, print, and remote procedure services and for domain
services such as logons, browsing, replication, and so on.

Use the LMHOSTS file for smaller networks or to find hosts on remote networks
that are not part of the WINS database (since name query requests are not
broadcast beyond the local subnet). If WINS servers are in place on an
internetwork, users do not have to rely on broadcast queries for name resolution,
since WINS is the preferred method for name resolution, With WINS servers in
place, therefore, the LMHOSTS file might not be necessary,

This chapter presents the following topics:

« Hditing the LMHOSTS file
«  Using LMHOSTS with dynamic name resolution
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Editing the LMHOSTS File

The LMHOSTS file used by Windows NT contains mappings of 1P addresses to

Windows NT computer names (which are NetBIOS names). This file is comnpatible

with Microsefl LAN Maonager 2.x TCP/IP LMHOSTS fikes.

Partiil TCR/IP

You can use Notepad or any other text editor to edit the sample LMHOSTS file that
is automatically installed in the \systemroot\SYSTEMI32ZADRIVERS\ETC directory.

This section provides some basic rales and guidelines for LMHOSTS.

Aules for LMHOSTS |
Use the following rules for entries in LMHOSTS:

= Bach entry should be placed on a separate line.

= The TP address should begin in the first column, followed by the corresponding
computer name.

« The address and the compuier name should be separated by at least one space or
tab.

S T

» NeiBIOS names can contain uppercase and Iowercase characters and speciat
characters. If a name is placed between double quotation marks, it is used
exactly as entered. For example, "AccountingPDC" is a mixed-case name, and
"HumanRscSr  ¥W0x03" generates a name with a special character.

Note With Microsoft networks, a NetBIOS computer name displayed within
straight quotation marks that is less than 16 characters long is padded with
spaces. If you do not want this behavior, make sure the quoted string is 16
characters long.

»  The pound sign (#) character is usually used to mark the start of a cominent,
However, it can also designate special keywords, as described in this section.

i r
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The keywords listed in the following table can be used in LMHOSTS under
Windows NT. (LAN Manager 2.x, which also uses LMHOSTS for NetBIOS over
TCPAP name resolution, treats these keywords as comments. )

Table 151 LMHOSTS Keywords

Keyword Description

#PRE Added after an entry to cause that entry to be preloaded
into the name cache. By default, entries are not preloaded
into the name cache but are parsed only after WINS and
name guery broadeasts faif Lo resolve a name. The #PRE
keyword must be appended for entries that also appear in
#INCLUDE staterzents; otherwise, the entry in
#FINCLUDE is ignored.

#DOM:<domain> Added after an entry to associate that entry with the
domain specified by <domain>. This keyword affects how
the Browser and Logon services behave in routed TCP/IP
environments. To preload a #DOM entry, you must also
add the #PRE keyword to the line.

#INCLUDE <filename> Forees the system to seek the specified <filename> and
parse it as if it were local. Specifying a Uniform Naming
Convention (UNC) <filename> allows you to use a
centralized LMHOSTS file on a server. If the server is
located outside of the local broadcast area, you must add a
mapping for the server before its entry in the #INCLUDE
section and also append the #PRE keyword to ensure that

-1t preloaded.

#BEGIN_ALTERNATE Used (o group multiple #INCLUDE statements. Any
single successful #INCLUDE causes the group to

succeed. .
H#END_ALTERNATE Used to mark the end of an #INCLUDE statement
grouping.
\Oxrnn Support for nonprinting characters in NetBIOS names.

Enclose the NetBIOS name in double quotation marks
and use \Oxnr notation to specify a hexadecimal value for
the character. This allows custom applications that use
special names to function properly in routed topologics.
However, LAN Manager TCP/IP does not recognize the
hexadecimal format, so you sumrender backward
compatibility if you use this feature.

Note that the hexadecimal notation applies only to one
character in the name. The name should be padded with
blanks so the special character is last in the string
{character 16).
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The following example shows how all of these keywords are used:

102.54.94.98 localsry #PRE

162.54.94.97 trey #IPRE #iD0OM: networking {net group's POC
182.54.94.1@02  Tappname \Bx14" #special app server
182.54.%4.123  popuiar fiPRE ffsource server

#BEGIN _ALTERNATE

FINCLUDE \\lecaltsrvipubliciimhosts f#adds LMHOSTS from this server
FINCLUDE \treyipublic\lmhosts #adds LMHBOSTS from this server
#END_ALTERNATE

. The servers named localsrv and trey are specified so they can be used later in
an #INCLUDE statement in a centrally maintained LMHOSTS file.

« The server named "appname \Wx14" contains a special character after the
15 characters in its name (including the blanks), so its name is enclosed in
double quotation marks.

» The server named popular 1s preloaded, based on the #PRE keyword.

Guidelines for LMHOSTS
When you use a host table file, be sure to keep it up to date and organized. Use the
following guidelines:

«  Updaie the LMHOSTS file whenever a computer is changed or removed from
the network.

« Because LMHOSTS files are searched one line at a time from the beginning, list
femote computers in priority order, with the ones used most often at the top of
the file, followed by remote systems listed in #INCLUDE statements. Finally,
the #PRE keyword entries should be ieft for the end of the file, because these are
prefoaded into the cache at system startup time and are not accessed later. This
increases the speed of searches for the entries used most often. Because each
line is processed individually, any comment lines that you add increase the
parsing time.

'« Use #PRE statements to preload popular entries and servers listed in
#FINCLUDE statements into the local computer’s name cache.
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Using LMHOSTS with Dynamic Name Resolution

On networks that do not use WINS, the broadeast name resolution method used by
Windows NT computers provides a simple, dynamic mechanism for locating
resources by name on a TCP/IP network.

Because broadcast name resolution relies on IP-level broadeasts to locate resources,
unwanted effects can occur in routed IP topologies. In particular, resources located
on remote subnets do not receive name query requests, because routers do not pass
IP-level broadcasts. For this reason, Windows NT allows you to manually provide
computer name and IP address mappings for remote resources via LMHBOSTS.

This section describes how the LMHOSTS file can be used to enhance
Windows NT in rouied environments. This section includes the following topics:

. Specifying remote servers in LMHOSTS
« Designating primary domain controllers using the #DOM keyword
« Using centralized LMHOSTS files

Specifying Remote Servers in LMHOSTS

Compater names can be resolved outside the local broadcast area if computer name
and IP address mappings are specified in the LMHOSTS file. For example, supposc
‘the computer named ClientA wants to connect to the computer named ServerB,

- which is outside of its IP broadcast area. Both Windows NT computers are
configured with Microsoft TCP/IP.

Under a strict b-node broadcast protocol, as defined in RFCs 1001 and 1002,
ClientA’s name query request for ServerB would fail (by timing out), because
ServerB is located on a remote subnet and does not respond to ClientA’s broadcast
requests. So an altérnate method is provided for name resolution. Windows NT
maintains a limited cache of computer name and IP address mappings, which'is
initialized at system startup. When a workstation needs to resolve a name, the cache
is examined first and, if there is no match in the cache, Windows NT uses b-node
broadecast name resolution. If this fails, the LMHOSTS file is used. If this last
method fails, the name is unresolved, and an error message appears.
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without requiving a large chunk of static memory fo maintain an infrequently used
cache. At system starfup, the name cache is preloaded only with entries from
LMHOSTS tagged with the #PRE keyword. For example, the LMHOSTS file could

contain the following information:

Aran i Aiiliay

102.54.94.91 accounting ffaccounting server
162.54 .94 ,94 payrcl] f#payroll server
3102.54.94.97 stockquote ffPRE f#fstock quote server
182.54.94.192  printqueue #print server in Bldg 18

In this exaiupie, the server named stockquote is preloaded into the name cache,
because it is tagged with the #PRE keyword. Entries in the LMHOSTS file can
represent Windows NT Warkstation computers, Windows N'T Server computers,
LAN Manager servers, or Windows for Workgroups 3.11 computers running
Microsoft TCP/IP. There is no need to distingeish between different plaiforms in
LMHOSTS.

Note The Windows NT tag #PRE allows backward compatibility with LAN
Manager 2.x LMHOSTS files and offers added flexibility in Windows NT, Under
LAN Manager, the pound sign (#) character identifies a comment, so all characters
thereafter are ignored. But #PRE is a valid tag for Windows NT.

In the above example, the scrvers named accounting, payroll, and printqueue
would be resolved only after the cache entries failed to match and after broadcast
gueries failed 1o locate them. After nonpreioaded entries are resolved, their
mappings are cached for a period of time for reuse.

Windows NT lmits the prcload name cache to 100 entries by defanit, This limit
only affects entries marked with the #PRE keyword. If you specify more than 100
entries, only the first 100 #PRE entries are preloaded. Any additional #PRE entries
are ignored at startup but are resolved when the systern parses the LMHOSTS file
after dynamic resolution fails,

Finally, you can reprime the name cache by using the nbtstat -R command to purge
and reload the name cache, reread the LMHOSTS file, and then insert entries
tagged with the #PRE keyword. Use the nbtstat command (o remove or coirect
preloaded entries that might have been mistyped or any names cached by suceessful
broadcast resolution.
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Designating Domain Controllers Using #DOM
The most common use of LMHOSTS is for locating remote servers for file and
print services. But for Windows NT, LMHOSTS can also be used to find domain
controllers running TCP/IP in routed environments. Windows NT primary domain
conirollers (PDCs) and backup domain controllers (BDCs) maintain the user
account security database and manage other network-related services. Because
Jarge Windows NT domains can span multiple IP subnets, it is possible that routers
could separate the domain controllers from one another or separate other computers
in the domain from domain controllers.

The #DOM keyword can be used in LMHOSTS files to distinguish a Windows NT
domain controller from a Windows NT Workstation computer, a LAN Manager
server, or a Windows for Workgroups computer. To use the #D0OM tag, follow the
name and IP address mapping in LMHOSTS with the #DDOM keyword, a colon, and
the domain in which the domain confroller participates. For example:

102.54.94.97 treydec {DOM:treycorp  #The treycorp PDC

Using the #DOM keyword to designate domain controllers adds entries to a special
internet group name cache that is used to limit internetwork distribution of
requests intended for the lecal domain controller. When domain controlier activity
such as a logon request occurs, the request is sent-on the special intermet group
name. In the local IP-broadcast area, the request is sent only once and picked up by
any local domain controllers. However, if you use the #DOM keyword to specify
‘domain controllers in the LMHOSTS file, Microsoft TCP/AP uses datagrams to also
forward the request to domain controllers located on remote subnets.

Examples of such domain controller activities include domain controller pulses
(used for account database synchronization), logon authentication, password
changes, master browser list syncln onization, and other domain management
activities,
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For dorains that bpaix subiets, LMHOSTS files can be used to map important
members of the domain using the #DOM keyword. The following list contains
suidelines for doing this task.

»  For each local LMHOSTS file on a Windows NT computer that is a member i
a domain, there should be #DOM eniries for all domain controllers in the
domain that are located on remote subnets. This ensures that logon
authentication, password changes, browsing, and so on all work properly for the
local domain. These are the minimum entries necessary to allow a Windows NT
system to patticipate in a Windows networking internetwork.

. For local LMHOSTS files on all servers that can be backup domain conirolfers,
there shouid be mappings for the primary domain controller’s name and [P
address, plus mappings for alt other backup domain controllers. This ensures
that promoting a backup to primary domain controller status does not affect the
ability to offer all services to members of the domain.

. If trust relationships exist between domains, all domain controllers for all trusted
domains shouid also be Hsted in the local LMHOSTS file.

« For domains that you want to browse fram your local domain, the Iocal
LMHOSTS files should contain at least the name and IP address mapping for
the primary domain controller in the remote domain, Again, backup domain

controlers should also be included so that promotion to primary domain
controller does not impair the ability to browse remote domains.

For small to medium sized networks with fewer than 20 domains, a single common
LMHOSTS file usually satisfies all workstations and servers on the internetwork.
To achieve this, systems should use the Windows NT replicator service to maintain
synchronized local copies of the global LMHOSTS file or use centralized
LMHOSTS files, as described in the following section.
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Naires that appear with the #DOM keyword in LMHOSTS are placed in a special
domain name list in NetBIOS over TCP/IP. When a datagram is sent to this domain
using the DOMAIN<1C> name, the name is resolved first via WINS or broadcast.
The datagram is then sent to all the addresses contained in the list from LMHOSTS,
and there is also a broadcast on the local subnet.

Important To browse across domains, for Windows NT Advanced Server 3.1 and
Windows NT 3.1, each computer must have an entry in its LMHOSTS file for the
primary domain controller in each domain. This remains true for Windows NT
version 3.5 clients, unless the Windows NT Server computer is also version 3.5
and, optionally, offers WINS name registration.

However, you cannot add an LMHOSTS eatry for a Window NT Server thatis a
DHCP client, because the IP address changes dynamically. To avoid problems, any
domain controllers whose names are entered in LMHOSTS files should have their
IP addresses reserved as static addresses in the DHCP database rather than running
as DHCP clients.

Also, all Wipdows NT Advanced Server 3.1 computers in a domain and its trusied
domains should be upgraded to version 3.5, so that browsing across domains is
possible without LMHOSTS.

Using Centralized LMHOSTS Files

With Microsoft TCP/IP, you can include other LMHOSTS files from local

and remote computers. The primary LMIIOSTS file is always located in the
\systemroo\SYSTEM32ADRIVERS\ETC directory on the local computers.

Most networks will also have an LMHOSTS file maintained by the network
administrator, so administrators should maintain one or more global LMHOSTS
files that users can rely on. This is done using #INCLUDE statements rather than
copying the global file locally. Then use the replicator service to distribute multiple
copies of the global file(s) to multiple servers for reliable access.

Note If network clients access a computer’s LMHOSTS file, that computer’s
Registry parameter NullSessionShares must include the share where the
LMHOSTS file is located. The NullSessionShares parameter is in the Registry key
HKEY_LOCAL_MACHINEASysterm\CurrentControlSet\Services\LanManServer\P
arameters. For detailed information on Registry parameters, see Chapter 14,
“Registry Value Entries,” in the Windows NT Resource Guide,

P
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To provide a redundant kst of servers maintaining copies of the same LMHOSTS
file, use the #BEGIN_ ALTERNATE and #END_ALTERNATE keywords. This is
known as a block inclusion, which allows mulfiple scrvers to be searched for a
valid copy of a specific file. The following example shows the usc of the
HNCLUDE and #_ALTERNATE keywords {0 include a local LMHOSTS file (in

the CAPRIVATE directory):

102.54.94.97 treydc #PRE  #DOM:treycorp ftprimary DC
102.54.94.99 treyhde #PRE  #DOM:treycorp f#fhackup BC in domain
102.54.94.98 tocalsvr  _#PRC  #DOM:treycorp

#INCLUDE c:\private\Imhosts ' #include a tocal Tmhosts

#IBEGIN_ALTERNAYE

FINCLUDE \Wireyde\pubtic\imhosts = #Fsource for global file
FINCLUDE \Wireybdehpublic\imhosts #backup source
FINCLUDE \WWlecatsvrypublichlmhosts  #backup source
##END_ALTERNATE

Important This feature should never be used to include a remote file from a
redirected drive, because the LMHOSTS file is shared between local users who
have different profiles and different logon scripts, and even on single-user systems,
redirected drive mappings can change between logon sessions.

" In the above example, the servers treydc and treybdc are located on remote

subnets from the compuier that owiss the file. The jocal user has decided to include
a list of preferred servers in a local LMHOSTS file located in the C:\PRIVATE
directory. During name resolution, the Windows NT system first includes this
private file, then gets the global LMHOSTS file from one of three locations:
treydc, treybde, or focalsvr. All bames of servers in the #INCLUDE statemenis
must have their addresses preloaded using the #PRE keyword; otherwise, the
#INCLUDE statement is ignored.

The block inclusion is satisfied if one of the three sources for the giobal LMHOSTS
is available and none of the other servers are used. If no server is available, or for
some reason the LMHOSTS file or path is incorrect, an event is added to the event
log 1o indicate that the block inclusion failed.
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CHAPTER 16

Using the Microsoft
FTP Server Service

When a Windows NT Server computer is ransting the FTP Server service, other
computers using the FTP atility can connect (o the server and transfer files. The
FTP Scrver service supports all Windows NT ftp client commands. Non-Microsoft
versions of FTP clients might contain commands that are not supported. The FTP
Server service is implemented as a multithreaded Win32 service that complies with
the requirements defined in Requests for Comments (RFCs) 959 and 1123,

The FTP Server service is integrated with the Windows NT security model. Users
connecting to the FTP Server service are authenticated based on their Windows NT
user accounts and receive access based on their user profiles. For this reason, it is
recommended that the FT'P Server service be installed on an NTES partition so that
the files and directories made available via FTP can be secured.

Caution The FTP Server protocol relies on the ability to pass user passwords over
the network without data encryption. A user with physical access to the network
could examine user passwords during the FTP validation process.

The following topics are included in this chapter:

» Installing the FTP Server service
» Configuring the FTP Server service
=  Administering the FTP Server service

« Advanced configuration parameters for FTP Server service

For information about using performance counters to monitor FTP Server traffic,
see Chapter 17, “Using Performance Monitor with TCP/IP Services.”
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Installing the FTP Server Service

1t 15 assumed that you have installed any necessary devices and device drivers
before trying to install the FTP Server service.

You must be logged on as a member of the Administrators group for the local
computer o install and configure the FTP Server service.

» Toinstall the FTP Server service

1. Double-click the Network option in Control Panel to display the Network
Settings dialog box.
Choose the Add Software button to display the Add Network Software dialog
box.

3. In the Network Software box, select TCP/IP Protocol And Related Components,
and then choose the Continue button to display the Windows NT TCP/IP
Installation Options dialog box.

4. Select the FTP Server Service option, and then choose the Continue button.

5. When prompted to confirm whether you are familiar with FIP security, choose
the Yes button to continue with the FTP Server service installation.

b

The File Transfer Piotocot elies on the ability o pass user
passwords over the netwark without data encrpption. A

uset with physical access to the netwosk may be ahle to
eraming ugsers' passwords diripg FT P validation, Are you

sure you wan! to continue?

6. When prompted for the full path to the Windows NT distribution files, provide

"
the appropriate location, and then chooss the Continue button.

After the necessary files are copied to your computer, the FIP Service dialog
hox appears so that you can continue with the configuration procedure as
described in the next section. The FTP Server service must be configured in
order to operate.

Note For disk partitions that do not use the Windows NT file system (NTES),
you can apply simple read/write security by using the FTP Server tool in the
Control Panel as described in the following section.

=4

.l_.
3
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Configuring the FTP Server Service

SN

IHER

&

i

After the FTP Server service software is installed on your computer, you must
configure it fo operate. When you configure the FTP Server service, your settings
result in one of the following situations:

« No anonymous FTP connection allowed. In this case, each user must provide a
valid Windows NT username and password. To configure the FTP Server
service for this, make sure the Allow Anonymous Connection box is cleared in
the FTP Service dialog box.

«  Allow both anonymous and Windows NT users to connect. In this case, a user
can choose to use either an anonymous connection or a Windows NT username
and password. To configure the FTP Server service for this, make sure only the
Allow Anonymeous Connection box is selected in the FTP Service dialog box.

= Allow only anonymous FTP connections. In this case, a user cannot connect
using a Windows NT usemname and password. To configure the FTP Server
service for this, make suze both the Allow Anonymous Connections and the
Allow Anonymous Connections Only boxes are selected in the FTP Service
dialog box.

If anonymous connections are allowed, you must supply the Windows NT username
and password (o be used for anonymous FTP. When an anonymous FTP transfer
takes place, Windows NT checks the usermame assigned in this dialog box o
determine whether access is allowed to the files. -
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v To configure or reconfigure the ¥FT'P Server service

1. The FTP Service dialog box appears automatically after the FTP Server service
software is installed on your computer.

O

If you are reconfiguring the FTP Server service, double-click the Network
option in Control Panel to display the Network Settings dialog box. In the
Installed Network Software box, select FTP Server, and then choose the
Configure buiton (o display the FTF Service dialog box.

Ml ﬂzm&%ﬁ%uﬁﬁ*%ﬁ%%‘%&%ﬁ@

B
i ; ;
§ Maximum Connections: 28 g ldle Vimeaut [min):

Home Directory:  [Crvusers I

r@ iAllow Anonymous Connections!
Usernama:

23TINAmME [guesi |

Password: X EEKEREEEREET I

The FTP Service dialog box displays the following options:

ftem Description

Maximum Connections  Specifies the maximum number of FTP users who can
connect to the system simultaneously. The default value is
20: the maximum is 50. A value of 0 means no maximum,
that is, an unlimited number of simultanecus users.
When the specified number of concurreni users are logged
onto the FTP server, any subseguent attempts to connect
will receive messages defined by the administrator. For
information about defining custom messages, see
“Advanced Configuration Parameters for FIP Server
Service” later in this chapter.

Idie Timeout Specifies how many minutes an inactive user can remain
connected to the FTP Server service. The default value is
10 minutes; the maximum is 60 minutes. If the value is O,
users are never automatically disconnected.

W
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Ttem

Description

Home Directory

Allow Anonymous
Connections

Username

Password

Allow Only Anonymous
Connections

Specifies the initial directory for users,

Enables users to connect to the FTP Server using the user
name anonymous {or ftp, which is a synonym for
anonymous). A password i3 not necessary, but the user is
prompted 10 supply a mail address as the password. By
default, anonymous connections are not allowed. Notice
that yon cannot use a Windows NT user account with the
name anonymous with the FTP Server. The anonymous
user name is reserved in the FTP Server for the anonymous
logon function. Users logging on with the username
anonymous receive permissions based on the FTP Server
configuration for anonymeous logons,

Specifies which local user account to use for FTP Server
users who log on under anonymous. Access permissions
for the anonyrnous FTP user are the same as the specified
local user account. The default is the standard Guest
system account. If you change this, you must also change
the password.

Specifies the password for the user account specified in the
Usemame box.

Allows only the user name anonymous to be accepted.
This option s useful if you do not want users to log on
using their own user names and passwords because FTP
passwords are unencrypted. However, all users will have
the same access privilege, defined by the anonymous
account. By default, this option is not enabled.

2. Default values are provided for Maximum Connections, Idle Timeout, and
Home Directory. Accept the default values, or change values for each field as

necessary.

3. Choose the OK button to clese the FTP Service dialog box and return to the
Network Settings dialog box.

4. To complete initial FTP Server service installation and configuration, choose the

QX buttomn.

A message reminds you that you must restart the computer so that the changes

you made can take effect,

Note When you first install the FTP Server service, you must also complete the
security configuration as described in the following procedure for users to access

volumes on your computer.
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To configire FTP Server security

1. After the FTP Server has been installed and you have restarted Control Panel,
double-click the FTP Server option in Control Panel.

Windows T Server users can also use the FTP menu in Server Manager.

LConnected Hseis From Time
_ﬁ__ggministlalm . 142.1.24.164 00226
B cmnesta 142.1.24.171 (0042

: Security Access

Partition: Aflow Read

File System Type: NTFS [

3. In the Partition box, select the drive letter on which you want to set security, and

then select the Allow Read or Allow Write check box, or both check boxes,
depending on the security you want for the selected partition.

Repeat this step for each partition.

Setling these permissions affects all files across the entire paiiition on fiie

allocation table (FAT) and high-performance file system (HPES) partitions. On

NTFES partitions, this feature can be used to remove read or write access (01
both) on the entire partition.

Any restrictions set in this dialog box are enforced in addition to any security

that might be part of the file system. That is, an administrator can use this dialog

box to remove pertnissions on specific volumes but cannot use il o grant
permissions beyond those maintained by the file system. For example, if a
partition is marked as read-only, no one can write to the partition via FTP
regardless of any permissions set in this dialog box.

i el
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4. Choose the OK button when you are finished setting security access on
partitions.

The changes take effect immediately. The FTP Server service is now ready to
operate.

Admm:stermg the FTP Server Service

After initial installation is complete, the FTP Server service is automatically started
tPsevar 11 the background each time the computer is started. Remote computers can initiate
an FTP session while the FTP Server service is running on your Windows NT
computer, Both computers must be running the TCP/IP protocol.

You must be logged on as a member of the Administrators group {o administer the
FIP Server.

Remote users can connect to the FTP Server using their account on the FTP Server,
an account on the FTP Server’s domain or trusted domains (Windows NT Server
only), or using the anonymous account if the FTP Server service is configured to
allow anonymous logons.

When making any configuration changes to the FTP Server (with the exception of
security configuration), you must restart the FTP Server by either restarting the
computer or manually stopping and restaiting the server, using the net command or
Services option in Control Panel.

»  To stari or stop the FIT Server service
s Double-~click the Services option in Control Panel,
— O~

At the command prompt, type the command net stop ftpsve followed by the net
start fipsvc command. -

Restarting the service in this way disconnects any users presently connected to the
FIP Server without warning—so use the FTP Server option in Control Panel to
determine if any users are connected. Pausing the FTP Server (by using the Services
option in Control Panel or the net pause command) prevents any more users from
connecting to the FTP Server but does not disconnect the currently logged on users,
This feature is useful when the administrator wants to restart the server without
disconnecting the current users. After the users disconnect on their own, the
administrator can safely shut down the server without worrying that users might
lose work. When attempting to connect to a Windows NT FTP Server that has been
paused, clients receive the message “421 - Service not available, closing control
connection.”

.
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Usang FTP Commands at the Command Prompt

When you install the FTP service, a set of ftp commands are automatically installed
that you can use at the command prompt. For 2 summary list of these commands,
see the ftp entry in Appendix A, “TCP/IP Utilities Reference.”

¥ To gethelp on {tp commands

1. In Program Manager, double-click the Windows NT Help icon in the Main
window.

In the Windows NT Help window, choose the Command Reference Help button.

4T . M

Choose the fip commands name in the Commands window.

oW

Choose an ftp command name in the Command Reference window to see a
description of the command, plus its syntax and parameter definitions.

Managing Users

Use the FTP Server option in Conrol Panel fo manage users connected to the FIP
Server and to set security for each volume on the FTP Server. For convenience on '
Windows NT Server computers, the same dialog box can be reached from Server
Manager by choosing the FTP menu command.

In the FTP User Sessions dialog box, the Connected Users box displays the names
of connected users, their system’s IP addresses, and how long they have been
connected. For users who logged on using the anenymous uscr name, the display
shows the passwords used when they logged on as their user names. If the user
name contained a mail host name (for example, eresta @trey-research.com) only
the username (ernesta) appears. Anonymous users also have a question mark (?)
over their user icons, Users who have heen authenticated by Windows NT security
have no question mark.

The FTP Server enables you to disconnect one or all users with the disconnect
buttons. Users are not warned if von digconnect them.

LIl AN 21

The FTP Server displays users’ names as they connect but does not update the
display when users disconnect or when their connect time clapses. The Refresh
button enables you to update the display to show only users who are currently
connected.
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Choosing the Security button displays the FTP Service Security dialog box, where
you can set Read and Write permissions for each partition on the FTP Server, as
described carlier in this chapter. You must sct the permissions for each partition
you want FTP users to have access to. If you do not set partition parameters, no
users will be able 1o access files. If the partition uses a secure file system, such as
NTEFS, file system restrictions are also in effect.

In addition to FTP Server partition security, if a user logs on using a Windows NT
account, access permissions for that accouat are in effect.

Controlling the FTP Server and User Access

A network administrator can control several of the FTP Server configuration
variables. One such variable, Maximum Connections, can be set by using the
Network option in Control Panel to define a value between 0 and 50. Any valuc
from 1 to 50 restricts concurrent FTP sessions to the value specified. A value of 0
allows unlimited connections to be established to the FTP Server until the system
exhausts the available memory.

You can specify a custom message to be displayed when the maximum number
of concurrent connections is reached. To do this, enter a new value for
MaxClientsMessage in the Registry, as described in “Advanced Configuration
Parameters for FTP Server Service” later in this chapter.

Annotating Directories

You can add directory descriptions to inform FTP users of the contents of a
particular directory on the server by creating a file called ~FTPSVC~.CKM in

the directory that you want to annotate. You usually want to make this a hidden file
so directory listings do not display this file. To do this, use File Manager or type the
command attrib +h ~ftpsve~.ckm at the command prompt.

Directory annotation can be toggled by FIP uscrs on a user-by-user basis with a
built-in, site-specific command called ckm. On most FIP client implementations
(including the Windows NT FTP client), users type a command at the command
prompt similar to quote site ckm to get this effect.

You can set the default behavior for directory annotation by setting a value for
AnnotateDirectories in the Registry, as described in “Advanced Configuration
Parameters for FTP Server Service” later in this chapter.

o
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~ Changing Directory Listing Format
Some FTP client software makes assumptions based on the formatting of directory
fist information. The Windows NT FTP Server provides some flexibility for client
software that requires directory listing similar to UNIX systems. Users can use the
command dirstyle to roggle directory listing format between MS-DOS-style (the
default) and UNIX-style listings. On most FTP client implementations (including
the Windows NT FTP client}, users {ype a command at the command prompt
similar to quote site dirstyle to get this effect,

You can set the default style for directory listing format by setting a value for
MsDosDirCutput in the Registry, as described in “Advanced Configuration
Parameters for FTP Sexver Service” later in this chapter.

Customizing Greeting and Exit Messages

You can create customized greeting and exit messages by setting values for
GreetingMessage and ExitMessage in the Registry, as described in “Advanced
Configuration Parameters for FTP Server Service” later in this chapter. By default,
these value entries are not in the Registry, so you must add them to customize the
message text.

Greeting and exit messages are sent to users when they connect or disconnect from
the FTP Server. When you creale custom messages, you can add mwliiline messages
of your choice.

Logging FTP Connections

You can log incoming FTP connections in the System event log by setting values
for LogAnonymous and LogNonAnonymous in the Registry, as described in
“Advanced Configuration Parameters for FTP Server Service” later in this chapter,
By defauls, these value entries are not in the Registry, so you must add them to log
incoming connections.

You can specify whether event log entries are made for both anonymous and
NONAnonymous users connecting to the FTP Server. You can view such entries in
the System event log by using Event Viewer.

—
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Chapter 16 Using the Microsoft FTP Server Service 33

Advanced Configuration Parameters for
FTP Server Service

This section presents configuration paramelers that affect the behavior of the FTP
Server service and that can be modified only through Registry Editor. After you
modify any of these value entries, you must restart the FTP Server service for the
changes to take effect.

Caution You can impair or disable Windows NT if you make incorrect cha.nges in
the Registry while using Registry Editor. Whenever possible, use adiministrative
tools such as Control Panel to make configuration changes, rather than using
Registry Editor. If you make errors while changing values with Registry Editor, you
will not be warned, because Reg1stry Editor docs not recogmze semantic errors,

» To make changes to the FTP Server service conﬁguratwn usmg Registry
Editor

1. Run the REGEDT32.EXE program from File Manager or Program Manager.
"-Qr-—-

At the command prompt, type the start regedt32 command, and then press
ENTER.

When the Registry Editor window appears, you can press Fi to get Help on how
to make changes in Registry Editor.

2. In Registry Editor, select HKEY_I.OCAL_MACHINE On Local Machine, and
then click the icons for the SYSTEM subtrec untif you reach this subkey:

S ASYSTEMACurrentControlSet\Services\ftpsvc\Parameters

Al of the parameters described here are located under this Registry subkey.
You must restart the FI'P Server service for the changes to take effect.
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The following list describes the value entries for FTP Server service parameters
thal can only be set by adding an enlry or changing their values in Registry Editor.
These value entries do not appear by default in the Registry, so you must add an
entry if you want to change its default value.

AnnotateDirectories

Data type = REG_DWORD

Range=0or1

Defauit = O (false—that is, directory annotation is off)

This value entry defines the defaunlt behavior of directory annotation for newly
connected users. Directory descriptions are used to inform FTP users of the
contents of a directory on the server. The directory description is saved in a file
named ~FTPSVC-~.CEKM, which is usually a hidden file. When this value is 1,
directory annotation is on. '

ExitMessage

Data type = REG_SZ

Range = String

Default = "Goodbye."

This value entry defines a signoff message that will be sent to FTP clicnts upon

receipt of a quit command.

GreetingMessage

Data type = REG_MULTi_SZ

Range = String

Default = None (no special greeting message)

This value entry defines the message to be sent to new clients after their
accounts have been validated. In accordance with Internet behavior, if the client
logs on as anonymous and specifies an identity that starts with a minus sign (=), .
this greeting message is not sent.

. LogAnonynious

Data type = REG_DWORD

Range=0or 1

Default = O (false—that is, do not log successful anonymeous logons)

This value entry enables or disables logging of anonymous logons in the System
event log. ’

Petitioner Vonage Holdings Corp. ef al. - Foxhibit 1008 - Page 357



Chapter 18 Using the Microsoft FTP Server Service 333

LogNonAnenymous
Data type = REG_DWORD
Range=0or 1
Default = 0 (false—that is, do not log successful nonanonymous logons)

This value entry enables or disables logging of nonanonymous logons in the
System evenl log.

LogkileAccess
Data type = REG_DWORD
Range = (-2
Default = 0 (do not log file accesses to FTPSVC.LOG)
This value entry specifies the logging behavior of FTP Server file access.
Allowable values are:

0 Do notlog file accesses (defaull)

1 Log file accesses to FTPSVC.LOG in the service’s current directory,
typically \systemroofSYSTEM32. .

2 Log file accesses to FTyymmdd LOG, where yy is the current year, nim is
the current month, and dd 1s the current day. The log file is located in the
service’s current directory, typically \systemrooASYSTEM32. New log files
are opened daily, as necessary.

For each file opened by the FTP Server, the service log will contain a single line
entry in the following format:

[PAddress username action path date_time

v ip_address is the client computer’s IP address

« username is the user’s name (or password for anonymous logons)
» action is either “opened,” “created,” or “appended”

= pathis the fully qualified path of the file acted upbn

« date_time is the date and time the action took place

Entries are also wrilten to the log whenever the FTP Server starts or stops. For
cxample: :

FrRkkdxFhkAxkAx FTP SERVER SERVICE STARTING Fri Apr 29 10:28:49 1994
11.181.199.173 daveo opened c:\tmp\tst.bat Fri Apr 29 10:29:42 1994
11.101.199.173 daveo created c:\tmp\new.txt Fri Apr 29 16:30:25 1994
11.101.199.173 daveo'appended c:itmpi\new.txt Fri Apr 29 16:33:04 1994
Fkddkohddxkxksst PTG SERVER SERVICE STOPPING Fri Apr 29 10:33:08 1994
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LogFileDirectory

Pata type = REG_S7Z
Default = \systemroon\SYSTEM32

This value entry specifies the target directory for the jog file or files. The target .
directory does not have o reside on the system partition.

LowercaseFiles
Data type = REG_DWORD
Range=0orl
Default = 0 (do not map filenames to Jowercase)
If this value entry is nonzero, all filcnames returned by the st and nlst
commands are mapped to Jowercase for noncase-preserving file systems. This
mapping only occurs when a directory listing is requested on a noncase-
preserving file system. If this value is 0, case in all filenames is unaltered.
Currently, FAT is the only noncase-preserving file system supported under
Windows NT, so this flag has no effect when retrieving listings on HPFES or
NTFS partitions. '

MaxClientsMessage
Data type = REG_S7.
Range = String
Default = "Maximum clients reached, service unavailable.”

This value entry specifies the message (o be sent to an FTP client if the
maximum number of clients has been reached or exceeded. This message
indicates that the server is refusing additional clients because it is currently
servicing the maximum number of connections (as specified in the FTP Service
dialog box or the MaxConneetions valuc in the Registry).

MsdosDirOutpui
Data type = REG_DWORD
Range=0or 1
Default = 1 {mue—that is, directory listings will look like MS-DOS)
This value entry specifies the default behavior for whether the output of the list
command looks like the output of the MS-DOS dir command or the output of
the UNIX Is command. This value also controls the direction of slashes in paths
sent by the pwd command.

When this value is 1, directory listings look like MS-DOS listings, and the path
will contain backward slashes (\). I this value is 0, listings look like UNIX
listings, and the path contains forward slashes (/).
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The following Registry parameters can be set using the options available when
configuring the FTP Server service in the Network Settings dialog box:

AllowAnonymous
AnonymousOnly
AnonymousUsername
ConnectionTimeout
HomeDirectory
MaxConnections

The following Registry parameters can be set using the options available when you
select the FTP Server icon in Control Panel and then choose the Security button:

ReadAccessiViask
WriteAccessMask

The ranges of values that can be entered for these parameters in Registry Editor are
the same as those described in the related dialog boxes earlier in this chapter. You
should use only the FTP Server service dialog boxes to set these values,
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CHAPTER 17

Using Performance Monitor with
TCP/IP Services

This chapter describes the performance counters that can be charted in Performance
Monitor so you can track performance of the IP protocols, FTP Server service
traffic, and WINS servers.:

The performance counters are described in the following topics in this chapter;
= Using Performance Monitor with TCP/IP
» Monitoring TCP/IP performance

= Monitoring FTP Server service traffic

« Monitoring WINS server performance

Important To use the TCP/IP performance counters in Performance Monitor, you
must install the SNMP service, as described in Chapter 11, “Installing and
Configuring Microsoft TCP/IP and SNMP.”
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Using Performance Monitor with TCP/IP

After elements of Microsoft TCP/IP are installed, you can use Performance Monitor
to track performance.

B

To use Performance Monitor with TCP/IP

L.

In the Administrative Tools group in Program Manager, double-click
Performance Monitor.

From the Edit menu, choose Add To Chart.

Computer: [\\4-APEARS

Object: tFTF‘Sewer [:ﬂ Instance:

Counter: |Files Tatal
geepsmpy

~ ™
Maximim Anunvmous Users
Maximum Connections
Hazimum HonAnonymous lisers
Total Anonymous Users

Stygie:

Counter Definition

In the Computer list in the Add To Chart dialog box, select the computer you
want {o monitor.

In the Object list, select the TCP/IP-related process you want to monitor: FTP
Server, ICMP, IP, Network Interface, TCP, UDP, or WINS Server.

. In the Counter list, select the counters you want to monitor for each process, and

then choose the Add button.

For information about each counter, choose the Explain button, or see the
definition tables later in this chapter.

. When you have selected all the counters you want for a particular chart, choose

the Done button.

For more information about using Performance Monitor, see Chapter 19,

“Performance Monitor,” in the Windows NT Server System Guide.
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Monitoring TCP/IP Performance

Each of the different elements that make up the TCP/IP protocol suite can be
monitored separately in Performance Monitor if SNMP services are installed on the

computer.

»  To view counters specific to TCP/IP processes

e Inthe Add To Chart dialog box in Performance Monitor, select ICMP, 1P,
Network Interface, TCP, or UDP in the Object list.

The counters for each of these object types are described in the following sections.

ICMP Performance Counters

The ICMP Object Type includes those counters that describe the rates that Internet
Control Message Protocol (ICMP) messages are received and sent by a certain
entity using the ICMP pmtocol It also describes various error counts for the ICMP .

protocol.

Table 17.1 Internet Control Message Protocol (LCMP) Performance Counters

ICMP performance counter

Meaning

Messages Outbound Frrors

Messages Received Errors

Messages Received/Second

Messages Sent/Second

Messages/Second

Received Address Mask

Petitioner Vonage Holdings Corp. et

The number of ICMP messages that this entity did not
send because of problems discovered within ICMP, such
as lack of buffers. This value should not include errors
discovered outside the ICMP layer, such as the inability
of 1P to route the resuitant datagram. In some
implementations, there might be no types of error that
contribute to this counter’'s value.

The number of ICMP messages that the entity received,
but determined as having errors (bad ICMP checksums,
bad length, and so on).

The rate at which ICMP messages are received by the
enlity. The rate includes those messages received in
eITor.

The rate at which ICMP messages are attempted to be
sent by the entity. The rale includes those messages sent
in esrror,

The total rate at which ICMP messages are received and
sent by the entity. The rate includes those messages
received or send in error.

The number of ICMP Address Mask Request messages
received.
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Tabie 17.1  Internet Conirol Message Protocol (ICMP) Performance Counters

{continued}

ICMP performance counter

Meaning

Received Address Mask Reply

Received Destination
Unreachable
Received Echo Reply/Second
Received Echo/Second
Reeeived Parameter Prob)

IKEL th g (83 Lint i £

Received Redirect/Second

Received Source Quench
Received Time Exceeded

Received Timestamp
Reply/Second

Received Timestamp/Second
Sent Address Mask

Sent Address Mask Reply
Sent Destination Unreachable

Sent Echo Reply/Second
Sent Fcho/Second

Sent Parameier Trobiem

Sent Redirect/Second

Sent Source Quench

Sent Time Exceeded

Sent Timestamp Reply/Second

Sent Timestamp/Second

oI .

The number of ICMP Address Mask Renly messages
received.

The number of ICMP Destination Unreachable
messages received.

The rate of ICMP Echo Reply messages received.
The rate of ICMP Echo messages received.

ICMP Paramcter PLU{J )

The number of

received,

+ The rate of ICMP Redirect messages received,

The number of ICMP Source Quench messages
received.

The number of ICMP Time Exceeded messages
recaived, '

The rale of ICMP Timestamp Reply messages received.

The rate of ICMP Timestamp (rcquest) messages
received.

The number of ICMP Address Mask Request messages
sent.

The number of ICMFP Address Mask Reply messages
sent.

The number of ICMP Destination Ynreachable
messages sent.

The rate of ICTMP Echo Reply messages sent.
The rate of ICMP Echo messages sent.

The number of ICMP Parameter Froblem messages
sent.

The rate of ICMP Redirect messages sent.

The number of ICMP Source Quench messages sent,
The number of ICMP Time Exceeded messages sent.
The rate of ICMP Timestamp Reply messages sent.
The rate of ICMP Timestamp {request) messages sent.
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IP Performance Counters

The IP Object Type includes those counters that describe the rates that Internet
Protocol (1P} datagrams are received and sent by a certain computer using the 1P
protocol. It also describes varions error counts for the IP protocol.

Table 17.2  IP Performance Counters

IP performance counter

Meaning

Datagrams
Forwarded/Second

Datagrams QOutbound
Discarded

Datagrams Outbound No
Route

Datagrams Received
Address Errors

Datagrams Received
Delivered/Second

Datagrams Received
Discarded

Datagrams Received Header

Errors

! . g Y e B¥ LB S gt
Petitioner Vonage Holdings Co

£

The rate of input datagrams for which this entity was not
their final IP destination that resulted in an attempt to find
a route to forward them to that final destination. In entities
that do not act as IP Gateways, this rate inctudes only
those packets that were Source-Routed via this entity,
when the Source-Route optjon processing was successful.

The number of output IP datagrams for which no problems
were encountered to prevent their (ransmission to their
destination, but which were discarded (for example, for.
lack of buffer space.) This counter would include
datagrams counted in Datagrams Forwarded if any such
packets met this (discretionary) discard criterion.

The number of 1P datagrams discarded because no route
could be found to transmit them to their destination, This
counter includes any packets counted in Datagrams
Forwarded that meet this “no route” critetion.

The number of input datagrams discarded because the IP
address in their 1P headet’s destination field was not a
valid address 1o be received at this entity. This count
includes invalid addresses (for example, 0.0.0.0) and
addresses of unsupported Classes (for example, Class E).
For entities that are not IP gateways and therefore do not
forward datagrams, this counter includes datagrams
discarded because the destination addiess was not a local
address,

The rate at which input datagrams are successtully
delivered to IP user protocols (including ICMP).

The number of input IP datagrams for which no problems
were encountered to prevent their continued processing,
but which were discarded {(for example, for lack of buffer
space}. This counter does not include any datagrams
discarded while awaiting reassembly.

The number of input datagrams discarded because of
errors in their IP headers, including bad checksums,
version number mismatch, other format errors, time-to-live
exceeded, ervors discovered in processing their IP options,
and so on.

“ir, et al, - Exhibit 1008 - Page 366
i by



342

Pariili TCPAP

Table 17.2 . IP Performance Counters {continued)

IP performance counter

Meaning

Datagrams Received
Unknown Protocol

Datagrams Received/Second

Dratagrams Sent/Second

Datagrams/Second

Fragment Re-assembly
Failures

Fragmentation Failures

Fragmented
Datagrams/Second

Fragments Created/Second

Fragments
Re-assembled/Second

Bragments Received/Second

The number of locally addressed datagrams received
successfully but discarded hecause of an unknown or
unsupported protocol.

The rate at which IP datagrams are received from the
interfaces, including those in ervor.

The rate at which {F datagrams are supplied to IP for
transmission by local TP user protocels (including ICMP).
This counter docs not include any datagiams counted in
Datagrams Forwarded.

The rate at which IP datagrams are received {rom or sent
to the interfaces, including those in error. Any forwarded
datagrams are not included in this rate.

The number of failures detected by the IP reassembly
aigorithm (for whatever reason: timed out, errors, and so
on). This is hot necessarily a count of discarded TP
fragments, because some algorithms (notably RFC 815)
can lose track of the number of fragments by combining
them as they are received.

The number of I datagrams that have been discarded
because they needed to be fragmented at this entity but
could not be, for example, because their “Don’t Fragment™
flag was set.

The rate at which datagrams are successfully fragmented
at this entity.

The rate at which [P datagram fragments have been
generated as a result of fragmentation at this entity.

The rate at which IP fragments are successfully
reassembled.

The rate at which IF fragments thai need to be
reassembled at this entity are received.
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Network Interface Performance Counters for TCP/IP

The Network Interface Object Type includes those counters that describe the rates
at which bytes and packets are received and sent over a network TCP/IP
connection. It also describes various error counts for the same connection.

Petitiones

Table 17.3 Network Interface Cournters

Network Interface counter

Meaning

Bytes Received/Second
Bytes Sent/Second
Bytes Total/Second

Current Bandwidth

Output Queuve Length

Packets Outbound Discarded

Packets Outbound Errors

Packets Received Discarded

The rate at which bytes are received on the interface,
inchiding framing characters.

The rate at which bytes are sent on the interface, including
framing characters.

The rate at which bytes are sent and received on the
interface, including framing characters.

An estimate of the interface’s current bandwidth in bits
per second (bps). For interfaces that do not vary in
bandwidth or for those whete no accurate estimation can
be made, this value is the nominal bandwidth.

The length of the output packet queue (in packets.) If this
is longer than 2, delays are being experienced and the
bottleneck should be found and eliminated if possible.
Since the requests are queyed by NDIS in this
imaplementation, this will always be 0.

The number of outbound packets that were chosen to be
discarded even though no errors had been detected to
prevent their being transmitted. One possible reason for -
discarding such a packet could be to free up buffer space.

The number of outbound packets that could not be
transmitted because of errors.

The number of inbound packets that were chosen to be
discarded even though no errors had been detected to
prevent their being deliverable to a higher-layer protocol.
One possible reason for discarding such a packet could be
to free up buffer space.
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Table 17.3 Network Interface Counters {continued)

Network Interface counter

Meaning

Packets Received Errors

Packets Received Non-
Unicast/Second

Packets Received
Unicast/Second
Packets Received Unknown

Packets Received/Second

Packets Sent Non-
Unicast/Second

Packets Sent Unicast/Second

Packets Sent/Second

Packets/Second

The number of inbonnd packels that contained errors
preventing them from being deliverable to a higher-layer
protocol.

The rate at which non-unicast (that is, subnet broadcast or
subnet multicast) packels are deliverced to a higher-layer
protacol. '

The rate at which (subnet) unicast packets are delivered to

a higher-layer profocel

Lire

The number of packets received via the interface that were

discarded because of an unknown or unsupported protocol.

The rate al which packets are received on the network
interface.

The rate at which packets are requested to be transmitted
to non-unicast (that is, subnet broadcast or subnet
mudticast) addresses by higher-level protocols. The rate
includes the packets that were discarded or not sent.

The rate atf which packets.are requested fo be transmitted
to subnet-unicast addresses by higher-level protocols. The
rate includes the packets that were discarded or not sent.

The rate at which packets are sent on the network
interface.

The rate at which packets are sent and received on the
network interface,
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TCP Performance Counters

The TCP Object Type includes those counters that describe the rates that
Transmission Control Protocot (TCP) segments arc received and sent by a certain
entity using the TCP protocol. In addition, it describes the number of TCP
connections that are in each of the possible TCP conncction states.

Table 17.4 TCP Performance Counters

TCP performance counter  Meaning

Connection Failures * The number of times TCP connections have made a direct
transition to the CLOSED state from the SYN-SENT state
or the SYN-RCVD state, plus the number of times TCP
connections have made 2 direct transition to the LISTEN
state from the SYN-RCVD state,

Cannections Active The number of times TCP connections have made a direct
transition to the SYN-SENT state from the CLOSED state.
Connections Established The number of TCP connections for which the current
state is either ESTABLISHED or CLOSE-WAIT.
Connections Passive The number of times TCP connections have made a direct
fransition to the SYN-RCVD state from the LISTEN state.
Connections Resel ) The number of times TCP connections have made a direct

transition to the CLOSED state from either the
ESTABLISHED state or the CLOSE-WAIT state.

Segments Received/Second The rate at which segments are received, including those
received in error. This count includes segments received
on currently established connections.

Segments The rate at which segments are refransmitted, that is,
Retransmitted/Second segmenis transmifted containing one or moré previously
: transmitted bytes.

Segments Sent/Second The rate at which segments are sent, including those on
current connections, but excluding those containing only
retransmitted bytes.

Segments/Second The rate at which TCP segments are sent or received using
" the TCP protocol.
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UDP Performance Counters

The UDP Object Type includes those counters that describe the rates that User
Datagram Protocol (UDP} datagrams are received and sent by a certain entity using
the UDP protocol. It also describes various error counts for the UDP protocol.

Table 17.5 UDP Performance Counters

UDP performance counter  Meaning

Datagrams No Port/Second ~ Therate of received UDP datagrams for which there was
no application at the destination post.

Dratagrams Received Errors The number of received UDP datagrams that could not be
delivered for reasons other than the ack of an application
at the destination port.

Datagrams Received/Second  The rate at which UDP datagrams are delivered to UDP

users.
Datagrams Sent/Second ~ The rate at which UDP datagrams are sent from the entity.
Dratagrams/Second The rate at which UDP datagrams are sent or received by
the entity.

Monitoring FTP Server Traffic

When you install the FTP Server services, the necessary software is also installed
so that you can monitor and graph various FTP Server statistics using Performance
Monitor. Using Performance Monitor to view activity on remote Windows NT
systems makes FTP Server adminisiration more convenient when you are
administering multiple Windows NT FTP Servers.

» To view counters specific to the TP Server service
e In the Performance Monitor window, select FTP Server in the Object hist.

The FTP Server performance counters are cleared each time you start and stop the
TP Server service.

e 371

Petitioner Vonage Holdings Corp. et al. - Exhibit 1008 - Pa



Chapter 17 Using Performance Monitor with TCP/AP Services

347

Petitioner Vo

Table 17.6  FTP Performance Counters

FEP performance counter

Meaning

Bytes Received/Second

Bytes Sent/Second
Bytes Total/Second

Connection Attempts
Current Anonymous Users

Current Connections

Current NonAnonymous
Users

Files Received
Files Sent
Fites Total

Logon Altempts

Maximum Anonymous
Users

Maximum Connections
Maximum NonAnonymous
Users

Total Anonymous Users

Total NonAnonymous Users

The rate at which data bytes are received by the FTP
Server.

The rate at which data bytes are sent by the FTP Server.

The sum of Bytes Sent/Second and Byiss
Received/Second. This is the total rate of bytes transferred
by the FTP Server.

The number of connection attempts that have been made
to the FTP Server.

The number of anonymous users currently connected to
the FTP Server.

The current number of connections to the FTP Server.,

The number of nonanonymous users currenily connected
to the FTP Server.

The total number of files received by the FTP Server.
The total number of files sent by the FTP Server.

The sum of Files Sent and Files Received. This is the total
numbey of files transferred by the FTP Server.

The number of logon attempts that have been made to the
FTP Server,

The maximum number of anonymous users
simultaneously connected to the FTP Server.

The maximum number of simultaneous connections to the
FFP Server.

The maximum nuember of nonanonymous users
simultaneously connected to the FTP Server,

The total number of anonymous users that have ever
connected to the FTP Server,

The total rumber of nonanonymous users that have ever
connected to the FTP Server.,

— iy
Vo I
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Monitoring WINS Server Performance

When you instal} a WINS server and SNMP services, counters are automatically
installed so that you can use Performance Monitor to view WINS Server service

pel'foﬂhauuc.

To view counters specific to the WINS Server service
e In the Performance Monitor window, select WINS Server in the Object list.

Table 17.7 WINS Performance Counters

WINS performance couiiier Meaning

Failed Queries/Second The total number of failed queries per second.

Failed Releases/Sccond The total number of failed releases per second.

Group Conflicts/Second The rate at which group registrations received by the
WINS server resulted in conflicts with records in the
database.

Group Registrations/Second The rate at which group registrations are received by the

: WINS server.

Group Renewals/Second The rate at which group renewals are received by the
WINS server.

Queries/Second The total number of queries per second, which is the
rate at which queries are received by the WINS server.

Releases/Second The sotal number of releases per second, which is the
rate af which releases are recoived by the WINS seiver.

Successful Queries/Second The total number of successful queries per second.

Successful Releases/Second The total number of successfui releases per second.

Total Number of The sum of the Unigue and Group conflicts per second,

Conflicts/Second which is the total rate at which conflicts were secn by
the WINS server.

Total Number of The sum of the Unique and Group registrations per

Registrations/Second second. This is the total rate at which registrations are

. received by the WINS server.

Total Number of The sum of the Unique and Group registrations per

Rencwals/Second second, which is the total rate at which renewals are
received by the WINS server.

Unique Conflicts/Second The rate at which unique registrations and renewals
received by the WINS server resulted in counflicts with
recards in the database.

Unique Registrations/Second The rate at which unique registrations arc received by
the WINS server.

Unique Renewals/Second The rate at which unique renewals are received by the

- WINS scrver.

Tl
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CHAPTER 18

Internetwork Printing with TCP/IP

Users on any Microsoft networking computer can print to direct-connect TCP/IP
" printers or to printers that are physically attached to UNIX computers if at least one
Windows NT computer has Microsoft TCP/IP printing installed.

Microsoft TCP/IP printing conforms with Request for Comment (RFC) 1179.

This chapter describes how (o create a TCP/IP printer when TCP/IP is installed on a
Windows NT computer and how o print to a Windows NT print server from a
UNIX computer.

The topics in this chapter include:

- Overview of TCP/P printing

«  Setting up Windows NT for TCP/IP printing
- Creating a printer for TCP/IP printing '
» Printing to Windows NT from UNIX clients

For complete information about working with printers, see Chapter 6, “Print
Manager,” in the Windows NT System Guide.
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Overview of TCP/IP Printing

In a Windows NT internetwork with multiple kinds of computers and operating
systems, users can take advantage of Microsoft TCP/IP to easily print to computers
that are connected through a UNIX computer or that are connected directly to the
network (via a built-in network adapter card or through a serial/parallel ethernet
print server). ‘

Such an internetwork might include computess running Windows NT Worksiation
and Windows NT Server, plus computers with only Microsoft Windows for

Workgroups 3.11 or MS-DOS with LAN Manager nctworking software.

To take advantage of the printing capabilities of Microsoft TCP/IP, only the single
Windows NT computer that defines a TCP/IP printer needs to have TCP/IP
installed. All the other client computers can print to the TCP/IP printers over any
protocol they share with the Windows NT TCP/IP print server. That is, the
computer acting as the Windows NT TCP/IP print server must be configured with
all protocols used by any clients that will be printing to the TCP/IP printer.

Any Windows NT computer with TCP/IP printing installed can print disectly to
these kinds of printers and can function as a gateway for other network users.

In the following sample configuration of a Microsoft network, all computers can
connect to printers named \ntip1 and \\n\p2 on the network. The Windows NT
computer with Microsoft TCP/IP installed created these TCP/IP printers, which
consist of a direct-connect printer and a printer connected to a UNIX computer. The
Windows NT computer with TCP/IP is named nt in this example, and the printers
are named pl and p2, respectively.
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p1 printer
11.101.9.99

Windows NT

with TCP/P p2 printer

TCPAP
NetBEUI
Ms-Dos/ NWLink
LAN Manager s
<
Windows for P UINIX
Workgroups 3.1t 11.101.14.11
NetBE|
NiLink Windows NT
NeiBEUI
NWLink
MS RAS
Macintosh
Appletaik

Figure 18.1 Printing to TCP/IP or UNIX Printers Using Microsoft TCPAP

Setting Up Windows NT for TCP/IP Printing

Any Windows NT computer can be used to create a TCP/IP printer if Microsoft
TCP/IP is installed with TCP/IP printing support.

» To configure a Windows NT computer for TCP/IP printing

1. Double-click the Network option in Control Panel to display the Network
Settings dialog box, and then choose the Add Software button to display the Add
Network Software dialog box.

2. Select TCPAP Protocol And Related Components in the Network Software box,
and then choose the Continue button.

kS
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3. In the Windows NT TCP/IP Insiailaiion Opiions dialog box, check ihe TCP/AP
Network Printing Support option.
If Microsoft TCP/IP is not already installed on this computer, select the other

options you want, as described in Chapter 11, “Installing and Configuring
Microsoft TCP/IP and SNMP.”

4. Choose the OK button. Windows NT Setup displays a message prompting for
the full path fo the Windows NT distribution files. Provide the appropriate
Incation, and then choose the Continue button.

All necessary files are copied to your hard disk.

Note If the Enable Automatic DHCP Configuration option is not selected in the
Windows NT TCP/IP Installation Options dialog box, you must complete all the
required procedures for manually configuring TCP/IP as described in

Chapter 11, “Installing and Configuring Microsoft TCP/IP and SNMP.”

After you finish configuring TCP/IP, the Network Sett:mgs dialog box is
displayed again.

5. Choose the Close button, and then restart your computer for the changes to take
cffect. '

You can now create a 'TCP/P printer on this Windows NT computer.

Creating 3 Printer for TCP/IP Printing

You can use Print Manager to create a TCP/AP printer in the same way that you
create any printet to be used on a2 Windows NT network. You need the following
information to create a TCP/IP printer:

. The IP identifier of the host where the printer is connected.

This can be the DNS name or the IP address. A direct-connect printer has its
own IP identifier. For a printer connected to a UNIX computer, this is the
computer’s IP identifier.

« The printer name as it is identified on the host.

This is the name defined on the UNIX computer or the name defined by the
manufacturer for the direct-connect printer.
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The computer where you create the TCP/IP printer must have TCP/IP installed and
configured with the TCP/IP Network Printing Support option, as described in
Chapter 11, “Installing and Configuring Micresoft TCP/IP and SNMP.”

#  To create a TCP/IP printer

1. From the Printer menu in Print Manager, choose Create Printer to display the
Create Printer dialog box.

Printer Name: [SUNDS_LPA

Driver: iAdehe Laserlet li Cartiidge v52.3

Bescription: |

Print to:

O Shaie this

Share Name:

Location:

2. In the Printer Name box, type a name of up to 32 characters.

This name appears in the tifle bar of the printer window, and Windows NT users
see this name when connecting to this printer if it is shared.

This name can be the same as the printer name as it is identified on the printer’s
UNIX host, but it dbes not have to be.

For a direct-connect printer, see the hardware documentation to find the name by
which the network printer identifies the print queue.

3. In the Driver list, select the appropriate driver.

In addition, you can type text in the Description box to mform network users
about the printer.
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4, In the Print To box, select Other to display the Print Destinations dialog box,

Avwailable Print Monitocs:

B | T T Uy RaiE
Eatar SR B e
Hewtelt-Packard Network Port
Local Port
i

LPRMoritor
Dther...

5. In the Available Print Destinations list, select LPR Print Monitor, and then
choose OK to display the Add LPR Compatible Printer dialog box.

Hame or address of host providing ipd: ikntimicrnsnl!.cum

Hame of piinter on that machine: {SUNALASEB i

!
2
—— 4
i
Y

T P

6. In the Name Or Address Of Host Providing L.PD box, type the DNS name or IP

address of the host for the printer you are adding.

The name can be the DNS name or IP address of the direct-connect TCP/IP
printer or of the UNIX computer to which the printer is connected. The DNS
name can be the name specified for the host in the HOSTS file.

LPR stands for Line Printing ntility; and LPD stands for Line Printing Daemon,
which is how these elements are known on UNIX.

Note Windows NT 3.5 supporis TCP/IP printing only for UNIX computers
running the LPD) service. Tt does not support UNIX computers running
LPSCHED. If your UNIX computer is running LPSCHED and you want it to
support Windows NT TCP/IP printing, you need to install a publicly available
LPD program. '

v
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7. In the Name Of Printer On That Machine box, type the name of the printer as it
is identified by the host, which is either the direct-connect printer itself or the
UNEX computer.

For example, you might have a UNIX compufer rununing the print server
component (Ipd) with which the TCP/IP printer you arc creating will interact, If
Ipd recognizes a printer attached to the UNIX computer by the name Crisp, the
name you should type in this box is Crisp.

For a direct-connect printer, this is whatever name was used to create the printer
while running lpd.

8. When the Create Printer dialo g box reappears, select the Share This Printer On
The Network option if this definition is being created on a Windows NT
computer that will serve as a print server for other users to access this printer.

Printer Hame: [SUNDS_LPR !

Driver: lAdobe Lagerlel i Cattridoe v52.3 Iy

Description: | : i

Fiint to: [KOTLMICROSOFT.COM:SUN_LASER 18

Share this printer on the network

Share Name: -ILPH_pml . |
Location: I_B Idg 2Rm 1278 |

9. By default, in the Share Name box, Printer Manager creates a shared resource
name that is compatible with MS-DOS-based computers. You can edit this
name, which users will see when browsing to find this printer on the network.

10. Optionally, in the Location box, you can type information about where this
printer is located.

Users can see this location information when they connect to the printer.

11. Complete any other configuration information in the Create Printer dialog box,
as described in Chapter 6 of the Windows NT System Guide, and then choose
the OK button.
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In Print Manager, the printer name you specified in the Create Printer dialog box
appears in the title bar of the printer’s window. For client compulers configured
with Microsoft Network Client version 2.0 for MS-DOS, users sec only the shared
name, not thc pn'mer name. Users who connect to this TCP/IP printer can select it

admlmstrdtms can use Pnnl Mandger to secure dnd audit the use of the printer and
change its properties.

Prmter Dccument Optlons Secunty Wmduw Heip

T, Spooiing Pairtbruish - Unkled, . Adrinistis) 697 W1 e 1

Tip You can use the Ipr connectivity utility at the command prompt 1o print a tile
to a host running an LPD server. You can also use the Ipq diagnostic uility to
obtain the status of a print queue on a host running the LPD server. Fot information,
see the eniries for Ipr and ipg in Appendix A, “TCP/IF Uiilities Reference.”
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Printing to Windows NT from UNIX Clients

The Lpdsvc service is the server side of TCP/IP printing for UNIX clients. If any
UNIX clients on the network want to print to a printer connected to a Windows NT
computer, this service needs to be running on the Windows NT computer so it can
accept requests from the UNIX clients. The Lpdsve service supports any print
format, including plain-text. It does not perform any additional processing.

The Lpdsve service cannot send print jobs to network shares on a Microsoft 08/2
LAN Manager server.

> To start or stop the Lpdsvce service

¢ At the command prompt, type the net start Ipdsve or net stop Ipdsve
command, and then press ENTER.

~—Or—
Double-click the Services option in Control Panel, select Lpdsve, and then
choose the Start button,

On the UNIX computer, you can use the 1pr utility to send jobs to Windows NT
print queues. For details on the UNIX Ipr utility, see your UNIX documentation.

The Lpdsvc service is independent of the Lprmon service. The Lprmon service rusns
automatically to allow a Windows NT computer (and all clients who can access this
computer) to print to a printer connected ta a UNIX systen, as described in the
“previous section.

For the Lpdsve service to support print jobs sent to a Windows N'T shared

printer specified by its universal naming convention (UNC) name, such as
WMYSERVER\MYPRINTER, the shared printer must be designated in the
Registry as a null share. You must change the setting of the NullSessionShares
parameter under the Registry key
BKEY_LOCAL_MACHINESYSTEM\CurrentControlSef\Services\LanmanServe
f\Parameters. For detailed information about this parameter, see Chapter 14,
“Registry Value Entries,” in the Windows NT Resource Guide.

Note When you use the Ipr utility to submit a print job, check Print Manager to be
sure the target printer does not have the Job Prints While Spooling option set in the
Printer Details dialog box. When this option is not set, the Ipr utility processes the
print job much more efficiently.
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CHAPTER 19

Troubleshooting TCP/IP

The following diagnostic utilities included with Microsoft TCP/IP can be used to
find solutions to TCP/IP networking problems.

Table 19.1 TCP/P Diagunestic Utilities

Utility Usage

arp View the ARP (address resolution protocol) table on the [ocal
computer to detect invalid entries.

hostname Print the name of the current host,

ipconfig Display current TCP/IP netwark configuration values, and update or
release TCP/IP network configuration values.

nbtstat Check the state of current NetBIOS over TCP/IP connections, update
the LMHOSTS caclie, and determine the registered name and scope
ID.

netstat Display protocol statistics and the state of current TCP/IP
connections,

ping Verify whether TCP/IP is configared correctly and that a remote
TCP/IP system is available.

tracert Check the route to a remote systen,

For complete details about the utilities included with Windows NT, see
Appendix A, “TCP/P Utilities Reference.” See also the online Command
Reference.
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These other Windows NT tools can be used for TCP/IP troubleshooting:

. Microsoft SNMP service, to supply statistical information to SNMP
management systems, as described in Chapter 11, “Installing Microsoft TCP/IP
and SNMP.”

«  Bvent Viewer, to track errors and events, as described in the Fvent Viewer
chapter in the System Guide.

«  Perfermance Monitor, to analyze TCP/AP, FTP, and WINS server performance,
as described in Chapter 17, “Using Performance Monitor with TCP/IP
- Services.” Microsoft SNMP must be installed if you want to monitor TCP/IP.)

_« Registry Editor, to browse and edit Registry parameters, as described in
README WRI in your \systemroot dircctory.

Troubleshooting IP Configuration

If you have trouble installing Microsoft TCP/IP on your computer, follow the
suggestions in the error messages. You can also use the ping utility to isolate
network hardware problems and incompatible configurations, allowing you to
verify a physical connection to a remote compuler.

Use the ping utility to test both the host name and the IP address of the host. For the
syntax and description of the ping command, sce Appendix A, “TCP/IP Utilities
Reference.” '

b To test TCP/IP using the ping utility

1. If the computer was configured using DHCP, use ipconfig to learn the IP
address,

2. Use ping to check the loopback address by typing ping 127.0.0.1 and pressing
ENTER at the command prompt. The computer should respond immediately.

If ping is not found or the comumand fails, check the event log with Event
Viewer and look for problems reported by Setup or the TCP/IP service.

3. To determine whether you configured IP properly, use ping with the IP address
of your computer, your default gateway, and a remote host.

If you cannot use ping successfully at any point, check the following:

»  The computer was restarted after TCP/IP was installed and configured

« The locat computer’s IP address is valid and appears conectly in the TCP/IP
Configuration dialog box

« The [P address of the default gateway and remote host are correct

» TP routing is enabled and the link between routers is operational

-
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if you can use ping to connect to other Windows NT computers on a different
subnet but cannot connect through File Manager or with net use \server\share,
check the following:

The computer is WINS-enabled (if the network includes WINS servers).
The WINS server addresses are correct, and the WINS servers are functioning.

“The correct computer name was used,

The target host uses NetBIOS. If not, you must use FTT or Telnet to make a
connection; in this case, the target host must be configured with the FTP server
daemon or Telnet server daemon, and you must have correct permissions on the
target host,

The scope ID on the target host is the same as the local computer,
A router exists between your system and the target system.

LMHOSTS contains correct entries, so that the compuier name can be resolved.
For more information, see “Troubleshooting Name Resolution Problems™ Jater
in this chapter.

The computer is not configured to use WINS.

Troubleshooting Name Resolution Problems

If the 1P address responds but the host name does not when you use ping, you have
a name resolution problem. In this case, use the following lists of common problems
in name resolution to find solutions.

Name Resolution Problems in HOSTS

These problems can occur because of errors related to the HOSTS file:

Petitioner Vonage Holdings Corp. et al. - Exhibit 1008

The HOSTS file or DNS do not contain the particular host name.

The host name in the HOSTS file or in the command is misspelled or uses
different capitalization. (Host names are case-sensitive.)

An invalid IP address is entered for the host name in the HOSTS file.
The HOSTS file contains multiple entries for the same host on separate lines.

A mapping for a computer name-to-IP address was mistakenly added {o the
HOSTS file (rather than LMHOSTS).

b3
o
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o
o
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Name Resolution Problems in LMHOSTS

These problems can occur becavse of errors related to the LMHOSTS file:

»  The LMHOSTS file does not contain an entry for the remote server.

= The computer name in LMHOSTS is misspelled. (Notice that LMHOSTS
names are converted to uppercase.)

. The IP address for a computer name in LMHOSTS is not valid.

Troubleshooting Other Connection Problems

In addition to ping, the other diagnostic utilities such as netstat and nbtstat can be
used to find and resolve connection problems. Although this is not a complete list,
these examples show how you might use these utilities to track down problems on
the network, :

» To determine the cavse of Error 53 when connecting to a server

1. If the computer is on the local subnet, confirm that the name is spelled correctly
and that the target computer is running TCP/IP as well. If the computer is not on
the local subnet, be sure that its name and IP address mapping are available in
the LMHOSTS file or the WINS database.

Error 53 is returned if name resolution fails for a particulay computer name.

2. If all TCP/IP elements appear to be installed properly, use ping with the remote
computer to be sure that its TCP/IP softwate is working.

» To determine the cause of long connect times after adding to LMHOSTS

o~ ey

¢ Because this behavior cai oceur with a large LMHOSTS file with an entry at
the end of the file, mark the entry in LMHOSTS as a preloaded entiy by
following the mapping with the #PRE tag. Then use the nbtstat -R command to
update the local name cache immediately.

Place the mapping higher in the LMHOSTS file.

As discussed in Chapter 15, “Setting Up LMHOSTS,” the LMHOSTS file is
parsed sequentially to locate entries without the #PRE keyword. Therefore, you
should place frequently used eniries near the top of the file and place the #PRE
entries near the bottorn.
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» To deiermine the cause of conneciion problems when specifying a server
name

¢ Use the nbtstat -n command to determine what name the server registered on
the network.

The output of this command lists several names that the compuier has registered.
A name resembling the computer’s computer same should be present. If not, try
one of the other unique names displayed by nbtstat.

The nbtstat utility can also be used to display the cached entries for remote
computers from either #PRE entries in LMHOSTS or recently resolved names.
If the name the remote computers are using for the server is the same, and the
other computers are on a remote subnet, be sure that they have the computer’s
mapping in their LMHOSTS files.

» To determine why only IP addresses work for connections to foreign systems
but not host names

1. Make sure that the appropriate HOSTS file and DNS setup have been
configured for the computer by checking the host name resolution configuration
using the Network icon in Conirol Panel and then choosing the DNS button in
the TCP/IP Configuration dialog box.

2. If you are using a HOSTS file, make sure that the name of the remote computer
is spelled the same and capitalized the same in the file and by the application
using it.

3. If you are using DNS, be sure that the IP addresses of the DNS servers are
correct and in the proper order. Use ping with the remote computer by typing
both the host name and IP address to determine whether the host name is being
resolved properly,

» To determine why a TCP/IP connection to a remote computer is not working

properly :

¢ Use the netstat -a command to show the status of all activity on TCP and UDP
potts on the local computer.
The state of a good TCP connection is usually established with O bytes in the
send and receive quenes. If data is blocked in either queue or if the state is
trregular, there is probably a problem with the connection, If net, you are
probably experiencing network or application delay,
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Tmubesh@@téng Other Problems

This section presents some possible TCP/IP symptoms with recommendations for
using the diagnostic utilities to determine the source of the problems.

Troubleshooting the FTP Server Service

¢ To determine whether the FTP Server service is installed correctly

s Use {ip on the local computer by typing the IP loopback address from the

i 17 P
command | uJC, for GKE‘dl’iluu, L_y'pC v 7.0.0.1 and picss ENTER.

The interaction with the server locally is identical to the interaction expected for
other Windows NT (and most UNIX) clients. You can also use this utility to
determine whether the directories, permissions, and so on are conﬂgured
properly for the FTP Server service.

Troubleshootmg Telnet

» To determine why the banner displayed with Telnet identifies a different

{‘nmnufm pvan when ennmﬁr-pn the covract TD addrase

AR CprUAERY sl RAAR LUEATLL 2a cdia

1. Make sure the DNS name and hosts table are up to date.

2. Make sure that two computers on the same network are not mistakenly
configured with the same IP address.

The ethernet and IP address mapping is done by the ARP (address resolution
protocol) module, which believes the first response it receives. Therefore, the
impostor computer’s reply sometimes comes back before the intended
computer’s reply.
These problems are difficult to isolate and track down. Use the arp ~g command
to display the mappings in the ARP cache. If you know the ethernet address for
the intended remote computer, you can easily determine whether the two match,
If not, use arp -d to delete the entry, then use ping with the same address
{forcing an ARP), and check the ethernet address in the cache again by using
arp -g.
Chances are that if both computers are on the same network, you will eventuaily
get a different response. If not, you might have to filter the traffic from the
_impostor host to determine the owner or location of the systern.
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Troubleshooting Gateways

» To determine the cause of the message, “Your defanlt gateway does not
belong to one of the configured interfaces...” during Setup

¢ Find out whether the default gateway is located on the same logical network as
the computer’s network adapter by comparing the network ID portion of the
default gateway’s IP address with the network ID(s) of any of the computer’s
network adapters.

For example, a computer with a single network adapter configured with an IP
address of 102.54.0.1 and a subnet mask of 255.255.0.0 would require that the
default gateway be of the form 102.54.a.b because the network ID portion of the
IP interface is 102.54.

Troubleshooting TCP/IP Database Files

The following UNIX-style database files are stored in the
\systemroof\SYSTEM32ZADRIVERS\ETC when you install Microsoft TCP/P:

Table 19,2 UNIX-style Database Files

Filename Use

HOSTS Provides hostname-to-IP address resolution for Windows Sockets
applications

LMHOSTS Provides NetBIOS name-to-1P address resolution for Windows-
based networking

NETWORKS Provides network name-to-network 1D resolution for TCP/AP
management

PROTOCOLS Provides protocol name-to-protocol 1D resolution for Windows

Sockets applications

SERVICES Provides service name-to-port 1D resolution for Windows Sockets
applications

To troubleshoot any of these files on a local compuer:

» Make sure the format of entries in each file matches the format defined in the
sample file originally installed with Microsoft TCP/IP.

«  Check for spelling or capitalization errors,

= Check for invalid IP addresses and identifiers.

LR
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CHAPTER 20

Using Windows NT on the Internet ).

Although the Internet has been a vast, complex system that is difficult to join,
Windows NT simplifies connecting to the Internet. You can create a file transfer
protocol (FTP) server, ready to join the Internet, during initial installation of
Windows NT. With minimal hardware and knowledge you can use Windows NT
to publish information for world consumption.

* This chapter explains typical scenarios for connecting a Windows NT computer
or network to the Internet and describes logistical details about setting up
Windows NT on the Internet. For information about specific Internet server
services or client applications, and their protocols, see Chapter 21, “Setting Up
Internet Servers and Clients on Windows N'T Computers.”

This chapter contains the following topics:

«  Using Windows NT to Connect to the Internet
= Configuring TCP/IP and RAS for Internet Gateway
» Planning Internet Service for Your LAN

= Establishing the Infrastructure
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Usmg Windows NT o Connect 1o the internet

Windows NT provides the necessary foundation required to supply you with
access to the Internet and to create your own space and presence on the Internet.
The primary Windows NT tools you will use are the TCP/IP protocol, utilities,
and services. You can also use the Remote Access Service (RAS). To
compliment the base technologies, vou might also want to use utilities in the
Windows NT Resource Kit, public domain programs available on the Internet, or
commercial products that might include more features and technical support.

ou also need a conncction to the Tnternet, Depending on your irceds, the
connection might be a 14.4 bps (bits per second) modem and dial-in Point-to-
Point Protocol (PPP) account, or a dedicated high-volume line supplied by an
Internet service provider (for an Internet server or providing Internet gateway to a
[LAN).

This section explains the many types of Internet service you can provide with
Windows NT, starting with the simplest types of connections first. See the table
below for move cross references.

For more infermation about See

Configuring Windows NT “Configuring TCP/IP and RAS for Internet

COmMpONents Gateway."”

Connections to the Internet “Link Types,” and “Internet Service and
Providers.”

Installing the Internet tools Chapter 21, “Setting Up Internet Servers and

provided in this resource kit Clients on Windows NT Computers.”

Single-Computer Connections

Potiti

b
HE

The simplest connection to the Internet is as a client, using Internet tools to search
for information. For this type of connection, you need: TCP/IP, RAS, a modem, a
PPP or serial line internet protocol (SLIP) dial-in account, and Internet tools, such
as FTP, Telnet, or Mosaic applications.

This configuration allows outbound traffic to the Internet only, as illustrated in
the following figure.

A SN B AR Y

outbound

Figure 20.1  Windows NT Tnternet Client
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Chapter 20 Using Windows NT on the internet 37

Using the preceding configuration, you can install Intemet server services,
such as a World-Wide-Web (WWW) or FTP server and create two-way
communication with the Internet as illastrated in the following figure. To
participate as an Internet server, you’ll need additional Internet-specific
scttings (such as a domain name) as described in the section, “Establishing
the Infrastructure,” later in this chapter.

e rornmea i

Figare 20.2 Windows NT Imternet Server and Client

Note Security becomes an important issue when you are connected to the
Internet, This section describes only basic Internet service configurations. Many
options exist to protect your computer or LAN from external Internet clicnts that
are not mentioned in this section. For more information on security, see “Planning
Internet Service for your LAN” later in this chapter.

Connecting a LAN to the Internet

If you have a small business you might want your LAN clients to access the
Internet. By installing Windows NT with a network adapter card connected (o
your LAN, and another network card for your Internet connection, you can create
two-way communication with the Internet by configuring Windows NT as a
simple router.

S

@

=

@4

.@gm-.-s-\ u,u,uwm_x\mé}}
{wo way

ffigure 20.3  Small LAN Client Access to the Internet Using Windows NT
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Windows NT is suited as a TCP/IP router only in small, single subnet networks
because Windows NT does not process the RIP requests that automatically
maintain a TCP/IP router table. I you have a larger network, with more that one
subnet, you probably need the performance of a dedicated router (and likely have

oo 3 I IR RN e I Y
IGUISES 0 YOUT nisvwiork a1icady ).

Si
T
5 Q1 '
%Jf Internet
i - i\ ,
two way {wo way e
Third-Party router

5

Figure 204 Large LAN Client Aceess to the Internet Using Third-party Router

Connecting Computers to the Internet with RAS

windows NT Server's Remote Access Service (RAS) can also be used to provide
remote clients with Internet gateway. This requires additional communication
equipment that allows multiple remote clients to dial into the RAS computer. This
type of configuration allows communication to (he Internet as illustrated in the
following figure.

@:- S5 oy

nnnnnn d Weokpmooam il FH oo
s.'nsua (" au-u A\Gluutc \,.vl“:ul. L€ llGl, Ardivyray

On small LANSs, you can also use RAS and a PPP connection in place of a router.
This allows you to connect both LAN clients and RAS clients to the Internet.

Internet

TR AT
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Combining Windows NT Internet Functions

Because Windows NT is flexible, you can combine as many of the types of
Internet connections just described to suit your needs. For example, you could
create an Internet server that is also configured for remote client Internet
gateway. Thus, you would have a computer serving information to external
Internet users, and that same cornputer can be used by mobile workers to access
the Internet.

- Configuring TCP/IP and RAS for Internet Gateway
You must instal} the TCP/AP network protocol to use the Iniermet.

You must install and configure RAS unless you purchase leased-line services
from your Internet service provider to create Internet servers or provide Internet
gateway. If you create an Internet server, have a high volume of traffic, or
maltiple subnets, you will most likely use a leased line and a dedicated router. If
you are using Windows NT as an Internet client only, a modem and dial-in PPP
or SLIP line is all that is needed.

You insiall TCP/IP and RAS using the Network option in Control Panel or during
installation of Windows NT. See your Windows NT Installation Guide for
detailed installation information or see the following table:

For more information ahout See

TCP/IP installation and Windows NT Server TCPAP manual, or online Help
configuration (TCPIP.HLP).

RAS installation and Windows INT Server Remote Access Service manual
configuration or online Help (RASPHONE.HLP).

Using RAS on the Internet Chapter 22, “Remote Access Service and the

Internet” and online Help (RASPHONE.HLP).
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Configuring TCP/IP
For a Windows NT installation that will use the Internet, you can install the
components listed in the following table with TCPAP:

Tahble 26.1  Components for 2 Windows NT Server Installation

Option

Usage

Internet use or implications

TCP/IP internetworking

Connectivity utilities

SNMP Service

TCPAP network printing
support

Petitioner Vonage Hol

Includes the TCP/AP protocol, NetBIOS over
TCP/IP, Windows Sockets interface 1.1, and the
TCP/P diagnostic utilities.

Installs the TCP/IP atilities. Select this option to
install the connectivity utilities finger, fip
(client), lpr, rcp, vexec, vsh, telnet, and tftp, and
the diagnostic utilities arp, hostname, ipconfig,
Ipg, nhistat, netstat, ping, voute, and {raceri.

Installs the SNMP service. Select this option to

- allow this computer 1o be administered remotely

using manpagement tools, such as SUN Net
Manager or HP Open View. This option also
allows you to monitor stalistics for TCP/IP
services using Performance Monitor,

Allows this computer to print directly over the
network using TCP/IP. Select this option if you
want to print to UNIX print queues or TCP/IP
printers that are connected directly Lo the
network, or if you want UNIX computers on the
network to print to Windows NT print servers.

Allows files on this computer to be shared over

1a5 LA AP riciz el U

the network with any remote computers that
support the file transfer protocol (FTP) and
TCPAP. Select this option if you want to use

~ TCP/P to share files with other computers.

Idings

Required.

Permifs you to access remole
computers and troublashoot
your Infernet connections.

Supported.
Supported.
F‘lﬂ]j Internel \.,uuxl..'au‘ulc.

Any FTP client can use a
Windows NT FTP server to
download files. The FTP server
on Windows NT Workstation
permmits only 10 simulitaneous
connections.

Windows NT also includes the

FIP command at the command
prompt.
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Table 20.1 Components for a Windows NT Server Installation (continued)

Option

Usage Internct use or implications

Simple TCP/IP Services  Provides the TCP/IP services Chargen, Daytime,  Fully Internet compatible.

Enable Automatic
DHCP Configuration

Discard, Echo, and Quote. Select this option to
allow this computer to respond to requests from
other sysiems that support these protocols.

Turns on antomatic configuration of TCP/IP If you are connecting a large

parameters for this computer. Select this option if  number of computers (o the

there is a DHCP sexver on your internetwork to Internet, a DHCP server can

support dynamic host configuration. simplify network administration
of IP addresses.

Configuring RAS

Petitioner |

Windows NT 3.5 RAS can be configured to accomphsh the following three uses
on the Internet:

» Asadial-in client to the Internet

« Ag an Internet service provider for remote access clients

= As asimple router to the Internet for LAN computers

See Chapter 22, “Remote Access Service and the Internet,” and RAS online Help
(RASPHONE.HLP) for informatjon about installing and configuring RAS for
each of the uses described in the preceding list.



376 Part IV Windows NT and the Internet

Planning internet Service for Your LAN

This section helps you understand the network and security implications of
different Windows NT Infernet service scenarios.

Network Protocols and LANs

As the name implies, the Internet is a group of interconnected networks. When
you create an Infernet server, you are adding another network to the network of
networks. The network you add to the Internet can be one computer, a small
workgroup, or your enfire corporation’s local area network.

The protocol used on a network configures the packets of data sent over the
network cable.

‘)
@ G

N

@8
<

Figure 20.7 Windows NT Computer Connected to Two Networks

The Internet is primarily a TCP/IP network. That means your computer must use
the TCP/IP network protocol (it is actually a suite of protocols} to participate.
Internet Protocol (IP} is one of the protocols in the suite of protocols. You can

T = 1 1 i A merra BT
install TCP/IP during or after installation of Windows NT.

If your computer uses TCP/IP on both your LAN and the Internet, and you
configure Windows NT as a TCP/IP as a router, your computer acts as a gateway
to the Internet, passing packets of information in both directions—to the Internet
-from the LAN, and from the Intemet into your LAN.

Using Network Topology to Provide Security

Although you might want the users on your corporate network to use the Internet,
and users from the Internet to access certain information, you probably do not
want Infernet users to have full access to your corporate network.

You can use physical isolation, protocol isolation, third-party routers, and
Windows NT router security in your neiwork to provide security, although the
topalogy you choose affects the service you provide to LAN users.
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The following tigure illusirates the different network topology scenarios you can
implement and how each scenario influences security and service for LAN users.

Security fevel  LAN Internet Server Internet
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Figure 20.8 Network Topology Affects Sccurity Levels

TCP/P rouling enabled
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Petitioner Vonage Holdings Corp. et al, - Exhi

Physical isolation

A computer physically isolated from your LAN is the safest and easiest (o plan
and configure. Only the Internet server can sece and be seen by the Internet. BEven
the most clever hacker cannot browse vour corporate network without physical
access. Of course, the Internet server is still open to attack.

&

. internet
R, [ S S

woway ST

@

Yoy

Kioske or Internet servers
Figure 20.9 Physical Isolation Security Model

A limitation to this configuration is that you cannot share files between the
corporate network and the Internet. You have to use floppy disks to share
information between the two systems.

You can expand this scenario to create a small LAN connected to the Internet
server. The type of configuration you choose depends on the size of your
organization and on how much Infernet gateway you want to give your users.

For example, if you have a singie computer connected to the Internet, it serves as
an Internet server that provides information to share with Internet users, and
{optionally) as an Internet client that allows the users in your organization access
o the Intornet, Yor this computer (0 s¢ive as an Iniemmet client, however, it must
be physically accessible to employees because it is not on the corporate net.

To give users in your 6rganization easier access to the Internet, you can setup a
small, separate network consisting of the Internet serves, additional Internet
servers, and individual workstations, or kiosks. The kiosks can be located in
conference rooms, hallways, libraries, or in special offices scattered throughout
the company. Individuals who need to make heavy use of the Internet can have
kiosks in their offices. The kiosks can be used to retrieve information from your
Internet server, to place new information on the scrver, and to gather information
from the Internet at large. This type of scenario, however, might requirs
addifional cable instaliation.
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Protocol isolation

If you want both Internet and L.LAN computers to see the Internet server, you can
use protocol isolation security. In this moedel the Internet server has two network
adapters. The network adapter connected to the Internet is bound to TCP/IP. The
network adapter connected to the LAN runs IPX or any other network protocol
except TCP/IP.

8

<

“

@i‘ IPX Internet
T @
wo way

%M

Figure 20.10 Protoco)] Isolation Security Modet

The key to this model is that the Internet requires use of the IP protocol. If a
different protocol, such as IPX, connects your Internet server to the corporate
network, then the corporate network cannot be accessed by Internet users because
they aren’t using the correct protocol. Likewise, corporate network users cannog
directly access the Internet because they are not using TCP/IP,

The protocol isolation security model is useful for users who spend mosi of their
time making information available to Internet users and who want to copy files
directly from the corporate network to the Internet server. Or, some users might
need to frequently download information that is feft in a “drop box™ by Internet
users, and then integrate that material with information from corporate electronic
mail and other resources on the corporate network.,

The resources on this server are accessible from either direction, but data cannot
be passed through. In this way, there is a virtual barrier to passing packets
through the server. Such barriers are often referred to as firewalls.

The advantage of the protoco] isolation security model is that your users can
share information with Internet users from their workstations on the corporate
net, without exposing the corporate net to unauthorized use. One disadvantage of
using this type of model is that your users cannot directly access the Internet. The
users cannot search for or retrieve Internet resources, other than those resources
on the Internet server you have set up. Users also cannot exchange mail with
other Internet users unless you have provided the necessary Internet mail server
services on the server. Another disadvantage is that, theoretically, an Internet
hacker could penefrate this security model, but it is very challenging since the
server does no protocol conversion.,
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Replicating the Internet Server on Your Network

A variation on the protocol isolation security model is to replicate the data
on the Internet server onto another computer on the internal ILAN using the
Windows NT Replication service.

’ 3
IPX NetBEU! /fh:;;\
IPX \_\/)
two way two way one way

raplication

o

MetBEU
Figure 20.11 Using the Windows NT Replication Service for Security

For example, if you are using the Internet server as a drop-box for customer
questions and suggestions, Infernet users leave information on the Internet server,
and then the Windows NT Replication service replicates the contents of the
Internet server to the LAN computer. Conversely, if your LAN users need to post
information to the public, users on your corporate net copy the information to be
shared to the LAN intermediary computer, and then that information is replicated

to your Internet server.

A replication scenario also allows more control over what is brought into the
LAN and permitted out of the LAN. Files can be checked for viruses or other
problems. This is a scenario used in Microsoft’s corporate network.

Third-party Router Security on TCP/IP-based LANs

If you are using TCP/IP on a large corporate network with high volume or
multiple subnets, you will probably use a third-party router and a leased-line
connection to the Internet. Some third-party routers can create a firewall by
filtering packets.

N
1P V i
Infernet
[, 2 B
wo way - lwo way

Third-parly TCP/iP router

Figure 20.12  Third-party TCP/IP Router Security
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Windows NT Router Security on TCP/IP-based LANs

If you are using TCP/IP on your corporate network, you can create a firewall in
the Internet server by disabling TCP/IP routing.

TCPAP routing disabled
Figure 20.13 Disabled TCP/IP Router Security

This feature controls whether data is passed through the Internet server to and
from the corporate network that is, it controls whether the computer acts as a
gateway.

The router feature works both ways. Either traffic can pass both ways or traffic
cannot pass through the server at all. This type of security model has all the
advantages and disadvantages of the protocol isolation model.

A major concern with this model is that the separation between the Infernet and
your corporate network depends on a single checkbox in the TCP/IP
configuration dialog box (or on the associated Registry entries). Assuming an
intruder somehow entered your Windows NT gateway, the intruder need only
change one Registry value to expose your internal TCP/IP network.

If you use this type of security model, you also need to be especially careful to
control physical and administrative access to the computer used as an Internet
server. An individual familiar with Windows NT configuration tools and
administrative privilege can find and change the router checkbox in a matter of
moments.
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Full Internet Gateway

Some organizations need to provide unrestricted Internet gateway to their users.
For example, you might have researchers in your organization who need to scan
the Internet directly as a magor part of their work, and then combine information
gleaned from the Internet with information that is on the corporate network.
Rather than have each of these users connect o the Internet through a modem,
you can have one computer running Windows NT that serves as a simple gateway
to the Internet,

P

ey e L LS

two way

Sreremrnns i

wo way

@as

~ TCP/IP routing enabled
Figure 20.14 A Windows N1 Computer Serving as a Gateway fo the Internet

The computer that serves as a gateway must have a physical connection to the
Internet, must be running the TCP/IP protocol, and the Router feature must be
enabled.

See the Windows NT Installation Guide, TCF/IP manual, or TCP/IP online Help
(TCPIP,HLP) for information on configuring TCP/IP routing,

The router feature works both ways. Either traffic can pass both ways or traffic
cannot traverse the server at all. If you enable the router feature, you need to
protect sensitive data by other meais, such as {ile protections and access control
as-described later in this chapter,

Make sure that the users who have direct Internet gateway are aware of the
security issues. In fact, you might want to periodically remind them of these
1S5UES.

You'll probably want to use the computer that serves as the gateway to the
Internet configured for some Internet server services as well. It is an ideal place
for shared directories where Internet users and users of the corporate network can
deposit and retrieve files, and for indexes of those files.

Note Windows NT is suited as a TCP/P router only in small, single subnet
networks because Windows NT does not process RIP requests that automatically
maintain a TCP/IP router’s table. If you have a larger network with more that one
subuet, you probably need the performance of a dedicated router (and likely have
routers in your network already).
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Additional Security Methods

You can use methods other than network topology to secure your network. Third-
party routers use packet filtering to prevent unwanted access. File system security
can prevent access to portions of a disk (or partition). User account security
should be configured to control access of the Guest account and others. Log on
authentication in I'TP and Telnet can prevent unauthorized users from accessing
your servers. You can also audit access to you Internet servers using Event Log.

, Using Firewalis and Other Inbound Security

Commercial products exist thai can create firewalls between the Internet and your
LAN. Most of these products are based on filtering packets. Many third-party
routers used to connect your LAN fo the Internet can be configured to filter
packets based on the source or destination IP address. You are able to specify the
IP addresses that are allowed into your LAN. Consult dedicated router vendors
for more information about the packet filtering products available.

Using File System Security

If you create an FTP server, you can and should use NTFS security settings to
control specific access (o files and directories and to configure the behavior of
files and directories. This security method requires the disk or disk partition to be
formatted as NTFS. It is a good idea keep the files available through FTP on a
disk or disk partition separate from your operating system, application, or
personal files.

-You use File Manager to set permissions on NTFS partitions. Sec the
Windows NT Systert Guide for more information about setting file permissions
with File Manager.

A basic use of file system security is creating read-only directories so Internet
users will not change files. However, NTFS security is flexible and can be used
for creative problem solving.

One example of using file system security to control the behavior of directories is
creating a drop box for your Internet customers to leave files in. By setting the
permissions on the drop box directory to write only, Internet users can place files
in the drop box directory, but cannot sec or copy any of the files left there by
other customers. Only internal users with appropriate permissions can access the
files, .

File system security can also be used with other Infernet server services for
additional security, although the inherent nature of most other Internet server
services provide more security than an FTP server.
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Windows NT User Account Security

A primary security measure that should be observed at all times is guarding the
Administrator account and administrative privilege on computers connected to
the Internet. ﬂniw Prnn]nimr\e with appr f‘puatc c;scunén claprances should be

given the passwords f01 these accounts.

External Internet users access your LAN under the Guest account. You should
ensure that the permissions for the Guest account on your Internet gateway is
configured to provide adequate security.

if your internet users are using any Microsoft networking client, you can use
Windows NT user accounts {o validate these users and define the user’s
permissions. These uses can still access the system without a Windows NT user
account using Guest or an anonymous FTP log on.

Also note that users of two computers on the Internet with Microsoft Windows-
based networking software (such as Windows NT, Windows for Workgroups,
LAN Manager, or MS-DOS clients) can issuc net use commands, or use File
Manager or Print Managet to connect to resource on the distant computer—even
if that computer is on another continent. A hacker using Windows-based software
could issue a net view command and then sec a list of your corporaie servers.
Windows-based networking client security is controlled through Windows NT
user account permissions and NTFES file permissions, just as it is on the local
LAN.

FTP and Telnet Logon Security

The FTP and Telnet server services use the Windows NT user account database
io authenticate users logging on.

Important FTP and Telnet logons use clear-text for username and passwords.
This is a potential security weakness.

FTP always uses user-level sccurity, meaning you must log on to use an FTP
server. You can configure the FTP server service to allow only users with valid
Windows NT accounts to log on. An FTP server can also be configured to permit
anonymous log on. Anoaymous log on requires the user to (ype anonymous as
their username and their Internet email address as their password, Anonymous
users access files under the Guest account. You can aiso allow only anonymous
log to a Windows NT FTP server. Anonymous-only log on is useful because real
passwords are not used, thus, a valid password cannof be revealed to netwark
5noOpS.
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Auditing Access with the Event Log

The event log can be used to track access to all of the Internet server services.
The FTP server service and Telnet server service can be configured to record
logons in the event log. Other Internet server services can create entries each time
a file is downloaded.

Establishing the Infrastructure

Once you have planned your Internet serviee, you are faced with the logistics of
implementing your plan. This section cxplains Internet link types, service
providers, and formal requirements and procedures for paiticipating in the
Internet.

Link Types

A connection o the Internet is measured in the amount of data transferred per
second. The link types described in the following table are typical types of
service, The Internet services and providers in your area might differ slightly.

The following table lists the common connection types. Only true Internet
connections are described. Some services (not listed) only provide Internet mail
service or Internet news service. '

Table 20.2 Common Internet Service Connection Types

Connection type Bits per second (bps) Approximate cost
PPP dial-in ' modem speed $20-30 mo.
SLAP dial-in modem speed $20-30 mo.
. Dedicated PPP/SLIP " modem speed $200-300 mo.
56K ' 56 thousand bps $150-300 mo.
PPP ISDN 128 thousand bps $70-100 mo plus
equipment
T1 L.5 million bps $1,500-2,000 mo.
T3 45 million bps $65,000-80,000 mo,

If you just want to browse the servers on the Internet using a hypertext browser,
you probably want to get a PPP dial-in account. These accounts can transfer data
up to the speed of your modem and usually are metered or have time use
restrtctions. Costs range from about $20 to $40 per month.
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To establish a light traffic FTP or World-Wide Web (WWW) server, you could
probably use a dedicated PPP account. These accounts can transfer data up to the
speed of your modem and are available 24 hours a day. Costs range from $20 (o
$300 per month. Speeds faster than modem speeds are possible using integrated
services digitai network (ISDN} iines.

A server with medium traffic might want a larger pipe to the Internet and have a
T1 or some fraction of a TT line installed, '

Internet Service and Providers

TRt
e

The services available on the Internet varies widely. The basic services used by
Internet clients are: '

= Internet gateway (default gateway)
« TCP/IP addresses and subnet mask

«  DNS name resolution

SO AT

= Simple network mail protocol (SMTF) services

«  Network news transfer protocol (NNTP) news groups

You can find Internet service providers listed in your local phone book

(usually under computer network services). Internet service providers also
frequently advertise in local newspapers. The Windows NT RAS online Help
(RASPHONE. HLP) also lists many PPP and SLIP service providers in locations
around the world.

Each computer on the Internet must have an IP address. If you use a PPP dial-up
connection the Internet, to use Internet tools, it does not matter if you are
assigned a random IP address by the PPP server for the duration of your call.

If you want to stari a WWW server you will want a permanent IP address. If you
wart to connect a network to the Internet, you must have as many IP addresses as
you have computers on the network.

For an Internet server or servers to become reachable by a friendly name, such as
microsoft.com, rather than an IP address of 12 numerals, you must use a domain
name. Most Internet service providers can register a doemain name for your
Internet service and provide IP addresses. Both are required to be seen and used
by others on the Internet.

If you must apply for your own domain name or 1P addresses; you should have a
good understanding of the Dormain Name System (DNS) and TCP/IP networking.
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CHAPTER 21

Setting Up Internet Servers and
Clients on Windows NT Computers

This chapter bricfly describes Internet services and how Internet server applications
interact with client applications. Many client services are generally available for
use with Windows and Windows NT computers. In addition, several server services
are included in this resource kit. This chapter provides information to help you
decide whether to provide specific Internet services, and how to set up an Internet
server with the services you choose to provide. This chapter discusses two types of
tools:

« Information publishing tools, which you can use to share your company’s
information

« Locator and retrieval fools, which are used to locate addresses and resources
across the Internet

The following Internet information publishing tools are described in this chapter.

Table 21.1  Internet Infermation Publishing Toels

Service Use to
File Transfer Protocol Transfer files from one computer to another.
(FTP) server service
Gopher server service Search files and directories distributed across thousands of
: gopher servers.
World Wide Web Provide access to multi-media information via the Hyper Text
(WWW) server service Transfer Protocol (HTTP).
Wide Arez Information’” - Permit users to query full-content indexes of distributed
Server (WAIS) service databases and retricve requested data.
WAIS Toolkit Build and query indexes of words used in a set of files.

Petitioner Vonage Holdings Corp. et al. - Exhibit 1008 - Page 4172

<



_388 Part IV Windows NT and the Inlernet

The following Internet locator and retrieval tools are described in this chapter.

Table 21.2 Internet Locator and Retrieval Tools

Service Use to
Domain Name System Let the user specify user friendly computer names, which are
(DNS) then mapped to numeric [P addresses. DNS servers query

other DNS servers to resolve portions of the address that they
cannot map, until the entire IP address has been built.

‘Windows Internet Name Map the computer natnes of computers running Windows or
Service (WINS) Windows NT to [P addresses.

The Internet provides a vast collection of information with many tools that are used
to publish and access the information. Consult the Internet or your local library or
bookstore for comprehensive discussions of the tools available for using the
Internet.

The Internet has been evolving since the early 1970’s. Early servers on the Internet
conformed to original Internet protocols, such as the file transfer protocol (FTP) or
virtual terminal protocol (VTP, now called Telnet). These protocols let you copy
files andfor issue commands or start programs through a character-based interface
or a graphical user interface (such as Windows or XWindows).

Recently, Internet technology has grown beyond the simple file transfers on
character-based FTP or Telnet clients. Newer protocols and clients on the Internet
now have graphical interfaces and present information and services to Internet users
using hypertext documents. Gopher servers and World Wide Web (WWW) servers
now provide formatted text, sounds, and animation to Internet users. You must use
the proper browser (such as Cello or Mosaic, or a Gopher client) to use these
Internet services. Fortunately, these browsers often support the older standards,
such as FTP, so you can use the newer browsers to access muitiple services and
data types.
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Windows NT on the Internet

Now you can use Windows NT to connect to the Internet without having to
remember arcane commands. You can even set up an Internet server on a
“Windows NT computer, taking advantage of Windows NT’s scalability, easy
interface, and ease of configuration. All you need is Windows NT, the Internet
server services that are included in this resource kit, and a connection to the
Internet.

Software for many client and server Intemet services is also available in the public
domain (free) software. In the case of client software especially, more powerful and
better-supported commercial programs have been written based on the public
domain tools, and are available through the usual software outlets and also through
the Internet itself.

The EMWAC Documents

The Buropean Microsoft Windows NT Academic Centre (EMWAC) has prepared
software and documentation for several Internet server services. Copies of the
documentation is included in this resource kit, in the same directories as the
programs they describe. The documents are available in Word for Windows format
(*.DOC) and Write format (*.WRI). A version in PostScript (*.PS), ready for
copying to a PostScript printer, is also included.

Publishing Tools

This section describes the following information publishing tools, which can be
used on Windows NT computers to shate information with Internet users: File
‘Transfer Protocol (FIP), Gopher, World-Wide Web (WWW), Wide Arca
Information Server (WAIS), the WAIS toolkit, and the Telnet Server,

FTP Server Service

File Transfer Protocol (FTP) is used only to transfer files from one computer to
another. However, TP isn’t just for the Internet. You can also set up an FTP server
on your local network to help users within your corporation find the information
they need. Several versions of FTP clients are available, including both character-
based and graphical-interface varicties. Software programs, such as Mosaic, cai
also provide a friendly client interface to the FTP server service.

—
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To create an FTP server and install the FTP server service

1. Install Windows NT Server on your computer.

2. Enable the TCP/IP protocol on the Windows NT compater.
3. Acquire a connection to the Internet.

4. Install and enabie the FTP server service.

The FIP server service is included with Windows NT and is documented in the
TCP/IP book of your Windows NT Server documentation set. You can also
review the information in the online Help file, TCPIP.HLP.

Note Before you install the FTP server service, read the following section,
“Operating and Security Issues,” for some tips on security and efficiency issues.

The hardware resources you require depend on the activity your FTP server handles
and the kind of link you have to the Internet. For example, a Pentium-based
computer with 48 MB of RAM can easily support 100 simultaneous FTP
connections, if the link to the Internet can handle it.

Operating and Security Issues

For basic information on operating the FTP server service, see the T7CP/IP book of
your Windows NT Server documentation set, or the online Help file, TCPIP.HLP.
This section provides some additional tips on operating a Windows NT FTP server
on the Internet.

Since FTP requires users to explicitly log on to the computer where the files they
are accessing arc kept, it is best to keep all the material you want to share via FTP
on one computer.

You can specify the directory that FTP clients will be in when they connect to your
FTP server. The files you want to share can be organized into subdirectories of this
divectary, or, if there are relatively few files, you can just keep them all in the FTP

directory itself.

You can also use Windows NT security to create one or more subdireciories to act
as drop-boxes. Use the Security menu in File Manager to grant only Add privileges
for the drop box dircctories to the public accounts (for example, Guest) that Internet
users use to access your FTP server, Internet users can write fo these directories,
but cannot réad or copy from them.
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FTP passwords travel as clear text on the Internet. For this reason, many FIP
server programs suppoxt anonymous (unsecured) FTP. If your users will be
accessing a secure Windows NT computer acting as a FTP server from computers
running any Microsoft networking software, and you want to use passwords, use the
Windows NT Server service, which does encrypt passwords. The Internet user then
connects to the Internet through any provider, and uses File Manager or the net use
comumand to connect to your Internet server. The server prompts for a password and
the client software encrypts and sends the password typed in by the user, With this
method, you can grant different permissions to different usernames. However, users
who are not using Windows NT client software cannot send the encrypted
passwords. You might want to have them log on as anonymous.

FTP does not prevent users from changing directories from the initial FTP directory
in which they were given access to patents of that directory. For example, if you
specify d:\welcome as the initial FTP directory, the FTP users who connect to your
FTP server can change to the root directory on d:, and to any of its subdirectories, if
the permissions you have set on those directories let them do so. To protect the data
you don’t want to share with the public, either use NTES and set protections on the
root directory and other subdirectories for the logical drive you are using for the
FTP directory, or (more simply) create a separate partition for FTP use. This is not
an issue when you are using Gopher or World Wide Web (WWW) because these
tools do not let users move up from the directory they initially connect to.

Gopher Server Service

The Gopher service offers access (o files and directories on Gopher servers
throughout the Internet. With Gopher, users get an easier interface, links to other
Gopher servers and resources, and access to aliases (descriptive names) for files
and directories on Gopher servers. The information is presented in a hierarchical
structure. Depending on the client software being used and the selections available
on the Gopher server, the user might be able to choose how information is viewed
(for example, as a text file, as a Word for Windows document, or in a particular'
language).

The Gopher client presents the individual user with directory lists. If the user
chooses a subdirectory from the displayed list, the listing for that subdirectory is
displayed. If the user chooses a file, it is downloaded. Each directory and file can be
on a different Gopher server,
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You can also configure your Gopher server to search local WAILS databases.
{nformation on how to do this, along with information on installing and configuring
the Gopher Server service, is available in the EMWAC document, Gopher Server
Manual. WATS is discussed later in this chapter.

Gopher isn’t just an Internet tool. Many organizations use Gophcr on their local
area network, or on the corporate internet, to help users within the organization find
the information they need quickly and efficiently.

instaliing the Gopher Server Service

- The EMWAC document, Gopher Server Manual (included in this resource kit)

gives you complete information on installing and configuring the Gopher server
service. it is in the same directory with the files for the Gopher server program;
these files are named GOPHERS.*.

The files you need to instali the Gopher Server service are included with this
resource kit. '

Operating the Gopher Server Service

The Gopher Server service is started and stopped like any other Windows NT
service, through the Services option in Control Panel. The EMWAC document,
Gopher Server Manual, gives specific information about controlling and
moritoring this service.

When you first install the service, and periodically thereatter, it is a good idea to
use Performance Monitor to make sure users of the service are not putting too great
a load on the computer. You can divide the load among several different computers

1 13 rnfar 1 totrihaita a tramandone amonnd of
if necessary. However, one computer can usually distribute a tremendous amount of

information via the Gopher Server service.

Organizing Information for Users

Gophier servers ate sel up sv ihai information can be readily accessed, even by users
who don’t know the name of the specific file or directory where the information
they seek is kept. To meet these goals, it is important to use desctiptive directory
names, filenames, and aliases. Descriptive directory names and filenames are an
obvious step, and help users of FTP as well as users of Gopher. For example, your
Gopher directory could have a subdirectory named \RESEARCH, which has a
subdirectory for each type of project \RESEARCH\DEMOGRPH for
demographics, \RESEARCH\USABILTY for usability studies, and so forth.). Each
of these subdirectories would have two subdirectories: \RESULTS and
\RAWDATA. Anyone searching your Gopher server could locate the information
they want by following the directory tice.

E
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Aliases (also called friendly names) let you present Gopher users with descriptive
names for files and directories. This is especially helpful to Internet users working
from computers that do not support Jong filenames. When a Gopher user searches
for information you have provided on your Gopher server, the Gopher client
searches for filenames in the server’s directory and subdirectorices, and also
searches for aliases you might have created for the files and directories. For
example, for the directory \RESEARCH\DEMOGRPH\RESULTS you could create
the alias “Demographic Rescarch at XYZ University: Results.” The user sees the
alias instead of the directory name. The result is less ambiguous, and the
presentation is more polished. Aliases are discussed in the EMWAC document,
Gopher Server Manual. :

World-Wide Web Server

World-Wide Web (WWW) is a network within the Internet consisting of servers
that provide information in hypertext format and clients that relay input from the
user to the server and display information on the servers in the format specified by
the user. While the FTP server and Gopher server present information it a
hierarchical directory structure, WWW information is presented in pages. A page
can be an index or a document. Pages have hyperiext entries, like those in Windows
Help files, that are linked to other WWW pages; a link can refer to a page on any of
the thousands of WWW servers. A link can also connect to other kinds of Internet
resources. Users access information, or navigate through the Internet, by selecting
highlighted words in the documents, including indexes, that are shared on WWW
Servers.

The commands used by the WWW are defined in the HyperText Transfer Protocol
(HTTP). Mosaic is a commonly used client software application for use on the
WWW. Often the terms “World-Wide Web,” “HTTP,” and “Mosaic” are used
interchangeably. For example, the filename for the WWW server in this resource
kit is HTTPS.EXE for HTTP Server,

To specify the location of a resource, HTTP uses Uniform Resource Locators
(URLs), which follow a naming convention that uniquely identifies the location of a
computer, directory, or file on the Internet. The URL also specifies the Internct
protocol (Gopher, HTTP, eic.) needed to retrieve the resource. If you know the
URL of a resource, you can locate it directly, or you can [ink to it in a document
you make available to WWW users.

The advantage of using WWW is that it makes it easy for Internet users to find and
retrieve the information you have made available to them. However, publishing
information via WWW involves more than just sharing files, since WWW uses
hypertext. You must format your files to conform to the HyperText Markup
Language (HTML), which is the standard format of the WWW, HTML. authoring
tools are available to make this job easier and are described later in this chapter.

2
¥
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The HTTP Server service currently does not do iogon authentication, while the FTP
Server service does. This means that the WWW server can handle a greater load
because 1t isn’t doing verification for each user. It also means that the information
you share through WWW is available to everyone using the Internet.

Installing the HTTP Server Service

For your Windows NT computer to act as a server on the World-Wide Web, you
must install the Windows NT HTTP Server service, which is included with this
resource Kit.

The BMWAC document, HTTF Server Manual, 1s included in this resource kit and
gives you complete information on installing and configuring the HTTP Server
service. It is in the same directory with the files for the HTTP Server program
(HTTPS.*¥).

Operating the HTTP Setver Service

The HTTP Server service is started, stopped, and paused through the Services
option in Conirol Panel, like any other Windows NT service. Errors are logged to
an Event Log and can be viewed with the Event Viewer. In addition, you can log all
HTTP requests that the server receives by marking the Log HTTP Transacticns

checkbox in the HTTP Server Configuration dialog.

You can also have the HTTP Server search WAIS databases and return the results
to the World-Wide Web user in the form of an HTML document. For more
information on this feature, see the EMWAC document, HITP Server Manual.
This document also tells you how to create scripts and forms for use by World-
Wide Web users.

Authoring HTML. Pages

A page in the WWW is an ASCII text file that contains formatting commands that
conform to the HyperText Markup Language (HTML). HTML files are transferred
T bty A OFITT mrrme #dvn Tonbmamamt cmm S dilomee thon ¥t ool Dandimces am e dl o
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embedded formatting commands and displays the file, using fonts and colors as
specified by the client user.

The formaiting commands appear as maskers in the text file. For example, to make
text appear bold, you would surround it with the markers <B> to begin bolding and
</B> to end bolding, like this: <B>Bold text</B>. Heading styles, fill-in forms,
pictures, and hyperiext all have their own markers, and are used to supply links to
bookmark markers elsewhere in the same document or to other documents on the
Web. The user does not normally see the markers, just their effects. Some WWW
browsers let you 1o see the document source, with codes, which lets you see for
yourself how a document is formatted.

o
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There are many HTML authoring tools available on the Internet, {teeware and
shareware, Some of these are text-based, with menu items that fet you add markup
codes to highlighted text. Some are add-ons to Microsoft Word or Microsoft Word
for Windows that let you author documments in Word using a provided template,
producing an HTML file instead of a Word file. There are also many conversion
utilities, for example one to convert RTF (Rich Text Format) files to HTML files.
Some examples of these programs, and the locations where they might be found, are
shown in the following table.

Note Names on the Internet are case-sensitive; if a letter is capitalized in the
directory name you should capitalize it when specifying the directory.

Table 21.3 HTML Authoring Tools Available on the Internet

Application - Site Directory File name
HotMetal. ftp.ncsa.uiuc.edu Web\tmDhotmetal\Windows  hotimetal.exe
HTML Writer diable.upc.es pubsoftware\www\htm] htmlwrit.zip
HTML Assistant! ftp.cs.dal.ca htmlasst htmlasst.zip
HTMLed pringle.mtaca pubAHTMLed htmed1§.zip
HTML Hyperedit info.curtin.edu.au publinternet\windows\hypered  htmledit.zip
it

ANT-HTML? (Word 6.0 fip.einet.net einet\pc ant_html.zip
sempl.)
CU-HTML fip.cubk.hk pubtwwwiwindowsutil cu _html.zip
(Word template)}
GT-HTML fip.ncsa.uiuc.edu Web\html\otmeta\Windows gt html.zip
(Word template
TagWiz ftp.cica.indianaed  pub\pc\wind\winword html.zip

u

t HTML Assistant is freeware for non-commercial purposes.
2 ANT-HTML. is shareware

For instructions on using HTML, access the following file through the Internet:
http://www.ncsa.uiuc.edu/General/internet/WHW/HTHMLY rimer . html

The file is itself an HTML document, as wé[l as a primer on using HTML..

Troubleshooting HTML Documents

The links in HIML documents point to a specific marker, or to the URL for a
specific directory or file. It sometimes happens that, after an HTML document has
been posted, a file or directory that it points to is removed, or the name is changed.
When this happens, the link ceases to work. A user who finds a failed link is likely
to contact the author directly to find out where the resource is, and to report the
failure of the link.
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WAIS Server
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Of course, you should always test the links in your HTML documents before
making them available. A simple typographical error can cause a link to fail.

If you are trying to track down a lost link (one that used to work but now fails), and
vou know the owner of the page vou were linking to, you can contact the owner and
ask for the new URL for the page. If you do not know the author, you might be able
to find the page by browsing directories near the last known source. (A file might
have been moved from a subdirectory to a parent directory, for example, or new
subdirectories might have been created to better organize a growing collection of
files.) If you cannot find the page, you need to edit the HI'ML file to remove the
link. Check the text of the document to make sure that it does not lead the reader to
expect a link at that point.

Once you make resources available on the WWW, people can start linking to them
in their own HTML pages. This means that moving or repaming a resource after it
has been shared can cause links to fail in other pages throughout the web, and bring
you an avalanche of mail and phone calls asking for the new URL. Plan carefully
when naming and organizing the resources you want 1o share.

The Wide Area Information Server (WAIS) lets users query full-content indexes of
distributed databases and retrieve requested data. Working with tools in the WAIS
Toolkit, which is alse included in this resource kit, WAIS responds to client
connections and queries, returning information on the files shared in the WAIS data
directory. In addition, you can log transactions involving the WAIS Server seivice,

For more information, see the “WAIS Toolkii” section later in this chapter. The
WATS Toolkir is used to build and maintain the WAIS database (index) for the

WAIS Server. See also the sections “Gopher Server” and “World Wide Web
Server.” Both of these services use WAIS databases.

Qverview and Requirements

WAIS servers can be accessed from a variety of WAIS client software programs.

When a nser queries a WAIS database, a list is returned of the files containing the
words specified in the query. When an item is chosen from that list, WAIS server

returns that item for display on the user’s screen.

While WAIS is used primarily to provide Internet users with access to the
mformation you want to share, you can also use it on your local area network, or on
the corporate internet, to help users within the organization find the information
they need quickly and efficiently.
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To run the WAIS Server service, you’ll need a computer with Windows NT 3.5
installed, at least 16 MB of RAM, and a network connection, When you install the
WAIS Server (WAISS) you also need to install the WAISINDEX EXE and
WAISSERV.EXE files. These files are part of the WAIS Toolkit.

Installing a WAIS Server

The EMWAC document, WAIS Server Manual (included in this resource kit) gives
you complete information on installing and configuring the WALIS server service., It
is in the same directory with the files for the WAIS Server program (WAISS.®),

Operating the WAIS Server Service
The WAIS Server service is controlled like any other Windows NT service, thmugh

the Services option in Control Panel. The EMWAC document, WAIS Server
Manual, gives specific information about controlling and monitoring this service.

When you first install the service, and periodically thereafter, it is a good idea to
use Performance Monitor to make sure users of the service are not putting too great
a load on the computer. You can divide the load among several different computers
if necessary.

You'll need to maintain an index of the information available on your WAIS server,
so that users can find the information yon have provided, For this, use the programs
described in “WAIS Toolkit” later in this chapter

WAIS Toolkit

The WAIS Toolkit is a companion to the WAIS Server service, Gopher Sérver
service, and HTTP Server service. The toolkit includes the following files:

Table 21.4  'WAIS Toolkit Files

File : Description

WAISINDEX.EXE or Creates an index of all the words used in a set of files.
WAISINDX.EXE

WAISLOOK.EXE Constructs a list of files containing user-specified words,

ranked according to how often the specified words occur,
from the index created by the WAISINDEX EXE program.

WAISSERV.EXE Functions as an intermediary between the WAIS Server and
the WAISLOOK tool,
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To instalt the WAIS Toolkit software, your computer must meet the following
requirements:

» The computer must have an Intel, Digital Alpha, or MIPS processor.
«  Atleast 16 MB of RAM must be instalied on the computer.

« The Windows NT operating systerm must be installed on the computer,

Installing the WAIS Toolkit

The WAIS Toolkit software is generally installed at the same time as the WAIS,
Gopher, or HTTFP Server services. The EMWAC document, WAIS fooikit,
(included in this resource kit} gives you complete information on installing the
WAIS Toolkit. It is in the same directory with the files for the WAIS Server
program (WAISS.EXE) and toolkit files listed in the section immediately preceding
this one. The EMWAC document is in WAISTOOL.DOC (the Word for Windows
file) and WAISTOQOL.PS (the PostScript file ready for printing).

Using the WAIS Toolkit

The EMWAC document, WAIS Toolkit, contains information on using the tools.
Read the section “Using the Tocls™ In that document for a thorough discussion of
the command syntax for the tools and for information on making the WAIS index
more usable by the use of synonym files. There are many parameters and opfions to
these commands. You will probably want to test the tools on your files and make
adjustment to your commands before making your WAIS server public.

If files are constantly being added to your WAIS server, you will probably want to
set up a batch file to create a new index on a regular basis. If new information
appears all al once and at iregular intervais, you might prefer to create a new index
explicitly at those times.

Several locator tools are used to Jocate computers, directoties, and files that are on
the Internet. Locator tools that are included in this resource kit for use with
Windows NT are displayed in the following list.

«  Domain Name System (DNS), which lets the user specify user friendly
computer names. DNS maps friendly computer names to numeric IP addresses.
DNS servers query other DNS servers to resolve portions of the address that
they cannot map, until the entire IP address has been built.

+  Windows Internet Name Service (WINS), which maps the computer names of
computers running Windows or Windows NT to IP addresses.
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DNS Server

The Domain Name System is a protocol and system used throughout the Internet. Its
best-known function is mapping IP addresses to user-friendly names. A major
advantage of this service is that the name of a computer can remain the same, even
if the address changes. For example, suppose the FTP site provided by Microsoft
had the IP address 11.101.54.134. Most people would reach this computer by
specifying ftp.microsoft.com. Besides being easier to remember, the name is more
reliable, The numeric address could change for any of a number of reasons, but the
name can always be used.

The IP address that matches this name is found by DNS servers on the Internet,
using the following procedure. When the address name is specified, if is sent to the
DNS server specilied in the TCP/IP configuration of the computer sending the
message. This can be a server on the local area network that is running the DNS
Server service, or if can be one that your Internet service provider makes available,
It is generally one that is physically nearby. If that DNS server cannot resolve the
address, it passes it to the DNS server it deems most likely to be able to resolve the
address. If that server can resolve the address it does so; otherwise, it responds with
a referral to another server more likely to have the answer. This process is repeated
as needed, resolving the address from the most general to the most specific, until the
correct address is returned. This address is then used for communication with the
target computer for the remainder of the session. The client software for DNS
(called the resolver) is built into the TCP/IP software that ships with Windows NT.

In the extreme case, the queries must work down from the servers governing the
root addresses to those on the individual sub-domains. However, DNS servers keep
a record of recently requested addresses that lets them start further down the chain
in most instances, or even to return the specific address immediately.

The Domain Name System is a complex topic, and this document does not attempt
to explain it fully. An excellent book on the subject is DNS and BIND by

Paul Albitz and Cricket Liu, published by O'Reilly and Associates. This book is a
great introduction to the Domain Name System. Another good source of information
is Connecting to the Internet, also published by O’Reilly and Associates.

Determining Whether You Should Maintain a DNS Server

In many cases, you do not need to maintain a DNS server. If you have a small
network, or a single network rather than an internetwork, you will probably find it
simpler-and more effective to have the DNS client software query a nearby DNS
server such as the one maintained by your Internet service provider. Most providers
will maintain your domain information for a fee.
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You will want to provide your own DNS server it you have your own domain on
the Internet or if you want to access DINS from your LAN, rather than going
through your Internet provider.

If you do maintain a DNS server, you will prabably want 1o assign the task to at
Jeast two computers: a primary and a secondary name server. Data should be
replicated from the primary name server to the secondary name server. This lets the
Titernei-wide DNS locate computers on your network even if one of the name
servers is down. How often you schedule replication will depend on how often
names change in your demain. Replicate often enough that changes are known to
both servers. Excessive replication can tie up your network and servers
unnecessarily.

Preparing and Installing the DNS Server Service

To use the DNS Server service, you must first create (or modify) the configuration
files used by the service. Then install the service as you would any other service,
through Services in Control Panel.

Configuration

You must have a set of configuration files in place for the DNS service to start,
These files are:

« A file named BOOT in the %systenrootZ\system32\driversietc directory.

= Database files specified by the BOOT file,

You can use files from a UNIX BIND installation at your site, or you can use the
included files, which contain comments to help explain their format. The included
files are:

= BOOT

= CACHE

-~ ARPA-IZ7TKEV

» ARPA-257.REV

« PLACE.DOM
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These files are used as follows:

BOOT
This file controls the startup behavior of the DNS server. The syntax of
Windows NT DNS boot files is mostly compatibie with that of BIND boot files.
{Some out-of-date commands are not supported.) Commands must begin at the
beginning of a line. No spaces can precede commands. Recognized commands
and their syntax are as follows:

directory pathname
Causes the server to read database files from the directory given by
pathname instead of from the %esystemroot%\system32\driversietc directory.
This should be the first command in the file,

cache filename : ,
Specifies a file used to help the DNS service contact name servers for the
root domain. This command and the filc it refers to must be present. A cache
file suitable for use on the Internet is provided. To get an up-to-date root
name server cache file, connect via anonymous FTP {o fip.rs.intemic.net and
download the file /domain/mamed.root.

primary domain filename
Specifies a domain for which this name server is authoritative and a database
file which contains the name information for that domain.

secondary domain hostiist [filename]
Specifies a domain for which this name server is authoritative, and a list of
host’s IP addresses from which to attempt downloading the zone information,
rather than reading it from a file. The optional filename instructs the DNS
service to matntain a backup copy of the downloaded information, in the
specified file. ‘

CACHE
This file contains host information that is needed to achieve usable DNS
connectivity. For users on the Internet, the provided file generally should suffice.
However, if there is a firewall (hardware or software that inhibits Internet trafiic
in one or both directions) between you and the Internet, you might be unable to
reach Internet name servers. In this case, contact your Internet provider for a
valid CACHE file,
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ARPA-127 REV
A database file for the 127.in-addr.arpa. domain. This domain is used for
reverse-lookups of IP numbers in the 127 network, such as localhost. This file
should be usable as provided.

ARPA-257REV
A fictitious database file for reverse lookups in the fictitious 257 network. This
file must be edited and renamed before usc on a production DNS scrver.

PLACE.DOM )
A fictitious database file for looking up host names in the PLACE.DOM
domait. This file must be edited and renamied before use on a production DNS
server. The corresponding entry in the BOOT file must also be changed.

To use these files, you must change the database information to match your
company’s information. Note that information in ARPA-257.REV and
PLACEDOM is fictitious,

Setting up WINS Name Resolution

The Windows NT DNS Server service can use the WINS service to resolve
the names of computers running Windows or Windows NT. For example, you
might waiit to use a UNIX compuier 1o connect to a computer that has a WINS
name and a changing IP address (for example, an address acquired through

the DHCP service). In this case, configure the UNIX computer’s resolver (o
use the Windows NT computer running the DNS service, and make sure that
the computer running the DNS service has a properly configured WINS Server
service. Then, decide which domain the WINS names will belong in. For example,
you might decide that the domain nt.place.dom is the name space in which all
WINS computers will be named. You would then expect queries for
testcomputer.nt.piace.dom to be handled via WINS lookup, looking for the
TestComputer computer.

Note Windows NT servers that run DNS and also provide WINS lookup must not
be configured to use DNS for Windows name resolution. This sefting is reached by
choosing Network from the Conirol Panel, and going to the advanced configuration
settings for the TCP/IP protocol. The checkbox “Use DNS for Windows Name
Resolution™ should be cleared.
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» To provide WINS names through' the DNS service
1. Open the PLACE.DOM file with any text editor.

2. Find or create the “Start of Authority” (SOA) record for the domain in which
you want 1o use WINS names.

The SOA record points to the computer that is the best source of information on
computer names in the domain. The record can span more than one line if
enclosed in parenthesis so that the program reads it as a single line.

3. Create a new line under this line, consisting of the string $WINS.
Note that this must be on a line by itself and start in column 1.
4. Save the file.

For an example, see the PLACE.DOM file,

Note Do not put the $WINS line in reverse-lookup (IN-ADDR.ARPA.) domains.

Installing the Domain Name Server Service

Before beginning to install the Domain Name Server service, be sure to read all the
directions carefully.

»  To install the Domain Name Server Service

1. Install the TCP/IP protocol software on your computer if you have not done so
already.

2. Run the INSTALL batch file from the directory that contains the DNS service
files. :

This batch file will complete the following tasks:
= Copy the DNS Server service executable file to your syster directory.
- Configure the registry enfries that control the DNS Server service.

3. Edit the files as described under “Configuration” earlier in this chapter, and
make sure that the boot file and the database files are in the proper directories.

Open the Control Panel, and choose Services.
From the Services dialqg, select DINS.
Choose Startup.

Cheose Automatic Startup

Choose OK.

o=y b

2t 5
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Registering with the Parent Domain

Once you have your DNS server or servers configured and installed, you need to
register with the DNS server that is above you in the hierarchical naming structure
of DNS. The parent system needs the name and addresses of your name servers, and
will probably want other information such as the date that the domain will be
available and the names and addresscs of contact people.

IT you are registering with a parent below the second level, check with the
administrator of that system to find out what information you neced to supply and
how to submit it.

Operating the DNS Service

Once the DNS service is installed, there is very little work involved in maintaining
it. As with all services, you will want to use Performance Monitor and the Event
Log to make sure that everything is going well and that the computer resources
available to the service are sufficient.

When you add addresses (for a computer or for a new sub-domain) to the Internet
domain you are administering, you need to consider a few issues. The first
consideration is the name you choose for the new address, which should be easy to
remember, hard to misspell, and indicative of what the address represents.

Also, you will need to enter the new address in the reverse mapping file (which
gencerally has a file type of REV).

The remaining consideration is the “time to live” (TTL) value. When any DNS
server receives an address, it retains the address for possible re-use, until the TTL
for that address has expired. After that it must go to the next higher level of DNS
server that it knows of, to get the address again. The TTL for each address is
assigned by the adminisirator for that address. If your network is growing rapidly,
you’ll want to assign small TTLs so that information in the DNS system retnains
current, If your network is relatively stable, assign a larger TTL to reduce traffic

3y g . (OTURUUR- . SURRUIURE FCAR: O YUy SR |9
and Impiove pCi‘fGi MAance WO (08 SeeRing atai'esses Uil yOur HStwoik.

The default TTL for your DNS server is specified in the SOA record in the BOOT
file. If you want to specify a different TTL for a specific address, specify it in the
record in the database file. The TTL appears before the word “in” toward the
beginning of the line. This is the same convention as is used in BIND.

See the readme that accompanies the DNS Segver files in this resource kit for
troubleshooting suggestions.

Petitioner Vonage Holdings Corp. et al. - Exhibit 1008 - Page 429



Chapter 21 Setting Up Internet Servqfs and Clients on Windows NT Computers 405

WINS Service

The Windows Internetwork Name Service (WINS) is used (o resolve names on an
internet of computers running any combination of Windows NT and other Windows
family operating systemns. WINS can be used in conjunction with DNS to resolve
names on your Windows internet for Internet users.

See Chapter 14, “Installing and Configoring WINS Servers” in this manual for
information on the WINS service,

Other Internet Tools

New tools appear on the Iniernet all the time. You might want to instail some of
these on the Internet server you set up, This section discusses where to ook for
tools and how to install them.

Windows NT TCP/IP provides FTP client and server services, and the TELNET
client service, when you install the TCP/TP protocol. FTP is a character-based
utility used to connect client computers to FTP servers, and to it and transfer files
that are on the FTP servers. The TELNET client service is a graphical application
that lets you log in to remote computers and issue commands as if you were at the
computer's keyboard. See NTCMDS.HLP for a complete list of the other TCP/IP
character-based network tools available with Windows NT. Many variations of
FIP, TELNET, and other programs based on earlier Internet standards are also
available on the Internet or commercially.

Finding Other Internet Tools

Public-domain tools are found by browsing the Internet. You will need to obtain
one or more Internet browsers to access the hypertext documents available on

- WWW servers. Many of these browsers have been developed at universities,
research institutions, or educational institutions and are in the public domain,
meaning they are freely distributed. Two popular FTP sites for obtaining public-
domain Internet browsers (and other Windows Sockets applications) are
sunsite.unc.edu and ftp.cica.indiana.edu. Mosaic is a popular Internet browser
with a version that takes advantage of Windows NT s 32-bit technology. Most
public domain software designed for Windows 3.1 or Windows for Workgroups
will work on Windows NT. Mosaic is available at ftp.ncsa.nine.edu,
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Installing Other Internet Tools

Once you have a connection to an Internet service provider, you can use the fip
program provided with Windows NT TCP/EP to connect to an FTP server and
download files, including Internet tools. The same tool can exist for different
operating systems or processors. Ensure you obtain the correct version of the tool.

The files might have been compressed using a shareware program such as pkzip. If
50, use the appropriate program to uncompress the files on your local hagd drive.
The shareware compression tools are often available on local bulletin boards or
FTP servers in an uncompressed format.

After you have uncompressed the files for a particular program, you should read
any available readme files or other documentation for specific information about
installing and configuring the program and comply with those instructions, Most
public domain software designed for Windows 3.1 or Windows for Workgroups
will work on Windows N'T without modification.

After you've copied the program files, you might want to add an icon for that
program fo a Program Manager group, to make it easter to find and start the
prograru.

You should now be able to start the Internet tool from the Windows NT desktop.

Integrating Multiple Internet Services on One Windows NT

Computer

You don't need to set up a ditferent server for every Intemet service you want to
provide. One Windows NT server can provide several different services. You can
set up a separate directory (or even a separate partition) for each service, which
makes it easier to keep track of the files for the different services. Ot, you can keep
files for several different services in one directory. The only real restrictions are the
rescurces of the computer; handwidth, disk size, memory, and so forth.
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CHAPTER 22

Remote Access Service and the
Internet

This chapter focuses on Internet support in RAS. Tt also describes how
Windows NT Server 3.5 can be deployed as an Infernet gateway server and as a
router to the Infernct for a small network.

For a more general overview of RAS, see Chapter 9, “Using Remote Access
Service,” in this manual and Chapter 1, “Understanding Remote Access Service,’
in the Windows NT Remote Access Service manual, You can also refer to the
Remote Access online Help file (RASPHONE.HLP).

el
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RAS: A Ramp to the internet

Petitior

Fay
1

Perhaps the most exciting development in networking during the 1990°s has been
the explosive growth in Internet use. The latest figures indicate that over 20 million
people kave access to this world-wide network. The Internet’s diverse services
appeal to a broad spectrum of business people, academics, government users, and
others. The Internet is the best model in existence today for the information
superhighway of tomorrow.

Traditionally, connecting to the Internet has been a difficult process that is daunting
for a beginner. Barly tools, such as FIP aind Telnet, featured character-based
commands suited for the technical elite who knew how to connect and maneuver
through the intertwined network with 32-bit IP addresses. Today’s tools, such as
Gopher and World Wide Web (WWW), provide front-end viewers that allow users
to scan through and search for information without much knowledge of where
information resides and withount having to logon to the source computer.

With Windows NT and RAS, Microseft provides an operating system thai fully
supports the Internet. There are several different scenarios for connecting o the
Internet using Windows NT and RAS:

« Using Windows NT and RAS, a user can make an IP over Point-to-Point
Protocol (PPP) connection to any Intemet host. Speeds of 2400 bits per second
{bps) up to 128 Kbps are supported. Once the RAS connection is established,
the user can choose from a variety of tools, from the traditional, non-graphical to
those that fully exploit the Windows interface.

« A corporation can establish a RAS server with direct connections (through a
router) to the Internet. The server can be isolated from the rest of the corporate
network to provide for security. Users can dial one number for access to the
internet, and then dial one number for access to the corporate LAN.
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Remote Access Server

(Windows NT Server 3.5) Corporate LAN

Remote Access Server
{Windows NT Server 3.5}

Remote Client
(Windows NT 3.5, Windows 95,
ot other PPP client)

Figure 22.1 Microsoft’s RAS Server with Direct Connections to the Internet

= An Intemnet service provider can set up an information service network where
they provide a shared Internet connection, plus value-added services, such as
mail and fax gateways, custom databases, software distribution, and other
custom applications. RAS is an excellent solution for this scenario because it
offers up to 256 connections at very high speeds, with a variety of protocols and
client software supported.

Windows NT Servers
(E-mall, Database, and
Remote Access Server offer services)
{Windews NT Server 3.5)

Remote Client
(Windows NT 3.5, Windows 95,
or other PPP client)

Figure 22.2  Acquiring a Shared Internet Connection and Value-Added Services
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« Using Windows NT, RAS and a PPP connection, a small network can be added
to the Internet, allowing a small company or workgroup to create multiple
servers on the Internet and also provide Internet gateway for the computers on
the small network or workgroup.

Remote Access Server
. {Windows NT Server 3.5)

LAN Client

Figure 22.3  Using Windows NT Simple Internet Router Using PP
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Windows NT as an Internet Gateway Server

Before final release of Windows NT 3.5, Microsoft conducted a limited pilot test of
Windows NT 3.5 as an Internet gateway server. For security reasons, the Internet
gateway server was installed on an isolated network, which was in turn connected
to the Internet via Cisco routers. The RAS server and the Cisco routers were not
connected to the corporate network.,

Remote Access Server
Analog line (Windows NT Server 3.5}
g

Remote Clients
{(Windows NT 3.5,
Windows 95,

or cther PPP client)

Figure 22.4 Windows NT as an Internet Gateway Server

The Internet gateway server for the pilot test had the following configuration:

= MIPS R400{), a RISC-based microprocessor
32 MB of RAM
- Digi International PC/2e serial adapter
« Digi International PCIMAC4 ISDN adapter
»  One 16550 internal serial port
« Two Hayes Accura 14400 modems
= Omne Microcom Deskporte fast modem
« Four ISDN lines from GTE

«  Three analog fines
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Connecting Windows NT to the internet

With Windows NT and Windows95 workstations, connecting to the Internet is
easy. The connection process is as follows:

1. The remote user dials a phone number.
2. PPP negotiation occurs.

First user authentication takes place, and then PPP protocol configuration
OCCUTs.

If the remote workstation is running Windows NT 3.5 or Windows95, PPP
negotiation automatically assigns an IP address, subnet mask, default gateway
address, Domain Name System {DNS), and Windows Internet Name Service

(WINS} address.
For more details on IP address, DNS, and default gateway, see the following

sections in this chapter. For more information about PPP protocols and
authentication, see Chapter 9, “Using Remote Access Service.”

Note Non-Microsoft PPP client software may not negotiate all the necessary IP
configuration information. In this case, users need to manually configure their

L P

TCPAP protocol with the appropriaie information.

3. The remote workstation is then connected to the Internet.

The remote workstation is now a node on the network. The remote user can now
run any Windows Sockets-compliant application to browse for information,
exchange electronic mail, or download files from the Internet.
1t that simple. If the remote workstation is running Windows NT 3.5 on
Windows95, PPP negotiation automatically assigns an IP address, subnet mask,
default gateway address, Domain Name System (DNS) address, and Windows
Internet Name Service (WINS). With Windows NT and Windows95 workstations,
dialing into the Internet is very easy.

Installing an Internet Gateway Server

" Before describing how to install RAS as an Internet Gateway server, it is useful to
explain a few TCP/IP networking terms, and how they relate to RAS.
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IP Address

An IP address is used to identify a node on a network (workstation, server, printer,
efc.) and to specify routing information on an internetwork. Each node on the
internetwork must be assigned a unique IP address. In Windows NT, the IP address
can be configured statically or configured dynamically from a Dynamic Host
Configuration Protocol (DHCP) server,

The remote access server can automatically assign IP addresses to remote
workstations when they connect. The addresses is generated from a static pool that
has been reserved for use by the RAS server, or via dynamic allocation from a
DHCP server,

Where needed, the RAS server can be configured to allow remote clients to specify
their own IP addresses. This is useful for the case where remote workstations each
want fo be guaranteed a specific IP address when they are connected to the network.

Dynamic Host Configuration Protocol

Dynamic host configuration protocol (DHCP) s an industry-standard protocol for
automatic assignment of IP configuration to workstations. DHCP uses a client-
server model for address allocation. The network administrator establishes one or
more DHCP servers that maintain TCP/IP configuration to be provided to clients,
LAN workstations request leases on TCP/IP configuration from the DHCP server,
thus eliminating the nead for administrators to manually configure each
workstation.

A remote access server can act as a DHCP client, thereby attaining TCP/IP
configuration information on behalf of remote workstations. The RAS server leases
a pool of IP configuration information from the DHCP server(s). When remote
workstations dial in to the network, the RAS server allocates IP configuration
information out of this pool to each workstation.

Domain Name Sysiem

Domuain Name System (DNS) is sometimes referred to as the BIND service in BSD
UNIX. The Domain Name System presents friendly names to users and resolves
friendly computer names to IP addresses.

Workstations on the internetwork are typically configured to use one or two DNS
servers directly. If a DNS server is unable to ideatify the IP address of a name
requested by the workstation, it sends back information about other DNS servers
that might be able to resolve the address. The workstation then queries the new set
of DNS servers.
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DNS makes it easy for users to access information from servers on the Intemnet. For
example, it is easier to remember fip.microsoft.com than to remember the 1P
address for that server.

To use the Domain Name System, workstations must be configured to know at least
one DNS server’s IP address, DNS server addresses are typically assigned to LAN
workstations in one of two ways:

« Statically configured on the workstation

«  Dynamically assigned by a DHCP server

In the specific case of Reimote Access, DNS server addresses are assigned to
remote workstations in one of three ways:

« Statically assigned on the workstation.

« Statically assigned on the remote access server, which in turn assigns that
address fo remote workstations.

. Dynamically assigned to the remote access server via DHCP. The RAS server in
i assigns that address fo remote workstations.

For Windows NT or Windows%5 workstations dialing into a Windows NT server,
the remote access server atways assigns the DNS address. The address is either
statically assigned on the remote access server or dynamically assigned to the
remote access server via DHCP. For non-Microsoft remote access solutions, remote
users might need to siatically assign their DNS server.

Default Gateway

¥4

k

The default gateway is the intermediate network node on the local network that has
knowledge of the network IDs of other networks in the internetwork. When a
workstation sends data, the default gateway can forward the packets to other
gateways until the data is eventually delivered to its finaf destination. Gateways are
usually dedicated computers called routers.

TCP/IP workstations can each be configured only for one default gatcway. This
poses an interesting situation for remote workstations that are also connected to a
LAN. For example, a workstation at a branch office dials into the corporate
network, while it is still connected to the branch office network. This type of a
workstation is referred to as a multihomed workstation.
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When a multihomed remote Windows NT 3.5 workstation attempts to access a
particular IP address, the destination server is located using the following process:

« If the destination IP address indicates that it is on the same TP subnet as the
workstation’s LAN adapter, then data is sent via the LAN adapter.

= If the destination IP address indicates that it is not on the same subnet as the
workstation’s LAN adapter, then data is sent to the default gateway assigned by
the RAS server. The default gateway then locates the destination route on behalf
of the remote workstation.

If a defauli gateway IP address was previously configured for the LAN adapter,
it is ignored by default. If required, the remote workstation can be configured so
that the default gateway on the LAN adapter is used instead of the default

- gateway on the remote link,

Before Installing RAS

Before installing RAS, you need to perform the following tasks in order for the
computer to become an Internet gateway.

» To prepare a computer to become an Internet gateway
1. Select an Internet service provider.

For a complete list of Internet service providers, refer to Estrada, Susan
Connecting to the Internet, O’Reilly and Associates,

2. Assign a dedicated pool of IP addresses for remote clients.
—Or—

If you prefer to use a DHCP server, install a DHCP server on your network. For
details, see Chapter 13, “Installing and Configuring DHCP Servers.”

3. Configure a Domain Name System (DNS) system cither locally on your LAN or
contact the Internet service provider for the IP address of their DNS computer.

4. Install optional communication hardware in the Internet server.
Your server can be configured with Serial, ISDN, and X.25 adapters.
5. Install Windows NT Server 3.5 on your computer.

For details, see the Windows NT Server Installation Guide.
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installing the Microsoft TCP/IP Protocol

Pt

p

This section describes how to install Microsoft TCP/IP on a Windows NT
computer, and then how to manually configuring or reconfigure the TCP/AP

PRSP I, |
Protocol.

To install Microseft TCP/IP on a Windows NT computer

1. Double-click the Network icon in the Control Panel window to display the
Network Setlings dialog box.

2. In the Network Software and Adapter Cards box, choose the Add Software

bution to display the Add Netwoik Software dialog box.
3. From the Network Software list box, select the TCP/IP and Related Components
option, and then choose the Continue button.

The Windows NT TCP/IP Installation Options dialog box is displayed.

4. From the Components group box, select the desired options, and then choose the
Continue button. TCP/IP will be installed on your computer.

After the Microsoft TCP/IP protocol software is installed on your computer, you
must provide valid addressing, subnet mask, default gateway, and DNS infonnation

as described in the following procedure.

To manually configure or reconfigure the TCP/IP protocol

1. Complete onc of the following tasks depending on whether you want to manually
configure or reconfigure the TCP/IP protocol.

+ The TCPAP Configuration dialog box appears automaticaily when you

choose the OK buiion in the Network Settings dialog box after completing
all options in the Microsoft TCP/IP Installation Options dialog box.

= Hyou are reconfiguring the TCP/IP protocol, double-click the Network icon
in the Control Panel window to display the Network Settings dialog box. In
ilic Insialied Network Software list box, seiect TCP/IP Protocol, and then
choose the Configure button to display the TCP/IP Configuration dialog box.

-

tioner Vonage Holdings Corp. et al, - Exhibit 1008 - Page 441

by



Chapter 22 Remote Access Service and the Internet 417

Enalble Automatic DHEP Configuration
P Address: o 24 s |

Subnet Mazk: [85 0 0 8 |

Default Gateway: I . . . |

Primary WINS Server: I . . ] |

Secondary Wiks Server: i . . . f

2. In the Adapter box, select the network adapter for which you want to set IP
addresses.

3. Type values in the IP Address and Subnet Mask boxes. These parameters must
be configured for each adapter with correct values.

The Subnet Mask will be passed to remote dial-in ¢lients upon connection.

4. For each network adapter, type the correct IP address value in the Default
Gateway box.

The Default Gateway location will pass to remofe dial-in clients.

5. If you want DNS host name resolution, choose the DNS button, and continue
with the DNS configuration procedure.

Configuring TCP/IP to use DNS

If you currently have an Internet connection, most likely there is DNS server
located at your facility. If you are installing a new Internet connection and do not
plan on having a DNS server of your own, contact your scrvice provider for the IP
address of their DNS server.
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T'o configure the TCP/IP profocol using DNS

1.

(')

Use the Network option in Control Panel to configure TCP/IP. In the Microsoft
TCP/IP Configuration dialog box, choose the DNS button.

The DNS Configuration dialog box Host Name box will default to your Internet
gateway’s computer name. You can optionally type a different host name to
identify the local computer by name. Host names atre stored on the DNS server

in a table that maps to IP addresses for use by DINS.

Optionally, type a name in the TCP Domain Name box. This is usually an
organization name followed by a period and an extension that indicates the type
of organization, such as microsoft.com.

In the Domain Name Sysiem (DNS) Server Search Order box, type the IP?
Address of the DNS server that will provide name resolution, and then choose
the Add button. The IP address is displayed in the right column. '

When you are done setting DNS options, choose the GK button.

Haost Name: Domajn Name: I

~ Bomain Name Service [DN5) Search Order

You can add up to three addresses for DNS servers. The servers running DNS will
be queried in the listed order. To change the order of the IP addresses, select an 1P
address to move, and then use the up and down arrow buttons. To remove an IP
address, select it, and choose the Remove button. "

-
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Installing a Simple Internet Router Using PPP

Windows NT version 3.5 RAS was not designed 1o route packets from a local area
network over a WAN link. However, by correctly configuring both the RAS
computer acting as a roufer and the other computers on your small LAN, you can
use the computer running Windows NT RAS as a simple router to the Internet.

The following items are the primary reguirements to use Windows NT RAS as
router between your LAN and the Internet,

. A Windows NT computer with a high speed modem and a networlk adapter card.

« A PPP connection to the Internet.

Note The Internet service provider you connect to cannot be a Windows NT 3.5
computer.

» A valid class “C” network or a subnet, different from the subnet of the Internet -
service provider.

« The proper registry and Default Gateway configurations on the computer acting
as a router and the LAN clients. The configurations are described later in this
section.

To be identified using names rather than IP addresses, you also need a domain
‘name. Your Internet service provider might help you obtain a domain name.

When you establish your PPP account, you must also ensure your Internet service
provider provides you with a valid class C network (255 nodes) or a valid IP subnet
(and subnet mask) that contains sufficient IP addresses for every computer on your
LAN.

Once you have a PPP connection, IP addresses for your subnet (and correct subnet
mask), and (optionally) a domain name, you can then configure the RAS and LAN
computers for Internet gateway as described below.
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#  To confipure 2 small LAN fer routing to the Internet over a dedicated PPP
acceunt

1. Using the Registry path shown below, add the value DisableQtherSrcPackets
to the Registry of the RAS computer that will route packets from the LAN to the

Internet,

\HKEY?LOCAL?MACHINE\System\CurrentContro]Set\Services :
\RasArp\Parameters

DisableOtherSrcPackets REG_DWORD

By default, the header of each packet sent by the RAS computer over the
PPP link uses the IP address of the RAS computer as the source. Since the
packets that come from LAN clients are not originating from the RAS
computer, you must set DisableOtherSrcPacket to [ so the header sent over
the PPP link retains the IP address of the LAN clients.

Range: (-1
Default: 0 (not in registry)

2. If the subnet you have is in the same network class as your service
provider, which is very likely in this scenario, you must also add the value
PriorityBasedUnSubNetwork to the Registry of the RAS computer that routes
packets from the LAN to the Internet:

VHKEY_LOCAL_MACHINENSystem\CurrentControlSet\Services\RasMan\PPP\IPCP

PrierityBasedOnSubNetwork REG_DWORD
A computer can connect to the LAN using a network card and a RAS
connection. If the RAS connection and the LAN network adapter card are
assigned addresses with the same network number and the Use Default
Gateway OUn Remote Network check box is selected, then all packets are
sent over the RAS conmection, though the two addresses are in different .
subnetworks within the same network.

Set this parameter to 1 to send packets over the network card. For

exampie, if e neiwork adapter card has ii° address 10.1.1.1 (subnet

mask 255.255.0.0) and the RAS connection is assigned the address 10.2.1.1,
RAS sends all 10.x.x.x packets using the RAS connection. If the parameter
is sef, RAS sends 10.2.x.x packets using the RAS connection and 10.1.x.x
packets using the network adapter card.

Range: -1

Default: 0 (not in registry)
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3. Configure the default gateway of all the computers on the LAN using the
Network option in Control Panel. '

The default gateway is set when you configure the TCP/IP protocol.

Use the IP address of the network card adapter in the RAS computer as the
default gateway for all computers on the LAN except the computer acting as a
router to the Internet. The default gateway for the computer acting as the router
to the Internet should be left blank. Consult the following figure to determine the
correct assignment pattern of IP addresses, subnet masks, and default gateways.

Internet
).\
Subnet =
198.220.250.0 .
108.220.250.15 Q" Ef{,?f;,sewe
198.220.250.2 - IP Address
255.255,255.240 - Subnet Mask
N
198.220.250,12 - IP Address
255.255,255.240 - Subnet Mask
<7
o Remote Access
EJ N Server as router
Subnet 108220250 16 - 1P Addess
198.220.250.16 255,255.255.240 - Subnet Mask
198.220.250.31 none selected - Default Gateway

! Nj! Nj!
N N2 NS
198.220.250.17 - IP Address 108.220.250.18 - IP Address 198.220,250.19 - 1P Address

255.255.255.240 - Subnet Mask 255,255.256,240 - Subnet Mask 255.255.255.240 - Subnet Mask
198.220,250.16 - Default Gateway 198.220.250.16 - Default Gateway 198.220.250.16 - Default Galeway

Figure 22,5 Sample Conﬁguratioh using RAS as a Simple Internet Router
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APPENDIX A

TCP/IP Utilities Reference

This appendix is a reference for using Microsoft TCP/IP utilities, which provide
diagnostic and connectivity utilities for network and connectivity administration.
These client utilitics are provided for file transfer, terminal emulation, and network
diagnostics. Besides the connectivity support built into Windows NT, some third-
party vendors are developing advanced connectivity utilities such as X Window
servers, Network File System (NFS) implementations, and so on.

Diagnostic commands help you detect TCP/IP networking problems. Connectivity
commands enable users to interact with and use resources on non-Microsoft hosts
such as UNIX workstations. The following commands are includec:

»  Diagnostic commands: arp, hostname, ipconfig, lpq, nbistat, netstat, ping,
route, and tracert

«  Connectivity commands: finger, ftp, Ipr, rep, rexec, rsh, telnet, and titp

Important The ftp, fipsve, rexec, and telnet utilities all rely on password
authentication by the remote computer. Passwords are not encrypted before being
sent over the network. This enables another user equipped with a network analyzer
on the same network to steal a user’s remote account password. For this reason, it is
strongly recommended that users of these utilities choose different passwords for
their Windows NT workgroup, workstation, or domain from the passwords used on
systems they are connecting to that are not Microsoft systems. All passwords used
by Windows networking services are encrypted.

4
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T'o get help on TCP/IP ntilities
e Complete one of the following tasks:

» At the command prompt, type the command name followed by -?. For
example, type nbistat .2 to get help on thig cammand

help on this command,
—~Or-

« Choose the Search button in the Command Reference window, and then type
a comumand name in the box or select a command name from the list.

_Or_

. Invoke Windows NT Help from Program Manager using the following
procedure: ,

a. Inthe Program Manager Main group, double-click the Windows NT Help
icon.

b. Inthe Windows NT Help window, click the Command Reference Help
button.

c. In the Commands window, click a command name.

i i ‘e gl o Amge ameeliioia Tieo
Mote Switches used in the syntax for TCP/IP commands aie case-sensitive. o

example, for nbtstat, the switch -R has a different effect from the -r switch.

arp

Syntax

Parameters

This diagnostic command displays and modifies the IP-to-Ethernet or Token Ring
physical address translation tables used by the Address Resolution Protocol (ARP).

arp -a {inet_addr] [-N [if_addrl}
arp -d inet_addr |if_addr|
arp -§ inef_addr ether_addyr [if_addr}

-a
Displays current ARP cntries by querying TCP/IP. If inet_addr is specified,
only the IP and physical addresses for the specified computer are displayed.
-d
Deletes the entry specified by iner_addr.

H
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Adds an entry in the ARP cache to associate the IP address inet_addr with the
physical address ether_addr. The physical address is given as 6 hexadecimal
bytes separated by hyphens. The IP address is specified using dotted decimal
notation. The entry is permanent, that is, it will not be automatically removed
from the cache after the timeout expires.

-N [if_addr]
Displays the ARP entries for the network interface specified by if_addr.

ether_addr
Specifies a physical address.

if addr
Specifies, if present, the IP address of the interface whose address translation
table should be meodified. If not present, the first applicable interface will be
used.

inet_addr
Specifies an IP address in dotted decimal notation.

finger

Syntax

Parameters

This connect1v1ty command displays information about a user on a specified system
running the Finger service. Output varies based on the remote system.

ﬁnger [-1] {userl@host ...

-l
Displays information in long list format; not supported on all remote systems.

user
Specifies the user you want information about. Omit the user parameter to
display information about all users on the specified host.

@host
Specifies the host name or the I address of the remote system whose users you
want informnation about.
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ftp

This connectivity command transfers files to and from a computer running an FTP

service. Ftp can be used interactively or by processing ASCIT {&xt files.
Syntax ftp [~v] [-n] [-i] [~d] [-g] [host] [-s: filename)

Parameters v
Suppresses display of remote server responses.

-n
Suppresses autologon upon initial connection.
-i
Turns off interactive prompting during multiple file transfers.

v

-
Enables debugping, displaying all ftp commands passed between the client and
Server.

8
Disables filéname globbing, which permits the use of wildcard characters in
local file and path names. (See the glob command in the online Command
Reference.) '

host
Specifies the host name or IP address of the remote host to connect to.

-s: filename
Specifies a text file containing ftp commands; the commands automatically run
after fip starts, Use this switch instead of redirection (>). i

The following table shows the ftp commands available when the FTP service is
installed on a Windows NT computer. For details about syntax for individual ftp
commands, choose the ftp commands topic in the Commands list in Command
Reference.

Table A.1  FTP Commands in Windows NT

Command Purpose

! Runs the specified command on the local computer.

? -Displays descriptions for ftp commands. ? is identical to help.

append Appends a loca] file (o a file on the remote computer using the current
file type selting,

ascii Sets the file transfer type to ASCIL, which is the default.

bell Toggies a bell 1o ring affer each file transfer command is compleied.

By defauli, the bell is off.

¥ 5 e
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e

Table Al FTP Commands in Windows NT (continued)

Comunand Purpose

binary Sets the file transfer type to binary.

bye Ends the FTP session with the remote computer and exits Fip.

cd Changes the working dirsctory on the remote computer,

close Ends the FTP session with the remote server and returns to the
comunand interpreter.

debug Toggles debugging. When debugging is on, each comumand sent to
the remote computer is printed, preceded by the string -, By
default, debugging is off,

delete ‘Deletes liles on remote computers,

dir Displays a list of a remote directory’s files and subdirectories.

disconnect Disconnects from the remote computer, retaining the ftp prompt.

get Copies a remote file to the local computer using the current file
transfer type.

glob Toggles filename globbing. Globbing permits use of wildeard
characters in local file or path names. By default, globbing is on.

hash Toggles hash-sign (#) printing for each data block transferred. The
size of a data block is 2048 bytes. By default, hash-sign printing is
off.

help Displays descriptions for ftp commands. _

led Changes the working directory on the local computer, By default, the
current directory on the local computer is used.

literal Sends arguments, verbatim, to the remote FTP server. A single FTP
reply code is expected in return. -

Is Displays an abbreviated list of a remote directory’s files and
subdirectories.

mdelete Deletes files on remote computers,

mdir Displays a list of a remote directory’s files and subdirectories. Mdir
enables you to specify multiple files,

mget Copies remote files to the local computer using the current file
transfer Lype.

mkdir Creates a remote directory.

mls Displays an abbreviated list of a remote directory’s files and
subdirectories.

mpui Copies local files to the remote computel using the current file
transfer type.

open Connects 10 the specified FTP server.

titioner Yonage Helding

ig

IR . D een A8
\L,f"p: et ak - Exhibit 1008 - Page 454



430 PartV Appendixes

Tabic Al FTP Commands in Windows NT (coniinued)

Command Purpose

prompt Toggles prompting. Fep prompts during multiple file transfers to
enable you to selectively retrieve or store files; mget and mput
transfer all files if prompting is turned off. By default, prompiing is

on.

put Copies a Jocal file to the remote computer using the current file
transfer type.

pwd Displays the current directory on the remote computer.

quit Ends the FTP session with the remote computer and exits fip.

quote Sends arguments, verbatim, to the remote FTP server. A single FTP
reply code is expected in return. Quote is identical to literal.

recy Copies a remote file to the local computer using the current file
transfer type. Recy is idemntical to get.

remoftehelp Displays help for remote commands.

rename Renatnes remote files.

rmdir Deletes a remote directory.

send . Copies a local file to the remote computer using the current file
transfer type. Send is identical to put.

status Displays the current status of FIP connections and toggles.

trace ‘ Toggles packet tracing; trace displays the route of each packel when
renning an fip command.

type Sets or displays the file transfer type.

user Specifies a user to the remote computer.

verbose Toggles verbose mode. If on, all ftp responses are displayed; when a

file transfer completes, statistics regarding the efficiency of the
transfer are also displayed. By default, verbose is on.

hosthame

This diagnostic command prints the name of the current host.

Syntax hostname

oo
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ipconfig

Syntax

Parameters

Appendix A TCP/IP Utilities Reference

This diagnostic command displays all current TCP/IP network configuration values.

This command is of particular use on systems running DHCP, enabling users to
determine which TCP/IP configuration values have been configured by DHCP.
With no parameters, ipconfig displays all of the current TCP/IP configuration
values, including IP address, subnet mask, and WINS and DNS configuration.

R e e e R S e R ey
R R R T R e e T R
isusersSdefaule?> ipeonfig ~all

Jindows NT IP Configuration Persion 1.8

a—apearsb _microsoft.com
0.8.8.6

Host MName -~ . . . .
DNS Serwvers . . . .
DNS Lookup Order.

L T R
D T
[T T TTI T Y

Node Type . . . . . HNode
NetBIOS Scope ID. .

IP Routing Enabled. Ho
WINS Proxy Enahled. r Yes

HINS Resolution For Windous Sockets Applications @
DHNS Resolution For Windews Networking Applications : Yes

iFthernet adapter Lancel:

Physical Address. . : 88-pA-2p-39-1p—-G3
DHCFE Enabled. . . i Ves
. f11.183.196.42

IP Address. . . .
Subnet Mask . . . 255.255.0.8

[T

Default Gateuway 11,183 .8.1
DHCF Sexver . . . . 11.1.208.1
Primary WINS Server 11.1.200.1

11.1.26.38
Wed 18th. Hay 1994 12:05:12 pn
Thu 1%th. May 1994 @:85:12 an

Secondary WINS Sexve
Lease QOhtained. . .
Lease Expires . . .

Cosazerstwdelfaunlt)

-

D R
TR TR TR LR ]

ipconfig [/all | /frenew {adapter] | /release [adaprer]]

all
Produces a full display. Without this switch, ipconfig displays only the IP
address, subnet mask, and default gateway values for each network card.

renew [adapier]
Renews DHCP configuration parameters. This option is available only on

systems running the DHCP Client service. To specify an adapter name, type the

adapter name that appears when you use ipconfig without parameters. For
example, in the illustration above, the adapter name is Lancel.

release [adapter]
Releases the current DHCP configuration, This option disables TCP/P on the
local system and is available only on DHCP clients, To specify an adapter
name, type the adapter name that appears when you use ipconfig without
parameters. ‘
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Ipg

This diagnostic utifity is used to obtain status of a print queue on a host running the

LPD server.
Syntax Ipq -SServer -PPrinter [-1]
Parameters ~SServer
Specifies the name of the host that has the printer attached to it.
~PPrinter
Specifies the name of the printer for the desired queue.
B '
Specifies that a detailed status should be given.
ipr
This connectivity utility is used to print a file to a host running an LPD seiver.
Syntax lpr -SServer -PPrinter {~0O0ptions] [-CClass) [-JJobname] filename
Parameters -o0ptions

Specifies options that the Ipr utility passes to the Lpdsve service. Options
available are specified in RFC 1179,
-SServer '
Specifies the name of the host that has the printer atfached toit. -
~BPPrinter ‘ .
Specifies the name of the printer for the desired queue.
-CClass
Specifies the content of the banner page for the class.

~JJobname
Specifies the name of this job.

filename '
The name of the filc to be piinted.

IS
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Notes To print a nontext file, such as a PostScript file, froma a Windows NT computer to a
printer controlled by a UNEX computer, use the lpr utiity with the -ol switch. The ]
option specifies that the print {ile should be passed as is to the printer, with no
processing by the Lpdsve service.

To print a nontext file from a UNIX computer to a printer controlled by a
Windows NT computer, use the Ipr utility on the UNIX computer with the -1
switch. For details on the UNIX Ipr utility, sec your UNIX documentation.

nbtstat

This diagnostic command displays protocol statistics and current TCP/IP
connections using NetBIOS over TCP/IP,

Syntax nhtstat [-a remotename] [-A [Paddress] f~c] [-a] [-R] [-v] [-S] [-s] [interval]
Parameters -a remotenante
Lists the remote computer’s name table using the computer’s name.
-A IPaddress
Lists the remote computer’s name table using the computer’s IP address.
-{: M
Lists the contents of the NetBIOS name cache, giving the IP address of each
name.
It
Lists local NetBIOS names.
-R ' ) )
Reloads the LMHOSTS file after purging all names from the NetBIOS name
cache.
-r

Lists name resolution statistics for Windows networking. On a Windows NT
computer configured to use WINS, this option returns the number of names
resolved and registered via broadcast or via WINS.

-S
Displays boih workstation and server sessions, listing the remote hosts by IP
address only.
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-5
Displays both workstation and server sessions. It attempts to convert the remote
host IP address to a name using the HOSTS file.

interval
Redisplays seiecied statistics, pausing interval seconds between each display.
Press CTRL+C to stop redisplaying statistics. If this parameter is omiited, nbtstat
prints the current configuration information onge.

Notes The column headings generated by the nbtstat utility have the following meanings.

In
Number of bytes recetved.

Out
Number of bytes sent.

In/Out
Whether the connection is from the computer (outbound) or from another system
to the local computer (inbound).

fife
The remaining time that a name table cache entry will live before it is purged.

Local Name
The local NetBIOS name associated with the connection.

Remote Host
The name or IP address associated with the remote host.

Type
This refets o the type of name. A name can either be a unique narge or a group
name.

<03>
Each NetBIOS name is 16 characters long. The last byte often has special
significance, because the same name can be present several times on a computer.
This notation is simply the last byte converted to hexadecimal. For example,
<20>is a space in ASCIL

State
The state of NetBIGS connections. The possible states are shown in the
following list:

State Meaning

Connected The session has been established

Associated A connection endpoint has been created and associated with an
1P address

Listening This endpoini is available for an inbound connection

Idie This endpoint has been opened but cannot receive connections
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State Meaning

Connecting The sessien is in the connecting phase where the name-to-IP
address mapping of the destination is being resolved

Accepting An inbound session is currently being accepted and will be
connected shortly

Reconnecting A session i trying to reconnect if it failed to connect on the first
attempt

Cutbound A session is in the connecting phase where the TCP connection is
currently being created

Inbound An inbound session is in the connecting phase

Disconnecting A session is in the process of disconnecting

Disconnecied The local computer has issued a disconnect, and it is waiting for

confirmation from the remote system

netstat

Syntax

Parameters

“é‘r‘é?@%r Vonage Holdings Corp. et al. - Exhi

This diagnostic conunand displays protocol statistics and current TCP/IP network
connections.

netstat [-a] [-e]{n][s] {-p protocol] {-r} [interval]

-8
Displays all connections and listening ports; server connections are usually not
shown.

-e
Displays Ethernet statistics. This can be combined with the -s option.

-n )

Displays addresses and port numbers in numetical form (1ather than attempting
name lookups).

-p protocol
Shows connections for the protocol specified by protocol; protocol can be tep
or udp. If used with the -s Optlon to display per-protocol statistics, protocel can
be fep, udp, or ip.

-r
Displays the contents of the routing table.

‘\
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Notes

-8

Displays per-protocol statistics. By default, statistics are shown for TCP, UDP
and IP; the -p option can be used to specify a subset of the default.

interval

Redisplays selected statistics, pausing interval seconds between each display.
Press CTRLAC to stop redisplaying statistics. If this parameter is omitted, netstat
prints the current configuration information once.

The neistat utility provides statistics on the following network components.

Statistic

Purpose

Foreign Address

Local Address

Proto

_ (state)

The IP address and port number of the remote computer to which the
socket is connected. The name corresponding to the P address is
shown instead of the number if the HOSTS file contains an entry for
the IP address. In cases where the port is not yet established, the port
aumber is shown as an asterisk (*).

The IP address of the local computer, as well as the port number the
connection is using. The name corresponding to the TP address is
shown instead of the number if the HOSTS file contains an entry for
the IP address. In cases where the port is not yet established, the port

i salr F3Y
number is shown as an asterisk (*).

The name of the protoco! used by the connection.

Indicates the state of TCP connections only. The possible states are:
CLOSED FIN WAIT 1  SYN _RECEIVED
CLOSE_WAIT FIN_WAIT 2 SYN_SEND
ESTABLISHED LISTEN TIMED_WAIT

T OAQT AN
Loy LA

g

Syntax

Parameters

This diagnostic command verifies connections to one or more remote hosts.

ping [-t] [-a] {-n count} [ length} [-] [-i ul] [-v 1os] [~ count} [-8 count]
[[-j host-list] | [-k host-list]] [-w timeoiit] destination-list

-t

Pings the specified host uniil interrupted.

=4

Resolve addresses to hostnames.

-n coul

Sends the number of BCHO packets specified by count. The default is 4.
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-1 length
Sends ECHO packets containing the amount of data specified by length. The
default is 64 bytes; the maximum is 8192,

-f
Sends a Do Not Fragment flag in the packet. The packet will not be fragmented
by gateways on the route.

-l
Sets the Time To Live field to the value specified by .

-V tos
Sets the Type Of Service field to the value specified by fos.

~¥ COHI{
Records the route of the outgoing packct and the retummg packet in the Record
Route field. A minimum of 1 to a maximum of 9 hosts must be specified by
count.

-§ count .
Specifies the timestamp for the number of hops specified by coun.

-j host-List
Routes packets via the list of hosts specified by host-list. Consecutive hosts can
be separated by intermediate gateways {loose source routed). The maximum
number allowed by IP is 9.

-k host-list
Routes packets via the list of hosts specified by kost-list. Consecutive hosts
cannot be scparated by intermediate gateways (strict source Iouted) The:
maximum number allowed by IP is 9.

-W limeout
Specifies a timeout interval in milliseconds.

destination-list
Specifies the remote hosts to ping.

Note The ping command verifies connections to remote host or hosts by sending ICMP
echo packels to the host and listening for echo reply packets. Ping waits for up to
1 sccond for each packet sent and prints the number of packets fransmitted and
received. Each received packet is validated against the transmitted message. By
default, four echo packets containing 64 bytes of data (a periodic uppercase
sequence of alphabetic characters) are transmitted,

You can use the ping utility to test both the host name and the IP address of the
host. If the IP address is verified but the host name is not, you right have a name
resolution problem. In this case, be sure that the host name you are querying is in
either the local HOSTS file or in the DNS database,

[
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The foliowing shows sample output for ping:
C:\>ping ds.internic.net
Pinging ds.internic.net {192.2@.239.132]-w1th 32 bytes of data:

Reply from 192.20.239.132: bytes=32 time=18lms T¥L=243
Repiy from 192.29.239.132: bytes=32 time=18@ms T7L=243
Repiy from 192.29.239.132: bytes=3Z time~120ms TTL=~243
Repiy from 192.20.239.132: bytes=32 time=120ms TTL=243

rcp

This connectivity command copies files between a Window NI’ computer and a
system running rshd, the remote shell server. The rep command can also be used
for third-party transfer to copy files between two computers running rshd when the
command is issued from a Windows NT computer, The rshd server is available on
UNIX computers, but not on Windows NT, so the Windows NT computer can only
participate as the system from which the cornmands are issued.

Syntax rep [-a | -b] [-h] [-r] sourcel source2 ... sourceN destination

Parameters -a

Specifies ASCII transfer mode. This mode converts the camiage retuni/linefeed
characters to carriage returns on outgoing files, and linefeed characters to
carriage return/linefeeds for incoming files. This is the default transfer mode.

-h
Specifies binary image transfer mode. No carriage return/linefeed conversion is
performed.

-h
Transfers source files marked with the hidden attribate on the Windows NT
computer, Without this option, specifying a hidden file on the rep command line
has the same effect as if the file did not exist.

-r
Recursively copies the contents of all subdirectories of the source to the
destination. Both the source and destination must be directories.
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source and destination
Must be of the form [host{.user]:filename. If the [host{ user].] portion is
omitted, the host is assumed to be the local computer. If the wuser portion is
omitted, the cutrently logged on Windows NT username is used. If a fully
qualified host name is used, which contains the period () separators, then the
{.user} must be included. Otherwise, the last part of the hostname is interpreted
as the vsername. If multiple source files are specified, the destination must be a
directory.

If the filename does not begin with a forward slash (/) for UNIX or a backward
slash (\) for Windows NT systems, it is assumed to be relative to the current
working directory. On Windows NT, this is the directory from which the
command is issued. On the remote systern, it is the logon directory for the
remote user. A peried () means the current directory. Use the escape characters
(\, ", or"} in remote paths to use wildcard characters on the remote host.

Notes Remote Privileges

The rep command does not prompt for passwords; the current or specified user
name must exist on the remote host and enable remote command execution via rep.

The .thosts file specifies which remote system or users can assess a local account
using rsh or rep. This file (or a HOSTS equivalent) is required on the remote
system for access to a remote system using these commands. Rsh and rep both
transmit the local username to the remote system. The remote system uses this name
plus the IP address (usually resolved to a host name) or the requesting system to
determine whether access is granted. There is no provision for specifying a
password to access an account using these commands.

If the user is logged on to a Windows NT Server domain, the domain controller
must be available to resolve the currently logged on name, because the logged on
name is not cached on the local computer. Because the usemame is required as part
of the rsh protocol, the command fails if the username cannot be obtained.

The .rhosts File

The .rhosts file is a text file where each line is an entry. An entry consists of the
local host name, the local user name, and any comments about the entry. Each entry
is separated by a tab or space, and comments begin with a hash mark (#),

for example:

computers marie  #This computer is in room 31A

9y
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The .rhosts file must be in the user’s home directory on the remote computer.
For more information about a remote computer’s specific implementation of
the .rhosts file, see the remote system’s documentation.

Additionally, have your host name added to the remote system’s /ETC/HOSTS file.

This enables the remote system to authenticate remote requests for your computer
using the Microsoft TCP/IP utilities.

Specifying Hosts

Use the host.user variables 1o use a user name other than the current user name, If
host.user is specified with source, the .rhosts file on the reinote host must coniain
an entry for user. For example,

rcp rhing.johnb:filel buffaleo.admin:filel

The .rhosts file on BUFFALO should have an entry for Johnb on RHINO.

If a host name is supplied as a full domain name containing dots, a user name must
be appended to the host name. as previously described. This prevents the last
element of the domain name from being interpreted as a user name. For example,

rep domain-namel.userijohnm domain-name2.user:niilr

Remote Processing

Remote processing is performed by a command run from the uset’s logon shell
on most UNIX systems. The user’s .profile or .cshre is executed before parsing
filenames, and exported shell variables can be used (using the escape character
or gquotation marks) in remote filenames.

Copying Files
If you attempt to copy a number of files to a file rather than a directory, only the
last file is copied. Also, the rep command cannot copy a file onto itself.

Examples
These examples show syntax for some common uses of rep.
To copy a local file to the logon directory of a remote computer:

rcp filename remotecomputer:

To copy a Jocal file to an existing directory and a new filename on a remote
computer:

rcp filename remotecomputer:/directory/newfilename

&
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To copy multiple focal files to a subdirectory of a remote logon directory:

rep filel fite2 filed remotecomputer:subdirectory/filesdirectory

To copy from a remote source to the current directory of the local computer:

rcp remotecomputer:filename .-

To copy from multiple files from multiple remote sources to a remote destination
with different usernames:

rcp remotel.userl:fitel remoteZ.user2:file?
remotedest.destuser:directory

To copy from a remote system using an IP address to a local computer (where the
username is mandatory because a period is used in the remote system name):

rep 11.181.12.1 . user:filename filename

rexec

Syntax

Parameters

Notes

Petitioner Vonage Holdings

This connectivity command runs commands on remote hosts running the rexeed
service. Rexec authenticates the user name on the remote host by using a password,
before executing the specificd command.

rexec host {1 username) [-n) command
host
Specifies the remote host on which to run command.

-1 username

Specifies the user name on the rermote host,
-n

Redirects the input of rexec to NUL.

command
Specifies the conumand to run.

Rexec prompts the user for a password and authenticates the password on the
remote host. If the authentication succeeds, the command is executed.,

Rexec copies standard input to the remote command, standard output to its standard
output, and standard error to its standard error. Interrupt, quit, and terminate signats
are propagated to the remote command. Rexec normally terminates when the
remote command dees.
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Use quotation marks arcund redirection symbols (o redirect onto the remote host. If

quotation marks are not used, redirection oceurs on the local computer, For
example, the following command appends the remote file remoiefile to the local file
localfile:

roxec otherhost cat remotefile >> localfile

The following command appends the remote file remotefile to the remote file
otherremotefile:

rexec otherhost cat remotefile ">>" otherremgtefile

Using Interactive Commands

You cannot run most interactive commands. For example, vi or emacs cannct be
run using rexec. Use telnet to run interactive commands.

rouie

Synfax

"Parameters

Petitioner Vonage Holdings Corp. et 2l - Exhibn

This diagnostic command manipulates network routing tables.
route [-f] [command [destination) [MASK netmask) [gatewayl]

-f
Clears the routing tables of all gateway entries. 1f this parameter is used in
conjunction with one of the commands, the tables are cleared prior to running
the command.

command

Specifies one of four commands.

Command Purpose

print Prints a route

add Adds a route

delete Deletes a route

change Modifies an existing route
destination

Specifies the host to send command.
MASK

Specifies, if present, that the next parameter be interpreted as the netmask
paramieter,




Notes
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netmask
Specifies, if present, the subnet mask value to be associated with this route
entry. If not present, this parameter defaults to 255.255.255.255.

gateway
Specifies the gateway.

The route utility does not accept a subnet mask value of 255.255.255.255 on the
command line. To specify a subnet mask with this value, you must accept the
default.

On a multihomed computer on which a network is available from more than one
adapter card, 2ll nefwork traffic is passed over the first gateway defined. If you add
a second gateway to the same network, the entry is added to the route table, but it is
never used.

The route utility uses the NETWORKS file to convert destination names o
addresses. For the route utility to work correctly, the network numbers in the
NETWORKS file must specify all four octets in dotted decimal notation. For
example, a network number of 284.122.107 must be specified in the NETWORKS
file as 284.122.107.0, with wailing zeroes appended.

rsh

Syntax

Parameters

Notes

This connectivity command runs commands on remote hosts running the RSH
service. For information about the .rhosts file, see the Rep command.

rsh host [} username] [-n] command

host
Specifies the remote host on which to run command.

-L username
Specifies the user name to use on the remote host. If omitted, the logged on user
name is used.

-n
Redirects the input of rsh to NUL.

command
Specifies the command Lo run,

Rsh copies standard input to the remote command, standard output of the remote
command to its standard output, and the standard error of the remote command 1o
its standard error. Rsh normally tenminates when the remote cormmand does.
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Using Redirection Symbols

Use quotation marks around redirection symbols to redirect onto the remote host. If
quotation marks are not used, redirection occurs on the local computer. For
example, the following command appends the remote file remotefile (o the local file
localfile:

rsh otherhost cat remotefile >> locaifile

The following command appends the remote file remotefile 1o the remote file
otherremotefile:

rsh otherhost cat remotefile ">>" otherremofefile

Using Rsh on a Windows NT Server Domain

If the user is logged on to a Windows NT Server domain, the domain controller
must be available to resolve the currently logged on name, because the logged on
name is not cached on the local computer. Because the username is required as part
of the rsh protocol, the command fails if the username cannot be obtained.

felnet

Syntax

Parameters

This connectivity command starts terminal emulation with a remote system running
a Telnet service. Telnet provides DEC™ VT 100, DEC VT 52, or TTY emulation,
using connection-based services of TCP.

To provide terminal emuiation from a Windows N'T computer, the foreign host must
be configured with the TCP/IP program, the Telnet server program or daemon, and
a user account for the Windows NT computer,

5 10t provide thie Telust server duewon (ieineid).
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" telnet [host [por]]

host
Specifies the host name or IP address of the remote system you want (o connect
to, providing compatibility with applications such as Gopher and Mosaic.
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port
Specifies the remote port you want to connect to, providing compatibility with
apphications such as Gopher and Mosaic. The default value is specified by the
telnet entry in the SERVICES file. If no entry exists in the SERVICES file, the
default connection port value is decimal 23,

Notes The Telnet application is found in the Accessories program group after you install
the TCP/IP connectivity utilities. Telnet is a Windows Sockets-based application
that simplifies TCP/IP terminal emulation with Windows NT.

» To use Telnet
= 1. Double-click the Telnet icon in the Accessories program group.
~Op
At the comimand prompt, type telnel and press ENTER.
2. From the Connect menu in the Telnet window, choose Remote System.

3. Inthe Connect dialog box, type the host name you want fo connect to, and then
choose the Connect button.

A connection is made, and you can begin a work session.

4, To end a session, choose the Disconnect command from the Connect menu.

You can specify your preferences for itemns such as emulation options, the screen
font, and color by choosing Preferences from the Terminal menu. You can also use
commands from the Bdit menu to select, copy, and paste text from the Clipboard.
For information about Telnet options, see the online Help.

SR
dit

IR X L0
Terminat Options
[1 Local Echo O vrg2
[ Blinking Cursor ® VT-100/AN51
X Bipck Cursor

Bedfer Size: |25

N
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tfip

This connectivity command transfers files to and from a remote computer runmng

wiernal Eila Thensalas PRI P o e o v NS OV B o UL . e T T
the Trivial File Transler Protocol (TT71P) service. This utility is siinilar to ftp, bui 1t

does not provide user authentication, although the files require read and write
E

UNIX permissions.
Syniax tftp [-i] host {get | put] source [destination]
Parameters -i

Specifies binary image transfer mode (aiso called octet). In binary image mode,
the file is moved Hterally byte by byte. Use this mode when transferring binary
files.

If -i is omiticd, the file is transferred in ASCII mode. This is the defaunlt ransfer
mode. This mode converts the end-of-line (EOL) characters to a catriage return
for UNIX and a carriage return/linefeed for personal computers. This mode
should be used when iransferring text files, If a file transfer is successful, the
data transfer rate is displayed.

get
Transfers destination on the remote computer to source on the local computer,

Since the TRTP protocol does not support user authentication, the user must be
logged on, and the files must be writable on the remote computer.

put
Transfers source on the local computer to destination on the remote computer,

source
Specifies the file to transfer.

destination
Specifies where to transfer the file.
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tracert

This diagnostic ufility determines the route taken to a destination by sending
Internet Control Message Protocol (JCMP) echo packets with varying Time-To-
Live (TTL) values to the destination. Each router along the path is required to
decrement the TTL. on a packet by at least 1 before forwarding it, so the TTL is
effectively a hop count. When the TTL on a packet reaches 0, the router is supposed
to send back an ICMP Time Exceeded message to the source system. Tracert
determines the route by sending the first echo packet with a TTL of 1 and
incrementing the TTL by 1 on each subsequent transmission until the target
responds or the maximum TTL is reached. The route is determined by examining
the ICMP Time Exceeded messages sent back by intermediate routers. Notice that
some routers silently drop packets with expired time-to-live (TTLs} and will be
invisible to tracert.

Syniax tracert [-d) h maximum_hops) [-} host-list] |-w timeout] target_name

Parameters -d ‘
Specifies not to resolve addresses to hostnames.

-h maximum_hops
Specifies maximum number of hops to search for target.

-j host-list
Specifies loose source route along Aost-list.

W timeout
Waits the number of milliseconds specified by fimeout for each reply.

Notes The following shows sample output for tracert. The first column is the hop number,
which is the Time To Live (TTL) value set in the packet. The next three columns
are the round-trip times in milliseconds for three attempts o reach the destination
with that TTL value. An asterisk (*) means that the attempt timed out, The fouith
column is the hostname (if it was resolved) and [P address of the responding
system.
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C:\>tracert ds.internic.net

Tracing route to ds.internic.net [198.49.45.10}
maximum of 38 hops:

over a

1 <i@
Zz 1@
3 *
4 20
5 39
6 79
7 B@
g8 led
5 99
1% 10@¢
11 149

ms
ns

ms
ms
ms
ms
mns
ms
ms
ms

<1¢
1@
16
*
36
76
81
91
90
90

ms
ms
mns

mns
ms
ms
ms
ms
ms

1@
10
1@
20
8@
80
90
91
a1

ms
ms
ms
ms
ms
RS
ms
ms
ms

[131.187.1.100}

seattlel-gw.nwnet.net [192.80.12.82]
enssl43-enet.nwnet.net [192.35.180.72]
t3-3.seattle-cnss8.t3.ans.net [140.222.88.4]
t3-B.10s-angeles-cnss8.t3.ans.net [140.222.8.1
£3-B.new-york-cnss24.t3.ans.net {14¢.222.24.11
t3-@.denver-cnss4@.13.ans.net [148.222.40.1]
t3-1.new-york-cnss32.t3.ans.net [140.222.32.2]
mf-0.new-york-cnss36.t3.ans.net [14€.222.32.196]
t1-B.enss222.t3.ans.net {140.222.222.1]

191 ms 106 ms ds.internic.net [198.49.45.1@]

Trace complete.
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APPENDIX B

MIB Object Types for Windows NT

This appendix lists the objects in the LAN Manager MiB II, DHCP MIB, and
WINS MIB, and provides a brief description of each,

The following MIB objects are listed in this appendix:

«  LAN Manager MIB II for Windows NT objects, including Common group,
Server group, Workstation group, and Domain group

- Microsoft DHCP objects
Microsoft WINS objects

This appendix assumes that you are familiar with network management, TCP/1P,
and SNMP. It also assumes that you are familiar with the concept of a management
information base (MIB). If you are not familiar with TCP/IP or the Internet MIB 2,
see Internetworking with TCP/IP by Douglas E. Comer (Prentice Hall, 1991) and
The Simple Book by Marshall T. Rose (Prentice Hail, 1991).
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LAN Manager MIB Hi for Windows NT Objecis

The LAN Manager MIB II for Windows NT contains a set of objects specifically
designed to support computers ronning Windows NT. Notice that there are fewer
objects in the LAN Manager MIB 1T for Windows NT than the LAN Manager MIB
11 for OS/2 because of differences in the operating system.

All LAN Manager MIB II objects apply to computers running Windows NT
Wotkstation and Windows NT Server.

Common Group

comVersionMaj {common 1}
The major release version number of the Windows NT software.

com¥ersionMin {common 2}
The minor release version number of the Windows NT software.

comType {common 3}
The type of Windows NT software this system is running.

comStatStart {common 4}
The time, in seconds, since January I, 1970, at which time the Windows NT
statistics on this node were last cleared. The comSiatStart object applies to the
following statistical objects:

comStatNumNetIOs svStatErrorOuts wkstaStatSessStarts
comStatFiNetiOs svStatPwErrors wkstaStatSessTails
comStatFcNetlOs svStatPermErrors wkstaStatUses
gvStatOnang syStatSyshrrors whkstaStatUselails
svStatDevOpens svStatSentBytes wkstaStatAutoRecs
svStatJobsQueued svStatRevdBytes

svStatSOpens svStatAvResponse

éomStatNumNetIOs {common 5}
The number of network I/O operations submitted on this node.

comStatFiNetIOs {common 6}
The number of network I/0O operations on this node that failed issue.

comStatFcNetlOs {common 7}
The number of network I/O operations on this node that failed complelion.

bit 1008 - Page 475
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Server Group

svDescription {server 1}
A comumnent describing the server.

sySveNumber {server 2}
The number of network services installed on the server.

svSvcTable {server 3} ‘
A list of service entries describing the network service installed on the server.

svSvcEntry {svSvcTable 1}
The names of the network services installed on the server.

svSveName {svSvcEntry 1}
The name of a Windows NT network service.

svSvelnstalledState {svSvcEntry 2}
The installation status of a network.

svSveQOperatingState {svSvcEntry 3)
The operating statas of a network service. .

svSveCanBeUninstalled {svSvcEntry 4}
Indicates whether the network service specified by this entry can be removed,

svSveCanBePaused {svSvcEniry 5}
Indicates whether the network service specified by this entry can be paused.

svStatsOpen {server 4}
The total number of files that were openced on the server.

svStatDevOpens {server 5}
The total number of communication devices that were opened on the server.

svStatQueuedJobs {server 6}
The total number of print jobs that were spooled on the server,

svStatSOpens {server 7)
The number of sessions that were started on the server.

svStatErrorQOuis {server 8]
The number of sessions disconnected because of an error on the server.

svStatPwErrors {server 9}
The number of password violations encountered on the server.

svStatPermErrors {server 10}
The number of access-permission violations encountered on the server.

svStatSysErrors {server 11}
The number of system errors encountered on the server.

svStatSentBytes {server 12}
The number of bytes sent by the server,
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svStatRevdBytes {server 13}
The number of bytes received by the server,

svStatAvResponse {server 14}
The mean number of milliseconds 1t took the server to process a workstation /O
request (for example, the average time an NCB sat at the server).

svSecurityMode {server 15}
The type of security running on the server.
svUsers {server 16}
The number of concurrent users the server can suppott.

svStatReqBufsNeeded {server 17}
The number of times the server requested allocation of additional buffers.
svStatBigBufsNeeded {server 18}
The number of times the server needed but could not aliocate a big buffer while
processing a client request.

svSessionNumber {server 19}
The nunber of sessions on the server.

svSessionTable {server 20}
A list of session entries corresponding to the current sessions that clients have
with the server.

gvSessionEniry {svSessionTable 1}
A session that is currently established on the server.

svSesClientNaine {svSessionEntry 1}
The name of the remote computer that established the session.
svSesUserName {svSessionEntry 2}
The number of conneciions o server resources that are active in the current
session,
svSesNumConns {svSessionEntry 3}
The number of connections Lo server resources that are active in the current
8GRI
svSesNumQOpens {svSessionEntry 4}
The number of files, devices, and pipes that are open in the current session.
svSesTime {svSessionEntry 5}
The length of time, in seconds, since the current session began.

svSesldleTime {svSessionEintry 6}
The length of time, in seconds, that the session has been idle,

Petitioner Vonage Heldings Corp. et al. - Exhibit 1008 - Page 477



Appendix B MIB Object Types for Windows NT 453

svClientType {svSessionEntry 7}
The type of client that established the session,

svSesState {svSessionEntry 8}
The state of the current session, (Setting the state of an active session to deleted
with netSessionDel deletes the client session. The session state cannot be set to
active.)

svAutollisconnects {server 21}
The number of sessions that the server automatically disconnected because of
inactivity.

svDisConTime {server 22}
The number of seconds the server waits before disconnecting an idle session.

svAuditLogSize {server 23}
The maximum size, in kilobytes, of the server’s audit log.

svlUserNumber {server 24}
The number of users who have accounts on the server.

svlUserTable {server 25}
A table of active user accounts on the server.

svUserEntry {svUserTable 1}
A user account on the server.

svUserName {svUserEntry 1}
The name of a user account,

svShareNumber {server 26}
The number of shared resources on the server.

svShareTable {server 27}
A table of the shared resources on the server.

svShareEntry {svShareTable 1}
A table corresponding to a single shared resource on the server.

svShareName {svShareEntry 1}
The name of a shared resource.

svSharePath {svShareEntry 2}
The local name of a shared resource,

svShareComment {svShareEntry 3}
A comment associated with a shared resource.

svPrintQNumber {server 28}
The number of printer queues on the server,

svPrintQTable {server 29}
A table of the printer queues on the server,
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svPrintQEntry {svPrintQTable 1}
A table entry corresponding to a single printer queue on the server.

svPrintQName {svPrintQEntry 1}
The name of a printer gueue.

svPrictQNumJobs {svPrintQEntry 2}
The number of jobs currently in a printer.

Workstation Group

wkstaStatSessStaris {workstation 1}
The number of sessions the workstation initiated.

wkstaStatSessFails {workstation 2}
The number of failed sessions the workstation had.

wkstaStatUses {workstation 3}
The number of connections the workstation initiated.

wkstaStatUseFails {workstation 4}
The number of failed connections the workstation had.

wksiaStatAutoRecs {workstation 5}
The number of sessions that were broken and then automatically reestablished.

whstaKrrorLogSize {workstation 6}
The maximum size, in kilobytes, of the worlstation error log.

wkstaUseNumber {workstation 7}
This object will always return the value 0.

domPrimaryDomain {domain 1}
The name of the primary domain to which the computer belongs.
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Microsoft DHCP Objects

Enterprises are defined in RFC 1155-SML Object Type is defined in RFC 1212.
DisplayString is defined in RFC 1213,

DHCP MIB Parameters

ParDhepStartTime {DhepPar 1}
DHCP Server start time.

ParDhepTotalNoOfDiscovers {DhepPar 2}
Indicates the number of discovery messages received.

ParDhepTotalNoOfRequests {DhepPar 3}
Indicates the number of requests received.

ParDhepTotalNoOfReleases {DhepPar 4)
Indicates the number of releases received.

ParDhepTotalNoOfOffers {DhepPar 5)
Indicates the number of offers sent.

ParDhepTotalNoOFfAcks {DhepPar 6}
Indicates the number of acknowledgments sent.

ParDhepTotalNoOfNacks {DhepPar 7}
Indicates the number of negative acknowledgments sent.

ParDhepTotalNoOfDeclines {DhepPar 8}
Indicates the number of declines received.

DHCP Scope Group

ScopeTable {DhepScope 1}
A list of subnets maintained by the server.

sScopeTableEntry {ScopeTable 1}
The row corresponding o a subnet.

SubnetAdd {sScopeTableEntry 1}
The subnet address.

NoAddInUse {sScopeTableEntry 2}
The number of addresses in use.

NoAddFree {sScopeTableEntry 3}
The number of free addresses available.

NoPendingOffers {sScopeTableEntry 4}
The number of addresses currently in the offer state — that is, those that are
used temporarily.
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Microsoft WINS Objects

Enterprises are defined in RFC 1155-SMI. Object Type is defined in RFC 1212.
DisplayString is defined in RFC 1213.

WINS Parameters

ParWinsStartTime {Par 1}
WINS start time.

ParLastPScvTime {Par 2}
" Most recent date and time at which planned scavenging took place. Planned
scavenging happens ai intervals specified in the Regisiry. Scavenging involves
changing owned nonrenewed entries to the released state. Further, released
records might be changed to extinct records, extinct records might be deleted,
and revalidation of old replicas can take place.

ParLastATScvTime {Par 3}
Most recent date and time at which scavenging took place as a result of
administrative action.

ParLastTembScvTime {Par 4}
Most recent date and time at which extinction scavenging took place.

ParLastVerifyScvTime {Payr 5}
Most recent date and time at which revalidation of old active replicas took place.

ParLastPRplTime {Par 6}
Most recent date and time at which planned replication took place. Planned
replication happens at intervals specified in the Registry.
ParLastATRpiTime {Par 7}
Most recent date and time at which administrator-friggered replication took
place.
ParLastNTRplTime {Par 8}
Network triggered 1epl1cat10n happens as a resuit of an update n0t1f1cat10n
message from a remote WINS.

ParLastACTRplTime {Par 9} :
Most'recent date and time at which address change-triggered replication took
place. Address change-triggered replication happens when the address of an
owned name changes because of 2 new registration.

ParLastInitDbTime {Par 10}
Most recent date and time at which the local database was generated statically
from one or mote data files.
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ParLastCounterResetTime {Par 11}
Most recent date and time at which the local couniers were initialized to zero.

ParWinsTotalNoOfReg {Par 12}
Indicates the number of registrations received.

ParWinsTotalNoOfQueries {Par 13}
Indicates the number of querics received.

ParWinsTotaiNoOfRel {Par 14}
Indicates the number of releases received.

ParWinsTotalNoOfSuccRel {Par 15}
Indicates the number of releases that succeeded.

ParWinsTotalNoOf"ailRel {Par 16}
Indicates the number of releases that failed because the address of the requester
did not maitch the address of the name.

ParWinsTotalNeOfSuccQueries {Par 17}
Indicates the number of queries that succeeded.

ParWinsTotalNoOfFailQueries {Par 18}
Indicates the number of queries that failed.

ParRefreshInterval {Par 19}
Indicates the Renewal interval in seconds (sometimes called the refresh
interval),

ParTombstonelnterval {Par 20}
Indicates the Extinct inferval in seconds.

ParTombstoneTimeout {Par 21}
Indicates the Extinct timeout in seconds,

ParVerifyInterval {Par 22}
Indicates the Verify interval in seconds.

ParVersCounterStartVal_LowWord {Par 23}
Indicates the Low Word of the version counter that WINS should stari with.

ParVersCounterStartVal_HighWord {Par 24}
Indicates the High Word of the version counter that WINS should start with.

ParRplOnly W CnfPurs {Par 25}
Indicates whether replication is allowed with nonconfigured partners. If not set
to zero, replication will be done only with partners listed in the Registry (except
when an update notification comes in).

ParStaticDatalnit {Par 26}
Indicates whether static data should be read in at initialization and
reconfiguration time. Update of any MIB variable in the parameters group
constitutes reconfiguration,
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ParLogFlag {Par 27}

Indicates whether logging should be done. Logging is the default behavior.
ParLogFileName {Par 28}

Specifies the path to the log file.
ParBackupBirPath {Par 29}

Specifies the path to the backup directory.

ParDoBackupOnTerm {Par30}
Specifies whether WINS should perform a database backup upon termination.
Values can be 0 (no) or 1 (yes). Setting this value to 1 has no meaning unless
rarBackupDirPatii is also set.

ParMigration (Par 31}
Specifies whether static records in the WINS database should be treated as
dynamic records during conflict with new name registrations. Values can be ()
(no) or 1 (yes). :

WINS Datafiles Group

DFDatafilesTable {Datafiles 1}
A list of datafiles specified under the \Datafiles key in the Registry. These files
are used for static initialization of the WINS database.

dDF DatafileEntry {DFDatafilesTable 1}
Data file name record.

d¥DatafileIndex {dDFDatafileEntry 1}
Used for indexing entries in the datafiles table. It has no other use.

dFDatafileName {dDFDatafileEntry 2}
Name of the datafile to use for static initialization.

WINS Pult Group

. | i T {TLTT 13

21 11T
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Indicates whether pull should be done at WINS invocation and at
reconfiguration. If any pull or push group’s MIB variable is set, that constitutes
reconfiguration.

PullCommRetryCount {Pull 2}
Specifies the retry count in case of communication failure when doing pull
replication. This is the maximum number of retries to be done at the interval
specified for the partner before WINS stops for a set number of replication-time
intervals before trying again.

Pull?nrTable {Pull 3}
A list of partners with which pull replication needs to be done.
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pPuliPnrEntry {PullPnrTable 1}
The row corresponding to a partner.

PullPnrAdd {pPuliParEntry 1}
The address of the remote WINS partner,

PullPnrSpTime {pPullPnrEntry 2}
Specifies the specific time at which pull replication should occur.

PullPnrTimeInterval {pPuliPnrEntry 3}
Specifies the time interval for pull replication.

PullPnrMemberPrec {pPullPnrEntry 4}
The precedence to be given to members of the special group pulied from the
WINS. The precedence of locally registered members of a special group is more
than any replicas pulled in.

PullPnrNoOfSuccRpls {pPullPnrEntry 5}
The number of times replication was successful with the WINS after invocation
or reset of counfers.

PullPurNoOfCommbFails {pPullPnrEntry 6}
The number of times replication was unsuccessful with the WINS because of
communication failure (after invocation or resct of counters).

PultPnrVersNoL.owWord {pPullParEntry 7}
The Low Word of the highest version number found in records owned by this
WINS. :

PullPnrVersNoHighWord {pPullPnrEntry 8}
The High Word of the highest version number found in records owned by this
WINS.

WINS Push Group

PushInitTime {Push 1}
Indicates whether a push (that is, notification message) should be done at
invocation.
PushRplOnAddChg {Push 2)
Indicates whether a notification message should be sent when an address
changes.
PushPnrTable {Push 3}
A list of WINS partners with which push replication is to be initiated.
pPushPnrEntry {PaushPnrTable 1} '
The row corresponding to the WINS partner.

PushPurAdd {pPushPorEntry 1}
Address of the WINS partner,

PushPnrUpdateCount {pPushPurEntry 2}
Indicates the number of updates that should result in a push message.

, 3y 4
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WINS Cmd Group

CmdPullTrigger {Cmd 1}
This variable, when set, causes the WINS to pull replicas from the remote
WINS server identified by the IP address,

Thianels o prid ity hw

CmdPushTrigger {Cmd 2}
If set, causes WINS to push a notification message to the remote WINS server
identified by the IP address.

CmdDeleteWins {Cmd 3}
If set, causes all information pertaining to a WINS server (data records, context
information) to be deleted from the local WINS server . Use this only when the
owner-address mapping table is nearing capacity. Deleting all information
pertaining to the managed WINS is not permitted.

CmdDoScavenging {Cmd 4)
If set, cauises WINS to do scavenging.

CmdDoStaticInit {Cmd 5}
If set, WINS performs static initialization using the file specified as the value. If
0 is specified, WINS performs static initialization using the files specified in the
Registry (filenames can be read and written to using the Datafile table).

CmdNoOfWrkThds {Cmd 6}
Reads the number of worker threads in WINS.
CmdPriorityClass {Cmd 7}
Reads the priority class of WINS to normal or high.
CmdResetCouniers {Cmd 8}
Resets the counters. Value is ignored.
CmdDeleteDhRecs {Cmd 9}
If set, causes all data records periaining to a WINS server to be deleted from the
lTocal WINS server. Only data records are deleted.
CmdDRPopulateTable {Cmd 10}
Retrieves records of a WINS server whose 1P address is provided. When this
variable is set, the following table is generated immediately,
CmdDRDataRecordsTable {Cmd 11}
The table that stores the data records. The records are sorted lexicographically

by name. The table is cached for a certain time (to save overhead on WINS). To
regenerate the table, set the CmdDRPopulateTable MIB variable.

CmdDRRecordEntry {CmdDRDataRecordsTable 1}
Data record owned by the WINS server whose address was specified when
CmdDRPopulateTable was set.

e
4
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CmdDRRecordName {cCmdDRRecordEntry 1}
Name in the record.

CmdDRRecordAddress {chdDRRecordEntry 2}
Address(es) of the record. If the record is a multihomed record or an 1nternet
group, the addresses are returned sequentialtly in pairs. Each pair comprises the
address of the owner WINS server followed by the address of the computer or of
the intemet group member. The records are always returned in network byte
order.

CmdDRRecordType {cCindDRRecordEntry 3}
Type of record as unique, multihomed, normal group, or internet group.

CmdDRRecordPersistenceType {cCmdDRRecordEntry 4}
Persistence type of the record as static or dynamic,

CmdDRRecordState {cCmdDRRecordEntry 5}
State of the record as active, released, or extinct,

CmdWinsVersNoLowWord {Cmd 12}
The Low Word of the version number counter of the record.

CmdWinsVersNoHighWord {Cmd 13}
The High Word of the version number counter of the record.

WE
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APPENDIX C

Windows Sockets Applications
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Vendors

AGE Logic, Inc.

9985 Pacific Heights Blvd.
San Diego, CA 92121
Phone: (619) 455-8600
Fax: (619) 597-6030

X Window software

American Computer &
Electronics Corp.

209 Perry Parkway

Gaithersburg, MD 20877

Phone: (301) 258-9850

Fax: {301) 921-0434

Network management

Attachmate Corporation
3617 131st Avenue SE
Bellevue, WA 98006-9930
Phone: (800) 426-0283
Fax: (200) 747-9924
Terminal emulation

Beame and Whiteside

P.O. Box 8130

Dundas, Ontario 1LOH 5E7
CANADA

Phone: (416} 765-0822

Fax: (416} 765-0815

Terminal emulation, file transfer,

remote process execution, e-mail,

NES, network printing

Vonage Holdings

Digital Equipment Corporation

Attn: Lori Heron

2 Results Way

MRO2-2/D10

Marlboro, MA 01752-3011

Phone: (508) 467-7855

Fax: (508) 467-1926

eXcursion, X Window server and client
libraries

Distinct Corporation

14395 Saratoga Ave. Suite 120
Saratoga, CA 95070

Phone: (408) 741-0781

Fax: (408) 741-0795

Terminal emulation, file transfer,

X Window, remote process execution,
e-matl, NFS, ONC/RPC

Esker, Inc.

1181 Chess Drive, Suite C

Foster City, CA 94404

Phone: (415) 341-9065

Fax: (415) 341-6412

Terminal emulation, file transfer,

X Window, remote process execution,
NFS

Executive Systems/XTree Company
4115 Broad Street Bldg. #1

San Luis Obispo, CA 93401-7993
Phone: (805) 541-0604

Fax: (805) 541-4762

Network management

- Exhibit 1008 - Page 488



PartV Appendixes

Frontier Technologies Corporation
10201 North Port Washington Road
Megquon, Wisconsin 53092

Phone: (414) 241-4555

Fax: (414) 241-7084

Terminal emulation, file transfer,
remote process execution, e-mail,
NES, NNTP, TelnetD, network
printing

Gallagher & Robertson A/S
Posthoks 1824, Vika

0123 OSLO

NORWAY

Phone: (+47) 2 41 85 51

Fax: (+47) 242 89 22

Terminal emulation, file transfer

Genisys Comm, Inc.

314 S. Jay Street

Rome, NY 13440

Phone: (315) 339-5502

Fax: (315) 330-5528

Terminal emulation, file transfer

CGradient Technologies, Inc.

577 Main Street, Suite 4

Hudson, MA 01749

Phone: (508) 562-2882

Fax: (508) 562-3549

DCE (OSF distributed computing
environment}

Hummingbird Communications Ltd.
2900 John Street, Unit 4

Markham, Ontario L3R 5G3

CANADA

Phone: (416) 470-1203

Fax: (416) 470-1207

File transfer, remote process execution,
terminal emulation, X Window

Hypercube, Inc.

Unit 7-419 Phillip Street

Waterloo, Ontario N21.3X2
CANADA

Phone: (319) 725-4040

Fax: (519) 725-5193

Modeling software, remote process
execution

I-Kinetics, Inc.

1% Bishop Allen Drive
Cambridge, MA 02139
Phone: (617) 661-8181
Fax: (617) 661-8625

Middleware, remote process execution

John Fluke Mfg. Co.

P.O. Box 9090

Everett, WA 98200

Phone: (206) 356-5847
Fax: (206) 356-5790
Instrument control software

JSB Computer Systems Lid.
Cheshire House, Castle Street
Macclesfield, Cheshire
ENGLAND S5K11 6AF
Phone: (+44) 625-43361%
Fax: (+44) 625-433948

JSB Corporation [USA]

Suite 115, 108 Whispering Pines Drive
Scotts Valley, CA 95066

Phone: (408) 438-8300

Fax: (408) 438-8366

Terminal emulation, file transfer,

X Window, remote process execution,
virtual sockets library
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Lanera Corporation

516 Valley Way

Milpitas, CA 95035

Phone: (408) 956-8344

Fax: (408) 956-8343

Terminal emulation, file transfer,

X Window, remote process execution,
NFS, SNMP

Microdyne Corp.

239 Littleton Road
Westford, MA 01886
Phone: (508) 392-9953
Fax: (508) 392-9962
File transfer

NetManage, Inc.

20823 Stevens Creek Blvd.
Cupertino, CA 95014

Phone: (408) 973-7171

Fax: (408) 257-6405

Terminal emulation, file transfer,
X Window, e-mail, NFS, TN3270,
BIND, SNMP

Network Computing Devices
9590 SW Gerini

Beaverton, OR 97003
Phone: (503) 641-2200

Fax: (503) 643-8642

X Window

Spry, Inc.

~ 1319 Dexter Ave. N

Seattle, WA 98109

Phone: (206} 286-1412

Fax; (206) 286-1722

Terminal emulation, file transfer,
e-mail, network printing

titioner Vonage Holdings Corp. of al,

= g

SunSelect

2 Elizabeth Drive
Chelmsford, MA 01824-4195
Phone: (508} 442-2300

Fax: (508) 250-2300

E-mail

TurboSeft Pty Ltd.

248 Johnston Street

Annandale, NSW 2038
AUSTRALIA

Phone: (+612) 552-1266

Fax: (+612) 552-3256

Terminal emulation, file transfer,
network printing

Enipalm Ltd.

216, Science Park, Milton Road
Cambridge, Cambridgeshire
CB4 4WA ENGLAND

Phone: (+44) 223-420002

Fax: (+44) 223-426868

E-mail

VisionWare UJK

57 Cardigan Lane

Leeds, ENGLAND LS54 2LE
Fhomne: (+44) 532-788858
Fax: (+44) 532-304676

VisionWare USA

1020 Marsh Road

Suite 220

Menle Park, CA 94025

Phone: (415) 325-2113

Fax: (415) 325-8710

Terminal emulation, file transfer,

X Window, remote process execution

gl
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VisiSoft

430 10th Street NW, Suite 5008
Adlanta, GA 30318

Phone: (404) 874-0428

Fax: (404) 874-6412

Network management

Walker Richer & Quinn, Inc.
1500 Dexter Ave. N.

Seattle, WA 98109

Phone: (206) 217-7500

Fax: {206 217-0293

Terminal emulation, file transfer,
X Window

XSoft

3400 Hillview Ave.
Palo Alto, CA 92304
Phone: (800) 428-2993
Fax: (415) 813-7028
Document management
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Internet Sources for

Applications

Cello

ftp.law.cornell.edu
/pub/Lil/Cello

cello.zip, lview31.zip, gswin.zip,
cellofaq.zip, wingifl4.zip,
wplny(9b.zip

Cookie Server
sunsite.unc.edu
/pub/micro/pe-stuff

/ms-windows/winsock/apps
cooksock.zip

EiNet Wais Client
ftp.cica.indiana.edu
/pub/pefwin3/winsock
ewais154.zip

Finger Daemon
sunsite.unc.edu
/pub/fmicro/pe-stuff

/ms-windows/winsock/apps
fingerd.zip

Finger31
ftp.cica.indiana.edu
/pub/pe/winid/winsock
finger31.zip

GopherBook
ftp.cica.indiana.edu
fpub/pe/win3fwinsock
gophbkl1.zip

GopherS

emwac.ed.ac.uk
/pub/gophers

251386.zip or gsalpha.zip

HGopher
ftp.cica.indiana.edu
/pub/pe/wind/winsock
hgoph24.zip

HTTPS

emwac.ed.ac.uk
/pub/htips

hsi386.zip or hsalpha.zip

Infernet Help File
ftp.ccs.queensu.ca
/pub/msdos/tepip
ipwin.zip

Micro X-Win

bart.starnet.com

/pub

xwindemo.exe ot xwin287b.exe

Mosaic
ftp.nesa.uinc.edu
PC/Mosaic
wmos20al.zip

NCSA Telnet.
ftp.cica.indiana.edu
/pub/pefwind/winsock:
wintelb3.zip

PCEudora
ftp.qualcomm.com
fpcendorafwindows
eundoral4.exe

QWS3270
ftp.ces.queensu.ca
/pub/msdos/tcpip
qws3270.zip

SerWeb
fip.cica.indiana.edu
/pub/pefwin3/winsock
serweb03. zip

Text Server

sunsite.unc.edu

/pub/micro/pe-stuff
/ms-windows/winsock/apps

txtsrv.zip
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TimeSync
fiphost.cac.washington.edu
fpub/winsock

tsyncl_4.zip

Trumpet for Windows
fip.utas.edu.an
fpub/trumpet/wintrump
wiwsk 10a.zip

Trumpet Telnet
petros.psychol.utas.edu.au
fpefumpet/trmptel
trmmptel.exe

Trampet Winsock
ftp.utas.edu.an
fpc/trumpet/wintrump
winsock.zip

USGS WAIS Client
ridgisd.er.usgs.gov
fsoftware/wais
wwais23.zip

Wais Manager

ftp.cnidr.org

/pub/NIDR tools/wais/pc/windows
waismand.zip

WETPD
sunsite.unc.edu
fpubfmicro/pe-stuff/ms-

witpd18b.zip

Windows SMTP
sunsite.unc.edu
/pub/micro/pe-stuff

fms-windows/winsock/apps
wsmitpd16.zip

WinbSP
ftp.cica.indiana.edu
/pub/pefwin3/winsock
winfspl2.zip

WinlRC
dorm.rutgers.edu (fip.utas.edu.au)
fpub/msdosfirurapet/irc

/peftrumpet/ire/winire-beta
winirc.exe, winirc.doc

WinlLPR

sunsife.unc.cdu

fpub/micro/pe-stuff
Jms-windows/wingock/anns

winlpri0.zip

WinQVT/Net
supsite.unc.edu
/pub/micro/pe-stuff

/ms-windows/winsock/apps
gvtne394.zip

WinQVT/Net for NT
sunsite.unc.edu
{pub/micro/pe-stuff

fms-windows/winsock/apps
qving394.zip

WinQVTNet
biochemistry.cwru.edu
fpublgvinet
qvtws396.zip

WinTaik
elf.com
/pub/wintalk

wvrintalls ain
¥y Alllyull\wl-lj.t.l

WinVN
titan.ksc.nasa.gov
/pub/win3/winvn
winvnstd90_2.zip

WS Gopher

sugsite.unc.edu

/pub/micro/pe-stuff
/ms-windows/winsock/apps

wsg-(10g.exe
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Petitioner V

WS_Finger

sunsife.unc.edu

fpub/micro/pe-stuff
/ms-windows/winsock/apps

wsfinger.zip

WS_FTP
fip.usmaedu
fpub/msdos
ws_ftp.zip

WS_FTPb

sunsite.unc.edo

fpub/micro/pe-stuff
/ms-windows/winsoclk/apps

ws_ftpb.zip, view.zip

WS Archie

ftp.demon.co.uk
fpuby/ibmpc/winsock/apps/wsarchie
wsarchie.zip
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Index

Y (FEP command) 428

l}

7 (FTP command) 428

A .
Access
Internet See Intemet; Servers, Internet access servers
to files, limiting by assigring home directories 46
Accounts See User accounts
Acknowledgment timer (T2) 98
Acknowledgments (ACKs) 192
Adapter cards See Network adapter cards
Adaptive sliding window protocol, described 97
Address Reselution Protocol See ARP protacol
Addresses See IP addresses
Administering
DHCP clients 243-248
FTP Server service 327-330
WINS servers 268273
Administrative tools xix
Aliases, accessing on Intemet with Gopher Server
service 391, 393
Annotating directories for FTP Server service 329, 332
APIs
data stream protocols 116
DB-Library 116
Net-Library architecture 118-120
NetServerEnum and Windows.NT Browser 79
Open Pafabase Connectivity (ODBC) 116
RAS 133
used by SQL Server 116
Win32 DB-Library architecture 12]1-124
append {FTP commard) 428
Applications
application layer parameters, DHCP options 241
application programming interfaces (APIs) See APls
interfaces, TCP/IP support 153
MS-DOS-based, defined xxiii
packaging application network requests 190
Windows Sackets See Windows Sackets
Windows-based, defined xxiii
arp command 359, 364, 426427

ARP protocol
arp command 426-427
description [93
displaying ARP cntries 426-427
request or reply packets 103
ascii (FTP command) 428
Auditing access to the Internet 385
Authentication
Netlogon service 67--70
Remote Access Service (RAS) 134—136
remote logon, summary 73-74
Antomating remote logons with SWITCH.INF
scripts 141-144

B

B-node
broadcast name resotution See Broadceast name resolution
NetBIOS over TCP/IP implementation 203-205
Backing up
DHCP database 252
Windows NT NetWare clients 41
WINS database 298--299, 300
Batch files
logon seripts See Logos seripts
specifying home directories 48
SWITCH.INF scripts, autornating remote logons 141-144
bell (FTP command) 428
binary (FTP command) 429

- BIND service See DNS

Bindery Emulatior Mode for NetWare servers 35
BOOTP protocol 250 _
Broadcast datagrams, Windows NT Browser 79
Broadeast name resolution
See also Name resolution
described 201
NetBIOS over TCP/IP implementations 202~205
possible unwanted effects 315
used with WINS 205-212
using LMHOSTS file with dynamic name
resolution 315-320
Browsing
See also Windows NT Browser
definition 79
Internet directories, troubleshooting H'TMI,
documents 395
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Browsing (continued)
Internet servers
account censiderations 383
teols 388
LMHOSTS file considerations 319
bye {FTP command} 429

C

Call-back security 136
cd (FTP command) 429
Challenge Handshake Authentication Protocol (CHAP) 135
Character-oriented terminal access to UNIX systems 36
Characiers
case sensitivity of Internet directory names 395
in DNS domain name 177
in host name 176
in LMHOSTS file 312
Checksuin 191-192
ckm command, annotating directories for FIT Server
service 329
Clear-text passwords 135, 384, 391
Client-server connectivity
data access mechanisms 115-116
iilustrations
client-side Net-Library architecture 120
Net-Library archifecture 118
server-side Net-Library architecture 119
SOL Server architecture, levels and interfaces 115
overview 113-115
SQL Server
application programming interfaces 116
configuration of Net-Library architecture 124
data stream protocols 116
interprocess communication mechanisms 117
Net-Library architecture 118-124
Net-Library files, table of 124
network transpott protocols 117
Novell connectivity 126
overview 114
Registry entries searched by Net-Library 119
Windows NT Browser 79
Client-server networking model, described 14
Client-side Net-Library architecturs 120
Clients
BOOTP 260
DHCP
administering 243-248
allocation of IP addresses 256-237, 413
leases 199, 200, 243-245, 258
overview 222
Registry parameters 256
reservations 235-236, 246-248

Clients {continued)
Windows NT Browser See Windows NT Browser, clients
close (FTP command) 429
Command prompt
defined xxiii
getting help on TCP/AP utilities 426
starting
DHCP Manager 225
DHCP service 224
Telnet network service 445
WINS service 267
using FTP commands 328
windows, default directories 48
Commands
case-sensitivity of switches 426
connectivity comumands
description 425
finger 427
ftp 364, 428430
Internet use or implications 374
lpr 357,432
rcp 438-441
rexec 441-442
rsh 443-444
telnet 444-445
iftp 446
diagnostic conunands
arp 359, 364, 426-427
description 425
hostname 359, 430
ipconfig 359, 431
Ipg 356,432
nbistat 359, 362, 363, 433435
netstat 359, 362, 363, 4354306
ping 359, 360-361, 436-437
route 442-443
tracert 447
troubleshooting TCP/IP 359-363
getting help
on FTP 328
on TCP/IP utilities 426
on WINS Manager 252
running
interactive commands with Telnet 442
on remote hosts with rexec 441-442
on remote hosts with rsh 443444
TCP/IP utilities reference 425-447
Compacting
DHCP database 249
WINS database 295
CompuServe _
ohtaining information about Windows Sockets 163
Windows NT Hardware Compatibility List (HCL) 137
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Connection-oriented communications
adaptive stiding window protocol 97
illustrated 96
link timers 98
overview 96
Connectionless commurications, described 95
Connections
connecting to
DHCP servers 226
WINS servers for administration 269-273, 293
diagnosing
nbtstat 433435
netstat 435-436
displaying cuzrent TCP/1P connections 435-436
Internet
See also Internet; Remote Access Service (RAS)
access servers See Servers, Internet access servers
access to, configuring TCP/IP and RAS 373-373
accounts 385 .
combining Windows NT Internet functions 373
configuring TCP/IP to use DNS 417
connecting a LAN 371
connecting computers with RAS 372
connecting Windows NT to the Internet 412
connection types 385-386
domain names 386
IP addresses 336
number 409
security 376-385
services See Internet, services
single-computer contiections 370
tools for connecting 370, 408
RAS
See also Remote Access Service (RAS)
antomating remote logons with SWITCH.INF
scripts 14]1-144
conrnection methods 131
enabled functionality 130
increased nomber of simultaneous connections 133
RAS Terminal logons 140
state of NetBIOS connections 434-435
troubleshooting 362-363
verifying with ping 360-361, 436-437
Control Panel Network option
configuring
FTP Server service 323-327
SNMP 181186
TCPAP 171, 416
installing )
FT'P Server service 322
TCPAP 167170, 416
TCP/P printing 351
WINS servers 266-267

¥ .

Petitioner Yonage H

Control Panel Network option {confinued)
making LAN Manager 2.x domains visible to Windows
NT browsers 80
making Windows NT Servers visible to LAN Manager
clients 88
removing TCP/IP components 186
Control Panel Services option
ensuring that WINS services are running 299
pansing DHCP service 224
starting or stopping WINS service 267, 295
Counters See Performance Monitor, counters
Creating a printer for TCP/IP printing 352356
Customizing greeting and exit messages for FTP Server
service 330, 332

D

Data encryption provided by RAS 133, 137
Data exchange between UNIX and Windows NT systems 37
Pata Link Control (DLC)
bindings, changing the order of 106
communicating with IBM mainframes 40
driver parameters in the Registry 108
HP printers, connecting to 110
illustrations
comparison of SNA and OSI reference models 109
mainframe connectivity path nsing Token Ring 109
loading the DLC driver 106
locally administered address, changing 110
mainframes, communicating with 10§
overview 106
protocol driver
described 106
loading on Windows NT 106
Registry parameters 108
timers 108
Data link layer, DHCP options 240
Data stream protocols 116
Database management systems (DBMSs)
See also Clent-server connectivity
products being released on the Windows NT platform 113
Datagrams, Windows NT Browser
datagram receiver 87
description 79
domain announcements 85
election 81
DB-Library
described 116
Win32 DB-Library architecture See Win32 DB-Library
dbserverenum function 124
debug (FTP command) 429
delete (TP command) 429
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DHCP (continued)

planning strategies 260-204

reconciling databasc 253

Requests for Comments (RFCs) 199

restoring database 251

Scope group objects 455

scopes
changing propettics 229
client leascs 199, 200, 243-245
client reservations 235-236, 246-248

Deleting

See alyo Removing

database entries for a specific WINS server 297

DHCP options 234

replication partners 280

static mappings confirmation messages 293
Designating domain controflers in LMHOSTS file 317-319
Desktop tocls xix
DEVICE.LOG, troubleshooting RAS connection scripts 145
DHCP

addressing policy guidelines 256--237
avoiding DNS naming conflicts 259
backing up database 252
browsing across domains, LMHOSTS file
considerations 319
clients
administering 243248
ailocation of 1P addresses 256--257, 413
leases 199, 200, 243-245, 258, 413
overview 222
Registry parameters 256
reservations 235-236, 246-248
compacling database 249
computer names in DHCP Manager 225
configuration parameters See herein options
configuring TCP/IP automaticatly 171
crealing new database 252
database files 248-252
defauit NetBIOS over TCPAP implementation 202
description 198-200, 413
design overview 200
ipconfig command 431
Manager See DHCP Manager
MIB parameters 455
opiions .
advanced 233-256
application layer parameters 241
assigning 230-232
changing valoes 234235
client leases 258
client reservations 235-236
creating new options 232-233
deleting 234
description 230
DHCP Extensions 242
IP layer parameters per host 238
IP layer parameters per interface 239
Jink layer parameters per interface 240
NetBIOS over TCHIP 241
predefined 236-242
TCP parameters 24¢
- vendor-specific information 24]
pausing DHCP service 224
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creating 227-229
description 226
DHCY options 230-242
removing 229-230
servers
allocation of IP addresses 256-257
connecting to 226
creating scopes 227-229
installing 223-224
Interniet use or implications 374
overview 222
partitioning address pool, guidelines 259
planning strategics 260-264
Registry parameters 254-255
removing 226
scopes 226-230
TCP/IP support 153, 374
troubleshooting 250
using with diskless workstations 260
DHCI Manager
DHCP options
assigning 230-232
changing values 234--235
client reservations 235-236
creating new eplions 232--233
deleting 234
description 230
predefined 236242
overview 224-226
Registry parameters 253-256
seopes
activating 229
changing propetties 229
creating 227-229
DHCP options 230-242
removing 229--230
DHCP.MDB 248
DHCP.TMP 248
Diagnostic tools
See also Commands, diagnostic commands
descnption 425
troubleshooting TCPAP 359-365
dir (IFFP command) 429
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Index 47_’.§

Directed datagrams, Windows NT Browser 79, 83
Directories
annotating for FTT Server service 329, 332
casc sensitivity of Internet directory names 395
default for command prompt windows 48
home directories
assigning 46-47
descripticn 46
specifying in logon scripts or batch files 48
disconnect (FTP command) 429
Disconnecting
DHCP servers 226
ugers from FTP Scrver service 327, 330, 332
Disk space, frecing by assigning hoie divecionies 46
Disidess workstations, using with DHCP 260
Disks accompanying the Resowrce Kit xix
Distributed applications
See also Client-server conneclivity
distributed computing, described 19
Distributed processing
Windows NT support for 38
DLC See Data Link Control
DNS
addressing 215-216
avoiding naming conflicts 259
configuring communication 175-177, 417
description 175, 201, 388, 413
domain name 177, 386
host name, cenfigwring 176
Internet locator tocl
description 388
installing DNS Server service 400-404
1P address mapping 399
necessity of maintaining a DNS server 399
operating service 404
overview 398-399
setting up WINS name resolution 402403
name resolution
compared with WINS 217
description 201
enabling 216-218
installing Internet access servers 413
scarch order 177
WINS 402-403
name, creating a printer for TCPAP printing 352
name servers 216
resolvers 216, 399
suggested reading 399
Document conventiens xxiii
Domain Name System See DNS

DomainAnnouncement datagrams, Windows NT Browser 85
Domains

browsing
See also Windows NT Browser
description 79
LMHOSTS file considerations 319
defincd 56
designating Windows NT Server domain controllers in
LMHOSTS file 317-319
DNS addressing 215-216, 386
domain models
master domain 62
multiple master domain 62
muliipie irust 63
setting up 61--63
single domain 62 .
domain names used for Internet access 386
exampie of logging on
to an untrusted domain 76
without specifying & domain name 77
fully qualified domain name (FQDN) 177, 216
illustrations
authentication by trusted domain controller 76
computers in & domain 57
Netlogon requirements for domain logons 70
trusted domain 59
interactive logon authentication 71
LAN Manager 2.x domains
making visible to Windows NT browsers 89
network security 57
local vs. demain logon 65
network secuzity 56
pass-through authentication 70
primary domain controllers (PDCs)
logon seripts 49
multiple, avoiding 58
name for WINS static mappings 285
Windows NT Browser master browser 81, 84
remote logon authentication 73-74
trusted domains
access to files 60
defined 59
example of fogging on 10 75
one-way nature of trust relationships 61
pass-through authentication 70

Dowmstream Physical Units (DSPUs) 42
DISPU See Downstream Physical Units
Dynamic Host Configuration Protocol (DHCP) See DHCP

%
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Editing
DHCP option values 234-235
LMHOSTS file 312
Registry paramelers
DHCP 253-256
FTP 331-335
WINS 303-308
WINS static mappings 286
Election datagrams, Windows NT Browser 81
EMWAC docurnents 389
Environment parameters and variabies for Jogon scripts 52
Environments, user Sez User environments
Ethernet
address translation tables 426-427
displaying statistics 435-436
MAC drivers, using with DLC 106
Extension-agent DLLs for SNMP 219

File systems
security for Internet aceess 383, 301
tools xix
File transfer between UNIX and Windews NT systems 37
File Transfer Protocol See FTP
Files, copying between computers
flp 428-430
rep 438-441
iftp 446
Filtering WINS static mappings 287
fingar command 427
Firewalls
description 379
disabling TCP/IP routing 381
filtering packets 383
FTP
See also FIP Server service
commands
Y command 428
7 command 428
append 428
ascii 428
bell 428
binary 429
bye 429
cd 429
close 429
debug 429
delete 429
dir 429
disconnect 429
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FTP, commands (continued)
glob 429
hash 429
help 429
icd 429
iiterai 429
s 429
mdelete 429
mdir 429
mget 429
mkdir 429
mls 429
mput 428
open 429
prompt 436
put 430
pwd 430
quit 43¢
quote 430
recy 430
remotehelp 43¢
rename 430
rmdir 430
send 430
status 430
trace 430
type 430
user 430
verbose 430
geiting help on commands 328
Internet access security
See also FTP Server service

auditing access with cvent Jog 385

logon security | 384

using NTFS file system 383, 391
password authentication 321, 384, 391, 425

TCP/P compatibility 152, 374
troubicshooting 364

using commands at the command prompl 328

using names when connecting to forelgn hosts 173, 417

ftp command 364, 428-430

FTP Server service
See also TP
administering 327-330
annotating directories 329, 332

changing directory listing format 330

configuring
options 323-3125
reconfiguring 324

Registry parameters 331-335

security 326
description 321

discannecting users 327, 334, 332
displaying custom messages 329-330, 332



. ndex 477

FTP Server service (continued)

filename listing 334

instafling 322

intemnet access security 384, 391

Internet information publishing tool
creating an FTP scrver and mstalling service 389
description. 387
operating and security issues 390-391
reguired hardware resources 390

Internet use or implications 374

logging FTP connections 330, 332-333, 385

managing users 328-329

maxiraum connections 329, 334

monitoring traffic 346347, 383

password authentication 384, 391, 425

performance counters 347

Requests for Comments (RECs) 321

starting or stopping 327

TCF/IP support 153, 374

using FTP commands at the command prompt 328

Fuily qualified domain name (FQDN} 177, 216

G

Gateways
default gateway
configuring 174, 414
multiple default gateways 198
roufe command 442-443
IP routers 197-198, 414
monitoring with SNMP 218
preparing computers 1o become Internet gateways 415
providing full Infernet access 382
routing tables 442-443
troubleshooting 363
Windows NT router security on TCP/IP-based LANs 381
get (FTP command) 429
glob (FTF command} 429
Global
groups 64
HSEr accounts 55
Gopher Server service
description 381
installing 392
Internet information publishing tool 387
organizing information 392
starting or stopping 392
WAIS Toolkit 397-398
Copher utility
description 408
obtaining on Internat 159
Graphics terminai support for UNIX systems 37

Groups
assigning home directories 4647
local and global 63-64
WINS
internet group names 284, 288-289
multihomed names 284, 288
norma} group namcs 284, 288
special namey 290-291
Guest accounts
Internet access security 384
relationship to user accounts 55

H

H-node, NetBIOS over TCP/IP implementation 204
Hardware addresses, ARP determination 193
hash {FTP command) 429
Help, getting
on FTP commands 328
on TCPAP utilities 426
on WINS Manager commands 292
help (FTP command) 429
Hewlett-Packard network peripheral port 110
Home directories
assigning 46-47
description 46
specifying in logon scripts or batch files 4%
Host IDs
description 194—§95
obtaining official network IDs for Internet 194
used by nodes for handling packets. 195
Host name
configuring 176
hostname command 359, 430
shosts file 439
sending SNMP traps 181-182
troubleshooting with ping utility 360-361, 363
hostname command 359, 430
Hosts
communjcating with SNA hosts using DLC and SNA 108
description 194
HOSTS file See HOSTS file
IP layer parameters for DHCP 238
LMHOSTS file See LMHOSTS file
remote, connecting 1o See Remote Access Service (RAS)
third-party security hosts supporled by RAS 136
HOSTS file
defaujt directory 175
rame resofution 175, 202, 214
thosts file 439
troubleshooting 361, 365
HPMON.DLL, priater driver 110
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478 index

HTML See HyperText Markup Language
HTTP protocol
description 387
specifying location of resources 393
Uniform Rescurce Locators {UURLs) 393
HTTP Server service 394
Hyper Text Transfer Pratocol See HT'TP protocol
HyperText Markup Language (HTML)
authoring tools 393
description 393
formatting commands 394
troubleshooting HTML. documents 395

!

I8M mainframes, integrating with Windows NT
built-in DLC protocol 40
centralized management 42
described 39
DSPU support 42
NetView supporl 42
SNA Server for Windows NT 40-43
ICMP protocol
descrintion 193
performance counters 339-340
routing echo packets 447
1EEE 802 networking model, described 7
Inactivity timer {Ti) 98
Information publishing tools, Internet See Internet
Installing ’
a simple Internet router using PPP 419-421
DHCF servers 223-224

TINE Qervar sarvice 400404

o
v SOUVYOT SETVICE Suu—

FTP Server service 322
Gopher Server service 392
Internet access servers 412--418
Remote Access Service {RAS), prerequisites 415
SNMP 167, 1Rt
TCP/IP 166170
various Internet tools 406
WALS servers 397
WAIS Toolkit 398
WINS servers 266-267
Integrated network suppott
See also Network interoperability
features of 3
Interactive logon process
examples of logging on
to a member of a workgroup 74
to a trested domain 73
to an untrusted domain 76
to the home domain 75
without specifying a domain name 77
snummary of logon authentication 71

i}

Petitioner Vonage Holdings

Interdomain trust accounts 68
Internet

access servers See Servers, Internet access servers
access to, confipuring TCP/IP and RAS 373375
accounls 385
address clagses 195
cage sensitivity of dircctory names 395
combining Windows NT Internet functions 373
connectinng 2 LAN 371
connection types 385-386
domain names 386
EMWAC documents 389
history 388
identifving hosts with DNS 215
illustrations
how network topology affects security levels 377
LAN client access 371
protoco! isolation security model 379
RAS server with direct connections 409
remote client Internet access 372
shared connection and value-added services 409
third-party TCP/IP router security 380
using RAS as a simple Internet router 421
using Windows NT as a simple Tnternet router
using PPP 410
using Windows NT as an Internet access server 411
Windows NT Internet servers and clients 371
information publishing teols See herein tools
TP addresses 386
locator and retieval tools See hierein Wols
obtaining
information about Windows Sockefs 162
information, EMWAC documents 229
official network IDs 194
public domain Windows-based utilities 159, 389, 405
protocols
description 191-193
included with TCP/IP 153
Remote Access Service (RAS), support
See also Remote Access Service (RAS)
configuring for access 373-375
connecting computers 372
connecting Windows NT 1o the Internet 412
description 132, 408-410
installing a simple Internet router using FPP 419-421
preparing computers to become Internet gateways 415
Registry parameters 420
using Windows NT as ar Internet access
server 411, 412418
value-added scrvices 409
security
auditing access with event log 385
file system security 383, 391
firewalls 379, 381, 383
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Index 479

Internet, security (continued)
FTP und Telnet logon security 384
FTP Server service issues 390-391
kiosks, description 378
network protocols and LANs 376
physical isolation of computers 378
protocol isolation 379-380
providing full Internet access 382
third-party router security on TCP/IP LANs 380
Windows NT router security on TCP/IP-based
LANs 381
Windows NT user accounts 384
service providess, information source 373, 386, 415
services
See also herein tools
available 386
browsing tools 388
FTP Server service 387, 389-391
Gopher Server service 387, 391-393
HTTP Server service 394
information publishing tools 387-388
locator and retrieval tools 387-388
multipie, integrating on one Windows NT
computer 406
WAIS service 387, 366-397
Windows Internet Name Service (WINS) 388, 405
World Wide Web (WWW) 387,393
single-computer connections 37¢
sources for Windows Sockets applications 467
TCPAP connectivity 158, 373-375
tools
Domain Name System (DNS) 388, 398-404
finding 405
for browsing Internet services 388
for connecting 370, 408
included on the Resource Kit disks 389
information publishing 387-388
locator and retrieval 387-388
various, installing 406
WAIS Toolkit 387, 397-398
Internet Control Message Protocol See ICMP protocol
Interret Protoco! See IP protacol
Internetworks
BOOTP protecol 260
configuring scope 1D 180
DHCP scopes 226-230
host IDs 194
Internet access See Internet; Remote Access
Service (RAS)
IP routing 158, 147-198
planning strategics .
for DHCP 2606-264
for WINS 30G8-310

Internetworks (continued}
printing 349-357
Windows NT solutions 157-161
WINS internet group names 284, 288-289
Interoperahility See Network interoperability
IP addresses
acquiring a node's hardware address 193
address classes 195
address pool for DHCP server
configuration confirmation 257
dynamic allocation 256-257, 413
pertitioning, guidelines 259
atlocating via DHCP 198-200, 256-257
agsigning to remote clients 413
avoiding DNS naming conflicts 259
browsing across domains, LMHOSTS file
considerations 319
configuring 173
configuring multiple default gateways 198
connecting to WINS servers 293
creating a printer for TCP/IP printing 352
description 194
DHCP
addressing policy guidelines 256-257
client leases 258
client reservations 235-236, 246-248
creating scopes 227-229
NS, name to address resolution 215-216, 386, 399
Ethernet address translation tables 426-427
hardware addresses, ARP determination 193
mapping to computer names 201, 214, 312, 399,
413,418
name resolution See Mame resolution
obtaining official network IDs for Internet 194, 386, 413
preparing computers to become Internet gateways 415
preventing duplicate addresses during TCP/IP
configuration 172
RAS, IP addressing 212-213, 413
routing tables 442443
static mappings for WINS servers See Static mappings
subnet mask 196-197
translation tables 426427
troubleshooting
Telnet 364
with ping utility 360--361, 363
WINS internet groups 284, 288-289
WINS multihomed groups 284, 288
IP protocot
description 191-192
displaying protocol statistics 435436
performance counters 341-342
protocol isolation security modet for Internet access 379
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1P routing
configuring default gateway 174, 414
description 197
firewalls
descripticn 379
disabling TCP/AP routing 381
filtering packets 383
pateways 197-198, 414
internetwork support 158, 379, 419-421
1P layer parameters, DHCP options
per host 238
per interface 239
providing Tuli internet access 382
RAS servers 212, 419-421
route command 198, 442443
Routing Information Protocol (RIP) 180
routing tables 442443
sending packets 197
simple Internet routers
installing using PPP 419-421
third-party router security on TCP/IP LANs 380
static routes 198

Windows NT router security on TCP/IP-based LANs 381

ipconfig utility 243, 257, 359, 431

JET.LOG 249, 294, 301
JETPACK.EXE
compaciing DHCP database 249
compacting WINS database 295

3

Kiosks for access to the Internet, description 378

L

LAN Manager 2.x
domains 57
logos scripts 50
servers
browser interoperability with Windows NT
browsers 88-89
remote logon 72
LAN Manager Services for the Macintosh, upgrading 28
Layers, OS] reference model 5-8
led (FTP command} 429
Leases, DHCP clients 199, 200, 243-245, 258
Least Significant Numbers (L.SNs) 99
literal (FTP command) 429

i3 P
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LLA See Locally administered address
LMHOSTS file
browsing across domains 319
characters permitted 312
consuliation on local name resolution
failure 208-210, 215
default directory 175
description 311
designating domain controtlers 317-31¢
editing 312
guidelines 314
keywords 313-314, 319
name resclution 202, 214
name resolution without WINS 206
NetBIOS over TCP/IP b-node implementation 205
rereading with nbtstat command 433
rules for entries 312
setting up 311-320
specifying remote servers 315-316
timeout parameters for WAN environments 78
troubleshooting 362, 365
using
cendralized files 319320
with dynamic name resolution 315--320
Laocal
groups 64
user accounts 55
L.ocal Security Authority (ESA) 54
Local Session Number (I.SN) 99
Locally administered address of network adapter
rupning DLC 110
Locator and retrieval tools, Internet See Internet
Logon process
exampies of logging on
to a member of a workgroup 74
to a trusted domain 75
to an untrusted domain 76
to the home domain 75
without specifying a domain name 77
itlustrations
initial logon and local databases 74
logging on from a domain workstation 75
logon authentication 65
Netlogon requirements for domain Jogons 70
pass-through authentication 69
remote logon 72
interactive logon 70
local vs. domain logon 65
logon authentication, interactive 7]
logon scripts See Logon scripts
Netiogon service 66-70
pass-through authentication 69
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L.ogon process {continued)
remate logon
See also Remote Access Service (RAS)
authentication 73-74, 134--136
automating with SWITCH.INF scripts 141144
coanceting Windows NT to the Internet 412
defined 63
LAN Manager 2.x servers 72
overview 71-72
RAS Terminal logons 140
troubleshooting 77-78
user account information, importance of location of 66
Logon scripts
cormpared with user profiles 49
defanlt directory 49
description 48
environment parameters 52
environment variables 52
LAN Manager 2.x 50
NetWare networks 35
replicating 49
specifying home directories 48
" troubleshooting 51
Windows for Workgroups 50
Lpdsve sexvice, TCPAP printing 354, 357
Ipg command 356, 432
Ipr command 357, 432
LPR utility, obtaining on Internet 159
Is (FTP command) 429
LSA See Local Security Authority
LSN See Least Signficant Numbers; Local Session Number

M

M-node, NetBIOS over TCP/IP implementation 204
Macintosh, Windows NT Services for 28
Mailslots
broadcast datagrams, described 79
names for Windows NT Browser 88
overview 22
second-class, described 23
Mainframes, communicating with using DLC and SNA 108
Management information bases See MIBs
Mapping IP addresses to computer names 201, 214, 312,
369,413
Mappings, static See Static mappings in WINS
Master domain mode]l 62
mdelete (FTP command) 429
mdéir (FTP command) 429
Messages, displaying in FTP Server service 329-330, 332
mget (FTP command) 429

MIBs
agent APl extension interface 219
included with SNMP 218
LAN Manager MIB II for Windows NT objects 449
Common group 450
Domain group 454
Server group 451-454
Workstation group 454
Microseft DHCP objects
DHCP MIB parameters 455
DHCP Scope group 455
Microsoft WINS objects
Cind group 460-461
Datafiles group 458
parameters 456458
Pull group 458--459
Push group 459
Microsoft Download Service 137
mkdir (FTP command) 429
mls (FTP command) 429
Monitoring
See also Performance Monitor
FIP Server traffic 346-347
TCP/IP performance 339-346
WINS server performance 348
Moving WINS database 302
MPR See Multiple provider router
mput (FTP comunand) 429 .
MS-DOS-based applications, defined axiti
MS8-DOS-based clents, resolving server names 123
Multihomed computers
configuring adapters and alternate default
gateways 178,414
definition 414
dynamic allocation of IP addresses 257
IP routing, internetwork support 158, 414
WINS group names 284, 288
Multiple master domain model 62
Multiple provider router (MPR), described 1§
Multiple trust domain model 63
Multiple UNC provider (MUP), described 18
MUP See Multiple UNC provider

N

Name resolution
broadcast name resolution
described 201
NetBIOS over TCP/IP implementations 202-205
possible unwanted effects 315
used with WINS 205-212
using LMHOQSTS file 315-320




482 Index

Narne resolution {continved) NBF {NetBEUI Frame protocol)
description 201212 connection-oriented traffic
DNS See DNS adaptive sliding window protocol 97
dynamic, using with LMHOSTS file 315320 . link timers 98
HOSTS file See HOSTS file overview 96
LMHOSTS file See LMHOSTS file connectionless traffic, described 95
RAS 212 ’ itlustrations
search order 177 adaptive sliding window 97
steps involved on WINS-enabled computers 209-210 broadeast of NameQuery 99
testing with ping utility 360361, 363 comnection-oricnted traffic 96
troubleshooting 361 NBF and its LSN matrix 100
WINS NBF and the NDIS interface 95
compared with DNS 217 NETBIOS.SYS matrix 102
configuring TCPAP 174 top-down view of NetB1OS architectuze 102
described 201 two NameQueries in Windows NT NBF 101
enabling for Windows Sockets applications 208 link, defined 94
enabling WINS proxy agent 180 NetBIOS service access point 54
TCPAP support 153 overview 93-94
used by DNS 402-403 reliable commugications, defined 94
used with broadcast name resolution 205-212 retry and timeout values from lhe Registry, using 95
Named pipes s sessions
new features of 22 ’ breaking the 254-session limit 100103
overview 22 described 98
MNames NameQuery frame 39
accessing aliases on Internet with Gopher Server session limits 99
service 391,393 unreliable communications, defined 94
avoiding DNS naming conflicts 259 Windows NT Browser master browser role §3
case sensitivity of Internet directory names 393 nbtstat command 359, 362-363, 433435
community names, configuring SNMP service 181, 183 MNDIS-compatible network adapter card drivers 11
computer names in DHCP Manager 225 Net-Library architecture
DNS addressing 215-216, 399, 413, 418 client-side 120
domain names used for Internet access 386 configuration of 124
fully qualified domain name (FQDN) 177,216 iliusirations '
hostrame command 359, 430 client-side Net-Library architecture 120
L.AN Manager computer names 293 Net-Library architecture 118
NetBIOS over TCPAP 293 server-side Net-Library architecture 119
primary domair controller (PDC) name for WINS static Net-Library files, table of 124
mappings 285 overview 118
resolution See Name resolution server-side 118
resolving sexver names for M5-DOS-based clients (SQL Win32 DB-Library architecture
Server) 123 dbserverenum function 124
scopes, DHCP 228 overview 121
static mappings See Static mappings resolving server names 121-123
typing computer names for WINS static ' NetBEUL
mappings 284285 Fraime prowcol See NBF
WINS overview 93--94
internet group names 284, 288--289 reliabie communications, defined 94
muliihomed names 284, 288 ' unreliable communications, defined 94
name registration, release, and renewal 210-212 NetBICS
normal group names 284, 288 Extended Uscr Interface See NetBEUIL
providing through DNS service 402-403 gateways, remote access for Windows NT clients 27, 138
special names 290-291 illustration of NetBIOS support 20
WINS Manager display affecting WINS server overview 19-21
comnection 293 server message blocks 21

i 1“)‘:\ d
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NetBIOS over TCP/AP Network interface performance counters 343344
DHCP options 241 : Network interoperability
implementations 202205 described 31
interface, illustration 190 IBM mainframes, integrating with Windows NT
naming conventions 293 buili-in DLC protocol 40
nbtstat command 433-435 centralized management 42
packaging application network requests 190 described 39
state of connections 434-435 DSPU support 42
TCP/IP support 153 NetView support 42
troubleshooting correct computer name 361 SNA Server for Windows NT 40-43
Windows NT services 190 illustrations
NETBIOS.SYS 101-103 NetWare and Windows NT network components 32
Netlogon service SNA Server for Windows NT 41
description 66 Windows NT clients on a NetWare network 34
discovery 67 NetWare, using Windows NT with
pass-through authentication 70 backing up Windows NT NetWare clients 35
pass-through authentication of user accounts 69 Bindery Emulation Mode 35
secure commanication channel 68 logon scripts 35
user anthentication, steps 67 overview 32
NetServerEnum API and Windows NT Browser 79 ’ Windows NT Servers 33
netstaf conunand 359, 362, 363, 435436 Windows NT clients 33
NetView, Windows NT support for 42 UNIX systems, integrating with Windows NT
NetWare networks ~ character and graphics terminal support 36
backing up Windows NT NetWare clients 35 common application support 38
Bindery BEmulation Mode 35 distributed processing support 38
illustrations file transfer and data exchange 37
NetWare and Windows NT retwork components 32 overview 35
Windows NT clients on a NetWare network 34 TCPAP protocot 36
logon scripts 35 Network security
overview of using Windows NT with 32 - See also Security
Remote Access Service (RAS) integration 132 domains
SQL Server connectivity 126 See also Domains
Windows NT Servers, using with 33 ) defined 56
Windows NT clients, using with 33 LAN Manager 2.x domains 57
Network adapter cards seiting up 61-63
changing locally administered address when running DLC trusted domains 59
protocol 110 examples of fogging on
changing the order of DLC bindings 106 to a member of a workgroup 74
configuring for TCPAP 173 to a trusted domain 75
Internct access to an untrusted domain 76
See also Internet to the home domain 75
preparing computers to become Internet gateways 415 without specifying a domain name 77
protocol isolation 379-380 illustrations
IP routers 198, 414 authentication by trusted domain controller 76
multiple See Multthomed computers domain security 57
NDIS-compatible drivers, described 11 initiaf fogon and local databases 74
woubleshooting gateways 3635 local vs. demain logon 65
Network DDE, TCP/P support 153 logging on from a domain workstation 75
Network Device Interface Specification (NDIS) 11, 190 Netlogon reguirements for domain logons 70
Network IDs pass-through anthentication 69
description 194-195 remote logon 72
obtaining official network IDs for Internet 194 . security model 54
used by nodes for handling packets 195 trusted domain 59

workgroup security 56

2
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Network securily {continued)
interactive logon
authentication 71
overview 70-71
local and global groups 63-64
focal vs. doitain logon 65
Netlogon service 70
pass-through authentication 6%
problerms with logons 77-78
remote logon
authentication 73-74
defined 65
overview 71-72
secure communication channel 68
timeout parameters for WAN environments 78
user accounts
global 55
global groups 64
Internet access security 384
local 55
ocal groups G4
location of database for 55, 60°
overview 54
relationship to Guest account 33
ust relationships 60
workgroups 56
Network traffic
See also NBF (NetBEUI Frame protocol)
connection-oriented traffic
adaptive sliding wisidow protocol 97
link timers 98
overview 96
connectionless traffic, described 93
illustrations
adaptive sliding window 97
connection-oriented traffic 96
NBF protocol and the NDIS interface 95
overview of NBF 94
reliabie and onrefiabie communtcations, defined 94
retry and timeout values from the Registry, using 95
Networking architecture
See also Network interoperability; Systems Network
Architecture (SNA)
additional reading 29-30
client-gserver model 14
distributed applications 19
IEEE 802 networking model, described 7
iliustrations '
client-side processing using the redirector 15
communication between OSI layers 6
logical link contro} and media access control
sublayers 8
NetBi0S and Windows Sockets support 20

Networking architecture, illustrations (continned)
NetBIOS gateway architecture 27
(81 reference model 3
PPP architecture 25
Project 802 standards as related to LLC and MAC
jayers 9
provider interface components 18
remote procedure call facility 24
server-side processing using the server 16
transport driver interface 13
transpott protocels 12
Windows NT networking model 10
integrated networking support, features of 3
interoperating with other networks 16
maiislots 22
named pipes 22
NDIS-compatible network adapter card drivers 11
NetBIOS 19-21
OS] reference model, described 5-8
overview of Windows NT networking model 10-11
peer-to-peer networking model 14
provider interface
managing UNC and WNet commands 17
multiple provider router (MPR) 18
multiple UNC provider (MUP) 18
remote access for Windows NT clients
See also Remote Access Service (RAS)
connection sequence 235
features of Remote Access Service 24, 129
NetBIOS gateways 27, 138
PPP protocol 25, 132, 138-139, 370, 408
SLIP protocol 27, 139
remote procedure calls 23
services for Macintosh 28
transport protocols
overview 12
Streams-compliant protocols 13
transport driver interface (TDI) 13
windows N1 Browser 7%
Windows NT redirector 14
Windows NT server companent 16
Windows Sockets 22
NTES file system, security for lnternet access 383, 391

7%

Cw

Objects See MIBs

ODBC See Open Database Connectivity

open {FTP command) 42%

Open Database Connectivity (ODBC)
See also Chenl-server connectivity
described 116

0S8/2-based clients, resolving server names 121
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OS1 reference model
compared with SNA model 109
described 5-8

&

P-node, NetBIOS over TCP/IP implementation 203
Packets
accepting SNMP packets from hosts 184
ARP request or reply packets 193
delivesing 191, 192
firgwalls
description 379
disabling TCPAP routing 381
filtering packets 383
ICMP packets 193, 437, 447
Internet routing 379, 419-421
IP routing 197
name query requests 208
NetBIOS name registration requests 210
ping echo request and echo reply packets 193, 437
use of subnet masks 196-197
Windows NT Browser broadcast datagrams 79
PAD.INF scripts, automating remote logons 141144
Pages ‘
HTML See HyperText Markup Language (HTML)
WWW information 393
Parameters
DHCP MIB objects 455
DHCP options
advanced 253-256
application layer parameters 241
assigning 230-232
changing values 234-235
cHent leases 258
client reservations 235-236
creating new options 232--233
deleting 234
description 230
DHCP Extenstons 242
IP layer paramelers per host 238
IP layer parameterts per intetface 239
link layer parameters per interface 240
NetBYOS over TCPAP 241
predefined 236-242
TCP parameters 240
vendor-specific information 241
Microsoft WINS objects 450-458
Registry parameters
See alse Registry
FTP 331-335
WINS 299, 303--308
Pasg-through authentication of user accounts 69

Pagsword Authentication Protocol {PAP} 135
Passwords
authentication by remote computers 135, 425
clear-text 135, 384, 391
encrypted 68, 135, 425
how Windows NT uses 55
Password Authentication Protocol (PAP) 135
Pausing DHCP service 224
PDCs See Primary domain controllers
Peer-to-peer networking model, described 14
Performance Monitor
See also Monitoring
counters
choosing 338
FTIP Server counfers 347
ICMP counters 339-340
IP counters 341{-342
network interface counters 343-344
TCP counters 345
UDP counters 346
WINS counters 348
monitoring
FTP Server traffic 346-347
TCPAP services 337
WINS server performance 348
using 338
Ping utility
command syntax 360-361, 436-437
diagnosing IP network or patcway failures 193
echo packets 437
troubleshooting IP connections 360-361, 436-437
Pipes See Named pipes
Paoint-to-Point (PPP) protocol 25, 132, 138139, 370, 408

. Primary domain controllers (PDCs)

interdomain frust account G0
logon scripts 49
multiple, avoiding 58
name for WINS static mappings 285
Windows NT Browser master browser 81, 84
Print Manager
connecting to HP printers using DL.C 1190
creating a printer for TCP/AP printing 352-356
Printers ’
creating for TCP/IP printing 352-356
: HP, connecting t using DLC 110
HPMON.DLL priater dover 110
Printing
Ipq command 356, 432
Ipr command 357, 432
TCP/IP priating
creating a printer 352-356
from UNIX clients 354, 357, 374
Internet use or implications 374
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Printing, TCP/IP printing (continued}
new feature 153
overview 349
Request for Comment {(RFC) 349
setting up 351
prompt {(FTP command) 430
Protocol isolation security model for Internel access 379380
Protocols -
See alse specific protocol names
BOOTP 260
Challenge Handshake Authentication Protocol
(CHAP) 135
core protocols included with TCP/AP 133
data stream protocols 116
Domain Name System (DNS) See DNS
heterogeneous networking support 160
HTTP, description 387
Internet access Sec Internet
Password Anthentication Protocol (PAP) 133
Point-to-Point (PPP) protocol 235, 132, 138-139,
370, 408
Routing Information Prowcol (RIP) 180
Serial Line Internet Protocol (SLIP) 27, 139
Shiva Password Authentication Protocol (SPAF) 135
SQL Server, network protocols supported by 117
Tabular Data Stream {TDS) 116
Provider interface .
managing UNC and WNet commands 17
multiple provider ronter (MPR) 18
multiple UNC provider (MUP} 18
Public domain Windows-based utilities, obtaining on
Internet 159, 389, 405
Publishing information, Internet tools See Internet
Pull partners See Replication, WINS servers
Push partners See Repiication, WINS servers
put (FFTP command) 430
pwd (FTP command) 430

Q

quit {FTP command) 430
auote (FTP command) 430

2

RAS See Remote Access Service {RAS)
RASPHONEHLF file 141

rep command 438441

README WRI xix

reev 430

Redirectors, overview 14

7

¥ ndods o Y .
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Registry
creating DEVICE.LOG 145
PHCP advanced configuration parameters 253-256
DLC driver parameters 108
entries searched by SQL Net-Library 119
making LAN Manager 2.x domains visible to Windows
© NT browsers 89
making Windows NT Scrvers visible to LAN Manager
clhients 88
parameters for routing to the Internel 420
remole access paramelers 420
retry values, using 95
timeout values, using %5
tools for working with xix
Windews NT Browser entries 80
WINS parameters 299, 303-308
Reliable commusications
See also Connection-ctiented communicalions
defined 94
Remote Access Service (RAS)
APIs 133
authentication 134-136
automating logon with SWITCH.INE scripts 141-144
call-back security 136
capabilities and functionality 130-139
Challenge Handshake Authentication Protocol
(CHAF) 135
configuting
for Internet access 373-375
for use with TCP/IP [R6-187
Phone Book entries for TCP/IP 187
conneclion
methods 131
sequence 25
data encryption 133, 137
design goals 129
features of 24, 132133
flexible hardware options 137
iljustrations
direct connections to the Internet 409
NetBIOS gateway architecture 27
PPP architecture 25, 138
RAS architectuzre 130
remote chient Internet access 372
shared connection and value-added services 409
using RAS as a simple Internet router 421
using Windows NT as a simple Inlemet routey
using PP 410
using Windows NT as an Infernet access server 411
increased number of simultangous conneclions 133
installing, prevequisites 415
integration with NetWare networks 132
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Remote Access Service (RAS) (continued)

Internet support
See also Internel
connecting compulers 372
coniecting Windows NT to the Internet 412
description 132, 408-410

installing a simple Internet router using PPP 419-421
preparing computers o become Internet gateways 415

Registry parameters 420
using Windows NT as an Internet access
server 411, 412418
value-added services 409
interoperability 137-139
1P addressing 212-213
IP routing 212
name resolution 212
NetBIOS gateways 27
overview 130
RAS Administrator 136
RAS Terminal logons 140
resonrce directory 146
security overview 133-137
SLIP protocol 27, 139
software data compression 133
third-party security hosts 136
troubleshooting scripts using DEVICELOG 145
use of Point-to-Point {PPP) protocol 25, 132, 138~139,
370, 408
using scripts with other Microsoflt RAS clients 145
vs, other remote control solutions 131

Remote logon

See also Logon process; Remote Access Service (RAS)
anthentication 73--74, 134-136 :
automating with SWITCH.INF scripts 141144
connecting Windows NT to the Internet 412
defined 65
illustrations

pass-through authentication 69

remote logon process 72
LAN Manager 2.x setvers 72
overview 71-72
RAS Terminal logons 140

Remote Procedure Call See RPC
Remote systems

designating domain controllers in EMHOSTS
file 317-319

ftp command 428-430

FTP Server service See FTP Server service

nbtstat command 433-435

ping command 360-361, 436437

rcp cemmand 438-441

rexec command 441-442

rsh command 443-444

W ne
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Remote systems {continued)
specifying with LMHOSTS file 315-316
telnet command 444-445
tfip command 446
troubleshooting connections 363
remotehelp (FTP comumand) 430
Removing
See also Deleting
PHCP scopes 229-230
TCP/P compenents [86
rename (FTP command) 430
Replicating
Internet access servers 380
logon sedipts 49
Replication, WINS servers
partners
configuring 277-280, 262
configuring properties 280-2§1
planning 309
starting replication 282
triggering between 281-282
planning frequency 310
pull pariners
configuring replication start titne 293
defining properties 280
description 273
planning 309
Repistry parameters 308
retry count 275 -
triggers 278-280, 281
iroubleshooting configuration 300
push pattners
configuring update count 294
defining properties 281
description 273
plenning 309
Registry parameters 307
retry count 275
triggers 278-280, 281
troubleshooting configuration 300
Registry parameters 306-308
setting interval preferences 293
Requests
ARP request or reply packets 193
handled by SNMP service 219
name query requests 208
NetBIOS name registration requests 210
ping echo request and echo reply packets 193, 437
Reservations, DHCP chients 235-236, 246248
Response timer {T1) 98
Restoring
DHCP database 251
WINS database 301



468 Index

Retrieval {ools, Internet See Internet
rexec command £41-442
Rexec, password authentication 425
rthosts file 439
RETOOLS HLP xix
rmdir {FEP command) 430
route command 198, 442443
Routing See IP routing
RPC
overview 23
TCPAP support 153
rsh command 443-444

S

Scavenging WINS database 294--295
Scope ID
configuring 180
troubleshooting 361
Scopes, administrative See Scopes, DHCP
Scopes, DHCP
activating 229
changing properties 229
chient leases 199, 200, 243245
chent reservations 235-236, 246-248
creating 227-229
description 226
DHCP options 230-242
removing 229-230
Scripts, logon See Logon scripis
Second-class mailslois, described 23
Secure communication channel, Netlogon service 68
Security
See also Network security
call-back 136
Internet access
auditing access with event log 385
file system security 383, 391
firewalls 379, 381, 383
FTP and Telnet logon. security 384
FTP Server service issues 390-391
kiosks, description 378
network protocols and LANs 376
physical isolation of computers 378
protocol isclation 379380
providing full Internet access 382
third-party router security on TCP/IP LANs 380
Windows NT router security on TCP/IP-based
LANs 381
Windows NT user accounts 384
model See Network security
network See Network security
Remote Access Service (RAS) 133-137

s
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Security (continued)

third-party security hosts supported by RAS 136
trust relationships, defined 59

Security Accounts Manager (SAM) 54

send (FTP command) 430

Serial Line Internel Protocol (SLIP) 27, 139
Server message blocks (SMBs) 21, 57
Server trust accounts 68

Server-stde Net-Library architecture 118
Servers

BOOTP 260
DHCP See DHCP, servers
Internet access servers
installing 412418
kiosks, description 378
preparing computers to become Internet gateways 413
replicating 380
security 376-385
server requirements 385
using Windows NT 411, 412-418
LAN Manager 2.x
browser interoperability with Windows NT
browsers 88--89
remote logon 72
overview of Windows NT servers 16
RAS 130
resolving server names for MS-DOS-based clients {(SQL
Server) 123
SQL Server See SQL Server
troubleshooting .
accessing shared resources 78
viewing shared resources 77
WAIS, installing 397
WINS See WINS servers

Service access point {SAP), defined 94
Service praviders, Internet 373, 386, 415
Services

Browser 87

DHCP See DHCP

TTP Server See FTP Scrver service
Internet See hnternct, services
Lpdsve, TCPAP printing 354, 357
Netlogon 66-70

TCP/IP support 153

WINS See WINS

Sessions

LOTE.

a

breaking the 254-session limit 100-103
described 98
illustrations
broadcast of NameQuery Y
NBF and its LSN matrix 100
NETBIOS.SYS matrix 102
top-down view of NetBiOS architecture 102
two NameQueries in Windows NT NBF 101
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Sessions (continued) SQL Server (continued)
NameQuery frame 99 interprocess commaunication mechanisms 117
session Himits 99 _ Net-Library architecture
Setup tools included on the Resource Kit disks xix client-side Net-Library architecture 120
Shared resources configuration of 124
browsing See Windows NT Browser overview 118
trouble accessing 78 server-side Net-Library architecture 118
trouble viewing 77 Win32 DB-Library architecture 121-124
Sharing data between UNIX and Windows NT systems 37 Net-Library files, table of 124
Shiva Password Authentication Protocol (SPAP) 135 network transport protocols 117
Simple Network Management Protocol See SNMP Novell connectivity 126
Single domain model 62 overview 114
Sliding window protocol, described 97 Registry entries searched by Net-Library 119
SMBs See Server message blocks trouble connecting client workstations to 124
SNA hosts, commuricating with, using DLC and SNA 108 Starting
SNA Server for Windows NT 40-43 DHC? Manager 225
SNMP FIP Server service 327
communities Gopher Server service 392
accepting SNMP packets from hosts 184 restarting a down WINS server 301
description 181 WINS Manager 268
sending traps {81 WINS replication 282
configuring WINS service 267, 295
accepting SNMP packets from hosts 184 Static mappings in WINS
agent information 184-186 adding 284-285
security 183184 ) deleting, confirmation messages 293
sending traps 181-183 description 282
with Control Panel 181-182 editing 286
description 218--219 filtering range 287
bandiing requests from hosts 219 importing 286
installing 167, 181 viewing 282-283, 296-297
MIBs See MIBs WINS group names 284, 288--291
TCP/IP support 153,374 status (FIP command) 430
traps Stopping
authentication traps 183 FIP Server service 327
description 219 Gopher Server service 392
destinations 18] WINS service 267
sending 181-182 Streams-compliant protocols, described 13
Sockets Subnet masks
See alse Windows Sockels configuring 174
defined 22 . ] description 196--197
Software data compression in RAS 133 scopes 226--230
SQL Sesver SWITCH.INF scripts, automating remote logons 141144
application programming interfaces 116 ' SYBASE Open Client interface 116
data access mechanisms 115-116 System monitering tools xix
data siream protocols 116 SYSTEM.MDB 249, 250, 294, 255, 301, 302
illustrations Systems Network Architecture (SNA)
clien-side Net-Library architectare 120 See alse SNA Server for Windows NT
levels and interfaces in SQL Server architecture 115 connunicating with mainframes using DLC
Net-Library architecture 118 and SNA 109
server-side Net-Library architecture 119 compared with OS] reference model 109
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T

T1 (response timer) 98
T2 (acknowledgment timer) 98
Tabular Data Stream (TDS) 116
TCP pretocol
description 191192
displaying protocol statistics 435430
headers 192
performance counters 3435
TCP parameters, DHCP options 240
TCP/AP
additional reading 449
advantages 152
components 153-156
configuring
advanced options 178-181
after installing protocol software 171
default gateway 174, 414
for Intemet access 373-375
IP addresses 173
manuaily 172-175
name tesolution search order 177
neiwork adapter cards 173

preparing compaiers to become Internet gateways 416

preventing duplicate IP addresses 172
RAS 186-187
reconfiguring 172, 416
Scope I 180
subnet mask 174
to use DNS 175-177, 417
with DHCP 171, 199
comiectivity utilities 153
core profocols 133
deseription 151
diagnostic tools 153, 359-365
getiing help on utilities 420
heterogeneous networking 160

inctallinn

......... ing
information required 166

options 169-170

procedure 167-170, 416
Internet connectivity 158, 373-375
internetwork support 157-161

TCP/IP, printing {continued)

removing componenis 186
Requests for Comments (RFCs) 155156, 349
support for application interfaces 153
iroubleshooting

database files 303

HOSTS and LMIIOSTS files 365

IP connections 360-361, 436-437
UNIX systems, integrating with Windows NT 36
using with third-party software 1G]
utilitics reference 425447
Windows Sockets interface 152, 153
with Windows NT

overview 190

Windows NT Browser master browser role 83, 84

TDS See Tabular Data Stream

Telnet
literitet access security 384
password authentication 384, 423
running interactive commands 442
starting network service 445
TCPE/IP compatibility 152
telnet command 444445
terminal emulation, starting 444445
troupleshooting 364

using names when connecting to foreign hosts 175, 417

telnet command 444-445
Terminal Emulation Protocol See Telnet
Terminal, RAS logons 140
TFTP, transferring files with tftp command 446
Third-party
router security on TCP/AIP LANs 380
security hosts supported by RAS 136
software, using with TCPAP 161
Ti (inactivity timer) 98
Timers
used by DLC 108
used by NBF 98
Token Ring networks
mainframe connectivity 108
Token Ring drivers, using w1th DLC 106
Tools
See also Diagnostic tocls
inchuded on the Resource Kit disks xix, 389

Internet informatien publishing 100ls Se¢e Internet, teols
Internet locator and refrieval tools See Internet, tools

monitering See Performance Monitor

network interface performance counters 343--344
networking concepts 189-163
printing

creating & printer 352-356

from UNIX clients 354, 357, 374

new feature 153

overview 349

Request for Cornment (RFC)Y 349

setting up 351

L2 ¥
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trace (FTP command) 430

tracert command 447

Transferring files between UNIX and Windows NT
systems 37

Transmission Contrel Pretecel See TCP protocol

Transport Driver Interface (TDI), described 13
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Transport protocels
overview 12
Streams-compliant protocols, described 13
transport driver terface (TDI} 13
Trivial File Transfer Protocol See TFTP
Troubleshooling
accessing shared resources 78§
connections 362-363
DHCP 250
diagnostic tools 359-365
diagnostic utilities xix
FTP Server service 364
gateways 365
HOSTS file 361
HTML documents 395
IP connections 360-361, 436437
LMHOSTS file 362
logon problems 77--7§
logon scripts 51
name resolution problems 361
RAS connecticn scripts using DEVICELOG 145
SQL Server, connecting client workstations to 124
TCP/IAP 359-365
Teinet 364
viewing shared rescurces 77
WINS 299-302
Trust accounts on secure communication channels 68
Trusted domains
access to files 60
changes to compulers 60
defined 59
example of ioggingonto 75
tllustrations
authentication by trusted domain controller 76
trust relationship between two demains 59
interactive logon authentication 71
one-way nature of trust refationships 61
type (FTP command) 430
‘Typographic conventions xxiii

U

UDP protocol
broadcasting name registration and query request
packets 208
description 192
displaying protocol statistics 435-436
performance counters 346
Uniform Resource Locators {URLs) used by HTTP
protocol 393
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UNIX systems
BIND service See DNS
integrating with Windows NT
character-oriented terminal access 36
common application support 3§
distributed processing support 3§
{ile transfer and data exchange 37
graphics terminal support 37
overview 35
TCP/P protoco! 36
rep command 438-441
TCP/IP printing
Intemet use or implications 374
overview 350-357
with Lpdsve service 354, 357
Unreliable communications, defined 94
URLs See Uniform Resource Locators
user (FTP comsnand} 430
User accounts
assigning home directories 46-47
filenames for logon scripts 50
global 55
globsl groups 64
Guest account
Internet access security 384
relationship to 55
interdomain lrust accounts 68
Internet access security 384
focal 55
local groups 64
location of database for 55, 66
overview of network security 54
server trust accounts 68
trust relationships 60
workstation trast accounts 68
User authentication
Netlogon service 6770
remote logon, summary 73-74
User Datagram Protocel See UDP prolocol
User environments
description 45
home directories
assigning 46--47
description 46
specifying in logon scripts or batch files 48
logon scripts
compared with user profiles 49
default directory 49
description 48
environment parameters 52
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User environments, logon scripls (cenfinued)
environment variables 52
L.AN Manager 2.x 50
replicating 4%
treubleshooting 51
Windows for Workgroups 50
user profiles
compared with logen scripts 49
description 45
User profiles
compared with logon scripts 49
description 45
sers, displaying information with finger command 427
Utilities
See also specific command names
included on the Resource Kit disks xix, 389
TCP/IP connectivily applications 153, 374
TCPAP refetence 425-447

Y

Vendor-specific information, DHCP options 241
verbose (FTP command) 430
Viewing WINS database 296297

W

WAIS service
description 387, 396
installing WAIS servers 397
Internet information publishing wol 387
operating 397
requirements 397
WAIS Taoolkit 397-398
WAIS Teolkit
description 387
files included 397
information on using 398§
installing 398
Internet information publishing tool 387
WAIS service 396-397
Wide Area Information Server service See WAIS service
Win32 DB-Library architecture
overview 121
resolving server names
clients based on Windows, Windows NT,
and 0§/2 121 '
MS-D{OS-based clients 123
Windows for Warkgioups, togon scripts 50
Windows Internet Name Service See WINS
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Windows NT Browser
backup browsers
browser failures 86
nember 81
role 84
browse list 79, 83
browser failures 86
browser interoperability with LAN Manager
browsers 88-89
browser roles
baclnp browsers 84
dctcrmining 81 82
election 8182
master browser 83
clients

making Windows NT Servers visible to LAN Manager

clicnts 88
receiving browser information 86
retrieving lists of domains 85
components 87
compuicr announcements 83
datagrams
datagram receiver 87
description 79
domain announcements 85
election 81
description 79
domain announcements 85
domain maasler browser
browser failures 87
domain announcements 85
rele 84
how it works 79
mailslots
breadcast datagrams, described 79
names 88
master browser
browser faflures &b
domain anficuncements 85
election 8182
prisnary domain controller 81, 84
role 83
NetServerEnum APl 79
number of browsers in domains and workgroups 81
server announcements 83
specifying a browser computer 80
Windows NT clients, using on a NelWare network 33
Windows NT Hardware Compalibility List (HCL) 137
Windows NT Scrver
pass-through authentication of user accounts 69
trusted domains 5%
using on a NetWare network 33

o
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Windows NT Services for Macinlosh 28 WINS (continued)

Windows NT with TCPAP, overview 190
Windows Open Services Architecture (WOSA) 38
Windows Soeckets
applications
developing 162
enabling WINS name resolution 208
Internet sources 467
NDIS interface 190
vendors 463
goals 162
interface offered with TCP/IP 152, 153
obtaining information 162-163
overview 22, 161163
using TCP/IP with third-party software 161
Windows-based applications, defined xxiif
Windows-based clients, resolving server names 121
WINS
benefits of using 266
client predefined DHCP options 236-242
configuring TCP/IP 174
database
adding static mappings 284-286
backing up 298-299, 300

performance counters 348
planning strategies 308--310
Registry parameters

backing up 299

editing 303

replication partners 306-308

WINS servers 303-306
servers See WINS servers
service

checking to ensure maintenance of browse list by

Windows NT Browser 85
starting or stopping 267, 295
slatic mappings
adding 284-285
deleting, confirmation messages 293
description 282
editing 286
filtering range 287
importing 286
primary domain controtler (PDC) name 285
typing computer names 284285
viewing 282-283, 296-297
WINS group names 284, 288-291

deleting a specific WINS server's eniries 297 WINS Manager

editing static tappings 286
files 294
moving 302
scavenging 294-295
viewing 296-297
enabling WINS Proxy Agent 180
ensuring that services are running 299
Internet locator tool 388, 405
Manager See WINS Manager
Microsoft WINS objects
Cmd group 460-461
Datafiles group 458
parameters 456-458
Pull group 458-45%
Push group 459
monitoring server performance 348
nairie registration, release, and renewat 210-212
name resolution
compared with DNS 217
described 201
used by DNS 402403
used with broadcast name resolution 205-212
names
internet group names 284, 288-289
multihomed names 284, 288
normal group names 284, 288
primary domain controtler (PDC) name for static
mappings 283
special names 290-291

Petitioner Vonage Holdings Corp. ef al.
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administering WINS servers 268-273
configuting
replication pariner properties 280-281
replication partners 277-280, 292
WINS servers 274-277
displaying server statistics 270-273, 293
getting help on commands 292
setting preferences 292-294
starting 268
starting replication 282
static mappings
adding 284-285
deleting, confirmation messages 293
description 282
editing 286
filtering range 287
importing 286
primary domain controller (PDC) name 285
viewing 282-283, 296-297
WINS group names 284, 288-291
triggering replication between partners 281-282
WINS database
backing up 298-299, 300
compacting 295
deleting a specific WINS server's entries 297
files 294
moving 302
scavenging 294-295
viewing 296--207
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WINS servers
administering 268-273
configuring 274-277
connecting to 269-273, 293
deleting a specific WINS server's entries from
databage 297
displaying statisties 270-273, 293
installing 266-267
overview 263
planning strategy 308-310
Registry parameters 3033006
replication See Replication, WINS servers
restarting and rebuilding 301
WINS.MDB 294, 302
WINS. TMP 301
WINSTMP.MDB 294
Waorkgroups
browsing See Windows NT Browser
defined 56
illustrated 56
inferactive logon authentication 71
averview of network security 30
remote logon authentication 73-74
Workstation trust accounts 68
Waoild Wide Web (WWW)
Sez also HTTP protocol; HyperText Markup
Language (HTML)
description 371, 408
establishing servess, Internet accounts 386
pages 393
WWW Server service, Internet information publishing
tool 387,393
WOSA See Windows Open Services Architecture

X

X Windows 37
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Tools You Need

to Roll Out and Support Word on All Platforms.

Doy, -

6 i

If you need to get users up to speed quickly, customize your
installation of Word, and have somewhere fo turn for answers to
commonly asked questions, the MICROSGET WORD 6 RESOURCE

KIT is your one-stop solution.

END USER

Hw: What new features doss
| o Word G have?

- Gan'Word read iy
! WerdFerfect® files? -

" tricks for Word 62

" What can | do with Word's
| macres?

©-Gan { hare my fles pith

o : -Wi;:;it are the to%itipa and 7

fe

SUFFORT PERSON

How do Icustomize s

. hétioek installation of E
" - Word? : T

What's the best wa'y to

" Introduce Word to my

users?

* How do | troubleshost:

commen problems?

What other resources does

The MICROSOFT WORD 6 RESOURCE KIT
provides all the answers to the questions you
and your users might have.

B [ earn how to install Word over a
network and customize Word to meet
your needs. A customization utility is
included on an accompanying disk.

Get help introducing Word 6 10

% & Microsoft have to support

" experienced Word users and those new
e

. i e to Microsoft Word. The MICROSOFT
S A D WORD 6 RESQURCE KIT includes
information on file conversion,
keystrokes, and menus,

® Train your users. The MICROSOET
WORD 6 RESOURCE KIT disks include
self-paced excrcises, tips and tricks,
and a sample newsletter article about
Word that you can include in your own
group Or company newsletter,

: Word users-on other - <
: _"'platformrs?

Whether you’re moving to Word from another word processor or
simply upgrading from an older version of Word, the MICROSOFT
WORD 6 RESOURCE KIT has all the information and tools you need.

® Support advanced Word users. Besides
answers to common questions, you'll
find technical information on
custornizing user settings, a guide to
supplied macros, and information on
creating custom solutions with Word 6.

Micrasoft Press® books are available wherever quality books are sold and throvgh CompuServe's Electronic Mall—GO MSP.
Call 1-806-MSPRESS for more information or to place a credit card order* Picase refer o BBK when placing your order. Prices subject to change.
*In Canada, contact Macmillan Canada, Attn: Micraseft Press Dept., 164 Commander Blvd., Agincount, Qntario, Canada M1S 3C7, or call 1-800-667-1115.
Cutside the U.S. and Canada, write to lnternational Coardinator, Microsoft Press, One Microsof: Way, Redmond, WA 98052-6399, or fax +{206} 936-7329.
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ooks from Microsoft Press
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11 el V) T
C ANCHIZent L a0ice
or Self-Training

“Each chapter contains a clear
statement of objectives, an appropriately
CONServative esrmale nf' the time it will

LiLL Fee

take you to complete, ana’ a SUMmAary
at the end to recap your progress. The
lessons are well illustrated and point ‘s e
Micrasals® Witdows NI Workstation Step by Step - 0142 both the mouse and keyboard — Micrasft® Office for Windows™ Step by Step

15BN 1-85615-695-2 §29.95 (839,95 Canada) commands needed to pe rform FSBN 1-85625-608-0 $26.95 (53095 Canada)
the various operations.”

PC Magazine
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BXCHL 5.

Step by Step

TWORD 6.

Step by Step

Step by Step.

l\flzcrosoflG Word 6 for Wmdm&s Stcp by Step
ISBN 1-55615-576-X $19.95 (§39.95 Canada)

Micsosoli® Bxcel § for Windows™ Sfep by Step
I3BN 1.55015-587-3 §25.55 (33985 Canada)

Microsoft® Access 2 for Windows™ Step by Step
15BN 1.55615.593.X $29.95 ($35.95 Canadal

The Step by Step interactive book-and-cisk packages are the fastest way to master Microsofte applications.
Geared for fime-sensitive individuals, they offer exceflent seif-paced instruction and include disk-based taforials,

follow-along lessons, and practice exercises. And the information comes directly from Microsoft-—so you can be
assured of technical accuracy.

When it comes fo intelligent training, training that thousands of individuals and hundreds of corporations
are choosing, Microsoft Presse Step by Step books are the natural choice.

_ o

Micrasoft Press® books are available wherever guality books are sold and through CompuServe's Electronic Mall—GO MSP.
Call 1-BO0-MSPRIESS for more information or to place a credil card order.*
Please refer to BBK when placing your order. Prices subject 1o change.
#In Canada, contact Macmitlan Canada, Atin: Microsoft Press Dept:; 164 Commander-Bivd., Agincoust, Cntario, Canada M1S 23C7, orcali 1-800-667-1115.
Outside the 1.8, and Canada, write to International Coordinator, Micresofl Press, Qne Microsoft Way, Redmaond, WA §8052-6359 or fax +(206) 936-7329.
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- 304 pages
- $49.95 ($67.95 Canada)
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A joint research
project by Citibank
N.A,, Coopers & Lybrand,
The Institute of Internal Aunditors,

and Microsoft Corporation

The technology of interconnecting personal workstations, servers, and multiple
wide-area networks, although young in comparison with more traditional
information systems, is affecting every sector of society, This explosion in
technology is not without risks. As organizations and individuals become
increasingly reliant on networked information systems, adequate levels of
security and control over these systems have become critical concerns.
Mission-critical business applications placed on networks need to provide internal
controls, security, and auditing capabilities. '

This book is designed to help managers, network security specialists, auditors,
and users understand the control, security, and audit implications of the
Microsoft® Windows NT Server Operating System.

Microsoft Press® books ate available wherever guality books are sold and through CompuServe’s Electronic Mall—GO MSP.
Call 1-800-MSPRESS for more information or to place a credit card ordesz, *
Please refer to BBK when placing your order. Prices subject to change.
*1Inn Cunada, contact Macmitlan Canadu, Atin: Microsoft Press Depi., 164 Commander Blvd., Agincourt, Omario, Canada M18 3C7, or calf 1-800-667-1115.
Ouiside the ULS. and Canada, write to International Coordinatar, Microsoft Press, One Microsoft Way, Redmond, W4 98052-6399 or fax +{206) 936-7329.

MicrosoftPress|
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NTFS sets a new standard for
reliability and speed in PC,
workstation, and server file
systems, This detailed new book
by Helen Custer, critcally
acclaimed author of Inside
Windows NT, includes the first
discussion of data compression in
Windows NT, describes the file
system’s internal structure, and
explains in detail how NTES
recovers a volume and
reconstructs itself after a system
failure. Aiong with clear

Custer provxdes detalled
information about:

s The NTFS design
w File system recoverability
& HFault-tolerant disk volumes

INSIDE THE WINDOWS NT FILE
SYSTEM is a must-read for anyone
installing or developing for
Microsoft’s advanced operating
system for workstations and
servers.

Microsoft Press® books are available whercver guality books are .
sold and through CompuServe’s Electronic Mall—G O MSP.

Call :-800-MSPRISS for more information or to place a credit card order.”
Please refer to BBK when placing your order. Prices subjeet (o change.
#In Canada, contact Macmiltan Canada, Aun: Microsoft Press Dept., 164
Commandér Blvd., Agincourt, Ontario, Canada M1S 3C7, or call 1-800-667-1145.
Outside the U.S. and Canada, wrile to Intematienat Coordinator, Microsaft Pross,

" "One Microsdft Way, Redmond, W4 98032-639% or fax +{206) 936-7329.




* ' ™ This Exclusive Collection Provides Technical Information About
ln OWS Networking with Windows NT.

This companion volume to the WINDOWS NT RESOURCE GUIDE

Networkln provides detailed, easy-to-read technical information about Microsoft
‘ g Windows NT Workstation and Windows NT Server networking features

. _ to help you better manage Windows NT at your site. It contains specific

Gu1de information for system administrators who are responsible for installing,
maintaining, and integrating Windows NT in a network or multuser
environment,

' Comprehensive Information
Volume 2 of the Y ¢ q
. ® , The WINDOWS NT NETWORKING GUIDE covers:
Microsoft® Windows NT Wisddows NP nctsorinn e N .
. | Windows NT networking architecture and interoperability
Resource Kit

® Windows NT user environments
® Network security and administration
w Using NBF and DLC with Windows NT

® Client-server connectivity and remote access service
with Windows NT

| Installing and configuring Microsoft TCP/IP and SNMP
B Networking concepts for TCP/IP

® Installing and configuring DHCP and WINS servers

= Setting up LMHOSTS
m Using the Microsofti

—— 1T

s e B 1019-16- 1 42588934484 155(23?561
m Internetwork printing %Ngﬁms!, :;lltA?:thL\jg;r ing
32 48

™ Troubleshooting TCPA.
= Using Windows NT as an Internet server and client
w Installing and using Internet server tools

Learn all you need to know about Microsoft Windows NT Workstation
and Windows NT Server networking features with this invaluable

MICROSOFTe reference,
WINDOWSNT-,

ISBN 1-55615-656-1
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