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16. Infrared (IR) PHY specification

16.1 Overview

The physical layer for the infrared system is specified in this clause. The IR PHY uses near-visible light in
the 850 nm to 950 nm range for signaling. This is similar to the spectral usage of both common consumer
devices such as infrared remote controls, as well as other data communications equipment, such as Infrared
Data Association (IrDA) devices.

Unlike many other infrared devices, however, the IR PHY is not directed. That is, the receiver and transmit-
ter do not have to be aimed at each other and do not need a clear line-of-sight. This permits the construction
of a true LAN system, whereas with an aimed system, it would be difficult or impossible to install a LAN
because of physical constraints.

A pair of conformant infrared devices would be able to communicate in a typical environment at a range up
to about 10 m. This standard allows conformant devices to have more sensitive receivers, and this may
increase range up to about 20 m.

The IR PHY relies on both reflected infrared energy as well as line-of-sight infrared energy for communica-
tions. Most designs anticipate that a/f of the energy at the receiver is reflected energy. This reliance on
reflected infrared energy is called diffuse infrared transmission.

This standard specifies the transmitter and receiver in such a way that a conformant design will operate well
in most environments where there is no line-of-sight path from the transmitter to the receiver. However, in an
environment that has few or no reflecting surfaces, and where there is no line-of-sight, an IR PHY system
may suffer reduced range.

The IR PHY will operate only in indoor environments. Infrared radiation does not pass through walls, and is
significantly attenuated passing through most exterior windows. This characteristic can be used to “contain”
an [R PHY in a single physical room, like a classroom or conference room. Different LANs using the IR
PHY can operate in adjacent rooms separated only by a wall without interference, and without the possibil-
ity of eavesdropping.

At the time of this standard’s preparation, the only known regulatory standards that apply to the use of infra-
red radiation are safety regulations, such as IEC 60825-1: 1998 [B2] and ANSI Z136.1-1993 [B1]. While a
conformant IR PHY device can be designed to also comply with these safety standards. conformance with
this standard does not ensure conformance with other standards.

Worldwide, there are currently no frequency allocation or bandwidth allocation regulatory restrictions on
infrared emissions.

Emitter (typically LED) and detector (typically PIN diode) devices for infrared communications are rela-
tively inexpensive at the infrared wavelengths specified in the IR PHY, and at the electrical operating fre-
quencies required by this PHY.

While many other devices in common use also use infrared emissions in the same optical band, these devices
usually transmit infrared intermittently and do not interfere with the proper operation of a compliant IR
PHY. If such a device does interfere, by transmitting continuously and with a very strong signal, it can be
physically isolated (placing it in a different room) from the IEEE 802.11 LAN,
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16.1.1 Scope

The PHY services provided to the IEEE 802.11 wireless LAN MAC by the TR system are described in this
clause. The IR PHY layer consists of two protocol functions as follows:

a) A physical layer convergence function, which adapts the capabilities of the physical medium depen-
dent (PMD) system to the PHY service. This function is supported by the physical layer conver-
gence procedure (PLCP), which defines a method of mapping the TEEE 802.11 MAC sublayer
protocol data units (MPDU) into a framing format suitable for sending and receiving user data and
management information between two or more STAs using the associated PMD system.

b) A PMD system, whose function defines the characteristics of, and method of transmitting and receiv~
ing data through, the wireless medium {WM) between two or more STAs.

16.1.2 IR PHY functions

The IR PHY contains three functional entities: the PMD function, the physical layer convergence function,
and the layer management function. Each of these functions is described in detail below.

The IR PHY service is provided to the MAC entity at the STA through a service access point (SAP) as
described in Clause 12. For a visual guide to the relationship of the IR PHY to the remainder of the system.
refer to Figure 11.

16.1.2.1 PL.CP sublayer

To allow the IEEE 802.11 MAC to operate with minimum dependence on the PMD sublayer, a physical
layer convergence sublayer is defined. This function simplifies the PHY service interface to the IEEE 802.11
MAC services. The PHY-specific preamble is normally associated with this convergence layer.

16.1.2.2 PMD sublayer

The PMD sublayer provides a clear channel assessment (CCA) mechanism, transmission mechanism, and
reception mechanism that are used by the MAC via the PLCP to send or receive data between two or more
STAs.

16.1.2.3 PHY management entity (PLME)

The PLME performs management of the local PHY functions in conjunction with the MAC management
entity. Subclause 16.4 lists the MIB variables that may be accessed by the PHY sublayer entities and intra-
fayer of higher-layer management entities (LMEs). These variables are accessed via the PLME-GET,
PLME-SET, and PLME-RESET primitives defined in Clause 10,

16.1.3 Service specification method and notation

The models represented by figures and state diagrams are intended as illustrations of functions provided. Tt is
important to distinguish between a model and a real implementation. The models are optimized for simplic-
ity and clarity of presentation; the actual method of implementation is left to the discretion of the |IEEE
802.11 IR PHY compliant developer. Conformance to this standard is not dependent on following the model,
and an implementation that follows the model closely may not be conformant.

Abstract services are specified here by describing the service primitives and parameters that characterize
each service. This definition is independent of any particular implementation. [n particular, the PHY-SAP
operations are defined and described as instantaneous; however, this may be difficult to achieve in an imple-
mentation.
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16.2 IR PL.CP sublayer

While the PLCP sublayer and the PMD sublayer are described separately, the separation and distinction
between these sublayers is artificial, and is not meant to imply that the implementation must separate these
functions. This distinction is made primarily to provide a point of reference from which to describe certain
functional components and aspects of the PMD. The functions of the PLCP can be subsumed by a PMD sub-
layer; in this case, the PMD will incorporate the PHY-SAP as its interface, and will not offer a PMD-SAP.

16.2.1 Overview

A convergence procedure is provided by which MPDUs are converted to and from PLCPDUs. During trans-
mission, the MPDU (PLCSDU) is prepended with a PLCP Preamble and PLCP Header to create the
PLCPDU. At the receiver, the PLCP Preamble is processed and the internal data fields are processed to aid in
demodulation and delivery of the MPDU (PSDU).

16.2.2 PL.CP frame format

Figure 101 shows the format for the PLCPDU including the PLCP Preamble, the PLCP Header, and the PSDU.
The PLCP Preamble contains the following fields: Synchronization (SYNC) and Start Frame Delimiter (SFD).
The PLCP Header contains the following fields: Data Rate (DR), DC Level Adjustment (DCLA), Length
(LENGTH), and Cyclic Redundancy Check (CRC). Each of these fields is described in detail in 16.2.4.

| PLCP Preamble || PLCP Header

PSDU

SYNC SFD H DR . DCLA || LENGTH CRC

57- 73 slots 4 slots 3 slots 32 slots 16 bits 16 bits variable number of octets

Figure 101—PLCPDU frame format

16.2.3 PLCP modulation and rate change

The PLCP Preamble shall be transmitted using the basic pulse defined in 16.3.3.2. The PLCSDU, LENGTH,
and CRC fields shall be transmitted using pulse position modulation (PPM). PPM maps bits in the octet into
symbols: 16-PPM maps four bits into a 16-position symbol, and 4-PPM maps two bits into a 4-position
symbol. The basic L-PPM time unit is the slot. A slot corresponds to one of the L positions of a symbol and
has a 250 ns duration. The PLCSDU, LENGTH., and CRC fields are transmitted at one of two bit rates:
1 Mbit/s or 2 Mbit/s. The Data Rate field indicates the data rate that will be used to transmit the PLCSDU,
LENGTH, and CRC fields. The 1 Mbit/s data rate uses 16-PPM (basic access rate), and the 2 Mbit/s data
rate uses 4-PPM (enhanced access rate). The transmitter and receiver will initiate the modulation or demod-
ulation indicated by the DR field starting with the first 4 bits (in 16-PPM) or 2 bits (in 4-PPM) of the
LENGTH field. The PSDU transmission rate is set by the DATARATE parameter in the PHY-
TXSTART.request primitive. Any conformant TR PHY shall be capable of receiving at 1 Mbit/s and 2 Mbit/
s. Transmission at 2 Mbit/s is optional.

A PHY-TXSTART.request that specifies a data rate that is not supported by a PHY instance will cause the
PHY to indicate an error to its MAC instance. A PHY is not permitted under any circumstance to transmit at
a different rate than the requested rate.
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16.2.4 PLCP field definitions
16.2.4.1 PLCP Synchronization (SYNC) field

The SYNC field consists of a sequence of alternated presence and absence of a pulse in consecutive slots.
The SYNC field has a minimum length of 57 L-PPM slots and a maximum length of 73 L-PPM slots and
shali terminate with the absence of a pulse in the last slot. This field is provided so that the receiver can per-
form clock recovery (slot synchronization). automatic gain control (optional), signal-to-noise ratio estima-
tion (optional), and diversity selection {optional).

The SYNC field is not modulated using L-PPM, but instead consists of transitions in L-PPM slots that would
otherwise constitute an illegal symbol. See 16.3.2.1 for legal symbols.

16.2.4.2 PLCP Start Frame Delimiter (SFD) field

The SFD field length is four L-PPM slots and consists of the binary sequence 1001, where 1 indicates a
pulse in the L-PPM slot and 0 indicates no pulse in the L-PPM slot. The leftmost bit shall be transmitted
first. The SFD field is provided to indicate the start of the PLCP Preamble and to perform bit and symbol
synchronization.

The SFD field is not moduiated using L-PPM, but instead consists of transitions in L-PPM slots that would
otherwise constitute an illegal symbol.

16.2.4.3 PLCP Data Rate (DR) field

The DR field indicates to the PHY the data rate that shall be used for the transmission or reception of the
PLCSDU, LENGTH, and CRC fields. The transmitted value shall be provided by the PHY-
TXSTART.request primitive as described in Clause 12. The DR field has a length of three L-PPM slots.
The leftmost bit, as shown below, shall be transmitted first. The IR PHY currently supports two data rates
defined by the slot pattern shown for the three L-PPM slots following the SFD, where 1 indicates a pulse in
the L-PPM slot and 0 indicates no pulse in the L-PPM slot:

| Mbit/s: 000
2 Mbit/s: 001

The DR field is not modulated using L-PPM, but instead consists of transitions in L-PPM slots that would
otherwise constitute an illegal symbol.

16.2.4.4 PLCP DC Level Adjustment (DCLA) field

The DCLA field is required to allow the receiver to stabilize the d¢ level after the SYNC, SFD, and DR
fields. The leftmost bit, as shown below, shall be transmitted first. The length of the DCLA field is 32 L-PPM
slots and consists of the contents shown, where 1 indicates a pulse in the L-PPM slot and 0 indicates no
pulse in the L-PPM slot:

i Mbit/s:  00000000100000000000000010000000
2 Mbit/s: 001000 10001000100010001000100010

The DCLA field is not modulated using L-PPM, but instead consists of transitions in L-PPM siots that
would otherwise constitute an illegal symbol.
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16.2.4.5 PLCP LENGTH field

The LENGTH field is an unsigned 16-bit integer that indicates the number of octets to be transmitted in the
PSDU. The transmitted value shali be provided by the PHYTXSTART.request primitive as described in
Clause 12. The Isb shall be transmitted first. This field is modulated and sent in L-PPM format. This field is
protected by the CRC described in 16.2.4.6.

16.2.4.6 PLCP CRC field

The LENGTH field shall be protected by a 16-bit CRC-CCITT. The CRC-CCITT is the one’s complement
of the remainder generated by the modulo 2 division of the LENGTH field by the polynomial:

o120 50
The protected bits will be processed in transmit order. The msb of the 16-bit CRC-CCITT shall be transmitted

first. This field shall be modulated and sent in L-PPM format. All CRC-CCITT calculations shall be made prior
to L-PPM encoding on transmission and after L-PPM decoding on reception.

16.2.4.7 PSDU field

This field is composed of a variable number of octets. The minimum is 0 (zero) and the maximum is
2500. The Isb of each octet shall be transmitted first. All the octets of this field shall be modulated and sent in
L-PPM format.

16.2.5 PLCP procedures
16.2.5.1 PLCP transmit procedure

All commands issued by the MAC require that a confirmation primitive be issued by the PHY. The confirma-
tion primitives provide flow control between the MAC and the PHY.

The transmit procedure is as follows:

a) Based on the status of CCA, the MAC shall determine whether the channel is clear.

b) Ifthe channel is clear, transmission of the PSDU shall be initiated by a PHY-TXSTART.request with
parameters LENGTH and DATARATE.

¢) The PHY entity shall immediately initiate transmission of the PLCP Preamble and PLCP Header
based on the LENGTH and DATARATE parameters passed in the PHY-TXSTART request. Once the
PLCP Preamble and PLCP Header transmission is completed, the PHY entity shall issue a PHY-
TXSTART.confirm.

d)  Each octet of the PSDU is passed from the MAC to the PHY by a single PHY-DATA request primi-
tive. Each PHY-DATA .request shall be confirmed by the PHY with a PHY-DATA.confirm before the
next request can be made.

e) At the PHY layer each PSDU octet shall be divided into symbols of 2 bits or 4 bits each. The
symbols shall be modulated using L-PPM and transmitted into the medium.

f)  Transmission is terminated by the MAC through the primitive PHY-TXEND.request. The PHY shall
confirm the resulting end of transmission with a PHY-TXEND.confirm.
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16.2.5.2 PLCP receive procedure
The receive procedure is as follows:

a) CCA is provided to the MAC via the PHY-CCA.indicate primitive. When the PHY senses activity on
the medium, it shall indicate that the medium is busy with a PHY-CCA.indicate with a value of
BUSY. This will normally occur during the SYNC field of the PLCP Preamble.

b) The PHY entity shall begin searching for the SFD field. Once the SFD field is detected, the PHY
entity shall attempt to receive the PLCP Header. After receiving the DR and DCLA fields, the PHY
shall initiate processing of the received CRC and LENGTH fields. The data rate indicated in the DR
field applies to all symbols in the latter part of the received PHYSDU, commencing with the first
symbol of the LENGTH field. The CRC-CCITT shall be checked for correctness immediately after
its reception.

¢) If the CRC-CCITT check fails, or the value received in the DR field is not one supported by the
PHY, then a PHY-RXSTART.indicate shall not be issued to the MAC. When the medium is again
free, the PHY shall issue a PHY-CCA.indicate with a value of IDLE.

d) If the PLCP Preamble and PLCP Header reception is successful, the PHY shall send a PHY-
RXSTART.indicate to the MAC: this includes the parameters DATARATE and LENGTH.

In the absence of errors, the receiving PHY shall report the same length to its local MAC, in the
RXVECTOR parameter of the PHY-RXSTART.indicate primitive, that the peer MAC presented to
its local PHY entity in the TXVECTOR parameter of its respective PHY-TXSTART.request.

e}  The received PLCSDU L-PPM symbols shall be assembled into octets and presented to the MAC
using a series of PHY-DATA .indicate primitives, one per octet.

fy  Reception shall be terminated after the reception of the final symbol of the last PLCSDU octet indi-
cated by the PLCP Header’s LENGTH field. After the PHY-DATA.indicate for that octet is issued,
the PHY shall issue a PHY-RXEND.indicate primitive to its MAC.

After issuing the PHY-RXEND.indicate primitive, and when the medium is no longer busy, the PHY
shall issue a PHY-CCA.indicate primitive with a value of IDLE.

rs
—

16.2.5.3 CCA procedure
CCA is provided to the MAC via the PHY-CCA.indicate primitive.
The CCA procedure is as follows:

a)  When the PHY senses activity on the medium, a PHY-CCA.indicate primitive with a value of BUSY
shall be issued. This will normally occur during reception of the SYNC field of the PLCP Preamble.

b) When the PHY senses that the medium is free, a PHY-CCA.indicate primitive with a value of IDLE
shall be issued.

c) Atany time, the MAC may issue a PHY-CCARESET.request primitive, which will reset the PHY’s
internal CCA detection mechanism to the medium not-busy (IDLE) state. This primitive will be
acknowledged with a PHY-CCARESET.confirm primitive.
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16.2.5.4 PMD_SAP peer-to-peer service primitive parameters
Several service primitives include a parameter vector. This vector shall be a list of parameters that may vary

depending on PHY type. Table 68 indicates the parameters required by the MAC or IR PHY in each of the
parameter vectors used for peer-to-peer interactions.

Table 68—IR PMD_SAP peer-to-peer service primitives

Parameter Associated primitive Value
LENGTH RXVECTOR, TXVECTOR 4102101
DATARATE - RXVECTOR., TXVECTOR PHY dependent

16.3 IR PMD sublayer

The IR PMD sublayer does not define PMD SAPs. The mechanism for communications between the PLCP
and PMD sublayers, as well as the distinction between these two sublayers, if any, is left to implementors. In

particular, it is possible to design and implement, in a conformant way, a single sublayer that subsumes the
tunctions of both the PLCP and PMD, presenting only the PHY-SAP.

16.3.1 Overview

The PMD functional, electrical, and optical characteristics required for interoperability of implementations
conforming to this specification are described in this subclause. The relationship of this specification to the
entire [R physical layer is shown in Figure 11.

16.3.2 PMD operating specifications, general

General specifications for the IR PMD sublayer are provided in this subclause. These specifications apply to
both the receive and transmit functions and general operation of a compliant IR PHY.

16.3.2.1 Modulation and channel data rates

Two modulation formats and data rates are specified for the IR PHY: a basic access rate and an ernhanced
access rate. The basic access rate is based on 1 Mbit/s 16-PPM modulation. The 16-PPM encoding is speci-
fied in Table 69. Each group of 4 data bits is mapped to one of the 16-PPM symbols. The enhanced access
rate is based on 2 Mbit/s 4-PPM. The 4-PPM encoding is specified in Table 70. Each group of 2 data bits is
mapped to one of the 4-PPM symbols. Transmission order of the symbol slots is from left to right, as shown
in the table, where a 1 indicates in-band energy in the slot, and a 0 indicates the absence of in-band energy in
the slot.

2
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<
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The data in Table 69 and Table 70 have been arranged (gray coded) so that a single out-of-position-by-one
error in the medium, caused, for example, by intersymbol interference, results in only a single bit error in the
received data, rather than in a multiple bit error.

Table 69—Sixteen-PPM basic rate mapping

Data ' 16-PPM symbol
0000 0000000000000001
0001 0000000000000010
0011 0000000000000100
0010 0000000000001000
0110 0000000000010000
o111 0000000000100000
0101 0000000001000000
0100 0000000010000000
1100 0000000100000000
1101 0000001000000000
1111 0000010000000000 B
1110 0000100000000000
1010 0001000000000000
1011 0010000000000000
1001 0100000000000000
1000 1000000000000000

Table 70—Four-PPM enhanced rate mapping

Data ‘1 4-PPM symbol
00 | 0001
01 | 0010
11 ? 0100
10 f 1000

16.3.2.2 Octet partition and PPM symbol generation procedure

Since PPM is a block modulation method, with the block size less than a full octet, octets have to be parti-
tioned prior to modulation {mapping into PPM symbols).

Octet partition depends on the PPM order being used.

Assume an octet is formed by eight bits numbered 76 5 4 3 2 1 0, where bit 0 is the Isb. Partition the octet as
fotlows:

For 16-PPM, create two PPM symbols:

—  The symbol using bits 3 2 1 0 shall be transmitted onto the medium first.
- The symbol using bits 7 6 5 4 shall be transmitted onto the medium last.
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For 4-PPM, create four PPM symbols:

— The symbol using bits 1 0 shall be transmitted onto the medium first.
— The symbol using bits 3 2 shall be transmitted onto the medium second.
—  The symbol using bits 3 4 shall be transmitted onto the medium third.
—  The symbol using bits 7 6 shall be transmitted onto the medium last.

16.3.2.3 Operating environment

The IR PHY will operate only in indoor environments. [R PHY interfaces cannot be exposed to direct sun-~
light. The IR PHY relies on retlected infrared energy and does not require a line-of-sight between emitter
and receiver in order to work properly. The range and bit error rate of the system may vary with the geometry
of the environment and with natural and artificial illumination conditions.

16.3.2.4 Operating temperature range

The temperature range for full operation compliance with the IR PHY is specified as 0 °C to 40 °C.

2
(o)
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16.3.3 PMD transmit specifications
The following subclauses describe the transmit functions and parameters associated with the PMD sublayer.
16.3.3.1 Transmitted peak optical power

The peak optical power of an emitted pulse shall be as specified in Table 71.

Table 71—Peak optical power as a function of emitter radiation pattern mask

Emitter radiation

pattern mask Peak optical power

Mask 1 2Wx20%

Mask 2 0.55 W £ 20%

16.3.3.2 Basic pulse shape and parameters

The basic pulse width, measured between the 50% amplitude points, shall be 250 + 10 ns. The pulse rise
time, measured between the 10% and 90% amplitude points, shall be no more than 40 ns. The pulse fall
time, measured between the 10% and 90% amplitude points, shall be no more than 40 ns. The edge jitter,
defined as the absolute deviation of the edge from its correct position, shall be no more than 10 ns. The basic
pulse shape is shown in Figure 102.

50% ___

?—250 ns +10 ns —r

o Jitter £10 ns sl Jitter £10 ns

Figure 102—Basic pulse shape
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16.3.3.3 Emitter radiation pattern mask

The standard contains two emitter radiation pattern masks. Mask | is defined in Table 72 and illustrated in
Figure 103. Mask 2 is defined in Table 73 and illustrated in Figure 105.

Table 72—Definition of the emitter radiation pattern mask 1

Declination angle Normalized irradiance
@ <60 >35% 107
- 0<29 ! <22% 107
B 29 a4y <106 x 10+ (044 % 10 P o
43 <a<sT <115% 10 (71 x 10 &
ST <o €74 <208 x 104 - (39 1000
74 < 0590 405X 107 @sx 107 o |

Normalized IR-radiance, Wicm’

100 ¢

]

80 }

601
uwiem

40}

20 R R S

0 ' i — ML VR PP Maximum

t +

g° 10° 20° 30° 40° 50° 80° 70° 8C° 90°

Minimum

Emitting Angle, Degrees

Figure 103-—Emitter radiation pattern mask 1

Following is a description of how to interpret the Mask 1 table and figure. Position the conformant Mask 1
device in its recommended attitude. Define the conformant Mask 1 device axis as the axis passing through
the emitter center and having the direction perpendicular to the floor. The mask represents the irradiance nor-
malized to the total peak emitted power, as a function of the angle between the conformant Mask 1 device
axis and the axis from the emitter center to the test receiver center {declination angle). The distance between
emitter and test receiver is | m. The test receiver normal is always aimed at the emitter center. The azimuth
angle is a rotation angle on the conformant device axis.

A device is conformant if for any azimuth angle its radiation pattern as a function of declination angle falls
within the pattern mask.

Figure 104 is a description of how to interpret the Mask 2 table with reference to Figure 105.
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Table 73—Definition of emitter radiation pattern mask 2

Declination angle Pitch angle Normalized irradiance
o <60 o=0 0.05£ 15%
N a <90 a=0 0.025 + 5%
o100 o=0 <0.015
0<as60 0ot 0.035<1<0.055
0La<60 1020 0.0225<1<0.05
0Laz60 az30 <0.015

0.1 T T T T T T
E 0.075[~ -
®
3 2
g, 0,05 =
5 Yi mw
8 —
0.025 -
0 | | | | |
0 20 40 60 80 100 120 140
&
deg

Declination Angle

Figure 105—Emitter radiation pattern mask 2
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Position the conformant Mask 2 device in its recommended attitude. Define the conformant Mask 2 device
axis as passing through the emitter center and having the direction relative to the device as defined by the
manufacturer. The declination angle plane is as defined by the manufacturer. The mask represents the irradi-
ance normalized to the peak emitted power on the conformant Mask 2 device axis, as a function of the angle
between the conformant device axis and the axis from the emitter center to the test receiver center (declina-
tion angle) in the declination plane. The distance between emitter and test receiver is 1 m. The test receiver
normal is always aimed at the emitter center. The pitch angle is an angle relative to the conformant device
axis which is perpendicular to the declination plane.

The device is conformant if, for a pitch angle of 0 degrees, at any declination angle from 0 to 100 degrees.
and if, for any declination angle from 0 to 60 degrees, at any pitch angle from 0 to 20 degrees, its radiation
pattern as a function of angle falls within the pattern mask.

Other radiation patterns are for future study.

16.3.3.4 Optical emitter peak wavelength

The optical emitter peak wavelength shall be between 850 nm and 950 nm.
16.3.3.5 Transmit spectrum mask

Define the transmit spectrum of a transmitter as the Fourier Transform, or equivalent, of a voltage (or cur-
rent) signal whose amplitude, as a function of time, is proportional to the transmitted optical power.

The transmit spectrum of a conformant transmitter shall be 20 dB below its maximum for all frequencies
above 15 MHz. The transmit spectrum mask is shown in Figure 106.

0dB

20 dB at 15 MHz

20dB _|

|
0 MHz 15 MHz

Figure 106—Transmit spectrum mask

16.3.4 PMD receiver specifications

The following subclauses describe the receive functions and parameters associated with the PMD sublayer.
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16.3.4.1 Receiver sensitivity

The receiver sensitivity, defined as the minimum irradiance (in mW/cm?) at the photodetector plane required
for a frame error ratio (FER) of 4x 107 with a PLCSDU of 512 octets and with an unmodulated background
IR source between 800 nm and 1000 nm with a level of 0.1 mW/cmz, shall be

[ Mbit/s: 2 x 10 mW/cm?
2 Mbit/s: 8 X 10 mW/cm?

16.3.4.2 Receiver dynamic range

The receiver dynamic range, defined as the ratio between the maximum and minimum irradiance at the plane
normal to the receiver axis that assures an FER lower than or equal to 4 X 10™ with a PLCSDU of 512 octets
and with an unmodulated background IR source between 800 nm and 1000 nm with a level of 0.1 mW/cm?,
shall be 230 dB.

16.3.4.3 Receiver field-of-view (FOV)

The receiver axis is defined as the direction of incidence of the optical signal at which the received optical
power is maximum.

The received optical power shall be greater than the values given in Table 74, at the angles indicated, where

“angle of incidence” is the angle of the optical signal relative to the receiver axis, and “received power” is
the received optical power as a percentage of that measured at the receiver axis.

Table 74—Definition of the receiver field of view

Angle of incidence Received power
o200 265%
o o E()O° - T 235%
o < 80° ! - 2 1()"/; o

16.3.5 Energy Detect, Carrier Sense, and CCA definitions
16.3.5.1 Energy Detect (ED) signal

The ED signal shall be set true when IR energy variations in the band between 1 MHz and 10 MHz exceed
0.001 mW/em-.

The ED shall operate independently of the CS. The ED shall not be asserted at the minimum signal level
specified in 16.3.4.1, which is below the level specified in this subclause.

This signal is not directly available to the MAC.
16.3.5.2 Carrier Sense (CS) signal

The CS shall be asserted by the PHY when it detects and locks onto an incoming PLCP Preamble signal.
Conforming PHY's shall assert this condition within the first 12 us of signal reception, at the minimum signal
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level equal to the receiver sensitivity specified in 16.3.4.1, with a background IR level as specified in
16.34.1.

The CS shall be deasserted by the PHY when the receiving conformant device loses carrier lock.
NOTE—The 12 ps specification is somewhat less than the minimum length of the PLCP SYNC interval. which is 14.25 ps.

The CS shall operate independently of the ED and shall not require a prior ED before the acquisition and
assertion of CS. This permits reception of signals at the minimum signal level specified in 16.3.4.1, even
though these signals fall below the ED level.

This signal is not directly available to the MAC.
16.3.5.3 CCA

CCA shall be asserted “IDLE™ by the PHY when the CS and the ED are both false, or when ED has been
continuously asserted for a period of time defined by the product of dotl |CCAWatchdogTimerMax and
dot1 ICCAWatchdogCountMax without CS becoming active. When either CS or ED go true, CCA is indi-
cated as “BUSY” to the MAC via the primitive PHY-CCA.indicate. CS and DE behavior are defined in
16.3.5.2.

Normally, CCA will be held “BUSY” throughout the period of the PLCP Header. After receiving the last
PLCP bit and the first data octet, the PHY shall signal PHY-RXSTART.indicate with the parameters
LENGTH and RATE. CCA shall be held “BUSY” until the number of octets specified in the decoded PLCP
Header are received. At that time the PHY shall signal PHY-RXEND.indicate. The CCA may remain
“BUSY™ after the end of data if some form of energy is still being detected. The PHY will signal PHY-
CCA.indicate with a value of IDLE only when the CCA goes “CLEAR.”

The transition of CCA from “BUSY” to “IDLE” is indicated to the MAC via the primitive PHY-CCA.indicate.

If CS and ED go false betore the PHY signals PHY-RXSTART.indicate, CCA is set to “IDLE” and immedi-
ately signaled to the MAC via PHY-CCA.indicate with a value of IDLE. If CS and ED go false after the
PHY has signaled PHY-RXSTART.indicate, implying that the PLCP Header has been properly decoded,
then the PHY shall not signal a change in state of CCA until the proper interval has passed for the number of
octets indicated by the received PLCP LENGTH. At that time, the PHY shall signal PHY-RXEND.indicate
with an RXERROR parameter of CarrierLost followed by PHY-CCA.indicate with a value of IDLE.

The transition of CCA from “CLEAR” to “BUSY™ resets the CCA watchdog timer and CCA watchdog
counter. dot! [CCAWatchdogTimerMax and dot] 1CCAWatchdogCountMax are parameters available via
MIB entries and can be read and set via the LME.

Rise and fall times of CCA relative to the OR’ing of the CS and ED signals shall be less than 30 ns. C'S and
ED are both internal signals to the PHY and are not available directly to the MAC, nor are they defined at
any exposed interface.

16.3.5.4 CHNL_ID

For the IR PHY, CHNL 1D = X'01" is defined as the baseband modulation method. All other values are not
defined.
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16.4 PHY attributes

PHY attributes have allowed values and default values that are PHY dependent. Table 75 and Table 76 describe
those values, and further specify whether they are permitted to vary from implementation to implementation.

Table 75 does not provide the definition of the attributes, but only provides the IR PHY-specific values for
the attributes whose definitions are in Clause 13.

Table 75—IR PHY MIB attributes

PHY MIB object Default value ()perathnal Operational behavior
semantics
dott /CCAWatchdogTimerMax | Implementation i Dynamic A contormant PHY may set this via
dependent the LME
dotl 1CCAWatchdogCountMax Implementation Dynamic A conformant PHY may set this via
¢ dependent the LME
dott 1 CCAWatchdogTimerMin 22 s Static . Identical for all conformant PHY's
dotl1CCAWatchdogCountMin 1 Static i ldentical for all conformant PHY's
dotl I SupportedDataRatesTx Implementation Static All conformant PHY's must include
dependent the value X'02' (1 Mbit/s).
dotl 1SupportedDataRatesRx Implementation Static All conformant PHY's must include
dependent the values X'02' (1 Mbit/s) and
. X'04' (2 Mbit/s),
dot! 1PhyType 03 Static Identical for all conformant PHY's
dotl 1PhyTempType X'or Static [dentical for all conformant PHY's
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The static IR PHY characteristics, provided through the PLME-CHARACTERISTICS service primitive, are
shown in Table 76. The definitions of these characteristics are in 10.4.3.

Table 76—IR PHY characteristics

Characteristic Value
aSlotTime 8 ps
CaSIFSTime - 10 s
aCCATime 5 us
avaTxTumamund‘l‘inﬁ - 0us -
aTxPLCPDelay . Implementors may choose any value for this delay as long as
i the requirements of aRxTxTurnaround Time are met.
| aR<PLCPDely s
| aRxTxSwitchTime 0 s
7 u'IFx“R;d;;OnTime 0 ps
al'x.R.amgl()ﬁ'l*ime 0 us
aTxRFDelay B ..ll;gﬁgr‘nentors may choose any value for this delay as“l;mg as

the requirements of aRx TxTurnaroundTime are met.

aRxREDelay . Implementors may choose any value for this delay as long as
the requirements of aSIFSTime and aCCATime are met.

aAirPropagationTime : 1 us
aMACProcessingDelay : i 2us
aPreamt;;eLength . 16 ps (1 Mbit/s)
20 ps (2 Mbit/s)
aPL.CPHcaderLength 41 ps (1 Mbit/s; .
25 ps (2 Mbit/s)
7 aMPDUDurationkactor - 0 |
aMPDUMaxLength - 2500 N
aCWmin B N 63
A;CWmax . 1023
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Annex A

(normative)

Protocol Implementation Conformance Statement (PICS)
proforma

A.1 Introduction

The supplier of a protocol implementation that is claimed to conform to ISO/IEC 8802.11: 1999 shall com-
plete the following PICS proforma.

A completed PICS proforma is the PICS for the implementation in question. The PICS is a statement of
which capabilities and options of the protocol have been implemented. The PICS can have a number of uses,
including use

a) By the protocol implementor, as a checklist to reduce the risk of failure to conform to the standard
through oversight;

b) By the supplier and acquirer, or potential acquirer, of the implementation, as a detailed indication of
the capabilities of the implementation, stated relative to the common basis for understanding pro-
vided by the standard PICS proforma;

c) By the user, or potential user, of the implementation, as a basis for initially checking the possibility
of interworking with another implementation (note that, while interworking can never be guaran-
teed, failure to interwork can often be predicted from incompatible PICS proformas);

d) By a protocol tester, as the basis for selecting appropriate tests against which to assess the claim for
conformance of the implementation.

A.2 Abbreviations and special symbols

A.2.1 Status symbols

M mandatory

0 optional

O.<n> optional, but support of at least one of the group of options labeled by the same numeral <n>
is required

pred: conditional symbol, including predicate identification

A.2.2 General abbreviations

N/A not applicable
AD address function capability
CF implementation under test (IUT) configuration
FR MAC frame capability
FS frame sequence capability
PC protocol capability
PICS protocol implementation conformance statement
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A.3 Instructions for completing the PICS proforma

A.3.1 General structure of the PICS proforma

The first part of the PICS proforma, Implementation identification and Protocol summary, is to be completed
as indicated with the information necessary to identify fully both the supplier and the implementation.

The main part of the PICS proforma is a fixed questionnaire, divided into subclauses, each containing a
number of individual items. Answers to the questionnaire items are to be provided in the rightmost column,
either by simply marking an answer to indicate a restricted choice (usually Yes or No) or by entering a value
or a set or a range of values. (Note that there are some items where two or more choices from a set of possi-
ble answers may apply. All relevant choices are to be marked in these cases.)

Each item is identified by an item reference in the first column. The second column contains the question to
be answered. The third column contains the reference or references to the material that specifies the item in
the main body of ISO/IEC 8802-11: 1999. The remaining columns record the status of each item, i.e.,
whether support is mandatory, optional, or conditional, and provide the space for the answers (see also
A.3.4). Marking an item as supported is to be interpreted as a statement that all relevant requirements of the
subclauses and normative annexes, cited in the References column for the item, are met by the implementa-
tion.

A supplier may also provide, or be required to provide, further information, categorized as either Additional
Information or Exception Information. When present, each kind of further information is to be provided in a
further subclause of items labeled A</> or X</>, respectively, for cross-referencing purposes, where </> is
any unambiguous identification for the item (e.g., simply a numeral). There are no other restrictions on its
format or presentation.

The PICS proforma for a station consists of A.4.1 through A.4.4 inclusive, and at least one of A.4.5, A.4.6,
or A.4.7 corresponding to the PHY implemented.

A completed PICS proforma, including any Additional Information and Exception Information, is the PICS
for the implementation in question.

NOTE—Where an implementation is capable of being configured in more than one way. a single PICS may be able to
deseribe all such configurations. However, the supplier has the choice of providing more than one PICS, each covering
some subset of the implementation’s capabilities, if this makes for easier and clearer presentation of the information.

A.3.2 Additional information

Items of Additional Information allow a supplier to provide further information intended to assist in the
interpretation of the PICS. It is not intended or expected that a large quantity of information will be supplied,
and a PICS can be considered complete without any such information. Examples of such Additional Infor-
mation might be an outline of the ways in which an (single) implementation can be set up to operate in a
variety of environments and configurations, or information about aspects of the implementation that are out-
side the scope of this standard but have a bearing upon the answers to some items.

References to items of Additional Information may be entered next to any answer in the questionnaire, and
may be included in items of Exception Information.
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A.3.3 Exception information

It may happen occasionally that a supplier will wish to answer an item with mandatory status (after any con-
ditions have been applied) in a way that conflicts with the indicated requirement. No preprinted answer will
be found in the Support column for this. Instead, the supplier shall write the missing answer into the Support
column, together with an X</> reference to an item of Exception Information, and shall provide the appro-
priate rationale in the Exception Information item itself.

An implementation for which an Exception Information item is required in this way does not conform to
ISO/IEC 8802-11: 1999.

NOTE—A possible reason for the situation described above is that a defect in ISO/IEC 8802-11: 1999 has been
reported. a correction for which is expected to change the requirement not met by the implementation.

A.3.4 Conditional status

The PICS proforma contains a number of conditional items. These are items for which both the applicability
of the item itself, and its status if it does apply, mandatory or optional, are dependent upon whether or not
certain other items are supported.

Where a group of items is subject to the same condition for applicability, a separate preliminary question
about the condition appears at the head of the group, with an instruction to skip to a later point in the ques-
tionnaire if the Not Applicable (N/A) answer is selected. Otherwise, individual conditional items are indi-
cated by a conditional symbol in the Status column.

A conditional symbol is of the form “<pred>:<S>", where “<pred>" is a predicate as described below, and
“<8>" i5 one of the status symbols M or O.

If the value of the predicate is true, the conditional item is applicable, and its status is given by S: the support
column is to be completed in the usual way. Otherwise, the conditional item is not relevant and the N/A
answer is to be marked.

A predicate is one of the following:
a)  An item-reference for an item in the PICS proforma: the value of the predicate is true if the item is
marked as supported, and is false otherwise.
b) A boolean expression constructed by combining item-references using the boolean operator OR: the

value of the predicate is true if one or more of the items is marked as supported, and is false otherwise.

Each item referenced in a predicate, or in a preliminary question for grouped conditional items, is indicated
by an asterisk in the Item column.
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A.4 PICS proforma—ISO/IEC 8802-11: 19997

A.4.1 Implementation identification

Supplier

Contact point for queries about the PICS

Implementation Name(s) and Version(s)

Other information necessary for full identification, e.g.,
name(s) and version(s) of the machines and/or operating
systems(s), system names

NOTES

1—Only the first three items are required for all implementations. Other information may be completed as appropriate in
meeting the requirement for full identification.

2—The terms Name and Version should be interpreted appropriately to correspond with a supplier’s terminology (e.g..
Type, Series, Model).

A.4.2 Protocol summary, ISO/IEC 8802-11: 1999

ldentification of protocot standard ISO/IEC 8802-11: 1999
Identification of amendments and corrigenda to this - Amd, : (orr
PICS proforma that have been completed as part of this

PICS - Amd. Corr.
Have any exception items been required? Yes U Nod

(See A.3.3; the answer Yes means that the implementa-
tion does not conform to 1SO/IEC 8802-11: 1999.)

Date of statement {dd/mm/yy)

?("r)pyrig'h! release for PICS proforma: Users of this standard may freely reproduce the PICS proforma in this annex so that it can be
used for its intended purpose and may further publish the completed PICS.

244 Copyright © 1999 IEEE. All rights reserved.

Microsoft Corporation
Exhibit 1019-00260



MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS

A.4.3 IUT configuration

ANSI/IEEE Std 802.11, 1999 Edition

Item IUT configuration | References | Status Support
What is the configuration of the [UT?
*CF1 Access Point (AP) 52 0.1 Yes ANo Q3
* CF2 Independent station (not an AP) 5.2 0.1 Yes A No O
*CF3 Frequency-Hopping spread spectrum 0.2 Yes A No Qd
(FHSS) PHY for the 2.4 GHz band
*(Cr4 Direct Sequence Spread Spectrum 0.2 Yes A No Ul
(DSSS) PHY for the 2.4 GHz band
* CFs Intrared PHY 0.2 Yes 1 No 4
A.4.4 MAC protocol
A.4.4.1 MAC protocol capabilities
Item Protocol capability References Status Support
Are the following MAC protocol capabilities
supported?
PC1 Authentication service 5.43.1, M Yes I No O
5432,
5.7.6.5.7.7,
8.1, Annex C
PCl1.1 Authentication state 55 M Yes L No U
PC1.2 Open System authentication 8.1.1 M Yes U NoQ
PC1.3 Shared Key authentication 8.1.2,8.3 PC2:M Yes A NodN/AQ
* PC2 WEP algorithm 5.4.3.3, 82, 0] Yes dNo
Annex C
PC2.1 WEP Encryption procedure 8.2.3.8.2.4, PC2:M | YesUNoNAD
L 8.25
|
PC2.2 WEP Decryption procedure | 8.2.3.824, | PC2:M | Yes I NoWNAQ
825 : !
PC2.3 Security services management | 83 M Yes W Nold
PC3 Distributed Coordination function 9.1.9.2, ‘M Yes 1 No 1
Annex C ;
PC3.1 Net Allocation Vector (NAV) 9.2.1,9.2.5, M Yes dNo
function 9.3.2.2
PC3.2 [nterframe space usage and timing 9.2.3.9.2.5, M Yes dNo O
9.2.10
PC3.3 Random Backoft function 9.2.4 M Yes JJ No O
PC3.4 DCF Access procedure 9.2.5.1, M ! Yes dNo U
9.2.5.5
PC3.5 Random BackofY procedure 9252 M Yes dNod
PC3.6 Recovery procedures and 9253 M Yes d No 4
retransmit limits
PC3.7 RTS/CTS procedure 9254, M Yes O No
9.2.5.6,
9257
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A.4.4.1 MAC protocol capabilities (continued)

Item Protocol capability References Status Support
PC3.8 Directed MPDU transfer 9.2.6 M Yes A No
PC3.9 Broadeast and multicast MPDU 927 M Yesd No
transfer
PC3.10 MAC level acknowledgment 9.2.2, M Yes {1 No U
9.2.8
PC3.11 Duplicate detection and recovery 929 M Yes 1 No il
*PC4 Point coordinator (PC) 9.1, 9.3, CF1:0 Yes A NoWN/AQ
Annex C
PC4.1 Maintenance of CFP structure 93.1,932 | PCAM | YesOdNoldNAU
and timing ,
PC4.2 PCF MPDU transfer trom PC 9.3.3 PC4:M Yes J No 2 N/A L
* PC43 PCF MPDU transfer to PC 9.3.3 PC4:0 Yes ONodN/AQ
PC4.4 Overlapping PC provisions 9332 PC4&M  YesTONoON/A LU
PC4.5 Polling list maintenance 9.3.4 PC4.3: Yes U NodN/AQ
M
* PCS CF-Pollable 9.1,9.3, CF2:0 Yes d No O N/A L
Annex C
PC5.1 Interpretation of CFP structure 9.3.1,93.2 PCS:M Yes O No TIN/AQ
and timing
PC5.2 PCF MPDU transfer to/from 9.3.3 PC5:M Yes D No O N/AQ
and CF-Pollable STA
PC5.3 Polling list update 9.34 PC5:M Yes 0 No N/AQ
PCé6 FFragmentation 92.94, M Yes 3 No
Annex C
PC7 Defragmentation 9.2,9.5, M Yes A No O
. Annex C
PC8 MAC data service C 91 5,98, M Yes L No 1
Annex C
PC8.1 Reorderable-Multicast service class 9.8 M " YesTINo(
PC8.2 StrictlyOrdered service class 9.8 0 Yes L3 No U
PCY Multirate support | 9.6, M Yes LI NoQ
Annex C
*PC10 Multiple outstanding MSDU support 9.8, (0] | YesdNoll
Annex C
PC10.1 Multiple outstanding MSDU 9.8 PCIOM  Yes O NoN/A U
transmission restrictions
PCI11 Timing synchronization 111, M Yes W No [l
Annex C :
PCII.1 Timing in an infrastructure 11.1.1.1, CFI:M | YesONoTIN/AQ
network 11.1.4
PC11.2 Timing in an Independent BSS I1.1.1.2, CF2:M Yes 1O No LJN/A O
(1BSS) 11.1.4
PC11.3 Beacon Generation function 11.1.2 M Yes d No I N/A L
PC11.5 TSF synchronization and accuracy 11.1.2 M Yes dNod
PCI1.5 [nfrastructure BSS initialization L IR13 . CFI:M Yes O No O N/A D
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ltem Protocol capability References Status Support
PCLL.6 Independent BSS initialization 11.1.3 CF2:M Yes dNoOdN/AQ
PC11.7 Passive scanning 11.1.3 CF2:M Yes ANo IIN/A U
PCI18 Active scanning 11.1.3 CF2:M Yes ONo LIN/A L
PCILY Probe response 11.1.3 M Yes dNo Jd
PCI11.10 Hop Synchronization function 11.1.5 CF3:M Yes D No QO N/A T
PC12 Infrastructure power management 11.2.1, M Yes U No O
Annex C
PC12.1 Station power management modes 11.2.1.1, CF2:M Yes O NodN/AQ
11.2.1.8
PCl12.2 TIM transmission 11.2.1.2, CF1:M Yes ONoOON/ACQ
11.2.1.3
PCi2.3 AP function during CP 11.2.1.4 CFI:M Yes d NodN/A Q)
PC12.4 AP function during CFP 11.2.1.5 PC4M Yes O No O N/AQ
PC12.5 Receive function during CP 11.2.1.6 CF2:M Yes O NoON/AD
PCi2.6 Receive function during CFP 11.2.1.7 PC5s:M Yes A NoQON/AQ
PC12.7 Aging function 11.2.1.9 CFi:M Yes O No OIN/AQ
PC13 IBSS power management 11.2.2, CF2:M Yes O NodN/A O
Annex C
PCI13.1 Initialization of power 11.2.22 CI2:M Yes O NoUN/ADQ
management
PC13.2 STA power state transitions 11223 , CF2:M Yes A No L NA QD
PC13.3 ATIM and frame transmission 11.2.2.4 CF2:M Yes (A No IN/A L)
[ PCla | Association and reassociation 54.5.7, M YesdNol
]Aln‘r:‘;;zx C i
PCl4.1 Association state 5.5 M Yes d NoQd
PC14.2 STA association procedure 11.3.1 CF2:M Yes O No ON/AQ
PCI14.3 AP association procedure 11.3.2 CFI:M Yes I NoON/A QD
PCl14.4 STA reassociation procedure 11.3.3 CF2:M Yes ANoIN/AQ
PC14.5 AP reassociation procedure 1134 CFIM | YesONoJIN/AU
_]’Cl5 ) Managcmcnl information base (MIB)' S Xnm,\ D 3V M - Yes d No 1
PCl15.1 dot} ISMTbase, Annex D [ M Yes 1 No U1
dotl I SmtAuthenticationAlgorithms !
* PCL5.2 dotl ISMTprivacy Annex D PC2:M Yes Tl No U N/AQ
PCI5.3 dotl IMACbase. dot1 1CountersGroup, Annex D M Yes 1 No
dot11MacGroupAddresses
* PCI54 dot] IMAC Statistics Annex D O Yes O No
PCI15.5 dotl 1Resource TypelD Annex D M Yes (A No
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A.4.4.2 MAC frames

ftem MAC frame ' References Status ! Support
" Is transmission of the following 7, Annex C
MAC frames supported?
FTI1 . Association request 7 CF2:M Yes dNo O N/AQ
12 | Association response 7 CF1:M Yes D No I N/AQ
FT3 | Reassociation request 7 - CFam Yes O No ON/A QD
FT4 Reassociation response 7 CFI:M Yes A No LIN/A D
FT5 Probe request 7 CF2:M Yes I No I N/A D
FT6 ;. Probe response 7 M Yes A No
F17 ! Beacon 7 M Yes A No QO
FT8 ATIM 7 L CF2:M S Yes U NodN/AQ
FT9 Disassociation 7 M Yes O No 23
FT10 Authentication ] M Yes A No 3
FT11 Deauthentication 7 ( M Yes dNo
FT12 O PS-Poll 7 CE2M Yes £ No QI N/A 01
FTI13 RTS 7 M Yes Lt No
FT14 LCTS L7 M Yes I No 0
FT15 . ACK 7 ‘ M Yes . No U
FT16 .~ CF-End 7 PC4:M Yes d No AN/A QD
FT17 ‘ CF End+CF-Ack 7 PCa:M Yes A No ON/A
FT18 . Data 7 M | YesdNo
FT19 : Data + CF-Ack P 7 (PC4 or Yes LI No ON/A QO
‘ - PCS:M
FT20 Data + CF-Poll o7 PC4.3:M Yes O No I N/A QD
FT21 ’ Data + CF-Ack+CF-Poll | 7 PC4.3:M Yes  No IN/A D
FT22 Null 7 M Yes 0 No 0
FT23 | CF-Ack (no data) 7 L (PC4 OR P Yes I No QI N/A D
i PC5H)M
FT24 CF-Poll (no data) | 7 PC4.3:M Yes Jd No I N/A QD
FT25 CF-Ack+CF-Poll (no data) 7 PC4.3:M " Yes ONo AN/A D
Is reception of the following MAC 7, Annex C
frames supported?
FR1 Association request 7 CFi:M Yes A No U N/AQ
FR2 Association response 7 CF2:M Yes O NoQN/A D
FR3 ¢ Reassociation request 7 . CFI:M Yes 3 No ON/AQ
FR4 Reassociation response 1 7 ; CF2:M - Yes A No ON/A Q]
FRS I Probe request 7 M Yes 1 No 2
FR6 Probe response 7 M © YesdNod
FR7 . Beacon 7 M Yes 0 No O
FRS ‘ ATIM 7 CF2:M Yes O No dN/AU
FR9 Disassociation <7 M Yes 1 No
FR10 Authentication 7 M : Yes 3 No
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A.4.4.2 MAC frames (continued)
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[tem MAC frame References i Status Support
FRI1 Deauthentication 7 M Yes A NoU
FRI2 PS-Poll 7 CFI:M Yes O No O N/A D
FRI13 RTS 7 M Yes JNo O
FR14 CTS L7 M Yes I Nod
FR135 ACK 7 M Yes 3 Nod
FR16 CF-End 7 M Yes O No O
FR17 CF End+CF-Ack 7 M Yes I No
FR18 Data 7 M Yes A No U
FR19 Data + CF-Ack 7 M Yes dNod
FR20 Data + CF-Poll 7 PC3:M Yes A No O N/AQ
FR21 Data + CF-Ack+CF-Poll 7 PC5:M Yes O Noe O N/A QD
FR22 | Null 7 M Yes dNo
FR23 ’ CF-Ack (no data) 7 (PC4 or Yes 3 No O N/AQ
! PC5)M
FR24 i CF-Poll (no data) 7 PC5:M Yes INoON/A T
FR25 CF-Ack+CF-Poll (no data) 7 PC5:M ( Yes ONoQON/ADQ
A.4.4.3 Frame exchange sequences
Item Frame exchange sequence References Status ‘ Support
Are the following frame sequences i
supported? 1
FS1 Basic frame sequences 9.7, Annex C M w‘ Yes L No U
FS2 CF-Frame sequences 9.7. Annex C (PC4 OR PC5):M : Yes L No U N/A T

A.4.4.4 MAC addressing functions

Item MAC Address function References Status Support
Are the following MAC Addressing
functions supported?
ADI1 STA universal individual 1533, M Yes d No
IEEE 802 address {7133 |
‘ |
AD2 BSS identifier generation L7133, | M Yes INo U
1113 i
- Annex C |
i ]
AD3 Receive address matching ‘ 7.1.3.3, i M Yes O NoON/AJ
| 7.2.2, {
‘ Annex C i 1
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A.4.5 Frequency-Hopping PHY functions

ftem Protocol feature References Status Support
Which requirements and options does the
PHY support?
FH1 | PHY service primitive parameters
FHI.1 TXVECTOR parameter: LENGTH 14.2.2.1 M Yes W No O
FHI1.2 - TXVECTOR parameter: PLCPBITRATE | 14.2.2.2 M | YesUNoQ
FHI1.2.1 - PLCPBITRATE = X'00" (1.0 Mbit/s) 14222 M ' Yes dNo O
*  FH1.22 PLCPBITRATE = X'02' (2.0 Mbit/s) 14.2.2.2 O Yes ANo Jd
FH1.3 | RXVECTOR parameter: LENGTH C14.2.3.1 M ! Yes ONo O
FHI1.4 RXVECTOR parameter: RSSI 14232 O Yes U Nod
FH2 PLCP frame format ‘ { o
FH2.1 PLCP Preamble: Sync 14.3.2.1.1 M ' YesUNod
FH2.2 PLCP Preamble: Start Frame Delimiter 14.3.2.1.2 M Yes dNo 1
FH2.3 PLCP Header: 1.ength Word 14.3.2.2.1 M Yes ONo
FH2.4 PL.CP Header: Signaling field 14.3.2.2.2 M Yes dNo U
FH2.5 PLCP Header: Header Error Check 14.3.2.2.3 M Yes U No
FH2.6 PLCP Data Whitener: Scrambling and L 14323, M Yes A No U
bias suppression encoding | 143311
Tﬁg PLCP Transmit procedure
FH3.1 | Transmit: transmit on MAC request | 14.3.3.1.1 M © Yes ANo O
F13.2 Transmit: format and whiten frame / 14.3.3.1.1 M ‘ Yes A No O
Fl3.3 ' Transmi: Timing 143301 M Yes 1No 3
FH4 PLCP CS/CCA procedure T T
FH4.] | CS/CCA: perform on a minimum of one C 14.3.3.2.1 | M | Yes O No
. antenna 3
FH4,2. CS/CCA: Detect preamble starting up to l 14.3.3.2.1 M : YesUNol
20 us after start of slot time J ‘ L
FH4.3 CS/CCA: Detect preamble starting at 143321 M - YesUNo O
least 16 Ws prior to end of slot time |
FH4.4 1 CS/CCA: Detect random data ‘ 14.3.3.2.1 M I YesdNod
FH4.5 CS/CCA: Perform on antenna with L 143321 0 M Yes O No O
essentially same gain and pattern as
transmit antenna :« ]
FH4.6 | CS/CCA: Detect valid SED and PLCP | 14.3.3.2.1 | M Yes 0 No 0
. header i ;
FH4.7 ‘ CS/CCA: Maintain BUSY indication 14.3.3.2.1 M ‘es I No 1
- until end of length contained in valid
PLCP header
FH5 - PLCP Receive procedure
FHS.1 Receive: Receive and dewhiten frame 14.3.33.1 M Yes I No Q
FH6 . PHY LME |
FH6.1 PLME: Support FH sync ; 14.4.2.2 M Yes 2 No
FH6.2 | PLME: Support PLME primitives 14432 0 Yes O No O
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Item Protocol feature References Status | Support
FH7 ! Geographic area specific requirements
* FH7.1 Geographic areas
FH7.1.1 | North America 1462 0.1 | YesONoQ
FH7.1.2 . Most of Europe ! 14.6.2 O.1 Yes dNo U
FH7.1.3 Japan i4.6.2 0.1 - Yes dNo U
FH7.14 | Spain 1462 0.1 ' Yes dNoJ
FH7.15  France 14.6.2 0. " Yes dNod
FH7.2 | Operating frequency range 14.6.3 FH7.1:M Yes U No
FH7.3 Number of operating channels 14.6.4 FH7.I:M Yes A Nold
FH7.4 Operating channel frequencies 14.6.5 FH7.I:M  : YesdNod
FH7.5 Qccupied channel bandwidth 14.6.6 FH7.1:M Yes JdNo
FH7.6 | Minimum hop rate 14.6.7 FH7.1:M Yes ONo Ul
FH7.7 Hop sequences 14.6.8 FH7.I:M Yes dNo 0}
FH7.8 Unwanted emissions 14.6.9 FH7.1:M Yes O No Ul
FHS 1 Mbit/s PMD
FHS.1 Modulation 2GFSK, BT=0.5, 1=positive 14.6.10 M Yes O No O
frequency deviation, 0=negative
frequency deviation
FHS8.2 Peak frequency deviation 14.6.10 M Yes U No U
FH8.3 Zero-Crossing error 14.6.10 M Yes dNo d
FH8.4 Nominal channel data rate 14.6.11 M Yes (I No U
FH8.5 Channel switching/settling time 14.6.12 M Yes O No J
FH8.6 Receive to transmit switch time 14.6.13 M Yes dNo U
FHS8.7 Nominal transmit power i 14.6.14.1 M Yes U Nod
FH8.8 Transmit power levels 14.6.14.2 M Yes dNo
FH8.9 Transmit power level control to L 14.6.14.3 M Yes ONo
<100 mW !
F118.10 Transmit spectrum shape 14.6.14.4 M Yes dNo d
FH8.11 Transmit center frequency tolerance 14.6.14.5 M Yes U No U
FH8.12 Transmitter ramp periods 14.6.146 M Yes A NoJ
FH8.13 Recetver input dynamic range 14.6.15.1 M Yes O No i
FH8.14 ‘ Receiver center frequency acceptance 14.6.15.2 M Yes 3 NoQ
| range i
FH8.15 ‘ Clear channel assessment power thresh- 146,153 M Yes dNo QO
| old for a probability of detection of 90%
| (preamble)/7(0*a {random data) for 100
| mW units
FHS8.16 i Clear channel assessment power thresh- 14.6.15.3 M Yes dNoQd
old for units »100 mW: sensitivity
thresheld is 1/2 dB lower for every dB
above 20 dBm
FI18.17 | Minimum receiver sensitivity at 146154 M Yes A No
i FER=3% with 400 octet frames
FH8.18 | Intermodulation protection 14.6.13.5 M Yes L1 No
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A.4.5 Frequency-Hopping PHY functions (continued)
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Item Protocol feature References Status Support
FH8.19 Desensitization 14.6.15.6 M Yes L No U
FH8.20 Operating temperature range 14.6.16~» M Yes dNod o

FH8.20.1 Temperature type | 14.6.16 o) Yes dNo 3
FH8.20.2 Temperature type 2 14.6.16 0 Yes 3 No Q)
FH8.20.3 Temperature type 3 14.6.16 O Yes O No O
FH9 2 Mbit/s PMD
FHO.1 All 1M PMD requirements 14.7.1 FH1.2.2:M | Yes W No dN/AC
FH9.2 Modulation 4GFSK, BT=0.5 14.7.2 FH122:M | YesONoXIN/A QI
FH9.3 | Frame structure for 2M PHY 14.7.2.1 FH1.22:M | YesdNoON/AQO
FH9.4 . Nominal channel data rate 14.7.3 FH1.2.2:M | YesONodN/AQ
FH9.5 Input dynamic range 14.7.4 FH1.2.22M | Yes QNo O N/A 1]
FH9.6 Minimum receiver sensitivity at 14.7.5 FH1.2.22M | YesONo U N/AQ
FER=3% with 400 octet frames
FH9.7 Intermodulation protection L1476 FH1.2.2:M k Yes I No AN/A U
FH9.8 Desensitization 1477 FH1.2.22M | Yes O No dN/AQ
FHI10 MIB - 13148, M YesANod
Annex D
FH10.1 i dot] 1PhyFHSSComplianceGroup, 13.1.14.8 M Yes i No U
¢ dotl1PhyRegDomainsSupportGroup,
?l?}fl 1PhyOperationComplianceGroup
A.4.6 Direct sequence PHY functions
Item PHY feature References Status Support
PLCP sublayer procedures 15.2
DS1 Preamble prepend on TX 15.2.1 M Yes 1 No O
DSI.1 PLCP frame tformat S 152.2,1523 M Yes 1 No U
DS1.2 PLCP integrity check generation 152.3,1523.6 M Yes O No O
DS1.3 TX rate change capability 15.2.3.3,15.2.5 M Yes L1 No 4
DS1.4 Supported data rates 15.1,152.33 M Yes A No
DS1.5 Data whitener scrambler 15.2.4 M Yes U NoQ
DS1.6 Scrambler initialization 15.2.4 M Yes 1 No 4
DS2 Preamble process on RX 15.2.1
DS2.1 PLCP frame format 15.2.2,15.2.3 M Yes O No O
DS2.2 | PLCP integrity check verify 15.2.3,15.2.3.6 M Yes dNoQ
DS2.3 - RX Rate change capability 15.23.3.15.235 M Yes A NoQ
DS2.4 - Data whitener descrambler 15.2.4 M Yes A No I
DS3 PN code sequence 15.4.6.3 B M Yes A No
DS4 Chipping continue on power down 15.2.6 e Yes d No 0l
*DSs Operating channel capability 15.2.6, 15.6}‘.761% 71 )
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A.4.6 Direct sequence PHY functions (continued)

Item PHY feature References Status Support
* DSs.1 North America (FCC) 15.2.6,15.4.6.2 DS5:0.1 Yes ONo ON/A QD
DSs.1.1 channel 1 15.26,154.62 - DS51:M Yes ONo ON/AQ
DS5.1.2 channe] 2 15.2.6,154.6.2 DS5.1:M Yes UNoON/AQ
DS5.1.3 channel 3 15.2.6,15.4.6.2 DS5.1:M Yes ONo ON/A QD
DS3.1.4 | channel 4 0 15.26,15462  DSS.IM Yes ONo O N/A D
DS5.1.5 | channel 5 | 15.2.6,15462  DSS.:M | YesONoON/A D
DS5.1.6 | channel 6 % 15.2.6.15.4.6.2 DS5.1:M Yes ONoON/A T
DS5.1.7 ., channel 7 £15.2.6.15.4.6.2 DS51:M Yes ANo U N/A DD
DS5.1.8 3 channel 8 S 15.2.6.15.4.6.2 DS3.1:M Yes ONoUN/A T
DS5.1.9 channel 9 15.2.6.15.4.6.2 DSs5.1:M Yes ANo ON/A O
DS5.1.10 | channel 10 15.2.6,15.4.6.2 DS5.1:M Yes ANo ON/A T
DSs.1.11 channel 11 ' 15.2.6, 15.4.6.2 DS5.1:M Yes LI No IN/A T
* DS5.2 Canada (IC) 15.2.6,15.4.6.2 DS5:0.1 Yes UNoON/A T
DS5.2.1 channel 1 15.2.6.15.4.62 | DS5.2:M Yes ONo dN/A T
NS5.2.2 channel 2 15.2.6,15.4.6.2 ‘ DS5.2:M Yes UNo ON/A G
DS5.2.3 channel 3 1 15.2.6,154.62 DS5.2:M Yes UNo IN/AQ
DS5.2.4 channel 4 15.2.6,15.4.6.2 DS5.2:M Yes UNo AN/AQ
DS5.2.5 channel 5 1 15.2.6.15.4.6.2 DS5.2:M Yes I No O N/A QD
DS5.2.6 channel 6 15.2.6,15.4.6.2 DS5.2:M Yes O NoON/AQ
DS5.2.7 channel 7 152.6,15.4.6.2 | DS5.2:M Yes ONoTIN/AQ
DS5.2.8 channel 8 E 15.2.6. 15.4.6.2 ‘ DS5.2:M Yes O NodN/A D
DS5.2.9 channel 9 15.2.6. 15.4.6.2 DS5.2:M Yes UNoON/A D
DS5.2.10 channel 10 15.2.6,15.4.6.2 DS5.2:M Yes UNo OON/AQ
DS5.2.11 channel 11 0 1526,15462 | DS5.2:M Yes ONo N/AT
* DS35.3 Europe (ETSD 15.2.6,154.6.2 DS5:0.1  YesONoQNAQ
DS3.3.1 channel 1 15.2.6,15.4.6.2 . DS5.3:M Yes D No U N/AQ
DS5.3.2 channel 2 15.2.6,15.4.6.2 DS5.3:M Yes O NodN/AQ
DS5.3.3 channel 3 P 13.26.15462 0 DS33:M Yes ONoQN/AQ
DS5.3.4 channel 4 15.2.6, 15.4.6.2 DS5.3:M Yes JNo O N/AT)
DS5.3.5 channel 5 15.2.6,15.4.6.2 DS5.3:M Yes dNo IN/AQ
DS3.3.6 channel 6 15.2.6, 15462 DS5.3:M Yes ONoIN/A 3
DS5.3.7 channel 7 15.26,1546.2 DS5.3:M Yes U No LIN/A
DS5.3.8 channel & 15.2.6,15.4.62 | DS5.3:M Yes ONo OIN/AQ
DS5.39 channel 9 15.2.6,154.6.2 DS5.3:M Yes 3No UN/A QD
DS5.3.10 channel 10 15.2.6,154.6.2 DS3.3:M Yes O No IN/A L
DS5.3.11 channel 11 1526,154.62  DS5.3:M Yes O No I N/A T
DS5.3.12 channel 12 152.6,154.6.2 DS3.3:M Yes 11 No LI N/A 1
DS5.3.13 channel (3 13.2.6.154.6.2 DS53:M | Yes UNoUN/AD
* DS54 France 15.2.6,15.4.6.2 DS5:0.1 ‘ Yes ONoOUN/ATH
DS5.4.1 channel 10 152.6,15.4.6.2 DS5.4:M K Yes I No UN/A U
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A.4.6 Direct sequence PHY functions (continued)

Item PHY feature References Status Support
DS5.4.2 channel 11 15.2.6.15.4.6.2 DS5.4:M Yes ONo ON/A T
DS5.4.3 | channel 12 1 152.6.154.62  DS5.4M | YesdNoQN/AQ
DS5.4.4  channel 13 15.2.6.15462 | DSS4M | YesQNo QN/A D
* DS5.5 Spain 15.2.6,15.4.6.2 DS5:0.1 Yes DNo I N/AQ
DS35.5.1 | channel 10 15.2.6. 15.4.6.2 \ DS5.5:M Yes UNoON/A T
DS55.2 | channel 11 15.2.6.154.6.2  DS3.5:M Yes ONo ON/A T
* DS3.6 Japan (RCR) 15.2.6,154.6.2 | DS35:0.1 Yes O No O N/AQ
DS6 | Bits to symbol mapping 15.4.6.4
DS6.1 1 Mbit/s 15.4.6.4 M Yes O NoQ
DS6.2 2 Mbit/s 15.4.6.4 M Yes ANo O
*DS7 CCA fu;ctionality 15.4.8.4 o ‘
DS7.1 Energy Only (RSSI above threshold) 15.4.8.4 DS7:0.2 Yes dNo O
DS7.2 IEEE 802.11 DSSS correlation 15.4.8.4 DS7:0.2 - YesNo
DS7.3 Both methods 15.4.8.4 DS7:0.2 ! Yes dNo QO
DS7.4 Hold CCA busy for packet duration of | 15.2.7 M Yes dNo
a correctly received PLCP but carrier
lost during reception of MPDU |
DS7.5 Hold CCA busy for packet duration of | 15.2.7 M Yes dNo 1
a correctly received but out of
specification PLCP | ;
DS8 | Transmit antenna sclection } 15455, 0 Yes JNod
15456 |
DS‘) o w _R(.,(,(,l\/(, amc;r“l“:jx"dwi-\-'ersity N V15‘4,5.5ﬂ O Yes ZINo
; | 15.45.6, |
15457 |
*DS10 Antenna port(s) availability 15.4.6.9 O Yes i No d
DS10.1 50 Q impedance | 15.4.69 . DS1o:M Yes O No I N/ATD
DSII | Tramsmitpowerlevelsupport | 15458, 0 YesdNoQ
15.4.7.3
DS11.1 ‘ If greater than 100 mW capability ‘ 15.4.7.3 . DSI1IM Yes UNo O N/A L
*DS12 n "L”Rudi(ﬂ;l;e (tchpe;gxllxgc Vrvangt:) T 154.6.10 4 «4‘ T -
DS12.1 Type 1 15.4.6.10 DS12:0.3 Yes ONoON/AT
MDS 12.2 { Type 2 i 15.4.6.}()7 ‘ DS12:0.3 les a \0 E,J,,,E/A a
DS13 | Spurious emissions conformance C 15465 IM Yes I NoQd
DS14 TX-RX turnaround time 15.4.6.6 M Yes O No O
DS15 i RX-TX turnaround time . 15.4.6.7 M Yes 1 No
DS16 | Slot time 15468 M Yes ANo O
DS17 ED reporting time 15.4.6.8, M Yes O No U
15484 ‘
DS18 Minimum transmit power level 15472 M Yes O Nod
DS19 Transmit spectral mask conformance 15.4.7.4 M Yes dNo 2
DS20 Transmitted center frequency | 15.4.7.5 B ‘ M Yes d No 1 N
tolerance ‘ i
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A.4.6 Direct sequence PHY functions (continued)

Item PHY feature References | Status | Support
DS21 Chip clock frequency tolerance 15.4.7.6 M " YesINod
DS22 Transmit power on ramp 15.4.7.7 M Yes dNo U
DS23 Transmit power down ramp 154.7.7 M Yes O No U
DS24 RF carrier suppression 15.4.7.8 M YesU No
DS25 Transmit modulation accuracy 15.4.7.9 M Yes dNod
DS26 Receiver minimum input level 154.8.1 M Yes dNoQ

sensitivity
DS27 Receiver maximum input level L 15482 M Yes O No d
DS28 Receiver adjacent channel rejection | 15.4.8.3 M Yes 1 No
DS$29 MIB [ 13.1.15.3.2, M YesdNoQ
[ Annex D
3529.1 dot1 IPhyDSSSComplianceGroup. ' 13.1.15.3.2 M Yes 4 No Ul
dotl 1PhyReg DomainsSupportGroup, !
and
| dotl IPhyOperationComplianceGroup |
A.4.7 Infrared baseband PHY functions
I[tem Feature References Status Support
IR1 Is the transmitted SYNC field length in the 16.2.4.1 M Yes )
range of required number of PPM slots, with
the absence of a pulse in the last slot of the
tield? !
IR2 [s the transmitted SYNC field entirely popu- | 16.2.4.1 M Yes U
lated by alternating presence and absence of
pulses in consecutive PPM slots, with the
absence of a pulse in the Jast slot of the field?
IR3 [s the transmitted SFD field the binary L 16242 M Yes
sequence 1001, where 1 indicates a pulse in
the PPM slot and () indicates no pulse in the
PPM slot?
1R4 Is the transmitted DR field pulse sequence 16.2.4.3 M Yes W

equal to the correct value for the data rate
provided by the TXVECTOR parameter
PLCP BITRATE. where 1 indicates a pulse
in the PPM slot and 0 indicates no pulse in
the PPM slot?

IR3 Is the transmitted DCLA field 32 PPM 16.2.4.4 M Yes 3
slots long with the specified sequence for 3:
| Mbit/s, where | indicates a pulse in the
PPM slot and 0 indicates no pulse in the

PPM slot?

1 Mbit/s:

00000000 100000000000000010000000

* IR5a Does the unit support 2 Mbit/s transmission? | 16.2.4.4 O Yes O No O
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A.4.7 Infrared baseband PHY functions (continued)

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Item

Feature

References

Status

Support

IR5b

If the unit supports 2 Mbit/s transmission,
is the transmitted DCLA field 32 PPM

. slots long with the specified sequence for

2 Mbit/s. where | indicates a pulse in the
PPM slot and 0 indicates no pulse in the
PPM slot?

2 Mbit/s:
00100010001000100010001000100010

16.2.44

IR5a:M

Yes O No I N/A D

IR6

1s the transmitted LENGTH field the correct
PPM representation of the unsigned 16-bit
binary integer, [sb transmitted first, equal to
the correct value provided by the TXVEC-
TOR parameter LENGTH?

M

Yes d

IR7

1s the transmitted CRC field the correct PPM
representation of the CRC value calculated
as per reference subclause, transmitted Isb
first?

16.2.4.6

M

IR8

Is the transmitted PSDU field the correct

¢ PPM representation of the PSDU, transmit-

ted lsb first?

16.2.4.7

M

Yes

IR9

When the CCA is false does transmission

i begin based on PHYTXSTART.request?

Yes i

IR10

Does the PHY issue a PHYTXSTART.con-
firm after the transmission of the PL.CP
header?

Yes

IR11

Does the PHY accept each octet of the
PSDU in a PHYDATA request and answer
with a PHYDATA.confirm?

16.2.5.1

Yes O

IR12

Does the PHY ccase transmission in
response to a PHYTXEND.request and
answer with a PHY TXEND .confirm?

16.2.5.1

M

R13

IR14

[ 1R15

Does the PHY of a receiving STA send a
PIY CCA.indicate during reception of the
SYNC field?

Does the PHY of a receiving STA properly
| receive a transmission that changes data rate
. according to the DR field?

Does the PHY of a receiving STA properly
reject an incorrect CRC?

16.2.5.2

T Vesa

Yesd

Yes

Yes O

IR16

" Does the PHY ofa receiving STA properly

reject a DR field other than those specified in
reference subclause?

M

Yes 1

IR17

Does the PHY of a receiving STA send
PHYRXSTART.indicate with correct RATE
and LENGTH parameters after proper recep-
tion of PLCP preamble and PLCP header?

:16.25.2

M

Yes O

IR18

Does the PHY of a receiving STA forward
receive octets in PEHIYDATA indicate primi-
tives?

M

Yes

[ 1R19

Does the PHY of a receiving STA send a
PHYRXEND.indicate afier the final octet
indicated by the LENGTH field?

16.2.5.2

Yes O
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A.4.7 Infrared baseband PHY functions (continued)

ltem Feature References Status Support

IR20 Does the PHY of a receiving STA send a 16.2.5.2 M L YesO
PHY CCA.indicate with a state value of
IDLE after the PHYRXEND.indicate?

IR21 Does the PHY reset its CCA detection mech- | 16.2.5.3 M Yes O
anism upon receiving a PHYC-
CARST.request, and respond with a
PHYCCARST.indicate?

IR22 When transmitting at 1 Mbit/s does the 163.2.1,16322 M © Yes
PHY transmit PPM symbols according to the
16-PPM Basic Rate Mapping table, transmit- 1
ting from left to right? |

IR23 When transmitting at 2 Mbit/s does the 16.3.2.1,16.3.2.2 IR5a:M Yes U
PHY transmit PPM symbols according to the
4-PPM Enhanced Rate Mapping table, trans~
mitting from left to right?

IR24 Does the PHY operate over a temperature 16.3.2.4 M Yes U
range of 0 °C to 40 °C?

* [R25 [f the unit is conformant to emitter radiation 16.3.3.1 0.1 Yes T No AN/A LD
mask 1. is the peak optical power of an emit-
ted pulse within the specification range aver-
aged over the pulse width?

* [R26 | If the unit is conformant to emitter radiation | 16.3.3.1 0.1 Yes dNo dN/AQ
mask 2, is the peak optical power of an emit-
ted pulse within the specification range aver-
aged over the pulsc width?

IR27 ‘ " Does the transmitted pulge shape conformto | 163.3.2 LM Yes 01
the dcsmptlon of the rcfcrcncc subclause?
IR28 Does the emitter rddmnon pattern asa lunc- 16333 IR25:M Yes O No ON/AD

tion of angle conform to the requirements of’
the reference subclause as applicable based
on conformancc to emitter rddl.i[l()n m: 1sk 1?

IR28a | Does the umttcr radiation pdttc.rn as a tum.- C16.3.3.3 IR26:M
| tion of angle conform to the requirements of
| the reference subclause as applicable based
5 on LOMOFmdl’lLt‘ l0 emitter md!dtmn mdsk 2?2

s thc peak a.mlm_r optu.dl oulput asa fune- 16.3.3.4 V M | Yes O
uon of wavc,length in the range bpcuhed’

Yes ANoTINAD

R29

IR30 ‘ Doe‘; the spectrum of the transmit signal 16.3.3.5 M Yes U
| amplitude as a voltage or current meet the
rcqmremcmb of thc retcrcn«.c subclaus«. ?

IR31 Does the receiver semmvny mu:t the 16.3.4.1 M Yes 0
requirements of the reference subclause
for receive signals of both 1 Mbiv/s and
2 Mbit/s?

IR32 Does the receiver exhibit a dynamic range as | 16.3.4.2 M Yes
specified in reference subclause? |

IR33 Does the receiver field-of-view conform to 16343 M Yes
the requirements of the reference subclause?

IR34 When it is known that the conditions are 16.3.5.1 M Yes
such that the Carrier Detect Signal and the
Energy Detect Signal are false is the CCA
asserted IDLE?
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A.4.7 Infrared baseband PHY functions (continued)

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Item

Feature

References Status

Support

| IR36

IR35

- When the conditions are such that Energy
. Detect is true for greater than the time

defined in reference subclause, does CCA
become IDLE?

| 16.3.5.1 M

! Yes O

. When conditions are such that either Carrier
- Detect or Energy Detect go true, does CCA
- go BUSY?

M

._.
=28
(99}
n
—

Yes d

IR37

. Are these compliance groups implemented?

dot1 1PhyIRComplianceGroup,

I dot11PhyRegDomainsSupportGroup, and
- dot11PhyOperationComplianceGroup

164 M

" Yes 2
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MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSI/IEEE Std 802.11, 1999 Edition
Annex B

(informative)

Hopping sequences

The following tables pertain to the hopping sequences for North America and ETSI.

Copyright © 1999 IEEE. All rights reserved.

Microsoft Corporation
Exhibit 1019-00275



ANSI/NEEE Std 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Table B.1—Hopping sequence set 1

index 0 3 6, 9 120 15 181 211 241 27 300 33 36
1 2 5 $ 1 11 14 17 20 23 26 29 32, 35 38

2 25 28 31 34 37 40 43 46 49 52 55 58 61

30 64 61 70, 73 76 19 3 6 9 12 15, 18 21

40 10 13 16 19 22| 25 28 31 34 37 40 43 46
545 48 51 54 5T 60 63 66 6 712 715 78 2

6 18| 21 24 27| 30 33 36 39| 42 45 48 51 54

70 713 16 79 3 6 9o 12 15 18 21 24| 27 30

8 49 52 55 8 6l 64, 61 70| 713 76| 79 3 6

9 21 24, 27 30 33 36 39 42| 45 48 1| 54 57
10 63 66 6 72 751 718 2 5 8 11 4 17 20
1, 78 2 5 8§ 11 14 17, 20 23| 26 29 32 35

12 31 34, 37 40, 43, 46 49 52 55 S8 6l 6+ 67

3, 61 64 67 70 73, 16 19 3 6 o 12 15 18

140 24 27 30 33 36 39 42| 45 48 sl 54 57 60
15 54| 57 60 63, 66, 69 72 75 78 2 5 g 1l
6. 65| 68 71 74 77 80 4 7 10 13| 16 19 22

17 28| 31 34 37 40| 43| 461 49 2 55 S8 ol | 64

18 79 3 6 9 121 15 18| 21 24 27 30 33 36

19 33 36| 39| 42 45 48 sl s4| ST 60 63 66 69
20 4 7 1 1Bl 16 19 20 25 28 31 34 37, 40
21 20 23 26, 29 32| 35 38 41| 44 47 50 s3| 56
2 13, 16| 19, 22 25 28 31| 34 37 40 43| 46 49
23 380 41 44| 471 50 531 36| 59 62 65, 68, 71 74
U 4 7T 80 4 70 10 13 16 19 2 25 28 3l
25 56 59 e 65 68 7 T 71 80 4 AEE
% 71 740 77 80 4 77 w0 13 16| 19| 2] 25 28
Tl 26| | 32 35| 380 41, 44 47| 50 53 56 %9
28 5 81 11| 14| 17 20, 23| 2| 29 32 35 38 4l
290 39| 42 45 48 S1. 54| 57 60 63 66 69 72 75|
300 120 45 18 20 24 27 300 33 36 39 42 45 48
U310 36 39 42 45 48 S1 54 57| 60 63 66 69| T2
320 680 71 T4 T 80 4 70 10! 13 16, 19 22| 25
33 9 12! 15 18 21 24| 27 30 33, 36 39| 4 45
0700 73 76 79 3 6 9 12 15| 18| 21 24 27
5077 80 4 70 10 13, 16, 19| 22| 25 28 31 34
36 6 9 12| 15 18| 21| 24 27 30 33 36 39| £
37 62| 65| 68 71 74, 77 80 4 70 10 13, 16 19
38 29 32 35 38| 4L 44, 47 0| 53 6, 59 62 65|
390 4] 17 200 23] 2 290 32 33| 38 41 44 47 50
260 Copyright © 1999 IEEE. All rights reserved.
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MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSV/IEEE Std 802.11, 1999 Edition

Table B.1—Hopping sequence set 1 (continued)

ndex . 0 3 6 9 12 15, 18 21| 24 27 30| 33| 36
30 27 30 33| 36 39 2 45, 48 51 s4| 57 60| 63
41 16 19 22| 25 28 31 34 37 40 43| 46 49 52
259 6 65 68 71, 714 77 80 4 7 10 13 16
3 8B 46 49 2 55 8. 61| 64, 61 10, 13 . 19
46 1 3 6 9 12, 15 18, 21| 24 27 30 33
45 34 37 40 43 46 49 52 55 S8, 6l | 64 67 70
a6 12 15 78 2 5 g8 11 14 17 20| 23 26| 29
7 1 14 17 20 23 26 290 32 35| 38| 41 44| 47
48, 60 63, 66, 69, 72, 75 78 2 5 'RIT 147
49 80 4 70 10, 131 16 19 22 25 28, 31 34| 37
50 47, S0 53| 56 59, 62| 65 68, 71 74, 77 80 4
st 22 25 28 31 34 37 40 43 46| 49 52 55| 58
520 75 78 2 5 8 11| 14 17, 200 23 26 29 32
s3] 661 6| 12 75 718 2 5 8§ 11 14 17 20 23
54 41 44 47 50| 53, sS6. 9. 62| 65 6 71 74| 77
ss 15 18| 21 24 27 30 33, 36| 39 4 45 48| 5l
56 35| 38| 41 44| 47 50 53, 56| 59 62 65. 68 7l
571 67 0. 73 16| 719 3 6 9 12 15| 18 21 24
58 52| 55 58| 6l 64l 67| 70| 73 76 79 3 6 9
9] 58 6l 64 671 70| 73] 76| 719 3 6 9 121 15
60 44 47 50| 53, 56| 59| 6. 65 68| 71| 74| T1 80

61 S0 53, 56 S9. 621 65| 68, 71 74, 77, 8| 4, 7

| 62 17 20 23 26 290 32| 35, 38 41 44| 47 S50, 53
63| 7 10 a3 16, 19 2 25 281 31| 34| 37 40 43
64| 19| 22| 25| 28| 31, 34 37 40| 43| 46| 49| 52 55

65 8 11 4 7 20 13 26 290 320 35 38| 41| w4
66 69 72 75| 78 2 578 11| 4| 17 20 25| 26
67 51| 4 57T 60 6 66| 6| T 150 M 2 s 8
68| 42 45 48| 51 54 ST 60| 63| 66 6| 72 75| 78

60 3| 6, ol 12 a5 a8 | a1 24| 27| 30 33 36| 39

|70 0 33| 36 39 42| 45 48 51 54 57| 60 63| 66
71 57 60| 63 66, 69| 12| 75, 78 2 s 8 11| 14
721 37 20| 43 46| 49 52 55 58 61| 64| 67, 70 73
73] 55 s8] el 64, 61 70 73 76 719 3 6 9 12
74 26| 29 32| 35 38| 41 44| 47| 50| 3 56| 39 62
75 46| 49 52| 55 S8, 61| 64, 67| 70| 73 716, 719 3
76 | 53| 56| 59 62 65 68| 71| 74| 77| 80 4 70 10
771 40 43| 46| 49 52| 55| 58| 61| 64| 61, 70 13| 76
78 | 32 35| 38| 41, 44| 47 50| 53 56, 591 62 65| 68
79 48| 51| 54 570 60| 63 66, 69 72| 75| 78 2 5
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ANSV/IEEE Std 802.11, 1999 Edition

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Table B.1—Hopping sequence set1 (continued)

gndex | 39 42 45 48 5] 40 57 60 631 66 69 72 75
L 4] 44 47 50 5 56 59 62 65, 68 7 4 77

20 e 67 70 73 76 719 3 6 9 12 15 18 21

3 24 27 30 33, 36| 39 42 45 48 5 s 1 57 60
44 52 55| 58 6l 64 67 70 73 16 79 3 6

5 5.8 11 14 17 20 23 26 29 32 35 38 41

61 57 60 63 66 1 69 7075 78 2. 3 8 11 14

7 33 36 39 42 45 48 S1 4 57 60 63 66 69

§ 9 12 15 18, 21 24 27 30 33 36 39 42| 45

9 60 6 66 o 72 75 18 2 3 8 11 14 17

0 23] 26 29 32 35, 38 41 44 47 50, 353 56, 59
138 41 44 47 50 53 s6 9 6 6 6 7 T4
R 700 73 76 79 306 09 12 15| 18 2 24 27

13 200 24 270 30 33| 36 39| 42 45 48 51 5437

4 63 66, 69 T2 75 78 2 5 s 1 1 17 2

5] 14 17, 20, 23 26, 29 32 35 8, 4H 4@ 4 50

16 25| 28 31 34, 37 40 43 46 49 2 35 38 6l
1 e 0 B 6T 306 9 12 s 18 21 24
18 39 42 45| 48 SL| 54 57| 60 63, 66| 69| 72] 75
ol s w2 s g8 11 14 17 2] 2B 2 29
20, 43 46 49 2] 55 s 61 64!l 67 70, B 6 719

200 59 621 651 68 T T4 77 80 4 7. 100 13 16
2] 52 55| s8] 61| ed| 61 0 B 76 19 3| 6 9
23 77 80 4 7 10| 13 16| 19 22 25| 28] 31| 34
2 34 37| 0 43 a6, 4 52 55 s 6l e 61 10
s 16 19 2| 25| 28| 31| 34 37 40| 43 6| 49 52
260 31 34 37 a0, 43 46 9 52| 55| s 6l 64 67
27 62 65 68 71 74| 77 80| 4 7.0 10 1B 16 19
JECH N T 0 B 2 R I B A
291 78 25 8 11 14 17, 20| 23 26 29 32| 33
500 51| s4l 57| 60 65 66 6 72| 75 18 2 5. 3
30075 ] 2 s 80 1 o 17l o200 23 2| 29 B
3 28| 31 34 37| 40 43| 46, 49, 2 55 8 6l 64
33 48| si | s4 5T, 60 63| 66 69 72| 75 718 2 5
340 30 33 36 39 42| 45| 48| 51| 541 57 60 63 66
350 37 40 43 46 49| 2 55| 58| 61 64| 67 70 T3
36| 45 48 s1| 54| 57T 60| 63 66 69 72 15 7 2
37, 2 25| 28, 31 34 37| 40, 43 46 49 2 55 s
w1 68 71 74 7T 80 4 70 100 13 16 1] 2 25
9] 53 s6 90 6 65| e 71 | 77| 80| 4, 7 10
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MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS

ANSI/IEEE Std 802.11, 1999 Edition

Table B.1—Hopping sequence set 1 (continued)

index | 39 | 42 45 48 51| sS4 57 60 63 66| 6 72 75
0 66 6 12 15 718 2 5 8§ 11 14 17 20 23
a1 55 38 6l 64 67 70 73 16 79 3 6 9 12
92 19 22 25 28 31| 34| 37 40| 43 46, 49 52 55
5 3 6 9 12 15 18 21| 24 27 30 33 36 39
4 36 39 42 45 48 51 54| 57 60 63 66 69 72
5 73] 16 19 3 6 9 120 15 18 21| 24 27 30
46 32| 35 38 41| 44 47 50 33 56 9 62 65 68
47 50 53 56 39| 62 65 68, 71 74 77| 80 4 7
48120 23 26 29 32 35 38| 41 44 47 S0 53 56
9 40 43 46| 49 52 55 s8| 6 64 67, 70 73, 76
50 7. 100 13, 16 19 22, 25 28 31 34 370 40 43
51 6l 64 67 70 731 76| 79 30 6 9 12 15 18
52 35 38| 41 44 47, 0 33 56 59 62, 65 68 7l
53| 26 29| 32 35 38| 41| 44, 47 50, S3 s6 59 62
54 80 4 7 10 13, 16| 19 22, 25 28 31 34| 37
55 54| 57 60 63| 66 6 72 75| 78 2 5 8 11
s6 | 74| 17 80 4 7 10 13 16, 19, 22 25 28 3l
57 27 30| 33 36 39| 42 45 48 S, sS4 5T 60 63
s$ . 12 15 18| 21 24 27 30 33, 36, 39 4 45 48
59 18 21| 24| 27 30 33 36 39| 42| 45 48| 51| 54
60 4 77 10 13 16| 19 22 25| 28| 31| 34| 37 40
ol | 10| 13| 16 19 22| 25 28, 31| 34| 37| 40| 43 46
62 s6| 9 6 65 e8| 71 74 77| 8 | 4 7. 10| I3
63 46| 49| 52 55| S8 m 64 67 70, T3 16| 719 3
64| 8| 61| 64 67| 70! 1. 76| 79 3 6 9 12 15
651 47| 50| 53 s6| 59 62, 65| 68, 71 741 77, 80 4
66 | 29| 32 35| 38, 41 44| 47| S0l 53 s6. 39 62| 65

o7 u 14l 17 200 23 26| 29 320 35 3 41 44| 47
68 2 s 8| 11 14, 17 20| 23 26 29 32, 35, 38
69 42| 45| 48| 51 4. 57 60 63 66, 6 72 75 78
70 | 72| 1. 18, 2 5 8 0 w4 17 2 23| 2%
70 17| 201 23 26 29| 32 35 38 41 44 47 50| 33
% w3 6l 9 12 s, s 2 24 27 30 3
73 15 181 21 24 270 30| 33| 36| 39 42 45| 48| sl
74 65 68, 71 74 71 80 1 77 10, 3] 16| 1w 2
75 6 9 12 15 18 21| 24| 27| 30| 33, 36| 39 42
76 | 13| 16 19| 22 25 28| 31| 34| 37, 40 43| 46 49
771 79 3 6 9 12 15| 18| 21| 24| 2 30, 33 36
78 71 741 77 80 4 71 10 13| 16| 19 22 25 28

79 8 11 14, 17| 20| 23 26| 29| 32 35 38 4 44
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ANSVIEEE Std 802.11, 1899 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Table B.2—Hopping sequence set 2

index | 1 4 7 0 13 16 19 22 250 280 31 34 37
1 306 9 w2 15 a8 21 24 270 30 33 36 39|

> 26 29 32 35 38 41 44 47 50 3 56| 91 62
[ 3 65 68 71, 74 77 8| 4, 7, 10 13, 16, 19 22
4 o 2000 230 26 29 32 35 38 41| 44 47

s 46 49 s2 55 58 6L, 64 67 7 73 76 19 3

[ 6 190 22 25 280 31 34 37 40 43 46 49 52 53
70 74 77 80 4 70 10 130 16 19 2 25 28 3

8. 50 53 56 9. 62 65 68| 7| 74 77 80 1 7

9 2 25| 28 31 3 37 40 43 46 49 52 53 S8

0 64| 67, 70 73 76 79 3 6 9 12 15 18 2]
TR 3 6 9 12 15 I8 21 24 27 30 33| 36
2 32 35 38 41 44 47 S0 3 56 59 6 65 68
130 62 65, 68 71 74 77 80 7 w0 1B 16 19
425 28 31 34 37 40 4 46 49 52| 55 58 6l
5 55 58 el 6 o1 T 73 76, 79 3 6 9 12

6 66 69| T2 75 18| 2 5 87 1 W 17 200 23
17 29 32 35| 38 41, 44 47| 50 3 56| 59 6| 65|

18 80 i 7 w0 B 16, 19] 22 25 28 31 34, 37
o sy e e e wl e s s GARRL
200 5| 8 1l 14 g 3 6 29 3 4l
T T T TR T BT ST R

2 14 170 20 230 2 29 32| 35 38| 4 4“4 41 50
2339 42 45 48 51 54| ST 60| 63| 66 69| 72 15
IO 5.8 11 14 17 20 0B 26 9 3
350 37 60 631 66 6 72| 75 78 1 s 8 11 14
26 12 5| w0 2 s 8 1| T n 6 29
27 24 270 30 33 36 39 2] 45 48 sl si[ 57 60
2% 6, 9 12 s s 21 77*24'} 271 30| 33 36 | 39 42|
29 40 43 46| 49 52 55 58 61 b 61| 0| T3, 76
0 13 16 19 22 25| 28| 31 34| 37 40| 43| 46 49
30037 40 43 46 49 2 55| 58 o6l | e 67 70! 73
2169 72 5 78 2. 5 8 1 14 17 20 23 26

3 100 130 16| 190 2 25| 28 3 3. 37 40 43 46
IR « 70 w0 1 16 19 22 25 2
""""" 350 78 1 s 8§ Il 14, 17| 20| 25| 26 29| 32 35
[ 36 70 10 13 16 19 22 25 28| 31, 34| 3| 40
37 63 66| 69 72 75 78 2. 5. 8 1| W, 17| 20
38130 3003 39 42 45 48 51 54| 5T 60 63| 66

590 15| 18 20 o 27 30| 33 36 9| 4 15148 sl
264 Copyright © 1999 IEEE. All rights reserved.
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MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSIIEEE Std 802.11, 1999 Edition

Table B.2—Hopping sequence set 2 (continued)

index |1 47 100 13 16 l9 2 25 28 31 34 37
W0 28 31 34 37 40 4 46 49 52 35 81 61 o
41 17 200 23 26 29 32, 35 38 41 44 47 50 53
2 60 6 66 6 72 75 T8 2 s 8 11 14, 17

$ M 47 50 3 6 59 62 65 6 71 74 77 80

M 77 80 4 70 10 13 16| 19 22 25 28 31 33
50350 38 41 44 47 50, 53 36 39 62 65 68| 71

6 B 16 19 3 6. 9 12 15 18 21 24! 270 30

( 47 120 15 18 21 2 27 30 33 36 39| 42 45 48
T8 6l 64 67 0. T3 7. 719 3 6 9 12| 15 18
49 2 5 § (1. 14 17, 20 23 26 29 32 35 38
50 48| S| 54 57 60 63 661 69| 72 75 78 2 5
s1 230 26 29 32 35 38| 4 M 47 50 53 56 59

2. 7% 19 3 6 9 1z 15 18 21 24 27 30 33

s3] 67 70, 73 16 79 3 6 9. 12, 15| 18| 21, 24

s+ 42| 45| 48| 51, 54 57 60| 63 66| 69| 72 75 78
ss 0 16 19 22 25 28 31 34 37 40 43 6. 19| 352
6 36 39 42 45 48 51| 54 5T 60 63 66 69| T2

| s7 0 e8| 71 74 77 80 4 70 10 13 16| 19 2 25
S8 53| 56| 9| 62 65 68 7 74 77 80 D

90 59 62| 65| 68, 71 74| 771 80 4 70 10 13 16
60 451 48 Sl 54 ST 60 85 66 €| 72| 5, 8] 2
61 1 51 41 57 60 63 66 69 72 750 78 2 5 8
e s 2l 24 27 30 33 36 39 42 45 48 51| sa
63 8§ 1 4] 17 200 23 2 29, 32| 35 38, 41 14

64| 20| 23| 26, 29 32, 35| 38| 4 s 4| so| s3] 36
Tes | 9 a2 s s 21| 24 2w 30, 3. 36 39 42, 45
66 70 T3] 16 79 3 61 9 12, 15 18 21 24| 27
61| 52| 550 81 6l 64 67, 70 73 76 719 3 6 9

08 | 4 461 49 52| 55 s8, 61| 64 67| 700 73| 76 79

69 10 13 16, 19 22 25 28! 31 34| 37 40
0 311 3 37 400 43| 46 49 520 55 58 6l 64 67
71__§ 58 6l 64 ;_V(ﬂ*w 00 073 76 79 3. 6 9 1 15
720 38, 41, 4. 47 50 531 56| 59 62 65 68| 71 74

73 56| 59| 62 65 68| 71 74 7177 80 4 70 10 13
[ 74 27 30 33 36| 39 42 45 48| 51 54 5T 60 63
75| 47 50| 53 s6| 9. 62 65| 68 71 74 77 80 1

761 s4] 7] 60 631 66 6| 721 75, 78 2 s8]

77 4L, 44| 47| 50 53| 36| 39 62 65| 68 71| 74| 77

78| 33 36 39| 42, 45| 48, S1 54| ST 60 63 66 69
9 49| 52| 55 8 6l 64| 61| 10| 73 76 9 3 6
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ANSVIEEE Std 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Table B.2—Hopping sequence set 2 (continued)

index | 401 43 461 49 52 55 58 6l 64| 67 70 73, 76
U042 35 48 st 54l 7 e 63 66 6 72 73 78
16 68 T 74 77, &% 4 7 10 13 16 19 2
3025 8 31 34 37 40 45 46| 49 52| 5| 8 el

4 50 53 56 9 62 65| e, 70 74 77 8 4 7

5 6 o 120 158 i 2 27 30 3 36 39 a2

6. 8 6 6 67 70, 73 76 79 3 6 9 12, 135
70 34 37 40 43 46, 4 52 35 8 61 64 67 70

$ 10 13 16 19 22 25 28 31| 34| 37| 40 43 46

9. 61, o4 67 70 73 76 79 3 61 9 12, 151 18
T 2 27, 300 3 36 9| 42 45 48 sl se 1 57 60
300 42 45 48 sU 54| 571 60 63 66 69 72 75
2 7 1l 77 % 4 7 10 13 d6 19 22 25 28]
2 25 28 31 4 3 40, 45 46 w2 55 sg
4 e 67 0 73 76 790 3 6. 9 12, 15| 18 2
ts| 15| 18 20 24 270 30| 33 36 39 42, 45 48 5|

6| 261 20 32 35, 38 41 44 47 50 55, 6. 39 62

17 68, 70 74 77 80 4 7T 10 i3l 16 19 2 25

18 40| 43 46 49 2 55| 8. 6l 64 61, 0. 73 76

oo 13 76 M 3 6, 9. 120 15 18, 2| 24 2 10
20 44 47| 50| 3 56, % @ 6 s, 7 1 7 80
20, 60 63| 66| 69 \ 1 18 2T 5 TRV ENT,

2 53 56| 9 e 65| e8| 7 7 Cw 4 7 w0

3, 78, 2 5| 8] 20 %1 290 32] 33

2 35, 38 4l 44 62 63| 68 Tl
25 17, 20 23| 26| a4 a7 50 3
% 32 35| 38 41 59 62| 65 68
Ty e 6| e 1 o 17 20
28 45 48 51| oS4 oo 18 2
90 79 3 6, 9 7 30 3 36
30, 52 55| s8 61 79 3 6 9

FL

310 760 19 3 6 24 27 30 3

0 290 21 35 38 Cs6 0 59 62 65
33049 52 55 38 e % 79 3 6
(a0 31 4 37 w0 430 6 49 52 55| 8| 6l 6b| 67
35 38 4w 44 47 s0| 53 se s 62| e, 68 711 74
36 46 49 2] 55 58 61| 64 6T 70 73 76, 79 3

370 23 26 29 32 35 38 41 44, 47 50 3 56 39
| 38 60 2 75 81 2 s 8 0 1 17 20 23 2|
| 39, 4 5T (,ofmm_j 66 6 T2 75l o2 s 8 1

Copyright © 1999 IEEE. All rights reserved.
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MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSI/IEEE Std 802.11, 1999 Edition

Table B.2—Hopping sequence set 2 (continued)

tn
S
wy

index | 40 | 43 46 49 51 58 6l 64 67 70| 73 76
W0 61 10 13 16 79 3 6/ 9 12, 15 18 21 24
4 6 39 62 65| 68 71 74, 77 80 1 70 10 13
20020 23 26| 29 32 35 38 4 4 47 50 5 56
43 4 7 10 K] 16 19 2 257 28 31 34 37 40
44| 37 40| 43 46 49| 52| 55 S8, 61| 64 61 70| 73
5 74 71 80 4 70 w0 13, 16l 19 220 25 28] 3l
46 33 36| 39| 42| 45 48 L] 54 57 60, 631 66 69
47 st s4| 571 60 63, 66 69 72, 75 18 2 5 8
487 21 24 27, 30 33, 36 39 42 45, 48 51 54 57
49 41 44 47 50 53| s6| 59 62, 65| 68, 71 74, 717
| 50 8 11| 14| 170 20 23| 26 290 32| 35 38| 41 44
sLi 62 65| 68| 71 74 770 8| 4| 7 10 13, 16| 19
520 36 39 42 45 48 Sl s4| ST 60 63 66 69| 72
530 270 30 330 36 39| 42 45| a8 51, 54, 57, 60 63

54 2 5 8. 1| 4| 17 20 23 26 29 32 35 38|
ssTss S8 61 64| 61 10, 13, 16 19 3 6 9 12
56 75 78 2 5 8§ 11| 14, 17 20 235 26| 29, 32
[ s7 28] a1 34 37 40 43| 46| 49| 52 55 38| 61| 64 ]
S8 13 16| 19 2 25| 28 31| 34 37| 40| 43| 46| 49

% 590 19 2 25| 28] 31 34 37 40 43| 46 49 52 55
60 50 8 11| 14| 171 20 23 26| 20| 32 35 38 4l

6l | 11| 14 17 20 23 26| 20 32| 35, 38 41 44| 47
62 57| 60| 63 66, 69| 72| 75 78 2 s g1 111 14
63 47 50| 53 56| 59| 62| 65| 68! 71| 74| 77 80 4

[ 64| 9 62 65| 68| 71 74 77 80 4 7010 13 16
65 481 51 54 57 60 63 66, 6| 1| 750 78| 2 5

66| 30 33| 36 39 42 45 48 51| 54 5T 60| 63| 66

671 12| 15| 18| 21, 24| 27| 30| 33| 36 39| 421 45| 48
e8| 3| 6 9 12| 1sloas 20 24 27 30 33 36| 39
T | 4 6 49 52 55 s8] el | o4 67| 0 73 76 79
70 70, 73] 76, 719 3 6 91 12 15| 18 21, 24 27
71 18| 211 24| 270 30 33| 36, 39| 42 45| 48 51 54
7 17 80 4 71 10 13 16| 19 2 25 28 31| 34

73 16 19| 22 25 28 31, 34 37 40| 43 46| 49 52

74 66| 69 72| 75 78 2 s 8| 11 14| 17| 20 23

75 70 10 13| 16| 19| 22| 25| 28 31 34| 37 40| 43

76 | 14 17, 20| 23| 26| 29 32 35| 38, 41 44, 47 50
77 80 4 70 10 13 16 19 22 25| 28 31| 34 37

8 72| 75| 78 2 5 81 1| 14| 17| 20 23| 26 29
79 ol 12 15| 8| 2 24| 27| 30 33 36| 39 42 43
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ANSI/IEEE Std 802.11, 1999 Edition

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Table B.3—Hopping sequence set 3

index . 2. 5| 8 11, 14 17 20 23, 26 29 32| 35 38
I 4 7. 10 13 16, 19 22 25, 28 31| 34, 37 40
20270 30 33 36, 39 42 45 48 51 54 5T 60 63
366 0 12| 15 718 2| 5 8 11 14l 17, 20 23
Yo s s 2 w27 0 33 36, 9 42 45 48
51 47 50 s3| s6  s9. 6 65 68, 7 74 77 80 1]
6. 20 23| 26 29 32 3% 38 41 44 47 50 53| 36

o7 s T8 2 s 8 1 @l o 20 3. 20 291 32
8 sl s4 5T 60 63 66 6 Tl 75 1l 2 5 8
9 23 26 29 32 35 38 41 44 47 50| 3 56 59
10 65| 68 71 74 77 80 47w, 1 16 19 2
o8 4 7. 10 13 16 19 2 25| 28 3, 34 37
2 B3 36 9 42 45 48 sL| sa 571 60 63 66 69

T 63 66 6 72 75 78 2. 51 8, 11| 14 17 20
4 26 29 32 35 38| 41 4 47, 0 53, 56 9 6
15 356 39 6, 65 68, 7 74 717 8 4 70 10 13
6 67 70 73 76 79 3 6, 9 12, 15 18,k 20 2
170 30 33 36 39 42| 45 48 51 S&| 5T 60 63 66
s 2. s 8 11 14 7] 0,3 2 BEEEEIREIEE

19 33 38 41 M 47 50 53 s6 59 e2] 65 68 7l
20 6 9 12 15 18, 20 24 270 30 3B 36 39| 4
T2 22 25 28 31l 34 37 a0 43 46| 49| sz 55| 58
215 18 21, 24 27 30 33| 36| 39 42| 45 48 5l
Bl B W wzx ss| 8 el e 6] W 73 76
4 e 79 3 6 9w s sl a0 u[ w0 3
[ s s 61 e[ e 70 5 76| 79 50 6 9 12l 15|
26 B 760 790 30 6 9 12 15 a8 ] M| 27 30
270 25 28 31| 34 37 40 43| 46| 49 2 35 8 6l
28 B T N C R TN T 2 25 28| 31 4 37 13
9wl M s s s 590 e 65 e8| Tl T
300 W 17 20 2 2 29 320 35 38 4 4 L 50
300 38 411 M 47 50 530 36 9 62 65 68 Y
R 00 13, 16 191 3 6, 9 12 15| 18 a2 27
3 U 14 17, 20 25 2 29 32 35| 38| 41 44 47
0 0720 73 1 2 s, 8 1L 4 17 20| 23 26 29
35 9 3 61 9 12, 15 18 21, 24 2w, 30 33 36
% 8, u W 17 20 23 26 9, 2 3 8| 4| u
v el 7 0 73 76 719 3 6 9 12l s a8 2
38, 31 34| 37 ECE I 6 e e
¥ l6| 19 2 25w 31| 34 37 40 B 46 9| 2
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MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS

ANSIEEE Std 802.11, 1999 Edition

Table B.3—Hopping sequence set 3 (continued)

index 1 2 5 8 I 417 20 230 26 29 32 35 38
50 29 32 35 38, 41 44 47 50 53 s6| 9 62 65

41 18 21 24 27 30, 33 36 39, 42, 45 48 51 54
20 61 64 67 0 73 760 719 3 6 9 12 15 18]

B 45 a8 st 4 57 60 63, 66 69| 72 715 78 2
a8 2 5 8§ 11 14, 17, 20 23] 26 29 32 35

45 36 39 42 45 48, 51 54 57 60 63 66 6 72
46 4 7T 80 1 70 10 13 16 19 22 25, 28 3]
w3 a6 19 2| 25| 28 31| 34, 37 40 43 46 49

48 62 65| 68 71 74 771 80| 4 7 10, 13, 16 19
m 19 3 6 9 12 15, 18| 21 24 27 30 33, 36 39
| so!] 19 52 55 8! 6l 64 67 70 73 76 19 3 6
st 24 27 30 33| 36, 39 42 45| 48 51 54 570 60

s2 77 80 4 70 10 13, 16| 19 22, 25 28 31| 34

s3] 68 71 74, 77 80 4 70 100 13 16| 19 22 25

s4 43 46 49 2 55 8 61 64, 67| 0 713 76 79

550 17 200 23 26| 29| 32 35 38 41 44 47| 50 53
| so | 37 40 43 46 19| s2| 55| 8 6l 64 67 70| 73
70 6| 12 15 1 2 5 §$ | 11, 14 17| 20 23 26

$$ 54| 5T 60| 63, 66 69 72 15| 78| 2. 5, & Il
9| 60, 63 66 69 72 75 78 2 5 §1 11| 14 17|

60 46| 49 sz 55 81 6 6| 7. 0 73 76 79 3
6l 52| 55 s8] 6l 64 61| 70| 73 76, 79 3 6| 9
62| 19 22 25| 28| 31| 34| 37| 40| 43 46| 4 52 55

63 9 120 15 18| 20, 24l 270 30 33| 36, 39 42 45
[ e+ 2| 24 27 30 33| 36 39| 42 45 48 S1 54 57
Tes | 10 13| 16| 19 I G
66| | W[ 7T s | 4 7 W] 13| 16 9] 2 25 28

67 53, 36 59 6| 65 68| 70 74| 771 80 1 7010
68| 44| 47 50| 53 s6| 59 62 65 68 71 74 77 80|
69| 5| 8| 11| 14, 17, 20 23] 26 29| 32| 35, 38| 4
700 320 35 381 4 #4053 se | 590 621 65 68
o] 62 63I 6 7L M 7 80 47 w13 16

720 39 42| 45 48 51| 54 5T 60 63| 66 6 72| 75

730 57, 60| 63 66, 6 72 75, 718 2| 5 8 11 14

| 2 31 34 37| 40 4 46| 49 52| 35 58| 6l 64

75 48 51 54, 57 60| 63| 66 6| 712 75 78 20s

76 55 s8| 61| 64, 61| 70, 73 76| 19, 3 6 9| 1

771 42 45| 48| s1| s4| 57 60| 63 66| 69 72| 75, 78

78 34, 37 40 43| 46 49 52| 55 58| 6l 64 67 70

790 50 s3] 56 590 62, 65| 68 7, T4 77 80 41 7
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Table B.3—Hopping sequence set 3 (confinued)

index | 41| 44 47 30 53 s6. 9 6 65 68, 71 74 77
1 8 46 49 2 ss s, 61 6+ 67, 70, 73 76 79|
2 66 69 72 75 78, 2. s 8, 1w 17| 20 23
36 29 32 35 38 4 a4 47, 50 53 se1 9 62
4 s 40 57 60 30 66 6, T2 15 T8 2 518
s 7 0 13 16 19 2 25, 2 31 3 3! 1w

6 9 62 6 6 71 ™ 77 8 4 7 1o, 13 16
7003 3% 4 4 41 50 530 56 39 62 65 68 7l

8 11 14 17 20 23 26 29 32 35 3% 41 44 47

9 62| 65 e 71 74 77 8 4, 7, 10 13, 16 19

0 25 28 31 2 T R T B PR TS s s s el
T w0 5 46w 21 s s 6l et 67| 70 13 76
2 2 s 18 2 s 8 nol w17 20, 23 2% 29
152 26 29 32 35 8 41 44 4T 50 53 36 59
4 e e T o 77 80 4 7 10 13 16, 19 2
s 16/ 19 ml 25w 31 3 37 40 13 46 49 32

| 6 27 30 33 36 39 42 45 48| 51 54 570 60 63
17, 6 721 715 78 2 5 7 200 31 26
18 41| 44| 47 50 53 36 391 62 65 68, 71, 74| 77

”””” e T 7 s 40 7 0 13 16 19l w31
20 45 a8 sl 54 5T 60 63 66 69 7| 75 781 2
2 el e e 0 T3 %6 793 6 9 12 15 18
20 54 sT0 60 63 66 60 T2 75| 718 2 5 8§ 1
R 3 6 9 12 15 181 20| 24 27 30 33| 36
24 36 39 4 45| 48, 511 s+ 5T 60 63 66 691 72
25 a8 20 24 27 30 33 36 39 42| 45| 48 s51 | 54|

S 26 33 36 39| a2 45 48 5L 51 5T. 60| 63| 66 69
7 e+ 67 0 3 76 19 3 6, 9 12 15| 18 2
T w w0 2 s s el 6 &1 0 13 7, 19 3
L8 4l 7 10, 13 16 19 220 235 28 31 34| 37

30 3 s6. 9 62 65| e, 710 74. 717 8 4 7, 10
37 80 7 10 30 160 19 2 25 28 31| 34
320 30 33 361 39 42 45| 48 sl s4 5T 60 63 66
3 50| 55| 56| 59, 62 651 68 71 74 77 s 4 7

36 47 50 53 56 59 621 65 68 71 74 77 80 4
324 27 300 33 36 39 42 45 48 51 sS4l 5T 60
3070 73 76, T 3 6 9. 121 15 1$ | 21 127

i 1 . S N | -+
390 55 581 61 64 67 00 730 761 79 3 6. 91 12
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Table B.3—Hopping sequence set 3 (continued)

index 41 44 47 50 53 s6 59 62 65 68| 71 74 77
w0 e8| 7 | 1m0 s 4 1 1o 135 16, 19 2 23
N 57 60 63 66 6 72 75 78, 21 5. 8. 11| 14
2 20, 24 27| 30 33 36 39 42 45 48 sl 54| 57
13 5 g 11 4 177 20 23 26, 29 3 350 380 41
38 A e 4 50 53 se 59, 6 65 68 71 74
5 75 T8 2 5 § 11 14 17 20 23, 26 29 32
46 34 37, 40 43 46| 49 52 55, 58 61 6+ 61 70|
7 52 55 8 el 64 61 W, T3 7 | 3 6 9
w22 25 a1 34 37, w0 43 461 49 52, 55 53
9 #2045 48 51 s+ 5T e 63 66| 69| 72 75 78
500 9 12 15| 18 2t 24 27 30 33 36 39 421 45
ST 63 66 69 121 75 78 2 5 g 11 14 17 20
52 37 40 43, 46 49 52 55| 58, 61 64 67 70| T3
530 28 31 34| 37 40, 431 46, 49| 2 55 8 61 64
s 03 6 9 12 15| 18 20 24 27 30 33 36 39
550 56, 59 6 65| 68 71 714 77 80 4 70 10 13
s6 | 76 79 3 6 9 12 15| 18| 21 24 21 30 33
570 20| 320 35| 38 41| 44| 47 50 53| 56, 59| 62 65
s 14, 17 20 23 26 29 32 35 38| 41 s 47 50
90 20 230 26! 29 32 35 7 3 41 44 47, S0 53| 56
60 6 o 1z, 15 . 2] w27 30 3| 36 9| 4
% 6l | 12| 15| 18| 21 24| 27 30 33| 36| 39 42 45 48
2! 58 61 6 61 0| 73 76 719 3 6 9 12 15
63 48 51 54 5T 60 63| 66| 69 72 75 78 2 5
64 60| 63| 66| 69 72 75| 78 2 5 8§ 11, 14| 17
65 49 52| 55 38, 6l 64 67, 70! 73] 76! 19 3 6
66 31| 34 37 40| 4 36 49| 2 55 8 el 64 67
67 13| 16 19 22 25 28| 31| 34 37 40 43| 46, 49
68 4 707 10 13, 16 19 22 25| 28| 31| 34| 37| 40
69 44 47 50 53 56| 39 62 65| 68 71 74 77 80
00 T T4 77 80 i 7 0 13 16 19 22 s
7 19 22 25| 28 3L 4 3 40 43 46| 49 52 s
72, 78 2 5 $ 1, 1w wl »B 2] 9 2] 35
3 17 20 23 26 291 32 35| 38 41 44 47 50 53
74, 67 10| 73 6. 79 3 60 9, 12 15| 18 21 2
75 8 L 14 17 2010 23 2 29| 332 35| 38 41, 4
76 15 18| 21 24| 27 30 33| 36, 39| 42 45 48| 3]
77 2 5 8§ 1 4 17 201 23 26 200 32 35 38
8 73 16 79 3 69 1 24| 27 30
790 10| 13 16 19 22 23 00 43 46
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Annex C

(normative)

Formal description of MAC operation

This annex contains formal descriptions of the behavior of MAC station (STA) and access point (AP) enti-
ties. These descriptions also describe the frame formats and the generation and interpretation of information
encoded in MAC frames, in the parameters of service primitives supported by the MAC, and in MIB
attributes used or generated by the MAC. The MAC is described using the 1992 version of the [TU Specifi-
cation and Description Language (SDL-92). SDL-92 is defined in ITU-T Recommendation Z.100 (03/93).
An update to Z.100 was approved in 1996 (SDL-96), but none of the SDL facilities used in this annex were
modified. An introduction to the MAC formal description is provided in Clause C.1. Definitions of the data
types and operators used by the MAC state machines are provided in Clause C.2. An SDL system describing
MAC operation at an IEEE 802.1! station is contained in Clause C.3. Finally, a subset of an SDL system
describing the aspects of MAC operation at an [EEE 802.11 AP that differ from operation at a non-AP sta-
tion is provided in Clause C.4.

In Annex D, the MAC and PHY management information bases are described in Abstract Syntax Notation
One (ASN. 1}, defined in ISO/IEC 8824: 1990 and ISO/IEC 8825: 1990, I'TU-T Recommendation Z.105 (03/
95) defines the use of SDL in conjunction with ASN.1, allowing system behavior to be defined using SDL
and data tvpes to be defined using ASN.1. Incomplete tool support precluded the use of ITU-T Recommen-
dation Z.105 in this annex. However, within the limits of ITU-T Recommendation Z.100 (referred to subse-
quently as Z.100), the data types in Clause C.2 are defined in a similar manner to ITU-T Recommendation
Z.105 (referred to subsequently as Z.105). Annex E contains a listing of available documentation.

NOTES

t—The SDI. definitions in this annex should be usable with any SDI. tool that supports the 1993 version or 1996 update
of 1TU-T Recommendation Z.100. Software for generating, analyzing, verifying, and simulating SDL. system descrip-
tions is available from several sources.

2—The SDL code in this annex was generated using SDT/PC version 3.02: from Telelogic AB, Malmo, Sweden (+46-
40-174700: internet: telelogic.se): USA office in Princeton, NI (+1-609-520-1935; internet: telelogic.com). Telelogic
ofters SDT for several workstation platforms in addition to SDT/PC.

3— The use of Telelogic’s product to prepare this annex does not constitute an endorsement of SD'I by the IEEE LAN
MAN Standards Committee or by the 1EEE.

4—The diagrams on the next two pages show most of the symbols of SDL graphical syntax {SDL-GR) used in the MAC
formal description. The symbols in these diagrams have labels and comments that explain their meanings. These dia-
grams are intended to serve as a fegend for the SDL-GR symbois that comprise most of the process interaction and state
transition diagrams. These diagrams are neither a complete SDL system, nor a complete presentation of SDL-GR sym-
bology. Also. this state machine fragment exists to illustrate the SDL graphical syntax. and does not describe any usetul
behavior.
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Block Interaction_Page [ egend laf 1)
T IS

i L e — o e e

! ! " 1This 1s a block reference symbol.

. H Block_Z L — aBlocks are the fundamental unit of lexical

yscope and structural hierarchy, Each block
icontains other blocks and/or processes,

{procedures, and data declarations.
.

- “ o hoad -
Atter the process name 1 T'his is a process reference symbol.

is the number of process b~ —-~~{ Process_A (1.1) — JProcesses specity dynamjc behavior using
instances at startup and jextended finite state machines. Processes

the maximum number of! joperate concurrently, communicating by means
mstances. For processes; lof signals and remote variables (import/export).
created dynamically, thei !

dashed arrow connects |
the parent processto i
the offspring process. !
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Unidirectional _
SignalRoute
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1
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1
1
1
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Bidirectional__
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The connection point name
where a signal route hits the Leeo—o A
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continuation of that signal 1

route n the enclosing block. "

5 A o o e o e e
1'This is a procedure reterence symbol.

«=—=JA procedure is defined and called in the process where this
1symbol appears. 1f declared "remote” the procedure may be
timported for calling from other processes. A value-returning
iprocedure, callable’in assignment statements, is defined using
:1he "returns" keyword in tﬁe formal parameter list.

Procedure_Name

[ s e v e i ) T L e T )l i T
I

This is an operator reference symbol.

- ===JOperators for custom sorts may be defined axiomatically or
\algorithmically. An algorithmic operator is similar to a
1value-returning procedure, except the operator does not use
llstates nor outputs, and does not modity its source operands.

operator

Operator_Name
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Process State_Machine_Legend la(l)
[Tt IN /* This 1s a text symbol, used to hold
: - data n{)e (sort) definitions, declarations. -
i H signal lists, and other SDL statements that «
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____________ FIE]
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! iThis transition 1
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| rem——— - P i s
* HEN tA Priority Input symbol enables its
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e [ I ]

o ey
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; ito all remaining signal names. ,
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C.1 Introduction to the MAC formal description

This formal description defines the behavior of IEEE 802.11 MAC entities. The MAC protocol functional
decomposition used herein facilitates explicit description of the reference points and durations of the various
timed intervals; the bases for generation and/or validation of header fields, service parameters, and MIB
attributes; and the interpretation of each value in cases where enumerated data types are used in service
parameters.

C.1.1 Fundamental assumptions

The MAC protocol is described as an SDL system, which is a set of extended finite state machines. Each
state machine is a set of independent processes, all of which operate concurrently. All variable data-holding
entities and procedures exist solely within the context of a single process. In SDL all interprocess communi-
cation is done with signals (there are no global variables). Signals may be sent and received explicitly, using
SDL’s output and input symbols, or implicitly, using SDL’s export/import mechanism (only if the variables
or procedures are declared “remote™). By default, signals incur delays when traversing channels between
blocks; however, only nondelaying channels and signal routes are used in the MAC state machines, and all
remote variables and procedures are declared with the “nodelay™ property.

State transitions, procedure calls, and tasks (assignment statements and other algorithmic processing steps)
are assumed to require zero time. This permits the time intervals that are part of the normative MAC behav-
ior to be defined explicitly, using SDL timers. One unit of system time (a 1.0 change in the value of “now™)
is assumed to represent one microsecond of real time. Usec (microsecond) and TU (time unit) data types are
defined, with operators to convert Usec and TU values to SDL time or duration when necessary.

The SDL system boundary encloses the MAC entities. The LLC, SME, PHY, and distribution system are
part of the environment. SDL generally assumes that entities in the environment operate as specified; how-
ever, the MAC state machines that communicate with the various SAPs attempt to validate inputs from the
environment, and to handle cases where a pair of communicating entities, one within the system and the
other outside the system boundary, have different local views of the medium, station, or service state. All sta-
tions in an IEEE 802.11 service set are assumed to exhibit the behaviors described herein. Nevertheless,
because of the open nature of the wireless medjum, the MAC state machines check for error cases that can
arise only when an entity on the wireless medium is transmitting [EEE 802.11 PDUs, but is not obeying the
communication protocols specified by this standard.

C.1.2 Notation conventions

When practical, names used in the clauses of this standard are spelled identically in this annex. The principal
exceptions are those names that conflict with one of SDU’s reserved words (such as power management
mode “active,” which is renamed “sta_active” in SDL). To help fit the SDL text into the graphic symbols,
acronyms with multiple, sequential capital letters are written with only the first letter capitalized (e.g.,
“MSDU” is written “Msdu” and “MLMElJoin.request” is written “MImeJoin.request™).

SDL reserved words and the names of variables and synonyms (named constants) begin with lowercase let-
ters. The names of sorts (data types), signals, signal routes, channels, blocks, and processes begin with
uppercase letters. The names of certain groups of variables and/or synonyms begin with a particular lower-
case letter, followed by the remainder of the name, beginning with an uppercase letter. These groups are

“aNameOfAttribute” PHY operational parameters.
“cNameOfCapability” Capability bits, also used for internal values exported as MIB counters.
“dNameOfDuration” Duration (relative time) values, declared as Usec, TU, or Duration.

“dot | INameOfAttribute” MIB attributes.
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“eNameOfElement”  Element ID values,

“mNameQOfVariable” Remote variables used for intra-MAC communication, but not part of the MIB.
Most of these variables are exported from the MLME block.

“sNameOfStaticValue” Synonyms for static data values used within the MAC.

“tNameOfTime" Time (absolute time) values, declared as Usec, TU, or Time. The names of timers
begin with “T.”

C.1.3 Modeling techniques

State machines are grouped according to defined function sets that are visible, directly or indirectly, at an
exposed interface. The emphasis in the organization of the state machines is explicitly to show initiation of
and response to events at the exposed interfaces, and time-related actions, including those dependent on the
absence of external events (e.g., response timeouts) and intervals measured in derived units (e.g., backoff
“time” in units of slots during which the wireless medium is idle). The operations associated with the various
state transitions emphasize communication functions. Most of the details regarding insertion, extraction, and
encoding of information in fields of the PDUs is encapsulated with the definitions of those fields. This
approach, which relies heavily on SDL’s abstract data type and inheritance mechanisms, permits the behav-
ior of the data-holding entities to be precisely defined, without obscuring process flow by adding in-line
complexity to the individual state transitions.

The modeling of PDUs and SDUSs requires sorts such as octet strings, and operators such as bitwise boolean
functions, which are not predefined in SDL. These sorts and operators are defined in Package macsorts,
which appears in Clause C.2.

Protocol and service data unit sorts are based on the Bit sort. Bit is a subtype of SDL’s predefined Boolean
sort. As a result, Bit literals “0” and “1” are alternative names for “false” and “true.” and have no numeric
significance. To use “0” or “1” as integer values requires a conversion operation. Items of the Bitstring sort
are Q-origin, variable-length strings of Bits. With Bitstring operands, operators “and,” “or,” “xor,” and “not”
operate bitwise, with the length of the result equal to the length of the longest (or only) source string. The
Octet sort is a subtype of Bitstring that adds conversion operators to and from Integer. Each item of the
Octet sort has length=8 {by usage convention in Z.100, enforced in Z.105}. Items of the Octetstring sort arc
0-origin, variable-length strings of Octets. The Frame sort is a subtype of Octetstring that adds operators to
extract and to modify all MAC header fields and most other MAC frame ficlds and elements. Most MAC
fields and elements that contain named values with specific value assignments or enumerations are defined
as subtypes of Frame, Octetstring, or Bitstring with the names added as literals or synonyms, so that the state
machines can refer to the names without introducing ambiguity about the value encodings.

Where communication at a SAP or between processes is strictly first in first out (FIFO), the (implicit) input
queue of the SDL processes is used. When more sophisticated queue management is needed, a queue whose
entries are instances of one, specified sort is created using the Queue generator. Entries on Queue sorts may
be added and removed at either the tail or the head, and the number of queue entries may be determined. The
contents of a Queue may also be searched to focate entries with particular parameter values.

Clause C.2 contains an SDL-92 Package (a named collection of SDL definitions that can be included by ref-
erence into an SDL System specification), which is a formal description of the formats and data encodings
used in IEEE 802.11 SDUs, PDUs, and the parameters of the service primitives used at each of the SAPs
supported by the IEEE 802.11 MAC. This package also contains definitions for some data structures and
operators used internafly by one or more of the MAC state machines.

The behaviors of many intra-MAC operators are part of the normative description of the MAC protocol
because results of the specified operations are visible, directly or indirectly. at exposed interfaces. For exam-
ple, custom operators are used to define the generation of the CRC-32 value used in the FCS field (operator
cre32, page 301), the calculation of frame transmission time used as part of the value in the Duration/ID field
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in certain types of frames (operator calcDur, page 316), the comparison of the values of particular fields of a
received MAC header with cached data values as part of the procedure for detecting duplicate frames (oper-
ator searchTupleCache, page 289), and numerous other aspects of frame formats and information encoding.
On the other hand, data structures used solely for intra-MAC storage or for transferring of information
between different state machines of a single station or access point, are only normative to the extent that they
define items of internal state and the temporal sequence necessary for proper operation of the MAC protocol.
The specific structures and encodings used for internal data storage and communication functions in this for-
mal description do nor constrain MAC implementations, provided those implementations exhibit the speci-
fied behaviors at the defined SAPs and, in conjunction with an appropriate PHY, on the wireless medium.

C.2 Data type and operator definitions for the MAC state machines

This clause is in SDL/PR (phrase notation), with the exception of procedural operators, which are defined in
SDL/GR (graphic notation). Package macsorts contains the definitions of the sorts (data types with associ-
ated operators and literals) and synonyms (named constants) used by the MAC state machines. Package
macmib defines data types for attributes in the MAC MIB, and portions of the PHY MIB, accessed by the
MAC state machines. Package macmib exists solely to satisfy SDL’s strong type checking in the absence of
an SDL tool that fully supports Z.105 (the combined use of SDL with ASN.1).
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L

Package macsorts 3101_d\MacEnum(31)
i I I PACKAGE MACSORTS

! “3 /* This package contains definitions of the custom sorts (data types), operators,

e ! literals, and synonyms (named constants) used by the MAC state machines. */

/
* Enumerated types used within the MAC state machines B
/
newtype ChangeType /" type of change due at the next boundary */
literals dwell, /* dwell (only with FH PHY)*/
mocp; /* medium occupancy (only with PCF) */
endnewtype ChangeType;
newtype Imed /* priority for queuing MMPDUs, relative to MSDUs */
literals head, /* place MMPDU at head of transmit queue */
norm; /* place MMPDU at tail of transmit queue */
endnewtype imed;
newtype NavSrc /* source of duration in SetNav & ClearNav signals */
literals rts, /" RTS frame */
cfpBss. cfendBss, /* start/end of CFP in own BSS */
cfpOther, cfendOther, /* start/end of CFP in other BSS */
cswitch, /* channel switch */
misc, /* durld from other frame types */
nosrc; /* non-reception events */
endnewtype NavSre;
newtype PsMode /* power save mode of a station (PsResponse signal) */
literals sta_active, power_save, unknown; endnewtype PsMode;
newtype PsState /* power save state of this station */
literais awake, doze; endnewlype PsState;
newtype StateErr  /* requests disasoc or deauth (Mmindicate signal) */
literals noerr, class2, class3; endnewtype StateErr,
newtype StationState /* asoc/auth state of sta (SsResponse signal) */
literals not_auth, auth_open, auth_key, asoc, dis_asoc;
endnewtype StationState;
newtype TxResult /* transmission attempt status (PduConfirm signal) */
literals successful, partial, retryLimit, txLifetime,
atimAck, atimNak; endnewtype TxResult;

/

*

Enumerated types used in PHY service primitives

/

newtype CcaStatus /* <state> parameter of PhyCeca.indication */
literals busy, idle; endnewtype CcaStatus,;

newtype PhyRxStat /* <rxerror> parameter of PhyRxEnd.indication */
literals no_error, fmi_violation, carrier_lost, unsupt_rate;

endnewtype PhyRxStat;

*

Placeholders for Mime/Pime Get/Set Parameter Values
!

/* MibAtrib (placeholder in MimeGet/Set definitions) */
syntype MibAtrib = Charstring endsyntype MibAtrib;

/* MibValue (placeholder in MimeGet/Set definitions) */
syntype MibValue = integer endsyntype MibValue;
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Package macsorts

3102_d\LmeEnum(31)

* Enumerated types used in Mac and Mlme service primitives
/
newtype AuthType /* <authentication type> parm in Mime primitives */
inherits Octetstring operators all;
adding literals open_system, shared_key;
axioms open_system == mkOS(0, 2); shared_key == mkOS(1, 2);
endnewtype AuthType;
newtype AuthTypeSet powerset{ AuthType); endnewtype AuthTypeSet;
newtype BssType /* <BSS type> parameter & BSS description element
literals infrastructure, independent, any_bss; endnewtype BssType;
newtype BssTypeSet powerset{ BssType); endnewtype BssTypeSet;
newtype CfPriority /* <priority> parameter of various requests */
literals contention, contentionFree; endnewtype CfPriority;
newtype MibStatus /* <status> parm of Mime/PIime Get/Set.confirm */
literals success, invalid, write_only, read_only;
endnewtype MibStatus;
newtype MimeStatus /* <status> parm of Mime operation confirm */
literals success, invalid, timeout, refused,
tomany_req, already_bss; endnewtype MimeStatus;
newtype PwrSave /* <power save mode> parameter of MimePowerMgt
literals sta_active, power_save; endnewtype PwrSave;
newtype Routing /* <routing info> parameter for MAC data service */
literals null_rt; endnewtype Routing;

newtype RxStatus  /* <reception status> parm of MaUnitdata indication */

literals rx_success, rx_failure; endnewtype RxStatus;
newtype ScanType /* <scan type> parameter of MimeScan.request */
literals active_scan, passive_scan; endnewtype ScanType;
newtype ServiceClass /* <service class> parameter for MaUnitdata */
literals reorderable, strictlyOrdered; endnewtype ServiceClass;
newtype TxStatus /* <transmission status> parm of MaUnitdataStatus *
literals successful, retrylimit, txLifetime, noBss,
excessiveDatal.ength, nonNullSourceRouting,
unsupportedPriority, unavailablePriority,
unsupportedServiceClass, unavailableServiceClass,
unavailableKeyMapping; endnewtype TxStatus;

.

*

*/

/
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] "
* Intra-MAC remote variables (names of form mxYZ)
-~

remote mActingAsAp Boolean nodelay; /* =true if STA started BSS */
remote mAId Asocld nodefay: /* AID assigned to STA by AP */
remote mAssoc Boolean nodetay; /* =true if STA associated w/BSS */
remote mAtimW Boolean nodelfay; /* =true if ATIM window in prog */
remote mBkIP Boolean nodelay; /* =true if backoff in prog */
remote mBrates Ratestring nodelay; /* basic rate set for this sta */
remote mBssld MacAddr nodelay; /* identifier of current (1)BSS */
remote mCap Octetstring nodelay; /* capabiiity info from MimedJoin */
remote mCfp Boolean nodelay; /* =true if CF period in progress */
remote mDisable Boolean nodelay; /* =true if not in any BSS; then */

/* TX only sends probe_req; RX only accepts beacon, probe_rsp */

remote mOtimCount Integer nodelay; /* =0 at Thit of Beacon with DTIM */
remote mFxIP Boolean nodelay; /* =true during frame exchange seq */

remote mlbss Boolean nodelay; /* =true if STA is member of IBSS */

remote mlistenint integer nodelay; /* beacons between wake up @TBTT */
remote mNavEnd Time nodelay; /* NAV end Time, <=now when idle */

remote mNextBdry Time nodelay; /* next boundary Time; =0 if none */
remote mNextTbtt Time nodelay; /* Time next beacon due to occur */
remote mPcAvail Boolean nodelay; /* =true if point coord in BSS */
remote mPcDivr Boolean nodelay; /* =true if CF delivery only */
remote mPcPoli Boolean nodelay; /* =true if CF delivery & polling */
remote mPdly Usec nodetay; /* probe delay from start or join */
remote mPss PsState nodelay; /* power save state of STA ¥/
remote mReceiveDTIMs Boolean nodelay; /* =true if DTiMs received */
remote mRxA Boolean nodelay; /* =true if RX indicated by PHY */
remote mSsld Octetstring nodelay; /* name of the current ()BSS */
remote procedure TSF nodelay; /* read & update 64-bit TSF timer */
fpar integer, Boolean; returns integer;
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Named static data values (names of form sXYZ)

/

synonym sMaxMsdulLng integer = 2304; /* max octets in an MSDU */

synonym sMacHdrLng Integer = 24; /* octets in data header, no WEP */

synonym sWepHdrLng Integer = 28; /* octets in data header with WEP */

synonym sWepAddLng Integer = 8; /* octets added for WEP */

synonym sWdsAddLng Integer = 8; /* octets added for WDS (addrd) */

synonym sCrclng Integer = 4; /* octets for cred2 (FCS, ICV) ¥/

synonym sMaxMpdulng Integer = /* max octets in an MPDU */
(sMaxMsdulLng + sMacHdrLng + sWdsAddLng + sWepAddLng + sCrclLng);

syntype FramelndexRange = Integer /* index range for octets in MPDU */
constants 0 : sMaxMpduLng endsyntype FramelndexRange;

synonym sTsOctet Integer = 24; /* first octet of Timestamp field */

synonym sMinfraglng Integer = 256; /* min value for aMpduMaxLength */

synonym sMaxFragNum Integer = I maximum fragment number */
(sMaxMsduLng / (sMinFragLng - sMacHdrLng ~ sCrcLng));

synonym sAckCtsLng Integer = 112; /* bits in ACK and CTS frames */

A A\

*

Station configuration flags (static. supplementary to MIB}

/

synonym sVersion Integer = 0; /* supported Protocol Version */

synonym sCanBeAp Boolean = faise; /* =true if STA can operate as AP */
synonym sCanBePc Boolean = false; /* =true if AP can be Point Coord */
synonym sCfPollable Boolean =true; /* =true if respends to CF-polls */

3104_d\StaticData(31)
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r B

Discrete microsecond and Time Unit sorts
/

/* SDL does not define the relationship between its concept */
/* of Time and physical time in the system being described. */
/* An abstraction is needed to establish this relationship, */
/* because Time in SDL uses the semantics of Real, whereas */
/* time in the MAC protocol is discrete, with the semantics */
/* of Natural and a step size (resolution) of 1 micosecond. */
/* Most MAC times are defined using the subtypes of Integer */
/* Usec and TU. These have operators for explicit conversion */
/* to SDL Time (tUsec, tTU), SDL Duration (dUsec. dTU), and */
/* from SDL Time (uTime, tuTime) as needed to comply with SDL's */
/* strong type checking. Where the MAC state machines need to */
* access the contents of the TSF timer, SDL's 'now' (current */
/* time) is used. This yields readable time-dependent code, */
* but the value of 'now' cannot be modified by an SDL program, */
/* so adopting the TSF time from timestamps in received Beacons */
/* or Probe Responses is shown as an informal task symbol. */
/* Microsecond sort -- also has operators tmin and tmax */
newtype Usec inherits Integer operators all;
adding operators
dUsec : Usec -> Duration;
tUsec : Usec -> Time;
uTime : Time -> Usec;
tmax : Usec, Usec -> Usec;
tmin : Usec, Usec -> Usec;
axioms for all u, win Usec(
u >= w ==>tmax(u, w) == u; u < w ==>tmax{u, w) == w;
u>=w==> tmin(u, w) == w; U < w==>tmin{u, w) == u;
foralltin Time( for all r in Real(
r = float(u) ==> tUsec(u) == Timel(Duration!(r));
t = Time!(Duration!(r)) and u = fix(r) ==> u == uTime(t);));
for all d in Duration(  for all r in Real(
r = float(u) ==> dUsec(u) == Duration!(r); )));
constants >= 0 /* constrain value range to be non-negative */
endnewtype Usec;
/* Time Unit sort -- (1 * TU) = (1024 * Usec) */
newtype TU inherits Integer operators all;
adding operators
dTU :TU -> Duration;
tTU  : TU -> Time;
tuTime : Time -> TU;
u2TU : Usec-> TU;
tu2U : TU -> Usec;
axioms forallkin TU( foralitin Time( foralirin Real(
r = float(k) ==> tTU(k) == Timel(Duration!{(1024 *r));
t = Time!(Duration!(r)) and k = (fix(r} / 1024) ==> k == tuTime(t);));
for ail d in Duration{ for all r in Real(
r = float(k) ==> dTU(k) == Duration!(1024 *r);));
for all u in Usec( u2TU(u) == u/1024; tu2U(k) ==k * 1024;));
constants >= 0 /* constrain value range to be non-negative */

endnewtype TU;

3105_d\Usec_TU(31)
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7 —
Hiniinlieleieinte N * Generator for 0-origin String sorts (adapted from Z.105, Annex Ap
/
| vy
: i /* String0isort, nuliSymbol) can define strings of any sort. */
| ) /* These strings are indexed starting from O rather than 1. */

* Sorts defined by String0 have the normal String operators, plus */
/* Tail (all but first item), Head (all but last item), and */
/* aggregators S2, S3, S4, S6, S8 (make fixed length strings). */
generator StringO(type Item, literal Emptystring)
literals Emptystring;
operators
MkString : Item -> String0; /* make a string from an item */
Length : String0 -> integer; /* length of string */
First : String0 -> ltem;  /* first item in string */
Tail : String0 -> StringQ; /* all but first item in string */
Last : String0 -> ltem; /* last item in string */
head : String0 -> String0; /* all but last item in string */
"/I" . String0, String0 -> String0;  /* concatenation */
Extract! : String0, integer -> Item;  /* get item from string */
Modifyt : String0, integer, Item -> String0; /* modify string */
SubStr : String0, Integer, Integer -> String0;
/* SubStr(s,i,)) is string0 of length j starting at stringQ(i) */
S2: tem, ltem -> String0;  S3 : item, item, item -> String0;
S4 . Item, Item, ltem, ltem -> String0;
S6 : ltem, Item, Item, item, ltem, Item -> String0;
S8 : Item, ltem, item, Item, item, item, ltem, Item -> String0;
/* axioms continued on next page... */

endgenerator String0;
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A I /* String0 axioms */ I\

: -3 r* for all item0.item1,item2,item3,item4.item5.item6 item7 in Item(

! forall s, s1, S2, S3in Stringd{ for all i, j in Integer{

constructors are Emptystring, MkString, and "//";
equalities between constructor terms
s // Emptystring == s; Emptystring // s == s;
(s1//82) 1/ S3==51//(S2 /| S3Y;
definition of Length by applying it to all constructors
type String Length{Emptystring) == 0;
type String Length(MkString(item0)) == 1;
type String Length(s1 // S2) == Length(s1) + Length(S2);
definition of Extract! by applying it to all constructors,
Extracti(MkString(item0), 0) == item0;
i < Length(s1) ==> Extract!(s1 // S2, i) == Extract!(s1, i);
i >= Length(s 1) ==> Extract!(s1 // S2, i) == Extract!(S2, i - Length(s1));
i <0 ori>= Length(s) ==> Extract!(s, i) == error!;
definition of First and Last by other operations
First(s} == Extract!(s, 0);
Last(s) == Extracti(s, Length(s) - 1);
definition of substr(s.i,j) by induction on j,
i >= 0 and i <= Length(s) ==> SubStr(s, i, 0) == Emptystring;
i>=0andj>0andi+]j<=Length(s) ==> SubStr(s, i, ) ==
SubStr{s, i, - 1} // MkString(Extracti(s, i +j - 1));
i<0orj<0ori+i>Length(s) ==> SubStr(s, i, j) == error};
definition of Modify!, Head, Tail, Sx by other operations
Modifyl(s, i, item0) == SubStr(s, 0, i) // MkString(item0) //
SubStr(s, i + 1, Length(s) -i - 1);
head(s) == SubStr(s, 0, Length(s) - 1);
Tail(s) == SubStr(s, 1, Length{s) - 1);
S2(item0, item1) == MkString(item0) // MkString(item1);
S3(item0, item1, item2) ==
MkString(item0) // MkString(item1) // MkString(item2);
S4(item0, item1, item2, item3) ==
M&String(itemQ) // MkString(item1) // MkString{itemz2) //
MikString(item3);
SB(item0, item1, item2, item3, item4, item5) ==
MkString(item0} // MkString{item1) // MkString{item2) //
MkString(item3} // MkString(item4) // MkString(item5);
S8(itemQ, item1, item2, item3, itemd, item5, item®6, item7) ==
MkString(item0) // MkString(itern1) // MkString(item2) //
Mk String(item3) // MkString{item4) // MkString{item5) //
MkString(item8) // MkString(item7); )));
*
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1l ASN.1-style BIT sort  (from Z.105, Annex A)
I

newtype Bit inherits Boolean

/* Bit is a subtype of Boolean -- bit values 0 and 1 are
/* not numerals and cannot be used with Integer operators */

/

literals O = false, 1=true; operators all; endnewtype Bit;

/

* ASN.1-style BIT STRING sort  (adapted from Z.105, Annex A%

-1/* length of the longest (or only) source string. */
newtype Bitstring String0(Bit, ")
adding literals  macro Hex_Literals;
operators
"not" : Bitstring -> Bitstring;
"and" : Bitstring, Bitstring -> Bitstring;
“or" : Bitstring, Bitstring -> Bitstring;
"xor" : Bitstring, Bitstring -> Bitstring;
"=>" : Bitstring, Bitstring -> Bitstring;  noequality;
axioms macro Mex_Axioms;
for all s, s1. S2, S3 in Bitstring(
s=s==true; s§1=82==82=s1;

((s1 =52) and (S2 = S3)) ==> §1 = 33 == true;
((s1=82) and (S2 /= S3)) ==> 1 = 33 == false;
for all b, b1, b2 in Bit(

not (") ==";

“and " ==
Length(s) > 0 ==> " and s == MkString(0) and s;
Length(s) > 0 ==>s and " == s and MkString(0),
(MkString(b1) // s1) and (MkString(b2) // S2) ==

MkString(b1 and b2) // (s1 and S2);
$1 or S2 == not (not s1 and not 52);
s1 xor S2 == (s1 or $2) and not (s1 and S2);
s1=> 82 == not (not s1 and S2);)),
map for all b1, b2 in Bitstring literals(
for all bs1, bs2 in Charstring literals(
/* connection to the String generator */
for all b in Bit literals(
spelling(b1) =™ // bs1 // bs2 /1 ",
spelling(b2) = "™ // bs2 I/ ", spelling(b) = bs1
==>h1 == MkString(b) // b2; )});
endnewtype Bitstring;

not (MkSlrihg(b) /1 8) == MkString(not (b)) // not (s);

/
/* Bitstrings are 0-origin strings of Bit. Z.105 uses ASN.1-style */
[* literals in binary ('1011'B) or hexadecimal ('D3'H), but this */
/* syntax is not accepted for Z.100 string literals. Therefore, */
/* this version provides only hexadecimal literals 0x00-0xFF. */
/* Bitstring operators '=>', 'not’, ‘and’, 'or’, and 'xor" act */
/* bitwise, with the length of the resuit string equal to the */

s1 /=82 == not (s1 = 82); 31 = 52 == true ==> 51 == 82;

3108_d\Bitstring(31)
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d OCTET sort  (influenced by Z.105, Annex A)

* !
/* Octet is a subtype of Bitstring where length always =8. */
/*Z.105 adds a "size" keyword to SDL and defines Octet with */
/*"... constanis size (8) ..." to impose this length constraint. */
/" Here Octet relies on proper use maintain lengths as multiples */
/= of 8. Proper length strings are created by the hexadecimal */
/* Bitstring literals {e.g. 0xD5) and operator mkOctet: */
/* o= mkOctet(i) converts a non-negative Integer (mod 256) */
I to an Octet (exactly 8 bits) */
I* = octetVal(o) converts an Octet to an Integer (0:255) */
I o=flip(o) reverses bit order of the Octet */
" {0<-->7, 1<~->6, 2<—>5, 3<-->4) */
newtype Octet inherits Bitstring operators all;
adding operators
mkOctet : Integer -> Octet;
octetVal : Octet -> integer;
flip  : Octet -> Octet;
axioms
for all i in Integer(  for all z in Octet(
i = 0 ==> mkOctet(i) == $8(0, 0,0, 0,0, 0, 0, 0);
i = 1 ==> mkOctet(i) == $8(1, 0,0, 0,0, 0, 0, O);
i>1andi<= 255 ==>mkOctet()) ==
SubStr((First{mkOctet(i mod 2)) // mkOctet(i / 2)), 0, 8);
i > 255 ==> mkOctet(i) == mkOctet(i mod 256);
i < 0 ==> mkOctet(i) == error!;
z = MkString(0) ==> octetVal(z) =
z = MkString(1) ==> octetVal(z) =
Length(z) > 1 and Length(z) <= 8 ==>
octetVal(z) == octetVal(First(z)) +
(2 * (octetVal(SubStr(z, 1, Length(z) - 1))));
Length(z) > 8 ===> octetVal(z) == error!;
flip(z) == $8(2(7).2(6),2(5),2(4),2(3).2(2),2(1).2(0)); )},
endnewtype Octet;

0;
1

3109_d\Octetstring(31)
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/

T e C QOCTET STRING sort  (somewhat influenced by Z.105, Annex L}

newtype Octetstring String0(Octet, null)

operators

mk2octets : Integer -> Octetstring;
axioms
for all b, b1, b2 in Bitstring(

k <= 0 ==> error!;

MKString(mkOctet(i / 256)). );
01 == MkString(0x00); 02 ==

for all b1, b2 in Bitstring literals(

=> 01 =02 == b1 = b2;
endnewtype Octetstring;

* Octetstrings are 0-ORIGIN strings of Octet, NOT 1-ORIGIN */
/* strings like Octet_String in Z.105 (hence the name change). */
I* Octetstring has conversion operators to and from Bitstring, */
* and integer to Octetstring. Octetstring literals are "null" */

/* and 1-4, 6, 8 item 0x00 strings O1, 02, O3, 04, 06, 08.*/

adding literals O1, 02, O3, 04, 06, O8;

B_S : Octetstring -> Bitstring; /* name changed from Z.105 */
O_S : Bitstring -> Octetstring; /* name changed from Z.105 */
mkOS : Integer,integer -> Octetstring; /* mkOS(i1,i2) returns */

* mkstring(mkOctet(i1)) padded (0x00) to length i2 */
/* 16-bit int to 2-octets */

for all s in Octetstring(  for all 0 in Octet(
B_S(null) == null; O_S(nully ==
B_S(MkString(o) // 8) == o // B_S(s);
Length(b1) > 0, Length(b1) < 8 ==>
O_S(b1) == MkString(b1 or 0x00); /* expand b1 to 8 bits */
b = b1 // b2, Length(b1) = 8 ==>
O_S(b) == MkString(b1) // O_S(b2);

for alti, kin lnteger(
k =1 ==> mkOS(i, k) == MkString(mkOctet(i));
k> 1 ==> kaS(i, k) == mkOS(i, k -

1) // MkString(0x00);
mk2octets(i) == MkString(mkOctet(i mod 256)) //
03 ==02//01; 04 ==021/02,
06 == 04 // 02; 08 == 04 /1 04, )));
map for all O1, 02 in Octetstring literals(

spelllng(O1)— spellmg(b1) spelling(O2) = spelling(b2)
»

/
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3110_d\MacAddr(31)

*
-

!
/* MacAddr is a subtype of Octetstring with added operators: */
/% isGroup(m) =true if given a group address */
/*  isBest(m) =true if given the broadcast address */
/*  isLocal(m) =true if given a locally-administered address */
/* adrOs(m) converts MacAddr to Octetstring */
* MAC addresses must be defined to be exactly 6 octets tong, */
* typically using the S6 operator or nullAddr synonym. */
newtype MacAddr inherits Octetstring operators all;
adding operators
isGroup : MacAddr -> Boolean;
isBest : MacAddr -> Boolean;
isLocal : MacAddr -> Boolean;
adrOs : MacAddr -> Octetstring;
axioms
for all m in MacAddr(
(Length(m) = 6) and ((Extract!(m,0) and 0x01) = 0x01) ==> isGroup(m) == true;
(Length(m) = 6} and ((Extract!(m,0) and 0x01) = 0x00) ==> isGroup(m} == false;
(Length(m) = 6) and (m = S6(0xFF,0xFF,0xFF,0xFF 0xFF,0xFF)) ==> isBcst == true;
(Length(m) = 6) and (m /= S6(0xFF 0xFF,0xFF ,0xFF,0xFF ,0xFF)) ==> isBcst == false;
(Length(m) = 6) and ((Extract!(m.0) and 0x02) = 0x02) ==> isLocal == true;
(Length(m) = 6) and ((Extract!(m,0) and 0x02) = 0x00) ==> isLocal == false;
Length{m) /= 6 ==> errort /* common error! term */;
for all o in Octetstring(m = MacAddri(o) == adrOs{m) = 0; ));
endnewtype MacAddr;
newtype MacAddrSet powerset( MacAddr) endnewtype MacAddrSet;
synonym bcstAddr MacAddr = /* Broadcast Address */
<<type MacAddr>> S6(0xFF ,0xFF 0xFF 0xFF 0xFF 0xFF);
synonym nullAddr MacAddr = /* Null Address */
<< type MacAddr>> S6(0x00,0x00,0x00,0x00,0x00,0x00);

* MAC Address sorts

/ i

* BSS description sorts

f
/* BssDscr is used with MimeScan.confirm and MimeJoin.request */

newtype BssDscr struct
bdBssld MacAddr;
bdSsld  Octetstring;
bdType BssType;
bdBenPer TU; /* beacon period in Time Units */
bdDtimPer Integer; /* DTIM period in beacon periods */
bdTstamp Octetstring; /* 8 Octets from ProbeRsp/Beacon */
bdStartTs Octetstring; /* 8 Octets TSF when rx Tstamp */
bdPhyParms PhnyParms; /* empty if not needed by PHY */
bdCfParms CfParms; /* empty if not CfPollable/no PCF */
bdlbssParms IbssParms: /* empty if infrastructure BSS */
bdCap Capability; /* capability information *f
bdBrates Ratestring; /¢ BSS basic rate set */

endnewtype BssDscr;

newtype BssDscrSet powerset( BssDscr) endnewtype BssDscrSet;

/1 <=length <= 32 %/

288
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*

Duplicate filtering support sorts

/

syntype FragNum = Integer /* Range of possible fragment numbers */

constants 0:sMaxFragNum endsyntype FragNum;

syntype SeqNum = Integer /* Range of possible sequence numbers */

constants 0:4095 endsyntype SeqNum;

newtype Tuple struct /* for duplicate filtering & defragmentation */
full Boclean; /*=true if Tuple contains valid info */
ta MacAddr; /* transmitting station address (Addr2) */
sn  SeqNum; /* Msdu/Mmpdu sequence number */
fn  FragNum; /* most recent Mpdu fragment number */
tRx Time; /*reception time (endRx of fragment) */

default (. false, nullAddr, 0, 0, 0 .);
endnewtype Tuple;

™\

operator
clearTupleCach¢

operator
searchTupleCad

operator
updateTupleCagh

* TupleCache support sorts

/
/* Number of TupleCache entries and associated index range */

TupleCache size is implementation dependent */
syntype Cachelndex = Integer constants 1:tupleCacheSize
endsyntype Cacheindex;
/* TupleCache array */
/* cache:= ClearTupleCache(cache) to initialize cache */
/* cache:= UpdateTupleCache(cache, addr, seq, frag, endRx) */
" if <addr,seq> is already cached, updates frag */

" if <addr,seq> not cached, fills an empty entry */

r* or replaces an entry using an unspecified algorithm */
/*  SearchTupleCache(cache, addr, seq, frag) */

I* returns true if specified <addr,seq,frag> in cache */

newtype TupleCache Array( Cacheindex, Tuple);
adding operators
ClearTupleCache : TupleCache -> TupleCache;

TupleCache;
operator ClearTupleCache;
fpar cache TupleCache; returns TupleCache; referenced;
operator SearchTupleCache;

returns Boolean; referenced;
operator Update TupleCache;

tnow Time; returns TupleCache; referenced;
endnewtype TupleCache;

synonym tupleCacheSize Integer = 32; /* this value is an example,

SearchTupleCache : TupleCache, MacAddr, SeqNum, FragNum -> Boolean;
UpdateTupleCache : TupleCache, MacAddr, SeqNum, FragNum, Time ->

fpar cache TupleCache, taddr MacAddr, tseq SeqNum, tfrag FragNum;

fpar cache TupleCache, taddr MacAddr, tseq SeqNum, tfrag FragNum,
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v

i cache TupleCache
1

i fpar N

Ireturns TupleCache ;

dcl k Cachelindex ; 5

Operator clearTupleCache

A
iR
i
1

C

| —

/* This procedural operator is
part of sort TupleCache.
cache:= clearTupleCache(cache)
marks all entries in cache as empty. */

ko= 1 k= k+1

TS

false

cache(k)ifull:= |

ClearCache_1a(1)
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Operator searchTupleCache SearchCache_ta(1)
:'_ fbér_ __________ h /* This procedural operator is
i cache TupleCaché} part of sort TupleCache.
! taddr MacAddr, H hit:= searchTupleCache(cache, addr, seq, frag)
! tseq SegqNum, ! returns hit=true if an entry in cache has
v tfrag FragNum; i (ta=addr) and (sn=seq) and (fn=frag);
| returns Boolean; | else returns hit=false. */
dcl k Cachelndex ;
dcl result Boolean ;
| —
k=1 k= k+1
“Search for exact ": result;= (cache(k)lsn=tseq)
{TA,SegNum,FragNum}r--1 (cache(k)ita= —— and
match at non-empty | taddr) and (cache(k)!fn=tfrag)
cache entries. ' and cache(k)full
_________________ (false)—
(=tupleCacheSize)
‘ result
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Operator updateTupleCache UpdateCache_1b(1)
:'; fpar 11\ /* This procedural operator is h

+ cache TupleCache, part of sort TupleCache.

! taddr MacAddr, ; cache:= updateTupleCache

! tseq SegqNum, ! l {addr, seq, frag, time)

t tfrag FragNum, 1 ] First searches cache for an entry,

i tnow Time; H ‘_ __ matching the base frame, so that

! returns TupleCache ;| k= k+1 k=1 (ta=addr) and {sn=seq).
L e - If such an entry exists, that

l_______%‘ entry is updated in place with

(fr:= frag) and (tRx:= time).
temp:= If no such entry is found, a free
cache(k} entry, or a non-free entry selected
using an unspecified algorithm, is
used for this frame, storing
{ta:= addr) and (sn:= seq} and
(fr:= frag) and {{Rx:= time). */

dcl k Cachelndex ;
dcl test Boolean :
deltemp Tuple ;

o v 2w o e vt
t

test:=(tempita= l!f a match is found
faddr}and [-—-m=meee————— 1with {TA,SeqNum},
(temp'sn=1seq) update Fraghum

1and tRx for that
(false) @ (true)

:entry rather than
(=tupleCacheSize)

creating a new

else

___________________ -
1

Select cachelndex for new! 'k:= index to
eniry if no {TA,SegNum} r-~4 use for new
match. |f possible, use an | cache entry’'
empty location, otherwise |

choose an entry to replace

anentry selected based ;  |temp!full:=true,
on unspecified criteria. | |templta:=taddr,
——————————————————— ’ templsn:=tseq

[

templfn:=tfrag,
termpltRx:=tnow|

cache(k):=
temp

cache

292 Copyright © 1999 IEEE. All rights reserved.

Microsoft Corporation
Exhibit 1019-00308



MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSVIEEE Std 802.11, 1999 Edition

-

Package macsorts 3112_d\Counter(31)

| ]S

32-bit Counter sort and Integer string sort
!

/* This sort used for MiB counters, needed because SDL Integers */
/* have no specified maximum value. inc(counter) increments the */
/* counter value by 1, with wraparound from (2*32)-1 {0 0. */

newtype Counter32 inherits Integer operators all;
adding operators
inc : Counter32 -> Counter32;
axioms
for all ¢ in Counter32 (
C < 4294967295 ==> inc(c) == c + 1;
€ >= 4294967295 ==> in¢(c) == 0; );
endnewtype Counter32;
/* String (1-origin) of Integer */
newtype Intstring String( Integer, nolnt); endnewtype Intstring;
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Package macsorts

3113_d\Queue(31)

Trwann
[rmmmm N * Generator for Queue sorts

/
] L}
: ! * The Queue generator is derived from the String0 generator */
[N, H /* to create Queues of any sort. Queues operators are: */

operators

axioms

*  Qfirst(queue.item) adds item as the first queue element */
/*  Qlast(queue,item) adds item as the last queue element */
/* and the String0 operators Length, //, First, Last. Head, Tail */
/* Because operators can only return a single value, removing an */
/* element from a queue is a 2-step process: */
/* dequeue first: item:=First(queue); queue:=Tail(queue); */
/*  dequeue last: item:=Last(queue); queue:=Head(queue);*/
generator Queue(type Item, literal Emptyqueue)
literals Emptyqueue;

MKkQ : item -> Queue;
Length : Queue -> Integer; /* number of items on queue */
First : Queue -> ltem;
Qfirst : Queue Iltem -> Queue; /* add item as first on queue */
Tail : Queue -> Queue; /* all but first item on queue */
Last : Queue -> ltem;
Qlast : Queue ltem -> Queue; /* add item as last on queue */
head : Queue -> Queue; /* all but last item on queue */
‘1" Queue, Queue -> Queue; /* concatenation */
Extract! : Queue, Integer -> ltem; /* copy item from queue */
Modifyt : Queue, Integer ltem -> Queue; /* modify item in queue */
SubQ : Queue,Integer,Integer -> Queue;

/* SubQ(q,i,j) queue of length j starting from queue(i) */

for all item0 in Item(
for all i, j in Integer(
/* constructors are Emptyqueue, MkQueue, and "//"; */
/* equalities between constructor terms */
q// Emptyqueue == q; Emptyqueue // g ==q;
(91//q2)// g3 ==q1//(q2//q3);
/* definition of Length by applying it to all constructors */
type Queue Length(Emptyqueue) == 0;
type Queue Length(MkQueue(item0)) == 1;
type Queue Length(q1 // q2) == Length(q1) + Length(q2);
* definition of Extract! by applying it to all constructors, */
Extracti{MkQueue(item(), 0) == item0;
i < Length(q1) ==> Extractt(q1 // g2, i) == Extract!(q1, i):
i >= Length(q1) ==> Extract!(q1 // q2, i) == Extract{q2, i - Length(q1));
i < 0 ori>= Length(q) ==> Extract!(q, i} == error!;
* definition of First and Last by other operations */
First{q) == Extracti(q, 0); Last(q) == Extract{g, Length{g) - 1);
/* definition of SubQ(q,i,j) by induction on }, */
i >= 0 and i <= Length{q) ==> Sub{(q, i, 0) == Emptyqueue;
i»= 0andj>0andi+]<= Length{q) ==> SubQ{g, i, }) ==
SubQ(qg, i. j - 1) // MkQueue(Extractl(qg, i +j- 1));
i<Qorj<Qori+j>Length(q) ==> SubQ(q,i.j) == errori;
/* define Madify!, Head, Tail, Qfirst, Qlast by other ops */
Modify!(q, i, item0} == SubQ(q, 0, 1) //
MkQueue(item0) // SubQ(q, i + 1, Length{qg) - i - 1);
head(q) == SubQ(q, 0, Length(q) - 1);
Tail(g) == SubQ(q, 1, Length(q) - 1);
Qfirst(q, item0) == MkQueue(itemQ) // q;
Qlast(q, item0) == g // MkQueue(item0); )));
endgenerator Queue;

/* make a queue from an item */

/* first item on queue */

/* last item on queue */

for all g, g1, g2, q3 in Queue(

204
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Package macsorts 3114_d\Fragment(31)

I\ r N

Fragmentation support sorts
. I

/* Array to hold up to FragNum fragments of an Msdu/Mmpdu */
newtype FragArray Array(FragNum, Frame}, endnewtype FragArray;

operator /* FragSdu structure is for OUTGOING MSDUs/MMPDUSs (called SDUs) */
gSearch /* Each SDU, even if not fragmented, is heid in an instance of */
/* this structure awaiting its (re)transmission attempt(s). */

/* Transmit queue(s) are ordered lists of FragSdu instances. */
newtype FragSdu struct

fTet FragNum; /* number of fragments in pdus FragArray */

fCur FragNum; /* next fragment number to send */

fAnc  FragNum; /* next fragment to announce in ATIM or TIM

when fAnc > fCur, pdus(fCur)+ may be sent */
eol Time; /*setto (now +dUsec(aMaxTxMsduLifetime))
when the entry is created */

sqf SegNum; /* SDU sequence number, set at 1st Tx attempt */

src Integer; /* short retry counter for this SDU */

Irc Integer; /" long retry counter for this SDU */

dst MacAddr; /* destinaton address */

grpa Boolean; /* =true if RA (not DA) is a group address */

psm Boolean; /* =true if RA (not DA) may be in pwr_save */

resume Boolean; /* =true if fragment burst being resumed */

cnfTo  Pld; /* address to which confirmation is sent */

txrate Rate; /* data rate used for initial fragment */

cf CfPriority; /* requested priority (from LLC) */

pdus FragArray;, /* array of Frame to hoid fragments */
endnewtype FragSdu;
/* Queue of FragSdu */
/* for power save buffers, etc., searchable with Qsearch operator: */
*  index:= Qsearch(queue, addr) where queue is an SduQueue, */
/* index identifies the first queue entry at which */
I* entryldst = addr; or as -1 if no match (or queue empty). */
newtype SduQueue Queue(FragSdu, emptyQ);

adding operators
gSearch : SduQueue, MacAddr -> Integer;
operator qSearch;

fpar que SduQueue, val MacAddr; returns Integer; referenced:;

endnewtype SduQueue;
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Operator Qsearch Qsearch_1a(1)

:r;—f;—);r ——————————— I declk, ing Integer ;
i que SduQueue, -1
| val MacAddr; ;

t
________________ +

/* This procedural operator is
part of sort SduQueue.
index:= Qsearch(queue, addr)
returns index of the first queue
entry at which (entry!dst = addr);
returns -1 if no match found.
Also returns -1 for empty queue. */

Ing:=
length(que)

K=k +1 result= k

result:= -1

k

result
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Package macsorts 3115_d\Defragment(31)
:' NP N
| A * Defragmentation support sorts .
| I
fTTomTTTT ’ /* The PartialSdu structure is for INCOMPLETE MSDUs/MMPDUs */
/* (generically SDUs) for which at least 1 fragment has been */
operator /* received. Unfragmented SDUs are reported upward immediately, */
ArAge /* and are never stored in instances of this structure. */
newlype PartialSdu struct
inUse Boolean; /* =true if this instance holds any fragments */
rna MacAddr;, /*transmitting station (Addr2) */
operator rsn  SeqNum; /* SDU sequence number */

ArFree rCur FragNum; /* fragment number of most recent Mpdu */
reol Time; /* (now+dUsec(aMaxReceivelifetime) @ 1st Mpdu ™/
rsdu  Frame; /* buffer where Mpdus are concatenated */

default (. false, nuilAddr, 0, 0, 0, null );
operator endnewtype PartialSdu;

ArSearch newtype PartialSduKeys struct /* if aPrivacyOptionimplemented=true */
wDefKeys KeyVector; /* default keys when 1st frag received */
wiKeyMap KeyMapArray; * key mappings when 1st frag received */
wExclude Boolean; /* aExcludeUnencrypted @ 1st frag rx */

endnewtype PartialSduKeys;
/* Number of entries in defragmentation array at this station. */
/* The value is implementation dependent (min=3, see 9.5). */
synonym defragSize Integer = 6;
syntype defragindex = Integer constants 1:defragSize
endsyntype defragindex;
/* Array of PartialSdu for use defragmenting Msdus and Mmpdus. */
[* Searchable using the ArSearch operator */
/* index:= ArSearch(array, addr, seq, frag) */
/* where index is returned to identify the first element for which */
/* ((inUse = true) and (entry!rta = addr) and (entrylrsn = seq) */
/* and (entry!rCur = (frag-1)); or as =1 if no match found. */
/* index:= ArFree(array) returns the index of a free entry, */
/* or -1 if no entries free. May free an entry, selected using */
/* an unspecified algorithm, to avoid returning -1. */
/* array:= ArAge(array, age) */
/* frees where (entryleol < age), also used to clear array. */
newtype DefragArray Array( defragindex, PartialSdu);
adding operators
ArSearch : DefragArray, MacAddr, SegNum, FragNum -> Integer;
ArFree : DefragArray -> Integer;
ArAge : DefragArray, Time -> DefragArray;
operator ArSearch;
fpar ar DefragArray, adr MacAddr, seq SeqNum, frg FragNum;
returns Integer; referenced;
operator ArFree; fpar ar DefragArray; returns Integer; referenced;
operator ArAge; fpar ar DefragArray, age Time;
returns DefragArray, referenced;
endnewtype DefragArray;
newtype DefragKeysArray Array( defragindex, PartialSduKeys);
endnewtype DefragKeysArray;
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Operator ArAge ArAge_1a(1)

:' ; fpar \ /* This procedural operator

+ ar DefragArray, is part of sort DefragArray.

| age Time; array:= ArAge(array, age)

| frees entryleol < age. Thisis

~~~~~~~~~~~~~~~ * used both for the aging function
and to clear the DefragArray. */

| ]

k]
i
1
I

dcl k Defragindex ;
dcite Boolean;
dcl temp PartialSdu ;

k=1 ko= k+1
temp:=ar(k),

te:=
templinlse

te:=
templreol
< age

“Mark all entries | [ templinUse:=
with end-of-life -~ false,

(reol) earlier | ar(k):= temp
than specified 3
as notinuse. |

(=defragSize)
ar
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Operator ArfFree ArFree_1b(1)
r fﬁgf: “““““““ I /* This procedural operator is

poar DefragArray“;", part of the sort DefragArray.

ireturns Integer ; | index:= ArFree(array)

b e : returns index of an unused entry

in the array. If all entries are used,
either returns -1, or selects an
arbitrary entry to free in order to
return a usable index. Decision
criteria for case of no free entries
are implementation dependent. */

dcl k Defragindex ;
dcl result Integer ;
dcl te Boolean ;

del temp PartialSdu ;

k=1 k= k+1
temp:=ar(k),

te:=
templinUse

o o 0
1

lThis decision is
-------- 1implementation

'dependent.

(false) ~ t==mmmmmm———-
“Refum index 1 K= index ISelect anentry to -
of afree entry r--{ result=k result:= -1 ofentryto f--1re-use based on
if possible. | force free' I unspecified criteria.

ar(k)linUse:=
false,
result:= k
J
®{esult
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Operator ArSearch

; fpar

ar DefragArray 4
adr MacAdar, !
seq SegNum,
frg Fraghum ; |
returns Integer ; |

_____________

dclte Boolean;

dc! k Defragindex ;
dclresult Integer ;

decltemp PartialSduy ;

Search for first
element where
(inUse=true) and
(rta=adr) and
(rsn=seq) and
(rCur=(frg-1))

+
1

[

t

ArSearch_1a(1)

I* This procedural operator is

part of sort DefragArray.
index:= ArSearch(array, addr, seq, frag}
where array is a DefragArray;
index is returned to identify the first element
for which (inUse=true) and (entry!rta=addr) and
(entrylrsn=seq) and (entryirCur=frag-1);
index is returned =1 if no match is found. */

)

Em——
k=1 ki= k+1
K i
N
temp:=ar(k),
te:=
templinUse
(false)
(true)
ter= (templrsn = seq)
(templrta= and
adr) and (temp!rCur
=(frg-1))
(false)
te
(true)
elsg
k
(=defragSize)
result:= k resuit:= -1
]
result
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Package macsorts 3116_d\Crc_Wep(31)

:
i

| O

I

|

L

CRC-32 sorts (for FCS and ICV)
!

/* Cre is a subtype of Octetstring with added operators: */
I* cre= Cre32(cre,octet) */
operator /* updates the crc value to include the new octet, and */
cre32 [* Mirror(crc), which returns a Crc value with the order */
I* of the octets, and of the bits in each cctet, reversed for */
{* MSb-first transmission (see 7.1.1). Crc variables must have */
* exactly 4 octets, which is done using initCrc or S4. */
newtype Crc inherits Octetstring operators all;
adding operators
Cre32 : Cre, Octet -> Crc;
mitror : Cre -> Octetstring;
operator Crc32; fpar crcin Cre, val Octet; returns Cre; referenced;
axioms for all ¢ in Crc(
mirror{c) == S4(flip(c(3)).flip{c{2)).flip(c(1)). fip(e(O)): ):
endnewtype Crc;
synonym initCrc Crc = /* Initial Cre value (all 1s) */
<< type Crc>> S4{0xFF.0xFF,0xFF,0xFF);
synonym goodCrc Crc = /* Unique remainder for valid CRC-32 */
<< type Crc>> S4(0x7B,0xDD,0x04,0xC7);

operator " B
keyLookup WEP support sorts

b M
syntype Keylndex = Integer constants 0:3 endsyntype KeyIndex;
newtype PrngKey inherits Octetstring operators all;
adding literals nullKey; /* nullKey is not any of 2*40 key values */
axioms nullKey == null; default nullkey; endnewtype PrngKey;
newtype KeyVector /* vector of default WEP keys */
Array( Keyindex, PrngKey); endnewtype KeyVector,
/* Number of entries in aWepKeyMappings array at this station.
/* implementation dependent value, minimum=10 (see 8.3.2). */
synonym sWepKeyMappingLength Integer = 10;
syntype KeyMappingRange = Integer
constants 1:sWepKeyMappingLength endsyntype KeyMappingRange;
newtype KeyMap struct /* structure used for entries in KeyMapArray */
mappedAddr MacAddr;
wepOn Boolean;
wepKey PrngKey;
endnewtype KeyMap;
I* KeyMapArray -- used for aWepKeyMapping table; */
/* an array of KeyMap indexed by KeyMappingRange, with operator */
¥ KeyMap = keyLookup(addr, keyMapArray, keyMapArrayLength) */
* returns the KeyMap entry for the specified addr, or */
/(. nullAddr, false, nullKey .) if no mapping for addr. */
newtype KeyMapArray Array( KeyMappingRange, KeyMap);
adding operators
keylookup : MacAddr, KeyMapArray, Integer -> KeyMap;
operator keyLookup;
fpar luadr MacAddr, kma KeyMapAsray, kml Integer;
returns KeyMap; referenced;
endnewiype KeyMapArray;
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Operator Crc32 crc32_1a(1)
{ ;-f?nér_ _____ I /* This procedural operator is
1 crein Cre, © part of sort Crc.
i val Octet; | crei= Cre32(cre, octet)
i returns Crc ; : generates CRC-32 polynomial,
b ¢ LSb-first, for the 8 bits of
( octet into accumulator cre, */
dcl k Integer :
k=0 dcl new Bit; B

dcl result Crc;
del temp Bitstring ;

= /* Bitstring with 1s at bit
temp:= = g
b s((ﬁcm) ki= &+t positions with feedback
i terms in CRC-32 polynomial */

‘_______q synonym feedback Bitstring =
$8(0,1,1,0,1,1,01) //

new:= $8(1,0,1,1,1,0.0,0) //
valik) xor $8(1.0.0.0.0.01 1) /f
|asm1emp) $8(0,0,1.0,0.0.0,0) ;
temp:=
mkstring{new)
/I head(temp)

temp:=

temp xor
feedback

result:=
o_s(temp)

®result
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Operator keylLockup KeylLookup_1a(1)
l:_ fE;EFI—u.éaF 'MicTAEEF,‘.\ /* This procedural operator is b

i kma KeyMapArray, " part of sort KeyMapArray.

i kml Integer; 1' keyMap:= keylLookup

]

i 1

returns KeyMap ; (addr, keyMapArray, keyMapArraylLength)

P s e “ If an entry is found with mappedAddr=addr,
keyMap is set to the value of this entry.

If no entry is found with mappedAddr=addr,
keyMap is set to (. nullAddr, false, nullKey ) */

luadr =
kmaf(k)!

1 st 7 o o
1

= Return first KeyMap
k= 1k + 1 ir(?rslg?lk) L--1element with correct

(true)
result!
mappedAddr=f === — g m "
nullAddr i
| |
result! { ' }'ﬁfﬁeméﬁdﬂaf—tﬁéi'é\? o
wepOn:=  feesamcodeen o3 1map array is reached
false ! Iwithout finding addr,
| 1 jindicate the lack of
1 la mapping by returning
result! 1 InullAddr. This avoids
wepKey'=  p------gmeem——- * {ambiguity between an
nullKey lentry which maps to
inullKey and nullKey
1being returned due
! :
result ,Lt-o_lfc_k_gf_a_znfg,t_npg._"
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Package macsorts

* FRAME sort (the basic definition of fields in MAC frames)
/
/* Frame is a subtype of Octetstring with operators for creating
I* MAC headers, extracting each of the header fields and some
* management frame fields, and modifying most of these fields.
/* There are operators to create and extract management frame
* elements, but no operators for the frame body, IV, ICV, and FCS
[* fields, which are handled directly as Octetstrings. */
newtype Frame inherits Octetstring operators all,
adding operators

mkFrame : TypeSubtype, MacAddr, MacAddr, Octetstring -> Frame;

mkCil : TypeSubtype, Octetstring, MacAddr -> Frame;
protocciVer : Frame -> Integer; /* Protocol version (2 bits) */
basetype : Frame -> BasicType; /* Type field (2 bits) */
ftype . Frame -> TypeSubtype; /* Type & Subtype (6 bits) */
setFtype : Frame, TypeSubtype -> Frame;

toDs : Frame -> Bit; [ To DS bit (1 bit} */

setToDs : Frame, Bit -> Frame;

frDs : Frame -> Bit; /* From DS bit (1 bit) */

setFrDs : Frame, Bit -> Frame;

moreFrag : Frame -> Bit;  /* More Fragments bit (1 bit) */
setMoreFrag : Frame, Bit -> Frame;

retryBit : Frame -> Bit; /* Retry bit (1 bit) */

setRetryBit : Frame, Bit -> Frame;

pwrMgt : Frame -> Bil; /* Power Management bit (1 bit} */
setPwrMgt : Frame, Bit -> Frame;

moreData : Frame -> Bit; /* More Data bit (1 bit} */
setMoreData : Frame, Bit -> Frame;

wepBit : Frame -> Bit; /* WEP bit (1 bit) */

setWepBit : Frame, Bit -> Frame;

orderBit : Frame -> Bi; /* {strictly}Order{ed} (1 bit) */
setOrderBit : Frame, Bit -> Frame;

durld : Frame -> Integer; /* Duration/ID field (2) */

setDurld : Frame, Integer -> Frame;

addr1 : Frame -> MacAddr; /* Address 1 [DA/RA] field (6) */
setAddr1 : Frame, MacAddr -> Frame;

addr2 : Frame -> MacAddr; /" Address 2 [SA/TA] field (6) */
setAddr2 : Frame, MacAddr -> Frame;

addr3 : Frame -> MacAddr; /* Address 3 [Bss/DA/SA] field */
setAddr3 : Frame, MacAddr -> Frame;

addr4 : Frame -> MacAddr, /* Address 4 IWDS-SA] field (6) */
insAddr4 : Frame, MacAddr -> Frame,

seq : Frame -> SeqNum; /* Sequence Number {12 bits) */
setSeq : Frame, SegNum -> Frame;

frag : Frame -> FragNum; /* Fragment Number (4 bits) */
setFrag : Frame, FragNum -> Frame;

ts : Frame -> Time; [* Timestamp field (8) */

setTs : Frame, Time -> Frame;

mkElem : Element!D, Octetstring -> Frame; /* make element */
GetElem : Frame, ElementID -> Frame; /* get element if aval */

status : Frame -> StatusCaode; /* Status Code field {2) */
setStatus : Frame, StatusCode -> Frame;

authStat : Frame -> StatusCode; /* Status Code in Auth frame */

reason : Frame -> ReasonCode; /* Reason Code field (2) */

{* Frame operators continued on next page ...*/

3117_d\Frame_1(31)

operator
getElem

-

| Gets element
from body of
'Management
{frame. lfthe
target element
tis not present
tan Octetstring
10f length zero
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3118_d\Frame_2(31)

/* ...Frame Sort Operators continued */
authSegNum : Frame -> Integer; /* Auth Sequence Number (2)
authAlg : Frame -> AuthType; /* Auth Algarithm field (2) */
beaconint : Frame -> TU; /* Beacon Interval field (2) */
listenint : Frame -> TU; /* Listen Interval field (2) */
Ald : Frame -> Asocld; /* Association ID field (2) */
setAld : Frame, Asocld -> Frame;
curApAddr : Frame -> MacAddr; /* Current AP Addr field (6) */
capA : Frame, Capability -> Bit; /* Capability (Re)Asoc */
setCapA : Frame, Capability, Bit -> Frame;
capB : Frame, Capability -> Bit; /* Capability Ben/Probe */
setCapB : Frame, Capability, Bit -> Frame;
keyld : Frame -> Keylndex, /* Key ID subfield (2 bits) */
setkeyld : Frame, Keylndex -> Frame;

operator GetElem;
fpar fr Frame, el ElementiD;

returns Frame; referenced;

/* Frame Sort Axioms */
axioms
for all fin Frame(  for all a. sa, da, ra, ta, bssa in MacAddr(
for all body, dur, sid, info in Octetstring(
addr1(f) == SubStr(f,4,6);
setAddr1(f.a) == SubStr(f,0,4) // a // SubStr(f,10,Length(f)-10);
addr2(f) == SubStr(f,10,6);
setAddr2(f,a) == SubStr(f,0,10) // a // SubStr(f,16 Length(f)-16);
addr3(f) == SubStr(f,16,6);
setAddr3(f.a) == SubStr(f,0,16) // a // SubStr(f,22,Length({f)-22);
addr4(f) == SubStr(f,24,6);
insAddra(f,a) == SubStr(f,0,24) // a // SubStr(f,24,Length(f)-24);
curApAddr(f) == SubStr(f,28,6);
for all ft in TypeSubtype(
mkFrame(ft, da, bssa, body) ==
ft // O3 // da // dot11MacAddress // bssa // O2 // body;
(ft = rts) ==> mkCti(ft, dur, ra) ==
ft #/ O1 1/ dur // ra /I aStationlD;
(ft = ps_poll) ==> mkCHi(ft, sid, bssa) ==
ft // O1 1/ sid // bssa // aStationID;
(ft = cts) or (ft = ack) ==> mkCtI(ft, dur, ra) ==
ft /1 O1// dur // ra;
(ft = cfend) or (ft = cfend_ack) ==> mkCtl(ft, bssa, ra) ==
ft // O3 // ra I/ bssa;
fiype(f) == MkString(f(0) and 0xFC);
setFtype(f, fty == Modify!(f, 0, MkString((f(0) and 0x03) or
) ),
for all bt in BasicType( basetype(f) == f(0} and 0x0C; );
for all i in Integer(
protocolVer(f) == octetVal(f(0) and 0x03);
authSeqgNum(f) == octetVal(f(26)) + (octetVal(f(27)) * 256);
durld(f) == octetVal(f(2)) + (octetVal(f(3)) * 256);
setDurld(f, i) == SubStr(f, 0, 2) // mkOS(i med 256, 1) //
mkOS(i / 256, 1) // SubStr{f, 4, Length(f) - 4); );
for all e in ElementID(
mkElem(e, info) == e // mkOS(Length(info) + 2, 1) // info; );

AN

/* Frame Sort Axioms continued on next page ... */
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Package macsorts 3119_d\Frame_3(31)
T W [/ Frame Sort Axioms continued */ N

! “1 for all b in Bit(

. ! toDs(f) == if (f(1) and 0x01) then 1 else 0 fi;

setToDs(f, b) ==

frDs(f) == if (f(1) and 0x02) then 1 else O fi;
setFrDs(f, b) ==
Modify!(f, 1, (f(1) and 0xFD) or S8(0,0,0,0.0,0,b,0));
moreFrag(f) == if (f{(1) and 0x04) then 1 else 0fi;
setMoreFrag(f, b) ==
Modify!(f, 1, (f(1) and 0xFB) or $8(0,0,0,0,0.b,0,0));
retryBil(f} == if (f(1) and 0x08) then 1 else O fi;
setRetryBit(f, b) ==
Modify!(f, 1, {f(1) and 0xF7) or $8(0,0,0,0,5,0,0.0)};
pwriMagt(f)} == if (f(1) and 0x10) then 1 else 0 fi;
setPweMgt(f, b) ==
Modifyi(f. 1. (f(1) and OxFB) or S8(0,0,0,b.0,0,0,0));
moreData(f) == if (f(1} and 0x20) then 1 else O fi;
setMoreData(f, b) ==
Modify!(f. 1, (f(1} and OxFB) or $8(0,0,b,0.0.0,0,0));
wepBit(f) == if (f(1) and 0x40) then 1 else 0 fi;
setWepBit(f, b) ==
Modifyl(f, 1, (f(1) and OxFB) or $8(0,b,0.0,0,0,0.0));
orderBit(f) == if (f(1) and 0x80) then 1 else O fi;
setOrderBit(f, b) ==
Modify!(f, 1, (f(1) and OxFB) or $8(b,0,0,0,0,0,0,0));
for all ¢ in Capabifity(
capA(f.c) == if (B_S(SubStr(f,24,2)) and c¢) then 1 else 0 fi;
setCapA(f,c,b) == SubStr(f,0,24) // (B_S(SubStr(f,24,2) and
(not c)) or (if b then c else O2 fi)) //
SubStr(f,26,Length(f) - 26);
capB(f,c) == if (B_S(SubStr(f,34,2)) and c) then 1 else 0 fi;
setCapB(f,c,b) == SubStr(f,0,34) // (B_S(SubStr(f, 34.2) and
(not ¢)) or (if b then c else O2 fi)) //
SubStr{f,36.Length(f) - 36); ));
for all sq in SegqNum(
seq(f) == (octetVal(f(22) and OxF0)/18)+(cctetVal(f(23)*16));
setSeq(f, sq) == SubStr(f, 0, 22) // MkString((f{(22) and 0x0F)
or mkOctet({(sq med 16) * 16)) // mkOS(sq / 16, 1) //
SubStr(f, 24, Lengthif) - 24); );
far all frin FragNum(
frag(f) == octetVal(f(22) and 0x0F);
setFrag(f, fr} ==
SubStr(f, 0. 22} // MkString((f(22) and 0xF0} or
mkQctet(fr)) // SubSir{f, 23, Length(f) - 23); ):
for all tm in Time(
ts(fy == tUsec( Usec!(octetVal(f(24)) +
(256 * (octetVal(f(25)) +
(256 * (octetVal(f(26)) +
{256 * {octetVal(f(27)) +
(256 * (octetVal(f(28)) +
(256 * (octetVal(f(29)) +
(256 * (octetVal(f(30)) +
(256 * octetVal(f31MMMMNN ) )

/" Frame Sort Axioms continued on nexi page ... */
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setTs(f, tm) == SubStr(f, 0, 24) // mkOS(fix(tm), 1) //
mkOS((fix(tm) / 256), 1) // mkOS((fix(tm) / 65536), 1) //
mkOS((fix(tm) / 16777216), 1) /I
mkOS((fix(tm) / 4294967296), 1) //
mkOS(((fix(tm) / 4294967296) / 256), 1) //
mkOS(((fix(tm) / 4294967296) / 65538), 1) //
mkOS(((fix(tm) / 4294967296) / 16777216), 1) /I
SubStr(f, 32, Length(f) - 32); );
for all stat in StatusCode(
status(f) == SubStr(f, 26, 2);
setStatus(f, stat) ==
SubStr(f, 0, 26) // stat // SubStr(f, 28, Length(f) - 28);
authStat(f) == SubStr(f, 28, 2); );
for all rea in ReasonCode( reason(f) == SubStr(f, 24, 2); );
for all alg in AuthType( AuthType(f) == SubStr(f, 24, 2); )
for all uin TU(
beaconint(f) == octetVal(f(32)) + (octetVal(f(33)) * 256),
listenint(f) == octetVal(f(26)) + (octetVal(f(27)) * 256); ),
for all sta in Assocld(
Ald(f) == octetVal(f(28)) + (octetVal(f(29)) * 256);
setAld(f, sta) == SubStr(f, 0, 28) // mkOS(sta mod 256, 1) //
mkOS(sta / 256, 1) // SubStr(f, 30, Length(f) - 30); );
for all kid in KeylndexRange(
keyld(f) == octetvVal(f(27)) / 64;
setKeyld(f, kid) == Modify!(f, 27, mkOS(kid * 64)).); ).
endnewtype Frame;

/* ... Frame Sort Axioms continued */ B

!

*

ReasonCode sort

/

newtype ReasonCode inherits Octetstring operators all;

adding literals unspec_reason, auth_not_valid, deauth_lv_ss,
inactivity, ap_overload, class2_err, class3_err,
disas_lv_ss, asoc_not_auth;

axioms

deauth_lv_ss == mkOS(3, 2); inactivity == mkOS(4. 2);
ap_overload == mkOS(5, 2); class2_err == mkOS(8, 2);
class3_err == mkOS(7, 2); disas_Iv_ss == mkOS(8, 2);
asoc_not_auth == mkOS(9, 2);

endnewtype ReasonCode;

unspec_reason == mkOS(1, 2); auth_not_valid == mkOS(2, 2),

AN

/
* StatusCode sort
ke * /
newtype StatusCode inherits Octetstring operators all;
adding literals successful, unspec_fail, unsup_cap,
reasoc_no_asoc, fail_other, unsupt_alg, auth_seq_fail,
ching_fail, auth_timeout, ap_full, unsup_rate;
axioms
successful == mkOS(0, 2); unspec_failure == mkOS(1, 2);

fail_other == mkQS(12, 2); unsupt_alg == mkOS(13, 2);
auth_seq_fail == mkOS(14, 2); ching_fail == mkOS(15, 2);
auth_timeout == mkOS(16, 2); ap_full == mkOS(17, 2);
unsup_rate == mkOS(18, 2};

endnewtype StatusCode;

unsup_cap == mkOS(10, 2); reasoc_no_asoc == mkOS(11, 2);

3120_d\Frame_4(31)
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Operator getElem
Cfpar N

i

i

i fr Frame, H

i el Elementld;ll

ireturns Frame ;,
-

C

|

n:= length(fr)

GetElem_1a(1)

dcl k, Ing, n Integer ; * This is a procedural operator B
dclinfo Frame ; is part of sort Frame. This

dcl te Boolean ; operator extracts an element
dctv1, v2 Octet ; from a Management frame:

elem:= getElem(fr.el)
Copies the info field of element
with element ID el from frame fr
into elem. If there is no element
with the specified element ID,
elem is set to 'null'. */

(asoc_req,
(beacon, asoc_rsp.
(probe_req) probe_rsp) (reasoc_req) reasoc._rsp)
k=6 k=0 k=12 k=10 k=4
| * l{ |< J
ki=k+
sMacHdrLng
I
N
te=n>=k

t

{%

(false)
(true)
. v1:= fr(k),
info:= nul v2:= first(el)
info @
(true) (false)
vt=fr(k+1) v1:= fr(k+1)
Ing-= ki=k+
. octetval
octetVal(v1) (1) + 2
l —
info:=
substr
(fr k+2,Ing)
info
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Frame Type sorts

!

I* TypeSubtype defines the full, 6-bit frame type identifiers. */

I* These values are useful with ftype operator of Frame sort. */

newtype TypeSubtype inherits Octetstring operators all;
adding literals asoc_req, asoc_rsp, reasoc_req, reasoc_rsp,
probe_req, probe_rsp, beacon, atim, disasoc, auth, deauth,
ps_poll, rts, cts, ack, cfend, cfend_ack, data, data_ack.

data_poll, data_poll_ack, null_frame, cfack, cfpoll, cfpoll_ack;

axioms
asoc_req == MkString(S8(0,0,0,0,0,0,0,0));
asoc_rsp == MkString($8(0,0,0,0,1,0,0,0));
reasoc_req == MkString($8(0,0,0,0,0,1,0,0));
reasoc_rsp == MkString(S8(0,0,0,0,1,1,0,0));
probe_req == MkString($8(0.0.0,0,0,0,1,0));
probe_rsp == MkString($8(0,0,0,0,1,0,1,0));
beacon == MkString(S8(0,0,0,0,0,0,0,1));
atim == MkString($8(0,0,0,0,1.0,0,1));
disasoc == MkString(S8(0,0,0,0,0,1,0,.1)};
auth == MkString(S$8(0,0,0,0,1,1,0,1));
deauth == MkString(S8(0,0,0,0,0,0,1,1));
ps_poll == MkString(S8(0,0,1,0,0,1,0,1));
rts == MkString($8(0,0,1,0,1,1,0,1));

cfend_ack == MkString(S8(0,0,1.0,1,1,
data == MkString(58(0,0,0,1,0,0,0.0));
data_ack == MkString(58(0,0,0,1,1,0,0,0});
data_poll == MkString($8(0,0,0,1,0,1,0,0));
data_poll_ack == MkString(S8(0,0,0,1,1,1,0,0));
null_frame == MkString(S8(0,0.0,1,0,0.1,0));
cfack == MkString(S8(0,0,0,1,1,0,1,0));
cfpoll == MkString($8(0,0,0,1,0,1,1,0));
cfpoll_ack == MkString(88(0,0,0,1,1,1,1,0));
endnewtype TypeSubtype;
[* BasicTypes defines the 2-bit frame type groups */
newtype BasicType inherits Bitstring operators all;
adding literals control, data, management, reserved;
axioms
control == $8(0,0,1,0,0,0,0,0); data == $8(0,0,0,1,0,0.0,0);

management == $8(0,0,0,0,0,0,0,0); reserved == $8(0,0,1,1,0,0,0,0);

endnewtype BasicType;

3121_d\FrameType(31)
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\ /**wwww
3 *  ElementD sort
1

/
newtype ElementlD inherits Octetstring operators all;
adding lilerals eSsld, eSupRates, eFhParms, eDsParms,
eCfParms, eTim, elbParms, eCtext;
axioms
eSsld == mkOS(0, 1); /* service set identifier (0:32) */
eSupRates == mkOS(1, 1); /* supported rates (1:8) */
eFhParms == mkOS(2, 1); /* FH parameter set (5) */
eDsParms == mkOS(3, 1); /* DS parameter set (1) */
eCfParms == mkQS(4, 1); /* CF parameter set (6) */
eTim == mkQS(5, 1); /* Traffic Information Map (4:254) ™/
elbParms == mkOS(8, 1); /* IBSS parameter set (2) */
eClext == mkOS(16, 1); /* challenge text (128, see 8.1.2.2) */
endnewtype Element!D;

- \

Capability field bit assignments sort

newtype Capability inherits Bitstring operators all;
adding literals cEss, clbss, cPollable, cPollReq, cPrivacy;
axioms
cEss == $8(1,0,0,0,0.0,0,0) // 0x00; /* ESS capability */
cibss == 58(0,1.0,0,0,0,0,0) // Ox00; /* IBSS capability */
cPollable == $8(0,0,1,0,0,0,0,0) // 0x00; /* CF-pollable {sta), PC present (ap) */
cPollReg == $8(0,0,0.1,0,0.0,0) // 0x00; /* not CF pol! req (sta), PC polls {ap) */
cPrivacy == $§(0,0,0,0,1,0,0,0) // 0x00; /* WEP required */
endnewtype Capability;

/
* IBSS parameter set sort %

newtype lbssParms inherits Octetstring operators all;
adding operators
atimWin : IbssParms -> TU;
setAtimWin : IbssParms, TU -> IbssParms;
axioms
for allibin lbssParms{  for all u in TU(
atimwin(ib) == octetVal(ib(0)) + {octetVal(ib(1)) * 256);
setAtimwin(ib, u) == mkOS(u mod 256, 1) // mkOS(u / 256, 1), ));
endnewtype IbssParms;
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H i

O, !
operator
AldLockup

3123_d\CF_And_AsocParams(31)

r &

CF parameter set sort

y
newtype CfParms inherits Octetstring operators all;
adding operators
cfpCount : CfParms -> Integer; /* CfpCount field (1) */
setCfpCount : CfParms, Integer -> CfParms;
cfpPeriod : CfParms -> Integer; /* CfpPeriod field (1) */
setCfpPeriod : CfParms, Integer -> CfParms;
cfpMaxDur : CfParms -> TU; /* CfpMaxDuration field (2) */
setCfpMaxDur : CfParms, TU -> CfParms;
cfpDurRem : CfParms -> TU;  /* CfpDurRemaining field (2) */
setCfpDurRem : CfParms, TU -> CfParms;
axioms for all ¢f in CfParms( for aliiin Integer( for all u in TU(
cfpCount{cf) == octetVal(cf(0));
setCfpCount(cf, i) == mkOS(j, 1) // Tail(cf);
cfpPeriod(cf) == octetVal(cf(1));
setCfpPeriad(cf, i) == cf(0) // mkOS(i, 1) // SubStr(cf,2.4);
cfpMaxDur(cf) == octetVal(cf(2}) + (octetVal(cf(3)) * 256);
setCfpMaxDur{cf, u) == SubStr{cf, 0, 2) // mkOS(u mod 256, 1)
/I mkOS(u / 256, 1) // SubStr(cf, 4, 2);
cfpDurRem(cf) == octetVal(cf(4)) + (octetVal(cf(5)) * 256);
setCfpDurRem(cf, u) == SubStr(cf, 0, 4) // mkOS(u mod 256, 1)
I mkOS(u / 256, 1), )
endnewtype CfParms;

f A

Sorts for association management at AP
/

synonym sMaxAld integer = 2007; /* 2007 is largest allowable value */
/" implementation limit may be lower */
syntype Asocld = Integer constants 0:sMaxAld endsyntype Asocld;
/* Station Association Record -- only used at APs */
newtype AsocData struct
adAddr MacAddr; /* address of associated station */
adPsm PwrSave; /* power save mode of the station */
adCfPoll Boolean; /*true if station is CfPollable */
adPollRg Boolean; /* true if station requested polling */
adNoPol!l Boolean; /* true if station requested no polling */
adMsdulP Boolean; /*true if partial Msdu cutstanding to sta */
adAuth  AuthType; /* authentication type used by station */
adRates RateSet; /* supported rates from assocciation request */
adAge Time; /*time of asscciation */
endnewtype AsocData;
* Assaciation table -- array of AsocData, only used at APs */
/*  index:= AldLookup{table, addr) */
/* returns the index of location where table(x)tadAddr=addr */
/* or 0 if no such location found. */
newtype AldTable Array(Asocld, AsocData);
adding operators
AldLookup : AldTable, MacAddr -> Asocld;
operator AldLookup;
fpar tbl AldTable, val MacAddr; returns Asocld; referenced;
endnewtype AldTable;
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Operator AldLookup
. fBEr— ————— I del k Asocld ;
tbl AldTable” }  |dcl result Asocl

[

deltst AsocData ;

¥
i
H
i val MacAddr ;i
Ireturns Asocld ;|

AldLookup_1a(1}

/" This is a procedural operator [\
for sort AldTable.
The association 1D table is
searchable by MacAddr using
index:= AldLookup(table, addr)
where table is an AldTable.
This operator returns the
first index value where the
— table entry is equal 1o addr,

Start search at 1.

range includes 0

or {0 if no match found. */

K= k+1

because Ald=0
is a shorthand

|
AldTable index -
1
:
1
1
|
1

used to indicate
buffered broadcast
or multicast frames. |

(=sMaxAld)

result:= k

result:= 0

result

()
—
[
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N, r B
t
i

Traffic Information Map (TIM) support sorts
!

/* TrafficMap is an Array of Bit indexed by Aid. */
/* Bits =1 in TrafficMap denote the presence of buffered frame(s) */
/* for the station assigned that Ald. TrafficMap operators are: */
*  mkTim(trafficMap, dtimCnt, dtimPer, lowAld, highAld, bcst) */
Op?rator * returns Octetstring to use as the info field of a TIM element */
mKTim /* The TIM will contain bits =1 for TrafficMap locations in the */
* range (lowAld):(highAld). Buffered broadcasts and muiticasts */
/* (Ald 0) are indicated if dtimCnt=0 and if best=true. */
*  nextAld(trafficMap, currentAld) */
/* returns index greater than currentAld at which TrafficMap=1. */
/* If no locations before sMaxAld are =1, returns 0. */
newtype TrafficMap Array( Asocld, Bit);
adding operators
mkTim : TrafficMap, Integer, Integer, Asocld, Asocld, Boolean -> Octetstring;
nextAld : TrafficMap, Asocld -> Asocid;
operator mkTim,;
fpar trf TrafficMap, dtc Integer, dtp Integer, xlo Asocld,
xhi Asocld, bc Boolean; returns Octetstring; referenced,;
operator nextAld;
fpar trf TrafficMap, x Asocld; returns Asocld; referenced;
endnewtype TrafficMap;
* TIM is a subtype of Octetstring with operators: */
/*  bufFrame(tim,Ald) retumns true if the TIM info field */
" (obtained using getElem) is =1 at tim{Ald). */
1* bufBest(tim) returns true if the TIM info fieid */
r* indicates buffered breadcast/multicast traffic */
I dtCount(tim) returns DTIM count value from TIM */
/*  dtPeriod{tim) returns DTIM period value from TIM */
newtype TIM inherits Octetstring operators all;
adding operators
bufFrame : TiM, Asocld -> Boolean;
bufBcst : TIM -> Boolean;
dtCount : TIM -> Integer;
dtPeriod : TIM -> Integer;
axioms
forall el in TIM({ for all a in Asocld{
buffFrame(el, a} ==
if a < {octetVal(el(2) and OxFE) * 8) then false
else
if a >= ((octetVal(el(2) and OxFE)*8) + ((Length(el)-3)*8))
then false
else
Extract!(B_S(el), (a-(octetVal(el(2) and OxFE)*8)+24)) = 1
fi fi;
bufBcst(el) == (el{2) and 0x01) = 0x01;
dtCount(el) == octetVal(el(0));
dtPeriod(el) == octetVal(el(1)); ),
endnewtype TIM;

operator
nextAld
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Operator mkTim MkTim_1a(1)
0 fpar I dcli, j, k Asocld; * This procedural operator is part
Pt TrafficMap, ©} dcl tim, tmp of sort TrafficMap. mkTim builds
1 dic Integer, H Qctetstring ; the info fietd for a TIM element
1 dtp Integer, 1 from the DTIM count and DTIM
i xla Asocld, i period values and the contents
1 xhi Asocld, ! of the (xlo:xhi) range of bits in
t bc Boolean; ! the TrafficMap. The resulting
}returns Octetstring ; : Octetstring can be used as an
————————————— { operand of mkElem (by an AP
S Tiv : e generating a Beacon frame). */
with DTIM r==-4 mkOS(dtc,1) //
count and H mkOS(dtp,1)
period fields. | I
___________ J ]
ir= xlo, [
k:= xhi =i

Search down from1

:Seafch up from

i
high limit (xhi) Fa ——1low limit (xlo)
for a non-zero Vi (false) {for a non-zero
traffic map bit. | ! 'traff:c map bit.
i
! trik)=0
false false
{ ) (true) ) )
Floor starting 1: | i= i= (trf(0)=1)
index to even r=-1 5+ 5 k= k-1 if (dtc=0) —jthen 1
multipie of 8. | and bc) and else 0 fi
R | — I
Add starting | =i+ (trf(0)=1) tmp:= mkString(
index to be/mer-~1  if ((dtc=0) then 1 <<type mkOctet(j)),
indicatorto | | and bc) and else 0 fi Octetstring>> | | |tim:= tim //
get bitmap t ] e | | tmp /Ot
control field [ ey SR
value for TIM. } tmp:= mkString( i ! ;Ifno 1s in the partial
——————————— 4 <<type  —mkOctet(})), tim . 1bstmap generate TIM
Octetstring>> tim:= iwith index 0 and one
; tim // tmp ,Gctet =0 (see 7.3.2.6).
i=1"8, :Thls methad of calculating bitmap
K=  [mmmmmmmmmmmm e rindex and octet count meets alignment
{(k-)/8)+1 1and length restrictions implicit in
) 91 l‘(he encoding of the TIM bitmap control
,,,,,,,,,,,, | field (7.3.2.6). However, ifxlois nota
Append octets | tim:= tim // S8{tr(), | multiple of 16, or xhi is not a multiple
in active part  r--1 O_S( <<type ) trf(i+1), 1of 8, bifs outside the range (xlonxhi)
of bitmapto Bitstring>> tri(i+2), :will appear in the TIM element. This
the TIM. i | tri(i+3), | may be of concern to implementers, but
““““““““““ * tri(i+4), tis not a problem in the formal description
' rf(i+5), i because criteria for selecting bitmap
trf(i+6), ,subsets are not part of this standard.
trf(i+7))) 0 e
314 Copyright © 1999 IEEE. All rights reserved.
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Operator nextAld NextAld_1a(1)
:'- f-péf ______ I /* This procedural operator

1 trf TrafficMap; i is part of sort TrafficMap.

| x Asocld; i nextAld searches upward

Ireturns Asocld ;| from the specified initial

index (x) in a TrafficMap
and returns the index of
the first bit =1. If the end
of the TrafficMap (index=
I sMaxAld) is reached with

no 1s found, a value of 0
is returned. */

dcl k, result Asocld :B\

result:= k result:= 0

( § ;result

Copyright © 1999 IEEE. All rights reserved.
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L

Package macsorts 3125_d\RateAndDurationSorts(31)

.
I N / B
1 “a «

\ I

1 i

.

Multi-rate support sorts

newtype Rate inherits Octet operators all;
adding operators
calcDur : Rate, Integer -> Integer; /* converts (rate,bitCount) to integer usec */
rateVal : Rate -> Rate; /* clears high-order bit */
basicRate : Rate -> Rate; /* sets high-order bit */
isBasic : Rate -> Boolean; /* true if high-order bit set */
axioms
forall rin Rate( for all i in Integer( for all b in Boolean(
calcDur(r, iy == ((((10000000 + (octetVal(r and 0x7F) - 1)) /
(500 * octetVal(r and Ox7F))) * i) + 9999) / 10000;
rateVal(r) == r and Ox7F; basicRate(r) == r or 0x80;
isBasic{r) == (r and 0x80) = 0x80; )));
endnewtype Rate;
syntype RateString = Octetstring endsyntype RateString;

r B

MPDU duration factor support sort
/

/* These operators support the encoding used to allow */
/* an Integer to represent the value of aMpduDurationFactor. */
1*  calcDF(PlcpBits, MpduBits) returns an Integer which is */
/* the fractional part of {(PlcpBits/MpduBits)-1)*(1e9), */
* stuff(durFactor, MpduBits) returns the number of PlcpBits */
/* which result from MpduBits at the specified durFactor. */
newtype DurFactor inherits Integer operators all;
adding operators
calcDF : Integer, Integer -> DurFactor;
stuff : DurFactor, Integer -> Integer;
axioms
for all df in DurFactor(  for all mb, pb in Integer(
calcDF(pb, mb) == ((pb * 1000000000) / mb) - 1000000000;
stuff(df, mb) == ((mb * df} + (mb - 1)) / 1000000000; ));
endnewtype DurFactor;
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)

Package macsorts 3126_d\FH_DS_Params(31)

i G . h
|
i

FH parameter set sort

newtype FhParms inherits Octetstring operators all;
adding operators

dwellTime : FhParms -> TU; /* Dwell Time field (2) */

setDwellTime : FhParms, TU -> FhParms;

hopSet : FhParms -> Integer; /* Hop Set field (1) */

setHopSet : FhParms, Integer -> FhParms;

hopPattern : FhParms -> Integer; /* Hop Pattern field (1) */

setHopPattern : FhParms, Integer -> FhParms,

hoplndex : FhParms -> Integer; /* Hop Index field (1) */

setHoplndex : FhParms, Integer -> FhParms;

axioms

for all fhin FhParms( for all i in Integer( for all uin TU(
dwellTime(fh) == octetVal(fh(0)) + (octetVal(th(1)) * 256);
setDwellTime(fh, u) == mkOS(u mod 256, 1) // mkOS(u / 256, 1) // SubStr(fh, 2, 3):
hopSet(th) == octetval(fh(2));
setHopSet(fh,i} == SubStr(th,0,2) // mkOS(i, 1) // SubStr(th,3,2);
hopPattern(fh) == octetVal(fh{3));
setHopPattern(th, i} == SubStr(fh,0,3) // mkCQS(i,1) // Last(fh);
hopindex(fh) == octetVal(fh(4));
setHoplndex(fh, i) == SubStr(fh, 0, 4) // mkOS(i, 1);)));

endnewtype FhParms;

- h

DS parameter set sort
" *t

newtype DsParms inherits Octetstring operators all;
adding operators
curChannel : DsParms -> Integer; /* Current Channel (1) */
setCurChannel : DsParms, Integer -> DsParms;
axioms
for allds in DsParms{ for alli in Integer(
curChannel(ds) == octetVal{ds(0));
setCurChannel(ds, i} == mkOS(i); ));
endnewtype DsParms;
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0

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Package macsorts

3127_d\PHY__Params(31)_|

Generic PHY parameter set sort

!

LA "
i
1

/* Generic PHY parameter element for signals related to Beacons */
/* and Probe Responses that are PHY-type independent. */
syntype PhyParms = Octetstring endsyntype PhyParms;

/

aSiotTime Usec;
aSifsTime Usec;
aCCATime Usec:
aRxTxTurnaroundTime Usec;
aTxPLCPDelay Usec;
aRxPLCPDelay Usec;
aRxTxSwitchTime Usec;
aTxRampOnTime Usec;
aTxRampOffTime Usec;
aTxRFDelay Usec;
aRxRFDelay Usec;
aAirPropagationTime Usec;
aMACProcessingDelay Usec;
aPreamblelength Usec;
aPLCPHeaderLength Usec;
aMPDUDurationFactor DurFactor;
aMPDUMaxLength Integer;
aCWmin Integer;
aCWmax Integer;
EndNewType PhyChrstcs;

NEWTYPE PhyChrstcs struct H

318
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use macsorts IE

ANSI/IEEE Std 802.11, 1999 Edition

Package macmib

/* This Package contains definitions of the MAC MIB attributes

and the subset of the PHY MIB attributes used by the MAC state
machines. These are needed under Z.100 to permit analysis of
the state machine definitions. In future revisions these may
be replaced with the ASN.1 MIB definition which appears as

as Annex D, for use with a Z.105-compliant SDL tool is available. */

Jrknx

* StationConfig Table

Yok * B

remote dot11MediumQOccupancyLimit TU nodelay;
synonym dot11CfPollable Boolean = <<package macsorts>> sCfPollable;
remote dot11CfpPeriod Integer nodelay;

remote dot11CfpMaxDuration TU nodelay;

remote dot11AuthenticationResponseTimeout TU nodelay;
synonym dot11PrivacyOptionimplemented Boolean=true;
remote dot11PowerMangementMode PwrSave nodelay;
remote dot11DesiredSsid OctetString nodelay;

remote dot11DesiredBssType BssType nodeiay;

remote dot11OperationalRateSet RateString nodelay;
remote dot11BeaconPeriod TU nodelay;

remote dot11DtimPeriod Integer nodelay;

remote dot11AssociationResponseTimeout TU nodelay;

remote dot11WepUndecryptableCount Counter32 nodelay;
remote dot11ReceiveDTIMs Boolean nodelay;
remote dot11AuthenticationType AuthTypeSet nodelay;

!

!

* AuthenticationAlgorithms Table

R

synonym dot11AuthenticationAlgorithms AuthTypeSet =
incl(open_system, incl(shared_key));
/*NOTE: The members of this set are the
dot11AuthenticationAlgorithm vailues of all
dot11 AuthenticationAlgorithmsEntry instances
for which dot11AuthenticationAlgorithmsEnable=True.
Do not include shared_key in this set
unless dot11PrivacyOptionlmplemented=true. */

- etk rorwndn

* WepDefaultKeys Table
(if dot11PrivacyOptionimplemented=true)

remote dot11WepDefaultKeys KeyVector nodelay;

WepKeyMappings Table
* (if dot1 1PrivacyOption!mplemented=true)

remote dot11WepKeyMappings KeyMapArray nodelay,

3201_d\StationConfig(5)

Copyright © 1999 |[EEE. All rights reserved.

Microsoft Corporation
Exhibit 1019-00335



ANSVIEEE Std 802.11, 1999 Edition

use macsorts i‘i

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Package macmib

/
* Privacy Table B
{only if dot11PrivacyOptionimplemented=true)

*

remote dot11Privacylnvoked Boolean nodelay;
remote dot11WepDefaultkeyld Keylndex nodelay;
synonym dot11\WepKeyMappingLength Integer =
<<package macsorts>> sWepKeyMappinglength;
remote dot11ExcludeUnencrypted Boolean nodelay;
remote dot11WeplcvErrorCount Counter32 nodelay;
remote dot11WepExcludedCount Counter32 nodelay;

*

Operation Table

/
synonym dot11MacAddress MacAddr =
<<type MacAddr>> S6(0x00, 0x11, 0x22, 0x33, 0x44, 0x55);
/* each station has a unique globally administered address */
* Value may be overwritten with locally administered address at */
I* MimeReset, but is always a static value during MAC operation */
remote dot11RtsThreshold Integer nodelay;
remote dot11ShortRetryLimit Integer nodelay;
remote dot11LongRetryLimit Integer nodelay;
remote dot11FragmentationThreshold Integer nodelay;
remote dot11MaxTransmitMsdulifetime TU nodelay;
remote dot11MaxReceivelifetime TU nodelay;
synonym dot11Manufacturerld Charstring = 'name of manufacturer’;
synonym dot11Productld Charstring = 'identifier unique to manufacturer’;

I Hok Rk d ok ke *

GroupAddresses Table

*

remote dot11GroupAddresses MacAddrSet nodelay;

3202_d\PrivOperation(5)

(o8]

Copyright © 1999 IEEE. All rights reserved.

Microsoft Corporation
Exhibit 1019-00336



MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSV/IEEE Std 802.11, 1999 Edition

use macsorts ; E

Package macmib 3203_d\Counters({5)

o N\

* Counters Table
/

remote dot11TransmittedFragmentCount Counter32 nodelay;
remote dot11MulticastTransmittedFrameCount Counter32 nodelay;
remote dot11FailedCount Counter32 nodelay;

remote dot11RetryCount Counter32 nodelay;

remote dot11MultipleRetryCount Counter32 nodelay;

remote dot11RtsSuccessCount Counter32 nodelay;

remote dot11RtsFailureCount Counter32 nodelay;

remote dot11AckFailureCount Counter32 nodelay;

remote dot11ReceivedFragmentCount Counter32 nodelay:
remote dott1MuiticastReceivedFrameCount Counter32 nodelay;
remote dot11FcsErrorCount Counter32 nodelay;

remote dot11FrameDuplicateCount Counter32 nodelay;

[N}
2
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use macsorts ; ‘:\

Package macmib 3204_d\PhyOperation(5)

PhyOperation Table
(values shown are mostly for FH PHY)

* %

!
synonym FHphy Integer = 01; /* enumerated dot11PHY Type value */
synonym DSphy Integer = 02; /* enumerated dot11PHY Type value */
synonym IRPhy Integer = 03; /* enumerated dot11PHYType value */
synonym dot11PHYType Integer = FHphy;

remote dot11CurrentRegDomain Integer nodelay:

synonym dot11TempType integer = 01;

/
* PhyCharacteristic Parameters (values shown are mostly for FH PHY )

/* NOTE: The PhyCharacteristics are defined as synonyms because
their values are static during MAC operation. It is assumed
that , during each initialization of MAC operation, current
values for each of these parameters are obtained from the
PHY using the PImeCharacteristics primitive. */

synonym aSlotTime Usec = (aCcaTime + aRxTxTumaroundTime +
aAirPropagationTime + aMacProcessingTime);

synonym aCcaTime Usec = 27;

synonym aRxTxTurnaroundTime Usec = (aTxPicpDelay + aRxTxSwitchTime +
aTxRampOnTime + aTxRfDelay);

synonym aTxPlcpDelay Usec=1;

synonym aRxTxSwitchTime Usec = 10;

synonym aTxRampOnTime Usec = 8;

synonym aTxRfDelay Usec = 1;

synonym aSifsTime Usec = (aRxRfDelay + aRxPlcpDelay +
aMacProcessingTime + aRxTxTurnaroundTime);

synonym aRxRfDelay Usec = 4;

synonym aRxPlcpDelay Usec =2;

synonym aMacProcessingTime Usec = 2;

synonym aTxRampOffTime Usec = §;

synonym aPreamblelLength Usec = 96;

synonym aPicpHeaderLength Usec = 32;

synonym aMpduDurationFactor <<package macsorts>> DurFactor = 31250000;

synonym aMpduMaxLength Integer = 4095;

synonym aAirPropagationTime Usec= 1;

synonym aCWmax Integer = 1023;

synonym aCWmin Integer = 15;
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use macsorts ; I E

Package macmib 3205_d\PhyRateFhss(5)

/ AN

* SupportedDataRatesTx Table (values shown are for FH PHY)
/

synonym aSupportedRatesTx Octetstring = S8{0x82, 0x04, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00);

/

* SupportedDataRatesRx Table (values shown are for FH PHY)
. - - /
synonym aSupportedRatesRx Octetstring = S8(0x82, 0x04, 0x00,0x00, 0x00, 0x00, 0x00, 0x00);

synonym aPrefMaxMpdufragmentLength Integer = aMpduMaxLength;

/
* PhyFHSS Table B
* (only used with FH PHY)

synonym dot1tHopTime Usec = 224;

remote dot11CurrentChannelNumber Integer nodelay;
synonym dot1tMaxDweliTime TU = 390;

remote dot11CurrentSet Integer nodelay;

remote dot11CurrentPattern Integer nodelay;

remote dot11Currentindex Integer nodelay;

!

/* The MAC state machines currently do not reference any attributes in:
PhyAntenna Table, PhyTxPower Table, PhyDsss Table, Phylr Table,
RegDomainsSupported Table, AntennasList Table. */

*endpackage;*/

o

(99}
2
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C.3 State machines for MAC stations

The following SDL-92 system specification defines operation of the MAC protocol at an [EEE 802.11 STA.
Many aspects of STA operation also apply to AP operation. These are defined in blocks and processes refer-
enced from both the STA and AP system specifications. Blocks and processes used in both STA and AP are
identifiable by the SDL comment /* for STA & AP */ below the block or process name. Blocks and pro-
cesses specific to STA operation are identifiable by the SDL comment /* station version */ below the block
or process name. The definitions of all blocks and processes referenced in the station system specification
appear in Clause C.3.

The remainder of Clause C.3 is the formal description, in SDL/GR, of an IEEE 802.11 STA.
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use macsorts ;

use macmib ; j

ANSV/IEEE 802.11, 1999 Edition

System Station MaUnitdata.indication, Station_1b(3)
MaUnitdataStatus.indication (MimeConfirmSignals),
e —— N (MimelndicationSignals)
! N MAC_SAP
: : SM_MLME_SAP
tommmmmeees * MaUnitdata.request] (MimeRequestSignals):I
“includes request 1 iInciudes MAC MIB,
validation and  p == L -— 4 MIB access, and
add/remove : Méke%_iseata_ l\g/-e\r(i_i_cr\ganagement_ lfntermg of Mime
MAC headers. _ T for STA& AP/ T for STA & AP 1request and confirm.
[Msdulndicate] MsduCenﬁrm:l
{(MmgtConfirmSignals),
RSDU TSDU (MmgtindicationSignals)
MsduRequest]
_____________ MmRequest,
Change
Includes encryption, i Ps ge.
PsResponse
fragmentation, and  j———|- MPDU_Generation_ P
power save queuing. | -
_____________ M _STA
/* station version */
MMGT
MMTX
____________ R AtimW,
Includes DCF, 1 PduConfirm,
Rts/Cts, Ack & | CfPolled MmConfirm
g;:ﬁgﬁ};‘ggﬁge ; |:P3Inquiry CI [(F\AmgtRequestSignals)J
Atim handling, { TPDU
1 N 5 1 N
.in_d_P_S_-'zcﬂl; —— l Includes scan, join,
: L -1 beacon/dwel! and
I awake/doze timing,
: [PduReques’t:I MLMEWSTA - (re/dxs)assaclate
' /*station version®/ |
| MCTL !(de)authenticate,
istart IBSS, and
- ! monitor of station
Protocol_Control_ Doze, 1 1& power save state.
_STA MmCancel, Mmindicate, Psmdicate] —————————————
/*station version™/ SsResponse, PsmDone,
SwChnl, Ssinquiry,
BkDone, LTbtt, Wake SwDone
TxConfirm
[(P|meConﬁrmSignals)-
-
X RxIndicate, RX PS
Backoff, NeedAck,
Cancel, RxCfAck,
TxRequest RxCfPoll [ChangeNav] [ChangeNav:l
cs fincludes validate, decrypt, -
--1address & duplicate filter,
e Transmission Busy, Reception :?;rf‘;as?gfgz ;C?&E';ﬁ:r
: " /*for STA & AP*/ Igllgt, /*for STA & AP*/ I'sense), and IFS & slot timing.
| L U A
: MLME_PLME_SAP
t
; (PhyT<ConfirmSignais) | (PhyRxsignals)|
i l Includes backoff
iy =1 7.1 G B PHY_SAP RXK ™"~ 77771 }FCS generate, and
-7 [(PImeRequestSig nals)] -7 'ff‘left_ai“f_'“_sfrt _
(PhyTxRequestSignals)] PhyCcareset.request -
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LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

System Station

signat
AfimW, h

Backoff(Integer Integer),

BkDone(Integer),

Susy,

Cancel,

CfPolled,

ChangeNav(Time, Duration,NavSrc),

Doze,

Idie.

Malnitdata.indication(MacAddr, MacAddr,
Routing,Octetstring, RxStatus,
CiPriority, ServiceClass),

Malinitdata request{MacAddr MacAddr,

Routing, Octetstring, CfPriority. ServiceClass),
MallnitdataStatus.indication(MacAddr,

MacAddr, TxStatus, CfPriority, ServiceClass),
MimeAssociate.confirm(MimeStatus),
MimeAssociate.indication(MacAddr),

MimeAssociate request(MacAddr,Kusec,Capability, Integer),
MimeAuthenticate.confirm

(MacAddr AuthType, MimeStatus),
MimeAuthenticate.indication(MacAddr,AuthType),
MimeAuthenticate.request(MacAddr AuthType Kusec),
MimeDeauthenticate.confirm(MacAddr, MimeStatus),
MimeDeauthenticate. indication(MacAddr ReasonCode),
MimeDeauthenticate request{MacAddr.ReasonCode),
MimeDisassociate.confirm({MimeStatus),
MimeDisassociate.indication(MacAddr, ReasonCode),
MimeDisassociate request(MacAddr,ReasanCode),
MimeGet.confirm(MibStatus, MibAtrib MibValue),
MimeGet.request{MibAtrib),

MimeJoin confirm(MimeStatus),

MimeJoin request(BssDscr Integer,Usec,Ratestring),

MimePowermgt.confirm(MimeStatus),

MimePowermgt.request{PwrSave,Boolean, Boolean),

MimeReassociate.confirm(MimeStatus),

MimeReassociate indication(MacAddr),

MimeReassociate. request(MacAddr,Kusec,Capability, Integer),

MimeReset confirm(MIimeStatus),

MimeReset request(MacAddr Boolean),

MimeScan confirm(BssDscrSet MimeStatus),

MimeScan.request(BssTypeSet, MacAddr, Qctetstring,
ScanType, Usec,intstring, Kusec, Kusec),

Mime Set.confirm{Mib Status, MibAtrib),

MimeSet request(MibAtrib, MibValue),

Mime Stant. confirm{Mime Status),

Mime Stant.request{Octetstring, Bss Type Kusec,
Integer,CfParms, PhyParms, IbssParms,Usec,
Capability, Ratestring, Ratestring) :

Sta_signals_2d(3)

signat

MmCancel,
MmConfirm(Frame, TxStatus),
Mmindicate(Frame, Time, Time, StateErr),
MmReguest(Frame,imed,Rate),
MsduConfirm{Frame,CfPricrity, TxStatus),
Msduindicate(Frame, CfPriority),
MsduRequest(Frame, CfPriority),
NeedAck(MacAddr, Time, Duration Rate),
PduConfirm{FragSdu, TxResuit}.
PduRequest(FragSdu),
PhyCca indication(Ccastatus),
PhyCcarst.confirm,
PhyCcarst.request,
PhyData.confirm,
PhyData.indication(Octet),
PhyData request{Qctet),
PhyRxEnd.indication{PhyRxStat),
PhyRxStart.indication(Integer,Rate),
PhyTxEnd.confirm,
PhyTxEnd.request,
PhyTxStart.confirm,
PhyTxStart request(Integer,Rate),
PlmeCharacteristics.confirm(PhyChrstcs),
PimeCharacteristics.request,
PimeGet.confirm(MibStatus,

MibAtrib, MibValue),
PimeGet.request(MibAtrib),
PimeReset confirm(Boolean),
PlmeReset request,
PimeSet confirm{MibStatus MibAtrib),
PimeSet.requestMibAtrib,MibValue),
PsmDone,
PsChange(MacAddr,PsMode),
Psindicate(MacAddr,PsMode),
PsInquiry(MacAddr),
PsResponse(MacAddr PsMode),
ResetMAC,
RxCfAck(MacAddr),
RxIndicate(Frame, Time, Time, Rate),

Stot,

Ssinquiry(MacAddr),
SsResponse(MacAddr,

StationState, StationState),
SwChni(integer,Boolean),
SwDone,

TBTT,

TxConfirm,
TxRequest(Frame, Rate),

Wake ;

B

(98]
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use macsorts |
use macmib ;

ANSVI/IEEE 802.11, 1999 Edition

System Station

signattist B

MimeReguestSignals=
MimeAssociate.request,
MimeAuthenticate. request,
MimeDeauthenticate request,
MimeDisassociate.request,
MimeGet.request,
MimedJoin.request,
MimePowermgt request,
MimeReassociate.request,
MimeReset.request,
MimeScan.reguest,
MimeSet.request,

MimeStartrequest ;

signallist B

MmgtRequestSignals=
MimeAssociate.request,
MimeAuthenticate request,
MimeDeauthenticate request,
MimeDisassociate.request,
MimeJoin.request,
MimePowermgt.request,
MimeReassociate request,
MimeScan.request,

signallist B

MimeConfirmSignals=
MIimeAssociate.confirm,
MimeAuthenticate.confirm,
MimeDeauthenticate.confirm,
MimeDisassociate.confirm,
MimeGet.canfirm,
MimeJoin.confirm,
MimePowermgt.confirm,
MimeReassociate.confirm,
MimeReset.confirm,
MImeScan.confirm,
MimeSet.confirm,

Sta_signallists_3¢(3)

signallist

MimelndicationSignals=
MimeAuthenticate.indication,
MImeDeauthenticate.indication,
MimeDisassociate.indication,
MimeAssociate.indication,
MIimeReassociate indication ;

MimeStart.confirm ;

MimeStart.request ;

signallist

PhyTxRequestSignal
PhyTxStart.request,
PhyTxEnd request,
PhyData.request ;

signallist

PimeReguestSignals=
PimeCharacteristics request,
PimeGet.request,
PimeSet.request,
PImeReset.request;

signallist B

MmgtConfirmSignals=
MimeAssociate.confirm,
MimeAuthenticate.confirm,
MimeDeauthenticate.canfirm,
MtmeDisassociate.confirm,
MimedJoin.confirm,
MimePowermgt.confirm,
MimeReassociate.confirm,
MimeScan.confirm,
MimeStart.confirm ;

signallist

MmgtindicationSignals=
MimeAuthenticate.indication,
MimeDeauthenticate.indication,
MimeDisassociate.indication,
MimeAssociate.indication,
MimeReassociate.indication ;

signattist

PhyTxConfirmSignal
PhyTxStart.confirm,
PhyTxEnd.cenfirm,
PhyData.confirm ;

signailist

PImeConfirmSignats=
PlmeCharacteristics.confirm,
PlmeGet.confirm,
PimeReset.confirm,
PimeSet.confirm;

] signaltist

PhyRxSignals=
PhyRxStart.indication,
PhyRxEnd.indication,
PhyData indication,
PhyCca.indication,
PhyCcareset.confirm ;
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MAC_SAP

Block MAC_Data_Service MaUnitdata. _
indication

MaUnitdataStatus._ Mac_Data_1a{1)
indication

TolLC FromLLC

/* This block provides !;
the MAC_SAP function’;
described in Clause 6,
conveying MSDUs from
and to the LLC entity.
This block operates
identically in STA

and AP, butin STA

the TSDU signal route
connects directly to
MPDU_Generation, and
the RSDU signal route
connects directly

from Protocol _Control,
whereas in AP both of
these signal routes
connect to Distribution
Service. */

MaUnitdata. request]

MSDU_to_LLC

MSDU_from_tLC
.

(tn

Msdulndicate] MsduConfirm]

RxMsdu TxMsdu

MsduRequest]

RSDU TSDU
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Process MSDU_to_LLC Msdu_te_LLC_ta(1)
i n del of CfPriority ;
} v del LLCdata Qctetstriny
1 | dol sa, da MacAddr ;
b - dcl sdu Frame ;
dct srv ServiceClass ;
/* This process runs when
reception is successfully
completed on an MSDU
addressed to the locat
LLC entity. This process
extracts the appropriate
address and status info,
removes the MAC header
from the MSDU data field
(the FCS and IV/ICV are
remaved much earlier in
reception handling), and
generates the indication To_LLC
to I.L.C. Reception status -
is always "successful"
because a receive error
causes the MSDU to be o e
discarded before reaching : From source of the RSDU channel.
MAC Data Service. */ (sdu, ¢f) o-======-=18TA source is Protocol Control,
' 1 AP scurce is Distribution Service.
da:= addri(sdu)
sa:=if frDs{sdu)=1
then addr3(sdu)
else addr2(sdu) fi
sfv=
if orderBit(sdu)=1
then strictlyOrdered
else reorderable fi
Remove MAC header
from beginning of :_ . ‘LLCdata:= substr
MSDU to obtain the | v———{ (sdu sMacHdrlng,
LLC data octet string. | length(sdu) -
______________ J sMacHdrl.ng)
Reception status 1 .
aiways successful f—~— MaUnitdata._
because any errort o indication(sa, da,
would prevent the ! nuil_rt, LLCdata,
Msdulndicate H rx_success,cf,srv)
from reaching :
this process. |
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Process MSDU_from_LLC

Msdu_from_LLC_1b(1)

dot11PowerManagementMode PwrSave ;

/* This process runs when
an MSDPU to transmit is
presented by LLC. This
process validates request
parameters, and if valid

attaches a basic MAC
header and sends the MSDU
to MPDU preparation (at
STA) or to Distribution

Service (at AP). If request
is invalid, or when status

————————— >
f N det cf CfPriority ; imported mAssoc,
: * *l dct LLCdata Octetstring™ mDisable, mibss,
i i del rt Routing ; mPcAvail Boolean ;
e mm—————— M del sa, da MacAddr ; imported
dcl sdu Frame ;
dcl srv ServiceClass | imported
deif stat TxStatus ; mBssld MacAddr ;
From_LLC
I
MaUnit_ (sa, da, rt, successful, I |MsduConfirm
data._ |— LLCdata, retryLimit, r=—1(sdu,srv,
request of, srv) txLifetime, b [stat)
or noBss 1
‘validate ifrt/=null_rtthen srv.= if then
parameters’, i nonNullSourceRouting orderBit strictlyOrdered
stat:= else if (length(LLCdata) (sdu) =1 | else reorderable fi
> sMsduMaxlng) or
(length(LLC data) < 0) |
then excessiveDatalength
else successful fi fi da=if then addr3(sdu)

toDs(sdu) =1

else addri(sdu)
fi

(reorderable)

is available for the valid

Tx attempt, LLC is informed
by an MaUnitdataStatus._
Indication generated by
this process. */

MaUnit_ {addr2(sdu),
dataStatus. _ da, stat,
indication cf, srv)
stat= (strictlyOrdered)
unsupported P e
ServichCIasé_ 1 Build frame with 24-octet
- 1MAC header and LLCdata:
é—] ! 1 fype:=data
i | toDS:=0
. i ddr1:=da
sta_active 1 a
— (sta_ ) : : addr2:= dot11MacAddress
stat:= | 1 (sa parameter not used)
unavailable_ I : addr3:= mBssid
ServiceClass - o ! | <other header fields> = 0
%‘ g 1 Reject Msdu ! Rt
o ‘g‘_pogl - if station H
Misabie 1not in BSS !
ffalse) Lor IBSS. H
stat= [y 77777 sommme H
noBss :
]
(——' sdu:= ! |doti1MacAddress,
mkFrame import(mBssid),
(data, da, LLCdata)
stat=
unsupported_
Priority
(strictly_
(faise) Ordered)
MaUnit_ (sa, da, MaUnit_ (sa, da, sdu:=
dataStatus._ stat, dataStatus._}— unavailable_ setOrderBit
indication cf, srv) indication Priority,cf, srv) (sdu, 1)
e {ifno PCF, Msd iSend Msduto
cr= L.~ Jinform LLC, 2 uRequest N\, __ IMpdy preparation
contention 1 send Msdu in (sdu, cf) 1(fo distribution
| in contention | service at AP)
tperiod. 2nd twith basic header.
| MaUnitdata_ i Other fields are
| Status reports ifilled in prior
| Tx result. 1to transmission.
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TSpu
Block MPDU_Generation_STA MsduConfirm] sta_Mpdu_gen_1a(1)
o £
| A\
1 La
1 1
| 1
Msdu
signal
FragConfirm(FragSdu, TxResuity;
FragRequest(FragSdu) ;

Includes encryption if 1
dot11PrivacyOptionimplemented :, _______
=true. This is a typical
location, but implementers
may use other locations
between the MAC_SAP
and PHY_SAP_TX as
long as they provide

the specified behavior

as observed at LLC,

MsduRequest]

Prepare_MPDU
(1)

/" for STA & AP *f

[MmRequest]

FragConﬁrm]

MLME and the WM.
_____________________ - [MmConfirm]
MM_
FragMsdu >
/* This block converts B
cutgoing Msdus and Mmpdus’
into Mpdus, fragmenting
and encrypting as necessary. R
If the station is in 2 Bss, Psinquiry
outgoing Msdus are directed
via distribution service
at the AP,
FragRequestJ PwrMgt
The PM_Filter process queues
frames needing announcement .
by Atim in an Ibss; or frames PM_Filter STA
to be sent in the CF-pericd (S
at a CF-pollable station in .
aBss. * [* station version */ PsResponse,
PsChange
AtimWw,
PduConfirm,
CfPelled
Mpdu
PduRequestJ
TPDU
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Pracess Prepare_MPDU prepare_1b(2)
[ " leocedwe used for WEP encryption, del beme, keyOk,

' 1 Encrypt -1 If dot11PrivacyOptionimplemented= useWep Boolean:= fals

] | |false this procedure is not present. del f Fraghum ;

ot i S I etk del fsdu FragSdu ;

det mpduOvha, p.,
pduSize, thld Integer;

imported mAssoc, mibss, dot11Privacylnvoked Boolean ; : iy -
imported dot11FragmentationThreshold Integer ; Cdkc:: Errs‘l Qrffé'g;ﬁt N
imported dott1WepDefauliKeys KeyVector ; dei sdu. rsdu Fra}ne .
imported dott1WepDefaultKeyld Keyindex ; . |
imported dot11WepKeyMappings KeyMapArray ;

imported dot11WepKeyMappingLength KeyMapArrayLength ;

imported mCap Octetstring ;

No_Bss

- d (not
import > an < import >
. impori(mAct_
< {mAssoc) ingAsAp)) (mibss)

o ————————

|mport
(mActing_
AsAp)
P ANl data frames
-=-in Bss sent to

1
M Prepare_ __1 ﬂ"lg:;asg:mgs repare
[ . lbss [
- ldestlnaﬁon sta.

1 distrib. service
; Msdu Msdy
nat import > - — not import
Request Request <
< (mAssoc) (sdu.pri) (sdu.pri) {mibss)

Msdu_
Request
(sdu,pri}

/\

MsduConfirm
(sdu,pri, e
noBss)

Prepare
_Bss

1
;
1
i
1
]
]
H
1
t
]
1 ¢
Msdu_ not import !
No_Bss Request (mActing_ :
(sdu.pri) AsAp) :
I
]
1
sdui= sdu:= !
setAddrt | setAddrisdu, No_Bss ]
(sdu.import addr1(sdu)), I
(mBssld)), '
sdu:= !
il v Baarane Y |
S - {even when not rejected if r
: 1m Bss/ibss. no Bss/lbss. 1
| P ———— - Implementations |
| T | may retain these
: frames untila |
Invoked) and useWep.= v Mm_ Frag_ Bss becomes 1
dott1Privacy_  |— import( ResetMAC - {1Request Confirm (re)available. |}
Option_ dot11Privacy_ (sdu,pri) (fsduprirrsl) N eeeemmmeeeo H
Implemented \L l
Fragmentand ! beme:= rsdu= substr
encrypt is : ----- No_Bss isGroup( (fsdul ] :ﬁfzﬁgg&%&g)
on next page. | addri{sdu)) pdus(0), ¢ ’ ‘
dot11Privacy (fsdu!
Option_ — useWep:= basetype ;
Implemented ! pdus()
and if §
wepBit(sdu)=1 : (management)
— then true | "
/* This process generates else false fi h Msdu_ MmConfirm
one or more Mpdus from 1 r Confirm - (rsdu,pri,resh)
each outgoing Msdu or ! ! (rsduprirrsh)| ! to fsdulenfTol
Mmpdu. if encryption is i 1 [
needed, the Mpdus are : :
encrypled before being epEiien 1 ot Msdu o |
gossible power save o requestfor 3rd | + MAC data service, | - ——mmmmm e ==
CF queuing before t, */ frame of shared |  confirm Mmpdu to ¢
i key auth. seq. ', MLME sub-block. :

(o5}
ted
b
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Process Prepare_ MPDU fragment_2b(2)
ittty B
1 !.\ make._
: : pdus
.;1{{;;@; _____ i fadu!fTot:=1, fsduleol=0, fsdulsqgfi=0, f:20,
FragSdu "........ fedulfCur=0, | fsdulsre:=0, fsdulire:=0, p:=
structure 1 fsdulfAnc:=0, fsdulpsm:=false, sMackHdrLng
___________ - I fsdultxrate:=0 |
fsdulgrpa:= fsdulcf:=pri, fsdulpdus(f)y.=
isGrp( fsdulenfTo:=sender, null,
addr1(sdu)), fsdulresume =false keyOk:=false
. —
mpduCvhd:= Hv and lcv fields fedulodus(fy= sMacHdrlng) #/
sMacHdring + -——{ net counted in pre- fsdulpdus(f) // F_ substr(sdu.p.
sCrelng | fragment overhead. substr(sdu,o, pduSize)
“dot1 {Eragmen._ i =
z:ticn‘lF'ﬁg;%?E :r“ pduSize:= | |(dot11Fragment de:éFt’ggsc;?"
Tgiipf:;;i : import ationThreshold) fsdulpdus().f
MpduLength., |
not( length{sdu) > {f+1) <
fsdulgrpa) pJuSize fedulfTot
(false) ) (true) (false)
pduSize:= pduSize:= :This is the typical fsdu!pdus(f):=
length(sdu) - pduSize -  }--qCase, with the length setMoreFrag(
sMacHdrLng mpduQvhd 1of all but the last fsdulpdus(f), 1)
| fragment equal to
1 dot11Fragmentation_
| Threshoid (plus
I sWepAddLng if
Y useWepstrue). The (false)
lvalue selected for
1 pduSize must be (true)
;>=256, even, and
| <=aMpduMaxLength. Encrypt import(dot11WepKey_
bommm s (fsdulpdus(f), |- Mappings),
keyCk, import(dottt\WepKey _
MappingLength),
import(dott1Wep_
- DefaultKeys),
fsdulfTot:= pduSize) + i |
({length{sdu) - if ((length (sdu) - keyOk ’Q;‘;,?g‘ﬁ‘;tgf,‘é{ﬁfg:g';}“ L
sMacHdrLng) / sMacHdrLng) .
;zgd pduSize) (faise) (true)
then 1 "
3 - pduSize:= if
Ei‘i.ﬂfi______ . o~ f': f;1's, {p+pduSize) > length(sdu}
p:= prpdusize, ¢ [then (length(sdu) - p + 1)
¢ |eise pduSize fi
H
I e mmem -
e if fsdulfTot=0 {false) ! :Finai fragment may
fsdulfTot:= then 1 « 4 be shorter than
else fsdu!fTot fi linitial/intermediate
Ttrue) i fragments.
make_ unavailable_ gzg;#m FragRequest e
pdus KeyMapping) (sdu. pri (fsdu) U tEncryption expands
T « each pdu by
isWepAddLng,
'hence Mpdus may
i be longer than
; dot11MaxMpdulength
{by sWepAddLng.

Copyright ® 1999 IEEE. All rights reserved.

jo)
(953
(V%)

Microsoft Corporation
Exhibit 1019-00349



ANSINIEEE 802.11, 1999 Edition

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Procedure Encrypt encrypt_1ic(1)
| -f;-a-a-r- :_r'x./-o_u;v;pfdtl_gr;r;;-‘-— \ dclicv Crc;
m/out keyOk Boolean, N ‘; dcl encryptlng, k, n Integer ;
nn maps KeyMapArray, | del encryptStr, newlV Qctetstring ;
:m maplength KeyMapArrayLength,: dci key PrngKey ;
1in kvec KeyVector, H I dcl kmap KeyMap ;
i kndx  Keyindex, : - imported procedure RC4 ;
,m caps Octetstring ; ' isWds:= fpar PrngKey, Integer ; icvi=
--------------------- 4 toDs(pdujand -+ | returns Octetstring ; initCre
frDs(pdu) '
i
————— ! L
e a | e
lev field is ! | encryptLng:= if isWds then ! 1Testif addra if isWds then k=0,
encrypted, but  {--1 length(wpdu) - }— sWdsAddLng - J,fiem is present, sWdsAddLng =
this length ! sMacHdrLng - else 0 fi 1Only need at AP. else 0 fi sWepHdrLng +
is the pre-lcv 'I ———————————
loop count. i I k—-——
___________ . o o o e ———_y
. - lThe IV generation algorithm ICV value l Lo
I”EWIX/" . b ~—1is not specified, but use of calculated from b1 iev:= cre32
call geniV(x) i a new IV for each Mpdu is plaintext. N (iev.wpdu(n)
:recommended STRONGLY. = cmmmmmmem—— l
Encrypt by xor | wpdu(n):=
of payload with ==+  wpdu(n) xor
encrypt string. 1 encryptStrk}
maps /* The algorithm for changing ko= ke
keyLookup  |— ! dot1 1WepDefaultkKeyld is not - '
(addyr‘l(wpdu), maplength) specified.If all stations in the Bss = ek
have thesame values in the
{relevant subsetof}
----------- dot11WepDefaultKeys, falge
'L‘] se ;:Iefauit a station's DefaultKeyld algorithm (false)
-=qkeylino does not affect interoperability. */ (encrypthg)
|mappmg or
Gaise) ~ 1gowpdest
vt e
3 Iif mapping 0
r ==+ keyOn=false, n=
(False) ' :do not encrypt.
RS S S
— A— L
= key:= - I rawicVists ! icvi=
kv;‘(‘:g(‘{(vndx) kmaplwepKey, Ke;/r(a;, ———————— e o complement of :———J mirror(
kndx:= 0 cre32, MSh-first | not(icv))
rrmEmmmET |
Return efror (iev(n) -
to LLC if }--- xor ngaﬁ
key s null ] encryptStr(k)) H
"""""" = (true) ! I
___________ A [ |
Concatenate ! key:= key // _ Enerypt ICV [ ~
key with IV t-=1  PrngKey! ker?k-‘ octets and Ll k= k?_‘-
for encryption | newlV alse attachtosnd ! n=n
PRNG seed. | l of Mpdu. :
“Use RC4 PRNG to ‘l encryptotr= (false)
generate an encrypt } call RC4 ESC"‘{-P&HQ*'
string as long as the | (key, sCrclng) (e)
MPDU payload :
plus the ICV field. | I
- wpdu:= i newlV /1 O1 /1 wepdu:= keyOk:=
r 4 substr(wpdu,0 substr(wpdu, sMac_ - setWepBit true i
1 | sMacHdrLng) HdrLng, encryptLng) f (wepdu,1),
I 1
______________ ! l e |
insert IV and keyld | : wpdu:= Set WEP bit | ,'
between MAC header}--d setKeyld in Frame L.
and data field. | (wpdu kndx) Control field. 1
I
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Process PM_Filter_STA

import
> ResetMAC < (mDisabIe)>

anQ:=emptyQ, 1 |psQ:=emptyQ,
cfQ:=emptyQ, txQ:=emptyQ
]

'Statron notin any BSS,
==qonly Mmpdus will be sent
ldown by Prepare_MPDU.

sta_PM_Bss_1b(4)

del atPend, fsPend,
del cfQ, psQ, xQ, anQ
del dpsm PsMode ;
dcl k, n Integer ;

dcl rest TxResult ;
del sta MacAddr ;

sentBen Beolean:= false
SduQueue:= emptyQ ;

del fsdu, rsdu FragSdu ;

import
{mAssoc)

oz

f PsChange
PM_Bss --1ignored when PMBIE;S—
(assoc w/BSS. -

~~1two pages

IIBSS case is

|ahead

not fsPend Pdu__
<( nd Iength> Confirm < ('mg‘?")
(xQ) /=0 (fsdu,resl) P
fsdu:=first(tQ), fsPend:=
txQ:=tail(txQ) false r Bss_Cfp
[
(contention) | :
! P e
xQ:= glast Pdu_ ! 1Cfp handling
(txd fsdu) Request ¢ -%is on next
' (fsdu) i page.
L l (pattial) “TTTTTTTTTT
(contention_ fsPend:= (SdU!__
Free) true resume:=
true
— N
¢fQ:= glast . xQ:= gfirst
(cfQ, fedu) {txQ, fsdu)
1

Frag_
Confirm
(fsdu,resl)

Pdu_
Confirm
(fsdu.rest)

Frag_
Request
(fsdu)

Frag_

Confirm

(fsdu,resl)

'Pass management frames
jinvolved in scan, join,
land start.
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Process PM_Filter_STA sta_PM_Cfp_2b(4)
[oTTTT N
1 v
i I
1 f
Bss_Cfp
| I ] e —————— e
. Pdu 1fsPend does not need
not import > Confirm CfPolled  Cummnm Ho be checked because
(fsdu) (mCfp) (fsdu,rest) | there is exactly one
:transmission opportunity
\L i 1 per CfPoll.
fsPend:= length
( PM_Bss ) false (cfQ)
(contention) (>0)
= fsdu:=
E)t()?d— f‘;':j)t firsH(cfQ),
' cfQ:=tail(cfQ)
I else (partial)
N fsdu:=
{oontention.. lengthitxQ) first(xQ),
ree) xQ'= tailxQ)
{con_, {con_
tention_ | tention) .
foe) et moreDita
(efQ. fsdu) fsdu fragment’
fsduf_ ‘'set moreData
resume:= bit in each
true fsdu fragment'
Frag Q= gfi
—~ o= gfirst
Confirm -
< (fsdu,resl) (2, fsdu)
I
ofQ:= gfirst
(cfQ, fsdu)
N “Send il SDUH 1 [Pdu
fsl;’end.u- CFqueue empty. TxCti} -~ iRequest
alse then responds with 1 {{nuilSdu)
CfAck or Null rather 'l
than Data or DataAck.
336 Copyright © 1999 IEEE. All rights reserved.
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Process PM_Filter_STA sta_PM_ibss_3¢(4)
(T n
] L]
i i
1 t
ibss data( : PM_lbss_ :Announced queue
transfers (not P== Data F has priority over
Atim window) | - } |non PM transmit queve.
___________ 4 § bmmmmmmae oL
1 IN |
not fsPend not fsPend : Pdu_
<land lmpon)> <( nd (length> (nct;izend> Confirm F:,"Sha:ng)e
(mAt.mW) (anQ ) i= 0) {fsdu.rest) (sta.p
. (length(anQ) fsdu'.. . n=
piieitd |l Pre_atim = 0) and first(xQ), fePend= gsearch
(fsdu! ! gieg%th(txo) xQ:=tail(txQ) aise (psQ, sta)
| =
]
1 i
Wait PS ! ! Atim window <0
ResEons—e - IIS on next
- |page
----------- (>=0)
1
fsdu:= — xQ=
FZF:!Zi:’fnse * first{anqQ), fsig‘:'— qlastitxQ.
PST anQ:=tail(anQ) psQ(n})
Pdu_ psQ:=
y Request - subQ(psQ,
(station_adtive) (fsdu) 0.n)//subQy
else j b1
fscdulpsrm:= txQ:= glast fsPend:= psQ.n+1.
true (xQ, fsdu) true |ir~‘$)m(PSQ)
else (partiat)
N7
psQy= glast rc-:éfssg:w!g: -
(psQ, fsdu) true v
Frag_
Confirm
(fsdu,resl)
(false)
R Q= gfirst
(xQ, fsdu)
1
anQ:= gfirst
(anQ, fsau)
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Process PM_Filter_STA sta_PM_AtimW_4b(4)
o W peee——— e s —————
1 \ 1 | Wait untit TxCoord
: Pre_Atim --1sends AtimW signal
| i to avoid chance that
B ettt ! Beacon fsdu reaches
 TxCoord before the
ITBTT signat is
. AtmW tprocessed by TxCoord.
n=
length(anQ)
M;v—e_aﬁ ----- psQ:= =tai
anQ entries glast(psQ, [ ilQr.‘_;\all(anQ),
to psQ first(anQ)), ’
— 1
. it Enstre that beacon
Ibss during
Atim window. ~ < is first fsdu sent

|durmg Atim window.

|
not atPend Frag_ ! Pdu_ nat atPend
and (not import Request = PsChange Confirm and (Iength
(mAtimW)) (fsdu) (fsdu,resl) (psQ) =0

i
i
[}

. fsdu,=
sentBen:= atPend:= .
first(psQ),
false false psQ-=tail(psQ)
\L (true) (false)
PM_lbss_ Psinquiry fype(fsdu! ;‘;:; st
_Data {fadutdst) pdus(1)) (fsdu)
(beacon) else else (atimAck)
. Pdu Frag - -
Wait_PS o -~ anQ:= qlast atPend:=
iy Request {Request(fsdu)
( _Response (fsdu) to Seif (anQ, fsau) true

L L U

* PsResponse sentBen:=
(,.dpsm) trus

I Move fsdus
!that arrive

1 before beacon
Yback onto end

o e o e ey
- + T

else (station_active)

:of input queue. —
fsdulpsm:= txQ:= glast psQ:= glast 1 f-::rxldling is
~ =4 implementation
true (xQ, fsdu) {psQ, fsdu) | dependent, can
| either re-queue
tuntil next atim
{window or retry
psQ:= glast I during this
(psQ. fsdu) ;atnm window.

(9]
(98]
[*]
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RSDU TPDU
Block Protocol_Control _STA Atimw, sta_CTL_1c(1)
PduCoenfirm,
fm———— . ) CfPotled
i Ity [Msdulndncate]
i L)
1 |
i i
signal /* This block performs the B
Ack(Time, Rate), DCF functions, as well as
Cfend, CF-responder functions if
Cfpoll{Time,Rate), the station is CF-pollable.
Cts(Time Rate), Tx_Coordination includes
TxCfAck(Time,Rate) : RTS and ATIM generation.
Rx_Coordination generates
acknowledgements, routes
data frames to MAC data
service and management
frames to MLME, an
Tdat Rdat indicates receipt of Ack,
Cts, and CF-Poll frames
to Tx_Coordination. */
(includes the
+—~4CF responder
; Vif station is
1 I;Cf—pollable.
: L . L
]
\ Doze,
' MmCancel,
[PduRequest] : SwChnl,
! Thtt, PemD
Wake smDone,
AN Tmgt [SwDone }
BkDone, MCTL
TxConfirm Tx_Cecordination_sta
11
I*station version*/
Ack,
PimeGet_ Cis, BeMgt
.confirm, Cfend, Mmindicate,
PimeSet_ Cfpoll, Ssinquiry
confirm, TxCfAck
TxO Plme_
Reset_
.confirm
Backoff, [SsResponse]
Cancel,
TxRequest
a Petl Rett TxRx e
Rx_Coordination
(1.1)
Trsp /*for STA and AP */
TxRequest] [TxCouﬁrm] N
PimeGet_
request, Rxindicate,
PlmeSet_ NeedAck,
request, RxCfAck,
PimeReset_ RxCfPoll
request
Rxl
[ChangeNav]
MLME_PLME_SAP RX
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LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Process Rx_Coordination

x_coord_1a(4)

t A . timer Tsifs ;
t ta
g ! (RxC_ldle)
dSifsDly:= dal ackFrom, ackTo MacAddr ;
AR dUset ResetMAC del dAck, dCs, dRsp,
aroundTime) (aSifsTime - dSifsDly Duration ;
dcl endRx, strTs Time ;
dcl pdu, rspdu Frame ;
first{import Rsp:=dU ;--m'_—_;___- del rRate Rate .
(mBrates)) dRsp:=dUsec(  Duration o (Tsif dcl sas, sau StationState ;
. — aSifsTime+ |~~{PS-Pall and reset(Tsifs) imported mNavEnd Time :
stuff calcDur( 1 Ack response.
(aMpdu_ o T
Duration_ K
Factor, e e o e ——————
sAckCtsLng 1 The rest of {RxC_idle state
+ aPlcpHdr No_Bss --1No_Bss state RxC_ldle —==-===-===-=—-~-4continues on
Length) tis on 3rd page. inext page.
+aPream_ Mo mm e e it
bleLength)) [ T [ ]
; NeedAck
import RxCfAck
< (mDisa bie)> g?:gf;;n;; (ackFrom) < RxCtPoll
L !
| ! I
dAck:= dAck - t No parameter
f dAck>0 then Ack(0,0) ~-1 values because
dRsp else O fi s without CfPoll
! during Cfp the
| \L jtransmitter
1cannot send
mkOs(dAck), rSPf“-f i | after this ack.
ackTo) ’(“ag(‘ R s
Z |
A
set(endRx+
dSifsDiy,
Tsifs)
Wait_Sifs
I ] e
RxCfPall 1 Receipt of RxCfPoll
* Tsifs (endRx,  {=——-- {while waiting to
rxRate) isend result of
| NeedAck cancels
| tregular Ack wait
1and reports the
TxRequest reset Ineed for +cfAck
(rspdu, (Tsifs) 1to TxCoord, which
xRate) ‘ lwilt be in a
l | Sifs wait when
Ithis signal
CfPoll jarrives,
Wait_TxDone (endRx, b
rxRate)
TxCfAck
* TxConfirm (endRx,
xRate)
RxC_ldle RxC_ldle
340
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Process Rx_Coordination x_coord_2b(4)

1 " 'RxC idie state

! A RxC_tdle  }--Jis continued

| I |from previous page.
T e - 2 —— L o

Rxindicate ICiass 1 frames handied
(pdu,endRx, €----~-4on this page, class 2 and
strTs,rxRate) :3 frames on next page.

(data)

Ack (cts) (authentication,
“ dRx deauthentication, import
(endRx, atim, (mibss)
rxRate) probe_rsp) (true) (faise)
Cts
(endRx,
(cfend_ack "xRate)
Msdu_ if importimCfp)
Ack(0,0} . indicate then contention_free
: (pdu, eise contention fi)
i
1 e s
! INone of these
- :frames shouid RxC_ldle
lhave group DA.
Sslinquiry
(beacon, (rts) (addr2(pdu)
probe_req)
Msdu_ endRx,strTs, .
indicate — noerr) W;ggé\;:;e—
(pdu, -
mNavEnd) SsResponse
> now ( ,sas,sau)
M e
rspdu;= durid(rs|
pdu)-dRsp,
- mkCtl
(cts, ,| addr2(pdu))
H (faise)
1 i
: ICTS respone to
v -: RTS only when
1the Nav is clear.
Msdu_ if import(mCfp)
Indicate then contention_free
(pdu, else contention fi)
RxC_ldie
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Process Rx_Coordination

Ssinquiry
(addr2(pdu})

Wait_Sst_
_Response

SsResponse .
(,sas,sau)

ftype(pdu)

e ————
1

At station

1 Rx with toDs=1
1 discarded by
Yeitter MPDU.
1frDs=1 never
!'sent by Sta, so
rexplicit fromDs
I test not

i needed here.

not import
(mDisable)

/N
N

RxC_ldie

‘ Rxindicate
{pdu,endRx,
strTs,dAck)

ftype(pdu)

else

RxC_ldle

(data_ack,

data_poll,

Sau =
RxC_ldle authOpen)
or

(false) (true)

Mmindicate
(pdu. .,
class2)

{hull_frame, disasoc,
asoc_req, reasoc_req,
asoc_rsp, reasoc_rsp)

(sau =
authKey)

{pspoll)

mpol
(mActing_
AsAp

ftype(pdu)

data_poll_ack,
cfack, cfpoll,
cfpoli_ack)

(data_ack,

x_coord_3b(4)

o —  — — ———
H

Beacon and probe_rsp
! sent to Mime_Req_Rsp
twhile scaning, other
| types acknowledged
1{if unicast to this
:siation) but ignored.

.

(beacon,
probe_rsp)

Mmindicate
(pdu,endRx,
strTs.noerr)

sCfPoliable

false)

(true) data_pot,
data_poil_ack)
ftype(pdu)
(nuli_frame)
Mmindicate PsPoil Msdu_
(pdu, ., (pdu,endRx, b ~ Indicate
noerr) rxrate) ! (false) (pdu)
1
e i N3 N3
Signal receipt ¢ : K
RxC_ldie RxC_idle of PsPoll to Ll RxC_ldle . RxC_idie chk_
AP transmit 1 I auth
coordination. | !
___________ 4 I
___________ At
PsPoll shouid ! |
not be receved {- 4
at station. i
342
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Process Rx_Coordination

{true}

Mmindicate
{pdu. .,
class2)

Mmindicate
(pdy, , .
class3)

( RxC_ldie ) ( RxC_lidie )

rx_cocord_3.1a(4)

Copyright © 1999 IEEE. Ali rights reserved.
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LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Process Tx_Coordination_sta

sta_tx_init_1d(10)

PlmeReset. _
Request

timer Tifs,
Trsp, Tpdly ;

ResetMAC

dSifsDelay =
dUsec
(aSifsTime -

. aRxTxTurn_

aroundTime)

|

‘mmrate:=
rate to send
mmpdus’

I

s87ci= 0,
sirci= 0

|

[y —
I

Mmrate must be

-~ selected from

1mBrates. Other
i selection criteria
are not specified.

1
LR

cow: =
import
(aCWmin),

defow = cew,
atimew:= ccw

Backoff
(cow,-1)

TxC_idle

/* at start cf frame exchange

sequence, when setting mFxiP,

check if dot11PowerManagementMode=curPsm,
if not, when indicating the new Psm,

also set psmChg boolean;

at end of frame exchange

sequence, when ciearing FxIP,

test & reset PsmChg, if

true, send PsmDone to Mime */

dct atimew, bstat, chan, B
defent, defew Integer ;

dcl cow Integer= aCwhtin |

del curPm Bit ;

dcl doHop, psmChg, cant
Booiean:= false ;

dcl dSifsDelay, endRx Time ;

dci fsdu FragSdu ;

dci rtype Fiype ;

dci seqnum, ssrc, sirc, n Integer= 0:

dci tpdu Frame ;

dci txrate Rate ;

dcl exported FxIP Boolean:= faise ; B

dci cTfrg exported as
dot11TransmittedFragmentCount,

dci ¢Tfrm exported as
dott1TransmittedFrameCount,

cTmefrm exported as
dot11MulticastTransmittedFrameCount,

cFail exported as dot11FailedCount,

cRtry exported as dot11RetryCount,

cMrtry exported as dot11MultipleRetryCount,

cCts exported as dot11RtsSuccessCount,

cNcts exported as dot11RtsFailureCount,

cNack exported as dot11AckFailureCount
Counter32:=0;

imported dot11RtsThreshold,
dot11ShortRetryLimit,
dot1tLongRetryLimit,
dot11FragmentationThreshold,
dot11MaxTransmitMsdutifetime integer,
mPdiy Usec;

 RANDCOM NUMBER FUNCTION */
imported procedure Random ;
fpar iimit integer; returns integer ;
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Process Tx_Coordination_sta sta_tx_idie_2d(10)

'Ack Cfend, Cts, Wake !These transitions are
TxC_idie -4 and MmCance ignored L e D P 3 Jonly present at
Hin TxC_dle state. i 1Ct-poliabie stations.
_______________ RSt
i | ]

[RESpR—

l Entry when ,
CtPoli import 1 TN TxCfAck
r -Istatscn wakes (endRx, ) < (mcfp > r8TT {endRx, )
;up to transmit,

1
1
3
I
1
i
I
.

: tpdu=
<no:‘aan;?;)n(> TxC_Cfp defent:= -1 mkFrame( -
Cfack,
'Test f fsdu seq
> -~ nmber and tx : Atw_Start
| fifetime set.

- segnum:=if segnum=4095 import{mBssid), .
fsdulsaf= 1 | then o else seqnums+1 fi, BkDone imponEmBssid;
seqnum, fsduteoi= now + import (dott1Max_ (defent) } ’"

TransmitMsdulifetime) B —
tpdu:=
setSeq(ipdu,
fsdulsqf)
k____ i {With FH PRY, (false) (true)
.4 1if next fragment
tpdu:= ! lwill be after a =
fsdulpdus sferr;g_ 1 !dwell boundary, - ggjf‘:anifwi
(fsdulfCur) : 1 Duration/iD '
i |may be set to
l : :one ACK time
‘txrate:= |See 9.6 for rules : LF_)..‘L.J.S_S_‘ES_ HT?....
selected tx  p--qabout selecting ?
data rate’ transmit data rate !
____________ H
f i i
tpdu:= ! |(aSifsTime + (calcDur(txrate stuft ! Atim
setDurid(tpdu, }— (aMpduDurationFactor,sAckCtsLng)) f Wi ‘d—
calcDur(txrate. + aPicpHeaderLength + aPreambie_ ' indow
Length) + if (fsdulfTot = (fsdulfCur+1)) 1
| then 0 else ((2*aSifsTime)+(calcDur |
- (txrate stuff(aMpduDurationFactor, H
tpdu.d se_thngt( sAckCtsLng)) + aPicpHeaderLength i |Th[s assumes that the data
tpdu, import( s | rate change (if any) is at the
+ aPreambieLength) + stuff(aMpdu 1
dot11PowerMan ) - lend of the Plcp header. The
YRRt Durationfactor ({length(fsdu!pdus \R PHY ch " th
: (fsduiCure 1) sCreLng 8)  aPlcp_ [ o, changes et e
HeaderlLength + aPreambieLength) ))} ‘he Durat;onMD vaiue may
l be adjusted when using iR
.PHY non-basic data rates.
sCrelng) > import{dot11RtsThreshoid))
and (not fsdulgrpa) and ((fsdu/fCur=0)
or retry(tpdu) or (fsdufresume))
rsdu'= stuffaMpduDurationFactor,
mketirts,  — ((iengthltpdu)+sCrclng)*8))+
aPicpHeaderLength+

aPreambielength+ (3*aSifsTime)+
(2*calcDur(txrate, stufffaMpdu_
DurationFactor,sAckCtsLng )+
aPicpHeaderLength+aPreambpleLength) )

Copyright © 1999 |EEE. All rights reserved,
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Process Tx_Coordination_sta

sta_tx_dcf_3d(10)

T I
1 .4
i i
1 |
Wait_Rts_ Wait_Mpdu_
_Backoff _Backoff
[ 1 I 1
BkDone( . 8kDone( .
betan T8TT TBTT oo < /
PduConfirm
bstat=-2 (fsdu,
partiat) (false)
(true) (faise)
Backoff( TxRequest Backoff(
cew,-1) Cancel ({tpdu, txrate) > cew,-1)
( TxC_Backoﬁ) ‘ Atw_Start ) (true) fsdulgrpa TxC_Backoff
{false)
psmChg:= dot11PowerMan_ .
if curPsm = agementMode) WanESAP?\u~
import( then false _oen
| else true fi
mFxiP:=true,
cTfrg:= TxConfirm *
inc(cTrg)
export set(now+dUsec stuff(aMpduD_
(mFxIP, PsmDone (aSifsTime + urationFactor,
cTfrg) calcDur(txrate, sAckCtsLng))+
aPicpHeaderl _
ength+aPream_
bleLength+aS!_
TxRequest mFxIP:=false, . otTime), Trep)
(rtsdu,txrate) psmChg:=false Wait_Ack ——

[

Ack
export
(endRXx, Trsp
(mFxiP) brate)
TxConfirm * cow:=aCWmin _cNack:=
inc{cNack)
set(now+dUsec stuff(aMpduD_
(aSifsTime + — urationFactor, export(cNack)
calcDur(txrate, sAckCtsLng))+
aPicpHeaderl. _
ength+aPream_
bleLength+aS!_
Wait_Cts otTime), Trsp)
346
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Process Tx_Coordination_sta

sta_tx_dcf_3.1d(10)

A
|
I
wait s @
[ I
Cts
sire:=0, fsdutire:=C,
%:;?E)x' Trsp ssre:=0, [ {fsdulsrc:=0
- cTfrg:= If {fsdu'grpa or ({toDs{tpdu) = 1)
reset o) inc(cTfrg), ~ [— and (sGrp(addr3(tpdu)))
(Trsp) ! S cTmcfrm:= and (fsdulfTot=fsdu'fCur+1)))
then inc{cTmecfrm)
’ | else cTmefrm fi
ssre:=0
: N
fsdulsre:=0 export(chets)
(faise)
! (true)
cCts:=
inc(cCts) inc(cTfrm)
PduConfirm
export(cCts) (fsdu,
success)
| (false)
set(endRx Backoff PduConfirm fsduiCur=
+dSifsDelay, _ (fsdu, our
Tis) {cew,-1) txLife) fsdulfCur+1
tpdu:= (aSifsTime + (calcDur d
setDurid(tpdu, (txrate stuff(aMpdu_ TxC_Backoff TxC_idie sfen -
caicDur(txrate, DurationFactor,sAck_ rag
Ctslng))+aPicpHeader_

Length+aPreambieLength)
+ if (fsdu!fTot = (fsdu!
fCur+1)) then O eise
((2*aSifsTime)+(calcDur
(txrate, stuff(aMpdu_
DurationFactor,sAck_
Ctsl.ng)) + aPicpHeader _
Length + aPreamblel.en_
gth)+stuff(aMpduDuration_
Factor,((length(fadu!pdus
(fsdulfCur+1))+sCrcl.ng)
*8)) + aPlcpHeaderLength
+ aPreamblelength) )))
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Process Tx_Coordination_sta

sta_retry_4d(10)

| N
I R
1 I
! t
mFxiP:=false
= export
mExiP =false (MFxIP)
export cew:= |f then aCWmax
(mFxIP) cow = aCWmax else (2*cow)+1fi
cow:= if “?e" azgéNme:: Backoff
cow = aCWmax b (2"cew) (cow.-1)
tpdu:= fsdulpdus {fsduifCur):=
(Bcﬁ?% setRetry 1 setRetry (fsdulpdus(
' (tpdu,1), fsdulfCur), 1)
)
sirc:= fsdulirc:= sCreclng) >
sirc+1, fsdutirc+1 import(dot11RtsThreshold))
(false)
import(dot1ilong,, SSIC= fsdulsre:=
(faise) RetryLimit) ssrcH1, fsdulsrc+1
cow:= import(dot11Short_
aCwMin RetryLimit)
Ve = import(dot11Long_ cew:=
feduire RetryLimit) aCwMin
(true)
(false) e
gs;gonﬂrm Tedulsrc = import(dot11Short_
. RetryLimit)
retryLimity (true)
(false}
cFail:=
inc(cFail),
cont:= false
i This shows the case where the
export(cFaif) cont= true -~4same pdu is retried after the

P

TxC_Backoff

1backoff. itis also allowabie to
{return this fsdu to PM_Filter with
1 status=partial, and to go to

I TxC_Backoff state with cont=faise.

i This will aliow a different pdu
1 (if available) to be sent as the
next transmission.

t
S
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Process Tx_Coordination_sta

, Pdu
not import -
. Request
< (mAtmW) (sdu)
atimew:=cew,
cow:=dcfew

Atim_
Window

tAck, CfPall, Cts, Doze,
---: MmCancel, Tbtt, TxCfAck

and Wake ignored in this state.

!
[PV S

o s
i

PM_Fiiter ensures that a

pe
fsdulpdus(1)

(beacon)

-=1 beacon frame will be the
first first sent after Tbtt.

|
b e e e

sta_tx_atim_5e(10)

tpdu:=
mkFrame
(atim,

fsdulidst,
dot11MacAddre:

ss)

Backoff n:= call
(cow, Random (Bcacﬂf?:f)
dcfent) (2*aCWmin) '
= - Backoff ibss_Wait_ )
cont:= false cont:= true (1) > ( A

L

L
( m_.d.e) <Txc_aackoﬁ) (

tbss_Wait_
_Beacon

not import
(mAtimW)

BkDone
(bstat)

R TxRequest
N BkDone atimcw:=ccw,
/ / (bstat) < > MmCancel cow:=dcfow (tpdu,
mmrate)
TxRequest
(fsdulpdus(1), Cancel TxC_idle
mmrate)

i i dRsp:=dUsec( txrate, stuff
Wal_tr_Beac_on_ Walt(_:Beac:Jn__ aSifsTime + [ (aMpduDuration_

- - caleDur( Factor, sAckCtsLng

[—| + aPicpHdrLength)
I.—...._._‘ _| + aPreambleLength))
set
* TxConfirm BkDone(n) “ (nowrdRsp,
Trsp)

)

|}

Atim__
Window

)

Atim_
_Window

Wait_Atim_
Ack

Copyright © 1999 I[EEE. All rights reserved.
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Process Tx_Coordination_sta

sta_tx_atim_5.1a(10)

l" --------- -
' & Wait_Atim_
’ | Ack
! 1
Ack(, ) < >Trsp
cew:= cow'= if ﬂ'llen a(EWma:;
aCWmin cew = aCWmax || ;se (2*cew)
(Pf;:ldul?onfirm SSrCI= fsdulsrc;=
atimAck) ssrc+1, fsdulsrc+1
fsdulfAnc:= import(dot11_
fsdu!fCur+1 ShortRetry_
Limit)
1
cowi=
aCwMin
import(dot11_
ShortRetry_
Limit)
(false) (true)
PduConfirm PduConfirm
(fsdu, (fsdu, |
atimNak) retryLimit)
e ]
Atim_
_Window
350 Copyright © 1999 IEEE. All rights reserved.
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Process Tx_Coordination_sta

sta_backoff 6c(10)

] IN
i ta
1 1
1 i
TxC_Backoff -
i ] |
SwChnli
TBTT BkDone « Doze h
(bstat) {chan.
doBkoff)
g ] If cont=trye, ‘turn off
(’:@ig) --—-: continue with stuff to (Céh::vs;é\:‘a)v
1same mpdu. save power’ !
(false) Fommmmm e | 1
Sync sends : 'PimeSet._ ‘channel
Wake at Tbtt [ . |request change is
before other 1 ! l(doze stuff)’ Phy-specific'
signals such L
1 | as TBTT Vb \L l
or beacon H ' PImeset
meSe
Cancel cont:= false _f:a_rrle; ______ ) : Asleep request -
' (chan stuffy
i
| ———— )
Pdu ' ;
dcfow =cew, — ' Wait
cow =atimew ;™ Request == Wake ~Channel
! (fsdu)
I
b |
______ iy}
The station ! ‘turn on ‘turn on PimeSet
may wake up : stuff that stuff that confirm
o triqs;n?, was off' was off' (status stuff)
see 11.2.1.1, [
: 'PImeSet. _ PImeSet
Vc;ﬁrggw request request SwDone 2:13‘?‘? )
(wake stuff)’ (wake stm‘f)' ’

Wait for Probe
Delay intervat
before starting
transmission.

____________

ChangeNav ChangeNav SwChnl_
(0,cswitch) (0, cswitch) > doBkaff
I {false)
1 set{now+tUsec
[ (import( TxC_ldie ‘?bksi’:ge
' mPdly), Tpdly) {
|

|

Wake_Wait_
_ProbeDelay

(false)

Atim_ N
_Window

( TxC_ldle
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Process Tx_Coocrdination_sta sta_cf_respond_7¢(10)

s
| Transitions on this
TxC_Cip ~-4page are only present
1if staticn is Cf-pollable.
o e e e e e
i

not import TxCfAck .
< (mCfp) > CfEnd 2 {endRx) < /
tpdu:=mkframe =
(nul_frame, TxC_ldle - ncﬁ?:k
mBssld, mBssid)
set{(endRx + tpdu:= im
. pori{mBssld),
dSifsDelay, mkFrame( :
Trsp) Hype, import{mBssid) )
CfPolled
1
Cf_ « Wait_Cfp_
_Response Sifs
1
] | 1 | ]
Pdu
;Fx;“,fAck Reqﬁest Trsp N Trsp ;l'x)CfAck
' (fsdu) '
I | | — |
7]
tpdu:=mkframe packi= TxRequest tpdu:=
(cfack, . (tpdu, setFtype
mBssid, mBssid) ftype(tpdu) txrate) (tpdu,data_ack)
tpdu= cTirg'=
g‘_
- fdsulpdus . -
( {fsdulfCur) inc(cTfrg),

\

export cTmcfrm:=
(cTfrg, if (fsdulgrpa or
eise cTmefrm) {{ toDs(ipdu) = 1)
and (isGrp(addr3(tpdu}))

=0
=) and (fsdulfTot=fsdulfCur+1)})
- then inc(cTmefrm)
fsdulsgf) . seqnum, fsduleol:= now+ TxDone
import(dot11_
I L MaxTransmit_
o Msdutifetime)
pdu;= fty
pe(tpdu) ) ;
setFtype T or pack) TxConfirm
(tpdu, |
] H R
P [
‘txrate:= | See 9.6 for rules ‘, I Change data to set(now+
selected tx —--: about selecting . -:data+cfAck if aSifsTime,
data rate’ t transmit data rate. | appropriate. Trsp)
Wait_Cfp_ Wait_CfAck

Sifs

[¥5)
wn
[Sv]
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Process Tx_Coordination_sta

sta_cf_retry_8b(10)

! \
: N *' Wait_CfAck
| t
I | |
Ack .
(endRx, ) é / / >Trsp
cNack:=
reset(Trsp) inc(eNack)
" export
fsduifCur+1 (cNack)
i TTTT PduConfirm tpdu:= fsdulpdus
. }Send frame (fsdu setRetry — (fsdulfCur):=
H tat Sifs succéss) (tpdu, 1), setRetry
U (false) A (fsdulpdus
: ] (fsdulfCur), 1)
1
S cTfrm:= (Pf:;fonﬁrm fsdulfCur= fsdulsre:=
. \ i 1
inc(cTfrm) txLife) fsdu'fCur+1 fsdulsre+1
L |
set(endRx .
A import(dot!ilong_
*dsﬁg)e*av» RetryLimit)
tpdu:= PduConfirm PduConfirm ! This returns the fsdu
setPwrMgt TxC_Cfp (fsdu, (fsdu, -~qto the queue, ) At the
(tpdu,curPm) retryLimit) partial) 1 next cf-poll, either

fthe same fsdu or a
(different fsdu may

I'be selected for

{ transmission.
.

oo cFail= cRtry:=
inc(cFail) inc{cRtry)
export(cFail) export(cRtry)

C

TxRequest

{tpdu,trate) TxC_Cfp

TxConfirm < / * /

Copyright © 1999 IEEE. All rights reserved.
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TX

Block Transmission [TxConﬁrm] BkDone] transmit_1a(1)

/* This block does octet- ‘&
level transfers of MPDUs
from the MAC to the PHY
transmitter, generating
FCS fields and inserting
timestamp values where
necessary. Process Data_
Pump begins transmitting
when TxRequest arrives.
The sender of TxRequest
& assumed fo have done
the appropriate actions
prior to transimtting onto
the WM. [f these actions
include performing random
backaoff or invoking the
“backoff procedure” (see
9.2.5.2), a Backoff signal
is sent to process Backoff.
At the completion of each
backoff, a BkDone signal
is returned to the sender
of the Backoff signal at [Backoff,]

Txrq Bikof

the correct time to send Cancel
a TxRequest. The medium
state updates (busy, idle,
siot) from Channel_State
are forwarded to Backoff
Procedure via Data_Pump
to prevent decrementing
the backoff count while
transmitting Cts or Ack
frames. This block is used
in both station and AP. */

Backoff_Procedure

(1)

[TxRequest]

4“—\ FwdCs

Data_Pump FromCs
1.1 Cs

Busy, ldle, Slot]

PhyTxStart.confirm,
PhyTxEnd.confirm,
PhyData.confirm

ToPHY

PhyTxStart.request,
PhyTxEnd.request,
PhyData.request

PHY_SAP_TX
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Process Data_Pump

1 [AY

1 L

1 i

i 1

i ————
: Delay from .

7 1Phy_Sap(tx) (Tx_idie)

| 1to antenna.

bt mm s

i

1

1

; ( ) ResetMAC

1

1

1

I

I

1
dTx:=dUsec

I

v 4 (aTxRfDelay + rpe';yuTeXs%nd‘—
aTxPlcpDelay)

Tx_idle

delfes Cre;

decl dTx
Duration ;

del k, txLength
Integer ;

del pdu Frame;

dcl rate Octet ;

dcl source Pld ;

' No TxConflr:n_
== dif Tx halted
| by ResetMAC.

____________
! Do not wait

- -' for TxEnd._
lconﬁrm

|Pass Busy, ldie and Slot signals
~=+to Backoff_Procedure while Tx is
ndle but not during transmissions.

transmit_1a(1)

imported
procedure Tsf; Send_Frame
fpar Integer,
Boolean;

returns Integer ;

PhyData._ PhyData.

request confirm

(pdu(k))

l —
fos:= crea2 /* This process sends an

Mpdu to the Phy while
(fcs, pdu(k)) generating & appending
the Fcs. On beacons and
I probe responses inserts
(TSF + Phy TxDelay) in
the timestamp field at
confirm of octet 23.

= k1

To transmit after Sifs,
send TxRequest at end
of the M1 interval (see
9.2.10). For Pifs, Difs,
or any backoff slot,
TxRequest is sent at the

(false) end of the appropriate

s M2 interval. */
TxRequest Busy Idle Slot fes:= mirror
{pdu, rate) {not(fcs))
- [Sanathe s T
source;= Busy idle Slot Send_CRC  }--{complement
sender 1 of calculated
1FCS value,
| ¥ < ‘ jMsolo 1Sy
k=0, N PhyData._
fes:= initCre confirm
= | [Picorenanis
rontnes - {Meduterar Ppetpe
|+ Fcs length
Hemm - (probe_rsp, (true)
_____ R beacon)
1Ind1cate medium PhyData.
Busy |-~ busy to freeze req»;est N PhyTxI‘tEnd -
{ backoff count (false) (fes(k)) reques
ldurlng transmlt (true)
------- . | T
{ixLength+
PhyTxStart._ sCrch?g Send_Frame r Insert_ ko= k+1 Wait_TxEnd
request ate) ' | Timestamp
'
1
| | L l
——————— .
Start of time [
Wait_TxStart stamp in beacon } Eggf%:ah Send_CRC E:gf}rr)rfnd"
and probe_rsp. 1
——————————— - \
“Atconfirm 1 =
pdu:=setTs i
PhyfoStart,_ of octet 23, r==1 (pdu.call Tsf ;I'x;:onfrrm
confirm insert TSF + | (0,false)+dTx) o source
Phy Tx delay |
into [24:31] i
of beacon or : oot
probe rsp. ] TxConfirm goes | T ldle

to process that ¢
sent TxRequest. l

Copyright © 1999 IEEE. All rights reserved.
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Process Backoff_Procedure backoff_1b(2)
‘\ /* This process performs the
v No_Backoff Backoff Procedure (see 9.2.5.2),
| returning Done(-1) when Tx may
—————————— - begin, or Done(n>=0) if cancelled.
Backoff(cw,-1) starts new random
G e oy backoff. Backoff(x,n>=0) resumes
cw is contention cancelled backoff. Backoff(0,0)
window, cntis _1)when WM idle. */
slot count from | sends Done(-1) when idle.
previous BkDone. !
If cnt<0, a new
random count | pom e —
is generated. ! source:= | Save Pld from
___________ + sender, - =< request to use T nput Signal Summary B
mBkIP:=true 12s aadr of Done. BUSY is sent by Channel_State
when the WM changes from idle
to busy due to CCA andior NAV,
export and by Data_Pump at TxSt'artA‘
(mBKIP) CANCEL is sent by TxCoordination
to terminate a backoeff and return
the residual backoff count value.
IDLE is sent by Channel_State at the
end of the M2 interval (see 9.2.10)
that busy WM has been idle (CCA &
NAV) for DIFS (EIFS after Rx error).
SLOT is sent by Channel_State at the
(<0) (>=0) end of each M2 interval (see 9.2.10)
___________ - e o e while the WM is idle,
Choose random ! slotCnt = call ! Resume with count Busy, ldie and Slot are forwarded
backoff count :---- Randmﬁ(cw) stotCnt:= cnt ----:from cancelled from Channel_State via Data_Pump
if ent=-1. } t backoff if cnt>=0, when transmit is not in progress. */
___________________ J
At start assume that the WM |
is busy until receiving a signal :——- Channel_Busy
which indicates the WM is idle. )
[ [ [ |
< Slot -~~~ « [Busy ancel

i
t
t
! i
siot boundary 1 Wy e —— ’
i Slot only sent !
M2)tming. 1 Channel_idle when WM idle. ! ! ent=1 snd_
This is for the BkDn
case where WM

idie at arrival of

_Eﬁ:a_cftiff_s_lg_nf l_‘_.. dcl slotCnt,
- cw, cnt
Integer ;
del source Pld,
dct exported
mBkIP
Boolean:=
ResetMAC false -

-~ /* RANDOM NUMBER FUNCTION */B
mBkIP:= imported procedure Random ;

faise fpar limit Integer; returns integer ;
/* This function returns an integer

from a uniform distribution over

the range (0 <= value <= limit).
export implementers need to be aware
(mBKIP) that proper operation of the MAC
protocol requires statistically
independent (pseudo-)random
sequences to be generated by
each station in a service area. */

Transitions to 1
Channel_ldle  f--lidle
also align the ¢
Backoff signal !
arrival time to ¢
?! :
!

PRI

No_Backoff

i
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Process Backoff_Procedure

o e
!

1\ Finish at M2 of proper slot,
': Channel_|dle « jeven if slotCnt =0
1 : | at entry to state.
e M | S ————— s
| I 1 | [
1
Idie Slot Busy L < slotCnt = 0> >

|}

R ] slotCnt:=
slotCnt - 1

Channel_Busy)

Hidle signal

© 4 not sent if
' VWM free. This
| consumes any
1idles stilt on

——n

0 PO

| input queue. i
b e 1 ! Decrement count

« 4for each stot
when WM idle.

1
ot i e o e

o~ ——

[

1 Go back and
4 wait for WM

{ to become idle.
U o o i m

Done sent with
value -1 when
backoff counts
down to zero.

(slotCnt)
to source

backoff_1.1a(2)

i Cancel has?)r—iority over other

+ {transitions. Done(0) returned if
: tCancel arrives at instant
| islotCnt=0.

BkDone(
if cnt=0
then -2

else -1 fi)

——1 to source

Copyright © 1999 IEEE. Ali rights reserved.
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SM_MLME_SAP

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Block MAC_Management_Service

MimeGet.confirm,
n MimeSet.confirm,
- MimeReset.confirm

GetSet

ReqConfirm

Mac_Mgmi_1a(1)

indications

“This ;;rsc—e_ss_ s 1 MimeAssociate.confirm, MimeAssociate._
asummaryof oo . MimeAuthenticate.confirm, indication,
MIB access. f 1 MimeDeauthenticate.confirm, MlmeAuthentlcate_
MIB attribute | ' MimeDisassociate confirm, indication, _
definitions ; i MimeGet request MimedJoin.confirm, MimeDeauthenticate._
(in ASN.1)are | ' MImeSet'request’ MimePowermgt.confirm, indication,
in section C 4. | i MimoRes quest, MimeReassociate.confirm, MimeDisassociate._
___________ H i meReset.request MimeScan.confirm, indication,

t MimeStart.confirm MimeReassociate _

“ - indication

_____________ ~
L

MimeReset.request

sends a ResetMAC }——~

signal to every
process in every
biock. To reduce
diagram ciutter,
ResetMAC signal
routing is not shown
outside this block. :

i
¢
3
1
i
H
t
i

_________ vy

This process handies 1

requests sequentially.

Start, join, powermgt,
scan, re/dis/associate

MIB (1,1)

1
|
|
i
a

Mres

[ResetMAC]

MimeAssociate request,
MimeAuthenticate.request,
MimeDeauthenticate request,
MimeDisassociate.request,
Mimedoin.request,
MimePowermgt request,
MimeReassociate.request,
MimeScan.request,
MimeStart.request

Mime_Requests
(1.

Mime_Indications

(1.n

11
i
. o - ™~
and deauthenticate 1 MimeAssociate confirm, MimeAssociate. _ ]
must be sequential. MimeAuthenticate confirm, indication,
Itis possible to have 1 ‘ MimeDeauthenticate confirm, MimeAuthenticate.
multiple authentication * In this block are MImeDisassociate.confirm, indication,
sequences in PTOQFESSI' the MAC MIB and MimedJoin.confirm, MimeDeauthenticate. _
concurrently. To 5”9‘” 1 MLME_SAP service MimePowermgt.confirm, indication,
this, AuthReq_Service | primitives described MimeReassociate confirm, MimeDisassociate._
in the MLME block in Clause 10. The MimeScan.confirm, indication,
would have to cache : MLME services are MimeStart confirm MimeReassociate._
challenge text and 1 performed in the L . indication
match responses to : MLME block. This _ L J
[cached request info. | block is used both MimeAssaciate request,
in station and AP, ¥/ MimeAuthenticate request,
MimeDeauthenticate.request,
MimeDisassociate.request,
MimedJoin.request,
MimePowermgt.request,
MimeReasscciate.request,
MimeScan request,
MimeStart.request
ToMgt
FromMgt

MMGT

(99
th
[#]
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Process Mime_indications

dclalg AuthType ;
dcl rsn ReasonCode™
decl sta MacAddr ;

'Thls state machine passes indications through, unmadified, from
——-I MLME to the MLME SAP. MimeAssociate.indication and
[ MimeReassociate.indication are only generated by MLME at APs.

MimeAsso_
ciate.ind_
ication(sta)

MimeAuthen_
ticate.ind_
ication(sta,alg)

MimeDeauth_
enticate.ind_
ication(sta,rsn)

MimeDisas_
sociate.ind_
ication(sta,rsny

MimeReas_
sociate.ind_
ication(sta)

l

MimeAsso_ MimeAuthen} MimeDeauth} MimeDisas_
ciate.ind_ ticate.ind_ enticate.ind_ sociate.ind_
ication(sta) ication(sta,al ication(sta) ication{sta)

)

L

L

|}

MimeReas_
sociate.ind_
ication(sta)

)

Mime_indication_1a(1)
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Process MIB

del x MibAtrib ;
del v MibValue |
del adr MacAddr ;
dcl dfit Beolean ;

/* This process performsb
MimeGet, MimeSet, an
MimeReset functions.
MIB access and update
is described informally
to avoid creating a fult
definition of the MIB
in SDL (and anticipating
the integration of the
ASN.1 MIB definition
using Z.105). */

]

MimeRe_
set request
(adr.dftty

(false)

ResetMAC

‘reset read-write
attributes to
defauit values'

dot1 1MacAddress
setioadrif |
adr is non-nuil’
'export values Mime_
of attributes Reset.con_

dectared here'

firm(success

MIB_idle

*

]

--1in all blocks. However, to reduce

--1MIB. The write-only attributes in the

+
3
t
i
i
I
I
i
S

Mib_access_1a(2)

IResetMAC is sent to all processes

!clutter and enhance readability,
,ResetMAC is omitted from signallists
!and signal routes needed solely for
.the ResetMAC signal are not shown.

l Reset read-write attributes in the MAC

t ! privacy group may also be reset.

1f there is a (non-Mime) means to alter
I 1any of the read-only attribute values,
;they must be restored to default values.

1 A focally-administered MAC address

1 may be used in lieu of the unique,

i globally-administered MAC address
assigned to the station. However, the
lvalue of dot11MacAddress may not change
,durmg MAC operation.

MimeGet._
request
(x)

‘validate

(‘invalid’)

MimeGet._
confirm
(invalid,x,)

MimeSet._

‘validate
"

(‘write_only") (invalid’) ('valid) (‘read_only")
MimeGet. MimeSet. ‘set MimeSet. _
confirm( confirm value(x) =v' confirm
write_only,x, (invalid,x) ’ (read_only,x

- - ‘export(x)’ -

= MimeSet._
value(x)’ confirm
(success,x)
MimeGet_
confirm
{success x,v
360
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Process MIB

/* import of {Read-Only} MIB counter B
values exported from other processes */

imported
dot11AckFailureCourt,
dot11FailedCount,
doti1FesErrorCount,
dot11FrameDuplicateCount,
dot11MulticastReceivad FrameCount,
dot11MulticastTransmittedFrameCount,
dot11MultipteRetryCount,
dot11ReceivedFragmentCeount,
dot11RetryCount,
dot11RtsFaitureCount,
dot11RtsSuccessCount,
dot11Transmitted FragmentCount,
dot11WepExciudedCount,
det11WeptcvEmrerCount,

dot11WepUndecryptableCount Counter32 ;

/* The following Read-Only attributes in the
MAC MIB are defined as synonyms (named
constants) rather than remote variables
because they describe properties of the
station which are static, at least during
any single instance of MAC operation:

dot11CfPollable Boolean,
dot11MacAddress MacAddr,
dot11ManufacturertD Octetstring,

dot11ProductiD Octetstring,
aStationtD MacAddr,
dot11WepKeyMappingLength Integer ;

In addition, all Read-Only attributes in the
PHY MIB which are accessed by the MAC
are defined as synonyms.

g
7

dot11AuthenticationAlgorithms AuthTypeSet,

dot11PrivacyOptionimptemented Boolean,

AN

/* Dectarations of MIB attributes exported from B

this process */

/* Read-Write attributes */
dct exported

dot11AuthenticationAlgorithms AuthTypeSet=

incl(open_system, shared_key),
dot11Exciudalinencrypted Boolean = false,
dot11FragmentationThresheld integer:= 2346,
dot11GroupAddresses MacAddrSet= empty,
dot11LongRetryLimit integer= 4,
dot11MaxReceivelifetime Kusec:= 512,
dot11MaxTransmitMsdulifetime Kusec:= 512,
dot11MediumOccupancylimit Kusec:= 100,
dot11Privacylnvoked Boolean:= faise,
mReceiveDTIMs Boclean:= true,
dot11CfpPericd Integer= 1,
dott1CfpMaxDuration Kusec:= 200,
dot11AuthenticationResponse Timeout Kusec:= 512,
dot11RtsThreshold Integer:= 3000,
dot11ShortRetryLimit Integer=7,
dot11WepDefaultkeyld Keyindex:= 0,
dot11CurrentChannelNumber Integer:=Q,
dot11CurrentSet Integer=0,
dot11CurrentPattern integer=0,
dot11Currentindex Integer=0;

* Write-Only attributes */
dct exported
dot11WepDefauitkeys KeyVector:= nullKey,
dot11WepKeyMappings
KeyMapArray:= (. nullAddr, false, nullKey ) ;

tib_import_export_2b(2)

/* NOTE:
The values listed for MAC MIB attributes are the
specified defauit values for those attributes.
The values listed for PHY MIB attributes are either
the defauit values for the FH PHY, or arbitrary
values within the specified range. The specific
values for PHY attributes in this SDL description
of the MAC do not have normative significance.
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Process Mime_Requests

Mime_request_1b(3)

i ‘\ del exported mActingAsAp * This process tracks EB del alg AuthType ; B
: - ‘l Boolean:= false ; the synchronization stat del bRate, oRate, ss Octetstring™
I | imported mAssoc, of the station as Idle dcl bss BssDscr;
R 4 mibss Boolean ; (not part of any Bss), del bssSet BssDscrSet ;
Ibss (started or joined dcl btype BssType ;
an independent Bss), Bss del cap Capability ;
(joined an infrastructure dcl cfpm CfParms ;
Bss), or Ap (started an dcl chlist Intstring ;
R ; )
nfggff ?glquéasteibss‘ a infrastructure Bss). dci dip, li Integer ;
endnewtypé MR'q State : Mime operation requests del dly Usec;
del roState ? invalid in the current del ibpm IbssParms ;
MRqState:= idle ; state are rejected here, dcl phpm PhyParms ;
. N while valid requests are dcl ps PwrSave ;
passed to the Mime block delrs ReasonCode ;
for processing. This dcl scan ScanType ;
simplifies process flow del sta, bid MacAddr ;
and signal saving in the dcl sts MimeStatus ;
Mime block, because onty dcl tBen, tmax, tmin, tmot Kusec ;
meaningful Mime requests dcl typeSet BssTypeSet ;
arrive for handling. */ decl wake, rdtm Boolean ;
export
(mActing__
AsAP)
U —— ) e e e e ———— k] :r _____________ .2
[ . Reject Startif 1 . .
i __} Reject Authenticate, notidle, allow ! ! !
DLE tallow Start fidle notide stow 1<{ (oe ap) (IDLE)
i ———— IDLE nor AP. |
——————————— -+
| e
Mime_ (ss, btype, tBen, MimeAuth_ I Reject as invalid MimeStart, _
Start._ I dtp, cfpm. phpm, enticate.re_ F=-=1{due to not being request( , ,
request ibpm, dly, cap, quest(sta, ,) jin a BSS. i
bRate, oRate) €
ntcater ||t nheate | (1. 3
T — invatid) - tmot)
confirm request
(independent) (infrastructure) T {
MimeAuth_
sCanBeAp enticate.__ gﬁ:ﬁi)a'g’
(trua) (false) request
_ & —
Mime__ (ss, btype, tBen, MimeStart. ) MimeStart. _
Start._ dtp, cfpm, phpm, confirm Wait_Mime confirm
request ibpm, dly, cap, (invalid) (alreadyBss)
bRate, cRate)
. |Reset and
Wait_Mime - * « = Deauthenticate
|always allowed,
WimeDem]  Deauthentcate””
ResetMAC enticate.re_ -~ @xpunges locat
quest(stars)|  1authentication
:record even if
l | tthere is no BSS
- Hor sending the
rqState:= idle, MimeDeauth_ } notification.
mActing_ enticate _ [y .
AsAp:= false request(sta,rs

Wait_MIime

(%]
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Process Mime_Requests

Mime_request_2c(3)

i ! \ IAllcw Associate
' B BSS -~1and Reassociate
i ! mhnle joined Bss.
o A — e e
| 1
Mime_ (sta, tmot, MimeRe_ (sta, tmot,
Associate. . associate._  pe—v .
- cap,li) cap,li)
request request

import
MASSOC

lAssocxate request
- i rejected as invalid
1while associated.

_____________

0 Reassociate request
-=qrejected as invalid
1 if not associated.

import
MASSOC

______________

{true) ) (false)
MimeAssoc_| Mime_ - MimeReas_ MimeRe_
jate.confirm Associate._ g:ata,|it)mot, sociate.con_ associate._ S;a‘l f)mOt‘
(invatid) request P firm(invalid) request P
- Wait_MIime - Wait_Mime
i Reject Scan, Join t Reject Associate and
AP

—--: and Powermgt; allow
! Disassociate at AP.

[ ]

-1 ! Reassociate at AP and
|at station not jeined Bss.

MimeScan._ MimedJoin._ MimePower_| MimeDisas_ Mime_ MimeRe_
request request mgt.request sociate.re_ |+ Associate._ associate. _
(v ) (...) (..) quest(sta,rs)| | request(, . ) request(, , ,)
]
l l | | L |
i
MimeScan. MimedJoin. _ MimePower, MimeDisas_ 1 MimeAssoc_ MimeReas_
confirm confirm Mgt.confirm sociate.re_ 'I iate. confirm sociate.con_
( ,invalid) (invalid) (not_supt) quest(sta,rs) I (mvaltd) firm(invalid)
L |} | )
1
1
t
- ( - . Wait_Mime : ( - -
;
1
]
................. R —
|lf not AP, allow Join, Scan : 1 Onty AP may send
--1and Powermgt, also atlow /\-' disassociate to a
(AF’) Y
mssassoc:ate if associated. { 1group address.
_________________ |t mmme————
[ I | 1
MimeScan._ ss, scan, Mimedoin. _ MimeDisas_ { MimePower_|
request dly, chlist, request( sociatere_ |+ mgt.request(
(btype.bid, tmin, tmax) bss,tmot,dly. quest(sta,rs) ps,wake,rdtm)
I ]
MimeScan. _ sS, scan, and MimePower_
request dly, chlist, oRate) not(isGroup mgt.request(
(btype,bid, tmin, tmax) (sta)) ps,wake,rdtm)
\I, [ (false)
) MimedJoin. _ MimeDisas_ MimeDisas_ )
Wait_Mime request( oRate) sociate.re_ sociate.con_ Wait_Mime
bss,tmot,dly. quest(sta rs) firm(invalid)
Wait_Mime Wait_Mlime -
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Process Mime_Requests

Mime_response_3a(3)

1 AY
t LY
1 1
i 1
e 4
fmmmmmm————— i ———————
. F Wait for MAC Save new (request) |
Wait_Mime | --{management to signals while awaiting |--
fprocess request. response from MLME. |
g syl
| i 1 [ 1 {
MimeAuthen_ MimeDeauth_ MimeAs_ MimeReas_ MimeDis_ MimeScan._
ticate.confir enticate.con sociate. sociate._ associate._ confirm
{sta alg ste) firm(sta,sts) confirm(sts) confirm(sts) confirm(sts) (bssSet.sts)
MimeAuthen | MimeDeauth] MimeAs__ MimeReas_ Mimeiis_ MimeScan. _
ticate confi enticate.con_| sociate._ sociate._ associate._ cenfirm
{sta,alg.sts) firm{sta,sts) confirm{sts} confirm{sts} confirm{sts) (bssSet,sts)
| ] J e
Scan leaves station 1
in Icie state because ... rqState:=idle
synchronization with |
a previous Bss is lcst,:
i ] imptementations may 1
Sy s m 1 save and restore TSF!
Mime_ MimeJoin._ Retumn to the | and association info |
Start._ confirm state priorto | - 1o avtomatically re- | IDLE
confirm(sts) (sts) Wait_Mime I join a previous Bss.
___________ P M E PR e
! N
1
Mime_ MimeJoin._ i \
Start._ confirm rqState
confirm(sts) (sts)
(idle) (ibss) (bss) (ap)
IDLE IBSS BSS AP

(success)

rgState = idle

(success)

rgState:= bss

)

rqState:= ap,
mActing_
AsAP:= true

rqState:= ibss

BSS

|

export
(mActing_
AsSAP)

1BSS
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MMGT

Block MLME_STA

™ Signat

t StaState
| (MacAddr StationState)

for Mime operation requests,
the responders for incoming
management frames, and the
time synchronization function
for station operation, both

as an associated station in
an infrastructure BSS or as

a member of an IBSS. This
black also contains the
process which maintains
record of power save mode
and station state for access
by other processes. */

/* In this block are the handlersfﬁ

MimeAssociate.confirm, MLME_1a(1)
MimeAuthenticate.confirm,
MimeDeauthenticate . confirm,
MimeDisassociate.confirm,
MimedJoin.canfirm,
MimePowermgt.confirm,
MimeReassaciate.confirm,
MimeScan.confirm,
MimeStart.confirm,
MimeAuthenticate. indication,
MimeDeauthenticate.indication,
MimeDisassociate.indication

Mop

MimeAsscciate.request,
MimeAuthenticate. request,
MimeDeauthenticate.request,
MimeDisassociate request,
MimeJoin.request,
MimePowermgt.request,
MimeReassociate.request,
MimeScan.request,
MimeStart.request

/J

Doze,
MmCancel.
SwChnl,
Thtt,
Wake

Mime_Sta_
_Services (1,1)

o ————————
I This process assumes
ww e w e | that the Mime request

/* station version */ 1signals have been

-

[MmRequest] [MmConﬂrm]
To_Mtx
PsChange, Mmindicate,
PsResponse PsmDone
To_Mct

[Pslnquiry]

:validated by MAC
Management service.

H
M e o v o g o

N

Ssu ToRx

StaState]

P

Power_Save_
_Monitor(1,1}

P
I Records power

~ wp w2 SAVE Mode and
station state.

i
T o e

/*for STA& AP ¥/

SsResponse]

[Ssmquiry:l

Nl

Psl ndicate:l

FromRx

ChangeNav]
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Process Power_Save_Monitor ps_monitor_1a(2)
T I /" Each of these sets holds MAC addresses of dcl psm .Eléa—rus?)gc-i—fi—c--}
: b ‘: stations with a particular operational state. PsMode ; authentication 1
| i Stations are added to and removed from sets del psquery info at startup 1 ¢
- ——— - due to MLME requests, received management Boclean ; but not reset. : {
frames. and bits in received MAC headers. dcl sst, asst | rmmmmmme——— L
~Thi S Sets are not aged, as there is no requirement StationState ; :
! 'g procesr \ for periodic activity, but aging to expunge del sta i
;eacvcs):r sfa?:v;: addresses of inactive stations is permitted. MacAddr ; :
N . */ del i
:\dﬁated \fn Te awake, /* detected in sta_active mode */ :
e?d ersfo & . asleep, /* detected in power_save mode */ 1
Vaé rxthr/ame ' authOs, /* authenticated by open system */ 1
at” " a? ascﬁc authKey, /* authenticated by any other alg. */ authOs:=empty. | !
ig:agrgﬁ:m asoc  /* associated (0{1 member, non-AP) */ authKey:=empty
exchanges by MacAddrSet P T
this station. */ N
it
1Clear info on
asoc;=empty | -.4power save and
lassociated
| stations at
| I startup and
e (Boner Save Moo and ot reset
sindicate ower Save Mode an = [,
- 5 signals from Monitor_ldle  }--]Station State monitoring 2‘;2:‘::2’;%%
: 1 Rx block. 1 here, query on next page. '
| bemmmemmm e M2
B e ——— — . I
. StaState signals |
1 )
1] Fsiland:z;t)e from Auth, ASOC F====2 Sstgsfstg ResetMAC Monitor_idie
P Mime services. | sta,
____________
|
(power_save)
sst
(sta_active) (asoc) (auth_open) (auth_key) (de_auth) (dis_
Bsoc)
awake:= awake:= asoc:= authQ$:= authKey:= authOS:=
Incksta, Del(sta, Incl(sta, F Incsta, Incl(sta, Del(sta,
awake) awake) asoc) { authOs) authKey) authOs)
| i
i
Stain asleep:= 1 authKey:= authQS:= authKey:=
asleep tnck(sta, : Del(sta, Del(sta, Del(sta,
asleep) | authKey) authOs) authKey)
(true) T ; x J
|
I
PsChange s
(sta, - - ! N
sta_active) | | : (false) '
' 1
[ ! i
asleep:= { 1Send PsChange ! asac:= i
Del(sta, + qwhen sleeping 1 Del(sta, !
asleep) Ista;von reports t asoc) 1
1 active mode. H 1
[ 1
! 1
o e i '
Association 1 : 1
adds asoc - - !
state while ( 1
leaving auth ! '
infa intact. 1 1
___________ - [ O |
Deauthenticate 1 1
of associated :. H
station causes
disassociate :
at same time.
——————————— o
266 Copyright © 1999 IEEE. All rights reserved.
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Process Power_Save_Monitor

i Power Save and Station State
Monitor_tdle -—-‘query and response below,
i momtonng on previous page.

ps_monitor_2a(2)

Psinguiry
{sta}

sGroup
(sta)

(false)

[ Psinquiry returns PsResponse to

-~ report power mode awake, asieep,

l or unknown at the target station.

sta in
asleep

(true

(false)
psmi= psm;= psm:=
unknown asteep awake
i 2 ]
Ay

PsResponse

(sta. psm)

to sender
arp_
addr
asst=

not_auth

{false)

!sznquary returns SsResponse to report

L - -1 station state not_auth, assoc, or dis_assoc;
land authentication state not_auth,

,auth open, or auth_key at the target station.

(fatse)

asst:= asst=
auth_open auth_key
sta in
asce
{true) (false)

sst=
dis_asoc

lWhen there is no association
--—-1 info, station state is identical
1 to authentication siate.

sst=
asoc

sst:= asst

{

|

SsResponse
(sta,sstasst)
to sender
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LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Mop

Process Mime_Sta_Services

MimeAuthenticate.confirm,
MimeDeauthenticate.confirm

SyMop

sta_Mm_sve_1b(2)

MimeAsscciate.cenfirm,
MimeDisassociate.confirm,
MimeDisassociate.indication,
MimeReassociate confirm

MimeAuthenticate.indication,
MimeDeauthenticate.indication

MimeJoin.confirm,
MimePowermgt confirm
MimeScan.confim,
Mime Start.cenfirm

ArgMop

MimeAuthenticate request,
MimeDeauthenticate.reguest

AsMop

MimeAssociate request,
MimeReassociate request,
MimeDisassociate.request

1
; N
I‘ : /* Each of these ovals represents a B
[ s SERVICE. Each service contains
the state transitions {o handle a
- - - DiSJOINT SUBSET of the input
Signal Atim{Frame), B signal set of this procsss. Services
AsocReq(Frame), share local variables and the input
AsocRsp(Frame), queue. Atany instant, a state
AuthEven(Frame), transition can occur in, at most, one
AuthOdd(Frame), service - the service which handles
Beacon(Frame. Time, Time), the kind of signal at the head of the
Cfend, process input queue. */
Cls2err{MacAddr),
Cls3er{MacAddr),
Deauth(Frame),
Disasoc(Frame),
ProbeReq(Frame)
ProbeRsp({Frame Time, _
Time), AuthEven, )
ReasocReq(Frame), Cis2Zerr AuthReqService_
ReasocRsp(Frame), -Sta
Send(Frame,!med),
Sent(Frame, TxStatus),
Sst(MacAddr,
StationState),
Xport ;
ArqDs
AsocService_Sta
AsDs
Sst,
[MmRequest:I Send, Sst, AsocReq, ReasacReq,
Xport Send, AsocRsp, ReasccRsp,
Xport Disasoc, Cls3err
DsTx
MmConfirm] Sst,
|: Distribute_ Send, Arsind
_Mmpdus Xport
DsSs ArsDs
i;gft] [AuthOdd, AuthRspService
Mm_ Deauth
[StaState] [{ndicate]
SyDs ProbeReq,
DsRx ProbeRsp,
Reacon,Cfend,
Sent, Atim
ResetMAC !
handted by :~----\\
Sync service. | N
----------- el \
Ay
\\
SyCtl
Synchronization_
_Sta
Doze, Wake, PsmDone,
MmCancel, [Swi)one :|
SwChnt, Thit
SyRx ChangeNav

MimedJoin.request,
MimePowermgt request,
MimeScan.request,
MimeStart request

ToRx
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Process Mime_Sta_Services sta_Mm_svc_1.1a(2)
e ~ -
A Timer Tasoc,
N *l Tauth, Tchal,
i Then, Tatim ;
b o M
* Intra-MAC remote variables */ B
del exported

dot1tPowerManagementMode PwrSave:= sta_active,
dot11Desired Ssid Octetstring,
dot11DesiredBssType,
dot11OperationalRateSet Ratestring:= mkOS(2,1),
dot11BeaconPeriod TU,
dot11DtimPeriod integer= 1,
dot11AssociationResponseTimeOut TU,
mAld Asocld:= D,

mAssoc Boolean:= false,

mAtimW Boolean:= false,

mBrates Ratestring:=mk0S(2,1),

mBssld MacAddr:= nullAddr,

mCap Octetstring:= 02,

mCfp Boolean: = faise,

mDisable Boolean:= true,

mDtimCount Integer:= 1,

mlbss Boolean:= false,

mNextBdry Time:= 0,

mNextTbtt Time:= D,

mPcAvail Boolean:= false,

mPcPoll Boolean:= faise,

mPdly Usec:= 0,

mPss PsState:= awake,

mSsid Octetstring:= null;

Copyright © 1999 IEEE. All rights reserved. 369
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Service Distribute_Mmpdus

mmpdu_svc_1a(2)

T ‘I\ /* This service routes
: . *' mmpdu and station stat
1 | update signals from and
o e e + to the mime operational
services. Signals are
E;;;pzr.t?h_é- 1 export( mAtimW, mBssld, mCap,mCfp, not modified, but some
: I ; : superfluous parameters
intra-MAC P mAld, |— mDisable. mibss, mListenint, are omitted in transfer. */
remote : : mAssocC, mNextBdry, mNextTbtt, mPcAvalil, )
variables to I mPcDivr, mPcPoll, dot1tPower_
make updates : I \|/ ManagementMode, mPss, mSsid)
available. P
""""""" t Mmpdu_
| Idle
i
:
[ i I 1 I ]
', Sst Send MmConfirm Mmindicate
Xport P (mAdr, (mSpdu, (mSpdu, (mRpdu,mtE ;
mSst) mim) mTxstat) miT mSerr)
StaState ‘mRate:=
(mAdr, - data rate to
mSst) i | send mmpdu’
2 i probe_rsp)
i MmRequest fﬁl%&&?ﬂ?ﬁ only
- : (mSpdu, (mSpdu, | -~y needed for probe
i mim.mRate) mTxstat) | responses and
: | beacons.
! U i s o
]
]
t - -
! (
1
H
1
!
: { The selection criteria for del mAdr MacAddr ,
« 1Mmpdu Tx data rate are del mim imed ;
tnot specified. Frames dcl pri CfPriority ;
1to group addresses must dcl mRate Rate ;
tuse one of the basic rates. dect mRpdu, mSpdu Frame ;
1Requests should use one of del mSerr StateErr ;
1the basic rates unless the dcl mSst StationState |
joperational rates of the del miE, mtT Time ;
I recipient station are known. dcl mTxstat TxStatus ;
| Responses must use a basic
trate or the rate at which
{the request was received.
370
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Service Distribute_Mmpdus mmpdu_svc_1.1b(2)
77 o o -
1 n
i o
i |
I !
(class2) (class3)
Cls2Err Cis3Err
(addr2 (addr2
(mRpdu)) (mRpdu))
(cfend, cfend_ack)
(asoc_req) (asoc_rsp
AsocReq AsocRsp
Cfend (mRpdu) (mRpdu)
(auth)
mTst:= mod(
MTdFTgU authSegqNum
(mRpdu), 2) (reasoc_req) (reasoc_rsp)
| 1
‘ ReasocReq ReasocRsp
(mRpdu) (mRpdu)
AuthEven AuthQdd
(mRpdu) (mRpdu)
(probe_req) (probe_rsp)
RS | o
| (atim) | —]
ProbeReg ProbeRsp
(mRpduy) (MmRpdu,
Atim mtE mtT)
(mRpdu)
Mmpdu_
Idie
(beacon) (disasoc) (deauth)
[ I |
Beacon .
Disasoc Deauth
(mRpdu,
miE.mtT) <(medU) <(medU)
Mmpdu_
idie
Copyright © 1999 IEEE. All rights reserved. 371

Microsoft Corporation
Exhibit 1019-00387



ANSIAEEE

802.11, 1999 Edition

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Service AuthReqService_Sta

1

auth_req_1a(2)

0 ‘I\ det auAlg AuthType ; /* This service handles
i . 1] dct auCap Capability ; (De)Authenticate requests.
|' \ det auRdu, auSdu Frame ; This service aiso handles
L ——— N dct auRsn ReasonCode ; incoming the generation of
dct auSta MacAddr; responses for class 2 errors.
[ e o dct auSts TxResult ;
Auth_Req j Authenticate Request is on detauTmot Kusec This state machine handles
igle ~ [-1ithis page, Deauthenticate Mime requests sequentiatly,
1and class 2 error on next page. which is the simplest case.
""""""""""""" it is permissible to have
several authentications in
MimeAu (auSta, progress at once, provided
thenticate._ f— auAlg, the destination stations are
request auTmot) ali different. To support
concurrent sequences this
state machine gets collapsed
£ et oy into one state, with sequence
dot11Authentication_ t Copy chailenge state held in a variable. The
Aigorithms and + 4 text from auth local variables are replicated
(not isGroup{auSta))) : i seq #2 frame. for each sequence, selected
. : """""" by responder address. */
'
]
]

auSdu:= mBssid, MimeAuth_ auSdu:= mBssid,
mkFrame [ (QUAIG // . enticate.con mkFrame  —-f(auAlg /i
(auth, auSta, mkOS(1,2) ! firm(invalid) (auth, auSta, mkOS(3,2) #
1 02) i o2/
l i \L l substr(auRdu,
! 31,128)))
set(now + } auSdu=
dKusec(au_ i - setWepBit | 4
Tmot), Tauth) ! (mmpdy,1) | |
i I
! ! |
b opmemmmm e |
| |Cannot ! IMark shared
v yauthenticate * 1 key frame #3
tusing group 1 for encryption.
jaddress. = 0bt————7— teeceerce——-
Wait_Auth_ i?;’rﬁ'eiiﬁ’éfn L Wait_Auth_
L
—Seq_2 other stations. | : _Seqd
___________ .
I i 1l I ]
i
* AuthEven i “ AuthEven
(auRdu) : Tauth (auRdu) < >Ta”th
1
1
i
! MimeAuth_ (faise) MimeAuth_
“ enticate.con | enticate.con |
firm(timeout) firm(timeout)

(open_system)

P

Sst(auSta,
de_auth)

Auth_Req_
dle

eise (successful) else (successful)
o ———— e ——————
MimeAuth_ MimeAuth 1ignore response
enticate.con | ziﬁa%s‘:r") enticate.con | 23&3121&;' 1sequence errors,
firm(refused) -Op firm(refused) ey ywhich may be from
: requests that timed out.
1Aiso, there is no
tstatus in odd to inform
Auth_Req_ Auth_Req_ i the sender.
_ldie _ldie b s

[#5]
~J
[39]
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Service AuthReqService_Sta

Auth_Req_
Idle

] Deauthenticate request and

~=qclass 2 error are on this page.
lAuthentncahon on previous page.

deauth_2a(2)

(auSta,
auRsn)

MimeDeau_
thenticate._
request

Cis2err
(auSta)
asRsn:=
class2_err

e

auSdu:= auSta,
mkFrame fem] MBssid,
(deauth, auRsn)

Sst(asSta,
de_auth)

if deauthenticating
the current AP, or
deauthenticating

auSta=
mBssid

association (if (false)

any) by clearing
mBssid and mAssoc.

i
i
r
i
everyone, end the |
i
i
1
1

mAssoc:=false,
mBssid:=
nullAddr

ISend notification,
-~4do not wait for
|dehvery confirmation.

f Update local stations state
~-qrecords. Sending deauth also
|clears asoc state if present.

or
isGroup
(auSta)

| Don't confirm
-1 ciass 2 error
1 notifications.

MimeDis__
associate. _
confirm

- (successfui)

Copyright © 1999 IEEE. All rights reserved.
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LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Service AsocService_Sta

/* This service handles
Associate, Reassociate and
Disassociate requests at non-
AP stations. This service
alsc generates responses for

class 3 errors and incoming
(re)association requests. */

reset(Tasoc)

Asoc_ldle

lOn this page are Disassociate request, incoming
-~ Disassociation frame, class 3 error, and incoming

(Re)Assocaatlcn request frames. More on next page.

sta_disasoc_1a(3)

dcl asCap Capabitity ;

decl asRsn ReasonCode |
dcl asSta MacAddr ;

dcl asSts TxResuit ;

del asTmot Kusec ;

dcl asRdu, asSdu Frame ;

I I 1 I 1
Disasoc AsocReq ReasocReq Cis3err :‘\ﬂlmeputs_
{asRdu) (asRdu) (asRdu) {asSta) assocate.

request
— ] —
(faise)

asRsn:= (asSta,

class3_err asRsn)

asSdu:= asSta,

mkFrame  —— mBssid,

(disasoc, asRsn)

(true)

|Ignore incoming

- -~ +association frames
fat non-AP station,
tand disassociation
Hframes from all

MimeDis_

associate._ |—

indication

| but current AP.

(addr2(asRdu),
reason(asRdu))

Sst(asSta,
dis_asoc)

1 Update station

-~ state regarding

l this association,

1 i Local station state
-~ qupdated even if

' notification frame

||s undeliverable.

Sst(asSta,
dis_asoc)

1If destination
-~ 418 the current
!AP clear mBssid

——————————— (true) ,and mASsSoc,
mAssoc: =faise, mAssoc:=faise,
mBssid:= mBssid:=
nullAdar nultAddr
Xport
'Dcn t confirm
- ciass 3 error
| notifications.
Tttt
MimeDis_
associate._ - (successful)
confirm
374 Copyright © 1999 JEEE. All rights reserved.
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Service AsocService_Sta

!.\ 10On this page are associate request
*I Asoc_ldle --—-{and reassociate request. More
1 jof this state on previcus page.
[ I
Mime_ (asSta, MimeRe_ (asSta,
Associate_ asTmot, associate. r—{asTmot,
request asCap) request asCap)
dot1 1Assoc_ dott1Assoc_
itationResponse_| itationResponse_
Timeout=asTmot TimeCut:=as Tmof
export(doti1_ export(dot11_
AssociationRe_ AssociationRe_
sponseTimeOut} sponseTimeOut)
asSdu= asSta, asSdu:= asSta,
mkFrame - MBssid, mkFrame mBssic,
(asoc_req, (asCap // (reasoc_req, {asCap
mkOs(mLis_ mkOS{mLis_
I tenint 2) // 1 tenint 2) //
mkEtem mBssid /
set(now + (eSsid, mSsid) set(now + mkEiem
dKusec(as_ 1/ mkEtem dKusec(as_ (eSsld.mSsid)
Tmot), Tasoc) (eSupRates, Tmot), Tasoc) // mkEtem
mBrates)) ) (eSupRates,
mBrates}) )
Wait_Asoc_ R\Nait_
Response _Reasoc_
- _Response
| ] I ]
. AsocRsp . Reasoc_
(asRdu) Tasoc Rsp(asRdu) < >Tasoc
(faise} J (false)
MimeAsso_ Iy MimeReas_
- ciate.confirm - " dargi’::é d n sociate.con_
! (timeout) ; H firm(timeout)
i t
3 i
i 1
i 1
1 I
' 1
' 1
i 1
sise (succdssful) *l else :
L mon o o o e | JP P P
MimeAsso_ MimeAsso_ : EOnly accept MimeReas_ MimeReas_ : 1 Only accept
ciate.confirm ciate.confirm{ * -fresponse from sociate.con_ sociate.con_] * -: response from
(refused) (sucecessful) |request target. firm(refused) firm(success{u } irequest target.

®

®

ald_
asoc

sta_asoc_2b(3)
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Service AsocService_Sta sta_asoc_2.1a(3)
T i
' vy new_
I 1 assoc
f 1
"Remove oid 1
move o .
association el Sst(mBssid,
before saving | |4i8.as0¢)
data on new :
association. 1
Sst(asSta,
as0¢)
reset(Tasoc)
mCap:=
CapA(asRdu)
if (mCap and
mPcPoll:= L cPollabie)=cPoilable
then true eise false fi
P if (mCap and
';ig;‘;ﬁ'gr — cPoliReq)=cPollReq
then true eise faise fi
mAld:=
Ald(asRdu)
dott1Operat_ ¢
ionalRateSet = [ ggi{E;aRrgi:Ss)Rdu,
mBssid:=
addr2(asRdu)
mMASOC:=
true
——————————— b3
Re-export 1
intra-MAC :-—-"
variables. 1
Asoc_idle
376 Copyright @ 1999 IEEE. All rights reserved.
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Service AuthRspService

Auth_Rsp_
_ldie

dcl arAig, arAig2 AuthType ;

det arRdu, auSdu Frame ;

del arRsn ReasonCode ;

dci arSeq, arSeq2 Integer ;

dct arSta, arStaz2, arSta3 MacAddr ;
del arSC  StatusCode ;

auth_rsp_1b(2)

/* This service handles
incoming Authentication

& Deauthentication frames.
This state machine handles
only a single shared key
authentication challenge
sequence at one time, which
is the simplest case. Itis
possible to have several
authentication responses in

/" Key to generate progress at once, provided
Tchai AuthOdd chailenge text */ the source stations are ail
(arRdu) det chKey Octetstring ; different. To allow muitipie
responses this state machine
\I/ gets coliapsed into one state,
- with sequence state held ina
arSeq:= arAlg:= /m The RC4 PRNG is accessed variable. The focal variabies
- authSegNum  |— authAlg as a remote procedure: are repiicated for each
(arRdu), (arRdu), prnString:= call RC4(key length) response, selected by
arSta:= This procedure only present when requester station address. */
addr2 dot11PrivacyOption_
(arRdu) Implemented=true
*

imported procedure RC4 ;
fpar PrngKey, integer ;
returns Octetstring ;

else

auth_seq_

import
(dott1Authenti_
cationAlgorithms)

imported dot11AuthenticationResponse_
Timeout Kusec;

ar8Ci=
unsupt_aig
(shared_kpy)
é (open_gqystem)

Astation i —

is allowed F--1 arSC.—f | dot11Privacy Optionimplemented

to reject an ] successtu

open system :

auth request I faise)

with status ! - e o i
unspec_fail. : Sst(arSta arChaing:= }The chKey value used to
e ———— 3 h ! calf RC4 k- » q0enerate challenge text is

auth_open) (chKey, 128) | | ! :arbltrary, and does not need
I i

| to be shared. However,
Iimpiementers are advised
| that the source of chKey

1 SHOULD NOT be one

:Of the WEP keys, because
! the output of the PRNG

| when using chKey is sent,
funencrypted, in the

arSdu:=
mkFrame (arAig /f
(auth,arSta, mkOS(2.2) //
successful //
I mkElem{eCixt,

Sst(arSta, mBssid,

de_auth)

arChalng))}

arSdu:= mBssid, :Chaﬂenge text fieid.
mkFrame (arAlg 7/ bo s
(auth, arSta, mkOS
(arSeq+1,2)
Jl arSC))

set(now+
(import(

dot11Authentication_
ResponeTimeout)), Tchai)

f———————

Auth_Rsp_

Wait_Chal_
_ldie

_Rsp

1 Set response timeout and
i await response to challenge.

Copyright © 1999 IEEE. All rights reserved. 377
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Service AuthRspService auth_rsp_2b(2)
pm——————— - fm e -——x
i Y Wait_Chal Timeout while |
! \ Rsp - waiting is a i
; i - falied attempt. | |
o naw uen e e e e 4 N e e v - - i
i
____________ :
in the case of |
undecryptable 1, (AuthOdd Tchal :
response, assume! | (arRdu) 1
Auth frame from | | |
expected source | | t
is sequence 3. | | s v '
_____________ N arSeq2:= arSta2:= N
i authSegNum I addr2 g:t(:{f;?‘ ——
: (arRdu), (arRdu) -~
1
1
i
a;sdtgé: 1 Auth_Rsp_
(arRdu) lcte
BT LT o o —————
I Update station ~ 1Open_system
gs“ar%‘“' --1state, deauth arta = —-4{request from a
e_auth) I clears asoc arSta2 1different station
| if present, faise) | can be handled
b e ! :whlie awaiting
challenge rsp.
MimeDeau_| |(arStas, oset ehalenee e L
thenticate._ [ reascn (Tehal)
indication (arRdu)) N
e —
— |fr0r:a$rr:nt import{dot1tAuthenti_,
TAP end asoc cationAlgorithms)
Ho
f (if any) by
(faise) (true) : clearing (faise)
-y mBssid and
mAr:séoscéi—;a_se, 1 MASSOC. arSC:= arSC:= arSC:= .
= s unspec_fail unsupt_alg successful -
nullAddr P !
1
— }:
Yoort s getElem Sst(arStaz, SstarSta, ‘
po arChaing= (eCtxt. de_auth) auth_open) i
(faise) arRdu) - - !
k___._.__’ i
i
= Bssid t
arsC:= arsSC:= arSdu: m : |
N chnig_fail successful mkFrame (authAlg I
- (auth,arStaz, (arRdu)) i
11 mkOS !
(arSeq2+1, \
2) i !
Sst(arStaz, Sst(arStaz, arSC)) f
de_auth) auth_key) ! :
FI
|
arSdu'= mBssid, s A station i !
mkFrame  — (arAlg #/ . Na't§0hal— is allowed - i
{auth, arSta, mkOS(4,2) ! —rsp to reject an i
/t arSC)) H open system :
: auth request §
[ -~Stvindiatiataal ith status !
t 1 Continue wi ] 1
L o wait for uns Ee_c:f_a'_“___j
trasponse to
:chanenge.
Auth_Rsp_
_ldie
378 Copyright ® 1999 IEEE. Al rights reserved.
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Service Synchronization_Sta

dci yAtimRx, yPsm, yRdtim, yWake Boolean ;
dci yAtw, yBen, yEnr, yMocp, yStt Time ;

dci yBenPeriod, yDtim, yemax, yemin Kusec ;
dctybd BssDser,

dcl ybdset BssDscrSet

dcl ybtp BssType

dei ybsid MacAddr ;

del yclist intstring ;

del yex, yJto, ytemp integer ;

dcl yDspm DsParms ;

dcl yFhpm FhParms;

dcl yibpm {bssParms ;

del ypdiy Usec ;

e

.
i
ResetMAC >Pstone -
'
| | ‘
f
1
‘obtain Phy not
characteristics’ mDisabie
variables ‘reset alt MimePower
to defauit I intra-MAC mgt.confirm
values' remote (success)
4 N
___________ R 4
Set TSF ! ytemp:=
time to :-—- call TSF -
zero f (0, true)
Xport
“Seting these | set(now, Tasoc),
imerstonow  f-- ::s:&(;:;;)) L set(now, Tauth),
causes events ! ' ' set(not, Tchal)
in each of the H
muiti-state I
services of the :
process, forcing
each service to : No_BSS
its idie state. 1

PsmDcne sent
by TxCoord

1 after change

in power save
indication is
announced in

1
> iframe exchange.
<

sta_Powermgt_1c(8)

dct yPhpm PhyParms ;
dcl yRdu, yTdu Frame ;
dct yssid Octetstring ;
dcl yOrates Ratestring;
dcl ystp ScanType ;
dcl ytrs| TxResult;

timer Tscan,
Tmocp, Tpdiy"

e —————
| PowerMgt requests
=~ valid in ail
top-level states.

I
P T L

No_Bss, Bss,
Ibss_Active,
Ibss_Idie

Mime_ Psm

PowerMgt._ || i'y"u‘\lake',

reguest yRdtim)
‘mReceive_

Dtims:=

yRdtim’

(mPss = Doze))

or ({yPsm =
station_active)

and (dott1PowerMan_
agementMode =
power_save))

(yWake and

(false)

ANSIAEEE 802.11, 1999 Edition

mPss:=
awake

dot11Power_
NlanagementMode]
yPsm

Copyright © 1999 IEEE. All rights reserved.
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Service Synchronization_Sta sta_Scan_2d(8)
s - P — -
! A No_Bss, Bss, | Scan requests

' 3 lbss_Active, }=~1 valid in aii

1 t tbss_idle 1top-level states.

Nu e . o -+ T .-
MimeScan._ yssid, ystp,
request( — ypdly, yclist,
ybtp,ybsid, yemin, yemax)

“Only accept 1 A
Scanrequest k- not ;:mport
when no frame | (mExiP)
exchange is :
in progress. 1
(faise)
(true)
bdset:=Empty,
MImgSean._ —{ empty invalid) Y yex:= 0 Y
canfirm( ; -
mDisabie:=true
e l
. oo e dot11Desired_ | |dot11Desired_
1 id:= =
! are invalid. Ssid:=yssid, BssType:=ybtp
export( .
dot11Desired_ dot11Desired_
Ssid, BssType)
(active_scan) @ {passive_scan)
tpdu:= bestAddr, ybsid,
mkFrame Lerd MKElem(eSsid,
{probe_req, ySsid)//mkElem(
- eSupRates,
dot11Operat_
ionalRateSet))
380 Copyright © 1999 IEEE. All rights reserved.
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ANSHIEEE 802.11, 1999 Edition

Service Synchronization_Sta

Listen for
activity
on channel.

1Go to next
1 channel if
I no activity
{ by min time.

o o

o——— oy

Act_Listen,
Act_Receive,
Pas_listen

Beacon
(yrdu,yrend.
ytstr)

ProbeRsp
(yrdu,yrend,
ytstr)

A—

‘ybd:= bss
description
info from yrdu'

B

yhdibd_
StartTs:=
ytstr

|

ybdset:=
ybdset
or ybd

{now+ycmax,
Tscan)

Act_Receive

I Receive
| responses
jon channel.

____________

Act_Receive,
Pas_Listen

yox:=
yex + 1

{false)
SwChnl
{yclist(yex),
true)

filter ybdset
for ybtype
and duplicates’

sta_Scan_2.1b(8)

MimgSoan._ |- ybdset success)
confirm(
(active_scan) (passive_scan) \L
o e e e
. Set 1Scan ends in
Wal[t)_Csw_ (now-+ycmax, No_Bss --4No_Bss state
~oone Tscan) 1since sync lost
! with prior Bss.
I \L 1 implementations
! may save/restore
. 1+ TSF and asoc
SwDone Pas_Listen linfo to re-join
y prior Bss.
‘ b - —— -
e —————
set | Set probe
(now-+ypdly, -1 qelay
Tscan) {timeout.
e

[—-3response

(max) timeout.

|
LS

Wait_Probe_
_Delay

Tscan <

/ ,

Send
(tpdu,imed)

Set
(now+ycmim,
Tscan)

Act_Listen

S
]

Transmit
-=1probe
request.

|
[ S

o ot e
]

Set channel
-—-} activity
1 (min) timeout.

____________

Copyright © 1999 IEEE. Ali rights reserved.

81

Microsoft Corporation
Exhibit 1019-00397



ANSVIEEE 802.11, 1999 Edition

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Service Synchronization_Sta

No_BSS

[y
1

Start IBSS on

-—-: this page, join

on next page.

1
b e e —————

MimeStart._
request
(mSsid. yBtp

yBenPeriod,
yDtim, /* cfpm */,
yPhpm, yibpm,
ypdly, mCap,

mBrates, yOrates)

yMocp:=kUsec

sta_Start_Jbss_3¢(8)

FHphy'

(dwellTime
(yFhpm))
(infra_structure) (indeplendent) |
mNextBdry:=
0 false)
sCanBeAp + L
n-oE’Zal(IyysoF?p mod yMocp))
(true) |
mibss:=true, set i __- _______
mPss;=awake, {mNextBdry, -——-: :jr\‘/:/“eal:iﬁ?ner
mPdly:=ypdly Tmocp) I ’
MimeStart. _ mBssid:= 1 46-bit string needs ‘yChan:= :58* starting
confirm 01l --1 to be very random, first (or only) p--qchannel (FH)
(invalid) '46 random bits’ isee 11.1.3, channel’ 101 operating
R it e :channel (DS),
\l/ I null for IR.
dot11Beacon_ dot11DtimPeriod:= - o
No_Bss Period:= yDtim,dot110per_ (Syvéi;:‘ true)
yBenPeriod, ationalRateSet:=yOrates '
export(dot11_ i =
BeaconPeriod, dot110perational_ nr:::lx:ggtén (0.false)
dot11DtimPeriod, RateSet) - (call TSF mod yBen))
— | I I
yBen:= set LI
- AP_Active kUsec (mNextTbtt, == } Lﬂ;gig‘eﬁm er
: {yBcnPeriod) Toen) i :
e e e T
! I l
b e e
| 1Activate yAtw; =kUsec mibss:= true,
+ 1 AP state (atimWin mDisable:=
1 machine. (ylbpm)) false
‘set actual
phy parameters
from phpm'’
. . MimeStart.
Init_Wait N -
Xport ¢ - o confirm
: _ProbeDeiay . (success)
1
1
1
: set(now +
I Tpdly * tUsec(ypdly),
i Tpdiy)
| L — 1
___________ i e m e ———
Wait probe 1l I Start out as
delay before b ibss_Active ---: |bss probe
initiating a ! 1 responder.
transmission. | L
382 Copyright © 1999 IEEE. Alf rights reserved.
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Service Synchronization_Sta sta_Join_4c(8)
L g " [
N ! join on this
N *l No_Bss - I‘ page, Start on Join_Wait_Bcn
! I previous page
MimedJoin. Beacon A probe response from
request ———1 ypdly, yOrates) Then (yrdu, yenr, ¢====-1the bssiibss can aiso be
(ybd.yJto, ystt) jused to establish sync.
= addr2(yrdu)) and
it (mSsid = getEfem
¥ (eSsld.yrdu))
(false)
(faise)
MimeJoin._ mBssid:=ybd!_ dot11Beacon_ ‘adopt
confirm bdBssid, mSsid:=p~— Period:=ybd!_ values -
{invalid) ybdbdSsid, bdBenPer from yrdu'
\L I (=0) (=0)
yBen:=kUsec( = ybd!bdDtimPer, set Tt11
No_Bss ybdlbdBenPer), L4y ohpm:=ybd! (now + yBen, - FHphy'
dott1DtimPeriod dehyParms— Then)
\‘/ (
ycfpm:=ybdibd_ mCap:= ybd!__ yMocp =kUsec
CfParms, yibpm:= bdCap,mBrates:= - (dweliTime
ybd!bdibParms, ybd!bdRates, (yFhpm))
mPdly:=ypdiy
l | |
dot110per_ MimeJoin._ mNextBdry:= (0.false)
ationalRateSet:= confirm now+(yMocp  f~— m'od yMeep))
yOrates (timeout) - (call TSF P
export(dottt_ mBssid:= set Voo
BeaconPeriod, —y Sz;};;ggzrféSet) nuitAddr, (mNextBdry, --—--:gw::lﬁ;er
dot11DtimPeriod, mSsid:=null Tmocp) I '
set 'yChan:= Eée_t-st_a?tiﬁs?""
(now + yBcn, No_Bss first (or only)  f=—4 channet (FH)
Tben) channe!’ 1or operating
tchannet (DS),
ynull for iR,
SwChnl
Kport (yChan,true)
‘ N NextThit:=
select channel m (0 faise)
of target Bss' [‘?Z"a';(%.g;n mod yBen))
] else (=¢lbss) I
ytemp:= ybd!_ mDisable:= mbDisable:= set 'Inltialize
call TSF( frt  bdStartTs), faise, false, (mNextThit, ---J, beacon timer
(now - true) mibss:=false mibss:= true Then) 1 '
i i MimeStart.
Join_Wait_ N -
_Beacon Xport Xport confirm
(success)
Bss Ibss_Idle

(5]
[=]
(US)
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Service Synchronization_Sta sta_TSF_ibss_5a(8)
pm———————— N o e e
I 1 s :  States when joined/started ibss.
: ‘ ‘: rb’sbss_sA;:;ll\;e, ==+ ibss_Active when sent beacon this
i f - 1 interval so respond to probe requests.
[ \
Beacon
Tben /E\t:;nu) (yRdu, Tatim
Y yEnryStt)
set . = addr2(yrdu})) and : =
(now+yBen, yAt;?::X’ {mSsid=getEiem m/\ftan:r;ZV.
Then) {eSsld, yrdu))
Wake = cibss) and and (not yAtimRx)
TBTT‘ (mSs|d=getElem and (ytrs|
(eSsid, yrdu)) /= successful)
(false)
ytdu:= bestAddr,
mkFrame |— mBssid, O8
(beacon, /* timestamp
inserted
during tx */ }
=t # mk2octets
mAtmvV=true, BenPeriod
yAtimRx:=false, //(rz"Cap ) ?DC?;EES)F Doze
mPss:=awake I/ mkElem '
(eSsld,
mSsid) {false) >i
Xport, #/ mkElem ‘adopt
Send (eSupRates, vajues - Xport
(ytdu.imed) dot11Operational_ from yrdu’
RateSet)
/1t mkElem
(ePhpm,
set yPhpm)
(now+atimWin i mkElem MmCancel -
(yibpm), Tatim) (elbss,
yibpm))
- tstamp(yrdu)
temp.= (
GO+ (now - yst),
true)
Xport
384 Copyright © 1999 IEEE. All rights reserved.
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ANSV/IEEE 802.11, 1999 Edition

Service Synchronization_Sta sta_TSF_bss_6a(8)
: N 1 State when joined Bss, receive

\ *, --+{beacons, ignore probe requests,

I i tadjust TSF to track AP's time.

I I 1

Then Crend < mCfp and >— import( e
(now >= mNavEnd)) yEnr, y5ty
set [addr2(yrdu)) and
(now+yBen, mCfp:= false (mSsid=getElem
Then) (eSsid, yrduy)

I (false)
mDtim_ ltfh ;nnDtmeount=0 \"aatlgjgé )
Count:= d'ot11DtimPeriod-1 from yrdu'

else
mDtmCount-1 fi |
- tstamp(yrdu)
else ytemp:= (

+ (now - yStt),
call TSF rue)
mCfp:= if

then true

Xport FJngpun{Sirg else false fi
yCfpm:= if CfpCount(
setCfpCount — yCfpm)=0 -
(yCfpm, then CfpPeriod(
yCfpm)-1
else CfpCount(
Cfpm)-1 fi
yClpmy 1 i) (cfpDurRem
ChangeNav (yCfpm),
cfp_bss)
(CfpMaxDur
ChangeNav (yCfpm),
cfp_bss)
) if yLicnt=0
ylicnti= =1 then yLint-1
else ylicnt-1 fi
(power_save) (station_active)
power_save) and yTim:=
{ylicnt=0) getElem -
and (import (eTim, yrdu)
(mReceive Dtims))
[mAid) or
(bufBest(yTim) and
(dtCount(yTim) = Q)
(false)
Wake mPssi= Doze
awake
< b
bb_
done Bss

Copyright © 1999 IEEE. All rights reserved.
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LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Service Synchronization_Sta

mAsoc
or mibss

(false)

mDisable:=
true

|

Xport

sta_TSF_bss_6.1a(8)

Bss,
ibss_Active,
Ibss_ldle

mNextBdry =
mNextBdry +
yMocp

set
(mNextBdry,
Tmocp)

|

'yChan:=
next channet
in hop seq’

SwChnl
(yChan,true)

Wait_Hop_
Bss

SwDone

(false)

=) (0

Copyright © 1999 IEEE. All rights reserved.
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RX

ANSI/IEEE 802.11, 1999 Edition

Block Reception

Includes decryption if

. A 1
dot11PrivacyOptionimplemented . _ _ -

=true. This is a typical
location, but implementers
may use other locations
between the PHY_SAP_RX
and MAC_SAP as long as
they provide the specified
behavior as observed at
LLC, MLME and the WM.

/* This block handles octet-level
reception of MPDUs from the
PHY, and validation, filtering,
and decryption needed so higher
blocks have uniform, error-free
information from the relevant rx
events. This block also maintains
the MAC's view of channel state,
including the NAV (and remote
variable mNavEnd), rx activity
(and the remote variable mRxA),
and slot timing (providing the
Busy, idle and Slot signais to
the Transmission block). */

i

-

ToTx Channel_State

Busmlme,smﬂ

L(L‘l)

FromCH
NeedAck.

RxCfACck,
RxCfPoll

[ChangeNav:l

[ChangeNav] IndAck

[Rxlndicate:l

’,,,,f”’//”/’//

[Ps!ndicate] receive_1a(1)

ToRx

RN

Defragment
.

/* also decrypt */

Rprdu]

FromSync

/

Defrag

—

UpdNav

ToPs

Fitter_MPDU
(1.1

SetNav,
ClearNav

PhyCca.indication,
PhyCearst.confirm

signal ClearNav(NavSrc),
RtsTimeout,
RxMpdu(Frame, Time, Time,

Rate,Boolean,

KeyVector KeyMapArray),
SetNav(Time,

Duration,NavSrc),
UseDifs(Time),
UseEifs(Time) ;

RtsTimeout,
UseDifs,
UseEifs

ifsCti

Ny

Rprdu:l

Fitter

PhyCca

Validate_MPDU
)

PhyRxStart.indication,
PhyRxEnd.indication,
PhyData.indication

| FromPHY

[PhyCcarst.request:l

Copyright © 1999 |IEEE. All rights reserved.
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Process Channel_State nav_clear_1b(2)
lr _________ ‘\ dcl exported timer Tifs ; dcl cs CcaStatus |
: N *l * tNavEnd as timer Tnav ; del rxtx, slot, sifs Integer ;
| | miavEnd Time | timer Tslot | det dDifs, dEifs, difs, dNav,
b e 4 dRxTx, dSifs, dSlot Duration ;
dci tNew. tRef, tRxEnd Time ;
dcl newSre, curSre NavSrc ;
ResetMAC
I N
dSifs:= ] dRxTx:=dUsec 0 Eifs based Wait IFS 'ClearNav RtsTimeout,
dUsec t— (aRxTxTurn_ ¢ 100 the lowest /*1DLE */ -=1 Tnav, Tslot ignored
(aSifsTime), aroundTime) : |basuc rate. nn Wait_IFS state.
HCANpAE P W —— A ot A
| i r [ ]
dSlot:= o d S : PhyCca._, SetNav
dusec I R(jzo*‘fz‘sg?)ncs o <acti;&t1'ifs)> Tits indication (tRef.dNav,
(aSlotTime), ! (cs) curSrc)
| S——— ! VA — —
dEifs:= calcDur(first(
dUsec leted import(mBrates)),
(aSifsTime + '] sttaMpd_
DurationFactor, :
’(————-—' sAckCtsing) + (idte) (busy)
aPicpHdrLength [omms e
difs'= + aPreamble_ dle i Cs_noNav ClearNav, Tnav, Tifs,
dEifs Length) + dDifs) r3  BUSY */ --4RtsTimeout, Tslot
— | Hgnored in this state.
f Y— /L.
l N
___________ I,
=p |Assume channe| set : :ldle signal is PhyCca._ SetNav
NavEndeo b= s busy until Phy (now+dSlot, | - 1sentatend of indication (tRef,dNav,
vendi= lindicates idle. Tslot) Lthe M2 interval (cs) curSre)
i tNavEnd is =0 (Fogure 47).
l l until fiestrx | teememe——— K
1 hat sets Nav. RisTmeon, (die)
reset(Tnav) noCs _noNav Y __11hay ClearNav, {NavEnd:=
/*iDLE ¥/ 1 Tifs ignored tRef+dNav
,m this state. {busy) I
{PhyCoareset SetNav set
E;Zyu%‘:m'— == confirm is (tRef.dNav, - (tNavEnd,
| ignored. curSre) Tnav)
— |
PhyCca. = set
export Lo tNavEnd:= export
(tNavEnd) indication tRef+dNay Tslot (now+difs, (tNavEnd)
(cs) Tifs)
= set
cursre:= (tNavEnd Stot » | waitiFs Cs_Nav
Thav) '
(idie) l :
R,
set I 1 Slot signat is /* This process
[} .
Busy - Busy (now+dSiot, v jgenerated at maintains chann
Tslot) |the end of each state based on
lM2 interval both physical and
] \l/ H(Fig. 47) while virtual carrier
,channel is idle. sense, generates
export { [} rmmmmomsooee slot time reference,
Cs_noNav (tNavEnd) - and provides Busy,
idle & Slot signals
to Transmission. */
neCs_Nav
388
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ANSI/IEEE 802.11, 1999 Edition

o i e e 2 e

Process Channel_State nav_set_2c(2)
N (oo ey ) fTstane i s Nay ) __{Tctand T
) . » N 8
! r* BUSY %/ | noCs_Nav state. " BUSY ™ ;Cs Nav state.
PhyCca._ PhyCca,_
indication Tnav indication Tnav
(cs) (cs)
PhyCcarst. _ PhyCcarst.
request request
(busy) (idle) (busy) (idle)
Cs Nav B curSre:= B noCs Nav curSre:=
- nosrc - nosrc
set set
(now+difs, (now+dlfs,
Tifs) Tifs)
Wait_IFS Cs_noNav
. :ChangeNav is noCs_Nav, f Clearmg NAV on
N « 5 SetNav if not Cs_Nav r -I RTS timeout is
* all states */ : |chaﬂnel switch. /" all NAV */ : joptional (9.2.5.4).
] trmm e | e
] 1 i [ | i ]
I 1
; ; ChangeNav SetNav
UseEifs UseDifs ! H Rts_ ClearNav
({RxEnd) (tRxEnd) ' (tRef dNav, (tRef dNav, 7/ Timeout (newSrc)
H newSrc) newSrc)
1
l [
'
1
difs:= difs:= t tNew:= curSre=
dEifs-dRxTx dDifs-dRxTx tRef+dNav ts
(true)
}5 (faise)
set Clear NAV and : difs:=
(tRxEnd+difs, use EIFS after  §=-1 4gite dRxTx
Tifs) channel change. 1
tNavEnd:= tNavEnd:=
set(now, Tnav) tNew, - r now,
curSrc:=newsrc } curSre:=nosrc
| | ! N
e e o 4!
i The initial difs tNavEndis =0 | - Nav is cleared by setting Tnav t !
1 value is dEifs, untit first rx F-- tNaSV;Ed'_O' to now. This causes immediate h J set(tTNavEnd,
1set by a UseEifs on new channel. | curare:=nosrc Tnav signal to enable exit from ! nav)
!signal generated = c—=mmemm——— noCs_Nav or Cs_Nav state.
1by Validate_Mpdu | -------------------- ‘ r——j
' at startup and
,due to ResetMAC. export
““““““ (tNavEnd)

Copyright © 1999 |[EEE. All rights reserved.
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LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Process Validate_ MPDU

*

! {Rx_ldie)
"Calculate PHY i D1=dUsec
Rxaelaythat ;--1 (aRxRfDelay+ ResetMAC
is subtracted : aRxPlcpDelay)
from now to 1
getreference | ]
point times. :
"""""""""" raset(Trts)
cErr=0,
mRxA:=false
export
(CErr,mRxA)
| Indicate Rts
¢ {non-response Rx_idie
| rtimeout
| b ——————
1
i
U NTrs PhyRxStart. (rxLength,
indication rxRate)
Rts Timeout reset(Trts)
L | .
lindicate that
- mRxA:=true - a reception
1is in progress.
| T
export{mRxA)
k=0, lnitialize CRC &
fcs:= initCre,  p=~- clear pdu buffer
pdui= null 1 (length(pdu)=0).

Rx_Frame

Option_
impiemented

/" This process receives an MPOU from the
PHY while calculating and checking the
FCS value. Frames with valid FCS, tength
and protoco! version are sent for receive
filtering, along with a snapshot of the WEP
keys if dot11PrivacyOptionimplemented=true.

This process also provides Channel_State
with Difs/Eifs and Rts timeout signals,
and maintains the mRxA remote variable. */

dcl exported mRxA Boolean:=faise,
cErr as dot11FcsErrorCount Counter32:=
imported mBrates Ratestring,
dot11WepDefaultKeys KeyVector,
dot11WepKeyMappings KeyMapArray,
dot11ExcludeUnencrypted Boolean ;
timer Tris ;

detfes Crc; B
dcl D1, dRts Duration ;

dcl endRx, startTs Time ;

dct k, rxkength integer ;

dcl pdu Frame ;

dcl rxRate Rate ;

dcl status PhyRxStat ;

del v Octet ;

del wDefault KeyVector ;

dcl wKeyMap KeyMapArray ;
dci wExclude Boclean ;

o —————
1

Save copy of

¢ YWEP keys at
: 1RxStart in case
i |Mpduis first
t fragment of
! L encrypted
1I + Msduw/Mmpdu.
" B v o - -
1
l
1
[
wDefault= 1
import( | fdot11Wep_
Defauitkeys)
wKeyMap:= dot11Wep_
import( KeyMappings)
wExclude:= (dot11Exclude_
import Unencrypted)
Rx_Frame

start_rx_1b(2)

390
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Process Validate_MPDU validate_rx_2¢(2)
1 5.\ t Save time of Rx
'I *' Rx_Frame + jend as reference
| i i ifor start of IFS.
[, a v
1
P : ----------- b
I Accumulate PhyRxEnd._ H Ris timeout t
ﬁzly;)gizi) « doctetinto Mpdu indication 1 based on :— -
| 1and CRC check. (status) H rate of Ris. '
[ttt [ ]
i I i
Sa i i ! ! :
1 Save arrival time pdu:=
[Py I |fes:= endRx:= | !
~ 4 Of first octet of du // - H ftype(pdu) \
: :{what may be a} mkgtrin 90w, cre32(fes, v) now-D1 :
| (fmesampred else (ns) !
i i
; dRts:=dUsec( | |
1 (2*aSifsTime)+ | 4
! (2*aSlotTime)+
: (true) (no_error) [
1 [P —
L = calcDur(rxRate,
L startTs:= = k+1 stuff(aMpdu_
now-D1 DurationFactor,
sAckCtsLng) +
L aPlcpHdriength +
= aPreambleLength))
sMaxMpdu_
Lng
(false) (true) (=sVersion)
S
set
- Rx_Error (now-+dRts,
(true) Trts)
(false) / ]
mmmmmmmmmmm - I
PhyData.indicate ! PhyRxEnd. - -
N N b - cErr= pdu:= substr (rxLength -
ignored to drop |-~ tindication inc(cErm) ( ——|
pdu, 0, i | sCrelng))
cessosets, | [saus) ;
1
——————————— " : o e
Save time of Rx ! = ! 1 !Drop FCS field from
end as reference ;~—1 ig\jfé1 export(ckrr) t-ejzsnedDR'is) « < frame before passing
for startof [FS. | 1up for fitering.
___________ H l § 1 e e e e
: OptionImplemented
ot11Privacy and wepBit(pdu)
(false)
UseEifs RxMpdu stantTs, RxMpdu startTs,rxRate,
(endRx) F~ (pdu, — xRate, (pdu, —-——7 wExciude, wDefauit,
' endRx, ) endRx, wKeyMap)
7 ! 7 |
>  pmm e R
: 1 Eifs based
mRxA:=false + jon the lowest
(basic rate.
YAssumed to
rbe the first
-l—(-i"——t_t-h—t__-} telement of
ndicate tha mBrates.
reception is "-—— export(mRxA) e
not in progress. |
Rx_ldle
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LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Process Filter_MPDU

U

pre_filtter_1d(4)

del exported cDup as dott1FrameDuplicateCount,
cMe as dot11MulticastReceivedFrameCount,
cRx as dot11ReceivedFragmentCount Counter32:=0;

dPsp:=dUsec(

Dur(first(import(

cache:=
clearTuple_
Cache(cache)

Fitter_ldle

mBrates)),

aSifsTime+cale_ — stuff{aMpduBuration_

Factor, sAckCtsL.ng
+ aPlcpHdriength)
+ aPreamblelength))

T Initialize tuple cache
-1 for duplicate filtering.

I Cache capacity is set

: by "tupleCacheSize"
tbut a specific size

: is not specified.

T

Gather Power
management
info from aif
valid frames.

1AP. check
;all frames, 2
1pages zhead.

r—————-—w

i
i
po-
i
i
i

RxMpdu startTs rxRate,
ResetMac (pdu, wExclude wDefauit,
endRx, wKeyMap)
— |
dAck:= (durlD(pdu) > 32767)
if (moreFrag  p— then dUsec(durtd(pdu))
(pdu) = 1) and else 0 fi

Psindicate

(addr2(pdu), p——v pwrmgt(pdu))

dNav:i=dUsec
(durld{pduy}),
SrcI= misc

SetNav
(endRx,
dNav, src)

4

Filter_ldle

(1:32767)

mActing__
AsAp)

1Non-AP,

_____ 1t0DS=0 to
taccept frame,
§ next page.

zFrames with toDs=1 ignored by non-APs,

N “: except Duration/Id field for Nav update.

imported mBrates Ratestring,
mBssid MacAddr,

mCfp Boolean,
dot11GroupAddresses MacAddrSet,
mibss Boolean,

mSsid Octetstring,

aStationid MacAddr ;

del cache TupleCache

del dup, myBss Boolean ;

del dNav, dPsp, dAck Duration :
dei endRx, steTs Time ;

dct pdu Frame ;

dct rxRate Rate ;

dcl src NavSrc ;

dcl wDefault KeyVector ;

dcl wExclude Boolean ;

dcl wKeyMap KeyMapArray ;

/* This process filters valid received B
frames by destination address, and
Bssld for group destination addresses.
This process also maintains received
pdu counters and the tuple cache for
detecting duplicated unicast frames.

Data and management frames which
need acknowledgement cause a
NeedAck signal to Protocol_Control
as well as an RxMpdu to Defragment.
Piggybacked CfAcks cause RxCfack
signals, and CfPolls cause RxCfpall
signals to Protocol_Control. If an
RxCfPoll is sent for a Data+CfPoll

or Data+CfPolt+CfAck, the NeedAck
has to reach TxCoord during the Sifs.
(The data frame report cannot serve
this purpose because the paylcad may
be a non-final fragment.)

Duration and Cfp duration remaining
are reported to Channel_State, and
power save mode is reported to Mime. */

o

(OS]
O
o
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Process Filter_MPDU filter_sta_2b(4)
Fa - . e N B bl hadedeadesieadenlid
: &\A import 0 Report probe
i t (mibss) -~ requests only
1 I |when in lbss.
tmmmTTToo * (false)  T(true) | "TTTTTTTTOTC
(probe_req)
sCfPollable Fiter_idle fype
(pdu)
(false) (true) (beacon) (cfend, | else
cfend_ack
and ssid(pdu) =
impor{{mSsid)
and capB(pdu)=clbss
startTs, RxIndicate ClearNav
ftype(pdu) rxRate, (pdu, < (cfend_
wExclude, endRx, : Other)
else (cfack, wDefault, 1 else
data_ack, wieyMap) ',
cfpoil_ack, i dNav:=
d?(aapcll_ack, Filter_ldte 1 | dUsec(cfDur_
cfend_ack) : Rem(pdu})
1
l
iUnsolicited Report Ibss beacon ! SetNav
RxCiAck | _1RxCfAck with own Ssid but } 3 (endRx.dNa Filter_dle
(addr2(pdu)) 1signals are other Bssld, for use | cfpOther)
jignored. based on TSF age
Lo e e g |
——————————— ~
If addr1 (RA) is !
group address, :——-
check the Bssid. !
= (if frDs(pdu)=1 sre:= if ris= import
then addr2(pdu) ftype(pdu) then {dot11Mac_
else addr3(pdu) fi) rts else src fi Address)
BeAddr or .
,om—— import(aGro_, [(Tféﬁm)
1 upAddresses)
:
S - - S O NP
i ICheck for ' Ensure that
« J beacon from - (.,fpoll comes
tanother BSS. |from own Bss,
“““““““““““ (49153: ST
___________ L 51159) R
Rx broadcast ! | dNav:= lUpdaie Nav
or multicast,  ++ Filter_|die abon  [for PS-Poll
2 pages ahead. | : sp xAck Dur/ld
___________ PN ,neld is AID.
R OV (R [ S,
___________ I
Ignore frames ! : SetNav
addressed to [ 4 (endRx,
othergroups ! dNav, src)
in this BSS. H
Update Nav using ¢ RxCfPoll |On|y report
Duration/ID value ¢ Fitter_ldte (endRx,  f=~4cfpoll from
from frames to all 1 rxRate) ! unicast to sta.
other statons. ! NY—m™ X ] N oo
Elsecaseisfor |
~ Durld=32768 : ““““““““
in the CF period. [Rx directed
__________________ frame to sta,
I 2 pages ahead.
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Process Fiiter MPDU

All frames to

1
AP are directed :

Receive probe
1request at AP
ithe same as at

r
I

filter_ap_3a(4)

except probe_req.

i
+

durld(pdu)

(

: else
32767)

Nav to cover i

PS-Poll Ack by  dNav=
when DurlD 1 dPsp
field is SID '

{Update Nav SetNav
using value (endRx,

in Duration/ID dNav, src)
field of frames

directed to all
other stations.
Else case is for
Durld=32768

in the CF period.

Filter_Idle

1
+

import
(dott1_
(false) MacAddress)
(false)
{true)
ftype(pdu}
(data_ack,
cfend_ack,
cfack)
RxCfAck 1§ ____1___
(addr2(pdu)) -
sre=if ris=
ftype(pdu) then
rts else src fi

(probe_req) (beacon}

o et o e e e e ey

dNav:=
dUsec{cfDur_
Rem(pdu))

SetNav
(endRx,dNay
cfpOther)

Unsolicited
—-—— —-: RxCfAck signals
should not occur.

r
I

t
w

else

ClearNav
{cfend_
Other)

else

Filter_tdle

94
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Process Filter_MPDU

Countall valid ¢
directed frames |
to this sta, even i
those that wilt |
be discarded 1
as duplicates 'l

I

4 cRx:= inc(cRx)

report_rx_4a(4)

o ————
I

Report incoming

o i o
i

Report incoming

jdirected frames, (MY ____| group-addressed
1including all frames at station.
I'received frames T o 1

accepted at AP.

1
M

iCount alf vaiid

- -4 broadcast and
1 multicast frames
1o this sta, even
rthose that will
I be discarded

cRx:= inc(cRx),
cMce:= inc(cMc)

'
or due to WEP. export ydue to WEP.
___________ H export(cRx) (cRx, cMe) R
retryBit fype(pdu
(pdu) ype(pdu)
(cfend,
(=1) (=0) (beacon) cfend_ack)
searchTupleCache
dup:= L (cache, addr2(pdu), gfeean?;s"s)
seq(pdu), frag(pdu))
dNav:=
dUsec(cfDur_
Rem{pdu))
(true) (false)
SetNav
cDup:=
R (endRx,dNav
inc(cDup) cfpBss)
RxMpdu startTs, startTs,
export(cDup) (pdu, L] rxRate, rxRate,
endRx, wExclude, wExclude,
wDefault, wDefault,
wKeyMap) wkeyMap)
“Ps-Pollis on 1
eise path (as |- Filter_ldle
control frame) |
to allow ack '
or data as the : (data, management)
response from !} o mm e —
protocol ct. : NeedAck | Directed Atim frames must
___________ s (addr2(pdu), -~ be acknowledged, but may be
endRx.dAck) romitted from cache, see 9.2.9.
ﬁé-v; cache ;n—tr;‘I updateTupleCache
if (addr2,seq) :.--. cache:= (cache, addr2(pdu),
is notcached. t seq{pdu),frag{pdu),
If entry exists | endRx)
for (addr2,seq), ! 2
update time :
and fragment 1 .
number of entry. | Filter_ldie
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Process Defragment

wep_filter_1b(3)

dct exported clerr as dot11WeplcvErrorCount,
cUndc as dot11WepUndecryptableCount,

4
' Decrypt cExcl as dot11WepExcludedCount Counter32:=0;
dLife:= (dot11Max imported mCfp Boolean ;
dUsec( Receive imported dot11MaxReceivelifetime Kusec ;
import Lifetime})) imported procedure RC4 | fpar PrngKey, Integer ;
returns Octetstring ;
export( dcl buf DefragArray ; B
clerr, cUndc, dcl dLife Duration ;
cExcl) del endRx, startTs Time ;
N deticvOk Boolean ;
7| dcl k Defragindex ;
bufe 15 e-f;aa aén_t;t;::;- dcl keys DgfrggKeysArray .
del pri CfPriority ;
ArAge(buf, |- -buffers forced del pdu, sdu Frame ;
now+dLife+1) tempty using the dcl wExcl Boolean ;

import
(lesable)

L

auth) and
authSeqNum
(pdu)=3) and
import(
dot11Privacy_
Option_
Implemented)

(control)

Defrag__

inactive

! aging function.

dct wDefault KeyVector ;
dct wMap KeyMapArray ;

|

nect import
(mDisable)

Defrag,_
idle

lmDysabIe false

-=-<when started

|orjomed Bss.

RxMpdu
(pdu,endRx,
startTs,rxRate,

wExcl wDefault,
wMap)

startTs rxRate,
wExcl wDefauilt,
wMap)

'When not in Bss
~=yonly pass beacon
|and probe_rsp.

startTs rxRate)

Rxindicate
{pdu,endRx,

cUndei=
in¢(clUndc)

export(cUndc)

)

dot11Privacy_
Option_
Implemented)

inc{cExcl)

export(cExcl)

-
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Process Defragment

Decrypt wMap, sKey_
(pdu, -4 MappingLength,
icvQk, wDefault)

ey
]

lcv errors and
- -4 certain undecryptable
lerrors counted in

(true} (false)

else (auth)
Rxindicate
(pdu,endRx, p—r1 startTs rxRate)

Authentication
challenge resposnes
with lcv errors

are reported, but
Decrypt removes
payload so Auth
service is able

to distinguish

a bad key from

a Non-response.

Do notreport 4
receipt of [
i
]
1

[P ——

data frames
with lcv errors.

____________

S .

wep_decrypt_2b(3)

Copyright © 1999 |EEE. Alt rights reserved.
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Process Defragment defragment_3c(2)
o >
| \ @
1 LR
] |
} 1
1 Mpdu is not frag‘mer‘vted oreFag and
 jor defragmentation is (pdu)=0) (fragNum
; tcomplete. {true) (pdu)=0))
L
H | N S
! Rxindicate ! ntermediate or
. (pdu.endRx, |— startTs,rxRate) « dfinal Mpdu of
|
| Ifragmented Msdu.
(falsey | TTTTTTTIIITTS
P e o !
ko :Iﬂf!’;lal Mpdti . k= ! {addr2(pdu),
§ [==+40Of fragmente arSearch - seqNum{pdu),
arfFree(buf) IMsdu. Find free {buf, fra%Num((gdu))
I buffer to begin
\ Msdu reception.
buf:=
ArAge
(ouf,now)
(false)
buf:= K=
arAge ]
(buf.now), arFree(buf)
length
(buf(k)rsdu) -
sMacHdrLng)
<= sMaxMsdulng
buf(k)! =
buf(k)linUse:= buf(k)rCur= | | bﬁékggggﬂ 7
false fragNum(pdu), substr(pdu,
sMacHdring,
length(pdu)-
" sMacHdrLng)
buf(k)linUse:= addr2{pdu), FroreFrag R
true, buf(k)trsn:= (pdu)=0
buf(k)lrta:= seqNum(pdu) (false)
I (true)
buf(k)rCur:= now + kUsec( - . -
fragNum(pdu), p=emd import(dot11_ age bui(T):Jr-sdu __‘__g.;;(:).mUseA
buf(k)ireol:= MaxReceive_ R 1
| Lifetime)} |
b e 1
| e mm
keys(k)! ! IFinal fragment
omuttl) L wDefeys:= + Jif moreFrag=0,
mpal, wDefault, lindicate Msdu.
keys(k)! LR ettt
wKeyMap.=
whMap,
keys(k)!
wExctude:=
wExcl
398 Copyright © 1999 IEEE. All rights reserved.
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Procedure Decrypt decrypt_1b(1)

; fpar N dcticv Crc;

0
: infout pdu Frame, *‘ dct isWds Boclean ;
1 infouticvOk Boolean, | dcl decryptlng, k, n Integer ;
: in map KeyMapArray,; dcl decryptStr Octetstring ;
1 in maplength t r—-——————-———-’ dct key PragKey ;
1 KeyMapArrayLength, | o m dcl kmap KeyMap ;
: in k{/ec pKeyVyecto?; : isWds:= t Test whether addr4 p reviEp de
b mc——mm————— 4| toDs(pdu) and ---{field is present. cipher
frDs(pdu) 10nly needed at AP.
decryptLng:= sWepAddLng + o=
length(pdu) - fe sCrcbLng - if isWds initérc
sMacHdrlng - then sWdsAddLng else O fi
if isWds then k=0,
sWdsAddLng m— n=
else 0 fi sWepHdrLng +
{true) E
kmap:= (addr2(pdu), Decrypt by xor : pdu(ny;=
ke Lookup —— map, of payload with -~ pdu(n) xor
y maplength) decrypt string. decryptStr(k)
‘IcV test value 1 e
nuitAddr calculated from  }=~ ('ii\\'l" Zrlf(?f))
decrypted data, P
S ——— |
key:= = ! Use default key -
key:= kvec k:= k+1
kmap! [ ~=4 selected by = '
wepKey (keyld(pdu)) 1 keyld value. =
or "= (false)
kmapiwepOn decryptLng
= false
(false) (true)
Concatenate I key:= key //
key with 1V IL.... PrngKey!
from frame. [ Iv(pdu)
''''''''''' ¢ (data) (management
K
encryptStr.= cUnde cle
I RC4 nac= =
decryptLng) | Ca(key' inc(cUndc) inc(clerr)
I
1
' | l
___________ 1
Use RC4 PRNG : q pdu:= 1 substr(pdu,
to generatg an 4 h imr export{ctndc) export(clerr) substr(pdu,0, |—=— SWepHdrLng,
decrypt string ciphe sMacHdrLng) decrypting -
as long as the sCrecing)

MPDU payload

ey
o o

E{;i the 1CV pdu:= (If calcuiated iRemove ICV
R substr(pdu,0, ~=4ICV not valid, icvOk:= true 1and IV fields
sMacHdrLng) tdiscard frame 1from MPDU,
Ibody, and 1 report decrypt
l i report error. 1success if ICV
b o o e e e :result correct
. - tor selected
icvOk:= false { key value null.
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C.4 State machines for MAC access point

The following SDL-92 system specification defines operation of the MAC protocol at an IEEE 802.11 AP.
Many aspects of AP operation are identical to the STA operation. These are defined in blocks and processes
referenced from both the STA and AP system specifications. Blocks and processes used in both STA and AP
are identifiable by the SDL comment /* for STA & AP */ below the block or process name. Blocks and pro-
cesses specific to AP operation are identifiable by the SDL comment /* AP version */ below the block or

process name. Definitions for the /* AP version */ and the /* STA & AP */ blocks and processes appear in
this subclause.

The remainder of this clause is the formal description, in SDL/GR, of an IEEE 802.11 AP.

400 Copyright © 1999 IEEE. All rights reserved.

Microsoft Corporation
Exhibit 1019-00416
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use macsorts ;
use macmib ;

ANSI/IEEE 802.11, 1999 Edition

System Access_Point

MAC_SAP

MaUnitdata indication,
MaUnitdataStatus.indication

MaUni:data‘request:I

(MimeConfirmSignals),
(MimelndicationSignals)

SM_MLME_SAP

AP_1b(3)

(MlmeRequestSignals)]

MAC D fincludes request finciudes MAC MIB.
Msdulndicat AC_Data_ L. 1 validation and MAC M L4 MIB access, and
[ sduindica e:| _Service . 1add/remove me t_sanage_ tfiltering of Mime
I* for STA & AP/ 0 {MAC headers. i fgr—SWe'Amg?AP*/ :reques( and confirm.
ToDsm] MsduConfirm:I ______________ o
| Includes encryption, (MmgtConfirmsignals),
oSM RSDU Tsby ¢ -=fragmentation, TIM [(Mmgtlndncatconngnals)
: |generat|on and
I :queumg for BC/MC,
: ‘PSM CFP & fromDS.
b e
[MsduRequest] 1
I:FromDsm:I AsChange,
MmReguest,
FRDS MPDU_ PsChange,
Generation_AP PsResponse
Distribution_ - * AP version */ MMGT
_Service Msdu_ Msdu_
[only at AP/ Confirm Request
L MMTX
PduCanfirm,
- TPDU PsPolled MmConfirm,
Msdu_ Dsinquiry, Psinquiry )
Indicate DsNatify DS (MmgtRequestSlgnaIS):I
. {includes start BSS,
TODS [DsResponse] MLME_AP ‘“] geacon dwe"tnEFP
I*AP version */ occupancy hming.
[PduRe ] (re/dxs)assocrate
quest
J MCTL i (de)authenticate,
************* ] probe response, and
g’g“;’“’oﬁfrg’s%z-n PR Protocol_  monitor of station
Aci;nowledgemenvt 7771 Control_AP MmCance, Mmindicate, | & power save state.
Ris/Cts, and retry i * AP version®/ SsResponse, Ssinquiry, Pslndicate:l b s
Rl AU SwChni SwDone
BkDone,
TxConfirm {PimeCon_
firmSignals) PS
T Rxindicate, RX
Backoff, NeedAck, [Changewav]
Cancel, RxCfAck
TxRequest [ChangeNav:I ___________________
| Tincludes validate, decrypt,
cs | address & duplicate fitter,
) / /1 defragment, channel state
Transmission Reception . /" lphysical and virtual carrier
/*for STA & AP ¥/ Busy /* for STA & AP */ K ,sense) and IFS & slot timing.
. ide, |} | tTTmmmTmmmETmTTTTT
i Slot MLME_PLME_SAP
I
; o PryRasignals)]
: [(PhyTxConﬂrergnals)] PHY_SAP_RX llncludes backoff,
S Y SAP X T T "[mmeRécruégts.gna'tg)j """ r SR mem }FCS generate, and
[(PhyTxRequestSignals)] [PhyCcarst. request] m_nle_s tamp insert. __

Copyright © 1999
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use macsorts ;
use macmib ;

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

System Access_Point

\ {newtype DsStatus literals
v ‘: assoc, disassoc, reassoc, unkno
| ]endnewtype DsStatus

signal B
AsChange(Frame,DsStatus),

Backoff(Integer, Integer),

BkDone(integer),

Busy,

Cancel,
ChangeNav(Time, Duration, NavSrc),
Dsinguiry(MacAddr, MacAddr),
DsNotify(MacAddr,DsStatus),
DsResponse(MacAddr, MacAddr DsStatus),
FromDsm{MacAddr,MacAddr, Octetstring),
Idle,

MaUnitdata. indication(MacAddr MacAddr,

Routing, QOctetstring, RxStatus,

CfPriority, ServiceClass),
MaUnitdata.request(MacAddr,MacAddr,

Routing,Octetstring, CfPriority, ServiceClass),
MaUnitdataStatus.indication(MacAddr,

MacAddr, TxStatus CfPriority, ServiceClass),
MimeAsscciate.confirm(MimeStatus),
MimeAssociate.indication(MacAddr),

MimeAssociate request(MacAddr,Kusec,Capability, Integer),
MimeAuthenticate. confirm

(MacAddr,AuthType, MimeStatus),
MimeAuthenticate indication(MacAddr AuthType),
MimeAuthenticate.request(MacAddr, AuthType Kusec),
MimeDeauthenticate confirm(MacAddr, MimeStatus),
MIimeDeauthenticate.indication(MacAddr,ReasonCaode),
MimeDeauthenticate.request(MacAddr,ReasonCode),
MimeDisassociate.confirm(MimeStatus),
MimeDisassociate.indication(MacAddr,ReasonCode),
MimeDisassociate request(MacAddr, ReasonCode),
MimeGet. confirm(MibStatus, MibAtrib, MibValue),
MimeGet.request(MibAtrib),
MimeJoin.confirm(MImeStatus),
MimeJoin.request(BssDscr, Integer,Usec,Ratestring),
MimePowermgt.confirm{MIime Status),
MimePowermgt.request(PwrSave.Boolean,Boolean),
MimeReassociate.confirm(MimeStatus),
MimeReassociate.indication(MacAddr),
MimeReassociate request(MacAddr,Kusec,Capability Integer),
MimeReset.confirm(MimeStatus),
MimeReset.request,

MimeScan.confirm({BssDscrSet, MimeStatus),

MimeScan.request(BssTypeSet MacAddr,Octetstring,
ScanType, Usec.Intstring. Kusec,Kusec),

Mime Set.confirm{MibStatus MibAtrib),

MimeSet. request{MibAtrib, MibValue),

MimeStart.confirm{MimeStatus),

MimeStart.request(QOctetstring, BssType Kusec,
Integer,CfParms,PhyParms,ibssParms,Usec,
Capability, Ratestring, Ratestring) ;

AP_signals_2d(3})

signal B

MmCancel,

MmConfirm(Frame, TxStatus),
Mmindicate(Frame, Time, Time StateErr),
MmReguest(Frame,lmed,Rate),
MsduConfirm(Frame, CfPriority, TxStatus),
Msdulndicate(Frame, CfPriority),
MsduRequest(Frame CfPriority},
MNeedAck(MacAddr, Time, Duraticn Rate),
PduConfirm(FragSdu, TxResult),
PduRequest{FragSdu},
PhyCca.indication(Ccastatus},
PhyCcarst.confimm,

PhyCcarst.request,

PhyData.confirm,
PhyData.indication(Octet),
PhyData.request(QOctet),
PhyRxEnd.indication(PhyRxStat),
PhyRxStart. indication{integer Rate),
PhyTxEnd.confirm,

PhyTxEnd.request,

PhyTxStart.confirm,
PhyTxStart.request(integer,Rate),
PImeCharacteristics.confirm(PhyChrstcs),
PlmeCharacteristics request,
PImeGet.confirm(MibStatus,

MibAtrib, MibValue),
PlmeGet.request(MibAtrib),
PimeReset.confirm(Boolean),
PlmeReset request,
PimeSet.confirm(MibStatus, MibAtrib),
PimeSet.request(MibAtrib,MibValue),
PsmDone,

PsPolled(MacAddr,Asocld),
PsChange{MacAddr,PsMode),
Psindicate(MacAddr,PsMode),
Psinguiry(MacAddr),
PsResponse(MacAddr,PsMode),
ResetMAC,

RxCfAck(MacAddr),
Rxindicate(Frame, Time, Time Rate},
Stot,

Ssinquiry(MacAddr),
SsResponse(MacAddr,

StationState, StationState),
SwChnl{Integer,Boolean),

SwDone,
ToDsm{MacAddr,MacAddr,Octetstring),
TxConfirm,

TxRequest(Frame, Rate) ;
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use macsorts |
use macmib ;

ANSVI/IEEE 802.11, 1999 Edition

System Access_Point

signatfist B

MimeRequestSignals=
MimeAssociate.request,
MimeAuthenticate.request,
MimeDeauthenticate. request,
MimeDisassociate.request,
MimeGet.request,
MimeJoin.request,
MimePowermgt request,
MimeReassociate.request,
MimeReset.request,
MimeScan.request,
MimeSet request.
MimeStart.request ;

signaltist

SmtRequestSignals=
MimeAssociate.request,
MimeAuthenticate.request,
MimeDeauthenticate.request,
MimeDisassociate.request,
MimedJoin.request,
MimeReassociate request,
MimeScan.request,
MimeStart.request ;

signallist B

MimeConfirmSignais=
MimeAsscciate.confirm,
MimeAuthenticate.confirm,
MimeDeauthenticate.confirm,
MImeDisassociate.confirm,
MimeGet.confirm,
MimeJoin.confirm,
MimePowermgt.confirm,
MimeReassociate.confirm,
MimeReset.confirm,
MIimeScan.cenfirm,
MIimeSet.confirm,
MimeStart.confirm ;

AP_signaliists_3b(3)

signallist

MimelndicationSignals=
MIimeAuthenticate. indication.
MimeDeauthenticate.indication,
MimeDisasscciate.indication,
MimeAssociate.indication,
MimeReassociate.indication ;

signallist

SmtConfirmSignals=
MimeAsscciate.confirm,
MimeAuthenticate.confirm,
MimeDeauthenticate.confirm,
MimeDisassociate.confirm,
MimeJoin.confirm,
MimeReassociate.confirm,
MimeScan.confirm,

signallist

MimeStart.confirm ;

signallist

SmtlndicationSignals=
MimeAuthenticate.indication,
MimeDeauthenticate.indication,
MimeDisassociate.indication,
MimeAssociate.indication,
MimeReassociate.indication ;

signallist

signallist

PhyTxRequestSignal PhyTxConfirmSignal PhyRxSignals=
PhyTxStart.request, PhyTxStart.confirm, PhyRxStart.indication,
PhyTxEnd.request, PhyTxEnd.confirm, PhyRxEnd.indication,
PhyData.request ; PhyData.confirm ; PhyData.indication,

PhyCca.indication,
PhyCcarst.confirm ;
signallist signallist

PimeRequestSignals= PimeConfirmSignals=
PimeCharacteristics.request, PlmeCharacteristics confirm,

PimeGet.request, PImeGet.confirm,
PimeSet.request, PlmeSet.confirm,
PimeReset.request; PlmeReset.confirm;
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MAC_SAP

indication

Block MAC_Data_Service MaUnitdata. _
indication

[MaUmtdataStatus._] Mac_Data_1a(1)

ToLLC FromLLC

{* This block provides :\:
the MAC_SAP functions:
described in Clause 6,
conveying MSDUs from
and to the LLC entity.
This block operates
identically in STA

and AP, but in STA

the TSDU signal route
connects directly to
MPDU_Generation, and
the RSDU signal route
connects directly

from Protocol_Control,
whereas in AP both of
these signal routes
connect to Distribution
Service, */

Mal nitdata,request:l

MSDU_to_LLC
(1.1)

MSDU_from_LLC
(1.1

Msdulndicate] MsduConﬁrm}

RxMsdu TxMsdu

MsduRequest:I

RSDU TSDU
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Process MSDU_to_LLC Msdu_to_LLC_1a(1)

i A del cf CfPriority ;
! 1 del LLCdata Octetstrin
1 | dcl sa, da MacAddr;
o - dcl sdu Frame ;

dct srv ServiceClass

/* This process runs when h
reception is successfully
completed on an MSDU
addressed to the local

LLC entity. This process
extracts the appropriate
address and status info,
removes the MAC header
from the MSDU data field
{the FCS and W/ICV are
removed much earlier in
reception handling), and
generates the indication To_LLC
to LLC. Reception status -
is always "successful”
because a receive error

causes the MSDU to be o e e e e
discarded befo:v._'-: reaching Msdulndicate :From source of the RSDU channel.
MAC Data Service. */ (sdu, cf) o=~ =====—=18TA source is Protocol Control,

1 AP source is Distribution Service,

da:= addr1({sdu)

sa:=if frDs(sdu)=1
then addr3(sdu)
else addr2{sdu) fi

srvi=
if orderBit(sdu)=1
then strictlyOrdered
else reorderable fi

Remove MAC header.:

from beginning of 1 LLCdata:= substr

MSDU to obtain the | v——w

LLC data octet string.

(sdu, sMacHdrLng,
length(sdu) -
sMacHdrLng)

____________ -
I

Reception status
always successful f—~—,
because any errori -
would prevent the |
Msduindicate ¥

from reaching
this process.

MaUnitdata._
indication(sa, da,
nul_rt, LLCdata,
%_success,cf srv)
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Process MSDU_from_LLC Msdu_from_LLC_1 b(1ﬂ
T N dci of CfPriority ; imported MAssoc,
: b *E del LLCdata Octetstring™ mDisable, mibss,
| f del rt Routing ; mPcAvail Boolean ;
L ettt + dci sa, da MacAddr ; imported
dcl sdu Frame ; dot11PowerManagementMode PwrSave ;
det srv ServiceClass ; importad
dch stat TxStatus ; mBssld MacAddr ;
From_LLC
b e e
MaUnit (sa, da, successful, 1 MsduConfirm /* This process runs when
data, = —{LLCdata, retryLimit, Femd(sdu.srv, an MSDU to transmit is
request cf, srv) txLifetime, ! stat) presented by LLC. This
or noBss ¥ T process validates request
----------- * i parameters, and if valid
validate ‘ if t/=null_then srv=if then :ﬁﬁi‘?@?fﬁiﬂ@i MSDU
parameters’, DOH.NTHSG;R‘CSROHUGQ orderBit = strictyOrdered 1o MPDU preparation (at
stat= EIieshl;f'! ; ;:l?'!a (tthgfﬁ) (sdu) = 1 eise recrderable fi STA) of to Distribution
(iength(LLC)d(atag)}< o) Service (at AP). If request
then excessiveDatalength i IS Invatid, or when status
sise successful fi fi da= if then addr3(sdu) is avaitable forthg yalrd
= else addri{sdu) Tx attempt, LLC is informed
toDs(sdu) = 1 f by an MaUnitdataStatus.
Indication generated by
| this process. */
(reorderable) MaUnit_ (addr2(sdu),
dataStatus._— da, stat,
indication cf, srv)
stat= (striclyOrdered)
Lénesrl\ﬁ:‘i%rlt:gs_ i Build frame with 24-octet
 TMAC header and LLCdata:
&———J i1 fiyper=data
1} toD§ =0
1 addri=da
H : addr2:= dot11MacAddress
stat:= !} (sa parameter not used)
unavailable_ ' 1 addr3:= mBssid
ServiceClass . !} <other header fields> := 0
<____] - IReject Msdu [
fmport ~-4if station |
rue mDisable; ‘lnct in BSS ',
(taise) 101898 :
stat= 1
noBss :
1
A—— sdu:= ! | doti 1MacAddress,
mkFrame I—— import(mBssid),
(data, da, LLCdata)
stat:=
unsupported_
Priority
(strictly _
Ordered)
MaUnit_ (sa, da, MaUnit_ (sa, da, sdu:=
dataStatus._ stat, dataStatus._[—{ unavailable_ setOrderBit
indication cf, srv) indication Priority.cf, srv) (sdu. 1)
» iif no PCF, 1 Send Msdu to
ct= ~wqinform LLC, MsduRequest ™\ __ Impdy preparation
contention 1send Msdu in (sdu, cfy I{to distribution
1in contention | service at AP)
tpericd. 2nd 1with basic header.
{ MaUnitdata_ | Other fields are
:Status reports :fl}led in prior
¢ Tx result. | to transmission.
406 Copyright © 1989 IEEE. All rights reserved.
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DsSm

RSDU

TSOU

ANSI/IEEE 802.11, 1999 Edition

Block Distribution_Service

ToDsm:I

DsDsm

Msdu_

DsMd

[From Dsm}

/* This block interfaces m
between the AP function
and the Distribution
System Medium, hence is
only present at APs.

In order to permit an LLC
entity colocated with an
AP to communicate via
both the WM and the DSM,
MAC_Data_Service at the
AP interacts with this
block. This causes frames
originating at the station
containing the AP to be
treated equivalently to
frames originating at any
of the other stations
associated with that AP, */

MdDs

Msdu_
Request

DSM_interface
1

I~ only at AP */

)

Msdu_ Dist_Service_1a(1)
Indicate Confirm

DsBss
FRDS

MsduConfirm}

Msdu_
Indicate

BssDs

Dslnquiry,
DsNotify

[MsduRequest]

MimeDs

DsResponse]

Copyright © 1999 IEEE. All rights reserved.
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LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Process DSM_Interface

_ 1 State continues

DSM_data_ta(2)

dcl da, sa, wdsAddr MacAddr ;
dcl dsmData Octetstring ;

dcl dss DsStatus ;

dcl rpri, tori CfPriority ;

dcl rsdu, tsdu Frame ;

dcl trst TxResult ;

DS_ldie
:an next page.
FromDsm II\f!SDLJ Msduln gMSQIJ iMSDU in
(da, sa, ——-: in from dicate(rsdu, ---jm from ?:ﬁssg:?perguest___' from tacal
dsmData) ! DSM. rpri) |Wi\;%. ’ I LLC entity
!True ifdais lee ifdais ITme ifdais
- -4 addr of asoc - addr of asoc 1 addr of asoc
: sta or any I sta or any :sta or any
(true) 1group addr. (faise) ¥ (true) ‘g foupaddr. (true) '?_rfip_fjf':___ .
tsdu:= da, sa, tsdu:= addr3(rsdu), tsdu'= addr2(rsdu),
mkFrame  p=—i DsmData}, mkFrame i addr2(rsdu), mkFrame i addr3(rsdu),
(data, tsdu =setFrOs (data, substr(rsdu, (data, substr(rsdu,
{tsdu,1) sitacHdrlng, sMacHdrLng,
length{rsdu) - length(rsdu) -
sMacHdrLng)), sMacHdrLng)),
MsduRequest MsduRequest tsdu:=setFrDs MsduRequest tsdu:=setFrDs
(tsdu, {tsdu, (tsdu, 1) {tsdu, (tsdu,1)
contention) contention) contention)
lTrue if dais iTrue if da is
......,addr of this . -~qany group addr
! sta or active : :or addr of sta
(false) {true) ,group addr. (false) h ,‘not asoc here.
“““““““““““ ' e | (TaSE) Tommmmmes
rsdu= da, sa, Msduln I iTrueifdais
mkFrame | DsmData), dicate(rsdu, | * 1addr of this
(data, rsdu=setFrDs contention) ' sta or active
(rsdu,1) group addr.
Msduln i True if da is addr2(rsdu),
dicate(rsdu, - -4 any group addr L | substr(rsdu,
contention) tor addr of sta sMacHdrlLng,
(true) L ! not asoc here, tength({rsdu) -
——————————— sMacHdrLng))
lTrue if da ToDsm addr2(rsdu),
- ! reached via (addr3 L substr(rsdu, .
l{one or more} (rsdu), sMacHdrLng, }
it AP(wdsAddr) length({rsdu) - |
(false) [ (true) LT NTTTT sNacHdilng) | (false)
tedu= wdsAddr, ! tedu-= wdsAddr,
mkFrame  [—da, DsmData), . [ mkFrame  [—— addri(rsdu),
(data, tsdu:= ! ! (data, substr(rsdu,
insAddrd(sa), ' (faise) 1 sMacHdrLng,
tsdu:=setFrDs ! ' length(rsdu) -
(tsdu,1), i i sMacHdrlLng)),
MsduRequest tsdu=setToDs ! tsdu:= wdsAddr, I IMsduRequest tsdu=
(tsdu, itsdu,1) ! mkFrame  [—— addrd(rsdu), b |(tsdu, insAddrd
contention) . 1 (data, substr(rsdu, ¢ |contention) {addr2(rsdu}),
i sMacHdrlng, i tsdu:=setFrDs
H length(rsdu} - §
1 sMacHdrlng)) H (tsdu 1),
i [MsduRequest tedur= ' ! tsdu:=setToDs
D3_ldie i ftsdu, insAddr4 ! {tsdu.)
: contention) (addr2(rsdu)), :
| tsdu:=setFrDs i
_________________ i (tsdu.1), | e e
. i 1! tsdu:=setToDs [} . .
True if da reached via (one | ! DS Idle (tsdu,1) ! 1 True if da reached via {one
or more} AP{wdsAddr). : - - 1or more} AP(wdsAddr).

408
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Process DSM_Interface DSM_management_2a(2)
T IN
i v
1 i
1 1
la
DS Idie __ 1State continued
- :from previous page.
[MsduCon_ {Response ‘ _ iNotfication _ Tinquiry about
firm(tsdu, . ====~1to prior Ddch;t;fy _____ , of asoc, reasoc, %salngwry ..... 1 existing asoc
tpri trsl) i MsduRequest (da, dss) llor disasoc (da, sa) :status Sent
B et Rt i from Mime. 1by Mime when
e et tvaiidating
. - - | NEeW asoc
import Lgpd?tet ‘?c‘;o] g dtsst: . lor reasoc
' about stajda s status o requests.
(aStationid) with status dss' station(da e
MsduCon_ :r};a-s; ::c_m-fiFrE——- ‘sai= ap
firmtsdu,  |~=1 of LLC request DS_dle addr where
tpri.trst) :to Mac_Data_ da is asoc'
; Service.
i [
<
DsResponse
Id
(da’ = dSS)
DS_idie
Copyright © 1999 IEEE. All rights reserved. 409
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FRDS
Block MPDU_Generation_AP MsduConﬁrm:l ap_MPDU_gen_1a(1)
o o -
i AN
3 L]
| I
§ I
Msdu
signal
FragConfirm{FragSdu, TxResulfy;
FragRequest(FragSdu) ;
MsduRequest]

Includes encryption if 1
dot11PrivacyOptionimplemented } - -
=true. This is a typical |
location, but implementers !
may use other locations 1
between the MAC_SAP :
and PHY_SAP_TX as t
1
I
1
1
I
i

Prepare_MPDU
an

* for STA and AP */

[MmRequest]

long as they provide
the specified behavior
as observed at LLC,
MLME and the WM.

FragConﬁrm}

[MmConﬁrm]

MMTX
FragMsdu
[Pslnquiry]

/* This block converts
outgoing Msdus and Mmpd
into Mpdus, fragmenting
and encrypting as necessary. FragRequest]
The PM_Filter_AP process
queues frames needing
announcement in a TIM, PM_Filter_AP
and frames to be sent (1}1"3 -
during the CF period AsChange,
at an AP with an active /* AP version */ PsResponse,
point coordinator. This PsChange
process also adds the
TIM element to outgoing .
Beacon frames, */ gg;gﬁ:;‘m* ]

Mpdu

PduRequest]

TPDU
410 Copyright © 1999 IEEE. All rights reserved.
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Process Prepare_MPDU prepare_1b(2)
o A e f M e e o e Ve A - A o
! "N 0 Procedure used for WEP encryption. dcl beme, keyOk,
' p Enerypt --4f dot11PrivacyOptionimplemented= useWep Boolean:= false
I ; |false this procedure is not present. del f Fraghum ;
B ittt 4 N e dct fsdu FragSdu ;
dcl mpduQvhd, p,
imported mAssoc, mibss, dot11Privacylnvoked Boolean; dc??;‘rlus ggﬁ.’:@ﬁt; r‘neger ’
imported dot11FragmentationThreshold Integer ; dol rrsl TxResult |
imported dot11WepDefaultkeys KeyVector det sdu. rsdu Fra}ne-
imported dot11WepDefaultKeyld Keyindex ; : ;
imported dot11WepKeyMappings KeyMapArray ;
imported dot1 1\WepKeyMappinglength KeyMapArrayLength ;
imported mCap Octetstring ;
O [ I
. and {not i import Msdu_
< (r:ln/:\zggc) >—-— import{mAct _ < (m%z:) > < (mActing_, > Request
iNgASAD}) AsAD} (sdu,pri)
! .Kll_d_ a;a-fFa:n-e_s-- ’ ! A'\ E;d-aZa—fFa.;e;- i MsduConfirm
--4in Bss sent to Preir;e;;e_ -~1in ibss sent to Pre%a;e__ (sdupri,  fm=——-—- N
|d§stf;b service - |desllnanon sta. - noBss) '
)
i
: Msdu, Msdu 1
not import > — — not import
Request Request < > i
< (mAssoc) (sdu.pri) (sdu,pri) {mlbss) :
1
|
;
Msdu_ not import {
No_Bss No_Bss Request (mActing_ > !
(sdu,pri) AsAp) :
1
1
I
sdu:= sdu:= ]
setAddr1 L setAddr3(sdu, No_Bss '
(sdu,import addr1(sdu)), !
(mBssid)), '
sdu= :
setToDs | [  emms——semmes e tmmemeeeoe 2
(sdu,) ' Mmpdus sent D?ta frames : :
— rjeven when not rejected if P
1in Bss/lbss. no Bss/lbss. 1
: ——————————— implementations }
{ T | may retain these !
i frames untita |
Invoked) and useWep:=  Mm_ Frag_ Bss becomes !
dot11Privacy_ import{ ResetMAC | « JRequest Confirm (re)available. |
Option_ dot11Privacy_ (sdu,pri} (fsdu,pri.rrshh N\, === cmmmmmmm——— +
Implemented J/ |
Fragmentand ! beme:= rsdu:= substy s
encryptis bemme- ;ri?;t No_Bss isGroup( (fsaul — ;i‘?icfggﬂl[gfg)‘
on next page. ¢ addr1({sdu})) pdus{0), 0, : X
dot11Privacy
: - fsdul
Option_ useWep:= basetype {
Implemented ! pdus(C)
and if t
wepBit(sdu)=1 : {management)
— then true i -
/* This process generates ¢ t Msdu MmConfirm
X else falsefi H 4 !
one or more Mpdus from L - Confirm - (rsdu,pri rrsk)
each outgoing Msdu or 1 : (rsdu,prirrst) § to fsdulcnfTol
Mmpdu. If encryption is ' | t
needed, the Mpdus are 1 :
ma | e ee FERR [ -
encrypted before baing wepBit=true in ¢t 1 Confirm Msdute 1 !
passed to be filtered for ' SO
: request for 3rd ;. 4+ MAC data service, ,._.(
possible power save or :
CF queting before tx. */ frame of shared 1 confirm Mmpdu to :
. key auth. seq. : MLME sub-block.
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Process Prepare_MPDU fragment_2b(2)
A e e b3
|' l\, make_
i I
: ' pdus
Initialize I fsdulfTot:=1, fsdulect:=0, fsdulsqf:=0, f:=0,
FragSdu :-..-. fsdulfCur:=0, i fsdulsrc:=0, fsdufirc:=0, p:=
structure 1 fsduifAnc:=0, fsdu!psm:=false, sMacHdrlng
___________ a I fsdultxrate;=0 l
fsdulgrpa:= fsdulch=pri, fsdulpdus(f):=
isGrp( — fsdulcnfTo.=sender, nutt
addri(sdu)), fsdulresume:=false keyOk:=false
mpduQvhd:= ttv and lev fields fsdu!pdus(f):= sMacHdrLng) //
sMacHdrLng + == not counted in pre- fsdulpdus(f) // i substr(sdu,p,
sCrelng jfragment overhead. substr(sdu,0, pduSize)
“dot1 1Fragmen, 3 l ‘
o men . ‘=
tationThrgshold— [ pduSize:= |  |(dot11Fragment_ fsdutpdus(f).
r import ationThreshold) setFrag(
must not be i P fsdulpdus(f),f)
> dot11Max_ :
Mpdutength. 1
not( len
gth(sdu) >
fsdulgrpa) pduSize
(faise) ) (true) (false)
pduSize:= pduSize:= ! This is the typical fsdulpdus(fy:=
length(sdu) - pduSize - --qcase, with the length setMoreFrag(
sMacHdrLnag mpduOvhd 10f all but the last fsdulpdus(f),1)
\fragment equal to
t dot11Fragmentation_
{ Threshold (plus
tsWepAddLng if
',useWepatrue). The (false)
tvalue selected for
1 pduSize must be (true)
l|>=256, even, and
| <=aMpduMaxtLength. Encrypt import(dot11WepKey_
Rhsiiteinhei (fsdulpdus(f), |b=~1—] Mappings),
keyOk, import(dot11WepKey _
MappingLength),
import(dot11Wep_
- Defaultkeys),
fsdulfTot:= pduSize) + import(dot11WepDefault_
((length(sdu) - ped if (length(sdu) - keyOk Keyld), import{mCap))
sMacHdrLng) / sMacHdrLng)
/n;gd pduSize) (false) (true)
then 1 " "
; _ pduSize:= if
else 0 fi _ fr= o1, ] (p+pduSize) > length(sdu)
p:= p+pauSize, [ lthen (length(sdu) - p + 1)
} else pduSize fi
L 00N 1
|y,
if fsdulfTot=0 (faise) ! [Final fragment may
fsdulfTot:= then 1 « 4 be shorter than
else fsduliTot fi tinitial/intermediate
{fragments.
make_ unavaiiable_ gs:f‘:r—m FragRequest Ay e
pdus KeyMapping) (scu, pri (fsdu) ! 1Encryption expands
e < yeach pdu by
1sWepAddLng,
Thence Mpdus may
1 be longer than
:doﬂ 1MaxMpdulength
1 by sWepAddLng.
412 Copyright © 1999 IEEE. Al rights reserved.
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Procedure Encrypt

encrypt_1¢c(1}

| ; fpar infout wpdu Frame, AN delicv Crc;
m/out keyOk Boolean, v *' dct encryptlng, k, n integer
1 in maps KeyMapArray, i dcl encryptStr, newlV Qctetstring ;
: in mapLength KeyMapArrayLength‘,: dcl key PrngKey ;
1in kvec KeyVector, I I dcl kmap KeyMap ;
Hin kndx  Keylndex, : - = imported procedure RC4 ;
,m caps Octetstring ; 1 isWds:= fpar PrngKey, integer ; icv=
--------------------- . toDs{pdu)and 4 | retums Octetstring ; initCre
fros(pdu) 1
!
] i |
___________ - b e
lev field is ! encryptLng:= if iswds then ! ITestif addra if isWds then k: a,
encrypted, but  p—~4 |ength(wpdu) - —— sWdsAddLng « sfield is present. sWdsAddLng  jed =
this fength i sMacHdrLng - else 0 fi |On|y need at AP. else 0O fi sWep drLng +
is the pre-lcv : ———————————
loop count. H | H
___________ M o i e e ——————
. - i The IV generation algorithm ICV value ! P
newlVi= | ¥ig not specified, but use of calcutated from b= icv:= cre32
calt genlV(x) ta new IV for each Mpdu is plaintext. i (iev.wpdu(n))
,recommended STRONGLY. sm—mmmmmee—e + |
Encrypt by xor ! wpdu(n).=
of payloadwith }~-~4 wpdu(n) xor
encrypt string. 1 encryptStr(k)
. /* The algorithm for changing _
keylookup — MaPs. dot! 1WepDefaultKeyld is not ki= k1,
(addr1(wpdu), mapLength) specified.|f all stations in the Bss ni=n+1
have thesame values in the
{relevant subsetof}
-------- dot11WepDefaultkeys, (false
ll.kJse ;j:;ault a station's DefaultKeyld algorithm k= )
== key i does not affect interoperability. */ (encryptLng)
lmappmg or
Gaise)  1goupdest
;lf mapping
(false) rm=q keyOn=false, n=0
\ |de not encrypt.
NS A S
L R, ) —
= key:= = / raw ICVis 1's | icv:=
kv:c?}tndx) kmap!wepKey, ket);S:. -------------- - compiement of -« mirror(
kndx:= 0 cre32, MSh-first 1 not(icv))
— |
ﬁe:u:r; ;:ror (icv(n) =
to LLC if b-- <or a;ga.”
key is null I encryptStr(k)) | |
"""""""""" y (true) ! I
___________ " iy
Concatenate [ key'= key // _ Encrypt ICV [ _
key with [V hmm p%ng}(e);q kE;lek = octets and Ll k= k41,
for encryption ! newiV alse attachtoend I n:=n+1
PRNG seed. | | I of Mpdu. 1
“Use RC4 PRNG to | ErcTypLStr = ) (False)
generate an encrypt {- call RC4 fi‘("':Cf‘I/_Pt ng+
string as long as the (key, sCrelng) (true)
MPDU payload :
plus the ICV field. | |
wpdu:= 1 newltV /1 Q1 /1 wepdu:= keyOk:=
e 1 substr{wpdu,0, +—substr(wpdu, sMac_ I setWepBit true .
: sMacHdrl.ng) HdrLng, encryptlLng) : (wepdu,1),
1
L] :
______________ Al PR |
(nsert IV and keyld | | wpdu:= Set WEP bit "
between MAC header }—€ setKeyld in Frame L
and data field. i (wpdu,kndx) Control field. i
I
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Process PM_Filter_AP ap_PM_Bss_1b(4)
f ————————— T\ dcl asTbl AldTable ; JS

: N '} * dcl atPend, fsPend, sentBen Boolean:= false™

H | dct cfQ, psQ, xQ SduQueue:= emptyQ ;

P a dct dpsm PsMode ;

dcl fsdu, rsdu FragSdu ;

dcl k, n Integer ;
import dct reslt TxResult ;
ResetMAC <(mDisab|e)> dcl rpdu Frame ;
del rxAid, psx, asx, tlo, thi Asocld ;
K dcl sta MacAddr;
dct statAs DsStatus; dcf statPs PsMode ;

dct tmap TrafficMap |
anQ:=emptyQ, psQ:=emptyQ,
cfQ:=emptyQ, txQ:=emptyQ
'initiatize imported
all entries * dot11DtimPeried,
in asTbl’ mbBtimCount Integer
1PsChange
PM_Bss - 'l ignored when
1assoc w/BSS.

’ ' Pdu_ not fsPend
< (lzg?;t) > Confirm <and (length
(fsdu.resl) (xQ) /= 0)

ype(fsdu?
pdus(1))

(beacon)

fsPend:= Tsdu:= Pslnquiry

- Bss_Cfp first(txQ), |

: false xQ=tail(txQ) (fsduldst)

1

1

} e e .

! 1Cfp handling Pdu .

Fops - Wait_Ps

¢ is on next Request e
| page. (Fsdu) Response

____________

txQ:= gfirst fsPend:= PsResponse .
(txQ, fsdu) true (sta, dpsm)

V) |}

Frag_
Confirm - -
(fsdu,rest)

\L [ (true)

(isGroup
(fsduldst)
= true))

dpsm>
power_save)

. psQ:= glast
(psQ, fsdu) fsdulcf
{contentionFree)
tmap(Ald_ efQ= =
= glast Q= glast
B (cfQ, fsdu) (txQ, fsclu)
7 7 ] (false)
txQ:= gfirst cfQ:= gfirst
(txQ, fsdu) (cfQ, fsdu)
(false) (true)
PM_Bss Bss_Cfp
414 Copyright © 1999 IEEE. All rights reserved.
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Process PM_Filter_AP ap_PM_Cfp_2b(4)

[ve)
o
@
(93
P24
o

]

Pdu

. » not fsPend
hmt ™ [cani o lengin > 7 fonao
2 (fsdu resl) {ciQ) /= 0)
\L [
( PM Bss ) fsPend:=
- false

fsdu:=
first(cfQ),
cfQ:=tail(cfQ)

(partial)

fsdu:=
length(txQ) first(txQ),

Q:=tail{txQ)

{con_

tintion_ tention) 'set moreData
free} bit in each
fsdu fragment’
Frag_, - Pdu_, ‘'set moreData
Confirm t()t()?o, fr;i;zs)t Request bit in each .
(fsdu,rest) (fsdu) fsdu fragment
_ _ fsPend:=
true

fsPend:=
true
T
cfQ:= gfirst
(cfQ, fsdu)
~ “Send nu SDUT 1 [pdu

fs’:’elnd-- CFqueue empty. TxCtil-_Jrequest

alse then responds with 1 (nuliSdu)

CfAck or Nult rather 1

than Data or DataAck. |

Copyright © 1999 IEEE. All rights reserved.
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Process PM_Filter_AP

ap_PM_Asoc_3c(4)

AsChange 'AsChange sent by
(rpdu, =1 ! AsocService_AP to
statAs) tindicate changes in
‘assoc:!atxon status.
‘asx:=
Asocld of sta
at addr1(rpduy

(asoc, {disasoc.
reasoc) unknown)
asTbi{asx)! asThi{asx)!
adAddr= adAddr=
addr1{rpdu) nullAddr
‘update ‘clear other
asThi{asx) with values in
infe in rpdy’ asTbl{asx)'

[

‘drop frames
for this sta
from psQ’

{station_active)

| PsChange sent by

| -4 Power_Save_Monitor to
i indicate a change of power
,save mode by a station.

PsChange
(sta, statPs)

asx=
AldLookup
{asTbi, sta)

(power_s# ve)

asThl{asx)
ladPsm:=
power_save

|}

asThl(asx)
ladPsm:= -
station_active

tmap(asx):=0

| |22
K
asx:=
tmap(asx):=0 gSearch
(psQ, sta)
asTbl(asx)! t Kg—e_re_el'a-\t_ea -;;r_oEe_sgiﬁa i
adAge:= -1 of association records
now Hs atlowed, but no such
, processing is required. (<0) (>=0)
_______________ 3
txQ:=glast
- : (txQ,psQ(
1 asx)),
1
o +
___________ 1
Transfer any 1 : psQ:=if asx=0
queved fsdus  pmmwd then tail(psQ)
from psQ to tx@ 1 else subQ{psQ, 0, asx-1)fi
when power save | i if asx=length(psQ-1}
station indicates ¢ then emptyQ
change to active. i else subQ(psQ, asx+1,
----------- length(psQ)-asx-1) fi
416 Copyright © 1999 IEEE. All rights reserved.
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Process PM_Filter_AP

r
]
]
I
]
]
I
]
3

PsPolled
{ ,rxAid)

lThls page handles only PsPoll response
——J, selection. Other transitions from
! PM_Bss state appear on other pages.

ap_PM_PsPoll_4c(4)

lAdd Tim element

== to outgoing

! beacon frames.

sta:= ‘set tlo and thi l Normally these cover
asocTbl(rxAid) to range of Alds .._.,the range of Ald values
tadAddr for this Tim’ l in use, but subsets
,are permitted.
SX. = fsduipdus(1) //
qgearch fde;!)pEius( | mkTim(tmap,
(psQ, sta) - import(mDtimCount},
import(dot11DtimPeriod),
tlo, thi,
if gSearch(psQ,
bestAddr)<@
then false
else truefi)
(>=0)
psQ:=if psx=0
- fedu:= || then tail(psQ)
psQ( psx), else subQ(psQ, 0, psx-1) fi
i if psx=length(psQ-1)
then emptyQ
R ———— il else subQ(psQ, psx+1,
:No response if psx;= (length(psQ)-psx-1)) f
4 hothing queued qSearch
ifor sta. Causes (psQ, sta)
ITx_Coord to
[send Ack frame.
(>=0) (<0)

'set moreData
bit in each
fsdu fragment'

nTmap bits also are
L -~ cleared when the

tmap(psx):=0
llast fsdu for an Ald

fsPend:=
true

,is removed from
nme psQ due to
.TxLlfehme expiring.

Copyright © 1999 IEEE. All rights reserved.
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TPDU

Block Protocol_Control_AP

signai
Ack(Time Rate),
CfRsp(Time,Rate),
Cts(Time,Rate),
PsPoll(Frame, Time, Rate),
TxCfAck(Time,Rate) ;

Msdu!ndicate]

PduCenfirm,
PsPolled

/* This block performs the
DCF functions, as well as
serving as Point Coordinator
if the AP provides a PCF.
Tx_Coord_AP includes the
PC, RTS generation and
{non-Ack) PS-Poll respense.
Rx_Coord_AP generates
acknowledgements, routes
management frames to MLME,

A

ap_CTL_1d(1}

routes data frames to MAC
Tdat Rdat Data Service, and signals
Ack, Cts, and PS-Polt frames
to Tx_Coord_AP. */
[includes point
p == 4 coOrdinator
: sfor use with
| iop(ional PCF
: b —————_—_
]
E
[PduRequest] ! MmCancel,
1 SwChnl,
e ! Thtt SwDone,
Tmgt Mmindicate
BkDane, Tx_Coordination_ MCTL
TxConfirm _AP
(1.1)
/* AP version */
Ack,
PlmeGet_ CfRsp, BeMgt
.confirm, Cts, Mmindicate,
PimeSet_ PsPall, Ssinquiry
_confirm, TxCfAck
TxO Pime_
Reset_
.confirm
Backoff, [SsResponse]
Cancel, Petl
TxRequest
Retl TxRx /_
Rx_Coordination
(1.1)
Trsp /*for STA & AP ™/
ere(:eTi_
TxRequest] request, [TxConfErmJ L
PlmeSet_ )
reguest, Rxindicate,
PimeReset_ NeedAck,
request RxCfAck
Rx!
[ChangeNav
MLME_PLME_SAP RX
418
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Process Rx_Coordination

[ T\ . timer Tsifs ;
1 LY -
! ! (RxC_ldle)
dSifsDiy:= dct ackFrom, ackTo MacAddr;
aRXTxTurn., dUset ResetMAC del dAck, 9Cts, dRsp,
aroundTime) (aSifsTime - dSifsDly Duration ;
dcl endRx, strTs Time ;
del pdu, rspdu Frame ;
first(import dRsp:=d | ___________ del rxRate Rate ;
(mBratgs)) sp:=dUsec( Duration of TSt del sas, sau StationState :
'  aSifsTime + ""l PS-Poll and reset(Tsifs) imported mNavEnd Time ;
stuff calcDur( 1Ack response.
(aMpdu_ | t—p—d b T
Duration_ X5
ot Therestor (R e wate
4]
-@-sggl(cc;:;lzj rg No_Bss -=-1No_Bss state RxC_tdle  lemem—emmcccmca= ! 1 continues on
Length) us on 3rd page. mext page.
+aPream_ || — _____ GTTTToTTEmeRet T tmEmmmmmem e
bleLength)) [ | [ |
; NeedAck
import RxCfAck
< (mDisable)> g’fgg &;’;‘3; (ackFrom) < / RxCfPoll
— I |
dAck:= dAck - I No parameter
if dAck>0 then Ack(0,0) | - values because
dRsp else 0 fi twithout CfPoll
Yduring Cfp the
l \L i transmitter
~ 1 cannot send
mkOs(dAck), fSPSSﬂ— i jafter this ack.
ackTo) Tack ----------
Z |
D
set(endRx+
dSifsDly,
Tsifs)
Wait_Sifs
I | S
RxCfPoll vRecclpt of RxCfPall
* Tsifs (endRx,  ---- 1wh|!c waiting to
rxRate) lsend result of
i NeedAck cancels
l i lregular Ack wait
1and reports the
TxRequest reset ineed for +cfAck
(rspdu, (Tsifs) !0 TxCoord, which
rxRate) 1will be in a
\]/ | : Sifs wait when
1 this signal
CtPoll i arrives.
Wait_TxDone (endRx, | TTmmmmmemmooo-

rxRate)

e

/\/\

TxCfAck
* TxConfirm (endRx,
rxRate)

RxC_ldle RxC_\dle

Y

rx_coord_1a(4)

Copyright © 1999 IEEE. All rights reserved.
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Process Rx_Ceordination rx_coord_2b(4)

ll :_\ IRxC_|dle state
! ; RxC_Idle ~~-1is continued
4 1 tfrom previous page.

RxIndicate
(pdu,endRx. {-====5cn this page, class 2 and
sirTs, rxRate)

Ack (cts) {(authentication,
(endRx deauthentication,
’ atim,
(Rae) probe_rsp) (false)

Cts
(endRx,
rxRate)

(cfend_ack

Msdu_ i import{mCfp}
Ack(0,0) - - indicate i then contention_free
eise : (pdu, else contention fi)
i
[
; I None of these
+ 1 frames should RxC_ldle

thave group DA.

Ssinquiry
(beacon, (rts) (addr2(pdu))
probe_req)
Msdu endRx,strTs ;
Py ' : Wait_Asoc_
!(r;cc'!fate noerr) _Response
import( mNavEnd} . SsResponse
(true) > now ( ,sas,sau)
rue
(false)
rspdu:= durld(rspdu)-dRs
- mkCtt e P
| jaddr2(pdu))
(cts, |
: (true) (false)
T e o o e e o o
', 1CTS respone to
« 4RTS only when
|the Nav is clear.
L el
Msdu_ if import(mCfp)
Indicate then contention_free
(pduy, else contention fi)
RxC_ldte
420 Copyright © 1999 IEEE. All rights reserved.
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Process Rx_Coordination rx_coord_3b(4)
HE N ! {Beacon and probe_rsp _
! - v | NoBs§ jeeoomoem—moo- 1sent to Mime_Req_Rsp
{ ; lwhlle scaning, other
e 2 ,types acknowledged
1 (zf unicast to this
- ,statron) but ignored.
Comns fama T
(mDisable) strTs.dAck)
Ssinquiry
(addr2(pdu)) RxC_idle fype(pau) (ptieggonép)
obe_r
else -
. ' ;t—s-t'a_tsSr; ————— Mmindicate
Wait_Sst_ - +Rx with toDs=1 (pdu,endRx,
_Response ! 1 discarded by strT's.noerr)
1 |Filter_MPDU. g
! 1frDs=1 never
1 1sentby Sta, so
SsResponse . ! explicit fromDs
( ,sas,sau) | Mest not RxC_die
| {needed here.
| -
i ! (data_ack,
data_poll,
ftype(pdu) (null_frame, disasoc, data_poll_ack,
asoc_req, reasoc_req, (pspoti) cfack, cfpoll,
asoc_rsp, reasoc_rsp) cfpoll _ack)

Mpo

(sau= (mActing_

authKey)

8as=asoc

RxC_ldie and

sCfPollable

faise

Mmindicate
(pdu, . ftype(pdu)
class2)
(data_ack,
(true) data_poll,
data_poll_ack)
ftype(pdu)
(nuli_frame)
Mmindicate PsPall Msdu_
(pdu, , (pdu,endRx, b ~ indicate
noerr) rxrate) E (false) (pdu)
S i N
Signal receipt 1 : e
RxC_idle RxC_Idie of PsPoll to 1. RxC_ldle . RxC_ldle Che_
AP transmit 1 1 auth
coordination. | !
______________________ !
PsPoll should 1 |
not be received | 4
at station, |
Copyright © 1999 IEEE. All rights reserved. 421

Microsoft Corporation
Exhibit 1019-00437



ANSVIEEE 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Process Rx_Coordination rx_coord_3.1a(4)
P Ry
] &Y
i LA
i 1
L K
sau =
not_auth
(true)
Mmindicate Mmindicate
(pdu, ., (pdu, , .
class3) class2)
( RxC_idle ) ( RxC_ldle )
422 Copyright © 1999 IEEE. All rights reserved.
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Process Tx_Coordination AP

timer Tifs, Trsp ;

ResetMAC
PimeReset._
Request
ds;;i?iiy:: aRxTngrn_
(aSifsTime - aroundTime)
‘mmrate:= (!;‘E;ﬂFa?e—r;Js?Een
rate to send  --1 selected from
mmpdus’ imBrates. Other

i ! selection criteria

are not specified.
[

ssre= 0,
slre:=0

|

coew' =
import
(aCWmin),

Backoff
(cew,-1)

TxC_idie

ap_tx_init_1e(8)

del curPm Bit;

dei dSifsDeiay, end
dci fsdu FragSdu ;
dci type Ftype ;
del rxAid Assocld ;
dct rerate Rate ;

dci txrate Rate
dcl cont Boolean ;

del acketstime, bstat, chan frametime,
frametime2 integer ;
dcl cow Integer:= aCwMin ;

dcl doHop, psmChg, cont

dcl seqnum, ssrc, sirc, n integer:= 0;
dci tpdu, rpdu, rspdu Frame ;

N

Boolean:= false ;
Rx Time ;

tmported dot11RtsThreshoid,
dott1ShortRetryLimit,
dot11LongRetryLimit,
dot11FragmentationT hreshold,
dot11MaxTransmitMsdulLifetime Integer;

/* RANDOM NUMB

fpar limit integer ;

imported procedure Random ;

ER FUNCTION ¥/

returns Integer ;

dcl exported FxiP Boolean:= false ;
dei ¢Tfrg exported as
dot11TransmittedFragmentCount,
cTfrm exported as
det11TransmittedFrameCount,
cTmcfrm exported as
dot1 1MuiticastTransmittedFrameCount.
cFail exported as dot11FailedCount,
cRiry exported as dot11RetryCount,

cMriry exported as dot11MuitipleRetryCount,

cCts exported as dot11RtsSuccessCount,

cNcts exported as dot11RtsFaifureCount,

cNack exported as dot{ 1AckFailureCount
Counter32:= 0 ;

B\
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Process Tx_Coordination_AP ap_tx_idle_2d(8)
Y Ack, Cfend, Cts, Wake I These transitions are
TxC_ldle -~7and MmCancel ignored o o e >-donly present at APs

in TxC_|dle state. .

I : 1 1with point coordinator.
e e !

i
[

e mem
LEntry when PsPaoll
1 station wakes (rpdu,

up to transmit. endRx, rxrate)

f
B e o o o

. PsPolied tpdu:= import(mBssid),
< non:g?(rl:?;t( > - (addr2(rpduy), TxC_Cfp mkFrame(  j= import(mBssid),
Ald(rpdu)) Cfack,

1 Test if fsdu seq set(endRx
---: ambr and tx +dSifsDelay,
tlifetime set. Tifs)

- seqnum:=
fsdusafi= | | ceqnum=4095 . PsPoll_
seqnum, then 0 else : _Sifs
segnum=+1 fi, '
fsduleol:= ! fal
- now + import : (faise) ! | ]
tpdu:= (dot11MaxTransmit_ ! T Pdu_ .
setSeq(tpdu, MsdulLifetime) H ifs Request
fsdulsqgf) - : (Fsdu)
! N
i 7]
tpdu;= | VAP responds rspdu;= addr1(
fdsulpdus sﬁg& « Jto PsPoll after mkCti(ack,02, fsdu!pdus(
(fsdulfCur) :S'fz V\tmh /é\ck, addr2(rpdu)) 1))
ordata. Basis
i i for choice of (faise)][ (true)
ot :g - "é-gf'“-'i'"-' : response is
xrate:= ee 9.6 for rules ifi i
! junspecified. TxRequest Sifs_Data
selected tx -—-: about selecting b e 7 o = =
data rate’ | transmit data rate. (rspdu,nrate) —Response
tpdu= (aSifsTime + (caicDur(txrate, stuffaMpdu_
setDurld || DurationFactor,sAckCtsLng)) + aPlcp_ Tifs *
(tpdu, ! | HeaderLength + aPreambieLength) +
1 |if (fsdulfTot = (fsdulfCur+1)) then 0 else
| : ((2*aSifsTime) + (calcDur({txrate, stuff
- v | (aMpduDurationFactor, sAckCtsbng)) +
tp?t%ﬁj?rﬁwpvgmgt ! | aPicpHeaderLength + aPreambleLength) PduRe,_
dot1 4 Pc;weprMan i | + stuff@aMpduDurationFactor ((length quest(fsdu)
Modosr] | | (fsdulpdus(fsdulfCur+1)) + sCrelng)"8)) + to self
M 7" 1 | aPicpHeaderLength+aPreambleLength) )))
\
t
t
|
i
1
1
L

__________________________________________ A iSee correspanding
R 1 page of station
sCrcbng) > import(dot11RtsThreshold)) and Iversion for comments
(not fsdu!grpa) and ((fsdulfCur=0) or retry(tpdu) yon usewith FH,
or fsdulresume) and (not import(mCfp)) b o o

rtsdu:= stuff(aMpduDurationFactor,
mkgti(rts, ((length(tpdu)+sCreLng)™8))+
aPlcpHeaderLength+
aPreambleLength +(3*aSifsTime) +
(2*calcDur(txrate, stuff(aMpdu_
DurationFactor,sAckCtsLng)) +
aPlicpHeaderLength+aPreambieLength) )
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Process Tx_Coordination_AP

Wait_Rts_
_Backoff

BkDone( .
bstat)
(false)
true)
mFxiP:=true
’ Backoff
cTfrg:= cow 4)(
inc(cTfrg) !
export
(mFxiP, TxC_Backoff
cTfrg)

TxRequest
(rtsdu, xrate)

Wait_Rts_
_Sent

(true)

[

mFxiP:=false

|

N N export
TxConfirm < / / (mExIP)
set(now+dUsec stuff(aMpdu_ -
(aSifsTime + |— DurationFactor, cow:=
calcDur(txrate, sAckCtsLng))+ aCwmin

aPlcpHeader_

Length+aPre_

ambieLength+
Wait Cts aSlotTime), Trsp)

ap_tx_dcf_3d(8)

Wait_Mpdu_
_Backoff

BkDone(
bstat)

{false)

Backoff(
cew,-1)

>

TxRequest
(tpdu,txrate)

fsdulgrpa

TxC_Backoff

TxConfirm < / v /

Ack signal is ! set(now+dUsec stuff(aMpdu_
generated ra (aSifsTime + |—] DurationFactor,
when Ack, ! : calcDur(txrate, sAckCtsLng))+
CfAck, or HE aPlcpHeader_
Data+CfAck [ Length+aPre_
received. i ambleLength+
*********** ) Wait Ack aSlotTime), Trsp)
Ack

(endRx, * Trsp

txrate)

cNack:=
inc(cNack)

export(cNack)
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Process Tx_Coordination_AP

ap_tx_dcf_3.1d(8)

] \
| LA
t !
I !
Wait_Cts
! [
Cis
N slre:=0, fsdulirc:=0
(endRx, Trsp . -
txrate) ssre=0, fsdulsrc:=0
reset cNets = cTfrg:= if (fsdu'grpa)
" inc(cTfrg), i then inc{(cTmcfrm)
(Trsp) inc(eNets) cTmcfrm:= else cTmefrm fi
ssre=0, export(cNcts)
fsduisrc:=0
cCts:=
inc(cCts) inc(cTfrm)
(faise)
PduConfirm PduConfirm =
export(cCts) (fsdu, (fsdu, ;:gﬁ:;gﬂ;a
SuUCCess) txLife) i
set(endRx
+dSifsDelay, TxC_ldie send_
Tits) frag
tpdu;= (aSifsTime + (calcDur(txrate,
setDurld | stuff(aMpduDurationFactor, and (ftype(tpdu)=beacon)
{tpdu, sAckCtsLng)) + aPlcpHeader_
tength + aPreambleLength) +
if (fsduifTot = (fsdulfCur+1)) then 0 (true)
else
Wait Cts ((2*aSifsTime) + (calcDur(txrate, set(now+
Sits stuff(@aMpduDurationF actor, ds;fs(De|ay+ —{aSlotTime, Trsp)
- sAckCtsLng)) +aPlcpHeader_
{.ength + aPreambieLength)+
stuff(@MpduDurationFactor,
((length(fsdu!pdus(fsduffCur+1)) +
sCrclng)*8)) + aPlcpHeader_ TxC_Cfp
Length+aPreambieLength)fij) -

Backoff
{ccw,-1)

TxC_Backoff

426
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Process Tx_Coordination_AP

(false)

mFxiP:=false

export
(mFxIP)

]

cew = if
cocw = aCWmax

then aCWmax

et €50 (27CCW)+1

fi

cow =

Backoff
{cew, -1)
S
sirer= fsdulirc:=
slirc+1, fsdullrc+1
import(dotttLong_
RetryLimit)

mFxiP:=false

]

export
(mFxIP)

ap_retry_4d(8)

cew = aCWmax
then aCWmax

cew: = if

else (2*cew)+1
fi

Backoff

(cew, -1)
tpdu:= fsdufpdus(fsdulfCur):=
setRetry — setRetry(fsdulpdus(
(tpdu,1), fsdu!fCur),1)

sCrclng) > import(

dot11RtsThreshoid))
(faise)
SSIC= fsdulsre:=
SSrC+1, fadutsro+1

cow:=
aCwMin

fsdulsre =

(false)

export(cFai)

D

TxC_Backoff

aCwMin (false)
fro = import(dot11Long_
fedutire RetryLimit)
(false)
PduConfirm (true)
{fsdu,
retryLimit)
cFail:= i This shows the case where the
inc(cFail), cont= true -~ same pdu is retried after the
cont = false 1backoff. It is also allowable to

return this fsdu to PM_Filter with

i status=partial, and to go to

! TxC_Backoff state with cont=false.

i This will aliow a different pdu

1 (if available) to be sent as the
next transmission.

1
o i e e o o

import(dot11Short_
RetryLimit)

impert(dot11Short_
RetryLimit)
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Process Tx_Coordination_AP

TxC_Backoff

BkDone .
{bstat)

(false) (true)

( TxC_idie ) cont:= false

send_
frag

ap_dwell_5d(8)

doBkoff)

ChangeNav
{0.cswitch)

‘channel
change is
Phy-specific’

'PimeSet._
request
(chan stuff)’

Wait_
_Channel

‘PimeSet.
confirm "
(status stuffy’

SwDaone

(faise) (true)

Backoff
(cew,-1)

SwChnl_

_Backoff
BkDone N
{bstat}

]

428
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Process Tx_Coordination_AP ap_pcf_6b(8)
fm——————— - e —————————
: "N i Transitions on this
! ‘E TxC_Cfp ~=1 page are only present
t i i for peint coordinator.
i e “ N am e e v ot
e | | I
1 Attach CfPoll .
-~ and/or generate not |rCnfp9rt Trsp TXCfACt‘ *
fsdu) |~ CtPol without (mCfp) (endRx)
‘ !data based on
1 poiling list if ! |
I mCfPoll=true —
. bt o set(now
pack:= " rtype.=
aSlotTime,
ftype(tpdu) Trso) cfAck
tpdu:= tpdu:= impart( tpdui= . .
fdsutpdus mkFrame  j——mBssid), mkFrame( :292':(?;3::23)
(faduHCur) (cfend, import( rtype, P
mBssld))
g Mmind_
fsdulec] icate(tpdu,
, .hoetr)
fsduisqf.= e Wait_Cfp_ Wait_Cfp_
seqnum, fsduleots Sifs Sifs
now+ import(
dot11Max_ I |
o TransmitMsdu__
pdu:= Lifetim
setSeq(tpdy, fetime) Trsp . '(Fx()_‘,f/\ck
fadu!sqfy !
tpdu:= ‘ TxRequest tpdu;=
setFtype g)rlgzgﬁ?u) (tpdu, setFtype
(tpdu, ' txrate) (tpdu,data_ack)
1
I SR |}
'txrate:= ! IChange data to R cTmefrm:=
c 4 selectedtx | * ddatarctack if e if fsdulgrpa -
H data rate’ | appropriate. inc(cTrg). then inc(cTmefrm)
: b else cTmcfrm fi
! SO
: export
Wait_Cf
H Site P (cTirg,
: cTmefrm)
1
S
st
I See 9.6 for ruies .
1
~ < about selecting WTa):tD_gr:g_
Hransmit data rate.
TxConfirm *
set{now-+
dSifsDelay,
Trsp}
Wait_CfAck
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Process Tx_Caoordination_AP

P m e A
t AY
i LA
1 1
1 |
e M

1 at Sifs

oy

set(endRx
+dSifsDeiay,
Tifs)

Wait_Sifs

PduConfirm
(fsdu,
success)

cThm:=
inc(eTfrm)

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Wait_CfAck

ap_cf_retry_7b(8)

Ack

{endRx, )

<L

reset(Trsp)

import(
mRxA)

|

>

fsdufCur+1

cNack:=
inc(cNack)

{faise)

{false)

|

export
(cNack)

1

PduConfirm
(fsdu,
txLife)

fsdu!fCur:=
fsdulfCur+1

tpdu:=
setRetry
(tpdu,1),

set(endRx+
dSifsDelay,
Trsp)

72—

|

fedulpdus

— (fsdufCurj.=

setRetry
(fsdulpdus
(fsdulfCur}, 1)

fsdulsrc:=
fsdulsrc+1

>Tifs

PduConfirm
(fsdu,
retryLimit)

PduConfirm
(fsdu,
partial)

TxRequest
(tpdu trate)

TxConfirm

TxC_idie

|

I

cFail:= cRtry:=
inc(cFail) inc(cRiry)
axport(cFail) axport{cRtry)

set{now+
aSletTime,

Trsp)

TxC_Cfp

A —

import(dot1ilong_
RetryLimit))

o ——— e
i

This returns the fsdu

L - -1to the queue. Atthe

1next cf-poll, either
I'the same fsdu or a
i different fsdu may
1pe selected for

| transmission.
b e
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>

Block Transmission

/* This block does octet- B
level transfers of MPDUs
from the MAC to the PHY
transmitter, generating
FCS fields and inserting
timestamp values where
necessary. Process Data_
Pump begins transmitting
when TxRequest arrives.
The sender of TxRequest
is assumed to have done
the appropriate actions
prior to transimtting onto
the WM. If these actions
include performing random
backoff or invoking the
"hackoff procedure" (see
9.2.5.2), a Backoff signal
is sent to process Backoff.
At the completion of each
backoff, a BkDone signal
is returned to the sender
of the Backoff signal at
the correct time to send
a TxRequest. The medium
state updates (busy, idle,
slot) from Channel_State
are forwarded to Backoff_
Procedure via Data_Pump
to prevent decrementing
the backoff count while
transmitting Cts or Ack
frames. This block is used
in both station and AP. */

{TxConﬁrm]

Txrg

(1.1

I:TxRequest]

N FwdCs

Backoff_Procedure

Data_Pump
(1.1)

Backoff,
Cancel

B kDone] transmit_1a(1)

Bkof

FromCs
cs

Busy, Idle, Slot]

PhyTxStart.confirm,
Phy TxEnd.confirm,
PhyData.confirm

ToPHY

PhyTxStart.request,
PhyTxEnd.request,
PhyData.request

Copyright © 1999 IEEE. All rights reserved.
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Process Data_Pump

H n del fes Cre;
: - 1 del dTx
N H Duration ;
[ H del k, txLength
Integer ;
——————————— del pdu Frame ;
lDelay from N dclt rate Octet ;
r ,Phy Sap(tx) (Tx_Idie) del source Pid;
| 1o antenna. -
i
: ___________
h FNG TxConfirm
: ResetMAC |--{if Tx halted
: sby ResetMAC.
PN LT
i
Il dTxe= dusee e ‘ Do not wait
L ] (aTxRfDelay + l_Pe';";re’;ﬂd‘— ~-dfor TxEnd. _
aTxPlcpDelay) I‘3C’f“"*"m

Tx_ldle

'Pass Busy, Idle and Slot signais
--jto Backoff_Procedure while Tx is
| idle, but not during transmissions.

transmit_1a(1)

imported
procedure Tsf Send_Frame
fpar integer.
Boolean;
returns integer ;
PhVDa‘f«— PhyData,
reques confirm
(pdu(k))
I —
o /* This process sends an
fes:= cre32 Mpdu to the Phy while
{fes. pduk)) generating & appending
the Fcs. On beacons and
t probe responses inserts
(TSF + Phy TxDelay) in
ko= kel the timestamp field at
. canfirm of octet 23.

To transmit after Sifs,
send TxRequest atend
of the M1 interval (see
$.2.10). For Pifs, Difs,
or any backoff slot,
TxRequest is sent at the
end of the appropriate

M2 interval. */
k=0,
;E‘xdr«;e?:gt Busy idle Siot fes:= mirror
pau. (notifcs))
courcers .§€n’&"th“e“1“s" o
- Busy Idie Slot Send_CRC --4complement
sender \of calculated
'FCS value,
| £ % ' Msorolse
k=0, . PhyData._
fcs:= initCre confirm
- [Picp lengthis
txLength: 1 ! Mpdu length ftype(pdu)
Length(pdu)
H‘ Fcs length else
___________ {(probe_rsp, (true)
___________ beacon)
findicate medium PhyData.
Busy ~-1busy to freeze request thT:E"d-.,
! backoff count (fes(k)) feques
,durlng transmit. | \L
{txLength+
PhyTxStart_ sCrelng, Send_Frame | . Insert k= k1 Wait_TxEnd
request - \ Timestamp
rate) 1
1
l | N |
___________ " g
. Start of time Yy
Wait_TxStart stamp in beacon | Eg:f?;;a‘- Send_CRC E:gg:f"d'—
and probe_rsp. |
| “Atconfim du=setTs .
Phy;'xStart_ of ociet 23, - .;Z . call Tt i TxConfirm
confirm insert TSF + ! (0 falseydTx) : to source
Phy Txdelay ! H
into [24:31)] i t
of beacon or : '; -C" 'f'j' ***** K :
xConfirm goes
.{ii‘gb_e_rfp_.____} L Tx_ldle

to process that |
sent TxRequest. 1
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Process Backoff_Procedure backoff_1b(2)

/* This process performs the

"l No_Backoff Backoff Procedure (see 9.2.5.2),

| returning Done(-1) when Tx may
begin, or Done(n>=0) if canceiled.
Backoff(cw,-1) starts new random
backoff. Backoff(x,n>=0) resumes
cancelled backoff. Backoff(0,0)
sends Done(-1) when WM idle. */

cw is contention 1
window, cnt is r
slot countfrom 1
previous BkDone. |
ifent<O, anew

|

|

random count
is generated.

P
1

Save Pld from

source:=
____________ H sender, [ -~ request to use

= /% input Signal Summary
mBk|P:=true 'La.s.a.?fr_c_fPSE%. BUSY is sent by Channel_State B
when the WM changes from idle
to busy due to CCA and/or NAV,
export and by Data_Pump at TxStart.
(mBKIP) CANCEL is sent by TxCoordination
to terminate a backoff and retumn
the residual backoff count value.
IDLE is sent by Channel_State at the
end of the M2 interval (see 9.2.10)
that busy WM has been idle (CCA &
NAV) for DIFS (EIF S after Rx error).
SLOT is sent by Channel_State at the
(<0) (>=0) end of each M2 interval (see 9.2.10)
___________ N e o e o e while the WM is idle.
Choose random | slotCnt= call IResume with count Busy, Idie and Slet are forwarded
backoff count ',-—— Randoﬁu(cw) slotCnt:=cnt L -3 from cancelled from Channel_State via Data_Pump
if ent = -1. backoff if cnt>=0. when transmit is not in progress. */

i
___________ N Bt

At start assume that the WM
is busy until receiving a signal --
which indicates the WM is idle.

1
___________________ 3+

Channel_Busy

idle at arrival of

Ea_c_lf?_ffwag_n_a l_'_ H del slotCnt, B
- cw, et
Integer ;
dcl source Pid;
dcl exported
mBkiP
ResetMAC ch;?:sea:n.

Transitions to 1
Channel_ldle  }--Jldle Slot —— . [Busy ancel
also alignithe | !
Backoff signal | 1
arrival time to : |
slot boundary : Siatensent T i
i y sent
M2)tming. 1 Channel_idie when WM idle. & | ent=1 snd_
This is for the 1 BkDn
case where WM l
l
]

No_Backoff

Ll
/* RANDOM NUMBER FUNCTION */
mBkIP:= imported procedure Random ;
false fpar limit Integer ; returns Integer ;
/* This function returns an integer
from a uniform distribution over
the range (0 <= value <= limit).
export Implementers need to be aware
(mBkIP) that proper operation of the MAC
protocol requires statistically
independent (pseudo-jrandem
sequences to be generated by
each station in a service area. */
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Process Backoff_Procedure

r Jeven if slotCnt =0

| Finish at M2 of proper slot,

} tatentry to state.

et

____________

Done sent with

e e -
[ [AY
: v i] Channal_idle
| |
b m————— H
] I i
~ Jldle Slat Busy
:
3
N N
H
i
H . slotCnt=
1 ( ) : sotCnt - 1 ‘ Channel_Busy
i H
§ 1 1
i ! 1
| pem e ——— !
r " i r -
! ldie signal 1 | 1Go back and
v Jnot sent if : + Jwait for WM
:WM free. This i ito become idle.
jconsumes any ' o i e
1dles still on 1
1
i
I
.

I Decrement count
“;for each slot
iwhen WM idle.

.

i
value -1 when
backoff counts '
down to zero.

-

3
i
i
L

(siotCnt)
to source

backoff_1.1a(2)

P i e et e e
I

Cancet has priority over other
» 4transitions. Done(0) returned if
; I Cancel arrives at instant
:siotCnt:=0‘

!
I
1
1
i
a

BkCone(
if cnt=0
then -2

ejse -1 fi)
to source

134
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SM_MLME_SAP

Block MAC_Management_Service Mac_Mgmt_ta(t)

MimeGet.confirm,

A T MimeSet.confirm,

f « ‘; MimeReset.confirm

1

Y. ot GetSet ReqConfirm Indications
“This process is | MimeAssociate.confirm, MimeAssociate.
asummaryof Lo_____ . MimeAuthenticate.confirm, indication,
MIB access. H I MlmeDeauthenticate,confirm, MImeAuthentlcate,_
MIB attribute 1 : MimeDisassoc;ate.conf}:m, indication,
definitions : H MimeGet st MimedJoin.confirm, MimeDeauthenticate. _
(in ASN.1) are | ! Mlmes t;equ . MimePowermgt.confirm, indication,
in section ©.4, | \ mesetrequest, MimeReassociate confirm, MimeDisassociate. _
___________ J ! MimeReset.request MimeScan.confirm, indication,

H MimeStart.confirm MimeReassociate. _
indication

MIB (1,1)

MimeAssociate.request,
MimeAuthenticate request,
MimeDeauthenticate.request,
MimeDisassociate.request,
MimeJoin.request,
MimePowermgt.request,

_____________ N
MimeReset.request |

sends a ResetMAC Lo~
signal to every ]
process in every

block. To reduce

]
1
1
I
4

Mres

MimeScan.request,
MimeStart.request

ResetMAC signal

1
t
! '
diagram clutter, : MimeReassociate request,
]
1

routing is not s;hc»v«!nl
cutside this block.

Mime_indications

[RasetMAC] Mime_Requests (1.1

(SR

This process handles i
requests sequentially. :. ___________ e e o e
Start, join, powermgt,
scan, re/dis/assaciate

]
‘
. - 9 -

and deauthenticate ! MimeAssociate.confirm, MimeAssociate._

must be sequential. MimeAuthenticate.confirm, indication,

Itis possible to have ! MimeDeauthenticate confirm, MimeAuthenticate._
multiple authentication /* In this block are MimeDisassociate confirm, indication,

sequences in progress! the MAC MIB and MimedJoin.confirm, MimeDeauthenticate._
concurrently. To allow MLME_SAP service MimePowermgt.confirm, indication,

this, AuthReq_Service | primitives described MimeReassociate.confirm, MimeDisassociate._

in the MLME block in Clause 10. The MimeScan.confirm, indication,

would have to cache | MLME services are MimeStart.confirm MimeReassociate._
challenge textand performed in the - - indication

match responses to ! MLME block. This ~ _ o -
Gached requestirfo. block is used both MimeAssociate.request,

in station and AP. MimeAuthenticate request,

MimeDeauthenticate. request,
MimeDisassociate.request,
MimeJoin.request,
MimaPowermgt.request,
MimeReassociate request,
MimeScan.request,
MimeStart request

TolMgt
FromMgt

R

MMGT
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Process Mime_Indications

Pass__
Through_
Idle

Mime_indication_1a{1)

dcl alg AuthType ;
dcl rsn ReasonCodé™
dcl sta MacAddr ;

lTh;s. state machine passes indications through, unmodified, from
——- MLME to the MLME SAP. MimeAssociate.indication and

lMImeReassomate indication are only generated by MLME at APs.

MimeAsso_, MimeAuthen_ MimeDeauth_ MimeDisas_ MimeReas_
ciate.ind _ ticate.ind__ enticate.ind_ sociate.ind_ sociate.ind_
ication(sta} ication{sta,alg) ication(sta,rsn) ication(sta,rsn) ication{sta)

|

1

[

|

MimeAsso_
ciate.ind_
ication{sta}

MimeAuthen]|
ticate.ind_
ication(sta,al

MimeDeauth}
enticate.ind_
ication(sta)

<

, <

MimeDisas_
sociate.ind_
ication{sta)

AN

<

ication(sta}

MimeReas_
sociate.ind_

|}

|}

|}

|}

L

)

)

436
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Process MIB

dcl x MibAtrib ;
dcl v MibValue ;
del adr MacAddr :
dcl dfit Boolean ;

MimeGet, MimeSet, an
MimeReset functions.
MiB access and update
is described informally
to avoid creating a full
definition of the MIB

in SDL (and anticipating
the integration of the
ASN.1 MIB definition
using Z.105). */

/* This process peﬁormsb

Cinvalid)

MimeGet._
confirm
(invalid,x,}

MimeRe_
set.request
(adr.dfit)

ResetMAC

‘reset read-write
attributes to
default values'

dot11MacAddresy
set to adr if
adr is non-null’
‘export values Mime_
of attributes Reset.con_
declared here' firm(success
1

MIB_idle

g

-~ 1MIB.

Y
i
]
!
]
1
}
i

MimeGet.__

MimeSet._

‘validate
"

l ResetMAC is sent to all processes
__1 in all blocks. However, to reduce
lclutter and enhance readability,

H | ResetMAC is omitted from signallists
land signal routes needed solely for
lthe ResetMAC signal are not shown.

l Reset read-write attributes in the MAC
The write-only attributes in the

i privacy group may also be reset.

llf there is a (non-Mime) means to alter
Iany of the read-only attribute values,
,they must be restored to default values.

A locally-administered MAC address

+ 4 may be used in lieu of the unique,
lg|obally-admm|stered MAC address
,ass;gned to the station. However, the

l value of dot11MacAddress may not change
,dunng MAC operation.

Mib_access_1a(2)

(‘write_only"} (invalid") ('read_only")
MimeGet._ MimeSet._ set MimeSet._
confirm( confirm value(xy =y’ confirm
write_only X, (invalid,x) : (read_only,x

L

L

L

lmport(x)

‘export(x)'

o=
value(x)'

e

MimeGet. _
confirm
(success x,v

MimeSet._
confirm
(success,x)
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Process MiB

* Import of {Read-Only} MIB counter B
values exported from other processes */
imported
dotitAckFailureCount,
dott1FailedCount,
dot11FesErrorCount,
dot11FrameDuplicateCount,
dot11MullicastReceivedFrameCeount,
dot11MulticastTransmittedFrameCount,
dot? tMultipleRetryCount,
dot11ReceivedFragmentCount,
dot11RetryCount,
dot11RisFailureCount,
dott 1RtsSuccessCount,
dott1TransmittedFragmentCount,
dotttWepExcludedCount,
dot11WeplcvErmorCount,
dot11WepUndecryptableCount Counter32 ;

/* The following Read-Only attributes in the B
MAC MIB are defined as synonyms (named
constants) rather than remote variables
because they describe properties of the
statien which are static, at least during
any single instance of MAC operation:

dot11AuthenticationAlgorithms AuthTypeSet,
dot11CfPollable Boolean,

dott1MacAddress MacAddr,
dott1ManufacturerlD Octetstring,
dott1PrivacyQptionlmplemented Boolean,
dot11ProductlD Octetstring,

aStationlD MacAddr,
dot11\WepKeyMappinglength Integer ;

in addition, all Read-Only atiributes in the
PHY MIB which are accessed by the MAC
are defined as synonyms.

Mib_import_export_2b(2)

/* Declarations of MiB attributes exported from B
this process */

/* Read-Write attributes */
dcl exported

dot11AuthenticationAlgorithms AuthTypeSet.=

incl{open_system, shared_key),
det11ExciudeUnencrypted Boolean:= false,
dot11FragmentationThreshold integer:= 23486,
dot11GroupAddresses MacAddrSet= empty,
dot11LongRetrylLimit Integer= 4,
dot1 1MaxReceivel ifetime Kusec:= 512,
dot11MaxTransmitMsdulifetime Kusec:= 512,
dot11MediumOccupancylimit Kusec:= 100,
dot11Privacylnvoked Boolean:= false,
mReceiveDTIMs Boolean:= true,
dot11CfpPeriod Integer= 1,
dot11CfpMaxDuration Kusec:= 200,
dot11AuthenticationResponseTimeout Kusec:= 512,
dot11RtsThreshold Integer:= 3000,
dot11ShortRetryLimit Integer:=7,
dott1WepDefaultkeyld Keyindex:= 0,
dot11CurrentChanneiNumber Integer:= 0,
dot11CurrentSet Integer=0,
dot11CurrentPattern Integer=0,
dot11Currentindex Integer=0;

* Write-Only aftributes */
dcl exported
dot11WepDefaultkeys KeyVector:= nullKey,
dot11WepKeyMappings
KeyMapArray:= (. nullAddr, false, nullKey .) ;

/* NOTE:
The values listed for MAC MIB atiributes are the
specified default values for those attributes.
The values listed for PHY MIB attributes are either
the default values for the FH PHY. or arbitrary
values within the specified range. The specific
vaiues for PHY attributes in this SDL description
of the MAC do not have normative significance.

*
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Process Mime_Requests Mime_request_1b(3)

T I del exported mActingAsApB /* This process tracks eB dcl alg AuthType B
: - ‘: Boolean:= false ; the synchronization stak decl bRate, oRate, ss Octetstring
H \ imported mAssoc, of the station as |dle dcl bss BssDser
b o e e - mibss Boolean ; (not part of any Bss), del bssSet BssDscrSet ;
Ibss (started or joined dcl btype BssType ;
an independent Bss), Bss dcl cap Capability ;
(joined an infrastructure dcl cfpm CfParms ;
Bss), or Ap (started an dcl chiist Intstring ;
nﬁggﬁ’: mgqia;ﬁbss a infrastructure Bss). dcl dtp, li Integer ;
endnewtypé MR’qStat'e AR Mime operation requests dcl diy Usec;
dei rqState ' invalid in the current dcl ibpm |bssParms ;
MRgState = idle - state are rejected here, dcl phpm PhyParms ;
qState:= idle ; ) . .
while valid requests are dcl ps PwrSave ;
passed to the Mime block dclrs ReasonCode;
for processing. This dcl scan ScanType ;
simplifies process flow dcl sta, bid MacAddr;
and signal saving in the dcl sts MimeStatus ;
Mime block, because only del tBen, tmax, tmin, tmot Kusec ;
meaningful Mime requests del typeSet BssTypeSet ;
arrive for handling. */ dcl wake, rdtm Boolean ;
export
(mActing_
AsSAP)
Fr - —————- rmemem e b :’ ————————————— .E
[ . Reject Startif 1 . .
DL __ 1 Reject Authenticate, tidle, allo 1l !
€ Lallow Start ifdle notide alow +<1 (ibLe, AP) (IDLE)
L T IDLE nor AP. |
[ . LI
Mime_ (ss, btype, tBen, MimeAuth_ 1 Reject as invalid MimeStart._
Start._ dtp, cfpm, phpm, enticate.re_ -—Jldue to not being request( , ,
request ibpm, dly, cap, quest(sta, , ) 1in a BSS. A
bRate, oRate) !} tmem e a————
el I MmeAst_ || sta ag
o~ invalidy . tmot)
confirm request
(independent) (infrastructure) I
MimeAuth_,
sCanBeAp enticate._ e,
(true) (false} request
Mime_ (ss, btype, tBen, MimeStart. _ MimeStart._
Start._ dtp. cfpm, phpm, confirm Wait_Mime confirm
request ibpm, dly, cap, (invalid) (alreadyBss)
bRate, oRate)
) I Reset and
Wait_Mlime - * -~J Deauthenticate
1 always aflowed.
MimeDeau_
ResetMAC thenticate._
request( : sta.rs)
)
| L
[
rqState:= idle, MimeDeauth_ ' | Deauthenticate
mActing_ enticate._re_ +  expunges lccal
AsAp:= false quest(sta rs) 1authentication
record even if

ithere is no BSS
Ifor sending the

. notification.
Wait_Mime H
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Process Mime_Requests Mime_request_2¢(3)
Fmmm e ——— A ——— e —————
t N lA||ow Associate
: 3 BSS -~dand Reassociate
1 | |wh»ie joined Bss.
o - ———  N—— m - — -
I
Mime_ MimeRe_ 3
Associate. — (sta, }mot, associate, (sta, tmot,
- cap,liy - cap.li)
request request

'Assocnate request
-~ rejected as invalid
lwhlle associated.

lReassocuate request
-=-qrejected as invalid
|xf not associated.

import
MASSaC

import
MASSOC

(true) false) bommmm T (false)  Jitrue)  TTTTTmEmmmmeme
Mime,
MImeAsspc_ Assoate (sta, tmot, MlmeReas_ MlmeRe__ (sta, tmot,
jate.confirm — cap.li) sociate.con_ associate._ cap.hi)
(invalid) request P firm(invalid) request '
- Wait_Mime - Wait_Mime

lRe)ect Scan, Join
AP -~dand Powermgt; allow
! Disassociate at AP.

' Reject Associate and
--4Reassociate at AP and
lat station not joined Bss.

f i I ]

MimeScan._ MimeJoin._ MimePower MimeDisas_ Mime_ MimeRe_

request request mgt.request saclate.re_ }a Associate. _ associate._

v ) (,).) (..) quest(sta,rs) : request(, , ,) requesty(, , ,)
t

I | l | ! ! l

t

MimeScan._ Mimedoin._ MimePower_| MimeDisas_ : MimeAssoc_ MimeReas_

confirm confirm Magt.confirm sociate.re_ } iate.confirm sociate.con_

( invalid) (invalid) (not_supt) quest(sta,rs) I (invalid) firm(invalid)
1
|

) ) ) ) L
|
- ( - - Wait_Mime ! ( - -
:
1
|
N ‘If not AP, allow Join, Scan : 1 Only AP may send
~-4and Powermgt, also allow A disassociate to a
(AP} k - ; N1
i Disassociate if associated. | taroup address.
b ——————— L
f I I 1 |

MimeScan._ s, scan, Mime.Join._ MimeDisas_ | | MimePower_|

request — dly, chiist, request( sociate.re_ mgt.request( — Ps,wake,rdtm)

(btype,bid, tmin, tmax) bss,tmot,dly, quest(sta rs)

{ e L__.....j
MimeScan. ss, scan, import and MimePower_
request dly, chlist, oRate) MASSOC not(isGroup mgt.request(
(btype bid, tmin, tmax) (sta)) ps wake, rdtm)

\]/ [ Tue (false} \L
. MimedJain._ MimeDisas_ MimeDisas_ .
Wait_Mime request( oRate) sociate.re_ sociate.con_ Wait_Mime
bss,tmot,dly, quest(sta,rs) firm(invalid)
Wait_Mime Wait_Mime -
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Process Mime Requests

Mime_response_3a(3)

i N
1 LA
I 1
I I
[ H

P ————— e e e e - “

) H Wait for MAC Save new (requesty 1

Wait_Mime  }-1management to signals while awaiting -~

1 process request. response from MLME.

M e S ————

1 i g I I 1
MimeAuthen_ MimeDeauth_ MimeAs_ MimeReas_ MimeDis_, MimeScan._
ticate.confi enticate.con_< sociate._ sociate. _ associate. _ confirm
(sta,alg,sts) firm(sta,sts) confirm{sts) confirm(sts) confirm(sts) (bssSet.sts)

MimeAuthen| MimeDeauthi MimeAs_ MimeReas_ MimeDis_ MimeScan.
ticate.confirmy enticate.con_| sociate._ sociate._ associate._ confirm
(sta.alg,sts) firm(sta,sts) confirm(sts) confirm(sts) confirm{sts) (bssSet,sts)
| "Scan 1eaves station 1
in Idle state because --{ rqState:=idle
synchronization with |
a previous Bss is !ost.:
T 1 Implementations may
ey ) save and restore TSF !
Mime_ MimeJoin._ Return to the 1 and association info |
Start._ confirm state prior to 1— " to automatically re- 1 IDLE
confirm{sts) (sts) Wait_Mime. il join a previous Bss. |
____________ ' S apmvRes T
' -
H
Mime_ MimeJoin._ H \
Start._ confirm rqState
confirm(sts) (sts)
(idle) (ibss) (bss) (ap)
IBLE IBSS BSS AP

(success)

rqState:= idle

IDLE

(success)

import
(mibss)

(true)

(false)

rqState:= bss

L

rgState:= ap,
mActing_
AsAP:=true

rqState:= ibss

8sSs

|}

export
(mActing_
AsAP)

1BSS

Copyright © 1999 |EEE. All rights reserved.
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MMGT

Block MLME_AP MimeDeauthenticate.confirm, ap_MLME_1a(t1)
MimeDisassociate.confirm,
MimeStart.confirm,

[ N Signat MimeAssociate indication,

| v StaState MimeAuthenticate indication,

; : (MacAddr,StationState) ; MimeDeauthenticate.indication,
B il - MimeDisassociate.indication,

MimeReassociate.indication

* In this block are the handlers
for Mime operation requests,
the responders for incoming
management frames, and the
time synchronization function
for the AP, as well as
contention free period timing Mop
if this AP includes a PCF.
This block also contains the
process which maintains
record of power save mode
and station state for access
by other processes. */

MimeDeauthenticate request,
MimeDisassociate request,
MimeStart.request

AsChange,
MmRequest

[M mConﬁrm] /—

MMTX Mime_AP_ e e
_Services (1,1) 1 This process assumes
To_Mix /* AP version */ - = = 4 that the Mime request
1signals have been
] ivalidated by MAC
PsChange, To_Mct [Mmlndicate] N jManagement service,
PsResponse yand are restricted
L llto those appropriate
[Dsﬂesponse:l tfor use at AP.
MMDS
-Dslnquiry. To_Ds Ssu
DsNotify
-MmCanceL [StaState]
SwChni
L Psm [Pslnquiry]
Power_Save_

e ——————-
1Records power

= wlu =t save mode and
station state,

i
O

_Moniter(1,1)
/* for STA &
Sst AP

[Ssmquiry:l \7

MCTL

SsResponse]

Pslndicate]
FromRx ToR
oRx
hangeNav]
PS
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Process Power_Save_Monitor

ps_monitor_1a(2)

I A /* Each of these sets holds MAC addresses of del psm -El_é;r‘s-égaﬁ‘ém"n
: . ‘] stations with a particular operational state. PsMode ; authentication :. "
\ \ Stations are added to and removed from sets del psquery info at startup :
b 3 due to MLME requests, received management Boolean ; but not reset. : |
frames, and bits in received MAC headers. dcl sst, asst b o :
T Sets are not aged, as there is no requirement StationState ; i
re rl; process \ for periodic activity, but aging to expunge del sta :
saiﬂe sfa?gg:( addresses of inactive stations is permitted. MacAddr ; :
g . * del H
g‘ga'zae‘ed 'Pat:l‘e awake, /* detected in sta_active mode */ i
alid rsfo mes: asleep, /* detected in power_save mode */ :
v cl! rxthr[a s, authOs, /* authenticated by open system */ ) '
a? " a;‘ aSﬁc authKey, /* authenticated by any other alg. */ authOs:=empty, | ]
state from at asoc  /* associated (0]1 member, non-AP) */ authKey:=empty
managemen MacAddrSet ;
exchanges by P |
this station. */ D _
e m e ———
1 Clear info on
asoc:=empty |- qpower save and
| associated
| stations at
l :starwp and
——————————————————————————— t
;Psindicate ) lrPcwer Save Mode and awake:=empty f_t_re_s_e _______
+ 4signals from Monitor_|dle -—-: Station State monitoring aséeed:empty'
: i Rx block. there, query on next page.
RSN . e e o ot n e e
N N [ 1 L
1 :
: StaState signals |
! |Psindicate L____\ StaState tor 1d
{ista, psm) from Auth, Asoc f~---- (sta, sst) ResetMAC Monitor_{dle
Mime services. |
____________
|
(power_save)
sst
(sta_active) (asoc) (auth_open) (auth_key) (de_auth)  |(dis_
S0C)
awake:= awake:= asoc:= authQS:= authKey:= authOS:=
Incl(sta, Del(sta, Incl(sta, b s Inci(sta, Inci(sta, Del(sta,
awake) awake) asoc) : authOs) authKey) authOs}
1
| P |
1
stain asleep:= : authKey:= authQS:= authKey:=
asleep Incl(sta, : Del(sta, Del(sta, Del(sta,
asleep) | authKey) authOs) authKey)
]
{true) \L I |_._.._.........__7
i
PsChange i
(sta, 2 - : )
sta_active) § 4 H (false) {irue) 1
H i
i : z
aslesp:= | 1Send PsChange ! asoc= )
Del(sta, + ywhen sleeping | Del(sta, |
asleep) Istation reports [ asoc) |
1active mode. H T I
R ERett . :
M daherivistdaduba Il 1
Association I { 1
adds asoc s - i
state while 1 I
leaving auth | '
infa intact. 1 :
___________ H e ——————
Deauthenticate :
of associated H

station causes
disassociate
at same time.

Lo m
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Process Power_Save_Monitor ps_monitor_2a(2)
g -
i \
1 [
i 1
] t
[ M
) l Power Save and Station State
Monitor_ldle  }--4 ! query and response below,
| monitoring on previous page.
lPslnqunry returns PsResponse to !Sslnquury returns SsResponse to report
[==1 report power mode awake, asleep, ~— | station state not_auth, assoc, or dis_assoc;
|or unknown at the target station. ! and authentication state not_auth,
—————————————————————— ,auth open, or auth_key at the target station.
isGroup
(sta)
(false)
sta in stain
asleep authOs
(false)
psm:= psm:= psm:=
unknown asleep awake
Iz | ] (false)
~
Zﬁgesgg?se arp_ asst= asst=
1o sender addr auth_open auth_key
asst:= sta in
not_auth asoc
(true) (false)
import asst=
mAssoc not_auth
(true)
(false) ;
sst= sst= lWhen there is no association
dié ésoc asoc sst:= asst —--‘ info, station state is identical
- {to authentication state
ot o e e e P
SsResponse
(sta,sst,asst)
to sender
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MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS

ANSVIEEE 802.11, 1999 Edition

Mep

Process Mime_AP_Services

/* Intra-MAC remote variables */

dcl exported mAssoc Boolean:= true,

mBrates Cctetstring:=mkOS(10,1),

mBssid MacAddr:= dot11MacAddress,

mCap Octetstring:= 02,

mCfp Boolean:= false,

mbisable Boolean:= true,

mbtimCount Integer:= 0,

dot11DtimPeriod Integer:= 1,

mibss Boolean:= false,

mNextBdry Time:=0,

mNextThtt Time:= 0,

dot11OperaticnalRateSet Octetstring:=
mkOS(10,1),

mPcAvail Boolean:= sCfPollable,

mPcPoll Boolean:= false,

dot11PowerManagementMode PwrSave:=
sta_active,

mPss PsState.= awake,

mSsld Octetstring:= null ;

A

[MImeDeauthenticateconfirm]

/* Each of these ovals represents a
SERVICE. Each service contains

the state transitions to handle a
DISJOINT SUBSET of the input
signal set of this process. Services
share local variables and the input
queue. Atany instant, a state
transition can occur in, at most, one
service -- the service which handles
the kind of signal at the head of the
process input queue. */

AuthReq_

[CISZerr]

ap_Mm_svc_1b(1)

MimeAssociate.indication,
MimeDisassociate.confirm,
MimeDisassociate.indication,
MimeReassociate.indication

MimeAuthenticate indication,
MimeDeauthenticate.indication

I:MlmeStarLconfirm]

ArgMop

Service_AP

ArgDs

MimeDeauthenticate. _
request

AsMop

AsocService_AP

Sst,
Send,
Xport

AsChange] AsCt

MmRequest]

[MmConﬁrm:l

Distribute_
_Mmpdus

DsSs

[StsState]

DsRx

AsocReq, Reasockeq,
AsocRsp, ReasocRsp,
Disasoc, Cls3err

AuthOdd, AuthRspService
Deauth

ProbeReq,
ProbeRsp,
Beacon,Cfend,
Sent

[Timer Tauth,
Tchal, Tben ;

Synchronization_

____________

Dslnguiry, DsDs
DsNotify
SyCH
MmCancel,|  __________ . [SwDone]
Swehni ResetMAC I %
handled by R -
Sync service.

ChangeNav]

[DsResponse]

[MlmeStan;request]

[MlmeDisassociate.request]

Arsind

Signal >

AsocReq(Frame),
AsocRsp(Frame),
AuthOdd(Frame),
Beacon(Frame,Time,
Time),

Cfend,
Cls2err(MacAddr),
Cls3err(MacAddr),
Deauth(Frame),
Disasoc(Frame),
ProbeReg(Frame),
ProbeRsp(Frame,

Time, Time),
ReasocReq(Frame),
ReasocRsp(Frame),
Send(Frame, Imed),
Sent(Frame, TxStatus),
Sst(MacAddr,

StationState),

Xport ;

SyMop
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Service AsocService_AP

reset(Tasoc)

Asoc_|dle

/* This setvice responds to
incoming Associate, and
Reassociate at the AP, and
handles Disassociate requests
from Mime and WM. This
service also generates
responses for class 3 errors. */

ap_disasoc_1b(2)

dcl asCap Capability ;

dcl asRsn ReasonCode |
dcl asSta MacAddr;

dcl asSts TxResult ;

dot asStat DsStatus ;

dcl asRdu, asSdu Frame ;

e o e e o e o o o
I On this page are Disassociate request,
==1incoming Disassociation frame, and
iclass 3 error. More on next page.

Disasoc

(asRdu)
dri(asR
= mBssid
(true) (false)
MimeDis,
i (addr2(asRdu),
iansdsigglt?c::_ reason{asRdu))
o i
| Update station

Sst(asSta,
dis_asoc)

- =+ state regarding
this association.

1
[Py

AsChange : Remove association
(asRdu, ==+ data recorded for
disasoc) this station.

t
[

Cls3err MimeDis_
(asSta) associate. _
request
I —
asRsni= (asSta,
class3_err asRsn)
asSdu:= asSta,
mkFrame mBssid,
(disasoc, asRsn)

[Py —
]

Local station state
--4updated even if
t notification frame

Sst(asSta,
dis_asoc)

e ——
' Don't confirm
~=<class 3 error

1 notifications.
____________
MimeDis_
associate. —| (successful)
confirm

446
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Service AsocService_AP

Asoc_|dle

e o o
§

On this page are response to

-+ asscciate and reassociate requests.

1 More of this state on previous page.
e e 2 o

AsocReq
(asRdu)

DsInquiry
(addr2(asRdu),
mBssid)

Wait_Asoc_
_Status

DsResponse
(. ,asStat)

ReasocReq
(asRdu)

Dslnquiry
(addr2(asRdu),
mBssld)

Wait_Reasoc_
_Status

DsResponse
(., .asStat)

(disasoc, else else
unknown)
‘assign ‘assign
Ald' Ald'
‘save 'save
request request
info(Aldy info(Ald)'
‘'make 'make ‘make ‘make
asoc_ysp asoc_rsp reasoc_rsp reasoc_ysp
(success)’ (faily’ (success) (faily
DsNotify( DsNotify(
addr2( asStat) addr2( reasoc)
asRdu), asRdu),

AsChange
(asRdu,
asStat)

Asoc_|dle

AsChange
(asRduy,
asStat)

Asoc_ldle

ap_asoc_reasoc_2a(2)
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447

Microsoft Corporation
Exhibit 1019-00463




ANSVIEEE 802.11, 1999 Edition

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Service AuthRegService_AP

ap_auth_req_1a(1)

1 N dcl auAlg AuthType ; /* This service handles
: - *l dcl auCap Capability ; DeAuthenticate requests.
\ I dcl auRdu, auScu Frame | This service also handles
b e 4 dct auRsn ReasonCode ; incoming the generation of
dcl auSta MacAddr ; responses for class 2 errors.
dcl auSts TxResult ;
dcl auTmot Kusec ; This service does not
do authenticate requests
because APs never
initiate authentication. */
Auth_Req_,
Idle
Cls2err mlmtDetau_ (auSta,
(auSta) enticate._ auRsn)
request
asRsn:=
class2_err
auSdu:= auSta,
mkFrame pod MBsSid,
(deauth, auRsn)
t Send notification,
(auSdu, --4do not wait for
| delivery confirmation.
‘ 1 Update local stations state
g’:t(:jat;a‘ -—1records. Sending deauth also
- jclears asoc state if present.
"if deauthenticating 1 ~ or
the current AP, or . auSta= isGrou
et i mBssld p
deauthenticating : (auSta)
everyone, en’d the 1| (alse)
association (if I
any) by clearing : -
mBssid and mAssoc. mAssoc =faise,
______________ M mBssid:=
nullAddr
1 Don't confirm
——-: class 2 error
i notifications.
MimeDis_
associate._ (successful)
confirm
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Service AuthRspSetrvice
prm i ———— by

1 \

1 LA

I |

i I
[N 4

dcl arAlg, arAlg2 AuthType ;

dcl arRdu, auSdu Frame ;

dcl arRsn ReasonCode ;

dcl arSeq, arSeq2 Integer;

dcl arSta, arSta2, arSta3 MacAddr ;

auth_rsp_1b(2)

/* This service handles B
incoming Authentication
& Deauthentication frames.

This state machine handles

dcl arSC  StatusCode ; only a single shared key

authentication challenge
sequence at one fime, which
is the simplest case. itis
possible to have several
authentication responses in
progress at once, provided
AuthOdd challenge text */ the source stations are all
(arRdu) dcl chKey Octetstring different. To allow multiple
responses this state machine
\|/ gets collapsed into one state,

Auth_Rsp_
_ldle

/* Key to generate
Tchal

- with sequence state held in a
arSeq:= arAlg:= /* The RC4 PRNG is accessed variablg The local variables
" authSeqNum  f— authAlg as a remote procedure: are replicated for each
(arRdu), (arRduy), prnString:= call RCA(key length) response, selected by
arSta:= This procedure only present when requester station address. */
addr2 dot11PrivacyOption__
(arRdu) Implemented=true
*/
imported procedure RC4 ;
else fpar PrngKey, Integer ;
returns Octetstring ;

arSCi=
auth_seq_
_fail

]

import imported dot11AuthenticationResponse_
(dot11Authenti_ Timeout Kusec;
cationAlgorithms)

110 be shared. However,

arSC:=
unsupt_al
PLas (shared_kpy)
___________ -
A station | -~
is allowed fbee arsC:= dot11Privacy Optionimplemented
to reject an j successful
open system :
auth request I false)
ioihor e chiey value uesd o
unspec_fail. | |sst(arsta, arChalng.= jThec i Yh‘v' “U ed fo
___________ a auth_open) call RC4 3 r 1 generate challenge text is
- (chKey, 128) i } larbitrary, and does not need
1 |
.

———— - . :xmplem&nters are advised
- that the source of chKey
I
Sst(arSta, arSdu:= 2*3:'5"}; 1 SHOULD NOT be one
de_auth) mkFrame m;Og(Z Y ! of the WEP keys, because
(auth,arSta, succasstal 1 Ithe output of the PRNG
| mkElem(eCtxt 1 when using chKey is sent,
i arChalng))) tunencrypted, in the
arSdu:= mBssid, 1 challenge text field.
mkFrame (arAlg // B
(auth, arSta, mkOS
(arSeq+1,2)
It arSC))
set(now+ dott1Authentication_
(import( T | ResponeTimeout)), Tchal)
I

Auth_Rsp_
_ldle

I
]
1
§
1
v

Wait_Chal_
_Rsp

1 Set response timeout and
fawait response to challenge.
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LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Service AuthRspService

Deauth
(arRdu)

arStald:=
addr2
{arRdu)

e
i

Update station

Sst(arSta3, -+ state, deauth

de_auth)

auth_rsp_2b(2)

Wait_Chal_ Timeout while |
Rep waiting is a Fo=n
- failed attempt.

1
i
1
1
i
In the case of 1 i
undecryptable | . Aug‘c?dd Tchal !
response, assumel ! (arRdu) 1
Auth frame from | !
expected source ! : 1
is sequence 3. 1 '
._._..q___—....--J I arSeq2:= arSta2:= Sst(arSta :
i | authSegNum [— addr2 de_auth) -
: (arRdu), (arRduy) -

1

1

1

1

I

Auth_Rsp_
_ldle

{Open_system
- -4 request from a

arSta =
arSta2

arSta =
arSta2

:clears asoc 1 different station
) if present. :can be handled
et twhile awaiting
Ic:hallenge rsp.
MimeDeau_ (arSta3, ot
thenticate. . — reason
indication (arRdu)) (Tehal) olse
(open_dystem)
[
tif d h i
arStad= . 'fmria::rr:nt import(dot11Authenti
mBssid VAP end asoc cationAlgorithms)
(true) ; (f any) by (false)
i clearing
o ImBssid and
mA;?:S'i"df”_'se' { MAssoc. arSC:= arSCi= arSGC= .
= Rintuiindaiuinhiuidy unspec_fail unsupt_alg successful H
nultAddr ':
l—.__g{ | t
I
Xport arChaing= geéi't}m Sst(arSta2, Sst(arSta, s
(eCtxt, de_auth) auth_open) '
(false) arkdu) !
'
E i
= Bssid |
arSC= arsC = arSdu: m :
- ! mkFrame (authAlg |
chnig_fail successful (auth,arStaz, (arRdu)) '
/I mkOS !
l | (arSeq2+1, |
2) It :
Sst(arSta2, Sst(arSta2, arsC)) i
de_auth) auth_key) i
1
L_..........._gl !
i
arSdu:= mBssid, Astation i !
mkFrame (arAlg /7 . WaltﬁChal_ is allowed :._--.:
(auth, arSta, mkOS(4,2) : -Rsp to reject an |
// arSC)) H open system {
] auth request t
| TEontnae T with status |
L Mo wait for _u_nffe_c_—f_a'_]_‘___j
1response to
| challenge.
Auth_Rsp_
_ldle
450
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Service Distribute_Mmpdus

mmpdu_svc_la(2)

i A /* This service routes
; N *I mmpdu and station stat
H | update signals from and
b ——— . to the mime operational
services. Signals are
'55&[@&?&"‘1 export( mAtmW, mBssid, mCap,mCfp, ?Ot modified, but some
. i po N ~ superfluous parameters
intra-MAC ra mAd, mDisabie, mibss, mListenint, are omitted in transfer. */
remote U MASSOC, mNext8dry, mNextTbtt, mPcAvail, _ )
variables to s mPcDivr, mPcPoll, dot11Power_
make updates : : \L ManagementMode, mPss, mSsid)
available.
valadle. i
I Mmpdu_
i idle
i
1
|
[ T I | T 1
! Sst Send MmConfirm Mmindicate
Xport : {mAdr, {mSpdu, {mSpdu, {mRpdu,miE
mSst) mim} mTxstat) mtT,.mSerr)
StaState ‘mRate:=
(mAdr, data rate to
mSst) send mmpdu'

)

mTxstat)

[ i ot o i i vt o e e

MmRequest
{mSpdu,
mim,mRate)

1 The selection criteria for
1Mmpdu Tx data rate are
Inot specified. Frames

:to group addresses must
tuse one of the basic rates.
|Requests should use one of
1the basic rates unless the

| operational rates of the
trecipient station are known.
1 Responses must use a basic
Irate or the rate at which

o ———————
I

MmConfirm only
—~1needed for probe
: responses and

beacons.

1
[ SN,

dcl mAdr MacAddr ;

del mim Imed ;

det pri CfPriority |

dcl mRate Rate ;

dct mRpdu, mSpdu Frame ;
dcl mSerr StateErm ;

dcl mSst StationState ;

del mtE, mtT Time ;

dcl mTxstat TxStatus ;
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Service Distribute_Mmpdus

{cfend, cfend_ack}

Cfend

{auth)

Mmpdu_
Idie

mTst= mod(
authSeqNum
(mRpduy), 2)

(0)

AuthEven
(mRpdu)

AuthQdd
(mRpdu}

(class2) (class3)
[ I
Cls2Err ClIs3Err
(addr2 {addr2
(mRpdu)) (mRpdu))
(asoc_req} {asoc_rsp

AsocReq
(mRpdu)

AsocRsp
(mRpdu)

I

(reasoc_req)

(reasoc_rsp)

I

ReasocReq
(mRpdu)

ReasocRsp
(mRpdu)

{probe_req)

(probe_rsp}

I

ProbeReq
{(mRpdu)

ProbeRsp
{(mRpdu,
mtE mtT}

mmpdu_sve_1.1b(2)

Atim
(mRpdu) l
Mmpdu_
Idte
{beacon) (disasoc) (deauth)
I [ I
E:;z%':j Disasoc Deauth
miE mtT) {mRpdu) (mRpdu)
Mmpdu_
Idle
452
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Service Synchronization_AP ap_lnit_1b(3)
Tt T\ del yAtimRx, yPsm, yRdtim, yWake Boolean ; dcl yPhpm PhyParms ;
“ v *l dct yAtw, yBen, yMocp Time ; dct yRdu, yTdu Frame ;
1 1 dcl yBenPeriod, yDtim,yemax, yemin Kusec ; dct yssid Qctetstring ;
B bttt - dcl ybd BssDser; dc! yOrates Ratestring;
dcl ybdset BssDscrSet ; dci ystp ScanType ;
dci ybtp BssType ; det ytrsl TxResult ;
dct ybsid MacAddr ;
dct yclist Intstring ;
dct yex, ydto, ytemp Integer ;
dct yDspm DsParms ;
dcl yFhpm FhParms ;
dcl yibpm IbssParms ; timer Tscan,
dcl ypdly Usec; Tmocp |
ResetMAC
‘'obtain PHY
characteristics’
variables ‘reset all
to default intra-MAC
vatues' remote
Y
___________ . 7l
Set TSF i ytemp:=
time to ;-——v call TSF
zero 1 (0, true)
Xport
Sotirgthess 1 [ resetToom,
timers o now  £--J set(now, Tauth),
causes events set(now,Tchal)
in each of the :
muiti-state i
services of the :
process, forcing
each service to : No_BSS
its idle state. 1
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Service Synchronization_AP

-
I

ap_Start_Bss_2b(3)

: " Start 1BSS on
H 2 No_BSS -=1this page, join
i { jon next page.
e a [ -
:r Rc—zi;a“t; ------ MimeStart. _ qunPeriod.
e Stt:tlon request - yg?m, o FHphy'
| state (mSsid, yBtp yCipm, yPhpm,
'; :machme‘ 4 * ibpm, * mCap, (false)
| tmmmmne e mBrates, yOrates)
]
t yMocp:=kUsec yMocp:=kUsec
: (import(aMedium | (dwellTime
H (independent) QccuparncyLimit)) (yFhpm))
: (infrastructure) I E l
I
]
{ ) miextBdry:= 0 false
. Sta_Active now+(yMocp gnbd yM)ocp))
- (calt TSF
&Oﬂ 1Power_ station_active, set ] l:\;iz;i-z; ------
anagement_ L mPss:=awake, NextBd b--1 ;
Mode:= dot11Beacon_ (mT;ZCBp)w’ :dwell timer.
| Period:= yBenPeriod [ b
MimeStart._ doti4Dtirm_ dot110perational_ _yChan= } Set starting
confirm Period:=yDtim RateSet =yOrates first or only) -~ channel (FH)
(invalid) = ' =Y channet’ 10r operating
tehannel (DS),
\L I y null for iR,
export(dot11_ dot110perational_
No_Bss BeaconPeriod, J RateSet,dot11Pow_ (S‘échggltme)
dot11DtimPericd, erManagementMode) 4 ’
yBen:= kUsec( n{:g‘:z};gﬁ: (0 false)
yBenPeriod) - (call TSF mod yBen))
CfA| Cf] / oo
mCfAvail:= (yCfpm) /= 0 set N
fdim_ | then true (mNextTbtt,  f--d hENZE
Period else false fi Then) l '
'set mCfPoi
and mCap for
operating state’
set aCfPericd and MimeStart. _
aCfMaxDuration confirm
from yCipm' (success)
'set actual
phy parameters
from phpm'
Xport
454
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Service Synchronization_AP

ap_TSF_bss_3b(3)

P I
t LA
| t
t i
I I
ProbeReq
Then Cfend e < mocp
set ytdu:= bcstAqdr,mBssld, mNextBdry:=
(now+yBen, mCfp:=false mkFrame  |— OB /timestamp mNextBdry +
Tben) (probe_rsp, inserted by tx */ yMocp
/I mk2octets(
T I l yBenPeriod)//

N o e
mkFrame 08 /*timestamp Xport (yigu norm) mkElem(eCfp, (mNextBdry,
(beacon, ;;‘?&?cg\gz( ! ' yifgn)”( ke Tmocp)

h mkElem(eSupRates,
[ %ng;?mﬁgifgm( \I/ \I/ yOrates)//mkElem(
mDtimCount:= eSsid, mSsld)/ ePhpm,yPhpm))
mDtimCount-1 mkElem(eSupRates, - -
yOrates))

ytdu:= mkEtem

ytdu 7/ (eCfp,yCfpm)
yCfpm:= if yCfCnt=0 yChan=

setCfpCount then import (dot11CfpPeriod)-1 next channel

(yCfpm, else yCfCnt-1 fi) in hop seq’

{8{”3‘ riod import SwChnl SwChnl
se(ycﬁp::"’ (dot11CfpPeriod)) ( false) (yChan true)
yCfom:= i )
port Wait_Hop_
sett;,‘;lfglf\g?:Dur (dot11CfpMaxDuration)) Bss

‘update
cfDurRem SwDone '
and mCfp’

N
4 J
‘add proper
phy parameter
set element’
Xport, 1TIM element
Send --1gets added by
(ytdu,imed) 1 PM_Filter_AP.
[
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RX

Block Reception

Includes decryption if t
dot11PevacyCptionimplemented ;. _
=true. This is a typical H
tocation, but implementers :
may use other locations t
between the PHY _SAP_RX :
and MAC _SAP as fong as 1
they provide the specified '
behavior as observed at i
LLC, MLME and the WM H

reception of MPDUs from the
PHY. and validation. filtering,
and decryption needed so higher
blocks have uniform, error-free
information from the relevant rx
events. This block also maintains
the MAC's view of channel state,
including the NAV {and remote
variable mNavEnd), rx activity
(and the remote variable mRxA),
and slot timing (providing the
Busy, Idle and Slot signals to
the Transmission block). */

/* This black handles octet-level %

ToTx Channel_State

[(FR)]
Busy, ldle, Slot]

FromCti
NeedAck,
RxCfAck,
RxCtPoll

[ChangeNav]

[ChangeNav] ndAck

[inndéca!e]

/

[Pslndicate] receive_1a(1)

ToRx

N

Defragment
1.1

/* also decrypt */

Rprdu]

FromSync

/

Defrag

tUpdNav

ToPs

Filter_MPDU
(tn

SetNav,
ClearNav

PhyCca.indication,
PhyCcarst.confirm

signal ClearNav(NavSrc),
RisTimeout,
RxMpdu(Frame,Time, Time,

Rate,Boolean,

KeyVector, KeyMapArray),
SetNav(Time,

Duration,NavSrc),
UseDifs(Time),
UseEifs(Time)

RtsTimeout
UseDifs,
UseEifs

fsCH

P"ﬁ

Rprdu]

Fiter

PhyCca

Validate_MPDU
(1.1

PhyRxStart.indication,
PhyRxEnd.indication,
PhyData.indication

- FromPHY

[PhyCcarst.request]

456
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Process Channel_State nav_clear_1b(2)
|r _________ '1‘\ dct exported timer Tifs ; dcl ¢cs CcaStatus ;
'l . " * tNavEnd as timer Tnav ; dcl rxtx, slot, sifs Integer ;
1 h mNavEnd Time ; timer Tslot ; det dDifs, dEifs, difs, dNav,
Gt + dRxTx, dSifs, dStot Duration ;
dcl tNew, tRef, tRxEnd Time ;
dct newSrc, curSrc NavSrc ;
ResetMAC
l —
dSifs:= dRxTx:=dUsec 0 Eifs based Wait IFS 1 ClearNav, RtsTimeout,
dUsec f=t==1 (@RxTxTurn_ r yon the lowest IDLE ¥/ ~=1Tnav, Tsiot ignored
(aSifsTime), aroundTime) : i basic rate, m Wait_IFS state.
PR put PPNV NHSUSUURN A o
| i [ |
dSlot= [P : PhyCca. SetNav
dUsec ™ ?2D lfzss;?)‘fs ¥ ! <acu:::T|fs > Tifs indication (tRef,dNav,
(aSlotTime), : (cs) curSre)
| E— ! P — | I
dEifg:= calcDur(first(
dUsec l import(mBrates)),
(aSifsTime + r sDtuff(?M%d UT
urationFactor, i
K——-— sAckCtsbng) + (idte) (busy)
aPlcpHdrLength P siaeiiulivial
difs:= + aPreamble_ dl L Cs noNav ClearNav, Tnav, Tifs,
dEifs Length) + dDifs) Idle ; - FBUSY ¥/ -4 RtsTimeout, Tslot
e — H ng nored in this state.
Y NN S USSS L S
| | !
bus TAssume channel” set | fidiesignalis  [phyCea._ SetNav
NarE n“dib L~ — 4 busy until Phy (now+dSlot, | * qsentatend of indication (tRef,dNav,
: : indicates idle. Tslot) lthe M2 interval (cs) curSre)
1tNavEnd is =0 (anure 47).
| tuntiffisstrx ] bmmmmmmmeee k———————————
|that sets Nav. ' “““““““““ (idle)
___________ RtsTimeout, _
reset(Tnav) noCs_noNav ) __ I7pay ClearNav, 'NaVEd”d"‘
1 Tifs ignored tRef+dNav
jintis sate, (busy) ‘
1 PhyCcares_e;__- set
z;y'_’;:eim"“ -~ confirm is - (tNavEnd,
! ignored, curSrc) Tnav)
— |
PhyCca._ . set
export tNavEnd:= export
(tNavEnd) indication tRef+dNav Tslot (now+difs, (tNavEnd)
{cs) Tifs)
= set
cursre= (tNavEnd, Slot . Wait_IFS Cs_Nav
Thav) H
!
l | !
set : rgl;t-sTg-;\.a-l_i; o /* This process
Busy - Busy (now+dSlot, [ {generated at maintains chann
Tslot) lthe end of each state based on
1 M2 interval both physical and
| \l/ I(th 47) while virtual carrier
I<:hannel is idle. sense, generates
expot | [ =} tTTummsossses slot time reference,
Cs_noNav (tNavEnd) . and provides Busy,
tdle & Slot signals
to Transmission. */
noCs_Nav
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Process Channel_State

nav_set_2¢(2)

i The initial difs
1 value is dEifs,
1set by a UseEifs
!'signal generated

1 by Validate_Mpdu
:at startup and
,due to ResetMAC.

tNavEnd is =0 !

i N noCs_Nav [ Tslot and Tifs i Tslot and Tis
: ‘, » BUSY ¥/ -—1ignored in --1ignored in
1 I IHOCS Nav state. ;Cs Nav state.
PhyCca._ PhyCca._
indication Tnav indication Tnav
(cs) (cs)
PhyCcarst._ PhyCcarst._
request request
(busy) (idle} (busy) (idle)
Cs Nav . curSrer= . noCs Nav cursre:=
_ nosrc - nosrc
set set
(now+difs, (now+dlfs,
Tifs) Tifs)
Wait_IFS Cs_noNav
M 'ChangeNav is noCs_Nav, ‘Cleanng NAV on
/* all states */ i -‘SetNav if not Cs_Nav r 1RTS timeout is
H | channel switch. raNavy o] loptlonal (9.2.5.4).
| s ————— | T e
1 ] : 1 i i | I
. ChangeNav SetNav !
UseEifs UseDifs H ! Rts_ ClearNav
\ (tRef dNav, (tRef dNav, | + =~
(tRxEnd) (tRxEnd) : newSrc) newsSe) 7 Timeout (newSre)
| .
1
i
difs:= difs:= ' tNew:= curSre=
71 dEifs-dRxTx dDifs-dRxTx tRef+dNav rts
1 (true)
’l 5 (false)
| S -
: set Clear NAV and ll difs:= (faise)
H L] =
H (tRxEr}derkfs, use EIFS after ¢ dEifs-dRxTx
I Tifs) channel change. 1
: ““““““““““ | {true)
!
' tNavEnd:= tNavEnd:=
: set(now, Tnav) tNew, - . now,
: curSrc:=newSrc : curSrc:=nosrc
! l [ ! N
N i 2
1
L

until first rx
on new channel. |

[
I

tNavEnd:=0,
curSrc:=nosrc

Nav is cleared by setting Tnav 3
to now. This causes immediate,
Tnav signal to enable exit from 1
noCs_Nav or Cs_Nav state. |

1
1

t ! set(tNavEnd,
H

Tnav)

export
(tNavEnd)

458
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Process Validate_MPDU

start_rx_1b(2)

*

(Rx_tdle)
“Calculate PHY 1 D1:= dUsec
Rxdelay that  p-~1 (aRxRfDelay+ ResetMAC
is subtracted : aRxPlcpDelay)
from now to i
getreference | ‘
point times. :
reset(Trts)
cErr=0,
mRxA =false
export
(CErr.mRxA)
o ——————— e
tindicate Rts
r {non-response Rx_ldie
! jtimeout.
porm T
'
i
U N Trs PhyRxStart. (rxLength,
indication rxRate)
RtsTimeout reset(Tris)
) | B
!indicate that
. mRxA'=true L --4a reception
{is in progress.
exportmRxA)
k=0, tinitiatize CRC &
fes:=initCrc, == clear pdu buffer
pdu:= nult 1 (fength(pdu)=0).

dot11Privacy

(false)

Rx_Frame

Option_
tmplemented

/* This process receives an MPDU from the
PHY while calculating and checking the
FCS value. Frames with valid FCS, length
and protocol version are sent for receive
filtering, along with a snapshot of the WEP
keys if dot11PrivacyOptionimplemented=tru

This process also provides Channel_State
with Difs/Eifs and Rts timeout signals,
and maintains the mRxA remote variable. */

e,

del exported mRxA Boolean:=false,
cErr as dot11FcsErrorCount Counter32:=
imported mBrates Ratestring,
dot11WepDefaultKeys KeyVector,
dot11WepKeyMappings KeyMapArray,
dot11ExcludeUnencrypted Boolean ;

dclfes Cre;

dct D1, dRts Duration ;
dct endRy, startTs Time ;
dcl k, rxLength integer;
dct pdu Frame ;

dcl rxRate Rate ;

dcl status PhyRxStat ;
delv Octet ;

dcl wDefault KeyVector ;
del wKeyMap KeyMapArray ;
del wExclude Bootean ;

timer Tris ;

[Ty
i

Save copy of

- JWEP keys at
! 1RxStart in case
1 "Mpdu is first
1y
1 tfragment of
1 :encrypted
! Msdu/Mmpdu.
E __________
1
i
wDefault:= : doti1Wep
import . {00 —
pory Defaultkeys)
wKeyMap:= dot11Wep_
import( KeyMappings)
wExclude:= (dot11Exciude_
import Unencrypted)
Rx_Frame

Copyright © 1999 |EEE. All rights reserved.

459

Microsoft Corporation
Exhibit 1019-00475



ANSI/IEEE 802.1

1, 1999 Edition

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Process Validate_ MPDU

1o o st o oo o o e o e e

o — e ———
i

Rx_Frame

PhyRxData.
indication(v)

P ———
i

Accumulate PhyRxEnd._
-}octet into Mpdu indication
and CRC check. (status)

[
[ ——

endRx:=
now-D1

fes:=
crc32(fes, v)

Save arrival time pdu:=
1 of first octet of pdu //
:(what may be a} mkstring(v),
| imestamp field.
startTs:= =
now-D1 o=kt
| I—

(false)

sMaxMpdu_
Lng

(true)

Rx_Error

PhyData.indicate t
ignored to drop
excess octets.

wwwwwwwwwww -
1

Save time of Rx

end as reference ;--1

for start of IFS. |

Indicate that
reception is
not in progress.

protocol_
Ver(pdu)

(false)

(no_etrror)

(=sVersion)

o e am
i

Save time of Rx

~ jend as reference

i for start of IFS.

validate_rx_2c(2)

Rts timeout [
based on L
rate of Rts.

else

(true)

ftype(pdu)

dRts:=dUsec(
(2*aSifsTime)+
(2*aSlotTime)+

r

calcDur(rxRate,
stuff(aMpdu_
DurationFactor,
sAckCtsLng) +
aPlcpHdrLength +
aPreamblel.ength})

[ SO S

¥

———
set
(now+dRts,
Tris)

e

&g{;ﬁgzd'— cErr= pdu:= substr {rxLength -
(status) inc(cErr) (pdu, 0, i sCrcbng))
] i
:r ““““““““““““““
. ; 1 Drop FCS field from
= 1
igdwRS1 export(cErr) Eﬁ\ed%;e; + dframe before passing
1up for filtering.
e e L ELLEDLELE LS
Optionimpiemented
and wepBit(pdu)
(false)
- RxMpdu startTs, startTs, rxRate,
ésnedtréris) a (pdu, p~—ee{ rxR ate, wExclude wDefauit,
[ ' endRx, ) wKeyMap)
: t |
D | pmmmmm I
: 1 Eifs based
mRxA:=false . 1'on the lowest
1 basic rate.
! Assumed to
i be the first
lelement of
exportmRxa) | LMEEES
Rx_idle

460
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Process Filter_MPDU pre_filter_1d(4)

dcl exported cDup as dot11FrameDuplicateCount,
cMc as dot11MulticastReceivedFrameCount,
cRx as dot11ReceivedFragmentCount Counter32:=0;

Fm————n

i

1

'

1

t

1

1

1

i

=
&—..)/

dPsp:=dUsec( mBrates)), imported mBrates Ratestring,
aSifsTime+cale |— stuffaMpduDuration_ mBssid MacAddr,
Dur(f;rgt(import(_ Factor, sAckCtsing mCfp Boolean,
+ aPlcpHdrLength) dot11GroupAddresses MacAddrSet,
+ aPreambieLength)) mibss Boolean,

mSsid Cctetstring,
aStationid MacAddr ;

cache: = i Initialize tuple cache dcl cache TupleCache ;
clearTuple_ +--4for duplicate filtering. dcl dup, myBss Boolean |
Cache(cache) :Cache capacity is set dclt dNav, dPsp, dAck Duration ;
by "tupleCacheSize" dcl endRx, strTs Time ;
tbut a specific size dcl pdu Frame ;
!is not specified. del rxRate Rate ;
e dcl sre NavSre ;
Fiter_idle del wDefault KeyVector ;
decl wExclude Boolean ;
dcl wKeyMap KeyMapArray ;
RxMpdu startTs.rxRate,
ResetMac (pdy, | wExciude wDefault,
endRyx, wKeyMap)
— I
dAck: = (duriD{pdu) > 32767) /* This process filters valid received B
if (moreFrag then dUsec(durld{pdu)) frames by destination address, and
(pdu) = 1) and else O fi Bssld for group destination addresses.

This process also maintains received
l pdu counters and the tuple cache for

Gather Power ": Psindicate detecting duplicated unicast frames.
management - (addr2(pdu), p—{ pwrmgt(pdu))

info from all H Data and management frames which
- 1 need acknowledgement cause a

_\ialuif_ra_rzis;__ ! NeedAck signal to Protocel_Centrol

as well as an RxMpdu to Defragment.

dNav:=dUsec Piggybacked CfAcks cause RxCfack
(durld(pdu)), signals, and CfPolls cause RxCfpoll
Src:= misc signals to Protocol_Control. If an
RxCfPoll is sent for a Data+CfPoll

or Data+CfPoll+CfAck, the NeedAck
has to reach TxCoord during the Sifs.
mActing (The data frame report cannot serve
AsAp) - this purpose because the payload may
be a non-finai fragment.)

(false)

(=1)

IAP, check
: all frames, 2 durld({pdu)
| pages shead. ;accepf frame,
fmTTeTT (1:32767) inextpags.
SeatNav
(endRx,
dNav, sr¢)
]
Eilter idle . jF(ames with toDs=1 ignored by non-APs,
1

Duration and Cfp duration remaining
are reported to Channel_State, and
power save mode is reported to Mime. */

r——————=n

~1 except Duration/Id field for Nav update.
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Process Filter_MPDU

If addr1 (RA} is
group address,
check the Bssld

b e e 2

............

| Check for
+ dbeacon from
;another 833,

(faise)

| Report probe
i~ requests only
|wnen in lbss.

(probe_reg)

sCfPollable Filter_ldle
(false) (true)
a
a
startTs,
ftype(pdu) rxRate,
wExclude,
else cfack, wDefault,
E;iata_ack, wKeyMap)
cfpoli_ack,
data_poll_ack,
cfend_ack)
RxCfACK i gn:uhclted
g --1 xCfAck
(addr2(pdu)) isignals are
,:gnored

filter_sta_2b(4)

= (if frDs(pdu)=1
then addr2(pdu}
else addr3(pdu) fi)

BcAddr or
import(aGro_
upAddresses)

durld({pdu}

[ Ensure that
==+ Cfpoll comes

ftype
(pdu)
(beacaon) (cfend, else
cfend_ack
nd ssid(pdu) =
import{mSsid)
nd capB(pdu)=cibss
Rxindicate ClearNav
(pdu, " (cfend _
endRx, H Other)
' else
I
; i dNav:=
Fiter_ldle b | dusec(cfDur_
: Rem(pdu))
i
1
____________ P
Report ibss beacon s : SethNav
with own Ssid but % s (endRx.dNa Fiiter_ldie
other 8ssid, for use! cfpOther)
based on TSF age. : T
sre:= if rts= import
ftype(pdu) then (dot1tMac_,
rts else src fi Address)
import
(mBssld)

glse ;from own Bss.
““““““““ (49153; TTEEmEEm T
___________ Wl 51159) s
Rx broadcast 1 | dNav:= :Update Nay
or multicast, | + Filter_ldfe d;‘“‘ LL. 1for PS-Pail |
2 pages ahead. | | sp IAck Dur/id g
___________ 4 |f:eid is AID.
N e T
........... w !
Ignore frames 1 : SetNav
addressedto  + 4 . (endRx,
othergroups | H dNav, src)
inthis BSS, | 1
___________ . 1
____________ Al e ————
Update Nav usingt | RxCfPoll lOnIy report
Duration/ID value } + Filter_idle (endRx, --1cfpoll from
fr&m fr::rr;gs to all : rxRate) |umcast to sta.
other stations,. ! M—— v | N ] el
Else case is for :
Durld=32768 1 K Tememooomooo-
in the CF period. | 1 Rx directed
o --==--frame to sta,
l2 pages ahead.
462
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Process Filter MPDU

Aill frames to
AP are directed

{ Receive probe
- qrequest at AP
:the same as at

1 Ibss station.

p—

(false)

(true)

(data_ack,
cfend_ack,
cfack)

RxCfAck
(addr2(pdu))

sre:=if rts=
ftype(pdu) then
rts else src fi

durld(pdu)

(t

( (49153:
32767)

51159)

Nav to cover i :
PS-Pofi Ack 4|  dNav=
when DurlD ! dPsp
field is SID. H

Update Nav SetNav
using value (endRx,

in DurationfiD dNav, src)

field of frames
directed to all
other stations
Else case is for
Durld=32768

in the CF period.

Filter_Idle

import

MacAd

else

{dot11_

]
1
I
1
1
1
I
1
|
!
1
1
1
1
I
I
i
dress) :
1
1
1
Il
i
M

————— \ frame to AP,
next page.

3
LA N

(probe_req)

(beacon)

ClearNav
{cfend_
Other)

ANSVI/IEEE 802.11, 1999 Edition

fiiter_ap_3a{4)

(true)

eise
cfend_ack)

else

dNav:=
dUsec(cfDur_
Rem(pdu))

SetNav
(endRx.dNa
cfpOther)

Filter |

idle
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Process Fitter_MPDU

Count ajl valid 1
directed frames |
to this sta, even |
those that wil |
|
1
1
t

{ cRx:= inc(cRx)

N 1Report incoming

| directed frames,
inciuding all

:received frames
|accepted at AP

be discarded
as duplicates
or due to WEP, export(cRx)
retryBit
(pdu)
(=1 (=0) (beacon)
searchTupleCache
dup:= — (cache, addr2(pdu),
seqg(pdu), frag(pdu))
dNav:=
dUsec(cfDur_
Rem(pdu))
(true) (false)
- SetNav
_cDup: {endRx.dNay
inc(cDup) cfpBss)
RxMpdu startTs,
export(cDup) (pdu, |— rxRate,
endRx, wExclude,
wDefault,
wKeyMap)
“Ps-Palison 1
else path (as |-
contrel frame) 1
to allow ack ! "
or data as the : {data, management)
response from | | ey pe s e s
pm?ow; ctl. ' NeedAck I Directed Atim frames must
___________ B (addr2(pdu), ¢ - - 1 be acknowledged, but may be
endRx,dAck) | omitted frem cache, see 9.2.9.

New cache entry“
if (addr2, seq)
is not cached.

I
r cache:=
I
if entry exists |
i
1
1
1
I

for (addr2,seq),
update time
and fragment
number of entry.

<

Filter_{dle

updateTupleCache

l—j {cache, addr2{pdu),

seq{pdu) frag(pdu),
endRx)

cRx:= inc{cRx),
cMe:= inc{cMc)

export
(cRx, cMc)

fype(pdu)

report_rx_4a(4)

! Report incoming

--1group-addressed

] frames at station.

lCoun' aff valid

b1 ! broadcast and

i multicast frames
o this sta, even
1 those that will

: be discarded
|due to WEP,

{cfend,
cfend_ack)

ClearNav
(cfendBss)

startTs,
rxRate,
wExclude,
wDefault,
wKeyMap)

Filter_ldle
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Process Defragment wep_filter_1b(3)
o -
i \ del exported clerr as dot11WaeplcvErrorCount,
! 3 Decrynt cUndc as dot1tWepUndecryptableCount,
| | ecryp cExcl as dot11WepExcludedCount Counter32:=0;
dLife:= (dot11Max imported mCfp Bootean ;
dUsec( L Receive imported dott1MaxReceiveLifetime Kusec;
import L;fetime)_) imported procedure RC4 ; fpar PrngKey, integer ;
returns Octetstring ;
export( dcl buf DefragArray ; b}
clerr, cUndg, del diife Duration
cExcl) dcl endRx, startTs Time ;
J dcl icvOk Boolean ;
A del k Defragindex ;
buf= lDe_fraaf;lentatrcn (;cg kgyscfggfragKeysArray '
! buffers forced et pri riority |
ArAge(but, m1 Y + th def pdu, sdu Frame ;
now+diife+1) { EmP yfusmtg e def wExcl Boolean ;
‘ Eig_"E;_ uncton. dct wDefault KeyVector ;
dcl whiap KeyMapArray ;
Defrag_
Inactive
. ]
not import I mDisable=false RxMpdu startTs rxRate,
(mDisable) --{when started (pdu, wExcl wDefault,
mr joined Bss. endRx, wMap)
Defrag_ 'When not in Bss
Idle ~={only pass beacon
else 1and probe_rsp.
RxMpdu Rxindicate
<(mxgx'sggle) (pdu,endRx, xﬁ);cg,)wDefauH, (pdu,endRx, startTs,rxRate)
startTs,rxRate,
e~

(controt) (management)

dot11Privacy_

x Cption_

ind

implemented)
faise)
(faise) Pl {ruey
gzig)sgg?ﬂum cUnde:= cExcl=
(pdu)=3) and inc(cUndc) inc{cExcl)
import(
dot11Privacy
Option_
Impiemented) export(cUndc) export(¢Excl)
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Process Defragment

Decrypt
(pdu,
icvOk,

wMap, sKey_
MappingLength,
wDefault)

(false)

else

Do not report t
receipt of LA
data frames )
with lev errors. }

o i
i

lev errors and
- {certain undecryptable
terrors counted in

(auth)

RxIndicate
(pdu,endRx,

startTs,rxRate)

Authentication
challenge resposnes
with lev errors

are reported, but
Decrypt removes
payload so Auth
service is able

1o distinguish

a bad key from

a non-response.

M

1
i
r
1
]
I
i
§
1
1
|
}
[}
]
i
+

wep_decrypt_2b(3)
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Process Defragment defragment_3c(3)
i I
I A
i 1
t |
e m e ——————————
I Mpdu is not frag.merjted ToreFray and
r 4 or defragmentation is (pdu)=0) (fragNum
' icomplete. (true) (pdu)=0))
L
i [ S
' Rxindicate I Intermediate or
- (pdu,endRx, startTs,rxRate) - {finai Mpdu of
| ifragmented Msdu.
(false) ! frmmmm e
e ——— i
o :Infi;ial Mpdt: . k= ! laddr2(pdu),
y [==-40f fragmente arSearch seqNum(pdu),
arFree(buf) yMsdu. Find free (buf, fragNum(pdu))
! buffer to begin
1 Msdu reception.
buf:=
ArAge
(buf,now)
(false)
buf:= o=
arAge wans P
(buf,now), arFree(buf)
length
(buf(k)irsdu) -
sMacHdrLng)
(false) <= sMaxMsdulng
[ =
. buf(k)linUse:= buf(K)!rCur:= 335’,3,{:33 p
false fragNum(pdu), substr(pdu,
sMacHdring,
length(pdu)-
- sMacHdrLng)
buf(k)linUse:= addr2{pdu), S —
true, buf(k)!rsn:=
buf(k)!rta:= seqNum(pdu)
buf(k)irCur.= now + kUsec( - " =
fragNum(pdu), — import(dot11_ age b ;?i?)'ursd %tli;(é().anse.
buf(k)!reof:= MaxReceive_ urii)rsay, !
| Lifetime)) 1
s t
| e
keys(k)! ! Ifinal fragment
buf(k)! = (P -
rsdu;=pdu, w%ef;(ey{s if moreFrag=0,
wbefauit, jindicate Msdu.
keys(k)! b o
wKeyMap:=
wMap,
keys(k)!
age wExclude:=
wkxcl
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Procedure Decrypt decrypt_1b(1)

. fpar N delicv Cre

-
'
: infout pdu Frame, *“ ‘: dclisWds Boolean ;
i infout icvOk Boolean, ¢ dcl decrypting, Kk, n Integer ;
: in map KeyMapArray, ! dcl decryptStr Octetstring ;
. i
t in maplength 1 I-——-J dcl key PmgKey ;
: KeyMapArrayLength, : - o o o o e dcl kmap KeyMap ;
| inkvec KeyVector; | lsyvds:= :Test yvhether addr4 de
b ————— +| toDs(pdu) and p-~+field is present. cioher
frDs(pdu) 1 Only needed at AP. P
decryptlng:= sWepAddLng + iov=
length(pdu) - sCrclng - if isWds initérc
sMacHdrLng - then sWdsAddbng else 0 fi
if isWds then k=0,
sWdsAddLng n:=
else Ofi sWepHdrlng +
(true) s
__________ k]
kmap:= (addr2(pdu), Decrypt by xor | pdu(n):=
keyLooi(u — map, of payload with :———- pdu(n) xor
P maplength) decrypt string. ‘y decryptStr(k)
—
ICV test value [
nullAddr calculated from  }-- (li?:\\,/ﬁ Zf(::g)
decrypted data. | P
(true) - | TmmmmEmmmmT * l
[ Use default key
key:= key= Use default key =
y:= kvec § K= k+1,
kmap! [ -~ selected by =
wepKey (keyld(pdu)) tkeyld value. =N+

(false)

K=
decryptLng

kmaptwepOn
= false

Concatenate [ key:= key //
key with 1V }-——- PrngKey!
from frame. 1 v(pdu)
“““““““““ * (data)
encryptStr.= cUnde: clerr.
] call RC4 = =
decryptLng) , (key. inc{cUnde) inc(cler)
1
1
! l I
ﬁ;;ﬁ&;ﬁéﬁéﬁl { d pdu:= 11 substr(pdu,
to generatean | . o eh_er export(cUnde) expor(clerr) substr(pdu,0, sWepHdrLng,
decrypt string 1 P sMacHdrLng) | | |decryptlng -
as long as the | 1 |sCreing)
MPDU payload | k——-—-—-—-—-—-—J .'
P peme——t—— pmm e m—m— Fm—m———————
22‘"3 the ICV ! pdu:= 11f caleulated : 1Remove ICV
R H substr(pdu,0, b==~4ICV not valid, icvOk:= true < Jand IV fields
sMacHdrLng) 1discard frame Hfrom MPDU,
tbody, and | report decrypt
‘ {report error. Isuccess if ICV
B ettt | result correct
. - Vor selected
icvOk:= false 1 key value null.
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Annex D

(normative)

ASN.1 encoding of the MAC and PHY MIB

- khkkkkkhd ok hd koA oAk koo ko ko ok ek ke kK Sk kA s e ok ok ek ek ke ke ek kb ke ok ke e ek ke ke ok ke ke ok ke
-~ * TEEE 802.11 Management Information Base
e A A EA A KA A AR A AT A A A Ak kA A A AR A AT A I kT rd ke d Ak d ok ok & A dkodkododeode s & o & dod ok b o d ok
IEEE802dotl11-MIB DEFINITIONS ::= BEGIN
IMPORTS

MODULE-IDENTITY, OBJECT-TYPE,

NOTIFICATION-TYPE, Integer32, Counter32 FROM SNMPv2-SMI

DisplayString , MacAddress, RowStatus,

TruthValue FROM SNMPv2-TC
MODULE-CCMPLIANCE, OBJECT-GROUP,

NCTIFICATION-GROUP FROM SNMPv2-CONF
ifIndex FROM RFC1213-MIB;

e AR R R R T R R R E R R R R e R S R R R R R RS R LR R RS E RS R R R R SRS
-- * MODULE IDENTITY
e KA kAT A AT I A A AT A I AR F AR AR XA A A A A I AT XA R AT Ak kA kbbb Ak ok kA k*kkkkdkd

ieee802dotll MODULE-IDENTITY

LAST-UPDATED "9807080000Z"

ORGANTIZATION "IEEE 802.11"

CONTACT - INFO

"WG E-mail: stds-802-ll@ieee.org

Chair: Vic Hayes
Postal: Lucent Technologies, Inc.
Zadelstede 1-10
ieuwegein, Netherlands
3431 J2
Tel: +31 30 609 7528
Fax: +31 30 231 6233
E-mail: vichayes@lucent.com

Editor: Bob O'Hara
Postal: Informed Technology, Inc.
1750 Nantucket Circle, Suite 138
Santa Clara, CA 95054 USA
Tel: +1 408 S86 9596
Fax: +1 408 727 2654
E-mail: bob@informed-technology.com”
DESCRIPTION
"The MIB module for IEEE 802.11 entities.
is6 (1) .member-body (2) .us (840} . ieee802dot11 (10036} "
::= {1 2 840 10036 }

e Kk kA kA kA A A KA AR A IR A A AR IR I AN Rk bk bk kA kA A AR A A AR A A Ak kA Ak kA hkdhdhkhk

-~ * Major sections
e Kk kkkhhkEk A A A A KA A A A Ak AT kT kb h A kT kAT ek kb kb hk ok kb A h ko h bk dhkdehkhkdkhhhd
-- Station ManagemenT (SMT) Attributes

-~ station to manage the processes in the station such that the

- DEFINED AS "The SMT object class provides the necessary support at the

-- station may work cooperatively as a part of an IEEE 802.11 network.";
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It

dotllsmt OBJECT IDENTIFIER {ieeeBOZdOtll l}
-- dotllsmt GROUPS

~~ dotllStationConfigTable

-- dotllauthenticationAlgorithmsTable
-~ dotllWEPDefaultKeysTable

-- dotllWEPKeyMappingsTable

-- dotllPrivacyTable

~-- dotllSMTnotification

]

{dotllsmt 1}
{dotllsmt 2}
{dotllsmt 3}
{
{

I

i

I

dotllsmt 4}
dotllsmt 5}
{dotllsmt 6}

[}

-- MAC Attributes
-- DEFINED AS "The MAC cbject class provides the necessary support
-- for the access control, generation, and verification of frame check
-- sequences, and proper delivery of valid data to upper layers.";

dotllmac OBJECT IDENTIFIER

]

{ieee802dot1l 2}

~--  MAC GROUPS

-- reference IEEE Std 802.1F-1993
-- dotllOperationTable = {dotllmac 1}
-- dotllCountersTable = {dotllmac 2}

-- dotllGroupAddressesTable

H

{dotllmac 3}

-- Resource Type ID
dotllres OBJECT IDENTIFIER
dotllresAttribute OBJECT IDENTIFIER

1]

{ieeeB802dot1l 3}
{dotllres 1 }

[

-- PHY Attributes
-- DEFINED AS "The PHY object class provides the necessary support
-~ for required PHY operational information that may vary from PHY
-- to PHY and from STA to STA to be communicated to upper layers."

dotllphy OBJECT IDENTIFIER 1= {ieeeB02dotll 4)

--  phy GROUPS

-- dotl1PhyCperationTable ::= {dotllphy 1}
-~ dotllPhyAntennaTable ::= {dotllphy 2}
-- dotllPhyTxPowerTable ::= {dotllphy 3}
-~ dotllPhyFHSSTable ::= {dotllphy 4}
-- dotl1PhyDSSSTable ::= {dotllphy 5}
-- dotllPhyIRTable ::= {dotllphy 6}
--  dotllRegDomainsSupportedTable 1:= {dotllphy 7}
: dotllAntennaslistTable ::= {dotllphy 8}
-~ dotllSupportedDataRatesTxTable ::= {dotllphy 9}
-- dotllSupportedDataRatesRxTable ::= {dotllphy 10}

R AR RS S R R S R RS R R R R R R R R R R R R RS R RS R ERRE SRR R EEEESS B

-- * Textual conventions from 802 definitions
e hhkkk kA hkhk kA hkkhkhhkk Ak bk kA hk F kA kA Ak ARk kA A A A A A A Ak A AT A A A ARk k ko h ko hk

WEPKeytype ::= OCTET STRING (SIZE (5))

e Khkh kA Ak Ak Ak A A AT Ak ke hkdk bk Ak Ak k ok kA kb khhkhkhkkk kA rkrkdhhkhhhdhhhkhhhhdkdhhk

-- * MIB attribute OBJECT-TYPE definitions follow

—m Ak kkkdhkkhkk Ak Ak A kAN E Rk hhhh kb I kb dk kA hh ARk kb hh Ak d Ak ARk hhhk Ak hAhhhhhhkrxhh

= ek ek ke e do e Ak ek ke ke k ok ok ek ke ok ok ke kK ke ke ok ke ke ke ok R ok ek Rk R ok ok Tk ok ok ke e ok ke Rk ok ok ek e ke ke e kR ek Sk e

-- * SMT Station Config Table

e Kkhkkkhkkk kA Ak hhhk Ak hkkh kA b Ak hdhhhk kb h kA rhk bk hkhhdkkhdhk kb hh Ak khkhkdhdhkhhhhx

dotllStationConfigTable OBJECT-TYPE
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SYNTAX SEQUENCE OF DotllStationConfigEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"Station Configuration attributes. In tablular form to
allow for multiple instances on an agent."
::= { dotllsmt 1 }

dotllStationConfigEntry OBJECT-TYEE

SYNTAX DotllStationConfigEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTICN
"An entry in the dotllStationConfigTable. It is
possible for there to be multiple IEEE 802.11 interfaces
on one agent, each with its unique MAC address. The
relationship between an IEEE 802.11 interface and an
interface in the context of the Internet-standard MIB is
one-to-one. As such, the value of an iflIndex cbject
instance can be directly used to identify corresponding
instances of the objects defined herein.

ifIndex - Each 802.11 interface is represented by an

ifEntry. Interface tables in this MIB module are indexed
by ifIndex."

INDEX {ifIndex}
::= { dotllStationConfigTable 1 }

DotllStationConfigEntry ::=

SEQUENCE {
dotllStationID MacAddress,
dotllMediumOccupancyLimit INTEGER,
dotllCFPollable Truthvalue,
dot11CFPPericd INTEGER,
dot11CFPMaxDuration INTEGER,
dotllAuthenticationResponseTimeQut INTEGER,
dotllPrivacyOptionImplemented TruthValue,
dotllPowarManagementMode INTEGER,
dotl1Degired3SID OCTET STRING,
dotllDesiredBSSType INTEGER,
dotllOperationalRateSet OCTET STRING,
dotllBeacconPeriod INTEGER,
dotl1DTIMPeriod INTEGER,
dotllAssociationResponseTimeOut INTEGER,
dotllDisassociateReason INTEGER,
dotllDisassociateStation MacAddress,
dotllDeauthenticateReason INTEGER,
dctllDeauthenticateStation MacAddress,
dotllAuthenticateFailStatus INTEGER,
dotllAuthenticateFailStation Machddress |}

dotliStationID OBJECT-TYPE
SYNTAX MacAddress
MAX-ACCESS read-write
STATUS deprecated
DESCRIPTION
"The purpose of dotllStationID is tc allow a manager to identify
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a station for its own purposes. This attribute provides
for that eventuality while keeping the true MAC address
independent. Its syntax is MacAddress. The default value
is the station's assigned, unique MAC address."

::= { dotllStationConfigEntry 1 }

dotl1MediumOccupancyLimit OBJECT-TYPE

SYNTAX INTEGER (0..1000)

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"Thig attribute shall indicate the maximum amount of time,
in TU, that a point coordinator may control the usage of
the wireless medium without relinquishing control for long
enough to allow at least cone instance of DCF access to the
medium. The default value of this attribute shall be 100,
and the wmaximum value shall be 1000."

::= { dotllStationConfigEntry 2 |

dot11CFPcllable CRJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"When this attribute is true, it shall indicate that the STA
is able to respond to a CF-Poll with a data frame within a
SIFS time. This attribute shall be false if the STA is not
able to respond to a CF-Poll with a data frame within a SIFS
time."

::= { dotllStationConfigEntry 3 |

dot11CFPPeriod OBJECT-TYPE

SYNTAX INTEGER (0..255)

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"The attribute shall describe the number of DTIM intervals
between the start of CFPs. It is modified by
MLME-START . request primitive."

:= { dotliStationConfigEntry 4 }

dot11CFPMaxDuration OBJECT-TYPE

SYNTAX INTEGER (0..65535)

MAX-ACCESS read-write

STATUS current

DESCRIPTION
“The attribute shall describe the maximum duration of the CFP
in TU that may be generated by the PCF. It is medified by
MLME-START.request primitive."

:= { dotllstationConfigEntry 5 |
dotllAuthenticationResponseTimeOut OBJECT-TYPE
SYNTAX INTEGER (1..4294967295)

MAX-ACCESS read-write
STATUS current
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DESCRIPTION

"This attribute shall specify the number of TUs that a

responding STA should wait for the next frame in the

authentication sequence."
::= { dotllStationConfigEntry 6 }

dotllPrivacyOptionImplemented OBJECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"This attribute, when true, shall indicate that the IEEE
802.11 WEP option is implemented. The default value of

this attribute shall be false."
::= { dotllStationConfigEntry 7 |}

dotllPowerManagementMode OBJECT-TYPE
SYNTAX INTEGER { active(l)}, powersavei(2) }
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"This attribute shall specify the power management
mode of the STA. When set to active, it shall indicate

that the station is not in power-save mode. When
to powersave, it shall indicate that the staticn
in power-save mode. The power management mcde is
transmitted in all frames according to the rules
in 7.1.3.1.7."

:= { dotllStationConfigEntry 8 }

dotllDesiredSSID OBJECT-TYPE
SYNTAX OCTET STRING (SIZE(0..32))
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"This attribute reflects the Service Set ID used

in the DesiredSSID parameter of the most recent
MLME Scan.request. This value may be modified

by an external management entity and used by the

set
is

local SME to make decisions about the Scanning process."

:= { dotllStationConfigEntry 9 }

dot11DesiredBSSType OBJECT-TYPE

SYNTAX INTEGER { infrastructure(l), independent (2), any(3) }

MAX-ACCESS read-write
STATUS current
DESCRIPTION

"This attribute shall specify the type of BSS the
station shall use when scanning for a BSS with which

to synchronize. This value is used to filter Probe
Response frames and Beacons. When set to infrastructure,
the staticn shall only synchronize with a BSS whose
Capability Information field has the ESS subfield set
to 1. When set to independent, the station shall only
synchronize with a BSS whose Capability Information
field has the IBSS subfield set to 1. When set to

any, the station may synchronize to either type of
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BSS."
t:= { dotllStationConfigEntry 10 }

dotllCperationalRateSet OBJECT-TYPE

SYNTAX CCTET STRING (SIZE(1l..126})

MAX-ACCESS read-write

STATUS curxent

DESCRIPTICN
"This attribute shall specify the set of data rates
at which the station may transmit data. Each octet
contains a value representing a rate. Each rate
shall be within the range from 2 to 127,
corresponding to data rates in increments of
500 kb/s frem 1 Mbit/s to 63.5 Mbit/s, and shall be
supported (as indicated in the supported rates
table) for receiving data. This value is reported in
transmitted Beacon, Probe Request, Frobe Response,
Association Request, Association Response,
Reassociation Request, and Reassociation Response
frames, and is used to determine whether a BSS
with which the station desires to synchronize is
suitable. It is alsc used when starting a BSS,
as sgpecified in 10.3."

::= { dotllStationConfigEntry 11 }

dotllBeaconPeriod OBJECT-TYPE

SYNTAX INTEGER (1..65535)

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"This attribute shall specify the number of TUs that a
staticn shall use for scheduling Beacon transmissions.
This value is transmitted in Beacon and Probe Response
frames."

::= { dotllStationConfigEntry 12 }

dot11DTIMPeriod CBJECT-TYPE

SYNTAX INTEGER(1..255)

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"This attribute shall specify the number of beaccon
intervals that shall elapse between transmission of
Beacons frames containing a TIM element whose DTIM
Count field is 0. This value is transmitted in
the DTIM Pericd field of Beacon frames."

::= { dotllstationConfigEntry 13 }

dotllAssociationResponseTimeOut OBJECT-TYPE

SYNTAX INTEGER(1..4294967295)

MAX-ACCESS read-write

STATUS current

DESCRIPTICN
"This attribute shall specify the number of TUs that a
requesting STA should wait for a response to a
transmitted association-request MMPDU."

:= { dotllStationConfigEntry 14 }

dotllDisassociateReason OBJECT-TYPE
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SYNTAX INTEGER(O..65535)

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"This attribute holds the most recently transmitted
Reason Code in a Disassociation frame. If no
Disassociation frame has been transmitted,
the value of this attribute shall be 0."

REFERENCE “ISO/IEC 8802-11:1999, 7.3.1.7"
::= { dotllStationConfigEntry 15 }

dotllDisassociateStation OBJECT-TYPE
SYNTAX MacAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"This attribute holds the MAC address from the
Address 1 field of the most recently transmitted
Digassociation frame. If no Disassociation frame has
been transmitted, the value of this attribute
shall be 0."
{ dotli1StationConfigEntry 16 }

dotllDeauthenticateReason OBJECT-TYPE

SYNTAX INTEGER(O..65535)

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"This attribute holds the most recently
transmitted Reagon Code in a Deauthentication frame.
If no Deauthentication frame has been transmitted, the
value of this attribute shall be 0."

REFERENCE “ISQ/IEC 8802-11:1999, 7.3.1.7"
::= { dotllStationConfigEntry 17 }

dotllDeauthenticateStation QOBJECT-TYPE
SYNTAX MacAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"This attribute holds the MAC address from the Address 1
field of the most recently transmitted Deauthentication frame.
If no Deauthentication frame has been transmitted,
the value of this attribute shall be 0."
::= { dotllStationConfigEntry 18 }

dotllAuthenticateFailStatus OBJECT-TYPE

SYNTAX INTEGER({0..65535)

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"This attribute holds the most recently
transmitted Status Code in a failed Authentication frame.
If no failed Authentication frame has been transmitted, the
value of this attribute shall be 0."

REFERENCE “ISO/IEC 8802-11:1999, 7.3.1.9"
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::= { dotllStationConfigEntry 19 }

dotllAuthenticateFailStaticn OBJECT-TYPE

SYNTAX MacAddress

MAX~-ACCESS read-only

STATUS current

DESCRIPTION
"This attribute holds the MAC address from the
Address 1 field of the most recently transmitted
failed Authentication frame. If no failed Authentication
frame has b=en transmitted, the value of this attribute
shall be 0.

::= { dotllStationConfigEntry 20 }

—m Khkkhkkhkhkhkhk kA hkkhhh kb kdhhkxhkhhhkhkhh kb hkhhkkkhkh ko kh kA h Ak rhhkhbhdkokdhdhdxkd

-k End of dotllStationConfig TABLE

e R e de ke e ek de ok ke e e e K ke e ek e Ak T K e e ok e ok e ok e e e A ke ok ke e ek ke ke e e T e e e ok e e ok e ke ke T ok o e e ok e ke ok

—w Kk kk ok hkhkkk kA A A kAR Ik kA Ak Ak Ak Ak kA bk kA AR Ak kA A AK AT dhhhkhk ke khok ok ok*dw
- AuthenticationAlgorithms TABLE
e KRk ok hkhk ok kA Rk A K Ak T I A T A A d Tk A Ak dhkdh R kh ek &k deodk d ko ok ko ke ek R R ke gk ok Rk ek e ok ke ok ke ok kv ok
dotllauthenticationAlgorithmsTable COBJECT-TYPE
SYNTAX SEQUENCE OF DeotllAuthenticationAlgorithmsEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"This (conceptual) table of attributes shall be a set of
all the authentication algorithms supported by the
stations. The following are the default values and the
associated algorithm:
Value = 1: Open System
Value = 2: Shared Key"
REFERENCE "ISO/IEC 8802-11:1999, 7.3.1.1"
t:= { dotllsmt 2 }

dotllauthenticationAlgorithmsEntry OBJECT-TYPE
SYNTAX DotllAuthenticaticnAlgorithmsEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"An Entry (conceptual row) in the Authentication
Algorithms Table.

ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed
by ifIndex."

INDEX { ifIndex,
dotllAuthenticationfAlgorithmsIndex}
::= { dotllauthenticationhlgorithmsTable 1 }

DotllAuthenticationAlgorithmsEntry ::= SEQUENCE {
dotllAuthenticationAlgorithmsIndex Integer32,
dotllAuthenticationalgorithm INTEGER,

dotllAuthenticationAlgorithmsEnable Truthvalue }

dotllAuthenticationAlgorithmsIndex OBJECT-TYPE
SYNTAX Integer3i2
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MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"The auxiliary variable used to identify instances
of the colummar objects in the Authentication Algorithms Table.®
:= { dotllAuthenticaticnAlgorithmsEntry 1 }

dotllAuthenticationAlgorithm OBJECT-TYPE

SYNTAX INTEGER { ocpenSystem (1), sharedKey (2) }

MAX-~ACCESS read-only

STATUS current

DESCRIPTION
"This attribute shall be a set of all the authentication
algorithms supported by the STAs. The following are the
default values and the associated algorithm.
Value = 1: Open System
Value = 2: Shared Key"

::= { dotllAuthenticationAlgorithmsEntry 2 }

dotllAuthenticationAlgorithmsEnable OBJECT-TYPE

SYNTAX Truthvalue

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"This attribute, when true at a station,
shall enable the acceptance of the authentication
algorithm described in the corresponding table
entry in authentication frames received by the
station that have odd authentication sequence numbers.
The default value of this attribute shall be 1 for
the Open System table entry and 2 for all other table entries.”

::= { dotllAuthenticationAlgorithmsEntry 3 }

e Rk KARKR AR A KA A Ak hkh bk bk kA r bk kR Ak kkhkdkkk ke hkhhkhk A Ak kkehhkdhkhhkhhdhkhhkhhdh ik

X End of AuthenticationAlgorithms TABLE

me Kk K khkkkk kA A Ak R A Ak Ak Ak ko hk kA bk Ak kA kA ko hhk kb kb Ak hrkhkkhkkkdhdn

P A AR RS R R R R e s R T RS E S SRS R S E PE R YRS SRR RS SRR SRR SR S SRR

-- WEPDefaultKeys TABLE
e *hkhh Ak khkhhk kb kA kb kb hkh kb kA Ak hkdhkdhkhkhkh ko hh bk kb hkhkhkhkhhkhkrdkhhhrdhkhhhhhhhhhr
dot11WEPDefaultKeysTable OBJECT-TYPE
SYNTAX SEQUENCE OF DotllWEPDefaultKeysEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"Conceptual table for WEP default keys. This table shall
contain the four WEP default secret key values
corresponding to the four possible KeyID values. The WEP
default secret keys are logically WRITE-ONLY. Attempts to
read the entries in this table shall return unsuccessful
status and values of null or zero. The default value of
each WEP default key shall be null."

REFERENCE "ISO/IEC 8802-11:1999, 8.3.2"
:= { dotllsmt 3 }

dot11WEPDefaultKeysEntxry OBJECT-TYPE
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SYNTAX DotllWEPDefaultKeysEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"An Entry (conceptual row) in the WEP Default Keys Table.

ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed
by ifIndex."

INDEX {ifIndex, dotllWEPDefaultKeyIndex}
:= { dotllWEPDefaultKeysTable 1 }

Dotl1WEPDefaultKeysEntry ::= SEQUENCE {
dot1lWEPDefaultKeyIndex INTEGER,
dot11WEPDefaultKeyValue WEPKeytype}

dot1l1WEPDefaultKeyIndex OBJECT-TYPE
SYNTAX INTEGER (1..4)
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"The auxiliary variable used to identify instances
of the colummar objects in the WEP Default Keys Table.
The value of this variable is equal to the WEPDefaultKeyID + 1"
::= { dotllWEPDefaultKeysEntry 1 }

dot11WEPDefaultKeyValue OBJECT-TYPE
SYNTAX WEPKeytype
MAX-ACCESS read-write
STATUS current
DESCRIPTION
"A WEP default secret key value."
::= { dotllWEPDefaultKeysEntry 2 }

KA A IA AR IR I AT I IKRARAAA AR AR AR kAR ARk I Ak ko d A AR AT I I Ak kb k¥ hdkhk kb k&

. End of WEPDefaultKeys TABLE

LRSS S RS SR R AR s e R RS R SRS E SRR R RS S R RS

dhkhkkkhhkhk kA hhhkhh kA dT AR r Ak r kA ko hk kA h kb hkrkhkhk kA rhkkcrhkhkhkrhkrhrrrhhrhrhhkrdx

-- % WEPKeyMappings TABLE

Fhkhkhkrkhdkdhhhdhhkhkkhhkdhdrrhdhhdhdhhkhkrhhkddhhdhh kA hkrhdbrhxhkhkrhkdb ko hkhkkbkrxoh s

dot11WEPKeyMappingsTable OBJECT-TYPE

SYNTAX SEQUENCE OF Dotll1WEPKeyMappingsEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION
"Conceptual table for WEP Key Mappings. The MIB supports
the ability to share a separate WEP key for each RA/TA
pair. The Key Mappings Table contains zero or one entry
for each MAC address and contains two fields for each
entry: WEPOn and the corresponding WEP key. The WEP key
mappings are logically WRITE-ONLY. Attempts to read the
entries in this table shall return unsuccessful status and
values of null or zerc. The default value for all WEPOn
fields is false."

REFERENCE "ISO/IEC 8802-11:1999, 8.3.2"

::= { dotllsmt 4 }
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det 11WEPKeyMappingsEntry ORJECT-TYPE
SYNTAX DotllWEPKeyMappingsEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTICN
"An Entry {ccnceptual row) in the WEP Xey Mappings Table.

ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed
by ifIndex."

TNDEX {ifIndex, dotllWEPKeyMappingIndex}
::= { dotllWEPKeyMappingsTable 1 }

Dot11WEPKeyMappingsEntry ::= SEQUENCE {
dot11WEPKeyMappingIndex Integer3z,
dot11WEPKeyMappingAddress MacAddress,
dot11WEPKeyMappingWEPOn TruthValue,
dot11WEPKeyMappingValue WEPKeytype,

dot11WEPKeyMappingStatus RowStatus }

dot11WEPKeyMappingIndex OBJECT-TYPE
SYNTAX Integer32
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"The auxiliary variable used to identify instances
of the columnar objects in the WEP Key Mappings Table.'
1= {  dotllWEPKeyMappingsEntry 1 }

dot11WEPKeyMappingAddress OBJECT-TYPE

SYNTAX MacAddress

MAX~ACCESS read-create

STATUS current

DESCRIPTION
"The MAC address of the STA for which the values from this
key mapping entry are to be used.”

:= { dotllWEPKeyMappingsEntry 2 }

dot11WEPKeyMappingWEPOn OBJECT-TYEE

SYNTAX TruthValue

MAX-ACCESS read-create

STATUS current

DESCRIPTION
"Boolean as to whether WEP is to be used when communicating
with the dotllWEPKeyMappingAddress STA."

::= { dotllWEPKeyMappingsEntry 3 }

dot11WEPKeyMappingValue OBJECT-TYPE
SYNTAX WEPKeytype
MAX-ACCESS read-create
STATUS current
DESCRIPTION
"A WEP secret key value."
::= { dotllWEPKeyMappingsEntry 4 }

dot11WEPKeyMappingStatus OBJECT-TYPE

SYNTAX RowStatus
MAX-ACCESS read-create
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STATUS current

DESCRIPTION
“The status column used for creating, modifying, and
deleting instances of the columnar objects in the WEP key
mapping Table."

DEFVAL {active]
::= { dotllWEPKeyMappingsEntry 5 |}

- kA Ak kKA IR T A A A A I A AT A kAT AT A A A AT A kA ek h bk kI kkhk Ak hkhkkkhkhhkhkhrhhhkhkhkhhkkxt

-- * End of WEPKeyMappings TABLE

ek ok ke g e ok ek ok ok ke Sk ek ke kv e ok ke ok kK ke gk ek ok Tk e K ke sk e T ok ok e S ok ok ok e e ok ok ok sk ok ok ok o ke o o ke e ek ke R ok

e At R RS R AR SRR SRR R RS RS RS RS R S R E R RRERRARRERRR SRR R R R RS RS S]
- dotllPrivacyTable TABLE
e AR R R LSRR R SRR N EE R R R R R R R R RS R R R R E R R R R R R R R E R R R R
dotllPrivacyTable OBJECT-TYPE
SYNTAX SEQUENCE OF DotllPrivacyEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"Group containing attributes concerned with IEEE 802.11
Privacy. Created as a table to allow multiple
instantiations on an agent.”

::= { dotllsmt 5 }

dotllPrivacyEntry OBJECT-TYPE
SYNT2X DotllPrivacyEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTICN
"An entry in the dotllPrivacyTable Table.

ifIndex - Fach 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed
by ifIndex.!
INDEX {ifIndex}
::= { dotllPrivacyTable 1 }

DotllPrivacyEntry ::= SEQUENCE {
dot1llPrivacyInvoked Truthvalue,
dot1l1WEPDefaultKeyID INTEGER,
dot 11WEPKeyMappingLength INTEGER,
dot11lExcludeUnencrypted TruthValue,
dot 11WEPICVErrorCount Counter32,
dot11WEPExcludedCount Counter3z}

dotll1PrivacyInvoked OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"When this attribute is true, it shall indicate that the IEEE
802.11 WEP mechanism is used for transmitting frames of type
Data. The default value of this attribute shall be false."

:= { dotliPrivacyEntry 1 }

dot1l1WEPDefaultKeyID OBJECT-TYPE
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SYNTAX INTEGER (0..3)

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"This attribute shall indicate the use of the first,
second, third, or fourth element of the WEPDefaultKeys
array when set to values of zero, one, two, or three. The
default wvalue of this attribute shall be 0.7

REFERENCE "ISO/IEC 8802-11:1999, §.3.2"

::= { dotllPrivacyEntry 2 }

dot11WEPKeyMappingLength OBJECT-TYPE
SYNTAX INTEGER (10..4294967295)
MAX-ACCESS read-write
STATUS current
DESCRIPTICN
"The maximum number of tuples that dotllWEPKeyMappings can hold."
REFERENCE "ISO/TEC 8802-11:1995, 8.3.2"
::= { dotllPrivacyEntry 2 }

dotllExcludeUnencrypted ORJECT-TYPE
SYNTAX Truthvalue
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"When this attribute is true, the STA shall not indicate at
the MAC service interface received MSDUs that have the WEP
subfield of the Frame Control field equal to zero. When this
attribute is false, the STA may accept MSDUs that have the WEP
subfield of the Frame Control field equal to zero. The default
value of this attribute shall be false."

:= { dotllPrivacyEntry 4 }

dotl1IWEPICVErrorCount OBJECT-TYPE

SYNTAX Counter32

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"This counter shall increment when a frame is received with the
WEP subfield of the Frame Control field set to one and the value
of the ICV as received in the frame does not match the ICV value
that is calculated for the contents of the received frame.m"

:= { dotllPrivacyEntry 5 }

dot11WEPExcludedCount OBJECT-TYPE

SYNTARX Counter32

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"This counter shall increment when a frame is received with the
WEP subfield of the Frame Control field set to zero and the value
of dotllExcludeUnencrypted causes that frame to be discarded."

::= { dotllPrivacyEntry & }

R AR R SR RS SR R SR RS R R R R SRR LSS SRR SRR RS EREREEEREREEEESS S

-- * End of dotllPrivacy TABLE
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e Fkkded Ak A KTk k kb kkkhkh kb kb kA hkdkhkhdhddhdhrbhrrhkdhkhkhkhkhkhdrhrdhkhhhrh

- * SMT notification Objects
e Rk kk Rk kEkh kA kA A A A A Ak khk ko hkk kAT hkd kAT Ak hkhk kA kd R hhohkkkhddhdh ddhkhkdok*kkdhir
dotllSMTnotification OBJECT IDENTIFIER ::= { dotllsmt 6 }

dotllDisassociate NOTIFICATION-TYPE
OBJECTS { ifIndex, dotlliDisassociateReason,
dotllDisassociateStation }
STATUS current
DESCRIPTION
"The disasgsociate ncotification shall be sent when the STA
sends a Disassociation frame. The value of the notification
shall include the MAC address of the MAC to which the
Disassociation frame was sent and the reason for
the disassociation.

ifIndex - Each 802.11 interface is represented by an

ifEntry. Interface tables in this MIB module are indexed
by ifIndex."

::= { dotllSMTnotification 0 1 }

dotllDeauthenticate NOTIFICATION-TYPE
OBJECTS { ifIndex, dotllDeauthenticateReason,
dotllDeauthenticateStation }
STATUS current
DESCRIPTION
"The deauthenticate notification shall be sent when the STA
gsends a Deauthentication frame. The value of the notification
shall include the MAC address of the MAC to which the
Deauthentication frame was sent and the reason for the
deauthentication,

ifIndex - Bach 802.11 interface is represented by an
ifEntry. Interface tableg in this MIB module are indexed
by ifIndex."

::= { dotllsMTnotification 0 2 }

dotllAuthenticateFail NOTIFICATION-TYPE
OBJECTS { ifIndex, dotllAuthenticateFailStatus,
dotllAuthenticateFailStation }
STATUS current
DESCRIPTION
"The authenticate failure notification shall be sent
when the STA sends an Authentication frame with a
status code other than ‘successful.’ The value of
the notification shall include the MAC address of the
MAC to which the Authentication frame was sent and the
reason for the authentication failure.

ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed

by ifIndex."

:= { dotllsMTnotification 0 3 }
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e kkkkhk Ak kTR A X I F AR A Ak kAT Ak kh b A h kb hhhkd kb kdhdhhdhdhd ke ddhhhd ok kokddkdkdhdidk

- K

End of SMT notification Objects

S AR R AL EE R RS ERS R ERR SRR AR R R R RS RS R s SR R ER R R EE SR EES]

—m hkkxkkhkokdkkhdokkkhkdkkhk Ak d ki ok kT kb k ok ok ok ko d ok dkok ok ko ko sk Rk sk ok ok ok ko Rk gk ok ok R e ke e

- %

MAC Attribute Templates

e kR kA kA kA KAk K T A A bk ok kA ARk ke F A h kTR A K AT AR *h Tk d kR T hhdeddeddkkkddxddik

e kR KAk KA KA A A H I AR I AR I A AR A A AR TR I T I ARk bk k ke *ehhkdkdhhkhkFhhhhkdhdx

- *

dotllCperationTable TABLE

- AR KE A AL I I A A Ak kA k kA kAT Ak AT Ak dh ARk k ko ko dhhhkkk ki d ko dkok ok hokokdhokk

dotllOperaticonTable OBJECT-TYPE

SYNTAX SEQUENCE OF DotllOperationkEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTICN
"Group contains MAC attributes pertaining to the operation
cf the MAC. This has been implemented as a table in ordex
te allow for multiple instantiations on an agent."

{ dotllmac 1 }

dotllOperationEntry OBJECT-TYPE

SYNTAX DotllOperationEntry
MAX~ACCESS not-accessible
STATUS current
DESCRIPTION
"An entry in the dotllCperationEntry Table.

ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed
by ifIndex."

INDEX {ifIndex}

{ dotllOperationTable 1 }

DotllOperationEntry ::= SEQUENCE |

dot11MACAddress MacAddress,
dot11RTSThreshold INTEGER,
dotllShortRetrylLimit INTEGER,
dotllLongRetryLimit INTEGER,
dotllFragmentationThreshold INTEGER,
dotllMaxTransmitMSDULifetime INTECER,
dotllMaxReceiveLifetime INTECER,
dotliManufacturexID DisplayString,
detl11ProductIh DisplayString}

dot11MACAddress OBJECT-TYPE
SYNTAX MacAddress
MAX~ACCESS read-cnly
STATUS current
DESCRIPTION
"Unique MAC Address assigned to the STA."
::= { dotllOperaticnEntry 1 }

dot11RTSThreshold OBJECT-TYPE
SYNTAX INTEGER {0..2347)
MAX-ACCESS read-write
STATUS current
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DESCRIPTION

*This attribute shall indicate the number of octets in an MPDU,
below which an RTS/CTS handshake shall not be performed. An
RTS/CTS handshake shall be performed at the beginning of any
frame exchange sequence where the MPDU is of type Data or
Management, the MPDU has an individual address in the Addressl
field, and the length of the MPDU is greater than

this threshold. (For additional details, refer to Table 21 in
9.7.) Setting this attribute to be larger than the maximum
MSDU size shall have the effect of turning off the RTS/CTS
handshake for frames of Data or Management type transmitted by
this STA. Setting this attribute to zero shall have the effect
of turning on the RTS/CTS handshake for all frames of Data or
Management type transmitted by this STA. The default value of
this attribute shall be 2347.%

{ dotlicperationEntry 2 }

dotllShortRetryLimit OBJECT-TYPE

SYNTAX INTEGER (1..255)
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"This attribute shall indicate the maximum number of
transmission attempts of a frame, the length of which is less
than or equal to dotllRTSThreshold, that shall be made before a
failure condition is indicated. The default value of this
attribute shall be 7."

{ dotlicoperationEntry 3 }

dotllLongRetryLimit OBJECT-TYPE

SYNTAX INTEGER (1..255)
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"This attribute shall indicate the maximum number of
transmission attempts of a frame, the length of which is
greater than dotllRTSThreshold, that shall be made before a
failure condition is indicated. The default value of this
attribute shall be 4."

{ dotliOperationEntry 4 }

dotllFragmentationThreshold OBJECT-TYPE

484

SYNTAX INTEGER (256..2346)
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"This attribute shall specify the current maximum size, in
octets, of the MPDU that may be delivered to the PHY. An MSDU
shall be brcken into fragments if its size exceeds the value
of this attribute after adding MAC headers and trailers. An
MSDU or MMPDU shall be fragmented when the resulting frame has
an individual address in the Addressl field, and the length of
the frame is larger than this threshold. The default wvalue
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for this attribute shall be the lesser of 2346 or the
aMPDUMaxLength of the attached PHY and shall never exceed the
lesser of 2346 or the aMFDUMaxLength of the attached PEY. The
value of this attribute shall never be less than 256.°

::= { dotllOperationEntry 5 }

dotllMaxTransmitMSDULifetime OBJECT-TYPE
SYNTAX INTEGER (1..4294967295)
MAX-ACCESS read-write
STATUS current
DESCRIPTION

“The MaxTransmitMSDULifetime shall be the elapsed time in TU,
after the initial transmission of an MSDU, after which further
attempts to transmit the MSDU shall be terminated. The default
value of this attribute shall be 512."

::= { dotllOperationEntry & )

dotllMaxReceivelifetime OBJECT-TYPE
SYNTAX INTEGER (1..4294967295)
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"The MaxReceivelifetime shall be the elapsed time in TU,

after the initial reception of a fragmented MMPDU or MSDU,

after which further attempts to reassemble the MMPDU or

MSDU shall be terminated. The default value shall be 512."
::= { dotllOperationEntry 7 }

dotllManufacturerID OBJECT-TYPE
SYNTAX DisplayString (SIZE(0..128})
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"The ManufacturerID shall include, at a minimum, the name
of the manufacturer. It may include additicnal
information at the manufacturer's discretion. The default
value of this attribute shall be null."

::= { dotllOperationEntry 8& }

dotllProductID OBJECT-TYPE
SYNTAX DisplayString (SIZE(0..128))
MAX-ACCESS read-only
STATUS current
DESCRIPTICN

"The ProductID shall include, at a minimum, an identifier
that is unique to the manufacturer. It may include
additional information at the manufacturer's discretion.
The default value of this attribute shall be null."

::= { dotllOperationEntry 9 }

N A R R e R e e T R S R e R R R R R R R S R R TR TR SRR RS

-- * End of dotllOperationEntry TABLE
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e Kk kA ok k kA kA A I A A A A A A A h kT Ak AT Ak ko kb kA dh Ak kh ke kk bk bk kdbhkdhkdhhkdhk

e KEE KK IA A AR AR AT A AIRA T A A A A I A AR R A A A A A ATk kb k Ak bk bk Tk kA hk bk hh bk kb dk ko h i
== dotllCounters TABLE
- hkhkk Ak ok Ak kA kA bk hkk ok hkhkkhhkkkkkhdkhhkh bk ok kb hkdhbrh bk kbbb hrhdhkhkh bk hhdhhokhdhrd
dotl1CountersTable ORJECT-TYPE

SYNTAX SEQUENCE OF DotllCountersEntry

MAX-ACCESS noct-accessible

STATUS current

DESCRIPTION

"Group containing attributes that are MAC counters.
Implemented as a table to allow for multiple
instantiations on an agent."

t:= { dotllmac 2 }

dotllCountersEntry OBJECT-TYPE
SYNTAX DotllCountersEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"An entry in the dotllCountersEntry Table.

ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB mcdule are indexed
by ifIndex."
INDEX {ifIndex}

:= { dotllCountersTable 1 }

DotllCountersEntry ::= SEQUENCE {
dotllTransmittedFragmentCount Counter32,
dotllMulticastTransmittedFrameCount Counter32,

dotllFailedCount Counter32,
dotllRetryCount Counter3z,
dotllMultipleRetryCount Counter3z2,
dotllFrameDuplicateCount Counter32,
dot11RTSSuccessCount Counter3z,
dot11RTSFailureCount Counter32,
dotl1ACKFallureCount Counter3i2,
dot11ReceivedFragmentCount Counter32,
dotllMulticastReceivedFrameCount Counter32,
dot11FCSErrorCount Counter3?2,
dotllTransmittedFrameCount Counter32,

dot 11WEPUndecryptableCount Counter32 }

dotllTransmittedFragmentCount OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"Thig counter shall be incremented for an acknowledged
MPDU with an individual address in the address 1 field
or an MPDU with a multicast address in the address 1 field

of type Data or Management."

::= { dotllCountersEntry 1 }
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dotliMulticastTransmittedFrameCount ORJECT-TYPE
SYNTAX Counter32
MAX-~ACCESS read-only
STATUS current
DESCRIPTION

"This counter shall increment only when the multicast

bit is set in the destination MAC address of a successfully
transmitted MSDU. When operating as a STA in an ESS, where
these frames are directed to the AP, this implies having
received an acknowledgment to all associated MPDUs. "

:= { dotllCountersEntry 2 }

dot11FailedCount OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"This counter shall increment when an MSDU is not
transmitted successfully due to the number of
transmit attempts exceeding either the
dotllshortRetrylLimit or dotllLongRetryLimit.

::= { dotllCountersEntry 3 }

dotllRetryCount OBJECT-TYPE
SYNTAX Counter3Zz
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"This counter shall increment when an MSDU is successfully
transmitted after one or more retransmissions."
i:= { dotllCountersEntry 4 }

dotllMultipleRetryCount OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTICN

"This counter shall increment when an MSDU is successfully
transmitted after more than one retransmission."

:= { dotliCountersEntry & }

dotllFrameDuplicateCount CBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"This counter shall increment when a frame is received
that the Sequence Control field indicates is a

duplicate."

::= { dotllCountersEntry 6 }
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dot11iRTSSuccessCount OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTICN

"This counter shall increment when a CTS is received in
response to an RTS."

:= { dotllCountersEntry 7 }

dot11RTSFailureCount OBJECT-TYPE
SYNTAX Counter32
MAX-~ACCESS read-only
STATUS current
DESCRIPTION

"This counter shall increment when a CTS is not received in
response to an RTS."

::= { dotllCountersEntry 8 }

dotl11lACKFailureCount ORJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"This counter shall increment when an ACK is not received
when expected."

:= { dotllCountersEntry 9 }

dotllReceivedFragmentCount OBJECT-TYPE
SYNTAX Counter3z
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"This counter shall be incremented for each successfully
received MPDU of type Data or Management."

::= { dotliCountersEntry 10 }

dotllMulticastReceivedFrameCount OBJECT-TYPE
SYNTAX Counter32
MAX-~ACCESS read-only
STATUS current
DESCRIPTION

"Thig counter shall increment when a MSDU is received
with the multicast bit set in the destination
MAC address."

::= { dotllCountersEntry 11 }

dot11FCSErrorCount OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
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STATUS current
DESCRIPTION

"This counter shall increment when an FCS errcr is
detected in a received MPDU.™

:= { dotllCountersEntry 12 }

dotllTransmittedFrameCount OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTICN

"This counter shall increment for each successfully transmitted MSDU."
::= { dotllCountersEntry 13 }

dotllWEPUndecryptableCount OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"This counter shall increment when a frame is received with
the WEP subfield of the Frame Control field set to one and the
WEPOn value for the key mapped to the TA's MAC address
indicates that the frame should not have been encrypted or
that frame is discarded due to the receiving STA not
implementing the privacy option."

t:= { dotllCountersEntry 14 }

e Kk kkhkhkkhkhkhkhkkhkhk Kk Ak hkhk kA hhkhkhhkhh kb hkhk kA hhkhhkhkhkdrhhkhhkhhhhrhhraxhkhkhkhrhhhhdrbhrhxk

-- End of dotllCountersEntry TABLE
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- * GroupAddresses TABLE
e KRR A K A A AR AL A FAAKE AT AAKA AN IR KAAAALA AR A AR AKR AT AT ARk kT hhdhhohkddx
dot1l1GroupAddressesTable OBJECT-TYPE

SYNTAX SEQUENCE OF DotllGroupAddressesEntry

MAY-ACCESS not-accessible

STATUS current

DESCRIPTION

*A conceptual table containing a set of MAC addresses
identifying the multicast addresses for which this STA
will receive frames. The default value of this attribute
shall be null."

:= { dotlimac 3 }
dotllGroupAddressesEntry OBJECT-TYPE
SYNTAX DotllGroupAddressesEntry
MAX-ACCESS not-accessible

STATUS current
DESCRIPTICN

"An Entry (conceptual row) in the Group Addresses Table.
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ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB meodule are indexed
by ifIndex."

INDEX {ifIndex, dotllGroupAddressesIndex}

::= { dotllGroupAddressesTable 1 }

Dot1lGroupAddressesEntry ::= SEQUENCE (
dotliGroupAddressesIndex Integer32,
dotllAddress MacAddress,

dot11GroupAddressesStatus  RowStatus)

dotl1lGroupAddressesIndex OBJECT-TYPE
SYNTAX Integer32
MAX-ACCESS nct-accessible
STATUS current
DESCRIPTION

"The auxiliary variable used to identify instances
of the columnar obijects in the Group Addresses Table."

::= { dotllGroupAddressesEntry 1 }

dotllAddress OBJECT-TYPE
SYNTAX MacAddress
MAX-~ACCESS read-create
STATUS current
DESCRIPTION

"MAC address identifying a multicast addresses
from which this STA will receive frames."
::= { dotllGroupAddressesEntry 2 }

dot1l1GroupAddressesStatus OBJECT-TYPE
SYNTRX RowStatus
MAX-ACCESS read-create
STATUS current
DESCRIPTION

"The status column used for creating, modifying, and
deleting instances of the columnar cbjects in the Group
Addresses Table.™

DEFVAL {active}
::= { dotllGroupAddressesEntry 3 }

etk Kok de ke e Kok ok de e de ke ke ok ke de ke dk vk e ke e Sk kR ke ke e g ok ke e ok ok R ok g S ok o e e e ok ke e s ke ok ok ke ke ke ko gk ok ke ke ok ok

- * End of GroupAddress TABLE

e KKK AIAA R A IR A I I AR h Ak ek Ak ko ko k kA kA A A Ak ok kA kA Ak kA ko hrhdhkkh ko k kv A hkk*x

e KKK EI R KA T A A A A A Ik ko k kb kA k kA h kA bk k kA Ak kAR hA A A Ak kb kkkkkkhkkkh kb kA kA kkx
- x Resource Type Attribute Templates
e khkkhkkhk kA Ak IRk A A NI A A A AR A A Ak Ak h kb hhddk bk ddhhkrhdhoxrkkdedkhhk kdkkkkd ko kokhkdkk
dotllResourceTypelDName OBJECT-TYPE

SYNTAX DisplayString (SIZE(4))

MAX-ACCESS read-only

STATUS current

DESCRIPTION
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"Contains the name cf the Resource Type ID managed cbiect.
The attribute is read-only and always contains the value
RTID. This attribute value shall not be used as a naming
attribute for any other managed cbject class.®

REFERENCE "IEEE Std 802.1F-1993, A.7"
DEFVAL {"RTID"}
:= { dotllresAttribute 1 }

P AR R R R R e R R R R R R R R R R R e R R R R R R RS R R R R RS R R R R R
-- dotllResourceInfc TARLE
P A RS S S R LR AR AN RS R RS SRS RS R R SRS S RS SRS EE LR R R R EEEEEEES]
dotllResourceInfoTable OBJECT-TYPE

SYNTAX SEQUENCE OF DotllResourceInfoEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Provides a means of indicating, in data readable from a
managed object, information that identifies the source of
the implementation."

REFERENCE "IEEE Std 802.1F-1893, A.7"
::= { dotllresAttribute 2 }

dotllResourceInfoEntry OBJECT-TYPE
SYNTAX DotllResourcelInfoEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"An entry in the dotllResourcelnfo Table.

ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed
by ifIndex."

INDEX {ifIndex}

1:= { dotllResourceInfoTable 1 }

Dot1lResourcelnfoEntry ::= SEQUENCE {
dotllmanufacturerOUl OCTET STRING,
dotllmanufacturerName DisplayString,
dotllmanufacturerProductName DisplayString,

dotllmanufacturerProductVersion DisplayString}

dotllmanufacturerOQUI CBJECT-TYPE
SYNTAX OCTET STRING (SIZE(3})
MAX-ACCESS read-only
STATUS current
DESCRIPTICN

"Takes the value of an organizationally unique identifier.”

::= { dotllResourcelnfoEntry 1 }

dotllmanufacturerName OBJECT-TYPE

SYNTAX DisplayString (SIZE(0..128))
MAX-ACCESS read-only
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STATUS current
DESCRIPTION

"A printable string used to identify the manufacturer of the
resource. Maximum string length is 128 octets."
:= { dotllResourcelInfoEntry 2 }

dotllmanufacturerProductName OBJECT-TYPE
SYNTAX DisplayString (SIZE(0..128))
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"A printable string used to identify the manufacturer's product
name of the resource. Maximum string length is 128 octets.™
::= { dotllResourceInfoEntry 3 }

dotllmanufacturerProductVersion CBJECT-TYPE
SYNTAX DisplayString (SIZE(0..128))
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"Printable string used to identify the manufacturer's product
version of the resource. Maximum string length is 128 octets.®
::= { dotllResourceInfoEntry 4 }

e e sk e ke e e ke ke de e e ke ke ke e Sk ke e e ke Sk ke ok b ke vie e e e ke e ok ok e ke ke e ke e g ok gk ke ke sk ke ok ek e e e e ke ok e ke A e e e ke e e e ke ek

- % End of dotllResourceInfo TABLE

e KKK IR A A IR A I A A AR AT RA RN AR N IR IR R IRk dh R Rk hokdkdke ok kkde ok dok ke kk & ook ko ok ke & &k ok % ek ek

e REK KKKk kA Ak ko k ok hhkkkk ko hkhhk ko hkkrk ke kkhkhkdkkkk khkh kb bk rkddkdkehhkhkdhdhdkhkkdhk

- % PHY Attribute Templates

= kh ok ko ki ok ok A kR K A Rk kK kK ke ok ok Rk ok ke kv ke ke ke ke kg ke e K A e e ok Rk kR R R R R ok ok R R R ko ke ke ke e

e KA KK AT R AARAE KA A AAE NI RKRAKT AL AT AR Akdh bk Ak dkH ok ok ok ko ko odekok kk ok %ok % ek &k ok k%% &k &
-- dot11PhyOperation TABLE
R AR E R R R R R R R o
dot11PhyOperationTable OBJECT-TYPE

SYNTAX SEQUENCE OF DotllPhyOperaticnEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"PHY level attributes concerned with

operation. Implemented as a table indexed on
ifIndex to allow for multiple instantiations on an
Agent."

::= { dotllphy 1 }
dot1l1lPhyOperationEntry OBJECT-TYPE
SYNTAX DotllPhyOperationEntry
MAX-ACCESS not-accessible

STATUS current
DESCRIPTION

"An entry in the dotllPhyOperation Table.
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ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed
by ifIndex."
INDEX {ifIndex)
::= { dotliPhyOperationTable 1 }

Dot11PhyOperationEntry ::= SEQUENCE {
dot11PHYType INTEGER,
detllCurrantRegDomain Integer32,
dot11TempType INTEGER

}

dot 11PHYType OBJECT-TYPE
SYNTAX INTEGER {fhss{l), dsss(2), irbaseband(3}}
MAX~ACCESS read-only
STATUS current
DESCRIPTION

ANSI/IEEE Std 802.11, 1999 Edition

"This is an 8-bit integer value that identifies the PHY type

supported by the attached PLCP and PMD. Currently defined
values and their corresponding PHY types are:
FHSS 2.4 GHz = 01

, DS8S 2.4 GHz = 02, IR Baseband = 03"

::= { dotl1PhyOperationfntry 1 }

dotllCurrentRegDomain OBJECT-TYPE
SYNTAX Integer32
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"The current regulatory demain this instance of the PMD is

supporting. This object corresponds to one of the
RegDomains listed in dotllRegDomainsSupported.*

::= { dotllPhyOperaticnEntry 2 }

dotllTempType OBJECT-TYPE
SYNTAX INTEGER {tempTypel(l), tempType2{2) }
MAX-RCCESS read-only
STATUS current
DESCRIPTION

"There are different operating temperature requirements

dependent on the anticipated environmental conditions. This
attribute describes the current PHY's operating temperature

range capability. Currently defined values and their
corresponding temperature ranges are:

Type 1 = X'01'-Commercial range of 0 to 40 degrees C,

Type 2

H

X102'-Industrial range of -30 to 70 degrees C."

::= { dotllPhyOperationEntry 3 }

e KTt e e R R K K ke ek e ek kK ek e g e e de ek e ke de ke ek Rk e ek ok ok ke ke ke ke e kA R R ok e de ke ke ke kR ok ke e ke ke K e ke e e

- %

End of dotllPhyCperation TABLE
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e kkk ok kA kA A kA K KRk ok ok Rk ek dk d ok R R Tk ek ke kR ke ke ke ke R ke ke ok ek ke ke g e R R R Rk ok ok
-k dot11PhyAntenna TABLE
P i A R R R T R R R R R R R R R R R R R E T R R R R T IR E R L RS R R S
dotllPhyAntennaTable OBJECT-TYPE

SYNTAX SEQUENCE OF DotllPhyAntennaEntry

MAX-ACCESS nct-accessible

STATUS current

DESCRIPTION

"Group of attributes for PhyAntenna. Implemented as a
table indexed on ifIndex to allow for multiple instances on
an agent."

:= { dotliphy 2}

dot11PhyAntennaEntry OBJECT-TYPE
SYNTAX DotllPhyAntennaEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"An entry in the dotllPhyAntenna Table.

ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed
by ifIndex."
INDEX {ifIndex}
::= { dotllPhyAntennaTable 1 }

DotllPhyAntennaEntry ::= SEQUENCE
dotllCurrent TxAntenna Integer32,
dotllDiversitySupport INTEGER,
dotllCurrentRxAntenna Integer32 }

dotllCurrentTxAntenna OBJECT-TYPE
SYNTAX Integer32 (1..255)
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"The current antenna being used to transmit. This value
is one of the values appearing in dotllSupportedTxAntenna.
This may be used by a management agent to control which
antemna is used for transmission.®

t= { dotllPhyAntennaEntry 1 }
dotl1lDiversitySupport OBJECT-TYPE
SYNTAX INTEGER {fixedlist(1l), notsupported(2), dynamic(3)}
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"This implementation's support for diversity, encoded as:

X'01'-diversity is available and is performed over the fixed
list of antennas defined in dotllDiversitySelectionRx.

X'02'-diversity is not supported.
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X'03'-diversity is supported and control of diversity is also
available, in which case the attribute
dotllDiversitySelectionRx can be dynamically modified by the
IME. "

::= { dotllPhyAntennaEntry 2 }

dotllCurrentRxAntenna CBJECT-TYPE
SYNTAX Integer32 (1..255)
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"The current antenna being used to receive, if the

dotll DiversitySupport indicates that diversity is not
supported. The selected antenna shall be one of

the antennae marked for receive in the dotllAntennasListTable.

:= { dotilPhyAntennaEntry 3 }

e Kk k ok kr kK ko hk ko kkk ko kkkhdkdrkkkkkhkhdrkdhhkhxddhhhdhhkxdkddkddhkdkdkddhdkkdidk

-- * End of dotllPhyAntenna TABLE

e Kk kkhkkhkkhk ko khkhhhkkhhkk kXA XAk Ak Ak kb hk bk h ek hhkhkhhrhkd ok khhk kb hkkkhhrdk ok dhk
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- % dot11PhyTxPower TABLE
R AR AR S R R R R R R R e R R e R R R e R R R R e R R R RS R R RS S R R RS R T EEE S S
dot11PhyTxPowerTable OBJECT-TYPE

SYNTAX SEQUENCE OF DotllPhyTxPowerEntry

MAX-ACCESS nct-accessible

STATUS current

DESCRIPTION

"Group of attributes for dotllPhyTxPowerTable. Implemented
as a table indexed on STA ID to allow for multiple
instances on an Agent."

:= { dotllphy 3}

dot11lPhyTxPowerEntry OBJECT-TYPE
SYNTAX DotllPhyTxPowerEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"An entry in the dotllPhyTxPower Table.

ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed
by ifIndex."

INDEX {ifIndex]

;= { dotllPhyTxPowerTable 1 }

Dot 11PhyTxPowerEntry ::= SEQUENCE {
dotllNumberSupportedPowerLevels INTEGER,
dot11TxPowerLevell INTEGER,
dotllTxPowerLeveal2 INTEGER,
dotl1l1TxPowerLevell INTEGER,
dotl11TxPowerLevel4d INTEGER,
dot11TxPowexrLevel’ INTEGER,
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dot11TxPowerLevelé INTEGER,
dot1l1TxPowerLevel? INTEGER,
dot1l1TxPowerlLevel8 INTEGER,
dotllCurrentTxPowerLevel INTEGER}

dotllNumberSupportedPowerLevels OBJECT-TYPE

SYNTAX INTEGER (1..8)

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"The number of power levels supported by the PMD.
This attribute can have a value of 1 to 8."

:= { dotllPhyTxPowerEntry 1 }

dot11TxPowerLevell OBJECT-TYPE

SYNTAX INTEGER (0..10000)

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"The transmit output power for LEVEL1 in mW.
This is also the default power level."

::= {  dotllPhyTxPowerEntry 2 }

dotllTxPowerLevel2 OBJECT-TYPE
SYNTAX INTEGER (0..10000)
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The transmit output power for LEVELZ2 in mwW."
::= {  dotllPhyTxPowerEntry 3 }

dot1l1TxPowerLevel3 OBJECT-TYPE
SYNTAX INTEGER (0..10000)
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The transmit output power for LEVEL3 in mw."
:= { dotllPhyTxPowerEntry 4 }

dotllTxPowerLeveld OBJECT-TYPE
SYNTAX INTEGER (0..10000)
MAX-ACCESS read-only
STATUS current
DESCRIPTICN
"The transmit output power for LEVEL4 in oW."
:= {  dotllPhyTxPowerEntry 5 |

dotllTxPowerLevel5 OBJECT-~TYPE
SYNTAX INTEGER (0..10000)
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The transmit output power for LEVELS5 in mW."
::= {  dotllPhyTxPowerEntry 6 }

dot11TxPowerLevelé OBJIECT-TYPE
SYNTAX INTEGER (0..10000)
MAX-ACCESS read-only
STATUS current
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DESCRIPTICN
"The transmit output power for LEVEL6 in mwW."
::= { dotllPhyTxPowerEntry 7 }

dotilTxPowerLevel? OBJECT-TYEE
SYNTAX INTEGER (0..10000)
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The transmit output power for LEVEL7 in wW."
i:= { dotllPhyTxPowerEntry 8 }

dot11TxPowerLevel8 OBJECT-TYPE
SYNTAX INTEGER (0..10000)
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The transmit output power for LEVEL8 in mW."
::= {  dotllPhyTzPowerEntry 9 }

dotllCurrentTxPowerLevel OBJECT-TYPE

SYNTAX INTEGER (1..8)

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"The TxPowerLevel N currently being used to transmit data.
Some PHYs also use this value to determine the receiver
sensitivity requirements for CCA."

::= {  dotllPhyTxPowerEntry 10 }

v Kk kk kK Ak k ok ok kA b Tk kAT hhk Ak h bk hk kA Ak Ak ko kA A A A kAT A ddddhkhkhkkkh kb ok hkdkkkkhk

-- % End of dotllPhyTxPower TABLE

PR SRR R R S R R AL RS AR SR AR RS SR AR RS S RS R RS SR Rl R R XSS

em hkk kA kkhkhkk Ak Ik kI khkkkhh ok kHdkkk ok hk ok ko hok ok dk kA Kk ok ok ok ok ok ok kok kok ode ke deok ok kok Rk ok o ok

m—_— dot11PhyFHSS TABLE
PR S AR RS S RS R RS SR RS R R R R LR R RS SRS SRR E R R LRSS EREESEEEE RS EEEEE]
dot11PhyFHSSTable OBJECT-TYPE
SYNTAX SEQUENCE CF Dotll1PhyFHSSEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"Group of attributes for dotllPhyFHSSTable. Implemented as a
table indexed on STA ID to allow for multiple instances on
an Agent."

::= { dotllphy 4 }

dot11PhyFHSSEntry OBJECT-TYPE
SYNTAX Dot11PhyFHSSEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"An entry in the dotl1lPhyFHSS Table.

ifIndex - Each 802.11 interface is represented by an

ifEntry. Interface tables in this MIB module are indexed
by ifIndex."
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INDEX {ifIndex}
:= { dotllPhyFHSSTable 1 |}

Dot11PhyFHSSEntry ::= SEQUENCE (
dotllHopTime INTEGER,
dotllCurrent ChannelNumber INTEGER,
dotllMaxDwellTime NTEGER,
dotllCurrentbwellTime INTEGER,
dotllCurrentSet INTEGER,
dotllCurrentPattern INTEGER,
dotllCurrentIndex INTEGER}

dotllHopTime OBJECT-TYPE

SYNTAX INTEGER (224)

MAX-ACCESS read-only

STATUS current

DESCRIPTION
“The time in microseconds for the PMD to change from
channel 2 to channel 80"

::= { dotl1PhyFHSSEntry 1 }

dotllCurrentChannelNumber OBJECT-TYPE

SYNTAX INTEGER (0..99)

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"The current channel number of the frequency output by the RF
synthesizexr"

::= { dotllPhyFHSSEntry 2 }

dotl1lMaxDwellTime OBJECT-TYPE
SYNTAX INTEGER (1..65535)
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The maximum time in TU that the transmitter
is permitted to operate on a single channel.®
::= {  dotllPhyFHSSEntry 3 }

dotllCurrentDwellTime CBJECT-TYPE
SYNTAX INTEGER (1..65535)
MAX-ACCESS read-write
STATUS current
DESCRIPTION
"The current time in TU that the transmitter shall operate
on a single channel, as set by the MAC. Default is 19 TU."
::= {  dotllPhyFHSSEntry 4 }

dotllCurrentSet OBJECT-TYPE
SYNTAX INTEGER (1..255)
MAX-ACCESS read-write
STATUS current
DESCRIPTION
"The current set of patterns the PHY
LME is using to determine the hopping sequence. "
::= { dotl1PhyFHSSEntry 5 }

dotllCurrentPattern OBJECT-TYPE
SYNTAX INTEGER (0..255)
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MAX-ACCESS read-write
STATUS current
DESCRIPTION
"The current pattern the PHY IME is
using to determine the hop sequence."
:= [ dotllPhyFHSSEntry 6 }

dotllCurrentIndex OBJECT-TYPE
SYNTAX INTEGER (1..255)
MAX-ACCESS read-write
STATUS current
DESCRIPTION
"The current index value the PHY ILME is using to determine
the CurrentChannelNumber.'"

{  dotllPhyFHSSEntry 7 }

e Kkdkkhk kA kA A A A A AR AR A A AR TR IRk kA A hkkkkhkhhd Ak Ak kb dh kA hkhdrhkhhkdkhkk

- * End of dotllPhyFHSS TABLE

e hkhkkhkk kA KA Ak kA A ATk Ak h kA Ak h b hhd bk hhkk ko hhd bk Ak hhh ok h kb hhrrhkrkhhxx

e KA A A AR A AR AT I IR A AR KA A T A AI AKX AT A AT A AT AN AT AR A AN T AR XA AR A TRk kT * K

- % dot11PhyDSSSEntry TABLE
e KRk E AT IE R KAk E AT bRk ko k Ak ko hkk kA rrh A hhk kb hhkhhkdkhdkkkdkhkhhrdkhkhhhhiddkkhkk
dot11PhyDSSSTakble OBJECT-TYPE
SYNTAX SEQUENCE CF DotllPhyDSSSEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTICN
"Entry of attributes for dotllPhyDSSSEntry. Implemented as a
table indexed on ifIndex allow for multiple instances on
an Agent."

:= { dotillphy 5 }

dot11PhyDSSSEntry OBJECT-TYPE
SYNTAX DotllPhyDSSSEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"An entry in the dotll1PhyDSSSEntry Table.

ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed
by ifIndex."
INDEX {ifIndex}
::= { dot11PhyDSSSTable 1 }

Dot11PhyDSSSEntry ::= SEQUENCE {
detllCurrentChannel INTEGER,
dot11CCAModeSupported INTEGER,
dotllCurrentCCAMode INTEGER,
dot11EDThreshold  Integer32}

dotllCurrentChannel OBJECT-TYPE
SYNTAX INTEGER (1..14)
MAX-ACCESS read-write
STATUS current
DESCRIPTICN
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"The current operating frequency charmel of the DSSS
PHY. Valid channel numbers are as defined in 15.4.6.2"
::= {  dotllPhyDSSSEntry 1 }

dot11CCAModeSupported OBJECT-TYPE
SYNTAX INTEGER (1..7)
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"dot11CCAModeSupported is a bit-significant value, representing all of the
CCA modes supported by the PHY. Valid values are:

energy detect only (ED ONLY) = 01,
carrier sense only (CS ONLY) = 02,
carrier sense and energy detect (ED_and CS)= 04

or the logical sum of any of these values.®
::= {  dotllPhyD3SSSEntry 2 }

dot11lCurrent CCAMode CBJECT-TYPE
SYNTAX INTEGER {edonly(l), csonly(2), edandcs(4)}
MAX-ACCESS read-write
STATUS current

DESCRIPTION
"The current CCA method in operation. Valid values are:
enerqgy detect only (edonly) = 01,
carrier sense only (csonly) = 02,

carrier sense and energy detect {(edandcs)= 04."
i:= {  dotllPhyDSSSEntry 3 }

dot1lEDThreshold OBJECT-TYPE
SYNTAX Integer3i2
MAX-ACCESS read-write
STATUS current
DESCRIPTION
"The current Energy Detect Threshold being used by the DSSS PHY."
::= {  dotllPhyDSSSEntry 4 }

e KRR HE KA A AR A AR AT KA A I AT AR H I AT I A AR I AT AARA I A A AR AR IR A AT AR A ARk Tk ket

-- % End of dotl1PhyDSSSEntry TABLE

~m khkkkkh kA khkhkkkkhkkhhkkhFhhk kb khhrhhkkkdhkbhdhdkhhkdhkhkhdhhkhrhkhkddohdhhrdi

e e e TR R R R R R R R R S R R R RN R R S R R SRR R RS S RS AR RS SRR RS S S S SR
-- % dot11PhyIR TABLE
= Kok ke ke gk ke vk ok gk e e A ok Kk ok ok e ok e ok ke g ok ke ok ke ok ek e ok ok ok e e ke ke ok sk Rk ok vk e e ke ke ke ke ke ok ke R R ok
dot11PhyIRTable OBJECT-TYPE
SYNTAX SEQUENCE OF DotllPhyIREntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"Group of attributes for dotllPhyIRTable. Inplemented as a
table indexed on ifIndex to allow for multiple instances on
an Agent."

::= { dotiliphy 6 }
dot11PhyIREntry OBJECT-TYPE

SYNTAX DotllPhyIREntry
MAX-ACCESS not-accessible
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STATUS current
DESCRIPTION
"An entry in the dotllPhyIR Table.

ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed
by ifIndex.®
INDEX {ifIndex}
::= { dotllPhyIRTable 1 |

Dot11PhyIREntry ::= SEQUENCE {
dot 11CCAWatchdogTimerMax Integer32,
dot11CCAWatchdogCountMax Integer32,
dot11CCAWatchdogTimerMin Integer32,
dot11CCAWatchdogCountMin Integer32)

dot1lCCAWatchdogTimerMax OBJECT-TYPE

SYNTAX Integer32

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"This parameter, together with CCAWatchdogCountMax,
determines when energy detected in the channel can be
ignored."

::= { dotllPhyIREntry 1 }

dotllCCAWatchdogCountMax OBJECT-TYPE

SYNTAX Integer32

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"This parameter, together with CCAWatchdogTimerMax,
determines when energy detected in the channel can be
ignored."

::= {  dotl1PhyIREntry 2 }

dotllCCaWatchdogTimerMin OBJECT-TYPE
SYNTAX Integer32
MAX-ACCESS read-write
STATUS current
DESCRIPTION
"The minimum value to which CCAWatchdogTimerMax can be
set."

::= { dotllPhyIREntry 3 }

dotllCCAWatchdogCountMin OBJECT-TYPE
SYNTAX Integer3i2
MAX-ACCESS read-write
STATUS current
DESCRIPTION
"The minimum value to which CCAWatchdogCount can be set."
:= { dotllPhyIREntry 4 }

e TR e e e S ke ke e K e e e ke ko e S e o gk e 3k ke ke K e ke e gk e ok e ok e ke e ok ok ke e e ok e ke e e ke g e sk ke ke ok ke ke ke e ok ok e ok ke ok ke ok e ke

End of dotllPhyIR TABLE

mm Fok ok ok ok k ok kh Ak ok ko k ko Rk kA ok ke ok ok ke ke ke ke ek de ke d ok ok ke ke ke ok ke e ok o K ok ok ke Rk ek ke ok ok Rk

[
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P AR R R R SRR SRR R LS RS E RS eR EE RS s R S SRR A EER SRR SRR LR SRS S

-- * dotllRegDomainsSupported TABLE
e KRR A AR KA AT A AN I A AT AR T A AR A AR AR AR TR A AT R AT A A AR A A AR vk ke bk kA khhkhdkhohkdhi
dotllRegDemainsSupportedTable OBJECT-TYPE
SYNTAX SEQUENCE OF DotllRegDomainsSupportEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"There are different operational regquirements dependent on
the regulatory domain. This attribute list describes the
regulatory domains the PLCP and PMD support in this
implementation. urrently defined values and their
corresponding Regulatory Domains are:

FCC (USA) = X'10', DOC (Canada) = X'20', ETSI (most of
Eurcpe) = X'30', Spain = X'31', France = X'32', MKK
(Japan) = X'40' "

1:= { dotliphy 7}

dotllRegDomainsSupportEntry OBJECT-TYPE
SYNTAX DotllRegDomainsSupportEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"An entry in the dotllRegDomainsSupport Table.

ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed
by ifIndex."
INDEX {ifIndex, dotllRegDomainsSupportIndex}
::= { dotllRegbhomainsSupportedTable 1 }

DotllRegDomainsSupportEntry ::= SEQUENCE
dot 11RegDomaingSupport Index Integeri2,
dot 11RegDomainsSupportValue INTEGER }

dot1llRegDomainsSupportIndex OBJECT-TYPE
SYNTAX Integer32
MAX-ACCESS not-accessible
STATUS current
DESCRIPTICN
"The auxiliary variable used to identify instances
of the columnar objects in the RegDhomainsSupport Table.!
:= { dotllRegDomainsSupportEntry 1 }

dotllRegDomainsSupportValue OBJECT-TYPE

SYNTAX INTEGER {fcc(16), doc(32), etsi(48), spain (49), france

(50), mkk (64) }

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"There are different operatiocnal requirements dependent on
the regulatory domain. This attribute list describes the
regulatory domains the PLCP and PMD support in this
implementation. Currently defined values and their
corresponding Regulatory Domains are:
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FCC (USA) = X'10', DOC (Canada) = X'20', ETSI (most of
Europe) = X'30', Spain = X'31', France = X'32', MKK
(Japan) = X'40' "

::= { dotllRegDomainsSupportEntry 2 }

KA A A AR E A A A A A A AR A AR TR A AR KA I A Ak A A XA R A A A kA A A A ATk bk ke hk bk kb hk bk hkhkkhdhhkxhk

- * End of dotllRegDomainsSupported TABLE

KR AR KAEAARE KA RI A KA AT NI KA KT R Ak ok khhkhhodedk ko kkdk ok hodekkhkd ko k ok kk ok ke kdode ko kokkkok

KK A AKX IEARK N A A AR AR R TR Ak kIR KAk hk ok kkddk ek kkkdkh ok dk ok &k ok hk Kk ook ok dek &k &k k k&% kK

e * dotllAntennaslist TABLE
TR Ak kAT AN A AR A R IR Tk kA Ak kAN kA hkhkk kA kR hkk kA bk hkk kA hkhkhkhhkhkrhk kA dkhhkhkkhkhhkk
dotllAntennasListTable OBJECT-TYPE
SYNTAX SEQUENCE OF DotllAntennasListEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"Thig table represents the list of antennae. An
antenna can be marked to be capable of transmitting,
receiving, and/or for participation in receive diversity. Each
entry in this table represents a single antenna with
its properties. The maximum number of antennase that can
be contained in this table ig 255."
:= [ dotliphy 8 }

dotllAntennasListEntry OBJECT-TYPE
SYNTAX DotllAntennasListEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"An entry in the dotllAntennasListTable,
representing the properties of a single antenna.

ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed
by ifIndex."
INDEX {ifTndex, dotliAntennalistIndex}
;1= { dotllAntennasListTable 1 }

DotllAntennasListEntry ::= SEQUENCE {
dotllAntennalistIndex Integer32,
dotllSupportedTxAntenna Truthvalue,
dotlliSupportedRxAntenna TruthValue,
dotllbiversitySelecticnRx TruthValue }

dotllantemnalistIndex OBJECT-TYPE

SYNTAX Integer32 (1..255)

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION
"The unique index of an antenna which is
used to identify the columnar objects in
the dotllAntennasList Table."

:= { dotllAntennasListEntry 1 }

dotllSupportedTxAntenna OBJECT-TYPE
SYNTAX Truthvalue
MAX-ACCESS read-write
STATUS current

n
<
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DESCRIPTION
"When true, this object indicates that the
antenna represented by dotllAntennalndex
can be used as a transmit antenna."

::= { dotllAntennasListEntry 2 }

dotllSupportedRxAntenna OBJECT-TYPE

SYNTAX Truthvalue

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"When true, this object indicates that the
antenna represented by the dotlliAntennalndex
can be used as a receive antenna."

+= { dotllAntennasListEntry 3 }

dotl1lDiversitySelectionRx OBJECT-TYPE

SYNTAX Truthvalue

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"When true, this object indicates that the
antenna represented by dotllAntennalndex can
be used for receive diversity. This object
may only be true if the antenna can be used
as a receive antenna, as indicated by
dotllSupportedRxAntenna, "

::= { dotlliAntennasListEntry 4 }

o e ek et e e ke vk e T ok e vk ok ek e ke oA ok i e ke e e e e e e ok ok ok ke S ke e e ke ke o e e e e ke ok g e ke kA e e ok ok ok e Ak ok e ok e ok e o

-~ % End of dotllAntennaslList TARBLE

e hkhkkkhkhkkkhhkhkhkhhkthhhhdkhkhhhhhhhhhhhhhkhhkhkhkhhbhhhhdhhhhhhhhbhhhhhhkhhhrtx

. KA KR AR A A AR R A A A A AR A A AN R I A A AT A A A AT AN AT AL R AR AT IAA A KRR TR AR A kT A hhkhdhhhk
- SupportedbDataRatesTx TABLE
P A R A A R L R R R R R R e R A R T S e s R L R R T R R S R R R R R R R RS R R RS R R
dotllSupportedDataRatesTxTable OBJECT-TYPE

SYNTAX SEQUENCE OF DotllSuppcrtedDataRatesTxEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"The Transmit bit rates supported by the PLCP and PMD,

represented by a count from X’'02-X‘7f, corresponding to data

rates in increments of 500Kb/s from 1 Mbit/s to 63.5 Mbit/s subject
to limitations of each individual PHY."

:= { dotliphy 9 }

dotllSupportedDataRatesTxEntry OBJECT-TYPE
SYNTAX DotllSupportedDataRatesTxEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"An Entry (conceptual row) in the dotllSupportedDataRatesTx
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Table.

ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed
by ifIndex."

INDEX {ifIndex, dotllSupportedDataRatesTxIndex}
::= { dotllSupportedDataRatesTxTable 1 }

DotllSupportedDataRatesTxEntry ::= SEQUENCE {
dotllSupportedDataRatesTxIndex Integer32,
dotllSupportedDataRatesTxValue Integer32}

dotllSupportedDataRatesTxIndex OBJECT-TYPE
SYNTAX Integer32 (1..8)
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"Index object which identifies which data rate to access.
Range is 1..8."

::= { dotllSupportedDataRatesTxEntry 1 }

dotllSupportedDataRatesTxValue OBJECT-TYPE
SYNTAX Integer32 (2..127)
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"The Transmit bit rates supported by the PLCP and PMD,

represented by a count from X/02-X'7f, corresponding to data

rates in increments of 500Kb/s from 1 Mbit/s to 63.5 Mbit/s subject
to limitations of each individual PHY."

::= { dotllSupportedDataRatesTxEntry 2 |}

e e A R RS A RS SRS R RS Ss R R R Rl R Rt RERR SRR R EREER SRS LS

-- End of dotllsSupportedDataRatesTx TABLE

R SA R R R e R R R R A R R R R AR R R R I R R R R LR LR R R E R

e AR R R R R A S SRR R R RS R SRR SRS RS R R R e R RS LR R R R RS E R

-- SupportedbDataRatesRx TABLE

R SRR E R SR R SRR SR RS R SR AR SR RS R AR R R SR R R R R R R R R R TR RS RS T EE RS RS
dotllSupportedDataRatesRxTable OBJECT-TYPE
SYNTAX SEQUENCE OF DotllSupportedDataRatesRxEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"The receive bit rates supported by the PLCP and PMD,
represented by a count from X’'002-X'7f, corresponding to data
rates in increments of 500Kb/s from 1 Mbit/s to 63.5 Mbit/s."

::= { dotllphy 10 }
dotllSupportedDataRatesRxEntry OBJECT-TYPE

SYNTAX DotllSupportedDataRatesRxEntry
MAX-ACCESS not-accessible
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STATUS current
DESCRIPTICN

"An Entry (conceptual row) in the
dotllSupportedDataRatesRx Table.

ifIndex - Each 802.11 interface is represented by an
ifEntry. Interface tables in this MIB module are indexed
by ifIndex."

INDEX {ifIndex, dotlISupportedDataRatestIndex}
:= { dotllSupportedDataRatesRxTable 1 }

Dot1lSupportedDataRatesRxEntry ::= SEQUENCE {
dotllSupportedbataRatesRxIndex Integer32,
dotllSupportedDataRatesRxValue Integer32)

dotllSupportedDataRatesRxIndex OBJECT-TYPE

SYNTAX Integer32 (1..8)

MAX-ACCESS not-accessible

STATUS current

DESCRIPTICN
"Index object which identifies which data rate to access.
Range is 1..8."

:= { dotllSupportedDataRatesRxEntry 1 }

dotllSupportedbDataRatesRxValue OBJECT-TYPE

SYNTAX Integer32 (2..127)

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"The receive bit rates supported by the PLCP and PMD,
represented by a count from X’ 02-X’7f, corresponding to data
rates in increments of 500 Kb/s from 1 Mbit/s to 63.5 Mbit/s."

:= { dotliSupportedDataRatesRxEntry 2 }

e hkkkdkkdkkkkhhk kA kA khkhhhkkhkhkhkhk Ak dk kb hdkhkhddhkhhkkkdhhhhdrhkdhhkrkdrkhkhdhkrhkrrkhdkhk

- % End of dotllSupportedDataRatesRx TABLE

e KK e Kk ke ok ke K Kk ke ke ke ke Rk ke ok ok ok Sk ke e Kk ko ke ke ok ke ke b ok e e ok e ek ke e ke ok ke ke Rk ko ke ok ke Rk ok Rk ok ok ke ok

e KAhAAAKNKRARKAAAAN A AR AR A AR AR A A R A hkhhhkhhhhhkAhhhhhhhkhkhhhhhhhkhhkkhhhxhkhhkkhk

-- * conformance information
e Tk kAl gk ek sk A de ke e K gk Kk ek e o Yo e de e de g Jo de de ok e e e e e ek de dk sk e dk gk ek ke ke ke ek e b e e ok ok e ok vk e e ke

dotllConformance OBJECT IDENTIFIER ::= { ieee802dotll 5 }
dot11Groups OBJECT IDENTIFIER ::= { dotllConformance 1 }
dotllCompliances OBJECT IDENTIFIER ::= { dotlliConformance 2 }

mm KA I A I Kk Kk kKA A h Ak dhhkk ko khk ko kdhdhhkhkkkk sk khhhkkhk kK dkhh ok ko kddkkdhhdodkhkhdkx

-— compliance statements
—— Rk ek ek ok kR ke ke ek vk ke ek ok sk ok R o e ok e e sk ok Sk e e ok ok e ke gk ok ek e ok gk o e ke sk ke e e e ok ok ek e ok Rk ok kR kA ok ke
dotllCompliance MODULE-COMPLIANCE
STATUS current
DESCRIPTION
"The compliance statement for SNMPv2 entities
that implement the IEEE 802.11 MIB."

MODULE -- this module
MANDATORY-GROUPS {
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dotllSMTbasez,

dotllMACbase, dotllCountersGroup,
dotllSmtAuthenticationAlgorithms,

dotllResourceTypelD, dotllPhyCperationComplianceGroup |

GROUP dotl1PhyDSSSComplianceGroup
DESCRIPTION
"Implementation of this group is required when cbject
dotllPHEYType has the value of dsss. This group is
mutually exclusive with the groups dotllPhyIRComplianceGroup and
dot11PhyFHSSComplianceGroup. "

GROUP dotl1PhyIRComplianceGroup
DESCRIPTICN
"Implementation of this group is required when object
dot1llPHYType has the value of irbaseband. This group is
mutually exclusive with the groups dot11PhyDSSSComplianceGroup and
dot11PhyFHSSComplianceGroup. "

GROUP dotl11PhyFHSSComplianceGroup
DESCRIPTION
"Implementation of this group is required when object
dot11PHYType has the value of fhss. This group is
mutually exclusive with the groups dotllPhyDSSSComplianceGroup and
dot11phyTIRComplianceGroup."

-- OPTIONAL-GROUES { dotllSMTprivacy, dotllMACStatistics,

-- dot11PhyaAntennaComplianceGroup, dotllPhyTxPowerComplianceGroup,
-- dotl1PhyRegDomainsSupportGroup,

- dot11PhyAntennasListGroup, dotllPhyRateGroup |}

::= { dotliCompliances 1 }

R S R R R R R e R RS R R L R R RN R R R R R R R R R R RS R R I R SRR RS RS E SRR R EE RS
-- * Groups - units of conformance
e e R de de A Kode ke g de de e R v T e e vk ek de e 3 e e ek e e 9 e ok o ok e e ok de e e e ok e ok e e e dhe e e e btk e ok de ok e ok ke e e
dot 11SMIbase OBJECT-GROUP
OBJECTS { dotllStationIpD, dotllMediumOccupancyLimit,
dot11CFPollable,
dot11CFPPeriod,
det11CFPMaxDuration,
dotlliAuthenticationResponseTimeOut,
dot11PrivacyOptionImplementad,
dotllPowerManagementMode,
dot11DesiredSSID, dotllDesiredBSSType,
dotl1llOperationalRateSet,
dotllBeaconPeriocd, dotllDTIMPericd,
dotllAssociationResponseTimeOut
}
STATUS deprecated
DESCRIPTION
"The SMT object class provides the necessary support at the
STA to manage the processes in the STA such that the STA may
work cooperatively as a part of an IEEE 802.11 network."
:= {dotliGroups 1 }
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dot11SMIprivacy OBJECT-GROUP
OBJECTS { dotllPrivacyInvcked,

dotllWEPKeyMappingLength, dotllExcludeUnencrypted,
dotliWEPICVErrorCount , dotllWEPExcludedCount
dot1l1WEPDefaultKeyID,
dotllWEPDefaultKeyValue,
dot11WEPKeylMappingWEPOn,
dot11WEPKeyMappingValue , dotl1WEPKeyMappingAddress,
dot11WEPKeyMappingStatus |}

¢

STATUS current
DESCRIPTION
"The SMTPrivacy package is a set of attributes that shall be
present if WEP is implemented in the STA."
:= {dotliCroups 2 }

dot11MACbase OBJECT-GROUP

OBJECTS { dotliMACAddress, dotllAddress,
dot11GroupAddressesStatus,
dot11RTSThreshold, dotllShortRetryLimit,
dotllLongRetryLimit, dotllFragmentationThreshold,
dotllMaxTransmitMSDULifetime,
dotllMaxReceiveLifetime, dotliManufacturerlD,
dotllProductID

}

STATUS current
DESCRIPTION
"The MAC object class provides the necessary support for the
access control, generation, and verificaticon of frame check
sequences, and proper delivery of valid data to upper
layers.”
;= {dot11Groups 3 }

dot11MACStatistics OBJECT-GROUP

OBJECTS { dotllRetryCount, dotllMultipleRetryCount,
dot11RTSSuccessCount, dotllRTSFailureCount,
dot11ACKFailureCount, dotllFrameDuplicateCount }

STATUS current
DESCRIPTION
"The MACStatistics package provides extended statistical
information on the operation of the MAC. This
package is completely optional."
::= {dot1lGroups 4 }

dotllResourceTypelD OBJECT-GROUP
OBJECTS { dotllRescourceTypeIDName, dotllmanufacturerOUI,
dotllmanufacturerName, dotllmanufacturerProductName,
dotllmanufacturerProductVersion }
STATUS current
DESCRIPTION

"Attributes used to identify a STA, its manufacturer,
and various product names and versions."

::= {dotl1lGroups 5 }
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dotllSmtAuthenticationAlgorithms OBJECT-GROUP
OBJECTS { dotllAuthenticationAlgorithm,
dotllAuthenticationAlgorithmsEnable }
STATUS current
DESCRIPTION
"Aauthentication Algorithm Table."
::= {dotllGroups 5 }

dotllPhyOperaticnComplianceCroup OBJECT-GROUP
OBJECTS { dotl1PHYType, dotllCurrentRegDomain, dotllTempType }
STATUS current
DESCRIPTICN
"PHY layer operations attributes.®
i:= { dotllGroups 7 }

dot11PhyAntennaComplianceGroup OBJECT-GROUP
OBJECTS {dotllCurrentTxhntemna, dotllDiversitySupport,
dotllCurrentRxAntenna }
STATUS current
DESCRIPTICON
"Attributes for Data Rates for IEEE 802.11."
::= { dotllGroups 8 }

dot11PhyTxPowerComplianceGroup OBJECT-GROUP

OBJECTS {dotllNumberSupportedPowerLevels, dotllTxPowerLevell,
dotllTxPowerLevel2, dotllTxPowerLevel3, dotllTxPowerLevel4,
dot11TxPowerLevel5, dotllTxPowerlevelé, dotllTxPowerLevel7,
dot11TxPowerLevel8, dotllCurrentTxPowerLevel }

STATUS current

DESCRIPTION
"Attributes for Control and Management of transmit power.®

::= { dotllGroups 9 }

dot11PhyFHSSComplianceGroup OBJECT-GROUP

OBJECTS {dotllHopTime, dotllCurrentChannelNumber, dotllMaxDwellTime,

1999 Edition

dotllCurrentDwellTime, dotllCurrentSet, dotllCurrentPattern,

dotllCurrent Index}
STATUS curxert
DESCRIPTICN
"Attributes that configure the Fregquency Hopping for IEEE
802.11."

::= { dotliGroups 10 }
dot11PhyDSSSComplianceGroup OBJECT-GROUP

OBJECTS {dotllCurrentChammel, dotllCCAModeSupportad,
dotllCurrentCCAMode, dotllEDThreshold})
STATUS current
DESCRIPTION
"Attributes that configure the DSSS for IEEE 802.11.7
::= { dotllGroups 11 }

dot11PhyIRComplianceGroup OBJECT-GROUP

OBJECTS {dotllCCAWatchdogTimerMax, dotllCCAWatchdogCountMax,
dot11CCAWatchdogTimerMin, dotllCCAWatchdogCountMin}
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STATUS current
DESCRIPTION
"Attributes that configure the baseband IR for IEEE 802.11."
::= { dotllGroups 12 }

dot11PhyRegDomainsSupportGroup OBJECT-GROUP
OBJECTS { dotllRegDomainsSupportValue}
STATUS current
DESCRIPTICN
"Attributes that specify the supported Regulation Domains."
::= { dotllGroups 13}

dotllPhyAntennasListGroup OBJECT-GRCUP
OBJECTS { dotllSupportedTxAntenna,
dotllSupportedRxAntenna, dotllDiversitySelectionkRx }
STATUS current
DESCRIPTICN
"Attributes that specify the supported Regulation Domains."
1= { dotllGroups 14 }

dotllPhyRateGroup OBJECT-GROUP
OBJECTS {dotllSupportedDataRatesTxvValue,
dot1llSupportedDataRatesRxValue

STATUS current
DESCRIPTION
"Attributes for Data Rates for IEEE 802.11."
::= { dotllGroups 15 }

dot1llountersGroup OBJECT-GROUP
OBJECTS {

dotllTransmittedFragmentCount ,
dotllMulticastTransmittedFrameCount ,
deotllFailedCount, dotllReceivedFragmentCount,
dotllMulticastReceivedFrameCount ,
det11FCSErrorCount,

dot1l1lWEPUndecryptableCount,

dotllTransmittedFrameCount }

STATUS current
DESCRIPTION
"Attributes from the dotllCountersGroup that are not described
in the dotllMACStatistics group. These cbjects are
mandatory. "
::= {dotllGroups 16 |

dotllNotificationGroup NOTIFICATION-GROUP
NOTIFICATIONS { dotllDisassociate,
dotllDeauthenticate,
dotllAuthenticateFail }
STATUS current
DESCRIPTION
"IEEE 802.11 notifications®
;= { doti1lGroups 17 }

dot11SMTbase2 OBJECT-GROUP
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OBJECTS { dotllMediumOccupancyLimit,
dotll1CFPellable,
dot11CFPPericd,
dotllCFPMaxDuration,
dotllAuthenticationResponseTimelut,
detllPrivacyCptionImplemented,
dotllPowerManagementMode,
dotllDesiredSSID, dotllDesiredBSSType,
dotllCperaticnalRateSet,
dotllBeaconPericd, dotll1DTIMPericd,
dotllAssociationResponseTimeOut,
dotllDisassociateReason,
dotllDisassociateStation,
dotllDeauthenticateReason,
dotllDeauthenticateStation,
dotllAuthenticateFailStatus,
dotllAuthenticateFailStation
}

STATUS current

DESCRIPTICN

ANSI/IEEE Std 802.11, 1999 Edition

"The SMTbaseZ cbject class provides the necessary support at the
STA to manage the processes in the STA such that the STA may
work cooperatively as a part of an IEEE 802.11 network."

::= {dotllGroups 18 }

e kR Aok Rk k kAR hkk Ak ko ko hhk ok k ok ok kkh Ak kkhkkhhkhhhkkhkkkk bk hkhhkkdhk ke hkkkd

- %

End of 80211 MIB
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END
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