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SYSTEM FOR CONTROLLING THE 
DISTRIBUTION AND USE OF DIGITAL 

WORKS 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

This application is a continuation of US. patent applica 
tion Ser. No. 11/198,216 of STEFIK, et al., ?led on Aug. 8, 
2005, entitled “SYSTEM FOR CONTROLLING THE DIS 
TRIBUTION AND USE OF DIGITAL WORKS,” noW pend 
ing, Which is a continuation of US. patent application Ser. 
No. 10/176,608 of STEFIK, et al., ?led on Jun. 24, 2002, 
entitled “SYSTEM FOR CONTROLLING THE DISTRI 
BUTION AND USE OF DIGITAL WORKS,” now US. Pat. 
No. 6,934,693, Which is a continuation of US. patent appli 
cation Ser. No. 09/777,845, ?led on Feb. 7, 2001, noW pend 
ing, Which is a divisional of US. patent application Ser. No. 
08/967,084, ?led on Nov. 10, 1997, now US. Pat. No. 6,236, 
971, Which is a continuation of US. patent application Ser. 
No. 08/344,760, ?led on Nov. 23, 1994, noW abandoned, the 
disclosures of all of Which are hereby incorporated by refer 
ence herein. 

FIELD OF THE INVENTION 

The present invention relates to the ?eld of distribution and 
usage rights enforcement for digitally encoded Works. 

BACKGROUND OF THE INVENTION 

A fundamental issue facing the publishing and information 
industries as they consider electronic publishing is hoW to 
prevent the unauthorized and unaccounted distribution or 
usage of electronically published materials. Electronically 
published materials are typically distributed in a digital form 
and recreated on a computer based system having the capa 
bility to recreate the materials. Audio and video recordings, 
softWare, books and multimedia Works are all being electroni 
cally published. Companies in these industries receive royal 
ties for each accounted for delivery of the materials, eg the 
sale of an audio CD at a retail outlet. Any unaccounted dis 
tribution of a Work results in an unpaid royalty (e.g. copying 
the audio recording CD to another digital medium.) 

The ease in Which electronically published Works can be 
“perfectly” reproduced and distributed is a major concern. 
The transmission of digital Works over netWorks is common 
place. One such Widely used netWork is the Internet. The 
Internet is a Widespread netWork facility by Which computer 
users in many universities, corporations and government enti 
ties communicate and trade ideas and information. Computer 
bulletin boards found on the Internet and commercial net 
Works such as CompuServ and Prodigy alloW for the posting 
and retrieving of digital information. Information services 
such as Dialog and LEXIS/NEXIS provide databases of cur 
rent information on a Wide variety of topics. Another factor 
Which Will exacerbate the situation is the development and 
expansion of the National Information Infrastructure (the 
NII). It is anticipated that, as the NII groWs, the transmission 
of digital Works over netWorks Will increase many times over. 
It Would be desirable to utilize the NII for distribution of 
digital Works Without the fear of Widespread unauthorized 
copying. 

The most straightforWard Way to curb unaccounted distri 
bution is to prevent unauthorized copying and transmission. 
For existing materials that are distributed in digital form, 
various safeguards are used. In the case of softWare, copy 
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2 
protection schemes Which limit the number of copies that can 
be made or Which corrupt the output When copying is detected 
have been employed. Another scheme causes softWare to 
become disabled after a predetermined period of time has 
lapsed. A technique used for Workstation based softWare is to 
require that a special hardWare device must be present on the 
Workstation in order for the softWare to run, e. g., see US. Pat. 
No. 4,932,054 entitled “Method andApparatus for Protecting 
Computer Software Utilizing Coded Filter NetWork in Con 
junction With an Active Coded HardWare Device.” Such 
devices are provided With the softWare and are commonly 
referred to as dongles. 

Yet another scheme is to distribute softWare, but Which 
requires a “key” to enable its use. This is employed in distri 
bution schemes Where “demos” of the softWare are provided 
on a medium along With the entire product. The demos can be 
freely used, but in order to use the actual product, the key must 
be purchased. These schemes do not hinder copying of the 
softWare once the key is initially purchased. 
A system for ensuring that licenses are in place for using 

licensed products is described in PCT Publication WO 
93/01 550 to GrisWold entitled “License Management System 
and Method.” The licensed product may be any electronically 
published Work but is most effective for use With Works that 
are used for extended periods of time such as softWare pro 
grams. GrisWold requires that the licensed product contain 
softWare to invoke a license check monitor at predetermined 
time intervals. The license check monitor generates request 
datagrams Which identify the licensee. The request datagrams 
are sent to a license control system over an appropriate com 
munication facility. The license control system then checks 
the datagram to determine if the datagram is from a valid 
licensee. The license control system then sends a reply data 
gram to the license check monitor indicating denial or 
approval of usage. The license control system Will deny usage 
in the event that request datagrams go unansWered after a 
predetermined period of time (Which may indicate an unau 
thorized attempt to use the licensed product). In this system, 
usage is managed at a central location by the response data 
grams. So for example if license fees have not been paid, 
access to the licensed product is terminated. 

It is argued by GrisWold that the described system is advan 
tageous because it can be implemented entirely in softWare. 
HoWever, the system described by GrisWold has limitations. 
An important limitation is that during the use of the licensed 
product, the user must alWays be coupled to an appropriate 
communication facility in order to send and receive data 
grams. This creates a dependency on the communication 
facility. So if the communication facility is not available, the 
licensed product cannot be used. Moreover, some party must 
absorb the cost of communicating With the license server. 
A system for controlling the distribution of digitally 

encoded books is embodied in a system available from VPR 
Systems, LTD. of St. Louis, Miss. The VPR system is self 
contained and is comprised of: (1) point of sale kiosks for 
storing and doWnloading of books, (2) personal storage medi 
ums (cartridges) to Which the books are doWnloaded, and (3) 
readers for vieWing the book. In a purchase transaction, a 
purchaser Will purchase a voucher card representing the 
desired book. The voucher Will contain su?icient information 
to identify the book purchased and perhaps some demo 
graphic information relating to the sales transaction. To 
doWnload the book, the voucher and the cartridge are inserted 
into the kiosk. 
The VPR system may also be used as a library. In such an 

embodiment, the kiosk manages the number of “copies” that 
may be checked out at one time. Further, the copy of the book 
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