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ATTORNEY DOCKET NO; 06154/004001 

G, MANAGING, ACCESSING, AND TRACKING DIGITAL  

CTS AND ASSOCIATED RIGHTS AND PAYMENTS  

;Background  

5 	 invention relates to digital objects and 

associated rights and payments. 

By a "digital object" we broadly mean any set of 

sequences of bits or digits and an associated unique 

identifier which we call a "handle". A digital object may 

10 incorporate information or material in which rights (e.g., 

copyright rights) or other interests are or may be claimed. 

There may also be rights associated with the digital object 

itself. Thus digital objects may include conventional 

digital representations of works (books, papers, images, 

15 sounds, software), and more broadly any digital material 

which is capable of producing desired manifestations for a 

computer user. Thus, a digital object could include 

programs and data which, though not directly a 

representation of the text of a work, enable the delivery 

20 over a network and the subsequent reproduction on a computer 

screen of selected portions of the text of the work. By the 

notion of rights which are or may be claimed in a digital 

object, we mean rights which exist under statute (e.g., 

copyright, patent, trade secret, trademark), or as a result 

25 of private action (e.g., via secrecy, cooperative ventures, 

or negotiation). 

Rights are normally protected under the law by 

mechanisms that are paper-based. Patent and trademark 

applications are prosecuted by exchanges of paper with the 

30 Patent and Trademark Office. Trade secret rights are often 

protected by appropriate legends on paper, and by physically 

guarding paper copies against disclosure. Registration of 

claims in copyright is largely based on a paper system. 

Registration systems generally involve providing physical 
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copies (sometimes voluminous) to the registering authority 

of the object to be registered. 

Holders of rights may get value from those rights by 

allowing others to copy, use, or perform the object covered 

5 by the rights in exchange for consideration (e.g., a 

photographer may sell copies of his photographs). In some 

situations there may no need for negotiation of the terms, 

which may be simple and well understood. The working out of 

compensation may be done automatically by private clearing 

10 house operations, such as the Copyright Clearance Center (as 

to photocopying) or ASCAP and BMI (in the music field). 

In other situations the rights holders may derive 

value by granting to others exclusive rights to disseminate 

the object in exchange for a royalty (e.g., a book author 

15 grants a publisher the North American paperback distribution 

rights). Exclusive rights are typically subject to direct 

negotiation. 

It is common to provide for central registration of 

ownership and other exclusive rights so that others may know 

20 the timing and terms of those rights. 

Making digital objects available on networks (e.g., 

Internet), gives rise to at least four specific activities 

of concern. The first is the ease of movement of digital 

objects already contained in a computer network environment 

25 allowing the creation of multiple copies in multiple 

machines in fractions of a second. The second is the 

importation of external information, such as print material 

or isolated CD-ROM based material, which must first be 

scanned or read into the system before it can be used. The 

30 third is export of internal network based information to 

paper using digital printers or facsimile machines or 

copying to separable media such as tape or DAT for external 

transport to others. The fourth is that digital objects may 

- 2 - 
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be easily manipulated on a computer to produce derivative 

works. The derivative works can also be easily moved about 

in a computer network environment and be subject to further 

manipulation by other parties. Parallel and concurrent 

5 manipulation can generate an exponential proliferation of 

derivative works. 

Several technologies are known for handling privacy 

and authentication in a digital network environment, 

including public key cryptography, digital signatures, 

10 privacy enhanced mail, and notarization. 

Summary of the Invention  

In general, in one aspect, the invention features a 

method of managing digital objects in a network, the objects 

are stored at locations accessible in the network using a 

15 storage technique which renders the digital objects secure 

against unauthorized access. Pointer information which 

associates each digital object identifier with a pointer 

indicating the location of the stored digital object is also 

stored in the network. For each digital object validation 

20 information is stored, separately from the digital object, 

and is sufficient to permit a determination whether a 

purported instance of a digital object is identical to the 

original. In examples of the invention, an authorized user 

may have access to the validation information, using the 

25 digital object identifier, to determine whether a purported 

instance of a digital object is identical to the original. 

The validation information comprises a digital signature 

over the digital object. 

Another general aspect of the invention concerns 

30 managing reference information about digital objects in a 

network. The reference information is stored for each of 

the digital objects. Validation information is also stored 

and is substantially smaller in size than the corresponding 

- 3 - 

Petitioner Apple Inc. - Exhibit 1022, p. 13



digital object. 	In examples of the invention, an 

authorized user may have access to the reference information 

using the unique identifier. The reference information 

includes information concerning at least one of the 

5 following: registration of rights in the digital object 

including performance of the object; accesses to and uses of 

digital object; the terms and conditions for use of digital 

objects; the ownership and transfer of rights to disseminate 

digital objects; links between different digital objects. 

10 	 In another general aspect of the invention, which 

concerns the storing of the digital objects in a network, 

the verification information is stored separately from the 

digital object. In examples of this aspect of the 

invention, the pointer to the object (versus identifier 

15 information for the object) is stored in multiple servers on 

the network. The identifiers are generated in a manner to 

distribute the pointer information with the unique 

identifier information) relatively evenly among the servers, 

using a hashing algorithm. 

20 	 Another general aspect of the invention concerns 

enabling users of a network to access or perform digital 

objects stored in the network. There are multiple pointer 

servers each of which accepts identifiers of a subset of the 

digital objects and returns corresponding pointers to the 

25 locations of the digital objects in the network. A 

directory server accepts identifiers of any of the digital 

objects and maintains and returns a table containing the 

locations of the pointer servers which accept those 

identifiers. 

30 	 Another general aspect of the invention concerns 

applying for registration of rights in digital objects by 

submitting to a registering authority an application for 

registration of rights including the validation information 

- 4 - 
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and the unique identifier of a digital object and its 

properties. 

Another general aspect of the invention concerns 

enabling holders of rights in digital objects to control 

5 terms and conditions under which they are accessed or 

performed by users in a network. Information is stored 

about terms and conditions for access to and performance of 

each digital object. The information is made available to a 

user in connection with a request for access to a digital 

10 object. The user is enabled to indicate assent to the terms 

and conditions. Access is permitted to the user only upon 

the user indicating assent to the terms and conditions. 

Another general aspect of the invention concerns 

enabling holders of rights in digital objects to control 

15 terms and conditions under which rights in the digital 

objects may be granted to others. Terms and conditions for 

the granting of rights is stored in the network. The terms 

and conditions are made available to potential rights 

holders upon request via the network. The potential rights 
20 holder and the current rights holder interact via the 

network to reach agreement on terms and conditions for grant 

of dissemination rights. Information identifying grants of 

such rights for digital objects on the network are stored in 

a recordation server on the network. This will generally be 
25 part of the reference service. 

Another general aspect of the invention concerns 

maintaining a record of information concerning digital 

objects stored on a network. The digital objects are stored 

on the network in a manner that restricts unauthorized 
30 access to and transactions associated with the digital 

objects. A reference service is provided on the network, 

separate from the storage of the digital objects, for 

recording information about accesses to and transactions 

- 5 -- 

Petitioner Apple Inc. - Exhibit 1022, p. 15



associated with the digital objects. Information about 

accesses to and transactions associated with the digital 

objects is recorded in the reference service. Access to the 

records of the reference service is permitted to authorized 

5 users. 

Another general aspect of the invention relates to 

managing registration of claims to rights in digital 

objects. Copies of the digital objects are stored in a 

repository in a manner that enables only authorized accesses 

10 to the digital objects and permits verification that the 

stored digital objects have not been subjected to 

unauthorized alteration. At a registrar which is accessible 

on the network at a different network address from the 

repository, registration services are provided including 

15 receipt via the network of registration requests and 

delivery via the network of registration certifications. 

The objects are accessed at the repository via the network 

for use in providing the registration services. 

Examples of the invention include the following 

20 features. Owners of rights in digital objects may deposit 

copies of the digital objects in the repository, via the 

network. There may be multiple repositories. A set of 

servers, accessible on the network, are provided for the 

purpose of generating a unique handle for each digital 

25 object. The handle for a digital object is unique both 

across the network and over time. A service, accessible on 

the network, is provided for locating the handle associated 

with a digital object. The handle is used to obtain a 

pointer to the network location of an accessible copy (by 

30 "copy" we intend a broader concept then the conventional 

notion of copy; see other sections of this application for 

explanation) of the digital object. The handle is used to 

obtain a pointer to the network location of information 

- 6 - 

Petitioner Apple Inc. - Exhibit 1022, p. 16



concerning obtaining authorization to use the digital 

object. The services are provided at multiple different 

locations on the network. The handles comprise unique 

character strings associated with the servers which 

5 generated them. A handle server, accessible on the network, 

provides the pointer in response to presentation of a 

handle. Multiple servers provide the service, each serving 

a portion of the handle space. Multiple handle generation 

servers may generate handles independently. Information 

10 concerning simple terms and conditions is stored in the 

repository. Information concerning non-simple terms is held 

in a rights management system (it may also contain the 

simple terms and conditions). Each of the handles is used 

to obtain a pointer to a rights management system in which 

15 information concerning non-simple terms is held. Hash 

values are computed on the handles and the hash values are 

distributed among multiple handle servers, each handle 

server having a table which associates handles with 

pointers. 

20 	 Another general aspect of the invention features a 

method for providing network based regulation of claims in 

rights in digital objects, and, in connection with actions 

(e.g., registration of rights or obtaining copies for 

consideration) pertaining to regulation of claims in rights 

25 in the digital objects, using handles to obtain authorized 

access to the digital objects in the repository. actions 

include registration of claims in the rights. 

Another general aspect of the invention features a 

network-based method for managing compensation for access to 

30 digital objects and transfer of rights in digital objects. 

Information is stored on the network identifying the 

ownership of rights in digital objects. At a rights 

management system available on the network, requests for 

- 7 - 
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rights in digital objects are received. In response to the 

requests for rights (e.g., exclusive rights), and after 

successful negotiation of rights transfers, requests are 

issued from the rights management system to the recordation 

5 system via the network, to record transfers of rights in the 

digital objects. 

• Examples of the invention include the following 

features. The transfer of rights is recorded in the 

recordation system in a manner which is secure against 

10 alteration. The request for transfer of rights typically 

occurs after the owner is compensated using a network based 

method of compensation or other method, or a commitment has 

been obtained to compensate the owner of the rights using 

the network-based compensation method or other method. 

15 	 Among the advantages of the invention are the 

following. 

Any kind of digital object may be dealt with. 

Owners of digital objects may deposit them in a secure 

manner that both restricts access and allows for later 

20 verification that the deposit has not been altered. 

Detailed records of the history of deposits and of 

transactions related to the objects (e.g., transfers of 

rights) may be kept in a protected location in the system, 

while access to those records may be allowed to any 

25 authorized party on the network. The records may include 

information about the history of revisions and derivative 

versions of objects, and may link objects based on other 

relationships among them. 

Thus, in combination the information and reference 

30 server (e.g., the registrar) and the repositories provide a 

unique capability, applicable to any digital object, to 

provide for protected storage in electronic storage 

facilities and, in a separate facility, secure maintenance 

- 8 - 
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of validation information needed to assure the unaltered 

nature of the stored object and historical information about 

the object. In this way, it is not necessary to store the 

objects at the same location as the validation information 

5 and any authorized person on the network (e.g., a court, or 

a government employee, or the rights holder, or a user) may 

have access to the validation and historical information 

and, if authorized, the object itself. When applied broadly 

to a large number and variety of rights holders and users, 

10 the system will produce a digital object infrastructure of 

enormous value to the conduct of business. 

The digital signature, privacy enhanced messaging, 

and other protection mechanisms assure the integrity of the 

system. 

15 

	

	The present manual paper system for mediating rights 

in the use of and dissemination of digital objects is 

replaced by a network-based system that operates rapidly, 

accurately, and efficiently, and will produce a freer, 

higher velocity market in such rights, thus greatly 

20 enhancing the value of the rights. 

Corporations and private institutions may apply the 

invention in a variety of contexts. 

The handles used to uniquely identify digital 

objects are designed to be extensible and expandable to 

25 accommodate virtually any number of objects over many years. 

The hashing mechanism provides an efficient and reliable 

implementation. 

Other advantages and features will become apparent 

from the following description and from the claims. 

30 	 Description  

Figure 1 is a block diagram of a system for managing 

digital objects. 

- 9 - 
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Figure 2 is a block diagram of an example of a 

system for registration of rights, recordation of transfers 

of rights, and rights management. 

Figure 3 is a block diagram of digital signing and 

5 verification processes. 

Figure 4 is a block diagram of a public key 

distribution arrangement. 

Figures 5 and 6 are diagrams of handles. 

Figure 7 is a diagram of hash code space. 

10 	 Figure 8 is a flow chart of handle processing. 
Figure 9 is a flow chart of a process for applying 

for rights registration. 

Figure 10 is a block diagram of portions of the 

system. 

15 	 Figures 11 through 13 are flow charts of a 

registration process. 

Figure 14 is a block diagram of portions of the 

system. 

Figures 15 through 17 are flow charts of a process 

20 of depositing an object in a repository. 
Figure 18 is a block diagram of portions of the 

system. 

Figures 19 through 22 are flow charts of a 

registration application process. 

25 	 Figure 23 is a block diagram of portions of the 

system. 

Figure 24 is a flow chart of a process of setting up 

an account. 

Figures 25, 26, and 27 are flow charts of processes 

30 of retrieving an object. 

Preliminarily we define several terms which are used 

in the following discussion (see Figure 1). 

- 10 - 
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A "repository" 1002 is a digital storage system into 

which digital objects 1004 may be placed and retained for 

possible subsequent retrieval. The repository may contain 

other related information 1006 as well as management systems 

5 1008. Where appropriate, such information may be provided 

to an "information and reference server" 1010. The result 

of retrieving a digital object from a repository may be a 

performance of the digital object (e.g., execution of a 

program) or the digital object itself (e.g., the program). 

10 This is important in the case of digital objects which are 

only intended to be performed by users (e.g., a video game) 

rather than making the object itself available. A 

performance of a digital object may be stored as a new 

digital object and there may be separate terms and 

15 conditions associated with it. 

Digital objects are "typed". Thus one can tell in a 

concatena,ted sequence of digital objects what kind of 

digital object is present (e.g., the"object itself" or a 

"performance of the object") and where each digital object 

20 starts and ends. One simple way to accomplish this is to 

include a type field as the first part of the sequence of 

binary digits which contains the necessary information. It 

could also be externally maintained (e.g., in a properties 

record, described below). 

25 	 A digital object may contain other digital objects 

in the sequence of binary digits following its handle. A 

user will be able to identify these contained objects from 

the type fields of those digital objects contained therein. 

Each digital object has a "handle", a concise unique 

30 identifier for a digital object used for storage and 

retrieval operations and other repository functions. 

A digital object may have associated with it, in the 

repository or elsewhere, as part of the related information 
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1006, a "properties record" 1014 which is a set of database 

entries that describe properties of the digital object. 

A digital object also may have associated with it, 

in the repository or elsewhere, an associated "transaction 

5 record" 1016 which records transactions involving the 

digital object. 

The properties record may contain entries such as 

the identity of a rights management system 1018 (i.e., the 

system that has control over transfers of and compensation 

10 for rights in that object), the handle 1012 for that object, 

the originator of the object 1020, the name of the object 

(if any) 1022, a description of any work or other 

information or material incorporated in the object 1024, the 

time and date of deposit 1026, format information 1028, and 

15 stated terms and conditions for access and usage of the 

object 1030. The terms and conditions in the properties 

record may allow the user to select which type of action to 

allow (e.g., retrieve object or perform object). The user 

may be allowed to negotiate type of action with the RMS. 

20 The user also may be given no choice of options. In many 

retrieval cases, the user will not know if an option exists. 

The transaction record may contain entries such as 

the time and date of each request for retrieval 1032, the 

identity of the requesting party 1034, the handle 1012 for 

25 the object, and the applicable terms and conditions 

including amount and method of payment 1036. 

The properties record, the transaction record, and 

the digital object all are normally accessible using the 

handle. 

30 

	

	The "rights management system" 1038 is a system used 

to negotiate access rights and other rights not otherwise 

specified in the properties record. It retains information 

about transactions, and communicates information about 

- 12 - 
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approved transactions and associated terms and conditions to 

the repository. Where authorized, it also informs the 

information and reference server about transactions 

involving rights management for recordation purposes. 

5 	 The information and reference server 1010 receives 

information from the repository and the rights management 

system. It retains a copy of the properties record for each 

digital object, a digital signature or other "fingerprint" 

of the digital object (the digital signature and other 

10 fingerprint is typically considerably smaller than the 

object itself) suitable for verification purposes and a 

temporal history list of related objects. In retains a 

history of chain of title 1052 to digital objects. The 

information and reference server is intended to be used for 

15 browsing, verification purposes, and to alert users to 

changes in the system. It some implementations it can be 

used as a'registration and recordation server for copyright 

and other purposes. The server may be part of a 

governmental department, or of a private service operation. 

20 The information and reference server typically would not 

retain complete digital objects for storage and retrieval 

purposes. 

The network would also be accessible to a wide 

variety of rights holders 10 (e.g., authors, owners, holders 

25 of exclusive rights). The rights holders may have access, 

when authorized, to the information and reference server, 

the repositories and the rights management system. The 

information and reference server, the repositories, and the 

rights management system are also potentially accessible by 

30 network users 14, who may wish to obtain, use, modify, 

transmit, perform, and enhance selected digital objects, or 

the results of operations performed by or on digital 

objects. The medium of the network (e.g., the cables, 
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airwaves, public switched telephone network) is not shown in 

the figure; but the network medium could be organized as a 

single local area network, a wide area network, or a broader 

network structure (e.g., the Internet). 
5 

	

	The overall system also includes a handle management 

system 1042 comprising multiple servers which provide handle 

server directory services, handle-to-pointer translation 

services (called "handle servers"), and handle generation 

services; payment servers 1044 which provide payment 

10 authorization services; and a wide variety of other possible 

servers 1046 including those which would provide 

intermediary services between rights holders and users, on 

one hand, and other servers on the other hand. For example 

a server might provide a service of receiving a conventional 

15 bibliographic citation to a journal article and 

communicating with an appropriate handle server to identify 

the location of the article on the network. That service 

and others could be provided as commercial services. It 

should also be clear that services can be provided on a 

20 widely distributed basis by multiple similar servers at 

different locations on the network, or by single centralized 

servers. Furthermore, not all of the digital objects which 

may exist on the network need be covered by the servers of 

Figure 1. Only when rights holders choose to subject their 

25 objects to the system would the services need to be 

provided. 

In what follows, we provide examples of operations 

which may be conducted with assistance of the servers and 

services of the kind shown in Figure 1. The operations 

30 include registration of rights, recordation of transfers of 

rights, deposit of objects in repositories, generation and 

use of handles, arranging compensation for use of objects 

and for licensing and transfer of rights (e.g., exclusive 
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rights) in objects (under simple or non-simple terms), use 

of digital signature and other protective mechanisms to 

insure the integrity of the transactions within the system, 

management of rights, and obtaining objects from 

5 repositories. 

Overview of an Example System 

As seen in Figure 2, an example system 31 includes a 

digital object management system 32 which includes hardware 

and software to create and store digital objects and manage 

10 rights to the objects. In the system, a user agent (UA) 34 

provides a user interface for interactions with other 

elements of the system. The UA is in the form of software 

running on a workstation. The UA may be used to initiate 

storage of an object within a repository 36 by passing the 

15 object to the repository or by transmitting information 

which the repository can use to retrieve the document. The 

UA also interacts with the repository to initiate a rights 

registration application process. 

The UA also interacts with a rights management 

20 system (RMS) 38 to initiate recordation of transfers of 

rights. The UA interacts with the registration system 40 

directly (or indirectly through the repository) to initiate 

the rights registration application process and with the 

public access registration database 41 to allow users to 

25 browse and search for information about registered rights. 

System 40 and database 41 are part of a rights registrar 

facility (and serve as an example of the information and 

reference server of Figure 1). 

Rights holders may prepare digital objects for entry 

30 into the system using a workstation and file server 42 which 

transfers objects in any of several well known formats 

(e.g., ASCII or Group IV facsimile) to the workstation 
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hosting the UA for rights registration application 

processing. 

The RMS 38 provides information about terms and 

conditions for use of digital objects and enters into 

5 negotiations with users for rights. The RMS interfaces with 

the information and reference server to obtain relevant 

reference information. The RMS also controls conditions for 

access to objects stored in repositories. The RMS may 

delegate to the repositories the responsibility to handle 

10 simple terms and conditions. The repository 36 holds copies 

of digital objects in a secure and verifiable manner and 

controls access to the objects. The repository also sends 

copies of digital objects to other systems when instructed 

to do so by an RMS. 

15 	 In the rights registrar facility 43, the public 

access registration database 41 will provide access to 

information about registered rights and provides a read-only 

interface to a cataloging system 44. The registration 

system 40 holds digitally submitted rights registration 

20 applications during application processing. The application 

information is submitted to a tracking system 46 for 

tracking purposes (e.g., for tracking examination or status) 

when the digitally submitted application is received. The 

recordation system 48 stores and provides information about 

25 transfers of rights (and other information pertaining to 

rights and interests. The recordation and registration 

systems in this example form part of a more general 

information and reference service. 

The cataloging system 46 stores information about 

30 registered rights and provides the basis for public 

(network) access to registration information. 

A registrar workstation 50 allows a registrar user 

to view and print rights registration applications and 
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accompanying documents and recordation information and 

accompanying documents. The workstation interacts with the 

registration system to obtain registration application 

information, with the rights management systems and 

5 repositories to obtain digital objects whose rights are 

being registered, and with the recordation system to obtain 

recordation information and associated documents. 

The handle management systems 54 are used to find 

the location of digital objects and the locations of each 

10 object's associated RMS. A handle for an object may be 

associated with zero or more object pointers. Object 

pointers contain location information for locating digital 

objects and/or associated RMSs. Each object may have an 

associated RMS which manages rights in the object on behalf 

15 of the rights holders. 

Handle generators 56 in the handle management 

systems 54 create the globally unique handles. 

Handle servers 58 process handle query requests. If 

the handle which is the subject of the query is found by a 

20 handle server, the object pointers associated with the 

handle are returned to the requesting client. A handle 

server accepts a handle as input and returns a list of 

pointers associated with the handle, where each pointer = 1 

domain name of storage system (repository), domain name of 

25 RMS 1. The domain name of the RMS may be null, e.g., if 

there are no terms and conditions stored in the RMS. The 

domain name of the storage system may be null if the rights 

stored in the RMS do not include obtaining a copy of the 

object, or if the rights apply to a "physical" object. 

30 	 The handle server directory 59 allows users to find 

the correct handle server for processing a given handle. 

Users which obtain handles from servers associate them with 

digital objects. The handle server directory 59 distributes 
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handles to handle servers based upon a hash of handles. The 

handle server directory provides a list of domain names of 

handle servers and identifies the set of hash values of 

handles which each of the handle servers can map to 

5 pointers. Each country has its own collection of handle 

servers and handle server directories. 

Public Key and Digital Signature Technology  

There are several security issues that the system 

must solve. The registration system must be able to verify 

10 the identity of the rights registration applicant. This is 

required since the applicant will charge the registration to 

an account, and it is also required for legal reasons. 

When an object is transmitted to either the 

registration system or the repository, the recipient system 

15 must be able to determine that the object was not altered in 

any way. When an object is stored on a repository, the 

rights holder of the object must also be able to determine 

that the object was not altered by the repository ih any 

way. Similarly, when an RMS tells a repository to send a 

20 copy to an object requester, the repository must be able to 

verify that a valid RMS is sending the command to the 

repository. When any correspondence is sent to the rights 

registration applicant from the registration system, the 

applicant must be able to determine that the registration 

25 system was truly the source. As objects and other 

information are transmitted between the various system 

components, the privacy of the information must be ensured. 

The system uses available public key and digital 

signature technology to handle privacy and authentication in 

30 the system as follows. 

In conventional cryptography, a mathematical 

function and a secret key are shared by parties who wish to 

communicate confidentially. Each message to be sent is 
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encrypted using the function and key, and the recipients 

decrypt it using the same function and key. 

In conventional cryptography the keys must be kept 

secret and must be distributed by secure means. The notions 

5 of two Stanford University researchers, Martin Hellman and 

Whitefield Diffie, opened up a new way of thinking about key 

management. One key could be made public (e.g. the one used 

for encryption) and the other key would be kept private. 

Anyone knowing the public part of a pair of keys could use 

10 it to prepare a message which would remain confidential 

until the person knowing the private key used it to decrypt 

the message. The public keys could be listed in public 

directories since knowing them did not help anyone decrypt 

messages encrypted using the public key. 

15 

	

	Three researchers at MIT, Rivest, Shamir and 

Adelman, later developed a pair of functions meeting the 

requirements specified by Diffie and Hellman. These 

functions are now known as the RSA algorithms. There are 

also other known ways to implement public key algorithms. 

20 

	

	Since either key of a public key cryptography pair 

can be used to perform the initial encryption, an 

interesting effect can be achieved by using the secret key 

of the pair to encrypt messages to be sent. Anyone with 

access to the public key can decrypt the message and on 

25 doing so successfully, knows that the message must have been 

sent by the person holding the corresponding secret key. 

This use of the secret key acts like a signature, since the 

decryption only works with the matching public key. If the 

public key for the sender is stored in a public directory, 

30 any recipient can verify the identity of the sender. 

As shown in Figure 3, the private key 100 can also 

be used to prove that an object 102 has not been altered by 

anyone after the object's rights holder (e.g., an author) 
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has fixed the representation of the object. If the author 

performs a hash 104 over all of the object's bits, and then 

encrypts 106 the hash value with his secret key 100 to 

produce a digital signature 105, a recipient can decrypt the 

5 hash value, rehash the original object and compare the two 

hash values to ensure that the object has not been altered. 

One problem that must still be addressed is knowing 

whether a public key 108 found in a directory for a given 

correspondent is valid or a bogus key inserted by a 

10 malicious 'person. One way to deal with this is to create 

certificates 110 containing the name 112 of the owner of the 

public key and the public key 108 itself. This certificate 

is signed with the private key of a well-known certificate 

signing authority 114, shown in Figure 6. The public key of 

15 the signing authority is also published in a certificate 

which is signed by a higher-level signing authority 116. In 

essence,- a hierarchy of certificate authorities has been 

created. 

In order to make an object be private in an 

20 efficient manner, a combination of public key cryptography 

and conventional private key cryptography is used. Since 

public key cryptographic algorithms require a substantial 

amount of computing power, an object will initially be 

encrypted with a secret key algorithm, such as DES, which is 

25 computationally more efficient. The DES private key will 

then be encrypted with the public key of the recipient. 

This encrypted DES key will be sent to the recipient, along 

with the encrypted object. 

Many of the object and information transfers 

30 performed in the system are provided by Privacy Enhanced 

Mail (PEM,) which was developed by Trusted Information 

Systems of Glenwood, Maryland. The PEM system (and other 

similar available systems) can provide message privacy and 
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correspondent authentication. There are other systems Other 

messages will be sent between system components via direct 

connections (e.g., "TCP/IP"). The TISPEM library, developed 

by RSA, is used to provide message privacy and correspondent 

5 authentication. 

Object Handles  

Handles should be globally unique across the network 

and over time; should be essentially permanent, since rights 

on an object may last many years; should not have any 

10 location information encoded in the identifier's namespace, 

since an object may be located at multiple and changing 

locations over time; the identifier's namespace must be 

variable and unrestricted, since the number of digital 

objects created may be expected to increase; once a user 

15 acquires an object's identifier, he should be able use the 

handle to ascertain the current location of the object; 

multiple authorities should be able to generate the 

identifiers. 

In addition, the following constraints on the use of 

20 an object handle are preferred: users of an object do not 

need to know its location, only its identifier; objects may 

be moved from one storage facility to another without 

affecting users; users should be able to choose object 

providers based upon the terms and conditions associated 

25 with an object, including its costs. 

The authorization and rules for creating a handle 

are determined on a country-by-country basis. As seen in 

Figure 5, handles are printable strings 130, having a 

country code 132 appended to a variable length string 

30 defined on a per country basis 134. 

Within the United States, the variable length string 

will be generated in a form similar to a domain name within 

the Internet, Figure 6. Authority zones will be 
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established, and each zone authority will be able to assign 

handles directly or create subzone 140 authorities. A time 

stamp 142 and serial number 144 are used to create a unique 

identifier within an authority zone. 

5 	 Handle generators create new handles on demand of 

object rights holders who wish to have handles assigned to 

objects. 

When an object is deposited in a repository, the 

repository contains a copy of the object plus identification 

10 of certain simple terms and conditions for a obtaining a 

copy of the object and using it. The rights management 

system contains non-simple (i.e., requiring additional 

negotiation) terms and conditions for obtaining a digital 

object and using it, and could also contain simple terms. 

15 The pointer to the repository may be null if the object is 

not available on-line. Certain objects may be required to 

be persistent for legal and other reasons. The pointer to 

the right's management system may be null if only simple 

terms and conditions contained in the repository (or null 

20 terms and conditions) govern the use of the object. 

Handle servers have the following characteristics: 

a handle server holds pointers associated with a subset of 

all handles; handles are assigned to handle servers based 

upon hash values computed on the handles; handle servers are 

25 assigned ranges of hash values; the set of all hash values 

is partitioned among the set of all handle servers. This 

leads to a highly efficient and reliable mechanism for 

locating objects and from handles. Other less efficient or 

less reliable methods could also be used. Handle servers 

30 may be configured to broadcast requests for handles to other 

handles servers, further enhancing the reliability and 

effectiveness of the system. 
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The handle server directory 59 holds a table 149 

which associates hash ranges 150 with domain names of handle 

servers 58 (Figure 7). 

Obtaining Pointers from a Handle  

5 

	

	Given a handle, the following steps, shown in Figure 

8, are followed to obtain a set of pointers associated with 

the handle. 
In a first step 170, a client system downloads the 

table that associates hash ranges with handle server domain 

10 names from the handle server directory for future use. The 

client also can omit this step if it has previously stored 

the table; frequent changes in the table may necessitate 

doing this every time. In a later step 172, assume the 

system obtains a handle for which pointers are desired. The 

15 system then generates the hash code for the handle using a 

predetermined hashing algorithm (step 174) and consults the 

hash range/handle-server-domain-name table to determine the 

domain name of the appropriate handle server (step-176). 

The system subsequently sends the handle to the handle 

20 server as part of a request pointer information UDP packet 

(step 178). 

The handle server then returns its response to the 

requesting system. If the handle server found the pointers, 

a list of pointers is returned (step 180). This could 

25 include pointers to use one or more repositories and one or 

more RMS's. If the handle was sent to the wrong handle 

server, it returns a not-responsible-for-handle message 

(step 182). In this case, the client system should download 

the hash range/handle-server-domain-name table from the 

30 handle server directory again and attempt the mapping again. 

The requester will determine how many times to try before 

giving up (and this same approach is used in other similar 

situations described below). 
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If the request was sent to the correct handle 

server, but the requested handle could not be found, the 

handle server returns a handle-not-found message (step 184). 

Overview of Application for Rights Registration  

5 	 There are two mechanisms used to register rights: 

an applicant may apply for a rights registration on an 

object which is located on his own system 42 or on an object 

which has been stored in a repository 36. 

In order to submit and process a rights registration 

10 application the following general steps (described in more 

detail later) must occur. 

First, as seen in Figure 9, the rights registration 

application is created, and the application and the 

associated object are submitted to the registration system. 

15 The steps required to perform this depend on the location of 

the digital object. In registering an object which is 

located on the applicant's own system, the applicant first 

makes the object available to his own system (if it was 

created somewhere else) (step 60). The applicant then runs 

20 a rights registration program in a step 62, and he fills in 

a rights registration application template. The application 

and the associated object are electronically mailed (as a 

PEM message) to the registration system (step 64), which 

performs simple syntactic checking on the application (step 

25 66), and verifies that the associated object has not been 

corrupted (step 68). 

If the object has not yet been placed in the 

repository, the applicant first places the object in the 

repository (step 70). The applicant then runs the rights 

30 registration program, and he fills in the copyright 

registration application template (step 62). The 

application and the object's handle are electronically 

mailed (PEM) to the registration system (step 64), which 
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performs simple syntactic checking on the application (step 

66). The registration system then retrieves the object from 

the repository in a step 72 and verifies that the retrieved 

associated object has not been corrupted (step 68). 

	

5 	 After the registration system has checked the 

object, it creates an initial Receipt In Progress (RIP) 

record and sends it to the tracking system (step 74). The 

tracking system verifies that the account number presented 

in the record is valid and that sufficient funds exist in 

10 the account to process the application (step 76). 

The application and the associated object can now be 

accessed by the rights examiner, by running an examiner's 

user interface program on the examiner's workstation (step 

78). Once the examiner approves the application, the 

15 registration system assigns a registration number, and the 

system creates the rights registration certificate (step 

80). A copy of the certificate is mailed electronically to 

the rights registrant. An updated RIP record which shows 

the registration application's final status is subsequently 

20 sent to the tracking system (step 82). 

Registering an Object not in a Repository 

The detailed steps for registering without first 

depositing a copy in a repository are shown in Figures 10 

through 13. 

	

25 	 First, the user 42 (the rights applicant) generates 

a digital signature for the object (step 250) using a 

private key and makes the object 43 (in one file), digital 

signature 45 (in a second file), and public key certificate 

chain 47 (in a third file) available to the UA system 34 

30 (step 252). The UA user supplies rights registration 

application information 49 by filling out a form on the 

screen. If the user does not fill in the publication date 

field, then the object is considered unpublished by the 
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rights registrar. If the field is filled in, then the 

object is treated like a published work. The UA user 

digitally signs the rights application information in a step 

254. 

	

5 	 The UA then sends a PEM/MIME message 202 to the 

registration system 40. (MIME is a multimedia electronic 

mail specification to allow for multimedia objects to be 

handled.) The message contains the object, the user's 

digital signature 45 over the object, the public key 

10 certificate chain 47 for the user, the rights registration 

application 49 information, a digital signature (not shown) 

over the rights registration application information, and 

the UA user's public key certificate chain (not shown) (step 

256). The entire message is signed by the UA user. 

	

15 	 The registration system 40 receives the PEM/MIME 

message. An entry recording the receipt of the message is 

placed into a log file in a step 258. 

The registration system verifies that it acdepts 

rights applications from the distinguished name of the UA 

20 user (step 260). If not, it returns a message to the UA 

user, and the verification failure is recorded in the log 

file (step 262). 

The registration system attempts to validate the 

digital signature over the entire message in step 264. If 

25 validation fails (i.e., the decrypted hash value does not 

match the computed message hash or one of the certificates 

in the public key certificate chain has been revoked), a 

message is returned to the UA user. The validation failure 

is recorded in the log file (step 262). If the validation 

30 succeeds, then an application received message is sent to 

the UA user (step 266). 

The registration system attempts to validate the 

rights registration information (only simple checks are 
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performed) in step 268: If validation fails, a message is 

returned to the UA user. The validation failure is recorded 

in the log file (step 262). 

If the object was included in the PEM/MIME message 

5 (step 270), the registration system attempts to validate the 

digital signature over the object (step 272). If validation 

fails, a message is returned to the UA user. The validation 

failure is recorded in the log file (step 262). 

If the validations of the application information 

10 and the object (if it was included in the PEM/MIME message) 

were successful, then the following are entered in step 274 

into the registration system's work in progress database: 

the application information; the digital signatures; the 

public key certificate chains; and the object (if 

15 available). The entry into the work in progress database is 

recorded in the log file. 

If the PEM/MIME message did not include the object 

(step 276), the registration system attempts to retrieve a 

copy of it in step 278. If the attempt fails, a message is 

20 sent to the UA user (step 280). The application 

information, digital signatures, and public key certificates 

are removed from the work in progress database. Entries are 

made in the log file recording the retrieval failure and the 

removal of the information from the work in progress 
25 database in step 282. 

If the retrieval attempt succeeds, then the 

registration system attempts to validate the digital 

signature over the object in step 284. If validation fails, 

a message is sent to the UA user (step 280). The 

30 application information, digital signatures, and public key 

certificates are removed from the work in progress database. 

Entries are made in the log file recording the validation 
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failure and the removals from the work in progress database 

(step 282). 

If the object has been published (the rights user 

filled in the published date field) (step 286), then the 

5 object is placed in the acquisition queue in step 288. 

The registration system now prepares an initial 

Receipt In Progress (RIP) record (step 290). The 

registration system converts the information located in the 

title and claimant name fields in the registration request 

10 into the title and claimant name fields in the RIP record. 

The following conversions are performed: title words that 

are located in a stop word list are deleted and title words 

that are located in an abbreviated terms list are 

abbreviated. 

15 	 A bar-code number (or other identifier) is assigned 

to the registration request (step 290). A verify and debit 

request, which contains the bar-code number (and other RIP 

record information) is formatted and sent to the tracking 

system via the File Transfer Protocol (FTP) in step 292. 

20 	 The tracking system verifies the account (step 294) 

and debits the requested amount from the account. If the 

account is not valid, the tracking system will send an 

invalid account number presented message to the registration 

system (step 296). If the account is valid, but 

25 insufficient funds exist for this transaction (step 298), 

then the tracking system will send an insufficient funds 

message to the registration system (step 296). In either 

error case, the validation failure is recorded in the 

registration system's log file; and the rights registration 

30 application is removed from the works in progress database 

(step 282). If the object was unpublished, it is deleted 

from the registration system in step 300. If a published 

object and registration request is resubmitted, it is 

- 28 - 

Petitioner Apple Inc. - Exhibit 1022, p. 38



possible that a object might be placed in the acquisition 

queue multiple times. Manual procedures catch the duplicate 

entries. 

If the tracking system 46 (Figure 10) successfully 

5 performed the account verification and debit processing, it 

sends an account is OK message to the registration system in 

step 302. the tracking system prepares an initial RIP 

record and places it in it's database. If the object was 

unpublished, a copy of it is placed into the acquisition 

10 queue. 

The registration system moves the registration 

request to the examiner queue database in step 304. The 

registrar user's workstation 50 (Figure 10) now has access 

to the registration request. The examiner uses workstation 

15 50 to view the object on the screen, to add his name to the 

examined by line on the application form and to record the 

class designation for the rights registration (step 306). 

The converted form of the author and title (as stored in the 

RIP record) are also shown to the examiner. 
20 

	

	If the examiner approves the application (step 308), 

an examination-is-approved message is sent from the 

workstation to the registration system in a step 310. The 

registration system assigns a registration number (step 

312), and the system creates and digitally signs the rights 

25 registration certificate, which includes the registration 

number and the date on which registration was granted (step 

314). The rights registration certificate is sent in a PEM 

message to the UA user in a step 314. The certificate may 

be sent directly to the UA or indirectly via the repository. 

30 The certificate is archived on the registration system (step 

312). The certificate also could be stored on a system that 

retains the scanned images of the manually created 

certificates. 
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If the examination results in the rights 

registration application being rejected, the examiner uses 

the workstation to send a rights registration rejection PEM 

message via the UA to the applicant explaining the rejection 

	

5 	(step 318). 

If the registration was approved •or denied, an 

updated RIP record is forwarded to the tracking system in a 

step 320. Once the tracking system has added the record to 

its database, it sends a RIP-record-update-OK message to the 

10 registration system (step 322). 

In step 324, the registration system moves the 

registration request to the cataloging system. The 

cataloger's workstation 57 (Figure 10) now has access to 

this registration request. 

	

15 	 Using a connection to the cataloging system, the 

cataloger creates the cataloging information in step 326. 

When the task is finished, the workstation sends a finished 

catalog message to the registration system (step 328). The 

registration system places a registration-application- 

20 processing-complete message in the log file (step 330). 

Placing an Object into a Repository 

Alternatively, the rights holder may choose first to 

place an object into a repository, as shown in Figures 14 

through 17. 

	

25 	 In a first step 350, the user 42 makes the object 

(object) available to the UA 34. The UA then sends a 

request for a handle to a handle generator system 36 (step 

352). 

The handle generator system sends a handle to the UA 

30 system (udp) in step 354. 

The UA sends a PEM message to the rights management 

system 38 containing the handle, any non-simple terms and 

conditions for obtaining a copy of the object (which must 
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include free access to the object for the registrar), and 

the list of distinguished names of those who are allowed to 

make changes to the information (stored in the RMS) which is 

associated with the handle (step 356). The PEM message is 

5 signed by the UA user. 

The RMS verifies that it accepts new submissions 

from the distinguished name of the UA user in step 358. If 

not, the RMS sends an invalid-distinguished-name PEM message 

to the UA user and discards the contents of the received 

10 message (step 360). 

The RMS validates the digital signature on the 

received PEM message (step 362). If the validation fails, 

the RMS sends an invalid-digital-signature PEM to the UA 

user and discards the contents of the received message (step 

15 	360). 

The RMS verifies that it does not already have a set 

of terms-and conditions stored for the handle (step 364). 

If it does, it sends a terms-and-conditions-already-

registered PEM to the UA user and discards the contents of 

20 the received message (step 360). 

The RMS stores the handle and the associated terms 

and conditions (step 366) and sends a confirming PEM to the 

UA user (step 368). 

In a step 370, the UA system computes the digital 

25 signature over: the object's handle; a date/time group (the 

nominal date/time of submission of the object to the 

repository); and the object. 

The UA system sends a PEM/MIME message to the 

repository 36 (Figure 14) containing the object's handle, 

30 the submission date/time group, the object (or the 

information needed to retrieve a copy of the object), the UA 

user's digital signature over the above, the UA user's 

public key certificate chain, the simple terms and 
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conditions for the object, if any, and the distinguished 

name or names of the RMS(s) holding the non-simple terms and 

conditions for the object, if applicable. The entire 

message is signed by the UA user (step 372). 

	

5 	 The repository verifies that it accepts object 

submissions from the distinguished name of the UA user in a 

step 374. If not, it sends an invalid-distinguished-name 

PEM message to the UA user and discards the received message 

(step 376). 

	

10 	 The repository validates the digital signature over 

the entire message in step 378. If the validation fails, 

the repository sends an invalid-digital-signature PEM 

message to the UA user and discards the received message 

(step 376). 

	

15 	 If the object was not included in the received 

PEM/MIME message (step 380), the repository attempts to 

retrieve a copy of the object (e.g., via anonymous FTP) in a 

step 382. If retrieval fails, the repository sends.an  

object-retrieval-failed PEM message to the UA user and 

20 discards the received message (step 376). 

The repository validates the UA user's digital 

signature over the handle, nominal submission date/time 

group, the object (step 384), and the reasonableness of the 

submission date/time group (not in the future, not too far 

25 in the past) (step 386). If either of these validations 

fail, the repository sends an invalid-submission PEM to the 

UA user and discards the received message (step 376). 

In step 388, the repository stores the object's 

handle, the submission date/time group, the object, the UA 

30 user's digital signature over the above, the UA user's 

public key certificate chain, the simple terms and 

conditions for the object, if any, the distinguished name of 

RMS, if applicable, and other propérties. The repository 
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then computes its own digital signature over the handle, the 

submission date/time group from the received message and the 

object (step 390). In step 392, the repository sends a PEM 

to the UA user containing the handle, the repository's 

5 digital signature, and the repository's public key 

certificate chain. 

In step 394, the UA system verifies the repository's 

digital signature over the handle, date/time group, and 

object. The UA system then stores the handle, the nominal 

10 submission date/time group, the object, the repository's 

digital signature, and the repository's public key 

certificate chain (step 396). 

The UA system computes the hash of the object's 

handle using the handle system hashing function (step 398). 

15 The UA system then looks up the domain name of the handle 

server 38 responsible for the handle in its cached copy of 

the hash value/handle server table (step 400). 

In step 402, the UA system sends a PEM to the handle 

server containing the handle, and one or more pairs of 

20 domain name of repository and domain name of the RMS, and a 

list of distinguished names of persons who are permitted to 

change the pairs of domain names associated with the handle. 

The message is signed by the UA user. 

The handle server receives the PEM message and 

25 verifies that it is responsible for the handle in step 404. 

If not, it sends an invalid-handle-server-selected PEM to 

the UA user and discards the other information (step 406). 

If the UA system receives an invalid-handle-server-selected 

rejection message from the handle server, it downloads a new 

30 copy of the hash value/handle server table from the handle 

server directory 59 (Figure 15) (step 408) and repeats steps 

398 through 404. 

- 33 - 

Petitioner Apple Inc. - Exhibit 1022, p. 43



If the handle server is responsible for the handle 

submitted by the UA system, it validates the digital 

signature over the PEM message in step 410. If the 

validation fails, the handle server sends an invalid- 

5 digital-signature PEM message to the UA user and discards 

the other information (step 412). 

The handle server verifies that it accepts 

submissions from the distinguished name of the UA user in 

step 414. If not, the handle server sends an invalid- 

10 distinguished-name PEM message to the UA user and discards 

the other information (step 412). 

The handle server verifies the syntax of the pairs 

of domain names submitted with the handle in step 416. If 

it detects any errors, it sends an invalid-handle- 

15 submission-record syntax PEM message to the UA user and 

discards the other information (step 412). 

The handle server stores the handle, the pairs of 

domain names, and the list of distinguished names (step 418) 

and sends a PEM acceptance message to the UA user (step 

20 	420 ) 

Registering an Object Already in a Repository 

After the object has been deposited, an application 

to register may be submitted (Figures 18 through 22). 

The user (the rights applicant) 42 first generates a 
25 digital signature for the object (step 450) and makes the 

digital signature (in a file), and public key certificate 

chain (in a second file) available to the UA system 34 (step 
452). 

The UA user supplies the rights registration 

30 application information by filling out a form on the screen 

in step 454. This includes the handle 203 for the object 

already stored in a repository. Any object stored in a 

repository is considered published by the rights registrar. 

- 34 - 

Petitioner Apple Inc. - Exhibit 1022, p. 44



Therefore, the publication date field must be entered in the 

application form. The UA user digitally signs the rights 

application information. 

In step 456, the UA system sends a PEN/MIME message 

5 to the registration system 40 containing the object's 

handle, the user's digital signature over the object, the 

public key certificate chain for the user, the rights 

registration application information, the digital signature 

over the rights registration application information, and 

10 the UA user's public key certificate chain. The entire 

message is signed by the UA user. 

The registration system receives the PEN message. 

An entry recording the receipt of the message is placed into 

a log file in step 458. The registration system then 

15 verifies that it accepts rights applications from the 

distinguished name of the UA user (step 460). If not, it 

returns an unknown-account PEN to the UA user, and the ver-

ification failure is recorded in the log file (step 462). 

The registration system attempts to validate the 

20 digital signature over the entire message in step 464. If 

validation fails (i.e., the decrypted hash value does not 

match the computed message hash or one of the certificates 

in the public key certificate chain has been revoked), a 

received-corrupted-application PEN is returned to the UA 

25 user. The validation failure is recorded in the log file in 

step 462. 

If the validation succeeds, then an application-

received PEN is sent to the UA user in step 466. 

The registration system attempts to validate the 

30 rights registration information (only simple checks are 

performed) in step 468. If validation fails, a rights-ap-

plication-is-formatted-incorrectly PEM is returned to the UA 
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user. The validation failure is recorded in the log file 

(step 462). 

If the validation of the application information was 

successful, then the following are entered into the 

5 registration system's work in progress database: the 

application information, the digital signatures, and the 

public key certificate chains. The entry into the work in 

progress database is recorded in the log file in step 470. 

The registration system hashes the object's handle 

10 in step 472. It uses this hash to perform a table lookup in 

the hash code/handle server table (step 474), which was 

previously obtained from the handle server directory. The 

registration system then sends a request-for-pointer-

information UDP packet to a handle server 58 (Figure 18) in 

15 step 476. 

In step 478, the handle server verifies that the 

handle falls within the set of handles for which hash values 

it is responsible. If it is not in this set, the handle 

server sends an invalid-handle-server-selected response UDP 

20 packet to the registration system (step 480). 

If the registration system receives an invalid-

handle-server-selected response UDP packet, it refreshes its 

hash code/handle server table from the handle server 

directory (step 482), and the registration system repeats 

25 steps 472 and 474. 

If the handle server is responsible for the handle, 

it verifies that the handle is present in its database in 

step 484. If not, it sends a handle-not-found response UDP 

packet to the registration system (step 486). 

30 

	

	If the registration system receives a handle-not- 

found response UDP packet, it returns a requested-object-is-

unavailable PEN message to the UA user (step 488), and the 

handle lookup failure is recorded in the log file. The 
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registration system removes the entry for the registration 

request from the work in progress database in step 490. 

If the handle server has the handle in its database, 

it returns the pointers associated with the handle in a UDP 

5 packet to the registration system in step 492. 

For each pointer returned by the handle server, the 

registration system tries to obtain a copy of the object. 

If a copy is successfully obtained from one repository 36 

(Figure 18), then the rest of the pointers are ignored. If 

10 the registration system cannot obtain the object from any of 

the repositories, the registration system returns an unable-

to-obtain-a-copy-of-the-object PEM to the UA user (step 

494). The failure to retrieve the object is recorded in the 

registration system's log file, and the rights registration 

15 entry is removed from the work in progress database (step 

496). 

If.a pointer does not indicate that RMS 38 (Figure 

18) negotiation is required, the registration systet ignores 

the object pointer. If a pointer does indicate that RMS 

20 negotiation is required (step 498), the registration system 

attempts to obtain the object via the RMS. First, in step 

500, the registration system connects to the RMS. 

The RMS returns a random-value tag to the 

registration system in step 502. In step 504, the 

25 registration system sends the following information to the 

RMS: the object's handle, the registrar's digital signature 

over the RMS generated random-value tag, the registrar's 

public key certificate chain, the domain name and the port 

number which will be used by the registration system to 

30 receive the object. 

The RMS validates the digital signature over the 

random-value tag in step 506. If the signature is not 

correct, the RMS sends an invalid-random-value-tag response 
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to the registration system in step 494. The registration 

system logs this error and removes the rights registration 

information from the work in progress database (step 496). 

The RMS verifies in step 508 that the registration 

5 system meets the terms and conditions for the object. If 

the registration system does not meet the terms and 

conditions, a requester-unauthorized-rejection response is 

returned to the registration system (step 494). The 

registration system logs this error and removes the rights 

10 registration information from the work-in-progress database 

(step 496). 

The RMS connects to the repository in step 510, and 

the repository returns a random-value tag to the RMS (step 

512). 

15 	 The RMS sends the following information to the 

repository in step 514: the object's handle; the RMS 

digital signature over the repository generated random-value 

tag; the RMS public key certificate chain; and the domain 

name and the port number which are used by the registration 

20 system to receive the object. 

The repository verifies the digital signature of the 

RMS over the random-value tag in step 516. If the signature 

is not correct, the repository sends an invalid-random-

value-tag response to the RMS (step 518). The RMS logs the 

25 error and sends a remote-RMS-error-invalid-random-value-tag 

error to the registration system in step 520. The 

registration system then logs this error and removes the 

rights registration information from the work in progress 

database (step 522). 

30 	 In step 524, the repository verifies that the RMS is 

allowed to request object transfers for the object. If the 

transfer is not allowed, the repository sends an invalid-RMS 

response to the RMS (step 518), which forwards the response 
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to the registration system (step 520). The registration 

system logs the error in its log file, and the rights 

registration information is removed from the work in 

progress database (step 522). 

5 	 The repository sends a object-retrieval-is-allowed 

response to the RMS (step 526), and the repository 

disconnects from the RMS (step 528). 

The RMS forwards the object-retrieval-is-allowed 

response to the registration system (step 530), and the RMS 

10 disconnects from the registration system (step 532). 

The repository connects to the address/port 

specified in the original request, and it transmits to the 

registration system the object's handle and the object, 

signed by the repository in step 534. The repository then 

15 sends a object-has-been-delivered confirmation to the RMS 

(step 536). 

The registration system validates the user's digital 

signature over the object in step 538. If validation fails, 

an invalid-object-digital-signature-presented PEM message is 

20 returned to the UA user in step 540. In step 542, the 

validation failure is recorded in the log file, and the 

rights registration is removed from the works in progress 

database. 

Steps 286 et seq. (Figure 11) are then followed. 

25 The registration system prepares an initial receipt in 

progress (RIP) record (step 290). The registration system 

converts the information located in the title and claimant 

name fields in the registration request into the title and 

claimant name fields in the RIP record. The following 

30 conversions are performed: title words that are located in a 

stop word list are deleted and title words that are located 

in an abbreviated terms list are abbreviated. 
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The object is placed into the work in progress 

database. A bar-code number is assigned to the registration 

request (step 290). A verify-and-debit request, which 

contains the bar-code number (and other RIP record 

5 information) is formatted and sent to the tracking system in 

step 292. 

The tracking system verifies the account and debits 

the requested amount from the account in step 294. If the 

account is not valid, the tracking system will send an 

10 invalid-account-number presented message to the registration 

system (step 296). If the account is valid, but 

insufficient funds exist for this transaction (step 298), 

then the tracking system will send an insufficient-funds 

message to the registration system (step 296). In either 

15 error case, the validation failure is recorded in the 

registration system's log file; the rights registration is 

removed from the works in progress database (step 282). 

If the tracking system successfully performed the 

account verification and debit processing, it sends a 

20 account-is-OK message to the registration system in step 

302. the tracking system prepares an initial RIP record and 

places it in its database. 

•The registration system then moves the registration 

request to the examiner queue database in step 304. The 

25 examiner's workstation now has access to this registration 

request. The examiner uses the workstation 50 (Figure 18) 

to view the object on the screen, to add his name to the 

examined by line on the application form and to record the 

class designation for the rights registration (step 306). 

30 The converted form of the author and title (as stored in the 

RIP record) are also shown to the examiner. 

If the examiner approves the application in step 

308, an examination-is-approved message is sent from the 
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workstation to the registration system (step 310). The 

registration system assigns a registration number (step 

312), • and the system creates and digitally signs the rights 

registration certificate, which includes the registration 

5 number and the date on which registration was granted (step 

314). The rights registration certificate" is sent in a PEM 

message to the UA user in step 316. The certificate is 

archived on the registration system. 

If the examination results in the rights 

10 registration application being rejected, the examiner uses 

the workstation to send a rights-registration-rejection PEM 

message to the applicant explaining the rejection (step 

318). 

If the registration was approved or denied, an 

15 updated RIP record is forwarded to the tracking system in 

step 320. Once the tracking system has added the record to 

its database, it sends a RIP-record-update-OK message to the 

registration system (step 322). 

The registration system moves the registration 

20 request to the catalog queue database in step 324. The 

cataloger's workstation 57 (Figure 19) now has access to 

this registration request. Using a telnet window connected 

to the cataloging system, the cataloger creates the 

cataloging information (step 326). When he is finished, the 

25 workstation sends a finished catalog message to the 

registration system in a step 328. In step 330, the 

registration system places a registration-application-

processing-complete message in the log file. 

Once the registrar has completed its work, the 

30 object itself may be purged from the files of the registrar 

because the digital signature and the existence of the full 

object at a repository are sufficient to assure that a valid 

copy of the object may be obtained at any time. This 
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significantly reduces the storage requirements at the 

registrar. 

Software Organization  

The following software packages run on workstation 

5 	42: 

MH is a full featured user agent for 

handling Internet mail. Rather then 

being a single comprehensive program, 

MH consists of a collection of fairly 

simple single-purpose programs to 

send, receive, save, and retrieve 

messages. MH is extensible, other 

user agents may be layered on top of 

the MH executables. The MIME 

extensions provide multiple part 

multiple body type message 

capabilities (e.g., for multimedia 

mail). 

These tools are used to generate 

private and public keys and user 

certificates. 

MH w/PEM and MIME 

extensions 

PEM administrative 

tools 

install_ipms 

executables run on the rights user's 

This tool is used to create and 

submit a rights registration 

application. 

This tool will install the MH/PEM 

and submit registration tools on the 

rights user's workstation. 

10 	 The following 

workstation 42: 

submit registration 
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The registration and recordation system (RRS) must 

perform the following activities: the RRS must provide the 

user interface (as an X-windows client) for rights office 

personnel to view, edit, approve, reject or defer rights 

5 registration applications; the RRS must provide the user 

interface (as an X-windows client) for rights office 

personnel to view digital objects; the RRS must support 

electronic mail transmission and reception; the RRS must 

maintain several queues of the rights registration 

10 application as it passes through the various states of 

reception, examining and approval/disapproval; until the 

repository is completed, the RRS must save all of the 

digital objects received (as a temporary repository; until 

another storage is facility is created/found, the RRS must 

15 retain all of the registration certificates that have been 

generated. 

The following software packages run on the UA host: 

NH w/PEM and MIME 	NH is a full featured user agent for 

extensions 	 handling internet mail. Rather then 

being a single comprehensive program, 

NH consists of a collection of fairly 

simple single-purpose programs to 

send, receive, save, and retrieve 

messages. NH is extensible, other user 

agents may be layered on top of the NH 

executables. 

20 PEM administrative These tools are used to generate 

tools 	 private and public keys and user 

certificates. 

The following executables run on the rights user's 

workstation: 

Program! Daemon 	 Performs 
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receive_application 	When sendmail receives a message 

addressed to 

"submit registration", it will 

pass the message to 

receive_application, which will 

perform the initial 

verifications on the message. 

retrieve object 	 If the object was not included 

in the original message, this 

program attempts to retrieve the 

object. This program is executed 

periodically by cron. This 

program is also responsible for 

performing time-out functions 

(for retrieving the object). 

prepare_init_RIP_record 	This program, which is started 

by receive_application or 

retrieve object is used to 

create and queue the initial RIP 

record, which will be sent to 

the tracking system. 

xmit files _ to _the 	This program, started by cron, 

5 tracking system 	 is used to send already 

formatted files to the tracking 

system. 

get_files_from_the 	This program, started by cron, 

tracking system 
	

is used to retrieve response 

files from the tracking system. 
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process_init_RIP_response If get_files_from_the tracking 

system receives an initial RIP 

record response, it invokes this 

program to handle the response 

from the tracking system. 

view_application This user application is invoked 

by the Examiner to view, edit, 

accept or reject the rights 

application. This program also 

displays the digital objects to 

the Examiner. The Cataloger may 

also use this program to view 

the application and associated 

digital object. 

application_queue_server This is the "back-end" process 

that manages application/object 

requests received from user 

programs (i.e. 

view_application.) 

send resp_to_applicant 	This program, which is invoked 

by view_application, is used to 

send the application approval 

and certificate or the 

application rejection to the 

rights applicant. 
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update_RIP_record This program, which is invoked 

by view_application, is used to 

create an updated RIP record, 

which will be transmitted to the 
tracking system, using 

xmit files _ to_ the tracking 

system. 

process_update_RIP_resp 	If get_files_from_the tracking 

system receives an updated RIP 
record response, it invokes this 
program to handle the response 

from the tracking system. 

install rrs 	 This program is used to install 

the additional configuration 

files and software required for 
the RRS system. 

retrieve object 
5 prepare_init_RIP_record 

xmit files _ to _the tracking system 

get_files_from_the tracking system 
process_init_RIP_response 

view_application 

10 application_queue_server 

send resp_to_applicant 

update_RIP_record 

process_update_RIP_resp 

install rrs 
15 Obtaining a Digital Object from a Repository  

This section describes how a user may obtain an 

account and retrieve digital objects from repositories. 
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Before a user can retrieve any objects for which 

payment is required, the user must first establish an 

account with a payment server system 702 on the network 

(Figure 25). This system will be used to create new 

5 accounts, debit and credit user accounts, and interface with 

one or more credit service centers 704. Payment servers 

have the following attributes: 

Payment servers must be qualified; it must be 

possible to verify that a payment server is valid. 

10 	 This may be accomplished by establishing payment 

server distinguished names; if a signed message is 

received from a server with a payment server 

distinguished name, then the payment server is 

valid. 

15 	 Payment servers may charge users for establishing 

accounts. 

Users may request server information (including 

establishing account charges) from a server.bef ore 

attempting to set up a new account. 

20 	 The following steps (Figure 26) illustrate how a 

user can establish a new account with a payment server. A 

user must have a certificate and a valid credit card number 

in order to establish an account. 

The user (or his software agent) formats (706) a 

25 	 setup-new-account message containing the following: 

The user's credit card number or other credit 

information; 

Other identifying information, such as a street 

address, phone number; 

30 	 Requested credit amount; 

A list of valid signatures (either public key 

certificates and their associated certificate 
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chains or distinguished names) for people 

• allowed to charge to the account. 

Optional category of use (e.g. this account is 

used to retrieve video objects only.) 

	

5 	 Optional time limit (e.g. this account will be 

valid until December 31, 1995.) The payment 

server will normally keep an account active as 

long as a minimum line of credit is available. 

The setup-new-account message is digitally signed by 

	

10 	 the person establishing the account, and the signed 

message is sent (708) to the payment server with the 

above information. 

The payment server verifies the signature on the 

received messagp (710). If the signature is 

	

15 	 invalid, the payment server sends an invalid- 

signature message to the user's system (712). 

Optionally, it may identify a maximum allowed credit 

limit. 

If the signature is valid, using standard electronic 

	

20 	 credit card checking protocols or other methods as 

appropriate, the payment server electronically 

verifies the credit card number or other credit 

information, and requested credit line with a credit 

card service center or other credit authority (714). 

	

25 	 If the credit card number or other credit 

information is not valid (718), the payment server 

will send an invalid-credit-card message to the 

user's system (720). 

If the requested credit limit is too high, the 

	

30 	 payment server will send a requested-credit-limit- 

is-too-high message to the user's system. 

The payment server will verify that the other 

authorized user's identities are valid (722). If 
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any are invalid, an invalid-authorized-user-

specified message is sent (724) to the user's 

system. 

The payment server assigns an account number to the 

	

5 	 user (726) and stores the account information in a 

database for later use. 

The payment server formats a new-account-response 

message (728) containing the following: 

Account Number 

	

10 	 Credit Limit Amount 

Time Limit 

Categories of Use 

List of authorized users (public key 

certificates plus the certificate chains.) 

	

15 	 The requesting system or user's public key 

certificate chain, which will be used to verify 

the requestor's identity. Other less efficient 

methods can also be used, e.g. the payment 

server could be given sufficient information 

	

20 	 (the distinguished name) about the user to 

obtain the certificate chain from another 

database. 

The payment server signs the formatted message and 

sends it to the user's system. Optionally, the user 

	

25 	 may be charged a fee for establishing this account 

and for maintaining it. 

The user's system encrypts and stores (730) the 

received signed message. This account data will be 

submitted with any activity that may be billed. 

30 Retrieving from a Repository (Simple Terms and Conditions)  

Once an account is established, the user may 

retrieve an object from the repository by the following 

steps (Figures 25 and 27). 
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The system requesting the digital object obtains 

(740) the hash code/handle server table from the 

• handle server directory 59. This is done during the 

system's initialization. 

	

5 	 A user (or more likely, his software agent) obtains 

a handle 743 for an object (742). The handle may be 

obtained as part of a result of a bibliographic 

search or be provided by some other electronic means 

such as an electronic reference list in another 

	

10 	 object, or by scanning a barcoded sequence on paper. 

The system that is retrieving the digital object is 

referred to as the requesting system 745. 

Once the handle is obtained, the system that 

retrieves the object "hashes" the object's handle 

	

15 	 and uses this hashed value to perform a table lookup 

in the hash code/handle server table 744. 

The requesting system sends a request-for-pointer-

information UDP packet 748 to the handle server. 

One or more pointers, once returned, identifies the 

	

20 	 network location of the one or more repositories (if 

one is associated with the object) and one or more 

rights management system, if one is associated with 

the object. This strategy assures a random 

distribution of handle server requests among many 

	

25 	 handle servers distributed on a network without a 

central nodal point in the system (for reliability). 

The handle server verifies that the handle falls 

within the set of handles for whose hash values it 

is responsible 750. 

	

30 	 If it is not in this set, due to some dynamic system 

change or error condition, the handle server sends 

an invalid-handle-server-selected response UDP 

packet to the requestor 752. 
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If the requesting system receives an invalid-handle-

server-selected response UDP packet, it refreshes 

its hash code/handle server table from the handle 

server directory, and the requesting system repeats 

	

5 	 prior steps. This will typically be needed only if 

the table has changed between the time the table was 

downloaded and the actual request was made. 

If the handle server is responsible for the handle, 

it verifies that the handle is present in its 

	

lo 	 database 756. If not, it sends a handle-not-found 

response UDP packet to the requesting system 758. 

If the requesting system receives a handle-not-found 

response UDP packet, it informs (760) the user that 

it is unable to retrieve the object. 

	

15 	 An object may be stored in several repositories. 

Multiple pointers to these repositories may be 

r,eturned to the requesting system. For each pointer 

returned by the handle server, the requesting system 

uses the pointer to attempt to obtain a copy of the 

	

20 	 digital object 762. If a copy is successfully 

obtained from one repository, the rest of the 

pointers will generally be ignored. If the 

requesting system cannot obtain the object from any 

of the repositories, it informs the user that it is 

	

25 	 unable to retrieve the object 764. 

For retrieval purposes, the requesting system 

establishes a connection to the repository 766, 

which takes the form of a small set of transactions. 

The repository may examine the calling network 

	

30 	 address or the requesting system in order to 

determine if the repository is being inundated with 

requests from one system. If the repository 

determines that it is being bombarded, the 
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repository may disconnect from the requesting system 

and refuse to accept additional requests for a 

period of time 768. 

Normally, however, the repository returns a random- 

	

5 	 value tag to the requesting system 770. A flag 

indicating if payment is required to obtain "Terms 

and Conditions" is included. 

The requesting system needs the object's "Terms and 

Conditions" before the object can be retrieved. The 

	

10 	 requesting system signs and sends the following 

request-terms-and-conditions message 772 to the 

repository: 

the object's handle; 

the requesting system or user's digital 

	

15 	 signature over the repository generated random- 

value tag; 

the requesting system or user's public key 

certificate chain, which will be used to verify 

the requestor's identity. Other less efficient 

	

20 	 methods can also be used, e.g. the repository 

could be given sufficient information (the 

distinguished name) about the user to obtain 

the certificate chain from another database. 

This is needed in the event the repository 

	

25 	 needs to bill for providing the Terms and 

Conditions; 

a unique tag, assigned by the requesting 

system; 

account information, previously signed by the 

	

30 	 payment server. 

The repository verifies the digital signature of the 

requestor over the repository generated random-value 

tag 774. If the signature is not correct, the 
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repository sends an invalid-random-value-tag 

response to the requesting system. The requesting 

system should log this error. 

The repository verifies the payment server's 

	

5 	 signature over the account information 778. If the 

signature is not correct, the repository sends an 

invalid-account-information response to the 

requesting system. The requesting system should log 

this error. 

	

10 	 The repository retrieves the Terms and Conditions 

associated with the specified handle 790. If no 

object is associated with the handle, the repository 

sends an object-not-found message to the requesting 

system. The requesting system should log this 

	

15 	 error. 

Otherwise, the repository signs the "Terms and 

Condition" message and sends 792 it to the 

requesting system, including: 

The objectized list of terms/conditions/rights, 

	

20 	 along with the charge associated with each 

object and a status flag showing if the 

term/condition/right is mandatory; 

The user-assigned unique key, which was 

received in the request-terms-and-conditions 

	

25 	 message; 

Either the original random-value tag or 

possible a new random-value tag, generated by 

the repository. This is to avoid play back 

protection in the event the object identified 

	

30 	 by the handle is retrieved later. 

The requesting system verifies the repository's 

signature over the received "Terms and 
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Conditions" message 794. If the signature is 

invalid, the error is logged. 

The user selects the terms and conditions desired 

796, including the number of terms (e.g., A user may 

	

5 	 buy the right to make 5 copies of the object or to 

perform it ten times). The requesting system uses 

this information to create the retrieve-object 

message, including: 

the object's handle 798; 

	

10 	 the repository generated random value tag; 

a list of the accepted "Terms and Conditions", 

including the quantity of each, where 

applicable; 

the user's account information, which was 

	

15 	 originally signed by the payment server; 

the requesting system or user's public key 

certificate chain, which will be used to verify 

the requestor's identity. Other less efficient 

methods can also be used, e.g. the repository 

	

20 	 could be given sufficient information (the 

distinguished name) about the user to obtain 

the certificate chain from another database. 

the domain name and the port number which are 

used by the requesting system to receive the 

	

25 	 object. 

limitations, if any, on the object by the 

requesting system (e.g. maximum object size it 

can receive) 

The entire message is signed by the requestor. This 

	

30 	 is similar to signing a credit card slip. 

The repository verifies the digital signature of the 

requestor over the random-value tag 800. If the 

signature is not correct, the repository sends an 
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invalid-random-value-tag response to the requesting 

system 802. The requesting system should log this 

error. 

The repository establishes a connection to the 

	

5 	 payment server, 804. 

The payment server returns a random-value tag to the 

repository 806. 

The repository formats a debit-account message 808, 

including: 

	

10 	 The retrieve-object message, as received by the 

repository and signed by the requestor; 

The random value tag received from the payment 

server; 

The repository's public key certificate chain, 

	

15 	 which will be used to verify the repository's 

identity. Other less efficient methods can 

also be used, e.g. the payment server could be 

given sufficient information (the distinguished 

name) about the user to obtain the certificate 

	

20 	 chain from another database. 

The repository signs the retrieve-object and random-

value portion of the message. The repository sends 

the debit-account message to the payment server 

system. 

	

25 	 The payment server system validates the repository's 

signature over the debit-account message 810. If 

the signature is invalid, the payment server logs 

the error and sends a invalid-vendor-signature 

message to the repository. 

	

30 	 The payment server system then validates the 

requestor's signature over the contained retrieve-

object message 812. If the signature is invalid, an 
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invalid-requestor-signature message is sent to the 

repository. 

The payment server validates the account information 

sent to it and verifies that the account is valid. 

	

5 	 If the requestor is not a valid user of the account, 

a invalid-user-for-account message is sent to the 

repository, and the payment server logs the event. 

Otherwise, the payment server, using already 

existing electronic credit verification methods, 

	

10 	 verifies that the amount may be charged to the 

account 816. 

If the credit check is not successful, the 

appropriate error message (e.g. "Credit Line is 

insufficient", "Credit Card has Expired") is logged 

	

15 	 and sent to the repository. 

Otherwise an account-has-been-debited message is 

signed by the payment server and sent to the 

repository 818. 

The repository connects to the address/port 

	

20 	 specified in the request, and it transmits 820 to 

the requesting system: 

the object's handle; 

the total amount debited from the account; 

the object, signed by the repository; 

	

25 	 portions of the relevant terms and conditions, 

if appropriate. 

Retrieving Under Non-Simple Terms and Conditions  

The following steps are followed for retrieving an 

object under non-simple terms and conditions. 

	

30 	 If the user does not know the current terms and 

conditions associated with the object, steps 740 through 794 

(Figures 27 and 28) are first performed. If the user 

determines that the terms and conditions returned by the 
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repository are not appropriate by themselves, then 

additional negotiations with the RMS associated with the 

digital object are required. 

If a user already knows that negotiations are 

5 required with an RMS, but the RMS associated with the 

digital object is not yet known, then the user's system must 

perform steps 740 through 764 (Figure 27). 

Otherwise, referring to Figure 29, the requesting 

system establishes a connection to the RMS 830. 
10 	 The RMS returns a random-value tag to the requesting 

system 832. 

The requesting system sends the following 

information to the RMS: 

the object's handle; 

15 	 the requestor's digital signature over the RMS 

generated random-value tag; 

the requestor's public key certificate chain; 

the domain name and the port number which will 

be used by the requesting system to receive the 

20 	 object; 

a random value tag, assigned by the requesting 

system; 

the accounting data previously signed by the 

payment server. 

25 	 The RMS validates the digital signature over the 

signed random-value tag 836. If the signature is 

not correct, the RMS sends an invalid-random-value-

tag response to the requesting system. The 

requesting system logs this error. 

30 	 The repository verifies the payment server's 

signature over the account information 838. If the 

signature is not correct, the repository sends an 

invalid-account-information response to the 
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requesting system. The requesting system should log 

this error. 

The RMS enters into a mixed initiative dialog 840 

with the user to determine what terms and conditions 

	

5 	 are mutually acceptable, if any. This may also 

entail human interaction. 

The RMS connects to the repository 842, and the 

repository returns a random-value tag to the RMS 

844. 

	

10 	 The RMS sends 846 the following information to the 

repository: 

the object's handle; 

the RMS's digital signature over the repository 

generated random-value tag; 

	

15 	 the RMS public key certificate chain; 

the domain name and the port number which are 

used by the requesting system to receive the 

object; 

the account information, previously signed by 

	

20 	 the payment server. 

The repository verifies the digital signature of the 

RMS over the random-value tag 848. If the signature 

is not correct, the repository sends an invalid-

random-value-tag response to the RMS. The RMS logs 

	

25 	 the error and sends a remote-RMS-error-invalid- 

random-value-tag error to the requesting system. 

The requesting system logs this error. 

The repository verifies that the RMS is allowed to 

request object transfers for the object. If the 

	

30 	 transfer is not allowed, the repository sends an 

"invalid RMS" response to the RMS, which forwards 

the response to the requesting system. The 

requesting system logs the error in its log file. 
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The repository establishes a connection to the 

payment server 850. 

The payment server returns a random-value tag to the 

repository 852. 

	

5 	 The repository formats a debit-account message 854, 

including: 

The retrieve-object message, as received by the 

repository and signed by the requestor; 

The random value tag received from the payment 

	

10 	 server; 

The repository's public key certificate chain, 

which will be used to verify the repository's 

identity. Other less efficient methods can 

also be used, e.g. the payment server could be 

	

15 	 given sufficient information (the distinguished 

name) about the user to obtain the certificate 

chain from another database. 

The repository signs the retrieve-object and random-

value portion of the message. 

	

20 	 The repository sends the debit-Account message to 

the payment server system. 

The payment server system validates the repository's 

signature over the debit-account message. If the 

signature is invalid, the payment server logs the 

	

25 	 error and sends a invalid-vendor-signature-message 

to the repository. 

The payment server system then validates the 

requestor's signature over the contained retrieve-

object message. If the signature is invalid, an 

	

30 	 invalid-requestor-signature message is sent to the 

repository. 

The payment server validates the account information 

sent to it and verifies that the account is valid. 
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If the requestor is not a valid user of the account, 

a invalid-user-for-account message is sent to the 

repository, and the payment server logs the event. 

Otherwise, the payment server, using already 

	

5 	 existing electronic credit verification, verifies 

that the amount may be charged to the credit card 

associated with the account 860. 

If the credit check is not successful, the 

appropriate error message (e.g. "Credit Line is 

	

10 	 insufficient", "Credit Card has Expired") is logged 

and sent to the repository. 

Otherwise an account-has-been-debited message is 

signed by the payment server and sent to the 

repository 862. 

	

15 	 The repository sends 864 a object-retrieval-is- 

allowed response to the RMS, and the repository 

disconnects from the RMS. 

The RMS forwards 866 the object-retrieval-is.-allowed 

response to the requesting system, and the RMS 

	

20 	 disconnects from the system. 

The repository connects to the address/port 

specified in the request, and it transmits to the 

requesting system 868: 

the object's handle; 

	

25 	 the total amount debited from the account; 

the object, signed by the repository. 

The repository sends a object-has-been-delivered 

confirmation to the RMS 870. 

All of the transactions tracked and recorded in the 

30 above system could be used to feed an automated accounting 

system for a variety of purposes. 

Retrieving Registration Information  
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The public access system will be based on a 

commercial DBMS. Queries to this system will be performed 

using standard database techniques via a direct connection 

or over a network. 

5 	 Other embodiments are within the scope of the 

following claims. 

What is claimed is: 
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12 

13 

14 

1 

2 

3 
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5 

1 

2 

3 

1, •1. A method of managing digital objects in a 

2 network, ea h of the digital objects comprising a set of 

3 sequences o digits and having an associated identifier 

4 which is uni ue across the network, the method comprising 

5 	 stori g the digital objects at locations accessible 

6 in the network using a storage technique which renders the 

digital object secure against unauthorized access, 

storing •ointer information which associates each 

pointer indicating the 

ect in the network, and 

ects, storing, separately 

on information sufficient 

er a purported instance of a 

the original instance. 

d of c im 1 further comprising 

auth rized user to have access to the 

validation informatio 	sing the digital object identifier, 

to determine whether a purported instance of a digital 

object is identical to he original instance. 

3. The method o claim 1 wherein the validation 

information comprises a pigital signature over the digital 

object. 

digital object i entifier w.th a 

location of the tore •igi 

for each •f the digi 

from the digital o ject, va 

to permit a determ 

digital object is 

2. The meth 

permitting an 

nation w 

entical 
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1 	 4. 	method of managing reference information about 

2 digital obje ts in a network, each of the digital objects 

3 comprising a set of sequences of digits and having an 

4 associated id ntifier which is unique across the network, 

5 the method co rising 

6 	 storm ,  the digital objects, 

7 	 storing reference information for each of the 

8 digital objects, and 

9 	 storing lidation infor ation for each of the 

10 digital objects ich is subs 	 smaller in size than 

11 the corresponding digital object and whiuh enables a 

12 determination of w ether a purpo ted in ance of a digital 

13 object is identicak to the origial in.tance. 

1 	 5. The met od of claim 4 fu her comprising 

2 	 permitting a thorized use s to have access to the 

3 reference informatio using the ique identifier. 

1 	 6. The metho of clai 4 wherein the reference 

2 information comprises nformation concerning at least one of 

3 the following: regist ation of rights in digital objects; 

4 accesses to and uses of digital objects; the terms and 

5 conditions for access ad use of digital objects; the 

6 ownership and licensing f rights to digital objects; links 

7 between different digita objects. 
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1 	 7. A me hod of storing digital objects in a 

2 network, each of the digital objects comprising a set of 

3 sequences of dig ts, the method comprising 

	

4 	 generatin an identifier for each of the digital 

5 objects which is nique across the network, 

	

6 	 storing th digital objects in the network, 

	

7 	 storing po nter information that associates each 

8 identifier of a di ital object with the location of the 

9 digital object in t e ne • k, 

	

10 	 generating rifi atio 	formation for each of the 

11 digital objects, th verificat on i ormation being 

12 sufficient to determ ne whethe a pur orted instance of the 

13 digital object is identical to he o iginal instance, and 

	

14 	. storing the v rificatio i ormation separately from 

15 the digital object. 

	

1 	 8. The metho of clai 7 wherein the pointer versus 

2 identifier informatio is st&red in multiple servers on the 

3 network, and the identifi s are generated in a manner to 

4 distribute the pointer versus unique identifier information 

5 relatively evenly anion the servers. 

	

1 	 9. The method f claim 8 wherein the distribution 

2 of pointer versus uniqu identifiers to the multiple servers 

3 is based on a hashing al orithm. 
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1 	 10. A meth d for enabling users of a network to 

2 access digital obje ts stored in the network, each of the 

3 digital objects coxapi ising a set of sequences of digits and 

4 having an associated identifier which is unique across the 

5 network, the method soluprising 

	

6 	 providing multiple pointer servers each of which 

7 accepts identifiers Oi a subset of the digital objects and 

8 returns corresponding •ointers to the locations of the 

9 digital objects in the network, and 

	

10 	 providing a dir ctory server which accepts 

11 identifiers of any of tie digital objects and returns the 

	

12 	locations of the pointe ser e 	hich accept those 

13 identifiers. 

	

1 	 11. A method of ;pplying 

2 in digital objects compri ing 

	

3 	 storing the digital object in a 

	

4 	 generating validat on info matio 

5 digital objects sufficient to dete 

6 instance of a digital obje t is ide 

	

7 	 generating a unique identif.  

8 digital objects, 

	

9 	 associating with ea of the unique identifiers a 

10 pointer to the location of he digital object in the 

11 network, and 

	

12 	 submitting to a regi tering authority, an 

13 application for registration of rights including the 

14 validation information and t e unique identifier. 

stration of rights 

etwork, 

for each of the 

whether a Purported 

ical to the original, 

er for each of the 
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storm ,  in the network, information about terms and 

conditions for ccess to each digital object, 

making th information about terms and conditions 

available to a use in connection with a request for access 

to a digital object 

enabling the user to dic te assent to the terms 

and conditions, and 

permitting access to the us r only u on the user 

indicating assent to th terms and onditio S. 

13. A method of enabling ho ders 	rights in 

digital objects to contro terms un r w h rights in the 

digital objects may be gra ted to oter., comprising 

storing, in the net ork, term and conditions for 

licensing rights, 

providing information on t ms and conditions 

pertaining to works or other nformation or material that 

the digital object may be based on or incorporate, 

making the terms and cons itions available to 

potential rights holders and uses,as appropriate, upon 

request via the network, 

enabling the potential rig ts holder and the current 

rights holder to interact via the n twork to reach agreement 

on terms and conditions for grant o rights, 

storing, in a recordation se ver on the network, 

information identifying grants of rig ts for digital objects 

on the network0 

- 66 - 

12 A method of enabling holders of rights in 

igital ob'ects to control terms and conditions under which 

they are ac essed by users in a network, comprising 

stori g the digital objects in the network in a 

5 manner that p rmits only authorized access, 

6 

7 

8 

9 

10 

11 

12 

13 

14 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

Petitioner Apple Inc. - Exhibit 1022, p. 76



1 
2 
3 
4 
5 

6 
7 
8 
9 

10 
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14 
15 

16 
17 
18 
19 

1 	A method to permit a• user to comply with terms 

and condit'ons of access to digital objects stored in a 

network, ea of the digital objects comprising a set of 

sequences of 	and having an associated identifier 

which is uniqu across the network, the method comprising 

storing i the network information which associates 

with each of the nique identifiers, a pointer to a rights 

management system a. cluding a t rms and conditions server 

containing terms an conditions, 

providing to e user in 

a unique identifier the. pointer t 

server, 

enabling the user to indicate assent to the terms 

and conditions, 

in response to the asse t, permitting the user to 

access the digital object inclu ng performance of the 

object. 

e to presentation of 

terms and conditions 

providing to the ser in re onse to presentation of 

the pointer, terms and con itio information, 
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1 	 15. A meth .d for maintaining a record of 

2 information concern ng digital objects stored on a network, 

3 each of the digital objects comprising a set of digits and 

4 having an associate identifier which is unique across the 

5 network, the method comprising 

	

6 	 storing the digital objec s on the network in a 

	

7 	manner that restric s unauthorize 	cess to and 

8 transactions associ ted with the 'igita objects, 

	

9 	 providing a reference ser ice on the network, 

10 separate from the s orage of the 4:igita objects, for 

11 recording informati n about acces es • and transactions 

12 associated with the digital objec 

	

13 	 recording in the reference ervice information about 

14 accesses to and tra sactions asso iated with the digital 

15 objects, and 

	

16 	 permitting a cess to the records of the reference 

17 service to authorize users. 
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network address 

services 

ation requests 

n certifications, 

accessible on the 

from the repository 

including receipt vi 

and delivery via the 

etwork at a different 

providing 

the network of 

network of regist 

and 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

1 

2 

3 

4 

1 

2 

3 

1 

2 

3 

1 

2 

3 

4 

1 	A method for managing registration of claims to 

rights in igital objects and any works or other information 

or material that the object may be based on or incorporate, 

comprising 
storing, in a repository which is accessible on a 

wide area netw rk, copies of the digital objects, in a 

manner that ena les only authorized accesses to the digital 

objects and per 'ts verification that the stored digital 

objects have not been subjected to unauthorized alteration, 

at an inf mation and reference server which is 

accessing, fro the repository a the network, the 

objects for use in providing the regis ation services. 

17. The method uf claim 16 f rther comprising 

enabling owners o rights 	digital objects to 

deposit copies of the dig tal obj cts in the repository, via 

the network. 

18. The method of laim 17 further comprising 

providing a service accessible on the network, for 

generating a unique handle or each digital object. 

19. The method of c im 18 wherein 

the handle for a digi al object is unique both 

across the network and over t' me. 

20. The method of cl .\ m 18 further comprising 

providing a service, a cessible on the network, for 

generating the handle and loca ing the pointer associated 

with the handle for a digital o.ject. 
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21. The m hod of claim 18 wherein the handle is 

used to obtain a p inter to the network location of an 

accessible copy oi the digital object. 

22. The -thod of claim 18 wherein the handle 

comprises a point -r to the network location of information 

concerning obtai ing authorization to use the digital 

object. 

23. The ethod of claim 18 wherein the service is 

provided at mult ple different locations on the network. 

24. The method o cla m 20 wherein the service is 

provided at multiple differ 	locations on the network. 

18 wherein the handles 25. The method of cl 

comprise charac er strings as 

generated them. 

26. Th method of cl 

providi g a service, 

providing' the •ointer in resp 

27. Th method of cl 

multiple serves providing the 

portion of the handle space. 

28. Tie method of cl -in 

d with the servers which 

wherein there are 

vice, each serving a 

18 wherein there are 

im 21 fu ther comprising 

ccessib e on the network, for 

nse t a handle. 

multiple hand e generation ervers that may generate handles 

independently 

29. e method of claim 16 further comprising 

storing infor ation concerning terms and conditions for 

access to an use of the digital objects. 

30. he method of claim 29 wherein information 

concerning s mple terms and conditions is stored in the 

repository. 

31. he method of claim 16 wherein additional 

information oncerning non-simple terms is held in a rights 

management s stem. 
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1 	 32. The me hod of claim 18 wherein each of the 

2 handles may be used to obtain one or more pointers to a 

3 location or locatio s on the network where a copy of the 

4 digital object to w ich the handle is assigned is 

5 accessible. 

1 	 33. The met od of claim 32 wherein each of the 

2 handles may be used o ob in •ne or more pointers to one or 

3 more rights manageme t syst-I in which information 

4 concerning non-simple terms is held and where rights 

5 negotiation may be c rried out 

1 	 34. The method of clai 	erein hash values are 18 

2 computed on the handl -s and th 	lues are distributed hash 

3 among multiple handle servers, 	andle server having a each 

4 table which associate handles 	pointers. 

1 	 35. The metho of cle 16 further comprising 

2 responding to request rece ved via the network, for copies 

3 of the stored digital •bj-' ts. 

1 	 36. The metho of claim 35 further comprising 

2 determining whether th requests for copies are authorized. 

1 
	

37. The method of claim 16 further comprising 

2 providing multiple rep sitories. 
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the digital objects in a 

n the network, the copies being 

ner that recludes other than 
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38. A method for p oviding a repository for use in 

network based regulation f claims in rights in digital 

objects comprising 

storing copies 

repository accessible 

stored in a secure ma 

authorized access an that 

that there have bee no unaut 

providing h ndles for 

the digital obje t on the 	 and 

of claims in r.ghts in th 	tal objects, using the 

handles to ob am n authori 	access to the digital objects. 

39. he method • claim 38 wherein the actions 

include iegi tration of claims in the rights. 

40. The method of claim 39 wherein the actions 

include ob ining copies of the digital objects in exchange 

for compen ation. 

its subsequent verification 

orized changes to the objects, 

e digital objects, each 

handle being uniq e across twork and over time, each 

handle including nformatio 	ent to locate a copy of 

in connection with 	pertaining to regulation 

e ne 

suffic 

twork 

ctio 
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1 	 41. A network-based method for managing 

2 compensation f r licensing of rights and other operations in 

3 digital objects comprising 

4 	 storing, in a recordation system available to 

5 authorized accesS on the network, information identifying 

6 the ownership of ights in digital objects, 

7 	 receiving, at a rights management system available 

8 on the network, re uests for rights in digital objects were 

9 the terms and condi ions have not been stipulated in the 

10 properties record, a d 

11 	 in response t the reque ts for rights, issuing, 

12 from the rights manag 	ste to the recordation system 

13 via the network, requests 	 information or transfers 

14 of rights in and other 	 ning to the digital 

15 objects and in works o 	 r material on 

16 which the object may be based or ncorpo ate. 

1 	 42. The method 	 em n the rights 

2 comprise exclusive right 

1 	 43. The method o 	 further comprising 

2 recording the transfer of rights in the recordation system 

3 in a manner which is secur 	ainst alteration. 

1 	 44. The method of laim 41 wherein the request for 

2 transfer of rights is assoc.ated with a commitment to 

3 compensate the owner of the rights. 
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1 	 45. A met od for compensating owners of rights in 

' 2 digital objects stored in a network for access to the 

3 digital objects by sers via the network, comprising 

4 	 storing on t e network information associated with 

5 the digital objects a d id 	ing the terms and conditions 

6 on which a user may h ve access 	digital objects via 

7 the network, 

8 	 in connection with a reque 	a user for access to 

9 a digital object, fetchi g and pro is ng to the user the 

10 terms and conditions, and 

11 	 construing an action take by the user in connection 

12 with requesting access to 	gital object as agreement 

13 with the terms, and chargin the user accordingly. 
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IDENTIFYING, MANAGING, ACCESS 
OBJECTS AND ASSOCIATED 

CKING DIGITAL 
PAYMENTS 

Abstract of the Disclosure  

( 
A method of managing digital objects in a network-is 

4 resented. The objects are stored at locations accessibl 
in the network using a storage technique which renders •he 

digital objects secure against unauthorized access. 	ointer 
information which associates each digital object . entifier 

with a pointer indicating the location of the s ored digital 

object is also stored in the network. For e h digital 

object validation information is stored, s,.arately from the 

digital object, and is sufficient to per it a determination 

whether a purported instance of a dig al objectis 
identical to the original. Other a 

validation information which is s 

size than the corresponding dig 

validation information separa 

providing multiple servers 

of a subset of the digita 

pointers to the locatio 

network; registering 

an application incl 

ukque identifier 

rights in digita 

under which the 

enabling hold 

terms and co 

objects ma 

informat' 

providi 

syste 
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ects include 6toring 

stantially smaller in 

al object; storing 

ely from the digital object; 

ach of which accepts identifiers 

objects and returns corresponding 

s of the digital objects in the 

ghts in digital objects-by submitting 

ing the validation information and the 

f a digital object; enabling holders of 

objects to control terms and conditions 

are accessed by users in a network; 

s of rights in digital objects to control 

ditions under which rights in the digital 

be granted to others; maintaining a record of 

n concerning digital objects stored on .a network; 

g a repository service; tracking events in the 

cataloging digital objects, and thandling payment for 

acce s to digital objects and for obtaining rights using a 
ne gork-based payment mechanism or compensation.J.54.04-7--1--- 
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PATENT 
ATTORNEY DOCKET NO: 06154/004001 

COMBINED DECLARATION AND POWER OF ATTORNEY 

As a below named inventor, I hereby declare that: 

My residence, post office address and citizenship are as stated below next to my name, 
I believe I am the original, first and sole inventor (if only one name is listed below) or an original, 

first and joint inventor (if plural names are listed below) of the subject matter which is claimed and for 
which a patent is sought on the invention entitled IDENTIFYING, MANAGING, ACCESSING, AND  
TRACKING DIGITAL OBJECTS AND ASSOCIATED RIGHTS AND PAYMENTS,  the specification of 
which 

• is attached hereto. 
0 was filed on 	 as Application Serial No. 	  

and was amended on 	  
0 was described and claimed in PCT International Application No. 	  

filed on 	 and as amended under PCT Article 19 on 	  

I hereby state that I have reviewed and understand the contents of the above-identified 
specification, including the claims, as amended by any amendment referred to above. 

I acknowledge the duty to disclose all information I know to be material to patentability in 
accordance with Title 37, Code of Federal Regulations, §1.56(a). 

I hereby appoint the following attorneys and/or agents to prosecute this application and to 
transact all business in the Patent and Trademark Office connected therewith: David L. Feigenbaum, 
Esq., Reg. No. 30,378; Robert E. Hillman, Esq., Reg. No. 22,837. 

Address all telephone calls to David L. Feigenbaum, Esq.  at telephone number 617/542-5070. 
Address all correspondence to David L. Feigenbaum, Esq.,  Fish & Richardson, 225 Franklin 

Street, Boston, MA 02110-2804. 

I hereby declare that all statements made herein of my own knowledge are true and that all 
statements made on information and belief are believed to be true; and further that these statements were 
made with the knowledge that willful false statements and the like so made are punishable by fine or 
imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful 
false statements may jeopardize the validity of the application or any patents issued thereon. 

Full Name of Inventor: Robert E. Kahn 

Inventor's Signature: 	  Date: 	  

Residence Address: 909 Lynton Place, McLean, VA 22102  

Citizen of: U.S.A. 

Post Office Address: 909 Lynton Place, McLean, VA 22102 

Full Name of Inventor: David K. Ely  

Inventor's Signature: 	  Date: 	  

Residence Address: 3015 Miller Heights Road, Oakton, VA 22124  

Citizen of: U.S.A. 

Post Office Address: 3015 Miller Heights Road, Oakton, VA 22124 

Revised: July 24, 1993 (391DECL.MRG) 
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ATTORNEY DOCKET NO. 06154/004001 
Applicant or Patentee: Robert E. Kahn et at. 
Serial or Patent No.: 
Filed or 	 October 22, 1993 

\‘, For: 	ROoif 	IDENTIFYING, MANAGING, ACCESSING, AND TRACKING DIGITAL OBJECTS AND ASSOCIATED RIGHTS AND PAYMENTS 

41°  Oa 

I am 

. pip  

Name of Small Business Concern: 	Corporation for National Research Initiatives 

Address of Small Business Concern: Suite 100, 1895 Preston White Drive, Reston, VA 22091 

I hereby declare that the above identified small business concern qualifies as a small business concern as defined in 13 CFR 
121.12, and reproduced in 37 CFR 1.9(d), for purposes of paying reduced fees to the United States Patent and Trademark 
Office, in that the number of employees of the concern, including those of its affiliates, does not exceed 500 persons. For 
purposes of this statement, (1) the number of employees of the business concern is the average over the previous fiscal year 
of the concern of the persons employed on a full-time, part-time or temporary basis during each of the pay periods of the 
fiscal year, and .(2) concerns are affiliates of each other when either, directly or indirectly, one concern controls or has 
the power to control the other, or a third party or parties controls or has the power to control both. 

I hereby declare that rights under contract or law have been conveyed to and remain with the small business concern 
identified above with regard to the invention, entitled IDENTIFYING, MANAGING, ACCESSING, AND TRACKING DIGITAL OBJECTS AND 
ASSOCIATED RIGHTS AND PAYMENTS by inventor(s) Robert E. Kahn and David K. Ely described in 

IX] the specification filed herewith. 
3 application serial no. , filed . 
3 patent no. , issued . 

If the rights held by the above identified small business concern are not exclusive, each individual, concern or organization 
having rights to the invention is listed below and no rights to the invention are held by any person, other than the 
inventor, who would not qualify as an independent inventor under 37 CFR 1.9(c) if that person made the invention, or by any 
concern wtiich would not qualify as a small business concern under 37 CFR 1.9(d), or a nonprofit organization under 37 CFR 
1.9(e). 	NOTE: Separate verified statements are required from each named person, concern or organization having rights to 
the invention averring to their status as small entities. (37 CFR 1.27).. 

Full Name: 

Address: 

E 3 INDIVIDUAL 	I 3 SMALL BUSINESS CONCERN 	( 3 NONPROFIT ORGANIZATION 

I acknowledge the duty to file, in this application or patent, notification of any change in status resulting in loss of 
entitlement to small entity status prior to paying, or at the time of paying, the earliest of the issue fee or any 
maintenance fee due after the date on which status as a small entity is no longer appropriate. (37 CFR 1.28(b)) 

I hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and 
belief are believed to be true; and further that these statements were made with the knowledge that willful false statements 
and the like so made are punishable by fine or imprisonment, or both, under section 1001 of Title 18 of the United States 
Code, and that such willful false statements may jeopardize the validity of the application, any patent issuing thereon, or 
any patent on which this verified statement is directed. 

Name: 	Robert E. Kahn  

Title: 	President  

Address: 	1895 Preston White Drive, Reston, VA 22091  

Signature: 	  Date: 	  

VERIFIED STATEMENT (DECLARATION) CLAIMING SMALL ENTITY STATUS 
(37 CFR 1.9(f) and 1.27(c)) - SMALL BUSINESS CONCERN 

the owner of the small business concern identified below: 
an official of the small business concern empowered to act on behalf of the concern identified 
below: 
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Attorneys : 

Robert E. Kahn et al. 
October 22, 1993 
IDENTIFYING, MANAGING, ACCESSING, AND TRACKING 
DIGITAL OBJECTS AND ASSOCIATED RIGHTS AND PAYMENTS 
David L. Feigenbaum, Reg. No. 30,378 
Fish & Richardson 
Suite 3100 
225 Franklin Street 
Boston, MA 02110 

No. of Sheets of Dwgs.: 25 (Figs. 1 - 27) 

"Express Mail" mailing label number -1--1 	,/(2  .2‹  

Date of Deposit 	/ a),2,  
I hereby certify under 37 CFR 1.10 that this correspondence 
is being deposited with the United States Postal Service as 
"Express Mail Post Office to Addressee" with sufficient 
postage on the date indicated above and is addressed to the 
Commissioner of Patents and Trademarks, Washington, D.C. 
20231. 
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PATENT APPLICATION FEE DETERMINATION RECORD 
Effective October/1 , 1992 

CLAIMS AS FILED - PART I 
(Column 1) (Column 2) 

FOR NUMBER FILED NUMBER EXTRA 

A
M

E
N

D
M

E
N

T
 A

 

Minus 

Minus 

Total 

Independent 

CLAIMS 
REMAINING 

AFTER 
AMENDMENT 

HIGHEST 
NUMBER 

PREVIOUSLY 
PAID FOR 

** 

*** 

13 

(Column 1) (Column 2) 

Total 

Independent 

A
M

E
N

D
M

E
N

T
 B

 

:Minus 

Minus 

CLAIMS 
REMAINING 

AFTER 
AMENDMENT 

HIGHEST 
NUMBER 

PREVIOUSLY 
PAID FOR 

** 

*** 

RATE 

x$22= 

x74= 

2. St) 
+ 230— 

ADDI- 
TIONAL 

FEE 

OR 

OR 

OR 

OR 

OR TOTAL 
ADDIT. FEE 	ADDIT. FEE (Column 1) (Column 2) (Column 3) 

ADDI- 
TIONAL 

FEE 
RATE 

BASIC FEE 

TOTAL CLAIMS 

INDEPENDENT CLAIMS 

MULTIPLE DEPENDENT CLAIM PRESENT 

* If the difference in column 1 is less then zero, enter 1r in column 2 

ADDI- 
RATE TIONAL 

FEE 
_ 

x$11= 

x 37= 

+ 115= 

TOTAL 

	- 

OR TOTAL I (, ("6.3  
ADDIT. FEE 	I  

CLAIMS AS AMENDED - PART II 
(Column 1) 	 (Column 2) 	(Column 3) 

TOTAL 
(Column 3) 	ADDIT. FEE 

PRESENT 
EXTRA 

A
M

E
N

D
M

E
N

T
 C

 .,.. 

,... .. 	.:::. . 	.. 	. ..., 	.: 

	

:::: 	0: 

CLAIMS 
REMAINING 

AFTER 
AMENDMENT 

.. . 	. , 
.. 	.:.)*' 	.. 	':' 

1:::„ 	,...i,:: 	i 
:,.: 	::;::. 	.:: 	- 

:: 	::* 

HIGHEST 
NUMBER 

PREVIOUSLY 
PAID FOR 

PRESENT 
EXTRA 

Total 
* 

Minus • ** 

Independent 
* 

- Minus 
*** 

= 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM 

TOTAL 
ADDIT. FEE 

ADDI- 
RATE TIONAL 

FEE 

x$11= 

x 37= 

+115= 

OR 

OR 	 

OR 	 

OR 

OR TOTAL I 

	

ADDIT. FEE 	 

x$22= 

+230= 

x 74= 

If the entry in column 1 is less than the entry in column 2, write "0" in column 3. 
*" lithe "Highest Number Previously Paid For IN THIS SPACE is less than 20, enter "20. 

If the "Highest Number Previously Paid For IN THIS SPACE is less than 3, enter "3". 
The "Highest Number Previously Paid For (Total or Independent) is the highest number found in the appropriate box in column 1. 

FORM P10-875 
(Rev.10-92) 	 Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

RATE FEE RATE FEE 

OR 

OR 

OR 

OR 

x$11= 

x 37= x 74= 

+115= +230= 

TOTAL "9-006  

$710.00 

x$22= 

7LI 0 

TOTAL I  OR 

$355.00 

RATE 

x$22= 

ADDI- 
TIONAL 

FEE 

3 7(a 

OTHER THAN 
SMALL ENTITY 	OR SMALL ENTITY 

SMALL ENTITY OR SMALL ENTITY 
OTHER THAN 

ADDI- 
RATE TIONAL 

FEE 

x$11= 

x 37= 

+ 115= 

x 74= 

Za-- 07s-0 

OR 

OR 

OR 

OR FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM 

/1/  
Applicatio or Docket Number 

PRESENT 
EXTRA 
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MULTIPLE DEPENDENT CLAkit
FEE CALCULATION SHEET 
(FOR USE WITH FORM PTO-875) 

SERIAL NO. 

OV /1/02 i& / 
FILING DATE 

APP 	CANT(S) 

CLAIMS 
AS FILED AFTER 

1st AMENDMENT 
AFTER 

2nd AMENDMENT 
* * * 

IND. 	DEP. IND. 	DEP. IND. DEP. IND. DEP. IND. DEP. IND. DEP. 

1 / 51 
2 / 52 ' 	• 
3 53 • 

4 54 
5 / 55 
6 / NMI 56 

7 •  57 . 

8 58 . 

9 59 

10 60 

11 Nalli 61 

12 • 62 • 

13 1E11 63 

14 1E11 64 	■ 
15 11/111111 65 

16 66 

17 67 

18 68 
19 / 69 
20 70 
21 71 

22 1 72 
23 1 73 

24 74 
25 75 • 

26 / 
. ' 

76 
27 / 77 1.. 
28 Mil 78 • 

29 11112111 79 
30 / 

. 
80 

31 1E11 81 
32 Ma 82 
33 . 	NMI 83 ' 

34 / 84 
35 NM 85 
36 a 86 

37 1111111 87 

38 88 

39 11/111 89 
40 90 . 
41 • 91 
42 DNA • 92 • 
43 / 93 
44 94 
45 95 
46 3 96 
,* ( 3 f'1 
48 98 
49 99 
50 3 100 ......... NcTAL. 13 

J L- 

TOTAL 
IND. 
TOTAL 	— ....., 

I 
4.1 To-frt_ , ,, 

DEP. 0 L/ DEP. 
,........t rTi;;FAL 

IGLAIMS — 
1, \3 
kil 

ZIMl 	••••••■ 

— --- 

P■ta.01/0■,..r. 

TOTAL 
CLAIMS .-..-- 

PTO-136C) (3-78) *MAYBE USED FOR AD.DITIONAL CLAIMS OR AMENDMENTS US. DEPARTMENT.of COMMERCE 
Patent and Trademark Office 
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UNITED STATE b) DEPARTMENT OF COMie:IC 
Patent and Trademark Office 
Address: COMMISSIONER OF PATENTS AND TRADEMARKS 

Washington, D.C. 20231 

OITOF 

Vic4\ 

'4)444'47E8 

APPLICATION NUMBER 
	

FILING DATE 
	

FIRST NAMED APPLICANT 
	

ATTY. DOCKET NO./TITLE 

08/142,161 
	

10/22/93 	
06154004001 

03A1/1123 
FISH & RICHARDSON 
225 FRANKLIN STREET 
BOSTON, MA 02110 —2f--':04 

DATE MAILEDi 0 0 0  

NOTICE TO FILE MISSING PARTS OF APPLICATION 
FILING DATE GRANTED 

11/23/9:7i 

An Application Number and Filing Date have been assigned to this application. However, the items indicated 
below are missing. The required items and fees identified below must be timely submitted ALONG WITH 
THE AYMENT OF A SURCHARGE for items 1 and 3-6 only of $  130  for large entities or 

for small entities who have filed a verified statement claiming such status. The surcharge is set forth in 
37 CFR 1.16(e). 

If all required items on this form are filed within the peiqd set below, the total amount owed by applicant as a Lifil.rie 
entity, 0 small entity (verified statement filed), is $ 

Applicant is givén ONE MONTH FROM THE DATE OF THIS LETTER, OR TWO MONTHS FROM THE 
FILING DATE of this application, WHICHEVER IS LATER, within which to file all required items and pay any fees 
required above to avoid abandonment. Extensions of time may be obtained by filing a petition accompanied by the 
extension fee under the provisions of 37 CFR 1.136(a). 

1. 0 The statutory basic filing fee is: 0 missing 0 insufficient. Applicant as a 0 large entity 0 small 
entity, must submit $ 	 to complete the basic filing fee. 

2. 2{ditional claim fees of $  /000 	as a 2<e entity, 0 small entity, including any 
required multiple dependent claim fee, are required. Applicant must submit the additional claim 
fees or cancel the additional claims for which fees are due. 

3. 0 The oath or declaration: 
0 is missing. 
0 does not cover items omitted at time of execution. 

An oath or declaration in compliance with 37 CFR 1.63, identifying the application by the above 
Application Number and Filing Date is required. 

4. 0 The oath or declaration does not identify the application to which it applies. An oath or declaration 
in compliance with 37 CFR 1.63, identifying the application by the above Application Number and 
Fir g Date, is required. 

The signature to the oath or declaration is: missing; 0 a reproduction; 0 by a person other than 
the inventor or a person qualified under 37 CFR 1.42, 1.43, or 1.47. A properly signed oath or 
declaration in compliance with 37 CFR 1.63, identifying the application by the above Application 
Number and Filing Date, is required. 

6. 0 The signature of the following joint inventor(s) is missing from the oath or declaration: 

	 An oath or declaration listing the names of all inventors and signed by 
the omitted inventor(s), identifying this application by the above Application Number and Filing 
Date, is required. 

7. 0 The application was filed in a language other than English. Applicant must file a verified English 
translation of the application and a fee of $ 	under 37 CFR 1.17(k), unless this fee has 
already been paid. 

8. 0 A $ 	 processing fee is required for returned checks. (37 CFR 1.21(m)). 

9. 0 Your filing receipt was mailed in error because check was returned without payment. 

10. 0 The application does not comply with the Sequence Rules. See attached Notice to Comply with 
Sequence Rules 37 CFR 1.821-1.825. 

11. 0 Other. 

— - . . • — : . . 	; 	. - 

A copy of this notice MUST  be returned with the response. 

pfr'  

Division, gpeeiai-Pree4esing-attli-evessiosiwadefiee.Branth (703) 304202. 
Application Processing 

'.OPY 
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E,IIPPLICATIO NUMBER 

FISH RICHARDSON 
225 FRANKLIN STREET 
PO5TON,,MA 02110-2804 

0$A1 / 1123 

I 	• 

/0  

& 161 10/22/93 KAHN 06154.. 04001 

FILING DATE 

UNITED STATI,4; DEPARTMENT OF 2iMMERCE 
Patent and Trademark Office 
Address: COMMISSIONER OF PATENTS AND TRADEMARKS 

Washington, D.C. 20231 

FIRST NAMED APPLICANT 
	

ATTY. DOCKET NO./TITLE 

it- 

DATE MAILECti. :0 0  

NOTICE TO FILE MISSING PARTS OF APPLICATION 
FILING DATE GRANTED 11/23/93 

An Application Number and Filing Date have been assigned to this application. However, the items indicated 
below are missing. The required items and fees identified below must be timely submitted ALONG WITH 
THE PAYMENT OF A SURCHARGE for items 1 and 3-6 only of $ 	0  for large entities or ,-- 
$ 	rt 	for small entities who have filed a verified statement claiming such status. The surcharge is set forth in 
37 CFR 1.16(e). 

If all required items on this form are filed within the pericd set below, the total amount owed by applicant as a Errarge 
entity, 0 small entity (verified statement filed), is $  I  

Applicant is given ONE MONTH FROM THE DATE OF THIS LETTER, OR TWO MONTHS FROM THE 
FILING DATE of this application, WHICHEVER IS LATER, within which to file all required items and pay any fees 
required above to avoid abandonment. Extensions of time may be obtained by filing a petition accompanied by the 
extension fee under the provisions of 37 CFR 1.136(a). 

1. 0 The statutory basic filing fee is: 0 missing 0 insufficient. Applicant as a 0 large entity 0 small 
entity, must submit $ 	 to complete the basic filing fee. 

2. et-Additional claim fees of $  1000 	as a Vlarge entity, 0 small entity, including any 
required multiple dependent claim fee, are required. Applicant must submit the additional claim 
fees or cancel the additional claims for which fees are due. 

3. 0 The oath or declaration: 
0 is missing. 
0 does not cover items omitted at time of execution. 

An oath or declaration in compliance with 37 CFR 1.63, identifying the application by the above 
Application Number and Filing Date is required. 

4. 0 The oath or declaration does not identify the application to which it applies. An oath or declaration 
in compliance with 37 CFR 1.63, identifying the application by the above Application Number and 

g Date, is required. 

The signature to the oath or declaration is: Erir'n'cing; 0 a reproduction; 0 by a person other than 
the inventor or a person qualified under 37 CFR 1.42, 1.43, or 1.47. A properly signed oath or 
declaration in compliance with 37 CFR 1.63, identifying the application by the above Application 
Number and Filing Date, is required. 

6. 0 The signature of the following joint inventor(s) is missing from the oath or declaration: 

	 An oath or declaration listing the names of all inventors and signed by 
the omitted inventor(s), identifying this application by the above Application Number and Filing 
Date, is required. 

7. 0 The application was filed in a language other than English. Applicant must file a verified English 
translation of the application and a fee of $ 	under 07 CFR 1.17(k), unless this fee has 
already been paid. 

8. 0 A $ 	 processing fee is required for returned checks. (37 CFR 1.21(m)). 

9. 0 Your filing receipt was mailed in error because check was returned without payment. 

10. 0 The application does not comply with the Sequence Rules. See attached Notice to Comply with 
Sequence Rules 37 CFR 1.821-1.825. 

11. 0 Other. ..., ,.4-::.:, 	1`./-?..• 43irect-the-respenselmel-airrquestions-abettt-thirrrotice-taid 	..--, ..." 	, Application Processing 
Division, -Speci-a17-Processinrand-Gertleopendenee-Brantii (703) 308-1202. I?, - , 

A copy of this notice MUST  be returned with the response. 

FORM PTI)-16$.4 (REV 6:93) 
	 _COPY TO St RETURNED Win,' RESPONSE 
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PATENT 
ATTORNEY DOCKET NO. 06154/004001 

N THE UNITED STATES PATENT AND TRADEMARK OFFICE 
kl TRIO 

Ap. 	ant : Robert E. Kahn et al. 	Art Unit: 
Serial No.: 08/142,161 	 Examiner: 
Filed 	: October 22, 1993 
Title 	: IDENTIFYING, MANAGING, ACCESSING, AND TRACKING 

DIGITAL OBJECTS AND ASSOCIATED RIGHTS AND PAYMENTS 

Commissioner of Patents and Trademarks 
Washington, DC 20231 

Attention: Application Branch 

RESPONSE TO NOTICE UNDER 37 CFR 1.53(d)  

Responsive to the NOTICE TO FILE MISSING PARTS OF 

APPLICATION UNDER 37 CFR 1.53(d) mailed November 23, 1993 (copy 

of Notice enclosed), Applicants submit herewith the following: 

Combined Declaration and Power of Attorney 

Check for $130.00, in payment of 
the Surcharge for late filing of 
the Declaration. 

It is understood that this perfects the application and no 

additional filing fees are required. 

Also submitted herewith is an Assignment for recording 

and a Deposit Account order form for the required fee. 

Date of Deposit 	December 22, 1993  
I hereby certify under 37 CFR 1.8(a) that this correspondence 
is being deposited with the United States Postal Service as 
first class mail with sufficient postage on the date indicated 
above and is addressed to the Commissioner of Patents and 
Trademarks, Washington, D.C. 20231. 

Kathleen M. O'Shea 

41(Itelik- 77(  
080 KJ 01/13/94 08142161 	 1 105 	130.00 CK 
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Date: 	i2-A212) 
d L. Feigenbaum 

Reg. No. 30,378 

If there are any other charges, or any credits, please 

apply them to Deposit Account No. 06-1050. 

Respectfully submitted, 

2 

Fish & Richardson 
225 Franklin Street 
Boston, MA 02110-2804 

Telephone: 617/542-5070 
Facsimile: 617/542-8906 
61524.B11 
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PATENT 
ATTORNEY DOCKET NO: 06154/004001 

COMBINED DECLARATION AND POWER OF ATTORNEY 

As a below named inventor, I hereby declare that: 

My residence, post office address and citizenship are as stated below next to my name, 
I believe I am the original, first and sole inventor (if only one name is listed below) or an original, 

first and joint inventor (if plural names are listed below) of the subject matter which is claimed and for 
which a patent is sought on the invention entitled IDENTIFYING, MANAGING, ACCESSING, AND  
TRACKING DIGITAL OBJECTS AND ASSOCIATED RIGHTS AND PAYMENTS, the specification of 
which 

CI is attached hereto. 
• was filed on  October 22, 1993 	as Application Serial No.  08/142,161  

and was amended on 	  
El was described and claimed in PCT International Application No. 	  

filed on 	 and as amended under PCT Article 19 on 	  

I hereby state that I have reviewed and understand the contents of the above-identified 
specification, including the claims, as amended by any amendment referred to above. 

I acknowledge the duty to disclose all information I know to be material to patentability in 
accordance with Title 37, Code of Federal Regulations, §1.56(a). 

I hereby appoint the following attorneys and/or agents to prosecute this application and to 
_transact all business in the Patent and Trademark Office connected therewith: David L. Feigenbaum, 

Esq., Reg. No. 30,378; Robert E. Hillman, Esq., Reg. No. 22,837. 

Address all telephone calls to David L. Feigenbaum, Esq. at telephone number 617/542-5070. 
Address all correspondence to David L. Feigenbaum, Esq., Fish & Richardson, 225 Franklin 

Street, Boston, MA 02110-2804. 

I hereby declare that all statements made herein of my own knowledge are true and that all 
statements made on information and belief are believed to be true; and further that these statements were 
made with the knowledge that willful false statements and the like so made are punishable by fine or 
imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful 
false statements may jeopardize the validity of the application or any patents issued thereon. 

Full Name of Inventor: Robert E. K 

Inventor's Signature: 

(, 

	  Date: 	/Y7/7/9_3 

Residence Address: 909 Lvnton Place, McLean, VA 22102 

Citizen of: U.S.A. 

Post Office Address: 909 Lynton Place, McLean, VA 22102 

Full Name of Inventor: Davi 	El 

Inventor's Signature: 

Residence Address: 3015 Miller Heights Road, Oakton, VA 22124 

Citizen of: U.S.A. 

0-0 

Date: 

 

  

Post Office Address: 3015 Miller Heights Road, Oakton, VA 22124 

Revised: July 24, 1993 (391DECLMRG) 
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PATENT 
ATTORNEY DOCKET NO. 06154/004001 

nS:iL'IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Applicant : Robert E. Kahn et al. 	 Art Unit: 
Serial No : 08/142,161 	 Examiner: 
Filed 	: 10/22/93  
Title 	: IDENTIFYING, MANAGING, ACCESSING AND TRACKING DIGITAV 

OBJECTS AND ASSOCIATED RIGHTS AND PAYMENTS 

Commissioner of Patents and Trademarks 
Washington, DC 20231 

STATUS INQUIRY  

Applicant respectfully inquires as to the status of the 

above application. The application was filed October 22, 1993, 

and a response to the Notice to File Missing Parts was filed 

December 22, 1993. Nothing has been received since. 

A stamped, self-addressed envelope is enclosed for your 

reply to this inquiry. If there are any charges or any credits 

not covered, please apply them to Deposit Account 06-1050. 

Respectfully submitted, 

Date: 

   

    

   

David L. Feigenbaum 
Reg. No. 30,378 

Fish & Richardson P.C. 
225 Franklin Street 
Boston, MA 02110-2804 

Telephone: 617/542-5070 
Facsimile: 617/542-8906 
114364.B11 

Date of Deposit F 144,61, 	zz, lq9ç  
I hereby certify under 37 CFR 1.8(a) that this correspondence is 
being deposited with the United States Postal Service as first class 
mail with sufficient postage on the date indicated above and is 
addressed to the Commissioner of Patents and Trademarks, 
Washington, D.C. 20231. 

1- 71 I 11'904r1  
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UNITED STATES DEPARTMENT OF COMMERCE 
Patent and Trademark Office 
ASSISTANT SECRETARY AND COMMISSIONER OF 
PATENTS AND TRADEMARKS 
Washington, D.C. 20231 

  

Serial Number: og 	z() )‘  

10 / 2 z-/3  

  

Filing Date: 

   

   

Group Art Unit:  2, / 9 

STATUS LETTER REPLY 

XAG:TION-  BY THE EXAMINER 

Expected date for action on this application: 
Mo.  )6 	Yr.  9..5  

( ) APPLICANTS RESPONSE TO THE OFFICE ACTION MAILED 
	  (supply date) has not been 
received by the Office. 

( ) Other (explain) 
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UNITED STATE di DEPARTMENT OF COMMERCE 
Patent and Trademark Office 
Address: COMMISSIONER OF PATENTS AND TRADEMARKS 

Washington, D.C. 20231 

  

   

I SERIAL NUMBER FILING DATE l FIRST NAMED INVENTOR [ATTORNEY DOCKET NO. 

08/142,161 • 10/22/92 	KAHN 06154004001 
EXAMINER 

LULI L 

DAVID L. FEIGENBAUM 
J:ISH & RICHARDSON 
225 FRANKLIN STREET 
BOSTON, MA 02110-2804 

B3M1/0914 
ART UNIT I PAPER NUMBER 

2317 

DATE MAILED: 
09/14/95 

This is a communication from the examiner in charge of your application. 
COMMISSIONER OF PATENTS AND TRADEMARKS 

k.1 This application has been examined 	0 Responsive to communication filed on 	0 This action is made final. 

A shortened statutory period for response to this action is set to expire  c.,  	month(s), 	) IC)   days from the date of this letter. 
Failure to respond within the period for response will cause the application to become abandoned. 35 U.S.C. 133 

Part I THE FOLLOWING ATTACHMENT(S) ARE PART OF THIS ACTION: 

1. El Notice of References Cited by Examiner, PTO-892. 2. 0  Notice of Draftsman's Patent Drawing Review, PTO-948. 

3. El Notice of Art'Cited by Applicant, PTO-1449. 4. 0 Notice of Informal Patent Application, P10-152. 

5. El Information on How to Effect Drawing Changes, PTO-1474., 6. 0 	  

Part II SUMMARY OF ACTION 

1. [!,0 Claims 	  are pending in the application. 

 

Of the above, claims 	 are withdrawn from consideration. 

2. CI Claims 	 have been cancelled. 

3. El Claims 	 are allowed. 

4. 1::1 Claims 	 are rejected. 

5. El Claims 	 are objected to. 

6. ai Claims 	 Le* 	are subject to restriction or election requirement. 

7. CI This application has been filed with informal drawings under 37 C.F.R. 1.85 which are acceptable for examination purposes. 

8. 0 Formal drawings are required in response to this Office action. 

9. El The corrected or substitute drawings have been received on 	 . Under 37 C.F.R. 1.84 these drawings 
are El acceptable; 0 not acceptable (see explanation or Notice of Draftsman's Patent Drawing Review, PTO-948). 

10. 0  The proposed additional or substitute sheet(s) of drawings, filed on 	 . has (have) been 0 approved by the 
examiner; 0 disapproved by the examiner (see explanation). 

11. D The proposed drawing correction, filed 	 , has been El approved; 0 disapproved (see explanation). 

12. El  Acknowledgement is made of the claim for priority under 35 U.S.C. 119. The certified copy has 0 been received 0 not been received 
0 been filed in parent application, serial no. 	  ; filed on 	  

13. 0  Since this application apppears to be In condition for allowance except for formal matters, prosecution as to the merits is closed in 
accordance with the practice under Ex parte Quayle, 1935 C.D. 11; 453 0.G. 213. 

14. 0 Other 

EXAMINER'S ACTION 

PTOL-326 (Rev. 2/93) 
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Serial Number: 08/142,161 	 1 

Art Unit: 2317 

1. Applicant is advised that the response to this requirement to 

be complete must include an election of the invention to be 

examined even though the requirement be traversed. 

2. Restriction to one of the following inventions is required 

under 35 U.S.C. 121: 

Group I. Claims 1-9, and 15 are drawn to DATABASE. OR FILE 

MANAGEMENT SYSTEM, classifiable in class 395 subclass 600. 

Group II. Claim 10 is drawn to computer to computer addressing, 

classifiable in class 395 subclass 200.16. 

Group III. Claims 11 and 16-40 are drawn to security in computer 

network, classifiable in class 395 subclass 187.01. 

Group IV. Claims 12-14 are drawn to control terms and conditions in 

computers and data procesing systems, classifiable in class 364 

subclass 569. 
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Serial Number: 08/142,161 	 S 2 

Art Unit: 2317 

Group V. Claims 41-45 are drawn to compensation in using computers 

and data procesing systems, classifiable in class 364 subclass 

464.01. 

3. The inventions are distinct, each from the other because of 

the following reasons: 

a. These inventions have acquired a separate status in the 

art as shown by their different classification 

b. The search required for one Group is not required for the 

other Groups 

For the reasons above restriction for examination .purposes as 

indicated is proper. 

4. Applicant is reminded that upon the cancellation of claims to 

a non-elected invention, the inventorship must be amended in 

compliance with 37 CFR 1.48(b) if one or more of the currently 

named inventors is no longer an inventor of at least one claim 

remaining in the application. Any amendment of inventorship must 

be accompanied by a diligently-filed petition under 37 CFR 1.48(b) 

and by the fee required under 37 CFR 1.17(h). 
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Le H. Luu 

September 12, 1995 

:Jae% 
JUŠ .LA4'4 

Serial Number: 08/142,161 	 3 

Art Unit: 2317 

5. Any inquiry concerning this communication or earlier 

communications from the examiner should be directed to Le H. Luu, 

whose telephone number is (703) 305-9650. 	The examiner can 

normally- be reached Monday through Friday from 7:00 AM to 3:30 PM. 

If 'attempts to reach the examiner by telephone are 

unsuccessful, the examiner's supervisor, Thomas C. Lee, can be 

reached at (703) 305-9717. The fax phone number for this Group is 

(703) 305-9564. 

Any inquiry of a general nature of relating to the status of 

this application should be directed to the Group receptionist whose 

telephone number is (7Ö3) 305-9600. 
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PATENT 
ATTORNEY DOCKET NO. 06154/004001 

/N.  THE UNITED STATES PATENT AND TRADEMARK OFFICE 

ant : Robert E. Kahn et al. 	Art Unit: 2317 
Serial No.: 08/142,161 
	

Examiner: Luu 
Filed 	: October 22, 1993 
Title 	: IDENTIFYING, MANAGING, ACCESSING, AND TRACKING 

DIGITAL OBJECTS AND ASSOCIATED RIGHTS AND PAYMENTS 

Box Non Fee Amendment 

Commissioner of Patents and Trademarks 
Washington, DC 20231 

RECEIVED 
ot 07 tos  

RESPONSE TO REQUIREMENT FOR RESTRICTIOl\GROUpo,,„ 
cAAJO 

Applicant elects Group IV without traverse. 

Please charge any fees due in connection with this 

response to Deposit Account No. 06-1050. 

Respectfully submitted, 

Date: 

   

    

   

David L. Feigenbaum 
Reg. No. 30,378 

Fish & Richardson P.C. 
225 Franklin Street 
Boston r  MA 02110-2804 

Telephone: 617/542-5070 
Facsimile: 617/542-8906 
149940.B11 

Date of Deposit 	DrYOgir2  
I hereby certify under 37 CFR 1.8(a) that this correspondence 
is being deposited with the United States Postal Service as 
first class mail with sufficient postage on the date indicated 
above and is addressed to the Commissioner of Patents and 
Trademarks, Washington, D.C. 20231. 

Daix)p(62, L. Aky27/11-1)/  
a/a-QQ_D 	nfairkata 
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SERIAL NUMBER 
	

FILING DATE 

08/142,161 10/22/93 KAHN 

FIRST NAMED INVENTOR I A'TTORNEY D 

UNITED STATE:AMPARTMENTOFCOMMERCE 
Patent and Trademark Office 
Address: COMMISSIONER OF PATENTS AND TRADEMARKS 

Washington, D.C. 20231 

 

   

EXAMINER 

DAVID L. FEIGENBAUM 
FISH & RICHARDSON 
225 FRANKLIN STREET 
BOSTON, MA 02110-2804 

B3M1/1122 
ART UNIT 
	

PAPER NUMBER 

2317 

DATE MAILED: 	11/22/95 
This is a communication from the examiner in charge of your application. 
COMMISSIONER OF PATENTS AND TRADEMARKS 

 

0 This application has been examined [/-1\  Responsive to communication filed on 1( 	 El This action is made final. 

A shortened statutory period for response to this action Is set to expire 	
17 

month(s), 	k 	days from the date of this letter. 
Failure to respond within the period for response will cause the application to become abandoned. 35 U.S.C. 133 

Part I THE FOLLOWING ATTACHMENT(S) ARE PART OF THIS ACTION: 

1. EA Notice of Refefences Cited by Examiner, PTO-892. 	 2. 	Notice of Draftsman's Patent Drawing Review, PTO-948. 
3. El Notice of Art Cited by Applicant, PTO-1449. 	 4. Li Notice of Informal Patent Application, PTO-152. 
5. CI Information on How to Effect Drawing Changes, PTO-1474., 	6. Ei 	  

Part II SUMMARY OF ACTION 

1. 4Claims 	 

  

are pending in the application. 

  

Of the above, claims 	( 	 A/L-%1 	1 	are withdrawn from consideration. 

2. El Claims 	 have been cancelled. 

3. El Claims 	 are allowed. 

4. rigl Claims 	 ( 	are rejected. 

5. 0 Claims 	 are objected to. 

6. 0 Claims 	 are subject to restriction or election requirement. 

7. This application has been filed with Informal drawings under 37 C.F.R. 1.85 which are acceptable for examination purposes. 

8. Formal drawings are required In response to this Office action. 

9. 0 The corrected or substitute drawings have been received on 	 . Under 37 C.F.R. 1.84 these drawings 
are 0 acceptable; 0 not acceptable (see explanation or Notice of Draftsman's Patent Drawing Review, PTO-948). 

10. El The proposed additional or substitute sheet(s) of drawings, filed on 	 . has (have) been Dapproved by the 
examiner; 0 disapproved by the examiner (see explanation). 

11. Ej The proposed drawing correction, filed 	 ,has been 0 approved; 0 disapproved (see explanation). 

12. El Acknowledgement is made of the claim for priority under 35 U.S.C. 119. The certified copy has 0 been received 0 not been received 
0 been filed in parent application, serial no. 	  ; filed on 	  

13. U Since this application apppears to be in condition for allowance except for formal matters, prosecution as to the merits is closed in 
accordance with the practice under Ex parte Quayle, 1935 C.D. 11; 453 O.G. 213. ' 

14. 0 Other 

EXAMINER'S ACTION 
PTOL-326 (Rev. 2193) 
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Serial Number: 08/142,161 	 -2- 
Art Unit: 2317 

1. Claims 12-14 are presented for examination. 

2. Claims 1-11 and 15-45 are withdrawn from further consideration 

by the examiner, 37 CFR 1.142(b) as being drawn to a non-elected 

invention. Election was made without traverse in Paper No. 6. 

3. This application has been filed with informal drawings which 

are acceptable for examination purposes only. Formal drawings will 

be required when the application is allowed. 

4. The Abstract of the Disclosure is objected to because there 

are extraneous characters "#54047.811". Correction is required. 

See M.P.E.P. § 608.01(b). 

5. Applicant is reminded of the proper language and format of an 

Abstract of the Disclosure. 

The abstract should be in narrative form and generally limited to 
a single paragraph on a separate sheet within the range of 50 to 
250 words. It is important .that the abstract not exceed 250 words 
in length since the space provided for the abstract on the computer 
tape used by the printer is limited. 	The form and legal 
phraseology often used in patent claims, such as "means" and 
"said", should be avoided. The abstract should describe the 
disclosure sufficiently to assist readers in deciding whether there 
is a need for consulting the full patent text for details. 

The language should be clear and concise and should not repeat 
information given in the title. It should avoid using phrases 
which can be implied, such as, "The disclosure concerns," "The 
disclosure defined by this invention," "The disclosure describes," 
etc. 
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Serial Number: 08/142,161 	 -3- 
Art Unit: 2317 

6. Claims 13 is rejected under 35 U.S.C. § 112, second paragraph, 

as being indefinite for failing to particularly point out and 

distinctly claim the subject matter which applicant regards as the 

invention. 

The breadth, scope, and meaning of the term "may be", 

"potential", and "recordation server" are vague and indefinite. 

7. The following is a quotation of the appropriate paragraphs of 
35 U.S.C. § 102 that form the basis for the rejections under this 
section made in this Office action: 

A, person shall be entitled to a patent unless -- 
(e) the invention was described in a patent granted on an 
application for patent by another filed in the United States before 
the invention thereof by the applicant for patent, or on an 
international application by another who has fulfilled the 
requirements of paragraphs (1), (2), and (4) of section 37 1(c) of 
this title before the invention thereof by the applicant for 
patent. 

8. Claims 12-14 are rejected under 35 U.S.C. § 102(e) as being 

anticipated by Wyman patent no. 5,260,999. 

9. As to claim 12, Wyman teaches the invention substantially as 

claimed, including a method of enabling holders of rights in 

digital objects to control terms and conditions under which they 

are accessed by users in a network, comprising 

storing the digital objects in the network in a manner that 

permits only authorized access (col. 2 lines 35-52), 

storing, in the network, information about terms and 

conditions for access to each digital object (col. 1 lines 48-59), 
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Serial Number: 08/142,161 	 -4- 
Art Unit: 2317 

making the information about terms and conditions available to 

a user in connection with a request for access to a digital object 

(col. 21 lines 22-45), 

enabling the user to indicate assent to the terms and 

conditions (col. 11 lines 3-30), and 

permitting access to the user only upon the user indicating 

assent to the terms and conditions (Abstract, and col. 11 lines 3-

30). 

10. As to claim 13, Wyman teaches the invention substantially as 

claimed, including a method of enabling holders of rights in 

digital objects to control terms under which rights in the digital 

objects can be granted to others, comprising 

storing, in the network, terms and conditions for licensing 

rights (col. 1 lines 27-60), 

providing information on terms and conditions pertaining to 

works or other information or material that the digital object may 

be based on or incorporate (col. 1 lines 48-59), 

making the terms and conditions available to new right holders 

and users, as appropriate, upon request via the network (col. 21 

lines 21 lines 22-45), 

enabling the new rights holder and the current rights holder 

to interact via the network to reach agreement on terms and 

conditions for grant of rights (col. 11 lines 3-30), 
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Serial Number: 08/142,161 	 -5- 
Art Unit: 2317 

storing, in a server on the network, information identifying 

grants of rights for digital objects on the network (col. 1 lines 

48-59). 

11. As to claim 14, Wyman teaches the invention substantially as 

claimed, including a method to permit a user to comply with terms 

and conditions of access to digital objects stored in a network, 

each of the digital objects comprising a set of sequences of digits 

and having an associated identifier which is unique across the 

network, the method comprising 

storing in the network information which associates with each 

of the unique identifiers, a pointer to a rights management system 

including a terms and conditions server containing terms and 

conditions (col. 36 line 64 - col. 37 line 23), 

providing to the user in response to presentation of a unique 

identifier the pointer to the terms and conditions server (col. 36 

line 64 - col. 37 line 23), 

providing to the user in response to presentation of the 

pointer, terms and conditions information (col. 21 lines 22-45), 

enabling the user to indicate assent to the terms and 

conditions (col. 11 lines 3-30), 

in response to the assent, permitting the user to access the 

digital object including performance of the object (Abstract). 
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Serial Number: 08/142,161 	 -6- 
Art Unit: 2317 

12. Further references of interest are cited on Form P10-892 which 

is an attachment to this office action. 

13. Any inquiry concerning this communication or earlier 

communications from the examiner should be directed to Le H. Luu, 

whose telephone number is (703) 305-9650. 	The examiner can 

normally-be reached Monday through Friday from 7:00 AM to 3:30 PM. 

If attempts to reach the examiner by telephone are 

unsuccessful, the examiner's supervisor, Thomas C. Lee, can be 

reached at '(703) 305-9717. The fax phone number for this Group is 

(703) 308-5359. 

Any inquiry of a general nature of relating to the status of 

this application should be directed to the Group receptionist whose 

telephone number is (703) 305-9600. 

Le H. Luu 

November 13, 1995 

Petitioner Apple Inc. - Exhibit 1022, p. 135



FORM PTO-892 	 U.S. DEPARTW(`'il OF COMMERCE 
PATENT Nit) TRADEMARK OFFICE 

NOTICE OF REFERENCES CITED 

Serial No. 

eatTO 
GROUP ARF?:UNIT 7 

APPLICANT(S) 

Kahn et al 

ATTACHMENT 
TO 

PAPER 
NUMBER 

EXAMINER 
Le Hien Luu 11/13/95 

Form 892BMR2107 

DOCUMENT NO. DATE NAME CLASS SUB-CLASS FILING DATE 
IF APPROPRIATE 

A 5,260,999 11/09/93 Wyman 384 4 06/28/91 

5,357,630 10/18/94 Oprescu et al 395 600 10/21/91 

5,230,051 07/20/93 Quan 395 700 

4,937,863 06/26/90 Robert et al 380 4 

4,953,209 08/28/90 Ryder, Sr. et al 380 23 

5,339,403 08/16/94 Parker 395 425 05/01/91 

DOCUMENT NO. COUNTRY SUB-
CLASS 

PERTINENT 
SW'S, 	 PP. 

DWG 
SPEC 

DATE NAME CLASS 

0 
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'Form PTO 948 (Rev. 10-93) 
	

U.S. DEPARTMENT OF COMMERCE - Patent and Trademark Office 	Application No' 	  

NOTICE OF DRAFTSPERSON'S PATENT DRAWING REVIEW 

PTO Draftpersons review all originally filed drawings regardless of whether they are designated as formal or informal. Additionally, 
patent Examiners will review the drawings for compliance with the regulations. Direct telephone inquiries concerning this review to 
the Drawing Review Branch, 703-305-8404. 

The 	ings filed (insert date) 	d 	, are 
not objected to by the Draftsperson under 37 CFR 1.84 or 1.152. 
objected to by the Draftsperson under 37 CFR 1.84 or 1.152 as 

indicated below. The Examiner will require submission of new, corrected 
drawings when necessary. Corrected drawings must be submitted 
according to the instructions on the back of this Notice. 

1. DRAWINGS. 37 CFR 1.84(a): Acceptable categories of drawings: 
Black ink. Color. 

Not black solid lines. Fig(s) 	  
Color drawings are not acceptable until petition is granted. 

2. PHOTOGRAPHS. 37 CFR 1.84(b) 
Photographs are not acceptable until petition is granted. 

3. GRAPHIC FORMS. 37 CFR 1.84 (d) 
Chemical or mathematical formula not labeled as separate figure. 
Fig(s) 	  
Group of waveforms not presented as a single figure, using 
common vertical axis with time extending along horizontal axis. 
Fig(s) 	  
Individuals waveform not identified with a separate letter 
designation adjacent to the vertical axis. Fig(s) 	  

4. TYPE OF PAPER. 37 CFR 1.84(e) 
Paper not flexible, strong, white, smooth, nonshiny, and durable. 
Sheet(s) 	  

\K Erasures, alterations, overwritings, interhreations, cracks, creases, 

	

'6  and folds not allowed. Sheet(s) 	t -  

5. SIZE OF PAPER. 37 CFR 1.84(0: Acceptable paper sizes: 
21.6 cm. by 35.6 cm. (81/2 by 14 inches) 
21.6 cm. by 33.1 cm. (81/2 by 13 inches) 
21.6 cm. by 27.9 cm. (81/2 by 11 inches) 
21.0 cm. by 29.7 cm. (DIN size A4) 
All drawing sheets not the same size. Sheet(s) 	 
Drawing sheet not an acceptable size. Sheet(s) 	 

6. MARGINS. 37 CFR 1.84(g): Acceptable margins: 
Paper size 

	

‹), Margins do o,celforrr 	a lboV-7 

/ „..„- Top (T) 	I left (L)  	t (R) 1,13cittom (B) 

7. VIEWS. 37 CFR 1.84(h) 
REMINDER: Specification may require revision to correspond to 

drawing changes. 
All views not grouped together. Fig(s) 	  
Views connected by projection lines. Fig(s) 	  
Views contain center lines. Fig(s) 	  

Partial views. 37 CFR 1.84(h)(2) 
Separate sheets not linked edge to edge. 
Fig(s) 	  

- View and enlarged view not labeled separately. 
Fig(s) 	  

- Long view relationship between different parts not clear and 
unambiguous. 37 CFR 1.84(h)(2)(ii) 
Fig(s) 	  

Sectional views. 37 CFR 1.84(h)(3) 
- Hatching not indicated for sectional portions of an object. 

Fig(s) 	  
Hatching of regularly spaced oblique parallel lines not spaced 
sufficiently. Fig(s) 	  

- Hatching not at substantial angle to surrounding axes or principal 
lines. Fig(s) 	  
Cross section not drawn same as view with parts in cross section 
with regularly spaced parallel oblique strokes. 
Fig(s) 	  
Hatching of juxtaposed different elements not angled in a different 
way. Fig(s) 	  

Alternate position. 37 CFR 1.84(h)(4) 
A separate view required for a moved position. 
Fig(s) 

ATTACHMENT TO PAPER NO. 

Modified forms. 37 CFR 1.84(h)(5) 
Modified forms of construction must be shown in separate views. 
Fig(s) 	  

8. ARRANGEMENT OF VIEWS. 37 CFR 1.84(i) 
View placed upon another view or within outline of another. 
Fig(s) 	  
Words do not appear in a horizontal, left-to-right fashion when 
page is either upright or turned so that the top becomes the right 
side, except for graphs. Fig(s) 	  

9. SCALE. 37 CFR 1.84(k) 
Scale not large enough to show mechanism without crowding 
when drawing is reduced in size to two-thirds in reproduction. 
Fig(s) 	  
Indication such as "actual size" or "scale 1/2" not permitted. 
Fig(s) 	  
Elements of same view not in proportion to each other. 
Fig(s) 	  

10. C7ACIER OF LINES, NUMBERS, & LE1 1ERS. 37 CFR 1.840) 
	 Lines, numbers & letters not uniformly thick and well defined, 

clean, durable, and btapk..41xcept for color drawings). 
Fig(s) 	• 

11, SHADING. 37 CFR 1.84(m) 
Shading used for other than shape of spherical, cylindrical, and 
conical elements of an object, or for flat parts. 
Fig(s) 	  
Solid black shading areas not permitted. Fig(s) 	  

12. NUMBERS, LETTERS, & REFERENCE CHARACTERS. 37 CFR 
1. 	) 

Numbers and referencerharactnot plain and legible. 37 CFR 
1.84(p)(1) Fig(s) 	  
Numbers  and reference characters used in conjuction with 
brackets, inverted commas, or enclosed within outlines. 37 CFR 
1.84(p)(I) Fig(s) 	  
Numbers and reference characters not oriented in same direction as 
the view. 37 CFR 1.84(p)(1) Fig(s) 	  
English alphabet not used. 37 CFR 1.84(p)(2) 

iFig(s) 	  
	 Numbers, letters, and reference characters do not measure at least 

.32 cm. (1/8 7h) in hei ht. 37 CFR(p)(3) 
Fig(s) 	   

13. LEAD LINES. 37 CFR 1.84(q) 
Lead lines cross each other. Fig(s) 	  
Lead lines missing. Fig(s) 	  
Lead lines not as short as possible. Fig(s) 	  

14. NUMBERING OF SHEETS OF DRAWINGS. 37 CFR 1.84(1) 
Number appears in top margin. Fig(s) 	  
Number not larger than reference characters. 
Fig(s) 	  
Sheets not numbered consecutively, and in Arabic numerals, 
beginning with number 1. Sheet(s) 	  

15. NUMBER OF VIEWS. 37 CFR 1.84(u) 
Views not numbered consecutively, and in Arabic numerals, 
beginning with number 1. Fig(s) 	  
View numbers not preceded by the abbreviation Fig. 
Fig(s) 	  
Single view contains a view number and the abbreviation Fig. 
Numbers not larger than reference characters. 
Fig(s) 	  

16. CORRECTIONS. 37 (.1.1( 1.84(w) 
Corrections not durable and permanent. Fig(s) 	  

17. DESIGN DRAWING. 37 CFR 1.152 
Surface shading shown not appropriate. Fig(s) 	 
Solid black shading not used for color contrast. 
Fig(s) 	  

DATE  3  

21.6 cm. X 35.6 cm. 
( 8 I/2 X 14 inches) 
T 5.1 cm. (2") 
L .64 cm. (1/4") 
• .64 cm. (1/4") 
B .64 cm. (1/4") 

21.6 cm X 33.1 cm 	cm. X19 1.-1  cm. X 29.7 cm, 
(8 1/2,X 13 inches)..  112 riX 11 	. clics) 	IN Size A4) 

2.5 cm. (1") 	_. 	
r 
	2.5cm. 

.64 cm. (1/4") 	.y.cm. (1/4") 	2.5 cm. 

.64 cm. (1/4") ....../64 cm. (1/4") 	1.5 cm, 

.64 cm. (1/4") 	.64 cm. (1/4") 	1.0 cm. 
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REMINDER 

Drawing changes may also require changes in the specification, e.g., 
if Fig. 1 is changed to Fig. 1A, Fig. 1B, Fig. 1C, etc., the specification, 
at the Brief Description of the Drawings, must likewise be changed. 
Please make such changes by 37 CFR 1.312 Amendment at the time 
of submitting drawing changes. 

INFORMATION ON HOW TO EFFECT DRAWING CHANGES 

1. Correction of Informalities--37 CFR 1.85 

File new drawings with the changes incorporated therein. The application number or the title of the 
invention, inventor' s name, docket number (if any), and the name and telephone number of a person 
to call  if the Office is unable to match the drawings to the proper application, should be placed on the 
back of each sheet of drawings in accordance with 37 	1.84(c). Applicant may delay filing of the 
new drawings until receipt of the Notice of Allowability (PTOL-37). Extensions of time may be 
obtained under the provisions of 37 CFR1.136. The drawing should be filed as a separate paper with 
a transmittal letter addressed to the Drawing Review Branch. 

2. Timing of Corrections 

Applicant is required to submit acceptable corrected drawings within the three-month shortened 
statutory period set in the Notice of Allowability (PTOL-37). If a correction is determined to be 
unacceptable by the Office, applicant must arrange to have acceptable correction resubmitted within 
the original three-month period to avoid the necessity of obtaining an extension of time and paying the 
extension fee. Therefore, applicant should file corrected drawings as soon as possible. 

Failure to take corrective action within set (or extended) period will result in ABANDONMENT of 
the Application. 

3. Corrections other than Informalities Noted by the Drawing Review Branch on the Form PTO 948 

All changes to the drawings, other than informalities noted by the Drawing Review Branch, MUST 
be approved by the examiner before the application will be allowed. No changes will be permitted to 
be made, other than correction of informalities, unless the examiner has approved the proposed 
changes. 

Iff ir)11 11 I _I 
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=> d his 
(FILE 'USPAT' ENTERED AT 08:53:40 ON 13 NOV 95) 

ACT C65D13/L 

L1' ( 
	

2048)SEA FILE=USPAT AUTHORI? (5A) ACCESS? 
L2 ( 
	

5892)SEA FILE=USPAT TERM# (5A) CONDITION# 
L3 ( 
	

12)SEA FILE=USPAT Li AND L2 

FILE 'JPOABS' ENTERED AT 10:33:29 ON 13 NOV 95 
L4 	 21 S AUTHORI? (5A) ACCESS? 
L5 	 249 S TERM# (5A) CONDITION# 
L6 	 0 S L4 AND L5 
=> 
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=> d 15 4 8 10 14 all 

06-227087 
	

Aug. 16, 1994 	 L5: 4 of 249 
OPERATING CONDITION SETTING DEVICE 

INVENTOR: KATSUTOMO SUZUKI 
ASSIGNEE: MINOLTA CAMERA CO LTD, et al. (20) 
APPL NO: 05-15654 
DATE FILED: Feb. 2, 1993 
PATENT ABSTRACTS OF JAPAN 
ABS GRP NO: M1705 
ABS VOL NO: Vol. 18, No. 602 
ABS PUB DATE: Nov. 16, 1994 
INT-CL: B41J 29/00 

ABSTRACT: 

PURPOSE:To provide an operating condition setting device, capable of 
improving the operability and workability thereof upon effecting a 
setting work. 

CONSTITUTION:The title device is provided with a display 18 for 
indicating a setting **term**, operating units for setting operating 
**conditions** with respect to the setting **terms** indicated in the 
display 18 or push-button switches 11, 14-17 and a printer controller, 
controlling the operation of a laser printer 1 based on the set operating 
**conditions** while indicating the set **terms** in the display. 18. The 
printer controller is provided with a full menu mode (first indicating 
mode) which indicates all of the set terms on the display 18, and a short 
menu mode (second indicating mode) which indicates set terms, having high 
frequency of employment, among all of the set terms selectively. 

06-201483 
	

Jul. 19, 1994 	 L5: 8 of 249 
THERMOMETER FOR HIGH TEMPERATURE AND HIGH PRESSURE 

INVENTOR: TOSHIHIRO MARUKO 
ASSIGNEE: KK FURUYA KINZOKU, et al. (50) 
APPL NO: 04-349447 
DATE FILED: Dec. 28, 1992 
PATENT ABSTRACTS OF JAPAN 
ABS GRP NO: P1816 
ABS VOL NO: Vol. 18, No. 555 
ABS PUB DATE: Oct. 21, 1994 
INT-CL: GO1K 7/02; GO1K 1/08 
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ABSTRACT: 

PURPOSE:To enable long-**term** use under temperature **conditions** of 
temperature in use or higher by forming a main unit constituting body for 
supporting or protecting a thermocouple. 

CONSTITUTION:A support 2, a protector 3 and a protection cylinder 4 
constituting a main unit are formed of Ir or Ir-base alloy, and also a 
plurality of Ir or Ir-base alloy cylinders 4a... having different 
diameters wherein the protection cylinder 4 has been formed into a thin 
cylinder are loosely fitted onto the same axis so that heat insulating 
intervals 5... are securely constituted between the respective cylinders 
4a... to provide a multi-layered structure. Ir-base alloy may be produced 
with Ir metal used as main metal by mixing and fusing a kind of metal 
such as Os, Rh, Ru, Pt and Ta into the Ir metal by an appropriate amount 
in a weight ratio. Thus without degradation by long-**term** use under 
severe temperature **conditions** of 1500.degree.0 or higher to 
2300.degree.C, a temperature sensing part at the tip of a thermocouple 
can be securely fixed to and supported by a position where temperature is 
to be measured. 

06-153801 
	

Jun. 3, 1994 	 L5:'10 of 249 
PRODUCTION OF SEMI-NONBAKED COMBINED CONFECTIONERY 

INVENTOR: HIROSHI NAKANO, et al. (2) 
ASSIGNEE: KANEBO LTD, et al. (10) 
APPL NO: 04-341609 
DATE FILED: Nov. 27, 1992 
PATENT ABSTRACTS OF JAPAN 
ABS GRP NO: C1245 
ABS VOL NO: Vol. 18, No. 471 
ABS PUB DATE: Sep. 2, 1994 
INT-CL: A23G 3/00; A23G 1/00 

ABSTRACT: 

PURPOSE:To obtain a semi-nonbaked combined confectionery excellent in 
flavor, palate feeling and long-**term** preservability by including, 
under specified **conditions**, specific hydrous contents in a baked 
confectionery followed by coating with a fatty composition to allow a 
specified amount of water migrate into the baked confectionery. 

CONSTITUTION:Hydrous contents 2 such as cheese cream 20-30wt.% in water 
content and .1toreq.0.65 in water activity is included in a hollow baked 
confectionery 1 such as biscuit 2.5-4.5wt.% in moisture content so as to 
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be (1:5) to (5:1) in the weight ratio of the hydrous contents 2 to the 
hollow baked confectionery 1, and the surface of the resulting baked 
confectionery is coated with a fatty composition 3 such as chocolate to 
allow the water in the contents 2 migrate into the baked confectionery 1 
to effect the moisture content of the baked confectionery to 
.gtoreq.6.5wt.%, thus obtaining the objective semi-nonbaked combined 
confectionery. 

• 06-97814 	 Apr. 8, 1994 	 L5: 14 of 249 
PROGRAMMABLE LOGIC ARRAY AND MICROCOMPUTER USING THE LOGIC ARRAY 

INVENTOR: KEISUKE TANAKA 
ASSIGNEE: MATSUSHITA ELECTRON CORP, et al. (40) 
APPL NO: 04-246284 
DATE FILED: Sep. 16, 1992 
PATENT ABSTRACTS OF JAPAN 
ABS GRP NO: E1575 
ABS VOL NO: Vol. 18, No. 364 
ABS PUB DATE: Jul. 8, 1994 
INT-CL: HO3K 19/177; GO6F 15/78; HO3K 19/173 

ABSTRACT: 

PURPOSE:To provide a programmable logic array PLA which can workat a 
high speed by discharging the electric charge through two MOS transistor 
TR connected in series when the potential of a product term line is puled 
down to a low level. 

CONSTITUTION:A static RAM cell consists of the inverter latches RO and 
R1 and the transmission gates TRO and TR1 on an AND plane of a PLA. NMOS 
TR ATO decides whether an NMOS TR ANO which generated the AND conditions 
of the PLA should be connected to a product term line or not based on the 
information written in the static RAM cell. In such a constitution, the 
AND plane of the PLA can be programmed in a desired state and the signal 
showing the desired AND **conditions** is outputted from the product 
**term** line. The electric charge is discharged through the TR ATO and 
ANO only when the potential of the product term line is pulled down to a 
low level. 
=> 
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id L. Feigenbaum 
Reg. No. 30,378 

240 DR 05/21/96 06142161 
1 117 	900.00 CK 

PATENT 
ATTORNEY DOCKET NO. 06154/004001 

THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Applicant : 
Serial No.: 
Filed 
Title 

Robert E. Kahn et al. 	Art Unit: 2317 
08/142,161 
	

Examiner: L.Luu 
October 22, 1993 
IDENTIFYING, MANAGING, ACCESSING, AND 
DIGITAL OBJECTS AND ASSOCIATED RIG MENTS 

410 2 4 1996 

ue'2300  PETITION FOR EXTENSION OF TI  

Pursuant to 37 C.F.R. §1.136, applicants hereby 

petition that the period for response to examiner's action mailed 

November 22, 1995, be extended for 3 months to and including May 

22, 1996. A continuation-in-part application was filed on May 

13, 1996, as copending with this application. 

Enclosed is a check for $900.00 for the required fee. 

Please apply any other charges or any credits to our deposit 

account number 06-1050, reference 06154/004001. 

Respectfully submitted, 

Commissioner of Patents and Trademarks 
Washington, DC 20231 

Date: 	qicfr,  

Fish & Richardson P.C. 
225 Franklin Street 
Boston, MA 02110-2804 

Telephone: 617/542-5070 
Facsimile: 617/542-8906 

Date of Deposit 	5 . /5-  . 6,  
I hereby certify under 37 CFR 1.8(a) that this correspondence 
is being deposited with the United States Postal Service as 
rust class mail with sufficient postage on the date indicated 
above and is addressed to the Commissioner of Patents and 
Trademark, W ington, D 	0231. 
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PATENT 
ATTORNEY DOCKET NO. 06154/004001 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Applicant : Robert E. Kahn et al. 	Art Unit: 2317 
Serial No.: "0131-i-42,16r Og I% 0% 0 0 	Examiner: Luu, L. 
Filed 	: 10/22/93 
Title 	: IDENTIFYING, MANAGING, ACCESSING, AND TRACK141-  

DIGITAL OBJECTS AND ASSOCIATED RIGHTS AND PINiatNTS 646  '9'6  ,!.11;1 2 1 1996 
GHIOUP aiü 

RESPONSE TO ACTION DATED NOVEMBER 22, 1995  

Please amend the application, as follows: 

In the abstract: 

Cancel the abstract and insert the following: 

Commissioner of Patents and Trademarks 
Washington, DC 20231 

ethods of managing digital objects in a network are 

,presented. Holders of rights in digital objects are enabled to 

Ov  
xx  V, control terms and conditions under which they are accessed by 

f.?a/ users in a network, or are granted to others.-/ 

the claims: 

12. ( nded) A method of enabling holders or rights 

in digital objects to control terms and conditions under which 

ects a.rccessed by users in a network, 

oo 
rrt 	storing the digital oJj..e6ts in the network in a manner , 

0-41 	
thW&rmits [only auth riz ] access only upon assent to terms  

and cAditions for acces to them, 

Date of Deposit 	aa. Pcic_Q  
I hereby certify under 37 CFt 1.8(a) that this correspondence 
is being deposited with the United States Postal Service as 
first class mail with sufficient postage on the date indicated 
above and is addressed to the Commissioner of Patents and 
Trademarks, Washington, D.C. 20231. 

C::A4 Lth 	 -13. iuHcov 

[they] the d' ital 

"-Ó `64 (8' 
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storing, in the network, information about terms and 

conditions [for] un er which access to each digital object is 

ranted if the asse t is •iven, 

making the tored infor 	out terms and 

conditions available o a user via e netw. k in connection 

with a request b the ser for access to a] one of the digital 

[object] objects, 

[enabling] •r vidin a mechanism for the user to 

indicate assent to the t rms and conditions, and 

permitting acc,ss to the digital obiect by the user via 

the network only upon the user indicating his assent to the terms 

and conditions. 

13. (Amended) A method of enabling [holders] a 

current holder o rights in a digital [objects] object to control 

terms and conditions under which licensing rights in the digital 

[objects] ob.ect a e [may be] granted to a future rights holder 

[others,] comprisin 

storing, in the network, information on terms and 

conditions under which [for] licensing rights are granted, 

[providing in ormat on . .nd terms and conditions 

pertaining to [works or .ther inform 	] material that the 

digital object [may be] i based on Lor corporate], 

making the terms and condi ons available via the  

network to [potential] a fu ure rights holder[s and users, as 

appropriate,] upon request v 

enabling the [poten 

current rights holder to inter 

the network, 

ial] future rights holder and the 

ct via the network to reach 
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agreement on term and conditions for grant of licensing rights, 

and 

 

storing, n a [recordation] server on the network, 

information [identif ing] about the [grants] grant of rights for 

the digital [objects] object. [on the network.] 

14. (Amend d) A method to permit a user to comply 

with terms and conditions of access to digital objects stored in 

a network, each of the igital objects comprising a set of 

sequences of digits [an having an associated identifier which is 

unique across the networ ] the method comprising 

storing in the etwork informa ion which associates,. 

with each of the unique i•-ntifiers, a po ter to [a rights 

management system includin ] a terms and 	ions server 

containing termsand condit ons, 

\s, 	 providing to the u er via the ne work in response to 

gj 	presentation of [a] one of th  unique ident 	[identifier] 

the associated pointer to the terms and condit.  ns server, 

providing to the use in response to presentation of 

the pointer, terms and conditi ns information for access to the 

associated one of the digital jects, 

enabling the user to i dicate assent to the terms and 

conditions for access to the assuciated one of the digital 

objects, and 

in response to the asse t, permitting the user to 

access the digital object via the etwork [including performance 

of the object]. 

Please add the following ew claims. 
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1 

  

   

--46. The met od of claim 12, 13, or 14 further 

comprising storing record involving transactions involving 

digital objects. 

47. The method f claim 46 in which the transaction 

records include applicable terms and amounts of transactions. 

48. The method o claim 12, 13, or 14 further 

comprising 

storing property r cords elted to the digital object 

in a central location. 

49. The method of laim 48 ' which e property 

records include the identity if a right manage nt system with 

respect to the digital objects 

50. The method of claim 48 in ich the property 

records include applicable term 

objects. 

an onditions for the digital 

51. The method of claim 12, 13, or 14 further 

comprising 

providing a rights mana ement system for negotiating 

access rights to the digital obje ts.-- 

RE 	S 

Applicant's remarks, below, are preceded by quotations 

of the related comments of the examiner, in small, bold-face 

type. 

4. The Abstract of the Disclosure is objected to 
because there are extraneous characters "#54047.811. 
Correction is required. See M.P.E.P. S 608.01(b). 

The Abstract has been amended. 
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6. Claim 13 is rejected under 35 U.S.C. S 112, second 
paragraph, as being indefinite for failing to 
particularly point out and distinctly claim the 
subject matter which applicant regards as the 
invention. 

The breadth, scope, and meaning of the term "may be", 
"potential", and "recordation server" are vague and 
indefinite. 

Amendments have been made. 

8. Claims 12-14 are rejected under 35 U.S.C. S  102(e) 
as being anticipated by Wyman patent no. 5,260,999. 

9. As to claim 12, wyman teaches the invention 
substantially as claimed, including a method of 
enabling holders of rights in digital objects to 
control terms and conditions under which they are 
accessed by users in a network, comprising 

storing the digital objects in the network in a manner 
that permits only authorized access (col. 1, lines 35-
52), 

storing, in the network, information about terms and 
conditions for access to each digital object (col. 1, 
lines 48-59), 

making the information about terms and conditions 
available to a user in connection with a request for 
access to a digital object (col. 21, lines 22-45), 

enabling the user to indicate assent to the terms and 
conditions (col. 11, lines 3-30), and 

permitting access to the user only upon the user indicating assent 
to the terms and conditions (Abstract, and col. 11, lines 3-30). 

Amendments have been made. In claim 12, access to a 

digital object by a user is permitted only upon the user 

indicating assent to terms and conditions which are stored on and 

made available to the user via the network. 

In Wyman, access to a software product could be 

construed as the access obtained by a user when a check is made 

by the license server to see if usage is permitted; or it could 

be construed as the access originally obtained by the license 

server from the license issuer to manage, i.e., the access being 

5 
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the right that the license server obtains to manage licensed uses 

by users on a network. It is unclear which of these 

constructions the examiner is applying. But, either way, Wyman 

did not anticipate claims 2, nor would have made it obvious. 

In the case of a user obtaining access by request to 

the license server, there is no hint in Wyman that terms and 

conditions of the access are made available via the network t 

the user let alone that the user in any way assents or refuses to 

assent. Once the user seeks access it is neither given nor 

refused apparently without the user's assent to any terms or 

conditions. 

In the case of the license server obtaining access from 

the license issuer, Wyman does say that it involves "negotiation 

with customérs" (col. 7, line 55) regarding "terms and 

conditions" (col. 1, line 57) and that the "license document" may 

be delivered on "a network" (col. 10, lines 47-48), but does not 

apparently teach or suggest that in the process of negotiation, 

the terms and conditions for access be stored in the network and 

provided via the network to a user who then provides his assent. 

10. As to claim 13, Wyman teaches the invention 
substantially as claimed, including a method of 
enabling holders of rights in digital objects to 
control terms under which rights in the digital 
objects can be granted to others, comprising 

storing, in the network, terms and conditions for 
licensing rights (col. 1, lines 27-60), 

providing information on terms and conditions 
pertaining to works or other information or material 
that the digital object may be based on or incorporate 
(col. 1, lines 48-59), 

6 
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making the terms and conditions available to new right 
holders and users, as appropriate, upon request via 
the network (col. 21, lines 21, lines 222-45), 

enabling the new rights holder and the current rights 
holder to interact via the network to reach agreement 
on terms and conditions for grant of rights (col. 11, 
lines 3-30), 

storing, in a server on the network, information 
identifying grants of rights for digital objects on 
the network (col. 1, lines 48-59). 

Amendments have been made. Claim 13 is patentable for 

reasons similar to those given for claim 12. 

11. As to claim 14. wyman teaches the invention 
substantially as claimed, including a method to permit 
a user to comply with terms and conditions of access 
to digital objects stored in a network, each of the 
digital objects comprising a set of sequences of 
digits and having an associated identifier which is 
unique across the network, the method comprising 

storing in the network information which associates 
with each of the unique identifiers, a pointer to a 
rights management system including a terms and 
conditions server containing terms and conditions 
(col. 36, line 64 - col. 37, line 23), 

providing to the user in response to presentation of a 
unique identifier the pointer to the terms and 
conditions server (col. 26, line 64 - col. 27, line 
23), 

providing to the user in response to presentation of 
the pointer, terms and conditions information (col. 
21, lines 22-45), 

enabling the user to indicate assent to the terms and 
conditions (col. 11, lines 3-30), 

in response to the assent, permitting the user to 
access the digital object including performance of the 
object (Abstract). 

Amendments have been made. Claim 14 is patentable for 

reasons similar to those given for claim 12. 

Applicant asks that all claims be allowed. 

Please apply any credits or excess charges to our 

deposit account number 06-1050, reference 06154/004001. 
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Respectfully submitted, 

Date: 	  

  

   

  

Da \d L. Feigenbaum 
Reg. No. 30,378 

Fish & Richardson P.C. 
225 Franklin Street 
Boston, MA 02110-2804 

Telephone: 617/542-5070 
Facsimile: 617/542-8906 
173038.811 
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PATENT 
ATTORNEY DOCKET NO. 06154/004001 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Applicant : Robert E. Kahn et al. Art Unit: 2317 
Serial No.: 08/142,161 Examiner: Luu, L. 
Filed : October 22, 1993 
Title : IDENTIFYING, MANAGING, ACCESSING, AND TRACKING 

pi- 
b-.210 --A0 

Respectfully submitted, 

ad L. Feigenbaum 
Reg. No. 30,378 

Date: 

  

   

DIGITAL OBJECTS AND ASSOCIATED RIGHTS AND PAYMENTS 

Commissioner of Patents and Trademarks 
Washington, DC 20231 c'U:] 2 	1996 

INFORMATION DISCLOSURE STATEMENT  

Applicant submits the references listed on the attached 

form PTO 1449, copies of which are enclosed. 

This statement is being filed after a first Office 

action on the merits, but before receipt of a final Office action 

or a Notice of Allowance. A check for $220 in payment of the 

late submission fee of §1.17(p) is enclosed. Please apply any 

additional charges or credits to Deposit Account No. 06-1050. 

1) 

Fish & Richardson P.C. 
225 Franklin Street 
Boston, MA 02110-2804 

Telephone: 617/542-5070 
Facsimile: 617/542-8906 
184113.811 

Date of Deposit  1; 	 (31 q 31\  
I hereby certify under 37 cytt1.8(a).  that this correspondence 
is being depositéewith th41nítèJ Sates Postal Service as 
fust dass mail with sufficient postage on the date indicated 
above and is addressed to the Commissioner of Patents and 
Trademarks, Washington, D.C. 20231. 
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FILING DATE 
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PUBLICATION 
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CLASS' SUBCLASS 
TRANSLATION 
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lib AL WO 91/12583 22/08/91 World Organization (PCT) X .............4. 

AM 
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AO 

AP 

OTHER DOCUMENTS (Including Author, Title, Date, Place of Publication) 

O../ AO 
Kahn, Robert E., DEPOSIT, REGISTRATION AND RECORDATION IN AN ELECTRONIC COPYRIGHT MANAGEMENT SYSTEM, 

Corporation for National Research Initiatives, Reston, VA, August, 1992 

I. 

AR 
Lyons, Patrice, COMPUTER PROGRAMS: 	A FAIR USE ANALYSIS, Twenty-First Annual Telecommunications Policy 

Research Conference, Solomons, MD, Oct. 2-4, 1993 
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- 
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UNITED STPir' DEPARTMENT OF COMMERCE 
Patent and Tradumark Office 
Address: COMMISSIONER OF PATENTS AND TRADEMARKS 

Washington, D.C. 20231 

 

I  SERIAL NUMBER I 	FILING DATE 

0/142,161 	.10/22/93  
FIRST NAMED INVENTOR 

B3M1/0830 

ATTO.RNEY.,PPCKETINo.  

EXAMINER 

DAVID L. FEIGENBAUM 
FISH & RICHARDSON 
225 FRANKLIN STREET 
Kaffft.-1, MA 02110-2804 

ART UNIT 	PAPER NUMBER 

I/ 
08/30/96 

DATE MAILED: 

This is a communication from the examiner in charge of your application. 
COMMISSIONER OF PATENTS AND TRADEMARKS 

15ZI This application has been examined 	El Responsive to communication filed on 
	02'1( I 
	

al,  This action is made final. 

A shortened statutory period for response to this action is set to expire 	 month(s), 	0?-9 	days from the date of this letter. 

Failure to respond within the period for response will cause the application to become abandoned. 35 U.S.C. 133 

Part I THE FOLLOWING ATTACHMENT(S) ARE PART OF THIS ACTION: 

1. EZ Notice of Referençes Cited by Examiner, PTO-892. 	 2. 0 Notice of Draftsman's Patent Drawing Review, PTO-948. 

3. 0 Notice of Art Cited by Applicant, PTO-1449. 	 4. 0 Notice of Informal Patent.Application, PTO-152. 

5. 0 Information on How to Effect Drawing Changes, PTO-1474. 	6. 0 	  

Part II SUMMARY OF ACTION 

1.. 	Claims 	 Claims 

  

are pending in the application. 

  

Of the above, claims 	 are withdrawn from consideration. 

2. El Claims 	 have been cancelled. 

3. 0 Claims 	 are allowed. 

4. gi Claims 	c2- 0t- 	 C". 	  are rejected. 

5. 0 Claims 	 are objected to. 

6. 0 Claims 	 are subject to restriction or election requirement. 

7. 0  This application has been filed with informal drawings under 37 C.F.R. 1.85 which are acceptable for examination purposes. 

8. 0 Formal drawings are required in response to this Office action. 

9. 0 The corrected or substitute drawings have been received on 	 . Under 37 C.F.R. 1.84 these drawings 

are ID acceptable; 0 not acceptable (see explanation or Notice of Draftsman's Patent Drawing Review, PTO-948). 

10. 0 The proposed additional or substitute sheet(s) of drawings, filed on 	 . has (have) been 0 approved by the 

examiner; 0 disapproved by the examiner (see explanation). 

11.0 The proposed drawing correction, filed 	 , has been 0 approved; 0 disapproved (see explanation). 

12. 0 Acknowledgement is made of the claim for priority under 35 U.S.C. 119. The certified copy has 0 been received 0 not been received 

0 been filed in parent application, serial no. 	  ; filed on 	  

13. 0 Since this application apppears to be In condition for allowance except for formal matters, prosecution as to the merits is closed in 

accordance with the practice under Ex parte Quayle, 1935 C.D. 11; 453 O.G. 213. 

14. 0 Other 

EXAMINER'S ACTION 

PTOL-326 (Rev.-arvaN 

Petitioner Apple Inc. - Exhibit 1022, p. 154



Serial Number: 08/142,161 	 2 
Art Unit: 2317 

1. Applicant's amendment A filed on 5/22/96 in response to 

examiner's Office Action has been reviewed. 

2. The objection to the Abstract of the Disclosure have been 

withdrawn due to applicant's amendment filed 5/22/96. 

3. The rejections of claim 13 under 35 U.S.C. § 112, second 

paragraph have been withdrawn due to applicant's amendment filed 

5/22/96. Claims 46-51 have been added. The following rejections 

now apply. 

4. Claims 12-14 and 46-51 are presented for examination. 

5. The following is a quotation of 35 U.S.C. 103(a) which forms 

the basis for all obviousness rejections set forth in this Office 

action: 

(a) A patent may not be obtained though the invention is not identically 
disclosed or described as set forth in section 102 of this title, if the 
differences between the subject matter sought to be patented and the prior art 
are such that the subject matter as a whole would have been obvious at the time 
the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 
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Serial Number: 08/142,161 	 3 

Art Unit: 2317 

6. Claims 12-14 and 46-51 are rejected under 35 U.S.C. 103(a) as 

being unpatentable over Wyman patent no. 5,260,999, and further in 

view of Waite et al (Waite) patent no. 5,222,134. 

7. Wyman was cited as prior art in the last office action. The 

rejections are respectfully maintained and incorporated by 

reference as set forth in the last office action. 

8. As to claim 12, Wyman teaches the invention substantially as 

claimed, including a method of enabling holders of rights in 

digital objects to control terms and conditions under which the 

digital objects are accessed by users in a network, comprising: 

storing the digital objects in the network in a manner that 

permits access in accordance with terms and conditions for access 

to them (col. 1 line 48 - col. 2 line 2, and col. 2 lines 35-52), 

storing, in the network, information about terms and 

conditions under which access to each digital object is granted in 

accordance with terms and conditions (col. 1 lines 48-59, and 

license database 23, figure 1), 
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Serial Number: 08/142,161 	 4 
Art Unit: 2317 

making the information about terms and conditions available to 

a user, via the network, in connection with a request by the user 

for access to one of the digital objects (col. 21 lines 22-45), 

allowing the user to indicate assent to the terms and 

conditions (col. 11 lines 3-30), and 

permitting access to the digital object by the user via the 

network only in accordance with terms and conditions (Abstract, and 

col. 11 lines 3-30). 

However, Wyman does not explicitly teach providing a mechanism 

for the user to indicate assent to the terms and conditions through 

the network. 

Waite teaches a registration computer system allows software 

user to register, purchase, and activate software program products 

through a personal computer on a network upon the user agrees to 

terms of the particular transaction (Abstract, col. 2 lines 13-44, 

and col. 5 lines 17-22). 

It would have been obvious to one of ordinary skill in the 

Data Processing art at the time of the invention to combine the 

teachings of Waite to provide software user a computer on the 

network to interact with Wyman's license management system because 

it would provide the user a friendly environment for updating 
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Serial Number: 08/142,161 
Art Unit: 2317 

license registration agreement so that software products can be 

purchased and used immediately. 

9. 	As to claim 13, Wyman teaches the invention substantially as 

claimed, including a method of enabling a current holder of rights 

in a digital object to control terms and conditions under which 

licensing rights in the digital object are granted to future rights 

holder, comprising: 

storing, in the network, information on terms and conditions 

under which licensing rights are granted (col. 1. lines 27-60, 

license database 23, figure 1), 

and terms and conditions pertaining to material that the 

digital object is based on (col. 1 lines 48-59), 

making the terms and conditions available via the network to 

a future rights holder, upon request via the network (col. 21 lines 

21 lines 22-45), 

enabling the future rights holder and the current rights 

holder to reach agreement on terms and conditions for grant of 

rights (col. 11 lines 3-30), 
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Serial Number: 08/142,161 	 6 
Art Unit: 2317 

storing, in a server on the network, information about the 

grant of rights for the digital objects (col. 1 lines 48-59, and 

license database 23, figure 1). 

However, Wyman does not explicitly teach the future rights 

holder and the current rights holder to interact via the network to 

reach agreement on terms and conditions. 

Waite teaches a registration computer system allows software 

user to register, purchase, and activate software program products 

through a personal computer on a network upon the user agrees to 

terms of the particular transaction (Abstract, col. 2. lines 13-44, 

and col. 5 lines 17-22). 

It would have been obvious to one of ordinary skill in the 

Data Processing art at the time of the invention to combine the 

teachings of Waite to provide'software user a computer on the 

network to interact with Wyman's license management system because 

it would provide, the user a friendly environment for updating 

license registration agreement so that software products can be 

purchased and used immediately. 

Petitioner Apple Inc. - Exhibit 1022, p. 159



Serial Number: 08/142,161 	 7 

Art Unit: 2317 

10. As to claim 14, Wyman teaches the invention substantially as 

claimed, including a method to permit a user to comply with terms 

and conditions of access to digital objects stored in a network, 

each of the digital objects comprising a set of sequences of 

digits, the method comprising: 

storing in the network information which associates, with each 

of the unique identifiers, a pointer to a terms and conditions 

server containing terms and conditions (col. 36 line 64 - col. 37 

line 23), 

providing to the user, via the network in response to 

presentation of one of the unique identifiers, the associated 

pointer to the terms and conditions server (col. 21 lines 22-45, 

col. 36 line 64 - col. 37 line 23, and networks 21-22, figure 1), 

providing to the user in response to presentation of the 

pointer, terms and conditions information for access to the 

associated one of the digital objects (col. 21 lines 22-45) 

enabling the user to indicate assent to the terms and 

conditions for access to the associated one of the digital objects, 

and (col. 11 lines 3-30), 

permitting the user to access the digital object via the 

network (Abstract). 
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Serial Number: 08/142,161 	 8 
Art Unit: 2317 

However, Wyman does not explicitly teach permitting the user 

to access the digital object via the network in response to the 

user's assent through the network. 

Waite teaches a registration computer system allows software 

user to register, purchase, and activate software program products 

through a personal computer on a network upon the user agrees to 

terms of the particular transaction (Abstract, col. 2 lines 13-44, 

and col. 5 lines 17-22). 

It would have been obvious to one of ordinary 'skill in the 

Data Processing art at the time of the invention to combine the 

teachings of Waite to provide software user a computer on the 

network to interact with Wyman's license management system because 

it would provide the user a friendly environment for updating 

license registration agreement so that software products can be 

purchased and used immediately. 

11. As to claims 46-47, Wyman teaches storing records involving 

transactions involving digital objects, terms, and amounts of 

transactions (log 24, figure 1). 
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Serial Number: 08/142,161 	 9 
Art Unit: 2317 

12. As to claims 48-50, Wyman teaches storing property records in 

a central location (license database 23, figure 1). 

13. As to claim 51, Wyman teaches a rights management system for 

negotiating access rights to the digital objects (Abstract, and 

col. 11 lines 3-30). 

14. Applicant's arguments with respect to claims 12-14 have been 

considered but are deemed to be moot in view of the new grounds of 

rejection. 

15. Applicant's amendment necessitated the new grounds of 

rejection. Accordingly, THIS ACTION IS MADE FINAL. See M.P.E.P. 

§ 706.07(a). Applicant is reminded of the extension of time policy 

as set forth in 37 C.F.R. § 1.136(a). 

A SHORTENED STATUTORY PERIOD FOR RESPONSE TO THIS FINAL ACTION 
IS SET TO EXPIRE THREE MONTHS FROM THE DATE OF THIS ACTION. IN THE 
EVENT A FIRST RESPONSE IS FILED WITHIN TWO MONTHS OF THE MAILING 
DATE OF THIS FINAL ACTION AND THE ADVISORY ACTION IS NOT MAILED 
UNTIL AFTER THE END OF THE THREE-MONTH SHORTENED STATUTORY PERIOD, 
THEN THE SHORTENED STATUTORY PERIOD WILL EXPIRE ON THE DATE THE 
ADVISORY ACTION IS MAILED, AND ANY EXTENSION FEE PURSUANT TO 37 
C.F.R. § 1.136(a) WILL BE CALCULATED FROM THE MAILING DATE OF THE 
ADVISORY ACTION. 	IN NO EVENT WILL THE STATUTORY PERIOD FOR 
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Serial Number: 08/142,161 	 10 
Art Unit: 2317 

RESPONSE EXPIRE LATER THAN SIX MONTHS FROM THE DATE OF THIS FINAL 
ACTION. 

16. Any inquiry concerning this communication or earlier 

communications from the examiner should be directed to Le H. Luu, 

whose telephone number, is (703) 305-9650. 	The examiner can 

normally be reached Monday through Friday from 7:30 AM to 5:00 PM. 

If attempts to reach the examiner by telephone are 

unsuccessful, the examiner's supervisor, Thomas C.. Lee, can be 

reached at (703) 305-9717. The fax phone number for this Group is 

(703) 308-5359. 

Any inquiry of a general nature of relating to the status of 

this application should be directed to the Group receptionist whose 

telephone number is (703) 305-9600. 

Le H. Luu 

August 27, 1996 
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L5: 8 of 13 
TITLE: 	Secure system for activating personal computer software at 

remote locations 
US PAT NO: 	5,222,134 	 DATE ISSUED: 	Jun. •22, 1993 

[IMAGE AVAILABLE] 
APPL-NO: 	07/682,456 	 DATE FILED: 	Apr. 9, 1991 
REL-US-DATA: 	Continuation-in-part of Ser. No. 610,037, Nov. 7, 1990, 

Pat. No. 5,103,476. 
TITLE: 	Secure system for activating personal computer software at 

remote locations 

ABSTRACT: 
A process and system for activating various programs are provided in a 
personal computer. The computer is initially provided with a registration 
shell. A data link is established between the personal computer and a 
registration computer. By providing the registration computer with 
various information, a potential licensee can register to utilize the 
program. Once the registration process is complete, a. tamperproof overlay 
program is constructed at the registration computer and transferred to.  
tale,.personaI,computer. The tamperproof overlay includes critical portions 
of the main program, without which the main program would not operate and 
also contains liceneee identification and license control data. 
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TITLE: 	Method for licensing software 
US PAT NO: 	5,375,206 	 DATE ISSUED: 

[IMAGE AVAILABLE] 
APPL-NO: 	08/198,657 	 DATE FILED: 
REL-US-DATA: 	Continuation of Ser. No. 31,063, Mar. 

which is a continuation of Ser. No. 
1991, abandoned. 

TITLE: 	Method for licensing software 

Dec. 20, 1994 

Feb. 18, 1994 
12, 1993, abandoned, 
667,725, Mar. 11, 

ABSTRACT: 
Disclosed is a system that provides a common application software 
interface for a variety of vendor supplied license servers. The system 
provides a single set of program calls and translates this single set of 
calls into a set of calls for each license server. This translation is 
performed using a translate table, which is easily updated to interface 
to newly developed or newly released license servers. The system runs as 
a separate process within the operating environment to monitor the 
application program, and as long as the application program continues to 
provide services to the user, the system sends periodic license renewal 
messages to the license server. The system also notifies the user when 
the application program cannot obtain a license in order to provide a 
consistent user interface across applications. 
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PATENT / 

ATTORNEY DOCKET NO. 06154 / 0.04 00 V f  

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Applicant : Robert E. Kahn et al. 	 Art Unit: 2317 
Serial No.: 08/142,161 	 Examiner: L.Luu 
Filed 	: October 23, 1993 
Title 	: IDENTIFYING, MANAGING, ACCESSING, AND TRACKING 

DIGITAL OBJECTS AND ASSOCIATED RIGHTS AND PAYMENTS 

BOX AF 

PETITION .FOR EXTENSION OF TIME 

Pursuant to 37 C.F.R. §1.136, applicants hfareby 

petition that the period for response to examiner's action mail6a 

August 30, 1996, be extended for 3 months to and including 

February 28, 1997. 

Enclosed is a check for $930,00 for the required fee. 

Please apply any other charges or any credits to our deposit 

account number 06-1050, reference 06154/004001. 

Respectfully submitted, 

Date: 

  

   

   

David L. Feigenbaum 
Reg. No. 30,378 

Fish & Richardson P.C. 
225 Franklin Street 
Boston, MA 02110-2804 

Telephone: 617/542-5070 
Facsimile: 617/542-8906 

22 966 6 ;B11 

Date of Deposit 	7/11.0All C251  iqq-2 
I hereby certify under 37 CFR 1.8(a) that thig correspoddence is being 
deposited with the United States Postal Service as first class mail 
with sufficient postage on the date indicated above and is addressed to 
the Commissioner of Patents and Trademarks, Washington, D.C. 
2023 

?JCL 6 6r6u/  
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DAVID L. FEIGENBAUM 
FISH & RICHARDSON 
225 FRANKLIN STREET 
BOSTON MA 02110-2804 

B3M 1 / 0 4 0 7 

 

UNITED STATES DEPARTMENT OF COMMERCE 
Patent and Trademark Office 

Address: COMMISSIONER OF PATENTS AND TRADEMARKS 
Washington, D.C. 20231 

SERIAL Nyi,l..SER i.  421 1 1 
1FILING DITEI J,12 c1 	KAH f IRST NAMED APPLICANT 

 

ATT°FitYK1)945Ti 4P4 n if 1 

  

L. 	 _J 
	

DATE MAILED: 
	 04/ 07/97 

NOTICE OF ABANDONMENT 

This application is abandoned in view of: 

1. 'Ix' Applicant's failure to respond to the Office letter, mailed 

 

0 h‘ 

 

  

2. 0 Applicant's letter of express abandonment which is in compliance with 37 C.F.R. 1.138. 

3. 0 Applicant's failure to timely file the response received 	 within the 
period set in the Office letter. 

4. 0 Applicant's failure to pay the required issue fee within the statutory period of 3 months from the 
mailing daté of 	 of the Notice of Allowance. 

O The issue fee was received on 	  

O The issue fee has not been received in Allowed Files Branch as of 	  

In accordance with 35 U.S.C. 151, and under the provisions of 37 C.F.R. 1.316(b), applicant(s) 
may petition the Commissioner to accept the delayed payment of the issue fee if the delay in 
payment was unavoidable. The petition must be accompanied by the issue fee, unless it has 
been previously submitted, in the amount specified by 37 C.F.R. 1.17(1), and a verified showing 
as to the causes of the delay. 

If applicant(s) never received the Notice of Allowance, a petition for a new Notice of Allowance 
and withdrawal of the holding of abandonment may be appropriate in view of Delgar Inc. v. 
Schuyler, 172 U.S.P.Q. 513. 

5. 0 Applicant's failure to timely correct the drawings and/or submit new or substitute formal 
drawings by 	 as required in the last Office action. 
O The corrected and/or substitute drawings were received on 	  

6. 0 The reason(s) below. 

THOMAS C. LEE 
;UPER VISOR)/ PATENT EXAMINER 

230 

PTO-1432 (Rev. 4/93) 
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290 *II 03/31/97 08908050 
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Serial No : 
Filed 
Title 

Box FWC 

PATENT 

ATTORNEY DOCKET NO. 06154/004001 

THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Robert E. Kahn et al. 	 Art Unit: 
Ogog OS0 	 Examiner: 
February 28, 1997 
IDENTIFYING, MANAGING, ACCESSING, AND TRACKING 
DIGITAL OBJECTS AND ASSOCIATED RIGHTS AND PAYMENTS 

Assistant Commissioner of Patents 
Washington, DC 20231 

FILE WRAPPER CONTINUATION APPLICATION 

This is a request for filing a continuation application 

under 37 CFR 1.62, of pending prior application Serial No. 

08/142,161 filed on October 22, 1993 by Robert E. Kahn and David 

K. Ely for IDENTIFYING, MANAGING, ACCESSING, AND TRACKING DIGITAL 

OBJECTS AND ASSOCIATED RIGHTS AND PAYMENTS. 

1. Please transfer the specification and drawings of 

the prior application to this new application. 

2. A preliminary amendment is enclosed. 

3. The filing fee is calculated below: 

CLAIMS AS ON FILE IN THE PRIOR APPLICATION, LESS ANY CLAIMS 

For 

CANCELLED BY AMENDMENT 

Basic Fee 
$770.00 

Number 
Filed 

Number 
Extra Rate 

Total Claims 6 - 	20 	0 x $11 $ 	0.00 
4:2 co 

Independent 4 - 	3 x $40 $ 	40.00 

,Multiple Dependent (First Presen§ation) $130 $ 	0.00 

gEXPRESS MAIL" Mailing Label Number 045/4.0(94311aZ 

-.7.,..v.wWeposit 
certify under 37 CFR 1.10 that this co espondence is being 
with the United States Postal Service as "Express Mail 

ir.-7 6,;..; ice To Addressee" with sufficient postage on the date o... 
am/ 4 'pail above and is addressed to the Assistant Commissioner of 
M P te il ts , Wa hington, D.C. 293I 
c* 1 
aco, 1  , 	

X_CLC.1 

Lt(a—G a;U4  
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Total filing fee 	 $ 810.00 

4.. A check in the amount of $810.00 is enclosed. 

5. The Commissioner is hereby authorized to charge any 

fees which may be required, or credit any overpayment, to Deposit 

Account No. 06-1050. A duplicate this request is enclosed. 

6. Please amend the specification by inserting before 

the first line the sentence: -IThis is a continuation of 

application Serial No. 08/142,161, filed October 22, 1993, now 

abandoned.-- 

7. The prior application was assigned to CORPORATION 

FOR NATIONAL RESEARCH INITIATIVES, a District of Columbia 

corporation having a place of business at 1895 Preston White 

Drive, Reston, VA 22091, by virtue of an assignment submitted to 

the Patent and Trademark Office for recording on December 28, 

1993 at Reel 6905, Frame 0310. 

8. The power of attorney in the prior application is 

to David L. Feigenbaum, Reg. No. 30,378. Address all future 

communications to David L. Feigenbaum at Fish & Richardson P.C., 

225 Franklin Street, Boston, MA 02110-2804. 

9. The inventors named in this application are the 

same as the inventors named in the prior application. 

10. A copy of a petition for Automatic Extension for 

the prior application is included. Please charge any additional 

2 
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Davi L. Feigenbaum 
Reg. No. 30,378 

fees, or apply any overpayment, to Deposit Account No. 06-1050, 

reference 06154/004001. 

Respectfully submitted, 

Date: 	1.171 1?1  

Fish & Richardson P.C. 
225 Franklin Street 
Boston, MA 02110-2804 

Telephone: 617/542-5070 
Facsimile: 617/542-8906 

229666.311 

3 
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• MULTIPLE DEPENI NT CLAIM - 
N SERIAL 	O. F0603-0 

OV 714/*4 4Y--  
FILIN 	DATE G 

CANT FEE CALCULATIÓN SHEET 
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PATENT 
ATTORNEY DOCKET NO. 06154/004001 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 	4171-  

Applicant : Robert E. Kahn et al. 	 Art Unit: 
Serial No.: 	 Examiner: 
Filed 	: February 28, 1997 
Title 	: IDENTIFYING, MANAGING, ACCESSING, AND TRACKING 

BOX AF 

Commissioner of Patents and Trademarks 
Washington, DC 20231 

PRELIMINARY AMENDMENT 

Please add the following new claim 

A met od of enabling a holder of rights or 

interests in information Content or in a digital object which 

incorporates information ontent, to manage conditions for access 

to the information content ir the isital object, the method 

comprising 

configuring the inf mation con t and additional 

related information to form the digital object, the related 

information including a unique, sersistent identifier, 

the related information .lso including the conditions 

and capabilities that may be invoke to enable access to the 

(:: 
DIGITAL OBJECTS AND ASSOCIATED RIGHTS AND PAYMENTS 

6, 	q? 

"EXPRESS MAIL" Mailing Label Number  t.--1,5-1620131 OCIS 
Date of DepositçiebAi.t  Ai csZi  /cg) 
I hereby certify under 37 CFR 1.10 that this corretpondence is being 
deposited with the United States Postal Service as "Express Mail 
Post Office To Addressee" with sufficient postage on the date 
indicated above and is addressed to the Assistant Commissioner of 
Pate ts, Washin ton, D.C. 202 

Oa_ teu  
,f<10  
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digital object or the information content based on particular 

conditions, 

locating the igital bct using the unique persistent 

identifier, and 

enabling access to the igital object or the 

information content when t e particular conditions have been 

met.-- 

Amend the claims as follows: 

12. (Amen ed) A method of enabling holders [or] of 

rights or interests in respective digital objects to control 

[terms and] conditions der which the respective digital objects 

are accessed [by users in a network], comprising, 

including in each digital object a unique persistent  

'dentifier available to user  on the network for use in locating 
,s 
V1t 

and accessing the respective d ital b'ect 

storing the digital 
	

Dects [in th netwo ] in a 

manner that permits access to a •iven one of h digital objects  

only upon assent to terms and con tions fo access to [them] the 

given digital object, 

storing, in a rights manag-ment system [the network], 

information about [terms and] conditi ns under which access to 

2 

ttf 
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[each digital obje t] the respective digital objects is granted 

if the assent is gi en, 

making the stored information about terms and 

conditions available 	[a user] users, via the network, in 

connection with [a req t by the user for access to one] 

requests by users for ac ess to [of] the digital objects, 

optionally providing a mechanism for [the user to 

e' 	indicate] indicating assen to the [terms and] conditions, via 
the network, [and] 

permitting access o the re 

objects [by the user] via the network 

identifiers and only upon [the user] an 

indication of assent [indicatin his as --nt] to the [terms and] 

conditions, and 

storing, as appropriat , in a system on the network,  

information recording the assents to conditions made by users  

with respect to the digital object., the information being 

recorded in association with the un que persistent identifiers.  

REMARKS  

Applicant has added a new claim 53 and made amendments 

to other claims. 

igital [object] 

uni.ue •ersistent 

e necessar u on 
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Claim 53 recites a digital object and the method of 

configuring it, locating it, and accessing it when particular 

conditions or procedures have been followed. The concept of a 

"digital object", namely a uniquely identifiable data structure 

apart from its information content, is at the heart of the 

invention. This is a concept that simply did not exist prior to 

its conception by the applicant. A digital object, as recited in 

claim 53 and explained in the patent application, is an entity 

that has structure and related information and may incorporate 

information content and additional related information. The 

related information includes a unique persistent identifier 

(e.g., the handle), and information associated with a. capability 

that enables access to the digital object, as a data structure, 

or access to the included information content based on the 

particular conditions. This notion is simply not found or 

suggested in the references relied on by the examiner. A digital 

object is different from the information content itself. 

With respect to the rejected claims, which have now 

been amended, applicant's remarks, below, are preceded by 

quotations of the related comments of the examiner, in small, 

bold-face type. 

8. As to claim 12, Wyman teaches the invention 
substantially as claimed, including a method of 
enabling holders of rights in digital objects 

4 
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to control terms and conditions under which the 
digital objects are accessed by users in a 
network, comprising: 

storing the digital objects in the network in a 
manner that permits access in accordance with 
terms and conditions for access to them (col. 1 
line 48 - col. 2 line 2, and col. 2 lines 35-
52), 

storing, in the network, information bout terms 
and conditions under which access to each 
digital object is granted in accordance with 
terms and conditions (col. 1 lines 48-59, and 
license database 23, figure 1), 

making the information about terms and 
conditions available to a user, via the 
network, in connection with a request by the 
user for access to one of the digital objects 
(col. 21 lines 22-45), 

allowing the user to indicate assent to the 
terms and conditions (col. 11 lines 3-30), and 

permitting access to the digital object by the 
user via the network only in accordance with 
terms and conditions (Abstract, and col. 11 
lines 3-30). 

However, Wyman does not explicitly teach 
providing a mechanism for the user to indicate 
assent to the terms and conditions through the 
network. 

Waite teaches a registration computer system 
allows software user to register, purchase, and 
activate software program products through a 
personal computer on a network upon the user 
agrees to terms of the particular transaction 
(Abstract, col. 2 lines 13-44, and col. 5 lines 
17-22). 

It would have been obvious to one of ordinary 
skill in the Data Processing art at the time of 
the invention to combine the teachings of Waite 
to provide software user a computer on the 
network to interact with Wyman's license 
management system because it would provide the 
user a friendly environment for updating 
license registration agreement so that software 
products can be purchased and used immediately. 
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Amendments have been made to clarify that the method of 

the invention enables rights holders in digital objects to 

control conditions for their use. This arrangement effectively 

results in a medium for multiple unrelated users and multiple 

unrelated rights holders to deposit and access digital objects in 

a way that assures that the digital objects will not be released 

except upon assent by the users where necessary (or the system 

attempting to access them) to the conditions. Of specific 

interest is the fact that these conditions may be in the digital 

object itself. 

Neither Wyman nor Waite shows or suggests "including in 

each digital object a unique persistent identifier available to 

users on the network for use in locating and accessing the 

respective digital objects". Nor does either of them even 

disclose or suggest digital objects in the sense discussed above 

or defined in the application. 

All other dependent claims incorporate features of the 

independent claim discussed above and therefore are patentable 

for at least the same reasons. 

Applicant asks that all claims now be allowed. 

If there are any charges or credits, please apply them 

to deposit account 06-1050, reference 06154/004001. 

6 
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Respectfully submitted, 

    

Date: 

   

    

    

  

Da 	i L. Feigenbaum 
Reg. No. 30,378 

Fish & Richardson P.C. 
225 Franklin Street 
Boston, MA 02110-2804 

Telephone: 617/542-5070 
Facsimile: 617/542-8906 

229666.511 
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PATENT 

ATTORNEY DOCKET NO. 06154/004001 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Applicant : Robert E. Kahn et al. 	 Art Unit: 2317 
Serial No.: 08/142,161 	 Examiner: L.Luu 
Filed 	: October 23, 1993 
Title 	: IDENTIFYING, MANAGING, ACCESSING, AND TRACKING 

DIGITAL OBJECTS AND ASSOCIATED RIGHTS AND PAYMENTS 

BOX AF 
• 

PETITIOpl,FOR EXTENSION OF TIME  

Pursuant to A37 .F.R. §1.136, applicants hereby 

petition that the period for response to examiner's action mailed 

August 30, 1996, be extended for 3 months to and including 

February 28, 1997. 

Enclosed is a check for $930.00 for the required fee. 

Please apply any other charges or any credits to our deposit 

account number 06-1050, reference 06154/004001. 

Respectfully submitted, 

Date:  11,*  
David L. Feigenbaum 
Reg. No. 30,378 

Fish & Richardson P.C. 
225 Franklin Street 
Boston, MA 02110-2804 

Telephone: 617/542-5070 
Facsimile: 617/542-8906 

229666.311 

Date of Deposit 	41.4aA/7/C561.  pcz? -2 
I hereby certify under 37 CFR 1.8(a) that thi correspondence is being 
deposited with the United States Postal Service as first class mail 
with sufficient postage on the date indicated above and is addressed to 
the Commissioner of Patents and Trademarks, Washington, D.C. 
2023 

20,L7 
(yrox/  
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EXAMINER 

ART UNIT 
	

PAPER NUMBER 

Date of Interview 

k.‘".  

All participants (applicant, applicant's representative, PTO personnel): 

(3) 

L _ 	kkle)4..14. 	(4) (2) 

UNITED SUMS `DEPARTMENT OF COMMERCE 
Patent and Trademark Office 
Address: COMMISSIONER OF PATENTS AND TRADEMARKS 

Washington, D.C. 20231 

 

SERIAL NUMBER 
	

FILING DATE 
	

FIRST NAMED APPLICANT 
	

ATTORNEY DOCKETT NO. 

DS?8o0Õ  °co at .2.461 	f.,91,0  

DATE MAILED: 

EXAMINER INTERVIEW SUMMARY RECORD 

Type: 0 TelephonicPersonal (copy is given to 0 applicant Vapplicant's representative). K 
p( Exhibit shown or demonstration conducted: 0 Yes 	No. If yes, brief description. 	  

, 

Agreement 0 was reached with respect to some or all of tie claims In question. DLI was not reached. 

Claims discussed• 	  

Identification of prior art discussed' 	  

Description of the general nature of what was agreed to if an agreement was reached, or any other comments. 	  

1 

1/t/ 	 tAALA-1 

(A fuller description, if necessary, and a copy of the amendments, If available, which the examiner agreed would render the claims allowable must be 
attached. Also, where no copy of the amendments which would render the claims allowable is available, a summary thereof must be attached.) 

1. It is not necessary for applicant to provide a separate record of the substance of the interview. 

Unless the paragraph below has been checked to Indicate to the contrary, A FORMAL WRITTEN RESPONSE TO THE LAST OFFICE ACTION IS NOT 
WAIVED AND MUST INCLUDE THE SUBSTANCE OF THE INTERVIEW (e.g., items 1-7 on the reverse side of this form). If a response to the last Office 
action has already been filed, then applicant is given one month from this interview date to provide a statement of the substance of the interview. 

0 2. Since the examiner's interview summary above (Including any attachments) reflects a complete response to each of the objections, rejections and. 
requirements that may be present in the last Office action, and since the claims are now allowable, this completed form is considered to fulfill the 
response requirements of the last Office action. Applicant Is not relieved from providin 	larate recor of the subst.I ce of the interview unless 
box 1 above is also checked. 

PTOL-413 (REV. 2.93) 
	 • 	Examiner's Signature 

ORIGINAL FOR INSERTION IN RIGHT HAND FLAP OF FILE WRAPPER 
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PATENT 

ATTORNEY DOCKET NO. 06154 / 004401 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Applicant : Robert E. Kahn et al. 	 Art Unit: 2317 
Serial No.: 08/808,050 	 Examiner: 
Filed 	: February 28, 1997 
Title 	: IDENTIFYING, MANAGING, ACCESSING, AND TRACKING 

DIGITAL OBJECTS AND ASSOCIATED RIGHTS AND PAYMENTS 

Assistant Commissioner for Patents 
Washington, DC 20231 

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT 

This statement is being filed before the receipt of a 

first Office action on the merits. Please apply any charges or 

credits to Deposit Account 06-1050, reference 06154/004001. 

Respectfully submitted, 

Date: 

  

David L. Feigenbaum 
Reg. No. 30,378 

Fish & Richardson P.C. 
225 Franklin Street 
Boston, MA 02110-2804 

Telephone: 617/542-5070 
Facsimile: 617/542-8906 
259362.B11 

Date of Deposit 	8 - .e.)-- '14-.  
I hereby certify that this correspondence is being facsimile transmitted 
to the Patent an radernark Ornctm. the datc "nclicated above. (,. 
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Sheet 	1 (A) 	of 

SUBSTITUTE FORM P10-1449 	 U.S. DEPARTMENT OF COMMERCE 
(MoD1FIED) 	 PATENT AND TRADEMARK OFFICE 

ATTY. DOCKET NO. 
06154/004001 

SERIAL NO. 
05/808,050 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

APPLICANT 
Robert E. Kahn at al. 

(Use several sheets if necessary) 

(37 CFR 1.98(b)) 

FILING DATE 
February 28, 1997 	 - -AITP----c:2-76--  

U.S. PATENT DOCUMENTS 
1 

EXAMINER 
INITIAL PATENT NUMBER 

ISSUE 
DATE PATENTEE CLASS SUBCLASS 

FILING DATE 
IF APPROPRIATE 

AA 

AB 

AC 

AD 

AS 

AF 

AG 

AH 

AI 

AJ 

AK 

FOREIGN PATENT OR PUBLISHED FOREIGN PATENT APPLICATION 

DOCUMENT NUMBER 
PUBLICATION 

DATE COUNTRY OR 
PATENT OFFICE 

CLASS. 
TRANSLATION 

SUBCLASS 1 
YES No 

AL 

AM 

AN 

AO 
i 

AP 

OTHER DOCUMENTS (Including Author, Title, Date, Place of Publication) 

WI Brochure, workshop on the Protection of Intellectual Property Rights In A Digital Library System, 
AO 

°Knowbots In The Real World", May 18-19, 	1989. 

R 

AS 

EXAMINER 

kaili—ALAj_A. 

DATE CONSIDERED 

 

EXAMINER: Initial citation considered. 	Draw line through Citation if not in conformance and not considered. 	Include copy of 
this form with next communication to applicant. 

substitute Disclosure Form (PTO-1449 
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PATENT 
ATTORNEY DOCKET NO 0 615 4./ 0 0 4 0 0 1 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Applicant : Robert E. Kahn et al. 	 Art Unit: 2317 
Serial No.: 08/808,050 	 Examiner: 
Filed 	: February 28, 1997 
Title 	: IDENTIFYING, MANAGING, ACCESSING, AND TRACKING 

DIGITAL OBJECTS AND ASSOCIATED RIGHTS AND PAYMENTS 

cs\ 

Assistant Commissioner for Patents 
Washington, DC 20231 

PRELIMINARY AMENDMENT 

Preliminarily please cancel all of the pending claims 

and add the following new claims: 

A system for organizing digital information in a 

Qetw rk comprising: 

digital objects, each of the digital objects comprising 

one or more sequencesof structured data or sets such 

sequences, each of the sequences or sets of quences 

incorporating a work or a portion of 	k or other digital 

information in which a party has ri ts or interests, or in which 

there is value, each of the se noes or sets of sequences being 

structured in a way that is nterpretable by one or more 

computational facilities 	the network, 

each of the digi al objects including an identifier that is 

unique within the retwork, 

a distribu ed mechanism for managing the uniqueness and 

persistence 	the identifiers, 

at l-ast some of the digital objects including other

struct red data which is useful in processing the digital 

ob' cts, including managing access to them, and  
Date of Deposit 	  
I hereby certify that this correspondence is being facsimile transmitted 
to the Pa nt a Trademark it on the L indicated above. 
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the servers storing information about the oN321.  on the network, each 
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a resolution mechanism that 

  

s in orma ion over a 

ne 	 gital object, given its identifier. 
1 

The system of claim B.tr'further comprising 

repositories on the network in which digital objects are 

stored and from which they can be accessed. 

" The system of claje4gfurther comprising 

validation information for at least some of the digital 

objects, the validation information being sufficient to permit a 

determination whether a purported instance of a digital object is 

identica1  to an original instance of the digital object. 
..-.0  

ke--7--r-  The system of claci7:5-&-in which the validation 

information is stored separately from the corresponding digital 

\

--7 
object. 

Q7--), 57  
Las- 7.  The system of claim E4 wherein 	other structured 

\1:" data includes information about 	east one of the following: 

registration of rights i 	e digital objects; accesses to and 

uses of digital 	ects; the terms and conditions for access and 

use of d* tal objects; the ownership and licensing of rights to 

d. 	l objects; links between different digital objects. 

5-9-. The system of ai4Tin which the other structured 

?9/41.  data/is stored se rately frp the corresponding digital object. 

(la The system of clai 	in which 

state of the gital object including information that associates 

each 	the identifiers with the location of the corresponding 

gital object in the network. 

2 

Petitioner Apple Inc. - Exhibit 1022, p. 193



08/20/97 WED 17:18 FAX 542890n F&R BOS a oo 4 

0.(0  
.6.t-1* The system of claimin which t iers 

distribute the state inform 	relatively evenly among all or a 

sub the servers. 

The system of clairre 	further compr 	ga registering 

uthority that processes applications r registration of rights 

or interests associated with 	ital information structured as 

digital objects, based • the digital objects, their identifiers, 

and validation i rmation for each of the digital objects 

sufficient • determine whether a purported instance of a digital 

obje 	is identical to an original instance. 
4a 	 0 

The system of claim 	further comprisi 

a mechanism for applying terms and cond ions for access to 

each of the digital objects,the mechani including information 

about the terms and conditions, an 

the mechanism being arran d to make the information about 

terms and conditions avail to a user in connection With a 

request for access to o of the digital objects, to enable the 

user to indicate ass t to the terms and conditions, and to 

permit access to te user only upon the user indicating assent to 

the terms and c nditions. 

AM.r. Th system of claim Ert- further comprising 

a re •rdation server on the network, the recordation server 

storing Information identifying grants or other information on 

righ s or interests or value pertaining to the digital objects on 

network. 

3 
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() V. a reference 

system of clait 	rther comprising 

service on e network, separate from the 

digital objects, for r ording information about accesses to and 

transactions asso ated with the digital objects, the information 

in the refer ce service being accessible to authorized users. 

The system of claim 5*-further comprisingan identifier 

service, accessible on the network, for generating the unique 

identifiers, the service including servers each serving a portion 

of an identifier space. 

1 Ae7/h'. The system of cl 	64-further comprising 

V\r\77)an authorizatie,  server which provides information about 

ICY'W  terms and con ions for access to a digital object and 

authoriza ions for use of the digital object.-- 

Remarks 

Applicant thanks the examiner for the interview conducted 

on August 12, 1997 at which we discussed the invention. As 

agreed at the interview, we are now submitting a new set of 

claims that more clearly recite a key aspect of the invention. 

4 
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Please apply any charges not covered, or any credits, to 

Deposit Account 06-1050, reference 06154/004001. 

Respectfully submitted, 

Date: 

   

   

David L. Feigenbaum 
Reg. No. 30,378 

Fish & Richardson P.C. 
225 Franklin Street 
Boston, MA 02110-2804 

Telephone: 617/542-5070 
Facsimile: 617/542-8906 
259362.3311 

5 
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0 01 

FISH ez RICHARDSON P.C. 

OFFICIAL 
22.5 Frnnldin Street 
Boston, Massachusetts 
ozno-z8cm 

Telephone 
617 54z-5071.-) 

	

Data 	August 20, 1997 

To Examiner Le Hien Luu 
Group 2317 
Assistant Commissioner of Patents 

and Trademarks 
Washington, DC 20231 

	

Facsimile number 	06154 00400001 303-30g- 41.01 

	

From 	David L. Feigenbaum, Esq. 

FAiVED 

AUG 2 1 1997 
GROUP '100 

Re 	Applicant: Robert E. Kahn 
Serial No.: 08/808,050 
Filed 	: 2/28/97 
For 	: IDENTIFYING, MANAGING, ACCESSING, AN TRACKING 

DIGITAL OBJECTS AND ASSOCIATED RIGHTS AND 
PAYMENTS 

06154/004001 
Handles 

Number of pages 
Including this page 

NOTE: This facsimile is intended for the addressee only and may contain privileged or confidential 
information. If you have received this facsimile in error, please call us collect at (6171 542-5070 
immediately to arrange for its return, Thank you. 
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DAVID L FEIGENBAUM 
FISH AND RICHARD  SON 
225 FRANKLIN STREET 
BOSTON MA 02110-2804 

EXAMINER 

:2:317 
ART UNIT PAPER NUMBER  

(9404/91 

 

' 	  

UNITED STATE._ ,JEPARTMENT OF COMMERCE 
Patent and Tradilinark Office 
Address: COMMISSIONER OF PATENTS AND TRADEMARKS 

Washington, D.C. 202,1 	ci 	, •I i - 

  

  

`1. 

1.0„ 43.0 
°614rEs Of 

 

   

   

FILING DATE FIRST NAMED APPLICANT ATTORNEY DOCKET NO. 

B3M1 /0904 

DATE MAILED: 

This is a communication from the examiner in charge of your application. 
COMMISSIONER OF PATENTS AND TRADEMARKS 

K_Responsive to communication(s) filed on 

0 This action is FINAL. 

OFFICE ACTION SUMMARY 

gotq' q7  

 

 

El Since this application is in condition for allowance except for formal matters, prosecution as to the merits is closed in 
accordance with the practice under Ex parte Quayle, 1935 D.C. 11; 453 O.G. 213. 

A shortened statutory period for response to this action is set to expire 	 month(s), or thirty days, 
whichever is longer, from the mailing date of this communication. Failure to respond within the period for response will cause 
the application to become abandoned. (35 U.S.C. § 133). Extensions of time may be obtained under the provisions of 37 CFR 
1.136(a). 

Disposition of Claims 

Claim(s) 	 is/are pending in the application. 

Of the above, claim(s) 	  is/are withdrawn from consideration. 

LI  Claim(s) 	 is/are allowed. 

(47 	is/are rejected. 

LI  Claim(s) 	  is/are objected to. 

0 Claims 	 are subject to restriction or election requirement. 

Application Papers 

O See the attached Notice of Draftsperson's Patent Drawing Review, PTO-948. 

CI The drawing(s) filed on 	 is/are objected to by the Examiner. 

0 The proposed drawing correction, filed on 	 is 0 approved CI disapproved. 

O The specification is objected to by the Examiner. 

El The oath or declaration is objected to by the Examiner. 

Priority under 35 U.S.C. § 119 

O Acknowledgement is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d). 

CI All LI  Some* CI None of the CERTIFIED copies of the priority documents have been 

El received. 

O received in Application No. (Series Code/Serial Number) 	  

O received in this national stage application from the International Bureau (PCT Rule 17.2(a)). 

*Certified copies not received: 	  

O Acknowledgement is made of a claim for domestic priority under 35 U.S.C. § 119(e). 

Attachment(s) 

'g\Notice of Reference Cited, PTO-892 

Information Disclosure Statement(s), PTO-1449, Paper No(s). 	  

view Summary, PTO-413 

E Notice of Draftsperson's Patent Drawing Review, PTO-948 

LI  Notice of Informal Patent Application, PTO-152 

-- SEE OFFICE ACTION ON THE FOLLOWING PAGES -- 

* U.S. GPO: 1996-409-290/40029 
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Art Unit: 2317 

1. 	The numbering of claims is not accordance with 37 CFR 1.126. 

The original numbering of the claims must be preserved throughout 

the prosecution. When claims are canceled, the remaining claims 

must not be renumbered. 	When claims are added, except when 

presented in accordance with 37 CFR 1.121(b), they must be 

renumbered consecutively beginning with the number next following 

the highest numbered claims previously presented (whether entered 

or not). 

Misnumbered claims 54-67 have been renumbered as claims 53-66. 

In addition, 

a 	Claims 54-55, 57, 59, 61-66, line 1, change "54" to 

--53--. 

b.  Claim 56, line 1, change "56" to "55". 

c.  Claim 58, line 1, change "58" to "57". 

d.  Claim 60, line 1, change "60" to "59". 

2. Claims 53-66 are presented for examination. 

3. Claims 61 and 65 are objected to because' of the following 

informalities: 

(a) Claim 61, line 1, typographical error "comprisinga". 

(b) Claim 66, line 1, typographical error "comprisingan". 
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4. The following is a quotation of 35 U.S.C. 103(a) "ikhich forms 

the basis for all obviousness rejections set forth in this Office 

action: 

(a) A patent may not be obtained though the invention is not 

identically disclosed or described as set forth in section 102 

of this title, if the differences between the subject matter 

sought to be patented and the prior art are such that the 

subject matter as a whole would have been obvious at the time 

the invention was made to a person having ordinary skill in 

the art to which said subject matter pertains. Patentability 

shall, not be negatived by the manner in which the invention 

was made. 

5. Claims 53-55, 57, 59-61, and 65 are rejected under 35 U.S.C. 

§ 103 (a) as being unpatentable over "Workshop on the Protection of 

Intellectual Property Rights in a Digital Library System" by 

Corporation for National Research Initiatives (CFNRI), in view of 

Gopal et al (Gopal) patent no. 5,491,817. 
• 

6. As to claim 53, CFNRI teaches the invention substantially as 

claimed, including a system for organizing digital information in 

a network comprising: 
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digital objects, each of the digital objects comprising one or 

more sequences of structured data or sets of such sequences, each 

of the sequences of sets of sequences incorporating a work or a 

portion of a work or other digital information in which a party has 

rights or interests, or in which there is a value each of the 

sequences or sets of sequences being structured in a way that is 

interpretable by one or more computational facilities on the 

network ("A piece of information ...(see Fig. 1)" in Section a. 

Object, page 1, and "The,participants ... Film/Video Library" in 

Section 3.2. Some Case Examples: How will conditions Operate in 

Practices/ page 15). 

each of the digital objects including an identifier that is 

unique within the network ("In order for information 

Certificate of Authenticity" in Section 2.1 Import/Registration, 

page 7), 

a mechanism for managing the uniqueness and persistence of the 

identifiers ("Participants discussed ... software routines" in 

Section 2.4. Catalog Index, page 10), 

at least some of the digital objects including other 

structured data which is useful in processing the digital objects, 

including managing access to them ("Natural Language search 

algorithms" in Section 3.2. Some Case Examples: How will conditions 

Operate - in Practices, page 15), and 
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a resolution mechanism that provides information over a 

network about a digital object, given its identifier ("An active 

intelligent program ... Knowbots" in Section I. Knowledge Robot (or 

Knowbot'), page 2). 

However, CFNRI does not explicitly teach the mechanism for 

managing the uniqueness and persistence of identifiers is a 

distributed mechanism. 

Gopal teaches X.500 defines a standard protocol directory 

services to communicate with different local directories which are 

owned, operated or managed by different entities (col. 1 lines 25-

56) 

It would have been obvious to one of ordinary skill in the 

Data Processing art at the time of the invention to combine the 

teachings of CFNRI and Gopal to provide a distribute mechanism to 

manage uniqueness and persistence of the identifiers because it 

would allow directories to be maintained by different entities and 

to communicate with one another. 

7. 	As to claim 54, CFNRI teaches repositories on the network in 

which digital objects are stored from which they can be accessed 

("Conceptual understanding ... computer networks" in Section 2. 

Operation of a Digital Library System, page 5). 
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8. As to claim 55, CFNRI teaches validation information for at 

least some of the digital objects, the validation information being 

sufficient to permit a determination whether a purported instance 

of a digital object is identical to an original instance of the 

digital object ("Some of this information ... at a later time" in 

Section 2.1 Import/Registration Function, page 7). 

9. As to claim 57, CFNRI teaches other structured data includes 

information about at least one of the following: registration of 

rights in the digital objects; accesses to and uses of digital 

objects; the terms and conditions for access and use of digital 

objects; the ownership and licensing of rights to digital objects; 

links between different digital objects ("The other transactional 

framework ... within the database." in Section 4.1.2. "Per Access" 

Charges, page 19). 

10. As to claim 59, CFNRI teaches the resolution mechanism is 

scalable and includes servers on the network, each of the servers 

, storing information about the state of the digital object including 

information that associates each of the identifiers with the 

location of the corresponding digital object in the network ("Most 

participants favors ... Carnegie Mellon University" in Section 

4.2.1. DLS Model A: The Multiple DLS Environment, page 22). 
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11. As to claim 60, Gopal teaches identifiers distributed the 

state information relatively evenly among all or a subset of 

servers (col. 6 lines 51-54). 

12. As to claim 61, CFNRI teaches a registering authority that 

processes applications for registration of rights or interests 

associated with digital information structured as digital objects, 

based on the digital objects, their identifiers, and validation 

information for each of the digital objects sufficient to determine 

whether a-purported instance of a digital object is identical OT an 

original instance ("In order for information ... at a later time" 

in Section 2.1 Import/Registration Function, page 7). 

13. to claim 65, Gopal teaches an identifier service, 

accessible on the network, for generating the unique identifiers, 

the service including servers each serving a portion of an 

identifier space (col. 2 lines 32-39). 

14. Claims 56 and 58 are rejected under 35 U.S.C. § 103 (a) as 

being unpatentable over 'Workshop on the Protection of Intellectual 

Property Rights in a Digital Library System" by Corporation for 

National Research Initiatives (CFNRI), in view of Gopal et al 
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(Gopal) patent no. 5,491,817 as applied to claims 55 and 57 above 

respectively, and further in view of Parker patent no. 5,339,403. 

15. As to claim 56, CFNRI and Gopal teaches the invention 

substantially as claimed as discussed above; however, CFNRI and 

Gopal do not explicitly teach validation information is stored 

separately from the corresponding digital object. Parker teaches 

a validation unit (APA server 12, figure 2) providing 

authentication service for target applications in a distributed 

computer system (col. 1 lines 39-51, and col. 2 lines 9-23). It 

would have been obvious to one of ordinary skill, in the Data 

Processing art at the time of the invention to combine the 

teachings of CFNRI, Gopal, and Parker to use a validation unit to 

store validation information separately from digital object because 

it would provide control access and security to digital objects in 

a distributed computer system. 

16. As to claim 58, it is similar to claim 56; therefore, it is 

rejected under the same rationale. 

17. Claims 62-64 and 66 are rejected under 35 U.S.C. § 103 (a) as 

being unpatentable over "Workshop on the Protection of Intellectual 

Property Rights in a Digital Library System" by Corporation for 
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National Research Initiatives (CFNRI), in view of Gopal et al 

(Gopal) patent no. 5,491,817 as applied to claim 53 above, and 

further in view of Wyman patent no. 5,260,999. 

18. As to claim 62, CFNRI and Gopal teaches the invention 

substantially as claimed as discussed above; in . addition, CFNRI 

teaches terms and conditions for access to each of the digital 

objects; and the information about terms and conditions available 

to a user in connection with a request for access to one of the 

digital objects ("Prior to the ... within the database" in Section 

4.1 The Ttansactional Framework, page 18-19). 

However CFNRI and Gopal do not explicitly teach a mechanism 

for user to apply and indicate assent to terms and conditions. 

Wyman teaches a user uses a license document generator program 

to generate a license in accordance with terms and conditions 

negotiated between the user and a server before allowing the user 

accessing a product (col. 1 line 48 - col. 2 line 2, and col. 11 

lines 3-30). 

It would have been obvious to one of ordinary skill in the 

Data Processing art at the time of the invention to combine the 

teachings of CFNRI, Gopal, and Wyman to provide a license mechanism 

for user to apply license for a product base on terms and 

conditions which agreed between the user and provider before 
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permitting the user to access the product because it would manage 

licensing of computer resources. 

19. As to claim 63, Wyman teaches a. recordation server on the 

network, the recordation server storing information identifying 

grants or other information on rights or interests or value 

pertaining to the digital objects on the network (license server 

10, figure 1). 

20. As to claim 64, Wyman teaches a reference service on the 

network, -separate from the digital objects, for recording 

information about accesses to and transactions associated with the 

digital objects, the information in the reference service being 

accessible to authorized users (license server 10, figure 1). 

21. As to claim 66, Wyman teaches an authorization server which 

provides information about terms and conditions for access to a 

digital object and authorization for use of the digital object 

(license server 10, figure 1). 

22. Further references of interest are cited on Form PTO-892 which 

is an attachment to this office action. 
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Serial Number: 08/808,050 	 11 
Art Unit: 2317 

23. Any inquiry concerning this communication or earlier 

communications from the examiner should be directed to Le H. Luu, 

whose telephone number is (703) 30-9650. 	The examiner can 

normally be reached Monday through Friday from 7:30 AM to 5:00 PM. 

If attempts to reach the examiner by telephone are 

unsuccessful, the examiner's supervisor, Thomas C. Lee, can be 

reached at (703) 305-9717. 

Any inquiry of a general nature of relating to the status of 

this application should be directed to the Group receptionist whose 

telephone number is (703) 305-9600. 

Any response to this action should be mailed to: 

Commissioner of Patents and Trademarks 

Washington, D.C. 20231 

or faxed to: 

(703) 308-9051, (for formal communications intended 

for entry) 

Or: 

Petitioner Apple Inc. - Exhibit 1022, p. 208



Serial Number: 08/808,050 
	

12 
Art Unit: 2317 

(703) 	308-5359 	(fot 	informal 	or 	draft 

communications, please label "PROPOSED" or "DRAFT") 

Hand-delivered responses should be brought to Crystal Park II, 

2121 Crystal Drive, Arlington. VA., Sixth Floor 

(Receptionist). 

Le H. Luu 

August'  29, 1997 
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TITLE: 
US PAT NO: 

APPL-NO: 
REL-US-DATA: 

L12: 31 of 44 
Filters in license management system 
5,260,999 	 DATE ISSUED: 	Nov. 9, 1993 
(IMAGE AVAILABLE] 
07/946,009 	 DATE FILED: 	Sep. 15, 1992 
Continuation of Ser. No. 723,457, Jun.,28, 1991, 

abandoned. 

ABSTRACT: 
A distributed computer system employs a **license** management system to 
account for **software** product usage. A management policy having a 
variety of alternative styles and contexts is provided. Each licensed 
product upon start-up. . . the license server checks a database of the 
licenses, called product use authorizations, that it administers. If the 
particular use **requested** is permitted, a grant is returned to the 
**requesting** **user** node. The product use authorization is structured 
to define a license management policy allowing a variety of license 
alternatives by. . . use authorization) from an issuer of licenses, 
where a license document generator is provided. A mechanism is provided 
for one **user** node to make a call to use a software product located on 
another **user** node; this is referred to as a "calling card", by which 
a **user** node obtains permission to make a procedure call to use a 
program on another node. A management interface allows a. . 

SUMMARY: 

BSUM(7) 

This invention relates to methods of operation of computer systems, and 
more particularly to-a method and system for managing the **licensing** 
of **software** executed on computer systems. 

SUMMARY: 

BSUM(8) 

In . 	. . No. 4,937,863, issued to Robert, Chase and Schafer and 
assigned to Digital Equipment Corporation, the assignee of this 
invention, a **Software** **Licensing** Management System is disclosed in 
which usage of **licensed** **software** may be monitored in a computer 
system to determine if a use is within the scope.of a license. The system 
maintains a database of **licenses** for **software** products, and 
stores a unit value indicating the number of licensing units for each 
product. When a **user** wishes to use a licensed product, a message is 
sent to the central license management facility **requesting** a license 
grant. In response to this message, the facility accesses the database to 
see if a license exits for this product, and, if so, whether units may be 
allocated to the **user**, depending upon the **user**'s characteristics, 
such as the configuration of the platform (CPU) which will execute the 
**software** product. If the **license** management facility determines 
that a license can be granted, it sends a message to the **user** giving 
permission to proceed with activation of the product. If not, the message 
denies permission. 

SUMMARY: 

BSUM(9) 

While . . . different licensing alternatives, instead of being 
rigidly structured to permit only one or only a few. When negotiating 
licenses with **users**, vendors should have available a wide variety of 
**terms** and **conditions**, even though a given vendor may decide to 
narrow the selection down to a small number. For example, a **software** 
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product may be **licensed** to . single individual for use on a single 
CPU, or to an organization for use by anyone on a network, or for use by 
any **users** at terminals in a cluster, or only for calls from another 
specific licensed product, or any of a large number. . 

SUMMARY: 

BSUM(10) 

Distributed . . . additional licensing issues. A distributed system 
includes a number of processor nodes tied together in a network of 
servers and **clients**. Each node is a processor which may execute 
• programs locally, and may also execute programs or features (subparts of 

programs). 	. 

SUMMARY: 

BSUM(11) 

In a large organization such as a company or government agency having 
various departments and divisions, geographically dispersed, a 
**software** **license** policy is difficult to administer and enforce, 
and also likely to be more costly, if individual licenses are negotiated, 
granted and administered by the units of the organization. A preferred 
arrangement would be to obtain a single **license** from the **software** 
producer, and then split this **license** into locally-administered parts 
by delegation. The delays caused by network communication can thus be 
minimized, as well as budgetary constraints. . 

SUMMARY: 

BSUM(12) 

Software . . . entire combination as one package, then allow the 
customer to license the features separately, in various combinations, 0± 
under differing **terms**. The customer may have an entire department of 
the company needing to use the spreadsheet every day, but only a. . 
who need to use the graphics a few days a month. It is advantageous, 
therefore, to provide alternatives for varied **licensing** of parts or 
features of **software** packages, rather than a fixed policy for the 
whole package. 

SUMMARY: 

BSUM(14) 

As . 	. . explained are (1) two products sold together, (2) a 
give-away that results from narrow choices of licensing alternatives, (3) 
a **client** licensing method in a **client**/server environment, (4) 
impact of modular design, and (5) the impact of distributed design. 

SUMMARY: 

BSUM(15) 

A . . . retrieval system to store and retrieve non-mail documents. 
However, from time to time, the vendor may discover that particularly 
heavy **users** of mail wish to be able to use the content based 
retrieval system only to augment the filing capabilities provided. . 
to pay for an extended mail capability. The vendor might then consider 
offering these customers a license that grants mail **users** the right 
to use the content-based retrieval system only when they are using mail 
and prohibits the use of content. . 

SUMMARY: 
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BSUM(16) 

Another . . . Rdb.TM.) designed for use on a particular operating 
system, e.g., VMS. This relational database product has two components: 
(1) A **user** interface used in developing new databases, and (2) a 
"run-time" system which supports the use of previously developed 
databases. The. . 

SUMMARY: 

BSUM(17) 

A proposed **client**/server licensing method provides yet another 
example of a problem which could be solved by transitive licensing. 
Typically, a **client** is only used by one **user** at a time, while a 
server can support an arbitrary number of **clients** depending on the 
level of **client** activity and the capacity of the machine which is 
supporting the server. While traditionally, server/**client** 
applications have been licensed according to the number of **clients** 
that a server could potentially support, this may not be the most 
appropriate method for licensing when the alternatives afforded by the 
invention are considered. The business model for the proposed. 
**client**/server method requires that each **client** be individually 
licensed and no explicit licensing of servers is required to support 
properly licensed **clients**. Such a licensing scheme makes it possible 
to charge customers only for the specific number of **clients** they 
purchase. Additionally, it means that a single **client** can make use of 
more than one server without increasing the total cost of the system. Thed 123 
12 date kwic 

SUMMARY: 

BSUM(25) 

In . . . server maintains a store of the licenses, called product use 
authorizations, that it administers. Upon receiving a call from a 
**user**, the license server checks the product use authorization to 
determine if the particular use **requested** is permitted, and, if so, 
returns a grant to the **requesting** **user** node. The license server 
maintains a database of product use authorizations for the licensed 
products, and accesses this database for updating and when a **request** 
is received from a **user**. While this license management system is 
perhaps of most utility on a distributed computer system using a local 
area network,. . . distributed system, a license server executes on a 
server node and the products for which licenses are administered are on 
**client** nodes. However, the license management functions and the 
licensed products may be executing on the same processor in some 
embodiments. 

SUMMARY: 

BSUM(26) 

The . . . may be allocative or consumptive. An allocative style means 
the units of the license may be allocated temporarily to a **user** when 
a **request** is received, then returned to the pool when the **user** is 
finished, so the units may be reused when another **user** makes a 
**request**. A consumptive style means the units are deducted from an 
available pool when a **user** node makes a valid **request**, and 
"consumed", not to be returned for reuse. The context value defines the 
context in which the use is to be allowed, such as on a particular 
network, by a particular type of CPU, by a particular **user** name, by a 
particular process, etc. The duration value (used in conjunction with the 
style component) concerns the time when the license units are to be 
deducted from the available pool of units, whether at the time of 
**request**, after a use is completed, etc. A usage requirements 
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determination method may be specified to define or provide infdmation 
, concerning the number of license units charged in response to a license 
**request** from a **user** node; for example, some CPU platforms may be 
charged a larger number of license units than others. A table may. . . 
requirements, and the determination method may specify how to access the 
table, for example. The important point is that the **user** node (thus 
the software product) can only make a **request**, identifying itself by 
**'user**, platform, process, etc., and the license management facility 
calculates whether or not the license can be granted (that is, units are 
available for allocation), without the **user** node having access to any 
of the license data or calculation. There is a central facility, the 
license server, storing the license documents, and, upon **request**, 
telling the licensed produtts whether they can operate under the license 
**terms**. 

SUMMARY: 

BSUM(27) 

An . . . For example, some of the units granted in the product use 
authorization may be delegated to another server, where the **user** 
nodes serviced by this server make **requests** and receive grants. 

SUMMARY: 

BSUM(29) 

As explained above, transitive licensing is an imbortant feature of one 
embodiment. This is the provision of a mechanism for one **user** node to 
get permission to use another software product located on another 
**user** node; this is referred to as a calling authorization and a 
caller authorization, using a "calling card," and these are examples of 
the optional feature8" which must be specifically permitted by the product 
use authorization. A **user** node must obtain permission to make a 
procedure call to use a program on another node; this permission is 
obtained by a **request** to the license server as before, and the 
permission takes the form of a calling card. When a calling card is 
received by a second node (i.e., when the procedure call is made), a 
**request** is made by the second node to the license serVer to verify 
(via the product use authorization) that the calling card is valid, and a 
grant sent to the **user** node if allowed. In this manner, all nodes may 
have use of a program by remote calls, but only one. . 

SUMMARY: 

BSUM(32) 

An important function is the filter function, used in the management 
interface and also in the **client** interface to select among elements 
in the data structures. 

DRAWING DESC: 

DRWD(7) 

FIG. 5 is a logic flow chart of a program executed by a **user** node 
(**client**), in the system of FIG. 1, according to one embodiment of the 
invention; 

DETDESC: 

DETD(2) 

Referring . . . granted to the server 10, as will be described. The 
CPUs 13 are in turn serves for a number of **users** 16, which are CPU 
nodes where the licensed programs 17 are actually executed. The programs 
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17 executing on the **user** Cs 16 are applications programs or 
operating systems, etc.) which have added to them units 18 and 19, 
according to. . . to make inquiry to the their server 13 (or 10) 
before executing and to report back after executing, using a **client** 
stub 19 in the manner of remote procedure calls, in one embodiment. A 
**user** node 16 may have many different programs 17 that may be 
executed, and the various **user** nodes 16 would usually each have a set 
of programs 17 different from the other **user** nodes, all of which 
would be administered by the license management program 14 or 11. The 
**terms** "program" and "licensed product" are used in reference to the 
element 17, but it is understood that the products being. . . 13 by a 
network 21, as is usual in large organizations, and the delegatee servers 
13 each communicate with their **user** nodes 16 by networks 22; these 
networks may be of the Ethernet, token ring, FDDI types or the like, or 
alternatively, the **user** nodes 16 may be merely a cluster of terminals 
on a multiuser system with the delegatee being a host CPU. The particular 
hardware construction of the **user** nodes, server nodes, communication 
networks, etc., and the operating systems 12 or 15, are of no concern 
regarding the utility of the features of the invention, the only 
important point being that the **user** CPUs 16 of the software products 
17 in question can communicate readily and quickly with their respective 
server nodes 13. 	. 

DETDESC: 

DETD(3) 

The function of the unit 19 is that of a **client** stub, in a remote 
procedure call sense. The calls to the license server 10 are made through 
this stub 19,. 	. 

DETDESC: 

DETD(4) 

The . . . use authorizations), and also maintains a log 24 which is a 
record of the usage activity of all of the **user** CPUs 16 of each of 
the licensed programs. The delegatee servers 13 would maintain similar 
license databases and logs. The. . . an operating system 27. The 
license issuer 25 may be under control of the producer 28 of the programs 
or **software** products being **licensed**, or may be controlled by a 
distributor who has received the authority to grant licenses from the 
producer or owner. . . modems, or may include physical delivery by 
disks or CD ROMs, for example. Likewise, the method of delivery of the 
**software** products being **licensed**, i.e., the applications programs 
17 to be executed on the CPUs 16, is not material to the license 
management facility. 

DETDESC: 

DETD(6) 

In . . . and issuer can be a single entity or multiple entities). The 
license document generator program 26, under control of a **user** (a 
person), generates a license (usually the result of negotiation between 
the **user** of program 26 and a **user** of the server 10). This license 
is called a product use authorization, and it is transmitted by the link 
30. . . where it is likewise stored in a database. Thereafter, 
administration of the license is only in response to inquiries from 
**user** nodes 16. When execution of a program 17 begins, the unit 18 is 
invoked to check on the availability of a license for this particular 
node. The unit 18 sends (as by an RPC) a **request** to the license 
management program 14 (or 11 if there is no delégatee), where the product 
use authorization stored in database 23 is checked to see if use is 
authorized. If so, a return is sent to the **user** node 16, granting 
permission to continue. When the program 17 has finished executing, the 
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unit 18 again is invoked to. 

DETDESC: 

DETD(7) 

To implement these operations, the license management program 11 or 14 
contains several functions, including a **client** interface 31, a 
database interface 32, a management interface 33, and an interserver 
• interface 34 for communicating with the delegatees 13 (if any). The 

**client** interface 31, as described below, handles the **requests** 
received from the **user** nodes 16, and returns resulting from these 
• **requests**. The database interface 32 handles the storing and retrieval 

of license information in the database 23, and logging license usage. . 

DETDESC: 

DETD(8) 

The . . . in field 37, and the licensee (usually the owner of the 
license server 10) identified in field 38. The essential **terms** of the 
license grant are then defined in fields 40-46. The start date and end 
date are specified in fields. . . than also a start date as employed 
here. Each of the nodes, including issuer 25, servers 10 and 13, and 
**user** nodes 16, maintain a time value by a local clock referenced to a 
standard, so inherent in the license management. . . 41 will have some 
subset of the units field in the original product use authorization. As 
units are granted to **users** 16 or delegated, the remaining units 
available for grant are indicated in a subfield 42 in the copy of the. 
. 44 specifies the location and environment in which product use or 
license management occurs, i.e., a CPU or an individual **user** or a 
network, etc. Duration field 45 indicates whether the license granted to 
a **user** is by assignment, by transaction, or immediate. The LURDM 
field 46 indicates the license use requirements determination method, in 
some. . 

DETDESC: 

DETD(10) 

If . . . network 21 may include a satellite link to a remote facility 
where the local server 13 has a number of **clients** or **users** 16, in 
which case the calls to the server 13 would be completed much quicker 
than would be the case. 

DETDESC: 

DETD(11) 

The . . . If the caller authorization in field 49 is true, the 
product is permitted to receive calls from other named products 
**requesting** use of the product, and if **conditions** are met 
-(identified caller is authorized) the server can grant a calling card, as 
described below. If the calling authorization. . . if product 17a 
wishes to make a remote procedure call to a feature of product 17b 
running on a different **user** node 16, it makes a call to its server 13 
including a **request** for a calling card, and, if permitted, the return 
to product 17a includes a calling card 49a. The product 17a. . 

DETDESC: 

DETD(12) 

The combination authorization field 50 of FIG. 2 determines whether or 
not license **requests** from a **user** node 16 can be satisfied by 
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combining units from multiple 	oduct use authorizations. It'may be 
advantageous to purchase licenses. . . or the like. Or, for other 
reasons, it may be advantageous to "borrow" and "lend" units among 
delegated servers'or **user** nodes. This function is permitted or denied 
by the content of field 50. 

DETDESC: 

DETD(13) 

The overdraft field 51 determines whether or not a **requested** 
allocation from a **user** node 16 will be nevertheless granted, even 
though the units available field 42 is zero or too small to permit the 
**requested** use. Overdrafts can be unlimited, or a specific overdraft 
pool can be set up by a server 10, for a. . . from log 24 indicates 
the available units have been exceeded. If overdraft is denied, then the 
units 18 of the **user** nodes making **request** allocations are 
structured to inform the products 17 that a license grant is not 
available. The intent is not to. . 

DETDESC: 

DETD(14) 

An . . . product use authorization 35 of FIG. 2. This field can 
contain comments or other information desired by the issuer or **user**. 
For example, a telephone support number may be included in the token 
field, then when the product 17 shows its "help screen" the number is 
inserted. This number would be part of the argument, i.e., data 
transmitted to the **user** node 16, when the server 10 makes a return 
following a **request** allocation message from the **user**. This field 
may also be used to store information used in a "private" style, where 
the information from this field returned to the **user** node is employed 
by the application program 17 or the stub 19 to determine if the 
application can be activated. 

DETDESC: 

DETD(16) 

Two . . . use allowed by the license. When a product 17 (or a 
function or feature of a product) makes a license-checking **request**, 
the license management program 11 on server 10 computes how many license 
units are required to authorize this particular use. . 

DETDESC: 

DETD(17) 

The . . . require verification that the appropriate number of license 
units have been allocated to it prior to performing services to the 
**user**. Typically, this allocation of units occurs either at the time 
of activation of the product 17 or at the time that product use is 
enabled on a particular platform ("user** CPU 16). The units typically 
remain allocated to the product 17 throughout the period that the product 
is running or. . . disabling, the allocated units are deallocated and 
made available for allocation to other instances of the software product 
17 (other **users** 16 activating the product). In general, as long as 
any license units remain unallocated in field 42, the holder of. . 
The usage does not deplete the license, however, as the units are 
returned to the units-available field 42 after a **user** is finished, 
and can be granted again to another **user**. 

DETDESC: 

DETD(18) 
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A . . . consumed, units cannot be reused. Thus, the number of units 
available for future use declines upon every use of the **licensed** 
**software** product 17. This may also be referred to as a "metered" 
policy, being conceptually similar to measured consumption of 
electricity,. . 

DETDESC: 

DETD(19) 

Referring . . . circumstances for unique software, the "private" 
choices are included, which merely mean that the product 17 will generate 
its own **conditions** of use. It is important to note that, except for 
the "private" alternative, the license management is totally in control. 
. . 13), rather than at the product 17. All the product 17 does, via 
the unit 18, is to make the **request** inquiry to the server 10 via the 
**client** interface 31, and report when finished. 

DETDESC: 

DETD(20) 

The . . . as a specific network, an execution domain, a login domain, 
a node, a process ID or a process family, a **user** name, a product 
name, an operating system, a specific hardware platform, as listed in 
FIG. 3. Applications contexts are information. . 

DETDESC: 

DETD(22) 

The . . . for an -allocative policy, indicates that license units 
should be allocated to the, specified context upon receipt of a license ' 
**request** and that those units should be deallocated and returned to 
the pool of available units upon receipt of a corresponding license 
release from a **user** node 16. Abnormal termination of the process or 
context having made the original license **request** will be semantically 
equivalent to a license release. On the other hand, when specified for a 
consumptive policy, this duration type indicates that license units 
should be allocated to the specified context upon receipt of a license 
**request** and permanently removed from the available units pool (field 
42) upon receipt of a license release which reflects successful 
completion. . . license release which carries an error status or upon 
abnormal termination of the processor context ,having made the original 
license **request**, the allocated units will be deallocated and returned 
to the pool of available units (field 42). 

DETDESC: 

DETD(23) 

The . . . more often than every 30-days; this would prevent skirting 
the intent of the license by merely reassigning units whenever a **user** 
of another context made a **request** allocation call for the product. 
Related to this assignment constraint, a "reallocation limit" may also be 
imposed, to state the. . 

DETDESC: 

DETD(24) 

The . . . of license units from the pool of available units (field 
42) should be performed immediately upon receipt of a license 
**request**. Receipt of license release or abnormal terminations will 
then have no impact on the license management system. When specified as. 
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. will be simply to check —L. an appropriate number of licene units 
are available at the time of a license **request**. When specified as the 
duration for a consumptive policy, the effect will be to deduct the 
appropriate number of license units from the available pool at the time 
of a license **request**, and, thereafter, abnormal termination, such as 
a fault at the **user** CPU 16 or failure of the network link, will not 
reinstate the units. 

DETDESC: 

DETD(25) 

The . . . stores information used in calculating the number of units 
that should be allocated or cónsumed in response to a license 
**request**. If this field specifies a table lookup kind, this means 
license unit requirements are to be determined by lookup in. . . and 
if so a row selector must be specified, where a valid row selector is any 
subcontext, e.g., platform ID, **user** name, time of day, etc. An 
example of an LURT fragment is shown in FIG. 4, illustrating the license 
unit. . . products. The reason for the tiers is not mandated by the 
license management system, but the issuer 25 (actually the **user** of 
the program 26) would probably be establishing three pricing tiers, each 
reflecting a different perspective on the relative utility. . 

DETDESC: 

DETD(28) 

Some . . . a product during one or two months of the year; the 
product may be FORTRAN and the reason for this **request** may be that 
the company has a fairly stable set of FORTRAN subroutines that are given 
regular "annual maintenance" only. . 

DETDESC: 

DETD(29) 

Another . . . would then specify the name of a font as the value of 
the application subcontext whenever it does an lm.sub.-- 
**request**.sub.-- allocation() call. This will allow charges to be 
varied according to font name. 

DETDESC: 

DETD(34) 

A . . . number of units must be allocated to the processor in advance 
and then an unlimited product use is available to **users** of the 
system. The product use authorization would have in the context field 44 
a context template for a node. . 

DETDESC: 

DETD(35) 

A . . . of a licensed product. Concurrent use license units are only 
allocated when the product is being used and each simultaneous **user** 
of the licensed product requires their own units. In this case the 
context template, field 44, is a process ID,. . 

DETDESC: 

DETD(36) 

A "personal use" license is one that limits the number of named 
**users** of a licensed product. This style of licensing guarantees the 
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members of a list of **users** access to a product. Associated ,Ith a 
personal use type of product use authorization there is a list of 
registered **users**. The administrator is able to assign these **users** 
as required up to the limit imposed by the product use authorization; the 
number of units assigned to each **user** is indicated by the LURDM. It 
may be a constant or it may vary as specified in a LURT. The context 
template is "**user** name", the duration is "assignment", and the policy 
is ,"allocative". 

DETDESC: 

DETD(38) 

Generally, a **license** to use a **software** product is priced 
according to how much benefit can be gained from using the product, which 
is related to the. . . A license for unlimited use on a large platform 
such as a mainframe, where there could be thousands of potential 
**users** at terminals, would be priced at a high level. Here the style 
would be "allocative", the context template="node", the 
duration="assignment". . . available on the mainframe but yet limit 
the cost, he could perhaps get a license that would allow only five 
**users** at any given time to use the product; here the fields in the 
product use authorization would be: units=5; style=allocative; context 
template=process; duration=transaction; LURDM=constant, 1-unit. This 
would still be priced fairly high since a large number of **users** may 
actually use the product if a session of use was short. A lower price 
would probably be available for. . . 10, not named by the license 
issuer 25. Here the fields in the product use authorization are: units=5; 
style=allocative; context template=**user** name; duration=transaction; 
LURDM=constant, 1-unit. 

DETDESC: 

DETD(39) 

An . . . for in the product use authorization 35 is license 
combination. Where there are multiple authorizations for a product, 
license checking **requests** sent by **user** nodes 16 may be satisfied 
by combining units from multiple authorizations. Individual product use 
authorizations may prohibit combined use. Thus,. 

DETDESC: 

DETD(40) 

The interface between the program executing on the **client** or 
**user** 16 and the license server 10 or its delegatees 13 includes 
basically three procedure calls: a **request** allocation, a release 
allocation and a query allocation. FIG. 5 illustrates in flow chart form 
some of the events occurring in this **client** interface. The 
**request** allocation is the basic license checking function, a 
procedure call invoked when a software product 17 is being instantiated, 
functioning to **request** an allocation of license units, with the 
return being a grant or refusal to grant. Note that a product may use 
**request** allocation calls at a number of points in executing a 
program, rather than only upon start-up; for example, a **request** 
allocation may be sent when making use of some particular feature such a 
special graphics package or the like. The release allocation call is 
invoked when the **user** no longer needs the allocation, e.g., the task 
is finished, and this return is often merely an acknowledge; if the. . 
. number of units consumed, e.g., decrease the number due to some event. 
The query allocation call is invoked by the **user** to obtain 
information about an existing allocation, or to obtain a calling card, as 
will be described. 

DETDESC: 
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DETD(41) 

The **request** allocation, referred to as lm.sub.-- **request**.sub.-- 
allocation(), is a **request** that license units be allocated to the 
current context. This .function returns a grant or denial status that can 
be, . . of a licensed product or product feature. The function will 
not cause the product's execution to be terminated should the **request** 
fail. The decision of what to do in case of failure to obtain allocation 
of license units is up to the programmer. The arguments in a **request** 
allocation call are the product name, producer name, version, release 
date, and **request** extension. The product name, producer name, version 
and release date are the name of the software product, name of producer, 
version number and release date for specifically identifying the product 
which the **user** is **requesting** an allocation be made. The 
**request** extension argument is an object describing extended 
attributes of the **request**, such as units required, LURT column, 
private context, and comment. The results sent back to the calling node 
are a. 	. 	. 

DETDESC: 

DETD(42) 

The release allocation, referred to as lm.sub.-- release.sub.-- 
allocation(), is an indication from a **user** to the license manager to 
release or consume units previously allocated. This function releases an 
allocation grant made in response to a prior call to **request** 
allocation. Upon release, the license management style 38 determines 
whether the units should be returned to the pool of available units or 
consumed. If the caller had specified a **request** extension on the 
earlier call to **request** allocation which contained a 
units-required-attribute, and the number of units **requested** at that. 
time are not the number of units that should be consumed for the 
completed operation, the caller should. . . are: grant handle, units 
consumed, and comment. The grant handle identifies the allocation grant 
created by a previous call to **request** allocation. The units-consumed 
argument identifies the number of units which should be consumed if the 
license policy is consumptive; this argument should only be used in 
combination with an earlier call to **request** allocation which 
specified a units requirement in a **request** extension. Omission of 
this argument indicates that the number of units to be consumed is the 
same as the number. . 

DETDESC: 

DETD(43) 

The query allocation, or lm.sub.-- query.sub.-- allocation(), is used by 
licensed products which have received allocations by a previous 
**request** allocation call. The query is to obtain information from the 
server 10 or delegatee server 13 about the nature of the grant that has 
been made to the **user** and the license data used in making the grant, 
or to obtain a calling card (i.e., a **request** that a calling card be 
issued). Typically, the item read by this query function is the token 
field 52 which. . . arbitrary information encoded by the license 
issuer and which may be interpreted as required by the stub 19 for the 
**licensed** product **software** 17, usually when a "private" allocation 
style or context is being employed. The arguments in this procedure call 
are the grant handle, and the subject. The grant handle identifies the 
allocation grant created by a previous call to **request** allocation. 
The subject argument is either "product use authorization" or "calling 
card **request**"; if the former then the result will contain a public 
copy of the product use authorization. If this argument is a calling card 
**request** and a calling card which matches the previous constraints 
specified in that **request** can be made available, the result will 
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contain a calling card. If th.- subject argument is omitted, th result 
will. 	. 

DETDESC: 

DETD(44) 

Referring to FIG. 5, the flow chart shows the actions at the **client** 
in its interface with the server. When the software product 17 is to be 
invoked, the unit 18 is first executed as indicated by the block 60, and 
the first action is to make a **request** allocation call via the stub 
19, indicated by the block 61. The **client** waits for a return, 
indicated by the loop 62, and when a return is received it is checked to 
see. . . is stored, block 66, for later reference. The program 17 is 
then entered for the main activities intended by the **user**. During 
this execution of product 17, or before or after, a query allocation call 
can be made, block 67, though. . 

DETDESC: 

DETD(45) 

Referring . . . actions of the server 10 or delegatee server 13 in 
executing the license management program 11 or 14, for the **client** 
interface, are illustrated in flow diagram form. A 1Cop is shown where 
the server program is checking for receipt of a **request**, release or 
query call from its **clients**. The call would be a remote procedure 
call as discussed above, and would be a message communicated by a 
network,. . . the argument of the received call, block 75. If there is 
no match, an error code is returned to the **client**, block 76, and 
control goes back to the initial loop. If the product is found, the 
authorization is retrieved from. . . no update is needed. The 
authorization is stored again in the database, block 85, and a return 
made to the **client**, block 86, before control passes back to the 
initial loop. If the decision block 73 indicates that a query allocation. 
. . handle matches, the authorization is retrieved from the database 
23, at block 89, and a return is made to the **client** giving the 
**requested** information in the argument, block 90. 

DETDESC: 

DETD(47) 

The first step is formation of full context. The **client** stub 19 is 
responsible for collecting all specified platform and application 
subcontexts from the execution environment of the product 17. . . 13 
or 10. The collection of subcontexts is referred to as the "full context" 
for a particular license unit allocation **request**. 

DETDESC: 

DETD(48) 

The next step is retrieval of the context template. When the license 
manager receives an lm.sub.-- **request**.sub.-- allocation(), it will 
look in its list of available product use authorizations (PUA) to 
determine if any of them conform to the product identifier provided in 
the lm.sub.-- **request**.sub.-- allocation() call. The product 
identifier is composed of: product name, producer, version, release date. 
If any match is found, the. . 

DETDESC: 

DETD(50) 

The follows the step of determining if the **request** is new. The 

Petitioner Apple Inc. - Exhibit 1022, p. 223



license manager maintains for --,ach product use authorization a uynamic 
table which includes the allocation contexts of. . . some bookkeeping 
information which records the number of units allocated, the full 
context, etc. To determine if a recent lm.sub.-- **request**.sub.-- 
allocation() requires an allocation of units to be made, the license 
manager compares the new allocation context with all those. . . PUA 
and any LURTs that might be required. If an allocation context similar to 
that specified in the new allocation **request** does exist in the table, 
the license manager will verify that the number of units previously 
allocated are equal to or greater than the number of units which would 
need to be allocated to satisfy the new allocation **request**. If so, 
the license manager will return a grant handle to the application which 
indicates that the allocation has been made (i.e., it is a "shared 
allocation"--the allocated units are shared between two **requests**.) If 
not, the license manager will attempt to allocate a number of units equal 
to the difference between the number. . 

DETDESC: 

DETD(53) 

The . . . If the license designer decides that all contexts on a 
single node should look the same (context template=node-ID), then any 
**requests** that come from that node will all share allocations. On the 
other hand, a decision that all contexts should be. . 

DETDESC: 

DETD(57) 

Referring . . . 17a named "Product-1" and a callee product 17b named 
"Product-2". When Product-1 starts to run, it will make an lm.sub.-- 
**request**.sub.- - allocation() call to the license management server 10 
to obtain a grant handle for an allocation of some number of. . . 

DETDESC: 

DETD(58) 

Once . . . used when starting Product-2. Product-2 will then pass 
that calling card to the license manager as part of its lm.sub.-- 
**request**.sub.-- allocation() call and the license manager will 
determine if the calling card is valid. Note that calling cards become 
invalid. . . passed back to Product-2. If not, the license manager 
will ignore the calling card and proceed with the normal lm.sub.-- 
**request**.sub.-- allocation() logic. 

DETDESC: 

DETD(61) 

Referring . . . license management program 11 executing on a server 
10 includes a license management interface 33 which functions to allow a 
**user** at a console for the server 10 CPU or at a remote terminal to 
implement certain necessary operations. The management. . . site to 
(a) load the various licenses, received from issuers 25 into the database 
23 and make them available for **request** allocation calls from the 
**users**, (b) remove the licenses from the machine when expired, (c) to 
make delegations if permitted, (d) to make assignments, (e). . 

DETDESC: 

DETD(64) 

The . . . by the name of lm.sub.-- open.sub.-- session() and is used 
to establish a license management service session between a management 
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**client** and the service. Opening a session also creates a wrkspace to 
contain objects returned as a result of functions invoked. 

DETDESC: 

DETD(65) 

The . 	. 	. a lm.sub.-- open.sub.-- session() call are (a) the binding 
handle, which is binding information that defines one possible binding (a 
**client**-server relationship), and (b) a comment which will be inserted 
in the log file 24 if logging is enabled. The results. . . function 
succeeded, and, if not, why not, (b) a session, which is an established 
license management session between the management **client** and the 
license management service, and (c) a workspace that will contain all 
objects returned as a result of functions. . . 

DETDESC: 

DETD(66) 

The . 	. 	. go with a lm.sub.-- close.sub.-- session() call are (a), the 
session which identifies the established lm session between the 
management **client** and the license management service, and (b) a 
comment which will be inserted in the log file if logging is. . 

DETDESC: 

DETD(67) 

The . . . function. The arguments that go with lm.sub.-- list.sub.-- 
licenses() are (a) session which identifies an established session 
between the management **client** and the license management service, and 
(b) a filter which is an object used to select license database 23 
objects;. . 

DETDESC: 

DETD(68) 

The . . . the license data class or history objects. The arguments 
are (a) session, which identifies an established session between the 
management **client** and the license management service, (b) license 
data object which is to be registered; if this argument is omitted, the. 

DETDESC: 

DETD(69) 

The . 	. 	. and is called by lm.sub.-- set.sub.-- cursor(). The 
arguments are (a) session, which identifies an established session 
between the management **client** and the license management service, (b) 
forward, which is a boolean value indicating if the direction in which 
the cursor. . . (a) a return code indicating whether the function 
succeeded, and, if not, why not, and (b) next-cursor, which is the 
**requested** cursor. The error codes in the return code may be 
end-of-list, not-a-cursor, etc. 

DETDESC: 

DETD(84) 

Thus, . . . by the product use authorization. In each case, the 
license administrator can limit the rights which will be allocated to 
**users** in some way that may be appropriate for the administrator for 
control purposes. 
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DETDESC: 

DETD(96) 

The . . . concerned, so a processor which does not understand private 
header data may ignore that data. The Title field is the **user**-visible 
name of the document. The Author field is the name of the person or 
persons responsible for the information content. . 

DETDESC: 

DETD(97) 

The . . . 16 specifies that data, common to all types of license 
data, which describes the parties to the licensing agreement, the 
**term** of the agreement, and any constraints that may have been placed 
on the management of the license data encoded in. . 

DETDESC: 

DETD(98) 

The . . . individual licensees will specify to those issuing them 
licenses what the licensee fields on their license data should contain. 
The **term** field identifies the **term** during which the license data 
may be used; the validity of license data can be limited by issuers to 
specific time ranges with given starting and ending dates, which are 
carried in the **term** element-attempts to use license data or products 
described by that data either before the start date or after the end. . 

DETDESC: 

DETD(99) 

The . . 	administrative or accounting facilities or basic system 
components. Some examples of potential uses for this field are order 
information, additional **terms** and **conditions**, and support 
information. For order information, some issuers may wish to include with 
their loadable license data some indication of. . . find it useful to 
include this data in their license databases to assist in the license 
management process. For additional **terms** and **conditions**, the 
system will never provide automatic means for the management of all 
possible license **terms** and **conditions**, and so some issuers may 
wish to include summaries of non-system managed **terms** and 
**conditions** in the comment as a reminder. For support information, the 
IssuerComment could be used to record the phone numbers or. . 

DETDESC: 

DETD(100) 

A . . . the means that will be used by the license manager to ensure 
that the licensee's actual use conforms to the **terms** and 
**conditions** of the license. FIG. 18 illustrates a syntax diagram for a 
Product Use Authorization. Product-id identifies the name of the. . 

DETDESC: 

DETD(109) 

The . . . the license data may not be used; this data must be earlier 
than the end-date specified in the license data's **term** record. The 
extended-info field allows additional information concerning the state of 
the License Data and its handling by the license. 
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DETDESC: 

DETD(111) 

Member 
Context 	 Named Value 
Distribution Control 

Named Value List 
Execution Constraints 

Product ID 
Interval Time 	Signature 
License ID 	 **Term** 
LUDRM 	 Version 
Management Constraints 

DETDESC: 

DETD(113) 

The assignment element is shown in syntax diagram in FIG. 27. 
Assigned-units identifies the number of units which are assigned. 
Assignment-**term** identifies the start and end of the assignment 
period. Assignee identifies the context to which the assignment is made. 

DETDESC: 

DETD(114) 

The . . . the caller is executing; (d) login-domain-subcontext means 
the subcontext value is the name of the management domain within which 
the **user** of the caller was originally authenticated or "logged in"; 
(d) node-subcontext means the subcontext value is the name of a. 	. 
identifier for a group of related processes; (f) process-ID-subcontext 
means the subcontext value is an implementation specific process 
identifier; (g) **user**-name-subcontext means the subcontext value is a 
**user** name; (h) product-name-subcontext means the subcontext value is 
the same as the product name found on the Product Use Authorization;. 

DETDESC: 

DETD(115) 

As . . . calculating license unit requirements. The management system 
determines the need to perform a unit allocation each time license units 
are **requested**. The full context on whose behalf the allocation should 
be made is obtained for each **requested** authorization. The system will 
mask the full context to exclude all sub-contexts not specified in the 
context template and then. . . previously allocated will be shared by 
the new context. Thus, if a given product authorization contains a 
context specification of NODE+**USER**.sub.-- NAME, each context which 
**requests** license unit allocations and which has a unique pair of 
NODE+**USER**.sub.-- NAME subcontext values will require an explicit 
grant of license units to be made. On the other hand, any contexts which 
share the same pair of NODE and **USER**  sub-- NAME subcontext values 
will be able to "share " a single allocation of license units. The 
requirement for specific allocations. . . them are unique when looking 
only at those portions of each context which are described by the Context 
Template (ie: NODE+**USER**.sub.-- NAME). A unit allocation must be made 
for each of the four instances of unique contexts, when masked by the. . 

DETDESC: 
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DETD(120) 

The . . . where it is found that there are zero or fewer license 
units available for use at the time of a **request** for the allocation 
or consumption of additional license units. Operation of overdraft is 
different depending upon whether allocative, or consumptive. . 

DETDESC: 

DETD(121) 

The . . . own network), the assumption is that interorganization and 
internetwork sharing of licenses will normally be considered a violation 
of license **terms** and **conditions**. The backup-permitted field 
indicates if the Issuer has authorized the use of backup delegations for 
this data. Delegation-permitted indicates if. . 

DETDESC: 

DETD(122) 

The . . . stores information used in calculating the number of units 
that should be allocated or consumed in response to a license 
**request**. The allocation-sharing-limit identifies the largest number 
of execution contexts that may share an allocation made under this 
management policy; an. . 

DETDESC: 

DETD(125) 

The . . . in the case of Group Names, the Producer is always also the 
Issuer of the group. The Product-name identifies a **licensed** 
**software** feature: The First-version identifies the earliest version 
of the product whose use is authorized. The Last-version identifies the 
latest version. 	. 

DETDESC: 

DETD(127) 

The **term** element defines an interval during which the license data 
is valid, and is shown in syntax diagram form in FIG. 42. The fields are 
start-date and end-date. Start-date identifies the first date of the 
**term"; if not specified, the license data is considered valid on any 
date prior to the end-date. End-date identifies the last date of the 
**term**; if not specified, the license data is considered valid on any 
date after the Start-date. While the Start-date is always. . . has 
been omitted, the date of license registration will be used as the 
effective start date in computing the valid **term** of the license data. 
It should be noted that the system does not specify the mechanism by 
which system dates. . . accepts that system time returned to it as 
correct. Thus, the reliability of the management of license data which 
specifies **terms** is dependent on the time management function of the 
underlying platform. 

DETDESC: 

DETD(128) 

The version element identifies a four-part version of the **licensed** 
**software** product or feature. A syntax diagram of the version element 
is shown in FIG. 43. The schematics of each of. . 

DETDESC: 
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DETD(130) 

An important feature is the use of filters in the license management 
program 11, including the **client** interface 31 and the management 
interface 33. A filter is used is select items in the license database 
23, for. . . be selected from. The feature that is of importance to 
this embodiment is the way of specifying items as an **input** to the 
filter function, rather than the filter function itself. Thus, there is 
described below a template for specifying **input** to the filter engine. 
This is as if a form were used as the **input**, with blanks on the form; 
by filing in certain blanks these would be the items selected on, the 
blanks not. 	. 

DETDESC: 

DETD(135) 

equality 
inequality 
greater or equal 
less or equal 
greater 

less 
present 
select 
**request** candidates 
simulate **request** 

DETDESC: 

DETD(136) 

(b) . . . is the substring to compare against the final portion of the 
value of the specified attribute type, and (h) license **request**, if 
present, this is license **request** against which the appropriate 
license data objects 'should be evaluated; this attribute may only be 
specified if the value of the filter item type is either **Request** 
Candidates or Simulate **Request**. 

DETDESC: 

DETD(138) 

An . . . and when the Filter is evaluated against the attributes of 
that object the Filter is true, and false otherwise; (i) **Request** 
Candidates which means the filter item is true if the object against 
which it is evaluated is one which could be used to provide some or all 
of the units **requested** by the specified License **Request**; the 
evaluation is made independently of any outstanding allocations or 
preallocations; and (j) Simulate **Request** which means the filter item 
is true if the object against which it is evaluated is one which would be 
used to provide some or all of the units **requested** by the specified 
License **Request**. 

DETDESC: 

DETD(139) 

The **Request** Candidates and Simulate **Request** filter item types 
are of special use in testing and prototyping of systems by a license 
manager at a licensee's. 	. 

DETDESC: 

DETD(141) 

Filters can also used in a .**request** allocation, being specified in a 
**request** extension as explained above. That is, a filter is one of the 
optional items in a **request** extension. For example, if a **user** 
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wanted to use a version of WoLuPerfect with French language exLension, 
and there were version with and without on the network, his **request** 
allocation would have a **request** extension that specified a filter for 
"French" in the token field. In this manner, a product can describe 
itself more richly. The filter in the **request** extension can be a 
Required filter or a Preferred filter, meaning the feature such as 
"French" is either absolutely necessary,. . 

CLAIMS: 

CLMS(1) 

What is claimed is: 

1. A method operating on a computer system for managing use of 
**licensed** **software** items, comprising the steps of: 
maintaining by said computer system a store of **license** 
authorizations for said **software** items; each **license** 
authorization including an indication of **license** management policy 
for a **software** item, said indication being an encoded document 
containing a number of attributes defining said license policy; 
providing a mechanism for said. . . specifying one of more of said 
attributes and a Boolean operator for each selected attribute; 

sending to said computer system a **request** by a **user** of one of 
said software items to obtain permission to use said software item; 
said **request** including an identification of the **user** and said 
software item; 

accessing said store by said filter to select information from said 
**license** authorization for said **software** item, in response to 
said **request**, and comparing said identification of said **user** 
and said software item with said information selected by said filter, 
to produce a grant or refusal of said **request**; and 

sending by said computer system said grant or refusal to said **user**. 

CLAIMS: 

CLMS(3) 

3. A method according to claim 1 wherein said store is maintained by a 
license server, and said **request** is sent to said server. 

CLAIMS: 

CLMS(4) 

4. A method according to claim 1 wherein said **request** is in the form 
of a remote procedure call, and said grant or refusal sent to said 
**user** is a return of said procedure call. 

CLAIMS: 

CLMS(6) 

6. A method according to claim 3 wherein said server and said **users** 
are nodes on a computer network. 

CLAIMS: 

CLMS(7) 

7. Apparatus for execution on a computer system for managing use of 
**licensed** **software** items, comprising: 
means for executing on said computer system for maintaining a store of 
**license** authorizations for said **software** items; each 
**license** authorization including an indication of **license** 
management policy for a **software** item, said indication being an 
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encoded document of contain.Lng 4 number of attributes definiug said 
license policy; 
filter means for executing. . . filter means specifying one of more 
of said attributes and a Boolean operator for each selected attribute; 

means for sending a **request** by a **user** of one of said software 
items to said computer system to obtain permission to use said software 
item; said **request** identifying the **user** and said software item; 
means for accessing said store using said filter means to obtain 
information from said .**license** authorization for said **software** 
item, in response to said **request**, and means for comparing said 
identification of said **user** and said software item with said 
information obtained from said store using said filter means, to 
produce a grant or refusal of said **request** in response to said 
comparing; and 

means for executing on said computer system for sending said grant or 
refusal to said **user**. 

CLAIMS: 

CLMS(9) 

9. Apparatus according to claim 7 wherein said store is maintained by a 
license server, and said **request** is sent to said server. 

CLAIMS: 

CLMS(10) 

10. Apparatus according to claim 7 wherein said **request** is in the 
form of a remote procedure call, and said grant or refusal sent to'said 
**user** is a return of said procedure call. 

CLAIMS: 

CLMS(12) 

12. Apparatus according to claim 9 wherein said server and said 
**users** are nodes on a computer network. 
=> 
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Linking system and method for accessing **directory** 
**information** about an object in one context when 
information in another context is known 

ABSTRACT: 
Our . . . method is implemented in our linking system which includes 
an interconnection network, which employs a standard directory protocol, 
such as **X**.**500**, and linking components. The interconnection 
network includes interfaces for interconnection users and local 
directories. The linking components include linking directories. 

SUMMARY: 

BSUM(6) 

The **X**.**500** standard has been developed by the International 
Telegraph and Telephone Consultative Committee (CCITT) to support the 
interconnection of local directories holding information and users of 
**directory** **information** for the purpose of providing **directory** 
**services**. CCITT, The Directory--Overview Concepts, Models, and 
Services, **X**.**500** Series Recommendation, Document AP IX-47-E. 
**X**.**500** defines a standard protocol for directory users to 
communicate with different local directories which are owned, operated, 
or managed by different entities. This standard also defines 
**directory** **services** available to users. 

SUMMARY: 

BSUM(8) 

Prior to the **X**.**500** standard being established, a user wishing to 
contact various local directories maintained by different entities to 
obtain John Doe's credit. . . user and various entities. The user had 
to know and adapt to the specific protocol of each entity maintaining 
desired **directory** **information** in order to communicate requests 
for information to the entity in cognizable form and to translate 
information once retrieved. The **X**.**500** standard provides a 
standard protocol which reduces these communication barriers and allows 
users to access information and also permits local. . 

SUMMARY: 

BSUM(9) 

FIG. 2 depicts a basic functional model of an interconnection network 
100 employing the **X**.**500** standard for providing **directory** 
**service**. This model shows four main elements: **directory** 
**service** users 10, 15; directory user agents (DUAs) 20, 25; directory 
system agents (DSAs) 30-60; and local directories 75. Users 10 and 15 are 
entities utilizing **directory** **services**. Traditionally, a 
**directory** **service** user has been a human being, but a user could 
also include a machine such as a computer executing an. . 

SUMMARY: 

BSUM(12) 
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DSAs support access to information in local directories and manage and 
retrieve **directory** **information**. Also, after retrieving 
information from its local directories, the DSA formats the response to 
directory requests from users, and communicates. 

SUMMARY: 

BSUM(13) 

A DSA and a DUA communicate using **X**.**500** directory access 
protocol (DAP)., and two DSAs communicate using standard **X**.**500** 
directory system protocol (DSP). As shown in FIG. 2, DSAs 30 and 50 are 
connected to DUA 20 via links. . 

SUMMARY: 

BSUM(14) 

In addition to minimizing the communication barriers between users and 
local directories, the **X**.**500** sthndard also provides some 
**directory** **services** capabilities to facilitate retrieval of 
**directory** **information**. FIG. 3 depicts an interconnection of a 
user and different entities which contain credit information for John 
Doe, as discussed in the example above and shown in the table of FIG. 1. 
Under the **X**.**500** standard, user 10 could request John Doe's visa 
• card balance by sending, via its DUA 20, the distinguished name of. . . 
for John Doe in CC's Visa directory to DSA 130. The distinguished name is 
a term of art under the **X**.**500** standard and is the distinctive 
name of a network element (i.e. DSA, DUA, local directory and directory 
entry) which uniquely. . 

SUMMARY: 

BSUM(16) 

Upon . . . Doe in the Visa directory 141, DSA 130 has the option of 
handling this request using different capabilities of the **X**.**500** 
standard which include chaining, referral, and search capabilities. The 
chaining, referral, and search capabilities are available through the 
implementation at. . 

SUMMARY: 

BSUM(17) 

Upon . . . the Visa directory 141, DSA 130 can either transfer the 
request to DSA 140 using the chaining capabilities of the **X**.**500** 
standard or refer the user 10 directly to DSA 140 using the referral 
capability of the **X**.**500** standard. The chaining capability allows 
a DSA, which does not hold the requested information, to handle the 
request for the. 	. 

SUMMARY: 

BSUM(18) 

Another capability of the **X**.**500** standard is searching. 
Illustratively, the search capability allows the user 10 to specify the 
distinguished name of the CC Company. . . distinguished name for the 
information sought or cannot contact the proper DSA directly, accessing 
desired information is difficult, since the **X**. **500** has limited 
capabilities. 

SUMMARY: 
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BSUM(19) 

A drawback of the **X**.**500** standard is that it does not provide an 
effective mechanism for cross-referencing information in the 
interconnection network or for efficiently. . 

SUMMARY: 

BSUM(20) 

**X**.**500** does not provide a complete solution which permits the 
user to access requested information about John Doe when other 
**directory** **information** is known, since this standard does not 
define DSA mechanisms for relating or cross-referencing directory entries 
associated with the same object. Such mechanisms are left as a matter for 
the users and providers of **directory** **services** to agree upon. 
However, two mechanisms, aliases and seeAlso references, which are 
defined in the standard, could be used to. . 

SUMMARY: 

BSUM(22) 

Although the **X**.**500** standard provides interconnection between 
DSAs and some limited **directory** **service** capabilities, it does not 
provide a viable method for cross-referencing or narrowing the search 
scope for directories having entries associated. . . the standard 
permit a user to access information in one context when information in 
another context is known. To improve **directory** **services** under the 
**X**.**500** standard, a linking directory could be employed. A linking 
directory includes one entry per object which could be a person. . 

SUMMARY: 

BSUM(23) 

Previous . . . have demonstrated an effective mechanism which allows 
cross-context information retrieval in a directory network employing a 
standard protocol, such as **X**.**500**, and which enhances the 
**directory** **service** capabilities of the standard without changing 
its structure and characteristics. 

SUMMARY: 

BSUM(24) 

Accordingly, . . . a linking system for improving services in a 
network of directories which employs a standard directory protocol, such 
as the **X**.t*500** standard. It is a further object of our invention to 
provide a method for allowing a user to access **directory** 
**information** about an object in one context by knowing **directory** 
**information** about the object in another context. 

SUMMARY: 

BSUM(26) 

Our invention relates to a linking system for enhancing **directory** 
**service** in a network of directories employing a standard directory 
protocol such as the **X**.**500** standard. Our invention also relates 
to a method to tié implemented in a network of directories employing a 
standard directory protocol for accessing **directory** **information** 
about an object in one context, when **directory** **information** about 
the object in another context is known. 

SUMMARY: 
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BSUM(27) 

This linking system comprises an interconnection network which employs a 
standard directory protocol, such as **X**.**500**, and linking 
components. The interconnection network comprises DUAs and DSAs for 
interconnecting users and directories. DUAs are users' interfaces in. 

SUMMARY: 

BSUM(30) 

The use of the linking system for retrieving **directory** 
**information** can be explained by taking for example a user who wishes 
to access credit information for John Doe, who is. . 

SUMMARY: 

BSUM(34) 
Enhanced **Directory** **Service**--users can access information even 
when all the information necessary to compose the distinguished name of 
the entry containing the information. . 

SUMMARY: 

BSUM(36) 
Preservation of Standard Directory Protocol--**directory** **service** 
capabilities are enhanced without changing the functional model of the 
**X**.**500** standard; 

DRAWING DESC: 

DRWD(2) 

FIG. 1 is a table showing different entities holding **directory** 
**information** regarding John Doe. 

DRAWING DESC: 

DRWD(3) 

FIG. 2 depicts a functional model of an interconnection network 
employing the **X**.**500** standard, from the prior art, for 
interconnecting directories and users of **directory** **information**. 

DRAWING DESC: 

DRWD(4) 

FIG. 3 depicts an **X**.**500** standard network interconnecting a user 
and multiple directories which contain credit information about John Doe 
as shown in FIG. 1. 

DRAWING DESC: 

DRWD(5) 

FIG. 4 depicts a representative embodiment of our linking system, in 
accordance with an aspect of our invention, for enhancing **directory** 

-**service** in a network of directories, which network employs a standard 
directory protocol, such as the **X**.**500** standard. 

DETDESC: 

DETD(2) 
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FIG. 4 depicts a representative embodiment of our linking system for 
enhancing **directory** **service** in a network of local directories, 
which network employs a standard directory protocol, such as the 
**X**.**500** standard. This linking system 500 comprises an 
interconnection network 550 which employs a standard directory protocol, 
such as **X**.**500**, and linking components 200 and 300. The 
interconnection network 550 comprises DUAs 20 and 25 and DSAs 30-70 for 
interconnecting. . . DSAs are connected to DUAs via links 80 - 82 
using standard protocol, such as the DAP protocol of the **X**.**500** 
standard. Furthermore, DSAs are interconnected by links 90 - 96 using a 
standard protocol, such as the DSP protocol of the **X**.**500** 
standard. 

DETDESC: 

DETD(8) 

The . . . distinguished name of the directory entry holding the 
information about an object in a desired context but, instead inputs 
known **directory** **information** about the same object in one context 
and requests information in another desired context. Using the linking 
components in the interconnection network does not impair the 
**directory** **service** capabilities available through the standard 
directory protocol, such as **X**.**500**. Implementation of the linking 
components enhances the service capabilities of the standard directory 
protocol without altering the standard. The linking. . 

DETDESC: 

DETD(27) 

Thus, our linking system enhances **directory** **services** in a 
network, which interconnects local directories and users and employs a 
standard directory protocol, such as the **X**.**500** standard, by 
implementing linking directories and linking applications. Our linking 
system allows a user to access information about an object. . 

CLAIMS: 

CLMS(19) 

19. . . . based upon a user's request for information about an object 
in a particular context, wherein said standard directory protocol is 

CLAIMS: 

CLMS(20) 

20. . . . user's request for information about an object in a 
particular context, wherein said directory interfaces communicate with 
one another using **X**.**500** directory system protocol and said user 
interface communicates with said directory interfaces using **X**.**500** 
directory access protocol. 
=> 
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FILE 'UF,PAT' ENTERED AT 08:34:06 ON 29 AUG 1997 
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PATENT 	TEXT 	FILE 
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5260999 
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5,596,744 Jan. 21, 	1997 395/610 [IMAGE AVAILABLE] 
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1,1 e17c)? Date of Interview 	 

was not reached. Agreement D  was reached with respect to some or all of the claims in question: • 

17, 4,1)11 4's  Identification of prior art discussed.  

) / LAA.A. (")  

All participants (applicant, applicant's representative, PTO personnel): 

(1)  

(2) A  

--t
— 

:0 VQ/11/1  

/No. If yes, brief description. 	  

Type: 0 Telephonic fersonal (copy is given to 0 applicant 	applicant's representative). 

Exhibit shown or demonstration conducted: 0 Yes 

Claims discussed. 	1  

Description of the general nature of what was agreed to if an agreement was reached, or any other comments. 	  
N 

. . 	. (3).. 

) 

Examiner's SI. aturo 

UNITED STATES DEPARTMENT OF COMMERCE 
Patent and Trademark Office 
Address: COMMISSIONER OF PATENTS AND TRADEMARKS 

Washington, D.C. 20231 

 

SERIAL NUMBER 
	

FILING DATE 
	

FIRST NAMED APPLICANT 
	

ATTORNEY DOCKETT NO. 
, 

o 	/ 7L. 0 61 

EXAMINER 

L LA ut 

ART UNIT 
	

PAPER NUMBER 

02  7 6-  

DATE MAILED: 

EXAMINER INTERVIEW SUMMARY RECORD 

(A fuller description, if necessary, and a copy of the amendments, if available, which the examiner agreed would render the claims allowable must be 
attached. Also, where no copy of the amendments which would render the claims allowable is available, a summary, thereof must be attached.) 

It It is not necessary for applicant to provide a separate record of the substance of the interview. 

Unieth the paragraph below has been checked to indicate to the contrary, A FORMAL WRITTEN RESPONSE TO THE LAST OFFICE ACTION IS NOT 
WAIVED AND MUST INCLUDE THE SUBSTANCE OF THE INTERVIEW (e.g., items 1-7 on the reverse side of this form). If a response to the last Office 
action has already been filed, then applicant is given one month from this interview date to provide a statement of the substance of the interview. 

0 2. Since the examiner's interview summary above (including any attachments) reflects a complete respon e to each of the objections, rejections and 
requirements that may be present in the last Office action, and since the claims are now allowable, this mpleted form i considered to fulfill the 
response requirements of the last Office action. Applicant is not relieved from proVi ' 	separate reco of the substa k e of the interview unless 
box 1 above is also checked. 

PTOL-413 (REV. 2-93) 
APPLICANT'S COPY 
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Manual of Patent Examining Procedure, Section 713.04 Substance of Interview Must Be Made of Record 

A complete written statement as to the substance of anyface-to-face or telephone interviewwith regard to an application must be made of record in the application, whether 
or not an agreement with the examiner was reached at the interview. 

§ 1.133 Interviews 

(b) In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as 
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for response to Office actions as specified in §§ 1.111, 1.135. (35 U.S.C. 
132) 

§ 1.2 Business to be transacted in writing. All business with the Patent and Trademark Office should be transacted in writing. The personal attendance of applicants or their 
attorneys or agents at the Patent and Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. 
No attention will be paid to any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt. 

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself incomplete through the failure to record 
the substance of interviews. 

It Is the responsibility of the applicant or the attorney or agent make the substance of an interviéw Of record in tha application file, unless the examiner indicates he or she 
will do so. It is the examiner's responsibility to see that such a record is made and to correct material inaccuracies which bear directly on the question of patentability. 

Examiners must complete a two-sheet carbon interleaf interview Summary Form for each interview held afterJahuarv i',1078Vihrore'arnatV4i:Of sUltan.cerhai beeniiiscussed 
during the interview by checking the appropriate boxes and filling in the blanks in neat handwritten form using a ball point pen. Discussions regarding only procedural matters, 
directed solely to restriction requirements for which interview recordation is otherwise provided for in Section 812.01. of the Manual of Patent Examining Procedure, or pointing 
out typographical errors or unreadable script in Office actions or the like, are excluded from the intèrview recordation preocedures.béloW: 

The interview Summary Form shall be given an appropriate paper number, placed in the right hand portion of the file, and listed on the 'Contents" list on the file wrapper. The 
docket and serial register cards need not be updated to reflect interviews. In a personal interview, the duplicate copy of the Form is rerrib.ved and given to the applicant (or attorney 
or agent) at the conclusion of the interview. In case of a telephonic interview, the copy is mailed to the applicant's correspondence address either with or prior to the next official 
communication. If additional correspondence from the examiner is not likely before an allowance or if other circumstances dictate, the Form should be mailed promptly after the 
telephonic interview rather than with the next official communication. 

The Form provides for recordation of the following information: 
- Serial Number of the application 
- Name of applicant 
- Name of examiner 
- Date of interview 
- Type of interview (personal or telephonic) 
- Name of participant(s) (applicant, attorney or agent, etc.) 
- An indication whether or not an exhibit was shown or a demonstration conducted 
- An identification of the claims discussed 
- An identification of the specific prior art discussed 
- An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by attachment of a copy 'of 

amendments or claims agreed as being allowable). (Agreements as to allowabllity are tentative and do not restrict further action by the examiner to the contrary.) 
- The signature of the examiner who conducted the interview 
- Names of other Patent and Trademark Office personnel present. 

The Form also contains a statement reminding the applicant of his responsibility to the record the substance of the interview. 

Ills desirable that the examiner orally remind the applicant of his obligation to record the substance of the interview in each case unless both applicant and examiner agree 
that the examiner will record same. Where the examiner agrees to record the substance of the interview, or when it is adequately recorded on the Form in an attachment to the 
form, the examiner should check a box at the Form informing the applicant that he need not supplement the Form by submitting a separate record of the interview. 

It should be noted, however, that the interview Summary Form will not be considered and proper recordation of the interview unless it includes, or is supplemented by the 
applicant or the examiner to include, all of the applicable items required below concerning the substance of the interview: 

A complete and proper recordation of the substance of any interview should include at least the following applicable items: 
1) A brief description of the nature of any exhibit shown or any demonstration conducted. 
2) an identification of the claims discussed. 
3) an identification of specific prior art discussed. 
4) an identification of the principal proposed amendments of a substantive nature discused, unless these are already described on the Interview Summary Form completed 

by the examiner. 
5) a brief identification of the general thrust of the principal arguments presented to the examiner. The identification of arguments need not be lengthy or elaborate. A verbatim 

or highly detailed description of the arguments not required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made 
to the examiner can be understood in the context of the application office. Of course, the applicant may desire to emphasize and fully describe those arguments which 
he feels were or might be persuasive to the examiner. 

6) a general indication of any other pertinent matters discussed, and 
7) if appropriate, the general results or outcome of the interview unless already described in the interview Summary Form completed by the examiner. 

Examiners are expected to carefully review the applicant's record of the substance of an interview. If the record is not complete or accurate, the examiner will give the applicant 
one month from the date of the notifying letter or the remainder of any period for response, whichever is longer, to complete the response and thereby avoid abandonment of 
the application (37 CFR 1.135(c)). 

Examiner to Check for Accuracy 

Applicant's summary of what took place at the interview should be carefully checked to determine the accuracy of any argument or statement attributed to the examiner during 
the interview. If there is an inaccuracy and it bears directly on the question of patentability, it should be pointed out in the next Office letter. If the claims are allowable for other 
reasons of record, the examiner should send a letter setting forth his or her version of the statement attributed to him. If the record is complete and accurate, the examiner should 
place the indication "interview record OK" on the paper recording the substance of the interview along with the date and the examiner's initials. 
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ATTORNEY DOCKET NO. 06154/ 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Applicant : 
Serial No.: 
Filed 
Title 

Robert E. Kahn et al. 	 Art Unit: 2756 
08/808,050 	 Examiner: Luu 
February 28, 1997. 
IDENTIFYING MANAGING, ACCESSING, AND TRACKING DIGITAL 
OBJECTS AND ASSOCIATED RIGHTS AND PAYMENTS 

Assistant Commissioner for Patents 
Washington, DC 20231 

PETITION FOR THREE-MONTH EXTENSION OF TIME  

Pursuant to 37 C.F.R. 1.136, applicants hereby 

petition that the period for response to examiner's action mailed 

September 4, 1997, be extended for three months to and including 

March 4, 1998. 

Enclosed is a check for $950 for the required fee. 

Please apply any other charges or any credits to our deposit 

account number 06-1050, reference 06154/004001. 

Date: 	3bigi 

Fish & Richardson P.C. 
225 Franklin Street 
Boston, MA 02110-2804 

Telephone: 617/542-5070 
Facsimile: 617/542-8906 

Respectfully submitted, 

Day d L. Feigenbaum 
Reg. No. 30,378 

Date of Deposit 

  

  

I hereby certify under 37 CFR 1.8(a) that this correspondence is being 
deposited with the United States Postal Service as first class mail 
with sufficient postage on the date indicated abo e and is addressed to 
the Assistant 	missioner for 	Wash g on, D.C. 20231. 
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1855-1930 

WK. Richardson 
1859-1951 

cc?". 
Fre'd-e-gar 

1 FISH & KICHARDSON P.C. 
MAR 0 3 1998 

(4-  

March 3, 1998 

Attorney Docket No.: 06154/004001 

Box CPA 
Assistant Commissioner for Patents 
Washington, DC 20231 

BOSTON 

HOUSTON 

NEW YORK 

SOUTHERN CALIFORNIA 

SILICON VALLEY 

TWIN CITIES 

WASHINGTON, DC 

This paper is a request for a continuation under 37 C.F.R. 1.53(d) of: 

Applicant: 	 Robert E. Kahn and David K. Ely 
Title: 	 IDENTIFYING, MANAGING, ACCESSING, AND 

TRACKING DIGITAL OBJECTS AND 
ASSOCIATED RIGHTS AND PAYMENTS 

Prior U.S. application no: 	08/808,050 
Filing Date: 	 February 28, 1997 

The prior application was complete as defined by 37 CFR 1.51(b), or was a national 
stage of an international application filed in compliance with 35 USC §371. 

The prior application was filed after June 8, 1995. 

This request for a CPA is the reference to the prior application noted above as 
required by 35 USC §120. Kindly abandon the prior application in favor of the 
continued proceedings that are requested herein. 

The prior application is assigned of record to CORPORATION FOR NATIONAL 
RESEARCH INITIATIVES, a District of Columbia corporation, by virtue of an 
assignment submitted to the Patent and Trademark Office for recording on 
December 28, 1993, at 6905/0310. 

"EXPRESS MAIL Mailing Label Number  eM4E130,./(/:5"  

Date of Deposit 	 /3/q  
I hereby certify under 37 CFR 1.10 that this correspondence is being 
deposited with the United States Postal Service as "Express Mail 
Post Office To Addressee" with sufficient postage on the date 
indicated above and is addressed to the Assistant Commissioner for 
Patents, Washington, D.C. 20231. 

/NI Cú4 i`e A  

03/06/1998 MGORDON 00000017 08808050 01 FC:131 
790.00 OP 
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FISH & A.ICHARDSON P.C. 

March 3, 1998 
Page 2 

This request includes sheets, and the following: 

Enclosures: 
• Postcard 
• Copy of Petition of Extension of Time 

The entire disclosure of the prior application is part of this application and is 
incorporated by reference. 

Basic filing fee 790.00 
Total claims in excess of 20 times $22.00 0.00 
Independent claims in excess of 3 times $82.00 0.00 
Fee for Multiple dependent claims 0.00 
Total filing fee: $ 790.00 

A check for the filing fee is enclosed. Please apply any other required fees or any 
credits to deposit account 06-1050, referencing the attorney docket number shown 
above. 

If this application is found to be incomplete, or if a telephone conference would 
otherwise be helpful, please call the undersigned at 617/542-5070. 

Kindly acknowledge receipt of this application by returning the enclosed postcard. 

Please send all correspondence to: 

David L. Feigenbaum, Esq. 
Fish & Richardson P.C. 
225 Franklin Street 
Boston, MA 02110-2804 

Respectfully submitted, 

David L. Feigenbaum 
Reg. No. 30,378 
Enclosures 
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ATTORNEY DOCKET NO. 06154/004001 

Date: 	3/31491  

Fish & Richardson P.C. 
225 Franklin Street 
Boston, MA 02110-2804 

Telephone: 617/542-5070 
Facsimile: 617/542-8906 

Day d L. Feigenbaum 
Reg. No. 30,378 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Applicant : 
Serial No.: 
Filed 
Title 

Robert E. Kahn et al. 	 Art Unit: 2756 
08/808,050 	 Examiner: Luu 
February 28, 1997 
IDENTIFYING MANAGING, ACCESSING, AND TRACKING DIGITAL 
OBJECTS AND ASSOCIATED RIGHTS AND PAYMENTS 

Assistant Commissioner for Patents 
Washington, DC 20231 

PETITION FOR THREE-MONTH EXTENSION OF TIME  

Pursuant to 37 C.F.R. 1.136, applicants hereby 

petition that the period for response to examiner's action mailed 

September 4, 1997, be extended for three months to and including 

March 4, 1998. 

Enclosed is a check for $950 for the required fee. 

Please apply any other charges or any credits to our deposit 

account number 06-1050, reference 06154/004001. 

03/10/1998 SDAVIS 00000061 08808050 
01 FC:117 	 950.00 OP 

Respectfully submitted, 

Date of Deposit 

  

  

I hereby certify under 37 CFR 1.8(a) that this correspondence is being 
deposited with the United States Postal Service as first class mail 
with sufficient postage on the date indicated abo e and is addressed to 
the Assistant o missioner for 	Wash • son, D.C. 20231. 
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UNITED STPtiES OEPARTMENTOFCOMMERCE 
Patent and Trademark Office 
Address: COMMISSIONER OF PATENTS AND TRADEMARKS 

Washington, D.C. 20231 

 

APPLICATION NUMBER 
	

FILING DATE 
	

FIRST NAMED APPLICANT 
	

ATTORNEY DOCKET NO. 

OR/80R, 050 
	

02/28/97 	KAHN 	 06154/004001 

DATE MAILED: 	 05/11/98 

This is a communication from the examiner in charge of your application. 
COMMISSIONER OF PATENTS AND TRADEMARKS 

Responsive to communication(s) filed on 

\This action is FINAL. 

OFFICE ACTIQN SUMMARYA 
D ( 3( ? 

  

0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is closed in 
accordance with the practice under Ex parte Quayle, 1935 D.C. 11; 453 O.G. 213. 

A shortened statutory period for response to this action is set to expire 	..-- 	r thirty days, 
whichever is longer, from the mailing date of this communication. Failure to respond within the pen 	sponse will cause 
the application to become abandoned. (35 U.S.C. § 133). Extensions of time may be obtained under the provisions of 37 CFR 
1.136(a). 

Disposition of Claims 

--- 0 
Claim(s) 

 

is/are pending in the application. 

 

Of the above, claim(s) 	 is/are withdrawn from consideration. 

Li Claim(s) 	  is/are allowed. 

[) Claim(s) 	 — 	4, 	is/are rejected. 

Li Claim(s) 	  is/are objected to. 

O Claims 	 are subject to restriction or election requirement. 

Application Papers 

O See the attached Notice of Draftsperson's Patent Drawing Review, PTO-948. 

O The drawing(s) filed on 	 is/are objected to by the Examiner. 

Li The proposed drawing correction, filed on 	 is Li approved 0 disapproved. 

ri The specification is objected to by the Examiner. 

O The oath or declaration is objected to by the Examiner. 

Priority under 35 U.S.C. § 119 

0 Acknowledgement is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d). 

O All 0 Some* 0 None of the CERTIFIED copies of the priority documents have been 

Li received. 

O received in Application No. (Series Code/Serial Number) 	  

O received in this national stage application from the International Bureau (PCT Rule 17.2(a)). 

*Certified copies not received: 	  

0 Acknowledgement is made of a claim for domestic priority under 35 U.S.C. § 119(e). 

Attachment(s) 

O Notice of Reference Cited, PTO-892 

O Information Disclosure Statement(s), PTO-1449, Paper No(s). 	  

Li Interview Summary, PTO-413 

D Notice of Draftsperson's Patent Drawing Review, PTO-948 

Li Notice of Informal Patent Application, PTO-152 

-- SEE OFFICE ACTION ON THE FOLLOWING PAGES -- 

-,r0L-326 (Rev. 10/95) * U.S. GPO: 1 99n.A,-- 
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1. 	The numbering of claims is not accordance with 37 CFR 1.126. 

The original numbering of the claims must be preserved throughout 

the prosecution. When claims are canceled, the remaining claims 

must not be renumbered. 	When claims are added, except when 

presented in accordance with 37 CFR 1.121(b), they must be 

renumbered consecutively beginning with the number next following 

the highest numbered claims previously presented (whether entered 

or not). 

Misnumbered claims 54-67 have been renumbered as claims 53-66. 

In addition, 

Claims 54-55, 57, 59, 61-66, line 1, change "54" to 

--53--. 

b. Claim 56, line 1, change "56" to "55". 

c. Claim 58, line 1, change "58' to "57". 

d. Claim 60, line 1, change "60" to "59". 

2. 	Claims 53-66 are presented for examination. 

3. 	Claims 61 and 65 are objected to because of the following 

informalities: 

(a) Claim 61, line 1, typographical error "comprisinga". 

(b) Claim 66, line 1, typographical error "comprisingan". 
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4. The following is a quotation of 35 U.S.C. 103(a) which forms 

the basis for all obviousness rejections set forth in this Office 

action: 

(a) A patent may not be obtained though the invention is not 

identically disclosed or described as set forth in section 102 

of this title, if the differences between the subject matter 

sought to be patented and the prior art are such that the 

subject matter as a whole would have been obvious at the time 

the invention was made to a person having ordinary skill in 

the art to which said subject matter pertains. Patentability 

shall,not be negatived by the manner in which the invention 

was made. 

5. Claims 53-55, 57, 59-61, and 65 are rejected under 35 U.S.C. 

§ 103 (a) as being unpatentable over "Workshop on the Protection of 

Intellectual Property Rights in a Digital Library System" by 

Corporation for National Research Initiatives (CFNRI), in view of 

Gopal et al (Gopal) patent no. 5,491,817. 

6. As to claim 1, CFNRI teaches the invention substantially as 

claimed, including a system for organizing digital information in 

a network comprising: 
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digital objects, each of the digital objects comprising one or 

more sequences of structured data or sets of such sequences, each 

of the sequences of sets of sequences incorporating a work or a 

portion of a work or other digital information in which a party has 

rights or interests, or in which there is a value each of the 

sequences or sets of sequences being structured in a way that is 

interpretable by one or more computational facilities on the 

network ("A piece of information ...(see Fig. 1)" in Section a. 

Object, page 1, and "The participants ... Film/Video Library" in 

Section 3.2. Some Case Examples: How will conditions Operate in 

Practices,- page 15). 

each of the digital objects including an identifier that is 

unique within the network ("In order for information 

Certificate of Authenticity" in Section 2.1 Import/Registration, 

page 7), 

a mechanism for managing the uniqueness and persistence of the 

identifiers ("Participants discussed ... software routines" in 

Section 2.4. Catalog Index, page 10), 

at least some of the digital objects including other 

structured data which is useful in processing the digital objects, 

including managing access to them ("Natural Language search 

algorithms" in Section 3.2. Some Case Examples: How will conditions 

Operate in Practices, page 15), and 
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a resolution mechanism that provides information over a 

network about a digital object, given its identifier ("An .active 

intelligent program ... Knowbots" in Section I. Knowledge Robot (or 

Knowbot'), page 2). 

However, CFNRI does not explicitly teach the mechanism for 

managing the uniqueness and persistence of identifiers is a 

distributed mechanism. 

Gopal teaches X.500 defines a standard protocol directory 

services to communicate with different local directories which are 

owned, operated or managed by different entities (col. 1 lines 25-

56). 

It would have been obvious to one of ordinary skill in the 

Data Processing art at the time of the invention to combine the 

teachings of CFNRI and Gopal to provide a distribute mechanism to 

manage uniqueness and persistence of the identifiers because it 

would allow directories to be maintained by different entities and 

to communicate with one another. 

7. 	As to claim 54, CFNRI teaches repositories on the network in 

which digital objects are stored from which they can be accessed 

("Conceptual understanding ... computer networks" in Section 2. 

Operation of a Digital Library System, page 5). 
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8. As to claim 55, CFNRI teaches validation information for at 

least some of the digital objects, the validation information being 

sufficient to permit a determination whether a purported instance 

of a digital object is identical to an original instance of the 

digital object ("Some of this information ... at a later time" in 

Section 2.1 Import/Registration Function, page 7). 

9. As to claim 57, CFNRI teaches other structured data includes 

information about at least one of the following: registration of 

rights in the digital objects; accesses to and uses of digital 

objects; .Ehe terms and conditions for access and use of digital 

objects; the ownership and licensing of rights to digital objects; 

links between different digital objects ("The other transactional 

framework ... within the database." in Section 4.1.2. "Per Access" 

Charges, page 19). 

10. As to claim 59, CFNRI teaches the resolution mechanism is 

scalable and includes servers on the network, each of the servers 

storing information about the state of the digital object including 

information that associates each of the identifiers with the 

location of the corresponding digital object in the network ("Most 

participants favors . . Carnegie Mellon University" in Section 

4.2.1. DLS Model A: The Multiple DLS Environment, page 22). 
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11. As to claim 60, Gopal teaches identifiers distributed the 

state information relatively evenly among all or a subset of 

servers (col. 6 lines 51-54). 

12. As to claim 61, CFNRI teaches a registering authority that 

processes applications for registration of rights or interests 

associated with digital information structured as digital objects, 

based on the digital objects, their identifiers, and validation 

information for each of the digital objects sufficient to determine 

whether a purported instance of a digital object is identical OT an 

original instance ("In order for information ... at a later time" 

in Section 2.1 Import/Registration Function, page 7). 

13. As to claim 65, Gopal teaches an identifier service, 

accessible on the network, for generating the unique identifiers, 

the service including servers each serving a portion of an 

identifier space (col. 2 lines 32-39). 

14. Claims 56 and 58 are rejected under 35 U.S.C. § 103 (a) as 

being unpatentable over "Workshop on the Protection of Intellectual 

Property Rights in a Digital Library System" by Corporation for 

National Research Initiatives (CFNRI), in view of Gopal et al 
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(Gopal) patent no. 5,491,817 as applied to claims 55 and 57 above 

respectively, and further in view of Parker patent no. 5,339,403. 

15. As to claim 56, CFNRI and Gopal teaches the invention 

substantially as claimed as discussed above; however, CFNRI and 

Gopal do not explicitly teach validation information is stored 

separately from the corresponding digital object. Parker teaches 

a validation unit (APA server 12, figure 2) providing 

authentication service for target applications in a distributed 

computer system (col. 1 lines 39-51, and col. 2 lines .9-23). It 

would have' been obvious to one of ordinary skill in the Data 

Processing art at the time of the invention to combine the 

teachings of CFNRI, Gopal, and Parker to use a validation unit to 

store validation information separately from digital object because 

it would provide control access and security to digital objects in 

a distributed computer system. 

16. As to claim 58, it is similar to claim 56; therefore, it is 

rejected under the same rationale. 

17. Claims 62-64 and 66 rejected under 35 U.S.C. § 103 (a) as 

being unpatentable over "Workshop on the Protection of Intellectual 

Property Rights in a Digital Library System" by Corporation for 
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National Research Initiatives (CFNRI), in view of Gopal et al 

(Gopal) patent no. 5,491,817 as applied to claim 53 above, and 

further in view of Wyman patent no. 5,260,999. 

18. As to claim 62, CFNRI and Gopal teaches the invention 

substantially as claimed as discussed above; in addition, CFNRI 

teaches terms and conditions for access to each of the digital 

objects; and the information about terms and conditions available 

to a user in connection with a request for access to one of the 

digital objects ("Prior to the ... within the datalQase" in Section 

4.1 The Transactional Framework, page 18-19). 

However CFNRI and Gopal do not explicitly teach a mechanism 

for user to apply and indicate assent to terms and conditions. 

Wyman teaches a user uses a license document generator program 

to generate a license in accordance with terms and conditions 

negotiated between the user and a server before allowing the user 

accessing a product (col. 1 line 48 - col. 2 line 2, and col. 11 

lines 3-30). 

It would have been obvious to one of ordinary skill in the 

Data Processing art at the time of the invention to combine the 

teachings of CFNRI, Gopal, and Wyman to provide a license mechanism 

for user to apply license for a product base on terms and 

conditions which agreed between the user and provider before 
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permitting the user to access the product because it would manage 

licensing of computer resources. 

19. As to claim 63, Wyman teaches a recordation server on the 

network, the recordation server storing information identifying 

grants or other information on rights or interests or value 

pertaining to the digital objects on the network (license server 

10, figure 1). 

20. As to claim 64, Wyman teaches a reference service on the 

network, separate from the digital objects, for recording 

information about accesses to and transactions associated.with the 

digital objects, the information in the reference service being 

accessible to authorized users (license server 10, figure 1). 

21. As to claim 66, Wyman teaches an authorization server which 

provides information about terms and conditions for access to a 

digital object and authorization for use of the digital object 

(license server 10, figure 1). 

22, THIS ACTION IS MADE FINAL. Applicant is reminded of the 

extension of time policy as set forth in 37 C.F.R. § 1.136(a). 
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A SHORTENED STATUTORY PERIOD FOR RESPONSE TO THIS FINAL ACTION 
IS SET TO EXPIRE THREE MONTHS FROM THE DATE OF THIS ACTION. IN THE 
EVENT A FIRST RESPONSE IS FILED WITHIN TWO MONTHS OF THE MAILING 
DATE OF THIS FINAL ACTION AND THE ADVISORY ACTION IS NOT MAILED 
UNTIL AFTER THE END OF THE THREE-MONTH SHORTENED STATUTORY PERIOD, 
THEN THE SHORTENED STATUTORY PERIOD WILL EXPIRE ON THE DATE THE 
ADVISORY ACTION IS MAILED, AND ANY EXTENSION FEE PURSUANT TO 37 
C.F.R. § 1.136(a) WILL BE CALCULATED FROM THE MAILING DATE OF THE 
ADVISORY ACTION. 	IN NO EVENT WILL THE STATUTORY PERIOD FOR 
RESPONSE EXPIRE LATER THAN SIX MONTHS FROM THE DATE OF THIS FINAL 
ACTION. 

23. Any inquiry concerning this communication or earlier 

communications from the examiner should be directed to Le H. Luu, 

whose telephone number is (703) 305-9650. 	The examiner can 

normally be _reached Monday through Friday from 7:30 AM to 5:00 PM. 

If attempts to reach the examiner by telephone are 

unsuccessful, the examiner's supervisor, 	Frank J. Asta, can be 

reached at (703) 305-3817. 

Any inquiry of a general nature of relating to the status of 

this application should be directed to the Group receptionist whose 

telephone number is (703) 305-9600. 

Any response to this final action should be mailed to: 

Box AF 
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Commissioner of Patents and Trademarks 

Washington, D.C. 20231 

or faxed to: 

(703) 308-9051, (for formal communications; please 

mark "EXPEDITED PROCEDURE") 

Or: 

(703) 308-5359 (for informal or draft 

communications, please label "PROPOSED" or 

"DRAFT") 

Hand-delivered responses should be brought to Crystal Park 

II, 2121 Crystal Drive, Arlington. VA., Sixth Floor 

(Receptionist). 

Le H. Luu 

May 08, 1998 
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BOX AF 

Assistant Commissioner for Patents 
Washington, DC 20231 
	

NOV 2 3 1998  

PETITION FOR THREE-MONTH EXTENSION OF TIMEGroutto  

Pursuant to 37 C.F.R. 1.136, applicants hereby 

petition that the period for response to examiner's action mailed 

May 11, 1998, be extended for three months to and including 

November 12, 1998, as November 11, 1998, was a federal holiday 

and the patent office was closed. A Continued Prosecution 

Application is being filed herewith. 

11/9/J998 SLUNG 00000027 08808050 

r) 7;07 	 435.00 OP 

r: 11/19/1998 SLUANG 0009554300 
ot;.0• Name/Number:08808050  

704 	 $40.00 CR Date of Deposit 	It /A- 47  
I hereby certify under 37 CFR 1.8(a) that this correspondence is being 
deposited with the United States Postal Service as first class mail 
with sufficient postage on the date indicated above and is addressed to 
the Assista t 	missioner f 	ents, Wæ i gton, p.c. 20231. 
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Date: 

Enclosed is a check for $475 for the required fee. 

Please apply any other charges or any credits to our deposit 

account number 06-1050, reference 06154/004001. 

Respectfully submitted, 

Fish & Richardson P.C. 
225 Franklin Street 
Boston, MA 02110-2804 

Telephone: 617/542-5070 
Facsimile: 617/542-8906 
319004.311 

2 

Petitioner Apple Inc. - Exhibit 1022, p. 257



RECEIVED _7i,to_t  
DEC 0 1998 

Group 2700 z-riTENT 

ATTORNEY DOCKET NO. 06154/004001 

c4I41-Ph i 	' 
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Applicant : Robert E. Kahn et al. 	 Art Unit: 
Serial No.: 08/808,050 	 Examiner: 
Filed 	: February 28, 1997 
Title 	: IDENTIFYING, MANAGING, ACCESSING, AND TRACKING 
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Box CPA 

Assistant Commissioner for Patents 
Washington, DC 20231 

INFORMATION DISCLOSURE STATEMENT 

Copies of the references listed on the attached form 

PTO 1449 are enclosed. 

Reference AA was distributed in many copies more than a 

year before the effective filing date of the patent application 

and should be considered prior art. 

Reference AE was publicly available on the Internet 

beginning early in 1994. 

Reference Al is dated August 1992 though it was not 

published until October 22, 1992. 

This statement is being filed with the application. 

Please apply any charges or credits to Deposit Account No. 06-

1050. 

"EXPRESS MAIL Mailing Label Number  ii6Z Íva OS 

Date of Deposit 	ii ' 	/  
I hereby certify under 37 CFR 1.10 that this correspondence is being 
deposited with the United States Postal Service as "Express Mail 
Post Office To Addressee" with sufficient postage on the date 
indicated . 'ove and is addressed to the Assistant Commissioner for 
Patents, Ìashington, D.C. 20231. 
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Attorney Docket No.: 06154/004001 

Box CPA 
Assistant Commissioner for Patents 
Washington, DC 20231 

This paper is a request for a continuation under 37 C.F.R. 1..53(d) of: 

Applicant: 
	

Robert E. Kahn and David K. Ely 
Title: 
	

IDENTIFYING, MANAGING, ACCESSING, AND 
TRACKING DIGITAL OBJECTS AND 
ASSOCIATED RIGHTS AND PAYMENTS 

Prior U.S. application no: 	08/808,050 
Filing Date: 	 February 28, 1997 

The prior application was complete as defined by 37 CFR 1.51(b), or was a national 
stage of an international application filed in compliance with 35 USC §371. 

The prior application was filed after June 8, 1995. 

This request for a CPA is the reference to the prior application noted above as 
required by 35 USC §120. Kindly abandon the prior application in favor of the 
continued proceedings that are requested herein. 

The prior application is assigned of record to CORPORATION FOR NATIONAL 
RESEARCH INITIATIVES, a District of Columbia corporation, by virtue of an 
assignment submitted to the Patent and Trademark Office for recording on 
December 28, 1993 at 6905/0310. 
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Group 2700 

TRACKING 
AND PAYMENTS 

BOX CPA 

Assistant Commissioner for Patents 
Washington, DC 20231 

PRELIMINARY NDMENT 

 

Preliminarily, kindly amend the claims  as follnws: 

\() 1 	

(Amended) A system for organ ing digital 

nfomation in a network that includes c. .utational facilities  

comprising: 

digital objects, each 	the digital objects comprising 

one or more sequences of str ured data or sets of such 

sequences, each of the se 

incorporating a work 

information in whi 

ences or sets of sequences 

portion of a work or other digital 

party has rights or interests, or in which 

there is value, each of the sequences or sets of sequences being 

structured 	a way that is interpretable by one or more of the  

computat nal facilities [on] in the network, 

"EXPRESS MAIL" Mailing Label Number  Pin 	573- 	U_S 

Date of Deposit 9  

  

I hereby certify under 37 CFR 1.10 that this couespondence is being 
deposited with the United States Postal Service as "Express Mail 
Post Office To Addressee" with sufficient postage on the date 
indicated ove and is addressed to the Assistant Commissioner for 
Patents, 

/ 4L. 

Pate 	hington, D.C. 2023 . 
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lect that contains the digital object associated with 

ue identifier. [provides information over a network about 

digital 

the uni 

 

the digital object to be located.] 

   

    

     

X. (Amended) The s tem of claim 	in which 

the resolution m anism is scalable without requiring 

full replication of t state information and includes servers on 

lution mechanism that accepts unique identifiers  a res 

each of the digital objects including an identifier 

that [is unique] uniquely identifies the digital ob 	t within 

the network and persists, with respect to the di. tal object,  

over a period of time that is at least as lon as the existence 

of the digital object, 

[a distributed mechanism an administrative  

mechanism that (a) is distributed am ng the computational 

facilities, (b) assures the unique ess and persistence of the  

identifiers over a time period hat is at least as long as the  

existence of the digital obi t , and (c) distributes state  

information that includes t e identifiers among computational  

facilities by an algorit ic process for managing the uniqueness 

and persistence of the dentifiers, at least some of the digital 

objects including o r structured data which is useful in 

processing the digi al objects, including managing access to 

them, and 

as input and esolves each of the identifiers to state 

information that denotes a computational facility or other 

a dig t I object, its identifier including information enabling 
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[a] an access mechanism for plying terms and 

the network, each of the servers stori • nformation about [the 

state] states of the digital o.ect including information that 

associates [each of] 	identifiers with the [location] 

locations of 	] corresponding digital [object] object in the 

network 

(Amended) The system of claim [59] 	 in which 

or the administrative mechanism distributes [identifiers distribute] 

the state information relatively evenly among all or a subset of 

the [servers] computational facilities. 

15 	Ac›2‹ (Amended) The system of claim 	rther 

0/JV  com rising 

conditions for access to each of 	e digital objects, 

the mechanism incl 'rig information about the terms and 

conditions, and 

the mechani m being arranged to make the information 

about terms and 
	

ditions available to a user in connection with 

a request for ccess to one of the digital objects, to enable the 

user to i oicate assent to the terms and conditions, and to 

permit access to the user only upon the user indicating assent to 

th terms and conditions. 

(Amended) The system of claim 

comprising 

further 

a recordation server on the network, the recordation 

server storing [information identifying grants or other] 

3 
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ep information on rights or interests or value pertaining to the 

digital objects on the network. 

REMARKS  

Applicant's remarks, below, are preceded by quotations 

of the related comments of •the examiner, in small, bold-face 

type. 

1. Misnumbered claims 54-67 have been renumbered as 
claims 53-66. 

In addition, 
a. Claims 54-55, 57, 59, 61-66, line 1, change "54'1  to --53--. 
b. Claim 56, line 1, change "56" to "55". 
c. Claim 58, line 1, change "58" to "57". 
2. Claims 53-56 are presented for examination. 

Applicant has included the text of all claims, 

renumbered, in this response. 

Claims 61 and 65 are objected to because of the 
following informalities: 

a. Claim 61, line 1, typographical error "comprising a". 
b. Claim 66, line 1, typographical error "comprising an". 

The claims have been restated, free of these 

typographical errors. 

5. Claims 53-55, 57, 59-61, and 65 are rejected under 
35 U.S.C. 103(a) as being unpatentable over "Workshop on 
the Protection of Intellectual Property Rights in a 
Digital Library System" by Corporation for National 
Research Initiatives (CFNRI), in view of Gopal et a/. 
(Gopa/) patent no. 5,491,817. 

6. As to claim 53, CFNRI teaches the invention 
substantially as claimed, including a system for 
organizing digital information in a network comprising: 

digital objects, each of the digital objects 
comprising one or more sequences of structured data or 
sets of such sequences, each of the sequences of sets of 
sequences incorporating a work or a portion of a work or 
other digital information in which a party has rights or 
interests, or in which there is a value each of the 
sequences or sets of sequences being structured in a way 
that is interpretable by one or more computational 

4 
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facilities on the network ("A piece of information ... 
(see Fig. 1)" in Section a. Object, page 1, and "The 
participants ... Film/Video Library" in Section 3.2. 
Some Case Examples: How will conditions Operate in 
Practices, page 15). 

each of the digital objects including an identifier 
that is unique within the network ("In order for 
information ... Certificate of Authenticity" in Section 
2.1 Import/Registration, page 7, 

The Corporation for National Research Initiatives is 

known by the acronym "CNRI" rather than "CNFRI". Applicant uses 

"CNRI" in this response. 

Applicant disagrees with the examiner's inference that 

the "objects" referred to in the CNRI reference are equivalent to 

the "digital objects" in the claims. In particular, the CNRI 

reference does not describe or suggest objects as being sequences 

of structured data or sets of such sequences as recited in claim 

53 and claim 58, nor does it describe any mechanism for mapping 

or resolving identifiers to digital objects. 

The examiner is reading way too much into the word 

"name" as used in the CNRI reference. That reference says 

nothing more than that the information required to register an 

object should include a "name of object." The reference neither 

describes nor hints what characteristics the name should have; 

that the name should be anything other than, e.g., a possibly 

non-unique name assigned by the person applying for the 

registration; that the name could be useful in taking actions 

with respect to the object; or that the name could be used to 

identify portions of an object. The reference certainly doesn't 

say that the name should, in the words of claim 53, "uniquely 

identify the digital object among the digital objects within the 

5 

Petitioner Apple Inc. - Exhibit 1022, p. 268



network" (including, for example, digital objects contained in 

other digital objects) nor is there the slightest suggestion of 

that. 

a mechanism for managing the uniqueness and 
persistence of the identifiers ("Participants discussed 
... software routines" in Section 2.4. Catalog Index, 
page 10), 

Again, the examiner has attributed far more substance 

to what is said in the reference than is actually there or 

suggested. Although the cited paragraph mentions indexing and 

cataloging of objects, it is completely silent on if and whether 

the indexing or cataloging would be tied in any way to the "name" 

of the object--there would certainly be other valuable ways to 

index and catalog. But even if it did somehow suggest a link 

between cataloging and the names referred to elsewhere in the 

document, it surely cannot be read to imply anything about "an 

administrative mechanism that ... assures the uniqueness of the 

identifiers"; and even less so about such a mechanism being, in 

the words of claim 53, "distributed among the computational 

facilities." 

at least some of the digital objects including 
other structured data which is useful in processing the 
digital objects, including managing access to them 
("Natural Language search algorithms" in Section 3.2. 
Some Case Examples: How will conditions Operate in 
Practices, page 15), and 

a resolution mechanism that provides information 
over a network about a digital object, given its 
identifier ("An active intelligent program ... Knowbots" 
in Section I. Knowledge Robot (or Knowbot'), page 2) 

But CFNRI neither describes nor hints at a 
resolution mechanism that "accepts the unique 

6 
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identifiers as input and, in response to an identifier, 
provides information over the network about the digital 
object, including information enabling the digital 
object to be located." 

However, CFNRI does not explicitly teach the mechanism 
for managing the uniqueness and persistence of 
identifiers is a distributed mechanism. 

As mentioned above, CNRI not only does not explicitly 

teach the administrative mechanism, it does not even hint at it. 

Nor does it teach or suggest that the administrative mechanism 

should be "distributed among the computational facilities." 

Gopal teaches x.500 defines a standard protocol 
directory services to communicate with different local 
directories which are owned, operated or managed by 
different entities (col. 1 lines 25-56). 

It would have been obvious to one of ordinary skill in 
the Data Processing art at the time of the invention to 
combine the teachings of CFNRI and Gopal to provide a 
distribute mechanism to manage uniqueness and 
persistence of the identifiers because it would allow 
directories to be maintained by different entities and 
to communicate with one another. 

Claim 53 requires "an administrative mechanism that ... 

distributes the identifiers among the computational facilities by 

an algorithmic process." Even if one were to construe the 

"distinguished name" in Gopal (col 2, line 60) to be the 

"identifier" of claim 53, Gopal neither describes nor suggests 

that the identifiers be distributed by an administrative 

mechanism, let alone by one that uses an algorithmic process. 

Gopal does specify a link identifier, which is used to 

identify X.500 records located in various DSA's. But Gopal does 

not disclose or suggest that the link ID be globally unique. Nor 

does Gopal say anything about persistence. 

7 
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Thus, even if Gopal were combined with CNRI, the 

invention would not result. 

7. As to claim 54 ... 

8. As to claim 55 ... 

9. As to claim 57 ... 

10. As to claim 59 ... 

11. As to claim 60 ... 

12. As to claim 61 ... 

13. As to claim 65 ... 

14. Claims 56 and 58 are rejected under 35 U.S.C. 
103(a) as being unpatentable 

15. As to claim 56 ... 

16. As to claim 58 ... 

17. Claims 62-64 and 66 are rejected under 35 U.S.C. 
103(a) as being unpatentable 

18. As to claim 62 ... 

19. As to claim 63 ... 

20. As to claim 64 ... 

21. A to claim 66 ... 

The dependent claims are patentable for at least the 

same reasons as the independent claims from which they depend. 

Applicant asks that all claims be allowed. 

8 
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Please apply any credits or excess charges to our 

deposit account number 06-1050, reference 06154/004001. 

Respectfully submitted, 

Date: 

   

    

   

David L. Feigenbaum 
Reg. No. 30,378 

Fish & Richardson P.C. 
225 Franklin Street 
Boston, MA 02110-2804 

Telephone: 617/542-5070 
Facsimile: 617/542-8906 
319004.B11 
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Applicant : 
Serial 
File 
Titl 

BOXA 

0 1  P 

NOV 1 2 1998 , 
PATENT 

ATTORNEY DOCKET NO 6154 004001 0 0 4 0 0 1 

E EIVED 
DEC 0 1 1998 

Group 2700 

IN THE 
4e iii'AllPda'f-r  

UNITE DATES PATENT.  AND TRADEMARK OFFICE 

Robert E. Kahn et al. 	Art Unit: 
08/808,050 	 Examiner: 
February 28, 1997 
IDENTIFYING, MANAGING, ACCESSING, AND TRACKING 
DIGITAL OBJECTS AND ASSOCIATED RIGHTS AND PAYMENTS 

Assistant Commissioner for Patents 
Washington, DC 20231 

PETITION FOR THREE-MONTH EXTENSION OF TIME  

Pursuant to 37 C.F.R. 1.136, applicants hereby 

petition that the period for response to examiner's action mailed 

May 11, 1998, be extended for three months to and including..-: 

November 12, 1998, as November 11, 1998, was a federal holiday 

and the patent office was closed. A Continued Prosecution 

Applicatión is being filed herewith. 

' /A-  Date of Deposit 	1/  
I hereby certify under 37 CFR 1.8(a) that this correspondence is being 
deposited with the United States Postal Service as first class mail 
with sufficient postage on the date indicated above and is addressed to 
the Assista t 	missioner f 	tents, Wa 	gton, p.c. 20231. 

	

411-7 	
A' IL)  
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avid L. Feigenbaum 
Reg. No. 30,378 

Enclosed is a check for $475 for the required fee. 

Please apply any other charges or any credits to our deposit 

account number 06-1050, reference 06154/004001. 

Respectfully submitted, 

Date: 

Fish & Richardson P.C. 
225 Franklin Street 
Boston, MA 02110-2804 

Telephone: 617/542-5070 
Facsimile: 617/542-8906 
319004.B11 
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Date 
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Fee Fee Amount 
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04/10/1997 02900201 1 101 $40.00 01/30/1997 DA 061050 
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06/12/1997 00000133 1 104 $260.00 02/28/1997 DA 061050 

03/06/1998 00000029 1 131 $790.00 03/03/1998 OP 

03/10/1998 00000100 1 117 $950.00 03/05/1998 OP 

11/19/1998 00000044 1 217 $435.00 11/17/1998 OP 
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11/30/1998 P0000134 1 231 $380.00 11/12/1998 OP 
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LM21/0105 

PAPER NU 

EXAMINER DAVID L FEIFAENBAUM 
FISH AND RICHARDSON 
225 FRANKLIN STREET . 
BOSTON MA 02110-2804 

UNITED STATES DEPARTMENT OF COMMERCE 
Patent and Trademark Office 
Address: COMMISSIONER OF PATENTS AND TRADEMARKS 

Washington, D.C. 20231 

( 

   

6kiV 9 7 	KAHN FIRST NAMED APPLICANT ATYW# 6%14' Pcl. 

01/05/99 

DATE MAILED: 

NOTICE OF ALLOWABILITY 

    

PART 

1 	This communication is responsive to 

  

0 I" 

   

All the claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAIN CLOSED in this application. If not included 
herewith (or previously mailed), a Notice Of Allowance And Issue Fee Due or other appropriate communication will be sent in due 
course. 

- 6 3. The allowed claims are 	‘1.7  

4. 0 The drawings filed on 	 are acceptable. 

5. 0 Acknowledgment is made of the claim for priority under 35 U.S.C. 119. The certified copy has [_1 been received. (_] not been 
j  received. [...] been filed in parent application Serial No. 	  filed on 	  

6.QIIk Note the attached gxaminer's Amendment. 

7. 0 Note the attached t xaminer Interview Summary Record, PTOL-413. 

8. 0 Note the attached Examiner's Statement of Reasons for Allowance. 

9, 0 Note the attached NOTICE OF REFERENCES CITED, P10-892. 

10. 	Note the attached INFORMATION DISCLOSURE CITATION, P10-1449. 

PART II. 

A SHORTENED STATUTORY PERIOD FOR RESPONSE to comply with the requirements noted below is set to EXPIRE THREE MONTHS 
FROM THE "DATE MAILED" indicated on this form. Failure to timely comply will result in the ABANDONMENT of this application. 
Extensions of time may be obtained under the provisions of 37 CFR 1.136(a). 

1. 0 Note the attached EXAMINER'S AMENDMENT or NOTICE OF INFORMAL APPLICATION, PTO-152, which discloses that the oath 
or declaration is deficient. A SUBSTITUTE OATH OR DECLARATION IS REQUIRED. 

APPLICANT MUST MAKE THE DRAWING CHANGES INDICATED BELOW IN THE MANNER SET FORTH ON THE REVERSE SIDE 
OF THIS PAPER. 

a. IKDrawing informalities are indicated on the NOTICE • RE PATENT DRAWINGS, PTO-948, attached hereto or to Paper No, 
	 CORRECTION IS REQUIRED. 

b. 0 The proposed drawing correction filed on 	  has been approved by the examiner. CORRECTION IS 
REQUIRED. 

c. 0 Approved drawing corrections are described by the examiner in the attached EXAMINER'S AMENDMENT. CORRECTION IS 
REQUIRED. 

Formal drawings are now REQUIRED. 

Any response to this letter should include in the upper right harkd corner, the following information from the NOTICE OF ALLOWANCE 
AND ISSUE FEE DUE: ISSUE BATCH NUMBER, DATE OF THE NOME OF ALLOWANCE, AND SERIAL NUMBER. 

Attachments: 
Examiner's Amendment 

_ Examiner Interview Summary Record. PTOL- 413 
.... Reasons for Allowance 
_ Notice of References Cited. PTO:892 

nf ormation Disclosure Citation. PTO-1449 

_ Notice of Informal Application. P10-152 
_ Notice re Patent Drawings. PTO-949 
_ Listing of Bonded Draftsmen 
_ Other 

PTOL-37 (REV. 4-89) * 
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*0-8/ 

Serial Number: 08/808,050 	 2 
Art Uftit: 2756 

1 	An Examiner's Amendment to the record appears below. Should the changes 

and/or additions be unacceptable to applicant, an amendment may be filed as provided 

by 37 C.F.R. § 1.312. To ensure consideration of such an amendment, it MUST be 

submitted no later than the payment of the Issue Fee. 

2. Pursuant to MPEP 606.01, the title has been changed to read: 

A SYSTEM USING ADMINISTRATIVE MECHANISM AND RESOLUTION 

MECHANISM WITH ALGORITHMIC PROCESS FOR UNIQUELY AND 

PERSISTENTLY IDENTIFYING MANAGING AND TRACKING DIGITAL OBJECTS 

3. Any qomments considered necessary by applicant must be submitted no later than 

the payment of the Issue Fee and, to avoid processing delays, should preferably 

accompany the Issue Fee. Such submissions should be clearly labeled "Comments on 

Statement of Reasons for Allowance." 

4. Any inquiry concerning this communication or earlier communications from the 
( 

examiner should be directed to Le H. Luu, whose telephone number is (703) 305-9650. 

The examiner can normally be reached Monday through Friday from 7:00 AM to 4:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
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Serial Number: 08/808,050 
	

3 
Art Milt: 2756 

supervisor, Frank J. Asta, can be reached at (703) 305-3817. The fax phone number for 

this Group is (703) 308-5359. 

Any inquiry of a general nature of relating to the status of this application should be 

directed to the Group receptionist whose telephone number is (703) 305-9600. 

Le H. Luu 

Primary Examiner 

December 29, 1998 
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.i.  

APPLICATION NO. 	 FILING DATE 
	

TOTAL CLAIMS 
	

EXAMINER AND GROUP ART UNIT 
	

DATE MAILED 

02/2a/97 	'014 	LA,ILI, L.. 

First Named 
Applicant 15,V,b) term ext.. 	Dys, 

  

Os 

UNITED STA ,;EPARTMENT OF COMMEInE 
Patent and Trademark Office 

   

NOTICE OF ALLOWANCE AND ISSUE FEE DUE 

DAVID L FEIGENDAHM 
FISH AND s:  :t  
ZZE:: FRANKLIN STREET 
.OSTON.MA 02116-2:D04 

TITLE OF 
INVENTION A 	EM uslNa ADMINISTRATIVE MECHANISM AND RESOLUTION MECHANISM NIT1 

ALGORITHMIC PROCESS FOR.  UNIQUELY AND PERSISTENTLY IDENTIFYJNG 
MANAGING AND TRACKING DIGITAL OBJECTS (AS AMENDED) 

ATTY'S DOCKET NO. 	CLASS-SUBCLASS 
	

BATCH NO. 	APPLN. TYPE 
	

SMALL ENTITY 
	

FEE DUE 
	

DATE DUE 

N757 	LIT IL.I.FY 	NO 	 04 

THE APPLICATION IDENT(PED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION ON THE MERITS IS CLOSED.  

THE ISSUE FEE MUST BE PAID WITHIN  THREE MONTHS  FROM THE MAILING DATE OF THIS NOTICE OR THIS 
APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD CANNOT BE EXTENDED.  

HOW TO RESPOND TO THIS NOTICE: 
I. Review the SMALL ENTITY status shown above. 

If the SMALL ENTITY is shown as YES, verify your 
	

If the SMALL ENTITY is shown as NO: 
current SMALL ENTITY status: 

A. Pay FEE DUE shown above, or 

B. File verified statement of Small Entity Status before, or with, 
payment of 1/2 the FEE DUE shown above. 

II. Part B-Issue Fee Transmittal should be completed and returned to the Patent and Trademark Office (PTO) with your 
ISSUE FEE. Even if the ISSUE FEE has already been paid by charge to deposit account, Part B Issue Fee Transmittal 
should be completed and returned. If you are charging the ISSUE FEE to your deposit account, section "413" of Part 
B-Issue Fee Transmittal should be completed and an extra copY of the form should be submitted. 

III. All communications regarding this application must give application number and batch number. 
Please direct all communications prior to issuance to Box ISSUE FEE unless advised to the contrary. 

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of 
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance •  
fees when due. 

PATENT AND TRADEMARK OFFICE COPY. 
PTOL-85 (REV. 10-96) Approved for use through 06/30/99. (0651-0033) 

A. If the status is changed, pay twice the amount of the 
FEE DUE shown above and notify the Patent and 
Trademark Office of the change in status, or 

B. If the status is the same, pay the FEE DUE shown 
above. 
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02/03/99 1NED 16:58 FAX 617 54. 306 	 Z001 

FISH ez RICHARDSON P.C. 

 

lea 
22.5 Franldin Street 
Boston, Massachusetts 
02110-2804 

Telephone 
617 542-5070 

	

Date 	February 3, 1999 

To Examiner L.Luu 
Group Art Unit 2756 
USPatent and Trademark Office 
Washington, DC 20231 

	

Facsimile number 	06154 00400001 (703) 308-5359 

From David L. Feigenbaum, Esq. 

Re 06154/004001 
Handles - USSN 08/808,050 

Number of pages 

	

including this page 	3 

  

Facsimile 
617 542-8906 

Web Site 
vvvvvv.fr.com  

FAX RECEIVED 
FEB 0 4 1999 

Gratin 2700 

Message PLEASE DELIVER TO EXAMINER L. LUU IMMEDIATELY. 

NOTE: This facsimile is intended for the addressee only and may contain privileged or confidential 
information. If you have received this facsimile in error, please call us collect at (617) 542.5070 
immediately to arrange for its return. Thank you. 
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David L. Feigenbaum 
Reg. No. 30,378 

02/03/99 WED 16:58 FAX 617 54; R906 [Z1002 

FFICI 	PATENT 
ATTORNEY DOCKET NO. 06154/004001 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE FAX RECEIVED 
Art Unit: 2756 	FEB 0 4 599 
Examiner: L.Luu 

Gamm 2700 
Title 	: A SYSTEM USING ADMINISTRATIVE MECHANISM AND 

RESOLUTION MECHANISM WITH ALGORITHMIC PROCESS FOR 
UNIQUELY AND PERSISTENTLY IDENTIFYING MANAGING AND 
TRACKING DIGITAL OBJECTS 

Assistant Commissioner for Patents 
Washington, DC 20231 

LETTER TO THE EXAMINER  

Applicants enclose the one page Abs ract as requested 

by the examiner in a telephone conference. 

Respectfully submitted, 

Applicant : Robert E. Kahn et al. 
Serial No.: 08/808,050 
Filed 	: February 28, 1997 

Date:  -414 f 9  

Fish & Richardson P.C. 
225 Franklin Street 
Boston, MA 02110-2804 

Telephone: 617/542-5070 
Facsimile: 617/542-8906 

Date of Deposit 	  

1 hereby certify that this correspondence is being facsimile transmitted 
to the Patent and Trademark Office o the dat4bdicatcd above. 

 

JAIL<  
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/ 02/03/99 WED 16:58 FAX 617 542 8906 	

O'S/BO 	65 
Z003 

04 AP5' ci OF Thlt "Disci,o5oLg 
IDENTIFYING, MANAGING, ACCESSING, AND TRACKING DIGITAL 

OBJECTS AND ASSOCIATED RIGHTS AND PAYMENTS  

Methods of managing digital objects in a network are 

presented. Holders of rights in digital objects are enabled 

5 to control terms and conditions under which they are 

accessed by users in a network, or are granted to others. 
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225 Franklin Street 41:? C../A  Boston, Massachusetts 
S)'4-  

P-7 - 

Web Site 
wwvv.fr.com  

02110-2804 

Telephone 
617 542-5070 

Facsimile 
617 542-8906 

aq-56-  

Frederick P. Fish 
. 55-193o 

WK. Richardson 
1859-1951 

BOSTON 

NEW YORK 

SILICON VALLEY 

SOUTHERN CALIFORNIA 

TWIN CITIES 

WASHINGTON, DC 

FISH 8i. RICHARDSON P.C. 

t■isca 

April 5, 1999 

Attorney Docket No.: 06154/004001 

Box CPA 
Assistant Commissioner for Patents 
Washington, DC 20231 r\.) 

This paper is a request for a continuation under 37 C.F.R.'1.53(d) of: c) •• 

(pi 
Applicant: 	 ROBERT E. KAHN AND DAVID :K. ELY 
Title: 	 A SYSTEM USING ADMINISTRATIVE 

MECHANISM AND RESOLUTION MECHANISM 
WITH ALGORITHMIC PROCESS FOR UNIQUELY 
AND PERSISTENTLY IDENTIFYING MANAGING 
AND TRACKING DIGITAL OBJECTS 

Prior U.S. application no: 	08/808,050 
Filing Date: 	 *ebruary 28, 1997 

The prior application was complete as defined by 37 CFR 1.51(b), or was a national 
stage of an international application filed in compliance with 35 USC §371. 

The prior application was filed after June 8, 1995. 

This request for a CPA is the reference to the prior application noted above as 
required by 35 USC §120. Kindly abandon the prior application in favor of the 
continued proceedings that are requested herein. - 

"EXPRESS MAIL" Mailing Label Number 	Aa(f6'173.coS 
Date of Deposit 

  

04/07/1999 CROAK 00000013 08808050 

01 FC:231 	 380.00 OP 

I hereby certify under 37 CFR 1.10 that this correspondence is being 
deposited with the United States Postal Service as "Express Mail 
Post Office To Addressee" with sufficient postage on the date 
indicated above and is addressed to the Assistant Commissioner foi-
Patents, Washington, D.C. 20231. 
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FISH & LHARDSON P.C. 

April 5, 1999 
Page 2 

The prior application is assigned of record to CORPORATION FOR NATIONAL 
RESEARCH INITIATIVES, a District of Columbia corporation, by virtue of an 
assignment submitted to the Patent and Trademark Office for recording on 
December 28, 1993 at 6905/0310. 

This request includes 3 sheets, and the following: 

Enclosures: 
• Postcard 

The entire disclosure of the prior application is part of this application and is 
incorporated by reference. 

This case is entitled to small entity status. Small entity status in a previous case is 
still proper. 	Fees are being paid herein at a small entity rate. 

Basic filing fee 380.00 
Total claims in excess of 20 times $9.00 0.00 
Independent claims in excess of 3 times $39.00 0.00 
Fee for Multiple dependent claims 0.00 
'total filing fee: $ 380.00 

A check for the filing fee is enclosed. Please apply any other required fees or any 
credits to deposit account 06-1050, referencing the attorney docket number shown 
above. 

If this application is found to be incomplete, or if a telephone conference would 
otherwise be helpful, please call the undersigned at 617/542-5070. 
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FISH ez RILHARDSON P.C. 

April 5, 1999 
Page 3 

Kindly acknowledge receipt of this application by returning the enclosed postcard. 

Please send all correspondence to: 

David L. Feigenbaum, Esq. 
Fish & Richardson P.C. 
225 Franklin Street 
Boston, MA 02110-2804 

Respectfully submitted, 

David L. Feigenbaum 
Reg. No. 30,378 
Enclosures 

365966.B11 
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COMMISSIONER OF PATENTS AND TRADEMARKS 

NOTICE OF ALLOWABILITY 

All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included herewith (or 
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Li Acknowledgement is made of .a claim for foreign priority under 35 U.S.C. § 119(a)-(d). 

ID All •  0 Some* 0 None of the CERTIFIED copies of the priority documents have been 

0 received. 

E1 received in Application No. (Series Code/Serial Number) 	  

0 received in this national stage application from the International Bureau (PCT Rule 17.2(a)). 

*Certified copies not received: 	  

Cl Acknowledgement is made of a claim for domestic priority under 35 U.S.C. § 119(e). 

A SHORTENED STATUTORY PERIOD FOR REPLY to comply with the requirements noted below is set to EXPIRE THREE MONTHS 
FROM THE "DATE MAILED" of this Office action. Failure to timely comply will result in ABANDONMENT of this application. Extensions of 
time may be obtained under the provisions of 37 CFR 1.136(a). 

11] Note the attached EXAMINER'S AMENDMENT or NOTICE OF INFORMAL APPLICATION, PTO-152, which discloses that the oath or 
declaration is deficient. A SUBSTITUTE OATH OR DECLARATION IS REQUIRED. 

Applicant MUST submit NEW FORMAL DRAWINGS 

CI because the originally filed drawings were declared by applicant to be informal. 

\Fill  including changes required by the Notice of Draftperson's Patent Drawing Review, PTO-948, attached hereto or to Paper No.  7  . 

LI including changes required by the proposed drawing correction filed on 	  which has been approved 
by the examiner. 

0 including changes required by the attached Examiner's Amendment/Comment. 

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the reverse side of the drawings. 
The drawings should be filed as a separate paper with .a transmittal letter addressed to the Official Draftperson. 

0 Note the attached Examiner's commentregarcling REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Any reply to this notice should include, in the upper right hand corner, the APPLICATION NUMBER (SERIES CODE/SERIAL NUMBER). If 
applicant has received a Notice of Allowance and Issue Fee Due, the ISSUE BATCH NUMBER and DATE of the NOTICE OF 
ALLOWANCE should also be included. 

Attachment(s) 

111 Notice of References Cited, PTO-892 

111 Information Disclosure Statement(s), PTO-1449, Paper No(s). 	 

1=1 Notice of Draftsperson's Patent Drawing Review, PTO-948 

LI  Notice of Informal Patent Application, PTO-152 
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I hereby certify under 37 CFR §1.10 that this correspondence is being 
deposited with the United States Postal Service as Express Mail Post 
Office to Addressee with sufficient postage on the date indicated below 
and is addressed to the Assistant Commissioner for Patents, Washington. 
D.C. 20231. 

NOV 2 6 1999 
To/November 23, 1999 	 Group 2700 

Frederi 
585 

WK. Richardson 
1859-1951 

ISH & RICHARDSON P.C. 

LL 

	 RECEIVED 

Attorney Docket No.: 06154-004001 

Box CPA 
Assistant Commissioner for Patents 
Washington, DC 20231 

This paper is a request for a continuation under 37 CFR 1.53(d) of: 

Web Site 
wwvv.fr.corn 

   

BOSTON 

DELAWARE 

NEW YORK 

SILICON VALLEY 

SOUTHERN CALIFORNIA 

TWIN CITIES 

WASHINGTON, DC 

Applicant: ROBERT E. KAHN AND DAVID K. ELY  
Title: 	A SYSTEM USING ADMINISTRATIVE MECHANISM A4 - D 	.1S.93 

' L. 
Title: 

RESOLUTION MECHANISM WITH ALGORITHMIGTROCESS FOR 
UNIQUELY AND PERSISTENTLY IDENTIFYING MANAGING — 
AND TRACKING DIGITAL OBJECTS 

Prior U.S. application no: 	08/808,050 
Filing Date: 	 November 23, 1999 

The prior application was complete as defined by 37 CFR 1.51(b), or was a national 
stage of an international application filed in compliance with 35 USC §371. 

'the prior application was filed after June 8, 1995. 

This request for a CPA is the reference to the prior application noted above as 
required by 35 USC §120. Kindly abandon the prior application in favor of the 
continued proceedings that are requested herein. 

The prior application is assigned of record to CORPORATION FOR NATIONAL 
RESEARCH INITIATIVES, a District of Columbia corporation, by virtue of an 
assignment submitted to the Patent and Trademark Office for recording on December 
28, 1993 at 6905/0310. 

This request includes 2 sheets, and the following: 

CERTIFICATE OF MAILING BY EXPRESS MAIL 

Express Mail Label No. 	El 2246710L1I US  

11/26/1999 SLUANG1 00000067 08808050 

Cl FC:231 	 380.00 OP 

Typed or Printed Name of Person Signing Certificate 
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FISH & R.L.IHARDSON P.C. 

Assistant Commissioner for Patents 
f4= November 23, 1999 

Page 2 

RECEIVED 
NOV 2 6 1999 

Group 2700 
Enclosures: 

— Preliminary amendment, 4 pages. 
— New disclosure information, including: 

Information disclosure statement, 1 pages. 
PTO-1449, 2 pages. 
References, 9 items. 

— This application is still entitled to small entity status. 
— Postcard. 

The entire disclosure of the prior application is part of this application and is 
incorporated by reference. 

Basic filing fee 	 $380 
Total claims in excess of 20 times $9 	 S 	 $0 
Independent claims in excess of 3 times $39 	 $0 
Fee for multiple dependent claims 	 $0 
Total filing fee: 	 $380 

A check for the filing fee is enclosed. Please apply any other required fees or any 
credits to deposit account 06-1050, referencing the attorney docket number shown 
above. 

Ifthis application is found to be incomplete, or if a telephone conference would 
otherwise be helpful, please call the undersigned at (617) 542-5070. 

Kindly acknowledge receipt of this application by returning the enclosed postcard. 

Please send all correspondence to: 

DAVID L. FEIGENBAUM 
Fish & Richardson P.C. 
225 Franklin Street 
Boston, MA 02110-2804 

Respectfully submitted, 

David L. Feigenbaum 
Reg. No. 30378 
Enclosures 
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Attorney's Docket No.: 06154-004001 

FIECEIV6:(‘'l()C 

/ 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 
NOV 2 6' 1999 

Applicant : Robert E. Kahn et al. 	 Art Unit : 
Serial No. : 08/808,050 	 Examiner : 
Filed 	: November 23 1999 
Title 	: A SYSTEM USING ADMINISTRATIVE MECHANSIM AND RESOLUTION 

MECHANISM WITH ALGORITHMIC PROCESS FOR UNIQUELY AND 
PERSISTENTLY IDENTIFYING MANAGING AND TRACKING DIGITAL 
OBJECTS 

BOX CPA 
Assistant Commissioner for Patents 
Washington, D.C. 20231 

PRELIMINARY AMENDMENT 

Please amend the title to read: --A SYSTEM FOR UNIQUELY AND PERSISTENTLY 

IDENTIFYING, MANAGING, AND TRACKING DIGITAL OBJECTS—. 

Please amend the claims as follows (for convenience, all claims have been recited, 

including those which have not been changed): 

\--'5•k (twice amended) A system for organizing [digital] information in a network that 

includes computational facilities comprising: 

digital objects, each of the digital objects comprising one or more sequences of bits  

[structured data] or sets of such sequences, each of the sequences or sets of sequences 

incorporating a work or a portion of a work or other [digital] information in which a party has 

rights or interests, or in which there is value, each of the sequences or sets of sequences being 

structured in a way that is interpretable by one or more of the computational facilities in the 

network, 

CERTIFICATE OF MAILING BY EXPRESS MAIL 

Express Mail Label No.  EL224673041US 

I hereby certify under 37 CFR §1.10 that this correspondence is being 
deposited with the United States Postal Service as Express Mail Post 
Office to Addressee with sufficient postage on the date indicated below 
and is addressed to the Assistant Commissioner for Patents, Washington, 
D.C. 20231, 

November 23, 1999 
Date of Deposi 

AmulA /14--,t AWÇ  
Typed or Printed Name of Person Signing Certificate 

Group 2700 

Signature 
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each of the digital objects [including] having  an identifier that uniquely identifies the 

digital object within the network and persists with respect to the digital object over a period of 

time that is at least as long as the existence of the digital object, 

an administrative mechanism that (a) is distributed among the computational facilities, 

(b) assures the uniqueness and persistence of the identifiers over a time period that is at least as 

\ long as the existence of the digital objects, and (c) distributes state information that includes the 

identifiers among computational facilities by an algorithmic process for managing the 

uniqueness and persistence of the identifiers, at least some of the digital objects including other 

[structured data] information which is useful in processing the digital objects, including 

managing access to them, and 

a resolution mechanism that accepts unique identifiers as input and resolves each of the 

identifiers to state information that denotes a computational facility or other digital object that 

contains the digital object associated with the unique identifier. 

54. (unchanged) The system of claim 53 further co 

repositoities on the network in which digital obje are stored and from which they can 

be accessed. 

55. (unchanged) The system o aim 53 further comprising 

validation information for a east some of the digital objects, the validation information 

being sufficient to permit a ermination whether a purported instance of a digital object is 

identical to an origin nstance of the digital object. 

56. hanged) The system of claim 55 in which the validation information is stored 

separately om the corresponding digital object. 

57. (twice amended) The system of claim 53 wherein the other [structured data 

includes] information [about] includes at least one of the following: registration of rights in the 

\ \C% digital objects; accesses to and uses of digital objects; the terms and conditions for access and 

use of digital objects; the ownership and licensing of rights to digital objects, links between 

different digital objects. 

sing 

2 
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RECE I V ED 	 
58. 	(amended) The system of claim 57 in which the other [structured data] 

NOV 2 6 1999 
information is stored separately from the corresponding digital object. 

	C4°UP-z"7400-  
(tWice amended) The system of claim in which 

the resolution mechanism is scalable without requiring full replication of the state 

information and includes servers on the network, each of the servers storing information about 

the state of the digital object including information that associates the identifiers with the 

locations of corresponding digital [object] objects in the network.  

60. (unchanged) The system of 	53 in which the administrative mechanism 

distributes the state informatio 	atively evenly among all or a subset of the computational 

facilities. 

61. (amended) The system of claim 53 further comprising 

\-\ 

	

	a registration authority that processes applications for registration of rights or interests 

associated with [digital] information structured as digital objects, based on the digital objects, 

their identifiers, and validation information for each of the digital objects sufficient to determine 

whether a purpctrted instance of a digital object is identical to an original instance. 

11■ :e 	(twice amended) The system of claim further comprising 

an access mechanism for applying terms and conditions for access to each of the digital 

objects and/or the information incorporated therein, 

the mechanism including information about the terms and conditions, and 

the mechanism being arranged to make the information about teiiiis and conditions 

available to a user in connection with a request for access to one of the digital objects and/or the 

information incorporated therein, to enable the user to indicate assent to the terms and 

conditions, and to permit access to the user only upon the user indicating assent to the terms and 

conditions. 

63. 	(unchanged) The sy m of claim 53 further comprising 

a recordation server the network, the recordation server storing information on rights 

or interests or value pining to the digital objects on the network. 

3 
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\'?" 
	(amended) The system of claim further comprising 

Ncl 
	a reference service on the network, separate from the digital objects, for recording 

\-\ information about digital objects including accesses to and transactions associated with the 

digital objects, the information in the reference service being accessible to authorized users. 

65. (unchanged) The syste 	claim 53 further comprising 

an identifier service, a ssible on the network, for generating the unique identifiers, the 

service including serv each serving a portion of an identifier space. 

66. (amended) The system of claim 53 further comprising 

an authorization server which provides information about terms and conditions for access 

to a digital object and/or the information incorporated therein and access to and authorizations 

for use of the digital objects  and/or the information incorporated therein. 

REMARKS 

Applicant asks that all claims be allowed. 

Please apply any excess charges or credits to deposit account 06-1050, reference 06254-

004001. 

Respectfully submitted, 

Date: 

    

    

David L. Feigenbaum 
Reg. No. 30,378 

Fish & Richardson P.C. 
225 Franklin Street 
Boston, MA 02110-2804 
(617) 542-5070 telephone 
(617) 542-8906 facsimile 
www.fr.com  web site 

20001277.doc 
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Serial No. : 08/808,050 	 Examiner : 
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Title 	: A SYSTEM USING ADMINISTRATIVE MECHANISM AND RESOLUTION 

MECHANISM WITH ALGORITHMIC PROCESS FOR UNIQUELY AND 
PERSISTENTLY IDENTIFYING MANAGING AND TRACKING DIGITAL 
OBJECTS 

BOX CPA 
Assistant Commissioner for Patents 
Washington, D.C. 20231 

INFORMATION DISCLOSURE STATEMENT 

Applicant submits the references listed on the attached form PTO-1449, copies of which 

are enclosed. 

This statement is being filed with the application. Please apply any charges or credits to 

Deposit Account No. 06-1050, reference 06154-004001. 

Respectfully submitted, 

      

Date: 	ft  

   

     

    

Davi L. Feigenbaum 
Reg. No. 30,378 

     

DLF/lja 

Fish & Richardson P.C. 
225 Franklin Street 
Boston, MA 02110-2804 
(617) 542-5070 telephone 
(617) 542-8906 facsimile 
www.fr.com  web site 

20001284.doc 

CERTIFICATE OF MAILING BY EXPRESS MAIL 

Express Mail Label No, 	EL224673041US  

I hereby certify under 37 CFR §1.10 that this correspondence is being 
deposited with the United States Postal Service as Express Mail Post 
Office to Addressee with sufficient postage on the date indicated below 
and is addressed to the Assistant Commissioner for Patents, Washington, 
D.C. 20231. 

Typed or Printed Name of Person Signing Certificate 
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OFi/1F1/00 
This is a communication from the examiner in charge of your application. 
COMMISSIONER OF PATENTS AND TRADEMARKS 

NOTICE OF ALLOWABILITY 

All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included herewith (or 
previously mailed), a Notice of Allowance and Issue Fee Due .r other appropriate co munication ill b mailed in due ours 

	

A 	
k?
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This communication is responsive to 	 0 	 Nil ‘I■ 42717  q 1 
The allowed claim(s) is/are 	  

C7 The drawings filed on 	 are acceptable. 

0 Acknowledgement is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d). 

CI All 0 Some* 0 None of the CERTIFIED copies of the priority documents have been 

0 received. 

O received in Application No. (Series Code/Serial Number) 	  

0 received in this national stage application from the International Bureau (PCT Rule 17.2(a)). 

*Certified copies not received: 	  

El Acknowledgement is made of a claim for domestic priority under 35 U.S.C. § 119(e). 

A SHORTENED STATUTORY PERIOD FOR REPLY to comply with the requirements noted below is set to EXPIRE THREE MONTHS 
FROM THE "DATE MAILED" of this Office action. Failure to timely comply will result in ABANDONMENT of this application. Extensions of 
time may be obtained under the provisions of 37 CFR 1.136(a). 

0 Note the attached EXAMINER'S AMENDMENT or NOTICE OF INFORMAL APPLICATION, PTO-152, which discloses that the oath or 
declaration is deficient. A SUBSTITUTE OATH OR DECLARATION IS REQUIRED. 

2
4 Applicant MUST submit NEW FORMAL DRAWINGS 

0 because the originally filed drawings were declared by applicant to be informal. 

including changes required by the Notice of Draftperson's Patent Drawing Review, PTO-948, attached hereto or to Paper No.  7  
Li including changes required by the proposed drawing correction filed on 	 , which has been approved 

by the examiner. 

E including changes required by the attached Examiner's Amendment/Comment. 

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the reverse side of the drawings. 
The drawings should be filed as a separate paper with a transmittal letter addressed to the Official Draftperson. 

0 Note the attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 
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II. Part B-Issue Fee Vansmittel should be conipleted and returned to the Patent and Trademark Office (PTO) with your 

ISSUE FEE. Even if the ISSUE FEE has already. been Paid by charge to deposit account, Part B Issue Fee Transmittal 
should be completed and returned. If you are charging the ISSUE FEE to your deposit account, section "4h" of Part 
B-Issue Fee Transmittal should be completed and an extra copy-of the form should be submitted. 

III. All communications regarding this application must give application number and batch number. 
Please direct all communications prior to issuance to Box ISSUE FEE unless advised to the contrary. 

IMPORTANT REMINDER: Utility patents issuing on applications 'filed on or after Dec. 12, 1980 may require payment of 
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance 
fees when due. 

PATENT AND TRADEMARK OFFICE COPY 
PTOL-85 (REV. 10-96) Approved for use through 06/30/99. (0651-0033) 	 'U.S. GPO: 1899-454-457/24601 
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Assistant Commissioner for Patents 
Washington, D.C. 20231 
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1. Change of correspondence address or indication of " Fee Address" (37 CFR 1.363). 
Use of PTO form(s) and Customer Number are recommended, but not required. 

0 Change of correspondence address (or Change of Correspondence Address form 
PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form PTO/SB/47) attached. 

2. For printing 
(1) the names 
attorneys or 
the name of 
member a registered 
and the names 
attorneys or 
name will be 

on the patent front page, list 
of up to 3 registered patent 	1 Fish & Richardson P . C . 

agents OR, alternatively, (2) 
a single firm (having as a 

attorney or agent) 	2 
of up to 2 registered patent 

agents. If no name is listed, no 
printed. 	 3 

' 3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 
PLEASE NOTE: Unless an assignee is Identified below, no assignee data will appear on the patent. 
Inclusion of assignee data is only appropiate when an assignment has been previously submitted to 
the PTO or is being submitted under separate cover. Completion of this form is NOT a subsititue for 
filing an assignment. 

(A) NAME OF ASSIGNEE 
CORPORATION FOR NATIONAL RESEARCH INITIATIVES 
(B) RESIDENCE: (CITY & STATE OR COUNTRY) 

Reston, VA 
Please check the appropriate assignee category Indicated below (will not be printed on the patent) 

0 individual 	corporation or other private group entity 	0 government 

4a. The following fees are enclosed (make check payable to Commissioner 
of Patents and Trademarks): 

%I Issue Fee 

0 Advance Order - # of Copies 	10 

4b. The following fees or deficiency in these fees should be charged to: 

DEPOSIT ACCOUNT NUMBER 	06-1050 
(ENCLOSE AN EXTRA COPY OF THIS FORM) 

10 Issue Fee 

KI Advance Order - # of Copies 	10  
The COMMISSIONER OF PATENTS AND TRADEMARKS IS requested to apply the Issue Fee to the application identified above. 
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Burden Hour Statement: This form is estimated to take 0.2 hours to complete. Time will vary 
depending on the needs of the individual case. Any comments on the amount of time required 
to complete this form should be sent to the Chief Information Officer, Patent and Trademark 
Office, Washington, D.C. 20231. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND FEES AND THIS FORM TO: Box Issue Fee, Assistant Commissioner for 
Patents, Washington D.C. 20231 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection 
of information unless it displays a valid OMB control number. 
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Petitioner Apple Inc. - Exhibit 1022, p. 300



1
0

 
R

ig
h

ts
 H

o
ld

e
r r

-
 

•
 

•
 

1
0
1
0
 

In
fo

rm
a

tio
n

 a
n

d
 R

e
fe

re
n

ce
 S

e
rv

e
r 

1
0/

0
4

 

D
ig

ita
l O

b
je

ct
 

•
 

•
 

•
 

1
0
0
8
 

P
ro

p
e

rt
ie

s 
R

e
co

rd
s 

1
0

1
4

 
D

ig
ita

l S
ig

n
a

tu
re

 
C

h
a
in

 o
f 
T

itl
e
 H

is
to

ry
 

1
0

5
0

 
1»

 52
 

T
e
m

p
o
ra

l H
is

to
ry

 o
f 
lie

la
tt
ri
f,
  O

bj
ec

t 
1

0
5

3
 

P
ro

p
e
rt

ie
s 

R
e
co

rd
 

H
a

n
d

le
 

R
M

S
 I

D
—

O
ri
g

in
a

to
r 

N
a

m
e

 
D

e
sc

ri
p

 	
 

T
im

e
/D

a
te

 
F

o
rm

a
t 

T
e
rm

s 

0
1
6
 

T
ra

n
sa

ct
io

n
 R

e
co

rd
 

1
0
3
2
 

T
im

e
/D

a
te

 
1
0
3
4
 

ID
 

H
an

dl
e 

1
0

1
2

 
T

e
rm

s 
1

0
3

6
 

1
0

0
6

 
1

0
0

2
 

1
0

)  
2

 

H
a
n
d
le

' 
-4
-

0
-  

•
 

•
 

•
 

R
e

p
o

si
to

ry
 

D
ig

ita
l O

b
je

ct
 

R
e
la

te
d
 I
n
fo

rm
a
tio

n
 

D
ig

ita
l O

b
je

ct
 

• 
R

e
la

te
d

 I
n

fo
rm

a
tio

n
 

•
 

•
 M

a
n

a
g

e
m

e
n

t 
S

ys
te

m
s 

Tr
an

sa
ct

io
n 

in
fo

 
te

rm
s/

co
nd

iti
on

s 

In
fo

 

1
0
1
4
 1
0
1
2
 

1
0
1
8
 

1
0
2
0
 

1
0
2
2
 

1
0
2
4
 

1
0

2
6

 
1
0
2
8
 
	

1
0
3
0
 

R
ig

h
ts

 M
g
m

t 
T

ra
n
sa

ct
io

n
 I
n
fo

 

•
 

1
4

 

U
s
e
r
 I
 

•
 

•
 

•
 

1
0
4
0
 

1
,Ha

n
d

le
 S

e
rv

e
rs

 
1
0
4
2
 

1
0
4
4
 

1
0
4
6
 

F
IG

. 
1

 

R
ig

h
ts

 M
a
n
a
g
e
m

e
n
t 
S

ys
te

m
  

T
ra

n
sa

ct
io

n
 I

n
fo

rm
a

tio
n

 
T

e
rm

s/
C

o
n

d
iti

o
n

s 

Petitioner Apple Inc. - Exhibit 1022, p. 301



R
ig

ht
s 

H
ol

de
r 

W
o
rk

st
a
tio

n
 

4
2
 

3
2

 	
14

3
 	

3
1

 

D
ig

ita
l I

te
m

 
M

an
ag

em
en

t S
ys

te
m

 

	
N

 
R

ig
h

ts
 R

e
g

is
tr

a
r 

F
a
c
ili

ty
 

I 
S

up
po

rt
 S

ys
te

m
s 

P
ub

lic
 A

cc
es

s 
.„

--
4

1
 

R
e
g
is

tr
a
tio

n
 

C
at

al
og

in
g 

S
ys

te
m

 	
L4

4 
_
_
_
. 

--
3
4
 

D
at

ab
as

e 
. U

se
r 

A
ge

nt
 

..„
( 	

 

+
 i 1 1 	

4
6
 

R
e
g
is

tr
a
ti
o
n
 -

--
 4

0
 

R
ig

h
ts

 
3
8
_
--

 
M

an
ag

em
en

t 
S

ys
te

m
 

"4
 

S
ys

te
m

 

T
ra

 e
ki

ng
 

 

1

L
i 

 

S
ys

te
m

 
R

e
p
o
si

to
ry

 
3

6
 

R
ec

or
da

tio
n 

S
ys

te
m

 
—

4
8
 

H
an

dl
e 

M
an

ag
em

en
t S

ys
te

m
s 

5
8

 	
5

6
 

/
5
9
 	

/
 	

/
 

 

H
an

dl
e 

S
er

ve
r 

D
ire

ct
or

y 
H

an
dl

e 
S

e
rv

e
r 

H
an

dl
e 

G
en

er
at

or
 

_ 
_ 

F
IG

. 
2

 

Petitioner Apple Inc. - Exhibit 1022, p. 302



P
ri
va

te
 K

e
y 

1
0

0
 

1
1

0
 

1
1

2
 

D
is

tin
g

u
is

h
e

d
 

N
am

e 
 

P
u

b
lic

 K
e

y  

C
e

rt
if
ic

a
te

 

K
ey

 
G

e
n
e
ra

to
r 

1
0

8
 

D
ig

it
a

l 
S

ig
n

in
g

 

$
 

E
n

cr
yp

tio
n

 
A

lg
o

ri
th

m
 

1
0

6
 

7
_

1
 	 

H
a
sh

in
g
 

F
u
n
ct

io
n
 

1
0

4
 

D
ig

it
a
l 

S
ig

n
a

tu
re

 

1
0

5
 

O
b
je

ct
 

1
0

2
 

C
e

rt
if
ic

a
te

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

1
1

2
 

 
 

 

 
 

 
 

 
 

 
 

 
 

D
is

tin
g

u
is

h
e

d
 

N
am

e 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

1
1
0
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 

I 
P

u
b
lic

 K
e
y 

 
 

 
 

 
 

 

V
e
ri
fic

a
tio

n
 

 
 

 
 

 
 

 
 

 
 

1
0

8
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

O
b
je

ct
 

 
 

 

H
as

hi
ng

 
F

u
n
ct

io
n
 

1
0
4
 

 
 

E
n

cr
yp

tio
n

 
A

lg
o
ri
th

m
 

1
0
6
 

 
 

 
 

 
 

 

D
ig

it
a

l 
S

ig
n

a
tu

re
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

1
0

2
 

 
 

 
 

 
 

 
 

 
 

 
 

 

F
IG

 3
 

Petitioner Apple Inc. - Exhibit 1022, p. 303



1
1

6
 

P
o

lic
y
 

C
e
rt

if
ic

a
te

 
A

u
th

o
ri
ty

 

C
e

rt
if
ic

a
te

 
A

u
th

o
ri
ty

 
1
1
4
 

C
e
rt

if
ic

a
te

 
A

u
th

o
ri
ty

 

 
 

 

1
1

4
 

 
 

 

 
 

 
 

 

 
 

 
 

 

In
te

rn
e
t 
S

o
ci

e
ty

 

 

w
e
ll-

k
n
o
w

n
 

p
u

b
lic

 k
e

y 
In

te
rn

e
t 
P

o
lic

y
 

R
e

g
is

tr
a

ti
o

n
 A

u
th

o
ri
ty

 

 

P
o

lic
y
 

C
e
rt

if
ic

a
te

 
A

u
th

o
ri
ty

 

1
1

6
 

C
e
rt

if
ic

a
te

 
A

u
th

o
ri
ty

 

1
1
4
 

• 
•
 
•
 

'7
1
1
,A

tI
V

A
II

V
IM

M
IZ

/1
; 

D
is

t 
N

a
m

e
 

P
u

b
lic

 K
e

y 

1
1
0
 

F
IG

. 
4
 

Petitioner Apple Inc. - Exhibit 1022, p. 304



subzone 1 .HANDLE .US • • • 

variable length string defined on a per country basis country code 

  

134 
	 132 

130 

FIG 5 

serial number timestamp 

 

subzone n 

  

    

     

130/ 144 142 
	

140 140 

FIG 6 

Handle Handle Handle Handle 
Server Server Server • • • Server 

#1 #2  #3 # N 

0 

150 

/4  
149 

k+ 1 m+1 

hash code space 

  

 

FIG 7 

Petitioner Apple Inc. - Exhibit 1022, p. 305



System Finds Domain 
Name of Handle server 

From Hash Table 

176 

Handle Server 
Returns 

Not Responsible" 

System Reads Hash 
Range From Handle 
Server Directory 

System Obtains Handle 

System Generates 	 174 
Hash Code for Handle 	

r  

System Sends Handle 
to Handle Server 

-178 

Handle Server Has 
	es 

Pointer for Handle? 

c7,+. 

170 

172 

180 

Handle Server 
Returns Pointer 

Yes 

Nb 

Handle Sent To 
Wrong Handle Server? 

182 
Handle Server 
Returns "Handle 
Not Found." 

184 

FIG. 8 

Petitioner Apple Inc. - Exhibit 1022, p. 306



74 --- 
RIP Created & Sent 
To Tracking System 

Applicant Makes 
Object Available 
To Own System 

70 60 

64 

Registration System 
Verifies Object Not 
Corrupted 

7
72 

	OD. Registration 
System Retrieves 
Object From 
Repository 

68---  

76--i Tracking System Verifies Account 

Applicant Places 
Object in a 
Repository 

Applicant Runs Registration 	6 2 
Program and Fills Out 

Template 

1 
Application & Object's Handle 

Electronically Mailed to 
Registration System 

Registration System Checks 	66 
Application 

Object with Application 

Updated RIP Sent to Tracking System 

Examiner Accesses Application 
& Object Through Workstation 

Registration System Assigns 
Number & Sends Certificate 
To Applicant 

78 

80 

82 
FIG. 9 

Petitioner Apple Inc. - Exhibit 1022, p. 307



C
 A

p
 I
 

5
7
 5

0
 

--
 2

0
6

 

U
A

 

P
u
b
lic

 
A

cc
es

s 

R
e
g
is

tr
a
ti
o
n
 

D
a

ta
b

a
se

 

W
o

rk
s
ta

ti
o

n
 

(E
x
a

m
in

e
r)

 

W
o

rk
s
ta

ti
o

n
 

(C
a

ta
lo

g
e

r)
 

4
4

 

4
9

 

R
e

g
is

tr
a

ti
o

n
 

R
eg

 D
at

ab
as

e 
A

p
p
lic

a
tio

n
 

D
oc

um
en

t 
C

e
rt

ifi
ca

te
 

P
ub

 K
ey

 
C

ar
t 

4
7
 

4
0
 

3
4
 

T
ra

ck
in

g 
S

ys
te

m
 

Æ
M

 
M

IM
E

 

2
0
2
 

2
0

4
 

4
1

 

F
IG

. 
1

0
 	

4
6
 

Petitioner Apple Inc. - Exhibit 1022, p. 308



 

Applicant Generates 
Digital Signature for Document 

 

250 

	252 

	 254 

   

 

Applicant Makes Signature 
Document & Key Available to UA 

 

  

 

UA Fills Out & Signs Registration 
Application 

 

 

UA Sends Message to Registration 
System VIA PEM/MIME 

  

256 

   

     

V 

Registration System Records 
Mestage Receipt 

Registration System Accepts 
Applications From UA? 

	258 

260 
Nb 	 

Send Message 
To UA & 
Record Failure 

,,262 

Digital Signature Valid 
Over Message? 

Yes 
264 

Receipt Confirmation Sent 
to UA 

   

266 

   

       

       

Registration Information 
Valid? 

     

110 	 

     

    

268 

    

       

       

Yes 

Document in PEM/MIME 
Message? 

+ Yes 
Digital Signature Valid 

Over Document? 

Information Entered in Registration 
System Data Base + Recorded in Log 

 

V 

Figure 12 

 

 

 

FIG. 11 

270 

272 
No 

274 

Petitioner Apple Inc. - Exhibit 1022, p. 309



  

Tracking System Sends OK To Registration 
System & Places RIP in Database 

         

304 

  

Registration System Places 
Application in Examiner's 

Queue 

   

         

         

         

         

    

Figure 13 

   

         

         

Request Sent To Tracking 
Process VIA FTP 

[292 

 

294 
Account Valid? 
	Nb 	

Tracking System Sends 
Message to 

Registration System 298 

302 

Sufficient Funds? 

296 
Check if Doc 
Published 

276 	 278 
280 Figure 	11 

Send 
Message Document in 

ND No 
Retrieve 

PEM/MIME Message Copy? To UA 

286 /282 ,,284 
Document Yes 
Published ? Validate Remove 

Digital Entries 
Signature In Database 

Yes Over Document ? & Record Failure 

Registration System 
Prepares Initial RIP 
& Assigns Number to Application 

[290 
300 

Delete 
Document 
From 
Registration 
System 

Place Document 
In Acquisition Queue 

I288 

    

FIG 12 

Petitioner Apple Inc. - Exhibit 1022, p. 310



324 

Registration System Assigns 
Registration Number 

V  

306 

318 

"Approved" Message Sent r_ 310 
To Registration System 

y Yes 

"Rejection" Message 
Sent to Applicant 

314 

316 

308 

Examiner Approves? 
Nb 

320 

Figure 12 

Examiners Views Document & 
'Adds Name & Class to Application 

Registration System Creates 
Signs & Archives Certificate 

Certificate Sent Via PEM 
To UA 

Updated RIP Sent 
To Tracking System 

Registration System Moves 
Application To Catalog Queue 

Coins Adds Updated RIP 	 322 
To Database + Sends Confirmation 

To Registration System 

 

Cataloger Creates Catalog 
326 

Information with Cataloging System 

328 

330 

FIG.13 

V 
Cataloger Sends Confirmation 

To Registration System 

Registration System Records 
"Processing Complete" in Log 

Petitioner Apple Inc. - Exhibit 1022, p. 311



59 Handle, 
Server 
Directory 

File 
Server 

Workstation 

43 

34 

42 

Rights 
Management 

System 

Repository 

38 

F.-36 

Handle 
Server 

58 

Handle 
Generator 

56 

Hod 
Lr2i.2.2.91 

PEM 
UA 	MIME 

Pub Key 
Cert 

FIG. 14 

Petitioner Apple Inc. - Exhibit 1022, p. 312



I-- 356 

RMS Accepts Requests 
From UA? 

RMS Sends 
"Invalid" Message 
to UA & Discards 

Request 

Yes 

Signature Valid? 

V 
UA sends Handle 
Request to Handle 
Generator System 

358 

350 

362 
Yes 

Set of Terms for 
Handle Already Stored? 

Yes 

364 

352 

354 

UA Signs & Sends 
Request Via PEM to RMS 

User Makes Object 
Available to UA 

Handle Generator 
Returns Handle 

V 

RMS Stores Handle & 
Associated Terms 

Figure 16 

FIG. 15 

366 

368 

RMS Sends Confirmation 
To UA 

Petitioner Apple Inc. - Exhibit 1022, p. 313



17,r, Figure 15 

UA Computes Objects 
Digital Signature Over 
Handle, Group & Object 	370 

UA Signs + Sends Request 
VIA PEM/MIME To Repository 	372 

374 

Repository Accepts Submissions 
From UA 

---- 378 
Signature Valid Over 
	

Nb 
Message? 

.7- 376 

Rep9sitory 
Sends 

Message to UA 
& Discards Request 

.„/„..- 382 

Object In Message? 
380--  

384.1  

386 

388 

390 

UA's Signature 
Valid Over Handle 
Group & Object? 

Yes 

Request Date 
Reasonable 

Repository Stores 
Object & Information 

Repository Computes Digital 
Signature over Handle, 

Group & Object 

Repository Sends 
Confirmation VIA PEM 

To UA 

Figure 17 

FIG. 16 

Retrieve 
Message? 

No 

Petitioner Apple Inc. - Exhibit 1022, p. 314



UA Verifies Repository's 
Digital Signal Over Handle, 

Group + Object 

	 398 r  UA Computes Object Handle 4  
Hash 

UA Looks Up Handle Server 	400 
Responsible for Handle 

In Hash Table 

T 	
r 402 

To Handle Server Via PEM 
UA Signs & Sends Message 

	404 
Handle Server Responsible 

For Handle? 

*Yes 

408 

406,, 
•••••■•■•11111111111111■11M1111,  

71111111111111111111■111111 

UA Reads New 
Hash Table From 
Handle Server 

Directory 

Handle Server 
Sends Message 

To UA & 
Discards Message 

Digital Signal Valid 
Over Message? 

Yes 

4.  Handle Server Accepts 
414 	Messages from UA?  

Handle Server 
Sends "Invalid" Message 	412 

Discards Message 

1— 

To UA & 

Nb 
410 

Yes 

	

Syntax Correct? 	 Nb 	 

* 	Yes 

) Handle Server Stores 
418 	Handle Information 

From UA's Message 

FIG. 17 

4161 

420 

UA Stores Handle, Object 
	 r396 

& Repository Information 

Figure 16 

Handle Server Sends 
Confirmation to UA 

Petitioner Apple Inc. - Exhibit 1022, p. 315



4
2

 
4

4
,
 

 
z
  4

1
 

P
u
b
lic

 
A

cc
es

s 

R
e

g
is

tr
a

tio
n

 
D

at
ab

as
e 

2
0
6
 

/ 
5
 9

 
2
0
4
 

3
4

 
H

an
dl

e 
S

e
rv

e
r 

D
ir
e

c
to

ry
 

H
an

dl
e 

W
o

rk
st

a
tio

n
 

(E
x
a
m

in
e
r)

 

W
o

rk
st

a
tio

n
 

(C
a
ta

lo
g
e
r)

 

2
0
3
 

P
E

M
 

M
IM

E
 

R
ig

h
ts

 
M

an
ag

em
en

t 
S

ys
te

m
 

R
e

g
is

tr
a

ti
o

n
.-
-
  4

0
 

R
e
g
 D

a
ta

b
a
se

 
A

p
p
lic

a
tio

n
 

D
o

cu
m

e
n

t 
C

e
rt

ifi
ca

te
 

••■
 

R
e
p
o
s
it
o
ry

 

- 
- 

- 

4
6

 
3

6
 

F
IG

. 
1
8
 

.S
.• 

4
3

 

W
o

rk
st

a
tio

n
 

5
7
 

D
3

 
W

/S
 

T
ra

ck
in

g
 

S
ys

te
m

 

Petitioner Apple Inc. - Exhibit 1022, p. 316



Yes 460 

450 

454 

1-456 

Nb 
Registration System Accepts 

Applications From UA? 

462 
/  

Registration 
System Sends 

Message To 
UA & Records 
Failure in Log 

Registration Records 
Application Information 

In Database & Log 
470-  

Figure 20 

Nb 

Digital Signature Valid 
Over Message 

If YES 

Send Confirmation of 
Receipt to UA Via PEM 

466 

468
/  

Application Information 
Valid? 

Yes 

Nb 

Applicant Generates 
Digital Signature 

For Document 

Applicant Makes Signature 
and Public Key Certificate 	452  

Chain Available To UA 

UA Fills Out Application 
Form & Signs It 

UA Signs & Sends Request To 
Registration System Via 

PEM/MIME 

Registration System Records $_458 
Request Receipt In Log 

FIG. 19 

Petitioner Apple Inc. - Exhibit 1022, p. 317



Registration System 
Reloads Hash Table 

From Handle Server 
Directory 

	 474 
Look Up Handle Server 

In Hash Table 

.
472 

Registration System 
Computes Document Handle 

Hash 
482 

480 

Hand e Server 
Sends Error 
Message to 

Registration 
System 

Handle Server Responsible 
For Handle? 

478 

Registration System Sends 
Pointer Request To 

Handle Server 
476 

Figure 19 

484 

Yes 

Handle Server 
Sends Error 
Message to 

Registration 

Handle In Database? 

Yes 
V System 

Handle Server 486 
Returns Pointers To 
Registration System 

492 	' Registration System 
Sends Message to UA 

Figure 21 488 

Registration System 
Removes Information 

From Database & 
Records Failure in Log 

490 

FIG. 20 

Petitioner Apple Inc. - Exhibit 1022, p. 318



RMS Returns 
Random Value Tag 

To Registration System 

Signature Valid 
Over TAG? 

Yes 

Figure 20 • 

498 

• 
No 

Another Pointer 
Exists? 

502 

500 
Pointer Indicates 
RMS Negotiation 

Required ? 

Registration 
System Connects 

To RMS 

Registration Systems  
Sends Information 

To RMS 

r 504 

  

RMS Sends Error 
Message to Registration 

System 

--- Registration System Logs 
Error & Removes Application
Information from Database LRegistration System 

Meets Terms & 
Conditions For Document 

506 

	r-508 

 

	r510 
RMS Connects To 

Repository 

	  512 
Repository Returns 

TAG To RMS 

RMS Sends Information 1..._ 514 
To Repository 

Figure 22 

FIG. 21 

Petitioner Apple Inc. - Exhibit 1022, p. 319



RMS Logs Error 
& Sends Error Message 
To Registration System 

Registration System 
Logs Error & 

Removes Informatiort 
From Database 

	F

..; 530 

524 A 

+ Yes 	526 

Repository Sends 
Confirmation to RMS 

528 

RMS Forwards "Retrieval 
Allowed" Message to 
Registration System 

RMS Disconnects From 
Registration System 

RMS Allowed to 
Transfer Document 

Repository Disconnects 
From RMS 

Flepository Connects to 
Rtgistration System and 

Transmits Handle & Signed 
Document 

Registration 
System Sends 

Error Message to UA 

Handle Placed in 
Acquisition Queue 

Figure 20, Step X 

FIG. 22 

1_534 

,536 

Repository Sends Confirmation 
To RMS 

538 
Applicant's Signature 
Valid Over Document? 	

No 
Yes 

544 

542 

Registration System 
REcords Error In 

Log & REmoves Information 
From Database 

Figure 21 
516 

18 
Digital Signature of 
RMS Valid Over Tag? 1 Repository Sends 

Error Message 
To RMS _  

Petitioner Apple Inc. - Exhibit 1022, p. 320



74
3 

H
an

dl
e/
  

S
ys

te
m

 
R

eq
ue

st
in

g 
O

b
je

ct
 

74
5 

P
a

ym
e

n
t 

S
e

rv
e

r 

R
e
p
o
si

to
ry

 	
36

 

f
 

 

R
ig

h
ts

 
M

an
ag

em
en

t 
S

ys
te

m
 	

--
 3

8
 

H
an

dl
e 

S
e

rv
e

r 
D

ir
e

c
to

ry
 

 

H
an

dl
e 	

_
5
8
 

S
e

rv
e

r 

F
IG

. 
2

3
 

70
4 

Petitioner Apple Inc. - Exhibit 1022, p. 321



Credit Verification 

Invalid 
714 07/alid.  

Send Message 	712  

Valid 

	rCredit Limit Check 	
718 

 
•-■<.„..rookHigh 

722 

Check User ID's 

Send Message 
	716 

720 Send Message 

Format and Send New Account Message k-728 

Store New Account Information 

Format Set-Up-New-Account Message 

Sign and Send Message To Payment Server r-708 

Payment Server Verifies Signature I—  710 

706 

Invalid 

Invalid 

   

Send Message 
	724 

   

     

 

Assign Account 	726 
Number & Store 

 

     

	 " 
FIG 24 

Petitioner Apple Inc. - Exhibit 1022, p. 322



Hash Handle and Perform Table Lookup 

	 68 
Disconnect I 

N\lcorrect 

746 

Send Pointer Request 1*--- 7 4 8 

Handle Server Verifies Hash Range I---  750  

766 
Connect to Repository 

Verify Handle Present 

Use Pointers To 
Get Object 

752 

754 
Nip 

Send Message 
	 r 7" 

Inform User (-760 

64 

Refresh Table 

762 

Send Message 
If Unsuccessful 

756 

Verify Payment 	 Send Message I 
Server Signature 	778 	-N. 	 

776 Incorrect 

Send Message I-- 7 8 0  

FIG 25 

770 

772 

Flboding 

Return Tag 

Request Terms & Conditions 

Verify Signature 	
774 

Retrieve Table 
	

740 

Obtain A Handle 	742 

Petitioner Apple Inc. - Exhibit 1022, p. 323



Requesting System Verifies Signature 

User Selects Terms 796 

C41, 

Repository Retrieves Terms and Conditions 	I---- 790 

 

Repository Signs and Sends Terms and Conditions 792  1---  

	r794 

804 

806 

798 

800 

Requesting System 
Creates/Signs/Sends 	Message - 

Repository Verifies Signature 

Send Message 

Repository 
Establish Connection To Payment Server 

Payment Server 
Returns Random-Value Tag 

Repository 
Forms/Signs/Sends Debit Account Message 

Payment Server Validates Signature 	I-- 810 

Payment Server Validates Signature 	I--- 812 

Payment Server Verifies Account Access Rights 	814 

Payment Server Verifies That Amount May Be Charged 

Payment Server Signs and Sends Debit Message 

Repository Sends Object, Handle, Etc. 	820 

FIG 26 

808 

Petitioner Apple Inc. - Exhibit 1022, p. 324



Repository Connects To Payment Server 

RMS Sends Information 

Repository Verifies Signature 

Requesting System 
Connects To RMS 

RMS Returns RandomAttitee,Tag I—  832 

830 

 

I-  834 RMS Sends Information 

   

V .  
RMS ValidatesSignature 	I-- 836 

Repository Verifies Payment Server's Signature - 
838 

RMS /User Dialog 	8 4 0 

RMS Connects To Repository I--- 842 

   

Repository Returns Random Tag Value 	 844 

846 

r- 848 

1-  850 

L Payment Server Returns Random Value Tag 

Repository Creates, Signs, and Sends, Debit Account Message — 854 

Payment Server Validates Signature 856 

Payment Server Verifies Account Rights 	 5 8 

Payment Server Verifies Charge Amount 	 F- 860 

Payment Server Sends Account Debit Message 	 I-- 862 

Repository Returns Retrieval Allowed Message F-8 64 

RMS Forward Message 	866 

Repository Sends Object, Etc. 
	r 868  Repository Sends 	870 

Delivery Confirmation  

FIG. 27 

852 

Petitioner Apple Inc. - Exhibit 1022, p. 325



Attorney's Docket No.: 06154-004001 

g)-PL 

Respectfully submitted, 

David L. Feigenbaum 
Reg. No. 30,378 

Date: 

  

   

c..\ 

q 1013'' 

, 

Applicant : 
Patent No. : 
Issue Date : 
Serial No. : 
Filed 
Title 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Robert E. Kahn et al. 	 Art Unit : 2756 
6,135,646 	 Examiner : Le Luu 
October 24, 2000 
08/808,050 
February 28, 1997 
SYSTEM FOR UNIQUELY AND PERSISTENTLY IDENTIFYING, 
MANAGING, AND TRACKING DIGITAL OBJECTS 

Certificate 
JUN 3 0 2004 

of Correction 

Attn.: Certificate of Corrections Branch 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

REQUEST FOR CERTIFICATE OF CORRECTION 

Please issue the attached certificate of correction. All errors sought to be corrected were 

made in printing by the Patent and Trademark Office, and no fee is believed to be due. 

Please apply any charges or credits to deposit account 06-1050, Attorney Docket No. 

06154-004001. 

Fish & Richardson P.C. 
225 Franklin Street 
Boston, MA 02110-2804 
Telephone: (617) 542-5070 
Facsimile: (617) 542-8906 

20869421.doc 

CERTIFICATE OF MAILING BY FIRST CLASS MAIL 

I hereby certify under 37 CFR §1.8(a) that this correspondence is being 
deposited with the United States Postal Service as first class mail with 
sufficient postage on the date indicated below and is addressed to the 
Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

Date of Deposit 

Signature 	

e/-Yrey/ g- e"9-/e0N) 
Typed or Printed Name of Person Signing Certificate 

2 JUL 2004 

Petitioner Apple Inc. - Exhibit 1022, p. 326



FISH & RICHARDSON PVC. 	 SUBSTITUTE FORM PTO/SB/44 (5-03) 

Staple 
Here 
Only UNITED STATES PATENT AND TRADEMARK OFFICE 

CERTIFICATE OF CORRECTION 
PATENT No. 	: 6,135,646 

DATED 	 : OCTOBER 24, 2000 

INVENTOR(S) 

It is certified that an error appears in the above-identified patent and that said Letters Patent is 
hereby corrected as shown below: 

Column 28 	 L, 
Line 3, replace claim 1 with 
--1. A system for organizing information in a network that includes computational 
facilities comprising: 
digital objects, each of the digital objects comprising one or more sequences of bits or sets 
of such sequences, each of the sequences or sets of sequences incorporating a work or a 
portion of a work or other information in which a party has rights or interests, or in which 
there is value, each of the sequences or sets of sequences being structured in a way that is 
interpretable by one or more of the computational facilities in the network, 
each of the digital objects having_an identifier that uniquely identifies the digital object 
within the network and persists with respect to the digital object over a period of time that 
is at least as long as the existence of the digital object, 
an administrative mechanism that (a) is distributed among the computational facilities, 
(b) assures the uniqueness and persistence of the identifiers over a time period that is at 
least as long as the existence of the digital objects, and (c) distributes state information 
that includes the identifiers among computational facilities by an algorithmic process for 
managing the uniqueness and persistence of the identifiers, at least some of the digital 
objects including other information which is useful in processing the digital objects, 
including managing access to them, and 
a resolution mechanism that accepts unique identifiers as input and resolves each of the 
identifiers to state information that denotes a computational facility or other digital object 
that contains the digital object associated with the unique identifier.- 

MAILING ADDRESS OF SENDER: 
	

PATENT No. 	6,135,646 

No. of add' copies 
David L. Feigenbaum 
Fish & Richardson P.C. 
225 Franklin Street 
Boston, MA 02110-2804 

2 JUL 2004 

Petitioner Apple Inc. - Exhibit 1022, p. 327



It■ FISH & RICHARDSON P,c. 	 SUBSTITUTE FORM PTO/SB/44 (5-03) 

Staple 
Here 
Only UNITED STATES PATENT AND TRADEMARK OFFICE 

CERTIFICATE OF CORRECTION 

PATENT NO. 	: 6,135,646 

DATED 	 : OCTOBER 24, 2000 

INVENTOR(S) 

It is certified that an error appears in the above-identified patent and that said Letters Patent is 
hereby corrected as shown below: 

Column 29  
Line 9, replace claim 5 with 
--5. The system of claim 1 wherein the other information includes at least one of the 
following: registration of rights in the digital objects; accesses to and uses of digital 
objects; the terms and conditions for access and use of digital objects; the ownership and 
licensing of rights to digital objects, links between different digital objects. 

Line 16, replace claim 6 with 
--6. The system of claim 5 in which the other information is stored separately from the 
corresponding digital object.-- 

Line 18, replace claim 7 with 
--7. The system of claim 1 in which 
the resolution mechanism is scalable without requiring full replication of the state 
information and includes servers on the network, each of the servers storing information 
about the state of the digital object including information that associates the identifiers 
with the locations of corresponding digital objects in the network.-- 

Line 29, replace claim 9 with 
--9. The system of claim 1 further comprising 
a registration authority that processes applications for registration of rights or interests 
associated with information structured as digital objects, based on the digital objects, 
their identifiers, and validation information for each of the digital objects sufficient to 
determine whether a purported instance of a digital object is identical to an original 
instance.-- 

MAILING ADDRESS OF SENDER: 
	

PATENT No. 	6,135,646 

No. of add', copies 
David L. Feigenbaum 
Fish & Richardson P.C. 
225 Franklin Street 
Boston, MA 02110-2804 

2 JUL 2004 

Petitioner Apple Inc. - Exhibit 1022, p. 328



FISH & RICHARDSON MC. 	 SUBSTITUTE FORM PTO/SB/44 (5-03) 

Staple 
Here 
Only 

UNITED STATES PATENT AND TRADEMARK OFFICE 
CERTIFICATE OF CORRECTION 

PATENT NO. 	: 6,135,646 

DATED 	 : OCTOBER 24, 2000 

INVENTOR(S) 

It is certified that an error appears in the above-identified patent and that said Letters Patent is 
hereby corrected as shown below: 
Column 30  
Line 1, replace claim 10 with 
--10. The system of claim 1 further comprising 
an access mechanism for applying terms and conditions for access to each of the digital 
objects and/or the information incorporated therein, 
the mechanism including information about the terms and conditions, and 
the mechanism being arranged to make the information about terms and conditions 
available to a user in connection with a request for access to one of the digital objects 
and/or the information incorporated therein, to enable the user to indicate assent to the 
terms and conditions, and to permit access to the user only upon the user indicating assent 
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It is certified that error appears in the above-identified patent and that said Letters Patent is 
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Column 28 
Line 3, replace with: 

. A system for organizing information in a network that includes computational 
facilities comprising: 
digital objects, each of the digital objects comprising one or more sequences ofbits or sets 
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portion of a work or other information in which a party has rights or interests, or in which 
there is value, each of the sequences or sets of sequences being structured in a way that is 
interpretable by one or more of the computational facilities in the network, 
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an administrative mechanism that (a) is distributed among the computational facilities, 
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identifiers to state information that denotes a computational facility or other digital object 
that contains the digital object associated with the unique identifier.-- 

Column 29, 
Line 9, replace claim 5 with 

--5. The system of claim I wherein the other information includes at least one of the 
following: registration of rights in the digital objects; accesses to and uses of digital 
objects; the terms and conditions for access and use of digital objects; the ownership and 
licensing of rights to digital objects, links between different digital objects. 

Line 16, replace claim 6 with 
-- 6. The system of claim 5 in which the other information is stored separately from the 
corresponding digital object. -- 
Line 18, replace claim 7 with 

--7. The system of claim 1 in which 
the resolution mechanism is scalable without requiring MI replication of the state 
information and includes servers on the network, each of the servers storing information 
about the state of the digital object including information that associates the identifiers 
with the locations of corresponding digital objects in the network.-- 
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Page 2 of 3 
DATED 	: October 24, 2000 
INVENTOR(S) : Robert E. Khan and David K Ely 

It is certified that error appears in the above-identified patent and that said Letters Patent is 
hereby corrected as shown below: 

Column 29 cont'd., 
Line 29, replace claim 9 with 

--9. The system of claim l further comprising 
a registration authority that processes applications for registration of rights or interests 
associated with information structured as digital objects, based on the digital objects, 
their identifiers, and validation information for each of the digital objects sufficient to 
determine whether a purponed instance of a digital object is identical to an original 
instance.-- 

Column 30, 
Line 1, replace with 

--10. The system of claim 1 further comprising 
an access mechanism for applying terms and conditions for access to each of the digital 
objects and/or the information incorporated therein, 
the mechanism including information about the terms and conditions, and 
the mechanism being arranged to make the information about terms and conditions 
available to a user in connection with a request for access to one of the digital objects 
and/or the information incorporated; therein, to enable the user to indicate assent to the 
terms and conditions, and to permit access to the user only upon,the user indicating assent 
to the terms and conditiOni.-- 

Line 19, replace claim 12 with 

--12. Th. system of claim 1 further comprising 
a reference service on the network, separate from the digital objects, for recording 
information about digital objects including accesses to and transactions associated with 
the digital objects, the information in the reference service being accessible to authorized 
users.-- 
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PATENT NO. : 6,135,646 
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INVENTOR(S) : Robert E. Khan and David K. Ely 

Page 3 of 3 

It is certified that error appears in the above-identified patent and that said Letters Patent is 
hereby corrected as shown below: 

Column 30, coned., 
Line 30, replace claim 14 with 

—14. The system of claim 1 further comprising 
an authorization server which provides information about terms and conditions for access 
to a digital object and/or the information incorporated therein and access to and 
authorizations for use of the digital objects and/or the information incorporated therein.-- 

Signed and Sealed this 

Twelfth Day of October, 2004 

JON W. DUDAS 
Director of the United States Patent and Trademark Office 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

CERTIFICATE OF CORRECTION 
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PATENT NO. 	 6,135,646 

ISSUE DATE 
	

October 24, 2000 

INVENTOR(S) 
	

Robert E. Kahn and David K. Ely 

It is certified that errors appear in the Certificate of Correction issued on October 12, 2004 for the 
above-identified patent, and that said Certificate of Correction is hereby corrected and shown below: 

Column 7  

Line 3, replace "In" with --It--. 

Line 6, replace "It" with —In--. 

Column 8  

Line 41, replace "interests." with --interests).--. 

Column 10  

Line 44, delete "There are other systems". 

Line 58, after "able" insert --to--. 

Column 11  

Line 38, replace the second instance of "handles" with --handle--. 

Column 14  

Line 25, replace "a" with —an—. 

Line 31, replace "the" with --Them 

MAILING ADDRESS OF SENDER (Please do not use customer number below): 
Fish & Richardson P.C. 
P.O. Box 1022 
Minneapolis, MN 55440-1022 

This collection of information is required by 37 CFR 1.322, 1.323, and 1.324. The information is required to obtain or retain a benefit by the public which is to file (and 
by the USPTO to process) an application. Confidentiality is govemed by 35 U.S.C. 122 and 37 CFR 1.14. This collection Is estimated to take 1.0 hour to complete, 
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the 
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Attention Certifidate of Corrections Branch, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and selection option2. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
CERTIFICATE OF CORRECTION 

Page 2 of 6 

  

PATENT NO. 

ISSUE DATE 

INVENTOR(S) 

6,135,646 

October 24, 2000 

Robert E. Kahn and David K. Ely 

Column 15  

Line 25, replace "PEN" with --PEM—. 

Column 19  

Line 63, replace "certificate" with --certificate --. 

Column 20  

Line 65, delete the first instance of "is". 

Column 25  

Line 22, replace "possible" with —possibly--. 

Line'46, replace "database." with --database;—. 

Line 46, "the domain" should be moved to the next line at the margin like the other 
items listed in the paragraph. 

Column 27 

Line 32, delete the first instance of "transfer is not". 

MAILING ADDRESS OF SENDER (Please do not use customer number below): 
Fish & Richardson P.C. 
P.O. Box 1022 
Minneapolis, MN 55440-1022 

This collection of information is required by 37 CFR 1.322, 1.323, and 1.324. The information is required to obtain or retain a benefit by the public which is to file (and 
by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection Is estimated to take 1.0 hour to complete, 
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the 
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Attention Certificate of Corrections Branch, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and selection option2. 
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PATENT NO. 

ISSUE DATE 

INVENTOR(S) 

6,135,646 

October 24, 2000 

Robert E. Kahn and David K. Ely 

Column 28  

Line 32, replace claim 1 with: 

--1. A system for organizing information in a network that includes computational 
facilities comprising: 
digital objects, each of the digital objects comprising one or more sequences of bits 
or sets of such sequences, each of the sequences or sets of sequences 
incorporating a work or a portion of-a work or other information in which a party 
has rights or interests, or in which there is value, each of the sequences or sets of 
sequences being structured in a way that is interpretable by one or more of the 
computational facilities in the network, 
each of the digital objects having an identifier that uniquely identifies the digital 
object within the network and persists with respect to the digital object over a 
period of time that is at least as long as the existence of the digital object, 
an administrative mechanism that (a) is distributed among the computational 
facilities, (b) assures the uniqueness and persistence of the identifiers over a time 
period that is at least as long as the existence of the digital objects, and (c) 
distributes state information that includes the identifiers among computational 
facilities by an algorithmic process for managing the uniqueness and persistence 
of the identifiers, at least some of the digital objects including other information 
which is useful in processing the digital objects, including managing access to 
them, and 
a resolution mechanism that accepts unique identifiers as input and resolves each 
of the identifiers to state information that denotes a computational facility or other 
digital object that contains the digital object associated with the unique identifier.-- 

MAILING ADDRESS OF SENDER (Please do not use customer number below): 
Fish & Richardson RC. 
P.O. Box 1022 
Minneapolis, MN 55440-1022 

This collection of information is require&by 37 CFR 1.322, 1.323,.and 1.324. The information is required to obtain or retain a benefit by the public which is to file (and 
by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection Is estimated to take 1.0 hour to complete, 
including gathering, preparing, and submitting the completed application form to the OSPTO. Time will vary depending upon the individual case. Any comments on the 
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Attention Certificate of Corrections Branch, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and selection option2. 
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PATENT NO. 

ISSUE DATE 

INVENTOR(S) 

6,135,646 

October 24, 2000 

Robert E. Kahn and David K. Ely 

Column 29  

Line 7, replace claim 4 with: 

—4. The system of claim 3 in which the validation information is stored separately 
from the corresponding digital.object.-- 

Line 9, replace claim 5 with: 

--5. The system of claim 1 wherein the other information includes at least one of 
the following: registration of rights in the digital objects; accesses to and uses of 
digital objects; the terms and conditions for access and use of digital objects; the 
ownership and licensing of rights to digital objects, links between different digital 
objects.-- 

Line 16, replace claim 6 with: 

--6. T-he system of claim 5 in which the other information is stored separately from 
the corresponding digital object.-- 

Line 18, replace claim 7 with: 

--7. The system of claim 1 in which 
the resolution mechanism is scalable without requiring full replication of the state 
information and includes servers on the network, each of the servers storing 
information about the state of the digital object including information that 
associates the identifiers with the locations of corresponding digital objects in the 
network.-- 

MAILING ADDRESS OF SENDER (Please do not use customer number below): 
Fish & Richardson P.C. 
P.O. Box 1022 
Minneapolis, MN 55440-1022 

This collection of information is required by 37 CFR 1.322, 1.323, and 1.324. The information is required to obtain or retain a benefit by the public which is to file (and 
by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 1.0 hour to complete, 
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the 
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450, DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Attention Certificate of Corrections Branch, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and selection option2. 
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PATENT NO. 	 6,135,646 

ISSUE DATE 
	

October 24, 2000 

INVENTOR(S) 
	

Robert E. Kahn and David K. Ely 

Column 29 (cont'd) 

Line 29, replace claim 9 with: 

--9. The system of claim 1 further comprising 
a registration authority that processes applications for registration of rights or 
interests associated with information structured as digital objects, based on the 
digital objects, their identifiers, and validation information for each of the digital 
objects sufficient to determine whether a purported instance of a digital object is • 
identical to an original instance.-- 

Column 30 

Line 1, replace claim 10 with: 

—10. The system of claim 1 further comprising 
an abcess mechanism for applying terms and conditions for access to each of the 
digital objects and/or the information incorporated therein, 
the mechanism including information about the terms and conditions, and 
the mechanism being arranged to make the information about terms and 
conditions available to a user in connection with a request for access to one of the 
digital objects and/or the information incorporated therein, to enable the user to 
indicate assent to the terms and conditions, and to permit access to the user only 
upon the user indicating assent to the terms and condition.-- 

MAILING ADDRESS OF SENDER (Please do not use customer number below): 
Fish & Richardson P.C. 
P.O. Box 1022 
Minneapolis, MN 55440-1022 

This collection of information is required by 37 CFR 1.322, 1.323, and 1.324. The information is required to obtain or retain a benefit by the public which is to file (and 
by the USPTO to process) an application. Confidentiality Is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 1.0 hour to complete, 
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the 
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Attention Certificate of Corrections Branch, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and selection option2. 
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ISSUE DATE 
	

October 24, 2000 

INVENTOR(S) 
	

Robert E. Kahn and David K. Ely 

Column 30 (pont'd) 

Line 19, replace claim 12 with: 

--12. The system of claim 1 further comprising 
a reference service on the network, separate from the digital objects, for recording 
information about digital objects including accesses to and transactions 
associated with the digital objects, the information in the reference service being 
accessible to authorized users.-- 

Line 26, replace claim 13 with: 	• 

--13. The system of claim 1 further comprising 
an identifier service, accessible on the network, for generating the unique 
identifiers, the service including servers each serving a portion of an identifier 
space.-- 

Line 30, replace claim 14 with: 

--14. The system of claim 1 further comprising 
an authorization server which provides information about terms and conditions for 
access to a digital object and/or the information incorporated therein and access 
to and authorizations for use of the digital objects and/or the information 
incorporated therein.-- 
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ADDRESS. SEND TO: Attention Certificate of Corrections Branch, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and selection option2. 

Petitioner Apple Inc. - Exhibit 1022, p. 343



Electronic Patent Application Fee Transmittal 

Application Number: 08808050 

Filing Date: 28-Feb-1997 

, 

Title of Invention: 
A SYSTEM FOR UNIQUELY AND PERSISTENTLY IDENTIFYING, MANAGING, AND 
TRACKING DIGITAL OBJECTS 

, 

First Named Inventor/Applicant Name: ROBERT E. KAHN 

Filer: David L Feigenbaum/Cathy O'Brien 

Attorney Docket Number: 06154/004001 

Filed as Large Entity 

Utility under 35 USC 111(a) Filing Fees 

Description Fee Code Quantity Amount 
Sub-Total in 

USD($) 

Basic Filing: 

Pages: 	 ' 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 	 , 

Certificate of Correction 1811 1 100 100 

Extension-of-Time: 

Petitioner Apple Inc. - Exhibit 1022, p. 344



Description Quantity  
Sub-Total in 

USD($) 
Fee Code Amount 

Miscellaneous: 

Total in USE) ($) 	 100  

Petitioner Apple Inc. - Exhibit 1022, p. 345



Electronic Acknowledgement Receipt 

, 	EFS ID: 19668064 	 , 

Application Number: 08808050 

International Application Number: 

Confirmation Number: 5839 

Title of Invention: 
A SYSTEM FOR UNIQUELY AND PERSISTENTLY IDENTIFYING, MANAGING, AND 

TRACKING DIGITAL OBJECTS 

First Named Inventor/Applicant Name: ROBERT E. KAHN 

1- 

Correspóndence Address: 

DAVID L FEIGENBAUM 

FISH AND RICHARDSON 

225 FRANKLIN STREET 

- 

BOSTON 	 MA 	 021102804 

US 	 _ 

Filer: David L Feigenbaum/Cathy O'Brien 

Filer Authorized By: David L Feigenbaum 

Attorney Docket Number: 06154/004001 

Receipt Date: 24-JUL-2014 

Filing Date: 28-FEB-1997 

Time Stamp: 09:42:09 

Application Type: Utility under 35 USC 111(a) 

Payment information: 

Submitted with Payment yes 

Payment Type Deposit Account 

Payment was successfully received in RAM $100 

Petitioner Apple Inc. - Exhibit 1022, p. 346



RAM confirmation Number 9902 

Deposit Account 061050 

Authorized User 
4V 

File Listing: 

Document 
Number 

Document Description File Name 
File Size(Bytes)/ 

Message Digest 

Multi 

Part /.zip 

Pages 

(if appl.) 

1 Request for Certificate of Correction 06154-0004001.pdf 
134282 

no 7 
86be18efa8c5776971ceeecbab2aae14435 

2f76d 

Warnings: 

Information: 

2 Fee Worksheet (SB06) fee-info.pdf 

30563 

no 2 
d4ad92274978f794100f0eScfBf491eb44f 

21 aa 

Warnings: 

Information: 

Total Files Size (in bytes): 164845 

This Acknowledgement Receipt evidences receipt 
characterized by the applicant, and including page 

Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 

on the noted date by the USPTO 
counts, where applicable. 

includes the necessary components 
1.54) will be issued in due 

date of the application. 

35 U.S.C. 371 

" 

of the indicated documents, 
It serves as evidence of receipt similar to a 

for a filing date (see 37 CFR 
course and the date shown on this 

is compliant with the conditions of 35 

acceptance of the application as a 

Filing Receipt, in due course. 

includes the necessary components for 
of the International Application Number 

subject to prescriptions concerning 
establish the international filing date of 

If a new application is being filed and the application 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 

Acknowledgement Receipt will establish the filing 
i. 

National Stage of an International Application under 
If a timely submission to enter the national stage of an international application 
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating 

national stage submission under 35 U.S.C. 371 will be issued in addition to the 

New International Application Filed with the USPTO as a Receiving Office - 
If a new international application is being filed and the international application 
an international filing date (see PCT Article 11 and MPEP 1810), a Notification 
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, 
national security, and the date shown on this Acknowledgement Receipt will 
the application. 

Petitioner Apple Inc. - Exhibit 1022, p. 347



PTO/SB/44 (09-07) 
Approved for use through 08/31/2013. OMB 0651-0033 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. 

(Also Form PTO-1050) 

UNITED STATES PATENT AND TRADEMARK OFFICE 
CERTIFICATE OF CORRECTION 

Page 1 of 6 

PATENT NO. 	 6,135,646 	p■O, 	 <qv%)  05c) 
ISSUE DATE 
	

October 24, 2000 

INVENTOR(S) 
	

Robert E. Kahn and David K. Ely 

It is certified that errors appear in the Certificate of Correction issued on October 12, 2004 for the 
above-identified patent, and that said Certificate of Correction is hereby corrected and shown below: 

Column 7  

Line 3, replace "In" with --It--. 

Line 6, replace "It" with —In--. 

Column 8  

Line 41, replace "interests." with --interests).--. 

Column 10  

Line 44, delete "There are other systems". 

Line 38, after "able" insert —to—. 

Column 11  

Line 38, replace the second instance of "handles" with --handle--. 

Column 14  

Line 25, replace "a" with --an—. 

Line 31, replace "the" with --The—. 
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Column 15  

Line 25, rePlace "PEN" with --PEM--. 

Column 19  

Line 63, replace "certificate" with --certificate --. 

Column 20  

Line 65, delete the first instance of "is". 

Column 25  

Line 22, replace "possible" with —possibly--. 

Lin&46, replace "database." with --database;--. 

Line 46, "the domain" should be moved to the next line at the margin like the other 
items listed in the paragraph. 

Column 27  

Line 32, delete the first instance of "transfer is not". 
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Robert E. Kahn and David K. Ely 

Column 28 

Line 32, replace claim I with: 

--1. A system for organizing information in a network that includes computational 
facilities comprising: 
digital objects, each of the digital objects comprising one or more sequences of bits 
or sets of such sequences, each of the sequences or sets of sequences 
incorporating a work or a portion of a work or other information in which a party 
has rights or interests, or in which there is value, each of the sequences or sets of 
sequences being structured in a way that is interpretable by one or more of the 
computational facilities in the network, 
each of the digital objects having an identifier that uniquely identifies the digital 
object within the network and persists with respect to the digital object over a 
period of time that is at least as long as the existence of the digital object, 
an actministrative mechanism that (a) is distributed among the computational 
facilities, (b) assures the uniqueness and persistence of the identifiers over a time 
period that is at least as long as the existence of the digital objects, and (c) 
distributes state information that includes the identifiers among computational 
facilities by an algorithmic process for managing the uniqueness and persistence 
of the identifiers, at least some of the digital objects including other information 
which is useful in processing the digital objects, including managing access to 
them, and 
a resolution mechanism that accepts unique identifiers as input and resolves each 
of the identifiers to state information that denotes a computational facility or other 
digital object that contains the digital object associated with the unique identifier.-- 
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Fish & Richardson P.C. 
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Minneapolis, MN 55440-1022 
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by the USPTO to process) an application. Confidentiality Is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 1.0 hour to complete, 
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the 
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450, DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Attention Certificate of Corrections Branch, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 
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Column 29  

Line], replace claim 4 with: 

—4. The system of claim 3 in which the validation information is stored separately 
from the corresponding digital object.-- 

Line 9, replace claim 5 with: 

--5. The system of claim 1 wherein the other information includes at least one of 
the following; registration of rights in the digital objects; accesses to and uses of 
digital objects; the terms and conditions for access and use of digital objects; the 
ownership and licensing of rights to digital objects, links between different digital 
objects.-- 

Line 16, replace claim 6 with: 

--6. The system of claim 5 in which the other information is stored separately from 
the corresponding digital object.-- 

Line 18, replace claim 7 with: 

--7. The system of claim 1 in which 
the resolution mechanism is scalable without requiring full replication of the state 
information and includes servers on the network, each of the servers storing 
information about the state of the digital object including information that 
associates the identifiers with the locations of corresponding digital objects in the 
network.-- 

   

MAILING ADDRESS OF SENDER (Please do not use customer number below): 
Fish & Richardson P.C. 
P.O. Box 1022 
Minneapolis, MN 55440-1022 

This collection of information is required by 37 CFR 1,322, 1.323, and 1.324. The information is required to obtain or retain a benefit by the public which is to file (and 
by the USPTO to process) an application. Confidentiality is govemed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 1.0 hour to complete, 
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the 
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Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
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ISSUE DATE 
	

October 24, 2000 

INVENTOR(S) 
	

Robert E. Kahn and David K. Ely 

Column 29 (cont'd) 

Line 29, replace claim 9 with: 

--9. The system of claim 1 further comprising 
a registration authority that processes applications for registration of rights or 
interests associated with information structured as digital objects, based on the 
digital objects, their identifiers, and validation information for each of the digital 
objects sufficient to determine whether a purported instance of a digital object is 
identical to an original instance.-- 

Column 30 

Line 1, replace claim 10 with: 

--10. .The system of claim 1 further comprising 
an access mechanism for applying terms and conditions for access to each of the 
digital objects and/or the information incorporated therein, 
the mechanism including information about the terms and conditions, and 
the mechanism being arranged to make the information about terms and 
conditions available to a user in connection with a request for access to one of the 
digital objects and/or the information incorporated therein, to enable the user to 
indicate assent to the terms and conditions, and to permit access to the user only 
upon the user indicating assent to the terms and conditions.-- 

MAILING ADDRESS OF SENDER (Please do not use customer number below): 
Fish & Richardson P.C. 
P.O. Box 1022 
Minneapolis, MN 55440-1022 

This collection of information is required by 37 CFR 1.322, 1.323, and 1.324. The information is required to obtain or retain a benefit by the public which is to file (and 
by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 1222nd 37 CFR 1.14. This collection is estimated to take 1.0 hour to complete, 
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the 
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Attention Certificate of Corrections Branch, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 
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Column 30 (cont'd)  

Line 19, replace claim 12 with: 

--12. The system of claim 1 further comprising 
a reference service on the network, separate from the digital objects, for recording 
information about digital objects including accesses to and transactions 
associated with the digital objects, the information in the reference service being 
accessible to authorized users.-- 

Line 26, replace claim 13 with: 

--13. The system of claim 1 further comprising 
an identifier service, accessible on the network, for generating the unique 
identifiers, the service including servers each serving a portion of an identifier 
space.-- 

Line 30, replace claim 14 with: 

--14. The system of claim 1 further comprising 
an authorization server which provides information about terms and conditions for 
access to a digital object and/or the information incorporated therein and access 
to and authorizations for use of the digital objects and/or the information 
incorporated therein.-- 

MAILING ADDRESS OF SENDER (Please do not use customer number below): 
Fish & Richardson P.C. 
P.O. Box 1022 
Minneapolis, MN 55440-1022 
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by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 1.0 hour to complete, 
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the 
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Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450..00 NOT SEND FEES OR COMPLETED FORMS TO THIS 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

CERTIFICATE OF CORRECTION 

PATENT NO. 	: 6,135,646 
	

Page 1 of4 
APPLICATION NO. 	: 08/808050 
DATED 	 : October 24, 2000 
INVENTOR(S) 	: Robert E. Kahn and David K. Ely 

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below: 

In the Specification 

Column 7  

Line 3, replace "In" with --It--. 

Line 6, replace "It" with 

Column 8  

Line 41, replace "interests." with --interests 

Column 10  

Line 44, delete "There are other systems". 

Line 58, after "able" insert --to--. 

Column 11  

Line 38, replace the second instance of "handles" with --handle--. 

Column 14  

Line 25, replace "a" with --an--. 

Line 31, replace "the" with --The--. 

Column 15  

Line 25, replace "PEN" with --PEM--. 

This certificate supersedes the Certificate of Correction issued October 12, 2004. 

Signed and Sealed this 
Thirtieth Day of September, 2014 

/(' 
Michelle K. Lee 

Deputy Director of the United States Patent and Trademark Office 

Petitioner Apple Inc. - Exhibit 1022, p. 354



CERTIFICATE OF CORRECTION (continued) 	 Page 2 of 4 
U.S. Pat. No. 6,135,646 

Column 19 

Line 63, replace "certificate"' with --certificate--. 

Column 20  

Line 65, delete the first instance of "is". 

Column 25  

Line 22, replace "possible" with --possibly--. 

Line 46, replace "database." with --database;--. 

Line 46, "the domain" should be moved to the next line at the margin like the other items listed in the 
paragraph. 

Column 27  

Line 32, delete the first instance of "transfer is not". 

In the Claims 

Column 28  

Line 32, replace claim 1 with: 

--1. A system for organizing information in a network that includes computational facilities 
comprising: 
digital objects each of the digital objects comprising one or more sequences of bits or sets of such 
sequences each of the sequences or sets of sequences incorporating a work or a portion of a work or 
other information in which a party has rights or interests, or in which there is value, each of the 
sequences or sets of sequences being structured in a way that is interpretable by one or more of the 
computational facilities in the network, 
each of the digital objects having an identifier that uniquely identifies the digital object within the 
network and persists with respect to the digital object over a period of time that is at least as long as 
the existence of the digital object, an administrative mechanism that (a) is distributed among the 
computational facilities, (b) assures the uniqueness and persistence of the identifiers over a time period 
that is at least as long as the existence of the digital objects, and (c) distributes state information that 
includes the identifiers among computational facilities by an algorithmic process for managing the 
uniqueness and persistence of the identifiers, at least some of the digital objects including other 
information which is useful in processing the digital objects, including managing access to them, and 
a resolution mechanism that accepts unique identifiers as input and resolves each of the identifiers to 
state information that denotes a computational facility or other digital object that contains the digital 
object associated with the unique identifier.-- 
Column 29  
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CERTIFICATE OF CORRECTION (continued) 	 Page 3 of 4 
U.S. Pat. No. 6,135,646 

Line 7, replace claim 4 with: 

--4. The system of claim 3 in which the validation information is stored separately from the 
corresponding digital object.-- 

Line 9, replace claim 5 with: 

—5. The system of claim 1 wherein the other information includes at least one of the following: 
registration of rights in the digital objects; accesses to and uses of digital objects; the terms and 
conditions for access and use of digital objects; the ownership and licensing of rights to digital objects, 
links between different digital objects.-- 

Line 16, replace claim 6 with: 

--6. The system of claim 5 in which the other information is stored separately from the corresponding 
digital object.-- 

Line 18, replace claim 7 with: 

--7. The system of claim 1 in which 
the resolution mechanism is scalable without requiring full replication of the state information and 
includes servers on the network, each of the servers storing information about the state of the digital 
object including information that associates the identifiers with the locations of corresponding digital 
objects in the network.— 

.. 

Line 29, replace claim 9 with: 

--9. The system of claim 1 further comprising 
a registration authority that processes applications for registration of rights or interests associated with 
information structured as digital objects, based on the digital objects, their identifiers, and validation 
information for each of the digital objects sufficient to determine whether a purported instance of a 
digital object is identical to an original instance.-- 

Column 30 

Line 1, replace claim 10 with: 

--10. The system of claim 1 further comprising 
an access mechanism for applying terms and conditions for access to each of the digital objects and/or 
the information incorporated therein, 
the mechanism including information about the terms and conditions, and 
the mechanism being arranged to make the information, about terms and conditions available to a user 
in connection with a request for access to one of the digital objects and/or the information incorporated 
therein, to enable the user to indicate assent to the terms and conditions, and to permit access to the 
user only upon the user indicating assent to the terms and conditions.-- 

Column 30 (cont'd)  

Petitioner Apple Inc. - Exhibit 1022, p. 356



CERTIFICATE OF CORRECTION (continued) 	 Page 4 of 4 
U.S. Pat. No. 6,135,646 

</6 

Line 19, replace claim 12 with: 

--12. The system of claim 1 further comprising 
a reference service on the network, separate from the digital objects, for recording information about 
digital objects including accesses to and transactions associated with the digital objects, the 
information in the reference service being accessible to authorized users.-- 

Line 26, replace claim 13 with: 

--13. The system of claim 1 further comprising 
an identifier service, accessible on the network, for generating the unique identifiers, the service 
including servers each serving a portion of an identifier space.-- 

Line 30, replace claim 14 with: 

--14. The system of claim 1 further comprising 
an authorization server which provides information about terms and conditions for access to a digital 
object and/or the information incorporated therein and access to and authorizations for use of the 

digital objects and/or the information incorporated therein.-- 
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