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*backward. We asked our editors and

* pokinig fun at the year's more outrageous t
. included some tongue-in-cheek **Worst Pre
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COVER STORY

The Best of 1985 (and

Some of the Worst)............ 107
Honoring the tradition of ringing out
the old before ringing in the new, PC
Magazine takes a fond look

writers to nominale the PC-related
products they consider The Best of
1985. And since we couldn’t resist

eys, we've
"' nominations.

A
HARDWARE
Enlarging the Dimensions of Memory................
Charles Petzold, Phil Wiswell, and Winn L. Rosch/Good
news—your software’s style need no longer be cramped by the
640K-byte limitation. Two methods now break that memory
barrier: extended memory and expanded memory. Although
both schemes add multiple megabytes of storage, the techniques
they use are very different, Extended memory, available only on .
PC ATs and comptibles, builds a potential 15 megabytes of
RAM on top of the existing 640K bytes. Expanded memory,
available for PCs and XTs, uses a simple bank-switching
scheme to pack more memory into the same space. PC
Magazine explains the differences, offers a quick-decision -
guide, and benchmarks 12 boards. :

120

| COLUMNS/DEPARTMENTS

WHAT'SINSIDE ......... e b |
Behind the seenes atPC Maga:l'ne.

PONEWS i 33
Nine pages of up-to-the-minute news
reports, product minireviews, interviews,
short features, and commentary,

FROM THE EDITOR’S SCREEN
Substandard Brands .............. 61
Paul Somerson/What the software
industry needs is a good 5-cent standard
interface. It would spare users the
frustration of a mixed-up word processor
like one of those reviewed for our
upcoming special issue on word
processing by maintaining a consistent,
universal set of commands.,

l,bl'l'l'l-;.i{h!:i TO PC MAGAZINE... 65
Readers share their insights, comments,

and cniticisms. *

THE NORTON CHRONICLES

COMPUTERS INSOCIETY

Can Computers Be Fail-safe? ... 97
Stan Augarten/The Pentagon’s plans for
computerized war include the Strategic
Defense Initiative—better known as the

A Reader’s Thoughts on Ye . Star Wars defense system. But given the -
Perfekt PC ......... sl 81 | prevalence of hardware and software -
Peter Norfon/ A reader’s response bugs, is this latest military scheme really

persuades Norton to reconsider his
hardware picks for the PC owner.

PC PERSPECTIVES
Graphics with No Apologies..... 89
Jim Seymour/New graphics programs
with MacPaini-like designs and CAD-
like features that may actually work
_better on a personal computer than on a
| mainframe,

such a good idea?

PROGRAMMING/UTILITIES *
Sizing Up Your Files.............. 221
Art Merrill/DOS utilities such as the
CHKDSK, TREE, and DIR commands
don’t always give you the actual size of
your files. SIZE and FREE are two
programs that will tell you exactly ho
much space you have. :
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Modems Take to the Airwaves. .,
M. David Stone/The ESTeem Model 84 Wlmless Modcm :

.connects to your PC through a serial port just like any standard
external modem. The resemblance ends there, however. To
communicate with another Model 84, it converts your
compulcr s digital output to FM radio signals, transmits them
via a built-in radio transceiver, and theri reconverts the returning
signals to digital output.

New Looks for Replacement Keyboards.............. 203
Winn L. Rosch/Keying in hours of text is a long, exhausting
process, but the future may bring new keyboard designs to ease
the pain. Three forward-looking companies have given us the
world of tomorrow today: The Wico Computer Smartline
SmartBoard incorporates a trackball, Key Tronic’s KB 5153

~ adds a touchpad, and the Maltron Keyboard, type KIBM, uses a
stanimg Iayout

. 184

SOFTWARE
Is There Intelligent Life in the PC? .. 139
Jéffrey Rothifeder/The phrase *‘artificial intelli gr. nce’ ha:- bc gun

to appear on more and more software packages, but many users |

are confused about the validity and implications of that claim.
Are smart programs like Q&A and Logic-Line Series 1 just
* examples of clever brute-force programming? This look at PC-
baséd artificial intelligence also examines the future of Al
.. research.

Paradox: A Datahape Manage; witha Fanﬂhar
Frank J. ij?er‘ Jr./Paradox, a hca\ry»duly databa:«. .
management system; borrows the best from leading programs
and then goes them one better. You'll recognize /-2-3'8 two-
line menu interface and cell format as well as dBASE IIl's
structured programming features. ;
Creating Corporate Training‘Courseware .......... 197 -
Jon Pepper/Authoring systems give nonprogrammers the tools

to create sophisticated courseware and software tutorials. The
VASCO Concurrent Authoring System runs interactivély and
concurrently with other programs, fumnishing an exceifent
environment for devising software tutorials. The more complex
McGraw-Hill Interactive Authoring System creates PC-based
courses using such fcﬂ&s as interactive video.

ISSUES /

The Copy-Protection Wars..... 164
Jared TayloriSoftware vendors claim the
right to protect their i investments by,
copy-protecting their products. But end
users assert the conflicting rightto
protect their investments by backing up
the same software. The battle between
vendor and user interests is quickly
escalating into a full-fledged war.

A

SPREADSHEET CLINIC

......... 235 | REVIEWSINBRIEF .......... 263 | READERSERVICECARD. .. 293
Jared Taylor/Time conversions with " David Obregén/The Roland MB-142 - £
1-2:3 and Symphony, macro-making Monitor, ACL’s Electrostatic Locator, PRODUCT ]\l)!..\ ................. 297
macros, and more. and thé LABIMAKR PC program, :
: ] BOOK REVIEW
POWERUSER!. ... 5.0 a. 239. | THESHORT.-REPORT........ i-.: 207 o R S D 301

Craig L. Stark/dBASE statistical
functions, power footnotes in Microseft

Word, and more. ! : o programming. while Complete Turbo

R ) NEW ONTHE MARKET ......... 269 | Pascal and Using Turbo Pascal are
USER-TO-USER ,..:................ 247 | David Obregon/A color film recorder, geared toward experienced Pascal
Paul Eomennanaaler arrays, user- an addressable touch panel, a fully programmers.

defined BASIC maximum and minimum
functions, and more.
PCTUTOR........... AR e 257 PCMART
Charles Perzold/ Answers to queries on
the XT/370 and security concems.

Phil Wiswell/1985 product reviews that
never made it into print.

integrated voice recognition and
response system, and more.

ng
Charles Petzold/Exploring Pascal
addresses entry-level Pascal

wm-*\ TO M)\*‘FRTISERS ...... 307

COMINGUP ........ s .. 309

S
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ISSUES'- JARED TAYL(‘)R -y

THE

e

‘Software vendors and end user% batt-ie over the
right to make money versus the nght to make -
 backups. Both sides possess powerfut arser;als

uietly but 'cons';tamjy‘ the war

rages between those who pro-

tect software and those who

copy it. It's a fascinating

struggle of brains -and imagi-

nation, with each side in business to outwit

the other. Like a miniature arms race, each

new weapon quickly gives rise to another,

and countermeasures are foiled with

counter-countermeasures. Lately there's

been escalation as both sides'roll out hard-

ware in a fight that unti] now has mostly
been fought with a software arsenal.

The struggle for data security rages on
the same battlefield. As personal computer
use spreads. more and more users need to_
protect senisitive data. Here, the first round
has clearly gone to the protectors. Even in-
expensive data-protection programs use
exotic encryption methods that may be
foolproof. In just a few seconds, you can
scramble-a file so thoroughly that not even -
the C.1.A. can read it. However, the real
threat to your data ¢can come from unex-
pected sources.

. The problem of unauthorized copying
is especially serious for the microcomputer
industry for two reasons. First, software

and data can be extremely, valuable! Sec-

ond. anyone with a computer.¢an make

perfect copies of originals. Record compa-
nies would have the same problem -if re-
cords cost hundreds of dollars and anyone
with a record player could make a perfeu
copy for next to nmhmg

Software wpymg is such a temptation
that, if we're to believe the software indus-
try, nearly everyone is doy
to.a survey done in Ja by Future
Compulmg, one pirated copy of business

| software is in use for every legitimate

copy. If you make the conservative as-
sumption’that one in four pirate users

would have bought the program if unable *.

to copy it, then last year the software in-
dustry lost $600 million to ‘piracy. No
wonder vendors protect their programs.

Two Kinds of Protection :
There are two ways to protect a-com-
puter program—with hardware or soft-
ware. Classic software-based protection it-
self has two parts. The first element is a
magnetic pattern or ““fingerprint’’ in one
spot ‘on each original copy of a program
disk. The second part is a small check'pro-

it. According .

. PC MAGAZINE ® JANUARY 14, 1986 i ' ! f e : 165
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COPY PROTECTION

gram that looks for this fingerprint. When
you try: to start the prolecu,d program, the
check routine runs first, If it’finds the fin-
 gerprint, it figures the disk is an original
and loads the application program.

. What happens when you use DOS to
copy a protected disk? Everything will
copy perfectly except for the fingerprint.
When vou try to run the program, the
check routine won't find the fingerprint
and therefore won't run the application

based on the fact that the NEC disk con-

‘program. The:copy protection is thus |

troller used in the IBM PC can recognize
the odd magnetic pattern of a fingerprint
on the original disk but can’t reproduce it
on a copy# :

+  How is-it that 4 systent that nnrm.a]l}
makes perfect copies can read things it
can’t write? Rick Landuyt, president of a
copy-protection company called Glenco
Engincering, explains: ‘"Electronically
speaking, reading and writing are entirely
different. Thicy 're separate circuits, just as
your eyes and ears are separate circuits.
You can see the cnlor red, but you can t

. kinds of fingerprints. The IBM PC formats

hear it. In the same way, the PC reads
things it can't write."" In effect, the finger-
print on a protected disk is a disk error. It’s
useful for DOS to be able to detect errors,
but there’s no reason for it to replicate
them. ;
Companies that make protection
schemes have invented many different

a blank disk so that it writes data in sepa-
rate tracks. Each track is divided into eight
or nine sectors (depending on the version
of DOS) with 512 bytes per \PJ.[U!’ A typi-

Personal Copier
‘Disk-Tech
P.O. Box 162
Wasco, L. 56183

(312) 365-2803

List Price: $39.95'
Requires: 128K RAM.

Dl TECH

CIRCLE 672 ON READER SERVICE CARD
o

Superkey

I Borlarid International Inc.

4585 Scotts Valley Dr.

Scotts Valley, CA 95066

(408) 438-8400" - ' |

List Price: $69.95 wnthout copy proteltion
Ilequlrﬂi 128K RAM, one disk drive, DOS 2.0 or’
later.! ;

i CIRCLE WDNHEhDEHSERVlCE CARD

- (503) 244-5782

“List Pricet $95 plus $3 shipping charge
Requires: 128K RAM, one 360K drive.
CIRCLE 660 ON READER SERVICE CARD

FILELOK
Wault Coip.

Copy Write

Quaid Software Ltd.

45 Charles St E., 3d F1.
“Toronte, Ontario ¢
CDM4Y 182
(416)961-8243
=i List Price: $50
Requires: 256K RAM.

CIRCLE 671 ON READER SERVICE CARD

Copy ll PC

W Ceniral Point Software

_| 9700 SW Capitol Hwy., #100

Portland. OR 97219

(503) 244- 5782

. List Price: $39.95 plus $3 ¢
= | shipping charge J

i Requires: 64K RAM.

CIACLE 670 ON READER SERVICE CARD

Privacy Plus

United Software Security Inc.

8133 Leesburg Pike

Vienna, VA 22180 °

(703) 556-0007

List Price: perpetual corporate license (unlimited
rmrgber of machines and sites) $146.25, Pcrpctual
site license (one site) $48.75

ENC-300, ENC-304, ENC-305, ENC-306
Jones Futurex Inc.

3079 Kilgore Rd.

Rancho Cordova, CA 056?0

{'JI-S) 635-3972

List Price: ENC-300, $245; ENC-304, 5595
ENC-305, $995; ENC-306, $895

Requires: 128K RAM. MS-DOS 3.1 or carlier.
CIRCLE 662 ON READER SERVICE CARD

MagLock

Flinder Software Laboratories

169 Bumside

Tanwanda, NY 14150

(716) 693-0584

List Price: $89 plus $5 shipping and handling
Requires: 128K RAM, PC-DOS 2.0 or [ater.
CIRCLE 861 ON READER SERVICE CARD

Disk Mechanic
MLI Microsystems
P.O. Box 825
Framingham, MA 01701
(617)926-2055

 List Price: $70
Requires: 192K RAM on PC
or XT. 256K RAM on AT, and
320K RAM on COMPAQ.

CMEHOONHEADQRSEMCAM

Knight Data Security Mamgvzr
AST Research Inc. ;

NISK

LHAN

CIRCLE 667 ON READER SERVICE CARD
O : :

2649 Townsgate Rd.. #500 Requires: 64K RAM. ; 2121 Alton Ave.
Westlake Village, CA 91361 CIRCLE 663 ON READER SERVICE CARD Irvine, CA 92714
(800) 445-0193 (800) 821-8638 (in C.iilf ) i ? (714) 863-1333
List Price: 2-pak (two diskettes) $16.65 & . List Price: $295_
Requires: 128K RAM, 1 ! s Locksmith PC Requires: IZSK RAM. hard disk drive, DOS 2.0
CIRCLE 668 ON READER SERVIGE CARD 5 oha Logic Business Systems | Ot later. A
i 4119 N. Union mmassowmasem CARD ;
PROLOK : ﬁmB Woodstock, IL 60098
Vault Corp. : (815) 568-5166  The Access Key
2649 Townsgate Rds, #500 Tocksamre: | List Price: $79.95 Gordian Systems Inc.
Wc&lluie\f'illage CA 91361 el > : - 3512'W. Bayshore Rd.
(WBYA96-6602 (BO) 445-0193 ‘ it ,',‘c“_“;(&-r'?ml? 2"1'(1““““, h,:;mM Palo Alto, CA 94303
List Price: 2-pak (two diskettes) $17.40 i D - -(415)494.8414
Requires: 128K RAM. , . List Price: 530 J
CIRCLE 650 ON READER SERVICE CARD | CIRCLE 666 ONREARER SERVICE CARD
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: overlay a series.of sect

cal fingerprint might be a track made up of
a peculiar number of sectors ok a series of
sectors that are an odd size. One of the
most common schemes is to physically
5. Another is to

give a sector a strange WY’
Another fingerprinting teqhmque uses
weak bits. These bits unstable data

that have a different Value every time |-

they're read. In a copy-protection scheme,

the program reads the weak bits several

times in a row. If the program gets differ-

| ent values for the data. it knows the data is

weak and that the, disk is an original. A
DOS DISKCOPY command doésn’t pro-
duce weak bits; it writes pertnanent values
in the sector that was supposed to be weak,
Thus, if the check routirie finds strong bits
that returnsthe same value every time they
are read, it knows the disk is a copy and
will refuse to load. ;

Some fingerprints are harder to produce
than others. A standard PC can actually be
made to write simple fingerprints if you

use special software to drive the disk con- |
troller, Both Glence Engineering and an-~
*| other well-known copy-protection compa-
ny, Softguard Systems Inc., sell kits that

i a PC into a copy-protection machine.
Strictly through software, they make the
disk controller write oddball tracks that

DOS normally doesn't allow.*Disks with
these fingerprints can't be copied using |

standard DOS utilities.

However, anything that the PC can be
made to write with special software, it can
be made to copy with special software.
Such low-level protection schemes are
easily defeated by the many good copying
programs that are now available. Disk-

Tech, Quaid Software, and Central Point

Software all make copy programs that act
like the kits sold by the copy protectors
(see sidebar, ‘“The Master Copiers'’).
They analyze the original disk's finger-

‘| print and tell the disk controller to copy it. |

What soﬁwam can do, other software can

‘undo.

The copy- protecuon companies have
fought back by using special machines that
lay down tracks that the PC’s disk control-

* ler can read but can’t possibly be made to
.| copy. This is, of course, more of a bother
-for the software producer because it.can’t

duplicate this protection system itself. It
must ¢ither buy specially formatted disks

opy protection is a !hqmy issue. It's
~at the heart.of a clear conflict be-

‘can’t ‘make copies of commercial soft-

want to make copies—for whatever rea-

nies that sell copy-busting programs.
The rest of the software industry

| thinks these companies sail under the

skull and crossbones. And no doubt
some people buy copying software so
they won’t have to buy anything else.
However, the vendors of copying soft-
ware take a strong public stand against
piracy.” Central Point, for example, in-
cludes ADAPSO's *'Thou Shalt Not
Dupe™ bmchure along with its Co,m i
PE.
. Mike Brown, Central Point’s presu-
dent, thinks the solution is education.
**The computer is too new,"” he says.
*“People just don’t know it’s wrong to
steal software.’” He also argues that if
software - vendors gave good value for
money and were good to their customers,
there’d be no need for copy protection.
Brown cites his own products. Most

| distributors won’t carry them for fear of

offending other software vendors: That
makes Copy /I PC hard to find. It's also
unprotected. This combination is a great
incentive to piracy, but Brown says it’s
not a problem. He keeps his prices low,
supports his customers, and issues fre-
quent updates. **We give the customer a

The Right to Bill
If users have the right to make free, palnless backups
and software companies have the right to be paid.
for the fruats of thelr labor, whose right comes. flrst’?

tween the right of software vendors o
guard against piracy andthe right of le-
gitimate users- to make backup.copies..
On the basic.issues the law is clear: You

ware to sell or.give away, but you can |
make archwal copies. Enouglfpeople .

son—to make a good market for compa- |

ing selling copy protection, but he’s no

A" Ultimately, he too would probably
"iike to see copy protection go away.

reason to like us and to commuc to do
business with us,"” he says.
dothal youdonlneedcopypmﬁac
tion."": .
Al:bough Brnwn s bus;ness depcnds
on copy protection, he would liketosee it
go away. His compapy is a member of
ADAPSO and of the Software Publishers

Association, where he pn:aches hisbrand |
of custémer service.

W. Krag Brotby, chairman of copy~_

protection er-Vault, is less sanguine
about ¢ rhonesty. **As the density
of micros mes greater, the apportu-

nity for software theft increases,’’ he

says.” Brotby agrees that pmloc;im isa|]

nuisance, ‘but he thinks it's necessary,

"“We've all gotten used to the car lock,™" |

he says, “allhough it's an impediment to”
using a car,’ ?
He also po;ms out that software lets

people do in hours what mlghl have taken |

days or weeks without it. Hunting for a
disk or waiting a few seronds for a
etion check is a small price to pay.

““Maybe we're looking for too much in-

stant gratification,’’ he says.
Joe Diodati of Softguard makes a liv-

evangelist for it. He sees it as an unfortu-
nate necessity with no inherent value.
““What utility have we [copy protectors
and copy busters] added to the world?"
he asks. ‘*All we’ve done is add to entro-
py—nobody really gets anything out of

“Education,”’ says Diodati, “‘is more

important than technology.”’
/  —Jared Taylor 2

from the protection company or get the

protection company to do the duplicating.
Even so, protection may not be perfect,

since -the copy-busting program may not’

have to make a perfect copy of the finger-
print. Kevin Larsen, sales manager of

*Copier, gives the example of a copy-pro-

tection scheme that might write 101 sec-
tors to the fingerprint track instead of.the
usual 8 or 9. Even with special software.
the NEC controller can’t write a track with
101 sectors. However, as Larsen explains,

e

Disk-Tech, which produges Personal | when the protection routine checks the fin-
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gcrpnm all it can ac(ually look for is the
address of the 10[st sector rather than
eount all 101 to be sure they e there.

To defeat such a scheme, all you have
to do is write an address for sector 101
rather than “format 101 physical sectors.
This the. NEC controller card can do. The
fingerprint check will then find what it’s
looking for and be fooled into loadmg the
program

Getting Tough -
It didn't take the protection companies

make programs that run a thorough check
fora ﬁngerppnt that the PCitself can’t pos-
sibly write. But still, the copiers can beat
them: Copy Write, by Quaid Software, has

*. | autility that doesn'teven try to copy an or-

nery fingerprint. Instead, it pwis a descrip-
rion of the ﬁngerpnm on the ngw disk rathi-
er than thic real thing. Before you run the
' copy. you first load a small, memory-resi-
dent Quaid utility. At run time, the utility
interrupts the protection-checking routing,
‘| reads the description of the unc.opydble
fingerprint from the new disk, and tells the
“check reutine, **Here's what you're look-
ing “for.”* The- protection program thinks
it's found the real thing and loads the pro-
gram.

Yet. another wftwarc«bdsed prolecnon
scheme starts with a scrambled, unusable
version of the program on disk. As usual,
the protection routine first looks for a fin-
gerprint. Part of the fingerprint is a key that
unscrambles the program after it's already

¢Quaid, president of Quaid Soft-
ware /xplains that even if it isn’t possible
to capy the fingerprint and key perfectly,
therd’s a way to defeat this scheme. A
clever uuluy ean capture the protected pro-
gram after it's been unscrambled and write
it out to disk. The unscrambled program
can then be copied with no trouble. “*We
have not found anything that we cannot
copy,’’ says McQuaid. -

schemes proliferate, it gets harder to de-
sign a single program to beat them all. The
copy busters have neatly solved the prob-
lem with hardware. Ceniral Point and
Disk-Tech have both introduced add-on

netic copies of any disk. Central Point’s

Jong to get wise to this trick. Now they

in memory. Onlythen will it run. i

However, as softwaré protection

“dBASE I

boards for the PC that make perfect mag-

board-costs $95 and is cabled to both the
disk controller and the drive.-When Cen-
tral Point software is runming, the board
takes over from the controller. Since it has
none of the write limitations of the NEC
disk controller, it can copy anything. As'
Central Point president Michael Brown ex-
plains, **It just picks up the data from one
disk, puts it down on another and says,
*Next sector, please.’

Joe Diodati, Softguard’s vice president
for marketing and sales, takes a dim view

T L e S e 8 S O T I TR

PROLOK burns tiny
holes in the protected
disk with alaser. -
-This branding makes a
physical fingerprint
that even the new copy
boards can't reproduce.

of the new boards. “*We've been pretty
good at being a moving target,’ he says,

. “bul this is an escalation in the war."’ Dio-

dati says his company is not planmng a
hardware counterattack but is trying to find
a software technique to outwit the copying
boards. EVen 50, he is generous 'fo the
competition. **You've got to gwe Central
Point a hell of a lot of credit,” he says.
**What they have done is produce a cheap
duplication system—it’s a nice piece of

equqimem 47
'8

On the Hard Disk Front

As the floppy disk battle rages, another’
front has opened up on hard disks. More
and more software is designed to run on a
hard disk, but that poses a different kind of
protection problem. So far, many vendors
have taken the key-disk approach. You:
can copy the protected program onto as

- many hard disks as yeu like, but in order to

run it, you have to put the original floppy
in the A: drive. When the program runs.
from the hard disk, it checks for the finger-
print just as if it were running from. :hé
floppy.

Since some of the most popular pro-
grams (/-2/3\ Framework, Symphony
use this technique, there is in-
centive to defeat it. The most common:
méthod is to use a small, memory-residcnt

| counts how many times you put.the pro-
_gram on a hard disk. Two or three shots is |

« cost per copy.

utility that sits and waits for the protection’
routine to hunt for the disk in drive A: The.
utility ambushes the query, tells it that all is
well in drive A:.and sends it home. The
check thinks it’s done its job and runs the
program.

Quaid and Nostradamus Inc. both sell
memory-resident programs that defeat the
key-disk check for some popular pro-
grams. Central Point’s Copy /I PC in-
cludes a similar utility at no extra charge.

Lately, the hard disk battle has taken a
new turn, since legitimate users are tired of
key disks. The protection companies have
responded with a way to install protected
programs so that they run without a key
disk while remaining protected. Such pro-
grams come with an installation utility that

¢ide/to move the program to @ different
hard disk,there's usually an *‘uninstall”
routine to remove the program. Each time
you uninstall, you get another chance to re-
install onto a different hard disk.

This techniqgue could work well for site -
licenses. A large company that wants 500
copies of a program could strike a deal
with a -software company for a custom-
made floppy disk that:allowed 500 hard
disk installations instead of the usual 2.
The deal could include a fat chscount on the

alifu get. However, since you might de-

Hard disk installation uses'the old fin-
gerprint technique. However, since the
fingerprint has to be on each user’s hard
disk, each PC has got to write it. As I dis- -
cussed earlier, apy fingerprint 2 PC can be-
made to write on a floppy it can be made to
copy—with special software. This sounds
like a copy-buster’s. dream. It’s not. Each-
hard disk fingerprint includes information
‘about the unique physucal characteristics of
the disk.

As it happens. hard disks are raﬂ:ly, if
ever, identical. Each has a different num-
ber of bad tracks in different locations.
Thus, if the fingerprint.contains this infor-
ration, ‘even using DISKCOPY 10 dupli-
cate the contents of one hard disk on anoth-

er will not make a good copy The |

Fmgerpnm on the second disk won't match
its physmal charactcnmcs and the program
won't run..

‘One way around thls of course, is to

v
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make faithful magnetic copies of the pro-
gram disk before you use it to install to a
hard disk. Then you could use up all the in-
stallations ‘on the original disk and still
have live copies that will also install. The
battle of wits goeson.

The Hardware Wars

Physical copy-protection schemes are a
different matter. Of these, the best known
is certainly PROLOK by Vault Corp,
PROLOK works by burning one or two
tiny holes in the protected disk with a laser.
This branding makes a physical fingerprint
that even the new copy boards can't repro-
duce. If the check routine-doesn’t find the
littleholes, the program won't run.

This hole scheme sounds like bullet-
proof protection, but it's not. Quaid Soft-
ware took advantage of the fact, that PRO-
LOK was making a series of checks for the

laser burn rather than a single.pass. During .

one of those -checks, a Quaid program
fooled PROLOK into thinking it had found

the bum. Vault has taken Quaid Software |

to court for breaking its protection scheme.

- Vault chairman W. Krag Brotby says
he knows of ne copy program that can de-
feat the latest version of PROLOK. He
'sayé the' company puts oql a new version
.| “‘roughly every quarter’’ to take advantage

of new releases of DOS and to keep ahead
of the copy busters.

Vault also sells a product. called FILE-
‘LOK that protects data as well as pro-
.grams. It comes on fingerprinted disks that
| are blank except for the check routine. Any

| data you put on that disk can’t be copied.
This is a good solution for defense contrac-
tors; for example, that routinely deal with
sensitive information. For added security,
FILELOK comes with an option that en-
crypts the data to make it unreadable as
well as uncopyabie

- Vault was in the news about a year ago

on‘account of a punitive protection scheme
that became known as ‘‘Killer PRO-
- LOK.”’ Brotby says that Vault developed
“the infamous scheme at the request of its

customers: Many of them had gotten tired |.

of seeing their software pirated in huge
quantities, especially overseas. In Mexico,
for example, as many as 200 illegally
made copies may exist for every legitimate
piece of business.software. In Singapore
and Hong Kong, there are stores that open-

ly sell cheap, pirated programs.

Killer Prolok, which Vault pever
plannied to séll in the U.S., was going to
teach pirates a lesson, If it couldn’t find the
laser holes o a bogus copy, it would wipe
out data. If the. disk were »\mc -protected,

Killer Prolok would wiit and bash thé next -

disk. Vault never released the product

+oversecas.either, but the very idea scared-a

lot of people.

The ADAPSO Key

' Another physical software- proteu:on;

technique is the ADAPSO key. ADAPSO,
which is headquartered in Virginia and
callsitself * ‘the computer software and ser-
vices industry association,”’ has invented
an eleventh commandment: Thou shalt not
dupe. However; injunction alone hasn't
kept people from duplicating sofiware, so
ADAPSO has proposed a true hardwaire-
based protection scheme,

-

.the/program would be on disk, but without

The ADAPSO system would féquire a
lock*box and, a%key. The key, would be a -
small ROM chip that contained a small
fraction of a protected program. The rest of

thé ROM key the program wouldn’t work.
The kcy would g into the lock box, a re-
LLPMLIL about the size of a pack-of ciga- '
reltds, that, in tuin, would plug into a gom-
puter’s setial port. The lock box would
include a pass-throtghto let you use the

port for other things, but its main feature |

would be a set of slots, or keyholes,
Protected software would come with-a
disk and a key that you'd have to plug into
the lock bax. The floppy portion of the
program wouldn’t be protected, so you -
could back it up all you wanted. ROM
chips seldom go bad, so you wouldn't
have to back them up. ROM chips are also
damn hard tocopy, so the vendor wouldn’t
r.mummr.r on page 178)
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| dards. Otherwise the key might be seen as

"|" doesn’t kiow why the Justice Department

COPY PROTECTION 3

»

have to worry about piracy.

So long as you left the key in the box,
you could run the program any time. If you
wanted to run it on another machine, you'd
have to crawl behind your computer, pull
out the key, and take it with you. You'd
alsp have to have a serial port and a lock
box on each machine. Finally, software
Yendors would have to set standards for the
physical characteristics of the key and lock
box and for the communications protocols

dards, you'd have to have a different lock
box for each program.. b
" ROM chips are cheap, so the key would
probably cost no more than $3 or $4. ‘Lock
‘boxes, even if they were made out of plas-
tic in Taiwan, would cost more. The user,
_of course, would pay for this stuff.

In spite. of ADAPSO's enthusiasm, its
key and lockbox proposal has run into a
very serious‘obstacle. Since ADAPSO is
made up of competing software houses,
the association has to get Justice Depart-
ment_peyniission’ before it can set stan-

anticompetitive. Last December,
, ADAPSO asked for a formal *‘business re-
vie@ Teter”* from the Justice Department
so-it cpuld proceed with the proposal.
Nearly a year later, the department is still
sitting on its hands. Says Dave Sturtevant,
' senior director of public communications
for ADAPSO, **We're now on hold and
about as frustrated as you can get.”’ He

won't move.

between key and computer. Without stan- |

ifferent hardware-based protection
g:heme twon't need a green light from
the bureaucrats has been developed by
Gordian Systems Inc. of Palo Alto, Cali-
fornia. The Access Key system works by
encrypting or scrambling a program. You

scrambled. When you iry to run the pro-
gram, .you get a logo screen, a series of
flashing lights, and an invitation to type in-
a password. e Ak

The password is coded in the flashing
lights, and once again you need a hardware
“key"* to fighre it out. The key is a device
about the size of a big eraser with a win-
dow at one end and a small, watch-sized
liquid crystal panel on one side. Wheri you
hold the window up to the flashing lights, a

can copy it all. you want, but it's still |’

battery-powered chip inside. the key de-

P

The Master Copiers

Each of these five programs has its strengths and
weaknesses, but all share a common goal: copying
; protected software.

Softwarc vendors protect their prod-
ucts for only one reason: They don’t

trust you. They’re afraid that any pro-

gram that can be copied will be pirated—
and they’re right.- Many computer users
don’t understand that taking home a copy
of a friend’s program is like stealing it
from a store. :

But the software vendors’ right to pro-
tect their products runs smack into the us-
ers’ right to protect their investments.
Magnetic storage isn’t perfect; nothing
can spoil your day like. a program that
won’t run. A back-up copy can prevent
disaster. ! . :

A few small software companies have
sided with the user against the vendor:
They sell programs that break copy-pro-
tection schemes. For copy protedtors,
these programs are the tools of the pi-
rate’s trade, and anyone who sells them is
the enemy. . -

The mainstream software industry has-
managed to keep these black sheep out of
nomial retail channels. Many computer
storés won't carry them for fear of pres-
sure from the vendors of protected pro-
grams, and computer magazines_have

traditionally tried to ignore them for fear

t other advertisers will take business
elsewhere. ;

As a result, copy busters are sold al-
most exclusively by mail and rely on
word-of-mouth advertising. But even
this shadowy mg:rrkct has found room for

at least five different copying programs .

for the IBM PC and compatibles: Wheth-
er they're used to make legitimate back-
ups or illegal copies, clearly there’s a de-
mand for them.

All the ¢opying programs | tested’

come with clear warnings against piracy

| and none are copy-protected. At the sim-

plest level, they all work by analyzing the
format and contents of an original disk
and trying to reproduce them on a target
disk. It's very much like running the

DOS PISKCOPY command, except that
this'process takes much longer.

In terms of performance, though,
these products diverge sharply (see ta-
ble). Because copy programs' are rarely
reviewed by the press, second-rate soft-
ware can sell for the same price as the
best. !

disk that uses a particular protection
scheme, it can copy any software that
uses it. Since Lotus Development Corp.
and Ashton-Tate have switched to Soft-
guard Systems Inc.'s SUPERLoK copy-

| protection scheme for their latest re-

leases, there's a clear line between
products that defeat SUPERLeK and
those.that don’t. The standard copy-pro-
:c&@-bre@king procedure doesn’t work
on S{/PERLoK, so.programs that break it
must use a'special technique: They cap-
ture the protected .COM file and turn it
into an unprotected .EXE filé.

Vault Corp.’s PROLOK is another
protection technique that can't be defeat-
ed by the normal copying procedure. Al-
though it's not currently used on any real-

only two of the five copying programs re-
‘viewed here. s

Bear in mind: that the protection wars
never end. Both'the protectors and the
copiers come out with new versions as
often as once a month. By the time you

zine Labs’ tests will be out of date. By
then, the latest releases of the better
copying programs should be able to copy

Symphony. The best way to find out if a

scontact the manufacturer of the copying
TheLinewp
. Personal Copier from Disk-Tech is

" the lightweight-of the ldt. It defeats.only

Generally, if a program can copy one -

ly popular software, it can be broken by -

read this article, the results of PC Maga- .

Veérsion 2.0 of /-2-3-and Version 1.1 of ~

| program will copy your software is 0

e

R
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- the simplest pfotection schenies and
doesn’t come with any suppleméntary
programs fordealing with anything com-
plex. ‘After you load Personal Copier,
you stick the original in one drive and a
disk in the other and hit the designated

Go key. After 9% minutes, you either

have a working copy or you don’t. The
instructions all ﬁl on one page, andlhat s
all you need.

Central Point Soflware s Copy Il PC
is a much better product for the same

price. Notonly does it copy just aboutev- |
erything except PROLOK -protected’

disks, it also comes with a'utility that lets
you run protected software from a hard

disk without putting the key disk in the | °

A:drive. NOKEY.COM is a small,

. memory-resident program that intercepts-

the quegy to the A:drive and makes the
program ink it's found the fingerprint
on the key disk. It works with /-2-3,
Symphony, SideKick, and the older ver-
sions of dBASE and Framework that re-
quired a key disk. Other programs on the
market do the same thing. Hardrunner,

at $39.95 for a protected version and

- $69.95 for an unprotected version, is
probably the best known. But why would.
you buy it if Copy 11 PC does the job at no

. extra cost?

Copy 11 PC comes with a long list of
the software that it can copy and gives
special copying instructions when neces-
sary. It claims to have-aroutine for break-

~ ing SUPERLoK protection, even though

it failed to work on the SUPERLoK -pro-

tected copy of Sporlight liried.
The program also has a utility teo

“check the speed of your drives. This sta-

tistic can be important if your drives run
at slightly different speeds because you'll
get better copies if you copy from .the
faster drive to the slower drive. .
Generally if aprogram
can copy.one disk that.
- uses a particular
protection scheme, it
can copy any software
. that uses it.

The instruction booklet is only 5
pages long, but it’s clear and adequate.

Locksmith PC from Alpha Logic
Business Systems is primarily a disk
housekeeping utility program, but it also
backs up some protected disks. You can
use Locksmith to/sdlvage deleted files,
examine and chagge sector data, and an-

alyze disks by tfdck or sector. You can
also hide and “*unlyjde’" files or encrypt
and decrypt them.

The disk utilities are good, but the
copy program isn’t. Alpha Logic prom-
ises updates that can beat PROLOK and
SUPERLoK , but in the meantjme, Lock-
smith’s disk-analysis tools are supposed -
to let you figure out copy-protection
schemes and duplicate them yourself.

The 60-page manual does have a lot to

o
Copying Copy-Protected Software
Type-of copy-protection scheme
A Lotus proprietary schéme _ SUPERLOX PROLOK
. Copy Time for copying Mmhrmmwrmm'
program 1-2-3 1A (minutes), 11 1.0
Personal Copier .95 " yes o no rio no
Locksmith PC 12 yes.. no no no no
‘Copy PC : 4 yes yes | yes o
Disk Mechanic : 7.5 yes yes yes yes yes f
| Copy Write 3 yes yes yes yes yes

-| say about copy protection and about how

disks are formatted, but it doesn't say it

‘well. Clusters, boot records, sector gaps,
and cyclical rcdundancy are complex |

stuff, and this isi’t a clear introdugtion to

‘them. Laksmub originally made a name
for itseif on the “Apple and its PC version |

still has a recently ported look to'it.
Disk Mechanic from. MLI Microsys-

-tems, like Locksmith, is a fi ile-utility pro-
| gram thiit also backs up disks—but the

difference is that Disk Mechanic is anex-
cellent back-up program. It can defeat

both SUPERLoK and PROLOK and

come# with a list of what jt can copy
along with specnal instructions for break-
ing unusual protection schemes.

. The file utilities handle such functions
as retrieving erased files, hiding and uri-
hiding, and disk mapping. You can use

byte in any sector and to check the speeds
of your drives.

Disk Méchanic tomes with a 60-page
manual that, alas, is no clearer than Lock-
smith’s.” As the manual.suggests, you

Id probably use Disk Mechanic’s util-

to beat copy-protection schémes that

haven’t been invented yet, but it would

take more work and patience than you're
likely to have.

A Licensed Scheme

Quaid Software Ltd.'s Copy Write is a
copy program and nothing more, but it’s
probably’ the best. Its copyrighted tech-
niques for defeating SUPERLoK and
PROLOK are so good that MLI Micro-
systems licenses them for use in Disk
Mechanic. The program is easy to use
and does exactly what you expect.. .

As a tribute of sorts, Vault Corp.

(maker of PROLOK) has sued Quaid
Software for hreaking its protection |’

scheme. Near the end of its 20-page man-
ual, Quaid appeals to Copy Write cus-
tomers to help with its fight against
Vault. To do so, you can either send
mohey or evidence that you use Copy
Write to make legitimate backups rather
than for piracy.

Quaid puts out a new edition of Copy
Write every month. You can }sub-
scribe™ for $130peryear -—.lared Tlﬂor

Disk Mechanic to examine or modify any |

Ceml
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he Data Encrypuon Slandard (DES)
- is the:National Bureau of Standards’

sensitive but unclassified computer data.
It was adopted in 1977 after the NBS for-
mally solicited encryption algorithms
from the public, The one that NBS chose
| wa? called the Data Encryption Algo-
rithm (DEA) and was developed by
IBM, undepthe code name Lucifer. DEA
is hiow in thié public domain, and it can be
used free by any American cornpany All
| IBM gets is glory.

NBS got:into the algonlhm business
in order to protect the consumér and to set
2 upiform standard. Data-protection
schemes* have been around for a long
time, but most asers had no idea if they
were any good. Now that the NBS hag
anointed one, most data managers use it

-with complete confidence. Also, since
‘| it’s a standard, they don’t have to learn a
 lot of different codes.

Technically; DES is a hardware im-
plementation of the DEA. Encryption
programs like.SuperKey use DEA, but
they are not, strictly speaking, DES.
Software can be fiddled with, so the NBS
puts its official stamp only on hardware.

DEA is a very complex. bit-level al-
gorithm that is described in an NBS pub-
lication called FIPS 46. A DEA key must

(NBS) approved method for protecting’

be made up of 64 bits, of which 8 are par- |

The Data Encryption Standard

_ . Developed by IBM and adopted and approved by the
5 ~ National Bureau of Standards, the Data Encryption Standard is based
on a complicated, effective coding algorithm.

ity bits. In very stmple terms, the 56 re-

maining bits are tumed into 16 different
subkeys. All 16 subkeys are used on ev-~

ery bit of data, which is processed n
blocks of 64 bits. Encryption involves
shifting bits around, combining and re-
combining them until they are thorough-
ly scrambled. Decryption works back-
wards through the same steps with the
same key.

DEA operates in severai modes. In
one mode, called chaining, the results of
encrypting each block are ysed as an ad-
ditional key in encrypting the next block.
This is a very secure mode of encryption,
but it is seldom used when data musf be
transmitted. If there is a single transmis-
sion error, it will be passed along through
the chain during decryption and the'data
will be unreadable,

Since the algorithm itself is public
knowledge, there’s no mystery about
what’s been done to encrypted data. The

problem is figuring out the key. Since .

there are 56 relevant bits to a key, and
each bit can be either one or zero, there
are 2% or 72,057,594,037,927,946 pos-
sible DES keys That's a little over 72
quadnl ion. *,

t folks are sansﬁed with that. In
1980, the American National Standards
Institute (ANSI) officially.adopted DES.
Many U.S. and intemnational banks have

{ German Enigma code [used during

_converted to DES for coding their pay-
ment instructions. Last August, the U.S.
Treasury Department announced that all
_instructions for moving funds in or out of
it would have to be coded with DES.

Still, there are skeptics. The U.S.
government doesn't use DES for classi-
fied information, which suggests that it
thinks DES isn’t good enough for data it
cares about. This makes one wonder
whether the government has been push-
ing DES because the National Secunty
Agency knows how to crack it. Big
- Brother could read everyone else's mail
but keep its own private.

- Soiye code experts, like Dr Harold
H:g nd, editor in chief of Computers &
Security magazine, don't believe in the
absolute security of large numbers. **The

World War 11] had over 50 million
keys,” he says, *‘and we broke that by .
hand.'" In the age of computers, 72 qua-
drillion may not be such a huge number
after all. s

Highland also argues against stan-
dards: **It takes a lot of patience to break
acode,’” he says,*‘soit’s got to be worth
your time to do it. If every bank in the
country is using the same code, it’s defi-
nitely worth your time.’? There may be
convenience in standards, but there’s
- safety in diversity. —Jared Taylor

codes _thc'six-charact‘er password and
flashes it on the liquid-crystal panel. You
type it inat the keyboard, and the program
will unscramble and run,

The Gordiar Method

This scheme sounds like the same pro-
tection technique thatis defeated by
snatching the unscrambled version of-the
program out of RAM. There is, in fact, no
defense against a utility that stops execu-
tion of a program and reads the contents of
memory to disk. However, Gordian
claims that the unscrambled. version thus

captured will not run: This defensive strat-
egy works by taking a survey of the char- -
acteristics of the machine in which the pro-

gram has been ‘loaded at the time it is |

unscrambled. Thereafter, it checks every
so often and if it finds it has been moved to
another machine, it will refuse torun,
One slick feature of The Access Key,
system is that every time you run the pro-

" gram, ituses a random-number generator -

to produce a different six-character pass-
word. Thus, you never have to remembera

password, but you can’t run the program
without a ke)&ll keys have serial num-

bers so you can get a rep1acemenl :f you're
ina jam.

Just to make things harder foranyone to |
| ‘break the password cbde, The Access Key
‘¢hanges the coding scheme every 36
hours. When the protection software runs,
it first checks the system date and modifies |
the encryption patiern-accordingly. Only
. then does it throw up the logo screen and
ask“for the password. How does the key
know' whiat decoding method to use? It
contains a quartz watch that tells it the |-
date. and it, too, changes its decoding sys-
tem every 36 hours.
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The Gordian k

key is_primarily an en-
cryption/decryption

ce that is cunning-

ly used to protect software. It can easily be .

used for data security. In this mode, you
use a special software routine to make the
key act as an encryptor, What started out as
areadable file is now garbage. You use the
same software routine and key to decrypt
the file. This time, inqtead .of keeping the
unscrambled file in memory, the system
wriles it back. to disk in readable form.

Thus, the Gordian key is also a weapon in |

the battle for file security. - | a

Protecting Your Data

of the wrong hands. One obvious way is to
 keep it all on floppies and to keep the flop-
pies locked up. If you need more storage,
you can use removable hard disks and keep
them in a safe, .
If you have a fixed disk. one clever way
to fool snoopers is to make: it look as
though the data isn’t there. Magl_m k. by

Flinder Software Laboru!oncs is a pro- |

gram that fiddles with the directory table
so that DOS doesn’t know your files are on
the disk. MagLock can hide single files,
subdirectories, or the contents of a whole
disk, and it takes .85 seconds per file no
matter how large or small. The data itself is
untouched and will show up as bad sectors
.if you run a CHKDSK. Your files are still
accessible to d snoop with'a'disk utility that
reads individual sectors,
AST Research has developed a.similar
scheme called Knight Data Securiry Man-

< ager. It takes between 300K to 400K bytes

on your hard disk and will ask for your
name and password every time it boots. It
- is for multiuser systems, and it can be set

up fo keep certain.people out of certain
| subdirectories. It also has an auditing op-
tion that records how much time people
spend in whiich directories and how many
times they try to get into off-limits directo-
ries. Knight is also setup so that if you boot
from a floppy. DOS doesn’t know the hard
disk is there. If you ask for a d:rutory.
-DOS gives you an “‘invalid drive spec’
‘message. nghr also gives you the option
of encrypting files.

Codes and Ciphers
© A good way to keep data safe is to make
‘it unreadablé to anybody else. Soldiers and

diplom.us started doing this thousands of
years ago when (hey invented codes, or ci-
phers.

Some codes are childishly slmple Take
pig Latin. You code a word by moving the
first consonant(s) to the end ef.the word
and adding “‘ay."" Implesay odescay ancay
ooklay ickytray. To decode, you do the re-

verse. This pracedure for scrambling and

unscrambling data is called an algori

- A simple computer-data enc
gun’lhm_might increase the A
of every character by a set

| MagLock fiddles with the |

There are many ways to keep data out+

directory table so that
DOS doesn't know your
files are on the disk.
It can hide single files .
or subdirectories in .85
seconds per file.-

chogse to increase it by 20, the letter K
(ASCII 75) would become a hyphen (AS-
11 95), and the number 4 would become
the letter H. To decode the file, you would

reduce all the ASCII numbers by 20. The

ASCII shift is the algorithm and the num-
ber 20 is the key, or password..An algo-
rithm that consistently replaces one piece
of data with anether is called a subsunmon
algorithm.

Permutation algonthms are anolher
kind. If you were coding datd in blocks of,
64 characters, you might move every third

character one place to the right. Even such |

a simple permutation algorithm, in combi-
nation with a substitution algorithm,

- would take a little while for an amateur to
figure out. Real computer encryption algo-*

rithms, ‘such as the U.S. govemment’s
Data Encryption Standard (DES) are, of
course, much more complex (see ‘‘The
Data Encryption Standard™").
Although many encryption programs
are on the market, one of_ the most widely
avéilable is included in SuperKey by Bor-
land International. SuperKey actually con-
tains two encryption methods, ore a full-
blown DES and the other a proprietary

| Borland algorithm that is not as compiex

but runs faster.
In both cases, the key or password can

be up to 32 characters long - The encrypted
file is written right over the original file. so
no trace of the ogiginal is left on disk. If |
you type an encrypted file, all 'you get is
smiling faces, Cg'eek letiérs, and musical |
notes.

Barland also offers’ a‘text mode for en-
cryption if you wan{ to send code through a
modem with a commenications program |

. that doesn’t handle binary files. This mode

prodirees a file. that contains only the capi- |
tal-letters A through Z and is a good deal
longer than the original file. If the person at
the ‘end of the phone lines knows the
password and also has a copy of SuperK ey,
he can decode the file.

‘Another company, United Sof!ware
Security, produces an encrytion progmm
called Privacy Plus. It, too, offers DES en- .|
crypﬂon aswell asa simpler algorithm that |
is twice as fast. It also produces text mode
for confidential data transmission. Like the
Gordian sysfem, it offers a- ‘hand-held de-
vice that decodes randomly generated

asswords from flashing lights on the
%ﬂ. ; f

interesting option on Privacy Plus

is *‘master-keyed’' encryptors, which per-

mit multileveled, or **hierarchical’’ secu-

rity. These programs are set up so that no

matter what key you usé to encrypt a file,
there is always anothier one—a sort of skel-

“eton key—that will also decrypt it. This

makes sense in a company whére a lot of
people work with sensitive data. The secu-
rity officer issues master-keyed versions of
Privacy Plus to-the employees. They can
protect their data from each other and from
outsiders, but if someone is out sick or for-
gets the password, the wcuntfr officer can
use the master key to decode aﬂ!ody s
files.

Hardware Encryption !

Master keys may be handy for.some
purposes, but they point up an impoftant |
weakness in encryption that’s done with

Isoftware: A clever hacker might fiddle
with your program and insert a homemade
master key, using it to decode everything
you coded, and you might never know.

Encryption on ‘a chip is the solution.
Jones Futurex sells encryption boards for
the IBM PC that, incorporate tamperproof
DES-standard chips made by Advanced
Micro Devices and Western Digital.
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Capture e present.
Command the future.

Pﬁmavera Project Planner gives successful project managers
the three things they want most...control, control, control.
What they like, you'l like... y L :

" Our capability for managing projects up to 10,000 activities.
Resource leveling and cost management. The ability to compare
current schedules to targets and to perform "what-if* analysis. °

Plus, standard and custom reports to give you the who, what.
when, where and why in virtually any format you need.

“You can even produce high quality bar charts and network logic

| diagrams using our optional graphics package, Primavision.
" Interested? Contact us for more'information or the name of a

nearby Primavera.dealer.

Primavera Project Planner...the most project management you
can get from a micro. L

} { :h‘-_“r'—'_ x

PRIMAVERA SYSTEMS, INC. Suite 925 : Two Bala Plaza
Bala Cynwyd. PA 19004 + (215) 667-8600 « Telex 910 997 0484 '

B iy

COPY PROTECTION

more than most peogg!e need.
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Hardware encryption is also much fast-
er than software encryption; Futurex
boards clip along at 12,000 bytes per sec-
ond. If you were running /-2-3 or Word-
Star, the board would automatically en-
crypt everything you wrote to disk and
decrypt everything you read. Your appli-
cation wouldn’t run noticeably slower,
your data would never be on-disk in read-
able form, and you wouldn't have to en-
crypt your files at the end of the day.

The more expénsive Futurex boards go

| one step further, with an EPROM chip you

can program with 64 encryption keys.
Once again, a company’s security officer
would choose the on-board keys and also
assign’ passwords to the system’s users.
The users’ keys would work only with
boards that were programmed._to accept
them. That way, disgruntled employees
couldn’t buy an identical Futurex board,
take it home, and use it to decode company
data. Even if they had valid user keys, the
new board wouldn’t be programmed with
the matching on-board key. :

As an extra barrier to sub-rosa decryp-
tion, 32 of the programmable keys are de-
signed to disappear if you take the board
out of the machine. That way.you can't
even sneak the company board home for a
little decoding. :

As a final precaution, Jones Futurex
puts a steel case around the ' EPROM chip
and fills the case with epoxy. There's atrip |
wire running through the epoxy, so if you
try to cut through it, you'll destroy all the
programmable encryption keys. This is
real, hard-boiled security and probably

Know Your Enemy :

" However, the Futurex system.under-
lines one of the differences between copy
protection and data sécurity. On the first
battle front, it’s a clear fight between copy |
protectors and copy busters. On the sec-
ond, the combatants aren’t always clear.
Today's encryption algorithms are so ar-
cane that anything that gets coded stays
coded—unless there’s an inside job.

' ' But-whichever side of the struggle

‘you’re on, the battle is far from over, and
new weapons go into action every day. W |’

Jared Tayloris a contributing editor of PC
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