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Abstract

This paper describes the technical concepts of ABYSS (A Basic Yorktown
Security System) as it relates 1o the problem of personal computer (PC)
software assct protection. The current PC software environment is de-
scribed as it relates to the protection of software assets, The basic concepts
of the ABYSS system are then presented. This is followed by a discussion
of new PC software marketing optiogs that are made possible by the system.
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Preface

The ABYSS system can span a range of'capabﬂilies. from the low end, applicable to small work-
stations (such as the IBM PC) to the high end, applicable to configurations contaiping large TBM
maioframe processors and communications networks. This paper describes ABYSS concepts only
as they relate to the IBM PC family of products.

ABYSS is a hardware and software system. Any ABYSS implementation oa au IBM PC requires
both hardware and software chapges or additions to ke persopal computer system. A prototype
ABYSS system is being developed by the Research Division of IBM.

The ABYSS system also provides solutions to related security problems, such as remote terminal ac-
cess security and local area getwork (LAN) resource conuol. This paper does pot discuss these as-
pects of the ABYSS system. The details- of the cryptographic system or the cryptographic key
management algorithios used in this system are also beyond the scope of this paper.

A glossary is provided in the appendix to describe new terms or terms that bave a new usage in this

paper.
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Introduction

Much has been written about the problem of personal computer software piracy. This paper discusses
why previous attempts at a technical solution to this problem have failed and develops the concepts

of a system that can prevent software piracy.

Organization

The current personal computer egvironment is described as it relates to the problems that are ad-
dressed by the software asset protection system. The goals of the system are then described. An
overview of the the major components and new concepls is preseated in preparation for a full dis-
cussion later in the paper.

Later sections describe the personal computer software asset protection architecture and the major
components and concepts used in the system. New marketing techniques are made possible with the
personal corsputer software asset protection system. These new techniques are surveyed in later
sections.

“Appendix A. Usage sceparios” oa page 26 in the appendix contains examples of bow this system
might be used.

Scope

The purpose of this paper is to intvoduce the coucepts of the PC software asset protection system and
illustrate how the system may be used.

Any implementation examples used in this paper are just used 1o help illustrate the concept being
discussed. It should not be assumed that any implementation examples presented in this paper rep-
resent the best implementation alternative. Research is being conducted on specific implementation
prototypes and the new ideas that have been formulated during the development of the system.

The research work that has produced the coocepts and architecture for the personal computer soft-
ware asset protection system that is described in this paper is called 4 Basic Yorkiown Security
System or ABY.SS. This paper essentially describes the concepts that are needed for a fuller under-
standing of the ABYSS system. The terms “ABYSS system™ and “PC software asset protection
system™ are used interchaggeably in this paper.

Current PC environment _
Part of the success of the IBM personal computer family stems from the fact the IBM PC is desigoed
to be an “open system”. The term “open system™ refers 10 the design characteristic of the YJBM PC
family that exposes all hardware and software, and associated interfaces, to the ead user. These
interfaces are described by IBM and enable anyone to examine or modify any information in the IBM
PC.! The ability for end users, third party vendors, and other IBM divisions to modify or extend the
hardware and software in ag IBM PC has resulted in a wealth of hardware and software products for
the PC. These products have contributed greatly to the success of the IBM PC product line.

Software Piracy Problems

Since the IBM PC is an open system, there is no way to prevent anyone from examining or modifying
any part of the system. This bas greatly contributed to the problem of “‘software piracy”. The fol-
lowiog siteations are common in today’s environment:

®  Anend user purchases a game from the computer store. The user tries the game and likes it

A number of duplicate disks are created and given 1o friends. Both the software developer and
the software distributor lose revenue when illegal copies are distributed.

N Even read only memory (ROM} in the PC can be modificd or replaced because all harduare intesfaces are exposed.
3
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®  The software developer uses a ‘““copy protection” mechapism 10 (try to) prevent the end user
from making backup copies of the software. This can create any of the following problems.
s The disuibution diskette becomes unusable due to a physical defect, the user cau no longer
execute the program. '
e  The copy protection mechanism does not allow the user to execute the program from a hard

e  The copy protection mechanism allows installation on a bard disk but the original distrib-
ution diskette must be presest for the program to execute. If the original distribution
diskette becomes unusable, the user cannot execute the program. A backup of the hard
disk does not effectively back up the installed (copy protected) program.

&  The copy protection mechzaism allows installation on a hard disk and there is now no way
for the user to execute that program on another machine, such as a backup machine.

e Copy protection systems have been produced that are sold o software developers to protect
their software asselts.

e Enhanced copy products (bardware and software) have been produced and sold to end users o
defeat the copy protection systems.

A Vicious cycle exists. New copy protection systems are developed, then new copy programs that
defeat the new copy protection systems are developed. In fact a new sub-industry bas developed with
a set of vendors developing new copy protection systems and 2 set of vendors developing newer copy
programs, which are able to defeat the newest copy protection scheme.

With current technology there is no end in sight for this problem. With the cument open PC system
it will always (theoretically) be possible to defeat whatever copy protection mechanism can be de-
veloped. The fact that the system is open prevents an effective solution to the software piracy prob-

Jem.

Goals )
A set of objectives or goals have been established for 2 solutiog to the PC software asset protection
problem. This section describes these goals and objectives.

Impact

Any solution to the PC software asset protection problem must have minimal impact to the software
developer, the software distributor, and the end user. For example, current copy protection mech-
anisms are a great inconvenience to the end user, these types of solutions are not acceptable. Soft~
ware developers should be able to produce protected software without much more effort than they
are using today with copy protection mechanisms.

Cost .

The cost to the end user must be minimal. The purchase of a secure software asset proteclion system

(bardware and software) may provide little direct economic benefit to an individual end user2. Most

of the direct economic benefit goes to the software developer and distributor. The cost should be low

enough to the software developer or distributor so that they do not need to pass on a large cost in-

crease to the end user. Evemntually, the end user should benefit economically from an effective PC

software asset protection system. Since unautborized execution of a software package is prevented,

software developer and distributor revenues may be higher through greater sales volume. Thus the .
end user cost for an individual software package may even decrease.

b Dircct economic benefit is passible to the end user if the sofltware developer takes advantage of new license agreements
that are made possible with this system. An economic benefit from the ability to retum software for a refund or rent
saftware is now possible.

Introduction 2
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Performance

The execution speed of the protected application should not be greatly reduced by the software asset
protection system. A slight performance degradation may be acceptable, but the user should not
perceive poor performance or inconsistent response times due to the software asset protection sys-
tem.

Distribution methods

The term “‘distribution method’’ refers to the way the software developer gets the software to the
distributor and the way the distributor gets the package to the end user. A PC software asset pro-
tectiou system should not adversely affect any current or future distribution channel.

A common distribution chanpel in use today is the local neighborbood computer store. Software
products are kept on the shelf or on display in the computer store. An end user buys the package off
the shelf, brings it home, installs it and runs it. A future distribution channel may involve the broad-
casting of software from a satellite. The PC software asset prolection system should complement any
existing or planned distribution methods, and possibly enable new distribution or marketing methods.

Flexible terms and condifions
The following relationships exist between personal computers and end users:

®  Anend user exclusively uses only one PC.
&  Onpe PC is used by many different people at different times.

e Ogpe user uses many personal computers3.

o  The PC being used may be a part of a local area petwork (LAN) with services to access shared
data and programs. ' .

¢ The PC may be connected to a host maiaframe system 1o obtain services or data that teside on
the bost

In addition to these relationships both the hardware and software may be owned by a large enterprise,

an organization within ag enterprise, or an individual.

These factors conuribute to the software piracy problem because existing license agreements do not

make good provisions for them. The lack of an effective PC software asset prolection system limits

the types of license agreements that might be developed to permit more flexible tetms and conditions

to encourage the legal use of these relationships.

The goal is to permit flexible terms and conditions and be able o enfarce them.

Ability to publish

The details of a2 PC software asset protection system should be publishable without compromising the
security of the system.4 This will enable the system to become a standard in the industry. Software
developers and distributors will be able to examine the systeras details, know bow it works, and have
trust in its security and usability.

Security

Oge guideline far the level of security needed in a software asset protection system is that it should
take more effort (money. time, or resource) to defeat the system thag it would take to independently
develop the protected resource.’ Unfortunately, while this guideline is necessary, it is pot sufficient
to describe the goals of an effective software asset protection system. Same pirales may oot care how
much time and effort jt takes to break the security of a system, it is the challenge that is important.

? Those personal computers may or may not be used by other users, and may or may not be portabke.

‘ An example of such a system is the Dats Encryption Standard; the details are publishcd and the sysiem is scoure,

* For an extreme example: You can put a mud pie in the vault at Fort Knox, and it wi)l be very secure, but, since anyone
with some water and din can make a mud pie, placing one in 3 vawt does not increase the secusity of mud pies.

3
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For example, a student io a large university might spend all weekend, in a wniversity lab, using uni-
versity equipment, to break a security system, then publish seositive information in the campus

newspaper, all just for the “fun of it”.

Components
The ABYSS system introduces some new cancepts that are meationed in this introduction and cov-
ered in more detail later in the paper.

PC software asset protection archifecture

An architecture has been developed to describe the software asset prolection system at a level inde-
pendent of any implementation. The architecture contains a set of services which constitute the op-
erations of the software assel protection system. The concepts described ia this section are discussed

in detail in [Whit86).

Protected processor

As stated earlier, with an open system, software piracy cannot be prevented effectively. The ABYSS
architecture defines a profected processor which is a “closed™ portion of the sysiem. Since part of the
system is now closed, it is now possible to build an effective software asset prolection system to pre-
vent piracy. The protected processor consists of both hardware and software and is both Jogically
and physically secure.

The Jogical security of the system prevents agy software in the system from accessing and exposing
secret information. Cryptographic techniques are used as part of the logical security system. Whea
protected information is outside the protection of the physical security system it is encrypted.

The physical security syslem prevents the access and exposure of secret information by physical
means. For example, the physical security system is designed to prevent the use of bardware probes
to access secret information within the protected processor. [Wein86]

Softuare partitioning

In order for a software package to be protected some of it must execute in the protected processbr,
where it cannot be accessed by any other hardware or software. The software must be split into a
“protected” part and an ‘“‘unprotected” part. This is called software partitioning. The unprotected
part of the software resides in personal computer memory agd executes in the persopal computer’s
main processor (such as the Inte] 80286 processor in the IBM PC/AT). The protected part of the
software executes in the protected processor and therefore cannot be examined or modified. When
the protected part of the software product is not in the protected processor it is encrypted. This
prevents a pirate from obtaining any useful information about the protected part of the software.
Both the protected and unprotected parts of the software must be present in the system for the ap-
_plication execute.

The way the software package is partitioned into a protected and vnprotected part is important to the
Jogical security of the system. The protected part of the software must be chosen in such a way that
its contents cannot be determined by examining either the unprotected part of the software or the
interaction between the protected and unprotected parts.

The right to execute

‘Today, the possession of a software distribution diskette, or a duplicate copy (backup) of the dis-
tuibution diskette is all that is needed to execute a program. The software asset protection architec-
ture separates the possessiog of the software from the ripht fo execufe that software. Having a copy
of the software package does not give one the right to execute the package.

The coptrol of the right to execute a software product protected by the software asset protection
system is a very important part of the system. The “right 10 execute” is kept in the protected
processor where jt cannot be direciuly examioed or chapged, except as specified by the software ven-

dor.

Introduction
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The authorization process

In order for the software asset protection system to control the “right to execute” for a particular
software product, it must be able to control the pumber of times that ““right to execute™ is installed
in a protected processor. The architecture describes a general process, called the authorization process,
which can control tbe number of times a supervisor service is done. The authorization process can
be performed by trusted humaans, trusted protected processors, or by a hardware implementation of
a *‘token”

For now, suffice it to say that the authorization process can securely control the number of execution
rights for a program. For example. the number of end users given the “right to execute™ for a soft-
ware product just purchased in a2 computer store can be limited to one.

Distribution methods ‘
Any full discussion of the PC software asset protection problem must include a discussion of distrib-
ution methods. The architecture bas separated possession of the software from possession of the
“right to execute™ that software. The software asset protection system is concerned with both the
distribution of the software product and distribution (and control) of the “‘right to execute” that
software.

Some security systems fit some distribution methods nicely and do not work well with others. We
analyze current and possible future distribution methods and categorized their essential character-
istics, The PC sofiware asset protection system described here works with all known distribution

methods.

Application data store

One of the goals of the PC software asset prolection system is to support flexible terms and condi-
tions. This requiras persistent storage in the protected processor, associated with protected software
products. There are a number of other facilities that applications might want to provide that require
saving some application data securely between executions of that application. Today this is usually
accorplished by storing that data ia a file. Such a file can be examined or changed by the end user,
0 sensitive information is not secure whea stored.in this manner. The “protected processor’™ pro-
vides a secure place to store such information, called the appllaation dava store. Since the application
dara store is in the protected processor it can oot be examined or changed by any hardware or soft-
ware, except the owning application.

The application data store can hold data that is used to enforce the flexible terms aud conditions in
the license agreement and any other sensitive facility the application wishes to implement.

Introduction
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Authorization process

The *“authorization process” is a very important coucept in the PC software asset protection system.
This section describes the authorization process, the token, and the foken descripfor which can be used
by the avthorization process. The authorization process is described before a discussion of the PC
software asset protection architecture because it is used extensively within the architecture.

What it does

In general. an authorization process is a mechanism which limits the number of times an action or
process can take place. An example of a process which one might want to limit is the loading of the
“right to execute” a software product into a protected processor. Authorization processes are used
by the software asset protection system to cootrol execution rights. An authorization process must
be highly resistaat to forgery. The entire process must be capable of being observed without signif-
icantly increasing the chance of forgery. If the authorization process could be forged, the software
asset protection system would lose control of the pumber of execution rights.

The form it takes

An authorization process does not necessarily require any special bardware. For example, your em-
ployer may only allow you to ask for one day off with pay. A note may be made (mentally or phys-
jcally) when the request is graoted. . This effectively Iimits your days off to one.

An authorization process may also use a special piece of hardware, called a fokes which is used in the
fimiting fupction. An example of a “token” is a2 theater tickeL. You purchase a theater ticket good
for one entry into a show. When the ticket is presented at the door you are admitted and the ticket
(token) is destroyed. The ticket must have the property that it is difficult 10 duplicate or forge.

The software asset protection system uses autborization processes in many of its operatiovs. Imple-
mentations may or may not require a token (special bardware). Some implementation scenarios use
a central service bureau to keep track of when things are done. Contact with the service bureau might
be through personal contact, telephone conversation, or data communications (PC to service burean
compuler). Any such communication bas to be protected against duplication or forgery and service
bureau records must be kept secure.

FElectronic tokens

Tbhe ABYSS system introduces a povel authorization process, embodied in an electronic token. A
sample implementation is a small chip that can be inserted into a token reader slot in the protected
processor. A token can also be implemented in a small protected processor which is the size of a
common credit card, called a “smart card”. The protected processor connected to the personal
computer would contain a reader for the credit card sized protected processor. In either implemen-
tation token information is accessed by the protected processor through the readerS. Electronic to-
kens are described more fully in [StroR6].

Regardless of implementation, the token information is discharged (logically or physically) from the
token when the subject function is performed (in much the same way that the ticket waker at the
theater door destroys your ticket upon admittance to the theater)?. The token itself must be logically
and physically secure. Information coptained within the token is used by the authorization process
to identify the resource and the specific function to be performed. For example, if the function being
limited is entry into the tbeater, a “token” contains information (unlike a npormal theater ticket) that

identifies the person (resource) that is allowed entry. If the token information could be completely .
o A 10ken conld also be implemented in a'hrge mainframe host system 3nd communicate with the protected processor via

tclccommunications.
1 This 1 the authorization process using the t1oken is 10 limil the numnber of actions 10 one. Tokens can

be prodnce'd to limit the number of actions 10 any (reasonable) numbcer. In the PC software assct protection system the
Hmit of one is most oficn used.
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examined, the token could be forged. The token could not detect that this bas occurred and the au-
thorization process could not perform its limiting function. .

Token communications

The communication between the token aad the protected processor does ot have to be secure. Such
communications can be completely observed without sacrificing the igtegrity of the authorization
process or exposing token information. Observation of this communication does got allow the
would-be pirate to forge or duplicate the token. This allows the protected processor to interact with
the token using any communications path, for example, token reader slot in the protected processor
or telephone based data communications.

Electronic token identification

The electronic token contains the information to ensure that the token process performs an action
once (or any limited gumber of times). In the PC software asset protection system tokens are used
to authorize the “right to execute™ for an application to be loaded into a protected processor. The
token is bound o 2 specific application by what is called a foken descripfor. The “token descriptor™
is epcrypted data that describes the contents of the physical token. The token descriptor is ¢ocrypted
with a cryptographic key that is associated with the protected resource.

Whenever a token is produced to protect a sensitive resource a “token descriptor” is also created.
Both the sensitive resource and the token descriptor are encrypted using the same cryptograpbic key.
This binds the token to the sensitive resource. The token information is discharged when the opera-~
tion that is being limited by the authorization process is requested.

Summary
* Authorization processes can securely limit the aumber of times an action can take place (such as the
ability to trapsfer a “‘right to execute™). Tokens can be used to authorize the function being re-

questad.

Authorization process
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PC software asset protection system architecture

In order to specify, in an implementation-independent way, the functions that a PC software asset
protection system must perform, an architecture has been developed. The architecture calls these

fuactions supervisor services.

Supervisor Services

The architecture defines a number of services, some required for any software asset protection system
implementation and some optional®’. The important services that are peeded for a complete solution
1o the PC software asset protection problem are discussed in this section.

Load right fo execute

. As stated earlier, one of the most important jobs of a PC software asset protection syslem is to
manage or control the “right to execute” for a particular application. This service manages the “right
to execute” for a software product after it is purchased or transferred.

Distribution set

‘When a software package is purchased it comes in what the architecture calls a distribetion set. To the
architecture the distribution set is a logical construct: it has no physical form. We will use a commog
real-life example of a distribution set in this section for ease of understanding. You can think of the
distribution set as the physical package that you take off of the computer store shelf. This package
usually contains diskettes, documentation, and possibly a token. The diskettes contain the protected
part of the software package (encrypted), the unprotected part of the software, and the “‘right to ex-
ecnte” the software package ia the form of an application key (encrypted). A tokenmay be included
to authorize a “load right to execute” service.

Right to execute

The “right 10 execute"" an application needs to-be stored in a protected processor where it cannot be
inspected or modified. The “right to execute” takes the form of a cryptographic key, called the ap-
Pplication key. When the application key is not in the protected processor it must be epcrypted. The
application key is supplied by the software developer and is normally known (in the plain text form)
only by the software developer. ’

The “load right to execute” service moves, in a secure manner, the “right to execute” from the dis-
tribution set to the protected processor. Normally this service is only performed once, when the
software product is initially purchased and installed on a personal computer. The license agreement
for the package may stipulate that the user may only use the software on one personal computer. The
authorization process is used to control the pumber of times the *“load right to execute” service can
_be performed.

While in a protected processor, the “right to execute” is the application decryption key that is used
o decrypt the protected part of the software when the ““load and execute application” service is ex-
ecuied.

A simple example, using cusrrent distribution methods, is used to illustrate the *foad right to
execute” service.

Example

‘When you purchase the new program product in your neighborbood computer store the distribution
set contains the “right to execute™ that product The right to execute a software package must be
loaded into the “protected processor” before the application can be executed. The authorization to

- Other scrvices are also needed for aa elfective software asset protection system. These services exist in other systems .
and arc not detailed in this section of the paper. They include: encryplion and decsyption scrvices, application program
transfcr of control services, and random number generalion scrvices,

PC software asset proteclion system architecture
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move the “right to execute” into the protected processor is also contained in the distribution set®.
The license agreement states that this package can be used on only ope system.

You take the distribution set borme to your personal computer (an IBM PC/XT, with a bhard disk) and
follow the installation instructions in the documentation. You place the distribution diskette in the
floppy disk drive and type INSTALL. The install program uses the “load right to execute” service
to move the right to execute from the distribution set into the protected processor’. You may make
as many backup copies of the distribution diskette (at apy time) as you wish.

Conservation of right to execute

The term ““‘conservation of right to execute™ has to do with the logical security of the systern. A sys-
tem that conserves the right to execute does not allow the “right to execute” aa application to pro-
Liferate 1o unauthorized users. Much care was put jnlo the development of the cryptographic key
management algorithnus of this system to ensure the conservation of the right to execute.

The distribution set contains the *“‘right to execute”™ (or application key) of the subject software
package. The end user is allowed to make any number of backup copies of the distribution diskette.
This does not proliferate the “right to execute” to vpnauthorized users for the following reasons.

®  While on the distribution diskeute the application key is encrypted. It can only be decrypted by
a valid protected processor, which is physically and logically secure.

&  The application key is decrypted in the protected processor and stored in the protected processor
by the “load right to execute’ service. This service must be authorized to execute by the au-
thorization process, which can limit the number of times the service can be done (the limit is
usually set to one). The token is associated with the application by the fact that the token de-
scriptor and tbe protected part of the application are encrypted using the same cryptographic
key. .

Therefore, having the original distribution diskette is of no use to the would-be software pirate. Tbe

pirate can have many copies of the distribution set diskettes. Such copies are useless because the

“right to execute” is only meaningful when it resides ig a protected processor. The authorization

process completely controls the number of times the “right to execute’™ can be placed in protected

processors.

Load and execute application

After the software has been purchased aond installed on the system the end user wants to execule the
application many times. The “load and execute application™ service is used when the application is
execuled. The “'load and execute application” service will be the most frequently used software asset
protection service.

Application loading

The software product has two parts: an unprotecied part, and a protected part that is encrypted by
the software developer with the application key.

When the application is started, the unprotected part of the application is loaded into the personal
computer processor. The “load and execute application” service is used to load the protected part
of the application into the protected processor. If the “right to execute™ the application has been
loaded into the protected processor (using the “load right to execute” service at application installa-
tion time) the protected processor can operate oo the protected part of the software.

¢ The avthorization to load the “right to execute™ is cantained in 2 *token™.

e Depending on the implementation of the suthorization process you may have 1o inscrt a token inlo a slot in the ABYSS
processor when (and only when) the program it initially ins1aled.

. The authorization process is used internally to make surc the service is performed only once for this distribution set or
any copics of the distribution set.

PC softwarc asset protection system architecture 9
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Decryption

Tbe “right wo execute” the application exists in the protected processor in the form of an application
decryption key. This key is used to decrypt the protected part of the application inside the protected
processor.

Application execution

Now that the unprotected part of the application is in the personal computer and the protected part
of the application is in the protected processor in plain text (got encrypted) application execution can
begin. Application execution begins on the personal computer which periodically makes calls to the
protected part of the application executing in the Jogically and physically secure protected processor.
The application must be partitioned in such a way that both the protected part and the unprotected

part must be present to successfully execute the application.
3

Application security

The protected part of the application is always encrypted when it is not in the Jogically and physically
secure protected processor. The content of the protected part of the application is not accessible to
the would-be pirate. Essentially, the protected part of the application executes in the *“closed” part
of the system.

The “right 1o execute” the application must be present in the protected processor in order for the
protected part of the application w0 be decrypted and made executable. Since the system is built to
conurol the “right to execute”, the application can only be executed when authorized.

Crente backup

The problem of backup, in case of failure. changes with the PC software asset protection system.
This section describes why making backup copies of the software is no longer a problem. Creating
a backup of the protected processor, which contains execution rights and application data, is ad-

dressed.

Software backup
With the PC software asset protection system as many backups of the software can be made as nec-
essary. Any medium can be used, such as:

Diskette to diskette copy

Hard disk to bard disk copy

Hard disk to diskette backup

Diskette 10 host copy or archive

®  Hard disk w host copy or archive

In addition the software can be stared on a PC petwork file server system or mainframe host system
and be accessible 1o many users. .

There are go restrictions placed on the ability to back up the software, and this includes the protected
part of the software (eacrypted), and the unprotected part of the software.

Protected processor backup

The “create backup” service addresses the need 1o make a backup copy of the application keys (and

application data store) that are contained in the protected processor.

‘Whenever the end user changes the informatjon in the protected processor a backup should be geo-

erated. This is to protect against the possibility of a hardware failure in the protected processor, and .
thus foss of the “right to execute” the protected applications?2. This is a simple operation for the end

user. The “BACKUP command is issued and a backup set is created with all the important infor~

b The probability of a hardware fatlure in the physically sccure protected proccesor is expected to be small 3s compared
1o the probability of a hardware failure in the personal computer system jtsclf.

PC software asset protection system architecture 10

Petitioner Appl:a Inc. - Exhibit 1034, p. 10



mation that is kept in the key store and application data store of the protected processor. The
“backup set” includes an authorization process, which can authorize the installation of the backed
up “rights to execute” on a replacemeat protected processor. The “backup set” can be implemented
on a diskette and smart card pair. Along with the application keys and application data store, the
unique serial number for the protected processor is also stored on the backup set. The “BACKUP™
command uses the “create backup™ service to copy this data to the backup ser

The data that is written to the backup set is encrypted with a special cryptographic key. This key is
associated with the authorization process, 1o ensure that the backed up “rights 1o execute” can be
installed on only a single replacement protected processor. The information in the backup set (but
vot the authorization process) can be duplicated any sumber of times by any conventional system.

Install backup

If the protected processor fails, the end wser obtains another protected processor. The user can vow
the *“install backup’ service to load the backup information from the backup set into the working
protected processor. The user can immediately start using the set of protected applications that were
available on the now damaged protected processor.” The “create backup™ service uses the authori-
zation process o ensure only the Jast backup level cap be loaded with the “install backup” service.

Backup control

At this point, the end user bas made a backup of the information in tbe protected processor and has
iostalled that backup oo anotber protected processor. If we just stop here we have introduced ag ia-
tegrity exposure ipto the system. What if the user made a backup of his protected processor with a
targeted backup protected processor that his friend owned. The backup can now be given to the
friend, who uses the special form of the “load right to execute’ service to load the rights to execute
onto his system. Now both users have the right to execute the programs. The software asset pro-
tection system has lost control of the “right to execute'” for a set of applications, its primary job.

This exposure can be prevented. Whea a protected processor backup is made with the “create
backup” service the serial number of the original protected processor is placed on the backup set in
such a way that it cannot be changed. When the “install backup’” service is used to install the rights
to execute from a protected processor backup, a time limit is placed on the restored “rights to
execute*!3 | This limits the amount of time the backup protected processor is usable for those rights
to execute. For example, a time limit of two months might be used. After that time period the rights
to execute in the backup protected processor that came from the backup set of the faulty processor
will be made inactive. These “rights to execute’ may be reactivated, or may be kept from becommg
inactive in the first place, by using the “retain backup” service.

The PC software asset protaction system has otber options to protect against temporary unauthorized
use of the protected processor backup set. Individual application developers can prevent the “right
to execute’ for their product from being placed on the protected processor backup set’€. The “install
backup” service can only be executed once for any giveg protected processor.

Retain backup

The life of a restored set of execution rights is limited when they are installed. The “retain backup™
service removes that limitation. The conditions under which “retain backup™ can be authorized are
as restrictive and secure as possible.

Only some centralized agency?’ can authorize the execution of the “retain backup™ service. The end
user must present the damaged protected processor in order for the agency to execute the *‘retain
backup” service!S. A number of checks are made, which might include:

3 Protected processors contain a real time clock.
L In this casc the software developer would supply another backap mechanism. R
v An examplc of such an agency sight be 3 central service burcay, the protected proc:ssor manufacturer, or the computer

sloxt.
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e  The protected processor must be damaged. - The only reason for the central agency to remove
the time limitation is if the original protected processor, which originally contained the execution
rights, is no [onger usable.

e The intemnal serial oumber of the backup must match the serial number of the protected

processor!?,

Centralized records must show that no *‘retain backup™ services have beep completed previously

using this serial pumber.

If all checks are passed, the agent may perform the “retain backup” service or authorize the end user
to perform it. In either case, the serial number of the original protected processor is recorded in order
o prevent the “retain backup’ service from being performed again for the same backup set.

Perspectives on backup services

Two things should be kept in mind when considering the way the PC software asset protection system

provides for protected processor failure.

1. Acuwal failures of protected processors should be very infrequent. It is expectied that protected
processor failure frequency will be much Jess than the failure rate of the rest of the hardware
system. Some reasons for this are that the protected processor package itself is very durable due
to the physical security requirements and the number of components within the protected
processor is refatively small.

2.  Misuse of the backup facilities yield poor results for the pirate. The “right 10 execute” for a set
of applications can be given o one (and only one) unauthorized user for a short finite time and

the original user loses the ability to back up his system.
Even though a central agency is involved for the *“install backup” service, the number of times an
average user would have to use such facilities should be quite small.

Transfer right fo execite

The ability to transfer ownership (the “night to execute”) of a software product must be possible
without loss of coutrol of thac “right o execute™. The “transfer right to execute’ service in the PC
software asset protection system provides that ability.

How is it done

When a “right to execute™” moves from one protected processor to another the “right to execute”
must be removed from the original protected processor.

The taosfer of a “right to execute’™ can be accomplisbed securely in two ways, through a protected
processor to protected processor communication or by creating a “‘transfer set”™. A “iransfer set”
contains essentially the same information as the original distribution set.

In both cases the “transfer right to execute” service will remove the “right to execute™ from the ori-
ginal protected processor. This can be assured because the program that implements the “trapsfer
right to execute™ service is part of the protected processor and is therefore Jogically and physically
secure. A potential pirate cannot alter the way the service works.

Communications between protected processors

An implementation usiog the protected processor to protected processor communication method must
establish a communications connection between the two protected processors. This communications
channel need not be physically secure. The protected processors can establish a logically secure

b The agency mast have a policy as to what 1o do if thc end user claims the proiccted processor s Jost, and thus cannot
be presented for the serjal number verification check. This is no different than the situation today if an end user says
the softwarc product he just purchased 15 minutes ago was hit by lighining and disinicgraicd on the way home. What
the agency docs in this casc is a matier of policy. -

LY The 3gent uses the internal serial number of the pr dp o if it IS ac ible, or an external scris] number on

the protected processor.
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communication session between themselves using cryptographic techoiques. This allows anyone to
listen to the conversation between the two protected processors but does not allow any one to effec-
tively alter or forge the couversation. See “Protected processor to protected processor
communications™ on page 23 for more information on this type of interaction.

Creating a transfer set

~ The method that creates a transfer set essentially reverses the “load right to execute’” service process.
This only requires the creation of a diskette with the protected portion of the software (encrypted),
the “right to execute” (in the form of an encrypted application key), and the unprotected portiop of
the software. In addition a token must be created that authorizes the “load right to execute” service
to be performed only once.
Both methods have advantages and disadvantages. They can both be used in the same system, thus
obtaining the advantages of both.

Summary

The “transfer right to execute™ service securely transfers the ownership of a software product from
ope end user to another (or back to the distributor for a refund). The techniques used effectively
prevent a would-be pirate from obtaining an vnauthorized “right to execute™

Access application data store

There is a need to keep certain information about an application in a secure p'lace where it can be
stored between executions of the application. Cenain types of information, related to the software
asset protection problem need to be stored to be able to enforce flexible terms and conditions in hi-
cense agreements (see “New termus and conditions in license agreements™ an page 20). Applications
may also want to save other types of application related information in a secure place. Today appli-
cations usually store such information on an extergal storage medium like disk or tape. Unfortupately
such information can be easily examined, chenged, or destroyed. )

Tbe protected processor contains a section of persistent memory where application related informa-
tion can be securely stored; this is called the application data store. The application data store is a
logically and physically secure storage area within the protected processor. Each application is as~
signed a section of this storage area. Applications can only access their assigned section of the ap-
plication data storage area. The “access application data store* secrvice is used by applications to
access (read and write) their section of the application data store. The “access applicaion dara
store™ service is implemented by trusted programs within the protected processor. Quly the protected
part of the application, executing in the protected processor, can use the “access application data
store™ service.

Using the “access application data store” service, applications can now securely save any aformation
they desire.

13
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Protected processor

Effective PC software asset protection requires that some portion of the system be closed (pot

available for inspection or modification by the end user). The “protected processor’ is the closed part

of the sysiem, and is both logically and physically secure. The logical security of the system is dis- ’
cussed first followed by information on the physical security of the protected processor.

Logical security

The logical security of the protected processor ensures that informationm within the protected
processor cannot be examined, changed, or erased, except by anthorized users in a controlled manner.
Application programs and data are loaded into the protected processor by a supervisor process within

the protected processor.

Supervisor process

The “supervisor process” is a processor state and a set of supervisor progrars that execute in that
processor state. The supervisor programs implement the PC software asset protection services. They
reside in read-only memory (ROM) within the physically secure protected processor. The routines
that implement a supervisor process are supplied by the protected processor manufacturer. - The state
the protected processor is in when supervisor programs are executing may allow access (read and
write) to all the memory in the protected processor. Application code does not execute when the

protected processor is in this state.

The main purpose of the supervisor programs is to control access to information in the protected
processor. Requests for access to data and services in the protected processor are made by issuing
PC software asset protection services. The code that implements these services (the supervisor pro-
grams) caunot be examined or altered by the end user.

These supervisor programs control the loading of the protected parts of applications, the loading of
cryptographic keys, access to cryptographic keys, and access to the application data store.

The key store

Cryptographic keys are stored in an area of physically and logically secure memory within the pro-
tected processor. Some keys, called supervisor keys are placed in the protected processor by the man-
ufacturer of the protected processor. Other keys, called application keys are placed in the protected
processor by a supervisor program when certain ABYSS services are executed.

Supervisor keys

Tbere are two reasons supervisor keys are peeded in the protected processor:

1. The protected processor must be uniquely identifiable in order to support targeted distribution
methods (see “‘Distribution methods™ on page 18), secure backup, and transfer of execution
rights. y

2. In order to transmit secret information between any two parties, both parties must share some
common information. The common information shared by all protected processors is the other
type of supervisor key contained within the protecied processor. This is called a “common

supervisor key”.
Applcation keys

Application keys are contained within the logically and physically secure protected processor. The
keys are loaded into the protected processor by the *““load right to execute’ service. When io the key

Protected processor ia
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store, an application key represents the ‘‘Tight to execute” for the application. Outside the protected
processor, the application keys are encrypted by supervisor keys*e.

Application data store
The application data store is an area of logically and physically secure memory within tbe protected
processor which contains sensitive data related to individual protected applications. Access 1o the
application data store is controlled by supervisor programs.

The application data store is divided into sections, one section for each application. Each application
is allowed access only to the section of the application data store assigned to that application. There

are two types of informatioa kept in the application data store.

The supervisor programs keep information related to a standard set of terms and conditions that are
supported by the ABYSS system in the application data store. Al a migimum the application data
store must hold the expiration date associated with the “vight to execute”, if apy. The “load right 10
execute” service places an expiration date ip the application data store if the source of the “right to
execute” s a protected processor backup set.

The other type of information kept in the application data store is defined by the application. An
application can access (read or write) its section of the application data store using the *“‘access ap-
plication data store™ service. Data placed in the application data store by an application is retained
between executions of the application.

There are many possible uses an application can make of the application data store. For example,
an application can keep track of the number of times it is executed, and thus implement usage billing.

Even though the amount of application data store memory available to an application is limited, any
amount of information can be protected by using only a small amount of space in the application data
store. This is best illustrated with an example. Suppose an application needs to store a large array
between executions. Also suppose that it is extremely important that the pext time the application
executes, the array produced from the previous execution be loaded. Without the PC software asset
protection system the best that could be done would be to encrypt the amray so it could not be
changed. There is no way to ensure the armay being Joaded was the last one created. A copy of the
array from many executions earlier could be used without detection. With a logically and physically
secure protected processor the following technique can be used to ensure the correct array is loaded.
The protected part of the application, executing in the protected processor, obtains a random gumber
from the protected processor. The random number is added to the array to be stored anod is also
stored in the application data store by using the “access application data store” service. The array
aud random number is then encrypted (ia the protzcted processor) and passed outside the protected
processor for external storage. The next execution of the application decrypts the array and verifies
it is the correct version by using the random number in its application data store. That random
number never leaves the physically and logically secure protected processor (without being en-
crypted) and thus is highly resistant to forgery. This technique is just as secure as placing all the data
in the application data store except that there is no protection agairst the data being erased.

In summary, the application data store can be used by a protected application to store any amount
of information securely between executions of the application.

Application process

For an application to be protacted by the PC software asset protection system it must be partitioped
into a protected part and an unprotected part. The protected part of the application executes in the
protected processor in what is called the “‘application process”. The protected part of the application
is loaded into the “‘application process™ by the “load and execute application™ service. The way the
protected part of the application interacts with the unprotected part of the application depends an the
software partitioning method used to split the application. The application process is a processor state

g A supervisor program is supplied in the p d pr 10 allow an spplication developer to pass the application key
into the protected processor and hsve it ancrypied by a supervizor key.
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in which there is no direct access (read or write) to the key store, application data store, or supervisor

process.

The key store contains rights to execute (application keys) of all protected applications. The pro-

tected part of the application has no need to access the key store. I the protected part of ag appli- .
cation bad access 1o the key store it could move supervisor and application keys (for other

applications) outside the protected processor, thus completely compromising the security and integ~

rity of the syster.

The protected part of the application does need access to the application data store. This is accom-
plished in a controlled way by using the “‘access application data store™ service. The supervisor
process that implements the “access application data store™ service limits access to the section of the
application data store assigoed to that application.

The protected part of an application does pot need access to the supervisor process. The supervisor
process bas access to all the memory within the protected processor and if an application could
change a supervisor process the integrity of the systern would be lost

Randosm number generator
Many of the cryptographic techniques and other logical security schemes used in the PC software
asset protection require the ability to geverate a good random number??.

Real dme clock

Oge effective implementation of a good random number generator uses a real time clock?®. The low
order bits of 2 high resolution clock make good input into a random number generation algorithm.
The real time clock must be contained within the physically secure protected processor so its opera-
tion and contents cannot be disturbed.

The real time clock is also necessary to enforce some of the time dependent lerms and conditions that
this system supports.

Encryption-decryption processing
The protected processor provides the encryption and decryplion services used io the PC software
asset protection system. The following types of information are encrypted or decrypted in the system.

The protected part of the application

The application key

The token descriptor

Data transmitted over a secure communications chanpel

Tbe key store

e  The application data store .
In addition to these types of data, applications may wish 1o encrypt data for reasons related to appli-
cation processing which have little to do with the conurol of execution rights.

The protected processor provides encryption and decryption services which are accessible from
supervisor programs and applications.

Physical security

It bas been said that it is impossible to provide perfect physical security. While this may be true, it is

also true that it is not pecessary o provide “perfect” physical security to implement an effective PC .
software assel protection system (see ““Security’ on page 3). The level of physical security provided

in the protected processor is an important implementation question.

jcadons and verify the contents of a tokcn are examplcs of the nced for

™  « The ability to cstablish a scoure «
random number generation.
2 A high resolution counter could also be used in plsce of a real time clock.,
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Research is being done into new and innovative pbysical security measures which we believe provide
more than adequate physical security. Some of the new physical security techniques employ active
detection mechapisms which destroy all sepsitive information within the protected processor when a
physical intrusion is detected. The level of security provided is designed to not only thwart the
hardware hacker but also the university student who has access to the most sophisticated laboratory

equipment

Summary

The protecied processor is both physically and logically secure. The components within the protected
processor are the “supervisor process”™ which controls access to the “key store” and “application data
store” and the *“‘application process” which executes the protected part of the application. The pro-
tected processor also provides services to generate random numbers, and eryptographic services.
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Distribution methods

Oue of the goals of the PC software asset protection system is to support current and future distrib-
ution methods. This section discusses the way the PC software asset protection system views dis-
tribution methods. Distnbution methods are generically classified. The classification method
employed epables possible implementations to be judged as 1o their level of support for the differing

distribution methods,

Separation of distributed parts

The PC software asset protection system separates the possession of a software product, or access o
a software product, from the “right to execute™ the software product. This separation is a2 funda-
mental concept and control of the “right to execute” is the primary responsibility of the PC software
asset protection system.

Types of distribution methods

This section describes three types of distribution methods. Each distribution method takes into ac-
count how the software product is distributed and how the “right to execute™ is distributed. The way
we bave classified distribution methods is not the only way to think about this problem though we
have found it very useful in determining how flexible various irnplementation alternatives are in re-
lation to distribution methods.

There are many ways in which things can be distributed today and the future will open pew. excitiog,
distribution capabilities. Jo any distribution method the itera being distributed is *“targeted’” to a po-
tential customer. If the jtem is being distributed for an individual (system or user) we call it a fargefed
distridution. A targeted distribution requires the item be tailored (individualized) to the purchaser. .
If the item is distributed for any potential user or system we call it. an untargetad distribution. With an
untargeted distribution any distribution set can be purchased by any user.

To arrive at our classification scheme we combined the two items we are distributing (the software
product and the “right to execure™) with the “targeted’ and “untargeted” distribution techniques to
form a set of different distribution methods. The following distribution methods have been identified:

1. Unuargeted software product, untargeted ‘“right to execute™
2. Untargeted software product, targeted “right to execute™
3. Targeted software product, targeted “right to execute”

The combination “Targeted software product, untargeted right to execute® is got considered o be a
useful combination and is not discussed. The following sections discuss the useful distribution

methods.

Unfargeted software product, unforgeted right to execute

This type of distribution method is closest to the way PC software is distributed today. There are
many softwase packages ou the shelf in the neighborhood computer store. Each package of a par-
ticular product is identical aud coantains both the software and the (implied) “right to execute™ the
software. Neither the software nor the “right to execute” are tailored to any individual system or
user!, Anyope can purchase and use the product.

The PC software assat protection system supports this type of distribution. The authorization to Joad
the “right to execute™ can be represented by a token that is contained within the package?. The
package can be purchased off the shelf by any potential user.

o Some software products contain unique serial bers on the dish These unique serial numbers do not makc these
packages “targeled™. They do not effectively represent s “right 16 cxccute™ and they do not affect program cxecution.

= Other implementations, using other types of “authorization processes™ are possiblc.

Distribution methods
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Untargeted software product, fargeted right €o execute

This distribution method is not commonly used today for marketing PC based software. With this
distribution method software is readily available ia identical packages?®. Some contact with a service
bureau is vsually required to successfully execute the software. This service bureau contact repres-
eats the wransfer of the *“right to execute™ 1o the purchaser.

The PC software asset protection system can support this type of distribution method without the use
of a service bureau. Protected processor to protected processor communications can be established
(in the computer store or over telepbone lines) to transfer the “right to execute”. A tokea can also

be used.

Targeted software product, targefed right to execute )
This distribution method is not commonly used today for marketing PC-based software. In this case
both the software package and the “right to execute” are tailored to the individual purchaser. This
is the most secure distribution method. It is also the most expensive distribution method. The soft-
ware and the ‘“‘right 10 execute’’ are useful only to the individual to which it was tajlored.

The PC software asset protection system supports this type of distribution method. A uaique serial
number is used to identify the targeted system. It is thought that this distribution method will only
be used for fairly expeosive, specialized software. The maidtenagce of the “right to execute™ can be
done without the use of a “‘common supervisor key”.

Future distribution techniques

The following disturibution technique is supported by the PC software asset protection system with
good usability charactenistics. This tecbnique is a possible distribution implementation and is pre-
sented here o illustrate some of the possibilities in the system.

A software development company caa distribute its entire line of software og optical disk to all po-
tential users for the cost of the media. The “‘right to execute” for any particular software product can
be sold separately. This optical disk can also be used to demonstrate the software before the full li-
cense is purchased. Satellite broadcast, FM broadcast, public data network access, local area network
access, or host mainframe access can be substituted for the optical disk media

Summary

The PC software asset protection system supports both current and future distribution methods with
minimal negative impact on the software developer, distributor, and end user. Some cumbersome
distribution techniques are made easier (by eliminating the need for a central service bureau) and new
distribution techniques are made possible with protection of software assets.

el This includes broadcast software and sofiware available from 2 file server on a local arez network or mainframe host
sysiem.
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INew terms and conditions in license agreements

Onc of the exciting bepefits that s realized with the PC software asset protection system is the ability
to support new, flexible terms and conditions in the license agreements for software. The PC soft-
ware asset protection system not only supporis new license agreements. It also provides a secure way
10 enforce terms and conditions in license agreements.

This section discusses some of the new types of terms and agreements that are possible with the PC
software asset protection system. The actual usage of these new terms and conditions depends on the
exact nature of the PC software asset protection system implementation and in the use of the appli-
cation data store in the protected processor.

Unlimited software backup

The ability to make unlimited copies of software products is a direct consequence of the base archi~
tecture. Any implementalion supports this capability. The ability to make unlimited backup copies
of software comes directly fram the fundamental concept that access to (or possession of) the soft~
ware is separate from the *“right to execute” the software. There are no restrictions on the ability to
make backup copies of the software, though copies of the “right to execute’ are strictly controlled

by the system.

Limited lifetime software

- If the implementation has a real time clock a time limit can be placed on the *“right to execute” far a
software product. For example, an application can be sold to wark only one year, or only until a
specific date. The application data store is used to hold the expiration date.

Allowable execution periods

The application can be built to execute only during certain time periods. For example. only on Sat-
urdays, Sundays, ot holidays will the games on this local area network be enabled for execution, or
only during the last week of the year can this year-end financial report be generated. This requires
a real time clock and application processing using the application data store.

Demonstration software

A software author may wish to freely distribute a demonstration copy of a new software product,
Today this is accomplished by putting limited function in the demonstration copy. With the PC
software asset protection system that has a real time clock the full functioning package can be freely
distributed. The “right to execute™ the full functioning demoanstration copy can expire in a short time
-period (for example, ten days) or on a specific date. This is a specific use of the limited lifetime
software technique described above. If the end user likes the demoustration copy of the program an
unlimited “right to execute” can be purchased for full price.

Software guarantee

Many software packages are sold today “as is”, without guarantee that the software fulfills the in-
tended need for the end user. Distributors are usually unwilling to take software back because there
is no assurance the end user does not still have a usable copy. The PC software asset protection
system controls and conserves the “right to execnte™ a software package. A software returu policy,
with full refund, can now be established if the end user not only returns the softwatre but also the

“right to execute”.

This gew capability has a large positive economic benefit to the end ueer. End users typically have
many soltware packages sitting on their shelf, full price paid, that are aot used because the software

did not operate as desired.

New terms and conditions in liccnsc agreements 20

Petitioner Apple Inc. - Exhibit 1034, p. 20



Distributors or software developers could also offer partial refunds for software returned after some
peniod of tme.

Rental software

Personal coruputer software could be rented, in much the same way that video cassettes are rented
today. The software assel protection.sysiem is used to coatrol execution rights and tbe applicatian
data store contains rental license information.

Test level software

Application developers may wish to distribute an early release of a new product to a select set of users
to help test the new system. When the minor errors that are found are corrected the official product
version is released to the general public. All the users that participated in the early test program now
have copies of the program that are almost the same as the official product version. They have kittle
incentive to purchase the official version. With the PC software asset protection sysiem the ability
10 execute the test level software could expire afier the date when the product level is available. Early
product testers would then bave 1o purchase the official product level in order to continue to execute
the program. The number of potential testers can be increased, increasing the quality of the shipped
software.

Usage pricing

Applications could keep track of when the software is executed. This is done by keeping a counter
in the applicatioq data store. The application could also keep track of what important functions were
being used within the application. The end user could then be billed for the usage of the application
or important functions within the application.

Site license )
All the personal computers within a site can be authorized to execute a particular software product.
A single copy of the software could be kept on a file server on a local area network or host mainframe
comnection. Today many software developers find it difficult to make site license agreements because
there are no guarantees that copies are not being used outside the legitimate systems. With a PC
software asset protection system such assurances can be made.

Lending library

An enterprise may want to purchase a number of rigbts to execute a particular program and lend the
rights out on a first come first served basis. For example, ten rights to execute for a specific program
may be purcbased. The program may be controlled by a file server on a local area network, Tbe file
server would allow authorized borrowers (o “check out” a “copy™ of the program for temporary us~
age. The file server keeps track, in the application data store, of the number of “copies” currently
on loan. The file server would ensure no more than ten copies are in use at any one time.

Conclusions

The PC software asset protection system can enforce any type of license term or condition that cap
be programmed. Maximum flexibility is permitted. Combinations of the above examples may be

implemented.

The implementation of any of these terms and conditions normally uses the real time clock or the
application data store that is within the protected processor, both of which are physically and logically

secure.
The ability to enforce a rich set of terms aod conditions is one of the major benefits of the PC soft-
ware asset protection system.
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Software partitioning

Thbe PC software asset protection system protects products by executing part of the software in the
logically and physically secure *“protected processor”. The software product or application must be
split or partitioned by the developer. This split produces two parts, the part that executes in the per-
sonal computer processor (called the unprorecfed part) and the part that executes in the protected
processor (called the protected part). This section discusses the requirements for effective sofiware

partitioning.

Basic requirement

The protected part of the application executes in the “application process™ in the protected processor.
While in the protected processor the protected part of the application canpot be examined or changed
by the end user. The.protected part of the application is encrypted when it is not in the protected
processor. The application developer must decide how to partition the application into a protected
part and an unprotected part. The basic requirement for the protected part of the application is that
it be difficult to recounstruct and it must perform important and necessary function. The would be
pirate knows all about the unprotected part of the application and the interface between the protected
part and the unprotected part of the application.

If the function of the protected part of the application could be easily guessed the pirate could create
the function in the PC and thus create a copy of the application without the protected part. This
would effectively defeat the protection for that application.

Investigations

1n much the same way that work continues in the general field of application development tachnolo-
gies, research is continuing into the effectiveness of different partitioning methods. When analyzing
a partitioning method the security afforded by the method peeds o be determined. Partitioning
methods with good security characteristics have beea identified. Security is not the only parameter
to be examined for a successful system. Performance, usability and cost are also important aspects
to be investigated. Both analytical and experimental techniques are being vsed in these investigations.
A range of effectiveness using various partitioning methods has been demonstrated. The security of
some methods is easy to break, using automated techniques. Other techniques provide an extremely
high level of security. Specific protected processor implementations are being investigated to deter-
mine their effect on system performagce, application performance, application security, and the pro-
gram development process.

Summary

There are probably as many ways to partition software as there are ways to create the original soft-
ware. Just as work continues today in ways to improve the application development process, we ex-
pect research to continue in ways to improve software partitioging: Security, usability, and
pexformance need to be maximized while cost is minimized.

Reasonably secure software partitioning techniques have been identified and are being used today.
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Protected processor to protected processor communications

Protected processors can communicate directly with each other. Such communication enables sensi-
tive information 1o be trapnsferred between protected processors.

Secure communications

All protected processors contain a secure common supervisor key. The common supervisor key is
used by the protected processors to verify the identity of the protected processor they are commimi-~
cating with. A protected processor will not pass sensitive information to another protected processor
unless jts identity has been verified. This prevents the would-be pirate from making a protected
processor that divulges secret infarmation.

“The random pumber geperator is used in genperating a secure communications session key. All
transmissions between the protected processors are encrypted using the session key to allow maxi-
mum flexibility in transmission medium. Protected processors can communicate over a public tele-
pbone network without any loss of security. .

Transfer of rights

The protected processor holds the “right to execute” and the license agreement terms and conditions
for each protected application. Secure communications between two protected processors can be
used to move rights between protected processors. The supervisor programs within the protected
processors make sure the *“‘right to execute” for any application is conserved and that termos and

conditions in icense agreements are not violated.

Summary .
Protected processors can communicate securely over an open channel, safely transmitting sensitive
information. Such communicatioa can be completely observed without loss of security.
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Techunical summary

These are the main copcepts of the PC software asset protection system:

e The IBM PCis an open system. [t is pot possible to protect information ia an open system. The
protected processor is an addition to the personal computer system that provides a “closed” por-
toa of the system where secure informaton is kept and maonaged.

e Part of the function of the application to be protected must execute in the “protected
processor’, this is called the profected part of the application. The rest of the application, called
the unprovocfed par1, executes in the personal computer. '

e  The possession of, or access to, software is separated from the right fo execute that software.

The main job of the PC software asset protection system is to manage the *right to execute™ for
protected applications in accordance with the terms and conditions specified in the license agreement.
Cryptographic techniques are used to protect seositive information when it is not inside (and thus
protected by) the “protected processor’’.

Coantrol of execution rights is accomplished without adversely affecting the end user, software dis~
tributor, software developer, system performance, or application performance.

Cutrent software distribution metbods are supported and pew distribution methods and license
agreement terms and conditions are made possible.

Implementations can be designed to meet a broad range of security requirements. The system is se-
cure epough to be completely published and has the polential to become a security standard.

The ABYSS system provides the technical means for solving the PC software asset protection prob-
lem.
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Appendix A. Usage scenarios

Scenarios are preseated here to help clarify how the PC software asset protection system might be
used. Each scepario contaios a set of assumptions, usually about implementation, digtribution tech- .
nique, or license agreement. Then, the actions that make up the scenario are presentad.

Computer store purchase
This scenario is closest to the way people buy software roday.

Assumptions

The PC software asset protection system uses a “‘token” for one-time authorization of rights to exe-
cute. The distribution method used is untargeted software and untargeted right to execute distrib-
ution. The end user has a PC with a bard disk, diskette drive, and an attached protected processor.

Actions .

1.  Alice goes to her neighborhood computer store 1o buy a software product off of the shelf.

2. Alice pays for the product and brings it home.

3.  Alice opens the package. The package cogtains a distribution diskette, a token, and documen-
tation.

4.  Alice makes a backup copy of the distribution diskette.

5.  Alice, following the installation imlructiéns, inserts the distribution diskette, the token, and
types INSTALL.

6. When /}Jice wanls to execute the program, she just types the program name.

Broadcast software
This scenario illustrates a possible future distribution technique.

Assumptions )
A large company distributes its entire software product line each day by satellice. A toll free tele-
phboue number is supplied to obtaia the right to execute. The toll free number allows a computer
connection for ordering software. The software vendor’s central computer has protected processor
functions. The software is paid for by credit card. The ead user’s credit is good.

Actions
‘1. Bob obtains the latest issue of all the software vendors products, via satellite receiver or cable
TV.

Bob wants to purchase one of the products.

3. Bob calls the toll free number and connects his personal computer to the software vendor’s
computer.

4. Bob enters the product name and his credit card number

5. The protected processor attached to Bob’s personal computer establishes a secure protected
processor 10 protected processor communications chanpel to the vendor's computer.

6. The software vendor’s computer checks Bob’s credit.
7. Oge “right 1o execute” is transferred to Bob's protected processor.
8. Protected processar to pratected processor commupications is terminated.

9. Bob can now execute the program.
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Transfer ownership
This scepario illustrates how the ownership of the product might be transferred.

Assumptions

The license agreement allows the software product to be transferred. Both the current and new
owner have protected processors. Protected processor to protected processor communications is used
to make the transfer (a token could also be used).

Actions

1.  Alice brings ber protected processor to Bob's house to receive ownership of the product.

2.  Alice's protected processor is connected to Bob's protected processor.

3.  Secure protected processor to protected processor communpications is established.

4. Bob instructs his protected processor to transfer the execution rights for the program to Alice’s
protected processor.

5. The *“right to execute” is transferred to Alice’s protected processor and removed from Bob's
protected processor. N

6. Bob gives Alice a copy of the software.

7. Alice can now execute the software, Bob cannot.

Office and home use
This scenario illustrates how a business software package can be used in the office and at home.

Assumptions

4 portable ABYSS processor is used. The license makes provision for use of the software in the of-
fice and at home, but not at the same time. The software is installed at work. The protected
processor contains the “rigbt to execute” for the software product.

Actions

1. Bob makes a copy of the software and brings it bome.

2. When Bob goes home at night, he brings his protected processor with him (it is the size of a small
pocket calculator).

3. At home Bob atlacbes his protected processor to his personal computer and executes the pro-
gram.

4. The pext morning Bob goes to work with his protected processor.

5. The protected processor is attached to his work computer and he executes the program.

Protected processor hardware failure
This scenario illustrates what happens if a protected processor breaks.

Assumptions

There are two scenarios presented bere. The first assumes the user bas a backup protected processor
when the one being used fails. The second scenario assumes the user does not have a backup pro-
tected processor. In each case the protected processor manufacturer allows a protected processor
backup to be used for sixty days Prolected processors are sold by the local computer store. The
software developers allow their software execution rights to be backed up by the protected processor

*“create backup’ service. A “‘smart card” is used for the authorization process.

27

Petitioner Apple Inc. - Exhibit 1034, p. 27

Appendix A, Usage scenarios



Actions with a backup

These actions assume Alice owns a second protected processor that can be used as a backup.

1. Alice creates a “backup set” onto diskette and “smart card”. This backup set contains all the
information needed to backup her primary protected processor. The “create backup” service is
used to create the backup set. The backup set is targeted to ber second protected processor.

2. The primary protected processor fails.

Alice uses the “install backup” service to load execution rights into her backup protected

pracessor. The information in the “smart card™ is verified and discharged. These execution

rights bave a time limit of sixty days.

4.  Alice can immediately execute her programs using her backup protected processor.

5. Sometime within the next twenty days Alice must visit the Jocal computer store and bring her
failed protected processor, the backup set, and her working protected processor.

6.  The computer store verifies the protected processor has failed and that the backup set is for that
protected processor.

7. The computer store establishes a secure protected processor to protected processor communi-
cation between the store’s protecied processor and Alice’s working protected processor. The
time limit of sixty days is removed from Alice’s working protected processor.

8. The computer store records the service, including the unique serial oumber of the failed pro-
ected processor, and will notify the protected processor manufacture of the failure.

S.  Alice can obtain another protected processor Lo act as a polential future backup. The failed
protected processor may have been under a guarantee from the manufacturer allowing Alice to
receive a replacement for free.

Actions without a backup .

These actions assume that Alice does not own a second protected processor that can be used as a

backup.

1. Alice creates a “backup set” onto diskette and “smart card”’. The backup set is not targeted to
any protected processor.

2. Thbe primary protected processor fails.

3.  Alice must go to the computer store with her failed protected processor and backup set.

4. The computer store verifies the protected processor has failed and that the backup set is for that
protected processor. The “smart card” information is verified and discharged.

5. The computer store provides a new protected processor (possibly under guarantee).

6. The computer store establishes a secure protected processor to protected processor communi-
cation between the store’s protected processor and Alice’s new protected processar. The exe~
cution rights are transferred from the backup set to the new protected processor without a time
Limit

7. Tbe computer store records the service, including the unique serial mumber of the failed pro-
tected processor and will potify the protected processor manufacturer of the failure.

8. Alice may obtain another protected processor to act as a poteatial future backup.

Demonstration software
. This scenario shows how demonstration software can be used as a marketing technique.

Assumptions

A software distibutor distributes a full function demonstration copy of a wew product as part of a
sales campaign. Potential customers may use the demonstration package for one week without re-
striction. Demonstration packages are available at the local computer store. The new software
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package is very user friendly, containing on-line help, tutorials, and machine readable documentation.
The package is 10 sell for about $500.-

Actions
1. Bob goes to the computer store and obtaias a demonstration package. This computer store re-
quires he leave a $5 deposit for the diskette.

2. Bob takes the demonsuation package home. The package contaius a token and a diskette.

3. Bob makes a backup copy of the diskette.

4. Bob inserts the diskette and the token into the system and types INSTALL.

5.  Bob can now use the full function of the new product for one week. At the end of the one week
the execution rights for the product expire.

6. Bob can purchase a full right to execute for the product at apy time.

7. Bob peed pot return the demonstration package to the computer store unless he wants bis $5
deposit back.

Software guarantee

This scepario shows a marketing technique that may be used to guarantee software.

Assumptions

The local computer store had a policy that all sales were final. The only returns that would be per-
mitted were returns of packages that were not opeved. Now that there is an effective PC software
asset protection system, the policy has changed. Anyone who returns all materials, including the
“right to execute’” within one month of purchase can get a full refund?4. A wansfer set is used to
transfer the execution rights. Protected processor 1o protected processor communications could have
also been used.

Actions

1. Alice purchases the software from tbe local computer store.

2.  Alice installs the software on her system (see “Computer store purchase” on page 26).

3. After using the software in her own environment, on her own data, Alice decides she does not
want the software.

4.  Alice creates a traosfer set for the software package. The transfer set cootains the “right to
execute”. The right to execute no longer exists in Alice’s protected processor.

5. Alice brings the package and transfer set back to the computer store.
6. The computer store verifies the “‘right to execute™ oa the transfer set and gives Alice a refund.

Rental software

‘This scenario shows how software can be rented.

Assumptions

The computer store wishes to rent software in much the same way video cassettes are reated.

Actions .

1. Bob goes to the computer software reptal store to rent, for one month, a word processor o do
a term paper for school.

2. The computer store prepares a package with a right to execute that is limited for one month.

3 If manuals and diskcties sre returned in other than perfect condition, less than a “full” refund may be given.
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3. Bob takes the software bome and uses it to do his terma paper.

4. Bob returns the software to the compater store. The right to execute does not have to be re-
turned because it expires at the end of one month.

Portable rights .
This scepario shows how a user can carry her execution rights with her wherever she goes.

Asswnptions

The software license allows the software Lo be executed on agy personal computer but only one at a
time. AIll personal computers have a protecied processor built in and a “‘smart card”” reader. The
“smart card” contains the protected processor (without the ability to execute applications) and is used
1o catry execution rights.

Actions

1.  Alice purchases the software at her local computer store. The *‘right to execute” is loaded into
her portable protected processor {smart card).

2. Alice goes to any personal computer, inserts her credit card sized protected processor into the
smart card reader and a copy of the distribution diskette into the diskette drive.

3. Alice executes the program.
A pirating attempt

Assumptions
A potential pirate owps a protected processor and wishes to obtain cryptographic keys from the pro-
tected processor. ‘

Actions
t. The pirate attempts to physically enter the protected processor.
2. ' The protecied processor tamper detection circuitry detects the intrusion.

3. The tamper detection circuitry removes power from the volatile memory that contains the key
store and the application data store.

4.  The pirate cannot get any useful information from the protected processor. All execution rights
and cryptographic information are lost.
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Appendix B. Glossary.

This glossary defines terms and acrooyms that may be new or used in a special way in this paper.
ABYSS: Stands for .4 Basic Yorktown Security System. An IBM Research Division project to ad-
dress the problem of protecting software assets.

Application data store: A logically and physically secure portion of memory used by applications and
the software assel protection system to store information between executions of the application. The
application data store is contained within the protected processor.

Application key: A cryptographic key supplied by the software developer that is used to encrypt the
protected part of the software. This application key alo becomes the “right to execute™ for tbe
software package.

Auchorization process: The authorization process can securely limit the aumber of times an action
takes place. The authorizatiop process can use a *“token™.

Backup set: A set of information on any media (usually a diskette and token) which is used to back
up (bold a copy of) sensitive information from within the protected processor in case the protected
processor becomes unusable. Sensitive information is encrypted in the “backup set™. Backup sets
are created and used only by trusted protected processors. An authborization process authorizes fu-
ture backups or restoration of the backup set.

Copy protection: Any mechanism designed to limit the number of functional copies of a software
product. Usually the number of copies is limited to zero or one.

Distribution set: The original package that is obtained when a software product is initially purchased
by an end user. This package usually coptains items such as distribution diskettes and documentation.
For products protected by the PC software asset protection system the distribution set contains the
unprotected software, protected software (encrypted), “right to execute” or application key (en-
crypted), and possibly a token.

Open system: A system in which all interfaces, hardware and software specifications are logically
and physically accessible and, therefore any hardware or software compouent of the system can be
examined, changed or extended by the ead user.

PC: Personal Computer - any member of the IBM personal computer product line or compatible
system.

Protected processor:s A logically and physically secure processor. The protected processor consti-
tutes the closed portion of the computer system in which sensitive data and programs reside. Its
memory bolds cryptographic keys, sensitive application data, the protected part of application pro-
grams and supervisor programs. The secure processor execules supesvisor programs and the pro-
tected parts of applications.

Right to execute: The authorization for an end user to execute an application or software package.
ROM: Read only memory. A type of computer memory that normally contains permanent programs
or data. This memory cannot be modified by programs executing in the computer sysiem.

Service: A function or service that is part of the PC software asset protection architecture. Also
referred to as a “supervisor service’'.

Software piracy: The illegal distribution of licensed software. This is commonly accomplished by the
“software pirate” making a copy of the distribution diskette (or backup diskette) and giving or selliog
it o unauthorized users.

Superrisor key: A cryptographic key placed in the protected processor by the manufacturer of the
protecied processor. Supervisor keys are used to uniquely ideatify the protected processor, establish
a secure channel for communication with the outside world, apd encrypt sensitive information.
Supervisor process: The protected processor state ip which supervisor programs are executed. All
of the memory in the protected processor is accessible when the protected processor is in the
“‘supervisor process” state.
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Supervisor program: A trusted program that executes in the supervisor process in the protected
processor. The supervisor program is usually supplied by the protected processor manufacturer. PC
software asset protection services are implemented by supervisor programs.

Token: The “‘authorization process™ can be implemented with the use of a physical device that at-
taches to the protected processor when the authorization process takes place. The token contains the
authorization for the service that is being executed and controlled by the authorization process. Like
a theater ticket which is destroyed when it is used 10 enter the theater, it cannot be used again.

Token descriptor: A description of the contents of a token. The token descriptor identifies the sen-
sitive resource that the tokeu is protecting. The token descriptor is used to verify the validity of a
token and to make sure the action that is being authorized is acting on the correct resource.

Transfer set; A package that is created when owuership of a software product is to be trapsferred.
The wansfer set contains the same type of information that is contzined in the original distribution

“set
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access application data store 13
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