
llllllllllllllIllllllllllllllllllllllllllllllllIlllllllllllllllllllllllllll 
United States Patent [19] 

[54] 

[75] 

[73] 

[21] 
[21] 

[63] 

[5 1] 
[52] 
1581 
[561 

I Comerford et al. 

115005109413». 

Patent Number: 

Date of Patent: 
[11] 

[45] 
5,109,413 

Apr. 28, 1992 

, FOREIGN PATENT DOCUMENTS 

2124808 2/1984 United Kingdom . 

OTHER PUBLICATIONS 

Best, “Preventing Software Piracy with Crypto-Micro 
processors”, IEEE, 1980. 
Everett, “Padlock", Computer Bulletin, Mar. 1985, pp. 
16 et seq/“Software Protection", Open Computer Se 
curity. 
Herzberg, “Public Protection of Software”, Lecture 
Notes in Computer Science, vol. 218, 1986, pp. 158 et 
seq. 
Kent, “Protecting Externally Supplied Software in 
Small Computers”, Ph.D. Thesis, M.I.T., 1980. 
Lipson, “Little Black Box ‘Blocks’ Illicit Software 
Copying”, Stamford Advocate (Sep. 14, 1986), pp. E1 
and E2. 
Maude. “Hardware Protection Against Software Pi 
racy”, The Communications of the ACM, Sep. 1984, 
vol. 27, No. 9, pp. 950 et seq. 
Purdy, “A Software Protection Scheme”, IEEE 1982. 
R01 ' 

Simmons, “How to (Selectively) Broadcast a Secret", 
IEEE 1985. 
Primary Examiner--Thomas H. Tarcza 
Assistant Examiner-David Cain 
Attorney, Agent, or Firm-Pollock, Vande Sande & 
Priddy 
[57] ABSTRACT 
A software asset protection mechanism segregates the 
right to execute software from the software itself. The 
rights to execute, when installed on a composite com 
puting system, are stored in a coprocessor element of 
the composite computing system. The software asset 
protection mechanism is enhanced as described herein 
by providing for the manipulation of those rights to 
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tion at least in terms of a valid period of execution or a 
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the user with the rights to execute in case the coproces 
sor element of the composite computing system fails. 
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