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6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ

)RUHZRUG

ITU (International Telecommunication Union) is the United Nations Specialized Agency in the field of
telecommunications. The ITU Telecommunication Standardization Sector (ITU-T) is a permanent organ of the ITU.
Some 179 member countries, 84 telecom operating entities, 145 scientific and industrial organizations and
38 international organizations participate in ITU-T which is the body which sets world telecommunications standards
(Recommendations).

7KH� DSSURYDO� RI� 5HFRPPHQGDWLRQV� E\� WKH� 0HPEHUV� RI� ,78�7� LV� FRYHUHG� E\� WKH� SURFHGXUH� ODLG� GRZQ� LQ� :76&
5HVROXWLRQ�1R�� �� �+HOVLQNL�� ������� ,Q� DGGLWLRQ�� WKH�:RUOG� 7HOHFRPPXQLFDWLRQ� 6WDQGDUGL]DWLRQ� &RQIHUHQFH� �:76&��
ZKLFK�PHHWV�HYHU\�IRXU�\HDUV��DSSURYHV�5HFRPPHQGDWLRQV�VXEPLWWHG�WR�LW�DQG�HVWDEOLVKHV�WKH�VWXG\�SURJUDPPH�IRU�WKH
IROORZLQJ�SHULRG�

,Q�VRPH�DUHDV�RI�LQIRUPDWLRQ�WHFKQRORJ\�ZKLFK�IDOO�ZLWKLQ�,78�7¶V�SXUYLHZ��WKH�QHFHVVDU\�VWDQGDUGV�DUH�SUHSDUHG�RQ�D
FROODERUDWLYH�EDVLV�ZLWK�,62�DQG�,(&��7KH�WH[W�RI�,78�7�5HFRPPHQGDWLRQ�;�����ZDV�DSSURYHG�RQ���WK�RI�1RYHPEHU
������7KH�LGHQWLFDO�WH[W�LV�DOVR�SXEOLVKHG�DV�,62�,(&�,QWHUQDWLRQDO�6WDQGDUG��������
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,Q�WKLV�5HFRPPHQGDWLRQ��WKH�H[SUHVVLRQ�³$GPLQLVWUDWLRQ´�LV�XVHG�IRU�FRQFLVHQHVV�WR�LQGLFDWH�ERWK�D�WHOHFRPPXQLFDWLRQ
DGPLQLVWUDWLRQ�DQG�D�UHFRJQL]HG�RSHUDWLQJ�DJHQF\�

��,78������

$OO�ULJKWV�UHVHUYHG��1R�SDUW�RI�WKLV�SXEOLFDWLRQ�PD\�EH�UHSURGXFHG�RU�XWLOL]HG�LQ�DQ\�IRUP�RU�E\�DQ\�PHDQV��HOHFWURQLF�RU
PHFKDQLFDO��LQFOXGLQJ�SKRWRFRS\LQJ�DQG�PLFURILOP��ZLWKRXW�SHUPLVVLRQ�LQ�ZULWLQJ�IURP�WKH�,78�
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6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ
,62�,(&����������������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ

,78�7�5HF��;�����������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ L

&RQWHQWV

3DJH
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� 1RUPDWLYH�UHIHUHQFHV�������������������������������������������������������������������������������������������������������������������������������������� �
��� ,GHQWLFDO�5HFRPPHQGDWLRQV�_�,QWHUQDWLRQDO�6WDQGDUGV������������������������������������������������������������������������� �
��� 3DLUHG�5HFRPPHQGDWLRQV�_�,QWHUQDWLRQDO�6WDQGDUGV�HTXLYDOHQW�LQ�WHFKQLFDO�FRQWHQW��������������������������� �

� 'HILQLWLRQV ������������������������������������������������������������������������������������������������������������������������������������������������������ �
��� 26,�5HIHUHQFH�0RGHO�VHFXULW\�DUFKLWHFWXUH�GHILQLWLRQV����������������������������������������������������������������������� �
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� $EEUHYLDWLRQV ������������������������������������������������������������������������������������������������������������������������������������������������� �
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��� *HQHUDWLRQ�RI�SURWHFWHG�LGHQWLI\LQJ�LQIRUPDWLRQ��������������������������������������������������������������������������������� �
��� 3URFHGXUH�IRU�SURWHFWHG�VLPSOH�DXWKHQWLFDWLRQ ������������������������������������������������������������������������������������ �
��� 8VHU�3DVVZRUG�DWWULEXWH�W\SH ��������������������������������������������������������������������������������������������������������������� �

6(&7,21���±�67521*�$87+(17,&$7,21 ������������������������������������������������������������������������������������������������������� �
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� 'LJLWDO�VLJQDWXUHV�������������������������������������������������������������������������������������������������������������������������������������������� ��
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���� 2QH�ZD\�DXWKHQWLFDWLRQ����������������������������������������������������������������������������������������������������������������������� ��
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6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ

LL ,78�7�5HF��;�����������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ

6XPPDU\

7KLV� 5HFRPPHQGDWLRQ� _� ,QWHUQDWLRQDO� 6WDQGDUG� GHILQHV� D� IUDPHZRUN� IRU� WKH� SURYLVLRQ� RI� DXWKHQWLFDWLRQ� VHUYLFHV� E\
'LUHFWRU\�WR�LWV�XVHUV��,W�GHVFULEHV�WZR�OHYHOV�RI�DXWKHQWLFDWLRQ��VLPSOH�DXWKHQWLFDWLRQ��XVLQJ�D�SDVVZRUG�DV�D�YHULILFDWLRQ
RI� FODLPHG� LGHQWLW\�� DQG� VWURQJ� DXWKHQWLFDWLRQ�� LQYROYLQJ� FUHGHQWLDOV� IRUPHG� XVLQJ� FU\SWRJUDSKLF� WHFKQLTXHV�� :KLOH
VLPSOH�DXWKHQWLFDWLRQ�RIIHUV�VRPH�OLPLWHG�SURWHFWLRQ�DJDLQVW�XQDXWKRUL]HG�DFFHVV��RQO\�VWURQJ�DXWKHQWLFDWLRQ�VKRXOG�EH
XVHG�DV�WKH�EDVLV�IRU�SURYLGLQJ�VHFXUH�VHUYLFHV�
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6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ
,62�,(&����������������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ

,78�7�5HF��;�����������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ LLL

,QWURGXFWLRQ

7KLV�5HFRPPHQGDWLRQ�_�,QWHUQDWLRQDO�6WDQGDUG��WRJHWKHU�ZLWK�RWKHU�5HFRPPHQGDWLRQV�_�,QWHUQDWLRQDO�6WDQGDUGV��KDV�EHHQ
SURGXFHG�WR�IDFLOLWDWH�WKH�LQWHUFRQQHFWLRQ�RI�LQIRUPDWLRQ�SURFHVVLQJ�V\VWHPV�WR�SURYLGH�GLUHFWRU\�VHUYLFHV��$�VHW�RI�VXFK
V\VWHPV�� WRJHWKHU� ZLWK� WKH� GLUHFWRU\� LQIRUPDWLRQ�ZKLFK� WKH\� KROG�� FDQ� EH� YLHZHG� DV� DQ� LQWHJUDWHG� ZKROH�� FDOOHG� WKH
'LUHFWRU\�� 7KH� LQIRUPDWLRQ� KHOG� E\� WKH� 'LUHFWRU\�� FROOHFWLYHO\� NQRZQ� DV� WKH� 'LUHFWRU\� ,QIRUPDWLRQ� %DVH� �',%��� LV
W\SLFDOO\�XVHG�WR�IDFLOLWDWH�FRPPXQLFDWLRQ�EHWZHHQ��ZLWK�RU�DERXW�REMHFWV�VXFK�DV�DSSOLFDWLRQ�HQWLWLHV��SHRSOH��WHUPLQDOV
DQG�GLVWULEXWLRQ�OLVWV�

7KH�'LUHFWRU\� SOD\V� D� VLJQLILFDQW� UROH� LQ�2SHQ� 6\VWHPV� ,QWHUFRQQHFWLRQ��ZKRVH� DLP� LV� WR� DOORZ��ZLWK� D�PLQLPXP� RI
WHFKQLFDO�DJUHHPHQW�RXWVLGH�RI�WKH�LQWHUFRQQHFWLRQ�VWDQGDUGV�WKHPVHOYHV��WKH�LQWHUFRQQHFWLRQ�RI�LQIRUPDWLRQ�SURFHVVLQJ
V\VWHPV�

± IURP�GLIIHUHQW�PDQXIDFWXUHUV�

± XQGHU�GLIIHUHQW�PDQDJHPHQWV�

± RI�GLIIHUHQW�OHYHOV�RI�FRPSOH[LW\��DQG

± RI�GLIIHUHQW�DJHV�

0DQ\�DSSOLFDWLRQV�KDYH�UHTXLUHPHQWV�IRU�VHFXULW\�WR�SURWHFW�DJDLQVW�WKUHDWV�WR�WKH�FRPPXQLFDWLRQ�RI�LQIRUPDWLRQ��6RPH
FRPPRQO\�NQRZQ�WKUHDWV��WRJHWKHU�ZLWK�WKH�VHFXULW\�VHUYLFHV�DQG�PHFKDQLVPV�WKDW�FDQ�EH�XVHG�WR�SURWHFW�DJDLQVW�WKHP�
DUH�EULHIO\�GHVFULEHG�LQ�$QQH[�%��9LUWXDOO\�DOO�VHFXULW\�VHUYLFHV�DUH�GHSHQGHQW�XSRQ�WKH�LGHQWLWLHV�RI�WKH�FRPPXQLFDWLQJ
SDUWLHV�EHLQJ�UHOLDEO\�NQRZQ��L�H��DXWKHQWLFDWLRQ�

7KLV�5HFRPPHQGDWLRQ� _�,QWHUQDWLRQDO�6WDQGDUG�GHILQHV�D�IUDPHZRUN�IRU�WKH�SURYLVLRQ�RI�DXWKHQWLFDWLRQ�VHUYLFHV�E\�WKH
'LUHFWRU\�WR�LWV�XVHUV��7KHVH�XVHUV�LQFOXGH�WKH�'LUHFWRU\�LWVHOI��DV�ZHOO�DV�RWKHU�DSSOLFDWLRQV�DQG�VHUYLFHV��7KH�'LUHFWRU\
FDQ�XVHIXOO\�EH�LQYROYHG�LQ�PHHWLQJ�WKHLU�QHHGV�IRU�DXWKHQWLFDWLRQ�DQG�RWKHU�VHFXULW\�VHUYLFHV�EHFDXVH�LW�LV�D�QDWXUDO�SODFH
IURP�ZKLFK�FRPPXQLFDWLQJ�SDUWLHV�FDQ�REWDLQ�DXWKHQWLFDWLRQ�LQIRUPDWLRQ�RI�HDFK�RWKHU�±�NQRZOHGJH�ZKLFK�LV�WKH�EDVLV
RI� DXWKHQWLFDWLRQ�� 7KH� 'LUHFWRU\� LV� D� QDWXUDO� SODFH� EHFDXVH� LW� KROGV� RWKHU� LQIRUPDWLRQ� ZKLFK� LV� UHTXLUHG� IRU
FRPPXQLFDWLRQ� DQG� REWDLQHG� SULRU� WR� FRPPXQLFDWLRQ� WDNLQJ� SODFH�� 2EWDLQLQJ� WKH� DXWKHQWLFDWLRQ� LQIRUPDWLRQ� RI� D
SRWHQWLDO�FRPPXQLFDWLRQ�SDUWQHU�IURP�WKH�'LUHFWRU\�LV��ZLWK�WKLV�DSSURDFK��VLPLODU�WR�REWDLQLQJ�DQ�DGGUHVV��2ZLQJ�WR�WKH
ZLGH� UHDFK� RI� WKH� 'LUHFWRU\� IRU� FRPPXQLFDWLRQV� SXUSRVHV�� LW� LV� H[SHFWHG� WKDW� WKLV� DXWKHQWLFDWLRQ� IUDPHZRUN� ZLOO� EH
ZLGHO\�XVHG�E\�D�UDQJH�RI�DSSOLFDWLRQV�

7KLV�VHFRQG�HGLWLRQ� WHFKQLFDOO\� UHYLVHV�DQG�HQKDQFHV��EXW�GRHV�QRW� UHSODFH�� WKH� ILUVW�HGLWLRQ�RI� WKLV�5HFRPPHQGDWLRQ� _
,QWHUQDWLRQDO�6WDQGDUG��,PSOHPHQWDWLRQV�PD\�VWLOO�FODLP�FRQIRUPDQFH�WR�WKH�ILUVW�HGLWLRQ�

7KLV�VHFRQG�HGLWLRQ�VSHFLILHV�YHUVLRQ���RI�WKH�'LUHFWRU\�VHUYLFH�DQG�SURWRFROV��7KH�ILUVW�HGLWLRQ�DOVR�VSHFLILHV�YHUVLRQ���
'LIIHUHQFHV� EHWZHHQ� WKH� VHUYLFHV� DQG�EHWZHHQ� WKH�SURWRFROV� GHILQHG� LQ� WKH� WZR� HGLWLRQV� DUH� DFFRPPRGDWHG� XVLQJ� WKH
UXOHV�RI�H[WHQVLELOLW\�GHILQHG�LQ�WKLV�HGLWLRQ�RI�;�����_�,62�,(&��������

$QQH[�$��ZKLFK�LV�DQ�LQWHJUDO�SDUW�RI�WKLV�5HFRPPHQGDWLRQ�_�,QWHUQDWLRQDO�6WDQGDUG��SURYLGHV�WKH�$61���PRGXOH�ZKLFK
FRQWDLQV�DOO�RI�WKH�GHILQLWLRQV�DVVRFLDWHG�ZLWK�WKH�DXWKHQWLFDWLRQ�IUDPHZRUN�

$QQH[�%��ZKLFK�LV�QRW�DQ�LQWHJUDO�SDUW�RI�WKLV�5HFRPPHQGDWLRQ�_�,QWHUQDWLRQDO�6WDQGDUG��GHVFULEHV�VHFXULW\�UHTXLUHPHQWV�

$QQH[�&��ZKLFK�LV�QRW�DQ�LQWHJUDO�SDUW�RI�WKLV�5HFRPPHQGDWLRQ�_�,QWHUQDWLRQDO�6WDQGDUG��LV�DQ�LQWURGXFWLRQ�WR�SXEOLF�NH\
FU\SWRJUDSK\�

$QQH[�'��ZKLFK�LV�QRW�DQ�LQWHJUDO�SDUW�RI�WKLV�5HFRPPHQGDWLRQ�_�,QWHUQDWLRQDO�6WDQGDUG��GHVFULEHV�WKH�56$�3XEOLF�.H\
&U\SWRV\VWHP�

$QQH[�(��ZKLFK�LV�QRW�DQ�LQWHJUDO�SDUW�RI�WKLV�5HFRPPHQGDWLRQ�_�,QWHUQDWLRQDO�6WDQGDUG��GHVFULEHV�KDVK�IXQFWLRQV�

$QQH[� )�� ZKLFK� LV� QRW� DQ� LQWHJUDO� SDUW� RI� WKLV� 5HFRPPHQGDWLRQ� _� ,QWHUQDWLRQDO� 6WDQGDUG�� GHVFULEHV� WKUHDWV� SURWHFWHG
DJDLQVW�E\�WKH�VWURQJ�DXWKHQWLFDWLRQ�PHWKRG�

$QQH[�*��ZKLFK�LV�QRW�DQ�LQWHJUDO�SDUW�RI�WKLV�5HFRPPHQGDWLRQ�_�,QWHUQDWLRQDO�6WDQGDUG��GHVFULEHV�GDWD�FRQILGHQWLDOLW\�

$QQH[�+��ZKLFK�LV�DQ�LQWHJUDO�SDUW�RI�WKLV�5HFRPPHQGDWLRQ�_�,QWHUQDWLRQDO�6WDQGDUG��GHILQHV�REMHFW�LGHQWLILHUV�DVVLJQHG
WR�DXWKHQWLFDWLRQ�DQG�HQFU\SWLRQ�DOJRULWKPV��LQ�WKH�DEVHQFH�RI�D�IRUPDO�UHJLVWHU�

$QQH[�-��ZKLFK�LV�QRW�DQ�LQWHJUDO�SDUW�RI�WKLV�5HFRPPHQGDWLRQ�_�,QWHUQDWLRQDO�6WDQGDUG��OLVWV�WKH�DPHQGPHQWV�DQG�GHIHFW
UHSRUWV�WKDW�KDYH�EHHQ�LQFRUSRUDWHG�WR�IRUP�WKLV�HGLWLRQ�RI�WKLV�5HFRPPHQGDWLRQ�_�,QWHUQDWLRQDO�6WDQGDUG�
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,62�,(&����������������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ

,78�7�5HF��;�����������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ �

,17(51$7,21$/��67$1'$5'
,62�,(&����������������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ

,78�7�5HF��;�����������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ

,78�7��5(&200(1'$7,21

,1)250$7,21��7(&+12/2*<��±��23(1��6<67(06��,17(5&211(&7,21��±
7+(��',5(&725<���$87+(17,&$7,21��)5$0(:25.

6(&7,21���±�*(1(5$/

� 6FRSH

7KLV�5HFRPPHQGDWLRQ�_�,QWHUQDWLRQDO�6WDQGDUG�

± VSHFLILHV�WKH�IRUP�RI�DXWKHQWLFDWLRQ�LQIRUPDWLRQ�KHOG�E\�WKH�'LUHFWRU\�

± GHVFULEHV�KRZ�DXWKHQWLFDWLRQ�LQIRUPDWLRQ�PD\�EH�REWDLQHG�IURP�WKH�'LUHFWRU\�

± VWDWHV�WKH�DVVXPSWLRQV�PDGH�DERXW�KRZ�DXWKHQWLFDWLRQ�LQIRUPDWLRQ�LV�IRUPHG�DQG�SODFHG�LQ�WKH�'LUHFWRU\�

± GHILQHV� WKUHH� ZD\V� LQ� ZKLFK� DSSOLFDWLRQV� PD\� XVH� WKLV� DXWKHQWLFDWLRQ� LQIRUPDWLRQ� WR� SHUIRUP
DXWKHQWLFDWLRQ�DQG�GHVFULEHV�KRZ�RWKHU�VHFXULW\�VHUYLFHV�PD\�EH�VXSSRUWHG�E\�DXWKHQWLFDWLRQ�

7KLV� 5HFRPPHQGDWLRQ� _� ,QWHUQDWLRQDO� 6WDQGDUG� GHVFULEHV� WZR� OHYHOV� RI� DXWKHQWLFDWLRQ�� VLPSOH� DXWKHQWLFDWLRQ�� XVLQJ� D
SDVVZRUG� DV� D� YHULILFDWLRQ� RI� FODLPHG� LGHQWLW\�� DQG� VWURQJ� DXWKHQWLFDWLRQ�� LQYROYLQJ� FUHGHQWLDOV� IRUPHG� XVLQJ
FU\SWRJUDSKLF�WHFKQLTXHV��:KLOH�VLPSOH�DXWKHQWLFDWLRQ�RIIHUV�VRPH�OLPLWHG�SURWHFWLRQ�DJDLQVW�XQDXWKRUL]HG�DFFHVV��RQO\
VWURQJ�DXWKHQWLFDWLRQ�VKRXOG�EH�XVHG�DV�WKH�EDVLV�IRU�SURYLGLQJ�VHFXUH�VHUYLFHV��,W� LV�QRW� LQWHQGHG�WR�HVWDEOLVK�WKLV�DV�D
JHQHUDO� IUDPHZRUN� IRU� DXWKHQWLFDWLRQ�� EXW� LW� FDQ� EH� RI� JHQHUDO� XVH� IRU� DSSOLFDWLRQV� ZKLFK� FRQVLGHU� WKHVH� WHFKQLTXHV
DGHTXDWH�

$XWKHQWLFDWLRQ��DQG�RWKHU�VHFXULW\�VHUYLFHV��FDQ�RQO\�EH�SURYLGHG�ZLWKLQ�WKH�FRQWH[W�RI�D�GHILQHG�VHFXULW\�SROLF\��,W�LV�D
PDWWHU�IRU�XVHUV�RI�DQ�DSSOLFDWLRQ�WR�GHILQH�WKHLU�RZQ�VHFXULW\�SROLF\�ZKLFK�PD\�EH�FRQVWUDLQHG�E\�WKH�VHUYLFHV�SURYLGHG
E\�D�VWDQGDUG�

,W� LV� D� PDWWHU� IRU� VWDQGDUGV� GHILQLQJ� DSSOLFDWLRQV� ZKLFK� XVH� WKH� DXWKHQWLFDWLRQ� IUDPHZRUN� WR� VSHFLI\� WKH� SURWRFRO
H[FKDQJHV�ZKLFK� QHHG� WR� EH� SHUIRUPHG� LQ� RUGHU� WR� DFKLHYH� DXWKHQWLFDWLRQ� EDVHG� XSRQ� WKH� DXWKHQWLFDWLRQ� LQIRUPDWLRQ
REWDLQHG�IURP�WKH�'LUHFWRU\��7KH�SURWRFRO�XVHG�E\�DSSOLFDWLRQV�WR�REWDLQ�FUHGHQWLDOV�IURP�WKH�'LUHFWRU\�LV�WKH�'LUHFWRU\
$FFHVV�3URWRFRO��'$3���VSHFLILHG�LQ�,78�7�5HFRPPHQGDWLRQ�;�����_�,62�,(&��������

7KH�VWURQJ�DXWKHQWLFDWLRQ�PHWKRG�VSHFLILHG� LQ� WKLV�5HFRPPHQGDWLRQ� _� ,QWHUQDWLRQDO�6WDQGDUG� LV�EDVHG�XSRQ�SXEOLF�NH\
FU\SWRV\VWHPV�� ,W� LV� D� PDMRU� DGYDQWDJH� RI� VXFK� V\VWHPV� WKDW� XVHU� FHUWLILFDWHV� PD\� EH� KHOG� ZLWKLQ� WKH� 'LUHFWRU\� DV
DWWULEXWHV��DQG�PD\�EH�IUHHO\�FRPPXQLFDWHG�ZLWKLQ�WKH�'LUHFWRU\�6\VWHP�DQG�REWDLQHG�E\�XVHUV�RI�WKH�'LUHFWRU\�LQ�WKH
VDPH�PDQQHU�DV�RWKHU�'LUHFWRU\�LQIRUPDWLRQ��7KH�XVHU�FHUWLILFDWHV�DUH�DVVXPHG�WR�EH�IRUPHG�E\�³RII�OLQH´�PHDQV��DQG
SODFHG�LQ�WKH�'LUHFWRU\�E\�WKHLU�FUHDWRU��7KH�JHQHUDWLRQ�RI�XVHU�FHUWLILFDWHV�LV�SHUIRUPHG�E\�VRPH�RII�OLQH�&HUWLILFDWLRQ
$XWKRULW\�ZKLFK�LV�FRPSOHWHO\�VHSDUDWH�IURP�WKH�'6$V�LQ�WKH�'LUHFWRU\��,Q�SDUWLFXODU��QR�VSHFLDO�UHTXLUHPHQWV�DUH�SODFHG
XSRQ�'LUHFWRU\�SURYLGHUV�WR�VWRUH�RU�FRPPXQLFDWH�XVHU�FHUWLILFDWHV�LQ�D�VHFXUH�PDQQHU�

$�EULHI�LQWURGXFWLRQ�WR�SXEOLF�NH\�FU\SWRJUDSK\�FDQ�EH�IRXQG�LQ�$QQH[�&�

,Q�JHQHUDO��WKH�DXWKHQWLFDWLRQ�IUDPHZRUN�LV�QRW�GHSHQGHQW�RQ�WKH�XVH�RI�D�SDUWLFXODU�FU\SWRJUDSKLF�DOJRULWKP��SURYLGHG�LW
KDV� WKH� SURSHUWLHV� GHVFULEHG� LQ� ����� 3RWHQWLDOO\� D� QXPEHU� RI� GLIIHUHQW� DOJRULWKPV� PD\� EH� XVHG�� +RZHYHU�� WZR� XVHUV
ZLVKLQJ� WR� DXWKHQWLFDWH� VKDOO� VXSSRUW� WKH� VDPH� FU\SWRJUDSKLF� DOJRULWKP� IRU� DXWKHQWLFDWLRQ� WR� EH� SHUIRUPHG� FRUUHFWO\�
7KXV��ZLWKLQ� WKH� FRQWH[W� RI� D� VHW� RI� UHODWHG� DSSOLFDWLRQV�� WKH� FKRLFH� RI� D� VLQJOH� DOJRULWKP�ZLOO� VHUYH� WR�PD[LPL]H� WKH
FRPPXQLW\� RI� XVHUV� DEOH� WR� DXWKHQWLFDWH� DQG� FRPPXQLFDWH� VHFXUHO\�� 2QH� H[DPSOH� RI� D� SXEOLF� NH\� FU\SWRJUDSKLF
DOJRULWKP�FDQ�EH�IRXQG�LQ�$QQH[�'�

6LPLODUO\��WZR�XVHUV�ZLVKLQJ�WR�DXWKHQWLFDWH�VKDOO�VXSSRUW�WKH�VDPH�KDVK�IXQFWLRQ�>VHH�����I�@��XVHG�LQ�IRUPLQJ�FUHGHQWLDOV
DQG� DXWKHQWLFDWLRQ� WRNHQV���$JDLQ�� LQ� SULQFLSOH�� D� QXPEHU� RI� DOWHUQDWLYH� KDVK� IXQFWLRQV� FRXOG� EH� XVHG�� DW� WKH� FRVW� RI
QDUURZLQJ�WKH�FRPPXQLWLHV�RI�XVHUV�DEOH�WR�DXWKHQWLFDWH��$�EULHI�LQWURGXFWLRQ�WR�KDVK�IXQFWLRQV�FDQ�EH�IRXQG�LQ�$QQH[�(�
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,62�,(&����������������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ

� ,78�7�5HF��;�����������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ

� 1RUPDWLYH�UHIHUHQFHV

7KH�IROORZLQJ�5HFRPPHQGDWLRQV�DQG�,QWHUQDWLRQDO�6WDQGDUGV�FRQWDLQ�SURYLVLRQV�ZKLFK�� WKURXJK�UHIHUHQFH� LQ� WKLV� WH[W�
FRQVWLWXWH� SURYLVLRQV� RI� WKLV� 5HFRPPHQGDWLRQ� _� ,QWHUQDWLRQDO� 6WDQGDUG� SDUW�� $W� WKH� WLPH� RI� SXEOLFDWLRQ�� WKH� HGLWLRQV
LQGLFDWHG�ZHUH�YDOLG��$OO�5HFRPPHQGDWLRQV�DQG�6WDQGDUGV�DUH�VXEMHFW� WR�UHYLVLRQ��DQG�SDUWLHV� WR�DJUHHPHQWV�EDVHG�RQ
WKLV�5HFRPPHQGDWLRQ�_�,QWHUQDWLRQDO�6WDQGDUG�DUH�HQFRXUDJHG�WR�LQYHVWLJDWH�WKH�SRVVLELOLW\�RI�DSSO\LQJ�WKH�PRVW�UHFHQW
HGLWLRQV�RI�WKH�5HFRPPHQGDWLRQV�DQG�6WDQGDUGV�OLVWHG�EHORZ��0HPEHUV�RI�,(&�DQG�,62�PDLQWDLQ�UHJLVWHUV�RI�FXUUHQWO\
YDOLG�,QWHUQDWLRQDO�6WDQGDUGV��7KH�7HOHFRPPXQLFDWLRQ�6WDQGDUGL]DWLRQ�%XUHDX�RI� WKH�,78�PDLQWDLQV�D� OLVW�RI�FXUUHQWO\
YDOLG�,78�7�5HFRPPHQGDWLRQV�

��� ,GHQWLFDO�5HFRPPHQGDWLRQV�_�,QWHUQDWLRQDO�6WDQGDUGV

± ,78�7�5HFRPPHQGDWLRQ�;������������_�,62�,(&��������������,QIRUPDWLRQ�7HFKQRORJ\�±�2SHQ�6\VWHPV
,QWHUFRQQHFWLRQ�±�7KH�'LUHFWRU\��2YHUYLHZ�RI�FRQFHSWV��PRGHOV�DQG�VHUYLFHV�

± ,78�7�5HFRPPHQGDWLRQ�;������������_�,62�,(&��������������,QIRUPDWLRQ�7HFKQRORJ\�±�2SHQ�6\VWHPV
,QWHUFRQQHFWLRQ�±�7KH�'LUHFWRU\��0RGHOV�

± ,78�7�5HFRPPHQGDWLRQ�;������������_�,62�,(&��������������,QIRUPDWLRQ�7HFKQRORJ\�±�2SHQ�6\VWHPV
,QWHUFRQQHFWLRQ�±�7KH�'LUHFWRU\��$EVWUDFW�VHUYLFH�GHILQLWLRQ�

± ,78�7�5HFRPPHQGDWLRQ�;������������_�,62�,(&��������������,QIRUPDWLRQ�7HFKQRORJ\�±�2SHQ�6\VWHPV
,QWHUFRQQHFWLRQ�±�7KH�'LUHFWRU\��3URFHGXUHV�IRU�GLVWULEXWHG�RSHUDWLRQ�

± ,78�7�5HFRPPHQGDWLRQ�;������������_�,62�,(&��������������,QIRUPDWLRQ�7HFKQRORJ\�±�2SHQ�6\VWHPV
,QWHUFRQQHFWLRQ�±�7KH�'LUHFWRU\��3URWRFRO�VSHFLILFDWLRQV�

± ,78�7�5HFRPPHQGDWLRQ�;������������_�,62�,(&��������������,QIRUPDWLRQ�7HFKQRORJ\�±�2SHQ�6\VWHPV
,QWHUFRQQHFWLRQ�±�7KH�'LUHFWRU\��6HOHFWHG�DWWULEXWH�W\SHV�

± ,78�7�5HFRPPHQGDWLRQ�;������������_�,62�,(&��������������,QIRUPDWLRQ�7HFKQRORJ\�±�2SHQ�6\VWHPV
,QWHUFRQQHFWLRQ�±�7KH�'LUHFWRU\��6HOHFWHG�REMHFW�FODVVHV�

± ,78�7�5HFRPPHQGDWLRQ�;������������_�,62�,(&��������������,QIRUPDWLRQ�7HFKQRORJ\�±�2SHQ�6\VWHPV
,QWHUFRQQHFWLRQ�±�7KH�'LUHFWRU\��5HSOLFDWLRQ

± ,78�7� 5HFRPPHQGDWLRQ� ;����� ������� _� ,62�,(&� ������������� ,QIRUPDWLRQ� 7HFKQRORJ\� ±� $EVWUDFW
6\QWD[�1RWDWLRQ�2QH��$61�����6SHFLILFDWLRQ�RI�EDVLF�QRWDWLRQ�

± ,78�7� 5HFRPPHQGDWLRQ� ;����� ������� _� ,62�,(&� ������������� ,QIRUPDWLRQ� 7HFKQRORJ\� ±� $EVWUDFW
6\QWD[�1RWDWLRQ�2QH��$61�����,QIRUPDWLRQ�REMHFW�VSHFLILFDWLRQ�

± ,78�7� 5HFRPPHQGDWLRQ� ;����� ������� _� ,62�,(&� ������������� ,QIRUPDWLRQ� 7HFKQRORJ\� ±� $EVWUDFW
6\QWD[�1RWDWLRQ�2QH��$61�����&RQVWUDLQW�VSHFLILFDWLRQ�

± ,78�7� 5HFRPPHQGDWLRQ� ;����� ������� _� ,62�,(&� ������������� ,QIRUPDWLRQ� 7HFKQRORJ\� ±� $EVWUDFW
6\QWD[�1RWDWLRQ�2QH��$61�����3DUDPHWHUL]DWLRQ�RI�$61���VSHFLILFDWLRQV�

± ,78�7� 5HFRPPHQGDWLRQ� ;����� ������� _� ,62�,(&� ������������� ,QIRUPDWLRQ� 7HFKQRORJ\� ±� $61��
HQFRGLQJ� UXOHV�� 6SHFLILFDWLRQ� RI� %DVLF� (QFRGLQJ� 5XOHV� �%(5��� &DQRQLFDO� (QFRGLQJ� 5XOHV� �&(5�� DQG
'LVWLQJXLVKHG�(QFRGLQJ�5XOHV��'(5��

± ,78�7� 5HFRPPHQGDWLRQ� ;����� ������� _� ,62�,(&� �������������� ,QIRUPDWLRQ� WHFKQRORJ\� ±� 5HPRWH
2SHUDWLRQV��&RQFHSWV��PRGHO�DQG�QRWDWLRQ�

± ,78�7� 5HFRPPHQGDWLRQ� ;����� ������� _� ,62�,(&� �������������� ,QIRUPDWLRQ� WHFKQRORJ\� ±� 5HPRWH
2SHUDWLRQV��26,�UHDOL]DWLRQV�±�5HPRWH�2SHUDWLRQV�6HUYLFH�(OHPHQW��526(��VHUYLFH�GHILQLWLRQ�

��� 3DLUHG�5HFRPPHQGDWLRQV�_�,QWHUQDWLRQDO�6WDQGDUGV�HTXLYDOHQW�LQ�WHFKQLFDO�FRQWHQW

± &&,77� 5HFRPPHQGDWLRQ� ;����� �������� 6HFXULW\� $UFKLWHFWXUH� IRU� 2SHQ� 6\VWHPV� ,QWHUFRQQHFWLRQ� IRU
&&,77�$SSOLFDWLRQV�

± ,62� ������������� ,QIRUPDWLRQ� SURFHVVLQJ� V\VWHPV� ±� 2SHQ� 6\VWHPV� ,QWHUFRQQHFWLRQ� ±� %DVLF� 5HIHUHQFH
0RGHO�±�3DUW����6HFXULW\�$UFKLWHFWXUH�
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,62�,(&����������������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ

,78�7�5HF��;�����������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ �

� 'HILQLWLRQV

)RU�WKH�SXUSRVHV�RI�WKLV�,78�7�5HFRPPHQGDWLRQ�_�,QWHUQDWLRQDO�6WDQGDUG��WKH�IROORZLQJ�GHILQLWLRQV�DSSO\�

��� 26,�5HIHUHQFH�0RGHO�VHFXULW\�DUFKLWHFWXUH�GHILQLWLRQV

7KH�IROORZLQJ�WHUPV�DUH�GHILQHG�LQ�&&,77�5HF��;�����_�,62��������

D� DV\PPHWULF��HQFLSKHUPHQW��

E� DXWKHQWLFDWLRQ�H[FKDQJH�

F� DXWKHQWLFDWLRQ�LQIRUPDWLRQ�

G� FRQILGHQWLDOLW\�

H� FUHGHQWLDOV�

I� FU\SWRJUDSK\�

J� GDWD�RULJLQ�DXWKHQWLFDWLRQ�

K� GHFLSKHUPHQW�

L� HQFLSKHUPHQW�

M� NH\�

N� SDVVZRUG�

O� SHHU�HQWLW\�DXWKHQWLFDWLRQ�

P� V\PPHWULF��HQFLSKHUPHQW��

��� 'LUHFWRU\�PRGHO�GHILQLWLRQV

7KH�IROORZLQJ�WHUPV�DUH�GHILQHG�LQ�,78�7�5HF��;�����_�,62�,(&��������

D� DWWULEXWH�

E� 'LUHFWRU\�,QIRUPDWLRQ�%DVH�

F� 'LUHFWRU\�,QIRUPDWLRQ�7UHH�

G� 'LUHFWRU\�6\VWHP�$JHQW�

H� 'LUHFWRU\�8VHU�$JHQW�

I� GLVWLQJXLVKHG�QDPH�

J� HQWU\�

K� REMHFW�

L� URRW�

��� $XWKHQWLFDWLRQ�IUDPHZRUN�GHILQLWLRQV

7KH�IROORZLQJ�WHUPV�DUH�GHILQHG�LQ�WKLV�5HFRPPHQGDWLRQ�_�,QWHUQDWLRQDO�6WDQGDUG�

����� DXWKHQWLFDWLRQ�WRNHQ��WRNHQ����,QIRUPDWLRQ�FRQYH\HG�GXULQJ�D�VWURQJ�DXWKHQWLFDWLRQ�H[FKDQJH��ZKLFK�FDQ�EH
XVHG�WR�DXWKHQWLFDWH�LWV�VHQGHU�

����� XVHU� FHUWLILFDWH�� FHUWLILFDWH���7KH� SXEOLF� NH\V� RI� D� XVHU�� WRJHWKHU� ZLWK� VRPH� RWKHU� LQIRUPDWLRQ�� UHQGHUHG
XQIRUJHDEOH�E\�HQFLSKHUPHQW�ZLWK�WKH�SULYDWH�NH\�RI�WKH�FHUWLILFDWLRQ�DXWKRULW\�ZKLFK�LVVXHG�LW�

����� FHUWLILFDWLRQ�DXWKRULW\���$Q�DXWKRULW\�WUXVWHG�E\�RQH�RU�PRUH�XVHUV�WR�FUHDWH�DQG�DVVLJQ�FHUWLILFDWHV��2SWLRQDOO\
WKH�FHUWLILFDWLRQ�DXWKRULW\�PD\�FUHDWH�WKH�XVHUV¶�NH\V�

����� FHUWLILFDWLRQ�SDWK���$Q�RUGHUHG�VHTXHQFH�RI�FHUWLILFDWHV�RI�REMHFWV�LQ�WKH�',7�ZKLFK��WRJHWKHU�ZLWK�WKH�SXEOLF
NH\�RI�WKH�LQLWLDO�REMHFW�LQ�WKH�SDWK��FDQ�EH�SURFHVVHG�WR�REWDLQ�WKDW�RI�WKH�ILQDO�REMHFW�LQ�WKH�SDWK�

����� FU\SWRJUDSKLF�V\VWHP��FU\SWRV\VWHP���$�FROOHFWLRQ�RI�WUDQVIRUPDWLRQV�IURP�SODLQ�WH[W�LQWR�FLSKHUWH[W�DQG�YLFH
YHUVD��WKH�SDUWLFXODU�WUDQVIRUPDWLRQ�V��WR�EH�XVHG�EHLQJ�VHOHFWHG�E\�NH\V��7KH�WUDQVIRUPDWLRQV�DUH�QRUPDOO\�GHILQHG�E\�D
PDWKHPDWLFDO�DOJRULWKP�
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,62�,(&����������������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ

� ,78�7�5HF��;�����������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ

����� KDVK�IXQFWLRQ���$��PDWKHPDWLFDO��IXQFWLRQ�ZKLFK�PDSV�YDOXHV�IURP�D�ODUJH��SRVVLEO\�YHU\�ODUJH��GRPDLQ�LQWR�D
VPDOOHU�UDQJH��$�³JRRG´�KDVK�IXQFWLRQ�LV�VXFK�WKDW�WKH�UHVXOWV�RI�DSSO\LQJ�WKH�IXQFWLRQ�WR�D��ODUJH��VHW�RI�YDOXHV�LQ�WKH
GRPDLQ�ZLOO�EH�HYHQO\�GLVWULEXWHG��DQG�DSSDUHQWO\�DW�UDQGRP��RYHU�WKH�UDQJH�

����� RQH�ZD\�IXQFWLRQ���$��PDWKHPDWLFDO��IXQFWLRQ�I�ZKLFK�LV�HDV\�WR�FRPSXWH��EXW�ZKLFK�IRU�D�JHQHUDO�YDOXH�\�LQ
WKH�UDQJH��LW�LV�FRPSXWDWLRQDOO\�GLIILFXOW�WR�ILQG�D�YDOXH�[�LQ�WKH�GRPDLQ�VXFK�WKDW�I�[�� �\��7KHUH�PD\�EH�D�IHZ�YDOXHV�\
IRU�ZKLFK�ILQGLQJ�[�LV�QRW�FRPSXWDWLRQDOO\�GLIILFXOW�

����� SXEOLF�NH\����,Q�D�SXEOLF�NH\�FU\SWRV\VWHP��WKDW�NH\�RI�D�XVHU¶V�NH\�SDLU�ZKLFK�LV�SXEOLFO\�NQRZQ�

����� SULYDWH�NH\��VHFUHW�NH\� �GHSUHFDWHG�����,Q�D�SXEOLF�NH\�FU\SWRV\VWHP�� WKDW�NH\�RI�D�XVHU¶V�NH\�SDLU�ZKLFK� LV
NQRZQ�RQO\�E\�WKDW�XVHU�

������ VLPSOH�DXWKHQWLFDWLRQ���$XWKHQWLFDWLRQ�E\�PHDQV�RI�VLPSOH�SDVVZRUG�DUUDQJHPHQWV�

������ VHFXULW\� SROLF\���7KH� VHW� RI� UXOHV� ODLG� GRZQ� E\� WKH� VHFXULW\� DXWKRULW\� JRYHUQLQJ� WKH� XVH� DQG� SURYLVLRQ� RI
VHFXULW\�VHUYLFHV�DQG�IDFLOLWLHV�

������ VWURQJ�DXWKHQWLFDWLRQ���$XWKHQWLFDWLRQ�E\�PHDQV�RI�FU\SWRJUDSKLFDOO\�GHULYHG�FUHGHQWLDOV�

������ WUXVW���*HQHUDOO\��DQ�HQWLW\�FDQ�EH�VDLG�WR�³WUXVW´�D�VHFRQG�HQWLW\�ZKHQ�LW��WKH�ILUVW�HQWLW\��PDNHV�WKH�DVVXPSWLRQ
WKDW�WKH�VHFRQG�HQWLW\�ZLOO�EHKDYH�H[DFWO\�DV�WKH�ILUVW�HQWLW\�H[SHFWV��7KLV�WUXVW�PD\�DSSO\�RQO\�IRU�VRPH�VSHFLILF�IXQFWLRQ�
7KH�NH\�UROH�RI�WUXVW�LQ�WKH�DXWKHQWLFDWLRQ�IUDPHZRUN�LV�WR�GHVFULEH�WKH�UHODWLRQVKLS�EHWZHHQ�DQ�DXWKHQWLFDWLQJ�HQWLW\�DQG
D�FHUWLILFDWLRQ�DXWKRULW\��DQ�DXWKHQWLFDWLQJ�HQWLW\�VKDOO�EH�FHUWDLQ�WKDW�LW�FDQ�WUXVW�WKH�FHUWLILFDWLRQ�DXWKRULW\�WR�FUHDWH�RQO\
YDOLG�DQG�UHOLDEOH�FHUWLILFDWHV�

������ FHUWLILFDWH� VHULDO� QXPEHU���$Q� LQWHJHU� YDOXH�� XQLTXH� ZLWKLQ� WKH� LVVXLQJ� &$�� ZKLFK� LV� XQDPELJXRXVO\
DVVRFLDWHG�ZLWK�D�FHUWLILFDWH�LVVXHG�E\�WKDW�&$�

� $EEUHYLDWLRQV

)RU�WKH�SXUSRVHV�RI�WKLV�,78�7�5HFRPPHQGDWLRQ�_�,QWHUQDWLRQDO�6WDQGDUG��WKH�IROORZLQJ�DEEUHYLDWLRQV�DSSO\�

&$ &HUWLILFDWLRQ�$XWKRULW\

',% 'LUHFWRU\�,QIRUPDWLRQ�%DVH

',7 'LUHFWRU\�,QIRUPDWLRQ�7UHH

'6$ 'LUHFWRU\�6\VWHP�$JHQW

'8$ 'LUHFWRU\�8VHU�$JHQW

3.&6 3XEOLF�NH\�FU\SWRV\VWHP

� &RQYHQWLRQV

:LWK� PLQRU� H[FHSWLRQV� WKLV� 'LUHFWRU\� 6SHFLILFDWLRQ� KDV� EHHQ� SUHSDUHG� DFFRUGLQJ� WR� WKH� ³3UHVHQWDWLRQ� RI
,78�76�,62�,(&�FRPPRQ�WH[W´�JXLGHOLQHV�LQ�WKH�*XLGH�IRU�,78�76�DQG�,62�,(&�-7&���&RRSHUDWLRQ��0DUFK������

7KH� WHUP�³'LUHFWRU\�6SHFLILFDWLRQ´� �DV� LQ� ³WKLV�'LUHFWRU\�6SHFLILFDWLRQ´�� VKDOO� EH� WDNHQ� WR�PHDQ� ,78�7�5HF��;����� _
,62�,(&���������7KH�WHUP�³'LUHFWRU\�6SHFLILFDWLRQV´�VKDOO�EH�WDNHQ�WR�PHDQ�WKH�;�����6HULHV�5HFRPPHQGDWLRQV�DQG�DOO
SDUWV�RI�,62�,(&������

7KLV�'LUHFWRU\�6SHFLILFDWLRQ�XVHV�WKH�WHUP�³�����HGLWLRQ�V\VWHPV´�WR�UHIHU�WR�V\VWHPV�FRQIRUPLQJ�WR�WKH�SUHYLRXV�������
HGLWLRQ�RI� WKH�'LUHFWRU\�6SHFLILFDWLRQV�� L�H�� WKH������HGLWLRQ�RI� WKH�VHULHV�RI�&&,77�;�����5HFRPPHQGDWLRQV�DQG� WKH
,62�,(&�����������HGLWLRQ��6\VWHPV�FRQIRUPLQJ�WR�WKH�FXUUHQW�'LUHFWRU\�6SHFLILFDWLRQV�DUH�UHIHUUHG�WR�DV�³�����HGLWLRQ
V\VWHPV´�

,I� WKH� LWHPV� LQ� D� OLVW� DUH� QXPEHUHG� �DV� RSSRVHG� WR� XVLQJ� ³±´�RU� OHWWHUV��� WKHQ� WKH� LWHPV� VKDOO� EH� FRQVLGHUHG� VWHSV� LQ� D
SURFHGXUH�
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,62�,(&����������������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ

,78�7�5HF��;�����������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ �

7KH�QRWDWLRQ�XVHG�LQ�WKLV�'LUHFWRU\�6SHFLILFDWLRQ�LV�GHILQHG�LQ�7DEOH���EHORZ�

7DEOH���±�1RWDWLRQ

6(&7,21���±�6,03/(�$87+(17,&$7,21

� 6LPSOH�DXWKHQWLFDWLRQ�SURFHGXUH

6LPSOH� DXWKHQWLFDWLRQ� LV� LQWHQGHG� WR� SURYLGH� ORFDO� DXWKRUL]DWLRQ� EDVHG� XSRQ� WKH� GLVWLQJXLVKHG� QDPH� RI� D� XVHU�� D
ELODWHUDOO\�DJUHHG��RSWLRQDO��SDVVZRUG��DQG�D�ELODWHUDO�XQGHUVWDQGLQJ�RI�WKH�PHDQV�RI�XVLQJ�DQG�KDQGOLQJ�WKLV�SDVVZRUG
ZLWKLQ�D�VLQJOH�GRPDLQ��8WLOL]DWLRQ�RI�VLPSOH�DXWKHQWLFDWLRQ�LV�SULPDULO\�LQWHQGHG�IRU�ORFDO�XVH�RQO\��L�H��IRU�SHHU�HQWLW\
DXWKHQWLFDWLRQ� EHWZHHQ� RQH� '8$� DQG� RQH� '6$� RU� EHWZHHQ� RQH� '6$� DQG� RQH� '6$�� 6LPSOH� DXWKHQWLFDWLRQ� PD\� EH
DFKLHYHG�E\�VHYHUDO�PHDQV�

D� WKH�WUDQVIHU�RI�WKH�XVHU¶V�GLVWLQJXLVKHG�QDPH�DQG��RSWLRQDO��SDVVZRUG�LQ�WKH�FOHDU��QRQ�SURWHFWHG��WR�WKH
UHFLSLHQW�IRU�HYDOXDWLRQ�

E� WKH�WUDQVIHU�RI�WKH�XVHU¶V�GLVWLQJXLVKHG�QDPH��SDVVZRUG��DQG�D�UDQGRP�QXPEHU�DQG�RU�D�WLPHVWDPS��DOO�RI
ZKLFK�DUH�SURWHFWHG�E\�DSSO\LQJ�D�RQH�ZD\�IXQFWLRQ�

F� WKH� WUDQVIHU� RI� WKH� SURWHFWHG� LQIRUPDWLRQ� GHVFULEHG� LQ� E�� WRJHWKHU� ZLWK� D� UDQGRP� QXPEHU� DQG�RU� D
WLPHVWDPS��DOO�RI�ZKLFK�LV�SURWHFWHG�E\�DSSO\LQJ�D�RQH�ZD\�IXQFWLRQ�

1RWDWLRQ 0HDQLQJ

;S 3XEOLF�NH\�RI�D�XVHU�;�

;V 3ULYDWH�NH\�RI�;�

;S>,@ (QFLSKHUPHQW�RI�VRPH�LQIRUPDWLRQ��,��XVLQJ�WKH�SXEOLF�NH\�RI�;�

;V>,@ (QFLSKHUPHQW�RI�,�XVLQJ�WKH�SULYDWH�NH\�RI�;�

;^,` 7KH�VLJQLQJ�RI�,�E\�XVHU�;��,W�FRQVLVWV�RI�,�ZLWK�DQ�HQFLSKHUHG�VXPPDU\�DSSHQGHG�

&$�;� $�FHUWLILFDWLRQ�DXWKRULW\�RI�XVHU�;�

&$Q�;� �:KHUH�Q!����&$�&$����Q�WLPHV����;���

;�©;�ª 7KH�FHUWLILFDWH�RI�XVHU�;��LVVXHG�E\�FHUWLILFDWLRQ�DXWKRULW\�;��

;�©;�ª�;�©;�ª $� FKDLQ� RI� FHUWLILFDWHV� �FDQ� EH� RI� DUELWUDU\� OHQJWK��� ZKHUH� HDFK� LWHP� LV� WKH� FHUWLILFDWH� IRU� WKH
FHUWLILFDWLRQ� DXWKRULW\� ZKLFK� SURGXFHG� WKH� QH[W�� ,W� LV� IXQFWLRQDOO\� HTXLYDOHQW� WR� WKH� IROORZLQJ
FHUWLILFDWH� ;�©;Q��ª�� )RU� H[DPSOH�� SRVVHVVLRQ� RI� $©%ª%©&ª� SURYLGHV� WKH� VDPH� FDSDELOLW\� DV
$©&ª��QDPHO\�WKH�DELOLW\�WR�ILQG�RXW�&S�JLYHQ�$S�

;�S���;�©;�ª 7KH�RSHUDWLRQ�RI�XQZUDSSLQJ�D�FHUWLILFDWH��RU�FHUWLILFDWH�FKDLQ��WR�H[WUDFW�D�SXEOLF�NH\��,W�LV�DQ�LQIL[
RSHUDWRU��ZKRVH�OHIW�RSHUDQG�LV�WKH�SXEOLF�NH\�RI�D�FHUWLILFDWLRQ�DXWKRULW\��DQG�ZKRVH�ULJKW�RSHUDQG
LV� D� FHUWLILFDWH� LVVXHG� E\� WKDW� FHUWLILFDWLRQ� DXWKRULW\�� 7KH� RXWFRPH� LV� WKH� SXEOLF� NH\� RI� WKH� XVHU
ZKRVH�FHUWLILFDWH�LV�WKH�ULJKW�RSHUDQG��)RU�H[DPSOH�

$S����$©%ª���%©&ª
GHQRWHV� WKH� RSHUDWLRQ� RI� XVLQJ� WKH� SXEOLF� NH\� RI� $� WR� REWDLQ� %¶V� SXEOLF� NH\�� %S�� IURP� LWV
FHUWLILFDWH�� IROORZHG�E\�XVLQJ�%S� WR�XQZUDS�&¶V�FHUWLILFDWH��7KH�RXWFRPH�RI� WKH�RSHUDWLRQ� LV� WKH
SXEOLF�NH\�RI�&��&S�

$→% $�FHUWLILFDWLRQ�SDWK�IURP�$�WR�%��IRUPHG�RI�D�FKDLQ�RI�FHUWLILFDWHV��VWDUWLQJ�ZLWK�&$�$�©&$��$�ª
DQG�HQGLQJ�ZLWK�&$�%�©%ª�

127(�±�,Q�WKH�WDEOH��WKH�V\PEROV�;��;���;���HWF���RFFXU�LQ�SODFH�RI�WKH�QDPHV�RI�XVHUV��ZKLOH�WKH�V\PERO�,�RFFXUV�LQ�SODFH
RI�DUELWUDU\�LQIRUPDWLRQ�
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,62�,(&����������������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ

� ,78�7�5HF��;�����������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ

127(6

� 7KHUH�LV�QR�UHTXLUHPHQW�WKDW�WKH�RQH�ZD\�IXQFWLRQV�DSSOLHG�EH�GLIIHUHQW�

� 7KH�VLJQDOLQJ�RI�SURFHGXUHV�IRU�SURWHFWLQJ�SDVVZRUGV�PD\�EH�D�PDWWHU�IRU�H[WHQVLRQ�WR�WKH�GRFXPHQW�

:KHUH� SDVVZRUGV� DUH� QRW� SURWHFWHG�� D�PLQLPDO� GHJUHH� RI� VHFXULW\� LV� SURYLGHG� IRU� SUHYHQWLQJ� XQDXWKRUL]HG� DFFHVV�� ,W
VKRXOG�QRW�EH�FRQVLGHUHG�D�EDVLV� IRU� VHFXUH�VHUYLFHV��3URWHFWLQJ� WKH�XVHU¶V�GLVWLQJXLVKHG�QDPH�DQG�SDVVZRUG�SURYLGHV
JUHDWHU�GHJUHHV�RI�VHFXULW\��7KH�DOJRULWKPV�WR�EH�XVHG�IRU�WKH�SURWHFWLRQ�PHFKDQLVP�DUH�W\SLFDOO\�QRQ�HQFLSKHULQJ�RQH�
ZD\�IXQFWLRQV�WKDW�DUH�YHU\�VLPSOH�WR�LPSOHPHQW�

7KH�JHQHUDO�SURFHGXUH�IRU�DFKLHYLQJ�VLPSOH�DXWKHQWLFDWLRQ�LV�VKRZQ�LQ�)LJXUH���

7,62��������G��

�

��

�

$ %

'LUHFWRU\

)LJXUH���±�7KH�XQSURWHFWHG�VLPSOH�DXWKHQWLFDWLRQ�SURFHGXUH

),*85(�����>'��@� �����&0

7KH�IROORZLQJ�VWHSV�DUH�LQYROYHG�

�� DQ�RULJLQDWLQJ�XVHU�$�VHQGV�LWV�GLVWLQJXLVKHG�QDPH�DQG�SDVVZRUG�WR�D�UHFLSLHQW�XVHU�%�

�� %� VHQGV� WKH�SXUSRUWHG� GLVWLQJXLVKHG� QDPH� DQG� SDVVZRUG� RI�$� WR� WKH�'LUHFWRU\��ZKHUH� WKH� SDVVZRUG� LV
FKHFNHG� DJDLQVW� WKDW� KHOG� DV� WKH� 8VHU3DVVZRUG� DWWULEXWH� ZLWKLQ� WKH� GLUHFWRU\� HQWU\� IRU� $� �XVLQJ� WKH
&RPSDUH�RSHUDWLRQ�RI�WKH�'LUHFWRU\��

�� WKH�'LUHFWRU\�FRQILUPV��RU�GHQLHV��WR�%�WKDW�WKH�FUHGHQWLDOV�DUH�YDOLG�

�� WKH�VXFFHVV��RU�IDLOXUH��RI�DXWKHQWLFDWLRQ�PD\�EH�FRQYH\HG�WR�$�

7KH�PRVW�EDVLF�IRUP�RI�VLPSOH�DXWKHQWLFDWLRQ�LQYROYHV�RQO\�VWHS���DQG�DIWHU�%�KDV�FKHFNHG�WKH�GLVWLQJXLVKHG�QDPH�DQG
SDVVZRUG��PD\�LQFOXGH�VWHS���

��� *HQHUDWLRQ�RI�SURWHFWHG�LGHQWLI\LQJ�LQIRUPDWLRQ

)LJXUH���LOOXVWUDWHV�WZR�DSSURDFKHV�E\�ZKLFK�SURWHFWHG�LGHQWLI\LQJ�LQIRUPDWLRQ�PD\�EH�JHQHUDWHG��I��DQG�I���DUH�RQH�ZD\
IXQFWLRQV� �HLWKHU� LGHQWLFDO� RU� GLIIHUHQW�� DQG� WKH� WLPHVWDPSV� DQG� UDQGRP�QXPEHUV� DUH� RSWLRQDO� DQG� VXEMHFW� WR� ELODWHUDO
DJUHHPHQWV�
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,62�,(&����������������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ

,78�7�5HF��;�����������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ �

7,62��������G��

$

SDVVZ$

W�$

T�$

W�$

T�$

I�

I�

3URWHFWHG�

3URWHFWHG�

$
W
SDVVZ
T

$

$

$

8VHU
V�GLVWLQJXLVKHG�QDPH
7LPHVWDPSV
3DVVZRUG�RI�$
5DQGRP�QXPEHUV��RSWLRQDOO\�ZLWK�D�FRXQWHU�LQFOXGHG

)LJXUH���±�3URWHFWHG�VLPSOH�DXWKHQWLFDWLRQ

),*85(�����>'��@� ���&0

��� 3URFHGXUH�IRU�SURWHFWHG�VLPSOH�DXWKHQWLFDWLRQ

)LJXUH���LOOXVWUDWHV�WKH�SURFHGXUH�IRU�SURWHFWHG�VLPSOH�DXWKHQWLFDWLRQ�

7,62��������G��

�

�

$ %

)LJXUH���±�7KH�SURWHFWHG�VLPSOH�DXWKHQWLFDWLRQ�SURFHGXUH

),*85(�����>'��@� �����&0

7KH�IROORZLQJ�VWHSV�DUH�LQYROYHG��LQLWLDOO\�XVLQJ�I��RQO\��

�� $Q� RULJLQDWLQJ� XVHU�� XVHU� $�� VHQGV� LWV� SURWHFWHG� LGHQWLI\LQJ� LQIRUPDWLRQ� �$XWKHQWLFDWRU��� WR� XVHU� %�
3URWHFWLRQ� LV� DFKLHYHG� E\� DSSO\LQJ� WKH� RQH�ZD\� IXQFWLRQ� �I��� RI� )LJXUH� ���ZKHUH� WKH� WLPHVWDPS� DQG�RU
UDQGRP�QXPEHU��ZKHQ�XVHG��LV�XVHG�WR�PLQLPL]H�UHSOD\�DQG�WR�FRQFHDO�WKH�SDVVZRUG�

7KH�SURWHFWLRQ�RI�$¶V�SDVVZRUG�LV�RI�WKH�IRUP�

3URWHFWHG�� �I���W�$��T�$��$��SDVVZ$�

7KH�LQIRUPDWLRQ�FRQYH\HG�WR�%�LV�RI�WKH�IRUP�

$XWKHQWLFDWRU�� �W�$��T�$��$��3URWHFWHG�

%�YHULILHV�WKH�SURWHFWHG�LGHQWLI\LQJ�LQIRUPDWLRQ�RIIHUHG�E\�$�E\�JHQHUDWLQJ��XVLQJ�WKH�GLVWLQJXLVKHG�QDPH
DQG� RSWLRQDO� WLPHVWDPS� DQG�RU� UDQGRP� QXPEHU� SURYLGHG� E\� $�� WRJHWKHU� ZLWK� D� ORFDO� FRS\� RI� $¶V
SDVVZRUG��D�ORFDO�SURWHFWHG�FRS\�RI�$¶V�SDVVZRUG��RI�WKH�IRUP�3URWHFWHG����%�FRPSDUHV�IRU�HTXDOLW\�WKH
SXUSRUWHG�LGHQWLI\LQJ�LQIRUPDWLRQ��3URWHFWHG���ZLWK�WKH�ORFDOO\�JHQHUDWHG�YDOXH�

�� %�FRQILUPV�RU�GHQLHV�WR�$�WKH�YHULILFDWLRQ�RI�WKH�SURWHFWHG�LGHQWLI\LQJ�LQIRUPDWLRQ�
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,62�,(&����������������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ

� ,78�7�5HF��;�����������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ

7KH�SURFHGXUH�FDQ�EH�PRGLILHG�WR�DIIRUG�JUHDWHU�SURWHFWLRQ�XVLQJ�I��DQG�I����7KH�PDLQ�GLIIHUHQFHV�DUH�DV�IROORZV�

�� $�VHQGV�LWV�DGGLWLRQDOO\�SURWHFWHG�LGHQWLI\LQJ�LQIRUPDWLRQ��$XWKHQWLFDWRU���WR�%��$GGLWLRQDO�SURWHFWLRQ�LV
DFKLHYHG�E\�DSSO\LQJ�D�IXUWKHU�RQH�ZD\�IXQFWLRQ��I����DV�LOOXVWUDWHG�LQ�)LJXUH����7KH�IXUWKHU�SURWHFWLRQ�LV�RI
WKH�IRUP�

3URWHFWHG�� �I����W�$��T�$��3URWHFWHG��

7KH�LQIRUPDWLRQ�FRQYH\HG�WR�%�LV�RI�WKH�IRUP�

$XWKHQWLFDWRU�� �W�$��W�$��T�$��T�$��$��3URWHFWHG�

)RU� FRPSDULVRQ��%� JHQHUDWHV� D� ORFDO� YDOXH� RI�$¶V� DGGLWLRQDOO\� SURWHFWHG� SDVVZRUG� DQG� FRPSDUHV� LW� IRU
HTXDOLW\�ZLWK�WKDW�RI�3URWHFWHG���WKLV�LV�VLPLODU�LQ�SULQFLSOH�WR�VWHS���RI��������

�� %�FRQILUPV�RU�GHQLHV�WR�$�WKH�YHULILFDWLRQ�RI�WKH�SURWHFWHG�LGHQWLI\LQJ�LQIRUPDWLRQ�

127(�±�7KH�SURFHGXUHV�GHILQHG�LQ�WKHVH�FODXVHV�DUH�VSHFLILHG�LQ�WHUPV�RI�$�DQG�%��$V�DSSOLHG�WR�WKH�'LUHFWRU\��VSHFLILHG
LQ� ,78�7� 5HF�� ;����� _� ,62�,(&�������� DQG� ,78�7� 5HF�� ;����� _� ,62�,(&���������� $� FRXOG� EH� D� '8$� ELQGLQJ� WR� D� '6$�� %�
DOWHUQDWLYHO\��$�FRXOG�EH�D�'6$�ELQGLQJ�WR�DQRWKHU�'6$��%�

��� 8VHU�3DVVZRUG�DWWULEXWH�W\SH

$�8VHU�3DVVZRUG�DWWULEXWH�W\SH�FRQWDLQV�WKH�SDVVZRUG�RI�DQ�REMHFW��$Q�DWWULEXWH�YDOXH�IRU�WKH�XVHU�SDVVZRUG�LV�D�VWULQJ
VSHFLILHG�E\�WKH�REMHFW�

XVHU3DVVZRUG $775,%87( �� ^
:,7+�6<17$; 2&7(7�675,1*��6,=(�����XE�XVHU�SDVVZRUG��
(48$/,7<�0$7&+,1*�58/( RFWHW6WULQJ0DWFK
,' LG�DW�XVHU3DVVZRUG�`

6(&7,21���±�67521*�$87+(17,&$7,21

� %DVLV�RI�VWURQJ�DXWKHQWLFDWLRQ

7KH�DSSURDFK� WR�VWURQJ�DXWKHQWLFDWLRQ� WDNHQ� LQ� WKLV�'LUHFWRU\�6SHFLILFDWLRQ�PDNHV�XVH�RI� WKH�SURSHUWLHV�RI�D�IDPLO\�RI
FU\SWRJUDSKLF�V\VWHPV��NQRZQ�DV�SXEOLF�NH\�FU\SWRV\VWHPV��3.&6���7KHVH�FU\SWRV\VWHPV��DOVR�GHVFULEHG�DV�DV\PPHWULF�
LQYROYH� D�SDLU�RI�NH\V�� RQH� VHFUHW� DQG�RQH�SXEOLF�� UDWKHU� WKDQ� D� VLQJOH� NH\� DV� LQ� FRQYHQWLRQDO� FU\SWRJUDSKLF� V\VWHPV�
$QQH[�&�JLYHV�D�EULHI�LQWURGXFWLRQ�WR�WKHVH�FU\SWRV\VWHPV�DQG�WKH�SURSHUWLHV�ZKLFK�PDNH�WKHP�XVHIXO�LQ�DXWKHQWLFDWLRQ�
)RU�D�3.&6�WR�EH�XVDEOH�LQ�WKLV�DXWKHQWLFDWLRQ�IUDPHZRUN�DW�WKLV�SUHVHQW�WLPH��LW�VKDOO�KDYH�WKH�SURSHUW\�WKDW�ERWK�NH\V�LQ
WKH�NH\�SDLU�FDQ�EH�XVHG�IRU�HQFLSKHUPHQW��ZLWK�WKH�SULYDWH�NH\�EHLQJ�XVHG�WR�GHFLSKHU�LI�WKH�SXEOLF�NH\�ZDV�XVHG��DQG
WKH�SXEOLF�NH\�EHLQJ�XVHG�WR�GHFLSKHU�LI�WKH�SULYDWH�NH\�ZDV�XVHG��,Q�RWKHU�ZRUGV��;S���;V� �;V���;S��ZKHUH�;S�;V�DUH
HQFLSKHUPHQW�GHFLSKHUPHQW�IXQFWLRQV�XVLQJ�WKH�SXEOLF�SULYDWH�NH\V�RI�XVHU�;�

127(�±�$OWHUQDWLYH�W\SHV�RI�3.&6��L�H��RQHV�ZKLFK�GR�QRW�UHTXLUH�WKH�SURSHUW\�RI�SHUPXWDELOLW\�DQG�WKDW�FDQ�EH�VXSSRUWHG
ZLWKRXW�JUHDW�PRGLILFDWLRQ�WR�WKLV�'LUHFWRU\�6SHFLILFDWLRQ��DUH�D�SRVVLEOH�IXWXUH�H[WHQVLRQ�

7KLV� DXWKHQWLFDWLRQ� IUDPHZRUN�GRHV� QRW�PDQGDWH� D� SDUWLFXODU� FU\SWRV\VWHP� IRU� XVH�� ,W� LV� LQWHQGHG� WKDW� WKH� IUDPHZRUN
VKDOO� EH� DSSOLFDEOH� WR� DQ\� VXLWDEOH�SXEOLF�NH\� FU\SWRV\VWHP�� DQG� VKDOO� WKXV� VXSSRUW� FKDQJHV� WR� WKH�PHWKRGV�XVHG�DV� D
UHVXOW�RI� IXWXUH�DGYDQFHV� LQ�FU\SWRJUDSK\��PDWKHPDWLFDO� WHFKQLTXHV�RU�FRPSXWDWLRQDO�FDSDELOLWLHV��+RZHYHU�� WZR�XVHUV
ZLVKLQJ� WR� DXWKHQWLFDWH� VKDOO� VXSSRUW� WKH� VDPH� FU\SWRJUDSKLF� DOJRULWKP� IRU� DXWKHQWLFDWLRQ� WR� EH� SHUIRUPHG� FRUUHFWO\�
7KXV��ZLWKLQ� WKH�FRQWH[W�RI�D� VHW�RI� UHODWHG�DSSOLFDWLRQV�� WKH�FKRLFH�RI� D� VLQJOH�DOJRULWKP�VKDOO� VHUYH� WR�PD[LPL]H� WKH
FRPPXQLW\�RI�XVHUV�DEOH�WR�DXWKHQWLFDWH�DQG�FRPPXQLFDWH�VHFXUHO\��2QH�H[DPSOH�RI�D�FU\SWRJUDSKLF�DOJRULWKP�FDQ�EH
IRXQG�LQ�$QQH[�'�

$XWKHQWLFDWLRQ�UHOLHV�RQ�HDFK�XVHU�SRVVHVVLQJ�D�XQLTXH�GLVWLQJXLVKHG�QDPH��7KH�DOORFDWLRQ�RI�GLVWLQJXLVKHG�QDPHV�LV�WKH
UHVSRQVLELOLW\�RI� WKH�1DPLQJ�$XWKRULWLHV��(DFK�XVHU�VKDOO� WKHUHIRUH�WUXVW� WKH�1DPLQJ�$XWKRULWLHV�QRW� WR� LVVXH�GXSOLFDWH
GLVWLQJXLVKHG�QDPHV�

(DFK�XVHU�LV�LGHQWLILHG�E\�LWV�SRVVHVVLRQ�RI�LWV�SULYDWH�NH\��$�VHFRQG�XVHU�LV�DEOH�WR�GHWHUPLQH�LI�D�FRPPXQLFDWLRQ�SDUWQHU
LV�LQ�SRVVHVVLRQ�RI�WKH�SULYDWH�NH\��DQG�FDQ�XVH�WKLV�WR�FRUURERUDWH�WKDW�WKH�FRPPXQLFDWLRQ�SDUWQHU�LV�LQ�IDFW�WKH�XVHU��7KH
YDOLGLW\�RI�WKLV�FRUURERUDWLRQ�GHSHQGV�RQ�WKH�SULYDWH�NH\�UHPDLQLQJ�FRQILGHQWLDO�WR�WKH�XVHU�
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,78�7�5HF��;�����������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ �

)RU�D�XVHU�WR�GHWHUPLQH�WKDW�D�FRPPXQLFDWLRQ�SDUWQHU�LV�LQ�SRVVHVVLRQ�RI�DQRWKHU�XVHU¶V�SULYDWH�NH\��LW�VKDOO�LWVHOI�EH�LQ
SRVVHVVLRQ�RI�WKDW�XVHU¶V�SXEOLF�NH\��:KLOVW�REWDLQLQJ�WKH�YDOXH�RI�WKLV�SXEOLF�NH\�IURP�WKH�XVHU¶V�HQWU\�LQ�WKH�'LUHFWRU\
LV�VWUDLJKWIRUZDUG��YHULI\LQJ�LWV�FRUUHFWQHVV�LV�PRUH�SUREOHPDWLF��7KHUH�DUH�PDQ\�SRVVLEOH�ZD\V�IRU�GRLQJ�WKLV��FODXVH��
GHVFULEHV�D�SURFHVV�ZKHUHE\�D�XVHU¶V�SXEOLF�NH\�FDQ�EH�FKHFNHG�E\� UHIHUHQFH� WR� WKH�'LUHFWRU\��7KLV�SURFHVV�FDQ�RQO\
RSHUDWH�LI�WKHUH�LV�DQ�XQEURNHQ�FKDLQ�RI�WUXVWHG�SRLQWV�LQ�WKH�'LUHFWRU\�EHWZHHQ�WKH�XVHUV�UHTXLULQJ�WR�DXWKHQWLFDWH��6XFK
D�FKDLQ�FDQ�EH�FRQVWUXFWHG�E\�LGHQWLI\LQJ�D�FRPPRQ�SRLQW�RI�WUXVW��7KLV�FRPPRQ�SRLQW�RI�WUXVW�VKDOO�EH�OLQNHG�WR�HDFK
XVHU�E\�DQ�XQEURNHQ�FKDLQ�RI�WUXVWHG�SRLQWV�

� 2EWDLQLQJ�D�XVHU¶V�SXEOLF�NH\

,Q�RUGHU�IRU�D�XVHU�WR�WUXVW�WKH�DXWKHQWLFDWLRQ�SURFHGXUH��LW�VKDOO�REWDLQ�WKH�RWKHU�XVHU¶V�SXEOLF�NH\�IURP�D�VRXUFH�WKDW�LW
WUXVWV�� 6XFK� D� VRXUFH�� FDOOHG� D� FHUWLILFDWLRQ� DXWKRULW\� �&$��� XVHV� WKH� SXEOLF� NH\� DOJRULWKP� WR� FHUWLI\� WKH� SXEOLF� NH\�
SURGXFLQJ�D�FHUWLILFDWH��7KH�FHUWLILFDWH��WKH�IRUP�RI�ZKLFK�LV�VSHFLILHG�ODWHU�LQ�WKLV�FODXVH��KDV�WKH�IROORZLQJ�SURSHUWLHV�

± DQ\�XVHU�ZLWK�DFFHVV�WR�WKH�SXEOLF�NH\�RI�WKH�FHUWLILFDWLRQ�DXWKRULW\�FDQ�UHFRYHU�WKH�SXEOLF�NH\�ZKLFK�ZDV
FHUWLILHG�

± QR� SDUW\� RWKHU� WKDQ� WKH� FHUWLILFDWLRQ� DXWKRULW\� FDQ� PRGLI\� WKH� FHUWLILFDWH� ZLWKRXW� WKLV� EHLQJ� GHWHFWHG
�FHUWLILFDWHV�DUH�XQIRUJHDEOH��

%HFDXVH�FHUWLILFDWHV�DUH�XQIRUJHDEOH�� WKH\�FDQ�EH�SXEOLVKHG�E\�EHLQJ�SODFHG� LQ� WKH�'LUHFWRU\��ZLWKRXW� WKH�QHHG� IRU� WKH
ODWWHU�WR�PDNH�VSHFLDO�HIIRUWV�WR�SURWHFW�WKHP�

127(���±�$OWKRXJK�WKH�&$V�DUH�XQDPELJXRXVO\�GHILQHG�E\�D�GLVWLQJXLVKHG�QDPH�LQ�WKH�',7��WKLV�GRHV�QRW�LPSO\�WKDW�WKHUH
LV�DQ\�UHODWLRQVKLS�EHWZHHQ�WKH�RUJDQL]DWLRQ�RI�WKH�&$V�DQG�WKH�',7�

$�FHUWLILFDWLRQ�DXWKRULW\�SURGXFHV�WKH�FHUWLILFDWH�RI�D�XVHU�E\�VLJQLQJ��VHH�FODXVH����D�FROOHFWLRQ�RI�LQIRUPDWLRQ��LQFOXGLQJ
WKH�XVHU¶V�GLVWLQJXLVKHG�QDPH�DQG�SXEOLF�NH\��DV�ZHOO�DV�DQ�RSWLRQDO�XQLTXH�LGHQWLILHU�FRQWDLQLQJ�DGGLWLRQDO�LQIRUPDWLRQ
DERXW�WKH�XVHU��7KH�H[DFW�IRUP�RI�WKH�XQLTXH�LGHQWLILHU�FRQWHQWV�LV�XQVSHFLILHG�KHUH�DQG�OHIW�WR�WKH�FHUWLILFDWLRQ�DXWKRULW\
DQG�PLJKW�EH��IRU�H[DPSOH��DQ�REMHFW�LGHQWLILHU��D�FHUWLILFDWH��D�GDWH��RU�VRPH�RWKHU�IRUP�RI�FHUWLILFDWLRQ�RQ�WKH�YDOLGLW\�RI
WKH� GLVWLQJXLVKHG� QDPH�� 6SHFLILFDOO\�� WKH� FHUWLILFDWH� RI� D� XVHU� ZLWK� GLVWLQJXLVKHG� QDPH� $� DQG� XQLTXH� LGHQWLILHU� 8$�
SURGXFHG�E\�WKH�FHUWLILFDWLRQ�DXWKRULW\�ZLWK�QDPH�&$�DQG�XQLTXH�LGHQWLILHU�8&$��KDV�WKH�IROORZLQJ�IRUP�

&$��$!!� �&$^9�61�$,�&$�8&$�$�8$�$S�7$`

ZKHUH�9�LV�WKH�YHUVLRQ�RI� WKH�FHUWLILFDWH��61�LV� WKH�VHULDO�QXPEHU�RI� WKH�FHUWLILFDWH��$,�LV� WKH�LGHQWLILHU�RI� WKH�DOJRULWKP
XVHG�WR�VLJQ�WKH�FHUWLILFDWH��8&$�LV�WKH�RSWLRQDO�XQLTXH�LGHQWLILHU�RI�WKH�&$��8$�LV�WKH�RSWLRQDO�XQLTXH�LGHQWLILHU�RI�WKH
XVHU�$��7$� LQGLFDWHV� WKH�SHULRG�RI�YDOLGLW\�RI� WKH�FHUWLILFDWH�� DQG�FRQVLVWV�RI� WZR�GDWHV�� WKH� ILUVW� DQG� ODVW� RQ�ZKLFK� WKH
FHUWLILFDWH�LV�YDOLG��6LQFH�7$�LV�DVVXPHG�WR�EH�FKDQJHG�LQ�SHULRGV�QRW�OHVV�WKDQ����KRXUV��LW�LV�H[SHFWHG�WKDW�V\VWHPV�ZRXOG
XVH�&RRUGLQDWHG�8QLYHUVDO�7LPH�DV�D�UHIHUHQFH�WLPH�EDVH��7KH�VLJQDWXUH�LQ�WKH�FHUWLILFDWH�FDQ�EH�FKHFNHG�IRU�YDOLGLW\�E\
DQ\�XVHU�ZLWK�NQRZOHGJH�RI�&$S��7KH�IROORZLQJ�$61���GDWD�W\SH�FDQ�EH�XVHG�WR�UHSUHVHQW�FHUWLILFDWHV�

&HUWLILFDWH �� 6,*1('�^�6(48(1&(�^
YHUVLRQ >�@ 9HUVLRQ�'()$8/7�Y��
VHULDO1XPEHU &HUWLILFDWH6HULDO1XPEHU�
VLJQDWXUH $OJRULWKP,GHQWLILHU�
LVVXHU 1DPH�
YDOLGLW\ 9DOLGLW\�
VXEMHFW 1DPH�
VXEMHFW3XEOLF.H\,QIR 6XEMHFW3XEOLF.H\,QIR�
LVVXHU8QLTXH,GHQWLILHU >�@ ,03/,&,7�8QLTXH,GHQWLILHU�237,21$/�

���LI�SUHVHQW��YHUVLRQ�PXVW�EH�Y�
VXEMHFW8QLTXH,GHQWLILHU >�@ ,03/,&,7�8QLTXH,GHQWLILHU�237,21$/

���LI�SUHVHQW��YHUVLRQ�PXVW�EH�Y�����``

9HUVLRQ �� ,17(*(5�^�Y������Y�����`

&HUWLILFDWH6HULDO1XPEHU �� ,17(*(5

$OJRULWKP,GHQWLILHU �� 6(48(1&(�^
DOJRULWKP $/*25,7+0�	LG��^6XSSRUWHG$OJRULWKPV`��
SDUDPHWHUV $/*25,7+0�	7\SH��^6XSSRUWHG$OJRULWKPV`^�#DOJRULWKP`��237,21$/�`

�� 'HILQLWLRQ�RI�WKH�IROORZLQJ�LQIRUPDWLRQ�REMHFW�VHW�LV�GHIHUUHG��SHUKDSV�WR�VWDQGDUGL]HG
�� SURILOHV�RU�WR�SURWRFRO�LPSOHPHQWDWLRQ�FRQIRUPDQFH�VWDWHPHQWV��7KH�VHW�LV�UHTXLUHG�WR
�� VSHFLI\�D�WDEOH�FRQVWUDLQW�RQ�WKH�SDUDPHWHUV�FRPSRQHQW�RI�$OJRULWKP,GHQWLILHU�
�� 6XSSRUWHG$OJRULWKPV $/*25,7+0 �� ^�����`
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�� ,78�7�5HF��;�����������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ

9DOLGLW\ �� 6(48(1&(�^
QRW%HIRUH 87&7LPH�
QRW$IWHU 87&7LPH�`

6XEMHFW3XEOLF.H\,QIR �� 6(48(1&(�^
DOJRULWKP $OJRULWKP,GHQWLILHU�
VXEMHFW3XEOLF.H\ %,7�675,1*�`

127(���±�,Q�VLWXDWLRQV�ZKHUH�D�GLVWLQJXLVKHG�QDPH�PLJKW�EH�UHDVVLJQHG�WR�D�GLIIHUHQW�XVHU�E\�WKH�1DPLQJ�$XWKRULW\��&$V
FDQ�XVH�WKH�XQLTXH�LGHQWLILHU�WR�GLVWLQJXLVK�EHWZHHQ�UHXVHG�LQVWDQFHV��+RZHYHU��LI�WKH�VDPH�XVHU�LV�SURYLGHG�FHUWLILFDWHV�E\�PXOWLSOH
&$V��LW�LV�UHFRPPHQGHG�WKDW�WKH�&$V�FRRUGLQDWH�RQ�WKH�DVVLJQPHQW�RI�XQLTXH�LGHQWLILHUV�DV�SDUW�RI�WKHLU�XVHU�UHJLVWUDWLRQ�SURFHGXUHV�

7KH�GLUHFWRU\�HQWU\�RI�HDFK�XVHU��$��ZKR�LV�SDUWLFLSDWLQJ�LQ�VWURQJ�DXWKHQWLFDWLRQ��FRQWDLQV�WKH�FHUWLILFDWH�V��RI�$��6XFK�D
FHUWLILFDWH�LV�JHQHUDWHG�E\�D�&HUWLILFDWLRQ�$XWKRULW\�RI�$��ZKLFK�LV�DQ�HQWLW\�LQ�WKH�',7��$�&HUWLILFDWLRQ�$XWKRULW\�RI�$�
ZKLFK� PD\� QRW� EH� XQLTXH�� LV� GHQRWHG� &$�$��� RU� VLPSO\� &$� LI� $� LV� XQGHUVWRRG�� 7KH� SXEOLF� NH\� RI� $� FDQ� WKXV� EH
GLVFRYHUHG�E\�DQ\�XVHU�NQRZLQJ�WKH�SXEOLF�NH\�RI�&$��'LVFRYHULQJ�SXEOLF�NH\V�LV�WKXV�UHFXUVLYH�

,I�XVHU�$��WU\LQJ�WR�REWDLQ�WKH�SXEOLF�NH\�RI�XVHU�%��KDV�DOUHDG\�REWDLQHG�WKH�SXEOLF�NH\�RI�&$�%���WKHQ�WKH�SURFHVV�LV
FRPSOHWH��,Q�RUGHU�WR�HQDEOH�$�WR�REWDLQ�WKH�SXEOLF�NH\�RI�&$�%���WKH�GLUHFWRU\�HQWU\�RI�HDFK�&HUWLILFDWLRQ�$XWKRULW\��;�
FRQWDLQV�D�QXPEHU�RI�FHUWLILFDWHV��7KHVH�FHUWLILFDWHV�DUH�RI�WZR�W\SHV��)LUVW�WKHUH�DUH�IRUZDUG�FHUWLILFDWHV�RI�;�JHQHUDWHG
E\� RWKHU� &HUWLILFDWLRQ�$XWKRULWLHV�� 6HFRQG� WKHUH� DUH� UHYHUVH� FHUWLILFDWHV� JHQHUDWHG� E\�;� LWVHOI� ZKLFK� DUH� WKH� FHUWLILHG
SXEOLF�NH\V�RI�RWKHU�FHUWLILFDWLRQ�DXWKRULWLHV��7KH�H[LVWHQFH�RI� WKHVH�FHUWLILFDWHV�HQDEOHV�XVHUV� WR�FRQVWUXFW�FHUWLILFDWLRQ
SDWKV�IURP�RQH�SRLQW�WR�DQRWKHU�

$� OLVW�RI�FHUWLILFDWHV�QHHGHG� WR�DOORZ�D�SDUWLFXODU�XVHU� WR�REWDLQ� WKH�SXEOLF�NH\�RI�DQRWKHU�� LV�NQRZQ�DV�D�FHUWLILFDWLRQ
SDWK��(DFK� LWHP�LQ� WKH� OLVW� LV�D�FHUWLILFDWH�RI� WKH�FHUWLILFDWLRQ�DXWKRULW\�RI� WKH�QH[W� LWHP�LQ� WKH� OLVW��$�FHUWLILFDWLRQ�SDWK
IURP�$�WR�%��GHQRWHG�$→%��

± VWDUWV�ZLWK�D�FHUWLILFDWH�SURGXFHG�E\�&$�$���QDPHO\�&$�$�©;�ª�IRU�VRPH�HQWLW\�;��

± FRQWLQXHV�ZLWK�IXUWKHU�FHUWLILFDWHV�;L©;L��ª�

± HQGV�ZLWK�WKH�FHUWLILFDWH�RI�%�

$�FHUWLILFDWLRQ�SDWK�ORJLFDOO\�IRUPV�DQ�XQEURNHQ�FKDLQ�RI�WUXVWHG�SRLQWV�LQ� WKH�'LUHFWRU\�,QIRUPDWLRQ�7UHH�EHWZHHQ�WZR
XVHUV�ZLVKLQJ�WR�DXWKHQWLFDWH��7KH�SUHFLVH�PHWKRG�HPSOR\HG�E\�XVHUV�$�DQG�%�WR�REWDLQ�FHUWLILFDWLRQ�SDWKV�$→%�DQG�%→$
PD\�YDU\��2QH�ZD\�WR�IDFLOLWDWH�WKLV�LV�WR�DUUDQJH�D�KLHUDUFK\�RI�&$V��ZKLFK�PD\�RU�PD\�QRW�FRLQFLGH�ZLWK�DOO�RU�SDUW�RI
WKH�',7� KLHUDUFK\�� 7KH� EHQHILW� RI� WKLV� LV� WKDW� XVHUV�ZKR� KDYH�&$V� LQ� WKH� KLHUDUFK\�PD\� HVWDEOLVK� D� FHUWLILFDWLRQ� SDWK
EHWZHHQ� WKHP� XVLQJ� WKH� 'LUHFWRU\� ZLWKRXW� DQ\� SULRU� LQIRUPDWLRQ�� ,Q� RUGHU� WR� DOORZ� IRU� WKLV� HDFK� &$�PD\� VWRUH� RQH
FHUWLILFDWH�DQG�RQH�UHYHUVH�FHUWLILFDWH�GHVLJQDWHG�DV�FRUUHVSRQGLQJ�WR�LWV�VXSHULRU�&$�

&HUWLILFDWHV�DUH�KHOG�ZLWKLQ�GLUHFWRU\�HQWULHV�DV�DWWULEXWHV�RI�W\SH�8VHU&HUWLILFDWH��&$&HUWLILFDWH�DQG�&URVV&HUWLILFDWH3DLU�
7KHVH�DWWULEXWH�W\SHV�DUH�NQRZQ�WR�WKH�'LUHFWRU\��7KHVH�DWWULEXWHV�FDQ�EH�RSHUDWHG�RQ�XVLQJ�WKH�VDPH�SURWRFRO�RSHUDWLRQV
DV� RWKHU� DWWULEXWHV�� 7KH� GHILQLWLRQ� RI� WKHVH� W\SHV� FDQ� EH� IRXQG� LQ� ����� WKH� VSHFLILFDWLRQ� RI� WKHVH� DWWULEXWH� W\SHV� LV� DV
IROORZV�

XVHU&HUWLILFDWH $775,%87( �� ^
:,7+�6<17$; &HUWLILFDWH
,' LG�DW�XVHU&HUWLILFDWH`

F$&HUWLILFDWH $775,%87( �� ^
:,7+�6<17$; &HUWLILFDWH
,' LG�DW�F$FHUWLILFDWH�`

FURVV&HUWLILFDWH3DLU $775,%87( �� ^
:,7+�6<17$; &HUWLILFDWH3DLU
,' LG�DW�FURVV&HUWLILFDWH3DLU�`

&HUWLILFDWH3DLU �� 6(48(1&(�^
IRUZDUG >�@ &HUWLILFDWH�237,21$/�
UHYHUVH >�@ &HUWLILFDWH�237,21$/

���DW�OHDVW�RQH�RI�WKH�SDLU�VKDOO�EH�SUHVHQW����`

$�XVHU�PD\�REWDLQ�RQH�RU�PRUH�FHUWLILFDWHV�IURP�RQH�RU�PRUH�&HUWLILFDWLRQ�$XWKRULWLHV��(DFK�FHUWLILFDWH�EHDUV�WKH�QDPH�RI
WKH�&HUWLILFDWLRQ�$XWKRULW\�ZKLFK�LVVXHG�LW��7KH�IROORZLQJ�$61���GDWD�W\SHV�FDQ�EH�XVHG�WR�UHSUHVHQW�FHUWLILFDWHV�DQG�D
FHUWLILFDWLRQ�SDWK�

&HUWLILFDWHV �� 6(48(1&(�^
XVHU&HUWLILFDWH &HUWLILFDWH�
FHUWLILFDWLRQ3DWK )RUZDUG&HUWLILFDWLRQ3DWK�237,21$/�`
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,78�7�5HF��;�����������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ ��

&HUWLILFDWLRQ3DWK �� 6(48(1&(�^
XVHU&HUWLILFDWH &HUWLILFDWH�
WKH&$&HUWLILFDWHV 6(48(1&(�2)�&HUWLILFDWH3DLU�237,21$/�`

,Q� DGGLWLRQ�� WKH� IROORZLQJ�$61��� GDWD� W\SH� FDQ� EH� XVHG� WR� UHSUHVHQW� WKH� IRUZDUG� FHUWLILFDWLRQ� SDWK�� 7KLV� FRPSRQHQW
FRQWDLQV�WKH�FHUWLILFDWLRQ�SDWK�ZKLFK�FDQ�SRLQW�EDFN�WR�WKH�RULJLQDWRU�

)RUZDUG&HUWLILFDWLRQ3DWK �� 6(48(1&(�2)�&URVV&HUWLILFDWHV

&URVV&HUWLILFDWHV �� 6(7�2)�&HUWLILFDWH

��� 2SWLPL]DWLRQ�RI�WKH�DPRXQW�RI�LQIRUPDWLRQ�REWDLQHG�IURP�WKH�'LUHFWRU\

,Q� WKH� JHQHUDO� FDVH�� EHIRUH� XVHUV� FDQ�PXWXDOO\� DXWKHQWLFDWH�� WKH�'LUHFWRU\� VKDOO� VXSSO\� WKH� FRPSOHWH� FHUWLILFDWLRQ� DQG
UHWXUQ�FHUWLILFDWLRQ�SDWKV��+RZHYHU��LQ�SUDFWLFH��WKH�DPRXQW�RI�LQIRUPDWLRQ�ZKLFK�VKDOO�EH�REWDLQHG�IURP�WKH�'LUHFWRU\
FDQ�EH�UHGXFHG�IRU�D�SDUWLFXODU�LQVWDQFH�RI�DXWKHQWLFDWLRQ�E\�

D� LI� WKH� WZR� XVHUV� WKDW� ZDQW� WR� DXWKHQWLFDWH� DUH� VHUYHG� E\� WKH� VDPH� FHUWLILFDWLRQ� DXWKRULW\�� WKHQ� WKH
FHUWLILFDWLRQ�SDWK�EHFRPHV�WULYLDO��DQG�WKH�XVHUV�XQZUDS�HDFK�RWKHU¶V�FHUWLILFDWHV�GLUHFWO\�

E� LI� WKH�&$V�RI� WKH�XVHUV�DUH�DUUDQJHG� LQ� D�KLHUDUFK\�� D�XVHU� FRXOG� VWRUH� WKH�SXEOLF�NH\V�� FHUWLILFDWHV� DQG
UHYHUVH�FHUWLILFDWHV�RI�DOO�FHUWLILFDWLRQ�DXWKRULWLHV�EHWZHHQ�WKH�XVHU�DQG�WKH�URRW�RI�WKH�',7��7\SLFDOO\��WKLV
ZRXOG� LQYROYH� WKH� XVHU� LQ� NQRZLQJ� WKH� SXEOLF� NH\V� DQG� FHUWLILFDWHV� RI� RQO\� WKUHH� RU� IRXU� FHUWLILFDWLRQ
DXWKRULWLHV��7KH�XVHU�ZRXOG�WKHQ�RQO\�UHTXLUH�WR�REWDLQ�WKH�FHUWLILFDWLRQ�SDWKV�IURP�WKH�FRPPRQ�SRLQW�RI
WUXVW�

F� LI�D�XVHU�IUHTXHQWO\�FRPPXQLFDWHV�ZLWK�XVHUV�FHUWLILHG�E\�D�SDUWLFXODU�RWKHU�&$��WKDW�XVHU�FRXOG�OHDUQ�WKH
FHUWLILFDWLRQ�SDWK�WR�WKDW�&$�DQG�WKH�UHWXUQ�FHUWLILFDWLRQ�SDWK�IURP�WKDW�&$��PDNLQJ�LW�QHFHVVDU\�RQO\�WR
REWDLQ�WKH�FHUWLILFDWH�RI�WKH�RWKHU�XVHU�LWVHOI�IURP�WKH�'LUHFWRU\�

G� FHUWLILFDWLRQ�DXWKRULWLHV�FDQ�FURVV�FHUWLI\�RQH�DQRWKHU�E\�ELODWHUDO�DJUHHPHQW��7KH�UHVXOW� LV�WR�VKRUWHQ�WKH
FHUWLILFDWLRQ�SDWK�

H� LI� WZR� XVHUV� KDYH� FRPPXQLFDWHG� EHIRUH� DQG� KDYH� OHDUQHG� RQH� DQRWKHU¶V� FHUWLILFDWHV�� WKH\� DUH� DEOH� WR
DXWKHQWLFDWH�ZLWKRXW�DQ\�UHFRXUVH�WR�WKH�'LUHFWRU\�

,Q�DQ\�FDVH��KDYLQJ�OHDUQHG�HDFK�RWKHU
V�FHUWLILFDWHV�IURP�WKH�FHUWLILFDWLRQ�SDWK��WKH�XVHUV�VKDOO�FKHFN�WKH�YDOLGLW\�RI�WKH
UHFHLYHG�FHUWLILFDWHV�

��� ([DPSOH

)LJXUH���LOOXVWUDWHV�D�K\SRWKHWLFDO�H[DPSOH�RI�D�',7�IUDJPHQW��ZKHUH�WKH�&$V�IRUP�D�KLHUDUFK\��%HVLGHV�WKH�LQIRUPDWLRQ
VKRZQ�DW�WKH�&$V��ZH�DVVXPH�WKDW�HDFK�XVHU�NQRZV�WKH�SXEOLF�NH\�RI�LWV�FHUWLILFDWLRQ�DXWKRULW\��DQG�LWV�RZQ�SXEOLF�DQG
SULYDWH�NH\V�

;©&ª ;©$ª =©%ª
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)LJXUH���±�&$�KLHUDUFK\�±�$�K\SRWKHWLFDO�H[DPSOH
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�� ,78�7�5HF��;�����������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ

,I� WKH� &$V� RI� WKH� XVHUV� DUH� DUUDQJHG� LQ� D� KLHUDUFK\�� $� FDQ� DFTXLUH� WKH� IROORZLQJ� FHUWLILFDWHV� IURP� WKH� 'LUHFWRU\� WR
HVWDEOLVK�D�FHUWLILFDWLRQ�SDWK�WR�%�

;©:ª��:©9ª��9©<ª��<©=ª��=©%ª

:KHQ�$� KDV� REWDLQHG� WKHVH� FHUWLILFDWHV�� LW� FDQ� XQZUDS� WKH� FHUWLILFDWLRQ� SDWK� LQ� VHTXHQFH� WR� \LHOG� WKH� FRQWHQWV� RI� WKH
FHUWLILFDWH�RI�%��LQFOXGLQJ�%S�

%S� �;S���;©:ª�:©9ª�9©<ª�<©=ª�=©%ª

,Q�JHQHUDO��$�DOVR�KDV� WR� DFTXLUH� WKH� IROORZLQJ�FHUWLILFDWHV� IURP� WKH�'LUHFWRU\� WR� HVWDEOLVK� WKH� UHWXUQ� FHUWLILFDWLRQ�SDWK
IURP�%�WR�$�

=©<ª��<©9ª��9©:ª��:©;ª��;©$ª�

:KHQ�%�UHFHLYHV�WKHVH�FHUWLILFDWHV�IURP�$��LW�FDQ�XQZUDS�WKH�UHWXUQ�FHUWLILFDWLRQ�SDWK�LQ�VHTXHQFH�WR�\LHOG�WKH�FRQWHQWV�RI
WKH�FHUWLILFDWH�RI�$��LQFOXGLQJ�$S�

$S� �=S���=©<ª�<©9ª�9©:ª�:©;ª�;©$ª

$SSO\LQJ�WKH�RSWLPL]DWLRQV�RI�����

D� WDNLQJ�$�DQG�&��IRU�H[DPSOH��ERWK�NQRZ�;S��VR�WKDW�$�VLPSO\�KDV�WR�GLUHFWO\�DFTXLUH�WKH�FHUWLILFDWH�RI�&�
8QZUDSSLQJ�WKH�FHUWLILFDWLRQ�SDWK�UHGXFHV�WR�

&S� �;S���;©&ª
DQG�XQZUDSSLQJ�WKH�UHWXUQ�FHUWLILFDWLRQ�3DWK�UHGXFHV�WR�

$S�� �;S���;©$ª
E� DVVXPLQJ�WKDW�$�ZRXOG�WKXV�NQRZ�:©;ª��:S��9©:ª��9S��8©9ª��8S��HWF��UHGXFHV�WKH�LQIRUPDWLRQ�ZKLFK

$�KDV�WR�REWDLQ�IURP�WKH�'LUHFWRU\�WR�IRUP�WKH�FHUWLILFDWLRQ�SDWK�WR�

9©<ª��<©=ª��=©%ª

DQG�WKH�LQIRUPDWLRQ�ZKLFK�$�KDV�WR�REWDLQ�IURP�WKH�'LUHFWRU\�WR�IRUP�WKH�UHWXUQ�FHUWLILFDWLRQ�SDWK�WR�

=©<ª��<©9ª�

F� DVVXPLQJ�WKDW�$�IUHTXHQWO\�FRPPXQLFDWHV�ZLWK�XVHUV�FHUWLILHG�E\�=��LW�FDQ�OHDUQ��LQ�DGGLWLRQ�WR�WKH�SXEOLF
NH\V�OHDUQHG�LQ�E��DERYH��9©<ª��<©9ª��<©=ª��DQG�=©<ª��7R�FRPPXQLFDWH�ZLWK�%��LW�QHHG�WKHUHIRUH�RQO\
REWDLQ�=©%ª�IURP�WKH�'LUHFWRU\�

G� DVVXPLQJ� WKDW� XVHUV� FHUWLILHG� E\� ;� DQG� =� IUHTXHQWO\� FRPPXQLFDWH�� WKHQ� ;©=ª� ZRXOG� EH� KHOG� LQ� WKH
GLUHFWRU\�HQWU\�IRU�;��DQG�YLFH�YHUVD��WKLV�LV�VKRZQ�LQ�)LJXUH�����,I�$�ZDQWV�WR�DXWKHQWLFDWH�WR�%��$�QHHG
RQO\�REWDLQ�

;©=ª��=©%ª

WR�IRUP�WKH�FHUWLILFDWLRQ�SDWK��DQG�

=©;ª

WR�IRUP�WKH�UHWXUQ�FHUWLILFDWLRQ�SDWK�

H� DVVXPLQJ�XVHUV�$�DQG�&�KDYH�FRPPXQLFDWHG�EHIRUH�DQG�KDYH�OHDUQHG�RQH�DQRWKHU¶V�FHUWLILFDWHV��WKH\�PD\
XVH�HDFK�RWKHU¶V�SXEOLF�NH\�GLUHFWO\��L�H�

&S� �;S���;©&ª
DQG

$S� �;S���;©$ª

,Q�WKH�PRUH�JHQHUDO�FDVH�WKH�&HUWLILFDWLRQ�$XWKRULWLHV�GR�QRW�UHODWH�LQ�D�KLHUDUFKLFDO�PDQQHU��5HIHUULQJ�WR�WKH�K\SRWKHWLFDO
H[DPSOH�LQ�)LJXUH����VXSSRVH�D�XVHU�'��FHUWLILHG�E\�8��ZLVKHV�WR�DXWKHQWLFDWH�WR�XVHU�(��FHUWLILHG�E\�:��7KH�'LUHFWRU\
HQWU\�RI�XVHU�'�VKDOO�KROG�WKH�FHUWLILFDWH�8©'ª�DQG�WKH�HQWU\�RI�XVHU�(�VKDOO�KROG�WKH�FHUWLILFDWH�:©(ª�
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,78�7�5HF��;�����������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ ��
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)LJXUH���±�1RQ�KLHUDUFKLFDO�FHUWLILFDWLRQ�SDWK�±�$Q�H[DPSOH

),*85(�����>'��@� ���&0

/HW�9�EH�D�&$�ZLWK�ZKRP�&$V�8�DQG�:�KDYH�DW� VRPH�SUHYLRXV� WLPH�H[FKDQJHG�SXEOLF�NH\V� LQ�D� WUXVWHG�ZD\��$V�D
UHVXOW��FHUWLILFDWHV�8©9ª��9©8ª��:©9ª�DQG�9©:ª�KDYH�EHHQ�JHQHUDWHG�DQG�VWRUHG�LQ�WKH�'LUHFWRU\��$VVXPH�8©9ª�DQG
:©9ª�DUH�VWRUHG�LQ�WKH�HQWU\�RI�9��9©8ª�LV�VWRUHG�LQ�8¶V�HQWU\��DQG�9©:ª�LV�VWRUHG�LQ�:¶V�HQWU\�

8VHU�'�PXVW�ILQG�D�FHUWLILFDWLRQ�SDWK�WR�(��9DULRXV�VWUDWHJLHV�FRXOG�EH�XVHG��2QH�VXFK�VWUDWHJ\�ZRXOG�EH�WR�UHJDUG�WKH
XVHUV�DQG�&$V�DV�QRGHV��DQG�WKH�FHUWLILFDWHV�DV�DUFV�LQ�D�GLUHFWHG�JUDSK��LQ�WKHVH�WHUPV��'�KDV�WR�SHUIRUP�D�VHDUFK�LQ�WKH
JUDSK�WR�ILQG�D�SDWK�IURP�8�WR�(��RQH�VXFK�EHLQJ�8©9ª��9©:ª��:©(ª��:KHQ�WKLV�SDWK�KDV�EHHQ�GLVFRYHUHG��WKH�UHYHUVH
SDWK�:©9ª��9©8ª��8©'ª�FDQ�DOVR�EH�FRQVWUXFWHG�

� 'LJLWDO�VLJQDWXUHV

7KLV�FODXVH�LV�QRW�LQWHQGHG�WR�VSHFLI\�D�VWDQGDUG�IRU�GLJLWDO�VLJQDWXUHV�LQ�JHQHUDO��EXW�WR�VSHFLI\�WKH�PHDQV�E\�ZKLFK�WKH
WRNHQV�DUH�VLJQHG�LQ�WKH�'LUHFWRU\�

,QIRUPDWLRQ��LQIR��LV�VLJQHG�E\�DSSHQGLQJ�WR�LW�DQ�HQFLSKHUHG�VXPPDU\�RI�WKH�LQIRUPDWLRQ��7KH�VXPPDU\�LV�SURGXFHG�E\
PHDQV�RI�D�RQH�ZD\�KDVK�IXQFWLRQ��ZKLOH�WKH�HQFLSKHULQJ�LV�FDUULHG�RXW�XVLQJ�WKH�SULYDWH�NH\�RI�WKH�VLJQHU��VHH�)LJXUH����
7KXV�

;^,QIR`� �,QIR��;V>K��,QIR�@

( '

KK

7,62��������G��

3ULYDWH�NH\
�;V�

3XEOLF�NH\
�;S�

;V>K�LQIR�@

,QIR

&RPSDUH

5HFLSLHQW6LJQHU��;�

)LJXUH���±�'LJLWDO�VLJQDWXUHV

),*85(�����>'��@� �����&0

127(���±�7KH�HQFLSKHUPHQW�XVLQJ�WKH�SULYDWH�NH\�HQVXUHV�WKDW�WKH�VLJQDWXUH�FDQQRW�EH�IRUJHG��7KH�RQH�ZD\�QDWXUH�RI�WKH
KDVK�IXQFWLRQ�HQVXUHV�WKDW�IDOVH�LQIRUPDWLRQ��JHQHUDWHG�VR�DV�WR�KDYH�WKH�VDPH�KDVK�UHVXOW��DQG�WKXV�VLJQDWXUH���FDQQRW�EH�VXEVWLWXWHG�
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,62�,(&����������������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ

�� ,78�7�5HF��;�����������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ

7KH�UHFLSLHQW�RI�VLJQHG�LQIRUPDWLRQ�YHULILHV�WKH�VLJQDWXUH�E\�

± DSSO\LQJ�WKH�RQH�ZD\�KDVK�IXQFWLRQ�WR�WKH�LQIRUPDWLRQ�

± FRPSDULQJ�WKH�UHVXOW�ZLWK�WKDW�REWDLQHG�E\�GHFLSKHULQJ�WKH�VLJQDWXUH�XVLQJ�WKH�SXEOLF�NH\�RI�WKH�VLJQHU�

7KLV�DXWKHQWLFDWLRQ�IUDPHZRUN�GRHV�QRW�PDQGDWH�D�VLQJOH�RQH�ZD\�KDVK�IXQFWLRQ�IRU�XVH�LQ�VLJQLQJ��,W�LV�LQWHQGHG�WKDW�WKH
IUDPHZRUN�VKDOO�EH�DSSOLFDEOH� WR�DQ\�VXLWDEOH�KDVK�IXQFWLRQ��DQG�VKDOO� WKXV�VXSSRUW�FKDQJHV� WR� WKH�PHWKRGV�XVHG�DV�D
UHVXOW�RI� IXWXUH�DGYDQFHV� LQ�FU\SWRJUDSK\��PDWKHPDWLFDO� WHFKQLTXHV�RU�FRPSXWDWLRQDO�FDSDELOLWLHV��+RZHYHU�� WZR�XVHUV
ZLVKLQJ�WR�DXWKHQWLFDWH�VKDOO�VXSSRUW�WKH�VDPH�KDVK�IXQFWLRQ�IRU�DXWKHQWLFDWLRQ�WR�EH�SHUIRUPHG�FRUUHFWO\��7KXV��ZLWKLQ
WKH�FRQWH[W�RI�D� VHW�RI� UHODWHG�DSSOLFDWLRQV�� WKH�FKRLFH�RI� D� VLQJOH� IXQFWLRQ� VKDOO� VHUYH� WR�PD[LPL]H� WKH�FRPPXQLW\�RI
XVHUV�DEOH�WR�DXWKHQWLFDWH�DQG�FRPPXQLFDWH�VHFXUHO\�

7KH� VLJQHG� LQIRUPDWLRQ� LQFOXGHV� LQGLFDWRUV� WKDW� LGHQWLI\� WKH� KDVKLQJ� DOJRULWKP� DQG� WKH� HQFU\SWLRQ� DOJRULWKP� XVHG� WR
FRPSXWH�WKH�GLJLWDO�VLJQDWXUH�

7KH�HQFLSKHUPHQW�RI�VRPH�GDWD�LWHP�PD\�EH�GHVFULEHG�XVLQJ�WKH�IROORZLQJ�$61���

(1&5<37('�^�7R%H(QFLSKHUHG�` �� %,7�675,1*���&21675$,1('�%<�^
���PXVW�EH�WKH�UHVXOW�RI�DSSO\LQJ�DQ�HQFLSKHUPHQW�SURFHGXUH���
���WR�WKH�%(5�HQFRGHG�RFWHWV�RI�D�YDOXH�RI����7R%H(QFLSKHUHG�`��

7KH�YDOXH�RI�WKH�ELW�VWULQJ�LV�JHQHUDWHG�E\�WDNLQJ�WKH�RFWHWV�ZKLFK�IRUP�WKH�FRPSOHWH�HQFRGLQJ��XVLQJ�WKH�$61���%DVLF
(QFRGLQJ� 5XOHV� ±� ,78�7� 5HF�� ;����� _� ,62�,(&� �������� RI� WKH� YDOXH� RI� WKH� 7R%H(QFLSKHUHG� W\SH� DQG� DSSO\LQJ� DQ
HQFLSKHUPHQW�SURFHGXUH�WR�WKRVH�RFWHWV�

127(���±�7KH�HQFU\SWLRQ�SURFHGXUH�UHTXLUHV�DJUHHPHQW�RQ�WKH�DOJRULWKP�WR�EH�DSSOLHG��LQFOXGLQJ�DQ\�SDUDPHWHUV�RI�WKH
DOJRULWKP� VXFK� DV� DQ\� QHFHVVDU\� NH\V�� LQLWLDOL]DWLRQ� YDOXHV�� DQG� SDGGLQJ� LQVWUXFWLRQV�� ,W� LV� WKH� UHVSRQVLELOLW\� RI� WKH� HQFU\SWLRQ
SURFHGXUHV� WR� VSHFLI\� WKH� PHDQV� E\� ZKLFK� V\QFKURQL]DWLRQ� RI� WKH� VHQGHU� DQG� UHFHLYHU� RI� GDWD� LV� DFKLHYHG�� ZKLFK� PD\� LQFOXGH
LQIRUPDWLRQ�LQ�WKH�ELWV�WR�EH�WUDQVPLWWHG�

127(���±�7KH�HQFU\SWLRQ�SURFHGXUH�LV�UHTXLUHG�WR�WDNH�DV�LQSXW�D�VWULQJ�RI�RFWHWV�DQG�WR�JHQHUDWH�D�VLQJOH�VWULQJ�RI�ELWV�DV
LWV�UHVXOW�

127(���±�0HFKDQLVPV�IRU�VHFXUH�DJUHHPHQW�RQ�WKH�HQFU\SWLRQ�DOJRULWKP�DQG�LWV�SDUDPHWHUV�E\�WKH�VHQGHU�DQG�UHFHLYHU�RI
GDWD�DUH�RXWVLGH�WKH�VFRSH�RI�WKLV�'LUHFWRU\�6SHFLILFDWLRQ�

,Q�WKH�FDVH�ZKHUH�D�VLJQDWXUH�PXVW�EH�DSSHQGHG�WR�D�GDWD�W\SH��WKH�IROORZLQJ�$61���PD\�EH�XVHG�WR�GHILQH�WKH�GDWD�W\SH
UHVXOWLQJ�IURP�DSSO\LQJ�D�VLJQDWXUH�WR�WKH�JLYHQ�GDWD�W\SH�

6,*1('�^�7R%H6LJQHG�` �� 6(48(1&(�^
WR%H6LJQHG 7R%H6LJQHG�
&20321(176�2) 6,*1$785(�^�7R%H6LJQHG�``

,Q� WKH� FDVH� ZKHUH� RQO\� WKH� VLJQDWXUH� LV� UHTXLUHG�� WKH� IROORZLQJ� $61��� PDFUR� PD\� EH� XVHG� WR� GHILQH� WKH� GDWD� W\SH
UHVXOWLQJ�IURP�DSSO\LQJ�D�VLJQDWXUH�WR�WKH�JLYHQ�GDWD�W\SH�

6,*1$785(�^�2I6LJQDWXUH�` �� 6(48(1&(�^
DOJRULWKP,GHQWLILHU $OJRULWKP,GHQWLILHU�
HQFU\SWHG (1&5<37('�^�+$6+('�^�2I6LJQDWXUH�```

,Q� RUGHU� WR� HQDEOH� WKH� YDOLGDWLRQ� RI� 6,*1('� DQG� 6,*1$785(� W\SHV� LQ� D� GLVWULEXWHG� HQYLURQPHQW�� D� GLVWLQJXLVKHG
HQFRGLQJ�LV�UHTXLUHG��$�GLVWLQJXLVKHG�HQFRGLQJ�RI�D�6,*1('�RU�6,*1$785(�GDWD�YDOXH�VKDOO�EH�REWDLQHG�E\�DSSO\LQJ
WKH�%DVLF�(QFRGLQJ�5XOHV�GHILQHG�LQ�,62�������ZLWK�WKH�IROORZLQJ�UHVWULFWLRQV�

D� WKH�GHILQLWH�IRUP�RI�OHQJWK�HQFRGLQJ�VKDOO�EH�XVHG��HQFRGHG�LQ�WKH�PLQLPXP�QXPEHU�RI�RFWHWV�

E� IRU�VWULQJ�W\SHV��WKH�FRQVWUXFWHG�IRUP�RI�HQFRGLQJ�VKDOO�QRW�EH�XVHG�

F� LI�WKH�YDOXH�RI�D�W\SH�LV�LWV�GHIDXOW�YDOXH��LW�VKDOO�EH�DEVHQW�

G� WKH�FRPSRQHQWV�RI�D�6HW�W\SH�VKDOO�EH�HQFRGHG�LQ�DVFHQGLQJ�RUGHU�RI�WKHLU�WDJ�YDOXH�

H� WKH�FRPSRQHQWV�RI�D�6HW�RI�W\SH�VKDOO�EH�HQFRGHG�LQ�DVFHQGLQJ�RUGHU�RI�WKHLU�RFWHW�YDOXH�

I� LI�WKH�YDOXH�RI�D�%RROHDQ�W\SH�LV�WUXH��WKH�HQFRGLQJ�VKDOO�KDYH�LWV�FRQWHQWV�RFWHW�VHW�WR�³))´���

J� HDFK�XQXVHG�ELWV�LQ�WKH�ILQDO�RFWHW�RI�WKH�HQFRGLQJ�RI�D�%LW�6WULQJ�YDOXH��LI� WKHUH�DUH�DQ\��VKDOO�EH�VHW� WR
]HUR�

K� WKH�HQFRGLQJ�RI�D�5HDO�W\SH�VKDOO�EH�VXFK�WKDW�EDVHV��������DQG����VKDOO�QRW�EH�XVHG��DQG�WKH�ELQDU\�VFDOLQJ
IDFWRU�VKDOO�EH�]HUR�
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,78�7�5HF��;�����������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ ��

�� 6WURQJ�DXWKHQWLFDWLRQ�SURFHGXUHV

���� 2YHUYLHZ

7KH�EDVLF�DSSURDFK� WR�DXWKHQWLFDWLRQ�KDV�EHHQ�RXWOLQHG�DERYH��QDPHO\� WKH�FRUURERUDWLRQ�RI� LGHQWLW\�E\�GHPRQVWUDWLQJ
SRVVHVVLRQ�RI�D�SULYDWH�NH\��+RZHYHU��PDQ\�DXWKHQWLFDWLRQ�SURFHGXUHV�HPSOR\LQJ�WKLV�DSSURDFK�DUH�SRVVLEOH��,Q�JHQHUDO
LW�LV�WKH�EXVLQHVV�RI�D�VSHFLILF�DSSOLFDWLRQ�WR�GHWHUPLQH�WKH�DSSURSULDWH�SURFHGXUHV��VR�DV�WR�PHHW�WKH�VHFXULW\�SROLF\�RI�WKH
DSSOLFDWLRQ��7KLV�FODXVH�GHVFULEHV�WKUHH�SDUWLFXODU�DXWKHQWLFDWLRQ�SURFHGXUHV��ZKLFK�PD\�EH�IRXQG�XVHIXO�DFURVV�D�UDQJH
RI�DSSOLFDWLRQV�

127(�±�7KLV�'LUHFWRU\�6SHFLILFDWLRQ�GRHV�QRW�VSHFLI\�WKH�SURFHGXUHV�WR�WKH�GHWDLO�UHTXLUHG�IRU�LPSOHPHQWDWLRQ��+RZHYHU�
DGGLWLRQDO�VWDQGDUGV�FRXOG�EH�HQYLVDJHG�ZKLFK�ZRXOG�GR�VR��HLWKHU�LQ�DQ�DSSOLFDWLRQ�VSHFLILF�RU�LQ�D�JHQHUDO�SXUSRVH�ZD\�

7KH�WKUHH�SURFHGXUHV�LQYROYH�GLIIHUHQW�QXPEHUV�RI�H[FKDQJHV�RI�DXWKHQWLFDWLRQ�LQIRUPDWLRQ��DQG�FRQVHTXHQWO\�SURYLGH
GLIIHUHQW�W\SHV�RI�DVVXUDQFH�WR�WKHLU�SDUWLFLSDQWV��6SHFLILFDOO\�

D� RQH�ZD\� DXWKHQWLFDWLRQ�� GHVFULEHG� LQ� ������ LQYROYHV� D� VLQJOH� WUDQVIHU� RI� LQIRUPDWLRQ� IURP�RQH� XVHU� �$�
LQWHQGHG�IRU�DQRWKHU��%���DQG�HVWDEOLVKHV�WKH�IROORZLQJ�

± WKH�LGHQWLW\�RI�$��DQG�WKDW�WKH�DXWKHQWLFDWLRQ�WRNHQ�DFWXDOO\�ZDV�JHQHUDWHG�E\�$�

± WKH�LGHQWLW\�RI�%��DQG�WKDW�WKH�DXWKHQWLFDWLRQ�WRNHQ�DFWXDOO\�ZDV�LQWHQGHG�WR�EH�VHQW�WR�%�

± WKH� LQWHJULW\� DQG� ³RULJLQDOLW\´� �WKH� SURSHUW\� RI� QRW� KDYLQJ� EHHQ� VHQW� WZR� RU� PRUH� WLPHV�� RI� WKH
DXWKHQWLFDWLRQ�WRNHQ�EHLQJ�WUDQVIHUUHG�

7KH�ODWWHU�SURSHUWLHV�FDQ�DOVR�EH�HVWDEOLVKHG�IRU�DUELWUDU\�DGGLWLRQDO�GDWD�DFFRPSDQ\LQJ�WKH�WUDQVIHU�

E� WZR�ZD\�DXWKHQWLFDWLRQ��GHVFULEHG� LQ������� LQYROYHV�� LQ�DGGLWLRQ�� D� UHSO\� IURP�%� WR�$�� ,W� HVWDEOLVKHV�� LQ
DGGLWLRQ��WKH�IROORZLQJ�

± WKDW�WKH�DXWKHQWLFDWLRQ�WRNHQ�JHQHUDWHG�LQ�WKH�UHSO\�DFWXDOO\�ZDV�JHQHUDWHG�E\�%�DQG�ZDV�LQWHQGHG�WR
EH�VHQW�WR�$�

± WKH�LQWHJULW\�DQG�RULJLQDOLW\�RI�WKH�DXWKHQWLFDWLRQ�WRNHQ�VHQW�LQ�WKH�UHSO\�

± �RSWLRQDOO\��WKH�PXWXDO�VHFUHF\�RI�SDUW�RI�WKH�WRNHQV�

F� WKUHH�ZD\� DXWKHQWLFDWLRQ�� GHVFULEHG� LQ� ������ LQYROYHV�� LQ� DGGLWLRQ�� D� IXUWKHU� WUDQVIHU� IURP� $� WR� %�� ,W
HVWDEOLVKHV�� WKH� VDPH� SURSHUWLHV� DV� WKH� WZR�ZD\� DXWKHQWLFDWLRQ�� EXW� GRHV� VR� ZLWKRXW� WKH� QHHG� IRU
DVVRFLDWLRQ�WLPH�VWDPS�FKHFNLQJ�

,Q�HDFK�FDVH�ZKHUH�6WURQJ�$XWKHQWLFDWLRQ�LV�WR�WDNH�SODFH��$�PXVW�REWDLQ�WKH�SXEOLF�NH\�RI�%��DQG�WKH�UHWXUQ�FHUWLILFDWLRQ
SDWK�IURP�%�WR�$��SULRU�WR�DQ\�H[FKDQJH�RI�LQIRUPDWLRQ��7KLV�PD\�LQYROYH�DFFHVV�WR�WKH�'LUHFWRU\��DV�GHVFULEHG�LQ�FODXVH
��DERYH��$Q\�VXFK�DFFHVV�LV�QRW�PHQWLRQHG�DJDLQ�LQ�WKH�GHVFULSWLRQ�RI�WKH�SURFHGXUHV�EHORZ�

7KH� FKHFNLQJ�RI� WLPHVWDPSV� DV�PHQWLRQHG� LQ� WKH� IROORZLQJ� FODXVHV� RQO\� DSSOLHV�ZKHQ� HLWKHU� V\QFKURQL]HG� FORFNV� DUH
XVHG� LQ� D� ORFDO� HQYLURQPHQW�� RU� LI� FORFNV� DUH� ORJLFDOO\� V\QFKURQL]HG� E\� ELODWHUDO� DJUHHPHQWV�� ,Q� DQ\� FDVH�� LW� LV
UHFRPPHQGHG�WKDW�&RRUGLQDWHG�8QLYHUVDO�7LPH�EH�XVHG�

)RU�HDFK�RI�WKH�WKUHH�DXWKHQWLFDWLRQ�SURFHGXUHV�GHVFULEHG�EHORZ��LW�LV�DVVXPHG�WKDW�SDUW\�$�KDV�FKHFNHG�WKH�YDOLGLW\�RI�DOO
RI�WKH�FHUWLILFDWHV�LQ�WKH�FHUWLILFDWLRQ�SDWK�

���� 2QH�ZD\�DXWKHQWLFDWLRQ

7KH�IROORZLQJ�VWHSV�DUH�LQYROYHG��DV�GHSLFWHG�LQ�)LJXUH���

�� $�JHQHUDWHV�U$��D�QRQ�UHSHDWLQJ�QXPEHU��ZKLFK�LV�XVHG�WR�GHWHFW�UHSOD\�DWWDFNV�DQG�WR�SUHYHQW�IRUJHU\�

�� $�VHQGV�WKH�IROORZLQJ�PHVVDJH�WR�%�

%→$��$^W$��U$��%`

ZKHUH� W$� LV� D� WLPHVWDPS�� W$� FRQVLVWV� RI� RQH� RU� WZR� GDWHV�� WKH� JHQHUDWLRQ� WLPH� RI� WKH� WRNHQ� �ZKLFK� LV
RSWLRQDO��DQG�WKH�H[SLU\�GDWH��$OWHUQDWLYHO\��LI�GDWD�RULJLQ�DXWKHQWLFDWLRQ�RI�³VJQ'DWD´�LV�WR�EH�SURYLGHG�E\
WKH�GLJLWDO�VLJQDWXUH�

%→$��$^W$��U$��%��VJQ'DWD`

,Q� FDVHV�ZKHUH� LQIRUPDWLRQ� LV� WR� EH� FRQYH\HG�ZKLFK�ZLOO� VXEVHTXHQWO\� EH� XVHG� DV� D� SULYDWH� NH\� �WKLV
LQIRUPDWLRQ�LV�UHIHUUHG�WR�DV�³HQF'DWD´���

%→$��$^W$��U$��%��VJQ'DWD��%S>HQF'DWD@`

7KH�XVH�RI�³HQF'DWD´�DV�D�SULYDWH�NH\�LPSOLHV�WKDW�LW�VKDOO�EH�FKRVHQ�FDUHIXOO\��H�J��WR�EH�D�VWURQJ�NH\�IRU
ZKDWHYHU�FU\SWRV\VWHP�LV�XVHG�DV�LQGLFDWHG�LQ�WKH�³VJQ'DWD´�ILHOG�RI�WKH�WRNHQ�
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�� ,78�7�5HF��;�����������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ

�� %�FDUULHV�RXW�WKH�IROORZLQJ�DFWLRQV�

D� REWDLQV�$S�IURP�%→$��FKHFNLQJ�WKDW�$¶V�FHUWLILFDWH�KDV�QRW�H[SLUHG�

E� YHULILHV�WKH�VLJQDWXUH��DQG�WKXV�WKH�LQWHJULW\�RI�WKH�VLJQHG�LQIRUPDWLRQ�

F� FKHFNV�WKDW�%�LWVHOI�LV�WKH�LQWHQGHG�UHFLSLHQW�

G� FKHFNV�WKDW�WKH�WLPHVWDPS�LV�³FXUUHQW´�

H� RSWLRQDOO\��FKHFNV�WKDW�U$�KDV�QRW�EHHQ�UHSOD\HG��7KLV�FRXOG��IRU�H[DPSOH��EH�DFKLHYHG�E\�KDYLQJ�U$

LQFOXGH�D�VHTXHQWLDO�SDUW�WKDW�LV�FKHFNHG�E\�D�ORFDO�LPSOHPHQWDWLRQ�IRU�LWV�YDOXH�XQLTXHQHVV�

U$�LV�YDOLG�XQWLO�WKH�H[SLU\�GDWH�LQGLFDWHG�E\�W$��U$�LV�DOZD\V�DFFRPSDQLHG�E\�D�VHTXHQWLDO�SDUW��ZKLFK
LQGLFDWHV�WKDW�$�VKDOO�QRW�UHSHDW�WKH�WRNHQ�GXULQJ�WKH�WLPHUDQJH�W$�DQG�WKHUHIRUH�WKDW�FKHFNLQJ�RI�WKH
YDOXH�RI�U$�LWVHOI�LV�QRW�UHTXLUHG�

,Q�DQ\�FDVH�LW�LV�UHDVRQDEOH�IRU�SDUW\�%�WR�VWRUH�WKH�VHTXHQWLDO�SDUW�WRJHWKHU�ZLWK�WLPHVWDPS�W$�LQ�WKH
FOHDU�DQG�WRJHWKHU�ZLWK�WKH�KDVKHG�SDUW�RI�WKH�WRNHQ�GXULQJ�WLPHUDQJH�W$�

7,62��������G��

� ��

$ %

)LJXUH���±�2QH�ZD\�DXWKHQWLFDWLRQ

),*85(�����>'��@� �����&0

���� 7ZR�ZD\�DXWKHQWLFDWLRQ

7KH�IROORZLQJ�VWHSV�DUH�LQYROYHG��DV�GHSLFWHG�LQ�)LJXUH���

�� DV�IRU������

�� DV�IRU������

�� DV�IRU������

�� %�JHQHUDWHV�U%��D�QRQ�UHSHDWLQJ�QXPEHU��XVHG�IRU�VLPLODU�SXUSRVH�V��WR�U$�

�� %�VHQGV�WKH�IROORZLQJ�DXWKHQWLFDWLRQ�WRNHQ�WR�$�

%^W%��U%��$��U$`

ZKHUH�W%�LV�D�WLPHVWDPS�GHILQHG�LQ�WKH�VDPH�ZD\�DV�W$�

$OWHUQDWLYHO\��LI�GDWD�RULJLQ�DXWKHQWLFDWLRQ�RI�³VJQ'DWD´�LV�WR�EH�SURYLGHG�E\�WKH�GLJLWDO�VLJQDWXUH�

%^W%��U%��$��U$��VJQ'DWD`

,Q� FDVHV�ZKHUH� LQIRUPDWLRQ� LV� WR� EH� FRQYH\HG�ZKLFK�ZLOO� VXEVHTXHQWO\� EH� XVHG� DV� D� SULYDWH� NH\� �WKLV
LQIRUPDWLRQ�LV�UHIHUUHG�WR�DV�³HQF'DWD´���

%^W%��U%��$��U$�VJQ'DWD��$S>HQF'DWD@`

7KH�XVH�RI�³HQF'DWD´�DV�D�SULYDWH�NH\�LPSOLHV�WKDW�LW�VKDOO�EH�FKRVHQ�FDUHIXOO\��H�J��WR�EH�D�VWURQJ�NH\�IRU
ZKDWHYHU�FU\SWRV\VWHP�LV�XVHG�DV�LQGLFDWHG�LQ�WKH�³VJQ'DWD´�ILHOG�RI�WKH�WRNHQ�

�� $�FDUULHV�RXW�WKH�IROORZLQJ�DFWLRQV�

D� YHULILHV�WKH�VLJQDWXUH��DQG�WKXV�WKH�LQWHJULW\�RI�WKH�VLJQHG�LQIRUPDWLRQ�

E� FKHFNV�WKDW�$�LV�WKH�LQWHQGHG�UHFLSLHQW�

F� FKHFNV�WKDW�WKH�WLPHVWDPS�W%�LV�³FXUUHQW´�

G� RSWLRQDOO\��FKHFNV�WKDW�U%�KDV�QRW�EHHQ�UHSOD\HG�>VHH�������VWHS����G��
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7,62��������G��

� ��

$ %

�

�

�

)LJXUH���±�7ZR�ZD\�DXWKHQWLFDWLRQ

),*85(�����>'��@� �����&0

���� 7KUHH�ZD\�DXWKHQWLFDWLRQ

7KH�IROORZLQJ�VWHSV�DUH�LQYROYHG��DV�GHSLFWHG�LQ�)LJXUH���

�� $V�IRU������

�� $V�IRU�������7LPHVWDPS�W$�PD\�EH�]HUR�

�� $V�IRU�������H[FHSW�WKDW�WKH�WLPHVWDPS�QHHG�QRW�EH�FKHFNHG�

�� $V�IRU������

�� $V�IRU�������7LPHVWDPS�W%�PD\�EH�]HUR�

�� $V�IRU�������H[FHSW�WKDW�WKH�WLPHVWDPS�QHHG�QRW�EH�FKHFNHG�

�� $�FKHFNV�WKDW�WKH�UHFHLYHG�U$�LV�LGHQWLFDO�WR�WKH�U$�ZKLFK�ZDV�VHQW�

�� $�VHQGV�WKH�IROORZLQJ�DXWKHQWLFDWLRQ�WRNHQ�WR�%�

$^U%�%`�

�� %�FDUULHV�RXW�WKH�IROORZLQJ�DFWLRQV�

D� FKHFNV�WKH�VLJQDWXUH�DQG�WKXV��WKH�LQWHJULW\�RI�WKH�VLJQHG�LQIRUPDWLRQ�

E� &KHFNV�WKDW�WKH�UHFHLYHG�U%�LV�LGHQWLFDO�WR�WKH�U%�ZKLFK�ZDV�VHQW�E\�%�

7,62��������G��

� ��

$ %�
�

�

�
��

)LJXUH���±�7KUHH�ZD\�DXWKHQWLFDWLRQ

),*85(�����>'��@� �����&0

�� 0DQDJHPHQW�RI�NH\V�DQG�FHUWLILFDWHV

���� *HQHUDWLRQ�RI�NH\�SDLUV

7KH�RYHUDOO�VHFXULW\�PDQDJHPHQW�SROLF\�RI�DQ�LPSOHPHQWDWLRQ�VKDOO�GHILQH�WKH�OLIHF\FOH�RI�NH\�SDLUV��DQG�LV��WKXV��RXWVLGH
WKH�VFRSH�RI�WKH�DXWKHQWLFDWLRQ�IUDPHZRUN��+RZHYHU��LW�LV�YLWDO�WR�WKH�RYHUDOO�VHFXULW\�WKDW�DOO�SULYDWH�NH\V�UHPDLQ�NQRZQ
RQO\�WR�WKH�XVHU�WR�ZKRP�WKH\�EHORQJ�

.H\�GDWD� LV�QRW� HDV\� IRU� D�KXPDQ�XVHU� WR� UHPHPEHU�� VR�D� VXLWDEOH�PHWKRG� IRU� VWRULQJ� LW� LQ�D� FRQYHQLHQW� WUDQVSRUWDEOH
PDQQHU�VKDOO�EH�HPSOR\HG��2QH�SRVVLEOH�PHFKDQLVP�ZRXOG�EH�WR�XVH�D�³6PDUW�&DUG´��7KLV�ZRXOG�KROG� WKH�VHFUHW�DQG
�RSWLRQDOO\��SXEOLF�NH\V�RI�WKH�XVHU��WKH�XVHU¶V�FHUWLILFDWH��DQG�D�FRS\�RI�WKH�FHUWLILFDWLRQ�DXWKRULW\¶V�SXEOLF�NH\��7KH�XVH
RI�WKLV�FDUG�VKDOO�DGGLWLRQDOO\�EH�VHFXUHG�E\��H�J��DW�OHDVW�XVH�RI�D�3,1��3HUVRQDO�,GHQWLILFDWLRQ�1XPEHU���LQFUHDVLQJ�WKH
VHFXULW\�RI�WKH�V\VWHP�E\�UHTXLULQJ�WKH�XVHU�WR�SRVVHVV�WKH�FDUG�DQG�WR�NQRZ�KRZ�WR�DFFHVV�LW��7KH�H[DFW�PHWKRG�FKRVHQ
IRU�VWRULQJ�VXFK�GDWD��KRZHYHU��LV�EH\RQG�WKH�VFRSH�RI�WKLV�'LUHFWRU\�6SHFLILFDWLRQ�

7KUHH�ZD\V�LQ�ZKLFK�D�XVHU¶V�NH\�SDLU�PD\�EH�SURGXFHG�DUH�
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D� 7KH�XVHU� JHQHUDWHV� LWV� RZQ�NH\� SDLU��7KLV�PHWKRG� KDV� WKH� DGYDQWDJH� WKDW� D� XVHU¶V� SULYDWH� NH\� LV� QHYHU
UHOHDVHG�WR�DQRWKHU�HQWLW\��EXW�UHTXLUHV�D�FHUWDLQ�OHYHO�RI�FRPSHWHQFH�E\�WKH�XVHU�DV�GHVFULEHG�LQ�$QQH[�'�

E� 7KH�NH\�SDLU� LV�JHQHUDWHG�E\�D� WKLUG�SDUW\��7KH� WKLUG�SDUW\�VKDOO� UHOHDVH� WKH�SULYDWH�NH\� WR� WKH�XVHU� LQ�D
SK\VLFDOO\�VHFXUH�PDQQHU��WKHQ�DFWLYHO\�GHVWUR\�DOO�LQIRUPDWLRQ�UHODWLQJ�WR�WKH�FUHDWLRQ�RI�WKH�NH\�SDLU�SOXV
WKH�NH\V�WKHPVHOYHV��6XLWDEOH�SK\VLFDO�VHFXULW\�PHDVXUHV�VKDOO�EH�HPSOR\HG�WR�HQVXUH�WKDW�WKH�WKLUG�SDUW\
DQG�WKH�GDWD�RSHUDWLRQV�DUH�IUHH�IURP�WDPSHULQJ�

F� 7KH�NH\�SDLU�LV�JHQHUDWHG�E\�WKH�&$��7KLV�LV�D�VSHFLDO�FDVH�RI�E���DQG�WKH�FRQVLGHUDWLRQV�WKHUH�DSSO\�

127(�±�7KH�FHUWLILFDWLRQ�DXWKRULW\�DOUHDG\�H[KLELWV�WUXVWHG�IXQFWLRQDOLW\�ZLWK�UHVSHFW�WR�WKH�XVHU��DQG�VKDOO�EH�VXEMHFW� WR
WKH� QHFHVVDU\� SK\VLFDO� VHFXULW\� PHDVXUHV�� 7KLV� PHWKRG� KDV� WKH� DGYDQWDJH� RI� QRW� UHTXLULQJ� VHFXUH� GDWD� WUDQVIHU� WR� WKH� &$� IRU
FHUWLILFDWLRQ�

7KH�FU\SWRV\VWHP�LQ�XVH�LPSRVHV�SDUWLFXODU��WHFKQLFDO��FRQVWUDLQWV�RQ�NH\�JHQHUDWLRQ�

���� 0DQDJHPHQW�RI�FHUWLILFDWHV

$�FHUWLILFDWH�DVVRFLDWHV�WKH�SXEOLF�NH\�DQG�XQLTXH�GLVWLQJXLVKHG�QDPH�RI�WKH�XVHU�LW�GHVFULEHV��7KXV�

D� D�FHUWLILFDWLRQ�DXWKRULW\�VKDOO�EH�VDWLVILHG�RI�WKH�LGHQWLW\�RI�D�XVHU�EHIRUH�FUHDWLQJ�D�FHUWLILFDWH�IRU�LW�

E� D�FHUWLILFDWLRQ�DXWKRULW\�VKDOO�QRW�LVVXH�FHUWLILFDWHV�IRU�WZR�XVHUV�ZLWK�WKH�VDPH�QDPH�

7KH�SURGXFWLRQ�RI�D�FHUWLILFDWH�RFFXUV�RIIOLQH�DQG�VKDOO�QRW�EH�SHUIRUPHG�ZLWK�DQ�DXWRPDWLF�TXHU\�UHVSRQVH�PHFKDQLVP�
7KH�DGYDQWDJH�RI� WKLV� FHUWLILFDWLRQ� LV� WKDW�EHFDXVH� WKH�SULYDWH�NH\�RI� WKH� FHUWLILFDWLRQ� DXWKRULW\��&$V�� LV� QHYHU�NQRZQ
H[FHSW�LQ�WKH�LVRODWHG�DQG�SK\VLFDOO\�VHFXUH�&$��WKH�&$�SULYDWH�NH\�PD\�WKHQ�RQO\�EH�OHDUQW�E\�DQ�DWWDFN�RQ�&$�LWVHOI�
PDNLQJ�FRPSURPLVH�XQOLNHO\�

,W� LV� LPSRUWDQW� WKDW� WKH� WUDQVIHU�RI� LQIRUPDWLRQ� WR� WKH�FHUWLILFDWLRQ�DXWKRULW\� LV�QRW� FRPSURPLVHG�� DQG� VXLWDEOH�SK\VLFDO
VHFXULW\�PHDVXUHV�VKDOO�EH�WDNHQ��,Q�WKLV�UHJDUG�

D� ,W�ZRXOG�EH�D�VHULRXV�EUHDFK�RI�VHFXULW\�LI�WKH�&$�LVVXHG�D�FHUWLILFDWH�IRU�D�XVHU�ZLWK�D�SXEOLF�NH\�WKDW�KDG
EHHQ�WDPSHUHG�ZLWK�

E� ,I�WKH�PHDQV�RI�JHQHUDWLRQ�RI�NH\�SDLUV�RI������F��LV�HPSOR\HG��QR�VHFXUH�WUDQVIHU�LV�QHHGHG�

F� ,I� WKH�PHDQV�RI�JHQHUDWLRQ�RI�NH\�SDLUV�RI������D��RU�RI������E��LV�HPSOR\HG�� WKH�XVHU�PD\�XVH�GLIIHUHQW
PHWKRGV� �RQ�OLQH� RU� RII�OLQH�� WR� FRPPXQLFDWH� LWV� SXEOLF� NH\� WR� WKH� &$� LQ� D� VHFXUH� PDQQHU�� 2Q�OLQH
PHWKRGV�PD\�SURYLGH�VRPH�DGGLWLRQDO�IOH[LELOLW\�IRU�UHPRWH�RSHUDWLRQV�SHUIRUPHG�EHWZHHQ�WKH�XVHU�DQG
WKH�&$�

$�FHUWLILFDWH� LV�D�SXEOLFO\�DYDLODEOH�SLHFH�RI� LQIRUPDWLRQ��DQG�QR�VSHFLILF�VHFXULW\�PHDVXUHV�QHHG� WR�EH�HPSOR\HG�ZLWK
UHVSHFW�WR�LWV�WUDQVSRUWDWLRQ�WR�WKH�'LUHFWRU\��$V�LW�LV�SURGXFHG�E\�DQ�RII�OLQH�FHUWLILFDWLRQ�DXWKRULW\�RQ�EHKDOI�RI�D�XVHU
ZKR�VKDOO�EH�JLYHQ�D�FRS\�RI�LW��WKH�XVHU�QHHG�RQO\�VWRUH�WKLV�LQIRUPDWLRQ�LQ�LWV�GLUHFWRU\�HQWU\�RQ�D�VXEVHTXHQW�DFFHVV�WR
WKH�'LUHFWRU\�� $OWHUQDWLYHO\� WKH� &$� FRXOG� ORGJH� WKH� FHUWLILFDWH� IRU� WKH� XVHU�� LQ� ZKLFK� FDVH� WKLV� DJHQW� VKDOO� EH� JLYHQ
VXLWDEOH�DFFHVV�ULJKWV�

&HUWLILFDWHV�VKDOO�KDYH�D�OLIHWLPH�DVVRFLDWHG�ZLWK�WKHP��DW�WKH�HQG�RI�ZKLFK�WKH\�H[SLUH��,Q�RUGHU�WR�SURYLGH�FRQWLQXLW\�RI
VHUYLFH�� WKH� &$� VKDOO� HQVXUH� WLPHO\� DYDLODELOLW\� RI� UHSODFHPHQW� FHUWLILFDWHV� WR� VXSHUVHGH� H[SLUHG�H[SLULQJ� FHUWLILFDWHV�
7ZR�UHODWHG�SRLQWV�DUH�

± 9DOLGLW\� RI� FHUWLILFDWHV� PD\� EH� GHVLJQHG� VR� WKDW� HDFK� EHFRPHV� YDOLG� DW� WKH� WLPH� RI� H[SLU\� RI� LWV
SUHGHFHVVRU�� RU� DQ� RYHUODS� PD\� EH� DOORZHG�� 7KH� ODWWHU� SUHYHQWV� WKH� &$� IURP� KDYLQJ� WR� LQVWDOO� DQG
GLVWULEXWH�D�ODUJH�QXPEHU�RI�FHUWLILFDWHV�WKDW�PD\�UXQ�RXW�DW�WKH�VDPH�H[SLUDWLRQ�GDWH�

± ([SLUHG�FHUWLILFDWHV�ZLOO�QRUPDOO\�EH�UHPRYHG�IURP�WKH�'LUHFWRU\��,W�LV�D�PDWWHU�IRU�WKH�VHFXULW\�SROLF\�DQG
UHVSRQVLELOLW\�RI�WKH�&$�WR�NHHS�ROG�FHUWLILFDWHV�IRU�D�SHULRG�RI�WLPH�LI�D�QRQ�UHSXGLDWLRQ�RI�GDWD�VHUYLFH�LV
SURYLGHG�
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&HUWLILFDWHV�PD\�EH�UHYRNHG�SULRU�WR�WKHLU�H[SLUDWLRQ�WLPH��H�J��LI�WKH�XVHU¶V�SULYDWH�NH\�LV�DVVXPHG�WR�EH�FRPSURPLVHG��RU
WKH�XVHU� LV�QR� ORQJHU� WR�EH�FHUWLILHG�E\� WKH�&$��RU� LI� WKH�&$¶V�FHUWLILFDWH� LV�DVVXPHG�WR�EH�FRPSURPLVHG��)RXU� UHODWHG
SRLQWV�DUH�

± 7KH� UHYRFDWLRQ� RI� D� XVHU� FHUWLILFDWH� RU� &$� FHUWLILFDWH� VKDOO� EH� PDGH� NQRZQ� E\� WKH� &$�� DQG� D� QHZ
FHUWLILFDWH�VKDOO�EH�PDGH�DYDLODEOH�� LI�DSSURSULDWH��7KH�&$�PD\�WKHQ� LQIRUP�WKH�RZQHU�RI� WKH�FHUWLILFDWH
DERXW�LWV�UHYRFDWLRQ�E\�VRPH�RII�OLQH�SURFHGXUH�

± 7KH�&$�VKDOO�PDLQWDLQ�

D� D�WLPH�VWDPSHG�OLVW�RI�WKH�FHUWLILFDWHV�LW�LVVXHG�ZKLFK�KDYH�EHHQ�UHYRNHG�

E� D�WLPH�VWDPSHG�OLVW�RI�UHYRNHG�FHUWLILFDWHV�RI�DOO�&$V�NQRZ�WR�WKH�&$��FHUWLILHG�E\�WKH�&$�

%RWK�FHUWLILHG�OLVWV�VKDOO�H[LVW��HYHQ�LI�HPSW\�

± 7KH�PDLQWHQDQFH� RI�'LUHFWRU\� HQWULHV� DIIHFWHG� E\� WKH�&$¶V� UHYRFDWLRQ� OLVWV� LV� WKH� UHVSRQVLELOLW\� RI� WKH
'LUHFWRU\�DQG�LWV�XVHUV��DFWLQJ�LQ�DFFRUGDQFH�ZLWK�WKH�VHFXULW\�SROLF\��)RU�H[DPSOH��WKH�XVHU�PD\�PRGLI\
LWV�REMHFW�HQWU\�E\�UHSODFLQJ�WKH�ROG�FHUWLILFDWH�ZLWK�D�QHZ�RQH��WKH�ODWWHU�VKDOO�WKHQ�EH�XVHG�WR�DXWKHQWLFDWH
WKH�XVHU�WR�WKH�'LUHFWRU\�

± 7KH� UHYRFDWLRQ� OLVWV� �³EODFN�OLVWV´�� DUH� KHOG� ZLWKLQ� HQWULHV� DV� DWWULEXWHV� RI� W\SHV
³&HUWLILFDWH5HYRFDWLRQ/LVW´�DQG�³$XWKRULW\5HYRFDWLRQ/LVW´��7KHVH�DWWULEXWHV�FDQ�EH�RSHUDWHG�RQ�XVLQJ�WKH
VDPH�RSHUDWLRQV�DV�RWKHU�DWWULEXWHV��7KHVH�DWWULEXWH�W\SHV�DUH�GHILQHG�DV�IROORZV�

FHUWLILFDWH5HYRFDWLRQ/LVW $775,%87( �� ^
:,7+�6<17$; &HUWLILFDWH/LVW
,' LG�DW�FHUWLILFDWH5HYRFDWLRQ/LVW�`

DXWKRULW\5HYRFDWLRQ/LVW $775,%87( �� ^
:,7+�6<17$; &HUWLILFDWH/LVW
,' LG�DW�DXWKRULW\5HYRFDWLRQ/LVW�`

&HUWLILFDWH/LVW �� 6,*1('�^�6(48(1&(�^
VLJQDWXUH $OJRULWKP,GHQWLILHU�
LVVXHU 1DPH�
WKLV8SGDWH 87&7LPH�
QH[W8SGDWH 87&7LPH�237,21$/�
UHYRNHG&HUWLILFDWHV 6(48(1&(�2)�6(48(1&(�^

XVHU&HUWLILFDWH &HUWLILFDWH6HULDO1XPEHU�
UHYRFDWLRQ'DWH 87&7LPH�`�237,21$/�``

127(6

� 7KH�FKHFNLQJ�RI�WKH�HQWLUH�OLVW�RI�FHUWLILFDWHV�LV�D�ORFDO�PDWWHU�

� ,I� D� QRQ�UHSXGLDWLRQ� RI� GDWD� VHUYLFH� LV� GHSHQGHQW� RQ� NH\V� SURYLGHG� E\� WKH� &$�� WKH� VHUYLFH� VKRXOG� HQVXUH� WKDW� DOO
UHOHYDQW�NH\V�RI�WKH�&$��UHYRNHG�RU�H[SLUHG��DQG�WKH�WLPHVWDPSHG�UHYRFDWLRQ�OLVWV�DUH�DUFKLYHG�DQG�FHUWLILHG�E\�D�FXUUHQW�DXWKRULW\�
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$QQH[�$

$XWKHQWLFDWLRQ�)UDPHZRUN�LQ�$61��
�7KLV�DQQH[�IRUPV�DQ�LQWHJUDO�SDUW�RI�WKLV�5HFRPPHQGDWLRQ�_�,QWHUQDWLRQDO�6WDQGDUG�

This annex includes all of the ASN.1 type, value and information object class definitions contained in this Directory
Specification, in the form of the ASN.1 module, “AuthenticationFramework”.

$XWKHQWLFDWLRQ)UDPHZRUN�^MRLQW�LVR�FFLWW�GV����PRGXOH����DXWKHQWLFDWLRQ)UDPHZRUN�����`
'(),1,7,216��� 
%(*,1

���(;32576�$OO���
���7KH�W\SHV�DQG�YDOXHV�GHILQHG�LQ�WKLV�PRGXOH�DUH�H[SRUWHG�IRU�XVH�LQ�WKH�RWKHU�$61���PRGXOHV�FRQWDLQHG
���ZLWKLQ�WKH�'LUHFWRU\�6SHFLILFDWLRQV��DQG�IRU�WKH�XVH�RI�RWKHU�DSSOLFDWLRQV�ZKLFK�ZLOO�XVH�WKHP�WR�DFFHVV
���'LUHFWRU\�VHUYLFHV��2WKHU�DSSOLFDWLRQV�PD\�XVH�WKHP�IRU�WKHLU�RZQ�SXUSRVHV��EXW�WKLV�ZLOO�QRW�FRQVWUDLQ
���H[WHQVLRQV�DQG�PRGLILFDWLRQV�QHHGHG�WR�PDLQWDLQ�RU�LPSURYH�WKH�'LUHFWRU\�VHUYLFH�

,032576
LG�DW��LQIRUPDWLRQ)UDPHZRUN��XSSHU%RXQGV��VHOHFWHG$WWULEXWH7\SHV��EDVLF$FFHVV&RQWURO

)520�8VHIXO'HILQLWLRQV�^MRLQW�LVR�FFLWW�GV����PRGXOH����XVHIXO'HILQLWLRQV�����`

1DPH��$775,%87(
)520�,QIRUPDWLRQ)UDPHZRUN�LQIRUPDWLRQ)UDPHZRUN

XE�XVHU�SDVVZRUG
)520�8SSHU%RXQGV�XSSHU%RXQGV

$XWKHQWLFDWLRQ/HYHO
)520�%DVLF$FFHVV&RQWURO�EDVLF$FFHVV&RQWURO

8QLTXH,GHQWLILHU��RFWHW6WULQJ0DWFK
)520�6HOHFWHG$WWULEXWH7\SHV�VHOHFWHG$WWULEXWH7\SHV �

���W\SHV���

&HUWLILFDWH �� 6,*1('^6(48(1&(�^
YHUVLRQ >�@ 9HUVLRQ�'()$8/7�Y��
VHULDO1XPEHU &HUWLILFDWH6HULDO1XPEHU�
VLJQDWXUH $OJRULWKP,GHQWLILHU�
LVVXHU 1DPH�
YDOLGLW\ 9DOLGLW\�
VXEMHFW 1DPH�
VXEMHFW3XEOLF.H\,QIR 6XEMHFW3XEOLF.H\,QIR�
LVVXHU8QLTXH,GHQWLILHU >�@ ,03/,&,7�8QLTXH,GHQWLILHU�237,21$/�

���LI�SUHVHQW��YHUVLRQ�PXVW�EH�Y�
VXEMHFW8QLTXH,GHQWLILHU >�@ ,03/,&,7�8QLTXH,GHQWLILHU�237,21$/

���LI�SUHVHQW��YHUVLRQ�PXVW�EH�Y�����``

9HUVLRQ �� ,17(*(5�^�Y������Y�����`

&HUWLILFDWH6HULDO1XPEHU �� ,17(*(5

$OJRULWKP,GHQWLILHU �� 6(48(1&(�^
DOJRULWKP $/*25,7+0�	LG��^6XSSRUWHG$OJRULWKPV`��
SDUDPHWHUV $/*25,7+0�	7\SH��^6XSSRUWHG$OJRULWKPV`^�#DOJRULWKP`��237,21$/�`

�� 'HILQLWLRQ�RI�WKH�IROORZLQJ�LQIRUPDWLRQ�REMHFW�VHW�LV�GHIHUUHG��SHUKDSV�WR�VWDQGDUGL]HG
�� SURILOHV�RU�WR�SURWRFRO�LPSOHPHQWDWLRQ�FRQIRUPDQFH�VWDWHPHQWV��7KH�VHW�LV�UHTXLUHG�WR
�� VSHFLI\�D�WDEOH�FRQVWUDLQW�RQ�WKH�SDUDPHWHUV�FRPSRQHQW�RI�$OJRULWKP,GHQWLILHU�

6XSSRUWHG$OJRULWKPV $/*25,7+0 �� ^�����`

9DOLGLW\ �� 6(48(1&(�^
QRW%HIRUH 87&7LPH�
QRW$IWHU 87&7LPH�`
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6XEMHFW3XEOLF.H\,QIR �� 6(48(1&(�^
DOJRULWKP $OJRULWKP,GHQWLILHU�
VXEMHFW3XEOLF.H\ %,7�675,1*�`

&HUWLILFDWHV �� 6(48(1&(�^
XVHU&HUWLILFDWH &HUWLILFDWH�
FHUWLILFDWLRQ3DWK )RUZDUG&HUWLILFDWLRQ3DWK�237,21$/`

)RUZDUG&HUWLILFDWLRQ3DWK �� 6(48(1&(�2)�&URVV&HUWLILFDWHV

&HUWLILFDWLRQ3DWK �� 6(48(1&(�^
XVHU&HUWLILFDWH &HUWLILFDWH�
WKH&$&HUWLILFDWHV 6(48(1&(�2)�&HUWLILFDWH3DLU�237,21$/`

&URVV&HUWLILFDWHV �� 6(7�2)�&HUWLILFDWH

&HUWLILFDWH/LVW �� 6,*1('�^�6(48(1&(�^
VLJQDWXUH $OJRULWKP,GHQWLILHU�
LVVXHU 1DPH�
WKLV8SGDWH 87&7LPH�
QH[W8SGDWH 87&7LPH�237,21$/�
UHYRNHG&HUWLILFDWHV 6(48(1&(�2)�6(48(1&(�^

XVHU&HUWLILFDWH &HUWLILFDWH6HULDO1XPEHU�
UHYRFDWLRQ'DWH 87&7LPH�`�237,21$/``

&HUWLILFDWH3DLU �� 6(48(1&(�^
IRUZDUG >�@ &HUWLILFDWH�237,21$/�
UHYHUVH >�@ &HUWLILFDWH�237,21$/

���DW�OHDVW�RQH�RI�WKH�SDLU�VKDOO�EH�SUHVHQW����`

���DWWULEXWH�W\SHV���

XVHU3DVVZRUG $775,%87( �� ^
:,7+�6<17$; 2&7(7�675,1*��6,=(�����XE�XVHU�SDVVZRUG��
(48$/,7<�0$7&+,1*�58/( RFWHW6WULQJ0DWFK
,' LG�DW�XVHU3DVVZRUG�`

XVHU&HUWLILFDWH $775,%87( �� ^
:,7+�6<17$; &HUWLILFDWH
,' LG�DW�XVHU&HUWLILFDWH`

F$&HUWLILFDWH $775,%87( �� ^
:,7+�6<17$; &HUWLILFDWH
,' LG�DW�F$FHUWLILFDWH�`

DXWKRULW\5HYRFDWLRQ/LVW $775,%87( �� ^
:,7+�6<17$; &HUWLILFDWH/LVW
,' LG�DW�DXWKRULW\5HYRFDWLRQ/LVW�`

FHUWLILFDWH5HYRFDWLRQ/LVW $775,%87( �� ^
:,7+�6<17$; &HUWLILFDWH/LVW
,' LG�DW�FHUWLILFDWH5HYRFDWLRQ/LVW�`

FURVV&HUWLILFDWH3DLU $775,%87( �� ^
:,7+�6<17$; &HUWLILFDWH3DLU
,' LG�DW�FURVV&HUWLILFDWH3DLU�`

���LQIRUPDWLRQ�REMHFW�FODVVHV���

$/*25,7+0 �� 7<3(�,'(17,),(5

���SDUDPHWHUL]HG�W\SHV���

+$6+('�^�7R%H+DVKHG�` �� 2&7(7�675,1*���&21675$,1('�%<�^
���PXVW�EH�WKH�UHVXOW�RI�DSSO\LQJ�D�KDVKLQJ�SURFHGXUH�WR�WKH���
���'(5�HQFRGHG��VHH������RFWHWV���
���RI�D�YDOXH�RI����7R%H+DVKHG�`�

(1&5<37('�^�7R%H(QFLSKHUHG�` �� %,7�675,1*���&21675$,1('�%<�^
���PXVW�EH�WKH�UHVXOW�RI�DSSO\LQJ�DQ�HQFLSKHUPHQW�SURFHGXUH���
���WR�WKH�%(5�HQFRGHG�RFWHWV�RI�D�YDOXH�RI����7R%H(QFLSKHUHG`�
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6,*1('�^�7R%H6LJQHG�` �� 6(48(1&(�^
WR%H6LJQHG 7R%H6LJQHG�
&20321(176�2) 6,*1$785(�^�7R%H6LJQHG�``

6,*1$785(�^�2I6LJQDWXUH�` �� 6(48(1&(�^
DOJRULWKP,GHQWLILHU $OJRULWKP,GHQWLILHU�
HQFU\SWHG (1&5<37('�^�+$6+('�^�2I6LJQDWXUH�```

���REMHFW�LGHQWLILHU�DVVLJQPHQWV���

LG�DW�XVHU3DVVZRUG 2%-(&7�,'(17,),(5 �� ^LG�DW���`
LG�DW�XVHU&HUWLILFDWH 2%-(&7�,'(17,),(5 �� ^LG�DW���`
LG�DW�F$FHUWLILFDWH 2%-(&7�,'(17,),(5 �� ^LG�DW���`
LG�DW�DXWKRULW\5HYRFDWLRQ/LVW 2%-(&7�,'(17,),(5 �� ^LG�DW���`
LG�DW�FHUWLILFDWH5HYRFDWLRQ/LVW 2%-(&7�,'(17,),(5 �� ^LG�DW���`
LG�DW�FURVV&HUWLILFDWH3DLU 2%-(&7�,'(17,),(5 �� ^LG�DW���`

(1'
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$QQH[�%

6HFXULW\�UHTXLUHPHQWV��
�7KLV�DQQH[�GRHV�QRW�IRUP�DQ�LQWHJUDO�SDUW�RI�WKLV�5HFRPPHQGDWLRQ�_�,QWHUQDWLRQDO�6WDQGDUG�

Many OSI applications, CCITT-defined services and non-CCITT-defined services will have requirements for security.
Such requirements derive from the need to protect the transfer of information from a range of potential threats.

%�� 7KUHDWV

6RPH�FRPPRQO\�NQRZQ�WKUHDWV�DUH�

D� ,GHQWLW\�,QWHUFHSWLRQ�±�7KH�LGHQWLW\�RI�RQH�RU�PRUH�RI�WKH�XVHUV�LQYROYHG�LQ�D�FRPPXQLFDWLRQ�LV�REVHUYHG
IRU�PLVXVH�

E� 0DVTXHUDGH�±�7KH�SUHWHQVH�E\�D�XVHU�WR�EH�D�GLIIHUHQW�XVHU� LQ�RUGHU� WR�JDLQ�DFFHVV�WR�LQIRUPDWLRQ�RU� WR
DFTXLUH�DGGLWLRQDO�SULYLOHJHV�

F� 5HSOD\�±�7KH�UHFRUGLQJ�DQG�VXEVHTXHQW�UHSOD\�RI�D�FRPPXQLFDWLRQ�DW�VRPH�ODWHU�GDWH�

G� 'DWD�,QWHUFHSWLRQ�±�7KH�REVHUYDWLRQ�RI�XVHU�GDWD�GXULQJ�D�FRPPXQLFDWLRQ�E\�DQ�XQDXWKRUL]HG�XVHU�

H� 0DQLSXODWLRQ�±�7KH�UHSODFHPHQW��LQVHUWLRQ��GHOHWLRQ�RU�PLVRUGHULQJ�RI�XVHU�GDWD�GXULQJ�D�FRPPXQLFDWLRQ
E\�DQ�XQDXWKRUL]HG�XVHU�

I� 5HSXGLDWLRQ�±�7KH�GHQLDO�E\�D�XVHU�RI�KDYLQJ�SDUWLFLSDWHG�LQ�SDUW�RU�DOO�RI�D�FRPPXQLFDWLRQ�

J� 'HQLDO� RI� 6HUYLFH� ±� 7KH� SUHYHQWLRQ� RU� LQWHUUXSWLRQ� RI� D� FRPPXQLFDWLRQ� RU� WKH� GHOD\� RI� WLPH�FULWLFDO
RSHUDWLRQV

127(� �� ±� 7KLV� VHFXULW\� WKUHDW� LV� D� PRUH� JHQHUDO� RQH� DQG� GHSHQGV� RQ� WKH� LQGLYLGXDO� DSSOLFDWLRQ� RU� RQ� WKH
LQWHQWLRQ� RI� WKH� XQDXWKRUL]HG� GLVUXSWLRQ� DQG� LV� WKHUHIRUH� QRW� H[SOLFLWO\� ZLWKLQ� WKH� VFRSH� RI� WKH� DXWKHQWLFDWLRQ
IUDPHZRUN�

K� 0LV�URXWLQJ�±�7KH�PLV�URXWLQJ�RI�D�FRPPXQLFDWLRQ�SDWK�LQWHQGHG�IRU�RQH�XVHU�WR�DQRWKHU�
127(���±�0LV�URXWLQJ�ZLOO�QDWXUDOO\�RFFXU�LQ�26,�OD\HUV���WKURXJK����7KHUHIRUH�PLV�URXWLQJ�LV�RXWVLGH�RI�WKH

VFRSH�RI� WKH� DXWKHQWLFDWLRQ� IUDPHZRUN��+RZHYHU�� LW�PD\�EH� SRVVLEOH� WR� DYRLG� WKH� FRQVHTXHQFHV� RI�PLV�URXWLQJ� E\
XVLQJ�DSSURSULDWH�VHFXULW\�VHUYLFHV�DV�SURYLGHG�ZLWKLQ�WKH�DXWKHQWLFDWLRQ�IUDPHZRUN�

L� 7UDIILF� $QDO\VLV� ±� 7KH� REVHUYDWLRQ� RI� LQIRUPDWLRQ� DERXW� D� FRPPXQLFDWLRQ� EHWZHHQ� XVHUV
�H�J��DEVHQFH�SUHVHQFH��IUHTXHQF\��GLUHFWLRQ��VHTXHQFH��W\SH��DPRXQW��HWF���

127(���±�7UDIILF�DQDO\VLV�WKUHDWV�DUH�QDWXUDOO\�QRW�UHVWULFWHG�WR�D�FHUWDLQ�26,�OD\HU��7KHUHIRUH�7UDIILF�DQDO\VLV�LV
JHQHUDOO\� RXWVLGH� WKH� VFRSH� RI� WKH� DXWKHQWLFDWLRQ� IUDPHZRUN�� +RZHYHU�� WUDIILF� DQDO\VLV� FDQ� EH� SDUWLDOO\� SURWHFWHG
DJDLQVW�E\�JHQHUDWLQJ�DGGLWLRQDO�XQLQWHOOLJLEOH�WUDIILF��WUDIILF�SDGGLQJ���XVLQJ�HQFLSKHUHG�RU�UDQGRP�GDWD�

%�� 6HFXULW\�VHUYLFHV

,Q�RUGHU�WR�SURWHFW�DJDLQVW�SHUFHLYHG�WKUHDWV��YDULRXV�VHFXULW\�VHUYLFHV�QHHG�WR�EH�SURYLGHG��6HFXULW\�VHUYLFHV�DV�SURYLGHG
E\�WKH�DXWKHQWLFDWLRQ�IUDPHZRUN�DUH�SHUIRUPHG�E\�PHDQV�RI�WKH�VHFXULW\�PHFKDQLVPV�GHVFULEHG�LQ�%���

D� 3HHU� HQWLW\� DXWKHQWLFDWLRQ� ±� 7KLV� VHUYLFH� SURYLGHV� FRUURERUDWLRQ� WKDW� D� XVHU� LQ� D� FHUWDLQ� LQVWDQFH� RI
FRPPXQLFDWLRQ�LV�WKH�RQH�FODLPHG��7ZR�GLIIHUHQW�SHHU�HQWLW\�DXWKHQWLFDWLRQ�VHUYLFHV�PD\�EH�UHTXHVWHG�

± VLQJOH� HQWLW\� DXWKHQWLFDWLRQ� �HLWKHU� GDWD� RULJLQ� HQWLW\� DXWKHQWLFDWLRQ� RU� GDWD� UHFLSLHQW� HQWLW\
DXWKHQWLFDWLRQ��

± PXWXDO�DXWKHQWLFDWLRQ��ZKHUH�ERWK�XVHUV�FRPPXQLFDWLQJ�DXWKHQWLFDWH�HDFK�RWKHU�

:KHQ�UHTXHVWLQJ�D�SHHU�HQWLW\�DXWKHQWLFDWLRQ�VHUYLFH��WKH�WZR�XVHUV�DJUHH�ZKHWKHU�WKHLU�LGHQWLWLHV�VKDOO�EH
SURWHFWHG�RU�QRW�

7KH� SHHU� HQWLW\� DXWKHQWLFDWLRQ� VHUYLFH� LV� VXSSRUWHG� E\� WKH� DXWKHQWLFDWLRQ� IUDPHZRUN�� ,W� FDQ� EH� XVHG� WR
SURWHFW�DJDLQVW�PDVTXHUDGH�DQG�UHSOD\��FRQFHUQLQJ�WKH�XVHUV¶�LGHQWLWLHV�

_______________
�� )RU�IXUWKHU�LQIRUPDWLRQ�VHH�,62��������
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E� $FFHVV�FRQWURO�±�7KLV�VHUYLFH�FDQ�EH�XVHG�WR�SURWHFW�DJDLQVW�WKH�XQDXWKRUL]HG�XVH�RI�UHVRXUFHV��7KH�DFFHVV
FRQWURO�VHUYLFH�LV�SURYLGHG�E\�WKH�'LUHFWRU\�RU�DQRWKHU�DSSOLFDWLRQ�DQG�LV�WKHUHIRUH�QRW�D�FRQFHUQ�RI� WKH
DXWKHQWLFDWLRQ�IUDPHZRUN�

F� 'DWD� FRQILGHQWLDOLW\� ±� 7KLV� VHUYLFH� FDQ� EH� XVHG� WR� SURYLGH� IRU� SURWHFWLRQ� RI� GDWD� IURP� XQDXWKRUL]HG
GLVFORVXUH��7KH�GDWD�FRQILGHQWLDOLW\�VHUYLFH�LV�VXSSRUWHG�E\�WKH�DXWKHQWLFDWLRQ�IUDPHZRUN��,W�FDQ�EH�XVHG
WR�SURWHFW�DJDLQVW�GDWD�LQWHUFHSWLRQ�

G� 'DWD�LQWHJULW\�±�7KLV�VHUYLFH�SURYLGHV�SURRI�RI�WKH�LQWHJULW\�RI�GDWD�LQ�D�FRPPXQLFDWLRQ��7KH�GDWD�LQWHJULW\
VHUYLFH� LV� VXSSRUWHG� E\� WKH� DXWKHQWLFDWLRQ� IUDPHZRUN�� ,W� FDQ� EH� XVHG� WR� GHWHFW� DQG� SURWHFW� DJDLQVW
PDQLSXODWLRQ�

H� 1RQ�UHSXGLDWLRQ�±�7KLV�VHUYLFH�SURYLGHV�SURRI�RI�WKH�LQWHJULW\�DQG�RULJLQ�RI�GDWD�±�ERWK�LQ�DQ�XQIRUJHDEOH
UHODWLRQVKLS�±�ZKLFK�FDQ�EH�YHULIHG�E\�DQ\�WKLUG�SDUW\�DW�DQ\�WLPH�

%�� 6HFXULW\�PHFKDQLVPV

7KH�VHFXULW\�PHFKDQLVPV�RXWOLQH�KHUH�SHUIRUP�WKH�VHFXULW\�VHUYLFHV�GHVFULEHG�LQ�%���

D� $XWKHQWLFDWLRQ� H[FKDQJH� ±� 7KHUH� DUH� WZR� JUDGHV� RI� DXWKHQWLFDWLRQ� PHFKDQLVP� SURYLGHG� E\� WKH
DXWKHQWLFDWLRQ�IUDPHZRUN�

6LPSOH�DXWKHQWLFDWLRQ�±�5HOLHV�RQ�WKH�RULJLQDWRU�VXSSO\LQJ�LWV�QDPH�DQG�SDVVZRUG��ZKLFK�DUH�FKHFNHG�E\
WKH�UHFLSLHQW�

6WURQJ� DXWKHQWLFDWLRQ� ±� 5HOLHV� RQ� WKH� XVH� RI� FU\SWRJUDSKLF� WHFKQLTXHV� WR� SURWHFW� WKH� H[FKDQJH� RI
YDOLGDWLQJ� LQIRUPDWLRQ�� ,Q� WKH� DXWKHQWLFDWLRQ� IUDPHZRUN�� VWURQJ� DXWKHQWLFDWLRQ� LV� EDVHG� XSRQ� DQ
DV\PPHWULF�VFKHPH�

7KH�DXWKHQWLFDWLRQ�H[FKDQJH�PHFKDQLVP�LV�XVHG�WR�VXSSRUW�WKH�SHHU�HQWLW\�DXWKHQWLFDWLRQ�VHUYLFH�

E� (QFLSKHUPHQW�±�7KH�DXWKHQWLFDWLRQ�IUDPHZRUN�HQYLVDJHV�WKH�HQFLSKHUPHQW�RI�GDWD�GXULQJ�WUDQVIHU��(LWKHU
DV\PPHWULF�RU�V\PPHWULF�VFKHPHV�PD\�EH�XVHG��7KH�QHFHVVDU\�NH\�H[FKDQJH�IRU�HLWKHU�FDVH�LV�SHUIRUPHG
HLWKHU� ZLWKLQ� D� SUHFHGLQJ� DXWKHQWLFDWLRQ� H[FKDQJH� RU� RII�OLQH� DQ\� WLPH� EHIRUH� WKH� LQWHQGHG
FRPPXQLFDWLRQ��7KH�ODWWHU�FDVH�LV�RXWVLGH�WKH�VFRSH�RI� WKH�DXWKHQWLFDWLRQ�IUDPHZRUN��7KH�HQFLSKHUPHQW
PHFKDQLVP�VXSSRUWV�WKH�GDWD�FRQILGHQWLDOLW\�VHUYLFH�

F� 'DWD�LQWHJULW\�±�7KLV�PHFKDQLVP�LQYROYHV�WKH�HQFLSKHUPHQW�RI�D�FRPSUHVVHG�VWULQJ�RI�WKH�UHOHYDQW�GDWD�WR
EH�WUDQVIHUUHG��7RJHWKHU�ZLWK�WKH�SODLQ�GDWD��WKLV�PHVVDJH�LV�VHQW�WR�WKH�UHFLSLHQW��7KH�UHFLSLHQW�UHSHDWV�WKH
FRPSUHVVLQJ�DQG�VXEVHTXHQW�HQFLSKHUPHQW�RI�WKH�SODLQ�GDWD�DQG�FRPSDUHV�WKH�UHVXOW�ZLWK�WKDW�FUHDWHG�E\
WKH�RULJLQDWRU�WR�SURYH�LQWHJULW\�

7KH�GDWD�LQWHJULW\�PHFKDQLVP�FDQ�EH�SURYLGHG�E\�HQFLSKHUPHQW�RI�WKH�FRPSUHVVHG�SODLQ�GDWD�E\�HLWKHU�DQ
DV\PPHWULF�VFKHPH�RU�D�V\PPHWULF�VFKHPH���:LWK�WKH�V\PPHWULF�VFKHPH��FRPSUHVVLRQ�DQG�HQFLSKHUPHQW
RI� GDWD� PLJKW� EH� SURFHVVHG� VLPXOWDQHRXVO\��� 7KH� PHFKDQLVP� LV� QRW� H[SOLFLWO\� SURYLGHG� E\� WKH
DXWKHQWLFDWLRQ�IUDPHZRUN��+RZHYHU�LW�LV�IXOO\�SURYLGHG�DV�D�SDUW�RI�WKH�GLJLWDO�VLJQDWXUH�PHFKDQLVP��VHH
EHORZ��XVLQJ�DQ�DV\PPHWULF�VFKHPH�

7KH� GDWD� LQWHJULW\� PHFKDQLVP� VXSSRUWV� WKH� GDWD� LQWHJULW\� VHUYLFH�� ,W� DOVR� SDUWLDOO\� VXSSRUWV� WKH� QRQ�
UHSXGLDWLRQ�VHUYLFH��WKDW�VHUYLFH�DOVR�QHHGV�WKH�GLJLWDO�VLJQDWXUH�PHFKDQLVP�IRU�LWV�UHTXLUHPHQWV�WR�EH�IXOO\
PHW��

G� 'LJLWDO� VLJQDWXUH� ±� 7KLV� PHFKDQLVP� LQYROYHV� WKH� HQFLSKHUPHQW�� E\� WKH� RULJLQDWRU¶V� SULYDWH� NH\�� RI� D
FRPSUHVVHG�VWULQJ�RI�WKH�UHOHYDQW�GDWD�WR�EH�WUDQVIHUUHG��7KH�GLJLWDO�VLJQDWXUH�WRJHWKHU�ZLWK�WKH�SODLQ�GDWD
LV�VHQW�WR�WKH�UHFLSLHQW��6LPLODUO\�WR�WKH�FDVH�RI�WKH�GDWD�LQWHJULW\�PHFKDQLVP��WKLV�PHVVDJH�LV�SURFHVVHG�E\
WKH� UHFLSLHQW� WR� SURYH� LQWHJULW\�� 7KH� GLJLWDO� VLJQDWXUH� PHFKDQLVP� DOVR� SURYHV� WKH� DXWKHQWLFLW\� RI� WKH
RULJLQDWRU�DQG�WKH�XQDPELJXRXV�UHODWLRQVKLS�EHWZHHQ�WKH�RULJLQDWRU�DQG�WKH�GDWD�WKDW�ZDV�WUDQVIHUUHG�

7KH�DXWKHQWLFDWLRQ�IUDPHZRUN�VXSSRUWV�WKH�GLJLWDO�VLJQDWXUH�PHFKDQLVP�XVLQJ�DQ�DV\PPHWULF�VFKHPH�

7KH�GLJLWDO�VLJQDWXUH�PHFKDQLVP�VXSSRUWV�WKH�GDWD�LQWHJULW\�VHUYLFH�DQG�DOVR�VXSSRUWV�WKH�QRQ�UHSXGLDWLRQ
VHUYLFH�
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%�� 7KUHDWV�SURWHFWHG�DJDLQVW�E\�WKH�VHFXULW\�VHUYLFHV

7DEOH�%���LQGLFDWHV�WKH�VHFXULW\�WKUHDWV�ZKLFK�HDFK�VHFXULW\�VHUYLFH�FDQ�SURWHFW�DJDLQVW��7KH�SUHVHQFH�RI�DQ�EXOOHW��³�´�
LQGLFDWHV�WKDW�D�FHUWDLQ�VHFXULW\�VHUYLFH�DIIRUGV�SURWHFWLRQ�DJDLQVW�D�FHUWDLQ�WKUHDW�

7DEOH�%���±�7KUHDWV�DQG�SURWHFWLRQ

%�� 1HJRWLDWLRQ�RI�VHFXULW\�VHUYLFHV�DQG�PHFKDQLVPV

7KH�SURYLVLRQ�RI�VHFXULW\�IHDWXUHV�GXULQJ�DQ�LQVWDQFH�RI�FRPPXQLFDWLRQ�UHTXLUHV�WKH�QHJRWLDWLRQ�RI�WKH�FRQWH[W�LQ�ZKLFK
VHFXULW\�VHUYLFHV�DUH�UHTXLUHG��7KLV�HQWDLOV�DJUHHPHQW�RQ�WKH�W\SH�RI�VHFXULW\�PHFKDQLVPV�DQG�VHFXULW\�SDUDPHWHUV�WKDW�DUH
QHFHVVDU\� WR�SURYLGH� VXFK� VHFXULW\� VHUYLFHV��7KH�SURFHGXUHV� UHTXLUHG� IRU� QHJRWLDWLQJ�PHFKDQLVPV� DQG�SDUDPHWHUV� FDQ
HLWKHU�EH�FDUULHG�RXW�DV�DQ�LQWHJUDO�SDUW�RI�WKH�QRUPDO�FRQQHFWLRQ�HVWDEOLVKPHQW�SURFHGXUH�RU�DV�D�VHSDUDWH�SURFHVV��7KH
SUHFLVH�GHWDLOV�RI�WKHVH�SURFHGXUHV�IRU�QHJRWLDWLRQ�DUH�QRW�VSHFLILHG�LQ�WKLV�DQQH[�

6HUYLFHV

7KUHDWV (QWLW\ 'DWD 'DWD 1RQ�
DXWKHQWLFDWLRQ FRQILGHQWLDOLW\ LQWHJULW\ UHSXGLDWLRQ

,GHQWLW\�LQWHUFHSWLRQ Â��LI�UHTXLUHG�
'DWD�LQWHUFHSWLRQ Â
0DVTXHUDGH Â
5HSOD\ Â��LGHQWLW\� Â��GDWD� Â
0DQLSXODWLRQ Â
5HSXGLDWLRQ Â
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�� ,78�7�5HF��;�����������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ

$QQH[�&

$Q�LQWURGXFWLRQ�WR�SXEOLF�NH\�FU\SWRJUDSK\��
�7KLV�DQQH[�GRHV�QRW�IRUP�DQ�LQWHJUDO�SDUW�RI�WKLV�5HFRPPHQGDWLRQ�_�,QWHUQDWLRQDO�6WDQGDUG�

In conventional cryptographic systems, the key used to encipher information by the originator of a secret message is the
same as that used to decipher the message by the legitimate recipient.

,Q�SXEOLF�NH\�FU\SWRV\VWHPV��3.&6���KRZHYHU��NH\V�FRPH�LQ�SDLUV��RQH�NH\�RI�ZKLFK�LV�XVHG�IRU�HQFLSKHULQJ�DQG�WKH�RWKHU
IRU�GHFLSKHULQJ��(DFK�NH\�SDLU�LV�DVVRFLDWHG�ZLWK�D�SDUWLFXODU�XVHU�;��2QH�RI�WKH�NH\V��NQRZQ�DV�WKH�SXEOLF�NH\��;S��LV
SXEOLFO\�NQRZQ��DQG�FDQ�EH�XVHG�E\�DQ\�XVHU� WR�HQFLSKHU�GDWD��2QO\�;��ZKR�SRVVHVVHV� WKH�FRPSOHPHQWDU\�SULYDWH�NH\
�;V��PD\�GHFLSKHU�WKH�GDWD���7KLV�LV�UHSUHVHQWHG�QRWDWLRQDOO\�E\�'� �;V>;S>'@@���,W�LV�FRPSXWDWLRQDOO\�LQIHDVLEOH�WR�GHULYH
WKH�SULYDWH�NH\�IURP�NQRZOHGJH�RI�WKH�SXEOLF�NH\��$Q\�XVHU�FDQ�WKXV�FRPPXQLFDWH�D�SLHFH�RI�LQIRUPDWLRQ�ZKLFK�RQO\�;
FDQ�ILQG�RXW��E\�HQFLSKHULQJ�LW�XQGHU�;S��%\�H[WHQVLRQ��WZR�XVHUV�FDQ�FRPPXQLFDWH�LQ�VHFUHW��E\�XVLQJ�HDFK�RWKHU¶V�SXEOLF
NH\�WR�HQFLSKHU�WKH�GDWD��DV�VKRZQ�LQ�)LJXUH�&���

7,62��������G��

��

$ %

� �

H� �%S>[@ [� �%V>H@

[′� �$V>H′@ H′� �$S�>[′@

)LJXUH�&���±�8VH�RI�D�3.&6�WR�H[FKDQJH�VHFUHW�LQIRUPDWLRQ

),*85(�&�����>'��@� �����&0

8VHU�$�KDV�SXEOLF�NH\�$S�DQG�SULYDWH�NH\�$V��DQG�XVHU�%�KDV�DQRWKHU�VHW�RI�NH\V��%S�DQG�%V��$�DQG�%�ERWK�NQRZ�WKH
SXEOLF�NH\V�RI�HDFK�RWKHU��EXW�DUH�XQDZDUH�RI�WKH�SULYDWH�NH\�RI�WKH�RWKHU�SDUW\��$�DQG�%�PD\�WKHUHIRUH�H[FKDQJH�VHFUHW
LQIRUPDWLRQ�ZLWK�RQH�DQRWKHU�XVLQJ�WKH�IROORZLQJ�VWHSV��LOOXVWUDWHG�LQ�)LJXUH�%����

1 $�ZLVKHV�WR�VHQG�VRPH�VHFUHW�LQIRUPDWLRQ�[�WR�%��$�WKHUHIRUH�HQFLSKHUV�[�XQGHU�%¶V�HQFLSKHULQJ�NH\�DQG
VHQGV�WKH�HQFLSKHUHG�LQIRUPDWLRQ�H�WR�%��7KLV�LV�UHSUHVHQWHG�E\�

H� �%S>[@
2 %�PD\�QRZ�GHFLSKHU� WKLV� HQFLSKHUPHQW�H� WR�REWDLQ� WKH� LQIRUPDWLRQ�[�E\�XVLQJ� WKH� VHFUHW�GHFLSKHUPHQW

NH\�%V��1RWH�WKDW�%�LV�WKH�RQO\�SRVVHVVRU�RI�%V��DQG�EHFDXVH�WKLV�NH\�PD\�QHYHU�EH�GLVFORVHG�RU�VHQW��LW�LV
LPSRVVLEOH�IRU�DQ\�RWKHU�SDUW\�WR�REWDLQ�WKH�LQIRUPDWLRQ�[��7KH�SRVVHVVLRQ�RI�%V�GHWHUPLQHV�WKH�LGHQWLW\
RI�%��7KH�GHFLSKHUPHQW�RSHUDWLRQ�LV�UHSUHVHQWHG�E\�

[� �%V>H@��RU�[� �%V>%S>[@@
3 %�PD\�QRZ�VLPLODUO\�VHQG�VRPH�VHFUHW�LQIRUPDWLRQ��[
��WR�$��XQGHU�$¶V�HQFLSKHULQJ�NH\��$S�

H
� �$S>[
@
4 $�REWDLQV�[
�E\�GHFLSKHULQJ�H
�

[
� �$V>H
@��RU�[
� �$V>$S>[
@@

_______________
�� )RU�IXUWKHU�LQIRUPDWLRQ��VHH�

',)),(��:���DQG�+(//0$1��0�(���1HZ�'LUHFWLRQV�LQ�&U\SWRJUDSK\��,(((�7UDQVDFWLRQV�RQ�,QIRUPDWLRQ�7KHRU\��,7�����1R����
�1RYHPEHU�������
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%\�WKLV�PHDQV��$�DQG�%�KDYH�H[FKDQJHG�VHFUHW� LQIRUPDWLRQ�[�DQG�[
��7KLV� LQIRUPDWLRQ�PD\�QRW�EH�REWDLQHG�E\�DQ\RQH
RWKHU�WKDQ�$�DQG�%��SURYLGLQJ�WKDW�WKHLU�SULYDWH�NH\V�DUH�QRW�UHYHDOHG�

6XFK� DQ� H[FKDQJH� FDQ�� DV� ZHOO� DV� WUDQVIHUULQJ� VHFUHW� LQIRUPDWLRQ� EHWZHHQ� WKH� SDUWLHV�� VHUYH� WR� YHULI\� WKHLU� LGHQWLWLHV�
6SHFLILFDOO\��$�DQG�%�DUH� LGHQWLILHG�E\� WKHLU�SRVVHVVLRQ�RI� WKH�VHFUHW�GHFLSKHULQJ�NH\V��$V�DQG�%V�UHVSHFWLYHO\��$�PD\
GHWHUPLQH� LI�%� LV� LQ� SRVVHVVLRQ�RI� WKH� VHFUHW� GHFLSKHULQJ�NH\��%V�� E\�KDYLQJ� UHWXUQHG�SDUW� RI� KLV� LQIRUPDWLRQ�[� LQ�%¶V
PHVVDJH�[
��7KLV� LQGLFDWHV� WR�$� WKDW� FRPPXQLFDWLRQ� LV� WDNLQJ�SODFH�ZLWK� WKH�SRVVHVVRU�RI�%V��%�PD\� VLPLODUO\� WHVW� WKH
LGHQWLW\�RI�$�

,W� LV�D�SURSHUW\�RI�VRPH�3.&6�WKDW� WKH�VWHSV�RI�GHFLSKHUPHQW�DQG�HQFLSKHUPHQW�FDQ�EH� UHYHUVHG��DV� LQ�' ;S>;V>'@@�
7KLV�DOORZV�D�SLHFH�RI� LQIRUPDWLRQ�ZKLFK�FRXOG�RQO\�KDYH�EHHQ�RULJLQDWHG�E\�;�� WR�EH�UHDGDEOH�E\�DQ\�XVHU��ZKR�KDV
SRVVHVVLRQ�RI�;S���7KLV�FDQ��WKHUHIRUH��EH�XVHG�LQ�WKH�FHUWLI\LQJ�RI�WKH�VRXUFH�RI�LQIRUPDWLRQ��DQG�LV�WKH�EDVLV�IRU�GLJLWDO
VLJQDWXUHV��2QO\�3.&6�ZKLFK�KDYH� WKLV��SHUPXWDELOLW\��SURSHUW\�DUH�VXLWDEOH�IRU�XVH� LQ� WKLV�DXWKHQWLFDWLRQ�IUDPHZRUN�
2QH�VXFK�DOJRULWKP�LV�GHVFULEHG�LQ�$QQH[�'�
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�� ,78�7�5HF��;�����������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ

$QQH[�'

7KH�56$���3XEOLF�.H\�&U\SWRV\VWHP��

�7KLV�DQQH[�GRHV�QRW�IRUP�DQ�LQWHJUDO�SDUW�RI�WKLV�5HFRPPHQGDWLRQ�_�,QWHUQDWLRQDO�6WDQGDUG�

'�� 6FRSH�DQG�)LHOG�RI�$SSOLFDWLRQ

,W� LV�EH\RQG�WKH�VFRSH�RI� WKLV�DQQH[�WR�GLVFXVV�56$�IXOO\��+RZHYHU��D�EULHI�GHVFULSWLRQ� LV�JLYHQ�RQ� WKH�PHWKRG��ZKLFK
UHOLHV�RQ�WKH�XVH�RI�PRGXODU�H[SRQHQWLDWLRQ�

'�� 'HILQLWLRQV

7KH�IROORZLQJ�WHUPV�DUH�GHILQHG�LQ�WKLV�DQQH[�

'���� SXEOLF�NH\���7KH�SDLU�RI�SDUDPHWHUV�FRQVLVWLQJ�RI�WKH�3XEOLF�([SRQHQW�DQG�WKH�$ULWKPHWLF�0RGXOXV�

127(�±�7KH�$61���GDWD�HOHPHQW�VXEMHFW3XEOLF.H\��GHILQHG�DV�%,7�675,1*��VHH�$QQH[�$���VKRXOG�EH�LQWHUSUHWHG�LQ�WKH
FDVH�RI�56$�DV�EHLQJ�RI�W\SH�

6(48(1&(�^,17(*(5��,17(*(5`

ZKHUH�WKH�ILUVW�LQWHJHU�LV�WKH�$ULWKPHWLF�0RGXOXV�DQG�WKH�VHFRQG�LV�WKH�3XEOLF�([SRQHQW��7KH�VHTXHQFH�LV�UHSUHVHQWHG�E\�PHDQV�RI�WKH
$61���%DVLF�(QFRGLQJ�5XOHV�

'���� SULYDWH�NH\���7KH�SDLU�RI�SDUDPHWHUV�FRQVLVWLQJ�RI�WKH�6HFUHW�([SRQHQW�DQG�WKH�$ULWKPHWLF�0RGXOXV�

'�� 6\PEROV�DQG�DEEUHYLDWLRQV

)RU�WKH�SXUSRVHV�RI�WKLV�DQQH[��WKH�IROORZLQJ�V\PEROV�DQG�DEEUHYLDWLRQV�DSSO\�

;�< 'DWD�EORFNV�ZKLFK�DUH�DULWKPHWLFDOO\�OHVV�WKDQ�WKH�PRGXOXV

Q $ULWKPHWLF�0RGXOXV

H 3XEOLF�([SRQHQW

G 6HFUHW�([SRQHQW

S�T 3ULPH�QXPEHUV�ZKRVH�SURGXFW�IRUPV�WKH�$ULWKPHWLF�0RGXOXV��Q�
127(�±�:KLOH�WKH�SULPH�QXPEHUV�DUH�SUHIHUDEO\�WZR�LQ�QXPEHU��WKH�XVH�RI�D�0RGXOXV�ZLWK�WKUHH��RU�PRUH

SULPH�IDFWRUV�LV�QRW�SUHFOXGHG�

OFP /HDVW�FRPPRQ�PXOWLSOH

PRG�Q $ULWKPHWLF�PRGXOR�Q

_______________
�� 7KH�FU\SWRV\VWHP�VSHFLILHG�LQ�WKLV�DQQH[�LV�ZLGHO\�NQRZQ�DV�56$��5LYVW�6KDPLU�$GOHPDQ�

�� )RU�IXUWKHU�LQIRUPDWLRQ��VHH�

*HQHUDO�

5,9(67��5��/����6+$0,5���$���DQG�$'/(0$1��/��$���0HWKRG�IRU�2EWDLQLQJ�'LJLWDO�6LJQDWXUHV�DQG�3XEOLF�NH\�&U\SWRV\VWHPV�
&RPPXQLFDWLRQV�RI�WKH�$&0���������)HEUXDU\����������������

.H\�*HQHUDWLRQ�5HIHUHQFH�

*25'21��-�����6WURQJ�56$�.H\V��(OHFWURQLFV�/HWWHUV�����������������

'HFLSKHUPHQW�5HIHUHQFH�

48,648$7(5� �-�� -��� DQG� � &2895(85� �&���� )DVW� 'HFLSKHUPHQW� $OJRULWKP� IRU� 56$� 3XEOLF�NH\� &U\SWRV\VWHPV��(OHFWURQLFV
/HWWHUV����������2FWREHU��������������������
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'�� 'HVFULSWLRQ

7KLV�DV\PPHWULF�DOJRULWKP�XVHV�WKH�SRZHU�IXQFWLRQ�IRU�WUDQVIRUPDWLRQ�RI�GDWD�EORFNV�VXFK�WKDW�

<� �;H�PRG�Q ZLWK���≤�;���Q

;� �<G�PRG�Q ZLWK���≤�<���Q

ZKLFK�PD\�EH�VDWLVILHG��IRU�H[DPSOH��E\�

HG�PRG�OFP�S−��T−��� ����RU

HG�PRG��S−���T−��� ���

7R�HIIHFW�WKLV�SURFHVV��D�GDWD�EORFN�VKDOO�EH�LQWHUSUHWHG�DV�DQ�LQWHJHU��7KLV�LV�DFFRPSOLVKHG�E\�FRQVLGHULQJ�WKH�HQWLUH�GDWD
EORFN�WR�EH�DQ�RUGHUHG�VHTXHQFH�RI�ELWV��RI� OHQJWK�λ���7KH�LQWHJHU� LV� WKHQ�IRUPHG�DV�WKH�VXP�RI�WKH�ELWV�DIWHU�JLYLQJ�D
ZHLJKW�RI��λ−��WR�WKH�ILUVW�ELW�DQG�GLYLGLQJ�E\���IRU�HDFK�VXEVHTXHQW�ELW��WKH�ODVW�ELW�KDV�D�ZHLJKW�RI����

7KH�GDWD�EORFN�OHQJWK�VKRXOG�EH�WKH�ODUJHVW�QXPEHU�RI�RFWHWV�FRQWDLQLQJ�IHZHU�ELWV�WKDW�WKH�PRGXOXV��,QFRPSOHWH�EORFNV
VKRXOG�EH�SDGGHG�LQ�DQ\�ZD\�GHVLUHG��$Q\�QXPEHU�RI�EORFNV�RI�DGGLWLRQDO�SDGGLQJ�PD\�EH�DGGHG�

'�� 6HFXULW\�UHTXLUHPHQWV

'���� .H\�OHQJWKV

,W� LV� UHFRJQL]HG� WKDW� WKH� DFFHSWDEOH� NH\� OHQJWK� LV� OLNHO\� WR� FKDQJH� ZLWK� WLPH�� VXEMHFW� WR� WKH� FRVW� DQG� DYDLODELOLW\� RI
KDUGZDUH��WKH�WLPH�WDNHQ��DGYDQFHV�LQ�WHFKQLTXHV�DQG�WKH�OHYHO�RI�VHFXULW\�UHTXLUHG��,W�LV�UHFRPPHQGHG�WKDW�D�YDOXH�IRU�WKH
OHQJWK�RI�Q�RI�����ELWV�EH�DGRSWHG�LQLWLDOO\��EXW�VXEMHFW�WR�IXUWKHU�VWXG\�

'���� .H\�JHQHUDWLRQ

7KH�VHFXULW\�RI�56$�UHOLHV�RQ�WKH�GLIILFXOW\�RI�IDFWRUL]LQJ�Q��7KHUH�DUH�PDQ\�DOJRULWKPV�IRU�SHUIRUPLQJ�WKLV�RSHUDWLRQ�
DQG�LQ�RUGHU�WR�WKZDUW�WKH�XVH�RI�DQ\�FXUUHQWO\�NQRZQ�WHFKQLTXH��WKH�YDOXHV�S�DQG�T�VKDOO�EH�FKRVHQ�FDUHIXOO\��DFFRUGLQJ
WR�WKH�IROORZLQJ�UXOHV��H�J��VHH�IRRWQRWH����³.H\�*HQHUDWLRQ�5HIHUHQFH´��

D� 7KH\�VKRXOG�EH�FKRVHQ�UDQGRPO\�

E� 7KH\�VKRXOG�EH�ODUJH�

F� 7KH\�VKRXOG�EH�SULPH�

G� _S−T�VKRXOG�EH�ODUJH�

H� �S+���VKDOO�SRVVHVV�D�ODUJH�SULPH�IDFWRU�

I� �T+���VKDOO�SRVVHVV�D�ODUJH�SULPH�IDFWRU�

J� �S−���VKDOO�SRVVHVV�D�ODUJH�SULPH�IDFWRU��VD\�U�

K� �T−���VKDOO�SRVVHVV�D�ODUJH�SULPH�IDFWRU��VD\�V�

L� �U−���VKDOO�SRVVHVV�D�ODUJH�SULPH�IDFWRU�

M� �V−���VKDOO�SRVVHVV�D�ODUJH�SULPH�IDFWRU�

$IWHU�JHQHUDWLQJ�WKH�SXEOLF�DQG�SULYDWH�NH\V��H�J��³;S´�DQG�³;V´�DV�GHILQHG�LQ�FODXVHV���DQG����ZKLFK�FRQVLVW�RI�G��H�DQG
Q�� WKH�YDOXHV�S�DQG�T� WRJHWKHU�ZLWK�DOO�RWKHU�GDWD�SURGXFHG�VXFK�DV� WKH�SURGXFW� �S−���T−���DQG� WKH� ODUJH�SULPH�IDFWRUV
VKRXOG�SUHIHUDEO\�EH�GHVWUR\HG��+RZHYHU��NHHSLQJ�S�DQG�T�ORFDOO\�FDQ�LPSURYH�WKURXJKSXW�LQ�GHFU\SWLRQ�E\�WZR�WR�IRXU
WLPHV��7KH�GHFLVLRQ�WR�NHHS�S�DQG�T�LV�FRQVLGHUHG�WR�EH�D�ORFDO�PDWWHU��VHH�IRRWQRWH���³'HFLSKHUPHQW�5HIHUHQFH´��

,W�PXVW�EH�HQVXUHG�WKDW�H�!�ORJ��Q���,I�QRW��WKHQ�WKH�VLPSOH�RSHUDWLRQ�RI�WDNLQJ�WKH�LQWHJHU�H¶WK�URRW�RI�D�FLSKHUWH[W�EORFN
ZLOO�GLVFORVH�WKH�SODLQWH[W�

'�� 3XEOLF�H[SRQHQW

7KH�3XEOLF�([SRQHQW��H��FRXOG�EH�FRPPRQ�WR�WKH�ZKROH�HQYLURQPHQW��LQ�RUGHU�WR�PLQLPL]H�WKH�OHQJWK�RI�WKDW�SDUW�RI�WKH
SXEOLF�NH\�WKDW�DFWXDOO\�KDV�WR�EH�GLVWULEXWHG��LQ�RUGHU�WR�UHGXFH�WUDQVPLVVLRQ�FDSDFLW\�DQG�FRPSOH[LW\�RI�WUDQVIRUPDWLRQ
�VHH�1RWH����
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([SRQHQW�H�VKRXOG�EH�ODUJH�HQRXJK�EXW�VXFK�WKDW�H[SRQHQWLDWLRQ�FDQ�EH�SHUIRUPHG�HIILFLHQWO\�ZLWK�UHJDUG�WR�SURFHVVLQJ
WLPH� DQG� VWRUDJH� FDSDFLW\�� ,I� D� IL[HG� SXEOLF� H[SRQHQW� H� LV� GHVLUHG�� WKHUH� DUH� QRWDEOH�PHULWV� IRU� WKH� XVH� RI� WKH� )HUPDW
1XPEHU�)���VHH�1RWH����

)�� ��
���+��

 �������GHFLPDO��DQG

 �����������������������ELQDU\

127(6

� $OWKRXJK�ERWK�0RGXOXV�Q�DQG�([SRQHQW�H�DUH�SXEOLF��WKH�0RGXOXV�VKRXOG�QRW�EH�WKH�SDUW�ZKLFK�LV�FRPPRQ�WR�D�JURXS
RI�XVHUV��.QRZOHGJH�RI�0RGXOXV�³Q´��3XEOLF�([SRQHQW�³H´��DQG�6HFUHW�([SRQHQW�³G´�LV�VXIILFLHQW�WR�GHWHUPLQH�WKH�IDFWRUL]DWLRQ�RI�³Q´�
7KHUHIRUH��LI�WKH�PRGXOXV�ZHUH�FRPPRQ��HYHU\RQH�FRXOG�GHGXFH�LWV�IDFWRUV��WKHUHE\�GHWHUPLQLQJ�HYHU\RQH�HOVH¶V�VHFUHW�H[SRQHQW�

� 7KH� IL[HG� H[SRQHQW� VKRXOG� EH� ODUJH� DQG� SULPH� EXW� LW� VKRXOG� DOVR� SURYLGH� HIILFLHQW� SURFHVVLQJ�� )HUPDW�1XPEHU� )�
PHHWV�WKHVH�UHTXLUHPHQWV��H�J��DXWKHQWLFDWLRQ�WDNHV�RQO\����PXOWLSOLFDWLRQV�DQG�LV�RQ�WKH�DYHUDJH����WLPHV�IDVWHU�WKDQ�GHFLSKHUPHQW�

'�� &RQIRUPDQFH

:KLOVW�WKLV�DQQH[�VSHFLILHV�DQ�DOJRULWKP�IRU�WKH�SXEOLF�DQG�VHFUHW�IXQFWLRQV��LW�GRHV�QRW�GHILQH�WKH�PHWKRG�ZKHUHE\�WKH
FDOFXODWLRQV�DUH�FDUULHG�RXW��WKHUHIRUH��WKHUH�PD\�EH�GLIIHUHQW�SURGXFWV�ZKLFK�FRPSO\�ZLWK�WKLV�DQQH[�DQG�DUH�PXWXDOO\
FRPSDWLEOH�
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,78�7�5HF��;�����������(�������6XSHUVHGHG�E\�D�PRUH�UHFHQW�YHUVLRQ ��

$QQH[�(

+DVK�IXQFWLRQV
�7KLV�DQQH[�GRHV�QRW�IRUP�DQ�LQWHJUDO�SDUW�RI�WKLV�5HFRPPHQGDWLRQ�_�,QWHUQDWLRQDO�6WDQGDUG�

The square-mod hash function that was described in this annex in the first edition of this Directory Specification is
deprecated.

(�� 5HTXLUHPHQWV�IRU�KDVK�IXQFWLRQV

7R�XVH�D�KDVK�IXQFWLRQ�DV�D�VHFXUH�RQH�ZD\�IXQFWLRQ��LW�VKDOO�QRW�EH�SRVVLEOH�WR�REWDLQ�HDVLO\�WKH�VDPH�KDVK�UHVXOW�IURP
GLIIHUHQW�FRPELQDWLRQV�RI�WKH�LQSXW�PHVVDJH�

$�VWURQJ�KDVK�IXQFWLRQ�VKDOO�PHHW�WKH�IROORZLQJ�UHTXLUHPHQWV�

D� 7KH� KDVK� IXQFWLRQ� VKDOO� EH� RQH�ZD\�� L�H�� JLYHQ� DQ\� SRVVLEOH� KDVK� UHVXOW� LW� VKDOO� EH� FRPSXWDWLRQDOO\
LQIHDVLEOH�WR�FRQVWUXFW�DQ�LQSXW�PHVVDJH�ZKLFK�KDVKHV�WR�WKLV�UHVXOW�

E� 7KH� KDVK� IXQFWLRQ� VKDOO� EH� FROOLVLRQ�IUHH�� L�H�� LW� VKDOO� EH� FRPSXWDWLRQDOO\� LQIHDVLEOH� WR� FRQVWUXFW� WZR
GLVWLQFW�LQSXW�PHVVDJHV�ZKLFK�KDVK�WR�WKH�VDPH�UHVXOW�
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$QQH[�)

7KUHDWV�SURWHFWHG�DJDLQVW�E\�WKH�VWURQJ�DXWKHQWLFDWLRQ�PHWKRG
�7KLV�DQQH[�GRHV�QRW�IRUP�DQ�LQWHJUDO�SDUW�RI�WKLV�5HFRPPHQGDWLRQ�_�,QWHUQDWLRQDO�6WDQGDUG�

The strong authentication method described in this Directory Specification offers protection against the threats as
described in Annex B for strong authentication.

,Q�DGGLWLRQ��WKHUH�LV�D�UDQJH�RI�SRWHQWLDO�WKUHDWV�WKDW�DUH�VSHFLILF�WR�WKH�VWURQJ�DXWKHQWLFDWLRQ�PHWKRG�LWVHOI��7KHVH�DUH�

&RPSURPLVH�RI�WKH�XVHU¶V�SULYDWH�NH\�±�2QH�RI�WKH�EDVLF�SULQFLSOHV�RI�VWURQJ�DXWKHQWLFDWLRQ�LV�WKDW�WKH�XVHU¶V
SULYDWH�NH\�UHPDLQ�VHFXUH��$�QXPEHU�RI�SUDFWLFDO�PHWKRGV�DUH�DYDLODEOH�IRU�WKH�XVHU�WR�KROG�KLV�SULYDWH�NH\�LQ�D
PDQQHU� WKDW� SURYLGHV� DGHTXDWH� VHFXULW\�� 7KH� FRQVHTXHQFHV� RI� WKH� FRPSURPLVH� LV� OLPLWHG� WR� VXEYHUVLRQ� RI
FRPPXQLFDWLRQ�LQYROYLQJ�WKDW�XVHU�

&RPSURPLVH�RI�WKH�&$¶V�SULYDWH�NH\�±�7KDW�WKH�SULYDWH�NH\�RI�D�&$�UHPDLQ�VHFXUH�LV�DOVR�D�EDVLF�SULQFLSOH�RI
VWURQJ� DXWKHQWLFDWLRQ�� 3K\VLFDO� VHFXULW\� DQG� ³QHHG� WR� NQRZ´� PHWKRGV� DSSO\�� 7KH� FRQVHTXHQFHV� RI� WKH
FRPSURPLVH�DUH�OLPLWHG�WR�VXEYHUVLRQ�RI�FRPPXQLFDWLRQ�LQYROYLQJ�DQ\�XVHU�FHUWLILHG�E\�WKDW�&$�

0LVOHDGLQJ�&$�LQWR�SURGXFLQJ�DQ�LQYDOLG�FHUWLILFDWH�±�7KH�IDFW�WKDW�&$V�DUH�RII�OLQH�DIIRUGV�VRPH�SURWHFWLRQ�
7KH�RQXV� LV�RQ� WKH�&$�WR�FKHFN� WKDW�SXUSRUWHG�VWURQJ�FUHGHQWLDOV�DUH�YDOLG�EHIRUH�FUHDWLQJ�D�FHUWLILFDWH��7KH
FRQVHTXHQFHV�RI�WKH�FRPSURPLVH�DUH�OLPLWHG�WR�VXEYHUVLRQ�RI�FRPPXQLFDWLRQ�LQYROYLQJ�WKH�XVHU�IRU�ZKRP�WKH
FHUWLILFDWH�ZDV�FUHDWHG��DQG�DQ\RQH�LPSDFWHG�E\�WKH�LQYDOLG�FHUWLILFDWH�

&ROOXVLRQ� EHWZHHQ� D� URJXH� &$� DQG� XVHU� ±� 6XFK� D� FROOXVLYH� DWWDFN� ZLOO� GHIHDW� WKH� PHWKRG�� 7KLV� ZRXOG
FRQVWLWXWH�D�EHWUD\DO�RI�WKH�WUXVW�SODFHG�LQ�WKH�&$��7KH�FRQVHTXHQFHV�RI�D�URJXH�&$�DUH�OLPLWHG�WR�VXEYHUVLRQ
RI�FRPPXQLFDWLRQ�LQYROYLQJ�DQ\�XVHU�FHUWLILHG�E\�WKDW�&$�

)RUJLQJ� RI� D� FHUWLILFDWH� ±� 7KH� VWURQJ� DXWKHQWLFDWLRQ�PHWKRG� SURWHFWV� DJDLQVW� WKH� IRUJLQJ� RI� D� FHUWLILFDWH� E\
KDYLQJ�WKH�&$�VLJQ�LW��7KH�PHWKRG�GHSHQGV�RQ�PDLQWDLQLQJ�WKH�VHFUHF\�RI�WKH�&$¶V�SULYDWH�NH\�

)RUJLQJ�RI�D�WRNHQ�±�7KH�VWURQJ�DXWKHQWLFDWLRQ�PHWKRG�SURWHFWV�DJDLQVW�WKH�IRUJLQJ�RI�D�WRNHQ�E\�KDYLQJ�WKH
VHQGHU�VLJQ�LW��7KH�PHWKRG�GHSHQGV�RQ�PDLQWDLQLQJ�WKH�VHFUHF\�RI�WKH�VHQGHU¶V�SULYDWH�NH\�

5HSOD\�RI�D�WRNHQ�±�7KH�RQH��DQG�WZR�ZD\�DXWKHQWLFDWLRQ�PHWKRGV�SURWHFW�DJDLQVW�WKH�UHSOD\�RI�D�WRNHQ�E\�WKH
LQFOXVLRQ�RI�D�WLPHVWDPS�LQ�WKH�WRNHQ��7KH�WKUHH�ZD\�PHWKRG�GRHV�VR�E\�FKHFNLQJ�WKH�UDQGRP�QXPEHUV�

$WWDFN� RQ� WKH� FU\SWRJUDSKLF� V\VWHP� ±� 7KH� OLNHOLKRRG� RI� HIIHFWLYH� FU\SWDQDO\VLV� RI� WKH� V\VWHP�� EDVHG� RQ
DGYDQFHV� LQ� FRPSXWDWLRQDO� QXPEHU� WKHRU\� DQG� OHDGLQJ� WR� WKH� QHHG� IRU� D� JUHDWHU� NH\� OHQJWK� DUH� UHDVRQDEO\
SUHGLFWDEOH�
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$QQH[�*

'DWD�FRQILGHQWLDOLW\
�7KLV�DQQH[�GRHV�QRW�IRUP�DQ�LQWHJUDO�SDUW�RI�WKLV�5HFRPPHQGDWLRQ�_�,QWHUQDWLRQDO�6WDQGDUG�

*�� ,QWURGXFWLRQ

7KH�SURFHVV�RI�GDWD�FRQILGHQWLDOLW\�FDQ�EH�LQLWLDWHG�DIWHU�WKH�QHFHVVDU\�NH\V�IRU�HQFLSKHUPHQW�KDYH�EHHQ�H[FKDQJHG��7KLV
PLJKW� EH� SURYLGHG� E\� D� SUHFHGLQJ� DXWKHQWLFDWLRQ� H[FKDQJH� DV� GHVFULEHG� LQ� FODXVH� �� RU� E\� VRPH� RWKHU� NH\� H[FKDQJH
SURFHVV��WKH�ODWWHU�EHLQJ�RXWVLGH�WKH�VFRSH�RI�WKLV�'LUHFWRU\�6SHFLILFDWLRQ�

'DWD�FRQILGHQWLDOLW\�FDQ�EH�SURYLGHG�HLWKHU�E\�WKH�DSSOLFDWLRQ�RI�DQ�DV\PPHWULF�RU�V\PPHWULF�HQFLSKHULQJ�VFKHPH�

*�� 'DWD�FRQILGHQWLDOLW\�E\�DV\PPHWULF�HQFLSKHUPHQW

,Q� WKLV� FDVH� 'DWD� &RQILGHQWLDOLW\� LV� SHUIRUPHG� E\� PHDQV� RI� DQ� RULJLQDWRU� HQFLSKHULQJ� WKH� GDWD� WR� EH� VHQW� XVLQJ� WKH
LQWHQGHG�UHFLSLHQW¶V�SXEOLF�NH\��WKH�UHFLSLHQW�VKDOO�WKHQ�GHFLSKHU�LW�XVLQJ�LWV�SULYDWH�NH\�

*�� 'DWD�FRQILGHQWLDOLW\�E\�V\PPHWULF�HQFLSKHUPHQW

,Q�WKLV�FDVH�'DWD�&RQILGHQWLDOLW\�LV�DFKLHYHG�E\�WKH�XVH�RI�D�V\PPHWULF�HQFLSKHULQJ�DOJRULWKP��,WV�FKRLFH�LV�RXWVLGH�WKH
VFRSH�RI�WKH�DXWKHQWLFDWLRQ�IUDPHZRUN�

:KHUH�DQ�DXWKHQWLFDWLRQ�H[FKDQJH�DFFRUGLQJ�WR�FODXVH���KDV�EHHQ�FDUULHG�RXW�E\�WKH�WZR�SDUWLHV�LQYROYHG��WKHQ�D�NH\�IRU
WKH�XVDJH�RI�D�V\PPHWULF�DOJRULWKP�FDQ�EH�GHULYHG��&KRRVLQJ�SULYDWH�NH\V�GHSHQGV�RQ�WKH�WUDQVIRUPDWLRQ�WR�EH�XVHG��7KH
SDUWLHV�VKDOO�EH�VXUH� WKDW� WKH\�DUH�VWURQJ�NH\V��7KLV�'LUHFWRU\�6SHFLILFDWLRQ�GRHV�QRW�VSHFLI\�KRZ�WKLV�FKRLFH� LV�PDGH�
DOWKRXJK�FOHDUO\�WKLV�ZRXOG�QHHG�WR�EH�DJUHHG�E\�WKH�SDUWLHV�FRQFHUQHG��RU�VSHFLILHG�LQ�RWKHU�VWDQGDUGV�
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$QQH[�+

5HIHUHQFH�GHILQLWLRQ�RI�DOJRULWKP�REMHFW�LGHQWLILHUV
�7KLV�DQQH[�IRUPV�DQ�LQWHJUDO�SDUW�RI�WKLV�5HFRPPHQGDWLRQ�_�,QWHUQDWLRQDO�6WDQGDUG�

This annex defines object identifiers assigned to authentication and encryption algorithms, in the absence of a formal
register. It is intended to make use of such a register as it becomes available. The definitions take the form of the ASN.1
module, “AlgorithmObjectIdentifiers”.

$OJRULWKP2EMHFW,GHQWLILHUV�^MRLQW�LVR�FFLWW�GV����PRGXOH����DOJRULWKP2EMHFW,GHQWLILHUV�����`
'(),1,7,216��� 
%(*,1

���(;32576�$OO���

���7KH�W\SHV�DQG�YDOXHV�GHILQHG�LQ�WKLV�PRGXOH�DUH�H[SRUWHG�IRU�XVH�LQ�WKH�RWKHU�$61���PRGXOHV�FRQWDLQHG
���ZLWKLQ�WKH�'LUHFWRU\�6SHFLILFDWLRQV��DQG�IRU�WKH�XVH�RI�RWKHU�DSSOLFDWLRQV�ZKLFK�ZLOO�XVH�WKHP�WR�DFFHVV
���'LUHFWRU\�VHUYLFHV��2WKHU�DSSOLFDWLRQV�PD\�XVH�WKHP�IRU�WKHLU�RZQ�SXUSRVHV��EXW�WKLV�ZLOO�QRW�FRQVWUDLQ
���H[WHQVLRQV�DQG�PRGLILFDWLRQV�QHHGHG�WR�PDLQWDLQ�RU�LPSURYH�WKH�'LUHFWRU\�VHUYLFH�

,032576
DOJRULWKP��DXWKHQWLFDWLRQ)UDPHZRUN

)520�8VHIXO'HILQLWLRQV�^MRLQW�LVR�FFLWW�GV����PRGXOH����XVHIXO'HILQLWLRQV�����`
$/*25,7+0

)520�$XWKHQWLFDWLRQ)UDPHZRUN�DXWKHQWLFDWLRQ)UDPHZRUN�

���FDWHJRULHV�RI�REMHFW�LGHQWLILHU���

HQFU\SWLRQ$OJRULWKP 2%-(&7�,'(17,),(5 �� ^DOJRULWKP��`
KDVK$OJRULWKP 2%-(&7�,'(17,),(5 �� ^DOJRULWKP��`
VLJQDWXUH$OJRULWKP 2%-(&7�,'(17,),(5 �� ^DOJRULWKP��`

���V\QRQ\PV���

LG�HD 2%-(&7�,'(17,),(5 �� HQFU\SWLRQ$OJRULWKP
LG�KD 2%-(&7�,'(17,),(5 �� KDVK$OJRULWKP
LG�VD 2%-(&7�,'(17,),(5 �� VLJQDWXUH$OJRULWKP

���DOJRULWKPV���

UVD $/*25,7+0 �� ^
.H\6L]H
,'(17,),('�%< LG�HD�UVD�`

.H\6L]H �� ,17(*(5

���REMHFW�LGHQWLILHU�DVVLJQPHQWV���

LG�HD�UVD 2%-(&7�,'(17,),(5 �� ^LG�HD��`

���WKH�IROORZLQJ�REMHFW�LGHQWLILHU�DVVLJQPHQWV�UHVHUYH�YDOXHV�DVVLJQHG�WR�GHSUHFDWHG�IXQFWLRQV

LG�KD�VT0RG�Q 2%-(&7�,'(17,),(5 �� ^LG�KD��`
LG�VD�VT0RG�Q:LWK56$ 2%-(&7�,'(17,),(5 �� ^LG�VD��`

(1'
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$QQH[�-

$PHQGPHQWV�DQG�FRUULJHQGD

�7KLV�DQQH[�GRHV�QRW�IRUP�DQ�LQWHJUDO�SDUW�RI�WKLV�5HFRPPHQGDWLRQ�_�,QWHUQDWLRQDO�6WDQGDUG�

This edition of this Directory Specification includes the following amendments:

± $PHQGPHQW���IRU�$FFHVV�&RQWURO

7KLV� HGLWLRQ� RI� WKLV� 'LUHFWRU\� 6SHFLILFDWLRQ� LQFOXGHV� WKH� IROORZLQJ� WHFKQLFDO� FRUULJHQGD� FRUUHFWLQJ� WKH� GHIHFWV� LQ� WKH
IROORZLQJ�GHIHFW� UHSRUWV� �VRPH�SDUWV�RI�VRPH�RI� WKH� IROORZLQJ�7HFKQLFDO�&RUULJHQGD�PD\�KDYH�EHHQ�VXEVXPHG�E\� WKH
DPHQGPHQWV�WKDW�IRUPHG�WKLV�HGLWLRQ�RI�WKLV�'LUHFWRU\�6SHFLILFDWLRQ��

± 7HFKQLFDO�&RUULJHQGXP����FRYHULQJ�'HIHFW�5HSRUWV��������������������������
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