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EXHIBIT E 
To Sophos Inc.’s Disclosure of Asserted Claims and Infringement Contentions for U.S. Patent No. 8,261,344  

(“the ’344 Patent”) 
 

As used below, the “Accused Instrumentalities” shall mean Fortinet’s FortiGate, FortiClient, FortiOS, and FortiGuard products.  
Without the benefit of discovery, Sophos identifies the following products or combination of products as Accused Instrumentalities:  

• FortiGate products alone or in combination with one or more of FortiGuard or FortiOS; 

• FortiMail products alone or in combination with one or more of FortiGuard, or FortiOS; 

• FortGuard products alone or in combination with one or more of FortiGate, FortiMail, or FortiOS; and  

• FortiOS in combination with one or more of FortiGate, FortiClient, or FortiGuard. As the foundational operating system for the 
Fortinet products, FortiOS causes the Fortinet products running that operating system to operate in an infringing manner 

 

See http://www.fortinet.com/technology/network-os-fortios.html  (5831SOPHOS_00057014) 
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Claim Number and Text Accused Instrumentalities 
1. A method for classifying 
software, said method 
comprising; 
 

The Accused Instrumentalities each perform a method for classifying software. 

FortiGate Products and FortiOS 

FortiOS and the FortiGate antivirus scanning routines provide methods for classifying software:   

 

WP-AppControl at 5. (5831SOPHOS_00002005) 

 

FortiOS Handbook for FortiOS 5.0 at 862. (5831SOPHOS_00050174) 

The FortiGate Application Control also provides methods for classifying software. 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 597. (5831SOPHOS_00049909) 

FortiGuard 

FortiGuard provides a method for classifying software. 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 337. (5831SOPHOS_00049649) 
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Claim Number and Text Accused Instrumentalities 

FortiOS Handbook for FortiOS 5.0 at 866. (5831SOPHOS_00050178) 

providing a library of gene 
information including a 
number of classifications based 
on groupings of genes; 
 

The Accused Instrumentalities provide a library of gene information including a number of 
classifications based on groupings of genes. 

FortiGate Products and FortiOS 

The FortiGate AntiVirus feature provides a library of gene information including a number of 
classfications based on genes such as file size, name, type, or for the presence of a virus or grayware 
signature. 

 

FortiOS Handbook for FortiOS 5.0 at 862. (5831SOPHOS_00050174) 

 



WEST\246604741.3  Page 6 of 157

Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 862. (5831SOPHOS_00050174) 

The Fortinet Application Control feature provides a library of gene information including a number 
of classifications based on groupings of genes using its Application Control Database and 
application signatures. 

 

WP-AppControl at 5. (5831SOPHOS_00002005) 

 

 

WP-AppControl at 5-6. (5831SOPHOS_00002005 – 5831SOPHOS_00002006) 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 907. (5831SOPHOS_00050219) 



WEST\246604741.3  Page 8 of 157

Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 908. (5831SOPHOS_00050220) 
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Claim Number and Text Accused Instrumentalities 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 912. (5831SOPHOS_00050224) 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 976. (5831SOPHOS_00050288) 

 

FortiOS Handbook for FortiOS 5.0 at 132. (5831SOPHOS_00049444) 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 133. (5831SOPHOS_00049445) 

FortiGuard 

FortiGuard provides a library of gene information including a number of classifications by providing 
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Claim Number and Text Accused Instrumentalities 
FortiSig signatures. 

 

FortiOS Handbook for FortiOS 5.0 at 337. (5831SOPHOS_00049649) 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 866. (5831SOPHOS_00050178) 
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Claim Number and Text Accused Instrumentalities 
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Claim Number and Text Accused Instrumentalities 

 

FML_Global_Reputation at 2-3. (5831SOPHOS_00001601 – 5831SOPHOS_00001602) 

identifying at least one 
functional block and at least 
one property of the software; 
 

The Accused Instrumentalities identify at least one functional block and at least one property of the 
software. 

FortiGate Products and FortiOS 

The FortiGate AntiVirus feature identifies at least one functional block and at least one property of 
the software by scanning for a virus signature, file type/pattern, grayware, and heuristics. 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 862. (5831SOPHOS_00050174) 

 

FortiOS Handbook for FortiOS 5.0 at 863. (5831SOPHOS_00050175) 
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Claim Number and Text Accused Instrumentalities 
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Claim Number and Text Accused Instrumentalities 

FortiOS Handbook for FortiOS 5.0 at 864. (5831SOPHOS_00050176) 

 

FortiOS Handbook for FortiOS 5.0 at 866. (5831SOPHOS_00050178) 
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Claim Number and Text Accused Instrumentalities 

The Fortinet Application Control feature identifies at least one functional block and at least one 
property of the software by using the Application Control signatures and IPS signatures. 

 

FortiOS Handbook for FortiOS 5.0 at 132. (5831SOPHOS_00049444) 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 133. (5831SOPHOS_00049445) 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 907. (5831SOPHOS_00050219) 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 908. (5831SOPHOS_00050220) 
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Claim Number and Text Accused Instrumentalities 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 912. (5831SOPHOS_00050224) 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 976. (5831SOPHOS_00050288) 

FortiGuard 

FortiGuard identifies at least one functional block and at least one property of the software by 
identifying matching signatures in the software. 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 337. (5831SOPHOS_00049649) 
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Claim Number and Text Accused Instrumentalities 

FortiOS Handbook for FortiOS 5.0 at 866. (5831SOPHOS_00050178) 
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Claim Number and Text Accused Instrumentalities 

 

FML_Global_Reputation at 2-3. (5831SOPHOS_00001601 – 5831SOPHOS_00001602) 

Sophos expects Fortinet source code (including source code for FortiOS 5.0) and other discovery 
(including depositions of persons with knowledge and internal Fortinet documents) to further show 
how this limitation is met by the Accused Instrumentalities. 

identifying one or more genes 
each describing one or more of 
the at least one functional 
block and the at least one 
property of the software as a 

The Accused Instrumentalities identify one or more genes each describing one or more of the at least 
one functional block and the at least one property of the software as a sequence of APIs and strings. 

FortiGate Products and FortiOS 

The FortiOS AntiVirus feature identifies one or more genes describing at least one functional block 
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Claim Number and Text Accused Instrumentalities 
sequence of APIs and strings; 
 

and property of the software as a sequence of APIs and strings by identifying blocked file patterns, 
virus signatures, grayware, and heuristics. 

 

FortiOS Handbook for FortiOS 5.0 at 864. (5831SOPHOS_00050176) 
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Claim Number and Text Accused Instrumentalities 
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Claim Number and Text Accused Instrumentalities 

FortiOS Handbook for FortiOS 5.0 at 864. (5831SOPHOS_00050176) 

 

FortiOS Handbook for FortiOS 5.0 at 866. (5831SOPHOS_00050178) 
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Claim Number and Text Accused Instrumentalities 

The Fortinet Application Control feature identifies one or more genes each describing one or more 
of the at least one functional block and the at least one property of the software as a sequence of 
APIs and strings by utilizing the custom application control signatures. Amongst other options, the 
custom application control signatures allow a user to add signatures identifying application data at a 
particular offset and check for application, version, and procedure numbers in SUNRPC CALL 
requests. 

 

FortiOS Handbook for FortiOS 5.0 at 132. (5831SOPHOS_00049444) 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 133. (5831SOPHOS_00049445) 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 907. (5831SOPHOS_00050219) 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 908. (5831SOPHOS_00050220) 
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Claim Number and Text Accused Instrumentalities 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 912. (5831SOPHOS_00050224) 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 976. (5831SOPHOS_00050288) 

 

FortiGuard 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 337. (5831SOPHOS_00049649) 
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Claim Number and Text Accused Instrumentalities 

FortiOS Handbook for FortiOS 5.0 at 866. (5831SOPHOS_00050178) 
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Claim Number and Text Accused Instrumentalities 

 

FML_Global_Reputation at 2-3. (5831SOPHOS_00001601 – 5831SOPHOS_00001602) 

To the extent the Accused Instrumentalities do not meet this limitation literally, they meet it under 
the Doctrine of Equivalents.  The functionality described above is at most insubstantially different 
than the claimed functionality.  For example, the above evidence demonstrates that the Accused 
Instrumentalities perform the same function (identifying one or more genes each describing at least 
one functional block and one property of the software as a sequence of APIs and strings, by the 
FortiOS identifying an executable file and remote procedure calls) in the same way (identification of 
genes describing at least one functional block and one property of the software, by FortiOS’s 
identification of an executable file and remote procedure calls), to achieve the same result (the 
identification of an executable file and remote procedure calls, by FortiOS’s identification of an 
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Claim Number and Text Accused Instrumentalities 
executable file and remote procedure calls).  

matching the one or more 
genes against one or more of 
the number of classifications 
using a processor; 
 

The Accused Instrumentalities match the one or more genes against one or more of the number of 
classifications using a processor. 

FortiGate Products and FortiOS 

The FortiOS AntiVirus feature matches the genes against the classifications using a processor by 
matching the file against a file pattern, a virus signature, grayware program, or heuristics for virus-
like behavior or known virus indicators.  

 

FortiOS Handbook for FortiOS 5.0 at 863. (5831SOPHOS_00050175) 

 

FortiOS Handbook for FortiOS 5.0 at 863. (5831SOPHOS_00050175) 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 865. (5831SOPHOS_00050177) 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 866. (5831SOPHOS_00050178) 

The Fortinet Application Control feature matches the one or more genes against one or more of the 
number of classifications using a processor by looking for a match in the application to any of the 
custom application control signatures. 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 132. (5831SOPHOS_00049444) 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 133. (5831SOPHOS_00049445) 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 907. (5831SOPHOS_00050219) 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 908. (5831SOPHOS_00050220) 
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Claim Number and Text Accused Instrumentalities 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 912. (5831SOPHOS_00050224) 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 976. (5831SOPHOS_00050288) 

FortiGuard 

FortiGuard matches one or more genes against one or more of the number of classifications using a 
processor by matching the software against a provided signature. 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 337. (5831SOPHOS_00049649) 
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Claim Number and Text Accused Instrumentalities 

FortiOS Handbook for FortiOS 5.0 at 866. (5831SOPHOS_00050178) 
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Claim Number and Text Accused Instrumentalities 

 

FML_Global_Reputation at 2-3. (5831SOPHOS_00001601 – 5831SOPHOS_00001602) 

classifying the software based 
on the matching to provide a 
classification for the software; 
and 
 

The Accused Instrumentalities classify the software based on the matching to provide a 
classification for the software. 
 

FortiGate Products and FortiOS 

The FortiGate AntiVirus classifies the software as containing viruses, worms, trojans, and malware 
based on the matching that occurs during a scan. 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 862. (5831SOPHOS_00050174) 

 

FortiOS Handbook for FortiOS 5.0 at 863. (5831SOPHOS_00050175) 

 

FortiOS Handbook for FortiOS 5.0 at 863. (5831SOPHOS_00050175) 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 866. (5831SOPHOS_00050178) 

The Fortinet Application Control feature classifies the software based on the matching to provide a 
classification for the software, logging an entry each time that a signature is detected. 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 132. (5831SOPHOS_00049444) 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 133. (5831SOPHOS_00049445) 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 907. (5831SOPHOS_00050219) 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 908. (5831SOPHOS_00050220) 
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Claim Number and Text Accused Instrumentalities 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 912. (5831SOPHOS_00050224) 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 976. (5831SOPHOS_00050288) 

FortiGuard 

FortiGuard classifies the software as virus-infected or spam based on the matching to the provided 
signatures. 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 337.  (5831SOPHOS_00049649) 
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Claim Number and Text Accused Instrumentalities 

FortiOS Handbook for FortiOS 5.0 at 866. (5831SOPHOS_00050178) 
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Claim Number and Text Accused Instrumentalities 

 

FML_Global_Reputation at 2-3. (5831SOPHOS_00001601 – 5831SOPHOS_00001602) 

notifying a user of the 
classification of the software. 
 

The Accused Instrumentalities notify a user of the classification of the software. 

FortiGate Products and FortiOS 

The FortiGate AntiVirus notifies the user of the classification of the software by sending the client 
an infection cache message. 



WEST\246604741.3  Page 68 of 157

Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 870. (5831SOPHOS_00050182) 

The Fortinet Application Control feature notifies a user of the classification of the software and 
allows the user to notify the FortiGuard Web Service Filter Points if he or she feels that the 
categorization is incorrect. 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 920. (5831SOPHOS_00050232) 

FortiGuard 

FortiGuard notifies the user of the classification of the software. 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 337. (5831SOPHOS_00049649) 
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Claim Number and Text Accused Instrumentalities 

FortiOS Handbook for FortiOS 5.0 at 866. (5831SOPHOS_00050178) 
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Claim Number and Text Accused Instrumentalities 

 

FML_Global_Reputation at 2-3. (5831SOPHOS_00001601 – 5831SOPHOS_00001602) 

  

2. The method of claim 1, 
wherein the classification for 
the software includes malware. 
 

The Accused Instrumentalities practice the method of claim 1, wherein the classification for the 
software includes malware. 

FortiGate Products and FortiOS 

The FortiGate AntiVirus software classifications include malware. 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 862. (5831SOPHOS_00050174) 

 

FortiOS Handbook for FortiOS 5.0 at 862. (5831SOPHOS_00050174) 

The Fortinet Application Control feature includes malware in its software classifications in its 
predefined signatures to cover common attacks. 

 

FortiOS Handbook for FortiOS 5.0 at 907. (5831SOPHOS_00050219) 
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Claim Number and Text Accused Instrumentalities 

FortiGuard 

The FortiGuard classifications include malware. 

 

FortiOS Handbook for FortiOS 5.0 at 337. (5831SOPHOS_00049649) 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 866. (5831SOPHOS_00050178) 
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Claim Number and Text Accused Instrumentalities 
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Claim Number and Text Accused Instrumentalities 

 

FML_Global_Reputation at 2-3. (5831SOPHOS_00001601 – 5831SOPHOS_00001602) 

  

10. The method of claim 1, 
further comprising removing 
the software when the software 
is classified as malware or 
unwanted software. 
 

The Accused Instrumentalities practice the method of claim 1, further comprising removing the 
software when the software is classified as malware or unwanted software. 

FortiGate Products and FortiOS 

The FortiOS AntiVirus feature removes the software when it is classified as malware or unwanted 
software by quarantining it. 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 864. (5831SOPHOS_00050176) 

 

FortiOS Handbook for FortiOS 5.0 at 870. (5831SOPHOS_00050182) 

The Fortinet Application Control feature removes the software by when it is classified as malware or 
unwanted software by blocking it. 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 983. (5831SOPHOS_00050295) 

FortiGuard 

FortiGuard removes the software when it is classified as malware. 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 337. (5831SOPHOS_00049649) 
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Claim Number and Text Accused Instrumentalities 

FortiOS Handbook for FortiOS 5.0 at 866. (5831SOPHOS_00050178) 
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Claim Number and Text Accused Instrumentalities 

 

FML_Global_Reputation at 2-3. (5831SOPHOS_00001601 – 5831SOPHOS_00001602) 

  

13. The method of claims 1, 
further comprising blocking 
access to the software when the 
software is classified as 
malware or unwanted software. 
 

The Accused Instrumentalities practice the method of claim 1, further comprising blocking access to 
the software when the software is classified as malware or unwanted software. 

FortiGate Products and FortiOS 

The FortiOS AntiVirus feature blocks the software when it is classified as malware or unwanted 
software by deleting it. 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 864. (5831SOPHOS_00050176) 

The Fortinet Application Control feature blocks the software by when it is classified as malware or 
unwanted software. 

 

FortiOS Handbook for FortiOS 5.0 at 983. (5831SOPHOS_00050295) 

FortiGuard 

FortiGuard blocks the software when it is classified as malware. 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 337. (5831SOPHOS_00049649) 
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Claim Number and Text Accused Instrumentalities 

FortiOS Handbook for FortiOS 5.0 at 866. (5831SOPHOS_00050178) 
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Claim Number and Text Accused Instrumentalities 

 

FML_Global_Reputation at 2-3. (5831SOPHOS_00001601 – 5831SOPHOS_00001602) 

  

16. A method for generating 
software classifications for use 
in classifying software, said 
method comprising: 
 

The Accused Instrumentalities each perform a method for generating software classifications for use 
in classifying software. 

FortiGate Products and FortiOS 

The FortiGate AntiVirus provides a method for generating software classifications for use in 
classifying software. 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 862. (5831SOPHOS_00050174) 

The FortiGate Application Control feature also provides a method for generating software 
classifications for use in classifying software. 

 

FortiOS Handbook for FortiOS 5.0 at 597. (5831SOPHOS_00049909) 
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Claim Number and Text Accused Instrumentalities 

WP-AppControl at 5. (5831SOPHOS_00002005) 

 

 

WP-AppControl at 5-6. (5831SOPHOS_00002005 – 5831SOPHOS_00002006) 

FortiGuard 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 337. (5831SOPHOS_00049649) 
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Claim Number and Text Accused Instrumentalities 

FortiOS Handbook for FortiOS 5.0 at 866. (5831SOPHOS_00050178) 

providing a library of gene 
information including a 
number of classifications based 
on groupings of genes; 
 

The Accused Instrumentalities each provide a library of gene information including a number of 
classifications based on groupings of genes. 

This is demonstrated in Fortinet’s public documents. 

FortiGate Products and FortiOS 

The FortiGate AntiVirus feature provides a library of gene information including a number of 
classfications based on genes such as file size, name, type, or for the presence of a virus or grayware 
signature. 

 

FortiOS Handbook for FortiOS 5.0 at 862. (5831SOPHOS_00050174) 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 862. (5831SOPHOS_00050174) 

 

The FortiOS Application Control feature provides a library of gene information including a number 
of classifications based on groupings of genes, its Application Control Database and application 
signatures. 

 

WP-AppControl at 5. (5831SOPHOS_00002005) 

 

FortiOS Handbook for FortiOS 5.0 at 597. (5831SOPHOS_00049909) 
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Claim Number and Text Accused Instrumentalities 

 

WP-AppControl at 5. (5831SOPHOS_00002005) 

 

 

WP-AppControl at 5-6. (5831SOPHOS_00002005 – 5831SOPHOS_00002006) 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 907. (5831SOPHOS_00050219) 
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Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 908. (5831SOPHOS_00050220) 
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Claim Number and Text Accused Instrumentalities 
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FortiOS Handbook for FortiOS 5.0 at 912. (5831SOPHOS_00050224) 

FortiGuard 

FortiGuard provides a library of gene information including a number of classifications based on 
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groupings of genes by providing signature databases. 

 

FortiOS Handbook for FortiOS 5.0 at 337. (5831SOPHOS_00049649) 
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FortiOS Handbook for FortiOS 5.0 at 866. (5831SOPHOS_00050178) 
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FML_Global_Reputation at 2-3. (5831SOPHOS_00001601 – 5831SOPHOS_00001602) 

Sophos expects Fortinet source code (including source code for FortiOS 5.0) and other discovery 
(including depositions of persons with knowledge and internal Fortinet documents) to further show 
how this limitation is met by the Accused Instrumentalities. 

identifying one or more genes 
each describing a functionality 
or a property of the software as 
a sequence of APIs and strings; 
 

The Accused Instrumentalities identify one or more genes each describing a functionality or a 
property of the software as a sequence of APIs and strings. 

FortiGate Products and FortiOS 

The FortiOS AntiVirus feature identifies one or more genes describing at least a functionality and 
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property of the software as a sequence of APIs and strings by identifying blocked file patterns, virus 
signatures, grayware, and heuristics. 

 

FortiOS Handbook for FortiOS 5.0 at 864. (5831SOPHOS_00050176) 
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FortiOS Handbook for FortiOS 5.0 at 864. (5831SOPHOS_00050176) 

 

FortiOS Handbook for FortiOS 5.0 at 866. (5831SOPHOS_00050178) 

The Fortinet Application Control feature identifies one or more genes each describing a functionality 
or a property of the software as a sequence of APIs and strings by utilizing the custom application 
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control signatures.  Among other options, the custom application control signatures allow a user to 
add signatures identifying application data at a particular offset and check for application, version, 
and procedure numbers in SUNRPC CALL requests. 

 

FortiOS Handbook for FortiOS 5.0 at 132. (5831SOPHOS_00049444) 
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FortiOS Handbook for FortiOS 5.0 at 133. (5831SOPHOS_00049445) 
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FortiOS Handbook for FortiOS 5.0 at 907. (5831SOPHOS_00050219) 
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FortiOS Handbook for FortiOS 5.0 at 908. (5831SOPHOS_00050220) 
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FortiOS Handbook for FortiOS 5.0 at 912. (5831SOPHOS_00050224) 
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FortiOS Handbook for FortiOS 5.0 at 976. (5831SOPHOS_00050288) 

FortiGuard 

FortiGuard identifies one or more genes each describing a functionality or property of the software 
as a sequence of APIs and strings. 
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FortiOS Handbook for FortiOS 5.0 at 337. (5831SOPHOS_00049649) 
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FortiOS Handbook for FortiOS 5.0 at 866. (5831SOPHOS_00050178) 
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FML_Global_Reputation at 2-3. (5831SOPHOS_00001601 – 5831SOPHOS_00001602) 

To the extent the Accused Instrumentalities do not meet this limitation literally, they meet it under 
the Doctrine of Equivalents.  The functionality described above is at most insubstantially different 
than the claimed functionality.  For example, the above evidence demonstrates that the Accused 
Instrumentalities perform the same function (identifying one or more genes each describing at least 
one functional block and one property of the software as a sequence of APIs and strings, by the 
FortiOS identifying an executable file and remote procedure calls) in the same way (identification of 
genes describing at least one functional block and one property of the software, by FortiOS’s 
identification of an executable file and remote procedure calls), to achieve the same result (the 
identification of an executable file and remote procedure calls, by FortiOS’s identification of an 
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executable file and remote procedure calls). 

combining a plurality of genes 
that describe the software, 
thereby providing a set of 
genes; 
 

The Accused Instrumentalities combine a plurality of genes that describe the software, thereby 
providing a set of genes. 

FortiGate Products and FortiOS 

The FortiOS AntiVirus feature provides a set of genes by combining a plurality of genes that 
describe the software. 

 

FortiOS Handbook for FortiOS 5.0 at 864. (5831SOPHOS_00050176) 
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FortiOS Handbook for FortiOS 5.0 at 864. (5831SOPHOS_00050176) 

 

FortiOS Handbook for FortiOS 5.0 at 866. (5831SOPHOS_00050178) 

The Fortinet Application Control feature combines a plurality of genes that describe the software by 
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having multiple customizable application signatures to describe the attributes of the application. 

 

FortiOS Handbook for FortiOS 5.0 at 132. (5831SOPHOS_00049444) 
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FortiOS Handbook for FortiOS 5.0 at 133. (5831SOPHOS_00049445) 
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FortiOS Handbook for FortiOS 5.0 at 907. (5831SOPHOS_00050219) 
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FortiOS Handbook for FortiOS 5.0 at 908. (5831SOPHOS_00050220) 
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FortiOS Handbook for FortiOS 5.0 at 912. (5831SOPHOS_00050224) 
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FortiOS Handbook for FortiOS 5.0 at 976. (5831SOPHOS_00050288) 

FortiGuard 

FortiGuard combines a plurality of genes that describe the software. 
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FortiOS Handbook for FortiOS 5.0 at 337. (5831SOPHOS_00049649) 
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FortiOS Handbook for FortiOS 5.0 at 866. (5831SOPHOS_00050178) 
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FML_Global_Reputation at 2-3. (5831SOPHOS_00001601 – 5831SOPHOS_00001602) 

Sophos expects Fortinet source code (including source code for FortiOS 5.0) and other discovery 
(including depositions of persons with knowledge and internal Fortinet documents) to further show 
how this limitation is met by the Accused Instrumentalities. 

testing the set of genes for 
false-positives against one or 
more reference files using a 
processor; 
 

The Accused Instrumentalities test the genes for false-positives against one or more reference files 
using a processor. 
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http://www.fortinet.com/technology/network-threat-response-fortiguard.html  
(5831SOPHOS_00057023) 

To the extent the Accused Instrumentalities do not meet this limitation literally, they meet it under 
the Doctrine of Equivalents.  The functionality described above is at most insubstantially different 
than the claimed functionality.  For example, the above evidence demonstrates that the Accused 
Instrumentalities perform the same function (testing the set of false-positives, by checking a 
database of known clean content) in the same way (testing the set against one or more reference files 
using a processor, by checking the false positives with a database of known clean content) to achieve 
the same result (testing for false positives, by elimination of the risk of a false positive by checking a 
database of known clean content). 

Sophos expects Fortinet source code (including source code for FortiOS 5.0) and other discovery 
(including depositions of persons with knowledge and internal Fortinet documents) to further show 
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how this limitation is met by the Accused Instrumentalities. 

defining the software 
classification based on the set 
of genes; and 
 

The Accused Instrumentalities define the software classification based on the set of genes. 
 

FortiGate Products and FortiOS 

The FortiOS AntiVirus feature defines the software classification as viruses, worms, trojans, or 
malware based on the set of genes.  

 

FortiOS Handbook for FortiOS 5.0 at 863. (5831SOPHOS_00050175) 

 

FortiOS Handbook for FortiOS 5.0 at 863. (5831SOPHOS_00050175) 
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FortiOS Handbook for FortiOS 5.0 at 865. (5831SOPHOS_00050177) 
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FortiOS Handbook for FortiOS 5.0 at 866. (5831SOPHOS_00050178) 

The Fortinet Application Control feature defines the software classification as blocked or allowed 
based on the set of genes. 
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FortiOS Handbook for FortiOS 5.0 at 132. (5831SOPHOS_00049444) 
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FortiOS Handbook for FortiOS 5.0 at 133. (5831SOPHOS_00049445) 
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FortiOS Handbook for FortiOS 5.0 at 907. (5831SOPHOS_00050219) 
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FortiOS Handbook for FortiOS 5.0 at 908. (5831SOPHOS_00050220) 
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FortiOS Handbook for FortiOS 5.0 at 912. (5831SOPHOS_00050224) 
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FortiOS Handbook for FortiOS 5.0 at 976. (5831SOPHOS_00050288) 

FortiGuard 
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FortiOS Handbook for FortiOS 5.0 at 337. (5831SOPHOS_00049649) 
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FortiOS Handbook for FortiOS 5.0 at 866. (5831SOPHOS_00050178) 
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FML_Global_Reputation at 2-3. (5831SOPHOS_00001601 – 5831SOPHOS_00001602) 

Sophos expects Fortinet source code (including source code for FortiOS 5.0) and other discovery 
(including depositions of persons with knowledge and internal Fortinet documents) to further show 
how this limitation is met by the Accused Instrumentalities. 

storing the set of genes and the 
software classification in the 
library. 
 

The Accused Instrumentalities store the set of genes and the software classification in the library. 
 

FortiGate Products and FortiOS 

The FortiOS AntiVirus feature stores the set of genes and software classification in its file pattern 
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and type libraries, antivirus database, grayware library, and heuristics library. 

 

FortiOS Handbook for FortiOS 5.0 at 863. (5831SOPHOS_00050175) 

 

FortiOS Handbook for FortiOS 5.0 at 863. (5831SOPHOS_00050175) 
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FortiOS Handbook for FortiOS 5.0 at 865. (5831SOPHOS_00050177) 



WEST\246604741.3  Page 143 of 157

Claim Number and Text Accused Instrumentalities 

 

FortiOS Handbook for FortiOS 5.0 at 866. (5831SOPHOS_00050178) 

The Fortinet Application Control feature stores the set of genes and the software classification in the 
library by maintaining a database of default and custom application signatures. 
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FortiOS Handbook for FortiOS 5.0 at 132. (5831SOPHOS_00049444) 
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FortiOS Handbook for FortiOS 5.0 at 133. (5831SOPHOS_00049445) 
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FortiOS Handbook for FortiOS 5.0 at 907. (5831SOPHOS_00050219) 
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FortiOS Handbook for FortiOS 5.0 at 908. (5831SOPHOS_00050220) 
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FortiOS Handbook for FortiOS 5.0 at 912. (5831SOPHOS_00050224) 
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FortiOS Handbook for FortiOS 5.0 at 976. (5831SOPHOS_00050288) 

FortiGuard 

FortiGuard stores the set of genes and software classifications in its signature databases. 
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FortiOS Handbook for FortiOS 5.0 at 337. (5831SOPHOS_00049649) 
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FortiOS Handbook for FortiOS 5.0 at 866. (5831SOPHOS_00050178) 
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FML_Global_Reputation at 2-3. (5831SOPHOS_00001601 – 5831SOPHOS_00001602) 

  

17. The method of claim 16, 
wherein the software 
classification includes 
malware. 
 

The Accused Instrumentalities practice the method of claim 16, wherein the software classification 
includes malware. 

FortiGate Products and FortiOS 

The FortiGate AntiVirus feature has a software classification that includes malware. 
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FortiOS Handbook for FortiOS 5.0 at 862. (5831SOPHOS_00050174) 

The Fortinet Application Control feature includes malware in its software classifications in its 
predefined signatures to cover common attacks. 

 

FortiOS Handbook for FortiOS 5.0 at 907. (5831SOPHOS_00050219) 

FortiGuard 

FortiGuard’s classifications include malware. 
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FortiOS Handbook for FortiOS 5.0 at 337. (5831SOPHOS_00049649) 
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FortiOS Handbook for FortiOS 5.0 at 866. (5831SOPHOS_00050178) 
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FML_Global_Reputation at 2-3. (5831SOPHOS_00001601 – 5831SOPHOS_00001602) 

 




