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EDITORIAL

TheFundamental ThingsApply...

If patriotism isthelast refuge of ascoundrel then fundamental
principles arethe last refuge of the editor. Providing accurate,
reliable information and adviceis aburden and aresponsibil-
ity, particularly soif that information appearsin ajournal such
as VB which arrogantly definesitself as ' authoritative’. To
commend the use of products, methods and procedureswhich
are not attested, and which could actually exacerbate the
problem, would be foolhardy in the extreme.

Dr. Harold Highland, commenting on therecent proliferation
of self-confessed virus‘ experts' and exotic anti-virusgadgetry,
(Computers& Security, February 1991) quotesMark Twain:

‘‘Be thankful for the fools for without them we could not
exist.”’

Itisasingularly apt quotation to describe the attitude of those
software devel operswho take advantage of publicignorancein
the pursuit of a“‘quick buck’. A large number of anti-virus
software devel opers subscribeto VB, so the following discus-
sion may help their marketing departments and PR men avoid
potential battles with the Advertising Sandards Authority or
equivalentadvertising‘ watchdogs' worldwide.

Therefollowsabrief discourse on the sort of hyperbole and
potentially misleading statements which should set thealarm
bellsringing. Asabrief aside, prospective purchasers should
summarily dismissany promotional literaturewhichincorpo-
rates sel ective quotationsfrom VB product reviews, or other
evaluationswhich infer unqualified support for their product.
At least two product manufacturers have employed this‘ VB
endorsed’ tactic by the use of highly selective quotations. A
sound academic approach is appropriate here - lwaysrefer to
original sources!

A cursory examination of the most common claims often shows
them to beillusory - features cited as advantageous often
conflict with fundamental security practiceswhilemany
statements, when analysed, are meaningless.

Consider thefollowing statements:
Detectsall Known Viruses!

Prospective purchasers should cast ajaundiced eye over any
virus-specific product which ‘ detectsall known viruses'.
Known to whom and at what time? Presumably thevirusis
known to the person who wrote it before the anti-virus product
developer. If not, they are obviously inleague or one and the
same person. The statement is obviously fatuous - at any one
timethe research community isobliviousto the development
and circulation of numerous computer viruses.

Detectsall Unknown Viruses!

Many packages proceed with ahighly contentious statement to
the effect that the software will ‘ detect all unknown viruses'.
How do the developers know this? It isby no meansimpossible
for software to detect unknown viruses with a high degree of
assurance. One UK package has even gained certification to
thiseffect. However, any software claiming this capability will,
by necessity, employ asecure and extremely well-implemented
integrity checking system which must be configured properly
and maintained carefully. Given therelative complexity of this
approach, awkward questions are more than warranted in the
face of such claims.

DetectsVirusesin Memory!

Certain softwareissaid to detect virusesin memory. Again,
thisisby no meansimpossible (although it is becoming
increasingly impracticable), but without accessto the viruses
themselves, the user will be unableto test thisclaim. The
unsuspecting user isentirely at the mercy of the programmer’s
judgement, skill and quality-assurance procedures. Toavoid
undertaking alengthy vetting process (let alone the potential
embarrassment of failing to detect aresident virus), it is best to
invest in aclean write-protected system disk!

Disinfectsall Viruses!

These products boast that they can ‘disinfect’ files. Some
disinfection programsoverwriteinfected fileswhichisa
proven and effective method of destroying viruscode. Other
programs adopt ‘ surgical’ practices and attempt to removethe
virus and restore the infected file. Positive erasure (multiple
overwriting) isasound practicein computer security, other
tactics are questionable. If apackage uses ‘surgical’ disinfec-
tion, the infected file must be returned to its exact state prior to
itsbecoming infected. Overwriting viruses cannot be disin-
fected inthisway. Again, the user is at the mercy of the
programmer and will have no way of proving these claims.

Ambiguousand misleading statementstraditionally emanate
from marketing departmentsand it is, perhaps churlish to
decry eventheir more extreme assertions as scandal ous.

However, anti-virus software developersarein the privileged
position of being ableto issue statements with virtually no
possibility of their claims ever being put to the test. In this
respect they are unique within the software industry. The user
has little recourse to independent advice and cannot avail
himself of the virus code with which to test their products.

Only by preserving ahealthy scepticism and sticking to
fundamental truths some of the more absurd assertions be
invalidated before they have any chanceto gain credibility.

Finally, not to our great surprise “the universal anti-virus PC
security product” wasreceived at the VB officesrecently -
maybe this mean that all our problems are over.
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TECHNICAL NOTES

Virusesin Disguise

Theuseof LZEXE, PKLITE, DIET and other compression
programsto hide viruses from scanners presents a continuing
threat. Reports of infected programswhich have been packed
by these utilities and uploaded to Bulletin Board Systems have
become more common in the past few months.

Some anti-virus programs are able to unpack and scan com-
pressed files, but if they are not able to do so, they should at
least identify the file as “packed”, and alert the user to the
fact that it cannot be scanned for viruses.

One method used to disguisethe MIX-2 viruswas particularly
devious. The attacker took a pornographic text file, created a
self-extracting ar chivecontaining it and infected it with the
virus. Theresulting file was then uploaded to aBBS. When the
program was run, it would only seem to create atext file named
SISTERS.TXT, but the viruswasinstalled in memory, ready to
infect any program executed. The attacker assumed (correctly)
that people would not suspect a‘text file'. Beware of self-
extracting archives, pornographic or otherwise!

DetectingV 2P6

The encryption method used by the VV2P6 isby far the most
variable of any known virus. Even the Whale virus with its 30
or more possible encryption methods can be detected with a set
of identification strings, but thisis not practical for V2P6, as
the number of possible decryption routinesisin the thousands.
Thevirusisadetermined attempt to expose the vulnerability
of virus-specific scanning programs and has come closeto
rendering thisapproach to virus detection obsolescent.
Detecting thevirusis, nevertheless, till possible. A highly
technical algorithmic detection method hasbeen devel oped by
VB's Technical Editor, Fridrik Skulason. Theinformationis
considered unsuitablefor publication, but it will benefit bona
fide anti-virus software developerswho should contact VB in
the UK or Skulason at the University of Iceland.

Write-Protectionfor Diskettes

Ray Glath of RG Software Systemsin the United States has
submitted thefollowing report:

“Weregularly receive diskettes for analysis of suspected
viruses. Often, the diskettes are write-protected, or shall
we say, the user thinks they are write-protected because
they have placed tape over the write-enable notch on the
diskette.

Transparent Scotch Tape over the notch does not write-
protect a diskette. Neither does a piece of red tape write-
protect the diskette. The reasons for these methods being

ineffective arethat floppy drives mostly use atechnique of
shining alight on the area where the notch appears and
registering whether or not the light passes through. If the
light is “seen”, the diskette is write-enabled. Otherwise,
itiswrite-protected.

Similarly, there are drives that use ared Light Emitting
Diodefor thisdecision process. In thistype of drive, ared
coloured tab will write-enable the diskette.

To write-protect a diskette, use the silver or black write-
protect tabs which are usually supplied with new disk-
ettes. Or purchase write-protect tabs from your favourite
office supplies dealer. Don't take short cuts.”

Glath’sadviceto avoid short-cutsisunassailable. On 5.25 inch
floppy disksthe application of the write-protect tab meansthat
nothing can be written to that disk. On 3.5 inch disks the
appearance of an open window on the sliding shutter indicates
that the disk iswrite-protected. Write-protection of diskettesis
ahardwarefunction and, properly implemented, makes
softwaremanipulationimpossible.

However, there have been conflicting reportsregarding the
(in)effectiveness of silver (or black) write-protect tabson 5.35
inch floppy disks. Older drivesuse amirror under the floppy
disk notch to reflect light back to the photo-sensitive element
next to the light source. Using asilver (or shiny black) write-
protect tab can reflect light and make the drive believe that the
disk isnot write-protected. No such associated problems
have been reported withmatt black write-protect tabs.

Thebest rule, if in doubt, isto attempt to copy afileonto a
disk write-protected with atab (silver or black) of your
choosing. Take heed of Ray Glath’swarning, Scotch Tape
and other *home-brew’ remediesare not recommended!

Revolutionary Techniques?

Thereisthe ever-present danger of being misled by the
announcement of ‘revolutionary’ but fundamentally flawed
new techniques. One such method was recently announced
which was based on an analysisof INT 21H calls, the register
valueswhen the function is performed and the approximate
distance betweenthe INT 21H callsin bytes.

At arecent conference, the devel oper of the technique de-
scribed how he had created numerous variants of the Jerusalem
virus, none of which were detected by existing scanners, but
which were consistently detected by hismethod.

Apart from the fact that not all virusesuse INT 21H calls, it
must be noted that by modifying these viruses, for example by
swapping entire blocks of code, one could easily producea
variant which would not be detected by this method, but which
would continueto be detected by the overwhelming majority of
pattern scanning programs.

Asever, the search for an all-encompassing sol ution goes on.
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THE VIRUSBULLETINCONFERENCE

Hotel de France, St. Helier, Jersey
12th-13th September 1991

CONFERENCEPROGRAMME

Thursday 12th September

8.15-9.15 Registration
9.15-9.30 OpeningAddress, Edward Wilding, Editor, VirusBulletin, UK.

9.30-10.20 Dr. Jan Hruska, Sophos, UK.

IntroductiontoM S/IDOSViruses: Virustypes, virusstructure, payloads, hiding mechanisms, viruses on networks.

10.20- 11.00  Vesselin Bontchev, Bulgarian Academy of Sciences.

TheBulgarian and Soviet VirusFactories: The sabotage mentality, methods by which East Bloc viruswritersdistribute
computer virusesto the West, theavailability of virus source code, theimpact on the national softwareindustry.

11.00-11.30  Coffee

11.30-12.10  RossGreenber g, Software ConceptsDesign, USA.

M S-DOSAnti-VirusToolsand Techniques: Specific defencesagainst viruses- scanning programs, TSR monitors, static
analysisof maliciouscode, disinfectionandinoculationroutines.

12.10- 1250  Yisrael Radai, Hebrew University of Jerusalem, Israel.

Integrity Checking M ethods: Checksummingtechniquesfor anti-viral purposes- cryptographic checksumsversusCRC
programs.

12.50-2.10 Lunch

2.10-2.50 Jim Bates, Computer Crime Unit, UK.

Disassembly, Forensicsand Recovery: Toolsand techniquesto analyse the exact effectsof viruscode under test conditions,
‘armoured code’ to prevent disassembly, the hazardsof analysis, disk utilitiesand post-attack recovery.

2.50-3.30 Steve White, IBM T. J. Watson Research Center , USA.

I1BM’sResponse: IBM’santi-virusstrategy, internal research and devel opment efforts, worldwide monitoring of virusattacks
andtheroleof IBM’sHigh Integrity Research L aboratory.

3.30-4.00 Tea

4.00-4.30 Dr. Simon Oxley, Reuters, UK.

A Corporate Strategy: A worldwide education, training and awareness programmeto minimise thevirusproblem - the
tacticsto prevent, isolate and recover from virusattacks.

4.30-5.00 Mike Perryman, ManufacturersHanover Trust, UK.

Softwar e Control: Secureglobal distribution of anti-virussoftwarefrom an officeresponsiblefor software security. Guide-
lines, controlsand the software quality assurance process.

5.00 - 5.45 Fridrik Skulason, Technical Editor, VirusBulletin, University of Iceland.

FutureM S-DOSViruses: Anassessment of subversive programming techniqueslikely to befoundin future generations of
computer viruses. Evasion and damage maximization techniquesand their implication for detection and recovery.

VIRUSBULLETIN ©1991 VirusBulletin Ltd, 21 The Quadrant, Abingdon Science Park, Oxon, OX14 3Y S, England. Tel (+44) 235 5551309.
/90/$0.00+2.50 Thisbulletinisavailableonly toqualified subscribers. Nopart of thispublication may bereproduced, storedinaretrieval system, or transmitted
by any formor by any means, el ectronic, magnetic, optical or photocopying, without theprior written permission of thepublishers.



March1991 VIRUSBULLETIN Page5

Thursday Evening

7.30-8.00 Drinksreception, Hotel de France.

8.00 GalaDinner, Hotel deFrance. Speaker: Sgqn Ldr Martin Smith MBE, Royal Air Force.

Friday 13th September

9.30-10.10 John Nor stad, North Western University, lllinois, USA.

TheMacintosh VirusThreat: A survey of Macintosh virusesand anti-virustool s. Examination of probablefuture devel op-
mentsin virusprogramming and generic defences.

10.10- 1050 KenvanWyk, CERT,USA.

CERT, TheComputer Emergency Response T eam: CERT wasestablished in thewake of Robert Morris’ sinfamousworm
program which crippled the U.S. Internet network in 1988. Thelessonslearned from thisincident are explained and the
organisation, structure and communicationsof acomputer ‘ SWAT team’ areoutlined.

10.50-11.20  Coffee

11.20-12.00  David Ferbrache, Heriot Watt University, UK.

Unix: Trust and Mistrust: TheUnix environment is used to demonstrate the weakness of discretionary accesscontrols
(DAC) and theinadequacy of ‘ Orange Book’ mandatory access controls (MAC) to prevent virusand worm propagation. Data
integrity and availability areshowntobelow prioritiesunder | TSEC criteriawhileformal software development and control is
proposed asthe key to Unix security.

12.00- 12.40 Professor Eugene Spafford, Purdue University, Indiana, USA.

Securing Unix: Itiscommonly believed that Unix systemsareinherently insecure. Thisislargely because of theway the
systemsareconfiguredand administered rather than intrinsic shortcomingsin the systemsthemselves. An  examination of
standard Unix featureswhich, whenimplemented correctly, will diminish thethreat from malicious softwareand human
intrusion.

12.40-2.00 Lunch

2.00-2.40 Kent Ander son/Steve Rowley, European Security Programme Office, Digital UK .

Protecting Distributed Systems- TheDigital Approach: Digital tools, proceduresand guidelinesto prevent virusand worm
attackson distributed systemswith particular referenceto VAX/VMS, Unix and the management of PCs.

2.40-3.20 M artin Samociuk, Network Security Management , UK.

TheEnemy Within: Anexamination of blackmail, extortion and espionagethrough logic bombs, Trojan horsesand covert
channels, including case studies of criminal programming and corrupt work practices. The methodsto combat and react to
theseincidentsarehighlighted.

3.20-3.50 Tea

3.50-4.50 Panel Session

The speakerswill answer questionsfrom thefloor.
4.50 Closeof Conference
Full detailsare availablefrom PetraDuffield, Conference Manager, VirusBulletin Conference, 21 The Quadrant, Abingdon Science

Park, Oxfordshire OX14 3Y'S. Tel 0235 531889, Tel International +44 235 531889, Fax 0235559935,  Fax International +44 235
559935.
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INTEGRITY CHECKING

TheFlawed Six-ByteM ethod

Anintegrity checking program can berun periodically in order
to check the integrity of a system and its software. Under
normal circumstancesthe program, upon finding no anomolies,
simply displaysasingle “OK" indication to the user. How-
ever, under suspicious circumstancesit will typically display a
(configurable) message similar to thefollowing:

Avirusinfectionis suspectedonthisconputer -
pl ease cal I PG support ( phone XXXX- XXXX)

Integrity checking programsdeterminewhether system and
program filelengths, attributes and composition have been
altered in any way. If suspicious changes are detected the user
isinformed, so he may diagnose the problem. V-ANALYST
(VB, October 1990) and VACCINE (VB, December 1990) are
examples of well-implemented programs of thistype.

Asan example of aflawed approach to integrity checking
which highlightsthedifficultiesinvolvedin developing a
secure program of this nature, one simple method will be
described. It was devel oped by A. Padgett Peter son, Computer
Security Plus, Suite 890, 200 East Robinson Street, Orlando,
Florida 32801, USA. Thisparticular method isvery limited
and, aswill be seen, the method is transparently insecure.

The ideabehind the six-byte method is simple - aviruswhich
wantsto remain resident in memory must somehow allocate a
block of memory toitself. The method involves obtaining the
values of threewordswhich contain information about memory
allocation and comparing their valuesto the valuesthey have
when the system is known to bein a“clean” state.

Thefollowing words are used:

¢ Thereturnfromthe INT 12H call which indicatesthetotal
amount of conventional memory (up to 640K).

¢ Theamount of memory in use by DOS, devicedriversand
resident programs. Thisis determined by the CSvalue of
thechecking program.

¢ Theamount of freememory, obtained by INT 21H, function
48H, with BX = FFFFH.

Thismethod will detect viruses such as Brain and most other
boot sector viruses which decrease the amount of memory, for
examplereducing it from 640K to 636K. It will also detect
viruseswhich use conventional TSR methodsto allocate
memory, such as Jerusalem. Finally, Padgett Peterson’s
method will detect viruses such as Datalock, which reducethe
last memory block thus creating “free” space near the top.

Superficially, the method appears attractive asmost common
viruses belong to one of these three groups and will be

detected. However, thistechniqueis of no use against most
Trojansor non-resident viruses, asthe memory allocation will
not have changed after they have executed.

Thereal ‘acid-test’ iswhether this simple check is sufficient to
detect resident viruses, asit isintended to. Specifically,
several currently known memory-resident viruseswill evade
detection by the six-byte method.

The Stupid/Do-nothing virusis not detected becauseit does
not allocate memory to itself. Instead it just copiesitself to a
fixed areain memory, starting at 9800:0000, amethod which
has several drawbacks - the viruswill only work on computers
with at | east 640K memory, and some programs may overwrite
thisarea, causing a system crash.

A virus may evade detection if it hides above the 640K
memory boundary. The E.D.V. virus searchesfor free RAM at
E800:0000 and moves downward, until it finds afree block.

The Number of the Beast virus will not be detected, asit
occupies a512-byte block within the areaallocated to DOS. A
similar method is used by the Micro-128 virus, and several
other recent samplesfrom Bulgaria, which hide thevirus code
in the upper half of the Interrupt Table.

Another major weakness of the six-byte method isitsinability
to distinguish between anormal TSR program and avirus
which usesthe standard TSR techniquesto allocate memory
for itself. The six-byte check can detect that some program has
allocated ablock of memory, but it remainsfor the user to
determine whether thisisalegitimate TSR or not. This
problem disappearsif the user only runs afixed set of TSR
programsand they areall loadedin AUTOEXEC.BAT. The
method would be of little or no use to anyone using alarge and
variable set of TSR programs.

A well-implementedintegrity checking program shouldinclude
the capacity to take a “ snapshot” of the Interrupt Tableon a
clean systeminitsstandard configuration. If no changesare
introduced by avirus, the “snapshots” are identical; con-
versely, any changeswould indicate suspiciousactivity. This
cabability will be sufficient to detect the Micro-128 virus asit
overwrites 128 bytes of the Interrupt Table, and also the
Stupid/Do-nothing virus, whichhooksinto INT 21H.

Further steps are necessary to detect all resident viruses. Full
integrity checking should addressnot only memory allocation
and the Interrupt Table - it should also verify theintegrity of
the operating system itself. For example, it is easy to detect the
Number of the Beast virus by checking the number of the disk
buffersin use by DOS, asit will betoo low. Thusacompre-
hensiveintegrity checking program should also compute a
checksum for the copy of DOSin memory, which would detect
any attemptsto patchit.

It isnot easy towrite a foolproof integrity checking
program - the six-byte method isadequate testimony to this
fact.
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PROGRAM TACTICS

Fridrik Skulason

DevelopingaVirusScanner

Most, if not all, anti-virus products include avirus scanner, the
purpose of whichisto check programs and boot sectorsfor
infection by known viruses. A comprehensive VirusBulletin
review of eleven prominent virus scanning programsis
currently underway and we hopeto publish our findingsin
April. Thisarticle, thefirst in a series on software devel op-
ment, will serve as background reading to supplement the
upcoming review. Throughout, | adopt theprogrammer’s
perspective and consider some of the design and implementa-
tionissuesinvolved inwriting thistype of program.

TheHex Pattern

Almost all viruses known today can be detected with asimple
identification pattern in hexadecimal, but agood scanner is
more than just a search engine with a database of virus
patterns. The programmer must consider several factorswhich
affect the speed and accuracy of the scanner.

Selecting the Sear ch Pattern

The selection of areliableidentification patterniscritically
dependent on selecting a suitable area of the virus code from
which to extract it. Unfortunately it isnot possibleto give any
fixed set of rules on how to select apattern. Animmediate
concern isthe avoidance of false alarms. The selected pattern
should minimisethe prospect of false-positiveindications
whereby avirusisindicated in aclean file which happensto
contain an identical code sequence to that of thevirus. VB
occasionally publishesamended patternswhen informed of
such false alarms. It isimpossible to select a pattern from a
virus and state categorically: “thisisthe best identification
pattern for this particular virus’. The programmer should look
for an unusual code fragment typically indicative of viral
behaviour and unlikely to occur in legitimate software routines.

The length of the pattern isakey concern - alengthy pattern
reduces the danger of false-positives, butismorelikely to be
invalidated by an intentional modificationtothevirus.

DetectingVariants

Several approaches are possible when dealing with different
variants of the samevirus. An extreme approach isto select a
highly specific identification pattern, which enables an exact
identification of the variant, but it isalso possible (and more
practicable) to select a“family” pattern, which can be found
in many related viruses.

A highly specific search pattern will not guaranteethat a
variant can beidentified with absol ute certainty, as changes
might have been introduced elsewherein thevirus code. A
scanner could, theoretically, contain acopy of every variant,
and perform abit-by-bit comparison with aninfectedfile.
However, thisisan unrealistic propositionin light of the
abundance of virus codein existence.

A more practical tacticisto identify the areas of every variant
which contain invariant code - the codewhichisidentical in
al instances of aparticular virus. A checksum would then be
computed for theinvariant area of each variant and the
corresponding areasin any sample under investigation.

Why should asoftware devel oper expend such effortintrying
toidentify an offending virus with such exactitude? If the user
deletesall infected files and replaces them from write-
protected backup copies of master software, it really does not
matter which variant, or even which virusinfected his system.
Most userswill have little interest in such details; they will be
anxious about the effects caused by avirus, but will remain
quite indifferent asto whether the culprit was, for example,
Jerusalem-A or Jerusalem-C.

Whilethisisgenerally true, preciseidentification is of vital
importanceif the anti-virus program attemptsto disinfect the
file. The 4096 byte variants of AntiCAD/Plastique are good
examplesto explain thedifficultiesin developing disinfec-
tion software - three different variants of the same virus, but of
the samelength. Most identification patterns which detect one
of thevariantswill detect them all. A disinfection program
must be able to distinguish between them because they storea
part of the original host program at entirely different locations
internally. A failureto differentiate between the variants will
result in a corruption of thefilesif any attempt ismade to
removethem using disinfection software.

Prospective developer s of disinfection softwar e, and anyone
currently using such software, should be awarethat no
margin for error ispermissible when adopting this strat-

egy.

Precision Scanning or the‘BruteForce’ Approach?

Normally any search pattern will always be found at the same
location in every copy of the same variant. A scanner may store
information on where the identification pattern is expected to
befound - relative to the beginning of the infected program,
thevirus’' entry point or the end of the infected program,
depending on the structure of thevirus.

Instead of laboriously searching throughout theinfectedfile,
the scanner can just check whether the identification patternis
present at its expected location. Thisis afaster but far less
secure tactic than scanning the entirefile for the identification
pattern (the ‘ bruteforce’ approach) or scanning code segments
near the beginning and the end of the file. Referenceto last
month’s VB product review of Turbo-Antivirus (particularly to
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the variation in scanning times between the ‘ turbo’ and ‘ non-
turbo’ modes) will proveinformative on this point.

Precision scanning substantially reducesthelikelihood of
detecting variants of thevirus. If the virus codeis disas-
sembled, changes made and the resulting code assembled
again to produce aworking virus, the offset of the pattern
(whichisan essential parameter to precision scanning) may
change. Precision scanning can al so be undermined by
unexpected viral behaviour or anomalies. Unlessdevel oped
with extreme attention to detail, precision scannerswill fail in
the event of unusual program behaviour typified by overlay
files(*.OV?) (Technica Notes, VB, February 1991). More-
over, ‘virus sandwiches' such asthe Plastique-Jerusalem-
Plastique phenomenon (Technical Notes, VB, October 1990,
pp.4-5) arelikely further to confuse precision scanners.

MultiplePatterns

Any modificationto an existing virusmay invalidate the
identification pattern used to detect it. The Bulgarian virus
writers have expended much time and effort in subverting John
McAfee' s SCAN program through patching sectionsof the
search patterns contained in the program within the original
virus code. Changes may al so be accidental, caused by a
random memory error, but are usually deliberate movesto
prevent detection by a specific scanner. Thereisalso the
possibility that such patching isincorporated to collect a

reward offered by an anti-virus company for any “new” virus
submitted!

One possible method to increase the chance of detecting new
variantsisto use multiple search patterns. For every variant a
set of patternsisdefined and if all the patterns can be found
the scanner will assume it has correctly identified the virus. If
only some of the patterns are found, the scanner may report an
infection by apreviously unknown variant of thevirus. The
drawback of using multiple patternsis obvious- amarginal
increase in scanning time.

Speed

From asecurity stance, the accuracy of the scanner isthe over-
riding consideration, but practicality demandsthat areasonable
scanning speed is maintained - nobody wantsto wait for an
hour while arelatively small disk is being scanned. Various
methods can be adopted to enhance scan-speed - some of which
apply equally to other types of software, other methods are
exclusiveto virusscanners.

An obvioustactic isto write the scanner, or the most time-
critical partsof it, in assembly language. It isalso possibleto
enhance scanning speeds by knowing when not to search for a
virus. Itispatently obviousthat searching programsfor boot
sector virusidentification patternsisinane! Searching ‘target-
rich’ areas can be refined. For example, if alarge .COM file
starts with a IM P to alocation near the end of thefile, al

Carrier program

Virus

‘ Program1 ‘ DEY u* & 8llp[@# I

Program 2 DE132{ +as$5\%06 I

Program 3 DE!"334%"df 6456 I

Figure 1. Three programsinfected with an encrypting virus. Here the letter ‘DE’ in the virus code symbolise a static
decryption key which provides a suitable code fragment from which to extract a search pattern. Cascade is an exampl e of
such avirus. The greatest threats are those viruses which employ a self-modifying (variable) decryption key offering no
such opportunity. A recent virusexample, V 2P6, is close to being undetectabl e by virus-specific scanning programs.
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viruses which infect the beginning of .COM filescan be
excluded from further consideration. Storing thefirst byte of
the virus code for each virus, and comparing it to thefirst byte
of thefile being scanned (or the first byte in the code section,
in the case of .EXE files) optimises scan-speeds. (To quote
Alan Solomon Y ou don’t search for London buses at the
bottom of the Atlantic Ocean”. Ed.)

When aPatternislnadequate

Although simpleidentification patterns are usually sufficient to
detect viruses, there are afew exceptions. The encrypted
viruses may cause problems, as the search pattern can only be
taken from the decryption routine, which may bevery small. In
the case of viruses like Cascade thisis not a problem, but
virusesusing self-modifying encryption are moredifficult to
handle. In some casesonly asingle byte in the decryption code
may vary from one sampleto another, so itispossibleto
provide a search string where one byteismarked asa‘ ?? or
“DON’'T CARE” flag. The Ontario and USSR-1594 viruses
are examples. In other cases a set of standard hex patterns may
be provided for amultiply-encrypting virus - for example, one
pattern for each decryption routine asin the case of the Whale
virus (which resultsin thirty such patterns, see VB, December
1990).

In afew cases even these tactics are not practical - the 1260,
Casper, V2P2 and V 2P6 viruses are the best examples of self-
modifying encrypting virusesfrom which no patternisex-
tractable. An algorithmic approach is necessary to detect these
viruses, astheir decryption codeistoo variable to use any
search pattern. (V2P6 isthe closest any virus has come to
being undetectabl e by a scanner - for security reasons our
original intention to publish data to detect this virus have been
cancelled. Thearrival of an undetectable virus adopting a
‘sparseinfection strategy’ appearsto beimminent. For a
discussion of ‘sparseinfection’, see‘ 1260 Revisited’, VB,
April 1990, p.10. Ed.)

Summary

Algorithmic methods are the only option in afew rare cases,
but arethey practical for more general use? The authors of
current virus scannersgenerally avoid them and employ
identification patternspredominantly or evenexclusively.

However, the continuing appearance of ‘ research viruses'
(mostly written by M ark Washburn) which confound conven-
tional detection have accelerated researchinto algorithmic
detectionmethods.

Searching for identification patternsis still the fastest and most
effective method to detect current computer viruses (and is
liable to remain so for the forseeabl e future), but several other
methods are neverthel ess feasible and research and devel op-
ment into these methodsis underway by anumber of software
developers.

IBM PC VIRUSES

Amendments and additionsto the Virus Bulletin Table of
Known IBM PC Viruses as of 24 February 1991. Thefull table
was published in the January 1991 edition of VB.

Hexadecimal patterns can be used to detect the presence of the
viruswith the ‘ search’ routine of disk utility programsor,
preferably, can be added to virus scanning programswhich
contain pattern libraries.

Dutch-555- CER: A compact 555 byte virusfrom Holland.
Theviruscontainsno side-effects.

555 5B58 072E FF2E 0500 813E 1200 4D5A 7406 ;
O fset 19E

Casino- CR: Virusinfects COM filesincreasing their lengths
by 2330 to 2345 bytes. Upon triggering on the 15th January,
April or August (any year), the virus plays an interactive game
of Jackpot, theloss of which resultsin the destruction of the
filealocation tablein the default drive. (VB, Mar 91)

Casino 594B 7504 B366 06CF 80FC 1174 0880 FC12

INT13- CR: A 512 byte stealth viruswhich isvirtually
immuneto detection when memory-resident. Thefollowing
search pattern will be found in infected files but only if the
INT13 virusisnot resident in memory. (VB, Mar 91)

I NT13 E200 50BF 4000 5733 EDSE DDC4 1DBF 7402 ;
Ofset 0

Micro-128- CR: Thisvirusfrom Bulgariaisthe smallest
memory-resident virusknown. It occupiesaportion of the
Interrupt Table. Thevirus contains no side-effects.

Mcro 4231 C931 D2CD EOB1 03B6 03C3 E90A 0080 ;
O f set 030

Number One- CN: Anold, simple overwriting Pascal virus
whichwasoriginally published in Computer Viruses: AHigh
Tech Disease by Burger. Thelength of the virusis dependent
on the compiler used. 11980 and 12032 byte examples have
been isolated. Aswith many other high level language viruses,
asingle search pattern is not possible.

Sex Revolution- MR: Two variants of thisvirusare known
but both contain the text:

EXPCRT OF SEX REVOLUTI ON
Thevirusisaminor modification of the New Zealand virus

and is detected by the New Zealand (2) pattern last published
in VB, January 1991.

Swedish Disaster - MR: The nameisderived from atext
string insidethevirus. Awaiting analysis.
Saedi sh 0102 BBOO 02B9 0100 2BD2 9C2E FF1E 0800 ;
O fset 04A

Vienna-622- CN: A new variant of the Viennavirusfrom
Bulgaria. It is detected by the Vienna (4) search pattern (VB,
January 1991).
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SOFTWARE STRATEGY

Dr. Jan Hruska

Defining Executable Codein the Advent of
Windows

Arguably, the single most important characteristic of a
computer virusisthat its code must execute beforeit can
replicate.

The executable path used by virusesis normally covert and
exploits one or more features of the operating system. For
example, boot sector viruses execute when the PC is (acciden-
tally) booted from an infected disk, parasitic viruses executein
advance of alegitimate program to which they are attached,
while companion viruses execute when the operating system
executesthe COM version of aprogram instead of the legiti-
mate EXE version.

It is of paramount importance to bear thisin mind during any
anti-virusactivity, ranging from planning an anti-virus strategy
to dealing with avirus outbreak. Almost any physical or |ogical
storage device can contain avirus, but if the virus hopesto be
executed at some stage, it must also modify an item which
would normally be executed by the operating system or other
executables.

For example, avirus may hideitself in Track 40 of afloppy
disk, but since Track 40 is neither executable nor normally
reachable by the operating system, it must also place a
‘bootstrapping’ link somewherein the executable code. An
obvious place isthe boot sector, which is executed at startup.

Taking thisargument further, let usonce again clarify the
recent confusion in the popul ar press regarding the possible
infection of data files by computer viruses.

The 4K virus (see VB, November 1990, p.5) isan example of a
datainfector. Thevirus does, indeed, infect any filein which
the sum of charactersin the extension is 223 or 226. Apart
from COM and EXE files, thisincludes files such as
WITCH.OLD, MONKEY .MEM, PHUT.PIF etc. All of these
fileswill contain the virus code, but only COM and EXE files
will become carriersin the true sense of the word, and, hence,
pose athreat. All other fileswill probably be diagnosed as
corrupt if accessed on another (uninfected) PC.

Itisimportant to differentiate between the ‘inactive’ virus code
(such asthat carried in the data file MONKEY .MEM infected
with 4K) or ‘active’ code (such asthat carried in theinfected
executablefileZOO.EXE). Typing ‘ MONKEY' atthe C:>
prompt will not infect the computer, whiletyping ‘ZOO’ most
certainly will.

Fortunately, withMS-DOSit hastraditionally been easy to
identify executableitemsby following the PC bootstrap
process (see VB, April 1990, p.11).

The executableitemsare:

1. Master Boot Sector (sector stored at absolute Track O,
Head 0O, Sector 1).

2. DOSBoot Sector (logical sector 0in each DOS partition).
On floppy disks, thisisthe same as the Master Boot Sector.

3. Operating system files(first two filesin the root directory,
normally called IBMBIO.SY Sand IBMDOS.SY Sor similar).

4. Devicedriversspecified in the CONFIG.SY Sfile, which by
itself isnot executable.

5. COMMAND.COM - command lineinterpreter (a special
COM file).

6. AUTOEXEC.BAT - asequence of batch commands
executed on every power-on (aspecia BAT file).

7. COM, EXE and BAT files executed at the command line
level, for example WS.COM executed by typing ‘WS’ or
SEX.BAT executed by typing ‘' SEX'.

8. Overlay files- executable code pulled into memory by
COM and EXE files as and when necessary. They are usually
caled OVL, OV1etc.

In addition, an executable file can execute‘Macros', which are
aform of interpreted code. This comprisesLotus 1-2-3~
macros, interpreted Basic programs and so on.

The overwhelming majority of viruses, both in the number of
individually identifiable specimens aswell asthe number of
infections, are transmitted by DOS boot sectors, COM filesand
EXE files. That is understandable, as those items are readily
exchangeabl e between computers - the first asapart of floppy
disks and the second and the third in the form of applications
software.

From the point of view of the virus-writer, successis measured
in the number of infected systems, and the more a particular
item is exchanged, the more likelihood thereis of the virus
spreading.

Thisprobably accountsfor the comparative paucity of BAT file
viruses (although there are afew around) aswell as viruses
designed to exploit other executable items such as Lotus
macrosin spreadsheets.

In addition, the virus needs acommon mass-platformin order
to spread. Thereislittle point in awriting avirus which runs
on 31-bit *Goof’ processors, of which thereare only threein
existence. Some 36 million IBM-PCsand compatibles, used in
devel oped and devel oping nationsworldwide, all supporting a
common disk format and capabl e of executing the same code
are a much more suitable platform.
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Fortunately, the|IBM-PC architectureand the PC-DOS
operating system (unlike the Apple Macintosh) allow a
reasonably straightforward definition of what isexecutable and
what isnot. However, this clearly defined situation could
become more complicated in the near future with the increase
in popularity of Microsoft Windows™, which seemsto bewell
on theway to becoming ade-facto standard GUI platform.

Unfortunately, Windowswill inevitably proveto beatempting
target for virus-writers. The potential threat cannot be ignored
and the traditional concept of what is executable under PC-
DOS must be augmented by additional itemswhich are
executed by Windows.

Specifically, Windows addstwo further vul nerabl e groups of
filesto the established list of potential target items:

* PIFfiles
e DynamicLink Libraries

PIFfilesare normally created during the installation of the
software, but are sometimes al so copied between PCs. They
describe command lineargumentsfor various applicationsand
in that sense resemble BAT files. It would be easy for a
modified PIF file to implement the Windows equivalent of a
companion virus. Theintegrity of thesefilesisextremely
important. It should be noted that the 4K virus already corrupts
PIF files - albeit asaresult of an unusual infection method
rather than as an intentional effect.

Dynamic Link Libraries arefileswhich can have any exten-
sion, although DLL and DRV are the most common. They
contain executabl e code which iscommon to applications
residing in memory and which can be shared between them. It
isunlikely that DLL fileswill be copied between PCsto the
same extent as EXE and COM files, so the threat of virus
infection carried in them isreduced. However, avirus specifi-
cally targeted to spread viaDynamic Link Librariesisfeasible.

Thelmplications

What are the readily apparent implications of Microsoft
Windowsfor anti-virus softwareand anti-viruspolicies?

First, scanning software will not be affected until the first
Windows-specific virusisdiscovered. After that happens, the
affected groups of fileswill have to be added to thelist of file
extensionsinspected by default by thistype of program.

Second, checksumming software should be adapted to include
PIF and Dynamic Link Library filesin thelist of itemsto be
fingerprinted. Thisadditionisrelatively easy on most of the
better checksumming software packages and should be
undertaken onany PC running Windows. A Windows-specific
virusmay beayear of two away. Nevertheless, obvious
countermeasures can beimplemented today.

VIRUSBULLETIN
EDUCATION, TRAINING
AND
AWARENESSPRESENTATIONS

Education, training and awareness are essential as
part of an integrated campaign to minimise the
threat of computer viruses and malicious software.

Virus Bulletin has prepared a presentation designed
to inform users and line management about this
threat and the measures necessary to minimiseit.

The standard presentation consists of aone-hour
lecture supported by 35mm slides, followed by a
guestion and answer session. Throughout the
presentation, technical jargon will be kept to a
minimum and key conceptswill be explainedin
accurate but easily understood language. However, a
familiarity with basic MS-DOSfunctionsisas-
sumed. The presentation can betailored to comply
with individual company requirements and ranges
from abasic introduction to the subject (suitablefor
relatively inexperienced users) to amore detailed
examination of technical developmentsand avail-
able countermeasures (suitablefor MISand PC
support departments).

The aim of the basic course isto increase user-
awareness about computer viruses and other

malicious softwarewithout inducing counter-
productive ‘paranoia’ . Thethreat isexplained in
comprehensibletermsand proven and easily-
implemented countermeasures are demonstrated. A
more thorough course, which will assist line
management and DP staff, outlinesvarying proce-
dural and software approachesto virus prevention,
detectionandrecovery.

The presentations, are offered free of charge except
for reimbursement of travel and any accommodation
expensesincurred. Information from VirusBulletin,
UK. Tel 0235 555139.

VIRUSBULLETIN ©1991 VirusBulletin Ltd, 21 The Quadrant, Abingdon Science Park, Oxon, OX14 3Y S, England. Tel (+44) 235 555139.

/90/$0.00+2.50 Thisbulletinisavailableonly toqualified subscribers. Nopartof thispublicationmay bereproduced, storedinaretrieval system, or transmitted

by any formor by any means, el ectronic, magnetic, optical or photocopying, without theprior written permission of thepublishers.




Page 12

VIRUSBULLETIN

March1991

VIRUS ANALYSIS 1

Jim Bates

ThelNT13Virus- A New L evel of Stealthy
Sophistication

M ost examples of virus code display adistinct lack of pro-
gramming finesse. However, every onceinawhile, avirus
appears which shows undoubted expertise on the part of the
author. INT13 isone such example. It isdifficult to decide
which ismore reprehensible - the childish destructive code
produced by the amateurs (or “pimplies’ as VB correspon-
dents generally refer to thisgroup) or the more accomplished
‘creations’ of experienced programmerswho misusetheir skill
to damage their own industry. Patience isavirtue and we
should try to educate the “ pimplies’. However, there is
absolutely no excusefor the professional virus-writers. Itisno
use their claiming that a particular virus was written for
“research” purposes - every virus will cause some disruption
and possibly damageif it isallowed to infect a PC environment
unhindered.

TrueStealth Characteristics

A highly sophisticated virusarrived in December 1990in a
package of examplesfrom Eastern Europe. The virus has been
called INT13 after a plain text string at the end of the code. It
containsa potent ‘stealth’ capability which will avoid
detection by all but the most deter mined memory-scanning
programsif it isactive at the time of scanning.(See TSR
Monitorsand Memory Scanners, pp. 18-19, Ed.)

Thetotal codeisonly 512 bytesin length and thereisno
trigger routine in the samplewhich | analysed (although file
corruption will occur under certain circumstances - see report
below). A simple, uncommented disassembly listing wasalso
included in the package but examination of thiswasinconclu-
sivein determining whether it was the author’ s original source
or an unknown researcher’ s primary efforts at disassembly.

Thevirusis categorised asinfecting only COM files of certain
lengths and bears some remarkabl e similarities to the Number
of the Beast (666) virus already discussed (VB, May 1990). No
change occursin thefile length, attribute settings or date/time
fieldsand the COMMAND.COM fileisspecifically excluded
frominfection.

Installation

Thisvirusoverwritesthe first 512 bytes of itstarget program
fileand the code thereforeinitially appears at offset 100H of
the program code segment. The very first instruction isatwo-
byte LOOP Next command which isthe hex word E200H. This

isused later by thevirus as an infection indicator. After this
first instruction (which does nothing), the normal machine
interrupt vectorsfor INT 13H and INT 21H are collected by
direct accessto the Interrupt Table and copies are stored in the
entriesfor INT 9CH and INT 9EH respectively.

An undocumented function of DOS s used to collect the ROM
entry point of the INT 13H routine and this addressis copied
into the INT 9DH vector. The address of thefirst DOS Disk
Buffer isthen obtained and the virus code (all 512 bytes) are
copied into it. The chain of buffer addressesisthen updated to
removethisfirst buffer from subsequent DOS operations. Up
to thispoint, no re-vectoring of the original interrupts has
occurred. Thisfirst section of the program then pushesthe
relevant segment and offset addresses onto the stack and issues
aRETF instruction to transfer processing into the relocated
codeinmemory.

The continuation code starts by accessing low memory and re-
vectoring (by direct access) theinterrupt addressesfor INT
13H and INT 21H to handlers present within the virus code.
Then the environment segment addressis collected from
within the host program’ s PSP and the host program isloaded
into memory in exactly the same place asit was previously.
This might seem a pointless exercise but as the operation of
the INT 13H handler becomes apparent, it will be seen that
this second load of the host program will produce acorrect (i.e.
uninfected) copy of the original program filein memory. Once
loaded, the host program is executed under normal DOS
control.

Memory-Resident Oper ation

The operation of thevirusinterrupt handlersis somewhat
involved and displaysan intimate knowledge of how DOS
handlesrequestsfor fileinformation. It isdifficult to describe
the functions of the handlers separately since they operate
together, so thisanalysiswill describe the sequence of events
after both handlers have been installed and examines particular
aspects of each asthey occur.

It should first be noted that the virus contains athird interrupt
handler which istemporarily hooked intothe INT 13H vector
whenever theinfection routineis processed. It isthistempo-
rary handler which providesthekey to thelow-level subver-
sion undertaken by thevirus.

I nfection Routine

Starting with the infection routine, the INT 21H handler
interceptsonly function 12H (FCB FIND NEXT). There-
quested function isfirst issued through the newly created INT
9EH (original INT 21H) call. Thisischecked for error free
completion and the virus then accesses the Disk Transfer area
to examine the filename which was found. If the last two
letters of the file extension are*OM’ and the second and third
letters of the nameare NOT ‘OM’ then size checks are
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initiated (thisisto avoid infecting COMMAND.COM).
Otherwise the handler aborts and returns control to the caller.

The size checks consist of first rejecting any files lessthan 512
bytesin length, and then testing bits 5 and 6 of thefile size
field for zero. Thisisan effective method of determining how
much allocated space is available beyond the end of thefile (in
asimilar way to the 666 virus). Provision is also made for the
differencein allocation unit size between fixed disks and
floppy disksalthough no actual checks are madeto determine
thetrue alocation unit size. If examination of thefilesizefield
revealsthat thereis at |east one sector available beyond the
end of thefile, itissuitablefor infection.

At thispoint thetemporary INT 13H handler ishooked into the
interrupt chain, bypassing themain INT 13H handler. The
existing INT 13H vector is stored (but not used) at the INT
9FH addressin the interrupt table. The target fileisthen
opened for READ ONLY accessusingtheoriginal DOSINT
21H vector and a SEEK to End of Fileinstructionisissued
with an offset of -1. This effectively seeksto thelast bytein
thefilewherethetemporary INT 13H handler isinvoked.

During adisk accesscall to INT 21H, DOSwill call INT 13H a
number of timesasinformation isrequired from the disk.
During the SEEK to EOF function, thefinal call to INT 13H
will contain thelogical Drive, Track, Head and Sector address
of thelast cluster of thefile. Thetemporary INT 13H handler
does nothing more than store these address variablesinto data
areas within the virus code and then continues with the

original (ie: unintercepted) INT 13H. So these data areas now
contain the low-level address of thelast cluster of thefile and
they are accessed and stored on the stack.

Next, thevirusissues a SEEK to Beginning of Fileinstruction
and then usesthe DOSINT 21H address to read the first word
of thefile. Thisword is checked to seeiif itisthevirus ID
word E200H and if it is, the handler aborts (after first
unhooking thetemporary INT 13H vector). WhenDOSINT
21H isasked to read from afile, the whole of the relevant
alocation unitisread into the DOS disk buffer. Thusthe
singleword read call collectsthefirst cluster and setsthe
address of that cluster into thetemporary INT 13H variables.
Thefirst word of thefileis also checked to see whether itis
“MZ”, indicating a fake COM file with an EXE header.

DOS

Application

I nterrupt vector

Figure 1. Interrupt routing before and after infection. INT 13isa‘stealth’ viruswhich usesinterrupt interception to
escape detection. M S-DOS appli cations use software interrupts to communicate with the operating system in aportable
way. Thejump addresses are stored in the interrupt table located at the beginning of memory. If avirus changes one or
more of these addresses, any jumps to the operating system can be routed through the virus, which then decides what
should be done with aparticular request. Thevery first MS-DOS virus, Brain, employed interrupt interception. When
activein memory, the virusintercepts any attempt to read from disk the contents of Sector O (the hiding place of Brain).
Thevirusre-vectors such callsto point to the legitimate contents of Sector O which it has stored at acompletely different
location. Hence, when Brain isin memory, any attempt to look at the boot sector will not reveal its presence.

DOS

Virus =

Application

Interrupt vector
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The check doesnot include the less usual “ZM” header
signature. Fileswith an “MZ” header are not infected.

Thelast cluster address variables are popped off the stack and
used to addressa READ SECTORS request to the ROM entry
point of the INT 13H BIOSroutines. This bypassesthe
temporary handler and thereby does not update the address
variables. These two sectors are read into a buffer created in
the middle portion (offset 7800H) of the video memory area at
segment B8OOH. So we now havethe first sector of thefilein
the DOS Disk Buffer and the last sector (plus the subsequent
sector of unused but allocated space) in thetemporary buffer in
videomemory.

It contains a potent stealth
capability and if active in memory
will avoid detection by all but the

most deter mined scanning
programs.”

The completevirus code (containing thetemporary INT 13H
data variables, pointing to the last cluster) iswritten to the first
sector of the file using the unintercepted INT 13H vector, thus
overwriting thefirst 512 bytes of thefile. The original first
sector of thefileis copied to the second of the two sectors
stored in video memory and these two sectors are written back
to their original position. Thetarget fileisnow fully infected -
with the virus code in the first 512 bytes, and the original first
sector stored beyond the end of thefile. Finally, thetarget file
isclosed, thetemporary INT 13H handler is unhooked from the
system and the original register settings are restored before
processing returnsto the original caller.

Interrupt I nter ception to EscapeDetection

We must now consider the operation of themain INT 13H
intercept routine asit functions within the DOS scheme of
operations. When a COM fileisloaded prior to being ex-
ecuted, the DOSINT 21H handler will call upon theinstalled
INT 13H vector for information and data. At some point, the
first cluster of thefilewill be loaded into the disk buffers
before being moved to the caller’ sload buffer.

Thisvirus’ INT 13H handler will examine each sector load to
see whether it starts with the E200H virus self-recognition
signature. If thisisnot found, the handler immediately returns
to the calling routine. Otherwise, the address data variables are
collected and used to read the last two sectors of thefile (using
Track, Head and Sector addressing into the ROM entry point
of theINT 13H BIOS routines). The second sector (the original

program header) isthen copied into the original caller’ s buffer
beforeprocessingreturns.

It can thus be seen that once the virus intercepts have been
installed, any infected fileloaded into memory using hormal
DOS function calls (or even normal BIOS calls) will resultina
clean file being loaded.

OncethelINT13virusisin memory, it subvertsboth DOS
and BIOS calls and will thus deceive most scanning
programsinto thinking that every infected file on the hard
disk isclean.

Conclusions

This complex method of replacing the original file header by
subverting the BIOS access routines produces someinteresting
resultswhich directly affect the virulence of theinfection.

When an infected file is copied on a system with the virus
resident in memory, the resulting fileis uninfected and may
only bere-infected duringaDOSFCB FIND NEXT function
reguest. However, since thisvirus does not infect
COMMAND.COM, differentimplementationsof DOS(with
different sized system files) may not allow systeminfection. It
is quite probabl e that a power-down reboot will leave a
machine uninfected. Thisbecomesmorelikely when one
considersthat only fileswith certain size limitations can be
infected. So, the effect of copying infected fileson an unin-
fected machinewill vary depending upon the copying methods
used. Someimplementations of DOSwill copy on asector by
sector basis and these will produce an infected (i.e. overwrit-
ten) file which does not contain the original program header
within the free space beyond its end. Such fileswill be
irreparably damaged. Other versions copy on acluster by
cluster basis and these will produce acorrectly infected file
with al the requisiteinformation intact.

Other problems of aless predictable nature will occur asa
result of several shortcomingsin the virus code. First, the
absence of acheck for the “ZM” header may occasionally
causethisvirusto try to infect afake COM file. Since the virus
uses asimple load to re-execute the program code at offset
100H thiswill cause unpredictable effects. Second, the use of
video memory as abuffer could cause display problemson
packageswhich would normally used the 1024 bytes stolen by
thevirusasatemporary buffer. Screen corruption would
probably bethe only effect here although thisis only specula-
tive. Finally, the INT 13H intercept which preventsthe correct
loading of any sector which beginswith E200H will cause
problemsif this particul ar byte sequenceis encountered within
afileasanormal part of thefile's contents (remembering that
this could be data or asplit instruction across a sector bound-

ary).

Admittedly these conditions may berare but thereis no doubt
that problemswill occur when they are met. The removal of
one of the DOS Disk Buffersfrom service may also cause
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slight performancedegradation for tightly configuredfile
intensiveapplications.

TheMoral of the Story

Thisvirus, whichissingularly ‘slippery’ when resident in
memory, should impact upon existing attitudes towards
detection. Software could be constructed to disable the virus
whileit isactivein memory with some (unassured) degree of
accuracy. However, the benefits of expending effort onsucha
task would be better directed elsewhere - most anti-virus
software documentation would benefit far more by theinser-
tion of aprominent warning in blood red ink, saying:

BEFORE USING THISPROGRAM,
YOUMUST BOOT YOUR MACHINE
FROM A CLEANWRITE-PROTECTED SYSTEM
FLOPPY DISK.

Aswith other ‘ stealth’ viruses searching for instances of
INT13, whether with adisk utility or with ascanning program
can only be conducted safely if the machine hasfirst been
booted from such adisk.

Summary

TheINT13virusisan overwriting ‘stealth’ viruswhich
subvertsboth DOS and the BIOS in concealing its whereabouts
on disk. The code length is512 bytes although thisis not
added to the observed file length. Infection only takes place on
selected COM filesand only during the FCB FIND NEXT
function call. The virus does not encrypt, either onthe disk or
inmemory. A reliable search stringisasfollows:

E200 50BF 4C00 5733 EDSE DDC4 1DBF 7402

This pattern will be found at offset O in infected filesbut only
if thevirusisnot memory-resident at thetime of scanning

TheWashburnViruses

The April 1991 edition of Virus Bulletin will tell the
story behind Mark Washburn’sV2P1 (1260), V2P2 and
V 2P6 computer viruses. Washburn explainsthe motiva-
tion behind their development and the way in which they
were distributed. Describing V2P6 as the first “true
patternless virus’, Washburn claims his viruses are
‘experiments’ to demonstrate the weakness of “relying
on fixed scan strings as the sole method of detection”.
VB will analyse theimpact which the use of self-
modifying encryptioninviruscodewill have on conven-
tional scanning techniquesand will provide atechnical
analysisof thevirusesthemselves.

VIRUS ANALYSIS 2

TheCasinoVirus- GamblingWith Y our
HardDisk

Thisvirus (which VB called Casino for reasons that will
become clear) was received from auser in Maltawhere
instances of data destruction were reported at a number of sites
onJanuary 15th 1991. Casinoisparticularly unaccomplished
both inits coding and execution. Nevertheless, it ishighly
infectiveand very destructive.

Itisamemory-resident viruswhich infectsonly COM files,
increasing their length by between 2330 and 2345 bytes.
January 15th isone of threetrigger dates.The codeishighly
convoluted and there are several mistakeswhich will cause
various extraneous effects on infected machines. The codeis
appended to the target COM file after rounding thefile size up
to the next paragraph boundary (divisible by 16). Executionis
arranged by modifying thefirst four bytes of thetarget to
become ajump instruction into the body of thevirus code.

The first action that the code takesisto calculate a data
segment value which will allow accessto the various values
stored throughout the code. This primitive method of producing
rel ocatabl e code needsto be self-modifying and involves
cumbersome segment manipulation routines. Thisisjust one of
the many indicationsthat the programmer istechnically
incompetent.

Oncethis data access re-segmentation is completed, the code
immediately repairsthe host file header by returning the first
four bytesto their original value. A call ismadeto obtain the
system date which is checked to see whether it isthe fifteenth
of either January, April or August (any year). If one of these
datesisfound, thetrigger routineis executed (see below).

If atrigger dateis not found processing continues by issuing an
“are you there?’ call to determine whether the virusis
resident in memory. Thisconsists of placing avalue of 4B59H
into the AX register and issuing an INT 21H request. If the
virusisresident, the function returns with 0666H in the AX
register and the code immediately resetsthe DSregister (to the
CSvalue) before jumping to the host program.

Memory-Resident I nstallation

If the “are you there?’ call goes unanswered, the first 256
bytes of program code are copied to abuffer areawithin the
virus (seemingly to makeroom for data storage!) and an
attempt is made to access COMMAND.COM on thefirst hard
drive. The actual file specification ishard-coded into the virus
asC:\COMMAND.COM andif found, thefileischecked for
infection and infected if found to be clean.

VIRUSBULLETIN ©1991 VirusBulletin Ltd, 21 The Quadrant, Abingdon Science Park, Oxon, OX14 3Y S, England. Tel (+44) 235 555139.
/90/$0.00+2.50 Thisbulletinisavailableonly toqualified subscribers. Nopartof thispublicationmay bereproduced, storedinaretrieval system, or transmitted
by any formor by any means, el ectronic, magnetic, optical or photocopying, without theprior written permission of thepublishers.



Page 16

VIRUSBULLETIN

March1991

The next phase of disassembly provided somelight relief as
the programmer’ s effortsto make his code resident became
apparent. A filecalled COMMAND#.COM iscreated on the
default drive where the # character isthe infamous ‘ phantom
space’ ASCII character code 255 which was used within the
AIDSTrojanin December 1989 (see VB, January 1990).

Oncethisfile has been created, the virus code iswritten to it
and thefileisclosed. ThenaLOAD & EXECUTE cdl is
issued to the system so that thisfileis|oaded and executed as
achild process. Once thefileisloaded, the data segment
calculationisagainin evidence beforeanew INT 21H handler
isinstalled. The child processterminatesusing an INT 27H

call to make the code permanently resident. Thisincredibly
convoluted method of installing resident code will leave an
unusable area of memory (a‘hole’) equivalent to the size of the
host program plustwice the length of the virus code.

INT 21H Handler.

Thefirst routine within this intercept checks for the virus “are
you there?’ call and answers with the 666H valuein the
accumulator. The next section checksfor incoming requestsfor
the FIND FIRST (11H) and FIND NEXT (12H) functions.
These are the older style requests which deal solely with files
handled using File Control Blocks (FCBs). No attempt ismade
to subvert the parallel functions dealing with file handles (4EH
and 4FH).

Within the FCB FIND intercept routine, the coding isfairly
straightforward except for theintroduction of aclumsy attempt
to make this section of DOS availablefor re-entrant use. If
either of theintercepted function callsisaccompanied by a
value of 66H inthe AL register, therequest is allowed through
without interference. Thusthe routine first completesthe
function request by adding this re-entrant flag and issuing an
INT 21H request. Then the address of the Disk Transfer Area
iscollected and the DTA is examined to see whether the found
filehasa COM extension. If it does not, processing isreturned
tothecaler. COM files detected in thisway are then examined
by subtracting the length of the virus code (2330 bytes) from
the length of the file and checking the remainder (the original
length of thefile, rounded as described above) to see whether
itisan exact number of paragraphs. If itis, the FCB sizefield
ismodified to the rounded figure before processing isreturned
tothe caller, otherwise the FCB isleft unchanged. Correction
isnot applied if the found file sizeis less than the length of the
virus code. Thus any file which matches these criteria, whether
infected or not, will haveitsreported FCB length truncated in
thisway.

The next section of theintercept deals with the re-entrance
problems by maintaining two flag bytes, onefor execution of
INT 24H and the other for current use of INT 21H. Each time
this section is executed, avalue of zeroisplaced inthe INT
24H flag and the value of the INT 21H flag is checked for

OFFH. If thisvalueisfound, processing returnsimmediately to
the caller. Otherwise, the value OFFH is placed into the INT
21H flag and acheck ismadefor functions4BH (LOAD &
EXECUTE) and 36H (GET FREE SPACE). If found, each of
theseisintercepted by an appropriate routine. If some other
function has been requested, the INT 21H flag isreset to zero
before processing returnsto the caller.

The LOAD & EXECUTE intercept collectsthe default drive by
issuing afunction 19H request (thisfunction isissued twice
within the code, an example of the messy and immature
programming within thisvirus). A test isthen conducted to see
whether the default driveisafloppy (A: or B:) or fixed drive.

If itisafloppy drive, calls are processed to read and then write
the boot sector (using INT 13H). No modification occurs- an
apparent attempt to determine whether the floppy iswrite-
protected. A similar check is made during theinitial part of the
function 36H intercept but with correctionsintroduced for the
differing drive numbering convention used.

I nfection Routine

Processing for both intercepts convergesand if thetarget
driveisavailable for write requests (i.e. afixed disk or an
unprotected floppy) asearch is conducted using thefile handle
functions4EH and 4FH (FIND FIRST and FIND NEXT) for
any available COM files. Once found, the size of the target
COM fileistested to see whether it is above 62905 bytes. If it
is, checking aborts. Otherwise the attributes of thefile are
checked for the SY S attribute (in which case the check routine
isaborted) or the READ ONLY attribute (in which casethisis
reset). Thetarget fileisthen opened (using function 3DH) for
READ/WRITE access and thefirst byteis checked for avalue
of 90H (NOP). If thisisfound, thefileis assumed to be
infected and processing aborts, otherwiseaflag indicatesthat
thefileisuninfected. If an infected fileisfound, the search
continues for the next uninfected COM file.

When an uninfected COM fileisfound, a‘standard’ infection
routine is called which which collects the file date and time,
calculates aninitial jump offset and insertsthisinto the head
of the host program (including the NOP indicator), storing the
original program header and appending the virus code. A
temporary critical error handler (INT 24H) routineisinstalled
and this modifies aflag when it is executed. Thereisalso
provision for inserting a zero into an uninitialised address
variable. This portion of the code makes no sense and the
results are unpredictable since the target addressis always
0000:0000. No attempt ismadeto repair the READ ONLY
attribute on fileswhich possessed it beforeinfection, although
the file time and date are restored.

TheTrigger Routine

Thisisinvoked during initial execution of the virus code
(before it becomes resident) if the system date indicates the
15th of either January, April or August. No particular signifi-
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cance has been found which relates these three dates. Thefirst
action of thetrigger isto collect and storethefirst 80
sector s of the default disk, and then overwrite them with
gar bage from page zer o of memory. A primitive decryption
routineisthen processed which decrypts the messages relevant
to the “game” which is about to commence. Once decrypted,
the game screen appears and the user isforced to participatein
amacabre game of roulette (see below).

The'‘Game’’

DI SK DESTROYER. A SOUVEN RCF MALTA

| have j ust DESTROYEDt he FAT on your D sk !'!
However, | have a copy i n RAM and | ' mgi vi ng you
alast chancetorestoreyour precious data.
WARNI NG | F YOU RESET NOW ALL YOUR DATAW LL BE
LCST - FOREVER! !
Your Dat a depends on a gane of JACKPOT

CASI NODE MALTE JACKPOT
+=+ 4=+ 4=+
+L+ +?+ +c+
+=+ 4=+ 4=+

CREDITS: 5

LLL = Your Di sk
??? = My Phone No.

ANY KEY TO PLAY

Asany key ispressed, the gameis played with the
windows showing progressive charactersand stoppingin
sequence displaying one of the three characters“L”, “?”
or “c”. Theresults of playing the game are as follows:

LLL - The FAT areaof the disk isrepaired and the
following messageisdisplayed:

BASTARD! You' re lucky thistime- but for your
own sake, now SW TCH CFF YOUR COVPUTER AND DON' T
TURNI TONTI LL TOMORROM! !

?7?- A message is displayed and the machine hangs. The
FAT of the default disk is destroyed. The messageis:

No Fucki n' Chance; and | ' mpuni shi ng your for
tryingtotrace ne down !

Any other combinations and the gameislost. Thisresults
inthefollowing message being displayed beforethe
machinehangs:

HAHA!! You asshol e, you' ve | ost: say Byeto
your Balls ...

Commentsand Conclusions

Both the concept and execution of thisvirus are infantilein the
extreme. However, there are some strong clues which might
help to identify the author. The most obvious of theseisthe
Americanised language used in the messages, particularly the
use of the apostrophe for the missing “g” in the second
message and the use of the word “asshol€”. There are other
interesting anomalies but publication of these has been
withheld pending policeinvestigation. Preliminary enquiries
indicate that thisvirus doesindeed originate from Malta.

Thelack of expertisein the code would indicate an adolescent
programmer with very limited experience. Thetrigger routine
was probably copied from elsewhere - thisis a standard
practice among virus-writers - thefalling charactersdisplay of
the Cascade virus, for example, is believed to have been
purloined from apublic-domainjoke program.

Casinoisthought to bethefirst ‘interactive’ viruswhich, upon
triggering, challengesthe user to participatein a‘game’ of the
virus-writer’' schoosing. Taunting and profane messagesand
bizarre screen and sound effects have traditionally predomi-
nated as standard computer virus side-effects. However, the
appearance of more computer virus sampleswhich incorporate
gameroutines (possibly stolen from professional games
software) should be anticipated.

Disinfection

Casino will infect only COM fileswithin the current default
directory, and if detected before triggering, will be easy to
remove by deleting al infected filesand replacing them from
master copies (after a clean system reboot). Thevirus
employs primitive ‘ stealth’ methods designed to conceal its

existence from the user, but detection will present no challenge
to professional anti-virussoftwaredevel opers.

Summary

The Casino virusinfects COM files smaller than 62905 bytes.
Itismemory-resident and subvertsfunction calls 11H and 12H
to hideitslength from directory searches. Thevirusinfectson
function calls4BH and 36H. Theinfectivelength is between
2330 and 2345 bytes depending upon size of original file. The
codeisnon-encrypting except for the game message area (this
preventsthe display of plain-text during acursory file exami-
nation).

A reliable search pattern has been extracted and is asfollows:
594B 7504 B866 06CF 80FC 1174 0880 FC12

Infected filesare recognised by having aNOP (character 90H)
astheir first instruction. The virus self-recognitionin memory
(the “are you there?’ call) is hooked to function 4BH as
subfunction 59H and areturned value of 666H in the AX
register indicates that the virusis resident.
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OPINION

Ed.

TSR Monitorsand Memory Scanners- The
‘Playground’ ApproachtoVirusDetection

A fax was sent to VB recently from asoftware devel oper who
had been supplied with the detection patterns of the WHALE
virus. The developer wanted to know how thevirus could be
detected in memory. The reply was simple - “you don’t allow
something as slippery and slimy asWHALE to get therein the
first place!”

Speaking as a bemused user, it isnot yet clear to me why
anybody intheir right mind should wish to search for virusesin
memory. | have been told that such a capability would be
helpful in the event of anetwork infection - it would allow the
file-server to remain powered-up and in ‘normal use’ whilethe
virus-hunt commenced. | would contend that attempting to
disinfect aL AN infection while allowing usersto continue
running and transferring infected executablesis a patently
ludicrousproposition.

| work on afundamental precept - to purge amemory-resident
virusfrom acomputer or network you deny it the chanceto
survive. By offering it no opportunity to becomeresident
you immobilise the virusand render itsability to inter cept
and re-vector interrupt calls null and void.

Itisafallacy to pretend that operations can proceed undis-
turbed during avirus attack. A file-server infection (whichis
among most system managers' bleakest nightmares) can be
described as agenuine denial -of-service attack requiring a
commensurate sacrificein system availability. Operations (and
peace of mind) can only berestored by a systematic and

fool proof approach to virus detection; the cornerstone to such
an approach isan old friend - the write-protected system
floppy disk. In blunt terms, thereis no point trying to detect a
virusif that virusisin control and in all likelihood monitoring
attemptsto locate it. The virus adoptsthe Transient Program
Areaasthefield of battle, the key to victory isto deny it this
battleground and fight it on territory of your own choosing.

Thefundamental approach to computer security isfar more
enlightening than the pursuit of quackery. One of thefirst
principlesof software security (ironically, often better under-
stood by hackersthan security professionals) is:

_ software barriers can be breached by other software.
Let us paraphrasethisprinciple:

_ anything done by a TSR monitor can be undone by avirus.

From asecurity viewpoint, memory-resident computer viruses
should be considered as TSR programs deliberately designed to
subvert other programsin memory and that includesvirus-
monitoring programs be they of ageneric or specific nature.
Thisisnot to imply that the standard Jerusalem virus (or,
indeed, many other equally tediousviruses) actually under-
mines memory-resident anti-virus software - it does not.
However, aconsistent and fundamental approach doeshelp
counter the small but increasing number of viruses (such as
Flip, 8 Tunesand INT 13) which do actively subvert memory-
resident virusmonitors.

Moreover, the fundamental approach isessential to combat
those viruses which conflict with TSRs of all types (including
anti-virusmonitors). Having witnessed Titanic and often
inconclusive battleswaged in the Transient Program Area
between WHA L E and various other memory-resident pro-
grams, my conviction that the TSR approach to virus detection
isbound to be short-lived has become absol ute.

Two anti-virusmonitors Bombsquad and Flushot+ have
already been subjected to such subversion; the fact that other
monitors are not being singled out for attack is, | hope, a
reflection of thistype of program’ sgeneral unpopularity and
limited use. Bein no doubt - should a TSR anti-virus program
bewidely adopted it will become the subject of attempted
subversion; as VB reported in December 1990, the Bulgarian
‘virusfactory’ isgoing to extraodinary lengthsto undermine
the popular McAfee Associates' SCAN software.

“These programsareto computer
security what the rhythm method is
tocontraception...”

Flushot+ and Bombsguad are generic monitorswhich intercept
‘suspicious’ interrupt callsin the same way that viruses
intercept ‘legitimate’ interrupt calls- theirony and weakness
of thisapproach isthat both the virus and the monitor
function on exactly the same principle The mechanism used
by anti-virus softwarefor intercepting disk reads and writes by
manipulating either the vectorsin the DOS Interrupt Table or
the code to which the vectors point, is precisely that used by
computer viruses. Thusthe battle, far from being fought by
applying fundamental security principles, takes place between
programmerstrying to outwit each other. It’ sthe “anything
you can do, | can do better” school-playground approach to
virusdetection.

Defining ‘suspicious’ activity isanintractible task. Disk
utilitiesare obviously contentious, but many programsissue
legitimateinterrupt callswhich deviate from the INT 21H
thoroughfare and other well documented highways. Such
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legitimate activity can be misinterpreted as‘ suspicious’ by
monitorsand resultsin tiresome fal se positive warningsto the
user. Conversely, any viruswhich does not comply with the
monitoring program’ sconcept of viral activity will remain
undetected. Here, the designer of the protective software must
stretch hisintuition, insight and foresight into predicting all
thetricksin ‘the book’ and the countless hundreds or thou-
sandsthat aren’t. The research community has been taken by
surprise often enough to know that it dare not make too many
predictions. The dayswhen computer viruses stood to attention
and did what they were told have long since passed.

Forcing the TSR into memory ahead of any other application
and keeping it there intact so that it assumes and maintains
immediate control isaseemingly insolubletask. Thefirst thing
that ROM starting code placesinto memory is, of course, the
boot sector - thus any anti-virus program summoned into action
by CONFIG.SY S (astandard tactic) will load after aboot
sector virus, giving thevirus preliminary control.

System performance degradation isanother penalty to be paid
by following the TSR approach - the recent VB product review
of Norton AntiVirusfound that the TSR component (Virus
Intercept) imposed an overhead on file copying of between 25
and 300 percent asfiles are scanned prior to being loaded. The
danger of recurrent fal se alarms combined with theinconven-
ience of overhead associated with memory-resident programs
could well result in their being disabled by the user - a
disastrousdiminution of security.

Thisarticle has mainly addressed generic monitorswhich try to
‘second guess’ the virus programmer. | contend that these
programsare to computer security what the rhythm method is
to contraception - the collective term for consenting adultswho
adopt the rhythm method is, of course, ‘ parents'. However,
there are also advocates of scannerswhich search memory -
these programsincorporate the location of aknown virusin
memory and search for it accordingly. With both the virusand
anti-virus program battling it out in memory, the assumed
advantage to the anti-virus program isthat it knows where to
find the enemy (assuming of course that the virus does not
have equal ‘intelligence’ about the scanner).

With regardsto security, this approach isjust asfundamentally
flawed - the virus can re-vector interrupt callsto conceal its
location, or identify the hostile program by some specific
characteristic and surpressit. Again, it isastraightforward
battle of wits - but fought on the virus-writer’ s chosen battle-
field. Even discounting the danger of intentional subversion
(whichistantamount to dismissing ‘ stealth’ viruses), the user
of such aprogram must have absol ute faith that the anti-virus
programmer’ s calculations are precise - if they are not, thereis
every likelihood of the virus escaping detection and surviving
to fight another day. It should be remembered, also, that on
80386 and 80486 machines memory and I/O locations can be
remapped in order to assist multi-programming - thisrenders
memory-scanning an even moreimpreciseartform.

Thelogic of routinely running amemory-resident scanner from
the hard disk (which presumably isthe intended mode of
operation) isquestionable given the limitations of virus-
specific software which must be updated regularly - try
updating software on 1,000 PCs every month and the logistical
difficultieswill soon become apparent. With so many viruses
appearing on such aregular basis, how do software developers
find the time to incorporate these superfluous routines? Isit, as
| suspect, being done at the expense of the fundamental and
ongoing requirement to detect computer virusesreliably asand
when they appear?Memory scanning, inoculation and disinfec-
tion routines are of dubious value and paleinto insignificance
in the face of the need for reliable, secure detection of the ever-
increasing number of virus specimens.

On computer architectureswhich allow memory ownership,
hardware memory protection and privileged instruction sets,
memory-resident productscan, theoretically, beimplemented
securely. None of these features are available on Intel 8086/88
processorsor onthe M S-DOS operating system - by ignoring
thisfundamental fact, the devel opers of these products
continueto peddleaninherently insecure methodol ogy.

TSR monitors and scanners designed to operate in an infected
environment are symptomatic of an obsession with total
automation - inoculation softwareis perhapsthe most bizarre
expression of thisobsession. The‘ automation movement’
appearsto be more interested in flexing its programming
musclesthan addressing practicality. Detecting virusesis, and
should remain, arelatively straightforward task. It isbeing
made complex by ill-informed marketing men who demand
that superfluousand wholly irrelevant features be incorpo-
rated into anti-virus software. Systems managers, on the other
hand, would be well advised to adhere to fundamental princi-
ples, one of the most important of which, is:

Memory-resident virus scannersareinherently insecure

Toremoveavirusfrom memory simply switch the PC off. To
make sure it doesn’t return to memory, boot the machine from
awrite-protected system floppy disk. You arenow ina
formidabl e situation - you have absolutecontrol over any virus
coderesiding on the hard disk. Aslong as no suspect program
isrun (remember that the boot sector and all system fileson
the floppy disk are clean and secured by awrite-protect tab),
thevirus, however ‘clever’, cannot hideitself. By adopting this
method, no deviousinterrupt-interception and associated
‘stealth’ tricks which might enable the virusto hide are ever
possible. Using an up-to-date scanner, the computer security
officer can set about destroying the virus on a suspect PC
wherever it may lurk with absolute assurance. Inthe words of a
U.S Air Force pilot speaking on television recently (albeit
about an unrelated matter) “it’s a turkey shoot”.

[ The views expressed ar e those of the editor and do not
necessarily reflect those of VB’ stechnical editor, writersand
editorial advisors].
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END-NOTES & NEWS

Dr. Joseph L ewisPopp hasbeen extr aditedto the United Kingdom to stand trial on chargesof blackmail for hisalleged partinthe AIDSInformation
Disketteextortion attempt of December 1989 (B, Jan 90). Popp, escorted by officersof the Computer CrimeUnit, arrivedin London on22nd February 1991.

The UK’ s National Computing Centre reportsthat computer virusinfiltration within businesscomputing systemsin the United Kingdomhasincreased
by 29 percent sinceasimilar survey wasconductedin 1989. Thecentredescribesitsfindingsas*” contrary to current theorieshel d by many security specialists,
whofeel that thevirusproblem hasbeen over-estimated. 34 percent of 497 corporaterespondentshad beeninfiltrated at sometimeby avirus. Londonandthe
SouthWest, where41 percent of respondentsfromtheregion reported acomputer virusattack, werehardest hit. A similar survey conducted two yearsago
reveal ed that only 5 percent of respondentshad suffered avirusattack. Dr. John Perkinsof the NCC commented: “ Thisincrease could beascribed to the user of
IT now being abletoidentify virusattacksmoreeasily’’. Thereportisavailablefromthe NCC. Tel 061 228 6333.

S& SLtd. hassigned anon-exclusivedistribution agreementwith IBM UK’ sPS2 Division for thedistribution of Dr. Solomon’ sAnti-VirusToolkit. IBM
dealerswill beableto source standal one packsand sitelicencesusing IBM part numbers. S& Ssaysthat ordersworth over £30,000 at retail valuehavebeen
placed. Mark Drew, IBM UK’ sInformation Protection Programme Officer issaidtohavesaid: “| havealot of respectfor Alan's [Editor’ snote: Dr. Alan
Solomon] professionalisminvirusresearch. Heisextremely thorough and conscientious.” Tel 0442877877.

SophosLtd, UK, hasannounced that the price of VACCINE isto becut by half from 1st March 1991. The product istoretail for £99.50 whilesite-licence
copieswill becharged at £19.50 per computer. Thecompany hasal sointroduced a24 hour, 365 daysper year technical helplinein support of itsproducts. Tel
0235 559933.

4th Annual Computer Virus& Security Conference 14-15th March 1991, New Y ork, USA. Contact the Computer Society of the|EEE, USA. Tel 202
3711013.

Computer virusesand networ k securityarethe sublectsof two seminarsbeing held by State of the Art Seminars. The seminarswill be presented by Dr.
DouglasTygar, Assistant Professor of computer scienceat CarnegieMellonUniversity, USA. Theeventswill beheldin Rome (10-13th April 1991), Munich
(17-19th April 1991) and London (22-24th April 1991). Informationfrom SAL, UK. Tel 071404 3341.

Elsevier Seminars, UK, isholding seminarson Commonsense Computer Security(London, UK, 18-19th March 1991), and Contingency Planning and
Disaster Recovery (London, 17-18th April 1991). Tel 0865512242,
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