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EDITORIAL

Risky Business

Oneexampleof asecureanti-viruspolicy isastrictly enforced regimeof clean-booting, checksum-
ming and the scanning of all disksasthey enter and |eave the company. Thisprocedureistried and
tested and has been shown towork. Taking thisastep further, hardware write-protection could be
implemented, al ong with accesscontrol mechanismsand disk validation software. Theseadditional
measuresundoubtedly provideavery highlevel of protection, but whentaken to such extremesare,
for most sites, totally impractical .

Inthereal world, such measuresare almost alwaysunnecessary, and defence strategiestend to fall
between a‘ maximum overkill’ solutionand no protection at all. The hardest part of designing an
anti-viruspolicy isdeciding what precautionsare needed.

kt  Youknowthe Onedanger when planning security measuresisthat it iseasy to becometoo focused on one particu-
larissue. Virusesarejust one of the many dangerswhich businesses face, and should betreated as
threat, you Ca_n such. Thereforeit seemslogical to apply the usual risk assesment techniqueswhen evaluating the
evaluatetherisks, best way to protect one’ scompany.

and youcan balance Suchrisk analysisrelieson being ableto gaugetherelativereliability of different countermeasures.

themagainst the For example, disinfecting filesisinherently lessreliablethan replacing them from either theoriginal
cost of your counter-  master diskettesor atrusted backup - but by how much?stheloss of security justifiable?

measures??
res Consider the security requirementsfor acomputer used to createthe master copy of softwarewhich

will be shipped to acustomer. Theright way to protect this machine would be clean booting and
examining the machinewith achecksummer - not avery usable solution, but avery secureone. This
approach isneeded because of the consequences of amishap: 1 millioninfected copiesofWord for
Windows, for example, would doubtl ess cause anumber of red faces.

However, when operating in alow-security (and often high threat) environment, littlewill belost by
using lessreliable prophylactics such as TSRs. Doesadepartment filled with machinesused for
word-processing need to be clean-booted and scanned once aday ? Probably not.

The preceding discussion may seem obviousbut itisvery easy for acompany to adopt an enterprise-
widesolution - the‘ onesizefitsall’ approach to computer security. A policy set up inthismanner
will either bewoefully inadequatefor mission-critical systemsor far too rigorousfor most users.
Comparethiswith amade-to-measure solution, wherethelevel of security dependson how much
each user actually needs. Both solutionswill defend againt viral attack, but only one hasthe benefit
of leaving theuser asmuch freedom aspossible. Obviously individually tail oring each machine’s
protection may not be practical: thelevel of thegranularity of thepolicy will depend upon thetype of
company and the number of machinesinvolved.

Thebottomlineinvirusdetectionisprice. If theactual cost of the countermeasuresput in place
exceedsthe cost of thehazard which they replacethen clearly the protectionisnot needed. Unfortu-
nately themoney spent on anti-virussoftwareisonly part of theexpenditure necessary. Oncethe
softwareispurchased, thereare many operational costsinmaintainingit.

If apolicy requiresthat ascanner is updated on 5,000 PCs once amonth, thetimetaken to carry this
out must be entered into the equation. The next hidden cost isthat of the man-hourstakenupin
training userson safe computing practices. Thelist could go on. If an anti-virus policy isnot cost-
effective, itisquitesimply wrong.

All thisisenough to make even the most stalwart | T Manager start muttering about camelsand the
eyesof needles, but thisdoes not need to bethe case. Where complex theoretical analysiscannot
solvethe problem, common sense usually goesalong way. Y ou know thethreat, you can evaluate
therisks, and you can balance them against the cost of your countermeasures. The most secure
solutionisnot alwaystheright one.
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NEWS

Variations on a Theme

Virusresearchersworldwidehaverecently beengivenan
early Christmaspresent from thecomputer underground:
250 new viruses.

Thenew viruscollectionwhichisbeing circulated among
anti-virusvendorswas sent to anumber of different re-
searchers. None of thevirusesinthe coll ection are com-
pletely new per se, but each isavery minor variant of an
already existingvirus.

Thevirusesall appear to have been modified in an attempt to
evade detection by McAfee' s Scan, and the changes made
aresufficiently small that many other virusscannersare
capableof detecting thesevariants. Thisfollowsthealleged
publication of anumber of the search strings used by the
McAfeeproduct on somevirusexchange BBSs.

Theviruscollection hasanumber of featureswhich makeit
somewhat moreintriguing than most unsolicited collections.

Firstly, all thevariantsare based on very old viruses-
typically twotothreeyearsold. Secondly, thenaming
convention used by theauthor appearstobecompletely
arbitrary, amost asif the author had picked random words
out of adictionary.

Finally (and most worryingly), thefilewasreceived withthe
namePART1.ZIP,implying thisisonly thefirstinstalment.
With many scannersalready bursting at the seams, it will be
atest for research departmentsto keep up with thisrate of
flow if thisbecomesamonthly occurrence.

Neverthel ess, usersof current anti-virusproductsshould not
be alarmed by this news, as at thistime none of these viruses
areknownto beinthewild. A full analysisof the collection
will be published next month O

More 2600 Mayhem

Thelatest edition of the quarterly hacker magazine, 2600,
containsmoreadvicefor thewould-bevirusauthor. Mas-
querading as advice on how to armour avirusin order to
protect ‘ your virusfrom evil detectors’, thereisaone-page
article on basic encryption. Readers should notethat2600’ s
codepresentslittlethreat to present scanner technology - any
new viruswill evade avirus scanner.

Thecurrent edition al so containsatranscription of thereport
which the2600 editor, Emmanuel Goldstein, submittedto
theHouse Subcommitteeon Telecommunicationsand
Financelast June. It putsforth thetraditional hacker
argument that hackinginitself isnot acriminal offence,
eventhoughtheinformation and experiencegained could
easily beused for criminal purposes(]

Virus Prevalence Table - September 1993
Virus Incidents (%) Reports
Form 21 42.9%
Spanish Telecom 5 11.6%
Flip 3 7.0%
Tequila 3 7.0%
Cascade 2 4.7%
Joshi 2 4.7%
V-Sign 2 4.7%
BFD-451 1 2.3%
DIR-Il 1 2.3%
Exebug-1 1 2.3%
Helloween 1 2.3%
ltalian 1 2.3%
New Zealand 2 1 2.3%
Nolnt 1 2.3%
Quox 1 2.3%
Slow 1 2.3%
Vacsina 1 2.3%
Yankee 1 2.3%
Total 49 100.0%

Shattered Glass, Part lli

Accordingtoarecent report by Central Point, anew
Windowsvirushasbeenreleased. Thevirus, internally
named as Cyber Riot, was sent toCentral Point by agroup
who have named themselves‘ TheChicago 7’.

According to theletter sent by the group, over 15,000 PCs
areinfected with thevirus, though thereisno evidenceto
corroboratethisfact.

Whenthevirusisexecuted, it firstinfectsthefile
KRNL386.EXE. Whenthisfileisnext run (ienexttime
Windowsisstarted), every Windowsprogram executed will
beinfected. TheWindowsKernel fileisinfectedinadiffer-
ent way to other files: sinceit behavesasaDLL toWindows
calls, theviruscan ‘hook’ all WinExec system calls.

Cyber Riot containsamalicioustrigger routine: if Windows
isloaded between April 29th and May 1st, the viruswill
attempt to destroy all datastored onthefixed disk. The
trigger datescorrespond to the dates of the Rodney King LA
Riots, hencethe name of thevirus. The main weakness of
thevirusisthat it needsto infect KRNL386.EXE in order to
function, limiting itto systemsrunningWindows 3.1.
Accordingtothevirusauthors, the Cyber Riot’ ssource code
will shortly bedistributed among the computer underground,
makingit highly likely that variantswill be encountered]
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IBM PC VIRUSES (UPDATE

Updates and amendmentsto theVirus Bulletin Tabl e of

Known IBM PC Virusesas of 25th October 1993. Each TypeCodes
entry consistsof thevirus’ name, itsaliases (if any) and
thevirustype. Thisisfollowed by ashort description (if C  InfectsCOM files M InfectsMaster Boot Sector
available) and a24-byte hexadecimal search patternto E  InfectsEXEfiles (et el Szl )
de;fect ;Ele pr(e;:rjc; Cél; thevi ruswt: Fh r<;;1d|sl: uti lity or e Memory-resident fter infection
prererably a 'C. scanner which containsauser- (logical sector 0ondisk) P Companionvirus
updatablepatternlibrary.

N Notmemory-resident L Linkvirus

Black_Jec.232

EN: This 232 byte variant does not work. The reason issimple - it infects EXE files, asif they were
COM files, and infected programs do not execute properly. Detected with the Bljec pattern.

Black_Jec.235, Black _Jec.284 CN: These two variants (235 and 284 byte long) are detected with the Bljec pattern.

Cascade.691

Cascade.1701.L

Comasp.633

Digger.1512

Dos7

Fred

Hates

Helloween

Honey

Jerusalem.2223

CR: Despite the fact that thisvirusisless than half the size of any other Cascade variant, thereisno
doubt that it belongsto that family. It has been stripped down, with encryption and unnecessary
functionality removed. Detected with the Jojo pattern.

CR: Theencryption routine has been modified in thisvariant, presumably to avoid detection. Apart from
this, it is unremarkable.

Cascade. 1701. L F607 0174 168D 5F23 BDB2 0631 1F31 2F43 4D75 F8EB 0658 7472
CN: Related to the Comasp.472 virus, which was originally reported under the name V472.

Conasp. 633 01D6 31DB 8EC3 BB84 0026 8BOF 890C 890D 4646 4747 4343 268B
CEN: Similar to the earlier variant, but 1512 byteslong.
D gger. 1512 BB04 0051 B104 2ED2 0159 43E2 F65B 3D9B 1B74 08ES 80FB B39B

CN: Three small viruses (342, 376 and 419 bytes) which contain thetext ‘MSDOS 7 (C)1993
ANARKICK SYSTEMSDOS 6 Antivirussucks. It missed thisone!’

Dos 7.342 8B04 7216 3B06 0001 740D 8B44 023D 1560 740D EB4A EBSE 90B4
Dos 7.376 8B04 72C2 3B06 0001 74B9 8B44 023D 1560 7402 EB3F 5756 BE23
Dos 7.419 8B04 72A6 3B06 0001 749D 8B44 023D 1560 7402 EB3F 5756 BE4D
CR: A 657 bytevirus. Awaiting analysis.

Fred 80FC FF74 1A80 FCAE 740A 80FC 4F74 O5EA ??2?? ???? E85C 00ES

CN: A 213 bytevirusthat does nothing of interest other than occasionally displaying the message ‘ Jesus
HatesYou'.

Hat es B42C (D21 80FA 0A72 08BA 8000 B41A CCR1 C3B8 0011 BBOO OEB9
CER: Several new variants have been reported recently. Two of them (1227 and 1447 bytes) are

detected with the Helloween pattern, two other variants (1839 and 1888 bytes) are detected with the
Helloween.1182 pattern, but the last variant (2470 bytes long) requires anew search pattern.

Hel | oneen. 2470 B440 EB02 B43F E816 0072 022B ClC3 33C9 33D2 B302 42EB 0890
CN: The name of this 666 byte virusis derived from the text string ‘Honey, I'm home. . .".
Honey 80BC 3D01 E974 09B4 4FE9 76FF B400 CD21 B802 428B 9C3B 0133
CER: This2223/2225 (EXE/COM) bytevariant is detected with the Acad-2576 pattern.

L ockjaw.Black_Knight, L ockjaw.808 P: Two new variants of this companion virus, 520 and 808 byteslong.

Loren

M ur phy.W oodstock
Nina.B

Bl ack Kni ght 9006 1E50 5352 3000 4B75 03E8 OEOO0 5A5B 581F 079D 2EFF 2EO08

Lockj aw. 808 906 1E50 5352 3D00 4B75 03E8 OEO0 5A5B 581F 079D 2EFF 2E28
CER: This 1387 byte virusis one of the few viruses which can be considered a‘ real-world’ problem.
Loren 8907 4343 E2F5 58C3 502E 8B86 CEO5 2E89 86DB 0558 C30E 1F8E

ER: A 1219 byte variant, detected with the Murphy_2 pattern.

CR: Very similar to the original Ninavirus, and detected with the same pattern.
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OK

Phx

Pixel.343
Pixel.846

PS-MPC:

Shiny

Storm.1172, Storm.1218
Sylvia.1321
Timid.302

Unexe

VCS.Paranoimia

Xph

Xtac

VCL .Ziploc

WW.217.D

Y outh.640.B
Zherkov.2435

CN: A 778 byte Russian virus. Awaiting analysis.

X 2E88 44FF E2F7 5E59 C306 B833 35CD 2126 (507 CFO7 C3B4 19CD
CER: A 965 bytevirus. Awaiting analysis.
Phx BALA CAS0 FCAB 747D 3002 3D74 433D 74B9 7436 80FC 4074 O5EA

CN: Detected with the Pixel.277 pattern.

CN: Very similar to theoriginal ‘Buy Pixel’ variant, but one byte shorter in length. Detected with the
Amstrad pattern.

Asexpected, new PS-MPC-generated viruses arrive regularly. Most of them are encrypted, and detected
by any scanner that can identify the standard PS-M PC encryption method. The encrypted variants
include: Flex (491, CR), 513 (513, EN), Sorlec.535 (535, EN), Skeleton (552, CEN), Sorlec.553 (553,
ER), 564 (564, CEN), 570 (570, CEN), Alien.571 (571, CER), 574 (574, CER) 616 (616, CEN), Shock
(620, CER), Alien.625 (625, CER), Soup (645, EN), Arcv-3.657 (657, CN), Dos3 (661, CEN) Z10.662
(662, CEN), Z10.704 (704, EN), Ecu (711, ER), Napoleon (729, CEN), Arcv-9.745 (745, CN), Toys
(773, CEN), Crumble (778, CEN), Arcv-10 (827, CER), Nirvana (835, EN), Grease (856, EN) and
Payraise.897 (897, CER). In addition, several non-encrypted variants have al so appeared, but they can be
easily detected with a search pattern. They include 331 (331,CN), 349 (349, EN), T-Rex (410, CN),
Abx.420 (420, CN), Iron_hoof.459 (459, EN) Iron_hoof.462 (462, EN), 478 (478, CEN), Nuke5 (478,
CER), 481 (481, CEN) Page (570, CEN), 597 (597, CEN), Abx.1341 (1341, CN), Abx.1520 (1520, CN)
and Abx.2010 (2010, CN).

PS-MPC Genl ASAA (686 ??7?? ??B4 1A8D 96?? ??CD 21B4 47B2 008D B6?? 02CD
PS-MPC Gen2 ASAS ASAS (686 7?77 ?7B4 1A8D 96?7 ??CD 21B4 47B2 008D B6

Der anged ASA5 ASA5 8D96 E302 E838 018D B6A3 02B4 47B2 00CD 218D 9670
PS 349 ASA5 ASAS5 BA1A 8DO6 5002 CD21 8D96 9401 B44E B90O7 00CD 2172
PS 481 ASA5 ASA5 (686 5003 008D 9606 02E8 6B0O0 8D96 DBO2 E864 0080
PS 478 ASA5 ASA5 (686 0Q03 02B4 1A8D 96E1 02CD 218D 96D5 02E8 6500
PS Nuke5 5053 5152 5657 1E06 3000 4B74 03E9 101 2E89 16DE 012E 8CLE
PS T- Rex 9C50 5351 5256 571E 063D 004B 740E 071F 5F5E 5A59 5B58 9DEA

PS Abx. 1341 AS5A4 (686 6F06 FFB4 1A8D 9644 06CD 21B8 2435 (D21 899E 4006
PS Abx. 1520 AS5A4 (686 5F07 03B4 1A8D 9634 07CD 21B4 4790 B200 8DB6 F406
PS Abx. 2010 A5A4 (686 4909 03B4 1ASD 961E 09CD 21B4 4790 B200 8DB6 DEO8

CER: This921 bytevirus strongly resemblesthe PS-MPC-generated viruses, but it is not entirely clear
whether it should be grouped with them or not.

Shi ny 80FC 1174 3480 FCl2 742F 3D00 4B74 CB2E FEOE 9E03 804E 07

CR: 1172 and 1218 byte variants, detected with the Storm pattern.

CN: Thisvariant is 11 bytes shorter than the original one, but detected with the same pattern.
CN: Yet another variant of this*Little Black Book’ virus. Detected with the Timid.305 pattern.
CN: A 425 bytevirus. Awaiting analysis.

Unexe FFEO OEO7 56BF 0001 8105 3101 B906 00F3 A45E 5681 (637 O1BF

CN: This 1077 byte variant is detected with the V CS pattern.

CER: Two variants, 1029 and 1100 byteslong. Awaiting full analysis.

Xph. 1029 3000 4B74 0580 FC3D 756E 9C50 5351 521E 0657 5655 8BFA 4774
Xph. 1100 3000 4B74 0580 FC3D 7555 2EG5 0670 0401 8BFA 4774 4480 3D00

CER: A 1564 bytevirus. Awaiting analysis.
Xt ac 3DC8 BA75 04B8 0214 CF3D 004B 7405 EA?? ??2?? ??50 5351 5256

P: This 710 byte ‘ companion’ virus could be detected with a set of search strings, like other encrypted
V CL-generated viruses, but any scanner ableto handle V CL-encryption should be ableto detect it. The
virus contains atext string indicating that it destroys ZI P files.

CN: A minor variant of thisvirus, which was originally reported asjust 217. There are now four known
variants of thisvirus, all 217 byteslong and detected with the 217 pattern.

CR: 640 bytes. Detected with the Y outh pattern.

CER: A 2435 bytelong variant of thisRussian virus. Awaiting analysis.
Zher kov. 2435 E800 OO5E 2ESA 44ED 3000 7423 8BFE 83C7 2C90 B9BF 0851 57BB
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INSIGHT

Old Editors Never Die...

Mark Hamilton

If itispossibletotraceVirusBulletin’ s successto one man,
it must surely be hewho produced theinaugural editionin
1989: Edward Wilding, VB’ sfounding editor. During his
four yearsediting thejournal, hisposition restricted him
from expressing hisown viewsof theindustry. Now, for the
firsttime, hegoes‘ ontherecord’ with personal opinions.

IntotheHot Seat

After studying Politicsand History atLeicester Polytechnic,
Wilding began his career as atypesetter with the Oxford
Times. Once he had become more experienced in newspaper
production techniques, hisnext movewastoElsevier
SciencePublishers.

‘Initially, | wasin marketing,” hesaid. ‘I didn’t really click
there. It wasall right but not quite my future - so, gradually,
I moved over to theComputer Fraud and Security Bulletin.’

During histimewith CFSB hevisited Compsec, Elsevier's
annual computer security conference. Here, hebeganto
makethe contactswhich later helped him set upVB.

‘At Compsec | met and got to know several afficionados of
computer security. Viruseswereanew thing, and Harold
Highland had come over to present apaper. | had along chat
with him and the thought occurred to methat abulletin on
the subject of computer viruseswould beago-er. However, |
didn’t actually instigateit; that was done by Sophos, who
asked, “Doyouwant to edit thisthing?’.” VB wasfinally
born over afew pintsintheEagleand Child, afavourite
haunt, with Sophos' Karen Richardson and Jan Hruska.

‘I ummed and ahhed for quitealong time. | wondered if the
virusissuewerehereto stay; if themagazine could employ
mefor ayear (I stayedfor four!). | asked myself: areviruses
areal threat? Arethey hereto stay? IsVB asaleable com-
modity? Therewasalot of hype onthe subject; would webe
tarred with the same brush, seen to be creating panic?

‘| started at VB in July 1989, atime when therewereonly a
pocketful of specialists. | had theimpression that only about
three peopleintheworld knew anything about the subject,
whichwascompl etely erroneous. Therewerehundredsof
extremely knowl edgeabl epeopleabout, but | relied very
much on asmall team and was, perhaps, over-reliant on
suchindividualsasthetechnical editor.

‘Thefirstissuewent out in July; we had one subscriber, and
I worked over aweekend laying the magazine out. Copy had
comeindribsand drabs; it was unimpressive by any

standards, even feeble. When it was completed and printed, |

packed and dispatched it myself. In comparisonwith today’s
VirusBulletin, it was amateurish, laughable. At the same
time, it had to be: wewere breaking new territory.’

Thefirst editorial contained thepassage: ‘ Rather like
Hitler’ sV-1“flyingbomb”, no-oneknowswhen or wherea
computer viruswill strike. They attack indiscriminately.
Viruswriters... must know that their programs, once
unleashed, soon becomeuncontrollable. Itis, perhaps, the
saddest indictment of these peoplethat they are prepared to
hurt anybody and everybody.” Such purpleprosewasto
typify VB’ sstylefor thenext four years.

Wilding at VB’ 93, being ‘ hard and uncompromising’ with Central
Point’sTori Case.

ThePopp Scoop

Had Joseph Popp not sent out hisAIDS Information Disk
that first December, Virus Bulletin might have had more
difficulty establishingitself. Asit was, Wildinghad a
‘scoop’, being editor of theonly journal withfull and
accurate detailsof the Trojan. The AIDSIncident, asit
became known, came at agood time for the magazine and
brought VBintothelimelight.

‘The Bulletin had been born: thiswasits baptism by fire,’
Wilding recounts. ' The AIDSdisk went out in December,
and the January edition wasthe only publicationintheworld
with detailed analysis of what was happening. It wasn't just
superficialities; wehad obtai ned detail ed technical analysis,
legal advice: information onthe possibleoffenceasit stood
in Britain. We had an editorial which discussed it in detail;
we put out amajor alert to hundreds of companieswithina
day of itsarrival. Thesewerefaxed throughout Britain and
copieshandedto employeeson arrival at work.

‘Everyone cooperated. Jim [Bates] washard at work getting
thething stripped down, and alwayskept usinformed. He
said, “L ook, you should publish thisintheBulletin: it will
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betaken seriously there”. Popp didn’t do the magazinethe
damagehedidto alot of PCs. He caused inconvenience, but
served ultimately tojustify themagazine’ sexistence. That
was December, an exciting time, but itinvolved burning a
lot of midnight ail .’

The AIDSdisk wasnot avirus, despite messages onCI X
and el sewhere suggesting otherwise, but it wasanissue
Wilding felt theBulletin should report. ‘ Therewasal ot of
duff information going about, and Jim wasthe only person
who actually knew what the bloody hell thething was - he
had taken it apart. Nobody else knew; that’ sthetruth of it. |
read CI X at thetime and found there were many misconcep-
tions. Peopleautomatically assumed that becausethedisk
did something horrible, it must beavirus. VB tracked the
story right up to Popp’ sextradition and his subsequent
returntothe US. Wefollowed it from start to finish; it
establishedthecredibility of themagazine.’

Hard but Fair

Wilding had areputation for being hard and uncompromis-
ing with manufacturersaswell aswith hiswriters. Looking
back on histenure aseditor, hefirmly believesthat the
manufacturers‘ by and large, do an honest day’ swork for an
honestday’ spay.’

If uncompromising, heisunrepentant: ‘ Okay, | hada
reputation for being hard on manufacturers. It’ sonly because
of someof their ludicrousadvertising claims, or because
someare so arrogant about their abilities. If they set them-
selvesup likethat, they can expect to be put under the
microscope, and | think theBulletindid consistently that.’

Writersand reviewerswerebriefed to screen productsin
depth, and to producefair and unbiased assessments. He
believesthat, becauseVirusBulletinconductssuch detailed
reviews, ‘aproduct that got amediocrereview inVB could
actually get avery good review in other magazines'.

Wilding recallsoncereceiving aforty-pagefax from an anti-
viruscompany, claiming unfair treatment by theBulletin’s
reviewer. ‘It wasludicrousintheextreme,” hetold me. ‘I
would haveliked to have had a shredder attached to the fax
machine!” But hisreal irewasdirected towardsthe self-
proclaimed‘ experts' whom hehasvariously described as
‘quack doctors, snakeoil salesmenand charlatans'.

ConferenceCall

In 1991, Wilding brought together some of theworld’s
leading expertson computer viruses, including Y israel
Radai, Steve Whiteand Ken van Wyk, for thefirstVirus
Bulletin Conferencein Jersey. It was ahuge success, and he
repeated theformula, equally successfully, thefollowingyear
in Edinburgh. Wilding seesVB, with itsmagazine, itsbook,
and itsconferences, asan established centre of excellence
and remains convinced that VB isthe‘ only organisationin
theworld that can pull thesethings off’.

WidenedHorizons

Hisperspectiveshave changed and broadened sincevacating
the editor’ schair at the end of last year and becoming a
consultant with Networ k Security Management, acompany
whichinvestigates, amongst other things, large-scale
computer fraud. Hebelievesthecommercial sector must
accept viruses as a business hazard, and that it can and
should ook after itself by implementing suitableanti- and
counter-virusstrategies: ‘ If you' regoingtodeal withviruses,
work onthebasisthat they’ re here, you’ vegot no crisis. Just
cleanthemup asquickly and asefficiently aspossible- it's
abusinessproblem, likeany other.’

“ In comparison with today’s
Bulletin, the first edition was

amateurish ... at the sametime, it
had to be: we were breaking
new territory.”

He admitsthat he might view thevirusissuetoo much from
theindustry standpoint: ‘| remember receivingacall from
one woman who had had her datawiped out by avirus. Of
course shewasasingle user - itisalwaysthe poor little sods
who get hit the hardest. That sort of thing had areal effect.’
Healsorecalls, with acertain sadness, the number of people
wholost their jobsasaresult of loading the AIDS Trojan
ontotheir work machines.

Wilding seesthe biggest social danger ascomputer pornog-
raphy: ‘ Computer porn - not thegirlie-magazinetypestuff,
but thereally nasty, vicious stuff that’ sgoing on - isfar more
damaging to society than avirus can ever be. A viruswill
only mess about with machines, but violent and degrading
images can mess around in peopl€’ sheads. Onceyou start
getting children seeing thematerial you canfind...,” heshook
hisheadin disbelief.

TheMan Himself

Much of what he does at Network is confidential, but,
accordingto biographical notesinthecompany’ scorporate
brochure, heisaconsultant * specialising in computer
forensics, thesubmission of computer-rel ated evidence, and
the use of analysis software to assist asset-tracing and
recovery operations . Heisclearly proud of hisinvolvement
withthein-house software systems, claiming that the
company hasthemost advanced commercial investigative
facilitiesinthe UK, possibly intheworld.

Computersand related crimeare not, however, hiswhole
life; he has disparateinterests. He used to jump out of planes
for pleasure, but now hasmore sedentary pursuits: beer,
cigarettes, women and writing short stories(* but not science
fiction!”). It issaid that truth can be stranger than fiction -
andWilding’ sexperiencesintheanti-virusarenacertainly
strengthenthisassertion.
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VIRUS ANALYSIS 1

Satan Bug - Unleashed!

Jim Bates

Thetask of disassembling viruscodeisat best repetitiveand
atworst completely demoralising. Thereareoccasional
highlightswhen the efforts of thevirusauthorsgeneratea
little amusement at the sheer stupidity of their designs, but
theusual feelingisone of tight-lipped disgust.

With most viruses, it ispossibleto get someslight feel for
the attitudes and competence (or lack of it) shown by the
writer, and there are even some stylistic patternswhich smell
of collusionor plagiarism. Thismonth’ svirusiscalled (by
thewriter) Satan Bug, and isreportedly inthewildinthe
United States. Oneworrying aspect of thevirusisthat, from
both styleand design, the odour of someinside knowledge of
theanti-virusindustry isalmost overpowering.

MultipleEncryption

Asl haveremarked before, most viruswritershaveasingle
ideawhich they milk dry. Inthiscase, theideawhichis
thrashed to death i sthat of encryption and polymorphism -
conceptswhich thevirusauthor hastakento such extreme
lengthsthat processing isnoticeably slower whenthevirus
ismemory-resident. Not only isthecodeencrypted and
randomised during infection, but theactual memory imageis
similarly encrypted and randomised during eachintercepted
DOScall. Duringasingleaccess, theencryption/decryption
routinesmay becalled over 500times! It isthisobsessive
attention to thealteration of the memory image (among other
things) which leads meto suspect theinvol vement of
someonewithintheanti-virusindustry.

Detailed analysisof the codereveal sthat thesefeaturesare
not the only way in which thevirusauthor has attempted to
makelifemoredifficult for theanti-virussoftware manufac-
turers. Thedesign of thedecryptionroutinewill cause
problemsfor lesscomplex scanners. Inaddition, thevirus’
‘Areyouthere? call will only respondif interrogated by the
viruscodeitself.

Theviruscontainsnotrigger routine or payload, itsonly
action beingtoreplicate. Dueto programming errors, Satan
Bugwill causefile corruption and system mal function under
certaincircumstances.

Installation

When aninfected programisfirst executed, processingis
immediately transferred totheviruscode. Thisbeginswith
an extended seriesof ‘junk’ instructionswithinwhich are
dispersedjust afew instructionsessential tothedecryption
of subsequent code. I nthe sample examined, thejunk code
consisted solely of singlebyteinstructionsand extended to

over 600 bytesbeforethetruevirus codewasreached. Such
alargeblock of randomly generated junk codewill initself
beasufficient indication to heuristic scannersthat some-
thingisamiss. Itisinteresting to note that the decryption
pointislocated beforetheend of theactual decryptionloop,
so that thefirst part of theloop must be executed beforeits
trueextentisknown. Thiswill certainly disrupt the operation
of scannerswhichrely solely upon structurematching for
detection purposes.

Oncetheviruscode hasbeen decrypted, thevirusresetsits
segment registers so that the code appearsto belocated at a
standard offset. Thisisasuresign of aprogrammer who
flunked classesafter only one or two | essons, and does not
know how to manage segment manipulation.

Oncethisinitial locationissettled, thevirus checkswhether
the host filewas an EXE or COM type and repairsthe
header accordingly. Thenext processissuesan‘ Areyou
there? call to determinewhether the codeisalready resident
and, if so, processing isreturned to the host file.

Interpretinglntent

If thevirusisnot already resident, further checksare
instigated beforefinal installationtakesplace. Thecodefirst
examinestheenvironment tolocatethe COM SPEC variable
and checksto seeif itisthe standard COMMAND.COM
file. Unusually (there' sthat smell again), if itisnot
COMMAND.COM thevirusdoesnot becomeresident and
processingisreturned to the host file. Otherwise, the current
memory block ischecked to seeif itisthelastinthechain. If
itisnot, no further tests are made and again the virus does
not becomeresident. Thistooisnoteworthy inthat only the
current block ischecked.

If al these checks succeed, thevirus stealsatotal of around
10K from conventional memory and rel ocatesitself at thetop
of memory beforehooking the DOS I nterrupt vector and
returning control tothe host program.

At thispoint, thevirusmemory imageisnot encrypted but
any subsequent callsto the DOS serviceroutineswill change
thisasvarious sectionsof theviruscodeareinvoked.

Operation

Whenthevirusismemory-resident, thevirusinterceptsonly
four function calls: 3Dh (Openfile), 4Bh (L oad and Ex-
ecute), 6Ch (Extended Open) and thevirus' own‘Areyou
there? call, Foh.

On each of thefirst three function requests, the viruswill
attempt toinfect thetarget fileif it hasthe extension COM or
EXE, and isgreater than 1023 bytesin length. COM files
areidentified simply by checking that theextensionisCOM,
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while EXE filesareidentified by the presence of the*MZ’
header at the beginning of thefile. COMMAND.COM will
becomeinfected when thevirusisresident, and aspecial
provisionismadeto abort the environment test during
installation, if itisthe host file.

If atarget fileismarked as Read-only, the virus savesits
attributes (for later repair) and clearsthemto allow write
accessduring theinfection phase. A special exceptionis
made during the L oad and Executeintercepttoavoid
infectionduring aspawn (subfunction 3).

“Thiswill certainly disrupt the
oper ation of scannerswhich rely

solely upon structure matching for
detection purposes.”

Oncethetarget file hasbeen located, thedatefieldis
checked beforeitisopened to seeif it has had avalue of 200
added totheyear field - thisisthevirus’ infection marker.

Who'sThere?

Theinfection processisthe usual one of appending thevirus
codetothefile. Interestingly, instead of arranging for either
theinitial instructions (COM files) or the entry pointer (EXE
files) to bemodified to point into theviruscode, Satan Bug

will trace the program path and insert ajump later in thefile.

Asl haveaready mentioned, theviruscodeisencrypted and
asequenceof junk codeinstructionsare generated tolead
intothedecryptionroutine. By limiting thejunk codeto
singlebyteopcodes, theviruswriter hasunwittingly
provided an easy way of identification for thisvirusand,
withareasonable scanner, noreal difficulty inidentification
should be encountered. Thereisno attempt at stealth, so
even all but themost archaic of integrity checkersshould be
ableto detect the presence of thevirus.

Althoughthevirusremainsin memory inunencrypted form
immediately after installation, thefirstintercepted function
regquest will invokeacomplex seriesof codegeneratorsand
encryptionroutines, suchthat thememory-resident codeis
changed. Thishappenseach timean interceptionismade
and causesthe virus codeto changeits appearance con-
stantly. Eventhe‘ Areyouthere? call will causechangesto
be made, but amore important point isthat thecall is
supplemented by aregressive check on 166 bytesof the
calling code. Thisensuresthat it isthe virusmaking the call
and not some anti-virus program attempting to emulateit -
still moreevidence pointingtoapossible‘insidejob’.

There are several bugsin the code, aswell asfaultsinthe
design, whichwill cause system malfunction under specific
circumstances. Theusual effect will befor thesystemto
hang for no apparent reason, but theremay occasionally be
truncation or corruption of someprogramfiles.

Thereisasingletext message within the virus code (‘ Satan
Bug- LittleLoc’), obviously sothat investigatorswill name
thevirusauthor’ shandiwork correctly. Thismessageisnot

displayed duringvirusoperation.

Targeting

Just prior to attempting infection, thevirusmakestwo final
checksonthetarget file. Thefirst of these checksan 8 byte
block of code against offset 6 of thetargeted fileand, if there
isnomatch, infection proceedswiththenormal modification
of theprogram entry point.

If thereisamatch, theinitial instructionswill remain the
sameand thevirus cal cul ates an offset beforeinserting a
jumpinto the appended viruscode. Therelevant 8 bytesare
asfollows:

22h, 19h, 35h, 93h, 59h, 57h, 54h, and 80h

The second check isagainst code taken from the end of the
target file. Thisinvolvessearching thelast 75 bytes of the
filefor aspecific sequenceof bytesand, if found, they are
overwrittenwith zeros. Thesequencein question begins:

Fih, FDh, C5h, AAh, FFh, FOh

The purpose of these checksisunclear, butislikely tobea
deliberatetargeting of anti-virusprogramsor self-checking
routines. Any readersidentifying their own codeareaskedto
let meknow therelevant detailsand | will happily pass my
notesand disassembly on to them.

Aliases: None known.
Type: Parasitic appending.
Infection: COM and EXE files.

Self-recognition on Files:

200 is added to the year field of
infected files.

Self-recognition in Memory:

Via an ‘Are you there?’ call. The
memory-resident handler checks
caller's ID before returning.

Hex Pattern: Highly polymorphic. No simple search
pattern is possible.

Intercepts: DOS INT 21h - subfunctions 3Dh
(Open File), 4Bh (Load and Execute),
6Ch (Extended Open) and F9 (Virus’
‘Are you there?’ call).

Trigger: None.

Removal: Delete and replace infected files under

clean system conditions.
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VIRUS ANALYSIS 2

Carbuncle - A Nasty
Infection

Eugene Kaspersky

Oneof theleast common methodsof infection empl oyed by
viruswritersisthat of thecompanionvirus. Thisinfection
techniqueispossibly theleast destructiveavailable, asnone
of the codewhich makesup the‘host’ executableisaltered.
Thisisbecauseacompanionvirusinfectsafileby creating
an additional program whichisexecuted instead of the
intendedfile.

Thegenus‘ companionviruses canbefirther subdivided,
into several subgroups, depending on exactly how the
virusesfunction. Themost commontypeof companion
virusoperatesby searchingfor fileswithan EX E extension
(generally using the DOS FindFirst and FindNext func-
tions). Thistypeisnever memory-resident, and utilisesa
‘singleshot’ approach. However, certain companionviruses
[for example, Batman, VB, March 93, pp. 12-13. Ed] are
capableof becoming memory-resident, and generally
intercept Int 21h. Whether or not they arememory-resident,
companion virusesamost alwayswork by creating afile
with the same name astheinfected executablefile, but with
aCOM extension.

A Faithful Comrade...

When auser attemptsto execute afile, hedoesnot usually
specify thefile’ sextension - for example, when attempting
torunafile WORDPROC.EXE the user could simply type
WORDPROC, and DOSwould search for fileswhich
match thisfilenameand havean executableextension.

Thereareusually only threetypesof filewhichDOS
considersto beexecutable, and these havetheextensions
COM, EXE or BAT. Inorder to take account of the case
wherethere are several filesall with thesamenameina
particular directory, DOShasabuilt-in hierarchy of
‘executability’: DOSwill executeaCOM filerather thanan
EXEfile, and an EXE filerather than abatch file.

Asaninteresting aside, in DOSversions 3.30 or earlier, the
command interpreter will searchfor aCOM filefirst, even
if adifferent executableextension hasbeen specified. This
meansthat it ispossibleto type:

C.\ > PROGRAM EXE <ent er>

but for DOSto executethefile PROGRAM.COM (if it
exists). Fortunately, DOS4.00 or aboveoperatesmarginally
moreintelligently, andif theuser specifiesaparticular file
extension, DOSwill search for thosefileswhich match the
givenspecificationexactly.

FollowingthePath

The' Standard’ companion virustakesadvantage of this
hierarchy. However, arefinement to thistechnique hasbeen
developed which hasall the benefits of the standard tech-
nique, but fewer of thedrawbacks.

Whena'Path’ companioninfectsafile, it renamesthe* host’
filewith anon-executableextension. Then, afilewiththe
same name and extension, containing theviruscodeis
createdinitsplace. When the user executestheinfected
application, theviruscode, and not the host file, isexecuted.
It becomesmemory-resident, carriesout whatever operations
itisprogrammed to run, and loadsthe original application.

Path and Standard companion virusesdiffer, inthat:

« Path companionsdo not rely on thefact that DOS hasan
orderinwhichitwill executefiles

« Standard companion virusesmake no alterationswhatso-
ever tothehost file, whereas Path compani ons change at
least the name of theinfected file.

Itismuch moredifficult to spot the presence of aPath
companion than a Standard one. Companion COM filesare
alwaysplaced inthe samedirectory asthe host file, although
sometimestheviruswill mark thesefilesashidden. The
presenceof twofiles, both with an executableextension, is
enoughto arousesuspicion. Unfortunately, itispossiblefor
aPath companionto hide thefilesby marking them with the
Volumeattribute, thereby making theminvisibleto DOS -
unlesssearching onasector-by-sector basis.

Thisisthestory of all companion virusesapart fromone.
Theviruswritershave not beenidle: Carbuncleisacom-
pletely new typeof companionvirus.

InsidetheCarbuncle

Carbuncleisanon-memory-resident virus, consisting
essentially of aCOM file 622 byteslong. Like so many
virusesencountered nowadays, Carbuncleistheresult of the
experimentsby theso-called computer underground. The
samplel received even had the assembl er source code
attached! Thedocumentationfromthat sourcestated:

The PC CARBUNCLE VIRUS - a conpani on virus
for Crypt Newsletter 14

The PC Carbuncle is a ‘toy’ virus which wll
search out every .EXE file in the current
directory, renane it with a .CRP [for Crypt]
extent and create a batchfile. The batchfile
calls the PC Carbuncle [which has copied
itself to a hidden file in the directory],
renanes the host file to its NORMAL extent,
executes it, hides it as a .CRPfile once again
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and issues a few error nessages. The host
files function normally. Ccasionally [sic], the
PC Carbuncle will copy itself to a few of the
host .CRPfiles, destroying them The majority
of the host files in the PC Carbuncl e-
controlled directory will continue to
function, in any case. |If the user discovers
the .CRP and .BAT files and is smart enough to
delete the batchfiles and rename the .CRP
hosts to their normal .EXE extents, the
.CRPfiles which have been infected by the
virus will re-establish the infection in the
directory.

—rnst Kouch, Crypt Newsletter 14

M oredetailed analysisreveal sfurther information about the
operation of thevirus. Whenitisexecuted, thesystemtime
ischecked. If thismeetsthetrigger conditions, thetrigger
routineiscalled (seebelow), otherwise control ispassed on
totheinfection routine. Thisroutinecreatesafilewiththe
name CARBUNCL.COM, and assignsthe attributes Read-
only and hiddentoit. If thisfileisalready present, itis
overwritten, althoughif itisalready marked asRead-only,
the routinefails.

Thevirusthen searchesfor any fileswith theextension EXE,
using the DOSFindFirst/FindNext function, andinfects
them. Infectioniscarried out by renaming thetarget file's
extensionto CRP, and creating acompanion batchfile. Asa
result of theinfection, therewill now betwo fileswith the
samefile name, but with the extensionsBAT and CRP.

The companion batch file containssix linesof DOS com-
mands. If thefile FILENAME.EXE wasinfected, the
companion FILENAME.BAT containstheselines:

@ECHO OFF

CARBUNCL

RENAME FI LENAME. CRP FI LENAME. EXE
FI LENAME. EXE

RENAME FI LENAME. EXE FI LENAME. CRP
CARBUNCL

Whenthe user triesto execute aninfected file, thebatchfile
isexecuted instead. Thefirst line of thebatch fileensures
that thelater commands are not echoed back to the screen.
Next, themain body of thevirus(storedinthefile
CARBUNCL.COM) isexecuted, and morefileson thedisk
areinfected. The host executableisthen named back toits
former executabl eextension, executed, and renamedtothe
extension CRPfor further use. Thelast action of thisbatch
fileisto executethe main body of thevirus.

Asaresult of thismode of infection, all executablefiles
within onedirectory arereplaced by batch filesof the same
name. Only one occurrence of thevirusbody needsto be
copiedintoadirectory inorder for al filesin that directory to
becomeinfected. This‘ oneshot approach’ isreminiscent of
thelink virus, DIR-II.

Oneadvantage of thisinfection strategy isthat it obviatesthe
necessity for thevirusto beableto recognisefileswhich are
aready infected, asthevirusonly searchesfor fileswiththe

extension EXE. Onceafilehasbeeninfected, the host
executablewill have been renamed to the execution CRP,
andwill thereforenot bere-infected.

Pullingthe Trigger

Thetrigger routineisvery simple: if thesystemtimehasa
secondsfield value of lessthan 17, thevirus searchesfor five
fileswith the CRP extension and overwritesthem with the
body of theviruscode. Asaresult, thesefilesare not
recoverable, and should bedeleted. If they areexecuted, they
will simply causethevirusto spread.

Fortunately, thevirusismoreof theoretical interest thanan
actual threat to users- at least in its current form. Thevirus
isnot difficult to detect, and containsthetext strings‘*.crp
CARBUNCL.COM BAT*.exeCRP', which areused when
searching for uninfectedfiles. Inaddition, thevirususesthe
followingtext string when creating the companion batchfile:

@ECHO OFF
CARBUNCL
RENAME

It also containsthe’ copyright’ string ‘PC CARBUNCLE:
Crypt Newsletter 14’

Conclusions

Carbuncleprovidesvirusauthorswithyet another way to
infect files. Thecontinual war betweenthecomputer
underground and theanti-virussoftware manufacturers
continueswith no sign of lessening - at least for aslong as
userscontinuetorun DOS.

Carbuncle

Type: Not memory-resident, Companion.
Infection: EXE files only.
Length: 622 bytes.

Self-Recognition on Files:
None necessary.
Self-Recognition in Memory:

None necessary - the virus does not
become memory-resident.

Hex Pattern:

BA62 02B9 0000 B43C CD21 8BD8
BO96E 02BA 0001 B440 CD21 B43E

or the text string
PC CARBUNCLE: Crypt Newsletter 14
Trigger: Overwriting of CRP files.

Delete BAT files and the file
CARBUNCL.COM, and rename CRP
files to the extension EXE.

Removal:
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VIRUS ANALYSIS 3

Quox

Tim Twaits

The Quox virus (also known as Stealth 2 Boot) wasfirst
discovered over seven monthsago, but until recently
remained avery rare specimen. A recent sighting, however,
haspromptedfurther investigation of itscapabilities.

Operation

Quox isasimple Master Boot Sector infector which doesnot
containany deliberatesideeffects; itsonly functionis
replication. Theviruscode occupiesasingledisk sector of
512 byteswhichreplaceseither the M aster Boot Sector on
fixed disks, or the DOS Boot Sector on floppy disks.

When asystemisbooted from an infected disk, thevirus
installsitself inthetop 1K of base memory and hooksthe
interrupt 13hvector (theBIOSdisk services), beforeloading
and executing theoriginal boot sector. Thelocation of the
original boot sector dependson thetype of disk: thisis
usually thelast sector on thedisk for floppy disks, and the
last sector onthefirst cylinder for fixed disks.

Thealgorithm used to determinethelocation at which the
original Master Boot Sector isstored doesnot always
functioncorrectly. Thecalculationmadeby thevirusrelies
onthemanner inwhichthe DOSFDISK program partitions
the disk. Whilemost versions of DOS conform to the same
conventions, thisisnot universally true, ascertain OEM
manufacturers (egAmstrad DOSv3.2) makethiscalculation
inaproprietary manner. In these cases, the copy of the boot
sector may bewritten to an arbitrary sector onthedisk. In
theevent of thecal culated | ocation lying outsidethephysical
boundsof thedisk, theinfection routineisaborted.

Interrupt 13h

Thevirusinterceptsdisk read and write operationswhich
usethe BIOSdisk services. Any attempt to accessthe boot
sector of an uninfected disk causesthedisk to beinfected:
eveninserting afloppy into aninfected machineand typing
DIR will cause the disk to becomeinfected. Inasimilar
manner, when aninfected floppy isused to boot aclean
system, thefixed disk will becomeinfected during the boot
processwhen accessed by DOS. Onceactive, thevirus
effectively hidesany changesto theboot sectors, and a
request to read the boot record isredirected so that the
original contentsarereturnedtothecaller.

General FailureErrors

Thevirus usesthe same codeto infect both Master and DOS
Boot Sectors. In an attempt to ensure that infected diskswill
still function correctly, thevirusdoesnot changethedatain

those areas of the boot sector used for the BIOS Parameter
Block andthePartitiontable. Therefore, if an uninfected
system attemptsto read an infected disk, the parameters
DOS needsto accessthat disk will be present. Thisreduces
the spaceavailablefor thevirusto 392 bytes.

In order to gain extraroom for code, the author has assumed
that thefirst few bytes of the BIOS Parameter Block are
superfluous. Thisassumptionworks- except with 1.4Mbyte
3.5-inch disks, wherethe modification may causethedisk to
become unreadable under DOS. Thedisk can still beread
whilethevirusisactive but, on aclean machine, attemptsto
accessthedisk will fail, giving themessage* General failure
error’. Thisfailureisdueto an undocumented quirk of the

M S-DOSoperating system.

Removal

Disinfection must beundertakeninaclean DOSenviron-
ment (that is, having booted from awrite-protected clean
system diskette). Theviruscan beremoved from afixed disk
using the FDISK /MBR command availablein DOS 3.31
and above, or by using adisk editor to restorethe copy of the
boot sector saved by thevirus. It can beremoved from a
floppy disk by formatting thedisk or by copying avalid boot
sector from an uninfected disk of the sametype. Thislatter
method can be used to recover datafrom disksrendered
unreadableby thevirus.

Aliases: Stealth 2 Boot
Type: Master Boot Sector infector.
Self-recognition on Disk:

Checks Boot Sector for a sequence of
hexadecimal bytes.

Self-recognition in Memory:

Checks top of memory for a sequence
of hexadecimal bytes.

Hex Pattern: (at start of boot sector)

B902 O0F3 A5A1 1304
8BD0 B106 D3EO BEOO

Intercepts:  The virus hooks Int 13h for boot sector
infection and stealth.

Trigger: None.

Removal: Under clean system conditions use the
DOS command FDISK /MBR, or
identify and replace original Master

Boot Sector.
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TUTORIAL

The Shape Shifters

Whenever one castsan eye over any articleinthe popular
presson computer viruses, onewill inevitably comeacross
theterm polymorphic’. What arepolymorphicviruses?How
dothey work?How canthey bedetected? Thisarticlewill
takean historical |ook at polymorphicviruses; how they
developed, and wherethey might lead.

IntheBeginning

Inthe beginning, most viruseswerevery simple, and thefirst
scannersoperated by searching for part of theviruscode.
Every different program stored onthe hard disk consistsof a
uniqueseriesof bytes. Therefore, itispossibleto searchfora
particular program by searching filesonthedisk for this
‘signature’. Thispattern would besuitablefor detection
purposesif it were chosen in such away asto be unlikely to
appear in other piecesof code (eg, the code used for the
virus own‘Areyouthere? call). Early virusscannerswere
slow andinefficient; they searched blindly through every
byteof afilelooking for thevirus*signature’.

FallingDown

Thefirst sign that things might not alwaysbethissimple
camewhen Cascade appeared. Thisvirusencrypted all of its
code, except for ashort decryption routinelocated at the start
of thevirus. Theencryption routineused by thevirusis
shownbelow:

0100 E94700 JMWP 014A
<HOST FILE CODE. . ... >

0149 01 DB 01

014A FA CLI

014B 8BEC MoV BP, SP
014D E80000 CALL 0150
0150 5B POP BX

0151 81EB3101 SUB BX, 0131
0155 2E Cs:

0156 F6872A0101 TEST
BYTE PTR [ BX+012A], 01

015B 740F JZ 016C

015D 8DB74D01 LEA  SI, [BX+014D]
0161 BC8206 MoV SP, 0682
0164 3134 XOR [SI], S

0166 3124 XOR [SI], SP
0168 46 INC SI

0169 4C DEC SP

016A 75F8 INZ 0164

Cascadedecryptionroutine.

Thefirstinstructionisajump to the appended viruscode,
whichinturn copiesthestack pointer before calculatingits
ownrelativeoffsetinmemory (using thefamiliar CALL

Next_Address, which pushesthecurrent value of IPonto the
stack, followed by aPOPinstruction). Thenextinstruction
testsamarker stored in thefileto seewhether or not thefile
isencrypted. Thisallowsthevirusauthor to devel op the code
inanunencrypted form.

Themainbody of thedecryption routineisstoredinthe
instructionsfrom 015Dhto 016Ah. Herealoopisset up,
whereconsecutivebytesof theviruscodearedecrypted by
XOR-ingthem with thetwo keys Sl and SP. Thiscontinues
until theentirevirushasbeen decrypted.

However, theessential elementsof thiscodeareonly
important for their functionality; therearemany different
instruction sequenceswhichwould decryptthevirus. Take
the exampl e of the changes madeto thedecryption key by
theINC Sl instruction. The position of thisinstructionisnot
critical aslong asit comesafter thetwo XORs and before
the end of theloop. Thus, the virus could swap the position
of theINC Sl instruction with the DEC SPinstruction with
impunity: although the hex fingerprint of thecodehas
altered, itsfunction hasnot.

If the virusauthor wished to be clever, he could have
substituted the command sequence POP BX with POP CX,
MOV BX, CX, or withany number of alternativeinstruction
sequences. It wasonly amatter of timeuntil aviruswriter
would utilisesuchtechniques, whereupon every infection of
theviruswould appear different. Thustheword polymor-
phic’ wascoined.

M ark Washburn and 1260

Probably the‘breakthrough’ (if onecan use suchterms) for
thevirusauthorswasthework carried out by Mark
Washburn. Claiming tobeagenuine‘virusresearcher’,
Washburn devel oped aseriesof viruseswhich showed
beyond doubt that polymorphismworked.

WashburnwrotetheV 2P? series of viruses, starting withthe
slightly polymorphic V2P1 (or 1260) virusand graduating to
the much more complex V 2P6. With the devel opment of his
ideas, Washburn secured himself aplacein the history books
asthefather of polymorphicviruses.

Washburn’ sfirst polymorphicvirus, 1260, used avery
simplealgorithmtovary itsappearance. Twotypical 1260
decryptionroutinesareshowninfigure 1.

Understanding the purposeof eachinstructionisnot
necessary inorder tocomprehend Washburn'’ sstrategy. 1260
usesthe sameeight instructions, placed in arandom order,

to generatethe decryptionroutine, but padstheseinstruc-
tionsout with* Do nothinginstructions’. Theimportant
instructionsinthe 1260 detectionroutineare highlightedin
thefigure. In essence, the 1260 virus X OR-ed each byte of
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MOV CX, 0514 INC Sl
MOV DI, 1527 MOV AX, CE9B
MOV AX, TEF7 CLC
decrypt: XOR [DI], CX CLD
XOR DX, CX MOV CX, 056F
SUB BX, AX NOP
XOR [DI], AX DEC BX
SUB BX, DX MOV DI, 1527
NOP decrypt: XOR BX, CX
NOP SUB BX, CX
CLC NOP
I NC DI XOR [DI], CX
I NC BX XOR DX, CX
DEC BX SUB BX, AX
I NC DX XOR [DI], AX
INC SI NOP
I NC AX I NC BX
LOOP decrypt CLC
I NC AX
DEC BX
. . I NC DX
1260 Virus Encryption Code I NC Di
LOOP decrypt
Figurel: 1260 VirusEncryption Routine: Thisdiagram showstwo examplesof the 1260 virus' decryptionroutine. Notethat both filescontain eight
of thesameinstructions- these set uptheencryptionloop. Theother instructionsarechosen at random, in such away that they do not affect thecontents
of theregistersused for thedecryptionroutine. Thismakesthevirusimpossibleto find using asimplehexadecimal pattern search.

themain virusbody with two decryptionkeys, somewhat
like Cascade. Inthiscase, theimportant instructionsare
padded by ‘junk’ operationslike DEC BX or CLC, which do
not affect thefunctionality of thedecryptionroutine. An
explanation of theroutineisgiveninthefigurecaption.

Clearly, looking for such aviruswith ahex pattern searchis
out of thequestion. However, itisreasonably easy to seethat
thisviruscould be detected with asimple search algorithm.

TheMutation Engine

By far thebest known polymorphic virusesarethosewhich
usethe Mutation Engine. Thisprogramis(contrary to
popular belief) notitself avirus: itisan object module,
which was designed to be added to avirusin order to make
itpolymorphic.

TheMtE usesall thetricks devel oped by Washburn, and
more. An experienced eye can pick out an MtE infectedfile
just by glancing at aDEBUG listing, but analysisreveals
that eachindividual infection appearsto becompletely
different. With the number of possible mutationsof thecode
runninginto billions, the MtE presented aproblem of some
magnitudeto scanner manufacturerswhenit first appeared.
Not only wasit apolymorphic engine, rather thanavirus,
but the code had been extensively circulated among the
computer underground. The MtE evenincluded anexample
viruswhich showed naive usershow it could be applied.

The coding of the MtE ismuch more complex than any of its
predecessors. Two short snippetsof MtE-produced codeare
illustrated infigure 2, and it isclear that, although the code

‘looks’ suspicious, itisvery difficult to detect accurately and
reliably. Faced with such aninsurmountabl e problem, how
couldtheanti-virussoftwarevendorsfight back?

Countermeasures

Whileviruswriterswere busy improving their handiwork,
devel opment wasal so continuing withintheindustry.
Scanner devel opershad long sincerealised that it was
impossibleto continue using asimplehex patternto search
for viruses: it was slow, and could not keep up with the
rising complexity of theway virusesworked. It wastimefor
achange, but with an ever-variabletarget, onto what
propertiescouldthevirushunterslatch?

Oneof theprincipal disadvantagesof using asimplehex
pattern search wasthat it did not utilise much of theinfor-
mation which the devel opersknew about avirus. Consider
the algorithm which asimple parasitic virususestoinfect a
COM file. A IMPinstruction isinserted at the start of the
host file, and code appended at itsend. A simple hex pattern
throughout theentirefilewould reveal the presence of the
virus, but amuch more efficient algorithm would be simply
to scan the beginning and the end of thefile: that is, the
areasin which one knowsthe virus must be if it has infected
thefile. The next generation of virus scannerstook advan-
tageof thisAchilles' heel: rather than using asimple hex
pattern, the scanner would tracethrough afile, following the
executablepath.

Jim Bates, author of theVISAnti-virusUtilities, explained
that it was possibleto search through afilelooking at
structure, rather thanat individual instructions. ‘Basically, a
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polymorphicvirushastwo bigweaknesses,” heexplained. ‘ Firstly, thevirus
decryption codemust alwaysbeunencrypted, and secondly, it must always
bein somekind of loop.” Bates has devel oped code withinVISwhich can
examinefilesfor viruseshby taking advantage of thestructural similarities
betweendifferentinfectionsof thesamepolymorphicvirus. Thisinformation
isthen hard-coded into theVISproduct.

VirusDescription Languages

Thisideacan betaken much further by writing aninterpreter which removes
the need for each polymaorphic detection routineto behard coded. The
problemwith hard coding isthat, although it executesextremely quickly, itis
time-consuming to devel op and maintain. Consider againthe codeexample
for the 1260 virus. Dr Jan Hruska, from Sophos Pl ¢, explained that they have
devel oped codewithin hisscanner which ‘ understands’ theinstructions
which make up machinecode. ‘VDL [Virus Description Language] is
capableof examining wheretheinitial instructionsof afilelead. For
example, inthe case of the 1260 virus, oneknowsthat thefirst instruction of
aninfected filemust lead to acertain offset fromthefile'send.’

Dr Alan Solomon, of S& Sinternational, usesavariety of techniquesto
detect complex polymorphicviruses.‘ TheToolkitdescribesvirusesusing
VIRTRAN. A typical VIRTRAN detectionroutine contai nsnaming, detection,
identificationand removal information. For themorecomplex polymorphics

| also use statistical analysis of the code, to ensurethat the rel ative usage of
instructionsfitsthepattern.” Thelatest weapon added to the Solomon
armoury istheaddition of his* Generic Decryption Engine’, whichiscapable
of decrypting polymorphicviruses. Insuchviruses, itisusually only this
decryptioncodeitself whichvariesbetweeninfections; theviruscode
‘inside’ theencryptionisstatic. Thismeansthat oncethevirusisdecryptedit
istrivial to detect - with avery low risk of false positives.

PUSH DX PUSH AX

PUSH AX PUSH DX

PUSH SI PUSH BX

PUSH DI PUSH SI

PUSH BP PUSH BP

PUSH BX PUSH DI

PUSH CX PUSH CX

MOV DI, F236 MOV AX, 0620

MOV AX, 1819 MOV CL, 09

MOV DX, 0A69 SHL AX, CL

MJL DX ROR AX, 01

MOV BX, AX MOV BX, AX

MOV AX, D456 MOV AX, 0192

MOV CX, DI MOV DX, FOC3

AND CL, 1F MJL DX

SHR AX, CL SUB AX, BX

MOV BP, AX MOV BP, AX

MOV CX, DI MOV AX, ABOA

ROR AX, CL XOR AX, BP

MOV SI, AX MOV DI, AX

SS: MOV [ DI +2349], AX MOV AX, 09E6

MOV CX, Sl MOV CX, BP

ROL AX, CL ROL AX, CL

XOR AX, BP MOV SI, AX

Examplel Example2
Figure2: TheM utation Engine:thefirst few bytesof twodifferent MtE-generated
decryptionroutines. Notethat, althoughitiseasy to* see’ intuitively that thiscodeis

oddly written, itishardtowriteaprogramwhichwill detectitreliably.

TheFuture

Themain problemswhichtheindustry faces
isthat viruses are set to becomestill more
highly polymorphic. Will it alwaysbe
possibleto scan for viruses? Solomonis
confident:  Detecting apolymorphicvirus
canbetricky, but will alwaysbepossible. It
islike playing the game of “who can think of
the highest number” . The person who goes
second alwayswins!’

Onethingwhichishighly likely isthat more
polymorphicengineswill bewritten.
Already there are several likethe MtE - most
notably the Trident Polymorphic Engine
(TPE) andtheNuK E EncryptionDevice
(NED) [Seepage 16. Ed.]. Asthesevirus
constructiontoolsbecomemorewidespread,
itislikely that userswill start to find more
MtE virusesin thewild.

Theanti-virusindustry seemsto bedivided
about how thingsshould proceed from here.
Isit necessary to decrypt the contents of
infected filesso that ascanner canidentify
theviruswhich lurksbeneaththeencryption,
orisit simply enough to inform the user that
aparticular fileisencrypted with the
Mutation Engine?

Theargumentfor preciseidentificationis
that if oneintendsto disinfect afile, itisof
paramountimportancethat thedisinfection
routinehascorrectly identifiedthevirus-if
not, disinfectionwill almost certainly fail.

With thisin mind, anumber of vendorshave
devel oped codewhich allowsthe scanner to
‘stripback’ infected filesand reveal the
unencryptedvirus- thereby allowingthefile
tobe(wherepossible) disinfected. Thisis
precisely therational ebehindthe Generic
DecryptionEngine.

Thecounter-argument i sthat thisprocedure
issimply too time-consuming, and that users
donot care exactly whichvirushasinfected
their machine - they simply want it eradi-
cated. Thiswill have aspeed advantage
when dealing with badly infected disks, but
meansthat disinfection of filesinfected by
viruseswhich utilisesuchpolymorphic
engineswill beimpossible.

Whether or not such techniquesare suffi-
cientto keepthetideof polymorphicviruses
at bay, onething iscertain: virusesof the
futurewill beincreasingly polymorphic. Are
devel opersready for thenext generation of
the' Shape Shifters' ?
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FEATURE

The Nuke Encryption Device

Edward J. Beroset
Datawatch Corporation

Ascomputer virusdetection capabilitieshavebecomemore
sophisticated over recent years, so havethewaysinwhich
virusesattempt to avoid detection. One of the most troubl e-
sometechniquesemployed by viruswritersisthat of
polymorphicencryption, and themost recent tool usedto
accomplishthisistheNuke Encryption Device (NED). This
articlefollowsonfromthemoregeneral discussion of
polymorphism (pp.13-15), and looksin detail at how a
polymorphicenginefunctions.

LiketheTrident Polymorphic Engine(TPE) and theDark
Avenger Mutation Engine (MtE) beforeit, NED isdistrib-
uted asalinkable object modulewith samplecodeillustrat-
ingitsintended useasavirusencryptor. The object module
is 1524 byteslong, but the actual codesizewhenlinkedis
1356 bytes. Although NED isnot itself avirus, theinten-
tions of the author (he claimsto bethe same person who
wrotetheVirusCreation Laboratory) areclear. Likethe
VCL, NED isarather sloppy pieceof work, full of
unreferenced variables, duplicatevariables, poorly written
code, and plain bugs.

InsidetheEngine

Polymorphismisdefined by Webster’ sDictionaryas‘the
quality or state of being ableto assumedifferent forms’, and
most of the codein NED isdevoted to the purpose of
assuring that thedecryptor ispolymorphic. Someof the
tricks NED usesto accomplishthisare;

« inserting ‘ garbage’ betweenthedecryptor loopandthe
start of theviruscode

« using ‘dummy’ instructions (e.g. NOP, ADD AX, 0000,
etc.) tovary thelength of the decryptor code

« using different operationsfor encryption- ADD, SUB,
and XOR

« using either byteor word operands

» using eitherimmediatevaluesor prel oaded registersfor
theencryptionvalue

CallingNED

Thecalling sequencefor NED requiresthat registersbe
loaded with apointer to abuffer area, the start address and
length of the codeto be encrypted, the offset of thevirusto
bein memory whenit actually runs, and the variousflags
which control how NED operates. Dummy instruction
insertion, use of movevariations (eg codeother thansimple
MOV sthat accomplish the sameeffect), ADD/SUB substi-

tution, garbage codeinsertion, and dataand code segment
equivalence assumption areselected by individual bitsinthe
Sl register. NED then createsthe decryptor and garbage code
(if selected), and encryptsthe codeinto the specified buffer.
It returnsthe combined length of thedecryptor, garbage
code, and encrypted codeinthe AX register.

TheGeneration Game

Theencryptor takesadvantage of thefairly consistentway in
whichIntel processors’ instructionsareencoded. All
instruction encodingsaresubsetsof onegeneral format: zero
tofour prefix bytes, oneto two opcodebytes, zerototwo
MODRM (MODe, Register/Memory) operand specifier
bytes, zeroto four address displacement bytes, and zero to
four bytesfor animmediate constant. Of these components,
the opcodeand MODRM bytes are the most important to the
functioning of NED.

Generally, opcodebytesdefinethetypeof operation per-
formed, whiletheM ODRM bytescontrol addressing modes
and register use. In some cases, both the opcode and
MODRM bytespecify thetypeof operation performed.

Toillustratethis, theinstruction ADD AX, 5528h may be
encoded as81C0 2855. By altering asinglebitinthe
MODRM byte, theinstruction becomesADD CX, 5528h.
Replacing the low three bits of the MODRM bytewith all
possi ble combinationsfrom 000bto 111b enablesthe
registersAX, CX, DX, BX, SP, BP, S, and DI to be
referenced. Replacing the high three bitsinthe MODRM
byteinasimilar fashion cyclesthe opcodesthrough ADD,
OR, ADC, SBB, AND, SUB, XOR, and CMP.

Clearly, aprogramincorporatingthisinformation could
create machineinstructionsbased on a‘ Chinese menu’
approach - take one option from column A and oneoption
from column B and combineinany manner. Extrapolating
thisconcept yieldsaprogram capabl e of generating a
coherent decryptor loop.

NED hasthree mainfunctional components: adecryptor
generator, an encryptor, and arandom number generator.
Therandom number generator and encryptor partscombined
represent about ten percent of the code, whiletheremaining
ninety percentiscomprised of thedecryptor generator.

When NED iscalled, it first makes afew random decisions
which affect how thedecryptor loopisgenerated. This
process chooseswhether to encrypt by the byte or theword,
which register isto be used astheloop counter, whether to
useanimmediatevalueor aregister for theencryption
constant, and (if thelatter) whichregister it should be. The
only other decision madeinthisroutineiswhether to
initialisetheloop counter or thememory pointer first.
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Figure 1. A Sinple NED Gener at ed Decryptor

0100 MOV CX, 5DFE ; load the | oop counter in two steps
0103 XOR CX, 5EFF ; which | eave 0301h in CX

0107 MOV BP, 0116 ; load the | oop pointer

010A XOR WORD [ BP] , E9F0 do decryption wi th i medi ate val ue
010F ADD BP, 0002 ; increment the pointer

0113 DEC CX
0114 INz 010A

; decrement our | oop counter
; and keep going if there's nore 0116
; encrypted data starts here

Figure 2. A More Conpl ex NED Gener at ed Decrypt or
0100 NOP ; dunmy instruction
0101 JLE 0103 ; dunmy instruction
0103 ADD AX, 0000 ; dunmy instruction
0106 MOV AX, 66B3 ; load | oop counter
0109 SuB BX, 0000 ; dunmy instruction
010C SuB BX, 0000 ; dunmy instruction
010F ADD AX, 9F4AF ; adjust | oop counter to desired val ue
0113 MOV Sl, 0164 ; 1 oad pointer

0116 MOV BL, CD ; 1 oad decryption constant

0118 MOV BL, 5D ; in two steps

011A ADD [SI],BL ; do the actual decryption

011C NOP ; dunmy instruction

011D I NC DI ; dunmmy instruction

011E DEC Di ; dunmy instruction

011F NOP ; dunmy instruction

0120 I NC S| ; increnment pointer

0121 INC AX ; dunmy instruction

0122 DEC AX ; dunmy instruction

0123 ADD BX, 0000 ; dummy instructions

0126 DEC AX ; end the | oop by decrenenting counter
0127 INz 011A NED al ways uses JNZ to end the | oop;
<here through 0163h is fill ed wi t h gar bage bytes>

0164 ; the actual virus code woul d begin here

A subroutinewhich generatesdummy instructionsiscalled after these
decisionsare made and al so after each decryptor loop component iscreated.
Aswithall codegenerating subroutinesin NED, thisdummy instruction
subroutinewritestheinstructionsit generatesto thenext availablelocationin
the buffer and then updatesthe buffer pointer. Itspurposeistoinsert oneor
morevalidinstructionswhich haveno practical effect onthe subsequent
code. Thedifferent tricksemployed by NED includemoving aregister into
itself, exchanging aregister withitself, incrementing and then decrementing
thesameregister, complementing thecarry flag twice, conditional or uncon-
ditional jumpsto thenext instruction, and the ubiquitousNOP instruction.

Two subroutinesgeneratethe codenecessary toinitializethedecryptor. The
first generatesthe coderesponsiblefor loading theloop counter register with
theinitial value based on the size of the code and the encryptor. Any of the
eight general-purpose sixteen bit registers except SP may be used astheloop
counter. Thesecond routinegeneratescodewhich loadsthepointer register
withaninitial valuethat pointsto the beginning of the encrypted data.

If theoriginal ‘cointoss' decisionwasto usearegister instead of animmedi-
atevalue, the next subroutine called will generate codewhich loads some
constant valueinto either abyte or word sized register. In the case of byte-
sized registers, NED is capable of using any of the eight available on anintel
80xx processor (ie, AL, AH,BH, BL, CH, CL, DH, DL). Theloaded constant
isthe number successively applied to each of thewordsor bytesinthe
encrypted code.

L oopingthel oop

Thenext subroutinecreatesthe* heart’ of thedecryptionroutine. Thisroutine
generatesan instructionwhich appliesthe above mentioned constant tothe
contents of thememory referenced by the pointer. NED isnot avery bright
animal and only knowsthreetricks- encryption using ADD, SUB, or XOR.

If the calling program has set the appropriate
flag, the code al so generatesa CS segment
overrideto addressthedatathatimmediately
followsthedecryptor. Theintent of thisclearly
wasto allow theinfection of EXE aswell as
COM files, but abug in the code prevents
reliableinfectionof EXE filesapproximately
onetimeinsixteen.

Tofinishthedecryptor loop, another subroutine
generatescodewhich decrementstheloop
counter and checksto seeif it hasreached its
terminal value. NED alwaysdecrementsthe
loop counter and theterminal valueisaways
zero. If theloop counter register happensto be
CX, theroutine has a50% chance of using the
LOOPinstruction; otherwiseitistreatedlike
any other register. If theloop counter isnot CX,
itwill bedecremented by DEC instruction(s), or
an appropriate ADD or SUB. Thisroutinealso
generatesthefinal command intheloop. Thisis
alwaysaJNZ instruction.

Thelast code-generating routinesimply
generatesashort relative IMPinstruction,
followed by avariablenumber of ‘ garbage’
bytesranging from zero to onehundred.

Oncethedecryptor hasbeenwrittentothe
memory buffer, theonly remainingtask isto
copy and encrypt thetarget code. Thisisdone
with self-modifying code. Theroutineaswritten
isasimpleLODSB; XORAL,BL; STOSB;
LOOP construct. NED modifiestheLODS/
STOSinstructionstowordsizeif required. The
XOR operationissubstituted for theinverse of
the operation used by the decryptor, andisalso
adjustedtouse AX, BX for decryption routines
which operate oneword at atime.

NED’ srandom number generation routineuses
the system clock asaraw source, performing a
few perfunctory mathematical transformations
ontheclock tick counter in an attempt to make
the output morerandom. A statistical analysis
of over elevenbillioniterationsshowsa
reasonably uniformdistribution.

ClosingThoughts

In summary, although NED isthe most recent
of thepolymorphicencryptorsemployed by
viruswriters, it isneither the most sophisticated
nor the most capable. Thebugsand therela-
tively largesize of thismodulemakeit unlikely
that it will bewidely used, but thereisalready
at least oneviruswhich isknown to usethe
NuK E EncryptionDevice. Onefinal thoughtis
that although NED isthelatest polymorphic
encryptor, itisnot likely to bethelast.
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PRODUCT REVIEW 1

Oyster - A Pearl of a

Product?
Megan Palfrey

BEST’ sOyster ‘ computer immunisation system’ claimsto
offer permanent protection against all viruses, knownand
unknown. VirusBulletinreaderswill know that such tall
claimsare often reason enough for oneto bewary of a
product, but could it be possible that BEST hasfound the
holy grail of thecomputer security world?

BEST sapproachtothevirusproblemis, asthetitle sug-
gests, fileimmunisation: that is, adding aprotective‘ shell’
around afile, capableof ‘healing’ itself should thefile
becomeinfected. Suchtechniqueshaveformerly beenprone
to problems, and have certainly not offered acompl ete anti-
virusstrategy. Therefore, withmy interest well and truly
stimulated, | opened the package and began.

Component Parts

Thereview copy of Oyster wascomprised of onewrite-
enabled 3.5-inch diskette, an 181-page manual, afast
referenceguide, six self-adhesiveperspex badgeswith
‘Oyster Protected’ inscribed uponthem, and variousother
piecesof assorted bumph’.

Thefirst unpleasant surprise | had upon reading the docu-
mentation wasthat Oyster iscopy-protected. Normally (and
quiterightly), VB doesnot review copy-protected software,
but asseveral VirusBulletinreadershave asked for areview
of the product, an exception was made.

Copy-protection goesagainst good security practice, ashas
often been stated inVB. The foundation of agood data
security policy isthat, inthe event of acomputer disaster,
one can always start again from abackup and/or master
disks. If softwareiscopy-protected, thisisimpossible. For a
company distributing security softwaretotakethisapproach
showsalack of understanding of theissuesinvolved: the
best protection availablefor computersisaregular backup.
BEST hassince stated that it will changethispolicy -
potential customersshould check beforepurchasing.

The packageis made up of avirus scanner and an immuni-
sation program which claimsto allow infected programsto
‘heal themselves' . Each element hasitsown acronym: files
areprotected by COP (CodedOyster Protection), which
‘heals' infectedfiles; theDATEfeature (Direct Allow To
Execute), whichallowsonly Oyster-protectedfilesto
execute, and GOS (the Generic Oyster Scanner), whichis
ableto scan and capture unknown viruses.” The continual
use of these acronymsrapidly became confusing, and | was
repeatedly forcedtorefer tothemanual for clarification.

Documentation

Thedocumentation openswith anintroductionto ‘ theOyster
way of life’, and explainsthat ‘Oyster isthefirst product
developedintheworldthat hasfound auniversal solutionto
thevirusproblem.’ After thisextremely confident opening,
the manual goeson to giveabrief introduction to computer
virusesand anti-virussoftware, beforeexplainingthe
product’ smethodol ogy and operation.

BEST isaChilean company, and the original release of
Oyster wasin Spanish. Unfortunately, thedocumentation
suffersfromthefact that itisnot aparticularly well-written
translation, and containsmany irritating errors. Although
thereareappreciabledifficultiestranslating suchtechnical
material, BEST would do well to spend moretimetidying up
themanual, in order to makeit morereadable.

Thesecond problem withthe manual isitslove of acronyms
(seeabove) - itisconfusing and unnecessary. Why not call a
spade aspade? However, these are small niggles compared
to the manual’ smain flaw: it hasno index. How auser is
supposedto searchfor specificinformationinapublication
of thissizeisnot clear; such ashortfall must berectified.

Installation

Theinstallation routineissimple: theuser simply placesthe
Oyster disketteinto thedisk drive and followstheon-screen
instructions. AsOyster worksby immunising filesagainst
further attack, avital part of the procedureisto scan the
target disk for viruses. At no point (either in the manual or
on-screen) istheuser advised to clean-boot theinstallation
machine. Still worse, theinstallation routinewritesback to
the master diskette (presumably as part of the copy protec-

GOS 2.1 11/18/93
Virus tables

GOS Virus
Il

(Trojanized) Hydra-8
100 Afios o 46396
1024PSCR

1028

1067

1218 (Prudent)
1392 (Amoeba)
144

1527

1554

1591

1701-Stamm

2738

[ Total Viruses : 349 1—

Withover threethousand virusesnow known, BEST’ sscanner,
GOS,islaggingwell behindthecurrent development curve.
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tion scheme). Should avirus penetrateOyster’ sown self-
infection check, theuser might unwittingly infect several
machines. Thisshould bechanged.

Theinstallation proceededrel atively smoothly, withthe
product explaining the changesit was making, and waiting
for akeystroketo continue. There appearsto beafeature
somewhereinthisroutine: if nokey ispressed, theroutine
timesout and proceedsanyway. Thisneedsto befixed.

Fortunately, thesequibblesaside, installingOyster pro-
ceeded without flaw. Now, according tothedocumentation,
my systemwasprotected!

Functionality

Using Debug to examineaprotected filerevealed that it now
had aJMPinstruction at the start of the file and some 6K of
codetacked to theend (theresultant filelooked asthoughiit
had beeninfected withaparasiticvirus!).

Wasthenewly-added code checksumming the contents of
the host file? Tests showed that it was not, as| could alter
filesprotected by Oyster and executethem without being
alerted tothisfact. Thiswasaparticularly worrying sign, as
therearecertain viruseswhichinfect executablesby over-
writing code halfway through afile (eg 8888).Oyster
provideslittle protection against suchavirus.

The TSR component of Oyster can be configured so that
only protectedfilesareallowed to execute. Asone of my
tests, | overwrotethestart of aprotected filewith thetwo
bytesCD20h (theold CP/M ‘terminate’ instruction). Not
only wastheimmunisation bypassed on thefile, butOys-
ter’ sTSR still allowed thefileto execute. With these
unsettling resultsin mind, | started my tests, using a
specially selectedviruscollection.

Under Fire

Theacidtest of any product isnot whether thereviewer
agreeswiththemethodol ogy employed, but how the product
functions. Will it prevent infection on auser’ smachine? As
Oyster isafileimmunisation product, thereisonly oneway
totestit: install the product, infect protected files, and see
how it behaves.

Thefirst virus against which Oyster wastested was Cas-
cade. Aninfected filewas copied onto the hard drive, and
the standard Oyster file protect procedure of scan and
immunisewas carried out. TheOyster scanner, GOS, isnot
very accurate (see below) and, rather alarmingly, wasunable
todetect the Cascadeinfection.

Whenthefilewaslater executed, Cascade became memory-
resident and active. From thispoint onward, whenever an
Oyster-protected COM filewasrun, thevirusinfectedit.
However, when control was passed back to the host file,
Oyster was capable of detecting the changesmade, and
returned thefiletothe stateit wasin directly before becom-
inginfected - right down tothelast bit!

Thiswasapleasing result, but there were some drawbacks.
M ost importantly, the machine now contained afilewhich
wasinfected insidethe extracode added by Oyster. Many
virus scannerswould now beunableto detect thevirus, and
theuser would continually re-infect hismachine. The
manual doesnot deal with thiseventuality.

The next sample used for testing purposeswasafileinfected
withthe4K virus. Thisisastealthvirus, andisextremely
difficultto detect oncememory-resident. CouldOyster cope
withthismuchtougher challenge?

The4K testsstarted off well enough - the scanner identified
thefileasinfected, warning that thetest file contained the
‘100 Afios04096’ virus. However, asthe average user
would not scan every floppy brought near hismachine, itis
important to test whether or not theviruscouldinfect fileson
thehard drive.

When an Oyster-protected filewasrunwith 4K residentin
memory, Oyster displayed themessage‘ Phasell virus
detectedinfile GOAT14CO.COM. Run FASE2 programto
removethevirus. (C) Continue (D) Dos'.

This program can only be copied for
personal backup. Copying this program
{ IMPORTANT |

ATTENTION !!
UNKNOWN VIRUS WAS FOUND IN FILE

GOS was protected with a special version of OYSTER.

Oyster detected the contamination and repaired this program. For
more information look at the file GOS.DOC included in this
package, or select DETECTION option in GOS.

C:\HS| If you want to include this new virus in GOS and eventually
Inval| scan this new virus in other files probably contaminated, please
send the file GOS.VIR, to your local Oyster Dealer or to

C:\HS BEST
Merced 152 52 piso, Santiago, Chile
C:\OY 6395759 - 6383156

Oyste

Virus
File I Press [Enterl... |—
(C)ontinue. (D)os, (R)eboot ?

Whenever avirusinfectsoneof the Oyster executables, Oyster
capturesthevirusfor later analysis.

Referring to themanual, | wasinstructed to select the
‘Returnto DOS' option, and runthe FASE2 program. Upon
executionthisfilewasimmediately infected by 4K, making
it unusable. After several abortive attemptsto usetherescue
disketteto repair the problem, and with COMMAND.COM
onthehost machineinfected, | wasflummoxed. WasOyster
simply unableto cope?

Further tests showed that the problemswere caused by 4K
hanging the machine before theOyster codewasrun. If the
date of the PC was altered so that 4K did not crash, Oyster
functioned correctly, anddisinfected all files. Thepossibility
of the virusmalfunctioning does not seemto bedealt with
either inthemanual or in the programs stored on the rescue
disk. Relying onthevirusnot to cause systeminstability is
not good enough - the rescue disk should be ableto cope
withthiseventuality.
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Further tests showed that thisfailurewasatypical : Oyster
could copewell with other viruses (Jerusalem, SBC, 1575
etc) and in each casereturned infected filesto their original
condition. Theseresultsarequiteimpressive, and show that
under certain circumstancesOyster canfunctionvery well
indeed. The problemsencountered with 4K arestill causefor
concern however. Regardlessof the cause, BEST needsto
explaintouserswhat to dointhe event of failure.

Asafinal test, | tried infecting Oyster-protected fileswith
oneof the‘ Trivial’ family of overwriting viruses. Theresult
wasas| expected: theinfected filewasall owed to execute,
and Oyster was unaware of thevirus’ actions.

Boot Protection

Boot sector protectionwasmoreeffective. | attemptedto
change one of the error messages on the M aster Boot Sector
and wasrewarded by amessage from Oyster, stating that it
had detected the presence of an‘ altered boot sector’ and
would reboot the machine. Well done, Oyster.

Thenext test wasto infect the hard drivewith four different
boot sector viruses: Spanish Telecom, Form, Quox and
SwissArmy. Ineach case, Oyster spotted theinfection
successfully, replaced theinfected boot sector and forceda
reboot. The manual givesno explanation of howOyster
avoidsbeing ‘ stealthed’, but themost likely routeisthat it
takesa'snapshot’ of important parametersat installation.
However itfunctions, itisunobtrusiveand efficient.

At one point during testing, Oyster seemed to stop protecting
the boot sector, and | could infect and alter it at will.Oyster
still claimed that the drivewas protected, but thiswasclearly
not the case. | could not get to the bottom of this problem,
andwaseventually forced torestart all tests.

Scanner Evaluation

Oyster’ sdevel opersexplained beforethereview beganthat
itisnot principally ascanning product, and that the scanning
engineneedsimproving. Nevertheless, for animmunisation
product to be effective, itisof paramount importancethat the
systemisvirusfreebeforeonetamperswithfiles.

Oyster’ sscanning component, GOS, claimsit doesnot work
liketraditional virusscanners, but ‘ usesOyster technology
to scan known virusesand capture unknown viruses' . Asthe
manual isbereft of technical detail, | simply ran the scanner
against thevirustest-set.

Thetest resultswere disappointing: out of 72 infectedfiles,
Oyster identified only 41, missing suchwell known viruses
asCascade.1701, Flipand Y ankee. Boot sector detection
wasrather better: Oyster missed only thecomparatively new
(although now inthewild) Quox virus.

Theonly way | couldimaginethe* capture unknownviruses
might work wasfor the product to detect changesto pro-
tected files. Altering afile protected by Oyster and running
the scanner on it showed that thiswas not the case. A more

careful examination of theliterature showed that the product
simply waitsfor oneof itsown executabl efilesto become
infected. Since shipping the software, BEST hassigned a
deal toinclude theNorman Data Defense Systemsscanner
with the package. Asthis scanner hasnever been evaluated
by VB, | cannot comment onitsefficacy.

Conclusions

The makers of Oyster have made abrave attempt to usea
different, |essupdate-intensive method of virusprotection,
and thisislaudable. Sadly, BEST haschosento usea
techniquewhichisnot very well-known, and hasfailed to
explainitadequately. Using only theinformation providedin
the documentation, Oyster did not liveup to itsextravagant
claimsof beingtheultimate preventative package. Enhanc-
ing the programson the rescue diskette and the contents of
the manual would beadramaticimprovement.

Some of thefeaturesof the product arevery impressive, and
for certain machines (such asthosein avery highrisk
environment) it may proveto beavaluablepurchase. The
newly announced bundling with theNor man scanner should
improve mattersquiteconsiderably, but theproduct as sent
to VB falls short of the mark. Oyster could (and should) be
improved, aslurking beneath the murk liessomevery
interesting technol ogy struggling to makeitself seen.
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PRODUCT REVIEW 2

Norton Strikes Again?
Dr Keith Jackson

Thethird major revision of Norton AntiVirushasjust been
released, and correspondingly, thisisthethird timethatVB
hasreviewed the product (v1.0 wasreviewed in January
1991, v2.0in March 1992). NAV3.0isthe offspring of
Symantec’ sacquisition of the Certus Novi product: hasthis
new bloodimprovedNAV’ spedigree?

Documentation

Theonly manual which comeswith theproductisan A5
book. Thisiswell-written, thoroughly indexed, containsa
decent glossary, andiseasy to use. The sectionswhich
discussthevarioustypesof virus, and how to deal with
them, arevery interesting (if somewhat brief), but | must
confess| found therest of the manual rather boring. Much of
theinformation contained inthemanual isof thetype* Select
Printif youwouldliketo print theentries’. Maybel am the
wrong personto judgethisaspect of the documentation; new
usersmay well appreciateitskindly style.

Thedocumentation statesthat quarterly upgradesare
availablefor a‘low yearly fee'. Notethat thisis somewhat
lessfrequent thanrival products- thoughSymantec claims
that monthly updatesareavailableif required.

Installation

Norton AntiVirusv3.0was supplied on two 1.44 Mbyte
(3.5-inch) floppy disks. Thisimmediately excludesthose
userswhose PC lacks such adrive. Thisaspect of the
product hasgonedownhill asnew versionshave been
introduced; v1.0 was supplied on both 5.25-inch and 3.5-
inch floppy disks, and v2.0 was supplied ontwo 720 Kbyte,
3.5-inchfloppy disks. In addition, the software hasincreased
enormously insize: thehideously bloated version 3.0
requires 3.45 Mbytes of hard disk space!

I would have been pleased to see the problem of supplying
varioustypesof floppy disk discussed somewhereinthe
manual. Itisn't. If ever aproduct was required on dual
media, it isan anti-virus scanner, asit may be asked to
inspect varioustypesof PC within asinglecompany.

Theinstallation program proved very easy to use. It asksthe
user to choose ascreen type, and then scans memory and all
availabledisk drives. The user isasked whether herequires
afull or acustominstallation; then copying commences.
After thisiscompleted, automated changesto the startup
filesAUTOEXEC.BAT and CONFIG.SY Sareoffered.
Finally, usersareencouragedto createa‘rescue’ disk, which
containsinformation about the partition tableand boot
sectorsof the hard disk.

If the'full installation’ optionisselected, all required
Windowscomponent partsareinstalled. Curiously, a
Windowsgroup isnot created, although thisisan explicit
optionasfar ascustominstallationisconcerned. Beyondthis
small detail | find it hard to fault theinstallation program.

Components

Onceinstalled, Norton AntiVirusofferstwo distinct units: a
memory-resident component (referredtoas’ Automatic
Protection’) which can betail ored to monitor computer
activity, and the main executabl e program which providesall
featureswhicharenot memory-resident. AWindows
scheduler isincorporated so that virus scanscan becarried
out at predeterminedtimes.

L ookingback through previousVB reviewsof Norton
AntiVirus, there hasbeen atendency to usesilly namesfor
certain aspectsof the software. Inv1.0, Symantecinsisted on
using thephrase‘virusdefinitions’, when what it meant was
thevirus pattern/signaturethat their scanner used. Thetwo
main components of Norton AntiVirususedto becalled
VirusIntercept and Virus Clinic, both of which have (thank
goodness) been dropped. Thenew buzzwordis‘Virus
Sensor technology’, whichissplashed all over the packag-
ing. However, whenit comesto explaining what thisactually
means (if anything), thisphraseismissing from both the
Index and the Table of Contents. Treat it ashype.

Thediscussion of phrases used by Norton AntiVirusisan
introductiontotheway that v3.0 usestheterm ‘inocul ation’
inamanner which | find downright misleading. | think | am
correctinstating that other anti-virussoftwaredevel opers
usethisword to mean adding codeto an executabl e pro-
gram, so that the program can itself recognisethat it has

= Norton AntiVirus n

Scan Tools Reports Help

xC

C® =

DOptiong Wirug List | Scheduler | Activity Log

Drives:

Drive Types:
: ms-dos 5 [™ &0l Floppy Drives

: ms-ramdrive
- stacvol_000
: stacvol 001

[X &l Hard Drives

[~ &l Network Drives

Selected Drives: LC:.-F

|Select the drives you wish to scan, then press Scan Now.

TheNorton user interfaceiswell designed and allowsquick and

easy accesstotheplethoraof functionsprovided by theproduct.
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been altered. Norton AntiVirususestheword ‘ inocul ate’
whenit really means checksumming: the manual statesquite
clearly that ‘ Inocul ation doesn’ t changeafileor boot record’ .

Toillustrate how thetotal number of virusesknown to
Norton AntiVirushasincreased, v1.0 knew of 115 viruses
(142 variants), v2.0 of 341 (1006 variants), and v3.0 of 2350
(thedistinction between variants seemsto have been
dropped). Information on thesevirusesiscontainedinthe
‘VirusList'. Thisisan excellent component which can
display adescriptionfor each virusand includescomprehen-
sive searching and printing facilities. The searchescan be
constrained asdesired to encompassall, common, program,
boot sector or stealthviruses.

Scanner Operation

TheNorton AntiVirusscanner isvery easy to use. When
execution commences, amenu of all availabledrivesis
displayed, withhard driveshighlighted. Thisdefault
configuration can bechanged toincludeany combination of
disk drives, and optionsare availableto scan asubdirectory
orindividual files. A raft of other optionsisavailable, all of
which permit scanning to be carried outinany desired
manner, including ‘inoculation’ of filesto test whether or not
they have been altered. Norton AntiViruscan also inspect
fileswhich are compressedinthe ZIPformat.

“Thisclearly illustratesthat the
scanner isnot really doing a

thorough scan - most likely in an
attempt to avoid false positives’

When ascan commences, memory isscanned, followed by
the Master Boot Sector, any Partition Boot Sectors, and
selectedfiles. Upon completiontheresultsaredisplayed; the
user isled through alist of problemsfound, and an activity
logiswrittento disk. Aswith most other components, the
content of thesetwo log filescan betailored to suit require-
mentsby configuring variousoptions. Oneuseful featureis
that when aparticular setup has been finalised, it can be
password-protected against alteration. Thiscompl eted, a
user who does not know the password can still perform
scans, but only inthe prescribed manner. One curious
featureisthat scanning pausesif theleft mouse buttonis
held down - | havenoideawhy.

Allinall, | cannot fault the way in which the scanner
interface operates. Itisclear, and easy to use. Therearetwo
user interfaces, the DOS and Windowsversions, and the
operation of eachisremarkably similar. Indeed, apart from
theimposed Windowsgraphical style, it would behard for
userstotell them apart. Thisisobviously adesign decision
anditworksvery well. Theon-linehelpisvery useful for
both operating systems, but theWindowsversionismore
extensive. Thismay well be moreacomment on theWin-
dowsstyleof helpthananything el se.

Scanner Performance

Testing Norton AntiVirusagainst theviruseslistedinthe
Technical Detailssection provedto berevealing. When |
first ran the scanner it failed to detect 7 of the 223 test
samples. 1260, Casper, M altese Amoeba, Power Pump,
V2P6, WinVir_14 and the boot sector version of Spanish
Telecom. Not bad, but not outstanding.

For security reasons, | usually storemy virussampleswitha
non-executableextension and useascanner’s‘doall files
option’. Inthelight of theseresults, | decided to renamethe
infected filesto an executable extension and redo thetest.
Nortonwas now capabl e of detecting four moreviruses:
1260, Casper, Maltese Amoebaand V 2P6.

Wheninitially tested agai nst the M utation Engine samples,
Norton AntiVirusdetected just 6% of the 1024 test samples.
Again, when theextension of the M utation Engine samples
wasaltered to COM, the detection rateincreased to 100%.
Thisclearly illustratesthat the scanner isnot really doing a
thorough scan - most likely in an attempt to avoid false
positives. What isthe‘scan all files' option doing? This
‘feature’ needsto bediscussed in the manual.

Scanning speedismoredifficult to quantify, socomparative
resultswith other scannersareincluded. Initsdefault mode,
the DOSversion of Norton AntiVirusscanned theentire
contentsof my hard disk (800 files, 11.3 Mbytes of which
wereexecutable) in 33 seconds. If programfilesonly were
tested, 324 fileswere scanned and the scan time dropped to
18 seconds. By way of comparison,Dr Solomon’ sAnti-
Virus Toolkit scanned the same hard disk in 17 seconds, and
Sweep from Sophostook 20 secondsin ‘ Quick’ mode, and
62 secondsfor a‘Full’ scan.

On the same hard disk, theWindowsversion of Norton
AntiVirustook 35 secondsto scan all files, and 19 seconds
for programfilesonly. Thesefiguresareextremely closeto
thosereported for the DOS version which, giventhe usual
slowdownintroduced by Windows, isvery creditableindeed.
Allinall, Norton AntiViruscompareswell with rival
packageswhere scanning speed isconcerned.

Whileadisk isbeing scanned, ahorizontal bar indicating
the percentage compl eted creepsacrossthescreen. Incertain
circumstances (in bothWindowsand DOS), thishorizontal
bar had only reached about half itsrange when the software
realised that it had completed itsexecution, andimmediately
zoomed up to 100%. | first complained about this* feature’
when | reviewed version 1.0; itisstill thereinv3.0, anditis
till irritating. What isthe point of aprogressindicator
whichisincorrect?

Detection of Alterations

The'inoculation’ featuresof Norton AntiVirus(checksum-
ming in moreusual parlance) do not seem to betechnically
explained anywhereinthedocumentation. Thebest | could
findwasthat ‘ critical information’ (whatever that may be) is
recorded about afileor boot record for futurereference. Such
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atrivial explanation isat best useless, and at worst, pur-
posely hidesthefact that only partsof eachfile*inoculated’
are checksummed. My own tests show that inoculation can
detect the appearance of anew file, achangeinfilesize, and
bit level changes made at the start of thefile. However, it
doesnot detect any alteration madeto the date/time stamp
attached to afile, or single-bit changesmadelater in the
body of afile. | do not know the point at which afile’s
contentsceaseto bemonitored: technical information such
asthisisnot supplied.

Memory-resident Component

The' Automatic Protection’ part of Norton AntiVirus
(memory-resident isthemore usual technical term) canbe
set upinmany different ways, by choosing different options
from withinthe scanner and then rebooting the computer.
Thefileusedto performmemory-resident tests
(NAVTSR.EXE) can beloaded either asadevicedriver
(from CONFIG.SY S), or asan executable program (from
AUTOEXEC.BAT orthecommandline).

Initsdefault state, thememory-resident component occupies
3.5 Kbytesof RAM, but this can soar to as much as 45
Kbytesif all possibleoptionsareselected. Thedocumenta-
tion makesno mention of the execution overhead imposed by
thememory-resident software. | moaned about thiswhen
reviewingv1.0, and again whenreviewing v2.0, but inclu-
sion of basictechnical detail seemsto go against thegrain,
and nothing has changed.

A performance overheadisinevitable, and usersshould be
givenfactual informationin order to make up their own
minds asto whether or not the extradelay isjustified. My
own tests show that thetimetaken to copy 45files (1.8

M bytes) from onedriveto another increased from 28t0 49
secondswhen* Automatic Protection’ wasintroduced. This
representsan overhead of 75%!

Other Features

Theschedul er included with theWindowsversion of Norton
AntiVirusisexcellent, and permits scansto be set upon a
one-time, hourly, daily, weekday, weekly, monthly or annual
basis. Any number and any combination of schedul ed scans
can be specified, so that theway in which scanningis
performed can befine-tuned - an excellent utility.

Norton AntiVirusalsoincludesfeaturesthat permit filesto
be‘repaired’ after they havebeeninfected by avirus.
Infected files should bereplaced rather than repaired, sothe
efficacy of thisfeature hasnot been tested. If you aretempted
touseit, the manual statesthat it only failsin ‘rarein-
stances.” Make of that what you will.

Conclusions

I havepreviously foundNorton AntiVirusprogram design
and ease of useexcellent. It remains so. TheWindows
versionisoneof themost visually stunning anti-virus

software packages| have seen (onapar withDr Solomon’s
artwork). However, thewormturnshere, and it hasto be
saidthat all thisismerely garnish on the underlying func-
tionality. It really doeslook asif the marketing men have
taken over - for instance, when ascan under Windowsis
undertaken, the colouredlogo of threearrowschasing each
other rotates. Isthisreally necessary?1sit what the user
wants?lsit what the user needs? My own view of the
answersto thesethree questionsisNo, Y es, and No (people
seemto likepretty flashing pictures).

Notwithstanding my diatribe agai nst someof the‘ more
artistic’ features of the user interface, it hasto be said that
the scanning featuresare approaching those containedinthe
best anti-virus scanner packages, both in terms of speed of
scanning and accuracy of detection.Norton AntiVirusalso
offersthe same scanning speed under either DOS orWin-
dows- afeat few packages can manage. Virusdetection has
afew foiblesbut basically workswell. Theseexcellent
featuresare marred by alack of technical detail inthe
documentation (if thiswould frighten users, why not
introduce asecond volume?), and the use of marketing
jargon in amisleading manner.

Symantec must be very confident that it isnot going to have
many disgruntled customersif it feel sconfident enoughto
offer a30-day, noquibble, money-back offer. Moresoftware
companiesshould put their money wheretheir mouthsare
andincludesimilar offerswith their software products. |
hope (and believe) that Symantecwill profit fromthis:
NAV3.0 seemsto be much improved onitsparents, and
Symantec’ spurchase of Certusmay well pay dividends.
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END NOTES AND NEWS

Symantecis now offering usersaNetWarever sion of its Norton
AntiVirus product, whichrunsunder both NetWare 3.xx and 4, and
providesfilescanningon-accessaswell ason-demand. Pricesstart at £699
per server. Tel. +44 (628) 592222.

Patricia Hoffman’sVSUM ratingsfor August: 1. McAfee Associates
ViruScan V108, 96.4%, 2. Command Softwar e’ s F-Prot Professional
2.09f, 95.9%, 3. Sophos Sweep 2.53, 92.8%, 4. Dr Solomon’sAVTK,
91.7%, 5. Safetynet’ s VirusNet 2.08a, 90.8%. NL M S: McAfee NetShield
1.52a V108, 95.2%, 2. Sophos Sveep NLM 2.53, 92.9%, 3. Dr
Solomon’sAVTK NLM 6.54, 88.0%, 4. Command Softwar e’ s Net-Prot
1.00s, 69.9%, 5. Cheyenne’ sInocuLAN 2.0/2.18g, 65.8%.

Anti-virusthrough theether! Got avirus? Nobody elsecan help? Why
not turn on your television and download acopy of Dr Solomon’ sAnti-
VirusToolkit?Inoneof thefirst dealsof itskind, S& SInternational has
signed anagreement withtheltalian statetel evisionchannel RAI, enabling
anti-virusprotectionthroughtel etext transmission. Inorder toreceivethe
transmissions, acopy of S& S sSecurity Kitisneeded, alongwithal ow-
cost expansion board for the PC. Tel. +44 (442) 877877.

Fifth Generation isto cease production of itstwo anti-virusproducts,
Untouchableand Searchand Destroy, following thecompany’ spurchase
by Symantec. Thetwo productswill bediscontinued during thefirst week
inNovember, but existing customerswill continueto besupported by
Symantec for anasyet undecided period. At that time, they will beoffered
an upgradeto Norton AntiVirus 3.0 at thenormal upgradeprice.

A former Princeton University doctoral student hasbeen fined $500 for
hackingintotheschool’scomputer system, according to areportinthe
New York Times. Thestudent, L uo-Qi, pleaded guilty after being
guaranteed that hewould not besent tojail - the maximum penalty for the
chargewasa$1000fineand six monthsimprisonment. Hehassincebeen
expelledfromtheuniversity.

TheDTI, inassociationwith the British Standards|nstitute, and a

number of other companies, hasreleased a’ Codeof Practicefor Informa-
tion Security Management’, designed to hel p organi sationssecuretheir I'T

resources. Itishopedthat thecodewill bedevelopedintoaBritish
Standard by themiddleof 1994.

Which book provides an instant one-shot r eferenceon computer

virusesand anti-virussoftware? It can only bethe Survivor’ sGuideto
Computer Viruses, availablefrom VirusBulletin, priced £19.95. For
further information contact VictoriaLammer. Tel. +44 (235) 555139.

Triangle SoftwareDivision, of Datawatch Cor poration, hasannounced
the upgradeof itsanti-virusproduct,Virex for the PC. The program
now sportsanew installation routineand enhanced TSR capabilities, and

can be purchased for $49.95. Tel +1(919) 490 1277.

Oxford University hashad another outbreak of the Spanish Telefonica
virus, morethantwo and ahalf yearsafter thevirusfirst appeared at that
institution. Twodepartmentsarereportedto beaffected. Theuniversity
hasalso had several incidencesof theEXEBUG virus, whichisparticu-

larly worrying, becausetheviruspreventsusersclean-bootingtheir

systemson certainmachines.

Sophos' nexttwo Computer VirusWorkshopsarescheduled for 24th-25th
November and 26th-27th January. Pricesare £295 for oneday, and £545

for two. Contact Karen Richardson on +44 (235) 559933.

A Cautionary Tale: Fridrik Skulason hasrecently been sentavery

interestingrequest for help... fromavirusauthor. A Brazilian computer
sciencestudent wroteanew boot sector virus, purportedly toshow his

friendshow avirusworked. It subsequently escapedintothewild.

Unfortunately for thevirusauthor, hehadincluded hisown nameand
detailsinthevirus. Understandably, heisnot popular among Brazilian
computer users, andisdesperatefor adisinfectionroutinetobeincludedin

thenextreleaseof F-Prot. Potential viruswritersbewarned!
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