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EDITORIAL

Burger’sL egacy

In October of last year Virus Bulletin published areview of a
book entitled Computer Viruses: AHigh Tech Diseasewhich
wasfirst published in 1987 by Data Becker GmbH of West
Germany. Thebook by Ralf Burger contains numerous source
code listings of viruses (most of which do not work) and
includes arecognisablelisting (albeit crippled) of the Vienna
virusin assembler source form. Of this, Jim Bates, who
reviewed the book for Virus Bulletin noted:

“ Thisimmediately provokes questions concer ning the wisdom
of publishing such listingsin thisway and thereby allowing
any irresponsible individual to produce hisown virus code
without thought for the consequences. Drawing a parallel, |
wonder what the general reaction would have been to a book
listing details of how to make explosives or assemble bombs,
however amateurish.”

About two months before thisreview appeared, acomputer
viruscalled Vacsinawas discovered in West Germany and
disassembled by Christoph Fischer at theUniversity of
Karlsruhe. Vacsinaincorporates certain elements containedin
Burger'slisting. Thisgaveriseto suspicionsthat virus
writerswere using Burger’ sbook. Vacsina, it now transpires,
isthe sixteenth in aseries of fifty viruseswhich originatein
Bulgaria. These viruses maintain upward compatibility which
makesit possibleto analyse the evolution of the series. Both
Vacsinaand Y ankee Doodl e (reportedly number 38 inthe
series) escaped into the ‘wild’ and are now causing infections
in Eastern Europe and Germany.

According to Vesselin Bontchev, who has analysed the series,
these viruses are written by an individual with theinitials
‘TP'. TPalsowroteNew ViennaversionsVHP-367, VHP-353
and VHP-348 which were modified viruses based on

Berger’ s source code listing. Itisnot possible to state with
certainty that TP used Burger'slisting to write these mutations
or whether he used an existing variant of the Viennavirus
based on it.

The 1260 virus (see VB, March 1990) which isbelieved to
originate from adifferent source, is also based on the Burger
listing, indicating that at |east one other viruswriter isusing
Burger’ spublished source code. Two further viruses, Ghost-
ballsand Lisbon, also usethebook's source code.

Thisiscertainly an indictment of Data Becker, the publisher of
the book, and equally aconfirmation of our book review which
clearly stated: “ Thereis no doubt that some damage will result
from attempted copies of the Vienna viruslisting; and the
pseudo-official status afforded to hackersand software
terrorists may tempt some readersto try such activities” .

The explicit nature of Burger’ s book and theirresponsible
attitude of his publisher was reconfirmed while researching the
IBM Christmas Tree (CHRISTMA EXEC) program, details of
which appear on page 9 of this month’sedition. David
Ferbrache, who maintains an archive database on attack
programs at Heriot-Watt University directed meto page 193 of
the book - it contained a complete source code listing for the
program which, according to Burger wasincluded for ‘ docu-
mentation purposes'!

In September 1989, thelnternational Federation of Informa-
tion Processing passed aunanimousresolution calling on
publishersto refrain from publishing viruslistings. It is now
clear that published source code has been used to write
computer viruses. Authors and publishers should take note and
proceed in aresponsible manner. Claimsthat such details are
provided for educational or documentary purposeswill no
longer suffice.

Mac Threats: TheZUC Virus

A report of anew Macintosh virus has appeared on
Compuserve. The ZUC virus attachesto the CODE 1
resourcein each application. When activetheviruswill scan
theentiredisk or usethe desktop APPL resourcesto locate
applicationstoinfect. ZUC bypassessoftwareright-protec-
tiononvolumes, locked resourceforks, and protected CODE
0/1resources. Theviruscausesascreen display consisting of
the cursor moving diagonally down the screen two minutes
after aninfected applicationislaunched.

Jeff Schulman (author of Virus Detectivesoftware) has
published asearch string which can detect ZUC.

Resource Start & Pos - 1256 & Dat a
082A#F1655#30832; For fi ndi ng ZUC. Vi rus

Editor’ snote: Symantec UK hasreleased SAM v 2.00 and
hasannounced anewslineservicewhichwill provide
instructionsto update SAM asnew virusesand Trojans
appear. Tel UK 0628 776343. Meanwhile, Virex v.2.51
protectsagainst both Trojansreported inlast month’ VB as
well asanew Trojan called ‘VirusInfo’. Gee page 16).

VIRUSBULLETIN - CHANGE OF ADDRESS

Please note that from Monday, 2nd April 1990 our new
address will be:

VirusBulletin Ltd.

21 The Quadrant
Abingdon SciencePark
Abingdon OX14 3Y'S, UK.

Tel 0235555139
Fax 0235 559935
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TECHNICAL EDITORIAL

Friday The Thirteenth:
A Day Of Reckoning?

Computer virusesreceived considerable publicity last year,
when the media predicted amajor disaster on Friday the 13th
October - the day when computer viruseswould attack all the
personal computers of theworld.

Many of the expertsin thefield did their best to explain that
the situation was far from being that serious, but were incapa-
ble of calming peoples’ nerves. The positive side of this
hysteriawas the number of backups taken before October 13th,
in many cases by peoplewho normally do not take any backups
of their work.

Asexpected, no major virus outbreak struck on October 13th,
whichunfortunately convinced some peoplethat computer
viruseswere just a‘ media- phenomenon’.

Friday the 13th is coming up again now in April, so this
articlewill examinethethree‘Friday the 13th’ virusesand try
to determine whether thereisany cause for alarm.

TheSouth African Virus

The South African virusis one of the oldest viruses around, but
nevertheless, itisvery rare. The main reason for thisisthat the
virusisrather primitive and will not spread as effectively as
many later viruses. The virus does not stay resident, but when
an infected program isrun it will seek out one or more
programsto infect. The virus appendsitself to the infected file,
and adds a JMP at the beginning.

Several variants of the virus have been reported. The lengthis
415-419 bytes depending on which assembler was used to
createit. If an infected program is executed on October 13th, it
will be deleted by the virus, but one variant, Virus-B with a
length of 544 bytesis also known, where the deletion part has
been disabled, asthe virusisintended for demonstration
purposesonly.

Asreports of infections by thisvirus are few and far between,
it should not be the cause of any great concern.

Jerusalem

Jerusalem (often called the Friday the Thirteenth or the Black
Friday virus) isamong the most common virusesandis
circulated worldwide. Asdescribed in the July 1989 edition of

the VirusBulletin, it activates on every Friday the 13th,
deleting programs run on that date. The Jerusalem viruswill
be the major source of concern on April 13th. Detection and
disinfection programs for thisvirusarereadily available and
the use of such software is strongly advised. Asthisvirusis
so well known, it will not be discussed further.

Datacrime

The Datacrime virus caused most of the hysterialast October,
despite the fact that it was not nearly as widespread as the
Jerusalem virus. Thereason was that it would do more
damage, because instead of deleting just asingle program, it
would reformat the entire disk. (For a full description of
Datacrime, seethe August 1989 edition of VB).

Asexpected the virusonly struck in isolated locationson
October 13th 1989 and did not cause the widespread devasta-
tion predicted by the media.

The major reason the virus had such alimited geographical
distribution, was simply that it had not been given enough time
to spread. With the exception of viruseslike Tenbyte, (de-
scribed in this edition) it usually takes avirus at least ayear to
spread around the globe. The Datacrime virus displayed a
message when it activated, saying that it had been released on
March 1st, 1989, which may well be true.

Unlike the other two viruses described in thisarticle,
Datacrime does not activate on every Friday the 13th. It is
set to activate on October 13th every year and stay active
until theend of theyear. It not possible, therefore, to
bypassthisvirus by changing the current date on the
computer to October 14th.

Strictly speaking, Datacrimeisnot a‘ Friday the 13th’ virus,
but itisincluded here because of its central rolein the events
of last October. Theimportant question now iswhether we
have anything to fear from thisvirus on October 13th of this
year.

Datacrimereported its presence on all infected computerslast
year by low-level formatting the hard disk. It is probable that
the original virus has been completely eradicated. However,
somebody may have released it again thisyear in the hope that
it will become sufficiently widespread to cause panic on
October 13th 1990.

Other variants of the virus may also be around. Animproved
variant, called Datacrimel appeared within months of the
original virus being discovered. Unliketheoriginal virus itis
ableto infect .EXE filesaswell as.COM files. The sameis
truefor thelatest version, DataCrime |1-B, which has been
reported to activate on adifferent date, although we are not
yet ableto confirm this, asthe virusis still awaiting disassem-
bly.
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VIRUS REPORT

Fridrik Skulason

Tenbyte Virus- Worldwide Distribution
Within Hours

Note: Inthe March edition of Virus Bulletin, thisvirus
waslisted as‘ Valert'. Its name has been changed to
‘Tenbyte'.

Tenbyteisaresident .COM and .EXE fileinfecting
virus, with alength of 1554 bytes.It isnot of particular
interest from atechnical viewpoint but thereason for
examiningit in detail isthat it received awor ldwide
distributionrecently.

Theviruswasdistributed in February 1990 viaaUS
electronic mailing list called VALERT-L whichis
dedicated to urgent computer virus alerts. Most of the
recipientsof VALERT-L areonBITNET/EARN (US/
Europe), but some of them use EUNET (Europe),
INTERNET (US) and JANET (UK).

The method of distribution wasvery efficient - withina
few hours of the original posting, the viruswasin the
hands of more than 500 people around the world.

Itishighly unlikely that any of the recipients will
executethevirus by mistake becauseit wasclearly
labelled as such. However, it is probabl e that someone
will distribute this virus deliberately, possibly in modi-
fied form.

Tenbytewill activate on September 1 every year and will
stay active until the end of the year (December 31).
Duringitsactive period it will intercept any write
operation and modify the datawritten, by removing the
first ten characters.

Operation

When an infected program is executed, the virus will try
to detect whether any program is monitoring INT 21H
(singlestep) or INT 3H (breakpoint), with the purpose of
frustrating anyone attempting to trace the execution of
the viruswith adebugger.

Just likethe* Stupid’ virusfrom Israel, ‘ Tenbyte' installs
itself into afixed location in memory at 9800:0000. This
is 32K below the the 640K boundary. Theviruswill not
work at all on machineswith lessthan 640K - they will
just ‘hang’. Some programs use this part of memory, so
they will overwrite the virus and also cause a system
crash. Thevirusisalso invisibleto any memory map-
ping utility.

Tenbyte next interceptsINT 21H, in aunique way. The
interrupt table is not modified but the program currently
in control of INT 21H is searched for acode fragment
containing thefollowing instructions:

cnp ah, SOVE_VALUE
condi tional branchto SOVE_LABEL

If theseinstructions are found within arange of 128
bytesfrom the INT 21H entry point, they are replaced
withaFAR JMPtothenew INT 21H function. When
thevirus later transfers control back to the original
program, it will either performaFAR JMPto
SOME_LABEL or theinstruction following the condi-
tional branch, dependingon SOME_VALUE.

Thismakesit impossible to determine whether the virus
ispresent by examining theinterrupt table. However, the
code described aboveisnot present in all versions of
DOS and on some computersthisviruswill not activate.

If thevirusisinstalled successfully, it will restore the
infected program to its original state and transfer control
back toit.

INT 21H Routine

Tenbyteonly interceptstwo functionsof INT 21H. Like
most other resident virusesit intercepts function 4BH
(load/execute program). It storesthe original attributes
and creation date of any program executed before
checking thefirst two bytesto see whether the inspected
fileis.COM or .EXE. Thisisnecessary because thefile
extension isnot alwaysvalid - a“‘true’ .EXE file could
have the extension .COM and vice versa.

To determine whether the program is already infected,
thevirus checksthetwo bytesat offset 2-3. If they
contain 2E 01, the filewill not be infected.
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EXE filesareinfected by appending the viral codeto the
file and modifying the header as necessary, using a
method similar to that used by a number of other viruses.
COM filesareinfected in a somewhat unusual manner -
the virus code is appended to file in the usual way, but
instead of simply placing a3 byte JIM P at the beginning,
thefirst 12 bytes are overwritten with ashort routine
which performsa FAR JM P to the start of thevirus.
COM files of lessthan 1000 byteswill not beinfected in
order to reduce the chance of the virus being detected.

Althoughthevirus' lengthis 1554 bytes, infected files
may grow by asmuch as 1570 bytes becausethefileis
first padded so that its length becomes amultiple of 16
bytes. This makesit possible for the virus code to start at
Offset 0 in the virus segment, both in .EXE and .COM
files, which eliminatesthe need for complex relocation
instructions.

The second function which Tenbyte interceptsisSINT
40H (Write). If the current month is September, October,
November or December, thefirst ten bytes of everything
written to afilewill belost. Thiseffect is produced by
adding 10 to the address of the data which should be
written. Asthe number of bytesis not changed, ten
‘garbage’ byteswill be added to the end.

Thisincident of virusdistribution by electronic
mail again emphasisestheneed to enfor cestrict
control over theuploading, downloadingand
transfer of executablefiles(programs) on elec-
tronicmail and conferencing systemsand bulletin
boards. In thisinstance, theviruswasclearly
marked assuch. However, therehave been numer -
ouscasesof virusesand Trojansresidingon BBSs.
Anyoneconsideringdownloadingapr ogram from
aBBSmust understand that theintegrity of that
program isentirely dependent on thevigilance of
the System Oper ator .

TheVALERT-L incident has also demonstrated the
speed with which viruses can be propagated by e-
mail systems. Hundreds of usersintentionally
downloaded the Tenbyte virusand we can only
assume that not all of these people will have done so
out of innocent interest. The viruswill almost
certainly appear in the ‘wild’ and it is probabl e that
mutationswill occur, some of which may be destruc-
tive.

IBM PC VIRUSES

Amendments and additionsto the Virus Bulletin Table of Known
IBM PC Viruses asof 26 March 1990. For information on all
known IBM PC viruses, refer to Virus Bulletin, March 1990.

Hexadecimal patterns can be used to detect the presence of thevirus
withthe‘search’ routine of disk utility programs such as The Norton
Utilitiesor your favouritedisk scanning program.

Datacrimell-B - CEN: Minor variant of Datacrime 11

Datacrine |1-B 2BCB 2E8A 0732 C2D0 CA2E 8807
43E2 F3BD, Ofset 01B

Ohio - DR: Related to the Den Zuk virus, probably an older variant.

Chi o FAFA 8CC8 8ED8 8EDD BQDO FOFB E845 0073;
Cf fset 02B

Old Yankee. Changeof identification pattern.

d d Yankee 03F3 8CC0 8904 OEO7 53B8 002F CD21
8BCB; Of f set 009

Sunday - CER: Variant of Jerusalem. Infectivelengthis 1631 bytes
(EXE) and 1636 (COM). Activates on Sunday and displaysthe
message " Today is SunDay! Why do you work so hard? All work
and no play makeyou adull boy.".

Sunday FCB4 FFCD 2180 FCFF 7315 80FC 0472 10B;
Cf f set 095

Taiwan - CN: Adds 708 bytesto the beginning of infected filesand
395 bytesto the end of them. Easily detected becauseit often
destroysinfected programsmaking them'hang'.

Tai wan 07E4 210C 02E6 21FB B980 0033 F6BB 8000;
Cf f set 0AD

Tenbyte, formerly Valert, - CER: Adds 1554 bytesto infected files.
Will activate on September 1st of any year. It will corrupt databeing
written to disk. Wasdistributed by accident onthe VALERT-L
electronicmailinglist.

Tenbyt e 1EOE 1F8D 36F7 04BF 0001 B920 00F3 A42E;
Cfset O

ZeroBug/ Palette - samplesobtained areidentical.

REPORTED ONLY

512 - confirmed asaliasfor 'Number of the Beast'
651 - confirmed asalias for 'Eddie-2'

5120 - ?

1702 - CR: A new variant of Cascade.

June 16th - ?

Saturday 14th - ?

Virdem-?
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WORM PROGRAMS

David Ferbrache

DECnet - Inecurity Through Default

Thepreviousarticlein thisseries see VB, January, 1990)
addressed the UNIX ® operating systeminterconnected via
thelnternet, JANET and UUCP protocols. Thisarticle
considershow the principlesof security extendto DEC
systemsunder VM Sinterconnected viatheproprietary
DEChnet protocols.

Twomajor occurrencesof wormspropagating viaDECnet
networkshavebeenreported, namely:

Father ChristmasWorm  23rd December 1988
(distinct fromtheBitnet chainletter)

WormsAgainst Nuclear Killers
17th October 1989

In both casesthe carrier networkswerethe NASA SPAN
and Department of Energy HEP networks. Both worms
exploited default system configurationswhichincluded well
known DECnet default accounts, coupled with alack of
auditing and constraint of remoteoperations.

Father ChristmasWorm

Thisworm struck HEP/SPAN systemsworldwideonthe
23rd December 1988. Theworm DCL command script,
entitled HI.COM, was designed as aharmless prank. In
particular it differed from thel nternet worm by generating
only onecopy on any host system.

Theworm executed acommand procedurewhich:
1. established aprocessMAIL_178DC

2. attempted to propagate to aarea/host node sel ected on the
basisof permutated date/time

3. used the default DECnet account to copy theworm script
tothechosensystem

4. usedthe TASK 0 DECnet featureto remotely invokethe
copiedscriptfile

Theworm waited until midnight on 24th December 1988
beforemailingthemessage:

H,

Howare you? | had ahardtime preparingall the
presents.

It isn't quite aneasy job. |’ mgetting nmore and
noreletters...

Now st op conmput i ng and have a good ti e at hone!!
Merry Chri st mas and a Happy New Year

Your Fat her Chri st mas

Theworm script additionally contained codeto mail a
messageto node20.117, user PSOLIDE containing the
systemidstring.

WANK worm

On 16th October 1989 the SPAN network control node
detected aworm replicating on the network, theworm only
affected DEC VM S systemsand propagated viaDECnet
protocols, not TCP/IPprotocols. If aV M Ssystem had other
network connections, theworm did not take advantage of
them. At least two versions of theworm exist and CERT
warned that further versionsmay bein circulation. The
worm:

1. Tested for afurther copy of itself andif present theworm
would deleteits source script and terminate. All instances of
thewormwereidentified by processnamescontaining the
characters‘NETW_'. A quick check for infectionisthusto
look for aprocessname startingwith*NETW_’ usinga
SHOW PROCESScommand.

2. Changed the default DECnet password to be arandom
string of at |east twelve characters.

3. Mailed the new password to node 6.59 (SPAN), user
GEMPAK.

4. Changed itsnametobeNETW_" with atrailing random
numericid.

5. If operating with SY SNAM privilegethe system an-
nouncement banner ischanged asshownin Figure 1.

6. If operating with SY SPRYV privilegetheworm disabled
mail to the system account and then modified the system
login command procedureto appear to deleteall user files.

7. Attemptsto modify the FIEL D account password to allow
loginsfromall locationswithfull privileges.

DECnet users are advised to upgrade to DECnet VAX version 5.2. This configuration provides options to purge default accounts and
incorporates computer generated passwords. Version 5.2 invalidates both worm programs described in this article and comprises a signifi-
cant enhancement to system security. Ed.
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WORMS AGAI NST NUCLEAR KI'LLERS
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Figurel. \ Your SystemHas Been Oficially WANKed /

\ /
You tal k of time of peace for all, and then prepare for war.

8. Entersaloop whereby it will pick anode number at
random. It usesPHONE to obtain alist of active userson the
remote system and users on sel ected nodes are phoned at
random. It also usesthe RIGHTSLIST.DAT fileand alist of
default namesto attempt remote access. Two forms of
passwordsare attempted, namely blank and the userid.
(Essential checks should be made for accountswith blank
passwords, or passwordswhich are the same asuserids.
These should beinvalidated. ed.) If aprivileged accountis
located (with accessto SY SUAF.DAT) thewormiscopied
tothat account, otherwiseto anon-privileged account onthe
remotesystem.

Detection

Both the Father Christmasand WANK wormsuse distinc-
tiveprocessnamesasin-coresignaturesto prevent
reinfection, namely “MAIL_178DC” and
“NETW_XXXX". The standard SHOW PROCESS
command will indicatethe presence of such processes. Inthe
case of the Father Christmasworm testing for HI.COM in
theaccounting filesand NETSERVER logsisalso advis-
able.

Prevention

In both casesthe proceduresrecommended by theUS
Department of Defense can be adopted to limit external
access:

1. Disablethedefault DECnet account altogether:

$ Run SYS$SYSTEM NCP

Pur ge Execut or Nonpri vi | eged User Account Password
d ear Execut or Nonpri vil eged User Account Password
4

Thisdoeshowever imply that all remote users must have a
legitimateloginid or proxy login onthe machine.

2. Prevent DCL command proceduresfrom being executed
remotely:

$ Run SYS$SYSTEM NCP
d ear bj ect Task Al |
nZ

thenedittheSY SSMANAGER:STARTNET.COM toadd
CLEAR OBJECT TASK ALL
after theline

SET KNOAN CBJECTS ALL

Thiswill restrict usersto execution of those command
proceduresdefined inthe DECnet permanent database. This
actionwill not prevent copying of theworm to the system
but will prevent itsinvokation by aremote user.

3. Createaseparate account for thefile accesslistener (FAL)
with aseparate UIC and directory area. Thisaccountis
created withminimal privileges. Accesstothe FAL object
fromthedefault DECnet account isdisabled. The sequence
of commandswould thusbe:

* Runthe AUTHORIZE utility to create anew

account with minimal permissionand privileges re-
strictedto TMPMBX, NETMBX; and alogin com-
mand script FALL OG.COM described below.

» Invokethe NCP command to definethefile access
listener object as being accessible by user FAL.

» Createacommand script (FALLOG.COM) to

carry out logging of all accessviathe FAL login, this
script shouldincludelogging of theremote  userid and
nodewhichisinitiating thetransfer.
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Asawaysthebest adviceisto read the manual entry, inthis
casetheguideto VM Ssystem security, DEC order AA-
LA40A-TE 4/88. Chapter 7 of thiswork dealsspecifically
withthe security of aDECnet node.

SpecificBlocks

Specific measuresto combat thetwo wormsdescribed above,
included inthe case of HI.COM ensuring that theworm
script file could not be created (similar to the/usr/tmp/sh
condom suggested for the Internet worm), and in the case of
the WANK worm creating adummy processwhich theworm
would recognise asaninstance of itself. In general most
wormsdo use asignature comprising aspecial fileor
process. Thissignature can beforged asatemporary measure
topreventinfectionwhiletheattack isbeing analysed.

HI.COM

$ Set Def aul t def aul t - decnet - di rectory
$COreate H . OOM

$Stop/ 1 D=0

4

$Set File/ Omer=[1,4]/

Prot ecti on=(S: RMD, Q RMED, G RE, WRE) / Ver si on=1
H.QM

WANK Worm

$ Set Def aul t SYSSMANAGER

$ O eat e BLOOK_WORM OOM

$ DEQK/ DOLLAR=END BLOCK

SLOCP:

$ Set Process/ Name=NETW BLOCK

$vait 12:0

$ CGoto | oop

END BLOCK

$ Run/ | nput =SYSSMANAGER BLOCK WORM GOM Error =NL: /
Qut put=NL: / U C=[ 1, 4] - SYS$SYSTEM LOG NOUT

Conclusion

Ingeneral DECnetisanextremely flexiblenetwork environ-
ment. It ishowever vital that passwordsar echanged
regularly, useof default accountsisminimised (inthis
casetheFIELD and DECNET account passwor dsmust
bechanged from their defaults), and that accessprivi-
legesfrom remote systemsar eidentifed and car efully
regulated.

Inthe aftermath of the DECnet wormsthe Defense Data
Network Operations Center has produced a series of manage-
ment and security bulletinswhich areavailablefrom the
DDN Network Information Center. The Computer Emer-
gency Response Team (CERT) will also be happy to advise
andinvestigateany breachesof mainframesystem security.

Internet Worm: Sentenced Deferred

Contact numbersand network addressesfor these organi sa-
tionsaregivenbelow:

Computer Emergency Response Team
Email: cert@edu.cmu.sei
Telephone: USA 412-268-7090 (24 hoursaday)

DefenseCommunicationsAgency,
DDN Security Co-ordination Center
Email: scc@mil.ddn.nic
Telephone: USA 800-235-3155

Management bulletinsare availableby anonymousftpfrom
thehost mil.ddn.nic under pathname DDN-NEWS:DDN-
MGT-BULLETIN-nn.TXT (wherennisthebulletinnumber),
security bulletinsareoccasionally availableinthepublic
domain.

Atthistimeno comparable UK governmental organisations
exist. | can only hopethat in the aftermath of the Internet,
DECnet and AIDSTrojanincidentstherequirement for a
trusted, experienced, central authority to collateand organise
countermeasuresisrealised. Therapidreporting of both
security holes(especially important now that the UNIX
operating systemisexpanding with many vendorssupplying
systemshbased closely on oneof two ancestors, AT& T or
Berkeley) and known threatsto systemintegrity (such asthe
AIDSTrojan)isvital.

A Can of Worms

ThelBM ChristmasTree

Thefirstwidely publicised replicating network programwas
the ChristmasTree (CHRISTMA EXEC) which paralysed
theworldwidelBM V Net private el ectronic mail network on
17th December 1987.

It waswritten by astudent at the University of Clausthal -
Zéellerfield, West Germany. Heclaimed that theprogram,
writtenintheVVM/CM Soperating system language REX X,
wasdesigned to send Christmas greetingsto hisfriends
withintheuniversity. Thefirst knowninfection wasat 1300
GMT on 9th December at Clausthal-Zellerfield (EARN node
DCZTUL).

However, the program escaped onto the European A cademic
Research Network (EARNet) which, ironically, had been
established with IBM financial backing and assistance.
EARNetislinked to BitNet in the United Stateswhichin
turnisconnected to VNet, anetwork used by IBM to
communicatewith customersand suppliers. The Thefirst
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infectiononV net occurred on 15th December 1987. This
network was brought to atemporary standstill two dayslater.

The program read the addresses of communi cation partnersin
theuser filesNAMESand NETL OG and sent acopy of itself
to all addresses contained therein. Usersfound the message
‘Letthisexecrunand enjoy yourself!” posted intheir mail-
boxes. If the program wasrun the following greeting ap-
peared:

*
*
* kK
*kkkKk
* ok k ok ok oKk ok

kkkkkhkkkk

*k ok ok ok ok ok ok ok ok ok ok ok A
* ok k ok ok koK
*ok ok ok ok ok ok ok ok ok ok VERY
khkkkkhkkhkhkkkkkkhok ¢
Khkkhkkkkhhhhhhhkhhkkk HAPPY’
*khkkkkkkkkkk
dokokok ok ok ok ok ok ok ok ok ok ok ok CHR STMAS
Kkkkkkokokokokokokokokokkkkk
kkkkhkhkhhhhhhhhhkhkhkkkkhkxk AND MY’
Kkhkkkkhkkhkhkkkkkkhok
Kk kkokokokokokokokokokokokkkokok BEST W SHES'
khkkkkhkhkhkhkhhhhhhhhkkkkkx
Khkkhkhhhhhhhhkhkkhkkhhhkhhhkhkkhk FOR THE NEXT’
*kkkkKk
*kkkk Kk YEAR

EEE R

Further investigation of the EXEC filediplayed theline:

/* browsing this fileis nofunat all
just type CHRI STMAS fromcns */

Theprogram messagesterminated with ERASE CHRIST-
MASEXEC by which timethe program had propagated
itself, likeachain letter, to all mailbox addresses contained
inthe user’ saddressfile. In common with PC viruses, this
program needed to beexecuted or ‘ run’ toreplicate. Unlikea
virus, the Christmas Treedid not incorporate any of itsown
codeinto ahost program.

The Christmas Treewasthefirst program knownto have
caused wideareanetwork paralysisand amply demonstrated
the need to educate network usersto bewary of running
unfamiliar executables(EXEC, CLIST, program), however
intriguing afilenameor on-screeninstruction might be.

Internet Worm: SentenceDeferred

Thisprogram was unleashed on the 2nd November 1988 and
caused crashes on some 6,200 machines on the U.SDefense
Advanced Resear ch Projects Agency (DARPA) Internet.
Theworm exploited holesin UNIX, common utilitiessuch
as Sendmail and wastargeted at Sun workstationsand DEC
VAX minicomputers (see VB, November 1989, pp 2).

Asreported intheVirusBulletinlast month Robert T.

Morris Jnr has been convicted under the USComputer

Fraud & Abuse Act 1986. Thisact makesit afelony to
knowingly gainaccesstofederal government computer
systemsand causelosses exceeding $1,000. Judge Howard
Munson had originally schedul ed sentencing for February
27th but the sentence date has now been deferred to May

4th. Morris, aCornell post-graduate student, isthefirst to be
convicted under thisact and federal guidelinesdictatethat he
spendsat least six monthsin prison. The maximum sentence
for thisoffenceisfiveyearsimprisonment, a$250,000fine
plusrestitutionfeesto affected users, which prosecution
witnessestestified wereequal to approximately $150,000. At
notimeduring thetrial did the prosecution indicate that a
maximum penalty wasbeing sought.

Morristold thejury that the Internet worm had been de-
signed to make one copy of itself within each node onthe
network but that abug in the programming had caused it to
replicate out of control causing adenial of serviceattack. In
his own words the program was a“dismal failure”. The
sentencewhich Morrisreceiveson May 4th may prove
pivotal inthelegislative battl e agai nst the computer crimi-
nal. Callsfor severe sentencing of Morristo deter future
viruswriters and pranksters have been numerous. “Each
and every oneof you” said lawyer Ellen Meltzer at thetrial
“must understand that the worm was not merely amistake;
it was acrime against the government of the United States’.

Munsonrejected defenceargumentsthat the Syracuse, NY,
jury had been swayed by prosecution referencesto Morrisas
being a'terrorist’. Somethirteen monthsbeforethetrial, 35
Syracuse studentshad been murderedintheterrorist
bombing of Pan Amflight 103 over L ockerbie, Scotland.

Morris, currently suspended from Cornell University, isnow
working as aprogrammer at Harvard University where he
received hisbachelor'sdegreein 1988.

Perhapsthe greatest irony surrounding the caseisthat
Morrisisthe son of Robert T Morris Sr., chief scientist at the
U.S. National Security Agency’s Computer Security
Division.
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COMMENT

Dr. Peter Lammer

The appearance of second generation computer viruses has
sparked a debate about the direction and nature of anti-virus
software. Inthisarticle, Dr. Peter Lammer offers some
thoughts on the future of IBM PC virus detection.

1260 Revisited

The advent of the 1260 virus (VB, March, 1990) is something
of amilestone. Not only isthe virus encrypted, like Cascade
(VB, September 1989), but the only non-encrypted part of the
virus (the decryption routine) is self-modifying. Asaresult, it
isimpossible to extract a suitable pattern which can be used
reliably to search for thevirus. Thelargest unchanging
sequence in the decryption routine of the 1260 virusisthree
byteslong, which isinsufficient for asearch. Ten bytesisthe
minimum practical length for asearch pattern, while sixteen
bytes should be used whenever possiblein order to minimise
the number of false positives (i.e. stating that a particular virus
has been located when, in fact, it is not there).

How, then, does one go about trying to recognise an encrypt-
ing, self-modifying virus such asthe 1260? The answer isthat
one must look beyond search patterns and use other known
viruscharacteristics.

Three concepts can be defined:

The sear ch pattern, also referred to as the  hexadecimal
pattern’, is a sequence of byteswhich arefound in avirus.
Several different possible search patterns can be extracted
from anormal, non-encrypting virus. Inaclassic encrypting
virus such as Cascade, which changesthe mgjority of itsown
code but which retains somethirty unchanging bytes (which
constitute the decryption routine), the search pattern must be
chosenfromthosethirty bytes. Inaself-modifying, encrypting
virus such as 1260, no part of the viruslonger than three bytes
will remain constant and the extraction of a suitable search
patternisimpossible.

Thevirussignatureisaparticular set of characteristicswhich
avirususesto identify itself. This can be astring such as
‘sURIV’, avalue at aparticular location or one or more of the
file attributes (e.g. the secondsfield in Vienna set to 62). Some
viruses (avariant of Jerusalem for example) do not recognise
their own signature and reinfect executables. Thisresultsin
programs growing in size until they fail to load into memory.

Thevirusidentity, aterm which | propose, is a set of all
known virus characteristicsincluding the virus signature,
structure of infected programs (e.g. IMPto aparticular

location), type of filesinfected (e.g. COM but not EXE) and so
on.

Toidentify classic, non-modifying virusesitissufficient to
extract a suitable pattern and use a simple pattern checking
program to search for it. With the advent of self-modifying
viruses, thisisno longer the case. A virus-specific search
program must use virusidentities rather than virus patternsin
order to detect such avirus.

In the case of 1260 the virusidentity was summarised at the
end of the dissection on page 12 of last month’ sVirus Bulletin.
Aninfected file hasthe ‘ seconds’ field of the time/date stamp
set to 62. It will bea COM file starting withaJMPto a
location 1260 bytes before the end of the file. With this
information one can recognisethevirus.

CamouflageAnd Concealment

Will future viruses have a recognisable identity of this sort?

Any virus needsto check for its own presence using some sort
of signatureif it isto avoid acontinual reinfection which
would betray it relatively quickly through the readily observ-
ableincreasein the size of infected objects. A self-encrypting
self-modifying viruswhich took painsto leave no usable
identity would beimpossibleto recognise using avirus-specific
search pattern, but would be unableto avoid re-infection. A
virus of this sort might however limit the growth of infected
objects by the use of datacompression which would delay the
timing of itseventual discovery.

Alternatively avirusmight adopt acamouflaged infection
strategy, with the virus signature selected as acommon pattern
or attribute found in many legitimate executables. For exam-
ple, the virus might ensure that the file length after infection
was always an even number of bytes, and would refuseto
infect any executabl e that was not an odd number of bytes
long. Theviruswould not infect all files because it would
incorrectly recogniseits own signaturein many of them, but
the onesit did infect would be extremely difficult to spot. Any
search using the virus signature would result in an unaccepta-
bly high number of false positives.

The 1260 virusis, | believe, thefirst sizeable nail in the coffin
of virus-specific software. Search programsalready struggle
to keep up with the seemingly endless flood of new viruses - but
mor e sophisticated viruses along the lines of the 1260, which
will probably follow in the future, will soon push virus-specific
recognition software past the limits of practicability.

Note the important distinction betweendetection and r ecogni-
tion. All viruses, whether like the 1260, or more sophisticated,
will continue to be detectable by non-specific anti-virus
systems based on checksums, even when they can no longer be
recognised by virus-specific searching software.
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TUTORIAL

Thisisthefirst in a series of short tutorial articles
designed to provide background information on
IBM PC computer viruses. The seriesisintended to
support the more specific technical analysis which
appears elsewherein the Virus Bulletin. Here, the
various gateways to viral infection are explained.

How Does An IBM PC VirusInfect a
Computer?

The methods by which acomputer viruscaninfect aPC are
well understood and itisworthwhile documenting them, if
only todemystify thisprocess.

PC Infection and M edial nfection

Itisimportant to distinguish between an infected PC and

infected media. The PC becomesinfected whenviruscodeis
executed and switching the machine off clearsthevirusfrom
memory. By contrast, most infected media(and thisincludes
hard disks), will carry the virus after the power isturned off.

For instance, should aPC becomeinfected with the Italian
virusfrom afloppy disk, the hard disk will also become
infected. If the power isswitched off, theviruswill disap-
pear from PC memory, but not from the hard disk. When the
power isrestored and the PC bootstrapped (started) from the
hard disk, the machine again becomesinfected. The PC will
only bevirus-freeif itisbooted from aclean system disk

VirusesNeed An ExecutablePath

A virusbecomesdangerousonly whenitisexecuted. Virus
attack pointscan belisted because all executableitemson
the PC arewell known.

In addition to executablefiles such as.COM and .EXE
programs, any filecontaining executablecodehasthe
potential to carry and spread avirus. Thisincludesfileswith
interpreted BA SIC commands, spreadsheet macrosand other
applications.

On aPC, the attack pointscan belisted by analysing the
bootstrap procedurewhen the machineisstarted, either by
switchingiton, or by using a‘warm-boot’ (pressing the Ctrl,
Altand Del keyssimultaneously).

TheBootstrap Procedure

When the computer isswitched on, or awarm boot is
performed (Ctrl, Alt, Del) the PC first runsthe program
stored initsROM (Read Only Memory). The ROM program
teststhedrives (A: B: C: etc) for thefirst onewhich contains
adisk. Onceadisk islocated, thefirst sector of the disk
(Disk Bootstrap Sector) isread into memory. Thisisashort
program. If the disk does not contain arecogni sabl e boot-
strap sector, thecomputer displaysthemessage‘ Non-system
disk’, or similar, and waitsfor the user to insert a“ system’
disk.

OnIBM-AT computers, thesystem also readsvarious
system configuration parametersfromthe CM OSmemory
prior to performing thisstep.

On hard disks (usually drive C:) the disk bootstrap sector
program readsin the partition bootstrap sector, whichinturn
readsin DOS (the operating system) and transferscontrol to
it.

Onfloppy disksthe bootstrap sector program readsthe
operating system (DOS) from disk into memory and trans-
ferscontrol toit.

DOSiscontained inthefirst twofilesfound in theroot
directory. Theseareusually called |0.SY Sand

MSDOS.SY S(or IBMBIO.COM and IBMDOS.COM)
although different names may be used. DOSthen accesses
file CONFIG.SY Swhich storesdetail sabout theconfigura-
tion of thesystem (devicedrivers, filebuffer allocationetc.).
Devicedriverssuch asANSI.SY Sareloaded into memory at
thisstage.

DOSthenloads COMMAND.COM and executesit.
COMMAND.COM processesthecommandsentered by the
user.

TheAUTOEXEC.BAT file, if found, isthen executed, thus
completing the bootstrapping process. AUTOEXEC.BAT
containsaseguence of commandswhich areexecuted
automatically every timethe PCisswitched on.

The user then seesthe system prompt (C:\> or similar) and
the system awaits user commands. Commandsissued are
either internal DOS commands, or EXE, COM or BAT
filenames. The system searchesfor requestedfilesinall
directoriesand subdirectoriesspecifiedinthePATH com-
mand and executesthefirst found. Programs can also load
executableoverlay files(OVL) asand whenneeded. Overlay
fileshave extensionssuchasOVL, OV1, OV2 and so on.
Applicationscan, inturn, use macroswhich are executable
code.
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Routesof I nfection

A computer virusmust penetrate and change one or more of
theabove executableitemsin order to startiself. Let us
consider eachinturninorder to assessther vulnerability to
attack by current and possiblefutureviruses.

1. Programsheldin ROM. Thereisno possibility of attack
since ROM cannot be modified in any way onceitis
programmed by the manufacturer. CMOSmemory contains
no executablecodeand cannot contain avirus.

2. Disk Boot Sector/Partition Boot Sector on hard disks. The
New Zealand virus attacksthe Disk Boot Sector. Sevenl
othersattack thePartition Boot Sector (Italianand
Mistake).

3. Disk Boot Sector on floppy disks. Several virusessuchas
Brain and Italian attack the Disk Boot Sector on floppy
disks.

4. DOSfiles|0.SY SIMSDOS.SY S. A posibleattack
point, although noknownvirusesinfect either file.

5. CONFIG.SYS. Thisisatext fileand cannot contain a
virus. However, it couldeasily load and executeadevice
driver which contained avirus.

6. COMMAND.COM. TheLehighvirusattacksthisfile
specifically.

7.AUTOEXEC.BAT. A possibleattack point. Thisfilehas
been manipulated by Trojan hor sessuch asthe AIDS
Information Diskette.

8. Applications, .EXE, and .COM files. Several viruses
attack thesefiles. Overlay fileshave not so far been attacked
mainly becausethere precisestructureisnot standar dised.
However, they could betargeted by avirus.

9.Batch (.BAT) files. Experimental viruseshave attacked
thesefiles.

10. Macrofiles. Experimental or ‘[ab’virusesattacking
L otus 123 spreadsheetshavebeen demonstrated.

Tokeep the system freefrom virusesthe user must
ensur ethat the code executed during thisbootstrap se-
guenceisvirus-free. Someviruses use anumber of attack
pointsand al so attempt to camouflagetheir exact method of
infection.

VirusTypeAccording To ThePoint of Attack

Computer virusesaffecting the IBM PC can bedividedinto
two categoriesaccording to theexecutableitemwhichthey
infect: Bootstrap sector virusesand Parasitic viruses.

Bootstrap Sector Viruses

Thistype of virusmodifiesthe contents of either the Disk
Bootstrap Sector or the Partition Bootstrap Sector, depend-
ing on thetype of virusand type of disk. Thevirususually
replacesthe contentswithitsownversion, theoriginal
versionistransferred to another areaon disk. Thismeans
that oncethe machineisstarted, thevirus' ‘ bootstrap sector’
isexecutedfirst. Thisnormally loadstherest of thevirus
codeinto memory followed by the execution of thegenuine
bootstrap sector. Boostrap sector virusesnormally remain
memory-resident until thecomputer isswitched off. These
virusesarethusableto monitor and interferewith theaction
of the operating system fromthevery moment they are
loadedintomemory.

Themethod of infection comprises:

1. Replacing the genuine bootstrap sector with aninfected
version which enablethevirusto gain access. The Swap
virususesadifferent method and overwritesthe genuine
bootstrap sector with aprogram which loadsthevirus.

2. Storing the genuine bootstrap sector in apreviously
unused sector of the disk.

3. Storing the bulk of thevirus code on anumber of unused
sector sof thedisk.

Examples: Brain (floppy disk bootstrap sector)
Italian (floppy disk bootstr ap sector and hard
disk partitionbootstrap sector)

New Zealand (floppy boostrap sector and hard
disk bootstrap sector)

ParasiticViruses

Parasitic virusescurrently infect.COM and .EXEfiles.
They usually append themselvesat the beginning or end of
afile, leaving the programintact. Theinitial IMPinstruc-
tionintheinfected programismodified, but program
functionality isunimpaired. Infectedfilesusually grow
because thevirusisattached to them. For example, ashort
program of 640 byteswill appear to contain 2341 bytesif it
isinfected by the Cascadevariant 1701.
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Someparasitic virusesoverwritethefirst few hundred bytesof an affected program rendering it unusable.

When aninfected programisrun, theviruscodeisexecutedfirst. Thevirusthen restorescontrol to the original program which
executesnormally. The extratimetaken for thisprocessto occur istoo brief to be noticed by the user.

Some parasitic viruses, like Cascade, spread when another program isloaded and executed. Such avirus, being memory resident,
firstinspectsthe program for infection already in place. If itisnot already infected, theviruswill appenditself toit. If itisalready
infected, further infectionisnot necessary (although aJerusalem variant doesreinfect ad infinitum becauseit cannot recogniseits
ownsignature).

Other parasitic virusesdo not install themselvesin memory. Instead, they spread by locating thefirst uninfected program on disk
andinfectit. AnexampleistheViennavirus.

ROM contents
CMOS memory

Disk boot sector

10.SYS
MSDOS.SYS
CONFIG.SYS

COMMAND.COM AUTOEXEC.BAT

Application A Macros

Application B Macros

Macros

Application C
Fig 1. Bootstrap process
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COUNTERMEASURES

Fridrik Skulason

PC Anti-Virus Tools - How Do They Work?

Asthe number of known PC viruses continuesto rise, so
doesthe number of anti-virustools. Anti-virus programs
may be very specific, designed to fight asingle virus, but
in other cases the authors aim for acomprehensive
countermeasures package. Some of theanti-virus
programs are commercial products, but others, including
some of the best known, are distributed as shareware. A
few of them offer ahigh degree of protection, othersare
useless. The purpose of thisarticleisto provide some
information on the inner workings of the current anti-
virustoolsin order to help you to select asuitable
program.

Anti-virus software can be divided into several catego-
ries, each has certain advantages, but also some disad-
vantages. It should beemphasised that thetechniques
described below may beof littleor nouseif avirusis
alr eady activewhen preventativeanti-vir ussoftware
isinstalled.

Checksum Programs

A checksum program utilises checksumsto detect
changesto executable code. Here ' executablecode’ may
mean ordinary applications programs, the operating
system files, the boot sector or even the partition boot
record.

Several different algorithms may be used to compute a
checksum for any given piece of code. Whileit might be
easy to writeaviruswhich could evade a single check-
sum program (by ensuring that the modified file pro-
duces the same checksum as the original one), it is not
possiblefor avirusto bypass every checksum in this
way. A single, strong algorithm used in a checksum-
mimg program can offer a high degree of protection
against evasive viruses. (See Checksumming Methods
Used to Detect Virus Attacks, VB, September 1989).

The main problem with checksumming software isthat it
can only provide a‘ post-attack’ warning. They are
unableto prevent infection, but will alert the user after

aninfection hasoccurred. Moreover, achecksumming
program cannot identify a particular virus but can only
warn of unauthorised modificationsto executableswithin
the machine requiring further investigation.

Another problem isthat before the checksum isorigi-
nally computed, the user must ensure that the executa-
bles being checksummed arefreefrominfection.Itis
ther efore recommended that a scanning programwhich
searches for known virusesisused prior to theinstalla-
tion of a checksumming program (see bel ow).

The programs must also store the checksum in asafe
place, where no virus can tamper with them.

The greatest benefit offered by checksum programsis
that they are equally effective againstall viruses (present
and future) and no updates are needed when new viruses
appear. They can also detect modifications caused by
other malicious programs such as Trojans.

Checksum programsareonly fully effectiveif the
computer isbooted from aclean disk beforethey are
run. If avirusisactivein memory when the checksum
programisrun, it could deceive the checksum program,
by making it appear that infected programs had not been
modified. Several of the latest viruses attempt to do this.
(VB, March 1990, page 10).

I noculation Programs

Aninoculation program works by making thevictim
appear asif it hasaready beeninfected. Many viruses
use a special signature string to mark afile or boot sector
asinfected. Asan example, the Jerusalem virus places
thestring ‘sURIV' at thevery end of the infected file.
Any program containing this string at the end will be
immune from infection since it will appear (to thevirus)
to beinfected already.

Aninoculated file can be used safely in a*high risk’
environment, without any risk of it becoming infected by
the particular virusit has been inocul ated against.
Inoculated disks can be used to transfer data safely from
acomputer where aboot sector virusis active, with no
risk of them becoming infected.

Inoculation programs have several drawbacks.Itis
impossibletoinoculateagainst all viruses. A number
of viruses mark infected filesby a sequence of bytesat
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the end of thefile. Therefore, itisonly possibleto
inoculate against one such virus at atime. In other cases,
inoculation isimpossible because the virus does not
check for apreviousinfection and continuesto reinfect
files. The 405 virusis one such example.

It isimportant to point out that a generic inoculation
program which would operate against all virusesis
impossible. Inoculation programscan only be effective
against asubset of known viruses.I noculation offersno
protection against unknown threatsand isso specific
that it isinappropriateasameansof general virus
defence.

VirusSpecificMonitoringPrograms

Thistype of program checks every program being
executed for infection by known viruses. Asthischeck-
ing isdone before the programs are executed, the
infecting viruswill not have a chanceto activate. While
programs of thistype offer complete protection against
known viruses, they aretotally ineffective against
unknown viruses or other malicious programs. This
makes constant updating necessary.

Self-CheckingPrograms

Itispossibleto add a‘self-testing’ module to an existing
program. Thismoduleisexecuted first whenever the
program isrun, in order to verify that the program had
not been modified since the module was added. Pro-
grams of thistype may verify thefilelength and creation
date in addition to using checksums. This method will
catch any infection, provided that the virusis not able to
make the program appear to be unmodified.

Thereis one problem with this method. When an
infected program isrun, the viruswill be activated before
the self checking module, so the computer will be under
the full control of the virus.

WriteProtection Programs

A number of anti-virus packages providetoolsto make
diskswrite-protected. Thisusually involvestheintercep-
tion of INT 13H followed by acheck for any ‘Write' or
‘Format’ request. Unfortunately, many of theavailable
programsdo not intercept INT 40H, so they provide no
protection against viruses using this method to write to
diskettes. A virus could also attempt to writeto adisk by

jumping directly to ROM and only afew of the currently
existing programs prevent this.

Ultimately, it isonly possibleto provide securewrite-
protection by using har dwar especifically designed
for thepurpose.

General Monitoring Programs

Originally, programs of this group were designed as
anti-Trojan programs, but they areequally effective
against viruses. Monitoring programsintercept various
interruptssuch asINT 21H and INT 13H. Every call is
checked and whenever a suspiciousoneis detected the
monitoring program takes action. It may simply cause
the requested operation to fail but usually apop-up
window appears on screen. The attempted operationis
described and the user is asked whether to allow it or
not. A typical “suspicious operation” might be an
attempt to write to the boot sector. Normally only the
FORMAT command should be permitted to do this-
anything else might indicate virus activity.

The main problem with monitoring programs is that the
|atest generation of viruses are designed to bypass them.
Some of them (eg Number of the Beast, December 24th)
locatetheoriginal INT 13H or INT 21H entry points and
jump to that address instead of issuing an INT instruc-
tion. Monitoring programs also require a high degree of
end-user knowledge so that correct actions are taken
when on-screen warnings appear. (A number of organi-
sations which have evaluated softwar e of this type have
found that it is quickly disabled by end-users due to the
number of warning messagesissued. These result from
the softwar e misinter preting legitimate program activity.
Thisreinforcesthe lesson that a security product will
only be useful if end-usersare prepared to comply with
its continued operation. Ed.)

“ Any virus can be detected and
stopped, even if this means that
virustools need to be constantly
updated as new viruses appear
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In theory, monitoring programs could provide adefence
against all viruses, not just currently known ones.
However, the appearance of evasive viruses, meansthat
the authors of this software must predict future evasion
and conceal ment techniques.

VirusScanningPrograms

Virus scanning programs use identification patterns
(hexadecimal dumps) toidentify infected programs.
Some of them search for the patterns at fixed offsets
from thevirus' entry point, others scan alarge area of
thefile. Thefirst method is faster, demands absolute
accuracy and isalso more likely to miss new virus
variants.

Some of the programs use long identification strings, 16
bytes or more, while others use short sequences of 5 or 6
bytes. Using long strings decreasesthelikelihood of false
alarmsbut reducesthe probability of detecting new
variants of known viruses. Thelikelihood of detectionis
increased if two or more different hexadecimal patterns
from the same virus are included in a scanning utility.
For security purposesit isbest if the hexadecimal pattern
used is concealed in order that avirus writer cannot
modify the exact area of the virus being searched for thus
rendering the search utility useless against the modified
virus.

As scanning programs rely on identification patterns,
they are not effective against new viruses such as 1260,
and they may fail to detect modified versions of older
viruses. Future programs of thistype may search for the
virus' signature (as opposed to itsidentification pattern).
The signature encompasses any modification or charac-
teristic that is specific to aparticular virus or group of
viruses. (Seepage 10).

CodeAnalysisPrograms

The idea behind this class of programsisto determine
whether a program contains destructive code - aroutine
to format the hard disk, for example. This method has
not yet been shown to be effective - the analysis pro-
grams produce a string of false alarms and also fail to
detect many viruses.

VirusRemoval Programs

When avirus has been detected, it must be removed.
Disinfection programsare sometimes combined with

detection programs such astheViruSafe anti-virus
program evaluated in this month's edition. However,
they may also beindependent. Very few disinfection
programs are ableto remove all known viruses - most of
them are limited to 20 or 30 of them. Some of the
programs which claim to remove known viruses do not
restore the original program in all cases - many of them
simply overwrite the virus, leaving the program unus-
able.

Successful disinfectionisnot alwayspossible. One
exampleisthe 405 virus, which overwritesits host
program, without storing the overwritten code. The
Jerusalem and Taiwan viruses may infect afileincor-
rectly, making disinfectionimpossible. Finally, some
viruses (Vienna, for example) sometimesdestroy the
programswhich they infect.

Which ProgramsAreBest?

Itisnot possibleto pick asingle program or group of
programs and say that they are the most suitable for all
purposes under all circumstances. In some cases agood
checksum programisall that isrequired. Other users
may prefer monitoring programs. For diagnostic pur-
poses, avirus scanning program is indispensable -
particularly toidentify infected diskettes. Someusers
may be more concerned about Trojansthan viruses, in
which case ageneral interrupt monitoring program
might be the best choice. Unfortunately, thereisno easy
answer to thisproblem.

Finally...

It isimportant to bear in mind that there is no such thing
as aperfect anti-virus program. A virus author could, in
theory, writeavirusto bypass any single anti-virus
program. Each and every anti-virus program will have
some weaknesses which could be exploited by avirus.
Obviously, well designed security featuresincor porated
into an anti-virus programwill reduce the likelihood of
a virus successfully evading detection.

We should also remember that there are no perfect
viruses. Any viruscan bedetected and stopped even if
thismeansthat anti-virustoolsneed to be constantly
updated asnew virusesappear .
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VIRUS DISSECTION

Richard Jacobs

Typo: The Touch-Typist’s Nightmare

TheTypovirusisbelievedto haveoriginatedin I srael late
last year. Itisaparasitic virus, infecting COM filesand has
aninfectivelength of 867 bytes. Thevirus causescharacters
to be mistyped when typing faster than about nine characters
per second.

Theviral codeisadded to theend of COM files, withajump
tothiscode placed at the start of thefile. After thevirushas
been executed thefilerunsexactly asusual. Theinitial IM P
instructionto thevirusiswritten over thefirst 3 bytesof the
file. These bytesare stored within thevirus and are restored
before control isreturned to the program, so that normal
operationisassured.

When aninfected COM fileisexecuted, theviruscallsa
routineto set up the mistyping side effect. Thisroutine
makes a copy of therun counter, whichisintherange 04H
to 5BH and isdecremented every timethevirusruns. Two
copies arethen made of thelow word of the main system
timer. These are used, along with the run counter to decide
whento mistypecharacters. INT 21H (Function Request),
INT 16H (Keyboard BIOS) and INT 20H (Program Termi-
nate) arethenredirected whiletheir original vectorsare
saved.

INT 20H isset to performan INT 21H with function 4CH
(Terminatewith Return Code). INT 21H performsasusual,
unlessfunction 00H (Terminate) or function4CH arecalled.
Unlessthe COM filefinisheswith aJM P 0000H instruction
it must call one of thesefunctionsto terminate. Whenthis
happens, themistypingroutineiscopiedinto memory, INT
20H and INT 21H arerestored to normal operationand INT
16H isset to the start of the mistyping routine. The program
thenterminatesusing DOSfunction 31H (Terminate Stay
Resident), leaving themistyping routinein memory. If the
mistyping routineisalready installedin memory itisnot re-
installed.

All subsequent INT 16H callsaredirected to thismemory
resident routine. All INT 16H calls other than “read next
key” are carried out asnormal. When arequest is made to
readinakey, theoriginal INT 16H call isused. Thekey is
either returned asnormal, or the next key to theright onthe
keyboard isreturned. Thedecision onwhether or not to
return the correct key isbased on acombination of the speed
of typing and on the run number mentioned earlier. This
combinationresultsin an apparently random occurence of

incorrect keysreturned. Thissideeffectisnot casesensitive
andall printablecharacters (including numbers, punctuation
marksand other symbols) are affected.

Typing fewer than 9 characters per second will never return
wrong keys, and abovethisspeed two consecutivekeyscan
never both beincorrect. This side effect will impede touch-
typists and secretaries with a typing speed of approxi-
mately 70 words per minute or above. Typoissimilar toa
number of other virusesin that it isdesigned to cause
irritation and loss of confidencein the user.

Theviruscopiesthestoredinitial bytesof thefileintoa
temporary location, beforechecking thedate. If itisan odd
day of themonth then all uninfected COM filesin the current
directory areinfected. Otherwisetheinitial bytesof thefile,
alongwithINT 20H and INT 21H arerestored and thefile
executesnormally. INT 16H isleft redirectedtothe TSR
section of thevirus.

If the day of the monthisodd all COM filesin the current
directory areexaminedinturn. First of all the attributes of
the COM file are set to Read/Write. Thefileisthen opened
andthefirst three bytesareread into asafelocation within
thevirus. These bytesare used to check whether or not the
fileisaready infected. They will beoverwrittenif thefile
has not been infected and so must be stored el sewhere. The
first byteischecked to seeif itisaJMPinstruction. If itis
not, thenthefileisnot already infected and theinfection
routineisrun. Otherwisethe next two bytesare examined.
These bytesare used to compute the address of the start of
theviruscode, if thefileisinfected. Thefilepointeris
moved to alocation given by thisaddress and two pairs of
test bytesare compared; if they do not match theinfection
routineisrun. Thenext COM fileisthen checked and
infected. After all COM filesinthecurrent directory have
been checked, thefirst three bytes of the COM filebeing
executed arerestored and the program runsnormally.

Theinfectionroutineof thevirusisstraightforward. It finds
theend of thefileto beinfected and copiesitself tothis
position. It then overwritesthefirst three bytesof the file
withajumpinstructiontothisviral code.

Finally the date and time of the previouswritetothefileare
restored and thefileattributesarereturned to their original
settings, to hide thefact that the virus has been added.

Typo: 5351 521E 0656 OE1F EB00 O05E 83EE 24FF
O fset 01D, 867 Byt es
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PRODUCT EVALUATION

Dr. Keith Jackson

ViruSafe: Virus Protection System

ViruSafeisasoftware package that claimsto: recogniseall
viruses that infect the boot sector and partition table of disks;
recogniseall virusesthat infect programfiles; remove most
known viruses; and identify viruseswhich aretrying to become
memory resident. In short, ViruSafe utilises all of the three
categoriesof programswhich are commonly used against
viruses. Thesethreetypesinvolve scanning for virussigna-
tures, looking for changesin checksums cal cul ated across
programs, and watching for virusactivity using memory
resident software.

The copy of ViruSafe used for thisreview was provided on a
3.5inch floppy disk. | had first attempted to use a5.25 inch
floppy disk, but this proved impossible due to the copy
protection schemein use.

Note: ViruSaferequiresat least version 3.00 of MS-DOS(see
technical detailsbelow). Anyonewho hasretained MS-DOS
v2.11, perhapsfor its compactness, cannot use ViruSafe
without upgrading to a later version of MS-DOS.

Asaroutine precaution | check any incoming disk with two
scanning programs(Sweep from SophosL td., and Scanfrom
McAfee Associates) to find out if the disk contains any viruses.
| did thiswith the ViruSafe disk, and no viruses were reported.
AsViruSafeitself containsascanning program, the signature
patterns used by this scanning program to identify viruses must
beconceal ed, probably using encryption.

At only 42 pageslong, on paper smaller than A5, the ViruSafe
manual is not the longest ever written. However, it iseasy to
comprehend. It contains a section for beginners entitled
“What isa computer virus?” , through installation instruc-
tions, to a detailed explanation of how ViruSafe operates. The
manual explainsthat ViruSafe cannot be used simultaneously
on morethan one computer. However, it studiously avoids
using thewords‘ copy-protected’, which would make mattersa
lot clearer. My 3.5inch ViruSafe floppy disk camewith a
covering letter explaining that ViruSafe was copy-protected,
but | do not know if thisis standard issueto all purchasers.

The back page of the manual contains the epic phrase: “The
panacea for the computer virus epidemic has been found, and
itiscalled ViruSafe”. The Oxford Dictionary defines panacea
as “Universal remedy; nostrum”. Interestingly, the same
dictionary defines nostrum as “quack remedy, patent medicine
or pet scheme”.

ViruSafe containsaREADME file (my version was dated 10th

Nov 89), which explainsthat it can handle TSR viruses,
partition table viruses, and DOS boot sector viruses (i.e. all of
the types of virusthat are currently known to affect theM S-
DOSoperating system). Theutility called UNVIRUS provides
alist of 79 viruses currently known to ViruSafe, along with a
description of each virus, its size, and type (program virus or
boot virus). From the 79 viruses, ViruSafe claimsto be able to
remove55.

Menu Options

A utility called VSMENU isprovided to facilitate ssimple
operation of ViruSafe. Thisisexcellent, and hasfour main
menu options, which correspond to the four main programs
within the ViruSafe package. These menu options offer to
check/removeviruses, check programintegrity, immunise
memory and display alist of known viruses. The function of
VSMENU isto tietogether these disparate sections of
ViruSafe. For instance, the program UNVIRUS can be
executed directly (see above), and in this mode of operation
will immediately show alist of all virusesknownto ViruSafe
on the screen. Thisoption can similarly beinvoked through the
appropriate menu choicefromVSMENU. Direct executionis
aimed at skilled users, menu operation is provided for those
just learning to use ViruSafe. First-time users will find menu
operation afairly painlessintroduction, and they can then
move on to more advanced usage when they feel capable.

| found VSMENU simpler to use than the documentation. |
have seen aprevious version of ViruSafe which did not contain
theVSMENU program, everything seemed far more confusing,
and it was difficult to see how and why everything worked.

V SMENU makes operation far easier.

DoesViruSafeDetect VirusesCorrectly?

| tested ViruSafe against all the viruseslisted in the technical
notes section below. It encountered slight notation problems
about which version of Datacrime and Jerusalem had been
removed, but given the number of possible permutations, this
ishardly surprising. The only mistake made by ViruSafe was
toidentify South Africanvirus 1 and 2, while erroneously
stating that they werelcelandic 1 and | celandic 2 respectively.
When ViruSafe has found avirus while searching adisk, it
makes awhooping noise (reminiscent of apolice siren), when
one or moreviruses are found. It isvery difficult toignorethis
warning.

Can ViruSafeAlso RemoveAll Of TheseViruses?

Of the viruses listed bel ow, only 405 cannot be removed, and
the ViruSafe documentation makesit clear that thisis not one
of the viruses which are capable of being removed (the virus
destroys part of the original program). A clear on-screen

VIRUSBULLETIN ©1990VirusBulletin L td, England./90/$0.00+2.50 Thisbulletinisavailableonly toqualified subscribers. No part of thispublication may
bereproduced, storedinaretrieval system, or transmitted by any form or by any means, el ectronic, magnetic, optical or photocopying, without theprior written
permission of thepublishersor alicencepermitting restricted copyingissued by the Copyright Licencing Agency.



April 1990

VIRUSBULLETIN

Page 19

message warns that 405 has not been removed, and advises
that the specified file should be immediately deleted.

Given the nomenclature problemswhich plague theinvestiga-
tion of viruses, we should not be surprised at the minor
problems described abovein detecting and removing viruses
(see“ Nomenclature for Malicious Programs”, Virus Bulletin,
March 1990).

When ViruSafetestsfor virusesin memory, while executing
from afloppy disk, it insiststhat the disk is not write-pro-
tected. | don’t know what causes this, but no matter what the
reason, it is bad practice. The only way to be absolutely sure
that adisk isnot infected by avirusisto leavethewrite
protect tab in place. Investigating viruses with floppy disks
that are not write protected isfool-hardy.

I invoked the option to produce a“List of marked files’ from
the program integrity menu. Thisdrew apretty border, wrote a
suitable heading, and then did absolutely nothing. After some
investigation it transpired that this was because | had not
correctly marked any files, but nothing warned me of this. |
wasjust shown ablank screen, whichisnot very helpful. After
marking somefiles, all waswell. It is probably best to check
program integrity whenever DOSisbooted, which requires
direct execution of the checksumming program used to verify
fileintegrity. Therefore the menus provided by VSMENU are
not as useful for checking integrity asthey are when searching
for viruses.

Copy-Protection

| did not install ViruSafe on my hard disk. When | had tried
out an earlier version of ViruSafe (on a5.25 inch floppy disk),

| tried to install it without being told that it was copy protected.

ViruSafe was being installed from a5.25 inch drive (either
drive B or drive C on my computer), but the installation
software kept on insisting that it had to read drive A (a3.5
inch drive). | tried to copy ViruSafeto a 3.5 inch disk, but
installation then failed because the copy protection mechanism
intervened. | eventually gave up, and had to obtain a3.5 inch
version to write thisreview. However, | found much later that
ViruSafe had made a hidden directory on my hard disk, with
space charactersin the name to make it hard to erase, which
contained two hidden files. The Norton Utilitieswasthe only
program which | possess capable of erasing thisdirectory and
its contents. Standard M S-DOS utilities (such as delete, or
remove directory) won’'t operate with anything that has spaces
embedded in its name. Nothing in the manual states that this
will happen. M ost users would not even notice the presence of
these hidden files, which are not reveal ed by using the normal
MS-DOStility (DIR).

Thiswasaconsequence of the copy-protection employed by
ViruSafe. | never give aprogram that has caused such prob-
lems a second chance to foul up my hard disk, so all the above
testswere run from the floppy disk copy of ViruSafe.

Within amatter of months, ViruSafe has gonefrom having
knowledge of only 6 viruses [April 1st, Friday the 13th, Brain,
Marijuana(New Zealand), Ping-Pong (Italian), and Alabama]
up to atotal of 79 viruses, coupled with areasonabl e descrip-
tion of each virus. The authors of the program have certainly
done agood job of keeping up with recent devel opments.

I think that ViruSafe iswell thought out, has an excellent
front-end menu system that makesinitial operation quite
painless, and is capable of detecting and removing alarge
range of viruses. | would recommend its use but for the fact
that it iscopy-protected. I’ vewritten at length about copy-
protection in the past, and firmly advise peopleto avoid copy-
protected software at all costs. Inthiscaseit isparticularly
galing, asl realy do likethe way that ViruSafe works.Copy-
protection preventstaking proper backupswhich arethe
first (and most vital) line of defence against viruses. Lifeis
too short to put up with the inanities that can be introduced by
copy-protectionschemes.

Technical Details
Product: ViruSafe

Developer: EliashimMicroComputersL td., P.O.Box 8691,
Haifa31-086, Israel, Tel: +972 (4) 523601, Fax +972
(4) 528613.

Vendor: Eliashim Microcomputersinc., 520, W.Highway
436 Suite 1180-30, Altamonte Springs, FL 32714, U.SA.,
Tel: +407 (682) 1587, Fax +407 (869) 14009.

Availability: IBM PC/XT/AT, PS/2, or compatiblewith
256K of memory running M S-DOSversion 3.00 or above.

Version evaluated: 3.00
Serial number: VS303187, 3.5inch copy protected disk.
Price: US$60.00

Hardwareused: ITT XTRA (aPC compatible) witha
4.77MHz 8088 processor, one 3.5 inch (720K) drive, two
5.25inch (360K) drives, and a30 Mbyte Western Digital
Hardcard, running under M S-DOSv3.30.

Virusesused for testing pur poses: for acomplete
explanation of the nomenclature used, pleaserefer to thelist
of PCvirusescontainedin VirusBulletin:

Brain, Italian, Vienna, Jerusalem, 1701, 1704, Datacrime 1,
Viennal, Cascade 1, 2, Datacrime 1, 405, Fu Manchu,
Jerusalem 1, 2, Traceback, Suriv 1.01, Suriv 2.01, Suriv
3.00, South African 1, 2.
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END-NOTES & NEWS

UK based Microcom Software Division have acquired US software company HJC, devel oper of the Virex anti-virus package for the M acintosh (see
Product Review, VB, December 1989). Virex has been updated to version 2.51 and can recognise the two recent Trojan horses (M osaic and
FontFinder) which VB reported last month. The packagewill also detect thelatest nVIR-B virusclone' FUCK’, also known asnVIR-F. Thelatter
name has caused widespread confusion becauseit impliesthe existance of nVIR-C, D and E which, so far, have not appeared.

A CERT advisory of March 19 reported several persistent intruder attemptson the USDARPA Internet. Accordingtoareportinthe New York
Timestheintruder isusing ahost emulation program, or similar, to trawl passwords. CERT deny having located a program on the network but
admit that several systemswere broken into on both March 15 and 16. They directed system administratorsto disablethe UNIX Trivial File
Transfer Protocol which can be used to steal password files and to watch for vendor supplied default passwords, holesin sendmail (Berkely BSD
5.61 patches all known holes used by theintruder) and fingerd (these holeswere exploited by the Morris Internet worm). Recent VM S system
attacks exploited system default passwordsthat had not been changed sinceinstallation.

VALERT-L posted awarning on March 29 about anewly discovered IBM PC virus (provisionally called XA-1) which activateson April 1st. On
that date, the virus drops sabotage code into the partition table of the hard disk and into the boot sector of floppy disks. Virus hangs the system on
next boot-up. Virusonly infects.COM files. Infectivelengthis 1539 bytes. Second payload is active between December 21 and end of year. Draws
aChristmastree on screen with message “ Und er lebt doch noch: Der Tannenbaum! Frohe Weihnachten...” (Translation: And still itisalive: The
Christmas Tree! Merry Christmas...). Possiblereferenceto CHRISTMA EXEC (seepage9). Virussignaturewhichisfound at the beginning of
.COMfilesis:

EB 07 56 0A 03 B9 00 (This is the virus signature not a search pattern)

Computer VirusConference, Amsterdam 20 April; London 23 April, Geneva24 April. Dr. Fred Cohen presentstheresults of seven years of
research. Detailsfrom IBC Technical Services, UK. Tel 01236 4080.

Second Annual Seminar on PC Security (7 June) and Computer Viruses (8 June). Speakersinclude John McAfee (CVIA) and Fred Cohen. IBC
Technical Services, UK. Tel 01 236 4080.
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