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DECLARATION OF JAMES CHESTER UNDER 37 C.F.R. § 1.132

I, JAMES SAMUEL CHESTER, do hereby declare and state:

1. I am a citizen of the United States, and reside in Florida. My c.v. is attached as Exhibit
A

2. I am being compensated for my time at a rate of $375.00 per hour.

3. In addition to the documents provided as exhibits to this declaration, I have reviewed

documents including the following:
- U.S. Patent No. 7,490,151 (the ‘151 patent);
- Declaration of Jason Nieh from Reexamination Control No. 95/001,269.

A. My Background

4. I am presently CEO of a software development and consulting firm called Assured
Products Group, which specializes in software development, consulting, and regulatory
compliance.

5. From March 1992 to August 2002, T was employed by the International Business

Machines Corp. (IBM). During the period 1996 to 2002, I was responsible for global
strategic initiatives overseeing design and implementation of secure networking services,
architecture, and cost reductions for IBM worldwide and IBM clients. In that role, I
evaluated network security products and services from many vendors, and for designing
and implementing these products and services that IBM designed and implemented for its
clients.
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10.

11.

12.

13.

Between 1996 and 2000, 1 recall receiving a number of VPN networking products from
Aventail, Inc. Irecall using these Aventail VPN products to develop virtual private
networking solutions for several hundred IBM clients during this period as well as remote
access systems used by IBM employees worldwide. CSC, DuPont, and a number of
companies had deployed the Aventail solutions and I gave many seminars during this
period describing secure communication designs that used the Aventail solutions.
Competitors quickly adopted the virtual secure network and communication architecture
we employed with Aventail.

IBM was advancing the use of both hosted and distributed systems through secure
networks to routinely communicate company private information internally as well as
externally for mobile computing employees and employees assigned behind firewalls on
customer premises. I estimate that solutions based on Aventail products were deployed
to more than 65,000 users in IBM alone by the end of 1998, and were deployed to many
thousands more during 1999.

In my role as Vice President or Strategy and Strategic Initiatives, I oversaw and
operationally deployed networking security solutions that leveraged the improvements
that we saw in the 1990s in the core elements of networking security; namely,
communications, routing, security, verification, and paths. In that role, I led activities for
internal and external network design, development, and solutions. That included all
aspects from access to verification to exchange.

Aventail VPN Products Distributed Between 1996 and 2000

Aventail distributed several VPN products during the period 1996 and 2000. Each of
these products included a server component and a client component.

One Aventail VPN solution included client software called AutoSOCKS which could be
paired with two versions of VPN server software. One version of the Aventail server
software was focused on remote employees and was called MobileVPN. The other
package focused on non-employees and was called PartnerVPN. Both server products
functioned identically in how they worked with the AutoSOCKS client to automatically
establish VPNs between remote users and private network resources.

Aventail distributed several versions of AutoSOCKS and MobileVPN/Partner VPN
products between 1996 and 2000. Each new version of each component had a higher
version number.

The Aventail products were distributed with installation discs and printed manuals for
each of the software packages. Exhibit B is a copy of the Administrator’s Guide for
version 2.1 of the Aventail AutoSOCKS client software. 1 received this document on
approximately December 1997.

At the time I received Exhibit B, I was under no obligation to keep this document secret
or to not distribute it to others. In fact, we distributed the AutoSOCKS Administrator’s
Guide with the other printed materials that came with the Aventail AutoSOCKS/VPN

Server to IBM clients to whom we deployed VPN solutions, as well as IBM employees.

-
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By the spring of 1998 we were giving seminars and interviews on the solution and
benefits.

14. A second VPN solution Aventail distributed between 1996 and 2000 was called the
Aventail Extranet Center (AEC). This product included client software called Aventail
Connect and server software called Aventail Extranet Server.

15.  Irecall that Aventail announced its AEC v3.0 product in the fall of 1998, and began
distributing this product no later than mid-January of 1999. Because IBM was the largest
user of Aventail VPN products, we would be one of the first companies to receive new
versions of the Aventail products; both evaluation and production products. I was
personally involved in Aventail’s strategic planning and direction from March 1998.

16. The AEC v3.0 product included version 3.01/2.51 of the Aventail Connect software, and
version 3.0 of the Aventail Extranet Server.

17. Exhibit C is a copy of the Administrator’s Guide for Aventail Connect v3.01/2.51. 1
recall receiving Exhibit C with the AEC v3.0 product no later than July 1998.

18. At the time I received Exhibit C, I was under no obligation to keep this document secret
or to not distribute it to others. Like earlier Aventail products, we distributed copies of
the AutoSOCKS Administrator’s Guide along the other printed materials that came with
the Aventail AutoSOCKS/VPN Server to IBM clients to whom we deployed VPN
solutions, and to IBM employees using the Aventail Connect v3.01/v2.51 client.

19.  The AEC product was a very versatile and stable VPN solution. It received very good
reviews from the technical press. We deployed VPN solutions based on this product to
more than 20,000 IBM employees domestically by March 1998 and more than 65,000
IBM employees worldwide by July 1998.

20.  Aventail distributed an updated version of the AEC product in the summer of 1999, This
updated version was designated AEC v3.1, and included Aventail Connect v3.1/2.6 and
Aventail Extranet Server v3.1.

21.  Irecall receiving the AEC v3.1 product no later than the end of June of 1999. The
product I received included the installation discs for the Aventail Connect v3.1/2.6 client
software and v3.1 of the Aventail Extranet Server software. It also included printed
manuals for these products, including the Aventail Connect v3.1/2.6 Administrator’s
Guide, a copy of which is shown in Exhibit D.

22.  Atthe time I received Exhibit D, I was under no obligation to keep this document secret
or to not distribute it to others. Again, as was the case with earlier Aventail products, we
distributed copies of the AutoSOCKS Administrator’s Guide along the other printed
materials that came with the Aventail AutoSOCKS/VPN Server to IBM clients to whom
we deployed VPN solutions, and to IBM employees that were using the Aventail Connect
v3.1/2.6 client. By the summer of 1999, this product was routinely packaged with IBM
offerings in all business sectors worldwide. Competitors were deploying this product as
well in the same timeframe.
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C. Relevant Background on TCP/IP Communications

23.  Two of the claims of the *151 patent refer to IP hopping schemes or regimes. I have
been asked to provide some background on IP hopping schemes.

24,  The TCP/IP protocol was designed to employ flexible routing of traffic. IP packets are
datagrams that contains source and destination IP addresses. These IP packets or
datagrams traverse a network by being routed between devices (also called nodes).
Under the design of the TCP/IP protocol, there is no requirement for an IP packet to take
a pre-defined path from source to destination unless the IP packet is being routed over a
statically configured network. IP packets thus can take multiple different paths to reach
the same destination.

25.  Routes that an IP packet will take from source to destination are determined by each
node/host as it processes the [P datagram. The destination IP of the datagram is
compared to a locally maintained routing table, and the IP packet is forwarded as deemed
appropriate.

26. TCP/IP hosts use a routing table to maintain knowledge about other IP networks and IP
hosts. Networks and hosts are identified by using an IP address and a subnet mask. In
addition, routing tables are important because they provide needed information to each
local host regarding how to communicate with remote networks and hosts. Because it is
impractical for each computer on an IP network to maintain a routing table having entries
for every other computer or network that communicates with it, a default gateway (IP
router) is used instead.

27. When a computer prepares to send an IP datagram, it inserts its own source IP address
and the destination IP address of the recipient into the IP header. The computer then
examines the destination IP address, compares it to a locally maintained IP routing table,
and takes appropriate action based on what it finds. The computer does one of three
things:

a. It passes the datagram up to a protocol layer above IP on the local
host.

b. It forwards the datagram through one of its attached network
interfaces.

c.  Itdiscards the datagram.

28. When the computer searches the routing table to identify a route for an IP packet, it will
look for the closest match to the destination address. The most specific to the least
specific route is searched for in the following order:

a. A route that matches the destination IP address (host route).

b. A route that matches the network ID of the destination IP address
(network route).

4.
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c.  The default route.
29. If a matching route is not found, the datagram is discarded.

30. Routing algorithms can be static or dynamic. A static route implies that every route is
known and manually entered. Dynamic routing uses tables that are updated via different
protocols. The two most commonly used protocols in the 1997-2000 time frame were the
RIP protocol (see, Malkin, G., “RIP Version 2,” RFC 2453 (November 1998) (available
at http://www.networksorcery.com/enp/rfc/rfc2453.txt)) and the OPSF protocol (see
Moy, J., “OSPF version 2,” RFC 2328 (April 1998) (available at http
:/Itools.ietf.org/html/rfc2328).

31.  Communications between networks relies upon traffic being routed from the source to the
destination. In TCP/IP communications, the source will encapsulate a TCP message
within an IP datagram; the header of the datagram will contain the source and destination
addresses. The source will then encapsulate the IP datagram into a layer 2 frame for
transmission across the internetwork hop/link. IF the source does not know the route to
the destination address, it will send the packet to its network gateway. From the gateway
until the destination, each node will remove the IP datagram from its layer 2
encapsulation. The destination address contained within the IP datagram header is then
compared to the current node’s routing table and the best route is determined. The node
will then re-encapsulate the IP datagram into a layer 2 frame and pass the datagram along
the next hop/link of the network that best matches the destination address.

32. Dynamic routing based on RIP or OPSF standards are inherently flexible. So, if one link
the network goes down or becomes unavailable, the route can be changed. Routing tables
are simply updated to provide the new routes, and the packets get sent along a different
path to the destination. When IP packets are sent over the public Internet, and are not
routed manually, they inherently will follow pseudorandom paths — the path is not
defined until its actually taken by the IP packet, and each IP packet will likely travel on
different paths even when the source and destinations are the same.

33.  Any TCP/IP communication will inherently meet the requirement in the *151 patent
claims that IP packets must be sent from a client computer to a secure destination by an
“IP hopping” scheme or regime. As I explained above, IP hopping is integral to the
design of TCP/IP communications, and occurs whenever an IP packet is sent from a
source to a destination via a TCP/IP communication.

D. Observations of the Declaration of Dr. Jason Nieh in a Prior Reexamination

34.  lreviewed a declaration submitted by Dr. Jason Nieh in Reexamination Control No.
95/001,269 involving U.S. Patent No. 6,502,135, the parent of the *151 patent. I believe
several of Dr. Nieh’s statements in his declaration do not accurately describe how the
Aventail products work or what is described in the Administrator’s Guide for Aventail
Connect v3.1/2.6 (Exhibit D).

35.  Dr. Nieh’s general conclusion is that the Aventail VPN products did not establish VPNs
as they are defined in the claims of the 135 patent. This is incorrect. Based on my

-5-
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personal experience using these products, they were routinely used by remote users to
establish VPN, and that those VPNs met the requirements of the claims of the *135
patent.

36.  Initially, I understand that a court has interpreted certain phrases in the claims of the 135
patent, including “virtual private network™ or “VPN.” The meaning of VPN was simply
“a network of computers which privately communicate with each other by encrypting
traffic on insecure communication paths between the computers.” This is precisely what
Exhibit D shows client computers running Aventail Connect doing.

37. Initially, Dr. Nieh states that he believes the Aventail Connect v3.1/2.6 client software
was simply a SOCKS v5 client. See Nieh Declaration, paragraphs 11 to 14. Aventail
Connect v3.1, like the earlier Aventail Connect v3.01/2.51 and the Aventail AutoSOCKS
clients, did much more than handle SOCKS transactions.

38. The Aventail Connect and Extranet Server, like the earlier Aventail VPN solutions, used
well-established network security techniques. For example, the Reverse Address
Resolution Protocol (RARP) has been in existence since June 1984, while session IDs
and session synchronization have been in existence since the 1960s.

39. Client computers running each of the Aventail clients (i.e., Aventail Connect and
Aventail AutoSOCKS) could automatically establish VPNs that allowed a remote user to
gain access to secure resources on a private network. These products all worked by
transparently intercepting and evaluating DNS and TCP/IP connection requests made on
the client computer.

40. The Aventail clients could be configured in one of two ways. First, they could be
configured to determine if a connection request specified a destination that required a
VPN (e.g., a secure website on a private network). If so, the client would automatically
re-route that connection to a VPN server, manage authentication of the user with the VPN
server, and encrypt/decrypt the outgoing and incoming network traffic.

41, Second, the Aventail clients could be configured to route all DNS requests containing
hostnames that could not be resolved on the local computer to a VPN server. In this
configuration, the client computer would establish a connection to the VPN server,
authenticate itself with the server, and if that was successful, it would then send the
hostname from the original DNS request to the VPN server. The VPN server (i.c.,
Aventail Extranet Center or Aventail MobileVPN/Partner VPN) would then resolve the
hostname (if necessary) and then determine if a VPN was needed between the requesting
client and the destination. 1f no VPN was required, the VPN server would return the
resolved IP address back to the client.

42.  In either configuration, if a connection request was not seeking access to a secure
destination requiring a VPN, it would just be handed off to the normal TCP/IP handling
procedures of the client computer for handling. So, for example, if the VPN server had
done the hostname resolution and returned a resolved IP address, WinSock and the
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TCP/IP stack on the client computer would then just establish a connection to the
specified IP address without the Aventail client being involved any further.

43.  For the Aventail Connect v3.1/2.6 client, this functionality is described on Page 9 of
Exhibit D:

When the Aventail Connect LSP receives a connection request, it
determines whether or not the connection needs to be redirected (to an
Aventail ExtraNet Server) and/or encrypted (in SSL). When redirection
and encryption are not necessary, Aventail Connect simply passes the
connection request, and any subsequent transmitted data, to the TCP/IP
stack.

44. Exhibit D describes a VPN design made up of client computers running Aventail Connect
v3.1/2.6 connecting to a private network through an Aventail VPN server. See Exhibit D
at pages 76 to 78. I note that Dr. Nieh did not discuss this section of Exhibit D in his
declaration.

45. Page 77 of Exhibit D explains this VPN implementation as follows:

The mobile user workstations connected to the public Internet are the
client workstations, onto which, Aventail Connect will be deployed. Due
to the routing restrictions described above, these clients will have no
network access beyond the Aventail ExtraNet Server unless they are
running Aventail Connect. Depending on the security policy and the
Aventail ExtraNet Server configuration, Aventail Connect will
automatically proxy their allowed application traffic into the private
network. In this situation, Aventail Connect will forward traffic destined
for the private internal network to the Aventail ExtraNet Server. Then,
based on the security policy, the Aventail ExtraNet Server will proxy
mobile user traffic into the private network but only to those resources
allowed. The client workstations we focus on in this section are Microsoft
Windows based PCs. (emphasis added)

46.  Exhibit D on pages 12 to 13 also explains that client computers running Aventail Connect
will automatically handle authentication of the remote user, as well as encryption of the
traffic between the remote user’s computer and the private network:

User authentication and encryption on the Aventail ExtraNet Server
require all users to use Aventail Connect to authenticate and encrypt their
sessions before any connection to the internal private network(s). For this
example, the Aventail ExtraNet Server encrypts all sessions with SSL.

47.  All of this functionality was also present in Aventail Connect v3.01/2.6 and AutoSOCKS
v2.1. See Exhibit B at pages 7 to 9 and 37 to 39; Exhibit C at 11 to 12 and 72 to 74.
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48.  Dr. Nieh provides three general reasons why he believes that Aventail Connect and
Aventail Extranet Server did not create VPNs within the meaning of the ‘135 patent
claims.

49, First, in paragraph 20, Dr. Nieh states:

Aventail has not been shown to demonstrate that computers connected via
the Aventail system are able to communicate with each other as though
they were on the same network. Aventail discloses establishing a point-to-
point SOCKS connection between a client computer and a SOCKS server.
According to Aventail, the SOCKS server then relays data received to the
intended target. Aventail does not disclose a VPN, where data can be
addressed to one or more different computers across the network,
regardless of the location of the computer.

50. I found nothing in the claims of the ’135 patent that require that a computer connected to
a private network to communicate directly with other remote computers that are also
connected to the network. Instead, all that is required for there to be a VPN is “a network
of computers which privately communicate with each other by encrypting traffic on
insecure communication paths between the computers..”

51. Regardless, Exhibit D shows that client computers running Aventail Connect v3.1/2.6 did
have the ability to communicate with other computers on the network, including other
remote users.

52. For example, the figure on page 77 of Exhibit D shows a remote user using a client
computer running Aventail Connect to gain access to and to interact with different
computers on a private network. Network traffic from the remote computers is sent into
the private network, and handled by the rules and policies governing all network traffic
on that private network. As explained on page 77 of Exhibit D:

Depending on the security policy and the Aventail ExtraNet Server
configuration, Aventail Connect will automatically proxy their [the client
computer’s] allowed application traffic into the private network. In this
situation, Aventail Connect will forward traffic destined for the private
internal network to the Aventail ExtraNet Server. Then, based on the
security policy, the Aventail ExtraNet Server will proxy mobile user
traffic into the private network but only to those resources allowed.

53.  This explanation makes it clear that a remote user running Aventail Connect could
interact with any resources on the private network that the user was authorized to access.
It also shows that a mobile user connected through Aventail Connect will be equivalent to
a local user on the private network — both the remote and local users will be able to send
and receive traffic to and from destinations on the private network. So, if network
policies allowed a user to route network traffic to other users on the private network
(including remote users), a remote user connected to that network through the Aventail
VPN solution will be able to communicate to those other users.
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54. Exhibit D also describes the ability of client computers running Aventail Connect to
dynamically navigate resources made available on a private network via the “Secure
Extranet Explorer” capability of Aventail Connect. As Exhibit D explains on page 95:

Secure Extranet Explorer (SEE) allows you to view your Extranet
Neighborhood, which is accessed through the Extranet Neighborhood icon
on your desktop. The Extranet Neighborhood user interface resembles that
of Network Neighborhood. However, while Network Neighborhood
displays all computers on your local network, Extranet Neighborhood
allows you to browse, copy, move, and delete files from remote computers
via the Aventail Connect extranet connection. With Extranet
Neighborhood, all interaction with the remote server can be secured.
Network administrators determine which local and remote computers are
available to users.

55. So, if a private network had the appropriate policies in place, a remote user would be able
to view and access resources on any of the computers on the network, including those on
other remote computers/servers.

56.  The second reason Dr. Nieh offers to support his belief that the Aventail VPN products
did not establish VPNs was that “Aventail Connect’s fundamental operation is
incompatible with users attempting to transmit data that is sensitive to network
information.” See Nieh Declaration at paragraph 24-25.

57.  Dr. Nieh incorrectly suggests that applications making DNS requests will try to make
connections using the “false network information” that Aventail Connect uses to flag
connection requests requiring a VPN. Specifically, Dr. Nieh says that:

24. Because Aventail discloses that Aventail Connect operates between
these layers, Aventail Connect can intercept DNS requests requested by
the user. Aventail Connect intercepts certain DNS requests, and returns a
false DNS response to the user if the requested hostname matches a
hostname on a user-defined list. Accordingly, Aventail discloses that the
user will receive false network information from Aventail Connect for
these hostnames.

25. If the client computer hopes to transfer to the target data that is
sensitive to network information, this falsification of network information
would prevent the correct transfer of data. A client and target connected
according to Aventail would be unable to transfer data as they otherwise
would have been had they been on the same network. Thus, Aventail has
not been shown to disclose a VPN

58. Dr. Nieh has apparently misunderstood how client computers running Aventail Connect
actually function.

59.  Asexplained on pages 11 to 13 of Exhibit D, Aventail Connect would monitor DNS
requests made by applications on the client computer. If the DNS request contained a

-9-
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60.

61.

62.

63.

hostname instead of a literal IP address, and that hostname specified a secure destination
that required a VPN, then Aventail Connect would insert a false hostname into the DNS
request. See, e.g., Exhibit D at page 12 (“If the destination hostname matches a
redirection rule domain name (i.e., the host is part of a domain we are proxying traffic to)
then Aventail Connect creates a false DNS entry (HOSTENT) that it can recognize
during the connection request.”) Similarly, if the Aventail Connect client computer was
configured to proxy all non-local DNS requests to a separate computer for resolution,
Aventail Connect would return a false DNS entry that it could recognize later to the
requesting application.

In a second step, Aventail Connect would evaluate the connection request to see if it had
to be redirected to the VPN proxy server. If a connection request contained the “false”
information inserted in step 1 or because the real IP address was on a redirection list', the
Aventail Connect client would establish a connection to the VPN proxy server (i.e.,
Aventail Extranet Server). The VPN Server and the Aventail Connect Client would then
perform authentication, and if that was successful, the VPN would be established
between the client computer and the destination computer specified in the original
connection request. See, Exhibit D, pages 12-13 (steps 2 and 3). False hostnames thus
were used by Aventail Connect to flag DNS requests requiring redirection to a VPN
server during the TCP connection process, and would not cause client computers to
attempt to connect to “false” destinations.

As Exhibit D explains on pages 12-13, this entire process is transparent to the client
computer: “From the application’s point of view, the entire SOCKS negotiation
including the authentication negotiation, is merely the TCP handshaking.” In other
words, the application on the client computer requesting a connection would not act on
the “false hostname” information, but would simply see a connection being established
with the destination specified in the connection request.

I also recall based on my personal experiences using Aventail Connect v3.1/2.6 (and with
earlier versions dating back to 1997) that client computers running Aventail Connect
were able to transfer data to a private network as if they had been on the same network,
and that the false hostname inserted in DNS requests by Aventail Connect did not impede
or disrupt the secure communications between the client and the private network,
specifically useful with large host applications, including expense reports, technical
journals, images, program specific communications and operations management.

Dr. Nieh’s third reason why he believes that Aventail Connect did not establish VPN is
that he believes computers running Aventail Connect “do not communicate directly with
each other.” This is incorrect. As explained above, Exhibit D shows traffic from a client
computer running Aventail Connect being automatically proxied into the private network.
What the network does with that traffic at that point was dictated by the policies that were
enforced on the network. If those policies permitted a user to interact with another

1

As explained in step 2(a) on page 12 of Exhibit D, if the DNS request did not include a host
name, but was a real IP address (e.g., 1.2.3.4), then no DNS resolution step is needed.

-10-
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64.

65.

66.

67.

68.

69.

computer attached to the private network through Aventail Connect, then that traffic
would be routed to that computer. This capability was particularly useful for employees
at customer locations behind external firewalls.

In addition, as I explained in paragraphs 50 to 54 above, the Secure Extranet Explorer
functionality of Aventail Connect described on pages 95 to 106 of Exhibit D enabled
remote users running Aventail Connect on client computers to see, navigate to and access
resources on other remote computers.

If Dr. Nieh’s belief is that a client computer could not establish a VPN if it did not send
its network traffic “directly” to another computer (i.e., not via a gateway computer or
other intermediary computer), then no VPN could ever be established. Any form of
network traffic is inherently routed over intermediary nodes; this is a central feature of
the TCP/IP protocol. A client computer does not have to establish a direct connection to
a destination computer in order to establish a secure connection to a destination
computer; the fact that its traffic will pass through an intermediary computer, such as the
Aventail VPN server as described on pages 76 to 78 of Exhibit D, is simply irrelevant.

In the Aventail VPN solution — like other types of VPN solutions — an intermediary
computer (e.g., a proxy server or gateway) evaluates incoming traffic, blocks
unauthorized traffic, and regulates authentication, encryption and transit of the incoming
and outgoing traffic. The communication between a remote user on a client computer
occurs via the intermediary computer (e.g., the VPN server) to the destination on the
private network.

Dr. Nieh apparently has confused the issue of network communication with the issue of
how network traffic is routed. Exhibit D plainly shows client computers running
Aventail Connect communicating privately with destination computers on the private
network via insecure communication paths (i.e., over public networks, such as the
Internet). These communications are encrypted, and enable the client computer to gain
access to resources on a private network.

Dr. Nieh also expresses his opinion that Exhibit D does not disclose a virtual private
network according to claim 10 of the *135 patent. This claim defines a VPN system. Dr.
Nieh does not include any particular reasons to support his conclusion, other than to refer
to his other opinions in the declaration. See Nieh Declaration at Paragraphs 28 and 29.

Finally, Dr. Nieh inaccurately discusses DNS resolution on client computers running
Aventail Connect software. In paragraph 30, he describes requirements listed in claim 10
of the 135 patent. One of these is that “a DNS proxy ...returns the IP address for the
requested domain name if it is determined that access to a non-secure web site has been
requested.” Dr. Nieh then states in paragraph 32 that Aventail Connect will not do this
because “if the hostname matches a local domain string or does not match a redirection
rule, Aventail Connect passes the name resolution query through to the TCP/IP stack on
the local workstation. The TCP/IP stack performs the lookup as if Aventail Connect
were not running.”

-11-
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O Y pcrsanaj prurmnu. and datly operations with tens of thousands of users by the
spring of 1998, | belleve there i nothing nevw v innovativie sbout the procasses and
svatems dﬂ:izmd by the clabms of the “135 patent. Sionilarly, [ do not helieve thees s
anything new or innovative about the processes and systems detined by the claims of the

“I5T paient

R E E R XN

1 declare that all statements made herein ol my own knowledge ave trae and that all stalsments
made an information and belief are bolioved o be truer and further that these statements were
made with the knowledge that satital false statoments and the fike so miade arg punishalbde s
flow or imprisonment, or both, under Section 1001 of Title 18 of the United Nates Cosde and that
such willful false statements myay jeopardive the validity of the petent sebject o this
reexamination proceeding

James Chester \ IBEHE

2=
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I«SSURED PRODUCTS GROUP
James Chester

Mr. Chester is Chief Executive Officer of Assured Products Group, and is directly
accountable and responsible for all aspects of the company. Assured Products Group
helps customers build brand equity and improve revenue while addressing emerging
economic, compliance, and supply chain challenges. The Trusted Trade Environment
provides an integrated solution to create segment growth, brand loyalty, and recurring
revenue while assuring supply chain integrity and compliance with domestic and
international regulatory requirements. Assured sourcing provides assisted through turn
key sourcing of compliant products from low cost manufacturing environments while
assuring customer schedule, quality, and regulatory compliance. Investigation and
enforcement services provide IPR/Brand protection, liaison with authorities,
import/export, and supply chain assurance.

Mr. Chester provides executive leadership and personal involvement with engineering,
development, and operations team members, while working closely with clients to ensure
satisfaction and realization. He has been involved in global design and development
decisions at numerous Fortune 50 companies. Mr. Chester establishes actionable
transformation processes and solutions to help reduce cost without reducing staff. He is
also personally involved in customized trade environment design and development for
key customers worldwide. The company supports emerging security standards and
development of near-term and long-term solutions for commerce, transportation, security,
and law enforcement agencies. Some notable customers include U.S. federal and state
agencies, Interpol, Boeing, DuPont, 3M, Dynic, Sempra Energy, Zurich Financial
Services, Cisco Systems, PRYM Consumer, Mattel Corporation. We have ten-year
agreements with Juvenile Product Manufacturers Association, Craft and Hobby
Association, Game Manufacturing Association, and American Home Furnishings
Association.

During his twenty five plus year career in the information systems, aerospace and utilities
industries, Mr. Chester has held a number of senior executive and key corporate positions
at IBM and major Aerospace corporations.

As IBM’s Vice-President of Strategic Initiatives and Global Architecture, Mr. Chester led
the strategic direction, prototype, and operational guidance of the IBM infrastructure
worldwide. He led the identification and realization of more than $250 Million in year
over year savings while accommodating an annual 6% worldwide growth. The resulting
infrastructure supports more than 360,000 employees and contractors worldwide and
forms the core infrastructure for IBM’s e-business enablement and business
transformation initiatives. Some highlights include the Global Web Architecture, Secure
Inbound Network Environment, Information Warehouse Architecture, Global Security
Architecture and Operations, Standardized Offerings, Alternative Access, and Global
Ethernet Architecture and Migration, including integrated secure wireless access. Mr.
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KSSURED PRODUCTS GROUP

Chester also led the review and recommendation of emerging solutions to consolidate
custom and redundant applications development environments. This responsibility
included the evaluation of programming decisions including personnel mix and
requirements for 9,000 developers. Mr. Chester led the assessment of legacy solutions
and implementation of integrated supply chain and CRM applications worldwide. The
promotion to production strategy allowed IBM to utilize numerous third party
development partners for IBM.com, w3.IBM.com, and partner relations. He showcased
and marketed IBM solutions and large account outsourcing and applications development
across multiple industries. Mr. Chester was also a member of IBM’s Architecture Board
representing Global Services and Corporate Initiatives worldwide.

Mr. Chester was the senior IBM project executive for Northrop Grumman Corporation
and The Boeing Company. He directed the provisioning of a distributed desktop
environment and end-to-end computing solution for the Military Aircraft Systems
Division at Northrop. During his tenure at The Boeing Company, Jim developed and led
the enterprise systems management project that provided architecture and management
processes for Boeing’s distributed server architecture worldwide. This solution forms the
basis for Boeing’s information backbone for all divisions and operations, including
manufacturing, distribution, and support. Mr. Chester was the senior executive for the
Gulfstream Corporation leading the review and analysis of parallel aircraft manufacturing
and quality engineering process improvements. This included a review and
recommendation of emerging parts, manufacturing, and supply chain management for the
GIV and GV aircraft. He also led strategic development and solutions for the Aerospace
and Utilities Industry of IBM Global Services. Mr. Chester performed and participated in
many executive reviews of technology and cost savings considerations for AXA,
Dynergy, CISCO, Northern Telecom, McDonnell Douglas, Boeing, Northrop Grumman,
United Technologies, Raytheon, Tenneco, El Paso Gas, Textron, and Sempra Energy.

Jim led the development and deployment of ground systems and satellite control for
direct broadcast and data transmission in the Americas, Asia Pacific, Europe and Africa.
Projects also included ground and spacecraft architectures for low, medium, and
geostationary satellite telephony. This included design and joint development with
Nokia, India Space Agency, Hughes Aircraft,and INMARSAT. He also directed
weather and imagery exploitation programs for the collection, evaluation, and
dissemination of atmospheric and surface information for civilian, military, and
commercial use in Australia, Hong Kong, Singapore, the United Kingdom, and the
United States.

Manned space program experience includes the US space shuttle for NASA and DoD,
ground systems control, orbiter flight software and control, the European Space Agency
Hermes Project, and Japan’s space station module and safety, quality, and reliability
programs. Arian launch and systems support including landing and failure analysis were
key program responsibilities as well.
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KSSURED PRODUCTS GROUP

Mr. Chester led Independent Research and Development of neural networks, digital
voice, space systems exploitation, heads-up displays, network integration, alternative
access, and command and control systems. He also led the investigation and feasibility
studies of emerging voice, video, and data integration of heterogeneous spacecraft
environments.

Mr. Chester has United States patents in the application and development of Internet and
intranet technologies and ownership and verification services. He also sponsored patents
in wireless and wired computing technologies. He is a past member of California
Edison’s Strategic Supplier Technology Board, participating in the review and
recommendation of solutions for the regulated and unregulated energy conglomerate.

Mr. Chester has been interviewed, quoted, and published in Network World, Information

- Week, Space Symposiums, European Space Agency, Japanese Space Agency, USA
Today, and regional and local news and television and numerous Fortune 50 customers.
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AutoSOCKS v2.1
Administration and
User’s Guide
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Redirection Rules I Servers | Destinations
Local Name Resolution ! Authentication

Specify a domain recognized by the workstation resolver:

Iinlemal.b[ub.com Add

r Defined Strings |

V¥ Use local resolver for unqualified names ‘
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Internal Domain Name:
internal.bleb.com (10.1.4.%)

External Domain Name:
blob.com (129.79.100.64)

Example Corporate Network De
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External Domain Name:
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Intermal Subnet: (192.968.9.)
Euternal Demain: bieb.ca
Extarnal Submet: (198.184.4.9

Tute sl Sebnet: (10.1.4.%)
Enterna) Demain: Mok com
Extarnal Sulnet: (179.79.100.%)

Example Corporate Network Design using Partner VPN
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AutoSOCKS Utilities
Reference Guide
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AutoSOCKS User
Supplement
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