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IPR2015-00810 & -00812

Beser and RFC 2401

Grounds

1. IPR2015-00810

A. Ground 1: Whether Claims 1-4, 6-10, 12-26, and
28-34 are obvious under 35 U.S.C. 8 103 over
Beser (Beser (Ex. 1007)) and RFC 2401 (EXx.
1008)

B. Ground 2: Whether Claims 5, 11, and 27 are
obvious under 35 U.S.C. § 103 over Beser, RFC
2401 and Brand (Ex. 1012)

2. IPR2015-00812

A. Ground 1: Whether Claims 1-8,10-20, and 22-25
are obhvious under 35 U.S.C. § 103 over Beser
(Beser (Ex. 1007)) and RFC 2401 (Ex. 1008)
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IPR2015-00810, -812

1. Beser and RFC 2401 Issues (810 & 812)

A. Combining Beser and RFC 2401 would have been obvious
to one of ordinary skill in the art (810 claims 1, 21) (812
claims 1, 14)

B. Beser and RFC 2401 teach “a request to look up an
Internet Protocol (IP) address corresponding to a domain
name associated with the target device” (810 claims 1, 21)
(812 claims 1, 14)

C. Beser and RFC 2401 teach “intercepting from the client
device [the] request to look up an Internet Protocol (IP)
address” (810 claims 1, 21) (812 claims 1, 14)

2. Beser and RFC 2401 Issues (812 only)

A. Beser and RFC 2401 teach “Receiv[ing]. . . An Indication, a
Network Address, and Provisioning Information” (claims 1,
14)
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Beser and RFC 2401 Grounds

FIG. 1 FIG. 6 130

ORIGINATING TL’;%S;EQ}Y TERMINATING
TELEPHONY NEW'VORK TELEPHONY
DEVICE DEVICE DEVICE
24 26
30

FIRST SECOND
NETWORK NETWORK
DEVICE DEVICE
14 16

112 INFORM )

114
Case 3. This case combines cases 1 and 2, adding end-to-end security /" 116
between the sending and recelving hoats. Itm new
requirements on the hosts or securlty gateways, other than a ASSOCIATE
reguirement for a security gateway to be configurable to pass
IPgec traffic (including ISAXMP trafflc) for hostes kehind it.

| |

| |

| | I | I —_—— =
i B |--=- - |- |---
| I [ I
| H1* -- {Local --- 8€1%* |-- {Internmet} --| 8@2% --- (Local --- Hz* | 118
| Intranst) | | Intranet} |

admin. boundary admin. boundary

RFC 2401 at 25; Pet. at 24
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IPR2015-00810, -812

Ground 1: Beser and RFC 2401

1. Beser and RFC 2401 Issues (810 & 812)

A. Combining Beser and RFC 2401 would have been
obvious to one of ordinary skill in the art (810 claims 1,
21) (812 claims 1, 14)

B. Beser and RFC 2401 teach “a request to look up an
Internet Protocol (IP) address corresponding to a domain
name associated with the target device” (810 claims 1, 21)
(812 claims 1, 14)

C. Beser and RFC 2401 teach ““intercepting from the client
device [the] request to look up an Internet Protocol (IP)
address” (810 claims 1, 21) (812 claims 1, 14)

2. Beser and RFC 2401 Issues (812 only)

A. Beser and RFC 2401 teach “Receiv[ing]. . . An Indication, a

Network Address, and Provisioning Information” (claims 1,
14)
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Grounds Based on Beser and RFC 2401

Combining Beser and RFC 2401

|III|II|I\II||II|III|II|||H“““"mw-u_m...m |
P T Of course, the sender may encrypt the information mside

Hser ok S the IP packets before transmission, €.g. with IP Security
PO fﬁfnfj (“TPSec”). However, accumulating all the packets from one

THROUGH PRIVATE ANIVOR PUBLIC
NETWORKS Lee et al., m N XL £ .

 source address may provide the hacker with sufficient infor-
& mation to decrypt the message. Moreover, encryption at the

(75} Inventars: Nurettin B. Beser, Evansion, IL (US);
Michael Borella, Naperville, 11 (US)

(73} Assignee: 3Com Corporation, Santa Clara, CA
(US)

{*) Natice: Subject 1o any discluimer, the term of this
patent is extended or sdjusted under 35
US.C. 154(b) by O days.

Beser (Ex. 1007) at 1:54-58; Pet. (810) at 22, 24
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(22)  Filed Aug. 27, 1999 (List continued an next page.)
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253, * 62001 Phang
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could be concealed, the hacker 1s still capable of reading the
source address of the packets. Armed with the source IP

address, the hacker may have the capability of tracing any
VOIP call and eavesdropping on all calls from that source.

Beser (Ex. 1007) at 2:1-5; Reply (810) at 4

Petitioner Apple Inc. - Exhibit 1007, p. 1

Petitioner Apple Inc. — Ex. 1070 6



Grounds Based on Beser and RFC 2401

Combining Beser and RFC 2401

S— |

O o rotes Patent It is therefore desirable to establish a tunneling associa-
o menevens 1100 that hides the 1identity of the originating and terminating

INITIATING TUNNELING ASSOCIATIONS
THROUGH PRIVATE ANIVOR PUBLIC

N ends of the tunneling association from the other users of a

(75)  Inventors: Nurettin B. Beser, Evanston, L (L2
Michael Borella, Naperville, 1 (U

o e public network. Hiding the idenfities may prevent a hacker

(*) Naotice:  Subject to any disclaimer, the term of
patent is extended or adjusted unde

G from intercepting all media flow between the ends.
o e " x}:“;ﬂ’l&fﬁ?}f Beser (Ex. 1007) at 2:36-40; Reply (810) at 5
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A method for initiating 2 wopeling association in a data
(56) References Cited network. The method includes negotiating privaie addresses,

. — . — such as private Internet Protocol addresses, for the cnds of

U.S. PATENT DOCUMENTS e tunneling Tation. The negotiation is p o &
5159562 A 1001992 Perking public network, such as the Internet, through a trusted-third-
S2ITTIE A 71993 Wacon et al, party without revealing the private addresses. The methad
1996 Gelb provides for hiding the identity of the originating and

61997 Fox o al, terminating ends of the tunncling association from the other

171908 Toth et al. users af the public network, Hiding the identities may

793, 1998 Mayes et ol
SEIZEI A 91998 Rodwin e al.
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S8TIRAT A 211999 Boyle e al

6018767 A % 122000 Fijolek et al.
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63TTOE2 BL * 42002 Rai el al oo 709217 41 Claims, 17 Drawing Sheets

prevent interception of media flow between the ends of the
tunneling association or cavesdropping on Voice-over-
Tnternet-Pratocol calls, The method increases the security of
communication on the data network withoul imposing a
computational burden on the devices in the daia nerwork,

Petitioner Apple Inc. - Exhibit 1007, p. 1
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Combining Beser and RFC 2401

UNITED STATES PATENT AND TR

BEFORE THE PATENT TRIAL ANL

APPLE INC.
Petitioner,

V.

VIRNETX, INC. AND SCIENCE APPLICA
CORPORATION,
Patent Owner.

Patent No. 8.868.7C

Issued: October 21, 2

Filed: September 13,2

Inventors: Victor Larson

Title: AGILE NETWORK PROTOCOL FOR. St
USING SECURE DOMAD

Inter Partes Review No. IPR.

Petition for Inrer Partes R
U.S. Patent No. 8,868

|

A person of ordinary skill also would have also recognized IPsec could be

readily integrated into the Beser systems. Ex. 1005 at 99 391-92, 398-400. For

example, Beser describes systems that use edge routers and gateways as

ASDUICIALIVNES. WILILL

s ~r
o O1iS, W
o) b

UL

is Giie

the network designs shown in REC 2401. Ex. 1007 at 4:7-8, 4:18-29. Indeed,
RFC 2401 in its “case 3" example shows precisely the same network topology as
Beser. with one tunnel between two security gateways such as edge routers, and
another tunnel between the two end devices. Compare Ex. 1008 at 25 with

Ex. 1007 at Fig. 1: Ex. 1005 at 99 396-97. When Beser is configured in this
manner, 1t would use the IPSec case 3 design to provide end-to-end encryption,
hiding the data, while the Beser IP tunnel would provide anonymity over the public

network, hiding the true source and destination addresses. Ex. 1005 at 9§ 399.
Pet. (810) at 28
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Institution Decision

Combining Beser and RFC 2401

Tnialsiuspto. gov o W12 ‘

571-272-7822
We are not persuaded, at this point in the proceeding that Beser

wme st teaches away from adding encryption to its system. Although Beser

BEFORETE recognizes that the use of encryption may cause challenges, it also suggests

L L 1 LI D M AU,

iNnat Sucn Nroniems mav De QVercoime nov
TEELR TS T i Y S YIRS EISSNY i

Ex. 1007, 1:60-63. In addition, Beser characterizes some prior art systems
as creating “security problems by preventing certain types of encryption
from being used.” Id. at 2:23-24. We are, therefore, persuaded that

e karp 22 Petitioner’s rationale that a person of ordinary skill would have found it

GREGG L ANDERS(

amerson.mim QDVIOUS t0 combine the teachings of RFC 2401 with Beser is reasonable.

Decision (810) at 13

Tnstifufion of Infer Parfes Review r
FFCFR §42108
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Patent Owner Assertion

Combining Beser and RFC 2401

Filed on behalf of: Virn
By:
Joseph E. Palys
Paul Hastings LLP
875 15th Street NW
Washington, DC 2000!
Telephone: (202) 551-
Facsimile: (202) 5514
E-mail: josephpalys@

UNITED STi

BEFORE 11

Given the teachings of Beser, a person of ordinary skill in the art "would be
discouraged from following the path set out in the reference, or would be led in a
direction divergent from the path [in RFC 24011.” In re Gurley, 27 F.3d 551, 553
(Fed. Cir. 1994); (See, e.g., EX. 2016 at ¥ 40-48.). Beser does not merely disclose
two alternatives, one of which is the claimed alternative. Rather, Beser’s
disclosure ““criticize[s], discredit[s], or otherwise discourage[s]” the use of
encryption for communication over the Internet. n re Fulton, 391 F.3d 11935, 1201
(Fed. Cir. 2004). In fact, the entirety of the Beser disclosure is directed to
overcoming the problems of and providing a solution to the prior art use of

encryption to secure communications over the Internet, Opposition (810) at 32

Petitioner Apple Inc. — Ex. 1070
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Final Written Decision in IPR2014-00237

Trials@uspto.gov
571-272-7822

UNITED ST.

BEFORE T.

Before MICHAEL P,
STEPHEN C. SIU, A

EASTHOM. Admini:

35

Combining Beser and RFC 2401

Paper 41 ‘

“Increase(s] . . . security.” Id. at 3:7. Therefore, skilled artisans would have

recognized that Beser implies or suggests solving these security problems by

providing compatibility with known audio or video data encryption

techniques, thereby enhancing security. The record shows that artisans of

ordinary skill would have recognized that the combination of Beser and RFC

2401 at least suggests that encrypting audio or video likely would be

“productive,” and a skilled artisan “would [not] be led in a direction

divergent from (he path that was taken by the applicant.” See In re Gurley,

27 F.3d 551,553 (Fed. Cir. 1994).

Final Written Decision, IPR2014-00237 at 41; Reply (810) at 2-3

{ o
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Grounds Based on Beser and RFC 2401

Combining Beser and RFC 2401

)
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for certain data formats. For example, sireaming data flows,
such as multimedia or Vboice-over-lnternet-Protocol
(“VoIP”), may require a great deal of computing power to
encrypt or decrypt the [P packets on the fly. The increased
strain on computer power may result in jitter, delay, or the
loss of some packets. The expense of added computer power
might also dampen the customer’s desire to invest in VolP

equipment.

Beser (Ex. 1007) at 1:60-67; Pet. (810) at 24; Reply (810) at 6

public network, such as the Imbermet, throngh 2 trusted-third-
party without revealing the private addresses. The method
provides for hiding the identity of the originating and
terminating ends of the tunncling association from the other
users of the public network, Hiding the identities may
prevent interception of media flow between the ends of the
tunneling association or cavesdropping on Voice-over-
Tnternet-Pratocol calls, The method increases the security of
communication on the data network withoul imposing a

computativnal burden on (he devices in the data network.

41 Claims, 17 Drawing Sheets
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Grounds Based on Beser and RFC 2401

Combining Beser and RFC 2401

1 Another method for tunneling is network address trans-
MMM Jation (see ¢.g., “The IP Network Address Translator”, by P.

uy United States Patent (10 Patent No.:

Feer o S Srisuresh and K. Egevang, Internet Engineering Task Force
w0 oo e o (CLETE ), Internet Draft <draft-rfced-info-srisuresh-05.txt>,

PRIVATE NETWORK ADDRESSES FOR
INITIATING TUNNELING ASSOCIATIONS

mesran o et February 1998). However, this type of address translation is
D M e = also computationally expensive, causes security problems
by preventing certain types of encryption from being used,

or breaks a number of existing applications in a network that
cannot provide network address translation (e.g., File Trans-
fer Protocol (“HIP)). What is more, network address trans-
lation interferes with the end-to-end routing principal of the
Internet that recommends that packets flow end-to-end

between network devices without changing the contents of
any packet along a transmission route (see e.g., “Routing in
the Internet,” by C. Huitema, Prentice Hall, 1995, ISBN
0-131-321-927). Once again, due io compuier power
limitations, this form of tunneling may be inappropriate for
the transmission of multimedia or VolP packets.

Beser (Ex. 1007) at 2:18-35; Pet. (810) at 29; Reply (810) at 4

(73)  Assignee: 3Com Corp
(US)

{*) Natice: Subject 1o any discluimer, the term of this
patent is extended or sdjusted under 35
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(21)  Appl. No.: 09384,120
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IPR2015-00810, -812

Ground 1: Beser and RFC 2401

1. Beser and RFC 2401 Issues (810 & 812)

A. Combining Beser and RFC 2401 would have been obvious
to one of ordinary skill in the art (810 claims 1, 21) (812
claims 1, 14)

B. Beser and RFC 2401 teach “arequest to look up an
Internet Protocol (IP) address corresponding to a
domain name associated with the target device” (810
claims 1, 21) (812 claims 1, 14)

C. Beser and RFC 2401 teach “intercepting from the client
device [the] request to look up an Internet Protocol (IP)
address” (810 claims 1, 21) (812 claims 1, 14)

2. Beser and RFC 2401 Issues (812 only)

A. Beser and RFC 2401 teach “Receiv[ing]. . . An Indication, a
Network Address, and Provisioning Information” (claims 1,
14)

Petitioner Apple Inc. — Ex. 1070 14



705 Patent, Claim 1

1. A method of transparently creating an encrypted com-
munications channel between a client device and a target
device, each device being configured to allow secure data
communications between the client device and the target
device over the encrypted communications channel once the

UISONERAERTOSHL

oz United States Patent am Patent No:  US 8,86
Larson el al. (1%} Dale of Patent: *Oe
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et e, o ol (1) intercepting from the client device a request to look up

an Internet Protocol (IP) address corresponding to a
| domain name associated with the target device;
(2) determining whether the request to look up the IP
: address transmitted in step (1) corresponds to a device
that accepts an encrypted channel connection with the

(73] Assigness VirnelX, Inc., #ephyr Cove, NV (115}
() Melices  Su
i
LIS 154() by O by

“This patent s subject o o terminal dis- W
claimer.

(21) Appl No: 13615557
(22) Filed  Sep. 13,2012

(65) Prior Publication Data
LIS TR 224 A1 Mar. 14, 20713 (L] ABSTRACT

1at the request

(1) intercepling from the client device a request to look up
an Internet Protocol (IP) address corresponding to a
domain name associated with the target device;

responds to a
ications chan-
wviding provi-
he creation of

'tween the cli-

. ent device and the target device suchthat the encrypted

communications channel supports secure data commu-

nications transmitted between the two devices, the client

device being a device at which a user accesses the
encrypted communications channel.

"7NE Datant (Ey 10N1) at f‘lninr] 1
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Grounds Based on Beser and RFC 2401

Combining Beser and RFC 2401
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&7 ABSTRACT

A method for initiating 2 wopeling association in a data
network. The method includes negotiating private addresses,
such as private Internet Protocol addresses, for the ends of
e tunneling Tation. The negotiation is p Ry
public network, such as the Intermet, through a trusted-third-
party without revealing the private addresses. The method
provides for hiding the identity of the originating and
terminating ends of the tunncling association from the other
users of the public network, Hiding the identities may
prevent interception of media flow between the ends of the
tunneling association or cavesdropping on Voice-over-
Tnternet-Pratocol calls, The method increases the security of
communication on the data network withoul imposing a
computational burden on the devices in the daia nerwork,

41 Claims, 17 Drawing Sheets
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FIG. 4
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Beser (Ex. 1007) at Fig. 4; Pet. (810) at 43
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Beser and RFC 2401

“arequest to look up an Internet Protocol (IP) address”

UNITED STATES PATENT AND TRADEMAR

BEFORE THE PATENT TRIAL AND APPEAI

APPLE INC.
Petitioner,

V.

VIRNETX. INC. AND SCIENCE APPLICATION IN'
CORPORATION,
Patent Owner.

Patent No. 8,868,705
Issued: October 21, 2014
Filed: September 13, 2012
Inventors: Victor Larson. ef al.
Title: AGILE NETWORK PROTOCOL FOR. SECURE
USING SECURE DOMAIN NAMES

Inter Partes Review No. IPR2015-0081

Petition for Inter Partes Review of
U.S. Patent No. 8,868,705

Beser also explains that, in response to the request. the frusted-third-

party network device will look up and return o the {irst network device a public [P

address for the second neiwork device and a private IP address for the terminating

device (“a request fo look up an Internef Protocol (IF) address corresponding fo a

domain name associated with the targef deviee™), Ex. 1007 at 11:26-36, 12:28-32,
14:19-27, 17:42-49; Ex. 1005 at 99 310, 339. Therefore, Beser shows a system and

method that perform the first step specified in ¢laims 1 and 21,
Pet. at 34

r

Y 1171

316. When the trusted-third-party network device receives a request to
initiate a tunneling association, it uses the unique identifier in the request to logk-
up the corresponding [P address in its database of registered unigue identifiers. Ex.
1007 (Beser) at 11:26-36, 11:45-55, To initiate the secure IP tunnel, the trusted-
third-party network device will look-up the IP address of the corresponding second

network device, Ex. 1007 (Beser) at 9:6-8, 11:26-36,

Ex. 1005 at § 310; Pet. (810) at 33
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Patent Owner Assertion

“arequest to look up an Internet Protocol (IP) address”

Filed on behalf of: Virn
By:
Joseph E. Palys
Paul Hastings LLP
875 15th Street NW
Washington, DC 2000!
Telephone: (202) 551-
Facsimile: (202) 5514
E-mail: josephpalys@

UNITED STi

BEFORE 11

But Beser simply states that the database
entry in the trusted-third-party network device 30 may include a public IP 58
address for the terminating telephony device 26. (Ex. 1007 at 11:50-55.) Beser
never suggests that this data structure is looked up when the tunnel request is
received by device 30, let alone that the public address of telephony device 26 is
specifically looked up. Beser only teaches that when a trusted-third-party network
device 30 is informed of a request to initiate a tunnel, it associates a public 1P
address of a second network device 16 with the unique identifier of terminating

telephony device 26. (Ex. 1007 at 11:26-32; Ex. 2016 at Y 34.)

Opposition (810) at 23

Petitioner Apple Inc. — Ex. 1070
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second network device.” (Pet. at 34.) But Beser simply states that the database
entry in the trusted-third-party network device 30 may include a public IP 58
address for the terminating telephony device 26. (Ex. 1007 at 11:50-55.) Beser
never suggests that this data structure is looked up when the tunnel request is
received by device 30, let alone that the public address of telephony device 26 is
specifically looked up. Beser only teaches that when a trusted-third-party network
device 30 is informed of a request to initiate a tunnel, it associates a public 1P
address of a second network device 16 with the unique identifier of terminating

telephony device 26. (Ex. 1007 at 11:26-32; Ex. 2016 at Y 34.)

Opposition (810) at 23

Petitioner Apple Inc. — Ex. 1070
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Grounds Based on Beser and RFC 2401

“arequest to look up an Internet Protocol (IP) address”

oy United States Patent

US006496867TB1

(1) Patent No.: US 6,496,867 B1

Beser et al. (45) Date of Patent: Dec. 17, 2002
(54) SYSTEM AND METHOD TO NEGOTIATE BARLEAS B2 T 42002 Fhang et al.
PRIVATE NETWORK ADDRESSES FOR 6A0TEE BL 62002 Chush ot al.
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(75)  loventors: Nurettin B. Beser, Evanston, IL (US); 1U88, pp. 28-33.4
Michael Borella, Naperville, 11 (US) “Iniernet Engineering Task Force”, Request for Commenis
741, Internet Protocol, Sep. 1981, pp. 1 1o 45.
(73)  Assignee: 3Com Corporation, Santa Clara, CA “Intemnet Engineering Task Foree™, Request for Comments
(US) 1853, TP in IP Tunneling, Oct. 1995, pp. 1 1o &
. . o . “Internet Engineering Task Force”, Request for Cemments
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71993 Wacon et al, party without revealing the private addresses. The methad
1996 Gelb provides for hiding the identity of the originating and
61997 Fox et al, terminating ends of the tunncling association from the other
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172000 Fijolek et al. .. T0218
370/349
T13/201
T 217

© 52001 Preston e al. .
© 620001 Zhang et a
42002 Rai el al. .

users of the public network, Hiding the identities may
prevent interception of media flow between the ends of the
tunneling association or cavesdropping on Voice-over-
Tnternet-Pratocol calls, The method increases the security of
communication on the data network withoul imposing a
computational burden on the devices in the daia nerwork,

41 Claims, 17 Drawing Sheets

Petitioner Apple Inc. - Exhibit 1007, p. 1

A public IP 38 address for a second nelwork device 16 1s
associated wiith the unique identifier for the terminaling
telephony device 26 at Siep 116. The second network device
16 is associated with the terminating telephony device 26.
This association of the public 1P 58 address for the second
network device 16 with the unique identifier is made on the
trusted-third-party network device 30. In one exemplary
preferred embodiment, the trusted-third-party network
device 34 is a back-end service, a domain name server, or the
owner/manager of database or directory services and may be
distributed over several physical locations. [0 another cxem-

% % %k

For example, the trusted-third-party network device 30
may be a dircctory service, owned and operated by a
telephone company, that retaions a list of E.164 numbers of
its subseribers. Associated with a E£.164 number in the
directory databasc is the [P 58 address of a particular second
network device 16. The database entey may also include a
public 1P 58 addresses for the terminaiing ielephony device
26. Many data structures that are known 1o those skilled in
the art are possible for the association of the unique iden-
tifiers and IP 58 addresses for the second network devices
16. However, it should be understood that the present
invention is not restricled 1o E. 164 telephone numbers and
directory services and many more unique identifiers and
trusted-third-party network devices are possible.

Beser (Ex. 1007) at 11:23-58; Pet. (810) at 33

Petitioner Apple Inc. — Ex. 1070
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Grounds Based on Beser and RFC 2401

“arequest to look up an Internet Protocol (IP) address”

ASSOCIATE A PUBLIC IP ADDRESS FOR A

SECOND NETWORK DEVICE ON THE [~
TRUSTED-THIRD-PARTY NETWORK 116
DEVICE

Beser (Ex. 1007) at Fig. 5; Reply (810) at 10

FIG. 6

130

/

A public IP 38 address for a second nelwork device 16 1s
associated wiith the unique identifier for the terminaling
telephony device 26 at Siep 116. The second network device
16 is associated with the terminating telephony device 26.
This association of the public 1P 58 address for the second
network device 16 with the unique identifier is made on the

ORIGINATING Tmﬁw TERMINATING trusted-third-party network device 30. In one exemplary
TELEPHONY NETWORK TELEPHONY preferred embodiment, the trusted-third-party network
DEVICE DEVICE DEVICE device 30 is a back-end service, a domain name server, or the
24 30 2 owner/manager of database or directory services and may bc
distributed over several physical locations. -
FIRST SECOND
NETWORK NETWORK *owox
DEVICE DEVICE
14 16 For example, the trusted-third-party network device 30
may be a dircctory service, owned and operated by a
telephone company, that retaions a list of E.164 numbers of
| REQUEST its subsecribers. Associated with a E.164 number in the
112 dircctory databasc is the [P 58 address of a particular second

network device 16. The database entey may also include a
public 1P 58 addresses for the terminaiing ielephony device

b 116 26. Many data structures that are known 1o those skilled in
s the art are possible for the association of the unique iden-
ASSOCIATE tifiers and IP 58 addresses for the second network devices

LN

16. However, it should be understood that the present
invention is not restricled 1o E. 164 telephone numbers and
directory services and many more unique identifiers and
trusted-third-party network devices are possible.

A — I
| /‘NEGOTIATE> NEGOTIATE> |
I

Beser (Ex. 1007) at 11:23-58; Pet. (810) at 33

B Ex. 1007) at Fig. 6; Pet. (810) at 17-19, 34 "
eser (Ex ) at Fig ot (810) a Petitioner Apple Inc. — Ex. 1070 21




Beser and RFC 2401

“arequest to look up an Internet Protocol (IP) address”

TUNITED STATES PATENT AND TRADEMAR

BEFORE THE PATENT TRIAL AND APPEAI

APPLE INC.
Petitioner,

V.

VIRNETX. INC. AND SCIENCE APPLICATION IN'
CORPORATION,
Patent Owner.

Patent No. 8,868,705
Issued: October 21, 2014
Filed: September 13, 2012
Inventors: Victor Larson. ef al.
Title: AGILE NETWORK PROTOCOL FOR. SECURE &
USING SECURE DOMAIN NAMES

310. When the trusted-third-party network device receives a request to
initiate a tunneling association, it uses the unique identifier in the request to look-
up the corresponding IP address in its database of registered unique identifiers, Ex.
1007 (Beser) at 11:26-36, 11:45-55, To initiate the secure [P tunnel, the trusted-
third-party network device will look-up the IP address of the corresponding second

network device, Ex. 1007 (Beser) at 9:6-8, 11:26-36.

Ex. 1005 at 1 310; Pet. (810) at 34

Inter Partes Review No. [IPR2015-00810

Petition for Inrer Partes Review of
U.S. Patent No. 8,868,705

Petitioner Apple Inc. — Ex. 1070 22



705 Patent, Claim 1

1. A method of transparently creating an encrypted com-

© munications channel between a client device and a target
(WUNIWm A mnm ~ device, each device being configured to allow secure data
LISONRRARTOSH2 - L £ . L - . - L3 I - t

(1) intercepting from the client device a request to look up |
*an Internet Protocol (IP) address corresponding to a
domain name associated with the target device; t

'705 Patent (Ex. 1001) at Claim 1

oty . =S L= s

address transmitted in step (1) corresponds to a device

that accepts an encrypted channel connection with the
client device: and

. Thereafter, DNS proxy 2610 returns |

- to user computer 2601 the resolved address passed to it by the

- gatekeeper (this address could be different from the actual
target computer) 2604, preferably using a secure administra-
tive VPN. The address that is returned need not be the actual l
address of the destination compulter. ;

'705 Patent (Ex. 1001) at 40:18-19 *

SESESES LA A

- s,

Petitioner Apple Inc. — Ex. 1070 23
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“arequest to look up an Internet Protocol (IP) address”
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By:
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Washington, DC 2000!
Telephone: (202) 551-
Facsimile: (202) 5514
E-mail: josephpalys@
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Case No. IPR2015-00810

Paper No.

For example, the Petition alleges that the trusted-third-party network device
in Beser will “look up and return to the first network device™ a “private 1P address
for the terminating device.” (Pet. at 34.) This is incorrect. The first and second
network devices, not the trusted-third-party network device, “negotiate” private 1P
addresses, including the private IP address for the terminating device. (Ex. 1007 at

Opposition at 22

Case IPR2015-00810
Patent 8.868.705

Patent Owner’s Response

Petitioner Apple Inc. — Ex. 1070
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Grounds Based on Beser and RFC 2401

“arequest to look up an Internet Protocol (IP) address”

In one exemplary preferred embodiment, the negotiation is
carried out through the trusted-third-party network device,

Beser (Ex. 1007) at 9:29-30; Pet. 20, 35-36

US0064968

(10) Patent No.:
(45) Date of Patent:

oy United States Patent

Beser et al.

o ST AND MLTHOD 10 RGOS+ i s [
PRIVATE NETWORK ADDRESSES FOR
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NETWORKS
. . . 130
(75)  Inventors: Nurettin B, Beser, Evanston, [L (US); .
Michael Borella, Naperville, 11 (US)
(73)  Assignee: 3Com Corporation, Santa Clara, CA /
(US)
{*) Natice: Subject 1o any discluimer, the term of this
patent is extended or adjusted under 35
US.C154b) by 0 days TRUSTED'
Oy by dars ORIGINATING THIRD-PARTY TERMINATING
(21) Appl No: 09384120 TELEPHONY N RK TELEPHONY
02 B Aug.27, 1309 DEVICE Sl DEVICE
(51) Int. CL7 GOGF 15/16; GOoF 15/173 m- E
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(58) Field of e T00/220, 222,
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5867660 A 21999 Schmidi et al
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Beser (Ex. 1007) at Fig. 6; Pet. (810) at 17-18
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Final Written Decision in IPR2014-00237

“arequest to look up an Internet Protocol (IP) address”

Trials@uspto.gov
571-272-7822

UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRL

APPLE
Petitic

A\

VIRNET.
Patent T

Case IPR20
Patent 8,50

Before MICHAEL P. TIERNEY. KAR.
STEPHEN C. SIU. Administrative Pate

EASTHOM. Administrative Patent Jur,

FINAL WRITTE
35 US.C. §318(a) an

Paper 41
Date: May 11. 2015

Patent Owner’s characterization of Beser reveals that there 1s no

I S, o e I b T S s D A
‘a-nariyv aevice 30U miorimed ol ine

entity [26] at another entity [14 or 30]” and satisfying the “intercepting a
request” element of claim 1 (and a similar element in ¢laim 16). As
explained above and further below, Beser’s tunneling request, which
includes a domain name, is a request for a look up of an IP address. As also

Final Written Decision, IPR2014-00237 at 24; Reply (810) at 8

Petitioner Apple Inc. — Ex. 1070 26



IPR2015-00810, -812

Ground 1: Beser and RFC 2401

1. Beser and RFC 2401 Issues (810 & 812)

A. Combining Beser and RFC 2401 would have been obvious
to one of ordinary skill in the art (810 claims 1, 21) (812
claims 1, 14)

B. Beser and RFC 2401 teach “a request to look up an
Internet Protocol (IP) address corresponding to a domain
name associated with the target device” (810 claims 1, 21)
(812 claims 1, 14)

C. Beser and RFC 2401 teach “intercepting from the client
device [the] request to look up an Internet Protocol (IP)
address” (810 claims 1, 21) (812 claims 1, 14)

2. Beser and RFC 2401 Issues (812 only)

A. Beser and RFC 2401 teach “Receiv[ing]. . . An Indication, a
Network Address, and Provisioning Information” (claims 1,
14)

Petitioner Apple Inc. — Ex. 1070 27



705 Patent, Claim 1

“intercepting ... [the] request to look up an Internet Protocol (IP) address”

1. A method of transparently creating an encrypted com-
munications channel between a client device and a target
(WUNIWm A mnm ~ device, each device being configured to allow secure data

communications between the client device and the target

o United States Patent 1) Patent No.: 5 - . .
La‘::meel al. afes Faten :15} :):T; :I’T"ulenl: s 8"’:;? de‘f]ce Uver th.e‘ mcr}rptai c(}mmumcaﬁmls Chalm31 Once ﬂle
(4) i\;i,l‘:'.:’i‘\l-'.'l“ukk |'mml(.‘(;::.(!-:(lj':r;;—m:(:tm: (36) . Imﬁ-m..m(fiu-u . enclyp‘ted communicaﬁons chm] is cmated, the. methm

IIIII

2, :I, : Jl'j;'i Royper or al cﬂmpri$ing:

o Rinwesr
(Contined)

e (1) intercepting from the client device a request to look up
W an Internet Protocol (IP) address corresponding to a
domain name associated with the target device;
(2) determining whether the request to look up the IP
address transmitted in step (1) corresponds to a device
that accepts an encrypted channel connection with the

“This patent s subject o o terminal dis- Warking ¢
claimer.

(21) Appl No: 13615557
(22) Filed  Sep. 13,2012

(65) Prior Publication Data
LIS RN 224 A1 Mar. 14, 2013

1at the request

(1) intercepling from the client device a request to look up responds 10 a
an Internet Protocol (IP) address corresponding to a ications chan-

wviding provi-

domain name associated with the target device; 1e creation of
'tween the cli-
. ent device and the target device suchthat the encrypted

communications channel supports secure data commu-
nications transmitted between the two devices, the client
device being a device at which a user accesses the
encrypted communications channel.

"7NE Datant (Ey 10N1) at f‘lninr] 1
{US MALCTHIL (EX. auUa) Qu widin

f

Petitioner Apple Inc. — Ex. 1070 28
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BEFORE THE PATENT TRIAL AND APPEAL BOARD

APPLE INC.
Petitioner,
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Patent No. 8,868,705
Issued: October 21, 2014
Filed: September 13, 2012
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Title: AGILE NETWORK PROTOCOL FOR. SECURE COMMUNL
USING SECURE DOMAIN NAMES

Inter Partes Review No. [IPR2015-00810

Petition for Inrer Partes Review of
U.S. Patent No. 8,868,705

“Intercepting ... [the] request to look up an Internet Protocol (IP) address”

. Beser shows the first step for mitiating an IP tunnel 1s for an originating
end device (“client device™) to send a request to initiate a tunneling association
with a terminating end device (“targer device™). Ex. 1007 at 7:64-8:1, 9:64-10:41:
Ex. 1005 at§ 316. The request will be received not by the terminating end device,
but by a first network device, which evaluates all of the data packets it receives
(i.e., the request Is “intercepted”™ by the first network device). Ex. 1007 at 8:21-47;
Ex. 1005 at 49 299-300, 317, 322, If the first network device determines that a
data packet contains a request to initiate an IP tunmnel (e.g., due to the presence in it
of a distinctive sequence of bits in the datagram), it will forward the packet to the
trusted-third-party network device for special processing. Ex. 1007 at 8:21-47;
Ex. 1005 at § 322, Otherwise, it processes the packet normally, such as by sending
it to a conventional DNS server. Ex. 1007 at 4:7-42, 8:39-44; Ex. 1005 at Y 300.

After the trusted-third-party network device receives (“infercepts”™) the
request containing the domain name (the vnique identitier). it looks up the IP

address associated with the domain name. Ex. 1007 at 4:8-11, 8:4-7, 10:38-41,
Pet. at 32-33

Petitioner Apple Inc. — Ex. 1070 29



Grounds Based on Beser and RFC 2401

“Intercepting ... [the] request to look up an Internet Protocol (IP) address”

US006496867R1

a» United States Patent (o) Patent No.:  US 6,496,867 B1
Beser et al. (45) Date of Patent: Dec. 17, 2002

(54) SYSTEM AND METHOD TO NEGOTIATY £ ILLLAE ST 2 AINAID b
PRIVATE NETWORK ADDRESSES FOI
INITIATING TUNNELING ASSOCIATIC
THROUGH PRIVATE ANINOR PUBLIC
NETWORKS

(75) Inventors: Nurettin B, Beser, Evanston, [L
Michael rville

For example, the indicator may be a distinctive

e SEQUence of bits at the beginning of a datagram that has been
amnens — massed up from the network and transport layers. By meth-
Jiies ™ 2 ods known to those skilled in the art, the distinctive
sequence of bits indicates to the tunneling application that it
should examine the request message for its content and not
1gnore the datagram.

(73} Assignee: 3Com Caol

Beser (Ex. 1007) at 8:38-43; Pet. (810) at 18

Petitioner Apple Inc. - Exhibit 1007, p. 1

Petitioner Apple Inc. — Ex. 1070
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Patent Owner Assertion

“arequest to look up an Internet Protocol (IP) address”

In Beser. when an originating end device wants to communicate with a
fnm.ﬂnhﬂn A Adaxrian annda a fnnal snitiatinn racanat in tha Heot natxrarl-
ALLLLLEG ].% LAdINE W?l% J.l.- LIS 8 LLIL 4 LLLLLLIGILIASLL ISOL 18 LA LIDSL LIGLSYVULLN

device. (Ex. 1007 at 7:65-67; Ex. 2016 at § 37.) Tunneling requests in Beser

gi}'jd on behalf of: VimetX Inc. always go to, and are always intended to go to, the first network device. (Ex. 2016
Joseph E. Palys Naveen Mot
Paul Hastings LLP Paul Hasting . . . . : .
875 15th Street NW sisismsu at §37.) Beser does not disclose a single scenario in which a tunneling request is
Washington. DC 20005 Washington
Telephone: (202) 551-1996 Telephone: . N . . .. . )
Facsimile: (202) 551-0496 Facsimile: ( ordinarily received by another entity, but is insread received by the first network
E-mail: josephpalys@paulhastings.com E-mail: nav
d.__.. FFI%
UNITED STATES PATENT AND TRADE} aevice, L)
Opposition (810) at 25
BEFORE THE PATENT TRIAL AND APt -
APPLEINC. 88" (Ex. 1007 at 11:15-20,) Thus, the packet received by trusted-third-party
" network device 30 is “intended for” and “ordinarily received by” trusted-third-
VIRNETX INC.

Patent Owner

party network device 30 since the destination address of the packet contains the

Case IPR2015-00810
Patent 8,868,705 address of the trusted-third-party network device 30. Just as with the first network

Patent Owner’s Response

device, Beser does not disclose a single scenario in which a tunneling request is
ordinarily received by another entity, but is instead received by the trusted-third-

party network device. (Ex. 2016 at ¥y 38.)
Opposition (810) at 22

Petitioner Apple Inc. — Ex. 1070 31



Patent Owner Admission

Dr. Monrose: tunneling requests are not addressed to the trusted device

Thus, one of skill would have

understood that the packet received by trusted-third-party network device 30 is

10

11

1z
13
14
15
1l
17
18
18
20
21
22
23
24
25

“intended for” and “ordinarily received by trusted-third-party network device 30

UNITED STATE

R TET since the destination address of the packet contains the address of the trusted-third-

party network device 30. Just as with the first network device, Beser does not

disclose a single scenario m which a tunneling request is ordinarily received by

VIRNET
INTE

another entity, but is insfead received by the (rusted-third-party network device,
Ex. 2016 at { 38; Opposition (810) at 26

Case No. IPR2D
Cas=e No. IPRZO]F_F\I"\Q1‘I (Mat+t~n+s 8 Q0 TNAC DY T T
Case No. IPR201!

Q.... You agree that the originating device

DEPOSITION

= does not address the tunneling request to the

Thurt

third-party network device, correct?

A, Correct.

Reported by: Joh?

Job No. 103293 Ex. 1066 at 101:11-14

Petitioner Apple Inc. - Ex 1066, p. 1
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705 Patent

“intercepting ... [the] request to look up an Internet Protocol (IP) address”

(17)

i34y

United States Patent

Larson el al.

AALE NETWORK PROTOCOL FOR SECURE
COMMUNHCATIONS USING SECURE
DOMAIN NAMES

0 term ol this
pettent s cxlomdal or sljedcl mwler 35
LIS 1d(h) by 0 days.
“Thi= patent is subject 1o o erminal dis-

elaimer.
Appl No: 13615557
Filed: Sep. 13,2012

Prior Publication Data
LIS DTN 224 A1 Mar. 14, 2003

Reluted U5, Applicatiun Thats

31 Contination of application No. 13/040.552. filed on
imualien of spplicali

oy I'a
(15} Da

(36)

........

According to one embodiment, DNS proxy 2610 intercepis
all DNS lookup functions from client 2605 and determines
whether access to a secure site has heen requested.

'705 Patent (Ex. 1001) at 40:1-3

Mar. 16, 2011, which is a
(Canknesd)

(51) Ini €1

(4]

etk 157173
Hadi. 2912

(20HM01)
(Ll

(Comtinued)

U.S.CL

[ R TIOLT. 67704 (2013.01 ). TOLT, 6174501

(2013.01 ), HOSL 20402206 (2013.01);

(Continued)

1 Ficld of Classificativn Scarch

USPC .. PON222-22T
Scc application file for complete scarch history.

o

W

4
o

-
L]

Y

1

Gy T
Based on my review of the specification, the most
germane discussion in the patent of this concept relates to a DNS proxy that
“mtercepts™ all DNS lookup functions in order fo determine whether access to a
secure site has been requested. Ex. 1001 (705 patent) at 40:1-7, Figs. 26 & 27.
The specification explains that while the DNS server (2609) ordinarily would
receive and resolve domain name requests, DNS requests are instead routed to the
DNS proxy. Ex. 1001 (705 patent) at 40:1-3. The patents indicate the DNS proxy
and DNS server can, in one configuration, be deployed on separate computers. Ex.
1001 (705 patent) at 40:38-42. It is therefore my opinion that the *705 patent uses
the term “intercept™ to mean receipt of a message by a DNS proxy server instead of

the intended destination (the DNS server).
Ex. 1005 at | 68; Pet. (810) at 10

Petitioner Apple Inc. — Ex. 1070
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Patent Owner Admission

Dr. Monrose: has no opinion about what “intercepting” requires

FABIAN MONROSE, PrD.
Page 1
1 UNITED STATES PATENT AND TRADEMARE OFFICE
2
3 BEFOEE THE PZX
: Q. Tt can't perform intercepting under
5
s what vyvou claim his understanding is. But you do
7
a VIRNETZ .
nronof have an understanding of what the term
g
10 requires, correct?
Case No. IPR201
11 Case No. IPRZ01 . '
case No. 1PR201 MR. ZEILBERGER: Objection; form.
12
13
14 THE WITNESS: I made no opinion of
15 DEPOSITION
1& W L}
1 Thu what the term reqguires.
. Ex. 1066 at 132:7-13; Reply (810) at 14
20
21
22
23
24 Reported by: John L. Harmonson, RPR
25 Job No. 103298
Apple v. VimnetX, IPR2015-00810
Petitioner Apple Inc. - Ex 1066, p. 1
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Final Written Decision in IPR2014-00237

“intercepting ... [the] request to look up an Internet Protocol (IP) address”

Trials@uspto.gov Paper 41
571-272-7822 Date: May 11. 2015

UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRL

. Patent Owner’s characterization of Beser reveals that there is no
Petitic

- dispute that Beser’s trusted-third-party device 30 is “informed of the

VIRNET:

ree¢  TEQUES” from device 14; thereby “receiving a request pertaining to a first

cscpr20 eqfity [26] at another entity [14 or 30]” and satisfving the “intercepting a

Patent 8,50

request” element of claim 1 (and a similar element in ¢laim 16). As

Before MICHAEL P. TIERNEY. KAR.
STEPHEN C. SIU. Administrative Pate

explained above and further below, Beser’s tunneling request, which

EASTHOM. Administrative Patent Jur,

includes a domain name, is a request for a look up of an IP address. As also

FINAL WRITTE
35 US.C. §318(a) an

Final Written Decision, IPR2014-00237 at 24; Reply (810) at 8

Petitioner Apple Inc. — Ex. 1070 35



IPR2015-00810, -812

1. Beser and RFC 2401 Issues (810 & 812)

A. Combining Beser and RFC 2401 would have been obvious
to one of ordinary skill in the art (810 claims 1, 21) (812
claims 1, 14)

B. Beser and RFC 2401 teach “a request to look up an
Internet Protocol (IP) address corresponding to a domain
name associated with the target device” (810 claims 1, 21)
(812 claims 1, 14)

C. Beser and RFC 2401 teach “intercepting from the client
device [the] request to look up an Internet Protocol (IP)
address” (810 claims 1, 21) (812 claims 1, 14)

2. Beser and RFC 2401 Issues (812 only)

A. Beser and RFC 2401 teach “Receiv[ing]. .
Indication, a Network Address, and Prowsmnmg
Information” (claims 1, 14)

Petitioner Apple Inc. — Ex. 1070 36



'009 Patent, Claim 1

“receive” an “indication” and the “network address”

1. A network device, comprising:
a storage device storing an application program for a secure

(T O O communications service; and
LISONRRGRTOSH2 ’ - .
at least one processor configured to execute the application
c» United States Patent 0 ratene o e Y program for the secure communications service so as to
oo —— enable the network device to:

send a domain name service (DNS) request to look up a

petwoik address of a second network device based on an

identifier associated with the second network device;
receive, following interception of the DNS request and a
1 = determination that the sccond network device is avail-
R I able for the secure communications service: (1) an indi-

(22) Filed: Sep. 3. 2012 (1) Atrornes: Tgen, or Firm

oo Patcton e i cation that the second network device is available for the

recetve, following interception of the DNS request and a
determination that the second network device 1s avail-
able for the secure communications service: (1) an indi-
cation that the second network device is available for the
secure communications service, (2) the requested net-
work address of the second network device, and (3)
provisioning information for an encrypted communica-
tion link;

'009 Patent (Ex. 1001) at Claim 1

Petitioner Apple Inc. — Ex. 1070 37



Patent Owner Assertion

Beser does not show both “an indication” and a “network address”

Filed on behalf of: VirnetX Inc.
By:
Joseph E. Palys
Paul Hastings LLP
875 15th Street NW
Washington. DC 20005
Telephone: (202) 551-1996
Facsimile: (202) 551-0496
E-mail: josephpalys@paulhastings.con

UNITED STATES PATENT

BEFORE THE PATENT TR

APPL
Petil

VIRNE

the second network device,” arguing that “[t]he private IP address of the

terminating end device is ‘the requested network address of the second network

device.”” (Pet at 42 (emphasis added).) In other words, Petitioner relies on receipt
of “the private IP address of the terminating end device™ to address both claim

elements. Settled case law reveals the error in Petitioner’s analysis.

Response (812) at 40-41

Pater’

Case IPR2015-00810
Patent 8.868.705

Patent Owner’s Response

Petitioner Apple Inc. — Ex. 1070

38



Grounds Based on Beser and RFC 2401

Beser teaches “an indication” and a “network address”

. ~
a2 United States Patent (o P
Beser et al. 45) 1y
(54) SYSTEM AND METHOD TO NEGOTIATE 63814
PRIVATE NETWORK ADDRESSES FOR 6,400

INITIATING TUNNELING ASSOCIATIONS
THROUGH PRIVATE ANIVOR PUBLIC
NETWORKS

(75) Inveniars: Nurettin B, Beser, Evanston, IL (US);
Michael Bor -mc. 1

(73) Assignee: 3Com Corpe
(US)

(*) Natice:  Sul |JLL toa ;.lm imer, the term of this
extended or adjusied under 35 | 1 8

cn

vse 1‘4(0'5'0 days. “Internet B

1241, A Sl

(21)  Appl. No.: 09/384,120 1991, pp. |
(22) Filed

(51) Int.CL7 ... 5/ Primary F3

(52) US. ClL ... 2a5 (T4 Amor

(58) Field of Sea

(56)

- By
recetving both its own private [P address and the private address of the terminating
end device, the originating end device (“first nerwork device™) receives an

“indication” (i.e., something that shows the probable presence or existence or

. nature of). that an TP funnel 1s in operation and the termmating end device 1s able to

nnmm'l'lninnfn xr 19_ "‘LIQ TD 1—|1nnnl f“anf fIAn gg_/‘l__/}gﬁ/] Mf)h O }‘7 /Jn1 1nn 1(\ avar Inl‘\ln {‘At' f‘z/ln
S RSP Mg s ¥ T, 1TNNE .44 11 7241
Secire comniunicarions service ). X. 1Uuo at 7 1UL, o541,

Pet. (812) at 41

Petitione

r

The assignment of private network addresses to the ends
of the tunneling association may also include transmitting
the private network addresses to the network devices at the
ends of the tunneling association where the private network
addresses are stored on these end devices. For example, the
originating network device 24 may store the private network
addresses for the originating and ferminating ends of the
tunneling association on the originating network device 24.

Beser (Ex. 1007) at 21:48-54; Pet. (812) at 41; Reply (812) at 17
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IPR2015-00811

Grounds

1. Whether Claims 1-3, 6, 14, 16-25, 28, 31, and 34 are
obvious under 35 U.S.C. § 103 over Aventail (Ex. 1009)
and RFC 2401 (Ex. 1008)

2. Whether Claims 8-10, 12, 15, 30 and 32 are obvious under
35 U.S.C. § 103 over Aventail, RFC 2401 and RFC 2543
(Ex. 1013)

3. Whether Claims 4, 5, 7, 26, 27, and 29 are obvious under
35 U.S.C. § 103 over Aventail, RFC 2401 and Brand (Ex.
1012)

4. Whether Claims 11 and 13 are obvious under 35 U.S.C. §
103 over Aventall, RFC 2401, RFC 2543 and Brand

Petitioner Apple Inc. — Ex. 1070 40



Grounds Based on Aventail and RFC 2401

PRvds Cowtiel Cagtans L I L L)

sociks g iniesnal bicib oam

LLD VWhen the Aventail Connect LSP receives a connection request, it detenmines
Asentail whether or not the connection needsio be redirecied ito an Aventail Extrail et
VEM Senver —erver) and/or encrypied {in SSL). YWhen redirection and encryption are not nec-

essary, Aveniail Connect simply passes the connection request, and any subse-
sccistigu btk Coem quent iransmitted daia, io the TCPAF stack.  Aventail (Ex. 1009) at 10; Pet. at 19, 33
|[1;?E-?E-*|Ei“--ﬁd|

I 21002

Hoiter

29000

O, ST VIR

FiF
.-__---__ T_Ii_ _\--H_'_"\-
=‘——-——_*.___ Public Intemet
o DONG NMSMEL
BRI LR /./
) Aventail (Ex. 1009) at 72
Pet. at 17

BN KRS
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Grounds Based on Aventail and RFC 2401

L=l |

How DoES AVENTAIL CONNECT WORK?

The following three steps are identical to standard WinSock communications
steps described above; however, nested inside them are additional actions and

— P “w:y  options introduced by Aventail Connect.
e 1. The application does a DNS lookup to convert the hostname to an IP address.
sockeTig e el HCE o If the application already knows the |P address, this entire step is skipped.
(119 Otherwise, Aventail Connect does the following:
Aventail » If the hostname matches a local domain string or does not match a redi-
VPN Server rection rule, Aventail Connect passes the name resolution query
o through to the TCP/IP stack on the local workstation. The TCP/IP stack
(20T performs the lookup as if Aventail Connect were not running.
G «+ If the destination hostname matches a redirection rule domain name

(i.e., the host is part of a domain we are proxying traffic to) then Aventail
Connect creates a false DNS entry (HOSTENT) that it can recognize
during the connection request. Aventail Connect will forward the host-
name to the extranet (SOCKS) server in step 2 and the SOCKS server
performs the hostname resolution.

» |f the DNS proxy option is enabled and the domain cannot be loocked up
directly, Aventail Connect creates a fake DNS entry that it can recog-
nize later, and returns this to the calling application. The false entry tells
Aventail Connect that the DNS lookup must be proxied, and that it must
send the fully qualified hostname to the SOCKS server with the SOCKS

connection request. Aventail (Ex. 1009) at 11-12
Pet. at 31-32, passim

O, ST SR

=
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Grounds Based on Aventail and RFC 2401

2. The application requests a connection to the remote host. This causes the
underlying stack to begin the TCP handshake. When the handshake is com-
plete, the application is notified that the connection is established and that
data may now be transmitted and received. Aventail Connect does the follow-
ing:

a. Aventail Connect checks the connection requesi.
+ If the request contains a false DNS entry {from step 1), it will be
: Fds o B proxied. i i
skt el Hicks parm « |f the request contains a routable |P address, and the rules in the
LULRE ] configuration file say it must be proxied, Aventail Connect will call
WinSock fo begin the TCP handshake with the server designated
Aventall in the configuration file.
VPN Server + Ifthe request contains a real IP address and the configuration file
rule says that it does not need fo be proxied, the request will be
e A passed to WinSock and processing jumps to step 3 as if Aventail

{120 70 W06} Connect were not running.
p,u;mm no g

b. When the connection is completed, Aventail Connect begins the
SOCKS negefiation.
l - It sends the list of authentication methods enabled in the configu-

rE_“: |"_--:E|' 1-.I|I|‘;

ration file.

+  Once the server selects an authentication method, Aventail Con-
nect executes the specified authentication processing.

CRE, SLTH VAR » [t then sends the proxy request to the extranet (SOCKS) server.
This includes either the IP address provided by the applicaiion or
the DNS entry (hostname) provided in step 1.
c. When the SOCKS negoiiafion is completed, Aventail Connect notifies
— the application. From the application’s peint of view, the entire SOCKS
- negofiation, including the authentication negotiation, is merely the TCP
handshaking.

Aventail (Ex. 1009) at 11-12
E Pet. at 31-32, passim
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IPR2015-00811

1. Aventall and RFC 2401 Issues

A. Aventail and RFC 2401 teach “Determining
Whether the Request to Look Up the IP Address
[Intercepted] in Step (1) ... Corresponds to a
Device that Accepts an Encrypted Channel
Connection” (claims 1, 21)

B. Aventail and RFC 2401 teach “Encrypted
Communications Channel Between the Client Device
and the Target Device” (claims 1, 21)

C. Aventail and RFC 2401 teach “In Response to

Determining . . . Providing Provisioning Information”
(claims 1, 21)

Petitioner Apple Inc. — Ex. 1070 44



705 Patent, Claim 1

1. A method of transparently creating an encrypted com-
munications channel between a client device and a target
(WUNIWm A mnm ~ device, each device being configured to allow secure data

. communications between the client device and the target
i P e % device over the encrypted communications channel once the
o : encrypted communications channel is created, the method

comprising:

(1) intercepting from the client device a request to look up
an Internet Protocol (IP) address corresponding to a
domain name associated with the target device;

(2) determining whether the request to look up the IP
address transmitted in step (1) corresponds to a device
that accepts an encrypted channel connection with the

(1) intercepting from the client device a request to look up iat the request

: ds to
an Internet Protocol (IP) address corresponding t0 a i ,tons chon.
domain name associated with the target device; viding provi-

he creation of

(2) determining whether the request to look up the IP .ween thecli-
address transmitted in step (1) corresponds to a device theencrypted

data commu-

that accepts an encrypted channel connection with the ices, the client
client device; and accesses the

- et

"7NE Datant (Ey 10N1) at f‘lninf] 1
{US MALCTHIL (EX. auUa) Qu widin
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Grounds Based on Aventail and RFC 2401

“arequest to look up an Internet Protocol (IP) address”

Aventail discloses this element 1n two ways.

Pet. at 31
Reply at 7

[
Aventail discloses this element in two ways. First, Aventail shows that a

client computer running Aventail Connect will transparently intercept each
connection request made on the client, Ex. 1009 at 7-9, 72-73; Ex. 1005 9§ 171-
172, 209-216. For example, Aventail discloses that to connect to a “Remote Host”
(“rarger device™), an application on the client device “executes a Domain Name
System (DNS) lookup to convert the hostname into an Internet Protocol (IP)

address.” Ex. 1009 at 8; see also Ex. 1009 at 11; Pet. at 31

Tventor T Tarson erar . The first “intercept[ion]” in Aventail follows an application’s initial request

Title: AGILE NETWORK PROTOCOL FOR. SECURE COMML
USING SECURE DOMAIN NAMES

to connect (o a remofe host. Pet. at 31-32; Ex. 1009 at 9-11; Ex. 1005 at 9§ 209-20.

Inter Partes Review No. IPRI015.00811 Aventail explains the application on the client device executes “a DNS lookup to

Petition for Inter Partes Review of convert the hostname™ in the request into “an 1P address.” /d. This “domain name
U.S. Patent No. 8,868,705

conversion request” is “intercepted” by the Aventail Connect software on the client

device. Dec. at 15; Ex. 1005 at 91 219-220. Reply at 7

Petitioner Apple Inc. — Ex. 1070 46



Grounds Based on Aventail and RFC 2401

“arequest to look up an Internet Protocol (IP) address”

Yvhen the Aventall Connect LSF receives a conneclion request, it determines

— whether or not the cannection needsto be redirected (to an Aventail Extraki et
e SEFVEF anddor encrypted (in SSL). When redirection and encryption are not nec-
L essary, Aventail Connect simply passes the connection request, and any subse-

Aventall guent transmitted data, to the TCPAP stack. Aventail (Ex. 1009) at 10
VBN Server Pet. at 19, 33
socislge b ok oo
{120 T a0fhiGa)

|1'.‘3"E|f-33.'.‘

How DoEs AVENTAIL CONNECT WORK?

The following three steps are identical to standard WinSock communications
CRE, ShTE steps described above; however, nested inside them are additional actions and
options introduced by Aventail Connect.

1. The application does a DNS lookup to convert the hostname to an IP address.
If the application already knows the IP address, this entire step is skipped.

BN R WL

Aventail (Ex. 1009) at 11-12
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Grounds Based on Aventail and RFC 2401

“arequest to look up an Internet Protocol (IP) address”

\ o

Second, Aventail shows that the Aventail Connect client can be configured

to roufe all connection requests o the Aventail Extranet server for handling and
resolution. Ex. 1009 at 61; see ¢lso Ex. 1009 at 12. The server in this
configuration will receive the connection request containing either the 1P address
or the domain name of the destination computer—I{rom the client compuier

nmning Aventail Connect and recnlveg thege connection
running Aventail Connect, and resolves thes tion

Pet. at 32

Patent Owner.
Patent No. 8,868,705 (
Issued: October 21, 2014
Filed: September 13, 201 ) : : I ] P L
Hventors. Victor Larson, & Aventail also discloses a second “intercept|ion|,” as the Board found,

Title: AGILE NETWORK PROTOCOL FOR. SECT
USING SECURE DOMAIN N

through the technique of proxying that same “request” to the Aventail Extranet

Inter Partes Review No. IPR201  Server, which receives the request and resolves the hostname into an IP address.

Petition for Inter Partes Rev — Dec_ af 32; Pet at. 32; Ex. 1009 at 12, 61

U.5. Patent No. §,568,70
Reply at 7
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Grounds Based on Aventail and RFC 2401

“arequest to look up an Internet Protocol (IP) address”

=0
£ WA e p e

H ﬁ III H B H ==
If the DNS proxy option is enabled and the domain cannot be looked up
directly, Aventail Connect creates a fake DNS entry that it can recog-
- hize later, and returns this to the calling application. The false entry tells
=== Ayentail Connect that the DNS lookup must be proxied, and that it must
Avontal send the fully qualified hostname to the SOCKS server with the SOCKS

VEM Server connection request_ Aventail (Ex. 1009) at 11-12
Pet. at 31-32, passim

socis g biok. Coem
{120 70 D0G)

PRLlC e Cachoons s 120 10 100t

|1'.‘3"E|f-33.'.‘

It then sends the proxy request to the extranet (SOCKS) server.
= This includes either the IP address provided by the application or
the DNS entry (hostname) provided in step 1., ... ex 1000 ac 1112

Pet. at 31-32, passim
R e /
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Grounds Based on Aventail and RFC 2401

“arequest to look up an Internet Protocol (IP) address”

Paper No. 1

In erther configuration. Aventail meets the “nferception element of the
claims because either the client computer nmnning Aventail Connect or the Extranet
server receives and acts on the DINS requests — neither 1s the destination specified
in the connection request. See Ex. 1001 at 12 ("It then sends the proxy request to
the extranet (SOCKS) server. This includes either the IP address provided by the

application or the DNS entry (hostname) provided n step 1.7) Pet. at 33

Petition for Infer Partes Review of
1.5, Patent No. 5,868,705

Petitioner Apple Inc. — Ex. 1070 50



Institution Decision

“arequest to look up an Internet Protocol (IP) address”

Trals @usplo gov Petitioner also argues that Aventail Connect discloses step (1) of

claim 1, “intercept[ing] . . . a request to look up an [] I address

corresponding to a domain name associated with the target . . . .7 Pet. 31—

UNITED STA1

— 33. Petitioner cites Aventail Connect’s disclosure that a “client computer
runmng Aventail Connect will transparently mitercept each connection

request made on the client.” fd. at 31 (citing Ex. 1009, 7-9, 72-73; Ex. 1005
1 171-172, 209-216). Petitioner cites to Aventail Connect’s disclosure that
to connect to a “Remote Host,” 1.¢., the recited “farget device,” a Domain
Name System (DNS) lookup converts the hostname into an Internet Protocol

Before KARL D. EAS] (IP) address. Id. (citing Ex. 1009, 8, 11, 91-92; Ex. 1005 4 210). In

GREGG L. ANDERSOI

ANDERSON, Adminisi Decision (811) at 15

DECISION

Institution of fnter Partes Review
37C.F.R §$42.108

Petitioner Apple Inc. — Ex. 1070 51



Institution Decision

“arequest to look up an Internet Protocol (IP) address”

Trials(@uspto.gov Paper No. 8
571-272-7822 Entered: September 11,2015
UNITED STATE

addition and separate from the preceding. Petitioner cites to Aventail
T Connect’s disclosure that all connection requests to the Aventail Extranet
Server contain either the IP address or the domain name of the destination
computer. which are used for handling and resolution. Jd. ar 32 (citing Ex.

Decision (811) at 15-16

Before KARL D. EASTHOM, JENNIFER S. BISK, and
GREGG 1. ANDERSON, Administrative Patent Judges.

ANDERSON. Administrative Patent Judge.

DECISION

Institution of fnter Partes Review
37C.F.R §$42.108

Petitioner Apple Inc. — Ex. 1070 52



705 Patent, Claim 1

1. A method of transparently creating an encrypted com-
munications channel between a client device and a target
(WUNIWm A mnm ~ device, each device being configured to allow secure data

. communications between the client device and the target
i P e % device over the encrypted communications channel once the
o : encrypted communications channel is created, the method

comprising:

(1) intercepting from the client device a request to look up
an Internet Protocol (IP) address corresponding to a
domain name associated with the target device;

(2) determining whether the request to look up the IP
address transmitted in step (1) corresponds to a device
that accepts an encrypted channel connection with the

(1) intercepting from the client device a request to look up iat the request

: ds to
an Internet Protocol (IP) address corresponding t0 a i ,tons chon.
domain name associated with the target device; viding provi-

he creation of

(2) determining whether the request to look up the IP .ween thecii-
address transmitted in step (1) corresponds to a device theencrypted

data commu-

that accepts an encrypted channel connection with the ices, the client
client device; and accesses the

- et

"7NE Datant (Ey 10N1) at f‘lninf] 1
{US MALCTHIL (EX. auUa) Qu widin
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Grounds Based on Aventail

“determining whether the request to look up
the IP address [intercepted] in Step (1)...”

When the Aventail Connect LSF receives a connection request, it deterrmineg s
wihether or not the connection needsto be redirected {to an Aventail Extrailet
server) andfr encrypted (in S50 When redirection and encryption are not nec-
essary, Aventall Connect simply passes the connection request, and any subse-
quent transmitied data, to the TCPAP stack.

Aventail (Ex. 1009) at 10
Pet. at 33-34

—

2 \ 2
3

User authentication and encryphon on the Avental ExtralMet Server require all
users to use Aventaill Connect to authenticate and encrypt their sessions beiore
any connechion to the internal private network(s). For this example, the Aventall

Exraiet Server enciypls all sessions with SSL. Aventail (Ex. 1009) at 73
Pet. at 34

Aventail

Petitioner Apple Inc. - Ex. 1009, Cover
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Grounds Based on Aventail and RFC 2401

“determining whether the request to look up
the IP address [intercepted] in Step (1)...”

How DoEs AVENTAIL CONNECT WORK?

The following three steps are identical to standard WinSock communications
steps described above; however, nested inside them are additional actions and
options introduced by Aventail Connect.

Avel 1. The application does a DNS lookup to convert the hostname to an IP address.
‘CON If the application already knows the IP address, this entire step is skipped.

Y Otherwise, Aventail Connect does the following:

+ If the hostname matches a local domain string or does not match a redi-
rection rule, Aventail Connect passes the name resolution query
: through to the TCP/IP stack on the local workstation. The TCP/IP stack
o q performs the lookup as if Aventail Connect were not running.
+ If the destination hostname matches a redirection rule domain name
(i.e., the host is part of a domain we are proxying traffic to) then Aventail
Connect creates a false DNS entry (HOSTENT) that it can recognize

during the connection request. Aventail Connect will forward the host-
name to the extranet (SOCKS) server in step 2 and the SOCKS server

Administra
Winl performs the hosthame resolution.
» |fthe DNS proxy option is enabled and the domain cannot be looked up
,,;E directly, Aventail Connect creates a fake DNS entry that it can recog-

nize later, and returns this to the calling application. The false entry tells
Aventail Connect that the DNS lookup must be proxied, and that it must
send the fully qualified hostname to the SOCKS server with the SOCKS

connection request. Aventail (Ex. 1009) at 11-12
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Institution Decision

“determining whether the request to look up
the IP address [Intercepted] in Step (1)...”

PR R SR
) LARALRRICTE L MIIICHILdS
Trials(@uspto.gov

571-272-7822

that Aventail Connect “determines whether or not the connection needs to be

... enerypted.” Pet. 33 (citing Ex. 1009, 10). Petitioner quotes from page 10

UNITED STATES

of Aventail Connect that when a connection request is recerved it

BEFORE THE P/

determunes whether or not the connection needs to be redirected (to an

Aventail ExtraNet Server) and/or encrvpted (in SSL)." Id. at 33-34.

Specifically. Petitioner argues that 1f Aventail Connect’s table of redirection
rules indicates the request needs to be proxied to the Aventail Extranet

Server for handling. encryption of all communications oceurs. Id. at 34

Before KARL D. EASTHC

GREGG L ANDERSON, 4 (Citillg Fx. 1009, :;:3). Decision (811) at 16

ANDERSON. Administraf

DECISION

Institution of fnter Partes Review
37C.F.R §$42.108

Petitioner Apple Inc. — Ex. 1070 56



Patent Owner Assertion

“determining whether the request to look up
the IP address [intercepted] in Step (1)...”

Filed

By:
Jost
Pau
875
Wa
Tel
Fac
E-n

|

Petitioner’s first proposition is incorrect because a domain name is never
specified in the connection request. (Ex. 2016 at 9% 29, 30.) Instead, the

connection request includes an [P address, which is either the fake [P address that

was previously returned by Aventail Connect (in step 1), a routable IP address, or a

real IP address. (See supra section IIL.A.1; Ex. 1009 at 12; Ex. 2013 (steps 2,

2a(l), 2a(2), 2a(3), 2a(4)); Ex. 2016 at ¥ 30.)

Opposition at 18

Patent Owner

Case IPR2015-00811
Patent 8,868,705

Patent Owner’s Response

Petitioner Apple Inc. — Ex. 1070
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Grounds Based on Aventail

“determining whether the request to look up
the IP address [intercepted] in Step (1)...”

Aventail

‘CONNECT

v3.01/v2.51

Administrator's Guid
Windows

Aventail

Petitio

2. The application requesis a conneciion to the remete host. This causes the
underlying stack to begin the TCP handshake. When the handshake is com-
plete, the application is nofified that the connection is established and that
data may now be transmitied and received. Aventail Connect does the follow-

ing:
a. Aventail Connect checks the connection request.

+ |f the request contains a false DNS entry (from step 1), it will be
proxied.

+ Ifthe request contains a routable IP address, and the rules in the
configuration file say it must be proxied, Aventail Connect will call
WinSock to begin the TCP handshake with the server designated
in the configuration file.

» [fthe request coniains a real IP address and the configuration file
rule says that it does not need to be proxied, the request will be
passed fo WinSock and processing jumps to siep 3 as if Aventail
Connect were not running.

b. When the connection is compleied, Aventail Connect begins the

* [t sends the list of authentication methods enabled in the configu-
ration file.

* Once the server selects an authentication method, Aventail Con-
nect executes the specified authentication processing.

+ |t then sends the proxy request to the extranet (SOCKS) server.
This includes either the |P address provided by the application or
the DNS eniry (hostname) provided in step 1.

c. When the SOCKS negotiation is completed, Aventail Connect nolifies
the application. From the application’s peoint of view, the entire SOCKS
negofiation, including the authentication negotiation, is merely the TCP
handshaking.

Aventail (Ex. 1009) at 11-12
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Patent Owner Assertion

“determining whether the request to look up
the IP address [intercepted] in Step (1)...”

First, Aventail does not have any disclosure of a remote host

Filed on t

B)f: | - - .- .
lsph  gccepting an encrypted connection. (Ex. 2016 at § 34.) Indeed, as Petitioner
875 15t

E‘Zﬁh": acknowledges, Aventail does not disclose an encrypted connection to the remote
E-mail:
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encrypted” (emphasis added).) Opposition at 20
Case IPR2015-00811
Patent 8,868,705
Patent Owner’s Response
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705 Patent, Claim 1

1. A method of transparently creating an encrypted com-
munications channel between a client device and a target
(WUNIWm A mnm ~ device, each device being configured to allow secure data

. communications between the client device and the target

i P e % device over the encrypted communications channel once the

| o : encrypted communications channel is created, the method
comprising:

(1) intercepting from the client device a request to look up
an Internet Protocol (IP) address corresponding to a
domain name associated with the target device;

(2) determining whether the request to look up the IP
address transmitted in step (1) corresponds to a device
that accepts an encrypted channel connection with the

(1) intercepting from the client device a request to look up  1at the request
an Internet Protocol (IP) address corresponding to a [®rondsto®

ications chan-

domain name associated with the target device; widing provi-

he creation of

(2) determining whether the request to look up the IP | . e
address transmitted in step (1) corresponds to a device the encrypted
ata commu-

that accepts an encrypted channel connection with the .. e client
client device; and accesses the

"7NE Datant (Ey 10N1) at f‘lninf] 1
{US MALCTHIL (EX. auUa) Qu widin
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Institution Decision

“determining whether the request to look up
the IP address [Intercepted] in Step (1)...”

Trials@uspt

571-272-782

BE: - :=-

Before KAR
GREGGL A

ANDERSOR

The “*determining™ step states “determining whether the request to
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Lﬂﬁk ujp ulc 1 aQdare ISITHINIC
accepts an encrypted channel connection with the client device.” All that 1s

required 1s that the target device accepts an encrypted communication.
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Declaration states. after analyzing Aventail Connect in detail. that *Aventail
Connect will evaluate the redirection rule to determune if the target host is
one for which proxy redirection (and an encrypted communication) through

the Aventail Extranet Server 1s required.” Ex. 1005 4 237 (citing Ex. 1009.

11){emphasis added). At this stage of the proceeding. and applying a

reasonable likelihood standard of proof. Petitioner has shown that Aventail

commumnication.

Petitioner Apple Inc. — Ex. 1070 61



Grounds Based on Aventail and RFC 2401

“determining whether the request to look up
the IP address [intercepted] in Step (1)...”

1 Even if the Board finds this “end-to-end” encrvption to be a requirement of
the claimed systems and methods, 1t would not render the claims patentable, asa
person of ordinary skill would have considered deployving the Aventail systemina

manner that provides end-to-end encryption to have been obvious based on the

guidance n Aventail with REC 2401, Section IV.B.2. below. provides the

Pet. at 28

explanation of the basis of this conclusion of obviousness.

BN |

TMagmant MW~ @ QLQ TNS

A person of ordinary skill in the art would have been motivated to
implement the Aventail scheme to provide end-to-end encryption as described in

RFEC 2401. to thereby provide that the entire path from the client computer to the

host on the remote network is encrypted. Ex. 1005 at 9 365-382.
Pet. at 41
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Institution Decision

“determining whether the request to look up
the IP address [Intercepted] in Step (1)...”
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computer remains encrypted until it 1s received by the ultimate
Aactinatinn af that ~cammimicatinn fca_crallad “and_ta_and™
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example. as teaching a configuration for sending encrypted network

traffic through proxy or firewall computers. such as the Aventail

Connect Extranet Server. without being decrypted. and then being

decrypted remote computer. Id. at 40 (citing Ex. 1005 9 364)(see EX.
1008, 25-26 (Case 4)).

Decision (811) at 17

37 CFR §42.108
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Institution Decision

“determining whether the request to look up
the IP address [Intercepted] in Step (1)...”

Trials(@uspto.gov Paper No. 8
571-272-7822 Entered: September 11,2015

Petitioner argues that one of ordinary skill in the art would
combine RFC 2401 with Aventail Connect because Aventail Connect

shows encryption over at least part of the connection path while RFC

2401 shows encrvption over the entire connection path. Pet 41

(citing Ex. 1005 *Y 365—382). Patent Owner does not argue to the

contrarv. Decision (811) at 18

Before
GREG

ANDERSON, Administrative Patent Judge.

DECISION

Institution of fnter Partes Review
37C.F.R §$42.108
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Patent Owner Assertion

“determining whether the request to look up
the IP address [intercepted] in Step (1)...”

Paper No.
Filed: December 11, 2015
Filed on behalf of: VirnetX Inc.
B

Second. determuning whether a domain name m a DNS lookup request in

a___ 1 - a1 __ _ 3 _ __a*___ ___1_ i _ A __ & _ _a*_ __ F_ — I B Y - a4 oal_ _
STETY 1 TTIATCTNIESs A4 TEIT£00114%11 T2 16wy A 12811114110 12 oF A T2TTHWe Tyt 1< Ty 1ng
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same as determining whether the remote host will accept an encrypted connection.

Opposition at 21
V.

VIRNETX INC.
Patent Owner

Case IPR2015-00811
Patent 8,868,705

Patent Owner’s Response
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Grounds Based on Aventail and RFC 2401

“determining whether the request to look up
the IP address [intercepted] in Step (1)...”

When the Aventail Connect LSF receives a connection request, it deterrmineg s
wihether or not the connection needsto be redirected {to an Aventail Extrailet
server) andfr encrypted (in S50 When redirection and encryption are not nec-
essary, Aventall Connect simply passes the connection request, and any subse-
quent transmitied data, to the TCPAP stack.

Aventail (Ex. 1009) at 10
Pet. at 33-34

—

2 \ 2
3

User authentication and encryphon on the Avental ExtralMet Server require all
users to use Aventaill Connect to authenticate and encrypt their sessions beiore
any connechion to the internal private network(s). For this example, the Aventall

Exraiet Server enciypls all sessions with SSL. Aventail (Ex. 1009) at 73
Pet. at 34

Aventail

Petitioner Apple Inc. - Ex. 1009, Cover
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Institution Decision

“determining whether the request to look up
the IP address [Intercepted] in Step (1)...”

PR R SR
) LARALRRICTE L MIIICHILdS
Trials(@uspto.gov

571-272-7822

that Aventail Connect “determines whether or not the connection needs to be

... enerypted.” Pet. 33 (citing Ex. 1009, 10). Petitioner quotes from page 10

UNITED STATES

of Aventail Connect that when a connection request is recerved it

BEFORE THE P/

determunes whether or not the connection needs to be redirected (to an

Aventail ExtraNet Server) and/or encrvpted (in SSL)." Id. at 33-34.

Specifically. Petitioner argues that 1f Aventail Connect’s table of redirection
rules indicates the request needs to be proxied to the Aventail Extranet

Server for handling. eneryption of all communications occurs. Id. at 34

Before KARL D. EASTHC

GREGG L ANDERSON, 4 (Citillg Fx. 1009, :;:3). Decision (811) at 16

ANDERSON. Administraf

DECISION

Institution of fnter Partes Review
37C.F.R §$42.108

Petitioner Apple Inc. — Ex. 1070 67



IPR2015-00811

1. Aventall and RFC 2401 Issues

A. Aventall and RFC 2401 teach “Determining Whether
the Request to Look Up the IP Address [Intercepted] In
Step (1) . . . Corresponds to a Device that Accepts an
Encrypted Channel Connection” (claims 1, 21)

B. Aventail and RFC 2401 teach “Encrypted
Communications Channel Between the Client
Device and the Target Device” (claims 1, 21)

C. Aventail and RFC 2401 teach “In Response to
Determining . . . Providing Provisioning Information”

Petitioner Apple Inc. — Ex. 1070 68



Patent Owner Assertion

“encrypted communications channel”

Paper No.

Filad: TMocoambor 11 N185

1001. claims I and 21.) In the context of the "705 patent claims. the encrypted
communications channel between a client device and a target device is a direcr
comununications channel that between the client device and the target device is
encrypted. (See supra Section II.B.) Advenrail does not. however. disclose such a
direct channel between the client device and the remote host (the alleged “target

device”). (EK 2010 at w 38-40) Opposition at 23

Case IPR2015-00811
Patent 8,868,705

Patent Owner’s Response

Petitioner Apple Inc. — Ex. 1070 69



Grounds Based on Aventail and RFC 2401

“encrypted communications channel”

IPR2015-00811

Before KART D EASTHOM, JENNIEER 5. BISK. and
GREGG I ANDERSON, ddminisirative Patent Judges.

D m W A0

The improper additional linmitation Patent Owner seeks—that the
encrypted conununications channel be “direct’™—has previously been rejected by
the Board as unsupported by the prosecution historv and Patent Owner's own
statements. see IPR2014-00481. Paper 33 at 10. or because it was not necessary to

resolve the ease. see IPR2014-00482 Paper 34 at 4. Reply at3

PETITIONER™S REPLY

Petitioner Apple Inc. — Ex. 1070 70



Grounds Based on Aventail and RFC 2401

“[Direct] encrypted communications channel”

ons WA il
1011402
w2 ARRE] n011a TARES
Privats Bhern et Backions (10115
socksSgwintemal bick.com
a1
Aventail
VPN Server
101158
101146

Aventail —mrzwmm—mm )

CONNEC i i i
Internal D omain Name:

internal.blob.com (10.4.1.") 1700

VS 4 O I /V2 & 5 External Domain Name: e s A e

\ ' e ——— ol ~
~ private LAN for mobile employees and partners. For secunty reasons the Aven-
. tail ExtraNet Server is configured such that operating system routing is disabled.
Therefore, no direct network connections between the public LAN and the pri-
vate LAN can be created without being securely proxied through the Aventalil
ExtraNet Server.

w

"_—\——-.-.:: Publlc Intemet

o . used only by intermal company employees The Aventall ExtraNet Server
Administrator's depicted in this example is used to provide secure and monitored access to the

Windows private LAN for mobile employees and partners. For security reasons the Aven-
tail ExtraNet Server is configured such that operating system routing is disabled.
g_@ Therefore, no direct network connections between the public LAN and the pri-
Aventail vate LAN can be created without being securely proxied through the Aventail

ExtraNet Server.

Petitioner Apple Inc. - Ex. 1009, Cover

Aventail (Ex. 1009) at 11-12
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Grounds Based on Aventail and RFC 2401

“[Direct] encrypted communications channel”

Title: AGIL

£ SECliie f R T aliel . XTLNiel
I Sy . " S P A S ———, [ [ J S ——— ), [ A —
AVELLILALL UrTSLI LTS LIITHIL L j:IL].PI.I-I.EJ.h LERNENNNIY AL WORBR<IRE % LFRIRYNY L Lilcll il

dynamucally browse and access resources within a private network once a secure
connection had been established using a feature called “Secure Extranet Explorer
(SEE).” Ex. 1009 at 90-101; Ex. 1005 7% 266-272. This functionality in Aventail
Connect allows a remote user who had successfully established a VPN to a private
network to see and access all of the network resources that user was authorized to

access “just as [the user] would " using the Windows network neighborhood as a

local user. Ex. 1009 at 91-92. _ Pet. at 23-24
e Aventail (Ex. 1009) at 90-101
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IPR2015-00811

1. Aventall and RFC 2401 Issues

A. Aventail and RFC 2401 teach “Determining Whether
the Request to Look Up the IP Address [Intercepted] In

Step (1) . . . Corresponds to a Device that Accepts an
Encrypted Channel Connection” (claims 1, 21)

B. Aventail and RFC 2401 teach “Encrypted
Communications Channel Between the Client Device
and the Target Device” (claims 1, 21)

C. Aventail and RFC 2401 teach “In Response to
Determining . . . Providing Provisioning
Information” (claims 1, 21)

Petitioner Apple Inc. — Ex. 1070 73



705 Patent, Claim 1

1. A method of transparently creating an encrypted com-
munications channel between a client device and a target
(WUNIWm A mnm ~ device, each device being configured to allow secure data

S communications between the client device and the target
an United States Patent (ny Patent No.: US 8,86 M M M
Larson et o pueorraen:  c0e  device over the encrypted communications channel once the

rated, the method

(3) 1n response to determining, in step (2), that the request
to look up the IP address in step (2) corresponds to a requestt lookup

rresponding to a

device that accepts an encrypted communications chan- e device;

nel connection with the client device, providing provi- ° ook up the IP
ponds to a device

sioning information required to initiate the creation of nnection with the
the enm:ypted communications channel between the cli- |, e request
ent device and the target device such that the encrypted corresponds to a

; - icati han-
communications channel supports secure data commu- " ot

, providing provi-

nications transmitted between the two devices, the client !te the creation of
. . . . 21 between the cli-
device being a device at which a user accesses the fhai e encrypted

encrypted communications channel. ure data commu-
devices, the client

aser accesses the

e —— b . .
’ encrypted communications channel.

"7NE Datant (Ey 10N1) at f‘lninr] 1
{US MALCTHIL (EX. auUa) Qu widin
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Institution

Construction of “provisioning information”

Trials(@uspto.gov Paper No. 8
571-272-7822 Entered: September 11,2015

Accordingly. applying the broadest
reasonable inferpretation, we construe “provisioning information™ to mean
“mnformation that 1s provided to enable or to aid i establishing a secure

communications channel.” Decision (811) at 9

Case IPR2015-00811
Patent 8.868,705 B2

Before KARL D. EASTHOM, JENNIFER S. BISK, and
GREGG 1. ANDERSON, Administrative Patent Judges.

ANDERSON. Administrative Patent Judge.

DECISION

Institution of fnter Partes Review
37C.F.R §$42.108

Petitioner Apple Inc. — Ex. 1070
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Institution Decision

“provisioning information”

|

Trials@uspto.gox Patent Owner concedes that Petitioner cites to mstances where

Aventail Connect discloses what Patent Owner contends are “provisioniilg

UNITED £

information.” Prelim. Resp. 20-21 (citing Pet, 35-38). However, Patent
BEFORE

Owner contends the cited disclosures do not meet Petitioner’s proposed

R I U B
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Before KARL D. EASTHOM, JENNIFER S. BISK, and
GREGG 1. ANDERSON, Administrative Patent Judges.

ANDERSON. Administrative Patent Judge.

DECISION

Institution of fnter Partes Review
37C.F.R §$42.108
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Patent Owner Assertion

“provisioning information”

Patent Owner's Proposed
Construction I
].Ilf 'I:“:'ﬂ 'ﬂm_t 15 usﬂi Filed: December 11, 2015
to establish an encrypted L
commumications channel Hastings LLP
_§m Street NW
:_E]Oit(m DC 20005
i Therefore, HOSTENT is not required to initiate the creation of the

Opposition at 10-11

‘AL encryption comnection because the encrypted connection can be established

BEFORETHEPATENTTRIALAND /4 ppthout HOSTENT bemng provided by Aventall Comnect .
APPLE INC. Opposition at 29
Petitioner

Petificner's analysis 1s Incomrect for the additional reason that it does not
identify any relationship between an “encrypfed comnection” and HOSTENT
(emphasis added). (Pet. at 36.)

Opposition at 29
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Aventail and the RFC References are Prior Art
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Declaration of Christopher A. Hopen

~ 3 Prior to HomePipe, 1 was affiliated with Aventail, Inc., until that company was acquired
I re Patent N by SonicWall, Inc. in 2007. [ helped co-found Aventail in 1996, and served as its Chief
Munger et . Technieal Officer and Vice-President of Engineering from 1996 to 2007.
For ESTAR 4, While 1 was affiliated with Aventail, [ was involved in the design, development and
N distribution of all of Aventail’s network security products.

1, CHRIS HOPEN, do hereby declare and state:

1. | am a citizen of the United States, and reside in 19803 15™ Avenue NW, Shoreline,
Washington.

16. I estimaie that Aventail distributed thousands of copies of the AEC v3.0 product
(including the Admimstrator Guides for Aventail Connect and Exiranet Center) during
the first six months of 1999,

3 When parred with Aventail MobileVPN or Partner VPN server products, Aveatail
AutoSOCKS would automatically establish a VPN to give the remote user sccess o
secured network resources on a private network. The AuoSOCKS client and the server
would automatically authenticate the remote user and encrypt all communications with
the remote user.

Petition at 15-16
Reply at 21-22
Ex. 1023
Petitioner Apple Inc. — Ex. 1070 79




Declaration of James Chester

In re Patent

Filed:

Tzsued:

Inventors:

For:

[ JAMES &

ES]
ol
oM
(DN

Tam

I an

In
doc

My

[ arm
Privd
“om

Frion
Mae

Siraiegic IInatves m‘e@m E'ign and implementation of SEcure neTworking services,
architecture, and cost reductions for TBM worldwide and [BM clients. In that role, [
evaluated network security products and services from many vendors, and for designing
and implementing these products and services that IBM designed and implemented for ils

clients,

13,

16.

17.

18.

1 recall that Aventail announced its AEC v3.0 product in the fall of 1998, and began
distributing this product no later than mid-January of 1999. Because IBM was the largest
user of Aventail VPN products, we would be one of the first companies 1o receive new
versions of the Aventail products; both evaluation and production products. | was
personally involved in Aventail’s strategic planning and direction from March 1998.

The AEC v3.0 product included version 3.01/2.51 of the Aventail Connect software, and
version 3.0 of the Aventail Extranet Server.

Exhibit C is a copy of the Administrator’s Guide for Aventail Connect v3.01/2.51. |
recall receiving Fxhibit C with the AFC v3.0 produet no later than July 1998,

At the time I received Exhibit C, I was under no obligation to keep this document secret
or to not distribute it to others. Like earlier Aventail products, we distributed copies of
the AutoSOCKS Administrator’s Guide along the other printed materials that came with
the Aventail AutoSOCKS/VPN Server to IBM clients to whom we deployed VPN
solutions, and to IBM employees using the Aventail Connect v3.01/v2.51 client.

Petition at 15-17
Reply at 21-23

Ex. 1022
Petitioner Apple Inc. — Ex. 1070
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Declaration of Michael Allyn Fratto

- 12. Exlibit G 1s a copy of the Aventail Connect v3.01/2.51 Administrator’'s Guide (“Aventail
Connect v3.017). The Aventail Connect 3.01/2.51 Administrator’'s Guide was distributed

with the AEC v3.0 product.

13. Aventail announced AEC v3.0 in August of 1998, See Exhibit H (PR Newswire,
“Aventail Ships Directory-enabled Extranet Solution: Aventail Extranet Center V3.1
Available At www.aventail.com.” (August 9. 1999)). The AEC v3.0 product was

distnibuted by Aventail in the fall of 1998, See, for example, Exlubit I (“Intranet
Applications: Briefs,” Network World, at page 33 (October 19, 1998)).

14. I recall recerving Exhibit G with the Aventail Extranet Center v3.0 product in
approximately October of 1998, The copy of Exhibit G that I recetved in October of

1998 was not marked as being confidential, and no restrictions were imposed on my use
of 1t or nformation 1n 1t.

3. [ presently serve as an adjunct faculfy member of School of Information Studies at
Syracuse University.

4 Smce before 1999, [ have had an extensive background and expenence m nefwork
secunty systems. software and refated fechnologes. I have been on staff of Network
Cum;mtmz conducting and writing comparative product reviews of networking and
sequnty products for the magazine, mferviewing [T adnumstrators and executives about
nefworkmg and secunty 1ssues trving fo understand therr needs. Dunng the course of a
review. [ have to understand a pmhlem set. understand technologies and standards that
add.ra:s a problemsd‘_,and create a setofmmparatwe measures to asses a products

Petition at 15-17
Reply at 21-23
Ex. 1043
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Exhibit | to
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Allyn Fratto
Briefs

R EEZEELLELELERSENEREER EE |

8 Aventait Corp. lost
week mboduced the Aventail
ExtraiNet Center 3.0 This
oliont/server pacik-
age protides aoeess conlrols,
user-based sulhentication and
keycertificats management
and achive filering for business
pariners and suppliers who
communicats over the Inlsrnel
Tha Aventall Extra-
Net Center, which starts
al $7,995, is arailabls for
Hindows NT 4.0, Limz 24X, and
Unix plalforms from Digilal,
Sun and Heulets- Packard. Reply at 21-23

Ex. 1043 at 275

D Avenlail: (206) 2151111

Petitioner Apple Inc. — Ex. 1070
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Petitioner’s Expert, Dr. Tamassia
149. The way IETF RFC publications are prepared and released to the

public in a formalized and structured process. In fact, the RFC development and

publication process itself is described in an RFC — RFC 2026, dated October 1996.

ML pvenla

& rrra o
i AN O SV \-.’ll.jiﬁiii-‘l.

¥

Aiccaminatad An tha lataraat Line avasasal £
UIIOViIIIIIGIGAL Vil UiV diiividiivi, A Vi i-ziﬁiii}iii-, 3’

Each distinct version of am Internet standards-related specification
is published as part of the "Reguest for Comments"™ (RFC) document
series. This archival series ie the official publication channel for

Internet standards documents and other publications of the IE3SG, IAB,
and Internet community. RFCs can be obtained from a number of

Internet hosts using anonymous FTIE, gopher, World Wide Web, and other
Internet document-retrieval systems.

Ex, 1036 (RFC 2026) at 6,

Ex. 1005 at 1149; Ex. 1036 at 6; 811 Pet. at 24

Petitioner’s Expert, Dr. Tamassia

Q. So are you familiar with the RFC
process?

A, Yes.

[ Bnd what's the basis of your
familiarity with the RFC process?

A, My business includes having viewed

discussed RFCs, understanding for

RFCs, having discu und 1din

Q
9

a while how the RFC process helps in general
the developer community and manufacturers and
researchers reach standards that facilitate the
use of the Internet and, more generally,

commnications and computing.

Ex. 2015 at 103:1-13; Reply at 21
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NetworkWorld, Mar. 15, 1999

See the IETF documents RFC 2401
“Security Architecture for the Internct
Protocol” at www.ictf.org/rfc/rfc2401.
txt and RFC 2411 “IP Security Docu-
ment Roadmap” at www. ietf.org/rfc/
rfc2411.txt. S ——————

Ex. 1065 at 3; 810 Reply at 21

—, -

InfoWorld, Aug. 16, 1999

if it sounds like this is a lot of ma-
terial to digest, it is: The Internet En-
gineering Task Force labored for
several years on thess |Psec docu-
ments. For starters, check out RFC
2411 (the document roadmap) and
RFC z4on (the security architecture),
and then continue the research
based on your network's specific sa-
curity requirements.

All of these documents are avail-
able on the 1ETF Web site: www.ieft.
org/ric.html. %

Ex. 1064 at 9; 810 Reply at 21
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Beser and RFC 2401

Patent Owner’s arguments that a person of ordinary skill would not have combined

Beser and REC 2401, (Paper 41 at 37-41). and that Beser does not disclose the step

of “mtercepting a request to lookup an IP address,” (id. at 22-28).

Reply at 2-3

U'S Patent No. 5.568.703

Before KART. D. EASTHOM, JENNIFEE. 5. BISK, and
GEEGG 1. ANDERSON, Adminisirative Patent Judges.

PETITIONER'S REFLY BRIEF
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Beser and RFC 2401

same request in finding that “Beser’s trusted-third-party device 30 1s ‘informed of
the request’ from device 14; thereby ‘receiving a request pertaining to a first entity
[26] at another entity [14 or 30]” and satisfying the ‘intercepting a request’ element

of claim 1 (and a similar element in claim 16).” Paper 41 at 24.

Before KART. D. EASTHOM, JENNIFEE. 5. BISK, and
GEEGG 1. ANDERSON, Adminisirative Patent Judges.

PETITIONER'S REFLY BRIEF
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