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B.S. Baker 7

IMPROVED!F_‘_ILTERING FOR DATABASE ACCESS

Background of the Invention

A number of systems and methods have been proposed or created to control access to remote
resources publicly available to users of other computers through the collection of networks known
as the Internet. The collection of all such publicly available resources, linked together using files
written in Hypertext Mark-up Language ("HTML"), is known as the World Wide Web
("WWW").  Some systems that have been proposed or created to control access to remote
resources include a database of information about WWW resources and a program that allows
or blocks access by a user to resources based on information stored in the database. A program
that controls access to remote resources will be termed a filter.

R

In one embodiment, the database or permissions derived from the database are stored local to
filter, possibly within a common firewall. Such a system is described in U.S. Patent Application
No. 08/469.342, "System and Method for Database Access Control", filed on June 6, 1995. In
another embodiment, the filter sends messages to a remote server that serves messages containing
information from the database, and the filter uses that information to determine whether to permit
access to a particular resource. In this case, the filtering code may be part of a browser, part of
a Proxy server, or a separate program that determines whether to allow or deny resources. These
scenarios are under discussion by groups formed by the WWW Consortium and thé Internet
Engineering Task Force.

Since resources are requested by means of a name such as a Uniform Resource Locator ("URL"),
a database of information about resources may refer to resources by means of such a name or
expressions such as regular expressions that denote sets of such names.

However, URLs are not unique identifiers for resources. Distinct URLs can name the same
resource in the sense that clients requesting these URLs will receive identical resources in
response, and repeated requests for a single URL may result in the client’s receiving different
resources at different times. The following situations describe some ways in which such naming
ambiguities occur. '

To start, it is necessary to describe how distinct resources can name the same resource. This can
happen in several ways. First, it can happen because different domain names are mapped by a
Domain Name Server to the same physical server. Second, it can happen because a server knows
that different path names at its site are aliases for the same resource. Third, it can happen when
identical copies of the resource are stored, or mirrored, at distinct sites with different URLs.
Finally, it can happen indirectly as follows. When a protocol such as hypertext transport protocol
is initiated, the information transmitted in the protocol can include protocol status information,
resource information, and/or a resource, as well as other fields. Information about a resource can
include specific data such as the content type or last modification date but also can include data
such as a different URL for the resource. Status information can include a response code
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B.S. Baker 7

indicating that a request for a resource should be redirected to another URL. Thus, the following
scenarios are possible. First, when the client requests the resource named by a URL, the remote
server may return a redirection code and a new URL, and the client may then request the new
URL separately. A second possibility is for the remote server to return a resource along with a
new URL; in this case, there is no guarantee that the URL is a correct name for the resource, in
the sense that a separate request for that URL is not guaranteed to produce a response with the
identical resource. A third possibility is that when a client requests a URL from a remote server,
the remote server sends a request for a different URL to another server and forwards the response
back to the client. Redirections are commonly used because the resource moved, because it was
requested by a method such as an imagemap where the requested URL includes keywords that
encode information that the remote server uses to compute a URL to return, because it was
requested via a Common Gateway Interface command which executes on the remote machine to
determine what resource to return, or because the server uses redirections to facilitate collection
of data on request behavior of individual users. The resource returned may also be computed on
the fly from the information in the '}equest.

Furthermore, requests for the same URL may result in distinct responses at different times, either
because the resource itself has changed or because the remote server chooses to send back
different resources or different redirection URLSs at different times. When a request is made for
a resource, the response may include a modification date, but in general the modification date is
not guaranteed to be updated when changes are made to the file. For a file, the value of the file
is often described by a checksum. A checksum or message digest is a number that is calculated
from the resource such that identical resources are guaranteed to have the same checksum, and
distinct resources are unlikely to have the same checksum. A number of such procedures exist
in the literature. An example is the Message Digest 5 ("MD5") checksum procedure, which also
has the feature that given a number, it is difficult to create a resource with that number as its
checksum. This particular procedure is well known in the art, and discussed in Applied
Cryptography: protocols, algorithms, and source code in C, by Bruce Schneier, Wiley Publishing,
1994, ISBN 0-471-59756-2. For practical purposes, it is ordinarily assumed that files are
identical if and only if the checksums are identical.

In the above situations, the server of the resources may have knowledge of the relationships
between URLs, but the client and user of the client do not have a priori knowledge of the
relationships. For a given request, the client may see multiple URLs through redirections, but
will not generally see all possible URLs for the same resource. The client may or may not show
the user the new URL and the user of a client may not be aware of the existence of multiple
URLs for the same resource. Thus, a rater who rates a resource using software for storing ratings
in a database based on URLs may cause a rating to be stored for one or several of these URLs
but not for all URLs naming the same resource, and the rater may not know of the existence of
these other URLs.

A proposal has been made to assign a unique permanent name called a Uniform Resource Name,

-2 .
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B.S. Baker 7

or URN, to each resource. In this case, servers would translate a URN into a URL that would
specify a specific copy of this resource. Distinct requests could result in the same URN being
translated into distinct URLs, depending, for example, on the physical location of the client.
However, this approach would not eliminate all the sources of ambiguities described above.

The above naming problems can also occur in other situations, such as systems using databases
of keywords, annotations for resources, quality ratings, or categorizations of resources.

Summary of the Invention

Our invention uses two approaches to handle naming ambiguities in a filter. One is to consider
responses from remote servers as well as request URLs in determining whether to allow or deny
resources. The response information used may include header information or the resource itself.
Another is to record and maintain 3 database of aliases for URLSs that can be accessed by the
filter.

Detailed Description of the Invention

The invention uses three approaches to handle naming ambiguities.in a filter.

The following discussion is written as if the filter and client are separate programs; however,
these methods also work if the filter is part of the client. An example of an image map will
illustrate the methods used. If the user clicks on an image map, the requested URL includes
keywords describing mouse position. If no filtering occurs, the client would receive a resource.
In this particular embodiment, this resource has a different URL with no keywords, and as a
result of the rating procedures, the latter URL is stored in the ratings database rather than th

former. ’

When the filter receives a request for a URL, rather than deciding immediately whether to allow
or deny the resource, the filter may choose to request the resource and make a decision based on
the response. This decision may be based on the response header or on the response resource.

In particular, if the response is a redirection, the filter may choose to forward the redirection to
the client, since it contains no forbidden material. The client can be expected to request the URL
and in the course of processing the new request the new URL will be checked against the ratings
database. Alternatively, upon receiving a redirection response, the filter may send a request for
the redirected URL itself, and if necessary, make subsequent redirection requests as well, and
look up any or all of these URLs in the database to determine whether to provide the final
resource to the client.
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B.S. Baker 7

On the other hand, if the response is a resource with a field specifying a new URL, the filter can
look up the new URL in the ratings database to determine whether to allow the resource or forbid
it to the client.

A second way of using response information is to make it possible for the filter to access ratings -
in the ratings database based on a checksum computed from a response resource. When a user
requests a URL, the filter can request the resource, compute a checksum, and look the checksum
up in the ratings database to determine whether a resource with that checksum is approved. This
method could be used in addition to or in place of looking up URLs in a database.

Another approach is to maintain a relational database of aliases discovered by the filter or other
programs such as a proxy servers or browsers that request resources on the WWW. When the
filter receives a request for a URL, it accesses the alias database to determine which URLSs are
considered to be aliases for the requested URL. Either a URL would first be looked up in the
redirection database and then the aliases would be looked up in the ratings database or
alternatively, the aliases would be incorporated directly into the ratings database.

The above shall not be construed to be limited to URLSs; other naming schemes such as URNs
could be substituted or added as additional aliases.

The above schemes can be used separately or in combination. They can also be used in other

situations in which naming problems arise, such as in systems using databases of keywords in
resources, annotations of resources, quality ratings, or categorizations of resources.

Apple 1004.0010



PTO/SB/68 (02-10)
Approved for use through 07/31/2012. OMB 0651-0031

us. Paient and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Papewvork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number,

REQUEST FOR ACCESS TO AN ABANDONED APPLICATION UNDER 37 CFR 1.14

Bring complefed form to:

e T e 1 T
awwkub

Arlington, VA 22206

Telephone: (703) 75

In re Application of

Baxer

Appllcatl f Number

Filed

\6, 1,48

OGQ! 8o

BY: e

Paper No. %ﬂ

v

I hereby request access under 37 CFR'1.14(a)(1)(iv) to the application file record of the above-identified ABANDONED
application, which is not within the file jacket of a pending Continued Prosecution Application (CPA) (37 CFR 1.53(d)) and
which is identified in, or to which a benefit is claimed, in the following document (as shown in the attachment):

United States Patent Application Publication No.

United States Patent Number gﬂ é (,é’ L(@ , column

WIPO Pub. No.

, page , line

, page, line ,

, line,

Related Information About Access to Applicatioris Maintained in the Image File -

_ Wrapper System (IFW) and Access to Pending Applications in General
A member of the public, acting without a power to inspect, cannot order applications maintained.in the IFW system through
the FIU. If the member of the public is entitled to a copy of the application file, then the file is made available through the
Public Patent Application Information Retrieval system (Public PAIR) on the USPTO internet web site (www.uspto.gov).
Terminals that allow access to Public PAIR are available in the Public Search Room. The member of the public may also
be entitled to obtain a copy of all or part of the application file upon payment of the appropriate fee. Such copies must be
purchased through the Office of Public Records upon payment of the appropriate fee (37 CFR 1.18(b)). ’

For published applications that are still pending, a member of the public may obtain a copy of:

the file contents; the pending application as originally filed; or any document in the file of the pending apphcatlon
For unpublished applications that are still pending:

(1) If the benefit of the pending application is claimed under 35 U.S.C. 119(e), 120, 121, or 365 in another appllcation

that has: (a) issued as a U.S. patent, or (b} published as a statutory invention registration, a U.S. patent’
application publication, or an international patent application publication in accordance with PCT Article 21(2), a
member of the public may obtain a copy of: the file contents; the pending application as originally filed; or any
document in the file of the pending apphcatlon
(2) If the application is incorporated by reference or otherwise identified in a U.S. patent, a statutory invention
registration, a U.S. patent application publication, or an international patent application publication in accordance
with PCT Article 21(2), a member of the public may obtain a copy of the pending application as originally filed.

o

/I’\Oma& W\D 0

4%0

Signature

e J 0T
WV g Il Date 7

~aq (MDO

Typed of printed name’

0CL g 7%@0@5‘”‘”

554

egistration Number, if applicable

m’%@lﬁ Unit:

Telephone Number

Approved by:
BY: e me__ (initials)

-

L LA

This collection of information is required by 37 CFR 1,11 and 1.14. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is govemed by 35 U.S.C. 122 and 37 CFR 1,11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathenng preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case, Any comments on the amount of time
you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. BRING TO: File
Information Unit, Suite 3A20, 2800 South Randolph Street, Arlington, Virginia.

If you need assistance in completing the form, call 1-800-PT0-9189 and select option 2.

Apple 1004.0011




(R L TR AR TR

*
United States Patent 117 Patent Number: 5,961,645
Baker 451 Date of Patent: *Qct. 5, 1999
[54] FILTERING FOR PUBLIC DATABASES 5,321,841  6/1994 Eastetal. .oiiiienicinn 395/677
WITH NAMING AMBIGUITIES 5,642,515 6/1997 Jones et al. ....... e 3951127
5,649,099  7/1997 Theimer et al. ... 395/187.01
[75] Inventor;: Brenda Sue Baker’ Berkeley Heights, 5,678,041 10/1997 Baker et al. .ooveerrvrrirannicesienns 395/609
NJ. Primary Examiner—Ly V. Hua
[73] Assignee: AT&T Corp., Middletown, N.J. 57 ABSTRACT
[*] Notice:  This patent is subject to a terminal dis- Multiple approaches are used with a filter to handle naming
claimer. ambiguities when requesting access to a plurality of network
resources through a public network such as the Internet. One
[21] Appl. No.: 08/724,415 approach is to consider responses from the public network as
) well as requested URLS in determining whether to allow or
(22] Filed: Oct. 1, 1996 deny resources. The response information used may include
‘ header information or the resource itself. If the header
Related U.S. Application Data information includes a new URL, the new URL can be
. L forwarded to the requestor, or submitted to the public
{60] Provisional application Noy.60/004.670.-Qct. 2, 1995 network. A permission database is queried to determine
[51] Imt.CL® e GO6F 17/30; GO6F 13/00 whether a resource corresponding to the new URL should be
[52] US. Ch wcrrinn . 713/201; 713/200; 7137202 forwarded to the requestor. A checksum database can also be
(58] Field of Search 3’95 /187 01’ 188.01 used to determine if a specific resource should be forwarded
395/186, 200 0920003380 /4 25: 3 46 /825.31: to the requestor. Another approach is to record and maintain
T /206 201, 203, 200.09 200.03 a database of aliases for URLs. When a URL is.requested,
P ETT mEe e S the alias URLSs are determined for that URL. The alias URLs
[56) References Cited can then be queried in the permission database to determine
if the resource corresponding to the aliases can be accessed
U.S. PATENT DOCUMENTS by the requesting terminal before the URL is requested from
4,851,088  7/1989 Trottier et al. woummsmroer 3050001 the public network.
5,263,165 11/1993 Janis 395/490 ’
5,315,657 5/1994 Abadiﬁet ) F 380/25 10 Claims, 1 Drawing Sheet
NETWORK NETWORK | 103 NETWORK
RESOURCE RESOURCE RESOURCE
102 104
NETWORK PUBLIC NETWORK | NETWORK
RESOURCE RESOURCE
101 105
FIREWALL
13
11 \2
115 1
\
DATABASE PROCESSOR [

Apple 1004.0012



12048 - ¥661 O OSSN

AVa

Apple 1004.0013

Hv3A. HINOW HIGWNN TVIHIS NOLLYIINddV NDIFHO4/10d 3002 . @3INvV1O
31va NI R . o AHINNOD ALIHOIHd
“NDIZHOL NSIZHOA
V.Lvd NOILVOITddV NOIFHO4/LOd
| ] ERNEICE
i / /1|9 ]|d
| / rl1]|old |
m / /1{L|{o]d o
ol /l1L]o]|d 47
HY3A AV HINOW “HIENNN “THIEWNN 1VIE3S NOILVOIddV 10d HIEWNN TVIE3S 3009 3403
31va - IN31Vd IN3HVd L . RS NOILYOIlddY INFHVd  SNLVLS INOD
ONII4 LNIHVd S ) e T _
. © VLva ALINNILNOD
1 . . .
e NERE v Xl olel/ 2 |11
HIEWNN 13%20d AINHOLLY 3ISN3OIM 334 ONMI4 LALIINT - SWIVID SWIV1D
| | u NDIZHOL - TIVNS - INIANIJ3aN 7v10oL
1+ , — T o)l ielblzlolpy b .
ONIMVHA SSV19 T LINN-LHY . ONIMONVH HV3A AV HINOW 1ddv . 28000/ 18
40 S133HS N ~ "dNO¥Y : | VIO3dS 3Lva ONITIS- 3dAL HIAWAN zQEo...&«@h@@.t -
2va mmz_s_sm anej \  133HS ONIG0D AHINT Viva 39vd ‘L
_ - y Wiewispel] pue jusie :
\\h, & HQAWJ r%\ aiva MM:WOW&MO%M% mnm?wrmmmo SN _ ocLs Mﬂm»:mw

ok g

=




	Provisional Application 60/004,670
	Contents
	Application as Filed 
	Transmittal
	Specification 

	Request for Access



