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[57] ABSTRACT

The content of free speech over distributed networks, such
as the Internet, is often inappropriate for minors as well as
offensive to some adults. The invention comprises an advi-
sory server operated by. for example, a third party watchdog
group, which rates the content of data downloaded from a
content server to a client in order to block or censor
unwanted material. In operation, each time data (e.g.. 2 web
page) is downloaded from a content server to the client, prior
to display, the client sends a request signal to the advisory
server asking that it advise the client on the content of the
web page. The advisory server rates the page and sends a
classification rating back to the client. The client thereafter
displays or does not display the web page according to the
classification rating based on the client’s selected prefer-
ences. The advisory server may also assign a rating to any
links contained on the web page or may also be asked by the
client to block any pages which require a fee. In this manner
parents are effectively empowered control the content of
data disseminated in their homes.

36 Claims, 20 Drawing Sheets

/ 4 7
CONTENT
GATEWAY T SERVER

5 CONTENT

g 7 SERVER

CONTENT ~ \,
SERVER 5 7

22
ADVISORY
SERVER

™~20

22 ADVISORY
SERVER

Apple1006.0001



5,706,507

Sheet 1 of 20

Jan. 6, 1998

U.S. Patent

\ [

SEER
. IN3INOD

(1dV ¥0Idd)
| *Ol1 4

N/Dl

9

- SELYEN
IN3INOD

\\\\m

/

9

43IAY3S
INILNOD
AVMILYO
N_\\

|

IN3ND

\\\\#

IN3I1D

AVMILVO

ow\\\

IN3ID

Apple1006.0002



5,706,507

Sheet 2 of 20

Jan. 6, 1998

U.S. Patent

¢ Ol

9

L

d3Ad3S

0z

EELEN
AYOSIAQV

<

IN3LINOD

d3IAY3S

SERY-EN
IN3INOD

IN3INOD

/

9

-1 AVM3LVO

A

1INYILNI

ON///
4INNIS |
(44 A¥OSIAQY
72
YIS |
AVMILYO ==~ | N0sIAQY
f& /om ¢
- INID |- S¢C
IN3D
AVMILYO |= //mN
ow\\\ - IN31D
nN\\\\

Apple1006.0003



U.S. Patent Jan. 6, 1998 Sheet 3 of 20 5,706,507

—— FIG.3A
CLIENT "ADVISORY SERVER"
BEGIN BEGIN

CONTENT
REQUEST
GENERATED &/OR
SENT TO CONTENT
SERVER?

205

INHIBIT LOADING OF 210
CONTENT DATA )

ASSOCIATED WITH
CONTENT REQUEST

225

215
GENERATE AN ADVISORY /

REQUEST CORRESPONDING 4
TO THE CONTENT REQUEST
TO EACH ACTIVE
ADVISORY SERVER

RECEIVE AND
DECODE ADVISORY
REQUEST?

/230
TRANSMIT ADVISORY GENERATE
REQUEST(S) TO ADVISORY — | CHARACTERIZATION DATA
SERVER(S) FROM ADVISORY INFO
\ STORED IN ADVISORY
o0 DATABASE AS A FUNCTION
10 250 OF ADVISORY REQUEST
TO 235——] FROM 240—"]

Apple1006.0004



U.S. Patent

Jan. 6, 1998

Sheet 4 of 20 5,706,507

T 1" __FROM 220 '—_'FROM 230 T
235\ |
RECEIVE & TRANSMIT
DECODE CHARACTERIZATION DATA
CHARACTERIZATION TO CLIENT
DATA?

250

255 \

INHIBIT LOADING OF
CONTENT DATA
ASSOCIATED WITH CONTENT
REQUEST AS A FUNCTION
OF CHARACTERIZATION
DATA

AS A FUNCTION OF 7
CHARACTERIZATION DATA

«»

240

TERMINATE
ADVISORY
SERVICES?

GENERATE ADDITIONAL

INFO AS A FUNCTION OF _|——260
CHARACTERIZATION DATA
DISPLAY ADDITIONAL INFO | — 265

FIG.3B

Apple1006.0005



U.S. Patent Jan. 6, 1998 Sheet 5 of 20 5,706,507

| CLIENT ADVISORY SERVER
|ENTER ADV SERVER URL
Iwc’rp://wcnxyz.com ADMIN QUERY >

ADVISORY-SERVICE-NAME xxxx ID—REQUIRED:YES

SERVER-TYPE:xxxx
MINIMUM—-COST:0 MAXIMUM-COST:0

ACTIVATE ACTIVE
TRACK COST >

< OK

ADVISE ON URL INCLUDING LINKS URL1>

—— or— — ——— Vo———

ACCESS PRIMARY
CONTENT

TOP—ANNOTATION:NO  BOTTOM—ANNOTATION:NO
RESPONSE-COUNT:3
RESPONSE-SETS:

URL1 RETURNCODE1 SHORT1 LONG1 ASSOCURLI

URL2 RETURNCODE2 SHORT2 LONG2 ASSOCURL2Z

URL3 RETURNCODE3 SHORT3 LONG3 ASSOCURL3

ADVISE ON URL INCLUDING LINKS URL4>
ACCESS PRIMARY

CONTENT
< NO INFO

DEACTIVATE AND RETURN CHARGES >

EXIT BROWSER

a5 1 |

<; COST:nnn NUMBER:nnn
FIG.4

Apple1006.0006



U.S. Patent Jan. 6, 1998 Sheet 6 of 20 5,706,507

301 303 305 307
AR Y
4EADER | URL | PROTOCOL | ADDITIONAL

FIG.5A

321 393 393
yd e

4 7

HEADER | RESPONSE | RESPONSE
SET #1 | SET #2

FIG.5B

410 420 430 440 / 450

SO

/ 7
UrL | RETURN | SHORT | LONG |ASSOCIATED
CODE | STRING | STRING URL

323/FIG.5C

4

Apple1006.0007



U.S. Patent

INFO FOUND?

NO

Jan. 6, 1998 Sheet 7 of 20

710

RECEIVE ADVISORY
REQUEST SIGNAL
715
CHECK ADVISORIES V-
DATABASE

720

750
s

CHECK IF URL IS

PLACE URL RATING FOR
PAGE IN RESPONSE

725
//

L ]

FOR EACH URL
WHICH IS AN ANCHOR
IN THE PAGE

N\

730

PLACE URL RATING FOR
TO IN RESPONSE

PAGE THAT ANCHOR LINKS -

| ]

FOR EACH URL

IN THE PAGE
\

CHARGES APPLY
FOR THIS USER
AT THIS TIME?

NO
1

WHICH IS AN ANCHOR -

/

YES

ON THE IGNORE LIST

755

ON THE
IGNORE LIST?

5,706,507

760

/

ADD TO "TO BE

REVIEWED LIST

/735 i
RETURN
CHARACTERIZATION
770 DATA INDICATION
740 ‘NO INFO’
/
/780

ADD TO USAGE COUNT
FOR THIS USER
BASED ON NUMBER OF
ADVISORIES IN RESPONSE

RETURN
CHARACTERIZATION
DATA INCLUDING
RESPONSE SETS

740

FIG.6

Apple1006.0008



U.S. Patent Jan. 6, 1998 Sheet 8 of 20 5,706,507

605

620

NO

610 —1 RESET "LOAD INHIBITED

615——1 ADVISORY SERVER

- CLEAR BALLOON TEXT

[

ADVISORY SERVER RETURNED
CODE INDICATING OFFENSIVE
MATERIAL AT THIS URL,& USER
WANTED TO INHIBIT THIS?

l
FOR EACH ACTIVE

655

SHORT STRING RETURNED
FOR THE URL THE
POINTER IS OVER?

SET “LOAD INHIBITED”

625 QNEXT ACTIVE ADVISORY)

SERVER)
ADD ADVISORY SERVER NAME, COLON,
SHORT STRING TO BALLOON TEXT

—

BALLOON TEXT
STILL EMPTY?

DISPLAY BALLOOD

670/

( TERMINATOR )

ASSOCIATED URL WAS
RETURNED FOR THE URL THE
POINTER 1S OVER?

635

ADD PAGE SYMBOL
TO BALLOON TEXT

640

ADVISORY SERVER RETURNED
CODE INDICATING FEE CHARGED
FOR USING THIS URL AND
USER WANTED TO INHIBIT THIS?

FIG.7

645

N\

SET “LOAD INHIBITED"

Apple1006.0009



U.S. Patent

Jan.

6, 1998 Sheet 9 of 20

/801 /803 / 805

' PROTOCOL | ADDITIONAL

HEADER < ol
FIG.8A

5,706,507

811 813 815 817 819 821/823

HEADER

PROTOCOL
LIST

MIN
DELAY | cosT

MAX
COST | NAME

ADDITIONAL
" DATA

FIG.8B

Apple1006.0010



U.S. Patent

Jan. 6, 1998

Sheet 10 of 20

5,706,507

WEB ADVISORY
SERVICE SELECTION

NAME
URL
970
CURRENCY ACCOUNT # Y
) g SPLIT WINDOW IF
OCIATED URL
S— 920 — *51S CLICKED
950 910
AN N — 960
_PRIVACY REPLACE FROM
(DON'T SEND D) QUICKLIST SOUND ON
ACTIVE DON'T LOAD DON’T LOAD
$$3 OFFENSIVE
980 S—g30 940

FIG.9A

Apple1006.0011



U.S. Patent Jan. 6, 1998 Sheet 11 of 20 5,706,507

WEB ADVISORY
SERVICE SELECTION 905
i
NAME
FAMILY VALUES OF VIRGINIA
930
URL
watp://wa.famvalues.va.us
995
NO CHARGE FOR ADVISORIES
PRIVACY
(OONT SEND ) | | " QUICKLIST SOUND ON
DON’T LOAD DON’T LOAD
ACTIVE $33 OFFENSIVE
FAMILY
VALUES

FIG.9B

Apple1006.0012



U.S. Patent Jan. 6, 1998 Sheet 12 of 20 5,706,507

WEB ADVISORY SERVICES
GROUP ACTIVATION 1080

[

ALL ADVISORY SERVICES YOU'VE EVER USED:

GUIDE TO DISNEYLAND
VACATION IDEAS
ERIC MARSHALL
VICKY MARKSTEIN

SELECT AND DRAG ENTRIES TO MOVE THEM INTO
OR OUT OF THE GROUP BELOW

1005 1010
pa -

GROUP : MY COLLEAGUES 1015
ERIC MARSHALL /
7 VICKY MARKSTEIN
PETER JONES 1
ABDUL FALWAZI , |
A— 1—%
N 1035 1030 1025 1020
/1060
GROUP : MOVIE CRITICS 1065
GENE SHALLIT -
PAULINE KAEL ‘\

—&§ T
1075 1055—" 1070

FIG.10

Apple1006.0013



U.S. Patent Jan. 6, 1998 Sheet 13 of 20 5,706,507

OUR OFFENSIVE LIST

1105

| ,
LIST (ACTIVE LIST IS IN BOLD;
CLICK TO USE A DIFFERENT LIST)
\ OFFENSIVE LIST FOR CHILDREN

 OFFENSIVE LIST FOR THE ENTIRE FAMILY
\ (NEW LIST)
X
1105 1115

NOT CONSIDERED OFFENSIVE |
0030 CONTAINS BLOOD
0031 CONTAINS VIOLENCE

0032 CONTAINS SEXUALLY EXPLICIT MATERIAL

1125

1120
RN

INCLUDE IN OFFENSIVE |
0044 INSTRUCTIONS FOR VIOLATING THE LAW
tc

0045 INSTRUCTIONS FOR CREATING WEAPONS,BOMBS, e

0046 INSTRUCTIONS FOR GROWING OR PRODUCING
HALLUCINOGENS,DRUGS,INTOXICANTS

OUR
FAMILY CACHING| |OFFENSIVE
VALUES LIST

FIG.11

Apple1006.0014



U.S. Patent Jan. 6, 1998 Sheet 14 of 20 5,706,507

///501 502
£ d
FAMILY VALUES CONSUMER RPTS

_ 506
RN

506 /500

WESTCHESTER PHOTOGRAPHY CLUB

o508
L

NOT APPROPRIATE FOR
505 MINORS—-VIOLENT ]

N \

7 4 507
FAMILY VALUES: X—RATED -1

/ 503% N

CLICK HERE FOR VIOLENT PHOTO OF THE MONTH

FIG.12A

Apple1006.0015



U.S. Patent Jan. 6, 1998 Sheet 15 of 20 5,706,507

FAMILY vaLues oY

WESTCHESTER PHOTOGRAPHY CLUB

504’

CLICK HERE FOR OUR PHOTO OF MT.RUSHMORE

503’

FIG.12B

Apple1006.0016



U.S. Patent

Jan. 6, 1998 Sheet 16 of 20

5,706,507

APTIVA WEB EXPLORER

FILE OPTIONS CONFIGURE NAVIGATE QUICKLIST

MSAdv

| T—~1401

MORGAN STANLEY INTERNAL HOME PAGE

CLICK HERE FOR OUR NEW POLICY ON DERIVATIVES

504

\

http: //w3.morganstanly.com/announce/deriv1296.html

—MSAdv:EXEClﬂD/ES ONLY

FIG.12C

Apple1006.0017



U.S. Patent Jan. 6, 1998 Sheet 17 of 20 5,706,507

FAMILY VALUES CONSUMER RPTS

500

I WESTCHESTER PHOTOGRAPHY CLUB

/ 508

/
FAMILY VALUES:X—RATED

CLICK HERE FOR OUR VIOLENT PHOTO OF THE MONTH
/

% 5047

FIG.12D

Apple1006.0018



U.S. Patent Jan. 6, 1998 Sheet 18 of 20 5,706,507

AN PHOTO TECHNIQUE
L VALUES MAGAZINE

WESTCHESTER PHOTOGRAPHY CLUB

3505
/

FAMILY VALUES:X—-RATED []
PHOTO TECHNIQ:NOTEWORTHY!

CLICK HERE FOR OUR VIOLENT PHOTO OF THE MONTH

\

FIG.A2E

Apple1006.0019



5,706,507

Sheet 19 of 20

Jan. 6, 1998

U.S. Patent

00:10:Z} $1/90/5661 yioved | 8€1'O1
7S:TZ: L1 §1/90/5661 16:22:11 £1/90/6661 NIAVY
aix2018 40 Q10L 3IWIL/3LVQ Q3IN0018 AvA 40 3INIL/3Llva al ¥3Isn 4/82
318vV1L ONIXD018
R€:00:1 1121 0214LN8 .
Ve1I'Ol4
QO:SYIQL:Z L L0'SYIG L ZL 200K 1L L0 L0 L1 0010 LT SINOr
¥3SN SIHL WO¥4 SIS3IND3Y 00Y LSY1 40 Avd 40 INWIL al ¥3sn :/52

378V1 NOILO3L3d 3ISNA3IA0

Apple1006.0020



U.S. Patent Jan. 6, 1998 Sheet 20 of 20 5,706,507

RECEIVE REQUEST |F——— 1401

1403

D INCLUDED IN REQUEST?
FIG.14

NO

SEARCH BLOCKING TABLE | 1407
WITH 1D OF REQUESTER

ID IN OVERUSE
DETECTION
TABLE?

1408 YES YES /

ADD 1D & CURRENT
TIME TO OVERUSE
DETECTION TABLE

ID IN BLOCKING

TABLE? NO

1419

1

ADD CURRENT TIME TO /1421
OVERUSE DETECTION TABLE

1409

DATE/TIME ROW_FOR THIS 1D
TOLD OF BLOCKING
FILLED IN? NO
YES GROCESS Rmu@\1423
USE CURRENT DATE/TIME
TO FILL IN TIME TOLD OF | —1411
BLOCKING FIELD IN
BLOCKING TABLE FOR
THIS 1D
1405

IGNORE REQUEST RESPOND WITH "OVERUSE 1413
CLOSE SOCKET ATTACK DETECTED'

Apple1006.0021



5,706,507

1

SYSTEM AND METHOD FOR
CONTROLLING ACCESS TO DATA
LOCATED ON A CONTENT SERVER

FIELD OF THE INVENTION

The present invention is related to distributed data com-
munication system, and more particularly, to controlling
access, or providing meta-information about, data located on
content servers in distributed data communication systems.

BACKGROUND OF THE INVENTION

Electronic online information services that contain docu-
ments (as opposed to structured databases and transaction
systems) emerged in the 1960s. These first generation ser-
vices held all content on one server (such as DIALOG).
Therefore, users normally understood the characteristics of
the documents based on which service they used. Distrib-
uted online information services began with networked
bulletin board systems such as UUCP, USENET, FIDOnet.
However, these services were used by a tiny section of the
population and did not contain data that was used to make
important personal or business decisions. A third generation
of online information emerged at the end of the 1980s as the
Internet became common on college campuses, businesses
and government agencies. The World Wide Web was devel-
oped under the leadership of Tim Berners-Lee of CERN, as
a method of fetching information from any cooperating
computer on the Internet by simply clicking on a reference
to that information. With the release of the first high-
function Web browser program. Mosaic, by the National
Center for Supercomputer Applications in early 1994, mil-
lions of users began to have access to millions of documents
through the World Wide Web. These documents contain text,
graphics, audio, video, etc.

The World Wide Web contains information that is updated
regularly, and therefore is in many ways superior to con-
sulting books or CD-ROMs. However, users may have
trouble contextualizing the retrieved information: was it
accurate when posted (made available), is it still accurate
now, etc. The challenge of editorial assessment of a huge
body of constantly changing and growing information, with
no central depository site, forces users to depend upon
independent assessments of the retrieved data. Users are
familiar with doing this in other domains, such as “the Good
Housekeeping Seal of Approval” for household goods.

It was recognized by the W3 Consortium -and other
voluntary standards groups for the World Wide Web that
some automated mechanism of delivering assessments to
users was needed. The urgent need for these items,
ironically, is not being driven by business or other decision
making based on Web information, but by a need to have
filtering of adult-only material from young people who
access the Web. Because it is easy to click from one
document to another (which the one document points to) to
another in seconds, this “traveling browsing” has become
known as surfing the Web. In surfing the Web, children may
have easy access to inappropriate videos, graphical data and
other related information.

To address this issue, several mechanisms have been
proposed and/or implemented. For example, the application
WATCHDOG by Surfwatch allows a supervisor (ie. a
parent) to block particular content from being retrieved
when browsing the World Wide Web. On a subscription
basis, users periodically receive disks that contain a data
base of blocked sites. The user then executes a utility
program that updates the existing data base of blocked sites
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with the updated data base of blocked sites in the disks.
When the user browses on the Web, the application cross-
references the data base and selectively blocks the the
loading of data from blocked sites identified in the data base.

Web Track from Webster Network strategies will block
access to particular primary content sites, in 15 specific
categories. Like Surfwatch, Webtrack stores a list of blocked
sites in a data base, and when the user browse the Web, the
application cross-references the data base and sclectively
blocks the loading of data from block sites identified in the
data base. However, in this case, the data base is not created
and updated on a subscription basis., but may be created and
updated by the supervisor.

KidsCode is an Internet Draft proposal which uses a
naming convention to indicating ratings, and requires vol-
untary compliance by primary publisher of the content data.

1t is therefore an object of the present invention to provide
a system and method to characterize content loaded (or
available to be loaded) by a client from a content server via
a protocol between the client and any number of indepen-
dent non-co-located or combined advisory servers that main-
tain “ratings” knowledge bases, and to control filtering of the
content data data according to the characterization.

Another object of the present invention is to provide a
method and system wherein an advisory server indicates if
the user will incur charges for accessing one or both of the
content server and the advisory server.

Another object of the present invention is to provide one
or more user profiles stored in a memory associated with the
client that are utilized by the client to control the filtering of
the requested content data and to generate information
related to the requested content data.

Additional objects and advantages of the present inven-
tion will be set forth in the description which follows, and
in part will be obvious from the description, or may be
learned by practicing the invention.

SUMMARY OF THE INVENTION

To achieve the objects in accordance with the purposes of
the present invention, as embodied and described herein, a
distributed data communication system comprises a content
requestor and a content server. Communication between the
content requestor and the content server occurs over a first
communication link. The content requestor under control of
user input communicates a data request signal to the content
server over the first communication link. The content server,
upon receiving the data request signal, communicates con-
tent data to the content requestor according to the data
request signal. The content data is filtered by:

setting the content requestor in an advisory mode wherein

the content requestor communicates portions of said
data request signal to an advisory server over a second
communication link different from the first communi-
cation link, and wherein the first advisory server is
remote from said first content server;

upon receipt of the portions of said data request signal,

controlling the advisory server to retrieve characteriza-
tion data from a data base coupled to the first advisory
server, wherein the characterization data is linked to the
portions of the data request signal, and to communicate
the characterization data to said content requestor over
the second communication link; and

wherein the content requestor, in the advisory mode,

inhibits loading of at least a portion of the content data
according to the characterization data,

Apple1006.0022
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In addition, the content data may include a pointer iden-
tifying additional content data. In this case, the character-
ization generated by the advisory server may be related to
the additional content data, and the content requestor, in the
advisory mode, inhibits loading of at least a portion of the
additional content data according to the characterization
data.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a pictorial representation of the Internet World
Wide Web wherein a Client running 2 Web Browser request
content data from a Content Server.

FIG. 2 is a pictorial representation of the World Wide Web
including a client and one or more advisory servers accord-
ing to the present invention;

FIGS.3(A) and 3(B) are flow charts illustrating operation
of the advisory servers and clients running a Web Browser
according to the present invention;

FIG. 4 illustrates all example of the data exchanged
between the advisory server anti the client running a Web
Browser according to the present invention;

FIG. 5(A) illustrates a format of the advisory request
signal transmitted from the client running the Web Browser
to the advisory server according to the present invention;
FIGS. 5(B) and (C) illustrate a format of the characterization
data transmitted from the advisory server to the client
running the Web Browser according the present invention;

FIG. 6 is a flow chart that illustrates the operation of the
advisory server in responding to an advisory request signal
according to present invention;

FIG. 7 is a flow chart illustrating operation of the client
running a Web Browser when the user moves pointer over an
anchor in the current page;

FIGS. 8(A) and (B) illustrate a format of an Administra-
tion Query signal and associated response communicated
between the client running a Web Browser and the advisory
server according to the present invention;

FIGS. 9%(A) and (B) illustrate a dialog box in accordance
with the present invention wherein a user specifics and/or
activates a particular advisory server; server;

FIG. 10 illustrates a dialog box in accordance with the
present invention wherein a user may construct groups of
advisory services that can be activated and/or deactivated
together;

FIG. 11 illustrates a dialog box in accordance with the
present invention wherein a user specifies precisely which
ratings are to be considered acceptable and/or unacceptable;

FIGS. 12(A)—E) illustrate features of the present inven-
tion enmabling users to be made aware of ratings in an
efficient and user-friendly manner;

FIGS. 13(A)~(B) and 14 illustrate a data structure and
operation of the advisory servers in detecting an overuse
attack by a client according to the present invention.

DETAILED DESCRIPTION OF THE PRESENT
INVENTION

FIG. 1 is a pictorial representation of the Internet World
Wide Web, commonly called the Web. The present invention
as described below is embodied in the World Wide Web, but
the invention is not limited in this respect, and may be
embodied in any data communication system wherein a
content requesting system request data from a content
server, including but not limited to on-line information
services, telephone networks, and television networks.
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As shown in FIG. 1, the Web 2 includes a plurality of
clients 4 (three shown) that interface to a plurality of content
servers 6 (three shown) over the Internet 8. The content
servers retrieve and/or generate content data from informa-
tion stored in a data base 7 associated with the content server
6. Typically, the data base resides on a hard disk associated
with the content server. A gateway 10 may be utilized to
interface more than one client 4 to the Internet 8 as shown.
Typically, the gateway 10 functions as a proxy server to
cache the most recently requested content data, to control
access to the Interact 8 to only specified clients 4, and for
billing the clients 4 for access to the Internet 8. In addition,
a gateway 12 may be utilized to interface more than one
content server 6 to the Internet 8 as shown. In this case, the
gateway 12 typically functions as a firewall to control access
to the content servers to authorized users, and for centralized
billing of access to the content servers, if appropriate. Note
that one or more clients 4 may be linked to one or more
content servers over a local area network. In this case, the
functions or the gateway 10 and 12 may be integrated into
a single gateway that interfaces to the local area network.

Users utilize a client system running a Web Browser, such
as those sold under the trademarks NETSCAPE
NAVIGATOR, IBM WEB EXPLORER and NSCA
MOSAIC, to load content located on the content servers 6.
The content may be in one of several standardized formats,
with hyperlink anchors in one “page” of content pointing to
other content that may be on the same server or on another
remote server.

More specifically, a client system running a Web Browser
request content from a content server 6 using a Hypertext
Transfer Protocol (HTTP) request and receiving the content
in a HTTP response. HTTP requests and responses occur
over TCP/IP sockets that are communicated over the com-
munication link between the client 4 and the content server
6. Much World Wide Web content consists of readable pages
encoded using the Hypertext Markup language (HTML.,).
Thus, the word “page” and the word “content” are used
interchangeably below. The user may generate the content
request by explicitly asking for content stored on the content
server 6 or by clicking on a hyperlink anchor 132 which
points to content stored on content server 6. Upon receipt,
the browser loads that content using an HTTP session. A
more detailed description of HHTP may be found in
Berners-Lee et al., “Hypertext Transfer Protocol—HTTP/
1.0”, draft-ieft-http-v10-spec-0.0 txt, 1995 Mar. § (Internet
Draft), herein incorporated by reference in its entirety. A
more detailed description of HTML, may be found in
Bemers-Lee, T. “Hypertext Markup Language (HTML.)”,
draft ieftjiir-html-01, Jun. 1993 (expired working draft),
herein incorporated by reference in its entirety. And a more
detailed description of TCP/IP sockets and communication
on the Internet may be found in W. Richard Stevens,
“TCP/IP Ilustrated, Volume 1—The Protocols”, Addison-
Wesley, 1994, pp. 1-20, 229-262, hercin incorporated by
reference in its entirety.

According to the present invention, one or more advisory
servers 20 (three shown) are interfaced to the Internet 8 as
illustrated in FIG. 2. The advisory servers maintain one or
more knowledge bases 22 that characterize the content
generated by one or more of the content servers 6. In
addition, the system includes one or more clients 25 (three
shown) running a Web Browser that when set in an advisory
mode, for each content request to the content servers 6,
requests characterization data from one or more of the
advisor servers 20. The advisory servers 20 generate the
appropriate characterization data based upon the informa-
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tion stored in the knowledge base 22, and transmit the
characterization data to the client 25. Upon receiving the
characterization data, the client 25 utilizes the characteriza-
tion data to determine whether to filter the content data
transmitted by the content server 6. In addition, the client
may utilize the characterization data to generate additional
information. The advisory servers, when active, are prefer-
ably placed on an active list that identifies each active
advisory server, for example by storing the URL of the
advisory server 20. A more detailed description of URLs
may be found in Berners-Lee et al., “Uniform Resource
locators (URL)”, RFC 1738, December 1994, herein incor-
porated by reference in its entirety.

Note that it is possible for the functions of the advisory
server 20 to be integrated with the functions of the content
server 6, but typically this will not be the case, Preferably,
HTTP is used to communicate between the client 25 running
the Web Browser and The advisory server 20. Note that
more than one advisory server 20 may be interfaced to the
Internet 8 by a gateway 24. The gateway 24 may function as
a firewall to control access to the advisory server 20 to
authorized users, and for centralized billing to access to the
advisory servers, if appropriate.

FIGS. 3(A) and (B) illustrate in more detail the operation
of the advisory servers 20 and the clients 25 running a Web
Browser that includes an advisory mode according to the
present invention. Specifically, at step 205 a client 25
generates and sends a content request to a content server 6
for information contained in knowledge base 7. In step 210,
the client 25 may inhibit loading of content data associated
with the content request at least until the characterization
data is received from an active advisory server 20 and acted
upon. In step 215, an advisory request for characterization
data associated with the content request is generated to each
active advisory server 20 concurrent with the aforemen-
tioned content request. As mentioned previously the char-
acterization data may indicate that loading of the requested
content data should be inhibited by the client 25. In step 220,
the advisory request is generated to each active advisory
server 20. In step 225, each active advisory server 20
receives and decodes the advisory request transmitted from
the client 25. In step 230 each active advisory server 20
retrieves from its knowledge base 22 any stored character-
ization data associated with the advisory request. A more
detailed description of the method and system utilized by the
advisory server 20 to identify and store connections between
tags identifying content (such as URLs) and associated
meta-data (such as numeric rating codes or strings) may be
found in Dockter et. al., U.S. patent application Ser. No.
08/267,022, entitled “Facility for the Storage and Manage-
ment of Connections (Connection Server), filed Jun. 21,
1994, herein incorporated by reference in its entirety.

In step 235 the characterization data is transmitted to the
requesting client 25. In step 240 a decision is made whether
to deactivate this advisory server-client subscription (at step
245) or to continue to receive and decode advisory requests
(at step 225). In step 250 the client 25 receives and decodes
the characterization data transmitted from the advisory
server 20 in step 235. Referring now to FIG. 3b, in step 255
the client may inhibit loading of or load the content data
associated the contour request as a function of the received
characterization data. For example, if the characterization
data indicates the advisory server 20 has no relevant infor-
mation related to the requested content data, the client 25
may load the content data associated with the content
request; yet, if the character data returned from the advisory
server indicates the data is offensive to minors, the client 25
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may inhibit loading of the content data. In step 260, the
client 25 may generate additional information related to the
content request. The addition information may be an addi-
tional content request or any other meta-data related to, or
contrasted with, the requested content data. In step 265, the
client 23 may display the additional information to the user.

FIG. 4 illustrates an example of the data exchanges
between an advisory server 20 and the client 25 according to
the present invention. The advisory request signal is iden-
tified “AdviseOnURLIncludingLinks” and the characteriza-
tion data includes three response sets as shown.

FIG. 5(A) illustrates a format of the advisory request
signal transmitted by the client 25 running a Web Browser
to the advisory server 20 according to the present invention.
As shown, the advisory request signal includes a header field
301 and a URL field 303. The header field 301 includes a
command verb that identifies the type of request. For
example, the command verb may be “AdviseOnURL” or
“AdviseOnURLIncludingLinks”. The command verb
“AdviseOnURL” requests that the characterization data
returned by the advisory server 20 pertain to only the
particular page of content data requested from the content
server 6. On the other hand, the command verb
“AdviseOnURLIncludingl inks” requests that the character-
ization data returned by the advisory server 20 that pertains
to the particular page of content data requested from the
content server 6 plus any content linked to the particular
page, for example, by a hypertext anchor within the page. In
this case, the command verb indicates whether the request
encoded within the advisory request signal is a
“AdviseOnURL” request or an “AdviseOnURLIncludin-
gLinks” request. The command verb may be represented by
an encoded text string or an integer. The URL field 303
identifies the content data that has been requested from the
content server 6. In the context of the Web, the URL field
303 is preferably the URL of the requested page.

As shown in FIG. 5(A). the advisory request signal may
also include a protocol__ID field 305 and an additional data
field 307. The protocol_ID field 305 identifies the particular
version of the protocol embodied by the advisory request
signal. The additional data field 307 may be used to com-
municate additional data.

FIG. 5(B) illustrates the format of the characterization
data transmitted by the advisory server 20 to the client 25
running the Web Browser according to the present invention.
As shown, the characterization data includes a header field
321. The header field 321 may include a protocol identifier
that identifies the particular version of the protocol embod-
ied by the characterization data and a return code that
characterizes the content data identified by the URL field
303 of the advisory request signal. For example, the return
code may indicate that the advisory server 20 does not have
an information related to the content data identified by the
URL field 303 of the advisory request signal. A more
exhaustive list of possible return codes is found in Appendix
A of the patent application.

The characterization data may also include one or more
response sets 323 (two shown) that pertain to the content
data identified by the URL field 303 of the advisory request
signal. In this case, the header field 321 also includes data
that identifies The number of response sets following. For
example, FIG. 4 shows three response sets. The first is
related to URL1, which is the particular page of content data
identified by the URL field 303 of the advisory request
signal. The second and third are related to URL2 and URL3,
respectively, which are additional pages linked by hypertext
anchors in the page identified by URL1.
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As shown in FIG. §(C), each response set 323 may
include a URL field 410, a return code 420, a short string
field 430, a long string field 440, and an associated URL field
450. The URL field 410 identifies the content data associated
with the response set. The return code 420 characterizes the
content data identified by the URL field 450. For example,
the return code may indicate that the URL contains sexually
explicit material not suitable for minors. A more exhaustive
list of the possible return codes is found in Appendix A of the
patent application. The short string and long string fields 420
and 430 include text information that are related to The
content data identified by the URL field 410. The associated
URL field 450 identifies content data associated with the
content data identified by the URL field 41¢. Upon receiving
and decoding the response sets, the client 2 may display to
the user the string information encoded within the string
fields 430 and 440 and/or the associated content data iden-
tified by the associated URL field 450. A more detailed
description of the operation of the client 25 in displaying the
string information and/or associative content data is
described below with respect to FIGS. 7 and 12(A)—(E).
Moreover, depending upon the return code 420, the string
fields 420 and 430 and associated URL field 450 may be
omitted. For many return codes 420, the associated URL
field 450 may or may not be sent.

FIG. 6 is a flow-chart that illustrates operation of the
advisory server 25 in responding to an advisory request
signal according to the present invention. For illustrative
purposes only, FIG. 6 shows the operation of the advisory
server 25 in responding to a particular advisory requested
signal, the “AdviseOnURLIncludingLinks” signal, which
requests that characterization data be returned that relates
not only to the current page, but to those pages which have
an anchor in the current page. In step 710, the advisory
server 20 receives the advisory request signal transmitted by
the client 25 running the Web Browser. In step 715, the
advisory server 20 compares the URL field 303 of the
AdviseOnURLIncludingL inks signal with the entries stored
in the advisories knowledge base 22 to determine if one or
more matching entries are present. An exact match to the
URL field 303 may be required. In the alternative a fuzzy
match may be utilized wherein if an exact match is not
found, the entry having the longest matching prefix will be
considered a match.

In step 720, if a match is not found, the operation of the
advisory server 25 continues to step 750 to check if advisory
requests related to the specific URL should be ignored. Step
750 may be accomplished by comparing the URL field 303
to entries stored in an Ignore list as shown in Table 11 of
Appendix B. In step 755, if the URL ficld 303, or a prefix of
the URL field 303, is not on the Ignore list, in step 760 the
URL is added To Be Reviewed—URL list as shown in Table
14 of Appendix B, and operation continues to step 770).
However, if the URL field 303, or a prefix of the URL field
303, is on the Ignore list in step 755, operation continues to
step 770. In step 770, the advisory server 20 returns to the
client 25 characterization data that indicates no information
related to the URL is available. This may be accomplished
by inserting a return code “000” into the header field 321 of
the characterization data.

In step 720, when one or more matching entries exist in
the knowledge base 22, the response set 323 corresponding
to each matching entry is generated. More specifically, in
step 725, the URL field 410, return code 420, short string
430, long string 440, and associated URL 450 corresponding
to the URL field 303 are read from a URL Return code and
phrase table, shown as Table 8 of Appendix B. In step 730.
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for each anchor included in the page identified by the URL
field 303, the URL field 410, return code 420, short string
430. long string 440, and associated URL 450 corresponding
to the anchor are read from the URL Return code and phrase
table. The anchors included in the page may be read from a
‘URL included in page’ Table, shown as Table 10 in Appen-
dix B. After all anchors have been processed in step 740, the
advisory server 25, in step 775, may check whether the user
should be charged for the advisory information and, if so, in
step 780 records the the usage for billing purposes. Finally,
in step 745, the characterization data including the response
sets is returned to the client 25 in step 740.

FIG. 7 is a flow chart illustrating operation of the client 25
running the Web Browser of the present invention when a
user moves a pointer, such as a mouse arrow, over an anchor
in a page. The client 25 must determine whether to display
balloon help that includes the text information encoded
within the short string field 430 of one or more response sets,
and whether to block the activation of an anchor within the
current page. This figure handles the case where the char-
acterization data has been returned from each active advi-
sory server 20, and where the user has nmot specified a
preference for graphics over phrases. A balloon text variable
is emptied in step 605. A flag controlling inhibition of anchor
selection is reset to “no inhibit” in step 610. A loop is
performed in steps 615 to 660 with a pass for each active
advisory server. In step 620, if a short string field 430 was
returned for the URL field 410 that matches the URL of an
anchor, then the Advisory Server name followed by a colon,
The short string, and a line-end is added to the working
balloon text in step 625, and operation continues to step 630.
For example, the balloon text may appear as “Family Values:
X-Rated”. K, in step 620 a short string field 430 was not
returned for the URL field 410 that matches the URL of an
anchor, then operation continues to step 630. In step 630, if
an associated URL 450 was returned for the URL field 410,
a page symbol icon is displayed in step 635, and operation
continues to step 640. If, in step 630, an associated URL 650
was not returned for the URL field 410, operation continues
to step 640. In step 640, if the return code indicated that the
anchor leads to information that is charged for upon load,
and the user specified that this was to be blocked, the “load
inhibited” flag is set in step 645, otherwise operation con-
tinues to step 650. In step 650, if the return code indicated
that the anchor leads to information that is offensive, and the
user specified that this was to be blocked, the “load inhib-
ited” flag is set in step 655, otherwise operation continues to
step 615 for the next active advisory server until all active
advisory servers have been processed in which operation
continues to step 665. The load inhibited flag is checked if
the user clicks on an anchor. In step 665, after all active
server responses have been analyzed, if any items were put
in balloon text (by steps 625, 635 or 665), the balloon 505
and the text 508 are displayed in step 670.

In another aspect of the present invention, when the user
first activates a particular advisory server, an Administrative
Query message may be sent from the client 25 running the
Web Browser to the advisory server 20, preferably using a
TCP/IP socket connection. The Administrative Query
(AdminQuery) message seeks information pertaining to the
status of the particular advisory server, for example, whether
the advisory server is free, charges for advisories, pays the
user for advisories, and what protocol version the server
responds to. As shown in FIG. 8(A), the AdminQuery
message preferably includes a header field 801, a protocol
identification field 803, and additional data 805 if needed.
The header ficld 801 includes a command verb that identifies
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the message as an AdminQuery message. The protocol
identification field 803 identifies the protocol embedded in
the message.

Upon receiving the AdminQuery message, the advisory
server 20 generates a response and transmits the response to
the client 25. As shown in FIG. 8(B), the response preferably
includes a header 811, a protocol list ficld 813, a delay field
815, a min__cost field 817, a max_ cost field 819, a name
field 821, and additional data 823 if needed. The header 811
include data that identifies the protocol embedded in the
response. The protocol list field 813 lists the protocols
supported by the advisory server 20. The delay field 815
identifies the maximum delay likely based on advisory
server load in 10ths of a second. The min__cost and max__
cost fields 817 and 819 are pricing information that identify
the minimum and maximum charge per advisory. If both are
0, the advisory service is free. This pricing information may
be displayed to the user when the response to the Admin-
Query message is received by the client 25. The name field
821 is text information identifying the name of the advisory
server 25.

FIGS. %(A) and %(B) illustrate a dialog box in accordance
with the present invention wherein a user specifies and/or
activates a particular advisor server 25 by direct entry or by
selection from a Quicklist 910. The user has the opportunity
to indicate how they will pay if the server charges for
advisories 920, as well as an opportunity to indicate if
loading of content that costs money 930 or that is offensive
940 should be prevented. There are also other controls, such
as: whether the user’s ID should be sent 956 (an option for
some free advisory servers); whether tones should be used
when advisories are received 960; and whether clicking on
the associated URL. icon causes a split screen 970.
Importantly, the user may activate/deactivate the particular
advisor server by clicking on activate box 980. When
activated, the advisory service protocol described above
with respect to FIGS. 1-8 is triggered for the particular
advisory server. FIG. 9(B) shows a specific example of the
dialog box shown in FIG.9(A) with a specific advisory
server name 985 and URL. 990 filled in, and text informa-
tion 995 related to pricing displayed. The text information
995 may be part of the response data transmitted by the
advisory server 20, or may be generated by the client 25
according to the min__cost and max__cost fields 817 and 819
of the response to the AdminQuery message.

FIG. 10 illustrates a dialog box in accordance with the
present invention wherein a user may construct groups of
advisory services that can be activated or deactivated
together. Two groups are shown, group 1005 and group
1055. Each group has a group name 1010 and 1060, and
each group consists of a list of advisory services. The
services that are part of group 1005 are 1015, 1020, 1025,
1030. The services that are part of group 1055 are 1065,
1070. Checkboxes 1035 and 1075 may be used to activate or
deactivate all services in a group. This figure shows one
group activated (1035 is checked) and one deactivated (1075
is not checked). A list of all advisory services ever used 1080
is provided for the convenience of the user.

FIG. 11 illustrates a dialog box in accordance with the
present invention wherein a user can specify precisely which
ratings are to be considered unacceptable. This is a sample
dialog box page (tabs for other pages of the user setup dialog
box are shown al the bottom). Multiple lists 1105 (two
shown) may be created. The lists may be associated with
particular users, or may be associated with the client system
25 as a whole. For a given active list (indicated in bold), the
user divides the space of all ratings into a “not considered
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offensive” group 1115 and a “include in offensive” group
1120. Moving a rating from one to another is as simple as
selecting it, and pressing the Shift Selected button 1128.

FIGS. 12(A)~(E) illustrate features of the present inven-
tion enabling users to be made aware of ratings in a way
which is not distracting and which can synthesize ratings
from many knowledge bases at the client, or at a server.
Specifically, FIG. 12(A) shows an embodiment in accor-
dance with the present invention of a Web browser screen for
a user who has 2 Web Advisory services activated: Family
Values 501 and Consumer Rpts. 502. The names of the
active services appear above labelled buttons 506, which in
this figure are blank, because the content being viewed.
Westchester Photography Club home page 500, was not
rated or was rated as acceptable. Family Values 501 returned
an Advisory for the link anchor 504 shown as “Click here for
our violent photo of the month”. The short string 430
returned from the Advisory server was “X-Rated”, the long
string 440 returned was “Not appropriate for minors—
violent”, and an associated URL 450 was supplied. FIG.
12(A) also shows that a balloon 505 may be displayed when
the mouse is moved to the anchor 504, and it includes the
short string 430 If the user freczes the balloon 505 (e.g. by
pressing the space bar), the user can use the mouse pointer
to click on the small box 507 in the balloon 505 to load the
associated URL 450, or can move the mouse 503 to the text
508 and see the long string 440 in a second balloon 508. FIG.
12(B) shows how the advisory for a link may be shown by
changing the pointer icon. This is best for services that return
general advisories (positive, neutral, negative). In this
example, Family Values advisory server 501 returned
response code 0008 (positive), when the mouse is pointing
to the link 504', the pointer may change from a plain arrow
503 to a positive arrow 503'. FIG. 12(C) shows how the
advisory returned for a link may be shown at the bottom of
the screen when the mouse is over a link 504", The MSAdv
(Morgan Stanley Advisory Service) is active, and has
returned an advisory for the URL that would be loaded if
“Click here for our new policy on derivatives” 504" was
clicked. The short string 430 returned was “Executives
Only” and an associated URL 450 was supplied. The advi-
sory is itself a link to this associated URL, which is why it
is underlined like a link. FIG. 12(D) shows how the advisory
508 may be added into the content of the page 500 in place.
The name of the service and the short string appear in
smaller print 508 just above the link anchor 504. FIG. 12(E)
shows the contents of the balloon 1240 when more than one
Advisory service returned an advisory for the same URL.
This is best for services that return precise advisories.

In another aspect of the present invention, the advisary
server 25 may check for an overuse attack by a client 25. An
overuse attack occurs when a particular client has exceeded
a predetermined number of requests within a given period of
time, potentiahy degrading response times from the advisory
server to queries from other clients. More specifically, the
time of day of each user request is placed in the overuse
detection table 1301 as shown in FIG. 13(A). Each entry of
the overuse detection table 1301 includes the time of day of
the last N requests from a user, and the users identification
tag. The table 1301 is periodically purged of user entries
where no request has been received in a predetermined
number of minutes.

Generally, to detect an overuse attack, the advisory server
20 tracks the number of requests from each user over time.
Users who have more than a predetermined number of
requests for a given period of time will be presumed to be
overusing the service. These users ids and the time of
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blocking will be placed in a Blocking Table 1303 as shown
in FIG. 13(B), and their next request will receive a return
code indicating they are blocked.

For example, the overuse detection table 1301 of FIG.
13(A) shows shows that user jones has been sending queries
every one hundredth of a second. User ‘butrico’ has only
sent one query. In addition, the blocking table 1303 of FIG.
13(B) indicates that user ‘prager’ had overuse detected at
12:01, and has not yet sent another request (the date/time
told field is blank). When the next request is received, an
‘overuse attack detected’ return code will be sent and the
date and time recorded in the date/time told field. User
‘ravin’ was detected as overusing at 11:22:31 and received
a single response to their request of 11:22:32 indicating that
their requests would now be ignored.

FIG. 14 illustrates the operation of the advisory server in
utilizing the overuse detection table 1301 and blocking table
1303 of FIGS. 13(A) and (B) to detect an overuse attack.
Only servers that require IDs with requests may use this
approach to detecting overuse attacks. For when each advi-
sory request signal received in step 1401, the advisory server
20 in step 1403 checks whether the user’s ID is included in
the advisory request signal. If there is not a user ID in the
signal, in step 1403 operation continues to step 1405
wherein the request is ignored and the socket is closed.
Otherwise, operation continues to steps 1407 and 1408 to
check if an entry corresponding to the user ID is in the
blocking table 1303. If so. operation continues to step 1409
to check if the user has previously been notified that his/her
id is blocked. If so, operation continues to step 1405 as
described above. If, in step 1409 it is determined that the
user has not been previously notified that his/her id has been
blocked, in step 1411 the current time is stored in the
dateftime told field of the entry corresponding to the user in
the blocking table 1303, and in step 1413, the advisory
server 20 notifies the user that an overuse attack has been
detected.

If in step 1408 it is determined that the user ID is not in
the blocking table 1303, operation continues to step 1417. In
step 1417, the advisory server 20 checks whether an entry
corresponding to the user is stored in the overuse detection
table 1301. If not, in step 1419, a new entry that includes the
user’s ID and current time is added to the overuse detection
table 1301. Otherwise, the current time as added to the
corresponding entry in step 1421. In step 1423, the advisory
server processes the updated entry to detect an overuse
attack. More specifically, the advisory server 20 checks
whether the number of requests stored in the entry exceeds
a given threshold. If so, the particular user and current time
is added as an entry to the blocking table 1303, to thereby
block the next request received from the paticular user.

In addition to detecting overuse, the advisory server 20
may check for overloading. In this case, the advisory server
checks whether the processing time to service a particular
access exceeds a given threshold. If so, an overload has
occurred. In response to the overload condition, users may
be notified and requests ignored until the overloading con-
dition ceases.

As described above, the invention is embodied in a client
running a Web Browser adapted to communicate with one or
more advisory servers. According to a second embodiment
of the present invention, certain inventive aspects of the
client running a Web Browser may be embodied in a proxy
server. According to the second embodiment, the proxy
server, when set in an advisory mode, for each content
request to the content servers 6, requests characterization
data from one or more of the advisory servers 20. The
advisory servers 20 generate the appropriate characteriza-
tion data based upon the information stored in the knowl-
edge base 22, and transmit the characterization data to the
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proxy server. Upon receiving the characterization data, the
proxy server utilizes the characterization data to determine
whether to filter the content data transmitted by the content
server 6. The details of the operation of the proxy server in
filtering the content data are apparent from the description
above with respect to FIGS. 2-14.
Other embodiments of the invention will be apparent to
those skithed in the art from consideration of the specifica-
tion and practice of the invention disclosed herein. It is
intended that the specification and examples be considered
as examples only, with the true scope of the invention being
indicated by the claims.
I claim:
1. In a distributed data communication system wherein
communication between a content requestor and a first
content server occurs over a first communication link,
wherein said content requestor under control of user input
communicates a data request signal to said first content
server over said first communication link, and wherein said
first content server, upon receiving said data request signal,
communicates content data to said content requestor accord-
ing to said data request signal, a method of filtering said
content data comprising the steps of:
setting said content requestor in an advisory mode
wherein said content requestor communicates portions
of said data request signal to a first advisory server over
a seond communication link, and wherein said first
advisory server is remote from said first content server;

controlling said first advisory server upon receipt of said
portions of said request signal to retrieve characteriza-
tion data from a data base coupled to said first advisory
server and to communicate said characterization data to
said content requestor over said second communication
link; and

inhibiting loading of at least a portion of said content data

according to said characterization data.

2. The method of claim 1, further comprising the step of:

attaching a pointer identifying addtional content data to

said characterization data; and

controlling said content requestor to retrieve said addi-

tional content data identified by said pointer.

3. The method of claim 2, wherein said additional content
is stored in said data base coupled to said first advisory
Server.

4. The method of claim 2, wherein said additional content
data is stored in a database coupled to said first content
server.

5. The method of claim 2, wherein said additional content
data is stored in a database coupled to a second content
server, wherein said content requestor communicates with
second server over a third communication link.

6. The method of claim 1, wherein daid content data
includes a plurality of multimedia objects, further compris-
ing the step of:

inhibiting loading of a portion of said multimedia objects

of said content data according to said characterization
data.

7. The method of claim 1, wherein said characterization
data comprises a return code, a short string field, and a long
string field,

wherein said said step of inhibiting loading of a portion of

said content data is carried out according to said return
code, and

wherein said content requestor displays portions of at

least one of said short string field and said long string
field.

8. The method of claim 1, further comprising the step of:

storing user profile data in a memory associated with said

content requestor, wherein said step of inhibiting load-
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ing of at least a portion of said content data is carried
out according to said characterization data and said user
profile data.

9. The method of claim 8, wherein said content data
includes a pointer to additional content data, and wherein
said step of inhibiting loading of at least a portion of said
additional content data is carried out according to said
characterization data and said user profile data.

10. The method of claim 8, wherein said content requestor
generates information related to said characterization data
and said user profile data.

11. The method of claim 10, wherein said information
related to said content data includes a portion of said
characterization data.

12. The method of claim 10, wherein said information
related to said content data includes a portion of said user
profile data.

13. The method of claim 10, wherein said content
requestor displays said information related to said content
data.

14. The method of claim 8, wherein said information
related to said content data includes a pointer for identifying
additional content data, said method further comprising the
step of:

controlling said content requestor to retricve said addi-

tional content data identified by said pointer.

15. The method of claim 14, wherein said additional
content data is stored in said data base coupled to said first
advisory server.

16. The method of claim 14, wherein said additional
content data is stored in a data base coupled to said first
content server.

17. The method of claim 14, wherein said additional
content data is stored in a database coupled to a second
content server, wherein said content requestor communi-
cates with said second content server over a third commu-
nications link.

18. The method of claim 1, wherein said characterization
data characterizes said content data according to a prede-
termined standard.

19. The method of claim 18, wherein said predetermined
standard indicates whether said content data is suitable for
review by minors.

20. The method of claim 1, wherein said characterization
data characterizes said first content server.

21. The method of claim 20, wherein said characterization
data indicates whether a monetary charge is incurred by
users who access said first content server.

22. The method of claim 1, further comprising the steps
of:

controlling said content requestor to generate a billing

status request signal related to said first advisory server;

communicating said billing status request signal to a

second advisory server over a third communication
link; and

controlling, upon receipt of said billing status request

signal, said second advisory server to retrieve billing
status data from a data base coupled to said second
advisory server, wherein said billing status data indi-
cates whether a monetary charge is incurred by users
who access said first advisory server, and to commu-
nicate said billing status data to said content requestor
over said third communication link.

23. The method of claim 22, wherein said content
requestor disables said advisory mode according to said
billing status data.
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24. The method of claim 22, wherein said content
requestor displays a billing status associated with said first
advisory server according to said billing status data.

25. The method of claim 22, wherein said first and second
advisory servers are identical servers, and wherein said
second and third communication links are identical commu-
nication links.

26. The method of claim 22, wherein said first and second
advisory servers are remote from one another.

27. The method of claim 1, wherein said content requestor
inhibits loading of said content data communicated from
said content server at least until said characterization data is
received from said first advisory server.

28. The method of claim 1, further comprising the steps
of:

controlling said first advisory server to monitor a number

of data request signals received from said content
requestor to detect an overuse condition; and

upon detecting said overuse condition, controlling said
first advisory server to inhibit generation of said con-
tent data and communication of said content data to
said content requestor, and controlling said first advi-
sory server to communicate a message to said content
requestor indicating said overuse condition.

29. The method of claim 1, wherein said content requestor
includes a client coupled to a proxy server. wherein said
proxy server interfaces to said first content server over said
first communication link and to said first advisory server
over said second communication link.

30. A system for censoring downloaded data from a
content server to a client, comprising:

a remote advisory server connected to a content server

and to a client through a distributed network; and

a database associated with said advisory server for storing
a plurality of characterization data, wherein said remote
advisory server, upon receipt of a request signal from
the client, rates a downloaded data from the content
server with an appropriate characterization data from
said database and forwards said characterization data to
said client, said client censoring said downloaded data
based on said characterization data.

31. A system for censoring downloaded data from a
content server to a client as recited in claim 30, wherein said
characterization data in said database is generated by an
independent third party.

32. A system for censoring downloaded data from a
content server to a client as recited in claim 31 wherein said
characterization data characterizes data according to appro-
priateness for minors.

33. A system for censoring downloaded data from a
content server to a client as recited in claim 30 wherein said
client, prior to displaying the downloaded data, waits for
said characterization data from said advisory server.

34, A system for censoring downloaded data from a
content server to a client as recited in claim 30 wherein said
distributed network comprises the Internet.

35. A system for censoring downloaded data from a
content server to a client as recited in claim 34 wherein said
downloaded data comprises a web page.

36. A system for censoring downloaded data from a
content server to a client as recited in claim 35 wherein said
advisory server rates said web page and rates all links on
said web page.
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