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TITLE OF THE INVENTION 

PROFILE MANAGEMENT SYSTEM INCLUDING 
IISER INTERFACE FOR ACCESSING AND MAINTAINING PROFILE 

DATA OF USER SUBSCRIBED TELEPHONY SERVICES 

RELATED APPLICATION DATA 

The present disclosure is related to the disclosure 

provided in the U.S. patent application (Attorney Docket No. 

P14718) filed concurrently herewith, entitled "Apparatus and 

Method for Facilitating Service Management of Communications 

10 Services in a Communications Networkn, in the names of Larry 

JOST et al., the disclosure of which is expressly incorporated 

herein by reference in its entirety. 

COPYRIGHT NOTICE 

A portion of the disclosure of this patent document 

15 contains material which is subject to copyright protection. 

The copyright owner has no objection to the facsimile 

reproduction by anyone of the patent disclosure, as it appears 

in the U.S. Patent and Trademark Off ice patent files or 

records, but otherwise the copyright owner reserves all 

20 copyrights whatsoever. 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

The present invention generally relates to the field of 

telecommunications. More particularly, the present invention 

25 relates to a user interface, such as a personal computer (PC) 

interface, for accessing and maintaining profile data of a 

user's subscribed telephony service. 

2. Acronyms 

The written description provided herein contains acronyms 

30 which refer to various telecommunications services, components 

and techniques, as well as features relating to the present 

invention. Although some of these acronyms are known, use of 

these acronyms is not strictly standardized in the art. For 
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5 

10 

15 

20 

25 

purposes of the written description herein, acronyms will be 

defined as follows: 

Access Codes (ACODEs) 

Advanced Intelligent Network (AIN) 

Computer Access Restriction (CAR) 

Common Channel Signaling (CCS) 

Central Off ice (CO) 

Calling Party Numbers (CPNs) 

Call Processing Record (CPR) 

Data and Reporting System (DRS) 

Flexible Computer Interface Format (FCIF) 

Feature Identifier (FID) 

Integrated Service Control Point (ISCP) 

Local Area Network (LAN) 

Personal Computer (PC) 

Positive ID (PID) 

Service Creation Environment (SCE) 

Service Control Point (SCP) 

Service Management System (SMS) 

Service Switching Point (SSP) 

Signaling Transfer Point (STP) 

Transaction Capabilities Applications Part (TCAP) 

Transmission Control Protocol/Internet Protocol (TCP/IP) 

User Interface (UI) 

Wide Area Network (WAN) 

Working Telephone Number (WTN) 

3. Background Information 

In recent years, a number of new telephony service 

features have been implemented and provided by an Advanced 

30 Intelligent Network (AIN). The AIN evolved out of a need to 

increase the capabilities of the existing telephone network 

architecture and meet the growing needs of telephony 

customers. The AIN architecture generally comprises two 
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networks, a data Messaging network and a trunked 

communications network. The trunked communications network 

handles voice and data communications between dispersed 

network locations, whereas the data Messaging network is 

5 provided for controlling operations of the trunked 

communications network. 

An illustration of the basic components of an AIN network 

environment is shown in Fig. 1, which is provided to 

facilitate communication between a plurality of network 

10 locations or stations 72-86. As shown in Fig. 1, Central 

Offices (COs) 64-71 are provided for sending and receiving 

data messages from a Service Control Point (SCP) 56 via one or 

more Signaling Transfer Points (STPs) 51, 53 and 59. The data 

messages are communicated to and from the cos 64-71 and the 

15 SCP 56 along a Common Channel Signaling (CCS) network 88. 

Each CO 64-71 may serve as a network Service Switching Point 

(SSP) and may be equipped with CCS capabilities, which 

provides for the two-way communication of data messages 

between each SSP and the SCP 56 via CCS network 88. These 

20 data messages may be formatted in accordance with Transaction 

Capabilities Applications Protocol (TCAP) 

Each CO 64-71 serving as a network SSP may route AIN­

service related telephone calls between a calling station 

(e.g., station 72) and a called station (e.g., station 84) 

25 based on instructions received from the SCP 56. The SSPs 64-

71 may be connected by trunked communication lines 90 to 

transport voice and/or data signals, and each of the stations 

may be connected to one or more SSPs 64-71 through private or 

dedicated telephone lines 93. In AIN-type call processing, 

3 0 the originating SSP is responsible for: identifying calls 

associated with AIN services; detecting when conditions for 

AIN service involvement are met; formulating service requests 

or queries to the SCP for call processing instructions; and 
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Vl5538.S01 

responding to the instructions or message responses received 

from the SCP to complete or terminate the call. 

In Fig. 1, the SCP 56 may be implemented as part of an 

Integrated Service Control Point (ISCP) 10. The ISCP 10 is an 

5 integrated system which may include a programmable SCP 56 and 

a Data and Reporting System (DRS) 28. The SCP 56 may execute 

software or programmed-based logic in accordance with a 

subscriber's Call Processing Record (CPR) and return call 

routing instructions to the SSPs. The DRS 28 may compile 

10 calling information to be used for billing and administrative 

purposes. A Service Creation Environment (SCE) may also be 

provided for programming and provisioning the CPRs stored in 

the database of the SCP 26, which defines the services for 

each individual subscriber. The SCE may be integrated with 

15 the ISCP 10 or provided as a separate application or entity. 

By way of a non-limiting example, the ISCP 10 may be 

implemented with a Bellcore Integrated Service Control Point 

(ISCP) available from Bell Communications Research (Bellcore) , 

Murray Hill, New Jersey, and the SCE may be implemented with 

20 SPACE, which is also available from Bellcore. 

25 

Additional information regarding AIN and AIN-related 

network environments, see Berman, Roger K., and Brewster, John 

H., "Perspectives on the AIN 

Communications Magazine, February 

disclosure of which is expressly 

reference in its entirety. 

Architecture," IEEE 

1992, pp. 27-32, the 

incorporated herein by 

A number of services have been provided by AIN or AIN­

type intelligent networks to provide specialized call 

processing of incoming calls and detailed call information. 

3 O Services such as call routing, call forwarding and call 

logging have been provided by AIN or AIN-type networks. 

Service activation of a particular AIN service is normally 

accomplished by service personnel who receive a service order 
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from a customer, and then provision or create the CPR that is 

unique for each working telephone number (WTN) in the SCP or 

ISCP. Each customer's CPR contains subscriber or profile data 

which control and/or define the service features and 

5 parameters associated with the AIN service extended to the 

customer. Modification to a customer's CPR may be performed 

by service personnel based on requests received from the 

customer (e.g., by a formal written submission for service 

modification or via telephone interaction with service 

10 personnel). For more "simple" AIN services (i.e., AIN 

services that are based on very few or limited service 

parameters), automated modification systems and methods have 

also been provided to permit a customer or user to modify 

their service profile data via a telephone connection and 

15 touch tone dialing or Dual Tone Multi Frequency (DTMF) 

response. 

While such prior systems have been provided, the ability 

for a customer to freely access and maintain their service 

profile data has been limited. Prior attempts have relied 

20 upon the involvement of service personnel or have limited a 

customers ability to access and modify their service profile 

data. DTMF-based interfaces have also not provided an 

efficient or user-friendly system by which customers may 

review and revise their service profile data. Further, for 

25 more "complex" AIN-based services (i.e., AIN services that are 

based on a large number of service parameters or include more 

complex sets or groups of service parameters) such prior 

attempts have not provided an effective solution for automated 

service management and maintenance. Thus, there is currently 

30 a need for an interface that permits users to freely access 

and maintain there service profile data. There is also a need 

for a user interface that permits a user to review and update 

their data for services, such as AIN-based services, through 
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a computer-based interface that does not require the 

involvement of or interaction with service personnel. 

SUMMARY OF THE PRESENT INVENTION 

In view of the above, the present invention, through one 

5 or more of its various aspects and/or embodiments is thus 

presented to accomplish one or more objectives and advantages, 

such as those noted below. 

A general object of the present invention is to provide 

a profile management system having a user interface that 

10 provides the ability for a customer to freely access and 

maintain their service profile data. 

Another object of the invention is to provide a profile 

management system for AIN-based services. A further object of 

the invention is to provide such a system that does not rely 

15 upon the involvement of service personnel to permit a user to 

access and modify their AIN service profile data. 

Still another object of the invention is to provide a 

profile management system that provides an efficient and user­

friendly manner by which customers may review and revise their 

20 service profile data. 

Yet another object of the invention is to provide a 

profile management system for more "complex" services (e.g., 

AIN services that are based on a large number of service 

parameters or include more complex sets or groups of service 

25 parameters) , that permits a user to more effectively access 

and maintain their profile data for such a complex service. 

Another object of the invention is to provide a profile 

management system that includes a user interface that permits 

a customer to review and update their profile data for 

30 services, such as AIN-based services, through a computer-based 

interface. 
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The above-listed and other objects, features and 

advantages of the present invention will be more fully set 

forth hereinafter. 

BRIEF DESCRIPTION OF THE DRAWINGS 

5 The present invention is further described in the 

detailed description which follows, by reference to the noted 

plurality of drawings and appendices by way of non-limiting 

examples of preferred embodiments of the present invention, in 

which like reference numerals represent similar parts 

10 throughout the several views of the drawings, and wherein: 

Fig. 1 illustrates the components of a conventional 

Advanced Intelligent Network (AIN) network environment; 

Fig. 2 illustrates in block diagram form an exemplary 

system architecture for implementing the various features and 

15 aspect of the present invention; 

Fig. 3 illustrates in block diagram form another 

exemplary system architecture for implementing the features of 

the present invention; 

Fig. 4 illustrates yet another exemplary system 

2 O architecture and environment for implementing the present 

invention; and 

25 

Fig. 5 illustrates a further exemplary system 

architecture and environment for implementing the features of 

the invention. 

BRIEF DESCRIPTION OF APPENDICES 

In order to facilitate the detailed description of the 

present invention, reference is made to the noted plurality of 

appendices by way of non-limiting examples of preferred 

embodiments of the present invention, in which detailed 

30 descriptions and comments are provided with respect to the 

various features, operations and functions of the invention, 

and wherein: 
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Appendix A contains the "POSITIVE ID: User Guide", 

Southwestern Bell Telephone (1996), which discloses the system 

requirements for the PID PC Client and the various functions 

and operations of the PID Client software; 

5 Appendix B contains a detailed description of exemplary 

10 

interactions between the various main components of the 

profile management system (e.g., the PID PC Client, the PID PC 

Server, and the PID Status Server) and exemplary contents of 

the PID Database; 

Appendix C contains a detailed description of exemplary 

flow events between the various main components of the profile 

management system (e.g., the PID PC Client, the PID PC Server, 

and the PID Status Server) ; and 

Appendix D contains the "Requirements Document: PC User 

15 Interface", Southwestern Bell Telephone (July 17, 1996) 

20 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

Referring to the accompanying drawings and appendices, a 

detailed description of the preferred embodiments, features 

and aspects of the present invention will be provided. 

The present invention relates to a profile management 

system having a user interface, such as a personal computer 

(PC) interface, for accessing and maintaining profile data of 

a user's subscribed telephony service. The telephony service 

may be a AIN-based service that includes profile data which 

25 control and/or define the service features and parameters 

associated with the AIN service extended to the customer. 

Through the user interface of the present invention, a 

customer may freely access, maintain and modify their service 

profile data without the involvement of or interaction with 

30 service personnel. The present invention also provides the 

ability to selectively access and maintain complex service 

profile data with a user-friendly and effective interface. 

When the interface is implemented with a PC interface, one or 
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more display screens may be provided to display the customer's 

profile data, and to permit a user to build and maintain their 

data. 

The various features and aspects of the present invention 

5 are disclosed herein with reference to a particular AIN-based 

service, which is referred to as "Positive ID (PID) /1 or 

"Computer Access Restriction (CAR) /1 herein. Although the 

present disclosure describes a particular implementation of 

the present invention with respect to the PID service, the 

10 scope of the invention is not limited to this implementation 

and the various features and aspects of the invention may be 

adapted for other AIN-based services or telephony. Changes 

may be made, within the purview of the disclosure, as 

presently stated, without departing from the scope and spirit 

15 of the invention in its various aspects. Further, although 

the invention has been described herein with reference to 

particular means, materials and embodiments, the invention is 

not intended to be limited to the particulars disclosed 

herein; rather, the invention extends to all functionally 

20 equivalent structures, methods and uses. 

As disclosed herein, PID is an AIN-based service that 

permits a user to control access to their telephone or private 

line. PID may be used to restricts phone line access to 

computer systems or other proprietary systems (e.g., PBXs, 

25 etc.) of a subscriber. According to one aspect of PID, a 

screening list of authorized calling party numbers (CPNs) is 

stored at an ISCP or SCP. When a call is placed to a 

subscriber's number (e.g., the number of the phone line used 

to access the subscriber's computer system), an AIN query is 

30 launched to the SCP by the serving or originating SSP in order 

to determine whether the calling party is authorized to access 

the subscriber's system. Authorization is confirmed when the 

number of the calling party is located in the screening list 
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of authorized CPNs. If the calling party is not authorized, a 

denial message may be played back to indicate that access has 

been restricted. A screening list of override Access Codes 

may also be stored in the SCP, to permit employees or other 

5 calling parties who are calling from an unauthorized phone 

number to override the rejection and gain access by entering 

an Access Code contained in the screening list. 

In accordance with an aspect of the invention, a profile 

management system may be provided as a tool to PID customers 

10 for building and maintaining their profile data, including 

their lists of authorized telephone numbers and access codes 

associated with their PID-equipped lines. The user interface 

of the invention may comprise a PC interface including client 

software which allows a user to access a secured server of the 

15 PID service provider, which will accept changes made by a user 

through their PC interface. These changes may include 

revisions to a customer's list that are sent to the AIN 

network that screens the PID customer's incoming calls. 

According to an aspect of the invention, the server may also 

20 automatically track log-on activity to a customer's account 

and provide reports so that a user can verify that only 

authorized individuals have accessed their tables. 

25 

Fig. 2 illustrates in block diagram form an exemplary 

system architecture for implementing the present invention. 

The profile management system of the present invention may 

include a PID PC Client 102 that serves as a PC interface for 

the PID user or client. Although Fig. 2 depicts a single PID 

PC Client 102, a plurality of PID PC Clients may be provided 

for each AIN-service based user and/or depending on the number 

30 of users accommodated by the profile management system of the 

invention. The PID PC Client 102 may comprise PID client 

software residing on a micro-processor based system or 

personal computer platform. The PID client software may be 
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programmed with a high level programming language, such as 

C++, and provide various display windows or screens for 

facilitating the building and maintenance of the user's 

profile data. A detailed description of the system 

5 requirements for the PID PC Client, and the functions and 

operations performed by the PID client software is provided in 

Appendix A, which contains the "POSITIVE ID: User Guide", 

Southwestern Bell Telephone Company (1996) . In Appendix A, 

the service set-up and activation procedures are disclosed, as 

10 well as the features of the Positive ID Selection Screen, and 

the manner by which a user may view, edit and submit data 

files. 

The PID PC Client 102 may include a modem for dialing and 

accessing a PID PC Server 104 through a dedicated/private line 

15 or network and using TCP protocols. Messaging middleware such 

as "DATAGATE" (which is a message based middleware available 

from Southwestern Bell Telephone Co.) may be utilized by the 

PID PC Client 102 to send and receive messages and information 

to the PID PC Server 104. Although Fig. 2 only depicts one 

20 PID PC Server, depending on the number of users and system 

capacity, one or more PID PC Servers may be provided that each 

serve a plurality of PID PC Clients. The PID PC Client 102 

may communicate with the PID PC Server 104 to obtain a list of 

the Positive ID numbers that a client can work with, and to 

25 obtain the detailed information associated with each Positive 

ID number, the working telephone numbers (WTNs) and the Access 

Codes (ACODEs) for user maintenance. The PID PC Server 104 

may comprise an application service to handle the PID client 

connections and to communicate with a Service Management 

30 System (SMS) Server 204 to obtain profile data on behalf of 

clients and also to submit client orders. The PID PC Server 

104 may be implemented with a UNIX-based mainframe or 

computer, utilizing threads and software comprising a high 
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level programming language such as C++. The PID PC Server may 

access and interact with the SMS Server 204 via a suitable 

communication channel or network connections (e.g. t a 

dedicated line, local area network (LAN) or wide area network 

5 (WAN)) using TCP protocols and messaging middleware such as 

"DATAGATE". The SMS Server 204 may be implemented with a 

UNIX-based mainframe or computer (e.g., a SPARCCenter 2000 

with a Solaris operating system) , and may send information to 

and receive information from an ISCP or SCP via a service 

10 creation environment (SCE) such as SPACE. A more detailed 

description of the various features of the SMS Server 204 may 

be found in the U.S. patent application (Attorney Docket No. 

Pl4718) filed concurrently herewith, entitled "Apparatus and 

Method for Facilitating Service Management of Communications 

15 Services in a Communications Network", in the names of Larry 

JOST et al., the disclosure of which is expressly incorporated 

by reference herein. 

As further shown in the embodiment of Fig. 2, the profile 

management system of the invention may also include a PID 

20 Status Server 106 and PID Database 110. The PID Status Server 

106 may comprise an application service to handle asynchronous 

acknowledgments of client order completion and new PID order 

notifications from the SMS Server 204. The detailed profile 

data for each Positive ID number (i.e., the telephone number 

25 list and access codes) may be stored by the SMS Server 204 and 

in the database of the ISCP or SCP. The SMS Server 204 may 

keep a duplicate of the profile data that is stored in the 

ISCP to facilitate update and modification of a user's profile 

data and to provide a backup in case of system failure or 

30 outage. The PID Database 110 may store the additional data 

required by the profile management system of the present 

invention (Appendix B includes examples of the content of the 

PID Database) . The PID Status Server 106 may be implemented 
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with a UNIX-based mainframe or computer, utilizing threads and 

software comprising a high level programming language such as 

C++. The PID Status Server 106 may access and interact with 

the SMS Server 204 via suitable communication channels or 

5 network connections (e.g., a dedicated line, local area 

network {LAN) or wide area network (WAN)) using TCP protocols 

and messaging middleware such as "DATAGATE". The PID Database 

110 may be implemented with a suitable storage device or as 

part of the memory of a UNIX-based mainframe or computer 

10 system. It is also possible that several of the main 

components of the profile management system, including the PID 

PC Server, the PID Status Server and the PID Database, be 

implemented on a single mainframe or computer system (such as 

a UNIX-based mainframe) . 

15 A detailed description of exemplary interactions between 

the various main components of the profile management system 

(i.e., the PID PC Client, the PID PC Server, the PID Status 

Server, and the PID Database) is provided in Appendix B of the 

present application. Appendix B includes examples of: PID PC 

20 Client to PC Server Interactions (pp. 1-8); PID PC Server to 

SMS Interactions (pp. 1-7); SMS to PID Status Server 

Interactions (pp. 1-8); Definitions for Update Action 

(UPD_Action) Flexible Computer Interface Format (FCIF) Tags 

(pp. 1-3); and PID Database Contents (pp. 1-3). In addition, 

25 a detailed description of exemplary flow events between the 

various main components of the profile management system 

(e.g., the PID PC Client, the PID PC Server, the PID Status 

Server, and the SMS Server) is provided in Appendix C. 

Fig. 3 illustrates In block diagram form another 

30 exemplary system architecture-for implementing the features of 

the present invention. The main components of the profile 

management system (i.e., the PID PC Client 102, the PID PC 

Server 104, the PID Status Server 106, and the PID Database 
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110) may be configured similar to that described with 

reference to Fig. 2. The SMS Server 204 may also be 

configured similar to that in Fig. 2, or may be implemented 

with two main interfaces (e.g., a SMS Query Server and a SMS 

5 OSS Server) as shown in Fig. 3. The SMS Query Server may 

comprise an interface for the PID PC Server 104 and send 

queries to the ISCP or SCP database via SPACE to obtain a 

customer's profile data for subsequent viewing at the PC 

Client 102. The service profile data that is obtained by the 

10 SMS Query Server (based on a request from the PC Server 104) 

may be sent back to the PC Client 102 via the PC Server 104. 

As noted above, the SMS Server 2 04 may also comprise a 

database (not shown) for storing a copy of the profile data of 

all PID customer's stored in the ISCP or SCP. This redundancy 

15 may be provided to protect against outages or system defaults 

at SPACE or the ISCP/SCP, and the data that is stored at the 

SMS may be updated with the ISCP/SCP profile data on a 

periodic basis (e.g., once a day, etc.) to maintain accuracy. 

When a copy of the customer's profile data is provided at the 

20 SMS Sever 204, the SMS Query Server may query the SMS database 

to obtain a customer's profile data for viewing. In addition, 

a SMS OSS Server (see Fig. 3) may be provided as part of the 

SMS Server 204 to handle updates to a customer's profile data 

(received from the PC Client 102 via the PID PC Server 104) 

25 and to initiate and process a customer's service order (e.g., 

to activate or initiate PID service request) and to 

acknowledge the status of the customer's order (in the form of 

a feedback message to the PID Status Server 106). 

Various methods and procedures may be provided for 

30 service initialization and activation. For example, in the 

embodiment of Fig. 3, a user that wishes to subscribe to PID 

may contact service personnel (e.g., by telephone, the 

Internet or e-mail) and request that a service order be 
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placed. When placing the service order, a client may provide 

contact information to the service personnel. After 

collecting all of the pertinent information, the client order 

will be entered by the service personnel (e.g., at a SOAC 

5 system terminal) and will flow to SMS for provisioning. The 

SMS server 204 will then send an acknowledgment message 

(e.g., via the SMS OSS Server) to the PC Status Server 106 to 

confirm, for example, receipt of the customer's order and 

that the processing of the order has been initiated. The PID 

10 Database 110 may include a SOAC order table to list a new 

client's order that has been received and confirmed by the 

SMS. Support personnel may access and view the SOAC order 

table of the PID Database 110 via a PID Admin Tool 130 (which 

may comprise a computer based interface for accessing and 

15 storing information with the PID Database) . When a support 

person sees that a new order is present in the SOAC order 

table, the support person may contact the customer or client 

based on the contact information that was provided. From the 

new customer or client, the service person may gather various 

20 information to provision the PID PC interface feature of the 

invention. For example, the service personnel may obtain and 

setup a user ID and password for the user of the PID PC Client 

software, and determine the client's system specifications. 

The service person may also confirm the user's address and 

25 send the PC Client software to the user for installation. The 

user ID and password may be provisioned and stored in an 

access database 120 by the support person, to provide a 

security feature for limiting access to the PID PC Server and 

access to the customer's profile data. The access database 

30 120 may be implemented with "Graceland", which is an access 

and security management tool available from Southwestern Bell 

Telephone, and the database may be queried and searched by the 

PID PC Server 104 to verify a user's password and user ID 
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before granting access to a client at PID PC Client 102. A 

more detailed description of the various procedures and 

operations for provisioning and initiating the PID service and 

PC Client interface may be found in Appendix D, which 

5 comprises the "Requirements Document: PC User Interface", 

Final, Southwestern Bell Telephone (July 17, 1996). The 

disclosure of Appendix D may be applied to implement the 

embodiments of Figs. 2 and 3, as well as the other embodiments 

disclosed herein. 

10 

15 

Other implementations and system architectures may be 

utilized to carry out the various features and aspects of the 

invention. For example, Figs. 4 and 5 illustrate in general 

block diagram form other exemplary system architectures and 

environments for implementing the invention. Fig. 4 

illustrates a system environment in which the invention may be 

implemented, with the PC Server 104 and the PID Status Server 

106 residing on the same platform or entity. Although not 

shown in Fig. 4, the PID Database 110 may also be provided on 

the same platform or system entity of the PID PC Server and 

20 Status Server. In addition, Figs. 5 illustrates an exemplary 

WAN-based architecture for implementing the invention. A 

description of the various components depicted in Figs. 4 and 

5 may be found in the U.S. patent application (Attorney Docket 

No. P14718) filed concurrently herewith, entitled "Apparatus 

25 and Method for Facilitating Service Management of 

Communications Services in a Communications Network", in the 

names of Larry JOST et al. , the disclosure of which is 

expressly incorporated by reference herein. 

While the invention has been described with reference to 

30 several exemplary embodiments, it is understood that the words 

which have been used herein are words of description and 

illustration, rather than words of limitations. Changes may 

be made, within the purview of the disclosure, as presently 
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stated and as amended, without departing from the scope and 

spirit of the invention in its aspects. Further, although the 

invention has been described herein with reference to 

particular means, materials and embodiments, the invention is 

5 not intended to be limited to the particulars disclosed 

herein; rather, the invention extends to all functionally 

equivalent structures, methods and uses. 
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GETTING STARTED 

What Is 
Positive ID? 

Service 
Set-up and 
Activation 

Positive ID provides control over who has access to your telephone line. It 
enables you to create an authorization profile by specifying incoming calls that 
can access selected telephone numbers. Calls from phone numbers that have been 
authorized for clearance or from callers who have been given an access'.~~-~,: .. · 

All h call d . _. · ... Ef'i~;~$t1!s:::r;::·:.· . . · access. ot er s arc. eruQ,I. ···P~.°f"''··~···:.,,. ,_. 

Controlling telephone access to computer systems. faxes and/or PBX ~turcs are. · 
• • • • , ..... ··,-~;_;7j,• i:;;·.;,-,,,.<>.~ .. ·. 

examples of apphcattons for Posttlve ID. · · ·:~,;-~::~:~~-~,:~~:?-~~:;-.:· .. · 

You can identify up to five hundred telephone numbers and up to one !runrJred 
access code.s that are ~owed to acc:ess your phone line. Authorized callers can be 
changed, expanded or updated via the Personal Computer (PC) software anytime, 
or on an emergency basis. via Touch-tone input into the Interactive Voice 
Response (IVR) system. 

If you ordered the Successful Attempts Log or the Unsuccessful Attempts Log 
from a Southwestern Bell representative, then attempts to access your phone line 
are recorded and displayed on these reports. They are available for distribution 
either weekly or monthly on diskette or paper. Each attempted call (whether 
successfuf or unsuccessful) is date and time stamped. Also, the access code 
utilized (if any) is displayed. The reports are available in addition to basic monthly 
semce. 

Personal Computu Interface (Set-11p) 

The Positive ID Personal Computer (PC) is a Microsoft Windows application that 
provides you a tool for building and maintaining the lists of authorized telephone 
numbers and access codes associated with your Positive ID-equipped line(s). The 
software allows you to access a secured server within Southwestern Bell which 
will accept the changes you make to your lists and send them to the system which 
actually screens your incoming (;a}ls. The server autamatically tracks log-on 
activity on your account so you can verify that only authorized individuals have 
access to your tables. 

The dial-in access number is 1 800 286-5169. 
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GETIING STARTED, (continued) 

Service 
Set-up and 
Activation 
(continued) 

lnreractive Voice Response (IYR) Activation 

To ensure you always have the ability to make changes to your screening lists. 

:.,1.; &~1-' M.J)i•I,.•·:·· 
even if you are away from your PC. Southwestern. Bell also provides ait~·~.{.:·\~~·'.:\;,-: .. :-:.; . 

Interactive Voice Response (IVR} system which allows you to addldel · ·:~, ~ ... ,: . :~?ft>. 
authorized numbers and access codes from any location using a Touch-tone:-
phone. 

• .. ·.:~~-*~~-~~~;;;·~):, 
Once the initial telephone number and access code tables have been creat~cf ~d· . . . 
tranSmitted. via the PC Interface, you must call the IVR in order to activate the 
service. The service should not be activated until the tables have been created via 
the PC software and submitted to Southwestern Bell. lfthe service is activated 
before the tables are populated and submined, all calls attempting to dial the 
Positive ID number will be restricted. As soon as the service is activated. each call 
will be scrutinized to determine if it is authorized. 

On an emergency basis, the IVR may be used as a way to update subscriber data. 
By calling the IVR and following touch-tone comm.ands, updates can be made that 
will be effective immediately. If changes are made through the IVR. the same 
changes should be made through the PC software and a new file ihould be 
submitted to Southwestern Bell. If changes are made using the IVR and they are 
not also added to the tables available via the software, the next time an update is 
made through the PC software, the IVR modifications will be overwritten.. 

The IVR can also be used at any time to audibly review the tables of authorized 
telephone numbers and access codes. 

To use the IVR, you must use a PIN that enables you to access your information. 
The default for this PIN will be set to the last 6 digits of the Positive ID number 
and you will be prompted to change it upon your first use of the IVR. The 
combination of the Positive ID-equipped telephone number and the PIN will 
authenticate users and allow access to the IVR, while a. User ID and password will 
authenticate users and allow access to the PC software. 

To summarize, the IVR is available to: 

• Activate the Service, 
• Make emergency authorization changes, 
• Review authorized telephone numbers and access codes. 
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GETTING STARTED, (continued) 

Service 
Set-up and 
Activation 
(continued) 

PC Requirements 

In order to run the Positive ID software, you must have an IBM compatible 
Personal Computer (PC) with a 486SX or higher microprocessor along with the . 
following requirements: .·, ,;,·j~zt~1,;;>;r"{~~~:/' ·. ·. 

=> A minimum of 8 MB of RAM 

~ Hard Disk with 15 MB of free storage space 

~ One 3. 5" high-density disk drive 

::::> VGA or higher re~h.~tior:i vi~~o -~d_apter 

::::> A mouse or compatible pointing device 

=> Operating systems of DOS (version 5.0 or higher) 
or OS/2 {version 2.11 or higher) 

::::> A Hayes Compatible modem with a minimum speed of 9600 baud 

:::i. Microsoft Windows 3. I or later, .Windows for Work:groups (version 3.11) 
or Windows 95 
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GETTING STARTED, {continued) 

Service 
Set-up and 
Activation 
(continued) 

User ID 

A User ID and password are required to access the PC server and make changes 
to Positive ID tables. When ordering Positive ID, your company s~~~:,;<_ .:,c . 

contact to serve as your local User ID administrator.· Southwestern '" '~r::~:0','\} ;> 
application coordinator will contact your administrator to build the u5er' and . . ' 
initial password. The User ID can be 4 to 8 characters in length, alpha-numeric, 
containing no spaces or special characters. Each Positive ID·equippat.~t,.i,~{·, .··. 
number can have up to two User IDs associated with it. The application "~ : · · · · · · ·· 
coordinator also mails your administrator diskettes with the PC software and the 
User Guide for the software. 

Changes to User ID or contact information are made by calling the Application 
Coordinator at 1 800 %74-8919. The coordinator will then call backto·the · .. -
Contact Name that is associated with the Positive ID service before making 
changes. This procedure helps to ensure the proper party is making the change. 

Inquiries about ordering Positive ID an additional telephone lines or ad.ding 
features such as the call processing repons, should be made to your account 
representative or by calling the local business office. The Application Coordinator 
is available to assiSt in all PC interface related requests. 

Password 

Each password must be six to eight characters in length and include one of the 
following characters: 0123456789!@#$%_ The special character cannot be in the 
first or last digit of the password. The password cannot be the same as the User 
ID and will expire every 30 days. The software will provide a prompt when the 
password has expired and a new one is required. The same password cannot be 
re-used for six months. 
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GETIING STARTED, (continued) 

Installing 
the 
Program 

When you subscribe to Positive ID, Southwestern Bell mails you Installation 
Diskettes that load an Application Manager program and Positive ID software 
programs on your PC. The Application Manager provides connectivity to 
Southwestern Bell for distribution of the Positi'Je ID software. Loading .. ~:-,.-:··-·.· · . 

. Application Manager requires approximately l 0 minutes. Downlo~~{:':< ... :. 
installing the additional Positive ID components takes between S-15 ~·~'"::·'. · 

During installation you will be prompted to input your Network Uso-ID~l~4~:<; . . 
Network Passwonl provided to you by the Application Support Contact on· lhe 
cover /errer. 

To Install the App/~arion Manager programs .... 

Insert diskette one in your 3.S inch floppy drive. Choose the File, then Run 
command within the Program Manager. Ifin A:. drive, typeA:\setup andpress 
~nter.>. At the Dial-up or WAN prompt, Select Dial-up. Follow the on-line 
instructions during installation. Several new directories and files will be added to 
your machine. We recommend you use the default settings. 

Your Autoexec.bat file will be updated during installation. To activate changes 
the system will prompt you to reboot your machine. Select Yes; at this point your 
machine will reboot. -

After completing this installation, a new program group called Southwestern &II 
should appear within the Program Manager. Inside the Southwestern Bell group 
will be the Application Manager, the Application Manager Help and the Un-install 
Application Manager icons. If you run Windows 95, the Southwestern &JI 
group is in your Start menu . 

• -
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GETIING STARTED, (continued) 

Installing 
the 
Program 

To run the Application Manager, access the Southwestern Bell server, and to 
install the software for Positive ID .... 

Double click on the Applicalion Manager icon. The icon is found in ~~~i1?'~~'­
Sauthwestern Bell program group (or in Windows 95 in the Start menuf·!·''""····· .· · · ·.· 

Input your User lD and Password. click OK. The Application Manager:·~~: .• 
·-: ~-r...~;1"'·.:v-:i,r!"'\~,.~ ..... ·. 

a call to the Southwestern Bell Server. Once you have successfully Ioggccl·o1fti:>'·: .. ·.· 
the Application Manager,.tbe following toolbar called SWB will appear. Inside the 
SWB toolbar will be the Positive ID, Options and Positive ID Help icons. 

Click on the PoslD icon to access the Positive ID program. The Software 
Distributor screen will appear. You will then be given the opponunity to 
download and install the Positive ID software. Select the Retrieve bunon; a setup 
package will be downloaded to your machine and executed to install the Positive 
ID software. At the setup prompt Select the OK button. 

All subsequent releases of the Positive ID software will be downloaded to your 
machine in the same manner. The version of your Positive ID software is verified 
each time you access Southwestern Bell. When a new release is available, the 
Software Distributor screen will appear during log-on giving you the oppommity 
to download the updated software. Select Retrieve to obtain the new software. 
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GETTING STARTED, (continued} 

Installing 
the 
Program 

.~odem Settings 

The Modem Settings are available from the WelcotM screen and the Options 
button within the Application Manager. The illustration below shows the·pe/mdl. 
('...,,,,;.,..,to - .,. S ... 1.. B 11 ;;.,,~:%-. .-::, .. ;i; .• .J;'-'/' ;.,: 
~--.• conn-•"' Ouwwestern C . ·:.v.~·r.~.·~,::.:<~= .. ~"·:,.•:;. 

' .• .·.: ~:-:- :··.· :·: .. ·· ·.··•··· 

Verify the settings on the screen are appropriate for your modem. This is where 
you would input a suggested modem string included on your Customer Contact 
Form (received with the software), if this was discussed with the Application 
Coordinator. 

Also, verify the telephone number string (TN String). Baud rate. and Com Port are 
correct for your location. For example, replace the '9' in the 1N String if a 
different number is used to access an outside line at your location. To verify your 
Com Port ... 

Go to the Accessories window in the Program Manager. Select Terminal, 
Settings, and then Communications. Go to the Connector Box and select 
COMl and then click on OK. At the Terminal window type AT and hit the 
<enter> key. If you see a response, like "OK", then that is the correct option for 
your modem port. If not, change to the next connector and repeat until a response 
is received. 

When you click the Def aJJlt Settings button, the following message appears: 

"This will revert 2U modem setti11g5 to the default settings." 
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USING THE SOFTWARE· 

Positive ID 
Selection 
Screen 

The Positive ID Selection Screen is the first screen shown when the software is 
executed. It displays Positive ID-equipped numbers associated with the User ID. 
For each Positive ID number, there are several possible '"status's" to choose from: 

.:.:::::::::. ·::::. · .. ::·; .... :.:.: .. . 
... .. ... ::. ·.:.::::·:.:4-. .... ' . , 

.... .. ::· . .-:~;;;·,7;-:~-:·.:: 

Active StatllS 

If a number is shown as Active, the date on the screen indicates the date that this 
file was put into service to resnict calls. If no pending files exist for that number, 
both the View and the Edit button are available. If you choose to edit the active 
starus file, 'this aaually creates a pending status file. The Delete button is 
unavailable for the active status file. 

Viewing the active status is panicularly important when trying to establish if an 
authorized person's telephone number is, in fact, on the table or a given access 
code is valid. 

Pellding Status 
If a number has a Pending status file available, then a file has been created with 
changes in it, but those changes have not yet been made effective. Pending files 
can be created for immediate processing or with an effective date that is at some 
point in the future. 

A pending file can also be deleted, which will completely eliminate the submitted 
file. When a pending file is deleted, a new pending tile can be created by editing 
the Active status. 

New Status 
From the time that the Positive ID number is ordered until the service 
establishment date passes. the number will appear as New on the selection screen. 
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USING THE SOFlWARE. (continued) 

Too/bars 
and Menus 

T oolbars and Menu options vuy based on what screen is displayed. 

From the File Menll, you can: 

:~ools ,Window .t:!.elp 

Qpen... Ctrl+o 

,activity LOi Ctrt+l. 

~lose 

frtnt ... Ctr1~ 

E!it Alt+F4 

·.' . .. . ,· 

,.:~~~~;_i·it;~:::'.:'.>:'' 

Open the Positive ID Selection Screen, access the Activiry Log, Close the active 
window, Prim and Exir. 

From the Edi/ Menu, you can; 

·Tools Window li 

Copy Ctrl+c 

f aste ctrl+V 

Cop~ Rows 

Paste Rows 

Copy and Paste (cells), and Copy Rows and Pasre Rows. 
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USING THE SOFTWARE. (continued) 

TooJbars From the Window Menu, you can: 

and Menus 
(continued) tietp 

.:it.erticat 

liorl2onta1 
l.,ayer 

~ascade 

Cl£Se All 
:')~ .• ·1.,T ... ~ .• ," .. ,;; ~-_.• ·< 

:·.·":ii',y·:.~ .. "':.: l Positive 10 Selection 

~ z. Positl1te ID Lists 

View multiple screens Tiled Vertically, Horizontally, Layered or Cascaded. You 
can close all open files or toggle between open files by choosing the file from the 
Window Menu screen. 

From the Help Menu, you can: 

~ontents Fl 
~earth for Help on ... 

About ... 

Access the Help text starting at the Table of Conren1s. The About selection 
provides information about the software version. 

Tue Too/bar Buttons are: 

Open, Activity Log, Copy Rows, Pasre Rows, &it and Help 
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USING THE SOFTWARE. (continued) 

Viewing the 
Tables 

From ~he Positive ID Selection Screen: 
To select the Positive ID Telephone Number you want highlight the desired 
number by clicking the mouse on that row of the table and click the View button. 

Both the Authorized Number and Access Code tables appear on this screen. Since 
the view option was selected. no edits can be made on this screen. The software 
will not accept any "overtyping" of entries and will provide an audible "beep." 
The Add, Remove and Submit buttons are disabled. 

Both tables can be sorted to provide ease in analyzing the information. By double­
clicking on any column heading, the data will be sorted by the infonnation in that 
column in ascending order. For example, by double-clicking on the column fur .. 
"Telephone Numbers" your Authorized Number table will be sorted by telephone 
number. By double-dicking on the comments field, your Authorized Number 
Table will be sorted by the ~omments, alphabetically. This soning tool can be 
extremely helpful in finding and evaluating information. 
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USING THE SOFTWARE. (continued) 

Viewing the 
Tables 
(continued) 

Authori:,ed Number Table 
The Authorized Number Table displays up to 500 numbers. The telephone 
numbers are initially listed in ascending order. The numbers are in the area code. 
telephone number format. which is 10 digits in length. ·Also displayed on the 
screen is a count of the entries in the table. When the 500 number limit is reached, 
the Add button is disabled and no new numbers can be added before sorm.::;,~ttj~ , · 
are removed · -~~~~,·~.~~/:~·.:>' · 

• . ''~;~.~;~;;,..:11: .. ,,, .'" ~.: -.. 

This table also contains two Comments fields of up to 30 characters. Th,e.first _ 
Comments fidd could be used for the name associated with the tcle~A'>. 
The second Comments field may be the department or other related infonDatlon. .. 
No edits are performed against the Comments fields. The table may also be sorted 
by these fields by double-clicking on the column heading. 

Acce.fS Code Table 
The Access Code Table is limited to 100 entries. When the 100 limit is reached, 
the Add button is disabled and additional entries cannot be made until some access 
codes are removed. The codes are initially listed in ascending numerical order. 
The entries can be 4 to 7 digits in length. 

This table contains one Comment field of up to 30 characters for information such 
as the depanment associated with each Access Code. The table may be sorted by 
this field by double-clicking on the column heading. 

Sonillg 
Each field in the Authorized Number Table and Access Code Table can be sorted. 
By double-clicking on the column header, the rows will be sorted by the 
information in the selected column in ascending order. Therefore, if a sort is 
performed on either Comments field. the rows 'Will be sorted alphabetically by tha.c 
field. If a sort is performed on the Authorized Number or Access Code fields, the 
rows will be sorted in numerically as<:ending order. 
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Positive ID User Guide 

USING THE SOFlWARE, (continued) 

Editing 
Positive ID 
Tables 

Selecting the Positive ID Number 

New Status 
If a Positive ID number shows a status of New then the tables can be edited 
by selecting the Edit bunon. This action will create a Pending version of'.~'.: .. :'.~::,,·;;:_ , ·. 

.. . • • • ·' 1::"Y-:~~;r..,·:' ;:...f~f";"fid,"I'" .. .. 
the tables that may be submitted to Southwestern Bell when echtmg JS :-,;h*~-'· .• r-~~:'=;7 -;· . ..: ... ·· 

completed- . ' .. 

Active Status ·· .. '.;~VS-~~3~@·t{if;(·.-. 
If a Positive ID number is shown as Active and if no pending files exist for that 
number, both the View and the EdU button are available. If you choose to Edit the 
active status file, this actually creates a pending status file. If a number has both an 
Active status and a Pending status or another user is editing the Active file, then 
the Active status can only be viewed (not edited), because only one pending file 
can exist for each Positive ID number. 

Pending Status 
If a Positive ID number has a pending status file available on the Positive ID 
Selection Screen, then a file has been created with changes to the tables associated 
with that Positive ID phone number and it ha.s been submitted to Southwest.em 
Bell, but those changes have not yet been made effective. Pending files can be 
created for immediate processing or with an effective date th.at is at some point in 
the future. 

Each Positive ID number is permitted one pending file. A pending file can be 
edited, but the edited version will replace the existing pending version. If editing 
the pending file is the desired action, a confirmation prompt will appear stating that 
the existing pending file will be replaced by the new changes. Click OK on this 
screen to edit the pending status file. 

"Changes to a pending file will replace the existing pending venion." 
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Positive ID User Guide 

USING THE SOFTWARE, (continued) 

Editing 
Positive ID 
Tables 
(continued) 

A pending file can also be deleted. which will completely eliminate the submitted 
fiie. When a pending file is deleted. a new pending file can be created by editing 
the Active status.· If deleting a pending file is the desired action. a prompt wiU 
appear asking for confirmation of the delete. 

. .:_:.,./~-~-!:':;.:.:: .. :~··:.}\~:-;(··. 
"If you delete thia view now it will not be available for any furtb·~.WitS '· :·· ·· ".' · •· 
or corrections. Arc you sure you want to delete this pending -.iew-?" · 

Authoriud Number Table 

Telephone numbers can be added and removed from the Authorized Number 
Table. To add a number. click on theAddbunon. A new row will appear with the 
( ) and - already filled in. There is a limit of 500 authorized telephone numbers and 
when the limit is reached, the Add button is disabled. 

The software will check to ensure that the first digit of the area code or the first 
digit of the telephone number were not input as a 0 or l; there are no valid 
numbers that start with those digits. The software will also check that the phone 
number Cl\tered was a. full ten di&its (area code -+- telephone number). If 
alphabetical characters are typed in the telephone number field, the software will 
not accept them and provide an audible .. beep." The Comments fields associated 
with each telephone number are up to 30 characters in length and these fields are 
not checked by the software. · 

To remove a telephone number, highlight the desired number by clicking the 
mouse anywhere in that row of the table and click on the Renwve button. 

The edited table cannot be submitted if there are duplicate entries. An e"or 
message will appear: 

"Duplicates exist in the Telephone Number Table. They must be resolved 
before the submit will be accepted." 

To identify were the duplication exists click on the Telephone number field to sort 
the Telephone Numbers in ascending order. 
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Positive ID User Guide 

USING THE SOFTWARE, (continued) 

Editing 
Positive ID 
Tables 
(continued) 

Access Code Table 

Access Codes can be added to and removed from the Access Code Table. To add 
an Access Code, click on theAddbunon and a new row will appear. There is a 
limit of 100 Access Codes and when the limit is reached, the Add bunon is.disabled:.· 

•. . 
~~:V~~~~:~~ ·~: ::? s·;?.~~-~~ ... · ... ·. 

The software will check to ensure that each Access Code is at least four digits. If 
more than seven digits are typed, the software will ignore the additional digits. If 
alphabetical characters are typed in the Access Code ti~ the softwarc·~~t-':'{-::_.r/k; 
accept them and will provide an audible "beep." The Conunents field assOCi&ted · .. 
with each Access Code is up to 30 characters in length and this field is not checked 
by the software. 

To remove an access code, highlight the desired code by clicking anywhere in that 
row of the table and click on the Remove button. 

The edited tables cannot be submitted with duplicate entries. An e"or message 
"Will appear: 

"Duplicates exist in the Access Code Table. They must be resolved before 
the submit will be accepted." 

To identify were the duplication ex:ists click on the Access Code field to sort the 
Access Code in ascending order. 
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Positive ID User Guide 

USING THE SOFTWARE, (continued) 

Editing 
Positive ID 
Tables 
(continued) 

Copying and Pasting 

Copyin~ a C_ell 

There are two methods for copying and pasting. One method is to copy::.&;celJ.; . ..... . 
such as one telephone number and paste it into other telephone number~·J..);: .. <:·.: 
This function would be helpful if there are several telephone numbers to add.and 
they all have the same area code. · 

.. ;·~:~i~~~;t;:~~;i>': .. .. 
;) Highlight the cell to be copied. 

;) Choose Copy from the Edb menu, or choose the Copy from the toolbar button. 

:::::::> Then click on the Add button for as many new entries as needed. 

;) Place the cursor in the new entry field. 

===> Choose Paste from the Edit menu, or choose the Paste toolbar button. 

==> Use the arrow keys., tabs or the mouse to advance to the next field. 

==> Choose Paste from the Edit menu again. 

==> Repeat the procedure as needed. depending on the number of new entries. 

Once the copy function is completed. each entry can be modified to enter the 
correct, unique information. Telephone numbers and Access Codes must be 
unique, but Comments fields do not have to be unique. 

If the Paste command is chosen and the cursor is on a field already containing data, 
that data will be overwritten by the new information. 
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USING THE SOFTWARE, (continued) 

Editing 
Positive ID 
Tables 
(continued) 

Copying and Pasting, (continued) 

Copying a Raw 

The second method of copying is to copy a row. This function would be help(uljf ... , ... : .... ,. 
there are several entries in the authorized telephone number table that need~ tc>f.~.,;,~~r1'.·· . ·: ~ •· · 

appear on several Positive ID lists. To copy an entire row or number of rows: · ·.·:· .· · 

;:::;i\~~;: .ii}.~7f.;;>' ·. · .. 
=> Highlight one field in the row to be copied. If multiple rows are to be copied; · 

hold the shift key down and click on another row to select all of the rows in a 
sequence or hold the control key down and click on a row to individually 
select I deselect a row that is not in a sequence. 

:;;;;> Choose Copy Row from the EdU menu., 
or choose the Copy Rows toolbar button. 

=> Click on the table where the rows are to be inserted. (The Positive ID list 'Nill 
need to be opened). 

=> Click on a cell in that row. 

::::. Choose Paste Raw from the Edit menu or choose the Paste Raws toolbar 
button. The copied rows will be inserted immediately following the highlighted 
row. 

Unlike the Copy Cells procedure. new rows will be automatically added witho~ 
clicking on the Add button. Information in a highlighted cell will not be 
overwritten by the pasted infonnation. New rows beneath the highlighted row will 
be insened. 

lf a Paste function is attempted that would exceed the maximum size of the table, 
an error will appear. 
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Positive ID User Guide 

USING THE SOFTWARE, {continued) 

Working 
With 
Multiple 
Positive ID 
Numbers. 

Users can have responsibility for more than one Positive ID number. Each 
Positive ID number associated with the current User ID and will appear on the 
Selection Screen. 

The software will allow multiple Positive ID numbers to be viewed or ~~. ~h.-... ·-', .. : .. 
the·samctime; This capability is useful if you need to compare the tabltif~~~i'~' •. : 
Positive ID numbers or to copy telephone numbers or access codes frorri"one ... · 
table to another. 

' ·· ... ·:·. 

To view or edit multiple numbers: 
· "' .. :'~~;:ff.~Ji~f*~~A .:; . 

::;:;;;> Select a number from the Positive ID Selection Screen. 

~ After opening the first Positive ID number, Choose the Open command from 
the File menu. This will display the Positive ID Selection Screen. 

::::> Select another number to work with. 

When multiple windows are open, there are several ways to alternate between the 
windows: 

=:> Use the Windaw menu to change the active window, or to Tile or Cascade all 
of the windows that are currently open. 

:::;. Minimize an open window by clicking on the small down arrow at the right of 
the title bar for that number (minus sign if using Windows 95), 
or move the screen aside by clicking on the title bar and dragging. 

When working with multiple Positive ID numbers, the Window Menu functions 
will be useful. . This will display the Positive ID Selection Screen again. Select a 
second number and the tables associated with that number will appear. 

Data can be copied from one Positive ID number to another by using the copy and 
paste functions outlined previously. 
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Positive ID User Guide 

USING THE SOFTWARE, (continued) 

Submitting 
Files 

After all of the desired changes are compleced to a Positive ID number's 
tables, a new file must be submitted to Southwestern Bell. When the 
Su.bmil button is clicked, the following message appears: 

The Effective Date will automatically be filled-in with today's date. All files sent 
with today's date will be queued for immediate processing. The interval for 
processing changes should be just a few hours or less. 

After September 1, 1996, files sent for immediate processing will receive an 
estimated wait time message to indicate approximately when the changes will be 
effective. · 

"'The chan&cs have been queued for proceuing. The estimated 
completion is 90 minutes from now." 
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Positive ID User Guide 

USING THE SOFTWARE, (continued) 

Submitting 
Files 
(continued) 

If desired, an effective date that is in the future can be entered. This 
feature will allow for changes to be made in advance of when they are 
needed. For example. a new employee ma.y be joining the team next week 
and the file could be updated and sent to Southwestern Bell today - but not.. . ... 
be effective until next week when the employee is actually on the pa: ,; · .,.,~,·~-.. ' ; :·;~:;·).?,: ... 

. .... ~;\ ", -· . ::.?~~~(~. 
Assigning a furure date also is a way to save partially completed updat~i~~. 
all data is saved by Southwestern Bell and cannot ?e saved locally~ ~~~~~'~.;~,"·>, .. 
completed file c:an be sent to Southwestern Bell with a future effecti~"·· · 
creates a Pending status for that Positive ID number. Subsequently, that, Peliding · · 
status file can be edited and re-submitted to Southwestern BelL 

Note: One Pending file can only be edited and re-submitted 25 ti.mes. If additional 
changes are needed. either wait until the Pending file becomes Active and then 
submit more changes or dclete the existing Pending status file. . . 

From the Submit screen, if Caned is chosen, the.display returns to the tables that 
were being edited before the submit button was pressed. 

If chang~ were made to tables and then the Software is corrunanded to close the 
Application without submitting the edited file. a Last Chance message would 
appear: 

.. 
"'Are you sure you w:ant to clo$e this view without submitting (saving) 
your changes?" 
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Positive ID User Guide 

ACTIVITY LOG 

Viewing 
The 
Activity 
Log 

Choose Activity log from the File M~ or click the Acrivity Log toolbar 
button. 

The Activity Log screen will appear: 

. .... kc.,;.~ .... '· ••. • 

...... ~~ ............... ' . ....... •• ~: •• :.: ....... ·,.1" 

The Activity Log can be viewed either in its entirety or the view can be narrowed 
by selecting a specific telephone number and/or by choosing a date after which all 
entries should be displayed. If no specific Positive ID telephone number or date is 
chosen to limit what is displayed. the Log will display all Positive ID numbers 
associated v.ith your User ID and all activity for those numbers. 

If desired, select a specific Positive ID number for which you want to review log 
infonnation. 

If desired. ~lect a date and the log will display all transactions on or after the 
entered date. 
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Positive ID User Guide 

ACTIVITY LOG, (continued) 

Viewing Click Retrieve Log. 

The 
Activity Log 
(continued) 

J01:23' (512) 321·.(JJ) ! Submitted ~2/ZW5 CE:!ii:OO ; 1131$ i Flil1d i12/D85 CIN2:00 

J012J.t (512) J21'"'6M:i j Al::CHlllld j11'3J96 08:3l:tll ; ; i j 
--- --·•• ... H••t•uun•~••••---·-"":-•---·••••••••••h•••-·---:--•-·--·-·•••·•~••• .. u•u•un••'!•"t•H•-·--·---: 

J01234 (512) 32t-'5A6 ; Subm1tt1d ~ 13:21 00 : 1f.2Q.9S ! Canceled p/3.96 17.35:00 ! 
.. - .. , ...... ,_. -----·---:--··-· ............... ---·-·---------···~········---~--·----~---·-··-········-········--.. 

J0123' (.512) 32HSE \ Cancel ~ 17:05.00 ~ 'Completedi11.386 17 35:00 • 
·'Timl tS·;2)·32·~~Ts~b";;,-;n-;"d~·;0~l5~00··--·;--·;·&i····:-p:;~di~g··;·-·-·-·········-·-········· 

The Activity Log displays transactions by all User Ids associated 'With your 
Positive ID numbers. Each transaction is saved on the Positive ID server for 90 
days after the completion date. 
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Positive ID User Guide 

ACTIVITY LOG, (continued) 

Possible 
Field 
Values 

Activity Field Values 

Accessed: 

Submitted: 

Cancel: 

Replaced: 

Positive ID number tables that were reviewed. 

Positive ID Number tables that were changed and sent to 
Southwestern Bell. A modified table will show two Lo8 · 
entries, one for "accessed" and one for .. subrnined". 

A pending file was canceled before it became active. · 

A pending file was edited and re-submitted to Southwestern 
BeU. A modified table will show two Log entries. one for 
"accessed" and one for LLreplaced." 

Status Field Values 

Pending: 

Completed: 

Failed: 

The files have been submitted, but have not become Active yet. 
The Effective Date column on the Activity Log shows the date 
that the file is to be made active. If the pending file was 
submitted for a future effective date, it v..ill remain in pending 
starus until edited or the effective date passes. If the effective 
date field is today's date, the file was sent for immediate 
processing and will show in Pending status until confirmation is 
received that the changes have become active in the 
Southwestern Bell network.. 

The file that was submitted is now effectively restricting access 
to the Positive ID number. 

The submitted file failed. Southwestern Bell will contact you if 
any action is required. 

Canceled: The pending file was deleted before it was made Active. Any 
authorized user may delete a pending fil~ not only the 
originator of the file. The Activity Log provides the User ID 
inf onnation so that changes can be tracked. 
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Positive ID User Guide 

ADMINISTRATIVE FUNCTIONS 

Changing 
Your 
Password 

Password 
Expiration 

Resetting 
Password 

-·-Changing 
Modem 
Settings 

Adding 
User Ids 
to Your 
Profile 

Dial In 
Access 
Number 

When the password expires, you will be prompted to enter a new one. You may 
also change your password without being prompted. The Change Password 
option is available from the Opdons menu of the Application Manager toolbar. The 
screen displayed will look like the log-in Kreen and you can enter your new 
password and then verify it by entering it again. The next time you log-in.~!9W'. 

rd 
. . ... ~.-r.o.·'' 

new passwo wdl be effective. · :.-:.:~-~~~\-:; · · · 

The software will display a message "CllStomer Pamvord Erpired" ~h~f.J.i::+..:.:>· ·. · 
password has expired and immediately proceed to the change password screen. 

rfthe password is forgonen. it can be reset by calling the Application Coordinator 
at 1 800174-8919. The Application Coordinator will place a. call to the 
designated customer contact associated.with the Positive ID phone line number to 
verify that a password change is appropriate. 

After you initially install the Application Manager and specify your modem 
settings. you can change those settings a.t any rime. The modem setting are 
available from the Welcome screen and the Opti.ons button within the Application 
Manager. 

You are allowed two User IDs per Positive ID. ff you would like to add a 
second User ID, or change one of your User IDs that manage your Positive 
JD numbers, your local administrator should contact the SWBT Application 
Coordinator. They should provide the name(s) and desired User ID(s) they 
wish to be changed. 

The number is 1800286-5169. 
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Positive ID User Guide 

HELP DESK FUNCTIONS 

The Help Desk will assist you in the foUowing areas: 

• User ID Establishment 
• Database Administration 
+ Software AssiSWlCC 
• Hardware Configuration 
• Server and Dial Up Access Concerns 
+ Terminal Emulation 

Help Desk Number: 1800274-8919 
Help Desk Houn: 7 a.m. to S p.m. (Central Time) on weekdays (ex.eluding 

holidays) 

REPAIR FUNCTIONS 

It is possible that you may have questions or concerns about aspects of your 
Positive ID service that are not related to the software. These questions should 
be directed to your local repair bureau. Examples of these questions might be: 

• 'There is a number on my Authorized Telephone Number list and that ca!ler 
cannot get through to the Positive ID line." 

..... 

• "There is an access code on my Access Code list and one of my employees is 
having difficulty using it to get through to the Positive ID line." 

• .. I ordered the Successful Attempts Log and/or the Unsuccessful Attempts Log 
from my service rep and I have not received them ... 
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Positive ID User Guide 

UNDERSTANDING ERROR MESSAGES 

Log On 
Errors 

l) Both a User ID and password were not entered on the Welcome screen: 

"'Both your User ID and Password must be entered." 

Click the OK button an re-enter your User ID and/or password. : ·· .. >":: ; .. ).y ...... 

2) An incorrect log on was attempted: 

"Logia railed. Try Again." 

Click the OK button and re-enter your User ID and/or password. 

3) An incorrect log-on was attempted three times. 

"Login failed. Mu Times." 

followed by 

"Maximum number of login attempts reached. System will shut down." 

Click the OK button and restart the Application as the software will shut down 
automatically in this situation. 

4) New Password is invalid. 

"Invalid Request - Password Illegal." 

Click the OKbuuon. 

• Each password must be six to eight characters in length 
+ Must include one of the following characters: 0123456789!@#$% 
• The special character cannot be in the first or last digit of the password 
• The password cannot be the same as the User ID 
• The same password cannot be re·used for six months 
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Positive ID User Guide 

UNDERSTANDING ERROR MESSAGES, (continued) 

Invalid 
Effective 
Date 

Tabla 
Errors 

If a file is submitted with an effective date prior to the service 
establishment date, the software will display an error message requesting 
an effective date on or after the service establishment date. For example, 
you order Positive ID from Southwestern Bell on 4/5/96 and request the 
service to be established on S/I/96.· You will receive the software in·~.tjl!~~;; .. :: >>' ·~: . 
and can begin populating your tables. However. wtien you submidhe'.:fif~:::?'\."': 1:C: · · 

to Southwestern Bell, the effective date must be on or after 5/1/96. · 

• . . ''-''ciiio:~;.i:·.·...,~ .·. ";j.·.~·~ .• • 

"For new·Positive ~ the·eft'ective date requested:must be on-o~ihe~:1;" 
view (service) date displayed." 

- . 
The Authorized Telephone Number table and Access Code table will both. 
be automatically checked when the tables are submined to ensure that 
there are no duplicate entries. 

Both tables will also be automatically checked as numbers are entered to verify 
that enough infonnation wa.s input - at least 4 digits (and no more than 7 digits) for 
each Access Code and a ten digit number (area code+ telephone number) for 
each Authorized Telephone Number. 

The Authorized Telephone Number table has an additional automatic check for 
telephone number format. The first digit of the area code and the telephone 
number cannot equal 0 or l. because there are no valid telephone numbers that 
begin with these digits. 
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Po:sit1ve ID 

TIME OUTS 

User Guide 

There are two types of Time Outs: 

• After fifteen minutes ofinactivity within this software. che password must 
be re-entered on the screen to resume the application. The keyboard will 

. be locked relative to this applic:ation until .the password is re~~~,:,:-.~··'~·.. ·; ; 
·Inactivity is defined as NO keystrokes input on the keyboard~':'.'~:pF,'"">,. ·." · 

• . After 30 ~inu.tes of ina~ty. the modem linlc will be dro~~~~-~~, .: . 
as the applicauon appears on the·~ the changes have ndtl'~f6St;<::":·:-;;.:/'::· 
When the application is resumed and a tile is submitted to Southwestern 
Bell. the modem connection will be automatically reestablished. This may 
take 30-45 seconds. 
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Positive Id PC Interface 

The Positive Id PC Interface consists of four main carnponents as follows: 

PC Client - Communicates with the PC Server to obtain a list of the Positive Id numbers that a client can 
work with . Also obtains che detailed information associated with each Positive Id number, the working 
telephone number's(WI'N's) and access codes(ACODE's) for user maintenance. 

PC Server - Application service to handle the PID client connections. Communicates with SMS to obtain 
dara on behalf of clients and also to submit client orders. 

Status Server - Application service to handle asynchronous acknowledgments of client order completion 
and new PID order notifications from SMS. 

Positive Id Database - The detail data foe each Positive Id number (telephone number list and access 
codes) are stored by SMS and in the ISCP. Additional data required by the application is stored in the 
Positive Id database. 

The Positive Id SeMcc was originally named Computer Access Restriction (CAR). 
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Positive Id (PID) PC Oient to PC Server Interactions 

~ S0d-.. ~ \)<;.TAGA'IE. 

Using SVVB proprietary messaging middleware the PC Client connects to the Positive Id 
PC Server over dial-up or dedicated line TCP (currently using CORE's TCP stack). 

1. Application Login Transaction 

Transaction used for application user·idlpassword validation. 

PC Client initiated request 
Request: 

Event: APP _LOGIN_REQ 1 

structure: LoginReq { 
char userld[ MAX_LOGIN_UIO_LEN ]; 
char passwd[ MAX_LOGIN_PASS\ND_LEN}; 
char appVersion[ MAX_LOGIN_ VER_LEN] 

} 

PC Server response 
Response: 

6J \. ( Cou fu\:_ IS ~.\- +> ) 
~04 111\ u £,.,. u. e.vtM.+ ua r-a--

Ewnts: APP _LOGIN_RSP _OK 
APP _LOGIN_RSP _REJECTED 
APP _LOGIN_RSP _APPL_REJECTED 
A?P _LOGIN_RSP _PA.SSWD_EXPIRED 
APP _LOGIN_RSP _FAILED_RETRY 
APP _LOGIN_RSP _GENERAL_FAILURE 
APP _LOGIN_RSP _INVALID_ VERSION 

Structure: LoginRsp { 
char retMsg[ MAX_LOGIN_MSG_LEN ]; 

3 
4 
5 
6 
7 
8 
9 

char currentAppVersion[ MAX_LOGIN_ VER_LEN ]; 
} 

2. Change Password Transaction 

Transaction used for password maintenance. 

PC Client initiated request 
Request: 

Event: CHANGE_PASSWD_REQ 

Structure: ChangePassWdReq { 
char userld[ MAX_LOGIN_UID_LEN ]; 
char old_passwd[ MAX,_LOGIN_PASSWD_LEN ); 
char new_passwd[ MAX_LOGIN_PASS\ND_LEN ]; 

} 
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Positive Id (PID) PC Client to PC Server Interactions 

PC Server response 
Response: 

Ewnts: CHANGE_PASS\tVD_RSP _OK 21 
CHANGE_PASSVvtl_RSP _REJECTED 22 
CHANGE PASSWD RSP ILLEGAL 23 
CHANGE=PASSVVD :RsP:GENERAL_FAlLURE 24 

Structure: ChangePassWdRsp { 
char retMsg[ MAX_LOGIN_MSG_LEN ]; 

} 

3. CAR Number List Transaction 

Transaction to retrieve the list of PIO numbers that the user has access to 
along With informatiOn about the latest and all pending actMty to be performed on 
the PIO number. The UI will use the information to display a list as shown below. 

CAR Number Date status 

(314)235-3805 01/02196 A 
01/10/9 p 

(314).235-3806 12/05/95 A 
01/20196 p 

(314)235-3807 12/12196 I 

The response will always include at least one entry for each of 
the user's PIO numbers. For a new PIO number that is not yet 
established (due date not met), and the user has yet to 
submit tables for the new PIO number, then the PC Server will 
generate a fictitious entry in the list. The status for this 
entry will be set to •initial". The user may edit the tables 
associated with this entry and submit a "pending" modification. 

If there is a pending request against the PIO number. then the 
pending Status flag will be greater than zero. In this case, the 
pending status mod(100) will yield the number of prior 
reW>ions on the order. 

PC Client initiated request 
Request: 

E\lent: CAR_LlST _REQ 

Structure: x:lr_ void 

~ = Ac . .-f1 Ve. 

?::: '?u~\\f\j 
"I"" IVl.A-t\~ 
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PC Server response 
Response: 

[ve<t1..\. Co4 
131 Events: CAR_LIST_RSP 

} 

Structure: Cart.istRsp { 
unsigned 
CarRecord 
boolean 

count; 
carRecs[ 20 l: 
eod; (Last record sent) 

structure: CarRecord { 
char carNum[ MAX_CAR_NUM_LEN ]; 
char viewType; (A-ACTIVE, P-PENDING, I-INITIAL) 
char 'YiewOate[ MAX_OATE_LEN ]; 
boolean read Only; 
int pendingstatus; (> O its pending,mod(100) for prior rev number) 
char lockingUser{ MAX_Ul_LENI ; 

("CNOC" or "MAX_REVISION_LIMITj 
} 

~ut.v1:\- Cock 
E...ant: CAR_GENERAL_FAILURE 9999 

Structure: ErrorRsp { 
int code; 
char msg[ MAX_ERROR_MSG_LEN ]; 

} 

4. View/Edit CAR Number Tables Transaction 

Transaction used to retrieve the working telephone number (WfN) 
list and Access Code (ACODE) list associated with a PID number. 
The user may request the "active~. or "pending" \l\ew. The response 
includes a nreadOnly'' field which is set to TRUE if another user is currently 
working with the same PIO number. (NOTE: A user may lock a PIO number 
that has a pending order, if they are requesting the pending View. However, if 
they are requesting the active \liew, the loc.k will be rejected.) If there is a 
pending request against the PIO number, then the pendingStatus flag will be 
greater than zero. In this case, the pendingStatus mod(100) will yield the number 
of prior re'v'isions on the order. The locking User will hold the User ID of the use 
that has the PIO Number locked. 

PC Client initiated request 
Request: 

Event: CAR_NUM_EDIT_REQ 

Structure: CarNumEditReq { 

[uGNl.'i.. Cou 
140 

char carNum[ MAX_CAR_NUM_LEN ]; 
boolean locklt; (User wants to edit) 
char viewType;(A-ACTIVE, P-PENDING, I-INITIAL) 
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PC Server response 
Response: 

Zero or more CAR NUM EDIT RSP WTNS events are 
returned. followed by zero or more cAA_NUM_EDIT_RSP _ACODES 
events, followed by one CAR_NUM_EDIT _RSP _END event 

E~nt CAR_NUM_EDIT _RSP _WfNS 

structure: Cal"t/VtnTable { 
unsigned int count; 
VVtnRecord wtnRecs[ 50 ]; 
boolean eod; 

} 

Structure: WnRecord { 
char wtn[ MAX_wrN_LEN ]; 
char descrip1( MAX_WTN_DESCRIP _LEN]; 
char descrip2[ MAX_WTN_DESCRIP _LEN ]; 

} 

Ewnt: CAR_NUM_EDIT_RSP _ACODE 

Structure: CarAcodeTable { 
unsigned int count; 
AcodeRecord acodeRecsl 50 ]; 
boolean eod; 

} 

Structure: AcodeRecord { 
char acode[ MAX_ACODE_LEN }; 

iM.v,.\-wk 
142 

char descrip1 [ MA.X_ACODE_DESCRIP _LEN ]; 
}; 

Event: CAR_NUM_EDIT _RSP _END 

Structure: 
char 
boolean 
int 
char 

} 

CarNumEditRsp { 
\JiewType; (A-ACTIVE, P-PENDING, I-INITIAL) 
readOnly; 
pendingstatus;(> O is pending) 
locl<ingUser{ MAX_UID_LEN ]; 

( "CNOC" or "SUSPENDED" or locking user ID.) 

Note: For Refresh-requested pending, but it could be now active. 
If no pending found, ser.ier sends active view. 

b .. 1'.,J{a¢e 
Event: CAR_GENERAL_FAILURE 9999 

structure: ErrorRsp 
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5. Submit Modifications To A PIO Number 

Transaction used to modify the WTN List and the ACODE 
list associated with a PIO number. Note: the changelndicators will 
be set to '1' if the user modified an element in the associated table. This 
generates a client order which is sent \Ila the PC Sewr to SMS. 

PC Client initiated request 
Request: 

One CAR_NUM_SUBMIT _REQ event received, followed by 
zero or more CAR_NUM_SUBMIT _REQ_WTNS events, followed 
by zero or more CAR_NUM_SUBMIT_REO_ACODES events, followed 
by one CAR_NUM_SUBMIT _REO_END event 

£'-""""~Co le. 
Event CAR_NUM_SUBMIT_REO 150 

Structure; CarNumSubmitReq { 
char carNum[MAX_CAR_NUM_LEN ]; 
char dueDate[MAX_DATE_LEN ]; 
boo I revise Pending; 
char chnglndct[ 5];(lndms: 0-wtn, 1-wtnDescrip1, 

2-wtnDescrip2, 3-acode, 4-acodeDescrlp) 
} 

( IJ'1t\;~- C., k " 
Event CAR_NUM_SUBMIT_REQ_WT"NS 151 

Structure: CarVVcnTable 

Event CAR_NUM_SUBMIT_REQ_ACODES 152 

Structure: CarAcodeTable 

Evant CAR_NUM_SUBMIT _REQ_END 153 

Structure: )(Ir_ wid 

PC Server response 
Response: 

E~nt: CAR_NUM_SUBMIT _RSP _OK 

Structure: )lt!r_ void 

Event CAR_GENERAL_FAILURE 

Structure: ErrorRsp 

155 

9999 
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6. Establish User's Lock on a PIO Number 

This transaction Is used to lock. the PIO number. It is not 
needed currently, since the Edit MAO locks the 
PID number. Initially it will not be Implemented. 

PC Client initiated request 
Request: 

Event CAR_NUM_LOCK_REQ 

Structure: CarNumLockReQ { 

fvw--t G,k, 

160 

char carNum[MAX_CAR_NUM_LEN }; 
} 

PC Server response 
Response: 

Ewnt: CAR_NUM_LOCKED 

structure: ~r_voicl 

E~nt: GENERA_FAILURE 

Structure: ErrorRsp 

7. Release User's Lock on a PIO Number 

161 

9999 

'Mlen a user request's the ac:tiw VteH· of a PIO number, the 
PC Se~r will "locka the PIO number, preventing any other 
user from submitting modifications to the PIO number. This 
transaction is used to unlock the PIO number. This is sent 
by the user interface when the user has e>Cited the PIO Ed~ 
screen, and has not submitting changes to the PIO number. 

PC Client initiated request 
Request: 

E~nt CAR_NUM_UNLOCK_REQ 170 

Structure: CarNumUnlack.Req { 
char carNum[MAX_CAR_NUM_LEN }; 

} 

PC Server response 
Response: 

Event: CAR_NUM_LOCKED 

Structure: )ljr_wid 

171 
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8. Cancel Pending Request 

Transaction used to allow a user to cancel a pending request 
against a PID number. Since there may be only one pending 
request, against a PIO number, the orderNum and pendingOate 
are optional. If the orderNum is specified, then the PC Server 
will cancel the associated order against the PIO number. If 
pending Date is specified, the PC SeM!r wlll cancel the order due 
on the pending date. (Note: This assumes that there is at most one 
order due on the PIO number for any give date.) If neither Is specified, 
then the PC Server will cancel the ne>d order to be worked against the 
PIO number. After canceling a pending request on a PIO number, the UI 
may allow the user to edit the pending \Jiew {retrieved prior 
to the cancellation) and re-submit the request. The user must 
obtain a lock on the PIO number after perfonnlng the canceL 

Don't allow the cancellation of an order for a PID number that 
is locked, unless it being canceled by the user that has It 
locked. 

PC Client initiated request 
Request: 

Event CAR_NUM_CANCEL_REQ 

structure: CarNumcancelReq { 

180 

char carNum[MAX_CAR_NUM_LEN J; 
char orderNum[MAX_ORDERNUM_LEN ]; 
char pendingDate[MAX_DATE_LEN ]; 

} 

PC Server response 
Response: 

Event: CAR_NUM_CANCELLED 182 

Structure: .>itir_void 

Event: CAR_GENERAL_FAILURE 9999 

structure: ErrorRsp 

Note: In the event of a failure, the client software must e}l3ffiine the 
ErrorRsp structure to detennine if the Cancel or the Lock activity failed. 

9. PIO Number Status Log Request 

Transaction to retrieve the status log history of a specific PID 
number, or all PIO numbers. for a user. If a PIO number is specified 
in the request. then the log for that PIO number is returned. Otherwise, 
the log for all of the user's PID numbers are returned. The statusOate 
field is also optional. If unspecified, the PC Serwr will return all available log 
infonnation for the PID number(s). 
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PC Client initiated request 
Request: 

Event: CAR_LOG_REQ 

Structure: CarNumLogReq { 
char carNum(MAX_CAR_NUM_LEN); 
ch~r statusDate[MAX...OATE_LEN ]; 

} 

PC Server response 
Response: 

Event: CAR_LOG_RSP 191 

} 

Structure: CarNumLogRsp{ 
char 
unsigned int 
CarLogRecord 
boolean 

carNum[MAX_ CAR_NUM_LEN]; 
count; 
logRecs[MAX_CAR_LOG_RECS ]; 
eod;(Last record sent) 

structure: CarlogRecord{ 
char userld[MAX_LOGIN_UID_LEN ]; 
char carNum[MAX_CAR_NUM_LEN]; 
char orderNum[MAX_OROERNUM_LEN ]; 
char activity(MAX_ACTMlY_LEN ]; 

0/IEW, SUBMIT-CHANGE, CANCEL) 
char recvDTime[MAX_DATE_ TIME_LEN ]; 
char dueDate[ MAX_DATE_LENJ; 
char compDTlme[MAX_DATE_ TIME_LEN ]: 
char status[ MAX_STATUS_LEN]; 

(PENDING, COMPLETED, FAILED, CANCELED) 

Event: CAR_GENERA.L_FAILURE 9999 

structure: ErrorRsp 
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~ Su c..\...,_ """ '\)A\AGP.\£. 

Using S\N6 proprietary messaging middleware the PC Server connects to SMS 
over Lan/TC?. 

1. View PIO Tables Request From PC Server Transaction 

TransactiOn to request the current or pending view of the wor1<ing telephone 
number(WTN) and Access Code(ACODE) tables associated with a PIO number. 

PC Server initiated request 
Request: ~ut:M.1- G.k 

1000 Event evr_sMS 

structure: REQUEST { 

} 

Char View_ Type;('C'-current, 'F-fUture, 'H'-hiStolical) 
string usemame[8]; (UserlD of PC user) 
string tn[1 O]: (PIO Number) 
string date[6J; (yiew "as of' date) 

SMS Server response 
Response: 

Response: 

Possible Event EVT_VJEW_CG 300 

structure: OSS_ VIEW_CHANGE{ 
char \1ew_type; 

} 

Multiple Events: EVT_OATA 200 

structure: OSS_PACKET { 

} 

long packet_num; (Sequence #of this packet) 
long rows; (Number of rows in data) 
char eod; (Non-zero if last packet) 
OSS_DAT A data[25]: (Array of DAT A records < or = 25 rows) 
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Structure: OSS_DAT A { 

2 

} 

char d_ Type; (Type of this rec) 
char restricted; (Y' if restr1cted.) 
string name[32]; (Depends on data type) 
oss_ TEXT te)d; (Link list of field wlues) 

D_ Type Data type which this row specifies 
Values G - USOC Group 

u-usoc 
F-FID 
C - Call Variable 
T-Table 
D - Table Data 

Restrkited Restricted Indicator as shown in the Call Variable Ref 
Table. Only applied to call variable recs_ Value - YIN 

Name If the Data Type i.s: 
G - Populated with Group. Ex. - POSID, POS1, POS2 
U - Populated with the USOC. Ex. SCMSX 
F - Populated with FID. Ex. - RPI 
C - Populated with Call Variable. Ex. - car_actiw 
T - Populated with table call variable. Ex. - car_emacctbl 
D - Populated with table data- Ex. - Row number 

T e>d tf the Data Type is; 
G - Populated with blank 
U - Populated with USOC descriptive te)d. 
F - Populated with FID descriptive te:d. 
C - Populated with Call Variable value or FID value_ 
T - Populated with table column names of the embedded 

table. 
D- Populated with table column data of the embedded 

table. 

structure: ass_ TEXT { 
TEXT *ne>d.; 
string trud{BO]; 

} 

or 

EVENT: EVT_ERROR 100 (Returned on an ERROR) 

Structure: OSS_ERROR{ 
long code; (Error Code) 
string textO; (Error Message) 

} 
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2. Update PIO Tables Request From PC Server Transaction 

Transaction to update the WJ"N and Access Code tables 
associated with a PIO number. 

PC Server initiated request 
Request: 

Event: EVT_UPDATE 1100 

Structure: UPD_ACTION { 
string text<>; (Message Layout 1 see below) 

} 

SMS Server response 
Response: 

Event: EVT_GOTIT 900 

structure: :xdr_ wid: 

or 

EVENT: EVT _ERROR 100 

structure: OSS_ERROR 

2. Cancellation Request From PC Server Transaction 

3 

Transaction to cancel the update of the wrN and ACODE 
tables associated with a PIO number. 

PC Server initiated request 
Request: 

Event: EVT_CANCEL 1120 

Structure: UPD_ACTION (Message Layout 2 see below) 

SMS Server response 
Response= 

Event: EVT _GOTIT 900 

structure: :>cdr _void; 

or 
EVENT: EVT _ERROR 100 

Structure: oss_ERROR 
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UPD ACTION Message Layouts 

UPD_ACTION Contains the FCIF message associated with the EVT_UPDATE, 
EVT_UPDATE_POSACK. EVT'_UPDATE_NEGACK, EVT_SOAC, 
EVT _SOAC_POSACK, EVT _SOAC_NEGACK, EVT' _CANCEL, 
EVl"_CANCEL_POSACK. EVf_CANCEL_NEGACK This message 
will alWays be associated with the evr_UPDATE. 

1. Customer Initiated (PC Application Server) Update (sent to the SMS): 

_ Me:_~~~.;[tR.e 1 will be emb!J.!i..<!Jt.fLw.!!.tJia.li.Je Datagate Event Type of ~VT_l.jPQA T.!?.i. 
-·-'#.i!l11fle message struofY.@..fJf?.{)_~TIQN containing the info!JT1atiQ!1.frofTJ_lhe_.e.c;. 

Application Server. 

__ 1dP.9.§fes can of two !.YI!.fl§.:...~ initial upqate and sl.!P..~~'1@[11..ge(!Jt!?JLQ.r:umsi!At§§.....f..CU 
__ .JlJ_e..lf'.:11TIA.L UPDd_T.f=, the_strucure of the mesSC1!15!Js as_fpJ/9.xt§.;. 

*C3{FT=PRE; 
n=so: 

*ODR{ 

*RSC{ 

4 

OT=C; 
ORDN0=111111; 
MT=F: 
TRN,..1; 
TSYS=CUSTPC01; 
RSYS==SMSA; 
PRl=+4; 
WC=314235;}% 

DIFF=N; 
CS=PCIF; 
DD=960111 ;}% 

REC{ 
CTL{ 

} 
ACL{ 

} 
ACL{ 

CTC=C; 
CTID=TN[3142351000]; 

ACT=O; 
CTID=TN[3142351000]; 
TN=3142351000; 
AINS{ 

AINID=SCMBX; 
} 

ACT:;;;N; 
CTID=TN[3142351000]; 
TN=3142351000; 
AINS{ 

AINID=SCMBX; 
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} 

#CAR1=1111; 
#CAR1 =2222; 
#CAR1=3333; 
#CAR1=4444; 
#CAR1=5555; 
#CAR1 =6666; 
#CAR 1 =7777; 
#CAR1 =8888; 
#CAR1 =9999; 
#CAR1 =2111; 
#CAR1 =2333; 
#CAR1=2444; 
#CAR1=2555; 
#CAR1 =2666; 
#CM11 =COMMENT FOR ACCESS CODE 1111; 
#CM11 =COMMENT FOR ACCESS CODE 2222; 
#CM11 ;:;COMMENT FOR ACCESS CODE 3333; 
#CM11 =COMMENT FOR ACCESS CODE 4444; 
#CM11=COMMENT FOR ACCESS CODE 5555; 
#CM11 =COMMENT FOR ACCESS CODE 6666; 
#CM11 =COMMENT FOR ACCESS CODE 7777; 
#CM11=COMMENT FOR ACCESS CODE 8888; 
#CM11 =COMMENT FOR ACCESS CODE 9999; 
#CM11 =COMMENT FOR ACCESS CODE 2111: 
#CM11=COMMENT FOR ACCESS CODE 2333; 
#CM11 =COMMENT FOR ACCESS CODE 2444; 
#CM11 =COMMENT FOR ACCESS CODE 2555; 
#CM11=COMMENT FOR ACCESS CODE 2666; 
#CAR2=3142351111; 
#CAR2=3142352222; 
#CAR2=3142353333; 
#CAR2=3142354444; 
#CAR2=314235555S; 
#CAR2=3142356666; 
#CAR2=314235m7; 
#CAR2:;;3142358888; 
#CM21 =COMMENT FOR CPN 3142351111 COL 1; 
#CM21=COMMENT FOR CPN 3142352222 COL 1; 
#CM21=COMMENT FOR CPN 3142353333 COL 1; 
#CM21""COMMENT FOR CPN 3142354444 COL 1: 
#CM21=COMMENT FOR CPN 3142355555 COL 1; 
#CM21=COMMEITT FOR CPN 3142356666 COL 1; 
#CM21=COMMENT FOR CPN 3142357777 COL 1; 
#CM21 =COMMEITT FOR CPN 3142358888 COL 1; 
#CM22=COMMENT FOR CPN 3142351111 COL 2; 
#CM22=COMMENT FOR CPN 3142352222 COL 2: 
#CM22=COMMENT FOR CPN 3142353333 COL 2; 
#CM22=COMMENT FOR CPN 3142354444 COL 2; 
#CM22=COMMENT FOR CPN 3142355555 COL 2; 
#CM22•COMMEITT FOR CPN 3142356666 COL 2; 
#CM22=COMMENT FOR CPN 3142357777 COL 2; 
#CM22=COMMENT FOR CPN 3142358888 COL 2; 
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For SUBSEQUENT CORRECTION UPDATES. the format of the message is slightly 
different fo[.JfJ!LeT and CORS fiflftJ..~.!..n tf:J.fl_Q3 header section,_ as ins!J.r:st'JSl..P..elQ.'f'!.: 

Please no['l.J!J§!...the value in thf!._Q.OR§..fjgld should be alehabeff..<;._f!J§facte.r,_with_::.A" 
for the first PC application server oass. ·a" for the second PC aPP/icaffon server pass . 
. . . "Z" for the final correction pass. This limffs the number of subsequnt corrections 

._.J_Q.(..9ne ordP:£JJ.Y!!J.kocJQ_g§,_ 

*CfilT=COR: 
___ TT:o.§.Q~ 

OT=C; 
____ 9BQ~0=111111; 

CORS=A; 
MT=F· 
TRN=2~ 
TSYS=CUSTPC01 · 
RSYS=SMSA; 
PRl=+4· 
WC=314235;}% 

DlFF=N· 
CS=PCIF; 
DD=960111 ;}% 

REC{ 
CTL{ 

CTC=C· 
CTID=TNf3142351 OOOJ; 

... See previous message layout for initial PC Application 
Server update. 

G 
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2. Customer Initiated (PC Application Server} cancellation of an Update (sent to _the 
SMS}: 

_____ Messa@_JYpe 2 will Q.£!. embeddecf..y;ithin the Q{!tagate Ev~.!JJ of EVT CAJ:!...9J;~~ 
_____ wlth the f1JP..$§age sf(Jdfty_re UPD_d.,<;Tl_QN con@Lof!J_g_ the irrfQ([!lation from tf]~ 

PC Application Server. 

·c3{FT=CAN; 

7 

IT=SO; 
OT=C; 
ORDN0=111111; 
MT=F; 
TRN=2; 
TSYS-CUST?C01; 
RSYS=SMSA; 
PR1=+4; 
'NC==314235;}% 
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r su&-.. /-...o Pt\ TAG!\ \E. 

Using SWB proprietary messaging micldleware the SMS Server connects to the Positive ld 
status Server via Lan/TCP. 

1. Update Pro Tables Acknowledgment From SMS Transaction 

SMS has processed a user requested update order that was generated by 
the PID PC Server and sent to SMS using an EVT" _ UPDA TE(1100). 

SMS Server Initiated request 
Request: 

Event EVf_UPDATE_POSA.CK 1112 

Structure: UPD_ACTION (Message Layout 7 with No ERT value 
see beloW) 

or 

Event EVT _ UPDA TE_NEGACK 1113 

Structure: UPD_ACTION (Message Layout 8 see below) 

Status Server response 
Response: 

Event EVT_GOTIT 900 

Structure: xir_wid; 

Action: Update the status of the order in the 
client_ order and the client_order_tran tables. 

2. Cancellation Acknowledgment From SMS Transaction 

1 

SMS has processed a user requested cancel order that was generated by 
the PIO PC Serwr and sent to SMS using an evr _CANCEL(1120). 

SMS Server initiated request 
Request: 

Event: Ewnt: EVT' _CANCEL_POSACK 1121 

structure: UPD_ACTION (Message Layout 7 see below) 

or 

Event EVT _CANCEL_NEGACK 1122 

Structure: UPD_ACTION (Message Layout 8 see below) 
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Status Server response 
Response; 

Event EVT_GOTIT 900 

Structure: :xdr_void; 

Action: Update the status of the order and transactions in the 
clienLorder and the client order tran tables. 
Set the status of the orderto canceled, the status 
of the last updating transaction to canceled, and the 
status of the cancellation transaction to completed. 

3. SOAC Provision Reguest From SMS Transaction 

2 

SMS has received a Positive Id order from SOAC. This could be an add, 
change or delete of Positive Id. 

SMS Server initiated request 
Request: 

Event EVT_SOAC 1130 

Structure: UPD_ACTION (Message Layout 3 see below) 

Status Server response 
Response: 

Event: EVT _GOTIT 900 

Structure: :xdr_vold; 

Action: Switch on the Function Type (FT) field of the order: 

FT=PRE (New Order) 
- Store all new PIO numbers in the car_table. 
- store the order in the database. 

FT=COR and CPC ?? (Correcting) 
- If we have the prior version of the order then 
resolve the differences between the two versions. 

(If the prior version of the order creates a PIO 
number not created by the latest wrsion of the 
PIO number, then remove the PIO number. 

Add all PIO numbers created by the newer version 
of the order which were not created by the prior 
version of the order.) 

otherwise, treat the order as a new order. 

- Store the order in the database. 
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FT=CAN (Cancel) 
- Read in the old order from the database. 
- Rollback initial work for the order. 

- Set the order status to canceled. 
- Update order in the database. 

The ACUACTIVITY is used to indicate the type 
of activity on the wrN. (Validate that the record 
has an AINS/AINID field equal to "SCMBX".) 

ACTMTY=A - adding PID 
ACTMTY=C - changing contact information 
ACTIVITY=D - deleting PID 

4. SOAC Provision Acknowledgment From SMS Transaction 

3 

SMS has completed a Soac Order that was sent to the Status Server 

in an eventEVT_SOAC(1130). 

SMS Server initiated request 
Request: 

Event: EVT'_SOAC_POSACK 1131 

Structure: UPD_ACTION (Message Layout 4 see below} 

or 

E-..ent: E\/T_SOAC_NEGACK 1132 

structure: UPD_ACTION (Message Layout 5 see below) 

Status Server response 
Response: 

Event: EVT _GO TIT 900 

structure: )lljr_wa; 

Action: 
If ewnt Is EVT_SOAC_NEGACK then Ignore the message, 
a correcting order will be sent. 

If event is EVr _SOAC_POSACK then complete the order. 
Periorm removals. changes, and nbrchg's for PIO numbers 
on the order now. (New installs were taken care of at 
initial notification of the order.) 
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SMS to Positive Id (PID} Status Setver Interactions 

UPD ACTION Message Layouts 

UPD_ACTION Contains the FCIF message associated with the EVf_UPDATE, 
EVT_UPDATE_POSACK, EVT_UPDATE_NEGACK, EVT_SOAC, 
EVf_SOAC_POSACK. EVT_SOAC_NEGACK, EVf_CANCEL, 
EVT_CANCEL_POSACK, EVT_CANCEL_NEGACK. This message 
will always be associated with the EVf _UPDATE. 

3. SOAC Updates received by the SMS (sent to the Application Server): 

Message TyPe 3 will be embedded wffhin the Datagate Event of £VT SOAC, 
with the message structure UPD ACTION containing the infOrmatfon 'from 

--·-".$0AC uf!Qat£ueoeive<j.1Jy_the SM~ Two examples have been provided: the first 
example depicts a change request adding SCMBX to two TNs and the second 
example depicts how a SCMBX number change request could appear. 

REQUEST ADDING SCMBX: 

·c3{FT=PRE; 

*ODR{ 

"'RSC{ 

4 

IT=SO; 
OT=C; 
ORDN0=111111: 
MT=F; 
TRN=1; 
TSYS:::SOACTS8; 
RSY5=CUSTPC01; 
PRl=+1; 
WC=314235; 
PCSTAT=SOACUPD:}% 

DIFF=N; 
CS=PCIF; 
DD=960111 ;}% 

REC{ 

} 

CTL{ 

} 
ACL{ 

} 

CTC-C; 
CTID=TNff3142351000]}; 

ACTIVITY=A; 
CTID=TNfi3142351 ooon: 
AINS{ 

} 

AINID=SCMBX: 
ASID=HAIRBOWS; 
CARC=TERRYVIETH, 314 235-3659; 
RPl=351000; 
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REC{ 

} 
}% 

SMS to Positive Id (PID) Status Server Interactions 

CTL{ 

} 
ACL{ 

} 

CTC=B; 
CTID=TN{f3142352000};} 

ACTIVITY=A; 
CTID=TN1[3142352000B; 
AINS{ 

} 

AINID==SCMBX; 
ASID=BLUEHAIRBOWS; 
CARC=SUE MERZ. 314 235-3028; 
RPl=352000; 

NUMBER CHANGE REQUEST: 

•c3{FT=PRE; 

"ODR{ 

-RSC{ 

}% 

5 

TI=SO; 
OT=C; 
ORDN0=111111 ; 
MT=F; 
TRN=1; 
TSYS=SOACTS8; 
RSYS=CUSTPC01: 
PRl=+1; 
WC=314235; 
PCST A T=SOACUPD;}% 

DIFF=N: 
CS=PCIF; 
DD=960111 ;}% 

REC{ 

} 

CTI..{ 

} 
ACL{ 

} 

CTC=C; 
CT1Ds:TN{[3142355000H: 

ACTIVllY=C; 
CTID•TN[3142355000H; 
OLOCTID=TN[3142351000); 
AINS{ 

} 

AINID=SCMBX; 
ASIO=REOHAJRBOWS; 
CARC=TERRY VIETH, 314 235-3659; 
RPl=355000; 
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SMS to Positive Id {PID) Status Server Interactions 

4. POSACK on a SOAC Update upon successfully provisioning to SPACE (sent to the 
Application Server): 

Message 1)1pe 4 will be embedded within the Datagate Event of 
., _ __FVT §.9AC PO$,ACK. wiflJ..the Tml~flt!! structu,t;§.._LJPD AC]J.QJ'j_ 
,_, _ _qg!J.!E.i[lloa the i!J[Qrmatiot:JJ!QC!l.§l)d_<;,. 

·co{FT=PRE; 
TT=SO; 
OT=C; 
ORDN0=111111; 
RSPNS=1; 
TRN=1; 
TSYS=:SOACTSB; 
RSYS=CUSTPC01; 
WC--314235;}% 

5. NEGACK on a SOAC Update upon failure to provision to SPACE (sent to the 
Application Server): 

Message Type 5 will be embedded wtthin the Datagate £vent of 
..... __ EVL~.QAC NE_.@ACK, wif!JjJle m~~s.MI.e strucfUff!..Y.FD A_~:D..Qt:!. 
____ ..QQ!Jt.EJi£1ing_t11£..LtJformafion ((om SOAC. 

'*CO{Fr=PRE; 

}% 

TT=SO; 
OT=C; 
ORDN0=111111; 
RSPNS=2; 
TRN=1; 
TSYS=SOACTSB; 
RSYS=CUSTPC01; 
WC=314235;}% 

REC{ 
ERCODE=000001; 
ERRTXT=THIS IS AN ERROR MESSAGE FOR ORDER NUMBER 1; 

} 

7. POSACK on an Application Server Update after successfully provisioning to SPACE 
(sent to the Application Server): 

Message Type 7 will be embedded wfthin the Dataqate Event of 
EVT UPDATE POSACK, with the message structure UPD ACTION 

----·~2.otainiTJSJ.!fte lnfO[!!Jatiq.n fro[!.!_§MS .. 

6 
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SMS to Positive Id (PID) Status Server Interactions 

*CO{FT=PRE; 
TT=so: 
OT=C; 
ORON0-111111; 
RSPNS=1; 
TRN=1; 
TSYS=SMSA; 
RSYS=CUSTPC01; 
WC•314235;}% 

8. NEGACK on an Application Server Update upon failure to provision to SPACE (sent to 
the Application Server): 

Massage Type 8 will be embedded within the Datagate Event of 
EV'r UPDATE NEGACK. with the message structure UPD ACTION 
containing.the fnform~Q.n from SMS~ 

·cO{FT-=PRE; 

·MSG{ 

}% 

lT=SO; 
OT=C; 
ORDN0=111111 ; 
RSPNS=2; 
TRN=1; 
TSYS==SMSA; 
RSYS=CUSTPC01; 
WC=314235;}% 

REC{ 
ERCODE=000001; 
ERRTXT=THIS IS AN ERROR MESSAGE FOR ORDER NUMBER 1; 

} 

9 . POSACK on an Application Server Cancellation after successfully; queueing to TIPS. 

Message Typg g wm be embedded within fhe Datagate Event of 
EVT CANCEL POSACK. with the meyage structure UPD ACTION 

._..sQ.ntail)j{).g the infoJIU§/.i9.{l.[[QJJ1_§~.,. 

·cQ{FT=CAN; 
TT=SO~ 
OT=C· 
ORDN0=111111 · 
RSPNS==1; 
TRN=1· 
TSYS=SMSA· 
RSYS;CUSTPC01; 
WC=314235;}% 

7 
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10. NEGACK on an Application Server Cancellation upon failure to place a raguest 
on the TIPS queue. 

_ _Mf!..~Sa9.!J_TY.ef!._1JJ will .J!e efT!P.edd~_ytithi[J_tfJ§..D~t!Jaate ~)(.2.nt pf 
---~.lfT CAf'JCEL_NEGACK, \Ylfh thf!_.(11e.§~~ strucjure UPD ACTION 

containing the information (rQm SMS. 

8 

ATT-2039 
Cox v. AT&T 

IPR2015-01227 
Page 82 of 135



Update Action FCIF Flags 

V15538.S01 

ATT-2039 
Cox v. AT&T 

IPR2015-01227 
Page 83 of 135



UPO_ACTION 

UPD~ACTION FCIF TAGS 

Contains the FCIF message associated with the EVT _UPDATE. 
EVT_UPOATE_POSACK. EVT_UPDATE_NEGACK, EVT_SOAC, 
Evr_sOAC_POSACK, EVT_SOAC_NE.GACK. EVT_CANCEL. 
EVf _CANCEL._POSACK, EVT _ CANCEL_NEGACK This message 
will always be associated with the EVT"_UPDATE. 

FClF Tag Definitions: 

ACL 

ACT 

ACTMTY 

AINID 

AINS 

·co 

cs 

CORS 

CTC 

CTID 

CTL 

Action Une Aggregate - ACL wm be located within the ~SC/REC section of an 
update. There wm only be two ACLs within each -RSC/REC section on Application 
Server initiated updates (both an Old view and a New -.;ew). On SOAC initiated 
updates, there can be one, two or three ACLs depending on the activity for a given 
WTN. 

Action - An ACT tag is found within the ACL aggregate on Application Server 
initiated updates. Value will be equal to an N (New) or O (Old). 

The ACTIVITY will be sent in place of the ACT to the Application Server for SOAC 
initiated updates. The ACTIVITY tag is found within the ACL aggregate and can 
occur up to three times within a single ACL. Value will equal an A (Add), D 
(Delete) or a C (Change) for SOAC initiated orders sent to the Application Server. 

AIN Service Identifier- The value is equal to a USOC. 

AJN Sef'Jice Aggregate - An AINS structure can haw multiple occurrences. The 
number of occurrences of the AJNS aggregate is dependent on the number of AIN 
USOC's on the order. 

SMS to SOAC or SMS to PC Application Server Route Control Header Section. 
There will only be one occurrence. The •co section is used to contain order and 
routing infonnation used by SOAC or the PC Application Server in tile proper 
processing of an Activation Response. 

SOAC to SMS or PC Application Server to SMS Route Control Header Sectlon. 
There will only be one occurrence. The *C3 section is used to contain order and 
routing information used by SMS in the proper processing of an Activation 
Request. 

Class of Service - This is the class of service of the customer being processed. 
The PC Application Serwr will default with a value of PCIF on all messages. 

Correction Suffix- Will occur within the •c3 or •co header records for correcting 
passes. The value is the correction suffix, if any, associated With a service order 
type and number. This could only occur on updates initiated by SOAC and sent to 
the SMS. 

Control Code~ The CTC code can be found in the ~SC/REC/CTL section. The 
value of B (Build) Indicates the customer is adding AIN inwlwment The value of 
R Indicates the customer is removing all AIN involvement. The value of C 
indicates the customer is changing one of their AIN services. 

Circuit Termination Identifier - This is the TN and contains a 1 O digit numeric value. 

Control Aggregate - A single CTL aggregate will occur within each -RSC/REC 
aggregate. This sect.ion contains control information identifying the activity to be 
performed on a record. 

1 
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DD 

DIFF 

ER CODE 

ERRTXT 

FT 

*MSG 

·oDR 

OLDCTID 

ORD NO 

OT 

PCSTAT 

PRI 

UPD_ACTION FCIF TAGS 

Due Date - DD is found in the ·ooR section and identifies the due date of the 
Order. 

Differencing Flag - For correction passes of SOAC originated orders, the DIFF field 
may have a value of Y if differencing between the current pass and the previous 
pass was performed in SOAC. SOAC Differencing determines the nature of the 
changes from one pass to another. Although this flag is received and required, the 
SMS does not current use it. The default value is N. 

Error Code - This is an eight alphanumerie value. This field ls returned to the PC 
Application Servar or SOAC in a NEGACK. This will be located in the *MSG/REC 
section. 

Error T8)1- The value can be up to 512 alphanumerics and Is returned to the PC 
Application SeNer or SOAC In a NEGACK. This will be located in the •MSG/REC 
section. 

Function Type - The FT is located in both the *C3 and *CO header records. The 
possible values include PRE, COR, CPC, or CAN. 

Message Section - The •MSG section iS sent in conjunction with the ·co header 
record on negative acknowledgments. 

Message Type - The MT is found in the •c3 header record and contains a value of 
M (Manual Assistance Activation Request) or F (Flow Through Activation Request). 

Order Section - This section contains order level infonnation such as due dates 
from a service order. 

Old Circuit Termination Identifier- This is the TN and contains a 1 o digit numeric 
value. This tag will only be present on a number change. ihis tag identifies the 
old number or the number the customer is moving from. 

Order Number - The ORONO appears in both the ·c3 and ·co header records. 
This tag indicates the service order number. The value will be 6 numeric 
characters. 

Order Type - The OT appears in both the *C3 and *CO header records. This tag 
indicates the type of service order. Values include N (New Connect), D 
(Disconnect). C (Change), R (Record), F (From), and T (To). However, the 
applicati<m server will only send updates to the SMS with a value of C (Change). 

PC Status - This tag is found In the •c3 header record of an update which 
originated in SOAC and is sent to the PC Application Server from the SMS. The 
value will contain SOACUPD for SOAC originated updates. The value will contain 
GUIUPD for SMS GUI originated updates. The PCSTAT field is also found in the 
'"CO header record sent to the PC application Server with a value of ACK. This 
indicates the message is an acknowledgment from the SMS for an update from 
the PC application server. 

Priority- This is a two position alphanumeric field in ·c3 header record. The 
priority for SOAC activation requests will contain a value of +1. The priority for PC 
Application Server updates wi11 contain a value of +4. 
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REC 

"RSC 

RSPNS 

RSYS 

TN 

TRN 

TSYS 

n 

WC 

UPD:_ACTION FCIF TAGS 

Record Aggregate - One or more occurrences may be included within the *RSC 
section. Each WTN will be in a separate *RSC/REC section. 

Resource Section - A single "RSC section will be on either a PC Application Sel'\ler 
Update or a SOAC Update. 

Response - The RSPNS tag will be on a ·co header record. This tag indicates the 
type of activation response. A value of 1 indicates a pos~ activation response. 
And, a value of 2 indicates a negative activation response. -

Receiving System - The receMng system is found on both the --c3 and "CO header 
records and can be from 3 to 8 alphanumerics. The value should equal SMSA for 
updates or cancellations originating on the PC Application SeMr and sent to the 
SMS. The value should equal CUSTPC01 for updates, POSACKs and NEGACKs 
sent to the PC Application Server regarding SOAC originated updates. The value 
should equal CUSTPC01 for GUI originated updates, POSACKs, NEGACKs or 
acknowledgments, POSACKs and NEGACKs pertaining to PC Application Server 
originated updates. 

Telephone Number· This field is found within the "RSCJREC/ACL section and is 
10 numerics. 

Transaction Number - The transaction number is found on both the "C3 and *CO 
header records. The transaction number is used to relate the sequencing of 
messages between SOAC and the SMS or the PC Application Server and the 
SMS. The value of the TRN in the •co header should be the value of the TRN in 
the corresponding originating *C3 header. 

Transmitting System - The TSYS Is found on both the •c3 header and the •co 
header. The value can be 3 to 6 alphanumerics. This tag indicates the system 
entity code of the system transmitting the message. For PC Application Server 
initiated messages, the value will be CUSTPC01. For SMS responses to PC 
Application SeMr initiated messages, the value will be SMSA. For SOAC initiated 
updates sent to the PC Application Server from the SMS, the value wlll be that of 
the originating SOAC system. For e><ample, SOACTS8. 

Transaction Type - The TT will be found in both the ·c3 header and the ·co 
header. The value currently will always contain so. 

Wire Center - The WC wlll be found in both the *C3 header and the *CO header. 
The value wilt be 6 numerics. This value iS used by SOAC for queuing SMS 
activation responses to the appropriate entity. Also, this value detennines the 
workgroup responsible for handling errors, etc., that occur in the SMS. 
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rlJ) DATABASE 

Databa.o.e used by the Positive Id Server's 

car_table 

Description: The main table used to keep track of valid PID numbers. 

car_num 
active_datc 
contact _name 
contaet_phone 
contact._street 
conrac:t_ city 
contact_srate 
contact_ zip 
company _id 
comment 
creating_ order 
deleted 
deleted_ date 
as id 

char(lO) not null, 
Date not null, 
varchar(SO), 
varchar(12), 
varchar(80), 
varchar( 40), 
char(2), 
varchar(9), 
varcbar(20), 
varchar( l 00). 
varchar(l5), 
int default 0, 
Date default null, 
varchar(30) 

(primaiy key = car_ num) 

client_ order 

Description: The client_ order table holds information about setVice 
orders originated by the user via !:he PC client and PC sezver. 

order_ num varchar(6) not null, 
car_num char(lO), 
due_date Date, 
order_act char(6) nor null, 
recv_drime DaceTime Year to l'\.f.inute, 
status char(6) not null, 
cst_comp_dti.me DareTime Year to Minute, 
comp_dtime DateTime Year to Minute, 
chng_indct char(5) DEFAULT "00000", 
correct_pa.ss char 

(primary key = order_num) 
(order_actvalucs: VIEW, CHANGE) 
(status values: PNDING, COMPLT, FAILED, CANCEL) 
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PID DATABASE 

clicnt_ordcr_tran 

Description: The ciient_order_uan is used to track all activity on a client service order. 
A record may exist in this table for order creation, and cancellation. The status 
and cornp _dti.me fields will be set using the acknowledgment message sent from 
SMS. Values in theses fields will be used to set the status and comp_dtime 
fields in the client_ order table. The tran_id :field is sent to SMS in the TRN of the 
message. It is incremented for each request sent to SMS on that order. The 
associated acknowledgment will have the same tran_id value. 

order_num 
tran_num 
uid 
recv_dtime 
tran_type 
status 
comp_drime 

varchar( 6), 
integer not null, 
varchar(20) not null, 
DateTime Year to Minute, 
char(6) not null, 
char(6) not null, 

DateTime Year to :Minute 

(primary key= order_num, tran_num) 
( tran_typc values: SUBMIT, MODIFY, CANCEL) 
(status values: PNDING, COMPLT, FAILED, CANCEL) 

die..a.t_order_err 

Description: The client_ order_ error table is used to bold the error codes and error message 
returned by SMS for a service order. 

order_num 
ltall_nuro 
err_code 
err_messagc 

varchar(6) not null, 
integer not null, 
integer not null, 
varcha.r(l28) 

(primary key = order_num. tran_nwn, ca_code) 
(foreign key= order_num. tran_num.) 

order_nwn_tablc 

Description: The order _num _table holds the last order number that was used in the 
generation of a client order, it is incremented for each new order. 

systcm_namc varchar(20) not null, 
order_num._val integer not null 

(primary key:;; 'YStem_namc) 

soac_ordcr 

Description: The soac_ordcr holds information about service orders received from 
SMS to provision PID numbers. 
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'fJ.I.D DATABASE 

ordcr_id 
ordcr_typc 
order_num 
trans_sys 
ordcr_ver 
duc_date 
recv_dtimc 
status 
comp_dtimc 

varchar(l5) not null, 
char(l) not null, 
varchar(6) not null, 
varchar(8) not null, 
char(l). 
Date not null, 
DateTimc Year to Minute, 
char(6) not null. 
DateTime Year to Minute 

(primary key :::; ordcr_id) 
(order_type values:: CREATE, DELETE, NBRCHG) 
(status values: PNDING, COMPLT, FAILED, CANCEL) 

soac_ordcr_xref 

Description: The soa.c_order_xreftable ties the service orders to specific PID numbers. 

order_id 
car_nu.m 
ordcr_act 
prior_car_num 
contact_ name 
contact_phonc 
asid 

varchar(lS), 
char(lO) not null. 
char(6) not null, 
char(lO), 
varch.ar( 65), 
varchar(3 o ), 
varchar(30) 

(primazy key -= order_id, car_num) 

usr_c.ar_xref 

Description: Table to give access to a PID number to a specific user. 

uid 
car_num 

varchar(20) not null, 
char(lO) 

(primary key = uid, car_num) 

usr_car_Iock 

Description: Table to lock a PID number for a specific user. 

car_num 
uid 

ch.ar(lO), 
varchar(20) not null 

(primary key "' car_ num) 
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An Example of Possible Flow of Events 

1 SMS receives a Service Order for Positive Id (PID) 

1.1 SMS sends an EVf _SOAC (1130) to PID Status Server along with an UPD _ACTION 
message that contains service order information for establishing one or more PID #'s. 

2 PID Status Server Receives the EVf _SOAC ( 1130) and takes tbc following actions: 

2.1 Inseru the Pill numbers into the car_table. 

2.2 Inserts the general order information into the soac_ordcr table. 

2.3 Inserts the PID number specific soac order information into the soac_order_xrcf table. 

2. 4 Sends an EVT _ GOTlT (900) to SMS to acknowledge receipt of the EVf _ SOAC 
message. 

3 New PID Client log's onlo the PC Interface. 

3. l PID PC Client sends an event CAR_ LIST _REQ (130) to the PID PC Server. 

4 PID PC Server receives event CAR _LIST_ REQ ( 130) and Lakes the following actions: 

4.1 Use's the Client user-id to intenogate the usr_car_xrd"tablc to sec what Pill numbers 
the user has access to. 

4. 2 Checks the car_ table to make certain the PID numbers are valid. 

4. 3 Checks the client_ order table to see if any of the Pill numbers have pending client 
initiated orders. 

4. 4 Builds a list of PID nwnbers with codes to show st.alus (Active, Pending, Initial). 

4 .5 Sends an event CAR_LlST _RSP (131) to the PID PC Client along with the list. 

5 PID PC Client receives the event CAR_LIST_RSP (131) and· 

5 .1 Displays the list to the user. 

6 The user highlight's one of the PID numbets and press's the edit button. 

6.1 The PID PC Client send an event CAR_NUM_EDIT_REQ (140) to PID PC Seiver. 

7 PID PC Setvcr receives event CAR_NUM_EDIT_REQ (140) and takes the following actions: 

7 .1 Sends anEVf SMS (100) along with the REQUEST structure to SMS. 

7. 2 Waits (blocks) for a response from SMS (can be EVf_ERROR., EVf_DATA or 
EVf _ vmw _CHG). 

8 SMS receives the EVT_SMS (100) and takes the following actions: 

8 .1 J)()es a look up in SMS tables for the working telephone numbers (WTN's) and access 
code's (ACODE's) for the PID number requested. 

8. 2 Returns an event EVl' _DAT A (200) to the Pill PC Server along with the data requested 
using OSS_PACKET structure. 

9 PTO PC Server receives the EVf_DATA (200) and takes the following actions: 

9 .1 Uses the usr _car_ lock table lO lod the PID number so other users can not modify it. 

9. 2 Re-formats the WTN data from the OSS _PACKET structure into the CarWtnTable, and 
WtnRccord structures. 

9 .3 Re-formats the ACODE data from the OSS_PACKET structure into the CarAcodcTable, 
and AcodeRecord structures. 

9. 4 Sends the event CAR_NUM_EDIT _ RSP _ WfNS ( 141) along with the CarW1.11Table 
structure lo lhc PID PC Client. 
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9 .5 Sends the event CAR_NUM_EDIT_RSP _ACODE (142) along with the CarAcodeTable 
strucrure to the PID PC Client. 

9.6 Sends the event CAR_NUMEDIT_RSP _END (143) to Lhc PIO PC Client 

l 0 PID PC Client receives the CAR_NUM_EDIT_RSP _WfNS (141), 
CAR_NUM_EDIT_RSP _ACODE (142) and CAR_NUMEDIT_RSP_END (143) events and 
takes the following action: 

1 0 .1 If the structures contained data display the data to the user for modification. If no data 
was rctumcd (this would be \he case on an initial viewing) then display a blank from to 
allow lhc user lo enter WfN's and ACODES. 

11 User adds wrN's and ACODE's then prtss's the submit button. This will submit a client 
initiated service order lO add the WfN's and ACODE's to the PID call records in the TSCP 

11.1 PID PC Client fomw's the user's input into the CarWtnTable and carAcodcTablc 
structures. 

11.2 PID PC Client sends the event CAR_NUM_SUBMIT_REQ (150) to the PID PC Server. 

11.3 PID PC Client sends the event CAR_NUM_SUBMIT_REQ.. WfNS (151) to the PID 
PC Server. 

11.4 Pill PC Client sends the event CAR_NUM_SUBMlT_REQ_ACODES (152) lO the Pill 
PC Server. 

11.5 PIO PC Client sends the event CAR_NUM_SUBMIT_REQ_END (153) to the Pill PC 
Server. 

12 The PID PC Server receives the events CAR_NUM_SUBMIT_REQ (150), 
CAR_NUM_SUBMIT_REQ...WfNS (151), CAR_NUM_SUBMIT_REQ...ACODES (152), 
CAR_ NUM _SUBMIT _REQ_ END ( l 53) along with the data structures associated with each 
event and takes the following actions: 

12.1 C1eates an enll)· in the client_order and client_order_tran tables for this order. 

12 .2 Refonnats the data into an UPD _ACI10N me~ layout 1. 

12.3 Sends SMS an event EVf_UPDATE (1100) along with the UPD_ACTION structure. 

13 SMS receives the EVf_UPDATE (l 100) and: 

13. l Sends the PID PC Sever and EVf _ GOTIT (900). 

14 The PID PC Server receives the EVI' _ GOTIT (900) and: 

14 .1 Sends the PID PC Client an event CAR_ NUM _SUBMlT _ RSP _OK. 

15 Once the order bas completed (the !SCP lw been updated via SPACE) then SMS: 

15.1 Sends an event EVf_UPDATE_POSACK (1112) to the PID Slalus SCJVcr. 

16 The PID Status Server receives \he EVf_UPDATE_POSACK (1112) and performs the following 
actions: 

16.1 Updates the client_ order and clicnt_order_tran tables, changes the status field's from 
PENDING to COMPLETE 
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Description of AIN Network 

Below is an examp~ how the Advanced Intelligent NelWork (AIN) interacts with our 
existing switch nerwo . The service that is demonstrared is Positive ID. Each of the 
systems mentioned in the diagram is described on the following pages. 

AIN Flow (using Positive ID as the example) 

User Interface 
Allows customer to 

manipulate their Auth. # and 

Access Codes 
~ 

SMS 
I 

Service Orders 
Entered by Southwestern Bell reps 

_{, 

SORD 
Preliminary Edits 

t 
New Provisioning system for ~ F (T1ggered services) ~ 

SOAC 

SPACE 
Copy of data -r 
in theISCP 

Segregat.es orders between 

AIN and non-AlN 

ISCP 
CPR 314 235-5000 
Authorized. Numbers 
314 965-4122 
314 822-5659 
Access Codes 
0125 
999658 

Originating Switch -r 
314 965-4122 

.jf 

Terminating Switch 
Positive ID# 314 235-5000 

(triggered) or 314 555-1874 

AIN: Originator from 314 965-4122 dials the Positive ID-equipped line of 314 235-
5000. The switch notices the trigger against 235-5000. and queries the ISCP for 
additional information. The ISCP reads the Call Processing Record (CPR) for 235-5000, 
sees that the customer has Positive ID and checks the screening list to see if the 
originating number is authorized. 314 965-4122 is on the authorized list, so rhe ISCP 
sends a message back to the switch to go ahead and complete the call. 

If the originator dialed the Positive ID equipped. number from 314 555-1874, the ISCP 
would find that the number is not on the authorized. telephone number list and provide the 
opportunity for che caller to ent:er an access code. If the caller did not enter 0125 or 
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999658, then the call would be disconnected. If a correct access code was input, the call 
would complete to the dialed number. 

SPACE: (Serv"ice Provi.swning And Creatian Environment): SPACE carries a copy of 
the data in the ISCP. SP ACE is the network element used for data queries and 
management by the selected users that have access to it, such as repair. The users do not 
access the ISCP directly, because we would not want to interfere with call processing by 
performing data manipulations on the same platform. Updates made through SPACE are 
input into the ISCP immediately. 

AIN SMS: AIN Service Management System: Because of the centralized narure of the 
AlN provisioning, Southwestern Bell needed a new system to ~alyze service orders and 
mechanically provision (create) the CPR (call processing record - unique for each 
working telephone number (WIN)) in the ISCP. 

SOAC: The SOAC system receives all service order activity from SORD. SOAC 
contains a series of t.a.bles used to identify A1N involved USOCs and FIDs. SOAC 
isolates the AlN involved service orders and sends them to SMS. Upon successful 
provisioning, SMS replies to SOAC and SOAC sends a message to MARCH where the 
AIN trigger is set or removed at the switch. 

User Interface (DTMF): The customer's CPR contains subscriber data. Southwestern 
Bell needs to provide a mechanism for customers to establish and maintain their list of 
500 Authorized Telephone Numbers and 100 Access Codes. One mechanism to 
accomplish this is through DTMF updales (Interactive Voice Response - IVR); A 
custom.er dials a Southwestern Bell num.bpr and follows voice prompts to add or delete 
numbers or access codes. However, to e'fpect customers to have only the DTivf.F option 
to manipulate such extensive data is not providing adequate customer service. 

User Interface (PC): Thus, the need for a user interface was born. We built a PC 
interaction betv1een-the customer and Southwestern Bell. Customers will load software 
on their local PC, review and change cb.eir subscriber daca and send an updated file back 
to Southwestern Bell. This file will be received by SMS who will send the updated copy 
to SPACE and subsequently, the ISCP. The file that SMS sends to SPACE will be a 
complete replacement of data, not transactions adding or deleting entries. Also, the 
customer will still have the option of updating their data through DTMF. However, we 
currently do not have an adequate way to pull the current view.INCLUDING DTMF 
updates off of the !SCP. Thus, any updates made chrough DTMF will NOT be reflected 
in the User Interface tables. The customer will be alerted that making updates through 
DTMF will· not be reflected in their PC lists and it is the customers responsibility to keep 
the two systems in sync. We realize th.at this is less than ideal and hope that future 
enhancements will allow for two way communication. 

I 

The User Interface described in this document includes: 
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• The communications software delivered to the customer on diskenes for 
communication with Southwestern Bell called App Manager 

+ The specific application software called Positive ID software 
+ The hardware that is the engine for our Application called the Application Server 
+ SMS where our data will reside 
+ All of the elements of communication including modem banks and RAS. 

Description of Positive ID 
Positive ID provides security for access to business phone lines. Positive ID enables 
subscribers to prevent all incoming calls from being connected, except those from given 
telephone numbers or those using a customer defined Access Code. Positive ID can be 
used to limit access to Computer Systems and Remote Access to PBX Features. 

Calls are allowed to complete to a Positive ID line only if an authorized CPN is delivered 
by the SS7 network with the call or if the caller dials an access code when prompt:ecl An 
'authorized number' is one that the subscriber has included in their screening list of up to 
500 Authorized Telephone Numbers. If no CPN is received or che CPN is not present on 
the screening list. then the caller may be able to input an access code. The Positive JD 
subsyriber can also create a screening list containing 100 Access Codes. These codes 
could be distributed to company employees much like SWEIN access is handled today; 
one access code per department. The Positive ID subscriber may choose to use the 
Authorized Telephone Number screening list, the Access Code screening list or a 

combination of both. j ~ 

If the caller into the Positive ID equipped line ij not calling from an authorized number 
and does not input a correct access code, then the call will be sent to a denial 
announcement and then disconnected. i 

' 

User Interface 

Service Negotiation 
A customer will contact SBAs or Majors to order the Positive ID service. The service rep 
will negotiate all of the service parameters with the customer. Only certain service 
elements are described in this documenL To obtain complete information about Positive 

I 

ID, references should be made to the Marketing Service Description or Marketing 
Methods. 

The SCB.MX USOC is the Positive ID USOC. It establishes rhe service, creates the CPR, 
as.signs the trigger and sets up billing for the service. 

6 

ATT-2039 
Cox v. AT&T 

IPR2015-01227 
Page 100 of 135



PC User Interlace Requirements Document July 17, 1996 

The CARC FID is placed on the service order with the customer contact name and 
number behind it. This F1D is mandatory on any order with SCMBX. The name behind 
the CARC FID is the person who will administer Positive ID within the customer's 
company_ This F1D is necessary because of the PC User Interface. 
i 

The ASID FID is optional on the service order and is used for the sole purpose of 
validation when a customer calls to have their IVR password reset. 

There are minimum requirements to run our sofcware and the service rep thar negotiates 
the order should confirm that the customer has the necessary equipment. To run our 
software, each Positive ID customer will need to have: 

• PC using a 486SX or higher microprocessor 

• A minimum of 8 MB of RAM 

• Hard disk with 15 MB of free space 

• One 3.5" high-<lensity disk drive 

• VGA or higher resolution video adapter 

• A mouse or compatible pointing device 

• Operating Systems of DOS (version 5.0 or higher) or OS/2 (version 2.11 or higher) 

• A Hayes compatible modem with a minimum speed of 9600 baud 

• Microsoft Windows version 3.1 or later, Wmdows forWorkgroups (version 3.11), or 
Windows 95 

I 
These requirements mean that the interface will nOt be available to customers operating in 
an exclusivf}Y Macintosh or non-PC environment and we do not support tex.t-basyd 
emulations~or VT-1 OOs. If a customer cannot meet these requirements, Southwettem 
Bell will nqt provide them with the necessary hardware/software. They may either 
manipulate~eir data through DT11F exclusively or they cannot purchase Positive Il)_ 

Service OrdL Flow 
The sezvice order will flow as normal, with some additional processing. The trigger will 
be provisioned against the line based on the appearance of the SC:MBX USOC. 

In addition to normal processing, SMS will send a message to the Application Server 
indicating thar a new WIN (working telephone number) has been established and a 
customer contact must take place to establish the User ID. SMS should send rhe message 
of a 'pending' Posjtive ID number co the application server even before the due date on 
the service order. This is necessary to allow the subscriber time co set up their list prior to 
the effective dare of their service. This way. they are ready to activate the service at the 
same time that they begin paying for it. This;also implies that SMS will have to send the 
application server a message if a pending order is canceled. The application server would 
then need to back-out the WTN that was canceled. 
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Outward activity on the Positive ID USOCs will be communicated to the server as well. 
Unlike inward activity, which should cause the subscriber's qser~ to be activated 
within the server prior to due date (so the customer can pre-btzild pieir lists prior to due 
date), disconnect orders should only be worked on their due date.J This ensures that the 
customer can m.anipulare their lists until the disconnect is due. SMS will send both 
inward and outward activity to the server as soon as it is received so the server must be 
programmed to .. queue" the disconnect orders until their due date. 

Note: The server will keep copies of service order information for 60 days after the 
completion date of the order. After that, the orders will be deleted, but: the server will 
maintain the active date of the order for editing purposes. 

Southwestern Bell has established a new "application coordinator.,., who is the 
South.western Bell employee that handles the Helpdesk and Support functions for the 
Positive ID User Interface. 

Customer Contact 

For all inward activity, a customer contact will take place. The application server will 
receive a message from SMS that a new Positive ID TN has been ordered. The server 
will populate an Admin Tool that is used by the Southwestern Bell application 
coordinator to maintain User IDs and other customer information. The apphcation 
coordinator will review the Admin Tool daily and all new customer activity will be 
highlighted. 

The application coordinator will place a call the customer contact. If that contact is 
unavailable, the coordinator may leave a message with a call back number. Attempts 
should be made to reach the contact at least 4 times a day (2 hour intervals) until they are 
successfully contacted. 

From the customer, the application coordinator will ascertain the following information: 
l. What is the telephone number that Positive ID was ordered against? This is a simple 

validation procedure to ensure that we are talking to the customer contact. 
2. Is this the first telephone number that you have equipped with the Positive ID service? 
3. If yes, then ask about the hardware and software configuration of the contact's PC. 

Do they have our minimum requirements covered? (note: the service rep should 
have asked this. but always confirm.) What kind of modem do they have? What 
speed? Do they have enough memocy? etc ... 

4. If yes. acquire an address to send the diskettes to and load the address imo the Admin 
Tool. 

5. Ask how many users (one or two) will have access to this Positive ID number. 
6. Establish user IDs associated with the Positive ID number following the user ID 

format, assign the initial password to equal the user ID. The user IDs will be entered 
into the Ad.min Tool and a duplicate check will be performed. If the entry is a 
duplicat:e, a new user ID needs to be assigned. 
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7. The User ID assigned to the customer will also be their "Network ID .. that wijl only 
be necessary when the customer installs the software. Along with their network ID, 
assign a Network passwo~ that will also be used only in the install process. Note: 
Only one 'network password' will be assigned per company. Therefore, two User Ids 
using the same network password can be logged on ar the same time. 

8. Ask me customer for the company name that they would like associated with this 
Positive ID number. If subsequent numbers are ordered, they will be grouped by 
company name. Each company name should be checked for duplicity. If a duplicate. 
ask the customer to be more specific with there company name, (i.e. by adding a I 
department) so that no confusion occurs. 

Therefore, the following information will be held on the Admin Tool and should be 
displayed to (and edited by) the application coordinator: 
• Positive ID WIN (not editable) 
• Contact Name and Number 
• Diskette Mailing Address 
• User IDs assigned (up to 2 fields) 
• Network password assigned 
• Company name 

Based on the information populated by the application coordinator, the Admin Tool will 
produce a customer contact form containing the infonnation outlined above. The 
application coordinator will send that form to the customer. An example of the form is an 
appendix to this d0C911ent. The application coordinator will also fax a form to a 
centralized distribution center with the customer cont.act information. The distnoution 
center will prepare a package containing µie Application Manager software diskettes and 
the User Guides to send to the customer.· By following this practice, the diskettes and the 
User ID information will arrive separately at the customer location. 

If the customer contact is Ian existing customer. the following will occur: 
1. If this is NOT the first telephone number that you have equipped with rhe Positive ID 

service, then che coordinator will ask for the established User ID. 
2. The coordinator will ask the contact to confirm the Company name and the WIN that 

has been previously connected with the provided user ID for verification. 
3. The coordinator will then add the new Positive ID TN to the profile for that user ID-
4_ Inform the customer contact that no diskettes will be issued. 

To accomplish this task, the Application Coordinator needs to be able to search the 
Admin Tool by user ID, view the existing profile for that user ID and copy information to 
be associated with a new Positive ID TN. The coordinator should be able to search by (1) 
User ID, (2) Positive ID TN, (3) Contact Name and (4) Company name. 

An existing user may call the application coordinator to make changes to user profiles. 
When such a caII is made, the coordinator should call back to the contact name and 
number to ensure that a hacker is not calling the coordinator pretending to be an existing 
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client The customer comact should then provide the new User ID information including 
any changes. deletions or additions. If a User ID is added to a Positive ID number, then a 
new set of diskettes and User guide, etc. should be sent to the address provided for the 
new user. 

If a customer calls the business office to only change their contact information. then the 
rep should refer them to the application coordinator and no service order will be issued. 

Updar.es on customer contact information will be sent from the Admin Tool to the server 
to SMS by sending the CARC FID followed by the new information omo each file that is 
delivered to SMS. SMS will updare all FIDs received. from the server, including CARC. 

NOIB: A customer cannot order Positive ID by ralking straight to the application 
~rdinator, because the coordinator will be unable to originate the service order required 
to establish the Positive ID logic and trigger against the new line. 

User IDs and Passwords 

The Positive ID customer will have to follow the certain User ID and password 
standards. The User ID is 6 characters in length following the SUITS ID standard. Our 
customers User IDs all begin with CUSxxx, with the xxx beingjusc a numeric string. 

The password must be at least 6 characters and no more than 8. There must be at least 
one special character which cannot be either the first or last character. The special 
character must be one of the following "0123456789 !@#$% ". Also the password cannot 
be the same as the user ID. The password will expire every 30 days and a user cannot 
repeat a password for si:x. months. In other words, the password used in January cannot 
be used again until July. · 

Both User IDs associated with a Positive ID telephone number will have the same access 
and any changes (additions/deletions) to user IDs will have to be completed by calling the 
Southwestern Bell application coordinator. Any time a new Positive ID nwnber is 
ordered to be part of an existing group, a cusr.omer contact will be initiated to set up the 
user IDs appropriately. 

Resetting Passwords 
If a user forgers cheir password. they should call the application coordinacor. When such 
a call is made, the coordinator should call bad:.: to the contact name and number to ensure 
that a hacker is not calling the coordinator pretending to be an existing client The 
customer contact should then confirm the need for a password reset and the password will 
be reset to equal rhe User ID. 
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I 
Application Manager Diskettes 

Three diskettes will be mafied to the Positive ID customer. They should arrive within 
seven days. Service Negotiation time for Positive ID should be quoted as 10 days to 
allow for US postage. The three diskettes will contain Application Manager software 
which is a Southwestern Bell External Customer Access package. It includes all of che 
dial-up logic and a communication package licensed from CORE. The customer will 
load the software following prompts. The prompts will include asking the customer for 
~eir Network ID (User ID) and Network password, their Comport. the dial-in number 
pat they are trying to reach and other questions. 

t 
When the Application Manager software is loaded, an App Manager User ID and 
~sword screen will appear. Base.d on the infonnation populated on this screen. the 
Application Manager software will create a tool bar with icons for each service chat the 
customer has purchased_ Our customer's tool bar will contain an icon for Positive ID. If 
they click on this icon, the Positive ID application will be launched.. The software 
contains versioning infonnation. When the customer tries to access Positive ID for the 
first time, the software will notice that they do not have the correct version of Positive ID 
on their machine (in fact, they have NO version of Positi'ye ID at the moment.) The 
software will be downloaded to the customer's machine ~tomatically in a process that 
takes anywhere from 5 to 20 minutes. depending on modem speeds. 

No new software should ever need to be sent to the customer, because both App Manager 
and Positive ID will contain versioning logic. If a customer logs on with an outdated 
version of either software, the program will download tlle new software directly (with the 
customer's concurrence). The App Manager diskettes will be mass produced by the same 
organization that is copying the Bill Plus diskettes. 

By following this procedure, Southwestern Bell has one communication package to 
maintain (App Manager) for all external customers and the product-specific packages are 
independent. Diskettes will only be sent to the customer for the initial install and all 
future updates are made on-line. 

User Log-On 

After the customer has successfully completed Their installation process, future log--0n 
attempts will be easier. The customer will click on the Application Manager icon in the 
Southwestern Bell menu. Tuey will be prompted for their User ID and password and then 
Ihey will connect their modem to Southwestern Bell and bring up their tool bar. From the 
tool bar, they click on Positive ID and the application will launch. 

Based on !heir User ID, the customer will be provided with a choice of Positive ID 
numbers to work with. The user's choices will be for the active view of each Positive ID 
number that they have access to, as well as a pending version if one exists. For example, 
the screen may look someching like this: 
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Positive ID Number 
(314) 235-5000 
(314) 235-5000 
(314) 331-3100 

Service Date 
1112196 
412196 
1/3/96 

Status 
Active 
Pending 
Active 

Opce the customer selects a Positive ID number, the application server will launch a 
<!1jlery to SMS to pull down the tables (authorized number table and access code Iable) 
~ated with that Positive ID number. The application server will also 'lock' that 
Pbsitive ID number so that no other user can access it for editing purposes until the initial 
user has completed their work. 

When the first quexy is launched, prior to the customer's service order completion date, 
the server will ask SMS for pending tables at the service order qompleti.on date. SMS 
will have blank tables that they will deliver back to the server. 

NOTE: SMS has ro send back data for either every AlN service. The server will ignore 
any extraneous data and only deliver the Positive ID infonnation to the user's screen. 

When the customer has created some data, .they wilJ "submit" it to Southwestern Bell and 
soft.ware will request an effective date on qie changes. If the customer inputs an effective 
date prior to the service order completion 'tate, then the software will display an error 
message and ask the customer to enter an effective ctate on or afrer the service order 
completion date. Once the due date is validated. the server will send the tables to SMS 
who will pass the data through front-end edits and save it until the due date. 

If a user wishes to change their data on several occasions prior to the due date on their 
order, rhen they may revise their pending view and resend it to SMS when additional 
changes a:re made. They may do this up to 25 times before a file is made active. 

Note: For accounts in suspended status, SMS will. respond to the query from the server 
requesting !heir tables with a USOC indicating that the account has been suspende<L The 
software will only allow tables on suspended accounts to be viewed. no edits can be made 
until the suspension status is removed. 

The Tables 

Authorized Telephone Number Table 
This table will be a fixed length of 500 entries. The system will automatically filter the 
customer's· entries according to rhe following rules: 
L The number must be a 10-digit number. The system will automatically surround the 

NPA portion of the number (area code) with parenthesis and display a dash between 
the NXX and line number. For example, the user types 3142351122 but the system 
will display it as (314) 235-1122. 
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2. Th~ first digit of the NP A portion cannot begin with a 0 or I (i.e. 156 will never be a 
validNPA). 

3. The trrst digit of the NXX portion of the number cannot begin with a 0 or I (035-
1940 will never be a valid telephone number). 

4. The telephone number cannot contain any spaces or non-numeric characters. If the 
user attempts to type a non-numeric character in the TN field, the system will simply 
beep and ignore the keystroke. 

5. All telephone numbers in the table must be unique. This edit is not enforced until the 
user attempts to submit their changes, allowing the copy and paste functions to be 
used to duplicate entries. 

This table will also contain two comment fields of up to 30 characters. Semi-colons will 
not be allowed in the comments field. The first comment field is intended for the name 
associated with the telephone number. The field will be populated by the customer 
(Southwestern Bell will NOT pull calling party name off of any databases), preferably in 
a last name, first name format to enable the customer to sort on last names of their 
author pumbers. 

The second comment field will be for something like the deparunent of the person 
associated with the number or some other handy piece of information. Again. the data 
can be sorted by this field as well. 

r 
By default, the table will be organized in 1N order, ascending. This will be accomplished 
by the software that will sort (or re-sort) the list into TN order before sending the file to 
the server. \Vb.en the data is brought down from SMS, it will be in TN order because 
that is how SMS received it. 

Displayed on the screen should be a derived count of the number of authorized telephone 
numbers that reside on this list. When the customer reaches their 500 limit, the 'new• 
button will be shadowed and they will not be able to add any more entries. They need to 
delete some entries before they can proceed. 

The number fields AND comments fields will be stored by SMS, but the comments fields 
will be stripped off prior to SMS sending che messages to SPACE. When two-way 
communication is available, we will need to coordinate how the SMS tables will be 
populated by SPACE without losing the comments fields - but that concern for much 
farther down the road. 

Note: The user in~ace will keep track of the data being manipulated.. If the user only 
changes inf onnation in the comments fields, then the interface will send a message to the 
server indicated that only comments have changed. The server will then send only the 
comments fields to SMS (without the TN fields) and will mark the change as "local 
only." This will tell SMS that this update should NOT be sent on to SPACE and the 
ISCP. but should be saved within SMS. 
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Access Code Table 

This table will be a fixed length of 100 entries. The system will automatically filter the 
customer's entries according to the following rules: 

1. The access code string must consist entirely of numeric digits 0 through 9. No non­
numeric characters (including spaces) are allowed. 

2. Access codes must contain at least 4 digits and no more than 7 digits. 
3. Access codes can contain leading zeros (e.g. the code "0092" will not be treated as 

"92"). 
4. All access codes in the table must be unique. This edit is not enforced until the user 

attempts to submit their changes, allowing the copy and paste functions to be used to 
duplicate entries. 

I 

If the software detects thac an entry has an error in it, a dialog box will appear explaining 
the specific problem. 

This table will also contain one comments field of up to 30 characters. No semi-colons 
will be allowed in the comments field. The field will be for the department of the person 
associated with the number or some other handy piece of inf orma.tion. The data can be 
sorted by this field. This field will also be stored by SMS, but will be stripped off prior to 
SMS sending the messages to SPACE. 

By default, the table will be organized in Access Code order, ascending. This 
information will also be sorted by the user interface before it is sent to the server. The 
da.ta will be sorted by 1st digit, 2nd digit, 3rd digit, etc. regardless of the length of the 
access code. Therefore, 990 l will appear afrer 9123456; and 91234 will appear after 
9123 (because a blank sorts higher than a number.) This is the standard sort for variable 
length parameters. 

Displayed on the screen should be a derived count of the number of Access Codes that 
reside on the list. 'When the customer reaches their l 00 limit, the 'new' button will be 
shadowed and they will not be able to add any more entries_ They need to delete some 
entries before they can proceed. 

The same methodology will apply for changes only to the comments fields for the Access 
Code Tables as applies for the authorized 1N tables. 

The Activity Log 

An Activity Log will be laid out as follows: 
USER Positive JD· .Actr:vi!J: Date/Time .Effective Status Status 

ID Number Date . Dateffime 
KC1463 (314) 331-2151 Sent file 12123/95, 08:56 1131% failed IW.3195, 09:42 
KC1463 (314) 235-5000 Accessed 1131%, 0&:30 
MH1234 (314) 235-5000 Sent file 1/3196, 13:21 1120/% canceled 1/3/96, 17:35 
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KCI463 (314) 235-5000 Cancel send 
:MW3344 314 235-6000 Sent file 

1!3196. 17:05 
1/3196, 18:35 

1120/96 
113/96 

1/3196, 17:35 

When a user chooses to retrieve the Activity Log, they have the option to narrow the 
search to request log entries associated. wi~ one specific Positive ID number or all 
activicy after a specified date. If they do not narrow the search, then all enlries related to 

all Positive ID numbers (that the user has access to) for the last 90 days will be displayed. 

The log will be saved on the server and individual transactions will age off 90 days after 
their completion date. 

The vaHd values for the "Activity" field are: 
• Accessed - Positive ID number tables reviewed. 
+ Submitted. - Positive ID number tables were reviewed, changes were made and sent to 

SMS. The due dare allows users to see which files were sent for immediate queuing 
and which files are pending for some furore date. A Positive ID table that has been 
modified will show two Log entries, one for 'accessed' and one for 'submitted.' 

+ Cancel - Positive ID file that was pending was canceled before it was made active. 
The due date allows users to know which pending file was canceled by which user, if 
there happens to be alot of activity on a given Positive ID accounL Note: Cancel 
actions always queue immediately. 

+ Replaced - A pending file was edited and re-submitted to Southwestern Bell. A 
Positive ID table that was modified will show two Log entries, one for 'accessed' and 
one for 'replaced.' 

The valid values for the "'Status" field are: 
.r. Pending - the files have been submitted. but confirmation has not yet been received 

from SMS that the tables have become active. Files sent with a future dare will, of 
course, be in pending status for quite some time. Files sent for immediate queuing 
will be in pending status for the length of time that SMS and SP ACE take to process 
the information. Tb.is duration will hopefully be within just a few hours . 

.;. Completed - the files that were submitted have been provisioned and are now active_ 
The confirmation from SMS has been received. 

+ Failed - the submitted files failed somewhere along the way. This will not include a 
reason description for the failure, because it is probably a problem that requires 
Southwestern Bell intervention rather than the users. The Southwestern Bell folks 
will begin working on the fall-out immediately and will notify the customer if any 
action is required by them. 

+ Canceled- pending file was canceled before it was made active. This will allow users 
to see who sent a file and who canceled it and the timeframes that these activities 
occurred. 

Note: Each Positive ID telephone number is sent as one file_ Therefore a customer can 
work on several numbers during one session, bur each Positive ID TN will be a unique 
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entry on the Activity Log and each Positive ID 1N can have unique due dates and/or can 
bC canceled independent of the other Positive ID TNs being manipulated. 

Creating, Sending and Canceling a Pending File 
i 

The customer will have an active file and may have one Pending File per Positive ID 
number. Once a pending file is created, they have 'read only' capability on their Active 
File (no changes). They have the option to send the pending file to SMS with today's 
date as the due date (immediate queuing) or a future due dare. There is no ability to save 
a pending file without sending it to SMS. 

The customer may choose to edit the Pending file. When they attempt to edit a pending 
file, they will receive a confirmation message that by editing a pending file, they are 
canceling their existing pending file. The interface will not attempt to cancel the existing 
pending file until the customer tries to SUB:MIT the new file. Therefore, there is a chance 

. that t:he initial pending file could become active while edits were being made. If this 
; occurs. a message will be presented to the Customer. 

If the user is logged on when a pending file becomes active, the server will update the 
status on the Activity Log and change the infonnation on the Activity Log from pending 
to completed. 

Additionally, as soon as a pending file is created by any 'one user - the Active File is 'read 
only' and no additional pending files can be created. Any authorized user can; cancel a 
pending file, not only the originator - and this activity is captured on the log. te log will 
show who created the pending file and sent it to SMS and who canceled. the fi e. if that 
occurred. 

I 

We also will establish a 'throttle mechanism• that prevents users from tying up our SMS 
to SP ACE link. The parameters for this will be that one user cannot change one Positive 
ID number more than 10 times in a 24 hour period. The user ID/Positive ID VlTN 
combination wilU>e the key. 

I 

Time--0uts ~ 
There are two types of time-outs relative to the Positive ID interface. The first is a 
'screen saver' type function that requires the password to be re-entered after a period of 
inactivity. This period has been defined as 15 minutes. Therefore, after 15 minutes with 
no keystrokes, the customers keyboard would lock, relative to this application, until the 
password is re-entered- The second time-out function is when the modem link will be 
dropped. After 30 minutes of no keystrokes, the interface will tell the server to drop the 
connection. As long as the application remains up on the customer's screen - they will 
NOT lose any of their changes. When they resume the application and they attempt to 
send the updated file to Southwestern Bell. they will have to wait for 30-45 seconds for 
the modem connection to be reestablished. 
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The second (modem) time-out has lead to some new parameters. If the customer edits 
and submits a new file, the List screen (of all Positive ID numbers and their status) will 
be refreshed. If the customer is in 'view' mode and exits back to the List screen, no 
refresh of the list screen will be necessary. If the customer is on the List screen, they can 
:refresh this screen by using rhe refresh key on that screen. 

Customers will be dialing in using an 800 number. of which Southwestern Bell will be 
paying the toll. Marketing (who is footing the bill) has agreed to the above time-out 
intervals. 

Working with Multiple Positive ID Numbers 
While a customer is working with one Positive ID number. they may choose to open a 
second number. The pr~ores will be similar to a single open number - the user may 
choose between an active view or a pending view, if there is one. The customer may 
•toggle' between the two Positive ID numbers similar ro how a Microsoft Word user may 
toggle between open documents. Just as when a single Positive ID number is opened. the 
server needs to 'lock' the second Positive ID number from being maniprilated by any 
other users, once it is opened. 

From one Positive ID table, the customer will be able to copy the enrries and paste them 
into the table for a second Positive ID number. This will assist customer that may have 
several Positive ID numbers against which they would like the same (or similar) 
screening lists. The copy function will be performed in a shifr/click selection of rows 
similar lo how File Manager operates in Windows. Click andprag functionality will not 
be available in the first release of the software. 

Interim Procedures between 4/1 and 9/7 

Establishment of User IDs 
Because SMS will not be available to pass new Positive ID accounts to the Application 
Server until 9n 196. we need an alternative method. SORD has prepared a mechanical 
search for any inward or outward activity on the SCMBX USOC and copy those orders to 
a file thar is e-mailedto the server. The infonnation needed from the order is the WIN 
associated with SCM:BX, the action code on the SCMBX USOC, the value behind 
CARC with the customer contact information and the due date of the order. SORD will 
review the pending file each night and notify the server on a batch basis once a day. The 
server will then update the Admin Tool once each day with the new information. 

Sending Tables to SPACE 
The second concern for this interim period is how new tables sent: from the customer 
through the Application Server will make it to SPACE. This procedure will involve the 
CNOC and a manual work-around until 9n!96. 
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CNOC Notification of the Positive ID Update 
At midnight each nigh4 the Positive ID server will be programmed to find all updated 
tables. A batch of changed files will be send to the CNOC. The server will send both 
tables as well as the triggered line via FfP. The CNOC will not verify any of the files, 
rather, they will always load both files. 

CNOC Processing of the Positive ID Update 
Someone in the CNOC will be responsible for receiving the F1P' ed. file each morning. 
This will entail receiving the FIP' ed. file and sending it to the appropriate ISCP node 
SPACE server, opening the Positive ID CPR, editing the cable call variables, importing 
the new cusr.omer list files, activating the new Positive ID CPR and finally 7 confuming 
back to the Positive ID server that the Positive ID order has been updated in SPACE. The 
tables are 'embedded' tables in the CPR. 

CNOC C~nfirmation of the Positive ID Update 
The person assigned to this task will be responsible for confirming that the CPR with the 
new tabl~ has been activated. Tb.is will be accomplished by FfP'ing a message back r.o 
the server{ Every attempt should be made to complete tho FfP'ed file prior to 12 noon on 
the day received.. 

The Authorized Telephone Number file on the application server will include the 
authorized telephone number and 2 comments fields for a total of 3 columns. The Access 
Code table has the 4-7 digits access codes and only one comments field, for a cotal of 2 
columns. The application server will strip off all conunenrs field and add a row identifier 
for the file that is to be sent to the CNOC (so the CNOC will receive two tables, each 
with two columns). The 1N table is a fixed lengrh of 500 entries? regardless of how many 
are populated and is laid out as follows: 10 digit number with no spaces, a tab and then a 
row identifier Gust a sequential number that does not need to be maintained on the 
server), followed by a carriage return. The row identifier is 3 digits; OCH. 002, etc. The 
Access Code table lay-out is similar; 4 to 7 digit access code, a tab, then a row identifier 
followed by a caniage return. The Access Code table is a fixed length of I 00 entries. 
The server will always send the CNOC both the access code table and the TN table, 
regardless of which one was updated. 

The server will need to recognize the due dace on the service order that SORD stripped 
off and NOT send tables to the CNOC until the due date has passed. If the CNOC 
receives files prior to the due date, then they will attempt to provision and will find no 
CPR to load the tables into. 

During the interim period, we will allow users r.o cancel a pending file only until midnight 
when the file is FTP'ed to the CNOC. 
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Transition at 9n 
At 9n, SMS will need to populate their copy of the tables. A flar file will be created by 
the server and sent to SMS to be uploaded.. The lay out of this table has been negotiated 
and is available on request. 

The SMS transaction lay-outs are very important to this project. They are not included in 
this document, but are available on request. 

Dial-Up Procedures 
The RAS team is currently reviewing the issues with external customer access and timing 
and RAS is expected to be ready 8/1/96. Therefore, this project initially moved forward 
by using existing facilities available for CNA-Net. 

CNA·Net 
CNA-Net currently consists of two terminal servers with 32 modems in total. Terminal 
servers can support 16 modems each and additional terminal servers may be added to the 
~x.isting set-up up to the limit for Ethernet traffic. There is no capacity concern relative to 
Mding a new terminal server. 

After considering capacity and traffic loads, we determined that we will add Positive ID 
to the CNA-Net modem pqol on 4/1/96 without the addition of a terminal server or more 
modems. No one wishes tJ purchase modems for just a few months before RAS is in 
place. 

There is also a piece of hardware, a Spare 10, referred to as the 'Net\Vork Management 
Station.• The network is structured such that inward traffic comes into one of the 32 
modems, served off of one of the two tenninal servers. These terminal servers are 
connected to the Network Management Station. After the traffic passes through the 
Network Management Station, it is passed on to one of the Applications Servers. All 
application servers are connected to the same Ethernet line and they must all reside on the 
7th floor of the Data Center. This will not be an issue for Positive:;. ID, because the CNA 
application server that we will be sharing is already there. The server that Positive ID 
will reside on at 4/1/96 is a Spare 690, affectionately referred to as ELROND. 

Also, Positive ID and CNA will reside in a 'quarantined LAN; because their is one 
Ethernet interface coming into the application server and there is a second Ethernet 
interface connecting the server to the Southwestern Bell WAN. By having the two 
Ethernet interfaces, we have minimized our risk relative to connectivity into our network. 

We have a unique 800 number for Positive ID. This is a nation-wide 800 number, in case 
we have Positive ID administrators outside of the five state region. Marketing (allocated 
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to each mark.er area) will pay the 800 bill associated. with the dial-up line_ The Dial-in 
number for Positive ID is 1-800-286-5169. 

With Application Manager. we will distribute a software package called "CORE" to the 
customer. We are paying CORE based on the number of licenses in use. Many 
communications packages were researched and CORE was chosen by the support staff 
and it was also the least e;pensive. 

I 
CNA Network IDs 

The CNA network administrator provides each company with a Network ID and 
password. One Network ID and password can be assigned for multiple machines. The 
customer types this into rh.eir system during the ser-up procedure. This ID and password 
are also loaded into our l'ietWork Management Station. When the customer dials up into 
our system, the connecti.op will go to the server with the network ID for the specific 
company (group of customers) machine. Once that is validated. the Network 
Management Station hands off to ELROND (the application server) who validates the 
keyed in user ID and password. Therefore, the first nerwork ID is a 'hand-shake' between 
machines (their local PC and our Network Management Station) and the user is not 
involved_ Then, there is the application server log-on process where rhe customer will 
enter their User ID and password on the screen. Once that is validated, rhe user can 

\ 

access the Positive ID application. ' 
i 

' 
The Network ID and password are each a string of digits that is unique to each company 
that receives our so~are. The string values are mailed to the customer on the cusromer 
contact form. The Positive ID application coordinator will need to be responsible for 
obtaining valid Network IDs and coordinate the Network IDs are sent to the customer's 
and are loaded onto ELROND. This coordination effort should not be a problem because 
the CNA-Net support staff and the Positive ID application coordinator will reside in the 
same group_ 

RAS Changes 

When RAS is available in 3Q 96, then several CNA-Net specific it.ems will change. For 
example, we will no longer process incoming calls through the Network Management 
System described above. Incoming calls to our 800 number will terminate into a RAS 
server in Dallas. The' RAS server will perform the validation and pass the caller off to the 
application server where App Manager will create their toolbar, based on their User ID. 

The Network Password and Network ID combination will change also, because we are 
not using the NetWork Management System_ The application User ID will serve as the 
customer's Network ID. They will receive a new, case--sen.sitive Network Password. 
Therefore, during installation, the customer will enter their User ID and r.he Network 
password provided by the application coordinator. After installation, rhe customer will 
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not enter their network password on any future log-ins. Their application User ID and 
password will be all they will need. 

Support Concerns 

An overriding concern was expressed that it is difficulc to estimate the complexities 
associated with this type of communication between custom.er' s system and Sourhwesrern 
Bell system. We may have compatibility issues with modems, TCP/JP stacks, the 
customer's software that is loaded onto their local PC. the hardware that the customer is 
running on, with the Network LAN configurations of the customer's company. etc. CNA 
has had experience with all of these issues and they have found that nearly every 
customer is walked-through the connectivity issues specific to their situation. Very few 
customers can set up the software and connection withouc a conversation with a 
Southwestern Bell employee. This needs to be factored into future Helpdesk 
conversations regarding Positive ID. 

Encryption 

There is a need for encryption between the customer's PC and our application server. We 
decided to provide encryption wrrn:our publiclprivate keys. We will hard-<::ode inco 
the software diskette a random string that will tum dara into gibbepsh when sent across 
the public nerwork. The application server will know the same random string and will 
decrypt the information. This is accomplished quite easily with an RSA application. 

Application Server 
We are going to share server space with CNA. CNA ordered a new SUN server (Spare 
2000) and Positive ID contributed $40,000 co secure additional memory on thar machine. 

Since both the Application Server and SMS reside within the Southwestern Bell WAN, 
the communications between the two will be via Datagate API to ensure proper security. 

4'ailability 

l 
rle system will generally be available on a 7 x 24 hour basis. However, it should be 
noted in customer documentation that system maintenance will be performed in the off­
hours and may delay system response time or prohibit access for a brief period of time. 

Support in the form of a Helpdesk will only be available from 7 a.m. to 5 p.m. on 
weekdays. 

21 

ATT-2039 
Cox v. AT&T 

IPR2015-01227 
Page 115 of 135



! 

PC User Interface Requirements Document July 17, 1996 

TesUng 

Usability Tests for Positive ID 

Preliminary usability tests were performed in Austin by Chuck Green, Human Factors -
TRI in November. More formal tests took place on January 23rd with Tracy Brokaw, 
Peggy Blanner and Chuck and five members of the user community in Austin. The 
clients ran through the prototype and commenred on its functionality. Results of the 
stuf:ly are available upon requesr. No substantial problems or bugs were uncovered and it 
ap~ars that the software is usable and friendly. Some long-term changes will be 
documented for incorporation into a later release of the software. 

The Application Manager software was not tested by TRI, and consequently, has not been 
blessed by TRI Human Factors as being usable and friendly. Future testing and 
enhancements are being coordinated.. 

The Numbers 
The Helpdesk number for the PC Interface for Positive ID is 1-800-274-8919, which 
terminates locally to (314) 235-9282. The dial-in number for access to our application 
j server is 1-800-286-5169 and terminates locally to (314) 340-1000 (through 1032). 

Helpdesk 
Positive ID has a variety of situations that require some son of Helpdesk. 

• Establishment of user IDs on the Application Server. This will be handled by the 
Application Coordinaror in IS. { 1-8()()..274-8919.} 

• Answer PC-specific questions associated with the software and the communications. 
Questions such as (1) inability co appropriately load the software associated with the 
PC Interface, (2) terminal emulation concerns in accessing Southwestern Bell's server, 
(3) PC configuration concerns, (4) Subscriber platform concerns, (5) Southwestern 
Bell server and/or dial-up access concerns. This will be handled by the Application 
Coordinator in IS. { 1-800-274-8919.} 

• Answer AIN and call processing questions. We need an individual who can field 
questions about AIN triggers and switch functionality. Questions such as why is a 
number on the screening list not able to complete a call without entering an Access 
Code? (Could be because no CPN was delivered on the call because of a non SS7 
end office.) This call should go to the local Repair bureau. 

The AlN Helpdesk. which should be in place in 1996 will answer 'bow-to' questions 
from a philosophical level. They will not assist customers with trouble-shooting 
exercises but. th~y will explain concepts to customers. Their presence should assist 
Repair in that 'conceptual' questions are the most time-consuming calls to chr repair 
bureau. 

! 
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Service Evolution 

Remote Access Server (RAS) 

Security would like for all furore applications to use the Remote Access Server (RAS) for 
access into Southwestern Bell applications. It is a more secure method of 
communication. When RAS is operational for external customers, we will migrate the 
existing Positive ID customers to the new communications merhod. This is currently 
scheduled for 8/1/96. 

Two-way communication 

Two-v.ray communication is the ultimate goal for this interface, so that when a customer 
logs o~.to our server from their PC. their Active view is pulled from che ISCP instead of 
from a saved version in SMS. This will ensure that any DTMF updates are reflected in 
the PC file, which today they are not. 

An additional concero with two-way communication will be the comments fields 
associated with the authoriz.ed number table and the access code table. Research will 
need to be done to determine how we can maintain the comments fields. 

Incorporation of other AIN services 
In mid to late 1997, Intelligent Redirect, Disascer Routing Service, Area Wide 
Networking and Texan will all require a PC User Interface for their customers. At that 
time, Positive ID will be redesigned and all of the AIN services will be managed in a 
similar fashion. We will probably migrate Positive ID logic t9 an independent 
application server that will be used by all A1N services and w~ will have one helpdesk 
and a common look and feel. etc. This project is named "Cu$mer Change Vehicle" and 
may even combine the efforts of this interface and the Am S~es Tool. 

Cal/ Processing Reports 
One possible evolution is that the call processing reports that are produced for Positive ID 
from the DRS system, the •Successful Attemprs Log' and the 'Unsuccessful Attemprs 
Log' be delivered to the user through the PC, raiher than through the mail. This would be 
extremely efficient and cost effective. 

NPA Splits 
As future NP A splits OCC'QI, some communication will need to take place with the 
Application server such that accounts can be changed to the new NP A on the appropriate 
date. This is a concern and will impact the Dallas and Houston splits that are scheduled 
for 1996. 
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Attachment 1 Customer Contact Form 

CUSTO:MER NAME HERE, 

Thank you for selecting Positive ID service from Southwestern Bell. You will be pleased 
with the control over your phone line that this service prbvides. Positive ID service is a 
line of defense that will help protect your phone line against fraudulent callers and will 
help you maintain confidentiality and privacy of your commWlications. 

I 

The following information is needed to easily and quickly access Southwestern Bell in 
order to establish and modify your Authorized Telephone Numbers and Access Codes. 
For your protection. the software was provided under separate cover. 

Positive ID was ordered for COMP ANY NAME HERE 
to restrict access to the number (XXX) XXX-XXXX. 

You requested T\VO User ID(s), assigned as USERJDI and USERID2. 
As requested, you are authorized to install this software on TWO machine(s) at your 
company. 
Additional installations of this software is a violation of the license agreement. 

The Network ID that is assigned to CO:MP ANY NAME HERE 
is: XXXX:XXXXXX . The Network Password is: XXXX:XX:XXXX. 
(Please not.e this infonnation is case sensitive. So please input rhe ID and password as it 
is displayed above). 

This information will be required when you install the software. It is specific to your 
company or division. 

Southwestern Bell recommends the following modem string: 
AT&F&Cl 

The dial-in access number is 1-800-286-5169. 

Again, thank you for your purchase of Positive JD_ We're here to support you with 
prompt expert service. Please call 1-800-274-8919 for software installation assistance. 

Sincerely. 

Southwestern Bell Positive ID 
Application Support Coordinator 
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ATTACHMENT A: LISTING OF ADDITIONAL INVENTOR 
::Z.. -oeJ 

FULL NAME OF 2ND INVENTOR: Kristin CHAMBERS 

RESIDENCE/POST OFFICE ADDRESS: 1616 Guadalupe Room 712 

Austin, TX 78701 'T'( 
CITIZENSHIP: U.S.A. 

3-o<J 
FULL NAME OF 3RD INVENTOR: Katherine L. KREIN 

RESIDENCE/POST OFFICE ADDRESS: One Bell Center Room 23-P-02 

St.Louis, MO 63101 rfl- () 
·~-

CITIZENSHIP: U.S.A. 

tf--0 {) 
FULL NAME OF 4TH INVENTOR: Christopher H. ROLWES 

RESIDENCE/POST OFFICE ADDRESS: One Bell Center Room 22-N-06 
,..-.,, 

St.Louis, MO 63101 (rlU 

CITIZENSHIP: U.S.A. 

.S--0 b 

FULL NAME OF STH INVENTOR: Terry L. VIETH 

RESIDENCE/POST OFFICE ADDRESS: One Bell Center Room 18-D-01 

St.Louis, MO 63101 rnO 
CITIZENSHIP: U.S.A. 

6-o 0 
FULL NAME OF 6TH INVENTOR: Tracy L. BROKAW 

c:....-- ==-

RESIDENCE/POST OFFICE ADDRESS: 10229 Carriage Crossing Place Drive 

St. Louis, MO 63101 (Yl (_) 

CITIZENSHIP: U.S.A. 
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7-ec'J 
FULL NAME OF 7TH INVENTOR: Mary B. cr,A:e.K -
RESIDENCE/POST OFFICE ADDRESS: One Bell Center Room 18-E-05 

St.Louis, MO 63101/1J0 

CITIZENSHIP: U.S.A. 
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ATTACHMENT A: LISTING OF ADDITIONAL INVENTOR 

FULL NAME OF 2ND INVENTOR: Kristin CHAMBERS 

RESIDENCE/POST OFFICE ADDRESS: 1616 Guadalupe Room 712 

Austin, TX 78701 

CITIZENSHIP: U.S.A. 

FULL NAME OF 3RD INVENTOR: Katherine L. KREIN 

RESIDENCE/POST OFFICE ADDRESS: One Bell Center Room 23-P-02 

St.Louis, MO 63101 

CITIZENSHIP: U.S.A. 

FULL NAME OF 4TH INVENTOR: Christopher H. ROLWES 

RESIDENCE/POST OFFICE ADDRESS: One Bell Center Room 22-N-06 

St.Louis, MO 63101 

CITIZENSHIP: U.S.A. 

FULL NAME OF 5TH INVENTOR: Terry L. VIETH 

RESIDENCE/POST OFFICE ADDRESS: One Bell Center Room 18-D-01 

St.Louis, MO 63101 

CITIZENSHIP: U.S.A. 

FULL NAME OF 6TH INVENTOR: Tracy L. BROKAW 

RESIDENCE/POST OFFICE ADDRESS: 10229 Carriage Crossing Place Drive 

St.Louis, MO 63101 

CITIZENSHIP: U.S.A. 
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FULL NAME OF 7TH INVENTOR: Mary B. CLARK 

RESIDENCE/POST OFFICE ADDRESS: One Bell Center Room 18-E-05 

St.Louis, MO 63101 

CITIZENSHIP: U.S.A. 
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ATTACHMENT A: LISTING OF ADDITIONAL INVENTOR 

FULL NAME OF 2ND INVENTOR: Kristin CHAMBERS 

RESIDENCE/POST OFFICE ADDRESS: 1616 Guadalupe Room 712 

Austin, TX 78701 

CITIZENSHIP: U.S.A. 

FULL NAME OF 3RD INVENTOR: Katherine L. KREIN 

RESIDENCE/POST OFFICE ADDRESS: One Bell Center Room 23-P-02 

St.Louis, MO 63101 

CITIZENSHIP: U.S.A. 

FULL NAME OF 4TH INVENTOR: Christopher H. ROLWES 

RESIDENCE/POST OFFICE ADDRESS: One Bell Center Room 22-N-06 

St.Louis, MO 63101 

CITIZENSHIP: U.S.A. 

FULL NAME OF 5TH INVENTOR: Terry L. VIETH 

RESIDENCE/POST OFFICE ADDRESS: One Bell Center Room 18-D-01 

St.Louis, MO 63101 

CITIZENSHIP: U.S.A. 

FULL NAME OF 6TH INVENTOR: Tracy L. BROKAW 

RESIDENCE/POST OFFICE ADDRESS: 10229 Carriage Crossing Place Drive 

St.Louis, MO 63101 

CITIZENSHIP: U.S.A. 
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FULL NAME OF 7TH INVENTOR: Mary B. CLARK 

RESIDENCE/POST OFFICE ADDRESS: One Bell Center Room 18-E-05 

St.Louis, MO 63101 

CITIZENSHIP: U.S.A. 
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Under the Pa rwork Reduction Ad of 1995, no ersons are 

PTO/SB/68 ( 02-i 0) 
Approved for use through 0713112012.. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
nd to a collection ct infomration.unleSs it di I s a valid OMB =ntralnumber. 

REQUEST FOR ACCESS TO AN ABANDONED APPLICATJON UNDE;R 37CFR1.14 

Bring completed form to: · 
File Information Unit, si· ~.'1=0 '01 TI,~~ 
2800 South Randolph S ~ l..Y l0 .:. 
Arlington, VA 22206 · . ~ g ')n'\ r, 

. . . JAN I LU\3 
Telephone: (703) 756-18 

D'(· ----------D ·---

3. l l 

I hereby request access under 37 CFR'1.14(a}(1}(iv) to the application file record of the above-identified ABANDONED 
·application, which is not within the file jacket of a pendfng Continued Prosecution Application (CPA) (37 CFR 1.53(d)} and 
which is identified in, or to which a benel}t is claimec;!, in the ·following document (as shown in the attachment): 

United States Patent Application Publication No. ------------· page, 

United States Patent Number ~00 l/iJJ4 rJ3 t 
_____ line 

, column ______ • line, 

WlPO Pub. No. ___________ ,page ______ , line 

. Related Information About Access to Applications Maintained in the Image File · 
Wrapper System (!FW) and Access to Pending Applications in General 

A member of the public, acting without a power to inspect, cannot order applications maintained_ in the IFW system through 
he Fl~. If the men:iber of the public is entitled to a c0py of th_e application file, then th_e file is made _available tnrough the 

Public Patent Application Information Retneval system (Public PAIR) on the U_SPTO internet web site (www.uspio.gov). 
Terminals that allow access to Public PAIR are available in the Public Search Room. The member of the public may also 
he entitled to obtain a ccpy of all or part of the application file upon payment of the appropriate fee. Such ccpies must be 
purchased through the Office of Public R~cords upon payment of the appropriate fee (37 CFR 1.1_9(b)). · 

For published applications that are still pending, ·a member of the public may obtain a copy of: 
the file contents; the pending application as· originally filed; or.any document in the file of the pending application. 

For unpublished applications that are still pending: ,,-
(1) If the benefit of the pending application is daimed under 35 U.S.C. 11 S(e), 120, 121, or 365 in another application 

that has: (a) issued as a U.S. patent, or (b) published as a statutory invention registration, a U.S. patent' 
application publication, or an international patent application publicatio.n in accordance with PCT Artide 21 (2), a 
member of the public may obtain a copy of: ,the file ccr.tE;nts; the pending application as originally filed; 'or any 
document in the file of the pending application. _ , 

(2) If the_ application is incorporated by reference or otherv-.'ise identified in a U.S. patent, a statutory invention 
registration, a U.S. patent application publication, ·or an international patent application publication in a=rdance 
with PCT Article 21 (2), a member of the public may obtain a copx of the pending application as originally filed. 

Date 

.FOR PTO USE ONLY 
·F-·. i.'-"' 
f ~ - ~ ; :" 

~pproved ~U C;~AN(i1~1~015 
Registration Number, if applicable 

Unit: 

Telephone Number 
BY: ____ «_ 

This collection of information is required by 37 CFR i, 11 and i.14. The information is required to obtain or retain a benefrt by the public which is to file (and by the US PTO to 
process) an application. Confidentiality is g"ovemed by 35 U.S.C. 122 and ~7 CFR 1. 11 a:id 1.14. This collection is estimated to take 12 minutes to complete, induding 
gathering, preparing. and submitting the completed appoc:ation form to the US PTO. Time will vary depending upon the individual case. Any comments on the amount of time 
you require lo complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Tradernari< Office, U.S. 
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND f=EES OR COMPLETED FORMS TO THIS ADDRESS. BRJNG TO: File 
Information Unit, Suite 3A20, 2800 South Randolph Street, Arlington, Virginia. 

If you need assistance in completing the form, call 1-BOO-PT0-9199 and select option 2. 
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LOCATION 

'UNITED STATE5 ,cPARTMENT OF COMMERCE 
Patent and Trademark Office 

. ASSISTANT SECRETARY AND COMMISSIONER 
OF PATENTS AND TRADEMARKS 
Washington, D.C. 20231 

CHANGE OF ADDRESS/POWER OF ATTORNEY .. 

9200 SERIAL NUMBER 60042680 PATENT NUMBER 

THE CORRESPONDENCE ADDRESS HAS BEEN CHANGED TO CUSTOMER # 7055 

THE PRACTITIONERS OF RECORD HAVE BEEN CHANGED TO CUSTOMER # 7055. 

ON 06/19/98 THE ADDRESS OF RECORD FOR CUSTOMER NUMBER 7055 IS: 

GREENBLUM & BERNSTEIN 
1941 ROLAND CLARKE PLACE 
RESTON VA 20191 

AND THE PRACTITIONER5 OF RECORD FOR CUSTOMER NUMBER 7055 ARE: 

28394 29027 30841 31296 31438 31827 32674 33094 33329 33630 
35043 36532 36715 38369 40475 . 40475 

PTO INSTRUCTIONS: PLEASE TAKE THE FOLLOWING ACTION WHEN THE 
CORRESPONDENCE ADDRESS HAS BEEN CHANGED TO CUSTOMER NUMBER: 
RECORD, ON THE NEXT AVAILABLE CONTENTS LINE OF THE FILE JACKET, 
'ADDRESS CHANGE TO CUSTOMER NUMBER' . LINE THROUGH THE OLD 
ADDRESS ON THE FILE JACKET LABEL AND ENTER ONLY THE 'CUSTOMER 
NUMBER' AS THE NEW ADDRESS. FILE THIS LETTER IN THE FILE JACKET. 
WHEN ABOVE CHANGES ARE ONLY TO FEE ADDRESS AND/OR PRACTIJIONERS 
OF RECORD, FILE LETTER IN THE FILE JACKET. 

PTO-FMD 
TALBOT-1/97 

.. .. . 
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