ANNEX T - EXAMPLES OF APDU EnconinG (INFORMATIVE)

X“02000009’ Device, Instance Number=9
Xaac” SD Context Tag 2 (Event Object Identifier, L=4)
X*“00000002’ Analog Input, Instance Number=2
X3E' PD Opening Tag 3 (Time Stamp)
X1y SD Context Tag 1 (SequenceNumber, L=1)
X1 16
X3F PD Closing Tag 3 (Time Stamp)
X449 SD Context Tag 4 (Notification Class, L=1)
X4 4
x50 SD Context Tag 5 (Priority, L=1)
X664’ 100
X569 SD Context Tag 6 (Event Type, L=1)
X‘05 5 (OUT_OF_RANGE)
X 89’ SD Context Tag 8 (Notify Type, L=1)
X00° 0 (ALARM)
x99 SD Context Tag 9 (AckRequired, L=1)
X'0r’ 1 (TRUE)
X‘A9' SD Context Tag 10 (From State, L=1)
X'o0 0 (NORMAL)
X‘BY’ SD Context Tag 11 (To State, L=1)
X03" 3 (HIGH_LIMIT)
X'CE’ PD Opening Tag 12 (Event Values)
X'SE’ PD Opening Tag 5 (BACnetNotificationParameters, Choice 5S=OUT_OF RANGE)
xX‘oct SD Context Tag 0 (Exceeding Value, L=4)
X42A03333' 80.1
X1A” SD Context Tag 1 (Status Flags, L=2)
X“0480° 1,0,0,0 (TRUE,FALSE,FALSE,FALSE)
a2 SD Context Tag 2 (Deadband, I.=4)
X'3F800000° 1.0
X3C SD Context Tag 3 (Exceeded Limit, L.=4)
X'42A00000° 80.0
X‘SF PD Closing Tag 5 (BACnetNotificationParameters)
X'CFP PD Closing Tag 12 (Event Values)

At some future time, an AcknowledgeAlarm-Request is generated:

X400 PDU Type=0 (BACnet-Confirmed-Request-PDU, SEG=0, MOR=0, SA=0)
X0z Maximum APDU Size Accepted =206 octets
xXor Invoke ID=7
X 00 Service Choice=0 (AcknowledgeAlarm-Request)
X0y SD Context Tag 0 (Acknowledging Process Identifier, L=1)
x‘o1’ Acknowledging Process Identifier=1
X1ge SD Context Tag 1 (Event Object Identifier, L=4)
X‘00000002° Amalog Input, Instance Number=2
X729 SD Context Tag 2 (Event State Ackmowledged, L=1)
X003 3 (HIGH_LIMIT)
X3E PD Opening Tag 3 (Time Stamp)
X119 SD Context Tag 1 (Sequence Number, I.=1)
X110’ 16
X3 PD Closing Tag 3 (Time Stamp)
X4c SD Context Tag 4 (Acknowledgment Source, L=4)
x‘00’ ANSI X3.4 Encoding
X*4D444C "MDL"
X'5E’ PD Opening Tag 5 (Time Of Acknowledgment)
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ANNEX F - EXAMPLES OF APDU ENCODING (INFORMATIVE)

X2E’ PD Opening Tag 2 (Date Time)
XA Application Tag 10 (Date, L=4)
X'5C0615FF’ June 21, 1992
X'B4' Application Tag 11 (Time, L=4)
X0D032909" 13:03:41.9
X2F’ PD Closing Tag 2 (Date Time)
X'SF' PD Closing Tag 5 (Time Of Acknowledgment)

Assuming the service procedure executes correctly, a simple acknowledgement is returned:

X220 PDU Type=2 (BACnet-Simple ACK-PDU)
xX'or Invoke ID=7
X'00 Service ACK Choice=0 (AcknowledgeAlarm)

F.2 Example Encodings for File Access Services
¥'.2.1 Encoding for Example E.2.1 - AtomicReadFile Service

Example 1: Read data from a file.

X 00 PDU Type=0 (BACnet-Confirmed-Request-PDU, SEG=0, MOR =0, SA=0)
X002 Maximum APDU Size Accepted=206 octets
X0’ Invoke ID=0
X006’ Service Choice=6 (AtomicReadFile-Request)
Xcq Application Tag 12 (Object Identifier, L=4) (File Identifier)
X'02800001° File, Instance Number=1
X‘0F’ PD Opening Tag 0 (Stream Access)
X°3r Application Tag 3 (Signed Integer, L=1) (File Start Position)
X‘00 0
X2 Application Tag 2 (Unsigned, L=1) (Requested Octet Count)
X‘1B 27
X'0F’ PD Closing Tag O (Stream Access)

Assuming this service procedure executes correctly, a complex acknowledgment is returned:

X330 PDU Type=3 (BACnet-Complex ACK-PDU, SEG=0, MOR=0)
X007 Invoke ID=0
X06’ Service ACK Choice=6 (AtomicReadFile-ACK)
X110 Application Tag 1 (Boolean, 0 (FALSE)) (End Of File)
X‘0B’ PD Opening Tag 0 (Stream Access)
X931 Application Tag 3 (Signed Integer, L=1) (File Start Position)
X0 0
X'65’ Application Tag 6 (Octet String, L>4)
X1B’ Extended Length=27

X*4368696C6C65723031204F6E2D54696D653D342E3320486F757273"
"Chiller01 On-Time=4.3 Hours"
X'0F° PD Closing Tag 0 (Stream Access)

Example 2: Read record from a file.

X'00 PDU type=0 (BACnet-Confirmed-Request-PDU, SEG=0, MOR=0, SA=0)

X2 Maximum APDU Size Accepted=206 octets

X112’ Invoke ID=18 ‘

ASHRAE 135-1995 461

[2g uoswoul R guuysy Jod paingraisTg -paiiTwgad ST UoTingTJisp Jo UoT3onpoddad Jayidng oN “pandasad s3yBTd JTY  RUD 8sn s 33sU3JT] JO} GT-{0-5T02 UO UTT3BW BUBQ 0} Pasusall TeTJaiew paiysTdfdo] ‘

Petitioner Alarm.com Exhibit 1205
1205.0475



ANNEX F - EXAMPLES OF APDU ENCODING (INFORMATIVE)

X06 Service Request==6 (AtomicReadFile-Request)
X'|c4’ Application Tag 12 (Object Identifier, L=4) (Fileldentifier)
X*02800002’ File, Instance Number=2
XAE’ PD Opening Tag 1 (Record Access)
X3r Application Tag 3 (Signed Integer, L=1) (File Start Reccrd)
X'0F 14
X221 Application Tag 2 (Unsigned, L=1) (Requesied Record Count)
X037 3
X‘1F' PD Closing Tag 1 (Record Access)

Assuming this service procedure executes correctly, a complex acknowledgement is returned:

X300 PDU Type=3 (BACnet-ComplexACK-PDU, SEG=0, MOR=0)
X122 Invoke ID=18
X 06’ Service ACK Choice=6 (AtomicReadFile-ACK)
X111’ Application Tag 1 (Boolean, 1 (TRUE)) (End Of File)
X‘1E’ PD Opening Tag 1(RecordAccess)
X431’ Application Tag 3 (Signed Integer, L=1) (File Start Record)
X‘0E’ 14
X21° Application Tag 2 (Unsigned, L=1) (Returned Record Count)
X0 2
X'65° Application Tag 6 (Octet String, L >4) (File Record Data)
X'oA’ Extended Length=10
X‘31323A30302C34352E36° "12:00,45.6™
X'65° Application Tag 6 (Octet String, L. >4) (File Record Data)
xXoa’ Extended Length=10
X 31323A31352C34342E38" "12:15,44.8"
X1F’ PD Closing Tag 1 (Record Access)

F.2.2 Encoding for Example E.2.2 - AtomicWriteFile Service

Example 1: Wriie data o a file,

X00° PDU Type=0 (BACnet-Confirmed-Request-PDU, SEG=(, MOR=0, SA=0)
X102 Maximum APDU Size Accepted =206 octets
X*55’ Invoke ID =85
x'07 Service Choice=7 (AtomicWriteFile-Request)
xX'c4' Application Tag 12 (Object Identifier, 1.=4) (File Identifier)
X*02800001° File, Instance Number=1
X0E’ PD Opening Tag O (Stream Access)
X131 Application Tag 3 (Signed Integer, L=1) (File Start Position)
X'1E’ 30
X'65' Application Tag 6 (Octet String, L.>4) (File Data)
X1B’ Extended Length=27

X*4368696C6CH5723031204F6E2D54696D653D342E3320486 757273’
"Chiller01 On-Time=4.3 Hours"
X0F’ PD Closing Tag 0 (Stream Access)

Assuming this service procedure executes correctly, a complex acknowledgement is returned:

X430 PDU Type=3 (BACnet-ComplexACK-PDU, SEG=0, MOR=0)
X558’ Invoke ID=835
462 ASHRAE 135-1995

Petitioner Alarm.com Exhibit 1205
1205.0476



X7
X09’
X'1E’

ANNEX F - EXAMPLES OF APDU ENCODING (INFORMATIVE)

Service ACK Choice=7 (AtomicWriteFile-ACK)
SD Context Tag 0 (File Start Position, L=1)
30

Example 2: Append two records to a file.

PDU Type=0 (BACnet-Confirmed-Request-PDU, SEG=0, MOR =0, SA=0)

Maximum APDU Size Accepted=206 octets
Invoke ID=85
Service Chojce=7 (AtomicWriteFile-Request)

Application Tag 12 (Object Identifier, L=4) (File Identifier)
File, Instance Number=2
PD Opening Tag 1 (Record Access)

Application Tag 3 (Signed Integer, L=1) (File Start Record)

-1 (Append to End of File)

Application Tag 2 (Unsigned Integer, L=1) (Record Count)

2

Application Tag 6 (Octet String, L>4) (File Record Data)

Extended Length=10

X‘31323A30302C34352E36° "12:00,45.6"°
Application Tag 6 (Octet Siring, L>4) (File Record Data)

X0

X002

X*'55

X7

Xcq

X 02800002'

X‘1E.
Xa3r
X‘FF’
X221
X2
X‘65’
X‘0A"
X‘65
X'04A’

Extended Length=10

X31323A31352C34342E38" "12:15,44.8"

X‘1F

PD Closing Tag 1 (Record Access)

Assuming this service procedure executes correctly, a complex acknowledgement is returned:

X130
X'55
X7
X119
X‘0OE’

PDU Type=3 (BACnet-ComplexACK-PDU, SEG=0, MOR =

Invoke ID=85

Service ACK Choice=7 (AtomicWriteFile-ACK)
SD Context Tag 1 (File Start Record, L.=1)

14

F.3 Example Encodings for Object Access Services

F.3.1 Encoding for Example E.3.1 - AddListElement Service

X0
X0z
X901’
X'08’
xoc
X'02€C00003°
X119
X35
X3
xoc’
X*0000000F"
X'1F
X'09’
X558
X009
X{67,
ASHRAE 135-1995

0)

PDU Type=0 (BACnet-Confirmed-Request-PDU, SEG=0, MOR=0, SA=0)

Maximum APDU Size Accepted =206 ociets
Invoke ID=1
Service Choice=8 (AddListElement-Request)

SD Context Tag 0 (Object Identifier, L.=4)
Group, Instance Number=3
SD Context Tag 1 (Property Identifier, L=1)
53 (LIST_OF GROUP_MEMBERS)
PD Opening Tag 3 (List Of Elements)
SD Context Tag 0 (Object Identifier, L=4)
Analog Input, Instance Number=15
PD Opening Tag 1 (List Of Property References)
SD Context Tag O (Property Identifier, L=1)
85 (PRESENT_VALUE)
SD Context Tag 0 (Property Identifier, L=1)
103 (RELIABILITY)
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ANNEX F - EXAMPLES OF APDU Encopiig (INFORMATIVE)

X1F PD Closing Tag 1 (List Of Property References)
X'3F* PD Closing Tag 3 (List Of Elements)

Assuming this service procedure executes correctly, a simple acknowledgement is returned:

X20° PDU Type=2 (BACnet-SimpleACK-PDU)
X1’ Tnvoke ID=1
X'08’ Service ACK Choice=8 (AddListElement)

F.3.2 Encoding for Example E.3.2 - RemoveListElement Service

X000’ PDU Type=0 (BACnet-Confirmed-Request-PDU, SEG=0, MOR =0, S§A=0)
X002 Maximum APDU Size Accepted =206 octets
X34 Invoke ID =52
X909 Service Choice=9 (RemoveListElement-Request)
xXoc SD Context Tag 0 (Object Identifier, L=4)
X'02C00003° Group, Instance Number=3
X1y SD Context Tag 1 (Property Identifier, L=1)
X35’ 53 (LIST_OF_GROUP_MEMBERS)
X*3E’ PD Opening Tag 3 (List Of Elements)
X‘oc SD Context Tag 0 (Object Identifier, L=4)
X‘000o0000C’ Analog Input, Instance Number=12
X‘1E PD Opening Tag 1 (List Of Property References)
X09° SD Context Tag 0 (Property Identifier, L=1)
X°55° 85 (PRESENT_VALUE)
X09 SD Context Tag 0 (Property Identifier, L=1)
X6T 103 (RELIABILITY)
X009 SD Context Tag 0 (Property Identifier, L=1)
X‘1c 28 (DESCRIPTION)
X‘1F’ PD Closing Tag 1 (List Of Property References)
Xoc SD Context Tag 0 (Object Identifier, L=4)
X'0000000D? Analog Input, Instance Number=13
X1E PD Opening Tag 1 (List Of Property References)
X09 SD Context Tag 0 (Property Identifier, L=1)
X355’ 85 (PRESENT _VALUE)
X'09’ SD Context Tag 0 (Property Identifier, L=1)
X'67’ 103 (RELIABILITY)
X'09’ SD Context Tag 0 (Property Identifier, L=1)
XSCE 28 (DESCRIPTION)
X1F - PD Closing Tag 1 (List Of Property References)
X3F’ PD Closing Tag 3 (List Of Elements)

Assuming the service procedure execuies correctly, a simple acknowledgment is returned:

X0 PDU Type=2 (BACnet-SimpleACK-PDU)
X34’ Invoke ID=52
X009 Service ACK Choice=9 (RemoveListElement)

This second part of the example re-inserts two of the three elements removed above:

X 00 PDU Type=0 (BACnet-Confirmed-Request-PDU, SEG=0, MOR=0, SA=0)

X002’ Maximum APDU Size Accepted=206 octels

X35! Invoke ID=53
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X08’

X

X'02C00003”

X119
X35
X‘3E’

X3F

x*oc:

ANNEX F -'Ex.mmas OF APDU ENCODING (INFORMATIVE)

Service Choice=8 (AddListElement-Request)

SD Context Tag 0 (Object Identifier, L=4)
Group, Instance Number=3
SD Context Tag 1 (Property Identifier, L=1)
53 (LIST OF GROUP MEMBERS)
PD Opening Tag 3 (List Of Elements)
SD Context Tag 0 (Object Identifier, L=4)

X*0000000C? Analog Input, Instance Number=12

X1F’

X'1F

X'

PD Opening Tag 1 (List Of Property References)
X‘09' SD Context Tag 0 (Property Identifier, L=1)
X'55° 85 (PRESENT_VALUE)
X'09 SD Context Tag 0 (Property Identifier, L=1)
X'6T" 103 (RELIABILITY)

PD Closing Tag 1 (List Of Property References)

SD Context Tag 0 (Object Identifier, L=4)

X*'0000000D° Analog Input, Instance Number=13

X'IB

X'1F’

PD Opening Tag 1 (List Of Property References)
X'09' SD Context Tag 0 (Property Identifier, L=1)
X‘55’ 85 (PRESENT_VALUE)
X*09 SD Context Tag 0 (Property Identifier, L=1)
X67 103 (RELIABILITY)
PD Closing Tag 1 (List Of Property References)
PD Closing Tag 3 (List Of Elements)

Assuming the service procedure executes correctly, a simple acknowledgment is returned:

X20°
X35
X'08’

F.3.3

X'00?
X'04°
X‘56’
X0A’

X'0E’

X'op
X‘1E’

ASHRAE 135-1995

PDU Type=2 (BACnet-SimpleACK-PDU)
Invoke ID=53
Service ACK Choice=8 (AddListElement)

Encoding for Example E.3.3 - CreateObject Service

X*09'
X'0A’

X'09
X'4D’
X2E

X"2F

PDU Type=0 (BACnet-Confirmed-Requesi-PDU, SEG=0, MOR=0, SA=0)
Maximum APDU Size Accepted=1024 octets

Invoke ID =86

Service Choice=10 (CreateObject-Request)

PD Opening Tag 0 (Object Specifier)
SD Context Tag 0 (Object Type, L=1)
10 (File Object)
PD Closing Tag 0 (Object Specifier)
PD Opening Tag 1 (List Of Initial Values)
SD Context Tag 0 (Property Identifier, L=1)
77 (OBJECT NAME)
PD Opening Tag 2 (Value)

X'75° Application Tag 7 (Character String, 1.>4)
X108 Extended Length=28
X00° ANSI X3.4 Encoding
X*5472656E642031" "Trend 1"
PD Closing Tag 2 (Value)
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ANNEX F - EXAMPLES OF APDU ENCODING (INFORMATIVE)

X 09 SD Context Tag 0 (Property Identifier, L=1)
X229 41 (FILE_ACCESS METHOD)
X2FE’ PD Opening Tag 2 (Value)
X'o1’ Application Tag 9 (Enumerated, L.=1)
X‘00 0 (RECORD_ACCESS)
X2F° PD Closing Tag 2 (Value)
X1F PD Closing Tag 1 (List Of Initial Values)

Assuming the service procedure executes correctly, an acknowledgement is returned conveying the new object identifier:

X330 PDU Type=3 (BACnet-ComplexACK-PDU, SEG=0, MOR=0)
X'56° Invoke ID=286

X0A' Service ACK Choice=10 (CreateObject-ACK)

X‘cq Application Tag 12 (Object Identifier, L=4)

X0280000D" File, Instance Number=13

F.3.4 Encoding for Example E.3.4 - DeleteObject Service

Example 1: A successful attempt to delete an object.

X:00’ PDU Type=0 (BACnet-Confirmed-Request-PDU, SEG=0, MOR=0, SA=0)
X'04’ Maximum APDU Size Accepted=1024 octets

X5 Invoke ID=87

X0B’ Service Choice=11 (DeleteObject-Request)

XC4’ Application Tag 12 (Object ldentifier, L=4)

X*02C00006’ Group, Instance Number=6

Assuming the service procedure executes correctly, a simple acknowledgement is retumed:

X420 PDU Type=2 (BACnet-SimpleACK-PDU)
X57 Invoke ID =87
X'0B’ Service ACK Choice=11 (DeleteObject)

Example 2: An unsuccessful attempt to delete an object.

X000 PDU Type=0 (BACnet-Confirmed-Request-PDU, SEG=0, MOR=0, SA=0)
X'04 Maximum APDU Size Accepted=1024 octets

X‘58' Invoke ID =88

X'0B’ Seryice Choice=11 (DeleteObject-Request)

Xcy Application Tag 12 (Object Identifier, L=4)

X‘02C00007° Group, Instance Number=7

In this example, the object is assumed to be protected and cannot be deleted by this protocol service. The server issues the
following response:

X50° PDU Type=5 (BACnet-Error-FDU)

X558 Original Invoke ID=88

X0B’ Error Choice=11 (DeleteObject)

X9oa1° Application Tag 9 (Enumerated, L=1) (Error Class)

Xl 1 (OBIECT)

Xor’ Application Tag 9 (Enumerated, L=1) (Error Code)

xar 23 (OBJECT _DELETION_NOT PERMITTED)
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ANNEX F - EXAMPLES OF APDU ENcoDpING (INFORMATIVE)

F.3.5 Encoding for Example E.3.5 - ReadProperty Service

X'00°
X000
X071
X'0C

xXoc

X‘00000005°

X'19
X'55°

PDU Type=0 (BACnet-Confirmed-Request-PDU, SEG=0, MOR=0, SA=0)
Maximum APDU Size Accepted=>50 octets

Invoke ID=1

Service Choice=12 (ReadProperty-Request)

SD Context Tag 0 (Object Identifier, L.=4)
Analog Input, Instance Number=35

SD Context Tag 1 (Property Identifier, L=1)
85 (PRESENT VALUE)

This request produces the following result:

X30°
X1
X'oc

X

X‘00000005

X119
A‘55°
X3E

X3F

X'44°

X 4290999A°

PDU Type=3 (BACnet-Complex ACK-PDU, SEG=0, MOR=()
Invoke [D=1
Service ACK Choice=12 (ReadProperty-ACK)

SD Context Tag 0 (Object Identifier, L=4)
Analog Input, Instance Number=5
SD Context Tag 1 (Property Identifier, L=1)
85 (PRESENT_VALUE)
PD Opening Tag 3 (Property Value)
Application Tag 4 (Real, L=4)
72.3
PD Closing Tag 3 (Property Value)

F.3.6 Encoding for Example E.3.6 - ReadPropertyConditional Service

Example 1: Getting the object identifiers of all Binary Input objects,

X*'00’
X004’
X510
XD’

X‘0E’

X0F

ASHRAFE 135-1995

Xiog'
X00°
X'1E’

X‘1F

X9’
X4F
X229
X000
X338

X3

PDU Type=0 (BACnet-Confirmed-Request-PDU, SEG=0, MOR=0, SA=0)
Maximum APDU Size Accepted=1024 octets

Invoke ID=81

Service Choice=13 (ReadPropertyConditional Request)

PD Opening Tag 0 (Object Selection Criteria)
SD Context Tag 0 (Selection Logic, L=1)
0 (AND)
PD Opening Tag 1 (List Of Selection Criteria)
SD Context Tag 0 (Property Identifier, L=1)
79 (OBJECT TYPE)
SD Context Tag 2 (Relation Specifier)

0 (EQUAL)

PD Opening Tag 3 (Comparison Value)
X91° Application Tag 9 (Enumerated, L=1) (Object Type)
X037 3 (BINARY_INPUT)

.PD Closing Tag 3 (Comparison Value)
PD Closing Tag 1 (List Of Selection Criteria)
PD Closing Tag 0 (Object Selection Criteria)
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ANNEX F - EXAMPLES oF APDU Encoping (INFORMATIVE)

This request produces the following result:

X30° PDU Type=3 (BACnet-ComplexACK-PDU, SEG=0, MOR=0)
X517 Invoke ID =81

X'oD’ Service Ack Choice=13 (ReadPropertyConditional-ACK)
x‘oc’ SD Context Tag 0 (Object Identifier, L=4)
X‘00C00001° Binary Input, Instance Number=1

xoc SD Context Tag 0 (Object Identifier, L=4)
X‘00C00002’ Binary Input, Instance Number=2

xX'oC SD Context Tag 0 (Object Identifier, L=4)
X*00C00003’ Binary Input, Instance Number=3

X0 . SD Context Tag 0 (Object Identifier, L=4)
X‘00C00004" Binary Input, Instance Number=4

Example 2: Conditional read of Analog Inputs.

X000’ PDU Type=0 (BACnet-Confirmed-Request-PDU, SEG=0, MOR=0, SA=0)
X'04' Maximum APDU Size Accepted=1024 octets
X5 Invoke ID=82
X'op’ Service Choice=13 (ReadPropertyConditional Request)
X'0F PD Opening Tag O (Object Selection Criteria)
X'09° SD Context Tag 0 (Selection Logic, L=1)
X0 Enumeration 0 (AND)
X1E’ PD Opening Tag 1 (List Of Selection Criteria)
X09° SD Context Tag 0 (Property Identifier, L=1)
X4F 79 (OBIJECT _TYPE)
X229 SD Context Tag 2 (Relation Specifier)
X 00’ 0 (EQUAL)
X‘3F’ PD Opening Tag 3 (Comparison Value)
X971 Application Tag 9 (Enumerated, L=1) (Object Type)
X'o0’ 0 (ANALOG _INPUT)
X'3F° PD Closing Tag 3 (Comparison Value)
X109’ SD Context Tag O (Property Identifier, L.=1)
X*55° 85 (PRESENT_VALUE)
X9 SD Context Tag 2 (Relation Specifier)
X003 3 (GREATER_THAN)
X*3E’ PD Opening Tag 3 (Comparison Value)
X44’ Application Tag 4 (Real, L=4)
X‘42CB0000" 100.0
X3F PD Closing Tag 3 (Comparison Value)
X‘1F PD Closing Tag 1 (List Of Selection Criteria)
X'oF PD Closing Tag 0 (Object Selection Criteria)

This request produces the following result:

X30’ PDU Type=3 (BACnet-ComplexACK-PDU, SEG=0, MOR=0)
X5t Invoke ID=82
468 ASHRAE 135-1995
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XD’

x'oc
X'00000001°
X‘1E’
X229
X55°
X'4F

X4F
X1F

xXoc
X‘00000002°
X1E
X229
X°55’
X4

X4F
X1F

xoc
X‘00000003°
X1R
X229
X‘55
X‘4E’

X4
X'1P

X444’

ANNEX F - EXAMPLES OF APDU ENcopiNg (INFORMATIVE)

Service Ack Choice=13 (ReadPropertyConditional-ACK)

SD Context Tag 0 (Object Identifier, L=4)
Analog Input, Instance Number=1
PD Opening Tag 1 (List Of Results)

X‘42CCO99A°

X'44°

SD Context Tag 2 (Property Ideatifier, L=1)
85 (PRESENT VALUE)
PD Opening Tag 4 (Property Value)
Application Tag 4 (Real, L=4)
102.3
PD Closing Tag 4 (Property Value)

PD Closing Tag 1 (List Of Results)

SD Context Tag 0 (Object Identifier, L=4)
Analog Input, Instance Number=2
PD Opening Tag 1 (List Of Resulis)

X'4334B33%°

X(44I

SD Context Tag 2 (Property Identifier, L=1)
85 (PRESENT_VALUE)
PD Opening Tag 4 (Property Value)
Application Tag 4 (Real, L=4)
180.7
PD Closing Tag 4 (Property Value)

PD Closing Tag 1 (List Of Results)

SD Context Tag 0 (Object Identifier, L=4)
Analog Input, Instance Number=3
PD Opening Tag 1 (List Of Results)

X*430E199A°

SD Context Tag 2 (Property Identifier, L=1)
85 (PRESENT_VALUE)
PD Opening Tag 4 (Property Value)
Application Tag 4 (Real, L=4)
142.1
PD Closing Tag 4 (Property Value)

PD Closing Tag 1 (List Of Results)

Example 3: Finding unreliable or out-of-service objects.

X000
X044
X5%
X'op’

X0F’
xlog!
X001
X1E’

ASHRAE 135-1995

X009
Xe7
Xlzgl
x01
X3F’

X3F°

PDU Type=0 (BACnet-Confirmed-Request-PDU, SEG=0, MOR=0, SA=0)
Maximum APDU Size Accepted=1024 octets

Invoke ID=83

Service Choice=13 (ReadPropertyConditional Request)

PD Opening Tag 0 (Object Selection Criteria)

X91°
X000

SD Context Tag 0 (Selection Logic, L=1)
1 (OR)
PD Opening Tag 1 (List Of Selection Criteria)
SD Context Tag 0 (Property Identifier, L.=1)
103 (RELIABILITY)
SD Context Tag 2 (Relation Specifier)
1 (NOT_EQUAL)
PD Opening Tag 3 (Comparison Value)
Application Tag 9 (Enumerated, L=1)
0 (NO_FAULT DETECTED)
PD Closing Tag 3 (Comparison Value)
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ANNEX F - EXAMPLES OF APDU ENCODING (INFORMATIVE)

X'09 SD Context Tag 0 (Property Identifier, L=1)

X517 81 (OUT OF SERVICE)

X129’ SD Context Tag 2 (Relation Specifier)

X0’ 0 (EQUAL)

X3F’ PD Opening Tag 3 (Comparison Value)

X1 Application Tag 1 (Boolean, 1 (TRUE))

X‘3F’ PD Closing Tag 3 (Comparison Value)

X‘1F’ PD Closing Tag 1 (List Of Selection Criteria)
X‘'0F' PD Closing Tag 0 (Object Selection Criteria)

X1F PD Opening Tag 1 (List Of Property References)
X109 SD Context Tag 0 (Property Identifier, L=1)
K55’ 85 (PRESENT_VALUE)
X0 SD Context Tag 0 (Property Identifier, L=1)
X‘67’ 103 (RELIABILITY)
X‘09' SD Contexi Tag 0 (Property Identifier, L=1)
X'51° 81 (OUT OF SERVICE)

X1F° PD Closing Tag 1 (List Of Property References)

Assuming the service procedure executes correctly, a complex acknowledgement is returned containing the requested values:

X330 PDU Type=3 (BACnet-ComplexACK-PDU, SEG=0, MOR=0)
X°53° Invoke ID=83
X0D’ Service Ack Choice=13 (ReadPropertyConditional-ACK)
xoc SD Context Tag 0 (Object Identifier, L.=4)
X‘00C00001’ Binary Input, Instance Number=1
X1E’ PD Opening Tag 1 (List Of Results)
X729 SD Context Tag 2 (Property Identifier, L=1)
X°55° 85 (PRESENT_VALUE)
X4E’ PD Opening Tag 4 (Property Value)
X991’ Application Tag 9 (Enumerated, L=1)
X‘o1’ 1 (ACTIVE)
X‘4F’ PD Closing Tag 4 (Property Value)
X129’ SD Context Tag 2 (Property Identifier, L=1)
X‘67’ 103 (RELIABILITY)
X4E’ PD Opening Tag 4 (Property Value)
X91° Application Tag 9 (Enumerated, L=1)
X‘00’ 0 (NO FAULT DETECTED)
X4F PD Closing Tag 4 (Property Value)
X229 SD Context Tag 2 (Property Identifier, L=1)
Xisie 81 (OUT_OF_SERVICE)
X4E’ PD Opening Tag 4 (Property Value)
X Application Tag 1 (Boolean, 1 (TRUE))
X'4F’ PD Closing Tag 4 (Property Value)
X1F? PD Closing Tag 1 (List Of Results)
Xoc’ SD Context Tag 0 (Object Identifier, L=4)
X‘00000002° Analog Input, Instance Number=2
X1E’ PD Opening Tag 1 (List Of Results)
X29° SD Context Tag 2 (Property Identifier, L=1)
X‘55° 85 (PRESENT_VALUE)
X4E’ PD Opening Tag 4 (Property Value)
470 ASHRAE 135-1995
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X4F’

X729
X(G?'
X4E’

X'4p

Xlzg}

X'51°
X4E’

X4F
X1F

X0
X‘.04)
X54
XD’
X'0F
X'09°
X071’

X'1E’

X1

ASHRAE 135-1995

X444

ANNEX F - EXAMFLES OF APDU Encoping (INFORMATIVE)

Application Tag 4 (Real, L=4)

X‘437A0000° 250.0

xXor
xXor

X0

X009
X440’
X129
X000
X'3E’

X3F

X‘09°
X'4D°
X929
X000
X3E’

X3F’

PD Closing Tag 4 (Property Value)

SD Context Tag 2 (Property Identifier, L=1)

103 (RELIABILITY)

PD Opening Tag 4 (Property Value)
Application Tag 9 (Enumerated, L=1)
7 (UNRELIABLE _OTHER)

PD Closing Tag 4 (Property Value)

SD Context Tag 2 (Property Identifier, L=1)
81 (OUT_OF_SERVICE)
PD Opening Tag 4 (Property Value)
Application Tag 1 (Boolean, 0 (FALSE))
PD Closing Tag 4 (Property Value)
PD Closing Tag 1 (List Of Results)

Example 4. Finding the identifiers of all objects with Object_Names that match the comparision values "C* Pressure" and
"AC? Supply Temp”.

PDU Type=0 (BACnet-Confirmed-Request-PDU, SEG=0, MOR=0, SA=0)
Maximum APDU Size Accepted=1024 octets
Invoke ID=84

Service Choice=13 (ReadPropertyConditional Request)

PD Opening Tag 0 (Object Selection Criteria)
SD Context Tag 0 (Selection Logic, L=1)
1 (OR)

PD Opening Tag 1 (List Of Selection Criteria)
SD Context Tag 0 (Property Identifier, L=1)
77 (OBJECT NAME)
SD Context Tag 2 (Relation Specifier)

0 (EQUAL)

PD Opening Tag 3 (Comparison Value)
X“7D* Application Tag 7 (Character String, L.>>4)
x9oc Extended Length=12
X00 ANSI X3.4 Encoding

X'432A205072657373757265° "C* Pressure"
PD Closing Tag 3 (Comparison Value)

SD Context Tag 0 (Property Identifier, L=1)
77 (OBJECT NAME)
SD Context Tag 2 (Relation Specifier)

0 (EQUAL)

PD Opening Tag 3 (Comparison Value)
XD Application Tag 7 (Character String, L>4)
X1 Extended Length=16
X0 ANSI X3.4 Encoding

X*41433F20537570706C792054656D70’ "AC? Supply Temp"
PD Closing Tag 3 (Comparison Value)
PD Closing Tag 1 (List Of Selection Criteria)
PD Closing Tag O (Object Selection Criteria)
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ANNEX F - EXAMPLES OF APDU ENcobpING (INFORMATIVE)

X1E
X909’
X4’
X1F

PD Opening Tag 1 (List Of Property References)
SD Context Tag O (Property Identifier, L=1)
77 (OBJECT _NAME)

PD Clesing Tag 1 (List Of Property References)

Assuming this service procedure executes correctly, a complex acknowledgement is refurned:

X3
X547
XD’

X0c |
X*00000004’
X1E
X129
X'4D?
X4E’

X4F
X'1F

X
X*00000007°
X'1E
X229
X4’
X4E°

X4F’
X1F

X
X*00000008’
X1E
X129
X4D?
X4E’

X4F
X1F

X
X0000000A"

472

X5’
X
X'00

PDU Type=3 (BACnet-ComplexACK-PDU, SEG=0, MOR=0)
Invoke ID=84
Service Ack Choice=13 (ReadPropertyConditional-ACK)

SD Context Tag 0 (Object Identifier, L=4)
Analog Input, Instance Number=4
PD Opening Tag 1 (List Of Results)
SD Context Tag 2 (Property Identifier, L=1)
77 (OBJECT_NAME)
PD Opening Tag 4 (Property Value)
Application Tag 7 (Character String, 1L.>4)
Extended Length=16
ANSI X3.4 Encoding

X‘41433120537570706C792054656D70" "AC1 Supply Temp"

X5’

X‘0E’

X'00°

PD Closing Tag 4 (Property Value)
PD Closing Tag 1 (List Of Results)

SD Context Tag 0 (Object Identifier, L=4)
Analog Input, Instance Number=7
PD Opening Tag 1 (List Of Resulis)
SD Context Tag 2 (Property Identifier, L=1)
77 (OBJECT NAME)
PD Opening Tag 4 (Property Value)
Application Tag 7 (Character String, L>>4)
Extended Length=14
ANSI X3.4 Encoding

X°43575031205072657373757265° "CWP1 Pressure"

X735
X119
X0’

X4368696C6C65722031204672656F6E205072657373757265" "Chiller 1 Freon Pressure”

PD Closing Tag 4 (Property Value)
PD Closing Tag 1 (List Of Results)

SD Context Tag 0 (Object Identifier, L=4)
Analog Tnput, Instance Number=8
PD Opening Tag 1 (List Of Results)
SD Context Tag 2 (Property Identifier, L=1)
77 (OBJECT_NAME)
PD Opening Tag 4 (Property Value)
Application Tag 7 (Character String, L.>4)
Extended Length=25
ANSI X3.4 Encoding

PD Closing Tag 4 (Property Value)
PD Closing Tag 1 (List Of Resulis)

SD Context Tag 0 (Object Identifier, L=4}
Analog Input, Instance Number=10
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ANNEX F - EXAMPLES OF APDU ENcopING (INFORMATIVE)

X‘1E’ PD Opening Tag 1 (List Of Results)
X129 SD Context Tag 2 (Property Identifier, L=1)
X'4D’ 77 (OBJECT NAME)
X4E’ PD Opening Tag 4 (Property Value)
X175 Application Tag 7 (Character String, L>4)
X‘10° Extended Length=16
X0 ANSI X3.4 Encoding
X‘41433220537570706C792054656D70" "AC2 Supply Temp"
X4F PD Closing Tag 4 (Property Value)
X‘1F PD Closing Tag 1 (List Of Results)

Xoc? SD Context Tag 0 (Object Identifier, L=4)
X‘0000000C’ Analog Input, Instance Number=12
X‘1E’ PD Opening Tag 1 (List Of Results)
X297 SD Context Tag 2 (Property Identifier, L=1)
X4ap’ 77 (OBJECT_NAME)
X'4E’ PD Opening Tag 4 (Property Value)
X75° Application Tag 7 (Character String, L.>4)
X0 Extended Length=16
X000 ANSI X3.4 Encoding
X*41433320537570706C792054656D70" "AC3 Supply Temp"
X'4F PD Closing Tag 4 (Property Value)
X°1F* PD Closing Tag 1 (List Of Results)

*RTUO 35N S, 33SU33T] J04 ST-/0-5T0Z UD UTT}EW PUBQ 0} PasuadT] Terdayew paiysrdhdog

F.3.7 Encoding for Example E.3.7 - ReadPropertyMultiple Service

Example 1: Reading multiple properties of a single object.

X‘00 PDU Type=0 (BACnet-Confirmed-Request-PDU, SEG=0, MOR=0, SA=0)

X4 Maximum APDU Size Accepted=1024 octets

X‘B1’ Invoke TD =241

X0E’ Service Choice=14 (ReadPropertyMultiple-Request)

xoc SD Context Tag 0 (Object Identifier, L=4)

X 00000010° Analog Input, Instance Number=16

X1E PD Opening Tag 1 (List Of Property References)
X109’ SD Context Tag 0 (Property Identifier, L.=1)
X55° 85 (PRESENT VALUR)
X'09 SD Context Tag 0 (Property Identifier, L=1)
X67 103 (RELIABILITY)

X'1F° PD Closing Tag 1 (List Of Property References)

Assuming this service procedure executes correctly, a complex acknowledgement is returned:

“n311Tdad ST UE\T%HQTJ}STD 0 UOT13npoJddad Jauidnd oy “pasndasad SIUETJ TIH

X30° PDU Type=3 (BACnet-ComplexACK-PDU, SEG=0, MOR=0)
X'F1* Invoke ID=241
X'0F’ Service ACK Choice=14 (ReadPropertyMultiple-ACK)
X0C’ SD Context Tag 0 (Object Identifier, L=4)
X'00000010° Analog Input, Instance Number=16
X1E PD Opening Tag 1 (List Of Results)
X2y SD Context Tag 2 (Property Identifier, L=1)
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AnNnEX F - EXAMPLES OF APDU EncopiNg (INFORMATIVE)

X‘55°
X'4E’

X4F
X29°

X'67
X'4E’

X4F
X1F

X 44’
X*4290999A"

X1
X0

85 (PRESENT VALUE)

PD Opening Tag 4 (Property Value)
Application Tag 4 (Real, L=4)
72.3

PD Closing Tag 4 (Property Value)

SD Context Tag 2 (Property ldentifier, L=1)

103 (RELIABILITY)

PD Opening Tag 4 (Property Value)
Application Tag 9 (Enumerated, L=1)
0 (NO_FAULT DETECTED)

PD Closing Tag 4 (Property Value)

PD Closing Tag 1 (List Of Results)

Example 2: Reading properties of several objects.

X'00
X4
X402
X'0F’

x'oc’
X'00000021°
X'1E
X9’
x5y
X1F

Xoc
X°00000032’
X*1E’
X009
X5y
X'1F

X0
X'00000023"
X‘1E’
X‘09°
L
X 1P

PDU Type=0 (BACnet-Confirmed-Requesi-PDU, SEG=0, MOR=0, SA=0)
Maximum APDU Size Accepted=1024 octets
Invoke ID=2

Service Choice=14 (ReadPropertyMultiple-Request)

SD Context Tag 0 (Object Identifier, L=4)
Analog Input, Instance Number=33
PD Opening Tag 1 (List Of Properly References)

SD Context Tag 0 (Property Identifier, L=1)
85 (PRESENT_VALUE)

PD Closing Tag 1 (List Of Property References)

SD Context Tag 0 (Object Identifier, L=4)
Analog Input, Instance Number=50
PD Opening Tag 1 (List Of Property References)

SD Context Tag 0 (Property Identifier, L=1)
85 (PRESENT VALUE)

PD Closing Tag 1 (List Of Property References)

SD Context Tag 0 (Object Identifier, L=4)
Analog Input, Instance Number=35
PD Opening Tag 1 (List Of Property References)

SD Context Tag 0 (Property Identifier, L=1)
85 (PRESENT VALUE)

PD Closing Tag 1 (List Of Property References)

Assuming this service procedure executes correctly, a complex acknowledgement is returned:

X330
X'
X‘0E’

xX‘oc
X'00000021"
X‘1E’
X'29°
X‘55°

474

PDU Type=3 (BACnet-ComplexACK-PDU, SEG=0, MOR=0)
Invoke ID=2

Service ACK Choice=14 (ReadPropertyMultiple-ACK)

SD Context Tag 0 (Object Identifier, L=4)
Analog Input, Instance Number=33
PD Opening Tag 1 (List Of Results)

SD Context Tag 2 (Property Identifier, L=1)
85 (PRESENT VALUE)
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X4E’

X4
X‘1F°

xoc
X00000032°
X'1E’
X229
X557
X‘5E’

X‘SFI
Xap

X0
X*00000023°
X'1E’
X'29
X'55
X'4E’

X'4F?
X'1F

ANNEX F - EXAMPLES OF APDU ENCODING (INFORMATIVE)

PD Opening Tag 4 (Property Value)
X'44’ Application Tag 4 (Real, L=4)
X*42293333° 42.3
PD Closing Tag 4 (Property Value)
PD Closing Tag 1 (List Of Results)

SD Context Tag 0 (Object Identifier, 1.=4)

Analog Input, Instance Number=50

PD Opening Tag 1 (List Of Results)
SD Context Tag 2 (Property Identifier, L=1)
85 (PRESENT_VALUE)
PD Opening Tag 5 (Property Access Error)

X001’ Application Tag 9 (Enumerated, L=1) (Error Class)
xXor 1 (OBJECT)

X991’ Application Tag 9 (Enumerated, L=1) (Error Code)
X1F° 31 (UNKNOWN_OBIECT)

PD Closing Tag 5 (Property Access Error)
PD Closing Tag 1 (List Of Results)

SD Context Tag 0 (Object Identifier, L=4)
Analog Input, Instance Number=35
PD Opening Tag 1 (List Of Results)
SD Context Tag 2 (Property Identifier, L=1)
85 (PRESENT VALUE)
PD Opening Tag 4 (Property Value)
X444’ Application Tag 4 (Real, L=4)
X43D9D99A’ 435.7
PD Closing Tag 4 (Property Value)
PD Closing Tag 1 (List Of Results)

I.3.8 Encoding for Example E.3.8 - WriteProperty Service

X00 PDU Type=0 (BACnet-Confirmed-Request-PDU, SEG=0, MOR =0, SA=0)
X084 Maximum APDU Size Accepted=1024 octets
X559 Invoke ID =89
X0F Service Choice=15 (WriteProperty-Request)
x'oc SD Context Tag 0 (Object Identifier, L=4)
X*'00800001° Analog Value, Instance Number=1
X'19 SD Context Tag 1 (Property Identifier, L=1)
X*55° 85 (PRESENT VALUE)
X3E’ PD Opening Tag 3 (Property Value)
X'44 Application Tag 4 (Real, L=4)
X‘43340000” Property Value=180.0
X3 PD Closing Tag 3 (Property Value)

Assuming the service procedure executes correctly, a simple acknowledgement is returned:

X220
Xlsg!
X'0F*

ASHRAFE 135-1995

PDU Type=2 (BACnet-SimpleACK-PDU)
Invoke ID =89
Service ACK Choice=15 (WriteProperty)
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ANNEX F - EXAMPLES OF APDU ENCODING (INFORMATIVE)

F.3.9 Encoding for Example E.3.9 - WritePropertyMultiple Service

X000
x4
x01’
X'

x'oc
X‘00800005’
X1E’
X'y
X 55
X2E’

X2F
X1F

x'oc
X'00800006”
X‘1E'
X09
X‘55°
X2E’

X2F
X'1F

xXoc

X 00800007

X'1E’
X109’
X55°
X2E

X12F
X1

PDU Type=0 (BACnet-Confirmed-Request-PDU, SEG=0, MOR=0, SA=0)

Maximum APDU Size Accepted=1024 octets
Inyoke ID=1
Service Choice=16 (WritePropertyMultiple-Request)

SD Context Tag 0 (Object Identifier, L=4)
Analog Value, Instance Number=5
PD Opening Tag 1 (List Of Properties)
SD Context Tag 0 (Property Identifier, L=1)
85 (PRESENT VALUE)
PD Opening Tag 2 (Property Value)
X'44’ Application Tag 4 (Real, L=4)
X'42860000° 67.0
PD Closing Tag 2 ( Property Value)
PD Closing Tag 1 (List Of Properties)

SD Context Tag 0 (Object Identifier, L.=4)
Analog Value, Instance Number=6
PD Opening Tag 1 (List Of Properties)
SD Context Tag 0 (Property Identifier, L=1)
85 (PRESENT_VALUE)
PD Opening Tag 2 (Property Value)
X'44’ Application Tag 4 (Real, L=4)
X‘42860000° 67.0
PD Closing Tag 2 (Property Value)
PD Closing Tag 1 (List Of Properties)

SD Context Tag 0 (Object Identifier, L=4)
Analog Value, Instance Number=7
PD Opening Tag 1 (List Of Properties)
SD Context Tag 0 (Property Identifier, L=1)
85 (PRESENT_VALUE)
PD Opening Tag 2 (Property Value)
X 44 Application Tag 4 (Real, L=4)
X*42900000° 72.0
PD Closing Tag 2 (Property Value)
PD Closing Tag 1 (List Of Properties)

Assuming the service procedure executes correctly, a simple acknowledgement is returned:

X20
xXor
X110’

PDU Type=2 (BACnet-SimpleACK-PDU)
Invoke ID=1
Service ACK Choice=16 (WritePropertyMultiple)

F.4 Example Encodings for Remote Device Management Services

F.4.1 Encoding for Example I.4.1 - DeviceCommunicationConirel Service

X000
X‘04’
X05°
X1

476

PDU Type=0 (BACnet-Confirmed-Request-PDU, SEG=0, MOR=0, SA=0)

Maximum APDU Size Accepted=1024 octets
Invoke [D=5
Service Choice=17 (DeviceCommunicationControl-Request)
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xl091
X05°
X9
X1’
XD’
X‘'08’
X000
X'23656762646621"

ANNEX F - EXAMPLES OF APDU ENcoping (INFORMATIVE)

SD Context Tag 0 (Time Duration, L=1)
3

SD Context Tag 1 (Enable-Disable, L.=1)
1 (DISABLE)

SD Context Tag 2 (Password, L.>4)
Extended Length=8§

ANSI X3.4 Encoding

"#egbdfl"

Assuming the service procedure executes correctly, a simple acknowledgement is returned:

X0
X‘05’
X‘l 1 3

PDU Type=2 (BACnet-SimpleACK-PDU)
Invoke ID=5
Service ACK Choice=17 (DeviceCommunicationControl)

F.4.2 Encoding for Example E.4.2 - ConfirmedPrivateTransfer Service

X0
X004
X*55°
X(Iz?

X9

X19

X119

X08’

X'2E’
X'44'
X'4290CCCD’
X'62’
X'1649°

X2F

PDU Type=0 (BACnet Confirmed-Request-PDU) SEG=0, MOR =0, SA=0)
Maximum APDU Size Accepted=1024 octets

Invode ID=85

Service Choice=18 (ConfirmedPrivateTransfer)

SD Context Tag 0 (Vendor ID, L=1)

25 (XYZ Controls Company Limited)

SD Context Tag 1 (Service Number, L=1)

8 (XYZ Proprietary Service #8)

PD Opening Tag 2 (Service Parameters)
Application Tag 4 (Real, L=4)
72.4
Application Tag 6 (Octet String, 1.=2)
X‘1649°

PD Closing Tag 2 (Service Parameters)

Assuming that the service is successfully executed but no results need to be returned to the requesting BACnet-nser, a
‘Result(+)" primitive will be returned using a BACnet-ComplexACK-PDU:

X430
X558
X112

X109
X119
X9
X088’

PDU Type=3 (BACnet-ComplexACK-PDU, SEG=0, MOR=0)
Invoke ID=85
Service Choice=18 (ConfirmedPrivateTransfer-ACK)

SD Context Tag 0 (Vendor ID, L=1)

25

SD Context Tag 1 (Service Number, L=1)
8

F.4.3 Encoding for Example E.4.3 - UnconfirmedPrivateTransfer Service

X110
X'04

X009
X119
X119
X'0g’
X2E’

ASHRAE 135-1995

PDU Type=1 (BACnet-Unconfirmed-Request-PDU)
Service Choice=4 (UnconfirmedPrivateTransfer-Request)

SD Context Tag 0 (Vendor ID, L=1)

25

SD Context Tag 1 (Service Number, L=1)
8

PD Opening Tag 2 (Service Parameters)
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ANNEX F - EXAMFLES OF APDU ENcopinG (INFORMATIVE)

X44 Application Tag 4 (Real, L=4)
X‘4290CCCD’ 72.4
X'62’ Application Tag 6 (Octet String, L=2)
X164 X‘1649°

X"2F PD Closing Tag 2 (Service Parameters)

F.4.4 Encoding for Example E.4.4 - ReinitializeDevice Service

X0 PDU Type=0 (BACnet-Confirmed-Request-PDU, SEG=0, MOR=0, SA=0)
X01° Maximum APDU Size Accepted=128 octets

xX'02 Invoke ID=2

X4 Service Choice=20 (ReinitializeDevice-Request)

X09° SD Context Tag 0 (Reinitialized State Of Device, L=1)

X901’ 1 (WARMSTART)

X1D’ SD Context Tag 1 (Password, L.>>4)

X098’ Extended Length=9

X000’ ANSI X3.4 Encoding

X‘4162436445664768" "AbCAEfGh"

Assuming this service procedure executes correctly, a simple acknowledgement is returned:

X420 PDU Type=2 (BACnet-SimpleACK-PDU)
X002 Invoke ID=2
X'14’ Service ACK Choice=20 (ReinitializeDevice)

F.4.5 Encoding for Example E.4.5 - ConfirmedTextMessageService

xX'00’ ; PDU Type=0 (BACnet-Confirmed-Request-PDU, SEG=0, MOR=0, SA=0)
x'or Maximum APDU Size Accepted=128 ociets
X'03 Invoke ID=3
X1y Service Choice=19 (ConfirmedTextMessage-Request)
X0 SD Context Tag 0 (Text Message Source Device, L.=4)
X02000005° Device, Instance Number=>5
X'29’ SD Context Tag 2 (Message Priority, L=1)
X000 0 (NORMAL)
X3D’ SD Context Tag 3 (Message, L>4)

X‘18 Extended Length=24

X00 ANSI X3.4 Encoding

X*‘504D20726571756972656420666F722050554D50333437" "PM required for PUMP347"

Assuming the service procedure executes correctly, a simple acknowledgement is returned:

X'20° PDU Type=2 (BACnetSimpleACK-PDU)
X903 Invoke ID=3
X1y Service ACK Choice=19 (ConfirmedTextMessage)

¥.4.6 Encoding for Example E.4.6 - UnconfirmedTextMessage Service

X1 PDU Type=1 (BACrpet-Unconfirmed-Request-PDU)

X'05° Service Choice=5 (UnconfirmedTextMessage-Request)

xX'oC SD Context Tag 0 (Text Message Source Device, L=4)

X*'02000005" Device, Instance Number=>3
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ANNEX F - EXAMPLES OF APDU ENcODING (INFORMATIVE)

X2 SD Context Tag 2 (Message Priority, L=1)
X0’ 0 (NORMAL)
X'3D’ SD Context Tag 3 (Message, 1.>4)

X188’ Extended Length=24

X000, ANSI X3.4 Encoding

X*504D20726571756972656420666F722050554D50333437° "PM required for PUMP347"
Note that no response is required for this message since it is of type unconfirmed.

F.4.7 Encoding for Example E.4,7 - TimeSynchronization Service

X1 PDU Type=1 (BACnet-Unconfirmed-Service-Request-PDU)
X'06’ Service Choice=6 (TimeSynchronization-Request)

X A4’ Application Tag 10 (Date, L=4)

X5COB11FF? November 17, 1992 (Day of Week Unspecified)

X‘B4’ Application Tag 11 (Time, L=4)

X‘162D1EA6’ 22:45:30.70

F.4.8 Encoding for Example E.4.8 - Who-Has and I-Have Services

Example 1: Locating the device that contains an object for which the Object Name is known,

X0 PDU Type=1 (Unconfirmed-Service-Request-PDU)
Xaor Service Choice=7 (Who-Has-Request)
X3D? SD Context Tag 3 (Object Name, L>4)

xXor . Extended Length=7

X*00 ANSI X3.4 Encoding

X*4F4154656D70" "OATemp"

Assuming that exactly one other device has such an object, the following I-Have service indication would be received.

X PDU Type=1 (Unconfirmed-Service-Request-PDU)
xXor Service Choice=1 (I-Have-Request)
X<y Application Tag 12 (Object Identifier, L=4) (Device Identifier)
X*02000008" Device, Instance Number=8
X‘ca Application Tag 12 (Object Identifier, L.=4) (Object Identifier)
X*00000003" Analog Input, Instance Number=3
X175’ Application Tag 7 (Character String, L.>>4) (Object Name)
xXor Extended Length=7
X000’ ANSI X3.4 Encoding
X4F4154656D70° "OATemp"

Example 2: Locating the device that contains an object for which the Object_Identifier is known.

X1 PDU Type=1 (Unconfirmed-Service-Request-PDU)
xXor Service Choice=7 (Who-Has-Request)

X2 SD Context Tag 2 (Object Identifier, L.=4)
X‘00000003° Analog Input, Instance Number=3

Assuming that exactly one other device has such an object, the following I-Have service indication would be received.
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ANNEX. F - EXAMPLES OF APDU ENCODING (INFORMATIVE)

X110 PDU Type=1 (Unconfirmed-Service-Request-PDU)
X901’ Service Choice=1 (I-Have-Request)
xX‘ca’ Application Tag 12 (Object Identifier, L=4) (Device Identifier)
X*02000008° Device, Instance Number=38
X'cq4 Application Tag 12 (Object Identifier, L.=4) (Object Identifier)
X*00000003° Analog Input, Instance Number=3
X715 Application Tag 7 (Character String, L>4) (Object Name)
xXor Exiended Length=7
X 00 ' ANSI X3.4 Encoding
X4F4154656D70° "OATemp"

F.4.9 Encoding for Example E.4.9 - Who-Is and I-Am Services

Example 1: Establishing the network address of a device with a known Device object identifier, i.e., instance number.

X1 PDU Type=1 (Unconfirmed-Service-Request-PDU)

xX'o8’ Service Choice=8 (Who-Is-Request)

X09 SD Context Tag 0 (Device Instance Range Low Limit, L=1)
X'03’ 3

X119 SD Context Tag 1 (Device Instance Range High Limit, L=1)
X'03’ 3

Assuming that there is such a device on the network, it responds some time later using the I-Am service:

X110 PDU Type=1 (Unconfirmed-Service-Request-PDU)

X0 Service Choice=0 (I-Am-Request)

Xcq4 Application Tag 12 (Object Identifier, 1.=4) (I-Am Device Identifier)
X*02000003° Device, Instance Number=3

X272 Application Tag 2 (Unsigned Integer, L=2) (Max APDU Length Accepted)
X 0400 1024

X1’ Application Tag 9 (Enumerated, L=1) (Segmentation Supported)

X'03’ 3 (NO_SEGMENTATION)

X2r Application Tag 2 (Unsigned Integer, L=1) (Vendor ID)

X63 99

Example 2: Finding out about all network devices.

X' PDU Type=1 (Unconfirmed-Service-Request-PDU)
X08’ Service Choice=8 (Who-Is-Request)

Each device on the network responds using the I-Am service:

X'10° PDU Type=1 (Unconfirmed-Service-Request-PDU)

X00’ Service Choice=0 (I-Am-Request)

X‘C4' Application Tag 12 (Object Identifier, L=4) (I-Am Device Identifier)

X*‘02000001" Device, Instance Number=1

X222 Application Tag 2 (Unsigned Integer, L=2) (Max APDU Length Accepted)

X‘01EO’ 480

X91° Application Tag 9 (Enumerated, L=1) (Segmentation Supported)

xor’ 1 (SEGMENTED_TRANSMIT)
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X221
X‘63’

X0
X007

X‘ca

02000002’
X21°
X‘CE'

X‘g,] T

X002

X2

xX21

X0
X000

xX‘ca
X“02000003”
X222
X‘0400°
X91°

X403

X¢21 ?

X‘63’

X*10
X900

X<ca'
X°02000004°
X(21 *
X80°
X971’
X'00°
xX21°
X42’

ANNEX F - EXAMPLES OF APDU ENCODING (INFORMATIVE)

Application Tag 2 (Unsigned Integer, L=1) (Vendor ID)
99

PDU Type=1 (Unconfirmed-Service-Request-PDU)
Service Choice=0 (I-Am-Request)

Application Tag 12 (Object Identifier, L=4) (I-Am Device Identifier)

Device, Instance Number=2

Application Tag 2 (Unsigned Integer, L=1) (Max APDU Length Accepted)
206

Application Tag 9 (Enumerated, L.=1) (Segmentation Supported)

2 (SEGMENTED_RECEIVE)

Application Tag 2 (Unsigned Integer, L=1) (Vendor ID)

33

PDU Type=1 (Unconfirmed-Service-Request-PDU)
Service Choice=0 (I-Am-Request)

Application Tag 12 (Object 1dentifier, L=4) (I-Am Device Identifier)
Device, Instance Number=3

Application Tag 2 (Unsigned Integer, L=2) (Max APDU Length Accepted)
1024

Application Tag 9 (Enumerated, L=1) (Segmentation Supported)

3 (NO_SEGMENTATION)

Application Tag 2 (Unsigned Integer, L=1) (Vendor ID)

99

PDU Type=1 (Unconfirmed-Service-Request-PDU)
Service Choice=0 (I-Am-Request)

Application Tag 12 (Object Identifier, L=4) (I-Am Device Identifier)
Device, Instance Number=4

Application Tag 2 (Unsigned Integer, L=1) (Max APDU Length Accepted)
128

Application Tag 9 (Enumerated, L=1) (Segmentation Supported)

0 (SEGMENTED BOTH)

Application Tag 2 (Unsigned Integer, L.=1) (Vendor 1D)

66

F.5 Encoding for Example E.5 - Virtual Terminal Services

Establishing a VT session:

X400’
x‘or
X507
X'15

Xy’
X901
xXe2r
XIOSI

ASHRAFE 135-1995

PDU Type=0 (BACnet-Confirmed-Request-PDU, SEG=0, MOR=0, SA=0)
Maximum APDU Size Accepted=128 octets

Invoke ID=80

Service Choice=21 (YT-Open-Request)

Application Tag 9 (Enumerated, L=1) (VT Class)

1 (ANSI_X3.64)

Application Tag 2 (Unsigned Integer, L=1) (Local VT Session Identifier)
5
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ANNEX F - EXAMPLES OF APDU ENCODING (INFORMATIVE)

Assuming that the target device can create a new VT-session, a complex acknowledgement is returned:

X307 PDU Type=3 (BACnet-ComplexACK-PDU, SEG=0, MOR=0)

X507 Invoke ID=80

el g Service Choice=21 (VT-Open-ACK)

X21° Application Tag 2 (Unsigned Integer, L=1) (Remote VT Session Identifier)
XD’ 29

Terminal sign-on. The target device sends a prompt:

X'00 PDU Type=0 (BACnet-Confirmed-Request-PDU, SEG=0, MOR =0, SA=0)
X'0r’ Maximum APDU Size Accepted=128 octets

X'51" Invoke ID=81

X7 Service Choice=23 (VT-Data-Request)

X'21° Application Tag 2 (Unsigned Integer, L.=1) (VT Session Identifier)
X'05° 5

X'65° Application Tag 6 (Octet String, 1.>4) (VT New Data)

X2 Extended Length=18
X‘0DDA456E7465722055736572204E616D653A" " {cr}{If}Enter User Name:"

x21° Application Tag 2-(Unsigned Integer, L=1) (VT Data Flag)

X 00 0

Assuming that the operator interface device receives the data correctly, a complex acknowledgement is returned:

N30 PDU Type=3 (BACnet-ComplexACK-PDU, SEG=0, MOR=0)
X517 Invoke ID=81

Xar Service Choice=23 (VT-Data-ACK)

X009 SD Context Tag 0 (All New Data Accepted, L=1)

X901 1 (TRUE)

Entering user name:

X000’ PDU Type=0 (BACnet-Confirmed-Request-PDU, SEG=0, MOR =0, SA=0)
X'or Maximum APDU Size Accepted=128 octets

X'52 Invoke ID=82

2.4 6l Service Choice=23 (VT-Data-Request)

Xxar Application Tag 2 (Unsigned Integer, L=1) (VT Session Identifier)

X'1D’ 29

X'65° Application Tag 6 (Octet String, L.>4) (VT New Data)

X'05’ Extended Length=5

X°465245440D° "FRED{cr}"

x2r Application Tag 2 (Unsigned Integer, L=1) (VT Data Flag) v
X0’ 0

To which the target device would respond:

X 30’ PDU Type=3 (BACnet-ComplexACK-PDU, SEG=0, MOR=0)

X52 Invoke ID =82

p T Service Choice=23 (VT-Data-ACK)

X09’ SD Context Tag 0 (All New Data Accepted, L=1)

x‘o1’ 1 (TRUE)
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Entering password:

X00° PDU Type=0 (BACnet-Confirmed-Request-PDU, SEG=0, MOR=0, SA=0)
x'or’ Maximum APDU Size Accepted=128 octets

X53 Invoke ID=83

X417 Service Choice=23 (VT-Data-Request)

X2r Applicaﬁon Tag 2 (Unsigned Integer, L=1) (VT Session Identifier)
X05° 5

X*65’ Application Tag 6 (Octet String, L.>4) (VT New Data)

X115 Extended Length=21
X'465245440D0A456E7465722050617373776F72643A° "FRED{cr}{1f}Enter Password:"
xXer Application Tag 2 (Unsigned Integer, L=1) (VT Data Flag)

xXo1’ 1

To which the target device would respond:

X307 PDU Type=3 (BACnet-Complex ACK-PDU, SEG=0, MOR=0)
X532 Invoke ID=83

X cqie Service Choice=23 (VT-Data-ACK)

X9’ SD Context Tag 0 (All New Data Accepted, L=1)

X1’ 1 (TRUE)

Terminal sign-off:

X000 PDU Type=0 (BACnet-Confirmed-Request-PDU, SEG=0, MOR =0, SA=0)

Xor Maximum APDU Size Accepted=128 octets

X554 Invoke ID=84

X'1e Service Choice=22 (VT-Close-Request)

X217 Application Tag 2 (Unsigned Integer, L=1) (List Of Remote VT Session Identifiers)
X'1D? 29

Response:

X120 PDU Type=2 (BACnet-Simple ACK-PDU)

X554’ Invoke ID=84

X‘16" Service ACK Choice=22 (VT-Close)

F.6 Encoding for Example E.6 - Security Services

Device A sends a Request Key service request to the key server:

X0 PDU Type=0 (BACnet-Confirmed-Request-PDU, SEG=0, MOR=0, SA=0)
X'05° Maximum APDU Size Accepted=1470 octets

XOF Invoke ID=15

Xa9 Service Choice=25 (RequesiKey-Request)

—- Note that all octets from here to the end of the APDU are to be enciphered -

xX'cy Application Tag 12 (Object Identifier, L=4) (Requesting Device Ildentifier)

X'02000001° Device, Instance Number=1

X222’ Application Tag 2 (Unsigned Integer, L=2) (Network Number)

X‘0002° 2

X'61’ Application Tag 6 (Octet String, L=1) (MAC Address)
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. 4 i {4 17

X'cq’ Application Tag 12 (Object Identifier, L=4) (Remote Device Identifier)
X02000002° Device, Instance Number=2

X222’ Application Tag 2 (Unsigned Integer, L=2) (Network Number)
X'0002’ 2

XL Application Tag 6 (Octet String, L=1) (MAC Address)

X222 34

The key server then seeks to authenticate the Request Key request:

X00° PDU Type=0 (BACuet-Confirmed-Request-PDU, SEG=0, MOR=0, SA=0)
X057 Maximum APDU Size Accepted=1470 octets

X‘01° Invoke ID=1

X187 Service Choice=24 (Authenticate-Request)

— Note that all octets from here to the end of the APDU are to be enciphered —

xoc' SD Context Tag 0 (Pseudo Random Number, L=4)
X'12345678° 305,419,896

X719’ SD Context Tag 1 (Expected Invoke ID, L=1)
X'0F" 15

The originator of the Request Key service request responds to the authenticate request with a complex acknowledgement:

X3 PDU Type=3 (BACnet-ComplexACK-PDU, SEG=0, MOR=0)
x0r Invoke ID=01
X8 Service Choice=24 (Authenticate-ACK)

-— Note that all octets from here to the end of the APDU are to be enciphered —

X224 Application Tag 2 (Unsigned Integer, L=4) (Modified Random Number)
X'93BSD7FI’ 2,478,168,049
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ANNEX G - CALCULATION OF CRC (INFORMATIVE)
(This annex is not part of this standard but is included for informative purposes only.)

Historically, CRC generators have been implemented as shift registers with exclusive OR feedback. This provides an
inexpensive way to process CRC information on a serial bit stream in hardware. Since commercial UARTSs do not provide
hardware calculation of CRC, UART-based protocols such as those described in Clauses 9 and 10 must perform this
calculation with software. While this can be done one bit at a time, simulating a shift register with feedback, a much more
efficient algorithm is possible that computes the CRC on an entire octet at once. This annex shows how the CRC may be
computed in this manner. This algorithm is presented as an example and is not intended to restrict the vendor’s
implementation of the CRC calculation.

G.1 Calculation of the Header CRC

We begin with the diagram of a hardware CRC generator as shown in Figure G-1. The polynomial nsed is
X8+ X +1

Input 3 _ . | Output

A

Figure G-1. Hardware header-CRC generator,

The hardware implementation operates on a serial bit stream, whereas our calculation must operate on entire octets. To this
end, we follow the operation of the circuit through eight bits of data. The CRC shift register is initialized fo X0 (input end)
to X7 (output end), the input data is DO to D7 (least significant bit first, as transmitted and received by a UART). Within
each block below, the terms are exclusive OR’ed vertically.

input register contents

D1 X0 XD (B2 X X K5 KB

DO DO

X7 X7

D2 XD X1 X2 X3 X4 X5

D1 Do D1

Xe X7 X6

Do Do

X7 X7

{continued on fellowing page)

D3 X0 X1 X2 X3 x4

D2 D1 DO D2

X5 Xe& X7 X5

D1 DO D1

T 4 4 X6

DO DO

X7 X7

D4 X0 X1 X2 X3
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D2 D2 D1 DO D3
X4 X5 X6 X7 X4
D2: D1 DO D2
X5 Xe X7 X5
D1 DO D1
X6 X7 Xe
Do Do
X7 X7
D5 X0 X1 X2
D4 D3 D2 D1 DO D4
X3 X4 X5 Xe X7 X3
D3 D2 DI DO D3
X4 X5 Xe6 X7 X4
D2 D1 DO D2
X5 X6 X7 X5
D1 DO D1
X6 X7 X6
Do Do
X7 X7
D6 X0 X1
D5 D4 DE D2 DL RO D5
X2 X3 X4 X5 Xe X7 X2
D4 D3 DZ D1 DO D4
X3 X4 X5 Xe X7 X3
D3 D2 D1 DO D3
X4 X5 Xe X7 X4
D2 D1 DO D2
X5 Xe X7 X5
D1 DO D1
X6 X7 X6
DO Do
X7 X7

(continued on following page)
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D7 X0
D6 D5 D4 D3 D2.-PL DY D6
X1 X2 X3 ¥4 X5 X& FXT X1

D5 D4 D3 D2 D1 DO D5
X2 X3 X4 X5 X6 X7 X2
D4 D3 D2 DL DO Da
X3 X4 X5 X6 X7 %3
B3 D2 DY DO D3
X4 X5 X& X7 Xa
D2 D1 DD D2
X5 X6 X7 X5
D1 DO D1
X6 X7 X6
DO Do
X7 X7

Do

X7

oy De Dy D4 DI DX D1 DY
X0 X1 X2 X3 X4 X5 X6 X0
De D5 D4 D3 D2 D1 DO D6
1 Ed K3 K4 K5 Xe- RT Al

DS D4 D3I D20 DI DD D5
X2 X3 X4 X5 X6 X7 X2
Da D3 D2 D1 DO D4
X3 X4 X5 X6 X7 X3
PR P DPBE 0 D3
Xa X5 Xe X7 X4
D2 D1 DO D2
X5 Xe X7 X5
D1 DO D1
X6 X7 X6
Do Do
X7 X7

The final block above is the net result of shifting an octet of data through the CRC generator. By performing the indicated
exclusive OR operations, an octet can be processed into the CRC. In order to simplify the required shifting operations, we
define X0 to be the most significant bit of the parallel representation and X7 to be the least significant. Since most
microprocessors number bits in the opposite order, we rename the bits to correspond to standard microprocessor bit
nomenclature. Let C7 = X0, C6 = X1, etc. The final block in the previous table thus becomes:
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D5 D4 D3I D2 D1 DO D5
5 04 £3 22 Bl Co Cs5
D4 D3I D2 DI DO D4
4 C3 Cz2 CL CO c4
D3 D2 D1 DO D3
€3 82 €l Cg c3
Dz D1 DO D2
c2 CL COo c2
D1 DO D1
cl - Eo c1
DO Do
co co

or, rearranging vertically (since exclusive OR is commutative) to minimize computation, and recognizing that any term
exclusive OR’ed with itself may be eliminated:

D7 De D5 D4 D2 D2 D1

27 + 86 By 0L RE w2 et

De D5 D4 D2 D2 D1 DO D7
Co. -85 G4 O3 22 TL €0 7
D5 DP4 D3 D2 D1 DO D6
ch G4 B3 g2 B8l Co ce
D4 D3 D2 D1 DO D5
c4 C3 C2 Cl1 Co Cs5
D3 D2 D1 DO D4
€3 C2 €1 'Cco Cc4
D2 D1 DO D3
cz C1 Ca c3
D1 DO D2
cl cCOo c2
DO D1
co CL

In operation, the CRC register C7-CO0 is initialized to all ones. During transmission, the Frame Type, Destination Address,
Source Address, and Length are passed though the calculation before transmission. The ones complement of the final CRC
register value is then transmitted. At the receiving end, the Frame Type, Destination Address, Source Address, Length
octets, and the received CRC octet are passed though the calculation. If all octets are received correctly, then the final value
of the receiver’s CRC register will be the constant X*55°.

As an example of usage, consider a token frame from node X‘05” to node X“10°. The frame appears as:
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Description Value CRC Register After Octet is Processed
preamble 1, not included in CRC X*55°
preamble 2, not included in CRC X‘FF’

X‘FF’ (initial value)

frame type = TOKEN X00' X’'55°

destination address X110 X<C2'

source address X°05' X‘BC’

data length MSB =0 X00" X95’

data length LSB = 0 X'00 X*73" ones complement is X‘8C’
Header CRC X8 X*55" final result at receiver

Thus, the transmitter would calculate the CRC on the five octets X 00”, X‘10’, X057, X*00", and X‘00" to be X‘73’, The
ones complement of this is X‘8C’, which is appended to the frame.

The receiver would calculate the CRC on the six octets X*00”, X“10°, X*05’, X*00’, X‘00’, and X‘8C” to be X*55’, which
is the expected result for a correctly received frame.

G.1.1 Sample Implementation of the Header CRC Algorithm in C

As an example, a C language implementation of the header CRC algorithm is presented. Inputs are the octet to be processed
and the accumulating CRC value. The function return value is the updated CRC value.

In order to minimize shifting, we make use of the bits shifted Ieft out of the least significant octet. In particuiar, bit 8 will
be exclusive OR’ed with the least significant octet.

Desired result:

27 Cen Lh g 83 82 T a0
e €5 4 CF 22 1 €0 07
5. O B 102 T v 20 ce
g4 -3 L0200 2D c5
Cx. 8% Gl @0 ca
- Rl - [ ety c3
Ci €0 C2
co Ccl
Shifted 16 bit word:
L9 ge. G5 128 | g3 s22 8] 7
C7 Le - Bh, 24 G 2.0 Oh V<<l
c7 Ce €5 B3 Q2 2T 22D v<<2
C7 C6 C5 o R =2 R - S .« -5 v<<3
C7 C6 CE C4 Codie ~ 8225 ML D v<<d
Q7 C6 C5 C4 C2 G2 0L 0 v<<5
C? Ce C5 Ca C3 €2 Cl C0 v<<h
€7 06 C5 C4 C3 £2 Ch co v<<T

/* Accumulate "dataValue" into the CRC in crcValue.

/ Return value is updated CRC

/

/ Assumes that "unsigned char" is equivalent to one octet,
/ Assumes that "unsigned int" is 16 bits.

/ The * operator means exclusive OR.

*/

unsigned char CalcHeaderCRC (unsigned char dataValue, unsigned char crcValue)

{

unsigned int crc;

-

crc = crcValue * dataValue; /* XOR C7..C0 with D7..D0 */
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ANNEX G - CALCULATION OF CRC (INFORMATIVE)

/* Exclusive OR the terms in the table (top down) */
ere.=-gre "~ Jare << I} 7 {ere &5.2) T (ord e 3)
* (cre << 4) * (exec << B) * {(erec << 6) © (cre << 7);

/* Combine bits shifted out left hand end */
return (crc & Ooxfe) * ((crc >> B) & 1);

}
G.1.2 Sample Implementation of the Header CRC Algorithm in Assembly Language
As an example, an assembly language implementation of the Header CRC algorithm for the 68HC11 (an eight bit processot

with a simple instruction set) is presented. The routine accumulates the CRC into the variable CRCLO, T1 is a temporary
storage variable, Most instructions act on either accumulator A or B.

HEADERCRC: ;ACCUMULATE THE OCTET (0,X) INTO THE DATA CRC
LDAB. 0,X ;FETCH DATA OCTET (INDEXED OPERATION)
EORB CRCLO ;D7-D0 EXCLUSIVE OR C7-CO
STABR CRCLO ; SAVE RESULT
CLRA ;CLEAR REGISTER A
ASLD ;SHIFT (A,B) LEFT AS A 16 BIT VALUE
i B=(- - - = = - - 7) B=(6 543210 -)
EORB CRCLO
ASLD
i A={- - - = - - 7 6) B=( 543210 - -)
- - - =-=-=---7)B=(6543210 -)
EORE CRCLO
ASLD
; A=(- - - - - 6 5) B={43210- - -)
i {~=-+----76)B=(543210~--)
; (== o2’ ==Y iB=l 654323 0 =)
EORE CRCLO
ASLD
folisl = & = TR F &) B={ 3 2L = == =)
: (-----7605) B=(43210---)
F (-~-~----76)B=(543210--)
; (-------7 B={6543210-)
EORE CRCL
ASLD
;A:(——— 6543)B=(210-——‘-)
: =~ = = ="%6 §4) R=s]l 3 210~ « = =}

; (- - - - -7605) B=(43210---)
: (- ~-~--~--76)B=(543210--)
; (- -=-~-==-~-7)B=({6543210 -)
EORB CRCLO

ASLD

: A=(- - 76 543 2)B=(10------)
i (- -=76543) B=(210 == =)
: (- ---7654) B=( 3210 --- -)
: (- -~-~--765) B=(43210---)
i (- - ----76)B=(543210--)
v (- - --=--=-7)B=(6543210-)
EORE CRCLO

ASLD

i A={(-7654321)B={0---~--=-2)
3 (= = B EEE3.2) Bl LB = s = =)
i (o =« = e 54 I B=(2LD == ==~ )
; (- ~=--7654) B=(3210----)
i (- ~~--7605)8B{(43210---)
i (- ~=~-=--96)B=(543210--)
; (- - = - ~--=9)B=(6543210-)
EOREB CRCLO
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ANDB #0FEH ;CLEAR LSB OF BOTTOM HALF
ANDA #01H ;CLEAR ALL BUT LSE OF HIGH HALF
STAA T1

!A=(_ ‘‘‘‘‘ 1)Bﬁ(0 “““““““ )
H {2 =l o s 2) B=(10 - - - - - = )
; (- - - = - - - 3} B=( 2 1D - = = = )

; (- - = = = = - 4Y B={ 3 2320~ = = =)

! (- - = = - - - 5) B=( 4'3-20 0 -~ =~ 3}
; =~ = = = & = = 6) B={ 5 4 3. 21 0 - =)

; (- - - - - - - 7)) B=l & 5 4.7 3300 )

P P --) B=(7654321 -)
EORE T1 ;COMBINE LSB OF HIGH HALF
STAB CRCLO

RTS

G.1.3 Other Implementations of the Header CRC Algorithm

Other implementations of the Header CRC algorithm are possible. It may be seen that the new CRC value is a function of
the prior CRC value exclusive OR’ed with the data value, Thus, a lookup table with 256 elements may be used to quickly
determine the new CRC value, using the prior CRC exclusive OR’ed with the data value as an index. The contents of the table

may be computed using the implementations shown in G.1.1 or G.1.2.

G.2 Calculation of the Data CRC

We begin with the diagram of a hardware CRC generator as shown in Figure G-2. The polynomial used is the CRC-CCITT:
X% + X% 4 X541

Input T = _ 4 | Output

Figure G-2. Hardware data-CRC generator.

The hardware implementation operates on a serial bit stream, whereas our calculation must operate on entire octets. To this
end, we follow the operation of the circuit through eight bits of data. The CRC shift register is initialized to X0 (input end)
to X15 (output end), the input data is DO to D7 (least significant bit first, as transmitted and received by a UART). Within
each block below, the terms are exclusive OR’ed vertically.
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input register contents
DO| X0 X1 X2 X3 X4 X5 X6 X7 X8 X9 X110 X11 X12 X13 X14 Xi5
D1 X0 X1 X2 X3 X4 X5 X6 X7 X8 X9 Xi0 X11 X1z X13 X14
DO Do Do
X15 X15 X1s
D2 X0 X1 X2 X3 X4 Xs X6 X7 XB X% X10 X11 X12 X1i3
D1 DO D1 DO D1 DO
X14 X15 X14 X315 X1l4 X15
D3 X0 X1 X2 X3 ¥4 4B X6 X7 X8 Xv¥ X10 ¥11 X132
D2 D1 DO D2 D1 DO D2 D1 DO
X13 X14 X15 X13 X14 X15 ¥13 X14 X315
D4 X0 X1 X2 X3 X4 X5 X6 X7 X8 X5 Xio Xi1
D3 D2 D1 DO D3 D2 D1 DO D3 - B Bl DO
X12 X13 X14 X1i5 X12 X13 X14 X15 X1i2 X13 Xi4 X15
DS X0 X1 X2 X3 X4 X5 X6 X7 X8 X5 X10
D3 D2 D1 BO D3 D2 D1 DO D3 D2 D1
X12 X13 X14 X15 X12 X13 X14 Xi15 X12 X13 X14
D4 D4 D4
X11 X11 X11
Do DO DO
X15 X15 X15
D& XD XL XZ X3 X4 X5 X6 X7 X8 X3
D3 D2 D1 DO D2 D2 D1 DO Da D2
X1z X13 X14 X15 X1z X13 X14 X15 X12 X1i3
D5 D4 D5 D4 D5 D4
X10 Xi1 X10 X11 ¥10 X11
D1 DO D1 DO D1 DO
X144 X15 ¥1l4 X15 X14 X15
D7 X0 X1 X2 X3 X4 X5 X6 X7 X8
D3 D2 D1 DO D2 BZ 1031 - Bl D3
X12 X13 X14 Xi5 ¥12 X13 X14 X15 X12
De DB D4 D6 D5 D4 De D5 D4
X9 X10 X1l X9 X10 X111 X9 X10 X11 '
D2 D1 DO D2 D1 Do D2 D1 DO
13 X14 X15 X13 X14 X1i5 X13 X14 X15
X0 X1 X2 X3 X4 X5 X6 X7
D% D2 DL- DA p IR e R o R 05
X12 X13 X14 Xi5 X12 X13 X14 X15
D7 Dé D5 D4 D7 D6 D5 D4 b i+ (A - o |
X8 X9 Xi0 X11 X8 X9 Xi0 Xi1 X8 Xo° Xi0 Xi1
D3 D2 D1 DO D3 D2 D1 DO P33 D2 D1 Do
X1z X13 X14 X15 X12 X13 Xl14 Xi5 X12 X13 Xi4 X15

The final block above is the net result of shifting an octet of data through the CRC generator. By performing the indicated
exclusive OR operations, an octet can be processed into the CRC. In order to simplify the required shifting operations, we
define X0 to be the most significant bit of the parallel representation and X15 to be the least significant. Since most
microprocessors number bits in the opposite order, we rename the bits to correspond to standard microprocessor bit
nomenclature. Let C15 = X0, Cl4 = X1, etc. The final block in the previous table thus becomes:
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X0 Xi X2 X3 X4 X5 X6 X7 XB X9 X10 X11 X12 X13 Xi14 ¥15
——————————————————————————— .-"-__‘_+-'-------__---_--'-__-__--_----“__"
15 CLd ' GLa €12l Ol €1 Gg ab ey e i es. 4TI 2 8T B0
——————————————————————————————— e e e e

15 'Cla €13 012 ¢1LT QLD {09 - €8
p3' ‘D2 BL DD D3 D2 D1 DO
O3 182 gl en 2 02 Bl w0
D7 De D5 D4 D7 De D5 D4 D7 D& D5 D4
C7 Ce C5 C4 5y S o~ vl T P S e R ol B o
D2 D2 D1 DO D3I D2 D1 DO DI D2 Pk DO
(5 RS = MY+ SR o T 23 C2r QL ER i A oo (R oo RN &
——————————————————————————————— e e

Cl1l5 Cl14 C13 Cl12 Cl11 CI10 C9 C8
D7 De D5 D4 D3 D2 D1 DO
o) 2a O A4 R IO X000
D7 De D5 D4 D3 D2 D1 DO
CcT e L5 €4 €3 €2 Cr Co
D3 D2 D1 DO D7 D6 D5 D4
3 S e G 3 I 5. | €7 Ceé C5 €4
D3 D2 D1 Do
o A 0 TR ek R o

In operation, the CRC register C15-C0\is initialized to all ones. During transmission, the Data are passed though the
calculation before transmission. The ones complement of the final CRC register value is then transmitted with the least
significant octet (C7-CO) first. At the receiving end, all data octets, including the received CRC octets, are passed though
the caleunlation, If all octets are received correcily, then the final value of the receiver’s CRC register will be the constant
X‘FOB8’: '

As an example of usage, consider a data sequence X‘01°, X‘22°, X*30":

Description Value CRC Accumulator After Octet is Processed
X‘PFFF’ (initial value)

first data octet X'o1 X‘1EQE’

second data octet X222 X‘EB70’

third data octet X330 X*42EF’ ones complement is X‘BD10’

CRC1 (least significant octet) X110 X'0R3A°

CRC2 (most significant octet) X‘BD’ X'FOB8® final result at receiver

Thus, the transmitter would calculate the CRC on the three octets X°01°, X 22°, and X*30’ to be X‘42EF’. The ones
complement of this is X*BD10’, which is appended to the frame least significant octet first as X‘10’, X‘BD'.

The receiver would calculate the CRC on the five octets X'01°, X‘22’, X30°, X*10’°, and X‘BD’ to be X‘FOB8&’, which is
the expected result for a correctly received frame.
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ANNEX G - CALCULATION OF CRC (INFORMATIVE)

G.2.1 Sample Implementation of the Data CRC Algorithm in C

As an example, a C language implementation of the Data CRC algorithm is presented. Inputs are the octet to be processed
and the accumulating CRC value. The function return value is the updated CRC value.

/* Accumulate "dataValue" into the CRC in crcValue.

/ Return value is updated CRC

/

/  Bssumes that "unsigned char" is egquivalent to one octet.

i Assumes that "unsigned int" is 16 bits,

o The * operator means exclusive OR,

*/

unsigned int CalcDataCRC(unsigned char dataValue, unsigned int crcValue)

unsigned int crcLow;
crclow = (crcValue & Oxff) * datavalue; /* XOR C7..C0 with D7..D0 */

/% Exclusive OR the terms in the table (top down) */

return (crcvalue >>B) * (crcLow << B) * (ercLow <<3)

(ercLow <<12) * (ercLow >> 4)

(crcLow & 0x0f) ( (crcLow & 0x0f) << 7);

A A

}
G.2.2 Sample Implementation of the Data CRC Algorithm in Assembly Language
As an example, an assembly language implementation of the Data CRC calculation for the 68HC11 (an eighi-bit processor

with a simple instruction set) is presented. The routine accumulates the CRC into the variables CRCLO and CRCHI. T1 and
‘T2 are temporary storage variables. Most instructions act on either accomulator A or B.

DATACRC: ; ACCUMULATE THE OCTET (0,X) INTO THE DATA CRC
LDAAR 0,X ;FETCH DATA OCTET (INDEXED OPERATION)
EORA CRCLO ;D7-D0 EXCLUSIVE OR C7-CO
STAA CRCLO }SAVE RESULT
CLRB ; CLEAR REGISTER B
LSRA ;SHIFT A RIGHT, 0 INTO MSB, LSB INTO CARRY
RORR ;ROTATE B RIGHT, CARRY INTO MSB
LSRA
RORB
LSRA
RORB
LSRA
RORB
s A=(- - - -7654)B=(3 2 1 0 - - - =)
’
EORA CRCLO
ANDA #OFH ;MASK OFF ALL BUT LS 4 BITS
i A={- - - - 7654) B=(3 2 1 0 - - =)
; (- ---3210)
5
STAA T1 ;SAVE TEMP RESULT (NOT USED EXCEPT AS TEMP)
STAE T2
LSRA ;SHIFT RIGHT 1 BIT
RORB
st a==iaes BEE) Berd - 3 2T s, s L]
; (- = - - -1321) (v = 4= ~ == =l
’
EORA CRCLO ; COMBINE PARTIAL TERMS
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EORA . T2
EORB CRCHI ;C8-C15

EORB T1

f A=(- - ---765)B=({4 3 2 1 0 - - =)
H fri == = = 32 1) (0 - = - - - - =)
; (7854 3210) (15 14 13 12 11 10 9 B)
e 323 == 5, 4) s == = 7 8§ 4)
: (= po o oL '3og 1)
STAA CRCHI ;SAVE RESULT

STAR CRCLO

RTS

G.2.3 Other Implementations of the Data CRC Algorithm

Other implementations of the Data CRC algorithm are possible. It can be seen that the new CRC value may be factored into
the exclusive OR of two terms. One term is the most significant octet of the prior CRC value. The other term is a function
of the least significant octet of the prior CRC value exclusive OR’ed with the data value. A lookup table with 256 elements
may be used to quickly determine the value of the second term, using the least significant octet of the prior CRC exclusive
OR’ed with the data value as an index. This term may then be exclusive OR’ed with the most significant octet of the prior
CRC value to form the new CRC value. The contents of the table may be computed using the implementation shown in G.2.1
or G.2.2.
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ANNEX H - COMBINING BACnet NETWORKS WITH NON-BACnet NETWORKS (NORMATIVE)
(This annex is part of this standard and is required for its use.)
H.1 Mapping Non-BACnet Networks onto BACnet Routers

In addition to providing the means to interconnect multiple BACnet networks, BACnet routers may also be used to provide
a gateway function to non-BACnet networks. Non-BACnet networks are characterized by the use of message structures,
procedures, and medium access control techniques other than those contained in this standard. The mapping from BACnet
to non-BACnet networks is performed by extending the routing table concept to allow non-BACnet devices to be addressable
uging BACnet NPCI. Thus, each non-BACnet network is assigned a unique two-octet network number, and each device on
the non-BACnet network is represented by a "MAC address" that may, or may not, correspond to the aciual octets used to
address the device using the medium access control in use on the foreign network. Since communication with devices on non-
BACnet networks is, by definition, not standardized here, the specific procedures for interpreting, translating, or relaying
messages received by such a router-gateway from either the BACnet or non-BACnet ports are outside the scope of this
standard,

H.2 Muitiple "Virtual" BACnet Devices in a Single Physical Device

A BAChet device is one that possesses a Device object and communicates using the procedures specified in this standard,
In somes instances, however, it may be desirable to model the activities of a physical building automation and control device
through the use of more than one BACnet device. Each such device will be referred to as a "virtual BACnet device." This
can be accomplished by configuring the physical device to act as a router to one or more "virtual networks." The idea is that
each virtual BACnet device would be associated with a unique DNET and DADR pair, i.e., a unique BACnet address. The
physical device would be expected to perform exactly as if it were a router between the network on which messages for the
virtual BACnet devices are received and a real BACnet network with the same network number as assigned to the virtual
BACnet devices.

H.3 Using BACnet with the DARPA Internet Protocols

This subclause describes procedures whereby BACnet messages may be conveyed using the protocols developed by the
Defense Advanced Research Projects Agency (DARPA) of the Department of Defense (DoD). Collectively, these protocols
are known as the Internet Protocol suite. The methodology described in this appendix involves encapsulating/decapsulating
BACnet LSDUs and conveying them across an internet using the capabilities of IP routers, a technique ofien referred to as
"tunneling." Although this appendix will describe the procedures in terms of a BACnet/Internet Protocol Packei-Assembler-
Disassembler, the necessary functionality could be built into BACnet nodes directly.

H.3.1 BACnet/Internet Protocol Packet-Assembler-Disassemblers (B/IP PAD)

A B/IP PAD is a device that implements the BACnet network layer as described in Clause 6 of this standard as well as the
DoD User Datagram Protocol (UDP) and the Internet Protocol (IP).

Upon receipt of a BACnet packet from the local network, the B/IP PAD inspects the NPCI to see if a DNET network
number has been supplied. If so, the B/IP PAD then consults an internal table consisting of entries mapping network
numbers, IP addresses of all B/IP PADs within the BACnet internetwork, and the 1P address of an IP router on the local
network that represents the next hop for the IP datagram. If an appropriate entry is found, the B/IP PAD encapsulates the
LSDU portion of the BACnet message (see Figure H-1) in a UDP packet where the LSDU represents the data portion of
the packet. The UDP source and destinations ports shall be set to X*BACO’, The B/IP PAD shall then send an IP datagram
containing the UDP packet to the local IP router indicating its own IP address as the source address and the IP address of
the B/IP PAD corresponding to the DNET contained in the BACnet message as the destination [P address. If the DNET in
the BACnet message is the global broadcast address, this procedure shall result in the transmission of the BACnet LSDU
to all B/IP PADs contained in the table. Conveyance of packets between B/IP PADs follows standard TP procedures.
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Upon receipt of an IP datagram from an IP router, a B/IP PAD shall locate the BACnet process at UDP port X‘BACO’,
which shall prepare the data portion of the UDP datagram for transmission as a BACnet message on the local network using
the procedures defined in 6.3.

A

H.3.2 Implementation Notes = | | | I BAC I B l
An implementation on an 8802-3 LAN might be I%j

configured as shown in Figure H-1. BACnet L
packets are differentiated from IP packets and
those of other protocols by the LSAP contained in X
the LLC header. IP uses an LSAP of X'06’,
whereas the BACnet network layer is identified by
an LSAP of X‘82'. In the case shown in the
Figure, each packet actually appears twice on the
network, once as a BACnet message and once as
an IP message. B/IP PADs could also be
constructed to implement the IP routing procedure

for any IP packet in addition to performing the ¥Ir f i =

BACnet encapsulation/decapsulation. Such a B ﬁ ﬁ ﬁ
device would be a B/IP PAD/Router. This is

illust in Fi H-2.

Snateg I8 T1re Figure H-1. IP funneling implemented with a B/IP PAD.

For further information about the DoD protocols,
consult the DDN Protocol Handbook referenced in Clause 25.

H.4 Using BACnet with the IPX Protocol

This subclause describes procedures whereby BACnet messages may be conveyed using the protocols developed by Novell
Corporation, which are known as Internetwork Datagram Protocol or, more popularly, IPX. This protocol layer is based
on a subset of the Xerox Network Services (XNS) protocols, in particular using the Packet Exchange Protocol (PEP). The
methodology described in this subclause involves encapsulating/decapsulating BACnet LSDUs and conveying them across
an IPX internetwork using the capabilities of IPX routers, a technique that here will be called IPX Tunneling. Although this
appendix will describe the procedures in terms of
a BACnet/IPX packet-assembler-disassembler, the
necessary functionality could be built into BACnet
nodes directly.

H.4.1 BACnet/IPX  Packet-Assembler-
Disassemblers (B/IPX PAD)

A B/IPX PAD is a device that implements both
the BACnet network layer as described in Clause
6 of this standard, as well as the TPX network
layer.

Upon receipt of a BACnet packet from the local
network, the B/IPX PAD inspects the NPCI to see
if a DNET network number has been supplied. If
so, the B/IPX PAD then consults an internal table
consisting of entries mapping BACnet network
numbers to (IPX network number, MAC layer
A pats fat epresent all remote BIPX  oare' T2, TP humnsiing implomented with  B/IF PAD romier.
appropriate entry is found, the B/IPX PAD

encapsulates the LSDU portion of the BACnet message (see Figure 6-1) in an IPX Tunnel packet (see Figure H-3) where
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the destination network and MAC-layer addresses correspond to those of the remote B/IPX PAD and the destination socket
number shall be set to the BACnet IPX socket number X‘87C1°. The B/IPX PAD shall then send an IPX datagram containing
this tunnel packet to the local IPX router, indicating its own IPX network number, MAC-layer address, and the BACnet IPX
socket number as the source. If the DNET in the BACnet message is the global broadcast address, this procedure shall result
in the transmission of the BACnet LSDU tunnel packet to all B/IPX PADs contained in the table, Conveyance of packets
between B/IPX PADs follows standard IPX routing procedures.

Upon receipt of an IPX
datagram wusing the BACnet
socket, a B/IPX PAD shall
prepare the data portion of the
BACnet IPX Tunnel packet for
transmission as a BACnet
message on the local metwork
using the procedures defined in
6.3.

H.4.2 Implementation Notes

An implementation on an 8802-3
LAN might be configured as
shown in Figure H-1. BACnet
packets are differentiated from
IPX packets and those of other

;IPX Header (30 octets)
dw X‘FFFF’
dw 7
db ?
db 4
dd ?
db 2,272,227
dw X'gicr’
dd ?
db 7,2,2,2,2,2
dw X7cr
db 546 dup 7

;X8 checksum (not used by IPX)

;packet length (set by IPX)
srouters crossed (set by IPX)

;type 4=Packet Exchange Packel

;32 bit dest network number
;dest MAC layer address

;ydest BACnet socket

:32 bit source network number
ssource MAC layer address
:source BACnet socket
:BACnet LSDU

Figure H-3. Structure of a BACnet IPX tunnel packet.

protocols by the LSAP contained in the LLC header. IPX uses an LSAP of X‘E(', whereas the BACnet network layer is
identified by an LSAP of X‘82°. In the case shown in the Figure, each packet actually appears twice on the network: once
as a BACnet message and once as an IPX message. B/IPX PADs could also be constructed to implement the IPX routing
procedure for any IPX packel in addition to perfoming the BACnet encapsulation/decapsulation. Such a device would be a
B/IPX PAD/Router, This is illustrated in Figure H-2.
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ANNEX I - COMMANDABLE PROPERTIES WITH MINIMUM ON AND OFF TIMES (INFORMATIVE)
(This annex is not part of this standard but is included for information purposes only)
This annex is an example of the use of a commandable property with minimum on and off times.

Suppose that we have a binary output object with a 600-second (10-minute) Minimum On_Time, a 1200-second (20-minute)
Minimum_Off Time, and NORMAL polarity. The Priority Array is all NULL, and the Present Value is INACTIVE (off)
due 1o the Relinquish_Default and has been INACTIVE for several hours. See Figure I-1(a).

In Figure I-1(b) a write is made to the Present_Value at priority 9 with a value of ACTIVE (on). Logic internal to the
request server writes the value to entry 9 in the Priority_Array. Since the Present Value has been off for more than 20
minutes, the change of state can occur immediately. Thus, the Present Value will take the value ACTIVE and the
Change Of State_Time will be set to the time of control.

Because the state of the Present Value has changed, the minimum on and off time maintenance entity writes the new state
of ACTIVE to entry 6 in the Priority_Array in order to enforce the minimum time. Any further writes to the Present_Value
at priorities less than 6 will be entered into the Priority Array but will not be acted upon due to the presence of the ACTIVE

at priority 6. For example, in Figure I-1(c), a write to Present Value at priority 7 with a value of INACTIVE will be entered
into the Priority_Array but will not be acted upon.

Writes to priorities higher than 6 will be entered into the Priority_Array and may cause changes of state due to their higher
priority. This is desired for emergency and fire control.

In Figure 1-1(e) the minimum on and off time maintenance entity in the device issues a relinquish (NULL) at priority 6 when
the Minimum_On_Time expires, 10 minutes after the initial write. The remaining entries in the Priority Array are then
examined to determine the new Present_Value. If no change of state results, then no further action occurs. This would be
the case in our example if no INACTIVE requests above priority 9 had been made.

\
In our example we had an INACTIVE at priority 7. Thus, in Figure I-1(f), when the Minimum On Time expires and the
ACTIVE at priority 6 is relinguished, the value at priority 7 takes control. The Present Value changes state to INACTIVE.
As before, because the state of the Present_Value has changed, the minimum on and off time maintenance entity writes the
new staie of INACTIVE to entry 6 in the Priority Array in order to enforce the minimum time.

We note that while write to priorities above 6 are not subject to minimum on and off times, if such writes cause changes
of states, the server should still write the new value to priority 6. Thus, if the higher priority request is relinquished within
the minimum time, the minimum will be enforced before any lower priority requests can cause changes of state.
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Priority Aray ~ Present Value Priority Aray ~ Present Value
1 | INACTIVE _| 1 [ ACTIVE |
2 2
3 3
4 4
5 5
6 P 6| ACTIVE
7 resst ¥
2 minimum time 8
2] 8| AGTIVE
10 10
16 16
default | |NACTIVE default| INACTIVE
(a) idle (b) Write new value at priority =9
Priority Amay ~ Presant Value Priority Array ~ Present Value
1 [ ACTIVE | 1 [ ACTIVE ]
2 2
3 3
4 4
5 5
8 ACTIVE 6 ACTIVE
7| INACTIVE 7| INACTIVE
8 8
9| ACTIVE 9| ACTIVE
10 10
16 16
default | INACTIVE default | INACTIVE
(c) Write new velue at priority =7 (d) No change in present value
Priority Amay ~ Present Value Priority Amay ~ Present Value
1 [ | 1 [ INACTIVE |
2 2
3 3
4 minimum time 4
5 explras 5
6 6 INACTIVE
7 [ TAGTVE > 7 [iome
8 reset 8
g minimum time 9
10 10
16 16
default | INACTIVE default | INACTIVE

(e) Minimum on expires

(f) Pri =7 takes effect & minimun off begins

Figure I-1. Example of minimum on and off times.
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[Add these abbreviations and acronyms fo 3.3]

BBMD BAChnet Broadcast Management Device
BYLL BAChnet Virtual Link Layer

BVYLC BACnet Virtual Link Control

BVLCI BACnet Virtual Link Control Information

BDT Broadcast Distribution Table

BAP BACnhet/TP

B/IP-M BACnet/TP Multicast

FDT Foreign Device Table

P Internet Protocol - RFC 791

PPP Point-to-Pomnt Protocol - REC 1661
UDP User Datagram Protocol - RFC 768
RFC Request for Comment

SLIP Serial Line Internet Protocol - REC 1055

[Add the following entry to Table 6-1; p. 50]

Data Link Technology Maximum NPDU Length
BACnel/TP as defined in Annex J 1497 octets
[Add the following Annex]

Annex J - BACnet/IP

J.1 General

This normative annex specifies the use of BACnet messaging with the networking protocols originally defined as the result of
reseach sponsored by the U. S. government’s Defense Advanced Research Projects Agency and now maintained by the
Internet Engineering Task Force, This suite of protocols is generally known as the "Internet Protocols.”

J.1.1 BACnet/IP (B/IP) Network Definition

A BACnet/IP network is a collection of one or more IP subnetworks (IP domains) that are assigned a single BACnet network
number. A BACnet internetwork (3.2.26) consists of two or more BACnet networks. These networks may be BACnet/IP
networks or use the technologies specified in Clauses 7, 8, 9, and 11, This standard also supports the inclusion of IP multicast
groups in a fashion analogous to IP subnets, as described below in J.8.

J.1.2 Addressing within B/IP Networks

In the case of B/IP networks, six octets consisting of the four-octet IP address followed by a two-octet UDP port number
(both of which shall be transmitted most significant octet first) shall function analogously to the MAC address of the
technologies of Clauses 7, 8, 9, and 11 with respect to communication between individual devices and inclusion in the Clause
6 NPCI, where a DADR or SADR is required. This address shall be referred to as a B/IP address. The default UDP port for
both directed messages and broadcasts shall be X'BACO’and all B/IP devices shall support it. In some cases, e.g., a situation
where it is desirable for two groups of BACnet devices to coexist independently on the same IP subnet, the UDP port may be
configured locally to a different value without it being constdered a violation of this protocol. Where the "B/IP broadcast
address" is referred to in this Annex, it means an IP address with the subnet of the broadcasting device in the network portion
and all 1'% in the host portion of the address and the UDP port of the devices on the B/IP network in question. An IP multicast

address in conjunction with an appropriate UDP port may be used in lieu of the B/IP broadcast address under the
circumstances defined in J.8.
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J.1.3 B/IP Concept

A BACnet/IP network shall function in concept identically to the other non-IP neiwork types with respect to directed
messages and broadcast messages, including local, remote, and global broadcasts, as defined in 6.3.2: a directed message
shall be sent directly to the destination node; a "local broadcast” shall reach all nodes on a single B/IP network; a "remole
broadcast” shall reach all nodes on a single BACnet network with network number different from that of the originator’s
network; a "global broadcast" shall reach all nodes on all networks. The management of broadcasts within a single B/IP
network, or between multiple B/IP networks, or between B/IP and non-B/IP networks, is described in J.4.

J.2 BACnet Virtual Link Layer

The BACnet Virtual Link Layer (BVLL) provides the interface between the BACnet Network Layer (Clause 6) and the
underlying capabilities of a particular communication subsystem. This Annex specifies the BACnet Virtual Link Control
(BVLC) functions required to support BACnet/IP directed and broadcast messages. The purpose and format of each message
is described in the following subclauses.

Note that each BYLL message has at least three fields. The 1-octet BVLC Type field indicates which underlying
communication subsystem or microprotocol is in use. In this case, a BVLC Type of X'81'indicates the use of BACnet/IP as
defined in this Annex. The 1-octet BVLC Function field identifies the specific function to be carried out in support of the
indicated communication subsystem or microprotocol type. The 2-octet BVLC Length field is the length, in octets, of the
entire BVLL message, including the two octets of the length field itself, most significant octet first.

J.2.1 BVLC-Result: Purpose

This message provides a mechanism to acknowledge the result of those BVLL service requests that require an
acknowledgment, whether successful (ACK) or unsuccessful (NAK). These are: Write-Broadcast-Distribution-Table (ACK,
NAK); Read-Broadcast-Distribution-Table (NAK only); Register-Foreign-Device (ACK, NAK); Read-Foreign-Device-Table
(NAK only); Delete-Foreign-Device-Table-Entry (ACK, NAK); and Distribute-Broadcast-To-Network (NAK only).

J.2.1.1 BVLC-Result: Format

The BVLC-Result message consists of four fields:

BVLC Type: 1-octet XB1’ BVLL for BACnet/IP

BVLC Function: 1-octet X0t - BVLC-Result

BVLC Length: 2-octets L Length L, in octets, of the BVLL message

Result Code: 2-octels X'0000" Successful completion
X'0010 Write-Broadcast-Distribution-Table NAK
X0020 Read-Broadcast-Distribution-Table NAK
X030 Register-Foreign-Device NAK
X'0040° Read-Foreign-Device-Table NAK
X'0050" Delete-Foreign-Device-Table-Entry NAK
X'0060" Distribute-Broadcast-To-Network NAK

J.2.2 Write-Broadcast-Distribution-Table: Purpose

This message provides a mechanism for initializing or updating a Broadcast Distribution Table (BDT) 1n 2 BACnet
Broadcast Management Device (BBMD).

J.2.2.1 Write-Broadcast-Distribution-Table: Format

The Write-Broadcast-Distribution-Table message consists of four fields:

BVLC Type: 1-octet X811 BVLL for BACnet/IP

BVLC Function: 1-octet xXor Write-Broadeast-Distribution-Table

BVLC Length: 2-octels L Length L, in octets, of the BVLL message

2 Addendum a to ANSI/ASHRAE 135-1925
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List of BDT Eniries: N#*10-octets

N indicates the number of entries in the BDT. Each BDT entry consists of the 6-octet B/IP address of a BBMD followed by a
4-octet field called the broadcast distribution mask that indicates how broadcast messages are 1o be distributed on the IP
subnet served by the BBMD. See 1.4.3.2.

J.2.3 Read-Broadcast-Distribution-Table: Purpose

The message provides a mechanism for retrieving the conients of a BBMD’s BDT.

J.2.3.1 Read-Broadcast-Distribution-Table: Format

The Read-Broadcast-Distribution-Table message consists of three fields:

BVLC Type: 1-octet X8 BVLL for BACnet/IP
BVLC Function: 1-octet X02 Read-Broadcast-Distribution-Table
BVLC Length: 2-octets X0004' Length, in octets, of the BVLL message

J.2.4 Read-Broadcast-Distribution-Table-Ack: Purpose

This message returns the current contents of a BBMD’s BDT to the requester. An empty BDT shall be signified by a list of
length zero.

J.2.4.1 Read-Broadcast-Distribution-Table-Ack: Format

The Read-Broadcast-Distribution-Table-Ack message consists of four fields:

BYLC Type: 1-octet X8l BVLL for BACnet/IP
BVLC Function: 1-octet X903 Read-Broadeast-Distribution-Table-Ack
BVLC Length: 2-octets & Length L, in octets, of the BVLL message

List of BDT Entries: N#*10-octets
N indicates the number of entries in the BDT whose contents are being returned,
J.2.5 Forwarded-NPDU: Purpose

This BVLL message is used in broadcast messages from a BBMD as well as in messages forwarded to registered foreign
devices. It contains the source address of the original node as well as the original BACnet NPDU.,

J.2.5.1 Forwarded-NPDU: Format

The Forwarded-NPDU message consists of five fields:

BVLC Type: [-octet X811’ BVLL for BACnet/IP

BVLC Function: 1-octet Xo4 Forwarded-NPDU

BVLC Length; 2-octets L Length L, in octets, of the BVLL message
B/IP Address of Originating Device: 6-octets

BACnet NPDU from Originating Device: Variable length

J.2.6 Register-Foreign-Device: Purpose

This message allows a foreign device, as defined in 1.5.1, to register with a BBMD for the purpose of receiving broadcast
messages. '
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J.2.6.1 Register-Foreign-Device: Format

The Register-Foreign-Device message consists of four fields:

BVLC Type: 1-octet X817 BVLL for BACnet/IP

BVLC Function: 1-octet X'05° Register-Foreign-Device

BVLC Length: 2-octets X10006’ Length, in octets, of the BVLL message
Time-to-Live 2-ociets T Time-to-Live T, in seconds

The Time-to-Live value is the number of seconds within which a foreign device must re-register with a BBMD or risk having
its entry purged from the BBMD’s FDT. This value will be sent most significant octet first. See J.5.2.2,

J.2.7 Read-Foreign-Device-Table: Purpose
The message provides a mechanism for retrieving the contents of a BBMD’s FDT,
J.2.7.1 Read-Foreign-Device-Table: Format

The Read-Foreign-Device-Table message consists of three fields:

BVLC Type: 1-octet X811 BVLL for BACnet/IP
BVLC Function: 1-octet X06' Read-Foreign-Device-Table
BVLC Length: 2-octets X0004" Length, in octets, of the BYLL message

J.2.3 Read-Foreign-Device-Table-Ack: Purpose

This message returns the current contents of a BBMD’s FDT (o the requester. An empty FDT shall be signified by a list of
length zero. )

J.2.8.1 Read-Foreign-Device-Table-Ack: Format

The Read-Foreign-Device-Table-Ack message consists of four fields:

BVLC Type: I-octet X8l BVLL for BACnet/IP
BVLC Function: 1-octet Xo7r Read-Foreign-Device-Table-Ack
BVLC Length; 2-octets L Length L, in octets, of the BYLL message

List of FDT Entries: N*10-octets

N indicates the number of entries in the FDT whose contents are being returned. Each returned entry consists of the 6-octet
B/IP address of the registrant; the 2-octet Time-to-Live value supplied at the time of registration; and a 2-octet value
representing the number of seconds remaining before the BBMD will purge the registrant’s FDT entry if no re-registration
occurs.

1.2.9 Delete-Foreign-Device-Table-Entry: Purpose

This ‘message is used (o delete an entry from the Foreign-Device-Table.

J.2.9.1 Delete-Foreign-Device-Table-Entry: Format

The Delete-Foreign-Device-Table-Entry message consists of four fields:

BVLC Type: 1-octet X8I’ BVLL for BACnet/IP

BVLC Funciion: 1-octet X08’ Delete-Foreign-Device-Table-Entry
BVLC Length: 2-octets X000A' Length, in octets, of the BVLL message
FDT Entry: 6-octets

The FDT entry is the B/IP address of the table eniry to be deleted.
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J.2.10 Distribute-Broadcast-To-Network: Purpose

This message provides a mechamism whereby a foreign device may cause a BBMD to broadcast a message on all IP subnets
in the BBMDs BDT.

J.2.10.1 Distribute-Broadcast-To-Network: Format

The Distribute-Broadcast-To-Network message consists of four fields:

BVLC Type: 1-octet K81
BVLC Function: 1-octet X109
BVLC Length: 2-octets L

BACnet NPDU from Originating Device:

BVLL for BACnet/IP
Distribute-Broadcast-To-Network

Length L, in octets, of the BVLL message
Variable length

J.2.11 Original-Unicast-NPDU: Purpose
This message is used to send directed NPDUs to another B/IF device or router.
J.2.11.1 Original-Unicast-NPDU: Format

The Original-Unicast-NPDU message consists of four fields:

BVLC Type: 1-octet X8’ BVLL for BACnet/IP

BVLC Function: 1-octet X0A" Original-Unicast-NPDU

BVLC Length: 2-octets L Length L, in octets, of the BVLL message
BACnet NPDU: Variable length

J.2.12 Original-Broadcast-NPDU: Purpose
This message 15 used by B/IP devices and routers which are not foreign devices to broadcast NPDUs on a B/IP network.
J.2.12.1 Original-Broadcast-NPDU: Format

The Original-Broadcast-NPDU message consists of four fields:

BVLC Type: 1-octet X'81' BVLL for BACnet/IP

BVLC Function: l-octet X'0B’ Original-Broadcast-NPDU

BVLC Length: 2-oclets L Length L, in octets, of the BVLL message
BACnet NPDU: Variable length

J.3 BACnet/IP Directed Messages

B/IP devices shall communicate directly with each other by using the B/IP address of the recipient. Each NPDU shall be
transmitted in a BVLL Original-Unicast-NPDU,

J.4 BACnet/IP Broadcast Messages

This clause defines how BACnet broadcast messages are managed within a B/IP network.
L}

J.4.1 B/IP Broadecast Management, Single IP Subnet

In this case, the B/IP network consists of a single IP subnet. A "local broadcast” shall use the B/IP broadcast address and the
NPDU shall be transmitted in a BVLL Original-Broadcast-NPDU message. Because all nodes are on a single IP subnet, such
messages will automatically reach all nodes. See Figure J-1.
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IP Subnet T LANSegment

6 (5 d) 6 O BACnet Device

Figure J-1. A B/TP network consisting of a single IP subnet.

J.4.2 B/IP Broadcast Management, Multiple IP Subnets

In this cage, the BACnet/IP network consists of two or more IP subnets. A "local broadcast” shall use the B/TP broadcast
address, and the NPDU shall be transmitfed in a BVLL Original-Broadcast-NPDU message. Because standard IP routers do not
forward such broadcasts, an ancillary device is required to perform this function. This device shall be called a BACnet/IP
Broadcast Management Device (BBMD). See Figure J-2.

IP Subnet 1 T LANSegment
Iﬂ 6 6 O BACnet Device
.l;J é /\ Intemet Router
.i-‘: IP Subnet 2 > BBMD

X5

Figure J-2. A B/IP network consisting of two IP subnets.

J.4.3 BBMD Concept

Each IP subnet that is part of a B/IP network comprised of two or more subnets shall have one, and only one, BEMD. Each
BBMD shall possess a table called a Broadcast Distribution Table (BDT) which shall be the same in every BBMD in a given
B/IP network. If ihe BBMD has also been designated to register foreign devices as described below, it shall also possess a
Foreign Device Table (FDT).

J.4.3.1 Broadcast Distribution

There are two ways that a BBMD may distribute broadcast messages to remote IP subnets. The first is fo use [P "directed
broadcasts” (also called "one-hop" distribution). This involves sending the message using a B/IP address in which the
network portion of the address contains the subnet of the destination TP subnet and the host portion of the address contains all
1. While this method of distribution is efficient, it requires that the IP router serving the destination subnet be configured to
support the passage of such directed broadcasts.

Since not all IP routers are configured to pass directed broadcasts, a BBMD may be configured to send a directed message to
the BBMD on the remote subnet ("two-hop" distribution) which then transmits it using the B/IP broadcast address. Since the
use of one-hop distribution requires an IP router configuration that may or may not be possible, while the two-hop method is
always available, the choice of which method to use in any given case is a local matter.
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J.4.3.2 Broadecast Distribution Table Format

The BDT consists of one entry for each BBMD within a B/TP network. Each entry consists of the 6-octet B/IP address of the
BBMD serving the TP subnet and a 4-octet broadcast distribution mask. If messages are fo be distributed on the remote IP
subnet using directed broadcasts, the broadcast distribution mask shall be identical to the subnet mask associated with the
subnet, 1.e., all 1's in the network portion of the 4-octet IP address field and all 0's in the host portion. If messages are to be
distributed on the remote IP subnet by sending the message directly to the remote BBMD, the broadcast distribution mask
shall be all 1. The use of the broadcast distribution mask is described in 1.4.5.

J.4.4 BBMD Configuration

The configuration of the BACnet-related capability of a BBMD shall consist of supplying it with a BDT. The table may be
supplied by local means or by means of the BVLL Write-Broadcast-Distribution-Table message.

J.4.5 BBMD Operation - Broadcast Distribution

Upon receipt of a BVLL Write-Broadcast-Distribution-Table message, a BBMD shall attempt to create or replace its BDT,
depending on whether or not a BDT has previously existed. If the creation or replacement of the BDT is successful, the
BBMD shall return a BVLC-Result message to the originating device with a result code of X0000". Otherwise, the BEMD
shall return a BVLC-Result message to the originating device with a result code of X'0010’ indicating that the write attempl
has failed.

Upon receipt of a BVLL Read-Broadcast-Distribution-Table message, a BBMD shall load the contents of its BDT into a
BVLL Read-Broadcast-Distribution-Table-Ack message and send it to the onginating device. If the BBMD is unable to
perform the read of its BDT, it shall return a BVLC-Result message to the originating device with a result code of X0020"
indicating that the read attempt has failed.

Upon receipt of a BVLL Original-Broadcast-NPDU message, a BBMD shall construct a BVLL Forwarded-NPDU message
and send it to each IP subnet in its BDT with the exception of its own. The B/IP address to which the Forwarded-NPDU
message is sent is formed by inverting the broadcast distribution mask in the BDT eniry and logically ORing it with the
BBMD address of the same entry. This process produces either the directed broadcast address of the remote subnet or the
unicast address of the BBMD on that subnet depending on the contents of the broadcast distribution mask. See 7.4.3.2.. In
addition, the received BACnet NPDU shall be sent directly to each foreign device currently in the BBMD's FDT also using
the BVLL Forwarded-NPDU message.

Upon receipt of 2 BVLL Forwarded-NPDU message, a BBMD shall process it according to whether it was received from a
peer BBMD as the result of a directed broadcast or a unicast transmission. A BBMD may ascertain the method by which
Forwarded-NPDU messages will arrive by inspecting the broadcast distribution mask field in its own BDT entry since all
BDTs are required to be identical. If the message arrived via directed broadcast, it was also received by the other devices on
the BBMD's subnet. In this case the BBMD merely retransmits the message directly to each foreign device currently in the
BBMD’s FDT. If the message arrived via a unicast transmission it has not yet been received by the other devices on the
BBMD’s subnet. In this case, the message is sent to the devices on the BBMD’s subnet using the B/IP broadcast address as
well as to each foreign device currently in the BBMD’s FDT. A BBMD on a subnet with no other BACnet devices may omil
the broadcast using the B/IP broadcast address. The method by which a BBMD determines whether or not other BACnet
devices are present is a local matter,

Upon receipt of a BVLL Distribute-Broadcast-To-Network message from a foreign device, the receiving BBMD shall
transmit a BVLL Forwarded-NPDU message on its local IP subnet using the local B/IP broadcast address as the destination
address. In addition, a Forwarded-NPDU message shall be sent to each entry in its BDT as described above in the case of the
receipt of a BVLL Original-Broadcast-NPDU as well as directly to each foreign device currently in the BBMD's FDT except
the originating node. If the BBMD is unable to perform the forwarding function, it shall return 2 BVLC-Result message to
the foreign device with a result code of X'0060’ indicating that the forwarding attempt was unsuccessful.
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J.5 Addition of Foreign B/IP Devices to an Existing B/IP Network

J.5.1 Foreign device definition

A "foreign" device is a BACnet device that has an TP subnet address different from those comprising the BACnet/IP network
that the device seeks to join. The foreign device may be a full-time node on the foreign subnet or may be a part-time
participant, as would be the case if the device accessed the internet via a SLIP or PPP connection. See Figure J-3.

e

f IP Subnet 1 T LANSegment
6 6 (O PBACnetDavice
é /\ Infemet Router
IP Subnet 2 > sBvD

Internet

i\ ! ! 6 @© Foreign BACnet Device

! IP Subnet 3

Figure J-3. The "foreign" BACnet device on Subnet 3 can register to receive broadcasts from devices
on Subnets 1 and 2 by sending a BVLL Register-Foreign-Device message to a BBMD that supports
foreign device registration.

J.5.2 BBMD Operation - Foreign Devices

In order for a foreign device to fully participate in the activities of a B/IP network;, the device must register itself with a
BBMD serving one of the IP subnets comprising that network. "Full participation" implies the ability to send and receive
both directed and broadcast messages. Registration consists of sending a BVLL Register-Foreign-Device message to an
appropriate BBMD and receiving a BYLC-Result message containing a result code of X'0000" indicating the successful
completion of the registration, Ascertaining the IP address of such a BBMD is a local matter but could involve the use of a
domain nameserver or the distribution of a numeric IP address to authorized users. The UDP port X'BACO shall be
considered the default, but the use of other port values is permitted if required by the local network architecture, e.g., where
two B/IP networks share the same physical LAN.

J.5.2.1 Foreign Device Table

Each device that registers as a foreign device shall be placed in an entry in the BBMD's Foreign Device Table (FDT). Each
entry shall consist of the 6-octet B/IP address of the registrant; the 2-octet Time-to-Live value supplied at the time of
registration; and a 2-octet value representing the number of seconds remaining before the BBMD will purge the registrant’s
FDT entry if no re-registration occurs. This value will be initialized to the the 2-octet Time-to-Live value supplied at the time
of registration.

Two BYLL messages support the maintenance of FDTSs and are described in J.5.2.1.1 and J.5.2,1,2.

J.5.2.1.1 Use of the BVLL Read-Foreign-Device-Table Message

Upon receipt of a BVLL Read-Foreign-Device-Table message, a BBMD shall load the contents of its FDT into a BYLL
Read-Foreign-Device-Table-Ack message and send it o the originating device. If the BBMD is unable to perform the read of
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its FDT, it shall return a BVL.C-Result message to the originating device with a result code of X'0040" indicating that the read
attempt has failed.

J.5.2.1.2 Use of the BVLL Delete-Foreign-Device-Table-Entry Message

Upon receipt of a BVLL Delete-Foreign-Device-Table-Entry message, a BBMD shall search its foreign device table for an
entry corresponding to the B/IP address supplied in the message. If an entry is found, it shall be deleted and the BBMD shall
return a BVLC-Result message to the originating device with a result code of X0000". Otherwise, the BBMD shall return a
BVLC-Result message to the originating device with a result code of X0050" indicating that the deletion attempt has failed.

J.5.2.2 Use of the BVLL Register-Foreign-Device Message

Upon receipt of a BVLL Register-Foreign-Device message, a BEBMD capable of providing foreign device support and having
available table entries, shall add an entry to its FDT as described in J.5.2.1 and reply with a BVLC-Result message confaining
aresult code of X000’ indicating the successful completion of the registration. A BBMD incapable of providing foreign

device support shall return a BVLC-Result message containing a result code of X'0030" indicating that the registration has
failed.

J.5.2.3 Foreign Device Table Timer Operation

Upon receipt of a BVLL Register-Foreign-Device message, a BBMD shall start a timer with a value equal to the Time-to-
Live parameter supplied plus a fixed grace period of 30 seconds. If, within the period during which the timer 1s active,
another BVLL Register-Foreign-Device message from the same device is received, the timer shall be reset and restarted. If

the time expires without the receipt of another BVLL Register-Foreign-Device message from the same foreign device, the
FDT eniry for this device shall be cleared.

Upon receipt of a BVLC-Result message containing a result code of X0000’ indicating the successful completion of the
registration, a foreign device shall start a timer with a value equal to the Time-to-Live parameter of the preceding Register-

Foreign-Device message. At the expiration of the timer, the foreign device shall re-register with the BBMD by sending a
BVLL Register-Foreign-Device message.

J.6 Routing Between B/IP and non-B/IP BA Cnet Networks

J.6.1 Router Operation

In concept, a router between a B/IP network and a non-B/IP network functions identically to the routers described in Clause
6. See Figure J-4.

! BACnet/IP Net 1 T LANSegment
' ! (5 O BACnet Device
] /\ Infemet Router
=
-
'E <> BBMD
e Non-BACnet/IP Net 2 D BACnet Router

Figure J-4. A BACnet router can be used to convey messages between devices on a B/IP network and
non-B/IP network using the procedures in Clause 6.
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There are two possible differences. First, on the B/IP side, the B/IP address is used in place of the MAC layer address
referred to throughout Clause 6. Second, if B/IP and non-B/IP BACnet devices reside on the same physical LAN, then all
traffic is typically sent and recerved through a single physical port. The collection of B/IP devices would, in such a case, have
a network number distinct from the network number of the non-B/IP devices. Such a scenario could easily occur on an
Ethernet network where some devices are [P-capable while others are not,

1.7 Routing Between Two B/IP BACnet Networks

Although the foreign registration process provides the ability for remote devices to participate in a particular B/IP network,
there may be occasions when it is desirable for two collections of B/IP devices (o interoperate more closely. This type of
interoperation can only produce results consistent with the assumptions and intent contained in the oniginal BACnet standard
if the configuration of the two B/IP networks has been coordinated. For example, it is assumed that Device object identifiers
are unique "internetwork wide." If this is not the case, the Who-Is service will produce ambiguous results. Similarly, the
Who-Has service may be useless for dynamic configuration applications 1f multiple instances of objects with identical object
identifiers exist.

The BACnet standard also assumes that only a single path exists between devices on different BACnet networks and that this
path passes through a BACnet router. The internet’s web topology violates this assumption in that, apart from security
constraints such as "firewalls”, any IP device can communicate directly with any other IP device if it knows the device’s IP
address.

This clause specifies how B/IP internetworks may be constructed.

J.7.1 B/IP Internetwork Design Considerations

This standard recognizes that BACnet internetworks containing one or more B/IP networks can be configured in a variety of
ways, depending on the requirements of an installation. Any of these configurations shall be deemed to conform to this

standard provided they employ the techniques specified in this clause.

1) Depending on local traffic conditions and secunity requirements, all B/IP subnetworks can be configured into a single
B/IP network. This case is dealt with in clauses J.1-6.

2) Creating two or more B/IP networks, each with a unique network number, can be useful for limiting the'propagation of
local broadcast messages and for providing security by confining traffic to a particular geographic or logical area.

3) A single device can be configured to provide all the routing for a B/IP internetwork. See Figure J-5. The advantages
include: only a single routing table is required; the possibility of creating multiple paths between B/IP networks is
eliminated; the resulting star topology is easy to conceptualize. The disadvantages are: there is a single point of failure; a
single device could present a traffic bottleneck under heavy load conditions.
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T LAN Segment
(O BACnef Device
[:| B/IP Router

<> BBMD

Net 1 Net 2

Figure J-5. A single B/IP Router can perform all routing for two or more B/IP networks by registering
as a foreign device on each network. It is then "directly connected" to each such network and uses a
UDP port unique to that network for the receipt of communications from its individual nodes. See
1.7.2. The unique UDP port is required to determine a message's origin for the purpose of appending an
SNET to the routed packet. Note that the UDP port associated with the B/IP addresses of the non-
router nodes remains in general X'BACO’.

4) While the functions of BEMD:s as specified in J.4 and of BACnet routers as specified in Clause 6 and J.7.2 are entirely

distinct, this standard does not preclude the implementation of BBMD functionality and router functionality in a single
physical device. See Figure J-6.

TR .99 T (AN segment

(O BACnetDevice

O BBMD

@ BBMD/Router

Net | Net 2

Figure J-6. An alternative to the architecture depicted in Figure J-5 is to combine both BBMD and
router functionality in the same physical device as explicitly permitted in 1.7.1.

J.7.2 B/IP Rouiers
B/IP routers adhere to the requirements of Clause 6 with the following differences:

1) The physical ports of Clause 6 routers are replaced by logical ports. Each logical port is identified by the unique B/IP
address of the port’s connection to the B/IP network served by the router.

2) The term "directly connected network" in Clause 6 implies a physical LAN connection between a LAN segment and a
physical router port. In this clause "directly connected network" is exiended to mean any B/IP network from which a
router can receive local broadcast or IP multicast messages. Such networks are: the B/IP network on which a roufer
resides by virtue of having an IP network number in common with one of the TP subnets comprising the B/IP network; 4
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B/IP network in which the router participates as a member of an IP multicast group; or a B/IP network in which a router
participates by having registered as a foreign device with a BBMD serving that network.

3) Networks that are not directly connected are called "remote networks.” Remote networks, whether B/IP or non-B/IP,
may be reachable by communicating using B/IP with a router serving the remote network.

J1.7.3 B/IP Router Tables
B/IP router tables shall contain the following information for each logical port:
(a) the B/IP address for this port,

(b) if the port is to be used to communicate with nodes on a network directly connected by virtue of the router having an
1P network number 1 common with one of the IP subnets comprising the B/IP network, the BACnet network
number of the network, else

if the port is to be used to communicate with nodes on a network directly connected by virtue of the router
registering as a foreign device with a BBMD, the BACnet network number of the network served by the BBMD and
the B/IP address of the BBMD offering foreign device registration,

(c) a list of network numbers reachable through this port along with the B/IP address of the next router on the path to
each network number and the reachability status, as defined in 6.6.1, of each such network.

Because internetworks involving multiple B/IP networks may be more dynamic than traditional BACnet internetworks,
implementers of B/IP routers may wish to provide a mechanism whereby specific table entries can be selectively activated
and deactivated. The mechanism for accomplishing this is deemed to be a local matter.

J.7.4 B/IP Router Operation

Upon start-up, each B/IP router shall search its routing table for active entries indicating direct connection via foreign
registration with a BBMD. The router shall then proceed to register itself with each such network using the procedures
specified in J.5. At the conclusion of all such registrations, the router shall follow the procedure of 6.6.2 in that it shall
broadcast an I-Am-Router-To-Network message containing the network numbers of each accessible network except the
networks reachable via the network on which the broadcast is being made. Note that networks accessed through a given
active UDP port that are not directly connected, but are reachable by means of communication with another B/IP router shall,
upon router startup, be deemed to be reachable.

Additional router operations with regard to local and remote traffic shall follow the procedures of Clause 6.
1.8 Use of IP Multicast within BACnei/IP

BAChnet/IP devices that so desire may alternatively use IP multicasting as a method for distributing BACnet broadcast
messages, subject to the constraints imposed in this clause. This is accomphshed through the use of an IP class D address
which 1s made up of a single multicast group identifier rather than a combination of network and host IDs. Such devices shall
be referred to as B/IP-M devices. The use of IP multicasting also requires that devices comprising a multicast group that
reside on more than one IP subnet be served by IP routers capable of supporting IP multicast distribution. (See RFC 1112.)
Note that all B/IP-M devices must also be capable of processing unicast messages and must each have a unique unicast IP
address. All B/IP devices sharing a common IP multicast address should also share a common BACnet network number.

J.8.1 B/IP Multicast (B/IP-M) concept
For the purposes of BACnet/IP, a B/IP-M group functions logically mn the same manner as an IP subnet in the previous

clauses. The B/IP multicast group address replaces the B/IP broadcast address for members of the group. The following
constraints apply:
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1. If the B/IP-M group is part of a BACnet network with B/IP non-multicast devices, there shall be one, and only one, BBMD
configured to serve the B/IP-M group devices. A BACnet network comprised solely of B/IP-M devices need not have a
BBMD unless foreign devices are to be supported.

2. In order to prevent the receipt of multiple broadcast messages, devices that are 1n the B/IP-M group and B/IP non-multicast
devices may not share the same IP subnet. Note that this does not necessarily preclude them from sharing the same physical
LAN if the IP router serving the LAN can support multiple IP subnets.

J.8.2 B/IP-M Use of BVLL Messages

B/IP-M devices shall use the Original-Unicast-NPDU BYLL message for directed messages to any B/IP device within the
BACnet/IP network. B/IP-M devices shall use the Original-Broadcast-NPDU BVLL message for the purpose of transmitting
BACnet "local" and "global" broadcasts and shall use the B/IP-M group address as the destination IP address.

J1.8.3 B/IP-M BBMD Operation

BBMDs function as described in J.4.5 except that the BBMD serving the B/TP-M group must also be a member of the group
and that the B/IP-M group address 1s used analogously to the B/IP broadcast address with respect to the B/IP-M group. It is
also required that the BDT entry for each BBMD serving a B/IP-M group shall use a broadcast distribution mask of all 1% to
force "two-hop" BBMD-to-BBMD broadcast distribution. This is to prevent the multiple receipt of broadcast messages that
would occur if the B/IP-M BBMD were on the same IP subnet as any of the B/IP-M devices themselves and a "directed
broadcast" were used. The following paragraphs summarize the relevant operations of BBMDs that serve a B/IP-M group:

Upon receipt of an Original-Broadcast-NPDU via its B/IP-M group address, a BBMD shall forward the message to other

entries in its BDT (as well as to any devices in its FDT if the BBMD also supports foreign device registration) as described in
145,

Upon receipt of a Forwarded-NPDU from a peer BBMD, the BBMD shall re-transmit the message using the B/IP-M group
address (as well as direct it to any devices in its FDT if the BBMD also supports foreign device registration),

Upon receipt of a BVLL Distribute-Broadcast-To-Network message from a foreign device, the receiving BBMD shall
transmit a BVLL Forwarded-NPDU message using the B/IP-M group address as the destination address. In addition, a
Forwarded-NPDU message shall be sent to each entry in its BDT as described in J.4.5 as well as directly to each foreign
device currently in the BBMD'’s FDT except the originating node. Error processing is as described in J.4.5,

J.9 Sources for Internet Information

The RECs referred to in Uus Annex are available from:

USC/Information Sciences Institute

4676 Admiralty Way, Suite 1001

Marina del Rey, CA 90292-6695

or online at: WWW.ISL.EDU,
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NOTICE

INSTRUCTIONS FOR SUBMITTING A PROPOSED CHANGE TO
THIS STANDARD UNDER CONTINUOQUS MAINTENANCE

This standard is maintained under continuous maintenance procedures by a Standing Standard Project Committee (SSPC) for
which the Standards Commitlee has established a documented program for regular publication of addenda or revisions,
including procedures for timely, documented, consensus action on requests for change to any part of the standard, SSPC
consideration will be given to proposed changes according to the following schedule:

Deadline for receipt of proposed changes SSPC will consider proposed changes at next
February 20 ASHRAE Annual Meeting (normally JTune)

Proposed changes must be submitted to the Manager of Standards (MOS) in the latest published format available from the
MOS. However, the MOS may accept proposed changes in an earlier published format, if the MOS concludes that the
differences are immaterial to the proposed changes. If the MOS concludes that the current form must be ntilized, the proposer
may be given up to 20 additional days to resubmit the proposed changes in the current format.

Specific changes in text or values are required and must be substantiated. The Manager of Standards will return (o the

submitter any change proposals that do not meet these requirements. Supplemental background documents to support
changes submitted may be mncluded,
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FORM FOR SUBMITTAL OF PROPOSED CHANGE TO ASHRAE STANDARD
UNDER CONTINUOUS MAINTENANCE

(Please type)
1. Submitter:
(name—type)
Affiliation:
Address: City: State: Z1p:
Telephone: Fax: E-Mail:

I'hereby grant the American Society of Heating, Refrigerating and Air-Conditioning Engineers (ASHRAE) the non-exclusive
royalty rights, including non-exclusive royalty rights in copyright, in my proposals and I understand that I acquire no rights in
publication of this standard in which my proposal in this or other similar analogous form is used. 1 hereby attest that I have
the authority and am empowered to grant this copyright release.

Author's Signature: Date:

NOTE: Use a separate form for each comment, completing each section (including Sections 1 and 2) to facilitate processing.

2. Number and Year of Standard:
3. Clause (1.¢., Section), Subclause or Paragraph Number, and Page Number:

4.1 Propose To: [ 1 Change to read as shown [ 1 Delete and substitute as shown
(check one) [ 1 Add new text as shown [ 1 Delete without substitution

(Indicate the proposed change by showing a strikeout line through matenal to be deleted and underlining material 1o be added After showing
the text to be changed, msert a horizontal line and state the purpose, reason, and substantiation for Ihe proposed change
Use additional pages 1f necessary )

5. Proposed Change:

6. Purpose, Reason, and Substantiation Statements:
(Be bricf; provide abstracts of lengthy substantiation, full text should be enclosed for reference on request by project committee members,)

[ ] Check if additional pages are attached. Number of additional pages:

NOTE: Use separate form for each comment, Subrmttals (MS Word 6 preferred) may be attached to e-mail (preferable), submitted on

diskettes, uploaded to ASHRAE's fip site, or submitted in paper form by mail or fax to ASHRAE, Manager of Standards, 1791 Tullie
Circle, NE, Atlanta, GA 30329-2305.

E-mail; change.pn opasal @ashrae org. Fip server address: fip ashrae.orp, directory: change.proposal. Fax: 404-321-5478
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ELECTRONIC PREPARATION/SUBMISSION OF FORM FOR
PROPOSING CHANGES

An electronic version of each change, which must comply with the instructions in the Notice and the Form, is
the preferred form of submittal to ASHRAE Headquarters at the address shown below. The electronic format
facilitates both paper-based and computer-based processing. Submittal in paper form is acceptable. The
following instructions apply fo change proposals submitted in electronic form.

Use the appropriate file format for your word processor and save the file in either Microsoft Word 6.0
(preferred) or higher or WordPerfect 5.1 for DOS format. Please save each change proposal file with a
different name (example, prop001.doc, prop002.doc, etc., for Word files—prop001.wpm, prop002.wpm, etc.,
for WordPerfect files). If supplemental background documents to support changes submitted are included, it
is preferred that they also be in electronic form as wordprocessed or scanned documents

Elecironic change proposals may be submitted either as files (MS Word 6 preferred) attached to an e-mail
(uuencode preferred), files uploaded to an fip site, or on 3.5 floppy disk. ASHRAE will accept the following
as equivalent tot he signature required on the change submittal form to convey non-exclusive copyright:

Files attached to e-mail: Electronic signature on change submittal form (as a
picture; *.(if, or *.wpg), or e-mail address

Files on disk or uploaded to ftp site: Electronic signature on change submuttal form (as a
picture; *.tif, or * wpg), listing of the submitter’s e-mail
address on the change submttal form, or a letter with
submilter’s signature accompanying the disk or sent by
facsimile (single letter may cover all of proponent’s
proposed changes).

Submit e-mail, fip file, or disks containing change proposal files to:
Manager of Standards
ASHRAE
1791 Tullie Circle, NE
Atlanta, GA 30329-2305
E-mail: change.proposal@ashrae.org
Ftp server address: fip.ashrae.org, logon to anonymous fip in directory: change.proposal.
(Alternatively, mail paper versions to ASHRAE address or Fax: 404-321-5478.)

The form and instructions for electronic submittal to ASHRAE's fip site or as attachments to e-mail may be
obtained from the Standards section of ASHRAE's Home Page, ltip:/www.ashrae.org, or by contacting a
Standards Secretary, 1791 Tullie Circle, NE, Atlanta, GA 30329-2305. Phone: 404-636-8400, Fax: 404-32]-
5478. Email: standards section @ashrae org.
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